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Technology Peter H. Lewis 

ON tHE NET The RB.I. sting. operation on child 

pornography raises questions about encryption. 

F
EDERAL agents swooped 
down on more than 125 homes 
and offices across the United 

Sta tes on Sept. 13, seizing computers 
and diskettes from people suspected 
of trafficking in child pornography 
over ~he America Online network. 
But to date, the number of arrests in 
the sting operation remains at 15. 

More arrests are expected, but 
why haven't more occurred? 

Last week, Louis J. Fr,eeh, the di­
rector of the F.B.I.; Offered an ob­
lique explanation for the seemingly 
low initial success rate. 

At least some of the suspected 
child Pornographers had used aata 
encryption software, Mr. Freeh said 

. Thursday in remarks at an Interna­
,tional Cryptography Institute con-
. ference in Washington. In other 
words, they had scrambled their 
computer files so that only someone 
with the password - or with proper 
code-breaking skills - could view 
the contents 

Mr.-Freeh wisely did not say 
whether, the F.B.I. agents were able 
to decipher the encrypted files 
seized in the investigation. It would 
be foolhardy, from a law-enforce­
'ment perspective, to tip one's hand. 

Utah, a private company that spe­
cializes in cracking encrypted files 
for corporations and Government 
agencies. 

The Government's elite code­
breakers at the National Security 

. Administration are prohibited by 
law from using their talents against 
American citizens. The F.B.I. has its 
OWrN:ode-cracking experts, but it 

routinely calls on independent ex­
perts like Access Data to help on 
some cases. 

After eight years of breaking into ' .. 
encrypted files, ranging from situa­
tions involving secretaries who sim­
ply forgot their passwords for im­
portant memos to cases involving 
corporate computer systems that 
were encrypted by disgruntled em- . 
ployees, Mr. Thompson has conclud;' 
ed: "Basically, th~ criminal element 
is becoming more computer literate,. 
and they are discovering encryption. 
Files are becoming more difficult to 
break." , 

If the head of the F.B.I. acknowl­
edged that his agency was powerless . 
to crack a cryptography program 

Dorothy Denning, an expert in 
cryptography and a professor of 
<;omputer science at Georgetown 
University in Washington, said she 
recognized the importance of en­
cryption for businesses seeking to 
protect information. At the same 
time, she said, she-also recognized 
the problems that law-enforcement : 

like Pretty Good ~rivacy, the stam­
pede for that software on thE:, Inter- . 
net would make the run on-Windows 
95 look puny. 
. From a political perspective, Mr. 
Freeh's coyness is shrewd as well.' 
By making even a subtle suggestion 
that some child pornographers may 
walk free because of unbreakable 
cryptography, he gains more lever­
age in seeking Government-mandat­
ed CQntrols over the Use of encryp-
tion technology. . 

Mr. Freeh said that encryption 
was a "public safety" issue, and he 
said law-enforcement agencies . 

. around the world "will not tolerate" 
the use of private data encryption to 
impede investigations. He said en­
crmtion had also been encountered 
in the Philippines in a plot to blow up 
an American jet and to assassinate 
Pope John Paul II. (In that case, at 
least, one can presume the code was 
cracked.) 

. It seems worthwhile to point out 
that even if the suspects in the child 
pornography sting, called Operation 
Innocent Images, 'used cryptogra­
phy, that did not provide evidence 
that they were doing something ille­
gal. Our legal system is predicated 
on the belief that one is innocent un­
less proved guilty, and there is no ex­
ception clause for technology. 

"Fortunately we are not yet at the 
point where the mere use of encryp­
tion overcomes the presumption of 
innocence," said David Sobel, staff 
counsel for the Electronic Privacy 
Information Center in Washington. 

Another point to remember is that 
the F.B.1. identified more than 100 
suspects, and gathered sufficient in­
formation to warrant raids, using ex­
isting laws and enforcement tech­
niques. On the other hand, there is.no 
denYIng that child pornographers 
use oata encryption to keep co-work­
ers;Tamily members and police 
from discovering their secrets. 

"We are involved in a couple of 
jobs every week resolving some kind 
of a child pornography investiga­
tion," said Eric K. Thompson, presi­
dent of Access Data Inc. of Orem, 

agencies face because of cryptogra-
p~ . 

"So many people had been saying 
people in law enforcement weren't 
having ibis problem, and I didn't be­
lieve that," Dr. Denning said. So in 
,May, she said, she spent twq days 
calling sources at law-enforcement 
organizations. "I came up with over' 
.~s - child pornography, ter-

rorism7 murder, embezzlem~-nt, 
fraud, tax protes[ers, export viola­
tions - and, in some cases, they 
were able to crack it, and others they 
couldn't," she said, 

What can be done? The Adminis­
tration's plan is to seek voluntary 
compliance with a "key escrow" 
plan, which would enable citizens to 
use strong. private cryptography as 
long 'as a copy of the software "key" 
were made available to law enforce-
ment officials. -
. Last week, Mr Freeh stressed 

that he prefarred a voluntary ap­
proach. But "if consensus is impossi­
ble" on the encr~tion issue, he said, 
the F.B.I, mightmnsider other ap-
proaches, . 

The debate is certain to heat up as 
more information about Operation' 
Innocent Images becomes known. 
There are no comforting answers, 
only an echo of advice from a time 
predating the Internet: There is no 
solution. Seek it wisely. 
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Co n aressma n -, Federal law-e~forcement establish- This is no-i the first time Mr. Tuck-
O· ' ment spending time and money pros- er has been charged with a crime 

l.I -d' T.. • I' ecuting cases against blacks and while in government. An assistant nea S to I ria members of other minority groups district attorney from 1984 to 1986, 
that it might not have pursued he was dismissed after changing the 
against white leaders. date on a photograph .being used as 

[nCalifornia 

Defense Cites Issues 
Of Unequal Justice 

Going back to Adam Clayton Pow- evidence in a narcotics case, report­
ell Jr., the revered Harlem Con- edly in an attempt to cover up t~e 
gressman who was indicted on fact that he had withheld the PiC­
charges of tax evasion more than tures from the defense. AC;cused of 
three decades ago, there have been 6 altering an official 'document and 
blacks among the 70 members of lying to a judge, he pleaded no con­
Congress indicted; according to the test to misdemeanor charges and 
Joint Center for Political and Eco- did not serve any time in prison. 
nomic Studies, a Washington re-
search organization. In other words; Despite the tampering charge, Mr. 
about 9 percent of those indicted Tucker's political career flourished. 
have been black. In 1991 he was elected Mayor of 

By KENNETH B. NOBLE 
COMPTON, Calif., Sept. 24 - In an 

unusual prelude to the extortion trial 
of Representative Walter R. Tucker 
3d, lawyers asked prospective jurors 
whether they believed black politi­
cians were targets for "takedown" ' 
by the Federal Government more 
often than their white counterparts. 

The question is at the heart of Mr. 
Tucker's contention that as a black 
man representing a Congressional 
district with one of the largest black 
populations in the nation, he is the 
victim of overzealous white prosecu­
tors. Jury selection was completed 
last week, and the trial is expected to 
begin in earnest on Monday. 

Prosecutors have said they have 
thousands of documents and many 
hours of' clandestine videotape and 
audiotape evidence that show the 38-
year-Old second-term Democrat tak­
ing $37,500 in bribei and soliciting 
another $250,000 in kickbacks froni 
two waste disposal companies while 
he was the Mayor of Compton. 
Compton'is the largest city in Mr. 
Tucker's district, which encom­
passes industrial suburbs south of 
Los Angeles. ' 

If convicted on all counts, he could, 
be sent to prison for up to 246 years 
and fined as much as $2.7 million. 

The' often technical financial as­
pects of the case have been over­
shadowed by emotionally fraught le­
gal, political and racial issues. Mr. 
Tucker, a lawyer and Baptist minis­
ter trained at Princeton and George­
town Universities, is the youngest 
member of a powerful political dy­
nasty, a family that has been de­
scribed as the, "Kennedys of Comp-
ton." 

From the start, he has said the 
prosecution was the result of bias. 

"Look at the list," Mr. Tucker told 
reporters recently on the front steps 
of the Federal courthouse in Los 
Angeles, "There was Marion Barry 
before me, There was O. J. Simpson 
before me. There was Mike Tyson 
and Mike Jackson. You may as wE;1I 
call me Mike Tucker." 

In response to questions suggest­
ing that some people might interpret 
the Government's efforts as an at­
tempt to bring down a black official, 
the chief prosecutor in the, case. 
Nora M. Manella; recently told re­
porters that her office was "an equal 
opportunity prosecutor." 

In any event, Mr. Tucker's state­
ment that black politicians are tar­
gets of unfair prosecution resonates 
powerfully in this predominantly 
black City of about 92,000, where he 
and his family have long command­
ed respect for championing black 
causes and for building a potent po­
litical machine, Mr, Tucker's father 
was a former school board member 
and Councilman who served as May­
or until his death in 1990. 

The extent of that power was evi­
dent earlier this month outside the 
courthouse, where Tucker support­
ers, who include local businessmen 
and ministers, carried placards say­
ing "Stop Racism" and "Witch 
Hunt." 

The case has attracted 110t only 
local but also national attention be­
cause of what some blacks see as a 
nattern of the predominantly white 

And 'when Hispanic members of Compton, succeeding his father. A 
Cdngress are incluCled, the figure year later Mr. Tucker survived a 
rises to about 15 percent - in a bitter Democratic primary fight and 
period when the number of black and ,was easily electe4 to Congress. He 
Hispanic members of Congress ac- \was re-elected last year. , 
counted for less than 5 percent of all I But Mr. Tucker's rise coincided 
lawmakers. -with a series of scandals. In 1993, 

Of the black Congressmen, ;Compton became the only school dis- ' 
Charles Diggs of Michigan' and Mel ;trict ever certified by the state as an 
Reynolds of Chicago were convicted, lacademic and financial disas~er_ At 
but the other three, Representatives :about the same time, Patricia 
Harold Ford of Tennessee, Floyd H. lMoore, a Tucker family ally and one, 
Flake of New York and Mr: Powell, ' of the city'S most prominent pOIi.ti- i 
were either acquitted or set free cians, was indicted on Federal brlh-: 
after a hung jury. ery charges. 

"Historically, African-Americans In recent weeks, the United States I 
have had reason to question the Attorney's office ,appears to have 
criminal justice system," said Leo intensified its investigation of city 
Terrell, a ~Iack ci~iI ~igh~ ~awyer in politics. On Aug. 29, Joseph Scrag­
Beverly Hills, Calif. So ~t IS always gins, a former ownerfof a Compton­
~eas?nabl;, to at. least raise the rac-, based construction company, plead­
Ism Issue. '. ed guilty to conspiring with Mr. 

Royce W. Esters, preslde~t of the Tucker to extort money from a busi­
Co~p~on chapter of the National As- ness trying to build a waste-to-ener-

. soclatlon for the Advan~ement of gy plant in Compton. Mr. Scraggins 
, Colore.d People, agreed. They are also pleaded gUilty to .filing a false 

targetmg ,Compton because t~ere Fe.dera'l income tax return. Lawyers 
ar~ a .!ot of bl~ck people. here, he, for Mr. Scraggins have said he would 
sa~d. Every time there IS a black testify at the Tucker trial if subpoe- , 
petson in a high place they try to get naed. ': 
them." 

Prosecutors will not comment on 
the evidence they plan to present. 
But court documents indicate that 
the investigation videotaped meet­
ings in which Mr. Tucker appeared 
to take money from an undercover: 
agent with the understanding ,that he 
\lIould put certain items on the 
Compton City Council agenda. 

Mr. Tucker and his lawyer have 
yet to offer any e\1idence that Fed­
eral officials are motivated by rac-
ism, except to loudly and repeatedly 
declare that they know it is true. 

"I think that the case will show 
that I have been targeted, and I am 
obviously an African-American," 
Mr. Tucker said in an interview, 
kneading the air with long fingers. "I 
can tell you that based, on the infor­
mation I have, the city of Compton, 
over the'years, over the last decade, 
has been targeted, and the city obvi­
ously is one associated with African­
American leadership." 

He talked at a table in his spacious 
office in a shopping center here. 
Hanging on the crowded walls were 
plaques from civic and political 
groups praising his community spir­
it and achievements. Renowned lo­
cally as an animated, charismatic 
speaker, Mr. Tucker was uncharac­
teristically subdued. 

And then, lapsing' into the lan­
guage of the pulpit, Mr. Tucker add­
ed: "Even though my enemies have 
meant this for evil, God has used it­
for good, and it has strengthened me, 
it has made me stronger in the Lord. 
It's made me stronger in my resolve 
about what my life has meant." 

Three days later, in a potentially 
even bigger blow to Mr. Tucker's 
case, Ms. Moore was charged again 
with bribery. One company from 
which Ms. Moore is charged with 
extorting money is Compton Energy 
Systems, the same business named 
in Mr. Tucker's case. 
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Feds and private sector at odds over coded 
computer messages By Rory J. O'ConDor 
Koight-Ridder Newspapers 

WASHINGTON The battle over privacy on the Internet is 
about to get hot again. one year after the federal government 
appeared to abandon a controversial plan that would hand law 
enforcement agencies the "keys" to decipher all scrambled 
computer communications. 

Civil libertarians fear the revival of the plan called key 
e~.!..ow encryption would put the government in a potential 
BIg Brother role on the information highway. 
. ~t puts them at odds with law enforcement agencies. who 

. mSlst the plan is necessary to prevent criminals ~drug 
dealers and terrorists from proofmg their electronic 
communications from police wiretaps. 

In the middle are private individuals and businesses who 
want to secure their electronic mail and on-line business 
transactions from prying hackers. thieves and disgruntled 
employees hut may fmd the government trying to mandate 
how they do so. . . 

,. It would be the equivalent of saying homeowners have a 
right to have secure locks to their homes. but (to get them) 
they have to give a set of keys to law enforcement or some 
other party dictated by law enforcement," said David Sobel of 
the Electronic Privacy Information Center (EPIC) in 
Washington. which opposes the key-escrow plan. 

Still others argue that an encryption plan that has duplicate 
ke~s_ would be welcome not just by law enforcement. They 
sal~ It would be favo~ed by large corporations as protection 
agamst employees usmg encryption to commit fraud. or to let 
the company recover encrypted, documents in case of the 
untimely death of a key executive. 

"There's an investigation right now where an employee was 
unhappy with his company and encrypted all its (program) 
files. and said. 'How much will you pay me for the key?"' said 
Stewart Bak~r. former general counsel of the National Security 
Agency. which developed the government's key escrow . 
algorithm. "That's a good reason to have key escrow." 

The National Institute of Standards and Technology. an arm 
of the Commerce Department. plans to hold a two-day 
workShop next week on key-escrow technology. It is the first 
higlf-profile discussion of the idea since the Clinton 
administration withdrew its original proposal last July. 

"We want to get a dialogue moving again. to come up with 
what we see as good guidelines for cryptography." said Anne 
Enright Shepherd. a spokeswoman for the NIST. "Key-escrow 
is something the government is still very interested in." 

That has groups like EPIC concerned that the administration 
is taking the first step toward what law enforcement agencies 
~ould like: developing a key-escrow system that the computer 
md~tty would accept, then making other encryption schemes 
illegal to use. 

-;'They're attempting to make the concept of key escrow 
more palatable to industty. and so far they've had some 
success," Sobel said. "But it's clear that ultjmately, for it to 
wor~(key escrow) has to become mandatory." 

According' to documents obtained by EPIC under the 
Freedom of Information Act. the FBI and other agencies have 
repeatedly recommended to the White House that the 
key3SCrow plan be made mandatory. 

The NIST's Shepherd said the administration has not 
changed its position of last year. that key escrow would be 
"volUntary for public use." She said the documents "reflect an 
internal discussion" within the administration. not a 0 sal. 

Baker said'the new proposal would not be a mandate. and 
that partial corporate adoption of it would prove valuable to 
la~ enforcement even if other encryption methods remain 
le~l. . 

II ~~e government would probably insist that anyone doing 
busmess With It use key escrow, meaning that industry might 
s~ly eliminate other offerings instead of spendiDg the money 

to make products that incorporated two encryption systems. 
Key escrow is just one of many schemes that have been 

developed by cryptographers to scramble the contents of an 
c::lectronic message so they cannot easily be read by , . 
unauthorized people. Like most of the other systems. it relies 
on a mathematical formula called an algorithm to encipher the 
m~ssage. and a secret "key" the recipient uses to decipher it. 
Without the key. anyone trying to read the message would see 
only gibberish. 
. That is not much different than the way people have tried to 
keep their communications private for centuries. But codes that 
humans or even siinple machines could create have been 
broken by determined cryptanalysts. It is the power of the 
~om~ter to scramble messages quickly and cheaply with 
lDCredibly complex formulas that worries law enforcement 
agencies. They fear they will be unable. even with the most 
powerful computers. to conduct successful wiretaps. 

(EDITORS: STORY CAN END HERE) 
Thus, as long ago as the beginning of the Bush 

administration. the FBI and other agencies pushed for the 
government to adopt an encryption scheme under which the 
~eys would be held not only by the recipients. but also by 
mdependent "escrow" agents. If the police obtained a court 
order to conduct a wiretap on someone. they could present the 
order to the escrow agents and obtain the' keys needed to 
unscramble the person's messages. 

.When the plan was ftnally proposed publicly in 1993. it 
raIsed howls of protest from civil libertarians academics . ' . 
computer users and the computer industry. Their basic 
co~pliiiit: allowing the government to hold the key to one's 
prIvate co~unications ~vited abuse and illicit spying. They 
al~ questioned thesecunty of the government's algorithm. 
whiCli his been kept from public scrutiny as classified. 1. PL.! 

Th dmini
· . I'/Ac.{/ 

e a stration eventually withdrew the plan. and IM\ L 
another scheme called J>!lblic key cryptOgraphy became the G 
most popular way for individuals to scramble their ~ 
~ommunications. with the public key system. only the 
mdivtdual recIpIent knows the key for unscrambling a 
message; not even the sender of the message can read it once 
sc~blea. It can be used to auth~nticate messages. 
and if employed properly is considered by most cryptographers 
to be unbreakable. , 
. Compani~s like Apple Computer and Sun Microsystems 
bundle public key systems with many of their computers sold 
domestically-it is illegal for U.S. fmns or citizens to export 
the techDology -and companies like Netscape Communications 
rely on the. scheme as the baSIC protection for their Internet 
software. They are unlikely to favor a68ridonmg the scheme 
for one that has created 
such .controve!sy. 

A NetScape spokesman said Thursday that the company 
would be willing to sen a commerCIal key escrow system to 
someone who wanted it, but the company remains strongly 
o~sed to a government mandated system. 

The government has tried to anticipate that. The proposals 
for the NIST workshop include discl1$Sions that would remove 
some of the ~bjections raised to the original plan. Among th~m 
wo~d. be desIgnating private entities. rather than government 
agencIes. as escrow agents. and increasing the complexity of 
the key to make messages more secure. The government is 
also proposing a plan to allow companies to export a more 
robust version of the system. 
although many companies maintain there is no foreign market 
for a protection scheme designed by the I J S government 
whQ.SC algorithm is classified. 

B~t even these changes do not satisfy privacy advocates. 
some of whom see any key escrow system as baSIcallY flAwed. 

"The. NIST process is important because it is a· forum to 
address these concerns. and we haven't gotten good answers to 
many of our questions yet." said Jonah Seiger. policy analyst 
for the Center for Democracy and Technology in Washington. 
"There are still many issues. notably what would be the 



obligations and practices of escrow agents. and what 
procedures woUld law enforcement have to do to get the keys." 

Even if those are answered. the plan is still likely to face 
0pJ>Qsition. especially any indication that the system would be 
ma-de mandatory or established as the de facto standard. 

"We certainly believe that everybody should be allowed to 
use whatever form of cryptography they want. " he said. 

NATO bombs rebel Serbs for 2nd day By Fawa 
'Vrazo KDigbt-Ridder Newspapers 

ZAGREB. Croatia NATO fighter pilots bombed rebel Serb 
positions around the beleaguered Bosnian capital of Sarajevo 
Thursday for the second straight day. clearly hoping to 
pummel the Bosnian Serbs into substantive peace talks. 

NATO officials did not divulge details of the latest attack. 
with Capt. Jim Mitchell. an alliance spokesman in Naples. 
Italy. saying only: "We have done some air strikes today. I'm 
not going to get specific on when or where." 

The bombing hampered for much of the day by bad 
weather resumed in the afternoon even as American officials 
shuttled from city to city in the war-tom land that once was 
Yugoslavia searching for a peaceful settlement. 

After meeting Wednesday in Belgrade. the Serbian capital. 
with Serbian President Slobodan Milosevic. Assistant U.S. 
SecretaIy of State Richard Holbrooke was in Zagreb. the 
Croatian capital. Thursday for talks with Croatian President 
Franjo Tudjman and Dosnian Muslim officials. 

Holbrooke called a decision by _ Milosevic to begin 
representing rebel Bosnian Serbs in peace negotiations "a 
procedural breakthrough. but only a procedural one .... Tough 
negotiations lie ahead." 

Western officials did announce one bit of welcome news: 
Bosnian Serb television displayed videotape Thursday showing 
the five European Union monitors who were feared dead were 
still alive. A Bosnian Serb official said the five were heading 
for home. although that news could not be independently 
confrrmed. the Associated Press reported. The Serbs had said 
Wednesday that the five were killed during the initial wave of 
air strikes. 

Meanwhile. NATO jets continued to search for the two 
French pilots who were shot down Wednesday. but there was 
no word on their fate. 

NATO planes began their strike the largest in the group's 
46-year history early Wednesday moming to retaliate for a 
Serb mortar attack that killed 38 people in a crowded Sarajevo 
market. The stated goal of the attacks was to force the Serbs to 
pull heavy weapons out of the Sarajevo area and stop attacking 
the other three remaining U.N. "safe areas" in Bosnia. 

A U.N. official said peacekeepers observed the Bosnian 
Serbs moving some heavy weapons north away from Sarajevo 
and out of the 12&1I2-mile exclusion zone the United Nations 
hopes to impose around Sarajevo. The official. who spoke to 
the Associated Press on condition of anonymity. said the U.N. 
had not received any word from the Serbs that they were doing 
it to comply with demands ~f the United Nations or NATO. 

NATO officials. who released aerial films of Serb targets 
exploding like huge white flowers as they were hit. were vague 
about the scope of the bombing. 

"We obviously missed some targets." said U.S. Adm. 
Leighton Smith. NATO's southern Europe commander. "But 
overall. we're being very successful." 

The Bosnian Serb rebels. who earlier suffered a humiliating 
defeat at the hands of Croatian forces who kicked them out of 
strongholds in northern Croatia last month. have sent, mixed 
messages in response to the Western attack.-

Bosnian Serb leader Radovan Karadzic said Thursday in a 
letter to the UN. chief for former Yugoslavia. Yasushi Akashi. 
that his forces would not fire artillery at Bosnian "safe areas. n 

But he added that if the NATO attacks continued. it would 

"have the effect of hastening our preparations for a long-term 
conflict that the international community. no hope of 
winning." 

By late Wednesday. NATO had conducted more than 300 
flight missions over Bosnian Serb territory a third of 
those to drop bombs. The Serbs reportedly rued back fewer 
than 30 air defense missiles. Only one of those missiles 
hit its target Wednesday: the French fighter-bomber. 

President Clinton. speaking in Honolulu. praised the allied 
bombing as "the right response to the savagery in Sarajevo. 

"The campaign will make clear to the Bosnian Serbs 
that they have nothing to gain and everything to lose by 
continuing to attack Sarajevo and other safe areas and by 
continuing to slaughter innocent civilians. n he said. 

Chinese Police allow activists to protest during 
women's conference By Loretta Tofani 
Knight-Ridder Newspapers 

HUAIROU. China Participants in the international women's 
conference clashed with Chinese police Thursday over the 
issue of free speech at the conference. 

At one point a plain clothes police officer wrestled with 
women for possesSion of a videotape that dealt with China's 
abuses in Tibet. including the imprisonment and torture of 
Buddhist nuns. 

The women won the wrestling match and kept possession of 
the tape. Later. they lodged a complaint with conference 
organizers. charging China with violating U.N. rules on 
freedom of expression at the conference. 

Two demonstrations Thursday by members of the human 
rights group Amnesty International were uninterrupted by 
police. although they intentionally violated the ground rules set 
down by Chinese authorities for demonstrations. 

The clash over the videotape brought to a climax the tension 
that has been brewing all week between China. which does not 
allow political dissent. and conference organizers. who have 
insisted on freedom of speech and assembly for their delegates. 

The U.N. 4th World Conference on Women does not begin 
until Monday. but a related group. the NGO Forum. composed 
of advocacy groups known as NGOs (nongovernmental 
organizations), began meeting Wednesday. 

Thursd~.y. about 100 Forum delegates packed into a room 
for the showing of the tape on Tibet. After the viewing. 
Elizabeth Fabel of Boston said: "Someone said. 'get the tape. 
get the tape.' I stuck my hand in for the tape. and a plain 
clothes police tried to grab it from me. I struggled with him. 
and then a Westerner grabbed it." 

A woo:.an in the audience. Jimpa Tenzin of Canada. said the 
plain clothes officer "tried to take the tape from us." Then. she 
said. "someone threw the tape. and someone else caught it and 
ran out of the room," 

"He didn't know who took it." she said. 
During the 'showing of the videotape. Jimpa said. a different 

plain clothes police officer stood in the audience. a 
videocamera on his shoulder. and tried to film the videotape. A 
conference organizer asked him to stop. and he did. 

The videotape. called "Voices in Exile." featured Tibetan 
women refugees. Some, of the refugees had wanted to attend 
the conference in person but were denied visas by China. On 
the tape. the women tell stories of how and why they escaped 
from tibet to India. 

Two of the 'women on the tape were Tibetan Buddhist nuns 
who said they were tortured in prison after being jailed for 
chanting "Free Tibet" in public. Another woman on the tape 

, said she was imprisoned for 30 years. She was part of the 
resistance movement that began after China occupied Tibet in 
1950. 

The videotape was brought to China by Tibetan refugees 
who had gained admission to the conference by not identifying 
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. Compromise Bills Due on Data Encryption 

.lndustrJ' Opponents and Civil Libertarians Are Lukewarm, at Best,'-

By JOHN MARKOFF 

Legislation will be Introduced In 
the House and ,the Senate tomorrow 
In an effort to break the deadlock 
between the computer Industry and 
the Clinton Administration over the 
control and export of software and 
hardware used to scramble electron-
Ic data. " 

So far, though, the proposedmeas­
ures have received only cautious en­
dorsenienf from Industry execu­
tives, while civil-liberties and pri­
vacy groups say they are worried 
that the bills would enable the Gov-, 
ernment to decode scrambled trans­
missions. 

Senator Patrick J. Leahy', Demo·' 
crat of Vermont, and Representative; 
Bob Goodlatte, Republican of Virgin.' , 
la, plan to Introduce similar bills that 
affirm the right of 'Americans to use 
any type of <,lata-codlng equipment 
without restriction and prohibit the 
mandatory use of special keys that 
would allow law-enforcement agen- ' 
cles to read scrambled data. Their 
bills 'would also make It a cr~me to 

use encryption technology In com­
mitting -a crime and would permit 
the export of data-codlng software 
and hardware If slmUar technology 
was available from a foreign suppli­
er. 

Data-coding, or encryption, tech­
nology Is based on mathematical for­
mulas ,~hat rely on the Immense 
computing challenge Inherent In fac­
toring large num~rs. Until recently, 
such technology :was largely uS,ed by 
military and Intelligence organiza­
tions and by some corporations like 
banks. As electronic mall and com­
merce have become Increasingly ac­
cessible, however, the technology 
has become more controversial. 

In April 1993, the Clinton" Adminis­
tration proposed a national data-en­
cryptlon standard known as Clipper, 
based on a system that would have 
made It possible for law-enforce­
ment agencies, If authorized by a 
court, to decode private voice and 
data coinmunlcations. . 

The Clipper Initiative has been' 
strongly opposed by Industry execu­
tives and privacy advocates. They 
argue that reliable coding technol­
ogy Is essential for commerce anc;l 
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privacy protection ori the Internet. 
They also say that strict export rules 
are Increasingly hindering the abili­
ty of United States corporations to 
compete with foreign suppliers. 

, The proposed legislation "WOUld 
ease some current restrictions on 
~e exporting of data-coding sys­
tems, but civil libertarians stili see 
areas of concern. 
, "The bills relax export controls, 
which Is clearly a step In the right 
direction," conceded Marc Roten· 
berg, director of the Electronic Pri­
vacy Information Center, a Wash­
Ington research and policy organlza" 
tlon. But the negatives, he said, were 
that ~he bills opened the door to 
Government access to private trans­
actions "and crlmlnaUze the use of' 
cryptography' ""hen It Is used to per­
petrate a crlme/' 

Industry officials said they expect-
'ed the leglsllition to stir little enthu: 
slasln from corPorate users. j'Corpo­
rate America Is absolutely unwilling 
to give a third party control of their 
data," said Jim Bldzos, chief execu· 
tive of RSA Data Security, a maker 
of encryption software based In Red­
wood City, Calif. 

Capito/Staffs 
Find Overtime 
,Is Hard to Get 

I 
Representative Christopher Shays 

of Connecticut, the leading Republi­
can sponsor of the accountability act, 
said he thought the survey showed 
that Congress was approaching the 
law responsibly. But there might be 
more evasion than the survey 
showed, he said, because the offices 
t~at volunteered to answer the ques­
tionnaires are the ones most likely to 

By ADAM CLYMER have taken the bill seriously. ' 
Rick Shapiro, executive director of 

WASHINGTON, March 3 - As the foundation, said the study-showed 
Congress begins to apply standard that members were recognizing that 
labor laws to Its own employees the law applied to them andllot just 
Senators arid Representatives hav~ to the general. work force on Capitol 
decided to make fewer than half of ,Hili, which Includes maintenance 
their personal staff members ellgl- employees and police officers. When 
ble for overtime pay. the bill was enacted, many lawmak-

The Congressional AccountablllW ers said It would affect those work­
A.ct, the first bill passed by the 104th ers most. 
Congress more than a year ago, re- But Mr. Shapiro acknowledged 
quires Congress to apply many labor that the survey also showed that 
laws that 'used to affect only private some representatives were not going 
businesses to itself. One of, those laws' along with the changes. Out of the 167 
Is the Fair Labor Standards Act questionnaires returned voluntarily 
which generally requires time-and-a: by House offices, 8 hldlcated that all 
half pay for work beyond 40 hours a staff members In the office were 
week. The accountability act went exempt. In 11 more offices, he said, 
Into effect In January.· only one worker was not ·exempt 

A voluntary study released today from overtime. The surveys were 
by the Congressional Management anonymous, he said, so-.. could not 
Foundation showed that In 11 percent Identify or describe those members. 
of House members' offices, either Representative Barney Frank of, 
one sta,ffer or none was designated Massachusetts, the leading Demo-

. as eligible for overtime' pay. The' cratlc advocate of the accountability 
foundation Is a privately financed measure, said that the percentage of 
organization that tries to educate exemptions was reasonable because 
Congress on running Its business. members' staffs are small and pro-

The stUdy, based on questionnaires fesslonal. He said he still expected 
answered by 38 percerit of the House the greatest Impact to be on Con­
members and 55 senators, found that gress's blue-collar work force. 
47 percent of the Senate staffers In In the House and Senate offices 

,those members' offices and 38 per- that responded to the survey, the 
cent of their counterparts In the exempted staff members Included 
House had been made eligible for all chiefs 9f staff and legislative dl~ 

, overtime pay. The remainder, gener- rectors and almost all press secre­
ally In higher-ranking and higher-I taries and office managers. Comput­
paid jobs, have been exempted as er operators, office receptionists and 
professional staff. the case workers who handle constit-

uents' problems were al~ost always 
made eligible for overtime pay. 

With the accountability act newly 
applicable this year, few offices have 
budgeted money for overtime pay 
Mr. Shapiro said many were trying 
to ' schedule' their staJf members 
mlfre effiCiently to avdl;l doing so. 



Still Waiting for a Victory 
But Determined to Go On 
- - By ADAM NA~OURNEY The desultory fiiIlyai-the Cobb 

Galleria Food Court this afternoon 

.- --. 

been complicated by the fact that he 
has not found the South to be as 
hospitable as the former Tennessee 
governor had once hoped. Mr .. Bu­
chanan has outflanked him here, 
playing the kind of symbols that Mr. 
Alexander clearly views as a re­
minder of a time in his region's histo-
ry that he did not approve. . 

There is no talk from Mr. Alexan­
der about the Confederacy or state's 
rights. And even when Mr. Alexander 

ATLANTA, March 3 - By 8 P.M. was typical of his cam~ign in recent 
on Saturday, an hour after the polls days, where the crowdS have been as 
had closed in South Carolina, Lamar smaIl as those candidates find early 
Alexander was in his hotel suite here, in Iowa and New Hampshire. He has 
down for a night of room service and tended. to go to places where he 
a few quiet hours of political renec- would be assured. a crowd, be it a 
tion. As recently as a week ago, this high school or an oyster roast. But 
was supposed to have been a big even in the food court of a mall at 
night of victory speeches and hotel lunch time, the audience was sparse 
ballrooms, celebrating the results of and there were a half-dozen empty 
the first contest in the South and the seats on the floor.in front of him. 
start of a string of hoped-for vic- The lack of enthusiasm is infec­
tories in the corner of the country tious, and it is reflected at the top of 
that Mr. Alexander calls home. his campaign. "I'd like to introduce 

But it had not turned out that way, you to the man who should be the 
and Mr. Alexander 'instead found next President of the United States," 
himself in a nearly empty room at William.J. Bennett, the former Edu­
the Holiday Inn Select on the out- cation Secretary, said in Charleston. 
skirts of Atlanta, waitirigout the re- S.C. The phrase "should be" lending 
maining suspense left in his primary an air of plaintiveness to what should 
night to wonder, Would he .come in have been a stem-winder of an intro-

. very tentatively borrows a page 
from Mr. Buchanan's book - as he 
did in a drop-by at the OcmuIgee ... 
Gun Club in Macon -.: Mr. Alexander' 
cannot pick bring himself to pick up 

third or fourth this time? duction. 
"I'm not happy. about our result," Even people who are planning to 

Mr. Alexander said, leaning forward vote for Mr. Alexander are growing 
in an arm chair, his tie still tight and discouraged. Jane Farrell, the direc­
his shiny, black shoes still laced. tor of a child-care center in Charles­
Even now, after a long and distress- ton, said she liked Mr. Alexander 
ing day, he was as earnest and disci-.' because he's a "problem solver" and 
plined as ever, methodically parry- . she'· was "tired of people pointing . 
ing every question about his bleak fingers." Still, she said, this may not i 
fortunes into an observation about be his year: "I'm listening to him .. 
the failings of his opponents. I'm hoping that people will start lis- ., 

"I'm in this for the long haul," Mr. tening to him; But maybe he has to 
Alexander Said. "I have a long view. do it again.". i 
I mean, I'm the fellow who walked 'a Through this all, Mr. Alexander I 

thousand miles across Tennessee seems locked in place. His rivals \ 
over six months when nobody have all evolved these past few : 
thought it made any sense. 1 can go weeks, learning from their mistakes . 
all the way to San Diego. My fund- and failures. 
raisers are prepared to do .that, and Mr. Alexander has not, even in the 
my family is prepared to do that. face of evidence that he is having 

"And sooner or later it's going to difficulty. His appearances still start 
come down to Senator Dole and me with hini awarding a red plaid shirt 
arid the issue is going to be who.can to a supporter, and end with him 
beat Clinton and who can help make playing "God Bless America" on the 
the Republican revolution real." piano. He tells the same stories, and 

Mr. Alexander has arrived at a makes the same jokes, tuning them 
fateful moment in his campaign. He only slightly to interject the name of 
is a candidate whose strategy has the state he is in; 
from the start been predicated on the The other night at a Christian Co­
political collapse of his opponents, I alition meeting in Columbia, S.C., Mr. 
rather than any sudden rush by vot- Alexander was running through the 
ers to his own campaign. And he has failings of his rivals, and decfared 

. been for~d, with each new success ·the country did not need a President 
by an opponent, to move back the who campaigned on a promise bf 
.place where he will make his s~m,td. "throwing someone out of the wag-

But now, two weeks after reCeIVing on." If Mr. Alexander realized he had 
fleeting attention from his third by rote referred to Senator Phil 
place finish in New Hampshire, Mr. Gramm of Texas, who had ended his 
Ale~ander st~ds alone.as the only Presidential campaign. two weeks 
major Repubhcan candIdate not to earlier and endorsed Mr. Dole, he did 
.have won a single contest. He has not not show. It. 
even.finishedsecond.He.remains.the·1f Mr. Alexander has changed his 
cand.lda~e on ~e .launchIng p~d; Idle pitch at all these last few days, it is to 
a~ ~IS nvals 19mte arou~d hIm, re- more than ever define himself by 
SISting every. day questIOns about what he is not, rather than wHat he is . 

. whether the time had come to aban- He talks about his rivals more than 
don his bid and leave the field to they.do about him. 
Senator Bob Dole, Patrick J. Buchan- "We have plenty of magazine 
an and Steve Forbes. salesmen '! Mr. Alexander. told a 
. "Sooner or later, I need to begin to small Saturday morning. crowd .of 

. do .. ~hat .any can~idate does in a perhaps 50 people at the Florida 
PreSIdential race, .Mr. Alexander Coastal Law School in Jacksonville 
said with no apparent humor after Fla. "We got a lot of TV commenta~ . 
addressing a listless rally at the food tors. We have some excellent Con­
court of a C~bb co~n~? mall here. "I gressional leaders in Senator Dole 
need to ·begm t~ wm. . _ and Newt Gingrich. That's not what 

In truth, that IS a vanatlon o.n what we're lacking. What we're lacking is 
Mr. Alexander has been saymg for someone to give Presidential leader­
the. better part of a month no~. And ship to the Republican agenda." 
while he had some explanatIOns of Mr. Alexander's candidacy has 
why a Tennessean had done so poor-
ly in South Carolina in a race against 
a Kansan and a Washingtonian, Mr. 
Alexander's poor performance in 
South Carolina was no surprise to 
anyone who has followed his lagging 
campaign these past few days. 

_ .... -........................................ . 

a gun for the photographers .. 
I t remains to be seen how success­

ful this might be for Mr. Alexander. 
When he spoke at a Christian Coali­
tion meeting in Columbia - a c'on­
servative audience that had whooped 

its approval for both Mr. Buchanan 
and Mr. Dole earlier ~ a dozen peo­
ple rose from their seats to leave. 
The audience sat silent for much of 
his speech, and Mr. Alexander, ciear­
ly uncomfortable, raced through his . 
remarks. . .. 

"I don't think people perceive him 
as a fellow-Southerner," said former 
Gov. Carroll A. Campbell Jr., one of:' 
Mr. Dole's key supporters in South 
Carolina. "They perceive him as a 
nice guy." . 

Mr. Alexander has acknowledged . 
that it was difficult going QD, arguing 
that his failures so far reflected the 
fact- that people did not know him. 

. But as he gathered the final results 
in his hotel suite this weekend, Mr. 
Alexander rejected the suggestion 
that perhaps voters did know him, 
and had simply decided to vote 
against him. . . 

"This is a.long ride," Mr. Alexan­
der said. "And as I look all the way 
down the road, I see Dole running out 
of money, I see Dole not an executive 
leader, I see Dole without fresh 
ideas. I see us raising money, I see 
me with fresh ideas, I see me as an 
executive leader, and I see a pole 
-versus Alexander race. that I ~ . 
win." 

Mr. Campbell, the former South 
Carolina Governor, smiles at that 
assertion. 

"He's al~ays been praying Jor 
that to happen," Mr. Campbell said. 
"But it hasn't happened." . 
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I Cyberscopei 
HUSSL·\ 

Hot Copies 
WINDOWS 95 HITS AMERICAN 

streets this week, but Rus­
sian computer users have had it 
for months. Though the final 
version of Windows 95 won't 
be released there until Sept. 1, 
Russians have been buying ille­
gal copies of Microsoft's prere­
lease "beta" versions for as low 
as $25 (compared With $89 in 

the United States) at muddy 
outdoor software markets and 
kiosks. Industry experts esti­
mate that only six of every 100 
pieces of all software in Russia 
are originals. Moscow is crack­
ing down, wary of being labeled 
a "software pirate" as it seeks 
acceptance to the World Trade 

Organization. A spokeswoi:nan 
for a U.S.-based trade group of 
16 software producers, includ­
ing Microsoft, says: "Russia 
needs to get its house 
in order." 

'--1 Of Swine and Spam . • • I 
ed in butter, a 4-H swine- II 

I 

THE ILLINOIS STATE FAIR 

went on the Web last year. 
Now about a dozen other 
fairs are posting Web 
pages-sending contest re­
sults and photos of 
mudslinging trac­
tor pulls direct to 
your terminal. 
Iowa's fair 
last week 
boast~da 

I Norman 
Rockwell 

1=.:: 

judging contest and the tradi-, !I, 

tional Cowgirl Queen \ 
Crowning-on the grounds 
and on the Web. This week 

check out the March- i 
ing Elvis drill I 

team at Minne- 1

1

'1 

sota's fair 
(http://www. 
statefair. 
gen.mn. us/) I 
and the Spam 1,1 

Cook-off at the ( 
Nevada fair 1 

I, (http://www. 1 
aztech-cs.comlhs£!). 

l .. __________ ~_. ___ . __ . ___ . ___ ... ________ .• ________ ......... 
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INTERNET 

Good Guide 
WITH THE WORLD WIDE 

Web growing faster than 
the weeds in your backyard, it 
was only a matter of time before 
something like the McKinley 
Internet Directory came along. 
This online guide to the Net (at 
http://www.mckinley.com/) de­
buted last week and on its first 
day received 10,000 hits. The 
free directory offers a one- to 
four-star rating system that 
grades other Web sites on how 
complete, well organized and 
up to date they are. Created by 
a Sausalito-based Internet pub­
lishing company, the McKinley 
employs 30 full-time Net surf­
ers and editors to write in­
depth and time-saving text de­
scriptions of 25,000 Internet 
sites, which are updated at least 
once a month. Yahoo-until 
now the only comprehensive 
online guide - better watch out. 

ONLINE 

From Seconds 
Into Dollars? 
Is AMERICA ONLINE OVER­

charging its 3 million custom­
ers? California attorney Ste­
phen Hagen thinks so. He filed 
a class-action lawsuit last 
month against the popular on­
line service for overbilling. Ha­
gen says that AOI:s practice of 
charging customers by round­
ing up the time spent online to 
the next minute cost 
customers more 
than $5 million 
last year. A re­
cently issued 
statement 
fromAOL 
president 

A® 
Steve Case defends this billing 
method as "common" in the in­
dustry. (CompuServe bills its 
customers in a similar manner, 
while Prodigy bills on a round­
ing-down basis.) Hagen is seek­
ing damages for all AOL users. 
The case is pending a legal re­
sponse from AOL. 

JENNIFER TANAKA and 
TORIANO BOYNTON 

E-mail Cyberscope at 
cscope@newsweek.com 

Net Ventures 
The recent feeding 
frenzy over Net­
scape stock revealed 
what venture capi­
talists already knew: 
the Internet is hot 
property. This year's 
investments should 
triple 1994 levels. 

Venture capital 
investment In Inter­
net companies 
IN MILLIONS OF 
DOLLARS 

$46.2 

136.0 
[;Wp 
~ -Oill.?i] 

1993 1994 1995 
SOURCE: VENTUREONE CORP. 

TOP TO BOTTOM: RAY NC. NO CREDIT, 
ANDY HERNANDEZ FOR NEWSWEEK. CHARLIE NEIBERCALL-AP 

PHOTOCOPY 
PRESERVATION 
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ncryp£ion-Software Plan Presented 
Using 'Keys' Held by Escrow Agents 

By DANIEL PEARL 
'Staff Reporter of THE WALL STREET JOURNAL 

WASHINGTON - Clinton administra­
tion officials said they wOllld allow cQIPpa­
nies to sell stronger data-security software 
overseas, as long as the "keys" to-break 
the ~des are left with electronic escrow 
agents. 

The pledge is an attempt to solve a 
two-year dispute between law-enforce­
menT officials. who want to make sure 
criminals can't hide their data transmls­
sio~s, and co~puter compames, whIch say 
theIr encryptIOn pro~ams are becoming 
hard to sell overseas because harkers can 
crack the codes. 
T:he Search for a Policy 

-: The}dministration has withheld export 
ap~roval for strong encryption schemes 
whIle strugglIng to come up with a policy 
acceptable to both sides. The White 
House's 1993 proDosal for a "C'linnprr.tiTn" 
that would put the code-cracking key in the 
government's hands produced an uproar 
from the computer industry. Under the 
new scheme, which has more industrY 
support, the government would have to get 
a, search warrant to obtain the key from 
a company that is holdmg It on behalf of 
the person sending or receivillg ellcryp1e'd 
message§. 

. But in a' presentation to computer-in­
dustry officials here, Clinton administra­
tion of~ici.als said they would still keep 
some limIts on how strong encryption 
codes can be, even when the "key escrow" 
method IS used. Also, companies hopin~ to 
st!ll't selhng stronger encryption products 
Will have to wait a few months, since 
the iiGministration has yet to sort out 
important details. For mstance one unre­
solYeci Issue is how to certify esc~ow agents 
~o: Jreep fly-by-mght operators and organ­
Iz;il-ctim~ f~gure~ out of the busmess. And 
the admmlstratlOn's emergihg policy 
doesn't deal with' data-security hard­
ware - products that wire the encryption 
schemes nght mto chIps or other devrces. 

Because of those unresolved elements 
industry reaction was mixed yesterday. ' 
Building Longer Keys 

R~b~rt Holleyman, president of the 
Washmgton-based Business Software Alli­
ance, which includes Microsoft Corp., No­
vell Inc.,. Lotus Development Corp. and 
other major software companies, said the 
~ov~:nment's flexibility was "encourag­
mg. But he saId the continued limits on 

the length of encryption keys were "unnec- Continued Prom Page A3 
essary." r proval under the administration's emerg-

Keys are streams of bits, generated at Ing..pla.I)S., , . 
random, that are used to scramble ana ' .Eyen With t~e export restrICtIOns. U.S. 
unscramble data. U.S. officials generally offICI~IS, haven t, been ~bJe. to ~top w.i..de-
limn exported securIty programs to 40-bit spread. mternatIonal distrIbutIOn of an 
keys, though longer keys are available en~mtlOn program, called Pretty Goo~ 
inside the U.S .. or overseas from fQreign Pn acy, that IS nearly impossible_to 
suppliers. Recently, a computer hacker in. cr~he program's author, Philip Zim­
F~ using 120 computer workstations me:mann, has been under federal investi­
over eIght days, was able to break a 40-bjt gatlOn for ~ore tha~ a year bu~ hasn't been 
code used in a foreign version of Internet charged WIth any cnme. Mr. ZImmermann 
navigation software sold by Netscape Com- couldn't be r~~ched ,yesterd~y, 
munications Corp. Th! ~dmmistratlOn may have trouble 

Yesterday. the administration said it per~uadmg some. programmers to leaye 
would allow the exporting of software witn theIr c?de-breakmg keys with escrow 
64-bit encryption schemes, as long as the a~ents I~~rL~ ~ users' computers, 
~oftware mcI~des a reqUIrement for keep- VIce Pre ~~ 0; indicated early last 
mgt:he keys m escrow. A 64-bit progTam year the admInIstratIOn was receptive to 
would, theoretIcally. be 65,000 tilDes the K~y-esc~owing idea, and the govern­
~arder.to crack than a 4Q-bit program, but ~ent IS ~oVIn~ to:nard using such encryp­
I~ realIty wouldn't be that difficult. said tlOn deVIces m ItS own computer pur­
Vmton Cerf, an Internet pioneer and se- ch~ 
nior vice president of MCI Communica- Some computer officials have been 
!ions Corp. He said as computing power ~rustrat~d with the administration's pace 
Increases, a 64-bit code couId become ipl- In draftm~ export guidelines. Two groups 
neJ;:il?Je to hackers too' of compames wrote to Mr. Gore last week 

Clm! Brooks, a. technical adviser with urging fast action, and two groups - the 
the NatIOnal Sec'!rlty Agency, the primary Software Publishers Association and the 
federal wiretappmg agency. told computer American Electronics Association - spon­
executIves that continued limits were sored a "policy workshop" here yesterday 
nee~d because offiCIals were "uneasy" to apply more pressure. Administration 
about the possibility that software couId be officials yesterday said they would need 
alte~~ so that the key would no longer be more industry consultation, including two 
acceSSible to law-enforcement officials. meetings next month. before producing 

Just as copy-protected software was final guidelines. 
overrun in the mid-1980s by special soft-· . "This coffee klatsch thing was some­
ware that allowed people to copy disks thmg of a surprise." said Renee Dank· 
freely, key-escrowing requirements could worth, a former National Security Agencv 
eventually be overridden by softWire' official who works as an export consultant 
posted ?n th~ Internet, agreed Bill Sweet, for RSA Data Securtty Inc, of Redwood 
marketmg dIrector of National Semicon- City, Calif. "I was expecting so'rt of like 
ductor Corp. That company, along with Moses and the Ten Commandments," 
Hewlett-Packard Co. and others, is .!!!tng -Steve Stecklow in Boston contributed to 
to get export approval for an encryption this article, . 
scheme that's wired into hardware. In the 
c.ase of H~wlett-Packard, the U.S. encrYP-
tIOn reqUIrements would be embodied 
~n'a stamp-sized "nag" - a chip that slips· 
m~o a securIty card. which in turn fitSJiito 
a laptop computer. . 
. But "we're still where we were a year 
and a half ago" in talks with the State 
Department, said Frederick F. Mailman, a 
Hewl~tt-Pl\.ckard regulatory manager in 
Washmgton. And government officials 
didn't indicate yesterday wliether such 
har,dware schemes would get speedier ap-

Please Turn to Page A 7, Column 3 
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LAW 

Seizure of Electronic Messages 
In Obscenity Case Raises Questions 

By CONSTANCE JOHNSON 
Slaff Reporler of THE WALL STREET JOURNAL 

Users of a small computer bulletin 
board in Ohio sued local authorities who 
seized their electronic mail and other 
materials as part of an investigation into 
obscene postings. 

In their lawsuit, which appears to be 
the first of its kind, the plaintiffs contend 
that the Hamilton 
County Regional LEGAL BEAT 
Computer Crimes 
Task Force and 
other authorities vi­
olaled their rights 
to free speech and 
privacy by seizing 
their messages dur­
ing a June raid of 
five bulletin boards. 
The plaintiffs also allege that, by seizing 
their private electronic messages, the au­
thorities violated the Electronic Communi­
cations Privacy Act. 

The suit, filed in federal court in Cincin­
nati, comes as law enforcement authorities 
are investigating more allegations of 
crimes in cyberspace. "This·is gOing to be 
increasingly more common as users are 
discovering that their rights are being 
implicated by these overbroad searches 
and seizures," predicted Mike Goodwin, 
staff counsel for the California-based Elec­
tronic Frontier Foundation. 

In their lawsuit, the seven plaintiffs, 
who are seeking class-action status to 
represent as many as 7,000 subscribers to 
the Cincinnati Computer Connection, con­
tend that the task force should have seized 
only the 45 allegedly obscene images it was 
seeking. 

"We don't know whether they had a 
legitimate reason to investigate. but the 
method their investigation took 'violated 
the rights of folks who use the system," 
said Peter Kennedy, of Austin. Texas, 
who is one of two attorneys representing 
the bulletin board users. They are seeking 
the return of their electronic files and 
unspecified damages, which their other 
lawyer said could be as much as S50 
million. 

Jim Harper, chief counsel for the Ha­
milton County prosecutor's office, de­
fended the search, saying the authorities 
had to seize the bulletin board's hard drive 
containing all of the users' electronic files 
because they needed the . 'original evi­
dence." He added that evidence of other 
crimes could also have been found on the 
hard drive. 

Dale Menkaus, the task force's com­
mander, also defended the seizure but 
acknowledged that searches in cyberspace 
raise new legal questions. "There isn't 

clear protocol for how this evidence can be 
seized," he said. 

Users of the Cincinnati Computer Con­
nection say they were devastated by the 
seizure. "I lost many, many connections 
around the world that I communicated with 
through e-mail about my disabilities." 
plaintiff Randy Bowling, who is speech­
impaired, said in an electronic message. "I 
had many personal letters that remained 
'on the bulletin board that I now do not 
have and do not know who all is reading 
them." 

Another plaintiff in the suit. com­
puter consultant Steven Guest, said his 
business suffered because he uses the 
bulletin board to communicate with clients 
and associates. "I can't understand why 
you would go in and take an entire com­
puter system when what you are looking 
for is one or two files," Mr. Guest said. "I 
don't want my rights violated by the people 
who are supposed to be protecting them." 

Also named as defendants in the suit 
are the Hamilton County Sheriff's Depart­
ment, Sheriff Simon L. Leis Jr. and 
Mr. Menkaus, among others. 

After the raid, Hamilton County author­
ities charged Bob Emerson, who owns the 
Cincinnati Computer Connection, with dis­
seminating obscene material and infring­
ing on a software copyright. Mr. Emerson, 
who has since restarted the operation, has 
filed a separate civil suit against the 
task force and others, alleging reckless 
disregard of his rights to privacy, free 
speech and freedom from unreasonable 
searches and seizures. 

"This is just a form of harassment," 
said H. Louis Sirkin, Mr. Emerson's attor­
ney. "That's why they did it." 

Florida Supreme Court 
The Florida Supreme Court agreed to a 

fast track schedule to decide the legality of 
a novel state law that empowers the state 
to sue to recoup from tobacco companies 
the cost of treating smoking-related ill­
nesses .. 

The decision bypasses an intermediate 
appeals court, where the case had been 
pending, and means a final decision could 
be out by year end. Written briefs are due 
Sept. 5 and oral arguments are slated for 
Nov, 6, according to the court's schedule. 

Three other states are seeking to re­
coup public costs of treating smoking-re­
lated illnesses by suing cigarette manufac­
turers, but Florida is the only state to pass 
a law empowering it to file such a suit. The 
law prohibits Cigarette manufacturers 
from arguing that Medicaid patients knew 
the risks of smoking. thereby stripping 
the industry of its most potent defense. It 
also allows the state to use general statis­
tics linking s'moking to the cost of treating 
heart. lung and other respiratory diseases, 
rather than assessing costs on a case-by­
case basis. 

A state circuit court judge in Tallahas­
see upheld the law's constitutionality last 
June, but limited the tobacco industry's 
liability by ruling that Florida can recover 
damages incurred only since the date the 
law was enacted in 1994. He also found that 
the Florida agency charged with adminis­
tering and enforcing the new law is uncon­
stitutionally structured. Both sides are 
appealing. 

-Milo Geyelin contributed to this article. 
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Industry Split 
. Emerges Over .~. 
Computer Data 
Secrecy'ssue 

Continued FrC!m First Business Page 
--_ .... _--

encode communications. so that out- ing to resolve how to keep U.S. com­
siders cannot tap in. parnes competitiye. but there re-

A day later, however. a group of main individuals in the Governme.nt 
software publishers. including WiI- who want to do an in . c n to 
Iiam "H. Gates, chafrman of the MI- slow e proliferation of new encryo­
crosoft Corporation; Jim P. Manzi, tiQD technologies" Mr. Holleyman 
president of the Lotus Development said. 
Corporation and a senior vice presi- In April 199 the ., ion 
dent of I.B.M.; Robert. Frankenberg, propose a ardware-based system 
chairman of Novell Inc.; Mark B. for protecting the privacy of tele­
Hoffman, chairman of Sybase Inc., ph"One calls and computer data 

-------------___ and Carol Bartz, chairwoman of Au- tr mISSIOns. The standard, known 
By JOHN MARKOFF todesk Inc., wrote arguing that t!le . as me "Chp~r Ch!B" included a 

. .. , solution offered by the ~o~llll4!r speCIal "backdoor" that would Der~ 
. Id f '1 t ;nve ml aw enforcement officials to lis-Some of biggest names in the computer manufacturers wou JU Jl rem~ 

hardware and software industries sent current obstacles that keep Amen- ten to conversations and monitor 
separate letters to the White House last c~n compames from competm ih data exChanges. 
week in pre-emptive moves aimea at a lu 10 erna mar ets. . The origirialClipper system called 
proposed regulation ongmally desIgned to Many off-the-shelf progr~ms can- for a two-part key fOr decoding 
insure that Iaw-enforcement OffiCIals have not be marketed abroad WIthout al· scrambled conversations. The two 
access to all computer communications. teration under current re~lations. pafIS of the ke - actuall two large 
The proposal may be released as soon as ~or example, before Amencan .pub- numbers - were .wo 
this week. . .... hsfiws can sell the DODular Lotus . in ependent Government a encles. 

Siif'iS the Government's task force on Notes program ~broad, they ~ust \ Un er e p an, when a law enf~rce­
the encryption issue prepared to disclose r~place Jis enc~dm s stem WIth a ment agency had a warrant to hst~n 
the closely held details of the proposal . wea ene versIon that meets .Yle to a conversation encoded by Clip­
the latest version of a measure unveiled current st~mgent POIfed States ~x- per, It would obtain the keys fr?m 
more than two years ago but subseguently ~~rt ~requlrements. ~ese restrlc- the separate a encies .. B mer 109 
reconsidered in the face of industry oppo- tlon: 3ate to the J970 s, when ad· the eys, it could obtam a key !tIat 
sition - the last-minute, scattershot lobby-, vanced computer technology Us. would unlOCk the cOded conversa· 
inB revealed unexpected divisions. treated as the ~uivalent of military tiQn:... . 
-These are emerging at a crucial mQ.-: technology andSubjecf to the same The Clipper proposal met ~'lth an· 
rnent: With the Government's interagenclt strict contUlls .. ,', gry opposition bom trom aavocate~ . 
task force apparently split between Olose The software. publishers have for CIvil hberties, who argued it 
who favor maximum governmental ac~, been able to seU their highly effec··would undermine the right to pri­
cess to communications and. those who tive communications encodin~ prod- va9 and bY high-teChnologY exeili!­
favor looser restnctlQJls. Most industry ucts in this country, while sales lives' who said Clipper would be un­
executives had hoped to present a unit~ abroad,. they contend, have been acceptable for foreIgn users w[lo 
front in favor of.the more liberal positicm hurt. theIr letter also said that, ill- woulanot want their conversations 
- a goal that now appears to be in jeopar- tFiOl,!gh the Administration agreed to readable by the United States 
dy. ... last year to work with industry to- GOVernment. 
. The two major groups sending lettersto ward a compromise, "there has been The announcement of Ul8 Rew pro­
~iC~ Pre~ident A] Gore, the Admi~istr~- only mlm~al consu1t~tion with the posal may be imminent. Next Fri­
tlOn s pomt man on technology Issues, soft.ware I~dustry' ,~Ith respect to day, two trade aSSOCIations, the Soft­
were a group of computer hardware man,- baSIC questIons .. , . ware Publishers Association and the 
ufacturers and a group of the largest malt- "We're worried the Government American Electronic Association, 
ers of software. ~~ is about to announce the son of Clip- are planning a conference on cryp-

In a let~er sent' to'~e V~ce Pr~ident on per,': said Robert W .. HolJeyman 2d~ tography policy. , . 
Aug. 10, el8,ht executlves,)n~udmg James preSIdent of the Busmess Software Several people familiar WIth Ad­
Treybi~, chairma~ of T~ndem Computers A]Jja~ce, :~ferriJ:lg _ 'to the Govern- ministration policy discussions said 
Inc.; GlI F. Ameho, chaIrman of Nat1on~l· ment s ongmal proposal for chang- the Government had until recently 
Semiconductor Inc.; Edward McCracken, ing the standard. I filS proposal, re= remamed dIVIded and that the direc­
chairman of Silicon Graphics Inc.; Eugene .leased in April 1993, would have re- tor of the Federal Bureau of Investi­
Shanks Jr., president of .Bankers Trust, . placed the C::old War-era restncilons galion LOuis-J. Freeh, has been the 
which. conducts electronic commerce in- with a coding standar~ that allowed m~cal advocate of placing ~trict 
te~atlOnalJy, and Stephen T. Walker, sales of strong encryptIon .programs, lfmifs on any use of unsanctJOoed 

, chaIrman of Trusted Informatl~n Sy~ but would have gIven l!Dlted. ~tates encryption technolOgy: . 
terns, urged that the Government Immedl- law enforcement agencIes access to After the bombing of the Federal 
ately establish a new standareJ .to control all co~municatlon~ through a back building in Oklahoma City, the F.B.I. 
the export of technology that IS used to dQ~r with a ~y~en~al key. circulated a proposed antiterronsm 

The AdmlDlstrat!on has been try- biIl on Capitol HiII that would have 
banned even the· domestic use of 
c@lOg software ext@!. for systems 
approved by the Govern~ent-

. Continued on Page DB 



brunt of several trends toward 
greater economic inequality, a new 
study shows. 

Only in Israel and Ireland are poor 
children worse off than poor Ameri­
can you~s, according to the study, 

,an analysIs of 18 nations by the Lux­
embourg Income Study, a nonprofit 
group based in Walferdange, Lux­
embourg. 

The results are the most compre­
hensive of several 'recent analyses, 
and are particularly striking be­
cause the United States has the sec­
ond highest level of economic output 
per person of the countries exam­
ined, after Luxembourg itself: and 
has the most prosperous affluent 
children of any of the 18 nations. 

~t may not be surprising that' 
childhood poverty Is worse in the . 
United States than in Scandinavia 
where governments have racked up 
hu~e n~tional debts while trying to 
mamtaln elabQrate . social safety 
nets. But the United ,States also 
ra~ks below countries like Italy, 
whIch has a considerably smaller" 
economy per person and has less 
generous SOCial policies. than many 
northern, European nations. 

The United States appears to have 
sunk through the rankings over the 
last 30 years, although no conclusive 
data are available now, said timo­
thy M. Smeeding, one of the study's 

Data add to the 
'debate over the 
future of Federal 
welfare programs. 

authors and director of the Luxem­
bourg Income Study. The American 
lead in overall prosperity has dwin­
~led sin~ the 1960's, income inequal­
Ity has risen briskly in the United 
States and child poVerty spread here 
in the 1970's and 1980's, although it 
may have leveled off in the early 
part of this decade. . 

~i.ld poverty has also risen in 
Brltam an~ Israel, while showing 
relatively btUe change in Continen­
tal Europe. according to the latest 
study. . . 

Some conservative economists 
have questioned the validity of stud­
~es that attempt to compare levels of 
Income and· distribution of wealth 
among nations With somewhat dif­
ferent economic systems and socie­
ties. There is general acceptance' 
within,the field, however, of the idea 
t?at the United States has propor­
tIonately more of its children in pov­
erty than other affluent countries. 
The debate revolves instead around 
what to do about it. 

The results of the Luxembourg 
Income Study report, which is based 
on census survey data from the vari­
ous countries, are consistent With 
less statistically detailed work by 
other social scientists. 

., __ t",-O ___ ..-:- ___ __ 

a[e .ast wee,<, .lu~ enc..E.'(. up POSLJi.IU.I­
ing action until after Labor Day fol­
lowing strong reslstance'from Dem­
ocrats and from conservatives with-
in his party. . 

During a press conference on 
Thursday, President Clinton ex­
pressed strong concern about stag­
'nant incomes. particularly for less­
affluent Americans. "We've got to 
grow the economy and raise in­
comes," he said "That's why I want 
to raise the minimum wage, that's 
why I want to give every unem­
ployed ,worker or underemployed 
worker the right to two years of 
education at the local' community 
college. that's Why I'm trying to 
have a tax cut that's focused on child 
rearing and education: to ralse"in­
comes," 

Mr. Smeeding said there appeared 
to be several reasons why the United 
States had such extreme poverty 
among children. 

The United States has the Widest 
gap bet:-veen rich and poor, he 'said 
The Umted States also has less gen­
erous SOCial programs than the other 
17 countries in the study, which are 
Australia, Canada, Israel. and 14 Eu­
ro~~n.countries: Austria, Belgium. 
Brltalll, Denmark, Finland. France. 
Germany. Ireland, Italy, Luxem­
bourg. Netherlands, Norway Swe­
den and Swjtzerland The study did 
not iiJclude· several Western Euro­
pean nations like ureece. Spain' and 
Portugal that have very poor chil-
dren bilt limited data. . 

American households with chil­
dren tend to be less affluent than the 
average A.merican household, a pat­
tern that IS not true'in many other, 
countries. 

This trend may reflect that Ameri­
can molkers are less likely, than Eu­
ropean mothers to .return to' work 
quickly after childbirth, partly be­
caust: inexpens~ve, high-quality child 
care IS more WIdely available in Eu­
rope, ,sai.d Lee Rainwater, the re­
search dire.ctor of the Luxembourg 
Income Study.and the co-author with 
Mr. Smeeding of the latest report. 
The Luxembourg group sent copies 
of the report to prominent social 
~searchers last week and will make 
It more broadly available in the com­
Ing,days. 
. Some conservative.analysts ques­

tion whether international compari­
sons of prosperity should even be 
a~tempted. They point to the many 
differences 'among nations' econo­
mies and societies. 

There are more poor children in' 
the United States than in manyafflu­
ent ~untries, but that partly reflects 
the high number of poor immigrants 
and unwed teen-age mothers here 
said Douglas J. Besharov, a resideni 
scholar at the American Economic 
Institute. a conservative research 
group here. 

. "Is there more poverty in a big, 
diverse country like ours than in 
Western Europe?" he asked. "The 
answer is yes." 

He and other conservative econo­
mists argue that the price the other 
countries pay for avoiding extremes 
of childhood poverty may be slower 
economic growth, which, they assert, 
I~~ .tolow~r I.iving standards for 

make reliable international compar­
isons. The group is a repository for 
computerized data on income distri­
bution from 25 countries around the 
world, which it makes available for 
free to social researchers. 

In addition to his work with the 
study, Mr. Smeeding is an economics 
professor at Syracuse University 
and one of the nation's leading ex­
perts on income calculations. While 
he personally favors expanded so­
cial spending in the United States. he 
Is generally.regarded in the field as. 
an undogmatic thinker. Mr. Rainwa-' 
ter is a professor emeritus of sociolo- : 
gy at Harvard University and the' 
author of many booJs;_ on poverty. ' 

Their study Is entical of Republi-' 
can efforts to cut American social 
spending now. 

The study compares incomes of . 
poor and affluent households with 
children. The figures include not 
only after-tax wages ,and other per­
sonal income but also cash benefits 
from the government, like food 
stamps and the tax credit on earned 
income for low-income working par­
ents with children. The calculations 
take into account differences among 
countries in the size of families and 
in the cost of living. 

The figures do not include free 
government services, like the free 
m~~eal and child-care services 

available in many European coun­
tries. 

Sheila B. Kamerman, a professor 
of social policy and planning at C0-
lumbia University. s;lid that for this 
reason, the latest analysis may have' 
underestimated the extent to which; 
poor American children lag in in-: 
come. "u you were -looking at in-kind 
benefits as well as cash benefits, the . 
situation in the U.s. would look even 
worse," she said 

professor Kamerman and Alfred 
J. Kahn, another Columbia Universi­
ty social policy professor, published 
a lengthy study two weeks ago re­
viewing social programs in Britain, 
Denmark, Finland, France, Germa-. 
.ny, Italy and the United States and 
found that American poor children 
received the least help. 

Poor children in Denmark do par­
ticularly well In comparison to poOr 
American children. Vita Pruzan, the 
director of the children, yciuth and 
family research division at the Na­
tional Institute of Social Research in . 
Copenhagen, said in a telephone in­
terview that in reducing child pov- J 

erty. the Danish Government had 
found it particularly effective to pro­
vide free obstetric and nursing Serv-

. ices. 
Denmark also makes a particular 

effort to help single mothers who do 
not receive child support payments 
from the fathers of their children. 

, "If the father Is absent and doesn't 
,pay, the state will pay what he is 
supposed to pay," Dr. pruzan said. 
"The state tries to ctllIect the money 
from the father. but that Is not her 
problem." 

Poor children In Italy are also 
better off than poor American chil- . 
dren, even though the median in­
come in Italy Is considerably less 
than in the United States. Free child 

... ..... 
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@ffice of fqe ~ epuqz J\ftorne~ (fieneraI 

;mlIs~insfon, .:m .ill. 2tJ530 

August 4, 1995 

LIMITED OFFICIAL USE 

MEMORANDUM 

TO: 

FROM: 

SUBJECT: 

Leon Panetta, White House Chief of Staff 
John Deutch, Director of Central Intelligence 
Abner Mikva, Counsel to the President 
Sandy Berger, Deputy National Security Advisor 
Leon Fuerth, Assistant to Vice President for National 

Security Affairs 
David Barram, Deputy Secretary of Commerce 
Louis. Freeh, Director, Federal Bureau of Investigation 
Admiral William Studeman, Deputy Director of Central 

Intelligence 
Vice Admiral John McConnell, Director, National 

Security Agency 

Jamie S. Gorelic~~ 
Deputy Attorney ~~~ 

Encryption Legislation 

Attached for your consideration is a revised version of 
"soft" legislation, which would provide an antitrust exemption 
for manufactures who voluntarily decide to make key escrow 
encryption products, and would establish a regime for escrowing 
the keys. 

Attachment 

2 
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104th CONGRESS 

1st Session H.R. __ _ 

IN THE HOUSE OF REPRESENT A TIVES 

Mr. of introduced the following bill; which was -----
referred to the Committee on ---------------

A BILL 
To ensure the public safety and national security by providing for a system of 

key escrow encryption, and to provide relief from antitrust liability for persons who 
voluntarily agree to develop, adopt, use or distribute only encryption products that 
permit appropriate government access, and for other purposes. 

Be it enacted by the Senate and House of Representatives of the United States 

of America in Congress assembled, 

TITLE I -- GENERAL PROVISIONS 

SEC. 101. SHORT TITLE. 

This Act may be cited as the "Data Security Act of 1995". 

SEC. 102. FINDINGS AND PURPOSES. 

(a) FINDINGS. - The Congress finds the following: 

(1) Advancements in communications and information technology and the 

widespread use of that technology have stimulated the volume and enhanced the value 



'; 
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of domestic and international wire and electronic communications and electronically­

stored information. 

(2) The development of the Nation's information infrastructure and the 

realization of the full benefits of that infrastructure require that wire and electronic 

communications and electronic information communicated over, and resident in, that 

infrastructure be secure, confidential, and authentic. 

(3) Security, privacy, and authentication of wire and electronic 

communications and electronic information communicated over, or resident in, the 

Nation's information infrastructure are enhanced with the use of encryption 

technology. 

(4) Although encryption technology is a valuable tool to protect the security and 

privacy of wire and electronic communications and electronic information, such 

technology can be misused by terrorists, other dangerous and violent criminals, 

organized crime syndicates, drug-trafficking organizations, and spies to avoid 

detection and to hide evidence of their criminal activity, thereby jeopardizing effective 

law enforcement, public safety, and the national security. 

(5) The ability of individuals and business entities to secure and protect the 

transmission and storage of their wire and electronic communications and electronic 

information should be preserved. 

(6) The authority and ability of government agencies, ina timely manner, to 

decipher and obtain the plaintext of wire and electronic communications and electronic 

- 2 -
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information necessary to provide for effective law enforcement, the public safety, and 

national security should also be preserved. 

(7) There is a national need to encourage the development, adoption, and use 

of encryption products that are consistent with the foregoing considerations and are 

appropriate for use in both domestic and export markets and by the United States 

Government. The voluntary development, adoption, and use in the domestic market 

only of encryption products that are consistent with such considerations may be 

impeded by antitrust concerns. 

(b) PURPOSES. - It is the purpose of this Act --

(1) to promote the development of the Nation's information infrastructure 

consistent with public welfare and safety, efficient law enforcement, national security, 

and the privacy and protection of communications and information; 

(2) to encourage and facilitate the development, adoption, and use of 

encryption products that provide security, protection, and authentication of wire and 

electronic communications and electronic information and that reasonably satisfy the 

needs of government agencies to provide for effective law enforcement, the public 

safety, and national security; 

(3) to carry out that policy through the development of a program to facilitate 

the use of key escrow encryption products; and 

(4) to ensure that the voluntary development, adoption, and use of appropriate 

encryption products is not impeded by the risk of antitrust liability. 

- 3 -
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SEC. 103. DEFINITIONS. -- For purposes of this Act: 

(1) The term "antitrust laws" means the antitrust laws, as such term is defined 

in subsection (a) of the first section of the Clayton Act (15 U.S.C. 12(a)), and section 

5 of the Federal Trade Commission Act (15 U.S.C. 45) (to the extent that such 

section 5 prohibits unfair methods of competition), and any State antitrust or unfair 

competition law. 

(2) The term "electronic communication service" has the meaning given such 

term in section 2510 (15) of title 18, United States Code. 

(3) The term "electronic communications system" has the meaning given such 

term in section 2510(14) of title 18, United States Code. 

(4) The term "encryption product" means any product (including, but not 

limited to, hardware, firmware, or software, or some combination thereof), that is 

designed, adapted, or configured to use a cryptographic algorithm to protect the 

confidentiality of data. 

~ The term "key escrow encryption" means an encryption method that 

includes the storing of keys or components thereof with a key escrow agent who is not 

the owner, possessor, sender or recipient of information encrypted with the key or 

components thereof. 

(6) The term "key escrow agent" means any person, including any entity 

approved by the Secretary in accordance with subsection 301(a)(1) of this Act, who 

holds and manages keys or components, for or on behalf of any other person or 

- 4 -
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entity:-

CD The term "key escrow encryption product" means an encryption product 

that uses or includes key escrow encryption. 

(8) The term "key" means a sequence of symbols that enables the 

transformation from plaintext to ciphertext and vice versa. 

(9) The term "electronic information" means any information, including but not 

limited to texts, messages, recordings, images or documents, in any electronic, 

electromagnetic, photoelectronic, photooptical, or digitally encoded computer-readable 

form. 

(10) The term "electronic communication" has the meaning given such term in 

section 2510(12) of title 18, United States Code. 

(11) The term "wire communication" has the meaning given such term in 

section 2510(1) of title 18, United States Code. 

® The term "government" means the Governme~t of the United States and 

any agency or instrumentality thereof, a State or political subdivision of a State, the 

District of Columbia, or a commonwealth, territory, or possession of the United 

States. 

(13) The term "person" means any individual, corporation, company, 

association, firm, partnership, society, or joint stock company. 

@ The term "Secretary" means the Secretary of Commerce or his or her 

designee. 

- 5 -
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(15) The term "Attorney General" means the Attorney General of the United 

States or his or her designee. 

TITLE II -- AMENDMENTS TO TITLE 15 OF THE UNITED STATES CODE 

SEC. 201. EXEl\1PTION. 

No person shall be liable under the antitrust laws for damages, penalties,. 

injunctive relief, or other sanctions, for negotiating, entering into, participating in or 

implementing an agreement to --

(1) engage in joint development of encryption products to the extent necessary 

~j 

. !o ensure the ability of government agencies to decipher, in a timely manner, wire and tM--~-- 7 

electronic communications and electronic information that have been intercepted 

pursuant to electronic surveillance laws or obtained under other lawful authorization; 

or 

(2) make available only those encryption products that ensure the ability of 

government agencies to decipher, in a timely manner, wire and electronic 

communications and electronic information that have been intercepted pursuant to 

electronic surveillance laws or obtained under other lawful authorization. 

SEC. 202. LIMITATIONS .. 

The exemption provided in section 201 of this Act shall not apply to any 

agreement concerning price or other terms or conditions of sale of any such product 

produced or sold by any such person, or that results in a boycott of any person. 

- 6 -
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TITLE 111-- AMENDl\1ENTS TO THE DEPARTMENT 

OF LABOR AND COl\1MERCE ACT 

SEC. 301. KEY ESCROW PROVISIONS 

(a) ESCROW AGENTS --

(I) APPROVAL -- The Secretary may approve government agencies 

or suitable private sector entities that satisfy qualifications established by the 

Secretary, which shall include but not be limited to the qualifications 

enumerated in paragraph (2), to act as key escrow agents for encryption 

products. The Secretary shall also have the power, in consultation with the 

Attorney General, to revoke the authority of any such government agency or 

private sector entity to seIVe as such key escrow agent which has violated any 

provision of this Act or any rule, regulation or requirement prescribed by the 

Secretary under this Act. 

(2) QUALIFICATIONS -- In order to be approved as a key escrow 

agent, an entity shall --

(A) possess the capability, competency, and resources to administer key 

escrow encryption, to safeguard sensitive information related to it, and to carry 

out the responsibilities set .forth in paragraph (3) in a timely manner; but 

(B) riot be a law enforcement or intelligence agency, nor a foreign 

country or entity thereof, a national of a foreign country, a corporation . 

organized under the laws of any foreign country, or a corporation of which an 

- 7 -
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alien is an officer or more than one-fourth of the stock of which is owned by 

aliens or which is directly or indirectly controlled by any such corporation. 

(3) RESPONSIBILITIES -- A key escrow agent approved under paragraph (a) 

shall, consistent with regulations issued by the Secretary, establish procedures 

and take other appropriate steps--

(A) to ensure the confidentiality, integrity, and timely release of keys or 

components thereof held by the agent pursuant to this subsection; 

(B) to protect the confidentiality of the identity of the person or persons 

for whom such key escrow agent holds keys or components thereof; 

(C) to protect the confidentiality of the identity of the government agency 

requesting encryption keys or components thereof and all information 

concerning such agency's access to and use of encryption keys or components 
~ eJ).,... "'" r d'ta r.-v-,' ~ ? 

thereof; ;IA. ~c..." e"vC'~J''i(x .. ,-,,,CA..1.> 

CD) to hold and manage the keys or components thereof consistent with 

the requirements of this section; and 

CE) to carry out the responsibilities set forth in this subsection in the 

most effective and efficient manner practicable. 

(4) AUTHORITY -- A Federal agency approved as a key escrow agent 

under this section may enter into contracts, cooperative agreements, and joint 

ventures and take other appropriate steps to carry out its responsibilities .. 

(b) LIMITATIONS ON ACCESS AND USE--

- 8 -

,0 



JUSTICE COMMAND CENTER (PR) 08.04. • 95 15: 03 NO. 1460022671 PAGE 11 

.&. tAAJ ck '-I C..<!A. e..-.. .r:r&.4 -e.. 9"k&J;" 

1~ 4. ;(- tJ.. ....... / /~ '1 4A ~ e-./ 

/_r.s? 

(1) Release of Key Information to Certain Entities --

A key escrow agent, whether o~ not approved under subsection (a), shall, upon 

request, release a key or component thereof held by the agent to --

(A) A government agency that provides a certification that it is authorized 

by law to conduct electronic surveillance, a search, or other examination of 

communications or information and that it requires access to the key or 

component thereof in order to determine the plaintext of a wire or electronic 

communication or of electronic information that it has acquired or intercepted, 

or that it will acquire or intercept, in such surveillance, search or examination .. 

A key escrow agent shall release keys or components thereof to a requesting 

federal government agency only upon its receipt from such agency or from the 

Department of Justice of such a certification executed by the Attorney General, 

Deputy Attorney General, Associate Attorney General, any Assistant Attorney 

General, or any Deputy Assistant Attorney General in the Criminal Division of 

the Department of Justice, by a United States Attorney, Assistant United States 

Attorney, or other attorney for the government supervising the investigation in 

which such electronic surveillance, search or other examination of 

communications or information is being conducted, or by a judge or other 

authorized official of a Federal court of competent jurisdiction. A key escrow 

agent shall release key~ or components thereof to a requesting agency of a state 

government or a political subdivision thereof only upon its receipt from such 

- 9 -
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1 

agency or subdivision, or from the Department of Justice of a certification, but 

only if such certification is executed by the Attorney General, Deputy Attorney 

General, Associate Attorney General, any Assistant Attorney General, or any 

Deputy Assistant Attorney General in the Criminal Division of the Department 

of Justice, by the principal prosecuting attorney of such State or political 

subdivision, by a judge or other authorized official of a Federal court of 

competent jurisdiction, or by a judge or other authorized official of a State 

court of competent jurisdiction; or 

(B) a Federal agency, or to the Department of Justice for conveyance to a 

Federal agency, if that agency or the Department of Justice provides a 

certification that the agency receiving the key or component thereof is 

authorized by law to collect foreign intelligence or foreign counterintelligence, 

and that such agency requires access to the key or component thereof in order 

to determine the plaintext of any wire or electronic communication or of any 

electronic information that it has acquired or intercepted, or that it will acquire 

or intercept, in the lawful collection of foreign intelligence or foreign 

counterintelligence. Key escrow agents shall release keys or components 

thereof to the requesting government agency upon their receipt of a 

certification, but only if such certification is executed by the Attorney General, 

Deputy Attorney General, Associate Attorney General, any Assistant Attorney 

General, or any Deputy Assistant Attorney General in the Criminal Division, or 

- 10 -
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the Counsel for Intelligence Policy, of the Department of Justice. 

(2) A government agency to which a key or component thereof has been 

released under this paragraph may use the key or component thereof only to 

determine the plaintext of any wire or electronic communication or of any 

electronic information that the agency acquires or intercepts pursuant to its 

lawfully authorized surveillance, search or examination. Once such lawful use 

is completed, the government agency shall destroy the key or component 

thereof in its possession. 

(3) Nothing in this subsection shall be construed to prohibit a key escrow 

agent from releasing keys or key components for encryption products to the 

owners of such products pursuant to contractual or other commercial 

arrangements therefor, nor to prohibit any key escrow agent from releasing 

keys or key components for encryption products to any person in conformance 

with a determination by a court of competent jurisdiction that such person is 

lawfully entitled to hold such keys or key components. 

(c) KEY ESCROW FUNDING-- Within one hundred and eighty days 

after the date of enactment of this Act, the Secretary shall make 

recommendations to the congressional committees having oversight of the 

Department of Commerce regarding the estimated funding requirements for any 

key escrow agents approved by the Secretary, as may be deemed appropriate by 

the Secretary. 

- 11 -
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(d) FEDERAL GOVERNMENT LIABILITY -- The United States shall not be 

liable for any loss incurred by any individual or entity resulting from any 

violation of this Act or the failure to exercise reasonable care in the 

performance of any duties under any regulation or procedure established by or 

under this Act, nor resulting from any action by any person who is not an 

official or employee of the United States. 

SEC. 302. REGULATIONS -- Within one hundred and eighty days after the date of 

the enactment of this Act, the Secretary shall, after notice to the public and 

opportunity for comment, issue any regulations necessary to carry out this Act. 

SEC. 303. UNLAWFUL ACTS. 

(a) It shall be unlawful for any person --

(I) intentionally to make available a key or component thereof required for 

decryption of wire or electronic communications or of electronic information 

encrypted with a key escrow encryption product to a government agency or 

employee thereof or other person, knowing that such agency, employee, or 

other person is not l~gally authorized to receive it; 

(2) intentionally to obtain or use an encryption key or component thereof 

required for decryption of communications or information, pursuant to section 

301 (a) (2) (A) , without lawful authority or, having received such key or 

component thereof with lawful authority, intentionally to exceed such authority 

for the purpose of decrypting information; or 

- 12 -
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(3) if a key escrow agent, or officer, employee, or agent thereof, intentionally 

to disclose to any person, except as authorized by this Act or regulations 

promulgated thereunder, the facts or circumstances of any release of keys or 

key components or requests therefor. This provision shall not, however, 

prohibit such key escrow agent, officer, employee, or agent thereof from 

providing evidence in any proceeding held under the authority of the United 

States or of any State or political subdivision thereof, or from disclosing such 

information as is necessary to permit audits of inspections of the operations of 

such key escrow agent in accordance with regulations promulgated by the 

Secretary. 

(b) Any person who violates this section shall, upon conviction, be punished as 

provided in section 304. 

SEC. 304. PENALTIES --

(a) CRIMINAL PENALTIES -- Any person who violates section 303 of this 

Act shall be fined under title 18, United States Code, or imprisoned not more 

than five years, or both. 

(b) CIVIL PENALTY --

(1) Any person who acts a key escrow agent without the approval of the 

Secretary under section 301(a)(l)(A) of this Act shall be subject to a civil 

penalty in an amount assessed by a court in a civil action. 

(2) The amount of the civil penalty shall not exceed $100,000, unless the 

- 13 -
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violation was willful, in which case the civil penalty may not exceed $100,000 

per day. In determining,the amount of the penalty, the court shall consider the 

risk harm to law enforcement and national security interests, the risk of of harm 

to key owners, the gross receipts of the charged party, the judgment of the 

Attorney General concerning the appropriate penalty, and the willfulness of the 

violation. 

(3) A civil action to recover such a civil penalty may be. commenced by the 

Attorney General. The Attorney General must establish the right to recovery 

by a preponderance of the evidence. 

(4) The Attorney General may, in a civil action in the appropriate United 

States district court, obtain an order against a key escrow encryption product 

manufacturer, vendor, or owner, or any other person, not a key escrow agent 

approved by the Secretary, who is in possession of keys or components thereof, 

or any other necessary person, to require that keys or components thereof are 

properly deposited with a key escrow agent certified by the Secretary. 

(5) A civil action under this section may not be commenced later than 5 years 

after the cause of action accrues. 

(6) The district courts of the United States shall have original jurisdiction of 

any action brought by the Attorney General under this subsection. An action 

for a civil penalty may be joined with an action for an injunction under section 

305 of this Act. 

- 14 -
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(7) For the purpose of conducting a civil investigation in contemplation of a 

civil proceeding under this section, the Attorney General may (A) administer 

oaths and affirmations; (B) take evidence; and (C) by subpoena, summon 

witnesses and require the production of any books, papers, correspondence, 

memoranda, or other records which the Attorney General deems relevant or 

material to the inquiry. Such subpoena may require the attendance of witnesses 

and the production of any such records from any place in the United States at 

any place in the United States designated by the Attorney General. The same 

procedures and limitations as are provided with respect to civil investigative 

demands in subsections (g), (h), and U) of section 1968 of Title 18 apply with 

respect to a subpoena issued under this subsection. Process required by such 

subsections to be served upon the custodian shall be' served on the Attorney 

General. Failure to comply with an order of the court to enforce such 

subpoena shall be punishable as contempt. 

SEC. 305. INJUNCTION -- The Attorney General may bring an action to enjoin any 

persoJ1. (including an officer or employee of a government agency) from committing 

any violation of this Act. The district courts of the United States shall have 

jurisdiction of any action brought by the Attorney General under this paragraph. 

SEC. 306. SEVERABILITY AND INTERPRETATION -- If any provision 6f this 

Act, or the application thereof, to any person or circumstance, is held invalid, the 

- 15 -
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remainder of this Act, and the application thereof. to other persons or circumstances 

shall not be affected thereby. Nothing contained in this Act shall be deemed to 

preempt or otherwise affect the application of the Arms Export Control Act (22 

U.S.C. § 2751 ~ ~.) or any regulations promulgated thereunder. 

SEC. 307. AUTHORIZATION OF APPROPRIATIONS.·· There are authorized to 

be appropriated to the Secretary of Commerce for the purpose of carrying out this Act 

a total of $ for fiscal years 1996, 1997, 1998, and 1999, Such sums are 

authorized to remain available until expended. 

SEC. 308. EFFECTIVE DA TE.-- This Act shall take effect on the date of its 

enactment. 

- 16 -

2'd ~N03 Wd61:21 S6, 80 ~n~ 



MAY-08-1995 09:55 DOD ,GC 
703 693 7278 P.002/036 

\. -' 
U.S. DEPARTMENT OF JUSTICE 

WASHINGTON, D.C. 

DATE: 5/5/95 

TO: 

LEON PANETTA - 465-1121 
ERSKINE BOWELS - 456-6703 
SANDY BERGER - 456-9490 
JOHN DEUTCH - (703) 697 .. 7374 
RON NOBLE .. 622 .. 5040 
LOUIE FREEH - 324-6856 
TOM CONSTANI'lNE - 307-7335 
ADMIRAL STUDEMAN .. (703) 482-3064 
ADMIRAL McCONNELL - (301) 497-2888 

FROM: JAMIE GORELICK 
DEPUTY A1TORNEY GENERAL 

ar: MICHAEL A. VATlS 
COUNSEL TO THE 

DEPUTY ATTORNEY GENE1UL 

SUBJECT: 

DEPUIY DJRECI'OR, EXECU'lTVE OFFICE 
FOR NdTIONAL SECURITY 

ENCRYPTION 

MESSAGE: ATIACHED ARE RELIMINARY DRAFTS OF ENCRYFI:'ION LEG/SLdTION; ONE VERSION 
SE:TS UP A MANDATORY L1CEN$WG REGIME; THE OTHER ESTAlJUSJlES AN &rrrrnuST E1fOlOYPTION 
FOR MANUFACTURERS OF ENCRYFl70N PRODUCI'S. -t"tWA. 

(TOTAL N1JMBER OF PAGES INCLUDING THIS ONE) 3S 

TRANSMI1TED BY: Denise Gluten 

FOR VOICE COMMUNIC4.7'10NS WITH THIS OFFICE, PLBASE TELBPHONB (201-307-3667) 
TO TRANSMIT TO 'lRJS~OFFJCB VM, TBL13FAX, PL11ASB 'I'BLEPHONB (ZO:i~16·1080) 



MAY-08-1995 09:56 DOD GC 703 693 7278 P.003/036 
5Kfo1SI:'l'V/B, ' .... 

" . DRAFT 

l04th CONGltESS 

1st Session. H.R. 

IN THE HOUSE OF REPRESENTATIVES 

M • of introducea tile following bill, 
whiQn was referred t~ tne.Committee on 

A BILL 
TO amend the Department of Commerce and Labor 

Act to ensure the public safety and national security 
throuqh encryption manaqement'and licensing, and fol!' 
other purposes. 

1 Be it enacted by 'the Senate and HOUSQ of RQpre-

2 sentatives of the United Bta~es of America in 

3 Congress assembled~ 

4 SEC. 1. SHOR~ ~ITLE. 

5 This Act may be cited as! the IfEnorypt-ion Manage-

6 ment and Lic~nsin~ Act of 1995". 

7 SEC. 2. FIND7RGS ~D ~~RPO$»S. 

a (a) FINDINGS. - ~ha Congrase finds the followin9: 

-------_. . .... -.. 

. ,.., ..... ..... 
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1 (1) Advancemen~a in com=~nicGtion. and 

2 information technology and the widespread use of that 

3 technology have stimulated the vo1u~. _nd ~h.nce4 tho 

4 \"alue of domestic and internat.ional ",ira and 

5 electronic communications and o1oet.k'onically-e-corecl 

6 information. 

7 (2) The development of th~ Nationls information 

8 infrastructure ~nd the rQaliaation. of the ( full 

9 benefits Of that infrastruot~rG req~i~e that wire and 

10 electronic communications and electronic inforwation 

11 communicated ov~, and re$ident in, that intra-

12 structurQ bQ &Qcure, oonei~ential, ana authent1c. 

13 (3) SQourity, .privacy, and authentication of 

14 wirQ and eleotronio co~unications ana electronic 

15 info~atioh oo~uni9ated over, or resident in, the 

16 Nation I s informat'ion infl:"astructure are enhanced with 

17 the use of enc~ptiQn technology. 

18 ("') Al.t:.hou,gh encrypt'ion technology is a valuable 

19 tool to protect: t:he se~urity and privacy of wire and 

20 electronic communications and electronic information, 

21 suoh technology can be misused by terrorists, other 

22 dangerous ana violent criminals, organized crilnQ 

23 syndicates, aruq-trafficking orqani2ations, and spies 

24 

2S 

to avo1<1 deteotion and to hide evidence of their 

criminal activity, thereby jeopardizing effective law 

~------'---"'--"' 
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10 

11 

12 

13 

14 

l5 

16 

17 

18 

19 

20 

21 

22 

23 
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. entorcement, PU]:)lio safet.y, and the national security .. 

(5) The rig'hts of individuals anti bUl!dness 

entities to secure and proteot the .tran~iBsion and 

~torilge ot. their wire and electronic communications 

and electronic lntormation should be preserved. 

(6) The ability of government agencies, in a 

timely manner, to dec~pher and obtain the plaintext 

content· of wire and electronic communications and 

e~ectronic information necessa.ry to provide for 

effective law enforcement, tbe public safety, and 

national security s~ould also be preserved. 

(7) There is a natio~al need to develop. adopt. 

and use encryption management methods and procedures 

that 'advance the development of the Nation' s infor­

mation infrastructure and enhance ·the abilit.y of law­

abiding citizens to secure and protect their wirQ and 

electronic coltUUunications and information while a1:. tho 

same time presarvi~q the gove~nment'~ ability to 

decipher and obtain the plaintext of communications in 

a timely way, tlu:ou9h a GoVQrhl1lant. ~ioGnsin9 proqra-m. 

(b) PURPOSES. - It is the purpose pf thia Aet--
. . 

(1) to promote ehe development of the Na~ion~s 

information infrastructure consi~~ent with pub~ic 

welfarQ and safety, efficient law enforcement, 
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1 national security, and tbe priv.gy and pro~eQt1on ot 

2 communioaticns and information; 

3 (2) to Qnoourage Clnd f'cu::ilitate the aevelopment, 

4 adop~1on, and use .of en~ryption produc~s that provide 

5 seou~ity, proteotion, and aUthentication ot w1re and 

6 e10ctronio oommunic~tion5 and electronic information 

7 and that reaeon~b1y ~A~is£y the needs Of government 

8 aganQies to provide tor effective law enforcement, the 
G 

9 public safety, and national securl~y; and 

10 (3) to carry out that pOlicy throuqh the 

11 development and use ot a program to facilitate the 

12 production of such encryption p:t::0ducts throuqh 

13 Govcrnn~ht licensing_ 

14 SEC. :3. 0NUln!'11L ACTS. 

15 (a) It 8h~11 be unlawful tor any person .. 
16 (1) knowingly to import, or to manufacture an 

17 encryption proauet for the purpose of distributinq 

18 such product, or attampt to so import or manufactu~e, 

19 without a license issued under this Act, provide~.d, 

20 however T that i t s~all not be a violation of this 

21 paragraph to manufacture an encryption product for thQ 

22 sole purpose of developing a prototype with: ~he 

23 objective of testing such prototype prior to obtaininq 

24 a license and submitting such proto~ypa to thQ 

25 Secretary for licensing pursuant to s90tion 4; 
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(2) knowing-ly to withhold material inform.ation; or 

knowinqly to make any false, fictitious or fraudulent 

sta~e~ent or representation, either orally or in 

writ1nq; or to make or use any false writing or 

document knowing the same to contain' any false, 

tlctltious, or fraudulent statement or entrY; for the 

purpose of obtaining a license under the provisions of 

this Act; 

(3) knowingly to distribute, or to cause to be 

distributed, any unlicensed encryption product, or to 

attempt to do SOl provided, howeverz that it shall be 

an aifinnative defense to a prosecution under t:~is 

paragraph that the defendant had a qood faith belief 

that the enoryption product was properly licQ~sed or 

that no license was required, and the defendant shall . . 
have the burden of provinq; by a prepondaranca of the 

evidence, such affirmative defense; 

(4) if a licensee, knowingly to distribut$, or to 

cause to be distributed, any lioansed enoryption 

product that failG to oomply with the term3 or 

conditions of tha liQanse thereforl 

(5) intentionally to make available a k$Y O~ 

component thereof or disclose other info~~tion 

~QquirQd tor aegryption of ~n encryption product 

licensed under this Act t.o a 9Qv:ernroent asency or 

employee thereof or other person, knowing th~t 'such 
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agency, employee # or other per. on is no~ legally 

authorized to receive it; 

3 (6) intentionally to obta~n or ~s. an encryptiQn 

4 key, a component thereof, or deoryption information 

5 required for decryption of Qo~unications or 

6 information r pursuant to sQotion pursuant to 5ection 

7 Sea) (2) CAlor (B), without lawful authority or, h~ving 

8 racei ved such key I. cOl'llponent thereof or decryption 

9 information with lawful author-ity I to exceetl such 

10 authority fo~ the purpOSQ Qf deoryptin9 Lnformat1on. 

11 (7) havinq not.icQ that a qovernment a9sncy has 

12 requested or has had released to i~ keys, components 

13 thereof or other deoryption information requ1re~ for 

14 decryp~iort of oommunic~tion~ or in~ormat1on pursuant 

15 t.o saotion .6 (a) (2) of thia Act, to give notice or 

16 atteDpt to 9ive notice of the request or release to 

17 any person in order to obstruct, 1mpedel or prevent 

18 the usa of such keys, components thereof or other 

19 decryption information by such government agency, or 

20 ih orde~ to ob5truct, 1mpe~e, or prevent the search, 

21 seizure or interception of wire, oral or electronic 

22 

23 

~ol'l'llnunications tor which the keys, components I or 

other decryption inrormation is required. 

24' (b) Any person ~ho violates' this section after 

25 the ettecti ve date set forth in section 13 I upon 
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conviction, shall be ~uniohcd AS p~ov14e~ 1n sec~1on. 
8. 

SBC. t. DCllYlil'1'tON MANAGEKJJNr aum L%CE1f8ING. 

Th~ Sec2:"etary shall. establish an &1cryptlon 

ManagemQnt ,and Licensinq Proqralll to carry out this 

Act. 

Ca') Est.ablishment of criteria -- In carrying- out 

this Act# the Seo~etary, with the, concurrence of thQ 

Attorney Ceneral, shall through this program estab­

lish and -puhlish criterh. for encryption products that 

will ensur$ that goyernment agencies can decrypt, on 

a t.imely ba:sis, cOll\l1lunicatiQns and, information 

la~tully obtained. The secretary shall grant a 

lioense request for the manUfacture or import of an 

encryption product onlY if that product meets the 

criteria estab11shea by the Secretary. 

Cb) considerations fO~ Criteria. 

(1) In establishing the licensinq criteria 

pursuant to SUbsection (a), the secretary 'shall 

consider (to the maximum extent feasible consistent 

with the need for government agencies to retain th~ 

ability to decipher I in a timely manner, wire and 

electronic communications and electronic infor~tion 

lawfully obtained) the need to ,preserve the ~Qourity, 

confidentialIty I inteqrity and aut.henticity of wire 
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and electronic; communications anc:1 electronio 

information; and the need to advance the Nation's 

intOrlDe.tion infrastructure. Nothing' in 't.tl1s 

4 eub~eotion is in~ended to'permit the Secretary to deny 

S a license requos~ for the manuracture or import O~ any 

G enc:t'yption product on the 9round that SUCh· ,product 

7 f~i1~ to meet standards ot performance wit» respect to 

e the security, confidentiality, 1nteqrity and 

9 ~uthent~city ot wire and electronic communications and 

10 electronic information'. 

11 (Z) In establishing the licensinq criteria 

1Z pursuant to subsection (a), the ~ecretary shall not 

·13 diminish the statutory and constitutional privacy 

14 rights of individuals and other persons. 

~5 (0) Consultation -- In developing any criteria under 

~6 subsection (a) I the Secretary shall consult with ,other 

17 appropr iate Federal agencies, and may consul t with 

18 

19 

~20 

21 

22 

23 

~4 

represent.atives of manufacturers and importers of 

encryption products. 

Cd} Exemptions -- The Secretary, upon obtaining the 

concurrence of the Attorney General # shall be 

authorized to exempt from coverage under this Act any 

type or level of encryption product d@emed 

appropriate, as lonq as such exemption is consistent 

25 with the purposQs of this Act. 



MAY-08-1995 09:59 DOD GC 703 693 7278 P.011/036 

9 

1 (a) Validation ~rocadure -~ As part of. the Licensing 

:z Proqram desc~ ibad in cUbaection (a), the Seoretary 

3 shall establish a va~idation prooedurQ by whiob tho 

4 Secretary may determine the extant to whioh enot'ypticl\ 
I 

5 products submitted for licenll:in9 meat the licencsing 

6 criteria established by tho SGcreta~y. 

7 (f) Licensinq Proceduras 

8 (1) An applioation for a lioense to import or 

9 manufacture an a1"lc:r-yption produot shall be made to the 

10 Sec~etary and shall be in such for~ and contain such 

11 

12 

13 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

information. as tha Sedretary shall by regulat.ion 

prescribe. Eaoh applic~nt for Q license shall PQy a 

fee t.o be ehar9'~d. as Bet by tho Secretary. Each 

license ahall be valid fo~ no longer than three years 

from date of iS8uance ana shall be renewable-upon the 

same oonditions ~nd subject to the same restrictions 

aa the original license upon payment of a renewal tee, 

unlea$ ~uch product is touna not to permit the 

decryption as required. or not to be otherwise in 

substantial compliance with the license or any rule, 

regulation, or requirement prescribed by the Secretary 

under tnis Aot. 

(2) The - Secretary shall appr.ove or deny any 

application within.a period of sixty days beginninq on 

the date such application is received. 
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1 (3) The Sec~etary may revoke any 1icense issued 

2 'undor this section if in the opinion of the Secretary 

3 tbe holdor the~eof has violated any prOVision Of this 

4 Act or any rule, re<Jl.llaticn, or requirement prescribed 

5 by the Seore~a~y under this Act. 

(q) Audit Procedures -- The secretary shall establish 

7 ~udit prooedure~ to ensure that the purposes of the 

S program ~re appropriately carried out. 

9 

10 ,8BC. s. ltEY-ZSCRQW AND NON-KEY ESCROW 'ENCRYPTIOB 

11 !~ODUCT PROC!iDUR~8 

12 Tbe secretary snall grant a license request for . 

13 the manufact~e or import Of any encryption product 

14 that meets the criteria established by the Secretary 

15 pursuant to section 4 I including key-escrow encryption 

1~ produc~s and non-key-escrow encryption products. As 

17 part of the Licensing Program established pursuant to 

18 sec~ion 4, the Seoretary shall ~stablish procedures 

19 and requirel1lents for key-escrow ancryption products 

20 and non-key escrow encryption products, which shall 

21 include the followinq. 

22 (a) Key-Escrow .. Encryption Produc~s -- The Secretary 

23 shall establish ·the follo~ino procedures and 

24 requirements for key-escrow encryption products. 

25 
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1 (1) ESCROW AGENTS - .. 

~ (A) APPROVAL, ..... The Secretary may approva 

3 Federal &gencies .or suitable private secto~ entitles 

4 that satisfy qualifications estab11shed by the 

5 secre~ary, whicn shall inclu~e but not ~e limited to 

6 the qualif1cations enumerated ~n paragraph (B), to act 

7 as key-escrow agents ror enoryption produots.for wh1gh 

8 a l.icense is granteCl pursuant to section 4 of this 

9 Act. The Secretary shall also nave the power, in 

10 consultation with the Attorney General, to revoke the 

11 authorit.y of any such Federal agency or private sector 

l~ entity to serve as such key-escrow agent. 

13 (B) QUALIFICATIONS -- In, order to be approved as a 

14 key escrow agent, a Federal agenoy or a private sector 

15 entity shall --

16 (i) possess the capability, competency, and 

17 resources to administer key escrow encryption, to 

l8 safegUard sensitive intormation related to it. 

19 and to carry out the re~ponsibilities set 'forth 

20 in paraoraph ee) in a timely manner; but 

21 (ii) not be a Federal law enforce~ent aqency. 

22 (C) RESPONSIBILITIES -- A key escrow agent approved 

23 under paragraph (A) shall, consistent witb regu-

2'4 lations issued 'by the Secret.ary I establish procedures 

25 and take other appropriate stQPS--
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(i) to ensure the oonfidentiality, integrity, 

and timely release of keys or components thereof held 

by the aqent pursuant to this subsection; 

(ii) to protect· the confidentiality of the 

identity of the person or persons owninq encryption 

products for which such key escrow aq@nt holds keys or 

components thereof; 

(iii) to protect the confidential,.ity of the 

9 qovernment aqency and all information concerning sueh 

10 agency' s access to and \lse of encryption keY's or 

11 componQnt~ thereof; 

12 (iv) to hold and managQ the kaya or c~m~nen~s 

13 thereof oonsistent with the roquiramants of thiQ 

14 ~ection and the enorypeion oriteria eetablisheQ in 

15 Bocordanoe ~ith seotion 41 and 

16 (v) to oarry out the responsibil~ties s~t forth 

17 in th~3 $Ub::58ction in the most effeotive and efficient. 

18 manner practic~ble. 

19 (D) AUTHORXTY -- A Federal ~geney approved as a 

20 key escrow agent under this section may entel" into 

al contracts, cooperative agreements,' and joint yent~.es 

22 and taKe otner appropriate steps to ca.rry gut its 

23 responsibilities. 

24 (2) LIMITATIONS ON ACCESS AND UsE --

25 (A) Release of Key Information,to certain Ent1ties 



MAY-08-1995 10:01 DOD GC 703 693 7278 P.015/036 

13 

1 A key Qaorow ~qent approved unde~ ~ubseetion (a)(.)(AJ 

2 shall release a key or component thereof held by the 

3 agent p~r~uant to th.t subeeotion only to --

4 (i) A qovernraent. agenoy t.llat provides Ii 

5 certification t.hat it is authorized 'by law to conduot. 

6 

7 

e 
9 

electronic survei llanee,' a C!leelrc:h, or other 

e~amination of communic:ation~ or information pur~uant 

to ~uch lawful authority and requires acce~6 to t~e 

key or. component thereof in order to determine tbe 

10 plaintext: of the cQmJnunicCLtion or information so 

l.1 

12 

13 

14 

acquire.d. Key escrow agents shall release keys or 

C::Olnponents thereof t.o the reque5t~ng government agenoy 

upon their receipt otsuch a certi!ication executed by 

the Attorney General, Deputy Attorney General, 

15 Associate Attorney General, any Assistant Attorney 

16 Ge~eral or Ac~ing Assistant Attorney General, or any 

17 Deputy ASSistant 'Attorney General in the Criminal 

18 DiviSion of the Department of Justioe; by a united 

19 s~ates Attorney, Assis·tant United states Attorney I or 

20 other attorney for the government supervising the 

21 .investigation in which such electronio surveillance, 

2·2 search or other examination of communications or 

23 information· is bei,ng condUcted; in the case of an 

24 aqencyof a state or political subdivision thereof, by 

25 ~e principal prosecuting attorney of such State or 

~6 political sUbdivision; by a judge or other authorized 
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1 gfficial or a l'elleral court of compet~nt jurisdiction; 

2 or, in ~he case Of an agency of a state or political 

3 subdivision ~hereot, ~y a juaqe or other authorized 

4 ofricial ot a s~ate court of competent jUrisdiction. 

5 A government agency to Whom a key or component thereof 

G has been released under this paragraph may use the key 

7 ~r component thereot only in a manner consistent with 

e the court order or other lawful authorization 

9 permitting the acquisition of the cOllU1lunication or 

~o information; or 

11 (ii) a Federal agency for use by such agency, or 

1Z for conveyance to another Federal agency for the use 

~J of the latter, in the lawful collection of foreign 

14 intelligence or counterintelli9~nce. Key escrow 

15 aqents shall release keys or components thereof to the 

16 requesting qo~~rnment ag~ncy upon their receipt of a 
, 

17 certification executed hy the Attorney General, Deputy 

18 Attorney General, Associate Attorney General, any 

19 Assistant Attorney General or Acting Assistant 

20 Attorney General, or any Deputy Assistant Attorney 

21 General in the cri~inal Division, or the'Counsel for 

22 1ntelligence Policy, of th~ Depar~ment of Justice. 

23 CB) No k'QY escrow agant, or officer, employee, 

24 or aqent thoreof, ~hall disclose to any person, ~ther 

~s than authorized personnel of ~e Pederal 90varn~enti 

26 the faots or oiroumstances of any ~eleas~ of keys or 
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key components or requests therefor. This provision 

does not, however, prohibit such escrow aq@nt, 

officer, e~ployae, or agent from providinq evidence i~ 

any proceedinq held under the authority of ~Q Uni~.a 

states or of any St~te or ~olitical subdivi£ion 

thereof, nor from disolo.sinq such information as is 

necessary to permit audits or inspections of the 

operations of such key escrow aqent in accordance with 

requlations prolUulgated by the Secr~tary_ 

(e) Nothing in this sUbsQction $hall be 

construed to prohibit a private sector koy escrow 

agent from releasi~~ keys or kQy co~ponQnt~ for . 
encryption product.s to the own~rs of &uoh produots 

pursuant to cont.ractual or other oomltuoaroial. 

arranqements the~efor, nor to prohibit any kay e&oroW 

agent fro~ releasinq ksys or key componantm for 
. 

encr~ption pr¢duc~& to any par50n ih oonfor~ance vitb 

a dQtQrmination by a court of oompe~e~ jurisdiotion 

tha.t such person is lawfully ·entitled to hold such 

keye or key oo~ponent~. 

(J) RESPONSIB,ILI'l'IES OF MANUFACTmtERS AND 

IMPORTERS -- A tnanufacturer of a key-escrow encryption 

p~oduct licensed under this Act shall, no later than 

the time any individual un1t ot such licensed prOduot 

leaves its control, deposit with one or more approved 

Xey escrow· agents, keys, components thereOf, or other 
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1 inforl'lla.tion neoessary for deoryption applioable to 

2 tha~ unit; and an importer of a key-escrow encryption 

3 product lioensed under this Act, shall, no later than 

4 the time any individual unit 9f such ,licensed product 

5 enters the United states, deposit with one or more 

6 approvod key esorow aqents, keys, components thereof, 

7 or other information necessary for decryption 

a applicable to that unit. 

9 (4) KEY ESCROW FUNDING--

10 within one hundred and eiqhty days after the 

11 datQ of enaotmentof this Act I the Secretary shall 

12 make reoommendations to th~ conqressional committees 

13 having oversight of the Department of Commerce 

14 reqardinq the estimated fundinq requirements for any 

15 key Gcorow agents ag may be deemed appropriate by the 

16 Seoretary. 

17 (5) LIABILITY -- Any key esorow aqent approved 

18 by the Secretary shall bG hald to a standard of 

19 rea~onQble CAre in oarrying out thoce r-ae;:ponsibili ties 

20 pre~¢ribed by the Secretary. 

21 . (0) NON-KE~ ESCROW ENCRYPTION PRODUCTS The 

22 decryption methodologies required to meet govarnmental 

2 3 requirement~ for non-key escrow Qncryption produClts 

24 may be retained by the manufacturer, the vQndor, or 

Z5 any other entity, including a key Qsorow aqent, 

26 approved ~y the Seoretcry. The type~ of 
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1 responsibilities anti the lilQitatione on ,,~~el!l. 

2 specified for key eacrow a,ents un4er aUbsection (s) 

3 (.1) (c) a.nd (a) (2), k'GsPQo't.ively, IIball 6180 Apply tQ 

4 non-key escrow proauct manufaoturers, vendors, eX" 

5 other entities that retain dQo~ption methodoloqies. 

G The manufacturer, vendor,· or ot.her entity sha.ll be 

7 held to a standard of r.ason~ble care in carrying out 

8 t:hose responsibilities prescribed by the Secretary and 

9 in providing aQceac to deoryption lIIethods. 

10 (e) F~DERAL ~oVERNMBNT LIABILITY -- The United states 

11 shall not be liable for any loa" inourred by any 

12 individual or Qntity resultinq from any violation of 

13 this Act O~ the failure t.o exercise rea.sonable care in 

14 the PQrformanoe ot any duties under any regulation or 

:1.15 proQed.ure eetablishec1 by or unCler this Act, or 

16 ~QQu1tin9 from Any ac~lon by any.person wno 1snot an 

17 offiQiGl or employee of tne unieea States,· 

18 

19 eao. d. RZGULATlO.S -~ W1thin one hundred and eiqhty 

20 days atter the date ot the enaotment of this Act, the 

21 secretary Shall, after notice to the publigand 

22 opporeunity for· oomment, issue any requlations 

23 necess~ry to carry out this Act. 

24 

~~ IiiEC. 7. LtABILITY O:r HANUFACTtJRBRS _ .. Manufacturers of 

26 encryption products which are licensed under this Act 
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1 shall be held to a standard ot reasonaDle ~.re with 

2 regard to the manufactur1nq ot such proau~ts. 

3 

4 SBC. 8. PBNaLTIES -- AnY person who violate. section 

5 3 of this Act shall be fined under title 18, United 

6 states Code, or imprisoned not more than five years, 

7 or both. 

S SBC. 9. INJUNCTION -- The Attorney General may ~rins 

9 an action to enjoin any person (including an otficer 

10 or employee of a qovernment agency) from committing 

11 any violation of this Act. The district courts ot 

12 the United· states shall have jurisdiction ot any 

13 action brouqht by the Attorney General under this 

14 paraqraph. 

15 

16 SEC. 10·. SEVERABILITY -- If any provision of this Act, 

17 or the application thereof, to any person or 

18 circumstance, is held invalid, the remainder of this 

19 Act, and the application thereof, to other persons or 

20 ciroumatances shall not be affected thereby. 

21 

22 ame. 11. Dm.ZHl~IONS -- For purposes of this section: 

23 (1) The term 'content', when used with respeot 

24 to a wire or eleotronic communication or to electronic 

~5 information, includes the substance, purport, or 

26 meaning of that information. 
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1 (2) The term 'electronic cOMmuhi~ation servioe' 

2 has the meaninq given sucn tar~ in section 2510 (15) 

3 of title 18, United states Code. 

4(3) The term 'electronic cO!:IUUunic.tions sYIlt.em' 

5 has the mea~in9 given such term in section 2510(l4) o~ 

6 title 18. United' States Code. 

7 (4) The term I encryption prod.\.lc~ I Deane any 

S product (includinq; but not limited to, hardware, 

9 f,irmware, or softwara l or aome combination thereof) t 

10 that is dasignec1, adapt-ed, 03:' Qonfigu~ed t.o use .. 

11 orvptogt'aphic alqorithm to proteot the conficlenticlit.y 

12 of data. 

13 (5) The term 'key escrow encryption' mean6 an 

14 eno~tion method that allows for ehe storing of keys 

16 or oomponents thereof with the intent ot uslng,tbe key 

16 or Qomponent. t.hereof to decipher encrypteCl 

'l7 cOlllnlunication5 Qr information. 

18 (6) ~he ~erm -key escrow agent' means an entity 

19 approved by the Secretary to hOld and manaqe keys or 

20 components thereot assooiated with key escrow 

2l encryption proOucts licensed un.der this Act. 

22 (7) The term 'key' means a sequence of symbols 

23 tbat determines the· transformation from unencrypted 

24 plaintext to encrypted ciphertext and vice versa. 

25 (8) The ten I electroni'e information' means the 

26 content of any information in any electronic fom 
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1 which is stored, processed, transmitted or otherwise 

2 communicated, in an electronic communications system. 

3 (9) The term 'electron1c communication' bas the 

4 meaning given such term in section 2510(12) of title 

5 lS, United States Code; or 
6 (10) The term 'wire communication' has tha 

7 meaning given such term in section 25l0(1) of title 

8 lS, United statas code. 

9 (11) The term I government t means the Goverruuent 

10 of the United States and any agency or instrumentality 

11 thereof, a state or political sUbdivision of a State, 

l2 the Distriot: of Columbia, or a commonwealth, 

13 territory, or possession of the united states .. 

14 (12) The term I person' l'lleans any individual, 

15 corporation, companYt association, firm, partnership, 

16 society', or joint stock company •. 

17 (1:3) Ths t.erlll 'distribute' means to selL issue, . 
18 give, transfer, transport, ship, or make available to 

19 another individual, oorporat.ion; company, association, 

20 firm, partn~4ship, society, or joint stock company. 

21 (14) ThQ term 'Seoret.aryl lUeans t.he Secretary of 

aa Commerce or his O~ her designee. 

23 (15). The term 'AttornQY CQne~alt means the 

24 Attorney General of the unitQd State& or hia or her 

25 desiinee. 
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1 SIC. 12. AUTHORIZATION OF APPROPRIA~IO.S.--

2 There are auth~rized to be appropriated to 

3 the Secretary of co~eroe for the purpose of carrYing 

4 out this Act a total of $50 1 000,000 for fiscal years 

5 1996, 1997, 1998, and 1999. Such sums are authorized 

6 to re~ain available until expended. 

7 

8 SEC. 13. EFFECTIVE DATE.--

9 (a) IN GEN~RAL.-- E~cept as provided in 

~o subsection (b), this Act shall take ~ffeot on the date 

11 of QnaC~meht. 

12 (b) The prQviGionG of SQctions 3 and B of 

13 this Aot shall take effect Oh the date that is 3 year& 

l4 after thQ date of enactment of this Act. 

15 

. , 

r 
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IN THE HOUSE OF REPRESENTATIVES 

Mr. of introduced the following bill; which was 
referred to the Committee on 

~-----------------

A BILL 
To ensure the public safety and national security by providing for a system or 

key-escrowencryption, and to provide relief from antitrust liability for persons wh() 
voluntarily agree to develop, adopt, use or only distribute encryption products that 
pennit appropriate government access, and for other purpoSes. 

Be it enacted by the Senate and House of Representatives of the United States 

of America in Congress assembled, 

TITLE I - GENERAL PROVISIONS 

SEC. 101. SHORT TITLE. 

This Act may be cited as the "Data Security Act of 199511
• 

SEC. 102. FINDINGS AND PURPOSES. 

(a) FINDINGS. - The Congress finds the following: 

(1) Advancements in communications and information technology and the 

widespread use of that technology have stimulated the volume and. enhanced the value 
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of domestic and international wire and electronic communications and electronicany .. 

storod information, as well as the ability to prcsc;rve tho ~ccurity. protect the privacy, 

and authenticate the origin. of such communications and information. 

(2) The development of the Nation's infonnatiQn infrastructure and the 

realization of the full benefits. of that infrastructure require that wire and electronic 

communications and electronic information communicated over, and resident in~ that 

. infrastructure be secure, .contidentia.I~ and authentic. 

(3) Securl ty J privacy,. and authentication of wire and electronic 

communications and electronic infonnation communicated over, or resident in) the 

Nation's information infrastructure are enhanced with the use of encryption 

technology. 

(4) Although encryption technology is a valuable tool to protect the security and 

privacy of wire and electronic communications and electronic information, such 

technology can be misused by terrorists. other da~gerous and violent criminals. 

organiz<xl crime syndica~s, drug-trafficking Qrganizations, and spios to avoid 

detection and to hide evidence.of their criminal activity. thereby jeopardizing effective 

law enforccmentt public safety, and the national security,· 

(5) The rights of individuals .and business entities to ,secure and protect the 

transmission and storage of their wire and electronic communications and electronic 

infonnation should be preserved. 

(6) The authority and ability of govern!llentagencies, in a timely manner, to 

- 2· 
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enerypuon products 1s not impeded by the. ri.k.of antitrust liability. 

SEC. 103. DEFlNlTIONS.· .. Por pUIpOSes of this Act: . 

(1) The term "antitrust laws" m.eans the antitrult laws, &$ sueh term is defined 

in subsection (a) of the first section of the Clayton Act (15 U.S.C. 12(a», and section 

5 of the Federal Trade Commission Act (15 U,S.C. 45) .(to the extent that such 

section' prohibits unfair methods of competition); and any State antitrust or unWr 

competition law. 

(2) The tenn "content" J when used with respect to a wire or elca:ronic 

communication or to electronic information, includes the substance, purport. or 

meaning of that infonnation. 

(3) The tcnn "electronic communication servi~u has the meaning given such 

tenn in section 2510 (lS) of title 18 t United States Code. 

(4) The term Uelectronic communications system" has tJle meaning given such 

term in section 2S10(14) of title 18, United States Code. 

(5) The term "encryption product M means any product (including, but not 

limited to, hardwarct fh:mware, or software. or 6omo <:ombination ther~f), that is' 

designed, adapted, or configured to use a cryptographic algorithm to protect the 

confidentiality of data. 

(6) The term "key escrow encryption" means an encryption method that allows 

for the storing of keys or components thereof with tho intent of using th~ key or 

component thereof to decipher encrypted communications or information. 

- 4 .. 
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('1) The term -key escrow Alent" means an entity approved by the Secretary to 

hold and manage keys or components thereof associated with key escrow enoryption 

products licensed under this Act. 

(8) The term "key I' means a sequence of symbols that determines the 

transfonnation from unencrypted plaintext to encrypted cipherte~t and vice versa. 

(9) The tenn II electronic information U means the content of any information in 

any electronic fonn which is stored) processed, transmitted or otherwise 

communicated, in an electronic communicationt system. 

(10) The term "electronic communication- has the meaning.given such term in 

section 2510(12} of title 18, United States Code; or 

(11) The term "wire communication It has the meaning given such term in 

section 2510(1) of title 18, United States Code. 

(12) The tenn "government" means the Govenunent of the United States and 

any agency or instrumentality thereof, a State or political subdivision of a Stale, Ule 

District of Columbial or a commonwealth, territory. or possession of the United 

States . 

. (13) The term "person" means any individualJ corporation, company. 

associatioDJ firm~ partnership, society, or joint stock company. 

(14) The term "Secretary" means the Secretary of. Commerce or his or her 

desi,nee. 

(15) The tenn 'Attorney General" means the AttOl'nCy General of th~ United 

.. S . 
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States or hia or her designee. 

TITLE n - Al\-1ENDMENTS TO TITLE 15 OF THE UNITED STATES CODE 

SEC. 201. EXEMPTION. 

No person shall be liable under the antitrust laws for damages, penalties. 

injunctive relief, or other sanctions, for negotifttiag, entering into, participating in or 

implementing an agreement to -

(1) engage in joint development of encryption pl"oducts to the extent necessuy 

to ensure the ability of government agencies to decipher. in a timely manner, wire .and 

electronic communications and electronic information that have been intercepted 

pursuant to electronic surveillance laws or obtained under other lawful authoriBtion; 

or 

(2) make available only those encryption products that ensure the ability of 

government agencies to decipher, in a timely manner, wire and electronic 

commurucations and electronic information that have been intercepted pursuant to 

electronic surveillance laws or obtained under other lawful authorization. 

SEC. 202. LIMITATIONS .. 

The exemption provided in section 4 of this Act shall not apply to apy 

ap-eem~nt concerning price or oth~r terms or conditions of sale of any such product 

produced or sold by any such person, or that results in a boycott of any person. 
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TITLE m ... AMENDMENTS TO THE DEPARTMENT 

or LABOR AND COMldERCE ACT 

SEC. 301. KEY-ESCROW ENCRYPTION PRODUCT PROCEDURES 

The Secretary shall establish procedures and requirements for operation of a 

system of key-escrow encryption. including provisions .for access, when 

necessary I to keys or components thereof. 

(a) ESCROW AGENTS --

(1) APPROVAL -- The Secretary may approve Federal agencies or 

suitable private sector entities that satisfy qualifications established by th& 

SecretaI)', which shall include but not be limited to the qualifications 

enumerated in paragraph (2), to act as key-escrow agents for key-escrow· 

~ncryption products. The Secretary shall also have the power. in his sole 

discretion, to revoke the authority of any such :Federal agency or priVAte sector 

entity to serve as such key-escrow agent. 

(2) QUALIFICATIONS - In order to be 6pprovcd as a key escrow 

agent, a Federal agency or a private sector entity ,shall --

(A) po",sess the capability, competency> and resources to administer key 

escrow el1cryption~ to safeguard sensitive information related to it, and to 

carry out the responsibilities set forth ·in paragraph (3) in a timely manner; but 

(B) not be a Federal law enforcement agency. 

(3) RESPONSIBILITIES -- A key escrow agent approved under paragraph (1) 

- 7 -
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shall. consistent with regul8,tiona iuuc=d by the Secretary, catablbh proccd.arc. 

anc! take other appropriate steps--

(A) to ensure the confidentiality, integrity I and. timely release or k~s or 

components thereof held by the agent pursuant to this subsection; , 

(B) to protect the confidentiality of the identity of the person or persons 

owning encryption products for which such key escrow agent holds key! or 

components then::of; 

(C) to protect ~e confidentiality of the identity of the government 3Sency 

requesting encryption keys or components thereof and all information ' 

concerning such aseney· s acc~s to and use o~ encryption koys or components 

thereof; 

(D) to hold and manage the keys or components thereof consistent with 

the ,requirements of this section; and 

(8) to carry out the responsibilities 3et forth in this subsection in the 

most effective and efficient manner practicable. 

(4) A UTIl0RITY .~ A Federal agency approved as ~ key ~scrow agent 

under this section may enter into contracts, cooperative agreements, and joint 

ventures and take other appropriate steps to carry out its responsibilities. 

(b) LIMITATIONS ON ACCESS AND USE--

(1) Release of Key Information to Certain Entities -

A key escrow agent approved under subsection (a)(l) shall release a key or 

- g -
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component thereof held by the agent pursuant to that subsection only to -

(A) A government agency that provides a certification that it is authorUe4 

by law to conduCt electronic surveillance, a search, or other examination of 

communications or information pursuant to such lawful authority and requires 

acCess to the key or component thereof in order to determine the plaintext of 

the communication or information so acquired. Key escrow agents shall release 

keys or components theroof to the requesting government agency upon their 

receipt of such a certification executed by the Attorney General, Deputy 

Attorney General, Associate Attorney General, any Assistant Attorney General 

or Acting Assistant Attorney General, or any D~uty Assistant Attorney 

General in the Criminal Division of the Department of Justice; by a United . 
States Attomcy~ A5Sistant United States Attorney, or other attorney for the 

government supervising the investigation in which such electronic surveillance, 

seatch or other examination of communications or information is being 

conducted; in the case of an agency of 11 State or political subdivision thereof. 

by the principal prosecuting attorney of such State or political subdivision: by a 

judge or other authorized official of a Federal court of competent jurisdiction; 

or, in the case of an agency of a State or political subdivision thereof; by a 

judge or other authorized official of is State court of competent jurisdiction. A 

government agency to whom a key or component thereof has been released 

under this paragraph may use the key or component thereof only in a manner 

- 9 -
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consistent with the court order or other lawful authorization pennilt1nS the 

acquisition of th~ communication or information; or 

(8) a Federal a&ency. for use b)l such agency. or for conveyance to another 

Fcd~:ral agency for the use of the latter, in the lawful collection of foreign 

intelli,eence or counterintelligence. Key escrow ~gents .shall release keys or 

components thereof to the requesting government agency upon their receipt ofa 

certification executed by the Attorney General, Deputy Attorney General, 

Associate Attorney General, any Assistant Attorney General or Acting Assistant 

Attorney General, or any Deputy Assistant Attorney General in the Criminal 

Division, or the Counsel for Intelligence Policy, of the Department of 1ustice. 

(2) No key escrow agent, or officer, employee, or agont thereof, shall 

disclose to any person) other than authorized personnel of the Federal 

government, the mcts or circumstances of any release of keys or key 

components or requests therefor. This provision does not. however. prohibit 

such ~crow agent, officer, employee, or agent from provIding evidence in any 

proceeding held under the authority of the United States or of any State or 

political subdivision ~ereof, nor from disclosing such information as Is 

necessary to permit audits or inspections or the operations 01 such key escrow 

agent in accordance with regulations promulgated by the Secretary. 

(3) Nothing in this subsection shall be construed to prohibit a privato 

sector key escrow agent from releasing keys or key components for encryption 

.. 10-
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products to the owners of such produCts. pursuant to contractual or ,other 

commercial arran,eements therefor, nor to prohibit any key escrow agent from 

rcll:'aSing keys or key components for encryption products to any person in 

confonnance with a determination by a court of co~petent jurisdiction that such 

person is lawfully entitled to hold. such keys or key components. 

(c) AUDIT PROCEDURES -- The.Secretary shall establish audit 

procedures to ensure that the purposes, of the program are appropriately carried 

out. 

(d) KEY ESCROW FUNDING·· Withln one hundred and eighty days 

after the date of enactment of this Act, the Secretary shall make 

recommendations to the cOIliI'essio»al committees having oversight of the 

Department of Commerce regarding the estimated funding requirements for any 

key C$crow agents as may be deemed appropriate by the Secretary. 

(e) LIABILITY -

(1) Any key escrow agent approved by the Secretary shall be held to a 

standard of ~easonable care in carrying out those responsibilities prescribed by 

the Secretary. 

(2) The United States shall not be liable for any loss incurred by any 
I 

individual or entity resulting from any violation of this Act or the fallure to 

exercise reasonable care in the performance of any duties under any regulation 

or procedure established by or under this, Act, nor resulting from any action by 

• 11 ~ 
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an)' person who is not an official oi employee of the United States. 

SEC. 300. REGULATIONS _. Within one hundred and'oighty days after the elate of 

the enactment of this Act, the Secretary $hall, after noUce to the public and 
• 

opportunity for comment, issue any regulations neceuary to carry out thisAcf. 

SEC. 303. UNLAWFUL ACTS. 

(a) It shall be unlawful for any person .w 

(1) intentionally to make available a key or component thereof to a aoverrune.nt 

agency or employee. thereof or other person~ knowing that !uch agency, 

~mployee, 01 other person is not entitled to receive it; 

(2) intentionally to obtain or use an encryption key, a component IhCIcof. or 

decryption information required for decryption of communications or 

information. pursuant to section 301(b)(1), without.lawrul' authority Ot. having 

received such key, component thereof or decryption information with lawful 

authority, exceeding such authority for the purpose of using such key. 

component thereof, or decryption information improperly; or 

(3) having notice that a government agency has requested or has had released to 

it keys, components thereof or other decryption information required for 

decryption of communications or information pursuant to Section 301(a) of this 

Act, in order to obstruct~ impede, or prevent the use of such ~ys, components 

thereof Qr other decryption information by such government agency, gives 

notice or attempts to give notice of the request or rel~3e to any· per~n. 
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(b) Any pcTson who violatea this section shall, upon conviCtion, be punb'he4 as 

provided in section 304. 
,,* 

• 
SEC. 304. PENALTIES - Any person who violates section 30~ of this Act shall be 

fined under title 18, United States Code, or imprisoned not more than five years, or .. 

both. 

SEC. 305. INJUNCTION -- The Attorney General may bring an action to enjoin any . 

person (including an officer or employee of a government agency) from committing 

any violation of this Act. The district courts of the United States shall have 

jurisdiction of any action brought by the Attorney General under this paragraph. 

SEC. 306. SEVERABILITY - If any provision of this Act, or the application 

thereof1 to any person or circ.umstance, is held invalid, the remainder of this Act. and 

the application thereof, to other persons or cir¢um~tances shall not be affected 

thereby. 

SEC. 307. AU'IlIORIZATlON OF APPROPRIATIONS.- There are authorized to 

be appropriated to tbe Secr~tary of Commerce for the purpose of carrying out this Act 

a total of $ __ _ for fiscal years 1996# 1997, 1998, and 1999. Such sums are 

authorized to remain available until expended. 

SEC. 308. EFFECTIVE DATE.- This Act shall take effect on the date of its 

enactment. 
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