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Record Type: Record

To: Bruce N. Reed/OPD/EOP, Elena Kagan/QPD/EOP

cc: Laura Emmett/WHQ/EOP, Thomas L. Freedman/OPD/EOP
Subject: Draft Privacy Executive Memorandum

Below is a draft privacy executive memo that the VP plans on announcing on Thursday. The memo
basically directs the agencies to do what they are already supposed to be doing pursuant to the
Privacy Act. More specifically, the memo {1) establishes a policy on privacy throughout the federal
government; (2) has agencies review their use of the Privacy Act procedures, particularly the
"routine use" exemption which allows the information to be disseminated; and (3} provides for
OMB to do a report on privacy within the federal government.

Forwarded by Mary L. Smith/OPD/EQOP on 05/12/98 06:31 PM - -

Thomas L. Freedman
05/12/98 06:15:30 PM
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Record Type: Record

To: Mary L. Smith/OPD/EOP

cc:
Subject: Draft Privacy Executive Memorandum

---------------------- Forwarded by Thomas L. Freedman/QPD/EQP on 05/12/98 06:17 PM
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Record Type: Record

To: Thomas L. Freedman/OPD/EQP, Mickey Ibarra/WHO/EQP, Phillip Caplan/WHO/EQP, John
Podesta/WHO/EOP

cc:
Subject: Draft Privacy Executive Memorandum

This still has to be circulated to the agencies -- but since we are
trying to get this signed tomorrow - { thought people shold take a
look at it today.



MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND
AGENCIES

SUBJECT:  Privacy

Privacy is a cherished American value, closely linked to our concepts of personal
freedom and well-being. At the same time, fundamental principles like the First
Amendment, perhaps the most important hallmark of American democracy, protect the
free flow of information in our society.

The government's collection of appropriate information about its activities and
about the activities of its citizens is necessary to allow it to carry out its diverse missions
mandated by the Constitution. Long mindful of the potential for misuse of Federal
records on individuals, the United States has adopted a comprehensive approach to
limiting the government's collection, use and disclosure of personal information. Among
the protections afforded information is the Privacy Act of 1974 and the Principles for
Providing and Using Personal Information, published in 1995.

Increased computerization of Federal records permits this data to be used and
analyzed in new ways that could diminish individual privacy in the absence of data
protection safeguards. As development and implementation of new information
technologies creates new possibilities for the management of personal information, it is
appropriate to reexamine the Federal Government's contribution to accommodating the
interests of a democratic society in the free flow of information and personal privacy. .

Accordingly, I hereby direct executive agency heads, as follows:
Section 1. Policy.
It shall be the policy of the executive branch that agencies shall:
(a) ensure that new information technologies enhance, and do not erode,
the protections of the Privacy Act of 1974, the Computer Matching and
Privacy Protection Act of 1988, the Paperwork Reduction Act, and all
other statutes relating to agency use, collection and disclosure of personal

information;

(1) As used in this order, "agency" and "agencies"” shall be defined
in accordance with the definition set forth in 5 U.S.C. 552(f);

(b) assure that personal information contained in Privacy Act systems of
records be handled in full compliance with fair information practices as set

out in Section (e) of the Privacy Act of 1974,

(c) assure that all personally identifiable information not covered by the



Privacy Act be handled in a manner consistent with the Principles for
Providing and Using Personal Information (Privacy Principles) to the
extent permitted by law;

(d) evaluate new legislation and legislative proposals involving collection,
use and disclosure of personal information by the Federal government for
consistency with the Privacy Act of 1974.

(e) evaluate new legislation and legislative proposals involving the
collection, use and disclosure of personal information by any entity, public
or private, for consistency with the Privacy Principles.

Section 2. Responsibilities of Agency Heads.
All agency heads shall:

(a) within 30 days, designate a senior official within the agency to assume primary
responsibility for privacy policy;

(b) within one year of the date of this directive, conduct a thorough review of its
Privacy Act systems of records in accordance with instructions to be issued.
Agencies shall, in particular:

(1) review systems of records notices for accuracy and completeness,
paying special attention to changes in technology, function, and
organization that may have made the notices out-of-date, including its
routine use disclosures under 5 U.S.C. 552a(b)(3) to ensure they continue
to be necessary and compatible with the purpose for which the information
was collected; :

(2) identify any systems of records that may not have been described in a
published notice, paying special attention to Internet and other electronic
communications activities that may involve the collection, use or
disclosure of personal information;

(c) where appropriate, promptly. publish notice in the Federal Register to add or
amend any systems of records, in accordance with the procedures in OMB
Circular A-130, Appendix I;

(d) conduct a review of agency practices regarding collection or disclosure of
personal information between the agency and State, local, and tribal governments

in accordance with instructions to be issued by OMB;

(e} within one year of the date of this directive report to the Office of Management



and Budget on the results of the foregoing reviews in accordance with instructions
to be issued by OMB.

Section 3. Responsibilities of the Office of Management and Budget.
The Director of the Office of Management and Budget shall:

(a) within <X days>, issue instructions to heads of agencies on conducting and
reporting on the reviews required by Section 2;

(b) after considering the agency reports required by Section 2 of this directive,
issue a summary of the results of the agency reports;

(c) issue guidance on agency disclosure of personal information via the routine
use exception to the Privacy Act (5 U.S.C. 552a(b)(3)), including sharing of data
by agencies with State, local and tribal governments.

Section 4. Judicial Review.
This Executive order is intended only to improve the internal management of the
executive branch and does not create any right or benefit, substantive or

procedural, enforceable at law or equity by a party against the United States, its
agencies, or instrumentalities, its officer or employees, or any other person.

William J. Clinton

THE WHITE HOUSE
May 14, 1998
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THE CLINTON-GORE ADMINISTRATION:
PROTECTING OUR PRIVACY IN THE 21ST CENTURY

May 14, 1998

Today, Vice President Gore speaks at New York University’s commencement. In his remarks,
the Vice President announces that the Clinton Administration is proposing a comprehensive
privacy action plan that will give people more control over their own personal information.

A COMPREHENSIVE PRIVACY PLAN. As technology becomes more sophisticated, the risk
people face from the disclosure of personal and confidential information grows. Computers and
the Internet are tools which aid us in our everyday life, but can also be used by those who wish to
gain private information about us. The Clinton Administration’s privacy action plan calls for:

. Legislation restricting how individual medical records are disclosed and how people can
find out about their use,

. The launch of an “opt-out” Web site which would allow individuals to prevent personal
information from being passed to others;

. A “privacy summit” which will include members of the Administration and industry
officials, who will discuss privacy issues on the Internet.

PROTECTING MEDICAL PRIVACY. The Administration will submit legislation to Congress
which restricts how and when individuals” medical records can be used, gives people the right to
be informed about their records, and allows them the opportunity to correct their records.

ONE STOP OPT-OUT. The Administration’s plan creates a Website sponsored by the Federal
Trade Commission which will enable individuals to prohibit companies from pre-screening their
credit records without their permission, prevent drivers license data from being sold to data
miners, and allow individuals to have their names and addresses removed from data-mailing and
telemarketing lists.

ENSURING APPROPRIATE USE OF FEDERAL GOVERNMENT DATA. The President has signed a
Memorandum to agency heads, effective today, that requires federal agencies to ensure that new
technologies do not erode Privacy Act protections while also examining how new technologies
can be used to enhance personal privacy. It also calls for a thorough agency-by-agency review of
existing privacy practices, and directs the Office of Management and Budget to conduct a review
and issue guidance ways agencies can protect privacy information, especially when they
collaborate with state and local governments.

Privacy SUuMMIT. To fully understand and address the complex issues involved with privacy in
the Information Age, the Commerce Department will convene a Summit on Privacy to bring
privacy and consumer advocates together with industry officials to explore the feasibility and
limitations of the application of self regulation to the Internet and to focus on children’s privacy.
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Record Type: Record

To: Elena Kagan/OFD/EOP, Thomas L. Freedrman/OPD/EOP

cc: Laura Emmett/WHO/EOP
Subject: Privacy Meeting Update

Here is an update on what happened in the privacy meeting:

Sally asked that everyone come up with a draft package of privacy initiatives in two weeks, The
topics that the package will address are: (1) the privacy entity in the EOP; (2} identity theft; {3)
peetiling; and (4] industry sélf-regulation {what Ira Magaziner is working on). The package will
hopefully also include some legislation we could endorsa,

The following are some upcoming dates:

June 4 - the industry is thinking of having a pre-announcement of how it will regulate itself

June 4 - FTC is releasing a report on privacy

June 23 - Commerce Department "summit”

July 1 -Commerce Department report to the President - Sally pushed Ira on the industry
self-regulation part -- if the industry doesn't come up with a strong enough proposal, we need to
have a Plan "B" to announce on July 1.
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April 20, 1998
MEMORANDUM FOR NEC/DPC DEPUTIES
FROM: SALLY KATZEN
RE: NEC/DPC DEPUTIES MEETING ON PRIVACY
The next NEC/DPC meeting on privacy will be on April 24, 1998 11:00AM in Room
472, Old Executive Office Building. To RSVP, please provide your clearance information to
Shannon Mason at (202) 456-2800.

The meeting will have the following agenda:

1. Agency views on legislative and administrative solutions for specific sectors or types
of data, :

We did not have an opportunity at the last meeting to discuss the legal and regulatory
options outlined in the April 7th Department of Commerce memo by Becky Burr. This memo
discusses not only legislative proposals, but also steps the Administration could take to
strengthen the protection of public data about individuals. Agencies should fax or e-mail their
views or comments on the options discussed in the memo by COB Wednesday, April 22nd to
Tom Kalil (fax: 456-2223, e-mail: kalil_t@al.cop.gov).

Agencies that are not familiar with the Administration’s existing privacy principles can
find them on the World Wide Web at:

http://www iitf.nist.gov/ipc/ipc/ipc-pubs/miiprivprin_final. html.

2. Discussion of privacy entity

By Tuesday, we Will circulate an OMB analysis of the agency comments on the “privacy
entity” paper.
3. Discussion of proposal for self-regulation

By Tuesday, we will circulate a Commerce analysis of the IBM-led proposal for self-
regulation.
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Record Type: Record

To: Thomas L. Freedman/OPD/EQOP, Elena Kagan/OPD/EOP, Bruce N. Reed/OPD/ECP

cc! Laura Emmett/WHO/EQP, Christopher C. Jennings/OPD/EQP, Sarah A. Bianchi/OPD/EOP
Subject: Summary of Privacy Mesting

At the privacy meeting today, we discussed the following three topics (1) privacy entity within the
government; (2) industry self-regulation; and (3) other areas the Government should take a look at
such as medical records, children, etc. The decisions in these three areas would be presented as
the Administration's privacy package.

{1) Privacy entity. They seem to be steering toward having the privacy entity in OMB or some
EOP office like NEC or DPC. The discussion focused more on having the entity within OMB and
haVi'ﬁg_; contact people at the agencies to deal with specific issues, particularly those that concern
consumers. OMB'’s role would focus more on coardinating privacy _policy within the Government.

{2} Industry self-regulation. Ira Magaziner talked about the developments of a consortium of
businesses who would agree to post a seal on their websites, indicating that they protect users’
privacy. There is envisioned to be enforcement mechanisms for misusing the seal such as existing
procedures at the FTC or DOJ. The Government is expected to make a statement generally
supportive of the consortium’s efforts on July 1, but we would encourage more businesses to join
and 1o go even farther i thinking about specific issues such as_children's privacy. In the event
that the consortium doesn't seem to be making progress, Secretary Daley and Magaziner are going
tg_ixplore other options such as legislation.

{3) Exploring other areas. We are also going to explore to see what, if any, position the
Administration should take in areas such as medical records, genetic, financial, and children. In
addifion, there is going to be an exploration of "profiling” -- the amassing of information about an

individual via his or her social security number and whather wiﬁhﬂuﬂ&xnnn&e.ngmmwﬂle
use ol social security humbers by non-
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Federal Privacy Functions to Be Performed (to X A o .
OMB Staff Recommendation — April 24, 1998 fof QrVacy eubhin,

Recommended: /—”\z-ug,\_

Representational — Better explain and promote the U.S. government position on privacy
policy domestically and internationally, advancing the Administration's privacy message, and
providing coherence to Administration testimony and public. positions.

Advisory — Coordinate and enhance the availability of experts to respond to privacy policy
questions raised by government agencies and private sector entities.

Coordination — Apprise government agencies of emerging privacy issues and ensure that
those issues are addressed. Ensure that the views of agencies are represented on privacy policy
issues, both domestically and internationally. -

Recommended In Part:

Consumer Advocacy — Monitor privacy policies that aftect consumers and promote
improvements through public appearances, media presence. (See below for Consumer
Advocacy elements not selected.) )

Education — Provide privacy information, including model practices and "rights and
responsibilities” to citizens. industry and government. Publicize new techniques and
technologies to promote privacy as an enhanced customer service. (See below for Education
elements not selected.)

Not Recommended:

Regulatory/Enforcement — Create and administer legally enforceable regimes of fair
information practices.

Ombudsnan — Provide case-by-case assistance to consumers or businesses in resolving
particular problems or complaints.

Consumer Advocacy — Write to organizations about whom complaints are received, and
become involved (e.g., as amicus curiae) in privacy litigation.

Education — Conduct or fund research in new techniques and technologies to promote
privacy.

Evaluation — Evaluate and provide a government imprimatur to new ideas, products,
technologies, or services upon request.
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Record Type: Record

To: Elena Kagan/QPD/EOP, Christopher C. Jennings/OPD/ECP

cc: Sarah A. Bianchi/OPD/EOP, Mary L. Smith/OPD/EOP, Laura Emmett/ WHQ/EOQOP
Subject: Privacy Update

You both missed another exciting privacy meeting, but don't worry Sally wants to do another one
Tuesday. The main substantive issue to look forward to at that meeting is a discussion of where a
possible "privacy entity” organizationatly it might be placed. In the past her staff has mentioned
NEC, DPC or OMB. We should talk about what the DPC position is at our Monday team leaders
meeting.

The meeting today consisted of the agencies {Commerce, DOJ, HHS, Treasury) discussing what
functions they thought a privacy entity should fulfill. The agencies were intitially split over what
functions an entity should occupy (in the previous paper Sally circulated to you all she mentioned
five possible activities -- representational, advisory, coordination, consumer advocacy, ombudsman.
) Then Sally circulated the OMB recommendation which | have sent around. It suggests a
representational, advisory, and coordinating role and briefly defines what they_mean.

P

There wasn't any real discussion of health privacy issues.
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Record Type: Record

To: Bruce N. Reed/OPD/EQOP, Elena Kagan/OPD/EQP, Christopher C. Jennings/OPD/EQOP

cc: Sarah A. Bianchi/OPD/EQOP, Mary L. Smith/OPD/EQOP, Laura Emmett/WHQ/EOP
Subject: OMB/Commerce draft Privacy entity memo

PRIVACY.3

We've had preliminary meetings with the NEC/Commerce/Treasury/OMB/Commerce working
group on privacy. The issues were broken down into: evaluating creation of a privacy entity in the
federal government, creating a consumer bill of rights, specific initiatives on medical records and
genetic privacy, internet commerce, medical records, genetic privacy, creating privacy principles,
and E.U.-US trade issues.

The attached is a draft memo by OMB and Commerce on evaluating creation of a governmental
privacy entity which is being pushed by Sally. The memo will go out to career agency types for
comment from Commerce/OMB.

The memo lists 7 possible functions of the proposed entity and gives a recommendation. As you
can see, the blander functions -- such as representing the US in trade matters and coordinating
governmental policy -- are the ones the agencies have had an easier time agreeing to. |.think it
needs to be beefed up so that the entity is created with some explicit goal (even though it is not
regulatory) that includes helping to ensure privacy, and we've asked Treasury to report back on
consumer bill of right principles and their evaluation of the pending legislation in the area to see if
they would support any of it.
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April 8, 1998

MEMORANDUM FOR NEC DEPUTIES
FROM: SALLY KATZEN
SUBJECT: WEDNESDAY DEPUTIES MEETING

As promised, we will be devoting this meeting Ito a discussion of privacy issues.
Attached is a quick overview of the many different aspects of the issue, from creating a
governmental entity with privacy as its principal portfolio to responding to the European Union

directive on the transborder flow of information.

The meeting will be April 8 at 1:00 in room 180. If you have any questlons or need
more information, please call Shannon at 456-2800.
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THE WHITE HOUSE
WASHINGTON

April 7, 1998
MEMORANDUM FOR NEC/DPC DEPUTIES
FROM SALLY KATZEN, TOM KALIL
RE: PRIVACY IN THE INFORMATION AGE
I. What's 1.:he prablem?

In recent years, Amerjcans have become increasingly concerned about their privacy. Ina
recent Louis Harris poll, eight out of ten Americans surveyed agreed that "consumers have lost
all control over how pcrsonal mformation about them is circulated and used by compantes.”
Earlier this year, a three-part, front page Washington Post series highlighted a number of
examples of the growing erosion of personal privacy, including sales by state governments of
personal information.

Clearly, new technologies have made it easier to create, manipulate, store, transmit, and
link digital personally identifiable information. People may disclose personal information about
themselves as they travel, fill a prescrption at the drug store, visit a Web site, call a 1-800
number, send an e-rnail, use a credit card, or purchase groceries using a discount card.
Information about these individual transactions may be bought and sold - and companies are now
assembling giant "data warehounses” that contain electronic dossiers on the needs, lifestyles, and
spending habits of millions of Americans.

Concerns sbout the loss of privacy are not just hypothetical:

u Early this year, the Navy began discharge proceedings against a sailor (McVeigh) on the
basis of personal information he disclosed on America Online. The Navy investigator
was able to get AOL {o disclose information that linked Mc.McVeigh's screen name to his
real identity.

= The drug store CVS and Giant Food recently admitted that they were disclosing patient
prescription records to a dircct mail and pharmaceutical company to track customers who
don't refill prescriptions.

] Beverly Dennis, a wornen in Massillion, Ohio, received a 12-page letter containing an
intimately threatening sexual fantasy from a stranger who knew her birthday, the names
of her favorite magazines, the fact that she was divorced, and the kind of soap she used in
the shower. The letter was written by a convicted rapist serving time in a Texas state

1
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prison, who had been entering information for Metromail, a direct marketing firm with
detailed databases on more than 90 percent of American houscholds. Denpis' suit
disclosed that Metromail had 900 pieces of information on her going back to 1987,
inciuding not only her income, marital status, hobbies, ailments, but whether she had
dentures, the brands of antacid tablets she had taken, and how often she had used room
deodorizers, sleeping aids, and hemorrhoid remedies.

Privacy concerns often have to be balanced against other competing values - such as
prevention of crime, prosecution of criminals, cracking down on “deadbeat dads,” free
expression, and an investigatory press. For example:

= When information is true and obtained lawfully, the Supreme Court has repeatedly ruled
that the state may not restrict its publication without showing a narrowly tailored and
compelling governmental interest.

» Although the widespread adoption of strong encryption would increase privacy, the U.S,
has maintajned export controls against unbreakable encryption because of national
security and law enforcement concerns.

L While the Administration believes that it is critical to protect the confidentiality of
medical records, law enforcement often needs access to these records to solve crimes.

u There are significant commercial advantages that flow from the collection of personally
identifiable information. As privacy expert Fred Cate put it, "Instant credit, better
targeted mass mailings, lower insurance rates, faster service when ordering merchandise
by telephone, special recognition for frequent travelers, and countless other benefits come
only at the expense of some degree of privacy.”

II. What is the current U.S. legal regime?

The U.S. has no comprehensive privacy law. Instead, the United States has a series of
laws that often cover a specific industry or economic sector, or a specific use of some class of
data. Many of these Jaws are significantly qualified by exemptions. Current statutes cover areas
such as: the federal government's collection of personal information; “matching” of
computerized federal records; consumer credit reports; driver's records; interception and
disclosure of electronic communications; video tape rentals and sales; telecommunications
services; and educational records. There are in addition a variety of state laws that take very
different approaches on privacy.

Critics of the U.S. approach believe that it results in a "patchwork of uneven,
inconsistent, and often irrational privacy protection ... information about a person's video rentals
receives considerable statutory protection; information about medical condition and treatment
does not." Defenders believe that a sectoral approach makes sense because it is difficult to

2
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develop a “one size fits all” policy - given the different risks involved in the disclosure of
persopal information and the different interests that need to be balanced.

1. What is current Administration policy?
Privacy principles

In 1995, the Administration, as part of its "National Information Infrastructure” initiative,
released its "Principles for Providing and Using Personal Information." The Privacy Priociples
are designed to apply to the collection and use of information by both government and industry,
and draw on existing interpational fair information practices such as the OECD guidelines.

The Privacy Principles call on those who gather and use personal mformation to
recognize and respect the privacy interest that individuals have in personal information by (1)
assessing the impact on privacy in deciding whether to obtain or use personal information; and,
(2) obtaining and keeping only information that could be reasonably expected to support current
or planned activities. Data gatherers should use the information only for those current or planned
activities or for compatible purposes.

Because individuals need to be able to make informed decisions about providing personal
information, the organizations that collect information should disclose: (1) why they are
collecting the information; (2) for what purposes they expect to use the information; (3) what
steps will be taken to protect the confidentiality, quality and integrity of information collected;
(4) tbe consequences of providing or withholding information; and (5) any rights of redress that
are available to individuals for wrongful or inaccurate disclosure of their information.

In July 1997, the President released the Administration’s “Framework for Global
Electronic Commerce.” The Framework stated that the “private efforts of industry working in
cooperation with consumer groups are preferable to govemment regulation, but if effective
privacy protection canpot be provided in this way, we will reevaluate this policy.” The Secretary
of Commerce must report to the President in July 1998 on the progress that has been made on
industry self-regulation to protect privacy.

Sectoral policy

It is not the Administration’s position that industry self-regulation is adequate in all
instances. For example, on September 1997, HHS Secretary Shalala called for federal legislation
on medical recards consistent with the following principles:

u A prohibition on the disclosure of patient-ideptifiable information except
as authormized by the patient or as explicitly permitted by the legislation (exceptions for
public health, research, law enforcement, and oversight of the health care system).
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L Provide consumers with significant new rights to be informed about how their health
information will be used and who has seen that information.

- Punishment for those who misuse personal health information and redress for
people who are harmed by its misuse,

In 1996, the President signed legislation that strengthened the Fair Credit Reporting Act.
This legislation requires banks or other entities that report information to credit reporting

agencies to:
= Not furnish information that it knows, or consciously avoids knowing, is inaccurate;
L Not furnish information whose accuracy has been disputed by a consumer;

n Promptly notify the credit reporting agency if it has provided inaccurate information and
supply the needed corrections;

~ In the event that there is a dispute between a consumer and a credit reporting agency with
regard to the completeness or accuracy of any information furnished by the bank or other
entity, conduct an investigation, review information submitted by the consumer, and
report the results of the investigation to the relevant agency and, if the furnished
information proved to be inaccurate, any other agency that received the information.

IV. What is the U.S.-EU dimension of the privacy issue?

The EU has adopted a Directive on Data Protection, which becomes effective in October
1998. One provision of the Directive prohibits transfer of personal information to other countries
that lack “‘adequate” protection of privacy. If the EU were to rule that the U.S. does not provide
“adequate protection™ of privacy - it could significantly reduce the flow of data between the U.S.
and Europe and disrupt trade and the operations of U.S. firms doing business in Europe.

The EU Directive is different from the U.S. approach because it:
u Covers all sectors and is extraordinarily broad;

[ Requires that anyone that is processing personal data register with national authorities
before beginning any data processing; and

| Requires member states to establish an independent public authority that can wield
mvestigatory powers, hear complaints, order the cessation of data processing activitics,
block the transfer of data to third parties, and {mpose penalties.
Some analysts believe that the EU Directive is so broad that it will make routine behavior

4
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illegal (e.g. a salesperson who enters names on a laptop without someone’s unambiguous consent
and leaves the country) - and that the EU can not possibly enforce the letter of the Jaw.

It is not yet clear whether the EU would regard a U.S. industry-led initiative to strengthen
privacy protection as “adequate.” One of the common European criticisms of the U.S. approach
of relying on self-regulation is that is “lacks teeth.”

V. What are some potential options to strengthen the privacy of Americans?

Option A. Define what effective industry self-regulation is — promote efforts by the private
sector to achieve effective self-regulation.

The Commerce Department has developed a set of criteria for judging whether or not a
self-regulatory regime is effective that it plans to publish in the Federal Register for comment.
These criteria include support for the key fair information principles discussed above, and
enforcement mechanisms, including:

- Consumer recourse for resolution of disputes.

o Verification that the assertions businesses make about their privacy practices are true and
that privacy practices have been implemented as represented.

u Consequences. For self-regulation to be effective, failure to comply with fair information
practices should have consequences (e.g. cancellation of the right to use a certifying seal
or logo, posting the pame of the non-complier on a publicly available "bad-actor" list,
disqualification from membership in an industry trade association, liability for fraud).

A coalition of U.S. businesses, lead by IBM, proposes to create a self-regulatory umbrella
group to promote compliance with fair information practices op the Intemet that the Commerce
Department believes is consistent with its principles. The group intends to “preview” the
initiative in May (at the DOC privacy event), with a commitment to begin operations in
September, 1998, At this point, the composition of the alliance has not gelled. We understand
that AT&T, EDS, Hewlett-Packard, and a number of other businesses are in discussion with
IBM. '

A longer description of the private sector initiative is attached.
dption B. Establish a “privacy entity” within the federal government.
One criticism of the U.S. privacy policy is that there is no part of the government that has

privacy as its primary mission. A privacy entity within the federal government could have a
number of functions, inclzding:
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n Representational: Explain and promote the U.S. government positior on privacy
policy domestically and internatiopally.
= Advisory: Provide technical assistapce to privacy policy questions raised by government

agencies and by private sector entities.

= Coordination: Apprise appropriate government agencies of emerging privacy issues
and epsure that these issues are addressed

u Regulatory/enforcement: Creaic and administer legally enforceable regimes of fair
information practices including the use of some combination of inspection, registration, 3°
reporting, civil or criminal action, adjudication, and penalties. [Note that this would be
inconsistent with Administration policy to date.]

n Ombudsman: Case-by-case assistance to consumers or businesses in resolving in
response to their particular problems or complaints. °

= Education: Provide privacy information (including model practices and “rights and
_responsibilities”) to citizens, industry, and government.

n Consumer Advocacy: Monitor privacy policies that affect consumers and promoting
improvements through public appearances, media presence, writing to organizations
about whom complaints are received, and involvement in litigation.

n Evaluation: A policy advocacy role (as contrasted with a consumer advocacy or
ombudsman role) to give opinions, promote good ideas and practices, and scrutinize ¥y
less good ones.

After deciding what functions the “privacy entity” would carry out -- the Administration
would have to decide where to put it A meecting was held earlier this year to discuss the
functions of a privacy entity - and a memo that is also being sent to the privacy contacts of
agencies 1s attached.

OPTION C. Pursnue legislative and administrative solutions for specific sectors or types of
data.

[Information to be supplied.]
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Description of “Alliance for Online Consumer Awareness”
Department of Commerce, April 6, 1958

A coalition of U.S. businesses, lead by IBM, proposes to create a self-regulatory
umbrella group to promote compliance with fair information practices on the Intermet. The group
intends to “preview” the initiative in May (at the DOC privacy event), with a commitment to begin
operations in September, 1998. At this point, the composition of the alliance has not gelled. We
understand that AT&T, EDS, Hewlett-Packard, and a number of other businesses are in discussion
with IBM.

The alliance proposes to work with business, consumer groups and privacy advocates
to create an “accountability mechanism™ available to any consumer in connectiop with any onhne
‘encounter. The organization would provide:

. support for fair information practices including awareness, choice, security, access
" and accuracy;! .
. business education and encouragement of companies and associations to promulgate

and post privacy guidelines and/or policies developed on sectoral basis by individual
business sectors;

« ' consumer outreach and consumer education about privacy rights and how to protect
personal privacy online;

. resolution of ‘legitimate” consumer complaints;

. verification, as appropriate, of business compliance with stated privacy policies;

. consequences for businesses that fail to adhere to stated practices (investigation and

disclosure of noncompliance, revocation of alliance seal, referral to consumer
protection agencies when complaints are not resolved through private dispute
resolution mechanisms),

In addition to general support for fair information practices, the alliance proposes to

! In general, the alliance would enforce privacy policies developed on a sectoral

basis. The alliance would require, however, that all policies comply with the fair information
practices guidelines established by the OECD in 1980. The alliance believes that some
evolutionary period will be needed, however. For example, some time may be needed to reach
agreement on consumer access to their personal data.

The alliance would also require members to comply with specific rules relating to
the collection of data from children. Alliance members arc discussing appropriate rules
governing the collection of data from children. We believe that theses rules should, ata
minimum, provide the protections outlined in FTC staff guidance on the subject.
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focus on consumer education (to increase awareness) and on accountability.

To promote consumer awareness and empowerment, the alliance would publish basic
educational materials about online privacy. For example, the alliance wonld provide what they
should consider before disclosing personal information. the alliance would provide training on the
use of consumer empowerment technology. It would create a digital seal (like the “Good
Housekeeping Seal of Approval™) to encourage consumers to do business with companies that
adhere to fair information practices. The alliance would also make information available about non-
compliance, based on verified complaints about personal data protection practices.

To enhance business accountability for inappropriate use of personal data, the
alliance would provide a hotline/hotsite to respond to consumer inquiries about online privacy and
suspected violation of fair information practices. The alliance would help businesses develop
privacy policies, and if a company chooses, permit a company to display an alliance seal that
assures consumers that a particular online business complies with fair information practices. The
alliance would audit or otherwise assess member company compliance.> Finally, the alliance
would handle consumer complaints about privacy violations.

The coalition is currently discussing a partnership with BBBOnLine, a subsidiary of
the national Coungil of Better Business Bureaus. Under this model, BBBOnLine would provide a
competitor challenge and consumer complaint resolution service, including mediation and
arbitration using the existing BBB dispute settlement apparatus,

The alliance is also current discussing a partnership with TRUSTe, an organization
that provides trust marks (seals), backed by independent andits and third party verification (list
seeding, etc.).

The details of the alliance proposal are still under discussion with founding
members. The proposal appears, however, to bave the elements that we believe are necessary to
create effective self-regulation for privacy.

2 The use of independent audits and/or other independent assessment mechanisms

remains controversial. Traditiopal financial andits are quite expensive and may not be necessary
in all cases. While we are willing to consider other approaches, we believe that independent
assessment of adherence with fair information practices 1s a critical element of any self-
regulatory approach to data privacy.
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Attachment to Memorandum to Privacy Contacts

REPRESENTATIONAL FUNCTION

What is the Representational fanction? In performing the representational function, a federal
entity would explain and promote the U.S. government position on privacy policy domestically
and internationally, advancing the Administration’s privacy message, and providing coherence to
Administration testimony and public positions.

For what areas is there now a representational function for privacy? The Commerce
Department bas taken the lead in representing the federal government position on privacy to
private industry and the commercial sector generally. Until it was disbanded in 1997, the Office
of the Assistant to the President for Consumer Affairs fulfilled this role with respect to
consumers and consumer advocacy groups. The Office of Management and Budget is
responsible for giving Federal agencies guidance on implementation of the Federal Privacy Act,
but has only occasionally addressed public audiences. Each of these offices has represented the
government’s position in testimony before Congress relevant to its constituent sector. A number
of government offices represent the U.S. position on privacy before our international trading
partners, including NTIA/DOC, ITA/DOC, OMB, the Office of Policy Development in the
White House, and the State Department, although Commerce is most active in this role.

What were the group’s thoughts on the Representation function? Participants agreed that
presentation of Administration views on privacy-related policy matters to industry, to members
of the public, to Congress, and to our international trading partners should be better coordinated
and enhapced.

ADVISORY FUNCTION

What is the Advisory function? The advisory role is one in which experts are available to
respond to privacy policy questions raised by government agencies (e.g., when considering
legislation or drafting regulations) and by private sector entities (e.g., when developing personnel
practices or new information products).

For what areas is there now an advisory role? The Department of Commerce is working
with the private sector (commercial and public interest representatives) to develop effective self-
regulation for privacy protection pursuant to the President’s directive of July 1, 1997. The OMB
provides guidance to federal agencies as to how to implement their responsibilities under the
Privacy Act, resolves disputes among agencies about data sharing in its traditional mediating
role, and responds to inquiries from the Congress about the Privacy Act when appropriate. In
conducting their particular regulatory roles, other federal agencies may provide privacy policy
advice to their constituents. For example, HHS provides information to health care providers and
payers, and Treasury has a close relationship with the banking community.
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Attachment to Memorandum to Privacy Confacts

What were the group’s thoughts on the Advisory function? There seemed to be agreement
that an available body of expertise is useful, and tentative agreement that an advisory function
might be better coordinated and enhanced.

COORDINATION FUNCTION

What is the Coordination function? A federal privacy entity could apprise appropriate
government agencies of emerging privacy issues and ensure that these issues are addressed. It
could also ensure that the views of appropriate agencies are represented on privacy policy issues,
both domestically and internationally.

For what areas is there now a coordination role being carried out? OMB coordinates
Administration positions on legislation, testimony, and reports submitted to Congress.
Otherwise, coordination is ad hoc and sporadic.

What were the group’s thoughts on the Coordination function?
There was agreement that coordination is an essential function that should be significantly
enhanced. '

REGULATORY/ENFORCEMENT FUNCTION

What is the regulatory function? The regulatory function involves the creation and
administration of legally enforceable regimes of fair information practices including the use of
some combination of inspection, registration, reporting, civil or criminal action, adjudication,
and penalties.

For what sectors is there mow a regulatory regime for privacy? No omnibus law regulates
private sector use of information. However, certain kinds of information are subject to sector-
specific law. The Federal government’s management of records about individuals is governed by
the Privacy Act; the Office of Management and Budget is assigned in the law to prescribe
guidelines and regulations and provide continuing oversight of the Act’s implementation.
Consumer credit information is substantially regulated by the Fair Credit Reporting Act with
enforcement authority resting in the Federal Trade Commission. The banking and financial
sector is governed in part by the Right to Financial Privacy Act, but enforcement is by private
right of action. Student records maintained by recipients of federal funding are governed by the
Family Educational Rights and Privacy Act (Buckley Amendment, FERPA). While the
Department of Education does not directly regulate student records, it does advise educational
institutions about their obligations under FERPA. The Electronic Communications Privacy Act
as well as other wiretap statutes, governs records transmitted electronically, by telephone,
electronic, or wireless communication. The Federal Communication Commission has regulatory
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Attachment to Memorandum to Privacy Contacts

authority over private telephonic communications, and to the extent that these laws create
crirninal penalties, the law enforcement community is responsible for their implementation.
There is no comprehensive national legal framework for the protection of medical records in the
hands of private care providers, insurance companies, pharmacies, or manufacturers of devices or
drugs, although such a framework was proposed by the Secretary of HHS on behatf of the
Administration in 1997,

What were the group’s thoughts on the Regulatory function? There was general agreement
in the group that, consistent with the President’s memorandum of July 1, 1997, a sectoral
approach continues to be appropriate, and a comprehensive regulatory role across all sectors
would be inappropriate.

OMBUDSMAN FUNCTION

What is the Ombudsman Rele? This role involves providing case-by-case assistance to
consumers or businesses in resolving in response to their particular problems or complaints. An
ombudsman could act on behalf of aggrieved parties whose privacy has been unfairly or
unreasonably compromised, press individunal cases, and help individuals navigate the
bureaucracy, either directly or by referral to an appropriate party. It could advise parties on how
to resolve their disputes, or serve as decision-maker in dispute resolution.

For what sectors is there an Ombudsman now? With respect to federal information, HHS and
IRS have created formal Privacy Advocates, but those offices do not have staff to handle “retail™
requests. A few other agencies have offices that assist citizens, and occasionally citizens seek
help from OMB, but OMB has no investigative or enforcement authority with which to assist
citizens directly. No single agency has authority or resources to pursue individual cases for the
government, and often individuals request assistance via Members of Congress. Although
individual companies may provide ombudsmen, in general the commercial sector does not
provide an administrative avenue of redress for aggrieved parties.

‘What were the group’s thoughts on the Ombudsman function? There was general agreement
that such a function, while commendable, would swamap the resources of any office that took it
on in a ¢entralized way. There was some discussion as to whether it would be appropriate for
each agency to create its own Office of Consumer Affairs to assist its constituencies.

CONSUMER ADVOCACY FUNCTION

What is the Consumer Advecacy function? This role invelves monitoring privacy policies that
affect consumers and promoting improvements through public appearances, media presence,
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writing to organizations about whom complainis are received, and involvement in litigation,
either on behalf of groups that have been harmed or as amicus curiae.

Is there any Consumer Advocacy activity now? Within the Federal government, each agency
handles its own privacy policy issues. Some agencies have created formal Privacy Advocates,
such as at HHS and IRS, whose roles are, in part, to monitor and promote privacy policy within
their agencies. Since the Office of Consumer Affairs was disbanded in 1997, there is no federal
office whose mission is to advocate the interests of consumers in the private sector. Private
_sector not-for-profit privacy advocacy organizations promote the cause of consumer privacy
rights in the federal government, private industry, and overseas.

What were the group’s thoughts on the Consumer Advecacy function? Participants
disagreed as to whether a consumer-oriented privacy advocate would be useful. The majority
thought it would be viewed unfavorably by the business community and therefore
counterproductive, but a few thought it had a possibility of enhancing credibility for good actors,
in a manner similar to the Better Business Bureau,

EDUCATION FUNCTION

What is the Education function? The entity could provide privacy information (including
model practices and “rights and responsibilities™) to citizens, industry, and goverpment. With
respect to business, the entity could publicize new techniques and technologies to promote
privacy as an enhanced customer service. This function would encourage consumers to learn
about their rights in, and responsibilities for, their information. The entity could conduct or fund
research to support this role.

What types of privacy education are going on now? In the federal sector each agency is
responsible for ensuring training of agency officials who carry out the dictates of the Privacy Act
or privacy-related statutes. The Legal Education Institute of the Department of Justice runs a
program at least twice a year for agency attorneys and analysts on the Privacy Act in which OMB
participates. The Congressional subcommittees with responsibility for privacy publish a
consumers guide to the Privacy Act, and the FTC has begun more activity in the area of private
sector consumier issucs. Since the Office of Consumer Affairs was disbanded, however, little
privacy-related education is carried out by the federal government about consumers’ rights in the
private sector. Some private sector public interest groups have initiated activities in this area.

What were the group’s thoughts on the Education function? There seemed to be no strong
feelings about this role—neither objection nor a sense of urgency. This is an area that may merit
further discussion given the importance of educated consumers in creating a “market” for
privacy.
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EVALUATION FUNCTION

What is the Evaluation function? This function would be a policy advocacy role (as contrasted
with the consumer advocacy or ombudsman roles) to give opinions, promote good ideas and
practices, and scrutinize less good ones. The function would include providing technical and
policy assistance at the early stages of new ideas, products, technologies, or services either upon
request from a government or private sector organization, or independently. A government
imprimatur on the basis of this evaluation could provide an indication of industry good actors.

Is there any Evaluation being carried out now? Where federal government programs are
concerned, OMB has the authority to review new or revised systems of records (which are also
published for public comment in the Federal Register), oversee new technology development
and purchase, and promote best practices. However, due to Jimitations on. OMB’s resources, it
takes an active role only for very large or visible programs. Regulated entities, such as banks or
consumer reporting agencies, are reviewed by their regulating entities (e.g. Treasury. FTC), but
no federal agency comprehensively evaluates private or overseas activities across sectors.
Industry and advocacy groups are significantly increasing their evaluative activities.

What were the group’s thoughts on the Evaluation function? The participants agreed such a
role would be controversial and thought that it was unlikely to be productive. Although, in
theory, issuing opinions about private sector products and services might promote good privacy
practices in industry, such a function could easily evolve into a quasi-regulatory standards-scttmg
role or be viewed as “picking winners and losers.”
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Cos pro- By ﬂvamy
April 8, 1998

MEMORANDUM FOR NEC DEPUTIES
FROM: SALLY KATZEN
SUBJECT: WEDNESDAY DEPUTIES MEETING

As promised, we will be devoting this meeting to a discussion of privacy issues.
Attached is a quick overview of the many different aspects of the issue, from creating a

governmental entity with privacy as its principal portfolio to responding to the European Union
directive on the transborder flow of information.

The meeting will be April 8 at 1:00 in room 180. If you have any questions or need
more information, please call Shannon at 456-2800.

3 noovhowal Tuofb,
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MEMORANDUM
4/7/98
TO: Tom Kalil
FROM: Becky Burr
RE: Legislative/Regulatory Approsches to Privacy

We belicve that public concarn with respect to privacy is focused on three arcas:
medical information, financial information, and “profiling™ or “datamining”™ — the practice of
crcating detailed alectronic doasiers by bringing together an array of facts from seattered database
souTCes.

At your request., 1 have reviewed privacy related legislative proposals infroduced in the
105" Congress. In addition, the Department of Commerce has several recommendations
regarding regulatory and/or executive steps that could be undsrtaken to enhance privacy
protection

LEGISLATIVE APPROACHES

Legislative proposals fa]l into one of several broad categories: 1) medical records. 2)
genetic privacy and non~discrimination, 3) use of social security numbers by povernment and
busincss, 4) information relating to childreg, and 5) online privacy. Many of the propasals
address important issues. For the most part, however, the legislative proposals have been
introduced in veaction 1o a3 particular high-profile privacy horror story. They tend to be reactive,
and not particularly well though out. As aresult, the Administration would want to seek at icast
some modification of any of the proposals prior to endorsing them.

This memo does not address privacy proposals felated to encryptien policy.

Medical Records
The Clinton Administration has called for legislatisp to protect the privacy of medical
records, agd may want to enforee this position by supporting specific legislation.

Sepators Leahy and Kennady introduced S.136R, the Medical Informetion Privacy and
Sccurity Act, in November. This is a general medical privacy bill, 2nd is viewed positively by
the advocasy cormmunity. The bill outlines certain individual rights 1o medical records, including
Bccess xights. S 1368 requires specified parties to establish safeguards to ensure the



L.04708798  10:17 B

R el ‘ ++> NATL ECONOMIC c0 [@o03/008

- confidentality, security;-accuracy and intagrity of pratented health information based on mode]
safeguard guidelines. The legislation would prohibit the unawthorizcd release of protected
medical records except under limited circumstances. The bill would alse establish an Office of
Health Tnformation Privacy at HHS to ipvestigate complaints and conduet audits. This
legislation generally tollows the HHS recommendations, but provides more limited law
enforcement access (requires court order). The research community has concerns abour same
aspects of this bill, but the sponsors have indicated flexibility in this area,

Senator Jeffords has also introduced medical records legislation, which is viewed with
less enthusiasm in the advaeacy community but may be more acceptable to the pharmaceutical
industry. This is designed to be much less onerous than the HHS recommendations. Senaror
Boxer hos introduced S. 1499, the Health Insurance Consumer®s Bill of Rights Act of 1997,
designed to enhance medical records privacy in the managed care industry. In the House, Rep.
Condit introduced HR 52, the Fair Health [nformation Practices Act, 1o establish a code of fair
information practices for health informatiort.

Several bills have been introdueed to limit diselosurz of and prohibit discrimination on
the basis of genetic intormation. See HR 306 (Slaughter), HR 341 (Stearnes), HR 1815
(McDermott), HR 2216 (Kennedy), HR 2275 (Lowery), HR 3442 (Smith), S 89 (Snowe), and S
422 (Domenici). The Administration may also want to conslder legislative propasals to limit the
secondary using of biometric information. Legislation to protect biometric informarion is under
conaideration in Califormia, but has not yet been introdueed in Congress.

Social Seensiry Nurm

The Administration may want to undertake a study of or consider supporting legislation
that would limit the non-governmental use of social security numbers for identification purposes.

HR 1287, introduced by Rep. Franks, would prohibit interactive computer services from
disclosing sacial security numbers withiout the holder's consent. Rep, Kenelly’s propossl, HR
1331, requires the Commissioner of Social Security to create an experts pane} to advise the
Social Security Administration on how to exsure the confidentialiry and integrity of SSA rmeords
made available to the public. Other proposals include HR 1813 (Kleczka), HR 2404 (Filner), HR
2581 (Campbell, 1) Rep. Kanjorski’s bill, HR 1330, would prohibit federal employees from
making social security information available through the Internet, and would establish a
commission to investigate the protection and privacy afforded to certain povernment records,

Senator Feinstein has introduced S 600 (companion bill to HR 1813, Kleceka) to prohibit

the commercial acquisition or distribution of an individual’s social security numbcr as well as its
use as a parsonal identification number without the indjvidual's wrinen consent. The Act would

2
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also require that State DMV use of secial security numbers be consistent with the uses authorized
by the Soeial Security Act, the Privacy Act, and any other statutes oxplicitly awthorizing their use.
Tha Bill would prohibit the use of social security numbers by marketing companics, The
business community already uses social security numbers extensively, so this legislation is qite
controversial.

Children

Bob Franks has introduced HR 1972, which prohibits list brokers from selling or
purchasing information about children without written parenml consent. Senator Feinstein
introduced the companion bill in the Senate (8 504). The bill alza prohibits the use of prison
inmate labor for data processing pérsanal information about children,

ling
A number of legislative proposals address online privacy in general.

HR 2368 (Tauzin), the Dats Privacy Act, provides for the establishment of a compurer
interactive services industry wozking group to establish voluntary guidelines relating to data
collection and spamminy. The bil] prohibits display of social security numbers online, and limits
the marketing of certain gov:mmcnt information obtsined online without the data subject’s
consent.

HR 98 (Vento), the Cansumer Internet Privacy Pratsction Act, probibits computer
services from disclosing personally identifiable information about a subscriber without the
subscriber's prior infermed written consent. The propozal avthorizes the FTC to investigate
violations as well as providing an individual cause of action for subscribers aggrieved by
prohibired disclosures,

HR 1964 (Mackey), the Communications Privacy and Consumer Empowerment Act,
reguires the FTC to investigate whether consumers have adequate notice about information
being collected from them and a means to exercise cantrol over and stop unauthorized use of
such information. The FTC is further called up 1o propose changes in FTC regulations and/or
recommend legislation 1o correst defects in privacy rights and remedies. The bill also directs the
FCC to undertake a similar proceeding. The legislation does, however, prohibit the government
from restricting the sale of strong erieryption.

REGULATORY/EXECUTIVE APPROACHES

The intormation used To create a data profile has been avaslable for many years. Only in
recent years, has it became technologically and economically feasible to combine information
from many databascs, As a result, markcters can acccss detailed information abiout an
individual’s personal aceds, lifestyle and speading habits, Because networked communication
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technology facilitates datamining and seamlessly creates transactional recards, privacy coneerns
often surface in conpection with the Interget. We shauld keep in mind, however, thar eXisting
statutory protections and regulatory obligations already apply to personally identifiable
mformation on the Internel,

Keeping in mind that the Internet is often simply a conduit, the nature of the medium
makes legislative solutions less likely to provide real privaay bencfits. Given this situation, the
President challenged the private sector to develop and implerpent cffective self regulation for
privacy, including codes of conduct, industry developed rules, and technological solutions to
protect privacy on the Internet. Industry is beginning to take up this challenge (see memo on
*Alliance™ proposal).

Nonetheless. the government could act to enhance privacy in a networked eavironment,
especially with respect to concerns abour “profiling.”

An enormous amouns of informution used to create individual profiles comes from
“publie” data yources. The Clinton Administration could address concern about public
information on a numbcr of levels,

First, the Adminisiration could issus aa eXecutive order or executive memorandum that
ensures full compliance with the Privacy Act. OMB could pravidc guidanee for federal agencics
on appropriate use of the “rautine use™ exemption. In addition, States recejve information from
the federal government (for matching purposes te identify, for example, child support chcars)
pursuant 1o MOUs in which the States promise t@ shaintain confidentiality. The Administration
could direct agencies to conduct audits and investipate sllegations that some States don’t abide

by this requirement.

Sccond. the Administration could investigate State compliance with statytes like the
Driver's Privacy Protection Act of 1994, under which States must afford motoer vehicle
registrants the opportunity to choose not to make their data publically available.

Third, the Administration could undertake a re-evaluation of the appropriate use of
“public” information in general. Does the government need all of the information it collects and
discloses, or should the Administration begin an initiative to reduce data collection (and thereby
disclosure) and urge Statas to follow the same course? Should some types of public information
be made available only in paper form (and not in searchable databases)? Can/should the
government prohibit the nse of government databases (or databases compiled from public
records) for profiling puwrpases? (Note, hewever, that this will raise significant open
government/First Amendment issues,)

Faurth, the Adminiszation could undertake a study of non-governmental use of social
security numbers for identificarion purposes, looking townrd sorne sort of enhanced prohibition

on their use.
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Eifth, the Administration could consider proposing legislative or regulatory restrictions on
“profiling” businecsses (and profiling activities by other types of businesses) similar to the Fair
Credit Reporting Act that would give consumers choice, or information at a minimum, about use
of their personal dara for this purpose.
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| Food Labeling

82/10% support/oppose requiring all fruits and vegetable to be labeled to tell you if they
come from within the United States or if they are imported.

82% support (24 somewhat + 58 strongly)

10% oppose (6 somewhat + 4 strongly)

| Privacy

This is an issue for the introduction of new legislation/executive orders.

Technology is decreasing the amount of privacy individuals have in their daily
lives.
81/16 agree/disagree.

75% think the federal government should do more to protect individual’s privacy (22%
no).

"Requiring your p

rior permission before anyone can
release your personal medical records.
Requiring your prior permission before anyone can 86 9277
release your personal financial records.
Prohibit internet services from disclosing an 83 80/9

individual's Social Security Number without the
individual's prior, written consent

Prohibit commerciai acquisition of an individual's 77 85/14
Social Security number and prohibit the use of Social
Security numbers by marketing companies

Increase penatties for illegally intercepting cellular 75 87/11
telephone conversations ) .
Ask all internet companies to establish guidelines for 71 87/11

the distribution of personal information such as health
and medical information.

Require the Federal Trade Commission to determine 69 83/14
all methods by which consumers can learn what
information about them is being collected, used and
sold.

10
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Privacy Protection in the Digital Age

There are four widely accepted principles for privacy protection based on OECD guidelines
which we are seeking to put in place.

1. A person should be notified that information is being collected about them and
what is intended to be done with any information that is collected.

2. The person should have the choice as to whether their information is coliected and
how it is used.

3. The person should have access to the information and an ability to check it for
accuracy.

4. There should be adequate enforcement of these privacy protections and redress for
consumers who believe their privacy has been violated.

There are certain areas such as credit and medical records where a legislative approach may be
the best way to implement these principles; however, for electronic commerce in general, a
legislative approach would be very difficult to enforce. Tens of thousands of web sites form
every week on the Internet. No Government agency could possibly monitor them all for
compliance with legislation, and consumers would often not know whether their privacy was
being violated or not.

Instead, we favor a system with the following components:

1. An industry consortium with participation from consumer groups would recognize industry
established sectoral codes of conduct which stipulate procedures for notice, choice, enforcement,
redress and verification. Companies who sign up to these codes would join the consortium and
can display a seal on their website.

2. The consortium sets up an independent secretariat with consumer group participation which
conducts audits of websites displaying the seal to ensure that they are conforming to the code.
They also handle consumer complaints. They can enforce the code by removing the right to
display the seal from those who violate the policy, publishing the names of violators, imposing
fines or if necessary referring for prosecution under existing anti-fraud or other laws those who
violate the policy.

3. The Government, industry, and consumer groups can run education campaigns for consumers
making clear that they are free to go wherever they wish on the internet, but that if they visit or
buy from a site which does not have one of the privacy seals, their privacy may not be protected.
This empowers the consumer by creating safe zones on the internet for privacy and giving them
the tools to protect their own privacy. :



4. New websites will have a market motivation to seek out a seal from a code of conduct
organization because otherwise they will be limiting their market since many people will not visit
or shop at sites without a seal.

5. The code of conduct organizations can operate internationally through cooperative agreements
among private organizations so that consumers are protected globally.

6. This system allows decentralized enforcement in a non bureaucratic, flexible way and creates
market mechanisms to encourage participation.

Today, there are pieces of this in place through groups like the Direct Marketing Association,
Trust - e and others. There is now an effort underway to put together a code of conduct
consortium of major players who make up a significant percentage of the traffic now on the
Internet. If this comes together, there will be the nucleus around which to build an effective
industry self regulation system. The consortium which is led by IBM is committing to have
something in place by mid May and to implement in reasonably rapid stages after that.

In preparation for the NEC meeting in early April, we will describe this activity, discuss who is
behind it, and give our assessments of its chances for success.
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DRAFT EXECUTIVE ORDER

Introduction

As the largest collector and user of information on
individuals, the Federal government has an obligation to set the
standard for personal privacy, that is, the protection and
equitable management of personal information. The Principles for
Providing and Using Personal Information issued by the
Information Infrastructure Task Force are a critical step in
ensuring that our National Information Infrastructure and,
indeed, the Global Information Infrastructure are transparent to
all users and do not present a threat to personal privacy.

Moreover, the rapid growth of the service and information
sectors of our economy, coupled with the ever-increasing capacity
and versatility of telecommunications and data storage and
management technology, has moved personal privacy to the
forefront of consumer concerns. The Federal Privacy Principles
propose a set of fundamental standards for maintaining personal
privacy in the modern marketplace. The Pr1nc1p1es may be
summarized as follows:

I. Notice =-- explain in understandable language why information
is being collected, what will be done with it, and who will
have access to it;

IX. cChoice —-- ask only for information pertinent to the
transaction at hand and do not use or sell it for other
purposes without permission;

III. Access ~- allow individuals to see information held on thenm
on request; and,

IV. Integrity -- assure that personal information is secure from
unauthorized access and provide a reasonably convenient and
uncomplicated way to correct errors and/or include _-
explanations.

These Federal Privacy Principles are designed to halance

_the rights of individualsgwith the . infornation .needs of both:
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covers. I am instructing the Office of Management and Budget to
prepare, in conjunction with the the Chairperson of the Consumer
Affairs and Privacy Council established under this Executive
Order, a circular to all Federal agencies directing them to
modify their information management systems to incorporate these
Principles and to ensure that legislative proposals submitted to
Congress by the Executive Branch embody these basic tenets. I
encourage State and local governments officials and business
leaders to develop and implement information management systems
that recognize the rights and responsibilities set forth in the
Federal Privacy Principles.

To oversee adoption and implementation of these Principles,
.I am adding consumer privacy policy to the oversight functions of
the Consumer Affairs Council which is retitled the Consumer
Affairs and Privacy Council and adding consumer privacy policy to
the duties and reponsibilities the U.S5. Office of Consumer
Affairs.

1-1. Establishment of the Consumer Affairs and Privacy Council.

1-101. The Consumer Affairs Council established by EO 12160 is
hereby reestablished as the Consumer Affairs and Privacy Council
(hereinafter referred to as the "Council®).

1-102. The Council shall consist of representatives of the
following agencies, and such other officers or employees of the
United States as the President may designate as members:

(a) Department of Agriculture

(b) Department of Commerce

(c) Department of Defense

(d) Department of Education

(e) Department of Enerqgy

(f) Department of Health and human Services
(g) Department of Housing and Urban Development
(h) Department of the Interior

(1) Department of Justice

(j) Department of Labor.

(k) Department of State -
,Transportation

. (u) -NationalsA
(v) Office ofrPersonnel Managementwv*ib‘w;amm”.->



(w) Small Business Administration
(x) Social Security Administration
(y) Tennessee Valley Authority

1-103. The following independent agencies are invited to
participate:

{(a) Civil Rights Commission

(b) Commodity Futures Trading Commission
(c) Consumer Product Safety Commission
(d) Federal Communications Commission

(e) Federal Deposit Insurance Corporation
(f) Federal Emergency Management Agency
(g) Federal Maritime Commission

{h) Federal Reserve Systen

(i) Federal Trade Commission

(J) International Trade Commission

(k) Merit Systems Protection Board

(1) National Commission on Libraries and Information Science
(m) National Council on Disability

(n) National Credit Union Administration
(o) Nuclear Regulatory Commission

(p) Postal Rate Commission

(q) Securities and Exchange Commission
(r) U.S. Postal Service

1-2. Functions of the Council.

1-201. The Council shall provide leadership and coordination to
insure that that agency consumer and privacy policies and
programs are implemented effectively; and shall strive to
maximize effort, promote efficiency, consistency and interagency
cooperation in these areas.

1-202. The Council shall:

a. Serve as a forum in which members of the Council may
present, evaluate, or review, information and
recommendations concerning ongoing or prospective consumer
‘and privacy issues generally, and the implementation of
‘national consumer-policies such as. the Privacy Prlnciples in_ :




d. Perform such other duties as are assigned by the President
or his authorized designee, the Chairperson of the Council.

1-203. The Council is authorized to establish interagency working
groups to perform such tasks as may be directed by the Council.

1-204. The Council may consult with other parties to perform its
responsibilities under this order, and, at the discretion of the
Council, such other parties may participate in Council working

groups.

1-3. Designation and Functions of the Chairperson.

1-301. The Director of the U.S. Office of Consumer Affairs shall
serve as chairperson of the Council (hereinafter referred to as

the Chairperson).

1-302. The Chairperson shall be the presiding officer of the
Council and shall determine the times when the Council shall

convene.

1-303. The Chairperson shall establish such policies,
definitions, procedures and standards to govern the
implementation, interpretation, and application of this oOrder,
and generally perform such functions and take such steps as are
necessary or appropriate to carry out the provisions of this

Order.

1-304. The Chairperson, with the assistance and advice of the
Council, shall monitor the implementation by agencies and
departments of consumer programs mandated by law, and Federal
consumer policies, including the Federal Privacy Principles.

1-305. The Chairperson shall:

a. Advocate on behalf of consumers regarding the Federal
governnent's consumer and privacy policies;

b Develop a plan and procedures for adopting and implementing
: the Federal Privacy Principles in a11 executive agencies;

: iAssist Federal agencies»in«identifying ‘and resolving. privacyﬁ*;
'1ssues -related ‘to. thegimplementationvof theirzprograms, %
Su S et 2

“‘céordinate “the* developmentvof Federal'consﬁher and privacy:
policy, plans and programs; and, A




£. Coordinate United States consumer and privacy policy with
international organizations and foreign governments.

1-306. The Chairperson shall, promptly after the close of the
calendar year, submit to the President a full report on
government-wide progress under this Order during that calendar
year. In addition, the Chairperson shall evaluate, from time to
time, the consumer and/or privacy programs of particular agencies
and shall report to the President as appropriate. Such
evaluations shall be informed by appropriate consultations with
interested parties.

1-4. Administrative Provisions

1-401. The Chairperson shall utilize the assistance of the United
States Office of Consumer Affairs in fulfilling the
responsibilities assigned to the Chairperson under this Order.

1-402. To the extent permitted by law and subject to the
availability of appropriations, the Office of Management and
Budget, acting by and through the Chairperson, shall provide the
Council such additional administrative services, funds,
facilities, staff and other support services as may be necessary
for the performance of its functions under this Order.

1-403. Each executive agency and department, to the extent
permitted by law and subject to the availability of
appropriations, shall cooperate with and provide such support as
may be necessary to enable the Council and the Chairperson to
perform their duties and responsibilities under this Order.

1-404. The Chairperson may invite representatives of non-Federal
government agencies and business and consumer organizations to
participate from time to time with the Council.

1-5. Appointment of Chlef Consumer Affairs and Privacy Officers.

1-501. The head of each executive agency and department shall by
90 days from date of this Executive Order appoint a Chief
Consumer Affairs and Privacy Officer, and shall make available
sufficient resources.to enable the Chief Consumer Affairs and:
Privacy Officer and.: the ;agency:or- department to administer-ﬁiyg
consumeriand riva :1 - mal
At ‘19;-

s < cy ,
provide thegagency ‘or department to the” Chairperson
dwshallﬁcoordinatesandgmanage the consuner: responsibilities of

ﬁthe -agency: or+department~as ‘mandated.by.law-and agency:or.:
“-department -applications’-of-the Federal Privacy Principles under

the direction of the Chairperson.




1-503. Chief Consumer Affairs and Privacy Officers may appoint
such Deputy Privacy Officers as they deenm appropriate to carry
out these responsibilities.

1-5. Definitions.

1-501. *“Consumer" means any individual who uses, purchases,
acquires, attempts to purchase or acquire, or is offered or
furnished any real or personal property, tangible or intangible
goods, services, or credit for personal,family or household

purposes.

1-502. "Agency or "agencies" means any department or agency in
the executive branch of the Federal government, except that the
terms shall not include independent regulatory agencies or
independent councils and commissions except as noted in

subsection 1-103.

1-503. "Federal Privacy Principles" or "Principles" means the
Principles for Providing and Using Personal Information issued by

1-6. Judicial Review. '

1-601. This order is intended only to improve the internal
management of the Federal government and is not intended, and
should not be construed, to create any right or benefit,
‘substantive or procedural, enforceable at law by a party against
the United States, its agencies, its officers, or its employees.

WILLIAM J. CLINTON : -

THE WHITE HOUSE,
/1997
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ATTACHMENT

GENERAL PRIVACY PROTECTION PRINCIPLES

The U.S. Office of Consumer Affairs advocates five general privacy protection principles

1.

that apply across all industries. They are as follows:

Tell consumers, in language they can understand, when and why certain -
information is being collected, what’s going t0 be done with it, and who will
have access to it. Tell them how you plan to protect their prwacy, and ask for
their feedback on your policy.

Collect only that information which is germane to the transaction at hand.
And do not allow the information 1o be used or sold for other incompatible
purposes without the individual's knowledge.

Provide consumers a copy of their files upon request, and make it easy for
them to correct errors and include statements of explanation.

Allow consumers to opt in to direct marketing or other uses they feel are
appropriate for the information they are providing.

Make a concerted effort to educate consumers generally about how information

~ about them is gathered, analyzed, grouped into lists and rented or sold, or

otherwise used.
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Memorandum

Summary: Many federal agencies are working on privacy protection options ( i.e. OMB, HHS,
IRS and SSA etc.) Recent media accounts and many surveys highlight the public's interest in
privacy issues related to government and private industry, especially as it relates to the Internet
and electronic commerce, What is lacking in these efforts and interests is a context, a standard by
which to measure progress. The Privacy Principles provide such a standard. Although currently
voluntary, the Principles have been acknowledged by both government and industry leaders as a
fair approach to the issue of protection of personal information.

Background: In his 1992 campaign material and in the recent commencement speech at Morgan
State University the President highlighted the importance of protecting personal privacy in an
electronic age. While there are technological tools being developed that will help enable
individuals to protect their privacy, technology cannot be viewed as a panacea. There are cultural,
political, and ethical questions surrounding the use and potential abuse of technology that the
Administration must take into account as it develops its policies. The most recent example of
resistance from the public concerning privacy and information technology is the Social Security
Administration's experience with the introduction of its Personal Earnings and Benefits Statement
(PEBES) on-line access. It was withdrawn in forty-eight hours after its unveiling because of
public and congressional apprehension over privacy,

There is also the low tech issue of how the federal government treats individual records. This
concern was recently highlighted by the disclosures of IRS employees "surfing" through individual
tax records for curiosity or entertainment value. Public trust in the government's ability to secure
personal information has hit an all time low.

This same “trust” issue has loomed large in the industry dialogue concerning electronic commerce.
As more than one survey released during the FTC's meetings in early June noted, privacy policies
of many Internet sites are nonexistent or difficult to locate. Businesses and the public alike said
that the very success of the Internet as g marketplace would depend on consumer confidence in
the handling of personal information, o

Recommendation: The President should sign an Executive Order directing all federal agencies to
incorporate the Privacy Principles in their information management and procurement practices.

He should also name a privacy advocate office for the federal govemment. This office would act
as the the public’s privacy ombudsman to government agencies. The OMB Privacy Options Paper

suggested USOCA could serve this function, The Executive Order should also ask Congress to
develop legislation that would encourage the private sector and state and local governments to

adopt the Principles and to state the President's willingness to work with the international
community on privacy as it applies to electronic commerce in a global marketplace.
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MEMORANDUM

TO: BRUCE REED, ELLENA KAGAN
FROM: TOM FREEDMAN

MARY SMITH

JULIE MIKUTA
RE: INFORMATION PRIVACY
DATE: JULY 14, 1997
SUMMARY

This memo summarizes a survey, reports and legislation concerning information privacy. Included
are the five general privacy principles advocated by the Office of Consumer Affairs. Attached isa
list of pending privacy bills, and an overview of federal laws regulating information protection.

L. CONSUMER PRIVACY SURVEY

A 1996 Survey (The Equifax/Harris Consumer Privacy Survey) of 1,005 adults found:

+  65% of respondents consider consumer privacy protection “very important” (up from 61% in
1990);

» 80% believe that consumers have lost “all control” over how personal information about them
is circulated and used by companies (up from 71% in 1990},

*  67% prefer the present system of privacy protection; 28% say a federal government Privacy
Commission would be best to protect the confidentiality of consumer information in the US;

«  62% (51% of Internet users, and 64% of non-Internet users) agreed “strongly” or
“somewhat” that the government needs to be able to scan Internet messages and user
communications in order to prevent fraud and other crimes;

»  64% of the public (71% of Internet users) disagree that service providers should be able to
track the places users go on the Internet in order to send users targeted marketing offers;

»  24% say they have personally experienced a privacy invasion (25% in 1995 and 1978).

Both the 1995 and 1994 polls indicated that Americans are more concerned about privacy
intrusions by government than by businesses.

II. TASK FORCE REPORTS UNDER THIS ADMINISTRATION
Since 1995, three reports have been written by task forces investigating privacy protection policy.
The earliest two came from the OMB. The first developed “Privacy Principles” for information

users and individuals who supply information. The second gives an overview of information
protection policy and recommendations to improve it. The third, released on July 1, and written

1



- by a task force led by Ira Magaziner, focuses on establishing a market-oriented approach to global
electronic commerce. A Presidential directive to executive and agency heads requires the
Secretary of Commerce and Director of the OMB to work with industry to develop privacy
protection code based on the Privacy Principles.

Report of Task Force led by Ira Magaziner, “A Framework for Global Electronic Commerce”
[7/1/97]

This report outlines a strategy to ensure a market-oriented approach toward commerce on the
Internet. It limits the role of government to: establishing consumer and copyright protections;
developing a “predictable legal environment” for electronic commerce; and negotiating
international agreements on tariffs on electronic commerce. (On this last point, the report opposes
any taxes/ tariffs on e-commerce.) The Vice President will oversee the implementation of these
actions. :

A list of directives to executive department and agency heads accompanied the release of the
report. It included:

1. The Secretary of Commerce and the Director of the OMB will encourage private industry and
privacy advocacy groups to develop and adopt effective rules to protect privacy on the
Internet. These rules will be consistent with the Privacy Principles.

2. The Secretary of Commerce will encourage private industry to develop and adopt a filtering
device that will enable Internet users to screen content not suitable for children.

3. All agencies and departments will promote efforts to make the Internet secure for e-
commerce.

OMB Paper: Privacy Options [4/28/97]

This paper was written by the Privacy Working Group for the Information Policy Committee of
the National Information Infrastructure Task Force. The Administrator of the Office of .
Information and Regulatory Affairs of the OMB chairs the Committee. The report first describes
the status of electronic data protection and the Privacy Principles. It provides an overview to
federal legislation concerning information privacy, and offers options on how to improve privacy
protection.

Recommendations for improving data protection policies -

The report recommends these strategies to improve privacy protection:

1. The government could formally adopt the Privacy Principles. The OMB might direct all
federal agencies to incorporate the Principles in their information management and
procurement practices. Congress might adopt the Privacy Principles as part of omnibus
privacy legislation ‘



The government could ensure that government data collection remains consistent with the
Privacy Principles in the face of changing technology. The OMB’s Office of Information and
Regulatory Affairs has statutory responsibility with respect to the privacy legislation and could
review these statutes in light of the Privacy Principles as a model for audits in the private
sector. Recently, the HHS and IRS have established Privacy Advocates; this practice could be
expanded to all agencies.

The government could play a larger role in consumer and business education. Agencies could
act as “bully pulpits” to raise consumer and business awareness of this issue.

Government could enhance self-regulation by exploring U.S. competition law that is blamed
for enforcement deficiencies with industry.

A federal entity with regulatory authority could be created that would drive the development
of Federal data privacy policy, or oversee the various initiatives now underway.

A federal body without regulatory authority could be created that would: coordinate privacy
policy; represent the President’s views both domestically and internationally; advocate the use
of fair information practices by governments and the private sector; play an advisory role in
the public and/or private sector; educate consumers and businesses about privacy; involve
itself in the litigation of certain cases where a citizen’s or group’s privacy has been unfairly
invaded. The faxed Memorandum states that the Privacy Options Paper suggested the OCA
could serve this function; this does not appear to be the case.

A non-governmental or advisory body cbuld be created that would perform an advisory
function in the public and/ or private sector.

The Privacy Principles
The same Privacy Working Group that wrote “Privacy Options” issued a set of Privacy Principles
in June 1995. These are referred to in both reports described above. They are divided into three

groups:

1.

General Principles: Personal information should be acquired, disclosed and used only in ways
that respect an individual’s privacy. It should not be altered or destroyed, and should be
accurate and relevant for the purpose for which it is provided and used.

2. Principles for Users of Information: Information users should assess the impact on privacy in

deciding whether or not to acquire, disclose or use personal information. They should inform
individuals about whom the information is being collected about why they are collecting the
data, what it will be used for, how it will be handled; the consequences of providing or
withholding information; and any rights of redress.

A\



3. Principles for Individuals who Provide Personal Information: Individuals should be have a
means to; remain anonymous when appropriate; obtain and correct their personal information;
and use appropriate controls such as encryption, to protect the confidentiality and integrity of
communications and transactions. (The section below on encryption and law enforcement
gives information about the debate over encryption devices.) Individuals should also have an
appropriate means of redress if harmed by improper disciosure or use of information.

. THE OFFICE OF CONSUMER AFFAIRS’ PRIVACY PROTECTION
PRINCIPLES

These are the 5 general privacy protection principles advocated by the OCA:

1. Tell consumers, in easily understood language, when and why certain information is being
collected, what’s going to be done with it, and who will have access to it. Tell them how you
plan to protect their privacy, and ask for feedback.

2. Collect only information applicable to the transaction at hand. Do not allow the information to
be used or sold for other incompatible purposes without the individual’s knowledge.

3. Provide consumers a copy of their files upon request, and make it easy for them to correct
errors and use statements of explanation.

4. Allow consumers to opt in to direct marketing or other uses they feel are appropriate for the
information they are providing.

5. Make a concerted effort to educate consumers generally about how information about them is
gathered, analyzed, grouped into lists and rented or sold, or otherwise used.

IV. THE EUROPEAN COMMISSION

Last week, government officials (including Secretary Daley and Ira Magaziner) visited Bonn,
Brussels and Asia to discuss the future of electronic commerce. Some European governments
want to make Internet service providers liable for the information carried on their networks. The
US approach is to let the private sector develop products that will ensure that personal
information carried over networks cannot be read or tampered with. [Reuters, 7/7/97]

The European Union Data Protection Directive takes effect in the fall of 1998. It is unclear how
the directive will be enforced. Under the Directive, personal data must be collected for specified
and legitimate reasons and not misused. [Privacy Options Paper, p. 5]
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Personal Files Via Computer
Offer Money and Pose Threat

-~ By NINA BERNSTEIN

It was past midnight when Beverly
Dennts came home, weaty from her
second-shift factory job, and found a
letter with a Texas postmark among
the bilis and circulars In the day's
mail, As she read It in her small
house in Massllon, Ohie, alone In the
dark stare of the sliding glass doors,
her curiosity turned to fear.

The letter was {rom a stranger
who seemed to know all about her,
from her birthday 1o the names of
her favorite magarines, from the
fact that she was divorced to the kind
of soap she used in the shower. And
he had woven these detalls of her
private life into 12 handwritten pages
of intimately threatening sexuai {an-
tasy.

“It can only be in letters &t the
moment,"”" the man wrote after de-
scribing the sexual acts he planned.
“Maybe later, [ can get over to see

The explanation that eventually
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A Texas woman's answers to this
77-question consumer gurvey end-
«d up in the. hands of fclons.

LIVES ONFILE
The Erosion of Privacy

A special report,

emerged deepened Ms. Dennls's
sense of violation — and places her
experience at the heart of a far-
reaching national debate over legal
protection for privacy In & world
where personal Information ts ever
easier to mine and market.

The letter writer was a convicted
rapist and burglar serving time in a
Texas state prison, He had learned
Ms. Dennis's name, address and oth-
er personal informatton from one of
the product questionnaires that she
and miitions of other consumers had
received in the mail, innocently com-
pleted and sent back to post office
boxes tn Nebraska and New York on
the promise of coupons and frec sam-
ples, Thelr answers were deliversd
by the truckload to the Texas prison
system, which was under contract to
handle the surveys for the Metromall
Corporation, a leading seller of dl-
rect marketing information. Hun-
dreds of unpaid inmsates, many of
themn sex offenders, entered the in.
formation on computer tapes for Me-
tromail, which has a detalled data
base on more than 90 percent of
American households.

To Ms. Dennis, a womnan in her 50's
who grew up in the coal country of
southern Chlo, it was as though her
privacy had been strip mined by the
dark side of the information econ.
omy.

indeed, as the free-llowing ex-
change and exploitation of informa-
tion is being celebrated as the main
engine of economic prosperity into
the next centyry, individual privacy
is looking more and more lke an
endangered natural resource.

Hunger for personal information is
now growing explosively in almost
every sector of the nation's economy
and everyday life, from health care
to entertainment, from banking to
supermarket sales. It is being

Continued on Page A30



spurred and sharpened by powerful market
farces and ever more pervagive computer
technology, including digital mapping tools
and so-called 'data-mining™ software that
blast commercial value from newly lnked'
data bases of unprecedented sizs.

Yet like the people whose private lves
and public records passed through the fin-
gers of Texas felons, most Americans have
no ldea what is happening to the stream of
personal data that they shed just by living In
the modern warld, And most businessss that
make money on the collection, recombina.
tion and sale of shards of persona! Informa.
tion maintain that people need no legal right
to know, and have no good reason to object.

The electronic deposits keep growtng with
the pulse of dally life: telephone calls,
checkout counters, A.T.M.'s, and electrenic
bridge tolls, the streat gaze of securfty cam-
eras, plastic insurance cards Imprinted with
the Soclal Security numbers that have be-
come kdentity's common currency — and its
easy counterfeit, .

The Internet, where every keystroke can
be archived, is now the most dramatic’em-
bodiment of what technology and conimerce
alford in the reai worid: the pooling of ever
more vast stores of data, and the easy
retrieval of individual specks with no one's
say-so.

This networked world of Information is an
economic pawerhouse that creates new
jobs, new services and astonishing efficten.
cies, It offers a2 wide range of consumer
benefits, including easy credit, shopping
convenlence and customized goods and
services. It also turns commonplace trans-
actigns into litle revelations.

When a clerk puts a supermarket dis-
count card through the scanner, for #xam-
pit. a data base links the shopper's dentity
with the bar code on every item bought. A
love of rich chocolate cockles not only can
be tracked over tme, but matched with an
individual’s address, age, weight and eth-
niclly, with marital status and eredit stand-
ing and even with religious ties, o name fust
a few of the persanal facts belng bought and
s0ld wholesale in today's b Ing informa-
tlon marker.

A class-action lawsuit that Ms. Dennis
fited last year against Metromall and Its
. Subcontractors is emblematic of the grow-
ing conflict over privacy as peopls learn
how lfttle they control the use of personal
information that ts an Increasingly vatuable
corporate asset.

"“Brivacy will be 1o the information econ.
omy what consumer protectton and product
safety were to the Industrial age ' Marc
Rotenberg, director of the Electronlc Pri-
vacy Information Center in Washington,
warned at Federal Trade Commission hear.
ings on electronic consumer privacy last
year. This week, the F.T.C. 15 holding an-
other round of hearings on the issue,

But as Ms. Dennis has learned during a
three.year struggle for redress, any batile
for privacy today is an uphill fight, &nd
indlviduals have an inherent disadvantage,

Ms, Denals spent sleepless nights trying

to figure out the stranger's Identity, She
finally turned to local televiston news re-
porters for Investigative halp, and searched
for more than a year before she found a
lawyer willlng to take on a novel and de-
manding case without pay.
- Butwheén Metromail éxecuttves wanted to
know mere about the woman suing the
company, their task was simple: They
turned to the company’'s own massive con-
sumer data base, and retrieved more than
500 tidbits of M3, Dennls’s Hie golng back to
1987. Laid out on 25 closely printed pages of
spreadsheets were not only her income,
marital status, hobbles and allments, but
whether she had dentures, the brands of
antacid tablets she had taken, how often she
had used room deodorizers, sleeping alds
and hemorrhoid remedles.

““Attached Is all we know concerning Bev-
erly Dennis,” Dave Hansen, an information
technology systems analyst, wrote In a May
3,1996, memorandum circulated to top exec-
utlves and the chief lawyer for Metromait,
which had $281 million in revenues |ast year
and has budgeted $1.5 million to fight the
case. The memo was ane of the Internal
documents the company was recently re-
quired to tum over to the plaintiifs under
discovery rullngs by a state court in Travis
County, Tex.

The company dossler on Ms. Dennis (Hus-
trates a central issue in the privacy debate:
Information collected in one context can be
reused in entirely unanticipated and even
hostile ways without the knowledge or con-
sent of the individuals Involved. United
States law offers them little recourse.

The Supreme Court has recognized an
unwritten right 1o privacy in the Constitu-
tion, but has essentlally limited this right to
the individual’s "'reasonable expectation’ of
privacy. That approach, privacy experts
say. means the steep but silent erosion of
privacy by technolegical and economic
change keeps narrowing the righe to protec-
tion that an individual can successfully
claim in court as “reasonable’ — gspecially
since privacy is weighed against competing
interests, like law enforcement or freedom
of the press. And like the unwritten constlty-
tional right to privacy, most of the nation’s
patchwork of privacy legisiation aims to
protect individuzls from government, not
from the actlens of private industry.

Metromall matntains In court that It did
nothing wrong and that Ms. Dennts has no
reasonable clalm 1o privacy because she
disclosed the information herself in consum-
&r surveys, The company, a leading mem-
ber of the Direct Marketing Association that
champions Industry self-regulation, calls
the case an aberration, and adds that it no
lenger uses prison labor,

Because of the case, Texas is considering
a complete ban on data entry by prisoners,
but inmates In at least 27 other states handle
public records like moter vehicle registra-
tions, and Federal prisoners do such work
for the Internal Revenue Service, among
other public agencies, Prisons In at least
five states reported contracts fo process
informatien for private businesses.

Public records are part of Metromail's
tnformatlon products. Its offerings include 3
" Behaviorbank™ ling that, for 4 cents 10 o
quarter a plece, sells names, addresses and
personal characteristics of respondents like
Ms, Densls to a wide assartment of clients,
from direct marketers, bili collectors ang
reporters to politicians. Metromait cusiam.

- ers Include the marketing departments of

major magazines and newspapers, includ.
ing The New York Times.

Fout new plaintitfs recently jotned the
class actlon by name after their information
showed up (n records that the lawsuit forced
from Metromall and its subcontractor,
Computerized Image and Data Systems in
Roslyn Helghts, N.Y., which sent the work 19
the prisoners, Like Ms. Dennis, the new
plaintiffs said they felt tricked by surveys
headiined, “Spending Too Much. You Can

" Save Money At the Supermarket,” or “"No

sweepstakes, no promises, no Bimmicks,
Just FREE coupons, samples and other
special offers.”’ The outrage they expressed
goes well beyond the prisoners’ access to
such data. 1

One, Edward Boslet, a 36-year-old mepi-
cutter turned home heaith care technician
in Plattsburgh, N.Y., summarized whar to
him is the heart of the matter, -

“It's my Information, it's not theirs,” Mr.
Boslet, a father of three, said in a telephone
interview. *'The bottom line Is, I should have
a right to know. [ should have & right w0
choose who they're going to setl it 10 and
what list I'm going to be on, There should be
some way to govern what they do.”

Hls convictions are not so far from the
principies of falr information practice
adopted by the European Union. But they
are far from policy or practice in the United
States,

Many people, especially in business, feel
that s all to the good. They credit an unre.
strained market tn personal information as
one reason for the United Stdtes’ lead in the
information economy.

“It's beneficial to the economy, it's bene-
ficia! to consumers,” said Chet Dalzell, a
spokesman for the Direct Marketing Assoct-
ation, the matn trade group that Is a long-
time propontent of letting the Industry regu-
late ftsel! on privacy Issues. Because the
market can decide how to use personai
Information, he sald, consumers get com-
petitive offers of goods and services that are
timely and relevant to their own lives, while
businesses save on marketing costs,

"This isn't. a war,” Mr. Daizell added.
“This is the marketplace just trying to be
inteliigent.” A recent study that the associa-
tion commissioned from Ciemax-WEFA, an
economics consulting company, satd one of
every 13 jobs in the United States is the
result of direct marketing sales activity,
including jobs designing and selling adver.
tising, supplying or delivering goods, and
selling other support services, ke customer
lists and profiles, to direct.-response busi-
nesses. Direct-marketing sales to consum-
ers reached $630 billion last year, up from
$458 billien in 1891, Business-to-business

sales were $540 billion in 1996, up from $340
bililon in 1891, according to the Clemax-
WEFA report.

In other sectors, {from heaith care to wel-
fare, the.ever more intensive use of personai
information Is being embraced as & way to
cut costs and improve outcome, whethsr
through employes “‘wellness” plans that
discourage u%henlmy life styles, or through
child-suppert enforcement programs that
combine public and private gector data
bases to find parents who are delinquent In
child support payments,

But Incidents like these across the coun-
try offer glimpses of the less visible trade-
offs:

9At a car dealership in northern New
Jersey. 15 employees used the company's
access {0 the Big Three credit bureaus —



Equifax Inc, Traas Union and TRW inc, —
io flnd strangers with good eredit histories,
living as far away os Alagka and Woshing-
ton. They opened credit accounts In the
customers’ names, ordered thousands of
dollars [n products and left the victims to
srruggle to restore their credit ratings,
‘What made the 1993 case unusuat was that
the culprits were caught. Quick credit and
ready access o Soclal Security numbers
have made "“theft of identity” one of the
fastest growing forms of credlit fraud, ac-
cording to the U.S. Public Interest Research
Group, 0 consumer advacacy organization,
Officlals at Trans Union said the credit
bureau gets 43,000 to 50,000 calls a month
frarn ptople compiaining that their accounts
have baen taken over,

qA convicted child rapist working at o
Boston area hospital in 1995 way accused of
using a former employee’s computer pass-
word to rifie chrough nearly 1,000 confiden-

tlal flles of pattents for telephone numbers
he used to make obscene calls to girls as
young as 8 years old. Like many hospital
sysierns, this ane nolther Jocked out defunct
passwords nor triggered a warning when
one person called up an unusual numbef of
{lles. In an even more startling case, feport-
ed by The New York Times last year, a
convicted pedophile in o Minnesota priton
was accused of compiling a computerized
data base of eare than 5000 children and
bables, annotated with descriptions lke

. “cute,”” “latchkey kids™ and "Little Mlss
pageant winner,” The lists, epparently
pleced together from items in small-town
newspapers, were stored with ehild pornog-
raphy obtained over the Internet.

JEarlier this year, the Sara Lee Corpora-
tion asked & heaith melntenence company
to survey and screen all 500 employees in Its
Mesilla Park, N.M., hoslery factory, for
signs of depression that might underlie sick
days and affect job performance. The plan
was far the employees’ personal physiclans
to consider prescribing antidepressants, ac-
cording to an account in Fortun¢ magazine
that stressed the potential medical cost sav- |

Ings of the pilot project by Lovelace Health
Systems, a substdiary of the Cigna Corpara.
tlon. Later, Anng Munsen, @ spokeswomun
for Levelaco, said the magazinc nccount
ciused the project to be put on hold: the
employees at the nonunlan factory wers not
supposad to Know the true purpose of the
survey. “They didn't want it (o be seen as a
depression  screentng,” she said, “they
wanted It to be sten as s health-rigk screen-
Ing.™ :

According to successive polls conducted
by Louls Harris for Equifax in 1994 and 1995,
4 out of § Americans are concarned about
threats to their personal privecy, This is a
growing public refations problem for busi-
ness, which has its own brand of privacy
concerns; the abitity 1o keep proprictary
[aformarion “'private” in a networked world
compesing for & data edge,

But a strong undercurrent dismisses pri-
vacy as “the ultimate subjective, touchy-
feely {ssue a3 Robert J. Posch, Jr., a vice
president at Doubleday and marketing law
speciallsy, put IL In the trade magazine
Direct Marketing, he scoffed that privacy
was "just some notlon of the right to be left
elone, Spare me."”

Both leg2l scholars and computer scien-
tsts who advocate more privacy rights for
individuals contend that in the Information
economy, privacy fs less sbout seclusion
than about power, and the personal autono-
my necessary Lo democracy.

"Through the use of data banks, the state
and private organizations can transform
themselves Into omnipotent parents and the
rest of soclety into helpless children,” wrote
Paul M. Schwartz and Jocl R. Reidenberg,
two Americen lawyers who were commls-
sioned by the Eurcpean Union o study
American data privacy law and who pub-
lished their eritical findings In a book fast
year. “Companies teke the position that the
use of personal information is in the best
interegty of customners, Yet these companles
deny consumers the opportunity to judge for
themselves.”

The Clintons Administration hax calted for
a balance between individual privacy and
the needs of an [ncreasingly information.
driven tconomy, but ke the two previous
administrations, it has made Industry self
regulation the centerpiece of jts privacy
palicy. )

Critics contend that sell-regulation
ameants to little more than publc relations,
and that the titans of (nformation are de-
spoiling detmocracy’s lnner landscape with
as litte restraint as the coal barons and oll
trusts showed during lalssez-faire industriai
growth,

Mz, Dennis's case offers a rare look 2t the
human dimension of the confiict, and pro-
vides a road map to the hidden places along
the way where gold is spun from the raw

-data of peaple’s lives,

A Prison

In a Growth Industry,
Inmates Process Data

In the heat-soaked shimmer of &n August
moon in 1996, In a fleld outstde a Texes
penitentiary, prisoners with hoes stood dou-
ble flle, before a lone guard on horseback. [t
was a tebleau fram an earller era,

Okrd and cotton are still raised by some of
the 135,000 Inmates serving time in tha fifty-
W0 prisons within the Texes Department of
Criminel Justice. License plates stlil ¢iatter

machines manned by convicts
the big Huntsville prison, southeast of
where visitors are given a bumper
that reads "Texas — [t's Like An-
Country.” Bul sinte 1968, when s
Conversion Facility operved at the
prison unit In Hunesvilie, information
a8 part.of Texas prison industries.
Cn this day, thousands of boxes of public
recards were passing through the vast, jow.
slung steelframe tullding, one of five such
prison operations In the state, end one of
dozens across the country. Under hanging
fluorescent 'lights, an acre of men In dingy
prison whites turned documents from public
agencies Into microfiim imeges and comput.

er bytes. .

“Anything and everything could be in
here,” suid DeaWayns Beckham, the gssist-
‘ant plant manager, At random, he picked wup
& record {rom the Bexar County courts in

fEEgH
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San Antacio, ft wos a petition Jn a 1891
divarce case axking for child suppart far o
Kirl named Mogun.

‘Thore were poatlenl progrexs roports from
the Brenham State School for the mentally
ditahled in Brenham, Tex, motor wehicle
titles from the Texas Department of Trans-
portation, ¢riminal investigation records
from police and the state atlorney general’s
office. The last were stacked high behind a
speclal wire mesh cage, for fear, Mr, Beck-
ham said, that inmates would steal crime
scene photographs and sell them.

“I've got murdercrs, and whatever eise
you ¢an Imagine,” Mr. Beckham sald cheer.
fully, passing a man with tattcos on three
{ingers In & group unstapling and sorting
documents at a long table, Other prisoners
fed the poges into microfilm machines that
capture as many As 17,000 pages a day.

Nearby, Inmates typed at computer key.

producing computer tzpes from

* beards,
30,000 applicatens for the government’s

Wornen, Infants and Children nutrition pro-
gram for low-Income pregnant women and
young children.

This was the dets-entry section where,
under the unit's first and only private sector
coatract, inmates in three shifts handled
thousands of the Metromail “*Shappermatl”
questlonnaires each day In 1933 and 1394, as
well as other Metromail surveys commis-
sloned by Seventesn magarive, L'Oreal, Six
Flags, Days Inns, R.J. Reynolds and Tirne-
Life. The prison was pald $150,000 for the

work,

Hal Parfail, the inmate sefving seven
years for breaking into a woman's house and
raping her after threatening to kill her chil-
dren, was transferred elsewhere after he
wrote letters to at least two women whose
idengliies and hablis he had learned from the
SUTVEYS.

But for about three months after his letter
to Baverly Dennis came to light in 1994, the
work continued pretty much the sathe way,
records show. Then the Texas Legisleture,

to news accounts, barred sex
affenders from record-entry work in prison.
Overnight, Mr, Beckham lost 167 of his 430
inmate employees, and eventually 187 of
them.

11 was the same in the other Texas priscns,
said John Benestante, director cf state prison
industries, “We lost some damn good pro-
grammers — pedophliles,” he said. “Some of
our best computer operxtives were sex of-
fenders.”

But npw Ms. Dennis was suing the Texas
prisan, 2nd Mr, Benestante, a §-oot-3 former
air traffic controller, was deep In a review of
all prison industry operatians, especially
thase hendling Informatien for other public
agencies, which pay by shifung public funds
to the Department of Corrections.

Problems in the past had ranged from

obacene “nasty-grams,” inserted st random
by prisoners stuffing envelopes for the Texas
tourism department, to a ring accused of
supplying car thieves with motor vehicle
titles on cornmission, Well before the Dennls
case, an Inmate had used information on a
motor vehicle title to contact a women, and
Ity & different department, an tnmate man-
aged to memorize a supervisor’s Social Secu-
rity number from a time sheet and ruin his
credit reing.
Aside from the risis, he said, there wers
signs of shrinking demand, as more public
agencles kept their records computerized
from the start. But private compantes were
still eager to extract and velushle
inforration from publie

Sa Mr. Senesiants had found a new high-
tach information field with a promising com-
mercial market, snd had put the Fergusen
prison, near Midway, Tex, shead of the
curve, 1ts former bogt factory was & site {or
work ln Geognp{‘ré; Information Systems, g
G.1.5, a ¢yl e technology
taited maps% high resolution aemw-
graphs into computerized form.

How detailed? Plat records for Dallas
show the location of the gas meter an each
parcel. Aerial photographs of the city of
Brysn, Texas, show the exact foctprint of
each house.

After the computer maps ieave the prison,
explained Robert Laake, the assistant ad-
ministrator of the Ferguson “automated
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near Midway, Tex., inmates usc a cutting-edge
and aerial photographs inte computerized form.

At the Perguson state prison
technology to put detailed maps
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At the Texas prison in Huntsville thousands of boxes of public records were processed before the business moved to another prison.




LIVES ON FILE: ‘We Have Information Insiders and Outsiders’

<rash gates and tiers of two-man, 5-by-§-foot
cells. The work site can be reached only by
passing through & shower ares lined with
urtnals, and walking across a yard where
the men are roulinely strip.searched on
their way to and from the job. On the day of
the visit, no inmates were at work because
of & “lock-down" imposed after a rash of
stabbings.

But inside the building, ane could have
been Iin any office, Supervisors demonstrat-
ed the stmple computer tasks performed by
the tnmates, 110 men with an average sen-
tence of 32 years. The price of thelr work
was right. The unit was digittzing Van Zandt
County's maps for $19,880, compared to a
private sector bid of $60,000.

“If you don’t send this here, the next stop
is indla," said Marilyn Beckham, the plant
mansger, referring to “itnformation sweat-
shops” Ln Asia, Mexico and the Caribhean
where much data entry Is now done.

The strong privacy concerns raised about
G.1.5. have llitle 1o do with using prisoners
for the grunt work. This technology ts prov-
ing an astonishiRgly powerful and lucrattve
commercial thol to crunch information from
public records and private sector data
banks and 1o spit out house-by-house infor-
rnation that ¢an include everything from the
tax assessment and the occupant’s driver's
license photograph, 1o detalls of consumer
behavier collected by the lkes of Metro-
mail.

But Angela Pugh, a supervisor for the
G.1.5. project at Ferguson, shrugged off the
issue.

I3 the government going to sacrifice the
moeney that can be made for a little bit of
privacy?' Ms. Pugh asked.

A Business Technology

Using Compiled Data
To Map Out Profiles

. On an idylllc campus In Orono, Me., a
professor who helped nurture the technology
known as G.LS. now wresties with its dan-

Eers.
As Harlen Onsrud tells it, G.1.S. is a case
study on the way new can change
old swores of information Into commercial
zoldmdeodaldynmlte.'ﬂnsmryoftts

G.IS. started &3 a way to map Iand.sea
and sky across space and time, It has had
enormously beneficlal soctal uses, from pin-
poiriting the origin of Legionnaire's disease
to helping South Florida communities eoordi-
nate emergency relief after Hurricane An-
drew. r
But “there Is no doubt that some uses,
although currently legal, would be consid-
ered by most citizens in the U.S. to be highly
tntrusive and inappropriate,” contended Mr.
Onstud, chairman of the University of
Maine’s depmmt of Spatial Information
Science snd ring, part of the Natlon-
al Center for Geographic Information and
Anatysis,

In one G.1S. application, businesses can
feed car license numbers from a parking lot

But G.1S, alicwa the results
of this survefilance to be mapped with preci-
gion, Mentified by an individual’s name or
veliicle number without their knowledge, and
correlated to a weealth of other information,
Including data culled, from computerized
public records of the kind the Texas prison-
ers have processed for 30 years.
Increasingly, cash-gtrapped government
agencles are selling packaged public infor-
mation to businesses or entering joint ven-
tires to make the information more attrac-
tive to marketers,
Onlyademdelm-'henﬂnr-‘eder:lsu-
rean of [ovestigeron sought
mternllnaﬂonudmbamCuugrmsud

“Now the commercial market has done It
for them,” Mr. Onsrud sald. Government
agencies like the F.B.1. ““just have 10 pay like
anybody else '

In the last three years or so, G.I.S. has
spawned a booming “Geo Business™ indus-
try that applies its power (o profile pecple
and households for data-based marketing,
health care, insurance, real estate and f(inan-
clal services. All thres major credit bureaus
and other giants in the information fieid have
acquired or merged with G.I.S. mapping
companies. They have forged new partner-
ships with big suppliers of data and data.
mintng software, and bought companies that
deliver information to desktop compuiters on
CD's or over the [nernct. Thelr products
include data bases that are continuousty
updated and parsed to yield an unprecedent-
ed level of detail on nearly everyone in the
nation.

H information Is llke money, a company
called the Acxiom Corporation Is one of the
merchant bankers of the age. Set In an
industrial park in Conway, Ark., north of
Litue Rock, the corporate headquarters has
a cathedral lobby with a facade of glass, But
Its heart is behind the locked doors of what a
guide calls “the production war rogms," ow-
ceflinged bunkers where six robots inside
smafl linked slios match data tapes at 60
miles an hour, while 20 mainframe comput-
ers swallow 1.3 biltlon bytes of data a second.
G.1S. Is just part of the information Infra-
structure,

Atxiom's revenue grew by almost 30 per-
cent in fiscal 1897, to $402 million. lis top
customers include data kings Hke the AT&T
Corporation, Wal-Mart Stores, Cltlbank, a
unit of Citicorp, L.B.M., the Allstate Corpora-
tion and Automatic Data Processing Inc.,
which handles half the payrolls in America.
The company now crunches all data for
Trans Union, And iast year R, R. Polk and
Company, which says it collects and markets
automotive and consurner information on 935
percent of the nation’s households, used sight
tractor-trajlers to move its mother lode of
data tapes from Michigan to a special ware-
house in Conway.

This Is a place where visitors are issued
badges that turn purple if they leave the
building — part of the gura of security
Acxlom warts to convey (o customers ner-
wvous about leaving thetr treasured customer
data bases where their competitors also
come to buy and barter for more data on
their ewn Customers, more names to “‘popu-
late” computar models of thelr best pros-

pects.

Many members of the information (ndus-
try say technology I simphy recreating the
mUmacy of smal-own America in the days
when the storekeeper knew all his customers
by name, habit and history, But Mr, Onsrud,
whose village In coastal Maine actually em-
bodies that small-town ideal, flatly rejects
the analogy.

“It's not an equal or mutual relationship,”
he sald. “We have information. insiders and
outsiders.”

A Life and a Lawsult

A Woman’s Privacy
Invaded By Industry

Dennis grew up in almost pre-

scarcity In a house her grandfa-
ther built himsell. It had no electricity, no
rynning water, and no Indoor toilet to the day
he died at 99, He never owned a car.

1 vas ralsed very poor,” Ms. Dennis sald,
sitting at the dining table tn her carefully
lmdedimne."l!y;rmdmausedwbauher
clothes on & stove, scrub on a washbeard in
the cold of winter. We didn't have much, but
there was %0 much love"

Now Ms. Dennis has &l the creature com-
forts of the Industrial revolution, but she
warks standing at anolsy machine, stamping
out 1,500 plastic bobbins an hour for less than
$50 & day, “It's tast-paeed work,” said Ms.
Dennis whose was recently mangled
an the fob. “I don't know how long Tl be able
to do IL™

Far a few months several years ago, she
had happily joined the brave new Informa-
tion economy at the Canton, Ohlo, office of a
national collection agency, G.E. Capital,
owned by the General Electric Company.
Computers sutomatically dialed telephone
numbers from a disk, and each debtor’s
name, address, and payment history ap-
peared on her computer screen. Ms. Dennis




Byron Mabry works for Acxiom, an information-

Touy Drjak tor The New York Times.

Beverty Dennis, of Massiton, Ohm. filed & class-action suit against Metrorail, a data-
marketing company, after an in:t!ate processing its information used it to harass her,
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company baged in

Conway, Ark., whose clients include AT&T, Allstate, LB.M. and Wal-Man Stores.

was monitored electronically as she followed
a script demanding payment for everything
trom Apple Macintash computers to chil
dren's shoes.

She failed to pass probation. “They told me
1 was too nice to be a colisctar,” sald Ms.
Dennis, who ralsed two deughters on her

owR, |

But this soft-spoken woman has a stubborn
sense of justice, and it has carried her
through tough times in a lawsuit that Is

But Shannen H, Rathff, & lawyet for Metro-
mall, suggested she had shown indliference
to her privacy by giving her uniisted tele-
phone number to Mark DeMarine, an invest-
gative reporter at the Cleveland television

* st WIW-TV who helped her uncover the

on Geraldo Rivera's television show. The
lawyer even asked why she had not sued the
ocs) statlon, sinee information from its re-
porter had upset her.

This was a line of attack rooted in the
weaknesses of privacy case law, which has
tended to see Drivacy ay a “right to be left
alone,” tn Justice Louis D. Brandeis's fa-

dered for any resson
But the critical issue today, privacy law

either and though the privacy of credit re-
ports has been a matter of Federa} law since
1970, & huge market in the infarmation they
contain has grown through its Joopholes,

“The law of privacy has not kept up with
the riodern advances in technology, the mod-
ern rise of data transfer and information
collection,” Michael Lenett, Ms. Dennis's
lawyer at the Cuneo Law Group in Washing.
ton, argued when the suit was filed last year,
**This s the first case squarely to present the
issue, who owns your personal and private
information? Wheo controls t?*

But in April, when Mr, Lenett was still
battiing to get internal company documents,
8 judge in Travis County threw out the case's
claim against the prison; an appeal is
plannad. The court ruled in part that misuse
of Information did not constitute misuse of
property under the Texas Tort Claims Act,
which makes the state immune from most
damage suits. -

“She's not complaining that somebody
took a data-entry machine and whacked her
on the head with it,” explained Lin Hughes of
Austin, Tex., a lawyer for Metromail.

The ruling leaves the claims egalnst Ma
tromail and its fortner parent, R. R Do.1.¢l-
ley & Sons: that the company unfustly en-
riched Itself, and viglated the privacy inter-
ests of the members of the claas by fraudu.
lently inducing them to provide personal
information without disclosing how t would
be processed and sold, and that it recklessly
endangered their safety and inflicted emo-
tional distress by negligently allowing felons
to hawdle the information. The lawsuit seeks
damages o be determined later and Injunc.
tive rellef, including notification to all whose
surveys went through the prison.

The company insisted in an unswccessful
motion to dismiss the case that It had no
tegal duty to teli consumers that the survéys
would be processed by Inmates. The facts
consumers disclosed were not “highly int-
mate or embarrassing,” the company ar-
gued, nor were they disclosed to the public at
large.

Another cause of sction recognized In Tex-
as Is conduct so “‘extreme and outrageous”
that it is intolerable, and inflicts severe efno-
tiona! distress. But, the company argued,
"The mere receipt of a letter in the mail
from &n incarcerated iInmate i3 not so ex-
treme as to satisty this "

Outside the courtroam, the eotmpany said
its subcortractor was respoosible for the

it. Internal documents tell a different story:
Data tapes and surveys at the Texas prison
were smong the assets Metromail bought in
1993 when it scquired CMT, a marketing list
company, and shipments and letters between
the prison plant and Metromall continued
until the work was finished, about three
months after the letter came to Uight.

Documents gained through discovery also
brought the four additional named plaintiffs
to the case.

“] know the potentfal is cut there to abuse
people’s information, but 1 really never gave
it too much thought until I realized that my
own information passed through the hands of
a raplst or murderer,” sald ¢ne plaintiff,
Patricia Mendlola, a part-time hospttal lab
technician in Wheaton, 11, who ls married to
a systems anhlyst and has two children, “It
made me 50 Mmad, the realization that all of
this information ends up in a big data bank.”

Robert DeSantis, who lives in Silicon Val-
ley and was & civillan emplayee of two
California military bases that closed, said
that as & gay tnan, he worried shout hata
groups that could use such data bases 10
harass minoritdes,

Frenchie Holmes, 8 former frand investi-
gator for Pacific Bell in San Jose, Calif, who
Is now on disability, sald she had been guli-
ible. ““You think they're going to send you
products and trash that information, but they
sell it. You fili out just one questionnaire and
all of & sudden the whole world knows who
you are”

Tim Fitzpatrick, a Metromall spokesman,
said such sentiments ware Rot common, “We
certainly do not fee| there's a ¢lass of people
harmed as a result of this,” he said, “Millions

of peaple every year utilizs divect measketing
as & way to get things done. MUlons of peaple
are betiefiting from "

Indesd, Ms.'nemlsm\mmferseuason.eof

them, With two jobs, she shops by mail “A

should include her privacy.
“They are making milllons of dollars off
people's lives who don’t even know
they'



A Day in the Life of Joe Consf;mer

The typical person leaves electronic fingerprints everywhere,.
.unaware of how such traces can'be combined with other data
bases for sale ot rent, and used in unexpected ways.

Here are examples fram a composite consumer
-day, based on actual practices. NINA BERNSTEIN r}

ACTIVITY

DATA

FIRST _|
USE

LATER
USE

Telephaning
Joe calls an 800
number to check the
.polten count.

Joe's number is caught
through Caller ID; his
namg and address are
pulled from a public
records data base.

[~ Joeis put on a list ol
allergy sutierers: jtis
s0ld lo 8 drug
company marketing
| allergy pills.

[" The list is finked with a
profile of Joe and he is
sent a coupen lor the
company's allergy

madication.

Rushing to work, Joe
inadvertently runs ared
light,

Though the intersection is
empty, a video camera
captyres his license
number.

Joe is sent a trafflic :ickel
in the mail.

Joe's insurance company
linds tha violalion in a data
base search and raises his
rates. .

Sonding E-mall
At work. Joe criticizes his
boss in E-mail 1o a friend.

Joe's company reviews
employee Internet aclivity
and keeps copies of all
E-mail.

After Joe's boss reads the
E-mail, Joe is dismigsed.

Joe's unsuccessful lawsuit
to regain his job shows up
when a prospective
employer uses an Inlernet
investigation service.

Diting

+ Joa eals lunch at a restaurani

that records each order on a
compuiear.

Joe pays by credit card,
linking his account number 1o
his order of a bacon
cheeseburger and Iries.

The restaurant checks his
credit standing and sends
hirn a discount offer.

The restacrant goes bankrupt
and its list of men who are
bacon cheeseburger lovers
goes on the information
market.

Gatting Prescriptions
Joe stops al the pharmacy
to fill a tranguilizer
prascription,

His name, the drug and
his doctor become part
ol the data base of the
pharmacy chain.

The chain is par of a
pharmaceutical company
that combines the data
with lists of magazine
subscribers.

A rival tranquilizer
company adveriises in
Joe's lavorile magazine;
company rmailings urge
Joe's doctor (o swilch.

Al the supermarkel, Jog
uses a discount shopper's
card.

The card links Jog's
identity to gvery item
he buys.

The supermarkel chain
usas a data-mining
sarvice to create profiles
of its most profitable
customers.

Jog is deemed a prized
customer and gets
electronically-generated
digcounts; tess loyal
cuslomers pay mora.

Mall Ordering
Before bed. Joe orders
cufilinks and silk baxer
shorts lrom a catalogue.

He pays by American
Express, which adds his
name o lisis of “buyers
ol expensive jewelry.”

The catalogue company
puts his name on a (st of
“male buyers of sexy
lingerie” and trades it
with olher companies.

Within two weeks Joa
will receive lour jewelry
catalogues, five lingerie
catalogues and a sex-
videotzpe offer.

‘The New York Times; (fualrsion by Megan Jecgerman



PENDING PRIVACY BILLS

Bill No./ Date Sponsor # Co-Sponsors Description
H.R. 52: 1/7/97 | Rep Condit {D- 1 Establishes a code of fair information practices for health information
| CA)
H.R. 98: 1/7/97 | Rep Vento (D- 12 Prohibits an interactive computer service from disclosing to a third party
MN) any personally identifiable information provided by a subscriber without

the subscriber’s written consent

H.R. 537 Rep Maloney 0 Amends Presidential Records Act of 1978 and the Privacy Act to ensure

2/4/97 {D-NY) that FBI records containing sensitive information are protected for privacy
and security.

H.R. 695: Rep Goodlatte 165 Relaxes export control on encryption devices and creates new criminal

2/12/97 (R-VA) penalties for using encryption to further a criminal act

H.R. 774: Rep. Lofgren 27 Requires Intemet service providers to offer filtering software; also amends

2/13/97 (D-CA) Communications Act of 1934 to repeal provisions prohibiting using
telecommunications device to make or initiate transmission of an obscene
communication or depiction of sexual activities to a minor

H.R. 1180; Rep. McDade 0 Requires Internet service providers to offer filtering software.

3/20/97 (R-PA) :

H.R. 1226: Rep Archer (R- 27 Criminalizes “browsing” of taxpayer files by IRS employees; on Senate

4/15/97 (Simto | TX) Calender as of 4/17/97

S 522 & 523)

H.R. 1287: Rep Franks (R- 10 . Prohibits computer services from disclosing a person’s SSN without

4/10/97 NI) permission




PENDING PRIVACY BILLS

H.R. 1330: Rep Kanjorski 18 Prohibits Federal officers and employees from providing access to Soc Sec
4/15/97 (D-PA) Acct information, personal earnings and benefits estimate statement
information, or tax return info through the Internet or without written
consent of the individual, and to establish a commission to investigate the
protection and privacy afforded to certain Gov’t records

H.R 1331: Rep Kennelly 0 | Establishes a panel to assist the Commissioner of Soc Sec in developing
4/15/97 DO-CT) appropriate mechanisms and safeguards to ensure confidentiality and

: integrity of personal SS records made accessible to the public
H:R. 1367: Rep Barrett, T. 9 Prohibits Fed agencies from making available through the Internet certain
4/17/97 : confidential records, and providing for remedies in cases in which such

records are made available through the Internet

HR. 1972: Rep Franks (R- 30 Prohibits “list brokers” from selling, purchasing info about children
6/19/97 NI without written consent of parent; requires marketers to give access about
child to parent, prohibits using prison inmate labor to process childrens’
info; requires marketers to give lists to National Center for Missing and

Exploited Children
S 144: 1/21/97 | Sen Moynihan 1 Creates Commission to look at statistical agencies; 1t will look at privacy
(D-NY) implications of collection and use of statistical information
S 376: 2/27/97 | Sen Leahy (D- 4 Relaxes export controls on cryptography. Creates new criminal penalties
VT) for using encryption to further a criminal act. Encourages key escrow
: ‘ infrastructure.
S 377:2/27/97 | Sen Burns (R- 22 Relaxes export controls on cryptography. Creates Board to give law
MT) enforcement agencies special access to development of plans for privacy
enhancing technology.
S. 504: 3/20/97 | Sen Feinstein- 2 Prohibits sale of personal information about children without their parents’

(D- CA). consent




PENDING PRIVACY BILLS

S 665: 4/29/97 | Sen Kerrey (D- Monitors the progress of the Telecommunications Act of 1996
NE) '
S 771: 5/21/97 | Sen Murkowski Regulates the transmission of unsolicited commercial e-mail.
(R- AK) |
S 875: 6/11/97 | Sen Torricelli Promotes online commerce and communications by regulating
(D-NDI) transmission of bulk unsolicited e-mail
S 909: 6/16/97 | Sen McCain (R- Facilitates national key escrow system; orders networks built with Gov’t
-AZ) money to use key escrow. Maintains existing restrictions on export on

encryption software.




BACKGROUND PAPERS ON ADOPTING THE PRIVACY PRINCIPLES
Leslie L. Byrne

A June 2nd issue of Time magazine summed up the state of privacy in America by
saying "snooping on your friends and neighbors has never been easier." Lining up to
dish out personal information to anyone who asks or pays are a host of government
agencies, credit bureaus, data collection brokers and Internet users. Little regard is
given to the harm the release of this personal information could cause.

The public has a growing awareness of issues concerning privacy. Four out of five
respondents to a 1995 poll conducted by Louis Harris, expressed concern about their
personal privacy. By 1996, 89% of the public said they are concerned about threats to
their personal privacy from both government and business. Every indication is this
number is still on the rise.

There is an interesting dynamic between the government and industry wishing to
encourage electronic commerce or information technology, and the misgivings the
public states in these polls about privacy. It is my contention that to realize the full
potential of the Internet we must give people some assurance that they have control
over their own information. Similarly, to rebuild trust in government, it is imperative that
the Administration state unequivocally that it is our policy to protect personal
information.

We have much activity from many agencies on privacy ( see DOD Tough Cookies
editorial.) What these government efforts lack is context, an umbrella of standards that
gives a government-wide guarantee on how personal privacy will be protected. The
Executive Order on the Privacy Principles is such a guarantee.

Enclosed are various writings about the privacy issue. Privacy and American Business
Report and its editor Alan Westin are generally considered pro-industry. Even with that
caveat, the enclosed poll summary is very interesting. -

| literally have reams more of information on this issue. | would be happy to provide
additional information or answer any questions you may have.



EXECUTIVE SUMMARY of Interpretive Essay by
Dr. Alan F. Westin, Professor of Public Law & Government
Columbia University, and Academic Advisor to the Survey

My role in this essay is to explore the survey's findings from the
perspectives of a political scientist who has been studying privacy issues since
1951, has been the academic advisor to two dozen national public surveys on
privacy conducted by Louis Harris & Associates and Opinion Research
Corporation, has been an expert witness at government hearings and a
proponent of state and federal privacy protection laws, and has advised more
than 100 companies and government agencies in developing innovative
consumer and citizen privacy policies.

The essay puts Internet developments into a larger social perspective. It
reviews some of the most important findings about computer users' privacy
concerns and policy preferences; it analyzes the factors that seem to be driving
these views; and, finally, it suggests the implications in this pioneer survey for
all the players involved — the online industry, businesses operating on the
Net, the technology community, public-interest groups, government bodies,
and the individual citizens of cyberspace.

1. The Internet should be recognized as an explosive new medium where the
full array of human conduct plays out, and all the traditional tensions in
democratic society over individual privacy, public disclosure, and society-
protecting surveillance will have to be confronted in new settings.

* As a powerful new electronic medium, the Internet is reshaping
patterns of communication, information exchanges, and — potentially -
commerce. It has become a mass media preoccupation, and virtually everyone
agrees that Internet development holds enormous potential for new and
creative social, business, and political activity.

* But the Internet also replicates all the vices and pathologies of
contemporary society, from consumer fraud and intrusive advertising to
circulation of hate speech, soliciting obscene materials, promoting terrorist
projects, and criminally stalking children and women. As in the earliest
frontier days in America, the Internet abounds with modern-day cattlemen,
sheep-herders, farmers, saloon keepers, whores, and hacker-gunmen, with the
influences of the schoolmarm, minister, sheriff, and judge also struggling to
be heard and felt.

* The online and Net worlds also reproduce all the basic tensions about
individual privacy, public disclosure, and society-protecting surveillance that
democratic societies struggle with in the off-line world — with new dangers
and new opportunities just coming into focus. It is this early stage of privacy-
issues development in cyberspace that the Privacy & American Business’ online-
privacy survey was designed to explore.



2. This is the first statistically representative and reliable survey that
allows us to investigate the experiences, concerns, attitudes, and policy
preferences on privacy issues of the 42 million adult Americans currently
using the Internet. The survey also allows us to compare these privacy
views with those of computer users not on the Net, and with past privacy
attitudes of the general adult public.

Privacy & American Business’ online-privacy survey provides 1997 data
for comparing the privacy experiences, concerns, attitudes, and policy
preferences of four populations:

* total adult computer users (about 100 million);

¢ computer users on the Internet (about 42 million);

¢ computer users with online services but not on the Internet (about 28

million); and

¢ computer users not yet online or using the Net (about 49 million)

We can also compare these orientations to the results of the survey's
privacy-trend questions from the total adult public (about 190 million), based
on 1995 and 1996 Harris-Westin privacy surveys. Key findings on these
comparisons are:

* Demographically, computer users are younger, have more education,
and higher incomes than the general public. Net users are even younger,
more affluent, and better educated than computer users not on the Net.

* Computer users as a group, and the Net and online user sub-groups,
share overall business-privacy concerns at the same high levels as the general
public. In 1995, 80% of the total public felt that “Consumers have lost all
control over how personal information about them is collected and used by
companies.” An identical 80% of computer users agreed with this statement in
1997, with 82% of Net users agreeing. '

* On the other hand, computer users are less fearful of technology than
the general public. Where 63% of the general public agreed in 1995 that
“technology is almost out of control,” only 55% of 1997 computer users and
36% of Net users shared that view.

* Computer and Net users are less distrustful of institutions (measured
by the Harris-Westin Distrust Index) than the general public. Where the
general public registered 71% in High and Medium distrust in 1995, only 60%
of computer users in 1997 registered such distrust, with Net users at 56%.

* In another important overall comparison, computer users and the
general public share a general preference for voluntary over regulatory
policies to protect consumer privacy. If businesses and industry associations
adopt good privacy protection policies, 72% of the general public said in 1995
they would prefer that approach; in 1997, 70% of computer users and 72% of
Net users agreed with that view of voluntary being preferable to regulatory as



a general matter. (However, as noted below, the puBh’c often favors sector-
specific legislation, when it feels problems are outpacing voluntary efforts.)

3. While only a tiny fraction of Online-Service and Net users report they
have personally experienced invasions of their privacy while online,
majorities of users express concern about threats to their online privacy.

¢ Only 5% of Net users and 7% of Online-Service users say they have
personally been the victim of what they thought was an invasion of their
privacy. Receiving unwanted email advertising and having personal
information required or captured at web sites were the intrusions most
complained of. This is a low level of direct invasion when compared to the
25% of the public that reported in 1995 that they have had their privacy
invaded in the off-line world, and 35% is some particular consumer-
information sectors.

* Moving from experiences to perceptions, online and Net users
expressed a wide range of concerns over threats to the privacy and security of
their activities online. Specifically:

~ 53% of Net users and 57% of Online-Service users say they are M
concerned that information about which sites they visit will be linked to their
e-mail address and disclosed to some other person or organization without
their knowledge or consent. Not surprisingly, 55% of Net users say the ability
to choose not to give their real name is important to them in using the
Internet.

— 59% of Net users who send and receive e-mail are concerned that the %
contents of what they communicate will be obtained by some person or
organization without their knowledge or consent.

- 42% of those receiving unsolicited e-mail advertising say “it's getting
to be a real fpain” and want “to stop getting these messages.” If there were a
procedure for removing their e-mail addresses from unsolicited advertising,
over a third (37%) of e-mail users would want their names removed from all
solicitations. (This compares with only 17% of computer users who would
remove their names from all regular postal mailings.)

— 75% feel there are privacy problems in putting state and local ¥
government's public records with personally-identified information on the
Internet , even though these are available today to anyone in manual form
and organizations can buy computer tapes of such records for business, legal,
and research purposes.

4. There is deep concern over web sites collecting personal information or e-
mail addresses from children.

* Computer users divide about equaily on whether there is a significant
difference between collecting marketing information from children in the off-



line and online worlds. But, many practices generally accepted in marketing to
children in the off-line world are strongly rejected for online conduct. When
asked to assume that the purpose for gathering the information cited was the
only use that a company would make of various types of information about
children presented in a series of questions, majorities of computer users
rejected the acceptability of all the types of uses presented.

* 59% of computer users say it is not acceptable to ask children for e-
mail addresses for the purpose of gathering statistics on site visiting, and 58%
oppose asking for such addresses to improve a business's product.

* 73% of computer users say it is not acceptable to obtain the real names
and addresses of children when they register to use a site, or to purchase
products.

* And, 90% say it is not acceptable (74% “not at all acceptable”) for
companies to rent or sell the real names and addresses of their child
registrants or customers to third parties for marketing.

* 75% of computer users are NOT confident that companies on the net
that are marketing to children would follow the policies they set forth on how
they would handle the children's information they collect.

5. Reflecting privacy concerns, especially where children are involved, a
majority of computer users say they favor legal action,

* 94% of computer users say that companies collecting information
from children should be held legally liable for violations of their stated
policies.

¢ When asked which of three roles “government” should take in
approaching “Internet privacy issues,” a majority — 58% -~ favor “passing laws
NOW for how personal information can be collected and used on the
Internet.” 24% favor government recommending standards but not passing
laws now, and 15% say government should “let groups develop voluntary
privacy standards but not take any action now unless real problems arise.”
Only 47% of Net users favor enacting government laws now, while those
computer users not using the Net or an online service favored government

laws at 65%.

¢ It should be noted that the question on government approaches came
at the end of a detailed survey exploring potential threats to privacy and
security, and especially after the series on children's’ privacy issues. Also to be
noted is that the question did not specify whether state or federal governments
should be the rule setters; just what kind of controls government would set,
how these would be monitored, and which government agency would act as
the enforcing agent; and what kinds of penalties and remedies would be
installed. We can expect that the attitudes of computer users and especially



Net users would be significantly affected by the alternatives presented on those
matters.

6. The views of computer users overall, and online and Net users
specifically, follow some of the pattemns that past privacy surveys have
found to operate as driving factors in the off-line world.

» Past Harris-Westin surveys have found that two-thirds majorities of
the American public (and computer users as a sub-group) oppose creation of a
federal regulatory agency covering the entire private sector (as in the European
data protection commissions’ model). But strong majorities will favor sector-
specific legislation at the state or federal levels when the perception is that
serious breaches of privacy and confidentiality are taking place and voluntary
controls by industry or private groups are either ineffective or not adopted
. widely enough. Examples have included legislation that would forbid
employers or health insurers to use genetic tests for employment or :
underwriting purposes, and federal laws protecting privacy and confidentiality
of medical records and the increased electronic movement of personally
identified health information. Computer-user support for “government”
action on the Net suggests that the Net is seen as a “sector” in which
voluntary policies are not yet perceived as present.

e In past privacy surveys, trust in the practices of an industry in
handling its customers' personal information in a “proper” or “responsible”
way and “respecting its confidentiality” came through as a major factor in
helping the majority of the public (our 55% “Privacy Pragmatists”) to decide
whether to give their personal information for organizational uses under
privacy-policy promises or whether they would favor passing legislation to
mandate the rules. In the 1997 online privacy survey, with ten industries that
handle consumer information presented for judgment, a majority of
respondents gave high ratings (in the 68-80% ranges) to employers, hospitals,
banks, and companies making computer hardware and software. But online
companies — those offering Online Services, direct Internet access, and
marketing products on the Net — received low confidence ratings, in the low
40% levels. This placed them alongside credit bureaus and direct-mail
marketers, two groups that have traditionally received low-confidence ratings
in privacy surveys.

* The answers to most of the key questions relating to privacy concerns
and policy preferences in our 1997 survey followed exactly the level of
confidence in the three online businesses -- the lower the confidence in online
firms, the more privacy-oriented the positions. This was true, for example,
with all the questions involving children's privacy; concern about the
confidentiality of e-mail content; concern about putting public records on the
Net; desire to remove their e-mail address from all unsolicited marketing; and
support for passing government laws now on Internet privacy.

7. Since 70% of computer users generally favor voluntary policies over
legislative rules for consumer privacy protection, the explanations for



favoring government action now for the Internet lie in a combination of
factors discussed below.

In addition to the effects of low confidence in online companies, here
are factors that seem to be undercutting the traditional support for voluntary
actions as of 1997:

» There has been a steady drumbeat of largely alarming stories in both
the mass and online/computer media about privacy and security risks on the
Internet. These often present the situation as one in which no current tools or
policies are available to protect users, and that staying off the Net, not using
one's credit card for purchases, and never volunteering personal information
are the sensible ways to proceed. This trend is typified by the June 2, 1997 issue
of Time (“No Privacy on the Net”); “Cookies a Half-Baked Idea,” Inter@ctive
Week, April 4, 1997; “Cyber Eyes Are Watching,” Family PC, April, 1997;
“What right to Privacy?,” NetGuide, January 1, 1997; “Easy Now to Keep Tabs
on Users' Internet Postings,” N.Y. Times, January 6, 1997; “There's No
Guarantee of Privacy on the Net,” N.Y. Times, January 13, 1997; and “Think of
Your Soul as a Market Niche,” N.Y. Times, September 11, 1996. Along with
movies and TV programs depicting hackers and privacy invaders trolling the
Net and finding helpless victims, the media coverage has sent a message to
many millions of viewers and readers that Orwell's progeny own the online
world.

* Industry association policies and guidelines for collecting and using
consumer information online and on the Net are in a very early stage of roll
out. Most of them were developed in 1996, and the most important ones are
1997 products, some just issued in late May or early June, and some to be
presented at the Federal Trade Commission's Workshop on Consumer
Privacy Online in mid-June. These include policies from the Direct Marketing
Association, the Interactive Services Association, and others. It is highly
doubtful that respondents to our survey in April of 1997 had heard about
. these, or had any experiences with them with which to decide how well they
worked.

* The survey recorded remarkably low awareness by online service
subscribers of the information-handling policies of their current service
provider. Almost three out of four online service users (71% plus 3% don't
know) said they were not aware of “any rules or policies [that their] online
service has as to how it will use the information it maintains or collects about
[their] online usage...”

* A series of questions about how web site visitors decide whether to
give registration-type information when they visit sites documented that most
web site visitors are NOT today encountering clear, up-front declarations of
information policy from most sites they visit. Net users say getting such
information would have a major effect on their decisions whether to provide
personal information, but 79% say they have declined to give information to



sites not explaining their policies, and 8% say they have given false
information..

* There was also very low awareness of software tools for exercising
individual control over information and communication practices.

—~ 75% of e-mail users said they weren't aware of any procedure or
technique to remove their e-mail address from companies or
organizations sending them advertising materials. ‘

— 45% of parents with children using the Net said they were not aware
of any software  programs that let parents automatically limit the web sites
their children visit or the personal information they can provide to
sites.

It is also clear that very few members of the computer-using public have
yet heard about new control approaches such as the e-Trust information
labeling and independent-certification system for designating commercial web
sites, or the privacy policies and preferences program being developed by the
Center for Democracy and Technology, with strong business and public-
interest group support.

Finally, strong interest was expressed by the privacy-concerned
respondents in getting free and easy-to-use software tools that would allow
them to state their preferences as to how they would wish their personal
information to be used by business or organizational web sites, and even to
conduct dialogues with such sites over just how such uses could be made
acceptable. Similar strong interest was expressed by parents in getting and
using software that would allow them to control what personal information
their children could give to Internet sites or in chat rooms. '

8. The intensity of women's concerns about privacy threats and desired
protections shows up heavily in the survey results. A

* Prior to 1997, within the high levels registered for the population as a
whole, privacy surveys had shown women to be even more privacy concerned
and regulatory-oriented than men in the off-line world. Our online survey
found women widening their lead even more in the online world. Women
scored 5-13 percentage points higher than men in 16 major questions here, for
example:

— 11% higher in being very concerned that sites visited could get their
e-mail addresses; - 11% higher that children's information should never be
sold to third-parties;

— 7% higher that putting public records on the Net would be a privacy
problem; and



— 7% higher in saying that being able to surf the Net anonymously is
very important to them.

Reflecting those gender-intensified views, women are a full 18% higher
than men in saying that government should enact laws now to protect privacy
on the Internet.

8. Implications for the online and Internet industries, businesses marketing
online, technologists, public-interest groups, government bodies, and
individual online users.

Some surveys record confusion and indecision on the part of the public
on controversial issues, or such low levels of knowledge or interest that the
results offer little help to the public policy-making process. This survey, I
believe, is just the opposite. It offers a clear call to all the communities sharing
responsibility for the unique entity that is the Internet to hear and respond
effectively to the concerns of Net and online users (and also computer users
not yet online) that communication, information-exchange, and consumer
commerce must be made more privacy-secure than either perception or reality
make it today.

The results are certainly a summons to intensified action by the online
and Internet industries and all companies hoping to create broad commerce
on the Net. These groups must move guidelines and policies from paper to
the daily online world. They must also give strong support to the
development, distribution, and effectiveness-testing of personal privacy-
enhancing tools: such as personal-information-control software tools; digital
_signatures and biometric identifiers to assure more secure personal
identification; and easy-to-use encryption programs.

The low confidence that the survey results registered in the
trustworthiness of online companies means that online business groups will
have to engage in major educational programs to demonstrate that the
policies and tools they support do provide an effective platform for reasonable
online privacy.

If - as this survey documents - the growth of Internet use and
especially Internet communication and commerce depend on increasing user
confidence in the medium's ability to provide reasonable privacy protection,
there is cause for careful optimism. When a mass market and a major societal
resource of the scope of the Internet depend as much as users say it will on
providing consumer and citizen confidence, the stake for business and
government in making that happen is enormous.

It will be fascinating to revisit these issues after two to three years, to see
what progress business, government, technologists, and public interest groups
will have made in bringing privacy ethics, standards, and day-to-day good
practice to the Internet frontier. And, we should be able with that next
snapshot to gauge what the nation's Internet users think of the privacy
balances that will have been installed by that time.



Factors Increasing Likelihood
of Using the Internet

Louis Harris & Associates, Inc., 1997

€0 % that would be more likely to start using the Internet IF...
52%

44%
37%

Privacy of personal Cost was reduced More contro] over Use became less
info/communication marketing messages complicated
would be protected

Base: Not very or not at all likely to start using Internet in next year (N=247)



Guidelines for the Collection and Tracking of Information from Children on
the GII and in Interactive Media
Submitted to the Federal Trade Commission 1996-7

In June 1996, the Center for Media Education (CME) and Consumer Federation of America
(CFA) requested that the Federal Trade Commission (FTC) issue guidelines for permissible
industry practices regarding the collection and tracking of information from children on the

Global Information Infrastructure and in Interactive Media. The guidelines are founded .on
two basic principles:

* Personally-identifiable information may be collected and/or tracked from children
for commercial marketing purposes only if the collection and tracking practices are

not deceptive; are fully and effectively disclosed; and valid parental consent is
obtained.

+ Aggregate and anonymous information may be éollccted and/or tracked from
children for commercial marketing purposes only where the collection and tracking
practices are not deceptive and are fully and effectively disclosed.

All information collectors/trackers must comply with four requirements:

1) Disclosure must be full and effective. The disclosure notice must include:

» what information is being collected or tracked; M .

* how the information is being collected or tracked; )

* how the information will be used; Y. o P’M*‘-“Q
* who is collecting the information; and P e gpilae

e who will have access to the information.

2) Parental consént must be obtained. In order for the consent to be valid:

» the child must understand that s/he needs to get parent permission before
proceeding and the parent must receive complete disclosure;

* access to those areas of the site where information is collected or tracked must be
conditioned on receipt of valid parcntal consent; and

* the burden is on the collectorftracker to obtain valid parental consent through
writing or other electronic mechanisms.

3) Parents must be able to correct information already collected about and
from their children.

4) Parents must bhe able to prevent the further use of their children's
information after it has been collected.



EDITORIAL

Tough cookies

ed by the Defense Technical In-
formation Center, DOD is putting

the finishing touches-on a policy

that would provide Web site man-
agers with guidance on how to maintain
Web logs and other electronic information
gathered from visitors to its sites. This
policy is expected to direct Web site man-
agers to destroy any such electronic
records after 60 days.
Recent attempts by unknown compa-
. nies to gain access to the information in-
spired DOD to act. While the motive be-
hind the request is unclear, the wealth of
the information at stake is unmistakable.
Through the use of “cookies,” DOD and
every other Web site host can capture
information about who visits a particular
site, how they entered, what files they ac-
cessed and for how long.
While we applaud DOD’s decision to

Lrperal (omwputer Weed

create a policy to protect the rights ¢
visitors to its sites, we shudder at th
possibilities of what can be done wit
this and similar electronic data cache:
DOD officials were very upset a coupl
of years ago when the department dis
covered one of the Internet browser com
panies was surveying hard disks an
sending information to a corporate datz
base. We suspect DOD’s primary use fo
the information is benign, or better stil
noble in purpose: to garner informatio
that might better serve the viewer. Bu
do the benefits outweigh the risks?

While DOD may be the fifst agency t
tackle the issue of Web logs and privacy, :
will certainly not be the last. We believ
agencies would welcome some guidanc
from the Office of Management and Buc
get as they wrestle with crafting the:
own policies.« ]
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2. Establish a Consumer Right tg Privacy. On October 27, 1992, the Clinton/Gore campaign
released a document spelling out their vision of consumer protection. As an addendum to the
Consumer Bill of Rights established by President Kennedy the campaign proposed there be “The
Right to Privacy To not have information provided by consumer for one purpose used for a
separate purpose without the consumer's knowledge and consent." The Information and
Technology Task force on Privacy, headed by OMB, has released its White Paper for comment
and there is much activity, both public and private, currently in the area of privacy. The
Administration would not short-circuit these discussions by adhering to this campaign promise.
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ATTACHMENT

GENERAL PRIVACY PROTECTION PRINCIPLES

The U.S. Office of Consumer Affairs advocates five general privacy protection principles
that apply across all industries. They are as follows:

1.

Tell consumers, in language they can understand, when and why certain
information is being collected, what’s going to be done with it, and who will
have access to it. Tell them how you plan to protect their privacy, and ask for
their feedback on your policy.

Collect only that information which is germane to the transaction at hand.
And do not allow the information to be used or sold for other incompatible
purposes without the individual’s knowledge.

Provide consumers a copy of their files upon request, and make it easy for
them to correct errors and include statements of explanation.

Allow consumers to opt in to direct marketing or other uses they feel are
appropriate for the information they are providing.

Make a concerted effort to educate consumers generally about how information
abour them is gathered, analyzed, grouped into lists and rented or sold, or
otherwise used.



