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Record Type: Record 

To: Bruce N. Reed/OPO/EOP, Elena Kagan/OPO/EOP 

cc: Laura Emmett/WHO/EOP, Thomas L Freedman/OPO/EOP 
Subject: Draft Privacy Executive Memorandum 
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Below is a draft privacy executive memo that the VP plans on announcing on Thursday. The memo 
basically directs the agencies to do what they are already supposed to be doing pursuant to the 
Privacy Act. More specifically, the memo (1) establishes a policy on privacy throughout the federal 
government; (2) has agencies review their use of the Privacy Act procedures, particularly the 
"routine use" exemption which allows the information to be disseminated; and (3) provides for 
OMB to do a report on privacy within the federal government. 
---------------------- Forwarded by Mary L Smith/OPD/EOP on 05/12/98 06:31 PM ---------------------------
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Record Type: Record 

To: Mary L Smith/OPO/EOP 

cc: 
Subject: Draft Privacy ~xecutive Memorandum 

---------------------- Forwarded by Thomas L. Freedman/OPD/EOP on 05/12/98 06: 17 PM ---------------------------
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To: Thomas L Freedman/OPO/EOP, Mickey Ibarra/WHO/EOP, Phillip Caplan/WHO/EOP, John 
Podesta/WHO/EOP 

cc: 
Subject: Draft Privacy Executive Memorandum 

This still has to be circulated to the agencies -- but since we are 
trying to get this signed tomorrow - I thought people shold take a 
look at it today. 
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MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND 
AGENCIES 

SUBJECT: Privacy 

Privacy is a cherished American value, closely linked to our concepts of personal 
freedom and well-being. At the same time, fundamental principles like the First 
Amendment, perhaps the most important hallmark of American democracy, protect the 
free flow of information in our society. 

The government's collection of appropriate information about its activities and 
about the activities of its citizens is necessary to allow it to carry out its diverse missions 
mandated by the Constitution. Long mindful of the potential for misuse of Federal 
records on individuals, the United States has adopted a comprehensive approach to 
limiting the government's collection, use and disclosure of personal infonnation. Among 
the protections afforded information is the Privacy Act of 1974 and the PrinCiples for 
Providing and Using Personal Information, published in 1995. 

Increased computerization of Federal records permits this data to be used and 
analyzed in new ways that could diminish individual privacy in the absence of data 
protection safeguards. As development and implementation of new infonnation 
technologies creates new possibilities for the management of personal infonnation, it is 
appropriate to reexamine the Federal Government's contribution to accommodating the 
interests of a democratic society in the free flow of information and personal privacy .. 

Accordingly, I hereby direct executive agency heads, as follows: 

Section I. Policy. 

It shall be the policy of the executive branch that agencies shall: 

(a) ensure that new information technologies enhance, and do not erode, 
the protections of the Privacy Act of 1974, the Computer Matching and 
Privacy Protection Act of 1988, the Paperwork Reduction Act, and all 
other statutes relating to agency use, collection and disclosure of personal 
information; 

(I) As used in this order, "agency" and "agencies" shall be defined 
in accordance with the definition set forth in 5 U.S.C. 552(f); 

(b) assure that personal information contained in Privacy Act systems of 
records be handled in full compliance with fair information practices as set 
out in Section (e) of the Privacy Act of 1974; 

(c) assure that all personally identifiable information not covered by the 
• 
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Privacy Act be handled in a manner consistent with the Principles for 
Providing and Using Personal Information (Privacy Principles) to the 
extent permitted by law; 

(d) evaluate new legislation and legislative proposals involving collection, 
use and disclosure of personal information by the Federal government for 
consistency with the Privacy Act of 1974. 

(e) evaluate new legislation and legislative proposals involving the 
collection, use and disclosure of personal information by any entity, public 
or private, for consistency with the Privacy Principles. 

Section 2. Responsibilities of Agency Heads. 

All agency heads shall: 

(a) within 30 days, designate a senior official within the agency to assume primary 
responsibility for privacy policy; 

(b) within one year of the date of this directive, conduct a thorough review of its 
Privacy Act systems of records in accordance with instructions to be issued. 
Agencies shall, in particular: 

(I) review systems of records notices for accuracy and completeness, 
paying special attention to changes in technology, function, and 
organization that may have made the notices out-of-date, including its 
routine use disclosures under 5 U.S.C. 552a(b)(3) to ensure they continue 
to be necessary and compatible with the purpose for which the information 
was collected; 

(2) identify any systems of records that may not have been described in a 
published notice, paying special attention to Internet and other electronic 
communications activities that may involve the collection, use or 
disclosure of personal information; 

(c) where appropriate, promptly publish notice in the Federal Register to add or 
amend any systems of records, in accordance with the procedures in OMB 
Circular A-l30, Appendix I; 

(d) conduct a review of agency practices regarding collection or disclosure of 
personal information between the agency and State, local, and tribal governments 
in accordance with instructions to be issued by OMB; 

(e) within one year of the date of this directive report to the Office of Management 



and Budget on the results of the foregoing reviews in accordance with instructions 
to be issued by OMB. 

Section 3. Responsibilities of the Office of Management and Budget. 

The Director of the Office of Management and Budget shall: 

(a) within <X days>, issue instructions to heads of agencies on conducting and 
reporting on the reviews required by Section 2; 

(b) after considering the agency reports required by Section 2 of this directive, 
issue a summary of the results of the agency reports; 

(c) issue guidance on agency disclosure of personal information via the routine 
use exception to the Privacy Act (5 U.S.C. 552a(b)(3)), including sharing of data 
by agencies with State, local and tribal governments. 

Section 4. Judicial Review. 

This Executive order is intended only to improve the internal management of the 
executive branch and does not create any right or benefit, substantive or 
procedural, enforceable at law or equity by a party against the United States, its 
agencies, or instrumentalities, its officer or employees, or any other person. 

William J. Clinton 

THE WHITE HOUSE 
May 14, 1998 



THE CLINTON-GORE ADMINISTRATION: 
PROTECTING OUR PRIVACY IN THE 21ST CENTURY 

May 14, 1998 
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Today, Vice President Gore speaks at New York University's commencement. In his remarks, 
the Vice President announces that the Clinton Administration is proposing a comprehensive 
privacy action plan that will give people more control over their own personal information. 

A COMPREHENSIVE PRIVACY PLAN. As technology becomes more sophisticated, the risk 
people face from the disclosure of personal and confidential information grows. Computers and 
the Internet are tools which aid us in our everyday life, but can also be used by those who wish to 
gain private information about us. The Clinton Administration's privacy action plan calls for: 

• Legislation restricting how individual medical records are disclosed and how people can 
find out about their use, 

• The launch of an "opt-out" Web site which would allow individuals to prevent personal 
information from being passed to others; 

• A "privacy summit" which will include members of the Administration and industry 
officials, who will discuss privacy issues on the Internet. 

PROTECTING MEDICAL PRIVACY. The Administration will submit legislation to Congress 
which restricts how and when individuals' medical records can be used, gives people the right to 
be informed about their records, and allows them the opportunity to correct their records. 

ONE STOP OPT-OUT. The Administration's plan creates a Website sponsored by the Federal 
Trade Commission which will enable individuals to prohibit companies from pre-screening their 
credit records without their permission, prevent drivers license data from being sold to data 
miners, and allow individuals to have their names and addresses removed from data-mailing and 
telemarketing lists. 

ENSURING APPROPRIATE USE OF FEDERAL GOVERNMENT DAtA. The President has signed a 
Memorandum to agency heads, effective today, that requires federal agencies to ensure that new 
technologies do not erode Privacy Act protections while also examining how new technologies 
can be used to enhance personal privacy. It also calls for a thorough agency-by-agency review of 
existing privacy practices, and directs the Office of Management and Budget to conduct a review 
and issue guidance ways agencies can protect privacy information, especially when they 
coilaborate with state and local governments. 

PRIVACY SUMMIT. To fully understand and address the complex issues involved with privacy in 
the Information Age, the Commerce Department will convene a Summit on Privacy to bring 
privacy and consumer advocates together with industry officials to explore the feasibility and 
limitations of the application ofselfregulation to the Internet and to focus on children's privacy. 
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To: Elena Kagan/OPD/EOP, Thomas L Freedman/OPD/EOP 

cc: Laura Emmett/WHO/EOP 
Subject: Privacy Meeting Update 

Here is an update on what happened in the privacy meeting: 

Sally asked that everyone come up with a draft package of privacy initiatives in two weeks. The 
topics that the package will address are: (1) the privacy entity in the EOP; (2) identity theft; (3) 
prmnlng; and (4) Industry self-regulation (what Ira Magazlner is working on). The package will 
hopefully also include some legislation we could endprse 

The following are some upcoming dates: 

June 4 - the industry is thinking of having a pre-announcement of how it will regulate itself 
June 4 - FTC is releasing a report on privacy 
June 23 - Commerce Department "summit" 
July 1 -Commerce Department report to the President - Sally pushed Ira on the industry 
self-regulation part -- if the industry doesn't come up with a strong enough proposal, we need to 
have a Plan "8" to announce on July 1. 
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April 20, 1998 

MEMORANDUM FOR NEC/DPC DEPUTIES 

FROM: SALLY KATZEN 

RE: NECIDPC DEPUTIES MEETING ON PRIVACY 

The next NECIDPC meeting on privacy will be on April 24, 1998 ll:OOAM in Room 
472, Old Executive Office Building. To RSVP, please provide your clearance information to 
Shannon Mason at (202) 456-2800. 

The meeting will have the following agenda, 

I. Agency views on legislative and administrative solutions for specific sectors or types 
of data. 

We did not have an opportunity at the last meeting to discuss the legal and regulatory 
options outlined in the April 7th Department of Commerce memo by Becky Burr. This memo 
discusses not only legisl~tive proposals, but also steps the Administration could take to 
strengthen the protectioJ of public data about individuals. Agencies should fax or e-mail their 
views or comments on tie" options discussed in the memo by COB Wednesday, April 22nd to 
Tom Kalil (fax: 456-2213, e-mail: kaliU@al.eop.gov). 

Agencies that ~ot fanilliar with the Administration's existing privacy principles can 
find them on the World I" ide Web at: 

http://www.iitf.nist.gov/ipc/ipc/ipc-pubslniiprivprin_final.htm!. 

2. Dix .. ,',. ,,,in ... ~tily 
By Tuesday, we1will circulate an OMB analysis of the agency comments on the "privacy 

entity" paper. 

3. Discussion ofp I posalfor self-regulation 

By Tuesday, we will circulate a Commerce analysis of the IBM-led proposal for self­
regulation. 

I4i 002 



I=fIIT' tt+L~ Mary L. Smith 
~':'(' "."~ 05/01/9802:52:14 PM 

? 

Record Type: Record 

To: Thomas L. Freedman/OPD/EOP, Elena Kagan/OPD/EOP, Bruce N, Reed/OPD/EOP 

cc: Laura EmmettIWHO/EOP, Christopher C. Jennings/OPD/EOP, Sarah A. Bianchi/OPD/EOP 
Subject: Summary of Privacy Meeting 

At the privacy meeting today, we discussed the following three topics (1) privacy entity within the 
government; (2) industr self- '. and (3) other areas the Government should take a look at 
suc as medical records, children, etc. The decisions in these three areas would be presented as 
the Administration's privacy package. 

(1) Privacy entity. They seem to be steering toward having the privacy entity in OMS or some 
EOP office like NEC or ope. The discussion focused more on having the entity within OMS and 
having contact people at the agencies to deal with specific issues, particularly those that concern 
consumers. OMB's role would focus more 00 cQordinating privacy policy within the Government. 

(2) Industry self-regulation. Ira Magaziner talked about the developments of a consortium of 
businesses who would agree to post a seal on their websites indicatin that the rotect users' 
pnvacy. here IS envIsioned to e en creament mechanisms for misllsiog the seal such as existing 
procedures at the FTC or OOJ. The Government is expected to make a statement generally 
supportive of the consortium's efforts on July 1, but we would encoura e more businesses to 'oin 
a In 109 a out specific issues s s children's ivac. In the event 
that t e consortium oesn't seem to be making progress, Secretary Daley and Magaziner are going 
te: explore other options such as legislation. 

(3) Exploring other areas. We are also going to explore to see what, if any, position the 
Administration should take in areas such as medical records, genetic, fmancial, and children. In 
addifi"on, there is going to be an exploration of "profiling" -- the amassing of information about an 
individual via his or her social security number and w " its on the 
use 0 social security numbers by non-government entities. 



Federal Privacy Functions to Be Performed 
O~lB Staff Recommendation - April 24, 1998 
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Recommended: ~ 

Representational - Bener explain and promote the U,S, government position on priv!lcy 
policy domestically and internationally, advancing the Administration's privacy message, and 
providing coherence to ,-\dministration testimony and public- positions. 

Advisory - Coordinate and enhance the availability of experts to respond to privacy policy 
questions raised by go,'ernment agencies and private sector entities. 

CoOrdination - Apprise government agencies of emerging privacy issues and ensure that 
those issues are addressed. Ensure that the views of agencies are represented on privacy policy 
issues, both domestically and internationally. 

Recommended In Part: 

Consumer Advocacv - ~Ionitor privacy policies that allect consumers and promote 
improvements through public appearances, media presence. (See below for Consumer 
Advocacy elements !:1QJ. selected.) . 

Education -'- Provide pri\'acy information, inCluding model practices and "rights and 
responsibilities" to citizens. industry and government. Publicize new techniques and 
technologies to promote privacy as an enhanced customer service. (See below for Education 
elements not selected.) 

Not Recommended: 

RegulatorylEnforcement - Create and administer legally enforceable regimes of fair 
information practices. 

Ombudsman - Provide case-by-case assistance to consumers or businesses in resolving 
particular problems or complaints. 

Consumer Advocacv - Write to organizations about whom complaints are received, and 
become involved (e.g., as amicus curiae) in privacy litigation. 

Education - Conduct or fund research in new techniques and technologies to promote 
privacy. 

Evaluation - Evaluate and provide a government imprimatur to new ideas, products, 
technologies, or services upon request. 
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To: Elena Kagan/OPO/EOP, Christopher C. Jennings/OPO/EOP 

cc: Sarah A. Bianchi/OPO/EOP, Mary L. Smith/OPO/EOP, Laura EmmettIWHO/EOP 
Subject: Privacy Update 

You both missed another exciting privacy meeting, but don't worry Sally wants to do another one 
Tuesday. The main substantive issue to look forward to at that meeting is a discussion of where a 
possible "privac entity" or anilationall it mi ht be laced. In the past her staff has mentioned 
N C, OPC or OMB. We should talk about what the OPC position is at our Monday team leaders 
meeting. 

The meeting today consisted of the agencies (Commerce, OOJ, HHS, Treasury) discussing what 
functions they thought a privacy entity should fulfill. The agencies were intitially split over what 
functions an entity should occupy (in the previous paper Sally circulated to you all she mentioned 
five ossible activities -- representational, advisory, coordination, consum v c 0 dsman. 
) hen Sally circulated the OMB recommendation w IC I have sent around. It suggests a 
representational, advisory, and coordinating role and briefly defines what they meaD. 

There wasn't any real discussion of health privacy issues. 
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Record Type: Record 

To: Bruce N, Reed/OPO/EOP, Elena Kagan/OPO/EOP, Christopher C, Jennings/OPO/EOP 

cc: Sarah A, Bianchi/OPO/EOP, Mary L Smith/OPO/EOP, Laura Emmett/WHO/EOP 
Subject: OMB/Commerce draft Privacy entity memo 

D 
PRIVACY.3 

We've had preliminary meetings with the NEC/Commerce/Treasury/OMB/Commerce working 
group on privacy. The issues were broken down into: evaluating creation of a privacy entity in the 
federal government, creating a consumer bill of rights, specific initiatives on medical records and 
genetic privacy, internet commerce, medical records, genetic privacy, creating privacy principles, 
and E.U.-US trade issues. 

The attached is a draft memo by OMB and Commerce on evaluating creation of a governmental 
privacy entity which is being pushed by Sally. The memo will go out to career agency types for 
comment from Commerce/OMB. 

The memo lists 7 possible functions of the proposed entity and gives a recommendation. As you 
can see, the blander functions -- such as representing the US in trade matters and coordinating 
governmental policy -- are the ones the agencies have had an easier time agreeing to. Lthink it 
needs to be beefed up so that the entity is created with some explicit goal (even though it is not 
regulatory) that includes helping to ensure privacy, and we've asked Treasury to report back on 
consumer bill of right principles and their evaluation of the pending legislation in the area to see if 
they would support any of it. 
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AprilS, 1998 

MEMORANDUM FOR NEC DEPUTIES 

FROM: SALLY KATZEN 

SUBJECT: WEDNESDAY DEPUTIES MEETING 

As promised, we will be devoting this meeting ~o a discussion of privacy issues. 
Attached is a quick overview of the many different aspects of the issue, from creating a 
governmental entity with privacy as its principal portfolio to responding to the European Union 
directive on the transborder flow of information. 

The meeting will be April 8 at 1 :00 in room 180. If you have any questions or need 
more information, please call Shannon at 456-2S00. 
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THE WHITE HOUSE 

WASHINGTON 

April 7, 1998 

MEMORANDUM FOR NEC/DPC DEPUTIES 

FROM SALLY KATZEN, TOM KALIL 

RE: PRlV ACY IN THE INFORMATION AGE 

I. Wha.t's the problem? 

In recent years, Americans have become increasingly concerned about their privacy. In a 
recent Louis Harris poll, eight out often Americans surveyed agreed that "consumers have lost 
all control over how personal ioformation about them is circulated and used by companies." 
Earlier this year, a three-part, front page Washington Post series highlighted a number of 
examples ofthe growing erosion of personal privacy, including sales by state governments of 
personal information. 

Clearly, new technologies have made it easier to create, manipulate, store, transmit, and 
link digital personally identifiable information. People may disclose personal information about 
themselves as they travel, fill a prescription at the drug store, visit a Web site, call a 1-800 
number, send an e-mail, use a credit card, or purchase groceries using a discount card. 
Information about these individual transactions may be bought and sold - and companies are now 
assembling giant "data warehouses" that contain electronic dossiers on the needs, lifestyles, and 
spending habits of millions of Americans. 

Concerns about the loss of privacy are not just hypothetical: 

• Early tbis year, the Navy began discharge proceedings against a sailor (McVeigh) on the 
basis of personal ioformation he disclosed On America Online. The Navy investigator 
was able to get AOL to disclose ioformation that linked MLMcVeigh's screen name to his 
real identity. 

• The drug store CVS and Giant Food ~ently admitted that they were disclosing patient 
prescription records to a direct mail and pharmaceutical company to track customers who 
don't refill prescriptions_ 

• Beverly Dennis, a women in MassiUion, Ohio, received a 12-page letter containing an 
intimately threatening sexual fantasy from a stranger who knew her birthday, the names 
of her favorite magazines, the fact that she was divorced, and the kind of soap she used in 
the shower. The letter was written by a convicted rapist serving time in a Texas state 

I 
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prison, who had been entering infonnation fot" Metromail, a direct marketing finn with 
detailed databases on more than 90 percent of American households. Dennis' suit 
disclosed that Metronlail had 900 pieces of information on her going back to 1987, 
including not only her income, marital status, hobbies, ailments, but whether she had 
dentures, the brands of antacid tablets she had taken, and how often she had used room 
deodorizers, sleeping aids, and hemorrhoid remedies. 

Privacy concerns often have to be balanced against other competing values - such as 
prevention of crime, prosecution of criminals, cracking down on "deadbeat dads," free 
expression, and an investigatory press. For example: 

I4i 003/014 

• When information is true and obtained lawfully, the Supreme Court has repeatedly ruled 
that the state may not restrict its publication without showing a narrowly tailored and 
compelling governmental interest. 

• Although the widespread adoption of strong encryption would increase privacy, the U.S. 
has maintained export controls against unbreakable encryption because of national 
security and law enforcement concerns. 

• While the Administration believes that it is critical to protect the confidentiality of 
medical records, law enforcement often needs access to these records to solve crimes. 

• There are significant commercial advantages that flow from the collection of personally 
identifiable information. As privacy expert Fred Cate put it, "Instant credit, better 
targeted mass mailings, lower insurance rates, faster service when ordering merchandise 
by telephone, special recognition for frequent travelers, and countless other benefits come 
only at the expense of some degree of privacy." 

II. What is the current U.S. legal regime? 

The U.S. has no comprehensive privacy law. Instead, the United States has a series of 
laws that often cover a specific industry or economic sector, or a specific use of some class of 
data. Many of these laws are significantly qualified by exemptions. Current statutes cover areas 
such as: the federal government's collection of personal information; "matching" of 
computerized federal records; consumer credit reports; drivers records; interception and 
disclosure of electronic communications; video tape rentals and sales; telecommunications 
services; and educational records. There are in addition a variety of state laws that take very 
different approaches on privacy. 

Critics ofilie U.S. approach believe that it results in a "patchwork of uneven, 
inconsistent, and often irrational privacy protection ... information about a person's video rentals 
receives considerable statutory protection; information about medical condition and treatment 
does not" Defenders believe that a sectoral approach makes sense because it is difficult to 

2 
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develop a "one size fits all" policy -- given the different risks involved in the disclosure of 
personal information and the different interests that need to be balanced. 

ill. What is current Administration policy? 

Privacy principles 

I4J 0041014 

In 1995, the Administration, as part of its "National Information Tnfrastructure" initiative, 
released its "Principles for Providing and Using Personal Information." The Privacy Principles 
are designoo to apply to the collection and use of information by both government and industry, 
and draw on existing international fair information practices such as the OEen guidelines. 

The Privacy Principles call on those who gather and use personal information to 
recognize and respect the privacy interest that individuals hav!'l in personal information by (1) 
assessing the impact on privacy in deciding whether to obtain or use personal information; and. 
(2) obtaining and keeping only information that could be reasonably expected to support current 
or planned activities. Data gatherers should use the information only for those current or planned 
activities or for compatible purposes. 

Because individuals need to be able to make informed decisions about providing personal 
information, the organizations that collect infonnation should disclose: (1) why they are 
collecting the information; (2) for what purposes they expect to use the information; (3) what 
steps will be taken to protect the confidentiality, quality and integrity of information collected; 
(4) tbe consequences of providing or withholding information; and (5) any rights of redress that 
are available to individuals for wrongful or inaccurate disclosure of their information. 

In July 1997, the President released the Administration's "Framework for Global 
Electronic Commerce." The Framework stated that the "private efforts of industry working in 
cooperation with consumer groups are preferable to gove=ent regulation, but if effective 
privacy protection cannot be provided in this way, we will reevaluate this policy." The Secretary 
of Commerce must report to the President in July 1998 on tbeprogress that has been made on 
industry self-regulation to protect privacy. 

Sectoral policy 

It is not the Administration's pOSition that industry self-regulation is adequate in all 
instances. For example, on September 1997, HHS Secretary Shalala called for federal legislation 
on medical records consistent with the following principles: 

• A prohibition on the disclosure of patient-identifiable information except 
as authorized by tbe patient OT as explicitly permitted by the legislation (exceptions for 
public health, research, law enforcement, and oversight of the health care system). 

3 
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• Provide consumers with significant new rights to be informed about how their health 
information will be used and who has seen that information. 

• Punishment for those who misuse personal health information and redress for 
people who are harmed by its misuse. 

~ 005/014 

In 1996, the President signed legislation that strengthened the Fair Credit Reporting Act. 
This legislation requires banks or other entities that report information to credit reporting 
agencies to: 

• Not furnish information that it knows, or consciously avoids knowing, is inaccurate; 

• Not furnish information whose accuracy has been disputed by a consumer; 

• Promptly notify the credit reporting agency if it has provided inaccurate information and 
supply the needed corrections; 

• In the event that there is a dispute between a consumer and a credit reporting agency with 
regard to the completeness or accuracy of any information furnished by the bank or other 
entity, conduct an investigation, review information submitted by the consumer, and 
report the results of the investigation to the relevant agency and, if the furnished 
information proved to be inaccurate, any other agency that received the information. 

IV. What is the U.S.-EU dimension ofthe privacy issue'? 

The EU has adopted a Directive on Data Protection, which becomes effective in October 
1998. One provision of the Directive prohibits transfer of personal information to other countries 
that lack "adequate" protection of privacy. lithe EU were to rule that the U.S. does not provide 
"adequate protection" of privacy - it could significantly reduce the flow of data between the U.S. 
and Europe and disrupt trade and the operations of U.S. firms doing business in Europe. 

The EU Directive is different from the U.S. approach because it: 

• Covers all sectors and is extraordinarily broad; 

• Requires that anyone that is processing personal data register with national authorities 
before beginning any data processing; and 

• Requires member states to establish an independent public authority that can wield 
investigatory powers, hear complaints, order the cessation of data processing activities, 
block the transfer of data to third parties, and impose penalties. 

Some analysts believe that the EU Directive is so broad that it will make routine behavior 

4 
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illegal (e_g. a salesperson who enters names on a laptop without someone's unambiguous consent 
and leaves the country) -- and that the EU C8JI not possibly enforce the letter of the law. 

It is not yet clear whether the EU would regard a U.S. industry-led initiative to strengthen 
privacy protection as "adequate." One ofthe common EuropeWl criticisms of the U.S. approach 
of relying on self-regulation is that is "lacks teeth." 

V. What are some potential options to strengthen the privacy of Americans? 

Option A. Define what effective industry self-regulation is - promote efforts by the private 
sector to achieve effective seIC-regnlation. 

The Co=erce Department has developed a set of criteria for judging whether or not a 
self-regulatory regime is effective that it plans to publish in tbe Federal Register for comment. 
These critcria include support for the key fair information principles discussed above, and 
enforcement mechanisms, including: 

• Consumer recourse for resolution of disputes. 

• Verification that the assertions businesses make about their privacy practices are true and 
that privacy practices have been implemented as represented. 

• Consequences. For self-regulation to be effective, failure to comply with fair information 
practices should have consequences (e.g. cancellation of the right to use a certifying seal 
or logo, posting the name of the non-complier on a pUblicly available ''bad-actor'' list, 
disqualification from membership in an industry trade asSOCiation, liability for fraud). 

A coalition of U.S. businesses, lead by ffiM, proposes to create a self-regulatory umbrella 
group to promote compliance with fair information practices on the Internet that the Co=erce 
Department believes is consistent with its principles. The group intends to "preview" the 
initiative in May (at the DOC privacy event), with a commitment to begin operations in 
September, 1998. At this point, the composition of the alliance has not gelled. We understand 
that AT&T, EDS, Hewlett-Packard, and a number of other businesses are in discussion with 
ffiM. 

A longer description of the private sector initiative is attached. 

Option B. Establish a "privacy entity" within the federal government. 

One criticism of the U.S_ privacy policy is that there is no part of the government that has 
privacy as its primary mission. A privacy entity within the federal government could have a 
number of functions, including: 

5 
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• Representational: Explain and promote the U.S. government position on privacy 
policy domestically and internationally. 

I4i 007/014 

• Advisory: Provide technical assistance to privacy policy questions raised by government 
agencies and by private sector entities. 

• Coordination: Apprise appropriate government agencies of emerging privacy issues 
and ensure that these issues are addressed 

• 

• 

Regulatory/enforcement: Create and administer legally enforceable regimes of fair 
information practices including the use of some combination of inspection, registration, 
reporting, civil or criminal action, adjudication, and penalties. [Notc that this would be 
inconsistent with Administration policy to date.] 

Ombudsman: Case-by-case assistance to consumers or businesses in resolving in 
response to their particular problems or complaints. 

• Education: Provide privacy information (including model practices and "rights and 
. responsibilities") to citizens, industry, and government. 

• Consumer Advocacy: Monitor privacy policies that affect consumers and promoting 
improvements through public appearances, media presence, writing to organizations 
about whom complaints are received, and involvement in litigation. 

• Evaluation: A policy advocacy Tole (as contrasted with a consumer advocacy or 
ombudsman role) to give opinions, promote good ideas and practices, and scrutinize 
less good ODes. 

After deciding what functions the "privacy entity'" would carry out -- the Administration 
would have to decide where to put it. A meeting was held earlier this year to discuss the 
functions of a privacy entity - and a memo that is also being sent to the privacy contacts of 
agencies is attached. 

OPTION C. Pursue legislative and administrative solutions for specific sectors or types of 
data. 

[lDfonnation to be supplied.] 
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Description of "Alliance for Online Consumer Awareness" 
Department of Commerce, April 6, 1998 

I4i 008/014 

A coalition of U.S. businesses, lead by IBM, proposes to create a self-regulatory 
umbrella group to promote compliance with fair information practices on the Internet. The group 
intends to "preview" the initiative in May (at the DOC privacy event), with a commitment to begin 
operations in September, 1998. At this point, the composition of the alliance has not gelJed. We 
understand that AT&T, EDS, Hewlett-Packard, and a number of other businesses are in discussion 
withJBM. 

The alliance proposes to wolk with business, consumer groups and privacy advocates 
to create an "accountability mechanism" available to any COnsunler in connection with any online 
encoWlter. The organization would provide: 

• support for fair infomlation practices including awareness, choice, security, access 
and accuracy;' 

• business education and encouragement of companies and associations to promulgate 
and post privacy guidelines and/or policies developed on sectoral basis by individunJ 
business sectors; 

• consumer outreach and consumer education about privacy rights and how to protect 
personal privacy online; 

• resolution of "legitimate" consumer complaints; 
• verific~tion, as appropriate, of business compliance with stated privacy policies; 

• consequences for businesses that fail to adhere to stated practices (investigation and 
disclosure of noncompliance, revocatiOI1 of alliance seal, referral to consumer 
protection agencies When complaints are not resolved through private dispute 
resolution mechanisms). 

In addition to general support for fair information practices, the alliance proposes to 

In general, the alliance would enforce privacy policies developed on a sectoral 
basis. The alliance would require, however, that all policies comply with the fair information 
practices guidelines established by the OECD in 1980. The alliance believes that some 
evolutionary period will be needed, however. For example, some time may be needed to reach 
agreement on consumer access to their personal data. 

The alliance would also reqtrire members to comply with specific rules relating to 
the collection of data from children. Alliance members arc discussing appropriate rules 
governing the col1ection of data from children. We belieye that theses rules should, at a 
minimum, provide the protections outlined in FTC staff guidance on the subject. 
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focus on consumer education (to increase awareness) and on accountability. 

To promote consumer awareness and empowerment, the alliance would publish basic 
educational materials about online privacy. For example, the alliance would provide what they 
should consider before disclosing personal infonnation. the alliance would provide training on the 
use of consumer empowerment technology. It would create a digital seal (like the "Good 
Housekeeping Seal of Approval") to encourage consumers to do business with companies that 
adhere to fai, information practices. The alliance would also make information available about non­
compliance, based on verified complaints about personal data protection practices. 

To enhance business accountability fOT inappropriate use of personal data, the 
alliance would provide a hotlinelhotsite to respond to consumer inquiries about online privacy and 
suspected violation of fair information practices. The alliance would help businesses develop 
privacy pOlicies, and if a company chooses, permit a company to display an alliance seal that 
asSUTes consumers that a particular online business complies with fair information prnctices. The 
alliance would audit or otherwise assess member company compliance.2 Finally, the alliance 
would handle consumer complaints about privacy violations. 

The coalition is currently discussing a partnership with BBBOnLine, a subsidiary of 
the national Council of Better Business Bureaus. Under this model, BBBOnLine would provide a 
competitor challenge and consumer complaint resolution service, including mediation and 
arbitration using the existing BBB dispute settlement apparatus. 

The alliance is also current discussing a partnership with TRUSTe, an organization 
that provides trust marks (seals), backed by independent audits and third party verification (list 
seeding, etc.). 

The details of the alliance p,oposal are still under discussion with founding 
members. The proposal appears, however, to have the elements that we believe are necessary to 
create effective self-regulation for privacy. 

2 The use of independent audits andlor other independent assessment mechanisms 
remains controversial. Traditional financial audits are quite expensive and may not be necessary 
in all cases. While we aTe willing to consider other approaches, we believe that independent 
assessment of adherence with fair information practices is a critical element of any self­
regulatory approach to data privacy. 
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Attachment to Memorandum to Privacy Contaets 

REPRESENTATIONAL FUNCTION 

What is the Representational function? In perfonning the representational function, a federal 
entity would explain and promote the U.S. government position on privacy policy domestically 
and internationally, advancing the Administration's privacy message, and providing coherence to 
Administration testinlony and public positions. 

For what areas is there now a representational function for privacy? The Commerce 
Department bas taken the lead in representing the federal government pOSition on privacy to 
private industry and the commercial sector generally. Until it was disbanded in 1997, the Office 
of the Assistant to the President for Consumer Affairs fulfilled this role with respect to 
consumers and consumer advocacy groups. The Office of Management and Budget is 
responsible for giving Federal agencies guidance on implementation oftbe Federal Privacy Act, 
but bas only occasionally addressed public audiences. Each of these offices bas represented the 
government's position in testimony before Congress relevant to its constituent sector. A number 
of government offices represent the U.s. position on privacy before our international tr~g 
partners, including NTiAlDOC, ITAlDOC, OMB, the Office of Policy Development in the 
White House, and the State Department, although Commerce is most active in this role. 

What were tbe group's thoughts on the Representation function? Participants agreed that 
presentation of Administration views on privacy-related policy matters to industry, to members 
of the public, to Congress, and to our international trading partners should be better coordinated 
and enhanced. 

ADVISORY FUNCTION 

What is the Advisory function? The advisory role is one in which experts are available to 
respond to privacy policy questions raised by government agencies (e.g., when considering 
legislation or drafting regulations) and by private sector entities (e.g., when developing personnel 
practices or new information prodUCts). 

For what areas is there now an advisory role? The Department of Commerce is working 
with the private sector (commercial and public interest representatives) to develop effective self­
regulation for privacy protection pursuant to the President's directive of July 1, 1997. The OMB 
provides guidance to federal agencies as to how to implement their responsibilities under the 
Privacy Act, resolves disputes among agencies about data sharing in its traditionallllediating 
role, and responds to inquiries from the Congress about the Privacy Act when appropriate. In 
conducting their particular regulatory roles, other federal agencies may provide privacy policy 
advice to their constituents. For example, HHS provides information to health care providers and 
payers, and Treasury has a close relationship with the banking community . 
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What were the group's thoughts on thc Advisory function? There seemed to be agreement 
that an available body of expertise is useful, and tentative agreement that an advisory function 
might be better coordinated and enhanced. 

COORDlliATIONFUNCTION 

141 011/014 

What is the Coordination function? A federal privacy entity could apprise appropriate 
gove=ent agencies of emerging privacy issues and ensure that these issues are addressed. It 
could also ensure that the views of appropriate agencies are represented on privacy policy issues, 
both domestically and internationally. 

For what areas is there now a coordination role being carried out? OMB coordinates 
Administration positions on legislation, testimony, and reporis submitted to Congress. 
Otherwise, coordination is ad hoc and sporadic. 

What were the group's thoughts on the Coordination function? 
There was agreement that coordination is an essential fimction that should be significantly 
enhanced. 

REGULATORY~ORCEMENTFUNCTION 

What is the regulatory (unction? The regulatory function involves the creation and 
admjnj stration of legally enforceable regimes of fair information practices including the use of 
some combination of inspection, registration, reporting, civil or criminal action, adjudication, 
and penalties. 

For what secton; is there now a regulatory regime for privacy? No omnibus law regulates 
private sector use of information. However, certain kinds of information are subject to sector­
specific law. The Federal gove=ent's management of records about individuals is governed by 
the Privacy Act; the Office of Management and Budget is assigned in the law to prescribe 
guidelines and regulations and provide continuing oversight of the Act's implementation. 
Consumer credit information is substantially regulated by the Fair Credit Reporting Act with 
enforcement authority resting in the Federal Trade Commission. The banking and financial 
sector is governed in part by the Right to Financial Privacy Act, but enforcement is by private 
right of action. Student records maintained by recipients of federal funding are governed by the 
Family Educational Rights and Privacy Act (Buckley Amendment, FERP A). While the 
Department of Education does not directly regulate student records, it does advise educational 
institutions about their obligations under FERP A. The Electronic Communications Privacy Act 
as well as other wiretap statutes, governs records transmitted electronically, by telephone, 
electronic, Or wireless communication. The Federal Communication Commission has regulatory 
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Attachment to Memorandum to Privacy Contacts 

authority over private telephonic communications, and to the ~nt that these laws create 
criminal penalties, the law enforcement community is responsible for their implementation. 
There is no comprehensive national legal framework for the protection of medical records in the 
hands of private care providers, insurance companies, pharmacies, or manufacturers of devices or 
drugs, although such a framework was proposed by the Secretary ofFlllS on behalf of the 
Administration in 1997. 

What were the group's thonghts on the Regulatory function? There was general agreement 
in the group that, consistent with the President's memorandum of July 1, 1997, a sectoral 
approach continues to be appropriate, and a comprehensive regulatory role across all sectors 
would be inappropriate. 

OMBUDSMAN FUNCTION 

What is the Ombudsman Role? This role involves providing case-by-case assistance to 
consumers or businesses in resolving in response to their particular pro blems or complaints. An 
ombudsman could act on behalf of aggrieved parties whose privacy has been unfairly or 
unreasonably compromised, press individual cases, and help individuals navigate the 
bureaucracy, either directly or by referral to an appropriate party. It could advise parties on how 
to resolve their disputes, or serve as decision-maker in dispute resolution. 

For what sectors is there an Ombudsman now? With respect to federal information, HHS and 
IRS have created formal Privacy Advocates, but those offices do not have staff to handle "retail" 
requests. A few other agencies have offices that assist citizens, and occasionally citize~ seek 
help from OMB, but OMB has no investigative or enforcement authority with which to assist 
citizens directly. No single agency has authority or resources to pursue individual cases for the 
govemment, and often individuals request assistance via Members of Congress. Although 
individual companies may provide ombudsmen, in general the commercial sector does not 
provide an administrative avenue of redress for aggrieved parties. 

What were the group's thoughts on the Ombudsman function? There was general agreement 
that such a function, while commendable, would swamp the resources of any office that took it 
on in a centralized way. There was some discussion as to whether it would be appropriate for 
each agency to create its own Office of Consumer Affairs to assist its constituencies. 

CONSUMER ADVOCACY FUNCTION 

What is the Consumer Advocacy function? This role involves monitoring privacy policies that 
affect consumers and promoting improvements through public appearances, media presence, 
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writing to organizations about whom complaints are received, and iIlvolvement in litigation, 
either on behalf of groups that have been harmed or as amicus curiae. 

I4J 013/014 

Is there any Consumer Advocacy activity now? Within the Federal government, each agency 
handles its own privacy policy issues. Some agencies have created formal Privacy Advocates, 
such as at HHS and IRS, whose roles are, in part, to monitor and promote privacy policy within 
their agencies. Since the Office of Consumer Affairs was disbanded in 1997, there is no federal 
office whose mission is to advocate the interests of consumers in the private sector. Private 

. sector not"for-profit privacy advocacy organizations promote the cause of consumer privacy 
rights in the federal government, private industry, and overseas. 

What were thc group's thoughts on the Consumer Advocacy fimction? Participants 
disagreed as to whether a consumer-oriented privacy advocate ~ould be usefuL The majority 
thought it would be viewed unfavorably by the business community and therefore 
counterproductive, but a few thought it had a possibility of enhancing credibility fur good actors, 
in a manner similar to the Better Business Bureau. 

EDUCATION FUNCTION 

What is the Education function? The entity could provide privacy information (including 
model practices and ''rights and responsibilities") to citizens, industry, and govermnent. With 
respect to business, the entity could publicize new techniques and technologies to promote 
privacy as an enhanced customer service. This function would encourage consumers to leam 
about their rights in, and responsibilities for, their information. The entity could conduct or fund 
research to support this role. 

What types of prnracy education are going on now? In the federal sector each agency is 
responsible for ensuring training of agency officials who carry out the dictates of the Privacy Act 
or privacy-related statutes. The Legal Education Institute of the Department of Justice runs a 
program at least twice a year for agency attorneys and analysts on the Privacy Act in which OMB 
participates. The Congressional subconmrittees with responsibility for privacy publish a 
consumers guide to the Privacy Act, and the FTC has begun more activity in the area of private 
sector consumer issues. Since the Office of ConsUlIler Affairs was disbanded, however, little 
privacy-related education is carried out by the federal government about consumers' rights in the 
private sector. Some private sector public interest groups have initiated activities in this area. 

What were the group's thoughts on the Education function? There seemed to be no stroug 
feelings about this role-neither ol:!jection nor a sense of urgency. This is an area that may merit 
further discussion given the importance of educated consumers in creating a "market" for 
privacy. 
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EVALUATION FUNCTION 

What is the Evaluation function? This function would be a policy advocacy role (as contrasted 
with the consumer advocacy or ombudsman roles) to give opinions, promote good ideas and 
practices, and scrutinize less good ones. The function would include providing technical and 
policy assistance at the early stages of new ideas, products, technologies, or services either upon 
request from a government or private sector organization, or independently. A government 
imprimatur on the basis of this evaluation could provide an indication of industry good actors. 

Is there any Evaluation being carried out now? Where federal gove=ent programs are 
concerned, OMB has the authority to review new or revised systems of records (which are also 
published for public comment in the Federal Regisler), oversee new technology development 
and purchase, and promote best practices. However, due to limitations on O:MB's resources, it 
takes an active role only for very large or visible programs. Regulated entities, such as banks or 
consumer reporting agencies, are reviewed by their regulating entities (e.g. Treasury. FTC), but 
no federal agency comprehensively evaluates private or overseas activities across sectors. 
Industry and advocacy groups are significantly increasing their evaluative activities. 

What were the group's thoughts on the Evaluation function? The participants agreed such a 
role would be controversial and thought that it was unlikely to be productive. Although, in 
theory, issuing opinions about private sector products and services might promote good privacy 
practices in industry, such a function could easily evolve into a quasi-regulatory standards-setting 
role or be viewed as "picking winners and losers." 
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April 8, 1998 

MEMORANDUM FOR NEC DEPUTIES 

FROM: SALLY KATZEN 

SUBJECT: WEDNESDAY DEPUTIES MEETING 

As promised, we will be devoting this meeting to a discussion of privacy issues. 
Attached is a quick overview of the many different aspects of the issue, from creating a 
governmental entity with privacy as its principal portfolio to responding to the European Union 
directive on the transborder flow of information. 

The meeting will be April 8 at 1 :00 in room 180. If you have any questions or need 
more information, plea~e call Shannon at 456-2800. 
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I\'IEMORANDUM 

tl7198 

TO, Tom Kalil 

.FRoM: Becky Bun 

RE: Lcgislarlvt:lR.egulatory Approaches to Privacy 

We bclicvc that pubUc. concern with respect to privacy is fOl;lll!ed on three a=IS: 

medicill infoJtll8.tion, fiDancial infonnation, and "profiling" OJ'Mdaramining" - the practice of 
creating detailed t>lectr<>nic do&Si~ by bringillg together an amlY of facts from $cattered database 
soutCCs. 

At your request.. I have ~ .. wcd privacy rela1£d legislative proposats introduced in the 
I osm Congress. In addition, the Department ofCommc:rcc bas ~ J'CIcommendations 
regarding regulatory EII1d!or ext.eutive steps thllt c~uld be unc:lanakml to enhance privacy 
1'lotel:UotL 

LBGlSLATIVE APPROACHES 

LegislatiVe proposals flr.U into one of several broad categories: 1) medical records. 2) 
genetic privacy and non-discriminDtion, 3) use of $ociill security numbers by cove:mment 1Ulc:l 
businC:5s, 4) information rel..m.g to c:hil.u.=o, and 5) onlin", privacy. Many of the proposals 
add",,,,, irnportall1 i&8tles. For the molit part. bowover, the leeislative proposals ba.ve been 
introdw;ed in reaction to II particular high-profile privacy hOlTtlr story. They tend to be rea.:tivc. 
and "ot particularly well though out. All a nosuIt, th .. Admhristraticm would want to seek at least 
SOlDe modification of any of the proposalj; prior to =dorsins tAern. 

This memo does not address privagy propoAls Tehrted to B!ICI'yptiOD policy. 

The Clinton Admiztistratiaa. has called for Jegislatieu to protect the privac:y ",f medi..al 
records, BUd may want to cnfotcC this position by wppocing spcc=iUI: legislation. 

S=natars LeahY and Kennedy introduced S.1361!. the Medical Information Privacy and 
Sccu:ity Act, in N"ovembCT. This is a genenl medical privacy bill. and is viewed positively by 
the advocacy corntnunlty. The but outlines cenain individual rights to mcciica1 records, including 
al:"ess rights. S 13158 teqUires speeificd parties tel cstabliah safcSuatds to ensure the 
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confidentiality, securit)';-accuracy and in!l:grity ofprotel::ted health infarmation bas<:d on model 
safesuard guidelines. TheJ legialation would prohibit th£ uuauthariz..d rcleas" of protected 
medical record!i except under limited CircUlll5tiUJt:ClS, 'I'h" bill would aho elrtabJish an Office of 
Health Tnfonnation Privacy at HIlS to jpYIIstigate CQTJlpJa3nt$ and "onQue( awlits_ This 
legislation generally thllows the HHS recotlllDCl1datiolJB. but provides more limited law 
enforcement access (requires cow1 order). The research eorrununity has cOllcems abour some 
aspects of tbis bill, but the sponsors have indicated flexioility in this area, 

Seaator Jeffords has also introduced medical records legislation. which is viewed with 
less enThlJ.5iasni in The a<tvoc: .. cy community but may b" more =ptabJe to the pharmaceutical 
industry. This is designed to be much less onerous than the HHS recommen4alJons. Senator 
BOKer has introdw:ed S_ 1499, the HlIlllth Insurance Consumc:r"s am of Rights Act of 1997, 
dcsisned to enhance medical records pnvaey in the lIIanaged care incburtry_ Tn tho. House, Rep_ 
Condit introduced HR 52. the Fair Health Information Practices Act, to establish a code affair 
information practices for health infonnation_ 

nenene TnfQUDption 

I4i 003/006 

Several bills have bellJ1 introduced to limit disclosure of and prohibit discrimination on 
the basis of l!lt:netiL: info:rmation.. See HR 306 (Slaughter). Mil 341 (Steanles), HR 181 S 
(McDermott). HR. 2216 (Kennedy), I-lR 2275 (Lowery). J-m. 3442 (Smith), S 89 (Snowc). and S 
422 (Domenici). The AdministnJ.tion may also:want to corudaer I"gislative propasals to limit til .. 
secondary using of biometric information. LcgilSlation to p~ biometric intwmation is undeT 
consideration· in CEllifomia, but has not yet been inttodUeed in CoDSRps. 

Social SeeuriJ;y Numbers 

Tho AciministratiOIl may WIlDt to unckrtake. stuciy of or conmdo:t s!lppcrtiDg legi51 ... tion 
that would limit me non-I:0vcmunental use of social security lmmber.; for identification purpgse.~_ 

HIt. 12.81, introdu.c:cd by Rep_ .Pranks. would prohibit illtetaCtive c:mnputer serviMS fion1 
dUclosing !Ioci"l security munbc:ts without thco holdo:r's ""n5eJlt. Itep, Kemeny's proposel, HR 
1331, requires tlu: COmnllssianar of Social Security to create an cxp=ts panco) to advise the 
Social Security Administration on bow to c:J:I:IUle the confldqriality IIfld integrity of SSA ",cords 
made ava.ilablc to the pul;llic:. Other prc>pDsa1s inelude BRI813 (Kleczka), HR l404 (l"ilncr), HR 
2581 (Campbell, T.) Rep_ 1(.!I!ljorski's bill, RR 1330, would Pf"'bibit federal employees from 
making SOQjal security inf'onnatioll. a'VBilable through the lDtemst, and would .. ortablish a 
commission to invc:stig .. t .. th" p<Otection and privacy afforded to c..nain govemmeni regords. 

S ..... ator Feinstein hAB introduced S 600 (companion bill to HR 1813, Klec~a) to prohibit 
the co=cial a<:quisiti.ol1 or distribution of 1m individual.' s socialllccunty numbc:r as well u its 
Q.~e 3!' a personal idcontificatian number without the individual's wrl= consc:nt_ Tho: Act would 
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also require that State DMV use of soeial security numb= be consistent with the uses authorized 
by the Social Sc:curity Act, the Privacy Act, lind any othel' stalutc:l~ oxpliciTly a\Uhorizlng their use. 
The Bill would prohibit the usc of social sccurity nwnbers by JnIll'kcting companies. The 
business community alroeady uses !local se..urity numbers extensively, So this legislation is quite 
controversial. 

Children 

Bob Franks has introduced HR 1972, which prohibiTS list brokers from selling or 
purchasing information about children without written parental cons=t. Senator Feinstein 
introdu""d the Llompanion bill in the Senate (S 504). The billlilso prohibits the U.~IO of prison 
inmate labor for data prowcsOling personal infoEJDlltion about chileken, 

.Qp.line Privacy 

A number of legislative proposals Bddnoss online privlllOY ill seneral. 

HR 2368 (Tauzin). th .. Data Privacy Act, provides for the establi~hment of a computer 
interactive ~ervices industry 'Working group to establish voluntary guidelines relating to !Sala 
collection and sPllmming. The bill pl'Ohibits display of sociel security numbers online, and limits 
the matkctting of ccttaia. government information obbQ.ncd olllUle without the data subjo:ct' ~ 
consent. 

HIt 98 (Vc:nlO), thc Consumer Inlo:mcot PriV8I:Y Protection Act, p%Obib;a: comPuter 
services from disclosing pelllOM\ly identifiable information about a subscriber without the: 
subscriber's prior informed wriuan consent. The proposal authorizes the FTC to investigate 
violations as well "-S providing iIX1 individual c:ausc of action for subso::ribcts aggri~"ed by 
probibilCd disclol!W'os. 

HR- 1964 (Markoy), the Corom.unioations PriVIIQY and Consumer Bmpowen-ne.nt Act, 
requires the: FTC to investisate whdher coJlSlUlllItS have adtlqllatc notice aboul information 
being collectocd from m..m and a lIleBDS to exercise control over SDCl StoJl unauthorizeci US" of 
:rucb information. The FTC is further called up to propoSCl o::bange. in FTc regulations anc\lo, 
r .. commend leilisllllion to corn=t defecb ill privacy rights end remedies. The bill also dirl!lcts the 
FCC to undfl:Itake iii siMilar proceeding. The legislation <toes, howl!Ver, prohil;rit the government 
from restricting th .. ,al .. .:If strong encryption, 

REGULATORYIEXECunVE APPROACHES 

The intbnnation wed to creare a gala profile has been available for Ift.any YI!lars. Only in 
recent years, has it become technologically and economic:ally lea..ible to combine information 
from DlIUlY dlltabsscs, IU a reBIIlt. markctcu can ac:c;~s detailed infonnlllion .. bout an 
individual's personal needs, lifeiiltyle and spending habil5. Sec:ause networ~ communication 
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technology facilitates datarniDing and. seamlessly creates !l'IIJlSactionai records, privacy concerns 
often surface in connection with the Inlemet. W., should keep in mind, howeve., that existing 
statutory protections md regUlato!)' obligations ~y apply tn personally identifiable 
infonnati.on on the Interne!. 

Keeping in mind that the internet is often simply" conduit. !hI: narurc: oithe medium 
makes legislative aO)lltion& less likely to provide real prlvaay be1Idits. Gh'en this situation, th" 
President challenged the private sector to develop and implc:mcnt effective self regulation for 
privacy, inclUding codes of conduct, mdustry developed rules, and technological slliutions to 
protect privacy OD the Internet. Industry ia begiiming to take up this etuulonge (see memo on 
"Allianee" proposal). 

Nonethelc:ss. the govo:mmc:nt could act to enhance privacy in a networked environment. 
especially With respect to =acallll abOUt 'lJrofilinS:' 

An ennrmrn.vt um"UI'll of irifarmu.lion used to creUie individlk.lJ .profile.· ctJme.~ from 
"public" datu "uurces. The CJinIml Adminilitratian could address CODcem about publi'" 
information on 11 QllDlbc:r of levcls. 

Elm. the Administration could isSllCl an .me:eutivc order or executive memorandum that 
""s""". lUll compliance with thc Privacy A .. t. OMB could praviclc gui~ for fedttal ag=ci.". 
on appropriate use nfthe <'rcIuWle use" exemption. In addino.., States r=eivc infannation from 
the federal government (for lllIltcbil!g purposes to Identify, far elt8JDple. child support cb.c:l!!s) 
pllI'SUBllt to MOUs in which the StallOS promise {q mainlaln confidentiality. Th", Aaministratian 
could dlrect agellc;jes t~l conduct audits and investigate alle,atiOl'lIl that some StatCli don't abide 
by this rcquir=ncnt. 

Second. the Administration =1aId illvcstigaie Stat .. compliance with statutell1ike the 
Driver' 9 privacy Protc:ctian Act of 1994. under whkh Slates mUSt afford motor vehicle: 
registnmts The opportuDity tn ",haose nat ta make their dB!ll pub1icalIy available. 

IbiD;\, the Adtninistretion cpuld I1I1dertaIce a re-evaluatiQn I)fth .. appropriate usc of 
''public'' information in general. Docs the gov ..... ment"oed all ofth" in.formation it collects and 
disclo5lls, or should the Administration begin an initiative to tedut;e da13 "ollemon (and theteby 
disclosure) and urge States to follow the same "-Curse? Shauld some types ofp1JbJic informatian 
be made ~vaililbl" anI)' in papel' C"",,, (and nat in searchable databases)? Can/shOUld the 
government prohibit the usc of govl:t!mI"I1t databases (or Qa.tabascs ",ompiled irom publie 
reco!1b) for profiliuS p\IXP(l$eS~ (Note, bowever, that this will raiiiJ: significant open 
gover.nmco.ntIFirst Amoondmel1t issues.) 

F Qurlb, th .. Aciministrllticln could undertake .. sbldy of non-governmental Use of social 
~"cUIity nwnbcrs far idmtific: ... ri.on purpc~e~ .. lonking tDWIIJ'd sorne sort of enhanced prohibition 
on their use. 
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Eifih, the Administration could consider proposing Icgialativc Dr regulatory restrictions on 
"profiling" businesses (and profiling activities by other typ"s Df businesses) similar to the Fair 
Credit Reporting Act that would give eonsumers choice.. or infonnalion at a minimum, about us .. 
of their personal data for this purpose. 

s 

~uuo 



I Food Labeling 

82/10% support/oppose requiring all fruits and vegetable to be labeled to tell you if they 
come from within the United States or if they are imported. 

82% support (24 somewhat + 58 strongly) 
10% oppose (6 somewhat + 4 strongly) 

I Privacy 

This is an issue for the introduction of new legislation/executive orders. 

Technology is decreasing the amount of privacy individuals have in their daily 
lives. 

81/16 agree/disagree. 

75% think the federal government should do more to protect individual's privacy (22% 
no) . 

.the,followin ",afesome:,;j'oosal!feoleihave?"~"';; :'Strori1'·; ,Su"'oi'iti' 

i;'3jJlt~~gfi~f.i~1~f&~~~[~!~!i~, 
Requiring your prior permission before anyone can 87 96/4 
release your personal medical records. 
Requiring your prior permission before anyone can 86 9217 
release your personal financial records. 
Prohibit internet services from disclosing an 83 90/9 
individual's Social Security Number without the 
individual's prior, written consent 
Prohibit commercial acquisition of an individual's 77 85/14 
Social Security number and prohibit the use of Social 
Security numbers by marketing companies 
Increase penalties for illegally intercepting cellular 75 87/11 
telephone conversations . 
Ask all intemet companies to establish guidelines for 71 87/11 
the distribution of personal information such as health 
and medical information. 
Require the Federal Trade Commission to determine 69 83/14 
all methods by which consumers can learn what 
information about them is being collected, used and 
sold. 
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Privacy Protection in the Digital Age 

There are four widely accepted principles for privacy protection based on OECD guidelines 
which we are seeking to put in place. 

I. A person should be notified that information is being collected about them and 
what is intended to be done with any information that is collected. 

2. The person should have the choice as to whether their information is collected and 
how it is used. 

3. The person should have access to the information and an ability to check it for 
accuracy. 

4. There should be adequate enforcement of these privacy protections and redress for 
consumers who believe their privacy has been violated. 

There are certain areas such as credit and medical records where a legislative approach may be 
the best way to implement these principles; however, for electronic commerce in general, a 
legislative approach would be very difficult to enforce. Tens of thousands of web sites form 
every week on the Internet. No Government agency could possibly monitor them all for 
compliance with legislation, and consumers would often not know whether their privacy was 
being violated or not. 

Instead, we favor a system with the following components: 

I. An industry consortium with participation from consumer groups would recognize industry 
established sectoral codes of conduct which stipulate procedures for notice, choice, enforcement, 
redress and verification. Companies who sign up to these codes would join the consortium and 
can display a seal on their website. 

2. The consortium sets up an independent secretariat with consumer group participation which 
conducts audits of websites displaying the seal to ensure that they are conforming to the code. 
They also handle consumer complaints. They can enforce the code by removing the right to 
display the seal from those who violate the policy, publishing the names of violators, imposing 
fines or if necessary referring for prosecution under existing anti-fraud or other laws those who 
violate the policy. 

3. The Government, industry, and consumer groups can run education campaigns for consumers 
making clear that they are free to go wherever they wish on the internet, but that if they visit or 
buy from a site which does not have one of the privacy seals, their privacy may not be protected. 
This empowers the consumer by creating safe zones on the internet for privacy and giving them 
the tools to protect their own privacy. 



4. New websites will have a market motivation to seek out a seal from a code of conduct 
organization because otherwise they will be limiting their market since many people will not visit 
or shop at sites without a seal. 

5. The code of conduct organizations can operate internationally through cooperative agreements 
among private organizations so that consumers are protected globally. 

6. This system allows decentralized enforcement in a non bureaucratic, flexible way and creates 
market mechanisms to encourage participation. 

Today, there are pieces of this in place through groups like the Direct Marketing Association, 
Trust - e and others. There is now an effort underway to put together a code of conduct 
consortium of major players who make up a significant percentage of the traffic now on the 
Internet. If this comes together, there will be the nucleus around which to build an effective 
industry self regulation system. The consortium which is led by mM is committing to have 
something in place by mid May and to implement in reasonably rapid stages after that. 

In preparation for the NEe meeting in early April, we will describe this activity, discuss who is 
behind it, and give our assessments of its chances for success. 
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DRAFT EXECUTIVE ORDER 

Introduction 

As the largest collector and user of information on 
individuals, the Federal government has an obligation to set the 
standard for personal privacy, that is, the protection and 
equitable management of personal information. The Principles for 
Providing and Using Personal Information issued by the 
Information Infrastructure Task Force are a critical step in 
ensuring that our National Information Infrastructure and, 
indeed, the Global Information Infrastructure are transparent to 
all users and do not present a threat to personal privacy. 

Moreover, . the rapid growth of the service and information 
sectors of our economy, coupled with the ever-increasing capacity 
and versatility of telecommunications and data storage and 
management technology, has moved personal privacy to the 
forefront of consumer concerns. The Federal Privacy Principles 
propose a set of fundamental standards for maintaining personal 
privacy in the modern marketplace. The Principles may be 
summarized as follows: 

I. Notice -- explain in understandable language why information 
is being collected, what will be done with it, and who will 
have access to it; 

II. Choice -- ask only for information pertinent to the 
transaction at hand and do not use or sell it for other 
purposes without permission; 

III. Access -- allow individuals to see information held on them 
on request; and, 

IV. Integrity.-- assure that personal information is secure from 
unauthorized access and provide a reasonably convenient and 
uncomplicated way to correct.errors and/or include 
explanations. 
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covers. 1 am instructing the Office of Management and BUdget to 
prepare, in conjunction with the the Chairperson of the Consumer 
Affairs and Privacy Council established under this Executive 
Order, a circular to all Federal agencies directing them to 
modify their information management systems to incorporate these 
Principles and to ensure that legislative proposals submitted to 
Congress by the Executive Branch embody these basic tenets. 1 
encourage state and local governments officials and business 
leaders to develop and implement information management systems 
that recognize the rights and responsibilities set forth in the 
Federal Privacy Principles. 

To oversee adoption and implementation of these Principles, 
.1 am adding consumer privacy policy to the oversight functions of 
the Consumer Affairs Council which is retitled the Consumer 
Affairs and Privacy Council and adding consumer privacy policy to 
the duties and reponsibilities the u.s. Office of Consumer 
Affairs. 

1-1. Establishment of the Consumer Affairs and Privacy council. 

1-101. The Consumer Affairs Council established by EO 12160 is 
hereby reestablished as the Consumer Affairs and Privacy Council 
(hereinafter referred to as the "Council-). 

1-102. The Council shall consist of representatives of the 
following agencies, and such other officers or employees of the 
United states as the President may designate as members: 

(a) Department of Agriculture 
(b) Department of Commerce 
(c) Department of Defense 
(d) Department of Education 
(e) Department of Energy 
(f) Department of Health and human Services 
(g) Department of Housing and Urban Development 
(h) Department of the Interior 
(i) Department of Justice 
(j) Department of Labor 
(k) Department of state .. 
(1) Department. of Transportation , 
00 ," 



(w) Small Business Administration 
(x) social Security Administration 
(y) Tennessee Valley Authority 

1-103. The following independent agencies are invited to 
participate: 

(a) civil Rights commission 
(b) Commodity Futures Trading Commission 
(c) Consumer Product Safety Commission 
(d) Federal Communications commission 
(e) Federal Deposit Insurance Corporation 
(f) Federal Emergency Management Agency 
(g) Federal Maritime commission 
(h) Federal Reserve System 
(i) Federal Trade Commission 
(j) International Trade Commission 
(k) Merit Systems Protection Board 
(1) National Commission on Libraries and Information Science 
(m) National Council on Disability 
(n) National Credit Union Administration 
(0) Nuclear Regulatory Commission 
(p) Postal Rate Commission 
(q) Securities and Exchange commission 
(r) u.s. Postal Service 

1-2. Functions of the Council. 

1-201. The Council shall provide leadership and coordination to 
insure that that agency consumer and privacy policies and 
programs are implemented effectively; and shall strive to 
maximize effort, promote efficiency, consistency and interagency 
cooperation in these areas. 

1-202. The councii shall: 

3 

a. Serve as a forum in which members of the Council may 
present, evaluate, or review, information and 
recommendations concerning ongoing or prospective consumer 
'and privacy issues generally, and the implementation of 
,national consumer policies such as, the Privacy Principles in 

.", -.,;kparticular " , . . 
,'-- '. 

.~ "' .. 



d. Perform such other duties as are assigned by the President 
or his authorized designee, the Chairperson of the Council. 
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1-203. The Council is authorized to establish interagency working 
groups to perform such tasks as may be directed by the Council. 

1-204. The Council may consult with other parties to perform its 
responsibilities under this order, and, at the discretion of the 
Council, such other parties may participate in Council working 
groups. 

1-3. Designation and Functions of the chairperson. 

1-301. The Director of the u.s. Office of Consumer Affairs shall 
serve as chairperson of the Council (hereinafter referred to as 
the Chairperson). 

1-302. The Chairperson shall be the presiding officer of the 
Council and shall determine the times when the Council shall 
convene. 

1-303. The Chairperson shall establish such policies, 
definitions, procedures and standards to govern the 
implementation, interpretation, and application of this Order, 
and generally perform such functions and take such steps as are 
necessary or appropriate to carry out the provisions of this 
Order. 

1-304. The Chairperson, with the assistance and advice of the 
Council, shall monitor the implementation by agencies and 
departments of consumer programs mandated by law, and Federal 
consumer policies, including the Federal Privacy Principles. 

1-305. The Chairperson shall: 

a. Advocate on behalf of consumers regarding the Federal 
qovernment's consumer and privacy policies; 

b. Develop a plan and procedures for adopting and implementing 
the Federal Privacy Principles in all :executive agencies; 

agencieS,i'in'~identiiy~qiand 
the . 

,','-',- plans programs;' and,' ,,', 
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f. Coordinate united states consumer and privacy policy with 
international organizations and foreign governments. 

5 

1-306. The Chairperson shall, promptly after the close of the 
calendar year, submit to the President a full report on 
government-wide progress under this Order during that calendar 
year. In addition, the Chairperson shall evaluate, from time to 
time, the consumer and/or privacy programs of particular agencies 
and shall report to the President as appropriate. Such 
evaluations shall be informed by appropriate consultations with 
interested parties. 

1-4. Administrative Provisions 

1-401. The Chairperson shall utilize the assistance of the United 
states office of Consumer Affairs in fulfilling the 
responsibilities assigned to the Chairperson under this Order~ 

1-402. To the extent permitted by law and subject to the 
availability of appropriations, the Office of Management and 
Budget, acting by and through the Chairperson, shall provide the 
Council such additional administrative services, funds, 
facilities, staff and other support services as may be necessary 
for the performance of its functions under this Order. 

1-403. Each executive agency and department, to the extent 
permitted by law and subject to the availability of 
appropriations, shall cooperate with and provide such support as 
may be necessary to enable the Council and the Chairperson to 
perform their duties and responsibilities under this Order. 

1-404. The Chairperson may invite representatives of non-Federal 
government agencies and business and consumer organizations to 
participate from time to time with the Council. 

1-5. Appointment of Chief Consumer Affairs and Privacy Officers. 

1-501. The head of each executive agency and department shall by 
90 days from date of this Executive Order appoint a Chief 
Consumer Affairs and Privacy ·Officer. and shall make available 
sufficient resources .' to enable . the Chief' Consumer Affairs and;' 
Privacy Officer .. and;the7agency department to 

. consumer 'r.esJPonsil:ilil.it:i~~s 
:mandilted.by .. '!aw.and agency;or> .,,' ., .... ,. 

department .', SPlt''''.l.c.u;,.l.(l,ns of,the Federal Privacy Principles' under 
the direction of the Chairperson. 



1-503. Chief Consumer Affairs and Privacy Officers may appoint 
such Deputy Privacy Officers as they deem appropriate to carry 
out these responsibilities. 

1-5. Definitions. 

1-501. "Consumer" means any individual who uses, purchases, 
acquires, attempts to purchase or acquire, or is offered or 
furnished any real or personal property, tangible or intangible 
goods, services, or credit for personal, family or household 
purposes. 

1-502. "Agency or "agencies" means any department or agency in 
the executive branch of the Federal government, except that the 
terms shall not include independent regulatory agencies or 
independent councils and commissions except as noted in 
sUbsection 1-103. 
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1-503. "Federal privacy Principles" or "Principles" means the 
Principles for Providing and Using Personal Information issued by 
the Information Infrastructure Task Force on October 23, 1995. IB 
I{€t@ten'g@ . 

1-6. Judicial Review. 

1-601. This order is intended only to improve the internal 
management of the Federal government and is not intended, and 
should not be construed, to create any right or benefit, 
substantive or procedural, enforceable at law by a party against 
the United states, its agencies, its officers, or its employees. 

~~-/. ,. -~ . 
. '~ .. ,"" 
:.:- . ~. 

WILLIAM J. CLINTON 
THE WHITE HOUSE, 

,1997 

.. ~ -;.- .. ," 
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ATTACHMENT 

GENERAL PRIVACY PROTECTION PRINCIPLES 

The U.S. Office of Consumer Affairs advocates five general privacy protection principles 
that apply across all industries. They are as follows: 

1. Tell consumers, in language they can understatid, when and why certain 
information is being collected, what's going to be done with it, and who will 
have access to it. Tell them how you plan to protect their privacy, and ask for 
their feedback on your policy. 

2. Collect only that information which is germane to the transaction at hand. 
And do not allow the information to be used or sold for other incompatible 
purposes without the individual's knowledge. 

3. Provide consumers a copy of their files upon request, and make it easy for 
them to correct errors and include statements of explanation. 

4. Allow consumers to opt in to direct marketing or other uses they feel are 
appropriate for the information they are providing. 

5. Make a concerted effort to educate consumers generally about how information 
about them is gathered, analyzed, grouped into lists and rented or sold, or 
otherwise used. . 



! 
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Memorandum 

Summary: Many federal agencies are working on privacy protection options (Le. OMB, HHS, 
IRS and SSA etc.) Recent media accounts and many surveys highlight the public's interest in 
privacy issues related to government and private industry. especially as it relates to the Internet 
and electronic commerce. What is lacking in these efforts and interests is a context. a standard by 
which to measure progress. The Privacy Principles provide such a standard. Although currently 
voluntary, the Principles have been acknowledged by both gov.ernment and industry leaders as a 
fair approach to the issue of protection of personal information. 

Background: In his 1992 campaign material and in the recent commencement speech at Morgan 
State UniversitY the President highlighted the importance of protecting personal privacy in an 
electronic age. While there are technological tools being developed that will help enable 
individuals to protect their privacy. technology cannot be viewed as a panacea. There are cultural, 
political. and ethical questions surrounding the use and potential abuse of technology that the 
Administration inust take into account as it develops its policies. The most recent example of 
resistance from the public concerning privacy and information technology is the Socia! Security 
Administration'S experience with the introduction of its Personal Earnings and Benefits Statement 
(PEBES) on-line access. It was withdrawn in forty-eight hours after its unveiling because of 
public and congressional apprehension over privacy. 

There is also the low tech issue of how the federal government treats individual records. This 
concern was recently highlighted by the disclosures of IRS employees "surfing" through individual 
tax records for"curiosity or entertainment value. Public trust in the government's ability to secure 
personal infomiation has hit an aU time low. 

This sanie "trust" issue has loomed large in the industry dialogue concerning electronic commerce. 
As more than one survey released during the FTC's meetings in early June noted. privacy policies 
of many Internet sites are nonexistent or difficult to locate. Businesses and the public alike said 
that the very success of the Internet as a marketplace would depend on consumer confidence in 
the handling of personal information. 

Recommendation: The President should sign an Executive Order directing all federal agencies to 
incorporate the Privacy Principles jn their information management and procurement practices. 
He should also name a privacy advocate office for the federal government. This office would act 
as the public's privacy ombudsman to government agencies. The OMB Privacy Options Paper 
suggested USOCA could serve this function. The Executive Order should also ask Congress to 
develop legislation that would encourage the private sector and state and local governments to 
adopt the Principles and to state the President's willingness to work with the international 
community on pnvacy as it applies to electronic commerce in a global marketplace. 
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SUMMARY 

MEMORANDUM 

BRUCE REED, ELENA KAGAN 

TOM FREEDMAN 
MARY SMITH 
JULIE MlKUTA 

INFORMATION PRN ACY 

JULy 14, 1997 

CCM\'1A1N\tA ~~ - -e./~~ h 
l' .-il/tlLy 

This memo summarizes a survey, reports and legislation concerning information privacy. Included 
are the five general privacy principles advocated by the Office of Consumer Affairs. Attached is a 
list of pending privacy bills, and an overview of federal laws regulating information protection. 

L CONSUMER PRN ACY SURVEY 

A 1996 Survey (The Equifax/Harris Consumer Privacy Survey) of 1,005 adults found: 
• 65% of respondents consider consumer privacy protection "very important" (up from 61% in 

1990); 
• 80% believe that consumers have lost "all control" over how personal information about them 

is circulated and used by companies (up from 71% in 1990); 
• 67% prefer the present system of privacy protection; 28% say a federal government Privacy 

Commission would be best to protect the confidentiality of consumer information in the US; 
• 62% (51% ofInternet users, and 64% of non-Internet users) agreed "strongly" or 

"somewhat" that the government needs to be able to scan Internet messages and user 
communications in order to prevent fraud and other crimes; 

• 64% of the public (71% of Internet users) disagree that service providers should be able to 
track the places users go on the Internet in order to send users targeted marketing offers; 

• 24% say they have personally experienced a privacy invasion (25% in 1995 and 1978). 

Both the 1995 and 1994 polls indicated that Americans are more concerned about privacy 
intrusions by government than by businesses. 

II. TASK FORCE REPORTS UNDER THIS ADMINISTRATION 

Since 1995, three reports have been written by task forces investigating privacy protection policy. 
The earliest two came from the OMB. The first developed "Privacy Principles" for information 
users and individuals who supply information. The second gives an overview of information 
protection policy and recommendations to improve it. The third, released on July 1, and written 
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by a task force led by Ira Magaziner, focuses on establishing a market-oriented approach to global 
electronic commerce. A Presidential directive to executive and agency heads requires the 
Secretary of Commerce and Director of the OMB to work with industry to develop privacy 
protection code based on the Privacy Principles. 

Report of Task Force led by Ira Magaziner, '~Framework for Global Electronic Commerce" 
{7IJ/97J 
This report outlines a strategy to ensure a market-oriented approach toward commerce on the 
Internet. It limits the role of government to: establishing consumer and copyright protections; 
developing a "predictable legal environment" for electronic commerce; and negotiating 
international agreements on tariffs on electronic commerce. (On this last point, the report opposes 
any taxes! tariffs one-commerce.) The Vice President will oversee the implementation of these 
actions. 

A list of directives to executive department and agency heads accompanied the release of the 
report. It included: 

I. The Secretary of Commerce and the Director of the OMB will encourage private industry and 
privacy advocacy groups to develop and adopt effective rules to protect privacy on the 
Internet. These rules will be consistent with the Privacy Principles. 

2. The Secretary of Commerce will encourage private industry to develop and adopt a filtering 
device that will enable Internet users to screen content not suitable for .children. 

3. All agencies and departments will promote efforts to make the Internet secure for e­
commerce. 

OMB Paper: Privacy Options [4128/97J 
This paper was written by the Privacy Working Group for the Information Policy Committee of 
the National Information Infrastructure Task Force. The Administrator of the Office of 
Information and Regulatory Affairs of the OMB chairs the Committee. The report first describes 
the status of electronic data protection and the Privacy Principles. It provides an overview to 
federal legislation concerning information privacy, and offers options on how to improve privacy 
protection. 

Recommendations for improving data protection policies . 
The report reconimimds these strategies to improve privacy protection: 

1. The government could formally adopt the Privacy Principles. The OMB might direct all 
federal agencies to incorporate the Principles in their information management and 
procurement practices. Congress might adopt the Privacy Principles as part of omnibus 
privacy legislation . 
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2. The government could ensure that government data collection remains consistent with the 
Privacy Principles in the face of changing technology. The OMB's Office ofInformation and 
Regulatory Affairs has statutory responsibility with respect to the privacy legislation and could 
review these statutes in light of the Privacy Principles as a model for audits in the private 
sector. Recently, the HHS and IRS have established Privacy Advocates; this practice could be 
expanded to all agencies. 

3. The government could playa larger role in consumer and business education. Agencies could 
act as "bully pulpits" to raise consumer and business awareness of this issue. 

4. Government could enhance self-regulation by exploring U.S. competition law that is blamed 
for enforcement deficiencies with industry. 

5. A federal entity with regulatory authority could be created that would drive the development 
of Federal data privacy policy, or oversee the various initiatives now underway. 

6. A federal body without regulatory authority could be created that would: coordinate privacy 
policy; represent the President's views both domestically and internationally; advocate the use 
offair information practices by governments and the private sector; play an advisory role in 
the public andlor private sector; educate consumers and businesses about privacy; involve 
itself in the litigation of certain cases where a citizen's or group's privacy has been unfairly 
invaded. The faxed Memorandum states that the Privacy Options Paper suggested the OCA 
could serve this function; this does not appear to be the case. 

7. A non-governmental or advisory body could be created that would perform an advisory 
function in the public andl or private sector. 

The Privacy Principles 
The same Privacy Working Group that wrote "Privacy Options" issued a set of Privacy Principles 
in June 1995. These are referred to in both reports described above. They are divided into three 
groups: 

1. General Principles: Personal information should be acquired, disclosed and used only in ways 
that respect an individual's privacy. It should not be altered or destroyed, and should be 
accurate and relevant for the purpose for which it is provided and used. 

2. Principles for Users of Information: Information users should assess the impact on privacy in 
deciding whether or not to acquire, disclose or use personal information. They should inform 
individuals about whom the information is being collected about why they are collecting the 
data, what it will be used for, how it will be handled; the consequences of providing or 
withholding information; and any rights of redress. 
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3. Principles for Individuals who Provide Personal Information: Individuals should be have a 
means to: remain anonymous when appropriate; obtain and correct their personal information; 
and use appropriate controls such as encryption, to protect the confidentiality and integrity of 
communications and transactions. (The section below on encryption and law enforcement 
gives information about the debate over encryption devices.) Individuals should also have an 
appropriate means of redress if harmed by improper disclosure or use of information. 

DI. THE OFFICE OF CONSUMER AFFAIRS' PRIVACY PROTECTION 
PRINCIPLES 

These are the 5 general privacy protection principles advocated by the OCA: 

1. Tell consumers, in easily understood language, when and why certain information is being 
collected, what's going to be done with it, and who will have access to it. Tell them how you 
plan to protect their privacy, and ask for feedback. 

2. Collect only information applicable to the transaction at hand. Do not allow the information to 
be used or sold for other incompatible purposes without the individual's knowledge. 

3. Provide consumers a copy of their files upon request, and make it easy for them to correct 
errors and use statements of explanation. 

4. Allow consumers to opt into direct marketing or other uses they feel are appropriate for the 
information they are providing. 

5. Make a concerted effort to educate consumers generally about how information about them is 
gathered, analyzed, grouped into lists and rented or sold, or otherwise used. 

IV. THE EUROPEAN COMMISSION 

Last week, government officials (including Secretary Daley and Ira Magaziner) visited Bonn, 
Brussels and Asia to discuss the future of electronic commerce. Some European governments 
want to make Internet service providers liable for the information carried on their networks. The 
US approach is to let the private sector develop products that will ensure that personal 
information carried over networks cannot be read or tampered with. [Reuters, 717/97] 

The European Union Data Protection Directive takes effect in the fall of 1998. It is unclear how 
the directive will be enforced. Under the Directive, personal data must be collected for specified 
and legitimate reasons and not misused. [privacy Options Paper, p. 5] 
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THURSDAY. JUNE. 12. 1997 

Personal Files Via Computer 
Offer Money and Pose Threat 

/,.-- By NINA BERN,STEIN" 
. It was put mtdntght when B~rly 
Deru\.ts came home. weary from her 
second-shUt factory Job, and found a 
letter with a Texas postmark among 
the bllls and cJrculars In the- day's 
mail As she read It Iri her small 
house In MassUlan, Ohio. alone In the 
dark stare of the sliding glass doors, 
ber curiosity turned to tear. 

The Jetter was from a stranger 
who seemed to know all about her. 
from her birthday to the names of 
her favorite magazines. from the 
fact that she was divorced to the kind 
of soap she used In the shower. And 
be had woven these details of her 
private life Into 12 handwrttten pages 
of intimately threatening sexual fan· 
tasy. 

"It ean only be In letters at the 
moment," the man Wrote after de­
scr:Iblns: the sexual. acts he planned. 
"Maybe lIter, I can get over to see 
you," 

The explanation that. eventually 

LIVES ON F,ILE 
The Erosion of Privacy 

emerged deepened Ms. Dennis's 
sense of violation - and. places her 
experience at the hean of a far· 
reaching national debate over legal 
protection lor privacy In a world 
where personal Information Is ever 
easier to mine and market. 

The letter writer was a convtcted 
rapist and burglar serving time In a 
Texas state prison. He had learned 
Ms. Dennis's name, address and oth­
er personal information from one of 
the product questionnaires that she 
and mtnlons of other consumers had 
received in the matl, 1nnocentiy com· 
pleted and sent back to post office 
boxes In Nebraska and New York on 
the promise 01 ~ and fret sam· 
pies. Their ~Z1I were delivered 
by the truckload to the Texas prison 
system, which was under eontraet to 
handle the surveys tor the Metromall 
Corporation, a leadIng seDer of dl· 
rect marketln8 lnf0r'lt\lltlon. Hun· 
dreds of. unpaid inmates, many of 
them sex offenders, entered the in· 
formation on eomputer tapes for Me­
tromall, which has a deta..lled data 
base on more than 90 per«nt of 
American households. 

To Ms. Dennis, a woman In her 50', 
who 8rew up In the eoal country of 
southern Ohio. It was as though her 
privacy had been strip mined by the 
dark side of the Information econ­
omy. 

Indeed, as the free-flowing ex­
change and exploitation of informa­
tion II being celebrated as the main 
ensIne of economiC prospertty Into 
the next century, IndJvtdual prtvacy 
Is looktng more and more Uke an 
endangered natural resource. 

Hunger for penonaIlnformation 1I 
..... '"""'" .."",,_ III aim ... 
every sector of the nation', economy 
and everyday Ufe, from health care 

. to entertainment, from banking to 
A Texu woman's answers to this supermarket sales.. It Is being 
77-question eonaumer &\U"V'e)' end· 
oed up in ~~ of felona. Continued on Page AlO 
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spurred and sharpened by powerful market 
farces and ever more perv85lve camputer 
technology, Including digital mappfng tools 
and so-called "data'mlning" software that 
blast commercial value from newly linked' 
data bases at unprec::edented size. 

Ye! like the people whOSe private lives 
and public records passed through the fin. 
gers of Texas felons, most Americans have 
no Idea what is happening to the stream of 
personal data that they shed just by living In 
the modem world. And most bUSinesses that 
make money on the collection, recombina­
tion and sale of shards of penonallnforma_ 
tlon maintain thal ~ple n~ no legal right 
to knOW, and have no good reason to object. 

The electronic deposits k~p growing with 
Ihl! pulse of dally life: telephone calls, 
checkout counters, A.T.M.'s, and electronic 
bridge tolls, the street gaze of security cam­
eras, plastic Insurance cards Imprinted with 
the SOCial Security numbers that have be­
come Identity's common currency _ and Its 
cnsy counterfeit. . 

The Internet, where every keystroke can 
be archived, Is now the most dramatlc'im. 
bodlment of what technology and commerce 
afford In the real world: the poolPlg of ever 
more vast stores of data, and the easy 
retrieval of Individual s~ with no one's 
say-so. 

This networked world of Information is an 
economic powerhouse that creates new 
Jobs, new services and astonishing efficien­
cies. It offers a wide range of cansumer 
benefits, Including easy credit, shopping 
convenience and customized goods and 
services. It also turns commonplace trans­
actions Into little revelations. 

When a clerk pUts a supermarket dis. 
count card through the scanner, for exam­
ple. a dato. base links the shopper's identity 
With the bar code on every Item bought. A 
love of rich chocolate cookies not only can 
be tracked over time, but matched with an 
individual's address, age, weight and eth. 
niclly, with marital status and credit stand­
ing and even with reUgious ties, to name lust 
a few of the personal (acts belne: bought and 
sold wholesale in today's boomlna informa. 
tlon market. 

A class·actlon lawsuit that Ms. Dennis 
flied last year against MetromaJl and Its 
subcontractors Is emblematic of the grow. 
ing conflict over privacy as people learn 
how little they control the use of personal 
information that is an Increasingly valuable 
corporate asset. 

"Privacy will be to the intormaUon econ­
omy what consumer protection and product 
safety were to the Industrial age," Marc 
Rotenberg, director of the Electronic Pri. 
vacy Information Center in Washington, 
warned at Federal Trade Commission hear. 
ings on electronic consumer privacy last 
year. This week. the F.T.C. Is holding an­
other round of hearings 00 the Issue. 

But as Ms. Dennis has leamed during a 
three·year Struggle for redress, any baute 
for privacy today is an uphill fight, and 
individuals have an Inherent disadvantage. 

Ms. Dennis spent sleepless nights trying 
to figure out the stranger's Identity. She 
rlnally turned to local televfston news re­
porters for Investigative help, and searched 
for more than a year before she found a 
lawyer willing to take on a novel and de­
mnnding case without pay. 
- But when Metromatl executtves wanted to 
know more about the woman suing the 
company, their hlSk wu .Imple: They 
turned to the company" own mautve con. 
Sumer data base. and retrieved more than 
900 tidbits at M •. Dennis'. life gOing back to 
1981. Laid out on 2S closely Printed pages of 
spreadsheets were not only her Income, 
marlta! status. hobbles and IUments, but 
whether she had dentures, the brands of 
antacid tablets she had taken, how often she 
had used room deodorizers, sleep!n, aids 
and hemorrhoid remedies. 

"Attached Is aU we knowconcemlng Bev. 
erly DenniS,". Dave Hansen. an Information 
technology systems analyst, wrote In a May 
3, 1996., memorandum circulated to top exec· 
utlves and the chief lawyer for Metromat~ 
which had $281 million In revenues last year 
and has budgeted $1. . .5 million to fight the 
case. The memo was one at the IntemaJ 
documents the company was recently re­
quired to tum over to the plaintiffs under 
dlscovery ruUn" by a state court IQ TraVll 
County. Tex. 

The company dossier on Ms. Dennis illus­
trates a central tssue In the privacy debate: 
Information collected In one context can be 
reused In entirely unanticipated and even 
hostile ways without the knowledge or con­
sent of the lndlvlduals Involved. United 
States law otters them little recourse. 

The Supreme Court has recognized an 
unwritten right to privacy in the Constltu· 
tlon, but has essentially limited this right to 
the individual's "reasonable expectation" of 
privacy. That approach, privacy experts 
say, means the Sleep but silent erosion of 
privacy by lec/lnoloslcal and ei;:onomlc 
change keeps narrowing the right to protec· 
tlon that llll individual can successfully 
claim In coun as "reasonable" _ especlo.lly 
since privacy is weighed against competing 
Interests, like law enforcement or (reedom 
of the press. And like the unwl'IUen constitu­
tional right to privacy, most of the nation's 
patchwork at privacy legislation alms to 
protect Individuals from government, not 
from the actions of private Industry. 

MetromaJl maintains In court tho.t It did 
nothfng wrong and that Ms. Dennis has no 
reasonable claim to privacy because she 
disclosed the information herself In consum· 
er survey •. The company, a leading memo 
berof the Direct Marketing Association that 
champions Industry self-regulation, calls 
the case an aberration, and adds that It nq 
longer uses prison labor. 

Because at the case, Texas Is considering 
a complete ban on data entry by prisoners, 
but Inmates In at least 27 other states handle 
public records like motor vehicle reglstra· 
tlons, and Federal prisoners do such work 
for the Internal Revenue Service, among 
other public agencies. Prisons In At lenst 
five states reported conJracts to process 
Information tor private businesses. . 

Public records are part of Metromo.iI's 
Information products. Its offerings Include:, 
.. Behavlorbank" line that, for 4 ccntll 10 " 
quarter a piece, sells names, addresses and 
personal characteristics of respondents like 
Ms. Dennis to a wide assortment of cliems. 
from direct marketers, bill collectors and 
reporters to politicians. Metromail CUStom. 

'. ers Include the marketing departments of 
major maga%ln~ and newspapers, Includ. 
Ing The New York Times. 

Four new plaintiffs recently JOined the 
class action by name after their Information 
showed up In records thilt the laWsuit forced 
from Metromall and Its subcontractor. 
Computerized Image and Data Systems in 
Roslyn Heights, N. Y., which sent thc work to 
the prisoners. Like Ms. Dennis, - the new 
plaintiffs said they felt tricked by surveys 
headlined, "Spending Too Much. You Can 
Save Money At the Supermarket," or "No 
sweepstakes, no promises, no gimmicks. 
Just FREE coupons, samples and Other 
special otfers." 1)le out~age they expressed 
goes well beyonCi the prisoners' access to 
such data. • 

One, Edward Bestet, a 36-year-old meat­
cutter turned home health care technician 
In Plattsburgh, N,Y., summarized whar to 
him is the heart of the matter. 

"It's my Information, It's nOt theirs," Mr. 
Boslet, a father of three, said In a telephone 
Interview. "The bottom line is, I should have 
a rlgh( to know. r should have a right to 
choose who theY're gOing to sell It to nnd 
what list I'm gOing to be on. There should be 
some way to govern What they do." 

His canvlctlons are not so far from the 
prinCiples or fair inlormatlon practice 
adopted by the European Union. But they 
are far from policy or practice In the United 
States. 

Many people, especially In business, feel 
that Is all to the good. They credit an unre. 
strained market in personal information as 
one reason for the United States' lead In the 
Information economy. 

"It's benetlclal to the economy, it's bene. 
flclal to consumers," said Chet Dalzell, a 
spokesman for the DIrect. Marketing ASSoci_ 
ation, the main trade group that Is a long­
time proponent of letting the industry regu­
late Itself on privacy issues. BecaUse the 
market can decide how to use personal 
Information, he said, consumers get com. 
petltl.ve offers at goods and services that are 
timely and relevant to their own lives, while 
businesses save on marketing costs. 

"This isn't. a war," Mr. Da.lzell added. 
"this is the marketplace just trying to be 
Intelligent." A recent study that the associa­
tion commissioned from Clemax.WEFA, an 
economics consulting company, said one of 
every 13 jobs in the United States Is the 
result of direct marketing sales aCtiVity. 
inclUding jobs designing and selling adver. 
tislng. supplying or delivering goods, and 
seiling other Support services, like customer 
lists and prOfiles, to dlrect.response bUSi_ 
nesses. Direct-marketing saJes to consum. 
ers reached $630 billion last year, up from 
$458 billion In 1991. Buslness-to-buslness 
sales were $.540 billion In 1996, up from $349 
billion in 1991, o.cCOrding to the Clemu. 
WEFA Tepa", 

In other sectors, from health care to wel­
fare, the.ever more Intensive use ot ~rsonal 
information Is being embraced as a way to 
cut COSts and Improve Outcome, whether 
throuah employee "wellness" plans that 
discourage unhealthy life styles, or through 
chlld-suppon enforcement programs that 
combine public and private sector data 
bases to find parents who are delinquent in 
chUd suppa" payments. 

But incidents like these across the coun. 
try offer glimpses of the less visible trade­
offs: 

4JAt a car dealership In northern New 
Jersey, 1.5 employees used the company's 
access to the Big Three credit bureaus _ 
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EQulto.x Inc.. rraru: Union and TR W Inc. _ 
to find slrongers with good ered!! histories. 
living as Ittr awAY as Aluk.u 4nd Wush1nso 
Ion. They opcaed credit accounts In tho 
cuslome"" name., ordered thouuncll of 
001111'1 In produclS and left the vlctfm. to 
.Irugrle to restore their crodU mUngs. 

'What made the 19S3 CUe unusual wu thaI 
the culprits were cauahL Quick credit and 
ready acc~s 10 SocIaJ Security numbers 
have made "Iheft ot IdenUty" one of the 
tulest growing forms of credit fraud, ae­
con:Ung to the U.S. Public Inlerest Researeh 
Group. a consumer advocacy oraanlzauon, 
Olflclnls at Trans Union said Ihe credit 
bureau getl 4MOO 10 50,000 calls a month 
from ~ple complalnlnllhallhelr accounts 
have been laken over. 

IIA convlclL'tI child Tuplst working 01 n 
Boston area hospital In 189' WU ltcU$ed of 
using a former employee', COmputer pUI' 
word to. tine through nearly 1,000 eotU'lden· 
Iial tlIu of patients for lelephont nurnben 
lie used to make obscene calls to Ilrls as 
youn, as I year. old. Uke many hospital 
systems, Ihl. one nellher loc:ked out defunct 
passwords nor trll,Ceted a wamlna When 
one person called up an unusual numbe of 
tiles. In lUI even more stArtUn. ease. 1eport­
cd by' The New York Times lUI year. a 
convicted pedOphJle In a Mlnneiota priSon 
wu accused of complllni a computeri%ed 
dala base ot more than 11,000 children and 
babies, annolaled wllh descriptiOns like 
"cule." "latchkey kids" and. "Lillie Mw 
pa,eant winner." The lists, apparently 
pieced together lrom Items In .malkown 
Itewtpapers, were Sfared wllh child pornog­
raphy obtained ovor the Inlemel. 

. 9EarIJer this year. the Sara Lee Corpora· 
lion asked a health maintenance company 
10 survey and screen all 500 employees In Its 
Mesilla Park, N.M., hosiery factory, for 
sJan. of depression Ihal mighl underlie Sick 
days and affect Job performance. The plan 
was for the employees' persona' physiciAnS 
10 consider Jlrescribing antidepressants, ac­
cording 10 an account In Fortune mlluine I 
that stressed the potential medlcaJ cost say. I 

In&$ 01 the pllol project by Lovelnce Health 
SylterMoJi subsidiary 01 the ClAn:! C.nrput";l. 
don. LAter, Anno MUl'ISCn, a Jpo)tc.'$womtUl 
for LoveIaco, laid the mqazlne nccnunt 
caused tho JlroJect to be put on hoid: the 
employees al tho nonunion Inctory were nOf 
SUpposed 10 I(now the truc purposc of (he 
survey. ''They didn't want II 10 be .een as a 
dtptes$iOrl screening," she said, "they 
wanted It to be ~ IS a health·rlsk sereen· 
Ing." 

AceordIng to .uccesslve polls c<mducted 
by louis Harris for Equtlax In 199. and 1995. 
4 cut of 5 Americans are conci!rned nbout 
threats to their persoaal privacy. This is .II 
.rowma public relatIOns problem for busl· 
neu. Which has IU own brand of privacy 
concerns; the tlhllllY 10 keep proprietnry 
Infornul.llon "prlvatc"ln:l networked world 
compean. for a data edae. 

But a .tron, un4ereurrent dlsmwu prl. 
vaey as "the'. ultlmale lubJecuve, touChy· 
leely bsue," as Roben J. Posch, Jr., a VIce 
presldW at Doubleday and markellng law 
speclausl, put lL .fa the Irade mllutne 
Dlrcet Martedn .. he ICQUed that privacy 
was "JUSt lOme notion of the rlght to be left 
alone. Spare me." 

Both legal sdlolars and computer sclen­
Usli wbo advocate mOn! privacy ri,hts for 
lndMduals contend that In the Information 
economy, privacy Is less about seclusion 
than about power, tuld the personal autono­
my neeeuary to democracy. 

''"1"b.tough the use 01 data banks,the state 
and prtvate organtzatlOns can Iransform 
tbemsetves Into omnlpolenl pnrentA and the 
rest allOtlety Into helpless children," wrote 
Paul M. Schwartz and Joel R. Reldenberg, 
two Amerlcan lawyers who were comml!· 
stoned by the European Union to study 
Amerlcan data privacy law and who pub­
lished their critical Ilndings In a book last 
year. "Companies take the position that the 
use Of personal Informallon Is In the best 
IntefUli Of customers. Yet these companies 
deny consumers the opportunity to Jud,e for 
chemseJves. .. 

The Cllatori Administration has called for 
a balance between lndMclul1J privacy and. 
the needs 01 an Increasbtgly Informal Ion· 
driwn economy, bul Ilte the two previous 
admlnlstratlonf-, II tlas made Induslry self· 
rqulauon the centerplece of III privacy 
polley. 

CJ1t1a contend Chat aell'regulaUoa 
amounllto Uttle more than pubUc relaUons, 
and that the tJtans of mfonnatlon are de· 
.potltng democracy'. Inner landscape with 
as little rutralrU as the coal barons and 011 
U'USII showed durlna lalSsez·falre Industrial ........ 

M.a. Dennis'. case ofters a rare look at the 
human dimension of the connlct, and pro­
vides a road map to the hidden places along 
the: way Where gold Is spun from the raw 
data of people's lives. 

A PrIson 

In a Growth Industry, 
Inmates Process Data 

lD the beat-lOaked shimmer of an August 
t'IOOn In 1tM. In a field outs!de a Texas 
""" ........ , prloone" WIth ..... IlOOd ""', 
ble rue. befon! a lone CUard on horseback. It 
Waf a tableau fram an euUer era. 

Oknl and cotton are stW ratsed by some 01 !he 1 ____ .. "'fllly, 
.... __ !he Texu Department of 

CrtsnbIallustk:e. lJcense plates SUfi datter 
InmI 0CI07"-'" m ..... by _ 
InsIcle the btl HuntMUe p11son.lOUtheasl 01 
DaDu. when! 'Vtlltors are atven a bumper 
ItIdter that readt "Texas - It'. Ute Art­
orher Country." But sfnot 1168. wbet'o a 
R_ Ccnvetslon Fldllly _ at ... 
Wynne prIscxI unit In HuntrvtUe, Informalion 
has been partol Texas prison tndustrtes. 

On thla day. thousands of boxes Of public 
reoards wtre passlnJ tbrouah the vast. low· 
s1wI& steeI-hme buUd\nl. OPe 01 flw SUCh 
prUan operadOl1I In Che state, and one of 
dozeaI across the COIlntty. Under hanalnl 
fluorescent ·If&bts. an acre 01 men In dinaY 
prtson whites turned cIocumenlllrom public 
aaendellnto ntIcrofUm tmqes lUlc:I comput· er_ 
--. and ...- could be In 

here," AId DeeWaymo -.... ...... Ist, 
.... __ .Alnodool.beplckedup 
a record IfOlII the Beut COunty couns In 

San Antartio. II was a petllion In a 1991 
divorce CIL~ tudtbij: ler child lupport (or u 
Klrl nD.mc.'CI Mellun. 

There wen: pGtlent Pros~ nmoru;lrtlm 
the Brenham State SChool for tho mentally 
disabled In Brenham, Tex.. motor vthfc!e 
titles from the Tens Depolrtmenl 01 Trans· 
portatlon. Criminal InveStigation records 
from police and the .talO attomey general's 
office. The lasl were .tacked htgh behind a 
special wire mesh cage, lor lear, Mr. Be(.k. 
ham said, that Inmates would .teal crime 
scene pholograplu: and sell them. 

"I've gOl murderers. and whatever else 
you can Imagine." Mr. Scaham said cheer_ 
fully, passing a man with tattoos on three 
fingers In a group unstapling and sorting 
dOcument!> at a Ions: lahle. Other prisoners 
red the pages InlO microfilm maChines thai 
capture as many as 11,000 Plies a day. 

Nearby, Inmates Iyped II computer key. 
. boa.nlt. produana computer tapes ftom 

30,000 appUcauons for the aovemment's 
Women. Infants and Chlldrtn nutrition pro­
Iram for low-Income prqnanl women and 
youna children. 

Th1s was the datt<ntJy secUoa1 Where, 
under the unlt'l finl and only private sector 
contraet, Inmates In three shifts handled 
thou$&nds of the Metromafl "Shoppermall" 
questionnaires uch day In 1993 and 199., as 
well as other MetromaJl surveys commis­
sioned by Sevenleen ma,guUte. L'Oreal. Six 
Flags. nays IMS, R.J. Reynolds and. nme­
Ufe. The pnson was Jlald S15O,000 for the 
work. 

If til Parftlit, the Inmtlle serving seven 
years for breaking Into a woman's house and 
rapin, her after threaleninl to kill her chll· 
drc!n, was transferred elsewhere after he 
wrote letters to at least two women whose 
identities and habits he had Ieamed from lIle 
surveys. 

But for aboul three monthS alter IUs letter 
to Beverly DennIs came to Il&ht In 199(, the 
work continued. Jlrelty mUch the same way, 
records ShoW. Then the Texas l...eJlslature, 
respondIna to Jtewa accounts, barred au 
offenders lrom record~uy wort In prisOn. 
OvemlBht. Mr. Beckhatn lOst 187 of his .30 
inmaco emplOyeeS, and eventually 181' of 
them. 

It WAS the same In the other Texas prts.ons. 
said John Bene:stante,. directOr 01 state prtson 
Industrlea. "We Iosl some damn good pro­
grammen. - pedophUes," he said. "Some of 
our best computer openllVes were .sex of· 
leaden" 

But nQW Ma. Dennis wa suing the Tuu 
Jlrlso.n. and Mr. 8enestante. a 6-f00t-3 former 
air traJllc controUer, was deep In a teV1ew of 
all priSon tnduStrY operadotll, especta1ly 
those handlln& Informatlon lor other public 
agencies. Which pay by shifting public funds 
to the Department of CorrettkmS. 

Problems In the Jlut had ranged from 
obscene "nasty-trl1ms," Inserted al random 
by prisoners stulling envelopes lor the Texas 
tourism department. to a ring accused of 
$1J9Jlly\ng car thieves With motor vehicle 
Ulles on commissiOn. WeU before the Dennis 
case. an Inmate had used lntormatlon on a 
motor vehicle title to contact: a woman, and 
in a different department. an tnma.te man· 
aged to memorUe a supervtsor"s SocIal Seeu­
rity number from a time sheet and ruin his 
eRdIt rating. 

Aside from the rtsk:a. he laid, there were 
signs of &hrtnIdng demand. as more public 
agenCIes ftpt their ntCOrds computerlled 
from the Jtart. But private c:ompan1es were 
:till ea.pr to extracC arld compUe valuable 
tnformatlOn from putJllc rec:ordS. 

So Mr. 8enesWtte had tCUDCI a IleW hfab­
tech lnformatlon field With a prom~ com­
merdal ~ tn6 had put me Ferguson 
Prison. ncar MIdWay, Tu.. ahead of the 
curva. Ita: former boot fAC:tCt"y was a sUe lor 
wort In GeographIc InformatIOn S)'stems. or 
G.J.~ a cuttJns.ed&e techno1oey PIttdll& da­
tailed maps and high rt$OIuUon aerial photo­
grllJ)hs 1nto computerized form. 

How detailed? Plat records for Danu 
shoW the location 01 the ,as meter on each 
pa=!. Aertal _plIS of .... dly of 
Bryan. Texas.. show tM euct footprtnt of --Alter the comP'Jlet maps leave the prtson. 
eJtPlalned Robert Luke. the assistant ad· 
mlnlstratDr 01 the Ferguson "automated 
mapplng-G.LS." operat1On. .. tbe Da1lu pian-
nin&and_ ..... d-"" wUI place 
unique _ ....... 10< .... will aM 
thenI all ... lnIotmaIloo !hey .... - -II ......... .." .. dIat _ Ia wonh." 

1beF ....... prfIOItlwfloot.t><ollln& 
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At the Fercuson ~te prlaOn near Midway. Tex.. ~ate8 use a. cutting-edg-e 
technology to put detailed maps and aerial photographs lOto computenzed form. 

At the Texas prison in Huntsville thousands of boxes of public ret'orda were processed before the business moved to another prison. 
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L,Vt,S ON FILE: 'We Have Information Insiders and Outsiders' 

CTaSh lates and tiers of two-man, 5-by.9-foot 
cells, The work site can be reached only by 
passma thrDU&h a &bOwer area lined with 
urtnals, and wa.IIc1na across a yard where 
the men are routinely strtp-searched on 
thefr way to and from the Job. On the day of 
the Visit. DO Inmates were at work because 
of a "locJc-down" Imposed alter a rash of 
stabbings. 

But Inside the building, one Ctluld have 
been in any office. Supervtsors demonstrat· 
ed the simple computer tasks performed by 
the Inmates, 120 men with an average sen· 
tence of 32 years. The price of their work 
was right. The unit was dlgltb:lng Van landt 
County's maps lor S19,880, compared to a 
private sector bid of S60,OOO. 

'1f you don't send this here, the next stop 
is Indl .. " .atd Marilyn Bedtham, the plant 
manqer, rdemn, to "informadon sweat· 
Shops" In Asia, MeXiCO and the Caribbean 
where much data entry is now done. 

The strong privacy concerns raised about 
OJ.S. have IInle to do with using prisoners 
for the aront wo!Jt. This technology is provo 
Ing an astonlSlllngly powerful and lucrative 
commercial tOOl to crunch information from 
public ~rds and prIVate sector data 
banks and to spit out tJouse..by-hous Infor· 
matlon that can Include everything from the 
tax ust!Sllment and the ocrupant's driver's 
license photog:raph, to details of Ctlnsumer 
behavior collected by the likes of Metro­
mail. 

But Angela Pugh. a supervtsor lor the 
GJ.s. project at Ferruson. Ihruaed off tile 
issue. 

"Is the government Jl)Ing to sacrUlce the 
money that can be made for a UUle bit 01 
privacy?" Ms. Pugh asked. 

A Business Technology 

Using Compiled Data 
To Map Out Proftles 
. On an IdylUc campus In Orono, Me .. a 
professor who helped nurtpre the teChnology 
!mown as G.LS. now wrestles WIth Its dan­.on. 

As Hartan Onsrud tells It. G.I.s. IS a case 
study on the way new tedmoIOI:Y can dla.np 
old stores of Information Into commerdal 
COld and soda! dynamite. The storY of its 
success. he said, undenc:ores that both tech­
noJo8icaI advanees and sweeptna buslness 
mergers have exploded old boundutes,leav· 
tna In the dust the sector-by-leetDr privacy 
Iegls1atIorI of the last three deCades. 

G.LS. started u a way to map land. sea 
and Sky across space and time. It has had 
enormously beftefldaJ SOdaI uses. (rom p1n­
potntiDa; the ortatn of t.eatonnaJ.re's disease 
to helping South Flortda CtlmmuntUes coordI­
nate emer&ency reUel after Hurrtcane An-
rtrew. , 

But "there Is DO doubt that lOme uses, 
althOUgh currently legal, would be consid­
ered by most dtUeas In the U.s. lU be htghly 
lnuustY<e and inappropriate," contended Mr. 
Onsrud. ChaJnn811 of the Untverslty of 
Maine', department of Spada! IntonnaUon 
Sdence and EngIneertn& pan of the NatJon.. 
aI Center for Geoa:raphie InformatiOn and -In one GJ.S. appUcaUon, businesses can 
feed car license numbers: from I part.lna lot 
Into a ProaratD aDd retri!Ye a t'I!StOtMr, 
name. eddresI. ccasus tract JnfomlatIoo and 
demoaraptdt c:twac:tertzatlOrls like "Hard­
ocrabble,""~" ............ 
StatioD. Wqoas." AacICber prcIIttm trans­
forms • WephoDo DUft1bet tmo a detailed 
profUe of eaeb pras:pecdYe c:auomer who 
calls an aoo DWr!ber, -

PublIc IPaoes are tDc:reasIDa!Y monitored 
eleCb'OrltcaIly - for ox'" 'vcc,Plety aid 
traffic: plamIfn&. But all .now. tile results 
of Cbts SIII"\'t:WanCe to be mapped WIth Pred­
skin. kientlfted by 811 1DdMduaI'. name or 
veflIcIe ftUMber wttbout tbtfr Imow1edge, ADd 
corre1ated. to • wealth of other tntonnatlon, 
InCludtna: data culJed. from computerized 
pubUc records of the IdDI1 tile Teus prison­
ers have processed for JO yean. 

Increasingly, cash-ftnpped covemment 
qendes are stWna packagt!d public Infor· 
matIoa to businesses or entertna; jOint ven· 
tura to make me tntonnaUoo more attrac· 
tive to marketers. 

Only • decade qo. when the Federal Bu­
reau of ~ ~ de:arance to 
enter aU natIorW databases. Congress said 
no. 

"Now the commercial market has done It 
for them." Mr. Onsrud said. Government 
qendes like the F.B.I. "Just have to pay like 
anybody else." 

In the last three years or so, G,I.S. has 
spawned a booming "Geo Business" indus­
try that appUes Its power to profile people 
and households for data·based marketing, 
health care, insurance, real estate and flnan· 
cial services. All three major credit tKlreaus 
and other slants In the Information field have 
acquired or merged with O.l.S. mapping 
companies. They have forged new panner­
ships With big suppliers of data and dala. 
mining software, and bought companies that 
deliver Information tn desklop COmputers on 
CD's or over the Internet. Their producl:l 
Include data bases that are continuously 
updated and parsed to yteld an unprecedent· 
ed level of detail on nearly everyone In the 
nation. . 

If Information is like money, a company 
called the Aatom Corporation IS one of the 
merchant bankers 01 the age. Set In an 
Industrial park In Conway, Ark.~ north of 
UUle ROCk, the corporate headquarters has 
a cathedral lobby With a lacade of glass. But 
its bean Is behind the locked doors of what a 
guide calls "the production war rooms," low­
ceilinged bunkers Where six robots Inside 
smail linked silOS match data tapes at 60 
miles an hour, while 2D mainframe comput· 
ers swallow 1.3 billion bytes of data a second. 
GJ.s. Is Just pan of the information Infra· 
structure. 

Acxtom's revenue arew by almost SO per· 
cent In fiscal 1997, to $--till million. Its top 
CUStomers Include data kings like the AT&T 
Corporation. WaJ.Man Stores.. CltibanJc. a 
unit of CltlCtlrp,I.B.M., the Allstate Corpora· 
tlon and Automatic Data Processlna Inc., 
which handles half the payrolls in America. 
The company now crunches all data for 
Trans Unton. And last year R. R. Polk and 
Company, which says It collects and markets 
automotive and consumer information on 9' 
percent of the naUon's househOlds, used eight 
tractoNratlers to move Its mother lode of 
data tapes from MiChigan to a special ware­
house In Conway . 

ThIS ls a place where Visitors are IsSued 
badges that tum purple If they leave the 
bufldlng - pan of the aura of security 
AcxIom wants to convey to customers nero 
vous about leaVIng their treasured OlStomer 
data bases Where lheIr competitors also 
come to buy and barter for more data on 
thefr own CUStomers, more names to "popu. 
late" computer models of their best pros­
peelS. 

Many members of the InformatiOn indus­
try say tec:bnoiogy ls Simply recreating the 
Intimacy of smalkDwn America in the days 
when the storekeeper knew all hls customers 
by name, habit and history. But Mr.Onsrud, 
whose village In coastal Maine actually em· 
bodies that small-town Ideal, natly rejects 
the analogy. 

"U's.not an equal or mutual relatJonshlp,' 
he said. "We have Information. insiders and 
outslderL" 

A Ute and a lawsuit 

A Woman's Privacy 
Invaded By Industry 
Indu~,.[j Dtnnts &rew up In almost pre-

scarctty In a house her jTandfa­
ther built hfmself, It had no electr:ldty, no 
nmnIna water, and DO Indoor toUet to the day 
be dle4 at It He never owned a tar. 

"I was tt.Ised very poor," Ms. Dennis said. 
IItt1ng at the dbdn& table In her caretully 
tended home. "My grandma used to boll her 
dotbes on a scove, scrub on a washboard In 
the c:01d of winter. We didn't have much., but 
there wu 10 much Iove." 

Now Ms. Demrls has all the creature com· 
forts of the IndustrtaI revotution. but she 
worts atandJna: at a noisy machine, stamping 
out 1,500 plast1c bobbinS an hour for less than 
sao a day. "n', fast-paced work." saJd Ms. 
DennIS WhOSe flnser was recently mangled 
on the job. "I don't knovr· how Ions I'U be able 
to do It" 

Far a few months several years ago, she 
had happily Joined the brave new Informa· 
don economy at the Canton, Ohio, office of a 
national collecdan 118t!nCy, G.£. capital., 
awned by the General Electrlc Company. 
Computers automatJcaIly dialed telephOne 
numbers from a disk. and each debtor's 
name, address, and payment history ap­
peared on her computer screen. Ms. DeM1s 
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Dennis. of Mus.il1on, ohiO. filed .. claawttion suit against M.",,,1W~ ada •• -
~ida,iing~ompany. alter an ~te Pro«SSin& ill information uaed it to harass her. 

Byion MaIHy wotIcs (or Acxiom, an fnformatioa.proc.euing company based in 
Conway, Ark.. whOle client. indude AT&T. Allstate, LB.M. and Wal~Man Stcru. 

was monitored electronically as She followtd 
a script demandln& paym.au for evtrythlna 
from Apple Mactntosh -computers to Chil­
dren'. shoes. 

$be failed to pass probatlorl. ''They told me 
I was too niCe to be • co~r ," I&ld Ms. 
Denn1s, who raIsed two dAuBbters on her 
own,.~ 

But this SOft-spoktn woman has a stubborn 
sense of Justice, and It has carr1.ed her 
thrOugh tDUgb times lri • laWSUit dw Is 
tiyina to breU new ground. 

Last August. two of Meuoma1!.'s ~ 
questioned her tor almost sevtD boun durtnc 
a dcpo$ltlOII In AttstIn. TelL They wanted to 
ltnOW Mr SodaI Security number, boo..!' unllst­
ed teIepbOne number, when she had last 
d ......... .....w "'" .-. They probed 
tnto bet bealtb tare and: med1c.aUod hIstoty, 
and bad her u.me aD her feUow ~ 
One of the Catd>-22'. of pt1VIcy _ b 
Ita sacrtfICe of privacy. 

Ms. Oemis., whO eami leSs Iban $I$,DOG. 
year, _allu "'" .......... _ of 
the tnnw.e. &be borrowed ttJ:Oey to put Iu 
secartty Dahts. cleadbo. -. .... _ 
and. an a1lrm IY$t!m fa In lZtIStJCICeS3ft 
effort to al1ay her pervastve sease of tear. 
Mr. Parfatt. ot1gtnally clue to be released m 
1995, Is DOW to be freed. next year. 

"II'. made me a different pertCIl." abe 
said, -... oteepless _ ..... !to­
quent mtgntnes aDd lost wages. "I can only 
tell )'OIl .... I would gIVe -.a Ilw I 
have If thts VIOald oevu have bappene4 to 
me, bec:auSe I am scared each and every day 
01...- ..... 1 trust _ allu thfs." 

lob. DennIs tald. she wanted-to warn other 
people so they WOUld DOt mike her mistake. 

But Shannon H. Rawtt, a lawyer for Meuo­
mall. suaested she had shown lndUlerence 
to her privacy by sMna her unliSted we­
pbotIe number to Mart, DeMarino., an Investi­
gadve .reporter at the Cleveland television 

'1taUoa WlW·TV wbo beIped her UDCO'Ver,the 
MetromaJl link. and by appearing With him 
oa GeraJdo Rtwta't televtston shrnIr. The 
lawyer even asked why she had not sued the 
Ioca1 staUon. slDCe Information from Its re­
porter Md upSet her. 

1Ns was a Ifne at attack rooted in the 
waknes:ses of prtvacy ease law. whk:h has 
tended to lee prtvacy as a "rflht til be left 
aJone," tn Justice LcufI D. Brandeis's fs· 
............ - and .. let tlW t1gbt a>llapse 
the moment penaasJ IDIonnattoD Is surren­
dered for any rusan. 

But die crtt1eaI Issue today, privacy law 
expetU agree. is usually not whether pers0n­aI .... 1hou1d be _ .... p_ 
but bow data sboul4lDd shau1d not be used. Presenofn8 privacy 10 tfIls .,...,. Is _ 
the autoaomy necessary to make deds1ons. 
'that. ~ bas been recosnlzedi as a prtvscy 

_b)<the _Caurt--­
bly in Ita deds10as an abortion and contra­
_ - but has not"'" _loped mud> 
be)'OIId -. -lvll>& famlly and .... 

Prtvacy laws have been so narrow an<1 
Ipotty thai: the names at the movtes rented at 
the W1eo store wbere Ms. Dea:aJs works an 
__ .... ....., ptI)tO<Ied. but_-
vmt movies ordered 11 home are oat. M~ 
c:at ... pbarmacy _ .... not protedOd 
etthet ..... 1hough the pt1VIcy of cr<dft .... 
portS has been a mattu of FtdetaJ law sblCe 1070,0 __ 10 ... _ .... 

_ baS grown tJuwah "loojlholes. 

"The law ot privacy.has not kept up with 
the modem advances In technology, the mod. 
em rise of data transfer and InformaUon 
COUecdon," Michael Lenett, Ms. DeM!s'S 
lawyer at the Cuneo Law Group In Washing. 
ton, argued when the SUit was flied last yur. 
"This Is the first case squanly to present the 
issue, who owns your personal anc1 private 
information? Who controls It?" 

But In April. when Mr. Lenett was sUII 
battling to get Internal company documents. 
a judge In TraVis County threw au t the case' s 
Claim against the' prtson; an appeal is 
planned. The coon ruled in pan thai misuse 
of InformatiOn did not constitute mISuse of 
property under the Texas Ton Oalms Act. 
which makes the state Immune from most 
damage suits. 

"She's not complaining that somebody 
took a da~try machJne and wbacked her 
on the head with It," explained Lin Hughes 01 
Austin, Tex.. a lawyer for Metroma!l. 

The ruling leaves the claims 8J[alnst 1.4''''­
tromail and its former parent, R. R Do,~ • .o:I· 
ley & Sons: that the company unjustly en· 
rlched Itself, and VIOlated the prtvacy inter­
ests of the !l1embers of the class by fraudu· 
lently Inducing iMm to provtde personal 
information without disclosing how It would 
be Processed. and sold, end that It recklessly 
endangered their safety and Inructed emo­
Uonal distress by negligently allOWIng felOns 
to handle the Informauon. The lawsuit seeks 
damages to be determIned. later and inJunc­
tive nllef, Including notification to all whose 
surveys went through the prison. 

The company fnslsted In an unsuccessful 
motion to dismiss the ease that It had no 
legal duty to tell consumers that the survtyS 
WO\1ld be processed by Inmates. ]be facts 
consumers d1scIOse:d were not "highly InU· 
mate or embarrassing," the company are 
gued, nor were they disclosed to the public at '-, Another c:ause 01 aaton recognlted In Tex-
as Is conduct 10 "extreme and outrageous" 
that It Is lntOlerable, and JntUcts uvere erno­
Uonal dtstrus. But, the company argued. 
'''The mere receipt of a letter in the mall 
from an Inearctlrated inmate is not so ex· 
tnnte as to satisfy this standard." 

Outside the cournoom. the company said 
Its subcoctractor was respoas1ble for the 
pf15Im work. and $Ild that the job wu 
stopped the same day Metroma1lleamed 01 
It Internal documenu tell a cUlfe~t story: 
Data tapeS and surveys at the Texas prtson 
were amooa the assets MetromaJI bought In 
1993 When It a.cquJred CMT, a tUrlteUn& list 
company, and shipments and letters between 
the prtson plant and Metromall continued 
until the work was f\nIshed, about three 
months after the letter came to Ug!\t. 

Ooaiments gained lhrough dtseavery also 
brought the four additional named plaintiffs 
to the case. 

"I know the potential Is out there to abuse 
people's Information, but I naJ1y never gave 
It 100 much thought until I reallUd that my 
own lnformatJon passed through thehandS of 
a rapist or murderer," alid one platnUff, 
Patrtda Mendiola, a part-time hOspital lab 
teehnidan in Wheaton, In.. Who Is married to 
a systems anJlly:$t and has two cl\1Idrtn. "It 
made me so mad, lIle reaUtadon that ail of 
this Informauon ends up In a bIB data banIc." 

Raben DeSantis, who ~ In Silicon VaI· 
ley and was a dvWan employee· ot two 
CIllfomla mUlwy bases that closed. aatd 
that as a gay man, he wonted about hate 
Iroup:5 that COUld use such data bases to 
harass mtnorities. 

Frenc:b1e HOlmes, a former fraud Investi· 
gatOr for PIdflc BeD In San J<*, calU .. who 
Is now 011 dlsabUIty, said she Md been guD. 
ible. "You think they're gotna to send )'00 
pro4uets and tr8Sh that fnformatton. but they 
seD It You fill out just one. questtonnalre and 
aD 01 a sudden the whOle world knows whO 
you are." 

11m FJ_aM_-=­
said such lelltiments were not commOll. "We 
c:erta:I:Ply do not feet there" a dass 01 people 
harmed II a resultofth1s," he I8ld. "MUUons 
of people every year utIltzedtreet ~ 
as a way to get things done. MJ1Ifo:ns of ~Ie 
are be:rlef1nns: tram ft" . . 

Indeed, Ms. DennIs <::QIUntS berseU as orte of 
them. WIth .... Jobs. slIellhopsby malL "A 

. new pair of curu1ns can make me so happy," 
she &lIM. She does not lmow why the pm 
should Include her prtvl.ey. 

"They are making mUUons of dollars o1t 
other people's lives who doII't even know 
what they're doIng," M.s. DemUs said.. "They 
have tumed my whole life UQSIde down." 



A Day in the Life of Joe Consumer 
The typical person leaves electronic fingerprints everywhere,. 

. unaware of how such traces can"be combined with olber data 
bases for sale or rent. and used in uneXpected ways. 

Here are examples from a composite consumer 
·day,bll!ledon actuaJ practices. NINA. BERNSTEIN 

Tefephontnc ....... 
{ Joe calls an 600 Rushing to work, Joe 

AC11VtTY number to check the inadvertently runs a red 
. pollen Coun!. Ught. 

, { Joe', numOo' ;. caughl Though the intersection is 
through CaUer 10; his empty. 8 video camera 

DATA name and address are captures his license 
c:APTUR£ pulled from a PUblic n""""", 

records data base. 

{ Joe i, pul on a Ii" 01 Joe is senl a traffic ticket 
allergy sullerers; it is in the mail. 

F1~~ sold 10 a drug 
company marketing 
allergy piUs. 

{ The Ii" is linked w;1h • Joe's insurance company 
LATER profile 01 Joe and he is finds the violalioo in a data 

USE sent a coupon for lhe base search and raises his 
company's allergy rates, 
medication. 

, 
• 
• 

SencDnc E--n 
At WOtk. Joe criticizes his 
boss In E·mail to a Iriend. 

Joe's company reviews 
employee Inlernel activity 
and keeps copies of aU 
E-mail. 

After Joe's boss reads the 
E-mail, Joe is dismissed. 

Joe's unsuccessfullawsuil 
10 regain his job shows up 
when a prospective 
employer uses an Internet 
investigation service. 

0_ 
. Joe eats lunch al 8 restaurant 

that records each order on a 
computer, 

Joe pays by credit card, 
linking his account number 10 
his order of 8 bacon 
cheeseburger and fries. 

The restaurant checks his 
credit standing and sends 
him a dlscount offer, 

The restaL'fant goes bankfUpt 
and Its list 01 men who are 
baccIn' cheeseburger bvefs 
goes on the information 
market. 

Getttnc ~serfpUOM 

Joe stops at the pharmacy 
to lill a tranquilizer 
prescription. 

His name, the drug and 
his doctor become part 
01 the data base altha 
pharmacychain. 

The chain is part of a 
pharmaceulical company 
that combineS the data 
with lists 01 magazine 
subscribers. 

A rival tranquilizer 
company advertises in 
Joe's faVQ(ite magazine; 
company mailings urge 
Joe's doctor to switch. 

-

SO ...... 

Allhesu~,Joe 
uses a discount shopper's 
card. 

The card links Joe's 
identity to every item 
he buys, 

The &upermarket chain 
uses 8 data-mining 
service 10 creale profiles 
of its most profitable 
customers. 

Joe is deemed a prized 
customer and gets 
electronically-generated 
discounts; loss loyal 
customers pay more. 

® o 

Mall Ordorlnz 

Bef()(e bed, Joe orders 
cufflinks and silk boxer 
Shorts from a catalogue. 

He pays by American 
Express. which adds his 
name to lists 01 -boyer& 
of expensive je~lry,-

The catalogue company 
puis his name on a list 01 
-male buyers 01 sexy 
lingerie- and trades it 
with other companies. 

Within two weeks Joe 
will receive lour ;owelty 
catalogues. rwe lingerie 
catalogues and a sex­
videotape offer, . 



PENDING PRIVACY BILLS 

Bill No.1 Date Sponsor # Co-Sponsors Description 

H.R. 52: 1/7/97 Rep Condit (D- 1 Establishes a code of fair information practices for health information 
CA) 

H.R. 98: 1/7/97 Rep Vento (D- 12 Prohibits an interactive computer service from disclosing to a third party 
MN) any personally identifiable information provided by a subscriber without 

the subscriber's written consent 

H.R.537: Rep Maloney 0 Amends Presidential Records Act of 1978 and the Privacy Act to ensure 
2/4/97 (D-NY) that FBI records containing sensitive information are protected for privacy 

and security. 

H.R. 695: Rep Goodlatte 165 Relaxes export control on encryption devices and creates new criminal 
2/12/97 (R- VA) penalties for using encryption to further a criminal act. 

H.R. 774: Rep. Lofgren 27 Requires Internet service providers to offer filtering software; also amends 
2713/97 (D-CA) Communications Act of 1934 to repeal provisions prohibiting using 

telecommunications device to make or initiate transmission of an obscene 
communication or depiction of sexual activities to a minor 

H.R. 1180: Rep. McDade 0 Requires Internet service providers to offer filtering software. 
3/20/97 (R-PA) 

H.R. 1226: Rep Archer (R- 27 Criminalizes ''browsing'' of taxpayer files by IRS employees; on Senate 
4/15/97 (Sim to TX) Calender as of 4/17/97 
S 522 & 523) 

H.R. 1287: Rep Franks (R- IO . Prohibits computer services from disclosing a person's SSN without 
4/10/97 NJ) permission 



PENDING PRIVACY BILLS 

H.R. 1330: Rep Kanjorski 18 Prohibits Federal officers and employees from providing access to Soc Sec 
4/15/97 (D- PA) Acct information, personal earnings and benefits estimate statement 

information, or tax return info through the Internet or without written 
consent of the individual, and to establish a commission to investigate the 
protection and privacy afforded to certain Gov't records 

H.R 1331: Rep Kennelly 0 Establishes a panel to assist the Commissioner of Soc Sec in developing 
4/15/97 (D-CT) appropriate mechanisms and safeguards to ensure confidentiality and 

integrity of personal SS records made accessible to the public 

RR.1367: Rep Barrett, T. 9 Prohibits Fed agencies from making available through the Internet certain 
4/17/97 confidential records, and providing for remedies in cases in which such 

records are made available through the Internet 

H.R. 1972: Rep Franks (R- 30 Prohibits "list brokers" from selling, purchasing info about children 
6/19/97 NJ) without written consent of parent; requires marketers to give access about 

child to parent, prohibits using prison imnate labor to process childrens' 
info; requires marketers to give lists to National Center for Missing and 
Exploited Children 

S 144: 1121197 Sen Moynihan I Creates Commission to look at statistical agencies; it will look at privacy 
(D-NY) implications of collection and use of statistical information 

S 376: 2127/97 Sen Leahy (D- 4 Relaxes export controls on cryptography. Creates new criminal penalties 
VT) for using encryption to further a criminal act. Encourages key escrow 

infrastructure. 

S 377: 2127/97 Sen Bums (R- 22 Relaxes export controls on cryptography. Creates Board to give law 
MT) enforcement agencies special access to development of plans for privacy 

enhancing technology. 

S. 504: 3120/97 Sen Feinstein 2 Prohibits sale of personal information about children without their parents' 
(D- CA). consent 



PENDING PRIVACY BILLS 

S 665: 4/29/97 Sen KeITey (D- 1 Monitors the progress of the Telecommunications Act of 1996 
NE) 

S 771: 5/21197 Sen Murkowski 1 Regulates the transmission of unsolicited commercial e-mail. 
(R- AK) 

S 875: 6/11/97 Sen Torricelli 0 Promotes online commerce and communications by regulating 
(D- NJ) transmission of bulk unsolicited e-mail 

S 909: 6/16/97 Sen McCain (R- 2 Facilitates national key escrow system; orders networks built with Gov'! 
AZ) money to use key escrow. Maintains existing restrictions on export on 

encryption software. 



BACKGROUND PAPERS ON ADOPTING THE PRIVACY PRINCIPLES 

Leslie L. Byrne 

A June 2nd issue of Time magazine summed up the state of privacy in America by 
saying "snooping on your friends and neighbors has never been easier." Lining up to 
dish out personal information to anyone who asks or pays are a host of government 
agencies, credit bureaus, data collection brokers and Internet users. Little regard is 
given to the harm the release of this personal information could cause. 

The public has a growing awareness of issues concerning privacy. Four out of five 
respondents to a 1995 poll conducted by Louis Harris, expressed concern about their 
personal privacy. By 1996, 89% of the public said they are concerned about threats to 
their personal privacy from both government and business. Every indication is this 
number is still on the rise. 

There is an interesting dynamic between the government and industry wishing to 
encourage electronic commerce or information technology, and the misgivings the 
public states in these polls about privacy. It is my contention that to realize the full 
potential of the Internet we must give people some assurance that they have control 
over their own information. Similarly, to rebuild trust in government, it is imperative that 
the Administration state unequivocally that it is our policy to protect personal 
information. 

We have much activity from many agencies on privacy ( see DOD Tough Cookies 
editorial.) What these government efforts lack is context, an umbrella of standards that 
gives a government-wide guarantee on how personal privacy will be protected. The 
Executive Order on the Privacy Principles is such a guarantee. 

Enclosed are various writings about the privacy issue. Privacy and American Business 
Report and its editor Alan Westin are generally considered pro-industry. Even with that 
caveat, the enclosed poll summary is very interesting. 

I literally have reams more of information on this issue. I would be happy to provide 
additional information or answer any questions you may have. 
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EXECUTIVE SUMMARY of Interpretive Essay by 
Dr. Alan F. Westin, Professor of Public Law &: Government 
Columbia University, and Academic Advisor to the Survey 

My role in this essay is to explore the survey's findings from the 
perspectives of a political scientist who has been studying privacy issues since 
1951, has been the academic advisor to two dozen national public surveys on 
privacy conducted by Louis Harris &: Associates and Opinion Research 
Corporation, has been an expert witness at government hearings and a 
proponent of state and federal privacy protection laws, and has advised more 
than 100 companies and government agencies in developing innovative 
consumer and citizen privacy policies. 

The essay puts Internet developments into a larger social perspective. It 
reviews some of the most important findings about computer users' privacy 
concerns and policy preferences; it analyzes the factors that seem to be driving 
these views; and, finally, it suggests the implications in this pioneer survey for 
all the players involved - the online industry, businesses operating on the 
Net, the technology community, public-interest groups, government bodies, 
and the individual citizens of cyberspace. 

L The Internet should be recognized as an explosive new medium where the 
full array of human conduct plays out, and all the traditional tensions in 
democratic society over individual privacy, public disclosure, and society­
protecting surveillance will have to be confronted in new settings. 

• As a powerful new electronic medium, the Internet is reshaping 
patterns of communication, information exchanges, and - potentially -
commerce. It has become a mass media preoccupation, and virtually everyone 
agrees that Internet development holds enormous potential for new and 
creative social, business, and political activity. 

• But the Internet also replicates all the vices and pathologies of 
contemporary society, from consumer fraud and intrusive advertising to 
circulation of hate speech, soliciting obscene materials, promoting terrorist 
projects, and criminally stalking children and women. As in the earliest 
frontier days in America, the Internet abounds with modern-day cattlemen, 
sheep-herders, farmers, saloon keepers, whores, and hacker-gunmen, with the 
influences of the schoolmarm, minister, sheriff, and judge also struggling to 
be heard and felt. 

• The online and Net worlds also reproduce all the basic tensions about 
individual privacy, public disclosure, and society-protecting surveillance that 
democratic societies struggle with in the off-line world - with new dangers 
and new opportunities just coming into focus. It is this early stage of privacy­
issues development in cyberspace that the Privacy & American Business' online­
privacy survey was designed to explore. 



2. This is the first statistically representative and reliable survey that 
allows us to investigate the experiences, concerns, attitudes, and policy 
preferences on privacy issues of the 42 million adult Americans currently 
using the Internet. The survey also allows us to compare these privacy 
views with those of computer users not on the Net, and with past privacy 
attitudes of the general adult public. 

Privacy & American Business' online-privacy survey provides 1997 data 
for comparing the privacy experiences, concerns, attitudes, and policy 
preferences of four populations: 

• total adult computer users (about 100 million); 
• computer users on the Internet (about 42 million); 
• computer users with online services but not on the Internet (about 28 

million); and 
• computer users not yet online or using the Net (about 49 million) 

We can also compare these orientations to the results of the survey's 
privacy-trend questions from the total adult public (about 190 million), based 
on 1995 and 1996 Harris-Westin privacy surveys. Key findings on these 
comparisons are: 

• Demographically, computer users are younger, have more education, 
and higher incomes than the general public. Net users are even younger, 
more affluent, and better educated than computer users not on the Net. 

• Computer users as a group, and the Net and online user sub-groups, 
share overall business-privacy concerns at the same high levels as the general 
public. In 1995, 80% of the total public felt that "Consumers have lost all 
control over how personal information about them is collected and used by 
companies." An identical 80% of computer users agreed with this statement in 
1997, with 82% of Net users agreeing. 

• On the other hand, computer users are less fearful of technology than 
the general public. Where 63% of the general public agreed in 1995 that 
"technology is almost out of control," only 55% of 1997 computer users and 
36% of Net users shared that view. 

• Computer and Net users are less distrustful of institutions (measured 
by the Harris-Westin Distrust Index) than the general public. Where the 
general public registered 71% in High and Medium distrust in 1995, only 60% 
of computer users in 1997 registered such distrust, with Net users at 56%. 

• In another important overall comparison, computer users and the 
general public share a general preference for voluntary over regulatory 
policies to protect consumer privacy. If businesses and industry associations 
adopt good privacy protection policies, 72% of the general public said in 1995 
they would prefer that approach; in 1997, 70% of computer users and 72% of 
Net users agreed with that view of voluntary being preferable to regulatory as 



a general matter. (However, as noted below, the public often favors sector­
specific legislation, when it feels problems are outpacing voluntary efforts.) 

3. While only a tiny fraction of Online-Service and Net users report they 
have personally experienced invasions of their privacy while online, 
majorities of users express concern about threats to their online privacy. 

• Only 5% of Net users and 7% of Online-Service users say they have 
personally been the victim of what they thought was an invasion of their 
privacy. Receiving unwanted email advertising and having personal 
information required or captured at web sites were the intrusions most 
complained of. This is a low level of direct invasion when compared to the 
25% of the public that reported in 1995 that they have had their privacy 
invaded in the off-line world, and 35% is some particular consumer­
information sectors. 

• Moving from experiences to perceptions, online and Net users 
expressed a wide range of concerns over threats to the privacy and security of 
their activities online. Specifically: 

- 53% of Net users and 57% of Online-Service users say they are II 
concerned that information about which sites they visit will be linked to their 
e-mail address and disclosed to some other person or organization without 
their knowledge or consent. Not surprisingly, 55% of Net users say the ability 
to choose not to give their real name is important to them in using the 
Internet. 

- 59% of Net users who send and receive e-mail are concerned that the 1C 
contents of what they communicate will be obtained by some person or 
organization without their knowledge or consent. 

- 42% of those receiving unsolicited e-mail advertising say "it's getting 
to be a real pain" and want "to stop getting these messages." If there were a 
procedure for removing their e-mail addresses from unsolicited advertising, 
over a third (37%) of e-mail users would want their names removed from all 
solicitations. (This compares with only 17% of computer users who would 
remove their names from all regular postal mailings.) 

- 75% feel there are privacy problems in putting state and local ..,. 
government's public records with personally-identified information on the 
Internet, even though these are available today to anyone in manual form 
and organizations can buy computer tapes of such records for business, legal, 
and research purposes. 

4. There is deep concern over web sites collecting personal information or e­
mail addresses from children. 

• Computer users divide about equally on whether there is a significant 
difference between collecting marketing information from children in the off-



line and online worlds. But, many practices generally accepted in marketing to 
children in the off-line world are strongly rejected for online conduct. When 
asked to assume that the purpose for gathering the information cited was the 
only use that a company would make of various types of information about 
children presented in a series of questions, majorities of computer users 
rejected the acceptability of all the types of uses presented . 

• 59% of computer users say it is not acceptable to ask children for e­
mail addresses for the purpose of gathering statistics on site visiting, and 58% 
oppose asking for such addresses to improve a business's product. 

• 73% of computer users say it is not acceptable to obtain the real names 
and addresses of children when they register to use a site, or to purchase 
products. 

• And, 90% say it is not acceptable (74% "not at all acceptable") for 
companies to rent or sell the real names and addresses of their child 
registrants or customers to third parties for marketing. 

• 75% of computer users are NOT confident that companies on the net 
that are marketing to children would follow the policies they set forth on how 
they would handle the children's information they collect. 

5. Reflecting privacy concerns, especially where children are involved, a 
majority of computer users say they favor legal action. 

• 94% of computer users say that companies collecting information 
from children should be held legally liable for violations of their stated 
policies. 

• When asked which of three roles "government" should take in 
approaching "Internet privacy issues," a majority - 58% - favor "passing laws 
NOW for how personal information can be collected and used on the 
Internet." 24% favor government recommending standards but not passing 
laws now, and 15% say government should "let groups develop voluntary 
privacy standards but not take any action now unless real problems arise." 
Only 47% of Net users favor enacting government laws now, while those 
computer users not using the Net or an online service favored government 
laws at 65%. 

• It should be noted that the question on government approaches came 
at the end of a detailed survey exploring potential threats to privacy and 
security, and especially after the series on children's' privacy issues. Also to be 
noted is that the question did n21...specify whether state or federal governments 
should be the rule setters; just what kind of controls government would set, 
how these would be monitored, and which government agency would act as 
the enforcing agent; and what kinds of penalties and remedies would be 
installed. We can expect that the attitudes of computer users and especially 



/ Net users would be significantly affected by the alternatives presented on those 
matters. 

6. The views of computer users overall, and online and Net users 
specifically, follow some of the patterns that past privacy surveys have 
found to operate as driving factors in the off-line world . 

• Past Harris-Westin surveys have found that two-thirds majorities of 
the American public (and computer users as a sub-group) oppose creation of a 
federal regulatory agency covering the entire private sector (as in the European 
data protection commissions' model). But strong majorities will favor sector­
specific legislation at the state or federal levels when the perception is that 
serious breaches of privacy and confidentiality are taking place and voluntary 
controls by industry or private groups are either ineffective or not adopted 

. widely enough. Examples have included legislation that would forbid 
employers or health insurers to use genetic tests for employment or . 
underwriting purposes, and federal laws protecting privacy and confidentiality 
of medical records and the increased electronic movement of personally 
identified health information. Computer-user support for "government" 
action on the Net suggests that the Net is seen as a "sector" in which 
voluntary policies are not yet perceived as present. 

• In past privacy surveys, trust in the practices of an industry in 
handling its customers' personal information in a "proper" or "responsible" 
way and "respecting its confidentiality" came through as a major factor in 
helping the majority of the public (our 55% "Privacy Pragmatists") to decide 
whether to give their personal information for organizational uses under 
privacy-policy promises or whether they would favor passing legislation to 
mandate the rules. In the 1997 online privacy survey, with ten industries that 
handle consumer information presented for judgment, a majority of 
respondents gave high ratings (in the 68-80% ranges) to employers, hospitals, 
banks, and companies making computer hardware and software. But online 
companies - those offering Online Services, direct Internet access, and 
marketing products on the Net - received low confidence ratings, in the low 
40% levels. This placed them alongside credit bureaus and direct-mail 
marketers, two groups that have traditionally received low-confidence ratings 
in privacy surveys. 

• The answers to most of the key questions relating to privacy concerns 
and policy preferences in our 1997 survey followed exactly the level of 
confidence in the three online businesses -- the lower the confidence in online 
firms, the more privacy-oriented the positions. This was true, for example, 
with all the questions involving children's privacy; concern about the 
confidentiality of e-mail content; concern about putting public records on the 
Net; desire to remove their e-mail address from all unsolicited marketing; and 
support for passing government laws now on Internet privacy. 

7. Since 70% of computer users generally favor voluntary pOlicies over 
legislative rules for consumer privacy protection, the explanations for 



favoring government action now for the Internet lie in a combination of 
factors discussed below. 

In addition to the effects of low confidence in online companies, here 
are factors that seem to be undercutting the traditional support for voluntary 
actions as of 1997: 

• There has been a steady drumbeat of largely alarming stories in both 
the mass and online/computer media about privacy and security risks on the 
Internet. These often present the situation as one in which no current tools or 
policies are available to protect users, and that staying off the Net, not using 
one's credit card for purchases, and never volunteering personal information 
are the sensible ways to proceed. This trend is typified by the June 2, 1997 issue 
of Time ("No Privacy on the Net"); "Cookies a Half-Baked Idea," Inter@ctive 
Week. April 4, 1997; "Cyber Eyes Are Watching," Family Pc. April, 1997; 
"What right to Privacy?," NetGuide. January 1, 1997; "Easy Now to Keep Tabs 
on Users' Internet Postings," N.Y. Times. January 6, 1997; "There's No 
Guarantee of Privacy on the Net," N.Y. Times. January 13, 1997; and "Think of 
Your Soul as a Market Niche," N.Y. Times. September 11, 1996. Along with 
movies and TV programs depicting hackers and privacy invaders trolling the 
Net and finding helpless victims, the media coverage has sent a message to 
many millions of viewers and readers that Orwell's progeny own the online 
world. 

• Industry association policies and guidelines for collecting and using 
consumer information online and on the Net are in a very early stage of roll 
out. Most of them were developed in 1996, and the most important ones are 
1997 products, some just issued in late Mayor early June, and some to be 
presented at the Federal Trade Commission's Workshop on Consumer 
Privacy Online in mid-June. These include policies from the Direct Marketing 
Association, the Interactive Services Association, and others. It is highly 
doubtful that respondents to our survey in April of 1997 had heard about 
these, Qr had any experiences with them with which to decide how well they 
worked. 

• The survey recorded remarkably low awareness by online service 
subscribers of the information-handling policies of their current service 
provider. Almost three out of four online service users (71% plus 3% don't 
know) said they were not aware of "any rules or policies [that their] online 
service has as to how it will use the information it maintains or collects about 
[their] online usage ... " 

• A series of questions about how web site visitors decide whether to 
give registration-type information when they visit sites documented that most 
web site visitors are NOT today encountering clear, up-front declarations of 
information policy from most sites they visit. Net users say getting such 
information would have a major effect on their decisions whether to provide 
personal information, but 79% say they have declined to give information to 



sites not explaining their policies, and 8% say they have given false 
information .. 

• There was also very low awareness of software tools for exercising 
individual control over information and communication practices. 

- 75% of e-mail users said they weren't aware of any procedure or 
technique to remove their e-mail address from companies or 
organizations sending them advertising materials. 

- 45% of parents with children using the Net said they were not aware 
of any software programs that let parents automatically limit the web sites 
their children visit or the personal information they can provide to 
sites. 

It is also clear that very few members of the computer-using public have 
yet heard about new conqol approaches such as the e-Trust information 
labeling and independent-certification system for designating commercial web 
sites, or the privacy pOlicies and preferences program being developed by the 
Center for Democracy and TechnOlogy, with strong business and public­
interest group support. 

Finally, strong interest was expressed by the privacy-concerned 
respondents in getting free ~nd easy-to-use software tools that would allow 
them to state their preferences as to how they would wish their personal 
information to be used by business or organizational web sites, and even to 
conduct dialogues with such sites over just how such uses could be made 
acceptable. Similar strong interest was expressed by parents in getting and 
using software that would allow them to control what personal information 
their children could give to Internet sites or in chat rooms .. 

8. The intensity of women's concerns about privacy threats and desired X 
protections shows up heavily in the survey results. . 

• Prior to 1997, within the high levels registered for the population as a 
whole, privacy surveys had shown women to be even more privacy concerned 
and regulatory-oriented than men in the off-line world. Our online survey 
found women widening their lead even more in the online world. Women 
scored 5-13 percentage points higher than men in 16 major questions here, for 
example: 

- 11% higher in being very concerned that sites visited could get their 
e-mail addresses; - 11% higher that children's information should never be 
sold to third-parties; 

- 7% higher that putting public records on the Net would be a privacy 
problem; and 



- 7% higher in saying that being able to surf the Net anonymously is 
very important to them. 

Reflecting those gender-intensified views, women are a full 18% higher 
than men in saying that government should enact laws now to protect privacy 
on the Internet. 

8. Implications for the online and Internet industries, businesses marketing 
online, technologists, public-interest groups, government bodies, and 
individual online users. 

Some surveys record confusion and indecision on the part of the public 
on controversial issues, or such low levels of knowledge or interest that the 
results offer little help to the public policy-making process. This survey, I 
believe, is just the opposite. It offers a clear call to all the communities sharing 
responsibility for the unique entity that is the Internet to hear and respond 
effectively to the concerns of Net and online users (and also computer users 
not yet online) that communication, information-exchange, and consumer 
commerce must be made more privacy-secure than either perception or reality 
make it today. 

The results are certainly a summons to intensified action by the online 
and Internet industries and all companies hoping to create broad commerce 
on the Net. These groups must move guidelines and policies from paper to 
the daily online world. They must also give strong support to the 
development, distribution, and effectiveness-testing of personal privacy­
enhancing tools: such as personal-information-control software tools; digital 

. signatures and biometric identifiers to assure more secure personal 
identification; and easy-to-use encryption programs. 

The low confidence that the survey results registered in the 
trustworthiness of online companies means that online business groups will 
have to engage in major educational programs to demonstrate that the 
policies and tools they support do provide an effective platform for reasonable 
online privacy. 

If - as this survey documents - the. growth of Internet use and 
especially Internet communication and commerce depend on increasing user 
confidence in the medium's ability to provide reasonable privacy protection, 
there is cause for careful optimism. When a mass market and a major societal 
resource of the scope of the Internet depend as much as users say it will on 
providing consumer and citizen confidence, the stake for business and 
government in making that happen is enormous. 

It will be fascinating to revisit these issues after two to three years, to see 
what progress business, government, technologists, and public interest groups 
will have made in bringing privacy ethics, standards, and day-to-day good 
practice to the Internet frontier. And, we should be able with that next 
snapshot to gauge what the nation's Internet users think of the privacy 
balances that will have been installed by that time. 
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Factors Increasing Likelihood 
of Using the Internet 

Louis Harris & Associates, Inc., 1997 
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Guidelines for the Collection and Tracking of Information from Children on 
the GIl and in Interactive Media 

Submitted to the Federal Trade Commission 1996·7 

In June 1996, the Center for Media Education (CME) and Consumer Federation of America 
(CFA) requested that the Federal Trade Commission (FTC) issue guidelines for permissible 
industry practices regarding the collection and tracking of information from children on the 
Global Information Infrastructure and· in Interactive Media. The guidelines are founded. on 
two basic principles: 

• Personally· identifiable information may be collected and/or tracked from children 
for commercial marketing purposes only if the collection and tracking practices are 
not deceptive; are fully and effectively disclosed; and valid parental consent is 
obtained. 

• Aggregate and anonymous information may be collected and/or tracked from 
children for commercial marketing purposes only where the collection and tracking 
practices are not deceptive and are fully and effectively disclosed. 

All information collectors/trackers must comply with four requirements: 

1) Disclosure must be full and effective. The disclosure notice must include: 

• what information is being collected or tracked; 
• how the infOlmation is being collected or tracked; 
• how the information will be used; 
• who is collecting the information; and 
• who will have access to the information. 
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2) Parental consent must be obtained. In order for the consent to be valid: 

• the child must understand that s/he needs to get parent permission before 
proceeding and the parent must receive complete disclosure; 

• access to thQse areas of the site where information is collected or tracked must be 
conditioned on receipt of vaiid parcntal consent; and 

• the burden is on the collector/tracker to obtain valid parental consent through 
writing or other electronic mechanisms. 

3) Parents must be able to correct information already collected about and 
from their children. 

4) Parents must be able to prevent the further use of their children's 
information after it has been collected. 
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EDITORIAL 

Tough cookies 
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L
ed by the Defense Technical In- create a policy to protect the rights ( 
formation Center, DOD is putting visitors to its sites, we shudder at th 
the finishing touches on a policy possibilities of what can be done wit 
that would provide Web site man- this and similar electronic data cachef 

agers with guidance on how to maintain DOD officials were very upset a coupl 
Web logs and other electronic information of years ago when the department di~ 
gathered from visitors to its sites. This covered one ofthe Internet browser con; 
policy is expected to direct Web site man- panies was surveying hard disks an 
agers to destroy any such electronic sending information to a corporate date 
records after 60 days. base. We suspect DOD's primary use fo 

Recent attempts by unknown compa- the infofl11ation is benign, or better stil 
, nies to gain access to the information in- noble in purpose: to garner informatio 

spired DOD to act. While the motive be- that might better serve the viewer. Bv 
hind the request is unclear, the wealth of do the benefits outweigh the risks? 
the information at stake is unmistakable. While DOD may be the fiist agency t 
Through the use of "cookies," DOD and tackle the issue of Web logs and privacy" 
every other Web site host can capture will certainly not be the last. We believ 
information about who visits a particular agencies would welcome some guidanc 
site, how they entered, what files theyac- from the Office of Management and Bur 
cessed and for how long. get as they wrestle with crafting thei 

While we applaud DOD's decision to own policies ..... 
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2. Establish a Consumer Right to Privacy. On October 27, 1992, the Clinton/Gore campaign 
released a document spelling out their vision of consumer protection. As an addendum to the 
Consumer Bill of Rights established by President Kennedy the campaign proposed there be "The 
Right to Privacy To not have information provided by consumer for one purpose used for a 
separate purpose without the consumer's knowledge and consent." The Information and 
Technology Task force on Privacy, headed by OMB, has released its White Paper for comment 
and there is much activity, both public and. private; currently in the area of priv·acy. The 
Administration would not short-circuit these discussions by adhering to this campaign promise. 

, 
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ATTACHMENT 

GENERAL PRIVACY PROTECTION PRINCIPLES 

The U. S. Office of Consumer Affairs advocates five general privacy protection principles 
that apply across all industries. They are as follows: 

1. Tell consumers, in language they can understand, when and why certain 
information is being collected, what's going to be done with it, and who will 
have access- to it. Tell them how you plan to protect their privacy, and ask for 
their feedback on your policy. 

2. Collect only that information which is germane to the transaction at hand. 
And do not allow the information to be used or sold for other incompatible 
purposes without the individual's knowledge. -

3. Provide consumers a copy of their files upon request, and make it easy for 
them to correct errors and include statements of explanation. 

4. Allow consumers to opt in to direct marketing or other uses they feel are 
appropriate for (he information they are providing. 

5. Make a concerted effon to educate consumers generally about how information 
about them is gathered, analyzed, grouped into lists and rented or sold, or 
otherwise used. 


