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PROCEEDINGS

ATTORNEY GENERAL RERO: Thank vou, Harris Miller, for g1l that yvouw have
done, both in promoting sducstlonal opporvunitiss for our young in shis
area and bringing law enforcament and industry togsther. And thanks Lo you,
Mr. Brown, and Mr. Dvoranchik, Lor your hespitaljty. I think that this ig
g0 lmportant that we hold this ¢onference in Northern Vlrglnla whiere so
much innevation is taking place.
» come today te ask you a question. And I look forward to receiving your
answers later this afterncgon. wWhat can the Deparument of Justice, what can
I as Attorney General do, te bulld frusrt and confidence between law
ernforcement and Industry s¢ that we can work together a3 partneys in
responding €o the growing challenges of oyvher crime?

What can we do L0 mesl our obligations Lo snsure Che public safeny. Lo
gnforce the law, in & manner that fosters and prometes privagy and Lhe
civil liberties of all concerned, allows the Internet to flourish with all
the innovaticn ¢hat you can muster. and at the same time causes the wionim
as little inconvenience as possible?

The Department of Justice does not seek in bagic government regulation or
monitoring of the Internet. We would rather work together as partners with
separate but overlapping areas of responsibility and accountability.

genurity of privars 2e0LOY computer systoms. And we should protsct
government systems. We must share, however., the information aboutb
vulnerabilitieg so that we can each teke steps 10 protect our gystams
agalinst atrtack.

. The private sector in that regard should seke the lead in protecting the
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We have a common goal oo keep the nation’s computer networks secure, safe
and reliable for Amevica’g citizens and ifs businesses. We have a very

. importent moment . ¥e can become sntrong perinsrs. We can snfarce this common
goal. We can maintain the Internet for the extraovdinary tool that ir is
for learning, communicevion, commercs #nd o many 0theyr aspects of our
iivesn,

Qr we can Jo our separate ways. We can watch the Internet subisct to attack
in the diffsrent forms thar we have szeen 1t. 2and I'm sure rthat some

reative genius hag gome other i1dea out there that we haven’t even
considered yvet. And we will not have this tool that think just has opened
up the acononmy, opened up learning,. opened up opportuniitiss that we pevar
dreamed of, '

From my digcussions with industry representatives and my colliesdgues in
government angd law enforcemsnt, I know we are in agreement rhaf we must do
shis in a way that respects the copstitutional rights, the privacy and
stner rights of all Americans and that foruses on the innovation that is
oogurring in industry 50 Chat we o nmot stifle iz in any way. We mush do in
in a way that is least disruptive. And in this insgance. I think we have
much to learn from traditional criminal dustice activitles.

wWnile law enfarcement alcone can't solve the oybher problem, any effective
supracegy muat invelvae ug all. For example, let’s ilook at what happens in
the non online world.

when somsone’'s home is burglarized, it ig important that che vicuim notify
law enforcaement as quickly ag possible. If they don‘t, i1f the crime sgens
is messed up, if fingeyprintsg are intertwined, if clues and pieces of
evidence are vacuumed up, the police ars going to have a very difficuls
time In solving your hurglasy. A promut response from law enforgerment can

. minimize the loss of critical svidence and provide glues while the trail is
stiil warm.

In additien, if similer burglaries have ocourred in other areas, law
anforcement may be able fo link the burglaries to a single person or a
crime ring. And law enforcement may be able bto work with community crime
fighting groups %o boost patrels and empower individuals with the knowledge
they need to protegl thelr own security.

Thig examplé also proves, however, that law enforcement alone iz not the
solution, Rather., it's lew enforcement, the victim, community groups and
individuals working teogethsy (0 provide the moesn effective stravegy for
preventing such ¢rizes.

The parallels in che oyber world are cobvious. If we don't ger it reporied
right away, we'‘re nob going to be aple Lo trace 1t as easily. With prompt
reporting of oyvber orimes teo law enforcement, cyber ¢riminsls can be caught
and brought te jdustice. Prampt reporting gan help us to identify and
gorrect Vvuinerehilities,

Ag in the off line world, the most priwmising approash lies in a evoperative
effort between law enforcement and the community. We'd far prefar for you
to prevent 1, angd we’'d not like bte tell you how to prevent iz, We'd nob
like te rie your sense of innovation up in regulation thabt we impose on
¥ou. Bub wae would like o ghare with vou vulnerabilities that we cobsarve s¢
that you can téke steps te proavent 1t. And we would like for you to let us
know what problems you see so vhat we can be more effective in the law
anforeement effort.

. Today I vall on leaders in the high tech industry o address this problem,
to take voncrete stepsg Lo andourage others Lo report oyber incidents to law

enforcement authorities. And we at the same time pledge to do our par:t to

make such gooperation cagier and o minimize the impact oury inveshtigacions
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have on wvictims,

government talkg? If we give you this information, confidentiality which 1s
80 important to us will be ignored. And we will find semsitive information

Sut on the street where we don't need L. Or we will he embarrassed because
our lagk of security, our lack of prevention, will he made known 10 the

world.

. But what you will say is, hmm. Have you lookaed 8t how the Federal

Thege are issues that we nead to address in a candid, frank way to
understand dust what is involved. The same is true in the non online werld,
The hanker doesn’'t want to repert his embezzliement hecause he’'s
gmbarrassed, The banker doesn’t want to report the details bacause iy will
lead oo confidential informanion vhat iz important ¢ the bank being gut in
the public. How can we wark together to ensure confidentialicy?

The next point that vou will ralse is don’t vou know how inconvenient and
Duardensoeme che oriminal dustice gsvstem Is and an lnvestigation is? You're
goeing to have all my smplovees down before the grand bSury. You' re golng Lo

have them tied up in interviews aftey interviews. Ah, forget iv. I°1
protect myself. I dontt need vou.

Then comes the denial of service attack oy cother similayr situations. And
vou say, Oh, walt & minute. Maybe we do need them. Leb’'s start now to
minimize che problems that viebire percelive in the criminal dustice system,

Then there will be a, okay. You've assured me of confidentialipny, Bug I
don‘t know what's happening. Nobody ever lets me know what’'s going on and
what thes naxt step ig. Let us sit down together and heip each other
underzcand the twe worlds, the woerlds of cyber technology and the worid of
the criminal Justice system. L8 us try Lo be candid with vou in what we

can and can’'t do,

. Then, okay. We got all that done. But afier thap effort, they -dust get =z
tZp on the wrist. Nothing happens o them. Let uz work together to focus on
sentencing guidelines go we ¢gel sentences that mean what they say and sarve
as a cesercent. Let us figure oul what we Jdo for that 1% year old hacker
that makes sure that he knows never ever Lo do it again.

#ur then I hear, look. You're & nice lady. I think wyour heart's in the
right placs. Bub you don’'t understand. Law enforcement doesn’{ bsgin to
have the epiipment to match wits with the bad guys. And until you get the
rechnology, it's just not going to work and vou're nobl going to be
successful. Wa need you oo jJein with us in lewring the worid know what is
needed in law enforcement to properly protest law enforssment interesgs

' that coincide with industry intarest.

Harris has alluded o one of ics next problems. You gay you've got these
great paopie working for vou. And as soon as we form a relationship with
one, he gosg off Lo the privave sechor. Then the nexi one gees off to the
private sgcbor. And they're not there long encugh ever Lo establish any
cantact.

Well., we're trying to develop concepts such as ovber ROTC where we can
attrast paople o government Loy a longer peviod of time in return £or a
system such as ROTC producsed. But we have 3 long wey o go. And thab goes
to educating our vounyg people. How can we look ab ail of America, nou justc
some of Ameyice, and identify -- and Harris., I'm really intrigued with this
-~ nowW can we identify yvoung people of 16, 11 and 12 vears ¢ld who are nop
do well in school, whoe are not gupervised an home, who 8o not have
motivational or inspirational parsnbis at home. how can we yeach oul and

. identify them Chrough aptitude testing thar gives ug rescurces thalb we
never thought we had in the United States sc that we are not as depandent
on the world?
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and finally., vou will say, but even i{f we work all this out, werre going Lo
have Lo extradite somebady, and you'll smay, well, we can’'t sextradjte
becaugse it’'s @ national from ancthey oountry or because Lt s oo expengive?
We need industry te doin with us in letring the world know that thers is no
safe place to hide. And thav although borders are meaningless with respect
to wyber crime, we have gor to effeet allignces arcund the world that will
ensure that there zre noe rogue natlions. no rogue Hdurisdictions, that permit
cyber attack around the werld.

We've got our work cut out for us. Bur 80 do all who have contact with the
criminal iustics system. There are those that take the ¢hallenge -+ apd I
think we should -~ for thers are those who have used otherwise magnificent
tools Lo really infiicy harm on others.

Let us make sure that the Internef is nob part of this history. Even in the
Internet’'s relatively short existence. wse have seepn a dizzving array of the
criminal wgse of the techucliogy. They are not trivial corimes. We have
investigated computer attacks on our nation's information infrastructhure,
ingiuding sericgus breaches in the Department of Defense and NASA In
numercusa instances in which cyber oriminals have stolen credis cards frow
cansurerg and posted them on the nternet, net ¢nly harms these
individuals, but undermines the confidence of the public in the Hen.

We must not forget that the Nai is being used with incrgasing freguency ro
gummit tradivional orimes, including global distribution of child
pornography, fraud schemes, oyber stalking and the like, Ws have this
unprecadented momant.

We have Lo make surs that we Join bogether now while people are learning
about the Net, while they’re learning aboap what can be done and not done
on the Het, o know and let them know thab nhere is going to be
enfsrcementy, Ity an unususl time in histoyy where we can shape the whole
public attitude and acceptance of what’s right and what‘s noel righi.

Just think about it for a moment. if‘s rare in hismtory that & evollection of
people, beth in law enforcement and in induscry, have a chance to say this
is the wreng thing to do. This is the right thing to do. These are the
sanctions thal you face if you do it We're goling to have to be togsther in
that effort,

We have made gains. The Internet frauvd Complaints Center provides a
centralized repository for filing cumplsints of Inverner fraud. Since it’'s
opening on May the Sth, the center hag recelved an average ¢f approximatsely
1,200 complaintg per week., Through the Center, the PRI and the National
whirte Tollar COrime Center, coliesi, analyze. evaluate and disseminabte
Internet fraud complaints to the appropristse law enforcemsant and regulaiory
agencies.

But that’'s nobt going Lo work if we ¢ontinue to builid complaints, generate
hacklogs, those backlogs don’t get addressed. people don’'t think anything’'s
geing Lo happsn to them, industry losesz ¢onfidence in law enforcement and
iv goes from bad o worss.

Yas, we've made some progress, bul we've gob & long way ©o go. Senior
officials from the Department's Compuier Crime Section meat regularly with
repregantatives from Interner providers, zelecommmigation carriers and
sthers thyough industyy information groups. FBI's Netional Infrastructure
Protection Center and its gomputer ¢rime soguads have worked together Lo
davelop the intraguard program in communities arsund the country.

T think these efforts are critically important, hut we‘ve gob more Lo 6o,
We’vae gathered here today people who I think cen address the lssue, Each of
us has & role to play.

I urge you ¢ talk frankly and openly. Don’t be afraid that you will hurt
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my feallings or make me mad, I won's get mad and I won't get my feelings
huart except If I don't come cut of here with some really spesific
sugresticns about what we an 4o o he more affective. :

. Law anforcement 1ike industry has lts guries, its teslisz and its
sepatraints. I wani your opinions, your suggestions about whabt we can do oo
work in harmony with principles of gur sonstitution and impose the least
digruptieon on your undertakings.

I want yvou zo know that I am not interested in gearching people’s computers
axeept that we 4o ip the right way. I need yvour advice in what we do if
Frange iz investigating somebody, a French hbusinesasman: He's never gen out
of France. He's gor all his records stored in his computer. France g4ts our
equivalent. of a search warrant and discovers that he's & customer of
America On Ling and the racords are right over here or over here.

How are we going to deal with thoss ilgsues? How are we golng o deal with
ghe issues of crogs siate searches? There is 5o much to be done?

Finally. if you're not interested in working together in just common
business good sense pecause you don’t think we can do the job, theres isg
something more imporitant than anything else. Tt is this nation and all thag
wg hold dear. begcause of your brilliance, bhecauss of your sensg of
innovation, we srg very dependent on covber technolagy. We have not kept up
with cyber sscurity.

So much of this nation's critical infrastructure, defense, hanking, power,
emergancy services, finance, 56 much of (bt is dependent on what you have
creazed. Heing dependent, it is also at rigk ¢f cyber terrorism.

L&t ug not walh until we get o the orisis of gyber terrorism before we
have learned Lo work together to solve ocur prablems with lesser orimes. And

. then, God forbid, that they should come. we will ke prepared again and
again to prevent whenever possible and Lo pursue when it has cocurred so
that these paople are brought te Justiece with a sentance bthar will serve az
a deteryent?

I will be back this alternoon with pen and paper in hand and looking
forward to your report. And T am daeply graceful to you all for taking the
time today to be wiith us. It ig vary impsroant to the Justice Dapariment
angd to law enforcemant.

MR. MILLER: We now have an spportunity £or a couple of questions before the
Antorney Genaral needs 2o leave. If vou have pometbhing written, did people
get cards? You should have gotten cards? Oh, in vour litcls packet, vou
have cards. Actually, 1 wvou fdust want to pub wour haud up and ask a
gquastion. As long ag its on rhe toplic., that will be okay. Nobody has any
quastions? They ve stunned you into silence? We should have planted ong in
the sudience. There’s one over thave. Yes, sir.

QUESTION: How many {inaudible! or agenciss have lmplemented a complete
intrugion decection system, have policies and best practice.

MR. MILLER: The question is how meny organizations attending have attending
have implemented intrusion, detesction and have good soiid policies and
pracrices in place?

QUESTICON: (inaudible}

BR. MILLER: The first guestion was kind of a survey of the group. Mayvbe
we'll do that lafer taday. But I think the second guestion, mavbe Dick or

. the Attorney General wantad to comment. Where if some company or
organization were looking for some hest practices now, where mighi they
find them? wWhere would those be available to halp a company lmplement thogze
practices?
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MR, BROWN: Well, I don’t have a lot of survey data on your question, but I
k¥now one company that hasg. And 1t works. But, you know, if yveou logk at, for

. example, EDS, we go through protection and training and operating systems
angd recovering. A iot of companies don't even know they've been attacksd or
are state and federal government agancies. They don't know when an attask
has ooourred and what the residual effect is. Su you gan work with
companies in che IT industries. Hut then forums, I thank, like I raferencad
in my remarks and have been referenced sisewhere ave s gathering point for
best practices that we share very freely across the industries of
comrunicationg and IT and othar industries.

ATTORNEY GENERAL RENHO- I think 42 rhere ig not & central pisce. in many
insvances law enforcement will go out and do ip. We have been careful in
this regard because we don’t want to he percelved as putting regulations.
Aang we would Like fo pursue the law enforcement and snforcement side of 1t.
But, Harvis, this may be «« you may know better than I do. But 1f theve is
not 4 central place where paopls can geo, perhaps we should be about
designing thac.

And the other issue thay has been raised on a nusber of occssionsg, thoge in
the sscurivy field know what nesadsz to be done. But sopetimes Thelir CECs
need o be advised of what needs o be done and the importance ¢f the
effort stressed. We would look forward to working with vou in any way that
vou thoughl appropriste o addrags the creation of same dentral sysbenm for
urderstanding the best way Lo g0 sbout it and whatever we ¢an do with CEQs.

MR. MILLER: The 1TA has been working with the Zederal governmsnt. We had a
meeting Last month hosted by the federal CID vouncil, particularly John
Gilligan, who is the Chief Informazion Qfficer of rthe Depariment 0f Energy.
Lo talk about hest practices. And we brought together induastry people as
weil as senioy officials Erom the government agencien Lo begin ther

. dialomue., Gensral Reno.
So T think we're going to see that begin to evolve. And the asgzumption is
~-— 1% may turn oub o be an incorrect assumption -~ L% as the faderal

government davelops bhest practices, those in turn will develve down to
srate and local govercments and may also migrate into private industyry.
Chwiously, various companies that are specialisc information security have
their own proprietary methodologies. But whelher those are generic snough,
we don’t know vet,

MR. BROWH: Harris, 1f I coulid just alse follow~up, and Atterney General
Reno mentioned this as well, 2 lot of companies fhat I interact with., maybhs
you 8o oo, there’s a conclusion people erronecusly jdump to that save I'n
nat sure T've gobt the best technology to combat this. Bubl more often than
not, they do. What's lacking is the polizies and the clesy thinking about
how & business or any organizavion should apply that technoleogy. the layers
of defenses caking advantage of existing technoloegy that needs to be
instituted and then the disciplines that people must be expecisd to adhers
to in organizations so that this kind of thing can be thwarted off. and I
think that kind of information also if we csn have the right forum te share
that would be immensely valuable.

MR. HILLER: Thank you. Stuart, last question.

STUART: The Dafense Bcience Board asked me to look at legal issuss on the
information warfare defenme. And one of the tentative Conclusions that I
think we're coming o is the NIPC can’t really effectively deal with the
privace sector ang take into account non law enforcement consideravions if
it ie buried ap desp 3s it ig in the FBI. Angd I wondered what thought had

. been given to making 1€ more truly inter-agency and getting & higher leval
vf policical attenrion within the goverament.

¥R. MILLER: The gquesvticn is, I guess primarily ¢o the Arttorney feneral,
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whether the National Infrastyusture Proftection Centey. NIPL, is placed in
the right position within [he government currently which is within the FRI
in terms of its ability to desl most effectively with the broad basged

. commercial sector.

ATTORNEY GENERAL RENU: think it‘s imporiant because there is no other
agency in terms of law enforcement that has cthe jurisdiction and the
authority to make the NIPC's actions real. I think it needs more and more
facus az it comes into ivs own, And I will take back your words.

T OHR. MILLER: Okay. Rz this point, General Reneg has {o leave for another
appointment. She will be back thig afternocen.

ATTORNEY CENBRAL RENG: If anybody has any other gquesbiong.

MR, MILLER: oOh, okay. Well, she still wants teo sitick around. Listen, hay.
Bhe's the boss. As long as it's on this topig.

QUESTION: (inaudible) the FBI agent is going t¢ cart away thelr servers and
that ‘s their livelihood if they 4o make such 3 repors.

ATTORNEY GENERAL RENO: Than’'s the reason we're here today about what's
going to be carted away and who's going to be inconvenienced. One of the
problems that you face ag you prepare a case iz developing the evidence
sufficient to prosecute. And o develop the avidencs, you've got Lo go
shrough 1t, make ir available to the proseculbor, make it in a form that ¢an
he introducsd in court.

Ang what T -think we have done 1z address the issus of jush what you're
talking about by ficuring our what we can do Lo preserve rYecords. how we
can make copies, how we can nontinue the business withont interruption in
avery way that is possible. And what we have again dizcovered is thav
. industry often times hay some wery good idsag about how it can ke deons.

MR, MILLER: Jim, last gquestion, Oh, there's one more back there. Jim and
then the gentleman back there.

JIM: ¥ have alss @ question for the Attorney General (inaudible) . Michael

Pell, founder and President, CED of Dell Computers,. spoks at the Navional

Praess Club & couple of waeks ago. He made & very intevesting statement and
L¢3l just paraphrase. He said Americans can have privacy -- cyber privacy

-« O they can have cyber secuyrity, but they <ant't have both. He sald the

twe ideals are in gonflict with each other. D¢ vou agree with thag?

ATTORNEY GENERAL REMC: T think you have hit upon the great balancing act of
this extraordinary document that we live undey, how you <¢an have fresdom of
speech and yet security, how you can have privacy yet security and lawyers,
newspaper people, people in industry have been walking that fine line for a
Jong time.

What ic reguires is people ic this instance who understand the technology.
whe also undersiand the legal issues and the ¢ongtitutional principles
applicabple to this ares. and that is why it is such & challenge to identify
pacple who have the expertise, both in the law and in the technology thal
can give meaning to it for all of us. But you have -- that is the grest
balancing act of ouy demmorszoy.

JiM: De wor think we can have both?
ATTORNEY GENERAL RENQ: Yas.
. MR, MILLER: On hehalf of ITA, I concur, In fact, I hate to disagres with

such & pitan of industryy a3 Mr. Dell, but T think without cyber seourity,
you GaAn't have privacy.
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We had an incident & few monthe age where a major online vendor who sold
Chs online protected the privacy in the sense that they did not sell lists
of their customers. They didn't give away information for marketing. They

. did all the right things in texmg of the FTC privacy policy. Then someqne
stole thelr list by hacking in. 53¢ the privacy wag all gone. Three hundred
and some thousand credit cards were given awsy.

8¢ they had the right privacy policy under the way the PT0 defines it and
the way the industyy defines i, mut everveone‘s privegy was lost because
somaane bhroke through the ssourity. Sc¢ I don’r gee bhabt it's mutually
axviugive. In facht, I think they're mutually supportive. Gentleman in the
back had & guestion.

GUESTION: Yes, the Attorney Seneral mentioned usling some models from the
non online world as mechanisms to demenstrate how thay work together., I'd
be interested in some of those cooperative models that she sees that are
working today in the government in the non online world for law enforcement
indugtrien. Are there examples you can draw fram?

ATTORKEY GENERAL RENO: 1 think vou can draw a mumber of examples. ®hen
prosecusore and the bhanking industry work together, thsy can understand
what can be effective, what gan’g, how they limit how they protect
confidencialicy. The bank understands that 1f the cage is prosecured, that
there will be -- wa can agzure confidentialiny. Bui T think much has been
gdone in that ares. MMuch has baepn done in the avea of white ¢ollar corims.

We have given much more attentlon in these last seven years to the whole
issue of victims rignt in any area, whether it be terrorism, violent crime,
white gollar crime and similar instances.

And what it comes down to «- and I was going Lo make sure that I heard from
everyone before I made this announcement. T'm asking the U.S. attornevs in .

. the %3 districts acyroszsz the country £o sit down with industry in chelr
gompunities to make sure that they establish the contadts.

There iz nothing s¢ effective as an FBEI agent who koows what she or he is
gdoing in the cyber world who goes to the banker and mays let’s sit down and
talk. Or goes to the bank’'s segurity officer and says let’s zit down and
valk and then goes back and gets the Ba0 from the FRI to go talk to the
ank president about zecurity. And it really can make a difference. But it
raally comes down Co personal contact.

$o in terms of nationwide, I would hesitate to tell vou that evervthing is
perfect naticnwide. I ¢an tell you that where industry and the
investigarors coma togebthar and the prosecubtors come together there is
tremendous cooperation, understanding and T think sugcezsful proseouations
are resuliing.

13
HE. MILLER: General Reng, thank yeou very., very much for taking your LSims.
We look forward Lo sseing vou this afternson. Ligk Brown, again. thank you
for noskting this and for being with us todey. We il now have a 20 minute
coffee break. Plezse he back in your seeis at 14:30 when we'll have a
chance for everyone £o introduce himself or herself and also review what
game out of the meeting thar was held in $ilicon valley in April. Thank
vou, very much. Please thank the Attorney Geaeral and Dick Brown. .
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Welcome to IFCC

Welcome to the Internet Fraud Complaint Center,
The Internet Fraud Complaint Center

(IFCC) is a partnership between the

Federal Bureau of Investigation {FBI} and

the National White Collar Crime Center

(NW3C).

Data | Tools | Resources
File Now

.a-.m

HARORAL W liTs QOLLAR CORLE CEXTTR

IFCC's mission is to address fraud committed over the Internet, For victims
of Internet fraud, IFCC provides a convenient and easy-to-use reporting
mechanism that alerts authorities of a suspected criminal or civil violation.
For law enforcement and regulatory agencies at all levels, IFCC offers a
cantral repository for complaints related to Internet fraud, works to quantify
fraud patterns, and provides timely statistical data of current fraud trends.

To visit the IFCC site map, click here.

This program is brought to you by the Federal Bureau of Investigation and
the National White Collar Crime Center.

top | heme | about | strateqy | what's newy
complaint | contaet | prvacy | disclaimer | statistics

©Copyright 2000 Natlonal White Collar Crime Center
All Rights Reserved

hitps:/fwww.ifcctbi.gow/
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What Is Internet Fraud?

The term "Internet fraud” refers generally to any type of fraud scheme that uses one or more
components of the Internet - such as chat rooms, e-mail, message boards, or Web sites - to
present fraudulent solicifations to prospective victims, to conduct fraudulent transactions, or
1o transmut the proceeds of fraud to financial mstitutions or to other connected with the
scheme.

If vou use the Internet with any frequency, you'll soon see that people and things online tend
to move, as the saving goes, on "Internet time.” For most people, that phrase simply means
that things seem to happen more quickly on the Internet -- business decisions,
information-searching, personal interactions, to name a few - and to happen before, during, or
after ordinary "bricks-and-mortar" business hours.

. Unfortunately, people who engage in fraud often operate in “Internet time” as well. They seek

to take advantage of the Internet’s unique capabilities -~ for example, by sending e-mail

: messages worldwide in seconds, or posting Web site information that is readily accessible
from anywhere in the world - to carry out various types of fraudulent schemes more quickly
than was possible with many fraud schemes n the past.

POJI Home Pare | Fraud Section Home Pase | Bagkto Ton
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What Are the Major Types of
Internet Fraud?

In general, the same types of fraud schemes that have victimized consumers and investors for
many vears before the creation of the Internet are now appearing online (sometimes with
particular refinements that are umique to Internet technology). With the explosive growth of
the Internet, and e-commerce in particular, online criminals try to present fraudulent schemes
in ways that look, as much as possible, like the goods and services that the vast majority of
legitimate e-commerce merchants offer, in the process, they not only cause harm to
consumers and investors, but also undenmine consumer confidence in legitimate e-commerce
and the Internet.

Here are some of the major types of Internet fraud that law enforcement and regulatory
authorities and consumer organizations are seging:

« Auction and Retail Schemes Online. According 1o the Federal Trade Commission and
Internet Fraud Watch, fraudulent schemes appearing on online auction sites are the most
frequently reported form of Internet fraud. These schemes, and similar schemes for
online retatl goods, typically purport to offer high-value items - ranging from Cartier®
watches to computers te collectibles such as Beanie Babies® - that are likely to attract
many consuwmers, These schemes induce ther victims to send money for the pronused
items, but then deliver nothing or only an item far less valuable than what was promised
(e.g., counterfeit or altered goods).

» Business Opportunity/"Work-at-Home" Schemes Online. Fraudulent schemes often
use the Internet to advertise purported business opportunities that will allow individuals
to earn thousands of dollars a month tn "work-at-home” ventures. These schemes
tvpically require the mdividuals to pay anywhere from 335 to several hundred dollars or
more, but fail to deliver the materials or information that would be needed to make the
work-at-home opportunity a potentially viable business.

« [dentity Theft and Fraud. Some [nternet fraud schemes also wvolve identity theft -
the wrongful obtaiming and using of someone else's personal data m some way that
mvolves fraud or deception, typically for economic gain,

= In one federal prosecution, the defendants allegedly obtained the names and Social
Seceurity numbers of U.8, military officers from a Web site, then used more than
100 of those names and numbers to apply via the Internet for credit cards with a
Delaware bank.



< intermet Firsnd hutp://www usdoj gov/eriovinal/fraud/Intemet. him

s In another federal prosecution, the defendant allegedly obtained personal data from
a federal agency's Web site, then used the personal data to submit 14 car loan
. applications onling 1o a Flonida bank.

» Investment Schemes Ouline

« Market Manipulation Schemes. Enforcement actions by the Securitics and
Exchange Comuission and criminal prosecutions indicate that criminals are using
two basic methods for trying to manipulate securihies markets for their personal
profit. First, in so-called “pump-and-dump” schemes, they typically disseminate
false and fraudulent information in an effort to cause dramatic price increases m
thinly traded stocks or stocks of shell compantes {the "pump™), then immediately
sell off therr holdings of those stocks (the "dump™) to realize substantial profits
before the stock price falls back to its usual low level. Any other buyers of the
stock who are unaware of the falsity of the information become victims of the
scheme once the price falls.

m For example, in one federal prosecution in Los Angeles. the defendants
allegedly purchased, directly and through another man, a total of 130,000
shares in a bankrupt company, NEI Webworld, Inc., whose assets had been
hquidated several months earlier. The defendants then allegedly posted bogus
e-mail messages on hundreds of Internet bulletin boards, falsely stating that

. NEI Webworld was going to be taken over by a wireless telecommunications
company. At the time of the defendants' alleged purchases of NEI Webworld
stock, the stock was priced between © cents and 13 cents a share. Ultimately,
in a single moming of trading, NEI Webworld stock rose in 45 minutes from
$8 per share to a high of $15 5/16, before falling, within a half-hour, to 25
cents per share, The defendants allegedly realized profits of $362 6235,

m In another federal prosecution in Eos Angeles, a man who worked for a
California company, PairGain Technologies, created a bogus Bloomberg
news Web site which falsely reported that PairGain was about to be acquired
by an Israeli company, and posted fraudulent e-mail messages, contaming
links to the counterfeit Bloomberg news site, on financial news bulletin
boards. On the day that the bogus report was posted on the Internet, ParGain
stock rose approximately 30 percent before PairGain 1ssued its own press
release stating that the report was false.

Second, in short-selling or "scalping” schemes, the scheme takes a similar approach, by
disseminating false or fraudulent information in an effort to cause price decreases in a
particular company's stock.

. m For example, in one recent federal prosecution, a man who described himself
as a "day trader” allegedly posted (immore than 20 times) a bogus press release
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falsely statmg that a magor telecommunications- and Intermet-related
company, Lucent Technologies, Inc., would not meet its quarterly earnings
estimates. The day trader allegedly traded approximately 6,000 shares of
Lucent stock the same day that he posted the bogus press release. The false
reports allegedly drove the stock's price down 3.6 percent and reduced
Lucent's market value by more than $7 billion.

¢ (ther Investment Schemes Other types of fraudulent investment schemes may
combine uses of the Internet with traditional mass-marketing technology such as
telemarketing to reach large numbers of potential victims,

w In a federal prosecution in San Diero, a major fraudulent scheme used the
Internet and telemarketing to solicit prospective mvestors for so-called
"general partnerships” involving purported "high-tech” investments, such as
an Intemet shopping mall and Internet access providers. The scheme
allegedly defrauded more than 3,000 victims nationwide of nearly $50
million,

» Credit-Card Schemes. Some Internet fraud schemes, which appear to be variations ¢on
the online auction schemes described earhier, involve the use of unlawfully obtamned
credit card numbers to order goods or services onlne.

o One widely reported and intricate scheme, for example, involves offering
consumers high-value consumer items, such as video cameras, at a very attractive
price {1.¢., below the price set at legitimate e-commerce Web sites). When a
potential consumer contacts the "seller,” the "seller” promises to ship the consumer
the item before the consumer has to pay anything. If the consumer agrees, the
"seller” {without the consumer's knowledge) uses that consumer's real name, along
with an unlawfully obtained credit card number belonging to another person, to buy
the ttem at a legitimate Web site, Once that Web site ships the item to the
conswner, the consumer, believing that the transaction is legitimate, then authonizes
his credit card to be billed in favor of the "seller” or sends payment directly to the
“seller.”

As a result, there are two victims of the scheme: the original e-commerce merchant
who shipped the item based on the unlawfully used credit card; and the consumer
who sent his money after receiving the item that the "seller” fraudulently ordered
from the merchant, In the meantime, the "seller” may have transferred his
fraudulent proceeds to bank accounts beyond the effective reach of either the
merchant or the consumer,

» Other Schemes, Some Web sites on the Internet have purported to offer those who
want a "quick divorce" an opportunity to obtain a divorce in the Dominican Republic or
other foreign countries for $1,000 or more, without even having to leave the United
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States. These sites often contain falsé, misleading, or legally inaccurate information
about the process for obtaining such divorces {e.g., that neither spouse has to visit the
country in which the divoree is being sought). Typically, people who have sent money to

. ong of these schemes eventually receive false assurances that they are legally divorced.
In fact, victims of the scheme have netther received legitimate legal services nor
obtained valid divorces. People who are interested in obtaiming a divarce, whether in the
United States or elsewhere, should seek a lawver with whom they can speak personally,
and not rely solely on ¢-mail exchanges or onhine wnformation.

POJ Home Pase | Fraud Section Home Page | Back to Ton

What Is The Department of Justice
Doing About Internet Fraud?

Since February 1999, when the Department of Justice established 1ts Internet Fraud Inttiative,
the federal government has been expanding its efforts to combine criminal prosecution with
coordinated analysis and investigation as part of a comprehensive approach to combating
Internet fraud.

Prosecution

The Justice Department has begun to bring a number of criminal prosecutions throughout the
country against individuals and groups engaging in various types of Internet fraud. Here are
some examples of federal ¢riminal prosecutions directed at Internet fraud;

+ Auction and Retail Schemes Online

o Oxford, Mississippi On August 27, 1998, 2 woman was sentenced in the Northern
District of Mississippi to 13 months' imprisonment and $9,432 restitution on fraud
charges relating to her conduct of a fraudulent scheme. The scheme involved her
use of Web pages and interactive computer locations on the Internet for falsely
advertising various computer hardware and software and computer accessories,

o Philadelphia On March 2, 2000, three men were criminally charged in the Eastern
District of Pennsylvania for their alleged roles in falsely offering the sale of Beanie
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Babies® on the Internet, and then failing to deliver the orders or sending stolen
Beanie Babies® that generally were of substantially less value than the items

dered.
. or

e San Diego On March 6, 2000, a man pleaded guilty in the Southern District of
California to mail and wire fraud in connection with his conduct of a fravdulent
scheme involving Internet sales of Beanie Babies® that he never delivered.

o Sanra Ana, California On November 1, 1999, a man was sentenced in the Central
District of California on mail and credit-card fraud charges to 14 months'
imprisoniment and $36 000 restitutton, for his conduct of an Internet auction fraud
that falscly offered digital cameras and laptop computers to consumers,

o Seattle On August 6, 1999, a man pleaded guilty in the Western District of
Washington to wire fraud in connection with his role in placing on various Web
sites false advertisements for computer systems, for which he accepted victims'
payments but which he never delivered.

e West Palm Beach, Florida On February 12, 1999 a man was sentenced in the
Southern District of Flornida on wire fraud charges to six months home detention
and more than $22,000 restitution, for his conduct of a fraudulent scheme in which
he falsely advertised on Internet anction and retail sale Web sites computer
. : components that he purported to have for sale, but did not have or obtain most of
the merchandise he advertised.

» Business-Opportunity Schemes Online

o Los Angeles In November, 1999, four individuais were crirmnally charged in the
Central District of Califorma for their roles in conducting a fraudulent scheme, in
which they sent out approximately 50 million e-mails that falsely advertised
work-at-home opportunities for people but provided few actual opportunities for
people who paid the $35 advance fee.

+ Investment Schemes Online "Pump-and-dump” schemes, short-selhing schemes, Ponzi
schemes, and other fraudulent investment schemes have all been subjects of federal
prosecution throughout the country,

o Alexandria, Virginia In September 1997, a man was sentenced in the Eastern
District of Virginia to one year's imprisonment and fined $20,000 on securities
fraud conspiracy charges relating to his touting of a stock involved in a "pump and
dump" scheme,

. e Brooklyn, New York In August, 1999, four individuals were indicted in the Eastern
District of New York on securities fraud charges for their alleged roles i the
fraudulent promotion of eight stocks through misleading Internet Web site and
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e-mail newsletter profiles.

o Charlotte, North Carclina In 1999, two individuals pleaded guilty in the Western
. District of North Carolina to securities fraud charges for their roles in offering
securities m a nonexistent mvestment bank that purportedly offered, among other
things, a "guaranteed” 20 percent return on savings.

o Cleveland On March 22, 2000, four people were indicted in the Northern District
of Ohio, on charges including conspiracy to commit and committing mail and wire
fraud. The defendants allegedly devised and carried out a scheme to defraud
“investors” in a "Ponzi"” pyramud scheme. A company with which the defendants
were affiliated allegedly collected more than $26 million from “investors” without
selling any product or service, and paid older investors with the proceeds of the
money collected from the newer investors,

o Los Angeles On January 4, 2000, two men were indicted in the Central District of
California on securities fraud charges for their alleged roles in the NEI Webworld
scheme described earlier. In addition, on August 30, 1999, the individual who
conducted the PairGain Technologies scheme mentioned earlier was sentenced in
the Central District of Califorma to five months' home detention and $93,000
restitution.

. o New York On August 9, 1999, a man was criminally charged in the Southem
District of New York with securities fraud. The man allegedly conducted a scheme
to unlawfully inflate the price of stock of a company involved in acquinng retail
auto dealerships, by making various false claims that another company (located 1n
the same office smte as the auto dealership company) had developed a cure for
HIV infection and AIDS.

« Credit Card Fraud

o Ft. Lauderdale In November, 1997, a former graduate student was sentenced m the
Southern District of Florida on wire fraud charges to four months’ home detention,
for a scheme in which he obtained the names of multiple students from a local
university and fraudulently apphed for 174 credit cards via the Intemet. Because of
the quick investigative work by the Postal Inspection Service, no losses were
incurred.

o Wilmington, Delaware In 2000, three individuals were indicted in the District of
Delaware on charges of conspiracy, bank fraud, identity theft, Social Secunty
fraud, and wire fraud, for their alleged roles in the mlitary officers’ Social Secunty
number/credit-card fraud scheme described earlier,

» Other Types of Internet Fraud
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o Los Angeles On February 7, 2000, a man was sentenced to 87 months'
imprisonment for his role in a scheme that purported to provide immigration
assistance to aliens seeking to become residents or citizens of the United States.

. Using Web sites, newspaper advertisements, recruiters, and word of mouth to offer
their services to aliens, the leaders of the scheme typically charged more than
$10,000 per client and promised that the client would receive particular
immigration documents. In some cases, however, the leaders of the scheme
provided their clients with counterfeit or false immigration documents; in other
cases, they provided no documents at all, and blamed the government and the legal
system for the delay in providing the promised documents.

o Los Angeles In November, 1999, four men were criminally charged in the Central
District of California for their alleged roles in conducting the "work-at-home”
scheme described earlier.

National Coordination and Cooperation

The global nature of the Internet, and law enforcement experience in conducting Internet fraud
investigations, have made it increasingly clear that law enforcement authorities need to work
in closer coordination to have a substantial effect on all forms of Internet fraud. Two major
steps that the Department has taken to foster national coordination and cooperation among
law enforcement authorities on Internet fraud matters are the Internet Fraud Initiative and the
. Intemet Fraud Complaint Center.

« Internet Fraud Initiative The Intemet Fraud Initiative, which the Attorney General
approved on February 26, 1999, is a national initiative by the Department of Justice
intended to provide a comprehensive approach to combating Internet fraud. The
Initiative has six main elements:

(1) Developing information on the nature and scope of the problem, through
coordination with the Federal Trade Commission on Internet fraud data, and
exploring the development of methods for reliable estimates of the prevalence and
incidence of Intemmet fraud; '

(2) Developing and providing specifi¢ joint training for prosecutors and agents on
Internet fraud, through National Advocacy Center (NAC) training at basic and
advanced levels, other federal law enforcement training programs, and coordination
with joint training efforts by the National Association of Attornevs General and the
American Prosecutors Research Institute for state and local law enforcement;

(3) Fostering the development of investigative and analytical resources to identify
and investigate Internet-related fraud schemes, by supporting joint FBI-National

. White Collar Crime Center efforts to establish the Internet Fraud Complaint Center
and forging closer ties and establishing referral procedures with other federal
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agencies,

(4} Providing and facilitating coordination among federal prosecutors, the
Department and other federal law enforcement and regulatory agencies, and state,
local, and foreign law enforcement agencies on Internet fraud investigations and
prosecutions;

(5) Supporting and adwvising on Internet fraud prosecutions throughout the country;
and

{6) Establishing a program of public education and prevention on Intemet fraud,
including encouraging the private sector to use technological solutions (such as
biometrics) to prevent frauds, adding Internet fraud pages to the Department's Web
site, and expanding public-private prevention efforts;

Internet Fraud Complaint Center The Internet Fraud Complaint Center (IFCC) is a joint
project of the FBI and the National White Collar Crime Center. The IFCC's key
functions for federal, state, and local law enforcement agencies will be (1) receiving
online complaints, (2) analyzing them to identify particular schemes and general crime
trends in Internet fraud, and (3) compiling and referring potential Intemet fraud schemes
to law enforcement. In addition to FBI and NWCCC personnel, the IFCC will include
agents and analysts detailed from the Internal Revenue Service and Postal Inspection
Service.

In effect, the [FCC provides federal, state, and local law enforcement agencies with a
single point of contact - a "one-stop-shopping” approach - for identifying and referring
Internet fraud schemes for cniminal enforcement. Because criminal fraud schemes on the
Internet, such as major investment or credit card frauds, can be initiated and concluded
m a matter of days or even hours, traditional methods of investigating fraud schemes will
no longer suffice. By co-locating agents and analysts from the FBI, the NWCCC, and
other agencies, the IFCC can provide a substantial mvestigative and analytical resource
available on a nationwide basts to law enforcement and regulatory agencies,

(2031 Home Page | Fraud Section Home Page | Backio Ton
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How Should I Deal With Internet
Fraud?

Judging by the sheer number of solicitations and "can't miss" propositions that you can see
every day in your e-mail mailbox or posted on message boards or Web sites, Internet scams
may seem inescapable, While you can't wholly avoid seeing online solicitations that may be
fraudulent, here are some tips on how to deal with them,

GENERAL TIPS ON POSSIBLE INTERNET FRAUD SCHEMES

» Don't Judge by Initial Appearances. [t may secem obvious, but consumers need to
remember that just because something appears on the Internet - no matter how
impressive or professional the Web site looks - doesn't mean it's true. The ready
availabihity of software that allows anyone, at minimal cost, to setup a
professional-iooking Web site means that criminals can make their Web sites ook as
impressive as those of legitimate e-commerce merchants.

* Be Careful About Giving Out Valuable Personal Data Online, If you sec ¢-mall

. messages from someone you don't know that ask you for personal data - such as your
Soctal Secunty number, credit-card number, or password - don't just send the data
without knowing more about who's asking. Crimunals have been known to send
messages in wiich they pretend to be (for example) a systems administrator or Internet
service provider representative in order to persuade people online that they should
disclose valuable personal data, While secure transactions with known e-commerce sites
are fairly safe, especially if you use a credit card, nonsecure messages to unknown
recipients are not.

« Be Especially Careful About Online Communications With Someone Who
Conceals His True Identity. If someone sends you an e-mail in which he refuses to
disclose his full identity, or uses an e-mail header that bas no useful identifying data
(e.g., "Wo6T7S8@provider.com™), that may be an indication that the person doesn't want
to leave any tnformation that could allow you to comntact them Jater if you have a dispute
over undelivered goods for which you paid. As a result, you should be highly wary about
relying on advice that such people give you if they are trying to persuade you to entrust
vour money to them.

« Watch Qut for "Advance-Fee" Demands. In general, you need to look carefully at
any online seller of goods or services who wants you to send checks or money orders
. unmediately to a post office box, before you receive the goods or services you've been
promised. Legitimate startup "dot.com” companies, of course, may not have the
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brand-name recognition of long-established companies, and still be fully capable of

delivering what you need at a fair price. Even so, using the Internet to research online

companies that aren't known to you is a reasonable step to take before you decide to
. entrust a significant amount of money to such companies.

TIPS ON SPECIFIC INTERNET FRAUD SCHEMES
- AUCTION AND RETAIL SALES SCHEMES

To reduce the chances that you may be victimized by fraudulent online auction or retail sales
schemes, here are two basic tips:

* Research The Prospective Seller Carefully. If you haven't had personal (and
favorable) experience with someone who's offering certain goods for online sale or
auction, look for sources of information at the Web site where the offeror's information
is posted, and at other Web sites. Some online auction sites provide their member with
opportunities to provide "feedback” on their experiences with particular sellers (although
certain sellers have tried to manipulate the "feedback” process by posting favorable but
false reports about themselves).

+ Pay by Credit Card or Escrow Service If Possible. If you charge your online
purchase on a major U.S. bank-issued credit card, your liability may be limited to $50
. under any circumstances, and at least one credit-card issuer has recently indicated that it
will waive the $50 deductible. In the alternative, some online auction Web sites offer
escrow services that (for a small percentage) will guarantee delivery of the ordered
goods before releasing your payment to the seller.

- INVESTMENT SCHEMES ONLINE

To reduce your risks from online investment opportunities that may be fraudulent, here are
four basic tips:

¢ Take Your Time In Making Investment Decisions. Remember that in any
"get-rich-quick” scheme, there's only one person who's guaranteed to get rich quick: the
person promoting the scheme.

o If you're thinking about pursuing some online investment opportunity, start by
recognizing that you need to take your time in making decisions about what you do
with your hard-eamed money. Sound investing for the long term takes patience, the
will to ignore momentary market fluctuations, and a carefully thought-out plan for
reaching your investment goals.

. o Whether you're researching an investment opportunity on the Web, or talking with
a broker or someone else who's offering you the opportunity, you should make it a
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habit to take notes of what you're reading or hearing. The North American

Securities Admunistrators Association (NASAA) publishes an investor's notepad

entitled, "When Your Broker Calls, Take Notes!" The forms are printed in notepad
. fashion 50 investors can get into the habit of making written records of their

conversations with their brokers. The notepad is available from your state

seourities regulators or on the NASAA website at

www nasaa org/whoweare/nedia/Notepad html.

» Research The Potential Investment Opportunity - And Who's Behind It -.
Carefully. If vou're making a major investment dectsion, here’s an easy rule of thumb:
Count how many weeks, months, or vears it took you to earn that amount of money, and
then resolve to spend at least that many davs to research the investment opportunity and
the people who are promoting or running it

o Several agencies and self-regulatory organizations can give you a substantial hand
with vour research, at no cost to you:

m The SEC's Web site, www .sec gov, contams a wealth of mformation about
many companies, in at least two principal sources: (1) reports these
companies file electronically through the EDGAR system; and (2) the SEC
Enforcement Dhvision's online files, which among other things st the persons
agatnst whom the 3EC has filed civil enforcement actions for securities law

. viglations (and, n some cases, against whom the Department of Justice or
state or local prosecutors have filed criminal charges), You can use the
built-in search engine at the SEC's Web site to check out names, and see
whether you get any hits in the SEC enforcement action listings. The site also
containg some excellent lists of questions to ask about anv investment
opportunity, and a discussion of how {o spot signs of onling investment
gCams.

® The Federal Trade Commission's Web site, www fic gov, also has an intemnal
search engine, which allows you to look for information on particular
individuals or companies involved with your prospective investment,
including listings of FTC enforcement actions.

s The National Association of Securities Dealers (NASD) allows you to check
for some disciplinary history on the broker or company that's touting a
particular mvestment. Go to www nasdr.com or call the NASD's Public
Disclosure hotline at 800-289-9999,

m State securities regulators in your stat¢ may also have information on the
corpany or its organizers that you can obtain. Check your local telephone
. listings for the secunties regulator in your state, or go to the North American
Securitics Admimstrators Association's Web site, www nasaa.org, for a
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listing of state and provincial securities regulators in the United States,
Canada, and Mexico.

& [f the pofential investment involves commodities, vou may also need to check
out the Commodity Futures Trading Commission's Web site, www cftc. gov,
and use its internal search engine to check out companies and people. The
National Futures Association can also give vou information on the
disciplinary hustory of brokers or other commodity professionals, the
registration status of firms and individuals, and arbitration and raediation
procedures. Call them at 1-800-676-4NFA between 8:00 a.m. and 5:00 p.m.
Central Time or go to www.niza futures.org.

m [ the prospective investment supposedly tnvolves an Internet financial
institution, go to the Federal Deposit Insurance Corporation (FDIC)'s Online
Banks Web pages, www fdic.govibankAndividual/onhne/sspcious.html, and
uge the FDIC's Financial Institutions Search Engine you find there to see
whether the financial institution has a legitimate banking charter and is a
member of the FDIC,

m When the potential investment is based outside the Umited States, remember
that your money may be even more at risk, as you may have little or no
recourse in the event of loss, The United Kingdom's Financial Services
Authority allows investors to check out UK. and European Union-based
investment offers at its Central Register {call 1-71-925-3652).

m Finally, use one or more of the many Infernet search engines - like the ones
available on your Web browser - to help you expand your research on the
company's background and market performance.

If you use these resources, and find that one or more of the people bebind your
prospective investment has been subject to legal action, especially for investment
offers, it's a very safe bet that the investment is 2 high risk at best and an outright
scat at worst,

+» Boilers and "Boiler Rooms" Need High Pressure To Do Their Jobs, [f someone
online is insisting that you nvest right away, or telling you that someone else will get the
"deal of a lifetime” if you wait, ask yourself at that moment whether you're feeling
pressured and uncomfortable. 1f you are, that's a major red flag warning you away from
the investinent.

s Legitimate businesspeople and brokers don't need to subject vou to "high-pressure”
tactics to make you commit to an mvestment decision before vou're ready. That's
why the operations scam artists run are called "boiler rooms": like steam botlers,
high pressure is what they're designed to generate (along with a wide array of lies,
half-truths, and deceptive statements).


www.fdic.gov/bank/indiyjduaJlonline/sspciolls.html
http:www.nfaJutures.org
http:www.cftc.gov
http://WW.i4�.usdoj.go.�!~rimin3lifrnud!lntemel.htm
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o Even if vou're in a chat room or online discussion group where everyone seems to
be "just like you,” enthusiastic about investing and looking for the next great
investnent, not everyone who's online at that moment is necessarily just like you.

. Some of the messages you see may be coming from someone working for the
investment scheme's organizers - or even one of the organizers himself ~ who
pretends to be someone else, so they can pressure you in less obvious ways and get
you to fall for the scheme,

» Check Out The Competition. If someone's promising you returns on investment that
are far above what you see in the financial pages of your newspaper or at your local
bank, ask yourself how they can possibly guarantee those fabulous returns.

o Sometimes it's because, as in any good old-fashioned Ponzi scheme, they're paying
older investors with money that newer mvestors gave them, and they're trying to
string out the fraud to rope in as many investors as possible, Sometimes it's
because they'll promise vou anvthing, but give you nothing once you've entrusted
your money {o them.

s If, after you've gone through all of the steps listed above, you still feel like the
prospective investment 1s worth considering, talk to a broker, financial adviser, or
banker with whom vou've done business for a while, and ask whether s or her
firm or financial institution can offer you a comparable type of investment with less

. | risk.

w The chances are that they'll say no, but they'll be willing to take time with you
to walk through the information you have about the prospective investment
and point out the risks you may be taking, as well as possible alternative
investments that offer more realistic returns.

w You lose nothing by consulting an investment professional about any major
investment deciston - and you stand to lose a lot if you don't.

FILING COMPLAINTS ABOUT INTERNET FRAUD

If you think that you've been the victim of a fraud scheme that involved the Intemet, you can
file a complaint online with the [memet Fraud Complaint Center, a jomt project of the FBI

-and the National White Collar Crime Center. In addition, you can file complaints about
specific types of fraud complaints with the following agencies:

» Commodities Fraud: Commodity Futures Trading Commission (CFTC)

. » Consumer Fraud: Federal Trade Commission

» Securities Fraud: SEC Enforcement Division Complaint Center or your state securitias
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regulators.

%%

How Can I Get More
Information About Internet
Fraud?

There's a better way to get information about Internet fraud than just diving blindly into the
Internet. A number of government and private organizations have online information about
various aspects of Internet fraud: what it s, how it can occur, and what vou can do about it.
To help you learn more, we've attached a list of Web sites that you might find interesting and
informative on Internet fraud and related topics.

[Note: All Web sites to which these pages cross-link are included as a service for the reader,
Cross-links to non-governmental sites do not constitute an endorsement or approval of therr
content, or of the organizations responsible for that content, by the Department of Justice.]

. Government Web Sites

Commodity Futures Trading Comimission
HSINEr. 10Y

Computer Crime and Intellectual Property Section, Criminal Division, U1LS,

Department of Justice

Federal Bureau of Investigation

Federal Trade Commission

Internet Fraud Complaint Center

Secunties and Exchange Commission

LS. Customs Service

U.S. Postal Inspection Service

LS Secret Service

U.S. Sentencing Commission

Washington State Attorney General

Nongovernmental Web Sites

American Association of Retired Persons
. Better Business Bureau

BBBOnLine ‘

Internet Fraud Council



http:CQnSllmer.go

M intemefiraud hupfwwwasdol govienminal/frandoterset hten

. Internet Fraud Waich
Internet ScamBusters
National Association of Attorneys General

. Naticnal Association of Securities Dealers Repulation
. National Consumers League

National Fraud Information Center
North American Securities Admnistrators Association
SenjorNet
U.S. News & World Report Online - Citizen's Toolbox

% % %

DOT Home Page | Fraud Seguion Home Pase | Back to Top
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Subcommittee on Emerging Threats and Capabilitiag
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MNatonal Infrastructure Profection Center

INTRODUCTICON

Wr. Chairman, Senater Bingamsan, and Mambers of the Subgommittes: Thank you for
inviting me here today o discuss oritical infrastructure protection and information

. warfare issues, My briaf remarks will focus on two areas: the role of the NIPC under
Presidantial Decision Dirgctive-§3 (PDD-63}, and current impediments to critical
infrastrusture protection.

NIFC and PDD-63

POD-63 creates an unprecedenisd set of inra-governmental as well as public-private
cooperative structures for the vilal mission of oritical infrastruchure protection. Let mg
bagin by reviswing the roles assignaed to the NIPG and the oiher key playars In
infragiruciure protection.

PID-63 authorized the expansion of the FBI's former organization, the Compuler
Investigations and Infrastruciure Threat Assassmant Center, into 2 full-scale National
infrastructure Protection Genter, The PDD states thal the NIPC "s]hali servg a5 &
natipnal critical infrastructure threat assessrmant, waming, vuinerabdlity, and law
snforcamoant investigation and response entity.” I further states that the mission i the
NIPC *will include providing timely wamings of intentional threats, comprehengive
anglyses and law enforsement investigation and response.”

Thus, the PDD places the NIPC al the core of the government's warning, threal
investigalion, and respanse system for thraatls 1o, or aliacks on, the nation’s ¢ritical
infrastructures. The NIPC is the focatl point-for gathering information on theeats lo the
infrastructures as well as "faciiiating and eosrdinating the Fedaral Governmant's
response to an incidert,” The NIPC is also responsibie for *mitigating attacks,
investigating threats and monitoring reconstitution efforts.” Tha PR further specifies
that the NIFC should include “elemsnts responsibis for waming, analysis, computar
investigation, soordinaling emargency responsa, training, outreach, and devaicpment
. and applization of technigal tools.”

Tha NIPC has a vilal rols In coliscting and disseminating information from all relovant
sourcas. Thus, the PR directs the NIPC o "sanilize law énforcament and
inteligence inforenation for inclusinn into analyses and raports that & will provide, In
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appropriate form, 1o relevand inderal, siate, and incal agencies) the ralovani owners
andd oparators of oritical infrastruciuras; and 10 any privale sector information shanng
and analysis entity,” The NIPC i giso charged with issulng "altack warnings or alerts

. o ingreases in threat condition 10 any private sacior infgrmmtion shating and analysis
antity and io the owners and opsarates.”

In arder to perform its role, the NIPC is establishing a network of relationships with a
wide range of entities in both the government and the private sector. The PDD
provides for ihis in several ways, First, it states that the Cender will “include
reprasentatives from the FBI, US Secret 8srvice. and other investigators experienced
it computer enmas and infrastruchure protection, as weh as representatives detailed
from the Department of Defonse, Intelligence Community and Lead Agencies.”
Second, the NIPC will bs “linked electronically 1o the rest of the government, including
warning and operations cenlers a3 wel as any private asclor informalion sharing
centarg,” Third, ali axgcutive deparimenis and agancias are mandaied o ‘caaperate
with the NIFFQ and provids it assistance, information, and advice that the NIPC may
raguest, 1o the extant parmitied by law.” Fourth, ali sxeculive departmends are aiso
mandatad 1o "share with the NIPG information about threats and warning of attacks
and actual altacks on eritical government and private sector infrastructures, to the
extent permitted by law.” To aénsura that the flow of information is urimpeded -- which
is imporative whan dealing with ¢ybar attacks - the PRD awthorizes the NIPC 1o
“galablish ds own relations directly with others in the private sector and with any
information sharng and analysis entily that the private secior may create.”

Let me addrass briefly why the NIPQ is iocated at the FBL Firgl, 85 you know, the FBI :
has had axisling programs and authoritios to invesiigate compuler ¢rimes and io
prevent and investigate acts of aspionags and terrorism. These programs and
authoritios naturally support and mesh with the infrastructire pratection mission.
Second, in most cybar attacks, the idantity, iocation, and objective of the perpetrator
are not immediately apparent. Nor is the scope of his attack - i.8., whether an
intrusion is isolated or part of & broader pattern affecting numerous targets. This

. means i is often impossible to determine at the outset if an intrusion is an act of
vandcalism, arganized crime, domestic or foreign terrarism, economic or traditional
papionngs, or some form of strategic military attack. The only way W determing the
seurce, naturs, and scops of the incident 1S to gather information from the victim siles
and intermediate sites such as intamat Service Providers ang lsiscommunications
sarriers. Under our constifutional system, gathering sugh information usually requires
seme form of legal authority -« sither orimingt investigative or foreign
nourterintelligence, Thug, tha NIPC is housed in ine FBI 1o enabis i1 1o ulilize the
approprigte authorities (o gather and retain the necessary information and to act on it
Naw, this doss not mean that the ultimate responsa ¢ a cyber atfack is limited to
criminal investigation and progecution. The response will be detarmined by the facts
that are uncovered. Thus, for instancs, if it is determined that & cyber intrusion is part
of a strategic military atiack, the Prasident may detarming that 4 military response is
calied for. But ne such detgmination can be made without adequate {actual
toundation, and the NiP('s rols is 1o coordinate the process for gathering the facts,
analyzing them and making dstemmnations about what is going on, and determining
whal 7esponses ar anpropnale,

Thig role cleary requires the irnaalvement and expariise of many agenoies other han
the FEL This is why the NIP(, though housad at the FBI, ig an interagency centar that
brings 1agether personne! tom all the relavant agencies. Thus, the Deputy Diracior is
a civillan delaitee from the Department of Delfensa,; the Chiaf of our Analysis and
Warning Section is a senior ClA analyst; and managers, investigators, analysts, and
computer scientists within the Centar come from acrnss the defense, intelligence, and
jaw enforcemant communities. In addition, we are seeking infrastructure and tachnical
axpans from each of the infrastruciure seciors o enhance our ability o understang
and coordinate with 1he owners and operators of the infrastructures, Currently, the
. NIPC has repraseniatives from muullipie govemment agenciss, including FBIL, DD,
NSA, DOE, and CIA as well as federal and siats law anforgament, including the UG,
Sacret Service, the U8, Posial Servics, and, unill recenily, the Crogon Stats Police,
Private seclor represeniatives are aiso being soughl. In iacl, just yesterday the
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Asiormey General and the Information Technology Association of Amarica announced
& set of initialivas as part of a "Cybsrcitizens Parnership” between the govemmaent
and the information technoiegy {IT) industry. One initiative involves providing 17
indusiry represantatives to serve in the NiPC to enhance our fechnical expertise and
our undersianding ot the information and comraunications infrastrusture, This
interagency, public-private composition wilt ensure that we are ablg 1o shiain
information necassary to our mission from all relevant sources -- crirminal
investigations, intelligence sources, open saurces, automated intrusion detection
systams, and private secior contacts- and that we are poised to coordinate closely
with the other agoncies that may need to participate in the response to an incidant.

Oiher entitics are also craated by the PDD. The National Coordinator for Seourity,
infrasirunire Protaction, and Counter-Terronsm is responsible for overali policy
implemantation of {the PDD. In this capacily he chairs ths interagengy Gritical
Infrasiruciure Conrdinating Group. The PDLD also created a National Planning Stalf
{renamad the Critical Infrastructure Assurances Qffics, or CIAD) 1o assist the National
Conrginatot in this policy iunclion by ceordinaling tha drafting of g "national plan” and
tha implemantation of a national education and awareness program. Tha national plan
is gurrently in the drafting process and is the subjeet of engoing interagency
diseussions.

Tha PO also designates certaln agancies as the “lead agencias” for each
Infrestructure sestor. Thesa agencies {listed in footnote 1 on page 2) are charged with
working with their respective Sectors {vig a “Secior Coordinator” chosan to represent
he soctor) 1o: 338888 sector vulnerabiliios and develop a plan o eliminate the
significant onas; propose a sysism v identifying and preventing alitempied major
attacke, and davelop a plan for slerting, containing and rebulfing an attack in progress
ang then econstittting minimum essential capabilities in the afermath ¢of an allack.
Givan ite roles in the areas of vuingrability, waming, responss, and reconstitution
mygrittoring, the NIPC needs (o work clasely with the Segior Goordinalors and Lialsons
in the development, implementation, and testing of their plans.

Finally, undar the POD the federal governmerit is encouraging tha ¢reation of one of
muorg information Sharing and Analysis Centers (ISACs) by the private sector, As
ervvisioned, the ISAC(s) "could serve as a machanism for gatharing, analyzing,
appropriately sanitizing and dissaminating private sector information to both industry
and the NIPC ¥ 1ISACs could also serve 1 further disseminate NIPC information to
indusiry, The provision of smaly and complets information to the NIPC is gritical for
the succass of s mission, and the PRD states that the ISACS are "nol 1o interfere
with direct information exchangas belween companies and the government.” As tha
govammaent and private seclor consider possibie modsls for an IBAQG, it is critical thal
nothing ba created that would impada or delay the flow of incident and threal
intormation te and from the NIPC. Rather, any 1SAC should be designed (0 expedite
the flow of information 19 enabls realtims delecion, analysis, and ragpanse by the
NIPG.

Btatus of the NIPC and its Implementation of the PDD.
To socormplish its goals under the PDD, the NIPC is organized into three sections:

* The Computer invesiigations and Cperations Section (CI0O8) is he operational
andd rosponse amm of the Center, I program manages comuaor intnasion
invaestigations condugted by FBI Field Cltices throughout the country; provides
subject mattar experis, equipment, and tachnical support o oyber investigators
in fadaral, state, and local government agencies inveived in oritical
infrastructura protection; and providas a cyber emergsnty rasponss capability
1o help resolve a cyber incident.

* The Analysis and Waming Section (AWS) serves as the indications and
warning arm of the NP, provides analytical suppart during computer intrusion
investigations, and performs long-term analyses of vuingrability and thraal
trends. When appropriate, it disiributes tactical warnings and anatysss to all thg
relevant partners, informing them of potential vulnerabilities and threats and
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long-tarm trends, 1 also reviews numerous government and privaie secior
databases, media, and other sources daily to gather information that may be
relsvant 1o any aspact of our mission, including tha gathgring of indications of a
pussible atlack.

* The Tralning, Administration, and Quirsach Section (TAQS) courdinales the
fraining and asducation of cvbaer investigators within the FBI Field Offices and
oiher fatdpral, siale and iocal law enforcement agencios. it also courdinates our
oudraach io privale secior companiss, state and losal govarnments, other
government agenciag, and the FBI's Higld offices. In addition, this section
marsigas our soliection and cataloguing of informalion conceming “key assets”
« La,, oritical indivicual components within each infrastrusture secior, such as
spacific power grius, lelecommunications swiloh nodes, or financlal systems -

across the courdry.,

The NIPC is also developing its threat assessment, anaivtical, and warning
capabilitios. NIPG assessments form the basis for a vartely of produsts, induding
aleris and advisories, an Infrastructure Protection Digest, a YZK Report, a weskly
upsiate, TyborNotes, and topical electronic reports. These products dre designad for
fierad disiribution 1o both government and private sector antities consistent with
applicatis taw through the NIPC Watch and Warning Unit. For example, the
infragiruciure Protection Digest is a quarerly pubilication for sharing analysis and
nformation on gritical infrastructure issues. Ths Digest provides analytical insights into
major rends ang evenis affacting the nation's crilical Infrastruciures, 11 is published in
& classitied formal and reaches national security and aivilian government agency
ofticials, Cybarnoiss is another NIPG publication dasigned 1o provids security and
information systom professionais with timely information on ¢yber vuinerabilities,
hackar axplot! soripts, hackar trends, virus information, and other critical
infrastrusture-radatad bast practices. itis published twize a month on cur websiie and
disseminated hardcopy to government and privats sesior audiences.

In addition, the NIRPT is developing processes to ensurs that we gel relevant
information in real time or near real tima fram ail relevant sourcss, including: the US
Inteliigance Comrmunity, FBI criminal invesiigations, the private sacior, other fedgral
agancias, emerging intrusion detection systams, and open sources. This information
is quiickly analyzed o defermine if a broad scale altack is undarway, If we dalermine
an attack is undorway, we can issue wamings using an array of mechanisms, and
zend out sanitized and unsantized warnings to the appropriate parties in Federal
Government and the privala secior so thay can take immediate protective steps, This
is a dificult process requiring the design of both procedures for reporting and
sanitization, and collection and disiribution mechanisms, The NIPC is currently
working on thesa proceduras and mechanisms, The long-term goal is to develop a
comprahonsive "indioations and warmning” system. This will require participation by the
intsifigence Community, DOD, the segtor lead agencies, other government agencies,
faderal, Stale and ocal law enforcement, and the privale seclor ownars and cperalors
of the infrastruciure. Currantly, the NIPC is fogusing on deveioping and implementing
a methodology and system for detscting angd waming of altacks on the federal
govarnmard and the national telecommunications and siatlnic power seCiors.

Responsea is central io the NIPC missicn. To faciiitale our ability to investigate and
respond 10 attasks, the FBI has created a Nationa! infrasiructure Protection and
Computar Intrusion Program in the 56 FBI fieid offices across the coundry. Under thig
program, managed by the NIPC at FBIHQ, tull "NIPCI” squads or smalier ieams have
baen crealed in each field office to conduct computer intrusion investigations, respond
10 threats, and collact information on “key assats" within aach sector, Thare are
currently 10 full NIPCH sguacs in Washington DC, New York, San Francisco, Chicago,
Daligs, Los Angelos, Atlanta, Charlotis, Boston, and Seattle. The other field offices
have smalier ieams, The 10 squads hava regional responsibilities, assisting the
smalisr teams in othar officas when an incident sxoseds the smalier team’s resources
o7 capakiities, Ulimalely, we need o ¢reate & 1l squad in sach fisld office, During
the first nine months of 1988 the NIPC] squads and 19ams openad 377 new cases,
closed 304 cases and had & pending cassioad of 828 matiers, Currantly, there are
80 panding invastigations ¢of computar infrugion matiors, The pending caselicad is
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axpactad 1o markedly nereass in the soming years.

infrastructure are handied by the FBI's countererrorism program. Tha NIFC supports
thig initiative through its management of the Key Asset Program (KAP). A key assst
can be defined as an arganization, group of organizations, system, or group of
systems, or physical plant the loss of which would have widespread and dire
oconomic ur social impact on a nationd), ragional, ¢r local basis, Tha KAP initially will
invaive detarmining which assels are key within the jurisdiction of each FBI field ofiice,
obtaining 24-hour points of coniact at pach asasl in cases of emergency. Eventually, if

. resources permit, the Pragrarm would include the development of contingsnicy plans to
rasporit 1o attacks on sach asset, sxsrcises 1o tos] rasponsae plans, and medsiing to
dewerming the effects of an attack on panicular assels, FBI Field Offices will be
respansible for geveloning a list of the assety within thelr ragpective jurisdictions,
witila the NIPC will maihiain the national database, This program will be deveioped in
caordination with DOD and other agancies, This program serves the orifival needs of
daveloping lists of the kay assels within each gritical infrastructura ard algo of
developing the communications and lialson links nacessary for tha coliaction of
infarmation and the dissernination of wamings to the infrastrucivre owners and
operators,

. Tre program to protect and respond to phiysical attacks on the US critical

The FBI, in coniunclion with the privaie sector, has alse davelpped an infiative callad
“infraiard" to expand diract contacis with the private sector infrasirichsre owners and
sparalors and to share information about cyber intrugions, axploited vulnargbilities,
and physicsd infrastructure thraats. The initiative encourages the exchange ol
information by gavernment and private sector members through the formation of lacsal
infraGard chapiers within the jurisdiction of each Field Offics. Chapier membership
includas reprasaniativas from the FBI, privais industry, other government agenciss,
State and local law enforcement, and the agademic community, The initiative provides
four basic sarvices {o s membors: an intrusion alen natwork using encrypted a-mail;
a ssoure website; Iogal chapler activities; and a halp desk for questdons. The critical
componant of (nfraGard is the abily of industry {0 provids information on infrusions 10
the NIPQ and locat FB fisld office using secure conwnunications in both a "sanitized”
and detailed format. The local FBI Fleld Qffices can, if appropriats, use the detailsd
version tg initiale an investigation; while the NIFC can analyze that information in
conjunstion with other law enforcement, intefiigence, or industry information to
determing i the intrusion 8 part of a broader aliack on numerous sites, The NIPC gan
simuitansously use the ganitized version 1o inform Other membars of the intrusion
withaut comprormising the canfidenstiality of the reporting company. InfraGarg, which
bagan as a pilot program in the Cleveland, Gincinnati, and indianapolis fisid olfices,
will be expanded t¢ 14 additional officas ihis month, and to the rest of the country later
{his year.

The NIPC alsc serves as the LS, government isad agency for the Emergency Law
Enforcemsnt Services Sector. As Seclor Liaison for law enforcement, tha NIFC and a
Secior Gaardinator representing the law sniorcament secior are formulating & plan to
reduce vuingrabilities of stale and local law enforcament 1o atiack and developing
methods and procedirss 1o shara inormation within the sedtor, The NIPC and the FBI
Figlg Offices are alse working with the State and local law snforcement agencias to

raise awareness with regard 1o vulnerabilities in this sector.

The NIPC has aise been vary active in taining. Training FB3) and other agencies’
investigatars is oritical if we hope 1o keop pace with the rapidly changing technology
and be abia 1o respond quickly and effectively 1o computer Indrusions, The NIPC
traingd 170 FBI agenis end 17 represeniatives from other law enfercament agencias
in 1888, We currently pian 1o train over 1000 law enforcement parsonnel in 1582 at
the faderal, state, and local levels, Additional training iniliatives include spocialized
courses in information security deveiopsd by the privale sector. Togethar, these

. sfforts will haip place us at the cutting edge of law enforcament and national security
inthe 215t Century.

Policy and Statutory Impediments 10 Combaling Threats to the Critical
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information infrastrustura.

There are several policy and statutory impadiments to our bising abile %o fully address

. the thraats to the critical information infrastruciure.
Hiring sufficiant parsonnel for the Nalional Infrasteucture Protection Canter ang for the
nationwiie National infrastruciure and Computar Intrusion Program continues to ba a
maior congarm. The prevention, detection, analysis, waming, and responss missions
assigned to the NIPC and FBI field offices all require a large number of skilled
parsonnel, Gurrently, we olieve thare are far more infrusions geeurring than we know
sbout of can investigate. Additional porsonne! are therefore a vital need f we are 1o
fmarn abaut, Investigate, and raspongd 10 attacks on our infrastructures. As uses of the
interne! continuas 1o increass dramatically, the numbaer of intrusions will grow gvan
mora, and our capability must kesp pace.

i should note that some of the shioriiall could be mat with delalisas rom other
agencies. Congress has prohibited us, howaver, fram reimbursing other agencies for
detailess in FY 89, which has naturally mads it someawhat more diflicui! for olher
agsneies to dovote scarce resouwrcas 1o aur commor mission at the NIPC,

Thare are a nurmber of statutory issues related o protacting the infragtruciure,
Fortunately, 2 number of agencias are focusod on identifying these congerns with an
alm towards working with the Congress to consider legislative fixes. The NIPC is
conrdinating In this regard with, among others, the Computer Crime and Intellectual
Proparty Saction of the Department of Justice’s Criminal Division, the C1A0 and the
Bacurity Policy Board,

Examplas of some of the issuss the NIPC or other members of the inlrastiicture
profaciion community are soncarnad with insluds;

. * the updating of federal trap and frace and post register authordtias in arder 1o
take account of ngw information technologias;

¢ the naed for multi-jurisdictional pen register and trap and trace orders rather
than mudtipls orders sach covering one jurisdiction;

* ihe need lo address sentencing jssues regarding minors who commit computer
orimes;

* ihensed fo criminahze unauthorized tomputer access o sensitive computar
and inforrmation nelworks whaen it is diffisuit to put a doliar value on the harm
{since jurisdiction ovaer many lypes of compuler crimas currently attachas only
al the 35,000 marky;

* the naed to creale criminat forfelture provisions for viclations of the Computer
Fraud and Abusa At 80 we can seize compulers of comvdtied computer
criminals,;

» the naad to clarify current law 10 unambiguously permit the Unitad Siades o
conduct domastic investigations and presecutions when a United States
computer is not itself the target of a computar erims but s used as a canduit to
atiack systems abroad.

CONCLUSION

P63 established the NIPC as the operational finchpin of our oftarts 1o protect
Arnorics’s eritioal infrastruciuras in the 218t century. Curs is a national mission 0
sombing the inputs from the government lead agenciss and the privas seclor in order
o provide analyses and warmnings and 1o respond 1o an infrusion ingident, Bui the
NIPC can padarm this mission onily if bas the necessary resources, inlaragancy
support, and information from multipls scurces. | belisve ws have mads significant
. progrss i the first year of our existancs in esiablishing the foundation for an
effective system for prevarting, detecting, and respending to cyber attacks. in just this
past year, we have brotught on board over 100 personnal from many agenciss at
NIPC HQ; established a national program for computer invastigations in avery P8I
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tigid office; developed and detivered advanced training in natwork investigations 1o
naarly 200 FBI and othar government agency investgators; developed several
machanismig and programs 10 shars information with the private secior; begun a

. program 1o protect "key assets” with sach infrasiructire soctor from gyber altack; and
coordinated ssvaral national-leve! investigations involving numereus agencies and £81
figld oifices, Whia much as bsen accomplighed, however, much work remains in
develeping our detection, provention, warning, and responss capaliilities. | look
torward to working with this Subcomrmitiee and the Congrass in protecting our national
security againgt this difficuit challenge.

Thank you.

0000000000000
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Statemany for the Recorg of
Michaal A, Vatis, Director
Natignal infrastructues Protection Ceasster
Faderal Burssie o Investigation

on
The NIPC's International Response to Cyber Atlacks and Gomputer Crime

Betora the
House Commintes on Govemment Alfalrs
Subcommittas on Governmant Management, Infomation, and Technology
Washington, D.C.

Good moening, Chairman Hom, Congrassman Turmer, members of the subcomimitiee,
and distinguished guests. | am pleased o 186y beloie Bus subcommitias foday on owr
marnationgl meponss o cyber attacks and computer rime in genergl, The
represeniation you have assemblad for this hearing s truly extraordinary. To my
knowledge, never have sa many imemational law enforcement officials testified before
Congress atong time on issues ralaied 10 ovber intrusions and computer crime, A
recenily relensed stuly estimates hal computer viruses and hacking take a ol of 318
. wiffion on the global atonamy, This figurs dwarts the gross nationat product of most of
the worlkd's nations, Siven the giobal nature of the computer ¢rima probiem and the
fact that many of our investigations in the U8, have an international nexus, itis vital that
we work sHectively across borders in concert with sur imemational pantners. | believe
this hearing will contributs 10 that effort and Highlight the exiensive endeavors we have
aireaty made in the istemational arsna,

Protecting ths Nation's ¢ritical infrastructures and combating computer intrusions is by

ngeassity 8 cooperative effort, National govemments must work within themseives,

across agencies; with regional gnd locat law eniorcement; with private industry; and

with foreign govermments © combat the problem, H cogparation i lacking in any one of

thess areas, the whole sfiort will fall short, Yetif cooperation is effective across all of

theso zreas, thes we ¢an gain the ypper hand againgt eyber ¢riminals argund the world .
and ensure that the Internet iz a sale place for electronic commerce and

gormunication.

Cooperative Structures in the United Siates

The U.S, government approach to protecting the nation's critical infrastruciures is
outlined in Presiisntial Decision Directive (PDD) 83, issued in May 1998. That Directive
lorms 2 series of cooperative arrangements. In particular, PDD-83 calenorizas our
nfrastrzclures into several sectors and designates federal "Lead Agencies,” which are
responsible for working cooperatively with private industry from each sector to develop
mechanisms and plans for securing that sector against cyber anacks ang for
recovering should an attack occur,

The PDD also gives a significant coordinating roie 1or operational matiers 1 e

. National Infrastructure Protectian Center {NIPC), whioh | head, The PLD placss the
NIPC at the core of the goverrsnent’s waming, investigation, and response system for
threats to, or attacks on, the nation's critical infrasiruciures, The NIPL is the foral point
for gathering information on threats 1 the infrastrunivres a3 wall s “aoilitating and
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coordinating the Federal Govemment's msponse 1o &n ingident.” The PDD further

specifies that the NIPC should includs "siaments rasponsible for warning, analysis,

computer investigation, gocrdinaling arsprganay réspanse, training, sulreach, and
. deveiopment and appiication of technicat wols.”

The NIPC has a vital rolg in coliscting and disseminating information from all refevant
sources. The PDD directs the NIFC ta "sanitize law enforcement and intelligence
information for inglusion inte anatyses and reports thal i€ will provide, in approprials
form, 1o refevant federal, state, and local agencies; the relevant owners and operators
of critical infrastructuras; and 10 any private sector information sharing and analysis
entity.” Tha NIPC is also charged with issuing “attack warnings or alerts” to the owners
and pperalors of oritical infrastructures in the private sector.

in arder o perform s role, the NIF(O has establighed, and is continuing to expand, a

niebaeyrk of cooparative reiationshing with a wide range of entities in both the

government ant the privals sector, kirst, the Center, whils focated at the FBL, is

inferggency in its composition, bringing togather representatives from the law

gniproement, defense, and intelligence communities, as well as from many of the lsad . .
agencies specified in the PN, The Canter currently has representatives from the L oL N
foliowing federal entities: Navy, Air Forge, Armiy, Alr Force Office of Special . o
investigations, Defense Crimingl investigative Service, National Security Agency, Unated ' '

States Postal Service, Faderal Aviation Adminisiration, General Services e : »
Adminisiration, Central Inteli ganaé Agancy, Uritical Infrastruciure Assurance {}ﬁzoe : A

and Sandia Nationat Laboratory, In addition, the Senter has had statg law snforcement

officiais detailed on a cotaling basis. 80 far we have had representatives from the

Qregon Stawe Police and the Tuscalooss County (Alabama) Sheriif's Department, We

also have intemationat aison oflicials who work with tha Center. This interagency

compasition faciitates the NIPC's ability 10 share pertinent information among agencies

and g coordingata agencies' activities in the eveni of an alftack,

. Second, pursuant o the PDD, he NIPC has electionic inks to the rast of the
govammant in order (o facilitate the sharing of inforreation and the issuanes of

warnings, Third, the POD dirasts ali executive depariments and agencies 1 "share with
the NIPC information about thraats and warning of attacks and actuat attacks on griticat
gavarnment and private sector infrastructurs, to the extent permitted by law.” Faurlh,
to boister our technical capabitities the Center selectively employs privale sector
confraciors. By tringing other agancies diractly into the Center and butiding diregt
communicaton linkages 0 govemrent agencies and the privata sector, the Centsr
provides a means of coordinating the governmaent's cyber expertise and ensuring ful
sharing of mfarmation, consistent with applicable laws and regulations.

In addifion, in s rolo under Prasidential Decision Oirective (PDD) 63 as the lsad
agency for the "Emergency Law Entorcement Sector' (ELES), the NIPC has been
working with stale and incal law enferegmant 1o develop a plan 1o protact that sector
from Cybior attack and reduca it vulnerabilifies. As part of that gffort, the NIFC's alerts
and wamings are reguiarly sent 16 state and local law enforcement agencias via the
National Law Enforcement Telogommunications System (NLETS) and threugh NIFC
e-mal via the Law Enforcement Onling system. Sharing with state and local law
enforcemant iy oritinal because they ars ofien the first responders when an incident
J0CUrS.

To fullill s mandate under PDD-83, the NIPC's goal is 1o deveiop o comprehensive
‘ndications and warning” system that will be ¢apable of imely collestion of indicators of
an imminent or onguing cyber altack, analysis of the information, and the timely
issuance of alerts and warmings. This will require additional resources, buth personnel
and squipment, it will also recuiire participation by the inteliigence Community; e
Daparimeni of Defensa; the sector "Lead Agencias™; sther government agencies;

. federal, state and logal law enforcemernt; and the privale secior ownars and operatorns
of the infrastructures, As | will discuss further in a momean, he NIPG is surrently
working with indusiey 1o develop a methodolagy and sysiem for datecting ang warning
of attacks on the natienal 1elecommunications and elechic power sectors. These will
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provide a model lor possible systems for the other sectors,

‘ Finally, the NIRC, as the national entity responsible for government's warming,

. investigation, and response System for threats 1o, or attacks on, the nation's critical
infrastruciuras, works on national planning initiatives with the National Security Council
and the Critical Infrastructure Assurance Office.

To accomplish its goals under the PDD, the NIPT is organized inte thres ssctions:

* The Computer investigations and Operations Ssction {CIO8) is the operationat
and response arm of the Center, It program manages computar infrugion
invastigations conducied by FBI Field Ottices and some of the jeint fask forces
hroughout the country; provides sublect matier expens, egquipment, and
tachnical support to cyber investigalors in federal, state, and logal guvernment
agancies invoived in critical infrastructure protection, and provides a cyber ’
smergency response capability 1o help resolve a oyber incident. ’
* The Analysis and Warning Seclion {AWS] serves as the "indications and
© waraing” arm of the NIPC. The AWS revigws numerous govemment and private . . .
sector databases, media, and other sources daily 16 miiw and dissaminate : LT
information that is reievant to any aspect of NIPC's mussion, including the ) .
gaihering of indications of 2 possible gfack. It provides analviical suppon during CL s
n ‘computer intrusion invasiigations, pertorms analyses of inkrasiruchure risks angd - ;
T threat trends, and prodicas current anaiytic products for the national security
ang law enlorcement communilies, the pwners-onerators of the oritical
infrastuctures, and the computer network managers who protect el systams.,
it also distributes actical wamings, alorts, and advisoerias 10 afl s relgvant
partners, infarming them of axpioitad vulnerabiliies and thrests.
* The Training, Cutrsach and Stratsgy Section {TOSS} coordingles the fraiaing
and continuing education of cyber investigators within the FBI Figid Offices and
other federal, state and gal law enforcement aggncies. It also coordinales sut
. Haison with private sector cormpanias, state and local govermsments, othar
governrnant agencias, and the FEI's Figid Oficas. in addition, thig saction
manages our collection and catatoguing of information conceming “key assets”
- La., critical individual componants within each nhastructuee soctor, such as
specific power facilities, elscommunications switth nodes, ¢r linancial systems
— across the country,

To facilitate our ability to investigats and respond to attacks, the FBI has ¢reated the
-National Infragtructure Protection and Computer intrusion (NIPC} Program in the 56
FBI Field Offices across the country. We currently have 193 agents nalionwide
dedicated to investigating computer intrusion, deniat of service, andl virug cases (8ss
than 2% of ail FBI agents nationwide). [n order 1o leverage these rescurces mest
gfficiently, we have taken the approach of creating 18 regional squads that have
sufficient size to.work gomplex intrusion cases and to assist those field offices without a
fuli NIPCI squad. In those tieid offices without squads, the FBI has established g
baseling capability by having at least ong or two agents o work NIRCH matters, i.e.
computer intrusions {criminal and national security), viruses, the infraGarg and Kay
Assat Initiatives, and state and lpcal liaison,

In addressing cyber incidents, the NIPC and the §6 FBI field offices work couperatively
with thals tederal, state and ocal law enforcernent partners and with the private sector,
For example, in the Melissa Macro Virug investigation, the NIFC issued public warnings
that heiped alert tha public, government agencies, and private industry to the virus and
stem the damage o computer networks. in addiion, the FBI's Newark office worked
closely with the New Jarsey Btate Police, the New Jersay Attorney General’s Offics,
and the U.S. Attorney’s Office in New Jersey in the investigation, arrest, and

. prosecution of David L. Smith. The NIPC supported the overall investigation which
spanned the nation. In other cases where here i Concurrent jurisdiction, the FBI and
othsr agencies ollen work cases jointly. For example, the FEI and the U5, Secrat
Service worked together on & series of hacks into the White House Homepage. Eric
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Burns, a.k.a Zyklon, hacked into the White House web site as well as other sites. He
was caught and pled guilty to one count of 18 U.S.C.1030. In November 1999 he was
sentenced to 15 months in prison, 3 years supervised release, and ordered to pay
$36,240 in restitution and a $100 fine. While | cannot discuss it in open hearings, the
NIPC also warks closely with other agencies in foreign counter intelligence
investigations involving cyber attacks.

Government-Industry Cooperation

As | noted earlier, however, it is critical for the government not just to work
cooperatively within itself, but also with the private sector. The NIPC is engaged in
several initiatives to work cooperatively with the private sector, principally in the area of
information sharing. First, the NIPC, in conjunction with the private sector, has
developed an initiative call "InfraGard" to expand direct contacts with the private sector
infrastructure owners and operators and to share information about ¢yber intrusions, .
exploited vulnerabilities, and infrastructure threats. The initiative encourages and
facilitates the exchange of information by government and private sector members
through the formation of local InfraGard chapters within the jurisdiction of each FBI
Field Office. Chapter membership includes representatives from the FBI, private
industry, other government agencies, state and local law enforcement, and the
academic cormmunity. The critical component of InfraGard is the ability of industry to
provide information on intrusions to the NIPC and to the local FBI Field Office, using
secure communications, in both a "sanitized" and detailed format. The local FBi Field
Offices can, it appropriate, use the detailed version to initiate an investigation; the NIPC,
in turn, can analyze that information in conjunction with other law enforcement,
intelligence, and industry information to determine if the intrusion is part of a broader
aftack on numerous sites. The Center can simultanecusly use the sanitized version to
inform other members of the threat and the techniques used, without compromising the
confidentiality of the reporting company. The secure website also contains a variety of
analytic and warning products that we make available to the InfraGard community.

We believe InfraGard, once fully implemented, will be a significant step forward in
enhancing the ability of the private sector and the government to share information with
each other, The government has access to unique sources of information through its
intelligence and law enforcement activities. These need to be shared, in appropriately
sanitized form, with private sector owners and operators s0 that they can protect
themselves against threats that we become aware of. Conversely, the private sector is
often the victim of cyber attacks and threats that are highly relevant to our mission to
protect that nation's critical infrastructures from attack. Only by bringing these
governmental and private sources of information together can we get a sense of the

+ full picture of threats and incidents, draw linkages, and engage in effective "indications

and warning" regarding cyber attacks. In contrast to efforts to share information solely
within one industry sector, InfraGard provides a vehicle for sharing information across
sactors and between the government and industry generally.

A second effort involving cooperation with the private sector is the Key Asset Initiative
(KA. A key asset can be defined as an organization, system, group of organizations or
systems, or physical plant, the loss of which woutd have widespread and dire aconormic
or social impact on a national, regional, or local basis. The KAl initially involves
determining which assets are "key” within the jurisdiction of each FBI Field Office and
obtaining 24-hour points of contact at each asset in ¢ase of an emergency. Eventually,
contingent on future funding, the KAI will include the development of contingency plans
to respond to attacks on each asset, exercises to test response ptans, and modeling to
determine the effects of an attack on particular assets. FBI Field Offices are
responsible for developing a list of the assets within their respactive jurisdictions, while
the Center maintains a national database. This initiative serves the critical needs of
developing lists of the key assets within each critical infrastructure and also of
developing the communications and liaison links necessary for the collection of
information and the dissemination of warnings to the infrastructure owners and
operators.

hup:ffwww.fbi.gov/pressmm/ congress/congressO0/vatis072600 ht
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Angthar inibative is 2 pilot program we have developead with the Narth American
Elsclical Reliability Council (NERG) o develop an “Indications and Waming' System
for physical and cyber attacks, Under the pilot program, stectrde wiility companiss and
oiher power entiliss ansmit ingident reporis 1o the NIFC, Thess reports are analyzed
and gssesssd W determine whether an NIPC glerl, agvisory, OF Assassment is
warranigd 1o the glectric ulillly communily. Elgclric power pariicipanis in the pilot
program have siated that the intormation and gnalysis pmvided by the NIPC tack i
the power companies maks this program espscially worthwhile. NERG has recently
degidad to expandd this inidative nationwide. We see this inliiative 48 8 guod example of
govemment and industry working fogsther to share infermation ang i is our expaciation
that tha Electrical Powser [ndications and Warming System will provida & model ior the
ather critical infrastructutes. We are currently working with industry on daveloping an
Indications and Waming program for the telecommunisatons se4tor,

The NIPC has alse been working on a set of outreach conferancas under the auspices
of the Departmant of Justics and the Information Tachnology. Association of Ameriga.
in Aprif, 2000 the Attorney General, rapresentatives from the NIPG, Special Agents
from FBI Field Offices, and otherdaw enforcement officials met with west coast industry
representativas gt Stanford Usiversity. Last month, we met with gast coast industry

. mpreseniativas 21 EDS in Heradon, Virginia: At both conferences the Attorney Genaral

siresead wavs that induslry and law enforcarment naad {o work together against

compuitar haokers and inbrusions, 1t was clear at both conferences, (oo, that industry

wanls § gond, couperative relationship with iaw enforgement 19 share information e -
about traats and incidents, and to investigate cyber attacks succsssfully. A number of

initiatives stornming rom those oonferences are currently undarway 10 further this

conperative ralationship. - -

NIPC representatives spend a significant portion of our 8me speaking across the
courndry and argund the waorld © private secter and governmesnt groups, as part of our
affort 10 raise awarenass about the cyber threat and to ioster cooperation between
industry and law enforcement. For example, we hava recently participated in mestings
of the National Sscurity Telecommunications Advisory Committea (NSTAC), a private
Sector advisory committee to the President whose purpose is 1 provids advice and
axpertiseg on national security and emargency preparedness glecommunications
policyl: the System Administration, Networking, and Security (SANS) institute, a
conperative research and education organization founded in 1988 for the purposea of
sharing information among system administrators, security professianals, ang network
administrators; the Information Securily Forum, an assaciation of organizations who
share best practices and other selitions & information secyrity problems; the National
Governors Assoistion; the American Sodiety for industrial Security (ABIS), a 32,000
membsr prganization for professionals responsitie far security; and the American Bar
Assouiation {ABAL

Finglly, the NIPC is working with the Critical Infrastruciure Assurancs Office in the
Departmant of Commerce on oulreach initiatives. All of these efforis are ¢ritical to the
goat of builthng 2 parinership between industry and the goverament for the purposs of
SeCunng our naton's critival infrastructures and reducing our vulnerability to ¢yber
GHima,

NIPC and International Cooperation

Most pertinent to this hearing is the issus of coopearation acrnss national borders, A
typical cybar invastigation can involve victm sites in multipie sistes and often many
coundries, and ¢an require tracing an evidentiary trail that crosses numerous state ang
international boundaries. Even intrusions into U.S. systems by a perpeiraior operating
within the 1.5, oflen require international investigative activity because the attack is
wided through Intermst Service Providers and computer networks located outside the
United States. When evidenca is logated within the United States, we ¢an subpoena
racords, conduct olpctronic surveifance, axecuts saarch warrants, seize avidence, and
axaming it We can do none of those things curselves Gverseas 1o solve a LS. criminal
case, Insisad, we must depend on the oca! authorities 6 assist us. This means that
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sifective international cooperation is essential to our ability o investigata cyber crime.

imgroved markedly in racent years, many countries lack substantive laws that
spepifically oriminalize computer orimes. This means that thuse countries often lack the
autharity not anly 1o investigate or prosacute computer crimes that socur within their
borders, but alsc 1o assist us when avidencs might be lscaed in thoss counlries.
Moraover, the quickly gvoiving technoiogical aspects of thess investigations can
exceed the copabdiitios of local palice loreas in some counitios, Finally, even when -
countrigs have the requisite Iaws and have deveinped the wehnical expertiss
ngcessary to conduct cyber investigations, successtul invastigation in'this arena
wquires more expeditious rasponse than has traditionally been the case in international
matiers, because electranic evidence is flesting and, if not securad quickly, can be lost
foraver.

. Internatinnal investigations poge specil problems. First, while the situation has

L
.

NIPC international Qutreach

The NIPC i3 working with i3 international pantners on several ronts 10 address the
issues outlined above. The first drea consists of cutreach activities designsd 16 1aise
awareness about the cyber thraat, encourage countries o address the threal hraugh
substantive legislation, and provite advice on how 10 organize 10 deal with the thraat
most sftectively. Almost weekly the NIPC hosts a fareign delpgation 1o discuss 1opics
ranging from currant ¢cases {0 the establishment of NtPC-like entities in other nations.
Since the NIPC was founded, Japan, the United Kingdom, Canada, Germany, and
Swadsn have formed or are In the procass of forming interagency entities like the
NIPC. The NIPC has briefed visitors from the United Kingdom, Germany, France,
Morway, Canada, Japan, Denmark, Sweden, 1srael, and other nations over the past
year, in addition, © promate undearstanding of the NIPC mission, an “open house” for
ambassy personnel was held in March 2000

. Abroad, the FBI's Legal Attachas {Lagats! are often the first oificials contacted by
foreign law enforcement should an incidert coour, We gre praviding raining to our
Legats an how to cogrdinate computer intrusion and infrastructure protection matters
with us to make them more effective. [n addition, NIPC personnel are in almost daily
coact with Lagats around the word o assist in coordinating requests for information,

NIPC International Training

in order o help make aur foreign pariners more capabie to assist pur inteinationa)
invastigations and to address oyber crime within thelr own countries, the NIPC has also
provided fraining to Invastigators from several nations, Much of this raining takes placs
gt the Intarmnational Law Enforcomsent Academiss in Budapest, Hungary and Bankok,
Thailand. In addition, a small number of select international investigalors receive
training in NIPC sponsored classes in the Unitad States. The NIPC aiso holds
workshaops with other nations to share information on techniques and trends in cyber
myusions. For example, in September 1999 the NIPC sponsored an Intermnatignal
Cyber Crime Conference in New Crieans o provide training o international law
gnforcernent officers and forgs links between foreign law enforcement officers and
personnel representing: the NIPC, FBI field offices, FBI Lagats, the U.S. Secret
Service, the Naval Camingl Investigative Servioe, the Alr Farce Office of Special
invastigations, and ths U5, Postal inspection Ssrvice,

The G-8 High-Tech Crime Working Group

Another international initigtive that the NIPC has been invalved in is the 3-8's
High-Tech Crime Subgroup of the G-8 "Lyon Group.” A represeniative of the NiPC
sorves as a member of the United States delegation 1o the Subgroup, which has been
. ponsidering several issuss congerning international cyber crime investigations,
including the establishment of a 24/7 high-tech ¢rime points of contact network,
international taining conlerences, review of legal systems in G-8 countries, and the
devalopment of the -8 pringiples on ansborder z0cess & stored computer data,

&of B ’ HUIS001 9.2
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The 24/7 high-tech points of contact network was estabiished in Margh 1998, Each of
e (-8 countriss identified a point of contact for igw enforcement in 2ach of their
respective Couninigs, These contacts arg required 1o he qvailabie twenty-dour ours a
day, seven davs a2 week, i crder to respond 10 requests for assistance in important
high-fesh arime investigations in which gleciranic evidence may aither be alterad or
destroved.

With regard 1o raining, e subgroup hosted an intermational computer grme training
conlerence in Novembar 1998, for law snforcement invastigators of the G-8 countrigs.
This confarence addrassed iaw enforoement issues reiating to high-tech orime
investigations and the technicat issues involved in these speciic types of investigations.
in addition, tha subgroup has compiled a collection of the substantive and procaduwral
laws regarding computér Grimes in each of the G-8 countries. Regarding ths critical
issue of ranshorder access {0 siored data, the subkroup has provided
racommendations ior pringiples of bansborder aceess 10 siored computer data, n
addition, the subgroup has written principles that provide a mechanism o secura the
rapid preservation of stored data i compuler systems. These resommendations will
attempt o prevant instances where compuier dala ol possibis gvidentiary value i
altered or deieted white a formal request for assistance under g Mutual Legal
Assistance Treaty (MLAT) is processed. Lastly, the G-8 subgroup has réferred the 1ask
of developing commen terms and common formats for forensic requests and
deveioping international standards for the retrieval ard processing of slactronic
gvidenca to the Irtgrnational Organization of Compuder Evidence §GCE}, which has
reprasentation in most of the G-8 countries.

In May 2000, the NIPC attendsd a G-8 indusiryfiaw enforcement canlarence in Paris,
France. This meeting, which ingluded individusls rapresenting industry and consumer
groups, was structured o allow both industry and law enforcement officials 1o share
ideas and concerms regarding the security of the Intemet. Each participating country's
gontingant consisted of industry and govemment reprassantatives, irom g variaty of
agencies, and each country had one indugtry and one government represantative
make a presentation 1 the group ahout issues cancerning thair nation. Govemmeant
officials were sensitized 1o the concems of both industry and consumers, and indusiry
and the public represeniativas were exposad 10 some of ihe challenges taciag law
enfarcemant and other government agengies @ thelr struggle w0 provide & sale, sacure
environment for g-cormmerce. A subsaguent meeting huilding on the success of the
Parig forum is planaed for October 2000,

The NIPC and International Investigations

Since the ¢raation of the NIPC in February 1588, wa have seen a significant ingrease in
the number of nvestigations raquiring intgmational conperation. The NIPC has
provided an stiagtive vehicie for coorginating these investigations. | will provide 2 few
grgmplos 10 demonsitaie the issues raised by such investigations and how they have
baen addressed by the NIPG,

One example is the Solar Sunrise case, the code nams for a multi-ggency investigation
ot intrusions inte more than 560 miltary, civilian government, and rivate sector
cormpdar syshams in the United Stalas during February and March 1998, Thess
intrugions coourred just 3s the NIPC was being established. Tha intrusions ook place
during the bulld-up of United Slates miliary personng! in the Middle Eastin rasponse 1
ensions with lrag over United Nations weapons inspsciions. The inbruders penetrated
atleast 200 unciassified U.S, military computer systeas, including seven Air Force
bases and four Navy instalations, Department of Energy Nationat Laboratories, NASA
sites, and university sites. The tming of the intrusions, and he fact thal some actvity
appeared o come from an ISP in the Midgia East, ted many U.8. miilitary officials n
suspact that this might be an instance of ragi information warize. The NIPC
coordinaled an extensive interagency investigation involving FBI Fieid Offices, the
Departmant of Defenss, NASA, Defense information Sysiems Agency, Alr Force Office
of Special Investigations, the Depariment of Justice, and the inteligeace Community,
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Internationally the NIPC worked closaly with the 1srasli jaw enforgemant authorities.

Within several days, the investigation determined that two juveniles in Cloverdals,
{alornia, and individuals in Israel were the perpelrators. This case demonstrated the
eriticat need for an interagency centar to coordinate our investigative efforts to
geterming the source of such intrusions and the need for strong intarnational
cooperaion. isrseli authoritios are preparing o proscoute the chie! gstendant in their
¢ase in e symmer 01 2000,

More racent cases demuonstrate how much infemational cooperation has improved in
this areq, In February 2000, the NIPC raceived repons that CNN, Yahoo, Amazen,
Com, -Bay, and other e-commerce sites had been subjact 10 "Distributed Denial of
Servicg” (DDOS) aitacks. The NIPC had issued warnings i Decembar 1899 about the
possibility of such anacks, and even treated and released a too! that victims could use
1 detect whether el system had been infiltrated by an attacker for use against ather
systems. Whan atlacks did oCcur in February, companies cooperated with the MIFC
and our Nationalinfrastrustirs Protection and Computet Infrusion Squads ire several
FBI figddd officas (including Los Angales and Atlania) and providaed critical Ings and
othar information. Within days, the FRI and NiPC had traced zome of the attagks ©

- Canada, and subsequently worked wilh the Royal Canadian Mountain Police 1o identify

the suspect, The Roye Canadian Mounted Police (ROMP} arrestad a juvenile subject
in Aprit 2000, and charges are expected to ba brought shortly for at igast soms of the
aftacks. The unpracedented spead and scope of this investigation was svidence of he
great improvement made in our ability 10 conduct iargs $0ale, camplex internationa
invastigations.

Another gxampls involves the compromise batwesrn January and March 2000 of .
multipte e-carnmerne wabsiies in the US., {anada, Thailand, Jagan and the United
Kingdom by a hacker known as "Curador,” Curador broke into the sites and apparently
stode a3 many as 28,000 cradit card numbers, with 105564 estimated to be at lsasi $3.5
mifion. Thousands of cradit card numbers and expiration dates were posted to various
imermet websites, Alier an extansive investigation, on Margh 28, 2000, the FBl assisted
the Dyled Powys {Wales, UK) Police Servica in g search a1 the residence of "Curatdor ®
whose real nams 8 Raphael Gray, Mr. Gray, age 18, was arrested in the LK glong wilh
a co-conspiraior under the UK's Computer Misuss Act of 1980,

This case was predicated on e nvostigative work by the FB, the Dyfed Powys Palice
Servies i the United Kingdom, intemet security consultans, the ROMP, and the
internabionat banking and oredit card industry. This case Mustiates the benelils of aw
endorcamart find private mdustry, arcund the world, working togother in partageship on
gomputer crime investigations,

Most racently, companias and indivduals around the woeld by the “Love Bug," a virus
{o1, wehnically, a “warm”) that faveled as an akachment to an e-mail message and
propagated itsel! extremely rapidly through the sddress honks of Microsoft Gutlook
usars. invastigative work Dy the FBI's New York Field Office, with assistance from the
NIPC, traced tha source of the virus to the Phillippines within 24 hours, The FBI then
worked, through the LEGAT in Manila, with the Phillippines’ National Bureau of
Investigation, to identity the perpetrator. The investigation in the Phillippines was
hamparad by the lack of 4 specific computar crime Stalule, Nevertheless, Gnet de
Guzman was charged on June 29, with fraud, theft, malicious mischief, and violation of
the Devipas Reguigtion At The spesg with which the virs was traced back 1o ig
sourcs is unprecedanted. As a posiserint, 1 imporiant io note that the Fhillippings’
govemment on June 14, 2000 approved the E-Commerce ACt, which now specifically
criminalizes ¢computer hacking and virus propagation.

in addifion o the matters mentioned above, we are currently working on numerous
cases that require international cooperation. Because these are all pending matiers, |
canngt sommant on them in this hearing. But i can say that ihe porceniags of cases
with an international element is incraasing significantly.

Thase cases alt Hustrate the fremendous progress hat has been mads in tha
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international arena. Countriag ground the workd are addressing the Cyber crime
problem by creating new Ccompuisr orime laws, establishing organizations and
capabilities to handie nvestigations, and 10rging 1iss across international borders 1o

. ’ facifitate investigations. While much work ramains 1o be done, we can point with pride
ta tha considergbieo advances thal have hean miads in a very shont iime o strengthen
imtarnational cooperation against cyber crime.

Conclusion

Cooperation among govemnments and betwesn govemment and indusiry is e key 10
combating crimae inz cyberspace gn making the internet 2 safe and ssours
environment for e-commerce and comiruinications. The NIPC has played an important
role in fostering such cooperation, With tha suppon of this commitiee and Congress a3
a whole, we hope 1o continue 10 build on this succass.

Thank you.
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Presidential Decision Directive 39 (Unclassified)

APPENDIX B

PRESIDENTIAL DECISION DIRECTIVE 39
(UNCLASSIFIED)

The following is a copy of an unclassified abstract derived from Presidential Decision Directive
{(PDD-393U.8. Policy on Counterterrorism, dated June 21, 1995, This abstract has been
reviewed and approved by the National Secunity Council (NSC for distribution to Federal, State,
and local emergency response and consequence management personnel to assist them in
responding to terrorist emergencies.

" The full text of PDD-39 is 2 CLASSIFIED docurmnent. -State and local officials,
however, should understand that PDD-39 essentially gives the responsibility of response
to terrorist sttacks to.the FBI for "crisis management” and FEMA for "consequence

management.” State and local agencies and assets will be expected 1o support the Federal
effors.
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rIesigenual Lecision Directive 39 (Unclassitied}

U.S. POLICY ON COUNTERTERRORISM
Presidential Decision Directive (PDD-39%)

1. Creneral, Terronsm is both a threat to our national security as welil as a criminal
act. The Administration has stated that it is the policy of the United States o use all
appropriate means to deter, defeat, and respond to all terrorist attacks on our territory and
resources, both people and facz%zms wherever they occur. In support of these cfferts the
United States will: .

. Employ efforts to deter, presmpt, apprehend, and prosecuts terrorists.

Waork closely with other governments (¢ carry out our counterterrorism policy and combat”
terronist thireats against them.

Idemtify sponsors of wrronsts, isolae them, and ensure they pay for their acticns,
Make no concessions to werrorists,

2. Measures to Combat Terrorisni. To ensure that the United States is prepared to
combat terrorism in all its forms, 2 number of measures have been directed. These
inciude reducing vulnsrabilities to terrorism, determing and responding to terrorist acts,
and having capabilities to prevent and manage the consequences of terrorist use of
nuclear, biological, and chemical {NBL) weapons, including those of mass destruction

. A Reducing Vulnerabilities. In order 10 reduce our vulnerabilities to terrorism,

" both at home and abroad, all department/agency heads have been directed 1o ensure that
their personnel and facilities are fully protecied against terrorism. Specific efforts that
will be conducted 1o ensure our security against terrorist acts include the following:
Review the vulnerability of government facilities and critical national infrastructure,

Expand the program of counterterrorism. -

Reduce the vulnerabilisies affecting civilian pcmmciffacﬂmes abroad and miliary
personnel facilities.

Exclude/depon persons who pose a terrorist threat,

Prevent unlawful waffic in firearms and expiostves, and pmzéz:z the President and other
officials against terrorist attack.

Reduce 1.5, vulnerabilities to intemational terrorism through intelligence
collection/analysis, counterintelligence, and coven action,
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Presidential Decision Directive 35 (Unclassified)

b, Deter. To deter terrorism, it is necessary to provide a clear public position that
our policies will not.be affected by terrorist acts and we will vigorously deal with terrorist
sponsors o reducs terrorist capabilities and support. In this regard, we must make it clear
that we will not allow terrorism to succeed and that the pursuit, amest, and prosecution of
tervorists is of the highest priority. Our geals include the disruption of terrorist-sponsored
activity including termination of financial support, arvest and punishment of terronists as
criminals, application of U.S. laws and new legisiation to prevent terrorist groups from
operating in the United States, and application of extraterritorial statutes to counter acis of
terrosism and apprehend terrorists outside of the United States. Return of terrorists

. overseas, who are wanted for violation of U.S. law, is of the highest priority and & central
issue in bilateral relations with any state that harbors or assists them.

<. Respond, To respond to terrorism, we must have a rapid and dectsive capability
to protect Americans, defeat or arrest terrotists, respond against terrorist sponsors, and
provide reiief o the victims of terrorists. The goal during the immediate response phase
of an incident is 10 terminate terrorist artacks so that the terrorists do not accomplish their
ablectives or maintain their freedom, while seeking to minimize damage and loss of life
and provide emergency assistance. Afier an incident has occurred, a rapidly deployable
interagency Emsrgency Suppont Team (EST) will poovide required capabilities on scene:
a Foreign: Emergency Support Team {FEST) for foreign incidents and a Domestic
Emergency Suppon Team {DEST) for domestic incidents. DEST membership wili be
litnited 1o those sgencies required to respond o the specific incident. Both teams will
include elements for specific types of incidents such as nuclear, biclogical, or chemical
threats,

The Director, FEMA, will ensure that the Federal Response Plan is adequate for
consequence management activities in response to terronist attacks against large U.S,
populations, including those where weapons of mass destruction are involved. FEMA
will also ensure that State response plans and capabilities are adeguate and tested.
FEMA, supparted by all Federal Response Plan signatories, will assume Lead Agency
role for consequence management in Washington, DC and on scene. If large scale
casualties and infrastructure damage occur, the President may.appoint a Personal
Representative for consequence management as the on scene Federal authority during
recovery. A roster of senior and former government officials willing to perform these
functions will be created and the rostered individuals will be provided training and
information necessary to allow them 10 be called on short notice.

Agencies will bear the costs of their participation in terrorist incidents and
countenterrorist operations, unless otherwise directed.
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d. NBC Consequence Management. The development of effective capabilities for
preventing and managing the consequences of terrorist use of nuclear, biological, or
chemical (NBC) materials or weapons is of the highest prionity. Terrorist acquisition of
weapons of mass destruction is not acceptable and there is no higher priority than
preventing the acquisition of such materials/weapons or removing this capability from
terrogist groups. FEMA will review the Federal Response Plan on an urgent basis, in
conjunction with supporting agencies, to determine its adequacy in résponding o an

" NBC-related terorist incident; identify and remedy and shortfalls in stockpiles,
- capabilities, or training; and report on the status of these efforts in 180 days.
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