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ATTO~~EY GENERAL RENO; Thank you, Harris Miller, for all that you have 
done, both in prc;no::ing eouca'C':'or.al oppo:n:t>r.ic:ies for our YO",Hg in chis 
area and bringing :aw enforce~ent and i~dustry together. And thanks to you, 
Xr. Br~Nn, and Mr. Dvorenchik, for yoer hospitality. ! think that this is 
so importa~t ttat we ~old this confere~ce in Northern Virginia where so 
much innovation is taking place. 

:;.: come today to ask you a question. And ! look forward to receiving your 
answers later this afternoon. i<lhat can the Department of Justice, what can 
: as At'::or:1ey General do, to build ':rust and confidence betweer.. law 
enforcement ar.d industry so that '~e can work ';:oge':her as partners in 
responding to the growing challenges of cyber crime? 

What can we do to meet our obligations to ensure the public s~fety, to 
enforce tte l~w, in a manner that Easters and pror.~tes privacy and tr.e 
civil liberties 0:: all concerned, 0.1:0\1$1 tr.e Internet ';0 Eou::ish with all 
the in~ovatic-n that you can rr.us::er. ar.d at the sat;\e t::':ne causes che vic'::irr. 
as little inconvenience as possible? 

The Department of Justice does not seek in basic government regulation or 
monitoring of the Internet, We would rather work together as partners '""ith 
separace out overlapping areas of responsibility and accountability. 

• The private sector in that regard shol.:.ld take the lead in protecting the 
security of privace sector computer systems, And We should prOtec'C 
government systems, We must share, however, the information about 
vulnerabilities so that we can each take steps to protect our systems 
against atrack. 
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i1e have a common 'goal to keep ..::ne nation's computer networks secure, safe 
and reliable fo::: P-.medca' s citizens and its businesses. We havlll aver::-' 
important moment. We can become strong partners, We can en!orce this co~~~ 
goal. We can Waintain the Internet for. the extraordinary tool that it is 
for learning, cornrunicacion, co~erce a~cl so many ocher aspects of o~r 
llves, 

Or we can go our separate ways. We can watch ::he Inter!'let subject :::'0 attack 
in the different forms tha:: we have seen it. And I':11 sure that some 
creative gc"':'.U$ has some other ~dea out the:::-e that we haven't even 
considered yet, And we will not have this tool that think just has opened 
up the economy, opened up learning, opened up opportu:lit:ies that we never 
d:-eamcd of. 

From :'flY dis:<.:ussions with industry representatives and rr.y colleagues in 
government and law er.:;orcemer.t, I k:1o'''' we are in agreerr.ent that we must do 
(;:-,is in a '&ay ::r.a.t respects the cor.stitu:.iona: rights, the privacy and 
other rildhts of all Americans and that fOCUSES on the innovation that is 
occu.rring in industry so that ',.;e do not stiCe it in any way. "lIe m\lst do it. 
in a way that is ::'east disruptive. And in this ir,stance, 1 think we have 
mt:ch to .;eilrn from t.raditional criminal :Justice activities. 

While law .mforcerr.ent alene can't solve t.he cyber problen, any effective 
strategy must involve us all. For exa:nple, let's leok at what h!lp~ens in 
the non or.Hne wodd. 

i'then someone's holl".e is bcrglarizec, it is irr:;Jcrt.ant that <;;;he vict.im notify 
~aw e::lfOJ;'C1;ment as quickly as possible. If they dor.'t, if the crime scene 
is messed lJp. if fingerprints are in~ertwined, if clues and pieces of 

• 
evidence are vacuumed up, the police are going to have a very difficult 
~ime ir: solving your burglary. A p:::ompt respor.se fro:n law enforcerent co.:) 
:ninimize tl:e loss of critical evidence and provide clues while the trail is 
still warm. 

In addition, if simi:ar bt:rglaries have occurred in ache!' areas, law 
enforcement: may be able to link: the bur~laries to a single person or a 
crime ring. ~,d law enforcement may be able to work with co~nunity criwe 
fighthv; g:'oups: '.;:0 boost patrols and empower individ'Jals wit!: the knowledge 
they need t:o p::::-otGct: their own sec'J:rity, 

This example also proves, however, that Ie....' enforcemGnt alone is not. t.he 
solu'.;:ion. Rather, it's law enforcemer:t, the victim, co;nmuni'.;:y grOl:ps and 
individua::'F working together to provide the most. effective stratcS)' for 
preventing such crimes. 

The paral1~~s in the cyber wcrld are obvious. If we do~'t ge'.;: it reported 
right away, we'::;e not gOlng to be able to trace it as easily. With prompt 
:oeportir.g of cyber crimes to law e:;forcement, cyber criminals can be caught 
and brought to juscice. Prompt reporting can help us to identify and 
correc~ vulr.e~abi~lties. 

As in the off line world, the most: promising approach lies in a cooperative 
effort Oet"·eeI'. law e:iforcement and the commur:ity. We'd far prefer for you 
to prevent ~:, anc we'd no'.;: like to tell you ~ow to prevent i~. We'd r.ot 
like to tie your sen$e of innovation lJP in regulation that we impose en 
you. But we would like to share with you vulnerabilities that. we observe so. 
that yot.: can take steps to prevent it . .I\..,d \.:e ",,!Quid like for yeu to let us 
know ....·hat problelt.s yeu see so that we can be :nore effective in the la....· 

• 
enforcement effort. 

Today I call Or'. leade:::'s in the hig!1 tech industry 1:0 address this problem, 
co take concrete steps to encourage others to repar: cybe~ incidents to law 
enforcew.ent authorities. And we at the same t.ime pledge to do our pare to 
make such cooperat.ion easieJ:" and to ninimize the i:npacc our ;.r.vestigatior:.s 
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have on victi:rs. 

• But what you will say is, h.\·ool. Have you looked at how the feceral 
government 1;.alin;? If we give you this inf:)rmation, confidentiality which is 
~~o important to us wEi be ignored. Aed we will find sensitive information 
OU~ or. the street where we don't. need it;:, Or we will be ernoarrassed because 
our lack of security, our lack of prevention, will be made known to the 

• 


world. 

These are issues that we ~eed to address in a candid, fra~k way 1;.0 
understand just what is i::wolved. The salX'.e is true in the non online world. 
The banker doesn't want to report his e~bezzle~~nt because he's 
embarrassed. The banker doesp't wa~t to ~eport the details because it will 
lead co confidential informatio~ ~hat is iffiportan~ to the bank being out in 
the public. How can we wo::k together to ensure confide~tiali~y7 

The next point that you will raise is don't yO·...I know how inconvenient a:1d 
c'..1rder.so:ne the criminal justice system is and an investigation is? Yot:' re 
going to have all my employees down before the grand jury, You're going to 
have them t~ed up in ineerviews after interviews. Ah, forget ie. I'll 
protect mysel=. I don't need you. 

Then comes ~he den~al of service attack or c~her similar situations, And 
yo~ say, oh, wait a minute. Maybe we do ceed then. Let's start. now to 
minimize the problems t.hat viccitt'.s perceive in the criminal justice system, 

Then there will be i'1, okay, YOt;'ve assured :Ill? of confider:.tiaEty. B',l'; I 
don'~ know what's happening, Nobody ever le~s me know what's going on and 
what the next step is. Let us sit do\o,'l'l. together and help each othe::' 
understand the two worlds, the worlds of cyber tec~nology and the world of 
the criminal justice system. Let us ~ry to be candid with you in what we 
can and can't do. 

Thea, okay. We got all that done. But after that effort, they just get a 
tap on the wrist. Nothing :lapper.s to them. Let us work together to focus on 
senter.clng guide~~r.es se we ge~ sentences that mean what they say and serve 
as a o.ete(t'ent. Let us figure out what we do for that :..5 yea::: 010. hacker 
that makes aUre that he knows never ever to do it again. 

But then I hei:lr, look, YO·...I' re a nice lady. X think you:: heart's in the 
right plac~. But you don't u~derst~~d. Law enforcement doesn't begin to 
have the equipme::1t to match wits with the bad g'.lys. And ur.til you get the 
technology, it's just not going to work and you're not gOing to be 
successful. We need you :::'0 join with us in :etting the world know what is 
needed in law enforce~~nt to properly protect law enforcement interests 
t::tat coincLde with industry interest. 

Harris has alluded co one of it.s next problems, You say you've got these 
great people working for you. And as soon as we form a :!:'elatio:1ship with 
one, he go~s off to the private sector. Then che nex,: one goes off to the 
private sector, And theY're not there long enough ever to establish <lOY 
contact, 

Well. we'r,", trying to develop concepts sl..:ch as cyber ROTC where we can 
attract pe()ple to goverruner.t for it longer period of titre .In return for a 
system such as ROTC produced. But we have a long way to go. And that goes 
to educating our young people. How can we look at all of All',erica, r.ot just 
some of A.!1".Qrica, and identify -- and Harris. I'r:; really ir.tr:'gued with this 
-- how can we :.dentify your:g people of :C, 11 and :2 years old who are not 
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do we~: in school, who are not sl.:-pervised at home, who do not r.ave 
motivational or inspirational parents at. home, how can '....e: reach out and 
identify them through aptitude testing that gives us resources t.hat we 
neve:: thoufjht we had in the :;nited St-a':es so tr.at we are not as depender.t 
on the world? 

http:guide~~r.es
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And finally, y01.:' will say, but ever: if we work all thi.s out, we're going to 
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have to extrad:ce somebody, And yo~'ll say, well, we can't extradite 
because it's a natior.al fro!lt another cot:ntry or because it's t.eo expc;,/sive? 
We need ir:.dustry to joir. with us in let-cing t:he world know that there is no 
safe place to hide. And tha% although borders are meaningless with respect 
to cyber crime, we have gOt to effect alliances around the world that will 
er.sure that teere are no rogue nations, no rogue :t:risd~ctions, that permit 
cyber atr:ack around the w::-rld_ 

We've go~ our work cut out for us_ But so do all who have contact with the 
criminal justice system. There are those tha~ take che challenge ~~ and I 
think we stould ~- for ;:here are those who have ~sed ot:"1erwise magnificent 
tools to really i~flic~ harm on others. 

Let us F<ake sure that the :nterr.et is r.ot pa::.-t of this history. Even In the 
Internet's relatively short existence, we have seen a dizzying array of the 
criminal use of the technology. The}' are not trivial crimes_ We have 
investigated computer attacks on our nation's information infrastructure, 
including serious b::.-eaches in the Deparcment of Defense and NASA in 
UUl1lerO'.1S instances in which cy;,e:c cri:n.:.nals have stolen cred:::: cards from 
conswwers and posted them on the Internet, not only harms these 
individuals, bu"C undermines -:.he confidence of the pl.lolic in the Net, 

We must not forgec that the Ne~ is being ~$ed with increasing frequency to 
comm:..~ tr"ditional crimes, including global dist~ibution of child 
por:1ograpl:y, fraud schemes, cyber stalking uno the :ike, ~';e have chis 
t:nprecedented moment, 

We have to make sure that we join together now while people are learning 
abou~ the Net, while they're learning about what can be done and not done 
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on the Net, to knO\;' and let them know ::-h3t there is going to be 
e:.forcemenl;:. It's an unus",.led ti.:ne i:1 history where we can shape the whal'?! 
pUblic: attitude and acceptance of what's right and what's not right.. 

Just think about it for a moment. It'S rare in history that a collection of 
people, both in law enforcemen~ and in industry, have a chance to say tcis 
is the wrong thing t.o do, This is the right thin!; to do, These at'e the 
saactior.s that you face if you do it. We're go~ng to have to be together in 
that ef fort, 

We have made gains, The Internee fraud Complain~s Center provides a 
centralized reposicory for Eiling complaints of Internet f"oud. Since it's 
opening on May the Sth, !:r.e cent.er has received at: average of approxi:nately 
1,200 complair,ts per week, Throl.:.gh the Cer:ter, tr.e FBI and the National 
White Collar Cri:ne Center, collect, analyze, evaluate and disseminate 
Internet f~aud complaints to the appropriate law enforcement and regulatory 
agencies. 

But that I s not g,.,':"ng to work ':'f we c¢ntinue to build compl(3.int$, generate 
baci<;:logs, those backlogs dor.'t get addressed, people don't: think anything's 
gOing to hawer. to thelll., lndustr.t loses conf idence in law enfcrcement and 
it goes from bad to worse, 

Yes, we've made some progress, but we've got a long ·way to go. Senior 
of:icials frorr. the Department's Computer CriIl'.6! Sect:'on u;eet recr.l::'arly with 
representatives from Internet p~oviclers, celecommunication carriers and 
others thx~ugh i~dustry infornation groups. FB~'s National I~frastructure 
Prot.ection Center and its computer crime squads have worked together to 
develop the intraguard program in cOml"!'.".mities around the country. 

• l think these e££orts are crit~cally importd:.t, but we've got mo~e to do. 
We've gat2lered :"lere "Coday people who I think can address tr.e iss'J.e. Each of 
us has a role to play. 

I urge you to talk fra~kly and openly. Don't be afraid that you will hurt 

http:Throl.:.gh
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ny feelings or make :ne mad, I won't get mad and I won't get my feelings 
hurt excep: if I don't come cut of ~ere with so~e real:y specific 
suggestions about what we can do ~o be more effective. 

Law er::::orCSIl'.en': like industry has its c.cties, its ;:001$ and its 
:;;onstr'aints, :: want your opinions, your scggestions about what we can do to 
work in harmony with pri:1ciples of our cor.stitution ar.d irr,pose the least 
disruptior: on your unc.ertaki:1gs. 

I want you to know that I am not interested in searching people's computers 
ex~ept that we 00 it the right way, I need your advice in what we do if 
France is inves~.iqating somebody, a French husu':essma.:l: He's never been out 
of frar.ce. He's got all his recoros stored in his computer. France gets our 
equivalent of a search warrant and discovers that he's a custo~r of 
America On Line and the records are right over here or over here. 

How are 'NE! going co deal with those issues? How are we going to deal with 
the issues of cross state searches? There is so much to be done? 

Finally, if you're not ::'nterested in working together in jt:.st COiTlJIlO:l. 

bus~ne$$ good sense because you don't think we can do the job, there is 
something more important than anything else. It is this nation and all that 
we hold dear, because of your brilliance, because of your sense uf 
innovat:ion. we ere very dependent on cyber technology. We have not i<ept t:p 
with cyber security. 

So much of this nation's critical infrastructure, defense, ban~ing, power, 
emergency services, finance, so much of it is dependent on what you have 
crea-.:ed. Eleing dependent, it is also at risk of cyber terrorism, 

Let: us not wait until we get to the crisis of cyber ::errodsm before we 
~ave :earned to ","Ork toge:.her to ·solve our problems wi:.h lesser crimes. l~r..d 

then, God forbid, that: they s:'ould colte, we wl~,: ::e prepared again and 
again to prevent whenever possible and to pursue whe:1 it r.as occ"Jrred 50 
t:r.at these people are brought. to justice with a sentence ;;:hat: ....ili serve as 
a deterrent? 

I wi:l be back this afte-::-noor. with pen and pape'!:"" in hand ar:.d looking 
forward ;:0 YO\;t" report, Anc 1 am deeply grace::ul to you a':'l for taking the 
time tc.day to be wi.::h us. It is very ir::.portar.t to the ,1us':ice ::::epartrr.ent 
and to :"a~J er.force:nent, 

MR. l1ILI.EH: "VJe now have an opportunity fer a couple of questions before t:he 
Attorney General needs to :"eave. If yot:. have somet:-._l:1g written, did people 
get cards? You shol:ld have gotten cards? Oh, in YoJ..;r lit':le packet, you 
have cardH. Actually, if you j".lst war:.t to put yeur hand up a!"ld ask a 
question, As long as it's or.. the topic. that wi:: be okay. Nobody has any 
q'Jestions? TheY've st'Jnnec. you into. :Hlence? We shou:"ct have pla"ted o::;e in 
the a~dience. There's one over th-ere. Yes, sir. 

QUEST::.:ON: How many (inaudible) or agencies have imple:nented a complete 
ictrusion detection system, have policies and best practice. 

MR. MI:"LER: The question l.S how many organizations attending have attendir.g 
have impl'li't!'~nted intrusion, detection and have good solid policies and 
practices in pla~e? 

QUESTION: (inaudible) 

MR. MILLER; The !irst. question was kind of a survey of the group. Maybe 
we'll do chat later today. But I think the second quest.ior., ~ybe Dick or 
tee At.torney General wanted '::0 comment. Where if some company or 
organization were looking for some best practi~es now, where might they 
find them? Where '..rould those be ava':"lable to help a company i:nplement those 
practices? 

http:l1ILI.EH
http:er::::orCSIl'.en


, 06.19.0Q: KEYNOTE ADDRESS OF THE HONORAR...DETEC110N, lNVES11GATIO~ AND oopt~Til:Qhij.gov/agls-pcechest2000/61900agcybexritt'.e.hl 

• 


• 


• 


MR. BROWN: t"iil'll. I don't have a lot of survey dac:a on your qtABs;;:io:t;, but :;: 
know one company ;;hat has, And it '....·orks, But, you know, if yO:1 look ac, for 
example, EDS, ....'e go through prOtection and training and operating systems 
and r*coveri~g. A lot of co~par.ie$ don't ever. know they've bee~ attacked or 
are state aGd federal government aGencies. 7hey don't ~now whe~ an attack 
has occurred anc what the re~idual effect is. So you can work with 
companies in the IT indust:ies. Sut teer- forums, I th~nk, l~ke ~ referenced 
in my remarks and r.ave been referenced elsewhere are a gatheri:1g poin:: for 
best practices that we share very freely across the industries of 
comrr:unications and IT and other industries. 

ATTOlt.t.;g" GENERAL RENO, :: think if there is not a c:er.tral place, in mar.y 
instances law enforcemem:: wi:!l go out and do it, vie have been careful in 
tr..is regard because we don't ·....ant to be perce:.ved as putting regulatior.s. 
And we would :ike ::0 ;;:ursue the law enforcemem: and enforce...ent: side of it:. 
But, Harris, this may be -- you may know better than I do. But if. there is 
not a central place where people can go, perhaps we should be about 
designin;;r that" 

And the other issue that ~as been raised on a nu~her of occasions, those in 
the securi:::y field know what needs to be done. B'JC sOr;",e:.imes ::heir eEOs 
need to be advised of what needs to be done and the importance of the 
effort stressed. We would look forward :'0 wo~king with yo~ in any way chat 
you thO~lght appropriat.e ;:0 address the creation of some central syste:n for 
understanCing the best '~ay to go abo:1t it and whatever we can do with eEOs, 

11R. HILLER: T:'e ITA has been working with the federal gave:::onmect. We had a 
mee::ing las~ month hosted by the federal eIO CQur.c~l, particJlarly John 
Gilligan, who is ;;.he Chief Information Oificer of the Depart~ent 0: Energy, 
to talk about best practices, ~~d we b~Ou2ht together indust~y people as 
well as senior officials from the government agenc~es to begin that 
dialogue, General Reno. 

So I thi:1k we're gClng to see tha:: begin to evolv<e. And H.e asst;tr.pti.on is 
-- it may turn out to be an incorrect assumption -- is as the federal 
government develops best practices, chose in turn wi.ll devolve down to 
sta::e and local goverr.ments and may also :nigrate into private industry. 
ebviously, various companies that are specialist informat::.or. security have 
their own proprietary methodologies. But whether those are generic er.ough, 
we don't know yet, 

MR, BR()I/Jll: Harris, If I cou::.e just also follow-up, and At~orney General 
Reno mentioned this as well. A ~oc of companies that I interac~ with, maybe 
you do too, there's a cO!1clusion people erro!l8ously jt'.!'",P to that says 1':1\ 
not sure I've got the best technology to combat this. But more of~~n than 
not, they do. rihat:' s lacking is the policies and the clear thinking about 
:tow a bll..:iness or any organization should apply that technology, the layers 
of defense!~ t.akitg advantage of existing technology teat needs to be 
iust,l c.uted and t.hen the disciplines that people must be expected to adhere 
to in or9aniza:ions so that this hnd of thing can be thwarted off. Anc I 
think chat k:'nd 0: :.nforl1'.ation also if we cal! have the :;,lght forum to share 
that would be inur,ensely valuable, 

MR. MILLER: Tr:<mk you, Stuart, last ql..!€stion, 

STUART: The Defense Science Boaro asked ree to look at legal issues on the 
i~formaticn warfare defense. And one of the ten~ative conclusions that I 
chink we're coming to is the NIPe can':: really effectively dea: with the 
private sector and take i~to account non law enforcement considerations if 
it is buried as de<ep as it is in the FBI. And I wondered what thought had 
been given to making ~t 'more truly inter-agency and getting a higher level 
of policical attention within tee government, 

MR. MILLER: The C1uestion is, I guess prirr.arily to the Attorney General, 

http:informat::.or
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whether tee National Infrastl"ucture Protection Cent>?::, rep::, is placed i:l 
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the right positio~ witilin the government currently wh~ch is w~~nin the ?B~ 


in terms c·f its abi2.ity to deal most: effectively with the bread based 

co~~ercial sector. 


ATT<)RNEY GENERAL RENO: I think it· s irr,pc-r::a:>t because there is no other 
agency in r:erms of 1"."", enforcement that has the j'.J);'isd.:..ctior:. and the 
authority to make the NIPC's actions real. I think .It needs fcore and F,;;re 
focus as it C0~es into its own. And I will take back your words. 

MR. MILLER: Okay. Ac this poin~, General Reno has to leave for another 
appointffient. She will be back ~his afternoo3. 

ATTORNEY GENBRAL RENO: If anybody has any other questions. 

MR, MILT"ER: On, okay. Well, she still wants to stick ar'Ol1nd. Listen, hey. 
She's the boss. As long as it's On this topic. 

QUESTION: (inaudible) the FBI agent is go~r.g to cart away their servers and 
that's their livelihood if they do make suet a repcr~. 

ATTORNEY GENERAL RENO: That'S the reason we're here today about what's 
going to be carted away and who's going to be inconvenienced, One of the 
problems that yot:. face as you prepare a case is developing t.he evidence 
sufficient to prosecute, l>..r:d to develop the evide:'lce, you've got to go 
through it. make it available to the prosec',;.tcr, !"lake it in a forM that; call 
be i~troduced in court. 

And what I ·think we have done is address the issue or just what you're 
talking about by figuring out what we can do to preserve records. how we 
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can rr~ke copies, ~ow we can continue the business without interruption in 
evory way that is posslble. l~d what we have agai~ discovered is that 
industry often times has some very gooo. ideas abo!,.;,t how it can be done. 

MR, M!LLER: Jim, last question. Oh, there's one more back there. Jin a:;d 
then the gentle~n back there. 

JIM: I have alse a question for <;:he _~::torney General (inaudible). Michael 
DolL founder and President, CEO of Dell Cornp;;ters, spoke at the National 
Press Club a couple ,of weeks ago, He made a very interesting stat:ement and 
I'll just paraphrase. He said Americans can have privacy·· cyber privacy 
-~ or they can h.;l:ve cyber security, but they can't have both. He said the 
two ideals are in conflict with each other. Do you agree with that? 

ATTORNEY GENERAL RENe: :;: thin!: you ~ave hit UpO!1 the great balancing act of 
this extraordinary docutner.t chat we l:"ve ;J!1der, how you ca:l have freedom of 
speech and yet security, how yo'.! can have privacy yet sect:.rity and law:ye!:s, 
newspaper people, people in indUStry have ~er. walking that fine line for a 
long ti~e. 

What it requires is people it: th::.s ins<;;a!1ce who unders tand the techrlology I 
who also understand the legal issues ~nd the constitutional principles 
applicable to this area Ana that is why it is such a challenge to identify 
people who have the expertise, both in the law and in the technology that 
can give meaning tc it for all of us. But ycu have -- that is the great. 
balancing act 'Of cur denocracy. 

JIM: Do yo!.: think we can have both? 

• 
ATTORNEY GENERAL RENO: Yes, 

MR. MILLBn: On !;!ehalf of ITA, I concur, In fact, I hate to disagree with 
such a tlta~ of industry as Mr, Dell, but! think without cyber security, 
you Ca:l't have privacy. 
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We had a~ inciden~ a few months ago where a major online vendor who sold 

• 
CDs online protected the privacy in the sense that they did not sell lists 
of their customers. They didn't give away inFormation for marketing. They 
did all the right things in terms of the FTC privacy policy. Then someone 
stole theLr list by hacking in. So the p=ivacy was all gone. Three hundred 
ar.d so~e tho~sanc credit cards were give~ away. 

So they had the right privacy policy under the way the FTC defines it ane 
the way the industry defines it, but everyone's privacy was lost because 
someone broke through the security. $0 I don't see that it's mutually 
exclusive. In fact. I thi:1k they're rmtually s:.pportive. Gentlerraf! in the 
bacS:. had e, question. 

QUESTIQt.:: Yes, the Attot';\ey General ",endoned '..lsir.r; some :node:is from ::he 
non 0:;':;.':"r.8 world as mechanisms to de",cnst:::'ate hew they war).;: togetr.e:::'. I'd 
be intere~ited in some of those cooperative models that she sees that are 
working today in the government in the non online world for law -enforcement 
industries. !\re there examples yOIl can draw from? 

ATTOR.~EY GENEF.AL RENO: I think you can draw a number of examples. Nhen 
prosecucors and the banking industry work :;ogether. they can understand 
what can be effective, what can't. how they lim~t how they protect 
confidentiality. The bank understands that if the case is prosecuted, that 
there wilt be -- we can assure confidentiali:y, But I think much r.as bee~ 
done in that area. Nuch has been done in the area of white collar crime. 

We haVe given much mO:::$: attention in these :i.ast seven years to the whole 
issue of victim.s right in any are-a, whecher it be terrorism, vio~ent crit':'\8, 
whit$: c(,llar crime and simila.r instances, 

• 
And what it comes down to -~ and I was going to make sure that I heard from 
everyone before! :nade ;:his announcer-.snt. I'm asking ..::.he u.s. att.orneys =-n 
the 93 distr:'cts across th£J country to sit ;;ioW!1 with industry i:'l cheir 
c~~unities to ~~ke sure that they establish the contacts. 

There is nothing $0 effective as an FBI agent who knows what she or he is 
dOkng in the cyber world who goes to the banker and says let's sit down and 
talk, Or goes to the bank's security officer and says let's sit down and 
talk and ~he~ gOes back and gets the SAC frc~ the FBI to go talk to tr.e 
bank president abou~ seccrity, And it really can make a difference. But it 
really comes down to personal contact. 

So in terms of nationwide, I would hesitate to tell you that everything is 
perfect nationwide. ! can t~ll you that where industry and the 
investigat:ors corr.B together and the :;:;r::.!secutors come '::.oget.r.e:" there is 
t::,e:nendou~' ccope:::,a~ion, c:'Icierstancir.g ar.d : ~hink. s:Jccessft:l prosecu:io:)s 
are: res',;::"t.ing. 

MR. MILLER: General Reno, thank you very, very much for taking your cil!'.',*,. 
We look forward to seeing you this afternoon. D~ck Brown, again, thank you 
for hosting this and for being with us today. We'll now have a 20 minute 
coffee break. Please be back in your seats at 10:30 when we'll have a 
chance for everyone to introduce himself or herself and elso ~eview what 
carne out of the meeting that was held in silicon Valley in April. Thank 
you, very much, Please thank the Attorney General a.nd Dick Brown, , 
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Welcome to IFCC 

Welcome to the Internet Fraud Complaint Center. 
The Internet Fraud Complaint Center 
(I FCC) is a partnership between the 
Federal Bureau of Investigation (FBI) and 
the National White Collar Crime Center 
(NW3C). 

Data I Tools I Resources 

Fne Now 

lFCC's mission is to address fraud committed over the Internet. For victims 
of Internet fraud, IFCC provides a convenient and easy-to-use reporting 
mechanism that alerts authorities of a suspected criminal or civil violation. 
For law enforcement and regulatory agencies at all levels, IFCC offers a 
central repository for complaints related to Internet fraud, works to quantify 
fraud patterns, and provides timely statistical data of current fraud trends. 

To visit the IFCC site map, click here. 

This program is brought to you by the Federal Bureau of Investigation and 
the National White Collar Crime Center. 

!Qn1~1~1~lwha)'soew 
complaint I~ IPr.!.I!W:: 1 disclaimer I ~ 

• 
CCopyrlght 2000 NaUonal White Collar Crime Center 

All Rights Reserved 
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~v'~• 	 . " , What Is Internet Fraud? , ' 

'\l' 
, 

The tern "Internet fraud" refers generally to any type of fraud scheme that uses one or more 
components of the Internet - such as chat rooms, e-mail, message boards, or Web sites - to 
present fraudulent solicitations to prospective victims, to conduct fraudulent transactions, or 
to transmit the proceeds of fraud to fInancial institutions or to other connected with the 
scheme, 

If you use the Internet with any frequency, you'll soon see that people and things online tend 
to move, as the saying goes, on "Internet time," For most people, that phrase simply means 
that things seem to happen more quickly on'the Internet -- business decisions, 
infornation-searching, personal interactions, to name a few - and to happen before, during, or 
after ordinary "bricks-and-mortar" business hours, 

• 	 Unfortunately, people who engage in fraud often operate in "Internet time" as well, They seek 
to take advantage cfthe Internet's unique capabilities -- for example, by sending e-mail 
messages worldwide in seconds, or posting Web site illtornation that is readily accessible 
from anywhere in the world - to carry out various types of fraudulent schemes more quickly 
than was possible with many fraud schemes in the past. 
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• What Are the Major Types of 
Internet Fraud? 

In general, the same types of fraud schemes that have victimized consumers and investors for 
many years before the creation of the Internet are now appearing online (sometimes with 
particular refinements that are unique to Internet technology). With the explosive !,'fowth of 
the Internet, and e-commerce in particular, online criminals try to present fraudulent schemes 
in ways that look, as much as possible, like the goods and services that the vast majority of 
legitimate e-commerce merchants offer. In the process, they not only cause harm to 
consumerS and investors, but also undennine COnsumer confidence in le!,'itimate e-commerce 
and the Internet. 

Here are some oftlle major types of Internet fraud that law enforcement and regulatory 
authorities and consumer organizations are seeing: 

• 
• Auction and Retail Schemes Online. According to the Federal Trade Commission and 

Intemet Fraud Watch, fraudulent schemes appearing on online auction sites are the most 
frequently reported fornt of Internet fraud. These schemes, and similar schemes for 
online retail goods, typically purport to offer high-value items - ranging from Cartier® 
watches to computers to collectibles such as Beanie Babies® • that are likely to attract 
many consumers. These schemes induce their victims to send money for the promised 
items, but then deliver nothing or only an item far less valuable than what was promised 
(e.g., counterleit or altered goods). 

• Business Opportunity!"Work.at-Home" Schemes Online. Fraudulent schemes often 
use the lntemet to advertise purported business opportunities that will allow individuals 
to earn thousands of dollars a month in "work-at-home" ventures. These schemes 
typically require the individuals to pay anywhere from $35 to several hundred dollars or 
more, but fail to deliver the matenals or information that would be needed to make the 
work-at-home opportunity a potentially viable business. 

• Identity Theft and Fraud. Some Internet fraud schemes also involve identity theft 
the wrongful obtaining and using of someone else's personal data in some \\<ay that 
involves fraud or deception, typically for economic gain. 

o In one federal prosecution, the defendants allegedly obtained the names and Social 

• Security numbers of U.S. military officers from a Web site, then used more than 
100 of UtOSe names and munbers to apply via the Internet for credit cards ,vith a 
Delaware bank. 
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o 	 In another federal prosecution, the defendant allegedly obtained personal data from 
a federal agency's Web site, then used the personal data to submit 14 car loan 
applications online to a Florida banle• • Investment Schemes Online 

o 	 Market Manipulation Schemes. Enforcement actions by the Securities and 
Exchange Commission and criminal prosecutions indicate that criminals are using 
two basic methods for trying to manipulate securities markets for their personal 
profit. First, in so-called "pump-and-dump" schemes, they typically disseminate 
false and fraudulent information in an effort to cause dramatic price increases in 
thinly traded stocks or stocks of shell companies (the "pump"), then immediately 
sell off their holdings of those stocks (the "dump") to realize substantial profits 
before the stock price falls back to its usual low level. Any other buyers of the 
stock who are unaware of the falsity of the information become victims of the 
scheme once the price falls. 

• 

• For example, in one lecteral prosecution in Los Angeles, the defendants 
allegedly purchased, directly and through another man, a total of 130,000 
shares in II bankmpt company, NEI Webworld, Inc., whose assets had been 
liquidated several months earlier. The defendants then allegedly posted bogus 
c-mail messages on hundreds oflntemet bulletin boards, falsely stating that 
NEI Web world was going to be taken over by a wireless telecommunications 
company. At the time ofthe'defendants' alleged purchases ofNE] Webworld 
stock, the stock was priced between 9 cents and 13 cents a share. Ultimately, 
in a single morning of trading, NEI Webworld stock rose in 45 minutes from 
$8 per share to'a high of$15 5/16, before falling, within a half-hour, to 25 
cents per share. n,e defendants allegedly realized profits of $362,625. 

• In another federal prosecution in Los Angeles, a man who worked for a 
California company, PairGain Teclmolog;es, created a bogus Bloomberg 
news Web site which falsely reported that PairGain was about to be acquired 
by an Israeli company, and posted fraudulent e-mail messages, containing 
links to the counterfeit Bloomberg news site, on financial news bulletin 
boards. On the day that the bogus report was posted on the Internet, PairGain 
stock rose approximately 30 percent before PairGain issued its own press 
release stating that the report was false. 

Second, in short-selling or "scalping" schemes, the scheme takes a similar approach, by 
disseminating false or fraudulent information in an effort to cause price decreases in a 
particular company's stock. 

• • For example, in one recent federal prosecution, a man who described himself 
as a "day trader" allegedly posted (more than 20 times) a bogus press release 
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falsely stating that a major telecommunications- and Internet-related 

company, Lucent Technologies, Inc., would not meet its quatterIy earnings

• 	 estimates. The day trader allegedly traded approximately 6,000 shares of 
Lucent stock the same day that he posted the bogus press release. The false 
reports allegedly drove the stock's price down 3.6 percent and reduced 
Lucent's market value by more than $7 billion. 

o 	 Other Investment Schemes Other types of fraudulent investment schemes may 
combine uses of the Internet with traditional mass-marketing technology such as 
telemarketing to reach large numbers of potential victims. 

• 	 In a federal prosecution in San Diego, a major fraudulent scheme used the 
Internet and telemarketing to solicit prospective investors for so-called 
"general partnerships" involving purported "high-tech" investments, sllch as 
an Internet shopping mall and Internet access providers. The scheme 
allegedly defrauded more than 3,000 victims nationwide of nearly $50 
million. 

• Credit-Card Schemes. Some Internet thud schemes, which appear to be variations On 
the online auction schemes described carher, involve the use.of unlawfully obtained 
credit card numbers to order goods or services online. 

• o One widely reported and intricate scheme, for example, involves offering 
consumers high-value consumer items, such as video cameras, at a very attractive 
price (I.e., below the price set at legillmate e-commerce Web sites). \\Illen a 
potential consumer contacts the "seller," the "seller" promises to ship the COnsmner 
the item before the consumer has to pay anything. If the consumer agrees, the 
"seller" (without the consumer's knowledge) uses that consumer's real name, along 
with an unlawfully obtained credit card nwnber belonging to another person, to buy 
the item at a legitimate Web site. Once that Web site ships the item to the 
consumer, the consumer, believing that the transaction is lel,>1timate, tben authorizes 
his credit card to be billed in favor oftbe "seller" or sends payment directly to the 
"seller. n 

As a result, there are two victims of the scheme: the original e-commerce merchant 
who shipped the item based On the unlawfidly used credit card; and the consumer 
who sent his money after receiving the item that the "seller" fraudulently ordered 
from the merchant. In the meantime, the "seUer" may have transferred his 
fraudulent proceeds to bank accounts beyond the effective reach of either the 
merchant or the consumer. 

• • Other Schemes. Some Web sites on the Internet have purported to offer those who 
want a "quick divorce" an opportunity to obtain a divorce in the Dominican Republic or 
other foreign (:ountries for $1,000 or more, without even having to leave the United 



: : !J!temeifirucd 	 htlp:!/'?-'Vow,u,<;doj.govf.::riminallfrru:d/jnternct,t:lrn 

States. These sites often contain false, misleading, Of legally maccurate information 
about the process for obtaining such divorces (e.g., that neither spouse has to visit the 

• country in which the divorce is being sought) Typically, people who have sent money to 
one of these schemes eventually receive false assurances that they are legally divorced. 
In fact, victims of the scheme have neither received legitimate legal services nor 
obtained valid divorces. People who are interested in obtaining a divorce, whether in the 
United States or elsewhere, should seek a lawyer with whom they can speak personally, 
and not rely solely on c-mail exchanges or online information. 
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What Is The Department of Justice 
Doing About Internet Fraud? 

• Since February 1999, when the Department of Justice established its Internet Fraud Initiative, 
the federal government has been expanding its efforts to combine criminal prosecution with 
coordinated analysis and investigation as part of a comprehensive approach to combating 
Internet fraud, 

Prosecution 

The Justice Department has begun to bring a number ofcriminal prosecutions throughout the 
country against individuals and groups engaging in various types of Internet fraud. Here are 
some examples of federal criminal prosecutions directed at Internet fraud: 

• Auction and Retail Scbemes Online 

o 	 Oxford, Mississippi On Augus! 27, \998, a woman was sentenced in the Northern 
District on,1ississippi to \5 months' imprisonment and $9,432 restitution on fraud 
charges relating to her conduct ofa fraudulent scheme. The scheme involved her 

• 
use of Web pages and mteractive computer locations on the Internet for falsely 
advertising various computer hardware and software and computer accessories. 

, 

o 	 Philadelphia On March 2, 2000, three men were criminally charged in the Eastern 
District of Pennsylvania for their alleged roles in falsely offering the sale of Beanie 
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Babies® on tbe Internet, and then failing to deliver the orders or sending stolen 


• 
Beanie Babies® that generally were of substantially less value tban the items 
ordered. 

Q Scm Diego On March 6, 2000, a man pleaded b'uilty in the Southern District of 
California to mail and wire fraud in connection with his conduct ofa fraudulent 
scheme involving Internet sales of Beanie Babies® that he never delivered. 

Q Santa Ana, California On November I, 1999, a man was sentenced in the Central 
District of California on mail and credit-card fraud charges to 14 months' 
imprisonment and $36,000 restitution, for his conduct of an Internet auction liaud 
that falsely offered digital cameras and laptop computers to consumers. 

Q Seattle On August 6, 1999, a man pleaded !,'1lilty in the Western District of 
Washinl,'ton to wire fraud in connection with his role in placing on various Web 
sites false advertisements for computer systems, for which he accepted victims' 
payments but which he never delivered. 

• 
o West Palm Beach, Florida On February 12, 1999, a man was sentenced in the 

Southem District of Florida on wire fraud charges to six months home detention 
and more than $22,000 restitution, for his conduct ofa fraudulent scheme in which 
he falsely advertised on lnteme! auction and retail sale Web sites computer 
components that be purported to have for sale, but did not have or obtain most of 
the merchandise he advertised . 

• 	 Business-Opportunity Schemes Online 

Q Los Angeles In November, 1999, four individuals were criminally charged in the 
Central District of Califomia for their roles in conducting a fraudulent scheme, in 
which they sent out approximately 50 million e-mails that falsely advertised 
work-at-home opporttmities for people but provided few actual opportunities for 
people who paid the $35 advance fee . 

• Investment Schemes Online "Pump-and-dump" schemes, short-selling schemes, Ponzi 
schemes, and other fraudulent investment schemes have all been subjects of federal 
prosecution throughout the country. 

, 	Alexandria, Virginia In September 1997, a man was sentenced in the Eastern 
District of Virginia to one year's imprisonment and fined $20,000 on securities 
fraud conspiracy charges relating to his touting of a stock involved in a "pump and 
dwnp" scheme. 

• , Brooklyn, New York [n August, 1999, four individuals were indicted in the Eastern 
District of New York on securities fraud charges for their alleged roles in the 
fraudulent promotion of eight stocks through misleading Internet Web site and 
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e-mail newsletter profiles. 


• Q Char/otte, North Carolina [n 1999, two indh~duals pleaded guilty in the Western 
District of North Carolina to securities fraud charges for their roles in offering 
securities in a nonexistent investment bank that purportedly offered, among other 
things, a "guaranteed" 20 percent return on savings. 

o 	 Cleveland On March 22, 2000, four people were indicted in the Northern District 
of Ohio, on charges including conspiracy to commit and committing mail and wire 
fraud. The defendants allegedly devised and carried out a scheme to defraud 
"investors" in a "Ponzi" pyramid scheme. A company with which the defendants 
were affiliated allegedly collected more than $26 million from "investors" without 
selling any product or service, and paid older investors with the proceeds of the 
money collected from the newer investors. 

o 	 Los Angeles On January 4, 2000, two men were indicted in the Central District of 
California on securities fraud charges for their alleged roles in the NEI Webworld 
scheme described earlier. In addition, on August 30,1999, the individual who 
conducted the PairGain Teclmologies scheme mentioned earlier was sentenced in 
the Central District of California to five months' home detention and $93,000 
restitution. 

• o New York On August 9,1999, a man was criminally charged in the Southern 
District of New York with securities fraud. The man allegedly conducted a scheme 
to unlawfully inflate the price ofstock of a company involved in acquiring retail 
auto dealerships, by makmg various false claims that another company (located in 
the same office suite as the auto dealership company) had developed a cure for 
HIV infection and AIDS . 

• Credit Card Fraud 

o 	 Ft. Lauderdale In November, 1997, a fonner graduate student was sentenced in the 
Southem District of Florida on wire fraud charges to four months' home detention, 
for a scheme in which he obtained the names of multiple students from a local 
university and fraudulently applied for 174 credit cards via the Internet. Because of 
the quick investigative work by the Postal Inspection Service, no losses were 
incurred. 

Q Wilmington, Delaware [n 2000, three individuals were indicted in the District of 
Delaware on charges of conspiracy, bank fraud, identity theft, Social Security 
fraud, and wire fraud, for their alleged roles in the military officers' Social Security 

• number/credit-card fraud scheme described earlier. 

• Other Types of Internet Fraud 
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o Los Angeles On February 7, 2000, a man was sentenced to 87 months' 

• 
imprisonment for his role in a scheme that purported to provide immigration 
assistance to aliens seeking to become residents or citizens of the United States. 
Using Web sites, newspaper advertisements, recruiters, and word of mouth to offer 
their services to aliens, the leaders of the scheme typically charged more than 
$10,000 per client and promised that the client would receive particular 
immigration documents. In some cases, however, the leaders of the scheme 
provided their clients with counterfeit or false immigration documents; in other 
cases, they provided no documents at all, and blamed the government and the legal 
system for the delay in providing the promised documents. 

o 	 Los Angeles In November, 1999, four men were criminally charged in the Central 
District of California for their alleged roles in conducting the "work-at-home" 
scheme described earlier. 

National Coordination and Cooperation 

The global nature of the Internet, and law enforcement experience in conducting Internet fraud 
investigations, have made it increasingly clear that law enforcement authorities need to work 
in 	closer coordination to have a substantial effect on all fonns of internet fraud. Two major 
steps that the Department has taken to foster national coordination and cooperation among 
law enforcement authorities on Internet fraud matters are the Internet Fraud Initiative and the 

• Internet Fraud Complaint Center. 

• 	 Internet Fraud Initiative The Internet Fraud Initiative, which the Attorney General 
approved on February 26,1999, is a national initiative by the Department of Justice 
intended to provide a comprehensive approach to combating Internet fraud. The 
Initiative has six main elements: 

(I) Developing infonnation on the nature and scope of the problem, through 
coordination with the Federal Trade Commission on Internet fraud data, and 
exploring the development of methods for reliable estimates of the prevalence and 
incidem:e of Internet fraud; 

(2) Developing and providing specific joint training for prosecutors and agents on 
Internet fraud, through National Advocacy Center (NAC) training at basic and 
advanced levels, other federal law enforcement training programs, and coordination 
with joint training efforts by the National Association of Attollleys General and the 
Allleric,m Prosecutors Research Institute for state and local law enforcement; 

• 
(3) Fostering the development of investigative and analytical resources to identifY 
and investigate Internet-related fraud schemes, by supporting joint FBI-National 
White Collar Crime Center efforts to establish the Internet Fraud Complaint Center 
and forl,<ing closer ties and establishing referral procedures with other federal 
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agencies; 


• (4) Providing and facilitating coordination among federal prosecutors, the 
Department and other federal law enforcement and regulatory agencies, and state, 
local, and foreign law enforcement agencies on Internet fraud investigations and 
prosecutions; 

(5) Supporting and advising on Internet fraud prosecutions throughout the country; 
and 

(6) Establishing a program of public education and prevention on Internet fraud, 
including encouraging the private sector to use technological solutions (such as 
biometrics) to prevent frauds, adding Internet fraud pages to the Department's Web 
site, and expanding public-private prevention efforts; 

• 

• Internet Fraud Complaint Center The Internet Fraud Complaint Center (IFCC) is a joint 
project of the FBI and the National White Collar Crime Center. The IFCC's key 
functions for federal, state, and local law enforcement agencies will be (I) receiving 
online complaints, (2) analyzing them to identifY particular schemes and general crime 
trends in Internet fraud, and (3) compiling and referring potential Internet tbud schemes 
to law enforcement, In addition to FBI and NWCCC persomlel, the [FCC will include 
agents and analysts detailed from the Internal Revenue Service and Postal Inspection 
Service, 

In effect, the IFCC provides federal, state, and local law enforcement agencies with a 
single point of contact - a "one-stop-shopping" approach - for identifYing and referring 
Internet fraud schemes for criminal enforcement. Because criminal fraud schemes on the 
[nternet, such as major investment or credit card frauds, can be initiated and concluded 
in a matter ofdays or even hours, traditional methods of investigating fraud schemes will 
no longer suffice, By co-locating agents and analysts from the FBI, the NWCCC, and 
other agencies, the !FCC can provide a substantial investigative and analytical resource 
available on a nationwide basis to law enforcement and regulatory agencies, 
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• How Should I Deal With Internet 
Fraud? 

Judging by the sheer number of solicitations and "can't miss" propositions that you can see 
every day in your e-mail mailbox or posted on message boards or Web sites, Internet scams 
may seem inescapable. While you can't wholly avoid seeing online soliciuitions that may be 
fraudulent, here are some tips on how to deal with them, 

GENERAL TIPS ON POSSIBLE INTERNET FRAUD SCHEMES 

• Don't Judge by Initial Appearances. It may seem obvious. but consumers need to 
remember that just because something appears on the Internet - no mailer how 
impressive or professional the Web site looks - doesn't mean it's true. The ready 
availability ofsoftware that allows anyone. at minimal cost, to set up a 
professional-looking Web siie means that criminals can make their Web sites look as 
impressive as those ofleb>itimate e-commerce merchants. 

• 
• Be Careful About Giving Out Valuable Personal Data Online. If you see e-mail 

messages from someone you don't know that ask you for personal data - such as your 
Social Security munber, credit-card number, or password - don't just send the data 
without knowing more about who's asking, Criminals have been known to send 
messages in which they pretend to be (for example) a systems administrator or [ntemet 
service provider representative in order to persuade people online that they should 
disclose valuable personal data. While secure transactions with known e-commerce sites 
are fairly safe, especially if you use a credit card, nonsecure messages to unknown 
recipients an: not 

• 	Be Especially Careful About Online Communications With Someone Who 
Conceals His True Identity. If someone sends you an .-mail in which he refuses to 
disclose his full identity, or uses an e-mail header that has no useful identifYing data 
(e.g., "W6T7S8@provider,com"), that may be an indication that the person doesn't want 
to leave any information that could allow you to contact them later if you have a dispute 
over lmdelivered goods for which you paid. As a result, you should be highly wary about 
relying on advice that such people give you if they are trying to persuade you to entrust 
your money to them, 

• 
• Watch Out for "Advance-Fee" Demands. In general, you need to look carefully at 

any online seller of goods or services who wants you to send checks or money orders 
immediately to a post office box, before you receive the goods or services you've been 
promised. Legitimate startup "doLcom" companies, ofcourse, may not have the 
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brand-name recognition of long-established companies, and still be fully capable of 

• 
delivering what you need at a fair price. Even so, using the Internet to research online 
companies that aren't known to you is a reasonable step to take before you decide to 
entrust a significant amount of money to such companies. 

TIPS ON SPECIFIC INTERNET FRAUD SCHEMES 

- AUCTION AND RETAIL SALES SCHEMES 

To reduce the chances that you may be victimized by fraudulent online auction or retail sales 
schemes, here are two basic tips: 

• 	 Research The Prospective Seller Carefully. If you haven't had personal (and 
favorable) experience with someone who's offering certain goods for online sale or 
auction, look for sources of information at the Web site where the offeror's information 
is posted, and at other Web sites. Some online auction sites provide their member with 
opportunities to provide "feedback" on their experiences with particular sellers (although 
certain sellers have tried to manipulate the "feedback" process by posting favorable but 
false reports about themselves). 

• 
• Pay by Credit Card or Escrow Service If Possible. If you charge your online 

purchase on a major U.S. bank-issued credit card, your liability may be limited to $50 
under any circumstances, and at least one' credit-card issuer has recently indicated that it 
will waive the $50 deductible. In the alternative, some online auction Web sites offer 
escrow services that (for a small percentage) will gnarantee delivery of the ordered 
goods before releasing your payment to the seller. 

-INVESTMENT SCHEMES ONLINE 

To reduce your risks from online investment opportunities that may be fraudulent, here are 
four basic tips: 

• 	Take Your Time In Making Investment Decisions. Remember that in any 
"get-rich-quick" scheme, there's only one person who's gnaranteed to get rich quick: the 
person promoting the scheme . 

. 

, 	 If you're thinking about pursuing some online investment opportunity, start by 
recognizing that you need to take your time in making decisions about what you do 
with your hard-earned money. Sound investing for the long term takes patience, the 
will to ignore momentary market fluctuations, and a carefully thought-out plan for 
reaching your investment goals. 

• ' Whether you're researching an investment opportunity on the Web, or talking with 
a broker or someone else who's offering you the opportunity, you should make it a 
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habit to take notes of what you're reading or hearing. The North American 


• 
Securities Administrators Association (NASM) publishes an investor's notepad 
entitled, "When Your Broker Calls, Take Notes!" The fonns are printed in notepad 
fashion so investors can get into the habit of making written records of their 
conversations with their brokers. The notepad is available from your state 
securities regulators or on the NASAA website at 

www.nasaa.org/whoweare/media/Notepad.html . 


• Research The Potential Investment Opportunity - And Who's Behind It -. 
Carefully. If you're making a major investment decision, here's an easy rule of thumb: 
Count how many weeks, months, or years it took you to earn that amount of money, and 
then resolve to spend at least that many days to research the investment opportunity and 
the people who are promoting or running it 

o 	 Several agencies and self-regulatory organizations can give you a substantial hand 
with your research, at no cost to you: 

• 

• The SEC's Web site, www.sec.gov,containsawealthofinfonnationabout 
many companies, in at least two principal sources: (l) reports these 
companies file electronically through the EDGAR system; and (2) the SEC 
EnForcement Division's online files, which among other things list the persons 
against whom the SEC has filed civil enforcement actions for securities law 
violations (and, in some cases, againsl whom the Department of Justice or 
stale or local prosecutors have filed criminal charges). You can use the 
built-in search engine at the SEC's Web site to check out names, and see 
whether you get any hits in the SEC enforcement action listings. The site also 
contains some excellent lists of questions to ask about allV investment 
Ql2J)Qrtunily, and a discussion ofhQw to spot signs of online investment 
scams. 

• 	The Federal Trade Commission's Web site, www.ftc.gov, also has an internal 
search engine, which allows you to look for infonnation on particular 
individuals or companies involved with your prospective investment, 
including listings of FTC enforcement actions. 

• 	The National Association of Securities Dealers (NASD) allows you to check 
for some disciplinary history on the broker or company that's touting a 
particular investment. Go to www.nasdr.com or call the NASD's Public 
Disclosure hotlinc at 800-289-9999. 

• 
• State securities regulators in your state may also have information on the 

company or its organizers that you can obtain. Check your local telephone 
listings for the securities regulator in your state, or go to the North American 
Securities Administrators Association's Web site, www.nasaa.org, for a 

http:www.nasaa.org
http:www.nasdr.com
http:www.ftc.gov
www.sec.gov,containsawealthofinfonnationabout
www.nasaa.org/whoweare/media/Notepad.html
http://v
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listing of state and pro,incial securities regulators in the United States, 

Cnnada, and Mexico. 

• • If the potential investment involves commodities, you may also need to check 
Ollt the Commodity Futures Trading Commission's Web site, www.cftc.gov, 
and use its internal search enb~ne to check out companies and people. The 
National Futures Association Can also give you information on the 
disciplinary history of brokers or other commodiry professionals, the 
registration status of flflllS and indi"duals, and arbitration and mediation 
procedures. Call them at J-800-676-4NFA between 8:00 a.m. and 5:00 p.m. 
Central Time or go to www.nfaJutures.org. 

• 	 If the prospective investment supposedly involves an Internet financial 
institution, go to the Fedeml Deposit Insurance Corporation (FDIC)'s Online 
Banks Web pages, www.fdic.gov/bank/indiyjduaJlonline/sspciolls.html. and 
use the FDIC's Financiallnstitutions Search Engine you find there to see 
whether the financial institution has a legitimate banking charter and is a 
member of the FDIC. 

• 
• When the potential investment is based outside the United States, remember 

that your money may be even more at risk, as you may have little or no 
":course in the event of loss. The United Kingdom's Financial Scmees 
Authority allows investors to check out U.K. and European Union-based 
investment offers at its Central Register (call 01-7 I -929-3652). 

II Finally, use one or more of~le many Internet search engines -like the ones 
available on your Web browser - to help you expand your research on the 
company's background and market performance. 

If you use these resources, and find that one or more of the people behind your 
prospective investment has been subject to legal action, especially for Investment 
offers, it's a very safe bet that the investment is a high risk at best and an outright 
scam at worst. 

• Boilers and "Boiler Rooms" Need High Pressure To Do Their Jobs. If someone 
online is insisting that you invest right away, or telling you that someone else will get the 
"deal of a lifetime" if you wait, ask yourself at that moment whether you're feeling 
pressured and uncomfortable. If you are, that's a major red flag warning you away from 
the investment. 

o 	 Legitimate businesspeople and brokers don't need to subject you to "high-pressure" 
tactics to make you commit to an investment decision before you're ready. That's 

• why the operations scam artists run are called "boiler rooms": like steam boilers, 
high pressure is what they're designed to genemte (along with a wide array of lies, 
half-tmths, and deceptive statements). 

www.fdic.gov/bank/indiyjduaJlonline/sspciolls.html
http:www.nfaJutures.org
http:www.cftc.gov
http://WW.i4�.usdoj.go.�!~rimin3lifrnud!lntemel.htm
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Q Even if vou're in a chat room or online discussion group where everyone seems to 

• 
be "just like you," enthusiastic about investing and looking for the next great 
investment, not everyone who's online at that moment is necessarily just like you, 
Some of the messages you see may be coming from someone working for the 
investment scheme's organizers - or even one of the orb'<mizers himself - who 
pretends to be someone else, so they can pressure you in less obvious ways and get 
you to fall for the scheme, 

• Check Out The Competition, If someone's promising you returns on investment that 
are far above what you see in the financial pages of your newspaper or at your local 
bank, ask yourself how they can possibly guarantee those fabulous returns, 

o 	 Sometimes it's because, as in any good old-fashioned Ponzi scheme, they're paying 
older investors with money that newer inveslors !,'1lve them, and they're trying to 
string out the fraud to rope in as many investors as possible, Sometimes it's 
because they'll promise you rul~1hing, but give you nothing once you've entmsted 
your money to them, 

o 	 If, after you've gone through all of the steps listed above, you still feel like the 
prospective investment is worth considering, talk to a broker, financial adviser, or 
banker with whom you've done business for a while, and ask whether his or her 
firm or financial institution can offer you a comparable type of investment with less 

• 	 risk, 

• 	The chances are that they'll say no, but they'll be willing to take time with you 
to walk through the information you have about the prospective investment 
and point out the risks you may be taking, as well as possible alternative 
investments that offer more realistic returns, 

• 	 You lose nothing by consulting an investment professional about any major 
investment decision - and you stand to lose a lot if you don't 

FILING COMPLAINTS ABOUT INTERNET FRAUD 

If you think that you've been the victim of a fraud scheme that involved the Internet, you can 
file a complaint onlme with the Internet Fraud Complaint Center, a joint project of tile FBI 
and the National White Collar Crime Center. In addition, you can file complaints about 
specific types of lraud complaints with the following agencies: 

• 	Commodllies Fraud: Comlllodity Futures Trading Commission (CFTC) 

• • Consumer Fraud: Federal Trade Commission 

• Securities Fraud: SEC Enforcement Division Complaint Center or your state securities 



regulators. 
 ...
• 

How Can I Get More 

Information About Internet 


Fraud? 


There's a better way to get infonnation about Internet fraud than just diving blindly into the 
Internet. A number of government and private organizations have online information about 
various aspects of Internet frnud: what it is, how it can occur, and what you can do about it. 
To help you learn more, we've attached a list of Web sites that you might find interesting and 
informative on Internet fraud and related topics. 

[Note: All Web sites to which these pages cross-link are included as a service for the reader. 
Cross-links to non-governmental sites do not constitute an endorsement or approval of their 
content, or of the organizations responsible for that content, by the Department of Justice.] 

• Government Web Sites . 

Commodity Futures Trading Commission 
CQnSllmer.go~ 
Computer Crime and Intellectual Propertv Section, Criminal Division, U.S. 
Department of Justice 
Federal Bureau oflnvestigation 
Federal Trade Commission 
Internet Fraud Complaint Center 
Securities and Exchange Commission 
U,S. Customs Service 
U.S. Postal Inspection Service 
U.s. Secret Ser\ice 

US. Sentencing Commission 

Washington State Attorney General 


Nongovernmental Web Sites 

• 
American Association of Retired Persons 

Better Business Bureau 

BBBOnLine 

Internet Fraud COUlicii 

http:CQnSllmer.go


••• 
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, Internet Fraud Watch 

Internet SC3mBlisters 


• National Association of Attorneys General 
National Association of Securities Dealers Regulation 
National Consumers League 
National Fraud Information Center 

North American Securities Administrators Association 

SeniorNet 

US News & World Report Online - Citizen's Toolbox 


DOl Home Pf!ge I Fraud Section Home Page I Back to Top 
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Design: Fraud Section, Criminal Di,ision 
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INTRODUCTION 

Mr. Chairman, Senator 6ingatr'an, and Members ot the Subcommittee: Thank you for 

• inviting me here today '10 clSCU8S critical infrastructure protec1ion and Information 
warfare issues, My brief remarks will locus on two areas: the role 01 the NIPC under 
Pr~sidenlial Decision Oirectfve·S3 (PDO·S3), and currenl impediments to critical 
infrastructure protection. 

NIPC and PDD-63 

P00-63 creates an unpre<;adented set 01 intra-governmental as well as public-private 
cooperativo structures for Ihe yital mission of critical infrastructure protection. Let me 
begin by reviewing the roles assigned to the NIPC"and the other key players In 
infrasiruciure pro~ection. 

PDD·63 authorized tho expans:on of the FBI's fa;mer organization, the Computer 
Investigations and Infrastructure Threat Assessment Center, into a full-scale Nationa: 
infrastructure Protection Center, The PDD states tr.at the NIPC "[slhall serve as a 
national critical infrastructure threat assessment, warning. vulnerability, and law 
enforcament investigation and response entity." It further states that the mission oj the 
NIPC "will include prOViding timely wamings 01 intonlJonallhreats, comprehensive 
analyses and law enforcement Investigation and response"" 

Thus, 1he POD places the NIPC at the core of the govemment's warning, threat 
investigalion. and response system for threats to, or attacks on, the nation's critical 
Infrastructures, The NIPC is the focal point.for gathering information on throats to the 
infrastructures. as well as "facHnaiing and coordinating the Federal Govemment's 
response to an incfdent." The NIPC is also responsible for "mitigating attacks, 
investigating threats and monitoring reconstitulion elfor1s." The PDD further specifies 
that the NIPC should include "elements responsible- jor warning, analysis, computer 

• 
investigation, coordinating emergency response, training, outreach, and development 
and application of technical tools," 

The NIPC has a vital role in collecting and disseminating information from aU relevant 
OO;JfCas. Thus, the POD olrocts the N1PC to 'sanitize law enforcement and 
intelligence information for inclusion into analyses and repor.s that it wei provide. in 
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appropriate form, to relevant federal, state, and local agencies; the relevant owners 

• 
and oparofors of critical infrastrucfuras; and to any private sector information sharing 
and analysis entity. ~ The NIPC is also charged with issuing ~aUack warnings or alerts 
~o increases in Ihreat condilion to any p,ivata sector in!orrnation sharing and analysis 
entity and 10 tho owners and operators." 

In ordar to perform its role, the NIPC is establishing a network of relationships with a 

• 


wide range 01 entities in both the governmen1 and the private sector. The PDD 
provides for this in several ways. Flrst, it slates that the Can1er will "include 
represen!at;ves from tre FB!. US Secret Ss'Vice, a,1d ot1er ·nvast:ga~ors experienced 
In computer crimes and ;nfras1ructu:e protection, as well as representatives detailed 
from the Oopartment of Defense, InteUigence Community af'ld Lead Agencies." 
Second, the N!PC will be "!inked electronically to the rest of the government, including 
warning and operations centers as well as any private sector informatiOn sharjng 
centars.~ T"1ird, all executive departments and agencies are mandated to ~cooperate 
with the NIPC and provide it aSSistance. informa:ior., and advice U1at the NIPC may 
request, to the extent permitted by law." FOUrth, at! exaculive departments are also 
mandated to 'share with the NIPC information about threats and warning of attacks 
and actual attacks on critical government and private sector infrastructures, to the 
extent permitted by law." To ensure that the flow of information is unimpeded~· which 
is imoerative when dealing with <.:ybar al1acks - the POD authorizos the NIPC to 
"establish its own relat.ons directly with others 1.'1 the private sector and with any 
Information sharing aod analysis entity that the private sector may create." 

Let me address briefly why Ihe NIPC IS located at the FBI. First, as you know, the FBI 
has had existing programs and authorities to lnveshgate computar crimes and to 
prevenl une i'lvestigate ac:s of espionage and terrorism. These programs and 
aUlhorilies naturally support ar,d mesh wjth the infrastructure protection mission. 
Second. In most cybar attacks, th9 identity, location, and objective of the perpetrator 
are not immediately apparent. Nor is the scope of his attack w. Le., whether an 
intrusion is isolated or part of a broader pattern affecting numefOUS targets. This 
means it is often impossible to determine at the outset if an intrusion is an act of 
vandalism, .)rganiz.ed crime, domestic or foreign terrorism, economic or traditional 
espionage, or some form of strategic military attack, The only way to determine the 
source, nalma, and scope of the incident is to gaiher informatJon from the victim sites 
and lIiiermediaie sites such as lotemet Service Providers and te!ecommunications 
carriers. Under our constitutionaJ system, gathering such information usualiy requires 
some form of legal authority u either crimina! investigative or TOnJlgn 
counlerin:elligence, Thus, tI".e NIPC is hOJsed in tne FBI 10 enable it to utilize the 
appropria1e authorities ;0 gather a:,d retajn !he necessary ·Information and to act on it 
Now, this does not mean that the ull!mate response 10 a cyber attack ~ limited to 
criminal invostigation and prosecution, The response will be d.elermined by the fac15 
that are uncovered. Thus, for Instance, if it is determined that a cyber intrusion is part 
01 a strategic military attack, the President may determine that a fT'ilitary response is 
callad fOr. But no such ootarmlnatlo.n can be made without aC!Gquate tactual 
foundation. and the NIPC's role is to coordina~e the process for galhering the facts, 
analyzing them and making determinations about what is going 0:'1, and determining 
what responses are appropriate, 

This rO'le clearty requires the involvement and expertise 0: many agencies other than 
the F6t This is why the NIPC, though housed at the FBt, is an interagency center thal 
brings together personnel irom all the relevant agencies. Thus. 1M Deputy Director is 
a clvHlan detailee from the Department of Defense,; the Cn:af of our Analysis and 
Warning Section is a senior CIA analyst; and managers, invesligatorS, analysis, and 
computer scientists within the Cent.er come from across the defense, intelligence, and 
law enforcement communities. In addition, we are seeking infrastructure and technical 

• 

experts from each Qllhe infrastructure sectors to enhance our ability {o understMd 

and coordinate with tho owners and operators of tha infrastructures, Currently, the 

NIPC has representatives from mult:p:e government agenCies, int!uding FBI, 000, 

NSA, DOE, and CIA as well as federal and state law enforcement. including the U.S, 

Secret Service, the U.s. Poslal Service, and, 1,;n1i1 recently, the Orogon State Police, 

Private sector represenlativas are also being sought In fact, just yesterday the 

http:CQngres~ior.31
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Al10mey Genera! and lhe Information T echno!ogy Association of America annot;ncod 

• 
a set 'Of iniHalivas as part of a "Cybercitizens Partnership" between the govemment 
and the information technology on industry, One initialive involves providing IT 
induslry representatives to serve in the NiPC to enhance our tec~nicallJxpert:se and 
our understanding of the information and communications inirastructura, This 
interagency. public'private composition will ensure thaI we are able toO obtain 

• 


Information necessary 10 our mission from aU relevant sO'Jrces ~- criminal 
investigations, inielligence sources, open sources, automated intrusion detection 
systams, and private sector contacts·· and that we are poised to coordinate closely 
with the olMr agencies that may need 10 participate in the response to an incident. 

Other entlUes are also created by the PDD, Tna National Coordinator lor Socurity, 
Infrastruclure Protection, and Counter~TerrOlism is responsible for overall policy 
implementation of the POD, In this capacity he chairs the interagency Critical 
Infras:ruclure Coordinatirg Group_ The POD also created a National Planning Staff 
(renamed the Critical Infrastructure Assurance Office, or CIAO) 10 assist the NatIonal 
Coordinator in this policy function by coordlnatlng the drafting of a Bnatlonal p!an~ and 
the implemonlation of a naNona: education and awarer,ess program, The naCona! plan 
is currently in the drafting process and is the subject 01 ongoing interagency 
discussions, 

The PDQ also designates certain agendes as the "lead agoocies· for each 
In1rastructure sector. Theso agencies (listed in footnole 1 on page 2) are charged with 
working with their respective Sectors (\flO a "Sec:or Coordinator" chosen to represent 
the sector) to; assess sector vulnerabllitlas and oovelop a plan to eliminate the 
sigmf:Cant ones; propose a system tor identifying and prevent'ng attempted major 
attacks: and develop a plan for alerting, containing and rebuffing an attack in progress 
and then laGOflSlilutlng minimum essential capabilities in the aftermath of an attack. 
Given its rolas in ihe areas of vulnarability, waming, response, and reconstitution 
monitoring. the NIPC needs to work closely with the Sector Coordinators and liaisons 
[n the development, implementaHon, and testing of their plans, 

Finally. under the POD the federal govornment is encouraging the crealion of one or 
mora Information Sharing and Af"\Ulysis Canters (ISACs) by Ina private sector, As 
envisioned, the ISAC(s) ·could serve as a mechanism for gathering, analyzing, 
appropriately sanitizing and disseminating private sector information to both industry 
and the N!PC_~ ISACs could also serve to further disseminate N1PC information to 
industry. Tho provision of timely and complete information to the NIPC is critical tOr 
the success of its mission. and the PDD states thaI the ISACs are "not to interfere 
with direct information exchanges between companies and the government.H As the 
government and private seelor conSider possible models for an ISAC. it ts critical that 
nothing be crea~ed that would impede or delay 1.'le flow of incident and threat 
information to and from the NIPC. Rather, ar,y ISAC should be deSIgned to expedite 
the now 01 information tOo enable real·tlme detection, analysis, and response by the 
NIPC. 

Status of the NIPC and its Implementation 01 the POD. 

To accomplish its goals under the POD, the NIPC is organized into three sections: 

• 	 The Computer Invostigations anO OperaIJons Section (CIOB) is ihe operational 
and response arm of the Center. It program manages computer intrusion 
investigations conducted by FBI Field Offices throughout tna country; provides 
subject matter experts, equipment, and technical support 10 cybar investigators 
in fooural, state, and local government agencies involved in critical 
inlraslructure protection; and provides a cyber emergency response capability 

• 

to help resolve a cyber incident. 


• 	 The Analysis and Warning Section (AWS) serves as the indications and 
warning arm of Ihe NtPC, provides analytical support during computer intrus'on 
investigations, and performs long-term analyses of vulnerability and threat 
trends. When appropriate, it distributes tactical warnings and anatys6s to all the 
(elevant partners, informing them ot potential vulnerabilities and threats and 
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long.term trends, It also reviews numerous government and private sector 

• 
databases, media, and other sources daily to gather information that may be 
reliwanl10 any aspect of our mission, including the gathering 01 indications of a 
possible atlacK 

• The Training, Administration, and Outreach Section (TAOS) coordinates the 
traininG and aduca:ion of cyber Investigators withm the FBI Field Offices and 

• 


othe: fadaral, state and local law enforcement agencies. It also coordinates our 
outreach to private seclor companies, state and local governments, other 
government agencies, and the FBI's field oHices, In addition, this section 
manages our co!iection and cataloguing of information conceming ~key assets" 
ow i.e" critical individual components within each infrastructure SOCior, such as 
spec'lflc power gr:as, letecommunications switch nodes, or financial systems -~ 
across the country. 

The NIPC is also developing ils threat assessment, aralyticaL and warn:ng 
capabllilies, NIPC assessments form the basis for a variety 01 products, including 
alerts and advisories, an Infrastructure Protection Digest, a Y2K Report, a woek:y 
update, CyborNotes, and topical electronic reports. These products are designed for 
tiered dlstribution 10 both government and private sector entIties consistenl with 
applicable law through the NIPC Watch and Warning Unit. For example, the 
Infrasfructure Protection Digest is a qt;a1erly publication for sharing analysis and 
information on critics: infrastructure issues. The Digest provides analytical insights into 
major trends and events affecting the nation's c;itical infrastructures, I! is published in 
a classified lormat and reaches national ~urity ana civil:an governmen1 agency 
ofticials. Cybernotes is another NIPC publication designed to provide security and 
information system professjonals with timely informalio.'1 on cyber vulnerabilities, 
hacker exploil scripts. hackor trends, virus information, and other critical 
infrastructum-related best practices, It is published twice a month on our website and 
disseminated hardcopy to government and private seclor audiences. 

In additlon. the NI?C is developing processes to ensure thai we get relevant 
information in rea! time or near rea! time from a I relevant sources, Inctuding: the US 
Intelligence Community, FBI criminal investigations, the private sector, other federal 
agencies, emerging intrusion detection systems, and open sources. This intormation 
is quickly analyzed to determine if a broad scale attack is undarway.1f we delermine 
an attack is underway, we can issue warnings using an array of mechanisms, and 
send out sanitized and unsantized warnings to the appropriate partios in Federal 
Government and the privata seelor so they can take immediate protective steps. This 
is a dltficult process requiring the design Qf both procedures fOf fsporting and 
sanitization, and collection and d:slribulion mechanisms. The N1PC is currently 
working on theso procedures and mechanisms, The long-term goal is to develop a 
comprohonsiwl Hindications and warning" systeM, This w:n require partic,pation by Ihe 
lnlelligence Community, 000, the sector lead agencies, other government agencies, 
factura:!, Stale and local law enforcement. and the pnvata sector OwliGrs and operators 
of the inirastructure, Currently, the NIPC is focusing on developing and implementing 
a methodology and system for dejecting and warning of attacks on the federal 
govornman1 and the nationa( telecommunications and electlic power sectors. 

Response is central:o the NIPC mission, To facilitate our ability to investigate and 
respond to attacks, the FBI has created a Nationa: InfrastrJ~ure Protection and 
Computer Intrusion Program in the 56 FBI Jield officGS across the country. Under this 
program, managed by the NIPC al FBIHQ, lull "NIPCI" squads or s'iia!ior teams have 
been crealBd in each field office to conduct computer intrusion investigations, respond 
io threats. and collect information on "key assels" within each sector, There are 
currently 10 fll!l NIPC! sq'Jads in Washington DC, New York, San Francisco, Chicago, 
Dallas, Los Angeles, Atlanta, Charlotte, Boston, and Seattle. The other field offices 

• 
have smaller teams. The 10 squads have regional responsibilities, assisting the 
smaller teams in othst offices when an incident GJ(coeds tha smaller team's resources 
or capabilities. Ultimately, we need to create a full squad in each field office. During 
the first nine months of 1998 the NIPCI squads and teams opened 377 new cases, 
closed 304 cases and had a pending caseload of 526 mattets. Currently, Ihere afe 
680 pending investigations of computer intrusion matters. The pending caseload is 
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 The program to protect and respond to physical attacks on the US critical 

infrastructure are handled by tha FBI's counter-torrorism program. The NIPC supports 
this initiative through its management oj the Key Asset Program (KAP), A key asset 
can be defined 8S an organization, group of organizations, system, or group of 
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expec:ed to markedly increasE) in the toming years, 
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systems, or phys1cal plant the loss of which would have widespread and dire 
economic or SOCIal impact Qn a nat!o~al, regional, 0' local basis, The KAP initially wi!: 
involve determining which assets are key within the jurisdiction of each FBI field office, 
obtaining 24·hour points of conlact at each asset in cases of emergency. Eventually, if 
resources pennit, t'1e Program would include the developmenl of contif'lgency plans to 
respond 10 attacks on each asset, exercises to lesl response plans. a1d modeling to 
determine the effects of an attack on particular assets, FBI Field Offices 'I,m be 
responsible/or developing a list of the assets v-Jithin their respective jurisdiclions, 
while the NIPC will mainlain the nalional database. This program will be developed in 
coordination wtUi 000 and other agencies. This program serves the critical needs of 
developing lists of the key assets within each critical infrastructure and also of 
developing the communications and liaison links nacessary for the collection of 
Information and the dissemjna'llon of wamings to the infrastructure owners and 
operators. 

The FBI, in conjunction with the private sector, has also developed an Initiative called 
wlnfraGard" to expand direct contacts wilh the private sector infraS1ructure owners and 
operators and to share ~nforma!ion about cyber intrusions, exproited vu:narabilitles, 
and physlC<11 infrastructure threals. The Initiative encourages the exchange of 
~nlofmatjon by government and private sector members lhrough the formation of local 
!nfraGard chapters within the jur'solclion of each Field Office. Chapler membership 
includes relHesentativ8s from the FBI, private industry, other govarnrnant agenCIes, 
Stale and local law enforcement. ar,d the academic community. The initiative provides 
four basic sa-rvices to its memberS: an Intrusion alert network using encrypted a-mail; 
a secure w(tbsite; local t;hapter activities; and a help desk for questions. The critical 
component Of InlraGard IS the ability of Industry to ;>rovide information on intrusions 10 
the NIPC and local FBI lietd office using secure communications :n bolh a 'sanitized' 
and detailed format. The local FBI F:eld Offices can. if appropriata, use the detailea 
version to initiate an investIgation; while the NIPC can analyze ma1informalion in 
conjunction with other law enforcement, intelligence, or industry informatior. to 
determine it the intrusion is pM of a broader attacl{ on r)-,m:erous silas. The NIPC can 
simultaneously use the sanitized version to inform other members of the intruSion 
without comprom:sing the confidentiality of the reponing company. InfraGard. which 
began as a pilot program in the Cleveland. Cincinnati, and lnd;anapolis field oltlces, 
will be expanded to 14 additional offices lhis month, and to lhe rast of the country later 
this )Iear. 

The NIPC also serves as the U.S. governmen11ead agency for the Emergency Law 
Enfortement Services Sector. As Seclor Liaison for law enforcemen1, the NIPC and a 
Seclor Coordinator representing the law enforcsrlel1t sector are formulating a plan to 
reduce vulnerabilities ot stale and local law eoiorcement to aback and developmg 
methods and procedufes 10 share information within the sector. The NIPC and lhe FBI 
Field Offlcen are also working wit,., the State and local law 9f'forcemenl agenc;as to 
raise awareness with regard to vulnerabilities in this sector. 

The NIPC has also been very active in training. Training FBI and other agencies' 
investigators is cri4cal if we hope 10 keep pace with the rapidly ohanglng technology 
and be able to raspOnd quickly and effectively to computer intrusions. The NIPC 
trained 170 FBI agents and 17 represer,tatives from other law enforcement agencies 
in 1998. We currently plan 10 train over 1000 law enforcement personnel in 1999 at 

• 
the feooral, state, and local levels, Additional training initiatives include specialized 
courses In information security developed by the privats sector. Together, 1hese 
effor1s will hl~lp place GS at Ihe tuning edge of law enforcement and national security 
in the 21 st Century. 

Policy and Statutory Impediments to Comba11ng Threats to the Critical 
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InfonnaUon Infrastructure. 

Thore are sevoral policy and statJtory impediments :0 our being able to fully address 
the threats to the critical informaHon infrastructure_ 

Hi:ing sufficient personnel for the National Infrastructure Protection Center and lor t'19 
nationwide National Infrastructure and Computer Intrusion Program continues to be a 
major concern. The prevention, detection, analysis, warning, and response missions 
assigned to the NIPC and FBI field offices all require a large number of skilled 
personnel, Currently, we beli(lve there are far more intruskms occurring than we know 
about or cun investigate. Additional personnel are therefore a vital naad if we are to 
learn about, investigate, and respond to attacks on our Infrastructures. As usa of the 
Internat continues to. incroase dramatica!ly, the number of intrusions will grow oyon 
more, and our capability must keep pace. 

I should nota that some oj the shorUaU could be met wit.'l delai!eos from other 
agoncies. Congress has prohibited us, however, kom reimbursing Ofher agencies for 
detailess in FY 99, which has naturally made it somewhall1">ore dil1icult far other 
agencias to devote scarce resources to our common mission at the NIPC, 

Thera are a number of statutory issues related to protecting the infrastructure, 
Fortunately, a number of agencies are focused on identifying these concerns with an 
aim towards working wi::h tho Congress to consider legislative fixes. The NIPC is 
coordinating in this regard with, among others, the Compl.lter Crima and Intellectual 
Property Section of the Department of Justice's Criminal Division, tha CIAO and the 
Security POliCY Board. 

Examples of some of the :ssuas Ihe NIPC or other members of the infrastructure 
protectIon community are concarned with include: 

• 	 the updating of ladera! trap ano lrace and pe.'1 register authorities in order to 
take account of new information technologies; 

• 	 the need for multi"jurisdictiona! pen register and trap and trace orders rather 
than multiple orders each covering one jurisdic!lon; 

• 	 the need to address sentencing issues regarding minors who commit computer 
crimes; 

• 	 the need to crimlnaljze unauthorized computer access to sensitive computer 
and Informatlon networks when it Is difficult to put a dollar value on the harm 
(sjnce jurisdiction over many types of computer crimes currently attaches only 
al Ihe $5,000 mark): 

• 	 the need to create crimina! forfeilure provisions for vio!atlons of Ihe Computer 
Fraud and Abusa Act. so we can seize computers of convicted computer 
criminals; 

• 	 the need to clarify current law to unambiguol.:sly permit the United States to 
conduct domestic- investigations and prosoc.;tions when a United States 
computer is not itself tne target of a computer crime but is used as a conduIt to 
attack systems abroad. 

CONCLUSION 

POD.sa established the NIPC as the operational linchpin of our effo:1s to PfOooct 
America's critical infrastructuras in tho 21st century, Ours is a national mission to 
combine the inputs trom the government lea,d agencies and the priVate sector in order 
to provide analyses and warnings and to respond to an intrusion Incident Bu! t.'1e 
NIPC can perform this mission only if has tha necessary resources, interagency 
support, and informalion from multiple sources. I believe we have made sIgnIficant 
progress in the lirst year of our existence in establishing the foundation for ao 
effective system for preventing. detecting, and responding to cyber attacks, In just this 
past year, we have brought on board over 100 personnel ffOm many agencies at 
NtPC HQ; estabHshed a national program lor computer investigations in avery FBI 
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field office; developed and delivered advanced training in network investigations 10 

• 
nearly 200 FBI and other government agency invllSt:gatofs; developed several 
mechanisms and programs 10 share information w:tn the pdvate seclor; begun a 
program to protect "key assets* with each infrastructure sector from cyber attack; and 
coordinated severa! national~level investigations Involving numerous agencies and FBI 
iield offices. While much as been accomplished. however, much wo-rk remains in 
developing OLlr detection, prevention, warning, MO response capabilities, I look 
fOfflard to working with this Subcommittee and the Congress in protecting our national 
security against this difficult challenge" 

Thank yOIJ. 
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Good morning. Chairman Horn, Congressman Turner, members Of the subcommittee, 
and disMguiShiHl guests. I am pleased to testify befOfe it'll$. subCOmmittee today on our 
international response to cyber attacks and computer crime in general. The 
representation you have assemb1ed for thiS hearing Is. truly ex.traordinary. To my 
knowledge. never have so many intematlOflal law enforcement oNicials testified before 
Congress at one time 00 issues related to cyber intrusions and computer crime, A 
recently released study estimates that comptltet viruses and hacking take a toll of $1.6 
trillion on the global aeonomy, This figure dwarfs tho gross na110nal product of most of 
the world's nations, Given the global nature of the computer crime problem and the 
tact that many of Our investigations in the U.S. have an international nexus, it is vital that 
we work effectively acfOSS botdef$ in concert with our international partners, I believe 
this hearing will contribute to that stfOtt and highlight the extensive endeavors we have 
already made in the internauonal arena. 

Protecting the Nation's critical infrastructures and eombating computer intrusions is by 
tlOOeSSity a cooperative effort. National governments must work within themselves, ' 
across agencies; with tegional and local law enforcement; with private industry; and 
with foreign governments to combat the problem, If cooperation is lacking in anyone of 
these areas, the whole etten will fall short Yet if cooperation Is effective across all oj 
these areas, then we can gain the upper hand against cyber criminals around the world 
and ensure that the Internet is a safe place for electr<)I1ic commerce and 
communication" 

Cooperative Structures in the United States 

The U,S, government approach to protecting the nation's critical inlrastrucrures is 
outlined in Presidential Oecision Directlve (POD) 63, issued in May 1998. That Directive 
forms a series of cooperative arrangements, In particular. PDD~S3 categorizes our 
InlrastruCtures into several sectors and designates federal "Lead Agencies." which are 
responsible lor working cooperatively wIth private industry from each sector to develop 
mechanisms and plans for securing that sector againstcyber attacks and for 
recovering shOuld an attack occur. 

The POD also gives a significant coordinating role lor operational matters 10 the 
National Infrastructure Protection Center (NIPC" which! head. The POD places the 
NIPC at the core ot the government's warning, Invesdgation, and response system for 
threats to, or attacks on, the nation's critical infrastructures, The NIPC is the focal point 
for gathering information on threats to the infrastructures as well as ''faCilitating and 
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coordinating the Federal Government's response to an Incident." The POD further 
speciUes that the NIPC should include Helements responsible for warning, analysis. 
computer investigation, coordinating emergency response, training, outreach, and 
development and application of technical tOOls." 

The NIPC has a vital rore in coUacting and (jissemirlating inlormation from all relevant 
sources. The POD directs the NIPC to "sanitiie law enlorcement and inlelligence 
information lor inclusion into analyses and reports that it will provide, in appropriate 
form. to relevant federal, state, and local agencies; the relevant owners and operators 
of critical infrastructures; and to any private sector inlormation sharing and analysis 
entity." The NIPC is also charged with issuing "attack warnings or alerts" to the owners 
and operators of critical infr3.StHJctures In the private sector. 

In order to perform its role, the NIPC has established, and is continuing to expand, a 
networt< ot cooperative relationships with a wide range of entities in both the 
government and the private sector.J~·irst, the Center, while located al the FBI, is 
interagency in its composition, bringing together representatives flom the law 
enforcement, defense, and intelligence communities, as well as from many of the lead 
agencies specified in the P~Q, The Center currently has representatives from the 
following federal entitles: Navy. Air force, Army, Air Force OWee of Spedal 
Investigations. Detense Criminal Investigative Service, National Security Agency, United 
States Posta! Service, Federal Aviation Administration, General Services 
Administration, Centfallmelligence Agency, Cliticallnlrastructure Assurarn;e OffiCQ, 
and Sandia National Laboratory. In addition, the Center has had state law enforcement 
Officials detailed on a rotating basis, So tar we have had representatives from the 
Oregon State Police and the Tuscaloosa County (Alabama} Sheriff's Department. We 
also have internationat liaison oHitiers who work with the Center. This interagency 
composition facilitates tho NIPC's ability to share pertinent information among agencies 
and to coordinate agencies' activities in the event of an attack. 

Second, pursuant to the POD, tne NIPC has electronIC links to the rest of the 
government in order to facilitate the sharing of inlormation and the issuance of 
warnings. Third, the POO directs atl executive departments and agendas to "share with 
the NIPC information about threats and warning of attacks and actual attacks on critical 
government and private sector inirastructures. to 1he extent permitted by law." Fourth. 
to bolster our technical capabilities the Center selectively empklys private sector 
contractors. By bringing other agencies directly into the Center and bu(lding direct 
cornmunicanon linkages to government agencies and the private sector, the Center 
provides a means of coordinating the government's cyber expertise and ensuring full 
sharing of information, consistent with applicable laws and regulations. 

In addition, In its role under Presidential Decision Directive (POD) 63 as the lead 
agency fOf the "Emergency Law Enforcement Sector" (ELES). the NIPC has been 
working wlth state and local law enforcement to develop a plan \0 protect that sector 
from cyber attack and reduce its vulnerabilities. As part of that effort, the NIPC's alerts 
and warnings afe regularly sent to state and iocallaw enforcemenl agencies via the 
National Law Entorcement Telecommunications System (NlETS) and through NIPC 
e-mail vIa the Law Enforcement Onllne system, Sharing with state and k!callaw 
enforcement in critical because they are otten the first responders when an incident 
OCCUfS, 

TO fulfill irs mandate under P0[)..63, the NIPC's goal is to develop a comprehensive 
"indications aftd warning" system that will be capable of timely coHection ot indicators of 
aft imminent or ongoing cyber attack, analYSIs of the information. and the timely 
issuance of alerts and wartHOgs. This will require additional resources, both personnel 
and equipmeftt. It will also require participation by the Intelligence Community; the 
Oepartmenl of Defense; the sector "Lead Agencies": other government agencies; 
federal, state and loca! law enforcement; and the private sector owners and operators 
of the inlrastructures, As lINin discuss lurther in a moment. the NtPC is currently 
working wnh industry to develOp a methOdology and system for detecting and warning 
of attacks on the nationallelecommunications and electric power sectors. These will 
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provide a model lor possible systems lor the other sectors. 

• Anally, the NIPC, as the natrona! entity responsible for government's warning. 
investigation, a.nd response system for threats to, or attacks on, the nation's critical 
in1taSfructures, worKs on national planning initiatives with the National SaCtJrity CounCil 
and the Critical Infrastructure Assurance Office. 

To accomplish its goals under the POD, the NJPC is organized il1to three sections: 

• 	 The Computer Investigations and Operations Section (CIOS) is the operational 
and response 3fm of the Center. It program manages computer intrusion 
investigations conducted by FBI Field Offices and some of the joint task forces 
throughout the country; provkjes subject matter experts, equipment, and 
technical support to cyber investigators in federal, state, and local government 
agencies involved in critical infrastructure protection: and prOVides a cyber 
emergency response capability to help resolve ap1'ber incident 

• 	 The Analysis and Warning Section (AWS) serves as the "indications and 
'warning" arm ot the NIPC. The AV>!.S reviews nume:<>us:govemment and private 
sector databases. media, and other sources dally to collect and disseminate 
in'ormatfon that is relevant to_any aspect of NIPC's mission. includIng the 
gathering of indications ot a possible attack, It j)(ovides analytical support during 

"computer intrusion invesligatlons, pel10rms analyses of infrastructure nsks and 
threat trends, and produces current analytic products tor the nabOnal security 
and law eniorcement communities, the owners-operators of the critical 
in1rastructures, and the computer network managers who protect their systems. 
It also distributes tactical warnings, alerts, and advisories to all the relevant 
partners, informing them of exploited vulnerabilities and threats, 

• 
• The Trainjng, Outreach and Strategy Seclion (TOSS) coordinates the training 

and continuing education of cyber Investigato1s within the FBI Reid Offices and 
other fe-dera!, state and local law enforcement agencies. It also coordinates our 
liaison with private sector companies, state and local govemments. other 
government agencies, and the F8rs Fjeld OUlces. In addition, this section 
manages our collectioll'and C9tatoguing 01 inlormation concerning "key assets" 
- Le., critical individual components within each inftastrvcture seclor, such as 
specific power lacllfties, ta!ecommunica1ions switch nodes. or hnaneial systems 
- across the country. 

To facilitate our ability to investigate and respond to attacks, the FBI has created the 
National Infrastructure Protection and Computer Intrusion (NIPCI) Program in the 56 
FBI Field Offices across the country. We currently have 193 agents nationwide 
dedicated to investigating computer intrusion. denial oj service, aM virus cases iless 
than 2% of all FBI agents nationwide). In order to leverage these resources most 
efficiently, we have taken the approach of creating 16 regional squads that have 
sufficIent size to,work comptex intrUSion cases and to assist those field offices wilhout a 
full NIPCI squad. In those lleld offices without squads, the FBI has estabtished a 
baseline capability by flaving at least one or two agents to work NIPCt matters, i,e. 
computer intrusions (criminal and national security). viruses, the !nfraGard and Key 
Asset Initiatives, and state and local1iaison. 

In addressing cyber incidents, the NIPC and the 56 fBI field offices work cooperatively 
v.ith thell federal, state and local law enforcement partners and with the private sector. 
For example, in the Metissa Macro Virus investigation, the NIPC issued public warnings 
that helped alert the public, government agencies, and private industry to the virus and 
stem the damage to computer networks, In addition, the FBI's Newark office worked 

< , 

• 
closely with the New Jersey State Police, the New Jefsey Attorney General's Office, 
and the U.S. Attorney's Office in New Jersey in the investigation, arrest, and 
prosecution of David L. Smith. The NIPC supported the overall investigation which 
spanned the nation. In other cases where there IS concurrent jurisdiction, the FB! and 
other agencies often work cases Jointly, For example, the FB! and tho U,S, Secret 
Service worked togethef on a series 01 hacks into the White House Homopage. Eric 
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Burns, a.k.a Zyklon, hacked into the White House web site as well as other sites. He 

• 
was caught Md pled guilty to one count of 16 U.S.C.1030. In November 1999 he was 
sentenced to 15 months in prison, 3 years supervised release, and ordered to pay 
$36,240 in restitution and a $100 fine. While I cannot discuss it in open hearings, the 
NIPC also works closely with other agencies in foreign counter intelligence 
investigations involving cyber anacks. 

Government-Industry Cooperation 

As I noted earlier, however, it is critical for the government not just to work 
cooperatively within itself, but also with the private sector. The NIPC is engaged in 
several initiatives to work cooperatively with the private sector, principally in the area of 
information sharing. First, the NIPC, in conjunction with the private sector, has 
developed an initiative call "lnfraGard" to expand direct contacts with the private sector 
infrastructure owners and operators and to share information about cyber intrusions, 
exploited vulnerabilities, and infrastructure threats. The initiative encourages and 
facilitates the exchange of information by government and private sector members 
through the formation of 10calinfraGard cha'pters within the jurisdiction of each FBI 
Field Office. Chapter membership includes representatives from the FBI, private 
industry, other government agencies, state and local law enforcement, and the 
academic community. The critical component of InfraGard is the ability of (ndustry to 
provide inlormation on intrusions to the NIPC and to the local FBI Field Office, using 
secure communications, in both a "sanitized" and detailed format. The local FBI Field 
Offices can, it appropriate, use the detailed version to initiate an investigation; the NIPC, 
in turn, can analyze that information in conjunction with other law enforcement, 
intelligence, and industry information to determine if the intrusion is part of a broader 
anack on numerous sites. The Center can simultaneously use the sanitized version to 
inform other members 01 the threat and the techniques used, without compromising the 

• 
confidentiality of the reporting company. The secure website also contains a variety of 
analytic and warning products that we make available to the InfraGard community. 

We believe InfraGard, once fully implemented, will be a significant step forward in 
enhancing the ability of the private sector and the government to share information with 
each other. The government has access to unique sources of information through its 
intelligence and law enforcement activities. These need to be shared, in appropriately 
sanitized form, with private sector owners and operators so that they can protect 
themselves against threats that we become aware of. Conversely, the private sector is 
often the victim of cyber attacks and threats that are highly relevant to our mission to 
protect that nation's critical infrastructures from attack. Only by bringing these 
governmental and private sources of information together can we get a sense of the 
full picture of threats and inCidents, draw linkages, and engage in effective "indications 
and warning" regarding cyber attacks. In contrast to efforts to share information solely 
within one industry sector, InfraGard provides a vehicle lor sharing information across 
sectors and between the government and industry generally. 

A second effort involving cooperation with the private sector is the Key Asset Initiative 
(KAI). A key asset can be defined as an organization, system, group of organizations or 
systems, or physical plant, the loss of which would have widespread and dire economic 
or social impact on a national, regional, or local basis. The KAI initially involves 
determining which assets are "key" within the jurisdiction 01 each FBI Field Office and 
obtaining 24-hour points of contact at each asset in case of an emergency. Eventually, 
contingent on future funding, the KAI will include the development of contingency plans 
to respond to attacks on each asset, exercises' to test response plans, and modeling to 
determine the effects of an attack on particular assets. FBI Field Offices are 
responsible for developing a list of the assets within their respective jurisdictions, while 

" . 

, ; 

• 
the Center maintains a national database. This initiative serves the critical needs of 
developing lists of the key assets within each critical infrastructure and also of 
developing the communications and liaison links necessary for the collection at 
information ami the dissemination of warnings to the infrastructure owners and 
operators. 

40f9 01116/20019:25 PM 
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Another initiative Is a ~Iot program we have developed with the North American 

• 
Eleckical Rel;abllity Councll (NERCi 10 develop an "Indications and Warning" System 
for physical and cyber attacks. Under the pilot program, electric utility companies and 
other power entities transmit incident teports to the NIPC. These reports are analyzed 
and assessed to determine whether an NlPC alert. advisory, or assessment is 
warranted to the electric utility community. Electric power participants in the pilot 
program have stated that the information and analysis provided by the NIPC back to 
the power companies make this program especially worthwhile. NEAC has recently 
decided to 9>Epand thiS initiative nationwide. We see this mltiative as a good ~ample 01 
government and industry working together to share Information and It Is Ollr expectation 
that the Electrical Power Indications and Warning System will provide a model lor the 
other critical infrastructures. We are currently woriong with industry on developing an 
Indications and Warning program lor the telecommunicatons sector, 

The NIPC has also been working on a set of,outreach conlerencas under 1he auspices 
of the Department of Justice and the Information Tecnnology.As$Ociation of America, 
In April, 2000 the Attorney General, representatives from the NIPC, Special Agents 
from FBI Field Offices, and other'law enforcement offiCials met with west coast industry 
reprssentativos at Stanford UnNersity. Last month, we met with east coast industry 

. rePfesentatiVEiS at EDS in Herndon, Virginia:· At both conferences the Attorney General 
stressed way,,» that industry and law enforcement need to WQrK together against 
computer hackers and intrusions, It was dear at both conterences, too. that industry 
wants a good. cooperative relationship with law enforcement to share Information 
about threats. and lncldents, and to investigate cyber attacks successfully. A number of 
initiatives stemming from those conferences are currently underway 10 tuntier this 
cooperative relationship, .. 

• 
NIPC represematlves spend a significant portion of our time speaking across the 
country and around Ute world to private sector and government groups, as part of QUf 

effort 10 raise awareness abOut the cyber threat and to loster cooperation between 
industry and law enforcement. For example, we have recently participated in meellngs 
01 the National Security Telecommunications Advisory Committee (NSTAC), a private 
sector advisory committee to the President whose purpose is to prOVide adviCe and 
expertise on national security and emergency preparedness telecommunicatiOnS 
pOlicy): the System Administration. Networking, and Security (SANS) Institute. a 
cooperative research and education organization founded in 1989 for the purpose of 
sharing information among system actministrators, security professionals, and network 
administrators; the Information Security Forum, an association of organizations who 
share best practices and other solutions to information security problems; the National 
Governors Assoclation; the American Sodety for Industrial Security (AS IS), a 32,000 
member organization for profeSsionals responsible tor security; and the American Bar 
""socialiOn (ABA), 

Finally, the NIPC is working with the Oitlcallnfrsstrucwffl Assurance Office in the 
Department of Commerce on outreach initiatives. All ot lhesa efforts are Critical to the 
goal 01 building a partnerShip between industry and the government for the purpose of 
securing our natiOn's CritiCal infrastructures and reducing our vulnerability to cyber 
crime, 

NI PC and International Cooperalion 

Most pertinent to this hearing is the issue of cooperation across national borders, A 
typical cyber investigation can involve victim siles 11"1 mu!tiple slates and often many 
countries. and can require tracing an evidentiary trail that crosses numerous state and 
International boundaries. Even intrusions into U,S, systems by a perpetrator operating 

• 
within the U,S. otten require international investigative activity because the attack is 
routed through Internet Service Providers and computer networks located outside the 
Unlled States, When evidence is Iocate{j within the United States. we can subpoena 
records, con<1uct electronic surveillance, execute seafch warrants, seize evidence, and 
examine it. We can do none of those things ourselves overseas to solve a U.s' criminal 
case. Instead. we must depend on the IOca! authorities to assist us, This means that 
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effective international cooperation is essential to our ability to investigate cyber crime. 

• International investigations pose spedal problems. First, while the situation has 
improved markedly III recent years. many countries lack substantive laws that 
specificaUy Criminalize computer crimes, This means that those countries often lack the 
authority not only to investigate Of prosecute computer crimes that oc<:ur within !tIe!r 
borders, but also to assist us when evidence might be located in those countries, 
Moreover, the quickly evolving technological a:speC{S of these investigations call 
exceed the capabililies oj local police lorces in some countries, Finally, even when . 
countries have the requisite laws and have developed the technical expertise 
necessary to conduct cyber investigations, successful investigatIon in this arena 
requires mom expedl1ious response than has traditionally been the case in international 
matters, because electronic evldenoe is fleeting and, If not secured quiCkly. can be lost 
forever. 

NIPC international Outreach 

The NIPC is working with its In1ernational partners on several froots to address the 
issues outlined above. The first area consists of outreach actIVities designed to raise 
awareness atJout the cyber threat. encourage countries to address the threat through 
substantive legislation, and provide advice 011 how to organize to deal with the threat 
most effectively. Almost weekly the NIPC hosts a foreign delegation to discuss topics 
ranging from current cases to tho establishment of NIPC~like entitres In other nations. 
Since the NIPC was lounded. Japan, the United Kingdom. Canada, Germany, and 
Sweden have formed or are in the process of forming interagency entities like the 
NIPC. The NIPC has briefed visitorS from the United Kingdom, Germany, France, 
Norway. Canada. Japan. Deomatk, Sweden. Israel. and other nations over the past 
year, In ad<fitlon, to promote understanding 01 the NIPC mIssion, an "open house" 10r 

• 

embassy personnel was held in March 2000. 


Abroad, the FBI's Legal Attaches (Legats) are often the first officials contacted by 
foreign law enforcement should an Incjdent occur, We are providing training to our 
Legats on how to coordinate computer intrusion and infrastructure protection matters 
with us to make them more effective. In addition, NIPC personnel afe in almost daily 
contact with L9gats around the world to assist In coordinating requests for inlormation, 

NIPC International Training 

In order to help make our toreJgn partners mOle capable to assist our international 
investigations and to address Cj'ber crime within their own countries, the NIPC has also 
provided training to investigators from several nations. Much of this training takes pmcs 
at the Internatfonal Law Enforcement Academies in Budapest, Hungary and Bankok. 
Thailand, In aeJdltion, a small number of select international investigators receive 
training in N1PC sponsored classes in the United States, The NIPC also holds 
WOrkShOps with other nations to share information on techniques and trends in cyber 
intrusions. For example, in September 1999 the NIPC sponsored an International 
Cybet Crime Conference in New Orleans to provide training to international law 
enforcement officers and forge linkS between loreign law enfOrcement officers and 
personnel representing: the NIPC. FBI field offices, FBI Legats. the U.S. Secret 
Service. the Nayal Criminal Investigative Service, the Air Force Office of Special 
Investigalions, and the U.S. Postal Inspection Service. 

The G-B Hlgh-Teeh Crime Working Group 

Another international initiati"e that the NIPC has been in"olyed in Is the G-8's 

• 
High-Tech Crime Subgroup 01 the G~8 ''lyon Group." A repres.entative ot the NIPC 
serves as a member of the United States delegation to the Subgroup, whiCh has been 
considering several iSsues concerning International cyber crime investigations. 
including the establishment 01 a 2417 high-tech crime points of contact networK, 
international training conterences, review of legal systems in 6-8 countries. and the 
develOpment ot the G~8 principles on transborder atxtess to stored computer data. 

60f9 Olil6:2001 !12 
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• 
The 24n high~tech pOints of contact network was established In March 1998. Each of 
the G-8 coulltries identified a. point of contact for law enlarcement in each of their 
respective countries. These contacts are required to be avallable twenty~jour hOurS a 
day, seven days a week, in order to respOnd to reQuests tor assistance in important 
high-tech crime Investigations in which electronic evidence may either be altered or 
destroyed. 

With regard to training, me sUbgtOUP hosted an international computer clime training 
conlerence in November' 998, tor law en10rcement Investigators 01 the G~8 countries. 
This conference addressed law enforcement issues relating to high-tech crime 
investigations and the technical issues invol\'f!d in theso specific types of investigations. 
In addl1ion. the subgroup has compiled a collection 01 the substantive and procedural 
laws regarding computet crimes in each ot the G~8 countries. Regarding the critical 
issue of tfansborder access to stored data, the subgroup has provided 
recommendations for principles ot transoorder access 10 stored computer data. In 
additjon, the t.ubgroup has written principies that provide a mechanism to secure the 
,apid preservation oj stOred data In computer systems. These recommendations will 
attempt to prevent instances where computer data 01 possible evidentiary value is 
altered or delt3ted while a formal request for assistance under a Mutual Legal 
Assistance Treaty (MLAT) is processed. Laslty, the G-8 subgroup has referred the 1aSk 
of developing common terms and common formats tor forensic requests and 
developing internatIOnal standards for the retrieval and proce.ssing ot electronic 
evidence to the International Organization of Computer Evidence (IOCE), wnlch has 
representation in most of the G-8 countries. 

In May 2000. the NJPC attended a G-8 industtyltaw enforcement conlerence in Paris, 
Franea, This meeting, which included individuals representing industry and consumer 

• 
groups, was structured to allow both industry and law enforcement officials to share 
ideas and concerns (egardlng the security of the Internet Each participating country's 
contingent consisted of industry and government repfesontalives. from a variety of 
agencies, and each country had one industry and one government representative 
make a presentation to the group about issues concerning their nation, Government 
officials were sensitized to the concerns of both industry and consumers, and indus1ry 
and the publiC representatives were exposed to some of the chaUenges faCing law 
enforcement and other government agenCies in their struggle to provide a safe, secure 
enVironment for ~commerce. A subsequent meeting buildIng on the success of the 
Paris forum is planned for October 2000. 

The NIPC and Intematlonallnvestlgations 

Since the creation 01 the NIPC in February 1998, we have seen a significa.nt increase in 
the number 01 Investigations. requiring international cooperation. The NIPC has 
provided an elfactlve vehicle for coordinating these investigations. I will pwvide a lew 
examptes to demonstrate the issues raise<! by such investigations and how they have 
be.n addressnd by the NIPC. 

• 

One example is the Solar Sunrise case, the code Ilame fOr a multi-agency investigation 
of intrusions into more than 000 military, civilian government, and private seemr 
computer sysb3.ms in the United States during February and MarCh 1998. These 
intrusions occurred just as the NIPC was being established, TM intrusions took place 
during the build-up 01 United States military personnel in the Middle East in response to 
tensions with Iraq over Unite<:! Nations weapons Inspections. The intruders penetrated 
at least 200 undassified U,S. mlli1ary computer systems, including seven Air Force 
bases and tour Navy installations, Department of Energy National Laboratories, NASA 
Si1es, ana university sites, The timing of the intrusions, and ttle tact thai some activity 
appeared to come from an IS? in the Middle East, led many U,S. military offiCials to 
suspect that this might be an instance of Iraqi intormation WanafG. The NIPC 
coordinated an extensive interagency investigation Involving FBI Fjeld Offices, the 
Department of Defense, NASA, Defense Information Systems Agency, Air Force Office 
of Speciallnvesligations, the Department of Justic~, and the Intelligence Community. 

http:sysb3.ms
http:significa.nt
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.1nternational!y the NIPC worked closely with the Israel! law en1orcemefl1 authorities. 


• 
WIthin several days, the investigation determined that two juveniles in Cloverdate, 
california, and individuals in Israel were the perpetrators. This case demonstrated the 
critical need j01 an interagency center to coordinate our investigative efforts to 
determine the source 01 such intrusions and the need for strong international 
rooperati.on. israeli authorities are preparing to prosecute the chlt;1 defendant in their 
case in the summer of 2000. 

More recent cases demoostrate how much international cooperation has improved in 
this area, In FebrtJary 2000, the NIPC tece!ved reports that CNN. Yahoo, Amazon, 
Com, e~Bay, and other e--commerce sites had been subject to "Distributed Denial of 
Service" {DDOS) attacks. The NlPC had issued warnings in December 1999 about the 
possibility of such attacks, and even created and released a tool that vIctims could use 
to detect whether their system had been in1iltrated by an attacker for use against other 
systems. When attacks did occur in February, companies cooperated with the NIPC 
and OlJr National'inirastructufe Protection and Computer Intrusion Squads in several 
FBI field offices (including Los Angeles and Atlanta) and provided critical logs and 
other information. Within days, the FBI and NIPC had traced some of the anacks to 

. Canada, and subsequently worked with the Royal Canadian Mountain POlice to identify 
the suspect, The Royal Canadian Mounted Police (RCMPj arrested a juvenile subject 
In April 2000. and charges are eipected to be brought shortly for at least some of the 
attacks. The unprecedented speed and scope (If this investigation was evfdence 01 the 
great improvement made in our ability to conduct lar9& scale, complex international 
investigations, 

• 
Another example involves me compromise bet\veen January and MarCh 2000 of 
multiple e-commerce wabsites in the U.S., Canada. Thailand, Japan and the United 
Kingdom by a I18cker known as "Curador." Cl)rador broke into the sites and apparently 
stoia as many as 28,000 credit card numbers. with losses estimated to be at least $3.5 
million. Thousands of credit card numbers aod expiration dates were posted to variOUS 
lnternet we:bsites, After an extensive investigation, on March 23, :WOO. the FBI assisteo 
the Dyfed Powys (Wales, UK) Police Service in a search 81 the residence ot "Curador," 
'Whose real name is Raphael Gray, Mr. Gray, age 18. was arrested in the UK along with 
a co-conspirator under the UK's Computer Misuse Act of 1990. 

This case was predicated on the invostigative work by the FBI, the Dyfed Powys Police 
Service in tM United Kingdom, Internet security consultants, the A"CMP, and the 
international banking and credit card industry. This case illustrates the benefits of law 
enforcement nnd private industry, around ttte world, working together in partnership on 
computer crime investigations, 

Most recently, companies and individuals around the wOlld by the ''love Bug," a virus 
(or, technically, a "worm") that traveled as an attachment to an e-mail message and 
propagated itself extremely rapidly through the address bOOkS of Microsoft Outlook 
users. Investigative work by the FBI's New YOlk Field Office, with assistante from the 
NIPC, traced the source of the virus to the Phll!ippines within 24 hOurs, The FBI then 
worked, through the LEGAT In Manila. with the PhUlippines' National Bureau of 
Investigation, to identity the perpetrator. The investigation in the Phillippines was 
hampered by the lack (If a specific computer crime statute, Nevertheless. Onel de 
Guzman was charged on June 29, with fraud, theft, malicious mischief, and violation of 
the Devices Regulation Act. The speed with which the virus was traced back to its 
SOttrce IS unprecedented, As a postscript, it is important to note that the Phillippines' 
government on June 14, 2000 approved the e..commerce Act, which now specilically 
criminalizas CQmputer hacking and virus propagation. 

• 
In addition to tile matters mentioned above, we are currently worklng on numerous 
cases that require international cooperation. Because these are all pending matters, I 
cannot commont on them in this hearing. But I can say that the percentage of cases 
with an inlern~ltional element is increasing Significantly. 

These cases all illustrate the tremendous progress that has been made in the 

http:rooperati.on
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International arona. Countries around the world ate aodressing the -cyber Clime 

• 
pt'oblem by creating new computer crime laws, eStablishing organizations and 
capabilities to handle investigatiOns, and torging ties across international borders to 
facilitate investigations. While much work remains to be done, we can point with pride 
to the considerable advances that have been made in a very short time to strengthen 
International COOpefatiofl against cyber crime. 

Conclusfon 

Cooperation among governments and between government and industry is the key to 
combating crima in cyberspace and making the Internet a safe and sacure 
environment for a-commerce and communications. The NIPC has played an important 
role in fostering such cooperation, With the support of this committee and Congress as 
a whole. we hope to continue to build on this success, 

Thank you. 
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APPENDIX B 

PRESIDENTIAL DECISION DIRECTIVE 39 

(UNCLASSIFIED) 


• The following is a copy of an un:lassified abstract derived from Presidential Decision Directive 
(PDD·39)IU.S. Policy on Counterterrorism. dated June 21. 1995. Thls abstract has been 

: reviewed and approved by the National Security Council (NSC) for distribution to Federal. SUIte. 
and local emergency response and consequence management personnel to assist them in ' 
res oodin to terrorist erner codes . 

• The full text of PDD·39 is a CLASSIFIED document. State and local officials, 
however. should understand that PDD~39 essentially gives the responsibility of response 
to terrorist attacks to,the FBI for "crisis management" and FE.lv1A for "conSequence 
management." State ..,d lOcal agencies and assets will be expected to support the Federal 

• 
effons. 
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U.S. POLICY ON COUNTERTERRORISM 
Presidential Decision Directive (pDD·39) 

1. General. Terrorism is both a threat to OUT national security as well as a criminal 
act. The Administration has stated that it is the polley of the United States to use all 
appropriate means to deter. defeat. and respond to all terrorist attacks on our tenitory and 
resources, both people and facilities, wherever they occur, In support of these efforts. the 
United States will: 

\ Employ efforts to deter, preempt, apprehend, and prosecute terrorists. 

Work closely with other governments to carry out our counterterrorism policy. and combat· 
terrorist threats against them. 

Identify sponsors oft~:rorists, isolate them. ar.d ensure they pay for their actions. 

Make no CO:lcessions to terrorists. 

• 
2. Measures to Combat T~rrorlsm. To ensure that the United S,tates is prepared to 
combat terrorism in all its forms. a number of measures have been directed. These 
include reducing vulnerabilities to terrorism, deterring and responding to terrorist acts, 
and having capabilities to prevent and manage the consequences of terrorist use of 
nuclear, biological, and chemical (l"trsC) weapons. including those of mass destnlction: 

a. Reducing Vulnerabilities. In order to reduce our vulnerabilities to terrorism, 
,oLh at home and abroad. all depar'.menrJagency heads have been directed to ensure that 
their personnel and facilities are fully protected against terrorism, Specific efforts that 
will be conducted to ensure our security against terrorist acts include the following: 

Review ~e vulnerability of government facZlicies and critical national infrastructure, 

Expand the program of counterterrorism. 

Reduce the vulnerabm~ies affecting civilian perSOnnellfacilities abroad and military 
personnel facilities_ . 


ExcludeJdepon persons who pose a terrorist threat. 


Prevent unlawful traffic in fm:a.rms and explosives, and protect the: President and other 

officials against terrorist attack. ' ' 

Reduce U.S. vulnerabilities to international terrorism through intelligence 
collection/analysis. counterintelligence, and coven action. 

• B·2 
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• b. Deter. To deter terrorism, it is necessary to provide a clear public position that 
our policies wiH not·be affected by terrorist acts and we will vigorously deal with ter.orist 
sponsors to reduce terrorist capabilities and support. In this regard, we must make it clear 
that we will not allow terrorism to succeed and that the pursuit, arrest. and prosecution of 

• 


terrorists is of the bighest priority. Our goals include the disruption of terrorist-spensored 
activity including tennination of financial support. arrest and punishment of terrorists as 
criminals. application of U.S. laws and new legislation to prevent terrorist groups from 
operating in the United States. and application of extraterritorial statutes to counter actS of 
terrorism and apprehend terrorists' outside of the United States_ Rerum of terrorists 
ove:seas, who are wanted for violation of U ,5, law, is of the highest priority and a central 
issue in bilateral relations with any State that harbors or assists ~em. 

, 
c. ~esPQnd. To respond to terrorism. we must have a rapid and decisive capability 
to protect America.'1s. 'defeat or arrest terrorists. respond ag~nst terrorist sponsors, and 
provide relief to the victims of terrorists. The goal during the immediate response phase 
of an incident is fO terminate terrorist attacks so that the terrorists do not accomplish their 
objectives or maintain their freedom. whi~e seeking to :ninimize damage and less of life 
and provide emergency assistance. After an incident has occurred. a rapidly deployable 
interagency Emergency Support Team (EST) will p.ovide required capabilities on scene: 
a Foreign Emergency Support Team (FESn for foreign incidents and a Domestic 
Emergency Supper! Tearn (DEST) for domestic incidents. DEST membership wHi be 
limited to those agencies requited to respond to the specific incident. Both teams wi1l 
include ,elements for specific types of incidents such as nuclear, biological, or chemkal 
threats, 

The Director, FEMA, will ensure that the Federal Response Plan is adequate for 
consequence management activities in response to terrorist attacks against large U,S, 
populations. including those where weapons of mass dest.'llction are involved, FEMA 
will also ensure that State response plans and capabiiities are adequate and tes.ted. 
FEMA, supported by all Federal Response Plan signatories, will assume Lead Agency 
role fer consequence management in Washington, DC and on scene. If large scale 
casualties and infrastrucrun: da.rnage occur, the President may~appoint a Personal 
Representative for consequence management as the on scene Federal authority during 
recovery. A roster of senior and former government officials willing to perform these 
functions will be created and the rostered indjviduals ~iH be provided training and 
infomuuion necessary to allow them to be caHed on short notice. 

Agencies will bear the cOSts of their participation in terrorist incidents and 
counterterrorist operations. unless otherwise directed. 
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d. NBC Consequence Management. The development of effective capabilities for 
preventing and managing the consequences of terrorist use of nuclear. biological, or 
chemical (NBC) materials Or weapons is of the highest priority. Terrorist acquisition of 
weapons of I':laSS destruction is not acceptable and there is no higher prioricy than 
preventing the acquisition of such materials/weapons or removing this capability from 
terrorist groups. FEMA will review the Federal Response Plan on an urgent basis. in 
conjunction with supporting agencies. to determine its adequacy in responding to an 
NBC-related terrorist incident; identify and remedy and shortfalls in 'toeiqliles,, 
capabilities, or training; and report on the status of these efforts in I SO days . 

• 
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