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Ten Groeet Public Health Achisvements — United Statos, 18001999

During the 20th century, the haalth and life expectancy of parsors residing o the
United States improved dramatically, Since 15, the average lifespan of parsons in
the Unitad $tates has langthenad by »30 years: 25 vears of this gain ere sftributebia to
advances in public health (¥} To bighiight thess advances, MMWHE will profile
10 public health echievernants isee boxl in o serisg of reporis publishsd thraugh
Decarnber 1999, '

Moeny notable public health achievemants have oceurrad dunng the 1800s, and
othar accomplishments could hava baen selected for the list, Tha choices for topics for
this list ware based on the apportunity for pravantion and the impact on death, Hiness,
and disability in the United Statas and ars not ranked by order of importancs.

Tha first raport in this serias fonuses on vaceination, which has cesuliad in the
aradicetion af smalipox elimingiian of poliomyelitis in the Amsricas; and control of
measies, rubells, tetanus, diphtheria, Haemophifus inflienzsg type b, and other infes-
tious disassas in tha Unitad Statas and other parts of tha world,

Ton Graat Poble Hanlith Achisvamants - United Statas, 1808-1980
s Vaccination
s  Muigrvehicls safety
s Safer workplaces
s Control of infectious dissases
s Decling in deaths from coronary hasrt disesss snd stroke
+ Satfer and heaithisr foods
s Healthisr mothors and babies

+ Family planning
s Fluoridation of drinking water

» Racognition of {obscco use 85 2 health hazard

U.S. DEPARTMENT OF HEALTH & HUMAN SERVICES
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Vaccine Specific Coverage Rates Among
U.S. 2 Year Olds, 1967 - 1999

100 -
80 -

60 -

AQ | MMR Pollc

Coverage Rates

20 - Hib

Varicelia

67 71 75 79 83 87 M 95 99*
69 73 77 81 85 89 93 97

Year

* Data from July 1988 - June 1999

Source: USIS (1967-1985) and NHIS (1991-1993)
National Immunization Survey, 1994-1938

il National Immunization Program L S



The Childhood
Immunization Initiative

tho"cnges

Vaccines are the most powerful and cost-effective ways to prevent nine infectious diseases in

children.

[ Cuses of measles, polio, and other diseases have decreased by over 99 percent since introduction of
vaccines.

[J The estimated benefit-cost ratio of vaccines (dollars saved by society for every dollar spent) is over
21:1 for measles/mumps/rubella vaccine, is over 30:1 for diphtheria/tetanus/periussis vaccine, and
is over 6:1 for polio vaccine,

Although over 96 percent of children are adequalely vaccinated by kindergarten, about 15 to

35 percent of children under age two are inadequately protected against these childhood

diseases.

Between 11-15 vaccine doses are due by age 2, rcquiring about five visits to providers. This is
about 80 percent of all vaccine doses recommended for children.

Failure to immunize children on time led to the 1989-1991 measles epidemic, which resulted
in over 55,000 cases and 11,000 hospitalizations.

Goals
The Childhood Immunization Initiative (CHI) has been launched to make sure that children do
not become sick or die from vaccine-preventable diseases .
Specific and urgent goals o be accomplished by 1996 are to:
[J rcduce nost diseases preventable by childhood vaccination to zero.
O increase vaccination levels for 2-year-old children to at least 90 percent for the initial and most
critical doses in the vaccine series, and 70 percent for a more recent vaceine (hepatitis B).
O build a vaccine delivery system to maintain these aehievements in the United States,
By the year 2000, a comprehensive infrastructure will be in place to provide the full series of
vaccinces for at least 90 percent of all children,

Actions

Since 1963, the Centers for Disease Control and Prevention (CDC) has been responsible for
providing vaccine, management, technical assistance, information, epidemiology, assessment,
and other national immunization services. These efforts have been targeted to State and local
health depaniments and other pariners. The CII enhances CDC's traditional efforts with
significant resourees and activities that now address immunization issues in a comprehensive
manner, CII enhances the following five broad arcas designed (o attain the goals for 1996 and
beyond.
I. Iinprove the quality and quantity of vaccination delivery services

I1. Reduce vaccine costs for parents (through the Vaccines for Children Program)

111, Increase community participation, education, and partnerships

IV, Improve monitoring of disease and vaccination coverage

Y. Improve vaccines and vaccine use
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Childhood Immunization Initiative

« Vaceine 1992 1993 19496
© DTP 3+ 83 87 90
OPV3 72 78 90
i
MMR 83 81 90
Hib 3+ — 50 90
HepB 3 — 13 "0
DTP 4 59 71
DTP 4, 55 65
CIPV 3, MMR,
Hib 3+, and
Hep B 3**

Vaccination Coverage for 1992* 1993*5 and Vaccine
Coverage Goals for 1996 and 2000

2000
80

30
90
90
90
90
90

* Coverage for children 19-35 months of age.

§ provisional data based on 1st and 2nd quarters,

T Healthy People 2000 goals have not changed.

** 1992 and 1993 data gre only for DTP4, OPV 3, and MMR




VFC

U’c::c:cm@s for Children

Program Intraduction, Moy 1994

l
Ti}c Vaccines for Children (VFEC)

program is a new federally funded
and state-operated vaccine supply pro-
v‘: am that will begin Getober |, 1994,
fhf., program ix intended to help raise

Li%t&ih(}iiii immunization levels in the
ilzzii{-:d Stutes, especially among infants
zzgzé young children. The program will
siipply-—at 1o cost to all public health
cire providers and to private health
cire providers who ugree o partici-
s;rally purchased vaccine o
b administered o children in certain
of U.S.
children may be expected to benefit

§3§{;m the VFC program.

W During the first year of the VFC
program, approximately $460 mil-
fion of federal tunds will be ex-
pended to purchase and deliver
vaccine to health care providers na-
lionwice.

vziezsz Approximately 60%

W Participating physicians wilt no
fanger need to refer many chitdren
in thair care to public providers for
immunizations it parents cannot af-
fard the out-ot-pocket cost ior vac-
cines,

B Private health care providers can
administer the VFC-provided vac-
cings to their aligible patients,

Childrea €ligible For
the VFC Program

The VFC program was created 1o
meet the vaceination needs of chil-
dren from birth through 18 years of
age.

Children eligible 10 receive VFC-provided
vaceines include the following: 1) cbildren en-
rolicd 1y Medicaid; 2) children whe do not
iave health insurance; and 3) children who
are Ammerican Indian or Alaskan Native.

In addition, children who have heatth insur-
ance thitl ([oes POLCOVEr vEeCng Ciill receive
VFC-provided vacgines at federally qualificd
health centers {commuuity/migrant hoalth con-
ters) and rural heakth clinicx. Some stuies witl
use their awn Funds or other federyl funds 1o
provide free vaccings 0 privale provedess (o
administer to chifdren who are not covered by
the VFC program.

Private Provider €arcliment

T{} participate in the VFC program,
providers need to agree (o 1}
screen the parent or guardun 1o deter-
mine the child’s eligibility (verification
is not required); 2) maintain a record of
this screening with the eligible child’s
record; 3) follow the recommended im-
muntzation schedule as established by
the ACIP and state law (ndividugl
medical judgment may be exercised).
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il“i‘hc Armerican Academy of Pediatrics
{chedule conforms with the ACIP rec-
?mnwizﬁa{i{}z‘zxj: 4} not charge for the

I?z FC supplied vaccine {an administra-
%im'z fee, 1o be established by the Health
{Care Fiancing Administration, can be
<£§1z;rg{:d s long as inununization is not
denied because the fee cannot be
é}zziai): ard 8} provide vaccine informa-
aon materials as prescribed by law (re-
guired of all providers regardless of
lgiacir enrellment status in the VFC pro-
TP,

oA ;%::r’zvaze health care provideris not
rauired to accept a ehild into his or
her practice or clinic merety be-

cause the child is eligible for immu-
nization through the VEC program.

WA physician may parlicipate in the
VFC program without being a Medi-
caid provider,

To ciroll, the provider agroes to participate
in the program and follow specific suate re-
lquimmcms, The signed one-page provider en-
roliment agreement is kept on fife af the stite
health department,

Vaccine Qrdering and Supply

Of}f:fa enrolled in the VFC program,
private health care providers will
z{:a}mpiaie a simple one-page "Provider
Profile.” The profile will be retained by
iz%zzz: state health department o deter-
mine the number of patients expected
to be seen for immunization services

and the percentuge of patients in the
pprovider’s practice that may be eligible
Tor immunization through the VFC pro-
grom.

Private providers who enroll in the VFC
program by Aogust 1994 and return the
Provider Profile wo their siate will be supplied
in September with vaceine at no cosl to admin-
ister to eligible children beginning October 1,
1994,

The VFC program will provide a ready in-
veatory of federally purehased vaccing o the
private provider and will eliminute some up-
front costs in providing vaccine to cligible
children. Methods used to account for vaceing
use witl be determined by the suses. The vae.
cine ordered through the state necd not be
separated or coded in a provider's pructice or
clinie according to the funds used to purchase
il by the state.

The system that bealih carg providers use to
purchase vaccine for their privale-pay paticnts
will remain unchanged.

Currenily, the vaccines and combinalion vac-
cines offered with the VEC program are those
providing protection against ning diseases:

# diphtheria,

B Haemophilus influenzae type b
W hepatitis B

B measles

B mumps

B pertussis

& poliomyelitis

W rubella

# tetanus

New and combination vaceines such as
DTaP and DTP/Hib will be supplicd o provid.
crs through this propram. As now and combi-
nation vacciney are approved by the FDA and
recommended by the ACIP, they will be
added 1o the program,

The national goul to adequantely vacomnae
S0% of 2-vear-old children depends on the
support of private hoalth care providers. The
Vaeeines for Children program contributes o
this goal by removing vaceing cost as o bar-
rier fo nmunizing cligible children 1 the
care of privaie health care providors, Addi-
tional informution is available through your
statc beaith depariment.
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{404} 633-3286

childhood immunization was opne of the earliest
priorities of the Clinton Administration. In response
to disturbing gaps in the immunization rates for young
children in America, the Administration designed a
conprehensive Childhood Immunjization Initiative. This
national initiative addresses five areas:

1} Improving immunization services for needy
families, especially in public health clinics

2} Reducing vaccipe costs for lower-income and
uninsured families, especially for vaccines
provided in przvate pbyﬁiaxan offices

3) Building gommunity n rkg to reach out to
families and ensure that young children are
vaccinated as needed

4) Improving systems for
vaceinations

5) Improving vagcines and vaccine use.

At the same time, the Administration and Congress
committed substantial new resources for immunization,
including significant budget increases for service
delivery improvements and for purchase of vaccine to bhe
made available to nesdy children.

y digeases and

PROBLEX:

‘roday, more than a million children under age 2 are not fully
waccinated against disease. Bome of the reasons:

,.’

Phere are not encugh public clinics; ¢linic hours and
locations are often inconvenient for parents; clinics are
short-staffed.

Vaccines are expensive. The cost of the full series has
increased ten-fold from 527 in 1%83 to $265 teday.

Many parents are unaware of the need to immunize by age 2.
in addition, vaccine schedules can be confusing -- and
there's no standardized system for monitoring vaccinations
or notifying parents when vaccinations are due.
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GOALS: .
The Childhood Immunization Initiative will bulld a comprehensive
vaccination delivery system, It will integrate efforts of the

public and private sectors, health care professionals arnd
‘volunteer organizations. The goals:

» By 1996, to increase vaccination levels for 2-year-olds to
at least $0 percent for the initial and most critical doses,

% and to reduce most diseases preventable by childhood

. vaccination to zero.

» By 2000, to have in place a system that will ensure at least
90 percent of all 2-year-olds receive the full series of
vaccines.

BUDGET:

The Centers for Disease Control and Prevention manages the

National Chilghood Immunization Initiative. The President's FY

1996 budget proposal includes a total of $843 millimn for c¢hilg

immunization and purchase of vaccine.

. In all, funding for child immunization has doubled since
President Clinton's inauguration.

THE INI'TIATIVE:

The Childhood Immunization Initlative will focus on five areas:

hea 1th clinics, extend

. CDC will provide its primary support through state and local

Immunization Action Plans, which coordinate local efforts
and tailor activities to gpec v

Performance~based funding willﬂreward"thééé IAPs which meet
or exceed immunization targets,

. The President’s FY 1996 budget reguest includes $177 wmillion
to continue service delivery improvements thru new
Immunization Performance Partnership grants. This
represents a four-fold increase for state Immunization

- Action Plans compared with $45 million in FY 1993,



it

Page 1

2) Rw&awqﬁpacwinqxgaafﬁ§'mﬁ%ﬁhxanfﬁ?ﬁﬁ

\\\\\\Eﬂ\\“wm

A new Vaccines for Children program is designed to provide

free vaccine to aboutl 60 percent of the nation?s children,
starting in October, 19%4. Eligible children include those
without insurance coverage, those who are eligible for
Medicaid, and American Indians and Alaska Natives.

The President's FY 1596 budget request includes $4 million
for vaccine purchase, approximately the same level as in F¥
1995 -~ however, this represents a 15 percent increase in
amount of vaccine purchased, due to a proposed reduction in
excise tax. Vaccine purchase funding this year is 37
pﬁraﬁnt higher than the amount expended in FY 1994.

Statﬁﬁ have the §§§;;§2 to buy vaccines at reduced federal
AGt price About half the states plan to supply
vacaine far all their c¢hildren at the lower federal price.

help xLAQs“cbtazn}vagczne for children wheo are not eligible
far the new VFC program, but who still need access to free
vaaain&.

3) g@‘&

The initiative will increase awareness of proper
immunization, coordinate leocal rescurces, and enlist
national organizations. A national outreach program will be
launched, with vutreach coordinators placed in each HHS
region., } » I are also being convened to draw
organlzatlons tagether.

New public service anncuncements have been produced for TV,
radio and print media.

[

f ion services refer callers to local
immunization prcviders and provide prerscorded informatjion
in ‘English and Spanish: Toll-free number: 1~BOQ-232-2522,

Outreach to health care professiopals will ensure they don't
miss opportunities to vaccinate infants and pre-schoalers.

An improved syster for monitoring vaccine~preventable

dizeases will help spot problems early and enable action to
prevent a few cases from escalating into epidemics.

4

eRC will support investigation of eac] f
preventable disease targeted for ellmznatlon.
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The znitiatlvg wxll suppart efforts to develop a single

It will also support

~_andmvacc1ﬁe combinations to

2 : | b I 102
reduce the number of shots children must get, and to ensure

safe and affective vacoines,

OTHER BACKGROUND:

»

Childhood vaccines prevent nine infectious diseases: polio,
measles, diphtheria, mumps, pertussis (whooping cough),
rubella {(German measles), tetamus, spinal meningitis, and

hepatitis-B.

Between 11~1% vaccine doses are due by age 2, requiring
about five visits to health care providers. This is about
80 percvent of all vaccine doses recommended for children.

Children are reguired to be immunized in order to enter
school, and more than 56 percent of American children are
adequately vaccinated by kindergarten. Yet among pre~school
c¢hildren,. the United States has a poor vaccination record.
This means millions of young children are not adequately
protected against dillness and possible death.,

With increasing numbers of children more readily exposed to
infectious disease in day-care settings, complete
jmmunization by age 2 is critical.

Failure o immunize can lead to new outbreaks of disease.
in 1989-91, a measles spidemic resulted in more than 55,000
reported cases, 11,000 hospitalizations, and more 130
deaths. Half of the deaths were, infants.

Vaccines are cost-effective.
every $1 spent on meagles/pumps/rubslla vaccine; more than
830 are saved for every $1 spent on diphtheria/tetanus/

pertussis vaccine; and more than 56 are saved for every $1

spent on polio vaccine.

54

More than $21 are saved for
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The Childhood
Immunization *lnitiative

Challenges

B Vaccines are the most powerful and cost-effective ways to prevent pine infectious diseases in
children,

[ Cases of measles, polio and other diseases have dccreased by over 99 percent since intraduction of
yaccines. ]

{3 The esiimaied benefit-cost ratio of vascines (dollars saved by society for every dollar spent) is over
2111 for measies/mumps/rubelia vaccine, is over 30:1 for diphtheria/tetanus/pentussis vaccine, and
is over 61 for polio vaccine, .

B Although over 96 percent of children are adequately vaccinated by kindergarten, about 15 to
35 percent of children under age two are madct;aatciy prowczcd against these childhood
diseases. e

M Between 11-15 vaccine doses are due by age 2, requiring about § visits to providers. This is
about 80 percent of all vaccine doses recommended for children,

. MR Failure 1o immunize children on time led 1o the 1989-1991 measles epidemic which resulted in
aver 35,000 cases and 11,000 hospitalizations.

Goals

M The Childhood Immunization Initiative (C1I) has been faunched by President Clinton to make
sure that children do not become sick or die from vaccine preventable diseases .
M Specific and urgent goals 1o be accomplished by 1996 are (See Attachment)
{J reduce most diseases prevantable by childhood vascination to 2e10.
(3 increase vaccination levels for 2-year-old children to a1 least 90 percent for the initial and most
critical doses in the vaccine Series, and 70 percent for 8 more recent vaccine (Heparitis B).
{3 build & vaccine delivery system to maintain these achievements in the United States within &
reformed health care system.
B By the year 2000, a comprehensive infrastructure wili be in place (0 provide the ful! series of
vaccinies for al least 96 percent of all children, )

fctions

B Since 1963, the Centers for Disease Control and Prevention (CDC) has been responsible for
providing vaccing, management, technical assistance, information, epidemiology, assessment,
and other national immunization services. These efforts have been targeted to State and local
health departments and other partners. The Cll enhances CDC's traditional efforts with
significant resources and activities that now address immunization issues in a comprehensive
manner. CII enhances the following five broad areas designed to attain the goals for 1996 and
beyond.

- L Improve the quality*and quantity of vaccination delivery services
1l. Redure vaccine costs for parents (through the Vaccines for Children Program)
L. Increase community participation, education, and partnerships
IV. Improve monitoring of discase and vaccination coverage
V. Improve vaccines and vaccine use
(00 has developed an extensive Action Plan which includes OchCti‘v’i!:S action steps, and comprehensive
tirelines designed to achieve the CIi goals.
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Improve the Quality and Quantity

~ Retion of Vaccination Delivery Services

I
: Challenges

M. Since 1963, the Federal Immunization Grant Program ("317" Grants) has assisted States in
purchasing vaccines and managing programs. However, Federal grant funds could not be used
to improv: the immunization delivery infrastructure e.g., hire staff to give vaccines.

M The public health syster, which serves about 172 of our Nation's children, was seriously eroded
. in the 1980°s

B Parents faced serious barriers and obstacles to immunization

"3 Inadecuatz clinic staff, inconvenient hours, msufﬁcnent locations, and other bartiers.
{J Many missed oppornities to provide vacéines at health care visits.
O Inadeguate systems w remind parents when vaccinations were due for their children and for doctors

i and nurses 1o determine immunization needs quickly at each office visit,
#

| | Solutions

it

B Immunization Action Plang (IAPs) - Beginning in 1992 as a new component of 317 grants,

Federal grant funds were awarded by CDC o begin making senously needed improvementis to

the vaccine delivery infrastructure. These IAP funds were supplied 1o 87 State, Territordal, and

local health agencies. In 1994, as pactof the CII, IAP funding was iripled 10 3128 million. These

funds were awarded based on comprehensive State and local IAFs detailing the State and local
actions needed to meet immunization coverage targets for children. ‘

M- Parformance-based funding - About 30 percent of IAP funding is based on meeting coverage
“targets. In addition, $33 million in new 1994 incentive funds are available for States achieving
high coverage raies as outlined in legisiation.

B Standards for Pediatric Immunization Practices - These Standards consist of 18 immunization
practices that all immunization providers should carry out. The Standards are recommended by
the National Vaccine Advisory Committee and endorsed by the American Academy of Pediat-

“rics. Implementation of the Standards is designed (o remove barriers that (1) impede vaccine
delivery and (2 eliminate missed immunization opporiunities at office visits. Forexample, the
Standards emphasize use of simultaneous vaccination with multiple vaccines to avoid extra visits
and that parents be given immunization cards to help them and providers know zhcu- child’s
imrmunization needs.

| , CDC will strengthen involvement of pnvaze health care providers through improved cemmum—
“cation and collabaratwn to obtain their input and support for the CH goals.

M CDC will award addluonai grant funds to States to help establish Statewide Immunization
Informaiion Systems (o remind parenis when vaccinations are due for their children.
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m&ﬂ'lo " Reduce Vaccine Costs for Parents

3

Challenges

B Vaccine cosis have risen substantially in recent j:cazs‘ to about 5280 per child.

M FParents have increasingly been referred by private providers 10 public health clinics where
Federal or State supplied vaccines are free. This referral breaks a child’s continuity of care and
resulting in missed immunizations.

B Many States invest substantial funds in vaceine purchase, especially through their Medicaid
program, thus limiting speading on improved immunization infrastructure.
} Solations

-

B The Vaccines for Children (VFC) program will provide free vaceine to about 60 percent of our
Nation"s children, starting in October 1994, by purchasing over 3400 million in vaccines.

[ Parents of eligible children can obtain vaccinations from their provider of choice, thus allowing
conlinuity of care

{1 Eligible children include those who are Medicaid eligible, those without any health insurance, and
American Indians. Children served by Federally Qualified Health Centers (FQHC) and Rarat Health
Clinics can recetve VFC vaccines if their health insurance does not cover irmmunization.

[ Stwates can buy vaccines at significantly reduced Fedeen! prices 1o allow expanded access to vaccine
for children in these States. About one-half of the States are considenng supplying vaccine o afl
their children.

M The attached schematic diagram generally outlines the proposed VFC distribution process.

M Federa! immunization grast funds and State funds will continue 1© help meet the needs of
children not eligible for the VFC,

h



Increase Gommunity Participation,

Action Education, and Partnerships

Hi
[ __Ghallenges

Parental Awareness - while parents are aware im;nunizations are needed by school age, they are
often unaware that 80% of vaccinations arg required by Z years of age {need 1o change social
HOTIT.

Providers, sometimes not aware of the urgency a{zci importance of age appropriate immunization,
often do not use all opportunities to immwnize children in their care.

Need to improve coordination among the many public and private sector groups working at State
and community levelsto educate and motivate parents/providers {i.e., groups in Harlem unaware
of each other) and increase understanding of community erganizing methods (i.e., how 1o
recruit/direct volunteers, develop planfstrategy to use and coordinate diverse organizations, how
to use media).

-

Need to access the good will and provide opportunities for the many organizations that are not
involved but desire to participate in immunization related activities.

Solutions

An aggressive communily participation, education and partnership program is a fundamental
component of the CII.  This component seeks te increase awarencss of the impontance of
age-appropriate immunization and increase community participation in the effort to educate and
mobilize parents andd providers,

CXis working with State health departments and community-based groups o build or enhance
capacity to establish or expand coalitions, including:

[l recruiting/hiring Cutreach Coordinators in each HHS regmn m work with States and community-
based groups. B

(] convening regional meetings for each HHS region to enhance coordination and communication
ameong States, community-based groups, and others,

CDC is reaching out (o a cross-section of national organizations, groups, and corporations to

seek their involvement within coalitions at the State and local Jevels.

CDC is providing other (ools and Zakmg addirional action to ex;zané awareness and educate
pareats and providers:

O Produced public service announcements, based on extensive collaboration and focus group research,
for TV, radio, print and other media in English and Spanish languages;

1 Established toli-free phons numbers that will provide informaton in English and Spanish, and wil]
also refer parents 1o local health clinics, and;

[J Reached out to the business and entertainment community, such as Gerber, McDonalkds, Childrens
Television Werkshop, and Hollywood, 10 encourage their promotion and macketing of immunization
rmessages.

CDC is committed to establishing a long-term program that will ensure sustained support for
these activities.



. Improve Monitoring of Disease and
ﬂ:&I:? n Vaccination Coverage

Challenges

Epidemics begin in populations with low immunization rates. Quickly finding pockets of low
immunization rales or disease atlows targeting of efforts to high risk populations.

Informating on imununization coverage at the National, State, and Jocal levels is essential for (1)
evaluating program effectiveness, (2) identifying populations at high risk for underimmuniza-
tion, and (3} targeting remedial action.

No national immunization coverage data were available between 1986 and 1990.
Neo standardized system to collect immunization coverage information at the State and local
fevels has becn available,

Cases of diseage need to be rapidly detected to identify underimmunized populations and 1o
institute control efforts.

Surveillance systems to detect disease often have been inadequate to prevent those cases from
leading to epidemics.

Solutions

CDCis providing grant fuading, for the first time, and scientific/intervention assistance to public
health agencies 10 address surveillance weaknesses, This effort will include the investigation
of each case of vaccine-preveniable disease targeted for elimination,

As a result of increased CII funding in 1994, comprehensive systems 0 monitor immunization
caverage are functioning, or are being developed by CDC, to provide local, State, and National
data to help target interventions. _

£J The National Health Interview Survey (NHIS) moastors immunization levels nationwide on a
quarnerly basis

{3 State and local area immunization levels will be assessed on a quarterly basis through random-digit-
dialing surveys in all 30 States and in 28 farge urban aress,

- f.;iiaic assessments assist public and private providers to measure immunization levels in populations
they serve,

. This systematic evaluation of the outcome of Federal and State programs toward reaching disease

and coverage targets addresses an essential component of the CI, which is to generate data to
focus accountability for program resuits.

W



“‘t:f" Improve Vaccines and Vaccine Use

Challenges

Currently, children require about 11-15 separate imununizations prior to their second birthday.,
.This large number makes it more difficult to obtain complete immunization on time,

Because of dissemination of ingccurate information, some parents have become more fearful of
immunizations than the diseases themselves. Such unfounded fears can reduce coverage.

Providers can be confused by multiple immunization schedules.

A

Solutions

The Advisory Committee on Immunization Practices, the American Academy of Pediatrics, and
the American Academy of Family Physicians are working together to develop a single childhood
immunization schedule.

The Public Health Service (NIH, FDA, and CDC) will work with manufacturers and researchers
1o stimutate development of new and combined vaccines to reduce the number of immuonizations.

Although available vaccines are very safe and effective, CDC will work with States and selected
provider instilutions (¢ enbance systems to detect rare adverse evenis following vaccination,
This will provide better information to parents on the risks and benefits of vaccination.



Tgttachment

Childhood Immunization Initiative
Vaccination Coverage for 1992* 1993*5 and Vaccine
Coverage Goals for 1996 and 20007

Vaccine 1992 1993 - 1996 2000
DTP 3+ 83 a7 90 90
) : ,
tOPV3 72 78 90 80
" MMR 83 - 81 90 90
Hib 3+ - 50 80 90
Hep B3 — 13 70 90
DTP 4 59 7 90
DTP 4, 55 65 - a0
0PV 3, MMR,
Hib 3+, and
Hep B 3**

* Coverage for children 18-35 maonths of ags.

5 Provisional data based on st and 2nd quarters.

¥ Healthy People 2000 goals have not changed.

“* 1392 and 1993 data are only for DTP4, OPY 3, and MMR
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EXECUTIVE SUMMARY

The Year 2000 (Y2K) thicat was a unique experionce for the Information Technology
{IT) commounity. Never before had g major project, which affected all aspects of HHS, ag
well as other Ageneigs, been underiaken with an immovable deadline, Failure conld have
resulted in significant disruptions to HHS systems and those of its health care and human
services partners. It could have also affeeted HHS s ability o carry oul s mission and
resulted in reduced public aecess o health care and humian services, To mitigate (his risk,
HHS and #s Operating Divisions {OPDIVs) devoted time, money, and resources to perform
the remediation of existing systems and to prepare for continued operations in case of failure.
The need to provide "command and control” capability on Day Onc imposed requirements
that are usunlly met in a military environment or a 24X7 operations center, but had not
commonly been provided across HHS. HHS succeeded due to the quick learning,
conscicntious planning and efforts of its Headquarters and OPDIV IT staffs. It alse depended
on the support and the cooperation of HHS and OPDIV upper management. HHS's Day One
activitics went as planned, and no significant Y2K problems were cncountered.

" During the Y2K challenge, HHS and its OPDIVs were actively engaged in the following
activilies:

funding, siaffing, and resource planning and contraciing
reporting
aswareness within HHS
establishment of business pariner relations \
outreach progrums
code assessment
assct identification
equipment replacement
remediation
testing
independent verification and validation (IV&V)
recertification
s implementation
I e moritoriums
« continuity and contingency planning
Day One Center preparation, including planning and procedure westing and training
Day One operations
Continuity through Day Sixty
Wrap up and lessons leamed
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HHS provides oversight for a number of Federally funded, State-run and grantee-run
prograns. Altempting to ensure program-wide Y2K compliance by working with hundreds
of State and grantce agencies and over one million health care providers and their provider
associations presenied an enormouws management challenge, OPDIVs conducied many
outreach activities as participants in the Health Care and Human Services Gutreach Sectors.
Dutreach activitics to provide Y 2K information and assistance ineluded providing
zonferences, workshops, on-site agsessments, technical assistance funding, web sites, various
wformational mailings, and o Y2K hotline. On Day One, HHS was responsible for reporting
the overall status of the health care sector based on inputs {rom these diverse busingss
2ortpers.

j

" Since Day One, the Department, and each of its OPDIVs, have Iooked back on the Y2K
Project and identified lessons leamed, long-term benefits, and recommendatons for fulure
actiens. This report represents a synthesis of these findings and recommendations, capturing
them so that they may be acted upon and applicd (o future ¢fforls. Many of these fessons are
Jirectly applicable to HHE s project to implement Critica] Jufrastructure Protection (CLUP} and
- ¥ planning cfforts in general.

Many of the key lessons learned were commeon across OPDIVs and HHS, including:

+ .« gbiain the support and backing of upper management
develop budgets und sceure funding early in the process
encovrage coordination and eommunication

define and understand the scope of the projeet

institute project management for IT programs

develop, implement, and enforee change control and configuration management
focus oversight on ¢ritical aspects of the program

rigorously tost 1T plans and systems

adopt and implement aniform and cstablished methodologies
use independent testing and auditing for quality assurance
assign personned with the necessary skills and talents

= % » & & & =
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" The Y2K Project has provided many lasting benefits. HHS buili an effective Y2K
management arganization. Awareness aetivitics forged sirenger alilances between HHS T
erganizations and program stail and built 2 greater appreciation of the valug of IT within the
organization. With the increased visibility, IT organizations have become an inicgral part of
the HHS organization. As YZK approached, HHS IT organizations took on the regponsibility
for preparing the endire enterprise for a contingency by doveloping plans for the contimunty of
core business processes. The understanding that developed within the IT community of
HHS's business, and the role that IT plays in support of core processes, can be a springboard
for better I'T planping.



While the focus on Y2K has taken attention away from other IT projecis, the investments
made to prepare for Y2K have resuited in drammatic, long-lerm improvements to HHS s
systems. HHS has leveraged the techoology improvements implemenied by the Y2K
program 1o be betier prepared for the future. Obsolete applications have been retired.
Current applications are properly docuinented, tesied, and bave current contingency plans.
These improvements mean that HHS can focus on more challenging problems with an
infrastructure thul is bused on current technology.
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SECTION |
INTRODUCTION
1.1 OBJECTIVE

The abiective of this reporl is 1o summarize results and provide lessons learned for
overall Department of Health and Human Services (HHS) efforts in addressing the Year 2000
(Y2K) problem. This report addresses the following:

rermediation cffors”

risks -

surmmary of Y2K efforts

key lessons learned, including recommendations
long term bencfits

o e e
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Each Operating Division (OPDIV) prepared a specific report ils activities and lessons
learned for the Y2K Project. The material contained in these QP Vegpecific reports has
aeen summarized and included in this report atong with HHS-wide information.

L2 IMPACT OF THE Y2K PROJECT

Government Information Technology (IT) management has undergong radical changes
since the Clinger-Cohen Aet of 1996 was passed. Government I'T organizations have
evolved from being procurement-focused under the Brooks Act of 1963 to focusing on how
oflectively the organizatton uses FT. [n gencral, HHS 1T organizations were in the beginning
stages of this process at the point that Y2K became an urgent issue, The YK cffort was the
Sest opportonity for these new IT organizations o migke an impact on HHS,

+ The challenges faced by HHS and other government organizations in dealing with the
V2K threat were a unique experience for the IT community, Never before had a major
project, which affected all aspects of HHS, been undertaken with an'immovable deadline,

Y 2K could have bad major consequences for HHS s systems and those of its health care
husiness partners, and could have disrupted access o health ¢sre. The need o prepare for the
continuation of mission-¢ritical business processes in the event of sysiems failure has
required IT-dependent organizutions like HHS 1o extend their scope far beyond technology
development ond operations. Program management needed (o understand how 1T was
integral to HHS's business operations and to develop Business Continuity and Contingency
Plans {BCCP) in case of wide spread Y2K failures. HHS had to develop a strategy not only
to make i1s business partners aware of the petential Y2K problem bul also Lo oifer technieal
gssistance to minimize potentinl Y2K risks. The need to provide "command and control”
capability on Day One imposed requiremcnts that are usually met in @ military environment
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or a 24X7 operations center, but had not been provided throughout HHS, The important
lesson is that HHS succeeded regurdless of the diffieulty, due to upper management support
and the quick learning, conscientious planning, and efforts of i1s staff. HHS's Day One
aetivities went as planned and no significant Y2K problems have been encountered.

The focus during the last two years on Y2K has been a catalyst in the matuvation of IT
organizations within HHS. With management support and budget focused on Y2K, an
effective Y2K management arganization was buill within HHS that included participation
from cach OPDIV. Awarcness activities forged stronger atliances between HHS 1T
organizations #nd program staff and built a greater appreciation for the value of IT within the
organization. With the increased visibility, IT organizations have become an integral part of
the HHS organization. As Y2K approached, HHS IT organizations took the responsibility
for preparing the entire HHR organization for any contingency and developing plans for
ontinuity of core bustaess processes. The deeper understanding that has developed within
IT of HHS's busisiess and the role that IT plays in support of core processes cun be a
springbourd for better [T plamning.

#
} While the focus on Y2ZK has taken atiention away from other IT projects, the investments
snade to prepare for Y2K have resuited in o dramatic, fong-term improveraents to HHS's
systems. HHS has leveraged the technology improvements implemented by the Y2K
program o be better preparcd for the future. Obsolete applications have been retired.
Applications are now properly documienied, tested, and have eurrent conttngency plans,
These improvemenis mean that HHS can focus more on challenging problems with an
infrastructure that 1s based on current teehpology.

Because of the attention focused on Y2K at the highest levels of government, many
sehedule and reporting requirements were levied on HHS, Over the months, direct
communication hinks were forged botween the Department’s Senior Management, the Chief
Information Officers {CHO's), and the Y 2K coordinaiors at both the OPDIV and Department
level. These links were key 1o meeting ambitious sehedules - the schedules would never
have been met if old chains of command und communication had been relied on. Becuuse of
the Y2K coordination meetings, OFDIVs now have a better understanding of how their
snission fits with the mission of HHE. Each OPDIV also has a better understanding of the
crifical systems of the other OPDIVS. There is a much stronger relationship between many of
the I'T organizations within HHS. These relationships can be used to implemeunt Presidential
Beeision Directive 63 {(PDD-63) and Clinger-Cobuen Act requirements more effectively, Thig
riew way of doing business relies on teamwork, flexibility, and communication and
represents real progress towards an integrated IT organization at all lovels within HHS.

' For external work with health care partners, States, and other grantees, the projedt
riaanagement challenge was greater. HHS pravides oversight for a number of Federally
funded, State-run or granice-run programs, Aligmpting to ensure program-wide Y2K
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comphiance by working with hundreds of State and grantee ggencies and over one million
health care providers und their provider associations presented an enormous challenge. On
Day One, HHS was responsible for reporting the overall status on the Health Care Sector
based on inpuis from these diverse business partners. HHS OPDIVs conducted many
autreach activities as part of the Health Care and Human Services Outreach Sectors.
Ouatreach activities 1o provide Y2K information and assistance ingluded conferences,
workshops, on-site assessments, lechnical assistance funding, web sites, various
informational mailings, and hotlines.

1.3 SUMMARY OF V2K REMEDIATION EFFORTS
* With the onsel of the new mitlennium, cach Federal agency designed, developed, and
iniplemenied plans to ensure that its information systems were Y2K compliant. In addition,
vach Federal agency developed a mechanism or reporting to the President’s Council on Year
2000 Conversion Information Coordination Center (1CC) on the readiness of the Federal
Covernmend and s Business Pariners to continue (o deliver services at the millennium
thange over wilhout disruption. Federal ageneies spent time, money, and resourees to
nerform the remediation of existing sysiems and to design, develop, and tmplement centers to
Zapiure and repon the use of their mission critical systems, busingss partnersfhigh inpact
reporting, building infrastructure, and related public sector information, Table 1]
summarizes the scope of remediation efforts across HHS,

g
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Table 1-1, Remediation Efforts

. Tatat Remediated Y2K Componenis
OPDIV Lritical Non- Data Telecomm Facilities | Embedded
Systems Critical Exchange Eqgquigment Systems
Bysiems

ACF 45 17 270 205 i
AHRO ] ! 44

- ACA 2 5 21

 CBC 63 |36 3%] 162 213 {009

. FDA 34 234 ] t.G56 s i 66O
HCFA - Internal 25 56 3,200 4{) 2
HCFA - 75 5 (42,015

| External

HESA 5 9 124

| {HS 3 1 143 621 3,165 22613
NI 14 349 3 2610 27 429
NG 3 3 g

| OS ] 45 143 i

| PSC 8 17 104 181 3

| SAMHSA 5 10 i

_*Torat 284 20 146,541 6,273 3,734 28224

Each OPDIY participaied in the remediation process of systems and the reporting of
status of their mission eritical systemns, business partners/high impaet reporting, building

infrastruciure, and related public secior information as part of the Day One activities,

Overall, HHS followed a sct of steps storting from the identification process of assets through
the lessons learned review, as follows:

»

for Health Care and Human Services Quireach Sectors

participating in the President’s Council on Year 2000 Conversion, especially as lead

¢ conducling awareness activitics with HHS IT ereanizations and program personnel
£ £

e recognizing the importance of securing senior program managenent and senior
4 rmuanagement support as early in the process as possible

« assessing the Y2K compliance state of cach system or device

« developing a comprehensive inventory of systems, facibitics, and devices
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performing risk asscssment

identifying critical systems

developing an action plan for cach noncompliant system or device

acquiring or developing replacements or remediating noncompliant systems or devices
thoroughly testing cach repaired sysiem

conducting IV&Y testing

implementing Y2K compliant systems and device

monitaring systems

instizating outreach efforts to health care providers

coordinating information flows with the international Health Care Sector {¢.g. China)

condueting surveys and assessments of State-run, Federally-funded programs and
public health agencies on their Y2K readiness

identifying core business processes and developing continuity plans to ensure that
they could procecd in the ¢vent of sysicm failurgs

developing a comprehensive eontingency and disaster recovery plan to ensure
continuity of eperations

developing an extensive Day One plan to test, monitor, fix if necessary, and report on
critical systems, infrastruciure, high impaet programs during the actual millennium
Iransition

operating a Day One Command Center round-the-clock 1o collect, triage, and provide
real-time information on cach ageney’s Y2K status, summarized at the HHS level and
reparted to the 1CC



1.4  RISK ASSESSMENT

HHS addressed three primary sources of Y2K risk: internal systems failure, Health Care
Scctor failure, and national infrastructure failure. HHS's primary responsibility was to ensure
that no imernal systems failures resuited in a disruplion of service to the public. Through
aultreach activities HHS ook on an added burden for ensuring that Health Care Sector
-sartners that relied on Federal funding were ready for Y2K. Finally, as the Y2K deadline
approached, HHS OPDIVs assessed the impact of national infrastructure failure on core
business processes and developed continuity plans for potential failure seenarios.

While all of HHS’s OPDIVs performed Y2K-related risk assessments, those with major
T investments, Centers for Disease Control and Prevention, (CDC), Food and Drug
Administration (FDA), Health Care Financing Administration (HCFA), and Program
support Center.(PSC) performed major risk analyses as part of the Y2K assessment phase.
specific critcria used for risk assessment included public health and safety, ageney
image/repulation/public trust, financial, operations criticality, policy information,
management information, and facilities/property management. An overlay to these crilcria is
the time criticality of a polential system disruption, i.e., system proeesses operating in real-
“lime face a higher degree of impact than systems supporting processes that deal with long-
ferm issues and trends. Each QPDIV ranked ils systems according to the eriteria and a
seoring methodology. Each risk was identified, assessed for likelihood of occurrence,
assessed for its impact on schedule goal attainment, and ranked accordingly. The results of
these risk assessments formed the basis of each OPDIVs approach to the remediation of
vulnerable systems and development of BCCPs and Day One Plans,

The threat of disruption due to Y 2K errors within HHS systems was a very real threat.
As cach system was assessed and tested, a number of date-related problems surfaced ranging
{rom minor to moderate. Each of these problems was resolved, retested, and all systems
subsequently were certified Y2K comphant, well before January 1, 2000. Specific Y2K
testing had been performed and subjected 1o independent validation and verification (IV& V),
rnaking undiscovered Y2K errors unlikely. By January 1, 2000, most systems had already
been in normal vse long enough to shake out any non-Y 2K problems introduced by Y2K
fixes. Had HHS not prepared for the Y2K rollover by testing all systems before the event,
these problems would not have been corrected and would have had a noticeable negative

impact on the conlinuity of busincss operations.

|

" Risk assessments identified several systems and facilities that would have had immediate
rublic impacts in case of a Y2K fatlure. These systems were singled out for special atiention
during the Day One period. Substantive contingency plans were developed and tested. The

~critical capabilities that would have resulted in the widest impact included:

Centers for Disease Control and revention
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Epidemiological sysioms

Vaceines for Children Data System

Tuskegee Health Benefits Program

TOPS Financial Accounting Sysiem

Puisenetl National Molecular Subtyping Network for Foodborne Disease Surveillance
Public Health Laboratory Information Sysiems

Yaceine Adverse Event Reporting Sysiem

s oo
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Health Cure Financing Administration

» Medicare
o Medicaid

Health Resources and Services Adminisiration

¢  Organ Procurement and Transplant Network (OPTN)
o National Marrow Donor Program (NMDP)

Inclian Health Service

» Network of distributed health care facilities, including the Resource and Patient
Management Systcm (a distribuled healih information system) and medical devices

National Institutes of Health
s Rexearch fucilities and Clinical Center

The polential negative effects of not being Y2K ready could have included the following
{affected agency is in parentheses):

- mability 1o enrolf entitled individuals and make payiments 1o Managed Care
Organmization (HCFA) ‘

~  delayx in Medicare payments (o health care providers, disrupting cash flow,
( and cvenlually impacting their ability to provide services (HCFA)
fi - crrors in payment services puiting Federal funds at risk (HCFA)
| - . Medicare and Medicaid bencficiarics could have expetienced difficulties in
: establishing eligibility siatus due to health care providers” innbility to verify
i their eligimlity (HCFA)
; - imability 1o provide public health services {TBC)

v
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- compromised patient care (NHH, HCFA, 1HS, HRSA)
- inabahity 1o enforee child support orders {Child Support Enforcement -~ CSE) d
- wdentify dehinguent non-custodial parents (ACF)
- compromised paticnt and animal safety at NIH facilities (N1H)
- impact 1o organ lransplant allocations and inability to locate bone marrow
donors {HRSA)

A eomnon core business process at HHS s the administration of health care related
grants. HHS was preparcd to respond o problems with grants administration and payment
systemns by shifting to manus! operations. Manual operations would have allowed grant
award and payment activities o prooced with mininal impact on graniees. Failure scenarios
for grant information systems addressed possible faillures in HHS aceounting systems,

" Treasury systems, State systems, and bank systems. In the worst case, grant payments might
Jave been delayed, preventing granices from delivering services due to a lack of funding,
Failures of grant information systems would bave had mator impacts 1o managing, analyzing,
and reporting performance duts. Morcover; Y 2K-related corruption of grant tracking data
wpight have had negative consequences for HHS ond for grantoes,

b

In the imtial assessment of HHS admunistrative systems and infrastrueture, it was clear
that outmoded bardware and software, cabling, telecommunications, and sceurity systems
endangered the agency's ability to continue functioning after the millennium rollover. All
AHS mission-critical administrative systems were remedied, tested, and continuity and
contingency plans were put in place and tested. Non-compliant hardware, system sofiware,
and applications were replaced. Consequently, Day One risk was low for HHS internal
systems. :

The prunary risks associated with the failure of external infrastructure included
sommunications failures, wility failures, and sceurity intrusions. Continuity plans addressed
communications and utilities failures when practical. According to the President's Couneil
nn Year 2000 Conversion, the likelihood of communieation and vtilitics failures was low and
axtensive or costly contingencies were nol planned for these types of failures, The lkelihood
of seeurity problems appeared to inerease as January | approached. HHS increased
preparations for possible security events in November and Deeember 1999, and response
ieams were available throughout HHS,

HHS assessed the risk of many of 1s business partners, especially grant recipients and
Medicare providers, through telephone and written surveys and site assessmenis. [n general,
HHS busincss pariners are independent liealth care orgamzations thai are ofien funded from
mnany sources. HHS could not dictate or direct the Y 2K preparations of these organizations,
inaking assurance that they were ready for Y2K difficult. Survey results indicated that most -
business partners were ready for YZK by late 1999, Failure of HHS's business partner
systemss could have resulied in deloys in processing Medicare claims and making payments 1o

3
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Medicare providers, an delays in billing Mcdicare and other paycers, disrupting cash flow, and
eventually impacting their ability to provide services.
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SECTION 2
I DATA ANALYSIS FOR LESSONS LEARNED
2.1 METHODOLOGY

HHS developed a methodology 1o ensure systematic data analysis as a basis for
detennining lessons fearned. These lessons learned were not limited only to romediation
efforts. HHS used cight general phoses, and associated activitics, to initially categorize data
received from the OPDIVs, The remaining information was derived by combining the
individual QOPDIV report details into a “high-level” view that represents a consensus of near
consensus view. The associated lessons leamned or recommmendations are presested i fater
sections of this document.

2.2 SUMMARY OF YZK RESULTS

Table 2-1 contains a summary of the Y2K resulis in the individual OPDIV reports. The
phase and uctivities column entries were taken direetly from the original report iemplale
provided to the OPDIVy by the Departmient.

The columm definittons are:

3

. [ « Phase: CGeneral ealegory of activities, including Management, Awarenaess,
Assessment, Remediation, Validation, Implomentation, Risk Plananing, and Day One

*  Activities: Main activities performed in 2 given phase

« Primary Approusches: High level sieps or processes laken fo perforn aa activily

¢« Resulis; Ead result of performing the activity; effectivencss of approach

¢ issues: Keported problems or difficuliies and their impact on performing the activity;
unexpested resulis or oecurrences that should be noted

s Long Term Benefils: Tangible produets, processes, or concepts that have future
benefits {Recommendations or lessons learned relating (o these items are presented

kder)

When deemed important for conveying an gdequate understanding of the dats, individual
IPDIVs were identified.
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Table 2-1. Summary of Y2K Results

Phase

Acetivities

Primary Appreaches

Resulis

Issues

Long Term Benefits
(product, process,
concept)

Management

Funding,
Siaffing,
Resource
Planning

Establish “buy-in” from upper
level management

Quantify funding nceded;
identify sources; oblain
funding

Establish a Y2K 1ask florce
with o top level coordinator
and sub-coordinators by each
OPDIV, us necessary

Identify seope of problem and
staffing needs; allocate
resources; use cost-efficient
contractors when appropriate
Develop overatl Y2K
management plan and project
schedule

No crinical Y2K
problems
encountered;
continuity of
business functlions
preserved

In general, project
schedules were
ket on track

Direction and guidelines
from OMB.GAQ,
Congress, and HHS need
to be timely and elearly
defined

Inadequate or incomplete
planning caused various
problems (requirements
creep. staffing allocation,
etc.)

Established framework
for commanication
berween and among
OPDIVs, panners, and
other agencies

The successful approach
using a task force with
single can be applied for
other projcets

Improved methodologies
for project planning and
risk management

{8 ]




Long Term Benefits

Phase Activities, Primary Approaches Resulls Issues (product, process,
convepl}
Reporting Standuard monthly reporting Periodic reporting | *Standardized, across- s A well conceived,
within the OPDIVs, with ad assisted in the-board” reporting standardized reporting
hoc reporting as required. keeping projects guidelines and metrics method that facilitates
Quarterly reporting 1o OMB, on schedule not always appropriate accurate top-level project
GAQO and Congress for individual projects management
and had some negalive * |mproved sharing of
impuct (e.g., oo much information between
Management reporting); need ability 10 organizations
i cuslomize reporting
requirements
» Addressing changed or
new requirements on
short nolice
» Excessive ad hoc
requests for information
Wrap Up e Analyze results and issue a Each OPDIV * Notall OPDIVs adhered |* Documented Y2K resulis
Lessons lessons learmed report issued a final to the document template, plus lessons learned that
Leamed report (varying muking the rollup more can be applied to luture
Management degrees of detail): difTicult projects

1 eonsolidated
summary report
was also produced




Leng Term Benelits

Phase Activitips Primary Approaches Results Fssues {product, process,
CONCERL}
Avaranes Devclop on overall awareness Al siakeholders  » Mo major problers, 2 * improved swareness of
Withat Agency plan and ideatify 8 ram 0 were wedl few instances of getting gencrat 1T issues {e.g.,
implement it informed an V2K wtaft 1o ke "owpership” security}
Disiribute information via iSsues of the moldem
erusil, the web. or other *  Dhstribuling matsrks
media {e.g., posters, videoss eleewonically moy
Promuigate Y2K messages eguite uiers o
AWareness from the Deputy Secreiary 1o provviively aceess H
u#t HHS empiloyess. andfor have knowledpe
Same OPDIVS held o Y2K of hs exisience
Awareness [Day
lHeld frequent managemens
and technical meetings by
team in proactive efforis
Establish CIO Y2K Web Site
Establish OPDIV task forces Partner » No significant issues «  New business
Partner established points of contaci refationships and selationships formed,
Relationships wilh partners contacts were cxisting relationships
Creation of joint private and established strengthened
Federad Health Care and
Awareness

Human Services Quireach
Sectors

Deputy Secretary held
reelings with Heghh Care
CEOs
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t.ang Term Benefits

Phase Activities Primary Appreaches Resgits Issues fproduct, process,
concept}
Outrgach 10 Tuilor cutreach programs *  Puriners were *  Muost OPDIVS bad no Orarench program
Parioers Dyistribuic information via kept well IRBUES “emplae” that couhd be
email, the web, or other inforpwd o8 YIK e S - Field locations, wmitoresd for other lurge
media {e.g., posters, videos, issues particularly Trite projects
targeied mailings} » Pariper YK managed, did not fully Accumiie pariner cOMact
Conduct assessments ond complime compreherd the wnpact nformation datubases
surveys of affected industries progress tracked ol Y2K and 18 had wo Beter undersianding of
{e.g., FDXA and the place g ol of their how parioers view and
pharmaceutical industry) resourees on the implement “patiom!”
Hetd Y2K Awnreness Days awareness elfort projects of this type
Puriicipate in mulu- »  HRSA - Pariners only .
organizationat working partially funded through
groups and confercnces I'{RS:@ and responding to
Survey pariners for relited ‘h"f‘EK SUTVEYS Wis not
Isses a high priority.
Awareness Assist partners on their pws Distribotion probilems for

Y2K compliance planning
Coordinale with National
Governors Associntion and
National Association of State
Information Resources
Exccutives (NASIRE)
Human Service Sector
(represertatives from HRSA,
HOFA, SAMHBSA, AoA,
ACKF) produced a sector
outrench plan providing YK
infarmation 10 sl levels of
hursan service providers
Heatt Care Sector did the
sme.

SRVEYS - Contlact nfo not
current.
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Long Term Beasfin

Activities Priswry Approaches Resalis fssaes n fproduct, process,
) cencept}
Code Directinspeetion or testing of All in-house code Dreveloped Security * Reourity congerns
Assessment gode using sofiware tools assessed Plang, idemifind aod Heanfied
Use manufacturers” product Potential interface | addressed known
information 1o assess COTS problems with deficincies,
software external programs Bome veudors 818 o
Assessment Develop a remediation plan and dala update !beiz'pmaiui:m_ for
wxchanges YK oomplisnee wmil
identifted tote i 1959,
Remediation
. plans developed
Asset Use both manuat {e.g., Accurale Security vainerabilities »  Axcurate inventory of
Identification surveys, direct inspection) inventory of discovered in some existing hardware and
and automated (ools 10 existing hardware OPOIVS soflware
inventory alt hardware, and and software Coteporization of systems | »  Proven dats eollection
sofiware, and facilities Redundam or was net coordinated with methods to support
Assessment Categorize assets (mission unneeded systems categorization of business conliguration

critical, normal, low priority,

were idemtilied

processes, resulling in

munagement of assets

eI} and retired some inilal corons in
BPevelop o remediation plan cawegorizing assets that
hod to be corrected fuer
e g -
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L.ong Term Beaefits

Remediation

Activities- - Primary Appreaches Resulis issues ipreduct, process,

' LomeRptl

Seftware Develop “windowing™ Large numbers of Vendor information not Beneficial system
Bemedinion software 1o convert externafly applications g atways tmely: DRCE upgrades that may aot

received data to Y2K
compiiant

Use standard software ool
0o correct code

Develop replacement sysiems
that are YZK compliant

Use vendor supplied paches
Exchange information {user
groups, published standards
or guidelines, ete.}

- SYSIOmME WETE
sureessfutly
remedisted on

schedule

{ALFY had 1o change
from repuir 10
rephavement midway
through due w0 an ATET
fransher protove! change
LCOTE remedintion
reguired vigilance fund
resouresy due 10
frequent vendor paich
releases

Neot asing stanelard
software development
processes fengthened
those particular
remedintons

have been performed
otherwise

Increused knowledge of
sysiem funcrionality and
inferfaces

fmproved network
security
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Loug Teras Benefits

Phase Autivitien Primary Approaches Resulls besues fprodust, provess,
sgntent)

Equipment Examine or test {using + Equipment OMB changed deadlines e Upgraded, compiiont

Replucerent industry standard methods) successiully and reguitcments midway pauipment

Planning - gquipment for Y2K upgraded or through the process
somplianee replaced; for caused addivonal
Upgrade or replace some QPDHVs planning and realiocation

i squipment; each OPDHV had this was upwards of resources
Remedistion its own smategy for doing this of 3000 iters

Develop no overaliplanand [+ Some
schedule 1o manage nencompliunt,
remediation since it was 3o gopcotical eass
eatensive undertaking oot repiaced
Use contractors 1o do the
work

Testing Drevelop o test plan and s . Al testing was PSC was requiced to »  Documented procedures
identily test software {u successfully perform ao end-to-cod for plaoning and
variety of COTS packoges compleled system (o5t without direct exeruting lrge soake e
were used) ’ authority over alf systems | »  Increased awareness of
Use contractors 1o conduct in the process, which nuy the imponance of

Yalidation the tests have resutied in configuration

Creote or simulate the test
envirenment and conduct lest

unreported probivms,

A few difficulises with
being able to advance the
date within the system
operating environment

mansgement and quality
assuranee, unproved UM
and QA procedures
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Phase

Long Term Beaefits

Activities Primary Approaches Resulls LT {praduct, progess,
’ gomcepi}

Vav Sefecr approprivie V&Y « ABIVEVwork e A few OPDIVS reporied An established VRV
contracior {neatly all IVEV wis performed on startap difTioiies provess thut cun be used
was contracied out) schedule {roordination with for other asprots of 1T
Plun and exetute kests, report comractors) but work Better sysiem
resklts was finished on schedule documentation {a result

' v FDA reported some of needing ¥ for the
Vatidatlon defficudtios with sysiem V&V pracess but B
owrners provihing resulis should normally be done
in none-standard formats during syskem
or o being present o development)
[fok3ss

Recertification Primarity performed by » Al systems o Anproving system Upgraded, compliam
contractor recertified on changes needed (o meet systemns and a baseline
Develop and execute fest plan schedule PIOQIIn requirements configuration datsbuse
for certification after IVEV and Impraved web version of

recertification OPTN available whead of
+  Needed a better nominal schedule
Validation understanding of change Using a eontrotied system

control after certification
(PSC)

+  Preventing system
owners lrom making
unauthorized changes o
certified systems

development process,
with uplront plunning,
reduces later work effort
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Lang Term Benefits

*Phase - Actividies Primary Approaches Resalfs fssues {product, process,
. SORLLDL
Implementation Esuablish an implementation |+ Implementaton Having o “hard” deadline |+ Experience in
phin und schedule geoerally forved sorme ewly eoopdinating lirge scale
Incorporate change sucressiil deeisinns based on projests of this type
MABALCIHERL 10 INSOTpoTae +«  New working preliminary o7 *  Incressed standardization
i phn flexibility und insnre groups and trwompinte information of systoms within cachk
requirements stuy satisfled partnerships Change control after OPDIV and w0 a losser
Implementation faciiigzed %mpiemcmation FLBING exient aoross OPTHVY
planning, wporant
. scheduling
equipment

instafiations, and
genenal sharing of
information

Implementation

Moratorioms

Develop (or lollow existing)
maratorium guidelines and
waiver request procedures
Evaluate and moenitor
implemented waiver requests

s Selecled waivers

were granted by
the Bepartment,
not all OPDIVs
requested waivers

s  Moratorium

facilitated overull
Y 2K compliance
and readiness

Moraoriums delayed
new system functionality,
must apply judiciously

o Ohssificarion of mission
criticat vs. essentisl vs,
nen-critical systems
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Long Term Benefits

Risk Planning

starting point for planning
Develop OPDIV plans for all
I'T systerns and infrastructure
implement and test

developed and
lested
Addilional
information
gathered on
rystem
components and
their relation to
business process

Phase * Avtivities Primary Approuches Resuliy bssaps {product, process,
- CONLODTE
Continuity Uise GAD continully planoiog [« Business IHE did ool receive plon Revised and up to date
Planning guidelines a5 a slurting poiot PrOCEssCS wWere reporis from most cominity nlans et can
: for planning evahuted and Tribaly nuvaged be apphind o varkws
Dovelop an OFDIV- renked, Hom progrms and could oot dinaster sconariog
customnized BUCP “mission critical™. report on thelr st Risk assussment
Identily failure scenarios essential 40 non- ACF - Oversight agencies methodologies
Amitlyze processes, conduct critical shified focus from Improved documentation
interviews, identify eritical | BCCPs were SYSIEME COMIMGERCY o of business processes
Risk Planning funciions updated of busme:fs comtingity ke in
Implement plan and provide ceeated zo*n:ﬂect the pro Ject causing some
neeessary fraining to siaff the analysis unceriainty about plan
. results colent
+  Training provicled N1H - Bruring risk
+  Most OPDIVs planning dud not inlerftre
performed some with gngoing paiient care
type of business ang resenrch activities
process continuity
testing
{Contingency Lse GAO contingency » Contingency same as for continuity Reusable (with some
Planning plunning guidelines as plans were planning modification)

1

contingency plans for
ather I'T disaster
scenarios

2-11



- Long Term Benefits

Phase Activition Primary Appreaches Resulis Essues {product, process.
- concept)
Duy One Center Develop overall plin, se1up  |e Al Day One Peregrine software was | »  Experieoce io planning
Preparation coemand conters, dry run Centers were ased for status reporting and operating 8 command
Wty ready on sehedule and plinming fosk sction cener
Provide training for siaff *+ Dryruns items, H sulficient lead- :
« Clearly defing reporting conducted g had breo available,
roquirements and saifroles, jo  Developed each OPDHY would hove
arw! interfoces with the procedures and fﬁ}}? meorporated and )
Dav One aasionat HHE commmand mechamisms {e.¢., efficientdy Wﬂi Pepugring
- corer use of WWW} for for OFDIV incibent
collecting and reportiog and reduced
reporting Day Une development
mformation COsts,
+ Establish
maragement wnd
decision making
hierarchy
Day One Perform Day One activities s |*  Day One roltover Communication issues »  Various software tools
Ciperations planned proceeded (i.e., the ICC chanyed that can be reused in the
smoothly with no their access future for similur
critical problemns methodaofogy, which SCEnFios
reported caused instrucrions 1o the | » Security tracking and
¢« No Y HHS OPINVs to delayed exchange of information
difficulies and left linde time for with QPDIVs was
Day One associnted with testing ) valuable
using IT Employee compensanion

mirastrucigre for
data collecdon
and reporting

+  Reveral instapces

of ynsuceesstul
hacker attacks

issues For Day One
atiivities
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Activities

Long Term Benefits

Fhase - Primary Approaches Resulls Issues {praduci, process,
concepi)
Continuation + ontinue with exception ¢ Successfl *  No major isstes No new items
Through Da i e .
Day One hrough Day reporting and general rollover
Sixy moenitonng
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SECTION 3

LESSONS LEARNED

The challenge of Y2K was the combined requirements for sofiware development,
hardware aequisition, and proeess engineering. HHS’s IT staffs had never been

involved in a project of this magnitude before, and, unlike other projeets, one that had

an unmovable end date. A viable solution to the challenge required the staff to
develop seenarios that could occur in case of a Y2K induced failure. By working
through these seenarios and analyzing the results, the Department and the OPDIVs
learned lessons that can now be applicd with confidence to other large 1T projects
(e.g., PDD-63).

The key lessons learned by the Department and the OPDIVs are summarized in
Table 3-1, which lists major lessons lcarned by two general eategories: Management
and Process. Within these groups, the lessons leammed are listed in an order that
reflects the number of organizations that reached the same conclusion.

3.1 KEY LESSONS LEARNED AND RECOMMENDATIONS

Several factors aided the Department and the QPDIVs in the successful
resolution of the Y2K problem and can be applied to future large-scale projects
(the item numbers refer to Table 3-1 entries). The factors include:

3.1.1 Obtain the Support and Backing of Management

The Y2K problem would not have been resolved successfully without upper
management supporl al the Department and OPDIV levels. (Sce Item 1.) Early in
the project many of the OPDIVs sought and reccived a solid commitment (rom
their top management as well as the Secretary, the Deputy Secrelary, and the
ASMB. This commitment was vital to the basic success of the program. Without
the strong endorsement of this management team, it would have been impossible
Lo muster the quality and quantity of resources required for tackling a project with
the scope and magnitude of the Y2K rollover. The range of resources allocated by
management over the life span of the Y2K project included staff, funding,
software, and cquipment used for numerous activities (e.g., outrcach programs,
policies and procedures). In general, active involvement, oversight, and
management by senior officials made it possible to resolve problems quickly,
allocate resources effcctively, and cnsure agency-wide commitment Lo the cffort.
In addition, the IT team could not have completed the tasks nceded Lo identify and
resolve Y2K issues withoul the assistance of aclual uscrs.

» Te be successful in a projeet of this size, upper management must support
it and assist in identifying essential resources as soon as possible,

3-1
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3.1.2 Develop Budgets and Secure Funding Early in the Process

Effective IT program management requires garly budget allocation. {Sze ltem
4.} Program managers cannot plan the work, stafling, or contractor support
without knowing that the funds are available. Good planning is an essential
ingredient in this process beeause budgets must be developed early enough in the
project’s life cyele so funding can be made available, as ¥t is needed. Without
sufficient funding, staffing, equipment, serviges, and supplies can not be secured,
Whenever possible, oversight agencics should generate data requests in the projeet
to support funding requests and budget estimates early. The data requests should:

» inclede sufficient direetion

e define all the constraints bounding the particular budge! exercise (e.g.,
time hmitations, what the money can be used for, and the approximate
amount of funding anticipated)

o idenlify the source of the funding

e give an approximate or agtual date when a funding decision may be
expected. If there will be multiple steps in obtaining the funding, explain
the process being used and the possible dates for the follow-on data
requests

» provide the likclihood of attaining the requested funds

¢ allow ample time for responding organizations to develop and submit the
appropriatc data

v

Future large-scale tasks must have suflicient budgets identified and
funded at the task’s outsct to maximize success.

3.1.3  Encourage Coordination, Ceoperation, and Communication

HHS 1s comprised of numeraus OPDIY sites and offices threughout the
country. Each office may operate slightly differently than the home office
operates. One of the most grucial clements driving the success of the Y2K
complianee project was cffective communication, {Sce liems 2 and 5.3 Each
QPDIV was not anly obie to communicate effectively imternally, but also to reach
out to other OPDIVs and agencics, as well as 1o non-governmental business
partners,

Coardination and timely communication were vital 1o the success of the project.
An open flow of information among all the parties reduced confusion and saved tine
and mongy, Organizations learned frons other’s mistakes and did not reinvent good

3.2



ideas und solutions. Communication lines must remain unbroken from top
management, which provides the overall vision and siralegic guidance, to the
operational staff, who must pul the vision into practice by implementing the
appropriate sei of tasks and activities.

» Effective cooperation §s necessary for project success.

¥* In order to maximize suceess for Muture all-encompassing projects, the
communication links and contacts made during the Y2K project should
be maintained. Communication methods varied depending on the
OPDIV, buf the geul of maintaining cfficient and cosperative
relationships did not vary,

3131 Web Pages and Het Liney

As stated previousiy, effective and comprehensive commumication within each
OPDIV and among OPDIVs was crucial in this project’s successful completion.
Many OPDIVs and the Department developed web pages as a conduit for
information dissentination. For example, FDA and IHS developed web-sites
devoted to providing status information concerning medical devices threatened by
Y2K ron-comphance. This technology also proved quite effective as an oufreach
tool, providing update information o the poblic as well as to HHS’ business
partners. [n another cxample, OS developed the CIO Sceure website and the
Peregrine Day One Report websile o ensere that the communication channels
developed during the Y2K project remain,

> OPDIVs should maintain their web pages to be as current and useful as
possible, preferahty with automated npdates.

Hotdines also proved to be a usetul tool for information dissemination. PSC's
Emergency Response Center, HRSA, ACF, and other agencics developed
eentrahized calling centers 1o provide Y2K status information. Either recorded
mMessage or person-lo-person communication provided infornation. A HHS
National Operations and Sceurity Center could be an 800-service hotline center
using Automated Call Distributor and voice response units.’

»  Futore large-scale projects would benefit from bot line utilization,

3.1.3.2 Communication with States and Business Partners

The Departrnent and the OPDIVs must communicate with State, local, and
tribal stakeholders concerning Health Care and Human Services issues. However,

identifying the appropriate organization within the Siate was an arduous task. For
example, the Stafe ClOs report to differcnt components thun the State Health Cure
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Organjzation. Some Staices delegate Health Care responsibilitics to county
govemmenis,

Eflective communication was vital for the suecess of the Human Scrvice
Outreach Seetor {i.e., a group composed of representatives from HCFA, HRSA,
SAMHSA, AoA, and ACF). This group effectively communieated and
coordinated with the Slates 1o assure those programs such as Child Wellare, Child
Care, Temporary Assistance for Needy Famities and others would not be affected
by anv Y2K-related failurcs. Scetor outreach plans were distributed, informative
web pages were developed, and help desks were aglivated o reach the numerous
recipients of the Sector’s services. Without the dedicated effort of this cross
agency tcam, program beneliciaries would have endured undue and unnecessary
goncern over poltential Y2K induced probiems.

Future projeet challenges will require the Deparhuent, us well as its OPDIVs, to
eoordinale infonmation Nows with the Stales and business partners to minimize
redundant communication, provide carly identification of responsible parties, and
maximize effective communication,

# Standard appreaches across HHS OPDHVy need to be used to reduce
confusion at the Siate, local, and Tribal levels,

3.14  Definc and Understand the Scope of the Project

This step includes the necessity to ecommunicate the challenge o alf partics
involved. 10ensures that valuable resources can be applied to mlvm;, the root
problem and rather than treating symptoms, {Sce hem 7.)

The carlier this task 1s accomplished, the more time an organization has o
develop designs and plans, carry oul preparations, and conduet operations. In
addition, it allows an organization (o assess its own capabilitics and shortfalls
with relation to the chalienge being tackled. For example, by addressing the
probiem carly on, OPDIVs were able to determine what parts of the Y2K project
required then to seek ouiside, independent expertise. Afler making that
determination, they were frec to pursue getting the right contractors for cach job
without rushing through the critical steps of the process and possibly making
costly nustakes.

N,

» 1t is imperative that the scope of the project be clearly defined catly,

35 Ingtitute Project Management for I'T Programs

The Y2K program required solid project management practices. {Sec liem 8.}
The progress and status of activilies needed (o be monitored and sssessed on a
regular basis. Refining prioritics, updating resource allocations, assessing risks,
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developing plans, and revising schedules and budgets based on trustworthy
information was paramount to keeping the Y2K project on track.

3.05.1  Scheduling

The first step in any large-seale project is to plan the work that has to be
accomplished to reach the goal. For the Y2K challenge, HHS had to evaluzic
every syslem and the work that would be required to ensure system operability.
Detatled schedules with interim milestones were produced throughout the
Department. This standard practice proved beneficial when additional milestones
were imposed by other government agencies. To accommodale such additions 1o
the workload, OPDIVs adjusted their schedules 1o meet the necessary
requircments.

> Scheduling will be required for any Tuture task of a similar magnitude.

3.1.6 Develop, Implement and Enforce Change Control and Configuration
Management

Use of a comiprehensive change control and configuration management
methodotogy was vital to the Y2K projeet. (See htem 12} Maodifications made 1o
applications, systems, and plans that did not follow standard practices eomplicated
and lengihened the remediation process,

To pssess the magnitude of potential ¥ 2K problems, each OPBIY had to know
what 1T assets were in place. To accomplish this goal, o vancty of non-~standard
invertory spread sheets and data bases were developed listing every major ,
soflware apphication, 1T system, and supperting peripheral that could be affected
by Y2K. Non-compliant cquipment was removed from service and replaced with
new, Y2K compliant hardware and software, However, sutomated configurstion
management, asset management, and problem thanagément arc required.

The IV&Y {esis perfenmed for determining systern compliance provided the
Departiment with detailed information concerning their systems.  An additional
product resulting from this effort was o database of the Department’s business
partners. This database will prove quite valuable for fulure large-scale projects,
which may require exiensive commaunication outside of the Department,

# The Department needs to maintain the comprehensive asset inventory and

eonfiguration management. This database will provide the Department with

an sccurate mventory of all-existing hardware and software.
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3.1.7  Focus Oversight Reporting on Critical Aspects of the Pregram

Many reporting requirements were developed by oversight agencies. {See
ltem 2.) New requirements eontinued 1o be received throughout the process. This
conlinuous process complicated an already complex project. As a result,

» the intended audience was not clearly defined
+ the time allocated {or report generation was not sulficient
»  formatting and tempiate requirements were inconsistent

s requesis were redundant and exeessive due (o a luck of coordination,
consolidation and reuse of original information by oversight agencies

» changes m gurlance were made at the last moment throughout the progess
s chiectives were not communicated elearly

Same ad hoe reporting/data requests for Y2K had unclear ohjectives causing
additiong intense work effort, whieh proved costly to produce. Although many of the
reparts proved quite beneficial 1o the requesting organization, the additional tine
required fror the OPDIVs mterlered with the tasks being perfonned,

3.1.7.1 Reporting

The number of participants involved in addressing the Y2K problem made it
difficult to quickly ascenain status. HHS’s OPDIVYs prepared 2 set of standard
reports, which documented progress toward program completion, The Office of
Management and Budget {OMB), the General Accouniing Office (GAQ),
Cangress, and the President’s Council on Year 2000 Conversion Information
Coordination Center {1CC) also imposed reporting requircments on the
Department. HHS also required additional reports from each OPDIV to stay
abreast of changes, The number and variety of required reports, as well a3 the
different report mudicnces proved quite daunting and imited the time available to
peeform standard dutics,

A proactive approach will minimize unproductive activities and contain the
mroject’s scape. Any change to-the initial set of reports must be communicated in
a timely manner (o all enlitics responsible for reporting. In addition, the
Department should generate summary reports with inputs from the QPDIVy, ag
needed. Maintaming the communieation links and cooperative relationships
should simplify this centralized reporting.
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¥ Upon program eutset, the reporting requirements need to he identified,
communicated, and follewed. Similar reporting needs should he
coordinated and standardized across Agencies and Departments,

3.1.7.2 Command Centers

The polential severity underlying the Y 2K projcct required cach OPDIV and
the Depariment as a whole (o facilitate command centers. Many OPDIVS have
not operated in a command ceniter cnvironment, so the concept was new 1o them.

The Deparimaent should establish a National Operating and Seeurity Center
{NOSC} to which OPDIVs provide system and network and management data and
analvses. If contractor support i needed to help facilitate a center’s operations, it
is betier to ensurg contractor expertise early in the project’s life.

> Future large-scale projects, which rely on cffective communication,
should consider maintaining o consolidated command center to act as an
infermation-clearing heuse for the invelved partics,

3173 Stofus Reperting.

The Departiment deeided on a web-hused tool to report Deparimental status (o
the 1ICC. Most of the OPDIVs chose to use this tool to report their status to the
Department and were trained to do so. Although the tool depended on the 1T
infrastrueture nud was, therefore, more complex than a simple manual system, it
capabilitics out weighed the complexity and risk. The tool can also be used on
future projects {e.g. PDD-63).

»  Future projects should carefully determine reporting requivements and
select an appropriate took or method. Other considerations such as rouse
of taols should alse he considered. '

318 TestIT Plans and Sysicms

It order to validate s plans, the Departinent and the OPDIVs conducted
reviews, lesls, exercises, and simulations. {See ltem 2. These served two
purposes. The first purpose was to ensure the guality of the plan before it was
exceyted, angd the second was to help reinforee the training through “hands-on”
experience for participints {ie., the personnel responsible for earrying oul the plan
when the real event occurred). Applications and end-to-end systems were tested
for interoperability and correct operation before the date roliover.

> Festing was vital to the success of the YZK program.
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3.L9  Adopt and Implement Uniform and Established Methodologies

The Department and the OPDIVs planned and implemented the overall Y2K
program based on the adoption of several established, proven, and authoritative
methodologies, {See ftem [0} For example, the OPDIVs executed and vevised their
Y2K programs under the direction and guidance of GAO documentation. This served
two important purposes. [ provided a uniform methodology shared throughout the
Government, thereby allowing common communication when required among
pariners; and it provided a strong source of authority for the approach taken. They
also hinplemented proven and established methodologres in the key areas of business
contituily planning and automated system testing, verilication, and validation.

3.18.1  Basiness Continuwity and Contingency Planning (BCCP)

As directed by the GAQ, cach OPDIV developed a Business Continuity and
Contingency Plan (BCCP) for each mission critical system thai could be followed
mcase of a Y2K energency. Core business practices along with mission critical
systems and business partners were identified and documented. Continuity plans
focused on how services offered by HHS could continue 1 case of ¢ Y2K induced
faiture, while contingency plans focused on the reparation steps needed 1o bring
systemg back oneline, This time-consuming task provided each OPDIV the
opportunity 1o fully evaluate bow it conducts business, how the available tools
help facilitate business, and what needs 1o be completed to continue their mission
to the public,

¥ BCCPs will provide cach OPDIV the guidance required during any
cmergeney that affeets normat operations.

»  Each OPDIV should maintain a current BCCP to reflect changes in
operations,

J.1.10 Assign Personned with the Necessary Skills ang Talents

Good management, decision making, and organizational skills are required to
lead 1T projects of the scale and scope of the Y2K program. (See liem 6.)
Staffing essential positions with skitled peoplc is essential for success of Jarge-
scale 1T projects,

31001 Staffing

Effective program management requires the best stafl mix to complete the job,
Each OPDIV identified a Point-of-Contact {POC) to sct as the Y2K coordinalor
{i.c., the focal point for all Y2K information gathering and dissemination}. The
POC was not usually the CIO but had the support of the ClIO (o perform the job.
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Wark groups brought logether staff from disparate offices and worked oul
requirements with all the participants mvolved.

»  Future challenges of a similar magnitude will benefit from appropriate
POC assignments and work group initiatives.

QPDIVs need to use HHS Desk Officers as extended stall. Desk Officers
need o participate early in a proeess to consure that suecessful
comnunication between each OPDIV and the Department continues.

w

100602 Compensation

Projects that require substantial staff overtime are common in private industry,
which has the means and methods to compensale siaff who work long hours,
Employee dissntistaction is thus mitigated once exeessive overtime starts.

» Compensation plans must be addressced early in the process te ensure that
the best staff is available and that their efforts are appreciated and
rewsrded.

3001 Use Independent Testing and Auditing for Quality Assuranee

V&V was a ritical componeni of ensuring compliance and reducing risk. {See
11} Quality assurance was enhanced and confidence in the systom/plan improved by
having an objective reviewer approve/validate the system/plan, Independent audits
and status asseysments conducted during the project also served as valuable project
managament lools,

3.2 LONG TERM BENEFITS

The ¥2ZK project required extensive program management, participant
gwareness, system assessarenl, soflware remediation, system validotion and
verification, risk planning, Day One planning, and efticicnt communication within
and outside HHS, To successfully overcome the problems that could emanate
from a YZK induced failure required the Department to produce an all-
encompassing approach o reduce the possibility of failure, and decrease the risk
should failure occur. Although the direet results are evident (there were no
substantial Y2K probloms in HHS), indirect rosulis arg not as evident but just as
wnportant. These include the following:

» Heighicned mwsireness toward security issues was one lopg-tonm benelit of the
Y 2K project, The real risk of hacker activity was minimized by
comprehensive approaches 1o secure internal networks, as well as networks
connceted o the public via the Inlemel. Firewalls were purchased and
installed; processes were developed and insutisted; and 1T stalfs were trained
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on security measures that, when used properly, could identify network
vielalions,

Configuration Management {CM) processes and their applications were a
result of the YZK project. CM became an essential process in determining
software viability. The underlving methodologics in CM will assist [T staffy
lo gather the needed information to maintain their system wveniory databases.
Proper adherence to CM and standardization of CM across OPDIVs should
help identify tools that can be used in fuwre projects of similar magnitude,
thereby minimizing additional budget expenditures lfor new systems.
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Table 3-1. Key Y2K Lessons Learned

N b Key Lessops Learned

ACE
And
AHRL}
L4
¥ida

SEA
N
[{3R3
bt
s
PR

e 1

SAMIISA

= [TOTAL

i M Livt management support aad backing early in the projest,
Maininin senior leadership awureness and invelvement in
strategic 1T issues, Pirect and continuing Involvement of senior
munsgement i viksl, Active ipvolvemcont. oversight, and
mangpement by senior officials made it possible (o resohy
problems quickly. allocate resources effectively, and ensuore
agency-wide commitment.

»,
>
b
o
y
o,
o
]

)

2. M Cross coordination and communications are important mmong all | 8 X X XXX X i X
parties invelved (e.g. among GPDIVs, among vovernment
agencies, between government and partncrs, between
government and customers, and among partners). Coordiniors
proved 10 be a valuable resource. Commurication nwst flow in
both directions across all levels.
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Key Lessons Lesrned

ACF

E Y17,

AHRE

one

FDA

HOE

HRSA

HiS

NiH

psC’

HAMINA

M

Repurting to oversight apgencies can cause confusion and
consume unnecessary resources when the reporting requirements
snd gosdelines are i1l defined. Speecific exumples provided
inchude:

*
-
L

L3

&

.

Some ad boc reporting/duta requests for Y2K had unelenr
objectives causing additiona) intense work effort, which proved
eostly to produce

= [TOTAL

intended audience not defined.

insufficient time allocated for report generation.
inconsistent formanting and template reguirements,
Redundani/excessive requests due o lack of coordimation,
consefidation, and reuse of original information by
oversight agencies.

Last minute changes in guidance.

Unclear obicetives.

X

v

”
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No.

Key Lessons Learned

ACF

AnA

AHRQ

cocC

Fba

HCFA

HRSA

ms

NI

Os

SAMIISA

Projects require real funding lo muke progress. Evaluate and
plan for siafffconiract resources eurly in the program. Request
funding data and estimates early in the process and provide
clear direction. Allocaie sufficient resources to accomplish the
sk, Whenever possible, oversight agencie.ﬁ should generate
data requests for finding requests/budger estimates early in the
project. The dara requests should:

s Include sulficient direction,

s Define all the constraints bounding the particular budget
exercise (e.g., time limitations, what the money can be used
for, and the approximate umount of funding anticipated).

¢  |dentify the source of the funding.

+  Give an approximate or actual date of when a funding
decision may be expected. If there will be multiple steps in
obtaining the funding. explain the process being used and
the possible dates for the follow-on dala requests.

¢  Provide the likelihood of artaining the requested {unds.

Allow ample time for responding organizations Lo develop and

submit the appropriate data the first time.

o [TOTAL

P

”

Ensure open communication between management and stafT.
Ensure a sense of ownership in any process by communicating
the overall vision and strategic guidance of lop management
across all levels of the organization.
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No.

Key Lessons Learned

ACF

Ao

AMRQ

cbC

FDA

HCEA

HRS5A

IHS

NIH

05

PsC

SAMHSA

Pick people with good organizational and decision-making skills
to lead key projects (i.e., “*maich 1alent to the task™). The
program required attention to detail and persistent follow-
through. The focused attention of a project coordinator was key
to success.

» TOTAL

Clearly define and understand the problem early in the process
50 that you can solve the real problem and not just treat the
symptoms. Ensure broad conceptualization of project at onset.
Work smarter nol harder and avoid “haste makes waste”
problems by understanding the problem and conducting
planning appropriate to the task at hand.

M

Develop a viable methodology for monitoring project progress
and evaluating risk that does nol lead to unnecessary atlention
and concemn due to flawed status information. Project focus
must be maintained at all times. Collect and use preject daa in
a timely manner. Prioritization of activities is very important,

Comprehensive testing of the IT environment is vital. Testing
and “dry runs” of plans were important means of ensuring
whether staff knew what to do. End-to-end testing was a
valuable component of ensuring system interoperability. A
cogent process for testing applications is required for
applications before they are released. Rehearsal activities were
essential.

-~
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Key Lessons Learned

My

Al

AnA

AHRQ

chC

I'DA

IICTFA

HRSA

IHS

NIH

04

PsC

SAMHSA

Adhere 1o industry best practices regarding IT infrastrueture.
Adopt and implement uniform and established methodologies.
Good standards and procedures were importani. Standardized
procedures, products, and 10ols proved helpful. Disseminate
clear policy and standards in the early stages of a projeet (i.c.,
don’'t send out a series of evolving polices and standards).

« [TOTAL

e

o

[V&V was a critieal component of ensuring compliance and
reducing risk. Quality assuranee was enhanced and confidence
in the system improved having an objective revicwer approve

the system. Independent audits are a valuable management tool.

12. P

Use of a comprehensive configuration management
methodology was invaluable. Develop, implement, and enforee
strong change control and configuration management.
Modifications were made that did not follow a standardized
format of programming. and it complicated and lengthened the
remediation process.

* Category:

M - Management Related
P - Proccss Related
| - Implementation Relate



