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MORBIDITY AND MORTALITY 
WEEKLY REPORT 

( 
Ten Gre8t Public Health Achievements - Unit&d States. 1000-1999 

During Ihe 201h century, the health 81"1d Ufe expectancy of person's residing in the 
United States improVed dramatically. Since 1900, the average lifespan of persons in 
the United States h8S lengthened by >30years: 25 years oflhis gain ete tttrlbtitsble to 
advances in public health (1., To highlight lheslJ advances, MMWR will profile 


,
'.'. 	
10 public heallh achievem6l"lts ~see box) in 6 'arias of reportS published through 

Decemb&r 1999. 


Many notable public Meith aehiev&ments heve occurred during the 1900s, and 

other accomplish m&nts could have b8en setEH;ted for the tlst. The choice! for loples for 


" this list we-ra- based on the opportunityforprttvttntion and thtt impact on dttath.l!!nasil, 

and disebility In the United Stales and are nOt ranked by order of importanca. 

The first report in this S&riitS focuses on vaccination. whlch has rttsuhed in mtt 
eradicatiOn of smallpox.; eliminalion of poliomyelitis in the Americas; and control of 

, measies, rubella, tetanus, diphtheria, Haemophilus influ"enzaa type b, and othttr infoow 
" 	 tious diseeses in the United States and other par1s of the world. 
" 
, " 
;-,

• Ten Great Publfc Health Achievements - United States. 1900-1999 
.. ' 

• Vaccinatron 
• Motor-vehicle safety 

• Safer woritpIac8a 
I • Control of infectious diseases
" 

• Oecline in deaths from coronary haart disesse snd Stroke 

• Safer and healthier foods 

• Heelthier mothera end babies 

• Family planning 
, , 

• Fluoridation of drinking water 
; , [

• Recognition of tobacco use as a health hazard "" 
, 
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Vaccine Specific Coverage Rates Among 

U.S. 2 Year Olds, 1967 - 1999 
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• Data from July 1988 - June 1999 
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The Childhood 
Immunization Initiative 

Challcngcs 
II Vaccines are the most powerful and cost-effective ways to prevent nine infectious diseases in 

I, children. 
D Case,; of measles, polio, and other diseases have decreased by over 99 percent since introduction of 

vaccines. 

D The eslimmed benelit-cost ratio of vaccines (Jollars saved by society for every dollar spent) is over 
2 J: I for measles/mumps/rubella vaccine, is over 30: I for diphtheria/tetanus/pertllssis vaccine, and 
is over 6: J for polio vaccine. 

II Although over 96 percent of children are adequately vaccinated by kindergarten, about 15 to 
35 percent of children under age two are inadequately protected against these childhood 
diseases. 

II Between 11-15 vaccine doses are due by age 2, requiring about five visits to providers. This is 
about 80 percent of all vaccine doses recommended for children. 

II 	Failure to immunize children on time led to the 1989-1991 measles epidemic, which resulted 
in over 55,000 cases and 11,000 hospitalizations. 

Goals 
II The Childhood Immunization Initiative (ClI) has been launched to make sure that children do 

not become sick or die from vaccine-preventable diseases. 

II Specific .and urgent goals to be accomplished by 1996 are to: 
D reduce most diseases preventable by childhood vaccination to zero. 

D increase vaccination levels for 2-yenr-old children to atlenst 90 percent for the initial and most 
ldi1.i.c.lI.l doses in the vaccine series, and 70 percent for a more recent vaccine (hepatitis B). 

D build a vaccine delivery system to maintain these aehievements in the United StateS. 

II By thc year 2000, a comprehensive infrastructure will be in place to provide the full series of 
vaccines for at least 90 percent of all children. 

Actions 

II 	Since 1963, the Centers for Disease Control and Prevention (CDC) has been responsible for 

providing vaccine, management, technical assistance, information, epidemiology, assessment, 
and other national immunization services. These efforts have been targeted to State and local 
health departments and other partners. The CII enhances CDC's traditional efforts with 
significant resources and activities that now address immunization issues in a comprehensive 
manner. ClI enhances the following five broad areas designed to altain the goals for 1996 and 
beyond. 

I. Improve the quality and quantity of vaccinaLion delivery services 
II. RI!ducc vaccine costs for parents (through the Vaccines for Children Program) 
III. Increase community participation, education, and partnerships 
IV. Improve monitoring of disease and vaccination coverage 
V. Improve vaccines and vaccine usc 

*'-'"'''''' ~.. 
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Childhood Immunization Initiative 

Vaccinntion Coverage for 1992* 1993*§ and Vaccine 
Coverage Goals for 1996 and 2000 ~ . 
, Vaccine 1992 1993 1996 

: DTP 3+ 83 87 90 90 

90OPV3 72 78 90 

MMR 83 81 90 90 

90Hib3+ 50 90 

HapB3 13 70 90 

DTP4 59 71 90 

90DTP 4, 55 65 
ClPV 3, MMR, 
liib 3+, and 
Hep B3" 

• Coverage for children 19-35 months 01 age. 

§: Provisional data based on 1 st and 2nd quarters, 

~ Healthy People 2000 goals have not changed . 

•• 1992 and 1993 data are only for DTP4, OPV 3, and MMR 
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for Chi Idren 

rnnl'", Vaccines for Children (VFC) 
, 

program i:-; a new federally funded 

slalC~Opl"rated vat:cine supply pro­

Ihat will begin October L 1994. 
· program is intenued to help faise 

Program Introduction, May 1994 

cji,ildill()(}d immunization levels in the 

li;",llcd Slates, especially among infants 

young chiitlren. The program will 

'!!I)IJly~-"n 11(\ cost to all public health 

providers and to plivate health 

pro\'ider~ who agree 10 partic:i­

n:lIc--!c,.,~,",ly purchased vaccine to 

administered to children in certain 
I . Approximately 60% or U.S. 

ren may be expected to benetit 

I the V Fe program. 

• 	 DUrfr'lg the first year of the YFC 
program. approximately $460 mil­
lion 01 federal funds will be ex­
pended to purcnase and deliver 
vaccim;l to health care providers na­
t;onwic'e. 

• 	 Participating physicians wi!! no 
longer need to (efer many children 
in their care to public providers for 
immunizations it parents cannot af­
ford the out-ot-pocket cost for vac­
cines, 

• 	 PrivHte health care pmviders can 
adm;nisler lhe VFC-provided 'lac· 
cines to their eligible patients. 

Children Eligible for 
the VFC Program 

Tbe VFC program was created to 

meet the vaccinatiolll1eeds of cbil­

dren from birth through 18 years of 

age. 

Children cHgiblc 10 receivc VFC~provided 
vaccincs include the following: 1) cbHdrell en­
rolled in Mcdkaid; 2) children who do not 
have health insurance; and 3) children who 
are American Indian or Alas.kan Native. 

In addilion, children who havc heat!h insur~ 
allec thaI docs nol (OVer vaccine can receive 
VFC~provided vaccines al fedcrally qualilicd 
health l:l~IHer.... (commuility/nt/grani hC;'llth cen~ 
tcrs) and rural hCillih clinks.. SOBle slates wit! 
use !heir own funds or other federal funds to 
provide free vaccines. 10 private providen: to 

administer to children who arc not covered by 
the VFC program. 

Private Provider Enrollment 

To participate in the VFC program, 

providers need to agree to: 1) 

SCreen the parenl or guardian to deter­

mine the child's eligibility (verification 

is not required); 2) maintain a record of 

this screening with the eligible child's 

record; 3) follow the recommended im­

munization schedule as established by 

the ACIP and state law (illdividual 

medical' be exercised). 



'IThe A rnerican Academy of Pediatrics 
i,chcduk conforms with the ACIP rec­

jlmmelldations.l; 4) not charge for the 

-lIFC suprliet! vaccine (an administra­
1I ' 

lion fcc. 10 be established by the Health 


learc Financing Administration, can be 
II .1 1 . ...(; largeu $1) ong as lOlll1U1l1ZatiOn IS not 

!:Ienicd bo~au,c the fee cannot be 

l~aid): and 5) pmvide vaccine informa­
,i. . I . .1 1{:am malena s as prcscnbeu by aw (re­
,!Iuired ()f all pmviders regardless of 

lihCir cllrollmem stalUs inlhe VFC pro­

~ram), 

• A privatE! heal1h care provider is not 
requ,red to accept a child inlo his or 
her practice or clinic merely be­
cause the child is eligible for immu­
nization through the VFC program. 

• 	 A physician may participate in the 
VFC program without being a Medi­
caid provider. 

To enroll, the provider llgrce~ to panicipmc 
in the program and follow spedfic !'tarc rc­
~~Iir(',mcnts. The signed onc-page provider en~ 
~o!lmcn! a~;rccmerlt is kepi on file al the s!:ltc , 
health dC~lflmellt, 

I 
:Vaccine Ordering and Supply 

Once enrolled in the VFC program, 
private health care providers will 

complete a simple one-page "Provider 
I 
Pmtile," 'The pmnle will be retained by 
i
the swte health department to deter-

Imine the number of patients expected 

Ito be seen for immunization services 

land the percentage of patients in the 

~pmvider's practice thai may be eligible 
'for immunizalion through Ihe VFC pro-

Igrum, 	 . 

. . 

Privute providers who enroll in [he VFC 
program by August 1994 and return the 
Provider Profile £0 Iheir state will be supplied 
in September with vaccine at no COSI to admin­
ister to eligible children beginning October I. 
i994. 

The vrc progmm will provide il, re<liJy in­
vemory of fedemlly purchused v~l.ccine to the 
pdvme provider and will eliminate some up­
front costs in providing vaccine to eligible 
children, Methods used to accollnt for vaccine 
use will be determined by the stales. The vac­
cine ordacd through the stille need not be 
separated or coded in a provider's pnlctke or 
clinic according to the funds used to pUl'cha"c 
it by the slate. 

Thc syslcm that health care providers use to 
purchase vaccine for thcir private-pay paticms 
will remain unchanged. 

CUlTcnHy.lhe vaccines and combination vac­
cincs offered with the VFC progrum arc Ihosc 
providing protection again;;t ninc diseases: 

• 	 diphtheria • 

• 	Haemophilus influenzae type b 

• 	hepantis B 

• 	 measles 

• 	 mumps 

• 	 pertussis 

• 	 poliomyelitis 

• 	 rubella 

• tetanus 


New and combination vaccine . ..; such as 

DTaP and DTPIHib will be supplied to provid. 
ers through this program, As new tlnd combl w 

nation vaccines arc approved by lhe FDA and 
recommended by the ACIP, they will be 
added to the program. 

The national goal to adcqumely vaccinate 
90% of 2-year-old children depends on the 
support of privatc health cure providers. The 
Vaccines for Children program cOl1lribmes to 
thi~ goal by removing vaccine COST as a bar­
rier 10 immunizing eligible children itl tbe 
care ofpl'ivalc hcahh care providers. Addi w 

lional information is available through your 
slale health depal1111cnt 
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lI.S. DEPARTMENT Of" HEALTH AND HUMAN SERVICES 

April, 1995 	 Contact: CDC Press Office 
(404) 639-3286 

W CHILDHOOD lIf!fW!UA:cIQI! UUIMm 

Childhood 1mmunizBtion was one at the earliest 
priorities ot the Clinton Administration. In response 
to disturbing gaps in the immunization rates tor young 
children in America, the Administration designed a 
comprehensive Childhood Immunization Initiative. This 
national initiative addresses five areas: 

1) 	 Improving immunization services tor needy 
families, especially in public health clinics 

2) 	Reducing vaccine costs for lower-income and 
uninsured families, especially tor vaccines 
provided in private physician offices 

3) 	Building community networks to reach out to 
families and ensure that young children are 
vaccinated as needed 

4) Improving systems ~or monitoring diseases and 
vaccinations 

5) Improying vaccines and vaccine use. 

)It the same time, the Administration and congress 
committed substantial new resources ~or immunization, 
including significant budget increases for service 
deJivery improvements and :tor purchase or. vaccine to be 
made available to needy children. 

:?BOBLI!K. 

'roday t more than a million children under age 2 are not fully 

1accinated against disease. Some of the reasons: 


,J 	 ThElre are not enough publ ic .clinics; clinic hours and 
locations are often inconvenient for parents; clinics are 
short-staffed. 

vac:cines are expensive~ The cost of the full series has
'. increased ten-fold 'from $27 in 1983,. to $265 today. 


,t 	 Many parents are unaware of the need to immunize by age 2 ~ 
In addition, vaccine schedules can be confUsing -- and 
there1s no standardized system for monitoring vaccinations 
or notifying parents when vaccinations are due. 

,,. 
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GOALS: • 
The Childhood Immunization Initiative will build a comprehensive 
vaccination delivery system~ It will integrate efforts of the 
public and private sectors, health care professionals and 
'volunteer organizations. The goals: 

,• By 1996, to increase vaccination levels for 2-year-olds to 
at least 90 percent for the initial and most critical doses, 

, and to reduce most diseases preventable by childhood 
vaccination to zero." I, 

,,I. 	 By 2000, to have in place a system that will ensure at least 
90 percent of all 2-year-olds receive the full series of 
vaccines., 

BUDGB"l': 

The Centers for Disease Control and Prevention manages the 
National Childhood Immunization Initiative. The President's FY 
1996 budget proposal includes a total of $843 million for child 
immunization and purchase of vaccine. 

• 	 In all, funding for child immunization has doubled ~ince 
President Clinton's inauguration. 

THE INITIATIVE: 

The Childhood Immunization Initiative w~ll focus on five areas: 

:!) 

• 	 CDC will provide funds and assistance to open new public 
~alth clinics, extend £linic boyrs and hire new staff~ 

• 	 CDC will provide its primary support through state and local 
Immunization Action Plans, which coordinate local efforts 
and tailor activities to specific state and local needs. 
Performance-based funding will reward those lAPs Which meet 
or exceed immunization targets. 

• 	 The President· s F'l 1996 budget request includes. $177 million 
to continue service delivery improvements thru new 
Immunization Performance Partnership 9rants~ This 
represents a four-fold increase for state Immunization 
Action Plans compared with $45 million in FY 1993. 
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Page 	3 

A new Vaccines for Children program is designed to provide• frce 	vaccine to about 60 percent of the nation's children, 
starting in October, 1994. Eligible children include those 
without insurance coverage_ those who are eligible for 
Medicaid, and American Ind~ans and Alaska Natives. 

The President's FY 1996 budget request includes $493 million• 
for vaccine purchase, approximately the same level as in FY 
1995 -- however, this represents a 15 percent increase in 
amount of vaccine purchased, due to a proposed reduction in 

" , 	 excise tax. Vaccine purchase funding this year is 37 
percent higher than the amount expended in FY 1994. 

states have the ability to buy vaccines at reduced federal
", ~QDtract pri~~i' About half the states plan to supply

vaccine for all their children at the lower federal price. 


CDc'will ~Qnkinue to provide immunization grant funds to" helD states obtain vaccine for children who are not eligible 
for the new VFC program, but who still need access to free 
vaccine. 

3) 

~I 	 The initiative will increase awareness of proper 
immunization, coordinate local resources, and enlist 
national organi2ations~ A national outreach program will be 
launched, with outreach coordinators placed in each HHS 
region. Regional meetings are also being convened to draw 
organizations together. 

• 	 ~ public service announcements have been produced for TV, 
radio and print media. 

« ~l-free information services refer callers to local , immunization providers and provide prerecorded information , in "English and Spanish. Toll-free number: 1-800-232-2522~ 
" 

• 	 outreach to health care professionals will ensure they don't 
miss opportunities to vaccinate infants and pre-schoolers. 

• 	 An improved system for monitoring vaccine-preventable 
diseases will help spot problems early and enable action to 
prevent a few cases from escalating into epidemics. 

• 	 CDC will support investigation of each case of vaccine­
preventable disease targeted for elimination. 

,: 
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• 	 The initiative will support efforts to develop a single 
2bildhood immunization schedule. It will also support 
research into Dew vaccines and vaccine combinations to 
reduce the number of shots children must get, and to ensure 
safe and effective vaccines•. 

OTHER BACKGROOND: 

• 	 Childhood vaccines prevent nine infectious diseases: polio, 
measles, diphtherial mumps, pertussis (whooping cough), 
rubella (German measles), tetanus, spinal meningitis, and 
hepatitis-B. 

• 	 Between 11-15 vaccine doses are due by age 2, requiring 
about five visits to health care providers. This is about 
80 percent of all vaccine doses recommended for children~ 

• 	 Children are required to be immunized in order to enter 
school, and more than 96 percent of American children are 
ad.e:quately vaccinated by kinderqarten~ Yet among pre-school 
children,. the united States has a poor vaccination record. 
~bis means millions of young children are not adequately 
protected against ·illness and possible death., 

• 	 With increasing nUmbers of children more readily exposed to 
infectious disease in day-care settings, complete 
i~nunization by age 2 is critical. 

. 
• 	 Failure to immunize can lead to new outbreaks of disease. 

In 1989-91, a measles epidemiC resulted in more than 55,000 
reported cases# 11,000 hospitalizations, and more 130 
deaths. Half of the deaths were.infants. 

• 	 Vaccines are cost-effective. More than $21 are saved for 
every $1 spent on measles/mumps/rubella vaccine; more than 
$30 are saved for every $1 spent on diphtheria/tetanus/ 
pertussis vaccine; 'and more than $6 are saved for every $1 
spent on polio vaccine. 

1#1 

• 
• 
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The Childhood 
Immunizalion Inilialive 

Challenges 
• 	 Vaccines are the most powerful and cost.-effective ways to prevent nine infectious diseases in 

children. 
o 	Cases of measles, polio and other diseases have decreased by over 99 perf;Cnt since introduction of 

vaccines. 
o 	The estimated benefiHost ratio of vaccines (dollars saved by society for every dollar spent) is over 

21: I for measles/mumps/rubella vaccine, is over 30: 1 for diphtheria/tetanus/pertussis vaccine, and 
is over 6: I for polio vaccine. 

• 	 Although over 96 percent of children are adequately vaccinated by kindergarten, about 15 to 
35 percent of children under age two ate inadequ}\tely protected against these chitdhood 
diseases. .~ ..'. . 

• 	 Between 11-15 vaccine doses are due by age 2, requiring about 5 visits to providers. This: is 
abom 80 percent of all vaccine doses recommended for children. 

,. ,Failure to immunize children on time led to the 1989~ 1991 measles epidemic which resulted in 
over 55,000 cases and 11,000 hospitalizations. 

, GDals 
• 	 The Childhood Inununization Initiative (CII) has been launched by President Clinton to make 

sure that children do not become sick: or die from vaCcine preventable diseases. 

• 	 Specific and urgen, goals 10 be accomplished by 1996 are (See Allachmenl) 
o 	reduce most diseases preventable by childhood vaccination to zero. 
o 	increase vaccination levels for 2-yea.r-old children to a{ least 90 percent for the fnjtial and most 

.c.r.i.tkaI doses in the vaccine series. and 10 percent for a more recent vaccine (Hepatitis B). 
. 0 	 build ~I vaccine delivery sY5tem to maintain these achievements in the United Stares whhin a 

reformed health care system. 

• 	 By the yew 2{x)(}, a comprehensive infrastructure wiH be in place LO provide the full series of 
vaccines for al least 90 percent of aU children. 

ActiDns 
• 	 Since 1963, lhe Cemer; for Disease Control and Prevention (CDC) has been responsible for 

providing v<;tccine. m<.lnagemenl, technical assisrance. jnfonnatton. epidemiology. assessment, 
and other national immunization services, These efforts have been targeled to State and local 
health departmenrs and other partner;. The CII enhances CDC's traditional efforts with 
significant resources and activIties that now address immunization issues in a comprehensive 
manner_ CII enhances the following five broad areas designed to attain the goals for 1996 and 
beyond. 

I. Improve the quality"-b.nd quantity of 'Vaccination deli 'Very services 
II. Reduce va«ine costs for parents (through the Va(clnes for Children Program} 
UI. Increase community partictpation, education, and partnerships 
IV. Improve monitoring.of disease and va«ination coverage 
V. 	Improve vaccines and vaccine use 

CDC has developed an extensive Action Plan which includes objectives. action steps, and comprehensive 
tin.elines designed to achieve the ell goals. 

http:monitoring.of
http:quality"-b.nd


Improve the Quality and Quantity Action 01 Vaccination Delivery Services I 
-,-~----:=;;;:;::::::==----

" 	 ... 
, 	 Challonll.os 

•. Since 1963. the Federal Immunization Grant Program ("317" Grants) has assisted States in 
purchasing vaccines and managing programs, However. Federal grant funds could not be used 
to improve lhe immunization delivery infrastructure e.g .• hire staff to give vaccines, 

.' The public health system. which serves about 112 ofour ~ation'schildren, was seriously eroded 
.' in the 1980's . 

• : Parents faced serious bmiers and obstacles to immunization 

, 0 loadec uate clinic staff. inconvenient hours. insufficie'~t localions. and other barriers, 
o 	Many ~issed opportunities to provide vacc'in-es at ~alth care 'visits. 
o 	Il'ladel1.tJatc systems to remind parents when vaccinations were due for their children and for doctors 

and nurses to determine immunization needs quid::!y at each office visit, 

Solutions 
.e 

" 
• 	 Immunization Action Plans (lAPs) - Beginning in 1992 as a new component of 317 grants, 

Federal grant funds were awarded by CDC to begin making seriously needed improvements to 
the vaccine delivery infrastructure. These IAP funds were supplied to 87 Stale. Territorial, and 
local health agencies. In 1994, as part of the ell,lAP funding was tripled to$128 million, These 
funds werl! awarded based on comprebensive Stare and local IAP's detailing the State and local 
aClions needed to meet immunization coverage targets for children . 

•. 	Performance-based funding - About 30 percent of lAP funding is based on meeting coverage 
. targets. In addition, $33 million in new 1994 incentive funds ace available for States achieving 

high coverage rates as outlined in legislation. 

• 	 Standards/or Pediatric lmmu.ni~ation Practices - These Standards consist of 18 immunization 
practices that all immunization providers should carry out The Standards are recommended by 
the National Vaccine Advisory Committee and endorsed by the American Academy of Pediat~ 

"' ries. Implementation of the Standards is designed [0 remove barriers that {I) impede vaccine 
delivery and (2) eliminate missed immunization opportun~ties at office visits. For example, the 
Stantiardsempbasize use ofsimultaneous vaccination witb multiple vaccines to avoid extra visits 
and that parents be given immunization cacds to help them and providers know their child's 
immunization needs. 

• I CDC w ill strengthen invQIvement of private health care providers through improved communi­
, cation and collaboration to obtain their input and support for tbe ClI goals. 

" 
• 	 CDC will award additional gram funds to States 10 help establish Statewide Immunization 

Information Syslems (0 remind parents when vaccinalions are due for their children. 

:~ 	 2" 

http:Challonll.os


" 

" 


II 

Action Reduce Vaccine Costs for ParentsII 
---~-------------------------

Challenges. 
• 	 Vaccine costs have risen substantially in recent years. to abo~t $280 per child, 

• 	 Parents bave increasingJy been referred by private prov;ders to public health clinics where 
Federal or State supplied vaccines are free. This referral breaks a child's continuity of care and 
resulting in missed immunizations. 

• 	 Many Statl~s invest substantia! funds in vaccine purchase. especially through their Medicaid 
program~ thus limiting spending on improved immunization infrastructure. 
I 	 /

SoluUons 
• 	 The Vaccines for Chlldren (VFC) program will provide free vaccine to about 60 percent of our 

Nation's children, starting in October 1994. by purchasing over $400 mHlion in vaccines. 

o 	Parents of eligible children can obtain vaccinations from their provider of choice. thus allowing 
cominuity of crue 

o 	Eligible children include lhose who are Medicaid eligible, those without any health insurance, and 
American Indians. Children served by Federally Qualifted Health Centers (FQHC) and Ruml Health 
Clinics can receive vFC vaccines ,f their health insurance does not cover immunization. 

o 	States can buy vaccines at significantly reduced Fedeml prices to allow expanded access to vaccine 
for children in rhese States. About one~ha(f of the States are considering supplying vaccine to all 
their children. 

• 	 The attached schematic diagram generally outlines the proposed VFC distribution process. 

• 	 Federal immunization grant funds and State funds will continue 10 heJp meet the needs of 
::hildren not eHgible for the VFC . 

., 
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Action Increase Community Participation, 
III Education, and Partnerships 

---~------------------~----~---, 
I, 
I 	 ChaUenge. 

• 	 Parental Awareness - while parents are aware immunizations are needed by school age. they are 
oflen unaware tha( 80% of vaccinations are required by 2, years of age (need to change social 
nonn). 

• 	 Providers, somerimes not aware of the urgency and importance of age appropriate immunization, 
,often do not use all opportunities to immunize children in their care. 

• 	 Need to improve coordination among the many public ~d private sector groups working at State 
and community levels lO educate and motiv<u,.e parents/providers (Le., groups in Harlem unaware 
of each other) and increase understanding of community organizing methods (Le., how to 
recruit/direct volunteers. develop plan/strategy to use and coordinate diverse organizations, how 
to use media) . 

. / • 	 Need to access the g<Xtd win and provide opportunities for the many organizations that are not 
involved but desire to partiCipate in immunization related activities, 

Solullons 
• 	 An aggress,ive community participation, educalion and partnership program is a fundamental 

component of the CII. This component seeks to increase awareness of the imponance of 
age-appropriate immunization and increase community participation in the effort to educate and 
mobilize parents and providers, 

• 	 CDC is working with State health departments and community.based groups to build or enhance 
:apacity to establish or expand coalitions. including: 

o 	recruitinglhiring Outreach Coordinators in each HHS region [0 work with Slates and communhy­
based groups. 

o 	convening regional meetings for each HHS region to enhilflce coordination and communication 
among States. eommuni[y~based groups, and others, 

• 	 CDC is reaching out to a cross-section of national organizations, groups. and corporations to 
seek: their involvement within coalitions at the Stare and local levels. 

• 	 CDC is providing other tools and taking additional action to expand awareness and educate 
parents and providers: 

o 	Produced public service announcements. based on extensive collaboration and focus group research. 
forTY. radio. print ilIld O(her media in English and Spanish languages; 

o 	Established toU-free pbone numbers that will provide information in English and Spanish, nnd will 
also refer parents to local health dinks. and; 

,0 Reached oul to the business and entertainment community, such as Gerber. McDonalds. Childrens 
Television Workshop. and Hollywood, to encourage Iheir promotion and marketingofimmunization 
messages, 

• 	 CDC is committed to establishing a long-term program that will ensure sustained suppon for 
these activilies. 
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Improve Monitoring 01 Disease andAction 
Vaccination CoverageIV 

Challenges 
• 	 Epidemics begin in populations wllh low immunization rates. Quickly finding pockets of low 

immunization rates or disease allows targeting of efforts to high risk populations. 

• 	 lnformalion on immunization coverage at the NalionaJ. State, and Jocallevels js essential for (I) 
evaluating program effectiveness, (2) identifying populations at high risk for underimmuniza~ 
tion. and (3) targering remedial action. 

• 	 No national immunization coverage dara were avai1able between 1986 and 1990. 

• 	 No standardized system to collect immunization .co~erage information at the State and loca! 
levels has been available. 

• 	 Cases of disease need [0 be rapidly detecfed to identify underimmunized populations and to 
institute control efforts. 

• 	 Surveillance systems to detect disease often have been inadequate to preven~ those cases from 
leading to epidemics. 

SoluOons 
• 	 CDC is providing grant funding. for the first time. and scientificlinlervention assistance to public 

health agencies to address surveillance weaknesses. This effort wiH include the investigation 
of each case of vaccine-preventable disease targeted for elimination . 

• 	 , As a result of increased CII fundIng in 1994, comprehensive systems to monitor immunization 
coverage are funCfion!ng. or are being developed by CDC. to provide local, State, and National 
data [0 help target interventions. 

'.o 	The National Health [nterview Survey (NHIS) monitorS immuniUltlQn levels nationwide on a 
quarterly basis 

o 	State and local area immunizalion levels will be assessed on a quarterly basis through random-digit­
dialing surveys in all SO States and in 2& large urban areas. 

o Clinic assessments assist public and pnvlue providers to measure immunization levels in populations 
Ihey serve. 

• 	 :Tbis systematic evaluation of the outcome of Federal and State programs toward reaching disease 
and coverage targets addresses an essentjaJ component of lhe CII, which is to generate data to 
focus accountability for program resuits. 
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Action 
Improve Vaccines and Vaccine UseV 

---~------------------------------
Challenges 

• 	 Currently. children require about 11~ 15 separate irrununizations prior to their second birthday, 
,This large number makes it more difficult to obtain complete immunization on time. 

• 	 Because of dissemination of inaccurate information, some parents have become more fearful of 
immunizations [han the diseases themselves. Such unfounded fears can reduce coverage. 

• 	 Providers can be confused by mUhiple immunization schedules . 

.I 

Soluliiilis 

• 	 The Advisory Committee on Immunization Practices, the American Academy of Pediatrics. and 
the American Academy ofFamily Physicians are working together (0 develop a single childhood 

..- immunization schedule. 

• 	 The Public Health Service (NIH, FDA, and CDC) will work with manufacturers and researchers 
fO stimulate development ofnew and combined vaccines to reduce the number ofimmunizations. 

• 	 Although available vaccines are very safe and effective. CDC will work with States and selected 
provider institutions '0 enhance systems to detect rare adverse events foHowing Vaccination. 
This will provide better information to parents on lhe risks and benefits of vaccination. 

I 
f 
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Childhood Immunization Initiative 
Vaccination Coverage for 1992* 1993*§ and Vaccine 
Coverage Goals for 1996 and 200011 

Vaccine 1992 1993 1996 2000 

DTP3+ 83 87 90 90 
,I 
'I 

,OPV3 72 78 90 90 
, 
, MMR 83 . 81 

, 
90 90 

Hib3+ 50 90 90 

HapB3 13 70 90 

DTP4 59 71 90 

DTP4, 55 65 90 
OI'V 3, MMR, 

Hib 3+. and 

Ifap B 3" 


• Coverage for children 19~35 months of age. 

§ Provjslonal dala based on 1st and 2nd quarters, 

I Healthy People 2000 goals have not changed . 

.. 1!l92 and 1993 data are only for DTP4, OPV 3. and MMR 
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EXECUTIVE SUMMARY 

The Yenr :WOO (Y2K) thleat was a unique experience for the Information Technology 
(IT) community. Never before had lJ major project, which affected all aspect.Ii of H HS. as 
well as: other Agencies, been undertaken with Ull immovable deadline, Failure could have 
resulted in significant disruptions to HHS systems' and those of its health care and hum:m 
services partners, It could have also affected HHS's ability to carry OU! its mission und 
resulted in reduced puhlic tlCCCSS to heallh care Hnd human services. To mitig~lIc this risk, 
HHS and lis Operating Divisions (OPDIVs) devoted time, money, and resources to perform 
the rcmcdi.!tion of existing systems' and to prepare for conlinued operations in case of failure. 
The need to provide Itcommand nnd control" capability on Day One imposed requircmenls 
[hat are lIsually mel in a military environment or a 24X7 opcra! ionl> center, but had nol 
commonly been provid<:d a<:ross HHS. HHS succeeded due to Ihe quick learning. 
'~onscientious planning and efforts of its Headquarters and OPDIV IT staffs. It also depended 
on the support and the cooperalion of HHS and OPDIV upper management HHS's Day One 
<.Ictivitics went as planned, and no sibTflificant Y2K problems werc cncountered. 

, .~~ring tbe Y2K challenge. H HS <md its OPDIVs were actively engaged in the foll~owing 
lchvltles: 

• funding. slaffing. and resource planning and eomnleling 

• reporting 

• awareneSs within HHS 

• establishment ofbllsiness partner relations 


• outreach progrurns 


• <:odc asscssment 

• ~'SSet identification 

• equipment rcplacement 

• rem:diation 

• (esting 

independent verification and validation (IV&V) • , 
• recertification 

• implemenialioo 


I • moritoriums 


• coolinuityand contingency planning 

• Day One Center preparation, including planning and procedure testing and truining 

• Day One operations

"II • Continuity through Day Sixiy 
Wmp up and lessons learned " • 

http:aspect.Ii


HHS provides oversighl for a number of Fedcrally funded, Slate-run and grantee-run 
programs. AUemptlng to ensure program-widc Y2K compliance by working with hundreds 
of Slate ami grantee agencies and oVer one mitlian health care providers and their provider 
3:'>SociUlions prescn1ed an enonnous management challenge. OPDIVs conducled nmny 
outreueh activitiefi as participants in the Heahh Care and Human Services Outreach Sectors. 
Outreach activitics to provide Y2K information and assi!>lance included providing 
::onrcrenecs, workshops, on-site assessments, technical assistance funding, web sites, various 
infonrmtional mailings, and a Y2K hOllinc. On Day Onc, HHS was responsible for reporting 
,he overall status oCthe health care sectOr based on inputs from these diverse business 
Jartnen-;. 

IJ 

,. Since Day One, the Department, and e;:u.:h of its OPDIVs, have looked back on tbe Y2K 
:Projcct and identified lessons leamed, long~tcnn benefits, and reCOlluHendulions for fUIlin.: 
actions. This report represents a synthesis oflhcse findings and recommendations, capturing 
yhcm so thai they may be acted upon alid llpplied to future .::fforls. Many of these It'~son$ arc 
directly applicable to H HS's project to implement Critical Infrastructure Protection (CtP) and 
::-r planning efforts in generaL 

Many ofthc key lessons It!arned were common across OPDIVs and HHS, including: 

,. obtain Ihe support and backing of upper manabtCmen! 
• develop budgets nnd seCUre funding early in the process 
• ellcourage coordinalion and communication 
• define and undenaand the scope of the projeet 
• insl itute project management for IT programs 
• develop, implement, and enforce change control and configuration management 
• focus oversight on critical aspects of the program 
• rigorously lesllT plans and systems 
• adopt and implement uniform lind established methodologies 
• usc indcpemlctH testing and auditing for quality assurance 
• assign personnel with the nccessary skills and talents 

The Y2K Project has provided many lasting benefits. HHS buill an effective Y2K 
manugernenl organization. Awareness aetivities forged stronger alliances between HHS IT 
organizations and program stuffand buil! a greater apprecimion of1hc valuc of IT within the 
(,rganizatiofl. With the increased Visibility. IT organizations have beeome on inlcgml part of 
t':ie HHS organization. As Y2K approached, HHS IT organiz.ltions took on the responsibility 
tor prepl.lring the enlire enterpri!lc for a contingency by developing plans for the continuity of 
(ore business processes. The understanding that developed within Ihe IT community of 
J[FrS's business, and Ihe role thaI IT plays in support ofcore processes, can be a springboard 
for beller IT planning. 

, 
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While the focus on Y2K has taken attention away from other IT projecls. the investments 
made to prepare for Y2K have resulted in dramatic, long~tenn improvements to H HS '$ 

systems. HHS has Jeveraged the technology improvements implemented by the Y2K 
program to be better prepared for the future. Obsolete applications have been retired. 
Current applicalions arc properly documented. tested. and have current contingency plans, 
These imp1'Ovcmcnts mean that HHS can focus on more challenging problems with an 
infrastructure (hal is based on curren! technology. 
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SECTION I 

INTRODUCTION 

LI OBJECTIVE 

The obicctivc of this report is 10 summari7.c resu!ts and provide lessons lcamed for. , 

overall Department of Health and Human Services (HHS) efforts in addressing the Year 2000 
(Y2K) problem. This report addresses the following: 

• rcmedii.llion efforts 

, 
• risks 

,, • summary of Y2K efforts 
• key lessons leamed, including recommendations 

r • long len11 benefits 
II 

Each Opcmting Division (OPDIV) prepared a spe.dtie report its activities and lessons 
leumed for the Y2K Project. The material contained in these OPDIV~specific repons has 
'jcen summarized and included In this report along with HHS~wjde information. 

1.2 IMI'ACT OF THE Y2K PROJECT 

Government Information Technology (IT) management has undergone radical changes 
;;incc the CJinger~Cohcn Act or 1996 was passed, Government IT organizalions have 
I!volv\:d from bcing procuremcnl.rocuscd under the Brooks Act or 1965 to rocusmg on how 
dfeclivcJy the organizalion u~es 1'1': In general, HHS IT orgnnJ7-3tions were in the beginning 
:itagcs orlhis process at the poinl thaI Y2K became an urgent issue, The Y2K clTort was the 
:'irsl opportunity ror these new iT organizations 10 mnke an ilnpact on HHS, 

, Tbe challenges faced by H HS nnd olher government organizations in dealing wilh ihc 
'{2K threat were a unique experience for (he IT community. Never'beforc had a major 
project, which affected al! aspects ofHHS, been undertaken with an'immov;lblc deadline. 
Y2K could have had major consequences for HHS's systems and those of liS health care 
husiness partners, and could have disrupted access to health care. The need to prepare for the 
\:ontinualion of mission-criticnl business processts in the event of systems fuilure has 
u:quired IT~dependent organizalions like HHS 10 extend their scope far beyond technology 
developmenl and operations, Program management needed [0 undcrstund how IT WIIS 

integral to HHS's business operations and to develop Business Comi,nuity and Contingency 
Plans (Beep) in case of wide spreJ.d Y2K failures, HHS had to develop a strategy nOl only 
t:J mtlke its business [,<ITtners awure of the pOlential Y2K problem but also to offer technical 
2ssistancc to minimize potential Y2K risks. The need 10 provide "command and control" 
capability 011 Duy One impos\:d requirements that are usually mel in,a mililary environmenl 
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or a 24X7 operations center. but bad not been provided throughout HHS. The important 
lesson is that HHS succeeded regardless oflhe dimeulty, due to upper management suppon 
and the quick learning. eonscientious pl:mning, nnd efforts of its staff, HHS's Day One 
aciivitk:~ went as planned and no significan1 Y2K problems have been encountered, 

The focus during the last two years on Y2K has been a catalysl in the maturalion ofJT 
organizations within HHS. Wilh management support and budget focused on Y2K, an 
effective Y2K management organization was built within H HS that included participation 
from eaeh OPDIV, Awareness activities forged stronger alliances belween HHS IT 
organizations and program staff and buill a greater apprecialion for the value of IT within the 
Jrganiz!.ltlon, With the inereused vi::.ibility, IT organizations have become an integral part of 
the HHS organization, As Y2K approached, HHS IT organizations look the responsibility 
ror preparing the entire HHS organizalion for any contingency and developing plans for 
<.:ontinuity ofcore bUSIness processes. TIle deeper understanding thal has developed within 
.IT of HHS's business and the role that IT plays in support of core processes cun be a 
:ipringboard for better IT planning. 

While Ihe focus on Y~K has taken attention away from other IT projects, the investments 
made to prepare for Y2K have resulted in n drnmntic, long-tenll improvements lo HHS's 
!.ystcms. HHS has leveraged lhe technology improvements implemented by the Y2K 
program 10 be better prepared for the fulLlre, Obsolete applications have been retired. 
Appiic<lliollS are now properly docLlmcnted, tested. and have current contingency plans, 
mese improvemetHs meM thut HHS can focus more on challenging problemli with till: 
infrastrudure thal is based on current tecbnology. 

Because of the attention focused on Y2K at the highest levels of government, many 
~;chedule and reponing requirements were levied on HHS. Over the months, direct 
communication links were forged between the Department's Senior Mfnlagement, the Chief 
Information Officers (eIO's), and the Y2K coordinalOrs at both the OPDIV and Department 
level. These links were key to meeting ambitious schedules - the schedules would never 
have been met if old chai!lS ofcommand und communication had been relied on. Becuuse of 
.he Y2K coordination meetings, OPDIVs now have a better understanding of how their 
mission fits with the mission of H HS. Each OPDlV also hus a be1ler understanding of the 
(,ritieal systems of tile olher OPf)IVs, There is a mtlch stronger relationship between mnny of 
the IT organizations within HHS, These relationships can be used to implenlenl Prcsidential 
Deeision Directive 63 (PDD~63) and Clinger-Cohen Act requircmcnts more effectively, This 
r:cw way of doing business relies on teamwork, flexibility, and communication and 
represents rcal progre'ss towards an integrated IT organ izal ion al alllevcls within HHS. 

For extemal work with health care partners, States, and olher grantees, the project 
oanagemenl challenge was greater, HHS provides oversight for a number of Fedef"dlly 
fllnded, State-run or granwe-n.!n programs. Attempting 10 ensure program-wide Y2K 

, 
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compliance by working with hundreds of State and grantee agencies anti over ont: million 
health care providers and their provider associ~llions presented un enormous challenge. On 
Day One, HHS was responsible for reporting the over-dll stutus 011 the Health Care Sector 
based on inpuis from these diverse business pnnners. HHS OPOIVs conducted many 
outreach adivilics as pan urihe Health Care antJ Human Services Outreach Sectors. 
Outreach activities (0 provide Y2K information and assistam:e indudcd conferences, 
workshops, on-site assessments, technical a.'ishaancc funding. web sites, various 
infonnutional mailings, and hotHncs. 

L3 SUMMARY OF YlK REMEDIATION EFFORTS 

" Witb the onset of the neW millennium, each Federal agency dcsib~cd, developed! am.! 
implcmented plans io ensure that its information systC!ilS were Y2K {!omplianL In addhion. 
each Federal agency developed a mecbanism for reponing to the President's Council on Year 
2000 Conversion Infom1ation Coordination Center (ICC) on tbe readine:-s of the Federal 
Government and its Busincss Partners to continue lO deliver services at the millennium 
;;hangc over without disruption. Federal agencies spent lime. money, and rcsourees to 
:?crfonn the rcnledimion of exisling systems and to design. develop, and implement centers to 
,;aplure and report Ihe usc of their mission crilical syslems, business parlners/high inipat:l 
::cponing, building infrastnleture, and rclatcd public sector information, Table 1-1 
:;lIInmarizes the scope of remediation etlorls across HHS, 

" ", 
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Table 1·1, Remediation Efforfs 

Total Rcmcdialcd Y2K ComDonen.s 
OPOIV Critical N(In~ Uatn Telceomm l:llciJilics Embedded 

Systems Critical Exchungc Equipment Systems 
SVsttms 

ACF 
, 

45 17 270 205 I,, 

MIRQ 0 I 46 
,,, 

AOA 2 5 21 ,, 

~DC 63 136 3S1 162 213 J.()()9 : 

FDA 34 234 I , 1.956 76 :, 

HCFA • Internal 25 56 3.209 : 40 
HeFA ­ 75 5 142,015 ,,, 
.External 

,,, 
,HRSA 5 9 124 
'IllS 5 3 10 62J 3.lM : 
:~1l1 14 349 61 2.610 : 271 : 
OIG 3 3 5 
OS 0 45 145 : I 
PSC R 17 104 IXI : 3 
:iAMHSA 5 10 109 : 
Total 2X4 ~90 14fi,501 6.225 : 3,729 

1,666 : 
2: ,,,,,, ,, 

22,(1) I 
929 i 

26.220 

Each OPOIV participated il1llie remediation process of systems and the reporting of 
~;tatus of their mission eritical systems, business partnerslhigh impact reponing. building 
infraslmclure, and reluted public seclor information as parI of the Day One activities, 
OvemU, HHS followed a set of steps starting from the iLlentifieution process of assets through 
the lessons learned review, as follow's: 

• 	 partidpaling in the President's Council on Year 2000 Conversion, especially as lead 
for Health Cure and Human Services OUlreaeh Sectors 

• conducting awareness aCltvitics with HHS IT organi7ll!ions and program personnel 

• 	 recognizing the importance of securing scnior program management and senior 

munagcmenl support as early in the process as possible 


l . developing a comprehensive inventory of systems, facilities, and deviccs 

• assessing the Y2K comp1iance state of each system or device 

1-4 



I· 
Ii 

It. 	 • performing risk assessment 

• 	 identifying critical systems 

• 	 developing an action plan for each noncompliant system or device 
.! .. 

• 	 a.cquiring or developing replacements or rcmcdiating noncompJianl systems or devices 
, 

:1 	 • thoroughly testing ct!(:h repaired sy<;lcm 
I 

• 	 conducting: IV& V testing 

• 	 implementing Y2K compliant systems .ina device 

• 	 monitoring systems 

• 	 inst j·:uting outrench efforts to health care providers 

• 	 coordinating information flows with thc iotem,HIonal Health Care Sector (e.g. China) 

• 	 condueting surveys and assessments ofStatc~run, Federally-funded programs and 
public health agencies on their Y2K readiness 

• 	 identifying core business processes and developing continuity plans to enSllre that 
they could proceed in the evcnt of system failures 

• 	 devdoping a comprehcnsive contingcncy ~lIld disaster recovcry plan to ensurc 
coniinuity of operations 

• 	 developing un extensive Day One plan to lest, monitor, fix if necessary, :md report on 
critical systerns, infrastrllclurc, high inlpaet programs during thc actual millennium 
transition 

• 	 openHing a Day One Command Ccnler rOul1d~lhe~dock 10 collect, triage, and provide 
real··lime information on each agency's Y2K status, summarized at lhe HHS level and 
reported to Ihe ICC 
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1.4 RISK ASSESSMENT 

HHS ucldressed three p'rimary sources ofY2K risk: internal systems failure, Health Care 
Sector failure, and national infrastructure failure. HtiS's primary responsibility was 10 ensure 
'~hat no irllcrnal systems failures resulted in a disruption of service to the public. Through 
·)utrcach activities HHS look on an added burden for ensuring that Health Care Sector 
)artncrs thai relied on Federal funding were rcady for Y2K. Finally, 8S the Y2K deadline 
:lpproached, HHS OPDIVs assessed the impact of national infrastructure failure on core 
business processes and developed continuity plans for potential failure scenarios. 

While all ofHHS's OPDIVs performed Y2K-rclatcd risk assessments, those with major 

jT invesll1lf.nls, Centers for Disease Comrol and Prevention, (CDC), Food and Drug 

Administration (FDA). Health Care Financing Administration (HCFA), and Program 
. , 
:;upport Center. (PSC) perfonned major risk analyses as part of the Y2K assessment phase. 
;;peci!ic criteria used for risk assessment included public health and safety, agency 
image/reputation/public trust, financial, operations criticality, policy infonnation, 
management information, and facilities/property management. An overlay to these criteria is 
the time criticality ofu potential system disruption, i.e., system processes operating in real­

. time face a higher degree of impuct than systems supporting processes that deal wilh long­
term issues and trends. Each OPDIV ranked its systems according to the criteria and a 
!.eoring methodology. Each risk was identified, assessed for likelihood of occurrence, 
Hssessed fOl" its impact on schedule goal attainment, and ranked accordingly. The results of 
these risk assessments formed the busis of each OPDlVs approach 10 the remediation of 
~Iulnerabk ~~ystems and development of BCCPs and Day One Plans. 

The threat of disruption due to Y2K errors within HHS systems was a very real threat. 
1\S each system was assessed and tested, a number of date-related problems surfaced ranging 
lrom minor to moderate. Each of these problems was resolved, retested, and all systems 
~ubsequently were certified Y2K compliant, well before January 1,2000. Specific Y2K 
t~sting had been performed and subjccted to independent validation and verification (IV&V), 
making undiscovered Y2K errors unlikely. By January 1,2000, most systems had already 
t·een in nonnal use long enough to shake out any non-Y2K problems introduced by Y2K 
fixes. Had HHS not prepared for the Y2K rollover by testing all systems before the cvent, 
fhese problems would not have been corrected and would have had a noticeable negative 
j'-Jlpact on the continuity ofbusincss operations. 

Risk assessments identified several systems and facilities that would have had immediate 
f.ublic impacts in case ofa Y2K failure. These systems were singled out for special attention 
during the Day One period. Substantive contingency plans were developed and tested. The 
c~itical capabilities that would have resulted in the widest impact included: 

Centers for Disease Control and Prevention 
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• 	 Epidemiological systems 
• 	 Vaccines for Children Data System 

• 	 Tuskegee Health Benefits rrogram 
j • 	 TOPS Financial Accounting System 

• 	 Pulscncl National r.,,1olccular Sublyping Network for Foodborne Disease Surveillance 

• 	 Pllblic Health Laboratory lnfofnlatiol1 Systems 
• 	 Vaccine Adverse Event Reporting System 

,t 

• 	 Medicare 
• 	 Medicaid 

Health Resources und Services Administration 

• 	 Organ Procurement and Transplant Network (OPTN) 
• 	 National Marrow Donor Program (NMDP) 

" 
Indian Health Service 

• 	 Network of distributed health Care facilities, including the Resource and Palient 
Management System (a distributed health infonn"ation system) and medical devices 

,Natinoal1nstitulcS ofHenhh 

• Researcb fllcililics and Clinical Center 

The potential negative effects of not being Y2K ready could have included the following 
(affected agency is in p.1rcnlheses): 

inability to cnroll entitled individuals and make payment.s [0 M;:maged Core 

Organization (HCFA) 

delays in Medicare paymenc'i to health core provIders, disrupting cash flow, 

and eventually impacting their abiJily 10 provide scrvil..:cs (HCF A) 


,il 	 errors ill payment services putting Fcder•.Il funds at risk (HCFA) 
Medicare and Medicaid bcncli.ciaries could have experienced difficulties in " 
establishing eligibility status due to health care providers' inability to verify 

their eligibility (HeFA) 

inability to provide public health services (CDC) 
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compromised patient care (NIH, HCFA, IHS, HRSA) 

inability to enforce child support orders (Child Support Enforcemcnl - CSE) d 

identify delinquent non-custodial parents (ACF) 

compromised patient and animal safety at NIH facilities (NIH) 

impact to organ transplant alloc<:ltiOIlS and inability 10 locate bone marrow 

donors (HRSA) 


A common core business process at HHS is the administration of health care related 
grants. IiHS was prepared io respond to problems with grants 'HJrninislnllion and paymc11I 
iyslcrns by shining to m.muHl operations. Manual operations would have allowed grant 
lward and payment activities 10 proceed with minimal impact on gmnlccs. Failure scenarios 
for gmnl informalion systems addressed possible failures in HHS accoLlIHing systems, 
Treasury systems, Stale systems, and bank systems, in the worst case, g.r<mt payments might 
:Jave been delayed, preventing gnmlccs from delivering services due to a lack of funding, 
:Failures of gmnt information systems would have had major impacts to managing, analyzing, 
and rcponing performancc dula. Moreovcr; Y2K-rclatcd COrTUptioll of grant tracking data 
:night have had negative consequences for HHS nnd for gnuHccs. 

In the initial assessment ofHHS administmtive systems and infrastructurc, it was clear 
':l1at oulmodt.-'(} hardware and sofiwnrc, cabliflg. telecommunications, and security systems 
,!ndangered the agency's ability to continue functioning after the millennium rollover. All 
::iHS mis~ion-critieal ndminislmlive systcms Were remedied, tested. and continuity and 
,:ontingency plans were pul in place and tested. Non-compliant hardware. systcm software, 
:md applications were replaced, Consequently, D3Y One risk wm; low for HHS inlcrnal 
:;ystems. 

The primary risks associated with the failure of extcrnal infrastructure included 
,;ommuuications failures, utility failures, and security intrusions. Continuity plans nddresscd 
I:ommullications and utilities failures when practicaL According to the President's Council 
on Year 1000 Conversion, the likelihood of communication and utilities failures Wl1S low and 
l;xtensiV!!' or costly contingencies were nol planned for these types of failures. The like! ihood 
,,1' security problems appeared 10 increase as January I approached, H HS increased 
prepnration:> for possible security events in November and December 1999, and response 
leams were available through()ut HHS, 

HHS ass(."Ssed the risk of many of its business partners, especially grant recipients ,md 
Medicare providers, through telephotle and written surveys and site assess men is. In general. 
HBS business partners are independent health eare organizations thai nrc often funded from 
loony.sourc.,;s. HHS could not dictate or direct the Y2K rreparations of these organiz;1tions, 
making assurance thai they werc ready for Y2K difficult. Survey results indieatcd that 1l10St '" 
husiness partners were rcady tor Y2K by late 1999. Failure ofHHS's business partner 
: ySlcms could huve resulted in delays in processing Medicare claims and making payments 10 
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Medicare providers, an delays in billing Medicare ilnd olhcr payers, disrupting cash now, and 
.,cvcnlUally impacting their ability to provide services. 
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SECTION I 


I 	 DATA ANALYSIS FOR LESSONS LEARNED 
" 

2.1 METHODOLOGY 

HHS d,~\'eJ()pcd a methodology 10 ens.ure systematic data analysis us a basis for 
dctcnnilling lessons h~urned. These lessons lcarncti were not limited only to remediation 
efforts. HI-IS used eighl general phases, and nssociatcd activities. to inilla!ly categorize data 
received from the OPDIVs, The remaining infomunion was derived by combining the 
individuul OPDIV report details into a "high-level" view thut represents a consensus Of nCUf 

consensus vicw. The associated lessons learned or recomnlcndalions urc prescll1cd in later 
'sections of Ihis document. 

2.2 SUMMARY OF Y2K RESULl'S 

Table 2-1 cQnlllins a summary oflhe Y2K results in the individual OPDIV reports. The 
phase and tlctivitiell colUmn entries were laken directly from the original report template 
provided 10 the OPDIVs by the Department. 

The column definilions arc: 

• 	 Phase: General category of activities, including Management, Awareness, 
Assessment, Remediation, Validation, Impli:mcntation, Risk Planning, and Day One 

• Activities: Main aelivities perfqnned in a given phase 

., Primary Approtlches: High level steps or processes taken to perforlii all aClivily 

• 	 Results: End result of pcrfonning the acti vity; effeeliveness of approach 

• 	 I;.sues: Reported problems or difficulties und their il11pllCt on performing the activity; 
unexpected results or ocetlrrenees that should be noled 

• 	 Long Tcrm Benefits: Tangible products, processes, or COllccpts that have future 
benefits (Recommendalions or lessons learned relating to these items me presented 
lalcL) 

When deemed important for conveying an adequate understanding of the data, individual 
'JPDIV, were identified, 

I 
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Table 2-1. Summary of Y2K Results 

Long Term Benefits 
Phase Aetivities Primnr)-' Approaehes Resulls Issues (product, process, 

concept) 
Funding, • Establish "buy-in" from upper • No critical Y2K • Direclion and guidelines • Established framcwork 
Stan-mg. level management problems from OMB.GAO, for commanication 
Resource • Quantify funding nceded; encountered; Congress, and HHS need belween and among 
Planning identify sources; obtain continuity of to be timely and elearly OPDlVs, panners, and 

funding business functions dcfmed other agencies 

• Establish {I Y2K task force preservcd • Inlldequme or ineomplete • Thc successful approach 
with {I top level coordinator • In general, project plllnning caused various using a task force with 

Management and sub-coordinators by each 
OPDIV. liS necessary 

schedules were 
kepI on track 

problems (requirements 
creep. stamng allocation. 

single can be applied for 
other projccts 

• Identify seope of problem and etc.) • Impro\'ed methodologies 
staffing needs; allocate for project planning and 
resources; use cost-emcient risk management 
contractors when approprime 

• Develop overall Y2K 
management plan and projeci 
schedule 

. 
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Phas~ Aclh"ities. Primary Approaches Rt'~ulb Issues 
Lon~ Term Benefits 

(product. procen. 
CuIiC\,UO 

Management 

Reponing • Slandlird monthly reporting 
within the OPDIVs, with ad 
hoc reporting as required. 
Quarterly reporting 100MB, 
GAO and Congress 

• Periodic reporting 
assisted in 
keeping projects 
on schedule 

• "StJndardized. across­
the-board" reporting 
guidelines and metries 
nOI always appropriate 
for individual projects 
and had some negative 
imp<lct (e.g., too much 
reporting); need ability 10 

customize reporting 
requirements 

• Addressing changed or 
new requirements on 
short nolice 

• Excessive ad hoc 
request.. for infom13tion 

• A well conceived, 
standardized reporting 
method that facilitates 
accurate top-level project 
management 

• Improved .~haring of 
information between 
organizations 

~Ianagemenf 
. 

Wrap Up 
Lessons 
Learned 

• Analyze results and issue a 
lessons learned report 

• Each OPOIV 
issued a fmal 
report (varying 
degrees of detail): 
a eonsolidated 
summary report 
was also produced 

• Not all OPOIVs adhered 
to the document template. 
nmking the rollup more 
difficult 

• Documented Y2K results 
plus lessons learned thai 
can be applied to future 
projects 

-----,-" ---­L:-J­
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I Lon~ Term Benefits 
rhuS(" _~ctivities Primary Approat"lu.'s Results Issue~ {product. proeess, 

___________£~!l_~~I!.O______ 
A'wureneS$ • JJevdop an overall a\\,<lreness • No major problem'>, ;.l • Improved awareness of 
Witllill A~llcy 

• All stakeholders 
plart and identifY:l learn to were well few instances ofgetting general IT issues {q?:.• 
implement it st.affto take "owner$hip ....infomlCd on Y2K ~ecl.Hi{y) 

issue!> of the problem 
email, the web. or other 

• DiSlribute information via 
• Dlstnbullng material 

media (e.g., poo,ter:->. videos) electronically om}' 
requile uSeIS I() 

Awareness 
• Promulglll.e Y2K messages: 

proactivei}' access it 
all HHS employees. 
from the Depuly SlXrelary to 

andlor have knowledge 
orits exislence 

Awareness Day 
• Some OPDIVsIH!'ld a Y2K 

• Held frequem munagemem . 
and tedmic;.!1 meetings by 

team in proactive eiTmts 


• Establish CIO Y2K Web Site 

Establish 
 • OPDIV tiSk fc)rces • Purtner • No significant issues • New business 
Partner established points of contael relation!>hips and relalionshifY.> formed, 
Relmionships with partners contacts were ex.isting relationships 

established strengthened 
Feder.ll Heahh Clre and 

• Creation of joint private and 

AwarenellS 
Human Services OUlreach 
Sectors 

• 	 Deputy Secretary held 

rneelings with I h'ahh Curt:' 

CEOs 
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http:Feder.ll


-------- - -

_~ _ _ •___W "- """-.~ -"""'"",,""""'-~ --~-"'-"":". 

-

Phll\c Aeth"itin Primary ApproatIles Hcsults I!iSUts 

Lon~ 1 erm Bene(jt~ 
(product. process, 

Awareness 

. 

---------------­

, Outreacb to 
Partners 

• Til!lor Qulreacn program.. .. 

• Distribute informal ion via 
email. lhe web, or other 
media (e.g., posters, videos. 

! • 
targeled mailings) 
Conduct a'iSeSSfOenrs and 
surveys ofafTec!ed industries 
(e.g.• FDA ;md Ihe 
pharmaceutical industry) 

• Held Y2K Awureness Days 

• PlIrticipate in multi· 
org,mimlion,lI "'OIking 
grours and confercru:es 

• Survey partners tor relaled 
issues 

• Assist partners on tbeir 0"'1) 

Y2K compliance planning 

• Coordinate with National 
Governors Associlliion and 
National Association ofSulle 
I nformation Rej)ource,~ 
Executh·es (NASIRE) 

• Human Service Sector 
(terresentalive~ from HRSA, 
HCfA, SAMHSA, AoA, 
ACf) produced a seelor 
otHrea,h plan providing Y2K 
infnrmalion 10 aU levels of 
human .wfvice providers 

• He-altiJ Care Sector dtd the 
same, 

• 

• 

Partners were 
kepI weI! 
lnfonned Qn Y2K 
is.l;ue" 
Partner Y2K 
compliance 
progres... tr,lded 

• Most OPDIV" had no 
issues 

• ms .. Field locations, 
particularly Tribe 
managed. did not fully 
comprehend the impact 
ofY2K and illS had w 
place a iol of lheir 
resources on the 
t\\\''areness eiTort 

• HRSA .. Partners only 
panially fuooed through 
HRSA nnd resronding 10 
the Y2K surveys was not 
a higb priorily. 
Di~ttibution problC1n5 fOI 
surveys .. conlact info not 
current. 

• Omreach pmgr.lm 
"template" that could be 
tailored for other large 
projects 

• Aceur,lIe partner cOnt3.cl 
infonnat!on databa."es 

• Betler underslanding of 
how partners view and 
implement ·'natiOnj}" 
project.." of this lype 

. 


~ 
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Long Term Befleiiu 
-PtHue Adhilie~ Pri-u1Iuy Approadws (product. process. Results IssuesI cun("~pt) 

Code • Direc{ inspection or rcsling of • All in-house cooe • Dew:IQpt:d Seeurity • Security cooeems 
AS$essmem code QSi£lg software Iools asscssed Plans, identified unO. identified 

addres.~ known• Use manufaclurers' product • Potenlial !rue-nate 
dcficiern:: ies, 

software 
information to assess COTS problems with 

("x(ema! ruogrnms • Some \lendor;; did no~ 
aoo dow update their prodUCL\ for• Develop a remediation plan As:s:ct.smt'nf exchanges Y2K compliance untIl 
id(>ntifu:d lute in J99'). 

• Remcdialioo 
. plans developed 

Asset • U.se both manual (e.g., • Accurate • Accurate io\'entory of• SecurilY vulrwrdbili!ies 
Identification sur.'cys, dir«t in!>p«tion) dL<.,covcrcd io someinventory of cAistil\g hardware and 

ao(! aulomale(! fC)ol~ 10 exiSJlng hardware OPDIVs sofiware 
inventory all hardware, and and lIoflware • Proven dala collection • Categorization of systems 
software, and facilities • Redundant or wa.~ nol coordinated with methOds to support 

Assessment • Calegorize assets. (mission categorization ofbusiness configuralionunneeded systems 
critical, nOlmal, low priority, were idemified processes, reo;uhing in management of assets. 
etc.) wille initial eww; inand retired 

categorizing asscl~ lhat 
h>ld to. be corrected I>lter 

• De~·elop >I remediation pi>ln 
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LOong Tcnn &-nefih 
..Activities ­ rrimary Approaches Rt')ulbPhase hsnes lPN'lduct, proC~U.. , concept) 

Software • 	 Develop '"windowing" • 	 VendQr information not• 
-

Large numbers of • 	Beneficial system 
RetlkiliatlOn software 10 convert externally applications and always timely: OSCE upgrades that may lIDt 

received data to Y2K systems were (ACF) had to change have been perfornloo 
compliant su~ssfully from replHr 10 o!herwi.{c 

remediated on replacement midway • 	Use s!mldard software lools • 	Increased knowledge of 
schedulc Ihrough due to an AT&Tto correct code system fimclionalily and 

transfer protocol change interfaces 
Ihat are Y2K compliant 

• 	Develop repmcemerH syslems 
• 	COTS remediatIOn • 	 Improved network 

required vigilance (and security• 	Use vendor supplied parchei>Remediation 
resources) due 10• 	Exchange information (user 
frequent vendor patch groups<, publishell standards 
releasesor guidelines. CIC.) 

• 	NOll.lsing sfand.ard 
SOfiv.llfC developmenl 
proces!>es lenglhened 
those particular 
rcnu:JiatiOns 

----- --,------	 -2::7---­
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I 
Long Ternl Benefits 

PlhUf Primary Approach;!! RMulisActit'itic\ hSUi"li (product. pro«ss, 
CQu(epl) 

Equipment • 	Examine or test (using • Equipment • 	 OMS changed deadlines • UPsrnded, complianl 
Replllcemenl and requilemems midway industry standard methods} successfully equipment 
P'llI1ming ­ equipment fur Y2K upgraded or through the pmce"" 

cOIl:lpliance replaced: for C3U5Cd additional 
someOPD1Vs planning and reallocation • 	Upgrade or replace. 
this "'<IS upwardsc of resources 

itS OWn ~tltl:te);!y for doi~8lhis 
equipment; each apmv had 

of 5000 ilem,
Rrmrdiation • Some 

schcdule to managc 
• 	Develop an o\'erall plan and 

noncompliant, 
remediation since it was al] noncritical itcms 
e.>.lensive undertlking: not replaced 

• 	Use contractors to do the 

work 


Testing • 	Develop a te.s.t plan and • _ All testing was • 	 PSC was required to • Docurrn:nted procedures 
idenllfy test s.o(!ware \3 perfrmn an end-to-end for planning und 
vallely ofeon; packages 

successfully 
completed syslem lest without direct executing lurge :scnle tests 

'o\lere used) ;Mhority over all systems • 	 Increased awareness of 
in Ihe pmce<,<" which rnay the impQrui.I1I::e of 

the tesl~ 
• 	 Use contrnctors 10 conduct 

have resulted in configurationValidation 
unreported problems. management and quality 

environmenl"and eondUCllest 
• 	Creale Or simuhue Inc test 

• 	 A few dimeulli~ with assurance. improved eM 
being able to advance the and QA procedures 
date within the system 
openlting environment 

-_._------_. -1:8--·-----------~--
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Lonlt Term BeMfi~. 
Activities Re;ulHPhase Primary Approst"bei h!.ut'\ (prodod. pto~.u:. 

N.m<:ept) 
IV&V • SeleCt appmprhm.' IV&V • An IV&Vwork • A few OPDlVs repO'rted • An established IV&:V 

cO'ntractor (nearly <.Ill IV&V was performed O'n prrn;ess that cnn be nsed 
was contracted out) 

start-up difficulties 
for othet a,,,pectS O'f ITschedule (coordination wilh 

contractors) but work• Plan and execute leSts. report • Better system 
resull5 was finished on schedule documenlalion (a re!\uh 

• FDA reported wme of needing 11 for the Validallon 
dtfficultics with system 1V&: V process but it , 
owners providing: results should nonnally be done 
in nun-st;mt.!<lrd formal!> during t.}'stem 
or nnt being present al development) 
test; 

Recertification • Primarily perfonned by • All systems • Approving syslCm • Upgraded. cO'mpliant 
contractor recertified on cltanges needed to' meet SyStems and a baseline 

conflguf<ltion d:ltab:lse 
fO'r certification 

schedule program requirements. • Develop and e,xeCUIe tesl phm 
aflerlV&Vami • Improved web versi{]n {]f 
recertification OPTN available ahe:ld of 

• Needed a beller nominal schedule 
understanding of ch:lnge • Using a eontrolled ~ys(emValidation 
{:unlrol ,lfter certificati{]n development process, 
(Psq with upfcont pl:lnning, 

• Preventing system reduces luter w{]rk eff{]rt 
owners from m<lking 
unauthorized changes to 
certified systems 

---_._­ -2;:9---­
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""fbase Activities PrbuiH'Y AWruRt:bh Results 

-----­

Issues 
Long Term Bel'l~flts 

I(product. pnx:H\., CQueent 

Implementation 

, , 

Implementation • Establish an implemenla1ion 
plan nnd schedule 

• locol'pOr.t!e change 
management to incorporate 
plan flexibility und insnre 
requirements ~Juy salisfied 

• Implementation 
generally 
successful 

• New working 
groups and 
partnerships 
facilitated 
planning, 
scheduling 
equlpmcol 
insmllations.. and 
genend sharing of 
informal ion 

• Having a -hard'" deadline 
forced S(ljne early 
deeisions based 00 
preliminary or 
incomplete inf(lnnutjoo 

• Change conlro! afler 
implementation remains 
important 

• Experience in 
coordinating large scale 
projects of this type 

• Increased standardizalion 
of systems within eaeh 
OPDIV and 10 a lesser 
exlent across OP'DIVs 

, 

ImpJcmentatioll 

Moratoriums • Develop (or follow eXlsling) 
mOHitOliunl guidelines and 
waiver request procedures 

• E\'aluale and monitor 
implemented wai\'er request." 

• Selected wuiverl' 
were granted by 
the Department. 
nOI all OPDIVs 
requested waivers 

• Moratorium 
facilimled overall 
Y2K compli<tnce 
and readiness 

• Moratoriun1s ~e!ayed 
new system funclionalilY, 
musl apply judiciously 

• ClussifiCllIion (Ifmisston 
critical v". essel'lliul vs. 
non~eritical systems 
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----T----------------­ Long Term Bent'fits ,PhaU! Acdvjtit'!> I>nmar) Appl'oudu"" . Results l\\uell (product. procen. 
concept) 

Continuity • IHS did oo! receive plan• Usc GAO continuity planning • Business • Revised and up to date 
Planning guidelines a<; a ~Iarting point processes were contlOuHy plans that can 

for planning 
reports from most 

evaluated and Tribally rnanaged be applied to various 
ranked. from programs and could nO! disaster scenarios 

cllSwmi:zed Beep 
• Devetop an OPDIV­

"mission criticar". report on their SlaWs • Risk assessment 
essential to oon­ • ACF - Ov<:~ight agencies methodologies 
critical 

• Identify f.!i1ure scenarios 
shifted focus from • lmprov<:d docuflwfltcJion• AnrdYIe processes. (''OmJuct 

• Beeps were systems contingency to ofbusloc5s processes 
furt(:tions 
interviews, identify critical 

updated or blJsitwss conlinuily IUlc in
Rbk Planning 

created 10 reflect the project causing some• Implement plan and provide 
Ihe analysis uncertainty about planneees5ary lmining (0 :;.laIT 
results \:ontent 

• Training provided • NlH - Fnsming Ti~k 
planning did nOI interfcre 

performed some 
• MOS"t OPDlVs 

wilh ongoing palient care 
Iype of business and l1:!>ear(:h aClivitie" 
proces~ (:ominuilY 
testing 

Contingen(:y • Use GAO contingency • Contingency • Rcw:able (with some 
Planning 

• S'lme as for continuity 
plans w<:re planningplanning guidelines as a modiflcation) 

Starting poinl for planning developed and contingency plan~ for 
tested other IT disaster 

IT systems and infrastructure 
• Deve\o!, OPDlV plans for all 

scenarios 

Risk Planning 


• Addilional 
information 
glllher<:don 

• Implement nod ieSI 

I . !'ystem 
components and 
th<:irrelation to 
business process _._._.­
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. tonI': T('rm 8('nefitsRf.'SUII~--- ---Tr Phas.e A~lhiti...lo I Primary Approachf.'s IS~LI('s . (prtldue', process.! . concept! 
Day One Center • 	E}tperience in pllltlning• 	Develop ;;)Ver;~n plan, "el up • All Day Doe • 	 Peregrine sonW(lre \\'tlS 

Preparation command centers, dry run Centers were and operating a command 
lests 

used for st.mus reponing 
ready on sehedule l.lnd pbmning !.ask action center 

items. If sufficient lead-
time had been available. 

• 	 Provide !.mining for s1.aff • Dry rom· 
conducted• 	Clearly defil'e rep011in{i: 

each Of'DIV would have requiremenL" and "!.aiT roles:. • Developed 
fully incorporated andand interfaces with the procedures <lnd 

nallonal I illS I.:ummand efficiently used Peregrine mechanisms (e.g .•Day One [or OPDIV incident use of WWW) [or 
collecling and 

center 
repot1ing and reduced 

reponing Duy Onc developmem 
infomlalion cosls. 

• 	 Establish 
managemenl and 
decision mak.ing 
hierarchy 

Day One • 	Perform Day One lH~tivities as. • 	 Day One rollover • 	Comnrunica1ion issues !. Various wftv.'are lools: 
Operations tbat can be reus,ed ill the 

smoothly with no 
planned proceeded (i.e., the ICC changed 

Cuture for s.imilartheir access 
critical probh::m:;. methodology, which scenrlrio~ 

reponed cau!;ed instruCIion.<; 10 the • 	Securi,y Inlcking and 
HilS OPDIVs to delayed exchange or inronnalion 

dimcullies 
• NoY2K 

and left little lime for witb OPDIVs wu~ 
Day One It:::sling)associated with vuluuble 

using IT • 	Employee compensalltm 
infra..<;truclUre [or i.ssues for Day One 
data collection activities 
and reponing 

• 	 Several inslance,; 
of tJllsuceessful 

. hacker atrocks 
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SECTION 3 

LESSONS LEARNED 

The challenge ofY2K was the combined requirements for sofiware development, 
hardware acquisition, and process engineering. HHS's IT slaffs had never been 
involved in a project oflhis magnitude before, and, unlike other projects, one that had 
an unmovable end dale. A viable solution to the challenge required the slaffto 
develop scenarios (hal could occur in case ofa Y2K induced failure. By working 
through these scenarios and analyzing the results, the Department and the OPDIVs 
learned lessons that can now be applied with confidence to other large IT projects 
(e.g., PDD-63). 

The key lessons learned by the Department and the OPDIVs are summarized in 
Table 3-1, which lists major lessons learned by two general categories: Management 
and Process. Within these groups, the lessons learned arc listed in an order that 
reflects the number of organizations thaI reached the same conclusion. 

3.1 KEY LESSONS LEARNED ANI) RECOMMENDATIONS 

Sl'veral factors aided the Department and the OPDIVs in the successful 
resolution of the Y2K problem and can be applied (0 future large-scale projects 
(the item numbers refer to Table 3-1 entries). The factors include: 

3.1.1 Ohtain the Support and Backing of Management 

The Y2K problem would not have been resolved successfully without upper 
management support at the Department and OPDIV levels. (See Item I.) Early in 
the proljeci many of the OPDIVs sought and received a solid commitment from 
their top management as well as the Secretary, the Deputy Secretary, and the 
ASMB. This comniitmcnt was vital to the basie success of the program. Without 
the strong endorsement oflhis l11anagementteam, it would have bl'en impossible 
to lilUster the quality and quantity of resources required for tackling a project with 
the scope and magnitude of the Y2K rollover. The range of reSOurces allocated by 
management over the life span of the Y2K project included staff, funding, 
software, and equipment used for numerous activities (e.g., outreach programs, 
polici(!s and procedures). In general, active involvement, oversight, and 
management by senior ollicials made it possible to resolve problems quickly. 
allocate resources effcctively, and ensure agency-wide commitment to the effort. 
In addition, the IT team could not have completed the tasks needed to identify and 
resolve Y2K issues without the assistance of actual users. 

'II:' ;, To be successful in a project of this size, upper management must support 
it nnd assist in identifying essential resources as sc)(m as possible. 

"" 
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I' ,ii • 03. I...!: evelop Budgets and St.'Curc Funding Early in the Process 

, Effective IT progrnm management requires early budget allocation, (Sec Hem , 4.) Ptograrn managers cannot plan the work. statling. or contractor support 
I withoul knowing {hal (he funds arc available. Good planning is an essential 
I, 	 ingrcdicni in this process because budgets mus{ be developed early enQugh in the 

project's life cycle so funding can be made available, as it is needed. Withou! 
sufficient funding, staffing, equipmenl, ficrviees. and supplies can not be secured. 
\Vhcnevcr possible, oversight agencies should generate data requests in the projeci 
to support funding requests and budget estimates early. The data requests should: 

• 	 include sufficient direction 

• 	 define all the (;onstmints bounding the particular budget exercise (e,g., 
time limitations, what the money ean be used for, nnd Ihe approximate 
amount of funding anticipated) 

• 	 jd~nljfy the SOlin:e of the funding 

• 	 give an approximate or actual date when a funding decision may be 
expected. If there will be multiple steps in oblaining the funding, explain 
the process being used and the possible dates for the follow-on data 
requests

II 
" 

• 	 provide the likelihood ofattaining the requested funds 

• 	 allow a'rnplc time for responding organizations 10 develop and submit the 
appropriate data 

., 	 Future large~snle tasks must have sufficient budgets identified and 
funded at the task's outset to maximize success, 

3.1.3 Encourage Coordination. Cooperation, and Communication 

HHS is comprise<! ofnumerous OPDIV sites and offices throughout the 
country. Each omce may operate slighlly differently than tbe home office 
opcmlcs. One oflhe most en.tl3ial clemenLo;; driVing the success of the Y2K 
compliance project was effective communication. (See Items 2 and 5,) Each 
OPDlV was not only able to communicate effectively internally, but also to reach 
out to other OPDIVs and agencies, as well as to non-governmental business 
partners. 

Coordination and timely communication were vitul [0 the success of the project 
An open flow of information among all the parties reduced confusion and saved time 
and moncy. Organizations learned from other's mistakes and did not reinvent good 
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ideas ami solutions. Communicati<m lines must remain unbroken front top 
management, which provides the overall vision and strategic guidance, to the 
opcmlional staff, who must pullhc vision into practice by implementing the 
appropriate scI of tusks Illld Hclivities, 

r 	 Effcetivc cooperation is necessary for project SU(;ccss. 

)- In order to maximize success for ruture all~cncompassing projects, the 
cummunication !inks and contacts made during the Y2K project should 
be maintained. Communication methods varied depending on the 
OPlllV, but the goal of maintaining efficient and cooperative 
rdationships did not vary. 

3.1-1.1 Web Pages .nd Hot Line, 

As stated previously, effective and comprehensive communication within each 
OPJ))V and among OPDIVs was crucial in this: project's successfu1 completion. 
Many OPDJV.s and the Department developed web pages as a conduil for 
infimnalion dissemination. ror example. FDA and IHS developed web-siles 
de"oted to providing status information concerning medica! devices threatened by 
Y2K non-compliance, This technology also proved quite effective as an outreach 
1001. providing updalc informal ion 10 the public as well as to HHS~ business 
partm:rs. In another example, OS developed the CIO Sceure website and the 
Peregrine Day Ooe Reporl website to ensure that the communication channels 
developed during the Y2K project renmin. ' 

> 	OPDJVs should maintain thdr wch pages to be as CUTrent and useful as 
pussihle, prererahly with automat(">d updates. 

Hotlines also proved to be a useful tool for Infonnation dis$eminalioo. PSC's 
Emergency Response Center, HRSA, ACF. und olher agencies developed 
ecntralized calling centers to provide Y2K status Information. Either recorded 
message or person-to-person communication provided information. A HHS 
National Operations and Security Center could be an 8oo-service hotline center 
using Automated Cull Dislributor and voice response units. 

:r-	 Future large-scale projects would henefit rrom hot line utilization. 

3.1.3.2 Communication witb States and Business Partners 

The Department and the OPDIVs must communicate with State, local, and 
tribal3takcholders conccrning Health Care and Human Services issues. Howevcr, 
identifYing the uppropriate organization within the State was an arduous task. For 
example, the Stale CIOs TCJKm to different components than the State Health Carc 
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Organization, Some States delegate Health Care rcspom;ibilitics to county 
govemmcnts. 

Elleclive communication was vital for the SUCCCSi\ of the Human Service 
Outreach Seeior (i.e., a group composed ofrepresentatives from HeFA. HRSA. 
SAMHSA. AoA. and ACF). This group effectively communicated and 
coordinated with the States 10 assure those programs such as Child Welfare, Child 
Care, Temporary Assistance fur Needy Families and olhc:rs would not he affected 
by :my Y2K-rclatcd failures. Sector outreach plans were di:Hributcd. infommtivc 
web pages wefe developed, and help desks were aclivatcd 10 reach the numerous 
recipi~mts of (he Seclor's services. Without the dedicntcd effort of this cmss 
agency ICOlm, program beneficiaries would have endured undue and unnecessary 
eoncem over potential Y2K induced problems. 

Future project challenges will require the Department, us well as its OrOIVs, 10 

coordinate infonnntion !lows with the States and business partnefs to minimize 
reduodunt cnmmunication~ provide e~irly ident! nCil! [011 of responsible parties, and 
maximize effective communication, 

:,0;. 	 Standard approaches across HHS OPDIVs need to be used to reduce 
confusion at the State, local~ and Triballevt'ls, 

3.1.4 Dc~nc and Understand the Scope of the Prujt.'d 

Thls step includes the necessity to communicate the challenge to all parties 
involved. 1l ensures that valuable resources can be applied to solving the foot 
problem and rathef than treating symptoms, (See Item 7,) 

The earlier this task is accomplished, the more lime an organizalion has to 
~ 	 develop designs and plans, c~irry oul preparationg, and conduct operations. In 

addition, it nHows an organization to assess its own ctlpnbilitics and shortfalls 
Wilh rdation to the ehaJlengc being tackled. For example, by addressing the 
problem carlyon, OPOIVs were able to dctconine what parts of the Y2K project 
required thcm to seek outside, indcpendent expertise. Allef making that 
detem)inalion~ they were free to pursue getting the fight contractors for eaeh job 
wilhout rushing through the critical steps of rhe process and possibly making 
costly mistakes. 

>-	 It is imperative thtlt the scope nfthe project be clearly defint.'1I early. 

3.1.5 Institute Project Management for IT ProJ::rams 

The Y2K program required solid proj(..'Ct management pmclices. (Sec hem rt) 
The progress .and status ofaclivilies needed to be monitored and assessed on a 
regular basis. Refining priorities, updating resource allocations, assessing rigks. 
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developing plans, and revising schedules und budgets based on trustworthy 
information was paramount to keeping Ihe Y2K project on tnick. 

3.1.5.1 Scheduling 

Tbe fir:;t step in uny large~seaJe project is to plan the work thaI has to be 
'lccomplished to reach the goal. ~or the Y2K ,dmllengc, HHS hnd to evaluate 
every system and the work that would be required to ensure system operability. 
Detailed schedules with interim milestones were produced throughout the 
Department This standard prm::ticc proved beneficial When additional milestones 
were imposed by other government agencies. To accommodate such additions to 
the workload, OPDIVs adjusted their schedules to meet the necessary 
rcquifcmcms. 

? 	 Sdleduling will be required for any future task of a similar magnitude. 

3.1.6 	 Develop, Jmplemf..'nt and Enforce Change Control and Configurafion 
I\'lanagcmcnt 

Usc ofa comprehensive change control and configuration management 
methodO'logy was vila I to' the Y2K project. (Sec Item 12,) Modifications made to 
applications, systems. and plans that did not foliow standnrd practices eomplicated 
and lengthened the remcdiation process.. 

To ~IS!;eSS the magnitude of pOlential Y2K problems. each OPDIV had to know 
wh:H IT assets were in pluec. To nccomplish this goal, a variety ofnon-standard 
inventory ~pre"d sheets und dnta bnses were developed listing every major 
sot1wtlre application, IT sys!cm, and supporling peripheral ihat could be affected 
by Y2K, Non~complial1t equipment was removed from service and replaced with 
new, Y2K compliant hnrdware and software. However. automated configuration 
mUllagement, asset mnnagcment, and problem management arc required. 

The IV&V teslS perfoTIllcd for detemlining system compliance provided the 
Department with detailed information concerning their systems. An additional 
pmdu..:t resulting from this effort WaS n database of the Department's business 
partners. This database will prove quite valuable for fulure large-scale projects, 
whieh may require extensive communication outside of the Department. 

» 	The Oepartmfmt nCl>ds to maintain thl' comprehensive asset inventory and 
configuration management. This datahase win provide the Department with 
an accurate inventory of all-existing hardware and software. 
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3. t~7 Focus Oversight Reporting on Critical Aspects of the Program 

Muny reponing requirements were developed by oversight agencies. (Sec 
item ],) New requirements continued to be received throughout Ibe process. This: 
continuous process compl icu!cd an already complex project. As a result, 

• 	 tbe intended audience was nol clearly defined 

• 	 Lbe lime allocated for repan generation was nol su mClenl 

• 	 formattin,g and IClorln!e requirements were inconsislent 

• 	 requests were redundant and exccs:sivc due to a lack ofcoon.linalion j 

consolidation and reuse of original information by oversight ab~nc1c~ 

• 	 changes in guidance were made at the las{ moment throughout the process 

• 	 objectives were not communicated clearly 

Some ad hoc reponing/data requests ror Y2K had unclear objectives causing 
IH_klitional intense work effort. whieh proved costly to produce. Although many nfthe 
reports proved quite beneficial to the requesting orgunizntion. the additional time 
requirl:d from the OPDIVs interfered with the tasks being pcrfonncd. 

3.1.7.1 Reporting 

The number ofpnrticipants involved in addressing the V2K problem made it 
difficult to quickly ascertain status. HHS's OPDJVs prcpared a ScI of stnmhmJ 
reports, which documented progress toward progrmn complclion, The Orflce of 
Managcmenr and Budget (OMS), the Geneml Accounting Office (GAO). 
Congress, and (he President's Council on Year 2000 Conversionlnfonnalion 
Coordination Center {ICC) also imposed. reporling requirements on the 
Department. HHS also required additional reports from each OPDIV to stuy 
abreast of changes. The nuntber and variety of required reports, as well as the 
different report audiences proved quite daunting and limHed the time avallablc to 
perform siandurd duties. 

A proactive approach will minimize unproou(,:tive actlvities and contain Ihe 
project's scope. Any change to-the initial sci of reports must be communicated in 
a timely manner to all entities responsible for reporting. In addition, the 
Dcpanmen1should generate summary reports with inputs from the OPDIVs, as 
needed. Maintaining the communication links .and cooperative relationships 
should simplify this centralized reponing. 
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>- Upon program outset, the reporting requirements need to hc identmed~ 
communicated, and followed. Simitar reporting needs should he 
coordinated and standardi:l.cd across Agencies and Departments, 

3.1.7.2 Command Centers 

The polcnti(ll severity underlying the Y2K project required each OPDIV and 
the Department as a whole to facilitate command cenlers. Many OPDIVs have 
not operated in a command center cl1Vironmcm, so thc concept was new 10 them. 

The Department !'i.hould cSiablish a National Operating and Sccurily Center 
(NOSe) to which OPDIVs provide system and. nelwork and management uala and 
analyses. If contractor support is needed Lo help facilitate a ccntcr's_opcfIllions, it 
is bener to ensure contractor expertise early in the project's life. 

> 	Future Illrge~scale projects, whkh rely on effecth'e communication, 
should consider maintaining II consolidated command Ct.'!nter 10 act as an 
information~learing house Cor the im'oh'ed parties. 

3.1.7.3 Status Reporting 

The Deparlment decided on a wch~hascd tool to report Departmcntul status 10 
the ICC. Most of the OPDIVs chose to usc this tool to report their stntus: to the 
Department and were lrulned to do 50, Although the lool depended on Ihe IT 
infrastructure nnd was, Iherefore, more complex than a simple manual system, its 
capabililics out weighed Ihe complexilY and riSK. The tool ean also be used on 
future projects (e,g, PDD,63), 

>- Fu1ure projects should carefUlly determine reporting requirements and 
select an appropriate tool or method. Other considerations such as reuse 
of tools should IIlso he considered. 

3.1.8 Test IT Plans and Systems 

(n order to vali(iate its plans. Ihe Department and the OPDIVs conductcd 
reviews, tests, cxereises, and simulHtions. (See Item 9.) These servcd two 
pUf}'J<)ses. Tbe first purpose was 10 ensure the quality of the phm before it was 
executed. und the second was to help reinforce the training thr01lgh "bands-on" 
experience for participunts (tc" the personnel responsible for carrying out the plan 
wben the real event occurred), Applications and end-lo~end syslems wcre tested 
for interoperubility and correct opcr:alion bcfore thc dare rollover. 

, 	 l·(~ting was \-'Ua) to the success of the Y2K program. 
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3.1.9 Adopt and Implement Uniform and Established Methodologies 

The Department and the OPDIVs planned and implemented the overall Y2K 
program based on the adoplion of several estabILSh..:d. proven, nnd authoritative 
methodologies, (SeC' Item 10.) For example! the OPDIVs executed and revised their 
Y2K programs under the direction and guidance ofOAO documentation, This served 
two important purposes. It provided a uflltonn methodology shared lhroughoul the 
Govemment, Ihereby allowing common communication when required among 
partners; and it provided a strong source of authority for tbe approach taken, They 
also implemented proven and established methodologies in the key areas of business 
continuity planniJ)g and uutomfllcd system testing, veri fication, and validation. 

3.1.9.1 Busjnes~ Continuity and Cuntingcney Planning (Beep) 

A:i directed by the GAO, eaeh OPDIV developed u Business Continuity and 
Contingency Plan (BeCP) for each mission critic~ll system that could be followed 
in case ofa Y2K emergency. Core business praclit.::cs along with mission crilical 
systems and business partners were identified and documented, Continuity pl~U1s 
focused on how services ofrered by HHS cou!tl continuc in ca.<;e of a Y2K Induced 
failure, while eontingent..}' plans focused On thc reparation siers needed 10 bnng 
systems hack on¥jine, This time-consuming lask provided cach OPDIV the 
opportunity to fully evaluate bow it conducts business, how the availahle lools 
help f.'lcilitate business, llnd what needs to be completed to continue their mission 
to the public. 

);;. 	 Decps will provide! each OPDIV the guidance rcquired during any 
emergency thut affects normal operations. 

> 	E:lch OPDIV should maintain a currcnt BeCp to rencer changL~ in 
operations. 

3.1.10 A!lsign Personnel with the Necessary Skills and T~lents 

Good management, dCl.:ision making, and orgalliztuional skills are required 10 
lead IT projects of the scale and scope of the Y2K program, (See lIem 6.) 
Stnning essential positions with skIlled people is essential for success of Jnrge~ 
$Calc IT projects. 

3.1.10.1 Staffing 

Effective program management requires the best staff mix 10 complete the job. 
Each OPDIV identified;) Point-of-Contact (POC) to act as the Y2K coordinator 
(i,e., the focal point for all Y2K infonnation gathering and dissemination). The 
POC was not usually the CIO but had the support or the CIO to perform the job, 
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\Vork groups brought together stafTfrom disparate offices and worked Qui 

requirements with alllhc participants involved. 

} 	 Future challenges of a similar magnitude will benefit from apprupriate 
poe assigl1mcn~s and work group initiatives. 

» OPDIVs need to usc HHS Desk Officers as extended staff. Desk Officers 
n(~ed to participate early in a process to ensure fhat successful 
communication between each OPDIV and the Department continues. 

, 
),1.10.2 Compensation 

Plojccts thai require substanlial staff overtime are common in private jndustry~ 
which has the means and methods to compensate staff who work long hours, 
Employee dissmisfaction is thus mitigated once excessive overtime slUrts. 

> 	Compensation plans must be addressed early in the process to ensure that 
the best staff is uyailable;and that their efforts are appreciated and 
rewarded. 

3.1.11 (;se I ndl'pendent Testing and Auditing for Quality Assurance 

IV& V was a critical componenl of ensuring compliance and reducing risk. (Sec 
It.) Quality as!{umm:e WHS enhanced and confidence in the system/plan improved by 
having an objective reviewer approve/valrdate the system/plan, (ndependent audits 
und status m;sessments conducted during Ihe project also served as valuable project 
management 1001s. 

3.2 lONG 'I'ERM BENEFITS 

I 
I The Y2K project reqaired extensive program management, purticipnnt 

awareness, systcm assessmenl, software remecli:ltion. system vHlitlntion lind 
verification. nsk planning, Day Onc planning. and efticient communication within 
nnd outside HHS. To successfully overcome lhc problems thai could emamlle 
from II Y2K induced failure required the Department 10 produce un all~ 
encompassing approach (0 reduce the possibility of failure, and decrease the risk 
should failure occur. AlthOUgh the direct results are evident (there were no 
subst:mtial Y2K problems in HHS). indirect results ure not us cvidclll but just as 
important n)(~SC include the following: 

• 	 Heightened aWlJreness toward securily issues was one long-term benclit of the 
Y2K project. The real risk of hacker activity was minimized by 
comprehensive itpproaches to secure inlemal nelworks, as wei! as networks 
connected 10 the public via the Inlemet Firewalls were purchased and 
installed: processes were developed and jnstitu!ed~ ana JT staffs were trained 
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011 security mCll:;urcs that. when llsed properly, could ideniif)' network 
violations., 

" 

• 	 Configtlnllion Management (eM) processes and their applic~ltions were n 
resull orille Y2K project. eM became an essential process in determining 
SOtiwllfC viability, The underlying methodologies in eM will assist IT slaffs 
10 gmher the needed infonmltion to maintain their $ystcm inventory databases. 
Proper adherence 10 eM and shll1durdiz3tion of eM across OPDIVs should 
h~!lr identify tools that can be lIsed in fUlUfC projects of similar magnitude, 
thereby minimizing additional nudget expenditures for new syslems. 

, 
" 
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Table 3-1. Key Y2K L ...on. Learned 

~o. I .. Kef USSO!lS Learned 
--------T~ 
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c ~ 
~ 

.~ , 
<., 

l. i. M Get management SUl)PO!1 and backing early in Ihe project 9 x x X X x X x x x 
Maintnin senior leadersbip a\\<.!reness and involvement ill 
strategic IT issues. Direcl and continuing invulvement of senior 
mnnn~l'TlClll is vilHI. Active involvement. oversigbt. and 
manngemem by senior officials made it possible to resol\1; 
problell\'~ quickly. allocate resources effectively, and cn.'i<ure 

2. M 
~Se:'!-fy-wide: _C.~~~~I~!1_I..:____________________ _ 
Cross. coordination and communicHlions are impQrlanl :U1"IOng all 8 --Ixl I Ixlxlxlxl Ixlxlxl 
panies il1\'olved (c.g .. among OPDlVs, among: govcmmenl 
ugem:ies, between govemmem and partners, between 
government und Cll.<;.(omers, and among p'lrtner::;). Coordinutors 
proved 10 be a vHluable resource. Commuuicatiou mu."l flow in 
both dirtttions across allle\'els. 

3-ll 




"'--= " 

No. '.. Key Lesson~ Learned 

, I; ------------------------------------------­
3, M 	 ReportiJlg to oversight agencies can Ctiuse confu!ioion and 

consume unnecessary resources when the reporting requlrements 
11M guidelines are ill defined. Spe<:ific e_,\llmples provided 

include: 

• Intended audience not defined_ 

.. Insufficient time alloeated for report generation. 


• 	 Inconsis:tetll formatting and template requirements. 
.. 	 Redundant/excessive requests due to lad; Qf coordination. 

consolidation, and reuse oforiginal informal.ion by 
()VerSight agencies_ 

.. 	 Last minute changes in guidance. 

• Unclear objeetives. 
Some ad hoc reporting/dala requests for Y2K had unelear 
objectives causing lIdditionai inhmse work elTort. which pn)Vw 

________ 50'<'UV to produce 

~~ "'~ 

_' 	 . 
~ ~w-<Z'u,-:,~~'J;- "(:u.<l 

~",= cow=' - 0-..1;­
r-'<'<,<uw-::::=-I': J)I.:i:o ~ 
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R 	 X X X X X X X X 
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No. Key Lessom Learned 
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4. M ProjeCI5 require real funding 10 m<lke progress. Evaluate and 
plan for slaffi'conlmcl resources e<lrly in the program. Request 
funding data and eslimntes early in the process and provide 
clear direction. Allocate sullieien! resources to accomplish the 
IilSk. Whene"'er possible, oversight agencies should generate 
data requesl~ for funding requesl~udget estimales early in the 
project. The dam requests should: 
• Include !iullicient direction. 
• Define all the con:;lrainlS bounding the particular budget 

exercise (e.g., time limitations, what the money can be used 
for, and the approximate llmount offunding anticipated). 

• Identify the source oflhe funding. 
• Give an approximate or aelUal date of when a funding 

decision may be expected. If there will be multiple steps in 
obtaining the funding. explain the process being used and 
the possible dates for (he follow-on data requests. 

• Provide the likelihood of attaining the requested funds. 
Allow ample time for responding organizations to develop and 

submit the appropriate data the first time. 

6 x x x x x x 

5. M Ensure open communication between mnnagcment and staff. 
Ensure a sense ofownership in any process by communicating 
the overall vision and strategic guidance of top management 
across all levels of the organization. 

5 x x x x x x 
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6. M Pick people wilh good organizational and decision-making skills 5 x x x x x 

10 lead key projects (i.e., "malch lalent [0 [he task'"), The 
program required allention to detail and persistent follow­
through. The focused attemion ora project coordinator was key 

7. M 

to success. 
Clearly define and understand Ihe problem early in the process , x x x x 
so that you can solve the real problem and not just treat the 
symptoms. Ensure broad conceptualization of project at onset 
Work smarter not harder and a\'oid ··haste makes waste" 
problems by understanding the problem and conduc(ing 

planning appropriate to the task at hand. 

8. M Develop a viable methodology for monitoring project progress , x x x x 
and evaluating risk th<lt does not lead to unnecessary allention 
and concern due 10 flawed status information. Project focus 
must be maintained at all times. Collect and use project data in 
a timely manner. Prioritization of activities is very important. 

9. p Comprehensi'.e testing ofttle IT environment is vital. Testing 6 x x x x x x 
and "dry runs" of plans were important me~ns ofensuring 
whether smffknew whal to do. End-to-end testing was a 
valuable component of ensuring system intcroperability. A 
cogent process for testing applications is required for 
applications before they arc released. Rehearsal activities were 

essential. 
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10. p 

II. p 

12. p 

Key Lessons Learned 

Adhere to industry best practices regarding IT infrastructure. 

Adopt and implement unifonn and established methodologies. 

Good standards nnd procedures were importanl. Standardized 

procedures, products, and 100is proved helpful. Disseminate 

clear policy and standflrds in the early stages ofa project (Le., 
don't send oul a series of evolving nolices and ~tandards). 
[V&V was a critical component of ensuring compli::mce and 

reducing risk. Quality assuranee was enhanced and confidence 

in the system improved having an objective reviewer approve 

(he system. Independent audits are a valuable mana~ement tool. 
Use ofa comprehensive configur<lIion managemenl 

methodology was invaluable. Develop, implement and enforee 

strong change !;omrol and !;onfiguration management. 

Modifications were made that did not follow a standardized 

formal ofprogrnmming, and it complicated and lengthened the 

remediation process. 
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• Clllegory: M - Management Related 
p. Process Related 
I - Implementation Relate 
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