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Mr. Chairman, Senator Sarbanes, Members of the Committee, I ~elcome this opportunity 

to discuss financial modernization and its effects on our nation's economy and our citizens. 

This Administration has been a consistent proponent of financial modernization. From 

the beginning, our overall objective has been to do what best serves the interests ofconsumers. 

businesses and conununities. However. we oppose the bill that very narrowly passed the House, 

HR 10. beCiLuse it does not meet that standard. Before I describe our concerns, let me make a 

couple of larger points regarding our financial system and financial modernization, 

The nation's financial system is at the very heart ofourec.onomy. It accounts for 7.5 

percent of our GDP and employs 5 percent of our workforce. It performs a critical function as an 

intennediarj hetween savers and borrowers~ between buyers and seilers of securities1 and among 

insurance policyholders. 

I should also note that the U.S. financial services industry is now as competitive as ever 

in recent m(~mory., Abroad, the United States is dominant in investment banking and strongly 

competitive in other segments of financial services. 

RR·2520 



While our financial services industry is adapting and competing. with good financial 

modernization legislation tbat evolution could occur in a more coherent and orderly way. But 

without legislation, our financial services industry will continue to adapt and U,S, firms will 

remain competitive abroad, It is worth noting that they can already engage abroad in the 

activities at issue in financial modernization legislation here at home. Thus, we have an 

important issue, but we are currentiy competitive and the crucial thing is to get the solution right. 

Because financial services are so important to our economy, legislation in this area should be 

adopted with broad-based support and address the full range of concerns surrounding financial 

modernization as fully as possible. 

Two recent developments need to be taken into account as legislation is crafted to meet 

all of the various concerns surrounding financial modernization, First, despite agreement on 

some issues, H.R. 10 has given riseto enonnous controversy. It has pitted one industry against 

another. It is opposed by every major organization ofbanking institutions. and consumer and 

community groups have significant concerns, which I wit) return to in a fe¥.t moments, While we 

must recognize that we will never achieve unanimity, we must build broad-based support for 

fundamental cbanges to a sector that is so central to the U.S. economy. 

The second development is the announcement over the last several months ofmajor 

mergers in the financial services industry. Each of these mergers shouid be judged by the 

appropriate regulators. but crafting the beSt possible iegislation requires Congress to consider the 

impact ofwhat may be a trend toward consolidation on the various concerns surrounding 

financial modernization. 

In writing financial modernization legislation, you are, in effect, writing the cons.titution 

for the fin3Jlcial system of the next century. With that in mind, we believe any financial 

modernization proposal must meet five principles: it must protect the safety and soundness ofour 

financial system; provide adequate consumer protection; reduce COSts and improve access for 

consumers, businesses and communities; promote innovation and enhance the competitiveness of 
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the financial services industry; and, finally. pennit financial services finns to choose the 

corporate structure that makes the most business sense. 

Mr. Chainnan, in the context of these principles let me tum first to specific concerns the 

Administration has regarding HR 10. Then I will say a word about the more general concerns of 

others about financial modernization which I believe need to be addressed as fully as possible to 

improve the legislation and build broad-based support for legislation. 

First. the biB discriminates against banks and in favor of insurance companies, For 

example, the bill would deprive the Office of Comptroller cfthe Currency ofthe judicial 

deference accorded to all other federal agencies whenever the ace was considering an insurance 

question, Such discrimination would impede competition and innovation and would fail to serve 

the interests of conswners. Thars one reason why all major bank organizations are on record in 

opposing this bilL 

Second, the bill expands the Federal Home Loan Bank system without resolving that 

system's fundamental ptoblems. We are in fuvor of a FHLB that helps commutUties, but this bill 

would not curtail the System's use ofsubsidized capital to earn arbitrage profits, and could 

expand the System ~s funding VY1th subsidized capital of activities that have nothing to do with 

fostering h(lTne ownership or helping small and distressed communities. 

Third, it would prompt the shifting of assets out of national banks and into holding 

company affiliates. This would reduce resources covered by the Community Reinvestment Act, a 

key tool in the effort to expand access to capital in e-conoIl!-ically distressed areas. H.R. 10 would 

undennine the remarkable progress that has been made in the areas ofurban economic 

revitalizOlti<:>n and financing for affordable housing and small businesses -- nonprofit conununity 

groups estimate that. since 1992 the private seclor has pledged over $397 bilHon in loans for 

community development, As we work to modernize the financial system, we need to make sure 

it works for all communities. 
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Fourth and most significantly, the bill would force organizations that include banks to 

conduct new financial activities in bank holding company affiliates, and prohibit using 

subsidiaries of banks, We believe financial service finns here ought to be able to organize 

themselves in the way that makes the most business sense, just as businesses do across the 

economy, and not in a government dictated. one~size-fits-an structure, By restricting business 

choice. HR 10 would limit the abiHty of market participants to make their own judgments about 

how best to lower costs) improve services and provide benefits to consumers. 

There are good business reasons why one finn may prefer operating through a subsidiary 

instead of an affiliate. Holding companies can be expensive to form, particularly for sman banks, 

and restrictions on the activities of subsidiaries could therefore discriminate against such banks. 

In addition, bank management may wish to retain the earnings flows from a new venture 

generated by an existing Hne of the bank's business, or use the new venture to diversifY earnings. 

Moreover~ for reasons ofcorporate culture. management may wish to organize new financial 

services activities in subsidiaries. 

If a bank should choose the subsidiary structure, that choice could have benefits for safety 

and soundness and the taxpayer. Firs~ a bank wishing to commence a new activity would not 

have to deph!te its resources by paying out its retained earnings in dividends for the holding 

company to use in capitalizing a new affiliate, Second. if the bank were to 'fail, the FDIC would 

have a claim on the bank's interest in the subsidiarY - something that is not true of an affiliate, 

In short, to best serve the interests ofconsumers, businesses and commuruties, it is 

important th~tt we avoid needlessly ~~ for no purpose - restricting the choices businesses can 

make about how they structure their activities, Allovling business choice would not confer a 

competitive ndvantage or impair safety and soundness. There are safeguards that would ensure 

that a subsidiary structure and an affiliate structure are absolutely equivalent with regard to safety 

and soundness and use of the bank's funding subsidy, if such a subsidy exists, The bill reported 

out by the House Banking Committee included a number of such safeguards, including the 
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following: 

first, requiring the bank to be well capitalized and well managed, and to face sanctions if 

it fails to do so, 

Second, requiring one hundred percent of the bank"s equity investment in the subsidiary 

to be deducted from the bankfs capital-- and requiring the bank to remain well capitalized even 

after the deduction. 

Third, prohibiting the bank from making an equity investment in a subsidiary that would ' 

exceed the amount that the bank could pay as a dividend. 

Finally, requiring that any loans by the bank to a subsidiary be subject to exactly the same 

limits as loans by the bank to an affiliate, Such loans would also have to be on market terms and 

fully secured by high-quality collateral, 

With these safeguards in place, there is zero difference betv-leen conducting an activity in 

a subsidiary and in an affiliate with respect to safety and soundness or competitive advantage 

from any bank funding subsidy that may exist. That is why the FDIC has consistently concluded 

that the subsidiary structure poses no threat to safety and SOWldness. In fact, as to safety and 

soundness, under the Edge Act, many U.S. banks have long engaged overseas in investment ,and 

merchant banking through subsidiaries -- some of them very large -- and Edge Act subsidiaries 

are chartered and regulated by the Federal Reserve Board, Furthermore, for the reasons already 

discussed. the subsidiary is actually stronger than an affiliate from a safety and soundness 

perspective. 

Our linal objection to the bill is that the elected Administration is accountable for 

economic policy -- and bank policy is a key component of economic polley. Under H.R. to. 

banks \v'ould gravitate away from the national banking system. and the elected Administration 
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would lose tts nexus with the banking system, thereby losing its capacity to affect bank policy. 

Let me be clear: supervision of banks is ~- and should be ~~ apolitical. Indeed, capital 

stand~s, reporting req~irements. and examination procedures are already uniform regardless of 

.'which federal agency regulate~ the bank. But banking policy is a different matter. It is essential 

that any elected Administration have a voice in this important area of economic policy, and that 

they be held accountable to the public. 

Mr, Chairman. let me tum now to the concerns that others have raised about this bill and 

financial modernization legislation in generaL I believe that these concerns should be addressed 

as fully as possible to build broad·based support for this effort, Also, in addressing these 

concerns, I believe that Congress should take into account the possible impact ofrecent merger 

activity on the financial services industry, Many smaller> comrnunity~based banks are concerned 

about the growth offinancial conglomerates, and the thre.t they pose to community banking, 

These concerns are exacerbated by the costs imposed by requiring community banks to fonn a 

holding company in oroer to conduct new non~banking financial activities. Community groups 

have raised concerns that concentration of the financial services industry could have an adverse 

impact on access to capital for lower-income communities. These groups have also expressed 

concerns regarding the impact on eRA) which I discussed earlier. Consumer groups are 

concerned about the adequacy of consumer protection against misuse ofpersonal inf9nu3tion 

and against overly aggressive marketing that would take advantage. of consumers, Let me add 

that some have also expressed concern that the recent merger activity may raise nev>, questions 

about the implications ofconcentration of economic and political power, which Congress may 

wish to consider in putting together financial modernization legislation. 

Before concluding. let me say a word about the differences between Treasury and the 

Federal Reserve Board on the subsidiary issue. It is important to emphasize that Treasury and the 

Fed enjoy a remarkably positive working relationship on a broad array of issues, and that has 

been ofCJ1OlmOUS benefit to the nation. We have agreed to put this issue aside and not allow it to 
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interfere with the very good cooperation behveen the Treasury and the Fed on other issues. 

Mr. Chairman, we are committed to working with Congress and all of the relevant parties 

to thoughtfully and fully address the many serious issues that need to be resolved in order to have 

good legislation with broad~based support. Thank you very much. 

-30

7 




For release on delivery 
9:30 a,m, ED,T, 
June 17, 1998 

Statement by 


Alan Greenspan 


Chairman 


Board of Governors of the Federal Reserve System 


before the 


Committee on Bar,king, Housing, and Urban Affairs 


U,$, Senate 


June 17, 1998 




It is a pleasure to appear before this Committee to present the views of 

the Federal Reserve on the need to enact legislation to modernize the U.S . 

. • 
financial system and to express the Board's strong support for H.R. 10, which 

achieves this objective. 

1. The Need for Financial Reform 

U.S. financial institutions are today among the most in::ovative and 

efficient providers of financial services in the world. They compete, however, 

in a marketplace that is undergoing major and fundamental changes driven by a 

revolution in technology, by dramatic innovations in the capital markets, and by 

the .globalization of the financial markets and the financial services industry. 

The Federal Reserve believes that it is essential that the nation act 

promptly to modernize the rules that govern our financial institutions in order to 

ensure their continued competitiveness and to foster their ability to innovate, to 

operate efficiently and to provide the best and broadest possible services to 

consumers as well as to maintain this nation's role as the preeminent world 

financial center. We believe that it is important for Congress to set the ru!es for 

this industry, which is so important to our nation's health and prosperity. Only 

Congress has the ability to fashion rules that are comprehensive and equitable to 

all participants and that guard the public interest. 
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Of course, financial' modernization involves complicated and sometimes 

,divisive issues because it requires easing rules and opening options for some 

while increasing competition for olhers, redrawing lines that create new limits, 

and applying some pre-existing regulatory structures to new institutions. 

However, these issues are not new to the Senate. 

The Senate Banking Committee has on three previous occasions led the . . 
way in developing financial modernization legislation, ar.d the full Senate has 

twice followed this Committee's recommendation in adopting such legislation. 

(A summary of these financial modernization proposals is provided at 

, . 
Attachment 1.) In 1991, the Committee passed S. 543, which repealed' the 

Glass-Steagall Act and allowed banks to affiliate with securities firms using the 

holding company structure to ensure safety and soundness, a level competitive 

playing field, and protection of the taxpayer. H.R. 10 uses that same holding 

company framework from S. 543, but expands the range of permissible financial 

affiliations to include insurance underwriting and merchant banking. Senate 

action at this time to enact H.R. 10 would be an historic achievement that would 

establish a sound and much-needed framework for launching our financial 

services industry ir.to the 21 5t century. 
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disadvantage in competing against those firms that choose to affiliate with 

bapJ:s. 

In addition, there is strong agreement that new affiliations must be 

permitted within a framework that maintains the safety and soundness of our 

financial system in general and the bank'ng system in particular without 

imposing unnecessary regulatory burden or intrusion. That means strong 

functional regulation and reasonable. but not bank-like, umbrella oversight of 

financial holding companies. 

A consenSUS has also developed that banking and commerce should not be 

mixed at this time beyond the limited level needed to allow a reatistic two-way 

street for financial firms that are predominantly securities and insurance 

companies to acquire banks. There is also agreement that the new law must 

provide regulators with adequate means to protect the consumer and assure that 

consumers are carefully informed about the differences 'between products that 

are backed by federal deposit insurance and those that are not. 

These are the fundamental principles embodied in H.R. 10. save one. 

There are some details surrounding these aforementioned principles that are still 

under discussion. ·These surrounding details are important, but not so important 

that they should be allowed to defeat the consensus that has developed around 
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taxpayer. It will also inevitably !ead to a weakening of the competitive strer.gth 

of our financial services industry as independent securides, insurance and other 

financia! services providers operate at a disadvantage to those owned by banks. 

It is for these reasons that the Federal Reserve, SEC, many state functiona! 

regulators and many in the affected industries support the holding company 

framework and have opposed 'the unlversal bank approach. 

In virtually every other industry, Congress would not be asked to address 

issues such as these, which are associated with technological and market 

developme:,ts; the market would force the necessary institutional adjustments. 

Why is it so different for the financial system? I believe the difference reflects 
I 

the. painful experience that has taught us that developments in our financial 

system--especially, but not solely in our banking system--can have profound 

effects on the stability of our whole economy, rather than the limited impact we 

. 
perceive from difficulties in individual nonfinancial industries. 

Moreover, as a society we have made the choice to create a safety net for 

depository institutions, not only to protect the p"biic's deposits, but also to 

minimize the impact of adverse developments in financial markets on our 

economy. Although we have clearly been successful in doing SQ, the safety net 

has predictably created a moral hazard: the banks determine the level of risk
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of risk-taking, but ultimately require the expansion of bank-like supervision as 

well. 

[n our judgment, the holding company approach upon which H.R. 10 is 

prel11ised avoids this pitfall; the universal bank approach does not 

While financial modernization represents a much needed reform, we 

shQuld not forget that this modernization will, by itself, introduce dramatic 

changes in our financial services industry. We feel confident that the risks of 

this type of reform are manageable within the holding company framework set 

out in RR. 10, We believe that the magnitude of the reform to our financial 

system represented by allowing new and broad affiliations counsels that this is 

not the time to experiment with these broad new affiliations through operating 

subsidiaries, an approach that has failed the taxpayer in other contexts and has 

other serious consequences. Instead, we believe the Congress is best advised to 

retain the existing holding company structure, which achieves the fuli benefits 

sought by f,nancial modernization and has a proven track record of protecting 

safety and soundness, inSUlating the federal safety net, and providing 

competitive equality among companies that choose to affiliate with banks and 

those that choose to rema;n independent. 
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taken to ensure indepencence in the regulation of this nation's financial 

in.stltutions, both banking and nonbanking. 

< < 

11. The Financial Services Act of 1998 (H.R. 10) 

Although H.R< 10 is almost 300 pages in length, its objective is simple 

and can be stated concisely--H<R< 10 removes outdated restrictions that currently 

limit the ability of U<S< financial service providers, including banks, insurance 

companies and securities firms, to affiliate with each other and enter each 

other's <markets< 1 This objective--permitting the affiliation of financial service 

providers and thereby allowing open and free competition in the financial 

services industry--is supported by the banking, insurance, and securities 

industries as well as the three federal banking agencies. the Treasury 

Department. and the Securities and Exchange Commission< 

For the most part, the remaining provisions of H.R< 10 are designed to 

implement and com;:>lement this change ane to ensure that these new affiliations 

occur in a manner that is cor.sistent with the safety and soundness of the 

banking and financial system and the protection of investOrs and other 

consumers of financial services, H,R, to requires that these new affiliations 

occur within a holding company structure, which the Federal Reserve believes is 

For lhe Committee's assiSlance< Attachment 2 to lhis lestimony provides 
an execulive summary of H.R< 10< < 
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ob:igat;on of depository institutions to help meet the credit needs of their entire . 
community by limiting the new affiliations to only depository institutions that 

have at least a satisfactory performance record unde, the Community 

L U mbrel," Supervision and Functionally Regulated Entities 

H. R. 10 for the first time would permit broad affiliations among fmancial 

service providers that are currently supervised by different agencies. As a 

result, H.R. 10 builds Qn the principle of functional regulation and includes 

important provisions that encourage and facilitate cooperation among the 

functional regulators. It also r~duce$ overlap between the various regulators and 

clearly allocates responsibility and accountability for supervising the different 

parts of new financial holding companies. At the same time, H.R. 10 retains a 

meaningful, albeit streamlined, level of umbrella oversigh: of the emire 

organization to assure that some agency has a complete view of. and 

accountabiiity for. new financial holding companies and can serve a faciiitating 

role in relationships among functional regula:ors. 

Tl:e Federal·Reserve believes that H.R. 10 has const:"Jcled a good balance 

that prov:des the various regulators, including the umbrella supervisor. with the 

tools need(,d to supervise financial holding companies adequately. In addition. 
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federal ban.i.:ing agency. In a problem bank situation, the Federal Reserve also 

would be prohibited from requiring that the insurance company or securities 

firm provide financial resourceS to the bank if the functionid regulator 

de [ermines that such action would have 2 materially adverse effect on the 

financial condition of the insurance company or securities ftrm. Instead, the 

Federal Reserve could order divestiture of the bank or affi:iate in order to 

recapitalize the bank. 

At the same time, H.R. 10 preserves the important authority of the 

umbrella supervisor to apply consolidated capital standards to the financial 

holding company, to examine the holding company and--under specified 

circumstances--any subsidiary that poses a material risk to the insured bank, and 

to enforce compliance by the organization with the Federal banking laws. This 

assures that, while the functional regulators are supervising various parts of the 

organization, someone is overseeing the organizatio:l as a whole as well as 

subsidiaries that are not subject to othet functional regulation. 

2. Enhanced Functional Regulation of Financial Products 

Consistent with the bill's emphasis on fuc.ctional regulation, H.R. iO also 

would repeal the blanket exerr<ptions provided banks from the definitions of 

"broker" and "dealer" in the Securities Exchange Act of 1934, requiring banks 
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by a functionally regulated insurance underwriting affiliate. This process seeks 

to ensure that banks will continue to have the ability to provide any product 

banks are providing today. In addition, it assures that banks may, as principal, 

provide any new form of a traditional banking product that may in the future be 

characterized as insurance by state law unless the prod"ct is treated as insurance 

.for purposes of the federal Internal Revenue Code. There is also a procedure to 

resolve disputes between· insurance and banking regulators over fumre products 
\ 

with final decisions by the courts "without unequal deference" to either the 

relevant Federal or State regulators and after reviewing the history ofthe 

regulation of the product. 

Although any attempt to devise rules for the classification and regulation 

of future products is bound to encounter difficulties, and improvements could be 

made in some marginal provisio~s, the silbstantive provisions of H.R. 10 

governing the division of regulatory responsibility for fu~Jre products are 

carefully balanced in our judgment. 

3. Competitive Flexibiiity 

Importantly, H.R. 10 provides banking organizations--both large and 

small--substantial flexibility in determining how to respond to the market forces 

sa rapidly changing the. industry. 'vlany large banking organizatio~s tha: meet 
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1-1. R. 10 would also ?rovide depository institutions in:portant protections 

against state laws that might conflict with the ability of these institutions to sell 

financial products as authorized by Federal law. Some confusion and 

controversy, ~owever, have arisen in this area, particularly as to whether 

H.R. 10 would scale back the Supreme Court's decision in the'Barnett case 

concerning the ability of states to regulate the sale by national banks of 

insurance as agent. It is my understanding that H.R. 10, i:J fact, seeks to COdify 

the Barnett decision by incorporating the phraseology used by the Supreme 

Court and a spe~ific citation to the Supreme Court's opinion in Barnett into a 
, . 

new Federal statute that would preempt any state law that "prevents Or 

significantly interferes" with the ability of any national bank or other depository 

institution to engage in insurance sales activities authorized by Federal law. 

H.R. 10 does provide that a state law wilt not be preempted under the 

Barnett standard if the law is no more restrictive than an existing Illinois statute 

that governs insurance sales by banks. This starute, among oti:er things, 

requires the licensing of agents and the disclosure that insurance products sold 

by the bank are not guaranteed or insured by the FDIC. This provision also 

prohibits the tying of insurance prodt:cts to credit prodt.:c:s, the payment of 

commissions to unlicensed persons. and the unauthorized disclosure of customer 
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bank safety and soundness, the deposit insurance funds and safety net, the 

financial services industry (consumers and businesses alike) and the taxpayer. 

In the Federal Reserve's view, the concern about H.R. 10's effect on the 

national bank charter appears based on a misunderstanding of the bill. Our 

revie", of H .R. 10 'indicates that it preserves the existing benefits of the national 

bank charter and includes significant provisions that actually enhance the powers 

of national banks. First, H.R. 10 does not reduce the current powers of 

national banks to conduct banking activities or indeed limit the present activities' 

conducted by national banks. In fact, H.R. 10 contains several provisions that 

specifically preserve these powers. Moreover, there is nothing in H.R. 10 that 

limits the authority of the OCC to authorize ne"i powers for national banks as 

within the business of ban.~ing or incidental to a banking business under the 

National Bank Act other than those activities prohibited for national banks alid 

future, as ye: unautho'rized. insurance ur:derwriting activities. 

As 1 mentioned earlier, H.R. 10 contains, as has every prior version of 

financial modernization legislation for the past 15 years including the recent 

Treasury proposal, provisions that encourage all banks to conduct securities 

activities through an affiliate or, where autho~ized, a subsidiary of the bank: 

rather than in the bank. These provisions, however. include significant 
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either directly or through an operating subsidiary, to the same extent that a 

national banl< is prohibited from underwriting and dealing in securities. 

H.R. to would clarify that national banks shaued noc in the fumre 

underwrite life or property andcasuaJty insurance beyond that currently 

permissible for national bahks. State banks are already prohibited by the 

Federal Deposit Insurance Corporation [mpro.vement Act of 1991 from 

commencing insurance underwriting activities or making equity investments. 

Thus, under H.R. 10, the only financial activity of which we are aware that 

state banks in some states could conduct, either directly or in an operating 

subsidiary, that national banks cannot is real estate investment and development. 

Treasury's recent bill, however, would wisely, in our view, also have prohibited 

that activity to national banks and their subsidiaries. 

As I explained earlier, H.R. to also includes provisions that guarantee 

national banks the right to affiliate--through holding companies--with securities 

firms, insurance companies and other financial services providers, and to sell 

and market the products of those affiliates notwithstanding any state law. In 

addition, l-LR. 10 preserves the rule of law established in Barnett. 

Together, these provisions allow national banks to remain strong and 

vibrant competitors. H.R. 10 also does nothir,g to encourage national banks to 
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affiliation of banks of all types with securities firms, insurance companies and 

other financial services providers, and thereby allow the financial services 

industry to adjust to a rapidly changing market. . That is the deficiency that 

H.R. 10 is designed to address and does address very well: If the future finds, 

contrary to the past and present, that further adjustments are needed to the. 

national bank charter to allow it to remain competitIve and viable, those 

concerns can and should be addressed more clearly once an actual deficiency is 

shown. 

IV. Operating Subsidiaries vs. Holding Companies 

One area where some have argued that H.R. 10 does not go far enough is 

in authorizing national banks to own so-called operating subsidiaries, which are 

subsidiaries of the bank that engage in activities that national banks are 

forbidden by Federal law to conduct directly. Tl;is is net a detail or a technicar 

issue, but one that we believe is critical to determining the shape. soundness and 

competitive fairness of our financial system as it develops inro the 21st century, 

and will have profound ramifications for our Federal safety net. 

There are two reasonS why the Board believes that it is not wise or 

necessary 10 expand the ability of batL<s to engage in new principal. activities 

through operating subsidiaries that are prohibited to the bank. These are 



higher capital ratios required of nonbanking financial firne" even those that 

receive the same debt rating as banks. It is clear in the tendency for banking 

organizations, when geographic restrictions were eased, to shift back to the bank 

and its subsidiaries those activities that, while authorized for banks, had been 

conducted in holding companies. Bank holcing companies, the owners of most 

banks, have no doubt also gained' by the higher debt ratings and lower' cost of 

capital that comes from having as their major asset an entity..the bank--with 

. 
access to the safety net. But holding companies also own nonsubsidized entities 

that have no direct access to the safery net. Accordingly, both bank holding 
., 

companies and their non-bank subsidiaries have a higher cost of capital than 

banks that cannot be credibly explained by the holding companies', 

responsibilities to thei, insured depository institutions, Moreover, any benefit 

that holding companies might currently be experiencing from ownership of an 

insured bank can be expected to decline as the holding company's ability to 

expand its affiliations causes the insured bank to become a smaller part of the 

Vortually all nonbank shbsidiaries of barJ<: holding companies, with the 

exception of Section 20 securities affiliates, were historically put in the holding 

company, not because the holding company could conduct broader activities 
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the separation of an operating subsidiary from its parent bank that one can 

introduce between a bank and its sister affiliates. 

Rules can be devised to limit the aggregate equity investment made by 

banks in their subsidiaries. But one cannot eliminate the fact that the equity 

invested'in subsidiaries is funded by the sum of insured deposits and other bank 

borrowings that directly benefit from the subsidy of the safety net, Thus, 

inevit:ably, a bank subsidiary must have lower costs of capital than an 

independent entity and even a subsidiary of the bank's parent. Indeed, one 

would expect that a rational banking organization would, as much as possible, 

shift its nonbank activity from the hank holding company strucrure to the bank 

subsidiary strucnlre. Such a shift from affiliates to bank subsidiaries would 
, , 

increase the subsidy and the competitive advantage of the entire banking 

organization relative to its nonbank competitors. 

I am aware that these are often viewed as only highly technical issues, 

and hence ones that are in the end, of lesser significance. I do not think so, 

The issue of the use of the sovereign credit is central to how our financial 

system will allocate credit, and hence real resources, the kinds of risk it takes, 

and the degree of su?ervision it requires, If the use of the sovereign credit is to 

be e,xtended, that decision ought to be made by Cor.gress in full recognition of 
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deposit liabilities guaranteed by the FDIC,to be assured that it could turn 

illiquid to liquid assets at once through the Federal Reserve discount window. 

and to tell its customers that payment transfers would be settled on a riskless 

Federal Reserve Bank? For many, it was worth not basis points but percentage 

points. For some, it meant the difference between survival and failure. 

The Federal Reserve has no doubt that the costs of regulation are large, 

too large in our judgment and we wish to reduce the degree of regulatory 

burden. But no bank has turned in its charter in order to operate without the 

cost of banking regulation, which would require that it operate also without 

deposit insurance or access to the discount'window or payments ~ystem. To' do 


. so would require both higher deposit and other funding costs and higher capitaL 


It is also instructive that there are no private deposit insurers competing with the 


FDIC. For the same product offered by the FDIC, private insurers would have 

, 

to charge premiums fu higher than those of govemluent insurance, and still not 

be able to match the certa:nty of unlimited payments in the event of default, the 

hallmark of a govermnent insu,er backed by the sovereign credit of the U r.ited 

States. 

The Federal Reserve has a similar star"s with respect to the availability of 

t~e discount window and riskless fina! sett1ement during a pericd of national 
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of the safety net. Under the Treasury plan, investment by a bank in its 

operating sub must be deducted from the regulatory capital of the bank, after 

which the bank's regulatory capital position must still be deemed ")'Iell

capitalized." Moreover, the bank would be prohibited from making good any 

of the debts of the failed subsidiary. 

I should note that it is necessary that all of these prohibitions be staru:ory, 

since generally accepted accour.ting principles--GAAP--require that the 

subsidiaries' operations be consolidated with its parent and that courts determine 

if a parent is responsible for the claims on its failed subsidiaries. I suould 

further note thit what may be viewed as a regulatory matter as excess 

capitaI--the maximum amount that is to be invested in the subsidiary under this 

proposal--may' or may not be excess in an economic or real sense. Regulatory 

accounting principles--RAP--are not often designed to reflect economic realities, 

as we saw last in the S&L crisis of the 1980s. Moreover, as [ understand it, the 

RAP capital deduction for purposes of computing the level of a bac.k's 

investment ir, its operating subsidiaries would not be mirrored by a capital 

deduction for other regulatory purposes--like loans-to-one-borrower or dividend 

limit purposes. 
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would be a critical development in the case of a bank whose stability--and 

whose level of risk to the federal deposit insurance fuods--depends in large 

measure on its reputation and standing in the financial markets. A law may 

endeavor to mandate accounting and regdatory treatment, but it is not so easy 

to alter perceptions of counter-parties or the reality of financial markets. 

It is worth noting that a dividend payment by a bank to its holding 

company results in a real decline in bank capitaL This is a genuine constraint 

00 the subsidy transfer from baIL!.;:s to their holding company affiliates and helps 

explain the realily that bank dividends historically have not chronically exceeded 

the dividends paid out by holding company parents plus debt service. The use 

of bank dividends to fund holding company expansion would, 'of course, 

incorporate a modest safety net subsidy since bank earnings are higher than they 

otherwise would be because of the safety neL But the capital constraint--plus 

the supervisor's natural tendency to guard against significant capital reduct'ons-

has limited such transfers. It is unlikely that a capital adjustment for regulatory 

purposes that is in conflict with GAAP would be as effective a constraint on the 

investments that a bank may make in· its subsidiary. 

Moreover, losses in. for example. securities dealing or fire and casualty 

insurance underwriting conducted in an operating subsidiary could occur so 
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which are Congressionally authorized corporations chartered ro conduct a 

banking business o~tside the G.S.' and arc largely ow;:ed by barles, have 

conducted a broader range of activities as principal outside the U.S. wlthout 

damage to banks. As an initial matter, it is important to realize that there are 

only a handful of banks that engage to any sigrJficant extent through Edge 

Corporations in activities not permissible to their parent bank, and these engage 

primarily in various securities activities. Importantly, Congress authorized the 

Edge Corporation as a means to allow our banks to be competitive abroad. In 

order to do so, Edge Corporations had to be able to conduct outside the U.S. 

activities that are somewhat broader than those permitted domestically, provided 

the activities are usual in connection with the conduct of banking in the country 

in which the Edge Corporation operated. The Edge Corporation, therefore. 

conducts broader activities not because Congress believed that it was, as a 

general matter, prudent to permit subsidiaries of banks to conduct broad powers. 

Instead, Edge Corporations may conduct broader activities because they must be 

allowed to be as competitive as possible in the arena in which they compete·· 

which is in foreign markets where the rules governing the activities of banks 

and other financial service providers differ from the rules in the U.S. 
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V. H.R. 10 and the Community Reinvestment Act 

It has also been argued that H.R. 10 damages the Comm~nity 

Reinvestment Act. 	 The Board believes that this' argurneE! is incorrect. In fact, 

. 
enactment of H.R. 10 would strengthen the eRA In very material ways. 

The Board believes that the CRA has played an important role in 

. 
encouraging banks to identify lending markets that may be underserved and to 

develop credit products and services in response to identified needs of their 

communities. H.R. 10 provides' a compelling incentive for financial holding 

companies to continue these efforts by requiring as a prerequisite to the 

expanded powers and affiliations authorized by the bill that all of the subsidiary 

depository institutions have at least a "satisfactory" eRA rating. 

Moreover, H.R. 10 adds teeth to the CRA. Currently, the eRA is 

enforced through the application process. But there is no current requirement 

that a depository institution divest a ban..;': once a merger is approved if the bank 

fails to maintain adequate CRA performance levels after the merger. H.R, [0, 

however, requires that satisfactory CRA ratings be maimai::ed as a condition for 

continued affiliation with companies authorized under the bill. Thus, a financial 

holding company has a strong incentive to assure that its depository institution 

subsidiaries continue to meet their CRA Obligations. H.R. 10 alsn would 
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that are relevant to the bank's CRA assessment. Moreover, if a banking 

organization elected to engage in CRA-related activities through a holding 

company subsidiary, the organization would remain free under the CRA 

regulations issued by all of the Federal banking agencies to have the activities of 

the holding company subsidiary count towards the CRA performance of an 

affiliated bank. 

.VI. Commerce and Banking 

Last: year, the Board, in testimony before the House Banking and 

Commerce Committees, recommended caution about authorizing banking and 

commerce affiliations. We noted that technology was already in the process of 

erodin8, any bright line between commerce and banking. Nonetheless, we 

concluded that the free and open legal association of banking and commerce 

would be a profound and surely irreversible structural change that should best 

wait while we absorbed the significant changes called for by financial 

modernization. 

Recent events have, if anything, strengthened our view on the desirability 

for caution in this area. The Asia crisis has highlighted some of the risks that 

can arise if relationships between banks and commercial firms are too close. It 

is not so much that U.S. entities would face structures like those in' Indonesia. 
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that acquire banks. however. KR. 10 would not permit new commercial 

affiliations. 

In light of the dangers of mixing banking and commerce, the Board 

supports elimination of the unitary thrift loophole, which currently allows any 

type of commercial firm to control a federally insured depository institution. 

Failure to close this loophole now would allow the conflicts inherent in bap.king . 
and commerce combinations to further develop in our economy and complicate 

efforts to create a fair and level playing field for all financial service providers. 

Accordingly, the Federal Reserve stronglY supports the provisions of 

H.R. 10 that would prohibit new unitary thrift holding companies from having 

nonfinancial affiliations on a prospective basis. However, KR. 10 would also 

permit existing unitary thrift holding companies to retain their current , 

commercial affiliations, to expand those commercial affiliations, and to sell 

those rights to do so. Equity and fairness do not justify providing these 

grandfathered organizations such unique economic bene:ilS The Board, 

therefore, strongly supports an amendment to H.R. 10 that would at least 

prohibit or significantly restrict the ability of grandfathered unitary thrift holding 

. . 
companies to transfer their legislatively created grandfather rights to another 

cOITlmercial o:-ganization through mergers or acquisitions" 
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favorable funding and possible tax advantages and would avoid potential 
confEcts of interests. See id. . 

Under S. 2851, the Board remained umbrella supervisor for bank 
holding companies, and a bank holding company could engage in the newly 
permitted securities activities only after giving prior notice to the Board. Any 
DISA also was required to register as a broker-dealer with the Securities and' 
Exchange Commission ("SEC") and was made subject to regulation and 
supervision by the SEC. 

II. S. 1886, lOOth Congress, 2d Session (988) 

After 14 days of hearings on financial modernization, on 
March 2, 1988, the Senate Banking Committee for the 100th Congress marked. 
up another bill to modernize regulation of financial services S. 1886, entitled 
the "Proxmire Financial Modernization Act of 1988," authorized more extensive 
securities activities for banking organizations than had been permitted by 
S. 2851 in the 98th Congress, S. 1886 was reported to the Senate and within 
the same month, on March 30, 1998, the bill passed the f~II Senate by a 
resounding' 94-2 margin. The House Banking Committee also approved revision 
of Glass-Steagall restrictions, but the full House took no action. 

S. 1886 repealed sections 20 and 32 of the Glass-Steagall Act and 
authorized affiliations between banks and securities companies, which were 
permitted to underwrite, distribute, and deal in most types of securities, 
including shares of mutual funds and corporate debt securities. Permission for 
securities affiliates of baMs to underwrite, distribute and deal in corporate 
equity 'securities was made contingent on a sepa:-ate Congressional action, to be 
taken no later thaa April 1991. S. 1886 did not authorize the mixing of banking 
and COffiJnerce. 

S. 1886. like S. 2851 in the 98th Congress, built on the framework of 
the Bank Holding Company Act: securities underwriting and dealing activities 
were required to be conducted through a separately incorporated nonbank 
subsidiary of a bank holding company that was "carefully insulated" from the 
bank. S. Rep. No. 305, lOOth Cong., 2d Sess. 15-16 (1988) The Senate 
specifically prohibited any affiliations between FDIC-insured banks and 
secufhies compar.ies other than through the holding company structure because, , 
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that was substantially similar to that which was permitted in S. 1886 in the 
10Gth Congress and S. 2851 in the 98th Congress. Citing the same concerns as 
had been noted in the 98th and l00th Congress, the Committee required 
securities underwriting and dealing activities to be conducted in a subsidiary of a 
bank holding company and not in an insured depository institution or a 
subsidiary of an insured depository institution. The Committee noted, for 
example, the substantial dangers of allowing a bank to engage in a full range of 
securities activities: "The temptation for the bank to support an ailing 
subsidiary would be very strong given that the bank's consolidated balance sheet 
would directly reflect the securities activity." S. Rep. No. 167, !02d Cong., 
1st Sess. 157 (1991). 

The Banking Committee's version of S. 543 authorized a bank holding 
company's securities affiliate to engage in any securities activity that is 
permissible for SEC-registered broker-dealers, including underwriting and 
dealing in securities of any type. The Board remained the holding company 
supervisor, and the SEC supervised the securities affiliate. 

S. 543 did·not permit the mixing of banking and commerce. The Senate 
Banking Committee examined the issue carefully and, a" noted in the Committee 
Report, found no convincing arguments to support the combination of banking 
and nonfinancial activities. Rather, the Committee Report noted at length the 
potential undesirable conce..:tration of resources, conflicts of interest, unfair 
competition, and unsafe and unsound practices that could arise from the 
affiliation of banks and industrial companies. See id. at 151-57. 

S. 543 made several amendments to provisions of current law governing 
insurance activities of banking organizations. Expressing concerns about the 
risk to the deposit insurance funds arising out of insurance underwriting, the 
Senate Banking Committee generally prohibited state banks, and subsidiaries of 
state banks, from engaging in insurance underwriting activities (to the same 
extent as national banks are generally prohibited from engaging in insurance 
underwriting activities). S. 543 also gave paraUel treatment to state and national 
banks with respect to insurance agency activities: the bill granted national banks 
the same powers to sell insurance as agent as are provided under Slate law to 
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ATTACHMENT 2 

Executive Summary H.R. 10 

On May 13, 1998, the House of Representatives passed H.R. 10, 
the Financial Services Act of 1998. This attachment presents an executive 
summary of H.R. to. 

I. Expanded Powers for Qualifying Bank Holding Companies 

• 	 Repeal of Current Restrictions on Affiliations (Sections 101 and 102). 
H.R. 10 would repeal those provision.s of the Glass-Steagall Act and the 
Bank Holding Co:npany ("BHC") Act that restrict the ability of bank 
holding companies to affiliate with securities firms and, insurance 
comparues. 

• 	 Financial Holding Companies (Section 103). Bank holding companies 
that qualify as a "financial holding company" could engage in a broad 
array of financially-related activities including-

* Securities underwriting and dealing; 
* Insurance agency and insurance underwriting activities; 
* Merchant banking activities; 
* Anv activity in the t;nited States that the Board has found to be-	 .
usual in connection with banking overseas; and 
* Any other activity that the Board determines to be financial in 
nature or incidental to financial activities. 

* Criteria to be an FHe. To qualify as a financial holding company. 
each depository institution subsidiary of the bank holding company must 
(i) be well capitalized and well managed; (ii) maintain at least a 
satisfactory CRA rating; and (iii) have a demonstrable record of 
providing low-cost basic banking services. 

* Failure to Continue to Meet Criteria. An FHC that fails to continue 
to meet any of the qualifying criteria must divest or terminate its newly 
authorized financial activities (~,g. merchant banking or insurance or 
securities underwriting activities) unless the FHC rerurns to qualified' 
status within certain time periods, typically 180 days. 
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merchant banking) be conducted through a nonbank subsidiary of a 
holding company and not through a subsidiary of an insured bank. 

°tv.!\lnicipal Securities Activities (Section 181). H.R. to would allow 
national banks directly to underwrite and deal in all types of municipal 
securities. 

• financial Agency Activities (Section 121). H.R. to would authorize 
subsidiaries of national banks to engage in any financial a"eney activity. 
including those listed in H.R. to as well as any financial agency activity 
permitted for FHCs, if the national bank and its depository institution 
affiliates are well capitalized, well managed and have at least a 
satisfactory CRA rating. Under this authority, a subsidiary of a national 
bank could engage in general insurance agency activities nationwide. 

• Other Subsidiaries Prohibited (Section 121). H.R. to prohibits 
subsidiaries of national banks from engaging !!! principal in any activity 
that a national bank cannot conduct directly «:.g. insurance 
underwriting, securities underwriting and dealing, merchant banking, 
and real estate investment and development). This prohibition would not 
apply to subsidiaries that a national bank is expressly authorized to 
control by Federal law, such as Edge Act corporations, small business 
investment corporations and community development corporations . 

• ParitY of Treatment for State Banks (Section 121). H:R. to would 
prohibit subsidiaries of state banks from underwriting bank-ineligible 
securities. (Subsidiaries of state banks already are prohibited from 
engaging in insurance underwriting and merchant banking activities.) 

III. Umbrella Supervision 

• Board Authority (Section Ill). H.R. to provides that the Board would 
be the umbrella supervisor of bank holding companies, including FHCs 
and WFI holding companies. Cnder the so-called "Fed-lite'" provisions 
of the.bill. the Board would have the authority to require reports from 
and examine bank holding companies or their subsidiaries) subject to 
certain limitations, 
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supervisory authority (reporting and examination) over WFI holding 
companies as for FHCs. WFI holding companies could not own an 
insured bank or savings association, other than certain limited-purpose 
institutions (~.g. a credit card bank). 

* A company that becomes a WFI holding company could retain 
indefinitely any commercial holdings that the company held as of 
the date of enactment. Otherwise, WFI holding companies would 
generally be subject to the same activity and affiliation restrictions 
applicable to FHCs 0..~. they could engage in, Or acquire companies 
engaged in, only financial acrivities). 

* The Board may adopt only risk-based capital requirements for 
WFI holding companies 0..£. no leverage ratio), and must focus any 
capital requiremerits on the use by WFl holding companies of debt 
and other liabilities to fund capital investments in subsidiaries 
("double leverage"), 

V, Insurance Activities of National Banks 

• Agency Activities (Section 121). National banks could cominue to 
engage directly in insurance agency activities in any location with a 
population of 5,000 or less. National banks also could engage in 
general insurance agency activities through a subsidiary in any location, 

* For a period of 5 years after the date of enactment, a national 
bank could commence insurance agency activities in a new state 
(either directly or through a subsidiary) only by purchasing an 
existing insurance agency in the state that has been licensed for at 
least 2 years, (Section 305) 

• Existing Principal Activities (Sectio!) 30'4), National banks also could 
continue to provide as principal any insurance product that they were 
authorized to provide as principal as of January I. 1997. (National 
banks would be prohibited from providing annuities as principal.) 

• Title Insurance (Section 306). H.R. 10 permits any national bank that is 
currently engaged in the sale or underwriting of title insurance to 
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sales and solicitation activities of an insured depository institution if 
the law 	is no more restrictive than a specified, existing Illinois 
statute. (See Appendix A to the attached memorandum for a 
summary of this Illinois statute.) 

• 	 Consumer Protection Regulations (Section 308). H.R. 10 directs the 
Federal banking agencies to jointly publish, to the extent appropriate, 
consumer protection regulations governing the retail sale of insurar.ce 
products by, or on the premises of, insured depository institutions and 
WFls. 

VI. 	 Bank Securities Activities 

• 	 Broker-Dealer Registration (Sections 201 and 202), H.R. 10 would 
repeal the blanket exemption provided banks from the defipjtions of 
"broker" and "dealer" in the'securities laws. Banks co::ld avoid 
registering as a broker or dealer only if they limited their securities 
acti',ities to those permitted under the bilI . 

• Exempted Transactions, As a general matter, the bill would 
allow banks to continue to engage, without registering as a broker 
or dealer, in securities transactions in connection with their 
traditional banking activities, including transactions effected in 
connection with their trust, custody and safekeeping operations, 
H,R. 10 would also allow banks to engage in up to 500 retail 
brokerage transactions per year without registe,ing as a broker or 
dealer. 

• Future Products (Section 206). Banks also could offer and sell, 
without registering as a broker or dealer, new financial products 
that are developed in the future unless the SEC determines after a 
formal rulemaking process that the product is a security. 

• 	 Consumer Protections and CornElaim Mecharjsm (Section 204). H.R. 
lO requires that the Federal banking agencies jointly promulgate, after 
cor.sultation with the SEC, regulations governing the retail sale of 
securities by insured depository institutions and their affiliates (other 
than an SEC-registered broker-dealer), The reg"latio:!s must impose 

http:insurar.ce
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• 	 CRA Smdy. ·H.R. 10 requires the Secretary of the Treasury to conduct. 
a study concerning the impact of the bill on. the CRA and to rerort the 
study's findings and recommendations to the Congress within 2 years of 
enactment. The Treasury must consult with the Federal banking 
agencies and the SEC in conducting the study and preparing the report 
to Congress" 

• 	 GAO Studies and Reports. H.R. 10 requires that the General 
Accoumin~l~Office: (\) submit an annual report to Congress on market 
cor:centration in.the financial services industry and the impact of such 
concentration on consumers; (2) submit a report to Congress within 6 
months of enactment on the projected impact of the bili on banks and 
mher financial institutions that have less than $100 million in total 
assets; and (3) srudY;i.tj1e·benefits of establishing a uniform Emit on the 
fees that may be imp'Osed in connection with the acquiSition of financial 
products. 

.

,
• 

.~ , ~ 
" , ..-' 
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'ATTACHMENT 3 

National Bank Market Shares 

'. "::Chart A3-1 shows the sigcificant increase in market share for national 
banks In 1997 and early 1998, when the logic 0: interstate branching induced 
conversions mainly from s.tate nomnember to national bank charters, as well as 
absorption by national banks of state banks through mergec, Table A3-l 
provides more detail on· such shifts .. 

,. '< . . . 
The memo panel of Table A3-2 itJi;(,clearly indicates that interstate 

branching is dominated by national banks. The upper two panels of the table 
show the dominance of the national bank charter among the larger banks. 

, > . 

. 
\ 
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Chart A3-1 

Percent of Commercial Bani< Assets held by National Banks 
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Table A3-2 

Percent Distribution 


Various Indicators of Relative Size 


By Charler Class of Commercial Bank 

As of March 31,1998 


, 
ludic.tor 

I I 
Charter Class 

National St.te Member 
(Ocq (FR) 

State Nonmember 
(FDIC) 

, 

Consolidated Assets 
Domestic Deposits 
Offices in U,S, 

70,6 
822 
92.2 

Top 25 By Size 
29.4 
178 
7,8 

0,0 
0,0 
0,0 

Top 50 By Size 
Consolidated Assets 
Domestic Deposits 
Offices in U,S, 

68,0 
75,9 
83,3 

30.5 
21,8 

13,5 

L5 
2.3 
3.2 

Consolidated Assets 
Domestic Deposits 
Offices in U,S, 

58,1 

5M 
58,1 

All 
24A 

18,6 

15,8 

17,5 

no 
26,1 

, , 

I 
Numb,:.: of Banks Operating FuiI-service facilities in: 

2 states 37 8 23 
3 sta.tes 13 6 2 

4 states 
, 
) 2 0 

5 stales 2 0 1 

More than 5 States \0 0 0 
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MEMORANDUM 


TO: Sally Katzen 

FROM: Andrew Pincus 

DATE: July 7,1998 

RE: Privacy - Legislative and Other Options 

This memorandum outlines a series of Administration proposals for enhancing privacy 
protection by acting in the fOllowing areas: 

Creation of a Federal Privacy Entity 
Medical Records 
Profiling 
On~line lnfonnatiou About Children 
Government InformatIon 
Credit Reporting 
Financial Industry 
Identity Theft 
Theft of Personal Information 
Public Education 
Social Security Numbers 
Commercial Marketing 



THE: WHITE HOUSE: 


WASHINGTON 


July 7, 1998 

MEMORANDUM FOR NEC/DPC DEPUTIES 

FROM:· Sally Katzen, Tom Kalil 

RE: July 8th Deputies meeting on privacy 

Attached is a paper on a set ofpolicy options to address privacy issues that has been 
prepared by the NECfDPC Working Group on Pnvacy. This package is designed to: 

• 	 'Address "cross-cutting" issues that affect a range ofprivacy concerns (privacy entity, 
privacy online. dialogue with state and local government, and public education); 

• 	 Target sectors or users that are particularly sensitive (children, medical records, financial 
records, profiling. identity tneft, social security numbers); 

• 	 Address both "ominc" and "online" privacy; 

• 	 Encourage self-regulation where possible and identify the need for Jegislation where 
necessary; and 

• 	 Maintain a balanced approach that recognizes the values associated with the free flow of 
infonnation and with giving individuals greater control over their personally identifiabie 
information. 

\Ve would like to use the meeting tomorrow to determine where we have consensus and 
whre there may be areas ofdisagreement. It is our intent to schedule a Principals meeting on 
privacy as socn as possible. 

Sl!romaJY of pQlicy options 

Cross-cutting 

l, Privacy entity: Designate a White House policy council or OMB to increase 
coordination on privllCY issues, 

2. 	 Online privacy: Continue to press for industry self-regulation - with the option for a 
legislative solution if sclf~regulation proves to he inadequate, 



3, 	 Privacy dialogue with state and local governments: Initiate a "privacy dialogue" with 
state and Jocal governments about the privacy of personal infonnation collected by 
governments, Discussion could include: state privacy laws, use of Social Security 
numbers, impact of new technology on definition ofHpuhlic records." 

4, 	 Public education: Work with the private sector and non~profils to develop an advertising 
campaign to inform individuals about how to exercise choice with respect to the 
collection and dissemination of their personally identifiable infornlatioll. 

Areas of particular sensitivity 

1. 	 Information about cbildren: Call for legislation that would specify a set of fair 
infonnation principles applicable to the collection of data from children (e.g. no 
collection of data from children under J3 without prior parental consent). 

2. 	 Medical records: Call for legislation on privacy of medical records consistent with HHS 
report. 

3. 	 Financial records: 

Can for amendments to Fair Credit Reporting Act to limit the "affiliate sharing 
exception," Businesses could share consumer information for marketing 
purposes, but not for business decisions. For example, consumer information 
provided to an insurance affiliate could not be used to deny a person a loan 
without FCRA protection. 

Authorize the Fed to write enforceable rules on inter~affi\iate information sharing, 

Determine whether Justice and FTC have adequate jurisdiction and penalties to 
punish theft ofpersonal financial infonnation. 

4, 	 ProOllog: Cal! for legislation that would give the FTC the authority to require "profile"," 
to comply with a set Qf fair infonnation practices. ProfiJers are in the business of 
compiling and distributing electronic dossiers Qn individually identifiable consumers. 

S, 	 Identity Ibert 

Endorse Kyi bill on identity theft, provided it addresses concerns of Treasufy and 
Justice. 

6. 	 Socia' Security Numbers: Conduct a study thai: looks backward to discern "lessons 
learned" from social security experience and looks forward to avoid the same result with 
respect to new identification techl!ologies (e.g. biometrics). 

2 




CREATIO:"i OF A FEDERAL PRIVACY ENTITY 

New technologies have made it easier to create, manipulate, Slore, transmit, and link digital 
personally identifiable infonnation. Many Americans believe that they have lost aU control over 
how personal information about them is circulated and used by companies, We can expect that 
these issues will become more important and prominent with the advent of new technologies 
such as the Internet, electronic commerce, and data mining, 

Privacy concerns often, however, have to be accommodated with competing values ~ such as 
prevention ofcrime, prosecution ofcriminals, cracking down on "deadbeat parents," free 
expression, an investigatory press, and the economic and commercial benefits that come from the 
free flow ofinfonnation, 

Attempting to centralize privacy policy development within the A-dministTlltion wQuld not 
make any sense. Inevitably, many agencies will have to deal with some aspect of privacy policy 
~ Education on student"records. HHS on medical records. Transportation on Intelligent 
Transportation Systems. etc, 

There is, however, an increased need for coordination across agency Jines, precisely because 
privacy is 3 cross--cutting issue. This would be pa.rticula.rlY helpful in the following four areas: 

, 	 Representational- Better explain and promote the Administration's privacy policy 
domestically and internationally. Currently, the United States is not represented in many 
important international fora on privacy. 

.. 	 Consumer Information -Increase public awareness of privacy issues and the rights and 
responsibilities ofconsumers, industry, and government. Use the "buny pulpit" to 
encourage best practices and criticize bad actors, 

.. 	 A,dvisory ~ Provide/coordinate adVIce on privacy policy questions to govemrilent agencies 
and the private sector. 

• 	 Coordination ~ Ensure that agencies are addressing emerging privacy issues~ and ensure 
greater consistency of Administration positions and policies. 

The Administration could create a Federal privacy entity iocated 'in the Executive Office of 
the President. 

Th(:re are advantages and disadvantages to putting it in OMS, making it a new White House 
office. or putting it under one of the existing White House policy councils, Since shaping 
privacy poficy requires accommodating different interests, it would be better ifit were located in 
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an office that had other responsihilities. Having an office that saw itselfexclusively as a "privacy 
advocate" would be counter~productivc. 

The entity should have a small staff ~~ silice the intent is to have it playa coordinating role as 
opposed to an operational role. 

lh:ALTIt INFORMATION 

The confidentiality of health information is a matter of widespread national concern, and the 
protection of this infonnation has been a priority or tile Administration. On September 11. 1997, 
Secretary of Health and Human Services Donna Shalala recommended that Congress enact 
Federallegistation to protect the confidentiality of health information by imposing duties on 
those who hold such information and providing rights to the subjects of the information. She 
proposed that the Federal law provide a floor ofprotcction, and that Slates be permitted to, in 
addition, provide stronger protections, 

Under the recommended legislation, health care provjderS, those who pay for health care, and 
those who get information from those entities would have to permit patients to see their own 
records, to keep records of disclosures and Jet patients know who has seen their records, and to 
pennit patients to file proposals for correction of erroneous records. AU entities collecting or 
maintaining information would have to advise patients clearly of their confidentiality practices 
and of the patients' rights. 

Disclosures would be limited to those authorized by the patient, or those specifically 
pennitted in the legislation, including disclosures for important public purposes, such as 
treatment and payment. research, public health, oversight of the health care system. and use in 
law enforcement or other legal proceedings ifpermitted by other law. There would be strict 
limitations on further disclosure in many of these instances. Within an organization, infonnation 
eQuId be used only for purposes reasonably related to the purposes for which it was gathered, and 
aIt disclosures would have to be limited to the minimum necessary to accomplish the purpose of 
~e disclosure. 

Entities receiving information pursuant to patient authorization would have to give patients a 
statement of their intended use of the information, and would be civiUy liable for uses in 
vioiation of that statement. 

There would be civil and criminal sanctions for violations, such as improper disclosure and 
obtaining infonnation under false pretenses. 

Congress is now considering lhe recommendations. 
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PROFILING 

Commercial "profilers" build dossiers about individuals by aggregating information from a 
variety of database sources, including public and non-public records. Individual reference 
services, sometimes called look~up services, represent a sub-set of the protiling industry. These 
services provide information that aSsIsts users in identifying individuals, locating individuals, 
and verifying identities. 

Rest Practices MQdel- Individual Reference Services GrQYIJ 

On Df;cember J7, 1997. a group of 14 Individual Reference Services (the Individual 
Reference. Services Group, IRSG) entered into an agreement on privacy practices with the 
Federal Trade Commission. The IRSG program is based on compliance with certain principles\ 
inCluding notice, disclosure, choice, security, and public education. (RSG members agreed to 
acquire pi!!'Sonallnfonnation only from reputable sources. to take reasonable steps to assure that 
data collected is accurate, complete and timely for the purpose for which it wiH be used, to 
correct non-public records when appropriate, and to limit dIstribution ofnon~public infonnation 
to subscribers with appropriate intended uses. 

The IRSG committed to implement a rigorous enforcement compliance method. The 
enforcement program has two prongs. First, signatories' practices are subject to review by a 
"reasonably qualified independent professional service." On the basis of established criteria, that 
entity determines whether a signatory is in compliance with IRSG principles. The results of the 
ann~ review are made public, Second, signatories who are information suppliers may not sell 
infonnati.on to Jook~up services that do not comply with the [RSG principles. 

The lRSG memberS agreed to provide individuals with access to information contained in 
services and products that specifically identify them, unless the infonnation comes from a public 
record, in which case th·e companies will, provide the individuals with guidance on how they can 
obtain the infonnation from the original source, FTC staffstrongly disagreed with the access 
provisions ofthe IRSG practices, and the Commission and IRSG agreed to allow 18 months 
before reVisiting the access issue. On the basis of the IRSG program and the conunitment to 
review access issues, the FTC advised the Congress that legislation on individual reference 
services was premature. 

Legislative Option 

The Administration could embrace the IRSG approach and apply it more broadiy by 
supporting legis1ation givi.ng the FTC authority under Section 5 ofthe FTC Act to require those 
in the business of compiling and distrib~ttng (Qr re~using for marketing purposes) electronic 
dossiers on individually identifiable consumers to comply with a specified set of fair infonnatioll 
practices. The grant of authority to the FTC could include a "safe harbor" provision -- profiiers 
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who belong to a self-regulatory organization operating in accordance with practices approved by 
the FTC would be presumed to be in compliance with the Federal Trade Commission Act 

ON-LrNE INFORMATION ABOUT CIULDREN 

The solicitation of infonnation from children presents a unique problem. Unlike adults, 
children genera1ly lack the ability to provide legally binding consent and may not be cognitively 
capable of understanding the consequences of giVIng out personaHy identifiable infonnation 
online. Many companies presently collect infonnation from children for a variety of reasons ~- to 
contact a child to verify that they may have won a prize, to monitor children in chat rooms! for 
statistical purposes or for direct marketing purposes, 

On June 4.1998, the Federal Tradc Commission released a report to Congress, Privacy 
Online, which surveyed i ,400 Web sites. Eighty-nine percent ofchildren's sites surveyed coHect 
personal infonnation from children. Although 54% ofchildren's sites provide some form of 
disclosure of their infonnation practices, the Commission found that few sites take any steps to 
provide for meaningful parental involvement in the process. They found that only 23% of sites 
even direct children to seek parental pennission before providing personal information. Only 7% 
of the sites said they would notify parents of their infonnation practices, and less than 10 % 
provide for parental control over the collection andlor use ofinformation from children. The 
Commission recommended that Congress adopt legislation protecting children's privacy online. 

BmPractices Modd Online PriYID'AllIance 

On June 22, 1998 the Online Privacy Alliance issued specific guidelines for the protection of 
children's' privacy online, 

Alliance members that operate sites directed at children under 13 have agreed (I) not to 
colJect online contact information from a child under 13 without prior parental Consent or direct 
parental notification of the nature and intende4 use of this information, including an option for 
the parent to prevent the use of the infonnaHon and participation in the activityj (2) to assure that 
infonnation collected win only be used to directly respond to the child's request and win not be 
used to recontact the child for other purposes without prior parental consent; (3) ~ot to collect 
individually identifiable offline contact infonnation from children under 13 without prior 
parental consent; (4) not to distribute to third parties any personally identifiable infonnation 
collected from a child under 13 without prior parentai consent; (5) not to give children under 13 
the ability to post or otherwise distribute individually identifiable contact infonnation without 
prior parental consent - sites directed to children under 13 must take best efforts to prohibit a 
child from posting contact infonnation; and {6} not to entice a child under 13 by the prospect ofa 
special game, prize or other activity, to divulge more infonnation than is needed to participate in 
that activity, 
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Legislatiye Option 

The Administration has endorsed the FTC call for legislation with respect to children's' 
privacy online. The Administration could call for legislation that would specify a set of fair 
infonnation practices applicable to the collection of data from children and give the FTC 
authority to promulgate rules hased on such standards. The grant of authority to the FTC could 
include a safe harbor provision - data collectors who belong to a self regulatory organization 
operating in accordance with practices approved by the FTC for the collection of data from 
children would be presumed to be in compliance with the Federal Trade Commission Act 

RELEASE or GOVERNMENT INFORMATION 

Public records are a rich store of personal information. Federal, state and local governments 
require individuals to provide various types ofinfonnation and are usually required to make such 
records available for public inspection, Public records include, but are not limited to real 
property records. marriage and divorce records. birth and death certificates, driving records, 
driver's licences. vehicle titles and registrations, civil and criminal court records, pafoie records. 
postal service change-of-address records, voter registration records. bankruptcy and lien records. 
incorporation records, worker's compensation claims, poHtieal contributions records, fireann 
permits, occupational and recreational licenses, filings pursuant to the Unifonn Commercial 
Code and filingS with the Securities and Exchange Commission. . . 

These public records contain extensive and detailed information (e,g.• met; gender, Social 
Security numbers, addresses, dates ofbirth, marriage, and divorce.) Social Security numbers, fo' 
example, are available from the records kept by dozens of government entities. such as motor 
vehicle bureaus ~~ many driver's license records make the individual's SSN. as well as their 
name, address, height, weight, eye color. genderJ and date ofbirth available in one place. Dates 
ofbirth may be availabJe from birth certificate and voter registration records, and land records 
typically include dates ofsales, prices. size of mortgage amounts, and the property address and 
description. as well as the seller's and purchaser's names. 

The U.S. Privacy Act, 5 U.S.C. Section 552a (1988) protects individuals from non· 
consensual government disclosure of confidential infonnation. The Memorandwn for Heads of 
Executive Departments and Agencies, signed by the President on May t4, 1998. directs agency 
heads to take specific action to assure that use of new infonnation technologies sustain privacy 
protections provided by applicable statutes and that the infonnation is handled in full compliance 
with the Privacy Act. 

While the U.S. Privacy Act restricts the disclosure of personal infonnation collected and 
maintained by the Federal government. many Slates do not have analogous privacy laws. Not 
only is the pretection of infonnation collected and maintained by State governments governed by 
an uneven patchwork of laws, but State freedom of information and public record laws. enacted 
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before powerful infonnation technology made collection and dissemination of information easy 
and efficient, allow many States 10 sen personal infonnation. 

Issues nround the collection, sharing and sale of personal infonnation gathered by States arc 
complicated by requirements under Federal law that States collect and provide certain 
information to the Federa1 government. These laws include transfer ofinfomlation for tax 
purposes, 10 locate parents delinquent in their child support payments. and to determine food 
stamp and welfare eligibility, 

Any effort to restrict State collection and sharing ofpersonal information wiIJ raise 
significant federalism questions. For example, two states have successfully challenged the 
Drivers Privacy Protection Act on federalism grounds. 

The Administration has already begun to address the issue of sharing ofdata by Federa1 
agencies with State, local, and tribal governments in the President's Memorandum to Heads of 
Executive Departments and Agencies, signed on May 14, 1998, 

Option 

The Administration could create a Federal-State Task Force to initiate a "privacy dialogue" 
to analyze the privacy of personal information collected by govemments, The dialogue could 
include a study of the State laws thaI require Ihe colleclion of personal information and the 
Federal laws that require States to collect personal information and consider the desirabiHty of: 

1. 	 State enactment of laws similar to the Privacy Act. 

2. 	 Extension of the Privacy Act protectIOns to Social Security numbers collected by State 
governments, 

3. 	 Rc-evruuation of the meaning of~ubiic records" in light of new technology. 

4. 	 A requirement that Stales redact Social Security numbers and other personally 
identifiable information from documents before they are placed in the public domain. 

5. 	 An Executive Memorandum to public schools reiterating obligations imposed by the 
. Family Educational Rights and Privacy Act of 1974 under which puhlic schools that 

a{:.cepl federal funds are prohibited from disclosing a student's Social Security number 
and personal infonnation without the student's request. 

6. 	 An Executive Memorandum to State attorneys general reiterating obligations imposed by 
§7 of the Privacy Act willi regard to the protections afforded the collection of Social 
Security numbers and the requisite notice requirements. 
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CREfHT REPORTING 

The Pair Credit Reporting Act (FeRA) governs activities of agencies that furnish credit 
reports to third parties. The FCRA defines a credit reporting agency as a person or entity that 
regularly assembles or evaluates consumer credit information or other tnfonnation on consumers 
for the purpose of furnishing consumer repons to third parties to be used as a factor 10 

establishir.g the consumer's eligibility for credits, insurance, employment purposes, etc. 

Companies that share consumer infannalion with their affiliates. are not subject to the 
controls of the FCM. Based on the abo ....e definitions, these companies are not considered 
"credit reporting agencies" because they are not providing the reports to a third party, but rather 
to themselves, Additionally, the infonnatlon shared is not considered a "credit report" because 
the infomlation is not compiled by a "credit reporting agency," The FCRA, moreover. 
specifically excludes affiliate sharing from the definition of "credit report," . 

The exclusion of affiliate sharing from the credit report definition and further regulation by 
lhe FCRA was debaled during lhe 1996 Amendmenls 10 the FCRA. The FTC slrongly argued 
that consumer informaHon shared by affiliates should be subject to the protections of the FeRA. 
The banking industry argued the opposite. The banking industry won; tbe FCRA specifically 
excludes the information shared by affiliates from the definition ofconsumer report. 

The weent increase in cross~industry corporate mergers nuse important privacy concerns with 
regard to the treatment of consumer infonnadon shared by affiliated companies. Such mergers 
may allow detailed,and sometimes sensitive information about consumers, including medical and 

• financial data, to be shared among newly related companies with relativeiy few restrictions. In 
the case of the recent merger ofCitieorp and Travelers, for example. consumers might not 
anticipate that providing information for insurance underwriting purposes to one entity might 
later be used by the financial institution. that is or becomes an affiliate, 

l&gj§latjye Options 

n. The Administration could caU for legislation repea1ing the FCRA provisions that exerrtpt 
affiliate sharing from the protections of the FCRA. Given the intensity of the debate on Ihis' 
issue during the negotiations over the 1996 Amendments and the banking industry's current 
opposition to this issue, this proposal may be extremely difficult to effec~uate, The FTC would 
probab1y, however, support repeal of the affiliate sharing exemption. 

b, The Administration could support amendments to the FCRA to limit the affiliate sharing 
exception for marketing purposes only and expand the protections of the FeRA to cover 
consumer infcnnation shared with affiliates when making business decisions. For example, 
businesses could share consumer information among affiliates in connection with a marketing 
campaign, but consumer information provided for insurance underwriting purposes to one entity 
could not be used by another entity to deny a person a loan without the protections ofthc: FeRA 
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implicated. This proposal may appease the banking industry, which uses the information mainly 
for marketing purposes, while still protecting tlie consumers. The FTC probably would support 
such action. 

Sludy Option 

As more databases are available directly to companies. and companies themselves share 
infonnation directly, there is some concern thal the FCRA may become outdated and obsolete, 
Companies, for example, will no longer purchase credit reports from a centrnE bureau, but rather 
will pbtain information directly from the individual sources and created their own internal credit 
reports. In the absence of traditional credit reporting agencies, the protections of the FCRA 
would evaporate. The Administration could undertake a study to detennine whether the FeRA 
contains the protections needed In the electronic age. 

FINANCIAL INDUSTRY 

, 
On June 12, 1998,lhe ACling Complroller ofthe Currency announced lhal she directed the 

Omce orthe Comptroller ofthe Currency's (OCC) Privacy Working group 10 develop guidance 
for national banks addressing a number ofconsumer privacy issues, including web site 
disclosures ofbank privacy policies, sharing ofconsumer information, customer information 
security and the problem of identity theft. 

Sharing ~fConfidential Information with Third Parties (e.g. Direct Markelers) 

Financial services finns represent that they do not generally share confidential.customer 
infonnation with third parties (except service providers), Privacy advocates have not 
contradicted this assertion. Financial firms have three primary reasons for retaining this 
infonnation: (l) the most likely purchasers of such information are the firm's competitors; (2) 
financial firms fear that their customers would react badly if they learned that their information 
was heing sold; and (3) sale of such infonn.tion is generally prohibited bySlate common lay; 
(i.e,. the financial institution, acting as the agent ofthe customer, owes the customer a fi~uciary 
duty and is prohibited from misusing information obtained from the customer in connection with 
lhe agency). 

The l";ASD-R recently proposed a neW confidentiality rule for securities firms. 

In the area of direct marketing by the financial institution itself, tne FCRA requires that 
customers of financial institutions be allowed to opt out of receiving pre-approved offers of 
credit cards or other credit. NASD and the FTC rules restrict the ability of sc.-'{;urities brokers to 
cold call customers by, among other things, requiring the maintenance of "do~not~call" lists, 
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ClotjQp' 

Conduct a study to determine exactly what the financial services Industry's practices nre in this 
area. 

Sharing of In/ormation with Affiliated Companies 

Each of the nations' largest 25 banks lUIS a securities affiliate, and banks of all sizes sell 
insurance, Affiliate information sharing already includes not only sharing of infonnation for 
marketing purposes (e.g., a credit card bank soliciting an affiliate broker~dea(er's best customers 
for a new platInum card) bur also for security purposes (e.g., tracking a credit card holder's 
spending patterns in order to detect immediately any unusual activity that might indicate fraud or 
theft) and increasingly for risk~management purposes (e.g., a customer's record of payment on a 
credit card apparently is quite useful in determining whether that customer is a good risk for auto 
insuranCe), Such'practices can be expected to continue, as the lines between various types of 
financial services firms continue to blur and the finns continue to merge. 

Under the 1996 Amendments to the FCRA. customers have an explicit right to opt out of 
affiliate juformation sharing of personal infonnation other than "experience" or "transactional" 
infonnation (which may be shared nOt only with affiliates but also third parties). For example, a 

. customer can prevent personal infonnation contained in an account appHcation from being 
shared, As a result, customers: can generally avoid use of their confidential information for 
marketing purposes but not for fraud prevention or risk management purposes. This limited right 
was also brokered as part of the 1996 Amendments to the FeRA. 

The FCRA also contains an odd provision prohibiting the banking agencies from examining 
for compliance with the Act; rather. they must await a complaint or other indication of trouble. 
The banking regulatory agencies also are prevented from issuing regulations under the Act, but 
the Federal Reserve may promulgate "interpretative" opinions in consultation with the other 
agencies. These provisions were included in 1996 because ofbanking industry concerns about 
regulatory burden, as part of the delicate compromise that moved the bill forward. 

The Fed expects to Issue an interpretation sometime this summer which likely would clarify 
what jnfonnation can be shared with affiliates and how specific opt out notices should be. 

a, Authorize the Fed, in consultation with the other banking agencies, to write enforceable 
rules in this area. Alternatively, give this authority to each oflhe agencies, to be exercised 
jointly. 
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b. Consider eliminating the restriction on examinations. We may wish to talk to privacy 

groups next week to see whether this step, which would certainly anger tbe banking industry. 

would achieve greater protection for consumers. 


Nole: Consultations with those on the Hill should precede any action in this area, as they may not 
wish to revisit the compromise that it took them years to reach in 1996. 

s.md~ OplioD 

The Administration could review whether the regulatory review process for mergers should 
include a consumer protection analysis. For example, in addition to Justice Department review 
of a proposed commercial merger, the regu1ating agency could review the proposed merger to 
determine whether the merger negatively affects consumers' privacy, 

On-Lil1e Disclosures 

Large banks generally have adopted the privacy principles promulgated by the banking trade 
groups and have posted these or similar privacy policies on their web sites, while smaller banks 
have been s10wcr to do so. 

The Comptroller of the Currency has announced that it will consider promulgating voluntary 
gUidelines for national banks to use in constructing web sitos, and the FDIC's B·banking Task 
Force is sttrVeying web sites of FDIC..insured institutions to confirm. based on a larger survey 
group, whether the results of the FTC survey accurately reflects the practices of the nation's 
smaller state banks. 

Main Treasury met with each of the federal banking agencies (OCC, FDIC, Fed, and OTS) to 
discuss parallel action in the privacy area by all regulators. Bach banking agency has ."""rded a 
high priority to the privacy issue and is Jooking at possible areas for strengthening regulatory 
practices and encouraging improved policies and procedures by regulated institutions. The 
banking agencies agreed to coordinate infonnaHy their previously independent efforts at 
establishing guidelines and examiner guidance with respect to banking industry on-line privacy 

<disclosures. 

The Administration could officially encourage continued consultative efforts, While 
reconunending more formal coordination efforts. 
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IDENTITY THEFT 

The tenn Uidentity theft" generally refers to the fraudulent use of another person's Identity to 
facilitate'the commission of a crime, such as s;redit card fraud. To commit identity fraud. a 
criminal gathers information about a person and then uses the infonnation to adopt the identity of 
a.victim. ' 

Under existing law, identity then offenses arc punished to the extent thal they include 
identification documents (i.e., forged or stolen documents) and an intent to defraud the United 
States. Yet existing law does not reach identity theft tbat makes use of other means of 
identification. such as a social security number or a mother's maiden name, 

For this reason, it would be helpful to change the law to recognize the potential harm that 
could be done hy offenders who commit identity theft with means of identification, and to 
address other problems that have emerged as a result ofa dramatic increase in cases of identity 
theft. 

At the same time. legislation to criminalize identity theft must be carefully crafted to avoid 
problems that could arise from the federalization of a large new class ofcrimes. 

Senator KyI is in the process of marking up S. 512. the Identity Theft and Assumption 
Deterren~e Act of 1997. After raising initial technical concerns about this bill, Departments of 
Treasury and Justice have worked to provide amendments (to be considered during markup) that 
would address 'any outstanding concerns, 

Legislative Options 

a. The Administration could endorse the Kyl bill and work with him toward passage. 
provided lhat the reported version adequately address concerns of the Treasury and Justice 
Departmenl1l. 

b, Merchants require check-writers to provide proper identification, which often includes a 
driver's license or other identification card with a social security number. Usually a merchant 
will record the identifying number onto the check to provide proofof the verification activity. 
This simple action can create a ream of problems. As a result of this activity, a person's check, 
which contains a person's name, address, and bank account number, now also contains the 
individual's social security numbCL By bnking tbese picces of personal infomlation together on 
a single check a merchant has made this customer an even better target for identity theft. 

The Administration could seek legislation that makes it illegaJ to record sociaJ security 
numbers on a check that is being approved for a purchase, This would mirror a law that was 
passed several years ago that prohibited the recording of a credit card number onto a check when 
the credit card was used as a piece of identification. Such legislation would neither make it 
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illegal for a merchant to ask for the identification, nor indicate that such a check occurred. The 
law would merely prohibit writing the actual social security number on the check, ::-\otc,' 
however, that modem "telecheck" technology pennits merchants to ensure that a personal check 
is good without a Social Security number. 

THEFt' or: PERSONAL INfORMATION 

In this case, which is the mirror image of identity theft, the offender obt..ins infonnation 
illegally but then uses it for a legal purpose .. e.g,. pretends to be a cllstomer in order to trick 
confidenti~l information out ofa bank, and then sells that informatjon to a private investigator, 
perhaps in a divorce case. . 

Chairtr\an Leach has publicized this problem and is. strongly committed to correcting it. His 
staff, however, is having a difficult time trying to do so. They have apparently abandoned 
imposing greater restrictions on bank soourity or greater criminal penalties on those who obtain 
the information, We had suggested that they speak to the FTC about whether civil enforcement 
waS a possibility, 

Recommendation' 

The Administration could explore whether the FTC and DOJ have adequate jurisdiction or 
penalties to punish those who obtain' infonnation by fraudulent means. 

Note: There may be a problem ofunc1ean hands here, as law enforcement is a primary consumer 
of this 'information. 

PUBLIC EDUCATION 

The U.S. approach to privacy focuses on choice - individuals should have the choice to 
protoot or disclose most personal infonnation. Many Americans are unaware ofhow their 
persona! information is used, and they do not understand how to protect themselves or exercise 
their ability to cnoose, Likewise, many businessc-s are unaware ofconsumer concerns about 
privacy and have not thought through their information handJing practices in light of this 
concern, 

The Administration could identify private sector partners to develop an advertising campaign 
to inform individuals about how to exercise choice- with respect to the collection and 
dissemination of their personally identifiable infonnation, Such a campaign could include- all 
advertising mediums - radio, television, print, and electronic. 
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SOCIALS£CUlHTY NU!\1DERS 

The use of Social Security number by the private sector in connection with a variety of 
transactions allows profHers, marketers and others to combine discrete bits of infannation to 
create a portrait of an individual. These portraits have legitimate uses ~~ law enforcement, credit 
assessments, debt collection. etc. -- and we therefore must tread cautiously to avoid upsetting an 
information structure that is fairly well established_ The FTC recently indicated to Congress that 
the use of a unique identifier like Social Security numbers may contribute significantly to the 
accuracy of these portraits, In addition, the FTC indicated that "the cat may be out of the bag" 
with respect to private sector use of social security numbers. 

Section 7 of the Privacy Act makes it unlawful for any Federal, State or local govcmmcnt 
agency to deny to any individual any right, benefit, or privilege provided by law because of such 
individual's refusal to disclose his social security account number. The Act provides an 
exception that pennits Federal, State or local govemrnents to request disclosure ofan 
individual's social security number. In such cases, the Act requires notice ofwhether the 
disclosure is mandatory or voluntary, by what statutory or other authority such number is: 
solicited, and what uses will be made of it. 

It seems unlikely that anything can be done with respect to limiting the use ofsocial Security 
numbers by the private sector -- they have become ubiquitous and any limitation could have 
significant economic implication. On the other hand, as technology provides new means of 
identification, such as biometrics. it is important to consider how to give individuals more 
control over these new categories of identifying infonnation.. 

Qn!iml 

The Administration could announce a study that both looks backward -~ to discern "lesson 
learned" from the social security experience ~~ and looks forward, to avoid the same result with 
respect to new identification technologies. 
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COMMERCIAL MARKETING 

Please note that we do not propose action at this ttrne in the area ofcommercial marketing. 

Commercial marketers are individuals or entitles that 

. E. 	 Promote, sell, or deliver goods or serviccs through direct sales marketing, campaigns to 
increase brand awareness, and other similar marketing strategies; 

F, 	 Pelform market research; or 

Q, 	 Foster the promotion, sale. or delivery of goods and services through the sale. rental, 
compilation. or exchange of lists. 

Best Practices (Principles) Online Privacy Alliance. Direct Marketin~ Association 

On June 22, 1998 a group of 50 businesses and trade associations announced the formation of 
the OnJine Privacy Alliance, The Alliance adopted wetl~receiverl guidelines for fair information 
practices applicable across a range of industries. including the marketing industry. The Direct 
Marketing Association, which represents over 3700 direct marketers, has endOrSed the Alliance 
guidelines, and committed to require DMA members to comply with the guidelines as a 
condition ofmembership in the association. 

The Alliance guidelines require members to adopt and implement a poHcy for protecting the 
privacy ofindividually identifiable infonnation, An organization's privacy policy must be easy 
to find and understand and must state clearly what information is being collected;' the use of that 
infonnation; possible third party distribution of that infonnation; the choices available to an 
individual regarding collection. use and distribution of the collected lnfonnation. as well as the 
consequences. ifany) ofan indivjdual's refusal to provide information. The policy should also 
Include a clear statement ofthe organizatIon's accountabilHy mechanism and information about 
how to contact the organization if a problem or complaint arises. At a minimum, individuals 
should be given the opportunity to opt out ofuses that are unrelated to the purpose for which the 
information was collected. The Alliance guidelines also require data collectors to take 
appropriate steps to ensure the security, reliability and accuracy of personally identifiable 
information. . 

The Direct Marketing Association has imposed additional requirements specific to marketing 
activities, These include a mandatory participation in the "Telephone Preference Service" and 
the «Mail Preference Service" through which consumers can have their names: placed on a 
national "do not solicit" lise 
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Best Practices ()iufQ[cement) FTC EnfQn;cmenL BB]lQoline. TRUSTe 

The marketing industry has made progress by adopting robust statements of fair information 
practices, but effective self~regula.tory enforcement mechanisms arc just beginning to emerge, 

The Council of Better Business Bureaus (eBB B) announced on June 22, 199B,lhat it wiB 
develop and implement n major privacy program lhrough its subsidiary. BBBOnLinc, According 
to the CBBI3 press release, the onHne privacy program will feature: privacy standard-setting, 
verification, monitoring and review. consumer dispute resolution; compliance "seal", and 
educational components. The program is expected to "go live" in the fourth quarter of 1998. 

TRUSTe is a not~for~profit organization based in Silicon Valley. The T,RUSTe program 
proVides notice by Web sites of their infonnation practices, verification and oversight of the 
claims made in the site's notice, and consumer recourse through which consumer complaints will 
be resolved, TRVSTe has been criticized for its failure to require adherence to fair infonnation 
practices ~- any practice is permitted, as long as it is disclosed, On June 24. 1998, however, 
TRUSTe announced that it would require all new and renewing licensees to adhere to the privacy 
guidelines announced by the Online Privacy Alliance, 

Legislative Option 

The Administration could can for legislation that would specifY a set of fair infonnation 
practices appJicable to commercial marketers and give the FTC authority to promulgate rules 
based on such standards. The grant of authority to the FTC could include a safe harbor provision 
- ~arketers who belong to a self regulatory organization operating in accordance with practices 
approved by the FTC would be presumed to be in compliance with the Federal Trade 
Commission Act 
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Inmo pO.mem 	 ge 

July 9, 1998 

MEMORANDUM TO THE PRESIDENT 

FROM: GENE SPERLING 

RE: STRATEGY ON FINANCIAL MODERNIZATION 

Decision Raguested 

Secretary Rubin recommends that Chief of Staff Bowles call Senator D'Amato to 
clarify and reiterate that you would veto H.R. 10, the bill passed by the House in 
May, or one close to it. The call would be designed to "de-energize" D' Amato's 
efforts to mark-up a parallel bill and move it to the Senate floor. The message can 
be sent without limiting your flexibility to subsequently sign a bill if it differs from 
H.R. 10 in some respects, even if it does not satisfy all of the Treasury's concerns. 
Senior advisors believe that such a call could be helpful and might prompt D'Amato 
to give up on moving the legislation this year. At the least, it might prompt him to 
try to change the bill to produce something that would fail to meet all Treasury's 
concerns but would address more of the banking industry issues and you could 
reluctantly sign. 

Backgrounq 

House Consid8l'stion of H.R. 10 

On May 1~:, 1998, the House passed H.R. 10 by a vote of 214-213. The 
Republican leadership obtained some Democratic support by incorporating 
amendments sponsored by Rep. John Dingell dealing with consumer disclosure for 
securities. The strong opposition to the bill came from most of the banking 
industry, community groups, and the Administration, which said that the Secretary 
of the Treasury would recommend that the President veto the bill. 

The Administration's key concerns with H,R. 10 are: 

11) 	 Operating Subsidiary vo. Holding Company Affiliate: H.R. 10 prohibits 
the use of an OCG-regulated bank operating subsidiary for most 
nonbank activities, requiring instead that such activities be performed 
in a Federal Reserve-regulated bank holding company affiliate. The 
Administration supports giving firms a choice. Safety and soundness 
can be adequately met in either structure. Moreover, banking policy is 
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a key aspect of economic policy; by providing incentives for financial 
services firms to do business under a Federal Reserve-regulated 
structure rather than under the OCC-regulated structure, the bill 
reduces the Administration's ability to shape economic 
policy--Treasury wants to emphasizes that the Executive branch's loss 
of regulatory influence over financial institutions will greatly impair our 
economic policy making capacity. 

(21 	 eRA Reach and Effectivene ••: H_R. 10 will prompt new non-bank 
activities to be performed in bank holding company affiliates, placing 
the related assets outside of the bank, where they cannot be counted 
toward the calculation of bank Community Reinvestment Act 
obligations. This structure wastes an important opportunity to expand 
the resources devoted to community development and weakens 
regulators' leverage in enforcing existing eRA obligations. 

Banking industry opponents share the Administration's concern about flexibility to 
use the op(!rating subsidiary structure. but are primarily motivated by concern that 
the bill encourages discrimination 'against insurance and securities firms that are 
affiliated with banks, thus putting banks at • competitive disadvantage in forming 
multi~functional firms. Community and consumer groups also oppose the bill, 
fearing bigger and less responsive financial institutions. Their objections. however t 

would apply equally well to the Administration's own proposal. 

Senate Action 

Observer. initially thought it unlikely that D' Amato would make an effort to 
mark-up legislation on this contentious issue late in a shortened election year. 
However, after two weeks of hearings in June, few can confidently predict the 
Chairman's next step. During the hearings, he repeatedly complained that the 
Administration and Federal Reserve were unable to compromise on what he 
perceived to be turf issues, He argued that there was too much attention to who 
would have regulatory responsibility and ·inadequate attention to maintaining global 
competitiveness for U.S. firms. The hearings also demonstrated that there is little 
support on the Senate Banking Committee for the Administration's position on key 
issues, especially on providing the choice of the operating subsidiary structure, 

• 

Rubin Recommendation 

Secretary Rubin fears that Senator DfAmato does not believe that your senior 
advisors will advise you to veto this legislation. A call from "the Chief of Staff 
would clarify that the White House supports the effort. of Secretary of the 
Treasury on this bill. If Senator D'Amato thinks that the bill will not become law, 
it may reduce his willingness to devote additional time to it during his own 
reelection campaign. 



While Secretary Rubin believes that good financial modernization legislation would 
be good for the country, he is convinced that no bill is better than a,bad bill. There 
is no crisis that argues for passage of a flawed measure. Although existing law 
makes it cumbersome to merge banking, securities, and insurance firmsi American 
firms are not greatly inhibited from innovating and becoming more competitive. For 
example, the Citicorp-Travelers merger is permissible under current law, although 
they may have to divest the insurance underwriting business unless a bill passes in 
the next two years. 

Secretary Rubin recognizes that the Senate might address the remaining concerns 
of the banking industry about discrimination against bank-affiliated insurance and 
securities activities but fail to address Treasury's concern about operating 
subsidieri",,_ In that case, it would be very difficult for you to threaten to veto the 
bill in the face of likely overwhelming industry support. However, the Secretary 
believes that the Chief of Staff could be clear about an intent to veto the current 
bill, without limiting your flexibility to later support the measure if such changes are 
made. The Chief of Staff could simply tell Senator D'Amato that, given the 
oonCerns expressed by the Treasury Secretary, the banking industry, and 
community and consumer advocates, the President would not hesitate to veto a bill 
in the form of H.R_ 10_ 

Other Views 

You may recall that Janet Yelien has long concurred with Federal Reserve Chairman 
Greenspanl who argues that the bank holding company affiliate structure poses 
somewhat less risk to the safety and soundness of financial institutions and less 
danger of giving non-bank activities the benefit of an implicit subsidy from the 
federal safllly net. She also argues that H.R. 10 threatens neither the national bank 
charter nor eRA. Despite her personal view, she has acquiesced to Secretary 
Rubin's recommended approach. 

Larry Stein concurs with the recommendation_ He notes that the Senate schedule 
suggests that it is unlikely that Senator Lott would bring such a complicated and 
controversial bill to the floor this year. However, there is growing pressure for him 
to do so, both from private interests and political advisors who feel that passing 
such historic legislation would help counter a Udo~nothing Senate" charge. Larry 
also is concerned that our substantive position on the blll is now shared by few . 
Senators, even Democrats, and that we need a chance to better educate members 
as to our valid concerns. 

Jack Lew and Gene Sperling concur with the recommendation. They find the 
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Treasury critique of H.R. 10 compelling, but also agrees with Secretary Rubin that 
it would be difficult to sustaIn a veto if the Senate were to address the remaining 
concerns of the banking industry Iparticularly since such an amended bill would 
represent ~- in Lew's judgment -- a modest improvement over the status quo). 
Overall, Gene Sperling is supportive of Treasury's position, however if the eRA 
concern could be mollified he would b. more open to compromise, 

Erskine Bowles is fully prepared to make the call to Senator D' Amato that Secretary 
Rubin wants him to, if that is your wish. While Erskine's personal preference would 
be to try and negotiate a bill that you could sign so you could get credit for 
reforming the U,S. financial system to meet the challenges of the 21 st century, he 
accedes to Bob Rubin's position that the only chance of accomplishing that 
objective is to state now that we will veto HR 10. Bob believes that reaching 
agreement on the Op sub issue would lose the Federal Reserve, so the probability is 
high that our two objectives cannot be reconciled in the short time remaining this 
year. Therefore, Erskine agrees with Bob that we should make clear our intention 
now to veto this bill. (Bob Rubin advises that our disagreement with the Fed on 
this issue has not had any negative effect on our overall excellent relationship with 
the Fed.) 

Decision Requested 

PROCEED AS RECOMMENDED 

LET'S DISCUSS 
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THE WHITE:, HOUSE 


wASHiN"OTON'. 

July 9, 1998 

MR. PRESIDENT: 

Erskine wanted you to have the attaohed Sperling melUO 

tonight. In it, Gene passes along ~ Rubin', 
recommendation that ElskiDe call Sonator D'Amato to reiterate 
that you'll voto H.lt. II), the fin.w:iaI modernization bill .. 
passed by the House in May. The idea Is to chill D' Amato's 
effort! to mark.uplmove to the floor a parallel Scnilre bilL 
while preserving your op1ion to sign modified legislation. . 

Background. As you know, we opposed H.lt. 10 on two 
PrinuuY grounds: (i) it would reduce the Execulive branch's 
regulatory influence over financial Institutions by providing 
mc.:atives for financial services fians 10 do business under a 
Federal R...."..,-reguIated rInlcture (Le., a holding company 
offiliate) rather than under an Tre~gu1at11d structure (i.•.• 
an operating subsidiary); and (ll) it would hinder the 
Community Reinvestment Act (eRA) boociw.s. assets of 
holding company offili.teswouldn't count IOW1lrd eRA 
obligations. 

Vi..... The hottomlinc: all ofyour adviser! (Rubin, ErsldM. 
Gene. Jo:cIc Lew. ,Larry St.m. JOM' rell.n) SIlppOrt • clear veto 
threat, though most exprcH various issuesIconcerns, which 
acne lays out In dItail. Ersld:ne is okay with maki_g the call; 
he'd prefer io negotiate a bill that you could sign, but believes 
you must first IIlllkefear your inlentmvetO H.R. 10. 

ProceedwithCall JL Let'.Discuss _ 

PhilCeplanl:6V1e. cJ SeanMaloney~
S\?e" II (1\1 
(6CNJi~ ') 

-'

; 
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THE: WHiP: HOUSE: 

WASHING"fON 

July 9,1998 
( 

111El\iORA..'IIDUM TO THE PREsIDENT 

FROM: GENE SPERLING 

RE: STRATEGY ON FINANCIAL MODERNIZATION 

Decision Requested 

Secretary Rubin recommends thai ChiefofStaffBowl.. call S_D'Amato to clarify IIIld 
reiterate that you would veto H.R. 10, the bill passed by the House in May, Or coo close to it 
The call would be designed to "de-<ncrgizo" D' Amato's effo11$ to maik-up a parallel bill aild 
move it to the Senale floor. The message C3Il be sc:nt without limiting your flexibility to 
subseqocmly sign a bill ifi! differs from H,R. 10 in some respects. oven ifit does not .at!&tY all 
of the T.....ary·s concerns. Sen.Wr adviso.. believe thai sucll a ealI could be helpful ;md might 
prompt D'Amato to give up on moving thelegislalion this year. AI. the Io.ast. it mighI prompt 
him to try to ehan&e the bill to produoe something !hat would fail to meet all rn:asary's eoncems 
bllt would address more ofth. banJdng ~ usues ;md you could tductan!Iy sign. 

,On May 13, 1998, the H<>usopassed H.R. 10 by a vote of214-213. The Republioan leadertb.ip 
obtained some D~ aupport by iIIcotporatin& amClldmcnls spo_by RqI. Jobo 
Dingell dealing with 00IlSIlDl0t disclosure for seeurities. The strOIIll opposition to the bill came 
from most ofthe banldng industry, COllIIlIunity groups, and the Administration, wbieh said !hat 
tile SecreWy oftile Tmisw:y would recommend thai the Presides! veto the bill. 

The Administration', key conecms with H.R. 10 are: 

(I) 	 Operating Sllbaldiary VI. Holdlltll Company AftilIate, H.R. 10 prohibits the 
use ofan OCe-regulatedbank opcmting subsidiary for most nonbank aotiviti.., 
""Iuirins instead !hat sucll aotivities b. perfonned in aFedetol Resorv....roguIated 
bank holding compllllY offili",.. The Administratio", suppor1$ giviog firms a 
Ohoioe. Safety and SOIIlldnes& """ be adequately mel in either Slru<:ture. 
Moreover, banking p<>lIey i•• key aspect ofeconomic polley; by p:oviding 
incentives for ~ sCrvices firms to do bllsinw under a Fedora! Resorve
regulaled structure rather than under the oce-regulated slrllCtute, lbe bill reduces 
the Administration', ability to shape coonomi" poUcy-Tr-euu'Y wants to 
emphulus that Ibe E_IIItv. branch', loss ofreplato'Y Influence over 
WllIlIclallnatilutioil, will greatly Impair 0IlI' _nomic policy mllkillg 
capacity. 

http:leadertb.ip
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(2) 	 CRA Reach ..,d Effectivenes.: H.R. 10 will prompt new non-bank activities to 
be performed in bank holding company affiliates, placing the related assets 
outside ofthe bank, where they cannot be cowiled toward the calculation ofbank 
Community Reinvestment Act obligations. This structure wastes an important 
opportnrtity to expan<i the resOUl'CeS devoted to community deve/opment and 
weakens regulators' ieverage in enforcing existing CRA obligations. 

Banking industry opponents ,hare th. Administration'. co= about flexibility to use the 
operating .ubsidiaty structure, but are primarily motivated by concem that the bill encourages 
di,crimmation agaiM insurance IlI!d securities film, that are affiliated with banks, thus putting 
banks at a competitive disadvantage in forming multi-fun<:tioaal finns. COI!llIUIllity and 
consumer groups aJ.so oppose the bill, rearing bigger and I.., responsive financial institutions. 
Their objec.tions, however, would apply "'taally well to the Administration's own proposal. . 

Db,,,,,,,,,. initially thought it unlikely that D'Amato would make an effort to m>ri<:-up legislation 
on this ,,,nlentious issue late in a shortened election year. However, after two weeks ofhearings 
in June, few can ecmfidentty predict th. Chairman'. next step. During the hearings, hi. 
repeatedly complained that the Administration and Federal Reserve were nnabl. to CompronUse 
on whal be peree!ved to b. t1Irfissues. He argued that !bet. was too much attention to who 
would bave regula!my r.sponslbilitr and iIIacIequa!e anentlon to maimaining global 
competitiveness for u.s. fimu;. The hearings also demonstrated that there is little support on the 
Senate Bonkill8 Committee for the Administration's position on key issues, especially on 
providing !be choice of!be operating subsidiaty structure. 

Secretary Robin £em that Senator D'Amato does not beli"", that your senior advisors will 
advise ynu 10 veto this Ieglsiation. A call from !be Chief ofStaffwould clatify that the WhIte 
House supports !be efforts of ~ of the TreasuIy on this bill. IfSenalor D' Amato thinks 
that the bill will not becnmelaw, it rIIlIY reduce his willingness to devote additiaaal time to it 
during his own ree1eetion eampaign.. 
WhIle SecretarY Rnbln beU...... that good financial modemization k:gislation wottld be good for 
the colllltry. be is oonvinoed that no billl& better than a bad bill. There ill no crisis that argues for 
p...age ofa flawed III.....,.,. Although existing law makes it cumbenome to merge \>anking. 
securities, and InIum:u:e fitms, Amcriean fimu; are llol greall.y inhibited from innovating and 
becoming lIIore competitive. For example, !be Citicorp-Travelers merger i. perntissible under 
C\mOIl! law, although they may bave to divest tho insurance Underwriting business unless a bill' 
passes in !be next two )lOllS. 

Secretary Rubin fOCOgWzcs that the SeIIllIe mighl ~ the remalllill8 concems afth. banking 
hldustly shout discrimi:natIon against bar!lc-affiliated insllrBlWe and securities lICIivities but fail to 
address !l:<OISUIY'S concern shout operating subsldiaties, In that ..... il wottld be vary diffiCult 
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fOr you to threaten to veto the bill in the face of likely overwhelming industry support. However, 
the Secretmy believes that the Chief of Staff could be clear about en intent to veto the current 
bill, without iJmiting your flexibility to later support the measure ifsuch changes are made. The 
Chief of Staff could simply teU Senator D' Amato that. given tha concerns expressed by the 
Treasory Seeretmy; the banking indusjrY. and oommUDity and 00=advocates, the President 
would not hesitate to velo a bill in tha'form ofH.R. 10. 

Qlber Yiell'll 

You may,eealI that Janet Y.Uen bas long conCUJ:IOd with Fed<ml Rl:serve Chairman Greenspan. 
who argues that the bank holding company a.ffiJjate $InICtllre poses somewhat 1= risk 10 the 
safety and souruloess ofIinanciII institutions and less danger ofgiving non-bank activities the 
benefit ofan implicit subsidy m,m the fi>deral sa!ely net. She also argues that H.R. IQ threalens 
neither the national bank charter nor eRA. Deapite her personal view, she bas acquiesced to ' 
Seeretuy Rubin's recommended ~ 

Lany Slein <01l<UrS with the recommendation. H. notes that the s~ sohedule suggests that it 
is unlikely that Senator Lott would bring such a complieated and controversial bill to the floor 
tbiJl year. However, there is growing"""""'" for him to do so, both from private inta'csts and 
political advi= who' feel that passing such historic Icgisilltioll would help counter. "do
nothing SClllIlc" charge. Latiy also is conccmed that our substantive position on the bill is now 
shared by ft:w SeIlJItOr1I, even Domocrat:s, and that we need. chance to better educate members as 
to our valid eon.cems. 

Jank Lew and Gene Sporling concur with the recolDDlClldation. They tInd thJI Treasury critique 
ofH.R. 10 compelling, but also agrees with &!crcWy Rubin that it would be difficult to sustain. 
veto iithJI Senate were 10 address thJI remaining coneoma ofthe banking industly (partieularly 
since such an amended bill would r~ - in Lew's judgment- a modest improvement over 
lb. _quo), Overall, Gene Sperling is supportive ofTreasory's position, howcverifthe CRA 
COlIC"'" could b. mol1ilied be would be more open 10 compromise. . 

frUlne Bowles is fully prepatcd to inate thJI call 10 Sanainr D'Amain that Secretaty Rubin 
wan\ll him to, if that is your wish. While Em1cinc's p....nal preference would be 10 try and 
negotiate a bill ,that you could sigo so )Iou could get credit for refanning the U.S. IinanciII 
system 10 meet tho challenges ofthe 21st century, he accedes to Bob Robin', paaition that the 
only chanee ofaccomplisblng that objective is 10 SUIIll now that we will veto HIt 10. Bob 
believes that reacblng agreement on the Op ilUb isauc would 1_thJI Fedeml Rl:serve, so the 
probshllity to high that our two objectives cannot b. rcoonoUed in the short Iil:ne remaining tbiJl . 
year, Therefore, Erskine agrees with Bob that we should make clear our imentioo now to veto 
tbiJl bill (Bob Rubin od'lli.cs that Our disagreemcnl with tho Fed on tbio i= bas !lOt had any . 
negative effect on our overallcxooUcnl rclationshjp with the Fed.) 

Decisiog ReqUested 

PROCEED AS RECOMMEl'lDED 

LET'S DISCUSS 
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To: Gene Sperling 

From: Unda L. Robertson 
Subject: H.I'\. 10 

Date: July 14.1998 

When we spoke last week, you agreed to I":"ake SOf"rie calls on H.R. 10, Mer reviewing the 
situa110n with ethers ;;It Treasury, we think you could be most helpful with Senator'S Mosely
Braun and Reed, Assuming you \¥ant to keep the message simple, I am attaching some talking 
points intended to entourage the Senators to stall effortS to mark up the bill this year. 

We think these calls will be very effective, and appreciate your willingness to make them. 

. , , 



July 20,1998 

MEMORANDt:M FOR GllNllSPERI.ING, SALLY KATZEN , 

FROM;. TOM KALIL 

RE: AGENCY VIEWS ON PRlVACY PAPER 

Areas that are potentially controversial 

eriyacy Coordination 

• 	 The original idea was to create a "privacy entity" that would raIse the level ofvisibiHty of 
privacy issues Md improve coordination of privacy issues. 

• 	 Treasury (Rubin) was strongly opposed to this. A1though we don't know why, one 
possible reason'is that Treasury thought that this "entity" would become a one-sided 
advocate for privacy issues. 

• 	 The current approach would give OMS's OIRA additional responsibilities to improve 
coordination ofprivacy policy. 

• 	 This could be attacked by the privacy community as being inconsequential (e.g, adding' 
one staffer to OMB). Most of our major trading partners have Data Protection 
Commissioners. For example. the Canadian Privacy Commissioner has a budget ofS2.2 
million and about 33 personnel. 

Financjal InfQnnatiQn 

• 	 Treasury would agree to Option A (regulation to make opt-out notices more evident to 
customers) ifwe clarify· that we arc talking about having: lhe oce and other regulatory 
agencies do this. 

• 	 Treasury is opp<;sed to Option B - which would pJace limits on the abHily ofaffilitates of 
financial services fions to share infonnlltion without the protections of the Fair Credit 
Reporting Act. 

• 	 Treasury would agree to option C (enforceable rules on FCRA) if we make it clear that 
the Federal Reserve should do this. Commerce belives FTC may have some jurisdiction. 



• Treasury is opposclJ to having regulatory agencies review whether financial mergers arc 
having an impact on privacy, 

• 
f 

Commerce has backed off froItl their original proposal, which was to provide the FTC 
some authority to go after companies engaged in profiling (finns who build dossiers 
about individuals by aggregating information from a va.riety of database sources) -- with a 
"safe-harbor" for companies that havce signed up to self-regulation. 

• Magaziner and Treasury opposed this -- on the grounds that it would be difficult to define 
profiling, and that regulations In an area that is changing this rapidly could be 
counterproductive. 

1 think we should not aHow the legislative option to fall off the table at this point. 

Areas that need more ,~'ork 

Medical recQrds 

• 	 We have asked HHS to come up with steps for strengthening the protection ofmedical 
records that the President could take through administrative action. You should raise this 
with HHS. 

2 



