SELECTED RECENT PRIVACY INITIATIVES
BY THE U.S. FEDERAL GOVERNMENT

SEPTEMBER 25, 2008

i. Federal

Protecting the privacy of individuals who access government resources electronically or
whose sensitive data is in government files.

1. Lenter from Office of Management and Budget Office of Information and Regutatory
Affairs Administrator Jobn Spotila on the use of “cookies™ on federal government
wehesites, {Seplember 5, 2000)
hup/fwww cip.govidoes/OMBCookies2. litm

b

. Press release and Federal Register Notice annousicing a study of the treaiment of sensitive
personal information in bankruptey cases. {July 26, 20003
hitp:/Avww. usdoj. gov/ust/privacy/privacy. htm

3. Ofnce of Muansgenent and Budgst Director Jacob 1. Lew memarandum on privacy policics
and data cotlection on websites. {June 22, 2000
Wip/Awww wintehouse. gov/omb/memorandw/mb0-13 iml

4. IRB "privacy impact assessnient,” voied best practice by federal chiel information
officers, (Febraary 23, 2000)
bt fiwww. cio.govidocs/IRS him

i

. Bex on protecting personal privacy in proposed FY 2001 Federal Budget.
hitp:/fw3 access.gpo gaviusbudget/fy200 1 /pdibudeet pdf (go 10 page 296}

6. OM8 Director Lew memorandum on websile policies, {June 2, 1999}
htip/fwww, whitchouse gov/omby/memorunda/m99-18.htm)

w}

. President’s momorandun on Privacy Act (May 14, 1998} and memorandum from OME
Director Lew.
http//www.whitehouse. gov/omb/memoranda/m99-05 him!

11, Federsl Trade Comimission

Privacy activities of the Federal Trade Commission,

1. Link o various privacy (nitiatives of the FTC.
htip/fwww fle. gov/privacy/index html


http://www.fic.gov!privacylindex.ht111
http://www.whitehouse.gov/omb/memorundalm99�0S.html
http://w\.\'w
http:6.01'.13
http://w3
http://www.usdoj.go\./ust/privaey/privaey.htm

1111 Finuucial

Protecting the private, personal finnncial information of consamers.

{. Treasury Under-Secretary Gary Gensler testimony on personal finaneial privacy, (June 14,
20003
htip/www house. gowbanking/6 1 400gen htm

[

. HR 4585, Admumustration financial peivacy plan, as introduced in Congress. (May 6, 2000)
hitps/fihomas. loc.govicai-bin/query/C 106 Aempi~c 1 O6wHaamP

3. Clinten-Gore financial privacy plan outline. {April 30, 2000)
hitp:/iwww, pub.whitchouse. goviun-res/I2R2um:pdi:Aona,eop. gov. us/2000/5/1 /2 text |

4, Finuncial privacy press bnefing. {(April 30, 2000}
hitgAwww pubawhitchouss. goviun-res/IZR Turnipdi/oma.eop.gov.us/2000/5/2/4 text.)

5. President’s remarks at Eastern Michigan University on plan to protect finanaal privacy,
{April 30, 2000} ’
hiip//www . pub.whitehouse, gov/uri-res/I2R Tum:pdisHoma.cop.gov us/2000/5/2/5 text )

o

. President’s remarks at the signing of financial modernizalion legislation. (November 12, 1999)
it wwe pub.whitchouse goviuri-res/ 2R furn:pdiz//omaeop.gov.us/1999/1 1/12/29.1ex1.)

ek

Teeasury Under-Scerctary Gary Gensler testunony on personal Ginancial protection. {July 21,
1999}y
http/iwww. house.gov/banking/7219%:cn him

8. President’s specch on financial privacy protection, (May 4, 1999}
htipfaveav pub whisehouse gov/uri-res/I2ZR 7urmipdiz/foma.eop.gov.us/ 1999/5/5/3 text. |

1V, General — Administration

Raising awareness of privacy issues in general and calling for an “Electranic Bill sf Rights” for
individuals,

1. Profile of the work of the Chief Counselor for Privacy by US4 Teday. (June 7,
JO003
hitp./Awwiv usatoday comfiifefovberflech/etil6 . hum

2. Vice President’s announcement on privacy issues. {July 31, 1998)
htip/www.pub.whitehouse, gov/uri-res/12R Zuny:pdi /oma.cop.gov.us/ 1 998/873/ 7 text.

3. Vige President’s remarks al NYU announcing electronic bill of rights. (May 14, 1998)
hignfiwsww pub.whitehouse goviuri-res/T2R Jurn pdiz/oma.cop.gov.us/ | 998/5/14/7 text. |


http:J/oma.eop.gov
http://vlrww
http:fiml!lci.1l
http://www.housc.govlhanklng/72199gcl1_hlm
http://www.pub.whitchotlsc.�Qv/uri-rcs!!2R.!urn:pJi:!/oma.eop.gov.us!1999/1
http://www.pub.whitehousc.gov/uri-res/12R?um:pdi:lloma.eop.gov.us/2000/512IS
www.pub.whitehouse.gov/uri-res/12R?um:pdi:l/oma

¥, Genetic

A move to ban the use of genetic information in hiring decisions in the federal government, and a
call to extend those important privacy safegnuards {o the private sector,

1. Announcement by the President of executive order on genetic discrimination. {February 8,
2000}
http:#fwww.pub whitchouse.gov/uri-res/I2R fum:pdiZomaeop.gav.us/2600/2/8/7 1ext.2

2. Text of executive order. (February §, 2000)
b/ fwww, puly, whitchouse.gov/uri-res/IZR 7umy pdis/oma.cop. gov.us/2000/2/8/8 text.2

3. Fast sheet on the anncungement of the executive order. {February 8, 2000)
hitp/fwww . pub.whitehouse goviun-res/IZR Tum:pdioma.cop. gov.us/2000/2/9/2 text. |

4. Legislation supported by the Administration to ban genetic discrimination in the privale secior.
{July. 1, 1999)
htip:/thomas. Joc.govicyl-bin/uery/Clc 106, fiemp/~¢c 1OGUPWCTKS

Vi Medical

Writing rules to ensure that individuals® most persenal medical infermation is not released without
autharization.

ottt

. Testimony by Margaret A. Hamiburg, Assistant Secretary for Plunning and Evaluation, ULS.
Depariment of Health and Human Services. (February 17, 2000)
htip/Avaysandimeans house.gov/healtl/ 100cong/2-17-00/2-1 Thamb hun

2. Proposed medical privacy rules. {(November 3, 1999)
huip:/ermaspe hhs.goviora web/plsel/erm rulelibrary

%

. Medical pfivacy rules announcement. {QOclober 29, 1999)
hitpr/Awww nubowhitehouse. goviari-res/ 2R Zurn pdinfoma. cop.gov,us/ 1999/ 1 072974, 16x3. ]

L]

4. President’s remarks at the announcement, {October 29, 199)
hitp:/fwww pub whitehouse. goviuri-res/I2 R Jurupdioma.cop. gov.us/ 1 999/ 10729/6 text. |

5. Aanouncement of Health and Human Services Secretary Donna Shalala’s report, urging
Congress (o protect porsonal medical records. (Septemsber 11, 19973
hitpifhwvww s govinews/press/1997pres/97091 1 himl

&, Text of Heulth and Human Services report. {September 11, 1997)
htip:#agpe.os.dhhs goviadmnsimp/pvereciLhtim


http://www.pub.whitehouse.gov/uri-rcs/12R?um:pdi:/loma.eoQ..gov
http:el~~~Hlse.go
http://www
http://www"pllb.whitchouse.gov/uri.reS/12R?um:pdi:lloma.eop.gov.uS/2

Vil Online Privacy

Encouraging effective self-regulatory an-line privacy initintives.

1. Announcement of new setf-regulatory code for on-hine profiling (July 27, 2000)
hitp://204.193.246.62/public.nsf/docs/E4CEDT9BTBS783EB8325692900710A7B

2. Network Advertising Initiative self-regulatory code text, {July 27, 2600}
hitpffwww.networkadverntising org/press/principles.pdf

3 Commerce Secretary Willinm Daley’s stalcment on efforts to promote on-hne privacy. (May
22,2000
hitn:Aosecnt 1 3.0sec. doc.govipublic. ns(/does/FET2ZFCOB4AACIABARSZS63ET007T0E9D

4. President’s speech at Aspen Instituie, (March 3, 2000)
htip:Awww.pub.whitchouse. gov/uri-res/12R 2urn:pdi-Zoma.eop. gov.us/2000/3/3/27 1ext. 1

3. Aonual report on electronic commerce by the U.S. Govemment Working Group on Electronic
Commerce. {1999}

htipi//fwww. ecommerce gov/annrpt.him

VIH. Online Security

Efforts to promote public safety in cyberspace, alongside individual privacy, and o update U.S.
baws for the lnternet Age,

1. Factsheet on Administration legistative proposal. {July 17, 2000)
hitp:/www pub whitehouse goviar-res/I2R 2um:pdiHoma.eop.gov us/Z000/7/1 /1 5 text |

2. Speech by White House Chief of Stafl Johu Podeste. (July 17, 2000}
hitiefhwww sub whitchouse gov/uri-reg/ 2 R o pdivYomasep.pov us/2000/7/1 B/d 1ot

3. Clinton Admunistration legisiative proposal on cyber-security.
http//thomas, loc.gov/home/c106guery itml#billno (scarch for bill §, 3083)

4. Memorandam by Office of Management and Budget Director Jacob J. Lew, “Incorporating and
Fusiding Security in Information Systems Investments.” {February 28, 2000}
hitpAvww whitehouse goviomb/memoranda/mOQ-07 hunl

5. Cybersecurtty Summit, with President's remarks. {February 15, 2000}
wiynfAwww, pub, wiitehouse. goviuri-res/| IR 7urnpdi foma.eop, eov us/2D00/2/1 5/2 1ext, |

IX.  Privacy and Encryption

A new sirategy e balance privacy, electronic commerce, and national security.

1. Encryption anpouncement. (Scptember 16, 19993
hiipidiwww pub whilchouse gov/uri-res/I2R 2unpdiYoma.eop gov ws/1999/79/16/1 7 ext 1

4


http://www.pub.whitehouse.gov/llri�resII2R?um:pdi:lloma.eop.gov.usl200017/17/15
http:foma.eop.gov
http://www
http://204

2, Encryption press briefing. {September 16, 1999)
htypfwww pub,wlitehouse.goviur-res/ 2R Turn:pde//oma. cop. govaasd 1 99991772 texi

X Safe Harbor

Provisions under which personal infornyation may be transferred from the European Unjow to the
United States.

1. Safe harbor principles. {June, 2000}
hitp/fwww ita doc. govitdiecom/SHPRINCIPLESFINA L. htm

2. Frequently asked questions. {(June, 20003
nipdrwww.ita.dog govadiecomimeny iiml

3. Safe Harbor statement by Commerce Seeretary Bill Daley. (May 31, 2000)
Rutp://oscent] Josce.doe.govipublic.nst/docs/ IGOTOEEESACT CAG4852568 FOO0S8DF ST

X1, Social Seeurity Numbers

Praposing legisiation lo protect individuals® Social Security numbers, a conumonly used ool Jor
ideatification purposes in the Linited States,

1. Vice President's announcentent of the proposal. (Tune §, 20003
httpdiwww pub.whitehouse. goviuri-resf[2ZR 7urmepdizoma.eop. gov.us/2000/6/9/3 1ext.|

2. Text of the legisiation. {June §, 2{}%)
hup:/thomas.loc.goviegi-binfquery/CTc 106 femp/~ 106di8x 3¢


www.pllb.whitehousc.gov/uri.reS!I2R?urn:pdi:11001a.eOp.gov.us!2
http://www.ita.doc.gov/td!ccomiSHPRINCIPLESFINAL

EXECUTIVE OFFICE OF THE PRESIDENT
GEFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D C. 20503

June 2, 19%%
THE LIRECTOR

M99-18 | ' o

‘ MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPAK’I‘I@&NTS"

AND AGENCIES
FROM: Tacob ) Le
Director
SUBJECT: Privacy Pelicies on Federal Web Sites

This memorandum directs Depariments and Agencies 10 post ¢lear privacy policies on World
Wide Web sites, and provides guidance for doing so. As a first priority, you must post privacy policies
1o your Department or Agency’s principal web site by September 1, 1999, By December 1, 1999,
2dd privacy policies to any other known, major entry points to your sites as well as at any web page
where you collect substantial personal information from the public. Each policy must clearly
and concisely inform visitors to the site what information the agency collects about individuals, why

the agency collects it, and how the agency will use it. Privacy policies must be ¢learly labeled and
ezsily accessed when someone visits a web site.

Federal agencies must protect an individual's right to privacy when they collect personal
information. This is required by the Privacy Act, 5 U.S.C. 552a, and OMB Circular No. A-130,
“Management ol Federal Information Resources,” 61 Fed. Reg. 6428 (Feb. 20, 1996), and supported
by the Principles for Providing and Using Personal Information published by the Information
Infrastructure Task Force on June 6, 1995, Posting a privacy policy helps ensure that individuals have

notice and choice about, and thus confidence in, how their personal :nfoxmatwﬁ is handied when they
pse the Intemet.

New informpation technologies offer exciting possibilities for improving the quality and efficiency
of government service fo the American people. Web sites are a powerful foo] for conveying
information on topics relating to activities, objectives, policies and programs of the Federal
Govemnment. Web pages provide a simple and speedy means of gaining access to information about
the Government, thereby increasing knowledge and understanding of what Government is doing on the
people’s behalf. Looking ahead, as contemplated for instance by the Government Paperwork
Elimination Act, people will conduct more and more business and other activities with the Government

electronically. We cannot realize the full potential of the web until people are confident we protect their
privacy when they visit our sites.



To assist Departments and Agencies in reviewing their existing privacy policy or in creating such a
policy, I have attached guidance and mode] privacy language for several different information practices
that may &pply to your web sites. You can use the model language verbatim, or as a starting point in
erafing 2 policy tailored to meet your own requiremnents and neads.

For any questions about this guidance, contact Peter P, Swire, Chief Counselor for Privacy,
Office ofManagement and Budget, phone (202} 395-1098, fax (202) 395-5167, e-rmail
Peter Swire@omb.cop.gov. To provide assistance to Agencies and Departments in implementing
web privacy policies, Mr. Swire will form a Steering Committes for Federal Agency Privacy Policies.
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Attachment


mailto:Peter_Swire@omb.eop.gov

June 1, 1993

GUIDANCE AND MODEL LANGUAGE FOR FEDERAL WEB SITE PRIVACY POLICIES

Every Federal web site must include a privacy policy statenient, even if the site does not collect any
information that results in creating a Privacy Act record. This statement tells the visitors to your site
how vou handle any information you get from them. Federal agency web sites are highly diverse, and
have many different purposes. The privacy policies that agencies write for those sites are also diverse.
Agencics must tailor their statements to the information practices of each individual site. It is important
10 post your site’s policy promptly, so visitors (o your site know the site’s information practices.

This attachment provides guidance and model Jangoage on privacy statements. You can use this
guidance and model language to help identify the issues that privacy policies must cover, draft the
language, and get it approved. This.will allow you to post your policies expeditiously.

Agencies have been carying out reviews of their systems of records nofices 1o implement the
President's Meworandum of May 14, 1598, Agencies should have sent fieir reporis on their reviews
to OMB by May 14, 1999. If you have not already done so, a( this time you should post a general
privacy policy on your Department and Agency web sites. The statement should include a ¢lear oversll
description of your privacy practices. Do NOT delay creating this privacy policy until you revise all
your agency’s systems of records.

‘This attachment provides a brief discussion of different information practices, followed where
appropriate by one or more samples from existing federal web sites and by 2 URL for gach of those
samples. The discussion is based on analysis by the Steering Committee for Federal Agency Privacy
Policies. The members of the committee are listed at the end of this attachment. The Steering
Commitice includes representatives of different parts of agencies that may play a role in creating web
privacy policies, such as web masters, Chief Infonmation Officers, General Counsels, Privacy Act

officials, and designated privacy policy officials. You can contact members of the Steering Committee
1o talk about their experiences in creating privacy policies.

This document provides guidance on the following situations:

{1} Introductory language.

{2) Information collected and stored automatically.

(3) Information collected from e-mails and web forms.

(4} Security, intrusion, and detection language.

(5) Significant actions where information may be subject to the Pm'a;:}f Act,



{1} Introductory language.

Discussics, Web sites are the front door for many contacis by individuals with the govermment.

Having clear overview language sbout your privacy practices at the start of the policy can prevxdt: 2
helpful mtwduchon 1o a2 web poliey.

-

o

Web privacy policies can reassure individuals that information you tollect about them when they

visit your site will be well and ap;}mpnatﬁiy handled. You should write such reassurances in plain
English.

Sample One:

“Thark you for visiting the White House Website and reviewing our privacy policy. Qur privacy
policy is clears We will collest no personal information about you when you visit our website unless
you choose to provide that information fo us,

Source: www.whitchouse. gov/WH/Mhimprivacy html,

Sample Twy:

¥The privacy of our customers has always been of ulmost importance to the Social Security
Admigistration. In fact our first regulation, published in 1837, was written and published to
ensure your privacy. Qur concern for your privacy is no different in the electronic age.

Our Internet privacy policy is:

- You do not have (© give us personal information (o visit our site,

- We collect personally identifiable information {(name, email address, Social Security
number, or other unique identifier) only if specifically and knowingly provided by
you.

- Personally identifying information you provide will be used only in connection with
Social Security Online or for such other purposes as are described at the point of
collection. '

- Information is collecied for statistical purposes and S5A sometimes performs
analyses of user behavior in order to measure customer interest in the various areas
of our site, We will disclose this information to third parties only in aggregate form.

~  We do not give, sell or transfer any personal information 1o a third party,

- We do not enable "cookies.” {A "cookie™ is 3 file placed on your hard drive by a

‘Welbr site that allows it to monitor your use of the site, usually without your
knowicdge.)

Source: www.ssa.goviprivacy.htmi



e

(2) Information coliected and Stored automatically.

Discussion: In the course of operating a web site, certain information may be collected
automatically in logs or by cookies, Some agencies may be able to collect a great deal of information,
but by policy elect to collect only limited information. In some instances, agencies may have the
technical ability to collect information and later take additional steps te identify people, such as by
looking Uip static Internet Protocol addresses that can be linked to specific individudls. Your policy

should make clear whether or not you are collecting this type of information and whether you will take
further steps to collect more information.

Sample One:
"Information Collected and Stored Automatically

1f you do nothing during your visit but browse through the website, read pages, or download

‘information, we will gather and store certain information about your visit automatically. This information

L]

does not identify you personally. We antomatically collect and store pnly the following information
about your visif: ’

-

1. The Internet domain (for example, “xcompany.com” if you use a private Internet access
zecovnl, oF "yourschiooledu” if you connect from a aniversity's domain) and IP address {an IP
address is a pumber that is automatically assigned to your computer whenever you are surfing
the Web) from which you access our website;

The type of browser and operating system used to zccess our site;

The date and fime you acvess sur site;

The pages you visit; and

If vou linked 1o the White House website from another website, the address of that

websie.

SERPNS

We use this information to help us make our site more useful 16 visitors -- to leam sbout the number

of visitors to our site and the types of technology our visitors use. We do not track or record
information about individuals and their visits.

Source: www.white:housc.gﬂffwgihﬁnvprivacy,h&ni.

Sample Two:
"This is how we will handle information we learn about you from your visit to our website. The
information we receive depends upon what you do when visiting our site,


www.whitehouse.govlWHJhtmllprivacy.html

I you visit our site to read or download information, such as consumer brochures or press
releases:

We collect and store only the following information about you: the name ¢of the domain
from which you access the Intemet {for example, aol.com, if you are connecting from an
America Online account, or princeton.edu if you are connecting from Princetotr
University's domain); the date and time you acoess our site; and the Internet address of
the website from which you linked dirsctly to our site.

We use the information we collect to measure the number of visitors ta the different
sections of our site, and to help us make our site more useful to visitors,

Source: www.fic.gov/ic/privacyl bhim,

Sample Three: _
“Example Information Collected for Statistical Purposes

Below is an example of the information collected based on a standard request fora
World Wide Web document:

XXX yyy.com -~ [28/3an/1997.00:00:01 -0500]
*GET fsitename/mews/nr(12797 html HTTP/1.0" 200 16704
Mozilla 3.0/www.allavista digital.com

xxx.yyy.com {or 123.123.23.12} -- this is the host name {or IP address)
asscciated with the requester (you as the visitor). In this case, (...com}
the requester is coming from a commercial address. Depending on the
requestor's method of network connection, the host name {or IP address)
may or may pot identify a gpecific computer. Connections via many
Internet Service Providers assign different IP addresses for each session,
so the host name identifies only the ISP, The host name (or IP address)
will identify a specific computer if that computer has a fixed IP address.

[28/1an/1997:00:00:01 -0500) — this is the date and time of the request


http:xxx.yyy.com
http:Itavista.di
http:xxx.yyy.com

“GET fsitename/news/nr012797 him! HTTP/1.0" — this is the
Iocation of the requested file

200 -« this is the status code « 200 is OK - the request was filled

16704 -- this is the size of the requested file in bytes : - e

. - -

Mozilla 3.0 -- this identifies the type of browser software used to acoess

the page, which indicates what design parameters 10 use in constructing
the pages ‘

www.altavistadigital.com - this indicates the last site the person
visited, which indicates how people find this site

Requests for other types of documents use similar information. No other
user-1dentifying information is collecied.

Source: www.defenselink. milfwaming/example.html

{3} Information Collected {rom E.mails and Web Forms.

Discussion: Many websites receive identifiable information from e-mails or web {forms. Some
statemnent is appropriate about how the identifiable information is treated when the individual provides it
One general and helpful comment is to say (when it i5 true) that you only use information included in an

e-mail for the purposes provided and that the information will be destroyed after this purpose has been
fulfilled.

Saniple One: »

The Federal Trade Commission has two levels of disclosure. On its principal privacy policy page,
it states the following:

“1f you identify yourself by sending an E-mail: .

You also may decide to send us personally-identifying information, for example, in an
elecironic mail message containing 2 complaint. We use personally-identifying information
from consumers in various ways to further our consumer protection and competition

activities. Visit Talk to Us to learn what can happen to the information you provide us
when you send us e-mail”

Source: www. fic.gov/fic/privacyLhtm.,


www.ftc.govlfteiprivacyl.htm

The FTC then has the following disclosure at its "Talk to Us” link:

You can contact us by postal mail, telephone, or electronically, via an on-ling form., Before you
do, there are 2 few things you should know,

The material you submit may be seen by various people. We may enter the information you send
into our glectronic database, to share with our attomeys and investigetors involved i law
senforcement or public policy development. We may also share it with a wide variety of other
" government agencies enforcing consumer protection, competition, and other laws, You may be
contacted by the FTC or any of those agencies, In other limited circumstances, including
requests from Congress or private individuals, we may be required by law to disclose
infonmation you submit.

Also, e-mail is not necessarily secure against interception. If your communication is very
sensitive, or includes personal information like your bank account, charge card, or social scwmy
number, you might want {o send it by poszai mail instead.”

Souree: www,ﬁc«gevfﬁcfzalkwioﬂus.htm. .

-

{4) Security, Intrusion, Defeciion Language.

Diseussion: Many webmasiers nae information collected on 2 site to detect potentially harmfil
intrusions and to take action once an intrusion is detected. In some situations, the policy of the ageney
‘may be not to collect personal information such as from IP logs. In the event of authorized law
enforcement investigations, however, and pursuant o any required legal process, information from
those logs and other sources may be used to help identify an individual.

Sample One: '

The Department of Defense uses the following language to alert users that information may be
collected for scounity purposes:

“4. Tor site security purposes and to ensure that this service remains available {o all users, this
govemment computer system employs software programs to monitor network traffic to identify -
‘unauthorized attempts to upload or change information, or otherwise cause damage.

5. Except for anthorized law enforcement investigations, no other atteynpts are made 1o identify
individual users or their usage habits. Raw data logs are used for no other purposes and are

scheduled for regular destruction in accordance with National Archives and Rccords Administration
. puidelines,



+

6. Unauthorized attempts to upload information or change information on this service are strictly
prohibited and may be punishable under the Computer Fraud and Abuse Act of 1986 and the
National Information Infrastructure Protection Act.”

Source: m.écfcnsclinkéni}iwamingfwm¢;ii.html.

Sampde Two: Department of Justice Privacy and Security Notice: ‘ "
*For SITE SECURITY purposes and to ensure that this service remains'available to alf users,
1his Governunent compufer system employs software programs (o monitor network traffic to identify

unauthorized attempts to upload or change information, or otherwise cause damage.

NOTICE: We will pot obtain personally-identifying information about you when you v;srz
our site, unless you choose to provide such information to us.®

Sourge: www.usdej.goviprivacy-fils him

(3) Significant actions where information enters a Svstem of Records.

Diseussion: To date, a large fastion of federal web pages have not collected significant amounts
of identifiable information in ways that entered directly into systems of records covered by the Privacy
Act. Looking ahead, a greater range of actions may take place based on information provided to web

sites. ‘Examples might include electronic commerce transactions or updating of information about
eligibility for benefits.

In systems of records where traditional paper eollections of information are supplemented or
replaced by electronic forms offered through a web site, the rules of the Privacy Act continue (o apply.
For situations where a Privacy Act notice would be required in the paper-based world, the general
principle is that the equivalent notice is required in the on-line world. Posting of the relevant Privacy
Actnolice on the web page or through a well-marked hyperlink would be appropriate.


www.usdoj.gov/p~vacy~fi1e.htm

T
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The Sieering Comimittes has helped develop the guidance 1n this document, drawing on the diverse

functional experience of its members. Its members are available for Quesz:ozis and comments on ihc
development of agency web pm acy policies.

Peter-Bwire (chair), Chief Counselor for Privacy, Office of Manageman{ and Qm‘{gc{ phone {202)
395*1095 e-mail Pctcr  Swire@omb.cop.gov.

Roger Baker, {:“hscf’ Tuformation Officcr, Department of Conunerce, phone (202) 482-4797, -
mail rhaker@doc.gov,

Johm Bentivoglio, Chief Privacy Officer, Department of J usuce phone (202) 514-2707, e-mail
John.thentivoglio@usdol.gov.

Ruth Doerflein, Internet/Intranet Program Manager, Department of Health and Human Scmces
phone (202} 650-5708, e-mail réoerﬁe@z}s’ dhhs.gov.

Pegey Irving, Director, Office of the anacy Advocazc, internal Revenue Service, phone (202}
"B83-7755, e-mall pegey.s. wmg@m} irs.gov (note: the number "1* follows @m).

Vazhan Moushegian, Ir., Director, Defense Privacy f}fﬁce, Department of Defense, phone (703)
607-2943, e-mail Vahan.Moushegian@osd.pentagon.mil.

Andy Pincus, General Couns&l Department of Commerce, phone (202} 482-4772, e-mail
apincusi@dor.gov.

The following two persons from the Federal Trade Commission are not members of the Steering .
Committes. They have worked with privacy policies for both the public and private secter, how ever,
and have offered 1o be available for questions from those working on agency policies:

Martha Landesberg, att:;mcy, Federal ’I‘raée Commission, phone (202) 326-2825, e-mail

mlandesberg@tc.gov.

David Mcéme. Assoniate Director for Financial Practices, Feders] Trade Commmsmn, phone
(202) 326-3025, e-mail dmedine@fic.gov.
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Mr, Chairman and members of the Committee, thank you for inviting me here to present
the Administration’s views on H.R. 4049, the "Privacy Commission Act." As Administrator of
OMB’s Office of Information and Repgulatory Affairs, | care deeply about the protection of

privacy. In 1998, GIRA took on enhanced responsibility for coordinating privacy policy
fhroughout the Admintstration. OIRA already had policy responsibility under the Privacy Actof

1974, which applies to federal government systems of records. Now it plays a cental

coordinating role for privacy policy more generally. Last year, OMB appointed its first Chief

" Counselor for Privacy, Peter Swire, to be the point person in this coordination effort. Pateris

with me here today.

The President and the Vice President are committed {o the protection of individual
privacy. As President Clinton said on Apeil 30, when announcing his new financial privacy
proposal: "From our earliest days, part of what has made Ametica unique has been our dedication
to freedom, and the clear understanding that real freedom requires a certain space of personal
privacy.” Vice President Gore showed similar leadership in 1998 when he called for an
Electronic Bill of Rights, emphasizing that we should all do our part to protect individual
privacy, relying on private sector leadership where possible, on legislation when necessary, on
responsible govemment handling of personal information, and on an informed public.

In studying the proposed findings for H.R. 4049, we find much common ground., We
agree that Americans are increasingly concerned about the security and use of their personsl
informaticn, We agree that the shift from an industry-focused economy to an information-
focused economy calls for reassessing the way we balance personal privacy and information use.
As Administrator of OIRA, I work extensively on information pelicy issues relating to computer
security, privacy, information collection, and our transition to the electronic delivery of
government services. In these and other areas, we are working hard to gain the advantages that
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come from new technologies while guarding against possible costs to privacy and scczzritg} that
can come from badly crafied uses of those technologies.

In some greas, we already know that we must act swiltly (o protect privacy and security.
Indeed, the Administration’s biggest concern with H.R. 4049 is the risk that some might use the
Commission as a reason to delay much-needed privacy legislation. We understand that
supporters of HR. 4049 have emphasized that it should not be used as a reason for delay. But
we are also aware from public reports that those who oppose privacy reform would prefer to have
Congress study the issue indefinitely rather than take action. In the Administration’s view, such
delay would be unwise. We cannot afford 1o take a year and a half off in protecting Americans’
privacy. We believe that action is needed now in the areas of financial privacy, medical records
privacy, and genetic discrimination.

Before addressing specific aspects of H.R. 4049, it would be useful to review recent
federal privacy initiatives.

Qverview

Therz have been extensive initiatives by the Federal government since 1993 to study and
take appropriate action in the area of privacy protection. Study of privacy was an integral part of
the National Information Infrasiructure project, sometimes called the “information
superhighway” effort, with the issuance in 1995 by an inter-agency Privacy Working Group of
"Principles for Providing and Using Personal Information.® (See: Privacy Working Group of the
Information Infrastructure Task Force, www ditf.nist.gov/ipe/ipe-pubhiml.y This effort was led
by OIRA. With Administration support, Congress has passed privacy legisiation including the
Drivers' Privacy Protection Act of 1994 (motor vehicle records), the Telecommunieations Act of
1996 {authorty for the Customer Proprietary Network Information regulations}, the Health
Insurance Portabilily and Accountability Act of 1996 (authonty for the currently proposed
medical privacy regulations), the Children's Online Privacy Protection Act of 1998 (children’s
online records), the Identify Thelt and Assumption Deterrence Act of 1998 (deterrence of
identity thefl), and the Gramm-Leach-Bliley Act of 1999 (financial records}.

In the online world, the Administration has encouraged self-regulatory efforts ‘izy‘
industry. For especially sensitive information -- such as medical, financial, and children's online
records - legal protections are required. Recent activities have included:

. When children go online, parents should give their consent before companies
gather personal information, Websites aimed at children must get such consent
under the Children's Online Privacy Protection Act of 1998 and accompanying
rules that went into effect in April of this year.

. The Department of Commerce, the Federal Trade Commission, the White House
Electronic Commerce Working Group, and other parts of the Federal govemment

B
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have undertaken a wide array of studies, reports, workshops, and other activities
to address issues of online privacy. As one example, a public workshop last {fal}
challenged the industry to sddress concermns about "online profiling,” in which
companies collect data, in ways few people would suspect, about individuals
surfing the Intemnet.

In the international sphere, the Department of Commerce has taken the Jead in
ereating "safe harbor” principles for transfers of personal information between the
European Union and the United States. These prineiples, to which the European
Commission has now agreed, recognize the appropnateness of effective self
regulatory regimes. In developing the principles, the Department has sought
public comment on four separate occasions.

The President signed the Identity Theft and Assumption Deterrence Act of 1998.
This March, the Department of the Treasury hosted an Identity Theft Surmmit to
assist in the prevention, detection, and remediation of the significant problem of

- malicious misuse of another person's personal information for fraudulent

purposes.

The Administration continues to bujld privacy protections into its own activities,
Last year, for instance, all Federal agencies successfully posted clear pnivacy
policies on their websites. Programs are now underway to strengthen Government
computer security (o provide new privacy safeguards for personal information
held by the Governrent. The new Privacy Subcommittee of the Chief
Information Officers Council is undertaking imiiatives to ensure that privacy is
effcetively buill into govemment information technelogy systems.

Financial recards,

Congress discussed financial privacy intensively in the course of its financial
modemization debate last year, As the President pointed ot when signing the law, the
modemization law took significant steps 1o protect the privacy of financial {ransactions, but did
not go far enough. The President asked OMB, the Departient of Treasury, and the National
Economic Council to crafl a legislative proposal to close loopholes under existing law, On April
30, he announced his plan to protect consumers' financial privacy. This plan would include:

Consumer choige: Giving consumers the right to choose whether a firm can share
consumer financial information with third parties or affiliated firms. ‘

Enhanced protection for especi i ___j_g__g__u Requiring that 2
consumer give affirmative consent before a firm can gain access to medical
information within the financial conglomerate, or share detailed information about
a consumer's personal spending habits,
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Access and correction: Giving consumers a new right to review their information
and correct material errors.

- Elfective enforcement: Providing effective enforcement tools for financial
institutions subject to Federal Trade Commission enforcement of privacy rules.

o Comparison shop on privacy policies: Giving consumers privacy notives upon
application or request so they know how znfarmatnon is protected beforea
customer relationship is established,

These provisions were introduced in the House as HLR, 4380, attracting immediate and
substantial support in both the House and the Senate. As Secretary of the Treasury Lawrence
Summers emphasized on March 7, "It’s time to ¢tart now.”

Medical Recards.

There has been a longstanding appreciation in the United States that individual medical
records include especially sensitive information. Disclosing medica! data can reves! what is
happening inside a person's body, such as a report that a person is HIV positive, or inside a
person's mind, such as the transcript of a session with a psychotherapist, The Federal
government has recognized these concerns at least since 1973, when the Department of Health,
Education, and Welfare first announced the basic fair information practices that underlie privacy
policy today.

Congress recognized the need for legal protection of medical records when it passed the
Health Insurance Portability and Accountability Act of 1996 (HIPAA). Afer extensive
discussions with stakeholders and as required by HIPAA, the Secretary of Health and Human
Services issued her recommendations for health privacy legislation in September 1997,
Congress was unable to meet the HIPAA deadline for enacting comprehensive privacy
legisiation by August 21, 1999, Accordingly, the President and Secretary Shalala announced
proposed privacy regulations on October 29 of last year. It was HHES's goal to make the
regulation process open to those who wanted to communicate their concems in person. HHS met
with many individuals and organizations to hear their concerns and clarify provisions of the
proposed rule. HHS received over 53,000 submissions of comments by the February 17, 2000

deadline, HHS is now considening those comments, and the regulations will become final this
year. \

Although the medical privacy regulations will become final this year, there is a pressing
need for further Congressional actien. As HHS Assistant Secretary Margaret Hamburg testified
in February of this year: "Health information privacy is a top priority for the Department and the
Administration, and we continue to believe that legislation is the only way to achieve the goal.”
President Clinton explained some of the reasons for legislation when he proposed the privacy

L3
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regulations last October. The Administration is especiaily concemed that the enforcement powers
under current law are not as effective as they should be, We recommend federal legislation that
would allow punishment of those who misuse personal health information and redress for people
who are harmed by its misuse. Administration officials have testified often on what should be
inciuded in medical privacy legislation, and we urge that there be no delay on this subject.

Gengtic Discrimination,

This February 8, President Clinton signed an executive order that prohibits every federal
department and agency from using genetic information in any hiring or promotion action. This
order ensures that eritical health information from genetic tests not be used against federal
employees. The President has also endorsed the Genetic Nondiscrimination in Health Insurance
and Employment Act of 1999, introduced by Senator Daschle and Congresswoman Slaughter,
which would extend these protections 1o the private scotor and to individuals purchasing health
insurance. As with financial and medical privacy, legislation is before the Congress to address
especially sensitive personal data -~ genetic information on individuals, The time to act on each

“of these issues is now.

R A

Let e tum now to the specifics of H.R, 4049,

The Scope and Structure of the Proposed Commigsion,

As indicated earlier, the Administration has significant concems that the Study
Commission might be uscd by some as an excuse for delaying needed activity in privacy _
protection. These concerns are especially acute for topics such as medical, financial, and genetic
information where good legislative proposals are before the Congress now. There has already
been extensive discussion of these proposals within the Congress and among the stakeholders,
Further study of these topics by the Commission would duplicate the public examination that has
already taken place, without adding real value. The proposed medical privacy rules that become
final this year will be the result of & multi-year process that gencrated over 53,000 public

comments, many in exiensive detail. These comments show a need for further action, not further
study. ' ’

We recognize that the Congress needs to make its own judgments on these matters, and
we defer to it in its assessment of what it needs to inform those judgments. It scems sensible,
however, to adopt a focused approach to exploring these topics. Ideally, any further study efforts
should be done within a short time frame 2nd would build on, not duplicate, existing studies.

1f there were to be 2 Commission, contrary to our recommendation, we should ensure that
it focuses its efforts in an effective way. Again, we are concerned gbout potential delay. Casting
too broad a net would delay the work of any new Commission, with uncertain results. We note,
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for example, that the treatment of data collected on-line has been the subject of extensive
hearings in Congress, as well as public workshops, public comments, studies, and reports by the
Depariment of Commerce and the White House Electronic Commerce Working Group. The
Federal Trade Commission is about to issue a major report. We recognize thatthisisa
complicated area that requires careful evaluation and an understanding of new technology. Itis
not clear, however, that a Comimission lasting 18 months will give decisionmakers the help they
need,

Indeed, rather than have 2 Commission pursuing a very broad set of topics, it might be
more productive to have technology and policy experts address specific, emerging issues that
have not yet benefitted from much attention. One targeted way to study such privacy issues
might be to enlist the expertise of the National Academy of Sciences/National Research Council
or other appropriate bodies. The NAS/NRC has extensive experience in creating blue-ribbon
groups with the expertise to provide insight inte difficult policy problems. In the privacy area,
the NAS/NRC has already produced studies such 2s “"Crypiography's Role in Securing the .
Information Society” (1996} and "For the Record: Protecting Electronic Health Information”
{1997). Perhaps we should call on it again,

The NAS/NRC's Computer Science and Telecommunications Board is currenily
exploring fuading for a study on “Authentication Technologies and Their Privacy Implications.”
The problem identified for this study arises from the need to identify people in a trustworthy
way-that is, to anthenticate people—in order o facilitate business and other activities over the
Internet. Many of the possible ways to identify people have privacy implications since they
involve individeals turing over a good deal of personal information -- from a mother's maiden
name to ¢redit card numbers or other information that could put an individual at sk if revealed
to unauthorized persons. As technology develops, our society needs to understand how to make
authentication work in a way consistent with preserving privacy.

Another useful study topic, which similarly does not require a Commisgion, could be
biometrics and privacy. "Biometrics" refer to fingerprints, iris scans, and other physical
indicators of identity. Since many companies are now exploring the commercial deployment of
biometric technology, now is a good time to assess the public policy of biometrics and privacy.

If deployed carefully, biometrics could protect privacy by placing less reliance on sending credit
card numbers or other sensitive information over the Internet. I deployed badly, however,
biometric technology could create new privacy risks, such as if biometrics were used to record
cach room an employee enters while on the job. A study of this subject, taking proper account of
new technological éevciepments could increase the likelihood that biometric systers will be
more sensitive to privacy concerns as they become widely use:é

Far all these reasons, we believe there are sound altematives to a Privacy Commission.
If, nonetheless, legislation creating such a Commission moves forward, then we have specific
concerns about certain provisions in H.R. 4049, For instance, as with other commissions on
many important national issues, the President should have a greater role in appointing
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Cornmission members. In addition, the curreat section 7(c) is objectionable because it conld be
interpreted as requiring Executive Branch agencies to turn over confidential or classified
information to the proposed Commission. The text could read that agencies "may," rather than
“shall* furnish that information.

As 1 emphasized earlier, we share with the Congress a very strong interest in protecting
privacy and ook forward to working with you 1o find suitable new ways io improve that
protection. ‘We understand the good intentions motivating the Congressional sponsors of HR,
4049, Despite our reservations about the specifics of this bill, we welcome the commilment to
privacy protection that they seek to demonstrate,

Mr. Chairman and Members of the Commitiee, thank you once again for the invitation to
discuss these issues. '
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Myr. Chairman:

Thank you for inviting me to provide the Administration’s views with respect to HR.
220, the “The Freedom and Privacy Restoration Acl.” We appreciate the opportunity o share
our thoughts on this legistation, ' ’

President Clinton and Vice President Gore strongly support ¢fforts o safeguard
individeal privacy. As the President said on April 30, when announcing his new financial
privacy proposal: "From our earliest days, part of what has made America unique has been our
dedication to freedom, and the clear understanding that real freedom requires a certain space of
personal privacy.” Vice President Gore showed similar leadership in 1998 when he called for an
Electronic Bill of Rights, emphasizing that we should all do our part (o protect individual
privacy, relying on private sector leadership where possible, on legislation when necessary, on
responsible government handling of personal information, and on an informed public,

With this direction, the Clinton Administration is engaged in many initiatives to protect
personal privacy. For example, the Department of Health and Human Services is working on
significant rules to protect the privacy of patients’ medical records. We have also supported

enhanced legal protections for financial recoids, as announced by President Clinton mﬁy two
wWeeks ago.

The Administration is committed to protecting the privacy of personal information held -
by the government. For example, this February 8, President Clinton signed an executive order
ihat prohibits every federal department and agency from using genetic information in any hiring
or promotion action. This order ensures that critical health information from genetic tests not be
used against federal employees. In addition, programs are underway to strengthen Government

computer scourity to provide new privacy sa{eguaxds for personal information held by the
Government,
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As the Administrator of OIRA, I am especially pleased that OIRA in 1998 took on
enhanced responsibility for coordinating privacy policy throughout the Administration. OIRA
already had policy responsibility under the Privacy Act of 1974, which applies to federal
goverriment systems of records. Now it plays a central coordinating role for privacy policy more
generally. Last year, OMB appointed its first Chief Counselor for Privacy to be the point person
in this coordination effort. One of the first functions of the Chief Counselor was to ensure that
all Federal agencies successfully posted clear privacy pe!zcws on their websites, We
accomplished that goal in less than 4 months,

With respect to social seourity numbers, we agree that it is imperative for the government
to handle such information with the utmost sensitivity. The Privacy Act of 1974 provides
important protections against the misuse of an fndividual’s personal information, including soeial
security sumbers.

* Under this Act, an agency may only disclose personal information with the
individual's affimnative consent, subject to limited exceptions specified in the
Act. Among these exceptions are disclosure: for intra-agency use, limited o
people who need the information for the performance of their duties; pursuant to
court order; and for statistical research purposes in form that does not identify the

individual.’

- The Act requires that individuals, at the time their information is ¢ollected,
receive notice of the purposes for which the information will be used.

’ The Act incorporates an important minimization principle - an agency may only

maintain records about an individual that are relevant and necessary to accamplish
a purpose required of the agency under a statute or executive order.

. Under the Agt, an individual has a right 10 an accounting as to whom his or her
records have been disclosed, when, and for what purpose.

. Under the Computer Matching and Privacy Protection Act of 1988 {CMPPA), an
amendment to the Privacy Act, agencies must enter into an agreement with ane
another specifying how any computer data exchanged will be used and how it will
be safeguarded. Under the CMPPA, individuals have the right to refute adverse
nformation before having a benefit denied or terminated, The CMPPA also
requires each agency to establish a Data Integrity Board to oversee matching
activities,

The Privacy Act has special legel protections regarding the collection of social security
numbers. It prohibits any federal, state, or local government agency from denying any individual
aright, benefit, or privilege provided by law because of ks or her refusal to disclose his or her
social security number unless the disclosure is required by a Federal statute or covered by a
grandfathering clause for certain pre-1975 activities. Moreover, any agency that requests such
disclosure must inform the individual about whether the disclosure is mandatory or voluntary, by

~ what authority, and what uses will be made of it.

The federal government does not sell social security numbers. It is sensitive to their
confidentiality. Indeed, exemption 6 to the Freedom of Information Act (FOIA) protects social
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security numbers from disclosure when FOIA requests are made.

The Administration shares the Committes’s concern that the improper disclosure of social
security numbers can cause significant problems, including the risk of identity theft - a serious
crime of increasing incidence. One of our top priorities was the passage of strong identity theft
legislation and we applaud Congress for enacting the Identity Theft Assumption and Deterrence
Act of 1998. More recently, at the President’s request, the Department of Treasury convened a
Mational Summit on Identity Theft on March 15 and 16 of this year, This Summit brought
together private sector companies, public interest groups, and government agencies to consider
concrete initintives to address this crime,

" Our scnse is that particular threats to privacy in this area are arising in the private sector.
Commercial use of the social security number for identification purposcs has become much more -
widespread. Social security numbers are used in processing applications to college, for
commercial loans, and in countless other areas. This is an area that warrants more aftention.

We agree that we must all work diligently to prevent the misuse of social security
niambers in all areas, including government. We helieve, however, that the approach taken in
H.R. 220 could pose great visks to the government’s sbility to serve the American people. We
understand that other agencies are submitting views to the Commitiee describing the adverse -
impact of this bill on their individual operations. We thought it important to emphasize the bill’s
potentially harmful effects in at least three crosseutting areas: (1) the ability to deliver benefids to
the public; (2} the ability to use statistical programs to help direct foderal funds; and (3) the
ability to root out fraud and abuse through matching programs,

The government needs social security numbers to deliver benefits and services (o
American citizens. Prohibiting the uge of a social secutity sumber and the inter-agency use of
any identifier, as H.R. 220 proposes to do, would hamper our ability to serve the public. Thus,
the Department of Veterans Affairs (VA) relies upon social security numbers to coordinate
patient care across the various public and private entities that currently provide care to veterans.
Consider aiso the approximately 2.6 million members of the armed forces who upon separation
or discharge are eligible for benefits administered by the VA, VA and the Department of
Defense (DOD) clearly must work together fo ensure that the benefits paid by VA are prid to the
correct former DOD armed service member in the correct amount. Social security numbers
provide the identifying information that is necessary for such an assurance, Similarly, in disaster

. relief cases, the Federal Emergency Management Association and the S8mall Business

Administration rely upon social security numbers to identify disaster victims and determine
cligibility for needed housing, individua! and family assistance, and disaster loans, Likewise, the
unemployment compensation program depends upon the use of social security numbers to assure
proper payments of benefits to 39‘:3}335 workers.

Under HR. 220, these agencies would evidently need to use other agency-specific

- identifiers to ensure that the right beneficiary is paid the right amount. To authenticate the

identity of each individual before assigning such a number, the agency would presumably need
10 use address, telephone, mother’s maiden name, and/or other verifying information. Such data
can be unrelisble for identification, however, because it is easy to falsify, To be more reliable, an



agency might need to collect and compare more than one data slement, Even so, the appreach
would be unreliable and would reqguire additional time and resources. It may be that new
iechnologies -- such as digital signatures as part of a public key infrastructure -- will eventually
case the government and private sector burden in authenticating the identity of individuals,
Currently, agencies often lack this capability.

Social security numbers are also critical in camying out many statistical programs that
generate our Nation's key social and economic indicators. We have worked diligently to
improve the efficiency and quality of our statistical system and to reduce the reporting burden on
individuals and businesses, With your heélp, we have also endeavored to ereate and promote
necessary safeguards to ensure confidentiality protection for information that is acquired -
exclusively for statistical purposes. QOur ability to provide high quality statistics for national,
stats, and local decision making would be severely hampered by a prohibition on the linking of
social security numbers to data for statistical purposes. The Census Burean’s Intercensal
Population Estimates Program is one example of the losses in quality and efficiency that would
result. The preduction of intercensal population estimates relies on the effective use of
administrative records that contain social security numbers, and the ability to link those records
across time and across vanious administrative sources of information. By law, the Census Bureau
must produce annual estimates of the population and its characteristics. As with all other census
information, {hese data cannot be released in individually identifiable form. These data are used
extensively to allocate federal funds for such other important purposes as distributing state and
local government services, planning utility services, and Iscating reteil and manufacturing ‘
cstablishments. The inability to use social security numbers and the associated inability to hink
birth records, death records, and similar administrative data would require a total redesign of the
Intercensal Population Estimates Program. Recent evaluations indicate that aliernative methads
would result in estimates that are less accurate and less timely than those currently produced.
Thus, the quality of statistical data and the efficiency of producing this critical information would
be seriously eroded.

Social security numbers are also a critical component in the federal government's efforts
1o eliminate fraud and gbuse. For example, in one program, the Depaniment of Education
matches files of student loan defaulters via name and social security number with records held by
HHSs Office of Child Support enforeesment showing current home address, employment address
and income. This match enables Education fo contact the delinquent debtors through current
address information, attempt to secure voluntary repayment and, as a last resort, garnish their
wages 1o pay off the debt, provided their wages exceed a certain threshold. Our estimates predict
that this program will save taxpayers approximately $1 bitlion over five years. In addition, the
Department of Education and IRS currently have an income verification system for student foan
borrowers who choose the Income Contingent Repayment (ICR) option. Under this option, the
monthly payment amount is based on how much money the borrower eams after the borrower
finishes his education. Education matches its data with IRS data -- again via name and social
security number — to determine how much a borrower’s monthly payment should be. A third
anti-fraud example is the use of the social security numbers to reduce improper payments i
Medicare - specifically by determining if Medicare beneficiaries should first be drawing on
employer-sponsored insurance. This match depends on social security numbers to link spouses .
together and 16 determine the beneficiaries’ employers.



We believe that current law protects well against the misuse of social security numbers by
government ageneies. We also have concerns that H.R. 220 would significantly impair our
ability to deliver benefits and services to the American people, to perform important statistical
and research functions, and 1o eradicate fraud and error in federal payment programs. While we
understand the good intentions of the cosponsors and share their strong commitment to the
protection of individuat privacy, we urge great caution with H.R. 220, if:si 1t cause unintended
adverse mnsequemes that we would all regret,

* " Thank you for the opportunity to present our views. Please do n{zz hesitate to call upon us
#'we may be of additional assistance,
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Mr. Chairman and members of the Commultee, | i:%zank you for inviting me here today to discuss
the.important Lc-gi{: of privacy on government web-sites. As you know, protecting the privacy of
American citizens is a very high priority for this ﬁdininislm}iém We have worked hard to ensure that
fundmmental privacy protections are properly safeguarded as our government, and society at large,
moves into the Digital Age. Nowhere (s this task more important than in the federal governmont’s
obligation to eontinue to protect the privacy and confidentizlity of the personal information that it
maintaing, and, now, 1o protect the privacy of iné%viéaal.s in their interactions with the government over

r

the Internet.

Today the federal government is increasingly becoming an electronic government, full of new
opportusities to provide services and information to the public quickly, casily, and when the public

wants them. Buf as you, Mr. Cﬁairmah, and so many others here have noted, we must be vigilant to
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ensure that personal pri;;acy protections remain constant or are improved in the process <;f this
transformation. T am proud to be able to testify today sbout the success of théis Administration in

meeting this challenge — in taking major steps to boost the level of privacy afforded 1o American citizens
when they zccess the government electronically. Without doubt, we have more to leamn as a

government. In this time of revolutionary changes 1n technology and information flows, all organizations

do, no marter their size. But [ am confident that we have achieved significant progress, and are clearly

heading in the right direction in this critical area.

To understand the recent General Accounting Office reports on the privacy practices of federal
agencies ore-line, it is helpful to put them in their proper context and history, First, there is the Privacy
Act of 1974, which for over a quarter of a century has afforded Americans strong legal protections for
personal infom;aiie%z stored iﬁ government systems of records - no matier if they exist in paper or
electronic form. These protections include notice, prohibitions on the unauthorized relegse of your
personal information, the ability to access your own records, the ability to change errors in your

records, and security safeguards, among other protections.

While this Act provides the bedrock privacy protections for Amerfcan;g in thetr relations with
the government, changes in technology —~ most notably the dramatic increase in Internet-aocess to the
government -- have produced a different world than existed in 1974, To keep current with meaning{ul
privacy protections, the Office of Management and Ba;igef has augmented the Privacy Act provisions

with policy guidance, and the agencies’ response, I believe, has been outstanding, |

-



For example, iné April 1999, a study revealed that just over one-third of federal agencies had
privacy policies clearly posted on their main web pages. In June 1999, OMB Director Jacob J. Lew
issued a memorandum to al] agency heads directing them 1o post clearly labeled and ¢learly written
privacy policies on their web-sites by September 1, 1999, Director Lew told agencies then, “We
cannot realize the full potential of the web uniil people are confident we protect their privacy when they

visit our sites.”

The message was received by federal agencies. The General Accounting Office confirmed this
result in a review conducted 1 Aprit of 2000 and released on September 5, 2000 {“the first GAO
report”™). This GAO study found that 69 of 70 principal agency web-sites had a privacy policy posted
on their sites - and all 70 did within days of the report’s mlease“ Even more impressive, the GAQ
identified 2,692 majyor Web-site points of enity to six federal government agencies. These are sites
where the largest number of citizens inferact with the Federal government. Of the sites they reviewed,

GAQ found that only nine lacked privacy policies.

This record of progress is impressive, and, I beligve, it 15 an accurate picture of the state of
Federal privacy policies on-line. It is a story of working rapidly, across the expansive federal
gcvérmnent and across thousands of web-pages, to ensure that citizens’ privacy is protected when they

choose to visit the federal government over the Intomel.

As part of our continuing efforts in the area, OMB Director Lew issued another memorandum
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this June to further cnhénce privacy protections on federal wek;»size& Director Lew directed tba;
cookies will not be used on Federal web-sites, except under very limited conditions. He also made
clear, as a matier of P ederal policy, that agencies are to comply with the standards of the Children’s
‘Online Privacy Protection Act, even though Congress did not include the Federal G{_}vémmem within
the scope of that law. In addition, he directed each agency to descr:ibe its privacy practices and the
steps taken to comply with Administration privacy policies in its budget submissions this fall o OMB.
I :this way, good privacy protection gets built into the budget process, emphasizing to everyone in the

Government the importance of assuring citizen privacy,

These efforts 1o boost privacy safeguards have extended to areas beyond the federal
government’s practices an-lihe, as the Administration has supporied strengthening citizens’ legal privacy
protections in such arcas as medical information, financial records, genetic information, and Social
Security numbers. These are categories of sensitive data that require protection in both the public and

-

private sectors.

In light of this record of significant achievement, you may well ask why GAD reached the
conclusions that it did about the Federal agencies’ compliance with the fair information %:raciices written
by the Federal Trade Commission for commercial web-sites (the second GAO report). The answer, |
believe, has more to do with the questions that were asked than the practices reported. Specifically,
the Administration p;)inted out 1o GAO staff in the course of that study that the study was misdirecied

and that the answers {o the study’s questions would be misleading. GAQ also has reported that the

A



FTC independently expressed concern that its methodology was “inappropriate for use in evaluating

federal web site privacy policies.”

The ceniral premise of this particular study was apparently that the FTC formulation of fair
information practicss for cémmm‘ciai web-sites could appropriately be used to measure the privacy
protections of government web-sites. We think it cannot. As noted, the FTC practices were designed
for the private sector, where the Privacy Act and OMBR pohicy do zof apply. This is an important
difference between commercial companies and federal agencies, even though both the government and
businesses often use web-sites for the same core purposes: (o provide information to consumers and to
provide services to the public. The fact that there is no Jaw establishing privacy protections for
individuals in the commercial arena led the FTC {0 stress the need for those web-sites to make clear
statements as 10 their privacy protections. The FTC does the same -- that is, require ¢lear statements
- about commercial web-site policies with respect to access and security practices. It is throngh these

statemnents that these companies can be held accountable.

Gc;vemmem webesites, by contrast, do not have to make any representations to be held
accouniable. The Privacy Act establishes - in the miast public way possible ~ the standards to which
gitizens can §:1§ Id federal agencies accountable and exactly how they can hold agencies accouritable,
Thus, the test of whether a federal web-site provides privacy protection s niot whether it includes
statemnents that make 1t compatible with commercial praé:iicﬁs, but rather whether goed privac.y

protections are in place. The first GAQ report confirmed that they are: When government web-sites
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were measured against government pnvacy standards, the resulls were impressive.

In this Information Age, it is critical that the federal government continues to use technology to
keep the public informed and to provide services for th;e public. The launch of the Federal
government’s FirstGov web-site on September 22 was a major step 10 enable eas_\;f ac;:ess t'o
government rescurces on-line. In this and many other ways, the need for privacy protection on-ling -
and the need f;:)r public coafidence 1n the Federal government’s on-line privacy standards -~ is ¢expected
1o only increase in the years ahead. It would be most unfortunate if any misleading conclusions as 1o the
state of privacy on federal web-sites interfered with our common goal of achieving an electronic

government with full public participation.

As | said before, the federal g{}vemmemx ¢an, and should, continue 0 improve i its protection
of the privacy of those individuals who access government web-sites, The first GAQ report pointed out
that we could do @ better job of posting privacy policies at specific Federal web pages where a
substantial amount of personal information is collected. That report also made r@emmenéatiem abou_t
how OMB might provide clearer puidance to apencies, and we are working with the Federal CIO
Coungcil to respond to those recommendations. Beyond that, | think that we will leamn much from the
privacy materials inél;zde{% with the agency FY 2002 budget submissions (o OMB. At the same time, 1
wcaié‘again emphasize that the Administration’s record on privacy protection in this area is strong, with

a resolute commitment 1o safeguard personal privacy.



I thank you, Mz‘f{?hairman, for holding this hearing today and for inviting me to testify. 1 ook
forward to continuing to work with you and the other members of this committee in making the federal

government a model of good privacy practices.



