THE WHITE HOUSE

Office af the Viee President

For Immediate Release Contact:
Thursday, May 14, 1998 (202) 456-7035
! VICE PRESIDENT GORE ANNOUNCES NEW COMPREHENSIVE

PRIVACY ACTHON PLAN FOR THE 218T CENTURY

Washington, DC-Vice President Gore announced today a new comprehensive privacy action
plan from the Clinton Administration that will give people more control over their own personal
information.

“We need an slectrome bill of rights for this clectronic age,” the Vice President said,
“Americans should have the right to choose whether their personal information is disglosed; they
should have the right to know how, when, and how much of that information is being used; and they
should have the right to see tt themselves, to know if it’s accurate.”

Speaking at New York University's 106th Commencement, the Vice President announced
new efforts to promete privacy inchuding: calling for legisiation to restrict how individual medical
records can be used and allow individuats to be informed about their use, and launching a new “apt-
out” Website where individuals can prevent personal information from being passed on o others,

In adddition, the Vice Prestdent calied on the federal govermment 10 review s own record-
keeping to protect personal information from being releascd. He also announced that the
Administration will convenc a privacy Sumanit that will bring privacy and consumer advogates together
will industry officials (o explere privacy on the Inlemet as weil as children’s privacy.

Specifically:

o Medieal Privacy, Vice Prosident Gore called on Congress 1o pass sirict medical
records legislation to restrict how and when individuals’ medical records can be used;
give mdividuals the chance o correct those records] and give pationts the right to be
mfonmed nhout thent,

» Ome Stop Opt-Oul. The Viee President anncunced 1 now website sponsored by the
' Federal Trade Comntisston znd iawzwé al www, consumer.go¥ that w;li caable
1ndzva§iua§§ ek

v . Prohibit companies from pre-serecntog their credit records
o withom their permission;
; v Prevent their drivers® license data from being sold to data mmcrs,
and
g Remove their name ansd address from direct- mm]mﬂ and

i telcmarketmg lists.



Ensure Appropriate Use of Federal Government Data. The Vice President
announced that the President has signed a new Presidential Memoranduin 10 ggency
heads, effective today, that: 1) requires agencies lo ensure that new technologics do not
erode Privacy Act pratections while also examining how new technologies can be uged
1o enhance personal privacy, 2 calls for a thorough agency-by-agency review of

. “existing privacy practices, and 3} directs the Office of Managenient and Budget to
conduct a review and issue guidance on the way agencies can protect privacy
information, especially when they collaborate with state and Jocal governmentz,

Privacy Smmmit. To fully understand and address the compiex issues involved with
privacy in the Information Age, the Vice Prestdent calied on the Commerce Department
to convene a Summit on Privacy within the next month to bring privacy and consumer
advocates together with industry officials to explore the feasibility and limtations of the
apphication of seif regulation to the Internet and to focus on children’s privacy.
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HE DECLARATION of an "electronic

Bill of rights” by Vice President Gore,

intended 1¢ highlight adminisirztion
plans for safeguarding individual privacy oo
line, fits close to his and the president’s pattern
on such policies: 2 few useful principles swathed
in & lot of notsouseful packaging. Of the
actions urged by the vice president to safeguard
the swiftly eroding expectation of privacy in
cyberspace, at least hall are highlighted or

streambned versions of protections aizeadg '

available, & new “one-siop opbout” Web ¢t
run by the Federal Trade Commission, for
ﬁstanw allows consumers to request that their
driver’s license information or other pefsana.
data niot be passed on to private data companies
o that their names and addresses be removed

. from telemarketecs’ lists.

But thaugh these two forms of “opting out” of
the traffic in personal information will undoubt-
edly be more used if they are more convenient,
the underlying protection flows not from any
executive order but from legislation, State laws
aliowing individuals to shield their motor vehicle
information frém commercial sale, for instance,
have mostly been passed in the past few years
after panicked citizens realized just how brisk
the sale in such information was.

But protection from this Kind of involuntary

Privacy Talk

rame-and-address selling, though popular re-

mains less urgent tc many then the privacy of
another tvpe of information people often have no
shoice but 1o provide to outsidera—thelr medi-

cal information. And on medical records’ privacy. . -

protection, the vice presdident took a useful

stand, urging Congress to pass strict legislation
to restrict use of medical records and inform
individual patients of that use.

Congress must in fact pass suchlegislation by
midsummer- under provisions of the Kenpedy-

Kassehaum law that required hospitals and
msurers to computerize thelr medical data for

“adrodnistzative simplification.”  the hwmakers
fall 1o produce, rules proposed last spring by

Health and Human Services Secretary Donna

Shalals would go into eifect instead. Those .

regulations, though a good start, need stiffening
in a few areas, notably in the huge and loophole-

ridden exceplions thal are drawn for law en-

forcement, sclentific research and gther pwpo&
s, Much more could be done In these zreas o
limit the amount of exposure and o separate
information the investigators need. {such as for

fraud inguiries) from details that identify indi

viduals. Congress could add some of this strin-.

gency in a well-designed privacy law. A bit of

vice presidential sttention could help.

Running Out the Gunrunners ‘;

Marvland: Handgun sales i the siste

IT’S BEEN hard times for gunrunuers in
dropped more than 28 percent in 1997, the

first full year of sales since a new state law’

barred most people from buying more than one
handgun & mmonth. This new lmit is also,
fortunately, a terrible imposition on any Mary-
landers who want to power up their home or
workplace arsenals with more than 12 additional
handguns every vear. lu addition, it messes up
the gunrinners who wsed to be able to hire gne
straw purchaser to buy bandguns by the carload
for marketing to criminals. That, io twm, &
threatening Maryland's position 25 & leadmg

supplier of handguns seized by police at crime
mes up and down the East Coast.

The albguns-are-grest advocates have been .

quick o assure residents that the gunaamonth

purchase Hmit isn't the chief cause of declining

gun sales. They explain that the decrease is the
result of 2 routine business downturn {think
about that one). Gun dealers aso argue that
there's no proef that the law has kept criminale

from getting weapons ang that lawbreakers are

now turning to riffes and shotguns, Bob MoMur--
ray, vice president of the Maryland State Rifle-

and Pistol Association, says cheerfully: “We're

never going to stop cririnals from having guns.”
So hey, why not reopen bulk handgun sales?
For that matter, why bother with any laws if
people: are going 4o break them? Never mind
that Maryland State Police Superintendent Da-
vid B, Mitchel} says, “We're glowing the flow of

guos to the criminal element. We haven't .
swzspedzzalwgether bgzwereslowmgitm_\ :

and we're making Marviand safer,”
It is true that the gunrunners will find other
sources of supply. When Virginia went to' a

handgun purchase, limit, the operations there
could then switch to Maryiand. Now they are

Iikely to pop up in another state. That's why law
enforcement authorities and people concerned
about thelr public safety make the case for' a

moere effective measure—a uniform purc}zase _

it throughout the country

e Washington ost

"Fripay, May 29,

»1993
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*hnanedisgte Helease Cuoutact:
wsday, June 4, 1998 {2023 1546-7035

STATEMENT OF VICE PRESIDENT GORE
ONSTEPS TO PROTECT. THE PRIVACY OF KIDS

4

1 welcome the sieps that the Federal Trade Commission (FTC) announced today to protect the
sacy of children -- which will move us funther towards the creation of an "electronic bitl of rights."

Prateeting privacy is a chertshed Amcerican value, aud s even more precious when it involves
3¢ 100 young to profect themselves.

President Clinton and f commend the FICs determination to tnvestigate and sanstion firms or
tviduals who muislead children about privacy protection on the Internct.

In uddition, we welvome the FIC's call for legisiation o give it the fegad autbority 10 require
operators of Websitos on the Intomat got parental consent before they can collect and distrihute
ain privacy seasitive mbsmation.

The FTC study shows disappainting rosults -~ that many Websites faed o mect o minimad
wirament of pretecting a privaey policy. The private sector has muade some progress owirds
etive sell regulation by offering poivacy statements on Wehsifes, but it need9o do more 1o
Foement meaningful, enforseshic, privacy stendards.
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THE WIHHTE HOUSE

Gffice of the Vice Prosident

Far Inmmediaic Release Contact:
Friday, July 31, 1998 (202) 456-7035

VICE PRESIDENT GORE ANNOUNCES NEW STEPS TOWARD AN
ELECTRONIC BILL OF RIGHTS

few Efforts Will Pratect Americans” in Four Key drveas

Washington, DC -- Vice President Gore announced new steps toward an Electronic Bili of
Rights, an effort 16 protect one of the oldest and maost basic American valties -- privacy -- with the nisc
of new technology.

“We need an clectronic bill of rights for (his electronic age,” Vice President Gore said i an
event in the Roosevelt Roon at the White louse. “You should have the right to choose whether your
personal information s disclosed; you should have the right o know how, whee, and ow much of
that information s being used; and you should have the vight to see it yourseld, to know i ity
aceurate.”

Fotowing wzajer addeess at Row York University thiz May, the Viee President renewed the
catl for an Electrenic Bl of Rights by asking everyone © do thelr part o proteet individual privecy --
telying on private seetor teadership where possibie, on legisiation when ntcessary, on responsibie
governnient handling of personal joformation, and on an mfoomed public,

The Viee President announced new action i four Key arens:

° Protecting sensitive personal information, Taking new executive action and calling
for tough now fegislation 1o protect personal information such as medical and financial
records -- and ensuning that existng privacy laws are strong enough {o protect privacy
as technology grows and changes;

b Stopping ideatity thelt, Calling for strong new penaltics for so~called “identity
theft”;
° Protecting children’s privacy on-line. Calling for strong new jucasures (o pram.z:i

children’s privacy on-line - by LIIS{II*]T]L., Ihal d'ﬂ‘} is not collected from cbz]dmz without

_Ehurpa:cn{s {:onsr.,n{ and: 7 . o '

s - Urging veluntary private seclor action 1o protect privacy. Challenging the private
seetor to continue to take effective voluniary steps 10 proatoct privacy on-lne.

3
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PROTECTING AMERICARS PRIVACY IN THE INFORMATION AGE:
AN ELECTRONIC BILL OF RIGHTS

TPrivacy is ¢ basic American value « in the nforaustion Age, and fs every age. And it must he
profected, We necd qn clecironic Bl of vighis for this electranic age. You should kave the right o
vhoose whether your personad isformation is disclosed; you should have the right 1o know how, when,
and how sk of that inforsasion is being used; wnd you showld bave the vight 10 see i yourself, 10
know if ity acourate.”

- Vive Presideni Gore

Tt 2 mpjor address at New York University this May, Viee Prosident Gore called foran
Elecwronic il of Rights (o protec! one of the oldest and most basic Amencan vahies — privacy -- with
the rise of new technology. Today af the White House, the Vice President will annousce a serics of
measures that represent the latest step toward making the core prinsiples of the Electronic Bil] of Righis
a reality. His plan calls on everyone to do their part to protect individual privacy - relying on private
sector leadership where possible, Tegislation whon necessary, responsible government badiing of
personal information, and an informed public.

The Vice President will ansounce new action in four Key arcas:

. Protecting sensitive personal information. Taking new executive action and calling
for tough new legistation to protect personal information such as medical and finuneial
records -~ and ensuring that existing privacy statutes are strotig enough to protect
privacy as technology grows and changes:

’ Stapping identity theft. Calling for strong new penaltics for so-called “identity
theft™;
, Protecting children’s privaey so-line. Calling for strong new measutes to proiect

ehildren’s privacy on-tine -- by ensuring that data is not collecied from ehildren without
thew parents” consent;

. Urping voluntary private sector action to profect privaey. Challongeng the privale
seotar to continue to take effective veluatary 31eps 1o protect privacy on-ling,

Sensitive Persows! Inforomiion

Muoedieal Records, Qurrently, Amaricans have stronger privacy protectinns for thew video rantals than,
they do for thety medical records, The Administration believey thie is unscoepiable. The Administration
has iﬁf‘i’)}?éﬁéd strong medical privacy recommendations and tged Congress 1o pass legislation that
gives Atericans the privacy protections they need. I Congress does not pass strong medical privacy
tegislation, the Administration fully intends o implement privacy protections consistent with the
authority given o us by the v, For example, next week the Administration is {cie’mng, a proposed
“rule o extablish staedards for the security of bealth infornuion used by bealth care providdrs,
healtls plans, and thers (e, seeurily amd conlidentiality practices, aceess conlrals , aud Ut trails,
physical secority, ;nuiwim'i of remute aeucss points, clu}

NEBEPIYS oty ess dirdeled 1S W dgu,iop standards (s uu‘qim heaith lc‘t«nlz[;u\, g m,l the iiwliii

ot oy
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Issuraace Porablity and Accountability Act of 19946, Hewever, because the availabihity of these
identificrs without strong privacy protections in place raises serious privacy concerns, the
Administration {s committed to not implementing the identificrs until such protections arc in place. It is
also imporiant 1o nole thot the privacy provisions passed in the House Ropublicans pationts’ rights
lepisiation Jast woek cortainly do not pass this fest, ag s provision penmits far toe much disclosure of
natient inforpuiion without consent,

Financial records; The Administration will divect Treasury and the banking regulators to
strengthen the enforcement of the Fair Credit Reporting Act with respect to the sharing of informution
between banks and their alTilintes and “opt-out” notices for consumers. The Adnunistration will also
ask that Congress give bank regulatars the authority te examine financial institutions for comptiance
with the Fair Credit Reporting Act.

Profiltng: The Adminisiration will work with the Federal Teade Commission 16 ¢nicourage
contpanics that build dossiers about individuals by agpregating information from a varicty of database
sources to implement effective self-regulatory mechanisms. I indusiry attempts at solfregulation are
not suceessiul, the Administration will consider other means to ensure adequate privacy protection,

Government information: The Administration will nunch 3 “privacy dialoguc” with slate and
local governments. This dizlogee wall include considering the appropriate balance between the privacy
of personal information collected by governments, the right of individuals to aceess public records, and
First Amendmeni values. For example, the digitization and widespread availability of public records
has raised serious privacy concerns.

ldentity Theft

[dendity thelt: The Adnmnisiration will urge the Congress 1o pass legislation spansared by
Senztors Kyl and Leahy 1o crack down on “identity thefs,” which s the fraudulent use of another
persat’s kleplity to foilitale the commission of a crime, such as oredit card frand, According o law
entorcement officials, the ncwdonce of dentity thefl iz inoreesing rapidly, and current fedoral and sl
lnws do not provide sulficiently camprehensive privacy piotection,

Theft of personal financial information: The Administration will work with Congress to
pass legislation sponsored by Representatives Leach and LaFalce that will make it a federat crime to
obtain conlidentisl customer information from a bank by frandvlent means. Tr some cases, people are
obtaining information illegsily and then using the information for o legal purpose - e.g., pretending to
be a customer in order to trick confidential information out of a bank, and then selling that information
to a private investigator or some othaer third party.

't Childrew’s Privacy  © ° 7 Co
Chibdren’s privacy: The Adnunistration will seck Jegisiation that would specify a set of fur
infurmation prowiples apphicable 1o the collection of data from children, such a8 o probiibition on the
coltection ol data from children under 13 without prior parental consent, The Federal Trade
Commission would bave the anthoniy 1o issue roles to vnforce these senadsrds, Legisiation s newdad
hewse childien onder 13 nay not sndersind the conseyuenoes of giving out pursenadly idemifishie
inlirmation, ' ' ‘ o : '
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Calling fur Private Sector Efforts

Priviicy snline: The Adndaistration will continuc to press for industry self regolation with
enforcement mechanisms, The private scotor continues 1o respond (o the Admimstration”s call for
industry self regutation, For example, over 50 major companies and associations engaged in ¢loctionic
cammerce have recently created the “*Online Privacy Alliance.” The Adounistration will monitor the
progress of online industry self regulation 10 ensure that the commitments made by companies are
implemented, that the enforcement mechanisms are effective, and that the aumbers of campanics and
organizations participating i these ¢fforts expands so that the efforis become sufficiently broad bused.

Inercasing Public Awareness

Fublic cdueation: The Adnunistration will work with e private sesfor, the privacy and
consuraer advocacy communitics, and non-profit orgasizations to develop s public cducation campaign
to inform individuals about how to exercise choice with respect o the eollection and dissentination of
their pecsonally identifiable tnformation, and about the technologies thet can mwke that choice possibile.

A Codrdinated Approach
Privacy coordination: QMB will be given responsibility for coordination of privacy issues,

dravwing o the expertsse and resources of other government agencies, This will lielp improve the
coordination of (LS, privacy policy, which cuts goross the junsdiction ol many federal agencivs.
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. Item at the edge of case
makes move to the center

By Kewin lehnson
and Richard whilling
USa TODAY

WASHINGTON — The first
menbon of a swled arusle of
Cothing surfaced on the Intar
no: on the very dov in Jasuary
when Mopica Lewinshe's
nzme h the feadlines

Breahiess reports abgul a
“semen-stamed dress” were
briefly cyeled through the
maingiream media and then
dispatehed 16 ihe garbape heap
of tahloid gossip

Bt npw a dress owned by
Lewinsky is back in (e news

_ Indepsndernt counsel Kenneth

-.......lii..bbn« has asked the FRI crime

! b w exarnine whether the gar-

nrenl comams forensic evi-
dence of & sexual envounter be-
tween Chinton and the former
White House intern, govern-
ment ificials sald Thursday.

Dependmng on the resuls of
DNA testing, the dress could
Wrm ouk 1o b2 motenbally dam:
aging evidenice as CHnion pre
pares o msly for a federal
grand pury, 07 i could mean
At At adt

Ne smgle piscr of eadenee
reiated o the wmauTy has besn
thee subpedt of more sispuls
Eventhe SUEZEENON 5X MATL
tgo hal i meght exist prosed
i lurid that the garky repons
WER m«&ng on &% the heigh of
13
m.w:.ﬁ:wmu .5& Mzl e
ROTIS I January, Lessthys
farmer fpwwer, Willism Gins
arg, sategorically gznied its
exisiency: "That s 56 saucaw,
prorent and disgracedl” he
e CNN. "Uve heard Lt
fram the press §deny 87

The 5IGTY Wk BRMBNY Turn
g Wednmsday when Leawinshy
with & freshiy signed smmonty
BEFRCTRAM, dTvad for & mnet
g with Starrs procedmars
LMTYIRG & bag wih & dross
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Ve
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LOMpFaiisasn esi

Bai i a sain 5 femed and
mateched, 1} wirgld 4e the prese
deni i ihe dress and i o ner
man Amos reluiahle wiy
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Tleic geid, the Utngue panshic
marenal conuned I th noe
clet of @ bodyv's celis. Because
DHA arnes 3 human's basic
pEnend Code, sGenlists beligve
that no (wo ndividuals, other
than idennizal twing have Ken.
tical DNA.

One type of DINA tesung, in
use in the Umted States for the
past |l years. uses a biochemi-
cal balth to cut the BNA into
segmenis that can be searchee
for identifyng (ras,

The 1est, called restricuon
fragment iengih polymor.
phism, ofF RELB requires a se
men st aboyl the sl ol &
dime ang akes S W e
weads [0 completa.

A rower lesi polvmemse
chain reacuos, or PCR. e
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Charaflensiies agesnst & G
nor's sampie, o semo cases.
the resulis p T SCHINHISES 15
oy that _nn ftkelihood of an g
corTect math i bener thon
che ina quadribon

Whether Chaton ﬁau,ﬁ. wnv
vige the sample necassary lor
amath remams an @.5 gues-
S, Courts have soled thas
PIISONERS 25 CTHWE SUSDECE
£an be camaelied 1o Sve DA
unchesr now ins s
¢ nere.

A farther oomphiCauen: FEI
ah procedures biely would re
wuire Chaton 15 dongie 5 bigod
sanpte rather Uhan v &
issprirusive mouth swat

L | a1z be dotermined

guttkly that the garment can
notOF SOes BULWET RN siins,
Theow prapht ipe 10 Srepars
mmel! for the prospect of an.
oiher unseemly bne o quos.
inemnd whon be S5 00WA WaL
progecutars Aug 1 .

Ta.

* Tests sough, 1A


http:l~l;n.lt
http:r.;oo.al

3

Yign Prosideal Al Gate, with: Ann Fyliiam of Melean, speaks 1o
TEpOTIBls yestarday wdoul the admmistraion’s “Elecironic Bil of Rgras.”

Gore pushes children’s
Internet privacy rights

Seeks laws 1o limit firms’ data collection

ASTOCIATED PRDSS ;

Vioe Presideny Al Gore presed
vesterday for new Indeys) laws 1o
preveni companies fTom it
persanal § anay from ol
&ren who use internn! Web sites,
chat reoms ang sl

As part of crafing x¢ “Elec.
wonic Bill of Reghna” the Clintan
adminastration alse Waris 1o sus.
pend plans 1o essign rvnry Amer
#an a hepith cgre IR number. in
addition, if prapesed & new role for
the {ffize of Manapement .and
Budget iz wrillng prevacy vules,

Mr. Gore said citizens' righis e
decide whether o allow gomipa-
nits 1o coliett personal infotrra-
tion, 1n dictaze what type of data
may be collecied and to review it
for accuracy “do not have suffi.
cient protections by a long shot!

M Gore, who first described
suzha bill of rights in May, pressed
for new [aws against ldantity fraud
and for asw Brotections of woa-
sumer credic reports.

“Privacy 15 a hasc American
value — nths snformenon age and
in overy age)” Mr Gore-sasd, "R
must be poglesteil. We need ac

. cisciron W of nghts for tris

ciectromc age™
Privacy nasheomne 2 politically
* pagGiar ssioe, ¥ COMCErD . Erows

sbrout haghosch introsiong s -

Ampricany pergonat Hues

“We're boginning 1o sme the
fipsh put o0 ihe Dones” seid
Dirdre Aluiligan 8 privecy spe.
chafistat Qe Center for Demacraty
and Chechndiogy o Washington,
“Thuse are very zprcilic proposals
that respond o Bssues s sdve
calgs and the publs hisve raised”

Crities bave compisined about &
PH9E o thant would adgign every-
ore a Gomper number 30 rack
heaith care Iram bivth 16 death,
saying st wouly eblew insurance
oompanins, JCrE drug stores
andd thars 10 peivase snedical vece
ords for brondiy defined “health
care operationg”

Mr. Gore yestwerday ¢alled 1t
“one of the warst things o happen
o privacy sinee Alan Funy” whi
cremed the "Candid Camera” teler
vision series,

“Ir appears the White Houge 1
at least beginning 10 ke privacy
se:iws])r." said Barry Siekacdt,
head of the Elwetrome Fronter
Foundanon, s civil berties group.

. Hecalled 1 vy inmortant sien’

thyt sigmifamly improves the
gutisok for madical privacy?

Federst regulstors said sus
Surmmer ihat many cumpinies col.
leos paesonsl inforraming from
ehildree on oo, :
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Gore Outlines Privacy Measures, but Their Impact Is Small
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Ehshingion Fost Swff e

The Cliston administration -
1ends to delay 4 controversial pro-
posal W give every American a

©umique health identifier, 2 move

that wauld give officials time 1o
gxaming the impagt 3 could have
an medies] privacy, White House
officials and several privacy spe-
cialists said yesterday,

Such an ientifier would be 2
string of computer codes 1hat
would allow doctors, hospitals and
insurets 1o access medicad informa-
tion of peuple virlually anywhere
in the nation, [t was mandated by
Congress two years age o help
mruthe the health care system more
efficient.

Although Hule progress has
been mide by Department of
Health and Hoeman Services off-
clals in creating the system, the
piann has dyawn sharp enticism
from medical ang privacy adve
cates, who say 3t could lead o vast
databages and erode the zorfiden-
tiality of health recards. Last week,
seversl panking senators intro
duced legisiation that would repeal
the mandate for the codes, while 2
Repyblicancraited putients’ rights
bitt that passed the House would
require congressional approval of
any administration plan,

Vice President Gore may an
nounce the delay a5 soon a3 wmor-
row morndng, when he will address
a range of privacy-related matiers
in & speech at the White House.
Gore believes the tmaact of the
identifiers would be ton far
reaching o allow them o take
effect without messures in place to
protect individuals, senjor White
Houre advisers said.

“Clearly, the adminitration is
not poing to implement tis idens-
fier until there is meaninghid medi.
cal privaty legislation,” one official
said, adding that the House-passed
Patient Protection Act of 1998 was
not sccepiable. “We would not
even consider #.”

Gure's speech wil come less
thars three months after he prom-
ised 1o develop an “electronic bill
of rights” that wauld ensure priva-
¢y for millisns of people using the
Internel. In taking on broader pri-
vacy issues, officisls hope it will
wint him political points from vot-
ers anxious about how their
uames, birth daies and other per-
samilly dengifisble information fs
watlered and used by marketers
and others,

*This is seen 25 3 big campaign
issue,” said 2o individual mveleed
in discussions about Gore's spaech
in tecent days. “They've been put-
ting theiv sakes s the ground.”

Privacy spectalisty aise suggest-
¢4 the White House wants to send
1 message 1o Earope, where new
privacy laws take effoc? this fail
Those laws could restrict US.

companies from coilegting person
al dats there H Europesn officials
decide the United States does not
adequately protecy privacy.

In his speech, Gore also phans to
endorse pending legisiation that
would curh identity theft, a erime
in which {raed grtists spproprisie
an Ingdieidual’'s personal iaforma-
tion angd tun up bils o their
names. He also wants 1o sugpert
tegisintion {hat would prohibit the
callection of dalg from children
wrder 13 uxing the internet,

Al the same {ime,. he will an-

plaud the abms of a selfregulation
plan anoounced recently by z coali
tion of buginesses ysing the Inter-
pet. But aides said he will warn
that the spprozeh must have a
strong enforcement meshanism to
punish companies that abuse per-
sonal information online.

Gore slso will signal My inten
¢in 10 "apen a conversation” with
state and Jocal governments in the
coming months abouwt haws that
sovern the use of public records.
Personal information on deeds,
driver permits, boating Heenses

ang scores of other records are
routinely sold by governments 1o
“ipokup” services and marketers.

To help woordinate privacy &f-
forts, Gore intends to nmame 3n
official in the Office of Manage-
ment and Budge! 1o serve as 8
privacy Haison. Alihaugh the post
wowld have no regulatory over-
sight, it wonld bave increased re-
sponsibility for privacy issues and
serve as a focal point at the feders]
level,

In cobbling together 80 many
different components of the priva-

cy debate, Gore wants the speech
1o reflect his desire to give ingivid-
uals more control over their per-
sonal information. “This is just
another step wopg the way in
‘delivering on his promise for 2
practical, enforceable  bill  of
mgam;.“ one of Gore's adwisers
sai .

Some privacy advocates praised
the effort, even while acknowledg
ing that some of Gore's gestures
remain symbelic,

“Right now, we have no goordi-

pation. ... There nesds 16 be an

segotng focus,” said Jerry Berman,
executive airgoior at the Center for
Democracy and Jechnology, Tyt
he added: “Slowly but surely, we're
MEVIng W Lhe right direction,”

Eut skeptics said neither Gore
nor C&ng_ress has gone far enough
n providing Sebstantive protec.
tions from information brokess,
credit bureaus and marketers that
thrive on personal information.
“They're still ducking the hard
problems,” said Marc Rotenberg,
director of the Electronic Privacy
Information Centor.
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By ﬁm & Sancuyz
Wmhmgmn Fost Baff Writer ™

£ '-WH;'I'HER, Calif,, June B—Vice
Prieident Gore today proposed
iking ¥ & federal erime 1o by or
sell Sociad Secm-i!y- 'mimbers‘ e
. Htast b a series of § mzmtwcs that
‘ﬂe hanhegun r.aromotmg m his pres-
Vdéntial campaign to address grow-
iy American anxiety about inva-
b of privacy and identity theft.

- “Midway through a threeday tour |

6 the West Coast that is devoled
fhistly to fundralsing, Gore told
" Several hundred uniformed depu
" ties gathered here 3t the Los Anpe
ies County sheddffs office tegining
agademy that he would make stron-
Jrrotections of confidential &
fad and medical records a "na-
ol privrity™ if electod president,
£ %aid the privacy steps are ol the
&;ﬁ%mn famities that he will begin
&ztkzzmg in detail nest week,
mg{}on: on an outdon: slage
ﬁns*nmmmg were Tim and Helen
R&sﬁsh urg, u New Hampshire cow
ol whowe yearold davighier,
Ay, was shot to death lust vear by

of u broad new agenda for

gstaﬁ;er who bought her Social S
. ""

cunry ntaber for 345 on the Inter-

-pet. He used it 1o find ber work ad-

dress, then ambushed her in g
parking lot there, It should've and

pould've been avoided,” said Tim -

Remshisrg, who introduced the viee
prasident.

{rowe said complaints sbowt the
thedt of Social Security aumbers
through new technology are rising
sharply aeross the country. -Last
vear, federal officials recelved re-
ports of nearly 40,000 such cases,
he said, trere than double the sun
ber recorded in 1998, “The lesson
of Amy's story is clear” be said.
“The infordution age should not
mean your personal information is
masused und ahused, .., Lets g

!he security back i Soclal Securi- _

Gﬁm arrived on W%dxmixy n
Palm Springs, spoke to residents gt
g renter for the eiderly, and then
plunged into a round of Andradsing.
Tt begran with Indizn groops inthe
desert and esded last night at re
ceptions first near the shores of
$anta Mondca and then in Los An.
geies @t tclevision star ey
Smits's new salsa club, the {onga

Room. Gore had three more fund- |

NATIONALNEWS | Poliriey

ﬁore Targets Social Securlty ID Theft

 raising stops in Lus Angeles this

evening.

Is campaign events, both Gore
amd Republican George W, Busk
have begun advpcating strongey
grivacy rights. Polls nationwide are
suggesting that the issue js 2 source
of rising public alarm. As he has
done several Himes recently, Gore
called on Congress today to adopt
an “electronic Bl of Rights” that
would better protect, ciiizens Irom

the ynauthovieed use of their &

napcial and medical tecords.

He said- that Tawnmbkers should
begin with tough new penalties
against buving or sefling Social Se-
eurity mgnbers berause “that’s the
key fact that can be used to get to 2l
the other key facts.™

Such deadly violence.as in the

- Remshurg case is rare in identity
. theft cases, law enforcement off-

vials say, More ofterr, thigves who
sted Social Security mumbers use
them $i comate fake credit cards and
leave victims with 2 mountain of
debt that can fake vears for aw-
thorities to Investigste and clear up.

*Must people are not sware that
this riew valnerability is oug there
today,” Goressid. -

ey
sy




June?, 2004

MEMORANDUM FOR THE VICE PRESIDENT

FROM: DAVID BEIER

JIM KOHLENBERGER

TOM KALIL
RE: INTERNET PRIVACY OPTIONS
Background:

{uternet privacy profection 1§ & comiplex policy topie for several reasons. First, itis very
symbolic of how government will approach Internet pohicy development. As a result, any swrong
push for legisiation will send profound signals 10 the industry and the international cominunity.
Second, because we -- as an Administration -~ have been so public in our commitment 1o an
effective means of self regulation, any change will be magnified in its importance. Third, how
wilt handle privacy issues will be read into how we approach consumer protection and other
Internet regulatory issues. Set forth below are three options.  Your advisors support option 1.

Optioni#l: %%Curreut Administration ey with'a'y dead%ma‘fo TIEgisld tion M

Over the past two years leading Web sites have mode dramatic stndes i posting privacy
policies. Since you first called upon industry to pronets privacy policies, the number of we
siles with privacy policies las gone from 10% 1o 30%%, Virtually all popular Web sites now
have a privacy pelicy. This proves that an effeciive program of seif regulation is working. The
EBuropean Union last week accepted this approach os meeting their standards of adequacy, On
the other hard, there {s evidence of a "free rider” problem of companie not posting privacy
policies, Additionally, seme of the privacy policies are not sufficiently robust in terms of the
choices offered to consumers about data sharing, or aoeess 1o records.

We could further the goal of making sure that the policies are meaningful and enforceable by
setting a deadline Jor improvements. [E.g. One year from today, or Mar, 2001] We could
articulate as a rationale that if the industry does not inprove consumer access (o records, und
notice of their choices about information shared that you, as President, would submit legisiztion,
Additionally, we would work with indusiry and consumer groups to launch a major public
education campaign about tools tiey can use o control their personal information.

Pro: -

s This ap;;mach is- mosi {:z:msssient with paﬁuzg enactment ef medlca Frecords, and
;man{:za% records privacy fiest § in the iegxsiauve cue.

« This would permit us to sound ziggressive, but still give the indusiry a chance 1o
unprove their conducet,

%
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* Most companies who belong to "seal” programs would easily meet this standard.
e This approach allegedly is "regulation light".

Con:

o  Your Social Security number event is be deltver with cops at a Sherrif’s department
training center. Cops and the Internet, is the WRONG picture.

* You advisors are very concerned about this option.

¢ This approach has also the negatives of a more regulatory approach (incompatible
with our international approach, difficult to enforce etc.),

o This approach will NOT. be validated by privacy groups. so little positive would be
said about this approach.

» This California announcement will NO'T be validated by California’s technology
community,

CONCLUSION

* Asyoucan tell, I/we do not favor options # 2 or # 3. [n addition to the arguments
listed above the following considerations come into play:

» The LA Social Sccurity Number/Amy Boyer event will have strong independent
legs. This tact will either undermine that story or overwhelm it. One can argue that
the key to online privacy is stopping the sale of the keystone piece of information
used by profilers — the sale of Social Security numbers.

e. The topicofintemel privacy is compiex and warrants a more carefuily vetted -
answer, ‘ :

» Inthe week of a likely Microsoft break up where opponents will charge that the
government is trying to regulate innovation, and a major E Commerce set of events
on Capital Hill, a pro-regulation approach to the Internet offers too large a target to

the Rs, They will argue that you have a stron&, desire to. regulate the Internet and this
is 1he ﬁrst step. . :



»  Your record on privacy profection s very, very strong, Y ou do not need 1o prove that
yot have supporied medical records privacy protection, financial privacy or actions
agoing: génctic diserimination, Gov. Bush has no recerd here, other than he will
likely 10 oppose those keys pieces of legisiation.

Your advisors suppert option 1. De vou agree with aption 1

AGREE DISAGREE DISCUSS



Internet Privacy Legistution - Current Policy

As 2 practical matter, Congress needs fo act in arcas thal are most pressing in the few
legislative days that are left. The areas that secd swift Congressional action are: medical
records privacy, financial records privacy and genetic discrimination.

My understanding is that the FTC survey shows:

+ There has been a significant increase in companies that have adopted a privacy
policy
Many companies have not vet adopred all of the elements of a strong privacy poticy

o« Westill have o "free rider” problem. That is, seme companics have demonstrated
leadership on this issue and are engaging in effective self-regulation -- others have
ro privacy pelicy or are not enforcing the policies that they have,

I remain committed to policies that will:

¢ Enccurage companies to engage in effective self-regulatiol that will allow
individuals (@ contro! their personal information and Increase consumer confidence
in the Internet

= Minimize the "lree rider” problem « which 13 that gome companics have not adopled
a privacy policy

» Protect privacy while allowing the Intemet and innovation to {lourish

The Administration will continue its dialogue with the private seotor and with consumer
proups. To the extent the private sector can show how it will address the "free rider®
problem and improve the quality of privacy policies, legislation will not be necessary,
As we have long stated, if we don't see such progress, then we may eventually need 16
consider whether legislation would provide companies with the right incentives o have
good policies and participate in an effective self-regulatory program.



