
CHAPTER SIX: 

PROGRAM INTEGRITY 


T
he American public depends on (he Social Security Program administrators to 
quickly and accurately provide benefits, properly record workers' earnings;and 
effectively safeguard its benefit programs from fraud, waste and abuse. Failure to 

do this would seriously undermine the public's confidence in government and its ability to 
effectively administer programs and protect taxpayer dollars. 

, 
Social Security has been one of the most successful progralns ever undertaken by the 

Federal Government. Since its inception, it has enjoyed unprecedented public support. Yet the 
Agency found itself in a peculiar situation in the carly 1990s: a popular program encased in an 
unpopular government. 

As a rule in 1993, public confidence in government was low when President Clinton 
served his first term in office. The Social Security Administration (SSA), then an Agency under 
the Department of Health and Human Services, endured a similar lack of public confidence. 
SSA was the subject of a barrage of reports and periodicals describing problems such as lengthy 
delays in processing Federal disability benefit claims; making paYr?ents to beneficiaries with 
addictions to drugs and alcohol; perceived potential closings of field offices, providing poor 
phone service; realizing a surge in disability claims while downsizing its workforce; and issuing 
confusing letters to its customers to name just a few. 

1 Merriam Wehster's Collegiate Dictionary, Tenth Edition, p 9:11. 
2 Merriam Wehster's Collegiate Dictionary, Tcnth Edition, p 608. 
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The Government Performance and Results Act of 1993 (GPRA), signed into law by 
President Clinton on August 12, 1993, enabled SSA to reduce or eliminate the problems 
mentioned above. The Act mandated federal agencies submit long-range (at least five years) 
strategic plans focusing on results, quality and customer service---()utcomes rather than outputs, 
effectiveness rather than efficiency. Agencies were required to report to both the President and 
the Congress on the degree to which strategic goals were met. The overriding purpose of GPRA 
was to improve the Federal Government's performance. 

The winds of GPRA were blowing strong even before its enactment. Anticipating hoth 
the new law and the arrival of the first confirmed Commissioner of Social Security since 
independence, Acting Commissioner Lawrence H. Thompson reviewed SSA's planning 
processes to huild on past experiences and conform to the dictates lof GPRA. On August 4, 1993. 
Mr. Thompson elicited the Executive Staffs candid <lsscssmcnt of both the planning and 
budgeting processes, and solicited their specific recommendations.on how SSA could improve 
these processes. This "mid-course" review was seen as a critical "next step" to meeting the 
growing external demands and expectations of the GPRA statutes. 

On September II, 1993. President Clinton issued Executive Order 12862, which directed 
public officials to revolutionize processes within the Federal Government to provide service to 
the public that met or exceeded the best service available in the private sector. The Executive 
Order also supported GPRA by requiring each Federal agency to publish a customer service 
plan, based on specific customer service standards, by September 8, 1994. High performance 
was paramount to restoring public confidence and maintaining Agency integrity. 

Shirley Chater became the Commissioner of Social Security on October 8, 1993 
accepting the monumental task of restoring the public's f<lith in the Agency using the provisions 
ofGPRA and E.O. 12862. The Commissioner's strong support or'strategic decision making 
helped rc-enforcc the importance of planning. 

Commissioner Chater charged a workgroup to develop a plan to rebuild the confidence of 
the American public in Social Security. The workgroup was comprised of representatives from 
all of the Deputy Commissioners. They analyzed data, recapitulated the major public confidence 
issues, identified gaps in Agency knowledge, and recommended a strategy for rebuilding public 
confidence in Social Security. This strategy was called,'THE CHALLENGE OF CHANGE: 
Rebuilding Public Confidence in Social Security." 

The group focused on two major areas. The first was to document confidence levels and 
determine the issues that drove confidence down. The workgroup found that the low levels of 
conlidence cut across all demographic groups and also discovered that the Agency needed to 
broaden its knowledge about the confidence of its own employees. , 
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The workgroup discovered th:u there were a variety of reasons why people had little 
confidence in Social Security, They generally fit into the following seven broad categories: 

1. 	 Trusl fund insolvencl ("It won't be ,here for me,"); 

2. 	 Moneys wonh ("I could do better inve.'\ting on ruy own."); 

3. 	 The role and significance of the trust funds ("The trust funds arc worthless r~Us,"); 

4. 	 Broken promises ("Congress will change the rulc. .. by Ihe time 1 retire and I won't get 
anything."); 

5" 	 "Undeserving" people getting benefits ("Drug addicts and immigrants arc gl.':!ting 
money they don '1 deserve""); 

I 

6, 	 Service delivery issues C"Ijust gel busy signals from {h~ 800 number,"): and, 

7, 	 General distrust of government {"Government is wastcfull:lfld inefficient:'), 

The second focal area was the development of a short~range plan and a long~term stralegy 
to address the issues and rebuild confidence in the Agency. The strategy included six spe<:ific 
objectives idcntilied a,'I follow.,,: 

1. 	 increase the public's knowledge about Socjal Security .1nd counter cxit;ling 
misinformatioo,4 

Restore the public's confidence in the trust funds by restoring the long~rangc actuarial 
balance of the lrust funds. 

3, 	Ensure thut the Social Security program is well designed and meets sound pubtic 
policy objectives. 

4. 	 Makc Social Security more responsive 10 public input. , 

5, 	 (ncr ease the knowledge and understanding of SSA clnp.loyees about the issues 
confronting Social Security. I 

6. 	 Rcinvigorate public affairs throughout SSA. 

The workgroup presented its tindings to the Commissioner approximately one year after 
its inception, The findings equipped the Commissioner with information thai she used to begin 

J 8xeculivc Summary of'''J'HE CHALLENGE OF CHANGE: Rebuilding Puhli,.' Confidence in Social Security," 

Execulj\'c Summary, pg ii. 

~ THE CHALLEKGE OF CHA~GE: Rebuilding Puhlic Confidente in S;)Cial Security." Executive Summary. pg 

iiI, 
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steering the organization out of a "sea of doubt" to an "ocean of assuredness." The course and 
speed of the Agency was about to change. 

In January 1994, the Commissioner revised the three Agen1cy-levcl strategic goals to the 
following: I 

• Rebuild Public Confidence in Social Security 

• Provide World-Class Service 

• Create a Nurturing Environment for SSA Employees 

In Nowmher 1998, the Agency's ability to accomplish the:first two goals would be tested 
after the discovery of a 1978 computer software design error by Agency employees. 
Approximately 426,000 beneficiaries were underpaid nearly $478 million. The Agency braced 
itself for a deluge of inquires primarily from the toll-free phone service lines, which already 
answered nearly 60 million calls per year. SSA quickly responded by assuring the public that all 
of the money would be repaid within six months. Although $478 million was a sizable sum, 
payments affected less than one percent of SSA beneficiaries and were comparatively small to 
the $325 billion in benefits paid by the Agency. 

, 

The Social Security Administration's staffing decreased by' approximately 20.000 
employees or 17 percent for the ten-year period immediately preceding the enactment of GPRA 
and issuing Executive Order 12862. The Agency was expected to administer programs with 
reduced staffing, do it better, and change its practices to restore organizational integrity. Due to 
the changing demographics of its customer base, workloads were increasing in volume and in 
complexity. In the early to mid 1990s, disability claims became the fastest growing workload in 
the Federal Government; disability claims grew in excess of 70 percent. GPRA and the 
challenges of Executive Orders 12862 and 12871 placed enormous demands on SSA. In some 
regards, SSA was ill-equipped to execute actions to make the necessary improvements defined , 
hy GPRA. It was evident that major changes would have to be made. 

In August 1994 the President signed legislation (H.R. 4277) establishing SSA as an 
Independent Agency, with unanimous consent in the Senate and House of Representatives. SSA 
became independent on March 31, 1995, and this was a major step in restoring the public's 
confidence. The new Social Security Administration was far more efficient, vigilant, and 
responsive. Commissioner Chater reorganized and consolidated v~rious planning clements into a 
single component, the Office of Strategic Management (OSM), responsible for strategic planning 
activities. 
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The Agency', 
accountability became more 
evident with the advent of 
Independenf Agency. 
Severul components played 
key roles in assisting the 
Agency in improving its 
stewardsbip and maintaining 
its imcgrity, which were two 
major clements required in 
regaining the public's 
confidence. They were the 
Advisory Board. Office of 
Strategic Management 
(OSM). Office of the Deputy 
Commissioner for Finance, 
As~cssmcnt and SSA Commissioner Shirley S. Chater unfurling the new lndependent
Management (DCFAM), and Agency flag following the independence ceremony. Also shown in 
Office of the Inspector discussion are tormer Commissioner Robert M. Ball (center) and 
General (OIG). former Commissioner Stanford G. Ross (back to camera). Also 

looking on is Mrs. Robert Ball. March 31,1995. 

Kenneth S, Apfel wa~ ~worn in as the Commis!>ioncr of Social Security on Septcmbcr 28, 
1997. Under his leadership, there were a variety of major accomplishments to safcguurd the 
Agency's jntegrilY and improve stewardship, 

The Agency rclc<L"\cd a comprebensive Disability M~magcmcnt Report that h;:ld four 
goals. One goal was to safeguard the integrity of the disability program. The Fosler Care 
Independence Act was signed into law by the President on December !4, 1999, giving the 
Commissioner greater power to protect the trust funds through the,use of electronic information. 
Social Security's FY 1999 Accountability Report included the first GPRA Annual Performance 
Report. SSA was the first Agency to publish the statutorily required report, Under 
Commissioner Apfel's leadership, the Agency established an ElectronIc Service Delivery Projcci 
to explore among other things more cosl effective and secure meal!s for providing service lhat 
would further move the Agency toward achieving the cxpecwlions ,ofGPRA. 

Program integrity wm; ~ignificantly improved through the comhined initiatives of SSA 
and 010 supported by legislation pas~ed during the Clinton Administmtion, 
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STEWARDSHIP 

OFFICE OF THE INSPECTOR GENERAL 

The Social Security Independence and Program Improvements 

Act of 1994 established SSA's own Office of the Inspector 

General. Until a new SSA Inspector General (IG) could be 


nominated and confirmed, the Department of Health and Human Services' 
(HHS) IG, June Gibbs Brown, was appointed to manage her offic~ as well as 
the newly established SSA DIG. The HHS's DIG transferred 259 staff, 
including three senior executive service positions, necessary equipment and 
funding to create the oflice. 

The DIG was required by the Inspector General Act of 1978 (lG Act), 
as amended to: 

• 	 Conduct and supervise independent and objective audits and investigations relating to 
Agency programs and operations. 

• 	 Promote economy, effectiveness, and efficiency within the Agency. 

• 	 Prevent and detect fraud, waste, and abuse in Agency programs and operations. 

• 	 Review and make recommendations regarding existing 'and proposed legislation and 
regulations relating to Agency programs and operations. 

• 	 Keep the Commissioner and the Congress fully and currently informed of problcms in 
Agency programs and operations. 

I 
• 	 Empower the IG with the independence to determine what reviews to perform. access 

to all information necessary for the reviews, and the authority to publish findings and 
recommendations based on the reviews. 

The SSA ~iG's mission was to improve SSA programs and operations and protect them 
against fraud, waste. and abuse hy conducting independent and objective audits. evaluations, and 
investigations. The IG provided timely, useful, and reliable information and advice to 
Administration officials, the Congress, and the public. The OIG proactively sought new ways to 
prevent and deter fraud, waste, abuse, and mismanagement. OIG committed itself to diversity, 
innovation, integrity, and public service. 

The mis:;ion of the OIG was carried out through a nationwide network of offices 
comprising the Offices of Audit (OA), Evaluation and Inspections, and Investigations (01). Staff 
in the Immediate Office of the OIG supported these three components. , 
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On June 28, 1995, Commissioner Chater delegated to the IG thc authority to implement 
sections J 129 :.Ifld 1140 of the Social Security Act. Civil Monetary Penalties (CMP) were 
impo:"oo against individuals and/or entities who misused SSA sYfl1bollt and emblems (section 
1140), or who made false statements and representations. of malerial facts for use in defermining 
initial or continuing rights to Social Security benefits or payments (s.ection 1129), The t1rst set 
of rules was published in the Federal Regisler on November 27, 1995, which provided the 
foundation to get the program off the ground. ' 

The Semlte confirmed David C. Williams as Inspector General on December 22. 1995. 
As the new IG, he immediately implemented an aggressive hiring program to huild the 
investigative strength of the new DIG. Budget allocations grew from $10,) million in 1995 to 
$56 million in 1999 with stuff nearly doubling. There were enormpus I'ClumS on investments. 
Experienced investigators from other federal law enforcement agencies became intcgr;:ll 
members of DIG, Their value 10 the Agency's stewardship role was apparent in the OIG repons 
released between 1995 and 2000. 

1995' 12 

1996 32 

1997 54 

1998 56 

1999 60 

2000** 27 

$77.000 

$363,358 

$4,031,991 

SI4,661,()78 

$83,989,044 

$108,410 

$35.000,000 

$100,89],000 

$699.500,000 

52,340,207,842 

$519,116,442 

$110,516,955 

88 

72 

225 

166 

219 

62 

61 

54 

124 

99 

34 

9 

""Reflects data from April I. 1995. through September 30. 1995. 
**Reflects data from October I, 1999, fhrough March 31, 2000. 

The OIG received 2.236 complaints in FY 1995 from sourc~s both within and outside 
SSA 11 opened 844 investigations, closed 679 cases, and obluincd ?-87 criminal convictions. It 



recovered almost $3.9 million tbrough fines. judgements, restitution, and recoveries. In addilion. 
53.5 million was saved through implemented recommendations to put funds to better USc. 

The OIG conducted a fraud vulnerability review during its first year of operalion to 
determine how to best use it.s limited re!~ources 10 fight fraud, waste. and abuse in SSA's 
programs and operations. The review identified arCas in SSA 's operalion that were most 
vulneruhlc to fraud, Using this information and its experiences in the first year of operation. OIG 
restructured to build upon its original foundalion and bl'ing foeu:.. to its opermions, 

, 
SSA has long delivered service 10 the Amcrican public in aroanner thut fostered 

confidence <lnti trust in the quality ofSSA programs and employees, The SSA tradition of 
stewardship ,md responsibility to protection of puhlic tnformJtion stemmed from its inception 
and was based in its first regulation (Regulation I). which established a high I"tandard for data 
protection. The IG's reports included information ihat the Agency used to enhance its 
performance and solidify public trust 

The CHnlon Administration initiated great advances in techllology. enhancements in 
infonnation sh~tring initiatives, and emergence of a strong Internet presence throughout 
GovemmcnL This new environment offered many advantages in improving SSA efficiency. 
public access, and employee job enrichmellt via advanced technology. 

Recognizing that more online access creatcd additional opportunities rOl' ahuse, SSA took 
steps to implement formal sanctions for i.lbusc of lIS systems. In 1993, the Agency released the 
first formal sct of Securitv Guidelines for Administrative Action, SSA also implemented an 
annual employee rccertifi"'cation process for systems access that saine year, The two Iransmillals 
provIded guidance 10 both employecs and munagement regarding penallies for misusc of 
informa1ionlsystem and included a requirement ror management to remind SSA employees of 
their responsibility to safeguard public records. 

In 1994, Commissioner Shirley Chater issued Ihe first memorandum 10 all employees !hat 
addressed privacy of personal information in Agency files. This memorandum re-emphasized 
employee responsibility to protect all Agency personal data tbat was collected while carrying out 
duties and reminded them of criminal and administrutive penalties if breached. Ii addressed 
details of inappropri;t1e use or disclosure of information and gave employees two methods of 
reporting abuses und concerns along wilh an option of anonymity., 

Throughout the mid to tale J9<JOs, SSA made great strides in expanding its systems 
nelwork, moving to a sophislica!ed client-server environment and greatly expanding information 
exchange activity and data sharing with many more wtding partners:. It also saw a gTe,l! 
mctamorphosh. in the way field office and other operating components had to address its 
customers. Paperless processing and "one SlOP" shopping were prevaJen[ themes. This Was also 
the era of "zero tolerance" for fraud. 

On June 22, 1998, SSA's Commissioner Kenneth Apfel released Adrninistruti ve Penalties 
for Computer System Access Violations. This replaced the 1993 guidelines. A set of uniform 
sanctions entitled Sun-ctions for Unauthori7.cd System Access Violations was established to 
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ensure SSA computer systems violation:.: were treated consistcntly. Three categories were 
established with Ihe severity of penalty based upon the nature of the violation, Employees were 
also requested to sign acknowledgements indicating that they had read and understood the 
sanctions and whether they had CUlTCnt access to the computer systcmS or nol. The sanctions 
were revised in u memomndum on March 2, 2000, after concerns were raised about Category II. 
This category was defined as the unauthorized access of a record with disclosure to an 
unauthorized source that does not involve personal or monetary g~in and was not made with 
malicious intent. The reservation raised about Category II involved the fact it did not distinguish 
between disclosure of datu 10 u person who was otherwise entitled to the infonnation und lhe 
mote serious violation of disclosure of information io a person who was not entitled to the 
information, The Commissioner listened 10 those lcgitirrmtc concerns and decided to revise 
Category II to acknowledge the difference between the two aclions. Changes were also made 
clarifying language in the other categories as well. It cited laws and guidelines requiring that 
Social Security!o maintain proper security of all Automated Information Systems (AIS) 
resources, induding data. 

During the Clinton Administration, SSA Commissioners and IGs Ovcnmw major 
initiatives related to privacy and protection of information. To mainlain the confidence and trust 
of the American people regarding Social Security programs and records, the Agency mude 
significunt improvement~ in mechanisms and policies to enforce pfoper access and aggressively 
uddrcss any misuse of Agency records. 

There were a number of initiatives thjl began in 1996, The' OIG e."tablishcd the Office of 
Management Services to provide support to ils operations by providing human reSources. budget. 
and a variety of other resource management needs, This office also hosted the Novemhcr 25, 
1996 l'ihhon cutting ceremony launching the operation of the SSA Fraud Hotline, The Hotline 
served as Ihe avenue for reporting allegations of fraud, wastc. and abuse for SSA employees; 
other Federal, State. ami local government agencies: and members of the general public. 

In addition. during 1996, the Officc of Evaluations and Inspections merged with OA to 
Create a nationwide capability to conduci both formal audits and cv~luations. Combining the 
knowledge. skills, and abilities of auditors and evaluators enabled the OIG to focus on 
identifying and recommending ways 10 prevent and minimil.c program fraud and inefficiency. 
rather than detecting problems after they occurred. This. approuch helped the Agency save 
millions of dollars. After this consolidation, DIG moved aWllY from the traditional "regional" 
structure to "issue" area teams that provided centers of expertise in each of SSA's program areas, 

The OIG also crc;lled the Office of the Counsel to the In;-;pcctor General (OCIG) in 1996, 
Its primary purpose was to provide legal advice and counsel to the 10 and ;.;enior staff on statutes, 
regulations. legislation, and policy directives governing the administration of SSA 's programs, 
The office was ~Ilso estahllshed 10 provide legal advice pertaining tq investigative procedures und 
fechniqucs. as weil as conclu!iions drawn from audit and investigative activities. The OCIG also 
assumed responsibility for administering the delegated Civil Monetary Penalty (CMP) program 
for the OIG, The OCJG worked diligently to publish final rulcs and regulations to build !he 
initial infrastructure to launch this program, Two sets of niles were published in the Federal 
Register. The publishing dales were April 24, 1996 and December 13,1996. 
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The Agency and the OIG established a unique partnership through the National and 
Regional Ami-Fraud Committees to jointly combine efforts and forces in a seamless attack on 
fraud. waste, and abuse as part of the Agency's "Zero Tolerance for Ffl,IUd" campaign, These 
committees hrought together OIG's investigative experience and SSA's program expertise [0 

identify and prevent fraud in SSA'5 program. 

In 1996, the OA also initiated the Paymenl Accunlcy Task,Force, \l,lhich was another 
cooperative cffon with SSA that focused on enhancing the Agency's processes to improve the 
accuracy of its payments. The smallest percentages of error repre~ented large co:.ts 10 the 
Agency and the trust funds that it stewarded. The Oia aimed to set u high standard for 
government excellence at SSA through cooperalive efforts, 

The DIG established the Joint Fil!IJ Operations Program lhht was siaffed with highly 
experienced investigators who drew on !heir experience and established contacts to focus on 
significant fmud and enumeration violations agains! SSA. The Office of Investigations (01) also 
cstahlh;hcd a Strarcgic Enforcement Division to conduct studies: of emerging criminal trends and 
look for the bcSI way·x SSA and OIG could prevent and detect fraud, 

In 1997, Ihe IG established the Office of Opcratjons to serv'c as the focal point for the 
OIG's strategic planning, the Congressional liaison, and public affairs activities. The OIG added 
the Enforcement Operations Division at Headquarters to oversee the day-to~day field activities 
and crcmed the Special inquiries Division to handle sensitive inves'Hgatiol1$ into allegations of 
wrongdoing by senior SSA officials. 

The OIG implemented an initiative to ensure readiness to combat "electronic crimes." 
The Electronic Crimes Team wa.... crcmcd to institutionalize the investigative capahilily to 
conduct computer forensic examinations, reCOVer evidence in an electronic environment. and 10, 
provide expertise and training [0 OIG invcstigatoL~ across the nation, As SSA began to explore 
Ihc expansion of on-line aece.. ..s to services, OIG nceded to ensure that it was prepared to identify 
;md address exploitation of SSA's systems and electronic services, , 

The National Anti-Fraud Committee held ils first National Anti-Fraud Conference from 
September 8 through 12, 1997 al SSA Headquarters, The. theme of the conference wa~ "New 
Approaches in a New Environment:' Over 450 SSA employees from central office and the field 
attf',ndcd the conrerence. Representatives from Stale Disability Detcrminaiton Services (DDS) 
units and the General Accounting Office (GAO) atlcndcd, The conFerence featured discussions 
on new investigative approaches and technology and systems issues, Acting Commissioner John 
Callahan, Acting Principal Deputy Commissioner John Dyer, and Inspector General David 
Williams parlicirated in the conference and spoke 10 the allcndec;;, ~ 

The year 1998 marked the start of large~scule investigative projects designed to address 
major problems: facing SSA in the administration of its programs. 1hree of the mOlit nolublc 
operations that had major impacts on ~IG's successcs were Opemtion Contender, Operation 
Border Vigil. and Operation Walcr Witch. 
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Under Operation Contender, OIG created five pilot projects under the concept of 
Cooperative Disability Investigations (CDI) tcams. 01G's work in this area focused on 
individuals who filed false claims or program participants who defrauded the prognlm by making 
false statements or by overtly concealing faclors that affected their initial orconlinuing eligihility 
or entitlement for payments. OIG joined with SSA's Office of Disability aotl estahlished CDI 
learns in Georgia, Louisiana. Illinois, ~ew York. and California. These teams were composcd of 
OIG Special Agents and State Jaw enforcement officers, as well as SSA and State DDS claims 
professionals. The DDS referred suspiciou~ ca'iCS to thc team, which in tum collected evidence 
to verify or refute the suspicion. If the learn confirmed that the claim was frJudulcnt the DDS 
wa~ notified and it either denied the application or s.topped bcncfits, , 

Operalion Border Vigil's purpose was to focus 00 a major Vulnerability in SSA
administered programs. The IG initiated a variety of projects under this operation across the 
country to identify Supplemental Security Income (SSI) recipients receiving payments ba~cd on 
fraudulent stalements regarding residency as well as olher eligihm~y factors such as citizenship, 
alien residency stutus, age. income, and resources. The 01G al:-;:o participated in International 
Intcgrity Projects with SSA's Office of International Operation to define problems inherenl to 

the distribution of benefits to individuals living in foreign countries and to develop ~trategies that 
addressed the issues. 

, 
Operation Water \Vitch wus initiated to implement provisions of the Personal 

Responsibility and Work Opportunity Reconciliation Act of 1996. A recipient became ineligible 
for SSt benefits during any month that the recipient f1ed to avoid prosecution for a felony or fled 
to avoid cuslody or confinement after conviction of It felony. Through localized and manual 
proccssc~, ala Special Agents identified SSI recipients who were ,fugitives and notified the 
warrant issuing agency and the SSA that the individual WaS ineligi~l¢ for benefits. SSA Slopped 
payments. determined if the individual was overpaid. and initiated collection activities. 

RccognLdng that the operation would be more effective and efficient through the usc of 
computer matching, OIG negotiated with the Federal Bureau of Jnvestigation (FBt). the U.S. 
Marshals Service, and the ~ational Crime Informalinn Center to establil'h computer-matching 
agreements. By July I. t998, there were formalized investigative plans in all 50 States to 
establish poinl!: of contact and define mechanisms through which SSA and the State could 
exchange compulcNuutehing data. 

, 
The IG abolished the Office of Operations, folded its functions into the Office of 

Management Servicc.,\. and estahllshed a new Office of External Affairs in 1998. The Office of 
External Affair.~ assumed responsibility for the GIG's Congressional and Public Affairs Program, 
the newly established quality assurance function, and the conduct of OIG employee 
investigations, The Quality Assurance Team performed internal reviews to ensure that OIG 
offices held themselves to the same rigorous standards that were eXpected from SSA. The Public 
Affairs Team communicated OIG's planned and current activilies and their re~mlts to the 
Commissioner and Congress a" well a ... other entities. 

The SSA Praud Hotline was moved from the Office of Management Services in 1998 (0 

the OJ under a new divi~iQn called the Allegation Management Division. The move allowed 
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ulvestigators to more closely manage the incoming allegations and upply their investigative 
expertise (0 gain more efficiency in Ihe Hotline operation, In FY 1998, the Hotline staff 
proces:>cd nearly 30.000 allegutions, which was tL,>;ignificant increase from the 4, 106 allegations 
in FY 1996, To keep pace with the growing number of allegations received, (he Principal 
Deputy Commissioner agreed to increase the SSA Fraud Hotline's staffing levels in the nexi 
year. 

On July 30, 1998, IG Williams was officially nominated to be the Inspector General U1 
the Department of the T re<lsury. Immediately upon his departure, the Deputy 10, James G. Huse, 
Jr, became the Acting IG, 

There were several major changes in OlG's organization in 1999, The or reorganlzed its 
Headquarters divisions, abolished the Special Inquiries Division, and created the Manpower und 
Administmtion Division to provide necessary re$ource, administrative, and technical guidance to 
its field divisions, Also, in response to the Presidcnti:.11 Decision Directives 62 (Terrorism), 63 
(Critical Infrastructure Protection), tind 67 (Continuity of Government), the OIG established the 
Critical (nfmstructure Division (eID) within the Office of Investigations. The CID worked with 
SSA's System Security Officers and representutivcs from SSA's Nation<l! Computer Cenler to 
define and administer an intrusion response program that included DIG notification and 
investigation. if warranted, The division assumed responsibility for operating the Electronic 
Crimes Team {hal was created in 1997, 

, 
DIG also merged the Oflice of External Affairs and the Of~,cc of Management Services 

to create the Oflicc of Executive Operations, This component was responsible for a broad range 
of activities including communicming the results of OlO's work to external stakeholders and 
providing the internal administrative support for aU OJG activities. This office supported the 
budgel. human resources, systems, public arfairs, and quality assur~ncc infrastructure for the 
entire OfG, 

In March 1999, OIG held the Grand Opening lor« newly expanded Fraud Hotline that 
htld increased in staffing to four times its 1998 size. The Hotline was relocated to a new slaleMof~ 
Ihe M aI1 facility.mdit processed nearly 75,000 allegations representing a 150 percent increase in 
productivity from FY 199B, 

On July 28, 1999, President Clinton submillcd James 0, H~sc, Jr,'s nomination to the 
Senate to become the second IG of SSA. On November to. 1999. the Senate confirmed Mr. 
Huse's nomination and on November 22,1999, in a ceremony in Baltimore, Maryland, Mr. Huse 
was sworn into office, 

Laic in 199&, the Congress pa;;sed the Jdenlily Theft and Assumplion Deterrence Act of 
J998 (P,L, 105-318). This Act. commonly called the Identity Theft Act. acknowledged that (he 
Social Security :-':umber (SSN) was a mcans of idcnlifying an individual. This legislation 
empowered hn .... enforcement authorities to arres:t, prosecute, and i.'qnvict individuals who 
fraudulently us(;d another person's SSN to create a false identity. The law also charged the 
Federal Trade Commission (FTC) with establishing a centralized identity theft complaint 
database and providing informational material on identity theft to complainants. In addition, the 
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FrC could refer identity then allegations to 
appropriate Federal, State, or local law 
cnforcement agencies, a:-; well as to the three 
major credit bureaus. Since SSN misuse accounts 
for over half of the complaints to the Fraud 
Hotline, OIG aggressively began partnering with 
other Fedcral und Stale organizations to reduce 
the incidents and impact of these crimes and 
maximize its resources, 

To proactively addrc:.s identity theft, OIG 
participated in along lisl of activitic..'i that 
included working with the Federal Trade 
Commission (FTC) 10 develop government-wide 
educational m'-'terial, reviewing imd providing 
input on FTC's proposed identity theft complaint 
form. became (jf member of the 1c1entity Theft 
Suhcommittec of the Law Enforcemenllnitiatives 
Committee aI)d the Attorney General·s Council 
on White·CoUar Crime, published un article 
entitled Social Security Number Misuse and 
Identitv Theft for the Fl'C':.; Summer 1999 issue 
of Fraudbusters! Magazine, met with U.S. Scntencing Commission rcpre.'icntaUves to discu.ss 
sentencing guidelines for individuals convicted of identity theft, and launched SSN misuse pilot 
projects in five cities. across the Nation, Investigators provided the lead in working with various 
Federal and State agencies on SSN misuse allegations referred to ola and developed a referral 
system that allowed for Ihc uutomated lnmsfer of data between the 'riC and the OJO Hotline, 

The OCIG was instrumenwl in the prosecution of individuals guilty of viol'-'ting section 
1140 of the Social Security Act. The Federul Records -Service Corporation (FRS C) sent out 
approximately 2.2 million wlicitations each year that targeted new brides and nc\v mothers with 
deceptive advertisements. The direct mail solicitations to consumers app(~ared to be from, or 
endorsed by, SSA, For a $15 servicc fee. they offered to process SSA's application forms for 
name changes <Jnd newborns' SSNs. SSA provided assistance in filling out thc:.c forms free of 
charge. OCJG collaborated with investigators, SSA's Office of thelOcncral Counsel, and Ihe 
Department of Justice to obtain a preliminary injunction ,-,od negotiate a f'-'vorable settiement of 
this case. Under the terms of the settlement, FRSC was dissolved and the first two defendants 
were ordered to pay penalties of $845,000 to the Social Security Trust Fund Ovcrull. all the 
defendanls agreed to pay over $1 million total to the Social Secunty Trust Fund, 

The suctess and preventive nature of the CDI teams in the five pilot locations cau:;cd 
SSA and OIG to add addilional teams in Missouri, Oregon, and Texas. The Fugitive Felon 
Project, under the former Operation Water Witch. experienced a 287 pcrcent increase in the 
number of fugitives identified after implementing one electronic data match with one State. 
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In FY 1999, OIG received 74,360 complaints, opened 9,238 investigations, and closed 
7,308 case);. OIG oblained 3,139 criminal conviclions and recovered over $213 million through 
fincs.judgem,:nts, restitution, and recoveries. In addition, over $519 million WaS saved through 
implemented recommendations to put funds to bcHer usc, 

010 had an uneventful transition into the new millennium. primarily due 10 the diligence 
of SSA '); );ystC'ms staff. its own CID stalY, and syslcms support stafL The year 2000 began with 
a Congrc$);ional and media focus. on Ihe .issuc of representative payees, resulting fmm one of 
OlO's recent investigations involving a representative payee serving over 140 dlsabled 
individuals who had embczzleu over $300.000 in a 4-year period.' To assist the Agency in 
addressing this area, the IG committed auditors to perfomling independent on-slte audits or a 
limited number of repn:.I;cntativc payees. These audits cnahled the Agency to identify problem 
areas that needed to be addres:>cd to ensure that beneficiarics' bcnefits were being soundly 
managed. The fG also opened three more CDI teums in New Jersey, Virginia, .md Florida. By 
the end of FY 2000. eleven teams were expected to be operational: 

OIG continued its activities in the SSN misuse and identit~ theft arena, It needed to 
ensure that the, office wa.~ equipped with the necessary tools and resources to address the flood of 
complaints that it anticipated from the Hotline and thc FTC. The 0IG participated in two key 
events that brought the private and public sectors together to discuss efforts to address identity 
thelt. The lin.;t of these events was the Canadian Identity Fraud Workshop held in Toronto in 
February 2000. The OIG gave a presentation to Government representatives from Canada, 
Australia, and the United Kingdom on identity theft in the united Siales. It also panicipated in 
round table discussions with repres.entatives from othcr l\'alions 10 identify common problems 
and possible remedies. 

The second event. the National Identity Theft Summit, held in March 2000. was hosted 
by the Department of the Treasury in \Vashington. D.C. alld incorppratcu five paneJs to discuss , 
victim issues. prevention measures, and short-term remedics for both the private sector and 
govemmental agencies, The 0[0 co~coordinated the prevention panel, which the IG moderated, 
This panel was designed to give the attendees ideas and suggestions on how to prevent idenli!y 
thefL 

To fUfther its fight. OIG proposed to the Congress and SSAtthat they expand the CMP 
program. to include SSN misuse and identity theft penaJties rOf those ca~cs that were not accepted 
by Ihe U,S, Attorney'" Office for prosecution. The 0[0 detailed a lawyer to the Department of 
Justice to it-;sist in the prosecution of SSN misuse and identity theft cases, 

From October 1, 1999lhrough March 31,2000, the OIG received 44.944 complaints. 
opened 4,277 investigations, and closed 4,069 cases. It ohtained 1, 169 criminal convicl10ns nnd ,
t"e\;overed over S 122 million through lines, judgements, restitution, and rccovcric,'i, In addition. 
over $170 million was saved through implemented recommendations 10 PUl funds to better usc. 
The IG tcslil1ed before House and Senate Commiuccs on tcn occ;,lsion~ from March 7, 2000 
through September 12, 2000, 
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The IG was in continuous dialogue with Congressional commillees that sought legislative 
remedies to strengthen SSA programs and to provide the investigative tools to prevent, identify, 
and deter criminal activity and assist the Agency in maintaining its integrity. The chart below 
provides return on investment information for the SSA OIG since its inception. It's only one 
indicator of th(: successes of the Office of the Inspector General. ' 

1995' $10,300,000 $38,970,360 4-1 

1996 $25,800,000 $124,022,730 5-1 

1997 $37,400,000 $767,463,244 20-1 

1998 $49,200,000 $2,449,093,495 49-1 

1999 $56,000,000 $817,661,342, 14-1 

"'Reflect'i data from April 1, 1995 through Septemher 30, 1995. 
I 

Each component of the OIG was dedicated to advancing SSA's goal to make SSA program 
management the best in business, with zero tolerance for fraud and abuse. 

FRAUD INITIATIVES/PROGRAM INTEGRITY 

SSA has always taken its stewardship role very seriously. The American public 
rightfully expects SSA to be vigilant stewards of its tax dollars. In fulfilling its 
mission "to promote the economic security of the nation's people through 

compassionate and vigilant leadership in shaping and managing America's Social Security 
programs," SSA believed that fraud and abuse were unacceptable at any level and operated to 
reflect its belief. 

The pot(~ntial for deliberate acts of deception exists in all government programs. While 
SSA had not found widespread fraud in its programs, any level of fraud was a source of concern. 
Independent Agency status allowed SSA to take steps to expand an~ strengthcn the OIG by 
providing additional investigative resources for combating fraud, One goal of the Agency was to 
continue to increase its attention to deterring fraudulent activities a~d bringing to justice those 
who committed fraud, whether members of the public or SSA empl~yees, To accomplish this 
goal, SSA established ,three major objectives: 
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• Change programs. systems.. and opemrion:.. to reduce instances of fraud; 

• Eliminate wasteful practices thlll erode puhlic confidence in SSA; and, 

• Prosecute vigorously those who damage the integrity or SSA's programs. 

[nitialty developed in 1996. SSA and OIG devised a comprehensive key inititilive tactical 
plan to strengthen the public truSI and confidence in SSA and to assure [he highest le\'el of 
integrity in SSA programs. The tactical pian reflected broad, Agcncy~wide participation with 
initiatives identified at a grassroots level throughout the Agency. A principal part of this tactical 
plan initiative was the creation of a National Anti-Fraud Committee whose function wa.'" to 
oversee. direct and support the Agency's anti-fraud plans and activities. The National 
Committec was comprised of SSA senior staff and co·chaired by the Deputy Commissioner for 
Finance. Assessment and Management and SSA's lnspcctor GeneraL 

In addilion to developing its own umi-fraud initimives, the National Committee oversaw 
and supponed Regional Anti-Fraud Committees. which were cstablished to coordinate anti-fraud 
strategies in each ofSSA's ten regions. The Regional Committees included Regional 
Commissioners. other Senior SSA and OIG staff. as well as manager's of SSA Field Offices. 

The National Anti~Fraud Committee fully supponed the SS.A/OIG Combating Fraud key 
initiative tactical plan. The tactical plan initiatives were designed io provide stewardship and 
oversight consistent with increased public confidence. while aggressively deterring and detecting 
fraud. The Agency was very mindful that reports of fraud, waste. or abuse would trigger public 
perceptions that SSA wa.~ not efficient or thaI it did not make the best use of tax payer dollars, 

, 
Four Regional or National Anti-Fraud Conferences were held from Septembcr 1997 

through May 1999. These conferences provided a forum to discuss new ideas. as. well as existing 
initiatives. Since 1997. SSA has published the Annual Report to Employees on Anti-Fraud 
Initiative.... to inform employees about the Agency's anti-fraud effons and to generate new ideas 
and recommendations. 

Perhaps the Agency's biggest contributors to liS anti~fralld efforts were the employees in 
SSA's 1,300 field offices whose commilmem to maintaining the integrity of the Social Security 
programs was unswerving. It was oflcn field office and DDS employecs who uncovered 
fraudulent schemes. These employees were the biggest assets in the Agency's fight against 
fraud. SSA wa~ committed to continue training them in anti-fraud prai,;!iccs and seeking 
additional tools to make their antI-fraud commitment easier and more effective, 

Components partnered in a number of initiatives to capitalize on the skills of staff and to 
make the most of limited resources. The DIG believed that a constant flow of information 
among its auditors. investigators, and auorneys was critical 10 the success of improving SSA 
program integrity. The Agency and 01G also worked with othcr F~Jcral and Stale agencies on a 
number of initiatives. 
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EMPLOYEE FRAUD 

, 
I 

A lthough the vast majority of SSA's 65.000 employees were proven trustwortby 
and dedicated civil servants, a few corrupt employees could compromise the 
integrity of the Social Security system and undermine tbe public's confidence in 

the Agency's programs, Because of this, Ihe detection of employee fraud \vas an investigative 
priority, 

'nte OJ provided the lead in a cooperative effort with various financial institutions to 
uncover a scheme where SSA cmplt..1YccS provided privalc information from SSA's databases to 
outside individuals. The individuals used the information to activate stolen credit cards. Since 
the project's inception in 1998 !o March 31, 2000. the 01 identifioo 12 SSA employees involved 
in the activilies and $1.4 million in fraud loss to financial instilutions, 

SERVICE PROVIDER FRAUD 

SSA appo~nls representative payees for individuals who are unable to manage their 
own funds. While the vast mujority fulfilled their rolcs, therc were some 
representative payees who misused the benefits of thcir clients. The Agency and 

the IG were commilted to detecling and punishing individuals who committed this type of fraud 
as well as identifying ways for SSA to improve its oversight of representative payees. 

, 
The oro audit work identified two major challenges facing SSA concerning the 

Reprc....enlalive Payee Program. They were the processes ofse1ection and monitoring of 
representative payees. When SSA determined II beneficiary wa" "incapable or' or "prohibited 
from" managing their benefits. SSA screened and selected a suitable representative payee. The 
Agency used a preferred list to initiate a search for ;:1 suitahle representative payee. SSA 
generally preferred to appoint relatives as representative payees ruther tban friends or uther third . ,
parties. 

SSA iuwrviewed and "inveMigatcd" prospective represenlat!Ve payees to determine their 
:-:uitability. It was: not a formal investigation. but mther <t means to conduct an SSA records 
verification, Some of the documents that SSA reviewed were drivers' licenses, stale 
identification cards. bankbooks, and credit cards. The Agency generally did not verify the 
accuracy of the information presented unless it had a rea:-;on to question the upplic,Ult 's 
suitability. The Agency verified that the prospective representative,payee had not been 
convicted of a fdony againsl Social Security programs. I 

For organizational payees. SSA verified the Employer 1demificalion Number (EIN) of the 
representative payee by comparing Ihc, Ell\' on the representative pa:yce application to the EIN on 
SSA's records, SSA did not perform credit or security background checks on prospective 
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individual or organizational payees to determine if they had l1nancial problems, bad credit, or If 
individuals or 0mployee~ of the orgilnization were c:onvicted of any other felony. 

The Agency had safeguards in place to ensure that rcpre.'ie~I;.lfivc payees did not misuse 
benefits, The safcgunrds included requiring an annual accounting report from nil representative 
payees for each individual under their care and perfomling on-site reviews of representative 
payees, 

The GIG's December 1996 report cnliiled Monitoring Representative Payee Performance: 
Nonrcsponding Payees identified several problems with representative payees who did not 
provide these annual accounting rcporis, Thc IG recommended thitt SSA determine why 
representative payees did not complete and return accounting reports and determine whether SSA 
staff wcre properly processing sys!cms-generuted alerts for p<.Iyees:who did no! respond. SSA 
responded by proposing to conduct Quick Rc..liponsc checks when representative payees did not 
return the repmis. 

I 
On-site reviews were visits with the representative P<.lycc or the <.Idminlstrators of 

organizations and consjs.tcd of an eX<.Imination of the accounting records. and interviews witb 
heneficiaries to determinc if their needs. were heing met or if they were experiencing any 
problems. While the reviews: may not have uncovered aU instanceS of representative payee 
abuse, the Agcncy believed the reviews provided a deterrent effect for {hose who were prone to 

commit Ihis type of fraud, especi<.llly of those representative p<.Iyees who did not submit the 
annual accounting form. 

In a March 1997 evaluation report entitled Monitoring..Represemativc Pal',ce 
Performance: Roll-Up Repon. the IG recommended that SSA conduct a more thorough 
screening of potential representative payees. As a result, SSA proposed' legislation that would 
require non-go\'cmmentul organizational representutive payees to h,e both oonded and licensed. 
providing !hat licensing was available in the State. The CongrC!i1i latcl' introduced the proposal, 

TIlt:. March 1997 report also included recommendations for SSA to conduct periodic 
reviews of selected payees: and change the focus of the current process from accounting to 
monitoring and compliance, By focusing on compliance issues. SSA could learn in a timely 
manner whether or not a problem existed. The Agency embarked upon actions iniended to 
address v<.lrious aspects of its representative payee monitoring and oversight. 
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551 ELIGIBILITY PROJECT 

SSA partnered with 01 in J998 in an SSI Eligibllity Projecl. that was designed to 
determine the extent of violations concerning eligibility requirements for the SSI 
program. Staff mailed questionnaires to a ;;amplc of recipients, and if Ihey were 

not answered, face-Io-face interviews were rcquc.\lcd. Within.1 short amount of time, it became 
clear that certain individuals had given fabc information to SSA about their residence status in 
order to make Ihem eligible for S51 payments. In addition, others were identified who, aflcr 
having heen declared eligible for SSJ, returned to their country of origin and continued to receive 
5S1 puymcnts. 

The Office of Audit (OA) conducted a review, The Adequacy of the Residency 
Verification Process for the Supplemental Security Income Progmirl, to dctermine the adequacy 
of the process used in the project. The review also determined if SSA provided the proper 
guidance to field offices to verify thai recipients werc U.s. residents, OA recommended that 
SSA revise its procedures to provide for expanded residency development, 

Becaus(: of the success of Ihese investigations 0[0 collabomtcd with SSA's New York 
Regional Office, New York City, and New York State officials to identify SSI recipients who 
obtained paym{~nts illegally or contrary to rcgulations, Pcrhaps: more importantly. it was 
dClermincd that this method could be used to identify hmh suspect 551 and Old-Age. Survivors 
and Disahility Insurance claims at foreign slles and other U.s, loca~ions. 

55N MISUSE 

Because SSN misuse can strike at the 

core of SSA's programs and operations. 

the 010 knew that misuse would be one 


of its major workloads. One of OIG's first reports 
Issued as the new SSA OIG dealt with the effectiveness 
of comptuer profiling to detect suspected fraudulent 
cnumerution and claims activity. Other reviews 
conducted revealed some alarming trends and issues 
related to SSN misuse. OIG recommended actions that 
would strengthen SSA'5 enumeration process and help 
to prevent SS~ misuse. 

One of those reviews, Using Sociul Security Numhers (0 Commit Fruud, documented 
vulnerabilities in SSA's enumeration process and highlighted several SS~ fnmd cases that OIG 
investig~lted and referred to the Department of Justice for prosecution_ In the report, three 
recommendations were made: I) SSA should incorporate preventive controls in iii\, Modernized 

"The most misused SSN of all times" , 
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Enumeration System; 2) SSA should require verification from the issuing State when an out-of
state birth certificate was presented as evidence for an SSN application; and 3) SSA should 
continue its efforts to have the Immigration and Naturalization Service (INS) and the State 
Department (DOS) collect and verify enumeration information for aliens. 

The Agency's Enumeration at Entry initiative was expected to greatly improve the way 
SSA assigned SSNs and issued SSN cards to non-citizens. With this initiative, INS would 
electronically forward the data collcctcd as part of the immigration process to the Agency to 
assign SSNs and issue Social Security cards. This change served two important goals: fraud 
prevention and improved customer service. 

The initiative would increase and protect the integrity of the enumeration process by 
closing off opportunity for illegal work and other crimes. Prior to the initiative, non-citizens 
presented INS issued documents in SSA offices as proof of alien status and authority to work. 
The INS could not authenticate the documents for some time after the non-citizen's arrival 
because the data was not available in any INS system. This lag allowed dishonest individuals to 
present false INS documents at SSA offices and fraudulently secure SSNs for illegal work 
activity or credit card scams. With INS and the DOS collecting enumeration information during 
the immigration process and quickly passing it on to SSA, the Agency could ensure that a non
citizen's lawful status and authority to work were never in doubt when it assigned an SSN. 

Better overall governmental efficiencies and savings were ~xpeeted to flow from the new 
streamlined process. Prior to the new process, legal non-citizens had to apply for Social Security 
cards at SSA offices, where they were required to furnish virtually the same information they 
gave 10 DOS and INS for immigration purposes. Assigning SSNs based on information 
collected by DOS or INS would save the individuals the additional trip to SSA and only require 
them to give the information once. 

Over the years, the Agency tightened its SSN policies and instituted different procedures 
and systems checks to prevent fraudulent documents from being used to obtain SSNs and SSN 
cards. Essential 10 the Agency's ultimate goal to prevent fraud was ending its dependence on 
documents that might have been forged or misused by the dishonest in an attempt to acquire an 
SSN. 

The Agency's prior efforts to prevent the use of fraudulent documents to obtain SSNs 
included: 

• 	 InstlUctions for SSA employees on examining documents submitted as evidence for 
an SSN (Le., proof of age, identity, and U.S. citizenship'or alien status). 

• 	 An SSA system that tracked applications for SSN cards submitted with "suspect" or 
"fraudulent" documents. This capability prevented an individual with fraudulent 
documents from "shopping around" for an SSA office which might accept them. It 
interrupted the issuance of an SSN card pending further:investigation by the SSA 
office. I 
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• 	 S5A used the INS Sys.tematic Alien Verification for Entitlements (SAVE) progmm 10 

verify every I~S document presented with an application for an SSN card except for 
documents from aliens who have not been in the counti"y long enough for information 
10 be avuilable through SA VB. 

The Agency's Comprehensive Intcgrity Review Process alerted field offi.ces when 
multiple Social Security cards were scntlo the same address over a short period. The oflices 
then investigated to determine whelher the alerls reflected any fra~dulcm activity., 

The Enumeration at Entry Initiative proceeded with a phased in approach: 

Pha,"i(! 1: 	 The DOS will collect enumeration data for immigrants along with visa 
information and fotward it to the INS that wilJ, in turn, forward the data to 
SSA; 

Phase 2: 	 INS will forward to SSA the enumeralion data collected from aliens changing 
from nonimmignmt alien status to permanent rcsJdcms; and 

Phase 3: 	 fNS will forward to SSA enumeration data collected from aliens applying for 
permission LO work and issued employment authorization documents (EAD). 

The Enumeration at Entry initiative would provide a better overalf enumeration process for nOIl

citizens, deter the use of fmudulent doculllents, and allow "pplications for SSNs as part of the 
immigralion process. 

. 
Tbe following chronology det"ils activity on the non-citizc~ enumeration process; 

1991 	 SSA wrote to INS requesting INS explore with SSA new ways to enumerate non
citizens. SSA and INS met to discuss ncw ways to enumerate non-ci!izens. 
INS informed SSA that it could not assist SSA then in enumerating aliens because 
of higher priorities and operational considerations. 

1994 	 SSA and INS reopened discussions on exploring new ways to enumenlte non
citizens. 

1996 	 SSA and DOS signed a memorandum of understanding for DOS to collcct 
enumeratioll information for immigrams as part of tile immigration process. 

1997 	 Proposed nile. published to permit the DOS and INS to collect information needed 
it) assign SSN.s to aliens. ! 

1998 	 Final rule published 10 permit the DOS and INS to cl)lIecl information needed to 
assign SSNs to aliens, 

In addilion to the complexity of coordinating this initiative with three agencies, two 
separate pieces of legislation (fhe lJIegallnunigratitm Reform and I~nmigralll ResfmllsiIJiliry A.cf 

• 
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oj 1996 and the Taxpayer Relief Act of 1997) required INS and SS!\. to temporarily set aside 
work on the Enumeration at Entry effort. 

The INS set aside its review of the draft memorandum of understanding (MOU) received 
in June 1996 to focus on implementing the requirements of the 1996 immigration reform 
legislation (enacted in September 1996). The INS completed its review of the MOU in June 
1997 and returned it to SSA with minor comments. 

, 
SSA began revising the MOU to incorporate the INS comments but put it aside when the 

tax legislation passed in August 1997. That legislation required SSA to collect additional 
information when assigning Social Security numbers to children for income tax purposes. As a 
result, SSA decided to limit the collection of enumeration information to adults (individuals age 
18 and over) only for the Enumeration at Entry initiative. 

, 
The Agency revised the MOU and returned it to INS in March 1998. Because of high 

workloads and other priorities, the INS did not complete its review of the revised MOU until 
July 2000. SSA, INS, and DOS began meeting in July 2000 to discuss final MOU language. 

In a report related to one of the new OIG's first reports, An~liysis of Social Security 
Number Misuse Allegations Made to the Social Security Administration Fraud Hotline, OIG 
identified the different types of SSN misuse allegations and estimated the number of occurrences 
for each category during the period of review. The analysis showed that the sampled OIG 
Hotline allegations could be placed in five categories: identity verification; sales solicitation; 
loss ofSSN card; problems with the SSN; and identity theft. About 81 percent of the SSN 
misuse allegations the Hotline received related directly to identity theft. 

In an effort to prevent program-related SSN misuse, OIG conducted work that considered 
the possihility of SSA using biometrics technologies. The report, Social Security Administration 
is Pursuing Matching Agreements with New York and Other States Using Biometrics 
Technologies, outlined the possible benefits to SSA of pursuing matching agreements with States 
that have employed biometrics technologies to comhat fraud and identify ineligihle recipients for 
social service programs. OIG believed that SSA could use the results of New York State's 
biometrics program to identify individuals who were improperly receiving benefits, thereby 
reducing andior recovering any improper benefit payments. 

, 

FOREIGN ANTI-FRAUD ACTIVITIES 

, 

I n keeping with the Agency objective of "zero tolerance for fraud," SSA maintained a 
vigorous schedule of foreign validation surveys during which beneficiaries' 
entitlement and continuing eligibility were re-checked and their existence and identity 

were verified by personal interview in their homes. Seventeen surv~ys were conducted from 
January 1993 to August 2000. The countries surveyed were Mexico, Hungary. Dominican 
Republic, Philippines, Jamaica, Ecuador, Argentina, Yemen, Costa Rica, Panama, Canada, 
Poland, Trinidad and Tobago, Portugal, Spain, Italy, and France. ' 
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In addition, SSA greatly increa">cd the number of special contact progmms and 
verification projects where validation surveys or other information indicated a potential problem. 
In fiscal year 1999 alone, over 20 special tnteglity studies were initiated, These studies were 
conducted by the RFBOs and FOfCign Service Post (FSP) pcrson~cl and generally designed to 
uncover unreported deaths or other payment eligibility irregularities. 

On December 14, 1999, President Clinton signed H,R, 3443, the Fosfer Care , 
Independence Act The act included provisions that strengthened Ihe Agency's abilities to 
recover overpayments. prevent and combat fraud, protect beneficiaries from unscrupulous 
representatives and health care pnwidcrs, and provide better servi~e 10 SSA customers, 

The act made representative payees of beneficiaries liable for OASDJ or S5f 
overpayments caused by payments made 10 a beneficiary 'Nho haq died and required the Agency 
to establish th(~ overpayment on the representative payee's SSN. It extended 10 the 5S1 program 
all of the debt collection authorities that were prescnlly available for collcclion of overpayments 
under lhe OASDJ program and included procedures for imposing penalties for making false or 
misleading statementS that would be used for determining eligibility. The act ~tlso helped protect 
beneticiaries by barring representatives and health care providers from the OASDI and S51 
programs if they had been found to help commit fraud. 

PRISONERS 

Since the SSt Program's inception in 1974. SSI recipients were not eligible for 
benefits if they became inmates of a public institution (including a prison) 
throughout a calendar month, In 1980, Congress pasSed legislation requinng SSA 

to suspend payments to incarceraled felons entitled to Social Security disability insurance 
benefits. In subscquenl years, additional legislation was passed requiring SSA to stop benefits to 
all categories of Social Security Relirement, Survivors, and Disability lnsurdncc (RSDJ) 
beneficiaries convicted of crimes punishable by I-year imprisonment. This included those found 
nol guilty by reason of insanity (NGRI) or incompetent to stand triaL 

Initially, SSA Field Office (FO) personnel contacted the vahous facilities to obtain the 
infonnation needed to suspend benefits to inmates of public institutions, The specific resources 
available in an FO or the facili1Y made the effectiveness of this approach vary. Arter pw;sage of 
the 1980 Icgishllion, SSA made further efforts to obtain prisoner in'tormation by baving {he 
Regional Ofllc(!s contact State prison officials, Some States readily agreed to provide 
information, but others were slower to agree. 

While SSA made steady but slow progrcs!:\ to secure data and [0 identify prisoners, it did 
not effectively manage or monitor the prisoner suspension process,_ In l.lddiiion. the pnsoncr 
!'\uspension activities did not compete well wilh other Agency priorities. 
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In 1994, the Office of Program Policy (OPP) internally changed the organizational 
responsihility for the prisoner suspension policies and procedure:;, und SSA began u more 
intensive rc~examjnati(}n of its adminislration of the prisoner provisions. )t quickly concluded 
that it needed 10 devote much more aggressive attention to this area, and the Agency recognizcd 
three major harriers to fun compliance with the law: 

1. 	 A lack of full awareness of the statutory provisions by mosl pcmtl authQrities affected 
their willingness to cooperate. 

, 
2. 	 Thl; conflict of identification system'.; used hy SSA (SoCial Security Numhers (SSN) 

and the penal facilities (fingerprints», SSA used the SSN as the identifier, but the 
criminal justice system used fingerprints as its main means of identification, There 
Wa~ little incentive for a convicl~d person to reveal to prison official.s. his/her correct 
SSN and prisons had no particular need for correct SSNs, 

3. 	 The lack of SSA management emphasis on full compliance permiued many process 
deficiencies ~o remuin undetected and unresolved. Thc'intemal process was 
fragmented and lacked adequate controls and most tasks were manual, Even where 
agreements were in place. SSA lacked a method for monitoring the facilities' 
compliance with the agreement. Because of this, SSA could not always Irack 
inc(,ming data effectively, SSA could nol determine ir'the data came into SSA. if 
SSA procc,liscd the duta, or if the data did, in fact, result in a suspension. 

Having idcluilicd the major problems, SSA cngaged the help of the National Criminal 
Ju!"tice Association (NCJA), In October 1994, the NCJA brought SSA officials and mcmben; of 
the penaJ community together to identify the obstacle!" involved with getting data from prisons, 
especially those relating to the identity of prisoners. and to seck $olutions, The NCJA repon 
notcd that "Neither the Congress nor SSA realized thc complexities it would encounter in 
implementing the [prisoner] provision," After the meeting, SSA built and expanded relations 
with the,Nmionallnstitute for Corrections, The American Jail Association and the Nutional 
Sheriffs' Association, 

In 1995. SSA aggressively initialed a course of action that continued to result in 
significant improvcmcnls in the prisoner suspension process. Some of thcse aclions included: 

, 
• 	 Escalated the prboner suspension process 10 a top Agency priority. 

• 	 Began a m,~or initiative to contaci all correctional facilities. As a result of!his, SSA 
obtained ngreemcntl' with the Federal Bureau of Prisons', all State Prisons, .md the 25 
larges.t local prisons to provide us prisoner data. In addition, it obtained agreements 
with over 3500 local facilities. 

• 	 Coni acted Governors, heads of correctional institutions,!Corrcctional Associations 
and similar stakeholders to obtain their help and support in providing prisoner datn. 
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• 	 Published articles on the importance of providing prisoner data to SSA in various 

joul11u!s for the correctional associalions, 

• 	 Tht! cooperation of State and local correctional institulions was crlticalto fhe 
suspension process. Therefore, SSA developed. main!~lined and nurtured an excellent 
working relationsbip with these facilities and the Associations that rcpres,cnlcrl them. 

• 	 ObtaIned historical datu from the Fcdcmi Bureau of Prisons and Stale Prisons as H, 
check lO ensure thai SSA identified and suspended aU prisoners. 

, 
• 	 Conduclcd reviews of the prisoner suspension operation to determine if SSA needed 

to improve its operation. As a result of these efforts, S~A WU$ now verifying 92 
pcr~cnt of the data facilities submitted to SSA. ! 

• 	 Developed and pursued legislation that provided an incentive payment to correctional 
facilities that provided SSA prisoner data that results ini [he suspension of Tille XVI 
payments, This n01 only ensured rhat SSA continued receiving the data, but also 
motivated the correctional facilities to provide more thorough information. Another 
legLi\1<uivc proposal providing additional incentives for the Title II program was 
developed and wa." being actively considered by Congress.,, 

• In August 1996, the Title XVI portion of this legislative change was enacted . 
. 

The Bonin Case illustrates why the Agency needed 10 impr6ve its efforts regarding 
prisoner related matters. William G. Bonin was a convicted felon incarcerated at San Quentin, a 
California State Prison, ~jnce March 22-, 19K:!. He was executed on February 23,1996. Upon 
notification of his deatb by tbe funeral director, the servicing FO dIscovered that Mr. Bonin had 
been entitled to Social SecurilY disability benefits since January 1972 and was still in current 
payment stutus, Benefit;; were terminated in February 1996. but t09latc to stop the March 1996 
check. An alct1 was generated in August 1990 via a computer match with the California State 
Department of Corrections, This computer alert did nol result in a suspension hec.ause no action 
was taken on the alert. Following an investigation by the GIG. SSA obtained an agreement that 
resulted in full restitution for the overpayments. A number of initiatives followed to address the 
problem of "PriSOftCI'$," 

An inter-componelil workgroup, formed in February 1996, examined all phases oflhe, 
prisoner suspension operation and prepared a process analysis of its strengths. .and weaknesse."i. 
The team determined that there were problems in every phase of the overall process from receipt 
of prisoner data to aClual suspension of henefits. 

In February, instructions were issued to the FOs to obtain written agrcemenls from Ihe 
facilitics thal were willing to provide prisoner dati.L By June 2000, SSA had agreements with the 
majority of local ,facilities for reporting prisoner data. 

There were a number of actions taken to improve proces:-.ing prisoner data, To correct 
the process weaknesses identified in the Bonin case, and to also ineorpomte the incentive 
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payment provisions. of the law that were enacted in August 1996 (Welfare Reform Act), SSA 
initiated Ihe following activities: 

• 	 Each program service cenler (PSC), including the Office of Disability and 
International Opc••uions, has established a centralized fax number to handle all 
pri,",oner actions. They identify pending pri!loncr itc!lls:and proces~ed them as a 
priority workload. 

• 	 Op(!fUtion:> informed all the Regional Commissioners and managers in the pes. FOs, 
;l.Od tclescrvice centers (TSCs) of [he importance of processing prisoner alcrts. 

• 	 A database was designed to monitor and control Ihe receipt of prisoner information 
from all correctional institutions and mental hea!!h instltutions [0 ensure they reported 
their datu to SSA in a limely fashion. 

• 	 An aulomaled system was established that controlled UI)d monitored all prisoner alerts 
to make sure the alerts were worked quickly and accuralely. 

• 	 SSA estab!ished an automated system to pay incentive payments to correctional 
institutions for inmate data that they provided to SSA i~ order to suspend benefits to 
individuals who were ineligible because of incarceration. 

• 	 SSA requesled, received, and processed historical files from tbc F'edenll Bureau of 
Prisons and most State Prisons to ensure that it identified and suspended all prisoners 
receiving benefits in the past and the presen1. 

, 
AI the nationallcvel. SSA staff worked with correctional officials of the Lttrge Jail 

Network nod othercorrcClionut association5 (such as the American Jail Association (AJA). the 
American Correctional Association (ACA), and the National Sheriffs Associalion (NSA) 10 
ohtain data al the loc~lI Jevel and increase the availability of the data electronicallv. With the- , . 
assistance of the Department of Justice, SSA also worked with other organizations associated 
with penal iostitulkms and mental health agencies concerning the provisions related to the NGR) 
provision, 

Public relations campaigns were initiated to inform the law enforcement communities 
and correctional facilities about SSA's need to stop benefits 10 ccrtain inmmcs. 

, 
SSA staff participated at the meetings. convention", and coriferences rhatlhe AlA, ACA, 

and the NSA sponsored. Public campaigns at these meetings increased awareness of the 
sponsors of information that SSA needed 10 identify Social Security bcncfkiaries in sueh 
institutions. These crforts werc expected 10 open communication links between SSA and the 
people it nceded to reach to achieve cooperation for reponing prisoner data timely. 

The COnlinucd success in the SSA's prisoner suspension op~ration depended on several 
key faclors. These raetors were: ! 
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• 	 An efficient computer matching operation and the ~ystcms suppon 10 keep if 
streamlined and modern. 

• 	 SSA opemtional resource~ to develop and timely suspJnd benefits to Social Security 
beneficiaries bused on the inmate data that was processed through the computer 
matching opemtion. 

• 	 Cominued volunwry cooperation of the corfCctional and menla! health institutions 
throughout the United States to provide inmate data to SSA to identify individuals 
whose SSA benefits should be suspended because they were incarcerated in 
accordance wilh SSA laws. 

I 

• 	 More dedicated monitoring of inmate reporting agreen{enls with correctional and 
mental health institutions to ensure thai the agreements do not lapse or expire. 

• 	 Closer tracking of SSA 's receipt of inmate reports fron~ correctional and mental 
health institutions and reconciliation of the reports. if they are not received on time. 

"The Social Security Administration has produced a continually 
updated database that now covers more than 99 percent of all 
prisoners, the most comprehensive list of our inmate population 
hislory. And more important, the Social Security Administration is 
using the list to great effect. By the end of last year. we had 
suspended benefits to more than 70,000 prisoners. That means 
that over the next five years, we will save taxpayers $2.5 billion 
that's $2.5 billion - that will go toward serving our hard-working 
families. 

Now we're going to build on the Social Security Administration's 
success in saving taxpayers from inmate fraud. In' just a few 
moments I will sign an executive memorandum that directs the 
Departments of Labor, Veteran's Affairs, Justice, Education and 
Agriculture to use the Social Security Administration's expertise and 
higlHech tools to enhance their own efforts to weEid out any inmate 
who is receiving veteran's benefits. food stamps, or any other form 
of federal benefit denied by law. 

We expect that these comprehensive sweeps by our agenCies will 
save taxpayers millions upon millions of more dollars, in addition to 
the billions already saved from our crackdown on Social Security 
fraud. We will ensure that those who have commitled crimes 
against society will not have an opportunity to commit crimes 
against taxpayers as well.'" 	 . 

~ RADIO ADDRESS BY THE PRESIDENT TO THe NATION-April 25, 199~, The Oval ()friel!, 10:06 AM. 
EDT. 
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On April 28, 1998. Prcsidenl Clinton sent an executive memorandum to all the heads of 
the cxecutive departments and !lgencies. The memorandum directed them to take specific 
actions regarding sharing jnformation relatcd to prisoners who received henefits. , 

SSA buHt a Fcderal Benefit/Prisoner Datu Exchange System to share prisoner data with 
olhcr federal benefit paying agencies in compliance with lhe prcslpenlia! memorandum, On 
l\'ovember I, 1998. thc Federal Benent/Prisoner Data Exchange system was operaliomll and 
other federal benefit paying agencies began using the syslcm to retrieve prisoner data., 

The C(lngress passed a new law. The Ticket to Work and Work Incentives Act (PL. 
106-170} sigm~d by President Clinton on December 17, 1999 eXlended to Title II the provisions 
of the PRWORA of 1996 that aUihorized paymcnls from SSA to cprreetlonaJ and menIal health 
institutions that reported innmtc information to SSA. Beginning April 4, 2000, the new law 
authorized SSA to pay incentive payments to correctional and mental health institutions for 
information that led to a suspension of inmates entitled to retirem~nf, survivor, and disability 
benefits (RSD1-TiUe II). The incentive payments and amounts were: 

• 	 $400 for information received within 30 days after the individual's date of conviction 
and confinement. 

• 	 $200 for information received between 30 and 90 days afier an individual's date of 
con viet ion and confinement. 

• 	 No payment was made for information received on or after the 91 51 day. 

When the reported mmate was a concurrent beneficiary, the correctional or menIal health 
institution received only a single incentive payment; the cost to was split between the two 
programs. 

In order to qualify for incentive payments, an Incentive Payment Memorandum of 
Understanding (IPMOU) had to be in place. Many institutions had SSI IPMOUs in place that 
qualified them for the payment or an ifl(':cntivc payment as a result bf SSI suspension actions. 
New IPMOU agreements had to be negotiated 10 allow for the Title II incentive payments. 

I 
The Agt:ncy suspended Title [[ benefits for any pcriods of conviction and confinement in 

a correctional or mental hcallh institution that lasted for more than 30 continuous days. The Jaw 
also prohibited payment of monthly benefits to any person whom. upon completion of a prison 
term, remained confined by court order to a public institution uS a sexually dangerous PCThOn or a 
:>cxual predator. 

I 

orG condueled two audits involving payments that were made to prisoners. The 
objective of the fir5';t audit, Effectiveness in Obtaining Records to Identify Prisoners, was to 
determine whether SSA had adequa1e procedures to obtain complete and tilnely information for 
individuals who were confined to correctional facilities. Ii revealed that SSA did not have the 
ability to identify all prisoners in detention and of those Ihat were identified, they were nol 
identified in a timely nli.mner. The OIG estimated that this cost SSA S48.S milliun in 
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overpayments. The second audit. Effectiveness of the 5S'" 's Procedures to Process Prisoner 
Information, Suspend Payments and Collect Overpayments, dcmonstraled that even jf SSA could 
obtain the records to identify prisoners. there was no mechanism in place 10 proce!'s the 
information in order to suspend the payments and collect overpaymems, 

Both reviews found Ihat SSA needed to aggressively pursue computer matching 
agreements with Federal, Slate, and local prison authorities to receive prisoner information in a 
timely manner, This enabled SSA to suspend payments sooner m",d reduce the amount of 
overpayments the Agency needed to collect Both review!' recommended that SSA ,...;eek 
congressional support and legislative remedies to Hn restrictions on the computer matching 
agreements. A::.; a reNul! of lhese audils, SSA's Actuary estimah.:dithal $3A billion dollars would 
be saved from 1997·2002, 

The Welfare Reform Act amended Tille XVI of the Social Security Act to make a fleeing 
felon or a parole or probation violator ineligihle to receive sSt Alrmed with this new statute lind 
with audit information, Of initialed [he Fugitive Felon Project This project identified 
individuals illegally receiving SSI by conducting computer matches with the FBI, the U.S. 
Marshals Service. und State agencies, When 01 Special Agents identified SSI recipients who 
were fugitives, SSA was notified. payments were stopped. and overpayments calculated. This 
project resulted in impressive savings 10 the Agency as shown below. 

1998 UQ5 

1999 7,421 

2000* 1,477 

TOTALS 10,003 

Not .waiJable 


1,586 


475 


2,061 

$980,250 $5,443,551 

$17,200,000 $27,000,000 

$1 SI8,183.235 

$29,619,619 $50,626,786 

"Rellects data from Ocloil<'r I, 1999 through March 31, 2000. 

As of September 2000, SSA had agreements with 7,016 correctional and mental health 
institutions n~l.tjonwide. This represented 99% of the total inmate popUlation in the country, 
Suspension of henefits to prisoners saved lhe OASDI and S5I prog'rams roughly $500 million on 
an annual ba~is. Of this $500 million in annual savings, roughly $250 million was. aHributable 10 
SSA initiatives begun in 1994 - 1995. Approximately $20 million:ofrhc $500 million annuul 
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I 

savings were attributed 10 the inccmivc payment provisions included in the 1996 welfare reform 
legislation. The success of the December 1999 legislation to p'IY incentive payment to 
institutions providing information to suspend title IJ benefits had not been estim,Hed as of 
September 2()(X), 

DISABILITY PROGRAM INTEGRITY 

A major part of the Agency strategy to protect the integrity of the two disability 
programs tbat SSA administers wa" the utiiir.ntion of a comprebensive Quality 
Assurance (QA) system. The system employed had been in place for over 25 

yeal's. The QA system's primary purpose was 10 mea'iure compJiuflce with policies and 
procedures in adjudicative decisionmaking. 

The system provided the Agency with data to monitor the level of decisional accuracy. 
Samples of most of the major disability workloads were included in the system, from initial 
claims, to CDR...;, to hearing decisions. The SVslcm also:-	 . 

• 	 Provided some insight into adjudicative performance [o'r special populations such as 
SSI children; 

• 	 Provided data used \0 prolile certain workloads for :;pccial attemion in the 
adjudicative process; and ' 

• 	 Helped monitor the imlJacl of process changes such as those tested in the disability 
process redesign, 

, 
tn addilion, a:; required by law, SSA conducted a Federal pre-effectuation review of 

proposed Disability Insurance (DI) allowances (hat helped protect the imcgrity of thc Df Tnl.lit 
Fund. In FY 1997, the effort produced an impressive $330 million savings at a cost of les!' than 
$22 million, 

SSA recognized that there were concerns with the QA system that needed to be 
addressed. These concerns included the need to: 

• 	 Assess beyond compliance with rules. regulations and procedures how dech;ions 
made under SSA's adjudicative process meet the intent of the law; 

• 	 CoUect and analyze data to assure unirormity in the dccisionmaking process across 
the country; 

• 	 Develop a comprehensive and uniform review process across all levels of disahility 
case processing, including field offices. DOSs and hearings and appeals offices: and 
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• 	 Use internal DDS and OHA quality reviews along witl1 the overall quality review 
process. 

SSA intended to addrcss thcse needs hy developing u more' comprehensive quality revic\\' 
system lhat better us~e~scd the outcomes of its policies and providbd a more uniform mcu:;.urc of 
disability adjudkation across the country. 

The QA system was enhanced in 1999 with a publication affinal rules under which 
SSA's Office (If QUi1lity Assurance and Performance Assessment (OQA) would ex;uninc certain 
allowance decisions at the hearing level [flU[ were selected Ihrough statistical sampling 
techniques. OQA referred to the Appeals Council for possible review !he decisions it believed 
met thc criteria for review by the Council. This effort siemmcd from the Agency's process 
unification initiative. II \ly'as designed to better halancc Ihc feedback provided to hearings level 
adjudicators and to improve the accuracy of !ho~e decisions. : 

Previou~ly, tbe primary source of feedback. from the Appeals Council. provided to 
hearings adjudiculorS. came from claimant requests: for review of hearings denials or further 
appcalK of those denials Lo distriCI courts. A~ part ofthe QA system, peer reviewing judges also 
assessed whether a mndom sample of AU dt.'Cislons was supporta~lc, Results from this peer 
review indicated the need for improved allowance accuracy, Therefore, SSA began an annual 
screening of approximately 10.000 favorable hearing decisions in addition to ongoing quality 
reviews of AU denial decisions. This review provided feedback on individual cases, but more 
impofHlfllly. permitted analysis of the adjudicative issues associated with unsubstantiated , 
decisions and targeted tmining and policy clarifications to address these issues systematically. 

The legisJalion enacted and financial support provided during the Clinton years 
progressively enabled the Agency's leadership to manage in a fashion that ensured the integrity 
of its programs l:Iod tremendously improved its stewardship of the tTust funds. 

, 

CONTINUING DISABILITY REVIEWS AND REDETERMINA TlONS 

SSA conducted periodic reviews, called continuing disability reviews (CDR). to 
determine whether individuals receiving disahility benefits had medically improved 
so Ihat they were no longer considered disabled Hnd no longer eligible for henefits, 

The CDR process allowed SSA to ensure the integrity of the 55) ptogram by monitoring the 
disabililY status of beneficiari~... 

Although CDRs had always been considered important. SSA had no! conducted CDR:; 
for 5Si-on1y cases in meaningful numbers. prior [01996. LJnlii 19~, the law did not require 
stich a review, and SSA trnditiomilly directed its limited administrative resources to .litnhHQrily 
mandated OASDI. Tide H reviews. ln addition. 5SA reduced the numher of CDRs for both 
programs in the carly )990s when the Agency was iaced with unprecedented initial disability 
claims workloads. The number of CDRs fell from 367,000 in 1989 to ahout 73,000 in 1992.

1 
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As of Octobcr I, 1997, approximately 1,6 million SSI~only beneficiaries were duc or 
overdue for a COR. Of thai number, 1.2 million individuals were disabled and blind adults 
under age 65 ~md approximately 400,000 were disablcd children. Beneficiaries who concurrently 
received SSI and OASDI henefits were cnuntcd and processed under the OASDI program. and 
approximately 600.000 of these beneficiaries were also due or overdue for a CDR. 

Severallcgisiativc mandates from 1996 through 2000 supported by Ihe Clinton 
Administration increased the number of reviews required for SSI (lisability cases, When SSI 
CDRs were mandated in the Sot;ial Security IndepelUJl!lIct! £Iud Program Improvt!ments Act of 
1994, SSA was required to conduct CDRs on 100,000 SSt bcncficiarie:-. and on not fewer than 
onc·third of the SSI beneficiaries reaching age J& in each FY from 1996 Ihrough 1998. 
Ennclment of the Personal ReJponsibilit)' and Work Opportunity Rcconcilimion ACf oj 1996 
(PROWRA) (which was later modified by the Balanced Budget Act of 1997), further expanded 
the universe of statutorily mandated CDRs. 

The PRWORA required SSA to conduct: 

• 	 CDRs within one year of hirth on all childrcn who are eligible because of their low 
birth weight; 

• 	 CDRs al least once every three years on all 5S( childhood beneficiarici' whose 
impairments arc considered likely to improve; and 

• 	 Medical redelcnninmions (using the adult disabHlty standard) on all S51 childhood 
beneficiaries within one year aner I'caching ilge I ~t 

Thc Pf(!"'iident and the Congccss demonstrated their commilment (0 this CDR workload by 
enacting P.L. 104-121 which authorized a total of about $4.1 billion for OASDI and SSI CDRs 
for FYs 1996 through 2002. In the PRWOR of 1996. the Congress added the requirement fol' 
periodic CDRs and redelerminations for SSI childrcn and added Ii ~otal of $250 million to the 
authorized amounts for FYs 1997 and 1998. This brougn! the totulauthori7.cd funding to about 
$4.3 billion for conducting CDRs and redeterminations during FYs 1996 through 2002, In 
response to legislative mandates, SSA developed the Scven~Ye,ar ~lan for conducting CDRs 
beginning in 1996 through FY 2002. The plan was implemented ip. July 1996 and updated in 
March 1998. 

Prior to 1993. all CDRs werc conductcd as full medica! rcv,iews. The full medical CDR 
process was lahor~intensjve and gener.llly involved (I) an interview of the bencflciary in u field 
office and (2) a determination of mcdical improycment by a State DDS-a step that involved 
development of medical evidence and a special examination, if needed. Recognizing the need 10 
streamline the process, SSA began using questionnaires. called CDR mailers. in conjunction with 
statistical proli1c~ in place of full medical reviews for some bencfi¢iaries. 

SSA developed statistical profiles for estimating the likelihood of medical improvement 
based on beneficiary information such as age, impairment, and length of time on the disabilily 
roll:'. For beneficiaries for whom the profile indicated a relatively low likelihood of medical 
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improvement, SSA ugcd the CDR mailer. When the profile lndlcaJed a relatively high or 
medium likelihood of medica! improvement, SSA used a full mcd!cal CDR. For thosc who 
received a mailer, SSA took an additional stcp to determine whether the responses, when , 
combined with data used in the pro liles, indicated thal medical improvement might have 
occurred. If so, the: beneficiary also received a full medical CDR. Individuals whose responses 
to a mailer confirmed the: profiled dahl indicating Ihal there was a low likelihood of medical 
improvement were not referred for full medical CDRs, SSA then set a future CDR date for these 
individuals, The CDR profiling and mailer process established in May 1993 enabled SSA to 
steadily increase the volume ofCDRs proccs:,cd from a low 01'73,000 in FY 1992 to 
approximately 240,000 ill FY 1995, i 

Using the proriling and CDR mailer process, SSA exceeded the 100,000 ca. ..c rcview 
mandated in FYs 1996 and 1997 and was up·lO~date in processing low birth weight CDRs and 
age 18 redeicrmin<lltOns. Overall, SSA processed more than 157,000 SSl-only CDRs in FY 
1996, In FY 1997, SSA processed more than 262,000 SSI-only CDR, and met the budgeted 
larget of 362,000 551 CDRs for FY 1998. 

,,
Data suggested that, after all appeals, the CDR;.; conducted ,lor 581 beneficiaries in FY 

1997 were expected to result in the ee:-.sation of benefits for an estimated 28,000 individuals. 
The OASDI CDR process in FY 1997 wQuld yield, after all appeals, benefit cessation of 
approximately 6,000 5S( beneficiaries who were also receiving OASDI benefits. Benefit 
cessations resulting from the FY 1997 CDRs alone were projected to reduce SSt progmm 
expenditures by an estimated $915 million from FY 1997 through FY 2006, 

, 
SSA planned to pursue the needed funding each year to prO:cess CDR workloads. With 

additional funding provided by the Congress, SSA expected 10 be up to date in processing all 
SSI-only CDR, by the end of FY 2002, The Agency expected to conduct approximately 3,6 
million SSl-only CDRs over the life of the Agency's 7~year plan. These numbers included cases 
overdue for CDRs, as well as newly~m,ltored ca:>cs, 

The following table, bused on SSA's Seven Year Plan, shows the number ofSSJ~only 
CDRs to be procc.~sed in FYs 1993-2002, Also included were the estimated SSJ program 
savings resulting from CDRs conducted in FYs 1998 through 2002', amounting to approximately 
$3 billion over this 5-year period. The Agency's efforts to maintain program integrity and 
improve stewardship could be measured most notably by program savings. 
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PROGRESS IN COMPLETINGSSI·ONLY CllR, FY 1998·2002 
7·YEAR CDR PLAN 

I,,,Number of Cumulative SSI Number of CDR, Percent of 
Fl'iCal CDRs Procossed I Program Savings 1 Processed 7·Year 
Year PJan TotalDuring Year I (in miUions} FY 199610 date , , 

781,000362,000 $751998 21.9%, 
, 
,, 685,000 1,466,000, 1999 395 41.1% 
, 

592,000 2,058,000 57,7%2000 1.020 , , 

78,2%2001 728,000 1,895 2,186,000 

2002 179,000 2,995 3,565,000 100% , , 

1 [neludes estimated Fedentl SSt program savings reslliting from CDRs conducted on OASDI 
beneficiaries c:oncurrently receiving 55) payments, 

SSI HIGH RISK PROGRAM 

I 

The General Accounting Office (GAO) designated lh:e SSI program as one of the 
Federal Government's "high risk" programs in 1997, The Annual Performance 
Plan briefly highlighted objectives designed to strengthen the integrity of the SSI 

program, 

The 551 progf'dm provides benefits to approximately 6.5 million needy beneficiaries who 
were aged, bl1nd, or disabled, Like olher meansMtested programs (hat respond to changing 
circumstances of individuals' lives, the SSI program presented challenges to ensure that it was 
adminis.tered efficiently. accurately, and fairly. As previously ment_ioned, in 1996, the Congres.s 
proVided SSA with speCIal funding authority that enublcd it to de~elop a Seven~YC<lf CDR Plan 
for FYs 1996 through 2002, dmmulically expanding the number of CDR, conducted, 

In Ocwbcr 1998. the Agency issued the first management report on the SSI program 
entitled. Management of the Supplemental Security Income Program, Today and the Future, 
detailing the Hggre;,;slve plans to improve payment accuracy, increase CDRs, combat fraud, and 
collect ovefPuymcms. SSA implemented seveml of the initiutives outlined in the rcport, such as 
new computer matches and processing mQre redeterminations in addition to more CDRs. The 
outcome was that SSA collected over $100 million more in debt in FY 1999 than il did in, 
ITI9~. I 
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IMPROVING PAYMENT ACCURACY 

The FY 1998 Payment Accuracy (Stewardship) Report prepared by OQA pointed 
out the major overpayment findings. 6 Most SSI overpayments resulted from 
beneficiaries' failure to report changes in three areas: income (particularly 

wages), financial accounts and living arrangements (for example, admission to a nursing home). 
These arcas were consistently among the leading causes [or overpayments. These failures to 
report or to feport timely did not necessarily imply attempts to dcifraud or mislead on the parI of 
bcncliciaries. There were many reasons why a beneficiary may riot have known or been capable 
of reporting a material change. 

The payment accuracy data provided in the 1998 report represented findings from 
reviews of monthly random samples of individuals who rcccived:SSI payments. The Agency 
based corrective actions and program enhancement initiatives on the report. SSA ran more 
computer matches, processed more redeterminations, processed more CDRs, and collected more 
debt. In 1998, OQA went from approximately 4,000 to nearly 7,000 cases sampled. The 
increase enriched its stewardship report. 

On August 21, 1998, Commissioner Apfel established a new computer matching 
agreement with wage and unemployment compensation data for the Office of Child Support 
Enforcement (OCSE) and nursing home admission data for the Health Care Financing 
Administration (HCFA). Both were considerably more complete1and timely than the matches 
they replaced. The OCSE matches covered all states and were co'nducted every quarter. while 
the old matches missed many states and were conducted semiannually. The HCFA match 
covered all states and was conducted every month. The old match was conducted annually and 
missed many states. The new matches allowed the Agency to make more timely adjustments to . ,
benefits, reducmg the number uf overpayments. 

The Agency continued its highly successful matches with correctional facilities that 
resulted in suspensions of thousands of prisoners who were ineligible for SSI benefits while in 
jail. In addition. the Agency enhanced existing computer matches and sought new ones. For 
example, the frequency of the match with the Department of Defense pension records was 
increased and a new match with the Immigration and Naturalization Service was under 
development. 

In addition to computer matches, SSA pursued realtime access to databases. This access 
would enable field offices to delect changes in income and resources even earlier than computer 
matches and, therefore, increase its ability to prevent and detect payment errors. In April 2000, 
SSA began a pilot to assess the value of realtime access to the wage, unemployment, and "new 
hire" databases of OCSE. A nationwide rollout of this real time access was expected to take 
place in FY 2001. 

(, Fisl:al Year 1998 Payment Ael:ur:Lcy (Stewardship) Report, pg 3. 

261 



The redetermination proces~ was one of the mosl powerful tools available 10 SSA for 
improving the accuracy of SSl payments. In FY 1999, SSA almost doubled Ihe number of high~ 
aror redelcnninations selected for review and il1vestigation-503;300 up from 272,700 in PY 
1998. The tOial number of redeterminations processed in FY 1999 was 2.1 million. up from 1.7 
million in FY 1998. 

(n addition to increasing the numba of redeterminations p~ocessed, SSA continued its 
increased CDRs with the ~pecial funding from the Congress as part of the Sevcn-Year Plan. 
SSA increased Ihe number of SSI·only CDR, conducled in every year from I 57.0()() in FY 1996 
10833,000 in FY 1999. As a rcsuh of those 833,000 CDRs, the benefils for 10 1 ,410 
beneficiaries were ceased. 

fn FY 1999, SSA processed over 1.7 million CDRs, more than twice tbe number 
processed in FY 1996. SSA continued with its Seven-Year Plan to ensure that it was current in 
processing all SSI CDRs by FY 2002. There were also initiatives ~nderway to improve the CDR 
process by iotproving the statistical profiling of the CDR selection process. 

COMBATING PROGRAM FRAUD 

I 

I n efforts to combat fraud, SSA and OIG examined cases involving residency fUCiOr!) 
along the U.S. borders with Mexico and Canada. As a '.'Csult, a mnjor effort was 
initiated in New York and later in New Jersey 10 rocus and further define Ihis issue" 

In the New York and New Jersey SSI Eligibility Verific<llion ProjeCts, almost 33.000 cases were 
examined, uncovering about 8,000 individuals who were overpaid, suspended. or terrninalcd. 
From June 1998 through August 1999, these projects uncovered $14 million in overpayments. 
Beginning in FY 2000, SSA began similar projects in every region!in the nation. 

SSA and the States have worked together to combat Collaborator Fraud whereby 
unscrupulous health professionals that help claimants fraudulently obtain dis,ability benellts, 
These efforts have evolved into COl units. As of December 1999, Ihc CDI unils in 5 Slules had 
processed 1,945 allegations and developed evidence to confiml 557 cases of fraud or similar 
fault [0 suppon deniah;. 

The enactment oftne Welfare Reform Act and the GAO's declaration of Ihe SSI program 
as a bigh-risk area in february 1997 caused the OIG to accelerate auditing efforts and develop 
additional slr,Hegies to prevent and detect fmud in this program. An audit was conducted 10 
identify vlIlncrabililies in the disahility determination process. The,OIG inlthltcd an audit 
entitled. Special Joint Vulnerability Review orthe SS} Program, after the Gcmgia DDS notified 
SSA that it was concerned that four generations of a family of SS1 rccipients may have been 
coached to fake physical or mental disabililics in order to receive payments. The OIG 
rccommend~ltions included actions SSA ncc{lcd to take regarding tqc monitoring of providers of 
examinations and a closer review of the reports made hy these providers. 
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One of the most significant actions that occurred as a result of this audit was the inception 
of the COl pilot. This project partnered 010 Special Agents with State DDS employees and 
local law enforcement entities to prevent and detect disability frauD primarily at the initial claim 
stage before benefits were paid. The COl project relied on the combined skills and the 
specialized knowledge of these individuals to combat disability fraud in their respective areas. 
The COl units were cxpected to achieve their goal by assisting the local DDS to denying 
fraudulent applications, and by identifying doctors, lawyers, interPreters, and other service 
providers who facilitated and promoted disability fraud. Pilots were initially conducted in five 
cities and there were plans to establish more COl units by the beginning of FY 2001. The 
projected savings of the COl pr~ject exceeded ten timcs its cost. The table below summarizes 
the accomplishments of the project. I 

FY 1998 FY 1999 FY 2000 TOTALS 

Allegations Received 518 1,098 1,841 3,457 

Confirmed Fraud Cases 53 378 
1 

714 1,145 

SSA Recoveries & 
Restitution 

$41,508 $226,610 $346,873 $614,991 

SSA Savings $2,855,250 $20,366,102 $39,631,627 $62,852,979 

Non·SSA Savings N/A $6,309,860 $20,825,132 $27,134,992 

Reflects data from October I, 1999 through September 31, 2009. 

SSA and other Federal and State Law Enforcement Agencies developed agreements to 
identify and suspend benefits for fugitive felons. Using a manual process from 1997 through 
2000, SSA and DIG have identified over 10,000 fugitive felons who were receiving SS!. This 
has resulted in detecting $24 million in overpayments. I 

Additionally, SSA implemented a series of training initiatives, wrote new procedures, and 
perhaps most importantly, maintained the focus on improving the accuracy orthe SSI program as 
one of the Agency's highest priorities throughout FY 1999. In FY '1999, initiatives to address 
the non-disability errors in the SSI program prevented about $230 million in overpayments. 
About $115 million of this was attributable to the initiatives taken for better training, better 
instructions, and greater management focus on payment accuracy. ! 
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SSA was in the process of implementing four major debt ,recovery projects that were 
expected to yield direct collections of at least $115 million over 5 years. The four projects were 
mandatory cross-program recovery, credit bureau reporting for delinquent Title XVI debts, 
administrative offset for delinquent Title XVI debts, and administrative wage garnishment for 
delinquent Titles II and XVI debts. Future plans were to implement the remaining debt 
collection tools for which SSA had been given authority. The ad~itional projects included 
Fedi?ral salary offset, private collection agencies, and interest cha.rging. 

SSA actions since the OelOber 1998 management report was issued, such as 
implementing new computer matches and conducting more redeterminations, also produced 
dramatic increases in the amount of debt detected and collected. The following chart indicates 
the success in uncovering and progress in collecting that debt: 

551 OVERPAYMENT COLLE~TION5 
(Dollars in Millions) 
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SSA made a commitment to be both more responsive to SSA claimants and beneficiaries 
and more accountable to the American people. For many years, SSA recognized the need to 
improve the administration of the disability programs. In March 1999, SSA released a repon on 
its management plan for the Social Security and SS) disability programs. 

The plan addressed four major areas and also provided a strategy for achieving the goal 
of improved administration of the disability programs. The majoriareas were: 

• 	 Improving the disability decision making process to en~ure that decisions were made 
as accurately as possihle. that those who should be paid were paid as early as ,
possible, and that the adjudication process was consistent throughout; 
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• Improving the return-to-work opportunilies for disability beneficiaries so that 
individuals who wanled to participate in the naHOI]':; workforce may do so; 

I 
• 	 Safeguarding the integrily of the disability programs by ensuring beneficiaries met 

the strict eligibility criteria for benefit payments and by protecting the programs 
agninst fraud: and. 

• 	 InCrCtlSeing undcrstnnding, through research, of both lhp incidence of disability in the 
U.S. and disability progrdffis, in general. so that policy makers CaO craft more 
responsible policies and legislation to assist individuals with disabilities. 

The Agency embarked on an ambitious series of initiativcs:and made great strides in 
efforts to improve disability quality. integrity, and customer service. The results of these efrorts 
were expected to be a disability process that was both more efficient and more responsive, as 
well as a proce,:;s in which claimants, beneficiaries, and taxpayers could have full confidence, 

The childhood disabilily provj,ion, of PRWORA in 1996 (ke Chapler IV. Childhood 
Disability) had a major impact on Agency'S efforts to improve administration ofil:; disability 
programs through CDRs. 

Agency Operation;., employees successfully implemented "~igh risk" initialives through 
additional fundmg from Congre;;s that was used to provide overtime hours for Field Office slaff. 
Implementation resulled in an increase in redetermination productivity due to the training 
iniliativcs, enhanced automation support. and increased management focus . 

. 
SSA made progress in improving payment accuracy in FY 1999. increasing the payment 

accuracy rate from 93.5 percent in FY 1998 to 94.3 percent in FY 1999. The improvement in 
payment accurJcy meant that in FY 1999, SSA paid $230 million less in erroneous benefit 
payments than the previoul' year. 

NONAGENARIANS 

The Nonagenarian Project was an SSA initiative that began in 1989 for Ihc purpose 
of verifying that the Agency'h oldesl heneficiaries were properly receiving their 
benefits, that any needed representative payees were In place, and to elunmate any 

poss:ible fraud activides, Jt was: another tool in the Agency's "seamless attack" against fmud, 
wa."iIC, and ubuse. ., 

In 1999. the project required FOs 10 contact Tilles II and XVI benefici41rics who were 
born in 1900 and 1901 and attained ages 99 and 98, respectively in 1999. The Agency beg~m 
using its IntrancllO control Nonagenarian cases and information more efficiently. Result;.: of the 
1999 project were as follows: 
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• 87,955 beneficiaries were initially selccted, 

• 	 17,590 cases were terminated for death before the FO attempted the contact. 119 
cases were identified a'i already having a personal contact, and 64 cases bud an 
erroneous dale of birth, This left 70,()38 to be contaetdl, 

I 
• 	 5,944 of those contacted-SA percent-were found to be in need of a reprcsenlUtive 

payee. 

• 	 144 claimants died at least six months prior to the compilation of the initial data files, 
but their dC<l!h hud not yet hccn reported to the Agency: Out of the 144 cases, 90 
claimants werc receiving direct deposit. In addition, 118 claimants were receiving 
Title II benefits only; sevcn were Title XVI recipients only. and 19 claimants were 
receiving both types ofbcnclil.s. These cases involved monthly benefits totaling 
$78,021.10 and overpayments totaling $4,897,850.43 a, of November 30. 1999. Of 
lhis amount, $614,269.85 has alreudy been rccovcred, , 

1 

• 	 Another 165 bcneficiaries, involving monthly benefits totaling $102,132,01 were 
suspended because the FO, after extensive research, was unable to loc,lle them, Some 
40 of 1hese cases were referred w OIG for investigatioflt The remaining eases were to 
he referred 10 01G if the claimants were slill not located within 45 days of the 
suspension action, ; 

I 

The Agency decided to suspend the Nonagenarian Project as of May 25, 2000 due to 
budget constraints. The Projecf was scheduled to include people bom in 1902 with an estimated 
nationwide volume of 48,947, including both Titles If and XVI bene lit cases, 

Negotiations continued with HCFA to pursue a national Medicare Non~Ulilization 
computer matching agreement as part of the Nonagenarian Project. [nitialfy, SSA would use this 
agrcement to request data on current beneficiaries on SSA roles over age 90 with three years of 
non-utilization of their Medicare Card. The Agency sought to hav~ the agreement in place by 
the end of the summer 012000 with thc first report provided by thc':.:.lart of FY 2001. 

, 
To ensure everything was in place us early as possible for the next fiscal year. SSA 

continued to work to perfect the Intranet site and the link with OIG. Fraud referrals had been 
submitted to OIG via the Intranet since June J. 2000, In November 2000, Operations notified' 
emIJ"loyccs Ihat the Intrane! system was working properly and that it was now mandatory for all 
fraud referrals to be submitted to OIG via the InlnIDcL A final deei,s!on was: made to go forward 
with FY 2001's Nonagenarian Project, The Project W~lS tentatively scheduled to include people 
born in 1902 and 1903 who received Title IJ and SSI benefits, Thc.Agcncy planned to house 
nationwide case information on one Jntranct site. 

The Agtncy made tremendous strides ill improving its stewardship of the Trust Funds 
during President Clinton's Administration by reinventing or improving many of its hu~[ncss 
practice;s .and responding to the public'~ CX.rectiitions. ~ 
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PRIVACY AND SECURIT,Y 

ENHANCING THE SOCIAL SECURITY CARD 

The immigration and welfare reform laws passed in 19967 required that Ihe 
Commissioner of Social Security develop a prototype Gf a counterfeit-resblunt 
Social Security card. Originally, the SSN was a way to record each person's 

Social Security earnjngs; the only purpose of the Social Security card was Lo provide a rct,:ord of 
the number so that employers could accurately repan earnings. The 1996 laws also called for 
SSA to siudy and report on different methods of improving the Social Security card application 
process. 

The use of the SSN as a general identifier in record systems grew tremendously over the 
years. The broad-based coverage of the Social Security program made the SSN widely available 
and a convenient common data clement for all types of record~keeping systems and data 
exchanges. The SSN was adopted for numerous other purposes so that it became the single mOSl 
widely used record identifier for both the government and the prNaic $CCIOr. 

I 
The pervasive use of the SSN led ~ome 10 conclude that it had, in effect. become a 

national identifier, a term generally viewed negatively in the United States. There were some 
that believed the public would be well served by using ,1 single idcnlificr. The implications of 
Ihe widesprcud use of such an identifier on personal privacy gencmlcd serious concerns both 
witbinlhc government and in society. The potential to profile people raised questions about 
limits 10 freedom of choice and m.:cess to society's services and benefits. Advances in 
information technology (e.g., the Internet and the World WIde Wch) ndsed. concerns I.l.hout 
increased opportunities for inappropriate access to pcr:-;onal infonnation. 

The CUlTcnt Social Security card was made of banknolc p:lpcr and served only as. an 
official verification of the SSN assigned by SSA to the person whose name was on the card. The 
card was neither proof of the bearer's identity flOr cilizcnship/non~citlzcn status and had no 
tram"lction vull,lc or data storage capability. The card that was uscd through the year 2000 
incorporated a number of security fcatures appropriate to a paper card formal. 

There were seven Social Security card prototypes devetoped in response to the mandate. 
They were a Plastic card, Card with picture, SecufC barcode stripe, Optical memory slripe, 
Magnetic strip(:, Magnetic stripe/picture, and Microprocessor/magnetic stripe/picture. , 

The prototypes illustrated different comhinations of security features and functionality 
covering the variety of card options available. The requirements for the usc of the enhanced card 
and results to he achieved were nOl speCified and. therefore. not evaluated for the potcntiai 

1 Scclion III of P.L 104·193, Persanal Rejpr}1lsihilify {lml W{}f* 0pPorfllniry R,c(;(mciliatioR Act of1(;9fi (Welfure 
Refimll Act) an!.! ~e,,!ion 657 Hf P.L. l!]4.·20S, Division C, IiIcRa/lmmigralfOlI Reform lIlld /mf/!l8rt1l1t !?cspomibifity 
Acr of 1996 (/lUtlltprarkm Reform Aa). ! 
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, 
benefits or drawbacks of each option beyond the security concern~, No option was 
recommended to Congress for Implementation because it wus beyond the scope of the 
requirement 

The legislation required an evaluation of the jmplicationl' if an enhanced Social SecUfily 
card was issued to all current number holders, about 277 million people. The card issuance 
process would have been significantly changed by adding citizenship or non-citizenship staWs 
infommtion, and for .some optlons, adding the number holder's picture or personal biometrics 
information to the Social Security, The new process would make issuing cards more costly to 
administer and more complicated for the public. 

, 

The cost of issuing an enhanced card to 277 million numbbr holders ranged from $3.9 
million to $9.2 million. depending On the card oprion sciecccd. The cost included contacting all 
number holders, processing costs (excluding staff overhead) to issue the new cards, Ihe cost of 
the card itself, and the cosl of special equipment needed to work whh each card option andlor to 
capture information to be included on the card, Due to the significant cost of issuing the 
enhanced card to all numbcr holders, the Agency considered tllfernatives. for example, the 
drivers' license or State-issued idenlily card for non-drivers. i 

Social Security also studied the feasibility of imposing a uscI' fec for enhanced cards. 
SSA historically opposed charging a fcc because its Icader:; believed that Social Security cards 
were a hask part of [he mandatory program. FurthcrmolC. failure to report changes in order to 
avoid paying a fcc would create discrepant SSA records. adding costs for SSA and olhcr 
agencies which relied on SSA data, 

However. SSA believed that charging a fee in connection with the card issuance was 
feasible. Because its current remittance process had low volumes, it would have needed \0 
streamline its collection process for the fcc. The cost of collecting" fees in conjunction with the 
issuance of2Tl million Social Security cards was $1.271 million, .The full cmt fee, induding 
card issuance and fee remittance processes, ranged from $19 to $38 per c<ud, depending on the 
option scll>eted. 

The IG studied Canadu's Sociallnsu("dllce Numher fee charging operation and concluded 
that SSA lihould charge a fee ofS13 forcach card. The IG study ~as hascd on the SSA 
replacement process and volumes for the current card. rather than a mass reissuance of an 
enhanced card. The (G also did not consider the COst of the remittance process or the changes 
needed Lo satisfy the security and integrity requirements, of a mass remittance process. 

, 
The Agency concluded thallhe issuance of enhanced cardsl eithcr prospectively or as a 

mass reissllancc, was feasible. However. the issuance of an enhanced card raised policy issues 
about privacy and the potential for the card to be used:is:1 nationai identification card. These 
issues would have to be addressed before i.ssuing an enhanced card. The legislative mandate 
appeared to contemplate a mass reissuancc. However, Ihis option 'rVllS much more costly and 
more burdensome (0 the public than a prospective issuunce or anot~er ahernative that did not use 

I 



the Social Security card to achieve the desired results. The total costs for issuing an enhanced 
card and collecting a user fee ranged from $5.1 million to $10.5 n1illiQn.!:I 

The extent {he public would accept an enhanced card and comply with reissutUlce would 
depend largely on the acceptable uses of the SSN and card and the tangible and intangible 

. benefits that the new card imparted. The issue o[rhe SSN as a national identifier recently 
rc.,<;urfuced when the SSN was proposed as the universal patient identifier in the Heillth Imurrmce 
Portability arlil Acc()umabilily Acl of1996. Many have questioned the wisdom of expanding the 
SSN to this purpose because ii could enhance an additional linkage 10 very sensitive personal 
informHtion. Potemial access to this data could have implications for cducation, employmenl, 
credit, imuran(;c, and legal aspects of life, 

The advenl of broader access to electronic data through the Internet gencrulcd u growing 
concern about increased opportunities for inappropriate access to i)crsonul infonnution by almost 
anyonc. Some people feared that competition among information 'service providers 101' 
customers would result in broader data linkages with questionable

l 
intcgrilY tlnd potcntial for 

harm, Expanding uses of the SSN and further technological enhancemerHs would ext\!r'ld the 
debate about the SSN a,~ the national identifier. ~ 

Many Americans, concerned about privacy, feared that it was vulnerable to political. 

business. and othcr socio-cultural factors. Protecting individual privacy is a highly complex 

situation because it must be balanced by what were seen as society benefits, for example, in 

public safety, law enforcement, research, and public health, For every example of puhlic 

concern over privacy protection, there existed a contmsling posilion where the public wams 

protection from criminal clements, inappropriate and poor health care, banking errors. etc, 

Societal forces were expecled to guide the evaluation and balancing of privacy policies and 

information uses. 


There was a heighlened concern about how the SSN/card would be used in the future. 
However, the development of relational data bases would make it possible for people to be 
identified wilhout the use of the SSN. Such databases could make usc of other personal daHl 
clements (e.g .. addresses. phone numbers, birth dale, parent's names, etc.). The important issue 
for the future would be how the managers of personal information!sysicms maintained a 
reputation for integrity. This was believed to be a significant deietrninanl of public confidence. 
A Census Bureau study found that the public's belief in the intcgri,ty of a governmcnI agency 
wa,<,; more important that tbe way the agency guaranteed confiden!J.ality. 

i 
The po\cntial for misuse of the S51\" grew dmmatic<llly durjng the 1990s as the use of the 

SSN expanded. SSA was under increasing pressure to take steps to: (I) ensure the accuracy of 
the SSN; (2) provide verification services to organizations that us~ the SSN as an identifier to 
protect their programs from errors, fraud. and abuse; and, (3) protect the public from and provide 
remedy 10 invasions of privacy or abuses of data thal was stored in public or private sector data 
bases that usc 1he SSN us an identifier. ' 

8 SSA Report en Cnogrc)O<;. on Ootinns for Enhancing Social Security Card, Executive Summary, p vii. 
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SSA verification workloads. related both 10 the lise and ml~lIse of the SSN, increased as 
its use expanded, Such verifications were done primarily through regular automated exchanges. 
SSA verified SSN's for employers to ensure the correct posling of wages and for other 
government agenc-ies to ensure accurale henefit payments. Wher<.; required by law and. in certain 
circumstances, where penniued by law SSA verified that the name and SSN in the files of third 
parties were the same as Ihose on SSA records. The Agency did not uniformly verlfy the SSNs 
llsed hy the private sector. Its disclosure pOlicy protected the privncy rights of the SSN holders 
and limilcd use of Agency re.''iources 10 the business of Social Sectlrity, None of the verifkation 
operations guaranteed that the person giving a number. even when prcseming the corresponding 
Social Security card, was the person to whom the SSN was assign?d, 

As individuals were adversely affected by enhancements in reeord keeping and data 
cx:ch.mge;;, that relied on Ihe SSN, legislation wa;;, proposed to resoJvc speeil1c pl'Oblcms. 
Congress, for the first time, was looking ut private sector usc of the SS!'l and offering legislation 
to address violations of individual privacy by the private sector involving the SSN. At the same 
time, olher legislative proposals were introduced to cxpund the usc of the SSN und/or card for 
specific purposes to enhance government efficiency or curb fraud and abuse. 

INTERNET SECURITY 

A major challenge to the development of all SSA Internet applications was lhe 
need for secure web programs that met and exceeded the industry standards for 
security and confidentiality and also had the confidence of the American public, 

Since modern computer security required the implementation of sophisticated software and 
control of acCC)o,S, the Agcncy worked with security Hnd privacy exPerts to uddrcss and prevent 
the problems of improper disclosure of personal information in SSA records, prevent fraud and 
abuse, and maintain the image and reputation that SSA eaJ'Ocd for prOViding efiklem and 
accurate service to the public. I 

The Agency approached these problems by developing authentication requirements and 
methods of acc(:ssing its Internet sites. Authentication examined w:ays to positively c:-:lublish ihat 
the person requesting information or perfonning transactions via th~ Internet was the proper 
beneficiary or applicant. The rules governing the level of aUlhenticaiion were set by the, 
Agency's Autht:nticrrtion \Vorkgroup, which had representativc:-. from variou:-. components 
within SSA. The workgroup reviewed each Internet application to determine the appropriate 
level of authentication required, The level of complexity of the authentication requirements wus 
determined by the nature of the inronnatton bcing disclosed. " 

The Agency learned much from one of its earliesl attempts to offer service through the 
Internet. TI1C P!!r~onal Earnings and Benefit Statement (PEBES) provided important wage and 
benefit information to workers and their families that could bc used to help make retirement 
plans, Public response 10 the service was very positive, From 1994 through 1996, the Agency 
invesligalcrl and engagcd in extcnsive tests to determine if it could offer the service via tbe 
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Internet while safeguarding the privacy of its customers' information. An indications were that 
it could. SSA began to offer the PEBES licrvice via the Inlernet in March 1997 and the initial 
overall response was positive. However. concerns regarding users being able to access and alter 
earnings information or view other privule data were exprcs~cd by some members of the public. 
Congress, and the news media. The Agency valued the public's opinion and responded 10 its 
concerns. 

Maintaining the public's confidence 
in SSA's ahility 10 keep confidc(ltial the 
sensitive dUla it maintained WaS. a primary 
goal. The Agency could nm afford ihe 
perception thai PEBES information was nOi 
secure. Bccuusc of these concerns, Acting 
Commissioner John J. Callahan announced 
on April 9, 1997, that he would temporarily 
sus.pend the PEBES Internet service. 

The Agency decided thai it needed to 
more Ihoroughly investigate the views of tbe 
public and nppropriate expert!' with regardliO to 
all aspects of Internet access to online 
PEBES. SSA held publk forums in ... ix 
different cities between May 5 and Junc 16. 
1997.50 that it could develop a better plan to safeguan1 confidential information for Intcrnct 
applications. The intent was to bring the Agency the best thinking of experts in relevant fields as 
well as members of the gencrul pUblic, 

ACfing Commissioner Callahan headed the forums, Each forum had Ihree panels; one 
panel consisted of privacy experts and consumer advocales, another was comprised of computer 
lCchnology experts including .security experts, and the third consisted of business USC!}; of the 
1ntcrnct, primarily in the banking and financial planning fields.. In September 1997, SSA issued 
a report to customers entitled Privacy and Customer Service in Ihe Electronic Agb 

The key to Internet integrity was the way that the public could access the applicaljons, 
The Agency tested Public Key Infrastructure (PKI) which was being used in conjunction with the 
California Medical Association for the electronic Iransmisslon of medical evidence. PKI used 
certificates to exchange digitally signed and encrypted data, and was also being jested wiih other 
electronic services and Internet applications, SSA partnered with CommerceNet. which 
provided all ncc:cssary support and development at no cost to SSA, to enhance its security 
measures. This included the further development of PKf and sma11 cards. 

The other method under development in SSA was the use of PIN and Passcode. The 
Pin/Passcode Workgroup wa... formed in fv1arch 2()(x). This group defined the business process 
needed to support the issuance of PJ/':s and Pass-codes for SSA customers, This induded 
workload ilems. work flows, who in SSA were rCl'oponsible for maintaining tbem. and sevcral . 
other considerations, PIN and Passcode usage were scheduled for piloting in January 200 I, 

SSA's ElecvtiWi Panel. oonsjSting of (lrom I) Joan Wainwright, 
Carolyn Colvin, Dosn Meslethaml, John Dyecf and Acting 
Commissionar John Callahan discuss electronic safeguards ....1th a 
panel 01 axperts during 11 IOrLlm n(JId in Washington, D.C. 
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SSA used ;.;t!ltc-or-fhe~4lrll\ortwure that carefully restrictl\ Ul\cr access to data except for its 
intended use. Using this software. only persons with a "need to know" to pcrform a particular 
job function were approved and granted access. Agency systems controls not only registered and 
recorded access, but also determined what functions <I person could perform once access was 
authorized. SSA security personnel a;.;signed a computer-generated personal identification 
number and an initial password to persons who are upproved for access «(he person must cbange 
the password every 30 days), This allowed SSA to audit and monilOr the actions indi\'idual 
employees took when they used the system, These same systems provided a means to 
investigute allegation;.; of misuse and wcre crucial in prosecuting employees who misused their 
authority, 

SSA approached cornputer ;.;ccurity on an entity-wide basis. By doing so. it addressed all 
aspects of the SSA enterprise. Thc Chief Informution Officer (Cia), who reported direccly to the 
Commissioner and the Deputy Commissioner, WU$ responsible for information ;.;y;.;!cm security. 
The CIO assured th.1I SSA initiatives were entcrprisc~wide in scope. The CIO .assured that all 
new systems had the required financial controls to maintain sound stewardship over Ihe funds 
cntnlsted to the Agency's care, 

In order 10 meet the Challenges of data security in a highly technological environment, the 
Agency adopted un enterprise-wide approach to systcms security, financial informulion, data 
integrity, and prevention of fraud, waste, and abuse. It had a fult-time stuff dcvolcd to systems 
security stationed throughout the Agency, in all regions and in the centml omcc~ SSA 
established centers for security and integrity in each SSA region. They provided day-to-day 
oversight and control over computer software, In addition. SSA had a Deputy Commissioner
level Office of Systems which supported !he opemling system, developed new soflware and lhe 
relatcd controb, and, in gcneral. a~surcd that SSA wa~ taking advantage of the latest in effective 
security technology. 

SSA began certifying its sensitive syslems beginning with the original OMB 
requirements publi;.;hcd in 1991, SSA·;.; !\Cnshive syslems included all programmatic and 
administrative systems. They abo included the network and the :;ystem used to monitor SSA's 
data cenler ope rut ions. The Agency required Deputy Commissioner;.; responsible for Ihose 
systems to accredit them. SSA 's pl~tnning and ccrtilication aCllvity was in full compliance with 
the National In'\litutc of Standards and Technology (NIST) 800~ I g guidance. In summary, SSA 
had in place the right aUlhorities, Ihe right personnci, und the righl :-;oftwarc control" to prevent 
penetration of its systems and to addre"" systems security issucs <1." they surfaced. 

INFORMATION SYSTEMS SECURITY PLAN 

SSA has maintained an infommtion system ;.;ccurity program for many years. Its key 
components, such as deploying new security technology, integrating security into 
the business process, und performing self assessments of its security infrastructure, 

to name a few. described goals and ohjectives that touched every SSA employee. Of particll];.ir 
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importance in the year 2000 were the activities related 10 the Presidential Decision Directives 
(POD) on infrastructure protection and continuity of operations. The Agency was one of Ihe first 
to complete an evaluation of all critical SSA assets. 

Given the importance of making ongoing monthly payments. SSA was elevated to the 
highest level of importance by the critical infrastructure assurance office. As part of this effort. it 
completed an inventory of all criiical assets and implemented an incidence response process for 
computer incidents. SSA also revised its physical security plans to assure facilities were 
properly secured. SSA was ooe of the key agencies that evaluated the CIO "maturity" model. 
This helped SSA compare itself with industry $Iandard$ ovemll. 

SSA's independent auditor, Pricewaterhouse Coopers, evaluated SSA's security program 
from 1996 through 1999. They gave many recommendations to strengthen SSA's security 
program. The Agency implemented 77 percent of their recommendalions and continued 
addressing the rcnHlinder l\ince they involved longer timcframcs for Implementation. They were 
expected to be completed on a now basis~with amicipation that all would he completed by the 
end of the FY 200 L 

SSA also had its own formal program of onsite reviews and corrective action. The 
Agency retained the independent conlractof. Dcloillc and Touche, to review its systems and 
overall manag'~mCI1t of the program. All of (his was tracked ill the highest levels through an 
executive intern,,1 control committee which the cro chaire-d and included the IG and key 
deputies. 

SSA believed that the zero tolerance policy paid off. as evidenced by the fae1thal almost 
all of the recommendations made to the Agency by independent auditors in the late J990s and 
the yctlr 2000 were pre-emp1ive in nature as oppo;;ed 10 a remedy for actual past ahuse. 
Nonetheless, when there was eVidence of an abuse of system privileges, addres;;ing the maHer 
was a numoer (mc priority for the Agency, SSA's 10 \-','a5 committed to the investigation and 
prosecution of tloy employee abuse case. Many of the employee ca.;;,cs IUmed over to the IG for 
investigation were first discovered by the Agency itself, 

On June 22, !998, Commis;;ioner Apfel issucd a notice to all SSA employees about 
administrative :ianclions to he lakcn against any SSA cmployfv'"C who <lhused his Of her systems 
privileges. Penalties were severe and led to the temlination of employment for any offense that 
involved selling data. On March 2, 2000. the notice was revised and updated. 

To ensure that SSA mission critical systems were up and running, a solid contingency 
plan was in place. In Augus! 2000. SSA completcd a successful test of all critical systems. Also, 
SSA had in place a hotsite as backup for its crilical operations, Tbese were recommcnJulion~ 
that Priccwatcrhouse Coopers thought il was importun! for SSA to comple1e. 
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MOVING AWAY FROM MAINFRAME SYSTEMS 

A ddressing systems security continued as a high priority for SSA. By design, !he 
Agency used a syslem architecture that relied ulmos. exclusively on mainframe 
systems and centralized databases. With this architccture, the Agency was ahlc 

to more lightly control computer security than those Agcncic<.; who were faced with large 
numbers of loea! and/or distributed systems. However, SSA. in an increasingly technological 
environment, has moved away from Ihc mainframe environment to more distributive sy~\tems. it 
carefully considered at every step of the process as to how to build in security features. SSA 
look a number of steps to ensure that Ihc new systems were as secure as possible. 

The Agency was on constant <tlert to identify both intrusion detection and denial-of
service type attacks. SSA's fircwull team used varioos scrviccf> that list current hacker activity in· 
order to identify the differenltypcs of uttackli and how to respond and avoid them. SSA uses. 
various filters on rooters to deny these specific intrusions. 

SSA supported tbe independent audit of its financial statements along wi£h the auditors' 
detailed testing of SSA 's systems. The Agency worked with vurious oversight bodies (e,g" the 
GAO and the IG) to rCVIC\", what it was doing and identify any issues they believed SSA needed 
to address. This assured that SSA was getting all the advice that wa.'i available, and doing its 
utmost to maintain the security of the computer systems and the data they contain. 

NEW EMERGING CONCERNS 

The Agency took both preventive and enforcement actions to protect infonnation in 
Social Securily file!'; from any wrongful us.e by its own employees and from any 
unauthorized access by outsiders. SSA took a very proactive approach to identify 

hacker activity and adopt the proper defensive posture 10 prevent imemlption to SSA's Internet 
services. The Agency used state-of-the-art lechnology to protect its network and was on constant 
alert to detect both intrusion and denial-of-service types of 3uucks. SSA's network was 
monitored 24 hours a day. nol only by SSA technicians. bUl also hy contract :-;ervkcs. 

The Agency constantly rc~cvaluated and, when necessary, tlpgmdcd the security features 
necessary to maintain tbe pllhlic's confidc!lcc that system:- weI'C secure. Computer security was 
top management priority. 

When Social Security first became independent in 1995 Hnd hud its own fO devoted only 
to SSA activities for the first time. the Commissioner as.ked the IG to make employee integrity 
the number one issue, The JG did so, and SSA had consistently requested additional re:-;ourccs 
for the IG and received support from (he Congres~ for those requests. The la's accomplishments 
and value to the Agency's efforts to maintain program integrity arc well documented in the 
office of the Inspector General's semi-annual reports 10 Congress. 
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SSA continued its long.swnding tradition of 
assuring the public that their personal records were secure. 
Both the Commissioner and the Deputy Commissioner 
gave systems security a very high priority. Emphasis 
bec~tlnc greater with the emergence of (he lnternCl as I.l 
service delivery vehicle. Secure information systems was 
an ongoing part of the mission. The Agency was aware 
that it could nol res! on past practices. but must conlinue its vigilance in every way to assure that 
it kepi the pubHc's records private and secure while providing exemplary service to its 
constituent:;.. 

Commissioner Apfel continued to provide leadership in "Program Inlegrity" hy 
developing plans for dealing with rapidly changing demographics and future projections by 
Agency strategists. His creation of the 2010 Visioll helped pOSition the Agency for years to 
come to deal with the runny implications and consequences of future progrnm integrity activities. 
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