CHAPTER SIX:
PROGRAM INTEGRITY
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he American public depends on the Social Security Program administrators to
I quickly and accurately provide benefits, properly record workers’ earnings, and
effectively safeguard its benefit programs from fraud, waste and abuse. Failure to
do this would seriously undermine the public’s confidence in government and its ability to
effectively administer programs and protect taxpayer dollars.

Social Security has been one of the most successful prograllns ever undertaken by the
Fedcral Government. Since its inception, it has enjoyed unprecedented public support. Yet the
Agency found itsclf in a peculiar situation in the carly 1990s: a popular program encased in an
unpopular government,

As arule in 1993, public confidence in government was low when President Clinton
served his first term in office. The Social Security Administration (SSA), then an Agency under
the Department. of Health and Human Services, endured a similar ]de of public confidence.
SSA was the subjcct ol a barrage of reports and periodicals descnbmb problems such as lengthy
delays in processing Federal disability benefit claims; making payments to bencficiaries with
addictions to drugs and alcohol; perccived potential closings of field offices, providing poor
phone service; rcalizing a surge in disability claims while downsizing its workforce; and issuing
conflusing letters to its customers to name just a few.

' Merriam Webster's Collegiare Dictionary, Tenth Edition, p Y31,
? Merriam Webster's Collegiate Dictionary, Teath Edition, p 608.
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The Government Performance and Results Act of 1993 (GPRA), signed into law by
President Clinton on August 12, 1993, enabled SSA 10 reduce or eliminate the problems
mentioned above. The Act mandated federal agencies submit long-range (at least five years)
strategic plans focusing on results, quality and customer service—outcomes rather than outputs,
cffectiveness rather than efficiency. Agencies were required (o report to both the President and
the Congress on the degree to which strategic goals were met. The overriding purpose of GPRA
was to improve the Federal Government’s performance.

The winds of GPRA were blowing strong even before its cnactment. Anticipaling both
the new law and the arrival of the first confirmed Commissioner of Social Security since
tndependence, Acting Commissioner Lawrence H. Thompson rcvilcwcd SSA’s planning
processes to build on past experiences and conflorm to the dictates of GPRA. On August 4, 1993,
Mr. Thompson elicited the Executive Staff's candid assessment ol both the planning and
budgeting processes, and solicited their specific recommendations.on how SSA could improve
these processes. This “mid-course™ review was seen as a critical “next step” to meeting the
growing cxternal demands and expectations of the GPRA stalutes.

On September 11, 1993, President Clinton issued Executive Order 12862, which dirccted
public officials to revolutionize processes within the Federal Government to provide service to
the public that met or exceeded the best service available in the private sector. The Executive
Order also supported GPRA by requiring each Federal agency to publish a customer service
plan, based on specific customer service standards, by September 8, 1994. High performance
was paramount to restoring public confidence and maintaining Agency integrity.

Shirley Chater became the Commissioner of Social Security on October 8, 1993
accepting the monumental task of restoring the public's faith in the Agency using the provisions
of GPRA and E.O. 12862. The Commissioner's strong support of strategic decision making
helped re-enforce the importance of planning,.

Commissioner Chater charged a workgroup to develop a plan to rebuild the confidence of
the American public in Social Security. The workgroup was comprised of representatives from
all of the Deputy Commissioners. They analyzed data, recapitulated the major public confidence
issues, identificd gaps in Agency knowledge. and recommended a strategy for rebuilding public
confidence in Social Security. This strategy was called,"THE CHALLENGE OF CHANGE:
Rebuilding Public Confidence in Social Security.”

The group focused on two major areas. The first was to document confidence levels and
determine the issues that drove confidence down. The workgroup found that the low levels of
confidence cut across all demographic groups and also discovered that the Agency needed to
broaden its knowledge about the confidence of its own employces.
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The workgroup discovered that there were a variety of reasons why people had little
confidence in Social Security. They generally fit into the following seven broad categories:

1. Trust fund insolvcncy?’ {1t won’ be there for me”},
2. Meneys worth (I could do better investing on nty own.™);
3. The role and significance of the trust funds (“The wust funds are worthless HOUs");

4. Broken promises ("Congress will change the rules by the time 1 retire anid Fwon't got
anything.” )

5. Undeserving” people getting benefits ("Drug addicts and mnigrants are geiting
money they don't deserve.”); ’
i
6, Service delivery issues (1 just get busy signals from the 800 aumber.™); and,
7. Ceneral distrust of government ("Government is wasteful and inefficient.”).
The second focal area was the development of a short-range plan and a long-term straegy
to address the issues and rebuild confidence in the Agency. The strategy included six specific

objectives identified as follows:

. Increase the public’s knowledge about Social Security and counter existing
misinformation.*

2. Restwore the public’s confidence in the trust funds by restoring \he long-range actuarial
balance of the trust funds.
3. Ensure that the Social Security program is well destgned and meets sound peblic

policy objectives,
4. Make Soctal Security more responsive to public input. |

5. Increase the knowledge and understanding of SSA empieyww about the issucs
confronting Social Security.

6. Reinvigorate public affairs throughout SSA. ‘

The workgroup presented its findings to the Commissioner approximately one year after
its inception. The findings equipped the Commissioner with information that she used to begin

¥ Executive Summary of “THE CHALLENGE OF CHANGE: Rebuilding Public Confidence in Sociad Seeurity,”
Execufive Summary. pg H.

*THE CHALLENGE OF CHANGE: Rebuilding Public Confidence in Social Scourity,” Bxceutive Smnmary. pg
iii.
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steering the organization out of a “sea of doubt” 1o an “ocean of assuredness.” The course and
speed of the Agency was about to change.

In January 1994, the Commissioner revised the three Agen:cy-lcvcl strategic goals to the
iollowing:

e Rebuild Public Confidence in Social Security
¢ Provide World-Class Service
¢ Create a Nurturing Environment for SSA Employees

In November 1998, the Agency's ability to accomplish the first two goals would be tested
after the discovery of a 1978 computer software design error by A'gcncy cmployces.
Approximately 426,000 beneficiaries were underpaid nearly $478 million. The Agency braced
itself for a deluge of inquires primarily from the toll-free phone service lines, which already
answered nearly 60 million calls per year. SSA quickly responded by assuring the public that all
of the money would be repaid within six months. Although $478 million was a sizable sum,
payments affected less than one percent of SSA bencficiaries and were comparatively small to
the $325 billion in benefits paid by the Agency.

The Social Security Administration’s stalfing decreased by! approximately 20,000
employees or 17 percent for the ten-year period immediately preceding the enactment of GPRA
and issuing Executive Order 12862. The Agency was expected to administer programs with
reduced staffing, do it better, and change its practices to restore organizational integrity. Due to
the changing demographics of its customer base, workloads were increasing in volume and in
complexity. In the carly to mid [990s, disability claims became the fastest growing workload in
the Federal Government; disability claims grew in cxcess of 70 percent. GPRA and the
challenges of Executive Orders 12862 and 12871 placed enormous demands on SSA. In some
regards, SSA was ill-equipped to execute actions to make the necessary improvements defined
by GPRA. It was evident that major changes would have to be made.

In August 1994 the President signed legislation (H.R. 4277) establishing SSA as an
Independent Agency, with unanimous consent in the Senate and House ol Representatives, SSA
became independent on March 31, 1995, and this was a major step in restoring the public’s
confidence. The new Social Security Administration was far more efficient, vigilant, and
responsive. Commissioner Chater reorganized and consolidated various planning elements into a
single component, the Office of Strategic Management (OSM), responsible for strategic planning
activities. ‘
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The Agency's
accountability became more
evident with the advent of
Independent Agency.
Several components played
key roles in assisting the
Agency in improving its
stewardship and maintaining
its integrity, which were two
major clemenis required in
regaining the public's
confidence. They were the
Advisory Board, Office of
Strategic Management
{OSM}, Office of the Deputy
Commissioner {or Finance,
Assessment and

_ 584 Commissioner Shirley 8. Chater unfurfing the new independent
Management (DCFAM), and agency flag following the independence ceremony. Also shown in
Office of the laspecior discussion are former Commissionar Robert M. Ball (center) and
General (OIG) former Commissioner Stanford G. Ross {back to camera). Also
lsgking on is Mrs, Robert Ball. March 31, 1895,

Kenneth S, Apfel was sworn m as the Commissioner of Social Security on September 28,
1997, Under hus leadership, there were o variety of myjor accomplishmenis to safeguard the

Agency's integrity and improve stewardship. [

The Agency releazed a comprehensive Disability Management Report that had four
goals. One goal was (o safeguard the integrity of the disability program. The Foster Care
Independence Act was signed into law by the President on December 14, 1999, giving the
Commissioner greater power to protect the trust funds through the.use of electronic mformation.
Sociul Sccurity’s FY 1999 Accountability Repont included the {irst GPRA Annual Performance
Report. SSA was the first Agency 1o publish the statutorily required report. Linder
Commissioner Apfel’s leadership, the Agency established an Electronic Service Delivery Project
to explore among other things more cost effective and secure means for providing service that
woitld further move the Agency toward achieving the exp{zctzztiozzs} of GPRA.

Program integrity was significantly improved through the combined initiatives of SSA
and OIG supported by legiststion passed during the Clinton Administration,
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STEWARDSHIP

OFFICE OF THE INSPECTOR GENERAL

Act of 1994 established SSA’s own Office of the Inspector

General. Until a new SSA Inspector General (IG) could be
nominated and confirmed, the Department of Health and Human Services’
(HHS) 1G, June Gibbs Brown, was appointed to manage her office as well as
the newly established SSA OIG. The HHS’s OIG transferred 259 staff,
including three senior executive service posiions, necessary equipment and
funding to create the office.

The Social Security Independence and Program Improvements

The OIG was required by the Inspector General Act of 1978 (IG Act),
as amended to: .

s Conduct and supervise independent and objective audits and investigations relating to
Agency programs and operations. |

* Promote economy, cffectiveness, and efficiency within the Agency.
¢ Prevent and detect fraud, waste, and abuse in Agency programs and operations.

e Review and make recommendations regarding existing and proposed legisiation and
regulations rclating to Agency programs and opcrations.

» Keep the Commissioner and the Congress fully and currenily informed of problems in
Agency programs and operations. '

|
« Empower the IG with the independence to determine what reviews to perform, access
to all information necessary for the reviews, and the authority o publish findings and
recommendations based on the reviews.

The SSA OIG’s mission was to improve SSA programs and operations and protect them
against fraud, waste, and abuse by conducting independent and objcctive audits, evaluations, and
investigations. The IG provided timely, useful, and reliable information and advice to
Administration officials, the Congress, and the public. The OIG proactively sought new ways to
prevent and deter fraud, waste, abuse, and mismanagement. OlG committed itself to diversity,
innovation, integrity, and public service.

The mission of the OIG was carried out through a nationwide network of olfices

comprising the Offices of Audit (OA), Evaluation and Inspections, and Investigations (Ol). Staff
in the Immediate Office of the OIG supported these three components.
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On fune 28, 1993, Commissioner Chater delegated to the 1G the suthority to implement
sections ] 129 and 1140 of the Social Sccurity Act. Civil Monetary Penalties (CMP) were
imposed against individuals and/or entitics who misused SSA symbols and emblerns {section
11403, or who made [alse statements and representations of matertal facts for use in determining
initial or continuing rights to Social Security benefits or payments {section 1129}, The first set
of rules was published in the Federal Register on November 27, 1995, which provided the
foundation to get the program off the ground. ‘

!

The Senate confirmed David C. Williams as Inspector General on December 22, 1995,
As the new 1G, he immediately implemented an aggressive hirtag program to build the
investigative strengih of the new OlG. Budget alfocations grew from $10.3 million in 1998 1o
£56 million in 1999 with staff nearly doubling, There were cnormous returms on Investmens,
Experienced investigators from other federal law enforcement ugehcies became integral
members of GIG. Their value o the Agency’s stewardship sole was apparent in the OlG reponts
released between 1995 and 2000
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*Reflects data from April 1, 1995, through September 30, 1995, Q
**Reflects data from October {, 1999, through March 31, 2000,

The OIG received 2,236 complaints in FY 1995 from sources both within and outside
SS5A. Ttopened 844 investigations, closed 679 cases, and obtained 287 criminal convictions.



recovered almost $3.9 million through fines, judgements, restitution, and recoveries. In addition,
$£35 million was saved through implemented recommendations o put funds o better use,

The O1G conducted a {raud valnerability review during its first year of operation (o
determine how o best use its limited resources to fight fraud, waste, and abuse in SSA's
programs and operations. The review identified arcas in SSA’s operation that were most
vulnerable to fraud. Using this information and it experiences in the first year of operation, OIG
restructured to build upon its original {oundation and bring focus to is operations,

L]

SSA hus long delivered service to the American public in & manner th fosiered
conlidence pnd trust in the quality of SSA programs and employees, The S8A tradition of
stewardship and responsibility o protection of public information stemmed from s inception
and was based in its first regulation (Regulation 1}, which established a high standard for data
protection. The IG7s reports included information that the Agency used 1o enhance it
performance and solidify public trust, :

The Clinton Administration initiated great sdvunces in techoology, enhancements in
mformation sharing initiatives, and emergence of a strong Internet presence throughout
Government. This new environment offercd many advantages in improving SSA efficiency,
public access, and employee job enrichment via advanced technology.

Recognizing that more online access created additional opportuntties for abuse, $5A ook
steps to implement formal sanctions for abuse of its systems. In 1993, the Agency released the
first formal set of Security Guidelines for Administrative Action, S‘SA also implemented an
annual employee recertification process for sysiems access that saine year, Fhe two transmitials
provided guidance 1o both employees and management regarding penatties for nrisuse of
information/systers and included a requirement for management to remind S8A employees of
their responsibility o safeguard public records.

In 1994, Commissioner Shirley Chater issued the first memorandum o all employees that
addressed privacy of personal information in Agency files. This memorarddum re-emphasized
employee responsibility 1o protect all Agency personal data that was collected while carrying out
duticy and reminded them of criminal and administrative penaldes if breuched. It addressed
details of inappropriate use or disclosure of information and gave emplovess two methods of
reporting abuses and concerns aleng with an option of anonymity.

Throughout the niid to late 1990s, SSA made great sirides in expanding is systems
nelwork, moving to a sophisticated client-server environment and greatly expanding information
exchange activity and data sharing with many more trading pariners. 1t also saw a great
metamorphosis in the way field office and other operating components had 1o address is
custamers. Paperfess processing and “one stop” shopping were prevalent themes, This was also
the era of “zero wlerance” for fraud.

On June 22, 1998, §5A7s Commissioner Keaneth Apfel released Administrative Penallies
for Computer Svstem Access Violations. This replaced the 1993 guidelines. A set of unifonm
sanctions entitied Sanctions for Unauthorized Svystem Access Violations was established 10
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casure SSA computer systems violations were treated consistently. Three categories were
extablished with the severity of penalty based upon the nature of the violation. Employees were
alse requested to sign ackaowledgements indicating that they had read and understood the
sanctions and whether they had cutrent acecss 10 the computer systems or not, The sanctions
were revised 1n a memaorandum on March 2, 2000, after concerns were raised about Category I
This category was defined as the unauthorized access of a record with disclosure to an
unauthorized source that does not involve personal or monetary gain and was not made with
malicious intent. The reservation raised about Category H involved the fact it did not distinguish
between disclosure of data o a person who was otherwise entitled to the information and the
more serious violation of disclosure of mformation to a person who was not entitied fo the
informution. The Commissioner listened 1o those legitimate concerns and decided to wevise
Category H (o acknowledge the difference between the two actions. Changes were also made
clarifying language in the other catcgories as well. 1 cited laws and guidelines requiring that
Social Security to maintain propor security of all Auvtomated laformation Systems (AIS)
resources, including data.

During the Clinton Administration, $SA Commissioners and IGs oversaw major
initiatives related o privacy and protection of information. To mainstain the confidence and frust
of the American people regarding Social Security prograrns and records, the Agency made
significant improvements in mechanisms and policies to enlorce prlt}pcr access and aggressively
address any misuse of Agency records.

There were a number of initiatives that began in 1996, The OIG established the Office of
Management Scrvices to provide support to its operations by providing human resources, budget,
and 3 variety of other sesource management needs, This office also hosted the November 2§,
1956 ribbon cutting ceremony launching the operation of the SSA Fraud Hotline, The Hotling
served a¢ the avenue for reporting allegations of fraud, waste, and abuse for $§A employees,
other Federal, State, and local government agencies; and members of the general public.

In addition, during 1996, the Office of Evaluations and Inspections merged with OA (o
create a nationwide capability to conduct both formal audits and evaluations. Combining the
knowledge, skills, and abilitics of auditors and evaluators enabled the OIG to focus on
identifying and recommending ways to prevent and minimize program fraud and inefficiency,
rather than detecting problems after they cccurred. This approach helped the Agency save
millions of dollars. After this consolidation, OIG moved away from the traditional “regional”
structure to “issue” ared teams that provided centers of expertise in cach of SSA’s program argas,

The QI slso created the Office of the Counsel 1o the Inspecior General {OCIG) in 1996,
Its primary purpose was to provide legal advice and counsel to the IG and senior staff on statutes,
regulations, legislalion, and policy directives governing the administration of S5A’s programs.,
The office was also established 1o provide legal advice pertaining to investigative procedures und
techniques, as well as conclusions drawn from audit and investigative activities. The OCIG alse
assumed responsibility for administering the delegated Civil Monetary Penalty (CMP) program
for the GIG. The OCIG worked diligently 1o publish final rules and regulations 1o buitd the
initial infrastructure to launch this program. Two sets of rides were published in the Federad
Register. The publishing dates were April 24, 1996 and December 13, 1996,
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The Agency and the OIG established a unique partnership through the National and
Regional Anti-Fraud Committees (o jointly combine efforts and forces in a scamless attack en
fraud, wasie, and abuse as part of the Agency’s “Zero Tolerance for Fraud™ campaign, These
committees hrought together O1G7s fnvestigative experience and SSA’s program expertise 1o
wentily and prevent fraad in SSA's program.

In 1994, the OA also initiated the Payment Accuracy Task Foree, which wax another
cooperative effort with SSA that focused on enhancing the Ageney’s processes to improve the
accuracy of its payments. The smallest percentages of error represented large costs o the
Ageney and the trust funds that it stewarded. The OIG aimed to set a high standard for
government excellence at 8SA through cooperative etforts.

The OIG established the Joint Field Operations Program thid was siaffed with highly
experienced investigators who drew on their experience and established confacts 1o focus on
significant fraud and enumeration violations against SSA. The Office of Investigations (O) also
established & Strategic Enforcement Division to conduct studies of emerging criminal trends and
look for the best ways 88A and OIG could prevent and detect fraud.

In 1997, the IG established the Office of Operations 1o serve as the focal point for the
OQIG's strategic planning, the Congressional liaison, and public aflairs activities. The OIG added
the Enforcement Operations Division at Headquarters 1 oversee the day-10-day field activities
ared crented the Sp{:cm Inquiries Division to handle sensitive investigations into allegations of
wrongdoing by sentor SSA officials.

The OIG implemented an initiative to ensure readingss o combat “electronic crimes.”
The Electronic Crimes Team was created to institutionalize the investigative capuability to
conduct computer forensic examinations, recover evidence in an clectronic environment, and 1o
provide expertise and iraining to OIG investigators across the pation, As SSA began to explore
the expansion of on-line access to services, OIG needed to ensure that it was prepared 1o idendify
andd pddress exploitation of SSA’s systems and clectronic services., ';

The National Anti-Fraud Committee held its first National Amti-Frawd Conference from
September 8 through 12, 1997 at SSA Headguarters. The theme of the conference was “New
Approaches in i New Environment.” Over 450 $SA employees [ror central office and the field
attended the conlerence. Representatives from State Disability Determination Services (DDS)
units and the General Accounting Office (GAO) attended. The conference featured discussions
on new investigative approaches and technology and systems issues. Acting Commissioner John
Callahan, Acting Principal Deputy Commussioner Joha Dyer, and Inspector General David
Williams participated in the conference and spoke to the atiendees.

The vear 1998 marked the start of large-scale investigative projects designed to address
magor problems facing SSA in the administration of is programs. Three of the most notable
operations that had major impacts on OIG’s successes were Operation Contender, Operation
Border Vigd, and Operation Water Witch,
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Under Operation Condender, OIG created [ive pilot projects under the coneept of
Cooperative Disability Investigations (CDI) teams. OlG’s work in this arex focused on
ndividuals who filed false claims or program participants who defrauded the progran: by muking
false statements or by overtly concealing factors that affected their initial or continuing cligibility
or entiticment for payments, QG joined with SSA’s Office of Disability and established CDI
wams in Georgia, Louisiana, Hlinois, New York, and California. These teamy were composed of
OI1G Special Agents and State faw enforcement officers, as well as 35A and State DDS claims
professionals. The DS referred suspictous cases to the team, which in tum collected evidence
to verify or refute the suspicion. If the team confirmed that the Claim was fraudoien, the DDS
was notified and it cither denied the application or stopped i}mcﬁi;&

Operation Border Vigil's purpose was to focus on a major vulnerability in SSA-
administered programs, The 1G initiated a variety of projects under this operalion across the
country to identify Supplemental Security Income {8S1) recipients receiving paymenis based on
fraudulont stalements regarding residency as well as other eligibiliity factors such ag citizenship,
alien residency status, age, income, and resources. The OIG also porticipated in Internationa
Integrity Projects with 8SA’s Office of International Operation to define problems inherent to
the distribution of benefus (o individuals living in foreign countries and to develop strategies that
addressed the issuges.

Operation Waier Witch was iniliated to imiplement pmvisi(!ms of the Personal
Responsthility and Work Opportunity Reconciliation Act of 1996, A recipient became ineligible
for SS{ benefits during any month that the recipient fled 1o avoid prosecution for a felony or fled
1o avoid custedy or confinement after conviction of a felony. Through localized and manual
processes, OIG Special Agents identified SSI recipients who were fugitives and notified the
warrant issuing agency and the SSA that the individual was ineligible for benclits, SSA stopped
payments, determined if the individual was overpaid, and instsated collection activities.

Recognizing that the operation would be more effective and efficient through the use of
computer matching, OIG negotiated with the Federal Bureau of Investigation (FBI, the US,
Marshals Scrvice, and the Nationa] Crime Information Center to establish computer-matching
agreements, By July 1, 1998, there were formalized investigative plans in all 50 States to
establish points of contact and define mechanisms through which 8SA and the State could
exchange computer-matching data.

The 1G abolished the Office of Operations, folded s § unctions iato the Office of
Management Services, and established a new Office of External Affaics in 1998, The Office of
External Affairs assumed responsibility for the OIG's Congressional and Public Affairs Program,
the newly established quality assurance funciion, and the conduct of OIG employee
investigations. The Quality Assurance Team performed internal reviews to ensure that QIG
offices held themsclves tw 1he same rigorous standards that were expected from SSA. The Public
Affairs Team commumicuted OIG s planned and current activities and their results to the
Commissioner and Congress as well as other entities.

The $SA Fraud Hotline was moved from the Office of Management Services in 1998 to
the OF under a new division called the Allegation Management Division. The move atlowed



ivestigators to more closely manuge the incoming ullegations and spply their investigative
experiise to gain morc efficiency in the Hotline operation. In FY 1998, the Hotline staff
processed nearly 30,000 allegations, which was o signilicant increase from the 4,106 allegations
in FY 1996, To keep pace with the growing number of allegations received. the Principal
Dreputy Comunissioner agreed to increase the SSA Fruud Hotline's staffing lovels in the next
year.

On luly 30, 1998, IG Williams was officially nominated to be the Inspector General at
the Depariment of the Treasury, hrmadiately upon his departure, the Deputy G, James G, Huse,
Jr, beeame the Acting 1G.

There were several major changes in OIG s organization in 1999, The O reorganized its
Headquarters divisions, abolished the Special Inguiries Division, and created the Manpower and
Adrministration Division to provide secessary resource, sdministrative, and technical guidance to
its field divisions, Also, in responsc (o the Presidential Decision Directives 62 (Terrorism), 63
{Critical Infraxtructure Protection), and 67 {Continuity of Government), the OIG established the
Critical Infrastructure Division (C1D} within the Office of Investigations. The CID worked with
S3A%s System Security Officers and representatives from 8SA's National Computer Cenier (0
define and administer an intrusion response program that included OIG notification and
mvestigation, if warranted. The division assumed responsibility for operating the Electronic
Crimes Team thal was created in 1997, ,

OIG also merged the Office of External Alfairs and the Office of Management Services
1o create the Office of Executive Operations, This component was responsible for a broad range
of activities including communicating the results of OIG's work to external stakeholders and
providing the internal administrative support for all OIG activities. This office supporied the
budget, humun resources, sysiems, public alfairs, and gquality assurance infrastructure {or the
entire Q6. ‘

In March 1999, OIG held the Grand Opening for a newly expanded Frand Hotline that
had increased in staffing to four times its 1998 size, The Hotline was relocated to a new statg-of'-
the-art {acility and it processed nearly 75,000 allegations representing a 150 percent increase in
productivity from FY 1998,

G luly 28, 1999, President Clinton submitted James G. Husc Ir.'s pominaton to the
Senate o becore the second G of SS8A. On November 10, 1999, thc Scnate confirmed Mr.
Huse's nomination and on November 22, 1999, in a ceremony in Baltimore, Marviand, Mr. Huse
was swaorn into office.

Late in 1998, the Congress passed the Identity Theft and Assumption Deterrence Act of
1998 (P.L. 105-318). This Act, commoaly called the Identity Theft Act, acknowledged that the
Social Securty Number (88N} was ¢ means of wleotifying an individual. This legislation
empowered luw enforcement authorities (o arrest, prosecute, and convict individuals who
fraudutently used another person’s 58N 1o creade a [alse identity, The law also charged the
Federal Trade Commission (FTC) with establishing a centralized identily theft complaint
database and providing informational material on identity theft to complainants. In addition, the
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FTC could refer idﬁiz‘iiiiy’ihcfﬁ allegations to Cut Out the mlddle man

appropriate Federal, State, or local law Social S o free
eunforcement agencies, as well as to the three octd e"lma s F F E am i

muajor credit burcaus. Since SSN misuse accounts

for over half of the complainis to the Fraud 5
Hotline, OIG aggressively began partnering with

other Federal snd Stawe organizations to reduce
the incidents and impact of these crimes and
maximize its resources,

Tao prouctively address identity theft, OIG
participated in a long list of activities that
included working with the Federal Trade
Commission (FT'C) 1o develop government-wide
educational muterial, reviewing and providing somehig it
input on FTC’s proposed wdentity thefl complaint | Mesds

) St Seeviry cand?
form, became of member of the Identity Theft Cutious sbout
Subcommitiee of the Law Enforcement Iniliatives [P beei?

. . R When yuw b
Committec and the Attorney General’s Council pan
. “ . . LTI
on White-Collar Crime, published an article o, S Satoi
entitled Social Security Number Misuse and ﬁ‘fﬁ;ffﬁ“
o A omv

Jdentity Thefl for the FT'C's Sumimer 1999 issuc ;
of Fraudbusters! Magazine, met with U8, Sentencing Comnussion representatives 10 discuss
sentencing guidelines for individuals convicted of identity theft, and launched SSN misuse pilot
projects in five cities across the Nation. Iavestigators provided the lead in working with various
Federal and State agencies on SSN misuse allegations referred to OIG and developed a referral
system that allowed for the sutonmted transfor of data between the FTC and the OIG Hotling.

The OCIG was instrumental in the prosccution of individualy guilty of viclating section
1140 of the Socisl Security Act, The Federul Records Serviee Corporation (FRSC) sent out
approximately 2.2 milhon solicitations each year that targeted new brides and new mothers with
deceptive advertisements. The direct mail solicitations to consumers appeared to be from, or
endorsed by, SSA. For a $15 service fee, they offered 10 process SSA's application forms for
name chunges and newborns” SSNs. SSA provided assistance in fi l ing out these forms free of
charge. OCIG collaborated with investigators, SSA's Office of the' General Counsel, and the
Department of Justice to obtain a prulmnndry mjunction and negotiate a favoruble scttlement of
this case. Under the terms of the settlement, FRSC was dissolved and the first two defendants
were ordered to pay penalties of $845.000 to the Social Security Trust Fund. Overall, all the
defendants agreed to pay over $1 million total to the Socusl Security Trust Fund,

The suecess and preventive nature of the CDI teams in the five pilot locations raused
$5A and OIG to add additional teams in Missourt, Oregon, and Texas, The Fugitive Felon
Project, under the former Operation Water Witeh, experienced a 287 pereent inereuse in the
number of fugitives identified afier implementing one electronic data match with one State.
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In FY 1999, OIG reccived 74,360 complaints, opened 9,238 investigations, and closed
7,308 cases. OIG obiained 3,139 criminal convietions and recoveéred aver $213 million through
fines, judgemenis, restitution, and recoveries. In addition, over 3519 million wus saved through
implemented recormmmendations to put funds 1o betler use. i

OIG had an vneventful transition into the new milleanium, primarily due to the diligence
of SSA’s systems staff, its own CID staff, and systems support stafl, The year 2000 began with
a Congressional and media focus on the issuc of representutive payees, resulting front one of
QIG s recent investigations involving a representative pavee serving over 140 disabled
individunls who had enbezzied over $300,000 in a 4-year period,’ To assist the Agency in
addressing this area, the 1G committed auditors to perfoming independent on-site audits of a
Hmited number of representative payees. These audits enabled the Agency to identify problem
areas that needed to be addressed to ensure that beaeficiaries” benefits were being soundly
managed. The 16 also opened three more CDY teams in New Jersey, Virginia, and Florida, By
the end of Y 2000, eleven teams were expected (o be operational.

O continued Hts aetivities in the SSN misuse and idcntit)! thelt arena. It needed to
ensure that the office was equipped with the necessary tools and resources to address the flood of
complaints that it anticipated from the Hotline and the FTC, The OIG participated in two key
events that brought the private and public sectors together to discuss efforts to address identity
theft. The first of these cvents was the Canadian Identity Fraud Workshop held in Toronto in
February 2000. The OIG gave o presentation to Government representatives from Canada,
Australia, and the United Kingdom on identity theft in the United States. It also participated in
round table discussions with representatives from other Nations to identify common problems
and possible remedies,

The second event, the National 1dentity Theft Summit, held in March 2000, was hosted
by the I)cpartment of the Treasury in Washington, D.C. and incorporated five panels to discuss
victim issues, pmvcnzzen measures, and shori-term remedies for both the private sector and
govemmental agencies. The OIG co-coordinated the preveation panel, which the 1G moderated.
This panel was designed to give the attendees ideas and suggestions on how o prevent identity
theft.

To further #s fight, OIG proposed o the Congress and SSAZ_ that they expand the CMP
program to include SSN misuse and identity thefi penalties for those cases that were not accepted
by the LS. Auorney's Office for prosecution. The OIG detailed o lawyer to the Department of
Justice to assist in the prosecution of SSN misuse and identity theft cases.

From October 1, 1999 through March 31, 2000, the OIG received 44 944 complaings,
opened 4,277 mvcmgatwm and closed 4,069 cases. [t obtained 1,169 ¢riminal convictions and
recovered over 5122 miilion through fines, judgements, restitution, ‘and recoveries. In addition,
aver $170 million was saved through imiplemented recommendations to put funds to better use.
The G estified before House and Senate Comimittecs on tor occasions from March 7, 2000
through September 12, 2000,
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The IG was in continuous dialogue with Congressional commitiees that sought legislative
remedics o strengthen SSA programs and to provide the investigative tools to prevent, identify,
and deter criminal activily and assist the Agency in maintaining its integrity. The chart below
provides return on investment information for the SSA OIG since its inception. It’s only one
indicator of the successes of the Office of the Inspector General.

1995* $10,300,000 538.9?0,-360 4-1
1996 $25,800,000 $1 24,022,5730 5-1
1997 $37.400,000 $767,463,244 20-1
1998 $49,200,000 $2,449,093,495 49-1
1999 $56,000,000 $817,661 ,|342 14-1

*Reflects data from April 1, 1995 through September 30, 1995.
)

Each component of the OIG was dedicated to advancing SSA’s goal to make SSA program

management the best in business, with zero tolerance for fraud and abuse.
I

FRAUD INITIATIVES/PROGRAM INTEGRITY

rightfully expects SSA to be vigilant stewards of its tax dollars. [n fulfilling its

mission “to promole the economtc security of the nation’s people through
compassionate and vigilant leadership in shaping and managing America's Social Security
programs,” SSA believed that fraud and abuse were unacceptable at any level and operated to
reflect its belief.

S SA has always taken its stewardship role very seriousiy. The American public

The potential for deliberate acts of deception exists in all government programs. While
SSA had not found widespread fraud in its programs, any level of fraud was a source of concern.
Independent Agency status allowed SSA to take sieps to expand anij strengthen the OIG by
providing additional investigative resources flor combating fraud. One goal of the Agency was to
continuc to increase its attention to deterring fraudulent activities and bringing to justice those
who committed fraud, whether members of the public or SSA cmployces. To accomplish this
goal, SSA established three major objectives:
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e Change programs, systems, and operations to reduce instances of fraud;
« Eluninate wasteful practices that erode public confidence i1 88A; and,
s Proscoute vigorously those who damage the integnity of SSA™s programs,

[nitially developed in 1996, SSA and OIG devised a comprehensive Key Iniative taciical
plan to strengthen the public trust and confidence in S§A and to assure the highest level of
integrity in SSA programs. The tactical plun reflecied broad, Agency-wide participation with
initiatives identified at a grassroots level throughout the Agency. A principal part of this tactical
plan initiative was the creation of a National Anti-Fraud Commitice whose function was to
oversee, direct and support the Agency’s anti-fraud plans and activitics. The Nationul
Commitiee was comprised of SSA senior stalf and co-chaired by the Deputy Commissioner for
Finance, Assessmont and Management and 8SA’s Inspecior General.

In addition to developing its own aati-fraud initistives, the National Commitice oversaw
and supporied Regional Anti-Fraud Committegs, which were established to coordinate anti-fraud
strategies i each of S8As ten regions. The Regional Committees included Regional
Comnissioners, other Senior SSA and OIG staff, as well as managers of SSA Ficld Offices.

The National Anti-Fraud Commitiee fully supported the SSA/OIG Combating Fraud key
initiative tactical plan. The tactical plan initiatives were designed to provide stewardship and
oversight consistent with increased public confidence, while aggressively deterring and detecting
fraud. The Agency was very mindful that reports of fraud, waste, or abuse would trigger public
perceptions that $8A was not efficient or that it did not make the best use of tax payer dollars.

Four Regional or National Anti-Fraud Conferences were held from September {997
through May 1999, These conferences provided a forum to discuss new ideas, as well us existing
initiatives, Since 1997, SSA has published the Annual Report to Emplovees on Anti-Fraud
Initiatives to inform employees about the Agencey’s anti-fraud efforts and to generate new ideas
and recommendations.

H

Perhaps the Agency's biggest contributors te its anti-frand efforts were the employees in
SSA’s 1,300 hield offices whose commiiment to maimaining the integrity of the Social Security
programs was unswerving, Il was often field office and DDS employces who uncovered
fravdulent schemes. These employees were the biggest assets in the Ageacy™s fight against
fraud, SSA was commitied to continue training them in anti-fraud practices and sceking
additional 100ls 10 make their anti-fraud commitment casier and more effective.

Compongnis partnered in a number of initiatives to capitalize on the skills of staff and to
make the most of Hraited resources. The OIG believed that a constant flow of mformation
among i1s auditors, investigators, and attorneys was critical to the suu,c&x, of improving S8A
prograen imntegray, The Agency and OIG also worked with other Federal and State agensies on a
number of initiatives.



EMPLOYEE FRAUD

L3

I
{though the vast majority of S5A’s 63,000 employees were proven trustworihy

and dedicated civil servants, a few corrupt employees could conpromise the

integrity of the Social Security system and undermine the public’s confidence in
the Agency's programs. Because of this, the detection of employee fraud was an investigative
priority.

The O provided the lead in a cooperative effort with various financial institutions to
uncover a scheme where SSA emplovees provided private information from SSAs databases to
eutside individuals, The individuals used the information to activale stolen credit cards. Since
the project’s inception in 1998 to March 31, 2000, the O] identified 12 §5A employees involved
in the activities and $1.4 nllion in fraud loss w finsncial instiutions..

+

H

SERVICE PROVIDER FRAUD

own funds, While the vast maiorily fuliitied their roles, there were some

representative payees who misused the benefits of their clients. The Agency and
the IG were commilted to detecting und punishing individuals who commitied this type of fraud
as well as identifying ways for SSA to improve B oversight of representalive payees.

S SA appoints representative payees for individuals who are unable to manage their

The OIG audit work identified two major challenges facing BSA concerning the
Representmive Payee Program. They were the processes of selection and monitoring of
represemative payees. When SSA determined a beneficiary was “incapable of " or “probibited
from” managing their benefits, $SA sereened and selecied a suitable represemtative payee. The
Agency used g preferred Hist 1o inftiate g search for a suitable representative payee. SSA
generally preforred 1o appoint relatives as represemtative pavees mi%}er than {riends or other third
partics.

S5A interviewed and “investigated” prospective representative payees to determine their
suitability. It was not a formal investigation, but rather 1 means to conduct an S5A records
verification. Some of the documenis that SSA reviewed were drivers” licenses, state
tdentification cards, bankbooks, and credit cards. The Agency gencrally did not verify the
accwracy of the information presented unless it had a reason (o question the applicant’s
suitability. The Agency verified that the prospective representative.payee had not been
convicted of a {elony against Social Security programs. [

For organizational payees, SSA verified the Employer Identification Number (EIN) of the

represeniative payee by comparing the EIN on the representative payee application to the EIN on
S8A s records. 8SA did not perform credit or security background checks on prospective
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individual or organizational payeces to determine if they had financial problems, bad eredit, or if
individuals or employees of the organization were convicted of any other felony.

The Agency had safeguards in place to ensure that representative payees did not misusc
benefits, The safeguards included requiring an anpual accounting report from all representative
payees for eacl individual under their care and performing on-site reviews of representative
payees, !

The OIG's December 1996 report entitled Monitoring Representative Payee Performunce:
Nonresponding Pavees identified several problenis with representative payees who did not
provide these annual accounting reports. The IG recommended that SSA determine why
representative payees did pot complele and return accounting reports and determine whether SSA
staff were property processing systems-generated alerts for payees.who did not respond. 8SA
responded by proposing to conduct Quick Response checks when represeniative payees did not
return the repons,

On-site reviews were visis with the representative payee ez’i‘ the administrators of
orgamzations and consisied of an examination of the accounting records and interviews with
beneficiaries to determine if their aceds were being met or if they were experiencing any
problems. While the reviews may net have uncovered all instances of representative payee
abuse, the Agency believed the reviews provided o deterrent effect for those who were prone 1o
cominil this type of fraud, especially of those representative payees who did not submit the
annual aceounting form

In a March 1997 evaluation report ontitled Monitoring Representative Pavee
Performance: Roll-Up Report, the 16 recommended that 8SA conduct 2 more thorough
screening of potential representative payees. As aresult, SSA proposed legistation that would
require non-governmental organizational representative payecs to be both bonded and hicensed,
providing that licensing was available in the State, The Congress later introduced the proposal.

The March 1997 repon also included recommendations for SSA 10 conduct periodic
reviews of selected payees and change the focus of the currem process from accounting to
monitoriag and compliance. By focusing on compliance issues, SSA could learn in a timely
manner whether or not a problem existed. The Agency embarked upon actions inlended to
address various aspects of its representative payee mopitoring and oversight.
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SSI ELIGIBILITY P‘RQJEQT

SA partnered with Of in 1998 in an 8§81 Eligibility Project that was designed to

determuine the extent of violations concerning eligibility requirements (or the SSI

program. Staff mailed questionnaires to a sample of recipients, and if they were
not answered, face-to-face interviews were requested. Within a short amount of time, it became
clear that certain individuals had given fadse information 1o S8A about their residence status in
order to make them eligible for S8 payments. In addition, others were identified who, after
having been declared eligible for 881, returned o their country of origin and continued to receive
551 payments. '

The Office of Audit (QA) conducied a review, The Adeanacy of the Residency
Verilication Process for the Supplemental Seeurtty Income Progran, 1o determine the adequacy
of the process used in the project. The review also determined if 8SA provided the proper
guidance to field offices to verify that recipients were ULS. residents, OA recommended that
SSA revise its procedures to provide for expanded residency écvcii)pmcm.

Becausc of the success of these mvestigations OIG collaborated with SSA’s New York
Regional Office, New York City, and New York Ntate officials to identify 581 recipients who
obtained payments iHegally or contrary w regulations. Perhaps more importantly, it was
determined thai this method could be used o identify botb suspect S8 and Old-Age, Survivors
and Disability Insurance claims ai foreign sites and other U.S, Tocations,

SSN MISUSE |

ccause SSN misuse can strike of the

core of SSA’s programs and operations,

the OIG knew that misuse would be one
of #g major workioads. One of OIG's first reports
issucd as the new SSA OIG deall with the effectiveness
of computer profiling to deteet suspected fraudulent
enumeration and claims activity. Other reviews
conducted revealed some alarming trends and issues -
related 1o SSN misuse. OIG recommended actions thal “The most misused SSN of all times”
would strengthen SSA’s enumeration process and help \
i prevent SSN misuse, ;

One of those reviews, Using Social Security Numbers to Commit Frand, documented
vulnerabilities in 8SA’s enumeration process and highlighted sceveral SSN fraud cases that OIG
investigated and referred to the Department of Justice for prosecution. In the report, three
recommendations were made: 1) SSA should incorporate preventive controls in s Modernized

¥




Enumeration System; 2} SSA should require verification from the issuing State when an out-of-
state birth certificate was presented as evidence for an SSN application; and 3) SSA should
continue its efforts to have the Immigration and Naturalization Service (INS) and the State
Department {(DOS) collect and verify enumeration information for aliens,

The Agency's Enumecration at Entry initiative was expected to greatly improve the way
SSA assigned SSNs and issued SSN cards to non-citizens. With this initiative, INS would
electronically forward the data collected as part of the immigration process to the Agency to
assign SSNs and issue Social Security cards. This change served two important goals: fraud
prevention and improved customer service.

The initiative would increase and protect the integrity of the enumeration process by
closing off opportunity for illegal work and other crimes. Prior to the initiative, non-citizens
presented INS issued documents in SSA offices as proof of alien status and authority 10 work.
The INS could not authenticate the documents for some time after the non-citizen’s arrival
because the data was not available in any INS system. This lag allowed dishonest individuals to
present faise INS documents at SSA offices und fraudulently secure SSNs for illegal work
activity or credit card scams. With INS and the DOS collecting enumeration information during
the immigration process and quickly passing it on to SSA, the Agency could ensure that a non-
citizen’s lawful status and authorily to work were never in doubt when it assigned an SSN.

Better overall governmental efficiencies and savings were expecied to flow from the new
streamlined process. Prior to the new process, legal non-citizens had to apply for Social Security
cards at SSA offices, where they were required to furnish virtually the same information they
gave to DOS and INS for immigration purposes. Assigning SSNs based on information
collected by DOS or INS would save the individuals the additional trip to SSA and only require
them to give the information once. '

Over the years, the Agency tightened its SSN policies and instituted different procedures
and systems checks to prevent fraudulent documents from being used to obtain SSNs and SSN
cards. Essential to the Agency’s ultimate goal to prevent fraud was ending its dependence on
documents that might have been forged or misused by the dishonest in an attempt to acquire an
SSN. l

The Agency’s prior efforts to prevent the use of fraudulent documents to obtain SSNs
included:

¢ Instructions for SSA employees on examining documents submitted as evidence for
an SSN (i.e., prool of age, identity, and U.S. citizenship'or alicn status).

*  An SSA system that tracked applications for SSN cards submitted with “suspect™ or
“frandulent” documents. This capability prevented an individual with fraudulent
documents [rom “shopping around™ for an SSA office which might accept them. It
interrupted the issuance of an SSN card pending furthcri'invcsligation by the SSA
office.
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s S55A used the INS Systematic Allen Vonfication for Entitlements (SAVE) program to
verify every INS document presented with an appl mathz for an SSN card except for
documents from slions who have not been in the c@uazry long enough for information
to be available through SAVE.

The Agency’s Comprehensive Integrity Review Process alerted Hield offices when
multiple Sacial Security cards were sent (o the same address over a shont period. The offices
then investigated to determine whether the alornts reflected uny fraudulent activity.

H

The Esumeration at Entry initiative proceeded with a phased in approach:

Phase 11 The DOS will colleet cnumeration data for immigrants along with visa
information and forward # 1o the INS that will, in wrn, forward the data to
SSA,
« 1
Phase 2: INS will forward to SSA the enumeration data collected from aliens changing
from noniminigrant alien status to permanent residents; and

Phuse 31 INS will forward (0 SSA eoumeration data collected from alicns applying for
permission Lo work and 1ssued employment authorization documents (EAD}.

The Enumeration m Entry initiative would provide a better overall enumeration process for non-
citizens, deter the use of fraudulent documents, and allow applications for 8§Ns as part of the
UNIMEFALON PIOCess.

The following chronology details activity on the non-citizet enumerstion process:

F
At

SSA wrote to INS requesting INS explore with SSA new ways {0 enumnerate non-
citizens. SSA and INS mef to discuss now ways 10 cnumerate non-citizens.

INS informed 85A thal it could not assist SSA then in enumerating aliens because
of higher priorities and operational considerations,

1994  S$SA and INS reopened discussions on exploting new ways o enumeraic non-
citizens.

1996 SSA and DOS signed a niemorandum of understanding for DOS to colleet
enumeration information for immigrants ax part of the immigration process.

1997 Pr onsed rule published to permit the DOS and INS 1o collcet information needed
o assign SSNs to aliens,

998 Final rule published to permit the DOS and INS io collect information needed to
assign SSNs to aliens. ‘

In addition (© the conmplexity of coordinating this initintive with three agencies, two
separate picces of legislation (the Hlegal Immigration Reform and Immigrans Responsibility Act



of 1996 and the Taxpayer Relief Act of 1997) required INS and SSA to tcmporarily set aside
work on the Enumeration at Entry effort. i

The INS set aside its review of the draft memorandum of understanding (MOU) reccived
in Junc 1996 to focus on implementing the requirements of the 1996 immigration reform
legislation (enacted in September 1996). The INS completed its review of the MOU in June
1997 and returned it to SSA with minor comments. '

SSA began revising the MOU to incorporate the INS comments but put it aside when the
tax legislation passed in August 1997, That legislation required SSA to collect additional
information when assigning Social Security numbers to children for income tax purposes. As a
result, SSA decided to limit the collection of enumeration information to adults (individuals age
18 and over) only for the Enumeration at Entry initiative.

The Agency revised the MOU and returned it to INS in March 1998. Becausc of high
workloads and other priorities, the INS did not complete its review of the revised MOU until
July 2000. SSA, INS, and DOS began meeting in July 2000 to discuss final MOU language.

In a report related to one of the new CIG’s first reports, An;'nlvsis of Social Security
Number Misuse Allegations Made to the Social Security Administration Fraud Holline, OIG
identified the different types of SSN misuse allegations and estimated the number ol occurrences
for each category during the period of review. The analysis showed that the sampled OIG
Hotline allegations could be placed in five categories: identity verification; sales solicitation;
loss of SSN card; problems with the SSN; and identity theft. About 81 percent of the SSN
misusc allegations the Hotline received related directly to identity theft.

In an effort to prevent program-related SSN misuse, OIG conducted work that considered
the possibility of SSA using biometrics technologies. The report, Social Sccurity Administration
is Pursuing Matching Agreements with New York and Other States Using Biometrics
Technologies, outlined the possible benefits 10 SSA of pursuing matching agreements with States
that have employed biometrics technologies to combat fraud and identify ineligible recipients for
social service programs. OIG believed that SSA could use the results of New York State’s
biometrics program to identify individuals who were improperly receiving benefits, thereby
reducing and/or recovering any improper benefit payments.

FOREIGN ANTI-FRAUD ACTIVITIES

vigorous schedule of foreign validation surveys during which beneficiaries’

entitlement and continuing eligibility were re-checked and their existence and identity
were verified by personal interview in their homes. Seventeen surveys were conducted from
Januvary 1993 to August 2000. The countries surveyed were Mexico, Hungary., Dominican
Republic, Philippines, Jamaica, Ecuador, Argentina, Yemen, Costa Rica, Panama, Canada,
Poland, Trinidad and Tobago, Portugal, Spain, Italy, and France.

In keeping with the Agency objective of “zero tolerance for fraud,” SSA maintained a
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In addition, SSA greatly increased the number of special contact programs and
verification projects wherce validation surveys or other information indicated a potential problem.
In fiscal year 1999 alone, over 20 special integnity studies were initioted, These studies were
conducted by the RFBOs and Foreign Service Post (FSP) personriel and gencrally designed to
uncover unreported deaths or other payment eligibality irregularities,

On December 14, 1999, President Clinton signed H.R. 3443, the Foster Care
Independince Act. The act included provisions that strengthened the Agency’s abilitics to
recover overpayments, prevent and combat fraud, protect beneficiaries {rom unserupulous
representatives and health care providers, and provide better service 1o SSA customers,

The act made representative pavees of beneficiaries Hable for OASD] or 8581
overpayments caused by payments made 1o a beneficiary who had died and required the Agency
to establish the overpayment oo the representative payvee’s SSNU It extended to the 881 program
alt of the debt collection authorities that were presently available for collection of overpayments
under the OASD) program and included procedures for imposing penalties for making false or
misleading statements that would be used for determining eligibility. The act also helped protect
beueficiaries by barring representatives and health care providers from the OASDI and S51
programs if they had been found to help commit fraud.

PRISONERS

benefits if they became inmates of a public institution {including a prison}

throughout a calendar month, In 1980, Congress passed legistation requiring SSA
to suspend payments to incarcerated felons entitled 1o Social Security disability insurance
benefits. In subscquent years, additional legislation was passed reguiring 88A (o stop benefits io
al} categories of Social Security Retirement, Survivors, uad Disability tnsurance (R5DD
beneficiuries convicted of crimes punishable by T-vear imprisonment, This included those found
not guilty by reason of insanity (NGRT) or incompetent to stand trial.

S ince the SS1 Program’s inception in 1974, SSI recipients were not eligible for

Initially, SSA Field Office (FQO) personnel contacted the various facilities to obtain the
information needed to suspend benefits to inmates of public institutions. The specific resources
available in an FO or the fucility made the effectivencss of this approuch vary. Alter passage of
the 1980 Jegisiution, SSA made further efforts to obtain prisoner information by having the
Regional Offices contact State prison officials. Some States readily agreed to provide
information, buf others were slower to agree.

While SSA made steady but slow progress to secure data and 1o identily prsoners, it did

not effectively manage or monttor the prisoner suspension process. In addition, the pnsoner
suspension activities did not compete well with other Agency priorities.
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In 1994, the Office of Program Policy (OPP) internally changed the organizational
responsibility for the prisoser suspension policies and procedures, und $3A began o more
intensive resexamination of its administration of the prisoner provisions, I quickly concluded
that it needed 1o devote much more aggressive attention (o this area, and the Agency recognized
three najor barriers 10 full compliance with the law: ‘

H

1. A lack of full awareness of the statutory provisions by mos! penal authorities affected

their willingness 10 cooperale.

2. The conflict of identification systems used by $SA {Solcial Security Numbers (SSN)
and the penal facilities (fingerprints)), SSA used the SSN as the identifier, but the
criminal justice system used fingerprints as its main means of identification, There
was little incentive for a convicted person to reveal to prison officials hisfher correct
SSN and prisons had no particular need for correet SSNs,

3. The lack of SSA management emphasis on full compliance perminted many process
deficiencies 10 remuin undetected and unresolved. The internal process was
frapmented and lacked adequate controls and most 1asks were manual. Even where
agreements were in place, SSA lacked a method for monitoring the facilities’
complisnce with the agreement. Because of this, SSA could not always track
incoming data effectively, SSA could not determine if the data came into 334, if
SSA processed the data, or if the data did, in fact, result in a suspension.

Having identifiad the major probloms, 8SA engaged the help of 1he National Criminal
lustice Association (NCIAYL In Goiober 1894, the NCJA brought 854 officials and members of
the penal community together 1o identify the obstacles involved with getting data from prisons,
especially those relating 1o the identity of prisoners, and to seek solations. The NCIA repon
noted that “Neither the Congress por 88A realized the complexities it would encounter in
implementing the [prisoner] provision.” After the mecting, SSA built and expanded relations
with the National Tastitute for Corrections, The American Jail Association and the National
Sheriffs’ Association,

In 1995, SSA aggressively initiated a course of action that continued (O resuit in
significant improvements in the prisoner suspension process. Some of these actions included:

H
¢ Escalated the prisoner suspension process (o a top Agency priority.

*  Begun a major initigtive to contact all correctional facilities. As a result of this, 8SA
obtained agreemenis with the Federal Bureau of Prisons, all State Prisons, and the 25
largest local prisons to provide us prisoner data. In additon, it obtained agreements
with over 3,500 local facilities.

o Contucted Governors, heads of correctional institutions,'Correctional Associations
and similar stakeholders 1o obtuin their help and support in providing prisoner data.
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Published ariicles on the importance of providing prisoner data 1o SSA in various
journals for the correctional associations, i
« The cooperation of State and local correctional institutions was critical to the
suspension process. Therefore, SSA developed, maintained and nortored an excellent
working relationship with these facilities and the Associations that represented thom.

*

o  Obtained historical data from the Federal Burcau of Prisons and Stale Prisons as a
check to ensure that S5A identified and suspended all prisoners.

«  Conducied reviews of the prisoner suspension ogxmiia;‘z to determine if S5A needed
10 Improve s operation. As a result of these efforts, SSA was now verifying 92
pereent of the data facilities submitted 10 SSA. i

s Developed and pursucd legistation that provided an m;cntwc payment {0 correctional
facHlities that provided SSA prisoner duta that results i in the suspension of Tiile XVI
payments, This not only ensured that SSA continued receiving the data, but also
mativated the correctional facilities to provide more thorough information. Another
legislative proposal providing additional incentives for the Title B program was
developed and was being actively considered by Congress.

¢ I August 1996, the Title X VI portion of this legislative change was enacted,

The Bonin Case illustrates why the Agency needed 1o im;}rz;}vc is efforts regarding
prisoner related matters. William G. Bonin was a convicted felon incarcerated a1 San Quentin, ¢
Californta Stue Prison, since Murch 22, 1982, He was exccuted on February 23, 1996, Upon
notification of his death by the funeral director, the servicing FO discovered that Mr. Bonin had
been entitled to Social Security disability benefits since January 1972 and was sil) in current
payment status. Benefits were terminated ia February 1996, but 100 laie 1o stop the March 1996
check. An alert was generated in August 1990 via a computer malch with the California State
Depariment of Corrections, This computer alent did not result in i suspension because no action
war taken on the glert. Following an investigation by the OIG, S8A obtained an agreement that
resubied in full restitution for the overpayments. A sumber of initiatives followed to address the
problem of “Prisoners” ‘

An inter-component workgroup, formed in February 1996, examined all phases of the
prisoner suspension operation and prepared a process analysis of its sirengths and weaknesses.
The team determined that there were problems in every phase of the overall process {rom receipt
of prisoner data 1o actual suspension of benefits, i

In February, instructions were issued to the FOs to obtaip writicn agreements from the
facilitics that were willing to provide prisoner data. By June 2000}, SSA had agreements with the
majority of local facilities (or reporting prisoner data.

There were 4 number of actions taken 1o improve processing prisoner data, To correct
the process weaknesses identified in the Bonin case, and to also incorporate the incentive
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payment provisions of the law that were enacted in August 1996 (Welfure Reform Act), SSA

initiated the following activities: i

» Each program scrvice center (PSC), including the Office ol Disability and
Intemationa! Operations, has established a centralized fax number to bandle all
prisoner actions. They identify pending prisoner tems!and processed them as a
priorty workload.

s Operations informed all the Regional Commissioners and managers in the PCs, FOs,
and telescrvice centers (TSCs) of the importance of pracessing prisoner alerts.

» A database was designed 1o monitor and control the receipt of prisoner information
frorn all correctional institutions and mental health institutions 1o ensure they reported
their data to SSA in a timely fashion,

»  Anauiomated system was established that controlled and monitored all prisoner alerts
to make sure the alerts were worked quickly and sccurately.

+  S85A established an automated system to pay incentive payments {0 correctional
institations for inmatce data that they provided to $8A in order to suspend benefiis 1o
mdividuals who were ineligible because of incarceration.

+ S84 requesied, received, and processed historical files from the Feders! Burcau of
Prisons und most State Prisons to easure that # identified and suspended all prisoners
receiving benefits in the past and the present.

At the national level, SSA staff worked with correctional officials of the Large Jail
Network and other correctional associations (such as the American Jail Association (AJA), the
American Correctional Association (ACA), and the National Sheriff™s Associaton (NSAd o
obtain data ut the local level and increasc the availability of the data electronically. With the
assistance of the Department of Justice, SSA also worked with other orgasizations associated
with penal institutions and mental health agencies concerning the provisions related 1o the NGRI
provision, i

Public relations campaigns were initiated to inform the law enforcement communities
and correctional facilities about SSA’s need to stop benefits 1o certain inmates.

H
SSA staff participated wt the mectings, conventions, and conferences that the AJA, ACA,
and the NSA sponsored. Public campaigos at these mreetings increased awareness of the
sponsars of information that SSA needed 1o identify Social Sccurity beneficiaries in such
institutions, These elforis were expected 1o open communication links botween SSA and the
people it needed 1o reach to achieve cooperation for reporling prisoner data timely.

The continued success in the SSAs prisoner suspenston Qper‘u:m depended on several
key factors. These factors were:
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s Ancificient compuler matching operation and the systems support to keep it
streamiined and modern.

: : i . .
*  SSA operational resources to develop and timely suspead benefits 1o Social Security
bencficiaries bused on the inmate data thay was processed through the computer
matching operation.

s Continued voluntary cooperation of the correctional and mental health institutions
throughout the United States to provide inmate data (o 38A o identify individuals
whose 8SA benefits should be suspended because they were incarcerated in
accordance with SSA laws,

n

»  More dedicaled monitoring of inmate reporting agreements with correctional and

mental health institutions to ensure that the agreements do not kapse or expire.

s Closcr tracking of SSA’s receipt of inmale reports {rony corvecitonal and mental
health institutions and reconciliation of the reports i they are not recetved on time.

“The Social Security Administration has produced a continually
updated database that now covers more than 89 percent of all
prisoners, the most comprehensive list of our ﬁmate populahion
history. And mors important, the Social Security Administration is
using the list to great elfect. By the end of last year, we had
suspended benatits 10 more than 70,000 prisoners. That means
that over the next five years, we will save taxpayers $2.5 billion -
that's $2.5 billion — that will go toward serving our hard-working
famitias,

Now we're going to build on the Social Security Admlnlstration 8
SUCCRSS iN savmg taxpayers from inmate fraud. In just a few
moments | will sign an executive memorandum that directs the
Departments of Labor, Veteran’s Affairs, Justice, Education and
Agriculture to use the Social Security Administration’s expertise and
high-tech tools to enhance their own efforts to weed out any inmate
who i receiving veteran's benefits, food stamps, or any other form
of federal benefit denied by law.

We expect that these comprehensive sweeps by our agencies will
save faxpayers millions upon millions of more dollars, in addition 10
the billions already saved from our crackdown on Social Security
fraud. We will ensure that those who have commilted crimes
against sociely will not ?zave an opportunity to commit crimes
against taxpayers as well.”

P RADIO ADDRESS BY THE PRESIDENT TO THE NATION—April 25, 1998, The Gval Office, 10:06 A.M.
EDT. '



On April 28, 1998, President Clinton seat an executive memorandum 1o all the heads of
the cxecutive depariments and agencies. The memorandum directed them 1o take specific
actions regarding sharing information related to prisoncrs wha received benefits.

SSA built a Federal BeneliPrisoner Data Exchange System to share prisoner data with
other federal benefil paying agencies in compliance with the presidential memorandum. On
November |, 1998, the Federal Beneli/Prisoner Data Exchange system was operational and
other federal benefit paying agencies began using the system o reirieve prisoner data.

The Congress passed a new law. The Ticket to Work and Work Incentives Act (P.L.
106-170) signed by President Clinton on December 17, 1999 extended 1o Title I the provisions
of the PRWORA of 1996 that authorized payments from 88A 1o correetional and mental health
institutions that reporied inmate information to SSA. Beginning April 4, 2000, the new law
authorized SSA 1o pay incentive pavments 1o correctional and mcniaf health institutions for
mformation that Jed to a suspension of inmates entitled to z‘elmmem survivor, and disability
berelfius (RSDI—Title Hi The incentive payments and amounts were:

+ 3400 for information received within 30 days after the individual's date of conviction
and confinement.
3
e $200 for information received between 30 and 90 days after an individual’s date of
conviction and confipernent,

e No payment was made for information received on or after the 91 day.

When the reported inmate was a concurrent beneliciary, the correctional or mental health
tastitution received only 2 single incentive payment; the cost to was split between the two
programs. .

In arder to qualify for incentive payments, an Incentive Payment Memorandum of
Understanding (IPMOU) had to be in place. Many institutions had S81IPMOUS in place that
qualificd them for the payment of an incentive payment as a result bf $S1 suspension actions,
New IPMOU agreements had to be negotiated to allow for the Title 1 incentive payments.

The Agency suspended Tite 11 benefits for any perfods of ci;;zwicii@ﬁ and confincment in
a correctional or mental health institution that lusted for more thun 30 continuous days. The faw
also prohibited payment of monthly benclits to any person whom, apon compiction of a prison
term, remained confined by court order to a public instdtution a8 a sexually dangerous person or a
sexual predator.

i

OIG conducied two audits involving payvments thal were made to prisoners. The
objective of the first audit, Bffectiveness in Obtaining Records to Identily Prisoners, was 10
determine whether SSA hud adequate procedures (o obtain complete and timely fnformation for
individuals who were confined to correctional facilities. I revealed that SSA did not have the
ability to identify all prisoners in detention and of those that were identificd, they were not
identified in a timely manner. The OIG estimated that this cost 88A $48.8 million in
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gverpayments. The second sudit, Effectivencss of the SSA’s Procedures to Process Prisoner
laformation, Suspend Payments and Collect Overpayments, demonstrated that even if SSA could
abtain the records to identify prisoners, there was no mechanism in place to process the
information in order (0 suspend the payments and collect overpsyments,

Both reviews found that SSA needed (o aggressively pursue computer matching
agreements with Federal, State, and local prison suthoritics 1o recgive prisoner information in a
timely manner. This enabled 58A o suspend payments sooner and reduce the amount of
overpaymaents the Agency needed to collect. Both reviews recommended that SSA xeek
congressional support and legislative remedtes to 1t restrictions on the computer matching
agreements. As aresult of these audits, SSA’s Actuary estimatedithat $3.4 billion dollars would
be saved from 1997-2002,

The Welfare Reform Act amended Title XV1 of the S{}{:tai Security Aat (o make a fleeing
feton or a parcle or probution violator ingligible to receive SSL Armed with this new statute and
with audit information, Of nitiated the anzzzve Felon Project. This project identified
individuals illegally recetving 851 by conducting computer matches with the FBI, the U.S.
Marshals Service. and State agencies. When Ol Special Agents identificd $S1 recipients who
were {ugitives, SSA was notified, payments were stopped, and overpayments calculated. This
project resubted in impressive savings to the Agency as shown below,

Sl RO T EETONEROJ Gl
AR NFIETE] tHENDE NEIEIED SAWVINGS!
1908 1,105 Not gvatlable $i§8{},23{3 $5,443,5351
1999 7421 1586 $17.200,000 $27.000,000
2000% | 477 475 $11:439.369 $18,183,235

TOTALS 16,003 2,061 $29,619,619 $50,626,786

*Reflects data from October §, 1999 through Mareh 31, 2600, '

As of September 2000, S5A had agreements with 7,016 correctional and mental health
institutions nationwide, This represented 99% of the total inmate population in the country,
Suspension of benefits to prisoners saved the OASDI and S81 programs roughly $500 million on
an annual basts. Of (his $500 million in annual savings, roughly $250 million was atiributable o
SSA initiatives begun in 1994 - 19935, Approximately $20 mi HNionof the $500 million annual



!
savings were atinbuted 10 the incentive payment provisions included in the 1996 welfare reform
fegislation. The success of the December 1999 legislation to pay incentive payment to
institutions providing information to suspend title 1T benefits had not been estimated as of

September 2000, ,
i

DISABILITY PROGRAM INTEGRITY

§

H

programs that SSA administers was the utilization of a comprehensive Quality

Assurance (QA) system. The system employed had been in place for over 25
vears. The QA system’s primary purpose was 1o measure compliunce with policies and
procedures in adindicalive decisionmaking,.

3 mjor part of the Agency strategy to protect the integrity of the two disability

The sysiem provided the Agency with data to monitor the level of decisional accuracy.
Samples of most of the major disability worklouds were included in the system, fron initial
cluims, to CDRs, to bearing decisions. The system also: !
» Provided some insight into adjudicative performance for special populations such as

SS1chidren,

»  Provided data used 1o profile certain workloads for spcmdf atieniion in the
adjudicative process; and

» Helped monitor the umpact of process changes such ay those tesied in the disability
process redesign.
f

In addition, as required by law, SSA conducted a Federal gsstwe{fecwaiieﬁ review of
proposed Disability Insurance (D) sllowances that helped protect the integrity of the DI Trust
Fund. In FY 1997, the effort produced an impressive $330 million savings at a cost of less than
$22 million, :

SSA recognized that there were concerns with the QA system that needed to be
addressed. These concems included the need o

*  Assess hoyond compliance with roles, regulations and pmcedurcs how decisions
made under S8A’s adjudicative process micet the intent of the law;

»  Collect and analyze dala 10 sssure uniformity in the decisionmaking process across
the country;
|
»  Develop a comprehensive and uniform review process across all levels of disability
case processing, including field offices, DDSs and hearings and appeals offices: and



|
¢ Usemeraal DDS and OHA quality reviews along w:th the overall quality review
Process.

SSA intended to address these needs by developing a more comprehensive guality review
system that better assessed the outcomes of its policies and provided a more uniform measure of
disability adjudication across the couniry.

The QA system was enhanced in 1999 with a publication of final rules under which
SSA"s Office of Quality Assurance and Performance Assessment (DAY would examine certain
allowance decisions at the hearing level that were selected through statistioal sampling
technigues, OQA referred to the Appeals Council for possibie review the decisions it believed
met the criteria for review by the Council. This effort stenwmed from the Agency's process
unification initlative. It was designed to better balance the f’ccdbaciz provided to hearings level
adjudicators and 10 improve the accuracy of those decisions,

Previously, the primary source of feedback, from the Appeals Council, provided ©©
hearings adjudicutors, came from claimant requests for revicw of hearings denials or Tunther
appeals of those denials to district courts. As part of the QA system, peer reviewing judges also
assersed whether a random sample of ALJ decisions was supportable. Results from this peer
review indicated the need for improved allowance accuracy. Therefore, 8SA began an annual
sereening of approximately 10000 favorable hearing decisions in addition o ongoing quality
reviews of ALY denial decisions. This review provided feedbuck on individual cases, but more
importanily, permitied analysis of the adjudicative issues dxsmcmted with unsubstantiated
decisions and largeted training and policy clarifications (o address these issues systematically.

The fegislation enacted and financial support provided during the Clinton years
progressively enabled the Agency’s leadership to manage in a fashion that ensured the integrity
of its programs and tremendousiy improved its stewardship of the trust funds,

1}

CONTINUING DISABILITY REVIEWS AND REDETERMINATIONS

L]
:

determing whether individuals receiving disability beaefits had medically improved

o that they were 0o longer considered disabled und no longer cligible for benefits,
The CDR process allowed SSA to ensure the integrity of the §51 gmgmm by monitoring the
disabtiiy status of beneficiaries.

S SA conducted periodic reviews, called continuing disability reviews (CDRY. 1o

Although CDRs had always been considered important, S5A had not conducted CDRs
for 881-only cascs in meaningful numbers prior 1w 1996, Until 1994, 1he law did not require
such a review, and SSA waditionally directed s limited adiministrative resources to statutorily
mandated QASDI, Titke Il reviews. In addition, SSA reduced the number of CDRs for both
programs in the carly 1990s when the Agency was faced with unprecedented initial disability
ciaimy workloads, The number of CDRs £l from 367,000 in 1989] o about 73,000 10 1992,
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As of October 1, 1997, approximately 1.6 million SSt-only beneficiaries were duc or
overdue for a COR, Of that number, 1.2 million individuals were disabled and blind adulis
under age 65 and approximately 400,000 were disabled chldeen, Beneficiaries who concurrently
received SS1 and QASDI benefits were counted and processed under the CASDI program, and
approximately 600,000 of these benefictanes were also due or overdue for a CDR.

Several legislative mandates frons 1996 through 2000 supported by the Clinton
Administration increased the number of reviews required for 881 disability cuses. When 881
CDRs were mandated in the Social Security Independence and Program Improvemenis Act of
1994, SSA was required to conduct CDRs oo 100,000 SSI beneficianes and on not fower than
onc-third of the SSI beneficiaries reaching age 18 in cach FY from 1996 through 1998,
Enactment of the Personal Responsibility and Work Oppornasity Reconcilintion Act of 1986
(PROWRA )} (which was later modified by the Balanced Budget Act of 19973, further expunded
the universe of statutortly mandated CDRs.

The PRWORA required SSA 1o condact .
» (CDRs within one year of birth on all children who are eligible because of their fow
birth weight;

o CDRsal lzast once every three years on all 881 childhood beneficiaries whose
impairments are considerad Hkely to improve; and

s Medical redeterminations (using the adult disability stundard) on all 881 childhood
beneficiaries within one year after reaching age 18. ¢

The President and the Congress demonstrated thelr commitment 10 this CDR workload by
enacting P.L. 104-121 which authorized a total of about $4.1 billion for QASDI and SS1 CDRs
for FYs 1996 through 2002, In the PRWOR of 1996, the Congress added the requirement Tor
periodic CDRs and redeterminations for $81 children and added a total of $250 million to the
authorized amounts for FYs 1997 and 1998, This brought the total authorized funding to about
$4.3 billion for conducting CDRs and redeterminations during FYs 1996 through 2002, In
response 1o legislative mundates, S5A developed the Seven-Yeur Plan for conducting CDRy
beginning in 1996 through FY 2002, The plan waz implemented in July 1996 und updated in
March 1998, ‘

Prior to 1993, all CDRs were conducted as full medical reviews, The full medical CDR
process was lobor-intensive and generally involved (1) an interview of the beneliciary in a field
office and {2) a determination of medical improvement by a State DDS—a step that involved
development of medical evidence and a special examination, if needed. Recognizing the need 1o
sirepmline the process, $SA began using questionnaires, called CDR mailers, in conjunction with
statistical profiles in place of full medical reviews for some beneficiaries.

SSA developed suatistical profiles for estimating the likelihood of medical improvernent

baxed on beneficiary information such as age, impairment, and length of time on the disabiliy
rofls. For beneficiaries for whom the profile indicated a relatively low likelihood of medical
L
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mmprovement, SSA used the CDR mailer, When the profile indicated a relatively high or
medium likelihood of medical improvement, SSA nsed a full medical CDR. For those who
received a mailer, SSA took an additional step o determing wbciiz{cr the responses, when
combined with data used in the profiles, indicated that medical improvement might have
oceurred. If so, the beneficiary also reccived 8 {ull medical CDR. Individuals whose responses
to a mailer confirmed the proftied data indicating that there was a low likelihood of medical
improvement were not feferred for full medical CDRs. SSA then set a future CDR date for these
individuals, The COR profiling sed mailer process established in May 1993 enabled S5A w0
steadily increase the volume of CDRs processed fromalow of 73000 in FY 199210
approximately 240,000 is FY 1993, i

Using the profiling and CDR mailer process, SSA cxceeded the 100,000 case review
mandated in FYS 1996 and 1997 and was up-o-date in processing low binth weight CDRs and
age 18 redeternvinations, Overall, SSA processed more than 157,000 SS8-only CDRs in FY
1996, In FY 1397, S8 A processed more than 262,000 $Si-only CDRs and met the budgeted
target of 362,000 551 CDRs {or FY 199K,

Data suggested that, afler all appeals, the CDRs conducied }'02“ S81 beneficiaries in FY
1997 were expected to result in the cossation of benefits for an estimated 28,000 individuals.
The QASDICDR process tn FY 1997 would vield, afior all appeals. benefit cessation of
approximately 8,000 SS1 heneficiaries who were also receiving DASDI benefis. Benefit
cessations resulling from the FY 1997 CDRs alone were projected to reduce 551 program
expenditures by an estimated $915 mithon from FY 1997 through FY 2006.

SSA planned 1o pursue the needed funding each year to pracess CDR workloads, With
additional funding provided by the Congress, SSA expected 10 be Up (o date in processing all
SShonly CDRs by the end of FY 2002, The Agency expecied 1o conduct approximately 3.6
mittion SStonly CDRs over the life of the Agency’s 7Teyear plan. These numbers included cases
overdue for CDRy, as well as newly-matored cases,

The following table, based on 88As Seven Year Plan, shows the number of S81-only
DRy o be processed in FYs 18982002, Also included were the estimated S8 program
savings resulting from CDRs conducted in FYs 1998 through 2002, amounting to approximately
33 billion over this S~year period. The Agency’s efforts to maintain program integrity and
iniprove stewardship could be measured most notably by program savings.
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SSI-ONLY CDRs FY 1995-2002 P"Oﬁﬁ,ﬁéﬂg{’;’;ﬁgﬁm
Number of Cumulative 851 Numbér of CDRs Percent of
Fiscal | CDMs Processed | Program Savings * Processed 7-Year
Year During Year {in millions} FY 1996 to date Plan Tetal
1998 362,000 §75 781,000 21.9%
1999 685,000 395 1. 466,000 41.1%
2000 592,{}0{3 1,026 '2,8%8,{}8{} 57.7%
2001 728,000 1,895 2,786,000 78.2%
2002 779.000 2,995 3,565,000 100%

' Includes estimated Federal $§1 program savings resalting from CDRs conducied on OASDI
benctictaries concurrently receiving 581 payments.

i
i

SSI HigH Risk PROGRAM

Yhe General Accounting Office (GAQ) designated the SSI program as one of the
Federal Government's “high risk” programs in 1997, The Annual Performance
Plan bricfly highlighted objoctives designed 1o strengthen the integrity of the SSI

program. :
I

The 8§81 program provides benefils to approximately 6.3 million needy beneficiaries who
were aged, blind, or disabled. Like other means-tested programs that respond to changing
cireumstances of individuals” hves, the S5 program presented challenges to ensure that it was
adndinistered efficiently, accurately, and fairly. As previously mentioned, in 1996, the Congress
provided SSA with special funding authority that enabled it 1o develop a Seven-Year CDR Plan
for FY's 1996 through 2002, dramatically expanding the number of CDRs conducied.,

In Dctober 1998, the Agency issued the first management report on the 8S1 program
entitied, Managemoent of the Supplemental Security Income Program, Today and the Puture,
detailing the aggressive plang to improve payinent accuracy, increase CDRs, combat fraud, and
collect overpayments. SSA implemented several of the initiatives outlined in the repert, such as
aew compuier matches and processing more redeterminations in addition to more CDRs. The
outcomce was that S8A collecied over $100 million more in den ir} FY 1999 than it did in
FY 1998, ;
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IMPROVING PAYMENT ACCURACY

he EY 1998 Payment Accuracy (Slewaldshm) Reporl prepared by OQA pointed

out the major overpayment ﬁndmgs Most SSI overpayments resulted from

beneficiaries™ failure o report changes in three areas: income {particularly
wages), financial accounts and living arrangements (for example, admission to a nursing home).
These arcas were consistently among the leading causes for overpayments. These failures to
report or to report timely did not necessarily imply attempts to defraud or mislead on the part of
beneliciaries. There were many reasons why a beneficiary may nol have known or been capable
of reporting a material change.

The payment accuracy data provided in the 1998 report represented findings from
reviews of monthly random samples of individuals who received SSI payments. The Agency
based corrective actions and program enhancement initiatives on the report. SSA ran more
computer matches, processed more redeterminations, processed more CDRs, and collected more
debt. In 1998, OQA went from approximately 4,000 to nearly 7,000 cases sampled. The
incrcase enriched its stewardship report. .

On August 21, 1998, Commissioner Apfel established a new computer matching
agrecment with wage and unemployment compensation data for the Office of Child Support
Enforcement (OCSE) and nursing home admission data for the Health Care Financing
Administration (HCFA). Both were considerably more complete,and timely than the matches
they replaced. The OCSE matches covered all states and were conducted cvery quarter, while
the old matches missed many states and were conducted semiannually. The HCFA match
covered all states and was conducted every month. The old match was conducted annually and
missed many states. The new matches allowed the Agency to make more timely adjustments to
benefits, reducing the number of overpayments, :

The Agency continued its highly successful matches with correctional facilities that
resulted in suspensions of thousands of prisoncrs who were incligible for SSI benefits while in
jail. In addition, the Agency enhanced existing computer matches and sought new ones. For
example, the frequency of the match with the Department of Defense pension records was
increased and a new match with the Immigration and Naturalization Service was under
development.

In addition to computer matches, SSA pursued real time at::cess to databases. This access
would enable ficld offices to detect changes in income and resources even earlier than computer
matches and, therefore, increase its ability to prevent and detect payment errors. In April 2000,
SSA began a pilot to assess the value of real time access to the wage, unemployment, and “new
hire™ databases of OCSE. A nationwide rollout of this real time access was expected to take
place in FY 2001, |

® Fiscal Year 1998 Paymenm Accuracy (Stewardship) Report, pg 3. :

2601



The redetermination process was one of the most powerful tools available to SSA for
improving the accuracy of 881 payments. In FY 1999, SSA almost doubled the number of high-
srror redetenminations selected for review and investigalion—S5031300 up from 272,700 in FY
{998, The total number of redeterminations processed in FY 1999 was 2.1 million, up from 1.7
miflion in FY J998.

I addition to increasing the number of redeferminations processed, SSA continued its
increased CDRs with the special funding from the Congress as part of the Seven-Year Plan.
SSA increased the number of S8T-only CDRs conducted in every veur from 137,000 in FY 1896
10 833,000 In FY 1999, As aresult of those 833,000 CDRs, the benefits for 101410
beneficiories were ceased. :

In FY 1999, 884 processed over 1.7 million CDRs, more than twice the number
processed in FY 1996, SSA continued with its Seven-Yeur Plan to ensure that it was current in
processing all 851 CDRx by FY 2002, There were also inttiatives underway 10 improve the CDR
process by improviag the statisticul profiling of the CDR selection process.

]

ComMBATING PROGRAM FRAUD

i
H

n efforts to combat fraud, SSA and GIG examined cases involving residency factors
Ialong the U.8, borders with Mexico and Canada. As a result, a major effort was
initinted in New York and later in New Jersey 1o Focus and further define this issue.
In the New York and New Jersey SSI Eligibility Verification Projects, almost 33,000 cases were
examined, vncovering about 8,000 individuals who were overpaid, suspended, or terminated.
From June 1998 through August 1999, these projects uncovered $14 million in overpayments.
Beginning in FY 2000, 85A began similar projects in every region'in the nation.

SSA and the States have worked togeiher to combat Collaborator Fraud whereby
unscrupulous health professionals that help claimants frandulently obtain disability benefits,
These efforts have evolved into CD units. As of December 1999, the CDI units in 5 States had
processed 1,945 allegations and developed evidence 1o confirny 557 cases of {raud or similar
fauit to support denials,

The enactment of the Welfure Reform Act and the GAO's dt::c]amtion of the SSI program
as a high-risk area in February 1997 caused the OIG to accelerate auditing efforts and develop
additional strategies 1o prevent and detect fraud in this program. An acdil was conducted to
identify vulrerabilities 1n the disability determination process. The Q3G initinted an audit
entitled, Special Joint Yulnerabilty Review of the S81 Program, alter the Georgia DDS notified
SSA that it was concerned that four generations of a family of $SS1 recipients may have been
coached {o fake physical or mental disabilities in order 10 receive puyments. The OIG
recommendations included actions SSA nceded to take regarding the monitaring of providers of
gxaminations and a closer review of the reporis made by these providers.
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One of the most significant actions that occurred as a result of this audit was the inception
of the CDI pilot. This project partnered OlG Special Agents with State DDS employees and
local law enforcement entities to prevent and detect disability fraud primarily at the initial claim
stage before benefits were paid. The CDI project relied on the combined skills and the
specialized knowledge of these individuals to combat disability fraud in their respective arcas.
The CDI units were expected to achieve their goal by assisting the local DDS to denying
fraudulent applications, and by identifying doctors, lawyers, interpreters, and other service
providers who facilitated and promoted disability fraud. Pilots were initially conducted in five
cities and there were plans to establish more CDI units by the beginning of FY 2001, The
projected savings of the CD1 project exceeded ten times its cost. Thc table below summarizes
the accomplishments of the project,

— | cusmmenms

FY 1998 FY 1999 ] FY 2000 TOTALS
Allegations Received 518 1,098 1,841 3,457
Confirmed Fraud Cases 53 378 i 714 1,145
SSA Recoveries & $41,508 $226,610 $346,873 $614,991
Restitution
SSA Savings $2,855,250 $20,366,102 $39,631,627 $62,852,979
Non-SSA Savings N/A $6,309,860 $20,825,132 $27,134,992

Reflects data from October 1, 1999 through September 31, 2000.

SSA and other Federal and State Law Enforcement Agenciés developed agreements to
identify and suspend benefits for fugitive felons. Using a manual process from 1997 through
2000, SSA and OIG have identified over 10,000 lugitive felons who were receiving SS1. This
has resulted in detecting $24 million in overpayments.

wd

Additionally, SSA implemented a series of training initiatives, wrote new procedures, and
perhaps most importantly, maintained the focus on improving the accuracy of the SSI program as
one of the Agency’s highest prioritics throughout FY 1999, In FY [999, initiatives to address
the non-disability errors in the SS1 program prevenied about $230 million in overpayments.
About $115 million of this was attributable to the initiatives taken for better training, better
instructions, and greater management focus on payment accuracy. |
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SSA was in the process ol implementing four major debt recovery projects that were
expected to yicld direct collections of at least $115 million over 5 years. The four projects were
mandatory cross-program recovery, credit bureau reporting for delinquent Title XV debts,
administrative offset for delinquent Title X VI debts, and administrative wage garnishment for
delinquent Titles IT and XVIdebts. Future plans were to implement the remaining debt
collection tools for which SSA had been given authority. The additional projects included
Federal salary offset, private collection agencics, and interest charging.

SSA actions since the October 1998 management report was issued, such as
implementing new computer matches and conducting more redeterminations, also produced
dramatic increases in the amount of debt delected and collected. The following chart indicates
the success in uncovering and progress in collecting that debt:

SSI OVERPAYMENT COLLECTIONS

(Dollars in Millions})
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SSA madc a commitment to be both more responsive to SSA claimants and beneficiarics
and more accountable to the American pcople. For many ycars, SSA recognized the need to
improve the administration of the disability programs. In March 1999, SSA relcased a report on
its management plan for the Social Security and SS1 disability programs.

The plan addressed four major areas and also provided a strategy for achieving the goal
of improved administration of the disabtlity programs. The majorl'arcas were:

* Improving the disability decision making process to ensurc that decisions were made

as accurately as possible, that those who should be paid were paid as carly as
possible, and that the adjudication process was consistent throughout;
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e Improving the return-to-work opportunities for disability beneficiaries so that
individuals who wanted 1o participate in the nation”s workforce may do so;

» Safcguarding the inlegrity of the disability programs by cosuring beaeficiaries met
the steict eligibility criteria for benefit payments and by protecting the programs
against fravd: and,

e Increascing understanding, through research, of both the incidence of disability in the
U.S. and disability programs, in general, so that policymakers cun cralt more
responsible policies and legislatiop to assist individuals with disabilities.

The Agency embarked on an ambitious serics of initiatives'and made great strides in
cfforts to imiprove disability quatity, integrity. and customer service. The results of these elforis
were expected to be a disability process that was both more efficient and more responsive, as
well as a process in which claimants, beneficiaries, and taxpayers could have full confidence.

The childhood disability provisions of PRWORA in 1996 {see Chapter IV, Childhood
Disability) had a majoe impact on Ageney’s efforts to improve adminisuation of its disability
programs through CDRs,

Agency Operations employees successfully implemented “high risk” initiatives through
additional fundwmg from Congress that was used to provide overtime hours {or Field Office staff.
Implementation resulted in an increase in redetermination productivity due 10 the training
initiatives, enhanced automation support, and increased management focus.

SSA made progress ia improving payment accuracy in FY 'EQ%_(, increasing the payment
accuracy rate from 93.5 percent in FY 1998 10 84.3 percent in FY 1999, The nprovement in
payment accuracy meant that m FY 1999, SSA paid $230 million less in erroncous benefit
puyments than the previous yoar,

NONAGENARIANS

ol verifying that the Agency’s oldest benefictaries were properly receiving their

benefits, that any needed representative payees were in place, and o eliminate any
possible fraud activities. 1t was another tood i the Agency’s “seamiless attack” against fraud,
waste, and sbuse.

The Nonagenarian Project was an SSA initiative that began in 1982 for the purpose

In 1999, the projet required FOs (o contact Titles 1 and X{"E bencliciarics who were
born in 1900 and 1907 and attained ages 99 and 98, respectively in 1999, The Agency began
using its Intranet o control Nonagenarian cases and information more efficiently. Results of the
1999 project were as follows:
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e 87,955 beneliciaries were initiully selected.

o 17,390 cases were terminated for death before the FO attempted the contact, 119
casies were wentified as already having a personal contact, and 64 cases hud an
erroneous date of birth, This el 7003810 be caaiacie:{%;

* 5944 of those contacted--8.4 percent—were found o be in need of a representative
payee. ‘

* 144 claimants died at least six months prior to the compilation of the initial duta files,
but their dearth had not yet heen reported to the Agency. Out of the 144 cases, 90
claimanis were receiving direct deposit, In addition, L8 claimants were receiving
Title II benefits only; seven were Title XVI recipients only, and 19 claimants were
receiving both types of benefits, These cases involved monthly benefits totaling
$78,021.10 and overpayments totaling $4,897,850.43 as of November 30, 1999, Of
this amount, $614,269.85 has already been recovered, |
i
» Ancther 163 beneficiaries, involving monthly beneflts totaling $102,132.01 were
suspended because the FOJ, after extensive rescarch, was unable to jocate then. Some
40 of these cases were referred 1o OIG for investigation. The remaining cases were (o
be referred 1o OIG if the claimants were still not located within 45 days of the
suspension action, ]
!
The Agency decided to suspend the Nonagenarian Project as of May 23, 2000 due 10
budget constraints. The Project was scheduled to include people born in 1902 with an ¢stimated
nationwide volume of 48 947, including both Titles Il and X VI benefit cases,

Negotiations continued with HCFA to pursug a national Medicare Non-Utilization
computer matching agreoment as part of the Nonagenarian Project. [nitially, SSA would use this
agreement to reguest data on current beneficiaries on SSA roles over age 90 with three yeurs of
non-utilization of their Medicare Card, The Agency sought o have the agreement in place by
the end of the summer of 2000 with the first report provided by the'start of FY 2001,

H

To ensure everyihing was in place as early as possible for the noxt fiscal year, 88A
continucd to work to perfect the Intranet siie gad the link with OIG, Fraud referrals had been
submitted to OIG via the Intranet sioce June 1, 2000. In November 2000, Operations notified
employees that the Intranel system was working properly and that it was now mandatory for all
fraud referrals 1o be submitied to OIG via the lotrancet. A final decision was made 10 go Torward
with FY 2001’s Nonagenarian Project, The Project was tentatively scheduled o include people
barn in 1902 and 19063 who recerved Title 1 und SS1 bencfits. The Agency planned 10 house
nationwide case informalion on ane Intranet site.

The Agency made tremendous strides in improving its stewardship of the Trust Funds

during President Clinton’s Administration by reinventing or improf:ing many of its business
practices and responding to the public’s expectations.
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PRIVACY AND SECURITY

ENHANCING THE SOCIAL SECURITY CARD

he immigration and welfare reform laws passed in 1996 required that the

Commissioner of Social Secunity develop a pwletypc, of 4 counterfeit-resistant

Social Security card. Originally, the SSN was u way to record each person’s
Social Security earnings; the only purpose of the Social Security card was to provide a record of
the number so that employers could accurately report carnings. The 1996 laws also called for
SSA to study and report on differem methods of impraving the Social Security card application
process,

The use of the SSN as a general ideniifier in record systems grow tremendously over the
years. The broad-based coverage of the Social Security program mude the SSN widely available
and a convenient common data element for all types of record-keeping systems and data
exchanges. The SSN was adopted for numernus other purposes so that it became the single most
widely used record identifier for hoth the government and the privade seclon

The pervasive use of the SSN led some 10 conclude that & bad, in effect, become a
national identificr, a term generally viewed negatively in the United States, There were some
that belicved the public would be well served by using a single identifier. The imphcations of
the widespread use of such an identifier on personal privacy generated sericus concerns both
within the government and in society. The p@icnxiai 1o profile people raised guestions abowt
limits 1o freedom of choice and aceess to society’s services and benefits. Advances in
information technology {e.g., the Internet and the World Wide Web) raised concerns about
increased opportunities for inappropriate access o personal informution.

The current Social Securiy card was miade of banknote paper and served only as an
official verificntion of the SSN assigned by 8SA (o the person whose name was on the card. The
card was neither proof of the bearer’s identity nor citizenship/non-citizen status and had no
iransaction value or data storage capability. The card that was used through the year 2000
incorporated a number of security features appropriate to @ paper card format.

There were seven Social Security card prototypes developed i response te the mandate,
They were a Plastic card, Card with picture, Secure barcode stripe, Optical memory stripe,
Magnetic stripe, Magnetic stripe/picture, and Microprocessor/magnetic stripefpicture,

. . . . Ao N
The prototypes iHlustrated different combinations of security {eatures and functionality
covering the variety of card options available. The requirements 0y the use of the enhanced card
and results to be achieved were not specified and, therefore, not evaluated for the potentiad

" Section 11} of P 104-193, Personal Responsihility and Werk Opportunity Reconciliation Act of 1996 {Welfare
Reform Acr) and section 637 of P.L, 182208, Division C, Hiegaf Immigration Hz*ﬁzm: wd Tmamigraont Responsibifity
Act of 1996 (Immigration Reform At

EH
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benefits or drawbackys of each option heyond the security concerns, No option was
recommended to Congress for implementation becavse it was beyond the scope of the
requirement. :

The legislation reguired an evaluation of the implications if an enhanced Socia) Sceurity
card was issued fo all current ivmber holders, about 277 million people. The card issuance
process would have been significantly changed by adding citizenship or non-citizenship status
wnformation, and for some options, adding the number holder’s picture or personal biometrics
information to the Social Security. The new process would make issuing cards more costly to
administer and more complicated for the public.

The cost of issuing an enhanced card o 277 million numhér holders ranged from 83.9
million to $9.2 miilion, depending on the card option sclected. The cost included contacting all
number holders, processing costs (excluding staff overhead) to issue the new cards, the cost of
the card itself, and the cost of special equipment needed to work with each card option andfor to
capture information to be included on the card. Due to the significant cost of issuing the
enhanced card to all number holders, the Agency considered altcrz}z:tiva& for example, the
drivers’ license or Statc-issued tdentity card for non-drivers.

Social Security alse studied the feasibility of smposing a user fee for enhanced cards.
SSA historically epposed charging a fee because its leaders believed that Social Security curds
were a hasic part of the mandatory program. Furthermore, fatlure to report changes in order to
avoid paying a fee would create discrepant SSA records, adding costs for SSA and other
agencics which relied on SSA data. '

However, S8SA believed that charging a fee in conncction with the card issuance was
feasible. Because its current remittance process had low volumes, it would have needed 1o
streamtine its collection process for the fee, The cost of collecting fees in conjunction with the
issuance of 277 million Social Security cards was $1.271 million. The full cost fee, including
card issunnce and fee remittance processes, ranged from $19 (0 $38 per card, depending on the
option sclected,

The 1G studied Canada’s Social Insurance Number fee charging operation and concluded
that SSA should charge a fee of $13 for cach card, The 1G study was based on the §SA
replacement process and volumes for the current card, rather than a mass reissuance of an
enhanced curd. The IG also did not consider the ¢ost of the remittance process or the changes
needed 1o satisfy the security and integrity requirements of a mass remittance process.

1

The Ageney concluded that the issuance of ernhanced cards) cither prospectively or as a
mass reissuance, was feasible. However, the issuance of an enhanced card raised policy issues
about privacy and the polential for the card to be used as o sational identification card, These
issues would have 10 be addressed before issuing an enhanced card. The legislative mandate
appeared to contemplate a mass reisspance. However, this option was much more costly and
mote burdensome (o the public than a prospective issvance or another allemative that did not use

!
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the Social Security card to achieve the desired results. The total costs for issuing an enhanced
card and collecting a user fee ranged from $5.1 million to $1{.5 million.”

The exient the public would accept an enhanced card and comply with reissuance would

depend largely on the acceplable uses of the 85N and card and the tangible and intangible

, benefits that the new card tmparted. The issue of the SSN as a national identifier recently
resurfaced when the SSN was proposed as the universal patient idemifier in the Health Insurance
Parsabitity and Accountability Act of 1996, Many have questioned the wisdom of expandiog the
SSN 1o this purposc because it could enhance an additional linkage 10 very sensitive personal
information, Potential access to this data could have implications for education, employment,
credit, insurance, and legal aspects of life,

The advent of broader access 10 electronic data through the Internet generated a growing
concern about increased opportunities for inappropriate access (0 personal information by almost
anyone. Some people feared that competition among information service providers for
customers wotlld resull in broader data linkages with qucxtionablc’imcgri( y and potential for
harm. Expanding uses of the SSN and further technologicat cnhdmcmems would extend the
dehate about the SSN as the national identifier. :

Many Americans, concerned about privacy, feared that it was vulocrable to political,
business, and other socio-cultural factors. Protecting individual privacy is a highly complex
situation because it must be balanced by what were seen as societly benefits, for example, ia
public safety, law enforcement, research, and public health. For every exampie of public
concern over privacy proicction, there existed a contrasting position where the public wants
protection from criminal elements, inappropriate and poor health care, banking ervors, gic.
Societal forces were expected to guide the evaluation and balancing of privacy policies and
information uses.

There was a heightened concern about how the SSN/card would be used in the future.
However, the development of relational data bases would make it possible for people to be
identificd without the use of the SSN. Such databases could make use of other personal duta
clements c.g., addresses, phone nombers, birth date, parent’s names, etc. ). The important issue
for the future would be how the managers of personal informationisystems maintained o
reputation for integrity, This was believed to be a significant detenminant of public confidence.
A Census Bureaw study found that the public’s beliel in the integrity of a government agency
was more important that the way the agency guaranteed confidentiality,

i

The potential for misuse of the SSN grew dramatically during the 1990s as the use of the
SSN expanded. SSA wuas under increasmg pressure 1o 1ake sieps zi:: {1} ensure the aceuraey of
the S8N; (2) provide verification services to organizations that a&e the SSN as an identifier o
protect their programs from errors, fraud, and abuse; and, (3) protect the public from and provide
remedy o invasions of privacy or abuses of data that was stored in public or private sector daita
bases that use the SSN as an wdentifier, ‘

3 SSA Report to Congeess on Omtions for Esbaacine Secial Sccuriiv Card, Bxecutive Summary, p vl
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SSA verification workloads related botl o the use and misuse of the 88N, increased as
its use expanded. Such verifications were done primardy through regular automated exchanges.
SSA verified SSN's for employers to ensure the corroct posting of wages and for other
government agencies 1o ensure accurate benefit payments, Where required by law and, in certain
circumstances, where permitted by law SSA verified that the name and SEN in the files of third
partics were the same as those on SSA records. The Agency did not oniformly verify the SSNx
used by the private sector. Its disclosuce policy protected the privacy rights of the SSN holders
and limited use of Agency resources {o the busingess of Social Secuwi ity. None of the verification
operations guaranteed that the person giving a number, even when presenting the corresponding
Social Security card, was the person fo whom the 88N wag assigzzfi:ii,

As individuals were adversely affected by enhancements in record keeping and data
exchanges that rehed on the SSN, legisiation way proposed 1o resolve specific probiems.
Congroess, for the first time, was looking ut private scctor use of the SSN and offering legislation
10 address violations of individual privacy by the private sector involving the SSN. At the same
time, other legislative proposals were introduced to cxpand the use of the SSN and/or card for
specific purposes 1o enhance government efficiency or curb fraud and abuse,

!
'

INTERNET SECURITY

major chailenge to the development of all S5A Internet applications was the

need for scoure web programs that met and exceeded the industry standards {or

security and confidentiality and also had the confidence of the American public,
Since modern computer security required the implementation of sophisticated software and
control of access, the Agency worked with security and privacy experts to address and prevent
the problems of improper disclosure of personal information in 88A records, prevent fraud and
abuse, and maintain the image and reputation that SSA earned for providing efiicicnt and
accurate scrvice 1o the public, |

The Agency approached these problems by developing aunthentication requirements and
methods of accessing its Intornot sites. Authentication examined ways 1o positively establish that
the person requesting information or performing transactions via the Internel was the proper
beneficiary or applicant. The rules governing the level of awztzcnttmitez? were sei by the
Agency's Authentication Workgroup, which had representatives fmm Various componeats
within SSA The workgroup reviewed each Internet application determine the appropriate
fevel of authentication required. The level of complexity of the authentication requirements wus
determined by the nature of the information being disclosed. ‘

The Agency learned much from one of #ts earliest atiemipts 1o offer serviee through the
Internet. The Personal Earnings and Benefit Statement (PEBES) provided important wage and
benefit information 1o workers and their families that could be used to help make retirement
plans, Public response (o the service was very positive. From 1994 through 1996, the Agency
investigated and engaged in exiensive tests to determine if it could offer the service viathe
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Internet while safcguarding the privacy of its customers” information. Al indications were that
it could, SSA began o offer the PEBES service via the Inferaet in March 1997 and the inital
overall response was positive. However, concemns regarding users being able to access and alter
earnings information or view other private data were expressed by some members of the public,
Congress, and the news media. The Ageney valued the public’s opinion and responded to its
concerns,

Maintaining the public’s confidence
it SSA’s ability to keep confidential the
sensitive data it malotained was a primary
goal. The Agency could ot afford the
perception that PEBES information was nol
secure, Because of these concerns, Acting
Commisstoner John J. Callahus announced
o April 9 1997, that he would temporanily
susperd the PEBES Internct service.

The Agency decided thut # needed o
more thorpughly investigate the views of the
public and appropriate expents with regards 10

all aspects of Internet access Lo online o gt

PEBES. SSA held public forums in six Commisgionas Jobn Caltaban discuss electronic safeguards with a

gifferent citics between May § and June 16, Panel of expurts during a forim heid in Washington, 01.C.

1997, 50 that it could develop 4 better plan to safeguard conlidential information for Internet
applications. The intent was o bring the Agency the best thinking of experts in relevant fields as
well as members of the general public,

Acting Commissioner Callahan headed the forums, Each forum had three panels; one
panel consisted of privacy experts and consumer advocates, another was comprised of computer
technology expents including security cxperts, and the third consisted of business users of the
Internet, primanty in the banking and financial planning fields. o September 1997, S8A issued
a report 1o customers entitled Privacy and Customer Service in the Electronic Age.

The key to Internet integrity was the way that the public could access the applications.
The Agency tested Public Key Infrastructure (PKI) which was being used in conjunction with the
California Medical Association for the electronic transmission of medical evidence., PKI used
certificates to exchange digitally signed and cncrypted data, and was also being tested with other
electronic services and Internet applications. SSA parinered with CommerceNet, which
. provided all necessary support and development al 5o cost to SSA, to enhance s security
measures. This inchuded the further development of PRI and smart cards.

The other method under develapraent s SSA was the use of PIN and Puasscode. The
Pin/Passcode Workgroup was formed in March 2000, This group defined the business process
needed to support the 1ssuance of PINs and Passcodes for SSA cusiomers, Thix sacluded
workload wems, workflows, who in S8A were responsible for maintaining them, and several |
other considerations, PIN and Passcode usage were scheduled for piloting in January 2001,
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SSA used state-of-the-art software that carelully restricts user access to data except for its
mtended use, Using this software, only persons with a “need to know™ to perform a particutar
job function were approved and granted access. Agency sysiems controls not only registered and
recorded access, but also determined what functions o person could perform once access was
authorized. SSA security personnel assigned a computer-generaled personal identification
number and an initial password o persons who are approved for access (the person must change
the password every 30 days). This allowed SSA to audit and monitor the actions individual
employees took when they used the sysiem, These same systems provided a means to
investigate allegations of misuse and were crucial in prosecuting employees who misused their
authority,

SSA approached compater security on an entity-wide basis. By doing so, it addressed all
aspects of the SSA enterprise. The Chief Information Officer (C10O), who reported direetly to the
Commissioner and the Deputy Commissioner, was responsible for information system security,
The CIO assured that SSA initiatives were enterprise-wide in scope. The CIO assured that all
new systems had the required financiad controls to maintain sound stewardship over the funds
entrusted Lo the Ageney's care,

In order 10 meet the challenges of data security in a highly technological environment, the
Agency adopted an enterprise-wide approach to systens security, fimmoal information, data
integrity, and prevention of fraud, wasie, and sbuse. It had a fult-time stafl devoted to systems
security stationed throughout the Agency, w all regions and in the central office; S5A
established centers for security and integrity in each $SA region. They provided day-to-day
oversight and control over computer software. In addition, S8A had a Deputy Commissioner-
level Office of Systems which supported the operating system, developed new software and the
redated contrals, and, i general, assured that $SA was taking advantage of the latest ip effective
secunity technology.

SSA begon centifying its sensitive systems boginning with the original OMB
requircments published in 1991, SSA’s sensitive systems included all programmatic and
adbministrative sysiems, They also inchsded the nctwork and the system used o monitor SSA™s
data center operations. The Agency required Deputy Commissioners responsible for those
systems o accredil them, S3As planning and certification aciivity was in full compliance with
the National Institute of Standards and Technology (NIST) 800-18 guidance. In summary, S5A
had in place the right authorities, the right personnel, and the right soltware controly 10 prevent
penetration of HS systems and 1o address systems seourity issues as they surfaced,

INFORMATION SYSTEMS SECURITY PLAN

SA has maintaincd an information system sceunity program for many years. Rs key

componentx, such as deploving new sccunity technology, inlegrating security inlo

the business process, und performing self assessments of its security infrastructure,
to nume a fow, described goals and olyectives that touched every SSA employee, OF particular
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irmportance in the year 2000 were the activities related 1o the Presidential Decision Directives
{FDD) on infrastruciure protection and continuity of operations. The Agency was one of the first
to complete an evaluation of wll critical 85A assets,

Given the impontance of making ongoing monthly payments, SSA was elevated to the
highest level of importance by the eritical infrastructure assurance office. As part of this cffor, it
completed an inventory of all critical assets and implemented an incidence response process for
computer incidents. 88SA also revised its physical security plans to assure facilitics werc
properly scoured, SSA was one of the key agencies that evaluated the CHO “maturity™ model.
This helped 55A compare itself with industry standards overall.

SSA’s independent auditor, Pricewaterhouse Coopers, evaluated SSA's security program
from 1996 through 1999, They gave many recommendations to strengthen SSA’s security
program. The Agency implemented 77 percent of their recommendations and continued
addressing the remainder since they inveolved longer timeframes for implementation. They were
expected to be completed on a flow basis-with anticipation that ali would be completed by the
end of the FY 2001, :

SSA alse had its own formal program of onsite reviews and corrective action, The
Agency retained the independent contractor, Deloitte and Touche, to review s systems and
overall management of the program. Al of this was tracked af the highest levels through an
executive internal control committee which the CIO chaired and included the IG and key
deputics.

SSA believed that the zero tolerance policy paid off, as cvidenced by the fact that almost
all of the recommendations made 1o the Agency by independent auditors in the late 1990 and
the year 2000 were pre-empiive in pature as opposed (o a remedy for actual past abuse.
Nonetheless, when there was evidence of an abusc of system privileges, addressing the matter
was 4 number one priority for the Agency. SSA™s IG was commitied to the investigation and
prosecution of any employee abuse case. Many of the ecmployee cases wrned over to the IG for
ivestigation were first discovered by the Agency itsclf,

On Jung 22, 1998, Commissioner Apfel issued a notice 1o all SSA cmployees sbout
admuanistrutive sanctons to be taken against any SSA employee who abuscd his or her sysioms
privileges, Penalties were severe and led to the termination of employment for any offense that
mvolved selling data. On March 2, 2000, the notice was revised and updated.

To ensurg that SSA mission oritical systems were up and running, a solid contingency
plan was in place. In August 2000, S8A completed a successful test of all oritical systems. Also,
SSA had in place a hotsite us buckup for its critfead uperations. Thexe were recommendations
that Pricewaterhouse Coopers thought it was important for 85A 1o complete.
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MOVING AWAY FROM MAINFRAME SYSTEMS

ddressing systems security continued as a high priority for SSA. By design, the

Agency used a sysiem architecture that relicd almost exclusively on mainframe

systems and centralized databases. With this architecture, the Agency was able
10 more tightly control computer security than those Agencics who were faced with large
numbers of local andfor distributed systems. However, SSA_ in an increasingly technological
environment, has moved away from the mainframe environment to more distributive systems, it
carefully considered at every siep of the process as te how to build in security features, SSA
took a number of steps to ensure that the new systems were as secure as possible.

The Agency was on constant alert 1o identify both intrusion detection and denial-of-
service type attacks. SSA’s firewal] team used various services that list current hacker activity in’
order 1o identify the different 1ypes of attacks and how to respond and avoid them. SSA uses
vartous {iliers on routers to deny these specific intrusions.

SSA supported the independent audit of its financial statements along with the auditory’
detailed testing of SSA's systems. The Ageney worked with various oversight bodies {e.g.. the
GAO and the 1Gj to review what it was doing and identify any issues they believed SSA needed
to address. This assured that 8SA was geting all the advice that was available, and doing its
wimost to maintain the security of the computer systers and the data they contain.

NEwW EMERGING CONCERNS

he Agency took both preventive and enforcement actions to protect information in

Social Security files from any weongful use by its own employees and from any

unauthorized sccess by outsiders, SSA ook o very proactive approach to identily
hacker activity and adopt the proper defensive posture 1o prevent interruption to SSA's Internet
services. The Agency used state-of-the-ari technology o protect its network and was on consiant
alert to detect hoth intrusion and dendal-of-service types of antacks. S8A’S network was
monitored 24 hours a day, noi only by S8A techmicians, but also by contract services,

The Agency constantly re-evaluated and, when accessary, upgraded the security features
necessary 1o maintain the public’s confidence that systems were secure. Computer security was
top managemeni priority.

When Social Security first became independent in 1993 and had its own [G devoted only
to S5A activities for the first time, the Commissioner asked the 16 10 make employee integrity
the number onc issue. The 1G did so, and 55 A had consistently requested additional resources
for the IG and received support from the Congress for thase requests. The KG™s accomplishments
and value to the Agency's efforts o maintain program integrity are well documented in the
office of the Inspecior General's semi-annual reports 10 Congress,
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SS8A continued its long-standing tradition of
assuring the public thai their personal records were secure.
Both the Commissioner and the Deputy Commissioner
gave systems securily a very high priority. Emphasis
became greater with the emergence of the Internet as o
service delivery vehicle. Secure information sysiems was
an ongoing part of the mission. The Agency was aware
that it could not rest on past practices, but must continue its vigilance in every way to assure that
it kept the public's records private and secure while providing exemplary service 1o s
constituents.

Coramissioner Apfel continued to provide leadership in “Program Integrity” by
developing plans for dealing with rapidly changing demographics and future projections by
Agency strategists. His creation of the 2070 Vision helped position the Agency for years to
come to deal with the many implications and consequences of future program integrity activitics.
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