
L..'-" SIX: 
PROGRAM ~""RITY 

T
he American public depends on the·' Program admini$traton; to 
quickly and accurately provide benefits" record workers' -camings, and 
effectively ~lregl,.lnrd its benefit programs from fraud, waste and .abut-ic. Failure to 

do this: would seriously undcmllne the public's confidcn4c in government and its ability to 
effectively administer programs and protect taxpayer dollars, 

i 
Social Security has been one of the most succcsstpJ programs ever undertaken by the 

Fcdeml Govi:rnment. Since its inception, it has. enjoyed unprecedented public support. Yet the 
Agency found itself in a peculiar situation in Ihe carly 19r'Os: a popular program encased in an 
unpopular government. 

As a llIic in 1993, public confidence in govcrnmCfl[ wa~ low when President Clinlon 
served his: first Icrm in oflice. The Social Security Admi~iSlmtlon (SSA). then an Agency under 
the Department of Health and Human Services. endured dsimilar lack of public confidence, 
SSA was the subjecl of a barrage of reports and pcriodic~s: describing problem.>; such U1\ lengthy 
delays in processing Federal dis~lbility benefit claims; mtifing payments to beneficiaries with 
addictions [0 drugs and alcohoL perceived potential closings of field oflices, providing poor 
phone service: rcali/jng a surge in disahility claims while downsizing its workforce: ;wd issuing 
confusing letters to its customers to name just a few. 

! Merriam Webster'li Collegiate IJ]ctionary, Tenth Edition, p 931_ 
2 Merriam Webster's C(ll!eg;;.tte Dictionary, T..:nth Edition, r f.08_ 
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The Governmem Performance and Results Act f 1993 (GPRA). signed into law by 
President Clinton on August 12,1993, enabled SSA 10 reduce orelimioatc the problems 
mcrHioocd above, The Act Inundated federal agencies submit long-range (at least fiye years) 
strategic plans focusing on results, quality and cliSlomet scrvicc--outcomc.1i ralher than outputs, 
effectiveness rather than efficiency, Agencies were rcq~ircd to report 10 both the President and 
the Congrc~;s on the degree 10 which strategic goals we~ mel, The overriding purpose of GPRA 
was to improve the Federal Government's performance.! 

The winds of GPRA were blowing strong even JCfore lis cnaclmcnL Anticipating both 
the new law and the arrival of the first con finned Comnlissioner of Social Security since 
independence, Acting Commissioner Lawrence B. Tho~1pson reviewed SSA's planning 
pl'Occs.ses to bulld on pasl experiences and conform 10 i c dictates of GPRA. On August 4, 1993, 
Mr. Thompson elicited the Execu1ivc Staffs candid as ssmelH ofbotb the planning nod 
budgeting processes, and solicited their specific rccom endalions on how SSA could improve 
Ihcsc processes. This "mid-course" review was seen as bcrilical "next step" to meeting the, 
growing external demands and expectations of the GPRt sUitutcs, 

On September II. 1993, President Clinton lssue~ Executive Order 12862, which directed 
public officials to revolutionize pn.1CCSSCS within the Federal Government to provide service to 
the public that met or exceeded tbe best service availabl~' in the priv:.tte sector, The Executive 
Order also supported GPRA by requiring each Federal a cncy to publish a customer service 
plan, based on specific customer service standards. by S .ptcmbcr 8, 1994, High performance 
was paramount to n:::norlng public confidence and IHaint1ining Agency illtcgrily, 

Shirlt:y Chafer became the Commissioner of Sodhi Security on October 8, 1993 
accepting the monumemal task of rcsloring (he public's ~..\ilh in the Agency using the provisions 
of GPRA and EO, 12862. The Commissioner's .strong support of strategic decision making 
helped re~enforcc the importance of planning. 

Commissioner Chnter charged a workgroup to develop a plan to rebuild Ihe confidence of 
the American public in Social Security. The workgroup was comprised of representatives from 
all of the Depuly Commi ...sioners. They annlyzed data, nfapitulated lhe major public confiden<;e 
issues, identified gaps in Agency knowledge, and recom~ended a strategy for rebuilding publi<; 
confidence in Social Security, Thi:-. strategy was called," 'HE CHALLENGE OF CHAN E: 
Rebuilding Public Confidence in Social Security." 

The group focused on two major areas. The first was to document confidence levels and 
determine the issue!" thm drove confidence down, The wdrkgroup found that the low levels of 
confidence cut tlcross all demographic groups and abo diJcovcrcd that the Agency needed 10 
hwadcn it)' knowledge about lhe confidence of its own eniployc.cs. 
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The workgroup discovered that there were a var ety of !'cason~ why people had little 
confidence in Social Security. They generally fit into the following seven broad categories: 

L 	 Trust fund insolvcncv~. ("It won't be there fJ,, 
me."): 

2, 	 Moneys worth ("I could do helter investing in my own,"); 

3. 	 The role and significance of the trust funds ('The trust funds arc worthless lOUs.:'): 

4. 	 Broken promises (,'Congress. will change the rules by the lime I retire and 1 won"t get 
anything."); 

5. 	 "Undeserving" people getting benefits ("Dr g addicl!'. and immigrants are gCHing 
money they don'l deserve.'"); 

6, Service delivery issues ("I juSt get husy sign' ,Is from the 800 number:'); and. 

7, General diMrust of government ("Government is wastcful and incfficient."). 

The second foc~tl area wa.. the development of a 
to address the issues Hnd rebuild confidence in Ihe Agen 
objectives identified as follows: 

L 	 Increase the public's knowledge about Social 
misinformation.4 

2, 	 Restore the public's confidence in the (msi fUfd::-' by restoring the long-range aClUurial 
balance of the trust funds. 

3, Ensure that the Social Security program is wei de.signcd and meets sound putllic 
policy Objectives. I 

4. 	 :\1ake Social Security more responsive to publ'Jc input. 

5, 	 Increase the knowicdge and understanding of ~s,,,, employees aboul the issues 
confronting Social Security. 

6, Reinvigorate public affairs throughout SSA. 

hort-range plun and a long-term strategy 
y. The strategy included six specific 

Security and counter existing 

The workgroup presented its findings to the Commissioner upproxim,lIely one year after 
its inception. The findings equipped Ihe Commissioner v. ith informaiion that she ui>ed to begin 

-' Exccutive Summary of ''THE CHALLENGE OF CHANGE; RdlUi ding Puntic C(jolidcm:c 10 Socia! SccurJly." 
Excctllive SummlltY· Pi?- ii. 
4THE CHI\LI.E~GE OF CHANGE: Rcbuilding l'ubHe Confidence n Social SL'ClJriIY," Executive Sununaty, lig 
iiL 
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1'tccring the organi7-ution out of a "sea of doubt' to an "peean of ilKsuredncss," The cnurse ~lOd 
speed of tht: Agency was about to change, I 

In January 1994, the Commissioner revised the three Agency-level stmtcgic goals to the 
following: 

• Rebuild Public Confidence in Social SeeUI'il 

• Provide World-Class Service 

• Create a Nurturing Environment for SSA En ployces: 

In November 1998, the Agency's ability to aceo lplish the first two goals would be tested 
after the discovery of a 1978 computer software design rror by Agency employees. 
Approximat~ly426.000 beneficiaries were underpaid nebrly 5478 million, The Agency braced 
itself for a deluge of inquires primarily from the toU-fred phone service lines, which ulready 
answered nearly 60 million calls per year, SSA quickly respondcd by assuring the public thut all 
of the money would be repaid within six months. Although $478 million was a sizable sum, 
payments affected less than one percent of SSA benefici~ie~ and were comparatively small to 
the $325 billion in benefits paid by the Agency. 

The Social Security Administration's stafllng dc~rcaSCd by approximately 20,000 
employees or t 7 percent for the len-year perjod jmmedil~tely preceding the enactment of GPRA 
and issuing Executive Order 12862. The Agency was exPected to administer programs wilo 
reduced staffing, do it beHer, and change its practices to restore organizational integrity. Due to 
the changing demographics of Ilo; customer base, worklo4ds were increasing ill volume ami in 
complexity. In the early to mid 1990s, disability claims tecamc the fastcst growing workload in 
the Federal Government; d.isability claims grew in exccs of70 percent. GPRA and the 
challenges of Executive Orders 12862 and 12871 placed nOrlhOus demands on SSA, In some 
regards, SSA wa') ill-equipped to execute actions to mak~ the necessary improvements defined 
by GPRA. II was evident that major changes would hav9 to be made. 

,, 

In August 1994 the President signed legislation (H.R. 4277) es.tablis.hing SSA as. an 
Independent Agency, with unanimous consenl in the Scn!te and Hou!'e ofRepresenlalives. SSA 
became independent on Murch 31, 1995. and (his was a clajor step in restoring the puhlic's 
confidence. The new Social Security Administnltion wa~ far morc efficient, vigilanl. and 
responsive. Commissioner Chuter reorganized and consolidated various planning elements into a , 
single component. the Ortice of Stralegic Management ( SM)' responsiblc for strategic planning 
uctivitics. 
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The Agency's 
accounlabiJity became more 
evidenl with Ihe adveOi of 
Independent Agency. 
Se-veral components phlyed 
key roles in assisting the 
Agency in improving ils 
stewardship and maintaining 
its integrity. which were two 
major clements required in 
regaining Ihe public's 
confidence. They were the 
Advisory Board, Office of 
Strategic Management 
(OSM), Office ofthe Deputy 
Commissioner for Finance. 
Assessment and 
Management (OCFAM), and 
Oflice of the: Inspector 
General (010). 

Kenneth S. Apfel was ,worn In as the commi"i~ner of Social Security on September 28, 
1997. Under hiS leadership, there were a variety of major accomplishmc()1s to safeguard thc 
Agency's integrity and improve stewardship. 

The Agency reJeased a comprehensive Disability ,Managel11cnt Repon that had four 
goais. One goal was to sufeguard the integrity of the distlbility program. The Foster Care 
Independence Act was signed into law by the President or Dccemhcr 14. 1999, giving Ihe 
CommL"'sion~~r greater power to protect the trust funds through the use of electronic information. 
Social Security's FY 1999 Accountability Repon includerl the first GPRA AIHlUal Performance 
Report. SSA was the first Agency to publish the statutorily required report. Under 
Commission(~r Aprel's leadership, the Agency cswhlishcd an Electronic Service Delivery Project 
to explore among other things more cost effective and scclurc means for providing l'Crvice thnl 
would fllrther move the Agency toward achieving ihe extlutions of GPRA. 

Program integrity was :-.ignificantly improved thr gh the combined initiatives of SSA 
and OIG supported by legislation passed during the Clint n AdrniniSlnliion. 

SSA Commissioner Shirh~y S. Chater unfurling the nGW independGn1 
Agency flag following the~ndependance ceremony. Also shown in 
discussion are former Cofnmissioner Robert M. Ball (center) and 
former Commissioner Stahford G. Ross (back to camera), Also 
looking on IS Mrs, Robert Ball. March 31,1995. 
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STEWARDS IP 

OFFICE OF THE INSPEC ,OR GENERAL 

The Social Security Independence and Pro~ram Improvements 
Act of 1994 established SSA's own Ollief of the Inspector 
General. Until a new SSA Inspector General (IG) could be 

nominated and confirmed, the Department of Health an Human Services' 
(HHS) IG, June Gibbs Brown, was appointed to manage her office as well us 
the newly established SSA DIG. The HHS's DIG trans rrcd 259 staff, 
including three senior executive service positions, neees ary equipment and 
funding to create the office. 

The OIG was required by the Inspector General Act of 1978 (lG Act), 
as amended lo: 

• 	 Conduct and supervise independent and objc 
Agency programs and operations. 

• 	 Promote economy, effectiveness, and efficien 

• 	 Prevent and detect fraud, waste, and abuse in 

• 	 Review and make recommendations regardin 

live audits and investigations relating to 

y within the Agency. 

gency programs and operations. 

existing and proposed legislation and 
regulations relating to Agency programs and iPerations. 

• 	 Keep the Commissioner and the Congress fully and currently informed of problems in 
Agency programs and operations. ~ 

• 	 Empower the IG with the independence to det rmine what reviews to perform, access 
to all information necessary for the reviews, a d the authority to publish findings and 
recommendations based on the reviews. 

The SSA OIG's mission was to improve SSA pro,rarns and operations and protect them 
against fraud, waste, and abuse by conducting indepcndc~t and objcctive audits, evaluations, and 
investigations. The IG provided timely, useful, and rclial::ile information and advice to 
AdministraticlO officials, the Congress, and the public. T~e OIG proactively sought new ways to 
prevent and deter fraud, waste, abuse, and mismanageme~t. OIG committed itself to diversity, 
innovation, integrity, and public service. 

The mission of the OIG was carried out through a nationwide network of offices 
comprising the Offices of Audit (OA), Evaluation and Ins~ections, and Investigations (OJ). Stafr 
in the Immediate Office of the OIG supported these three components. 
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On June 28, 1995, Commissioner Chater dclcg*d to the IG the authority to implement 
sections 1129 and 1140 of the Social Security Act. Monetary Penalties (CMP) were 
imposed against individuals and/or entities who SSA symbols and emblems (section 
1140), or who made false statements and I ' of material facts for use in determining 
initial or continuing rights to Social Security benefits (section 1129). Tbe first set 
of rules was published in the Federal Register on 27, 1995, which provided the 
foundation to get the program off the ground. 

The Senate confirmed David C. Williamss.;':s;';1;:~l~~'~:,General on December 22, 1995. 
As thc new IG, he immediately implemented an a hiring program to build the 
investigative strength of the new OIG. Budget . grew from $10.3 million in 1995 to 
$56 million in 1999 with staff nearly doubling. There enormous returns on investments. 
Experienced investigators from other federal law agencies became integral 
members of OIG. Their value to the Agency's role was apparent in the OIG reports 
released between 1995 and 2000. 

1995' 12 $77,000 

1996 32 $363,358 

1997 54 $4,031,991 

1998 56 $14,661,078 

1999 60 $83,989,044 $519,71 

2000*' 27 

*Renects daw from April I, 1995, through September 
**ReOects data from October 1,1999, through March 31, 

88 61 

,72 54 

225 124 

166 99 

219 34 

62 9 

The OIG received 2,236 complaints in FY 1995 sources both within and outside 
SSA. It opened 844 investigations, closed 679 cases, and :Obl.i,led 287 criminal convictions. It 

233 



recovered almost $3.9 million through fines. judgement·, restitution, and recoveries. In addition, 
$35 million was saved through implemented recommen alions to put funds to better usc. 

The 010 conducted a fraud vulnerability rCViCW!dUfing its first year of operation to 
determine how to best usc its limited resources to fight raud, waste, and abuse in SSA's 
programs and operations. The review identified arcas i SSA's operation that were most 
vulnerable to fraud. Using this information and its experiences in the first year of operation, DIG 
restructured (0 build upon its original foundation and brjng focus to its operations. 

SSA has long delivered service to the American ~ublic in a manner that fostered 
confidence and trust in the quality of SSA programs and employees. The SSA tradition of 
stewardship and responsibility to protection of puhlic information stemmed from its inception 
and was based in its first regulation (Regulation I), whiGh established a high standard for data 
protection. The IG's reports included information that tIe Agency used to enhance its 
performance: and solidify public trust. 

The Clinton Administration initiated great advan es in technology, enhancements in 
information sharing initiatives, and emergence of a strons Internet presence throughout 
Government. This new environment offered many advantages in improving SSA efficiency, 
public access, and employee job enrichment via advanc"f technology. 

Recognizing that more online access created additional opportunities for abuse, SSA lOok 
steps to implement formal sanctions [or abuse of its syst~ms. In 1993, the Agency released the 
first formal set of Security Guidelines for Administrativ Action. SSA also implemented an 
annual employee recertification process for systems acce 's that same year. The two transmillals 
provided guidance to both employees and management r garding penalties for misuse of 
information/system and included a requirement for mana yement to remind SSA employees of 
their responsibility to safeguard public records, 

In 1994, Commissioner Shirley Chater issued the first memorandum to all employees that 
addressed privacy of personal information in Agency file', This memorandum re·emphasized 
employee rcsponsibility to protect all Agency personal d' ta that was collected while carrying out 
duties and reminded them of criminal and administrative penalties ifhreached. It addressed 
details of inappropriate use or disclosure of information ,ind gave employees two methods of 
reporting abuses and concerns along with an option of anrnymity. 

Throughout the mid to late 1990s, SSA made gre~t strides in expanding its systems 
network. moving to a sophisticated client·server envirolllfent and greatly expanding information 
exchange activity and data sharing with many more tradi~g partners. It also saw a great 
metamorphosis in the way field office and other operatin~ components had to address its 
customers, Paperless processing and "one stop" shoppin were prevalent themes. This was also 
the era of "zero tolerance" for fraud. 

On June 22, 1998, SSA 's Commissioner Kenneth pfel released Administrative Penalties 
for Computer System Access Violations. This replaced t e 1993 guidelines. A set of uniform 
sanctions entitled Sanctions for Unauthorized S stem Ac ess Violations was established to 
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ensure SSA computer systems vioh.llions were treated ctmsistcnlly, Three categories were 
established with the ~everity of pemilty based upon the nature of the violation" Employee... were 
also requested to sign acknowledgements indicating th3~ they had read and understood the 
sanctions and whether they had current access to the computer systems or oat. The sanctIons 
were revised in a memorandum on March 2, 2000, aflcr\conccrn~ were raised about Calegory J1. 
This category was defined as the unauthorized access 01 a record with disclosure to an 
unaulhorizcd source Ihat docs not involve personal Of I~nc!ary gain and was not made with 
malicious intent. The reservation raised about Category 11 involved the fact il did not distinguh_h 
between dbclosurc of data to a person who wa~ otherwi e entitled 10 the information and the 
morc ~criou~ violation of di~clo5urc of information to a Person who was not entitJed to the 
information. The Commissioner listened to those legitithate concerns and decided to rtwi;;e 
Category 11 to acknowledge the difference between the t\vo actions. Changes were also made 
clarifying language in ihe other caicgories as welL It ci~d laws and guidelines requiring that 
Social Security to maintain proper securily of all Automblcd information Systems (AlS) 
resources, including data. j 

During the Clinton Administration, SSA Commi sioners and lOs oversaw major 
initiatives related to privacy and protection of inrormati n. To maintain the confidence and trust 
of the American people regarding Social Security progra,ITIS and records, the Agency made 
significant improvements in mechanisms and policies lo~nforce proper access and aggressively 
address any misuse of Agency records. 

There werc a number of initiatives that began in 1996. The 010 established the Office of 
Managemenl Services to provide support to its opera!ionrby providing human resources, budgct, 
and a variety of olher resource management needs. This office also hosted the November 25, 
1996 ribbon cutting ceremony launching the operation o~ the SSA Fraud Hotline. The Hotline 
served as the avenue for reporting allegations of fraud, wa<;tc, and abuse for SSA employees; 
other Federal, State. antllocal government agencies; and ~embers of the general pUblic. 

In addition, during 1996, the Office of Evaluatiol and Inspeclions merged with OA to, 
create a nationwide capability to conduct both formal auqils and evaluations. Comhining the 
knowledge. skills, and abilities of auditors and evaluator, enabled the OIG 10 focus on 
identifying <\nd recommending ways to prevent and minimize program fraud and inefficiency, 
rather than detecting problems after they occurred. This fPproach helped the Agency save 
millions of dollars. After this consolidation, OIG moved ,away from Ihe traditional "regional" 
structure 10 "issue" area learn." that provided centers of C'fCftiS.C in each of SSA 's program areas. 

The OIG also crcilted the Office of the Counsel to the Inspector General (OCIG) in 1996. 
Hs primary purpose was to provide legal advice and coun , I to Ihe IG and senior staff on statutes. 
rcgul<ltions, legislation, and policy directives governing I~e adminislralion of SSA'~ programs, 
The office was also estahlished to provide legal advice pehaining to investigative procedures and 
techniques, us well as conclusions drawn from audit and ihvcs!igalive activities, The OCtO also 
assumed reslftJnsibility for administering the delegated Ci~il Monclary Penalty (CMP) program, 
for the OIG. The OCJO worked diligently to puhlish finaJ rules and regulations to huild tbe 
initi •.11 infra,<;trllcIUl'c to lmmch Ihis program. Two sets of rules were puhlished in the Fedenil 
B.~gistcc The puhlishing dates were April 24, 1996 and ccmbcr 13,1996. 
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The Agency and the OIG cqablished a unique p rtner:-.hip through rhe National and 
Regional Anti-Fraud Committees 10 jointly combine efforts and forces in u seamless attack on 
fraud. waste, and abuse as part of the Agency's "Zero TblcranL'C for Fr.md" campaign. These 
committees hrought IOge-ther OIG's investigative exrcribnce and SSA's program expertise to 
idenlifyand prevent fraud in SSA's program, I 

,, 
In 1996, the OA also initiated the Payment Accu'racy Task Force. which was another, 

coopen.uive effort with SSA thaI focused on enhancing ifC Agency's processes to improve the 
accunlcy of its payments. The smallest percentages of error represented large costs to the 
Agency •.md the trust funds that it stewarded. The OIG f.'mCd to sci a high st;:md~lrd for 
govcmmcnt excellence at SSA through cooperative etTo s. 

The OIG established the Joint Field Operations rogram that was staffed with highly 
experienced investigators who drew on their experience and cSlabli!\hed contacts to focus on ,
significant frdud and enumeration violations against S5 . The Office of Investigations (Of) also 
c....;tablished a Strategic Enforcement Division to conduct studies of emerging criminal trends and 
look for the bcst ways SSA and OIG could prevent and etect fraud, 

In 1997, the IG established the Office of Operati ns to serve as the focal point for'the 
OiG's strategic planning, the Congressional liaison, and ublic affairs activities, The OIG added 
the Enforcemem Operations Division at Headquarters to1Qvcrsee the day~towday field activities 
and crc<llcd the Special Inquiries Division to handle sensItive investigations into allegations of 
wrongdoing by senior SSA officials. J 

The OIG implemented an initiative to ensure rca ,lness 10 combat "electronic crimes." 
The Electronic Crime..; Team was created to instituli{)nali~c the investigative capability to 
conduct computer Ibrcnsic examinations. recover evidence in an electronic environment. and to 
provide expertise and training to OIG investigators acros~ the nation. As SSA began to explore 
the expansion of on-line access to services, OIG needed tb ensure that it was prepared to idenlify 
and address exploitation of SSA's systems and electronic! services, 

, ,, 

The National Anti-Fraud Committee held its first ~atjonal Anti-F'raud Conference from 
Septemher 8 through 12, 1997 at SSA Headquarters. 'fh9,lheme of Ihc conference wa~ "New 
Approaches in a New Environment." Over 450 SSA emp,loyees from central ofnce and the field 
allcnded the conference. Representatives from State DisdhiJity Delermination Services (DDS) 
units and the General Accounling Office (GAO) attendedl The conference featured discussions 
on new investigative approaches and technology and systtms issues. Acting Commissioner John 
Callahan, Acting Principal Deputy Commissioner John D}"er, and Inspector General Duvid 
Williams participated in the conference and spoke to Ihe 4ttendees. 

The yimr 1998 marked the start of large-scale inveLigative projects designed to address 
major problems facing SSA in the administration of ils p;t~rarns. Three of Ihe most nO!<lbic 
operations th:::t had major impacts on OIG's succe$~S \.v~k Operation Contender. Operation 
Border Vigil, and Opcr-alion Water Witch, 
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Under Operation Contender, OIG created five pilot projects under the concept of 
Cooperative Disability Investigations (CDI) teams. OIG's work in this area focused on 
individuals who filed false claims or program participants who defrauded the program by making 
false statements or hy overtly concealing factors that affected their initiul or continuing eligibility 
or entitlement for payments. OIG joined with SSA's Office of Disability and established COl 
teams in Georgia, Louisiana, Illinois, New York, and California. These teams were composed of 
OIG Special Agents and State law enforcement officers, as well as SSA and State DDS claims 
professionals. The DDS referred suspicious cases to the team, which in turn collected evidence 
to verify or refute the suspicion. If the team confirmed that the claim was fraudulent, the DDS 
was notified and it either denied the application or stopped benefits. 

Operation Border Vigil's purpose was to focus on a major vulnerability in SSA
administered programs. The IG initiated a variety of projects under this operation across the 
country to identify Supplemental Security Income (SSI) recipients receiving payments based on 
fraudulent statements regarding residency as well as other eligibility factors such as citizenship, 
alien residency status. age. income, and resources. The OIG also participated in International 
Integrity Projects with SSA's Office of International Operation to define problems inherent to 
the distribution of benefits to individuals living in foreign countries and to develop strategies that 
addressed the issues. 

Operation Water Witch was initiated to implement provisions of the Personal 
Responsibility and Work Opportunity Reconciliation Act of 1996. A recipient became ineligible 
for SSI benefits during any month that the recipient ned to avoid prosecution for a felony or ned 
to avoid custody or confinement after conviction of a felony. Through localized and manual 
processes, OIG Special Agents identified ssr recipients who were fugitives and notified the 
warrant issuing agency and the SSA that the individual was ineligible for benefits. SSA stopped 
payments, determined if the individual was overpaid, and initiated collection activities. 

Recognizing that the operation would be more effective and efficient through the use of 
computer matching. OIG negotiated with the Federal Bureau of Investigation (FBI), the U.S. 
Marshals Service, and the National Crime Information Center to establish computer-matching 
agreements. By July I, 1998. there were formalized investigative plans in all 50 States to 
establish points of contact and define mechanisms through which SSA and the State could 
exchange computer-matching data. 

The IG abolished the Office of Operations, folded its functions into the Office of 
Management Services, and established a new Office of External Affairs in 1998. The Office of 
External Affairs assumed responsibility for the OIG's Congressional and Public Affairs Program, 
the newly established quality assurance function, and the conduct of OIG employee 
investigations. The Quality Assurance Team performed internal reviews to ensure that OIG 
offices held themselves to the same rigorous standards that were expected from SSA. The Public 
Affairs Team communicated OIG's planned and current activities and their results to the 
Commissioner and Congress as well as other entities. 

The SSA Fraud Hotline was moved from the Office of Management Services in 1998 to 
the 01 under a new division called the Allegation Management Division. The move allowed 
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investigmors to more closely manage the incoming allegations. and apply their investigative 
expertise to gain more efficiency in the Hotline operation. In FY 1998, the Hotline staff 
processed nearly 30,000 allegations, which wa,'~ a signific<uH iI1cre~se from the 4,[06 allegalions 
in FY 1996. To keep pace with the growing number of allegations received. the Principal 
Deputy Commissioner agreed to increase the SSA Fraud Hotline's staffing levels in the next 
year. 

On July 30, 1998, lG WiHiam:-. wa,<.; officially nominuted to he Ihe InspectorOenerul;:H 
the Department of the Treasury. Immedimely upon his departure. the Deputy (G, Jamc.'\ O. Huse. 
k becnme the Acting (0. 

There were several major changes in 010'$ organi7.ation in 1999, The 01 reorganized its 
Headquarters divbions, abolished the Special Inquiries Division. and created the M~tnpower and 
AdminlstmHon Division to provide necessary resource, administrative. and technical guidance to 
its field divi~ions, Also, in response to the Presidential Deci. ... ion Directives 62 (Terrorism), 63 
(Critical Infrastructure Protection), and 67 (Continuity of Government), the OIG establbhcd Ihe 
Critical (ofraslructure Division (eID) within the Office of Investigations, The CID worked with 
SSA's System Security Officers and representatives from SSA's National Computer Center to 
define .md administer an intrusion response program that included OIG notification and 
investigation. if warrilnted. The division assumed responsibility for operating the Electronic 
Crimes Team that was created in 1997. 

DIG also merged the Office of External Affairs and the Office of Management Services 
to cre,He the Office of Executive Operations. This component was responsible for a hroad range 
of activities including communicating the results orOIG's work to external stakeholders and 
providing th(! internal administrative support for ull OIO activities. This office supported the 
budget. human resources, system:" pubt1c affairs. and quality assurance infr.:Jstructurc for the 
entire 010. 

In March 1999,010 held the Orand Opening for a newly expanded Fraud Hotline thut 
had incrcm.;ed in stafling to four times i1S 199& size. The Holline WUl> rclo(.'aled to a new state~of
the-art facililY and it processed nearly 75.000 allegations representing a 150 percent increase in 
productivity from FY 1998. 

On July 28. 1999, President Clinton submitted James O. Husc, Jr.'s nomination to the 
Senate to become the second 10ofSSA. On November to. 1999, the Senate confirmed Mr. 
Huse's nomination and on November 22, 1999, in a ceremony in Baltimore, Maryland, Me. Huse 
was sworn imo Omt'C, 

Lale in 1998. the Congress passed the Idcntily Theft and Assumplion Dclerrencc Act of 
1998 (P.L. 105·318). This Act. commonly called the Identity Theft Act. acknowledged that the 
Social Security Numher (SSN) was a means of identifying an individual, This [cgislalion 
cmpowered law enforcement authorities to arrest, prosecute, and convict individuals who 
fraudulently used another person's SSN to cre~ltc a false identity. TIle law also charged the 
Federal Trade Commission (FfC) with es.tablishing a centralized identity theft complaint 
databasc and providing informational nmtcriul on idcmity theft to complaimmls. !n addilion, the 
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FTC could refer identity thert allegations to 
appropnate Federal, State, or local law 
enforcement agencies, as well as 10 the three 
major credit bUJ'caus. Since SSN misuse accounts 
for over h~llf of the complaints to the Fraud 
HOlline. 0113 aggressively began pUl1ncring with 
other Federal and State. organizations to reduce 
the incidents and impact of Ihese crimes and 
maximize ils resources. 

To proactively addre;.;s identity theft, OIG 
participated in a long list of activities that 
included working wilh the Federal Trade 
Commission (FTC) to develop government-wide 
cducu!iolUll malcritd, reviewing and providing 
input on FTC's proposed identity theft complaint 
form. became of member of the Identity Theft 
Subcommittee of the Law Enforcement Initiatives 
Committee lind the Attorney General's Council 
011 While-Collar Crime, published an article 
entitled Social Security Numher Misuse and 
Identity Theft for the PTC's Summer 1999 issue 
of Fraudbu;.;ter;.;! Mugazin~, met with U.S. Sentencing Commission representatives to discuss 
sentencing guidelines for individuals convicted of identilY theft. and launched SSN misuse pilot 
projects in five cities acro;.;s the Nation. Investigators provided the lead in working with various 
Federal and Stale agencies on SSN misuse allegations referred to OIG and developed a refcmll 
system that allowed for the automated transfer of duta between the FTC and the OIG Hothnc. 

The OCIG WaS instrumental in (he prosecution of individuals gUilty of violating section 
1140 of the Sodal Security Act. The Federal Records Service Corporation (FRSC) scnt out 
appmximmcly 2.2 million solicitations each year that targeted new brides and new mothers with 
dcccplivc advcniscmcnls. The dirccl mail solicitation!> to consumers appeared to be from, or 
endorsed by. SSA. For a $15 service fee. they olTered to process SSA's applicalion forms for 
name changes and newborns' SSNs. SSA provided assistance in filling out 1hese forms free of 
<.:hargc. OClG collaborated with investigators, SSA's Office of the General Counsel. .mu the 
Department of Justice to obtain a preJirninary injunction and negotiate a favorable sellicmenl of 
this cnse, Under the tcons of the settlement. FRSC was dissolved and the iiI'S! two defcnd;ul!s 
were ordered to pay penalties of $845,000 to the Social Security Trust Fund, Overall, .111 the 
defendants agreed to pi.ly over $1 million total to the Social Security Trusl Pund, 

The Sllccess and preventive nature of the COl teams in the five pilot locations cl.lused 
SSA and OIG to add additional teams in Missouri. Oregon. and Texas, The Fugitive Felon 
Project, under the former Operation Water Witch, experienced a 287 percent increase in the 
number of fugitives identified after implementing one electronic data match with one Slate, 
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in FY 1999. OIG received 74,360 complaints. opened 9,23& invesligations. and closed 
7,308 cuses, orG oht<lined 3,139 criminnl convictions nnd recovered over $213 million through 
fines, judgements, reslltution. and re:coveries" In addition, over $519 million was saved lhrough 
implemented recommendations to pUl funds to heuer usc. 

OIG had an uneventful transition into the new millennium, primarily due [0 the diligence 
ofSSA's sy"ltcms staff. its own elI) stafr, and systems support staff, The year 2000 began with 
a Congressional and media focus on the issue of representative payees, re~ulting from onc of 
OIG's rccent invcstigalions involving a representative payee scrving over 140 dis,lhled 
individuals who had cmbczzJed over S3OQ,()(X) in u 4~yeur period. To assist the Agency in 
addressing this areu, the IG committed auditors to performing independent on-site audits of a 
limited number of representative payees. These audits enabled the Agency to identify problem 
areas that needed to be addres!~ed to ensure that bcneficimies' benefits were being s.oundly 
managed. The JG also opened lhree morc COl teams in New Jersey. Virginia, and Florida. By 
the end of FY 2000, cleven teams were expected to be operational. 

OIG continued its activities in the SSN misuse and identity Iheft arena. It needed to 
ensure that the office was equipped with the ne<:essary tools and resources to address the flood of 
complaints that it anti;;;;ipatcd from the Hotline and the Frc. The OIG participated in two key 
events that brought the private and public sector!' together to discusfi efforts 10 address identity 
theft. The first or these events was the Canadian Identity Fraud Workshop held in Toromo in 
February 2000. The 010 gave a presentation to Government representatives from Canada, 
Australia, and the United Kingdom on identity theft in the United Stutes. It ulso participated in 
round table discussions with representativc.1i from other Nations to identify common prohlems 
and JiDssible remedies. 

The second evenl. the Nationa11denlity Theft Summit, held in March 2000, was hosted 
by the Department of the Treasury in Wushington, D.C. and lncorpor.ucd fivc panels [0 discuss 
victim issues, prevention measures, nnd shorHenn remedies for both the private sector and 
govcrnmcmal agencies, The OIG (;o~cool'dinated the prevention punel, which the JG moderated, 
This panel was designed to give the attendees ideas and suggeslions on how to prevent idemity 
theft. 

To further its fight, OIG proposed to the Congress nnd SSA thnt they expand the CMP 
program 10 include SSN misuse and identity then penalties for those cases that were not accepted 
by tbe U.S. Attorney's Office for prosecution, The OIG detailed it lawyer to the Department of 
Justice to assist in the prosecution of SSN misuse and identity theft cases. 

From October 1. 1999 through March 31,2000, the OIG received 44.944 complaints, 
opened 4277 investigations, and clo~d 4,069 eascs. It obtained 1,169 criminal convictions and 
recovered over $122 million through fines, judgements, restitution, and recoveries. In addition, 
over $170 million was saved through implemcnted recommendations to put fllnds to better use, 
The (0 testified before House and Senate Committees on ten occasiom from March 7, 2000 
through September 12,2000. 
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The IG was in continuous dialogue with Congressional commiuees that sought legislative 
fCmedies to strengthen SSA programs and to provide the investigative looh; to prevent, identify, 
and deter criminal activity and assha the Agency in maintaining its integrity. The chal1 below 
provides 1'Clurn 01) investment information for the SSA OIG since its inception. h's only one 
indicator of the successes of tbe Office of the Inspector GeneraL 

1995' SIO,300,OOO $38,970,360 4-1 

1996 $25,800,000 $124,022,730 5-1 

1997 S37,400,OOO $767,463,244 20-1 

1998 S49,200,OOO $2,449,093,495 49-1 

1999 S56,OOO,OOO $817,661.342 14-1 

*R.Heel' data from April I, 1995 through September 30, 1995, 

Each component of the OIG was dedicated to advuncing SSA's goal to make SSA program 
management the best in business, with zero tolerance for fraud and abuse. 

FRAUD INITIATIVES/PROGRAM INTEGRITY 

SSA has always taken its stewardship role very seriously, The American public 
rightfully expect!' SSA to be vigilant stewards of its tax dollars. In fulfilling it!' 
mission "to promote the economic security of the nation's people through 

compassionate and vigilant leadership in sbaping and managing America's Social Security 
programs." SSA believed that fraud and abuse were unacceptable at any level and operated iO 

reflect its helief. 

The potential for deliherate aels of deception exists in aU government progmms. While 
SSA had not found widespread fraud in il~ pl'ogram~, any level of fraud wa'i a source of concern. 
Independent Agency status allowed SSA to lake :->Iep:-> to expand und strengthen !he OIG by 
providing additional invc~tigative resources f(Jf comhating fraud. One goal of the Agency was to 
continue to increase its i.Hlention to deterring fraudulent activilies and bringing to justice those 
who cornmiUl:d fraud, whether members of the puhlic or SSA employecs. To accomplish this 
goal. SSA established Ihree major objectives: 
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• Change progrJ.ms. syMcms. and operations to reduce instances of fmud; 

• Eliminate wasteful practices thut erode public confidence in SSA; and, 

• Prosecute vigorollsly those who damage the integrity of SSA 's programs. 

Jnitially developed in 1996, SSA and 010 devised ~~ comprehensive key initiative tHctical 
plan to strengthen the public trust and confidence in SSA and 10 assure the highest level of 
integrity in SSA programs. The tactical plan reflected broad. Agency-wide panicipUlion with 
initiatives identified at a grassroots level throughout the Agency. A principal part of Ihis tactical 
plan initiative was the creation of a National Anti-Fraud Commillce whose function was to 
oversee, din:ct and support the Agency's anli~ffaud plans and activities. The Nmional 
Commillce was comprised of SSA senior slaff and eo~chaired by Ihe Deputy Comml!'sioncr fOf 
Finance, Assessment and Managclllcnt and SSA's Inspector Genera!. 

In addition to developing its own anti·fraud initiatives. the Nalional Committee oversaw 
and supported Regional Anti-Fraud Commiuee...;, which were estahlished to coordinate anti-fraud 
str<ltcgies in each of SSA's ten regions, The Regional Commiuccs included Regional 
Commis!'-ioners, other Senior SSA and 010 staff. as well as managers of SSA Field Ofticcs. 

The t\alinnai Anti-Fraud Committee fully supported the SSAlOtO Combating Fraud key 
initiative tactical plan. The tactical plan initiativc!'- were designed to provide stewardship and 
ovcrsighl consistenl wilh increased puhlic confidence, while aggressively deterring and detecting 
fraud. The Agency was very mindful that I'cpm1S of f["'..iUd, waste, or abuse would trigger public 
perceptions that SSA was not efficient or that it did not make the best usc of tax payer dollars. 

Four Regional or National Anti-Fr'lUd Conferenccs were held from September 1997 
through May 1999, These conferences provided.a forum 10 discuss new ideas. as well as existing 
iniliativc.'i. Since 1997. SSA has published the Annual Report to Employees on Anti-Fraud 
initiatives to inform employees about the Agcncy',"j anti-fraud efforts and to generate new ideas 
and recommendutions. 

Perhaps tbe Agency's biggest contrihutors to its anti~fl'aud efforts were the employec!'- in 
SSA's 1.300 field offices whose commitment to maintaining the integrilY of the Social Security 
programs was unswerving. it was often field office and DDS employees who uncovered 
fraudulent schemes. These employees were the biggest assets in !he Agency's fight againsl 
fraud, SSA wu,,, committed to continue Iraining them in ami-fraud practices and seeking 
addition;tI loels 10 make their ani i-fraud comn)itmenl c(l!\icr and morc effective, 

Components partnered in a number of lnilialives 10 cllpitalize on the skills of staff and to 
make the most of limited resources. The OIG believed that a conslant flow of inform.ttion 
among its auditors, inves.tigators. and auorneys was critical to the success of improving SSA 
program integrity. The Agency and OlG also worked with ocher Federall:md Slate agencies on a 
number of initiatives. 

242 

http:progrJ.ms


EMPLOYEE FRAUD 

A lthough the vast majority of SSA's 65,000 employees were proven trustworthy 
and dedicated civil servants, a few corrupt employees could compromise the 
integrity of the Social Security system and undermine the public's confidence in 

the Agency's programs, Because of Ihis, the detection of employee fraud was an investigative 
priority, 

The 01 provided the lead in a cooperative effort wilh vurious financial institutions to 
uncover a scheme where SSA employees provided private information from SSA 's databm;es to 
outside individuals. The individuals used the information to activate stolen credit cards. Since 
tho project's inception in 1998 to March 31, 2000, the OJ idontined 12 SSA employees involved 
in the activities and $1.4 million in fraud loss to fin uncial instilutions, 

SERVICE PROVIDER FRAUD 

SSA appoints representative payees for individuals who are unublc to manage their 
own funds. While the va.\! majority fulfilled thell' rofes, there were some 
representative payees who misused the benefits of their clients. The Agency and 

the JG were committed to detecting and punishing individuals who committed this lype of fraud 
as well al1 identifying ways for SSA to improve its oversight of representative payees. 

'nlC OJO audit work identified two mitior challenges facing SSA concerning the 
Representative Payee Program, They were the processes of selection and monitoring of 
representative payees. When SSA deICrmincd a bClicficiury was ·I.incapuble or' or "prohibited 
from>' managing their benefits, SSA screened and selected a suitable representative payee. The 
Agency used a preferred hst to initiate a search for a suituble representative payee. SSA 
generally preferred to appoint relatives as representative payees rather than friends or other third 
pmties. 

SSA interviewed and "invcstigated" prospeclive representative payees to determinc their 
suitability. It was not a formal investigation, but rather a means 10 conduct an SSA records 
veriflciltion. Some of the documents that SSA reviewed were drivers' licenses, state 
identification cards. bankbooks, and credit cards. The Agency generally did not verify the 
accumcy of the information presented unless it had a reason to question the applicant's 
suitability. The Agency verified Ihat the prospective representative payee had not been 
convicled of a felony against Socia\ Security progmms, 

For organizational payees, SSA verified the Employer Identification Number (EIN) of the 
reprcscnlativc payee by comparing the EIN on the repre,;cntativc payee application to the EIN on 
SSA'$ record:.-. SSA did not perform credit or security background checks on prospective 
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individual or organiz~l.tional payees to determine if they had flmmcial problems. bad credit. or if 
individuals or cmployec$ of Ihe organizulion wcre convicled of any olher fclony. 

The Agency had safeguards in place to ensure that representative payees did not misuse 
benelits. The safeguards included requiring an annual tlCcounting report from all representative 
payees for each individual under their care and performing on~sile reviews of representative 
payees. 

The OIG's December 1996 report entitled Monitoring Representative Payee Performance: 
Nonresponding Payees identiticd several problems whh reprcl'cntative payees who did not 
provide these annual accounting reports. The JG recommcnded that SSA determine why 
representative payees did not complete and rcturn accounting rCjX}rts uod determine whether SSA 
siaff were properly processing systems-generated alerts for payees who did not respond. SSA 
responded by proposing to conduct Quick Response checks when representative payees did not 
return ihe reports. 

On-site reviews were visits with the representative payee or the administrators of 
organizalions and consisted of an examination of the accounting record;, and interviews with 
hcncflciarie~ to determine if their nceds were being met or if Ihey were expcriencin£ any 
problems. While the reviews may not have uncnvered all instances of representativt~ payee 
abuse, the Agency believed the reviews provided a deterrent cuccI for those who w{~re prone to 
commit this type of fraud, especially of those rcprescntutive payees who did not submit the 
annual accounting fotm. 

In a March 1997 evaluation repoI1 entitled Monitoring Representative Payee 
Performance: Roll-Up Report, the IG recommended that SSA conduct a more thorough 
screening of potential representative payees. As a result, SSA proposed legislation that would 
require non-governmental organiz31ional representative payees to be both bonded and licensed, 
providing that licensing was avuilable in the Slate. The Congress later introduced the proposnL 

The March 1997 report also included recommendation!' for SSA to conduct periodic 
reviews of selected payees and change the focu.; of the current proc:cl's from accounting to 
monitoring and compliance. By focusing on compJiance issues, SSA could learn jn a timely 
mnnner whether or not a problem exi~led. The Agency embarked upon actions intended to 
address various aspects of its representative payee monitoring ~md oversight. 
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SSI ELIGIBILITY PROJECT 


SSA partnered with Of in 1998 in an 55} Eligibility Project that was designed 10 

determine the extent of violations concerning digibility requirements for the SSI 
program, Staff muiled questionnaires to a sample of recipients, and if they were 

not answered. face-to-face interviews were requested. Wifhin;1 short amount of time. it became 
clear Ihat certain individuals had given false information to SSA "bout their residence status in 
order to make them eligible for S51 payments, In addition. others were identified who, after 
having been declared eligible for S5 I, returned to their country of origin and contjnued 10 receive 
SSt payments. 

The Office of Audit (OA) conducted a review, The Adequacy critic Residency 
Verification Process for the Supplemental Security Income Program, to determine the adequacy 
of the process used in the project. The review also determined if SSA provided the proper 
guidance 10 field offices to verify that recipients were U.s. residents. OA recommended lhal 
SSA revise its procedures to provide for expanded residency development 

Because of lhe success of these investigations OIG collaborated with SSA's New York 
Regional Office, New York City, and ~ew York Stale officials: 10 identify 5S) recipients who 
obtained payments illegally or contrary to rcgulatiom. Perhaps more importantly, it was 
determined that this method could he used to identify ooth suspect SS) and Old~Age, Survivors 
and Disability Insunmce clJ:lims at foreign sites and Other U.s. locations. 

SSN MISUSE 

Because SSN misuse can strike at the :, . Jd "':": ;""'j /~,.} '''-.; .1jt.7.!7-j.:.;;::1;,..;.·,
'.'( ."....... """"".' .. ' .-" ''''(f 
core of SSA 's programs and operations, .:.,.),,.,. ••.., "·.. ·~f.,.Q ,L ;~,'" '.~_:.•' .. , 
.~ > '.·I;'~{"···;,;..:·"'.\;:if:,.Li,.{~.':',r .. , 3·~,.,

the OIG knew that misuse would be one ~) .,'t'{. -;F';;:.,:.t(~):(~:"":t,:'" • i:!)i'){j,,"·; f-"': 
~;",f ~",'~'".~,;o':~:..:L,~£., ..: '~;' .'..t;l·~:~,Jl'!'of its major workloads, One of OIG's first reports 	 t . ",' 'iA"',,":r -,,,.,..~ -:., .•,... , '~." " n'.' '1""" 7~l' r 
~'~'f \ J;-;Jj ·~,';b< JJi1-'fi;<:'~r:it')l"Jj:!!J?"'(_:~~'!' "I'issued as {he new SSA OIG dealt with the effectiveness 	 'd )t,,>- ~;Y. '-\ d.;:p • ,-' '. "''1'" ., v.~.. ,.... "'';~'' . ':.' .•
,'.. "",;.h'('.:' ''''I)' 't, ,.; /'

... 
"".••~· .. .:vl. 

~,: _';.,..$-:' ~'" ' •. '-. "::~•.:.l. .:.., ""'::';: #i.::'h· ....of computer profiling 10 detect suspected fraudulent 1 -1.-- 7. -:,7~. ".". '. -;''', ..... ~,( _'':' "''t-. ",,:v,,?, .' 
• , , "I' J,"'"'''''''';'~;' <;,)¥<"r!,<',,. ~'·-·A:.'1- ...~"" ".'1') cnumeralion and claims activity, Other reviews 'J:'''\ ; .. ,,,,}:.t'-' -, ' . , .:~ ,," "'. :'"',5 1, '1 ' 
,~" _ "_....",..... ,~.':S:..~ ... ~'w·,·_. '" ... '..... ~~~.. ~... 
~', ,i'¥.(;,......:."., '-,,' '';' " ,:;~';;1 .. ,·>...,r~.,1conducted revealed some alarming trends and issues 

related to SSN misuse, 010 recommended actions that "'The most misused SSN of all times" 
would strengthen SSA' s enumeration process and help 
to prevent SSN misuse, 

One of those reviews; Csing Social Security Numbers to Commit Fraud, documented 
vulnerabilities in SSA· ... enumeration proce ...s and highlighted sever,,] SSN fraud ca ...es that oro 
investigated and referred to the Department of JUSIl<:C for prosecution. In the report, three 
recommendations were made: I) SSA should incorporate preventive controls in its Modcrnir.cd 
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Enumeration System; 2) SSA should require verification from the issuing State when an out-of
state birth certificate was presented as evidence for an SSN application; and 3) SS}\. should 
continue its efforts to have the Immigration and Naturalization Service (INS) and the State 
Department (DOS) collect and verify enumeration information for aliens. 

The Agency's Enumeration at Entry initiative was expected to greatly improve the way 
SSA assigned SSNs and issued SSN cards to non-citizens. With this initiative, INS would 
electronically forward the data collected as part of the immigration process to the Agency to 
assign SSNs and issue Social Security cards. This change served two important goals: fraud 
prevention and improved customer service. 

The initiative would increase and protect the integrity of the enumeration process by 
closing off opportunity for illegal work and other crimes. Prior to the initiative, non-citizens 
presented INS issued documents in SSA offices as proof of alien status and authority to work. 
The INS could not authenticate the documents for some time after the non-citizen's arrival 
because the dutu was not available in any INS system. This lag allowed dishonest individuals to 
present false INS documents at SSA offices and fraudulently secure SSNs for illegal work 
activity or credit card scams. With INS and the DOS collecting enumeration information during 
the immigration process and quickly passing it on to SSA, the Agency could ensure that a non
citizcn's lawful status and authority to work were never in doubt when it assigned an SSN. 

Better overall governmental efficiencies and savings were expected to flow from the new 
strcamlined process. Prior to the new process, legal non-citizens had to apply for Social Security 
cards at SSA offices, where they were required to furnish virtually the same information they 
gave to DOS and INS for immigration purposes. Assigning SSNs based on information 
collected by DOS or INS would save the individuals the additional trip to SSA and only require 
them to givc the information once. 

Over the years, the Agency tightened its SSN policies and instituted different procedures 
and systems checks to prevent fraudulent documents from being used to obtain SSNs and SSN 
cards. Essential to the Agency's ultimate goal to prevent fraud was ending its dependence on 
documents that might have been forged or misused by the dishonest in an attempt to acquire an 
SSN. 

The Agency's prior efforts to prevent the use of fraudulent documents to obtain SSNs 
included: 

• 	 Instructions for SSA employees on examining documents submitted as evidence for 
an SSN (i.e., proof of age, identity, and U.S. citizenship or alien status). 

• 	 An SSA system that tracked applications for SSN cards submitted with "~;uspect" or 
"fraudulent" documents. This capability prevented an individual with fraudulent 
documents from "shopping around" for an SSA office which might accept them. It 
interrupted the issuance of an SSN card pending further investigation by the SSA 
office. 
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• 	 SSA used Ihe rNS Syslematic Alien Verification lor Entitlements (SAVE) progmm Lo 
verify every [NS document presented with an application for an SSN card except for 
documents from alien::: who have not heen in the cmmtry long enough I;)r infonnation 
to be available through SA VE 

The Agency's Comp!'ehensive Integrity Review Process alerted field office:, when 
muhiple Social Security cards were sent to the same addre:-;s over a short period. The offices 
then investigated to determine whether the alerts I'ellectcd any fraudulem activity. 

The Enumeration at Entry initiative proceeded with a phased in approach: 

Phase I: 	 The DOS will collect enumeration dat~l for immigrants along with visa 
information and forward it to the I~S that will, in turn. forward the data to 
SSA; 

Phase 2: 	 INS wiU forward 10 SSA the enumeration data collected from aliens changing 
from nonimmigrant alien statuI) to permanent re~ldctllS; and 

Phase 3: 	 INS will forward to SSA enumeration data collected from aliens upplying for 
pemlis~ion to work and issued employment authoriz81ion documents (EAD}, 

The Enumeration al Entry initiative would provide a better overall enumeration process for non
citizens. deter the use of fraudulent documents, and allow applications for SSj\;s as part of the 
immigration process, 

The following chronology details activity on the non~dtizen enumeration process: 

!22l. 	 SSA wrote to INS requesting INS explore with SSA new ways to enumerate non
citizens, SSA and INS met to discuss new ways to enumerate non~citizens. 
INS informed SSA thl.lt it could not assist SSA then in enumCfllting aliens oceausc 
of higher priorities and operational considcralions. 

1994 	 SSA and INS reopencd disi."ussion;.: on exploring new ways [0 enumerate non
citizens. 

1996 	 SSA and DOS signed a memorandum of unden;li.Inding for DOS to coHect 
enumeration information for immigrants: as part (lfthe immigmtion process, 

1997 	 Proposed rule published to permil the DOS and INS 10 collect information needed 
to assign SSNs to aliens. 

1998 	 final rule published to permit the DOS and INS to collect information needed to 
assign SSNs to aliens. 

In addition to the complexity of coordinating this initiative with three agencies. two 
separa.te pieces of legi;.:lation (lite lllegallmmigta!i()fJ Reform and Immigrall1 Respfmsi/Jifify Act 
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of 1996 and the Taxpayer Relief Acto! 1997) required INS and SSA to temporarily !\ct aside 
work on the Enumcration at Entry eff0l1. 

The INS set a.<.;ide its revicw of the draft memorandum of understanding (MOU) received 
in June 1996 [0 focus on implementing the requiremcnts or the 1996 immigration reform 
legislation (t:nacted in September ]996), The INS completed its review of the MOU in June 
1997 ~nd returned it to SSA with minor comments, 

SSA began revising the MOU 10 incQrporate the INS comments but put it aside when the 
tax Jegislatiun passed in August 1997. That legislation required SSA 10 collect additional 
information when assigning Social Security numbers to children for income tax purposes. As a 
result, SSA decided to limit the collection of enumeration information 10 adults (individuals age 
18 and over) only for the Enumeration at Entry initiative. 

The Agency revised the MOU Hnd returned it to INS in March 1998. Because of high 
workloads and other priorities, the INS did not complete its review of tbe revised MOU until 
July 2000. oSSA, INS, and DOS began meeting in July 2000 to discuss finul MOU hmguagc. 

In a report related to one of the new OIG's firsl repons, Analysis of Social Security 
Number 1\"1isHse Allegutions ~'1adc to the Soci'll Security Administration Fraud Hotline, OIG 
identified the. different types of SSN misuse aUegations and estimated the number of occurrences 
for each l:atcgory during the period of review, Tbe analysis showed that lhe !'ampled OIG 
Hotline allegations could be placed in five categoric.'i: identity verification; sales solicitation: 
loss or SSN "ard; problems wi.h .he SSN; and identity thef" About 81 percent of .he SSN 
misuse allegations the Hotline received related direcily to idemity theft 

In an effort to prevent program·related SSN misuse, OIG conduclccl work that considered 
the possibility of SSA using biometrics technologies. The report, Social Security Administwtion 
is Pursuing Matching Agreements with New Ymk and Other States Using E?iomctrics 
Technologies, outlined the possible benefits to SSA of pursuing matching agreements with States 
lilar have employed biometrics technologies to comhat fWlIli and identify ineligible recipients for 
social service programs. OlG belieyed that SSA could usc the results of New York State's 
biometrics program to idemify individuals who were improperly receiving benefits. therehy 
reducing ~mdlor recovering any improper benefit payments, 

FOREIGN ANTI-FRAUD ACTIVITIES 

I n keeping with the Agency Objective of "zero tolerance for fraud;' SSA maintained a 
vigorous schedule of roreign validation surveys during which henefldaries' 
entitlement and continuing eligibililY were re-checked and their exi.stcnce and identity 

were verified by personal iOicrview in their homes. Seventeen surveys were conducted from 
January 199310 August 2000. The countries surveyed were Mexico, Hungary, Dominican 
RepUblic, Philippines, Jamaica, Ecuador, Argentina, Yemen. Co~tu Rica, Panmna. Can.ada, 
Poland, Trinidad and Tobago, Portugal, Spain. Italy, and France. 
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In addition, SSA grcatly incrcased the number of special cOnlUcl programs llnd 
verification projects where validation surveys or other information indicated a potential problem, 
in fiscal year 1999 alone. over 20 special integrity studies: were initialed. These studies were 
conducted by the RFSo." and Foreign Service POSt (FSP) personnel and generally designed to 
uncover unreported deatbs or other payment eligibility irregularities, 

On December 14. 1999, President Clinton signed H.R. 3443, the FosferCare 

independence Act. The aCI included provisions that strengthened the Agency's abilities to 
recover ovclpayments. prevent and combat fraud, protect beneficiaries fronl unscrupulous 
representatives ~nd health care providers. and provide better service to SSA customers. 

The act made representative payees of bcnc1kiarics liable for OASDI or SS) 
overpayments caused by payments made to a beneJiciary who had died and required the Agency 
to establish the overpuyment on the representative payee's SSN, It extended to the SSI program 
all or the deht collection authorities that were presently available for collection of overpayments 
under the OASDI program and included procedures for imposing penalties for making false or 
misleading statements that would be used for determining eligibility. The act also helped protect 
beneficiaries by barring representatives and health care providers from the OASDI and SSI 
programs if they had been ft)und to help commit fraud, 

PRISONERS 

Sinee the SSI Program's inception in 1974.55) recipients were not eligible for 
benefits jf they bec.lmc jnma1es of a public institUlion (including a prison) 
throughout a calendar month. In 1980. Congress passed legislation requiring SSA 

to suspend p;;tymcnts to incarcerated felons entitled to Social Security disability insurance 
benefits. In subsequent years, additiomtllegislation was passed requiring SSA to stop benefits 10 

all categories of Social Security Retirement, Survivorst and Disability Insurance (RSDI) 
beneficiaries convicted of crinles punishable by 1~ycar imprisonment This included those found 
not guilty by reason of jnsanity (NGR!) or incompetent 10 stand Iriat. 

[nitially. SSA Field Office (FO) personnel contacted the various facilities 10 obtain Lhe 
information needed to suspend benefits to inmates of pUblic inslilUtions. The specific resources 
available in an FO or the fncility made the effectiveness of this approach vary. Aflcr pa<;sage of 
the 1980 legislation, SSA made further efforts to obtain prisoner information hy having the 
Regional Offices contact State prison officials. Some States readily agreed to provide 
informa!ion, hut other... were slower to agree. 

While SSA made sleady but slow progress to secure data and to identify prisoners. it did 
not effeclively manage or monitor the prisoner suspension process. In addition, the pris.oner 
suspension activities did not compete well with other Agency priorities. 
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In 1994, the Office of Program Policy (OPP) internally changed the organizational 
responsibility for the prisoner suspension policies and procedures, and SSA began a more 
intensive rCMexamination of its administration of the prisoner provisions. It quickly concluded 
that it needed to devote much more aggressive attention to this area, and the Agency recognized 
three major barriers to full compliance with the law: 

I. 	 A lack of full awareness of the statutory provisions by most penal authorities affected 
their willingness to cooperate. 

2. 	 The conflict of identification systems used by SSA (Social Security Numbers (SSN) 
and the penal facilities (fingerprints)). SSA used the SSN as the identifier, but the 
criminal justice system used fingerprints as its main means of identification. There 
was little incentive for a convicted person to reveal to prison officials his/her correct 
SSN and prisons had no particular need for correct SSNs. 

3. 	 The lack of SSA management emphasis on full compliance permitted many process 
deficiencies to remain undetected and unresolved. The internal process was 
fragmented and lacked adequate controls and most tasks were manual. Even where 
agreements were in place, SSA lacked a method for monitoring the facilities' 
compliance with the agreement. Because of this, SSA could not always track 
incoming data effectively. SSA could not determine if the data came into SSA, if 
SSA processed the data, or if the data did, in fact, result in a suspension. 

Having identified the major problems, SSA engaged the help of the National Criminal 
Justice Association (NCJA). In October 1994, the NCJA brought SSA officials and members of 
the penal community together to identify the obstacles involved with gelling data from prisons, 
especially those relating to the identity of prisoners, and to seek solutions. The NCJA report 
noted that "J\'either the Congress nor SSA realized the complexities it would encounter in 
implementing the [prisoner) provision." After the meeting, SSA built and expanded relations 
with the National Institute for Corrections, The American Jail Association and the National 
Sheriffs' Association. 

In 1995, SSA aggressively initiated a course of action that continued to result in 
significant improvements in the prisoner suspension process. Some of these actions ineluded: 

• 	 Escalated the prisoner suspension process to a top Agency priority. 

• 	 Began a major initiative to contact all correctional facilities. As a result of this, SSA 
obtained agreements with the Federal Bureau of Prisons, all State Prisons, and the 25 
largest local prisons to provide us prisoner data. In addition, it obtained agreements 
with over 3,500 local facilities. 

• 	 Contacted Governors, heads of correctional institutions, Correctional Associations 
and similar stakeholders to obtain their help and support in providing prisoner data. 
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• 	 Published articles on the importance of providing prisoner data to SSA in various 
journals for the correctional associations. 

• 	 The cooperation of State and local correctional institutions was critical to the 
suspension process. Therefore, SSA developed, maintained and nurtured an excellent 
working relationship with these facilities and the Associations that represented them. 

• 	 Obtained historical data from the Federal Bureau of Prisons and State Prisons as a 
(:heck to ensure that SSA identified and suspended all prisoners. 

• 	 Conducted reviews of the prisoner suspension operation to determine if SSA needed 
to improve its operation. As a result of these efforts, SSA was now verifying 92 
percent of the data facilities submitted to SSA. 

• 	 Developed and pursued legislation that provided.m incentive payment to correctional 
facilities that provided SSA prisoner d'lta that results in the suspension of Title XVI 
payments. This not only ensured that SSA continued receiving the data, but also 
motivated the correctional facilities to provide more thorough information. Another 
legislative proposal providing additional incentives for the Title II program was 
developed and was being actively considered by Congress. 

• 	 In August 1996, the Title XVI portion of this legislative change was enacted. 

The Bonin Case illustrates why the Agency needed to improve its efforts regarding 
prisoner related matters. William G. Bonin was a convicted felon incarcerated at San Quentin, a 
California State Prison, since March 22, 1982. He was executed on February 23, 1996. Upon 
notification of his death by the funeral director, the servicing FO discovered that Mr. Bonin had 
been entitled to Social Security disability benefits since January 1972 and was still in current 
payment status. Benefits were terminated in February 1996, but 100 late to stop the March 1996 
check. An alert was generated in August 1990 via a computer match with the California State 
Department of Corrections. This computer alert did not result in a suspension because no action 
was taken on the alert. Following an investigation by the DIG, SSA obtained an agreement that 
resulted in full restitution for the overpayments. A number of initiatives followed to address the 
problem of "Prisoners." 

An inler-component workgroup, formed in February 1996, examined all phases of the 
prisoner suspension operation and prepared a process analys,s of its strengths and weaknesses. 
The team determined that there were problems in every phase of the overall process from receipt 
of prisoner data 10 actual suspension of benefits. 

In February, instructions were issued to the FOs to obtain written agreements from the 
facilities that were willing to provide prisoner data. By June 2000, SSA had agreements with the 
majority of local facilities for reporting prisoner data. 

There were a number of actions taken to improve processing prisoner data. To correct 
the process w'~aknesses identified in the Bonin case, and to also incorporate the incentive 
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payment provisions of the law that were enacted in August 1996 (Welfare Reform Act), SSA 
initiated the following activities: 

• 	 Each program service center (PSC), including the Office of Disability and 
International Operations, has established a centralized fax number (0 handle all 
prisoner actions. They identify pending prisoner items and processed them as a 
priority workload. 

• 	 Operations informed all the Regional Commissioners and managers in the PCs, FOs, 
and teleservice centers (TSCs) of the importance of processing prisoner alerts. 

• 	 A database was designed to monitor and control the receipt of prisoner information 
from all correctional institutions and mental health institutions to ensure they reported 
their data to SSA in a timely fashion. 

• 	 An automated system was established that controlled and monitored all prisoner alerts 
10 make sure Ihe alerts were worked quickly and accurately. 

• 	 SSA established an automated system to pay incentive payments to correctional 
instiwtions for inmate data that they provided to SSA in order to suspend benefits to 
individuals who were ineligible because of incarceration. 

• 	 SSA requested, received, and processed historical files from the Federal Bureau of 
Prisons and most State Prisons to ensure that it identified and suspended all prisoners 
receiving benefits in the past and the present. 

At the national level, SSA staff worked with correctional officials of the Large Jail 
Network and other correctional associations (such as the American Jail Association (AJA), the 
American Correctional Association (ACA), and the National Sheriffs Association (NSA) 10 

ohtain data at the local level and increase the availability of the data electronically. With the 
assistance of the Department of Justice, SSA also worked with other organizations associated 
with penal in:;;titutions and mental health agencies concerning the provisions related to the NGRI 
provision. 

Public relations campaigns were initiated 10 inform the law enforcement communities 
and correctional facilities about SSA's need to stop benefits 10 certain inmates. 

SSA staff participated at the meetings, conventions, and conferences that the AJA, ACA, 
and the NSA sponsored. Public campaigns at these meetings increased awareness of the 
sponsors of information that SSA needed to identify Social Security beneficiaries in such 
institutions. These efforts were expected to open communication links between SSA and the 
people it needed to reach to achieve cooperation for reporting prisoner data timely. 

The continued success in the SSA's prisoner suspension operation depended on several 
key factors. These factors were: 
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• 	 An efficient compUICi' malching o~ralion and the systems support to keep i1 
streamlined and modern. 

• 	 SSA operational resources to develop and timely suspend benefits to Social Security 
beneficiaries based on the inmate data that was processed through the computer 
matching opcrulion. 

• 	 Continued voluntary coopcrJtion or the correctional and mental health institutions 
throughout the United States to provide inmate data to SSA to identify individuals 
whose -SSA benefits should be suspended because they were incarcerated in 
accordance with SSA laws. 

• 	 More dedicated monitoring of inmate reporting agreements with correctional and 
mental health institutions to ensure that the agreements do not lapse or expire. 

• 	 Closer tracking of SSA 's receipt of inmate reports from correctional and menial 
health institutions and reconciliation of the reports if they arc n01 received on lime. 

~rhe Social Security Administration has produced a continually 
updated database that now covers more than 99 percent of all 
prisoners, the most comprehensive list of our inmate populalion 
history, And more important, the Social Security Administration is 
using the list to great effect. By the end 01 last year. we had 
suspended benefits to more than 70.000 prisoners. That means 
that over the next five years, we will save taxpayers $2.5 billion 
that's $2.5 billion - that will go toward serving our hard-working 
families, 

Now we're going to build on the Social Security Administration's 
success in saving taxpayers from inmate Iraud. In just a few 
moments I will sign an executive memorandum that directs the 
Departments of Labor. Veteran's Affairs, Justice. Education and 
Agriculture to use the Social Security Administration's expertise and 
high-tech tools to enhance their own efforts to weed out any inmate 
who is receiving veteran's benefits, food stamps. or any other lorm 
01 federal benefit denied by law, 

We expect that these comprehensive sweeps by our agencies will 
save taxpayers millions upon millions of more dollars, in addition to 
the billions already saved Irom our crackdown on Social Security 
fraud. We will ensure that those who have committed crimes 
against society will not have an opportunity to commit crimes 
against taxpayers as welL'" 

~ RADIO ADDRESS BY THE PRESIDENTTOTHE NATION-April 25,199&, The 0'13\ Ollie.;:, 10:06 AM. 
EDT, 
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On April 28, 1998, President Clinton scnt an executive memorandum to all the heads of 
the executive departments and agencies. The memorandum directed them to 'like specific 
,!Clions regarding sharing information related to prisoners who received benefits. 

SSA buill n Fedeml Benefit/Prisoner Data Exchange System to share prisoner data with 
other federal henelil paying agencies in compliance with the presidential memorandum. On 
November I. 1998. the Fcdeml Benefit/Prisoner Data Exchange system was operationaJ and 
other federal benefit paying agencies began using Ihc system to retrieve prisoner dat~L 

The Congress passed a new law. The Ticket to Work llnd Work Incentives Act (P.L. 
106-170) signed by Presidenl Clinlon on December 17, 1999 extended to Title II the provisions 
of tile PRWORA of 1996 thar authorized payments from SSA to correclionul and mental health 
institution:-- that reported inmate information to SSA. Beginning Apri14. 2000, the new law 
authorized SSA to pay incentive payments to correctional and mental health institutions for 
information thulled 10 a suspension of inmates entitled to retirement, survivor, und disability 
benefits (RSDI-Title 11), The incentive payments and amounts were: 

• 	 $400 for infDnnation received within 30 days after the individual':< date of conviction 
nod confinement 

• 	 5200 for information received between 30 and 90 days after an individual's dale of 
conviction and confinement, 

• 	 No payment was made for information received on or after the 91~' duy. 

Whel! the reported inmate was a concurrcm beneficiary. the correctional or mental health 
institution received only a ~ingle incentive payment~ the cost to was split between ihe two 
programs. 

In order 10 quulify for incentive payments. an Incenlive Payment Memorandum of 
L:nderslanding (IPMOU) had 10 be in place, Many instilulions had SSI1PMOUs in plaee that 
qualified them for the payment of an incentive payment a'i ~t result of SSI suspension actions. 
f\:ew IPMOU ~Igrecment~ hud to be negotiated to allow for ,he Title II incentive payments. 

The Agency su~pcndcd Title II benefits fDr any periods of conviction and confincment in 
a correctional or mental hculth institution thai lasted for more than 30 conlinuom; cluys. The law 
also prohihited payment of monthly benefits to any person whom, upon completion of a prison 
term, remained confined by coun order to a public institution as i.1 sexually dangerous person or u 
sexual predator, 

OIG conducted two ;l.udits involving payments that were made to prisoners. The 
objective of the first Hudit, Effcctiveness in Obtaining Records [0 ldemif" Prisoners. wa;;'lO 

determine whether SSA had adequale proccdures to obtain complete and limely informal ion for 
individutlls who were confined to corrcctionall'acilities. It revealed that SSA did not have the 
ability to identify all prisoner.;: in detention and of1hose that were identified, they were nOl 

identified in a limely manner. The OIG estimated thm this cost SSA $48.8 million in 
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overpayments, The second audit, Effectiveness of the SSA's Procedures to Process Prisoner 
Information, Suspend Paymcnt~ nod Collect Overpayments, demonsirated that even if SSA could 
obtain the records to idemify prisoners, Ihere was no mechanism in place to proce . .;;s the 
information in order to suspend the payments and collect overpayments. 

Both reviews found thai SSA needed to aggressively pursue computer matching 
agreements with Federal. State. and local prison authorities to receive prisoner information in a 
limely manner, This enar.led SSA to suspend payments sooner and reduce the {tmount of 
overpayments the Agency needed [0 collect. Both reviews recommended that SSA seck 
congressional suppon and legislative remedies to lift restrictions on the computcr rnntching 
agreemcnt~. As a result of these audits, SSA's Actuary estilrt~lled that $3.4 billion dollars would 
be saved from 1997-2002 

The ~WC!fare Reform Act amended Title XVI of the Social Security Act to make a fleeing 
felon or a parole or probation violator ineligible to receive SSt Armed with this new statute and 
with audit infonnation. 01 initiated the Fugitive Felon Project. This projcci identified 
individuals illegally receiving SSl by conducting compmer matches with the FBI, the U,S, 
Marshals Service, <Ind State ugc:ncics. When 01 Special Agents identified SSl recipients who 
were fugitives, SSA was notified, payments were stopped, and overpayments calcul~ltcd, This 
project resulled in impressive savings to the Agency as shown below. 

1998 1,105 Not available $980,250 55,443,551 

1999 7,421 1.586 $17,200,000 $27,000,000 

2000* 1,477 475 S II ,439,369 $18.183,235 

TOTALS 2.061 $29,619,619 $50,626,786 

"'Reflect.. daIs from October 1) 1999 through March 31, 2000. 

As of Scptemhcl' 2000, SSA had agreemems with 7.016 cot'I'CCtlonal ;md mental health 
institutions nationwide. This represented 99% of the total inmate popuJation in the country. 
Suspension of hc:nefits to prisoners saved the OA-SDI and SSI prognuns roughly $500 million on 
an annual basis. Of this $500 million in annuul.<.;uvings, roughly $250 million was attribulablc to 
SSA initiatives begun in 1994 - ]995. Approximately $20 million of the $500 million annual 
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savings were attributed to the incentive payment provisions included in the 1996 welfare reform 
legislation. The suece.\s of the Dct:cmhcr 1999 legislation to pay incentive payment to 
instHutions providing information 10 suspend title II benefits hud not heen estimated as of 
Scptemher :moo. 

DISABILITY PROGRAM INTEGRITY 

A major pari of Ihe Agency stntlegy to protect the integrity of the two disability 
programs that SSA administers was the ulilization of a comprehensive Quality 
Assurance (QA) system. The system employed hud been in plnce for over 25 

years. The QA system's primary purpose was to measure compliance with polid..:;:; and 
procedures in adjudicative decisionmaking. 

The system provided the Agency wilh data to monitor the level of decisional acctlracy. 
Samples of most of the major disahility workloads were included in the s),l'lem, from initial 
claims, to CDRs, to hearing decisions. The system also: 

• 	 Provided some insight into adjudicative performance for special populations such as 
5S1 children: 

• 	 Provided data used to profile cennin workloads for special attention in the 
a(tjudicative process; and 

• 	 Helped monitor the impact of process changes such .IS thosc tested in the disability 
process redesign. 

In addition. us required by law, SSA conducted a Federal pre~etTectuatjon review of 
proposed Disability Insurance (DI) allowances that helped protect the inlcgrity of the DJ Trust 
Fund. In FY 1997. the efTorl produced an impressive $330 million savings at a co::.t of less than 
$22 million. 

SSA recognized that there were concerns with the QA :.:.ystem that needed to he 
addressed. These concerns included the need to: 

• 	 A~...css heyond compliance with rules, regulations and procedures how decisions 
made under SSA's adjudicative process meet the intent of the law; 

• 	 Coileci and analyLe data 10 assure uniformity in the dccisionmaking process across 
the counlry; 

• 	 Develop a comprehensive and unifmm review process acms!> aHlevels of disahility 
ca!'e processing, induding field offices, DOSs and hearings and appeals offices; nnd 
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• 	 Use internal DDS and OHA quality reviews along with the ovcraJl quality rcview 
process. 

SSA intended to address these needs by developing a morc comprehensive quality review 
system that ocHer assessed the outcomes of its policies and provided a more uniform mea"Ufe of 
disability adjudication across the country. 

The QA system was enhanced in 1999 with a public;)tion of final rules under which 
SSA's Office of Quality Assurance and Performance Assessment (OQA) would examine certain 
allowance decisions ut the bearing Ic"elthat were ""elected through slatistical sampling 
techniques. OQA referred to the Appeals Counci! for possible review fhe decisions it believed 
met the cote-ria for review by {he CounciL This cffon stemmed from the Agency's process 
unification initiative. It was designed to better balance the feedback provided to hearings level 
adjudicators and to improve the accuracy of those decisions, 

Previously, the primary source of feedback, from the Appeals Council, provided to 
hearings adjudicators, came from claimant requests for review of hearings deniab or furthe-r 
appeals of those denials to district COurts. As pan of the QA system, peer reviewing judges also 
assessed whether a random sample of AU decisions was supportable, Results from this peer 
review indicated the need for improved allowance m:;.;unJcy. Therefore, SSA began an annual 
screening of approximately 10.000 favorahle hearing decisions in addition to ongoing quulity 
reviews of A U denial decisions. This review provided feedhack on individual cases. but more 
importantly, pcnnittcd analysis of {he adjudicative issues associated with unsubstanti!.!led 
decisions and wrgeted tmining and policy clarincatlons to address lhese issues systematically. 

The legislation enacted and financial support provIded during the Clinton years 
progressively enabled the Agency's leadership!o 111l.!lUtge in II fa\>hion lhilt ensured the integrity 
of its programs and tremendously improved its stewardship of Ihe truSt funds. 

CONTINUING DISABILITY REVIEWS AND REDETERMINA TlONS 

SSA conducted periodic reviews, called continuing disability reviews (CDR), to 
determine whclher individuals receiving disability benefits had medically improved 
so that they were no longer considered disabled and no longer eligihle for henefits. 

The CDR process. allowed SSA 10 ensure the integrity of the SSI program by monitoring the 
disability status of beneficiaries. 

Although CDRs had always been considered important, SSA had not conducted CDRs 
for SSI.only (:ascs in meaningful numbers prior to 1996. Until 1994. the luw did not require 
such a review, and SSA traditionally directed its limited administrulive resources to statutorily 
m,mdatcd OASDl, Title II reviews. In addition, SSA reduced the number of CDR~ for both 
programs in the early 1990s when the Agency was faced with unprecedented initial disability 
claims workloads, The number ofCDRs fell from 367,000 in 198910 aboul 73,000 in 1992. 
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As of October I. 1997. approximately 1.6 million SSi-only beneficiaries were due or 
overdue for a CDR. Of thai number. 1,2 million individuals were di;;ahlcd and blind udullS 
under age 65 and approximulcly 400.000 were disabled children. Beneficiaries who coneurrcmJy 
received SSl and OASDI benefits were counted and processed under the OASDI progruffi, and 
approximately 600,000 of these beneficiaries were also due or overdue for a CDR, 

Several legiSlative mandates from 1996 through 2000 supported hy the Clinton 
Administr.ltion increased the number of reviews required for SSI disability cases. When SSI 
CDRs were mandated in the Sodal Securlty Independence and Proxram ImprrJl'cmems Act (l 
1994, SSA wa.. required to conduct CDRs on 100,000 SSl beneficiaries and on not fewer than 
one-third of the 5ST beneficiaries reaching uge 18 in each FY from 1996 through 1998. 
En~lctmcnt of the Personal Respoll,\'/'bilify and Work Opportunity Rccom:iiiafioll Act of 19% 
(PROIVRA) (which was later modified by the Balanced Budget Act of 1997). further expanded 
the universe of stalutorily mundated CDRs. 

The PRWORA required SSA 10 conduct: 

• 	 CDRs within one year of birth on ;Ill children who arc eligible because of their low 
b:I1h weighl: 

• 	 CDR:; at leas! once every three years on all 551 childhood beneficiaries whose 
impairments are considered iikdy to improve~ and 

• 	 Medkal redctermirmliof)s (using tbe adult disability standard) on all SSI childhood 
beneficiaries within one year after rcaching age 18. 

The President and the Congress demonstrated their commitment to this CDR workload by 
enacting P.L. 104-121 which authorized a total of ahout 54.1 billion for OASDI and SSI CDRs 
for FYs 1996 through 2002. In the PRWOR of 1996. the Congress added the requirement for 
periodic CDRs and redelcrmimllions for SSt children and added a tOlal of $250 million to the 
authorized amounts for FYs 1997 and 1998. This brought the total tl.mhori:tA!'d funding to about 
$4.3 billion for conducling CDRs and redeterminations during FYs 1996 through 2002. In 
response to legislative mandates, SSA developed the Seven-Year Pian for conducting CDR'\ 
beginning in 1996 through FY 2002. The plan was implemented in July 1996 and updated in 
March 1998. 

Prior to 1993. all CoRs were conductcd as full medical reviews. The futl medical CDR 
process was labor·intcnsive Hnd generally involved {I) an interview of the heneficiary in a field 
office and (2) a determination of medical improvement by a State DDS-a step that involved 
development of medical evidence and a special examination, if needed, Recognizing the need 10 

strcumhne the process, SSA began using questionnaircs, called CDR mailers, in conjunction with 
statistical profile:i in place of full medical reviews for some beneficiaries. 

SSA developed statistical profiles for estimating the likelihood of medical improvement 
based on heneficiary information such (IS age, impairment, und lcnglh of time on the disability 
rolls. For beneficiaries for whom the profile indicated a relatively low likelihood of medical 
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improvement, SSA used the CDR mailer. When the profile indicated a relatively high or 
medium likelihood of medical improvement, SSA used a full medical CDR. For those who 
received a mailer. SSA took an additionHI step to determine whether the r!.:sponscs. when 
combined with data used in the prOfiles. indic:11ed that medical improvemcnl might have 
occurred, I: so, the beneficiary also received a full medical CDR. Individuals whosc- rCsp{lOses 
to a mailer confirmed the profiled data indicating thaI thcre was u low likelihood of medical 
improvement were nol referred for full medical CDRs, SSA then set a future COR dale for these 
individuals. The CDR profiling and mailer process es.tablished in May 1993 enabled SSA to 
stc<ldily incl'Cuse the volume of CDRs processed from a low of 73,000 in FY 1992 to 
approximately 240,000 in FY 1995. 

Using the profiling and CDR mailer process, SSA exceeded the 100.000 ca'>e review 
mandated in FYs 1996 and 1997 and wa!'> up~!O~datc in processing low birth weight CORs and 
age 18 redeterminations. OvenliJ, SSA processed more than 157,000 SSt-only CDRs in FY 
1996. In J:;Y 1997, SSA processed more than 262.000 SSI-only CDRs ami mclthe budgeted 
target of 362,000 SSI CDR, for FY 1998. 

Data suggested that. after all appeaJs. the CDRs conducted for SSt beneficiaries in FY 
1997 were expected 10 resull in (he cess<ltion of bcnct1t!oi for an estimated 28,000 individuals. 
The OASDI CDR process in FY 1997 would yield. after aU appeals. benefit cessation of 
approximately 6,000 5S! beneficiaries who were also receiving OASDI bcnct1ts. Benefit 
cClosmions resulting from the FY 1997 CDRs aione were projected 10 reduce SSI program 
expenditures by <In estimated $915 million from FY 1997 through FY 2006. 

SSA planned to pursue the needed funding each year to process CDR woddoads. With 
additional funding provided hy Ihe Congress, SSA expected to be up to date in processing all 
SSI-only CDRs by [he end of FY 2002. The Agency expected 10 conduct approximately 3.6 
million SSI-ooly CDRs over the life of the Agcney'~ 7-year plan. These numbers included cases 
overdue for CDRs, a'i well as newly~rnatured cases. 

The following tublc, based on SSA 's Seven Year Plan. shows the number of SSl-only 
CDRs to be processed in FY~ 1998-2002. Also included were the eSlimated SSJ program 
savings resulting fmm CDRs conducted in FY s 1998 through 2002, amounting to approximately 
$3 billion ov(:r this 5~ycar period, The Agency's efforts 10 mailllain program iOlcgrilY and 
improve stewardship could be 111casurcd most notably by program savings, 
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PROGRESS IN COMPLETINGSSI·ONLY CDR" .·Y 1998·2002 
7·YEAR CDR PLAN 

Numherof Cumulative SSI Number' of CDRs Percent of 
Program Savings I 7~YearFiscal CORs Processed Processed 

I)uring Vear (in millions) FY 1996 to daleYear Plan Tolal 

1998 362,000 $75 781,000 21.9% 

, ,1999 685,000 , 395 1,466,000 41.1% ,l 
, 

, , ,, ,2000 ,, 592,000 1,020 , 2,058,000 57.7%, 
,,, 2,786,0002ml [ 728,000 ,, 1.895 78.2% 

,2m2 , 779,000 3,565,0002,995 100% , 

1 Includes estimated Federal ssr program savings resulling from CDRs conducted on OASDI 
'beneficiaries concurrently receiving SSl payments. 

551 HIGH RISK PROGRAM 

The General Accounting Office (GAO} designated the S51 program as one of the 
Fedcml Guvernrilcnt':-; "high rbk" programs in 1997. The Annual Performance 
Plan hriefly highlighted objectives. designed to strengthen the integrity of the 551 

program. 

The SSI program provides benclils to approximalcly 65 million needy beneficiaries who 
were aged. blind, or disabled. Like other means-tested programs that respond to changing 
circumstances of individuals' lives, lhc 551 progmlll presented cha1lenges to ensure that it was 
administered efficiently. accurately, and fairly, As previously mentioned, in 1996, the Congress 
provided SSA with special funding authority that enabled it to develop a Seven-Y c.t( CDR Ptan 
fl)f FYs 1996 through 2002, dramatically expanding the number of CDRs conducted. 

In October 1998, the Agency i!'isued the flrst management report on the SSI program 
entitled, Management of the Supplemental Security Income Program. Today and the Future. 
detailing the aggressive plans to improve payment uccumcy, increase CDRs, comhat fraud, and 
collect overpayments, SSA implemented several of che initiatives outlined in the report, such us 
new cOinpulcr malches and processing more redelimninaiions in uddilion 10 morc CDRs. The 
outcome was that SSA collected over $\00 nuBian more In debt in FY 1999 than it did in 
FY 1998. 
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IMPROVING PAYMENT ACCURACY 

The PY 1998 Payment Accuracy (Stcwardi<hip) Report prepared by OQA pointed 
Aout the major overpayment flndings. Most SSI overpayments. resulted from 

beneficiaries' failure to report changes in three arcas: income (particularly 
wages), financial accounts and hving arrungemcnts (for example, admission to a nursing home). 
These areas were consistently among the lending causes for overpayments. These failures to 
report OJ' to report timely did not ncccssal'iiy imply attempts to defraud or mislead on the part of 
beneficiaries. There were many reasons why a beneficiary may not have known or been capable 
of reponing a material change. 

The payment accuracy data provided in the 1998 report represented findings from 
reviews of monthly random samples of individuals who received SSI payments. The Agency 
ba.o;ed corrective actions and program enhancement initiatives on the report. SSA!dn more 
computer matches, processed more redeterminations, processed more CDRs. and collected more 
debt In 1998. OQA went from approximately 4,000 to nearly 7,000 cases sampled. Tbe 
increase enriched its stewardship report. 

On August 21, 1998, Commissioner Apfel established a new computer matching 
agreement with wage and unemployment compensation data for the Office of Child Support 
Enforcement (OCSE) and nursing home admission data for the Beallh Care Flnancing 
Administration (HeFA). Both were considerably more complete and timely than the matches 
they replaced. The OCSE matches covered all states and were conducted every quarter, while 
the old matches missed many states and were conducted scmiannuaUy. The HeFA match 
covered all stutes and was conducted every month, The old match was conducted annually and 
missed many stutes, The new malches allowed the Agency to make more timely adjustments to 
benefits. ['educing the number of overpayments, 

The Agcncy continued its highly successful malches with correctional facilities thai 
resulted in suspensions of thousands of prisoners who were ineligible for SSJ benefits while in 
jaiL In addition, the Agency enhanced existing computer matches and sought new ones, For 
eX;:lInple, the frequency of the march with the Department of Defense pcn.\ion recQrd!' was 
increased and a new match with the hnmigmtion and Naturalization Service was under 
development. 

In addition to computer matches. SSA pursued real time access to datahases. TIllS aCl:C5S 

would enable field offices to detect changes in income and resources even earlier than computer 
malches and, therefore, incrca:>e its ability to prevent and Llelect payment error;;;. In April 2000, 
SSA began a pilot to <L";se.,\s the value of real time acce:;s to the wage, unemployment, nnd "new 
hire" dataha...,c:; of OCSE. A nationwide rollout or this real time acceS!i was expected to take 
place in FY 200 I. 

"Fiscal Year 1998 Payment Accuracy (S(cw:mlship) Report. pg 3. 
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The redetermination proccI's was one of the most powerful tools available 10 SSA for 
improving the a.ccuracy of S51 payments. In FY 1999, SSA almost douhlcd the number of high
error fC(letcrminations ~elected for review und inve~ligalion-503,300 up from 272.700 in FY 
1998. The total number of redeterminations processed in FY 1999 was 2.1 million. up from 1.7 
million in FY 1998. 

In addilion to increasing the numher of redeterminations processcd. SSA continued its 
increi.lscd CDRs with the special funding from the Congres~ as part of the Sevcn-Year Plan. 
SSA incrci.lsed the number of SSt-only CDRs conducted in every year from 157,000 in FY 1996 
to 833,000 in FY 1999. As a result of 'hose 833,000 CDRs, the benefits for 10lAI0 
beneficiarics were ceased. 

In FY 1999, SSA processed over 1,7 million CDR:;. more than twice thc number 
processed in FY 1996, SSA continued with its Scven~Year Plan 10 cn!'urc that it was curren! in 
processing all SSJ CDRs by FY 2002. There were also initi~\tives underway to improve the CDR 
process by improving the staiistical profiling of the CDR selection process, 

COMBATING PROGRAM FRAUD 

I n effons to comhut fraud. SSA and OIG examined cases involving residency factors 
':IJong the U.S. borders with Mexico and Canada. As a result, a major effort was 
initiated In New York and later in New Jersey to focus and further definc this issuc. 

In the New York and New Jersey SSt Eligihility Verification Projects, almost 33,000 cases were 
examined, uncovering about 8,000 individuals who were overpaid, suspended, or terminated. 
From June 1998 through Augul't 1999, these projects uncovered $14 million in overpayments, 
Beginning in FY 2000, SSA began simiJar projects in every region in the nation, 

SSA and the States have worked together to combat Collaborator Fraud whereby 
unscrupulous health profc~sjonals that help clainumts fraudulently obtain disahility benefits. 
These effort:. have evolved into CDI units. As of December 1999, Ihe CDl unils in 5 Siales had 
processed 1,945 allegations and developed evidence to confirm 557 cases of fraud or similar 
fault to support denials, 

The enactment of the Welfare Reform Acl and the GAO's declaration of the SSI program 
as a high~ri:;k area in february 1997 caused the OIG to accelerate ~udiling effons and develop 
additional strategics to prevent and detect fraud in this program. An audit was conducted to 
identify vuln(:rabilitic~ in the disability determination proces.s, The 010 initialed an audit 
cfHitlcd, Specht! Joint Vulnembility Review of the SSI Program, aflcr the Georgia DDS notified 
SSA that it wa"i concerned that four generations of u family of SSt recipienls may have been 
coached to fake physical or mental disabilities in order to receive payments. The DIG 
recommendations included actions SSA needed 10 lake regal'ding the monitoring of providers of 
examinations and a closer review of the reports made by these providers. 
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One of the most significant actions that occurred as a result of this audit was the inception 
of the CDl pilot. This project partnered alG Special Agents with State DDS employees and 
local law enforcement entities to prevent and detect disability fraud primarily at the initial claim 
stage hefore ocnefits were paid. The CD] project relied on the combined skills and the 
specialized knowledge of these individuals to comb"t disability fraud in their respective arC;:IS. 
The COl units were expected to achieve their goal by assisting the local DDS tn denying 
fraudulent applications. and by identifying doctors. lawyers. interpreters. and other service 
providers who facilitated and promoted disability fraud. Pilots were initially conducted in five 
el! les nnd there were plans to est.ablish more COl units by the beginning of FY 200 1. The 
projectcd savings of the CDI project exceeded len times its cost. The {able below summarizes 
the accomplhhments of the project. 

FY 1998 FY 1999 FY 2000 TOTALS 

Allegations Received 518 1,098 1,841 3,457 

Confirmed Fraud Cases 53 378 714 1,145 

SSA Ree,,,e)';.s & $41,50R S226,610 $346,873 $614,991 

Restitution 

SSA Savings $2,855,250 $20,366,102 $39,631,627 $62,852,979 

Non-SSA Savings NIA $6,309,860 520,825,132 $27.134,992 

Renects datil from October 1.1999 through September 31, 2000, 

SSA Hnd oiher Federal and State Law Enforcement Agencies developed agreement.:> to 
identify and suspend benefits for fugitive felons, Using a manual process from 1997 through 
2000, SSA and 010 havc identified over 10,000 fugitive felons who were receiving SSt This 
hu}' resulled in detecting $24 million in overpayments. 

Addilionally. SSA implemented iJ series oflraining initiatives. wrote new procedures, and 
perhaps most importantly. mamtained the focus on improving the accuracy of the 551 program as 
one oCthe Agency's highest priorities throughout FY 1999. In FY 1999. initiatives [0 address 
the non·disabHily errors in the SS( program prevented about $230 million in overpayments. 
Ahout $115 million of Ihis was 3uribulilhlc to Ihe initialjves taken for better lraining, bener 
instruclions, and greater management focus on payment accuracy. 
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• • 

SSA was in the process of implementing four major debt recovery projecls that were 
expected [0 yield direct collcctiom: of at least $115 million over 5 yems. The four projects were 
mandatory cross-program recovery, credit bureau reporting for delinquent Title XVI debts. 
ndministrative offset for delinquent Tille XVI debts, and adminis.trative wuge garnishmcnl for 
delinquent Tillc..r.; 11 and XVI debts. Future plans. were to implement the remaining debt 
colle<:tion 1(lols for which SSA had been given authority. The additional projects included 
Federal salary offset, private collection agencies. and interest charging. 

SSA actions since the Octoher 199& management report was issued, such as 
implementing new computer matches and conducting more redeterminations, also produced 
dramatic increases in the amOlmt of debt detected and collected. The following chan indicates 
the success in uncovering and progrc~s in collecting that debt: 
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SSA made a commitment to be both more rcspon~ive to SSA claimants and heneficiaries 
and more accountable to the American people. For many years, SSA recognized the need to 

improve the adminislraltOn of Ihe dhmbiHty progmms, In Murch 1999, SSA released a report on 
its management plan for the Social Security ulld S5) disability program:o. 

The plan ~ddrcssed four major areas and also provided a s.trategy for a..:hieving the goal 
of improved adminislF"dllon of the disability progF"dms. The mi~or afCas were: 

• 	 Improving the disability decision making process 10 ensure that decisions were made 
a;,; accurately uS possible. thaI those who should be paid were paid as early as 
possillle, nnd that the adjudication process was consistent throughout; 
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• 	 Improving the return~lo-work opportunilies for disabiHly beneficiaries:;.o (hat 
individual.s who wanted to participate in the nation's workfmce may do so; 

• 	 Safeguarding the intcgrity of the disability programs by ensuring bcnefidarie.s met 
the girici eligibility criteria for benefit p;tymenls and by protecting Ihe programs 
against fraud; and, 

• 	 Increa...eing understanding. lhrough research, of both the incidence of dis>ibility in the 
U,S, and disability programs, in general, so thai policymakers can craft mote 
responsible policies and Jegislation to assist individuals with disahili!ie~L 

The Agency cmb>irkcd on un ambitious serics of initiatives and made great strides in 
errorts to improve disubility qU>illty. integrliy. and cllstomer service. The results of these cHarts 
were expected to be a disubility process thut was both more efficient and more responsive, as 
well as a pmcess in which claimants. beneficiaries. and taxpayers could have full confidence. 

The ,:hildhood di,ahility provisions of FRWORA in 1996 (see Chapter IV, Childhood 
Disability) hud a major impact on Agency's efforts 10 improve administration of its disabililY 
programs through CDRs, 

Agency Operations employees successfuHy implemented "high risk" initiatives through 
additional funding from Congre.<;;s thut was used to provide ovenime hours for Field Office staff. 
Implementation resullcd in an increase in redetermination productivity due to the tmining 
initiatives, enhanced automation support, and incrcnsed management focus. 

SSA made progress in improving payment accuracy in FY 1999, increasing (he payment 
ticcuracy rate from 93.5 percent in FY 1998 to 94.3 percent in FY 1999. The improvement in 
paymcnl accuracy meant that in FY 1999, SSA paid $230 million les ... in erroneous benefit 
payments than the prevIOus year. 

NONAGENARIANS 

The Nonagenarian Project was an SSA initiative that began in 1989 for the purpose 
of verirying that the Agency's oldest beneficiaries were properly receiving the-ir 
benefits. that any needed representative payees were in place, and to eliminate- any 

possible fraud activities. It was another tool in the Agency'~ '''seamlcss attack" against fraud, 
waste, and abuse. 

In 1999. the project required FOs to contact Titles II and XV] heneficiaries who wcre 
born in 1900 and 1901 and ;:Iltained ages 99 and 98, respectively in J999, TIlC Agency began 
using its Intranet to control Nonagenarian cases and information more efficiently, Results of Ihe 
1999 project were as follows: 
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• 	 &7,955 beneficiaries were initially selected. 

• 	 17,590 Cases were terminated fOl' death before the FO attempted the contact, 119 
cases were identified a<; already having a personaJ conl~lct, and 64 cases had an 
erroneous date of birth. This left 70.038 10 be contacted. 

• 	 5,944 of those contacted-SA percent-were found to be in need of a representative 
payee" 

• 	 144 claimants died ut least six months prior to the compilation of the initial data files, 
hut their death bad not yet been reported to the Agency, Out of the 144 cases, 90 
claimants were receiving direct deposit In addition. 118 claimants were receiving 
Title H benefits only; seven were Title XVI recipients only, and 19 claimants were 
receiving both types of benefits. These C~lses involved monlhly hcnellts tOlaling 
$78,021.10 and overpayments totaling $4,897,850.43 as of November 30, 1999. Of 
this amount, S6! 4,269.85 has already been recovered, 

• 	 Another 165 beneticiaries, involving monthly benefits totaling $102.l32,01 were 
suspended because the FO, after extensive research, was unable to locate them. Some 
40 of these ca<;cs were referred to 010 for invesligation. The remaining ca<;es were 10 

be referred to OIG lfthe claimants. were still not located within 45 days of the 
suspension action. 

The Agency decided to suspend the Nonagenarhm Project as. of May 25. 2000 due to 
budget constraints. The Project was scheduled to include people bom in 1902 with an estimated 
nationwide volume of 48.947. including both Titles II <.Ind XVI benefit cases. 

Negotiations continued wilh HeFA to pur:me it national Medicare Non~UtHization 
computer matching agreement as pUrl of the Nonagenarian Project Initially. SSA would usc Ihis 
agreement to request data on current beneficiaries on SSA roles over age 90 with three yean-; of 
non-utilization of their Medicare Card. The Agency sough! to have Ihe agreement in place by 
the end of the summer of 2000 with the tina report provided by the Sian of FY 2001. 

To ensure everything wa~ in place a~ early as possihle for the next fiscal year, SSA 
continued to work to perfect the lntranel site and Ihe link with DIG. Fraud referrals had been 
submitted to OIG via the Intmnet since June I, 2000, In November 2000. Operation::;. notified 
employces that the Intranet system was wOI'king properly and that it was flOW mandatory for all 
fraud referrals 10 be submitted to OIG via the Intranet A final decision W,IS made to go forward 
with FY 2001 's Nonagenarian Project. The Project was tentatively scheduled to include people 
born in f902 and !903 who received Title Hand S5] benefits. The Agency planned to house 
nationwide case information on one Intranet site, 

The Agency made tremendous strides in improving its stewardship of the Trust Funds 
during President Clinton'S Administration by reinventing or improving many of its business 
practicei' and responding to the public's expectations. 
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PRIVACY AND SECURITY 

ENHANCING THE SOCIAL SECURITY CARD 

The immigration and welfare reform laws passed in 19967 required thatlhc 
Commissioner of Social Security develop a prototype of a counterfeit-resistant 

_ Social Security curd. Originally, the SSN was a way to record each person's 
Social Security earnings; the only purpose of the Social Security card was to provide a record of 
the number so that employers could accurately report earnings. The 1996 laws also called for 
SSA to study and report on different methods of improving the Social Security card application 
process. 

The use of the SSN as a general identifier in record systems grew tremendously over the 
years. The broad-based coverage of the Social Security program made the SSN widely available 
and a convenient common data clement for all types of record-keeping systems and data 
exchanges. The SSN was adopted for numerous other purposes so that it became the single most 
widely used record identifier for both the government and the private sector. 

The pervasive use of the SSN led some to conclude that it had, in effect, become a 
national identifier, a term generally viewed negatively in the United States. There were some 
that believed the public would be well served by using a single identifier. The implications of 
the widespread use of such an identifier on personal privacy generated serious concerns hoth 
within the government and in society. The potential to profile people raised questions about 
limits 10 freedo~ of choice and access to society's services and benefits. Advances in 
information technology (e.g., the Internet and the World Wide Web) raised concerns about 
increased opportunities for inappropriate access to personal information. 

The current Social Security card was made of banknote paper and served only as an 
official verification of the SSN assigned by SSA to the person whose name was on thc card. The 
card was neither proof of the bearer's identity nor citizenship/non-citizen status and had no 
transaction value or data storage capahility. The card that was used through the year 2(X)O 
incorporated a number of security features appropriate to a paper card formal. 

There were seven Social Security card prototypes developed in response to the mandate. 
They were a Plastic card, Card with picture, Seeure barcode stripe, Opticalmcmory stripe, 
Magnetic stripe, Magnetic stripe/picture, and Microproccssor/magnetic stripe/picture. 

The prototypes illustrated different combinations of security features and functionality 
covering the variety of card options available. The requirements for the usc of the enhanced card 
and results to be achieved were not specified and, therefore, not evaluuted for the potential 

7 Section 1 J 1 of P.L. 104-193, "ersontll Responsibility alUl Work Opportunity Reconciliatioll Ac/ of 1996 (Weljllre 
Reform Acl) and section 657 of P.L. 104-20H, Division C, J/l1'Wlllmmigraliol1 Reform and Immigram Re.l!ul/I.\·ibility 
Act of 1996 (immigration Reform Act). 
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benefits or drawbacks of each option beyond the security concerns. No option was 
recommended to Congress for implementation because it was beyond the scope of the 
rcquiremcn! , 

The legislation required an evaluation of the implications if an enhanced Social Security 
~ard was issued tC,l all cut'l'cnt nllmher holders. about 277 million people. The card issuance 
process wou1d have been significamly changed by adding citizenship or non~ciri7.cnship status 
inforrnation, and for some options, adding {he numhcr holder"s picture or personal biomclrics 
information to the Social Security, The new process would make issuing cards more cosIly to 
administer and more complicated for the puhlic. 

The cost of issuing an enhanced card 10 277 million number holders: mngcd from $3.9 
million to $9,2 million, depending on the card option sete<.:ted, The cost induded contacting all 
number holders, processing costs (excluding staff overhead) to issue the new cards, the cost of 
the card itself, and the cost of special equipment needed to work with each card option andlor to 
capture informmion to he induded on the cureL Due to the significZlm cost of issuing the 
enhanced curd to all number holdcrl>. the Agency considered altcmutives. for example. the 
drivers' license or State-issued Identity card for non~drivers_ 

Socit,l Security also studied the feasibility of imposing a user fce for enhanced cards. 
SSA historically opposed charging a fcc hecausc its leaders believed that Social Security cards 
were a basic part of the mandatory program, furthermore, failure to report changes in order to 
avoid paying a fee would ereate discrepant SSA records, adding costs for SSA and other 
agencies which relied on SSA data. 

Howi~vcr. SSA believed Ihat charging a fee in connection with the card issuance was 
feasihlc. Because its current remittance process had low volumes, it would have needed to 
streamline its collection process for the fcc. The cost of collecting fees in conjunction with the 
issuancc of 277 million Social Security cards was $1,271 million, The full cost fec, including 

,c:lrd issu;:mcc und fcc remittance proccssc!'i, ranged from $19 to $38 per card, depending on the 
option scleeh::d. 

The fG studicd Canada's Social Insurance Number fee charging operation and concluded 
that SSA ,hould charge II fcc of $13 for each card, The fG 'tudy was based on the SSA 
replacement process and volumes for the currcnt card. rather than a mass reissuancc of an 
enhanced card. The 10 also did nOt consider tbe cost of the rcmiUance process or the changes 
needed to satisfy the secudty and integrily requirements of a mass remiuancc process. 

The Agency concluded that the i~sU<.U1ce of enhanced cards, either prospectively or as a 
mass rcissuancc, wa~ feasible. However. the issuance of an enhanced card raised policy issues 
about privacy and the potential for ihe card to be used as a national identification card. These 
issues would have to be addressed before issuing an enhanced card. The legislative mandute 
appeared to contcmplute a mm;s rcissuancc. However, this option was much more costly and 
more burdensome to the public than a prospective issuance or another ultcrnalive Ihat did not use 

26S 




the Social Security card to achieve the desired results, The total co-sts for issuing an enhanced 
card and collecting a user fcc ranged from $5. J million to $10.5 million.l! 

The extent the puhlic would accept an enhanced card and comply with reissu<lnce would 
depend largely on Ihe acceptable uses of the SSN and card and the tangibLe and intangible 
benefits that the new card imparted. The issue of the SSN as a national identifier recently 
re:surfuccd when the SSN was proposed us the universal patient identifier in the Health Iuxurance 
Par/ohfli,)' and Accormwhiliry Act of1996. Many have questioned the wisdom of expanding the 
SSN to this purpose because it could enhance an addHionai linkage to very sensitive personaJ 
information, Potential access to this dala could have implications for education. cmployment, 
credit. insurance. ~nd legal aspecis of llfe. 

Thc advent of broader access to electronic datu through the Internet gencr-&teli a growing 
concern aboul increased opportunities lor inappropriatc access to personal information by almost 
anyone. Some people feared that competition tlmong inform~ltion service providers for 
clistomcn; would result in broader data linkages with quesljonable integrity and potential for 
harm. Expanding uses of the SSN and further tcchnologicul enhancements would extend the 
debate about the SSN as the national identifier. 

Many Americans. concerned about privacy, feared thai it \1.'as vulnerable to political. 
business, and other socio~cultural factors. Protecting iodi vidual privacy is a highly complex 
situation because it must tx: halanced by what were seen as: society benefits, for example, in 
public sufety, ~aw enforcement, research, and puhlic health" For every example of puhlic 
concern over privacy projection, there existed a contrmHing position where the public wants 
protection from criminal elements, inapproprhlte and poor health care, banking errors, etc. 
Societal forces were expected to guide the evaluation and bul~incing of privacy policies and 
information uses, 

There W,;tS a heightened concern ,about how the SSN/curd would be used in the future. 
However, the dcvdopment of relational data bases would make it possible for people to be 
identified without the u:se of the SSN. Such databases could make usc of other personal dala 
clements (e.g .• addresses. phone numbers, birth date, parent's. names, etc.). The important issue 
for the future would he how the managers of pcr:.ionu! infonnulion systems maintained a 
reputation for integrilY. This was believed to be a significant detennimmt of public confidence, 
A Cens.us Bureau study found thai the public's helief in the integrity of a government agcncy 
was more important Ihat the way the agency guaranteed confidentiality. 

Thc potcmial for misuse of the SSN grew dramatically during the J990s a..~ the usc of the 
SSN exp;mdcd, SSA was under increasing pressure 10 take sleps to: (1) ensure the accuracy of 
lhc SSN; (2) provide verification services 10 organizations tholt usc (he SSN as an identifier to 
protect their programs from errors, fraud, and .abuse: and. (3) protect the public from and provide 
remedy to inv<l-;ions of privacy or .abuses of daw that was stored in public or private sector dat:! 
ba,<;cs that use the SSN as an identifier. 

g SSA Report tQ.~lmgrcss on Op!!ons for I:nlumeing Social Security Curd. c'(cculivc Summary. p vii. 



SSA verification workloads related both to the use and misuse ufthe SSN, increased as 
ilS use expanded. Sueh verifications were done primarily through regular aulOmated exchanges. 
SSA verified SSN"s for employers to ensure the correct posting of wages and for other 
government ~Igcncics to ensure accurate hcnefit payments. Where required by law ao<.i, in certain 
circumslances. where renniued by Jaw SSA verified th.!! the name and SSN in the files of third 
parties were the same as Ihose on SSA records. The Agency did not uniformly verify [he SS:-..is 
used by Ihe private sector, Its disclosure policy protecled the privacy rights of the SSN holders 
and limited use of Agency reo;ources to the husincss of Soda] Security. J\one of the verific~ltion 
operations guaranteed that the person giving a number, even when presenting the corresponding 
Social Security card"wlls the person to whom the SSN was assigned. 

As individuals were adversely <lffectcd by enhancements in record keeping and data 
ex(;hanges thatrclied on the SSN, legislation wa,<.; proposed to resolve specific problems. 
Congress, for the first time, was looking al private sector use of the SSN and offering legislation 
to address violations of individual privacy by the private sector involving the SSN. At the same 
time, olher legislative prop{)!o.ubi were inlroduced to expand the use of the SSN and/or card for 
specific purposes to enhance government efficiency or curb fraud and abuse, 

INTERNET SECURITY 

A major challenge to the development of all SSA Internel applications W3.<; the 
need for secure web programs that met and exceeded the industry standards for 
security and confidentiality and also had !he confidence oflhe American public. 

Since modern computer security required the implementation of sophisticaled software and 
control of access.. the Agency worked with security and privacy experts to address and prevent 
the problems of improper disclosure of pen;onal informution in SSA records. prevent fraud and 
abuse, and maintain the image and reputation that SSA eurned for providing efficient and 
accurale service to the public, 

The Agency approached these problems hy developing authentication requirements and 
methods of accessing its Internet sites, Authentication examined ways to positively establish that 
the person requesting information or performing transactions via the (nternet was the proper 
beneficiary or applicant. The rulcs: governing the level of authentication were sct by the 
Agency's Authentication Workgroup, which had representatives from various components 
wilhin SSA The workgroup reviewed each Internet application to dctermine the appropriate 
level of authentication required, The level of complexity of the authentication requirements was 
determined hy the nature of the information heing di:\Closcd, 

The Agency lcamed much from one of its curliest attempts to offer service through the 
Internet The Personal Earnings .md Benefit Statement (PESES) provided important wage and 
benefit information to work.ers Hnd their families that could be used to help make retirement 
plans. Public response to the service was very positive, Prom 1994 through 1996, the Agency 
investigated and eng~tged in exteo:;ive tests to determine if it could offer the service via the 
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Internet while safeguarding the privacy of its customers' informalion. All indications were that 
it could, SSA begun (0 offer Ihe PEBES service via the Internet in March 1997 and Ihe initinl 
overall response was positive. However, concerns regarding users being able to access .and alter 
eal'l1ings information or view other private data were expressed by ;..ome members of the public. 
Congress., and the news mcdia, The Agency valued the puhlic's opinion and responded to its 
concerns. 

Maiolaining the public's confidence 
in SSA's ability It) kecp confidential the 
sensitive data it maintained was a primary 
gouL The f\gency could not afford the 
perception thaI PEBES information was not 
secure. Because of these concerns. Acting 
Commissioncr John 1. CaHahan announced 
On April 9, 1997. that he would IcmpomriJy 
suspend the PERES Internet service, 

The Agency dcddcd lhat it needed to 
more thoroughJy investigate the views of the 
public and uppropriate expet1$ with regards to 
all aspcctil of Internet access to online 
PEBES, SSA held public forums in six 
dirrcrent citic~ between May 5 and June J6, 
1997, so thai it could develop a better plan 10 safeguard confidcnlial information for Internet 
applicattons, The intent was to bring ihe Agency ihe best thinking of experts in relevant fields as 
well as members oftbe general puhlic. 

Acting Commissioner Callahan headed the forums. Each forum had three panels: one 
panel consisted of privacy experts and consumer advocates, another was comprised of computer 
technology experts including security experts. and the Ibird consisted of business users of the 
internet, primarily in the banking and financial planning fields:, In September 1997. SSA issued 
a report 10 cu",tomcrs entitlcd Privacy and Customer Service in the Electronic Age. 

The key to (nternel integrity W,IS the way that the public could access the applications. 
The Agency lcsted Public Kcy Infmstrucwrc (PKI) which was bcing used in conjunclion with lhe 
California Medical AS5-ociation for the electronic transmission of medical evidence. PKl used 
certificates to exchange digitally signed lind encrypted duta, and was also being jes(ed with oihcr 
electronic services and Internet applications, SSA partnered with CommerceNet, which 
provided all ncces:oury support and development at no COSt to SSA, 10 enhunce its security 
measures, This included the furthcrdcyclopmenl ofPKI and smart cards. 

The other method undcr development in SSA wal' the usc of PI" and Pal'scode. The 
Pin/Passcode Workgroup was formed in March 2000. This group defined the business process 
needed to support the issuance or PINs and Pa.."iscodcs for SSA customers, This included 
workload items, worktlows, who in SSA were responsihle for m~lintajning them, and several 
other considerations. PI!\, and Pas:>code usage were scheduled for piloling 1n January 2001. 

SSA's Execuliva ?aool, conslsfng oj (from I) Joan Wainwright, 
Carolyn Colvi'1 Dean Mesterharm, John Dyer and Acting 
CommrssiOl"lGt JObn Callahan discuss elOOrooic woguaros with a 
panel 01 experts dJring a tOfUff' hold in Washington, D,C. 
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SSA used statc-of~the~art software that carefully restricls user acces.s to data except for its 
intended use. Using this software, only persons with a "need 10 know" 10 perform a particular 
job function were approved .md granled access. Agency systems controls not only registcred and 
recorded access, but also determined what functions a pcn.,on could perform once access was 
authorized. SSA security personnel assigned a computer-generated personal identification 
number and all initial password to persons who are approved for access (the person must chimgc 
the password cvery 30 days). This allowed SSA io audit and monitor the actions indlviduul 
employees took when they uo>cd the system. These same systems provided a means to 
invcstigale allegations of misllse and wefC crucial in pro:<ccuting employees who misllsed their 
authority, 

SSA approached computer security on an entity-wide basis. By doing so, it addressed all 
a~pcets of the SSA enterprise. The Chief Infonnation Officer (eIO). who reported directly to the 
Commissioner and the Deputy Commissioner, was responsible for information system security. 
The CIO assured that SSA initiatives were cnterprise~widc in scope. The CIO assured that all 
new :;ystcms had the required financial controls to maintain sound stewardship over the funds 
Cf'ltl'Ustcd to the Agency's carc, 

In order to mcet the challenges of data security in a highly technological environment, the 
Agency adopted an enterprise-wide approach to systems security. financial information. data 
integrity, and prevention of fmud. W<lste, and abuse. It had a full~timc staff devoied to systcrns 
security s[;:Ilioncd throughout the Agency, in all regions and in the centra! office; SSA 
estab1i:-;hcd centers for security and integrity in each SSA region, They provided day-to-day 
overSight and control over computer software. In addition, SSA had a Deputy Commissioner
level Ofrtce of Systems which supported Ihe operating system, developed new softwure and the 
rchLted controls, and, in genentl, assured that SSA was taking advantage of the latest in effective 
security technology, 

SSA began certifying its sensilive systems beginning with the original OMB 
requirements published in 199L SSA's sensitive systems induded all programmatic and 
administrative systems. They also induded the network and the system used to monitor SSA"s 
data cerller openHions, The Agency required Deputy Commissioners responsible for those 
systems (0 accredit them. SSA's planning and ccrtllication activity wa~ in full compliance with 
the National fnstitule ofStandarrls nnd Technology (NIST) 800~ 18 guidance. (n summary, SSA 
had in place the right authorities. the right personnel, and the right software controls to prevent 
penetration of its systenl\ and to address systems security issues us they surfaced, 

iNFORMA TION SYSTEMS SECURITY PLAN 

SSA has maintained an information system seCurLly program for many years, Its key 
(;OmpOflcnts, such as deploying new security technology. integrating security into 
the business process. and performing self assessments of its security infmstructure, 

to name a few, described goals and objectives that touched every SSA employee, Of particular 

272 



importance in the year 2000 were the aclivitic5 reiated to the Presidential Decision Directives 
(PDD) on mfrastructure protection and continuity of operations, The Agency was one of the first 
to complete an evaluation of all critical SSA as:;cl:;. 

Given the importance of making ongoing montbly payments. SSA was elevated to the 
highest level of importance by the critical infrastructure assurance office. As part of this effort. it 
complcted an ifll,;cntory of aU critical assets and implemented an incidence response process for 
computer incidents. SSA also revised its physical securily plans. to a ....sure facilities were 
properly secured. SSA was one of the key agencies thaI evaluated the CIO "maturity" model. 
This helped SSA compare itself with industry standards ovel'LlIL 

SSA's independent auditor, Priccwatcrhouse Coopers, evalualed SSA's- security program 
from 1996 through 1999. They gave many recommendations to strenglhen SSA's security 
program. The Agency implemented 77 percent of their recommendations and continued 
addressing the remainder since lhey involved longer limeframcs for implementation. They were 
expected [0 be completed on a flow basis.-wilh arHicipallon thai aU would be completed by the 
end of the FY 2m!. 

SSA a'so hud its own formal program of onsile reviews and corrective action, The 
Agency retained the independent contractor. Deloine and Touche. to review its systems und 
overall management of the program, All of this was tracked at the highest levels through an 
executive internal control committee which the etO chaired and tncluded the fG and key 
deputies. 

SSA believed that the zero tolerance policy paid off, ~IS evidenced by the fact that allno,o.;t 
all of the recommendations made to the Agency by independent auditors in the late 1990s and 
the year 2000 were pre-emptive in nalure as opposed to a remedy for actual past abuse, 
Nonclhelc1<.s, when there was evidence of an abuse of system privileges, addressing the matter 
was n number one priority for the Agency. SSA's 10 was committed to the investigation and 
prosecution of any employee abuse casco Many of the employee cases turned over to the 10 for 
invc~tigalif)n were first discovered by the Agency itself. 

On June 22. ]998, Commissioner Apfel issued a notice 10 all SSA employees aboUI 

administrative sanctions to be taken against any SSA employee who abused his or her systems 
privileges. Penalties were severe and led to the termination of employment for any offense that 
involved selling data, On March 2, 2000, the notice was revised and updated. 

To ensure that SSA mission critical systems were up and running, a solid contingency 
plan was in place. In Augusl 2000, SSA completed a successful [es.t of all crHical syslems. Also. 
SSA hud in place a hotsjte a .. backup for its critical operations. These were recommendations 
that Pricewate,rhouse Coopers thought it was important for SSA to complete. 
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MOVING AWAY FROM MAINFRAME SYSTEMS 


ddre~Sing systems security conlinued <JS a high priority for SSA By design, the 

AAgency used a system ufchiteclUre that relied almost exclusively on mainfmme 
systems and centralized databnscs. With this archilccturc, Ihc Agency was ahlc 

to more lightly control computer security than Ihose Agencies who were faced wilh large 
numbers of local andlor distributed systems. However, SSA. in an increasingly technological 
environment, hus moved away from the mainframe environment to more distributive systems, it 
carefully considered .11 every step of Ihc process as to how to build in security features. SSA 
lOok a number of steps to ensure tbut the new systems were us secure as possible, 

The Agency wns on constant alert to identify both intrusion detection and denial-of
service type attacks..SSA's firewall team used various services that list current hacker activity in 
order 10 identiry the different types of attucks and how to respond and avoid them. SSA uses 
various filters on routcrs to deft'! these specific intrusions, 

SSA supported the independent audit of its financial statements along with the auditors' 
detailed leMing ofSSA's systems. The Agency worked with various oversight hodies (e.g., the 
GAO and the 10) to review what it was doing and identify any issues they believed SSA needed 
to address. This assured Ih'l[ SSA was getting a1l thc advice thut wus available, and doing its 
utmost 10 maintain the security of the computcr systems and the dalU they contain, 

NEW EMERGING CONCERNS 

The Agency took both preventive and enrorcement actions 10 proteel information in 
Sociul Security files from any wrongful use by its own employees and from uny 
unauthorized ;tccess by outsiders. SSA took u very proac(ivc approach to idcmify 

hacker activity and adopt the proper defensive posture to prevent interruption to SSA 'I-Intcrnel 
.services, Tht! Agency used slate-of~the-art technology to prolect lis network and was on constanl 
alert to detect both intrusion and dcniaJ-of~servicc types of attacks. SSA's network was 
monitored 24 hours a day. not only by SSA technicians, but also by contract services, 

The Agency constnntly fe-evaluated and. when necessary. upgraded the security fealures 
necessary to maintain Ihe public's confidence that systems were S'.'Cure, CompUler security was 
top management priority. 

When Social Security tirst hecamc independent in 1995 und had its own IG devoted only 
to SSA activities for the first lime, the Commissioner ;;!sked the fG to muke employee integrity 
the number one isslle. The 10 did so, and SSA had consistently requested ndditional resources 
fOf the IG and received support from the Congre.<.;s for those requests. The lG's accomplishments 
and value to the Agency's efforts to mainlain program integrity are well documented in the 
office of the Inspector General's semi-annual reports to Congress. 
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SSA continuCtI its long-standing tradition of 
assuring the public that their personal records were secure, 
Both the Commissioner and the Deputy Commissioner 
gave systems security II vcry high priority. Emphasis 
became greater with the emergence of the Internet as a 
service delivery vehicle. Secure information systems was 
an ongoing part of the mission. The Agency was aware 
that it could not rest on past pructices. but must continue its vigilance in every way to assure thaI 
it kept the public's records private and sccure while providing exemplary service to its 
constituenfs. 

Commissioncl' Apfel continued (0 provide leadership in "Program Integrity" by 
developing plans for dealing with rapidly changing demographics and future projeclions by 
Agency strategists, His creation of the 2010 Vision helped position the Agency for years to 

come to deal with the many implications and consequences of future program inlegrity activities. 
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