CHAPTER SIX:
PROGRAM INTEGRITY
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quickly and accurately provide benelits, properly record workers” carnings, and

effectively salegoard its benefit programs from frund, wasie and abuse. Failure to
do this would serinusly undermine the public’s confidenge in govermment and its ability to
effectively adnunisier programs and protect taxpayer dollars,

Ti’ze Amwerican public depends on the SocialSecurity Program administralors (o

Social Security has been one of the most successful programs ever undertaken by the
Federal Government. Since #s inception, it has enjoyed unprecedented public support. Yet the
Agency found itsell i a peeualiar situation in the carly 1980s: a popular progran: encased in an
unpopular government,

As arule in 1993, public confidence in government was low when President Clinton
served his first teeny in office. The Social Secunty Administration (88A), then an Agency under
the Department of Health and Human Services, endured 4 similar lack of public confidence.
SSA was the subiect of a barrage of reports and pcz‘i@di(?&?ﬁ describing probloms sucht a8 lengthy
delays in processing Federal disability bencfit claims; making paymenis 10 beneficiaries with
addictions to drugs and sleohol; perceived potential closings of field offices, providing poor
phone scrvice; realizing o surge in disghility claims whileidownsizing ifs workforee; and issuing
confusing letters o #s customers 1o nume just o few,

! Merriarn Webster's Colleginte Dictiosiry, Tenth Bdition, p 931
? Merriam Webster's Collegiate Dictionary, Tenth Bdition, p 608.
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The Governnent Performance and Results Act of 1993 (GPRA), signed into law by

President Clinton on August 12, 1993, enabled 55A 101
mentioned above, The Act mandated federal agencies s

strategic plans focusing on results, quality and ¢usiomey

effectivences rather than efficiency. Agencies were reqg
the Congress on the degree to which strategic goals wen

was (0 improve the Federal Government's performance

The winds of GPRA were blowing strong even &
the new law and the arrivai of the first confirmed Comey
independence, Acting Commissioner Lawrence H. Thon

£

reduce or eliminale the probiems

ubmit Jong-range (at least five years)
service——outconies rather thun cutputs,
ired (0 report to both the President and
t met. The overriding purpose of GPRA

fore s enactment. Anticipating both

ssioner of Social Security since
ppson reviewed S5As planning

processes (o build on past expertences and conform to the dictates of GPRA. On August 4, 1993,

Mr. Thompson elicited the Executive Staff's candid assg
budgeting processes, and solicited their specific recomm
these processes. This “mid-course” review was seen as |
growing extemal demands and expectations of the GPR/

3
3

On September 11, 1993, President Clinton issued

ssment of both the planning and
eadations on how S5SA could improve

critical "next step” (0 meeling the
SERHIG

Executive Order 12862, which direcled

public officials to revolutionize processex within the Federal Government to provide service to

the public that met or exceeded the best service availabl
Order alzo supparted GPRA by requiriag cach Federal ¢

in the private sector. The Executive

%cncy 10 publish a customer service

plan, based on specific customer service standards, by Séptember 8, 1994, High performance

was pargmount (o restoring public confidence and maint

dining Agency integrity.

1

Shirley Chater became the Commissioner of Socil Security on Getober 8, 1993
accepling the monumental task of restoring the public’s Ij;iilh in the Agency using the provisions
of GPRA and E.Q. 12862, The Commissioner’s strong support of sirategic decision making

helped re-enforce the importance of planning.

Commissioner Chater charged a workgroup to develop a plan to rebuild the confidence of
the American publie in Soctal Security. The workgroup was comprised of representutives from

all of the Deputy Commissioners. They analyzed data,

apitulated the major public confidence

issues, identified gaps in Agency knowledge, and recommended a sirategy for rebuilding public

confidence in Social Security, This strategy was called,™

THE CHALLENGE OF CHANGE:

Rebuilding Public Conlidence in Social Security.”

The group focused on two major arcas. The {irst was to document confidence levels and

determine the issues that drove confidence down. The wyl
confidence oot noross all demographic groups and also dis

browden its knowledge about the confidence of its own e
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The workgroup discovered that there were o var

ely of reasons why people had liitle

confidence in Social Security. They generally fit into the following seven broad categories:

R

2.

6.
7,

The second focal area was the developmentof a s
(0 address the 1ssues and rebuild confidence in the Agend
obicctives identitied as follows:

I

3. Ensure that the Social Sceurity program is well

6.

Trust fund insolvency” (“It won’t be there for me.™):

Moneys worth {1 could do betier investing gn my own,™};

The role and significance of the trust funds (The trust funds are worthless 10Us.™);

Broken promises (“Congress will change the!
anyihing.™):

“Undeserving” people getting benefits (“ru
money they don’t deserve.™;

Service delivery issues (U just get busy signa

Cieneral distrust of government (“Governmen

Increase the public’s knowledge about Social
siisinformation*

Restore the public’s confidence in the trost fu
halance of the frust funds.

policy objectives.

niles by the tme Eretire and [ won't get

g addicis and immigrants are getting

is from the 800 number.”); and,

11 wasteful and inefficient.”).
hort-range plun and 3 long-term strategy
y. The strategy included six speaific
Security and counter existing

s by restoring the long-range actuarial

designed and mieets sound public

Muke Sacial Security more responsive to public inpud.

Tocrease the knowledge and understanding of ,LSA employees about the issues

confronting Social Security.

Reinvigorate public affairs throughout SSA.

The workgroup presented its findings to the Commuissioner approxinuely one vear afier

s inception, The findings equipped the Commissioners w

Y Exccutive Susumary of “THE CHALLENGE OF CHANGE, Rebui
Execusive Sumnary, pg it
TTHE CHALLENGE OF CHANGE: Rebutlding Public Confidence

18,

ith information thut she used o begin

ding Public Confidence in Solal Secunity,”

7 Social Secority,” Bxecutba Somary, pg




steering the organization out of a “sca of doubt™ 10 an “prean of uxsuredness.” The course ind
speed of the Agency was shout to change.

In January 1994, the Commissioner revised the three Agency-lovel strategic goals to the
following:

» Rebuild Public Confidence in Social Security
* Provide World-Class Service

s Create a Nurturing Environment for S5A Enfployees

In November 1998, the Agency's ability to accomplish the fivst two goals would be tesied

after the discovery of a 1978 computer software design «Irmz‘ by Agency employees.

Approximately 426,000 beneficiarics were underpaid ne&r y 5478 million. The Agency braced

iself for a deluge of inquires primarily from the tofl- ftuzl phone service fines, which already

answered nearly 60 million calls per vear. S8SA guickly responded by assuring the public that all
of the money would be repaid within six months, Although 5478 million was a sizable sum,

;‘xzymzmzs affected less than one percent of SSA benef’c:iarzcs and were comparatively small to
the 53235 billion in benefity paid by the Agency. :

The Social Security Administration’s staifing dedreased by approximately 20,000
employees or 17 percent for the ten-year period Immediately preceding the enactment of GPRA
and issuing Executive Order 12862, The Agency was expected to administer programs with
reduced staffing, do it better, and change its practices (o festore organizational integrity. Due to
the chunging demographics of its customer base, workloads were increasing in volume and in
complexity. In the early to mid 1990s, disability claims became the fasiest growlng workload in
the Federal Government; disability claims grew in cxccs{of 70 percent. GPRA and the
challenges of Executive Orders 12862 and 12871 placed enormous demands on SSA, In some
regards, SSA was ill-equipped to exccute actions to make the necessary improvements defined
by GPRA. I was evident that major changes would havq te be made.

In August 1994 the President signed legislation (H.R. 4277} establishing S5A as an
Independent Agency, with unanimous consent in the Seaste and House of Representaiives. S5A
became independent on March 31, 1995, and this was a major step tn restoring the public’s
confidence. The new Social Sccurity Administration was far more efficiont, vigilant, and
responsive. Commissioner Chater reorganized and cansolzdaicd various planning elements imto g
single component, the Office of Strategic Mapagement {GSM} responsthic for strategic planning
aclivitics.
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The Agency's
accountability became more
evident witp the advent of
[ndependem Agency.
Several components played
key roles in assisting the
Agency ) Improving us
stewardship and maintaining
ity integrity, which were two
major elements required in
regaining the public’s
confidence. They were the
Advisory Board, Office of
Strategic Management
{OSM}, Office of the Deputy
Commissioner for Finance,
Asscssment and

. SSA Commissioner Shirldy 8. Chater unfurling the new independent
Management (DCFAM), and  ageney flag following the independence ceremony. Alse shown in
Office of the Inspector discussion are former Commissioner Robert M. Ball (center} and
General (O} formar Commissioner Stanford G. Ross {(back to camera), Also
iooking on 1s Mrs. Robert Ball. March 31, 1895,

Kenneth 8, Apfel was sworn in as the Commissignes of Social Security on Seplember 28,
1997, Under his leadership, there were a variety of major accomplishments (o safeguard the
Agency's integrity and improve stewardship,

The Agency released a comprehensive Disability Management Report that had four
goals, One goal was to safeguard the integrity of the disdbility program. The Foster Care
Independence Act was signed into law by the President on December 14, 1999, giving i
Commissioner greater power 10 protect the trust funds zbmuglrz the use of electronic intormuation.
Social Scenrity’s FY 1999 Accountability Report inc uzie:d the first GPRA Aanual Performance
Report. SSA was the first Agency to publish the statutorily required report. Under
Commissioner Aplel's leadership, the Agency established an Electronic Service Delivery Projeat
to explore among other things more cost effective and segure means for providing service that
would further move the Agency roward achieving the expectations of GPRA,

Program integrity was significantly improved through the combined initiatives of SSA
and OIG supported by legislation passed during the Clintén Administration.




STEWARDSHIP

OFFICE OF THE INSPECTOR GENERAL

Act of 1994 cstablished SSA's own Office of the Inspector

General. Until a new SSA I[nspector General (IG) could be
nominated and confirmed, the Department of Health and Human Services’
(HHS) IG, June Gibbs Brown, was appointed to manage| her office as well as
the newly established SSA O1G. The HHS's OIG transfjerrcd 259 staff,
including three senior executive service positions, necessary equipment and
funding to create the office.

Thc Social Security Independence and Program Improvements

The OIG was required by the Inspector General Act of 1978 (1G Act),
as amended lo:

* Conduct and supervise independent and objeqtive audils and investigations relating to
Agency programs and operations.

s Promote cconomy, effectiveness, and efficiency within the Agency.
» Prevent and detect fraud, wasle, and abuse in Agency programs and operations.

¢ Review and make recommendations regarding existing and proposed legislation and
regulations relating to Agency programs and gperations.

¢ Keep the Commissioner and the Congress fully and currently informed of problems in
Agency programs and operations.

s Empower the 1G with the independence to determine what reviews to perform, access
to all information necessary for the reviews, and the authority to publish findings and
recommendations based on the reviews.

The SSA OIG’s mission was to improve SSA programs and operations and protect them
against {raud, waste, and abuse by conducting independent and objective audits, evaluations, and
investigations. The 1G provided timely, useful, and reliable information and advice to
Administration officials, the Congress, and the public. The OIG proactively sought new ways to
prevent and deter fraud, waste, abuse, and mismanagement. OIG committed itself to diversity,
innovation, integrity, and public service.

The mission of the OIG was carried out through a nationwide network of offices
comprising the Offices of Audit (OA), Evaluation and Inspections, and Investigations (O1). Stafl
in the Immediate Office of the OIG supporied these three components.
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On June 28, 1995, Commissioner Chater delegaled to the 1G the authority to implement
sections 1129 and 1140 of the Social Security Act. Civjl Monetary Penalties (CMP) were
imposed against individuals and/or entitics who misused SSA symbols and emblems (scction
1140}, or who made false statements and representationg of material facts for use in determining
initial or continuing rights to Social Security benefils orypayments (section 1129). The first set
of rules was published in the Federal Register on November 27, 1995, which provided the
foundation to get the program off the ground.

The Senate confirmed David C. Williams as Inspector General on December 22, 1995.
As the new IG, he immediately implemented an aggrcs:Evc hiring program to build the
investigative strength of the new O1G. Budget al]ocatiars grew from $10.3 million in 1995 to
$56 million in 1999 with staff nearly doubling. There wiere enormous returns on investments,
Experienced investigators from other federal law enforcement agencies became integral
members of OlG. Their value to the Agency’s stewardship role was apparent in the OIG reports
released between 1995 and 2000.

- AUDIIFANDIEVATEUASION EM@ SINGEJAERII%1'$1995

EISGAIR QUESTIONED i TO N”ER
VEAR S
1995+ 12 $77,000 $35'00+000 88 6l
1996 32 $363358 | st00.891000 | 72 54
1997 54 $4.031.991 |  $699.50¢,000 225 124
1998 56 $14,661.078 | $2,340,207,842 166 99
1999 60 $83.989.044 |  $519.71 (4,442 219 14
2000%* 27 $108410 |  $170,51 6‘f955 62 9
$103230'881 w

*Reflects data from April 1, 1995, through September 30, 1995,
**Reflects data from October 1, 1999, through March 31,,2000.

The OIG received 2,236 complaints in FY 1995 from sources both within and outside
SSA. It opencd 844 investigations, closed 679 cases, and obtained 287 criminal convictions. It
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recovered almost $3.9 million through fines, judgement
$35 million was saved through implemented recomment

The OIG conducted a fraud vulnerability review
determine how to best use its limited resources to fight |
programs and opcrations. The review identified areas i
vulnerable to fraud. Using this information and its expe
restructured to build upon its original foundation and br

T

SSA has long delivered scervice to the American
confidence and trust in the quality of SSA programs and
stewardship and responsibility to protection of public in
and was based 1n its {irst regulation (Regulation 1), whid
protection. The IG’s reports included information that th
performance and solidify public trust.

The Clinton Administration initiated great advan
information sharing initiatives, and cmergence of a stron

\.9

restitution, and recoverics. In addition,
ations to put funds to better use.

during its first year of operation to

aud, waste, and abuse in SSA’'s
SSA’s operation that were most

riences in the first year of operation, OIG
ng focus to its opcrations.

public in a manner that fostered
cmployees. The SSA tradition of
[ormation stemmecd from its inception
h established a high standard for data

¢ Agency used to enhance its

ces in technology, enhancements in

Internet presence throughout

Government. This new cnvironment offered many advantages in improving SSA efficiency,

public access, and employee job enrichment via advance

technology.

Recognizing that more online access created additional opportunities for abuse, SSA took

steps to implement formal sanctions for abuse of its systd
first formal set of Security Guidelines for Administrative,

ms. In 1993, the Agency released the
Action. SSA also implemented an

annual employce recertification process for systems access that same year. The two transmittals

provided guidance to both employees and management r¢
information/system and included a requirement for mana
their responsibility to safeguard public records.

In 1994, Commissioner Shirley Chater issued the
addressed privacy of personal information in Agency file
employee responsibility to protect all Agency personal di
duties and reminded them of criminal and administrative
details of inappropriate use or disclosure of information ¢
reporting abuses and concerns along with an option of an

Throughout the mid to late 1990s, SSA made grea

network, moving to a sophisticated clicnt-server environt
exchange activity and data sharing with many more tradin
metamorphosis in the way field office and other operating
customers. Paperless processing and “one stop™ shopping

the era of “zero tolerance™ for fraud.

On June 22, 1998, SSA’'s Commissioner Kenneth

for Computer System Access Violations. This replaced 1h

-l
-

garding penalties for misuse of

sement 1o remind SSA employees of

first memorandum to all employees that

k. This memorandum re-cmphasized
Ita that was collected while carrying out

enaltics if breached. It addressed
nd gave employeces two methods of
DNyMily.

t strides in expanding ils sysiems

hent and greatly expanding information
g partners. 1t also saw a great
components had to address its

were prevalent themes. This was also

Apfel released Administrative Penallies
¢ 1993 guidelines. A sct of uniform

sanctions entitled Sanctions for Unauthorized System Acdess Violations was established 10
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ensure SSA computer systems violations were teated ¢
established with the sevenity of penalty based upon the
also requested to sign acknowledgements indicating tha

pnsistently. Three categories were
nature of the violation. Employess were

they had read and understood the

sanctions and whether they had current sccess o the computer systems or pot. The sanctions

were revised in a memorandum on March 2, 2000, sfier
This category was defined as the upauthorized access of
unauthorized source that does nol involve personal or my
malicious intent. The reservation raised sbout Category
between disclosure of data to a person who was otherwi
more sertous violation of disclosure of information o a

information, The Commissioner Hstened to those legitis

Category il to acknowledge the difference between the ¢

clanfying language in the other cutegories as well, Bl

concerns were raised about Category 1L
a record with disclosure 1o an

pretury gain and was not made with

H involved the fact it did not distinguish
se cntitied to the informmation and the
herson who was not entitled 1o the

hate concerns and docided o revise

wo actions, Changes were also made

ed laws and guidelines requiring that

Social Security to maintain proper security of all Automuted Information Systems (AIS)

resources, including data.

Durtng the Clinton Adminisiration, §8A Commi

sioners and 108 oversaw major

initiatives related to privacy and protection of informati

1. To malntain the confidence and trust

of the Amerjcan people regarding Social Security programs and records, the Agency made
significant improvements in mechanisms and policies 1o enforce proper access and aggressively

address any misuse of Agency records.

There were a number of initiatives that began in |

998, The OIG established the Office of

Management Services 1o provide support (o its operations by providing human resources, budget,

and a variety of other resource management necds. This
1996 ribbon cutling coremony launching the operation of
served as the avenue for reporting allegations of fraud, w
other Pederal, State, and local government agencies; and

In adkhition, during 1996, the Office of Evaluation
create a nationwide capability to conduct both formal aud

office also hosied the November 28,

the S5A Fraud Hotline. The Hotline

aste, and abusc for SSA employees;

members of the general public,

s und Inspections merged with OA o
its and evaluations. Combining the

knowledge, skilly, and abilities of auditors and evalustorsenabled the QIG to focus on
identifying and rccommending ways 10 prevent and minimize program fraud and inefficiency,
ruther than detecting problems afier they oceurred. This approach helped the Agency save
millions of dollars, After this consolidation, OIG moved away {rom the traditional “regional”
structure 1o Missue” areo leams that provided centers of exdpertise in cach of SSA’S programs arcas,

The OIG also created the Office of the Counsel to|the Inspector General {OCIG) in 1996,
Its primary purpose was to provide legal advice and counsel to the IG and senfor staff on statuies,
regulations, legislation, and policy dircctives governing the adminisiralion of SSA’s programs,
The office was also cstablished to provide legal advice pertaining to investigative procedures und
techniques, as wel as conclusions drawn frony audit and ipvestigative activities. The QCIG also
assumed responsibility for administering the delegated Civil Monetary Penalty (CMP) program
for the OIG. The OCIG worked diligently to publish final rules and regulations to hutld the
initial infrastructure to launch this program. Two sets of rules were published in the Federal
Register. The publishing dates were April 24, 1996 and Decerber 13, 1996
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The Agency and the OIG established a unique p
Regional Anti-Fraud Committees 1o jointly combine ¢iforis and forces in a scamless attack on
fraud, waste, and abuse as part of the Agency's "Zero Tolerance for Fraud” campaign. These
committees brought together OIG s investigative experipnoe and SSA's program expertise (@
identify and prevent fraud in SSA’s program.

arinership throeugh the National and

In 1996, the OA also initiated the Payment Accuracy Task Foree, which was another
cooperstive effort with SSA that focused on enhancing the Agency’s processes o improve the
accuracy of its payments. The sollest pereentages of error represented large costs to the
Agency snd the trust funds that it stewarded. The QIG aimed to set a bigh standard for
government excellence at SSA through cooperative efforts.

The OIG estublished the Joint Field Operations Frogram that was staffed with highly
experienced nvestigators who drew on their expericnce and established contacts to focus on
significant fraud and enumeration violations againgt 854, The Office of lnvestigations (O1) also
established a Strategic Enforcement Division to conduct qudles of emerging criminal trends and
took for the best ways SSA and OJG could prevent and detect fraud.

In 1997, the 1G established the Office of Operatigns to serve as the focal point for the
OIG’s strategic planning, the Congressional Jiaison, and public affairs activities. The OIG added
the Enforcement Operations Division at Headquarters 1o ‘'oversee the day-to-day field activitics
and created the Special Inquiries Division 1o handle sens|tive investigations into allegations of
wrongdoing by senior SSA officials

The OIG implemented an initiative to casure readiness to combal “electronic erimes.”
The Electronic Crimes Team was created to msu{utlﬂndil?c the investigative capability to
conduct compulter forensic examinations, recover evidence in an electronic enviromnent, and 1o

provide cxpertise and training to OIG investigators acros
the expansion of on-line acecess to services, OIG needed t
and address exploitation of SSA”s systems and clectronic

The Mational Anti-Fraud Committee held its first
September 8 through 12, 1997 at SSA Headquarters,
Approaches in a New Environment.”
attended the conference. Representatives from State Die;ai
units and the General Accounting Office (GAO) attended

i the nation. As SSA began to explore
o ensure that it wus prepared 10 identify
services,

ational Anti-Fraud Conference from

The theme of the conference was “New
Over 450 SSA emplovees from central office and the field
hility Determinaison Services {DOS)

The conference featured discussions

on new investigative approaches and technology and systems issues. Acting Commissioner John

Callahian, Acting Principal Deputy Commissioner Iohs
Williams participated in the conference and spoke to the 4

ver, and Inspector General David

tiondees,

The year 1998 marked the start of large-scale investigative projects designed 10 address

major problers facing 884 in the sdministration of is pr
operations that had major impacts on OIG's suceesses we
Border Vigil, and Operation Water Witch,

bgrams, Three of the most notable
e Operation Contender, Operation
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Under Operation Contender, OIG created five pilot projects under the concept of
Cooperative Disability Investigations (CDI) teams. OIG’s work in this arca focused on
individuals who filed false claims or program participants who defrauded the program by making
false statements or by overlly concealing {actors that affected their initial or continuing eligibility
or entitlement for payments. OIG joined with SSA’s Office of Disability and established CDI
teams in Georgia, Louisiana, lllinois, New York, and California. These teams were composed of
OIG Special Agents and State law enforcement officers, as well as SSA and Stute DDS claims
professionals. The DDS referred suspicious cases to the team, which in turn collected evidence
to verify or refute the suspicion. If the team confirmed that the claim was fraudulent, the DDS
was notified and it either denied the application or stopped benefits.

Operation Border Vigil's purpose was to focus on a major vulnerability in SSA-
administered programs. The IG initiated a variety of projects under this operation across the
country to identify Supplemental Security Income (SS1) recipients receiving payments bascd on
fraudulent statements regarding residency as well as other cligibility factors such as citizenship,
alien residency status, age, income, and resources. The OIG also participated in International
Integrity Prajects with SSA’s Office of Internattonal Operation to define problems inherent to
the distribution of benefits to individuals living in foreign countries and to develop strategies that
addressed the issues.

Operation Water Witch was initiated to implement provisions of the Personal
Responsibility and Work Opportunity Reconciliation Act of 1996. A recipient became ineligible
for SSI benefits during any month that the recipient fled to avoid prosecution for a felony or fled
to avoid custody or confincment after conviction of a felony. Through localized and manual
processes, OlG Special Agents identified SSI recipients who were fugitives and notificd the
warrant issuing agency and the SSA that the individual was ineligible for bencfits, SSA stopped
payments, determined if the individual was overpaid, and initiated collection activities.

Recognizing that the operation would be more effective and efficient through the use of
compuler matching, OIG negotiated with the Federal Bureau of Investigation (FBI), the 11.S.
Marshals Scrvice, and the National Crime Information Center to establish computer-maltching
agreements. By July 1, 1998, there were formalized investigative plans in all SO States to
establish points of contact and define mechanisms through which SSA and the State could
exchange computer-matching data.

The 1G abolished the Office of Operations, folded its functions into the Office of
Management Services, and established a new Office of External Affairs in 1998. The Office of
External Affairs assumed responsibility for the OIG’s Congressional and Public Affairs Program,
the newly established quality assurance function, and the conduct of OIG employee
investigations. The Quality Assurance Team performed internal reviews to ensure that OIG
offices held themselves to the same rigorous standards that were expected from SSA. The Public
Affairs Team communicated OIG’s planned and current activities and their results to the
Commissioner and Congress as well as other entities.

The SSA Fraud Hotline was moved from the Office of Management Services in [998 to
the Ol under a new division called the Allegation Management Division. The move allowed
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investigators 10 more closely manage the incoming allegations and apply their investigative
expertise o gain more efficiency in the Hotline operation. In FY 1998, the Hotline staff
processed nearly 30,000 allegations, which was a significant incresse from the 4,106 sliegations
in FY 1996, To keep pace with the growing number of allegations received, the Principal
Deputy Commissioner agreed to increase the SSA Fraud Hotlne's staffing levels in the next
year,

On July 30, 1998 10 Williums was offtcially nominated to be the Inspocior General at
the Department of the Treasury. Immediately upon his depariure, the Deputy IG, James G, Huse,
Ir. became the Acting 1G.

There were several major changes in OIG’s organization in 1899, The O meorganized us
Headquarters divisions, abolished the Special Inguiries Division, and created the Manpower and
Adminisiration Division to provide necessary resource, administrative, and technical guidance to
s field divisions. Also, in rgsponse (o the Presidential Decision Directives 62 (Terrorism), 63
{Critical Infrastructure Protection), and 67 {Continuity of Government), the OIG established the
Critical Infrastructure Diviston (C1D) within the Office of Investigations, The CID worked with
S8A’s System Secarity Officers and representatives from SSA’s National Computer Center 1o
define and administer an intrusion response program that included QIG notification and
investigation, if warranted, The division assumed responsibility for operating the Elcctronic
Crimes Team that was ereated in 1997,

OIG also merged the Office of External Affairs and the Office of Management Services
to create the Office of Executive Operations. This component was responsible for a beoad range
of activitics including communicating the results of O1G"s work to external stakeholders and
providing the internal administrative support for all OIG activities, This office supported the
hudget, human resources, systems, public affairs, and quality assurance infrastructure for the
entire OIG.

In March 1999, OIG beld the Grand Opening for a newly expanded Fraud Hotline tha
had increased in staffing to four times ity 1998 size. The Hothine was relocated 1o 4 new state-of-
the-art factlity and it processed nearly 75,000 allegations representing a 150 percent increase in
productivity from FY 1998,

On July 28, 1999, President Clinton submitted James G. Huse, Jr”s nomination 10 the
Senute to become the second 1G of 8SA, On November 10, 1999, the Senate confirmed Mr.
Huse's nominstion and on November 22, 1999, 1n a ceremony in Baltimore, Maryland, Mr. Huse
wis sworn o office,

Late in 1998, the Congress passed the Identity Theft and Assumiptinon Deterrence Act of
1998 (P.L. 105-318). This Act, commaonly called the Identity Thefi Act, acknowledged that the
Social Security Number (SSN) was a means of identifying an individual. This legislation
empowered law enforcement authorities to arrest, prosecute, and convict individuals who
fraudulently used another person’s 88N to create # false identity, The law also charged the
Federal Trade Commission (FTC) with esiablishing a centralized identity thell complaint
databasc and providing informational material on identity theft to complaimaats. In sddition, the
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FTC could refer identity theft ailegations to Cut Out the mlddk"man

appropriate Federal, State, or local taw
enforcement agencics, as well as (o the three
major eredit burcaus. Since SSN misuse accounts
for over half of the complaints to the Fraud
Hotling, OIG aggressively began pannering with
other Federal and State erganizations to reduce
the incidents and impact of these crimes and
Maximize (1S resources.

To proactively address identity thefl, OIG
participated in a long hist of activities that
mcluded working with the Federal Trade
Commission {FTC) o develop government-wide et o
educutional materiad, roviewing and providing Lometing thats fise.

; e sed identi 4 Noed
input on FTC s proposed identity theft complaint S iy tard?

form, became of member of the Kdentiy Thefl Crious dbut
Subcommitice of the Law Enforcement Initiatives "\:’“"‘ """f“’

N . . e i have
Committee and the Attorney General’s Council Z‘ﬁ"“"}m’nml N

. . . o ;8L 2
on White-Collar Crime, published an article onanter.oxil Sy

entitled Social Security Number Misuse and it fus.
Identity Theft for the FTC's Summer 1999 issue IR comaneiel

of Fraudbusters! Magarzine, met with U.S. Scntencing Commission representatives 1o discuss
sentencing guidelines for individuals convicted of identity theft, and launched SSN misuse pilot
projects in five cities across the Nation. Investigators provided the Iead in working with various
Federal and Swaie agencies on SSN misuse allegations referred 1o QG and developed a referrl
system that allowed for the automated transfer of duta between the FTC and the OIG Hotline,

The QCIG was instrumental in the prosecution of individeals guilty of violating section
1 t40 of the Social Security Act. The Federal Records Service Corporution (FRS(C) sent out
approximately 2.2 million solicttations cach year that targeted now brides and new mothers with
deeeptive advertisements. The direct mail solicitations 1o consumers appearcd to be from, or
endorsed by, SSA. For 1 515 service fee, they offered to process SSA s application forms for
ranie changes and newborns” 8SNx. SSA provided assistance in filling out these forms free of
charge. OCIG collaborated with investigators, 88A’s Office of the General Counsel, and the
Department of Justice to obain a preliminary injunction and negotiate a favorable settiemem of
this case. Under the terms of the seitlement, FRSC was dissolved and the {irst two defendants
were ordered 1o pay penaltics of 5845,000 1o 1he Social Security Trust Fund, Qverall, all the
defendants agreed 1o puy over $1 million total to the Social Sccurity Trust Fund,

The suecess and preventive nature of the CDI teams in the five pilot locations caused
S5A and OIG (o add additional teams in Missouri, Oregon, and Texas. The Fugitive Felon
Project, under the former Operation Water Witch, expericnced a 287 percent increase in the
number of fugitives identificd after implementing one electronic data match with one State,
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In FY 1999, OIG received 74360 complaints, opened 9,238 investigations, and closed
7,308 cases. OIG obtained 3,139 criminal convigtions and recovered over $213 million through
fines, judgements, restitution, and recoveries. In addition, over 3519 milifon was saved through
implemented recommendations to put funds to bofter use,

4G had an uoeventful transition info the new millenniom, primarily due (o the diligence
of SSA’s systems siaff, s own CHD staff, and systems support staff, The year 2000 began with
a Congressional and media focus on the issue of representative payecs, resuiting from onc of
OI(’s recent investigations involving a representative payee serving over 140 disabled
individuals who had cmbezzied over $300,000 in o 4-year period. To assist the Agency in
addressing this ares, the G cotamitted auditors 10 performing independent on-site audits of a
timited number of representative payees, These audits enabled the Agency to identily problem
areas that needed to be addressed to ensure that beneficiaries’ benefits were being soundly
managed. The I3 also opencd three more CDI (cams in New Jersey, Virginia, and Florida. By
the end of FY 2000, eleven twams wore gxpected 1o be operational.

OIG continued 1ls activities 1n the SSN misuse and identity theft arena, H nceded o
ensure tha the office was equipped with the necessary tools and resources to address the flood of
complaints that it anticipated from the Hotline and the FTC, The OIG participaled in two key
events that brought the private and public sectors together to discuss efforts (o address identity
theft. The first of these events was the Canadian Identity Fraud Workshop held in Toronte in
February 2000, The OlG gave a presentation to Government representatives frem Canada,
Auslralia, and the United Kingdom on identity theft in the United Stutes. It also purticipated in
round table discussions with representatives from other Nations to identify common problems
and possible remedics.

The second event, the National Idestity Theft Summat, held i March 2000, was hosted
by the Department of the Treasury in Washington, D.0. and incorporated {ive panels 1o discuss
victim issues, prevention measures, and shori-term remedies for both the private sector and
governmental agencies. The OIG co-coordinated the provention panel, which the Ko moderated.
This pancl was designed to give the attendees ideas and suggestions on how 1o prevent identnty
theft.

To further its {fight, QIG proposed to the Congress and S8A that they expand the CMP
program to include SSN misuse undd identity theft penalties for those cases that were not aceepted
by the U.S. Attorney's Office for prosecution, The CIG detailed a lawyer to the Department of
Justice to assist i the prosecution of SSN misuse sod identity thelt cases.

From October 1, 1995 through March 31, 2000, the OIG received 44,944 complaints,
opened 4,277 investigations, and closed 4,069 cases. 1t obtained 1,169 criminal convictions and
recovered over $122 million through fines, judgesments, restitution, and recoveries. In addition,
over $170 million was saved through implemeniced recommendations (o put funds 1o better use,
The G icstified before House and Senate Comimitices on ten occasions from March 7, 2000
through September 12, 2000.
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The 1G was in continuous dialogue with Congressional committees that sought legislative
remedies to strengthen SSA programs and wo provide the investigative tools (o prevest, identify,
and deter criminal activity and assist the Agency in matniainiog U integrity. The chart below
provides return on investment information for the SSA OIG since its inception. It's only one
indicator of the successes of the Gifice of the Inspector General,

T99s* $ 10,300,000 $38,970,360 4-1
1966 328800000 $124,022.730 5-1
147 337 400,000 3767,463,244 20-1
1998 $49,200,000 $2,449,093 495 49-1
1999 $56,000,000 $817,661.342 14-1

*Reflects data from April 1, 1995 through September 30, 1995,

Each component of the OI0 was dedicated (o advancing S5A’s goal to make SSA program
management the best in business, with zero tolerance for fraud and abuse.

FRAUD INITIATIVES/PROGRAM INTEGRITY

rightfully expects SSA to be vigilant stewards of its tax doliars. In fulfilling its

mission “to promote the cconomic security of the nation’s people through
compassionate wind vigilant leadership in shaping and managing America’s Social Security
programs,” SSA believed that fraud and abuse were unacceptable al any level and operated to
refleet its belief.

S SA has always taken iy stewardship role very seriously. The American public

The potential for deliberate acts of deception exists in all govorament programs. While
SSA had not found widespread fraud in its programs, any level of fraud was a source of concern.
Independent Agency status allowed SSA 1o tuke steps 1o expand and strengthen the O1G by
providing additional investigative resources for combating fraud. One goul of the Agency was to
continue to increase its atiention w deterring frandulent activities and bringing to justice those
who commitied fraud, whether members of the public or S8A employecs. To accomplish this
goal, SSA established three major objectives:
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& Change programs, systems, and operations 1o reduce instances of fraud;
s Eliminate wasteful practices that erode public confidence in SSA; and,
* Proscoute vigoroosly those wito damage the integrity of SSA’S programs.

Initinlly developed in 1996, SSA and OIG devised a comprehensive key initiative tactical
plan 1o strengthen the public trust and confidence in SSA and 10 assure the highest level of
integrily in SSA programs. The tactical plan reflected broad, Ageney-wide participation with
initiatives identified at a grassroots level throughout the Agency. A principal part of this tactical
plan initintive was the creation of a National Anti-Fraud Committee whose function was to
oversee, dircet and support the Agency’s anti-feaud plans und activities. The National
Commitice was comprised of SSA senior staff and co-chaired by the Deputy Commissioner for
Finance, Assessment and Management and SSA’s laspecior General,

In addition to developing its own anti-fraud intttatives, the National Commitiee oversaw
and supported Regional Anti-Fraud Committees, which were establistied to coordinate anti-fraud
strategies in each of SSA’s ten regions. The Regional Committees included Regional
Commissioners, other Senjor SSA and OIG staff, as well as managers of 88A Ficld Olfices.

The Nattonal Anti-Fraud Committee fully supported the SRA/OIG Combating Fraud key
initiative tactical plan. The tactical plun initiatives were designed to provide stewardship and
oversight consistent with increased public confidence, while aggressively deterring and detecting
fraud. The Agency was very mindful that reports of fraud, waste. or abuse would trigger public
perceptions that SSA was not efficient or that it did not make the best use of tax payer doliars.

Four Regional or National Anti-Fraud Conferences were held from September 1997
through May 1999, These conferences provided a forum 1o discuss new ideas, as well as existing
initiatives, Since 1997, SSA has published the Aonual Report to Employees on Aati-Fraud
initigtives to inform employees aboul the Agency's anti-fraud efforts and to generale new ideas
and recommendations,

Perhaps the Agencey's biggest contributors to its anti-fraud efforts were the employees in
$8A’¢ 1,300 held offices whose commitment (o maintaining the integrity of the Social Security
programs was unswerving. 1t was often field office and DDS employees who uncovered
frawdulent schemes. These employees were the biggest assets in the Agency’s fight against
fraud. SSA was committed to continue training thermn in anti-fraud practices and seeking
additional tocls to make their anti-fraud commitment casier and more effective,

Components partnered in a number of inttiatives to capitalize on the skills of staff and 0
make the most of limited resources. The OIG believed that a constant flow of information
among its auditors, investigators, and attorneys was critical to the success of improving 88A
program integrity, The Agency and OIG alse worked with other Federal and State agencics on a
number of tnitiatives.
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EMPLOYEE FRAUD

ithough the vast majority of §54°s 65,000 employees were proven trustworthy

and dedicated civil servants, a few corrupt employees could compromise the

integrity of the Social Securily system and underming the public’s confidence in
the Agency's programs. Because of this, the detection of employee fraud was an investigative
priovity.

The Ol provided the lead in a cooperative effort with various financial institutions to
uncover a scheme where SSA employees provided private information from SSA's databuses o
outside individuals. The individuals used the information to activate stolen credit curds. Since
the project’s inception in 1998 to March 31, 2000, the O identified 12 SSA employees involved
in the activities and $1.4 million in fraud loss to fingncial institutions.

SERVICE PROVIDER FRAUD

own funds. While the vast majority fulfilled their roles, there were some

represcniative payces who misused the benefits of their clients. The Agency and
the 1G were commitied (o detecting and punishing individuals who committed this 1ype of {fraud
as well as identifying ways for SSA o iniprove its oversight of representative payecs.

S SA appoinis representative payees for individuals who are unable 10 manage their

The OIG audit work identified two magor challenges facing S8 A concerning the
Represemative Payee Program. They weee the processes of selection and mositoring of
representative payees. When SSA determined a beneficiury wus “incapoble of” or “prohibited
from™ managing their benefits, SSA screened and selected a suitable representative payee. The
Agency used @ prefereed list to inttiate a search for a suituble representative payee. SSA
generally preferred to appoint relatives as representative payees rather than friends or other third
parties,

SSA Interviewed and “investigated” prospective representative payees to detorming their
suitability. It was not a formal investigalion, but rather & means to conduct an SSA records
verification. Some of the documents that SSA revicwed were drivers” licenses, state
identification cards, bankbooks, and credit eards. The Agency generally did sot verify the
accurney of the information prescnted unless it bad a reason 10 question the applicant’s
suitability, The Agency verified that the prospective representative payee fiad not been
convicted of a felony against Social Seeurity programs.,

For organizational payees, SSA verified the Employer Identification Number (EIN) of the

representative payee by coroparing the EIN on the representutive payce application to the EIN on
S8A's records. SSA did not perform credit or security background checks on prospective
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individual or organizational payees to determine if they had financial probiems, bad credit, or if
individuals or employees of the organization were convicted of any other felony.

The Agency had safeguards in place to ensure thit representative payees did not misuse
benefits, The safeguards included requiring ar annual sceounting report from all representutive
payees for each individual under their care amd performing on-site reviews of representative
payees.

The QIG’s December 1996 report entitled Monitoring Representative Pavee Performance:
Nonresponding Pavees identitied several problems with representative payees who did not
provide these annuat gecounting reports. The 1G recommended that SSA determine why
representative payees did not complete and return accounting reports and determine whether SSA
staff were properly processing systems-generated alerts for payees who did not respond. 854
responded by proposing 1o conduct Quick Response checks when representative pavees did not
return the repotts.

Dn-site reviews were visits with the represeniative payee or the administrators of
organizations and consisted of an examination of the accounting records and interviews with
benefictaries to determine if their needs were being met or if they were experiencing any
probloms. While the reviews may not have uncovered all instances of representative payee
abusg, the Agency belicved the roviews provided a deterrent effect for those who were prone to
commit this type of fraud, especially of those representative payees who did not submit the
annual accounting form.

tn a March 1997 cvaluation report entitied Monitoring Representative Pavee
Performance: Roll-Up Report, the 15 recommiended that SSA conduct a more thorough
screening of potential representative payees. As a result, 88A proposed legisiation that would
require non-governmental organizational representative payees to be both bonded and leensed,
providing that licensing was gvatfable in the State. The Congress Tater introduced the proposal,

The March 1997 report also inchided vecommendations for $8SA (o conduct periodic
reviews of selected payees and change the focus of the curment process from accounting to
monitoring and compliance. By focusing on compliance issues, 8SA could leamn in a timely
manner whether or not ¢ problem existed. The Agency embarked upon actions intended (o
address various aspects of its representative payce monilering and oversight.
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SSI ELIGIBILITY PROJECT

SA partnered with OFin 1998 in an 881 Eligibility Project that was designed to

determine the extent of violations concerning eligibility requirements for the 881

program. Staff maided questionnaires to a sample of rectpiems, and if they were
not answered, face-to-face interviews were requesied. Within a short amount of tireg, it became
clear that certain individuals had given false information to SSA about ther residence states in
order to make them eligible for S81 payments, In addition, others were wentified who, after
having been declared cligible for SS1, returned to their country of origin and continued 10 receive
S31 payments,

The Office of Audit (OA) conducted a review, The Adequaucy of the Besidency
Verification Process for the Supplemental Security Income Progran, to determine the adequacy
of the process used in the project. The review also determined if SSA provided the proper
guidance 1o field offices to verify that recipients were 1.5, residents. OA recommended that
SSA revise its procedures 1o provide for expanded residency development,

Because of the success of these investigations GIG colluborated with SSA"s New York
Regional Office, New York City, and New York State officials to identify 881 recipionts who
obtaincd payments itlegally or contrary to regulations. Perhaps more importantly, it was
determined that this method could be used (o tdentify both suspect 881 and Old-Age, Survivors
and Disability Insurance claims at foreige sites and other U8, locations.

SSN MISUSE

ccause SSIN mususe cun strike at the

core of SSA’s programs and operations,

the OIG knew that niisuse would be one
of its major workloads. One of OIG's first reports
tssued as the new S8A OIG dealt with the effectiveness
of computer profiling to detect suspected fraudulem
enumeration and claims activity. Other reviews
conducted revealed some aslarming trends and ssues ._ _ .
related to SSN misuse. OIG recommended actions that “The most misused SSN of all times”
would strengthen SSA’s enumeration process and help
1o prevent SSN misuse.

One of those reviews, Using Seeial Security Numbers 1o Commit Fraud, documentod
vulnerabilities in SSA’s enumeration process and highlighted several SSN frand cases that OIG
investigated and referred to the Departmeni of Justice for prosecution. In the report, three
recommendations were made: 1) SSA should incorporate preventive controls in its Modernized
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Enumeration System; 2) SSA should require verification from the issuing State when an out-of-
state birth certificate was presented as evidence for an SSN application; and 3) SSA should
continue its efforts 1o have the Immigration and Naturalization Service (INS) and the State
Department (DOS) collect and verify enumeration information for aliens.

The Agency’s Enumeration at Entry initiative was expected to greatly improve the way
SSA assigned SSNs and issued SSN cards to non-citizens. With this initiative, INS would
electronically forward the data collected as part of the immigration process lo the Agency (o
assign SSNs and issue Social Security cards. This change served two important goals: (raud
prevention and improved customer service.

The initiative would increase and protect the integrity of the enumeration process by
closing off opportunity for illegal work and other crimes. Prior to the initiative, non-citizens
presented INS issucd documents in SSA offices as proof of alien status and authorily to work.
The INS could not authenticate the documents for some time after the non-citizen’s arrival
because the data was not available in any INS system. This lag allowed dishonest individuals to
present false INS documents at SSA offices and fraudulently secure SSNs for illegal work
activity or credit card scams. With INS and the DOS collecting enumeration information during
the immigration process and quickly passing it on to SSA, the Agency could ensure that a non-
citizen's lawful status and authority to work were never in doubt when it assigned an SSN.

Better overall governmental efficiencies and savings were expecled to flow from the new
streamlined process. Prior to the new process, legal non-citizens had to apply for Social Security
cards at SSA offices, where they were required to furnish virtually the same information they
gave to DOS and INS for immigration purposes. Assigning SSNs based on information
collected by DOS or INS would save the individuals the additional trip to SSA and only require
them (o give the information once.

Over the years, the Agency tightened its SSN policies and instituted different procedures
and systems checks to prevent {raudulent documents from being used to obtain SSNs and SSN
cards. Essential to the Agency’s ultimate goal to prevent fraud was ending its dependence on
documents that might have been forged or misused by the dishonest in an attempt to acquire an
SSN.

The Agency’s prior cfforts to prevent the vse of fraudulent documents to obtain SSNs
included:

e Instructions for SSA employees on examining documents submitted as evidence for
an SSN (i.c., proof of age, identity, and U.S. citizenship or alien status).

e An SSA system thal tracked applications for SSN cards submitted with “suspect” or
“fraudulent” documents. This capability prevented an individual with fraudulent
documents from “shopping around™ for an SSA office which might accept them. It
interrupted the issuance of an SSN card pending further investigation by the SSA
office.
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»  SSA used the INS Systematic Alien Verification for Entitlements (SAVE) program to
verify every INS document presented with an application for an SSN card except for
documents from aliens who have not heen in the counlry long encugh for information
ta be available through SAVE.

The Agency’s Comprebensive Integrity Review Process alerted ficld offices when
multiple Social Security cards were sent 1o the same address over a short period. The offices
then investigated to determine whether the alens reflected any fraudulent activily.

The Enumeration at Entry initigtive proceeded with a phascd in approach;

Phase 11 The DOS will collect emmeration data for immigranis along with visa

mfarmation and forward i (o the INS that will, in 1, forward the data to
S8A;

Phase 2: INS will forward 10 SSA the enumeration data collected from aliens changing

from nonimmigrant alien status to permanent residents; and

Phase 3:  INS will forward 10 SSA enumeration data collected from aliens applying for

permission (o work and issued employment authorization documents (EAD).

The Enumeration ai Eatry inftiative would provide a better overall enumeration process for non-
citizens, dewer the use of fraudulent documents, and allow applications for SSNs as part of the
immgration process,

The following chronology details activity on the non-citizen enumeration process:
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199

o

199

v o

SSA wrote to INS reguesting INS explore with 88A new ways to coumerate non-
citizens. SSA and INS met to discuss new ways 1o eaumerate non-citizens.

INS informed SSA that it could not assist 385A then in enumorating aligns hecause
of higher priorities and operational considerations.

S84 and INS reopened discussions on exploring new ways to cmuncerate non-
citizens.

SSA and DOS signed s memorandum of understanding for DOS o collect
enumeration information for immigrants as part of the immigration process,

Proposed rule published o permit the DOS and INS o collect information needed
1o assign SSNx (o alicns,

Fisal rufe published to permit the DOS and INS o collect information needed 1o
assign SENS {o sliens.

In addition to the complexity of coordinating this inltiative with three agencies, two
separate pieces of legislation (the Hlegad Immigration Reform and Tnnnigrant Responsibility Act
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of 1996 and the Taxpayer Relief Act of 1997} required INS and S8A 10 temporarily sct aside
work on the Eaqumeration at Entry effort,

The INS set aside its review of the draft memorandum of understanding (MOU) received
in June 1996 10 focus on implementing the requirements of the (996 immigration reform
legisiation {enacted in Scplember 1996). The INS completed its review of the MOU in June
1997 and returned it to SSA with minor comments,

S84 began revising the MOU to incorporate the INS comments but put it aside whern the
tax fegislation passed in August 1997, That legislation required 8SA 1o collect additional
information when assigning Social Security numbers o children for income tax purposes. Asa
result, SSA decided to limit the collection of cnumeration information to adults (individuals age
I8 and over) only for the Enumeration at Entry initiutive.

The Agency revised the MOU and returned it to INS in March 1998, Because of high
worklouds and other prioritices, the INS did not complete s review of the revised MOL until
July 2000. SSA, INS, and DOS began meeting in July 2000 to discuss final MOU lunguage.

In a report related to one of the new QFG s first reports, Analysis of Social Sccurity
Number Misuse Allegations Made 1o the Social Security Administration Fraud Hotline, OIG
identified the differcnt types of SSN misuse allegations and estimated the number of occurrences
for each category during the period of review. The analysis showed that the sampled OIG
Hotline aliegations could be placed in {ive categories: idemtity verification; sales solicitation:
loss of SSN eard; problems with the SSN; and identity theft. About B1 percent of the 88N
miisuse allegations the Hotline received related direetly to identity theft

In an ¢ffort to prevent program-related SSN misuse, OIG condacted work that considered
the possibility of S5SA using biometrics technologics, The report, Social Securily Adminisiration
is Pursuing Mutching Agreements with Now York and Other States Using Biometries
Technologies, cutlined the possible benefils (o SSA of pursuing matching agreements with Stales
that have employed biometrics wechnologies to combat fraud and identify ineligible recipients for
social service programs. 010 belicved that S§A could use the results of New York State’s
hometrics program to identily individuals who were improperly receiving benelits, thereby
reducing and/or recovering any improper benefit payments.

FOREIGN ANTI-FRAUD ACTIVITIES

vigorous schedule of foreiga validation surveys during which heneficiaries”

entitlernent and continuing cligibility were re-checked and their existence and identity
were vertfied by personal interview in their homes. Seventeen surveys were conducied from
January 1993 to August 2000. The couatrics surveyed were Mexico, Hungary, Dominican
Republic, Phlippines, Jamaica, Ecuador, Argenting, Yemen, Costa Rica, Panuns, Canada,
Poland, Trinidad and Tobago, Portugal, Spain, ltaly, und Prance.

In keeping with the Agency objective of “zero tolerance for fraud,” SSA maintuined a
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In addition, SSA greatly increased the number of special contuct programs und
verification projects where validation surveys or other inflormation indicated a potential problent.
In fiscal year 1999 alone, over 20 special integrity studies were initdated. These studies were
conducled by the RFBOx and Foreign Service Post {(FSP) personnel and generally designed to
uncover unreported deaths or other payment cligibibny irregulanities,

On December 14, 1999, President Clinton signed HL.R, 3443, the Fosrer Care
Independence Act. 'The actincluded provisions that strengthened the Agency's abilities to
recover overpayments, prevent and combat fraud, protect beneficiaries from unscrupulous
representatives and healih care providers, and provide betler service 10 SSA customers.

The act made representative payees of beneficiarics liable for OASDI or §81
overpayments caused by payments made 10 a beneliciary who had died and required the Agency
to establish the overpayment on the representative payee’s SSN, It extended 1o the SSI program
all of the deht collection authorities that were presently availabice for collection of overpayments
under the OASDI program and included procedures for imposing penalties for making false or
mislcading stutements that would be used for determining eligibilify. The act also helped protect
beneficiaries by barning representatives and health care providers {rom the OASDI and SS1
programs if they had been found 1o help commit fraud,

PRISONERS

benefits if they became inmatex of a public institutdon {ncluding a prison)

throughowt a calendar month. In 1980, Congress passed legislation requiring SSA
to suspend payments to incarcerated felons entitled to Social Security disability insurance
benefits. Tn subsequent yeurs, additional legistation was passed reguiring SSA to stop benefits o
all categories of Social Sccurity Retirement, Survivors, and Disability Insurance (RSDY)
beneficianes convicted of erimes punishable by L-year knprisonnwent. This included those found
not guilty by reason of insamty (NGRI) or incompetent 1o stand nial.

S ince the 881 Program’s inception in 1974, 581 recipients were not eligible for

Initialty, SSA Field Office (FQ) personnel contacted the various facilities to obifain the
information nceded to suspend benefits 10 inmates of public institwtions, The speeific resourees
availabie in an FO or the Tacility made the effectiveness of this approach vary. After passage of
the 1980 legislution, S8A made further cfforts to obtain prisoner information by having the
Regional Offices contact State prison officials. Some States readily agreed to provide
information, but others were slower (o agree.

While SSA made steady but slow progress o secure data and to identify prisoners, it did

not effectively manage or monitor the prisoner suspension process. In addition, the prisoner
suspension activities did not compete well with other Agency priorities.
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In 1994, the Office of Program Policy (OPP) internally changed the organizational
responsibility for the prisoner suspension policies and procedures, and SSA began a more
intensive re-examination of its administration of the prisoner provisions. It quickly concluded
that it needed to devotle much more aggressive attention to this arca, and the Agency recognized
three major barriers to full compliance with the law:

1.

A lack of full awareness of the statutory provisions by most penal authorities affected
their willingness to cooperalc.

2. The conflict of identification systems used by SSA (Social Security Numbers (SSN)

and the penal facilities (fingerprints)). SSA used the SSN as the identifier, but the
criminal justice system uscd fingerprints as its main mcans of identification. There
was little incentive for a convicted person to reveal to prison officials his/her correct
SSN and prisons had no particular need for correct SSNs.

The lack of SSA management emphasis on full compliance permitted many process
deficiencies to remain undetected and unresolved. The internal process was
fragmented and lacked adequate controls and most tasks were manual. Even where
agreements were in place, SSA lacked a method for monitoring the facilities’
compliance with the agreement. Because of this, SSA could not always track
incoming data effectively. SSA could not determine if the data came into SSA, if
SSA processed the data, or if the data did, in fact, result in a suspension.

Having identified the major problems, SSA engaged the help of the National Criminal
Justice Association (NCJA). In October 1994, the NCJA brought SSA officials and members of
the penal community together to identify the obstacles involved with getting data from prisons,
especially those relating to the identity of prisoners, and 1o seek solutions. The NCJA report
noted that “Neither the Congress nor SSA realized the complexitics it would encounter in
implementing the [prisoner] provision.” After the meeting, SSA built and expanded relations
with the National Institute for Corrections, The American Jail Asseciation and the National
Sheriffs” Association.

In 1995, SSA aggressively initiated a course ol action that continued to result in
significant improvements in the prisoner suspension process. Some of these actions included:

*

Escalated the prisoner suspension process to a top Agency priority.

Began a major initiative to contact all correctional facilities. As a result of this, SSA
obtained agreements with the Federal Burcau of Prisons, all State Prisons, and the 25
largest local prisons to provide us prisoner data. In addition, it obtained agreements
with over 3,500 local facilities.

Contacted Governors, heads of correctional institutions, Correctional Associations
and similar stakcholders to obtain their help and support in providing prisoner data.
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e Published articles on the importance of providing prisoner data to SSA in various
Journals for the correctional associations.

» The cooperation of State and local correctional institutions was critical to the
suspension process. Therefore, SSA developed, maintained and nurtured an excellent
working relationship with these facilitics and the Associations that represented them.

e (btained historical data from the Federal Burcau of Prisons and State Prisons as a
check to cnsure that SSA identificd and suspended all prisoners.

¢ Conducted reviews of the prisoner suspension operation to determine if SSA neceded
fo improve its operation. As a result of these efforts, SSA was now verifying 92
percent of the data facilities submitted to SSA.

e Developed and pursued legislation that provided an incentive payment Lo correctional
facilities that provided SSA prisoner data that results in the suspension of Title XVI
payments. This not only ensured that SSA continued receiving the data, but also
motivated the correctional facilitics to provide more thorough information. Another
legislative proposal providing additional incentives for the Title Il program was
developed and was being actively considered by Congress.

¢ In August 1996, the Title XVI portion of this legislative change was enacted.

The Bonin Case illustrates why the Agency needed to improve its efforts regarding
prisoner related matters. William G. Bonin was a convicted felon incarcerated at San Quentin, a
California State Prison, since March 22, 1982. He was exccuted on February 23, 1996. Upon
notification of his death by the funeral director, the servicing FO discovered that Mr. Bonin had
been entitled to Social Security disability benefits since January 1972 and was still tn current
payment status. Benefits were terminated in February 1996, but too late to stop the March 1996
check. An alert was generated in August 1990 via a computer match with the California State
Department of Corrections. This computer alert did not resulit in a suspension becausc no action
was taken on the alert. Following an investigation by the OIG, SSA obtained an agreement that
resulied in full restitution for the overpayments. A number of initiatives followed to address the
problem of “Prisoners.”

An inter-component workgroup, formed in February 1996, examined all phases of the
prisoner suspension operation and prepared a process analysis of its strengths and weaknesses.
The tcam determined that there were problems in every phase of the overall process from receipt
of prisoner data to actual suspension of benefits.

In February, instructions were issued to the FOs to obtain written agreements from the
facilities that were willing to provide prisoncr data. By June 2000, SSA had agreements with the
majority of local facilities for reporting prisoner data.

There were a number of actions taken 1o improve processing prisoner data. To correct

the process weaknesses identified in the Bonin casc, and to also incorporate the incentive
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payment provisions of the law that were enacted in August 1996 (Welfare Reform Act), SSA
initiated the following activities:

o Each program service center (PSC), including the Office of Disability and
International Operations, has established a centralized fax number to handle all
prisoner actions. They identify pending prisoner items and processed them as a
priority workload.

e Operations informed all the Regional Commissioners and managers in the PCs, FOs,
and teleservice centers {TSCs) of the importance of processing prisoner alerts.

e A database was designed to monitor and control the receipt of prisoner information
from all correctional institutions and mental health institutions to ensure they reported
their data to SSA in a timely fashion.

e Anautomated system was established that controlled and monitored all prisoncr alerts
1o make sure the alerts were worked quickly and accurately.

e SSA established an automated system to pay incentive payments to correctional
institutions for inmate data that they provided to SSA in order to suspend bencfits to
individuals who were incligible because of incarceration.,

+ SSA requested, received, and processed historical files from the Federal Bureau of
Prisons and moslt State Prisons to ensure that it identificd and suspended all prisoners
receiving benefits in the past and the present.

At the national level, SSA staff worked with correctional officials of the Large Jail
Network and other correctional associations (such as the American Jail Assoctation (AJA), the
American Correctional Association (ACA), and the National Sheriff’s Association (NSA) to
obtain data at the local level and incrcase the availability of the data electronically. With the
assistance of the Department of Justice, SSA also worked with other organizations associated
with penal institutions and mental health agencies concerning the provisions related to the NGRI
provision.

Public relations campaigns were initiated (o inform the law enforcement communilies
and correctional facilities about SSA’s need to stop benefits 1o certain inmates,

SSA staff participated at the meetings, conventions, and conferences that the AJA, ACA,
and the NSA sponsored. Public campaigns at these meetings increased awareness of the
sponsors of information that SSA needed to identify Social Security beneficiaries in such
institutions. These efforts were expected Lo open communication links between SSA and the
people it needed to reach to achicve cooperation for reporting prisoner data timely.

The continued success in the SSA’s prisoner suspension operation depended on several
key factors. These lactors were:
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* An efficient computer matching operation and the systems support to keep it
streamiined and moderm.

* 55A operational resources to develop and timely suspend benelits w© Social Security
beneficiaries based on the inmate data that was processed through the computer
matching operation.

s Continucd voluntary coopceration of the correctional and mental health institutions
throughout the United States 1o provide inmate data to SSA 1o identify individuals
whose SSA benefits should be suspended because they were incarcerated in
accordance with 554 laws.

+  More dedicated monitoring of inmate reporting agreements with correctional and
mental health institulions to casure that the agreemenis do not lapse or expire.

s Closer tracking of SSA's receipt of inmate reports from correctional and menial
health institutions and reconciliation of the reports if they are not received on fime.,

“The Social Security Administration has produced a continually
updated database that now covers more than 98 percent of all
prisoners, the most comprehensive list of our inmate population
history. And more important, the Social Security Administration is
using the list to great effect. By the end of last year, we had
suspended benefits to more than 70,000 prisonars. That means
that over the next five years, we will save taxpayers $2.5 billion -
that’s $2.5 billion ~ that will go toward serving our hard-working
families,

Now we're going to build on the Social Security Administration’s
SUCCESS in saving taxpayers from inmate fraud. Injust a few
moments { will sign an executive memorandum that diracts the
Depariments of Labor, Veteran's Affairs, Justice, Education and
Agriculture to use the Social Security Administration’s expertise and
high-tech tools {6 enhanes their own efforts to weed out any inmate
who is receiving veterarn's benelits, lood stamps, or any other form
of federal benefil denied by law.

Wae expect that these comprehensive sweeps by our agencies will
save taxpayers millions upon millions of more dollars, in addition to
the billions already saved from our crackdown on Social Security
fraud. We will ensure that those who have committed crimes
against society will not have an opportunity to commit crimes
against taxpayers as well,”

SRADIO ADDRESS BY THE PRESIDENT T0 THE NATION——Apiit 25, 1998, The Oval Office, 10:06 AM,
EDT,



On April 28, 1998, President Clinton sent an executive memorandum 1o all the heads of
the executive departments and agencies. The memorandum directed them to take specific
acoons regarding sharing information refated to prisoners who received benefits,

SSA built o Federal Benelit/Prisoner Data Exchange System to share prisoner data with
other federal heneftt paving agencies in complinnce with the presidential memorandum. On
November 1. 1998, the Federal Benefit/Prisoner Data Exchange system was operational and
other foderal benefit puying agencies began using the system 1o rotrieve prisoner data.

The Congress passed 2 new law. The Ticket to Work and Work Incentives Act (P.L.
FO6-1707 signed by Prestdent Clinton on December 17, 1999 extended (o Title 11 the provisions
of the PRWORA of 1996 that authorized payments from SSA o correctiona! and mental health
institulions that reported inmate information t0 SSA. Beginning April 4, 2000, the new {aw
authorized SSA to pay incentive payments to correctional and mental health institutions for
mformation that led to a suspension of inmates entitled 1o reticement. survivor, and disability
benefits (RSDE-Title 113 The incentive payments and amounts were:

s 5400 for information received within 30 days after the individual’s date of conviction
apd confinement.

s 5200 for information received between 30 and 90 days after an individual’s date of
conviction and confinement,

s No payment was made {or information received on or after the ¢1% duy.

Whaet the reported inmate was a concurrent beneficiary, the correctional or mental health
institution received only a single incentive payment; the cost to was sphit between the two
DIOGrAns,

In order to qualify for incentive payments, an Incontive Payment Memorandum of
Understanding (IPMOU} had to be in place. Many institutions had SSTIPMOUs in place that
qualified them for the payment of an incentive payment as a result of 881 suspension actions.
New IPMOU agrecments had to be negotiated to allow for the Title Il incentive paymens,

The Agency suspended Title T benefus for any periads of conviction and confinement in
a correctional or mental health institution that lasted for more than 30 continuous days. The law
also prohibited payment of monthly beaefits to any person whom, upon completion of a prison
term, remained confined by coun order 10 a public institution as a sexually dangerous person or g
sexual predator,

O1G conducted two audits involving payments that were made (o prisoners. The
ohjective of the first audit, Effectivencss in Obtaining Records to [demify Prisoners, was to
determine whether 8SA had adequate procedures to obtain complete and timely information for
individuals who were confined to correctional facilitics, It revealed that SSA did not have the
ability to identify all prisoners in detention and of those that were identified, they were not
dentified in a tmely manner, The OIG estimated that this cost SSA $48.8 milhon in
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overpaymemts. The second audit, Effectiveness of the SSA’s Procedures lo Process Prisoner
Information, Suspend Payments and Collect Overpavments, demonsirated that even i SSA could
obtain the records to identify prisoners, there was no mechanism in place 1o process the
information in order (o suspend the payments and collect overpayments,

Bath reviews found that 88A needed 1o aggressively pursue computer matching
agreements with Federal, Sate, and local prison authorities 1o receive prisoner information in a
timely manner. This enabled SSA to suspend payments sooner and reduce the amount of
overpayments the Agency needed to vollect. Both reviews recommended that SSA seek
congressional support and legislative remedies o 1ifi restrictions on the computer matching
agreements. A3 a result of these audits, SSA™s Actuary estimated that $3.4 billion dolkars would
be saved from 1997.2002.

The Wellare Reform Act amended Title XV1 of the Social Securiiy Act to make o flecing
felon or a parole or probation violator ineligible to receive 881 Arned with this new statute and
with audit information, O initiated the Fugitive Felon Projeet. This project identified
individuals illegally receiving 551 by conducting computer muatches with the FBI, the US,
Marshals Service, and State ugencics. When Gf Special Agents identificd 881 recipionts who
were fugitives, S5A was nottfied, payments were stopped, and overpaymentix calculated. This
project resulted in impressive savings (o the Agency as shown below,

E
K=

EUGTHVESERIGVERBAYMEN I
SHDENTIEIED)
1998 103 Not available 3980,250 $5,443,551
1999 7421 1.586 $17,200,000 $27,000.000
2000* 1477 475 $11,439,369 $18,183.235
TOTALS 10,003 2061 $29,619,619 $50,626,786

*Reflects data from October 1, 1999 through March 31, 2080.

Az of September 2000, SSA had agreements with 7,016 correctional and mental health
mstitutions nationwide. This represented 99% of the tolal inmate population in the counlry.
Suspension of benefits to prisoners saved the OASDI and SSI programs roughly $500 million on
an annual basis. Of thix 5500 million in annual savings, roughly $250 million was attributable 1o
SSA inttistives begun in 1994 - 1995, Approximately $20 million of the $500 million annual
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savings were altributed to the incentive payment provisions included in the 1996 welfare reform
legislation. The success of the December 1999 fegislation to pay incentive payment to
instifutions providiag information 10 suspend title 11 benefits had not been estimated as of
Seprember 2000,

DISABILITY PROGRAM INTEGRITY

programs that SSA adminsters was the utilization of » comprehensive Quality

Assurance (QA) system. The systern employed had been in place forover 25
years. The QA system’s primary putpose was 1o measure compliance with policies and
procedures in adjudicative decistonmaking.

3 major part of the Agency strategy to protect the integrity of the two disability

The system provided the Agency with data to monitor the level of decisional accuracy.
Samples of most of the major disability workloads were inchided in the sysiem, Front initial
cluims, 1o CDRs, to hearing decisions. The system also:

¢ Provided some insight into adjidicative performance for special populations such as
881 children;

& Provided data used to profile centain workloads for special attention in the
adjudicstive process, and

» Helped monitor the impact of process changes such as those tested in the disubility
process redesign.

In addition, us required by law, SSA conducted a Federal pre-ctiectuation review of
proposed Disability Insurance (DI) allowances that helped protect the integrity of the DI Trust
Fund. In FY 1997, the effort produced an impressive $330 million savings at a cost of less than

$22 million,

SSA recognized that there were concerns with the QA syster that needed o be
addressed. Thesc concerns included the need io:

» Assess beyond compliance with rules, regulations and procedures how docisions
miade under SSA’s adjudicative process meet the intont of the law,

»  Collect and analyze data 1o assure untformity in the decisionmaking process across
the country;

+ Develop a comprehensive and uniform review process across all levels of disability
case processing, including ficld offices, DDSs and hearings and appeals offices; and

256



» Usc internal DDS and OHA quality reviews along with the overall quality review
process.

S5 A intended to address these needs by developing a more comprehensive quality review
system that better assessed the outcomes of is policies and provided a more uniforny measure of
disability adjudication across the couniey.

The QA system was enhanced in 1999 with a publication of finud rules under which
SSA's Office of Quality Assurance and Performance Assessment (OQA) would examine certain
atlowance decisions at the bearing level that were selected through statistical sumpling
technigques. OQA referred to the Appeals Council for possible review the decisions it belicved
met the criteria for review by the Council. This effort stemmed from the Agency’s process
unification initiative. It was designed to better balance the feedback provided to hearings level
adjudicutors and to improve the accuracy of those decisions,

Previously, the primary source of feedback, from the Appeats Council, provided to
hearings adjudicators, came from claimant requests for review of hearings denials or further
appeals of those denials to district courts. As part of the QA system, peer reviewing judges also
assessed whether a random sample of ALY decisions was supportable, Results {rom this peer
review indicated the need for improved allowance scewracy. Therefore, SSA began an annual
screening of approximately 10,000 faverable hearing decisions in addition 1o ongoing quality
reviews of ALJ denial decisions. This review provided feedback oo individual cases, but more
importantly, permitted analysis of the adjudicative isstes associated with unsubstantisied
decisions and targeted tramming and policy clarifications to address these issues systemuatically.

The legislation enacted and financial suppont provided during the Clinton vears

progressively enabled the Agency's feadership to munage in o fashion that ensured the integrity
of its programs and tremendously improved its stewardship of the trust funds.

CONTINUING DISABILITY REVIEWS AND REDETERMINATIONS

determine whesher individuals receiving disability benefits had medically improved

so that they were no longer considered disabled and no longer eligible for benelits,
The CDR process allowed S5A 10 ensurc the integrity of the $SSI program by monitoring the
disability status of heneficiaries.

S SA conducted periodic reviews, called continuing disability reviews (CDRJ, o0

Although CDRs had always been considered important, $8SA had not conducted CDRs
for 8ST-only cases in meaningful numbers prior (o 1996, Until 1994, the law did not require
such a review, and SSA traditionally dirceted its limited administrative resources (o statutorily
mandaled OASD], Title Il reviews. [n addition, SSA reduced the number of CDRs for both
programs in the early 1990s when the Agency was faced with unprecedented initiad disability
claims workloads., The number of CDRs fell from 367,000 in 1989 o about 73,000 in 1992,
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As of Oclober |, 1997, approximately 1.6 million SSl-only bencficianics were due or
overdue for a CDR. OF that number, 1.2 million individuals were disabled and blind adults
under age 63 and approximutely 400,000 were disabled children. Beneficiaries who concurrenily
regerved SS1and OASDI benefits were counted and processed under the OASDI program, and
approximately 600,000 of these beneficiaries were also due or overdue for 2 CDR,

Several legislative mandates from 1996 through 2000 supported by the Clinton
Admunisimation increased the number of reviews required for SSI disability cases. When 8§51
CDRs were mandated 1n the Social Security Independence and Program Improvements Act of
1924, 85 A was reguired to conduct CDRs on 100,000 SSI beneficiaries and on not fewer than
one-third of the §S1 beneficiaries reaching age 18 in each FY from 1996 through 1998,
Enactment of the Personal Responsibility and Work Opportunity Reconcitiation Act of 1996
{PROWRA} (which was later modified by the Balanced Budget Act of 1997}, further expanded
the universe of statutorily mandated CDRs.

The PRWORA reguived SSA o condugt:

¢ CDRs within one year of hirth on all children who are eligible because of their low
birth weaight:

+ CDRs at feast once every thice years on ali 351 childhood beneficiaries whose
impairments are considered likely to improve; and

«  Medical redeterminations (using the adult disability standard) on all S8 childhcod
beneficiaries within one year alter reaching age 18.

The President and the Congress demonstrated their commitment to this CDR workload by
enacting P 104-121 which authorized a tetal of ghout $4.1 billion for QASDI and S51CDRs
for FY's 1996 through 2002, 1o the PRWOR of 1996, the Congress added the reguirement for
periodic CDRs and redeterminations for SS1 children and added a total of $230 million w the
authorized amounts for FYs 1997 and 1998, This brought the total authorized funding to about
$4.3 billion for conducting CDRs and redeterminations during FYs 1996 through 2002, In
response to legislative mandates, 88A developed the Seven-Year Plan for conducting CDRs
beginning in 1996 through FY 2002, The plan was implemented in July 1990 and updated in
March 1998.

Prior to 1993, all CORs were conducied as full medical reviews, The full medical CDR
process was labor-intensive and gencrally tnvolved (1) an interview of the beneftetary in a field
office and (2} a defermination of medical improvement by a State DDS—a step that involved
development of medical evidence and a special examination, if needed. Recognizing the need 1o
streamiine the process, SSA began using questionnalies, called CDR mailers, in conjunction with
statistical profiles in place of full medical reviews for some bencficiaries.

SSA developed statistical profiles for estimating the likelihood of medical improvement

based on heneficiary information such as age, impairment, and length of time on the disability
rolls. For beneficiaries for whom the profile indicated a celatively low fikelihood of medical
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improvement, SSA used the CDR mailer. When the profile indicated a relatively high or
medium likehhood of medical improvement, S5A used a full medical CDR. For those who
received a maiker, SSA took an additionud step (o determing whether the responses, when
combined with data used in the profiles, indicated that medical improvement might have
cceurred. 1 50, the beneficiary also received a full medical CDR. Individuals whose responses
to & mailer confirmed the profiled data indicating that there was a low likelihood of medical
improvement were not referred for full medical CDRs. SSA then set s futere COR date for these
individuals. The CDR profiling and mailer process established in May 1983 enabled SSA w0
steadily increase the volume of CDRs processed from a low of 73,000 in FY 159210
approximately 240,000 in FY 1995.

Using the profiling and CDR mailer process, SSA exceeded the 100,000 case review
mandated in FYs 1996 and 1997 and was up-to-date in processiog low birth weight CDRs and
age 18 redeierminations. Overall, SSA processed more than 157 000 SStonly CDRs in FY
1996. In FY 1997, SSA processcd more than 262,000 S8E-only CDRs and met the budgeted
target of 362,000 §S1 CDRs for FY 1998

DPrate suggested that, after oll appeals, the CDRs conducted for SS1 beneficiarics in FY
1997 were cxpected to result in the cossation of benefits for an estimuted 28,000 individuals.
The OASDH CDR process in FY 1997 would yicld, after ail appeals, benefit cessation of
approximately 6,000 S8 beneficiaries who were also receiving OASDI benefits, Benefit
cessations resulting from the FY 1997 CDRs alone were projecied 1o reduce SST program
cxpenditures by an estimated $915 million from FY 1997 through FY 2006

S8A planned to pursuc the needed funding each year to process CDR workloads, With
sdditional funding provided by the Congress, 8SA expected 1o be up to date in processing all
SSk-only CORs by the end of FY 2002, The Agency cxpected o conduct approximately 3.6
miilion S8i-only CDRs over the life of the Agency's T-year plan, These numbers included cases
oyverdue for CDRs, as well as newly-matured cases.

The following tuble, based on SSA’s Seven Year Plan, shows the number of SSi-only
CDRs 10 be processed in FYs 1998-2002. Also included were the estimated 58] program
savings resulting from CDRs conducted in FYs 1998 through 2002, amounting to approxunately
$3 billion over this S-year period, The Agency's efforts (o maintain program integrity and
improve stewardship could be measured most notably by program savings.
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SSI-ONLY CDRs FY 1998-2002 PR R o 1 R TING
Numniber of Cumulative 881 Number of CDRs Percent of
Fiscal | CDRs Processed | Program Savings ' Processed 7-Year
Year During Year {(in millions) FY 1996 {0 date Plan Total
1998 362,000 §75 TRE000 21.9%
1999 685,000 398 1,466,000 41.1%
2000 592,000 1,626 2,058,000 5717%
2061 78,000 1,895 2,786,000 78.2%
2002 779,000 2,995 3,565,000 100%
" Includes estimated Federal 81 program savings resulting from CDRs conducted on QASDI

lbeacﬁicizzric& concurrently receiving S8I payments.

SSI HicH RISK PROGRAM

he General Accounting Office (GAQ) designated the SSI program as one of the
Federal Governntents “high risk” programs in 1997, The Annual Performance
Plan briefly highlighted objectives designed 1o strengthen the integrity of the 881

progran,

The S51 program provides benelifs to approximately 6.5 million needy beneficiaries who
were aged, blind, or disabled. Like other meuns-ested programs that respond to changing
circumstances of individuals” lives, the 581 program presented chalienges 1o ensure that it was
adminstered efficiently. accurately, wd fairly. As previously mentioned, in 1996, the Congress
provided S8A with special funding authority that enabled i to develop a Seven-Year COR Plan
for FYs 1996 through 2002, dramatically expanding the number of CDRs conducted.

In October 1998, the Agency issued the first managernent report on the 8SE program
entitled, Management of the Supplemental Sceurity Income Program, Today and the Future,
detiiling the aggressive plans to improve payment accuracy, increase CDR, combat fraud, and
collect overpayments. SSA implemented several of the inftiatives outlined 1 the report, such ag
new computer matches and processing more redeterminations in addition 1o more CDRs. The
ouwtcome was that SSA collected over 3100 millios morc in debt in FY 1999 than it did in
FY 1998.




IMPROVING PAYMENT ACCURACY

he FY 199 Paverent Accuracy (Stewardship) Report prepared by OQA pointed

cut the major overpayment findings.” Most SSI overpayments resulted from

beneficianies” fatlure o report changes in three arcas: income {particularly
wages), financial accounts and hiving arrangements {for cxample, admission to a nursing home).
These areas were consistently among the leading causes for overpayments. These failures to
report ar to report timely did not necessarily imply attempts to defraud or mislead on the part of
beneficiaries. There were many reasons why a beneficiary may not have known or been capable
of reporting a muteriad change.

The payment accuracy data provided in the 1998 report represented {indings from
reviews of monthly random samples of individuals who received $51 payments. The Agency
based corrective actions and program enhancement initiatives on the report. SSA ran more
computer maiches, processed more redeterminations, processed more CDRs, and collected more
debt. In 1998, OQA went from approximately 4,000 to nearly 7,000 cases sampled. The
increase enriched its stewardship report.

On August 21, 1998, Commissioner Apfel established a new computer matching
agreemcen! with wage and uncmployment compensation data for the Oflfice of Child Support
Enforcement {OCSE) and nursing home admission data for the Healih Care Financing
Administration (HCFA). Both were considerably mare complete and timely than the matches
they replaced. The OCSE matches covered all states and were conducted every quarter, while
the old matches missed many states and were conducted serntunnually. The HCFA match
covered all states and was conducied cvery month. The old maich was conducted annually and
missed many stales. The new matches allowed the Agency to make more timely adjustments 1o
benefits, reducing the number of overpayiments,

The Agency continted its highly successful mutches with correctonal Tacilities tha
resulted in suspensions of thousands of prisoners who were incligible for 851 benefiis while in
jail. In addiion, the Agency enhanced existing computer matches and sought new ones. For
example, the frequency of the match with the Department of Delense pension records was
increased and a new match with the Iimmigration and Naturahization Service was under
developivent.

In addition to computer matches, SSA pursued read lime access (o databases. This access
would enable ficld offices to detect changes in income and resources even eardier than compuier
matches and, therefore, increase is ability to prevent and deteet payment crrors. In April 2000,
SSA began a pilot to assess the value of real time access 1o the wage, vnemployment, and “new
hire” databases of OCSE, A nationwide rollout of this real time access was expected 10 take
pluce m FY 2601,

® Fiseal Year 1998 Paymen Accuracy {Swwardship) Report, pg 3.
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The redetermination process was one of the most powerful tools available 1o SSA for
irproving the accuracy of 881 payments, In FY 1999, SSA almost doubled the number of high-
error redeterminations selected for review und investigation-—303,300 up from 272,700 in FY
1998, The total number of redeterminations processed in FY 1999 was 2.1 million., up from 1.7
million in FY 1998,

In additon to increasing the mumber of redeterminations processed, SSA continued is
increased CDRs with the special funding from the Congress as part of the Seven-Year Plan.
SSA increased the number of 881-only CDRs conducted in every year from 157,000 in FY 1996
ta 833,000 in FY 1999, As aresult of those 833,000 CDRy, the benefits for 101,410
beneficiarics were ceased,

In FY 1999 SSA processed over 1.7 million CDRs, more than twice the number
processed in FY 1296, SSA continued with is Seven-Yeur Plan 1o ensure that i wag current in
processing all 881 CDRs by FY 2002, There were alse inliiatives underway (o improve the CDR
process by improving the statistical profiling of the CDR selection process.

COMBATING ProGRAM FRAUD

along the ULS. borders with Mexico and Canada. As a result, a major effort was

inttiated 1 New York and later in New Jersey 1o focus and further define this issue.
In the New York und New Jersey S8 Bligibility Verification Projects, almost 33,000 cases were
examined, uncovering about 8000 individuals who were overpaid, suspended, or terminated.
From June 1998 tirough August 1999, these projects uncovered $14 million in overpayments.
Bepginning in FY 2000, 554 began sinalar projects 1n every region in the nation,

En efforis to combat fraud, SSA and OIG examined cascs involving residency factors

SSA and the States have worked together to combat Collaborator Fraud whereby
anscrupulous health professionals that help claimans fravdulently obtain disability benefits.
These efforts have cvolved imo CDI units. As of December 1999, the CDI units in 5 Stales had
progessed 1,945 altegations and developed evidence to confirm 557 cases of Traud or similar
fault 1o support denials,

The cnactment of the Welfure Reform Act and the GAO’s declaration of the SSI pregram
as a high-risk area in February 1997 caused the OIG to accelerate auditing efforts and develop
additional strategics o prevent and detect fraud in this program. An audit was cenducted 10
wlentify valacrabilities in the disability determination process. The OIG initisted an audit
entitled, Special Joint Vulnerability Review of the SS1 Program, after the Georgia DDS notifted
SSA that it was concerned that four generations of a family of 581 recipients may have been
coached 1o fake physical or mental disabiiities in order 1o receive payments. The OIG
recommendations included actions 8SA needed to take regarding the monitoring of providers of
examinations and a closer review of the reports made by these providers.
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One of the most significant actions that occurred as a result of this audit was the inception
of the CDI pilot. This proicet partnered OIG Special Agents with State DDS employcees and
local law enforcement entities o prevent and detect disability fraud primarily at the initial claim

stuge before benefits were paid. The CDI project relied on the combined skills and the

specialized knowledge of these individuals to combat disability fraud in their respective areas.
The TDI anits were expected to achieve their goal by assisting the local DDS to denying
fraudulent applications, and by identifying doctors, lawyers, interpreters, and other service
providers who facilitated and promoted disability fraud. Pilots were initially conducted in five
cities and there were plans 1o establish more CDI units by the beginning of FY 2001, The
prajected savings of the CDI project exceeded ten times its cost, The table below summarizes

the accomplishments of the project.

| COISMTRES

FY 1998 FY 1999 FY 2000 TOTALS
Allegations Received 518 1,098 1,841 3,487
Confirmed Fraud Cases 53 378 74 1,148
SSA Recoveries & $41,508 $226,610 $346,873 $614,991
Restitotion
SSA Savings 52,833,250 $20,366,102 339,631,627 $62.852,979
Non-SSA Savings N/A $6,309.860 £20,825,132 $27.134,992

Reflects data from Octaber 1, 1999 through September 31, 2800,

SSA und other Federal and State Law Enforcement Agencics developed agreements (o
identify and suspeod benelits for fugitive felons, Using a manual process from 1997 through
2600, 8SA and 010 have identificd over 10,000 fugitive felons who were receiving S81 This
has resulbied in detecting $74 million in overpayments.

Addinonally, SSA implememed a seres of iraining Initiatives, wrote new procedures, and
perhaps most bnportantly, maintained the focus on improving the accuracy of the 581 program as
one of the Agency’s highest priorities throughout FY 1999, In FY 1999, initiatives o address
ihe non-disability errors in the 581 program prevented aboui $230 million in overpayments.
About 5115 million of this was aitibutable o the initialives taken for belter training, better
instructions, and greuter management focus on payment scouracy.
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SSA was in the process of implementing four major debt recovery proiects that were
expecied o yield direct collections of at least $115 million over 5 years, The four projects were
mandatory cross-program recovery, credit bureau reporting for delinquent Title XV debis,
administrative offset for delinguent Title XVI debts, and administrative wage garnishment for
delinguent Titles IFand XVIdebts. Future plans were to implement the remaining debt
collection icols for which $8A had been given authority. The additional projects included
Federal salary offset, private collection agencies, and interest charging.

SSA actions since the Qctober 1998 management report was issued, such us
implementing new computer maiches and conducting more redeterminations, atso produced
dramatic increases in the amount of debt detected and collected. The following chart indicates
the success in uncovering and progress in coliecting that debt

SSI OVERPAYMENT COLLECTIONS
{Dollars in Millions)

300 |—a39p.3—423.9

{Dollars in Millions)

FY 95 FY @6 FY 97 FY g8 FY 88

SSA made a commaiment to be both more respoasive 1o SSA claimants and heneficiaries
and more accountable to the American people. For many years, 55A recognized the need o
improve the adminsstration of the disabihity programs. In March 1994, 58A released a report on
iy matagement plan for the Social Scourity und 581 disability progrums.

The plan nddressed four mujor areas and also provided a strategy for achicving the goal
of improved admiaisication of the disubility programs. The major arcas were;

» lImproving the disability decision making pracess 1o ensure that decisions were made

as accurately as possible, that those who should be paid were paid as early as
possible, and that the adjudication process was consisient throughout;
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¢ Improving the return-to-work opportunities For disabiity beneficiaries so that
individuals who wanted to participate in the nation’s workforce may do so;

»  Safeguarding the integrity of the disabilily programs by ensuring beneficiaries met
the strict eligibility criteria for benefit payments and by protecting the prograns
against fraud; and,

o Increaseing understanding, through research, of both the incidence of disubility in the
118, and disability programs, in general, so that policymakers can craft more
responsible policies and Jegislation 10 axsist individuals with disabilities.

The Agency embarked on un ambittous series of initiatives and made great strides in
efforts 10 improve disability quality, integrity, and customer service. The resulis of these efforts
were expected to be a disability process that was both more efficient and more responsive, as
well gs a process in which cluimants, beneficiaries, and tuxpayers could have full confidence,

The childhood disability provisions of PRWORA in 1996 {see Chapter 1V, Childhood
Disability) had 2 major bmpact on Ageney’s offorts o improve administration of its disability
programs throngh CBRs.

Agency Operations employees successfully implemented “high risk” initiatives through
additional funding from Congress that was used to pravide overtime hours for Field Office staff.
Implementation resulied in an increase in redetermination produetivity due to the training
mitigtives, enhanced automation support, and increased managenient focus.

SSA made progress in improving payment accuracy in FY 1999, increasing the payment
accuracy rate from 93.5 percent in FY 1998 t0 84,3 percent in FY 1999, The hnprovement in
paymeni accuracy meunt that In FY 1989, S5 A paid 5230 million less in erconcous benefit
paymenis thas the previous year,

NONAGENARIANS

he Nonagenarian Project was an SSA initiative that began in 1989 for the purpose

of verifying that the Agency’s ofdest beneficiaries were properly receiving their

benefits, that any needed representative payees were in place, and to climinate any
possible {raud activities. 1t was another (00l in the Agency’s “scamless attack” against fraud,
wasle, and abuse,

In 1999, the project required FOs to contact Titles I and XV beneficiaries who were
born in 1900 and 1901 and altained ages 99 and 98, respectively in 1999, The Agency begun
using its Intranet to control Nonagenarian cases and information more efficiently. Results of the
1999 project were as follows:
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o }7,955 beneficiaries were inttially selecied.

o 17.590 cases were erminated for death before the FO attempted the contact, 119
cases were identified as already having a personal contact, and 64 cases had an
cevoncous date of birth. This left 70038 (o be contucted.

& 3944 of those contacted—8.4 percent—were found 10 be in need of a representative
paye.

s 144 claimants died ot lcast 5ix months prior o the compilation of the initial data files,
but their death bad not yet been reponted to the Agency, Oui of the 144 cases, 90
clatmants were receiving divect deposit. In addinon, 118 claimants were receiving
Title H benefiis only; seven were Title XV recipients only, and 19 claimants were
receiving both types of benefits. These cases involved monthly beaefits totaling
$78,021. 10 and overpayments tolaling $4,897,850.43 as of November 30, 1999. Of
this amount, $614,269.85 has already been recovered,

»  Ancther 165 beneficiaries, involving monthly benefits wotaling $102,132.01 were
suspended because the FO, aller extensive research, was unable (o loeate them. Some
40 of thesc cases were referred 1o OIG for investigation. The remaining cases were to
be referred to O1G if the claimants were still not located within 45 days of the
suspension action,

The Agency decided to suspend the Nonagenarian Project as of May 25, 2000 duc to
budget constraints. The Project was scheduled to include people born in 1902 with an cstimated
nationwide volume of 48,947, including both Titles I and X V1 benefit cases.

Negotiations continued with HCFA to pursue o sational Medicare Non-Utilization
computer matching agreement as part of the Nonagenarian Project. Inttially, SSA would use this
agreement to request data on current beneficiaries on SSA roles over age 90 with three years of
non-utilization of their Medicare Card. The Agency sought to huve the agrecmnent in place by
the end of the summer of 2000 with the Dirst report provided by the start of FY 2001,

To ensure everything was in place as garly as possible for the next fiscal year, S5A
continued (0 work to perfect the Intranet site and the link with OIG. Fraud referrals had been
submitted to OIG via the Intranet since June 1, 20040, In November 2000, Qperations natified
employces that the Intranet systen was workiag properly and that it was now mandatory for all
fraud referrals 1o be submitied o GIG via the Intranet. A fimal decivion was made to go forward
with FY 2001°s Nonagenarian Project. The Project was tentatively scheduled to include people
born in 1902 and 1903 who reccived Title 1 and 581 benefits. The Agency planned to house
nationwide case information on one Intranet site,

The Agency made tremendous strides in improving 8 stewardship of the Trust Funds

during President Clinton's Administration by reinventing or improving many of its business
practices and responding (o the public’s expectations.

260


http:4,269.85
http:4,897,850.43
http:78,021.10

PRIVACY AND SECURITY

ENHANCING THE SOCIAL SECURITY CARD

he immigration and welfare reform laws passed in 19967 required that the
Commissioner of Social Security develop a prototype of a counterfeit-resistant
- Social Security card. Originally, the SSN was a way to record cach person’s
Social Security earnings; the only purpose of the Social Securnity card was to provide a record of
the number so that employers could accurately report earnings. The 1996 laws also called for
SSA to study and report on different methods of improving the Social Security card application
process.

The use of the SSN as a general identifter in record systems grew tremendously over the
years. The broad-based coverage of the Social Security program made the SSN widely available
and a convenient common data element for all types of record-keeping systems and data
cxchanges. The SSN was adopted for numcrous other purposes so that it became the single most
widely used record identifier for both the government and the private sector.

The pervasive use of the SSN led some to conclude that it had, in effect, become a
national identifier, a term generally viewed negatively in the United States. There were some
that believed the public would be well served by using a single identifier. The implications of
the widespread nsc of such an identificr on personal privacy generated serious concerns both
within the government and in society. The potential to profile people raised quesiions about
limits 1o freedom of choice and access to society’s services and benefits. Advances in
information tcchnology {¢.g., the Internet and the World Wide Web) raised concerns about
increased opportunities for inappropriate access to personal information.

The current Social Security card was madce of banknote paper and served only as an
official verification of the SSN assigned by SSA 1o the person whose name was on the card. The
card was neither proof of the bearer’s identity nor citizenship/non-citizen status and had no
transaction value or data storage capability. The card that was used through the year 2000
incorporated a number ol security features appropriate to a paper card formal.

There were seven Social Security card prototypes developed in response 1o the mandate.
They were a Plastic card, Card with picture, Sccure barcode stripe, Optical memory stripe,
Magnetic stripe, Magnetic stripe/picture, and Microprocessor/magnetic stripe/picture.

The prototypes illustrated different combinations of security features and functionality
covering the variety of card options available. The requirements for the use of the enhanced card
and results to be achieved were not specified and, therefore, not evaluated for the potential

7 Scction 111 of P.L. 104-193, Personal Respansibility and Work Opporiunity Reconciliation Act of 1996 (Welfure
Reform Act) and section 657 of P.L. 104-208, Division C, Hiegal Immigration Reform and Immigrant Responsibility
Act of 1996 (Immigration Reform Act).
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henefits or drawbacks of each option beyond the security concerns. No option was
recanumended to Congress for implementation because it was beyond the scope ol the
requisement,

The legislution required an evaluation of the implications if an enhanced Social Security
card was issued to all carrent number holders, about 277 million people. The card issuance
process would have been significanily changed by adding citizenship or non-citizenship status
information, and for some options, adding the nuember holder’s picture or personal biometrics
information to the Social Security. The new process would make issuing cards more costly to
administer and more complicated for the public.

The cost of issuing an enhanced card to 277 million number holders ranged from $3.9
million to $9.2 million, depending on the card option selected. The cost included contacting atl
number holders, processing costs {excluding staff overhead) to issue the new cards, the cost of
the card itself, and the cost of special equipment necded to work with each card option andfor o
captore information 1o be included on the card,  Due 1o the significant cost of issuing the
enhanced card 1o ol oumber holders, the Agency considercd aliernatives, for example, the
drivers’ hicense or State-issued identity card for non-drivers.

Social Security also studied the feasibility of imposing a user fee for enhanced cards.
SSA histonically opposed charging a foe because ity leaders believed that Social Scecurity cards
were a basic part of the mandatory program, Furthermore, failure to report changes in order to
avoid paving a fec would create discrepant SS5A records, adding costs for SSA and other
agencies which relied on 8SA duta

Howevar, SSA believed that charging o fec in connection with the card 1ssuance was
feasible. Because its current remittance process had fow volumes, it would have needed (0
streanline s collection process for the fee. The cost of collecting fees in conjunction with the
wsuance of 277 million Social Security cards was $1,271 nullion, The full cost fee, including
Lard issuance und fec remittance processes, ranged from $19 10 838 per card, depending on the
opiion selectud,

The 10 studied Canada’s Social Insurance Numnber fee charging operation and concluded
that 88A should churge 8 fee of 313 for cach card, The 10 study was based on the 5SA
replacement process and volumes for the current card, rather than a mass reissuance of an
enhanced card. The 1G also did not consider the cost of the remittance process or the changes
meaded to satisly the security and integrily requirements of @ mass remillance process.

The Agency concluded that the suance of enhanced cards, either prospectively oras a
muss reissuance, was feasible. However, the issuance of an enhanced card raised policy 1ssues
about privucy and the potential For the card 1 be used as 4 national identification card. These
issues would have to be addressed before issuing an enhanced card, The legislative mandate
appeared 1o contemplate o mass reissuance. However, this aption was much more costly and
more burdensome o the public than a prospective issuance or another alternative that did not use
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the Social Security card to achieve the desired results. The toal costs for issuing an enhanced
card and collecting 4 user fee ranged from $3.1 million t0 $10.5 miltion.”

The extent the public would accept an enhanced card and comply with reissuance would
depend largely on the acceptable uses of the SSN and card and the tangible and intangible
benefiis that the new card imparted. The issuc of the SSN as a national identifier recently
resurfaced when the SSN was proposed as the universal patient identifier in the Health Iusurance
Portability and Accountability Act of 1996 Many have questioned the wisdom of expanding the
SSN to this purpose because 1t could enhance an additional inkage (o very sensitive personal
mformation. Potential access to this data could have implications for education, employment,
credit, inswrance, and legal aspects of life.

The advent of broader access to electronic dita through the Internet generated o growing
concern about increased opportunitics for inappropriate access to personat information by almost
anyone. Somx people feared that competition among inlormation service providers for
customers would result in broader data linkages with questionable integrity and potential for
harm. Expanding uses of the SSN and further technological cnhancements would extend the
debaie abowt the SSN as the nattonal idenuifier.

Many Americans, concerned about privacy, feared that it was vulnerable to political,
business, and other socio-cultural factors, Protecting individual privacy i a highly complex
situation because it must be balanced by what were seen as society benefits, for example, in
public safety, law enforcement, research, and public health. For every examplc of public
concern over privacy proiection, there existed a contrasting position where the public wants
protection from criminal eloments, inappropriate and poor health care, banking errors, v,
Societal forces were expected to guide the evaluation and balancing of privacy policies and
information uses,

There was a heightened concern about how the SSN/eard would be used in the future.
However, the development of refational data bases would make it possible for people o be
identificd without the use of the SSN. Such databases could make use of other personal dala
elements {e.g., addresses, phone numbers, birth date, parent’s names, etc.). The important issue
for the future would be how the managers of personal information systems maintained a
reputation for integrity. This was believed o be a significant determinant of public confidence.
A Census Bureau study found that the public's belief in the integrity of a government agency
was mote importani that the way the agency guaranteed confidentiality.

The potential for misuse of the SSN grew dramatically during the 1990s as the usc of the
S8N expunded. SSA was under increasing pressure 10 take sieps tor (1) ensure the accuracy of
the 88N (2} provide vertfication services to organizations that use the SSN as an identifier to
protect their programs from errors, fraud, and abuse; and, (3) protect the public from and provide
remedy 1o invasions of privacy or gbuses of dats that was stored in public or private sector data
bases that use the SSN as an identifier.

¥ SSA Report to Cangress on Options for Enhancing Social Secwrity Card, Bxeoutive Summary, p vil.
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SSA verification workloads related both (o the use and misuse of the SSN, increased as
its use expanded. Such verifications were done primarily through regular automated cxchanges.
SSA verified SSN's for emplovers to ensurs the correct posting of wages and for other
govermment agencies to cosure accurate henefit payments. Where required by law and, in certuin
circumstances, where permitted by law 88 A verified that the name and S8N in the files of third
parties were the same as those on 838A records. The Agency did not uniformly verify the SSNs
used by the privale secior. s disclosure policy protecied the privacy righis of the SSN holders
and Himued use of Agency resources to the business of Social Security, None of the verification
operations guaranteed that the person giving & nuinber, even when presenting the corresponding
Social Security card, was the person 1o whom the SSN was assigned.

As individuals were adversely affected by enhancements in record keeping and data
exchanges that relied on the SN, legislation was proposed o resolve specific problems.
Congress, for the fivst time, was looking at private sector use of the SSN and offering legislation
to address vielations of individual privacy by the private sector involving the SSN. At the same
tine, other legislative proposals were introduced to ¢xpand the use of the SSN and/or card for
specific purposes 1o enhance government efficiency or curb fraud and abuse,

INTERNET SECURITY

need for sceure web programs that met and exceeded the industry standards for

security und confidentiality and also had the confidence of the American public.
Since modern computer security required the implementation of sophisticated software and
control of access, the Agency worked with security und privacy experts 1o address and prevent
the problems of improper disclosure of personal information in SSA records, prevent fraud and
abuse, and matntain the image and reputation that 55A cursed {or providing efficient and
accurale service 1o the public,

S major challenge to the development of ail SSA Internet applications was the

The Agency spproached these problems by developing suthentication requirements and
methods of sccessing its Interoet sites. Authentication examined ways 10 positively extablish that
the porson requesting information or perforniing transactions via the Internet was the proper
beneficiary or applicant. The rules governing the lovel of authentication were set by the
Agency's Authentication Workgroup, which had representatives front various components
within SSA. The workgroup reviewed cach Internet application to determine the appropriate
tevel of authentication required. The level of complaxity of the authentication requirsinents was
determined by the nature of the information being disclosed,

The Ageney learned much from one of iy cardicst attenpts o offer service through the
Internet. The Personal Eurnings and Benefit Statemient {PEBES) provided important wage and
benefit information to workers and their families that could be used to help make retircment
plans. Public respoase to the service was very positive, From 1994 through 1996, the Agency
mvestigated and engaged in extensive tests 1o determinc i 1t could offer the service via the
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Internet while safeguarding the privaey of its customers” information. Al indications were that
itcould, SSA began to offer the PEBES scrvice via the Internet in March 1997 and the initial
overall response was positive. However, concerns regarding users being able 1o access and alter
earnings information or view other private data were exprossed by some members of the public,
Congress, and the news media, The Agency valued the public’s opinion and responded o itg
CONCErNS.

Maintaining the public’s confidence
in 8SA's ability w keep confidential the
sensitive data it maintained was a primasy
goal. The Agency could not afford the
perception that PEBRES information was not
secure. Becouse of these concerns, Acting
Commissioner John 1. Callahan announced
on April 8, 1997, that he would wemporarily
suspend the PERES loternet service,

The Agency decided that it necded to
more thoroughly investigate the views of the
public and appropriate experts with regards to

ali se L : S8A’s Executive Panal, consisting of trom 1} Joan Wainwright,
ali aspects of Internet ACCESS to ()Il.lll'lt:‘ Carolyr Cowin, Dean Mestarharm, Jahn Dyer and Acting
PEBES. SS5A held public forums in six Commmissionar Jobn Caliahan diseuss elacionic sateguards with a

different citics between May 5 and June 16,  PAne of exparts duting a forue bl in Waskington, B.C.

1997, so that it ¢could develop a better plan to safeguard confidential information for Internat
applications. The intent was (o bring the Agency the best thinking of experts in relevant ficlds as
well as members of the general public.

Acting Commissioner Callahan headed the forums. Each forun had three pancls: one
pancl consisied of privacy experts and consumer advocates, another was comprised of computer
technology experts including security experts, and the third consisted of business users of the
Internet, primarily in the banking and financial planning ficlds, In September 1997, SSA issued
a report 1o customers entitied Privacy and Cusiomer Service 1n the Electronic Age.

The key to lnternet integrily was the way that the public could access the applications,
The Agency tested Public Key Infrastruciure (PKI) which was being used in conjunction with the
California Medical Assaciation for the elecironic transmission of medical evidence. PK1 used
certificates 1o exchange digitadly signed and encrypted data, and was also being tested with other
clectronic services and Internet applications. SSA partnered with CommerceNet, which
provided all necessury support and development at no cost to 884, to enhance its security
measures. This included the further development of PKT and smart cards.,

The other method under development in SSA was the use of PIN and Pusscode. The
Pin/Passcode Workgroup was formed in March 2000, This group defined the business process
necded to support the issuance of PINg and Passcodes for 88 A customers, This included
workload items, workflows, who in SSA were responsible for maintaining them, and several
other considerations. PIN and Passcode usage were scheduled for piloting in January 2001,
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SSA used state-of-the-art software that carefully restricts user aceess to data except for its
intended use. Lsing this software, only persons with a “need o know™ 1o pecforn: & particular
job function were approved and gramted access. Agency systems controls not only registered and
recorded access, but also determined what functions a person could poerform once access was
authorized. SSA security personnel assigned a compuier-generated personal identification
number and an initial password to persens who arc approved for access {the person must change
the password every 30 days). This allowed SSA o audit and monitor the actions individual
crplovees ook when they used the system, These same sysiems provided a means to
investigate sllegations of nususe and were crucial in prosecuting cmplovees who misused their
authority,

SSA upproached computer sccurity on an entity-wide basis, By doing so, it addressed all
aspects of the 88A enterprise, The Chief Information Officer (C10), who reported directly to the
Commissioner and the Deputy Conunissioner, was responsibie for information sysicm security,
The CHO assured that SSA initiatives were enterprise-wide in scope. The ClO assured that all
new systems had the required linancial controls to maintain sound stewardship over the funds
entrusted 10 the Agency's care.

fn arder to meet the challenges of data security in a highly technological environment, the
Agency adopted an enterprise-wide approach to systems security, fimancial information, data
integrity, and prevention of fruud, waste, and abuse. Tt had a full-time staft devoted to systems
security stationed throughout the Agency, in all regions and in the central office; S8A
established centers for security and integrity in each SSA region, They provided day-to-day
oversight and control over computer software. 1n addition, SSA had a Deputy Commissioner-
level Office of Systems which supported the operating system, developed new software and the
related controls, and, In general, assured that SSA was twking advantage of the latest in effective
security technology.

S8A began certifying its sensitive systems beginning with the original OMB
requirements published tn 1991, S8A’s sensitive systems included all programmaatic and
administrative systems. They also included the network and the system used 1o monitor S5A’s
data center operations, The Agency required Depuly Commissioners responsible for those
systems to aceredit them. 88As plunning and certification activily was in full compliance with
the National Instinuie of Standards and Technology (NIST) 800-18 guidance. In summary, SSA
had in place the night authoritics, the right personncl, and the right seftware controls to prevent
penctration of its systems and to address systems security issues as they surfaced.

INFORMATION SYSTEMS SECURITY PLAN

SA has maintained an information systom sccurity program for many years. s key

components, such as deploving new sceurity technology, integrating seourity into

the business process, and performing self assessments of its security infrastructure,
to name a few, described goals and objectives that touched every SSA emplovee. Of particular
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importance in the year 2000 were the aclivitics related 1o the Presidential Decision Directives
{PDD) on mifrastructure protection andd continuity of operations. The Agency was one of the first
to complete an evaluation of all critical S5A avsels.

Given the importance of making ongoing monthly payments, SSA was clevated to the
highest level of importance by the critical infrastructure assurunce office. As part of this cffort, it
completed zn inventory of all eritieal assets and implemented an incidence response process for
computer incidents. SSA also revised its physical security pluns to assure facilities were
properly secured. SSA was one of the key agencies that evaluated the CIG “maturity” maodel.
Thixs helped S3A comparc itsell with industry standards averall.

SSA’s independent auditor, Pricewatcrhouse Coopers, evaluated S5A’s security program
from 1996 through 1999. They gave many recomumendations to strengthen SSA’s security
program. The Agency implemented 77 percent of their recommendations and continued
addressing the renminder since they involved longer timeframes for implementation. They were
expected (o be completed on a flow basis-with anticipation that all would be completed by the
end of the FY 2001,

S8 A also had its own formal program of onsiic reviews and corrective action, The
Ageney retained the independent contractor, Deloitte and Touche, to roview s systems and
overall management of the program. All of this was tracked at the highest levels through an
executive tniernal control committee which the CIO chaired and included the 1CG and key
deputies.

SSA belicved that the zero tolerance policy paid off, as cvidenced by the fact that alimost
all of the recommendations made 1o the Agency by independent auditors in the late 1990s and
the year 2000 were pre-emptive in nature as opposed 10 a remedy for actual past abuse,
Nonetheless, when there was evidence of an abusc of system privileges, addressing the matter
was a4 number one priority for the Agency., SSA™s 1G was committed to the investigation and
proscoution of any employee abuse case. Many of the employee cases tumed over 1o the 1G for
investigation were fust discovered by the Agency itself.

On June 22, 1998, Commissioner Apfel issued a notice 1o all SSA employees about
administrative sanclions 1o be taken against any SSA employee who abused his or her systems
privileges. Penalties were severe and led 10 the termination of employiment for any offense that
involved selling data. On March 2, 2000, the notice was revised and updated.

To ensure that SSA mission critical systems were up and running, & soltd contingency
plan was in place. In August 2000, SSA completed 2 successiul 1est of all eritical systems. Also,
SSA had in place a hotsite as backup for its eritical operations. These were recommendations
that Pricewaterhouse Coopers thought it was important for SSA 1o complete.
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MovinGg AwWAY FrRow MAINFRAME SYSTEMS

ddressing systems security continued as & high priority for SSA. By design, the

Agency used a system architecture thut relied almost exclusively on mainframe

sysiems and centralized databnses. With this architecture, the Agency was able
{0 more tightly control computer sccurity than those Agencics who were faced with large
numbers of local and/or distributed sysioms. However, SSA, in an increagingly technological
envitonment, has maved away from the mainirame cnviroamen! (¢ more distributive systems, i
carefully considered ot every step of the process as to how to build in sccurity features. SSA
took a number of steps 10 ensure that the new systems were us secure as possible,

The Agency was on constant alert 1o idemtify both intrusion detection and denial-of-
service type attacks. SSA's firewall yeam used various services that st current hacker activity in
order to wentily the different types of wilacks and how o respond and avoid them. $SA uses
various filters on routers to deny these specific intrusions,

SSA supported the independent audit of its financial statements slong with the auditors’
detailed testing of S5A7s systems. The Agency worked with various aversight bodies (e.g., the
GAD and the 1G) to review what it was doing and idenatify any issucs they believed SSA needed
to address. This assured that $5A was gotting all the advice that was available, and doing its
utmost (o maintain the security of the computer systems and the data they contain,

NEW EMERGING CONCERNS

Social Security files from any wrongful use by its own employees and from any

unauthorized access by outsiders. SSA took a very proactive approach to identify
hacker activity and adopt the proper defensive posture (o provent mterruption to SSA’s Internet
services, The Agency used state-of-the-urt technology to protect its network and was on constant
alert to detect both intrusion and denial-of-service types of attacks. SSA’s network was
monitored 24 hours a day, not only by §SA technicians, but also by contract services,

4 l Yhe Agency took both preventive and enforcement actions to protect information in

The Agency constantly re-¢valuated and, when necessary, upgraded the security features
necessary to maintain the public’s confidence that sysiems were seeure, Compuier security was
lop management priority.

When Social Security first became independent in 1993 und had its own 1G devoted only
to SSA activities for the first time, the Commissioner asked the IG to make employee integnity
the number one issue, The KGO did so, and 35A had consistently requested additional resourges
for the IG and received support fram the Congress {or those requests. The IG's accomplishments
and value to the Agency's efforts to maintala program integrity are well documented in the
office of the Inspecior General’s semi-annual reporis to Congress,
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5SA continued its long-standing tradition of
assuring the public that their personal records were secure,
Bath the Commissioner and the Deputy Commissioner
gave systems scourity & very high priority. Emphasis
became greater with the emergence of the Internet as a
service delivery vehicle, Secure information systems was
an ongoing part of the imission. The Agency was aware
that it could not rest on past practices, bui must continue its vigilance in every way to assure that
it kept the public’s records private and sceure while providing exemplary service to its
conxtituents.

Comnuissioner Apfel continued o provide leadership in “Program Integrity” by
developing plans for dealing with rapidly changing demographics and future projections by
Agency strategists, His creation of the 2070 Vision helped position the Ageney for vears to
come to deal with the many implications and consequences of {uture program integrity activitics.
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