
II. Management and Organizational Change 

Introduction 

During the Clinton administration, the Department of State underwent major 
organizational changes and the modernization of management policies and systems, 
Early in 1993. Secretary of State Warren Christopher (1993-1997) launched his Strategic 
~anagcrncnt Initiative (SMI), in response to Vice President Gore's >fational Performance 
Review c:.I.lIing for the reinvention of government. The Secretary's initiative included 
major management reforms in a number of areas. In Pebnmry 1993, the Secretary 
announced a reorganization plan for the Department of State. A new Under Secretary for 
Global Affairs would oversee the BUreaus of Dcmocrac),. Human Rights, and Labor~ 
Narcotics. Terrorism. and Crime; Population, Refugees, and Migration; and Oceans) 
Environment, and Science. A new Ambassador at Large would help manage policy 
towards the Newly Independent States of the former SQviet Union, The titles oflwo 
other Under Secretaries were broadened to ·'Anns Comrol and Internatiollal SccurityH 
and "'Economic, Business, and Agricultural A ffitirs," These and other organizational 
dmngcs wcnt formally into effect in May 1994. In January 1995, Secretary Christopher 
proposed a reorganization plan that would incorporate into the Department the U.S. 
Illformation Agency (USIA), the Arms Control alld Disarmament Agcncy (ACDA), and 
the Agency for International Development (AID), 

Secretary Christopher dealt with a number of lssues involving modernization and 
reform of organizational management in the face of ever-declining budgetary resources. 
In \993, the Dcpartmcnt began a major modernization of information technology 
including new computcrizcd information management systcms, the consolidation or 
worldwide administrative support functions. h streamlined financial management 
systems and simplified reporting and analysis requirements from posts. The launching of 
Department's presence on the World Wide \Veb had a major imp<lct on every aspect of 
the Deparlmcnl and the Foreign Service, from managemenlto diplomatic communication 
to public affairs, The Secretary's Strategic Management Initiative encouraged per~onl1c1 
rcfonns. including team building, empowerment, delayering, and the Nalional Foreign 
Affairs Training Center (NFATC), a major new training facility in Arlington, Virginia. 
The BurcllU ofCousular Affairs (CA) and the Bureau of Diplomatic Security (DS 
introduced operational efficiencies (sec chapters IX and III, respectively). 

During Secretary Christopher's tenure, the Department reevaluated the U,S.' 
overseas presence, and identified 20 or 25 posts that could be closed, The Office of 
Foreign Buildings began the construction or rehabilitation of additional overSeas 
buildings to meet new needs in response to the end of the Cold War, resource constraints, 
and terrorist threats, The Department took steps to' improve working and living 
conditions in the FO'reign Service. 

Sc(:retary of State Madeleine Alhright (1997-200 I) continued the effort to reform 
and streamline the management of the Department of State and the Foreign Service. (n 
April 1997, President announced plans to reorganize the Department of State and other 
foreign affairs ugencies. The Arms Control and Disannamcnt Agency would be 
incorporated into the Department within one ycar; the U.S. Information Agency would be 
incorporatl:d within 2 years. (These major chungcs arc described below.) Certain 
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administrative functions of the Agency for International Development would be 
transrcrred to State within tW() years, and the International Development Cooperation. 
Ageney (I DCA) would be abolished. 

Under Secretary Albright's leadership, major improvements were made in the 
Bureau of Diplomatic Security in the wake of the bombings ofU,S, Embassies in Nairobi 
and Dar cs Saluwl1 in 1998, and the President and Congress approved a muHi~year capiwl 
investment plan to replace the most vulnerable diplomatic missions, The Department 
continued to improve and expand infomlution management systems and worldwide 
administrative support, and prepared extensively in 1999 tbr possible worldwide 
computer failures in a "Y2K Crisis". In 2000, the name of the Bureau of Personnel was 
changed tl) the Bureau of Human Resources, and Secretary Albright launched a major, 
effort to improve the competitiveness of the Department of Stale in the "\Var for Talent~·. 

During the entire Clinton administration, the Under Secretary of State for 
Management (M), served as the Secretary of State's principal adviser on management 
Issues, and on the allocation of State Department resources in support of the President's 
foreign policy objc.:.tives. The Under Secretary for Management controlled positions, 
funds, and other worldwide Department resources required to implement U.S, foreign 
policy; directed Department management programs involving Congress, the Office of 
Maflagem{~nt and Budget COMB), and other foreign atTairs agencies; was responsible for 
the organizational structure and assignment of functions wilhin the Department; nnd 
managed the Department's infonnation security program and audit follow~up$, 

The following Department ofState units rcported directly to the Under Secretary 
for Management: the Bureau of Administration (A); the Bureau of Consular Affairs 
(CA); the Bureau or Diplomatic Security (DS); the Bureau of Finance and Management 
Policy (FMP); and the Bureau of Humao Resources (HR). 

Administration 

Foreign Buildings Operations (AlFBO) 

State's Foreign Building Operations changed significantly during the Clillton 
administration. in response to the end of the Cold War, resource constraints, and terrorist 
threats, The reunification of Germany, the emergence of the newly independent states 
from the fonner Soviet Union (NIS), tile hreak-ur> of the Yugoslavian republics, and the 
reestablishment of diplomatic relations with Vietnam all spurred the demand for many 
new diplomatic missions during a period of budgetary austerity, During the 1990;;, 
A/FHO rehabilitated 16 Cold War era buildings in the NJS and former Yugoslavian 
republics; converting them into chanceries, Two modular chanceries were erected in 
Ashgabat (1995) and l3ishkck (1999). In addition, two new diplomatic missions were 
estahlished in Vietnam: in Hanoi (1995) and Ho Chi Minh City (1997). 

In August 1998, the tragic bombings of the U.s. embassies in Nairobi and Dar cs 
Snlaam heightened Congressional concern about embassy security to levels not seen 
since the terrorist bombings in Beirut in the mid~1980s. Admiral Crowe was asked to 
lead a commission to evaluate embassy security, The Crowe Report estimated that $15 
billion would be required to rebuild the destroyed embassies, retocate new facilities at 
high risk locations, and upgrade security at all posts. Following the Crowe Report 
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recommendations, President Clinton and Congre:;s approved a multi-year capital 
investment plan to replace Ike most vulnerable diplomatic missions, The increased pace 
ofconstructing nevi emhassies and consu)ates was dramatic: 29 n~w buildings were 
initiated during President Clinton's tenure, while only 27 new office buildings/annexes 
had been built during the 18~ycar period from 1980 to 1998, The new buildings will 
come on line in 2000 and the next 3 years. 

In addition to this remarkable construction initiative, a variety of other rcal 
property projects were completed during the Clinton administration, Eight :V1arinc 
Security Guard detachment activations, requiring office and residence renovations, were 
completed. A total of77 major fire alarm systems were installed, A total of74 
additional major rehabilitation projects, including chancery facades, ambassadors' 
residences, consulate office buildings, HV AC, power upgrades, staff apartments, and 
annexes, were completcd. Since the enactment of the Emergency Security Appropriation 
in FY 1999, worldwide sccurity upgrades, such as benns, bolhlrds, and barricades. have 
bcen completed at over 300 locations. Shatter-resistant window film was installed at 190 
posts, From the combine!.! efforts of A/FBO and the Bureau or Diplomatic Security, 
security at virtually every U,S. diplomatic and consuhlr post in thc world improved 
during Pr(:sident Clinton's tenure, 

Record') and Publishing Services (AIR?S) 

One of the basic goals of the Clinron administration was to establish more 
effective communications with the American public; including adoption of new 
technologies. The Electronic Freedom oflnformation Act (E-FOIA), signed into law by 
President Clinton in 1996. made volumes ofgDvcrnmcnt documents more readily 
ttvailablc to tbe public. Sllite's FOIA Electronic Reading Room (www.foia.statc.gov). 
cstnblished in 1998, was vIsHed nearly 3 million times in 2000. 

A/RPS undertook numerous major special declass.ification projects during the 
Clinton era, such as the Nazi gold, Nazi war crimes, and Pinochct documents, and 
handled innumerable Hill and Department ofJustice tllskings. The National Security 
Council asked that all U.S. Government agencies' declassified documents on Chile be 
posted on State's FOrA website) considered the best in govenlment. The integration of 
USIA into State in 1999 enhanced the Slate Department's capabilities in managing 
infimnation. bringing StJ.lte and USIA publishing activities and printing centers under onc 
roo!: 

Opera/ions (AIOPR) 

The significant achievements of the Office of Overseas Schools (A/OPR/OS) 
during the Clinton cra included the establishment of25 new schools in Africa and the 
NlS; training of over 1,000 school administrators and staff members in the use of 
technology in the instructional program~ assistance through the Overseas Schools 
Advisory Council in generating ovcr $88 million in privale donations directly benefiting 
Department-assisted sehools~ increasing the numocrs of U.S, citizen children with 
learning disabilities receiving special assistance in the Dcpartment~nssistcd schools to 
apprmdmatcly 2,700 students: per year; and development of!.l curriculum for overSeas 
schools based on the new domestic emphasis on "'standards oflcarning" criteria. 

http:www.foia.statc.gov
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During the Clinton administration, several projects set the groundwork for the 
facilities the Department would need in the 21 s1 century, The process began in 1993 with 
completion of the National Foreign Affairs Training Center (NFATC) at Arlington Hall~ 
Virginia, a modem facility that pcnnitted the consolidation of State Department training 
programs. A state-ol-the-art unclassified mail and pouch facility ncar Dulles Airport was 
also established, 

Several major initiatives were undertakel" during the Clinton administration 
including: the consolidation of key office space in Foggy Bottom, the establishment of 
various consular a.nd financial management activities at regional centers, and the plans \ 
for a new state-of-the-art USU?-4 ~1i5Sion building. The renovation of Columbia Plaza, 
tbe cornerstone ofthe Foggy Bottom consolidation, WHS completed within budget and on 
schedule, permitting the closure of several annexes in Northern Virginia and the 
accommodation of former USIA personnel. It also included the Department's first child 
care center. These and otber efforts to consolidate space permitted the Department to 
release· a total of 15 annexes from 1993 to 2000, 

In November 2000 Secretary Albright led the groundbreaking for the U.S, 
Diplomacy Center, the first facility of its kind devoted to the history and craft of 
diplomacy. :This initiative was only a small part of the planned $340 million renovations 
of the Main State building, It was only fitting therefore that in the year 2000 the 
President 3.nd Secretary of State Albright presided over a re-dedication of the Main State 
building, renaming it the Harry S Truman Building pursuant to Congressionallcgislatioo. 

The Charleston Regional Center in South Cal'Olina was expanded to include not 
only the Financial Services Center but also the new Charleston Passport Center. In2000 
the new Kentucky Consular Center was purchased and renovated, All these joined the 
existing P~rtsmouth and Fort Lauderdale centers. 

The International Chancery Center (ICC), which the Department operated for the 
benefit of international organizations and foreign missions, was fully committed to 
leases. Substantial construction took place during this administration. Most recently, an 
agreement was reached with INTEL SAT, the anchor tenant of the lee. Negotiations 
were concluded fOl' the Mission of the People's Republic of China, enabling FBO to 
negotiute successfully with the PRe for properties in China for construction ofnew U.S. 
Mission filcilities. 

All of these activities were carried out in the context ofplans to implement as 
soon as feasible the- physical consolidation and co-location of former ACDA and USIA 
employee". 

In 1993, the Department of State developed a comprehensive Department-wide 
Energy Management Plan to implement Executive Orders 12759 and 12902, and 
applicable statutes. The Department became a leader in Energy Saving Performance 
Contracting: BIMC electronic lumping and variable speed drive installation (1995), ~ain 
State corridor electronic lam ping and motion sensor installation (l994), !vlain State office 
lum.ping.{1996-1997); Department of Energy Project Award Winner in Performance 
Contracting category, NFATC electronic lamping installation (1999); NFATC was 
selected a~~ "Federal Energy Showcase Facility." In FY 2001, FMS was scheduled to 
complete t;olar projects at Florida Regional Center; nominated as "Federal Solar Energy 
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Showcase Facility," and the Department signed a Memorandum of Agreement (MOA) 
with Geothem1al Heat Pump Consortium for geotherrnallcchnology application in 
Department properties. 

Fleet Management met the President's Executive Order for acquiring alternative 
fueled vehicles (AFV) every year. The number of Alternate Fuel Vehicles (AFV) in the 
Dcpar1mcnt's fleet increased by 15 percent since 1992, Compressed Naturat Gas (eNG) 
vehicles were imroduced into the Department's. shuttle bus and executive car fleels. 
During the Clinton administrmion GSM provided logistical support for spcc1al events 
including: the NATO 50lh anniversary, ceremonies honoring the victims of the bombings 
orthe American embassies in East Africa, and the Middle East peace talks at Wye River 
Plantation, Shephardstown, and Camp David, . 

Aftcr 1996 the Department developed the strongest Federal recycling progrom, 
donating $242.782 in recycling rebates to' thc Department's Child Care Center, Diplotots, 
for a tuition assistance program. 

Office o/Small and Disadvantaged Business UliliZalion (AISDBUj 

The Department ofS1utc began setting goals for awarding contracts to small. 
women-owned firms (SWOB) a year before statute required it (1993), meeting or 
exceeding the minimum statutory goal (establiShed in 1994) ofS percent for awarding 
contracts to SWOB in all but one year of the Clinton administration. In every year from 
FY 1993 to FY 1999, State exceeded signilkanUy its goals for awarding contracts to 
firms in the Small Business Administration's 8(a) business development program. In FY 
1999, Stalf.! ranked first among the 25 largesl federal agencies in the percentage of 
contract dollars awarded to 8(a) firnls and ranked second in the percentage of contract 
dollars awarded to WOntcrt~owncd businesses. NSDBU successfully developed web sites 
to racilitate electronic commerce outreach to both OUf internal and our external 
customers, 

111 March 1999, Secretary Alhrighl signed a Memoraodum ofUndcrslanding 
(MOO) with Small Business Administration (SBA) Administrator Alvarez, recommitting 
the State Department to awarding at least 5 percent ofprocurcment funds to SWOB. In 
her remarks during the signing ceremony (held in the Treaty Room), Sccrct~lry Albright 
stnl.:d that supporting womel1~owncd smull businesses His clearly the smart thing to do, 
but it is ubo the right thing." (Sec Document 11-1) The State Department exceeded that 
goal in FY 1999, achieving 8.3 percent. As. a result, State received two :.Jwards from 
SIlA: the Frances Perkins Vanguard AVlard (the second recipient since the award's 
creation) and the Dietra Ford Award (the first ever recipient), each established to 
recognize demonstrated commitment in awarding eontracts to SWOB. 1be State 
Department also received SBA's Gold Star Award for overall exemplary performance in 
awarding contract'> to all categoric:s of small business. 

Ea{:h year from 1995 to 2000, State Department presented a Small Business Prime 
Contf"Jctor of the Year Award, which recognized small business prime contractors who 
displayed <:xemplary performance, customer service, and management and technical 
capabilities. Winners included firms ofdivcrsc ownership and geographic location, 
including a small, woman-owned fencing company in Anchorugc, Alaska, \vhich 
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installed a secure fence around the perimeter of the construction site of the now
completed MoS(;ow embassy building, 

Office of/he Procurement Executive (A/OPE) 

Over the 8 years of the Clinton administration, use ofthe Government Purchase 
Card for the Department>s procurements increased from a limited pilot program to 
become a major element in domestic and overseas acquisitions. (n FY 2000, 900 card 
holders made over 67,000 purchases totaling $38 million, rcprcscntin~ approximately 30 
percent of all or the Department's procurement transactions. These purchases were made 
at a savings of approxim;;nely 5100 per transaction over slower and less efficient 
methods, for an estimated FY 2000 ~1Vings of $6.7 million. The system allowed 
Department employees throughout the world to use a Government Purchase Card to 
procure goods and services from GSA or other suppliers over the Internet 

In 1996 A/OPE launched the first Department-wide electronic commerce 
initiative by creating an acquisitions Web site on the Internet. 1t was enhanced in 1998 
through an interagency agreement with the Anny that produced the "Statcbuy" 
interactive platfonn, Overseas missions could thcn post their procurement solicitation 
document;; directly_ By leveraging the Internet, A/OPE shortened procurement lead 
times and generated cost avoidance of over $2 million. Any employee overseus with an 
Internet C(.nncction could post a solicitation on the "Statebuy" interactive platform. and 
notice wa~: automatically given to interested compunics. 

Information Technology 

Imrodul.'lion 

When the Clinton administration began, the Dep<:lrtment of State faced imposing 
challenges in trying to modernize its increasingly outdated computers and to overcome 
administratively weak information management programs both in the Department and 
abmad, Through a series of bold initiatives, however, the Department progressively 
implemented dramatic changes in the area ofinforrnation technology (IT), By the end of 
the Clinton administration \1 had largely ovcrcome the deficiencies and had provided its 
diplomats with the mooernt advantageous and secure IT to carry out successfully U.S. 
diplomacy in the information agc. 

The IT Revolution in Diplomatic Communicaliotls 

For the first time during negotiations in 1995 between U.S, oflicials nnd Balkan 
leaders in Dayton, Ohio, to resolve the Bosnia crisis., the bulk of communications 
between the Deparllnent and U.S. negotiators in Dayton were conducted primarily via e~ 
mail rather than telegraphic messages or telegrams. The Dayton negotiations also 
marked one of the tirst times the Departmcnt of Stale utilized f;omputcrMbased 
Geographic Information Systems (GIS) to facilitate negotiations. Department negotiators 
at Dayton used GIS tools developed fot the Depurtment of Defensc to display and 
manipulak data, maps and three-dimensional terrain imagery. U.s. diplomats 
participating in these negotiations said these systems helped the parties reach consensus 
on boundary lines and played an important role in fac.i1itating the final peace agreement 
Subsequently, the Department used similar GIS tnols to assist in the resolution of a long
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standing border dispute between Ecuador and Peru, and to manage the resettling of 
refugees and the re<::onstruction of homes and civil infrastructure in Kosovo following the 
withdrawal of Serbian fon.::cs. The Department also used GIS applications on its award~ 
winning Geographic Leaming Site on the World Wide Web, 

O/her IT Supporllo u.s. Diplomacy 

During the Clinton administration the Bureau oflnfonnation Resource 
Management ORM) dramatically increased cmptoyees~ access to the Internet and the 
World Wide Web, In 1992 virtually no State Department employees had access to the 
Inlent!.:!. By the end or 2000, all employees had access to worldwide e~mail services and 
over 75 pen;cn! of employees had links to the Web via the n..::wly.deploycd Rich Internet 
Access (RIA) network or other stand-alone networks. The Nuclear Risk Reduction 
Center begun to usc advanced IT to provide instantaneous links among the United States) 
Russia, and several other states to reduce the risk posed by nuclear weapons. The 
Deparlment's consular activities effectively exploit IT to protect America's borders by 
screening for terrorists and other unacceptable person.s via instant, on-line background 
checks on all foreigners seeking visas to the cnited States, In addition the Bureau of 
Diplomatic Security used the \Veb to offer rewards, disseminate information abroad, and 
to further t.:fforts bringing international terrorists and criminals to justice. These new 
information technologies enhanced the secure pnx:essing and communication of 
information for the President, the Secretary of State and other U,S. national sC(:urily 
officials. 

Enhancement ofiT Management and lnfraslruclure 

To promote IT and telecommunications effectiveness, in 1992 Congress created a 
new organization called the Diplomatic Telecommunication Service Program Office 
(DTS·PO). This organization was given authority for the management of global 
telecommunication infrastructure and resources for all foreign affairs agencies operating 
ut U.S. diplomatic posts overseas. Congress also mandated the Department as one of 
two key "pnrlncrs" responsible for staffing and supporting 1he new DTS-PO organization 
and required that nil foreign affairs agencies rely on DTS-PO fhr their global 
telecommunications requirements. Since DTS~PO's creation there was u dramatic 
increase in the bnndwidth, i.e., telecommunications capacity, serving overseas diplomatic 
facilities. 

The introduction of tbe personal computer led 10 individual bureaus in the 
Departmellt developing non-standardized computing "islands" that were not wen 
integrated into an overall Department-wide computer network, To address these issues 
the Department established a "Joint Planning Proces.s" in whieh bureaus presented their 
individual computer modernization requirements. A committee of peers. evaluated the 
plans and the highest prioritized projects were funded to the extent possible with 
available resources. This initiative constituted the first step toward establishing a 
comprehellsive IT capital investment plan. 

As required by the Clinger-Cohen Information Technology Reform Act of ]996. 
the Department established the position of Chief Information Omcer (CIO) at the 
Assistant Secretary of State level. The CIO became the principal adviser in this area to 
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the Secretary of State and the Under Secretary for Management (M), and was responsible 
for the development, implementation, and revision of policies, plans, and programs, to 
facilitate ~\nd strengthen the c-Ost-effective, efficient, and timely application of 
information resources to achieve strategic Department missions, In 1996 Harold Geisel 
served as -:he Departmenes first acting eTO; later that year Eliza McClenaghan was 
appointed as the Department's first pennanent CJO, 

The Department published an [RM Strategic Plan to detail its high-level iT 
stralegy for the 5-year period 1996-2000, and an IRM Tactical Plun to report and monilor 
all major IT modernization projects fore<:asted for the 2-ycar period 1996-1997, The 
Department also established a centraliz.ed Capital Investment Fund (elF) to provide 
centralized resource management and oversight for major IT modernization investments. 
Slntc also established an IT Program Board (lTPB) to approve IRM Strategic and 
Tactical Plans and to allocate resources and monitor progress. of major IT projects 
supported by the CIF. 

In rv'larch 1998, Secretary Albright created It new IT bureau-the Information 
Resource Management (fRM) Bureau. These responsibilities had previously bcen carried 
out as a sub~function within the Bureau ofAdministration. According to the Under 
Secretary of Management; this new bureau was elevated and established to "'"provide the 
organizational, management. and IT capabilities necessary to support the conduct of 
American diplomacy in the information age." This roorganization also expanded the 
CIO's responsibilities to include management of Department-wide IT infrastructure and 
operations. Fernando Burbano was the first C10 to assume these expanded duties. 

By adopting innovative recruitment efforts thc Department of State was highly 
successful in recruiting and retaining an expert IT workforce despite the shortage of 
skilled IT workers. The Department was the first U$, Government agency to provide 
both recruitment and retention incentives of up to 25 pereent ofsalary tor IT employees 
with advanced skills, aI'ld the Department also established a strong recruitment program 
and held two innovative. highly successful IT joh fairs. As a result of these incentive and 
recruitment programs from 1998-2000, the Department's IT vacancy rate was cut to less 
than half of its crippling previous level of ovcr 30 percent. 

As a result or legislation merging tbe Unitcd States Information Agency (CSIA) 
into the St,lte Department in October 1999. USIA's existing public diplomacy iT systems 
were Stlcc(:ssfully integrated into the Department of State's established IT networks. 

The Overseas Presence Advisory Pane! (OPAP) identified advanced IT as a key to 
improved U.S. forcigl1 policy coordination and decision making. To implement this 
concept~ two U.s. Embassies were selected to serve as pilots for 1esting interagency IT 
integration and knoV'.'lcdge management projects. AU foreign affairs agencies 
participated in identifying key technology and knowledge requirements with the goal of 
lidding a prototype Intcrnet or Jn1ernet-lik!~ "collaboration zone" in Washington latc in 
2000 and agreed to complete pilot tests of collaborative systems and work processes ot 
the pilot ernba'.;sics during 2001, These significant Sl~pS toward bunding an inter-agency 
IT system constituted the first time that the foreign affairs community had committed to 
such an endeavor. 

http:centraliz.ed
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initiation ofA1ajor IT Modernization Program 

In response to reliance on obsolete computers at overseas missions and related 
information management weaknesses, as carly as 1993 the Department of State 
formulated a major information technology modernization program called HA Logical 
Modcrnil',.ation Approach" (ALMA), The ALMA program wa... designed to replace the 
Dcpm1mcnt's obsolete mini-<:omputer systems v.-ith modern, state-of-tbe~art personal 
computer systems. With Congressional approval, the ALMA pilot was initiated in U ,8, 
djplomati~i posts in Canada, 

The Department gradually eliminated its ohsolete mini~computers and insrnltcd a 
modcrniz(:d, personal computcrwbascd infrastructure, This transition constituted the 
largest single IT project in the Department's history. and it played a major role in the 
Department's successful resolution of all Y2K-rclated computer issues. ALMA involved 
the investment of over $120 million and the deployment of approximately 20,000 
computer desktops, servers, network roulers, enhanced telecommunications services and 
sofiware at over 230 U,S. embassies and consulates around the world. With the 
successful completion of the AU...tA project the Department eliminated the computer 
systems management material weakness first reported to Congress in 1992. 

lne Department successfully resolved computer related year 2000 issues for all of 
its world~wide IT systems, including the repair of approximately 60 mission critical and 
some 120 critical IT applicntions with Y2K vulnerabilities, These successful Y2K 
rcpnirs ensured continued operations at the beginning of the new century, 

Hliminatinn ofAtajor JTSysiems and Managerial Vulnerabilities 

In 1998 the General Accounting Offlce (GAO) issued three reports highlighting 
IT systems and managerial vulnerabilities, and the Department reported to Congress four 
management material weaknesses related 10 fT. By 2000 the GAO and the Department 
closed all of these reports in recognition of the Departmcnt~s progress, as detailed bclt)w: 

The first of these reports was entitled "The Year 2000 Computing Crisis: Swte 
Department Needs to Make Fundamcmallmprovcmcnts to (15 Year 2000 (Y2K) 
Program." Congress originally gave the Department a grade of"P" for Y2K preparedness 
und estimated that it would take until 2034 to finish repairs" The Department resolved all 
Y2K issues before they became an issue. Congress recognized this achievement and 
changed the Department's grade to an "A". In recognition of this outstanding 
accomplishment, Government Computer News (3 leading publication covering IT issues 
in the Federal Government) awarded the Department's CIO the Deputy CIO for Y2K, 
and the IRM Bureuu its prestigious 1999 Eagle Av.mrd for Y2K achievements. 

The second GAO report was entitled "Computer Security: Pervasive, Serious 
Wcakncss(~s Jeopardize State Department Operations." During the NATO air campaign 
against Serbian forces, the Department successfully thwarted millions of malicious c
mails and 41pproxirnatdy 250,000 hacking aitcmpts. Likewise, the Department was very 
effective in defending against other more widespread cyber attacks-including, in April 
2000. the notoriolls "Love Bug"~which negatively affected many other organizations 
but caused no major disruptions or Joss of d~lta at State. Thanks to the Department's 
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strong IT security program, it was able to engage increasingly this new cyber world 
without compromising the integrity of its computer systems and critical information, 

Tlle third report was entitled "Department of State IRM; Modcrnizution Program 
at Risk Absent Full Implementation of Key Best Practices." The Modernization 
Program at Risk report was completed when IRM developed and published the 1999 IT 
Capital (nvestment Board Process, the 1999 IT Architectural Document. the 1999 
Configuration Control Board Process and the FY 2000 IT Strategic Plan, and for having 
completed in 1999 its world-wide unclassified moderni7.ation ALMA program, 

When Secretary Albright took charge in 1997, lRM also had four serious 
managerinl hmaterial weaknesses" that the Department had reported to Congress as 
required by the Federal Managers' Financial Integrity Act of 1982 (FMFIA). These 
weaknesses were "Mainrrame Computer Contingency Planning" (present since 1984), 
"Mainframe Computer Security" (present since 1987), "Computer Modcrni:r.ation" 
(weakness since 1992), and "Computer Security!! (pr.;scnt since 1997). In 1999 the first 
three were dosed, and the final issue \YaS dosed in 2000. 

The Department also modernized extensively its voice systems in the period since 
1997 with over 900 satellite phones deployed to provide international emergency 
communkations to all U.S. missions. These satellite phones could communicate with 
Washington in all conditions, including a loss of telephone or electrical service in a 
foreign country. To improve emergency communications ·within foreign countries, the 
Department also cleploycd over 190 modern emergency and evacuation radio syslems. 

Improving Department Efficiency and Accountability 

lnrroduClion 

Legislatively charged \vilh improving the ellicicncy and effectiveness of the 
Department of State and the Broadcasting Board of Governors (BSG), detecting fraud) 
and preventing waste, fraud, and mismanagement. the Office of the Inspector General 
(OIG) embarked on a number of important initiatives during the Clinton administratIon. 
In addition to its functions of audit, inspection, and investigation, the 010 had u 
multidisciplinury office that focused exclusively on security and intelligem:e oversight 
Through the inspeclions of overseas missions and domestic bureaus, in-depth audits of 
selected issues, and management implication reports from our investigations, OIG 
assessed the conduct of foreign relations, particularly the skills and capabilities of senior 
management. OrG reports provided a broad overvlew of the Department's effectiveness 
in implementing foreign policy and its use of a full range of diplomatic and public 
diplomacy tools induding international broadcasting. 

Reinventing Government 

In 1993, the <.u.1ministr4lion launched the Vice President's "Reinventing 
Governmene'initiative:. Recognizing that business as usual was not sustainable in the 
face of existing foreign policy and budgetary realities, beginning in 1994 OIG and 
Department management collaborated on initiatives to reinvent the way the Department 
worked. The 010 continuously consulted with the Department in identifying and 
addressing significant management challenges. Examples included: 
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• 	 OlG audit work and congressional testimony aided the Department in obtaining 
authority to collect and retain visa fees to pay the cast ofexpanding and 
automating the Consular Lookout and Support System. This provided the 
resources for essential improvements to the visa nome check system to screen visa 
applicunts who might pose a danger to national security; 

• 	 OIG security oversight inspectors helped the Department make better use of 
automalt.."<l data processing resources by identifying sources and coordinating 
transfers of equipment to offices and missions where shortages existed; and 

• 	 DIG began issuing notices alerting all Department managers to potential 
management control problems. These bulletins provided examples of recent cases 
involving fraud, and recommendations for nction, '111<:se bulletins covered cases 
involving travel vouchers, separate maintenance allowances and personal use of 
Department telecommunications systems. 

The Guatemala inquiry 

On March 30, 1995, President Clinton directed the Intelligence Oversight Board 
(lOB) to conduct a government-wide review ofallegations surrounding the 1990 death of 
U.S. citizen Michael DeVine and the 1992 disappearance ofEfrain Bamaca Velasquez, a 
Guatemalan antigovernment guerilla married to a U.S. citizen. The review was in 
response to charges that a Guatemalan Army officer implicated in these events was a paid 
infom1ant of the Central Intelligence Agency. The fOB requested that the Offices of 
Inspector General of the Central Intelligence Agency, and the Departments of Defense, 
Justice, and Stale investigate the roles and activities of their respective agencies in 
connection with the events in Guatemala. 

In its classified n:port to the lOB, the Office of the Inspector General made a 
number of recommendations, The most significant \\'cre: 

• 	 strengthen Chiefof Mission oversight of intclligcn<:c activities; 

• 	 change procedures and practices to facilitate intelligence informution~sh(lrjng and 
improve policy coordination among agencics; 

• 	 reissue guidancc to Department employees on the handling and dissemination of 
inle!tigcnee inlormation; and 

• 	 provide mandatory intelligence briefings filf ambassadofs..designate prior to 
departure for post 

In 1996, OIG established an Intelligence Oversight Division to promote these 
practices 1hrough rigorous lntelHgcnce oversight reviews in each post management 
inspection, 

Improving Accmmtahf!Uy and Reducing Material Weaknesses 

Congressional criticism of the Department for management controls weaknesses 
has bccn long~~tanding, Over the past six years, the Department had made a concerted 
effort to mduce the number of munagemcnt control weaknesses. 010 partnered with the 
Department aggressively to address weaknesses identified by OIG and reported in the 
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annual acGountability report. For fiscal year 1999. the Department reported closure of 
material weaknesses in personal property management, worldwide disbursing and 
cashierine~, rehabilitation and maintenance of real property overseas, accounting for the 
working caphat fund, strengthening immigrant and nonimmigrant,visa processing, 
management of major acquisitions, and information management, specifically in the areas 
of contingency planning, main frame security, and systems modernization. At the end of 
the 1999 fiscal year reporting period, the number of reported material weaknesses had 
been reduced from 19 to 4. 

Informanon Technology ManagemcJU;;<;ccurily 

Rapid advancements in information technology (IT) and heightened 
intcrconnectivity through the Internet have revolutionized the way in which the world 
communicates and conducts business, Recognizing the critical role that security issues 
played in the IT arena, 010 realigned its resourceS to focus on emerging infonnation 
technology issues. OIG audits of the Department's classified and unclassified computcr 
systems identified numerous vulncrabilities that 010 worked with the Department to help 
correct OIG security inspections of Western Hemisphere posts in t997 and 1998 
disclosed that five posts had inadequate information security programs and that the 
information systems security officers were inadequately trained. As a result of 010 
findings and recommendations, the Department began offering a training course 
specifically tailored for information security officers in early 1999. 

Beginning in 1998. OIG became an effective partner with the Department to 
address the management challenge created by the Y2K computer technology problem. In 
the period leading up to January 1, 2000, OIa worked closely with the Department, 
foreign governments, and international organization on the Y2K problem, OIG 
developed best practices and guidance tbat could be used to address other emerging 
global infurmation technology management issues, such as computer security, critical 
infrastructure protection (Presidential Decision Directive PDD-63), Internet governance, 
and the di,gital divide. OIG's Y2K best practices and lessons learned report was hased on 
data collection and dozens of meetings with senior executives, project managers, and 
infi::mnnti<m technology professionals at a variety ofpubJic and private organizations 
around the globe. (Documents 11-2-5) 

Sorting Out Chiefof ,'"fission (COM)lCommander in Chief(eIN"C) Security 

Respof1sihililies 


Since 1996, OIG teams closely monitored the issue of COM/CINe security 
responsibilities. The Omnibus Diplomatic Security and Antiterrorism Act of 1986 
(Public Law 99-399) assigned responsibility to the Secretary of State to provide 
protection of all U.S. Government personnel on offlcial duty abroad (other than personnel 
under the command of a United States area military commander) and their accompanying 
dependents. The Departments of State and Defense (DOD) began negotiating a 
memorandum of understanding to delineate responsibilities pursuant to this after the 

. Accountability Review Board released its report on the Office of Program Y1anagerlSaudi 
Af'dbian National Guard (OPM/SANG) and aJ-Kubar To~ers oombing in Saudi Arabia in 
1995 and 1996, OIG argued that many military "stovepipe" organizations had not been 
placed under the protective umbrellas ofeither a COM or a CINe as required by law and 
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cited that most Chiefs of Mis5ion were concerned about delays and wanted to negotiate 
their own agreements with CIKCs. 

In March 1999, OiG issued 11 summary report. Results a/Security Inspection\' of 
us, Diplomalie Fosts in the Bureau o!Weslern lIemishphel'c Affairs (SIO-I-99-1S), of' 
its security inspections of Western Hemisphere posts. OJG recommended that the 
Department ensure that all posts had country specific implementing agreements signed by 
the COMs and C[NCs and that the Department provide addifional guidance 10 COMs 
concerning their responsibility for protection of U.S. civilian and military personnel 
assigned to their jurisdiction. 

Effective, Efficient. and Secure Operations and Infrastruclures 

The August 1998 bomhings in Nairobi, Kenya and Dar es Salaam, Tanzania 
underscored the vulnerability of U.S. overseas posts and caused the Department and 010 
to change their approach to security management and oversight. In the aftcnnath of the 
bombings, OIG reviewed previous security inspections and other documents to identify 
ways to make embassies safer from vehicle bomb attacks, 

During the course of this review, it became apparent that a change in cmbossy 
bomb procedures could save lives and limit casualties, OIG recommended what became 
known as the "duck and cover'" response and the imminent dangcr notification signal 
(IDNS). The recommendation was subsequcntly included in Admiral Crowc's report by 
the accountability review board and implemented by the Department 

Prior to the bombings in Africa, the Department generally allocated security 
resources 10 overseas posts based on the threat category of the cit)' in which the 
diplomatic facility was located. The Department used threat infonnation from a variety 
of intellig.;nce and other sources and published a classified "Composite Threat List" 
Threats fell into fouf categories: political violence. human intelligence, technical 
intelligence. and crime. Threat levels in each ofihese categories ranged from critical to 
low. Embassies with a I;critical threat" raring wer..: g,cnera1ly allocated more funds fOf 
security enhancements than those assigned a. "low thrcae' rating, The bombings caused 
the Depar1.mcnt and the intelligence community to TCcognize that the threat had changed 
dramatically and that the allQC~ltion of resources based primarily on the use of the 
composite threat list was inndcquate. The Department began to factor in the vulnerability 
of all post5: to terrorist attacks when determining post threat assessments, 

Pro/ccring Clw;sifred Infiwmafion 

Following several incidents a1 Main Slate, the Senate Select Committee on 
Intdligcm:c directed OIG to conduct a review of tne effectiveness of Department policies 
rmd procedures for protecting classified documents at the Department's headquarters 
facility. OIG's report, Prowcling Classijicd Documents at ,"'lalc Department 
Headquarters (SIO/AM99~46), found that the Departmcnt had programs in place to 
evaluate an individuurs need to hand~c classilled information, but improvements were 
required to enhance security awarel)I.:SS and controls to prevent Ull<ll1thorizcd access. 
Highly classified documents relating to intelligence reporting were not sufeguarded in 
ac·cordance with government regulations and signiJicant number;:> of uncleared visitors 
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were permitted unescorted access to the Maiil State headquarters facllity. OIG also found 
that the Depanmem's security incident program was not effective, 

As a result of this review, the Department instituted a new escort policy in August 
1999. Also, in October 2000 the Department revised and strengthened the (nformation 
Security Incident Program, 

Beginning in 1997. OIG made 83 formal recommendations for embassies to 
perfonn the required emergency training drills. In a May 3], 2000, information 
memorandum to the Under Secretary for Management, 010 recommended that the t;ndcr 
Secretary remind COMs oftlleir responsibilities to conduct emergency drills, In June 
2000, an ALDAC message was issued to all ambassadors and principal officers 
emphasizing the importance of emergency drill~. 

ltIoscow Chancery Oversighf 

In October 1994, OlG created thc Moscow Oversight team to work side-by-sidc 
with the Moscow Embassy Building Control Office, The two worked together from the 
decision to rebuild the Chancery (because bugs placed by Soviet intelligence had 
compromised the building) through the design and construction of a new, secure 
chancery facility, which opened May 15, 2000. Department management and 
congressional leadership commended this innovative oversight for its effectiveness in 
identifying potential vulnerabilities. 

,'vlerger ofthe Office ofInspector General 

On /\pril26, 1996; President Clinton signed Public Lav,' 104-134 j an omnibus 
appropria1ions bill, which contained a provision that merged the Office of Inspector 
General of the United States Information Agency with the Office of Inspector General oj' 
the Department of State and the Arms Control and Disarmament Agency. As a result, the 
USIA Office of Inspector General eeased to exist and all personnel were transferred [0 

the: Department of State. The entire stalrof the former USIA OIG relocated to existtng 
State Dep-artment quarters within one worktog day of the President"s signing of the 
appropriations hill. The merger allowed for brooder, more efficient oversight within the 
U,S.. foreign affairs community. OIG refashioned its mission, strategic plan. and 
organizational structure to handle new oversight responsibilities for publie dipkHnacy and 
intcmalional broadcasting. The merger legislation also provided OIG with new 
flexibility for inspecting U.S. missions abroad by repealing the requirement to inspect 
cach post or bureau once every 5 years, (Document {I-G) 

The Foreign Affairs Reform and Restructuring Act of 1998 in tne Omnibus 
Consolidated and Emergency Supplemental Appropriations for fiscal year 1999 (public 
Law 105~:~77} abolished the Am1S Control and Disarmament Agency and the United 
States Information Agency and transferred their functions to the Department of State, It 
also establisned the Broadcasting Board of Governors as a separate entity within the 
Executive Branch and authorized the Inspector General of the Department of State lo 
exercise the same authorities with respect to thc Broadcasting Board of Govemors and 
the International Broadcasting Bureau. 
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Anticorruption Outreach 

In their efforts to fight government corruption and develop standards of ethical 
conduct, many countries looked to the United States as a modeL At the request of the 
Bureau afEas! Asian and Pacific Affairs. the Office of the Inspector General in 1997 
began a dialogue with the People's Republic ofChina (PRC). The Inspector General led 
a delegation that included representatives from OIG and the U.S. Office of Government 
Ethics to Beijing that same year. 01G anticorruption outreac·h initiatives expanded 
globally since the initial 1997 exchange with the PRCand by the end 0[2000 included 
South Africa, Namibia, Uganda, Armenia, Hungary, Latvia, ]sraeJ, Ukraine, Vietnam, 
Kyrgyzstan, Georgia, and the United Nation's Office oflntemal Oversight, among 
others. (Document 11-7) 

OIG participated in the Vice President's global forum on fighting corruption in 
February 1999. The Inspector General moderated a panel on Internal OverSight: 
Prevention. Detection and Investigation. (Document H-8) 

In 199&, the United States signed a Memorandum of Understanding with the 
Republic of Chile establishing cooperation between the Inspector General of the 
Department of State and Chile's General Internal Auditing Advisory Board. The goal 
was to prcmotc pu~lic policies that strengthen government administration and 
accountability to ensure the proper use of public resources, (Document JI~9) 

In 2000, the United States and Argentina signed an exchange agreement between 
the OIG and the Anticorruption Office of the Argentine Republic. OIG was charged with 
responsibility for providing information about mechanisms to enha.nce transparency, 
reinforce the highest standards of conduct and strengthen anticorruption efforts. 
(DocumcntlH 0) 

The Anticorruption Act of2000 (Public Law 106-309) required the United Slates 
to assist in improving accountability in foreign countries by supporting the establishment 
of audit offices, inspector general offices, third party monitoring of government 
procurement agencies and anticorruption agencies. TIle law also required the United 
States to promote responsive, transparent, and accountable legislative oversight and 
whistleblower protection. 

A Regional Policy fnr Afi"ica 

In 1996-1997, the Office of the Inspector General conducted 18 post inspections 
in Africa, OIG found a need for improved policy coordination in Wasbington, a bettcr 
policy coordination between the African posts and \Vashington, and, of immediate 
concern, numerous examples of a deteriorating resource base. The top priority policy 
gonls for cmny ofrhe missions inspected at that timc included protection of U.S. citizens, 
democracy and economic reform, and human rights. Tbese ambitious goals presented a 
managemt~nt challenge for these underfunded posts. 

In March 1997, the 01G issued an information memorandum making several 
recommendations which included: 1) revisiting the currency of national security policy 
for Africa and to improve policy guidance given to African post; 2) providing the posts 
with appr('priate tools to do their jobs; 3) addressing the probJems ofstaffing gaps with 
more service discipllIlc in the assignments process; 4) providing training for post 
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administrative stafT' employee::;; and 5) expanding the client ba~c to maintain essential 
support services for the African posts_ 

Export Lkensing ControJs Reviews 

In 1993. GIG joined with the Inspectors General from lhe Departments of 
Commerce, Energy. and Defense to conduct a review of the Government's export 
licensing process, The review detailed a fragmented process for dual-usc licensing 
responsihiliiics within the Department ofStal-c and confusion <1t overseas posts on 
responsibilities for end-usc checks and verifications, and a lack of program files and 
documentation. Thel993 joint agency report called for the Department of Commerce, in 
cooperation with the Departments of Defense, Energy, and State, to provide a mechanism 
for resolving criteria for disputes at progressively higher levels and to periodically review 
the referral criteria. 

In August ]998. the Senate Committee on Governmental Affuirs requested an 
interagency review of the export licensing process for dual-use ilnd munitions 
commodities by the Inspectors General for the Departments of Dcfense, Energy, 
Treasury, and the CentrallntclHgence Agency. The Committee specifically requested 
that OIG include in its report nn assessment of four specific areas ofexport licensing at 
the Department of Slilte: 1) reviewing the legislative authorities to delennine ifany 
inconsistencies or ambiguities existed; 2) reviewing the licensing process to detemline 
whether it was consistenl wilh national security and foreign policy objectives; 3) 
evaluating the adequacy of the databases and audit trails in the export licensing process; 
and 4) assessing the effectiveness of end~use monitoring. 

This major undertaking concluded that the export licensing process was workillg 
as intcndt..'tl and that the Department consistenlIy executed its export licensing 
responsibi!ilies in accordance with established policies and procedures. (Document II
II) 

The Laser Visa Program 

Public Law 104·208 (1996) amended the Immigration and Nationality Act of 
1952 (Public Law 82~414) to require that each border crossing identification document 
include u biometrics identifier (sueh as a fingerprint or handprint of the alien) that was 
machine naJabJe. Thus, un alien presenting a border' crossing identification card would 
not be permitted to enter the United States unless the biometrics identifier contained on 
the eard matched the appropriate biometrics characteristic of the alien. The statute 
stipulated that this technology should be incorporated into any border crossing 
identification card by September 30, 1999: 

Tb{~ Departments of State and Justice implemented the Border Biometrics (Laser 
Visa) Program in April 1998, The Department of State's Bureau of Consular Affairs bad 
responsibility for the adjudication of all Mexican nonresident alien border~crossing 
documents and INS had responsibility for production of the laser visa cards. The 
program c(msolidated all B~l!B~2 nonimmigrant visa adjudications at Embassy Mexico 
City and constituent posts and consular agencies. This replacement program was 
projecli.~ to replace approximately 5.5 million old border-crossing cards at an estimate of 
900,000 per year. OIG conducted an inspection of the progrnm in June 1998, As a result 
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of OIG recommendations in the report on the Inspecti011 ofthe Border Biometrics (Laser 
ViJ'(J) Program (ISP~I~99~)2j, Congress extended the timcline for completion of the 
border-crossing card replacement program 10 September 30, 2001. 

Significant Investigations 

• 	 In carly 1990 an OIG investigation ofa conspiracy to steal fuel oil from Embassy 
Tokyo disclosed evidence that Foreign Service Nationa1s and Contract employees 
systematically stote fuel oil from the embassy for resale on the black market. 
010 and the Department of Justice's Office of Foreign Litigation aggressively 
worked to pursue civil action for damages against the thieves. Similar ~lClion was 
initiated against the two maintenance contractors whose negligence in overseeing 
their contractual duties allowed the scheme to operate undetected for 16 ycars. 
OIG workedjoint!y with the Tokyo Mctropolitan Police that resulted in the Tokyo 
High Court executing a formal adjudication, In separate actions, co-conspirators 
agreed to provide restitution ofapproximately $30.500 and $10,500 respectively, 
OIO also determined that a lack of oversight by embassy maintenance contractors 
resulted in a loss ofapproximateiy $6.4 million. A civil suit filed in the Tokyo 
District Court sought damages from the contractor as well as individuals involved 
in the theft scheme, In January 1994, onc of the former contraclors agreed to a $2 
mimon settlemcm with the U.S. Government. In April 1998, the second 
contractor agrc!.!d to pay a total of $500,000 in restitution. 

• 	 OIG, the Immigration and Naturalization Service, nnd the Internal Revenue 
Service announced a 61 ~count indictment against two U.S. citi7.cns who w!.!rc 
principal officers of Interbank on charges of conspiracy, immigrant and visa 
fraud~ conspiracy to commit money laundering~ HUng false tax remrns, and 
bankruptcy fraud on August 11, 2000, From 1997 to 1998 approximately 320 
false applications for alien investor visas were filed with the Immigration and 
Naturalization Service for adjudication. More than $130 million was transferred 
baek and forth through the Bahamas to ereale fraudulent accounts statements for 
their clients whom invested $500,000 each. ifconvicted, the defendants would be 
required to forfeit $17 million to the U,S, Government. 

• 	 A U,S, Embassy official assigned to Guyana and a Guyanese citizen werc arrested 
in Chkago and r...liami and charged with conspiracy to sell U.S. visas in Guyana, 
AgmHs of the Bureau of Diplomatic Security and OIG Investigators, together with 
U.~, federal and local law !.!nforcemcnt agcncies, the Department of Justicc~s 
Public Integrity Scction and the U.S.Auoroey's Ofticc, executed numerous search 
warrants over the weekend of March J8,2000, Authorities seized more than 
S500,000 in U,S,currency and 10 gold bars from safc deposit boxes controlled by 
the American embassy employee. Additionally, authorities restrained funds in 12 
accounts controllcd by the embassy employee at four different financial 
institutions and seized assets totaling more than $535,000 on March 20, 2000. 

Integration of the Arms Control and Disarmament Agency 

Ov(:r the years the U.S. Arms Control and Disarmament Agency (ACDA) 
suffered a decline in the congressional support it had previously enjoyed. In 1995 
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Congress unsuccessfully sought to consolidate ACDA and the other foreign affairs 
agencies into the State Department By 1997 the Clinton administration decided to merge 
ACDA and USIA into the State Department and to realign AID more directly with the 
State Department as part of a broad reorganization of the foreign affairs agencies. 

Priorto the integration of ACDA into the Department of State in April 1999, the 
Under Secretary of State for Arms Control and International Security Affairs was 
responsible ror integrating and prioritizing the full range of International security, 
nonprolift~ration, and arms control issues into the Department of State's conduct of 
forcig~l policy. The portfolio included directing and coordinating anns control policy~ 
nonprolin~ration policy (including nuclear, chemical, missile, and c;;onventional weapons 
proliferation); export COlltrol policy; and certain foreign assistance programs. The Under 
Secretary exercised and aftcr the integration of ACDA continued to exercise various 
authorities relating to the imposition of proliferation sanctions as required by U.S. law. 

Discussions on ACDA'5 future as part ofa hroader reorganization orthe U.S. 
foreign affairs agencies (i.e., State, ACDA, the U.S. Information Agency (USIA), and the 
Agency for International Development (AID)) took place at the close of the Bush 
administration (1992) and at the start oftbe Clinton administration (1993). I3y July 1993 
the President decided to retain an independent ACDA, and in 1994 Congress endorsed 
this: approach and attempted to strengthen ACDA by amending the Arms Control and 
Disannament Act of 1961 (ACOA's founding statute). 

A major benefit for' the administration of the decision was the agreement by the 
Senate leadership to allow a vote on Sellate consent to the ratification of the Chemical 
Weapons Convention (eWe). The Senate consented to ratification on April 24, 1997. 
Six days earlier on April 18, the Whhe I·louse had announced the President's plan for 
reorganizing the foreign a.ffairs agencies. 

The 1997 negotiations among the ACDA Director, the Secretary of State, the 
National Security Adviser, and the Office of the Vice President on the merger of ACDA 
Wit11 the Department of State resulted in strengthening the position of the exis.ting Under 
Secretary for Arms Control and International Security Affuirs, The permanent title of 
Senior Adviser to the President and the Secretary of State Jor Arms Control, 
Nonproiifemtion and Disarmament was added to the Under Secretary's title to preserve 
much of the ACDA Director's statutory relationship with the President and the National 
Security CounciL 

In October 1998 Congress passed the Foreign Affairs Rcfonn and Restructuring 
Ad. This mandated that ACDA be merged Into the State Department by April I, 1999. 
Although momlc in both the Deportment of State's Bureau of Political· Military Affairs 
{PM} find ACDA suffered, the erilployecs continued to perform their own jobs while 
meeting the constant demands of preparing numerous papers and attending endless 
meetings in preparation for the merger. The transition itself was a smooth onc. ACDA~s 

entire personnel complemcnt was tn:msn;rn,,>d to State as were its four bureaus: 
Multila,eral Affairs (MA), Strategic and Eurasian Affairs (SEA), Intelligence, 
Verification and Information Management (1VI), and Nonproliferation and Regional 
Affairs (NP), which were consolidated and transferred to Slate to create tWQ new bureaus, 
Anus Control (AC) and Nonprohferation {NP). The first three ACDA bureaus were 
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merged to become the new BUreau of Arms ControL A small number ofpersonnel from 
State/PM who had worked on similar issues were also transferred to this bureau. The 
Nonproliferation Bureau was creatcd by merging ACDA's Bureau of Nonproliferation 
and Regional Affairs with tbose ofiiccs in PM that had nonproliferation responsibilities. 
The existing State PM Bureau was then refocused to concentrate on defense trade, 
defense c.<port licensing. security assistance fundilig and other defense relationship issues 
(u:., between State and the Department of Defense and the United States and other 
nations), 

The t\VO new bureaus along with the refocused PM Bureau constituted the State 
Department's Arms Control and International Security structure until February 1,2000, 
On that date, pursuant to the Arms Control and Nonproliferation Act of November 199<) 
(a part oftbc State Department Authori7..ation Bill for FY 2000), a fourth Bureau of 
Verification and Compliance (Ve) \V'dS established, VC was created from the AC Burcau 
out ofwhal had been the components of tile fonner ACDA IVI Bureau, Strong bipartisan 
support on the Senate Foreign Relations Committee from Chaimlan Jesse Helms and 
Ranking Minority Member Joseph Bidcn for n separate component to monitor the 
verification provisions of arms control agreements and assure compliance with them 
spurred the creation of this bureau . 

. A~; Senior Adviscr to the Prcsidcnt and the Secretary of State for Arms Control. 
~onpro1ifcration and Disarmament, the Under Secretary during the Clinton 
administration attended and participated, at the direction of the President, in Nation~\l 
Security Council (NSC) and subordinate meetings pertaining to arms control, 
nonproliferation, and disannament and had the right to communicate, through the 
Secretary of Siale, with the President and members of the NSC on these issues. The 
Under Se<!rctary led the interagency policy process on nonproliferation and manag('''{\ 
global t;,S, sccurity policy, principally hl the nrca'> of non pro Ii feral ion, arms control. 
regional s.;::curity and defense relations, and arms transfers and security assistance. By 
delegation from the Secretary. the Under Secretary performed a range of functions under 
the foreign Assistance Act, Anns Export Control Act, and related legislation. 

Integration of the U.S. Information Agency 

The Foreign Affairs and Resfrw.:luring Act t~r1998 

The Foreign AfTairs and Restructuring Act abolished the U.S. Information 
Agency elTcctive October 1,1999, and transferred all USIA functions, except those given 
to the Broudcastillg Board of Governors (I3BO). to the Secretary of State. The transfers 
to the Departmcnt included overseas inlormalion and culluml programs and functions 
associated with tbe Bureau of Infonnation, the Bureau of Educutionu1 and Cultural 
Afi"b.irs, the Ollice of Research and Media Reaction, Worldnet interactive dialogues, and 
appropriate managemcnt and adminharativc support operations, (The Act also abolished 
the Arms Control and Disarmament Agency and transfcrrcd its functions to the 
Department orStatc cm.;ctive April 1, 1999.) 

Also effective October I, 1999. the Act established a new entity, the Broadcasting 
Board of Governors, and transferred to the BBO international broadcasting functions 
associated with USIA's Internationa1 Broadcasting Bureau,the Voice of America 
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Worldne, Television, Radio and TV Marti, Radio Free Europe/Radio Liberty, and Radio 
Free Asia. but excluding Worldnet interactive dialogues and similar overseas public 
diplomacy programs. 

Other signilicanr provisions of the Act estabHshed an Under Secretary of State for 
Public Diplomacy; provided that the Secretary of State would have access to BBG 
satellite facilities; and provided that all fomlcr USIA emp(oyees would be assigned 
positions in the State Department with retention of personal grade, salary, and seniority. 

The Act required that the administration develop a detailed plan for 
implementation of the reorganization. with submission to Congress within 60 days. The 
plan was submitted December 30. 1998~ with modilication issued March 1999. 
(Document 11-12) 

The rationale lor the reorgani7...ation initiative, announced by the President on 
April 18, 1997, was that public diplomacy should be at the heart of American foreign 
potiey formulation within the Department of State. The Plan to Congress noted that 

Integrating USIA and bringing public diplomm;y insights into play sooner 
will result in mOTC effective policies that are persuasive to foreign aUdiences, The 
infusion of USIA's strategic approach to public diplomacy, open style, close ties 
with non-governmental organizations (NGOs), technology for open 
communications, and skillful Internet use will make U.S. foreign poticy more 
agile. 

Taxk Force/or ReOf[!anization Pkmning and implementation 

The Assistant Secretary of State for Administration. Wil~ the USIA 
Reorganization Coordinator. chaired the Task forec for Reorg:mizution Planning and 
Implementation. Joint working groups were established to resolve mttior issues such as 
overseas operations; personnel; tcchnology; space planning; legal issues; security; the 
role of puhlic diplomacy in rcgionul und functional bureaus; tr\lining, budget, and 
financial coordination; and tI series of-other issues affecting the intcgmtion of the public 
diplomacy function wjthin the Department in Washington and the field. 

An important Task Force goal was to maintain an open and transparent process. 
An outrcaeh unit established regular communication with employees on the progress of 
the mcrger through Web sites, broadcast messages, und town haH meetings with 
reorganization principals. Representatives of employee unions were active participants. 

Other significant Task Force goals included a respect for the Secretary's mandate 
to "preserve and strengthen" public diplomacy in the Department; eSlablishment of clear 
puhlic diplomacy program relationships with Department offices and the field; 
strengthening oftechnology,innovation and Internet capability; establishment of 
responsive customer service system!i; lhe use of best practices; and equity in thc 
trc,ltmcnt (If all employees throughout the crosswalk assignment process. 

At the time of the merger, USIA had 6,715 fullMtime permanent positions. The 
crosswalk was designed to transfer 1,294 U.S. positions, 652 American positions 
overseas, and 2,080 Foreign Service National position::> to the State Department. The 
broadcasting entity received 2,689 positions. (See Document II-I3) 
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Creafion ofan Under Secretory (~fSfatf! fi)r Public Diplomacy and Public Affairs 

The reorganization included the creation ofa new Under Secretary of State for 
Public Diplomacy and Public Affairs to advise the Secretary on public diptomacy and 
public affairs and provide policy oversight for the Bureau of Public Affuirs, the Bureau of 
Educational and Cultural Affilirs (responsible for exchange and academic and cultural 
programs), and the Office of International Information Programs (which was accorded 
Bureau status and made responsible for development and production of information ami 
policy advocacy programs for foreign audiences). The Under Secretary was abo 
delegated authority for advising the Secretary on all facets of public diplomacy resources, 
including the allo~ati{)n of those resources: to the regional and functional bureaus and the 
oversighl of their u!)c in the bureaus:, Evelyn S. Lieberman was sworn in as the first 
Under Secretary of State for Public Diplomacy and Public Affairs on October 1, 1999, 

Integration of the Agency for International Development 

The Foreign Affairs Reform and Restructuring Act of 1998 also affected the U,S, 
Agency for international Development (USAlD), but to a lesser degree than ACDA and 
USIA. USAID remained a distinct agency with a separate appropriation. The 
Administrator of USAID was to be under the direct authority and foreign policy guidance 
of the Secretary of Stale, Underthe President's direction, the Secretary of State was to 
coordinate all U.S. devcloprncllt and other economic assistance. As before, USAID 
continued iis foreign assistance programs in the areas crucial to achieving sustainable 
development and advaJ1cing U,S, foreign policy interests: ecollomi>; growth and 
agricultural'development; population, health, nnd nutrition; the environment; democracy 
and governance; education and training; and humanitarian assistance, 

The Secretary of State's coordinating activities included I) approving an overall 
strategy for foreign assistance and economic cooperation; 2) ensuring program and poliey 
coordination among U.S, government agencies in carrying out the Foreign Assistance Act 
of 1961, the Arms Control Export Act, and other relevant assistance acts; 3) pursuing 
coordination with other countries and international organizations; and 4) resolving policy. 
program, and funding disputes among U.S. govenllllent agencies. Activities relating 10 
promotion of exports of U.S. goods and services would conlinue to be primarily the 
responsibility of the Sccretary of Commerce, Coordination activities relating to U.s. 
pnl1icipation in international financial institutions nnd multilateral cHbng: in thc areas of 
currency stabilization. currency convertibility. debt reduction, and comprehensive 
economic rcfonn programs continued to be primarily the responsibility of the Secretary 
of the Treasury. 

The Act of 1998 provided that toc press office and certain administrative 
funetJons of USAID be integrated into the DcpUl1mcnt ofStatc. The Press Office was 
integrated into State's Uurcau of Public AffaIrs (PA), which would be responsible for 
issuing all USAID statements and press releases and for providing media support 
services. Administrative services and such other areas as training, storage, housing. and 
security would be shared with State through the [nternational Cooperative Administrative. 
Support Service (ICASS). The Act also abolished the lnternationa! Development 
Cooperation Agency (IDeA), eSlablished by Executive Order in 1979 as a coordinating 
mechanism, but not active in recent years. 


