28 December 2300

¥r. Ted wWidnmer

National Security Council

014 Exacutive Office Building
Room 216

Washington, D.C. 20300

Dear Mr. Widmer:

With regard to our phone conversation last week about the
first tranche of documents from CIA in support of the
Adminigtration History Project, please find enclosed copiss of
che DCI‘s unclassified Annual Report toe Congress foy the years
1993, 1534, 19%6-159%. Mr. Levit was unable bto locate the 19385
Report to Congress in an unclassifisd form.

If vou reguire additional information or wish bto discuss the

matter further, please contact me at {7037 482-0312, or zhe IXI's
Chief of Staff, John Bremnan, &t [703) 482-7744,

Sincerely,

Debhoran J %’{:}W

Execurive Assistant Lo the
Executive Director
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This Annual Report to the Congress describes intelligence activities in
1993 and is the first to be submitted in accordance with a recent
amendment of the National Security Act of 1947, Ag the amendment
requires, the report is unclassified. Consequently, it provides only a panial
sense of the contributions that intelligence has made in support of national
ebjectives and pricnties. A fuller public accounting wonkd endanger
sources that provide us with vital information and undermine methods thac
are critical for successful intelligence support of policymakers and
military fsaders.

The call for the report comes at a time when the Intelligence Community
is continuing to adapt Hs resources to new chalienges facing the nation’s
security. In making adjusuments and dealing with those chajlenges, we are
working to meet three fundamental criteria for intelligence:

* Relgvance. by providing effective support to mest the diversified and
global information needs of ciacxsmnmakcrs .
» Flexibility, by ada;mng ¢ an ever ¢hanging mmmancznal environment
and new technologies.

Eﬁig&ag& by redivecting resources, eliminating redundant capablhms,
and mnvezzimg internal processes,

As agencies azzfi organizations act on these Criteria, every dollar spént on.
intetiigence will continue to be rooted in the needs of the policymakers
and military commanders who rely on our information and assessments.

’Z'c ensure the most eifcctwc mtcikgcme support for national security
objectives, we have redoubled our efforts to tie intelligence personnel and
assets closely to decistionmakers. Today, for example, inteiligence officers
znd anal} sts are providing 2ssessments to pegotiators tackling critical
issues in arcgs ‘such as weapoens pmhfmuon Andworld wade, are
supporting military commanders for operations abroed, and are working
with FBI officizls on countering international tﬁ:rronsm

In addition, the Community is pressing on with changes ia its
organization and its operations, particularly the collection activites that
make up its most expensive element—restrocturing and consolidating
them in as architesturs that is smaller and more sharply focused on key
needs. We are zalso strearmdining and undertaking systematic reductions
in personnel, By the end of this decade we shall be operating with

21 percent fewer civilian personne! and nearly 23 percent fewer military
personnel than we had in 1990, These reductions, which cut right to the
bone, go well bevond the goals set by Presidential Execotive Orders and
the National Performance Review (NPR} of September 1993,
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Intelligence—¥ramework and Focus

Intelligence is a vital element in svery substantial
international aervity of the United Suues
Government, The information advantage supplied
by good intelligence gives the US a critically
important edge in managing its strategic national

interzsts. Faor intelligence organizations, this means

warning policymakers and military leaders of
immediate crises—such as could oceur in North
Korza, It also means giving these officials advance
knowiedge of long-term dangers-including, for
example, threats posed by countries that covet
chemical, Mologicyl, or nuclear weapons. It meany
safeguarding public security by countering threats
from terzorists and drug taffickers, it mweans
supporting economic sedurity by uncovering
foreign sHorts &t bobery and other schames w it
the playing field of intgrpadonsl wade, And it
means wultiplying the effectiveness of US military
forces deployed for operational or humanitarian
purposes.

Renewing the Inteliigence Framework
in the last severa] years, the Intelligence
Community has dealt with change, Functional and
structaral shifts and reorganizations have marked
the Community’s effort o accommodate the new
circumsuancey of internatiopal politics, economics,
and spife-—and o dg 30 from 3 seund mabagement
and resousce perspective. This is & process that
will continue, but much has already been-done.
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A framework for Community organization hag
ernerged, which gives managers of individeal
disciplines (signals inwelligence, human
intelligence, and so forth) respongibilities across
the entire Comrmunity. This framework is intended.
1 help foous the resources and ¢ffors of all
agencies, so that inelligence capabilities are
coordinated, prdentdy managed, tailored 1o present
needs, and poised to meet futare challenges.
Significast recrpanizations within all major
iniciligence agencies have been made with an eye
botly to greater Community-wide copperation and
to increased internal efficiencies.

Similarly, the Community has moved o revitalize
its refationships with consemers and ensore 2
sharply focused understanding of their peeds. At
the national level, for example, in order 0 cope
with a world where old paradigms no lenger apply,
we have made 3 concerted effort to broaden the
Community’s analytival pergpective, New emphasis
has becn placed on extemal views and
distingnished analysts from academia and
elsewhere have been brought into the Community,

The Community has also pressed on with
reassessments of its collection needs, based on an
understanding of what issues matter most to its
consmmiers. Maoch effort has been spent over the
past year on long-term plans for collection.
Implementing those plans and the resalts of the
reassessments will take tme, given the nature and
complexiry of the collecton apparatus and the lead
tmes noecssary to consolidate existing programs.
The resuly, though, will be & collection architecturs
that i5 sooaller sad better integrated than ioday, and
more cizaly based on consumers’ needs,

Understandior and Meeting Congumers® Needs
Those needs will be better understood and
represented ag & result of implementing the
National Intelligance Neads Process. Conceived
last year and developed with broad consumer and
Intelligence Community input over the last seversl
months, this process. isciniended o give consumers
a clearer voice in priontzing the Community’s
work, It is also intendet'to improve the
Commaniry's responsiveness o neads as they
change, and (o goide the efficient allocation of
imelligence collestion and apalytc resources—for
both near and long-term planning.

The Nesds Process consists of two components:
* "Tizrs. As a bagis for intelligence planning,

gonsumers, acting through the National Security
Couacil (NSC}, will set prioddes by placing


http:prioriti.2j.ng

Additionally, the opening of closed societies and
the general information explosion worldwide have
ied o far more open sceess (o information.
Toupled with the shift in policy interests, thig
devetopment has raised the nead (o rethink
collection stategies and resource allocations, The
Community is being challengad 10 manage its mix
of upen and classified sources, and sepecially o
tagk classified sources only afier ensuring that
adeguate information is uot openly available,

The Inwlligence Community possesses—.and wiit
retain--a unique capability to discover and assess
the facts, whether on milirary forces, narcotics
movements, gray arms wansfers, oniteal technelogy
sdvances, or any of a host of oter issues. Policy
and military planning depend fundamentalty oo the
accurate understanding of forzign capebilities that
this kind of analysis producegs. The sanure of
emerging high-priority issues, though, is alsc
leading to added emphbasis on the intenyons of
foreign desisionmakers, These questions—
including, for examplc decisions like Saddam
Hussein faced in the Gulf War on the use of
chemical weapons-—are difficult to address and
have added to the complexity of the intelligence
task. But accurate discovery or assessment of
intentions ¢an provide a critical edge. By focusing
on fareign plans 1o create threatening new
capahilities, for example, intelligence can provide

decisionmakers mors lead-time to thwart emerging .

dangers to US intergsts.“

at

Ry any measure, the Defense Community will
remain the largest intelligence consumer,
Maoreover, the Gulf War set new standards for
intelligence support & tactcal military foresy,
stapdards that the Intelligence Community will be
expecied o surpass in s future suppon for
pperadonal activities. When US miliary forces are
committed abroad, the Inweligence Community will
be expected to bring natonal and tactical
ipreiligence capabilities w bear in a-coordinated
fashion. Oune clear beoeiit of the denision to weat
national and tactical intelligence spending 28
related parts of a whole has been a morg effective
and efficient approach 1o this task. ;

All these factors are contributing o continued
changes in the way the Community functdons, both
ipternally and with respest t¢ %5 customers. In
making such changes, intelligence agencies are
using as a benchmark the need (o unprove the
effectiveness and quality of their work through
greater iategration snd copperation-wthis is a
Commupity imperative. The aim of intslligence
work, though, will remain the provision of amely
and relevant knowledge and forewarning to
policymakers and miliary leaders,

i
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We also provided analytical road maps on how
well the nations in the former Sovier Union and in
Eastern and Central Europe are faring with their
economic reform efforts. How these nations
parform economically can determine how well they
do politically and whether regional and global
stability will be enhanced or threatened, In
addition, we provided expertise in trade, finance,
and energy o help the US thwart efforts by
countries such as Irag, Libya, and Serbia from
circumventing United Nations sanctions.

In other support efforts, we asssssad how some |
governments violale the rules of the game in
international trade. Economic policy agancics
relied on intelligence for details about unfair or
questionable practices by forgign competitors——
details which contributed significanty to a leveling
of the playing feld in international wrade, allowing
1S companies © compete succassfully for
coniracts worth hundreds of millions of dollars,

Counterterrorism

Terrorism has not abated: there were 427
international tecrorism incidents worldwide las
year, compared to 362 in 1992, The most dramatic
event wag the explosion in February beneath the
Vorld Trade Center Complex in New York.
Throughout the year, the Communmnity provided
extensive support to the US effort to preempt such
acts. When terrorist aces did ocgur, the {ommusnisy
supported efforts to idengfy a.atg. bying perpetraions
1o justice. The Intelligence Community, for
sxample, contributed substautially w the

coordinated effort launched immediately after. the.:: - \

Trade Center bombing to determine responsibility
for the inéident. During the course of the
investigation into the bombing, information was
developed that led to the discovery of additional
terrorist plots to bomb prominent facilities in New
Yorkeincloding the United Napans headquarters
and the Livcoln and Holland Tunnels.

Intelligence alzo supporied the investigation of the
plot 1o assassinate former President Bush during
his April visit to Kuwait, Intelligence helped
determine that Irag was the instigator and provided
Jjustification for the subsequent US strike on the
Iragi intelligence headquarters in Baghdad in June.
Imeihigence xso supported the plansing, conduct,
and evaluation of the strike,

e
e

Support for Military and

Hamanitarian Operntions

Intelligence wasz instrumental in supporting US -
military forces and intemationsl peacskespers in
Somalia, the Parsian Guif, and the former
Yugnslavia, In imagery suppor: glone, sne sgency
processed over 14 million feet of aircraft tmagery
1o support peacekeseping and humanitarian
opersions in Somalia, to help enforce United
Nations-mandated resmictions in Iraq, and 10
provide policymakers with intelligence on
developments in Bosma

Timely support was provided for humasitanan
relief flights of food and medical suppliss to
Bosnia. US and allicd commanders were interested
in any informaton that would affect the ¢fficiency
and safety of relief operations. Intelligence
provided such information, giving milivwy
commandsrs insight into porential threatswwand an
cpportanity to plan effective counters 1o them.

Ipwelligence aiso played a significant role in
support of forces deployed 1o Somalia. We
provided ractical suppont to US forces and
monitored warring factions and the threat they
posed to peacekeepers and relief workess.

Intelligence organizations also continved to support

operational efforts in Irag. Intelligence was used to
selest targets for US retaliatory strikes and o
perform bomb damage assessments, Intelbpence
was also key to the detection of violations of

’z’zzmzazzmza} sancHons. <

e
Counterparcoties. or”
lrz:aihgmce fooused on chszupzmg “and dismantling
major cosaine apd heroin trafficking orgRalzations
and on building host counuy countemarcotics
capabilities. Using the full array of intelligencs
resoucces from human sources to national technical
means, Intelligence Communiry efforts tracked
clasely with pricrides sstablished by the
President’s Mational Drug Smategy, snd directly
supported the Drug Enforcement Adasinismraton’s
Kingpin Sumegy, the FBIs National Dug
Strategy, and detecton and monitoring initatives
in the Department of Defease,
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Looking Ahead

Today, the Cold War—and its dominant impact on
rationa! security needs——is gone, With 1t has gone
2 40 year framework for imelligance. The
Intelligence Community has acted on this change
and has worked out strategins 1o adiust and
structere its resources and capabilities to reflea:
aitered necdy and new rasks. But the end of the
Cold War has not brought an end of conflict, nor
an end of threats 1o our security and to that of cur
allies, Intelligence thus remaing an important
ingredient of US national security policy—focused

on the global information needs of decsionmakers.

© The task for iptelligence orpanizatiops in the

emerging ers is clean

* To support policymakers working to expand the
gainz of the past five years, :

* “To remain vigiiant against nations that take
actions intmical to US interestd and w0 the US
goal of a more peaceful world.

* To provide the full range of intelligence

necessary to support military operations,
including the early warning needed in light of a
reduced military force.
o
* To be prepared for the unknown, Next year may
bring a different ser of headlines, a different

geography of crisis, and z new set of probiczzs -

that can threaten US interests.

Consumers’ needs dictate the capabilities the
Community must have, In line with those needs,
the mix of Community activities reflects the
necessity for an istelligence system that is
relevant, flexible, and officient—a system that is
capabie of plobal sccess. The mix also reflacis the
need for an intelligence enterprise that is capable
of responding to.z changing enviroament,
incluting the ability 1o support military planning
and operations when US foress are deployed
abroad-—intelligence is increasingly the eritical
force muluplier component,

LTS

For the near term, three broad areas of policy
interest will require significan: intelligence
emphasis: .

* Continving probiferation of weapons of mass
destruction,

* Exonomic security.

* Regionsl conflicts that dhreates US intorests,

. in addition, the Intelligence Community's role in

operatianal support will require focused effort in
three areas:

« Support for military operations in peace, ¢risis,
angd vear-izn waditional and pontraditional roles.

« Suppore for efforts 1o counter internationsl
terrorism, drug tafficking, and illegal tschnology
gade.

* Sopport for multlateral organizations eagaged in
internarional peacekseping missions.

It also seerns clear that certain specific issucs are
bkely o require attention:

* Moprh Korea's attempt to develop a nuclear
capsbility, its military ?mp&zmona and its arms
ransfers 1o mh:r cqum

* Russia’s continuing sm:gg%a for democracy and
economic reform. -

* Prospects of worsened instability in the republics
of the former Soviet Union.

* Swrife in Bosnia, Somalia, and Hain
* Military modernization in Iran,
* Continued Iragi intransigence.

* Politcal, military, and economic evolnlion i
China
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THE INTELLIGENCE COMMUNITY - 1994

The US Intelligence Community (IC) provides timely and accurate
information to policymakers and military commanders on a host of issues. This
information helps policymakers prevent or respond to war and conflict; control
or modify intemational events; and negotiate treaties on economic, political,
environmental, and military issues. izitalhgence also supports military
commanders in peacekeeping and humamtanan relief efforts, and in armed
conflicts.

President Clinton recently observed, “Most Americans never know the
victories our IC achieves or the crises it helps us avaid...” This Annual Report
discloses some of these successes. The report protects the sources providing vitl
information and the unigue methods ciitical to acquiring data surreptitiously,
but it provides insights into the contribution Us intelligence makes to support
- national objectives and priorities. The report also addresses the challenges facing
the [C and its strategies for responding o those challenges. £

SUPPORTING POLICY FORMULATION AND EXECUTION

The IC uses an array of collection and analytic capabilities to support
policymakers as :?igy confront new issues and form appropriate o responses.
Decisionunakers receive the latest and best information available in a variety of
formats: from phone calls and videoconferences to formal published reports or
detailed substantive briefings from interagency task forces.

Support to Military Operations and Crisis Support. Much of the IC’s
effort is designed to sypport US mziztary needs during hostilities and other crises.
Wher: policy decisions mandate or involve the use of US military forzes for
combat or humanitarian and disaster relief, i s intelligence that helps protect
our troops and enhances their perférmarzce Moreover as crises emérge;
'melllgence often provides the oniy reliable and accurate information abiout
ongoing events and leadership intentions. Human sources on the scene,
overhead reconnaissance, and technical eavesdropping provide a critical
difference in the speed and accuracy with which our goverrunent can act.

During several crises in recent years, military leaders have had ready
access to responsive, tactical intelligenne from several joint IC endeavars. The
Pentagon’s National Military Joint intelligence Center, augmented by analytic
and administrative support from the National Military [ntelligence Production
Center and.the Central Intelligence Agency’s {CIA) Operations Center providad
daily, around-the-clock support. In addition, interagency task forces were
quickly set up to focus analytic and collection capabilities on hot spots and

urning issues. Finally, National Intelligence Support Teams, comprising
intelligence officers from e varlety of agencies, were dispatched with the
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deployed forces to provide expertise and direct two-way access between the [C
and military commanders. For example: :

L

During the 1994 Cuban migration crisis, an interagency Cuban Task
Force provided inteliigence on the flow of refugees and insight into the
Cuban leadership’s interticns.

When military units deployed to Rwanda for Operation SUPPORT
HOPE, the iC provided updates on popuiation movements between
camps and Q{Jt@ntm‘ threats to US’ troops and refuges camps from
nearby volcanoes. Our forces were able to establish camps in safe
areas argd move refugees from higherisk areas.

During the crises in Somalia and Haiti, assessments were provided to
policymakers and military commanders on threats to US forces, the
indig&nmzs logistical infrastructure, difficulties in distriputing food
and medical supplies, and prospects for restoring democracy. Military
linguists with Haitian Creole skills also provzded direct apgrarmnal
and intelligence support.

To help policymakers prepare for potential trouble, the IC cataloged and
ranked the world’s most dangerous nuclear reactors. The information assisted
policymakers in prioridzing safety assistance programs and planning for
potential disaster relief.

Treaty Monitering. The IC monitors foreign compliance with
international accords covering & vanety of topics, including fair trade
agr&&mengs dxsaz{:za’nent andg mulitary force levels. Qur efforts include:

L]

£

Intelligence support alloweg US policymakers to issue demarches to
Beijing on China's sale.ofits M-+11 short-range ballistic.missile to
Pakistan, in viclation of the Missile Tec! ﬁoiooy Control Regxmﬂ

Activities related to Intermational Atomic Energy Agency Safegzz%rés
and the 1991 North-South NonNuclear Agreement enabled
policymakers to engage North Korea over the production of weapons-
grade fissile materials.

The March 1954 arrest and June conviction of chemical weapons
protiferator Manfred Felber deterred illegal shipments of restricted
military equipment from reaching Iran.
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COUNTERING THREATS TCO US INTERESTS AND CITIZENS

In addition to traditional military and political collection and analysis, the
IC is vigorously engaged in nontraditional targsts and issues, such as economic
security, counterterrorism, and counter-proliferation.

Economic Security. The IC provides policymakers with information and
assessments on questionable foreign competitive business practices and financial
dealings, monitors compliance with sanctions and international economic
agreements; and explores new prospects for regional economic opportunities.
The Commmunity also examines illegal activities supported or condoned by
foreign goverrunents that unfairly disadvantage commercial and private interests
of national concern. Surveitlance activities this past year enabled US authorities
te arrest and indict two Chinese, iiving in the United States for stealing nearly a
million dollars worth of proprietary computer source codes. Washington and
Beijing subsequently negotiated new trade agresmaents that protect patented
.. intellectual property rights and stop the sale of illegally copied software that
already has deprived US industry of a billion dollars.

Countersterrorism. The IC plays a strong role in protecting US citizens
and interests from terrorist attacks by providing threat assessmen's, advisories,
and alerts and helping to bring terrorists 1o justice: It also supports the US
Government engage in cooperative ventures with other governments in
international efforts to combat terrorism. During 1994, these activities supported
the successful prosecution of four men involved in the February 1993 bombing of
the World Trade Center in New York City. Each defendant was sentenced to 240
years in prison and was fined $500,00C.

Counterproliferation. The IC emphasizes the need to contain the spread
of nucigar, bieiggiéai (%W), and chemical weapons (CW) of mass destruction and
other advanced weaponry. L e ) R

' IS O S iy
« Last year, the Community aided the successful interdiction gf missile
solid propellants and chemical agent precursors destined for Irag and
addressed questions about Iragi Scud missile inventories.

« Irconfirmed the Chinese development of two new surface-to-air
missile systams that significantly improved Chinese naval air warfare
capabilities.

IDENTIFYING OPPORTUNITIES FOR US ADVANTAGE

Technology increasingly defines national strength. Last year intelligence
informed US policymakers about foreign government programs that subsidize
commercial research and development in a variety of technologies. This

sy
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information helped our policymakers to develop responses to practices that
provided foreign firms with an unfair competitive advantage over US industries.

The IC also sought apm}"mmtzes to transfer technologies to public use,
The 3 January 1995 issue of New Technology Week reported that the National
Security Agency (NSA) offered fact sheets on 17 of its technologies at a fall trade
show for potential transfer to LIS industry. Highlights included a portable
fingerprint scanner, a dual speach-and-image-récdgnition personal identification
system, & portfoiio of programming languages, a multimedia language training
package, and a series of electronic cevices for processing and storing computer
data.

The Community also shared technology invelving advarced imagery
processing techniques with the medical community. These techriques willbe :
used for the early detection of breast cancer. A leading medical authority
assessed that this development had the potential for reducing breast cancer
- fatalities by a third.

SUPPORTING OTHER US GOVERNMENT PROGRAMS

The unique capabilities and skills of the IC frequently benefit other US
Governrment agencies and activities. For example:

+ Language tools for nonlinguists, deveioped by the DCK's Foreign
Language Committee, have been used by the Coast Guard and the
Immigration and Naturalization Service field personnel to
comrununicate with non-English speakers. In one instance, these tools
supported the Coast Guard's interdiction of a Chinese alien-smuggling
operatidn by,enabling communication in Fujianese, a Chinese dialect.
The Commandant of the Coast Guard, in a personal latter to the DCI,
described the toois as having “immeasuratle value~and stated that N
they had been put to i}%m:?gjfﬁa%e‘ use. e .

- Lo
wha

« The Cammumty s extersive familiarity with today’s increasingly-
complicated signals environment was instrumental in helping to train
Signals 2nte%lxgeme operators from the military services and improving
. operator efficiency and expertise. :

The IC also nas expandad information sharing with gur allies. NATO for
the first Hme received reporting on the proliferation of weapons of mass
destruction. Tactical intelligence also helped protect and guide the movements
of US, UN, and NATO forces operating in northern Iraq and the former
Yugoslavia. This included direct intell lgence support for the first combat
operations ever undertaken by NATO. I:* addition, for over 158 vears, US



intelligence has contributed to the Middle East peace process by reporting to all
parties of the Multinational Forces and Observation mission in the Sinal,

ADJUSTING TO THE NEW WORLD ORDER

Tre IC is undergoing a period of rapid transition. Itis improving and
modifying sources and methads for obtaining information as the needs of its
customers continue to change in type, scepe, precision, and umeliness. Like the
rest of government, howeves, the IC must fulfill today’s needs and prepare for
tomorrow's demands amid resource constraints.

Such a dynamic climate offers challenges and opportunities, and the
Community has undertaken several inidatives to improve its operating
effectiveness and efficlency. It has begun implementing a National Intelligence
Negds Process to erhance customer focus. Coupled with Comumunity support
for the new Presidential Decision Directive/NSC-35 on intelligence priorities—
~1ssued in January 1995--it continued to redirect US intelligence operations and
developmental activities to maintain focus on the geographic areas and-
substantive topics of highest imporiance to its consumers.

The IC has emphasized developing programs joinily with the Department
of Defense {DoD). Community focal points have been designated to coordinate
open source, foreign language, and research and development activities.
INTELINK, a classified version of INTERNET, is being used to globally integrate
information systems across the Community and its customers. Similarly, an
open source information system--an “Official Use Only” private natwork
operating on INTERNET—is being used to access directiy unclassified sources
maintainad on INTERNET and other comunercial systems and to disseminate
that information warldwide. Finally the Comrmunity is working to implement
changes recommended by a Joint Security Commission to improve security while
fostering more openness with the Amaerican people. e

' RIS, S T
“These initiatives clearly are enhancing the quality of our perforprance and
reducing costs. They emphasize expanding Community interactions, focusing on
the customer, and streamlining operaticns.

Redirecting Community Aftertion. Collection and production
capabilities previousiy focused on strategic military targets in the former Soviet
Union now are directed primanly toward political and ecenomic topics, weapons
proliferation, force modernization, and support to military forces. Transnational
orgaruzations are increasingly important. The IC s focusing on tracking foreign
terrorist groups and patrons, narcotics producers and traffickers, organized
crime groups, arms dealers, and individuals, companies, and governments
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involved in unethical foreign comimércial practices. To better address these
topics, the Community is refocusing attention on: ,

« Expanding coverage of countries that are hostile to the United States,
or that have strategic weapons arsenals, economic or political power,
or long-term orientation will decisively affect American national
security. .

» Developing human sources to collect against transnational
orgarizations.

» Enhancing the foreign language skills and the cultural and area
knowledge of our collectors and analysts.

« Using open source materials to focus human and technical clandestine
operations more efficiently.

+ Increasing our production of actionable intelligence that gu?pc,rts law
enforcement agencies.

Focusing on the Customer. In 1994, the Community began implementing
the National Intelligence Needs Process to ensure a lively dialog with its
customers. The Needs Process is intended to align resources with our customers’
highest prloz‘ztzes and will help guide intelligence program planning and funding
decisions. It alse is used by the Dol to help assess military intelligence activities
and is facilitating closer coordination across all US mf@iagence programs.

Last year, 18 issye areas were icentified as the primary intelligence needs
of policymakers and warﬁgh ers. For each area, the Director of Central
Intelligence {XCT} assigned an Issue Coordinator with responsibility to identify
and prioritize customer needs and-guide the way inteliigence programzesamd
to these needs. e

ey

-

The IC is continuing 10 refine the Needs Process in an effort to Hink
resource allocation decisions explicitly with customer needs. This process will
help identify activities that are ¢rideal and those that—while important--should
be canceled, delayed, or reduced to free resources for higher priority ventures.
We expect our customers to benefit from having their needs drive the way we
aliocate resources and set the priorities that focus our efforts.

Strz*amimmg {}peratmns The Commu nz%y actively participates in
administration efforts to “reinvent gmfemment and iImprove its efficiency and
value. The Vice President concurred with over 30 actions, including énhancing
responsiveness to custorners, linking Community computer systems, and

e
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improving capabilities to support ground troops during combat. Neariy half of
the actions have been compieted and the rest are on or ahead of schedule.

The IC is streamlining organizational chains of command and reducing
the nismber of personnel. In the largest reorganization in irs history, the NSA
reduced staff organizations by 50 percent and the number of second- and third-
ling organizations by nearly the same amount. The Deferse Intelligence Agency
(D1A) reduced supervisory positions by nearly & third and consolidated its
hurman source collection activities with those of the military services into a single

‘organization, the Defense FIUMINT Service. By the end of this decade, the
Community will be operating with 21 percent fewer civilians and almost

25 percent fewer military personnel than in 1990. These reductions—which far
exceed the goal of a 12-percent reduction by 1997 set by Presidential Executive
Orders and the September 1993 National Performance Review--increase the
funding available for investments in-fiture capabilities.

- ADVANCING RESEARCH AND DEVELOPMENT

The Comumunity is building on available commercial technologies and
epenly soliciting ideas in key areas. It is sesking zdvice from leading-edge
scientists and technology innovators, and making “seed” investments in areas
that offer potential for high payoft but have smaller chances of success.

. The DCI's Advanced R&D Committee worked with the Imagery R&D
Council and R&D managers from the Departments of Energy and Defense to
produce a Critical Technologies List to guide investment decisions. Key areas
include

« Sensorsnuslear, biclogical, and chemical; fiber optic technology;
detection of undezwauﬁﬁ facxlmzss, iarg&apermm systemsj

‘I' L nE
+ Comrunications (coveﬁ:’commumcabam and netwar%‘s’j
) -,,-‘..-‘“
» Data Storage and Managemeni {recording and data storage and *
information management].

» Enabling Technology {(power sources and low-power
microelectronics). . :

The following items highiight the breadth of Commuz‘ziz}z activities:

+ Stare-of-the-art DNA a*zalvszs g,szgnmqu% were used to collect
biclogical warfare signatures from a variety of settings.

=

» Advanced Processing (high-performance computing and analyst tools).

i}
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Adaptive antenna arrays promise improved capabilities to extract
signals from complex electromagnetic environments.

INTERNET, 2 worldwide computer network of shared public data
basas, is being tested as a means of providing efficient and timely
access i open source information. ...

A public annpuncement soliciting new ideas for small power sources
and power storage devices led to funding of several selected research
projects,

IMPROVING QUALITY PERFORMANCE

The IC established 2 Quality Council to improve the efficiency and

. effectivenass of intelligence. Chaired by the Deputy Director of Central
Intelligence, the Council oversees implementation of the actions endorsed by the
Vice President and promotes quality initiatives throughout the Community,
Components are independently conducting self-assessments based on the criteria
in the President’s Award for Quality and are using the results to guide actions.

Several “Reinvention Labs” were created to stimulate innovative thinking
and actions: :

-

One lab examined ways to improve intalligence support to combat
forces at the division level and below. The results are being reviewed
by senior officials in the Commurity.

AN
Another lab is developing new tools to rapidly search and retrieve
information from massive niultilingual bodies of tex%?hroxggn an
innovative partnesshipb¥tween intelligence agencies, defeases
industry, and academia. Commercial pmzmcts and several pfototype
government applications are zlready emerging. =
A third lab created a Unified Testing Plan for foreign languages which
significantly improved interagency cooperation and sharing in
language learning, deveioped language tools for the Coast Guard and
the lramigration and Naturalization Service, and created and marketed
an innovative, interactive video language training programina joint
venture with the private sector. This lab, sponsored by the Foreign
Language Committee, was awarded Vice President Gore's rein wventing
goverrunent “Hammer Award.”

Other examples of Community innovation include NSA's ongoing quality
activities where computer and network installation time was :edwad from over
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100 days to just 14 days. These measures reduced general supplies and
equipment purchases by $25 million per year and streamlined the bill-paying
process to avoid late-payment penalties. CIA's Office of Information Technology
was a finalist for the 1994 Presicent’s Quality Improvemnent Prototype award, the
second highest quality award in government. Community-wide benefits are
being denived from a badge reciprocity system~—-berween CIA, NSA, DIA, the
Department of State, the Central Imagery Office, and the Joint Chiefs of Staff—
that has reduced the cost and inefficiency of passing employee clearances to
other agency compounds for visits,

AREAS FOR IMPROVEMENT

The IC also is reviewing its personnel policies and business practices in .
light of the Aldrich Ames case and thegexual discrimination case against CIA's
Cirectorate of Operations. Although Ames was eventually apprehended, we
. clearly missed several early warnings. Faced with the reality of this failure to

protect our nation's secrets, we have renewed the emphasis on
counterintelligence awareness and accountability and are working to enhance the
security consciousness of our employees. The sex discrimination case filed by
female case officers has prompted the CIA to renew its efforts to ensure the fair
and equitable treatment of all employvaes.

The Comununity also is reviewing its efforts to keep Congress abreast of
plans and aciivities. The concerns raised by the Senate Select Committee on
[ntelligence that it had not been kept fully informed about the status of the
Nationa! Reconnaissance Office (NRO) building underscored the importance of
providing complete and accurate information. Community componers are
reviewing their policies and procedures for ensuring Congressional netification
and are underscoring those responsibilities to al) employees.

T o . e

CHALLENGES AHEAD . .~ " e

We anticipate that the international environment will remain “’:’:zf*;hgamic
well into the 21st century. Such a world increases the importance of inforrtation
for those who make and implement policy. US policy officials and military
commanders must understand the cross-currents, pressures, plars, aspirations,
and capebilities of foreign goverrunents and endties to reduce uncertainty and
maximize the ability of the United States to protect and promote its national

interests. At the same time, we expect continuing constraints on resources as the
governument seeks o reduce the budget deficit. The IC will attempt to reconcile
thase needs and constraints by improving efficiency and concentrating resources
on priority targets. It also will seek to ensure responsive global reach, flexible
collection resources, expert and versatile persornel, and cr;ms or wartime suige
capabilities.

Ly
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As the Community proceeds with these efferts, it wili face numercus
challenges. The Community will need to: :

= Develop collection systems able 10 access and exploit increasingly
sophisticated technological targets,

« Maintain collection, analytic, and exploitation capabilities while
downsizing personnel.

» Deal with the expanding velume of open source information which in
turn improves the targeting of higher risk and higher cost intelligence
cotlection systerns.

» Focus more resources on nontraditional targets.

*

Expand intelligence suppot! to military operations,

Our inteiligence infrastructure will need to be flexible, aiir:m*mg s 1o
redirect the substantive and geographic focus of collection and analytic
resources. We n longer are able to maintain a constant global presence or
provide unbroken coverage of our formerly extensive mix of issues. Establishing
a flexible infrastruchure will reguire prudent investment in collection and
processing systems. These systems must be evaluated by their contribution to
our overzall intelligence capabilities and their ability to provide flexible global
reach against all likely targets.

The commitment and pwfessmnaizsm of cur people have always been
among our strongest assets, and intelligence professionals possessing both
substantive expertise and operational skills are key to the Community’s
successful support of policymakers and military commanciar&r%rthermcza .
changing customer needs are reduizifg 2 wider variety of substantiv&and : -
language axperts. Qur ability to respond, however, is being hamperegdiby
personnel downsizing that affects the mix of skills brought to bear on changing
targets and issues. We are stepping up efforts to cross-train and retrain pur
employees and draw on gther expertise. QOne defense component, for example, is
implementing an innovative program that uses military reserve personnel to
provide needed language skills. Advances in technology and process
improvements are enhancing each individual's productivity and versatility.

In looking ahead, it is clear that intelligence will remain integral to the US
Government's ability to provide interngtional leadership and protect US interests
during peace, crisis, or war. The United States will benefit from the IC’s
worldwide capabilities to reduce uncertainty, provide wammg, aid in crisis
management, and bolster waz-fighting capabilities. In the future, intelligence
capabilities will continug providing the qualitetive advantage required for



effective international leadership. Intelligence will help policymakers anticipate
and understand developing threats, manage events, and identify advantages. It
will support a wide range of policy endeavors, from trade negotiations and
diplomatic initiatives to humanitarian aid relief and the enforcernent of UN
sanctions ageinst rogue states. Intelligence also will track foreign weapons
programs and monitor force structure changes and operational planning. Our
intelligence professionals and technical systems will provide rapid and effective
surge capacity during crisis and war. Intelligence will remain key to the
continuing ability of the United States to protect is citizens and their way of life.

=
j
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ANNUAL REPORT ON INTELLIGENCE COMMUNITY
ACTIVITIES

This raport responds to & Congressionally directed action
contained in the Intelligence Authorization aAct for Fiscal Year
1827, Refergncing Section:i09 {as amended in 19%8) of the
National Securliby Azt of 1947, the Act directs the Prasident o
submitr azn unelassified report “on the r&quiramen;s of the United
Srates for istellligence and the 2rtivities of the Intelligence
Community.* In keeping with this z&gu;remaqt rhis repors
identifies areas where intelliigence is reguired to mest the
natienal security interests of the United States and reflects the
priorivies established by the Administration for melemenzazlon by
the Direcvor of Central Intellige=ase (DCI. It evaluarss the
performance of, the zatell.gamae Commuriity for FY 1986 in terms of
its responsiveries® to priorities advanced by Che Administration.
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ANNUAL BEPORT ON IWNTELLIGENCE COMMUNITY ACTIVITIES

IHTRODUCTION

The Intelligence Community 1s respensible for previding
vimely, unigque information to the pelicy level to support US
mational gsecurity objeccives, A centrel cthesis governing the
conduct of this =2ffort is that not-all issues are of egual
importance te U$ securiiy interests. The President in a directive
ro the Director of Ceniral Intelligence has unegquivoecally stated
that his most important and inmedfate [oreign policy concerns are
crigis si=uations that pose 2 Jdirect or immediate threat to US
interests, where the introduction of US forces is under aciive
congideration, or where US forces are operationally deployed and

ar risk.

ma this end, the Intelligence Community has provided

_significant support to US diplomatic activities and deployed US
‘oreces in Bosniz and to orther crisis areas such as Haiti and
Cenrral Africa. In the case of Besnia, the Communibty provided
“gar-real-cime information, Ssours commuinications, immediate and
high-guality analysis, and the access afforded by Incelligence
Community lialison relationships Lo ocur top ciplomats and military
commanders. These capapilitiss have been wvital to the protecbion:
of U8 forces in Bosnia and to efforts 1o implismnani the Dayien

Agragment..

In addicion to supporting the US responsse to ongoing orisas,
the Intelligence Cemmunity has carried out other high-priority. |
strategic tasks: -

+ Deliveyring against the Administration's priority
intellivpedce targets: rogue states--North Korea,
Iran, Irag, and Cuba; major stranegic maclear powers
in, traﬁs;tﬁanwwchlna and Russia. and prinsn akzcnal
borderiess issues-~¥&rrorism, narcotics, ars e
proliferacion, and international organized cpjime.

+ Ensuring that the Intelligence Community has global
coverage--namely, an eifective warning capability to
provide indications of ¢rises that may reguire
gignificant US gdiplomatic activity or military
operations; the c¢apabllity to surge coollection and
analyvsis when a ¢risis ocours: and a minimal, though
adecuate, level of coverage on lower-priority
countries.

« Preoviding a scund programmatic and financizal nasis for
maior new investmencs to ensure the Intelligence
Community increases 1ts apility to Qdeliver distinctive
zctionable informacion well inte the Z1st cenrury.
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HIGH PRIORITY INTELLIGENCE TARGETS .

Rrogue States

The Intelligence Community has begen directed te conduct
erd-to-end ecollection and analysis on rogue stabtes, such as Iran,
Irag, Norch Korea, and Cuba, whose policies are consisrently
rostile to the Unlted States. The Community accords high priority
to these intelligence targets. During FY 16%&, ig delivered
accurats, acricnable informarion on & continuing basis on these
countries., Ameng the Community’s many accomplishments wers Lhe

follawing:

» Through a variety of collection means, intelligencs
provided critical, unigqua, and timelv informacion on
events in Irag leading up to the fastwpaced tactical
U5 air strikes in the southern part of that counbiy
during August and September 19%6, The near-real-time
capability to jldentify operating sites as soon as they
ware active enabled missieon planners to identify
immediately new threats to US aircraft and poetential
rargets for planne§ alr strikes.

s Inmtelligence provided informarion osn the plans of zome
w¥ the rogué states Lo zcguire and or retain weapons
of mass destruction and Lhe means Lo deliver rhem.

+ Intelligence continugd to monitoer Iragi vislarbions of
economic sancriong. It alse provided evidence tChat
iran was allowing Iragi oil exports to transit Iranian
territprial waters.

oW

. %7 o & L

Strategic’ Fowers in Transition .
] e e

As majer states in transition, China and Russi&¢§éesenc
formidahle strarvregic challenges. Both are poligical and sconomic
powgrs that can decisively affecr US nacional security interescs;
both zountries also vossess stravegic nuclear forces. The
Community continues o monitor the peolitical dynamics end military
capabilivies of thaese nuclear-capable states.

*+ A resurgent, hostile Russia <ould threaten US interests
in that it scill retains 2 mader nuclear arsenal of
nesrly 6,000 depleved stracegic warheads and & range of
gevelopmens programs for conventional and strategilc
forces. n terms of overall mililtary planning. the
Russian Government is emphasizing ressarch and
devalaopment over production in its parceling of a vight
defense budgetr. The Communiny continugs to monitor the
modernization of iis stravegic forces, including the

Fure



testing of new land-roolle and sza-launched
intercontinental balllistic missiles.

« China has bought weapons and weapons techrnology from
Bussia. including mecern fightey aircraft, air dsfense
systems, and submarings. In faceo, Thina's once
noscile relaticnship with Russie 1% now touted by both
sides as 4 new cype ol “scrategic parbnarship” for the
next century, with & strong emphasis on cooperation
and high~level congacis. As a consecuence, the
Intelligense Community is ménitoring China's
avguisicion of this advanced Russian weaponry &s well
as the continued expansion of Chinese strategic
niclear forces.

Transnational Issues

The Intelligence Community also has focused on trensnational
“porderless” lssues that thresten national security both at home
and abroad; these include proliferation, terrorism, narcotics, and
international organized crime.

Few issues have mere seripus long-term consequences for US
interests than the worldwide proliferaztion of weapons of mass
destruction and the missiles intended to Hesliver them. Az least
23 countries--some of them hostile ro 'the Unired Stabes--glready
rave or may be developing nuclear, biological, and chemical
weapons and ballistic misgsile delivery systems. The Intelligence
Community has made significant contributions to the
Administration’g efforts Lo stem the prolifarsbion of such
weapons. Some examples of non-prelifevation successes include:

« The Comhundty idenzified an important BW agent
research, producticn, and storage complex at
Srepnogorsk in Kazakstan.and is supporting.the current -
high-level US/XKazakskan talks that have begun«
dismantlement assisctance and will lzad to i‘*eaﬂraczzoq
of people and facilitvies--the first Us~- spensamed
redirection of & foreign biological weapons plant ..

« TIntelligence revealed that during 19%86 Iran attempied

' Lo procure precursers for chemical agents which would

make it less wvulneveblis to the export controis of its
foreign suppliers. :

28 CQEE&CCQQ and analvzed

+ Intelligence Community resours
materials (in divect support of US forgces in Bosnia) g
identifyv potencial TV cepanilities in the ragion,

« Joimh intelligencs e
~

forts oroduced a BW field kit
wanich addressed co rn

ng of the US military.

i
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The President’s {ounterterrorism Initlative, begun last year,
directly enhances intelligence capabkilities that are designed te
providse actipnable tactical intelligence, as well as direct

supnors to, and participarion in, Jeint and multilaceral
operacions while bolstering the classical provision of strategic
intelligence. In keeping with this Iaitiative, the DCI created a
Tarrorism Warning Group {TWG} The TWG is staifed by
represantatives from the De§arume it of Stats, Defense Intelligence
Agenoy, Csntral Intelligence Agency, Federal Bureau of
Investigation, and the Naticnal Security Agency. This highly
Expert group’s axclusive focus s on the review of intelligence
from all sources Lo provide warning o seénior policymakers on
possibla foreign terrorist attacks against US and allied
gersennel, interests, and facilities. The [DCI's Countexterrorist
Canter {(CTC} achieved numercus successes in FY 1898, among which
weyre the Eollowing: .

+ Providing intelligence information that Ied to the
feiling of the Ramzi ahmed Yougeaf plot to place bombs
aboard ten US commercial aircraft in Asia and-a
spnsSpiracy Lo aAssassinacte the Pope.

« 9roviding critical assistance in determining who wes
rearongsiblie for the assasgination attempt on ﬁgyptlan
Pragident Hoznl Hubarak in Addis aAbaba.

= Working with obther elements of the diplomatic and
Intelligence Communitiles to effect the rendering into
U8 custody ¢f Lebanese Sunni terrorist Magrwan al
Safadi, who was linked to terrorist plols in South
America,

| L2

v *

+ Working with the Depaxtment of State, to provide
gxtensive countertexrorism assistance tB azlags
woridwide, Lﬁcludzng states of the former <Sov®e&c Union
and a number of key Hiddle fastern countrissisuch as
Israel and Bgypt. Over 18,0080 individuals in 50
nations have besn trained in technigques and tactits to
counter terrorism over the past decade.

I recent years the partnership betwesn bhe intelligence and
law enforcesnent communlities has evelved into 2 symbiotic
relavionship in which the growing dependency ¢f law enforcement on
near weal-rime sctionable tactical intelligence from National
Foreign Intelligencs Program (NFIP) elements has besen matched by
rhe increasing reliance of NFIP analysts on data obtained from
operasisnal suscesses, This vooperation is nowhere mors evident
rhar in the transnational issue areas of counternarcctics and
internarional organized crime. .

e
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The Administration’s stralegy for confronting che mounting
transnaticonal problem of druy akuse and drug trafiicking entalls
rhe integration of domestic and international 2{foris fe reduce
hoth the demand for and the supply of drugs. The Intelligence
Community 1s halping to implement thlis strategy by providing
coonrdinared foreign intelligence support te law enforcement and
host nation-operacions and to diplomavic inlgiatives designed o
Aisrupt, dismantle, and lmmobilize key cosaine, haroin, and
methampheramine trafficking srganizatiens. The inteiligence
nrovided supporcs atback upon all aspects of nercotlcs
t‘afflcyzng«—prcductlan, shaiprent, finances, leadership. and
CYganizations. -

In addicioen to the expansion of narcovics production and
crafficking, money laundering, financlal crime, alien smuggling and
eriminal ipvolvement in the gray arms trade are also iﬁcr&asing and
presenting signlficant challenges to governments and law enforcement
authorities worldwide. The Administration’'s approach for combating
these alarming traosnaticonal trends is to launch a multilateral
cempaign againgt the international c¢riminal cartels, especially
those in Italy, Celombia, Mexico, Ssoutheast Asia, Nigeria, and the
successor states of rthe former Soviet Unien.

aAlthough not a traditional topigc for intelligence, the
Intelligence Community has become increasingly engaged in these

cransnational issues, with the f0llowing achlievements Lo 1Us
" credil:

+ In whe broadest cooperative cperation o date, inveliving
six Latin American counbries, 2 major Tolonbian maritime
rrafficker was arrested in Panama City.

+ with US‘\ingelligence and law enforcement support,
Colombian feorces apprehended virtually all of the
rargeted Colombian drug kingpins, More than a dozen
additicnal Zrafazckexs wers alsc capiureéd, wngluding
sther Colombian drug lords as well as top thaffickers
from Peru. Eguador, and Belivia. Intelligencg Suppor:
was alsc key Lo the arrest of several Fast Asian
nheroin traffickers,

-. *= Intelligence suppor: was an integral part of 2 multi-
jazeral alternative development program led by the
nited Nations Drug Contresl Program in Burma.

+ The DCI's Crime and Narcotics Center has developed all-
IpUrce analyiic fools Lo halp exped ae dissemination o«
actionableg intelligence to law enforcement agencles.

» Intelligence has revealad economls espicnagée civested
against seasitive or proprietary infermation ¢f an
i gronomic or financial nature belonging o US firms.


http:intellige!'l.ce
http:expedi.te
http:presen::i.ng

GLOBAL COVERAGE

.

clobal coverage sntails providing advance notice of an
impending crisis {effective indications and warning} and retaining
Flexible and resilienc collection assets and analysts to enable the
nrelligence Community to surge collection and analysis againg: z
situarion or country on & Lemporary basis. These activities focus
on supporting diplomacic operations to deter war, resolve conflicg,
sumport civil authorities, and promote peace; they include smaller-
srale combat operations, peacekesping and peace enforcement
operations, and humenitarian relief operations - They can involive
the rchreat or use of force. By thelr very nature crisas ars
unpredictable, and US forces must be prepared to participate
anywhere in the world. upon short notice. To ensure an adeguale
response Lo an erupbling orisis, the Intelligence Community furnishes
gupport to the military sc that it is prepared to conduct combatb
operations and sustain a range of concurrent operations in distant
rheaters: this supsort is as diverse and geographically distribured

‘2% the operations themselves:

a Acrionalle intalligence support contributed te the
successful UsS-led effert to end armed border clashes
between Peru and Eruador and throughout 1396 assisted
S policymakers in mediating a lasting settlement,
Tailored analyviic support helped the chief US medisitor
move the parties toward sebtiement talks, which are
likely to begin this year.

» Imagery intelligerce provided c¢ritical insights on ths
numbers, status, and location.of Rwandan refugees in
the Sreatr Lakes region of Central Africa as the
intarﬁ&giqpal community grappled with a rapidly
ghanging situation and attempted o define an
appropriate humanitarian respanse,

T oL m.,c-' -

¢ Community agencies to include the CTentral fﬁ”gfligeﬁce
Agency, National Reconnaissance GFFfice, Natiomal
Imagery and Mapping Agency, National Security Agency,

" and the Defense Intelligence Agency and intelligence
components of Lhe Milivary Services have increased
their training with U5 operational {orces. One
axample is the provision of threat moadeling and
sinmulation capabilities. verving from one-on-one Lo
many-on~many campaign models for current and foregastc
threat environmencs., Military operaltors now receive
training that lncludes realistic levels of
expectarions of suppori that can be obtained from
naticonal intelligence systems.

S
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In additicen to warning and surge capapilities. globsl
coverage regquires sustaining adequate, albelt minimal, bageline
coverage on l{}wve?rlerfV countriss. The Znteil’genc*ﬁ Caz?&:ﬁunit:y
supports many other intelligence needs that are neither “hard
rargets” nor candidates for <risis operations. These incliude
envivenmental intelligence on noncomgpliance with inverrational
amgresments and illegal shipmwents ¢f hazardous materizls and waste,
2s well as economic and trade information. Alchough the
Intalligaence Community is 2 reglative newcomer Lo these ilssues, it
has made several contributions both at home and abroad:

« Intelligence information and znalysis have heen
especially valuable in derecting vioclations of
internacional environmental agresements, such as the
Montreal Protogol an substances that deplete the cuone

layer.

» Intelligence supDort bta US Customs and the
Fnvirommental Protectlion Agengy has assisted an
interdicring illegal chlorefluorocarbon (CFC)
shipments headed to the United Statas.

o Intelligence also has begun ¢ enhance official and
public understanding of global health threats, such as
HIV/AIDS~-an arga where gome foreign governmenis
withhold infeormation in their official reporting.

. &garz g JUS officials for, and supporting them
during, international negotiations on commersial,
economéy, and finanrcial subjecis.

., ¢

+ rssessing the consequences for foreign countries of
proposaﬁ gconomis szagtions or trade ac;ﬁans,
monitoring comp¥‘a“ge w;zhwwand the azteccs n¢~~such
MBASLTES e -

-
bt

« Exposing wuesticnable trade practices by foreign _
companies or goveraments-~-such as pribes, kicibacls,
collusive commercial arrangements, disgulsed
subsidies, and so forth--that may be harmful to US
firms.



LONG~TERM STRATEGY

For the Intellligence Community to ensure its ability to
daliver distipetive acrionable iaformation well into che 2ler
century regquires 2 souvnd programmatic and financial vagis for
major new investmenns. The Community currantly is taking soncrere
steps to ingrsase signiflcantly integration across programs ané oo
reduce independent, duplicative collection, which previcusly
mampersd efficient management. Because activitlies of a gimilar
‘nature were often funded under several Ailffersnt programs, 1t was
difficult to assess tradeolfs between programs or know where best
to maks reductions. Last year, the House and Sanate intelligance
oversight committees and the Commission on the Roles and

Capabilities of the US Intelligence Cmmmu“zay {the Aspin-Brown
Commission) gonducted a thorgugh examinasion of the Inteliigence
Communiiy’'s roles and responsibilities. All parties agresd that
the DT needed Lo develop a nore “corporate” strategy for the
continued conduct of US intelligence activities.

Cantral to the successivl implementation ef this strategy are:
s
« More syvstematlc tracking and refining of intelligence
reguirements: and,

s Better Community-level managepent and integraclon of
existing wavakilities. '

The Intelligence Community’s corporate approach is manifested
in its =zfforts to make bhetlter use of the capabilities that already
exist through the creation of the National Imagery and Mappin
Agency and the Joint $pace Management Board. In addition, the
Community has inividved & wids-reaching personnel reform effert,
hetier synahran;zatlo of numen intelligence operations, closaer
and mutually bené%zazal dialogue with the law enforcement
compunity, and improved evarSLg%u in the areas of covert action

and acunﬁa»znz&lllg&nce.* IH‘ : i -
AL b SaFes

Recognizing that the annual budget is the primary vehicls for
&fiec&iﬂg change within the Intelligence Community, the Report of
the Commission on the Roles and Capabilicties of the U ¥
Intelligence Community {(the Aspin-Brown Commission Report!
spécifically noted the need for a betiter framework to assess
tradecffs ameong the varicus capablilivies within each intellicence
discipline as well 2s across the disciplines., It applauded che
Community’' s - inicial efforis to develop a Mission-Based Budgetin
Eramework which links intelligernce sctivicies wiih the
accomplishment of missions ocurlined annually in the Mational
Sesuricy Qouncil’ s US Natlionegl Security Straetegy and the Defanse’
Planning Guidance of the Deparcment of Defense. By shifting che
facus Lo the conbribution that intelligence makes to missiong--bo
intelligence cutpul rather than intelliigence capabilities-~the
Community Can assure 1ts cusiomers that thelr priorities wili: be
aceorded maximum intelligence supporet,
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Over the past yaar, the Intelligence Community has developed
a more efficient. process for making program and budget decisicns
o bthao the DCI and Depucy Sscretary of Defense can detsrming
whether or not theilr funding decisions will zatisfy mission
reguirements. The firs:t step was Lo more closely align the
process for reviewing the National Foreign Inte;llgeﬂce ?zogram
{NFIP) managaé by the DCI, with che Jeint Military Intelligence
Program (IMIP) and the Tactical Intelligence and Related
Activities {TIARA)] aggregation managed by the Secrevary of

nefense.

o

A key compenent of this new joint process is che Intelligence
Program Review Group {IPRG), 2 senlor poard of intelligencs
oversight and resource nanagers from across the nadional and
Aefense intelligsnce communities which idegntifies, eveluates, and .
prioritizes cross-cuiting programmatic and resource-related U3
intelligence lssues. This grour recommends ilmmediate and
proactive courses of action to the Expanded Defense Resources
"Board, chaired by the DCI and the Deputy Secretary of Defense.

Last vear, aimost $0 intelligence issues wers nominated for
evalualtion by the I[PRG--ranging from how to fund and develop new
automated data processing systems o whether or not the
Intelligence Community should ilnvest in commercial imagery. If an
issue was considered & "major” lsgue. working groups were formed
te examine rhoroughly all aspects of the topie, including
requirenents, areas of controversy, funding, and potential cuts
that would be made to other systems oy activities to frea up
‘regources. In btotal, 39 issues were evaluatbed by the IPRG. with
changes in funding made to 17.

Besides -introducing changes in process, the Intelligsnce
Community 1§ &qtlwelv developing the tools and scaff to begter
analyze and evaluate Lnt&lizg&.ce programs, Although more work
neads to be done in these areas, the Community Management Staff
has begun to develop a Program and Budget Data Base System
.designed o accommodate a matrix spproach to %uagat &nglysls
thereby allowing the DCI to evaluate how pa*tlcularxeaﬁablizylas
are oont rlbuzxpg to intelligence missions, The database iz in its
garly stages. howgver, and will ne2ed to be further refined ovar
the coming yeay. Coencomitant with this database development is
the pngeing acquisiticn of a planning, prograsming, and budgsting
staff dedigated tao z=iding the DIT in his oversight ¢f the
inaélligencg mudgen. .

A
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ANNUAL REPORT ON FY 1997
INTELLIGENCE COMMUNITY ACTIVITIES

[

Preface

This report responds o a Congeessionally dirscted action contained in the Inwelligence
Authorization Act for Fiscal Year 1998, Referencing section 109 {as amended in 1996) of the
National Security Act of 1947, the Act directs the President 1o submit an unclassified report “on
the requirements of the United States foc intelligence and the activitles of the Inelligence
Community.” In keeping with this requirement, this report identifies arsas where inelligence is -
required 10 meet the nationad security interests of the United States, and reflects the priorities
estzblished by the Administration for implementation by the Director of Centeal Intelligence for
FY 1997. The report includes significant accomplishments as well as initiatives that are being
undertaken to sirengthen the Community’s performance. A classified annex also will be
provided to the Congress o supplement information contained iy this unclasstfied report.

Introduction

Nineteen ninety-seven marked the 50" anniversary of the National Security Act that
formally established a permanent intelligence structure. Designed to provide the United States
with the best information available on the atms, intentions, and capabilities of other nations, the
Intelligence Community has adepted to meet the changing needs of the President, his senior
national security advisors, law enforcement officials, military commanders, and diplomats as
they each faced new challenges to US interests..

During the Soa?.iann’vcrsary celebration of the CIA, President Clinton reiicrated the
rmportance of focusing our intelligence resources on the areas most critical to our national
security-arsas where we cannot afford to fail. He underscored his wopdntelligence priorities
contained in Presidential Decision Directive-335: supporting our troops and.ppizations; providing
political, economic, and mibitary intelligence on hostile countries; assisting polisy efforts co
verify arms control treaties and agreements; and protecting American citizens from ngw
ransnational threats such as drug traffickers, erronists, organized criminals, and weapons of
mass destruction (WMD)

The Dicector of Central Inliigence is charged with organizing and managing inteliigencs
activities to address the priontizs outlined by the President. His greatest challenge in 1997 was
to forus the Lmited resources of the Intelligence Commonity where they could provide the
greatest benetin. To this end, he directed the Community o focus on the following key areas:

s The Hard Targst countries — our most eritical intzlligence priorines;

s ‘Transnational issues that endanger the lives of all Americans:

Lt
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» Economic crises in foreign nations that can have far reaching consequences for the
global economy;

+ Regional trouble spots that could fluse into conflict at any time; and

»  Humanitarion emergencies that emerge rapidly and place heavy demands on US
military and financial resources.

With the establishment of corporate boards Somprising representatives from across the
Community, technical, human and open source coliection capabilities were brought together to
address high-prionty targets. Concered attempts to improve the Community’s ineraction with
its customers resulted in better understanding and refinement of inelligence requiremens. A
series of initiatives (several of which are described in the Management section near the end of
this report) were begun that will improve resource manazement as well as language skills of
Intelligeace Community anaiysts. ’

Despite progress on many fronts, there 16 still much to be dane. The Iftelligence
Community nesds 1o continue to build synergy across disciplines, improve collection
management, and reduce duplication where prudent, It needs o plan strategically for the
technology challenges of the future. It nesds to address challenges presented by increasing
amounis of data and reform managsment processes o {ind and keep personned with ¢ritical skills,
New rzlagonships must be forged with die privare secior, with other government agencies, and
with fareign partners-while at the same tite increasing the Community's awareness of the
counterinte]ligence risks of thess new arrangements.

This Anncal Report outlines the challenges that confronted the Inetligence Community
it 1997 and the activities that enabled it to meet mission requirements. It highlights beth
inteliigence accomplzs*zmc??‘:s and as well as new and contnuing challenges.

Hard Targets . e e 2
. ) et . Ao i o

Among the Community’s toughest tasks is the need to monitor developifients in and
behavior of countries with giobal reach and impor, and to peretate clossd socicties fiat have
interests and ambitions that could threaten our well-being. These countries include:

« Russia, which continues @ suffer from zarious social and economic difficulties
inciuding unbridied cnime and corruption,;

« {hinn, a covniry intent on becoming & military 2ng economic superpower in the next
century;

» Irag, which continues © threaten US forces, interests. and allies and persists in
hiding suspected nuclear, chemicil, und biological weapons producuon equipment
and materie] from UN inspectors:

Pt
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better manuzement of the tncreasing demunds On truditionat national echnical means thut
continue to provide key information on all arms control treaties and agreements.

Proliferatinn

The potentizl for proliferadon of WMD and the possible use of a WMD device by o
wrrosist, criminal, or other lone individual or group makes it imperarive that the Intelligence
Cormunity increasc its abitity to protect the people of the United States and our military foree
The Intelligence Community acheved some notable successas in 1997, but efforts 1o halt
prolifsration continue to be complicwied by the fact that iechnalogies for these weapons are
readily avaiiokle and that most WML programs use materials that have civil az well as milicary
applications. To counter the threut posed by these activities, several new programs are undarway,

ot

To enhance our focus on nonproliferation targets, especially chemical and biglogical
weapons. the DCI strengthened the Community’s Nonaproliferation Center in 1997 by adding
intelligence analysts and sharpening its focus on our most difficult proliferation chalienges. The
Community produced important analytical products on the threar from chemical weapens, WMD
procurement etforts, aod trends and dynumics of giobal nuciear and missile programs to support
US poheymaking.

The Intelligence Community also continued 1o provida suppon ¢ specialized intelligence
operations, o include the development of unique detection equipment as well a5 an on-call
capability w identify suspect nuclear muterials.

Internorional Terrorism

The werorist threat 1o US interests and citizens remained high in 1997, Even thouzh the
rumbey of incidents last year was about the same as 1998, US citizens and facilities suffered
more than 40 percent o the total number of rerrorist attacks worldwide, The attack, moreover,
on teurisis in Luxor, Egypt was partof an smmoz..s trend toward increaiingly lethal terrorist
attacks. especiatly against civilians. MasE worrisome are the indications z}%“rcrrﬁf’ﬁt interest in
acquiring chermical, binlogical, and nuclear weapons. N

s
-

To combat this growing danger 0 US citizens, the Intelligance Community introduced &
new procedure for rapidly disseminating terrorist thrzat warnings and provided inegraed
finished intelligence and analytical studies to senior civilian and military consumers. With the
poenticl threat of nucisar terrorist attack in mind. the Community explored the use of selecied
commercial and figld prowtype cquipment. under a variety of simulated border scenarios, ©
detect and analyze radwcaciive muteriels.

The Community also redoubled its counterterrorism efforts in 1997, One nowble
gxample of improved interugency weamwork was the stunning cagture of Mir Aimal Kusi. the
tervorist who gunned down CiA employess us they waiied wt u swiplight cutside CIA
headguarters. The Community ulso played un important rale in protecting Amertean roops aad

:,
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civilians deployed overseas from terrorist attacks. An Anti-Terrorism Specialty Team has been
established to identify potential vulnecabilities o werrorsts at several US bases.

International Narcotics

The illicit international drug industry is adupting to the countemarcotics suctesses that
the United States and other governments have had in recent years. Most worrisome, the nisgosics
enderworld is becoming more diverse and sophisticated. Traffickers are infusing their business
with new technologies to énhance operations, improve security, and lzunder illicit proceeds. And
they are expanding drug smuggling routes and methods. The cocaine industry 1s still a
formiduble challenge. Although counternarcstics successes have substantially reduced the power
of the Cali kingpins over the cacaine tade, the wafficking infrastructure in the Andean countries
has become more diffuse and there are more trafficking organizations of concem. Mexicun drug
carels that yaffick in cocane, herotn, marijuang, end methamphetamine are seeking 0 expand
their role in the international drug wade, and trafficking through the Caribbean basin in a growing
concem. Meanwhile, opiem production continues o be at near-record %cvais 10 support the
- expanding international heroin industey.

The Intelligence Community continues 1o work closeiy with US law enforcement
zgencies w aitack the inemational drug trade. Foreign intelligence has provided insight into the
leadership and operations of major drug wafficking groups which has helped in law enforcement
effores o disrupt and dismantle trafficking organizations. Rapid dissemination of intelligence
information also assists imerdiction actvities,

Imagery or imagery-denved information as well as other intelligence sources assisted the
Community in supporting the US Government's counternarcotics interdiction efforts, which
included work on the annual narcotics cenification process and dcvaiopmcni of estimates for the
cultivation and pmducaon af all major cocoa end opium producing countries. From these
findings it was revealéd that the coca crop cultivation in Peru—historically the world’s largest
cultivator of ci}cam;ﬁwnm eid by 40 percent since 1995, Using the same methodology, it was
revealed thay Columbin’s coca crop increased.over the past few years, o

»
T ¥
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International Organized Crime

The global span of business and wechaology has given crime syndicatss unprecedenied
opporunides for itlicir acuvites. US law enforcement authorities ofizn remain canstrained by
nutional sovereignty and jurisdictions. The Tntelligence Community must track a brooder array of
seemingly legitimate businesses that serve as fronts for erimingd enterprise, and monitoc the
increasing vole of gray arms brokers in arming rogue siates, wrrorists, and eriminal groups. Last
year the [nwliigence Community rezllocawd and augmented resources on this issug, rasulting.in
significantly increased reporting on the influence of organized crime groups worldwide.
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Information Operations

Foreign entities are aware thatlan increasing proportion of our civil and military acuvity
depends on the secure and unintcrmp;'ed'ﬂow of informaton. Last year the Intelligence
Community identified several counmcs that have government-sponsored mfor**natlon warfare
programs underway, Nations that are devclopmv these programs recognize the value of attacking
a country’s computer systems-both en the barttlefield and in the civilian arena. Protecting
information systems in the United SL.!“Qb i5 4 key clcmmt of our program,

The Intzligence Community .rllz:n.ascd its efforts o uncover information operations
activities. [t published the first iong- mnr’z intelligence esumats on the future threat from these
activities. It began 10 develop the 1{}623 needed 10 improve i3 ability 1w detect and counter
information warfare attacks, Atfthe 5:&{2’&, time the Community worked closely with the law
enforcement community and the ;3{*2%{5 5eC107 10 gain insight into how 1o proceed in the future.

Economic Crises |
, . i .

Numerous evenis involving foreign economic developments over the past several years.
have demonstrated the need for US poiligymaksrs to take bold action on several fronts, including
trade sanctions and the decision to provide humanitarian aid. The financial crses in Asian
countries.in 1997 underscored the fact that global markets today are so interconnected that
economic problems in one country canjhave far reaching consequences for others. The woubles
in Asia have economic costs for the United States, particularly in reducing US exports to the
region. The crisis that began in 1557 will continue to have an impact on political stability in the
region in 1998,

£
i

The powential f fi}{ nolitical instability in key countries that affect US interesis—not only in
Asia but in other regiony a8yl lomsy grests that increased analysis of global economic secunity 15
warrapied. In lam 1997 the intcihgcnc* Qam'mgm began marshaling resources Lo suppont
policymakers, and contributed xzzfam‘zmaa ﬁ‘zaz was used in the U’ {iczxszgzz to:ggavzée food aid
10 2 particular country in enisis, and wamf:é US decisionmakers regarding the zm.,:zz of countries
10 engage in trade viglating UN sanctions. Significantly increased intelligence” szz;z;;z}zz during
future economic ¢rises is sxpected.

Regional Trouble Spots

In 1997 tensions remained high in several of the world's troudle spot.s requiring the
continuing commitment of sxgmﬁcwz mtclhﬂencc resources o support both diplomacy and
military operations, In particular, 1ntcll|1gencc collectors and analysts were focused on Bosnia,
the Middle East, South Asia, and the Aegean.
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Basnia

Despite some progress in 99? significant problems in Bosnia remained, US i*‘(iom
continued 0 participate in ¢fiors 10 is::ch the peace, as mutual distrust among Serbs, Muslims,
and Crouts hampered efforts 1o create’a funcrioning federation.

Intelligence played a key role %n supporting military and diplomatic operations in Bosnia,
The Community was instrumental in wammv US military and diplomatic personne! of potental
security threats, providing zmcmazzm on strategic adecship in arcas of cnsis and aising
tensions, and gathering evidence of m;&mamaa} sanctions viclatiens. One crucial responsibiliny
" was to provide warning of iropending acis of rerrodism and hc%pmg 1o investigate acts of
terrorism which cccurred. |
In addition to supporting forceiprotection and readiness missions, the Community
expanded and updated the Medical Enviranmental Disease Intelligence and Countermeasures
data base to enhance medical suppont w depioyed forces. National and theater Jevel databases
were also created 10 support counterin »ail gence operations and produce assessn*ems of
" personnel, organizations, and events in Bosaia.

The Middle East |-

The historic strife and distrust that mark this region wag aggravated by the spread of
sophisticated weapons programs, an upSurgc in terrorism, and demographic trends that led to
heightened social tensions in 1997. The peace process stalled, with dangerous implications for
all parties. l

The Intelligence Community pmwd zd tailored products to support diplomatic and
military concerns in tm regeon. Repid intelligence reporting on Irag bolstersd U3 policy -
“development and wlks with foreign powcrs and international organizations. Improved waming
on Iragi militry intentions and capebiliries ;)‘fovicicd critical | nwilwm:c‘f’\r military forces as
well. Irunian igsuss were the subject 0f‘£na’£hgcncc Community estimates, 3;}&{5"32*WMD
imeragenty assessments, and cal%ﬁc:zcr!z PEVIEWE, B

it

In addition to the waditonal suppon (o diplomatic operations in the Middle East, the
Inteliigence Community also produced maps, graphics, publications, videos, multimedia
presentations, live broadeasts. leadership profiles, and CD-ROM products ranging from the
unclassified version of “The World Factbook™ through classified finished intelligence and
distributing these through channels, hacson relutionships, INTELINK, the Internet, and other
methods. l

The Aegegan
|
. ¥ . . - "
Tensions between Greece and Turkey increased in 1997 in the wake of the European
Unity (EU} surnmit decision to proceed|with membership negotiations with Cyprus——while
rebutting Turkey's upplication—and the expected arrival of SA-10 air defense buneries from
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Russiz this summer. Ongoing dzs?am gver air and sea boundaries ; an the Azgean have also
heightened long-standing Greek-Turkish animositics.

The Intelligence Community supported policymakers i their deliberations and reviewed
and augmented intelligence collection in this region where the threat of regional conflict remains

a serious policy concern.

South Azia

During 1997, relations bczwew India and Pakistap remained poor with the long-sianding
dispute gver the possession of i(aséxmzz; 2 major sticking point. The stakes of conflict cemain
high, a5 both countries have pucisa: caghbzlzﬁ*cs and are ;wrsm'w expanded WMD capabilities.,
Tre Inrelligence Community reported {3[1 a broad runge of ¢ritical issues affecting US policy
toward India and Pakistan. [

it

!
Crisiy Manapemeny for Lower Tier Areas

The DT alse ook sizps wwarﬁ‘ snsuring that the Community focused adequals resources
on non-hard arget countries, in pmw%az on those that could require major US diplomatic or
military action.. Over the past year the Cf}mmumg has implemeniad g process in which couninies
or regions with indications of a developing crisis will receive increased aitention. The process
includes surgs planning which is intenced to help the Community reconfigure its imited
resources, if warranted. '

Also, pilot westing was begun tojadvance the analytic tools necessary o allow non-
linguists o search forsign language sources and databases in support of both military and non-
military intelligence efforts. In addition, agencies reassessed their individual lavel of effort
against lower priority cgunties.

»
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Humanitarian Emergencies

The threat posed to US citizens and interests by humanitarian crises rerined hi gh last
vear. Thirty-four million people worldwide were unable to retumn to their homes as awesult of
crisis or conflict. Africa was the region most iroubled by these smergencies—with US and UN
resources called upon to assist relief operations and atendant risks to US citizens caught up In
viclence. The Inwlligence Community played 2 pivotal role in wacking several erises in Afnca,
including ethnic viclence and revelutionary war in the Great Lakes region. The DCI Warning
Commitiee, working clasely with the Natuonal Imelligence Officer (NI1Q) for Warming, alered
policymakers to the unraveling of the M chutu regime in Zaire, An estimate on Global
Humanitarian Emergencies won high pmlsc from senior military personnel at the US
Transportaten Command as well as from policymakers. Parts of this estimaie were based on
tmagety-derived products.

}'r‘"
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Customer Support

Oae of the DCT's wp priorities in 1997 wus o improve support 1o all Intelligence
Community customers. As a cesultof Sloser interaction with its customers, the Community
improved its ability to meet fﬁ{;aifézﬁaézs, made plans 10 address unfulfilled requirements, and
obrained feedback on pecformance. For example, the Community is applying modem
measurernent 10als 1o assess the saz;sfactwn of its customers. With the assistance of 2 private-
sactor consulting firm. a Cz}mmumzv»casz&mer team conducted a broad survey of inelligencs
customers in 1997, Aj the same tme, th‘s tam interviewed a number of intelligence personnel
who interact regularly with those customers: The assessmsnt found that while cusiomars were
generally satisfied with intelligence sa.g port, there were sitll some areas that needed
fmprovement.

The Community is now preparing to review in depth a specific customer segient o
develop detailed information that could lead 0 improved performance and increased customer
satisfaction. A number of Intelligence Commumtv components are now embarked on similar
CUSIOMEr Service iImprovement mmauvcs Ultimately, systemaue collection and analysis of
© customer satisfaction information will prowde greater insights for plannmg‘ pudgeng,
improvement activities, and performance assessment. Support to customers’ in specific mission
aress include:

b

+ Support to and Conduct of Military Operations conuinues to dave a sigmficant
proportion of intelligence requirements. The Imelligence Community supporied
military cperations worldwide by aiding operaticnal planning, participating in
exercises, enhancing comm%nicazims connectivity, deploying assets, seading rapidly
deployable intelligence assets to crisis.areas, and hosting a mulitary visitors program,
The Community 2lso workcd with the military 1o model the potenual extent of woop
exposure wehemical w:a;;o?s during the Gulf war. Anti-tmrronism services in
support of z%zc military wmmaﬁé&zs aisa continue 1 be 3 wp intziligence prioaty.

Rdherts

W=

»  Atthe'same time the {Zemmumzy zmpmvcé its Support 10 {‘%azzfmal‘ﬁdzcv Ay
nations and individuals a%zksi gain £asy aCCass to conventional, chemital, and
biological weapons, the Coz**mamty THUSE SUDDOIT new negotations sud agteemeants as
well a5 exising tasks. New, and ofien more complex arms control treaties require
tnelligence Community m**m'em’g 1o help snsure full compliance by foreign parnties
and w protect US national lnlt’rcsts‘ In i99? the Intelligence Community monitored a
variety of treaties and agreements (START 1, the Chemical Weapons Convention, the
Conventional Forces in Eurnpc Treaty, etc.,); panicipated in over 150 arms control

related inspections and \’lS;LS and served on 10 separate.interagency working groups
to help formulate US policy for bilateral and multilatera arms control negotiations
and related ad hoe effors,
)
The Intslligence Community? also supported policymakers by monitoring WMD
prograrms around the globe a:a well as tracking assistance offered by proliferating
4 cauntries 1o rogue states. The Community was instrumental in supportog US
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Government efforts.1o prevent illicit trafficking in nuclear materials and assisted with
planning, coordinztion, .md wechaical support at various pverseas border locations,

The Intelligence Comman;iy has developed new mechanisms o provide direcy
support t diplamatc operitions. For exampie, the Diplomatic Intelligence Support
Centzr continues to be deployed w Bosnia to provide timely, tailored support 1o the
Ambassador and other senior US diplomats in the region. In addition, a portable
imagery dissemination S}’Stum was devel Opcd for deployment to crises aceas 1o
enhance r.hc flow of mt:lhﬁcncc ‘
: 1
The Intelligence Ccmmamty also supported efforts to improve undersunding of
envirpnmental threats that m&y immpact US interests. In 1997, based in parton
imagery, the Commumty azd the greaméwork for the DI Environmental Center
which focuses ingiligence: zifazfzs. oo eavironmental issues. The Intelligence
Community Asscssment, "’i‘ he Envirenmental Quiook in Ceatral and Eastern
Europe” received strong pmsz: from the Vice President. An improved working
relationship with the World Health Organization and the Environmental Protection
Agency led to penodic nccun“s with cxperts on environmental health and mfcctxuus
disease 185ues. .
i
» Supportio Law Ezzfarcamezzz increased in 1997, The Community continued is
effors w disrupt and dismantle major drug trafficking organizatons, enhance
Intelligence Community c@érématzcn and information sharing, and focus US
oovcrnmcnt counter drug rcsourcss on key targets. The Community also made
ignificant progress in 1mpmv1ng the analytic methodology used to complste
,m:c*agczacy assessments of thc flow of illegal'drugs to the United States. These
assessments provide US peécymakcrs with significant leverage in bilateral
cezzzzﬁ:ma:m;zcs‘{izscussxms

Countering Foreign Intelligence "0 ..~ ’ . .
LS ':; W A-..“"" :":.":-C’

QOver the past year the Intellige nce: Community has made major strides i azivanz:mv -
more cehesive and efficient panonal coummmclhocncc effort. Ongoing cooperationbetween
intellicence and law enforcement has lt‘:ti ta & more rapid detection of espionage activities as
evidenced by the arrest and convicion cf Harold Nicholson, Earl Piuts, Robert Kim, and Robert
Lipka, The Community now produces an annual report on the sffectiveness of the national
couneninielligence program and the zhmat from foreign economic collection and industrial
espionage. t has developed and vmg%em nied new counterintglligence awareness programs for
the public and privase sector. mmragczzcy counteriniziiigence training courses, electronic
communication links and a forum for coumar‘mcli igence produst dissemination. More than 70
percent of over 16.000 ccumcnmclhgcnce reparts generated by the Community during 1997
weee focused on antiterrorism, force pmtecuon and information assurance 155u&s.
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Advanced Research and Development

The Intelligence Comenunity commucs to make significant-progress in applying science
and technology 0 unique inelligence problcms This year saw the successful completon af
research and transition o industry of a highly innovative technique for cooling high perfermance
zomputing and eleconic system t‘:om;;»;-:ancnts° Industry will employ these technigques in
intelligence applications which reguire super cooling in order to perform at extremely high
speeds, and 1o increase US commercialicompetitiveness. Intelligence Community investments in
research on the matheroatics and pnysu:s of guantum computation have nurtured this new, and
potentially revolutionary, field of i zrzzf:zcsz Close interaction with other government agencies,
industry, and academia on the very h.zrzf problems associated with the automated screening.
fiwering, and extraction of content z*femataen from written and spoken sources is resulting in a
new level of performance. Baﬁd%di‘xnaff’czcnz modulation technology which was developed by~
the Community was wansitoned © the c{}mmbrcaaf sector o improve service for cellular phones.
- Finally, the Community worked with zha life science community 10 seck new and effective ways
of finding and evaluating materials ass{zczazzé with chemical and biolegical weapons of mass

destruction., | f

Investment in the future is ceazzmeﬁs%y challenged by the needs of today. This year some
of the NFIP componeants have lad © zrzdc respurces away from preparing for the future to assure
performance against today’s nzeds. ‘s’-"gﬁc such trades are justifiable in the shorterm, they bode
ili for the Future health of intzlligence. Efforts are underway to establish a straregic frumework
for advanced research and developmeet to guide and sustain investment necessary 1o assure that
the Intelligence Community will be the dest in werld, now and in the future.

| i
Management Initiatives

Despite the cnd of Ihﬂ Cold War, the demand for Intzliigence Community products has
increased. The Nationat Security Cauncu the military services, and ¢ivilian agencies sull look 1o
intelligence 10 provide timely mformaumz on’a wide range of topics. Thi¥'increased demand has
coincided with a decling in cxpe*xcvccc} inftélligence personnel and little or o gM in funding
for intelligence activities. To meet this growing demand with fewer resources:tie’DCI has
sought innovative ways to improve tca'nwurk reduce duplication, and focus on the areas of
greatest need. Some of his ideas are reflected in the management sections which foliow:

Plans and Policy

To achieve his corporte goals, the DCI strengthened the roles of two Community-level
organizations in 1997—the Community|Management Staff (CMS) and the National Intelligence
Council (NIC). The CMS5 advises the DCI on Community matters ranging from program and
budget oversight to policy formulation c.nd requirements review. The NIC is the DCI's
C{}fﬁfﬁum{y senter for estimative intelligence on key national security issuss, Both groups havs
developed new mechanisms for bringing the Commumty together on vital planning and policy
matiers. Forexample. the CMS.chaired Nadenal [neelligence Collzction Board (NICB) has
developed inegrated plans for mixing zci{: hnical sensors. human asses. and open sources o
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suppart crises {also see section on Coll "cticn Muanagement Tdeng, below). The NIC-chaired
Nuatona! Intelhigence Production Bemj (NTPR) has prepared the “DCI Guidance on Intelligence
Priorities” and completed analync d*"pth studizs on the hard targers.,

Tae DCI also underock 2 numb;:z* of new approsches 1o manage the widely-dispersad
capabilities of the Inizlligence Cnmmﬁmt}’ 1 order to respond w its complex challenges. He
developed and refined processes—Iike [nOSC run by the joint Delylntelligence Cormmunity
Progeam Review Group {IPRG) and Jﬁf: Ineliigence Community Principals /Deputies
Commitice. both of whick include Commumzy wide.senior membership~16 ruprove teamwork
among the 13 organizadons that comprise the Commuaity, The Principals’ Committze is the
senior Intelligence Community forum fm‘ consideragon of policy, planaing, and process issues
under the authority of the DCL The Zrzzcl igence Community Deputies Commitize inittally
reviews and then advises the Principal s[ Commitze on development and implemendation of
policies, plans and process issues, and tasks, reviews, and monitors the work of interagency
poticy and planaing groups.

Such groups and committees all fow the DCI to view intellizence as a corporaie cnterpriss

- and 1o make smarter use of limited rcsm."ccs. with less duplication and better results. The

Cczzzmcmty has tackisd difficult, iong zern 1Ssugs such as imagery sharing with alliag,
examination of avatlable commercial 1 lmag»r’g markets for satisfying geospatial and imelligencs
mmarkets, the reorganization of acuvities associated with Measurement and Signatures Imtelligence
{MASINTG, and how to deal with the Ygzaz 2000 computer problem,

Collection Management Tasking

Recogrizing the need for a future coliection management architecture that will suppor
integrated sensor tasking, dynamic re-tasking, and coordinated collection planning, the
Community examined the eyisting intelligence requirements management processes. It found
that ¢ross-agency mechdnisms such as the NiCB have been especially effective in focusing the
Community’s collection resources during contingency and crisis situations. It also found that
collectors and collection managers are pursiting modernized and streamlined reBuizements
management processes and sysiems. Howwzr, it determined that longer wrm, gross-discipling
collection planning on strategic issues nz:éaé improvement. The NICB currently is eyaluating
this area, using.the issue of cruise mzssﬁ%c praliferatian as a west case.

H
H

Budget 5
Rigorpus and disciplined program and budget reviews across the Intellizence Community
sontinued in 1997, The joint Department of Defense/Int=lligence Community program seview
process, vegun several years ago, was izzrz‘*’zer refined @ ensore that intelligence programse—at the
naxional, joint, and ctical levels—are c;}nsmtcn:lv ang cohesively fecuscd on mesting the
requirements of our national secunty cusmmc% The Intelligence Program Review Group
(IPRG), jointly chaiced by the ﬁxecmzvc Dicector for Intelligeace Community Affairs

AExDIR/ICAY and the Deputy Assisunt S:Mc’ary of Defense for mtcli;gfzme and Sscurity

{DASD T&S), continued 16 serve & the ;fcz'zzm for identifying and evaluating cross-cutiing

"
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programmatic issues involving MFIP, 5‘%2? and TIARA. This joint program review process
culminates in yearly expanded dafwsc resource board meetngs, chaired by the DCI and the
Deputy Secretary of Defenge, Over z%*zt pust year, approximately 30 fonding issues were
exumined by the [PRG including 2 m@m assessment of the funding currenty allocated for
assessing the threat from chemical and biological weapons. This process ellows the Community
to free up resources for investnent in new technelogy while avoiding wastetul spending and

H

unnecessary duplication of effor, ;

The Community continued o ref"mc its Mission-Based Budgeting approach, ”?22:: benefitg
of aligning intelligence projects and programs with the missions they serve are twofold, Firse, &t
provides a busis for evaluating the continbuuons of intelligence acdvities in mesiing the needs of
all customers. Tt also provides C{:}mmumty planners with a method of ensuring that futire
funding decisions oo intelligence are mad: based on mission pricrnities. The Community
undertook steps to comply with the Infﬁm‘lwm Technology Management Reform Act (ITMRA)
10 manage investments in infarmation n,c fnology more effectively and to modernize the
information infrastructure across the {Zf}mmums} To further help align mission needs and
business processes with information {aﬂhmiegy investments, the Community produced s first
- Information Systems Swaiegic Plan. ’i"i;ls plan focuses on funcions and services of common
concern, and will be used 1o guide tesource decisions. Tt will also serve as a catalyst for
realigning and re-engineanng mf&maiwﬁ systems, processes, and cpcraizc:ns Community-level
managsment offices were eswblished fz:zz“ the worldwide INTELINK, to im prove sharing of
telecommaunications services, and 10 ;313.{1 and implement a common *ncssacr:rzg SEOVICE.

;
L H
H

Personnel Managemenit

.The Community began a series of initiatives in 1997 o improve the skills and beuer
utilize the talents of its workforce. 'I'hcllmcl}l znce Community Assignmeant Program (1CAP)
was begun to develop multizskilled offic 1Cers wrh corporate intelligence cz;mzmc based on
rotational assignments. It is also rc*xammmo and implemenzing revised zmmng programs ©
provide officers with broad-based knovgledge ‘of Intelligence Community-activings. The DCI
Foreign Language Committee sponsored afdrge-seale survey, last underakentithe 19607, tha:
compares the foreign language proficiency levels attained by university graduases and graduates
of govermment language training programs. The results will help the Community to upderstand
the extent it can rely on academis to mcct Intelligence Community requirements for linguists. At
the same tme, the Community ::ozzzmugs to offer separation incentives and carly retirement ©
meet downsizing goals while working ww‘* senior managers and Equal Employroent Opportunity
representatives o focus recruitment on f_iilmg critical skill and divergity needs,

i
i

Quality Management

Community organizations have besn using moedern quality management approaches to
improve performance for the last several years. The Community has participated fully in Vice
President Gore's National Performance Review since it began in 1993, with 2 high-corapletion
rate on the recommendations siemming from the review. In addition, the Community has used
the caiteria of the President's Award for Qu& iy for mgangzz{}mi agsesgment, busing 2 number

L5
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of specific improvement activities on the Bndings of the assessments. Several Community weams
have received the Vice Prastdent’s "hamroer” award for their effors and more than wen
“reinvention faboratones” are now operating in the Commurity,

i

Ongoing Challenges

While significant progress has b»ar‘z made in Streamiining inielligence activiges and
improving work processes, more ¢an be done, Providing a prudent level of effort against the
many global challenges while ensuring in-depth expertise on the hard target countries remains a
significant chalienge. The abiliy surge intelligence activities to support a localized crisis is
largely depeodent upon having the conneciivity and interoparability 10 combine the efforts of
many agencies-but compatible infrastructures capable of handling today’s huge datw volemes
are still lacking in many cases.

Freeing up resources 1o invest ijn new technology is also difficult. The funding
enviranment leaves litde room for error in pusting the technelogy envelope. The Community
continyes to struggle with ensuring :hai collection, processing, forwarding, analysts, and
. dissemination capabilities exist 10 affcczm:iy handle information conveyed by the increasingly
complex, higher speed technologies employed by mast wreets wday. Many foreign rechnologies
are being upgraded at leastevery 13 zzzgm-'hs whereas the systems and analysis tocls the
Community uses to exploit them are many years:ol ider by comparison, We must also find ways
o merge muliirmedia intelligence sources and deliver finished products in @ more Nmely fashion
while at the same time recognizing the counterintelligence concerns associated with increased
sharing of data.

The Community is identifying innovative ways 1o address these challenges by forging
new relationships with the privaw Scctb{; with other government agencies, and with foreign
partners. ftis also ﬁzv&iopu;g 3 szrzzf:gy for “outsourcing” some intelligence activitiesand i3
accelerating initiatives o reengineer and compete commercial activities. The stratsgy developed
in 1997 inwoduced the basic criteria for idemtifying and evaluating intelligence and related
activities for outsourcing., Next steps include consisient application of critesiaipdeiermining
candidates for outsourcing and systematically expanding outsourcing efforts across all
intelligence and related activities, | - -

The nature of the threat will continue to change. Whai kas not changed is the need for
dedicated, experienced intelligence officers 1o monitor communications, process reams of dara,
culivate information sources, and design new means of intelligence gathedng. We still need
skilled analvets who can take raw é&z& from multiple sources and produce assessments of foreign
feaders’ intentions. We need tcchn*cai and cther support personnel to make the business of
inweiligence run smoothly, We made some progress in attracting and retaining people with the
right skills and abilities in 1997, but ciiis will require sustained management attention for some
years 10 come if we are 10 succeed 1n dcvc]apmg the skills mix needed by the Intelligence
Community. -
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FOREWORD

Pow

Fiscal Year 1998-was a year of growth and restructaring for the Intelligeace Community. While
we accomplished a good deal as this mplort detalls, we have also learned where we need o
refocus our efforts to improve our collection, processing and analysis.

The Senale’s confirmation of the first Deputy Dirsetor of Central Intelligence for Community
Management (DDCI/CM) and the appointment of the Assistant Director of Central Intelligence
(ADCD for Collection and the A&sastant Director of Central Intelligence for Analysis and
Production this past surnmer was & l‘IlﬁjO"’ step toward improving cpportunities to manage the
Intelligence Communizy as envisioned by Congress and the Administration. The DDCUCM has
moved quickly to develop processes and procedures needed to better manage the Intelligence
Community on behalf of the DCL ﬁxlth::;zzgh we have a jong way 10 go, | am optimistic that UL.S.
Inteliigence is already moving away from its traditional “stovepipes” towards becoming a more
ecliaborative and corporate talterprise,

In FY 1998, the Inteiligence {Icmrzzumty provided timely and useful intelligence to the
policymaker, the diplomat, the wa:"ighzar and to the law enforcement community on'many

-important issues. It supported the US, cffam i1 the former Yugostavia with inteliigence and
personnel; provided real-time m:tzﬁzgwcs suppornt on the Asian financial erisis; prevented
terrorist antacks against US insaliations: ahd helped identify key imternatonal organized crime
figures,

The Intelligence Community came zagaz?zar to work as a team in the wake of the bombings of

our embassies in Africa 1o ensore that the terr rorists who brually killed hundreds of innocent

people conld not strike again, The entzzg Intelligence Community joined (o collest and analyzs

critical inteligence used 10 identify Usama bin Laden and his organization as the responsible

party. Once identified, the Intelligence Cmrmumzy played a vital role in planning the strike
-against Usarna bin Laden’s infrastructure,

The inability to predict the Indian Nuclear tests i May 1998 was a clear sign that the

Intelligence \.Jommumt;‘f needs to evaluate avajlable resources, technology, and technigques

against the thraats facing us today. | SN ey
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INTRODUCTION

Tasking

This report responds to the Congressional request for an annual report on the Intelligence Commuaity.

The Intelligence Authorization Act for Fiscal Year 1997, Section 109 (as amended in 1996) of the National Security
- Act of 1547, directs the President to submit an zzriciassiﬁeé report “on the requirements of the United States for

intslligence and the activities of the Intelligence {;L‘z}mmmizy.” »
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(};VERVIEW

The Intelligence Community Today

The Intelligence Community {0 faces 3 very
different world from what it was a little over a decade
ago. The threat of Communism which touched evczy
aspect of intelligence collection 15 gone, Today {i’zz
threats encompass o vide array of issues which 5;_)33’2
tha globe, There are two camgﬁms of threats t%}ag
will ocoupy the IC"s antention for the forsaeable |
furuee: thizats from our Stratagic rivals- China and
Russia - as well as from regional worries such as
North Korea, Iran, and Irag: and the transnational
threats - organized crime, narcotics tafficking,
preliferation, information warfars and terrorism,

To meet the challenges of this mcrcasmaly dangerous
andd complex world, our consumaers are demandin g
more timely, accurate, and actionable informationlio
inform their decisions and inersase thewr
effectiveness. The IC recognizes that it must
continue 1o pursue better inter-connectivity which
will enable analysts t¢ share infoemation guickly and
produce more timely and accorite assessments.

Puring FY 98, there were two noteworthy
independent reviews of the IC. Both reached the
same general conclugion that if the IC is to keep pace
with current and futgre requirsments, a new t
generation of technologies and technigues will have
1o be funded, invented, and deployed. These
technologies and techniques include new intelligence
callection platforms, better :nformat*qh and
cominunications systems, and szrd‘ngsr apalytical |
capabilities. 3

i7 as

While there remains a lot to be done to increase (& <7

intelligence capabilities throughout the IC, in FY 98
the IC provided vitgl information throughout the },«.az'
on issues manging from environmental disaster reizc’
s the plans and intentions of senior forsign
government officials, IC consumers felt that the
majority of their needs were being metin 2 tmely
manner. SIGINT and IMINT received praise fmm
consumers for their flexibilny, BUMINT continue
1 provide unique insight on several key issues. |

H

The IC is working w improve its business practices
and its relationships wub iis consumers. AS a resslt,
intelligence consumers falt that the intelligence
agenties ware making more of an effort than they had
in the past o obtain and respond 1o consumer
requirements in a timely maoner. This is in part dus
wihe incraags&;d surnber of agency reprasentatives

]
¥ H

3

working at and with the consumer organizations on a
day 10 day basis.

The Deputy Director of Central Intelligence for
Community Management (DDCUVCM) is inthe
process of developing the 1cols needed 10 better
manage the IC on behalf of the DCL Inlessthana
year, significant improvements have been made to
enhance:

~ Policy Dealiberations. The primary tools for
senior-level coordination, the IC Principals and
Deputies Committees, now meer on a regular
basis 1 discuss and resoive difficult Community
1558€S.

- Development of 2 Strategis Vision. The
“Community’s vision for the furire is embodied in
the DCI's Strategic Intent. Atits core, it
envisions a unified Community brought together
through effective use of highly advanced
tzchnology.

— Planning Processes. A new approach is
underway that will integrate and expand existing
planning against missions, ﬁmctlons and agency
activities.

- DCI Guidance to the Community. The systern of
DCI Directives (DCIDs) is being revamped.

Within the context of these broad initiatives the
DDCYCM and her Assistant Director of Central
Intelligence for Collection and Assistant Director of
Centrel Inteliigence for Analysis and Production ars

. working to improve the quality of the ICs collection
-, and analysis.

. b v
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ADCI’S ACCOMPLISHMENTS |

5 the Intelligence Community (IC) prepares
Afonthe next century. its approach © the

cotlection and dissemination of intelligence
must continue 0 provide a stategic information
advantage for the U.S. The DCT's vision for the
furere demands closer teamwork across the

Irielligence Community and more efficient use of our

capabilities to keep pace with the demands of
diplomatic and milizary operations. The Assistant.

Director of Central Inzelligence for Collection and the
Assistent Director of Central Intelligence for '

Analysis and Production are empowered 1o evolve
commuamty management functions o a more
sollaborative enterprise,

Assistant Director of Central Intelligence for
Collection

The Assistant Director of Central Intelligeace for

Collection (ADCI for Cellection) was established by

Title VI, Intelligence Community Reform Act of,
the FY 1997 Intelligence Authorization Ast. The
ADCI for Collection assists the DCT and the DDCL
for Community Management in carrying out their
responsibilites to ensure the most efficient and
effective collection of national mtclhgence.

The ADCI for Cotlection helps ehsure that the U, S.
Government bas.z world class, unified mxil;gem;

collection system, comprised of personnel and 0 2

equipment that can efficiently obtain and deliver |

appropriate, timely, and vost effective information o

is customars.

Lnder the general direction of the DOCT for
Community Management, the ADCT for Coliection

works with the ADCE for Analysis & Production, the

Executive Directar for Intelligence Community

Affairs, and the NFIP program managers 1o integrate

Intelligence Community collection and production

capabilities. The strategic coilection thrusts required

1o achieve this objective include:

- Establishing an integrated cross-intelligence
discipline coliection management process,

=~ Linking collection capabilities to custorners’
needs and priorities. Al the same Ume, link

4

intelligence requiraments and priorites to
resources.

Determine the requirements that will drive US
Intelligence collection systeras capabilities for
2010,

Determining, establishing, and adjnsting, a5
necessary, the siructure and composition of
Intelligence collection systems capabilities ©o
address 2010 concerns.

Integrating coileztion and production planning
processes 10 drive R&E) and future intelligence

.acquisitions.

Balancing integrared collection with tasking,
processing, exploitation, and l‘.ilSSe:mmatmn
ability.

The office of the ADCT for Collection has made
significant strides in meeting these goals in its first
six months of existence, The following are examples
of accomplishmens:

IINCLASSIFIED

Established the Office of the Assistant Direcior
of Ceatral Intelligence for Collection, allocated
functional responsibilities, and deveioped 2
prograrn, budges, and persanne! profile.

Identified authorities and responsibilities of the
ADCUC and the National Intelligence Collection
Board in & Draft DCID on collection

-

managencm .

wo WM.“-‘

LI

Established a close m[auonsmp with the
ADCUAP 10 ensure that collection initatives
reflect cansumer needs and priorities.

Esmablished an Integraied Collection Management
Task Farce, at the direction of the DCI, to
develop a plan to overhaul the current "stove
piped” intslligence collecuion management
syswem,

Broadened and improved the operations of the
National Intelligence Collection Board (NICB) 10
serve as the Community’s overrching
mechanism for snsuring seamless, oross-
discipline, collaborative intelligence.

Increased the Collection Board's operations
tempo and introduced new business pracuces (o
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(
include: holding quarterly offsite meetings for
- principals to discuss strategic coliection
© management issues; and establishing interagency
working groups w develop initial findings and
make recommendations for calié{:timwsuateg{ns

~  Provided direct support to the DCl and DDCI in
preparing cross-discipline coliection assessments
for NSC principals and Deputies Commitiee
mestings: developed and presented Cross-
discipline briefings on collection capabilities 10
congressional commitiees and theirsalfs as well
as National Secarity Council Saff Directors,

~  Ensured an appropriate aliccation of collection
assers against oritical developments by ]
coordinating strategies for imagery, SIGINT, and
MASINT against key collection targéts; and by
ensuring thai collection managers across all
disciplines had contingency planaing in place 1o

collect against crisis situations,

- Estabiished collaboration with the ADCI for
Analysis and Production and the National ,
Intelligence Production Board (NIPB}, e.g., co-
chairing the National Civil Users Board, whzc%z
addressed future imagery capabilities as well ag

~futnre processing and dissemination
requirements.

~  Strengthened the role of the Nattonal Inteihgence
Officers by providing guidance or intelligence
needs for Collection Buard assassmcnts

~  Establighed a joint Collecnon‘Boarc[meducnou

Board working group to assess current coilect;on

and analytic capabilities and todevelop strategles
1 improve the Community’s performance; and
assessing Mard Target Executive Board stramgms
and implementing after-actions for the
DDCYCM s Hard Target Joint Review Process.

- {mingted straziz:gzc planning and evaluation
activities, e.g., originated the development of a
strategic intent and planning process for . 1
Community collestion management, and worked
with Compmunity officers on collection
requiremens.

Assistant Director of Central Intelligence for
Analysis and Production

The Assistan Director of Central Intelligence
{ADCE Tor Analysis and Production was also

A e

3

=

established by Title VI, Intelligence Comraunity
Reform Act of the FY 1997 Intelligence .
Authorization Act. The ADCI for Analysis and
Production assists the DCI and the DDCI for
Community Management in carrying cut their
intelligence analysis and production responsibilities
in order to ensure the most efficient and effective
analysis and production of national intelligence,

The ADCI for Analysis and Production is responsible
for providing oversight of the IC analysis and
production elements, performing community-wide
managernent funcuons to include personnel and
rescurces.

The ADCI for Analysis and Production developed a *
program, budget, and manpower profile for the Office
of the ADCI for Analysis and Production. As pan of
this effor, he recruited a staff of analytic
professionals from throughout the 1C @ support the
ADCI for Analysis and Production and the NIPB.

The office of the ADCT for Analysis and Production
accomplished the following in FY 9%

— Drafted a DCI Directive {DCID) outlining his
authorities and responsibilities and those of the
NIPB. '

~ Building on the NIPB Offsite in April,
sirengthened the role of the Board 1o address IC-
wide production issuss such as:

*  Driving and refining collection by
articnlatng customer-derived intelligence
prionties, ™ ~°

* Eacomagmg cms«@zsmmunny
initiatives, pamcula:i;} n technology.

*  Highlighting mtallzg&nc& _pméucamn blug
ribbon programs.

*  Leading assessments and evaluations of
Community anzlytc capabilities

- Launched the Future of Intelligence Analysis.
This comprehensive report o the DCT will take a
baseling look at analytic programs across the
Community 10 assess capabilities against today’s
priorities and develop a strategic investment plan
tc help meet future requirements,

—  Led assessmens of the Community’s production
posture against Hard Target countrias that
identified gaps in analytic capabilities, as well as

UNCLASSIFED
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near- and long-term resource adjustments o help
fill those gaps.

Began transition of the pilot Civilian Intelligence
Reserve to the operational Global Expertise
Reserve, The pilor pragram, administered by the
NIC as a service of commen Community z
concern, recruited seven senior acadenmics o
provide watch coverage and in-depth backgmdnd
expertise for 12 Tier 3 and 14 Tier 4 countr‘ies

Worked with the ADCI for Collection and {JI.I}CI
for Community Management to moniter |
Community progress in responding (o Admir‘al
Jeramialy’s recommendations following the !
Indian suclear tost last May and preseated
findings to the DTI's National st:umy &dvz&i&fy
Panel. -

With'the National Inteiligencc Officer (Pq"IO)Efar
Warning began a reassessment of the warning
process to deal with the increasing complexity of
traditional national security challenges and
expang warning compelence agains new issues.

Developed Future of Inteliigence Analysis
projects designed specifically o address many of
the analytic shorifalls hlghhghzed by Admiral
Jeremiah.

Worked with ADCYC 10 ensuire approprizie
collection against key targets by revising DC{
Guidance on Intelligence Priorities and linking it
o specific intelligence zzzeés ang! aps and
estabiishing a process of pcnodv: review,

Addressed the Rumsfeld Comzssm $ .U
recommendations regarding the Baliistic sts:ie
Threat to the United States, in cooperation wzf%z
Compmunity leaders and ADCI for Collestion!
Prepared an IC assessment of the “Intelligence
Side Letiay” wriuen by the Commission.

Testified before SSCI on the implications of Lhc
Commission's findings for analysis, Qartzczziariy
the need t¢ inceease the Community's use of
outside expertise.

Designed the Furure of frieiligence Analysis
project specifically to address many of the
analytic shortfalls highlighted by the
Commission. \

£y
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PROGRAM ACCOMPLISHMENTS

US nationa] interests regquire the Intelhigence
Community to maintain worldwide vigilance onjthe
foreign threats 10 our citizens, both civilian and
mibtary, infrasuucivre, and allies. In addition, we
also seek 1o inform policymakers of epportunities to
advance US foreign policy objectives.
]
This portion of the Annual Report lists program
- seromplishments by Strategic priority, region of the
workd, transnational issue, and-by discipline.

Strategic Priorities

The following sountries are considered strategic
priorities by U3 pelicymakers.

China

o UN-Sino Swemanits, CIA provided a daily
telligance sunamary and other intelligence
support before and during the Oczobez 1997 visit
1o Washingion by President Jiang and é‘zzz‘:nga
President Clinton's visit to China in June 1998,

». Technology Transfer. CIA supported the
investigation by the Select Comymitiee on US.
Mational Security and Military/Commercial |
Concerns with the People’s Republic of China.

© Ty ¥
% )

y

Cubs

+  Arrestof a 10 Member Olegal Network in Vi S

Miami, Florida, A three year.investigation by
the FB1 and other US Government entities
cuilminated iy the arvest of 10 members of an
iflegal network in Miami, Florida, on Septernber
12, 1998. This nstwork was engaged in the |
coliection of information from a variety of targets
in the south Florida area, including 'nfermanon
relaced 1o political and humanitarian actmtzas by
Cuban American organizations; the cperation|of
US military installations; and, other US
Government functions. As a result of this
investigation three members of the Cuban
Mission to the United Nations in New York were
expeiled durtng December 1998, for actions
related to this neiwork.

3
4

+

Iran

< »  Caspian and Iranian Energy {ssues, CIA

provided 1echnical support and detatled analysis
to support critical policy decisions on Caspian
and Iranian energy issues.

»  Expand Open Source Coverage, CIA tncreased
" coversge of the Iranian regions by adding Iraniap
regional publications to open source coverage,
which resuited in a Sl-percent increase in

produstion,

North Koreo

«  Famine Assessment. ClA provided an
assessment of the extent of famine in North
Koren through the use of both 2 multidiscipiinary,
all-source methodology and a mortality model.

Russin

» Dependence on Western Financial Assistance.
DIA's analysis of the impact of Russia's financial
£risis on its weapons of mass destruction
programs revealed increasing dependence on
Western financial assistance 1o dismantle nuclear
and chemical weapons, This information
comtinued funding for WMD programs and will
be used by senior US policyrnakers ta evaluale
Russia‘s furure requests for financial assistance.

-+ Analytical Surge, ~C1A surged 10 provide

additional coverage during two Russian
Government shakeups and"pmA dent Clinton's
meeting with President Yeltsin.

»  Translations Improvements. ffL& lannched a
piot program to unprove the guality and
timeliness of wanslations from Russian press.

Regional Highlights
Overall \
The fallowing accomplishments include more than
one region of the world,

= Specialized Ogperational Support. DOE
continugad to mamiain an an-call capability i
rapidly Wentify and provide unique

UNCLASSIFIED
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expertise/technologies to support federal
agencies’ vaned rnissions, for example:
addressing the specialized needs of the joint
Staff, Special Technologies Program (STP}
coprdinated a quick-turnaround technical solution
o 2 US European Command requirement for
remnotely interrupting broadceasts aimed at
disrupting the United Nations (UN) peace efforis
in Bosnia; supporied US military forces in
Europe with personnel and equipment 0 dczec*
surface and sub-surface anomalies; supported E{he‘
Department of State’s Construction Accreditation
Program with the deployment of personnel and
specialized equiprnent 1o assist survey (€ams; azxd
provided DOE laboratory equzpmem}pﬁscnnei
for the real-time, onsite, recording/data capmz? of
iraqi missile launches in support of UN weapons
ingpecnong; and cogrdimated a quick response %
capadility o modify a device fora sensitive |
operation. )

Foreign Landmine Warfare. The Natonal
Ground Inteiligence Center (NGIC) continues 1o
develop extensive data bases and maintain '
technical experntise on foreign landmine warfare.

In addition, NGIC analysts conduct site surve vs
of affected countries, provide technical :
assessments and recommendations for mine- |
ciearing programs, and train others to identify

and remove landinines. Mines Xill or maim about
26,000 people yearly, and some form of landmme
threat exists in most countries where US forces
are likely to deploy. - ".\\‘ 2

Atlantic Intelligence Command’s Joint

Reserve Intelligence Program. The Atlantic.!
Intelligence Command's joint reserve m'elhgence’
program provided gver 70 man-years of support
across alt functional areas and increased overall
Command production by 33 percent. Reserve
Components have been completely integrated

inte command operations and are assigned 0
duties such as waich standing, exercise
augmentation, ioint expeditionary warfare

support package production, pianning for the
evacuation of noncormbatants from worldwide
wrouble apots, and preparing coastal landing
heach studies.

Imagery Analysis, NIMA imagery analysis
wutinely assasscé disposition and capabilities ef
ground, zir, navy, slectronic, and missile mz%zzazy
forces, indications of war, civil anrest,

counterinsurgency operations, threats 1o US

s

H
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citizens and interests, and compliance with peace
agreements,

Disaster Response. NIMA imagery continues to
respand to both domestic and international
disasters caused by fires, floods, tropical storms,
voleanic erpptions, earthquakes, and oil or toxic
materigls spills,

Environmental Assessments, NIMA worked
with military medics! planners 1o assess the

. impact of environmental conditions on US

military contingency plans at sclecied sites whers
significant toxic matwerials have besn openly
discharged. |

Foreign Policy Topics. Stare INR sponsored 96,
seminars and conferences on & wide range of key
foreign policy topies, including briefings for 33
pew Ambassadors. These activities enabled 1op
State Deparument policy makers and Intelligence
Community analysts to tap the expertise of more
than 700 non-U$ government experts, including
academics, business people, journalists, and,
representatives of international organizations.
These activities provide new information, explore
emwrging issues, suggest policy options,
sopplement in-house expertise, and bring non-
US government perspectives and experience (o
bear on important policy and intelligence issues.
Conferences in 1398 focused on such topics as
Albania and Kosovo, Russia’s regions, emerging
infecrions diseases, and the intermational finaneial
crisis.

Support Surge. CIA surged 0 support
policymakers dealing with new crises in
Subsaharan Africa-and Southeast Asia.

CIA Coverage. CIA :ﬁpormﬁilon global finanecial
crisis, and provided early warsing about new
risks, and alternative scenaiio analysis.

-

Ceniral Eumpe _

Bosnia. CIA provided support, analysis, and
operational capability in respoase to key
intellizgence nézds in Bosma.

Assessment of Latin America and Caribbean.
The US Sauthern Comroand published the
Intelligence Assessment of Latn Amenes ang the
Caribbean, which is the first comprehensive 18-
year assessment of the futore of nuliary,
political, economic, and social conditions of each
sountry and sub-region,

IINCLASSIFIED
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Africa : '
¥
+ Crisis Intervention. The NiC’s anoual repoct on
Global Humanitarian Emergencies pravidecﬂ
valuable analytic support o civilian and miiimy
decisionmakers responsible for plansing crisis
intervention in Central Africa. !

Transnational Issues

The intelligence community is<ncreasingly called
upon 10 respond 1o growing transnational threats, i
particolarly organized crime, {img wrafficking, and
terrorism.

international Organized Crime

PR

Presidential Decision Divective 42 (PDID42) dated
22 QOctober 1995, racognizes that international
eriminal enterprises rnove vast sums of Hicidy
derived maney through the world’s financial systems,
buy and sell narcotics and arms, and smuggle al zeﬁs,
nuclear materials, and weapons of mass éesxmcxzca
The Intelligence Cammunity (1<) targets all aspecis |
of internatienal criminal argamzan{)z’zs from the
leadership structure o the organization’s aczzvzms,
Below are several activities being accompi;shcd hv
the IC in response to the diractive:

« Crime Groups. The Crime and Narcotics Center
{CNC) broke new analytic grounckm several key
areas, 1o include the emerging power of mma
groups in the Balkans, the former Soviet L'mcm
and Asia,

e

*  Targeting Money, ONC cstablished a C“:mna] ‘

Financial Flows Branch 16 provide zz‘zt*ihgence
suppart targeting the internationa! flow of ilbicit
money,

= Organized Crime Branch Established. ONC
- established an Organized Crime Branch o
producs stramgic mislligence in support of
impiementation of the Pregident’s Emema{wnai
Crime Contrel S;zazagy The branch focuses on
idemtifying and evaluaing organized orirminal
“activity that affects US national security and
SCONOMIC inlerests,

*  Organized Crime. ONC deepened ceapamicn
with the [ntelligence Community and law
enforcement agencies on the threat ofargamzcd
crime.

e
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+ {ombating International Drganized Crime,
NIMA provides some sapport to combating
tnternational organized crime. This support is
principally involved in managing imagery
collection reguizrements for law enforcement
agencies.

Marcotics

The IC addresses the international portions of the
President’s 1998 Natioaal Drug Control Policy:
shielding America’s air, land, and sea frontiers from
the drug threat and disrupting forsign drug
operations. Interdiction operations also produce
intelligence that can be used domestically agatnst
gafficking organizations. International supply-
reduction programs not anly decrease the volume of
illegal drugs reaching our shores, they alse attack
international criminal arganizations, and honor our
international drug-control commitments. The US
supply-reduction siralegy seeks !

destroy drug-trafficking organizations
interdict drug shipments
safeguard democracy and human rights

L R

» (uitivation and Production Estimates. The
- Counternarsotics Center {ONC) complemd
imagery-based cultivation and production
estimates for all major coca and opium producing
countries that served as key input to the
Prestdent's annual narcotics cenification
decisions, . - .

» Drogs. CNC created mzw%mbams and
initiated efforts to improve ¢ytrent analytic
methedologiss-used to sizethe flow of drugs as
well as to identify the major routes and
conveyances used to transport drugs to the US.
Also developed and implermented a new
computer application that uses automatic 1ext
search and retneval system for the coliection of
narcotic seizure data worldvide.

s  Drug Trade. National Dirug Intelligence Center
(NDIC) prepared strategic analyses on the ihicit
drug trade for the counterdrug community.

+ Drug Threat Assessment. NDIC developed a
drug “ihreat assessment in support of the National
Drug Control Strategy.

+ Information Sharing. NDICT sponsored
conferences with Federal, siate and loeal
counterdruy agencies W IMprove communication
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and sharing of information among law :
enfercemant and intelligence agencies,

s Drug Intelligence Analyst Training.. NDIC
supported Federsl, stare and local law
enforcement agencies in addressing the dire need
for drag intelligence. analyst training throughithe
development of distance leaming course in
paninership with FBI, DEA, Costoms, FINCEN,
and the National Guard Bureau. '

+ Estimates Completed. CIA completed
cultivation and production extimates for all majar
coca and opium producing countries, which ;
served as a key input 1o the President’s annual
nareqtics cenification decisions.

Terrorism : i

To meet the growing challenge of terrorism, the
Presiden: signed PDDW6Z in May 1998 whnth sreates
a new and mare systematic approach to fig%&tzzzg the
terrorist threat. Ceuntering terrorism requires day-to-
day coordination within the US Gavernment and
close cooperation with other governments and
internarional organizations. The intelligence
community directly supports these affans. ,

» Security and Protection. The Counterterronist
Center (CTC)Y provided intellipence and analysis
to meet policymaker interest in enhancing the
security of US facilities and protecting US|
persons fram terrorist threas.

»  Terrorist (}roupu. CTC continued 10 assess lhe

" capabilities and intentions of ey ferrorist groups
worldwide: their organization, infrastructure,
leadership, support and financial networks,

weapons acquisitions, capabilities, and - WS

operational intent 1o anack US facilities and |
personnel,

»  Targeting Terrorists. UTC cooperated with US
law gnforcament in targeting terronisis and their
SUPPOIt Groups.

* Tasking Based on Terrorist Concerns. CTC

- cortinued meeling with pc}hcvmakm and their
staffs i formal and informal segsions to ascentain
their 1errorist concerns in orderto task CIA |
intelligence collaciors and analysis.

1

*  Acquisition of Surface-16-Air Missilesby a
Terrorist Group. The GDIP reporied 2 Thid
World HUMINT source sbtained information |
that & hand-held infrared guided missile had been
rgeavered by terrorists following 2 gun battle |

with Army personnel. In light of a subsequent)

downing of government aireralt by the terronisis,
L3
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this reporting confirms that at least one terrorist
organization possesses surface-to-air missiles.

Conference on '"Disease and Diplomacy. CMA
in colaboration with State Department, the NIC
sponsored a conference on "Disease and
Diplomacy,” examining the smplications of ¢his
ransnatonal threat for US foreign policy,
Intelligence Support on TWA Flight 800, Cia

provided suppoert to the TWA Flight 800
investigation led by the FBI by using “sound

* propagation analysis" methodology to detarmine

which portion of the flight was seen by key
syewitnesses.

Explosive Sweeps. CIA provided K-8 Explosive
Ordnance Disposal assistance 1o Fairfax County-
and Vienna Pelice Departments 10 support
sxplosive sweeps being conducted for the Kasi
wial in Fairfax.

Gathering Information, FB! reported the
official US counterterrorism policy is based on
several prime tenets, 1o include: making no
concessions 1o terronsis; placing economie,
diplomatic, and cceasionally military pressure oo
state sponsors of terrorism) explotting all
available legal mechanisms to punish . :
international terrorisis; and, helping other
governments improve their capabilities 1o combat
terrorism thereby preventing infernationsl
terronists from becoming probiems o the United
States. Inthis regard, the Izzzeﬁigmca :
Cormmunity OC) focuses #ts efforts on gathering
information on terrorist activities almed at US
citizens or inferestyand i‘zelp thwart such
activities.

Luy .A..Aw’\mv
e e

Personnel Exchange. Thé EBIsiated the FBY's
ability to fulfill its counterterrorisyn mandaie is
enhanced by the strong working relationships it

has established with members of the IC and US

faw enforcement. The exchange of personnel

among agencies has been key to the {low of

crtical information between agencies and has .
strengthened the overall US Government
counierterrorism capability, Information is also
exchanged batween agencies via several .
elecommunications systems that have

dramaticaily decreased the Jag time ¢xperienced
berween the receipt of terronist threat information

and the dissemination of that ifurmation 10

Federal, state, and local intelligence/law

enforcement agencies.
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The following are some examples of 1
accomplishments realized by the FBI's Intermational
Terrorism Program in 1998;

» Identifying Suspects and Forensic
Examinations of Bombing Sites. In response
the August 7, 1993, twin bombings of the US
Embassies in Dar &s Salaam, Tanzania; and

Nairobi, Kenya, hundreds of FBI agents ware | -

dispatched 1o Tanzania and Kenya to identify
stuspects and conduct extensive forensic
exarninations of the bombings sites, As a result
of these efforts, Mohamed Rashed Daoud al- |
Owhali and Mchamed Sadig Odeh were rendered
15 the Usited Stares on August 26, 1998, and

Au gust 27, 1998, respectively, These mr.izvzduals
remain in custody in New York, butneither %}35
agreed (o cooperatz with investigators. ‘

» Indictrment of Usama Rin Ladin. On November
4,-1998, the Southemn District of New York
announced the indictment of Usama Bia Ladin;
his lieutenant, Muhammad Azef, Wadih Bl Hage,
Fazal Abdullah Mohammed, who is also known
ag Harun Fazul, Mohamed Sadig Odeh; and, ;
Mohamed Rashed Daoud Al-Owhali on counts of
congpiracy resuiting from the bombings. In
addition, Wadih El Hage was indicted for penury
before a grand jury and for making faise
statemenss. Both Usama Bin Ladin and
Muhammad Atef were added to the US
Department of State Herces R{:wa.nd Program i ‘rll
conjunction with the :nd:ctments *The Heroes |
Rewards Progiram publicizes various rewards-

being offered by the US Government for -7 277

information leading to the arrest and/or

convictuon of selecied international terrorists.
Fazul Abdullabh Mohammed has besn on the list
since October 1998, and remains a fugitive.

»  Rapid Deployment Teams (RDTS} Asa z‘eszzh
of the experience gained through its response’ 0
the Angust 7, 1998 twin bombings in Dar el
Salaam and Nairobi, the FBI established five
Rapid Deployment Teams (RDTs), {two of which
are located in the Washington Field Office, and]
one each in Los Angeles, New York, and Miami}
which wil} enhance and expedite the FBI's abiiigzy
to respond to acts of terrorism abroad. RDTs are

unkis capable of deploying abroad with celenty o

the scene of a terrorist atiack, orgamzing 3
eammand past, conduciing a forensic

i

&
&

-

examination of the crime scene, and conducting
the resulan criminal invesugation. RIDT: ars
comprised of ficld office executiva managers,
investigators, analysts, as well as task oriented
personned, such 48 bomb technicians, physical
security specialists, and evidence response teams,
Specialty personnel capable of providing
expertise inn such diverse areas as
chamicalbiclogical weapons, communications,

. and logistics are able to be integrated inis each
RDT. Although the success of all eximterritorial
deployments is dependent om host nation support
and cooperation: the personnel and equipment
organic to the RDTs will allow the FBI to sustain
extended operations in foreign environments.

»  World Trade Center Bombing. On February
26, 1993, the World Trade Center in New York
City was bombed, killing six persons and injuring
hundreds. On March 4, 1994, four perpetrators
were canvicted of the bombing and sentenced 1o
240 years each in prison. The alleged
masiermind, Ramzi Ahmed Yousef, was later
rerurned to the United States. On November 12,
1997, Yousef and an associate, Evad Mabhmoud
Ismail Najim, were found gullty of congpiracy,
On Janvary 8, 1998, Yausef was senenced 10 240
years in prison. Simullanecusiy, he was
sentenced o life in prisen for the roie he played
in & plot to bomb US commerctal airliners
servicing the Far East region, The sentences are
te run censecutively. Najim was semenced on
April 3, 1998, 10 240 years in prison withno
chance of garcle. -~ « -

[E e T

Praliferarion .

Efforts to control the protiferation of Weapons of
Mass Destruction {WMD) and convestional weapons
remains 2 high priority for the US Government.
Through treatias and other methods the US aims
strengthan controls over weapons-usable fissile
material and prevent the theft or diversion of WMD
and related material and technology.

s Missile Tests, NPC repored that CIA provided
early waming of imminent mussile tests in three
courntries, which allowed the Community
deploy colizgtion assets in a tmely manner.

«  CW Assessments. NPC's characterization of
chemical weapons agenis allowed assessments
that provided = relia sble intelfigence baseline for

i
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DOD planners 1o make decisions on CW
detection and medical coumerrncasurc
acquisitions.

Implementation of BW and CW
'Enhancements. NPC developed an
xmplcmentauon plan to address the BW and CW

proliferation issue, and began implementation of, -

the plan by identifying and hiring a leading i
biotechnalogy industry expert to serve as the|
DCI's Senior Science and Technology Advisor 10
increase the Community’s ability to address B\?‘v
issues. =

Foreign End User Checks. In Suppa‘t of Ihé
State-chaired, interagency nonproliferation

working groups, NPC processed and coordinated

Intelligence Community inputs 10 many
demarches, taiking points, or non-ga;xzs, Thase
inputs were used to counter the transfer of
nuciear, chemical, biological, and missile-related
equipment and technology that could be vsed in
WM programs. CLA conducted more than
7,000 foreign end user checks n support of the
U8 licensing and export process, cheeks that zhg
Depaﬁment of Commerce considered vital © zzs
review of US export licenses. i

Development of Shahab-3 Missile. NPCand .
OT1 idenntied and analyzed key milesiones azzé
wechnical pammetersin Tran's PIogram o éﬂveiczp
the Shahab-3 missile.

Ketwork Assists Decisionmakers. The ﬁa{iénai
Ground Inteliigence Center provides a web- based
network 1o estimale the cons negees from the
ralease of nuclear, bzoic;gzcai chemical, or

radiclogical matenials to assist decisionmakers in -
formulating an emergency response. A

The Army Foreign Materie! Program. Thel’
Armyy Foreign Mateniel Program assessed a wide
range of weapon systems and technoiogies during
the past year, Data developed from foreign
matariel exploitation have contributed
significantly 1o vpgrading US weapons and
developing technologies to defeat worjdwide |
threat systems and assure the survivahilicy of TS
ground forces,

Urban Warfare Threat. The Marine Corps
Tmelligence Activily was the jargest producer ¢of
the urban wasfare threat Guring the year. ‘
- Products included uéban warfare reference |
docimeris, a video highlighting past operationls, ‘
. 2 lessons-leamed overview of three case studies,
and a handbook to assist wa:ﬁghters in

. Kicnlzfyzzzg urban imelli gence yequirements. |

!
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Nuctear Collection Tools and Technical
Support. BOE continued 1o provide suppors for
specialized intelligence operations, to inglude the
developrnent/enbancement of a sulte of sensitive,
lightweight, compact, and inexpensive radiation
detection equipment; an on-call cagability,
through selected Department of Energy (DOE)
laboratories, w snalyze data and ideanify/classify
suspect nuclear materials: speciaiized taining on

, muclear healih physics.and the use of the

detection aguipment; and one Rulltime DOE
laboratory technical advisor. Established a
deployable sadre of an additional two trained
personme! for support.

Combating Proliferation. NIMA imagery and

imagery analysis were key (o understanding and

responding to worldwide efforts w develop and
proliferate both critical Weapous of mass
destruction CWMIY tﬁcmoiogws and opecational
WMD systems,

Monitoring. NIMA reported analysts monitcred
worldwide research and development, test and
svaluation, praduction, and proliferation of
nuclear, Yailstic missile, chemical, biological,
and advanced conventional weapons and
weapons-related echnoiogies.

CW Intelligence Baseline. CIA characterized
chemical weapons (CW) agents 30 as 1o provide a
reliable intelligence baseline for Department of
Defense {D6D) planners to make decisions on
chemical weapons detection and medical
countermeasurs gcqpisitions

Interdiction. ClA pmcﬂsse"& ‘dAnd coordinated IC
inputs to many demarches; _zaikmg poinis, and
sther unofficial papers used 1o counter the
transfer of nuclear, chemical, bivlogical, and
missile-related equipment and technology thas
could be used in weapons of mass destruction

(WMD) programs

Counterproliferation Assistance Program.
FBI and DOD have consulied with and have been
supported by other US Government agencies in
developing and implementicg 2
Counterproliferation Assistance Program for the
states of the former Soviet Union {(FSU), the
Balti¢ countries, and Eastern Europe. This’
program is designed to expand and improve U3
efforts (o deter the possible ilicit WMD
proliferation on the part of organized crime
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groups and individuals throughout the FU, the
Baltics, and Eastern Europe. Assistanceis
tailored to the specific response needs of the
targeted country/region and is intended to:
enhance awareness levels regarding the WiMD
threat; improve overal] detection techniques; and,
increase the law enforcement capabilities needed
10 effectively respond to and invesugaie WMD-
related incidents within their borders.

¢ Countering Proiiferation of WMD. FRIYDOD
Counterpreliferation Assistance Program atso
calls for the provision of a cenain amsunt of
follow-on technical assistance and equipment
procurerent, where appropniate, in order 1o
counter the proliferation of WMD.

» Unit at FBL. FEI continues to refine and expand’
its investigative and analytical efforts in the
counterproliferation area, as exemplified by
recent establishment of 2 unit at FBI
Headquarters dedicated solely to
connterprohiferation matters.

o

e "(ounterproliferation” Course of Instruction.
FBI reported i connection with the i
aforementioned Counterproliferation Assistance
Program, 184 government officials from the
Republics of Kazakhstan, Uzbekistan, )
Kyrgyzstan, Moldava, and Geargia have received
the basic "Counterproliferation” course of
msiruction &t the International Law Enforcement
Academy in Budapest, Hungary.

Ty

Counterintelligence N

Counterintelligence pravides an ability to protect '|
sensitive national securnity information and te prevent
the loss of critical technelogical, indusinal and
commereizi information. Counterintefligence efforts
pravide a comprehensive security program and ‘
consiant evaleation of the intentions and targets ofj
forsign intelligence services. Counterintelligence |
capabilities and programs work to detect and
neutralize the impact of espionage against US
interesis. The intelligence mission depends on the!
adeguacy of countarintelligence programs to provide
waming and protective measures against both
traditional espionage and non-traditional economic
theft of US equities, Fallure to protect our
sconmmic and security interests would impact
America's prosperity at home and abroad.
Awareness of the thieat and adherence 1o prescried

13
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personnel information and physical security standards

and procedures based on risk management principles

are critical. .

+  Training. NACIC conrinues 1o fund Cl aganey
partdcipation in s vanous Ul courses, seminars,
and conferencas, NACIC also sponsored
sumerous O awareness training programs for

“both the public and private sector.

»  Joint CI Evaluation Office. The DoD FCWP
reporied that the oing Cf Evaluation Office-
manned by Dol and Service C representatives,
was established to keep senior Dol leadership
nformed on significant Chinvestigations. NSA
and DHA provide support as needed. FBI and
ClA personnel are expecied to join in the near
future. The Defense Computer Forensics
Laboratory achieved initial operating rapability,

» (I Program. FCIP grovided DoD customers
with s comprehensive and professional CI
peogram to identify, assess and/or neutralize
foreign inzeiligence service or terrorist threats.
The FCIP conducted aver 1,500 Cl investigations
and operations; disseminated more than 19,000
Intelligence Information Reports or servies
collection reports; published over 7,400 CI
analyses, threat estimates or other CI documents;
presented over 20,000 threar briefings 1o more
than 640,000 personnel; supported in excess of
500 joint, service or.combined military exercises;
enhanced a vital link with US Defense industry
by kezping that industry aware of foreign threats,
and accomplished over 6,600 additional €I
nitiatives to support militagy gustomers.

¢ Third-Party Purchasingf.-j}él} FCIP reparted
that AFOSI, in a joint investigatian with US
Customs, determined thar 2 Taiwanese natianal
had purchased military sensitive parts through a
third'party from a Defense Reutilization and
Marketing Office and tried to ship them to
Taiwarn without proper export license, The
individual was cherged and indicted for tha
offense. The mifitary sysierss involved were US
Army tank eads, USAF F-117 gyros, F-111
navigational devices znd unspecified US Navy
suiprnent.

« Regruited Soldier. Dol FCIP reporied that
Kelly Warren, a former Army soldier who served
in Germany from 1984 10 1988, pled guilty to one
count of conspiracy to commil £spionage in 2

- UNCLASSIFIED
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Tamps federal court on November 6, 1998. [On
12 February 1999, she was sentenced to 25 years
in prison; the maximum allowed under the pilca
“agreement. Warren was one of a number mfu
seldiers recruited by convicted formes spy Army
sergeant Clyde Lee Conrad in Burope. A\rmiy

© Milinary Intefligence conducied the investigation

of Warren joumly with the FBL

Biackbicd Database, Dolb FCIP reported z‘zaz
the Balkans Branch of the US Ay Ezzmpa
Analysis and Contro! Element created and | —
maintains the Blackbird Database. The branch
puils all raw reporting from the CIZI‘{UMZ{N? as
wall a3 theatsr, nationsl level and open sourte
reportz related to the Balkans. The dasbaselis
available at the BCI, SECRET collagel and
MNATO release classification levels. All iav&z}s of
the intelligance commumty, from CYHUMINT
tearns in Bosnia to DIA analysts utlize it

NCIES System and Technology Threat
Advisory. Dol FCIP reported that NCIS |
developed a new analytical product entitled the
"NCIS System and Technology Threat i
Advisory”. The Advisory provides threat
warning 1o Navy acquigition programs ‘
concerning foreign targeting of US Navy crineal
program information. The praducts have - |
received wide acclaim within the Navy and z?ze
FBI, CIA and Nzational £ Center.

Expanded Collection and Ana];s;s CIiC
expanded collection and analysm of the threats
posed by hostile intelligence services to US|
national security interests,

’I.

. Fublications Produced. CIC produced a
significant number of publications for the -
Cammam{y analyzing foreign mtell:gence and
" security services,

[ PP S

l
Tllegals Network. A three vea.r znw:snganon by
the FBI and other US Governiment entities |
culminated in the arrest of 10 members of an
Hegals network in Miami, Flonida, on September
<12, 1998, This network wes engaged in the f

cotlection of mformation from a vadety of targets -

 tn the south Florida area. These targets included
wformation related 1w political and hzm:mzzanazz
activities by Cubuan Armgrican organizations; z“
operation of US mulifary installations: and, eiher
Us Gav&mm&zzz fusctions. As a result of this

T4
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mvesugatzovz and re:la[ed investigations thay were
conducied by the New York figld office, the US
Department of State expelled three members of
the Cuban Mission to the United Nations in New
York during December 1998, faor actions related
10 this network.

» Connectivity to Industry. FBI established
connectivity to industry in order to share threat
wamings and information via the InfraGard
Program. InfraGard is designed to address the
need for a private and public section information
sharing mechanism at both the national and local
levels by:

— providing members prompt, value-added
threat advisories, alerts, and wamings,

-~ increasing the quantity and quality of
infrastrucrure threat information and
incident repbrts provided to Jocal FBI
field offices;

- increasing interaction and information
sharing among InfraGard members and
their associated Jocal FBI field offices
and FBI Headquarters on mirastrucoure
threats, vulnerability, and
interdependencies;

- ensunng the proection of ovber and
physical threat data shared among
InfraGard members, FBI fisld offices,
and FB] Headquarters theough.
compliance with proprietary, legal, and
securiy [Bquire ments.

B
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The following are program accomplishments which
illustrate enhancements o specific disciplines.

All Source Analysis and Productien

All source analysts exarnine and interpret both the
raw-data from the imeiligence disciplings of IMINT,
HUMINT, SIGINT, and MASINT, as well as the
expert commentary of both single source analysts and
HUMINT cotlectors. Each all source analyst also
develops a unigue personal preference for other
valuable data sources. These may include industiry
and academic contacts, allied inteiligence services,
non-governmental agencies (NGOs), and
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: counteriﬁ(elligcnce data. The all-source analyst
.synthesizes all such data through the prism of their

academic training, language Skl]lS foreign travel,|land
© personal experience,

With the emergence of information on formerly
denied countries, open source intelligence has
become an increasing valuable contribution to the all
source analysis process. The availability of open \
source intelligence was facilitated by the Internet's
exponential growth.

_All-source analysfs TNUSL pOSSESS Or acquire expertise
on functional or regional topics as diverse as North ,
Korean biclogical weapons and South American 1
economics, Because each analyst is unique, the best

. analysis is usually a result of collaboration with other
IC analysts with complementary expertise. The
finished intelligence products resulting from this
process provide warning, illumination, and context to
the decision making process of national ‘

_policymakers, diplomats, miitary commanders, and
other government officials worldwide. '| :

All source analysis accomplishments result from the .
process of analysis, evaluation, synthesis,

interpretation, and integration of information into
finished, all-source intelligence products, and the
dissemination of the finished, all-source intelligence
- product,

» Increased Production. US Transportation
Command's Joint [ntelligence Center increased
its overall yearly 1ntelhocnce produ::non by a i
factor of four without an increase'in manpower.
Also, Reserve Component producticn at the . l
Command increased by 800 percent and
contributes to 24 percent of the overall i
production effort. In addition, all inteltigence
products are available electronically. |

3

¢ Increase in Task Force. European Commant:{'s :
- Joint Analysis Center (JAC) continued to provide

focused support in response to increased activity
within the Command's area of responsibility, i in
which the number of joint and combined task ‘ .
forces almost doubled since last year. The JAC
supported two joint task forces simultaneously
and, during the Kosovo crisis, provided over
1,100 tailored mte]hgence products and explaited
more than 3,000 images. The JAC also prowded
extensive support to other combatant Commands,
highlighted by extensive efforts in preparation for
Operation DESERT THUNDER. '

* Global Expertise Reserve. The NIC recruited
seven academic experts in a pilot program to

UNCLASSIFIED
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angment limited analytic coverage of 27 Latin
American and African countries. Among other
things, this Global Expertise Reserve provided 12
in-depth reports on Tier 3 and Tier 4 countries
and held four Community seminars.

Diplomatic Support. CIA provided support for
high-level US visits to all regions of the world, in
particular, extensive support for several )

Presidential and to US participants in the Middle

- East Peace Process.

PDB. CIA tailored tte President’s Daily Brief
and its delivery mechanism to better serve the
President, Vice President, and senior advisors and
created the Strategic Perspective series to provide
more in-depth analysis of longer term issues.

- The Senior Executives Intelligence Brief. The

Senior Executives Intelligence Brief (SEIB)
replaced the National Intelligence Daily (NID) as
the daily vehicle to inform policy makers, as part
of the procedures to more carefully control copies
of the SEIB and protect it from accidental or
intentional disclosure.

Established Standards and Procedures. CIA
established competency standards and
certification procedures for analysis that provide
the clarity, consistency, and flexibility for
tailoring professional development to meet future
expertise requirements.

CIA Operations Center. CIA reengineered the
CIA Operations Center--as well as datly
intelligence delivery=-to begter tailor products and
services for the Presidenit ar_i:gI'Semor '
policymakers. e,

et

Outreach. CIA increased outrcach to identify
and communicate on a regular basis with outside
experts-to fill information gaps and to challenge
and test analysis.

Internet to the Desktop Program. CIA
designed a technical architecture for the
Agency's Internet to the desktop program, which
will provide high-speed Internet access to every
analyst as well as access to a variety of analytic
tools.

Arrest of Cuban Agents. The FBI reported that
FBI Headquariers assisted in 2 major espionage
investigation through the identification of several
Cuban agents who were operating in the United



« - Pitts Espionage Case. FBI analysis are

Baiéﬁ’z‘ng Expertise for Future Intelligence

.
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States. This investigation resulted in the arrest of
10 individuals.

providing significant comribuzions 16 the Ongoiﬁg
damage assessmeant of the Pitts espionage case.

Geographic Learning Site On-Janvary 30,
1998, State INR lmunched the Geographic
Learning Site (GLS), The GLS s INR's
conuibution toward supporting the Presdeor
“Call © Action for Education” and the !
Deparupent of Education’s "Amenca Goes Back
10 School” effort. The GLS is designed 1o assist
teaching of geography and foreign affairs to
students in grades K-12. It demonstrates how
geography can help us 1o understand the forces
that shape foreign affaies and informs students -
some of whom will become wmarnrow’s :
diplomats - about the Department’s work, The
GLS underscares the leadership rofe of the |
Linited States in such global issues as human
rights, democracy, sustainable development, ?nd
environmental protection. The site can be used
by teachers to stimulate their students to thmk
geographically, to nse effective research methods
and ools, and 1o seek put answers for themse}ves
about the important and difficult prablems behind
taday’s headlines, The GLS has steadily mc:rezsed
in popularity - corrently rece: iving over 2 000 hits
aday, and has won five web “awards a5 an
“excellent educational tool inchuding Editor's')

H
;
%S

Choice for the Awesoms Library (Top 5% ini " 50

grades K- 22} '

Intelligence Assessments. State INR produced
mare than 53700 intelligence assessments
eovering virtually svery z:{}umziy and

transnational ssue of foreign policy significance.

Morning Intelligence Summary, State B\ZRI
~ publishied the Secretary’s Moming Intelli Igenae
Summary 365 days last year and delivered it 1o
the Secretary of State no matter where in the |
world she happenad (o be. |

Research and Training Program on Esstem
Eurepe and the NIS. Srate INR managed zhc
$4.6 million Research and Traimng Program on
Eastern Burope and the NIS (Title VI wh;ch
seeks to'build US expertise on those regions b}

|
|
|
i
i
i
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providing assistance 1o over 1,200 graduate
students and senior scholars annually,

Environmental Flashpoints. CIA brought
together a workshop on Environmental
Flashpoints of over 170 expeits from academia,
the private seClor, nongovernmenial
organizaiions, and govermment agencigs
wlentified regional environmenial stresses
woridwide and assessed their § impact on 15
national interests.

Language Training. (1A expanded language

wraining on global coverage languages o faczizzzza
analysis’ access W new sources.of information,
partcularly foreign press and selecied Internet
websites.

" Information Alert Toels. CIA compleied the

first of a four-phase ?ij&CZ that will provide
global coverage analysis wzi%z a suite of new
infermation alert tools,

Imagery Intelligence and Geospatial Information

{IMINT)

The collection, processing, and analysis of imagery
for intelligence reasons,

Imagery and Information for Customers.
Through the acquisition, processing, and
management of imagery and geospatial
information, NIMA developed the capability to
identify, obtain, and evaluate the best sources of
imagery and information for customers. NIMA
cominpotisly investigalad=EWsources of data,
both government and commercial, including
advanced noniitaral imagery {for instance,
muitispectral and hyperspectral imagery).

Functional and Regional Knowledge, NIMA
analytical resources focused on satisfying
Presidential Decision Dircctive issues, against
whizh extensive functional and regional
knowledge and expertise are applied. With the
inplementanon of (US Imagery & Gedspatial
Infarmation System) USIGS, detailed and umaly
analysis will be provided to a host of customers,
from national decisionmakers and miliiacy
camrmanders 1o tactical military units, on such
is5ues as peacekseping, nAm-COmMbaLaANg
pvacuétion. military engagements, and national
pelicy initiatives,
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» Integrated Production Cell. CIA impiemfintcd national strategic, planning, and capabilities
with NIMA an integrated production cell that documents are published.
fuses geospatial information with imagery
intelligence. Within the cell, imagery and
geospatial analysts engage in collaborative
analysis and production.

» Production of Cross-Cueing Mission Needs
Statement (WINS). In accordance with Defense
Planning Guidance, DIA produced the Cross-
cueing Mission Needs Statement, which lays the

» Thule Air Base in Greenland. CIA completes a groundwork for integrating system requirements
comprehensive land use study documenting the to ensure improved interoperability and cross-
potential environmental concems at Thule Alr cueing of collection sensors in the future. This
Base in Greenland. Comparisons between NIMA . effort wilt encourage improved cooperation and

~=  data and previously existing documentation coordination across collection disciplines,
revealed dramatic improvements in the spatial echelons, and agencies. It also will support new
accuracy of suspected hazardous sites and acquisitions and improvements to existing
identified new areas of potential concern. systems 1o help them achieve synergy. Finally,’
, the statement establishes the central role of cross-
Signals [ntelligence (SIGINT) ' cueing in the development of future intelligence,

. ) . . " surveillance, and reconnaissance systems.
Intelligence information derived from all

communications intelligence, electronics intelligence, Measurement and Signature Intelligence

and foreign instrurnentation signals intelligence, e (MASINT)

however transmitted or collected.

» Integration of Imagery and Signals ' Measurement and Signature Intelligence (MASINT}
Intelligence. Atlantic Intelligence Cornrnand s is technically derived intelligence that detects,
JTVA Operauond] Laboratory demonstrated the locates, tracks, identifies, and describes the unique
capability to integrate imagery intelligence wnh characteristics of fixed and moving targets.

signals 1mell1gcnce In addition, the Iaboratory

demonstrated the capability to overlay i 1magery .

intelligence and signals intelligence data on a _ Human Source Intelligence (HUMINT)
single display, which yields better visualization

of a fused intetligence picture. ) . . _ .
A category of intelligence information derived from

» The Assured Support to Operational . human sources.
—Commanders.Document. DlA“reportcd. recent . . * Mobile Communications Network. DOE
developments in weapons, doctrine, and joint . | developed a prototype mabile, wireless, Intranet
warfighting concepts defined in Joint Vision: - EEE Protocol (IP)-based comipiiel communications
2010 promptcd the commun:ty to examine El“ network that mcorpora[es ]_Qw probablllty of
intelligence, surveillance, and reconnaissance detection/low probability of intergept
(ISR) techniques as well as the collection I characteristics. The system provides a secure,
platforms, designs, and systems that support joint flexible, mobile communications nc'twork that
force commanders. The Assured Support to ‘ can support'a variety of field operations.
Operational Commanders, produced in August e  World War I Casualties. USDAO Tirana,
1998, defines the operational intelligence | Albania, assisted in a search and recovery effort
requirements for air, space, naval, land, special that resulted in the return of the remains of a US
operations, and strategic and mobility forces Serviceman lost during World War II. On'10
during crises and conflict. The document focuses August 1944, six crew members of the 513th
on requirements needed to locate, target, and . Bomber Squadron, 376th Bomber Group, were

reported missing in action after failing to return
inflicted upon hirn. Recurring publication will from fargeting arefinery in Ploesti, Rol_'nama.
strenathen the ability of the Intell; The aircraft was shot down over Albania and,
Creng en the abiuty 0 CCT? ¢ 1gcr}ci . although the case was never closed, a search was
ommunity to support the Chairman’s Joint | | never conducted because of the isolationist policy
Requirements Oversight process. This key of the Communist government of Albania. In
reference will be reviewed and updated as new

defeat enerny assets and to assess the damage

17
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The coltection, processing, analysis, and
dissemination of open seurce information from
foreign mediashroadessts, publications, and
commergial databages.

cooperation with the local authorities and the
American Embassy, Tirana, a search and
recovery team recovered the remains of 8 crew
member, which are pending identification. This
activity demnonstrates the continuing efforts of
HUMINT to support an accousting of all Tost]
military personnel, regardicss of the passage of
time.

Thwarting Collection Activities. The
combination of HUMINT with expert
investigations and analysis allows the FBI
work proactively o thwart the Zollection

activities of hostile foreign intelligence services.

This combination has also proved invaluable in
the deterrence of numerous acts of wrrorism
throughout the years.

Gpen Source Inteliigencé {OSINT

Future Crisis. The ClA reported efforts w
create a DI Corporate Knowledge System and

exploit open source information systems that will

help leverage analytic resources in warning of
and surging against future crises.

Latin American Newspapers. CIA created a
new product and ‘.mplen‘*m{ad a naw work
processes ic produce daily ronodups of Latin
American Country newspapers on ihe mt&:r‘mz

International Program Expansion. CIA i <

£

expanded the open source inlemational program

from three countries to six and begotiations with

five more couniries,

Management System. CIA deployed the first
Web-based INTELINK Open Scurce
Requirements Managemant System for IC
coordination and submzxszozz of tasking |
equiremnents.

Increased Reporting, The CIA incraased open
source reporting on proliferation, intemational |

economics, erime and narcotics, and on RrTonsm,

Internet Based Collection and Processing

System, The CIA deployed a new [nternet-based

collection and processing system overseas
allowing collaborative work in a viral '

Wiy L
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environment and increasing fexibility, cost
effectiveness, and loadsharing.
£

Infrastructure

infrastructuce includes all the sustaining activities
thal support a program in its entirety, An effective
and efficient infrastructure is the key (0 a cost
sffective program. An ineffective infrastructurs can
be very costly and drain the critical resourtes needed
16 support the core mission of the Frogram. As
shown in the many significant accorplishments gt
below, all Programs are making progress in
siteamlining and modernizing their infrastruciurs.

This category includes general, financisl, and
administrative functions, inciuding logistics,
compirolier, legal and audit fonctions, parsonnel
management, faciiiiies costs {ntitities, leases,
maintenance, and purchase), communications and
infarmation services, education and fraining, basic
and applied research and development aclivities
required 1o support intelligence operations, public
information, medica! services, supply operations,
base services, and property disposal.

» "Closing the Circle Award", The 1998 White
House “Closing the Circle Award” for |
Environmental Innovation was awarded to DIA
for developing a process to eliminare the heavy
metal toxic, cadmium, from imagery processing.

« Asynchronous Transfer Mode (ATM)

Implementation. ATM implementation
provided 2 quanmum imBrovETngnt in deskiop
communications bandWidsrfor the entire all-
source analyst workfores, aHowing explorstion of
new technologies and analytical siraregies and
ultimately desktop videoconferencing,
collaborative twools, and faster file transfars,

« Joint Worldwide Intelligence Communications
System (JWICS) Installation. The installation
of an upgraded TWICS commmunicanons hardware
and video teleconfergnce scheduling equipment
and software provides a more robust operating
environment. Upgrades also ensure continued
operation into the next millenniurm as the premier
global Sensitive Compartrnented [nformation
(SCI) communications vehicle for most
Intelligence Community customers.
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© foreign materials into English: then posting thc

HUMINT Operational Control Network |
Installation. The Defense Antaché Worldwide
Network (DAWN) system s being upgraded for
the global DIA customer base. This effort also
assured Y2K compliance and commonality of
hardware and software-between the
Secreveoliaterat and SCI enviranments, thus
reducing suppott costs by standardizing
applications and cperating systems,

Improved Information Technslogy Suppo‘rt to
UNIX Customers. Over 85 percent of DIA's

UNTIX customers have been converted 1o the SUN
SOLARIS operaiing system, assuring Y2X
comypliance and increasing interoperability with
Windows NT customers via commen Microsoft
office awromation applications. ‘

Translations of Foreign Langusage Source
Materials. DIA saved mopey, improved support,
and broadened the customer base by using
Reserve Component manpower 10 transiats

product on the secure Intelink network. L

Commercial Satellite Imagery Library {CS!iL;.
More than 10,000 commerzial saeliise zmagés
were 2dded 1o the CSIL. saving over $15 million
in imagery duplication casts,

Support to Consumers of Order of Battle !
Data. Electronic disseminagion o order of bmie
data (Integrated Data Base ahd Modemized |
Integrated Data Base) and software reiea&es were.

provided over IWICS, STONE GHOST, and|* 2"

SIPRNET networks 1o US and partner f}atwns‘
generating over 800 information g}f{}dm TR
monthly using electronic and magnetic mcdial and
processing data base iransactions from over 20
delegaied producers giobaliy.

DIA Information Technaology Preparation
Center. GDIF completed the design,
constuction, and activation of 2 new Informeation
Technology Preparation Center at the DIA
warehouse, reducing the amoutt of time between
arder and delivery of much-needed technology
platforms and ancillery devices and allowing |
nearly 200 new platforms 10 be procsssed each
wesk,

Consolidated Application Integration. The

Consolidated Application Integration {CAL effort |

“
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was initiated in response to the DIA strategic
plan’s emphasis on improving support o the
business sysiams that aid agency managemeas
and streamliining life cycle support for 16
business applications by consolidating contract
suppart,

AUTODIN Bypass Definition. In order to
transport record message traffic when AUTODIN
shuts down i December 1959, the DoDIIS
Management Board defined 2 "bypass®
archifeture, replacing AUTODIN with the Joimt
Werddwide Information Communication System
(WICS) and validating it with 2l1 the Unifizd
Commands within 90 days.

“Consolidated Information Technelogy. To

preciude stove-pipe development of sysiems,
DIA’s new information technology development
strategy was sreared to permit ugers o develop
applications, bul not systemns. Major cost
avoidance has already begn realized,

Chief Infarmation Officer Program. The DIA
Chief Information Officer (CIO) panel wag
established (0 ensure responsibic execution of al
information technology funds. The DIA CIO
Panel, in equal partnership with other Intelligence
Community CI0s, is moving toward the goal of
Inteliigence Community interoperability through
the implementation of policies, procedures,
standards, and information techrology.

¥2K. DIA successfully completed the Dol
Inspector General dudic.: AlFprojects are on
scheduie, and all do;:zk&z«arf@rzan tesis, and
contingency plans-ars complete, Plans for
IC/DoD end-to-end testing have been completed.

Use of Reserve Components as 4 Force
Multiplier for the Active Duty Community,
DIA provided over 40,000 man days of Reserve
Compongnt intelligence support to 08D, the -
Unified Commands, the Joint Staff, and combat
suppont agencies. A broad spevirum of
intelligence production and collaction support is
zvailable duning peacetime and crises.
Contributions include joint targeting materials,
air defense studies, community data base updaes,
and amphibious studies.

Crisis Support of Bosnian Operations. Crisis
support for operations in Bosata was provided



through 2 Presidential Select Recall of Reserve
Componens personnel, Also, electronic

connectivity allowed reservists at their home
station in Ft. Sheridan, Ulinois, to provide real:
time intelligence support to active duty forces in
US Enropean Command. Resecrve contributions

included accomplishing 68 percent of the |

scheduled inteliigence production requirements
for the Joint Analysis Center at Molesworth, ZJI{‘

Conductad the Majority of USPACOM's
"Declassification Effort. Reservists accom;}izshmi
most of USPACOM s declassification effont 2}}’
downgrading classified documents for release to
foreign governments and melunational forges.

Training Accomplishments, DIA provided 1 5
roobile training wams for 354 personnel ar 10 |
joint Commands, established a fully ﬂpzratmnai
advanced lechnelogy classcoom at the Defense
Intelligence Analysis Center, and trained 3,732
students in intelligence and carzer development-
subjects.

Emergency Antiterrorism/Force Protection
Training Program. DIA established a moduiar
approach to providing on-site emergency
antiterrorism and force protection fraining 10 I‘JllA
offices worldwide. The training helps personnel
avoid potential 1errorist attacks through |
recognition and proper reaction. Training can |
include defensive dniving, ﬁ-c:{poq‘ﬁ gualifi l::&*lOZ‘i
surveillance derection and conrmtersurveillane.

technigues, route surveys, personal protection, | ...

and risk profiles.

!
Monitoring Policy Issues. In recognition of zﬁe

expanding role of Information
Dperations/Information Warfare (JOIW), the }?

created a four-person element to monitor I()fl"-“f

policy issues from the intelligence perspective ‘for
the Joint S1aff, This element provides liaison
with DISA, FBI, NSA, end CIA and played & |
major role in the development of the Computer
Network Defense Joint Task Force,

Strategic Warning of Attacks Against
Computer Networks. DIA has developed a
methodolegy 1o provide strategic warniog of
artacks against computer nétworks. The
methodology will be used ta alert the Joint Chiefs
of Staffand the warfighting Commands to
potential threats to their antomated systerns.

i!.yNCLASS L“IE‘D
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Training Facility. In its first full year of
operation, US Adanie Conmwmand’s Regional
Ioimt Imelligence Traning facility wrained over
2,200 personnel in joint intelligence systems and
applications,

Production Cells. NIMA inuodoced Production
Cells to integrate irnagary and geospatial analysis
into collaborative work teams using state-of-the.

_ ant comunarcial systems 1o provide tailored

soluzions o ICG users worldwide wnhm rcqulred
timelines.

Analvtical Methodologies. NIMA invested in
wraining and developed leading-edge analyticsl
methodologies (o ensure the expertise necassary’
ta perform the mission always is available,

‘Perfarmance Assessmenis. NIMA conducted

performnance assessments on new exploitaion
processes and strategies for responsiveness and 10
reduce production-cyele times.

Information Operations Technology
Development. Responding (o a common
community nead for wols 1o suppont information
operations, DIOE condueted a proof-of-concept
dernonstration of a disiributed “virmal maching”
that enhances the defansive capabiliues of
computer networks agaiasy cyber antack.

Tagging, Tracking, and Locating. Basedona
US Secret Service requirement, DOE developed a
prototype system for tagging and tracking
vehivles, The rtag is made up of a chemical’
compound that cafl Easity. Be-dprayed onto a arget
and has unique characlEristiTs that generate
several meeasurable signatures {e.g.. UV
absorption, UV fluorescence, and JR
flunrescence). When interrogated with a UVAR
light spurce, the tag can be detected with an
optical sensing device,

Geographic Information Systems. State INR &
teading the way in the Depariment of State’s use
of Geographic Information Sysiems (GI5) w0
spatially organize and display a wide range of
data. INR designed several GIS demonstrations -
ranging from using GIS for 12mitoral
negotiations 1o public outreach to strategic
planning.

Skills Inventacy Tool. CIA is designing and
developing a skills inventory and sutvey wol,
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which will be used to gather and mamntain a
single database of Agency employess’ skills,
Managers will use the database to dentify
personnel o fill critical surge needsand to
address skills mix issves.

Release of Documents, CIA is formally

releasing over | million pages of matenal 25
vears oid and older in response 1o Executive
Order 12958, which represents the largest volume
of Agency matenal ever formally declassified
and reizased in one program.

Machine Translation. CIA delivered a
prototype version of an Arabie-to-English
machine translation system, with a proof-of-
concept version for Persian.machine transiation,

Linguistic Support. Provided equipment and

connectivity for reserve linguists and analysts to
support NSAJCSS, CINC, and component

cormmanders’ requizements, This real-world,
peacetime taining for wartime missions wag a>
farce muluplier of pmv;ausly pnderused rescrvc
parsonnel

Upgraded Automation. NSA upgraded the
Support Servizes Operations Center's (SSOC's)
automation equipment resuiting in reducing
SIErgency response cycle Limes.

Service Oniine. Established Service Cnline, a

sustomer-focuged NSNCSS intraner web site J}a[

affords customers immediate’andsiconstant |
slectronic access o DS services.

Support Services Program. NSA/CSS ) .0
realigned the Support Services Program by DS -~

core process and the Agency MATREX Prcgmm
structure, ensuring expenditures are consistent
with the Agency's strategic direction,

Strategic Warning. DIA has developed a
mathodology (¢ provide strategic warning of
attacks against computer networks, The
methodology will be used to alert the Joint Chiefs
of S1aff and the warfighting Commands ©©
potential threats to their antomated systems,

Emergency Response. The National Ground
Intelligence Center provides a web-based
network to astirnate the consequences for the
release of nuclear, biological, chemical, or
radiological matedials to assist decisionmakersiin
formulating an emergency response.
21
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ACIC - Army Counter Intelligence Cenier,
ACIS - Arms Control Intelligence Staff,

ADCHC - Assistant Director of Central Inteiligense
for Collection.

ADCUA&P - Assistant Director of Central
Intelligence for Analysis and Production,

AFOSI - Alr Force Office of Special Zzzveszigaticsgs‘
ATAC - Anti-Tererism Alert, Cener, Under NCIS.

ATC - Applied Technology Center. a
ATO - Advanced Technology Office.
BYW . Riological
CRIB » Congressional Budget 5ust§f§¢§t 2:1313 Bouok.
CBW - Chemical and Biological Warfare.

'£80005.

{3 - Command, Conteol, Communications and
Inteiligence.

CCP- (onsolidated Cryptologic Program.

PR

CI- Counterinteiligence.
CINC- Commander in Chief,

CI&SOM- Coumtenntelligence and Security
Counienmeasures.

Cla-Central Intelligence Agency. ’
CIAP-Centeal Intelligence Agcnc;;f Prw

CIARDS-Central Intelligence Ag*nsy Retiramant Ezzzé o

Disability System. e

"

CI5-Commonweaalih of Independent States.

CISO - Counterintelligence Support Officer at
Unified Commands.

CITAC-Computer Investigations and Infrastructure
Threat Assessnent Center,

CLANSIG-Clandesiine Signals Intelligence.
CMA-Community Management Account,
CMO-Central MASINT Organization,
CMS-Community Management Staff,
CNC-Crime and Narcotics Center, |

COE-Cormon Operating Environment,

COMINT-Communications Intelligence. Technical
- - N v A B I
and operational intelligence information derived

PR
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from the intercept of foreign communications; it
does not include the monitoring of foreign public
media or the intereept of communications
obtained during the course of counterintelligence
investigations within the United States.

CONUS-Conunental United States,
COSPO-Community Open Source Program Office.
COVCOM-Covernt Communications.

CPCC-Community Personnel Coordinating
Commites,

CTBT- Comprehensive Test Ban Trsaty.
CT-Counterterrorism.
CTC-Counterterrorism Center.
CW.Chemicsl Weapons,

CWC -Chemical Weapons Convention.
DAG-Defense Arnache Offies.
DCI-Direcior of Central Intelligence.

DCIIS-Defense Counterintelligence Integrated
Information System.

DDCUCM - Deputy Director of Central Inteiligence
for Comrmunity Management.

DDS-Defense Dissemination Sysiem.
DEPSECDER-Deputy Secretary of Defense.

. DHS-Defenss MLUMINT Service.,
" DIA-Defense Inelligfhde Ageneg.-

) AL
DIAC -Defense Innlligence Analysis Center,

DG - Directorate of Opcrations.'
DOD-Departrment of Defense.

DOLYFCIP-Department of Defense Foreign
Counzerinteliigence Program.

DOE-Depanment of Energy.
D3S - Defense Secunty Service.
EDRB-Expanded Defense Resources Board,

ELINT-Electronic Itelligence. Techpical and
operational inteltigence information derived from
forgign non-commuaicalions electromagnesic
radiation ermanating from other than atomic
detonation or radioactive sources.
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ETF-Eanvironmenial Task Force,

EXDIICA-Execntive Direcior/Inteiligence
Cormnunity Affairs.

FRI-Federal Bureau of Investigation.

FBLI/FCl-Federal Bureau of [nvestigation Foreign
Gounterintelligence Program.

FBISCM-Federal Bureaw of Investigation Security
Countermeasures Prograra.

FlA-Future Imagery Architectire.
FISA - Foreigrn Intelligence Surveillance Act.
FIS « Foreign Intelligence Sérvice.
FBIS-Foraign Broadeast fhfomaz%éa Service.

FCl-Forsign Cou zz‘tarirz:eiiigenc&

FISINT-Foreign Instrumentation Sigoals Intelligence.

A category of intelligence derived from
telemelry, beacons, and other related
electromagnetic signals. )

FLC-Foreign Language Commitiee,
FOIA-Freedom Of Information A,

FSU-Former Soviet Linion.

FYDP-Future Years Defense Program. Previously
called the Five Year Defense Program, the l
. current name was adopted to avoid changing the
acronym but still reflect the fact u1at the two- }!car
defanse budgeting cyele quz‘grea & SiX-year
pianning budget to be developed ¢ Q?SI}’ otiter

vear. LT

*

GATT-General Agreement on Trade and ’Z‘azéffsﬂé’ o

CDIP-General Defense Intelligence Program.
GSM-Global Systam for Mobile Communications.

HFE-High Frequency. The portion of the
electromagnetic specirumn associated with many
radio signals of intelligence interast.

HOCNET-HUMINT Operational Communications
Network,

HUMINT-Human Source Inteliigence. A category of
intelligence information derived from human
sources.

IC-Inteligence Comraunity.
ICBM-Inter-=Continental Ballistic Missile.

Z?\’CLASSI?EE{}
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1C ClG-Ineliigence Com&uai{y Chief Information
Officer.

1G-Inspector General,
IO-Information Operations.

IMINT-Irnagery Intelligence and Geospatial
Information,

INR-Department of Swate Bureau of Intelligence and
. Rescarch,

[PRG-[ntelligence Program Review Group,
IW-Information Warlare,

JC8-Jotat Chiefs of Staff. '
HC-Jont Intelligence {Zaazﬁz,

HV A-Joint Intelligence Virmual Architecture.

IMIP-Joint Military Intelligence Program.
interservice military Intelligence programs in the
Deparument of Defense. Part of the Tactical
Intelligence snd Related Activites (TIARA}
program in the past, but presented as a separate
program in FY 1996,

JTF-Joint Task Force.

JWICS-Joint Worldwide Inteltigence
Communications System maintained by the
Department of Defonse,

MASINT-Mesasurarment and Signature Intelligence,
Intelligence derived from the measnrement and
signatire azzzuyszs of radar, Jaser, infrared, and
ather emanations.

A
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< MEB-Mission Based BQ&&&}%%’%&‘;

NACIC-National Counterinteiligénce Center.
NAFTA-North American Free Trade Agreement,
NAIC-National Alr Imelligence Center.
NBC-Nuclear, Bislogice!l, Chermical weapons. |
NCIPB - National Counserintelligeace Policy Board.

NCIOB - National Coumerinteliigence Operations
Board.

NCIS- Naval Criminal Investigative Service.
NDIC-National Drug Intelligence Center.
NFIP-Natignal Foreign Intelligence Program.

NIC-National Intelligence Council.

i
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NICRB-Nationa! Intelligence Collection Board,
NIMA-National Imagery and Mapping Ageney.
NIMAP-National Imagery and Mapping Agency

Program
NIPB-National Inteil:gcnce Producers Board.

NIST - MNational Intelligence Support Team.
NPC-Nenproiiferation Center.
NRO-National Reconnaissance Office.
NRP-National Reconnaissance Program.

NSA-National Securny Agency.

NSA/CSS-National Security Agency/Central Security )

Service. .
OMB-Office of Mazzagcmmz and Budgﬁz
OPM-Q??EC@ of Personne] Management.

ORD-Office of Research and Development. ;
DS15-Open-Source Information System. %

PA&EQ-Program Assessrent and Evalvation Office,
Community Management Saff,

PDD-Presidential Decision Dirsctive.
R&D-Research and Devzlopmer&i‘
SAFE-Support to the Analysis’ File Environment.

’SIG{NT Signals intelligence. Intelligence
information derived from a!hsommumcat'om

intelligence, electronics intelligence, and ‘omgn o

mstrumentation signals intelligence, however
transmmitted or collected.

SLEM-Submarine Launched Baliistic Missite. ‘
S80G-Special Security Office/Officer,
TECH ELINT: Technical Electronic Intelligence.

TIARA-Tactizal intelliigence and Related Acziviiiesl
The nultary service intelligence programs
separate from the NFIP and (starting in FY 19%6)
from the JMIP.

UCA-Unified Cryptologic Architecture. o
USACOM-US Adantic Comimand.
USCENTCOM-US Central Command.
USCS-1/S Cryptologic Systemt,
USEUCOM-US European Comriand,

UNCLASSIFIED

LISFK-1JS Forces Korea,

USIGS-US Imagcry and Geospatial Information
System,

USPACOM-US Pacific Command.
USSTRATCOM-US Strategic Conunand,
USSPACECOM-US Space Command. |

. USSS-1JS SIGINT Systern,
USSOCOM-US Special Operations Command.
USSOUTHCOM-US Southern Comrmand.
USTRANSCOM-US Transportation Command.
WMD-Weapons of Mass Destruction,

24
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THE DIREC T{}%’\ OF CENTRAL INTELLIGENCE
WASHINGTON, D.C. 20303

" 1am pleased to submit this year’s unclassified “Annual Report for the United States

Intelligence Community” pursuant o the Intelligence Authorization Act for Fiscal Year
1597,

The Intelligence Community has had a successful year working coellaboratively to provide
2 decisive information advantage to the President, the military, diplomats, the law
enforcement community and the Co;ngrﬁss. The Intelligence Community has spent much
of this past year preparing for the future. In March 1999, the first DCI Strategic Intent was

" published setting forth geaisf&bj‘&tié«es for the Intelligence Community to meet the new

and complex threats to our national seourity and establishing a comprehensive strategic
planning process. We are taking seriously our commitment to prepare for future
challenges in a corporate way.

I am proud of the contributians the r}mn and women of the Intelligence Community have
made in protecting our naticnal security and appreciate the opportunity to share their
contributions with Congress and the public;

- George 1. Tenet

1
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This tepont responds to the Congressional request for an annual report oo the Intelligence Community.

E CONGRESSIONAL TASKING
[

Section 10§ of the National Security Act of 1947 {30 U.5.C. 4044} directs the President o submit an unclossified
report “on the reguirements of the United States for intelligence and the cotivites of the imtelligence communin.”
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| INTRODUCTION

The Intelligence Cemmuniév Today

Nineieen hundred and ninety nine marice;é the end of 2
decade and 8 century, SO L Seems approprdte o note
how far the Intelligence Community {iC} has evolved
sinee its formal inception through the Nanoa% Secu-
rity Act of 1947, For more than fifty years we have

mvestad I fm intelligence business which has grown -

in size and in capabilities, encompassing nof only a
vast network of human assets, but 2lso 2 Seet of satel-
lites, high-aliitude reconnaissance aircraft and sophis-
ticated listening posts around the world. Our country
has been well-served by this effert, but zhc world has
changed and dhe IC must change along wzziz it We
have expended & considerabie amount uf energy this

"past year wrestling with how 1o balance tbc current
dermands on our systems whale prcpanng for the
future, I

The securnity enviroament in which we lwe is dypamic
and uncertain, replete with a host of ormnous threats
and challenges that have the potenu al to'grow more
deadly. To meet the challenges of this mf:rcasmgly
dangerous and complex world, our consumers are
demanding more timely, accurate, and actionable
information to inform their decisions and to take pre-
ventive measures, if necessary. The IC contmues o
pursue better, more Ezzcram e'cotiestion mcﬁzcds and
inter-connectivity mabl‘ng analysts fo share informa-
tion guickiy and produce more ;zmuiy azzd accurate
assessrments, “_! -

T

Our Vision

A unified Intelligence Community
optimized to provide a decisive mfarmazwzz -
advantage to the President, the mz:’:fa{y,
diplomars, the law enforcement community
and the Congress

DCI Strategic Intent March 1999

[N

1

The Year in Review

Throughout 1999, the 1€ provided vital tnformation on
issues ranging from support to military gperations in
former Yugosiavia 1o support for environimental disas-
ter relied, The Comumunity bas made a concerted effon
1o bz more ipvalved with its customers and most of cur”
¢oris are trlored to 3 specific customer raguest,

We wers raminded this vear that we must maintain our
vigilance i arcas that are cousidered routine or ean
fall imo peglect. The accidental bombing of the Chi-
nese Erabeassy in Belgrade was 3 painful wake-up call.
It reminded us of the cnitical importance of keeping
our data bases current. The discovery of a listening
device in the State Department and scourity challenges
at nuclear weapons labs has reinvigorated our attention
on counterintelligence, The Community must improve
its vigilance and take on the responsibility to prevent
lapses 1 attention 1o these arcas.

The accomplishments described in the following
pages represent only a small sanpling of the activities
of the men and women of the 1C, Thousands of intelli-
gence reports are produced each day in response to a
panoply of customer reguirements. It is impossible to
list every achievement, but the impressive outcomes
affira that our customers and the Amencan peop le are
gening a fzvo“abie return on therr investment in the IC.

UNCILASSIFIED
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COMMUNITY MANAGEMENT

Qne of the vaota% goals for the Imeﬁ;ge';ce Comrou-
mity {iC) i3 to achieve 2 balance between wezkzng

 together as a Community to address critical natiosal
sesurity nesds and working zndc;}mé&aséy s organiza--

tions to serve a given set of cusiomers. 'Z"zzc BCYs
vision for the futurs demands closer zcamwoz’x ACTOSS
the IC and more efficientuse of our capabxizms to
keep pace with the demands of law enfarcemen dip-
Jomatic and mlitary operations. :

The Community's vustomers are befter served when
agencies collaborate and wock corporately toward

-shared goals. Our intelligence resources are optimized

when competing requirements are evaluatcd across the
community and not withm each orgamzanon We have
made progress toward managing the JC 252 kindred
group of organizations, but much more work is needed
to achieve the vision in the DCT .Srrrz:eg:'cf_fmeni,

Strategic Planning

la March 1999, the DCI issued the S?ﬁ:egz'c Inten: for
the US Intelligence Community oxlining : a future .
sirategy. [t ¢stablished 2 comprehensive smzegzc plan.
ning process for Key functional areas as wcii as indi-
viduai agenciss, The }3{3’;{ Strategic Zz:zenz descrzbes
five basic objectives for.the Commmzy .

L. Unify the Conununity through Co aberad‘,«e :
Processes :

2. Investin People and Knowledge

.1
3. Dsvelop New Sources and Methods for Collec-
< tien and Analysis

4. Adapt Security to the New Threat Enlvironznem
5. Impr{)ve Corporate Management of Resayces

The Cffice of the Deputy Director of {:evzt*az Intelli-
gence for Cormmunity Management (QDDCUCM) and

the Assistant Directors of Central Intelligence for
Administration, Collection, and Analysis zod Produe-
sion have worked over the past year with the Commu-
nity Management Saaff 1o establish processes that
fmprave commum?ty capabilities. Several of these
efforts are deseribed below.

Assistant Director of Central Intelligence for
Administration

The Assistant Director of Central Intelligence for
Administration (ADCI/AY was established by the FY

1007 Imelligence Authorization Act and serves as the
deputy to the DDCIHCM:

The ADCUA accomplished the following aciivities:

- Led the Mission Requirements Board to ensure
that furure sysiems addressed the national and tac-
noal peeds of gl customers,

e Explored personne] reform initiatives and devised
Community-wide sirategies on iraining, recruit-
ment and diversity.

— Essured that multi-agency AR&D program efforts
wers adeguately funded to develop new concepts
addressing complex Il problems.

— Facilitated agreerhent 4n declassification of imag-
ery and worked with tommércial imagery vendors
on crteal sourees and methods problems.

-~ Initiated work to establish 2 National Integrated

Intelligence Requirements Process,

ww  Reformed the policy on 3CF facilittes athome, and
coordinated policy on IO security coneerms,

UNCLASSIFIED
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Assistant Director of Central Intelligence
for Collection

The Assistant Director of Central Intelhgence for
Collection (ADCUC) was established by ﬁze FY 1987
Intelligencs Authorization Act and i3 mspeaszb%z for
snsuring the most efficient and effective collection of
nationa intelligence.

The ADCHC has initiated a series of activities
that have produced substantial improveme:nts in
cross-discipline collection and that will optimize
¢ollection resources in FY 2000 and beyohd,

— The Stratzgic Direction for Collection, sets
the following goals for IC collection:

— Usecollestive assels in 2 cailaccmt*v& fashion
" to ensure optimun effettiveness. '

— Invest i the buman and technival rescurces
nesded o deliver guality imelligence :f::
consumers in a twely manner, _

2

— Develop innovahve cross-disciphine cmiﬁczzczz
strategies and methods 1o address unmet consumer
needs,

— Share collection capabilities and results to the
maximum extent while protecting sources and

methods. R
T
— Optimize investment across all dlsc1p11nes 10

ENSUre SUPPOIT 10 COnsuIers. . l s
Assistant Director of Central Intelligence for
Anpalysis and Production

The Assistant Director of Central Zmeléigenz:e for |
Analysis and Production (ADCVAP) was also estab-
tished hy the FY 1997 Intelligence ﬁuzhonzama
Act and is responsivle for developing corpezaze
strategies to improve the quality of amlym mesting
customers requirements, improving pred‘nctzon man-
agement, addressing analytic gaps and shortfalls,
and establishing processes for anaiytic :équircments
to drive collection.

Tor

4
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To carry out the DCI's vision within the analytic com-
munity, the ADCYAP published the Strategic Direc-
tion for inteiligance Community Analysis. Thig
decurnent provides goals and specific objectives for
the 11 member agencies and analytic organizations
that comprise the Nationa! Intelligence Production
Board (NIFB):

— Manage analytic and production processes more
effectively by implementing bw’a{i&r planning and
collzborative procedurss,

— Alwmact, educate, and retain a knowledgeable,
empowersd, and diverse analytic workforce.

- Develop innovative sources and methods for znal-
ysis and production.

— Share intelligence products more widely across
the Compmity and with consumers while pro-
tecting intelligence from unauthorized disclosure,

—  Optizize our support 1o inteiligence sonsumers by
allocating resources more collaboratively,

The ADCUAF bas begun inplemeatiog the DC7 Stra-
tegic Intert by identifying concrete fiscal, policy, and
procedural initiatives 1o achieve the anclytic commu-
nity's required capabilities o the next five to ten years,
and beyond, The Seroregic Irvesoment Plan for Inselii-
gence Community Analysis will outline the plan of
action and milesiones 1o address the objectives across
each of six core issues that the ADCI/AP has idennfied
as areas for investment by he analytic comumunity:
intel} igf:mce priorities, cuiltemier support, technology,

- investing in people, mteractmg thh collectors, and

external analysis.

-~

Commyunity Management Staff

To improve corporate management of our imelligence
resources s described in the Swategic Inient, the
Community Mapagement Staff {CMS) has taken the
following steps:

-~ Improved the reconciliation between the Depart
ment of Defense dats base and its President’s Bud.
get Decision data base.

UNCLASSIFIED
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— Expanded our budget dialogue with :h-ﬂ Qfﬁce of

&iznagamem and Budget. ;

- Orchestrated more detailed budger reviews and

improved the ability to ascertain execution anoma-
lies within the agencies’ budgets,

— Managed the Intelfigence Program Re:vxcw Group

annual review of intelligence rcscmcs and sup-
poried the DCY and DepSecDef in ad_jusf.mg
resources 16 sddress our mmos: ericat needs.

— To further the DCT's objective o mar\age: the com-

ity more efficiently and &ffsctwcly, the C‘@’ZS
has: l

- Created the OFice of the Senior f&cquzsum Exece
" utive (SAE) to improve the DCTs oversz ight of
major system acquisilion activities azzd ¢reated an
Intelligence Senior Stesnng Group 10 ovema
major acquisitions and architectures. ' .

|
— Established the Inteiligence Communily Cost

Analysis Improvement Group {TC!CAI Gy ~the
first ever capability for the DCI 0 ccnflucx nde-
pendent ¢ost estimates and ¢ost assessmoents of
major sysiern asquisition activities, The IC/CALG
i8 now working on an independent cast estimate
for the Future Imagery Architecture ~ a major -
future investment for the ?amumty l

~ Tested and evaluated’an Jatelligence Chmmunity

Budger Information System pr ototype] o be
fielded in FY 20600, C )

PRE

— Completed a seties of Strategic Plans {i}ivevs:ty,

Advanced Research and Development, Cozlcﬁmn
and Apalysis and ?raduchozz} n snppon of the
DCI's Strategic intent for the IC. |

Intelligence Community Chief Information
Officer

The Intelligence Community Chief Information
Oficer (1€ CIO) a:zpomzz‘:d by the DCE in 3998 has.
made significant strides in working with Commuzzz*y
CIQ’s and other lnformation Systems (15) lea:iers ta
s%zape enabling information systems {18) antt technole
ogy in response to the DCI Strategic Intart, ;_T*:} et
the DCI's vision of a unified Intelligence C{}mmaﬁézy,

H
i
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the 1C CIO, in parinership with the DoD, is guiding
and coordinating the efforts of IC Agency ClOs 1o
collectively support the DCI's goals and those 6f his
corporate Assistants for Collection and for Analysis
Production. These business ieaders envision new

- prastices for the 217 Century that strengthen

parmerships across the spectrum of the intelligence
eycle, while creating greater synergy with the private
sector and academia. This business vision requires
technology providers to play a key role in ensuning an
infermation edge for the nation's leadership and
mititary forces. '

Durning this first year, the 1€ C1O implemented an
irproved govemance process for decision making and
oversight that engages senior IS leadership as 2 feam.
This process empowers both the IC CIC Exscutive
Council and Working Counci! to systematically look
across the enterprise 0 defive Community require-
pments, drive the formulation of IS policy, define
priorities and the pace of change, identify resourcing
sciutions Dy active engagement in the programrning
and budgsating process, and oversee implementation of
Comemunity IS, Working together 1o advance collabo-
ration and interoperability, the 1O CIO and the
Councils developed specific goals m an 1C IS Strategic
Direction that defines 2 high level concept of
operations for fature Comununity information systems.
They built ag IC IS Capability Roadmap, which serves
a3 their vehicle for describing and priositizing
requiremyents, guiding resource and policy decisions,
and measuring progress. Using the Rosadmap snd a set
of detailed action plans, figificant progress has been
made t» improve 1T capabilities. The following are
examples of aceamphshmenzs émg 1999:
~ Led the development 2nd adoption of Community
policies for slactronic mall and directory services
that guarantee g fully functioning IC email
capability and cominon locator service to SCI
users across the IC,

e Egtabilish an IC Information Asstrance (IA) Policy
Board to formulate Community-level 1A polidy,
starting with 2 Community-wide Public Key
Infrastructure {PKI) policy for the SCT fabric 1o
myaximize secure data shaning,

UNCLASSIFIED
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we Implement Commuaihes of Interest (COIs) on

Intelink's Classified network 10 increase informa-
tion distributed 1o colateral consz.zmers§

Activated the IC Metcopolitan Ares
Comrmunications {IC MAC) system, wl;nich
enhances connectivity among IC and DoD
networks at @ reduced cost, and agreed 1o iis
funding and future direction. i

Initiated a joint study to explore oppos{zmities for
bener mtegration of Dol and IC serworks,

|

&

— Developed a Community-wide Unciassified

network for Open Source information.

Developed a secure, web-based-too] calied
XLINK to support eolisboration among 1€
hard~target analysts and collectors,

Led efforts to ensure all [C systems were Y2K
compliant, including conducting national
gxercises to assess the readiness of mission oritical
systems and establishing an IC Coordination
Center,

UNCLASSIEIED ‘ »
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ACCOMPLISHMENTS

The security environment in which we iive is dynamic
and uncesiain, replete with a host of threats and chal-
lenges that have the potential to grow more deadly.
The Intelligence Community {IC) plays an important
role in our pational secunity strategy. It must mamtain
worldwide vigilance on the foraign thrests 1o our ot
zeng, infrastructure, and silies. In addition, Inteliis
gence Community agencies are expected 1o inform
poliey makers of opportumiziss to advance US foreign
policy shisclives.

During FY 1999, the IC made critical and important
conibutions to advance our national secunty strategy.
Thousands of intelligence reporis are produced each
day to support policy makers, law enforcement and

. military custarners. This raport includes only those
achievements that can be descrided without risk 1o
sensitive sowrces and methods, 5

The IC prioritizes its colisction, processing and analy-
$is resources according 1o cusiomer raquirements. This
section lists ascomphishments by the IC according to
strategic priority, region of the world, wansnational
issues, and the various intelligence disciplines.

Strategic Priorities

China, Cuba, Tran, Noriﬁ'*Kore‘a and Russis have been
identified by US pohey makers as Stratefoc priorities,

for the IC. The followmg accompl*shmﬂ'ms are Lstcd
by country. o

China

«  Stability. CIA sponsored an unclassified confer-
znce on prospects for China's stability over the
next 190 years during which intelligence analysts

and other experts from academia and US Govemn-.

ment agencies sel out their views on unrest in the
rural arges and the implicanons of economic
reforms {or social disturhances.

«  Policy Support. CLA pravided analytic support to
policymekers on z variety of issves affecung US-
{hina relations.

+  Human Rights Negotiation Support. ACiA
~team reviewed and wansiated matenals on

dissident activities in support of the 11-12 }8*21..{’;1'}‘
1999 State Department humnan rights negotiations
with Chinpa.

Cuba

»  List of Warning Indicators Developed, CIA
developed a surge capability to respond to crises
in the Canibbean by developing & list of indicators
t¢ provide wamning of rapid change in Cuba that s
updated quarteriy.

- Ilegals Network. In May 1999, a 26-count super.
seding indictment wes brought against the 10
members of an illegals network io Miami Florida,
who were arrested on September 12, 1998, Most
ootably, this indictment incleded a count charging
one of the subjecis with conspiracy © commit
murder @ reialion o the Qubas downing of two
“Brotbers 1o the Rescue™ zirplanes on February
24, 1998,

= Cuban Technigues. FRI investigations and opera~

tions have identified techniques used by Coban
tmietligence officers in spotting and assessing US
persons for possible recruitment, ©0 include ndi.
viduals working within the US Government,

North Korea

+  Duo-going Support. C1A supportad US military

commanders and politamakers by providing
assessments of Morth Korean developments.

+  Support to Deploved Foreds Along the Korean
DMZ. The National Ground Intelligence Center
(NGIC) and NIMA produced a definitive baseline
report of al! North Korean border defense posts
along the DMZ,

Russia

«  All-Source Anaivtic Support. CLA produced &
large body of analysis facused on key Russian
" political, economic, and military issues.

+ Internet Sources Exploited. In response to the
explosion of Internet sources, ClA initiated a datly
Internet selection list based on material found on
multiple Russian Internet sites which cover a

TN AQCTETET
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broad range of opics from daily news 1 political,
economic, military, and scientific information.
The list has been well received by customers and

has been used in analyue products.

Regional Highlights

Mulri-Regional

The following asccamplishments cover more than one
region of the world:

kl

Suppert to NATO. The National Ground Intelli-
gence Center (NGIC) supported the NATQ stock-
pile planning program. The expansion of NATO
and the entry of selected East European cauntries
into the Alliance have added new planning

. requirements 1 account for the differences in
. capabilities of former Warsaw Pact equipment and
_that of the historic members. NGIC analysts pro-

vided data on equipment performance to support
the modeling used 1o quantify the amounts of
materie] and ammunihon needed to execurc spe-
cific missions.

Arms Control Monitoring, NIMA analysts pro-
vided support o monitoring existing arms contrel
agreements. Imagery provided a key too! in moni-
toring complianee with the Himitations oo treaty-
limited weapons ¢overed in the Strategic Arms
Reduction Treaty (START), the Intermediate-
Range Nuclear Forces (13\ Treaty, and the Con-
ventional Armed Forcqs m wrope Treaty.

« Deployed imagery and mapping suppm

NIMA deployed Custamer Support %Spmse o
Tearns (CSRTs) 1o Kosovo, lialy, AlbaniasGer-
many, Kuwait, Bahrain, and Bl Salvader. These
wams provided imagery and geospatial informs.
tion expertise and products in support of combat,
seacekeeping, and humanitanac operations. The
reams penmitied deployed forces (n tactical envi-
ronments to obtain support from personnel famil-
1ar with National systems and direct links to those
systerns and NIMA information. In the past, many
of these forces have been unable to obtain such
direct support.

Peace Talks Sapport. NIMA provided onsite
nnagery and muapping supportto the Kosove Peace
tatks at Rambouillet, France. The NIMA geospa-

B

tal analyst deployed to the talks provided negotia-
tors access to imagery and imagery intelligence
and geospatial information. The deployed analyst
produced pear real-time special purpose tagery
and geospatial products releasable to foresign
governmeants

NIMA-in-a-Box. During Operation Allied Force,
NIMA provided imagery and maps at multiple
scaies plus near real-time imagery via the Internet
cn 13 deployed lapiop computers, dubbed
“NIMA-in-a-Bex.” The imagery and maps could
be easily accessed at the desired seale with the
click of a mouse. Printouts could be made quickly
with an atached color printer. NIMA -in.a-Box
won imesediate acesiades for helping to save the
life of a downed F-16 pilot The Alrbome Com-
mand and Control Center {ABCCC) batile staff
used NibA-in-3-Box 1o identify potential obsta-
cles, such as power lines, aod plotted a safe course
for the rescue helicopter.

War Crimes. INR played a cantral role in imple-
menting the President’s December 1998 vommit-
ment te genocide and atrocities prevention, INR
helped USEG efforts to document he ethnic cleans-
mg sampaign in Kosovo that led 1o the forced dis-
piacement of over 2 million Kosovars and the.
NATO bombing campaign against the Belgrade
regime. INR also was the lead drafter of the
Department of State-released document entitled
Erasing History: Ethnic Cleansing in Xesove
which was published 1o suppert US diplomatic
efforts amd to raise international awareness of
ethoic cleansing by Scrb forces,

Bamznzmnan Issues Tor > support giobal and
humanitarian issues, E}fﬁ, worked. with the rest of
the IC on imagery support in response to natural
disasters, such as forest fires in Southeast Asta,
hurricanes, and earthquakes. Declassified 1.2
imagery helped regional planners in Latin Amer
ica during the clean-up from Hurricane Mitch,

Global Caverage. CIA has a well-integrated
package of programs that gives the DI “global
coverage” of key functional isszes in lower prior-
ity countries. A combination of in-house analysis
licked closely 1o an ambitious program of
outsourced research and analysis enables CIA 1o
serve policymakers on a variety of isgues, such a8
political instability, food insecurity, demographic

UNCLASSIFIED



Y

I N R R I IRy r e’y

#

Ceatral Europe

stress points, waming of impending humanztanan
erises and potential mass killings, ethmic confiicy,
and water flashpoints, For each of these issues,
ClA analysts have developed or are developing
sophisticated quantitative and qualitative method-
slogies, supplemented by extensive outreach to
academic, think-tank, and policy communities.

Counter Drug Activities, C1A collected intelli-
gence that assisted US law enforsernent agencies
in conducting operations against members of Latin
American and Middle Eag terrorist groups, smug-
glers of aliens into the United States, and narcotics
wraffickers.

Humanitarian Ald to Earthquake Affected
Regions. CIA supported USAID's humantarian

_ relief eFonts following the sarthquakes in Turkey

and Taiwan by quickly assembling map packages

of the affected regions and, i each case, deliver-”

ing the packages to a representadve of USAID's
Office of Foreign Disaster lierally on their way 10
the airport for an outbound fight.

Briefings to Military on CIA. CIA hosted 2,000
.military visitors and traveled o the feld w meet

and brief many more, including battie groups,
Marine Expediticnary Forces, and Special Opera-
tions Units. Briefings provided direct access 1o
Agency analytical and operational expertise and
informed officers of CIA roles, missions, and
capabilities to support the \farﬁghter,

. -’-1
4. 4

Kesavo. CIA analysts provided key analync Sup-
poert on the orists in Kosove o US poiicy and mih-
tary commanders, recetving praise from US
diplommts and miiitaz’y commanders.

Humanitarian Support in Kosovo. NIMA sup-
piied 200 maps and an updated nzmes index o
USAID for Kosove humanitanian respoase plan-
ning. This information on towns, the natural geog-
raphy, and the wansporiaton infrastruchure was
used 1o plan relisf offorts io Kosove.

Crisis Support. US European Command’s Joint
Analysis Center supporied joint and combined
task forves in the Euw;;ezzz Theater by providing
intelligence communications technicians, plan-
ners, operations officers, and regional experts 10

UNCLASSIFIED ‘ -

UNCLASSIFIED S

the US vational intelligence cells in Sarajeve and
risting.

Kesove Support. US Transportation Command
provided tmely and comprehensive intelligence
support to planners and operatars throughiout
offensive, peacckchmg, and humeanitarian relief
phases of the Kosovo mission, Customers were
afforded quick, arpund-the~clock aceess to 3 wide
range of intelligence products. '

Kosovo. INR worked actively with several inter-
national agencies invalved in Xosovo to creare
Geographic Information Systern (GIS) mecha-
nisms that improved eperarional coordination and
data sharing on such writical areas as landmines,
bousiog damage and the safe repatriation of refs-
gaes.

Quick-Response Prowrams Throughout the Bal-
kan conflict, National Rccc}nnalssame Office
{NRQ) specialists were on alent for repair, mainte-
nance, and faiming missions in support of custorm-
ers using NRO systems in the Balkan war zons.
Quick-response missions ixcluded effons such as:
repair of data receive and analysis terminals
enboard US ships suppornting the operation; the
raiming of pilots on proper combat search and reg.
cue procedures 1o optimize WRO systems suppont
to rescues; and the enhancement of threat situa-
tional awareness sysz&:ms in tac:%cal fighter wings.

Training for Ralkans»Bwnﬁ Navy Air Squad-
ren. In July, the NRO wrained pilots and crews of
Patrol Squadrod (VP-15) Jacksonville, FL, on the
unit's newly dcquired, WRO-developed éaza
receive sysiems, asthexuit prepared to deploy ta
the Balkan war zone. This training provided
atrcrews a better undcrsta';dmg of how NRO sys-
tems’ data could assist in executing their over-the-
horizon, threat, and indications and warning mis-
S106S,

Africa

CIA Reporting on Conflicts, CLA reported on
wternal sonflict and regional instability in Sub-
Saharan Africa to support pohicymakers formulat
ing strategies for these ongoing regional conflicts.

Africa. In July 1999, INR published the ground

* breaking paper Arms and Conflict in Africa. The
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first &f 115 kind, this unclassified paper wacked on
and illicit arros Hows In Afnca

East Asia

< Protection in High-Threat Areas, U8 Pacific
Comumand provided force protection threat assess-
ments 1o US military elements deployed on joint
military exerciees and humanitarian operations in
high-threat environments such as 8ri Lanka, Laos,
Indonesia, Vietmarm, and the Palippnes. Com-
mand reporting identified indigenous and transna-
tional terrorist threats as well ag areas of insurgent
violence or poitical unrest and criminal activities,

*  East Timor. CIA analysts provided poimymakers
analysis on the crisis in East Timor and supported
- policymaker visits to the region.

- Latin America

- Relief aod Rebuilding Efforts in Central Amer.
ica. US Southern Command’s {USSOUTH-
COM s} 12 and Us Jomt Intelligence Center (JI0)
helped restore civil and envirammenial stabiliiy n
Central America in te aftermath of severe husri-
cane damage. Following Hurricane Miteh, over
13,000 US troops were deployed t¢ camry out a
3135 million relief and rebuilding effort to assist
El Salvador, MNicaragua, and Honduras. The
USEQUTHCOM J2 and JIC provided the fost -
mteihgence personne] andazsets on the ground
and coordinated the deplqyment of NIMAs
Enhanced Deployable Image Produat Library,
which provided the most aurrent imageryzand.
mapping products available to help wzz%z Jescue
and reconsiructicn,

Middle East

« Training to CENTCOM Forces in the Guif. In
Agprit the NRO initiated a program of tailored
NEQ systems presentations for the Joint Task
Force-Sputhwest Asia (JTF-SWA) Pre-Deploy-
ment Course at the Regiopal Joim Intelligence
Training Facilioy. (RIATF) 1 Tampa, FL. These
presentations are now a standard part of ell ITF-
SWA Pre-Deployment Courses to ensure CENT-

COM and component command inrelligence per- .

- sonnel deploying to the Gulf are trained to
effectively use core intelligence skills and
Systems.

E

«  Protorype Imagery Tool to CENTCOM. In
response 10 an urgent CENTCOM request, NRD
in parinershipowith DIA immediately deployed a
" protolype ool thit provides users with an upto-
date display of the national imagery tasking plan.
This quick respanse allowed CENTCOM 10
enhance the tnpact of NRO imaging systems on
-combat eperations during DESERT FOX.

+  Support to US Policy. CIA provided media analy-
sis, all-sourse briefings, and written finished intel.
ligence in support of US policy objectives in the
TegION.

Transnational Issues

These are threats that do not respect national borders

© and which often arise from non-state actors, such ag

i

terrorists and criminal organizations, They threaten
US interests, values and citizens in the United States
and abroad. The 1T provides information to nationaj
and milisary customers on transnational threats such as
international economic development, intermnatonal
organized ¢rime, drug mafficking, and wrrorism,

International Economic Developments -

Inteiligence can help identify threats 1o private US
economie enterprises from foreign intelligence ser-
vices ag well as unfair business practices. Intelligence
must also idenify emerging threats that could affect
the interpational economy and the stability of some
malion ftates, -

e
e mentipmy

+  Etonemic }}eveiepme{zt Studies. NIMA imagery
analysis provided : ﬁfemﬁoﬁ on sconomic devel-
opmeats not availablefrom Gther sources on wop-
jes of concem to US policymakers, Imagery
provided cbjestive correboration of information
furnished by other governments or entties.

»  Natural Disasters. Imagery provided extremely
responsive inputs to US crisis planners when nam-
ral disasters sccurred. Timely collection and
exploitation allowed NIMA goospatial analysts to
produce geographic overiays that aided officials in
assessing the extent and concentration of damage.

+  Hurricane Mitch Response. NIMA supported
disaster relief efforts to rebuild the devastated
Central American nations in the afiermath of Hur-
ricane Mitch. This included coordinating the ini-
tial distribution of maps for Joint Task Force

UNCLASSIFIED
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Brave in Honduras and Joint Task Foree Aguils in
El Salvador for use in rehabilitating damaged
bridges and roads. NIMA sent tts Enhanced
Deployable Imagery Library to El Salvador in
December 1998, to assist Joint Task Force Aguila
with on-scene imagery analysis.

+  Envirenmental Conditions. NIMA has devel-
oped imagery intelligence applications in Support
of US sovironmmental policy objectives, Imagery
provided 2 valuable historical record of land use |
that supported assessmenss of environmental con-
ditions for eventual remediation of miliary facilis
ties that are being tumed over 1 foreign
sovernments. NIMA worked with military medi-
cal plunners 1o assess the impact of environmental
conditions on US military contingency plans at
selected gites where significant foxic materials
wers openly discharged. NIMA monitored large-
scale political and civil impacts of water projects
and assessed the immpact of land-use patterns on
civil, exviromerental, and political conditions.

International Qrganized Crime

Corruption and extortion activites by organized crime
groups can undermine the integrity of government and
imperil fragile democracies. And the failure of govern-
ments to effectively control international crime rings
within their borders - or their willingness to

harbor international criminals - endangers global |
stahil lt’w . as,i“ : | )
Presidensial Decision Directive 42 (PDD-42Y dated 22
October 1995, recognizes that wiernational tominal
enterpniges maove vast sums of ilheitly derived wortey
through the world’s financial systems, buy and sell
narcoties and anmns, and smuggle aliens, suclear mate-
niais, and weapons of mass destruction. The IC mrgets

sl aspects of international criminal organizations from

the leadership struchure to the organization’s activities.
The following are several intelligence achisvemenis in
our efforts to zombat internatisval organized crime.

+  Epvironmental Crime, CIA evaluated the size
and nature of global environmental crime.

+ " Impact of Criminal Activity on US Firms Qver-
seas. CIA launched an effort that will allow us for
the first time to measure the financial impact of

organized criminal acthity on US fions operating

i1

overseas. CLA analysis have begun to consult reg-
ularly with academic and nauwtry axperis on
eriminal trends and the economic and social -
impact of organized criminal activity.

- Money-Laundering. CIA expanded its anti-
money-lzundering efforts to include crucial finan-
cial apalytic support te US law enforcement agen-

cizs investigating money launderers in the
Caribbean, Colombia, and Burope.

+  Organized Crime, ClA analysts continued 10
work with US law enforcement and Haison parte
ners abroad against major intamationsl é*gazzzzw
crime groups sround the world,

¥

Narcotics

The 2im of the US drug control strategy is 1o cut ille-
gat drug use and availability in the United States by 30
percent by 2007 - and reduce the health and social
consequences of drug use and trafficking by 23 per.
cent over the same period, thraugh expanded preven-
tior: efforts, improved treatment programs,
saengthened law enforcement and tougher interdic-
tion. This strategy recognizes that, at home and
abroad, prevention, treaunent and ecanomic
alternatives must be integrated with intelligence col-
lection, law enforcement and interdiction efforts,

Key issues for the IC include: cocaine and beroin waf-
ficking organizations; ieaders of narcotics trafficking
organizations; infraswructure; smuggiing routes and

technigues; illicit drug shipments; hosi-netion counter-
drug performance; drug culfivation, produstion, and
processing; and in zemaz"én““l counterdrug cooperation,
The following are IC schievements in the war agawms!
drugs: -

~  Drug Seizares. US Coast Guard intelligence
assets helped 1o provent more than 28,000 kilo-
grams of cocaine and nearly 5,000 pounds of mar-
guana fom resching American shores.

- Strategic Analysis. The Nationa! Drug Inelli-
gence Cmm (NDIC) prepared the following stra-
tegic analyses on the tHicit drug trade: The
Nadonal Drug Threat Assessment — 4n In-
Progress Protorype; Global Heroin Assessment;
Southeast Rorder Threat Assessment; Southwest

UNCLASSIFIED


http:aIlalys.es
http:crimir.al
http:intelliger.ce
http:Intern.ation.al
http:US'miliu.i.fY

P Y

an D e e

e e

UNCLASSIFIEDR - R

Border Assesyment; Nadlonal Drug Intelligence
Digest; Methamphewmine: and 44 other analyses.

«  Bixck Market Pese Exchange NDIC partics-
pated in the Black Market Peso Exchange Initia
tive with FisCer, FBI, DEA, US Customs, and
CIA’s Counternarcotics Center (CNC,

«  Assessments Initisted in 1999. NDIC imitiated
strategic agsessments on Nigenian Trafficking
Organizations and Eastern European Organized
Crime.

+ Marcotics Estimates. CIA analysts provided US
cuitivation and production estimates for all major
iliicit coca- and oprime-producing countries,

+ . Drug Flows, ClA analysts completed the most

caraprehensive analysis to date of drug fows in

" Latin America to determine how much cocaine
from this region could be reaching the US.

»  In-Country Surveys. CLA anglysis completed ini-
sial surveys of cocsine and heroin consumption in
several key regions of the world to belp determine
the volume of Lhicit drugs that could be availzble
o US consumers.

»  Interagency Efforts. C1A enhanced law eaforce-
ment-Intelligence Community counterdrug,
programs through the initiation and coordination.
of interagency sfforts against major drug raffick-
ing organizations throyghoty the world.

3

.

Terrorism .

The United Staies has made concerted effars3s deter
and punish terrorists and remains determined (0 appre-
hend and bring justice to those who terrorize Ameri-

. can citizens. The President signed PDI62 in May

1998 creating a systematic approach to fighting the
growing terrorist threat. Countering Wrrorism requires
day-to-day coordination within the US Government
and close cooperation with other governmenis and
mternational organizations. The following describes
how the imeliigence community dirsctly supports
these effons: .

= Reserve Component Support for Counterter-
rovism Anulysis. DIA began the integration of
full-time Reserve Compenent support to assist in
all aspects of terrorism analysis and production.

12

This support consists of approximately 25 work-
years of analysts working on long-term analysis,
data base production, and crisis and warmning intel-
ligence. DIA has incorporated five full-time
rerervists mio the sperations of the National Mili-
tary Jount Intelligence Center’s Terrorism Desk. In
addition, seven reserve uniis outside the Washing-
tog, D, area support DIA analysis and data base
production on terronsmm. Overall, the reserves
accomplished over 50 percent of the data base
update effort, .

Counterterrorism Intelligence Analysis. DOE’s
Special Technologies Program's Counterterrorism
Analysis Cell {CTAC) developed an all-source
assessment on nuclear-related terrorism and its
associated threat to U.S, interests, Inirslly briefed
at the intersgency Technical Suppurt Working
Group, it proved so successful that a number of
DOE organizations and other government entities
requested preseriations. Sinee the initial briefing,
the assessment has been presented to the DOE
Offices of Defense Programs and Security Affairs;
the Jaint Special Operations Consmand; the Fed-
eral Law Enforcement Trairing Center; and the
Naval Special Warfare Development Group,

Open Souree Reporting. CIA reporting on terror-
{st groups and activities as well as the effors o
follow and thwart the terronst agenda by foragn
governments has been a valuable addition for
counterterrorist customers.

US Embassy Bombings, In response to the
August 7, 1998, twin bombings of the US Embas-
sies in Dar es-Salazm, Fanzania, and Mairobi,
Keoya, the FBI launcheg the lurgest overseas
criminal investigation ig our country’s history.
More thas 1,000 FBI and Joint Terrorism Task
Force personnel rotated throwgh Fast Afnca. The
New York Division, with critical support fom the
Washington Field Office, other FB! offices, and
other government agencies, spearheaded this
effort. To date, 17 individuals, to include Usama
Bin Laden {UBL), have been charged with the
bombings of the US Embassies and/or conspiring
o kill US nationals. Nine individuals are in cus-
tody and eight are currently fugitives. Four of the
nine were captured cutside of the United States,
and as 2 result of intermattonal cooperation, were
rendered back to face the pending charges. Efforts
to apprehend the remaining fugitives are being
pursued vigorously. The indictment charges that
the named individuals conspired to conduct acts of

UNCLASSIFIED
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terrorism against US interests as members of the
terrorist orgamzation, Al Qaeda, UBL's arganiza-
ton. These acts of terrarism include the bombing
of the US embassies; the killing of US military
personnel on October 3, 1993, in Somalis; the
recruitment of US citizens to commit acts of ter-
rosism; the shipment of weapons and explosives
Saudi Arabia; and efforts to obtain Weapons of
Mass {)f::smzczlon (WMD), The tria] date bas been
tentatively set for September of 2000

Rewnrd. For UBL alone, the US Govemnment
posted the largest reward ever, 5 million US dol-
iars. A similar reward is being offered for informa-
oy leadiag to the arrest or convichon of other
subjects suspected of being involved in the East
African bombing conspiracy. UBL is the target of

- the largest and most extensive effon undertakes

by the US Govemment against any one individual,
as was demonstrated by the US retaliatory missile
strike against UBL and the Al Gaeds organization
in Afghanistan, On June 7, 1899, Direcior Freeh
announced that UBL was added to the Federal
Bureau of [nvestigation's (FBI) “Ten Most Wanted
Fugitives™ list.

Conperation in the Anti-Kidnapping War. US
citizens have been the subjects of kidnappings for
almost 28 vears in Colomdyia. The US Government
response (o kidnappings is generally himited 1o the
FBI and the Miami Division working with the -
Colombian Government i a reactive fashion. In
Mzy, 1959, the US mbassacor to Colombia
advised that the Colombidn ma~&daappm&6mr
and the President of Colombia were “interested n
reaching 2 formal agreement with the US Goverp-
meat regarding cooperation in the antis kxﬁnappmg
war similar to current cooperation in the drug

Li]

WarT.

8ix New Joint Terrarism Task Foree (JTT¥s)
Establiched in 1999, FBY Ficid Offices gramed
JTTFs were San Anionio, Ei Faso, Pittsburgh,
Dewrait, Indianapolis, and Sap Diego. The mission
of JTTTs is to serve as 2 mechanism to engure that
the counterterrorism investigative efforss of appli-
cable Federal, state, and local law enforcement
agencies within the territory coverad by the applhi-
cable field office are effectively <
zoardinated.

E

Froliferation

Efforts (0 contral the proliferation of WMD and con-
ventional weapons remains 2 high prority for the US
Government. Through international treaties and other
methods, the US zims to strengthen controls over
weapens-grade fissile matenial and prevent the theft or
diversion of WMD and related material and
technology.

»

iz

Improvements in Monitoring Nuclear Detona-
tions. Global monitoring of nuclear defonations in
the atmosphere has been improved because of
advances in modeling and simulation of the Glo-
bal Positdoning System/Nuclear Detonation Detee-
tion Syster Constellation, A now simulation teol,
cailed CAPFAST, includes graphics-based outputs
that enable quick analysis and reporting.

WHD. NIMA imageryand imagery analysis were
critical to undersianding and responding to world-
wide efforts to develop, produce, and proliferate
both erincal WME technalogies, operational
WM systems, and conventional defense weap-
ons, Analyss monsored worldwide research and
developraent, test and evaluation, producton, and
proliferation of nuclear, ballistic missiie, chemi-
cal, biclogical, and advanced conventivnal weap-
ony aad weapons-related technologes,

Analytic Support. CIA continued % support poli-
eymakers on 2 broad range of erittoal prolifecation
issues by providing intelligence support - both
brisfings and written products—io Administration
and Congressional officials.

- ,..,.,eg,,..,,
Interagency WMD Ceater. CIA supported the
Department of State dnd Defense in their effort to
create a pew WML Center within NATQ Head-
quarters in Brussels, Belgiam, whick opgped in
jenuary.

Support 6 NATOQ. The Natonal Ground Intelli-
gence Center (NGIC) was tasked to support the
NATO swckpile planning program. NGIC analysts
provided data on equipmesnt performance 1o sup-
port the modeling used to quantify the amounts of
materiei and amroumtion needed to execute
specific missions,

UNCTASSIFIED
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Counterintelligence

This past vear has reminded us that the threat from for-
eign intelligence services is more diverse, complex,

and difficult to counter than ever before, Counteriniel-
ligence provides an ability 1o protect sensitive national

" security informatien and to prevent the loss of eritical

technelogical, industrial, and commereial inforaation.
Counterintelligence efforts prowvide a comprehensive
secunty program and constant evaluation of the inten-

- uons and targets of foreign intelligence services,
Counterintelligence capabilities and programs also

work to detect and neutralize the impact of esp*anagc
against US injerests.

Intelligence depends on the adequacy of counterintel-
ligence programs to provide warning and protective

.measures against both traditional esplopage and non-
 traditional economic theft of US equities. Failure to

protec: our coonomis and securify interests wauld
impact Ameriea’s prospenty at home and sbroad.

‘Awareness of the threat and adherence 1o prescribed

personnel information and physieal sacurity standards
and procedures based or risk managerment principles
are critical.

The following Hsts some accomplishments the IC has
achieved in this area:

“

+  Foreign Economic Collecion. An informative
brochure was developed sutomarizing the Hndings

of the past several years, The brochure—Forelgs -

Econenic & Indugtrial Espionage Remainy iv -
Threat in [999—is intended for wide public-dig. -
semination,

+  Training. The National Counterintelligence Cen-
ter (NACIC) developed a hew course to address
the need for analytical training. The new course
title is Introduction to CI Aralysis. NACIC spon-
sored numerous CI awareness training programs
for both the public and private sectors,

»  DOE Counterintelligence Implespentation
Fian. The plan contains 46 recomrpendations for
strengthening the DOE Cruntenintelligence Pro-
gram. To date, the Gihice of Counterintelligence

15

(OCT) has implemented 75% of the 46 recommen-
dations. Additionally, 5% of the Implementation
Plan's most critical recommencations have been
implemented. )

C1 Training. OCI improved and expanded its CI
Training Program, which is responsible for pro-
viding DOE personnel with CT and Security
Awareness training, as well prowdmg DOE (]
persoone] with the ongoing insTuction necessary
for them o remain current in the Held, For exarn.
ple, OCT bas contracted with 1 renowned Russian
defector who provides lecturss st vadous DOE
facilities regarding the methodology of the Rus-
sian Intelligence Services.

Polygraph Program. OCI i instituting a Cl-
Scope Palygraph Program, a closely supervised,
less imirusive means of testing the minimal pum-
ber of DOE federal and contractor employees with
the type of professional duties and/or access tha
make them attractive targets for individuals affili-
ated with forzign intelligence services, DOE pub-
lished 2 Notce in March 1999 in the Federal
Register, announcing expanded autherity o the
arza of polygraph testing allowing OCT to test
IDOE Federal employees, Copstruction of an
expanded polygraph facility was completed (n
September 1999 o accommodats the testing
requirements.

Foreign Visits. OCT played a sigisficani role.in
rewriting the new DOE Order on Unclassified For-
eign Visits and Assignments (DOE Notce 142.1
signed by the Secrgtary of Energy on July 14,

- 1999). The primary goal Qf this new order is to
\delegaiz responsibilityts. .approve unclassified for-

eign visits to the Laboratory Directors, and to hold
thers accountable for their decisions. Accountabil-
ity will be ensured, o pary, through the Cl Inspee-
tion fanonon, With Secretarial concugrence, OCT
bas implemented a policy whersby indices checks
are conducted for foreign national visitors and
assigness Tom sensitive counines and 2l those
from any country whe will bave access to sensitive
subjects while at a DOE facility.

- CI-Cyber Pilot Program. QCI began the Cl-

Cyher Pilot Program in FY 1594, It consists of
two parts: {17 an Incident Management and

P TR ESY S TR,
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Anatysis Capability {IMAC) and, (2} an E-mail
Analysis Capability. By the end of FY 2040, the
IMAC capability will be extended to 2 total of 12
sites acrogs the DOE complex.  In FY 2001,
gxpansion is planned to an additional 40 sites.

C1 Pregram. The Do) Foreign Counterinielli-
genge Program (FCIP) provided DoD custamers
with 2 comprehensive and professional CI pro-
gram to identify, assess and or neutrzlize foreign
intelligence service or tervorist targats, Dol CI
conducied over 1,500 (I investgations and opera-
tions; disscminated more thao 25,000 Inwelligence
Information Reports or service collections reports,
published over 8,200 Cl analyses, threat estimates
or ather Cl dogunents; presented 18,000 threat
briefings 1 more than 518,000 people, supported
~ in excess o370 joint, serviee, or combined mili-
tary exercises and aceornplished more thag 20,562
additional CI initiatives to support Dol and other
CUsiomers.

Training. DoD chartered the Joint U Training
Academy (JCITA) to provide standardized intro-
ductory and advarced training to members of the
Service 1 Agencies int & vanizty of key Ci disai-
plines. The first class was held in October 1999 at
the JCITA facility, Elkndge, Maryland.

Hot Spots. DoD T specialists deployed with
combat and other forces throughout the year 1o
provide suppart to the commanders. Supporting
US forees invaived in the HATO Stabilizanon
Forces in the Balkans'and the forees deployed pur-
suant ta Operation Allied Force for Kosove, DeD
I personnel provided 2 wide range of force prov
tection services that received high praisefrom es-
tomers, Air Force CI identified an-important
Serbian command center unkpown 1o USAF arge-
teers. The corarmand center wag subsequently tar.
gered and destroyed by the USAF,

Exercises. DoD CI specialists provided real world
and exercise scenario support 1o a wide range of
military exercises around the world, often requir-
ing close liaison with allied or other foreign mili-
raries to practice for contingency deployments. In
Thailand, Army, Alr Forae and Navy CI personnel
participated in Cobra Gold 1999, one of the largest
annual military exercises i the world involving
over 10,000 multinational military persomel. The
US Army and Belgian Military Intelligence co-
.Sponsored the first ever NATO-wide, multinaticonal

a
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Ch and HUMINT exerzise in a Kosova-like Pease
and Stability Operation sceénaric.

Support to Defense Industry. The Defense Secu-
rity Service C1 has an aggressive threat awareness
and training program for US Defense Industry.
Those efforts develop threat information which is
sebsequently shared with the other Dolb CI agen-
cies and the FBIL : ’

DoD Computer Laboratory. The oD Defense
Computer Forensics Laboratary was instrumental
w tha successful iWdentification of computar hack-
ing groups and the neurralizanon of virinerabilites
in several high profile C1 investigations related to
national computer network defense includipg
Solar Sunyise, Digital Demeornrand Moonlight
Maze,

Assessment of Countérintelligence znd Coun-

terterrorism Capabitities, FBI anslysts initiated

an assesstent of the National Aeronantical and
Space Administration (NASA) counrerintelligence -
and counterierrorism capabilities, In this regard,
they prepared detailed survey instrurnents for FBI
feld wifices and NASA employees 1o supplement
wmformanon being obtamed through onsite brief.
ings and interviews with NASA emplovess. This
assessment is being conducted 1o assist NASA o .
ensuring that their counterterrorism and counterin.
telligence capabilities are sufficient 1o respond o
threats posed by terronst groups and foreign intel-
ligence service entities.
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DCI Straresy For The Future

I March 1999, the D7 Srrategic Insen: was pub-
lished. The Straregic Fntent represents the DCT's vision
for guiding the US Intelligence Community into the
21% Century.

The Strategic Inten: challenges the NFIP agenciss o
break free of waditional ways of doing business 1o
form 2 vaified Intelligence Commmumity that provides a
decisive information advantage to the President,
national policy makers, the nulitary, dipiomats, the
law enforcement community, and the Congress.

To achieve this vision, we must:

+ Unify the Communiy trough
collaborative processes.

* Invest in people and knowledge,

« Duvelop new sourcss and methods for
" collection and analysis,

¢ Adapt security to the new threal .
egvironment.

* Improve corporale management,

Unify the Community Through
Collaborative Processes
'\;-

. Undergmund Facility Adalvsis. Enginsersand
analysts from DIA, NIMA, USSTRATCOM, the .
US Geological Survey, and the Defense Thireal -
Reduction Agency worked together to 1deftify and:
characterize Serbian underground facilities for
mission planning during Operation Allied Force.

+ Interagency Collaberation Study. CLA exesutsd
an 1 coilaboration baseline study to examine pol-
icy, procadural, and culturai barriers 10 wter-
agency collaboration across the IC. The study was
sponsored jointly by the DCI's Community
Manzgement Staff, the Community Operational
Definition of the Agile Intelligence Enterprise
{CODA) executive agent, and the Nasional
Intelligence Production Beard. The study focuged

an vireaal teams of anaivsts and collectors

B
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c:}i%zho%mc at the top secret and compartmensed
level across seven IC Agencies,

Commen Object Framework (COF) Demon.
strates Capability To Make Disparate Software
Interoperable. The NRO demonstrated its Com.
mon Object Framework {COF} at the DODIS
INTERCE 98-2 Conference held in San Antonio,
TX, COF was one of four featured povernment
programs tha! use Object Technology as a solution
for interoperability. COF provides an interopera-
le software architeciure that is sealzble, exiensi-
ble, and transportable, and proves that “plug and
play” is a vigble concept for 1actical systems. The
resulis of DODUS INTEROP 58-2 will provide an
oppurrunity for the four evaluated programs 10
work together in a'coordinated envircnment,
allowing the programs (o share Jessons leamed.

CIRAS Leployed. DOE deployed the Corporate
Information Retrieval and Storage {CIRAS)Y
systern, an improved automated message handling
system to support intelligence research analysis, It
allows analysts and support staff to manage intelli-
gence message waffic i a graphical user interface
environment.

Suppert to SEAS. DOE initiated development of
improved welecommunications architecture sup-
porting the Secure Energy Analysis System
{SEAS). The SEAS network inks the DOE Gffice
of Intelligence with eight Field Intelligence Els-
menis {FIES) 10 permit seamless information
exchange, collaborative analysis, and program
management. The pew architecture, developed as
part of the DOE Emerg‘eacy {ommunications Net-
work reengineering program, wiil increase band-
width tothe FIEs and prqwdc mpmved
yedundaney. s

JICPALC Country Home Page. The Joint Intelli-
gence Center, Pacific (JICPAC), created 8 Country
Home Fage availabie on Intelink that deals with
nations within its area of responsibility. it allows
for. dynamic updating of informatien and reduces
the number of requests for informanion dunng
contingencies, such as East Timor, because prod-
ucts available 1o the field are timely, comprehen-
sive, and current. The JIVA Integration
Management Office is working with ICPAC to
export this success o the US Eurapean Command,
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and possibly 1o US Central Command and US
Southery Command in FY 2000. '

Geographic Learning Site. INR continued to
manage the State Department's award winning
Geographic Leaming Site {GL3). GLS 15 located
oo the State Department’s Intermet web site and
aims to engage K-12 students and tzachers on both
worldwide geographic issues of concem to US
fureign policy and e worldwide extent of the
Diepartment's foreign affairs activities. In Jupe
1999, GLS registered its one millionth hit.

NRQO Strengthens Ops Support. A permanent,
onsite NRO Liaison Officer {LNQ) deployed in
February 199% to support the Joint Special Opera-
ticns Cormmand {J8QC) at Ft. Bragg, NC.

+ BRIGHT §TAR 99/06. The NRO supported

USCENTCOM’s biennial, | {-naticr field training
exercise BRIGHT STAR in Egyptin the i1 1999
by providing unclassified imagery simulations.
The NRO's Synthetic Imagery Generatign System
{SIGS) provided unclassified simulaticps of NRO,
1.2, and Predator images.

Enhanced New Shipborne Air Defense System.
The NRQO integrated an WRO data recsivar into the
prototype Area Alr Defense Command {AADC)
maodule aboard & US ship. The AADC module-
combines NEC-collected data with databases of
geographic 2ud weapons system data in order to
provide a ceal-time ts;‘rgcti;zg capability,

kY

CINC Exercises To Validate Y2K Compliance.
Several Command exercises received KRO sup-,
portin testing and validating TRAP z}a:a.l}lsscmi*
nation System Y2K compliance. -

AC-13017 Gunship. NRO data feeds werse suc-

cessfully integrated into the Weapons Contrsi Sys- |

tem of the prototype AC-1300 Gunship during its
mitial test flight on 24 July. This successful test
will help formalize requirermnents for this capabil-
ity t be procured for all AC-130U Gunships.

Declassification Effort. CLA, at the request of the
National Science Foundation, 2ssisted in the
declassification of seven images from Anlarctica
and more than 50 images of the Arctic obtained by
US overhead systems for use by the scentific
comununity,

18

Collaberative Tools, CLA established 2 faboratory
named “Platinum Rail™ o evaluate and better
understand the functionality and interoperabsiity
of commercial ¢ollaborative toois that are in use in
the Inelligeace Community and can enhance the
ability of analysts andd their managers to share and
produce better intelligence for their customers,

Non-Profit Firm Established for IT Solutions,

. The Enterprise for Infermation Technology Selu.

rons became a reality on 19 February 1999 with
the incorpaoration of “In-Q-Tel™. In-Q-Tel 1c a
unique non-profit corporation that parters with
industry and academia to encourage and develop
information technotogy solutions that meat CIA
needs and also have value in private sector
markes, The Board-of Trustees represents exper-
tise and leadership in the fields of industry, aca-
demia, veature capital, and intelligence. The Cla's
18-Q-Tel Interface Cemer deviged an unciassified
corporate information-technology problem set that
became the basis for In-Q-Tel's work program.
The sroblem set was gathered from nearly 200
specific requirements across the Agency.

Litigation. CIA supported the Deparanent of Jus-
rice and U8, Attorneys across the United States in
the prosecution and defense of litigation in over
400 cases, CTLA also coordinated the Agency’s

response o over 20 major cnminal nvestigations,

Internal Communications, NSA sonsolidated its
inernal conununications eliminating redundancies
and providing a “ons-voice” process to guaraniee
a well-loformed workforce across all levels and
lmcations waorldwide. *W,;w

., 4\'1

Iotelligence Products. In FY¥ 19899, VR produced
and dissenminated more than 5,000 analysic prod-
ucis — atmost 4,000 of these products were 850
placed ou INTELINK. These products cover vir-
ally every country and transtational issue of for-
eign policy significance.

Reporting oo YZK. CIA open source reporting on
Y2K issues worldwide increased by 482 percent -
from 599 itemns fled in FY 1998 16 2,893 items
filed in FY 1999. CI1A has been praised for the
breadth and depth of its Y2K open source
reporting. Analysts cited 23 reports as deserving
special mention and noted that they have found the
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reporiing valvable in the preparation of reperts for
semior pohicymakers.

‘Full-time Training. CIA sponsored over |50
officers, including managers, analysis, and suppont
personnel, for developmental and expertise-build-
ing programs that includes full-time academic
training. C1A also sponsored 50 analysts for full-
time language training, -

Training for Civil Agencies in Alaska. NRO
cross-directorate/oifice representatives developed
and prasested a joint classified nanonal imagery
systems overview for civil agency personnsl at 2
natonal technical means workshop st Elmendorf
AFB, AK. NRO participation at the Anchorage
workshop underscared our commitment to inform

~ natigna} customers of our systems” capabilities

and 10 inprove and expand tailored support to
civil dffencies.

Customer Informatisn Needs Assessment
(CINA). The NRO systemativally assesses indi-
vidual customer’s needs to support thelr mission,
In FY 1999 the CINA methodology was
expanded to include MASINT, in addition to SIG-
INT and IMINT. The-Deparnment of State assess-
ment was revised to inchide the new MASINT
procedore and several improvements o their infor-
mation needs set. Also assessed during this time
were two DCI Centers: the Nonproliferation Cen-
ter and the Arms Control Intelligence Staff. The
Dirscior, MRO, diréé(xeé dat CINA aiso be applied
s military customers; USCENTCOM, USPA.
COM, snd USSOUTHCOM were assessed during
FY 1999 i : -
Harvesting the Internet. Recognizing the Inter-
net as a source of increasing importance, CLA ini-
Slated g series of-timely surnmaries of mulitary
news from a large number of Internet sites.
Accompanying the summanes ag appropriate are
phetos and graphics.

New ‘Portal’ Concept for Information Access.
CIA developed a new concept for the delivery of
open source information to 1T customers, Draw-
ing directly from the Internet concept of “portals,”
this initiative exvisions & single place of access for
apen sourae products and services. This approach
will simplify access to the wide variety of open
souree information that is available through CIA,
other 1T agencies, and the Internet in general.
“Feedback from users enabled CIA to develop a

1%

working prototype 10 place on a limited number of
Agency users’ desktops.

Upgrade of Equipment Labs, NSA increased irs
capacity © train military personnel in SIGINT
collection snd processing by upgrading three
eguipment tabs 3t Comry Station, Pensacals, FL,
meeting the annual iraining requirement of (50
students, Training provides the fundamental and
core skills to keep pace with the rapid evolution of
worldwide communications techinology,

Eavirenmental Programs With Russia. CIA
supported meetings between the Vice President
and Russian Primne Minister on eavironmental
issues, In furthberance of USG environmental pol-
icy abjectives toward Russia, TIA nontinued to
oversee several joint scientifie programs with US
and Russian organizations, including the Russian-
Miniswry of Defense. Projects include compilation
of a large database on Arctic climatology, disaster
cogperation; and characterization of boreal forest
parameters.

Building Renovation. NSA coatinued renovation
of the Ops | Building, encompassing a 129,000
square fot ares, providing modernized workspace
and significant communications upgrades to 1,600
personnsl. Renovation included an Operations
Wateh Center, relocation of KSA/ISS corporate
servers, and renovated spaces for SIGINT anatysis
and communications technicians. Extensive
upgrades were also completed to the comumunica-
tinns sysiem to include Intemet connectivity to 10
percent of the workstations in the renovated areas
with the infrestructacs.design o support future
expansion to 100-persentof the workforee.

Intefligence Training. US J8int Forces Com-
mand’s Regional Joint Inteiligence Training Facil-
ities trained maore than 7,500 personnel ap various -
functional areas, disciplines, systems, and
applications.

Bandbook for Operating Ferces. The Marine
Corps [ntelligence Activity {MCIA) prepared 2
¥osove International Security Force Handbook
for US and zllied forces operating in the Balkans.
Also, in response to the cnisis in Ezst Timor,
MCIA quickly produced 2 handbook to support

- peacekeeping operations during the crisis.

Using OQutside Experts. INR's Extémal Research
Program organized 110 seminars and conferences
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which brought the talents of more than 808 out-
side experts to bear on the U3G’s mest pressing
foreign policy issues, These conferences facilitate -
the interchange of experience and ideas between
outside experts and govemment officials, feading
1o a more informed foreign policy process and bet- ’
ter intelligence analysis in suppart of diplomacy.
Thess events were attended by more than 4,500
policvmakers and analysts from the State Depant.
ment, other foreign affairs and inteiligence
agencies, and Congress.

WEBLink The NRU developed and demon-

strated its “WEBL k™ methodology that poten-

tially increases user access to NRO Systems Data.
WEBLink allows customers without broadcast-

receive equipment, or Hose without access 1o stan-

dard networks to access live TRAP Dtz Dissemi- :

' nation System {TDDS) data and Onboard

Processing/Tactical Ouboard Processing System
({OBPITOPS); CONUS, nog-real-time) dats that
have been captured o 4 common server, The Inte-
grated Broadeast System community is interested
in integrating WEBLink into their architectrure
development, which would aliow worldwide live
atcess to OBP/TOPS,

Marines’ URBAN WARRIQOR Advanced Warf-
tghting Experiment (AWE}. During 1599 the .
NRG supported all fve phases of the US Marine

Corps” URBAN WARRIOR AWE to develop bet-

ter capabilitiss for urban warfare. MR provided
technology, systems and braining that resulted in

ar improved, informatios-age, tactical Qperat' ons

center for the batzkz comrnander. .

Mohile Education Team 88 (MET 5‘9) ’I’aev ; 9?9
version of the NRO's Ewropean Mobile Education .
Team {MET) visited 32 Commands {at 1§ sites)’
throughout Europe i 3QFY 99, This eight-person

team was an NRO cross-directorate-NIMA/ Cen-

tral Imagery and Tasking Office (CITO) effort o
enhance customers’ awareness of NRQO systems’
operational capabiitties. The team addressed spe-

cific theatzr support issues of interest to EUCOM .
warfightess.

Mew Payroll System. CIA successfully imple-

mented a new Y2K-comphant, payroll system a3

the first phase of an integrated Human Resource
Information System. This ambitious endeavor, .
conducied under considerable tine pressure

Sinvolving multiple security consideranons.and

29

adapting @ Commercial O The Shelf (COTS)
product 1¢ accommodate UMEIOUS PAY system
variants, was one of the most complex in USG
experigace.

ClA Recruitment Center. CIA implementad a
new centralized approach to recruitment, estab-
lishing the Recruitment Center and instituting
updated ad campaigns that ave generated a sig-
nificant increase in applications and pogitive
national media coverage. This approach has
allowsd CIA to reduce average applicant process-
mg tume by 37 percent and bas greatly improved
hiring against eritical skills goals, CIA alse bired
an'industry expen to spur further process
Inprovenents,

Taking Training to the Students. CLA i3 zi&;;ioy«
ing maditional classreom course content via alter-
nagive delivery pia:‘f&m&s such 2s CD-ROMs and
Web-based gaining. CIA entered into 2 formal
partnership with NSA to share training technology
and provide smployess access to general skills
training in modules offered through the NSA's
FasTrac web site. All vehicles enable maining to
reach wider sudiences and reduce the costof
course delivery,

Reeapitalization of Agency Facilities. CIA con-
tdnued the recapitalization of the Headquarters
Compound - projects included 2 one million gal-
lon ground-mounted water storage tank, asbestos
sbatemnent of three wechanical rooms which pro-
vide chilled water, steam, and conditioned air
throughout the Original Beadqguarters Building,
apd refurbishment f}f &a-elcctmai substation.
Release of I}fzcuments. Cﬂfs released three mil-
lion pages of matertal 25 yedrs old or older in
response to Executive Ordef 12938, This volume
ipled FY 1998 release of one million pages and
represents the largest volume of matenal released
i Agency history,

Freedom of Information Act (FOIA) Geals
Met, The CLA closed 6,742 FOLA cases which
exceeds Te goal necessary o demonstrate teasen-
able progress in mesting the Agency’'s FOIA
requirament.

Public Dutreach. C1A conducted a number of
activities with local schools and universities in an
affort o reach oul to students and ingrease the
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public’s swarencss of the Agency mission, as well
as 1o provide now opporiunities for recruitment of
poiential furure Agency employess. CIA employ-
2es 3l50 participated as judges at %ng*z school sci-
ence fairs, and CIA provided 2 number of
Presentatons 1 distinguistied local high school.
students and Eagle Scouts who have an interest n
future employment with the Agency,

Leveraging Retirees’ S&T Input. CIA esiab-
lished communication channels to retirees for
accepling suggestions related to traditional issues
such as current technical challenges and imtelil-
gence problems. These mdividuals have developed
different perspectives that could be vary ?zmeﬁczai
to the ClA.

Academia. The CIA provided a forum for pubii-
cation of books and articles on intelligence.
Additionally, the DCI participated io conferences,
lectures, and seminars in & oumber of academic
fora. Highlights include the following:

« Donald P Steury, ed., Onthe ?wz,:x Linesof
the Cold War: Docoments on the Intellic
gence War io Berlin, 1946 w 1861

¢ Benjamin B. Fischer, “The Katyn Contro-
versy: Stalin’s Killing Field,” Swdies in -
Intelligence ‘

« Sociery of Historians of American Foreign
Ralations Co&fz:&q‘ca Pane! on US Inwlli-
gence sad the Atomic Bomb, Pmcc{ca _
University Cr e e

e
S

& Academic lectures at Georgetown Univer-
sity, George Washington University, Prine-
eton University, American University, US
Naval Academy, US Naval War College,
Chio State University, Marguette
University '

New Informatien Services Governance Process:

CIA's Chief Information Office Staff tmplemented

2 new approach 1o governing information service

activities 1o better balance mission, resource, secu-

rity and infrastructure reliability issues in the
deployment of IS programs. The new process alse
speeds the decision-making process and increases

bon
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respongivaness. During the vear, the process
reviewed and adjudicated proposals for dissemi-
nating intelligence product 1o East Timor peace
keeping forces, provured and tested gn improved
switchbox product to facilitate use of classified
and unclzssnified systems, and published 3 National
Imeliigence Estimate on YZK on an Intelligence
Community Information Nerwork,

Intelligence Reference Books Updated. CIA
updated and significantly enhanced several unclas-
sified intelligence publications disseminated to the
public, including the CIA World Factbook and the
Consumer's Guide o Intelligence.

Haragsment-Free Workplace Training. ClA
implemented a mandated Agency-wide Harass.
ment-Free Workplace training program and con-
tipues to instruct each class on EEG issues. These
workshops were also run at seiect overseas focs-
tiors. CLA sponsored, with suppori from the Black
Executive Board, an off-site for Agency black
employees and initiated data gathering from the
Agency's black population as a result of feedback
from the Harassment-Free Workplace Workshops.,

Briversity. C1A developed and sponsored a vanery
of divarsity pregrams for the Agency population.
In addition, CIA continued to sddress diversity
throngh EEQ and other programs. Highlights
include the following:

+ Provided waining opportunities o CIA
crployess in the areas of American Sign
Language, Hearing Culture Workshops,
Americansovith Dicability Act, and a senies
of internat cotieses on communications;
spopsored cxze;mm traimung in the areas of
harasstment and diversity to investigators,
lawvers, and Direciorate diversity officers
t0 eoable them 1o support management on
iuternal harassment investigations;

+ Worked 10 create stronger relationships
with other Intslligence Community agen-
¢ies. CIA conducted Heritage/History
Month programs %or the following special
sraphasis groups; Hispanis, Amencan
Indian, Black, Asian & Pasific istander,
Deaf & Hard of Hearing, People with Dis.
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abilities, and Women. Additional programs
1nciuded celebrations in honor of D, Mar-
tin Luther King and CIA’s All American
Days in July.

o Continued efforis to create a point-lo-point

privacy Lotus Notes database for fizld per-

sonnel to deal directly with OFEED counse-
lor/investigators,

Develop New Sources and Methods for

Collection and Analysis

Finaocia! Transaction Tool ClA developed and

deployed the TRIX too! to the Directorate of Intal-
ligence. The TRIX w00l isolates and displays rela-

. tionships betwees information data sets in order to

wdentify financial transaction mformation,

Monitering Open Source Information, CIA
started a project to automate monitoring of open
source informanon from specific countries of
interest 1o the Intelligence Comununity. The Alers
toa! issues warmings based ou defined criteria,
riggers, ot thresholds.

Worldwide YZK Upgrade of ELINT Proces-
sors. Understanding customerg’ concerms for the
Y2K impact on mission accomplishment, NRO
engineers developed 2 Y2K-compliant packzgc
for its fronmt-line éaia receiver and analysis station,
an< deploved (o custeme? sites worldwide to
mstall and locally test the upgrades, Custorners
included Battle Groups, forward-deploved uhits;
large Inteliigence Centers, and mrﬁgizrcrs d%rcc:?iy
supporting both Irag and Kosove operaticas,

Ang-terrorism Force Protection. NSA/CSS con
ducts comprehengive risk assessments of 24 field
sites and remate collsction/communieations facili
ties, in addition o continuity of aperations activi-
ties. NSA also completed a baseline AT/FP risk
assessment of all field sites serving as the founda-
fion for Global Master Planning.

b

YZK Preparations, DIA's Joipt Collestion Maz-
agement Tools were used in the successfil com-
pletion and fielding of the Y2K-compliant version
of the tools to 25 server sites, including each Com-
batant Cornmand, the DIA Defense Coliection

22

Czss:z dinaiion Center, and the Jomt Military inteili-
gence Training Center.

Geographic Information Unit, INR creatad a
four-person unit with a mission to support the
Dc;;azmcﬁz of State’s diplomatic effprts through
the provision of aceurate and timely geographic
information, the creation of high qual;ty carnoc-
graphic products, and the promotion of geographic
information system {GIS) ro0ls to assist in the
analysis of complex information,

An IT Approach to Learsing at the Army’s
Command and General S1aff College. During
1999 the NRO, as part of 2 joint NRO/Army Space
Program Office (ASPO; effort, developed and
delivered 2 computer-based training (CBT) too! on

“WRO Systems Support to Military Operations” to
e Army's Command and General Staff College
(CG5C) at Fort Leaveoworty, KS. - -

Automated Software Installation Program. A
six-month developrnent effor resulted in the
fielding of a software program, tided “Installation
Wizard,” wiich aliows customers to independently
inswuil/re-install the stand-alone version of SALE.
Lite, an NRO-data receive systermn. Historically,
the NRO receives custarner requests for instalia-
don of over 40 stand-alone GALE-Lite systems
per year.

New Travel System Wins Award. The CIA's
Travel Reengineering Integration and Develop-
ment (TRIAD) system won the annual Travel
Manager of the Year award from Ggvernment
Executive magazine-sid also veceived the CIA's
Meritorious Unit Ciratian. The deployment of this
systemn is the culmingBaon of 5 threg-year travel
reengineenng process, eliminating 40 paper forms
and providing one-stop-shopping for all TDY
processing needs.

Eanguzge Tool for Website Searches. CIA's
FLUENT Program deployed the capability to
search foreign language web sitas without requir-
tng gkalls in the site’s native language. FLUENT
currently searches materials in German, French,
Portuguese, and Spanzsh an the Internet.

Japanese amd Kcrean Language Tools.
ClA integratad two sysiems that allow foreign
language documents {Japanese and Korean) to be
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gueried in English and retrieved documents (o be
summarized in English using any commercial
worldwide web browser such as Nelscape
Navigator or Microsoft Intamet Ixplorer. ClA
also enhanced the government-spansored Systran
Japaness machine transiation capability by
improving its English output, slectronic dictionar-
ies, and the system’s handling of characters.

Farsi Machine Translation. CIA developed an

initial proof-of-concept system to perform Persian

(Farsi)-to-English machine wranslation.

Data Visualization Tool. CIA hag developed an
advanced information visualization tool, ThemeS-
cape, that harvests large data sets and displays the
information in the form of 2 landscape-like view:
This allows analysls 1o visw very largs informa-
tion sets quickly and thorsughly, and 1o draw on
their own expertise to derive relationships and
conciusicns.

Nonpreliferatien Siz ppert. DOE coordinatedand
implemented a program for the Depariment of

State’s Political-Mititary Bureaw/ Nenproliferation
Disarmament Fund that provides technical support
for installing nuclear detectors at border crossings

within a number of Former Soviet Republics and

Eastern Bloc counties. During this pedied, DOE
personnel have conducted site surveys, nstalled
and tested hardware, trained border officials on-
detector aperation, and provided periodic mainte-
pance on installed sxst&ms

dapi Security to the New Threat
Environment :

i

Fareign Laser Threat, DIA dcizvcrcd 2 sesies of
briefings on foreign laser weapons 1o an OSDY/
Defense Research and Engineering-sponsored
working group. This informatios will beuted to
develop phvsical and operational methods for pro-
wecting US personnel and squipment from this
emerging threat,

Technology Support. Based upon requests for
assistance from various agencies, DOE wdentified
tnnovative approachesfechnologies, throughout
the DOE laboratory complex, to meet user
requirements for: o mukti-threat colntermeasures
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systeny; technical capabilities for supporting intel-
ligence analysis related to chemical, bislogical,
radioiogical, nuclear, and cyber terrorism:
enhanced capabilities for special reconnaissance
missions; & robust, user-friendly wpder-vehicle
inspection system; and enhancement of g vanety
of special operations capabilities.

NRO Simulations Depict Real Weorld. NRO per-
sonnel whe participated in the European Come
mand (EUCOM) exercise AGILE LION 1998 in
Italy supplemented the standing maks with real-
world imagery depicting worsening conditions in
Buruodi to simulate support for 2 noncombatant
evacuaton operation.

Improve Corporate Management

Suppaort for President’s Visit to Japan. C1A
surged to produce several open source collection
anaiyscs of foreign media in advance of, during,
and after President Clinton's visit to Japan in
November 1998,

Geo-Lucation Device. DOE developed a portable,
battery-powered global positioning system that
provides the capability to verify the location of
personnel anywhere in the world,

Joint Intelligence Virtual Architecture (JIVA)
Collaborative Egvirenment Training, The JIVA
Integration Management Difice, working with the
Federal Executive Institute in Charlottesville, Vir-
ginia, provided five successful courses for leaders
and key members of seven of JIVA's ana}y’ci\,
Communities of Int&rcst  (COD. The sessions
bmught togathc" ahalysp who will be collaborat-
ing on-line on hi gh»annry intelligence items of
interest, Personnel from NS4, CLA, and NIMA, as
well as GDIF organizations.comprising eight
COIs; received raming on how to use the JIVA
Coliaborative Environmment software in addition to
technigues, efficiencies, and challenges of collab-
orating on-line. The courses are part of an effort to
integrate the new tools 100 the way that analysts
worl, not just deploy software. Ultimately, these
efforms will ensure that decision makers and the
analysis who work for them have quick access to
collestive experise,
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Ceordinating Overseas Activities, INR worked
with the Inteiligence Community ahd the Siate
Department's Office of Resources, Plans, snd
Policy to develop procedures for closely linking
Collaction Directives with the Deparmment of
State's International Affairs Strategic Plan and

-Embassy Mission Performance Plans so that the

subjects and areas covered in posts’ reporting
plans are linked to those issues identified as the
most pressing and important for the intelligence
COMMImLLILY.

Briefing New Chiefs of Mission. INR sponsored

brieficgs for fifieen new Ambassadors 10 acguaint-

them with the leading experts oo thelr counines of
assignment and offer a longer-range view from
mdividuals who have studied a.country for years
and who have extensive contacts there,

. CIA’s Central Services Pragram. C14 continued

its transition of administrative support services 1o
the Central Services Program wath the standup of
three new businesses. The Agency now has fowr
fully operational business enterprises: the Central
Warehouse for packing and shipping; the Trans-
portation Services Center {TSC) for vehicular
transportation; the Ceniral Intelligence Telephone
Company (CINTELCO) for telecommunications;
and ideas 2 Solutions (125} for sofoware develop-
ment. Through aggressive cost cutiing measures,
which include staff reductions, process improve-
ments, and external marketing, all buginesses met
or exceeded their proj‘e:cted performance goals.

\'&
Reengineering Human Resources Practices. In
ac effort to meet the Agency’s strategic goalg and
devote more staff rasources to mission, ﬁlA initi-
ated the transfer or outsoursing of several rion-
core activities in 1999 annuity administration,
which the {IA has handied for its retiress since
1964, will compietely transfer to the Gfice of Per-
sannel Management by mid-2000; the sutsourcing
of other activities, such as fleroom mainterance
and pavroll administration, 18 also being ploted,
Also, weehnology has been employed to improve
corporate human resource practices: employee
access o online forms, 100ls, and records; elec-
wouie dalivery of Earnings and Leave statements;
and bar-coding of official persounel folders have
all resulted in printing, distribution, and fabor
savings.

Improving Connectivity to the Castomer. CiA
successfully established PoiicyNet connectivity to
the Senate Appropriations Committee {SAC). This
joint effort between Agency Technology Services
and the DI PolicyNet Program Office provides
SAC with data and video Intelligence and filtered
Z0CESS (O 3 SECUTE NETWOrK,

Public Affairs Strategies. CIA developed and
implemented public affairs strategies related 1o
the repaming of the CIA compound to the Georgs
Bush Center for Intelligence; the historic canfer-
cnce in Berlin on inteiligence during the Cold
War; the declassification of historical documents,
mcluding material related 1o human rights abuses
and polineal violence in Chile; the ClA’s role in
the Wye accords;:the release of an unclassified
summary of a Nationtal Intelligence Estimate on
the baliistic missile threat; and other intelligence-

..related maners, CLA responded to nearly 10,000

calls from the general public, a5 well as more than
2,500 tetters——gli-time highs,

Website Redesigned. CIA redesigned its public
web site, making i much casier {o nevigale and
Iocase information on the Agency. CIA also
ensured that speeches, prasy releases and other
public statements were posted on the st
promptly, allowing the public quick access 1 such
inforpration.

Law Enforcement. CIA has provided legsl and
legistical assiztimce 1o regular mestings between
senior ClA and FBI officials, as well a5 mectings
between the DDCT and the Deputy Atterney Gen-
eral. CIA has conducted waining on how intelli-
gence and law cnfomz’zfea‘ t may properly work

[T

together, o,

"w*‘"
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GLOSSARY

ACIC - Army Counter Inielligence Cenier,
ACIS - Arms Conwol Intetligence Staff

ADCUAP - Assistant Director of Central
Intelligence for Analysis and Production.

ADCHC - Assistant Director of Central Intelligence
for Collection.

AFOSI - Air Farce Office of Special ervcsﬁgaticfﬁs,
ATAC - Anti-Terrorism Alert Center, Under NCIS,
" ATC - Applied Technology Lenter.

ATO - Advancad Technology Office.

BW - Bioclogical Weapans,

_ C31 - Command, Control, Lonmnunications, and
Intelligence,

CBIB - Congressional Budget Justification Book.
CBW - Chemical and Bi&\ogifal Warfare.

CCP - Consolidated Crypwlogic Program. ‘

CI - Counterintelligence.
CiA - Cenmal Intelligence Agency.

CIAF - Centra! Intelligence Agency Program.

CIARDS « Central Intelligence Agency Retirement”
ang Disgbility System. -

-CINC - Commander in Chief,

CI&STM - Counterintelligence and Security
Counterrmeasures,

CIS - Commonwealth of Independent States.

CITAC - Computer Investigations and Infrastructure
Threat Assessment Center,

CLANSIG - Clandestine Signals lntelligence.
CMA - Community Management Account.
(MO - Central MASINT Organtzation.

CMS - Communizy Management Staff.

CNC - Crime and Narcotics Center,

- COE - Common QOperating Environument,

COMINT - Communications Intelligence.

CONUS - Continental Um ted States.

COSPQ - Community Open Source Program Office.
CQOTS - Commercial Off The Shelll

COVCOM - Covert Communications.

CRCC « Commumty Personnel Coordinating
Commities.

CTBT - Comprebensive Test Ban Treaty.

CT - Counterterrorism,

LT —
e

e g S e

CTC - Counterterrisnr Center:

CW - Chemical Weapons. -
CW( » Chemical Weapons Convention.
DAQD - Defense Attache Office.

DCI - Dirzetor of Central Intelligence.

DTS - Defense Counterintelligence Integrated
Information System.

DOCYCM - Daputy Director of Central Intelligence
for Commmunity Management.

DS - Defense Disserunation Systern.
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DS - Defense HUMINT Service,

DIA ~ Defense Intelhigence Agency.

DIAC - Defense Inteliigence Analysis Center.
DO - Directorate o‘fOpcmtiens‘

Dol - Department of Defense,

DoD/FCIP - Deparmment of Defense Foreign
Coumerintzlligence Program.

DOE - Deparnnent of Energy,

1SS - Defense Security Service.

_.ELINT - Electronic Intelligence.

" ETF » Environmental Task Force.

EXDIRACA - Executive Director/Inteiligence
Commuity Afairs,

FBI - Federzal Bureau of Investigation.

FBUFCT - Faderal Bureau of Investigation Foreign
Counterigteiligence Program.

FBI/SCM - Federal Bureau of Investigation
Countermeasures Pry gram.

FIA - Future Znagery Architecture,
FISA - Foreign Intelligence Surveiliance Actw.:
FIS - Forsign Intelligence Sapvice.
FBIS - Foreign Ewazic:ast Information Service,
FCI - Foreign Countennteiligence.

FISINT - Foreign Instrumentation Signals
Intelligence.

FLC - Foreign Language Committee.
FOIA - Freedom Of Information Act
FST:J - Former Soviet Union.

FYTP - Future Years Defense Program.

26

OATT - Genersl Agresment on Trade and Tariffs,
GDIP » General Defense [ntelligence Program.
GSM - Gigbal System for Mobile Communications.
HF « High Frequency,

HOCNET - HUMINT Operational Communications
Merwork.

HUMINT - Human Source Inelligence.
IC - Inteiligence Community.
ICBM - Inter-Continental Ballistic Missile.

1C €10 - Iowelligence Cemmzzmty Chief Information
Ufficer ‘

15 - Inspecter General,
IO - Information Operations.

IMINT - Imagz:? Intelligencs and Geospatizl
Information.

INR - Departreent of State Burean of In:elligcuéc and
Researsh,

[PRG - Intelligence Program Review Group.
W . lnform&zigz;wg:farc.

ICS - Joiot Chisfs cfﬁmé%ff

HC - Joint Inweiligence E;ﬁm, -

JIVA « Jowt Intelligence Virtual Architecture.
IMIP - Joint Military Intelligence Program.
JTF « Joint Task Force.

FTTF - Joint Terroriem Task Force,

JWICS - Joint Worldwide Intelligence
Commmunications System.

MASINT - Measurement and Signature liteliigence,

MBB - Mission Based Budgetng,
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NACIC - National Ceuntlesinteiligence Cenzer.
NAFTA - North Anwrican Free Trade Agreement,
NAIC - Nationa! Alr Intelligence Center.

NEC - Nuclear, Biological, Chemical weapons.
NOIPB - %ﬁ?ifmz’;i Counterintailigence Policy Board.
MCIS - Naval Crimingl Investigative Service,
NDIC - National Diug Intelligence Center.

NFIP - National Formgn Intelligence Program.
RIC - Natigna! Intelligence Council,

NICB - National Intelligence Collection Board,

" NIMA - National Imagery and Mapping Agency.

NIMAP - Natiooal Imagery and"Maoping Agency
Program.

NIPB - National Intelligence Producers Board.
NIST - National Intelligence Support Team.
NPC - Nonproliferation Center.

NRO - National Rcconr;éfi‘gsazicc Office,

NRP - National Reconnaissance Program.
NSA - Natignal Se.curiry Agency.

NSA/LSS - National Security Agency/Central
Securnity Service.

OME - Office of Management and Budget.
é??fi - Office of Personnel Management.
ORD - Office of Research and Development.
OS1S$ - Open-Source Information Systam.

PAEQD - Program Assessment and Evaluation Office,
Community Management Staff.

POD - Presidenyal Decinion Dirschve.

R&ID - Research and Deveiopment,
SAFE - Support to the Analysts' File Environment,

SIGINT - Signals intelligence. Intelligence informa-
tion derived from all communications intelligence,
electronics intelligence, and foreign instrumenta-
ton signals intelligence, however transmitted or
collected. '

SLBM - Submarine Launched Ballistic Missile.

8%0 - Special Security Qffice/Gificer,

TECH ELINT - Technical Electronic Intelligence.

© TIARA - Tacuieal Inteihigence and Redated Activities.

27

The military service intelligence programs sepa-
ratz from the NFIP and (starting in FY 19%8) from
the IMIP. n

UCA - Unifed Cryptologic Architecture.

USACOM -~ US Atlantic Command.

USCENTCOM - US Central Command.

USCS - US Crypologic System.

USEUCOM - US European Command,

USFX - U8 Forces Korea.

-
—y

USIGS - US bmagery and Geospansal Information

Systern, o
USPACOM - US Pacific Gormmand.
USSOCOM - US Special Opara;ions Comuand.
USSOUTHCOM - US Southern Command.
USSPACECOM - US Space Comrmand.

USSS - US SIGINT System.
USSTRATCOM - US Strategic Command.

USTRANSCOM - US Transpertation Comrmand,

WD - Wezpons of Mass Destruction.
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