
28 December 20Ge 

Mr. Ted Widmer 
National Security Council 
Old Executive Office Building 
ROom 216 
Washingt·::m, D.C. 20500 

Dear !>11~, \\lidmer: 

Wit~ regard to our phone conversation last week about the 
first tranche 0-: documents from CIA in support of the 
Ad~inis~~ation History Project. please find enclosed copies of 
the DCl's unclassified Annual Report to Congress for the years 
1993, ~,994, 1996-1999. Mr. Levi:: was unable to locate the 1995 
Report ':0 CO!1g:::ess i:1 an unclassified form. 

If you require additional information or wish to discuss the 
macter further, please contact me at (703) 482-0312, or the DCI' s 
Chief of Staff, John Brennan, at (703} 482-7744. 

Sincerely. 

t(~.~or-
Executive Assistant to the 

Executive Director 

Enclosu:!:'E: 
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I Introduction This Annual Report to the Congres·s describes intelligence activities in 

1993 and is the frrst to be submitted in accordance with a recent 
amendment of the National Security Act of 1947. As the amendment 
requires, the report is unclassified. Consequently, it provides only a paniaJ 
sense of the contributions that lntetIigence has made in support of national 
objectives.and priorities. A fuller public accounting would endanger 
sources that provide us with vital information and und.ermtne methods that 
are critical for successful intelligence support of policymakers and 
military leaders. 

The call for the report comes at a t.i.roe when the Intelligence Community 
is continuing to adapt its resources to new challenges facing the nation's 
security. In making adjustments and dealing whh those challenges. we are 
wodcing to me~t three fundamental criteria for intelligence: 

• Relevance, by providing effective support to meet the diversified and 
global information needs of decisioru:n:uers. 

• Flexibility, by adapting to an ever changing international environment 
and new technologies. 

• 	Effi<;:jenCy. by redirecting resources, eliminating redundant capabilities. 
and reinventing internal processes. 

As agendes and organizations act on these criteria. every dollar spent on, 
intelligence will continue to be rooted in the needs of the policymakers 
and military cOl'.!U11aDderS who rely on our information and assessments. 

To ensure the most effective intelligence support for national secruity 
objectives. we have redoubled our efforts to tie intelligence personnel and 

\~ 	 assets closely to decisionmakers. Today, for example, intelligence officers 
and analysts .ar~ pr~}Viding assessments tQ- pegotiators tackling critical 
issues u(:~~ 's:xch as weapons proiiferation.~~Qrld trade. are 
supporting military commanders for operations a.Qr96.d. and are working 
with FBI officia.ls on countering international terr1)'rism~ 

In addition, the Community is pressing on with changes in its 
organization and its operations. particularly the collection activities that 
make up its most expensive element-restructuring and consolidating 
them in an architecture that is smaller and more sharply focused on key 
needs. We are also streamlining and undertaking systematic reductions 
in personneL By the end of this decade we shall be opetating with 
21 percent fewer civilian personnel and nearly 25 percent fewer military 
personnel than we had in 1990. These reductions, which cut right to the 
bone. go well beyond the goals set by Presidential EJ:.ecutive Orders and 
the National Pedorrnance Review (l\'rR). of September 1993. 
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lntelligence---Framework and Focus 

Intelligence is a vital element in every substantial 
international activity of the United States 
Government, The information advantage supplied 
by good intelligence gives the US a critically 

. , important edge in managing its Strategic nationai 
, 

interests, For intelligence otganizations, this means' 
warning polic:ymakers and military Jeaders of 
immediate crises-such as could occur in North 
Korea. II also mean.... giving these officials advance 
knowledge of lcog-term dangirs--indudiug. fot 
eumple, threats posed by countries that covet 
chemical, biologiea1. or nuclear weapons. It means 
safeguarding public security by countering threats 
from tenorists and drug traffickers, It· means 
supporting economic security by uncovering 
foreign effortS at bribery and other schemes [0 tilt 
the playing field of international trade. And it 
means mUltiplying the effectiveness of,DS ttilitar)' 
forces deployed for operational or humanitarian 
purposes. 

Renewing the InteUigence Framework 
10 the la."lt uveral years, the Intelligence 
Community bas dealt with change. FU:1:ctional a:,d 
structural sltifts and reorganixations bave markep. 
the Community's effort to accommodate the new 
circumsta..'"lct:s of in,temational politics, economics, 
ADd strife-and to d'Q so #rom a sound management 
and resource perspective. This is a process that 
....ill continue, but much bas a1ready._been-done.· 

A framework for Community orga.mation has 
emerged, which gives managers of individual 
disciplines (signals intelligence. human 
intelligence. and so fort.'l) responsibilities across 
the entim Community. This framt:work is intended­
to help focus the resources and effortS of all 
agencies, so that intelligence capabilities re 
coordinated, prudently managed, tailored to present 
needs, and poised to meet furore challenges. 
Significant reorganizations within all major 
intelligence agencies have been made with a.'"l eye 
both to greater Community-wide cooperation and 
to increased internal efficiencies. 

Similarly. the Community bas moved to revitalize 
its relationships with consumers and ensure a 
sha.j)ly focused understanding qf their needs. At 
the national level, for exampl~> in order to cope 
with a world where oJd paradigms nO longer apply • 
we have. made a concerted effort to broaden the 
Community's analytical perspective, New emphasis 
has been placed on external views and 
distinguished analysts from academia and 
elsewhere have been brought into the Community, 

The Community has also pressed on wiL~ 
tea.'lsessroents of its collection needs, based on an 
understandlt:g of what issues matter most to its 
consumers. Much effort has been spent over the 
past year on long-term plans for collection. 
Implementing those plans and the results of t.'1e 
reassessments wi!1 take time. given the nature and 
complexity of the collection apparatus and the lead 
times necessary to consolidate existing programs. 
The resull, though. wi:l be a collection architecture 
that is smaller and better in~grated than today, and 
mOre dearly based on consumers' needs. 

Understanding and Meeting Consroners' Needs 
Those needs will be better understood and 
re;;resented as a result of implementing the 
National Intelligence Needs Process. Conceived 
last year and developed with broad consumer and 
Intelligence Communiry inPUt over the last several 
months. this process,J~in.tended to give consumers 

.~-. 
a clearer voice in prioriti.2j.ng the Community's 
work, It is also intendetrto improve the 
Community's responsiveness to needs as they 
change., and to guide the efEcient allocation of 
intelligence collection a.'1d analytic resources-for 
both near and long~term planning. 

The Needs Process consists of two components: 

• :rim... As a basis for intelligence planning. 
COIlSumers.. actiog through the National Security 
COl.:.Dcil (NSC), will set priorities by placing 
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Additionally. the openmg of closed societies and 
the general information explosion worldwide have 
led to far more open access to information. 
Coupled with the shift in poucy interests. this 
development has raised the need to rethink 
collection strategies and resource aUOcatlons. The 
Community is being challenged to manage its mix 
of open and classified sources, and especially to 
task classified sources oniy after ensuring that 
adequate information is not openly available, 

The Intelligence Community posses~-and will 
ret.ain-.a unique capability to discover and assess 
the ~, whether on military forces, narcotics 
movements, gray arms transfers, critical tec.hnology 
advanCC"s, or any of a host of other issues. Policy 
and military planning depend fundamentaUy on the" 
accurate understanding of foreigtl,capabilities that 
this kind of analysis produces. The narure of 
emerging high~priority issues. though. is also 
leading to added emphasis On the intenri2.01 of 
foreign decisionmaket'S, These quesriqns­
including. for example. decisions like'Saddam 
Hussein faced in the Gulf War on the use of 
chemical weapons-are difficult to addr~ss and 
have added to the eomple~ty of the intelligence 
task.. But accurate discovery OI' assessment of 
intentiolls ean provide a critical edge. By focusing 
on foreig'D plans to create threatening new 
capabilities, for example. intelligence can provide 
decisionmakers ~ore lead-time to thwart emerging. 
dangers to US interests.,, , 

" 


By any measure, the Defense Community Viill 
remain the largest intelligence consumer. 
Moreover. the Gulf War set new standards for 
intelligence support to tactical military forces, 
standards that the Intelligence Community will be 
expected to surpass in its future suppon for 
operational activities. When US military forces are 
committed abroad. the Intelligence Community will 
be expected to bring national and tactical 
intelligence capabilities to beat in a·eoordinated 
fashion. One de,¥, benefit of the decision to treat 
national and tactical inteUigenee spending as 
related parts of a whole bas been a more effeetive 
and efficient approach to this task.. 

All these factors are contribucng to continued 
changes in the way the Community functions, both 
intereally and with respect to its customer&. In 
making such changes•.intelligence agencies are 
using as a benchmark the need to improve the 
effectiveness and quality of their work through 
greater integration a.."ld cooperation~this is a 
COIIlIIlunity imperative. The aim of intelligence 
work, though, wW remain the provision of timely 
and relevant knowledge and forewarning to 
policymakers and military leaders. 
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We also provided analytical road maps on how 
wei! the nations in the former Soviet Union and in 
Eastern and Central Euroye are faring wi:.h their 
economic rdoM e.fforts. How these nations 
perform economically can determine how well they 
do politically and whetJi~r regional and global 
stability will be enhanced or threatened. In 
addition. we provided expertise in trade, finance. 
and energy to help the US thwart efforts by 
countries such as Iraq, Libya. and Serbia from 
circumventing United Nations sanctions, 

in other suppOrt efforts. we assessed how some 
governments violale the rules of the game in 
international trade. Economic poticy agencies 
rdied On intelligence for details about unfair or 
questionable practices by foreign competitors­
details whi,;h contributed significandy to a leveiing 
of the playi.ng field in international trade, allowing 
US companies to compete successfuny Co: 
contracts worth hundreds of minions of dollars. 

Counterterrorism 
Terrorism has not abated: there were 427 
international terrorism incidenl$ worldwide last 
year, compared to 362 in 1992. The most dramatic 
event was the explosion in February beneath the 
World Trade Center Complex in New York. 
'Throughout the year, the Community providtx.l 
extensive support to the US effort to preempt such 
acts. When terroriSt acts did. occur, the Community 
supported efforts to identify i:A,~ h{ing perpetrators 
to justice. The Intelligence Communhy. for 
example. contributed substantially to the 
coordinated effon lauw::hed immediately after.t}1e..-:': .' 
Trade Center bombing to determine responsibiliti 
for the incident. During the course of the 
investigation into the bombing. informacion was 
developed that led to the discovery of additional 
terrorist plots to bomb prominent facilities i.n :N"ew 
York-including th.: United ~ations headquarters 
and the Lilicoln and Holland 1\mne1s. 

Intelligence also supported the investigation of the 
plot to assassinate former President Bush during 
his April visit to Kuwait. Intelligence helped 
determine that Iraq was the instigator and provided 
justification for the subseqmmt US strike on the 
Iraqi intelligence headquarters in Baghdad in June. 
Intelligence also supported the planning, conduct, 
and evaluation of the strike. 

Support for Military and 
Humanitarian Operations 
Intelligence was l!1stnlmental in supporting US 
military forces a:ld international peacekee~rs in 
Somali.a. the Persian Gulf, and the former 
Yugoslavia. In imagery support alone. one ageney 
processed over 14 million feet of aircraft imagery 
to support peacekeeping and humanitarian 
operations in Somalia., to help enforee United 
Nl!.tion$~mandaled restrictions in Ir.aq, and to . 

provide poHcymakers with intelligence on 
developments in Bosnia. 

TImely snpport was provided for humanitarian 
relief flightS of food and medical supplies to 
Bosnia. US and a.!1ied commanders were interested 
in any information that would affect the ~fficiency 
and safety of relief operations. Intelligence 
provided such information, glving·military 
commanders insight io!o potential threats-and an 
opportunity to plan effective counters to them. 

Intelligence also played a significant role i~ 
support of forces deployed to Somalia. We 
provided taetical support to US forces and 
monitored warring factions and the threat they 
posed to peacekeepers and relief workers. 

·.Intelligence organizations also continued to support 
operational effortS in Iraq. Intelligence was used to 
sel~t targets for D'S retaliatory strikes and to 
perform bomb damage assessments. Intelligence 
was also key to the detection of violations of 

·international sanctions . .,.;~-~-

Counternarcotics. .~;-..;:' 
Intelligence focused on disruptin"g and dismantling 
major cocaine and heroin trafficking Qrginizaoons 
and on building bost country counternarcotics 
capabilities. Using the full array of intelligence 
resoutces from human sources to national technical 
means, Intelligence Community effortS tracked 
closely with priorities established by the 
President's National Drug Strategy. and di:ec:t1y 
supported the Drug Enfon:emenl Administration's 
Kingpin Strategy. the FBI's National Drug 
Strategy, and detection and monitor,.ng initiatives 
in the Department of Defense. 

7 

0·'. ­

http:monitor,.ng
http:playi.ng


\, 


Looking Ahead 

Today, the Cold War-and itS dominant impact on 
national security needs-is gone. With it has gone 
a 40 year fra."Tlcwork for inteUigence. The 
Intelligence Community has acted on this eha."lge 
and has worked out strategies to adjust and 
structure its resources and capabilities to reflect 
altered needs and new tasks. But the end of the 
Cold War has not brought an end of conflict. nor 
a., end of threats to ou:- security and to t.i.at of Our 
allies. Intelligence thus remains an importa."lt 
ingredient of US national security policy-focused 
on the global information needs of decisionmakers. 

The task for intelligence organizations in the 
emerging era is clear: 

• 	TO' support poHcymakers working to expand the 
gains of the past five years, 

• To remain vigilant against nations that take 
actions inimical to US interestS and to the US 
goal of a more peaceful world. 

• 	To provide the full range of intelligence 
necessary to support military operations, 
including the early warning: needed it! light of a 
reduced military force. 

\ . 

.. 	 To be prepared for the unknown, NeXt year .may 

bring a different set of headlines. a different 
geography of crisis, and a new set o(pt9bleJI~s.·· 
that can threaten US interests. . ~ 

Consumers' needs dictate the capabilities the 
Community must have, In line with those needs, 
the mix of Community activities reflectS the 
necessity for an intellig~nce system t.iat is 
relevant,. flexible, and efficient-a system that is 
capable of global access. The mix also reflects Ute 
need for an intelligence enterprise that is capable 
of responding to, a changing environment,. 
including the ability to support military planning 
and operations when US forces are deployed , 
abroad-intelligence is increasingly the critic3.I 
force multiplier component. 

For the near tenn, three broad areas of policy 
interest will require significant inte!ligence 
emphasis: 

.. 	 Continuing proiiferation of weapons ,of mass 
destrUction, . 

.. 	Economic security_ 

• Regiocal conflicts that t..luuten US intereSts, 

l.n addition, the Intelligence Community's role in 
operatioual suppOrt will require focused effol'l in 
three areas: 

.'.'. 

• Support for military operations in peace, crisis, 
and war-in traditional and nontraditional roles. 

• SuppOrt for efforts to counter international 
terrorism, drug trafficking, and illegal technology 
trade. 

.. 	 Support for multilateral O(ganizations engaged in 
international peacekeeping missions. 

It also seems clear that certain specific issues are 
likely to requite attention: 

• Nor-ill Korea's attempt to develop a noclear 
capability, its lllllitary preparations. and its arms 
transfers to oth~r c2~~.:::-

• Russia's continmng strugiie for democracy and 
economic reform. .:: 

• Prospects of worsened instability in the republics 
of the former Soviet Union. 

• Strife in Bosnia. Somalia. and Haiti. 

.. Military modernization in Iran. 

• Continued Iraqi intransigence. 

• Political, military. and economic evolutiou in 
China. 
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THE INTELLIGENCE COMMUNlT'Y ·1994 

:ne US L-1tell'gence Comm~nity (Ie) provides tir.ely a~d accurate 
informatiol1 to policymakers and military commanders on a host of issues. This 
information helps policymakers prevent or respond to war and conllkt; control 
or modify international eve!",ts; and negotiate treaties on economic, poli:icat 
enviro['~mentat and military issues. Intelligence-ilso suppOrts military 
commanders in peacekeeping and humanitarian relief efforts, and in armed 
conflict.;.. 

President Clinton recently observed, "Most America:1s never know the 
victories Ollf Ie achieves or the crises It helps us a void .. :' This A:mual Report 
discloses some of these successes. The report prOtects t.'le sources providing vita! 
infOmianon and the unique methods critical to acquiring data surreptitiously, 
bl..4t it provides l..,sights into the cont:ibutio:1 US i.."'ltelligence: makes to support 
nano:;al objectives and priorities. Tne report also addresses the challenges facing 
the Ie and its strategies for responding to those challenges. ,"." 

SUPPORTING POLICY FORMULATION AND EXECUTION 

The Ie uses an array of collecti~n and analytic capabilities ~o support 
policymakers as they confront new issues and form appropriate responses. 
Decisiormakers re<eive the latest and best inforTr'.ation available in a variety of 
forrnats; from phone calls and videoconferences to formal published reports or 
detailed substantive briefings from bteragency task forces. 

Support to Military Operations and Crisis Support. Much of the Ies 
effort is designed'.lp slfPport US military needs during hostilities and oL'-.er crises. 
INhen policy decisio:-"s ma.'idate or involve the use of US military forces fo: 
combat or humanitariaii and disaster reHef, ~t is intelligence that·helps protect 
our troops and enhances their p'erfoTinanEe, Moreover; as crises em{r.g~ 
intelligence often provides the oniy reliab!e and accurate informatior.»Bout 
ongoLn.g events and leadership btentions. HUJ:1.an sourceS on the scene, 1;: 

overhead reconnaissance,. and tecr.nical eavesdropping provide a critica1 
difference in t:-.e speed and accuracy with which our gove:nrnent can act. 

During severai crises in recent years, military leaders have had ready 
access to responsive, tactical i:"telligence f:-om several joint Ie endeavors. T.".e 
Pentagon's ~ational Military Join: bteEigence Ceiiter, augmented by analytic 
and administrative support frorn the National Military Intelligence Production 
Cente[' and. the Central Inte:ligence Agency's (eLA..) Operations Cente[' provided 
daily, around~t.he-clock support [n aciditicn, L'1terage:-:.cy task forces were 
quickly set up to focus analytic and collection capabilities on hot spots and 
b...::-nir.g issues. Finally, National rntelhgen:e Su?port Teams, comprisi:ig 
~.ntell!g-ence officers from a variety of agencies, were disp<ltchec with the 
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de?!oyed forces to provide expertise and direct two-way ~ccess between the Ie 
and m:litary commanders. For example: 

• 	 During the 1994 Cuban m:gration crisis, an interagency Cuban Task 
Force provided lr.teUigence on the flow of refugees and insight into the 
Cuban leadership's intenticns. 

• 	 When military units deployed to Rwanda for Operation SUPPORT 
HOPE, the Ie provided updates or} popuiation movements bet\Veen 
camps and potential threats to US' troops and refugee camps from 
nearby volcanoes. Our forces were able to establish camps in safe 
areas and move reh:gees fron hjgh~risk areas. 

.. 	 During the crises in Somalia -and Haiti, assessments were provided to 
policymakers and military commanders on threats to US forces, the 
indigenous :ogistical infrastructure, difficulties in distributing food 
and medkal supplies, and prospe<:ts for restoring democra.;y. MiIitary 
linguists with Haitian Creole skills also provided direct operational 
and L"1telligence S:.lpport. 

To help pdicymakers prepare for potential trouble, the Ie cataloged and 
ranked the wodd's most dangerous nuclear reactors, Tne information assisted 
polkymakers in prioritizing safety assistance programs and planning for 
potential disaster relief. 

Tfeaty Monitoring. The Ie r:1onitors foreign compliance with 
international acco:ds coverlllg a variety of topics, including fair trade 
agreements, disarmament, and military fo:ce levels. Our efforts L.'1cluc!e; 

_ \ ..l 

• 	 Intelligence su?port ~~lowe}>i ~S policy~akers .to i~§~ demarches to 
Beijing on China's sal.~,Q.f..its.M·:..11 short-range ballisti~:.~i~~ to 
Pakistan, in violation of the M:ssile Tecr.nology Control R:J9,ime,_ 

.. 	 Activities related to lnternational Atomic Energy Agency Safeguards 
ar.d the 1991 North-So':..1th Noru'Judear Agreement enabled 
poHcymakers to engage North Korea over 'the production of weapons~ 
grade fissile rnatedalS, 

• 	 The March 1994 arres: and J'..1l"H? convi.ction of chemical weaoo:ts 
proliferator Manfred Felber deterred illegal shi?ments of re~::icted 
military equipment from :eaching Iran. 
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COUNTERING THREATS TO US lNTERESTS AND CITIZENS 

In addition to tradition;)l military a:1d political collection and a:1alysis, the 

Ie is vigorously engaged in non::aditionaI targets and issues, such as economic 

security. cou:1terterrorism, and counter-proliferation. 


Economic Security. The Ie provides policymakers with i..lformation and 
assessments on questionable fore:g:-t competitiv-e·business practices and fmanda! 
dealings; monitors compliance with sanctions and international economic 
agreements; and explores new prospects (or regional economic opportunities. 
The Com.r:tupity also examines megal activit:€s supported or condoned by 
foreign govern.ments tr,st unfairly disadvantage commercial and private inte:-€sts 
of national cOncerTI. SurveiHance activities this past yea: enabled US authorities 
to arrest and indict two Chinese, Hv!.ng L."'1. the United States for stealing neady a 
miHion dollars worth of pro?rietary computer source codes, Vv'ashington and 
Be:jing subsequently negotiated new trade agreemen:s that protect patented 

,intellectual p:operty rights and stop the sale of illegally copied softvlare that 
already has deprived US industry of a billion dollars" 	 .. 

Counterterrorism, The Ie plays a strong role in protecting US citizens 
and interests from terrorist attacks, by p::ovidbg threat a5sessmen~s, advisories, 
and alert3 and helping to bring terrorists to justice, It also supports the US 
Government engage in cooperative ventures with oLher governments in 
,international efforts to combat terrorism, During 1994/ these activities supported 
t.1-te successful prosecution of four men Ll"'.volved 1....... the February 1993 bombing of 
the World Trade Center b New York City, Each defendant was sentenced to 240 
years in prison and was fined $500,OCO. 

Counterprqliferation. The Ie emphasizes the need to cor-;tain the spread 
of nuciear, biologital (~W), and che:nicai ~.veapons (CVJ) of mass destruction and 
other advanced weaponry: " ":'_,.;-' , 

: ', ­

• Last year the Commu:tity aided the successful inteniktio~pf'mi?si1er 

solid ?ropellants and chemical agent prec::.rsors destined for 1ra'l.-and 
addressed quest:o:1S about Iraqi Scud missile inver,tones. 

• 	 It cO:l.fiI1T'.ed the Chinese deve!oprnent of two new sl..:rfac€Nto-air 
r.1issile systems that significantly improved Chinese naval air warfare 
capabHitles, 

lDENTlfYING OPPORTUNITIES FOR US ADVANTAGE 

Technology increasingly defines r.ationalstrength, Last year intelligence 

lnforli:ed US policy::nakers about foreign governme:1t programs that subsidize 

corr,mercizl research and devetop:nent ir. a va:":ety of !ecMologies, This 


J 

http:cO:l.fiI1T'.ed


Information helped our policymakers to deve!op !"esponses to practices that 
provided foreign firms with an unfair com~:H:Hitive ad va:1.tage over US industries. 

The le also sOt!ght oppo:tunities to transfer technologies to public use. 
The 3 January 1995 issue·of New T«hno/eg';! Week reported that the National 
Security Agency (NSA) offered fact sheets on 17 of its tech;.ologies at afall trade 
show fa; potential transfer to US industry. Highlights included a por-able 
fingerprtnt SC3ZU1er, a dual speech~and-image-rec::,gnition personal identification 
system, a portfolio of programming ta:\guages, a ITulltimedia language training 
packagel and a series of electronic cevices for· processing and storing computer 
data. 

TIte Commur.ity also shared technology bvolving advanced imagery 

processing tech ...,iques wiL"l the medical community. These techniques will be 

used for the early detection of breast cancer. A.leading medical, authority 

assessed that this development had the potential for reducing oreast cancer 


.. fatalities by a third 

SUPPORTING OTHER US GOVERNMENT PROGRAMS 

The unique capabilities and ·skills of the Ie frequently benefit other US 

Govem.rnent agencies and activities. For example: 


• 	 Language tools for nonlinguists, developed by the DCi's Foreign 
Language Com.mitteel have been used by the Coast Guard and the 
Immigration and NarJraiizanon Service field personnel to 
comrnunicate with non~English speakers. In one instan~e, these tools 
suppo~ed the Coast Guard's interdictior. or a Chinese aHen-smugglir:g 
operatiOtJ. b:'benabling cornmWlication in Fujianese, a Chinese dialect. 
n.e ComlT':andant of tt:e Coast Guard, L""I a personallettet to the OCI, 
described the toois as having "immeasurable value}~:'and stated that 
they had been put to imn::.¥cHate 'use. ,~::.,.""'~",,~ . 

• 	 The Community's extensive familiarity with today's inc:easingir ­
complicated signa;s environment was instrumentai in helping to train 
Signals Intelligence operators from the miHt:ary ser.rices and improving 
operator effidency and expertise. " 

The IC also has expanded information sharc'1g with our allies. NATO for 
the first time received reportir,g on the proEferat:on of weapons of mass 
destruction. Tactical inteiligence also helped prOtect and guide the movements 
of CS, UN, and NATO forces operating in no:t~em I:aq and the former 
Yugoslavia. This induded direct inteHige:Jce support for the firs.t combat 
operation5 ever undertaken by NATO. b addition, fo-:- Ov~r 15 years, US . . 



intellIgence has contributed to the MidCle East peace process by reporting to all 
parties of the Multinational Forces an'd Obs€:">lanon mission L-; the Sinai. 

ADJUSTING TO THE NEW WORLD ORDER 

~-,e Ie is unde~going a pe:iod cf rapid transitio;"i. It is improving and 
modifying sources and methods for obtaining information as the needs of its 
C:..<5wmers contir.ue to change in !ype, scope, p:::ecision, 8:1d tirr-.eliness. Like the 
rest of government, however, the Ie must fulfill today's needs and prepare for 
tomorrow's dema:"ds amid reSQu::-ce constraints. 

Such a dynamic climate offers cha:lenges 3;"d opportunIties, and the 
Community has undertaken several initiatives to imp:::ove its operating 
effectiveness and· efficiency. It has begun tr.1?leme:"ting a Nationallntel1igence 
Needs Process to enhance customer focus: Coupled with Community support 
fer the new Preside!1tial Decision DirectivelNSC-35 on intelligence priorities­

··issued in January i995-it continued to redirect US intelligence operations and 
developmental activities to ma:ntaL ..... focus on the geographic areas an& 
substantive topicS of highest importance to its cO:1sumers. 

The Ie has emphasized developing programs jointly with t:'e Department 
of Deie",e (DoD). Community focal poents have been deSignated to coordinate 
open source, foreign language, 3!"\d research and devetopment activities. 
[NTELlNK, a classified version of INTERNET, is beL'1g used to globally integrate 
iniorrr,ation systems acroSS the COIT',munity and its customers. Sirrtilar1y~ an 
open source info:::nation system-an "Offi.cial Use Only" ?rivate netvvork 
operating on INTERNET-is being used to access directly unclassified sources 
maintained on INTERNET and other commercial systems and to disser.1.inate 
that infonnation Vl'lrld,l"ide. Finally the Community is working to i:nplement 
changes recommended by a Joint Security Commlssion to L."TIprove security while 
fostering mor~ openness with th~ American people, -4-_~' 

,; ,".;: :.: .:.~/:.¢'~ 

. These initiatives. dearly are enhancing the quaHty of ot.:r perfq.urranc~ and 
reducing costs. They emphasize expanding Community interactions, focu~g on 
the customer, and streamlining operations. 

Redirecting Community Attention. Colle:.:tion and production 
capabilities previously focused on strategic military targets in the former Soviet 
Union now are directed primarily toward politicai and eco:\omic :opics, weapons 
proliferation, force modernization, and support to mili':ary forces. Transnational 
organizations are iI'.creasingly impc~tant The Ie is focusing on tracking foreign 
te::-rorist groups and patrons, narcotics producers and traffickers, organized 
crime groups, arms dealers, and rndividuals, companies, anc governments 
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involved in unethical foreign commercial practices: To bette: address these 
topics/ the Community is refocusing attention on: 

• 	 Expanding coverage of countr:es that are hostile to the Uni::ed States, 
0:' that have strategic weapons arsenals, ecol".omic or political power, 
or iong-term orient3~ion wiH decisively affect American national 
security. 

.. 	 Developing human SourCes to collect agai...'1St transnational 
organIzations. . ' 

• 	 Enhancing the foreign language skills and the cultural and area 
kliowledge of our collectors and analysts. 

• 	 Using open source materials to focus human ar,d technical clandestine 
operations f!'\ore efficiently, 

• 	 [ncreas:.ng our productio!", of actio:iable inteiligence that supports law 
enforcement agencies. 

Focu.sing ~n the Custo01er. In 1994, the Community began implementing 
the National L~temgence Needs Process to ensure a lively dialog with its 
(;Jstomers. The Needs Process is intended to align resou:ces with our customers' 
highest priorities and will help guide intelligence program planning and funding 
decisions. It also is used by the DoD to help assess rnihtar:;., intelligence activit:es 
and is facilitati."g'dose: coordination aC:05S all US intelligence prograr:ts, 

Last year, f8'~s~ areas were icentified as the primary intellige:lce needs 
of policymakers and warfighters, For each area, the Director of Central 
Intelligen(:e (DCI) assigned an IS,sue Coordinator with responsibility to ider:tify 
and prioritize -c1..!stomer needs and-giiide tl1e way inteUiger.ce progt'!l~.(f'sponc 
to these needs, ,".:_;.~,.' 

•. 
The IC is continuing to refii1€ the Needs Process in an effort to link 

resource allocation decisions explicitly with customer needs. This process will 
help identtfy activities that are critical and those that~-wl".ile important--shodd 
be canceled, delayed, or redt:ced to free resources for higher priority ventures. 
We expect our customers to benefit from having their needs drive the way we 
allocate reSOurces and set the priorities that focus Qur efforts. 

Strt~amlining Operations. The Comrr.unity actively partici?ates in 
aciminis!ratiof'. efforts to "reinvent govem:r.l.ent" and improve its efficiency and 
value. The Vice President co~curred wit!'-. Over 30 achor,s, including enhancing 
responsiveness to Cl.:stomers, linking Community compute: systems, and 
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improving capabilities :0 support ground troops Q'-:.ring combat Nearly half of 

the actions have been compieted and the rest are on or ahead of 7chedule. 


The Ie is streamlining organizational chains of command a!1d redt..:.cing 
the number of personneL In the largest reorganization in its history, the NSA 
reduced staff organizations by 50 percent and t.....,e number of second~ and third­
iine organizations by nearly the same amount The Defense Intelligence Agency 
(DIA) ,educed supervisory positions by nearly athird and consolidated its 
hU:-:1an sou:::ce collection activities mth those of the: military services into a single 
'orga:uzation, the Defense :r-~u1v1INT Service:" By the end of this decade, the 
Community will be operating with 21 percent fewer civilians and almost 
2S percent fewer military person..".el thar, hi. 1990. These reductions-which far 
exceed 'he goal of a 12-percent reduction by 1997 set by Presidential Executive 
Orders and the September 1993 National Performance Review-increase the 
funding avaiiable for investments in' future capabilities. 

ADVANCING RESEARCH AND DEVELOPMENT 

The Community is building on available cOl.'r.mercial technologies and 
openly soliciting ideas in key areas. It is seeking advice from leading-edge 
scientists and technology" innovators, and making "seed" investmentS in areas 
that offer potential for high payoff but have smaller chances of success. 

_The DCI's -Advanced R&D Committee worked with the Imagery R&D 
Council and R&D IT'.anagers from the Depa:tme:-~ts of Energy and Defense to 
produce a Critical Technologies List to guide investment decisions, Key areas 
include: 

• 	 SensorS'<nu<lear, biological- and chemical; fib., optic technology; 
detectio:1 of undergroundJaciHties; large~aperture systems). 

" " ..... ..-- . 
"'.~'. ' -. 

• Communications (cO'.Ie'«communications and networKs,,: - ­
.-::..:;.:' 

• 	 Data Storage and Management (recor~bg and data storage a:1d ,,"' 
information management). 

• 	 Advanced P:ocessing (highwperformance computing and analyst tools). 

til Enabling Technology (po'"ver SOurces and low-power 
microelectronics). 

The foHowing items highlight Ihe breadth of Community activities: 

• 	 State-of-t~e-art DNA analysis techniques were used to collect 
biological warfare signatUres from a var:ety of settings. 
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• 	 Adaptive an:enrta arrays promise improved capabilities to extract 
signals from cor.tplex electromagnetic environments. 

• 	 INTERNET, a woddwide compute: i'..etwork of shared public data 
bases. is bei..n.g tested as a means of providi.l'1g efficient and tine!y 
accesS to open sow:rce infonnation~ 

• 	 A public announcement sollciting new ide<1:s for sr:tall power sources 
and power storage devices led to funding of several selected :esearch 
?rojects, 

IMPROVING QUALITY PERFORMMCE 

The IC established a Quality Council to improve the efficiency and 
. eEectiveness of intelligence, Chaired by the Deputy Director of Central 

InteUigence, the Cou..-:cil oversees :mplementatiO:1 of the actions endorsed by the 
Vice President and promotes quality initiatives througho~t the Commu..rlity, 
Components are independently conducting self-assessments based on the criteria 
in the President's Award for QuaUty and are using the results to guide actions. 

Several "ReL."1vention Labs" were created to stimulate innovative thinking 
and actions: 

• 	 One lab examined ways to improve lr(teUigence support to combat 
forces at the division level and below. The results are being reviewec 
by senior officials in the Community, 

'\ t 
• 	 Anothe: lab is developi...'1.g new tools to rapidly search and retrieve 

information :rom mas~iv~:~~ult~lLtgual bodies of te-xHhro~h an 
innovative partne:,ship·b~tweeri. intelligence agencies, deie~r 
industry, 3:'.d acadet:1.ia. Commercial prod:.lcts a.."1d severa,!.ptototype 
goverrur,ent appi:cations are already emerging. _ 

• 	 A third lab created a Unified Testing Plan for foreign languages w~ich 
significantly improved interagency cooperation and sharing in 
language learning, developed language tools for the Coast Guard and 
the It:1.migra:ion and Nat>..:ralization Servi::e, and created and marketed 
an innovative, in~eractive viceo language tra:.rung program in a joLn.t 
venture with :he pr:vate sector. This lab, sponsored by the Foreign 
La:\guage Committee, was awarded Vice President Gore's reirwe:lting 
govemment "Hamr:1er Award." 

Other examples of Comrnunit'l innovation include NSA's ongoing quality 
ilctivities where co:nputer and: network i:-.stallation time ...vas :educed from over 
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100 days to just 14 days. These measures red\.!ced ge[',erar,supplies and 
equipment purchases by 525 million per yea: and streamUned the bi1l~pay:ng 
process to avoid late-payment pe:1alties. CIA's Office of L'"\formation Technology 
was a finahst for the 1994 Presiden:'s Quality Improvement Prototype award, toe 
second highest quality award in government Community-wide benefits are 
being derived' from a badge reciproci:y system-bec...veen CIA, NSA, DIA, the 
Department of State, the Centrallmagery Office, and the )oL'1t Chiefs of Stalf­
that has reduced the cost and inefficiency of passing employee clearances to 
other agency compounds for visits. 

AREAS FOR IMPROVEMENT 

The Ie also is reviewing its personnel policies and business practices in 
light of the Aldrich Ames case and l,>;e.sexual discrLttination case against CLA.'s 
Directo:ate of Operations. Although A:nes was eventually apprehended, we 

" dearly missed several early warnings. Faced with the reality of this failure to 
prot'ect our natior.'s secrets, we have renewed the em?hasis 0:1 " "', 

counterintelligence awareness and accoL1l1tability a::1d are working to ·enha.'1ce the 
security consciousness of our ef!1pJoyees. The sex discrimination case filed by 
female case office:s has prompted..the CLA '::0 renew its efforts to ensure the fair 
and equitable treatment of all employees. 

Tne Community also is reviewing its efforts to keep Congress abreast of 
plans and activIties, The CO:1Cems raised by tt"1e Senate Seiect.Comrnittee on 
Intelligence that ,t had not been kept fully infonned about the status of the 
National Reconnaissance Office (NRO) building underscored the importance of 
p;oviding complete and accurate L'1foIT.l.ation, Community componen:s are 
reviewing their p~Ecies and procedures for ensurL. ....g Congressional notification 
and are underscoring those responsibilities to all employees. 

.. " 

CHALLENGES AHEAD 
, .. , 

We anticipate that the i...... temational environment wiH remain ·t:ynamic 
well into the 21st century. Such a world IZ1creases the importance of inEOrr.:'l:ation 
for those who rr.ake and implement policy. US policy officials and rr.iEtary 
commanders must understand the cross-currents, pressures, plans, aspirations, 
and capabilities of foreign gove:ru."1H~r.ts and entities to reduce ~certajnty and 
maximize the ability of the United States to protect and promote its national 
i.'1terests. At the same time, we expect continuing constraints on resources as the 
government seeks to reduce the bucget deficit. The Ie will attempt to reco::1dle 
these needs and constraints by improving efficiency and concentrating resources 
on priority targets. It also \,,till seek to ensu;-e responsive global reach. flexible 
collection resources, expert and versatile person..-Iet and crisis or wartime surge 
capabilities, 
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As the Community proceeds with t!-:ese efforts, it will face numerous 
challenges. The Community wil! need to: 

• 	 Develop coll!?:ctiofl systems able to access and exploit inc:easingly 
soph'sticated technological targets. 

• 	 Maintain collect jon, analytic, and exploitation capabilities while 
downsizing personnel. 

• 	 Deal with the expanding volume or open source ipJonnation which in 
t....l.m improves the targeti. .....g of higher risk and higher cost :ntel!tgence 
coUeenon systems. 

• 	 Focus more resources on non.traditional ta:gets. 

• 	 Expand intelligence support to military operatio::"'.s. 

Our inteiligence i!>Jrastrucrure ......'ill need to be flexi':Jle, allowing l.!S to 
redirect the substantive and geographic focus of collection and analytic 
resources. \Ve no longer are able tb maintain a constant global p::esence or 
provide unbroken coverage of 01.:[ formerly extensjve mix of issues. Establishing 
a flexible infrastructure will require prudent investment in collection and 
processL<"lg systems. These syster::1.s must be evaluated by their contribution to 
our overall intelligence capabilities and their ability to provide flexible global 
reach against aU likely targets. . 

Th!~ commit;ment and professionalism of aur people have always been 
among our strongest a~ets, and inteHigence professionals possessing both 
substantive expertise and operational ski:ls are key to the Community's 
sl.;.ccessr...:l support of policymake,rs and mi,litary commanders-. .:-Furthermore. 
changing :::ustomer r,eecis are requit:tl\g·a wider variety of substantiv~ 
language experts. Our ahilityto respond, however, is being hamper~b'y : 
personnel downsizing that affects the mix of skills brought to bear on changing 
targets 3:"d issces. We are stepping up efforts to cross~trai...-.. and retrain o'.:r 
employees and draw on other expertise. One defense component, for example, is 
implementing an innovative program that uses military ::eserve personnel to 
provice needed lang'.lage sknIs. Acvances in technology and p::ocess 
improvements are enhancing each individual's prodUCTIvity and versatility, 

In lookir,g ahead, it is dear that ir,teHigence will re:nain integra I to the US 
Government's ability to provide in;-em~tionalleadership and protect US L."1terests 
during peace, crisis, or war. ~e United Stlltes will benefit from the Ie's 
.....orlc:widt:! {apabilities to ~educe uncertainty, provide warning, aid in crisis 
mllnagement, and bolster war-fighting capabilities, [n the future, intelligence 
C'!?pab:lities w:ll cO!".tinue providing the q'J;;tiitative advantage required for 
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effective international leadership- Intelligence will help poJicyrr.akers anticipate 
and unciersta:1d developing threats, manage events, and idemify advantages. It 
will support a wide: range of policy endeavors, from trade negotiations and 
diplomatic initiatives to humanitarian aid relief and the enforcement of UN 
sanctions against rogue states. btelligence also will track foreign weapons 
programs and: monitor force structu:"e changes and operatioilai planning, OUf 

intelligence professionals and technical systems wiH provide rapid and effective 
surge capacity during crisis and war. Intelligence will remain key to the 
continLlil'lg ability of the ~nitecl States to pro~:=ct is Citize:is and their way of Hfe, 

."". 



~0ALREPORT ON INTELLIGENCE COMMUNITY 
ACTIVITIES 

This ~epor~ responds to a Congressionally directed action 
co~tained in the In~el1igence Authorization Act fo~ Fiscal Year 
1997, He:eJ."enc~ng Section..,:;'09 (as a.T!ended in 1996) of the 
Na:ional Security Act of 19~7, the Act directs the President to 
submit an unclassified report ~on the requiremencs of the United 
States for ic::e} :.igence and the .;:.,..t:ivities or the Intelligence 
CommuniLY.~ In keeping with this require~ent. this report' 
identi~ies areas where intel1ige~ce is requi=ed to meet the 
national security interests of the United States anc reflects the 
priorities established by the Administration for imple~entation by 
the Di=eccor of Central Intelligence {DCIi. It eval~aces the 
perfor.nance of" the Intelligence 'Corrunuriity for: FY 1996 in terms of 
its res:;:onsiven'E),sst to priorit:'es advanced by the Adrninist,=-atio:l. 



ANN'UAL RE.i?ORT ON INTELLIGENCE COMMUNITY ACTIVITIES 

INTRODVCTION 

The Intelligence Comnunity is respc~sible fer provicing 
timely. unique i~formation to the policy level to support us 
::1at.ional security objectives. A cent.ral thesis gove::::"r.ing the 
conduct of this effort is that not'all issues are of e~al 
importance to us security interests. The President in a directive 
to the nirector of Central ::ntellige:::.::e has unaq'J.ivocally stated 
that h~s most important and immediate foreign policy concerns are 
crisis si::uations that pose a direct' or i:nrnediate threat to US 
interests, where the i:ttroduction of US forces is under accive 
cO!1sideration, or where us forces are operationally deployed and 
ac ris~:" 

,,:,,~ chis end, the rntelliger.ce Community has' provided 
.signifi.cant support to US diplomatic activities ax:d deployed US 
- =orces in Bosnia and to other crisis areas such as Haiti and 
Centrai Africa, In the case 'of Bosnia, the Comnunity"provided 
:'"lear-real-time informac.ion, secure cor.vr:unicat.ions, irr_'1'lediat.e and 
high-quality analysis, and the access af:orded by In~elligence 
community liaiso:."! relationships co our top diplomats and military 
commanc.ers. These capabilities have been vital to the prcitectio:'.' 
of US forces in Bosnia a~d to efforts ~o i~ple~a~t the Dayto~ 
Agreement. 

In addi~ion to 5upporcing the US =espo~se to ongoing crises, 
t.he Int:elligence Cornr:tunity has carried out ether high-priority, . 
strategic tasks; 

• 	 Deliv€:~in~ against the Administration's p~iority 
intell~gence targets: rogue states--North Korea, 
Iran, Iraq, and Cuba; major strategic nuclear powers 
in, transition--Ch.ina' and", Russia; anc. traris~ationaL 
border less issues··-,;,, €erro'rism, narcotics, .':.,-;~.~~-..:­
proliferatior:, and inter~ational organized c;;.~ttie.

"?-' . 

.. 	 Ensu=ing that the I:1telligence Cornrr.u!1ity has global 
coverage--n~~ely, an effective warning capebili:y to 
provide incications of crises cha:: may require 
significant us diplomatic activity or military 
operations; the capability to surge collection a~c 
analysis when a c~isis occurs; and a minimal, though 
adequa:::.e, level 0: coverage on lower-priority 
count-ries. 

• 	 P=oviding a sounc program~a~ic and fi~ancial basis for 
:-najor r.ew investmencs to ensure the Inr.e11ige:".ce 
Comrl",unicy increases its ability to deliver dis:.inctive 
act.ionable inrormacio:: well i::::o the 2-1st century. 
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H!GH PRIORITY INTELLIGENCE TARGETS 

Rogu.e States 

The rntel:igence Comreunity has been direc~ed to cond~ct 
e~d-to-,~nd'collecticn and analysis en rogue states, such ~s Iran, 
Iraq, Norch Korea, and Cuba, whose policies are con$is~ently 
::os:.ile to the United State~, T::e community accords high priority 
to these intelligence targets. D1.:.ring F'! 1996, it delivered 
accuratoe. actionable infor;nation Q:l a continuing basis on t.hese 
cou;'H:ries, Ar:;ong the Community's mar:y accomplishments were the 
follo'f/ing: 

• 	 ?hrough a variety of collection means, intelligence 
provided critical, uni,que, and timely informacion on 
events in Iraq leadi~g up to the fast-paced tactical 
us air strikes in ::.he southern pa=t of that country 
during August and Septe~be= 1996. The near-=eal-ti~e 
capability to identify operating sites as soon as they 
were active enabled :r;issicn ·planr.ers to ident'r::y 
immeciately new ::.h.::eats to US airc=aft: and potential 
targe~s for planned air strikes,

'.' 
• 	 I:1telliqf"_::tce provided information on the plans of some 

qf the rO~Je states tc ac~~ire and or retain weapon~ 
of ~ss destruction and the means to deliver them. 

• 	 Intelligence continued to monitor Ir~qi violations of 
economic sanctions. It also provided evidence that 
Iran was allowing Iraqi oil exports to transi: Iranian 
ter=itprial waters.

" " 
.:;.---' 

Strategic' Powers in T::;ans t tion 
.'" ,.' . 

.. 	,
As majo:, states ir. transition, China ane Russia>",?resent 

formidable strategic challenges. Both a~e political and~co~omic 
powers that can decisively affect US national security i~terests; 
both countries also possess strategic nuclear forces. The 
CQrr~unity continues to monitor th~ political dynamics and ~ilitary 
capabilities of .these nuclear-capable states. 

• 	 A ~e$urgent, hostile Russia could threaten us interescs 
in thac it scill retains a majo~ nuclear a:'ser.a: of 
nearly 6,000 deployed strategic 'Aa;:-heaos and a range or 
deve.io:;nnent. progra;ns J:or conve~t.ional and strategic 
forces. In ter~s of overa:l ~ilita=y p:a~ni~g, the 
Russian Gover~~er.t is emphasizing =esea~ch and 
developme~t over production i~ ics parcelir.g 0: a tight 
defense buciget. The Cow~~nicy continues to mo~ito~ the 
modernizat.ion of its strategic Eo:'ces, includi~g the 
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cesting of new land-~Qb:le ano s~a-laurtched 
interconcinental ball~stic missiles, 

• 	 China has bough:: '.".;a;:;c:-!s a!1d l.....ea;;Jons technology from 
Russia, incl~di~g moce=~ fighte~ aircraft, air defense 
syscerr.s, and subna:-::n€s. In fact t China's once 
noscile relacicnshi;: ·~Ji::.h Russia is r..ow couted by boch 
sides as a ne\" cype 0: . sc.:::ategic partnershi;;,>" for the 
next cer..:ury, with a st.rong er:tphasis on coopera~io!1 
ane high-level concacts. As a ccnseq-"u'.'ince, the 
Intelligence Comnuni:;y is mO!1itorint; China's 
acquisi::ion of chis aovcnced Russian weaponry as well 
as the con~inued e:9ansior. of Chinese strategic 
nuclear forces" 

Transnational Issues 

The Intelligence Community also has focused on transnational 
'''borde:r:less'' issues that threar.en national security both a:. harr,e 
and abrclad; these include proliferation. terrorism, n~.rcotics. and 
international organized erine. 

Few issues have ;no=e ~~riol.:s long-'.:erm consequences fqr us 
interests than the worlcwide 'prolife:ra;:ion of weapons of rr.ass 
des'.:ructior. and the missiles intended to deliver them. At least 
4,0 cour:;::ries--some of them hostile t('l'the United St;;>.t..,s--alreac.y 
have or may be, cevelopi:1g ::uclear, biological, and che.'7lical 
weapons and ballis;:ic missile delivery systems. The Intelligs::1ce 
Community has made significan: contributions to ~he 
Administration's efforts to stem the proliferation of s~ch 
wea~ons. Same examples 0: non-proli:e=ation successes include: 

• 	 The Corr~un~ty ider::.iEiec an important aw agen~ 
research, production, and storage complex at 
Scepnogorsk in Kazakstan, and is supporti}:lg:. the current 
hi~h-level US/Kaza~~,aq., walks that: have beg:un..,.. , 
dismantlement assisc"ance and will lead to a·:';·:-~:trection 
{)f people and facilities--the first US-sponsO:r..:ed 
~edirectio~ of e fo~eign biological weapons plant~~ 

• 	 Intelligence revealed t.hat durir.g 1996 Iran attempted 
to procure precurso~s Eor chemical agents which would 
nake it less vulr:e:-:eble to the export controls of its 
foreign sl:ppl.ie::s. 

• 	 Intellige~ce Commu~ity ~esources collected and analyzed 
materials (in direc:. suppa::::c 0: US forces in Bosnia) :'0 
ide:l.cify potential OJ capaoili::'les in the region, 

• 	 ..:Toint incellit;;E:1ce etto:-::.s 9rodt.:::eci a Bvl field kit 
which adcressee concer::-:.s of the US miL.t;:ary. 
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The Preside~t's Cou~terterrorism Initiative, begun last year, 
direc~ly enhances i~telligence ca9abi:i~~es that are designed to 
provide actionable tac~ical intellige~ce, as well as direct 
suppor;: to, and participation in, joint a:.'ld mult.ilateral 
operacions while bolstering the classical provision of strategic 
intel.lige:lce. In keeping ,..ith this Initiative, the DCI created a 
Terrorism Warning Group {'l'WGi. The T't-IG lS staf:ed by 
representatives from the Department of State, Defense Intell.igence 
Agency, Central I~telligence Agency, Federal Bureau of 
Inves:::igation, and the National Se<;ur:'ty Agency. This highly 
expert g~ocp's exclusive focus is on the review of intelligence 
Ero~ all sources co provide warning to seniQr policymakers on 
possible Eoreig~ terro~ist attacks agai~st us end allied 
oerscn~el, interesLs, and facilities. The OCI's Counterterrorist 
Center (eTC, achieved numerous successes in FY 1996, among which 
'.....ere the following: 

• 	 Providing intelligence information that led to the 
:oiling or the R~~zi Ahmed Yausef pioe to place bombs 
aboard ter'. liS commercial aircraft in Asia and"a 
conspiracy to assassinate the Pope. 

• 	 Providing critice.i,·lassistance in dete:::mining who w~s 
l:el><t'~nsible for t~e assassination atter.1.pt on Eg:yptian 
?=es~dent Kosni MGbarak in Addis Ababa. 

• 	 Working with other elerr,ents of the dipl.omatic and 
Intelligence Co~unities to effect the rendering into 
US custody of L@.banese Sunni terrorist Marwan al 
Safadi, who was linked to ter~orist plots in South 
A.."nerica.

'< 	 ,1 

• 	 t-lorking wi::.h the Depar::tr:t~nt of State, to nrovide 
ext.ensive counter.t~f.r.or(srn assistance t'6~-~11~es 
worldwide, includi'ng' s'i:ates of the to:.7mer -:S'o~€ft Union 
anc a number of key Middle Eastern countries-':,i,$.u'ch, as 
Israel and Egypt. Over 18,000 individuals in 50 
r.ations have been trained in techniques and cactics to 
counter terrorism over the past dec~ce< 

In recent years the partner'ship betwee:1 the inte::'liger:ce and 
law e~Eorceme~c communities has evolved into a symbiotic 
relac.io:lship in which the growing dependency of law enforcerne::1.t on 
~ear ~eal-time actionable tactical intellige~ce from National 
:o=eign Intelligence Program !NFIP) elements has been matched by 
the i~Ctea5ing reliance of NFl? analysts on da~a obtained from 
ogera:i~r.al successes, Th s cooperation is nowhere mo~e evident 
than in the t.ransnational SSue areas of cou:lternarcctics and 
inteZ"national orga:1ized cr me, 
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T::e Ad..tlinist::::ation' s strategy for confronting cf'.e r..o".lncing 
transnational problem of drug abuse and d:rug traff~cking entai:s 
the inte~ration of comestic and irtterr.ational effor~s to reduce 
both che demand for anc the supply of drugs. The Intelligence 
Community is helping to i:nple:nem:. this strategy by p::oviding 
coordimlted foreign intelligence support to law enforcement and 
host nation·operations and to diploma~ic initiatives cesigned to 
disrupt, dismantle, and i~~cbilize key cozai~e, heroin, and 
methamphetamine trafficking organizations, The i~te~ligence 
provided suppo:::::s attack '...1pon all aspects of. narcotics 
era f Eiddng- -production, shipment, ;inances, leadershi9, and 
crganiultions, 

In addition to the expansion of narcol:ics production and 
trafficking, money launde~ing, finahcial crime, alien smuggling a~d 
cri:ninal involvement in the gray anr.s t.::ace are also i!1creasing and 
presen::i.ng sig!'l.iticant challenges to govern..'!lents and la'''' enforcement 
authorities worldwide. The· Administration's approach for combating 
these alarming transna::.ic:lal trends is to launch a multi2ateral 
'campaign against the i~ternational criminal ca:;tels, especially 
those in ttaly, Colombia, HexicQ, Southeast Asia, Nigeria, and the 
successor states of the former Soviet Unicn_ 

Although not a traditLonal topic for intelligence, the 
rntelligence Community has become increasingly enga~ed i~ chase 
cransnational issues. with the io!.lo'>!i:'.g achieven".ents ::'0 its 
credit: 

.. 	 In t:he broadest cooperative operacio:: to date, involvino; 
six Latin A~erican countries, a ffiajor ColQrr~ia~ mariti~e 
trafficker was arrested in Panama City . 

• 	 'Nith US''....i1\~ellige!''lce and lew enforce:nen::. support, 
Colomb~an forces apprehended virtually all of t:~e 

targeted Colombia~ drug ~ingpins. More than a dozen 
ac.ditional traf£rc~~s w'ere also cap~ure:a":' i:-,£:luding 
other Colo:nbian dru~f' loz:ds as well as top tTa-~~"'Cke!"s 
frorr. Pen.:., Ecuado!.", and Bolivia. rr.t.elligenc.~·'SL;ppor:: 
~a$ also key to the arrest at several East Asian 
~eroin I:raffickers. ~ 

,. 	 :1:ntelliqence support was an integral part of a r:1'..lll:i­
la~eral alte~native developme~t prog=am led by the 
United Nations Drug Cont=ol Prog-ra.!n in Sur:na . 

.. 	 The eeI' s Crime and !,larcctics Center has developed a11­
50urc~ analycic l:001s to help expedi.te dissenir.ation of 
actionable intellige!'l.ce co law en:o!."cement age~cies. 

• 	 Inte11:gence has revealed. economic espionage cirezted 
against se:nsicive or p:;oprietary informaticr. 0: an 
dcono~ic or [ina~cial nature belcng~~g to US ~~rms. 

G 
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GLOBAL COVERAGE 

G1Qbal cove~e.ge enc.a:::.,LS providing advance notice of an 
i:npending crisis (effective indica:.:io;;s and war-:1ing) and retair.::'ng 
flexible and resilienc collection asse~s and analyses to enable ~he 
I~::e::'li~rence Commt:.nity to surge collection ar.a a:l..alysis against a 
situa::::ion or count~y on a temporary basis. Tz.,ese activities :oc~s 
on supporting diplomacic operations LO deter war, resolve conflict, 
support civil authorities, and pro~ote peace; they include smaller­
scale co::nbe.t operations, peaceke~ping and peace enforcement: 
ope~ations, and humanitarian relief operations.- They can involve 
the chreat or use of force. Sy cheir very nature crises are 
unpredictable, and US forces must be prepa~ed to participate 
anywhere in the worle. upon short notice, To ensure an adequate 
response to an er~pti~g crisis, the Intelligence Community furnishes 
support to the military so that it is prepared to conduc~ combat 
opera:ions and sustain a range 0: concurrent operations in dis~anc 
theaters; this support is as diverse and geographically distributed 

'as 	 :::he operations thernse:'ves: 
,'." 

• 	 Actionable intellige~ca suppor~'contributed to the 
successful t:S-led effort to end art:lec border, clashes 
between Peru and Ecuador and throughout 1996 assistec 
uS policyrr~kers in mediating a lasting $ettle~ent, 
Tailored anallftic SllPPO!.'"t helped the chief US meeiat;.c!.'" 
move the parties coward settleme~t talks, which are 
likely to beg~n this year, 

• 	 Imagery intelligence providec cri tical in.sights on the 
numbers, status, and ~ocation .. of R·..;andan refugees i:1 
the Grea:. Lakes region of Cent.ral Africa as che 
internatioral community g~appled ~ith a rapidly 
changin~ situa~ion and at:.empted to define an 
appropriate humanitarian =esponse,

.' ,'.' 	 .~- --, 

.. 	 Commu::ity agencietf~· include the Cent:-a2.- Itr-;~Xigence 
Agency, National Reconnaissance Office, Nati&~al 
Imagery and Mapping Agency, National Security Ageacy, 
and the Defense Intelligence Agency and intelligence 
components of ::he Hilitary Serv:'ces have increased 
their training with OS operational forces. One 
example is the provision of threat :noceling d:ld 

simulation capabilities, varying fz.-om or.e-on-one to 
many-cn-many campaign w.odels Eor current and forecast 
threat e:wiro:'. .-nenc.s. Nilitary operacors now receive 
c:::-aining that includes realistic levels 0: 
expeccacions of. support;. tna;: can be obtained from 
national intelligence 'systems, 
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In additicn ::0 warnir,~ and surge capabilities, global 
coverage requires sIJ5tainir-,9 adequate, albei~ minimal, baseline 
coverage on lower-priorit.y countries _ The I::;:ellige:1ce Cot'n,:nur.ity 
supports :nany o:het" int:e'::'::"gen::e needs that. are nei::her "hard 
ca:::-gets" nor candidates fo::: C::i5is operac.ior'.s, These incLlde 
e!1viror....'nencal int:elligence en noncompliance '",ith in;:err.dtio::al 
agreements a~d illegal shipments cf ~aza=dous, materials and waste, 
as well as economic a;:-.d trade information. Although the 
Intelli~ence Community is a relative newcomer to these issues. it 
has made several con~ributions bot~ at home a~d abroad: 

• 	 Intelligence irtfor~ation and analysis have bee:: 
escecially valuable i~ detecting'vio:ations of 
international environ.."ental agreements, sueI"'. as ;:.he 
Montreal !?rot.ocol on' substances that deplete t.he ozone 
layer. 

• 	 Intelligence supgor;:. to US Customs a!1d t.he 

E.."'lviroTl.'1Iencal Protection Agency has assisted </.:n 

interdic~ing illegal chlorofluorocarbon (eFe) 

shipments headed to the United StateS. 


• 	 r~telligence also has begun to enhance official and 
public umierstandir.q of global heal th threats, such as 
P.!V! A!DS- -an area '""here so:ne foreign govern;ne::1ts 
withho:d information i~ their official reportin~. 

• 	 Preparing ,US o~ficials fo::, and supporting them 
during, in~~rna~ional negociations on co~~ercial, 
eco~omic, and fina~cial subjects. 

, . \ \' 

• 	 Assessing- the C00sequences for :oreign count=ies of 
proposed economic. san~ti,ons or tr~de actJ.9ns; 
monitoring complien~e winh~~and the effects oi--such _ •• ; '. • 	 ... '-.::::;01;:neasures .' .' . 	 .--:-~ ~-: 

':~'i'"
• 	 Exposing questionable trade practices by fore~gr. 

companies or gcver",,7Iencs--such as bribes, kic:<bec~~s, 
collusive c:or:unercial ar:::-angements, disguised 
subsidies. and so fo~th--that may be harnful to ~S 
firms_ 
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LONG-?ERM STRATEGY 

For t-he Intelligence COr:tr:1uni::y ::0 ensure its ability to 
deliver d;'stir.ctive actionable i .. fo:::r,ation we':'l ir.to ehe 215<:­
cenc1..!ry requires a sot..:nd progra."'Nl'.atic and financial oasis fo::.­
major new investmen::s. ':'he Cor.'\!t"lunity currer:.t::.y is taking ccnc.::ete 
steps to i~creas~ signif:can~ly integration across 9rograms a~c to 
reduce independent. duplica~ive collection, which previously 
har.lpered etficient management, Beca:..ls,:,: activities of a simi':a:, 
'natu~e were often funced uncer severa: different programs, i~ was 
diffic.llt to asses.s txadeoE Es betw.een progra....ns or kno'", where bes:: 
to make reductions. Las~ year, the House and Sanate intellige~ce 
ov-ersig!-'.t committees and t.he Commission on the Roles and 
Capabi li"ties of the us I:l.celligence CoInlt',u::ity (::he Aspi:"l-Bro!,.,.":1 
Conunis:;;:ion) conducted a th-orough exarr.inacion of the In:elliger::ce 
Co~~unity's roles ana ~esponsibili~ies. All parties agreed that 
the DC:r needed to develop a more "carporace" s::rategy for the 
contin~ed conduct of US intelligence activities. 

C~nt:-al to the successful implerr.entation 0= this strategy are; 
" . 

• 	 More systemat~c tracking ane re:ining of intelligence 
req~irernents; and, 

• 	 Better Com~unity-leve~ ~anagement and ince~racion of 
existinsr ..::apab:lities. 

The In;:elligence CO",~'t\ur:ity' s corporate ap9roach is mani res t:ed 
in its efforts to make better use of the capabilities ;:hat already 
exist t.::-..rough the creation of the Natior:.al I:uagery and Mappi::.g 
Agency and the Joint Space Management Board. In addition, the 
Corrxunity has init:~ted a wice-rea~hing personnel refo~~ effo~t, 
better s2~chronization of human intelligence operations, close~ 
and mutually b~neff ial dialogue .....':..th the law enforce."nent 
community, and improved oversight in the areas of covert ect:on 
and ccunterintelligence::, '.' .. .-'::­

... -" 	 ':"',' .' N:i ~d..~ 

" Recognizing tr.at the a,nnual budget is the prim~..:rY vehic!e for 
efEeccing change within the Intelligence Comnunity, the Repocc oE 
the Commission on the Roles and Capabilities of the US : 
rntellige~ce Community {the Aspin-6~own Commission RS90rt: 
specifically noted the need :or a better fr~~ework to assess 
tradeoffs among ,the various ca9abil~:ies withi~ each intelligence 
cisci:)',)line as well as across the disciplines, It applauded ~ 
Co~unity's· initial effort.s to develop a Mission-Based B'.lciget':':1g 
frame·....ork which links i:1telligence activit:ies with the 
ac'::;omp:'ishment of :rdssions outlir.ed annually in the National 
security Council's US Nation~l Security Strategy and the Defe~se' 
Planning Guidance of the De9arcmer.t of Defense, By shifti~g ~he 
foc;.;,s to the conc.ribution the.: intelligence rr.akes to <!',issions--tc 
intelligence output ~athe~ tnan intelligence ca~abili~ies--the 
COMffiuni:y can assure its customers chat thei~ priQrities wi:i be 
accorded maximum in~elli~ence suppo~t, 
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Ove::" the past: yea:::-, t:,he Incelligence Com."nunity has developed 
a more efficient, p~ocess for naking program and budget decisicns 
so that the DC! and Depucy Secretary of Defense can de~ermine 
whether or not their fu~ciing decisions will satisfy missio~ 
requirements. The fi:::-s: seep was t.o r.lore closely align the 
process for· revie'.... ing t~e National Foreign Intelligence ?rogra"11 
{NFI?) managec by the DCI, with the Joint Military r~telligence 
Progr~~ (JMIP) and the Tactical r~telligence a~d Related 
Activities (TIARA) a9grega~ion ma~aged by the Secret.arx of 
Defense. 

A key component. or this ne'n joint process is the Intelligence 
l?rograrr: Review Group : IP:ZG) , -a senior board of int.elligence 
oversi9ht and reSource managers fro~ across che national and 
defense int.elligence cOr:\i.',unit.ies which ident.ifies, evaluat.es, and 
prioritizes cross-cu~ting programmatic and resource-=elated us 
i:'.c.elligence issues. This group recommet".ds im!uediat.e and 
proactive courses of actio~ to the Expanded Defense Resources 

"Soard, chaired by the ocr and th~ Deputy Secretary of Defense. 

Las~ year, almost 90 i~telligence issues were ~oninated for 
evaluation by t.he IPRG--!:"anging f=om how to fund' ane develop ne,~ 
automated data processing ,systems to whether or not the 
!nte:ligence Co~~unity should invest in commercia! imagery. If an 
issue ~-as considerp.d 6. ";;:::.jor" iss-..::e, working groups were formed 
to exarr,ine thoroughly all aspects of ti'\e topic, includi:tg 
re~~i~ements, areas of controversy, furiding, and potential ~UC.S 
that wOl.:ld be made to other systems or activities to free u~ 

'resources, II". tot.al, ::. 9 issues were, evaluated by the IPRG, wi t.h 
changes in funcing made to 17. 

Besides ,·introduciitg changes in process, :;.he Inte::"ligence 

COrM\unity is" a~~tiiYely developing the tools ana staff to bet~er 

analyze and evaluate intelligence programs, Although mo=e work 

r:eed.s to be done in these areas~ the Comrnunity.~M~anage!T!ent StafE 

has begu~ to develop a ?~Qg~arr, and Budget Data Sase~vsten 


. designed to accornr:\odate ~.. mat~ix approach to budget" aR~-lYSis, 
thereby allowing the DCI to evaluate how particular ...;e-apabilities 
are contributing to intelligence missions, The da~abase..".is i::. its 
early stages, however, a~d will ::.eed to be fur~har reEi~ed over 
the coming year. Concomitant wi~h this database develapme~t is 
the ongoing acquisition of a planning, programming. and budgeting 
staff dedicated·to aiding the ocr in his oversight of the 
intellige~c~ budget. 
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ANNUAL REPORT ON FY 1991 

INTELLIGENCE COMMUNITY ACTIVITIES 


Preface 

This report xsponds to a Congressionally directed acrion contained in the [nrelhger.ce 
Authorization Actfor Fiscal Year 1998. Referenci~g section J09 (as amended in 1996) of the 
National Security Ac{ of 1947, the Act directS Llje President to submit an unclassified report "Q:l 

the reguiremen:s of the Ur.ite;d Sta:es for intelligence and the activities of the Intelligence 
Community." In keeping with this ret;uire:ner.:, this report identifies areas where intelligence is 
required to meet the national security interests of the United States, and reflectS the priorities 
established by the Administ:-ati::.:n ~or imp!el':ien:ation by the Director of Cent.ral Intelligence for 
FY 1997. The report includes significant accomplishments as well as initiatives that are being 
1:lodertaken to Strengthen the Community'S performance;, A classitied annex also will be 
provided to the Congress to sup?lemc:lt information contained in tbis unclassi(1t~ report 

Introduction 

Nineteen ninery.seven marked the 50th annivers:l.ry of the National Security Act that 
formally established a penTIanem intelligence structure, Designed to provide the United States 
with the best information available on the aims, intentions, and capabilities of other nations, tbe 
Intelligence Community has adapted to meet the changing needs of the President. his senior 
national security advisors, law enforcement ofticials, military commanders. and diplomatS as 
Li.ey each faced new challenges to US interests.· 

Dl:nng the 50'\anniversary celebration of the CIA, President Clinton reiterated the 
importance of focusing 'our intelligence resources on the areas most criticai to Our nationai 
sc_:::urity-ar::as where we cannot affo~d to fail. He undersf:o:ed his topjntelEger.ce p;;orities 
contained in Presidential Decision mrecttve~:35;'· supporting our troops and.,Q~lis; providing 
political. economic, a.,d military intelligence on hostile countries; assisting pol.i.fyeffl?rts to 
verify arms cont:ol trea:ies and agreements; and pro:ecting American citizens f:-om· n~w 
transnational threats such as cr'Jg traffickers, terrorists, organized criminals, a.'1d weapons of 
mass destroction (WMD). 

The Director of CentrJ~ Intelligence is charged with organizing and managing inteHigrnce 
activities to address the priorities outlined by the President. His greatest challenge in 1997 was 
to focus the limited resources of the Intelligence Community where 6ey could provide the 
greatest benefit To this end. he directed the Community to focus on the following key areas: 

• The Hard Target countries - Qur most critical intelligence priorilles; 

• Transnational issues that endanger the lives of all Americans; 
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• 	 Economic crises in foreigc nations that can have far re:achi:lg consequences for th~ 
global economy; 

• 	 Regional trouble spots th:.H could flare into conflict at any time; a~d 

• 	 Humnnit.1'lrillO emergencies that emerge rapidly and place heavy demands on US 
mili~ary and ti:1anc1al resol,,;rces. 

Wid", the establishr.,ent of corporate boards c·omprising rep!"esemati yes from across the 
Community, technical, human and open SOurce co1!ection capabilitic:s were brought together to 
address high-priority targets. Concerted attempts to improve the Community's interaction with 
its custome:s resulted in better unde=-standing and refinement of intelligence requ:remems. A 
series of initiatives (several of which are described in the Management secrion near the end of 
this report) were begun that will improve resource m?J1agemem as well as language skills of 
Intel:igence COiUmunity a,..alysts. 

Despite progress on many fronts, there 15 still much to be done. The ktdligence 
Community needs to continue to build synergy across disciplines, ir.1prov:: collection 
marlagement. ane reduce duplication wh.ere prude:lt. It needs to plan st.-atcglcally for the 
technOlogy challenges of l1e future. It n'eeds to address Challenges presented by increasing: 
amounts of cata and reform management processes to find and keep personnel with critical skills. 
New relationships must be forged with the private sectOr, with other government agencies.. and 
w:th foreigi! part:1ers-w~ile at the same time inc:'easing L.1e Com:nunity's awareness of :he 
counterintelligence risks of these new arrangements. 

This A.nm:al Report outlines the Challenges that confronted the Intelligence Community 
ii! 1997 :1.<"1d 6e activities tnatenabled it to meet mission requ:remer.ts. It highlights both, 
intelligence accomplisnmerits and as well as new and continuing challenges_ 

. .. 
Hard Targ"ts . 

Among the Community's toughest tasks is th:e need to monitor develo~ffi~~[S in and 
behavior of countries with gloha! reach aZld import, anc to penetrale closed societies diar have 
imerests and ambitions that could threaten our well~being. These countries include: 

• 	 Russia, which cor.tinues to suffer from serious social and economic difficulties 
induding unbridled crime and cor::uptlor.; 

• 	 Chinn, a cO:Jntry intent on becoming a miEtary and economic superpower in the r.ext 
century: 

• 	 Iraq, which continues to threaten US forces. interestS. and allies und persists in 
hiding Sus!)cctec nuclear. chemica:, and bioiogica: weapons productJon equipme:1t 
und materiel from UN ins.pectors: 
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beller maD:lgement of the increasing dem:lntls On traditionJI n<ltional technic;}! means that 
continue to provide key t:1form:1tton on all arms control treaties and agreement'i. 

ProlijeratifJlI 

The potenti:.ll for proliferation of WMD and the possible use of a WMD device by a 
terrorist, criminal, Or other ion>! individual Or group makes it imperative [hut th<! Intelligence 
Community increase its ability to protect the people of the United Stales and our mi!it'HY forces, 
The Intellige nce Communiry achieved some notable' s:Jccesses in 1997. but efforts. to halt 
proliferation continue to be'compEca!ed by the fact that tectm:;~ogies for these weapons are 
readily ava:!:lble and that most WMD programs use materials tn;).t hnve civil us wen as military 
Olpplications. To counter the threat posed by these activities. severJ..! new programs are underway. .' 

To enhance our focus on r.onp!'OEt'erat:o:1 targers, especially chemical and biological 
weapons. the DCI strengthened rhe Comm'J!':Iity's Nonproliferation Ce:1ter in 1997 by adding 
intelligence analysts and sharpening its focus on our mOSt difficult prOliferation cr.ailenges. The 
Com:l1unirj' produced important an;).lytica] products on the threat from chcm:ca}'weapcns. \VMD 
procurement efforts, and [rends and dyn<l.:'i1ics of global nuclear and missile programs to suppOrt 
US policymuking. . 

The Intelligence Community also continued to pro .... :de suppOrt to spec:a1ized intenigence 
oper:Hions, to inchJde t.t,e Gevelopmem of unique detection equipment as weB as ar: O:l-ca[ 
capability to identify suspect nuclear m:.uenals. 

International Terrorism 

The te.rorist threat to US interests and citizens rc:mained high in 1997. Even though the 
number of l:\1;idents last YC1ir was about t."ie same as 1996. US citizens and fucilities suffered 
more than 40 perc~nr o~ the tOtal number of terror.st attacks worldwide, Th,e attack, moreover, 
on tourists in Luxor, Egypt was part of an omino'us trend toward increziSingly lethal terrorist 
attacks. especiaHy against civilians. M6sf~oms6me are the indicatior:s oFrt:t~iSt interest in 
acquirir.g chemical. biological, and nuclellr·weapons, .;.y; ..' 

To combat this growing dunger to tiS c~tiz.ens, the Intelligence Community introduced J;l 

new procedure for rapidly dlsseminuting ~errorist threa~ warr.ir.gs anc provided i:ite,g:rated 
t1nished intelligence and analytical studies to senior civilian and miiltary consumers. With the 
po!e:rtial thre:l.t of nuciear terrorist attack in mind. the Community e"plorec the use of selected 
comme!'ci:ll :lr.d field ?rmoty?e equipment. under a var.ery of simulated border scenarios, to 
detet.:t and analyze radlO<lctive mure:iills.· 

The.Community also redoubled its countenelTorLsm effons in 1997. O:re rlOli.lb!e 
ex;;:nple of i:nprov~d in~el~J.ge!1cy teamwork was the stunning: c..tpture of Mir Aim;.:.l KasL t;;e 
telTorist who gunned down etA employees as they waited at;l StOplig~t out'iide CIA 
heudquarters. The Community a~so pJ:.Jyed an impOl1ant role in protecrin1; Amencan troops :.Jou 
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civilians deployed overseas from terrorist attJcks. An Anti-Terrorism Specialty Team hus bc:en 
established to identify potentbl vulnerabilities to terrorists at several US bases. 

InlernacioJla[ Narcotics 

The iJ1jcit inter:1utional drug industry is adapting to the cou!1temarcotics suc(.';csses that 
the United States and other governments have had in recer.' years. Most wOr:1some, the n;.U'cotics 
unde:world is becoming more civerse and sophisticated. Traffickers are infusing their business 
with new technolog:es to enhance opera.tions, impn?ye security, ar.d launder l1:icit p:-oceeds. And 
[hey are expanding drug smuggling routes and methods. The cocaine industry is still a 
fOnTIidable chalJenge. Al:hough countemarcoti~s successes have substantially reduced the power 
of the Cali kingpins over the cocaine trade, the traffiCking infrastructure in the Andean countries 
has become more diffuse and there are more trafficking organizations of concern. Mexican drug 
cartels that traffick in cocaine, heroin, marijuana. and methamphetamine are seeking to expand 
their role in the international drug trade, and trafficking through the Caribbean ~asin 1n a growing 
~~)Oce:11. Meanwhile. opium production continues to be at near-record levels to support the 
expanding international heroin industry, ,',' ' 

The Intelligence Commur.ity continues ~o work c;oseiy witi". US law enforcement 
agencies to attack the international drug.trade. Foreign intelligence has provide,d insight into the 
leadership and operations of major drug trafficki!ig groups which has helped in iaw enforcement 
efforts to di:;rup.t and dismantle trafficking organiz.ationso Rapid dissemination of intelligence 
information also assists interdiction activities. 

Imagery or imagery~derived information as well as other intelligence sources assisted the 
Community in supporting the US Government's coun~marcotics interdiction effortS. which 
included wo:k on the annunl narcotics ce!"twcat!on process a:!1d development of estimates for the 
cultivation and prod~ction ~f all major cocoa and opil.:.m producing: countries, From these 
findings it was reveale'q, th~t the coca crop cultivation in Pere-hi$rorica!ly the world's largest 
cultivator of coca-plummeted by 40 percent since 1995" r;sir:g the same methodology. it was 
revealed that Columbia'S coca crop inc.re?:Std,over t.i.e past few years. '''--i-';"':'"~...:'' 

International Organized Crime _"'0 

The global span of business and techriology has given crime syndicates unprecedented 
opportunitie!: for nlicit activities. US law enforcement authori:ies often remain constrained by 
national sovereignty and jurisdictiOns. The Intelligence Community musnrack a broader array of 
:;eeming!y legitimate businesses that Serve as fronts for criminal enterprise. and mQni~Q( the 
lric:-easing role of gray arms brokers in ar:ning rogue s;;ates. te:-roristS, and criminal groups, Last 
yea:- the rr.teliiger.ce Co.:nrnur.ity :eclloca:ec and ;J1,;.gmer.ted resources or. :his issue, resu:t:ng.in 
significantly increased reporting on the influ~~ce of organized crime groups worldwide, 
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InformatiQn Operations 

Foreign entities are aware tha~!a ... increasing p,opor~ion of o~r Clvi! imd military activity 
depends on the secure: and uninterrup~d'now of infonnation. Last year the Intelligence 
Community identified several countries that have government-sponsored information warfare 
prograrns underway. N::nions that are 'developing these programs recognize the value of attacking 
a country's computer systems-bOth o~ the b:ut!etield and in the civilian arena. Protecting 
inforr:lation systems in the United St1:es is a key eleme<1t of our program,. . . 

.The Ir.tdligcnce Commur.ity :Acrcased its effo:t5 to i!!1COVer info:mation opera;lo;'\s 
act:v:ties. It p:lblished the first long-dnge inteEigence esrimat:: cn the future threat from these 
activities. It began to develop the tOOI~ needed to improve its ability to detect and counter 
information warfare attacks. At the sa~e tim~ the Community worked closely with the law 
enforcement community and the P<iV")" seClOr to gain.insight into how to proceed in the future. 

E:conomic Crises ! ., , 

Numerous ever.tS i:lvOlvingJo~ig::l ecanom:c develcpr.lc>lts over tl:e past several years. 
have der.lOnstrared l1C need far US poli~ymakers to take bo:d action on seve:-al fronts. inclcding 
trade sanctions and the decision to'pro~ide humaniranan aid. The financial crises in Asian 
coumries.in !997 underscored the fact 'that global markets today are so ir.texonnec:ed that 
economic problems in one counrry can/have far reach~ng consequences for others. The rroubles 
in Asia have economic costs for the United States, particularly in reducing US exportS to the 
region. The crisis that began in 1997 ~ill continue to have an impact on political stability in the 
region in 1998. I' . 

The potential for ?olitical instability in key coundes that affect US interestS-not only in 
Asia but in o~her regio~ as~ell-suggestS that increased anaJysis of global economic security is 
wa.'"Tanted. In late 1997 the Intelligenc.t Corr:;nu91ty ~egan marshaJjng..:tt:§ources to SUppO:1 

policymakcn, an~ contributed inform~!~o~O:.di~~ w~ used in the US' decisi~~~~~£wvide food aid 
to a parucular coumry in crisis, and warned US decisionmakers regarding the in~flt of couDiries 
to engage in trade violating UN sanctiohs. Significantly increased imelligence<ru'pport during 
future economic crises is expected. ! -­
Regional Trouble Spots 

I . 
In 1997 tensions remained high in several of the world's trouble spots, requirir.g the 

continuing commitment of significarH i~tci!igence resources to support both diplomacy and 
militaryapemtions. In particular, intell1gence collectors and analysts were focused on Bosnin, 
the Middle East. SOlJth Asia, and the Aegean. 
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Bosnia 

Despite some progress In 1997. significant problems in Bosnia remained, US troops 
cont;o'Jed to participate if: ef;or.s to k~ep the peace, as mu:ua: distrust among Serbs, Muslims. 
and Croats hampered effero to create1a fl!nctioning federation. 

Inte!ligence played a key rok in supporting military and diplomatic operations in Bosnia, 
The Com:n:.mity was instrumental in ~V<L'1'l.ing US military ar:d diplomatic personnel of pote::1tial 
security threats, providing inforrnatiori on strategic leadership in areas of crisis and rising,
tensions. and gathering evidence of ll'ltemational SaJlct!OnS violati9ns. One crucial responsibility 

, was to provide warning of impending IUCtS of terrorism and helping to investigate acts of 
terrorism which occurred, ! , 
, In addition to suPPOrtingJorce!protecdon and readin~ss missions, the Community 
expanded and updated the Medical En,vironmental Dlsease Intelllgu.ce and Coume.rr:1easures 
data base to enhance medical support to deployed forces. Nat!onal and theater level databases 
we:-e also created to s:JPPOrt counterin~elEger.ce ope:-at:ons <L"1C produce assessments of 
personnel, organizations. and eVe~t5 in Bosnia. 

. I . 

The Middle East I . 

i 
The historic strife and distrust that mark this region was aggravated by the spread of 

sophisticated weapons programs, an upsurge in terrorism, and demographic trends that led to 
heightened socinJ tensions in 1997, Tn1e peace process stalled. with dangerous implications for 
all parties. 

The Intelligence Community provided tailored products to support diplomatic and 
military concerns in thf;. region. Rapid !imelligence reporting on Iraq bolstered US policy 

. development and talks ~ilh foreign po~ers .and international organizations. Improved warning 
on Iraqi rcili':nty intent:cns a."1d capa~i.~~tie~,piovi.~ed critic.u :melligenc'eior m_ili~r)' for:::es as ' 
well. lra,nian issues were the subj~ct ofinreUigence Community estimates:~pecrai-WMD 
lmerdgency assessments, and coHectiori reviews. .~ " 

In addition to the traditional suJpOrt to diplomatic operations in the Middle E~t, the 
Intelligence Community also producedlmaps, graphics. publications. videos. multimedia 
presc,ntarions, live broadcasts, leadefsh~p profiles. and CD~ROM products ranging from the 
unclassified version of "The World Fa~tbook" through classified fir.ished intelligence and 
distributing these throue:h channels.liaiso:! relationshios, Ii\tTEUNK. :he Internet, and'other 
methods. • I 

! 
. 

The Aegean 

. 
I 
I 

Ter.s:ons between Greece .lnd Turkey jr;crcase:d ir. 1997 in the,wlke of the European 
Unity (EU) summit decision to proceedlwi[h membcr~hip negotiations with Cyprus-while 
rebLt.ffing Turkey's :.lpplication-and th~ expected arrival of SA-lO air defense batteries from 

- I 
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Russia this summe:. Ongoing disputes over air ar.d sea boundaries ,in the Aege<l:"l h:'lse also 
heightened long-standing Greek-Turkish animosities. . 

I 
The Intelligecce Community supported policym:Li(e;s 10 their deliberations and reviewed 

und augmented intelligence collection fn this reglcn where :he threat of regional conflict re:nuins 
a serious policy concern. I 

South Asia 

,During 1997, relations between India and Pakistan remained poor with the long~st:inding 
dispute over the possession of Kashmif i.l major sticking point The stakes of conflict remain 
high. as both countries have nuclea:- ca~:.l'oilities a::-Jd are pursuing expanded WMD capabilities. 
The Intelligence Commc.nity reported or. a broad rwige Gf criticaJ issues affectir.g US po~ic:y 
toward India and Pakistan. :. 

, 
I 

Crisis Management for Lower Tier A~eas 

The DCI also teak steps towani ens::nng t.1at the Community focused adeqwlte resourceS 
on non-hard target countries, in particu!a~ On those that could req~ire major US diplomatic or 
military action, Over the past year the ~ommunity has implemented a process in which countries 
or regions with indicatio:J.s of a developir.g cris:s will receive l:Jc:-eased attention. The process 
includes surge planning whicr, is intenqed to help the Community recor.figure its limited 
resources. if warranted. 

Also. pilot testir;.g was begur. to advance the analytic tools necessary to allow non­
linguists to search foreign language SO'JfCes and databases in suppOrt of bot.~ r:lilita:y and nor.­
military inteUigence efforts. In additiori, agencies reassessed theil." individual level of effort 
againstlower priority·countries. I' 

" 
HUf!lunitarian Emergencies ".I" .... -_. 

. ";...:~:,,. .. .!~.,,,-~...... 
I . . 

The threat posed to US citizens ,and interests by humanitarian crises remamed high last 
year, Thirty-four million people worldwide were unable to return to their homes as a..result of 
crisis orconflicL Africa'was the regio~ most trcubled by these emergencies--with US and UN 
resources called upon to assist relief operations and aaendanr risks to US citizens caught up in 
viole~ce. The Intenigenc~ Communitylplayed a pivotal mIt: in tracking seveml.crises in }\friel.!. 
including ethnic violence and revolutio~ary war in the Great Lakes region. The Del WafTIing 
Committee, working closely with the: N~tional Intelligence Office:- (NIO) for Warning, alerted 
policymakers to the unravel!ng of the ~obutu regime in Zaire, An estimate cn Global 
Humanitarian Emergencies won high praise from senior military personnel at the US 
Transponatio.i Command as well as frob policymakers. PartS of this estimate were based on 
imagery-derived procuCts. 



.' 


Customer Support 	 I 

I 
One of the Dcrs tOp priori'ies in 1997 was to improve support '0 all Intelligence 

Community {;ustomers, As a result of tloser interaction with itS customers, the Community 
improved irs ability to ffleet requlre.merlrs, mlde plans to address unfulfilled reqUlrements, and 
obtained feedback on performance, Folr example. the Community is applying modern 
ml.':USuremcnt tools to assess the satisfabtion of its customers. With the assistance of a private­
sector consulting fir:n. a Community-c~stomer team conducted a brond survey of imelligence 
customers in 1997, At the same time. this team inte!'Viewed a iiurnber of intelligence' personnel 
who interact regularly wiill t.10se c'Js::::mers: T~e assessment found Liat while'cus:omers were 
generally satisfied with :ntelUgence support. there were sti!1 some areas that needed 
improvement 

'" I .', . d 	 .th·r.TIte, C,ommumty IS now prepanng, to revu:~:w 10 ep a speChtC customer segment to 
develop detailed infonnation that cQuld,lead to improved performance and increased customer 
satisfaction. A number of Intelligc:nce Community componentS are now embarked on similar 
customer service improvement initiativ~s. Ultimately, systematic collection and anaJysis of 
cuStOmer satisfaction infonnation will provide greater insightS for planning, budgeting, 
improvement activities, and performan~e assessment. Support to cus:omers' ir. specific mission 
arellS include: :,' 

, 
• 	 Support to and Conduct of MlHtary Operations continues to drive a significant 

prDponion of intelligence re~uirementS, The InteHigence Comr:1unity s:J?poned 
m11itary operatiO:1s worldwide by aid:ng operatiar:a'1 pla.t!ning; participating ir. 
exercises. enha.')cing comrr.Jnicat:ons connectivity, deploying assets, sending rapidly 
depJoyable intelligence asse~ to crisis.arcas. and hostlng a mllitary visitors program, 
The Community also worked with the military to model the potentia! extent of troop 
exposure tCH::heif1ica} weapohs during the Gulf Waf, Antiwterrorism services in 
suppOrt of th~ military comrrian~ers also continue to be a top intelligence priority. 

I . " .' 	 ,"'~. 
" 	 £'. .. ., - , 

• 	 At thc'sa:ne time the Comrriu·mty Unproved its Support to Natl"'Orl:;flSqlicy. As' 
nations and individuals alike~ gain easy access to conventional. che~ciI, and 
oiological weapons, L1C Corrimunjty must suppOrt new negotiations and a:!eements as 
we·B as exiSi.ing tasks, New, an': often reare complex a.rras centrol trea:ies requ;:-e 
Inlellige:lce Community r:1;Jnitorir.g to heip ::nSurc full complia:1ce by fo:eign panies 
and to protect US national in'terests.' In 1997 the Intelligence Community monitored a 
variety of treaties and agree~ents (START J, the Chemical Weapons Convention. the 
Conventional Forces in Europe Treaty, etc.,); panicipated in over 150 arms control 
related inspections and visits'; and served on 10 separate interagency working groups 
to help formulate US policy for bilateral and multilatet'.ll ilrms control negotiations 
and related ad hoc efforts, I .'. ' 

I 
The lntelliger.ce Community:also s'Jpponed pOlicymakers by monitoring WMD 
p:-ograms ilround the g;obc:J~ well ilS tracking assistance offered by proliferating 
countries to rogue s<"'es, TItI Comr:luni<y was ie.strumon,"l in scppor.ing US 

, . 
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Government effollS.to pre~ent illlcit trafficking in nuclear milterials and assisted witt,. 
planning, coordinat~O;1, ilnd tech;)ic:ll support at various overseas border locations, 

. 	 I 

I 


The InteiHgence Community has deve!oped new mechanisrr:s to prov:de direct 
support to diplomatic oper*tions. For example. the Diplomatic Intelligence Support 
Center continues ro be dep1cyed to Bosnia to provide timely, tailored support to the 
Ambassador and other senior US diplomats in the region. in addition, a ponahle 
imagery dissemination system was developed for dep;oyment to crises a."e1lS to 
enhar:.ce the flow of intelligence.. .' 

.. 	I 
The Intelligence Comrnuni~ also supported efforts to improve understanding of 
environmental threats that inay impact US interests. In 1997. based in part on 

•imagery, the Community hlld the groundwork for the DCI Environmental Center 
which focuses intdEger.ce·~fforts "em environmentaHssues. 'fhe Intelligence 
Community Assessment, "The EnvironCie'~tal Outlook in Central and Eastern 
Europe" received strong pr~se from the- Vice Presic,ent. An improved working 
relatior.ship with the World Health Organizatior. and the Environmental Protection 
Agency led to periodic mee~tings with experts on environmental health and infectious 
d tsease issues. 

• 
• 	 Support to Law Enforcenient increased In i 997. The Community comim:ed :ts 

effortS to disrcpt and dismahtle major drug trafficking organizations. enhance 
btelligence Community co?rdinaticn and information sharing, and focus US 
government counter drug resources On key targets. The Community also made 

'significant progress in impr~ving the a.'1alytic methodology used to complete 

interagency assessmentS of ,the flow of illegal'drugs to the United States. These 

assessments provide US pclicymakerS Wit:.1 significant 1everage in bilateral' 

counternarc~ic9tliscussiont 

i 
Countering Foreign lnteHigence: 

Over the past year the Intei!igerice Community has mace major stli.des\i~idvancing a 
more cohesive and efficient national co~nterintelligence effort, Ongoing cooperatiot1"'betwec;} 
lr.teEige:lce and law ~nfo~ement has leld to a more rapid detection of espio<1age activities as 
evide~ced by the arrest and conviction ~f Harold Nic~olson, Earl Pitts, Robert Kim, and Robert 
Lipka, The Community now produces ~n annual report on the effectiveness of the national 
cOl!nterinteUigence program and the threat from foreign econom1c collection and industrial 
espionage. It has developed and implerhented new counterintelligence awareness prog::-ams fer 
the public and private sector. interagency counterinteHigence training courses, electronic 
communication links and a forum for cOuntennrelliger.ce product d:sstmi:'la:ion. Morc than 70 
percent of over 16.000 counterintelligence reports generated by the Community during 1997 
were focused on antiterrorism, force pr~teCtiOn, and information assurancfi issues. 

, 
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Advanced Research and Development
I 

The Intelligence Community continues to make significanc,progress in applying science 
and technology to unique inteHigence J,rOblems. 10is year saw ehe,successful corr.pletio:! of 
research and tran~jtion to induslr'y of a righ1y innovati ve technique for cooling t:igh perfonnance 
computing and elec:ronic system compor.ems. Industry will employ these techniques. b 
intelligence appEcations which rec;uire 'super cooling in order to perform at extremely high 
speeds, and to increase US corr.mtrcialicompetit:veness. Intelligence Community investments in 
research on the mathematics and physics-of quantum computation have nurtured this new, and 
pOtentially revolurion'ary, field of inter~st. c;!ose :nteraction with other government agencies. 
industry, and academia an the very hare ?fOblems associated with the automated screening. 
filtering, and extraction of co:lttnt i;:::fo!mation fro:n w:1uen and spoken sources is resulting in a 
new level of performance. Bandwidt~-~mcient modulation ~echnology which was developed by 
the Community was ttansitioned to the ~ommerc:al sectOr to improve: se:vice for cellular phones . 

. FinaUy, the Communii)' worked with tHe tife science community to seek new and effective ways 
of fmding and evalu;ltlflg materials assOciated with chemical and biQ:ogicaJ weapons of mass . 

. ' 
destructlon. I 

, 
lnvestment in the future: is continuously challenged by the needs of today. This vear some , ' 

of the NFIP components have had to t~de resources away from prepariGg for the future to assure 
performance against today's needs. Vltli1e such trades are justifiable in the short te:m, they bode 
ill for the future healt'1 0; intc!ligence. Efforts are underway to establish a strategic f;..uTIework 
for advanced research and development to guide and sustain investment necessJry' to assure that 
the Intelligence Community will be the ,best in world. now and in the future. 

I 
Management Initiatives 

Desplr..e the end of t\le Cold \Va:, the dem::L"ld for Intelligence Community products has 
increased, The Nation~I'Secllrity Council, the military services, and civilian agencies still look to 
intelligence to provide timely informaribn orr'a wide range of topics. Thisdncreased demand has 
coincided with a decline in experiencc'd;irueliigence personnel and little Or1l&ig~ in funding 
for i:Helligenc:e activities. To meet this growing demand with fewer reso'Jrces·;t!ie'bCI has 
sought innovative ways to improve teamwork. redl;ce duplication, and focus 00 the a!8as of 
g:eatest need. Some of his ideas are reflected in the rr:anagement sections which foHow: 

. P"'ns and Policy . i' 
To achieve his corporate goals, [he 9C[ strengthened the roles of twO Com;nunity~level 

organizations in 1997~the Community!Management Staff (eMS) and the Na~ionai [nteEige:ice 
Council (NIC). The eMS advises ~e qCI on Community matters ranging from program and 
b;.ldget oversight to poiiey :o:mu];mon ~nd requirementS review. The NIC is the DCI's 
Community center for estimative intelligeflce on key national security issues. BOth groL:.ps have 
ueveloped new mechan!sms for bri.",ging the Comr.1unity together on Yltal planning and policy 
matters" For C'.xample, the CMSwd:aired Katicn:!! btelligence Collection Board (NlCB) has 
dev,eloped intt:gmted plans for mixing teChnica1 senSQrs. human :.tSseLS. and open sources to 
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support coset; (also see section 0:1 ColJ~ctic.n Managerr.ent Tasking, be:1ow). The NIC-chaired 
N:uionallntelligence Production Board; (N1PB) has prepared the "DCI Guidance on Intelligence 
Priori:ies" and com;;leted analytic de?th studies on the hard targecs. 

T.'1e DCI also undertock a nur,lJer of new approaches to manage L'le widely·dispersed 
capabilities of the intelHge:1ce Commu~ity in order to respond to Its compiex chailenges. He 
developed and refined processes-like rbose run by the joint DoDfInteHigence Community 
Program Review Group (IPRG) and:hi Intelligence Community PrincipaLS'lDeputies 
ComlT.ittee. both -of which incluge Com:m'Jnity-wide-senior membership-to improve teaInwork 
among the 13 organizations that comp~se the'Community. The Principals' Committee is the 
senior Intelligence Community forum for consideration of policy. planning, and process issues 
under the authority of the DCI. The In~lligence Community Deputies Committee initially 
reviews a:1d then advises the P:ir.cipa;sj Comr:1ittee en development and implementation of " 
pOLicies. plans and process issues, and tasks, reviews, and monitors the work of interagency 
policy and planning groups, 

Such groups and corr.mittces aliow tr.e DCI to view intelligence as a corporate ente:;prise 
and:o make smarter use cfiimited reso~~ces, with less dU:JIication we better results, The 
Community has tackled difficult, tong~tbnn issues such as'imagery sharing with allies, 
examination of available commercial irAagery marke~ for satisfy:ng geospatial and intelligence 
markets, the reorganization of activities1associated with Measurement il..,d Sig:liltures Intelligence 
(MASIJ\'T). and how to deal with the Year 2000 computer problem, 

Collection Management Tasking 

Recognizing, the need for a futur:e collection management architecture that will s'Jpport 
in:egrated sensor tasking. dynamiC re~taSk..ing, aid coorcinated collection plancing. the 
Community exa:nined,~e e,tisting intel!igence requirements management processes. It found 
that cross-agency mechanisms such as tfie N1CB have heen espedally effective in focusing the 
Co:nmunity' s coUection reSources during coau;lgency and crisis situations.. ' It also fQund that 
collectors and collection managers are: purli'Ul::tg modernized and streamlir.ed,.r~~ments 
management processes and systems. H9wever, it detennined that longer :errn .•.,:,SJ:e'ss-~isclpline 
collection planning on str.ategic lSsues needed improvement. The I'ilCB currently is eyaluating 
this area, using.the issue of cruise missiie proliferation as a :est case. ­

I, 
Budget 

, Rig~rous and disciplined prograL and budget reviews across the Intelligence Comm~nity 
continued :n 1997. The joim DepurtmcAt of DefenselIntelligence Community program review 
process, begu>1 several years ago, was fJrther refined to er.sure tha.t inte1Hgence p;ograms-at the, 
n:.J.tional, joinr, ar:.d tacticalleyels-are c·onsis,tently and cohesi vely focused on meeting L1ie 
requirements of our national security cu~rome:-s, The Intelligence Program Review Group 
(IPRG), jointly chaired by the ExecutiY~ Director for lntell:gence Community Affairs 
~(ExDIRJICA) and the Dept:ty Ass~st;J.nt ,Secretary of Defense for Intelligence ll:ld Secur:ty 
(DASO r&S), continued to ser.'e;.IS the forum for identifying and eva:wliing cross·cutting

2 . I 
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programmatic issl.!es involving NFIP. JMIP, and TIARA. This join,t program review process 
cul:ninates in yeady eXf)<U\ded ddensd resource board meetings. chaired by the DCl and the 
Dept.:.ty Sec~t::tary of Defense. Over thf 'pasl year, approximately 30 funding issues were 
examined by the lPRO includ!ng a. major assessment of the funding currently allocated for 
assessing the threat from chemical a.t;d biological weapons. This process allows the Community 
to free up re:;ources for investment in ~e\\l technology while avoiding wasteful spending and 
unnecessary duplication of effort. ; 

The Community continued to rlfine itS Mission~Based Budgeting approach, The benefits 
of aligning intelligence projectS and prbgrams with the missior.s they serve are twofold, First. it 

I
provides a basis for evaluo.ting the contributions of intelligence activities in meeting the needs of 
all customers. It also provides CommJnity planners with a method of ensuring that fcture 
fund~ng de:isions qn intelligence are ~ade based on mission priorities. The Corr.mt:.:lity 
undertook steps to comply with the Infonnati6n Technology Management Reform Act (IThfRA) 
to ma..'1age investments in :nfonn:don tech!10logy more effectively and to modernize the 
information infrastructu::e across the Community, To further help align mission needs and 
business processes with mformation te~hnQlogy investments. the Community produced its first' 

, Information Systems Sua"regie Plan, This plan focuses on functions and services of common 
concern, and will be used to guide resohrce decisions. ft will also serve as a catalyst for 
realigning and re~engineering information systems. processes, a.,d operations. CQm:nunity-level 
mana,geme:il offices were established for the worldwide I~rrEU:N"K, to improve sharing of 
telecommunications services, and ro pl~n and implement a common :nessaging service. 

I
,,, 

Personnel Management 

. The Community began a series of initiatives in 1997 to improve the skills and better 

utilize the talents of itS workforce. The!Intelligence Community Assignment Program (leAP) 

was begun to develcp'multii~killed officers wi.~h co,?orate imelugence experience based on 

rotational assignments, It is also reexamining and implementing revised training programs to
, 
provide officers with broad-based kno~tedge'of intelligence Commu:lity·activities. The DCI 
Foreign Language Committee spoosore<fa::t'arge-scale survey, iast 1.:ndertake:rff:R:me 1960·s. that 
compares the foreign language proficic~cy levels attained by university gradua.teS'imd graduates 
of government lunguage training programs. The results will help the C:::mmunity to uade:stand 
the ex~nt it can rely on academia to meet Intelligence Community requirements for linguistS. At 
the same time, the Community contir.'J6. to offer separation incentives and early retirement to 
meet ¢ownsizing goals while working ~itt": senior managers and Equal Employment Opportunity 
representatives to focus recruitment on fiUi:1g critical sldll and diversity needs, 

Quality A4anagement I 
Community o:ganizations have ~een using modem quality management approaches to 

improve peliormu:1ce for the last severa~ years. The Community O;)S participatec fu!1y in Vice 
President Gore's Natio:lal Pe;formar.ce ~eview since it began in 1993"WHh a high*complet:on 
rate on the recommenolltJO:1S ste.mming from the review. In addition, th<! Community has used 
the c,riteriJ of the Preside;)t's AWJru for Quality for nrganizat10nal assessme.nt, basing a number - " 
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ofspecific improvement activities on tfie findings of the assessmentS. Several Community teams 
have received the Vice President's "hamrr.er" lv.'arc fer ~heir effortS and more than ten 
"reinvention'laboratOries~ are now ope~:lting i:i the Community, 

i 

Ongoing Challenges 
.' 


I 

While significant progress has been :nadc in streamlining intelligence activities and 

impC0ving work processes. Clore can b~ doce, Providing a prudent level of effort against L1¢ 
many global challenges while ensuring in-depth eXp'ertisc on the hard target countries remains a 
significant cnaUengc" The ability to surge inteUigence activities to support a localized crisis is 
brgely dependent upon having the co~nectivity and interoperabiJity to combine the effortS of 
many agencies-but compatible infras'truclures capable of handling loday's huge cata volumes 
are stilllaclcing in many cases. 

Freeing up reSources to invest in new technology is also difficult. The funding 
environrnen! leaves little roOD for errdr in pushing the tech:lo!ogy envelope. The Communi~y 
continues to struggle with e;nsuring th~\ collection, processing, forwarding, analysis, and 
dissemination capabilities exist to effe~tively handle information conveyed by the increasingly 
complex. higher speed technologies employed by most targets today. Many foreign technologies 
are being upgraded at least every 18 m1on:hs, whereas the systems and analysis tools the 
Community uses to exploit therr: are rrlany years'o:der by CCf:lpariSO!1, "'ie must also fbd w;lYS 
to merge multimedia intelligence sourbes and deliver finished products in a mo;-e timely fashion 
while at the same time recognizing the! counterintelligence concerns associated with increased 
sharing of d;na. I 

The Community is identi:ying innovative ways to address these challenges by forging 
new relationships with the private sect:or, with other government agencies, a:ld with foreig:1 
p:lftners. It is also developwg a strategy for "outsourcing" some intelligence activities and is 

" .accelerating initiatives to reengineer and compete commercial activities. The strategy developed 
in ]997 introduced the basic criteria f~r identifying and eyaluating intelligence and related 
activities for outsourcing, Next steps incblde.cor.siste:1t application of crite.B,a·~ctermining 
candidates for outsourcing and system'atically expanding outsourcing efforts a.s~5~ al,l 
intelligence and related activities, ! ' " 

, 

The :1ature of t~e threat will continue to change.. What bas not changed is i.he need fa:, 
dedicated, experienced intelligence oftkers to monitOr communitations, process reams of dara, 
cultivate information sources, and des~gn new means of intelligence gathering. We still need 
skilled analysts who ;;an take raw data from multiple sources and produce assessments of foreign 
leaders' bter:tions.. \Ve need technica'i a;;d ctjer SUppO:1 personce1 to make ~e bt.;siness of 
intelligence run smoothly, We made ~ome progress in at:racting a.1d retair:ir.g peop:e with the 
rig}1t skil!s and abilities in 1997, but t?iS will ,require sustained management attention for some 
years to come if we are to succeed in developing the skills mix needed by the Intelligence 
COf':"l.munity. 
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Fiscal Year 1998·was a ;e~ of growth id restrucruring for the Inrelligence Community_ While 
we accomplished a good deal as ~his replon detai;S-, we have also iea.",,;:e:c where we need to 
refocus our efforts to improve OUf colledtion, processing and analysis. 

The Senate's confirmation of the first D~puty Director of Central' Intelligence for Community 
Management (DDCIfCM) and the appointment of the Assistant Director of CenL.""'aj Intetligenl::e, . 
(ADC.,D for Collection and the Assistan(Director of Central InteUigence for Analysis and 
Production this past summer was a major step toward imprOVing opportunities to manage the 
Inteliigen-;e Corr.rnu:Jity as envisioned by Congress and the Administration, The DDel/eM has 
moved quickly to develop processes and procedures needed'to bener manage the Intelligence 
Community on behalf of the DCL Although we ,have a long way to go. I am optimistic that U.S. 
Intelligence is :already moving ~way frein its traditional "stovepipes" towards becoming a more 
collaborative and corp~rate enterprise. I . 

-In FY 1998, the Intelligence Community provided timely ar.d useful intelligence to the, 
policymaker, the diplomat. the warfighk:f and to the law enforcement community on'many,

. important issues. It supported the U.S. efforts in the fonner Yugoslavia with intelligence and 
personnel: provided teaHime intelligence support on the Asian financ:al crisis: prevented 
terrorist attacks against US installations;i aM helped identify key interna:ional organized crime 
fLgures, I 
The Intellige:sce Community came together to work as a team in the wake of the bombings of 
our embassies m Africa to ensure that th~, terrorists who brutally kiHed hundreds of innocent 
people cacld not strike again, The entire Intelligence Community joined to collect and analyze 
critical intelligence used'to identify UsaJ!lA bin Laden and his organization as the responsible 
party. Once identified. the InteHigence Com.·rmnity played a vital role in planning the strike 

'against Usama bin Laden's infrastructure. 

The inability to predict,the Jpdian Nucle~ [eS{$ in May 1998 was acJear sign that the 
Intelligence Community. needs to evaluate available resources. technology, and teChniques 
agalnst the threats facing us today. ...! ,'" .::::: 

,;I,' .,. 
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INTRODUCTION 
,, 

Tasking 	 I 
, 

I 
This report responds to th~ Cons-essional requeSi for an annual report on :he intelligence Community. 

The Intelligence Authorization Act for Fiscal Year 1997, Section 109 (as amended in 1996) of the National Security 
. Act of 1947. directs the President to submit an unclassified report "on the requiremenL'i of the United States for , 	 , 

intelligence and the activities of the Intelligence Community." , 
. • 	 1" 
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9VERVIEW 

The Intelligence Community Today 

The Intelligence Community (Ie) faces a very 
differept world from what it was a little over a decade 
ago, The threat of Communism which touched e~ery 
aspect of intelligence collection is gone" Today the 
threats encompass a wide a:'ny of issues which spat'! 
me globe. There are two categories of threats thai 
will occupy the Ie's attention fer the fOfseeable ! 
furore: threats from our strategic rivals~ China anq 
Russia: as well as from regional worries such as : 
North Korea. Iran. and Iraq: and the transnational 
threats ~ organized crime. narcotics trafficking, 
j)coEferation, infcnnation warfare ~d terrorism, . 
To meet the challer.ges of this increasingly dangerous. 
and complex, world. our consumers ate demanding 
more timely. accurate, and actionable infonnadon!to 
inform their decisions ani'! increase their : 
effectiveness. The Ie recognizes that it must : 
continue to pursue. better interweonnectiv!ty which! .' 
will enable analysts to share information quickly ap:d 
produce more timely and accurate assessmentS. 

During FY 98, there were twO noteworthy 
independent reviews of the IC. Both reached the 
same general concluskm that if the IC is to keep pace 
with C\lrrent and fmum requirements. a new I 
generation of technoicgies and techniques will baJe 
to be funded, invented, and deployed. These I 
technologies and techniques include new imelligence 
coll.ection p]atforms. better inforwat:qh and : 
communications syste:ns, and Strd'ngCT analyticaJ 
capabilities. 

'.:j -' ;:~:
V>'hile there remains a lot to be done to increase .;':,. 
intelligence capabilities throughout the IC, in FY 98­

, the IC provided vital information 't~roughout :he year 
on issues ranging from environmental disaster relief 
to the plans and intenrions of senior foreign ~I 
government officials. Ie consu_mers felt that the 
majority of their needs were being met in a timely 
manner. SIOINT and [MINT received praise frorti 
constlmers for their flexibility. HlJM1NT continues 
to provide,umque inslght on several key issues. ' 

The Ie is working to improve its business practices 
• 

and its relationships w.!h its consumers, As a resuh. 
intelligence consumen. felt that the intelligence I 
agencies were making more of an effort than they ~ad 
in the past to obtain and respond to consumer I 
requirements in a timely manneL This is in part due 
to the incre~d number of agency representatives ..," 

working at and with the consumer organizations on a 
day to day basis. 

The Deputy Director of Central Intelligence for 
Community Management (DDC1!CM) is 1n the 
process of developing the 1001s needed to better 
manage the Ie on behalf of the DCL In less than a 
year. significant improvements have been made to 
enhance: 

Policy I)e;iberations. The primary tools for 
senior-level coordination. the Ie Principals and 
Deputies Comminees. now meet on a regular 
~asis to discuss and resolve difficult Commu:1.1ty 
lssues. 

Deveiopmen: of a Stfategi::: Vision. The 
. Community's vision for the furore: is embodied in 
the OCI's Strategic lorent. At its core, it 
envisions a unified Commtinity brought together 
through effective use of highly advanced 
technology. 

Planning Processes. A new approach is 
underway that will integrate and expand existiag 
planning against missions, functions and agency 
activities. 

DCI Guidance to the Community. The system of 
DCI Directives (DCIDs) is being revamped. 

Within the context of these broad initiatives the 
DDCl'CM and her Assistant Director of Cenlral 
L'uelligence for Collection and Assistant Director of 
Cent:-a1 Iz:.teliigence for Analysis and Production are 
working to imp:ove the quality of the Ie's collection 

.'. and analysis. ..- ....., 
•__.... -.1'>_­-_M .__ _ 

, 
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ADCI'S ACCOiYIPLISHMENTS 

. I 
. 

A
s the Irael:igence C~:nmunit)' (r~) preparer 
for-the :lex~ ce:,.r-,;:y. (IS approac:: to the i 
collection and dissemination of inteUigend: 

must continue to provide a strategic :nformation ' 
advantage for the U.S. The DCT's vision fQrthe I 
r.,lmre demands closer teamwork across the 
h:te!ligc:1ce Community and more efficient use of lour 
capabilities to keep pace with the demands of 
diplomatiC and mitl{ary operations. The Assistant; 
Director of Cenr:ai lmelligence for Collection and the 
Assistant Director of Ce::trai intelligence for ! 

Analysis ane Procbction are empowe:etfto eyolve' 
community management functions to a more ' 
COII~nitive enterprise, I 

Assistant Director or CentrallnteUigence for 
Collection 

The Assistant Director of Centra! Intelligence for 
Collection (ADCI for Collection) was established by 
Title VID, Intetligence: Community Reform Act of'l 
the FY 1997 Intelligence Authonza:ion Act. The 
ADCI for Collection assists the DCI and tbe DDCl 
for Community Management in carrying o\.:t their I 
responsibilities to enS\lre the most efficient and I 

effective.collection of na.tional intel!igence. I ., ' 
. ." I 
The ADeI for.Colle.:tion helps ensure that the U.S: 
Government has. a world class, unified \nteUigenc.~ _ 
collection system, comprised of personnel and :'.:--'~.':" 
equipment that can effidently obtain and deliver I 
appropriate, timely, and cost effective information '[0 

its customers. 

Under the general direction of the-DDc'1 for 
COP.1munity Management. the ADCI for Collection 
works with the ADCI for Analysis &,Production, the 
Executive Director for Intelligence Community I' 
Affairs. and (he t.'F:P ?rogrnm managers to intesra:te 
Intelligence Community coi:ection anc proc.l!cttonl 
capabilities. The strategic collection thrusts required 
to achieve this objective include: 

Establishing an integrated cros~~intemgence 
discipline collectic,n management process. 

Linking collection capabilities to customers' 1 

needs and priorities. At the same time, link 

I 
I 

intelligence requirements and priorities to 
resources. 

Determine the requirements that will drive US 
Intelligence collection systerr.s capabili:ies fot 
2010. 

Determining.. establishing, and adjusting, .as 
necessary, the S!fUcture and composition of 
Intell:ge~ce collection systems capabilities to 

address 2010 concer..s. 

Integrating collection and production planning 
processes to drive R&D and future i:1teHigence 

.acquisitions. 

Balancing integrated collection wilh tasking. 
proceSSing, exploitation, and dissemination 
ability_ . ," . 

The office of the ADCI for Collection has made 
significal"lt strides in meeting these goals in its first 
six months of existence, The follOWing are e,;;arop1es 
of accomplishments; 

Established the Office of the Assistant Director 
of Centra! Intelligence for Collection, allocated 
functional responsibilities. and developed a 
program. budget. and personnel profile. 

Identified au(honties and responsibilities of the 
ADGVC and the Kationallntelligence Collection 
Board in a Draft D.CID on collection 
management. 

'.",~' .......~-
Established a close relation$l"Up with the 
ADCIJAP to ensure that col'I'ectioJjiniriatives 
reflect consumer needs and priorities, 

Esr.ablished an Integrated Col1ection Management 
Task Force. at t::e direction of the DCI. to 
develop a plan to overhaul the current "stove 
piped" intelligence collection management 
system, 

Broadened and improved the operations of the 
Nat:onallnrelhgence Cqllection Board (NICB) to 
serve as the Community'S overaJching 
mechanism for ensuring seamless. cross­
disc:pline, collaborative intellige:',ce. 

Increased t~e Collection Board's operations 
tempo and introduced new business practices [0 

4 

UNCLASSZFIED 
,I 



UNcLASSIFIED 

include: ho:dlng ql.lanerly <:lffsite meetings for 
principals to discuss strategic collection I 
management issues; and establishing interagency , 
working gro~ps to develop i:lidal findings a."1d 
make recommendations for collectioo'srralegi'es,, 

Provided direct support to the DCI and DDCI:in 
preparing cross-discipline collection assessmJnts 
for ~SC principals and Deputies Committee I 
meetmgs: developed and presented cro$S~ 
discipline briefings on collection capabilities: to 
congressionai committees and the:r-staffs as well 
as National Security Council Staff Direc!Ots. ~ 

Ensured an appropriate allocation of collection 
assets against critical developments by j 
coordinating strategies for imagery, SIGINT, and 
MASINT against key collection targets; and by 
ensu~ng that coll<::ction managers across all I 
disciplines had contingency planning in place to 
collect against crisis siruations, 

Establishec collaboratio~ with the ADCl for 
Analysis ar:.d Production and the }(aticnal 
Intelligence Production Board nv1PB). e.g.• co­
chairing the National Civil Users Board, which 
addressed ftirure imagery capabilities as welt as 
future p'rocessing and dissemination ' 

requirements. ' I 
Strengthened the role of the National Intelligence 
Officers by providing guidance or. intclligenc~ 
needs for Collection Boarq 'assess~entS. I 

\ > 
Established a joint Collection 'BoardIProducrion 
Board working group to assess current cOllection -' 
and analytic capat-ilities and to'develop strateitei.:: 
to improve the Community'S perfonnance; and 
assessing Hard Target Executive Board strategies 
and implementing afte~-actions for the I 
DDC!lCM's Hard Target Joint Review Process. 

Initiated strategic planning and 'e'laluatior. I 
activities: e.g .. originated the development of ~ 
strategic intent and planning process for. ' I 
Community collect!on 'management: and Worked 
with Community i:.ffice:"s on collection 
requirements. 

I 
Assistant Director of Centra) Intelligence foi 

Analysis and Production 

The Assistant Director of Central Intelligence 
(ADen for Analysis and Production was also 

established by Ti:le VIII" Intelligence Community 
Reform Act of the FY 1997 1ntdligence . 
Authorization Act. The ADCI for Analysis and 
Production assists- the DCI a.nd the DDCI for 
Community Management in carrying out their 
intelligence analysis and production responsibilities 
in order to ensure the most efficient and e:'fective 
analySiS and production of national intemgence. 

The ADCI for Analysis and Production is responsible 
f9r providing o'lersight of the Ie analysis and 
production elements, performing community~wide 
management functions to include personnel and 
resources. 

The ADeI for Analysis and P:oduction developed a • 
program, budget. and manpo~er profile for the Office 
of ~he ADCI for /\J1aJysis and Production, As part of 
this effort, he recruited a staff of analytic 
professionals from throughout .t!"e Ie to suppOrt the 
ADO for Analysis and Production and the NIPB. 

The office of the ADCl for Analysis and Production 
accomplished dle following in FY 98: 

Drafted a DCI Directive (DCID) outlining his 
authorities and responsibilities and those of the 
NlPB. 

Building on L~e NIPB Offsite in April. 
strengthened the role of the Board to address Ie­
wide prod'Jction issues such as: 

'" 

'" 

Driving: and refining collection by 
articulating customer-derived intelligence 
prioljties.;::: . 
Encouraging c~:eemmunity 
initiatives, partlcul~lf in technology. 

.... Highlighting intelligenceJ7Toductlon blue 
ribbon programs. 

'" Leading assessments and evaluat:of.s of 
Corrununity analytic capabilities 

Launched the future of Intelligence Analysis. 
This comprehensive report to the DCI will take a 
baseline look at analytic programs ac:oss the 
Community to assess capabilities against today's 
priorities and develop a straregic investment plan 
to help meet furure requirements, 

Led assess::nen~s ·of the Cornmuniry's production 
posture against Hard Target countries that 
identified gaps in analytic cap,abilities. as well as 
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::ear- and !ong~tenn resource adjust:nents to help 

fill those gaps. I 
Began transition of the pilot Civiiian Intelligence 
Reserve to the 'Operational Global Expertise I 
Reserve. The pilot program. admin:stered by the 
l'-1C as a service of CI)Jt'unC-fi Communi:;: I 
concern, recruited seven senior academics 10 

provide watch coverage and in-depth background ,
expertise for 12 Tier 3 and 14 Tier 4 cQuntrie,s. 

, 
Worked with the ADeI for Collection and DDCI 
for Community Management to monitor 
Community progress in responding to Admiral 
Jeremiah's recommendations foUowlng the ! 
fndian nuclear te~t last May and presented j 
findings to the DCI's National Security Advisory 
Panel. ' ; , 

With'the National !.nteUigence Officer (l'I10):for 
Warning began a reassesSment of the warning 
p-rocess to deal with the i:1creasing complexity of 
traditional national security challenges and I 
expand warning competence against new issuei 

Developed Future ofIntelligence AMlysis I 
projects designed specifically to address many of 
the analytic shor:falls highlighted by Admiral 
Jeremiah. 

I 
Worked with ADelle to ensure appropriate 
collection against key targets by revising DCI 
Guidance on [nreUigence Prioriries and linkihg it 
to specific intelligence needs\ and'gaps and I 
establishing a process of periooic review, 

Addressed the Rumsf~ld Commisslon's ,I., L: 
recommendations regarding:.he Ballistic Missiti ' 
Threat to the United States. i:l cooperation with 
Community leaders and ADCI for Collection! 
Prepared an IC assessment of the "Jmelligenc;e 
Side Letter" writlf:':n by the Commission. I 

, 

Testified before sse! on :he implications of the 
Commission's findings for analysis, particulatly 
the need to increase the Community's use of 
oa~side expenise. 

Des.igned the FUt!i.re ofInlelllgence Analysis 
project specifically to address many of the 
analytic shortfalls highlighted by the 
Commission, 

-

.-.! -:::::~~"'~..
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PROGRAM l\CCOMPLISHMENTS 

US national interests require the Intelligence Iran 
CQmmunity to maintain worldv.-ide: vigilance on1tbe' 
'foreign threats to our c!tize.ns, both. civi!:al1 and I '. 	Caspian and Iranian Energy Issues. CIA 

provided technical suppon and detailed analysis military, infrastructure. and allies. In addition. ~e 
to support critical policy decisions on Caspianalso seek to inform policy makers of opporrunitie:s to and Ira."1.ian energy issues. 

advance US foreign policy objectives. I 
, • Expand Open Source Coverage. CIA increased 

coverage of the Iranian regions by adding lraniwThis portion of the .Annual Report lists program! 
regional publications to open source ::overage, 

'ac:::ompli~hments by strategic priority, region of the which resulced in a S{}.percent increase in 
world, transnational issue, and'by discipline. prodcction, 

Strategic Priorities North Korea 

The f9110wing countries are considered strategic • Famine Assessment. CIA provided nn 
priorities'by US policy makers. assessment of the extent-of famine in North 

-Korea through the use of both a multidisciplinary, 
ChiM all-source methodology and a mortality model. 

• US~Sino Summits. CIA provided a daily Russia 
intelligence surrunary and other inteHigence 

support before and during the O<:tober 1997 ~isit • Oependence on Western Financial Assistance. 

to Washingron by President Jiang and during: DIA's a.'1alys:s of the impact of Russia's financia: 

President Clinton' SVISlt to China in June 1998. crisis on liS weapons of mass destmctkm 


prognims revealed increasing dependence on 
., Technology Transfer. CIA supported the I Western financial assistance to dismantle nuclear 

investigation by the ·Select Commioee on US. and chemical weapons, This infonnation 
Nationa! Security and Military/Comme:-dal ; con:inued funding for WMD programs and will 
Concerns with the People's Republic ofChi:l.a. be used by senior US policymakers to,evaluate 

"1 , Russia's furore, requests for financial assistance_ 
Cuba 	 " , 

• AnalyticaJ Surge. ··ClA surged to provide I 
• Arreslofa 10 Member Illegal Network in'l-'.::/ 	 additional coverage durin.g.J»Jo Russian 

,Govemment shakeups-a~~"J'iisident Clinton'SMiami, Florida. A three ye~Jnvesrigation by ­
meeting with President yetes!!,!.the Fa! and other US Government entities I 

<:utminated in the arrest of 10 members of an • Translations Improvements. CIA launched a 
megal network in Miami, Florida,. on September p:lot prograrn to improve the quaJ:ty and 
12. 1998, Tnis n~~twork was engaged in the ! timeLi:',ess of translations from Russian press. 
colleclion of information from a variety of targets 
in the south florida area, including infonnation 

related to political and humanitarian activities: by 
 Regional Highlights 
Cuban American org~njzations; the,operationlof 

US military installations; and. other US _ Overall 


Government functions. As a result of this 
 The following accomplishments include more than 
investigation three members of the Cuban one region of the world. 
Mission to the United >lations in New York were 

I 
, 

expelled during December 1998, for actions I • Specialized Operational Support. DOE 
related~o this network. continued to maintain an on-call capability to 

:apidly idemify a..'1d provide unique 
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expertise/technologies to support federal 
agencies' varied missions, for example: 
addressing the spt:cialized needs of the joint 
Staff. S?ecial Technologies PrograF., (ST?) 
coordinated a quick-turnaround technical SOlution 
to a US EU!1)pean Command requirement for I 
;emotel)' interr..l;:dng broadcasts aimed at 
cisruptimr the United Nations (L~') peace effons 
in Boso:;: supported US milita}' forces in i 
Europe with personnel a")d equipmenf to dete~t 
surface and-scb--surface anomalies; supportec Ithe. 
Department of State'5 Construction Accredita~ion 
Program with the deployment of personnel and ,
specialized equipment to assist survey teams~ ~d 
provided DOE laboratory equipment/personnel ,
for the real~time, ons-ire. recording/dara caprure of 
Iraqi missile launches in support of UN wea~ns 
inspections; and coordinated a quick response I, 
capai:hlity to modify a devic~ for a sensitive : 
operation. 

• 	 Foreign Landmine Warfare. The National 
Ground bteHigem:e Center (NGle) continues to" 

develop extensive data bases and maintain ~ . 
technical expenise on foreign landmine warfar;e. 
In addition, NGIC analysts conduct sile su~ey,s 
of affected countries. provide technical 
assessments and recommendations fvr mine· 
dearing programs, and train others to identify 1 . 
and remove landmines, Mines kill or maim about 
26.000 people yearly, and som~ form oflandffiine 
threat exists in most countries where US forceS 
are likely to deploy, '\. ,l I 

• 	 Atlantic Intelligence Command's Joint 1 

Reserve Intelligence Program. The Atlantic.! .,. 
Inrelligence Command's joint reserve intelligerlc~"" 
program provided over 70 tnan~years of suppo~ 
across all functional areas and increased overall 
Command prOduction by 33 percent. Reserve 
Components have been completely iAltegrated 
into command operations and are assigned io 

duties such as watch standing. exercise 
augmentation, joim ex;:;editionary warfare 
support package proouction, p:a::ning for the 
evacuation of noncombatants from worldwide, 
trouble spots. and preparing coastal landing I 
beach studies. 

• 	 Imagery Analysis. NIMA l~agery analysis I 
routinely assessed disposition and capabilities of 
ground, air, navy. electronic, and missile militaly 
forces, indications of war, civil unrest, 
counterinsurgency operationS"threats to US 

8 

citizens and interests. and compliance with peace 
agreements. 

•. 	 Disaster Response. NL\1A imagery continues to 
respond to both domestic and international 
disasters caused by fires, floods, tropical storms, 
volcanic el1lptions, earthquakes, and oil or ;oxic 
materials spills. 

• 	 Environmental Assessments, NIMA worked 

with milir.ary medical planners to assess the 


. impact of environr:1emal conditions on US 
military contingency plans at selec~ed siles where 
significant toxic materials have been openly 
discharged.. 

• 	 Foreign Policy Topics. Stare INR sponsored 96 , 
seminars a.'1d conferences on a wide range ofk,ey 
foreign policy topics, including briefings for 33 
new Ambassadors.' These activities enabled top 
State Depanment policy makers and Intelligence 
Community anaiysts to tap the expertise of more 
than 700 flon~US government experts, including 
academics, business people. journalists. and. 
representatives of international organizations. 
These activities provide new information. explore 
emerging issues, suggest policy options, 
stlpple:nent in~house ex.pertise. and bring non· 
t:S government petSpectives and experience to 
bear on impor..an! policy and inte!ligence Issues. 
Conferences in 1998 focused on such topics as 
Albania af1d Kosoyo, Russia's regions, emerging 
infectious diseases. and the international financial 
crisis. 

• 	 Support Surge. CIA surged (0 support 

pOlicymakers dealing with new crises in 

Subsaharan Africa -arid Southeast Asia. 


. .- CIA Coverage. CIA ~noriJ:ri.:on global financial 
crisis. and provided early wattling about new 
risks. and alternative scenar1'6 analy.sis. 

Central Europe 

.. 	 Bosnia. CIA provided support. analysis, and 

oj)eradonal capabmty in response to key 

in:eUige:nce needs if. Bosnia. 


- Assessment of Latin America and Caribbean. 
The US Southern Comma..,d published the 
Intelligence Assessrr.eni of Latin America and the 
Caribbean, which is the first comprehensive lO~ 
year assessment of the furore of military, 
political. economic, arid social conditions of each 
country and sub~region, 
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Africa 

• 	 Crisis Intervention. The NIC's annual report on 
Global Humanitarian Emergencies provided I 
valuable ana!ytic support to civilian ane mili~a.ry 
decisionmakers responslbJe for planning crisis 
intervention in Central Africa. 

Transnational Issues 

The intelligence community js...increasingly calJe~ 
upon ro respond to growing transnational th:eats,l 

particularly organi<:ed crime. drug trafficking. an~ 
terrorism. 

International Organized Crime 

Presidential Decision Directive 42 (PDD-42} dated 
22 October 1995, recognizes that international I 
criminal enterprises move vast sums of illicitly 
derived money through the world's financial systems, 
buy and sell narcotics and arms. and smuggle aliens', 
nuclear materials, and weapor:s of F.la5S destruction. 
The Intelligence Community (Ie) targets aU aspectS " 
of international criminal organizations from the I 
leadership structure to the organization's activities, 
Below are several activities being accomplished by 
the Ie in respons~ to the directive: ' 

• 	 Crime Groups. The Crime and Narcotics Center 
(CNC) broke new analytic grouni\ in several key 
areas. to include the emergtnlg power of crime 
g:oups in the Balkans, the fot"r.ler Soviet Uni9n, 
and Asia, 	 . I 

• 	 Targeting Money. CNC established a Crirn~'~'~// 
Financial Flows Branch u.:i provide intelligence 
support targeting the international flow of il!icit 
money. 

• 	 Organized Crime Branch Established. CNC 
establish::d an Organized Crime Branch to I 
produce strategic inteiligence'in support of I 
i:npiementation of the President's International 
Crime Control Strategy. The branch focuses bn 
identifying a.,d evaluating organized Criminall 

activity that affec:s US national security and l 
economic in~erests, I 

• 	 Organized Crime. C~C deepened cooperatioli 
with the Intelligence ComF.:tunity and law 1 
enforcement agencies on the threat of organiz.~ 
crime. , 

) 

! 

1" 	 €ornhating International Organized Crime. 
i\1!MA provides some support to combating 
international organized crime. This suppon is 
principally involved in managing imagery 
collection require:nents for law enforcement 
agencIes. 

Narcotics 

'The le addresses the international portions oftbe 
President's ]998 National Drug ConlroJ Policy: 
shielding America's air, land, and sea frontiers fro'm 
the drug threat and disrupting foreign drug 
operations. Interdiction operations also produce 
intelligence that can be used domestically against 
traffid(ing organizations. International supply~ 
reduction programs not only de:cte2.l'e the volume of 
illegal drugs reaching our shores. they also attack 
international criminal orga.'1izatlons, and honor our 
intemational dr.lg~control commitments. The US 
supply·reduction strategy seeks to: 

• 	 destroy drug-trafficking organizations 

• 	 interdict drug shipments 
+ 	 safeguard democracy and human rights 

• 	 Cultivation and Production Estimates. The 
Countemar:otics Center (CNC) completed. 
imagery~based cu;tivation and production 
estimates for all major coca and opium producing 
count:'ies that served as key input to the 
President's annual narcocics certification 
decisions, 

• 	 Drugs. CNC created ~!'z~Qatabases and 
initiated efforts to improve..f,;4trent analytic 
methodologies.used to siie-the flow of drugs as 
well as to identify the major rout~ and 
conveya:,ces used to transport drugs to the US. 
Also developed Md implemented a new. 
computer application that uses automatic text 
sea."'Ch and retrieval system for the collection of 
narcotic seizure data worldwide, 

• 	 Drug Trade. National Drug Iruel:igence Center 
(NDIe) prepared strategic analyses on the illicit 
drug trade for the c:ounterdru g community" 

• 	 Drug Threat Assessment~ NuIC deve!oped a 
drug threat assessment in support of the National 
Drug Control Strategy, 

• 	 Information Sharing, NDIC sponsored 
conferences with Federal, state and local 
counterdmg agencies ((l improve communication 
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and sharing of information among law this reponing confirms that at least one terrorist 
enforcement and intelligence agencies, organiza.ion possesses surface-ta-air missiles. 

• 	 Drug InteIHgem:e Analyst Training. NDIC • Conference on "Disease and Diplomacy. CMA 
supported Federal, state .and h;x:allaw . I in collaboration with State Department, the me 
enforcement agencies in addressing the dire need sponsored a conference on '·Disease and 
for drog intelligence analyst training throughlthe Diplomacy," examining the implications of this 
development of distance learning course in ttansnmionaJ threat for US foreign policy, 
partnership with fBI, DEA, Customs, FINCEN. • 	 Intelligence Support on TWA Flight 800. CIA 
and the National Guard Bureau. I provided suppOrt to the TWA Flight 800 

• 	 Estimates Completed, CIA completed investigation led by the FBI by using "sound 
cultivation and production estimates for a:t major propagation analysis" methodology to determine 
coca arid opium producing countries, which 1 'Which portion of the flight was seen by key 
served as a key input to the President's anm.:al eyewitnesses. 
narcotics Cel1.iHcatlon decisions. I • Exp!osive Sweeps. CIA provided K~9 Explosive

I Ordnance Disposal assistance to Fairfax County· 
TerrQrism 	 I and Vien::a Police Departments to support 

. i explosive sweeps being conducted for the Kas:
To meet the growing challettge of terrorism, the I 

tria! in Fairfax:.President. signed PDD~62 in May 1998 which creates 
a new and more sysremaric approach to fighting the • Gathering Information. !pI reported the 
terrorj.st threat. Ccun:ering terrorism requires dajLto» official US counterterrorism pelicy is ba.sed on 
day coordination within the US Goven:f:'iem and I several prime tenets, to indude: making no 
close cooperation with other governmentS and con.cessions to terrorists: placing economic, 
international orga:li:z.atiofiS, The inteHigence 

diplomatic, and occasionally military pressure oncommun:ty directly supports these effortS. 
State sponsors of terrorism: exploiting all 
available legal mechanisms (0 puniSh ' .. 	 Security and Protection. The Counlerterrofls,t 

Center (crC) provided intelligence and analysis internationallerrorists; and, helping other 
to meet policymaJ<;er interest in enhancing the governments improve their capabilities to comhat 
security of US facilities and protecting US terrorism thereby preventing intemlltional 
persons from terrorist threats. terrorists from becoming problems to the United 

I States. In this regard, the Inrelligen.ce • 	 Terrorist Groups. eTC continued TO asSesS the 
Comm":Jnity OC) fccuses its efforts on gathering .capabilities and intentions ofi:c~y ~'t:rrorist groups 

worldwide: their organi:z.ation~ infrastructure'l information on terrorist activities aimed at US 
leadership. suppOrt and financial networks, .' citizens or interes~Wld to help thwart such 
weapons acquisi!ions, capabilities, and' .. :' -' J: '/ activities. .~,,~--­'_.: 	 _..J'._ ,operational intent to artack US facilities and 'I' 

Personnel Exchange. Tfl~Jffihtated the FBI'spersonnel. • 
ability to fulfill its counterterroriSl!' mandate is 

• 	 Targeting Terrorists. CTC cooperated with YS enhanced by the S(tong working relationships it 
law enforcemenl in targeting terroristS and their has established with members of the Ie and US 
support groups. 	 . I law enforcement. The exchange of personnel 

.; Tasking Baud on Terrorist Concerns. ere among agencies has been key to the flow of 
continued meeting with policymakerS and !heir critical information between agencies and has 
staffs in formal and -informal sessions to ascertain strengthened the overall US Government 
their terrorist concerns in order to taSk CIA. counterte:rorism capability. Information is also
intelligence collectors and analystS, e)(charyged between agencies via several 

• 	 Acquisition of Surface~towAjr lVlissiles by a telecommuni<:ations systems that have 
Terrorist Group. The GDIP reponed a Third dramatically dec~ased the lag time experienced 
World HUMINT source obtained information! , between the receipt of terrorist threat information 
that a hand~he;d Infrared guided missile had been and the dissemination of that information to 
recovered by rerrorists following l.!. gun battle I ' FederaL state, and local intelligenceJl.aw 
with Army personneL in light of a subsequent'l 

enforcerr.ent agencies.downing of govemtr.ent aircraft by the terrorists. , I 10 
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The following are some examples of , 
accomplishments realized by the FBI's Internatio~al 
Terrorism Program in 1998: ' 

• 	 Identifying Suspects and For~nsic I 
Examinations of Born ~ing Si tes. In response to 
the August 7, 1993. twin bombings of the US 
Embassies in Dar es Sa.laam. Tanzania; and 
Nairobi, Kenya, h~jndreds of FBI agentS were 
dispatched to Tan:~ania and Kenya to identify 
suspects and cor.duct extensive forensic 1 
examina:ions of the bombings sites. As a resu,lt 
of these effoC",s, Mohamed Rashed Daoud 3l· i 
Owha.li ar)d Mohamed Sadiq Odeh were rendered 
to the United States on August 26, 1998, and I 

'AuguSt 27, 1998. respectively. These individu\als 
remain in custody in New York, bl.lLneither h~ 
agree~ to cooperate with investigators. 

• 	 Indictment of Us~ma Bin Larlin. On November 
~,'1998. the Southern Distri;::t ofIS"ew Yor'i: . I . 
announced the indictment of Usama Bin Ladm; 
his lieutenant. Muhammad A::ef; Wadih El hag::, 
Fazul Abdullah Mohammed, who is also know'n 
as Ha.''1.m Fazul; Moha.:ned Sadiq Odeh; and, i 
Moharned Ras::ed Daoud Al-Owhali on counts of 
conspiracy resulling from the bombings. In i 
addition. Wadih El Hage was indicted for perjury 
before a grand jury and for .makin~ false I 
statements. Both Usama Bin Ladm and I 
Muhammad Atef were added to tbe US 
Depanmeo't of State HeroeS R~Y>'aJKi Program i~ 
conju'nctlon with the indictments.'The Heroes II 

Rewards Program publicizes various reward~. .,. 
being offered by the US Government for '. f,.~; 
informarJon leading to the arrest and/or 1­
conviction of selected international terrorists. 
Fazul Abdullah Mohammed has been on the lis~ 
since October 1998. and remains a fugi~i\'e. 

• 	 Rapid Deployment Teams (RDTs). As a re~u;t 
of the experience gained through its response IO 

the August 7, 1998 twin bombings in Jar el 
Salaam and Nairobi. the FBI established five 
Rapid Deployment Teams (RDTs), {two of whifh 
are located in tr.e: Washingtor. Field Office, andl 
one each in Los Angeles, ~ew York. and Miami) 
which will enhance and expedite the FBI's abilijty 
to res?ond to aC~5 of terror;sm abroad. RDTs ~ 
units capable of deploying abroad with .;;elerity to 
the scene_of a terror-Sf attack. organizing a 1 
comman-d pOSt, conducting a forensic I 

examination of the crime scene, and conducting 
the resultant criminal investigation. RDTs are 
comprised of field office executive managers, 
investigators, analysiS, as well as task oriented 
personnel, such as borcb technicians. physical 
security specialists, and evidence response teams, 
Specialty personnel capable of providing 
expertise ir. such diverse areas as 
chemical/biological weapons, communications, 

" and logistics are able to be inlegrated into each 
RDT. Although the success of aU ext:ra~~rritorial 
deployments is dependent on host nation support 
and cooperation; the personnel and equipment 
organic to the ROTs witt allow the FBI to sustain 
extended operations in foreign environments. 

• 	 World Trade Center Bombing. On February 
26. 1993, the World Trade Center in New York 
City was bombed, kitling si,~,persons and ir.juring 
hundreds. On March 4, 1994, four perpetrators 
were convicted of the bombing and sentencec to 
240 years each in prison. The alleged 
mastermind, Ramzi Ahmed Yousef, was later 
rerumed to [he United States. On November 12. 
J 997, Yousef and an associate, Eyad Mahmoud 
Ismail Najim, were fou:1d gui;cy of conspiracy. 
On January 8, 1998, Yousef was sentenced to 240 
years in priso". Simultaneously, he was 
sentenced to,life in prison for the rote he played 
in a plot to bomb US commercial airliners 
servicing the Far East region. The sentences are 
to run con5ecu~ivel}'. Najim was sentenced on 
April 3, 1998.,£0 2,:tOyears in prison with no 
chance ofparo~e,"-~ .•~,: -"_~ 

ProlJ1erarion 

Efforts to control the proliferation of Weapons of 
Mass Destruction (\\,MD) and conventional weapons 
remains a high priority for the US Govemme.rn. 
ThroU".h treaties and other methods the US rums to 

fr' 	 'Ifi"strengthen controls over weapons~.usao,e !SSI,e. 
material and prevent the theft or dIverSIon of WMD 
and related material and tec:mology, 

• 	 iVlissile Tests. NPe repor.ed that CIA provided 
early warning of imminent missile test~ in three 
countries, which allowed the Commumty to 
deploy collec~!;)n asse:s :n a :imely manr.er. 

• 	 CW Assessments. "''PC's <:harncterization of 
chemical weapons ager:.rs a!lowed assess~ents 
:hat provided a reliable i:1teliigence ba.selme for 
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DOD planners to make decisions art CW 

detection and medical CQuntenneaSUre 

acquisitions. 


• 	 Imp1ementation of BW and CW 
.Enhancements. ~'PC developed an I 
jmplementation plan to address the BW and CW 
p:o!iferation issue, and began implemenr~tior. cf, 
the plan by identifying and hiring a leadit.g I 
biotechnology industry expert to serve as thel 
OCI's Senior Science and Technology Advisorto 
increase the Community's ability to adcress BW 
issues. 

• 	 Foreign End USI!r Checks. In s~PpOrt of th6 
State-chaired, interagency n~nprolifera:.ion. 1 
working groups, NrC processed ar.d coordmated 
InteJltgence Cornm1;lnity inputs to many I 
demarches. talking points. or non-papers. These 
inputs were used to coun:er (he transfer of ! 
nuclear. chemical, biological, and missile-rehired 
equipment and technology that could be ~_sed in 
"?fMD programs. CIA conducted more than I 
7,000 foreign end use:- checks in support of th,e 
US licensing !uld expor. p..ocess, checks that t,~e 
Department of Commerce considered vitai to its 
review of US export ljcenses. 1 

• 	 Development Qf Shahab·3 Missile. t-.'PC and . 
on iden:i:'ied and analyzec key milestones and 
techr.ical pa."!1meters in 'Iran's program to develop 
the Shahab-.3 missile. I 

• 	 Network Assists Decisionmakers.. The National 
Ground Intelligence Center provides a web-b~ed 
network to estima!e the cons~ue~ces from the 
release of nuclear, biological. 'ch~micaJ. or I 
radiological materials to assist decisionmakers in .. 
for.nulating an emergency response. '. ·1. ;: ~. 

• 	 The Anny Foreign Materiel Program. Thel' 
Army Foreign Materiel Program assessed a wide 
range of weapon systems and technologies during 
the past year~ Data developed f:-om fo!"eign 
materiel exploitation have contribm:ed 
significantly to upgrading US ~e.apons and 
developing technologies to defeat worldwide I 
threat s},ster:lS and assure t!:.e 5urvivabiii:y of US 
ground forces. . _ ! 

• 	 Urban Warfare Threat The Ma..oine COQ!; : 
Intelligence Activity was the ;argest producer of 
the urban wa.-fare threat during the year. i 
Products included uman wanare reference. I 
documents. a video highlighting past operations, . 
a lessons-lea~ed (.verview of th!'"ee case srudie1s. 
and a handbook to assist warfighters in I 
identifying urban intelligence requirementS. I 

, 

" 

• 	 Nuclear Collection Tools and Technkal 
Support. DOE continued to provide suppon for 
specia:iz.ed i-:-.teIEgence operation.s, to include the 
developrr.entlenhancement of a suite of sensitive. 
lightweight. compact, and inexpensive radia;ion 
detection equipment; an on~ca11 capability. 
through selected Department of Energy- (DOE) 
laboratories. to analyze data an,d idenrify/classify 
suspect nuclear materials: specialized training on 
nuclear health physics,and the use of the 
detection equipment: and one full-time DOE 
laboratory technical advisor. Established a 
dc;:.lloyable cadre of at! additional two trained 
personnel for suppon. 

• 	 Combating Prolifer,ation. !>o1.iv1A irr.agery and 
,imagery analysis were key to understanding and 
responding to worldwide efforu to deve!op and 
proliferate bmh critical weapons of mass 
destruction (WMD) technotogies and operational 
W':MD systems. 

• 	 MOnitoring. !-.'IMA reported ana;yslS monitored 
worldwide researca and development, test and 
evaluation. ptodt:ction. and proliferation of 
nuclear. ballistic missile. chemical. biological, 
aad advanced conventional weapo;)s and 
weapons~related technologies, 

• 	 CW InteUlgence Baseline. CIA characterized 
chemical weapons (CW) agents so as to provide a 
reliable intelligence baseline for Department of 
Defense (DoD) planners to make decisions on 
chemical weapons detection and medical 
countermeasure ~LN..uisitions. 

• 	 Interdiction. CIA pr6Ce's:setr-and coordinated Ie 
inputs to many deman::hes:;ia1king pointS. and 
other unofficial papers used to CO!fHer the 
transfer of nuclear. chemical. biological, and 
missile·reiared equipment and technology that 
could be used in weapons of mass destruction 
(WlvID) programs 

• 	 Counterproiiferation Assistance Program. 
FBI and DOD have consulted with and have been 
supponed by other US Government agencies in 
developing and implementing So 

Coun'terproliferarion Assisamce Program for the 
states of the former Soviet Union (FSU), the 
Baltic countries, and' Eastern Europe. This' 
program is desigr.ed to expand and improve US 
efforts to deter the possible illicit WlvfD 
proliferation on rhe ?a.'l of organized crime 
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groups and individuals [hroug~out the FSU, the 
Baltics, and Eastf:m Europe. Assist!L.'1ce is 
tailored to the specific response needs of the 
targeted countrylre.gion and is intended to; 
enhance awareness levels regarding t:-,e \V}.H) 
threat; improve overall detection teChniques; a::d, 
increase the law enforcement caoabiliiies neec.ed . . 
to effectively respond to and i:westigate \\'f,.1D­

related incidents within their borders. I 
, 

• 	 Countering Proijferation of \\'1\'1D. rBIIDOD 
Counterpre-liferation Assistance Program also: 
calls for the provision of a certain amount of : 
follow~cn ~cr.nrcal assistance ,and eq'Jipmenti 
procurer:1er.t. where appropriate. in order'i(l 
counter the proliferation of \VMD. 

• 	 Unit at FBI. FBI conr:nues to refine and expand' 
:ts investigative.and analytical efforts in the I 
counterproliJeration area, as exemplified by the 
recent establishment of a unit at FBI 
Headquarters dedicated solely to 
cou:;rerproliferation: matters. 

• 	 "Counterproliferation" Course of Instruction. 
,FBI reported in connection with the I 
aforementioned Counterprollfe:-ation Assistar:.~e 
Program. 184 government officials f:-om the \ 
Republics of Kazakhstan, Uzbekist.Zi."1. t 
Kyrgyzstan. Moldava. 3:1d Georgia have received 
tbe basic "Counterproliferation" course of I 
instruction at the International Law Enforce:-nem 

Academy in Budapest. Hu~~~""Y. l' I 
Counterintellig'ence : 

, ...-. 
Counterintelligence pr-ovides an a.bility to protect·"i ­
sensitive national security information and to prevent 
the loss of cri:ica! technological, industrial .and I 
ca:nrnercia! infor.nation. CO:.J:;terintelligence efforts 
provide a comprehensive security program and I 
constant evaluation of the intentions and targets ofl 
foreign intelligence services. Counterinte!ligence 1 
ca:IJ3bilities and programs work to detect and ! 

neutralize the impact of espionage again~t US I 
interests. The intelligence mission depends on l.he; 
adequacy of counterintelligence programs to provide 
warning and p!:otective measures against both I 
traditional espionage and non-traditior.al ecor:omi, 
theft of US equities, Failure to protect our I 
economic and security interests would irr.pact 
America's prosperi.t)' al home and abroad. 
Awareness of the thi·eat and adherence (0 prescribed

I 

personnel ;::;forma:ion and physknl security standards 
·ani:! procedures-based on risk management principies 
are critical. 	 ' 

• 	 Training. NAC1C conrinues to fund CI agency 
par.icipatior. if. its various cr courses, seminars, 
and conferences, NAC1e also sponsQred 
numerous CI awareness training programs for 
both the pU,blic .and private sector. 

• 	 Joint C1 Evaluation Office. The DoD FCIP 
reported that the joint C1 Evaluation Office­
manned by 000 and Service C1 representatives. 
was established to keep senior DoD leadership 
informed on significant C1 investigations, NSA 
and DLA provide support as needed. fBI and 
CiA personnel are expected to join in the near 
future. The Defense CompUter Fo;-ensics 
Laboratory ad:ieved'bitial operati:;g capability. 

• 	 CI Program. FCIP provided DoD customers 
with a comprehensive and professional CI 
yrogram to identify, assess andior neutralize 
foreig:"l in:e!ligence service or terrorist threats, 
The FeIP conducted over 1,500 C1 investigations 
and ope:a':ions; disseminated more than 19.000 
Intell:gence Infonnation Reports or service 
collection reports; published over 7,400 CI 
a."1alyses, threat estimates or other C1 documents; 
presented over 20.000 thre:.H briefings to more 
than 640,000 personnel; supported in excess of 
500 joint, service or. combined military exercises; 
er.h.anced a vital link with US Defense industry 
by keeping that industry aware of foreign threats; 
and accomplished.over 6,600 additional CI 
initiatives to ·support ·miljt~_,-usromers,-_u 	 __ 

• 	 Third-Party Pun::hasing;,...pOD FCIP reported 
that AFOSI,·in ajoint inv;;rigati<.m with 11S 
Cusmrns, detennined that a Taiwanese national 
had purchased mil:taty sensitive parts through a 
third·parry from a Defense Reutilization a.nd 
Marketing Office and tried to ship them to 
Taiwa:l without proper export license. The 
individual w.as charged and indicted for the 
offense. The military systems involved were. US 
Army tank treads, USAF F-i I7 gyros. F-lll 
nav:gational dev:ces and unspeCified US Navy 
equipJ"::1ent. 

• 	 Recruited So~dier. DoD FeIP repOrted that 
Keny Warren. a former Army soldier who served 
in Germany from 1934lO 1988, pled guilty to one 
count of conspiracy \0 commit espionage in :a 
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Tampa federal court on Nov~mber 6, 1998. On 
12 February 1999, she was sentenced to 25 years 
in prison; the max.imum allowed under the plea 

. agreement. Wa.--:en was one of a number of: 
soldiers recruited by convicted fonner spy Anny 
sergeant Clyde 1..ee Conrad in Europe. Anny 
Military Iutelligen:::e conducted :~e investigation 

of Wa."Ten jo\O:ly with the ~L I 
• 	 Blackbird Database. DoD FerP reported that 

the Balkans Bra.'1ch of the US Army Euro;?e~ 
Analysis and Control Element c:euted and 
maintains the Blackbird Database. The bra115:n 
pulls all raw reporting from the CI/HUMINT as 
well as theater. nationalleve! and open sourie 
reports related to the Balkans. The databasel is 
available at the SCI, SECRET colla;eral and 
NATO reJease ciassification levels. Alllev~!s of, 
the intellige;nce commumty, from CIIHt.JMINT 
teams in BQsn;a to DIA analysts utilize it I 

• 	 NelS System and Technology Threat . I 
Advisory. DoD FCIP reported that NCIS I ' 
developed a new analytical product entitled t,oe 
"NelS System and Technology Threat ' 
Advisory':, The Advisory provides threat I 
warning 10 Navy acquisition programs 
concerning foreign targeting of US Navy critical 
program information. The products have I 
received wide acclaim within the Navy and the 
FBI, CLA and National CI Center, 

• 	 Expanded Collec.tion and .;\na.\tsis. CIe I 
expanded collection and analysis of the th:eats 
posed: by hostile intelligence services fO US ,! 
national securiry interests. j: .:;,::

I ­
• 	 , Publications Produced. CIC produced a I 

significant number of publications for the' I 
Community analyzing foreign intelligence an1d 
security services. I 

• 	 fllegals Network. A three year invcstigatioA by 
the FBI ~d other t:S Govern'men! enti~ies i 
culminated in the arrest of to members of an I 
illegals network in Miami. Florida, On September 
I2. 1998. This network was engaged in the I 
collection of iofo:ma!ion from a va.-1e:y of ta~gets 

, in the south Florida area. These tatgets'inc1uded 
i.nformatton related to political and humanitarian 
activities by Cub<UI America;} organi2ations; t::'e 
operation of US military Huta!lations; and. other, 
us Governmenr functions. As a result of th;~ . 	 I 

investigation a:"d related investigations that were 
cond~c:ed by the New York field office, the US 
Department of State expelled :nree me;nbers of 
the Cuban Mission to the United Nat~or.s in New 
York during December 1998, for actions related 
to [his network, 

• ,Connectivity to Industry_ FBI es:abl:shed 

con~ectivity to industry in order to share threat 
warnings and information via the InfraGard 
Program. InfraGard is designed to address the 
need fo: a private and public section infonnation 
sharing mechanism at both the national and local 
levels by: 

providing members prompt, value-added 
threat advisories, alerts, and warnings; 

increasing the quantity and quality of 
infrastrucrJre threat information and 
incidentrepims pr:Ovided to local FBI 
field offl<;es; 

increasing interaction and information 
sharing among InfraGard members ane 
their associated local FBI field offices 
and FBI Headquarters on infrastru<:ture 
l,hreats. vulnerability, and 
interdependencies; 

ensuring the protection of cyber and 
physical threat data shared among 
InfraGard membets, FBI field offices, 
and FBI Headquarters through, 
cOr.1pliance with proprietary. legal. and 
security Lequirem~nts. 

,_~_..,-r__ 

... .,' ,~.,.A._ 

Disciplf"'es 

The following a:e program accomplist::llents which 
illustrate enhancements to specific disciplines. 

All Source Analysis and Production 

All source analYSIS examine and interpret both the 
raw,data from the intelligence disciplines ofIlv11NT. 
HtIMINT, SIGINT, and MASINT, as well as <he 
expe:t commentary of both single source analysts and 
HUMINT collectors, Each aU source analyst also 
develops a unique personal preference for other 
valuable data sources, These may include industry 
and acaderr.ic contacts, allied intelligence services, 
nOf!~govemmenta! agencies (NGOs), and 
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augment limited analytic coverage of 27 Latin 
.. synthesizes all such data through the prism of their American and African countries. Among other 
· counterintelligence data. The all-source analyst 

academic training, language skills, foreign trave\' and 
personal experience. 

With the emergence of information on formerly I :, 
denied countries, open source intelligence has 
become an increasing valuable contribution to the

l 
all 

'source analysis process. The availability of open I 
source intelligence was facilitated by the Internet's· 
exponential groWl.h. 	 I 

· All-source analysts must possess oT acquire expef1ise 
on functional or regional topics as diverse as North. 
Korean biological weapons and South Am~rican 1 
economics. Because each analyst is unique. the best 
analysis is usually a result of collaboration with other 
IC anaJysts with complementary expertiSe. The I 
finished i.ntelligence products resulting from this 
process provide warning, illumination, and context to 
the decision making process of national I 

· policYmakers. diplomats, military commanders, and 
other government officials worldwide. i.," 
All source analysis accomplishments result from the· 
process of analysis, evaluation, synthesis, 
interpretation. and integration of infonnation into 
finished, all-source intelligence products, and the 

· dissemination of the finished, aU-source intelligence 
· product. 

• Increased Production. US Transportation 
Command's loint Intelligence Center increased 
its. overall yearly intenigef!c~ prodllction by a I 
factor of four without an incre..ase'in manpower. 
Also, Reserve Component production at the ·1 . 
Com~and increased by 800 percent and .,,:j., :~:., 
contnbutes to 24 percent of the overall . j' '•. 

production effort. In addition. all intelligence I' 

products are available electronically. 
• 	 I

• 	 Increase m Task Force. European Command's· 
. loint Analysis Center (lAC) continued to provide 
focused support in response to increased activity 
within the Command's area of responsibility, in 
which the number of joint and combined task I :. 
forces almost doubled since last year. The lAC 
supported two joint task forces simultaneously I 
and, ~uring the Kosovo crisis, provided over 
I, I 00 tailored intelligence products and exploited 
more than 3.000' images. The lAC also provided 
extensive .support to other combatant Commands, 
highlighted by extensive efforts in preparation ·fcir 
Operation DESERT THUNDER. 

• 	 Global Expertise Reserve. The NlC recruited 
seven ac'ademic experts in a pilot program to 

things, this Global Expertise Reserve provided 12 
in-depth reports on Tier 3 and Tier 4 countries 
and held four Community seminars. 

• 	 Diplomatic Support. CIA provided suppOrt for 
high-level US visits to all regions of the world, in 
panicular, exteI1sive support for several 
Presidential and to US panicipants in the Middle 
East Peace Process. 

• 	 PDB. CIA tailored the: President's Daily Brief 
and its delivery mechanism to better serve the 
President, Vice President. and senior advisors and 
created the Strategic Perspective series to provide 
more in-depth analysis of longer term issues. 

• 	 . The Senior Executives Intelligence Brief. The 
Senior Executives Intelligence Brief (SEIB) 
replaced the National InteUjgence Daily (NID) as 
the daily vehicle to infonn policy makers, as part 
of the procedures to more carefully control copies 
of the SEIB and protect it from accidental or 
int'entionaI disclosure. 

• 	 Established Standards and Procedures. CIA 
established competency standards and 
certification procedures for analysis that provide 
the clariry. consistency, and flexibiliry for 
tailoring professional development to meet future 
expertise requirements. 

• 	 CIA Operations Center. CIA reengineered the 
CIA Operations Center--as well as daily 
intelligence deJi very;-"to be~c.ter tailor products and 
services for the PresidY!i.~'~~enior 
policy makers. ".. ';'., 

",'~' 

• 	 Outreach. CIA increased outrea~Ii to identify 
and communicate on a regular basis with outside 
experts'to fill information gaps and to challenge 
and test analysis. 

• 	 Internet to the Desktop Program, CIA 
designed a technical architecture for the 
Agency's I~terne[ to the desktop program"which 
will provide high-speed Internet access to every 
analyst as well as access to a variety of analytic 
tools. 

• 	 Arrest of Cuban Agents. The FBI reported that 
FBI Headquarters assisted in a major espionage 
investigation through the identification of several 
Cuban agents who were operating in the United 
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.. . I d' h' I fStates. Th IS " InvestlgatlOn resu te In t e arrest 0: 

10 individuals. . 	 I 

• 	 ' Pitts Espionoge Case. FBI analysts are 
providing significant comribu!ions to the ongoi:1g 
damage as:sessm'!nt of the Pitts espionage caSe, 

Building Expertise fer Future intelligence 

• 	 Geographic Learning Site On·Januaty 30. 
i998, State 1l,rR launched the Geographic 
Leeming Site (GLS), The GLS is INR's , 
contribution toward supporting the Presidenris 
"Cal! to Action for Education" and the 1 
Department of Education's "America Goes Back 
to School" effort. The GLS is designed to assist, 
teaching of geography and foreign affairs to I 
saJden:5 in grades K~ 12: It demons:ra:es hc,,{ 
geography can hel? us to understand (he forces,
that shape foreign affairs and tnforrns students ­
some of whom will become tQrnor:'Ow's I 
diplomats - abOU1, the De?artment' s work, n)e 
GLS underscores {he leadership roie of the ;.' 
United Stares in such global issues as,humanl 
rights, democracy, sustainable development, and 
environmental protection, The site caIl be. us~d 
by teachers to stimulate their students to think 
geographically, to use effective research mett\ods 
and tools, and to seek out answers for themse~ves 
about the important and difficult problems bepind 
tooay's headlines, The GLS has s(eadiiy increased 
in po::;ularity - currently rece:vi:1$ over 2.000' hits 
a day', and has won fiv; w~:.i'itwards as 3:1 I 

. excellent educational: tool including Editor's' .. 
Choice for the Awesome Library (Top 5% i!! ~'." .::.:: 
g!1\des K-l2). . ­

• 	 Intemg~nce Assessments, Suue INR produced 
more than 5.700 intelligence asseSSITl~ntS 
covering virtually every country and 
transnational issue of foretgn policy significance. 

• 	 Morning InteUigen<:e Sum~ary. State iNR I 
. publisned the Secretary's Morning Intelligence 
Summary 365 days last yea: a.'1d delivered it t6 
the Secretary of State no matter where in the I' 

world she happe:1ed to be. 

• 	 Research and Training Program o.n Eastern 
Europe and the NIS. State INR managed the,
$4,6 million Rese::trch and Training Program on 
Easten'.. Europe and (he NIS (Title VIm which 
seeks to'build US expertise on ~hose regions by 

1 
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providing assistance to over t200 graduate 
srudents and senior scholars annually, 

• 	 Environmental Flashpoints. CIA brougbt 
together a workshop on Environmental 
:=iashpoims of over 170 expei1s from academia, 
the pr:va~e sector, noogovemme:1tal 
organizations, a..'1d government agencies 
identified regional environmental stresses 
worldwide a."1d assessed their impact on US 
national imerests. 

• 	 Language Training. CIA expanded language 
training 00 global covel1lge'languages to facilitate 
analYSiS' access to new sources-of information, 
particularly foreign press and selected Internet 
websires. 

• 	 Information Alert Tools. CIA comj11eted the 
firs: ora four-phase project that will provide 
global coverage analysts WIth a suite of new 
inforIT.ation alert tools, , 

Imagery Intelligence and Geospatiallnformation 
(IMINT) 

The collection, processing, and analysis of imagery 
for intelligence reasons, 

• 

• 

Imagery and Information for CustQmers. 
Through the acquisition. proces.$ing. and 
management of imagery and geospatial 
infonn-arion, NTh4:A developed (he capability to 
iden[:fy. oblaiTl, and evaluate the be..$t sources of 
imagery ar.d infon:nation fQr customers. NTh1A 
continuously investiga1~d:'2":"'"'sources (If data, 
both govemmer:t 3.l"ld (;omrrieicial, includi:1g 
advanced nonliteral imagery' (for instance. 
muitispecr:ral and hyperspectrai imagery). 

Functional and Regionai ~owledge. NIMA 
analytical resources focused, on satisfying 
Presidential Decision Directive issues. against 
which extensive functional and regional 
knowiedge and expertise are applied. With the 
implementation of (US :magery & Geospatial 
Inforrn.ation System) USIGS. detailed and timely 
3,."1alY$:5 wil: be provided to a hos: of CtlSlo:ne:-s, 
frcrr. natlo:1a.! decisionmakers and rni:ilary 
commanders to tactical military units, on such 
issues as peacekeeping, non~combaiam 
.evacuation, mi:itary engagements, and nationa! 
policy initiatives, 
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• 	 Integrated Production Cell. CIA implemented 
with NIMA an integrated production cell thkt 
fuses geospatial information with imagery I 
intelligence. Within the cell; imagery and 
geospatial analysts engage in collaborative 
analysis and producti0!1. 

• 	 Thule Air Base in Greenland. CIA completes a 
comprehensive land use study documenting:the 
potential environmental concerns at Thule J:.ir 
Base in Greenland. Comparisons between NrMA 
data and previously existing documentation I 
revealed dramatic improvements in the spatial 
accuracy of suspected hazardous sites and 
identified new areas· of potential concern. 

Signals Intelligence (SIG(NT) 

IntelligefLce information derived from all 
communications intelligence, electronics intelligence, 
and foreign instrumentation sigmils intelligence, I 
however transmitted or collected. 

• 	 Integration of Imagery and Signals 
Intelligence. Atlantic Intelligence Command's 
JrvA Operatiomli Laboratory demonstrated the 
capability to integrate imagery intelligence v!.ith 
signals intelligence. In addition, the laboratdry 
demonstrated the capability to overlay imagery 
intelligence and signals intelligence data on ~ 
single display, which yields better visualization 
of a fused intelligence picone. 

• 	 The Assured Support to Operational 
Commanders Document. bIA }eported recent , 
developments in weapons, doctrine, and join~ 
warfighting concepts defined in Joint Vision.:·, ::.­

,I. ..' 

2010 prompted the community to examine all 
intelligence: surveillance, and reconnaissanc~ 
(ISR) techniques as well as the collection i 
platforms, designs, and systems that support joint 
force com:nanders. The Assured Support to I 
Operational Commanders, produced in August 
1998, defines the operational intelligence I 
requirements for air, space, naval, land, special 
operations, and strategic and mobility forces I 
during crises and conflict. The document focuses 
on requirementS n~eded to locate, target, and I' 
defeat enemy assets and to assess the damage 
inflicted upon him. Recurring publication wil! 
strengthen the ability of the Intelligence 
Community to suppon the Chainnan's Joint 
Requir~ments Oversight process. This key 
reference will be reviewed and updated as new 

national strategic, planning, and capabilities 
documents are published. 

• 	 Production of Cross-Cueing IVUssion Needs 
Statement (MNS). In accordance with Defense 
Planning Guidance, DIA produced the Cross­
cueing Mission Needs Statement, which lays the 
groundwork for integrating system requirements 
to ensure improved interoperability and cross· 
cueing of collection sensors in the furure. This 
effort will enc~urage improveti cooperation and 
coordination across collection disciplines, 
echelons, and agencies. It also will support new 
acquisitions Cl!1d improvements to existing 
systems to help them achieve synergy. Finally,' 
the statement establishes the central role of cros's­
cueing in the development of future intelligence, 
surveillance. and reconnaissance systems. ' 

Measurement and Sign'~ture Intelligence 
(MASIND 

Measurement and Signature Imelligence (MASINT) 
is technically derived intelligence that detects, 
locates, tracks, idemifies, and describes the unique 
characteristics of fixed and moving targets. 

Human Source Intelligence (HUML~T) 

A category of intelligence information derived from 
human sources. 

• 	 Mobile Co~munJc_ations Network. DOE 
developed a prototype Il"!obile, wireless. Intranet 
Protocol (IP)-based cQfu'~~f=communications 
network that incorporates:-lbw probability of 
detectionllow probability··of" intercept 
characteristics. The system provt<ies a secure, 
flexible, mobile communications network that 
can support'a variety offield operations. 

• 	 World War II Casualties. USDAO Tirana, 
Albania, assisted in a search and recovery effort 
that resulted in the return of the remains of a US 
Serviceman lost during World War II. On'10 
August 1944, six crew members of the S13th 
Bomber Squadron, 3.76th Bomber Group, were 
reported missing in action after failing to return 
from targeting a"refinery in Ploesti, Romania. 
The aircraft was shot down over Albania and, 
although the case was never closed, a search was 
never conducted because of the isolationist policy 
of the Communist government of Albania. In 
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cooperation with (he local authorifies and the I' 

American Embassy, Tirana, a search and 
recovery team recovered the remains of a cre~ 
member, which are pending identification, T~is 
activity demonstrates the continuing efforts of 
HUMINT to support an accounting of a111ost~ 
military personnel. regardless of the passage cif 
ti_ ' 	 , 

,. 	 Thwarting CoUection Activities. 'J11e 

combination of HU?vHNT with expert 
investigations and analysis allows the FBI to 
work proactively '(0 thwart the collection 
actIvities of hostile foreign intelligence servlc~s. 
This combination has also proved invaluable in 
the deterrence of numerous acts of terrorism I 

throughQUI the years" 

Open Souree InteUigenee (OSINT) 

The collection. processing, analysis. and 
dissem:na:ion of open source information from 
foreign medialbroadeas'-5, pubEcations, and 
corr.mercia! databases. 

• 	 Future Crisis. The CIA reported efforts to I , 
create a DI Corporate Knowledge System and i 
exploit open source information systems that will 
help leverage analytic resources in warning of 
and surging aga:nst future crises. 

• 	 Latin American Newspapers. CIA created a 

new pr-oduct anc. lll1pleme~te;d a ndw work 1 
processes to produce daily roundups of La:in 
American country newsoaoers on the In~emet.,. . 	 " 

• 	 International Program Expansion. CIA '"r.~:,:;" 
expanded the open source international progr~m, • 
from three countries to six and negoriatioIls with 
five more countries. I 

• 	 Management System. CIA deployed the firs! 
Web-based'IN'TELINK Open Source 
Rec;ui~ments Management System for IC 
coordination and submission of tasking 
requ:rements, 

• 	 Increased Reporting. The CIA it.creased ope!, 
source reporting on prollferation.lntemationali 
economics', crime and narcotics, and On terrorism, 

• 	 Internet Based C(llIectiort and Processing ·1 
System. The CIA deployed a new rntemet~based 
collection and processing system Overseas 1· 
allowing'collaboralive work in a virtual :, 

, 
, 18 

environment and increasing flexibility, cose 
effectiveness. ?nd Joadshanng,, 

Inffastillctur~ 

:nfrastructure includes al: the sustaining activities 
that support a program in its entirety, An effective 
and efficient intrastrucrure is the key (0 a cost 
effect:ve p:-ogr3r.1. An ineffective ir.:rastructure can 
b(t very cost:y a.'1C drain the critical resoutt:es needed 
to support the core mission of the Program. As 
shown in the many significant accomplishments list 
below, all Programs are making progress In 
streamlining and modemizi'ng ,heir infrastructure. 

This category includes general, financial, and 
administrative functions. including logistics, 
corr:ptrolier. legal and audit fun<:tions. personnel 
management, facilities costs (utilities. leases. 
mat:l:temmce. and purchase), communications and 
information services, education and training, basic 
and applied research and development ac:ivities 
required to support intelligence operations. public 
information, medica! services. supply operations. 
base services, and propert), disposal. 

• 	 "Closing the eirele Award". The 1998 While 
House "Closing the Circle Award" for 
Environmental Innovation was awarded to DIA 
for developing a process to eliminate the heavy 
metal toxic, cadmium. from imagery processing. 

• 	 Asynchronous Transfer Mode (AT:\1) 
Implementation. 'ATM irr.,:plemenlation 

provided a qtia."'lrumimpro~ent in desktop 
cOrnr.lunications bandwidtlf'for the entire aii­
source analyst workforce. ~o'wing"ehpl0ration of 
new technologies and analytical sr.raregies and 
ultimately desktop videoconferencing, 
collaborative tools, and fasrer file transfers. 

• 	 Joint Worldwide Intelligence Communications 
System (JWICS) Installation. The installation 
of an upgraded JW!CS communications hardware 
and v;ceo teleconference schedulir.g equ\pme~.t 
anc sof:ware provides a :nore robust operating 
environment. Upgrades also ensure-continued 
ope:-ation into the next millennium as the premier 
global Sensitive Compartmented Information 
(SCI) communications vehicle for mOSt 

Intelligence· Communicy customers. 
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• 	 HT..rMINT O,)crational Control Network 
Installation. The Defense Attache Worldwide 
Network (DA Wff) sYStem is being upgraded for 
the global DIA customer base. This effort also­
assured Y2K compliance and <;Qmmonality of 
hardware and software'betwee:1 the I 
Secret/coliateral and SCI environments. thus 
reducing support costs by standardizing 
applications and cperating systems. 

• 	 Improved InformatiQn Technology Support, to 
UNIX Customers. Over 85 percent o~DLA's 
UN1X customers have been converted to the'SllN 
SOLARlS operatIng system, assuring Y2K 1 
corr.plJance and increasing interoperabi!ity with 
Windo?>,s NT customers via common Microsioft 
office automation applicat:ons. . . 

• 	 Translations of Foreign Language Source, 
Materials. Dl.:\ saved money, improved su~port. 
and broadened the custOmer base by using I 
Reserve Component manpower to translate 
foreign materials into English: then posting the 
p'roduct on the secure Intel ink network. : 

I
• 	 Commercial Satemte Imagery Library (CSIL}. 

More than 10.000 commercial satellite image!s 
were added to the CSrr... saving oYer $15 million 
in imagery duplication Costs., I 

• 	 Support to. Consumers Df Order of Battle , 
Data. Electronic dissemination df order of battle 
data (Integrated Data Base ~a Modernized 'I 
Integrated Data Base) and software releases were 
provided over lV.1CS, STONE GHOST, ane',· ::, '.. 
S['pRNET networks to US and partner nations, "4 • 

generating over 800 mformation pr6duc~s i 
monthly using electronic and magnetic media and 
process:ng data base transactions from over 20 
de\egaied procucers g;obaUy, 

• 	 DIA Information Te:chnQlogy Preparation 
Center. GDrP completed the design, 
const::uc:tion, and activation of a new Information 
Technology Preparation Center allhe DLA I 
warehouse, reductng {he amou"n: of time between 
order and delivery of much-needed technology 
platforms and anc:llary devices and allow:::g 1 
nearly 200 new platfom'!s to be processed each 
week. 	 I 

• 	 Conso~dated Application Integration. Thei 
Cop.soiidated Application Imegrntion (CAI) e~fort 

was initiated !!1 response [Q the DIA s:rategic 
plan's emphasis on improving suppOrt to the 
business systems that aid agency managemem 
and streamlining !ife cycle support for 16 
business applications by consolidating con{ract 
support. 

• AUTODL'l Bypass Defirueion. Iri order to 
transport record message traffic when AUTODJN 
shuts down in December 1999, the DoDIIS 
Management Board defined a "bypass" 
archifecru,e, replacing AUTODIN with the Joint 
Worldwide Information Communication System 
(lwlCS) and Validating it with all the Unified 
Commands within 90 days. 

• Consolidated Information Te<:hnology. To 
preclude 5tove~pipe development 0; systems, 
DIA's new information technology development 
stra:egy was crean~c to permit users to develop 
applications. bu~ not systems. Major COSt 

avoidance has already been realized, 

• ChjeJ Information Officer Program. The DLA 
Chief Infonnation Officer (CIO) panel was 
established to ensure respons;;,;e execution of all 
information technology funds, The DLA CIa 
Panel, in equal pa:1nerShip with other Intelligence 
Community OOs, is moving :oward the goai of 
Inteillgencl!- Community inleroperability through 
the implementation of policies. procedures, 
standards, and informa,ion technology, 

• t"2IC DL.l\ successfully completed the DoD 
Inspector Ge:-.eral fudit,,· M:projects a.'"t! on 
schedule. and all docUh'ie~"tr.:m, tests, and 
contingency plans"are co-rniJ'!ete, Plans for 
IClDQD endwtcrend testing haV'e been completed. 

• Use of Reserve CompDnents as a Force 
Multiplier [or the Active Duty Community. 
DIA provided over 40,000 man days of Reserve 
Component intelligence suppOrt to OSD, the, 
Unified Commands, the Joint Staff, and combat 
suppOrt,agencies. , A broad spectf'Jrn of 
intelligence produc:ion and collection $UPP0:1 is 
available during peacetime and cdses. 
Contributions include joint targeting r.1aterials, 
air defense srudjes, community data base updates, 
and amphibious studies_ 

• Crisis Support of Bosnian Operations, CrisIs 
SI.;?POr1 for operations in Bosnia was provided 
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• 

• 

• 

• 

• 

through a Presidential SeleCt ~ecaU of Reservl 
Component personnel. Also, electronic 
connectivity allowed reservists at their horne 
station in Fe Sheridan, Hlinois. to provide reah 

rime intelligence support to active duty forces jn 

US European Command. Reserve contributior:as 

included accomplishing 68 percent of the I 

scheduled ir.reUige;nce production requiremen!s 

for the Joint Analysis Ce~ler at MQ[eswo:tl1, UK, 


Conducted the Majority of USPACOM's 
. Declassification Effort. Reservists accomplished 
most of USPACOM's declassification effort by 
downgrading classified documents for release to 
foreign governments an~ mehinationaI forces. I 
Training Accomplishments. DIA provided 1,5 
mobile t:aining teams for 354 personnel at 10 i 
joint Comrr.a.~cs. established a fully operation~ 
advanced technology class.-ocm at the Defense' 
Intelligence Analysis Center, and trained 3,732 
students in intelligence and ca."eer developme:::t '. 
subjects. :' 

Emergency Antiterrorism/Force Prot«:t1on I 
Training Program. DLA. established a modular 
approach to providing on-site emergency I 
ailtiterrorism 3J\d force Drotection traming to DIA 
offices worldwide. The "training helps personn~l 
avoid poten~ia.1 terrorist attacks through : 
recognition and pr<:Jper reaction. Training car. i 
include defensive drivi::g. we'7Poq\ qualification, 
surveillance detection and r;ournersurveHlance, 
techr:iques, route surveys, personal protectior.,; , .~' -.and risk profi!es_ i;I' -:'. 
Monitoring Policy Issues. In recogT!ltion of the 
expanding role of Information I 
Operationsllnformation Wa.oi'are (IOff\V), the p 
created a four-person element to monitor IOtrN , 
policy issues from {he intelligence perspective for 
the Joint Staff, This element provides liaison I 
with D1SA, F31, NSA, and CIA and played a : 
major role in the developmen: of the Computer 
Network Defense Joint Task Force. 

Strat~gic \Varning of Attacks Against 
Computer Networks. DIA has developed a 
methodology to pr::'lvide strategic warning of 
attacks against computer networks, The 
method91ogy wHl be used to a!en the Joint Chiefs 
of Staff.and the warfighting Commands to 
potential threats [0 their automated systems. 

• Training Facility. In its first full year of 
operal;ion, US Atlantic Command's Regional 
Joint Intelligence Training facility trained over 
2,200 personnel in JohH intelligence systems and 
,e;pplications, 

• Production Cells. N!1vfA in:roeuced Production 
Cells to integrate imagery and geospatiai analysts 
into collaborative work teams using state·of~the­
art commercial systems to provide tailored 
sobtions to leG users worldwide within required 
tirne!ines, 

• Analytical Methooologies. h 1i\1A invested in 
training and developed leading-edge analytical 
methodologies to ensure the expertise necessary' 
to perform th:e mission always is available. 

• Performance Assessments. KIMA conducted 
perfonnar.ce assessments on new exploitation 
processes and strategies. f6fi-espons;veness and to 
redl;ce productkm~cycle times. 

• Information Operations Technology 
Development. Responding to a common 
community need for tools to support information 
operations, DOE conducted a proof-of-concept 
demonstration of a distributed "virma! machine" 
that enhances the defensive capabilities of 
computer networks aga~ns, cyber attack. 

• Tagging, Tracking; and Locating. Based on a 
US Secret Service requiremer.t. DOE developed a 
prototype system for tagging and tra<.:king 
vehicles, The lag is made up of a chemical' 
co:upound :hat zan easHy:"fe-s'prayed onto a target 
and has unique characreris*,s-lhat generate 
severa! measurable signa-ni.res' (e.g.:.~ UV 
absorption, UV fluorescence, and.,IR 
fluorescence). Vt'hen interrogated with a UVIIR 
light source, the tag can be detected with an 
optical sensing device. 

• Geographic Information Systems. State I.!"I"R:s 
Ir.ading the way in the Department of State'$. use 
of Geographic Information Systems (GIS) to 
spa~ia!ly organize and display Ii wide range of 
data. Dl'R ces:gned several GIS demonstrations· 
ranging from using GiS ::or territorial 
negotiations to p~blic outreach to strategic 
planning, 

• Skins Inventory Tool. CIA is designing and 
developing a skills bventory and survey too!. 
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which will be used 10 gather and maintain a 
single database of Agency employees' skills. 
Managers will u~e the database to identify 
personn,eJ to fill critical surge needs a.'ld to 
address skilis mix issues. 

• 	 Release of Documents. CIA is formany 

releasing over I million pages of ~aterial 251 
years old and older in response 10 Executive 
Order 12958. wh;ch represents the largest vol,ume 
of Agency material ever fannally declassified 
and released in one program. 

• 	 Machine Translation. CIA delivered a 
prototype version of an Arabic~ro~English 
machine translation system. with a proof-of­
concept version for Persian.machine lranslat:on. 

. , I 
• 	 LinguIstic Support. Provided equitlr.lent an~ 

connectivity for reserve linguists and analysts' to 
support NSAlCSS. CINC, and component I 
com.mande;,-s' requi:ements, This real-world. : 
peace:ime training for wanime missions was ~ , 
force multipJie: of previously underused reseA.-e 
personnel. 

.. 	 Upgraded Automation. NSA upgraded the 
Support Services Operations Center's (SSOC's) 
automation equipment resulting in reduCing I 

emergency response cycle r.im~s. I 
• 	 Servke Online. Established Service Online, a 

cU..$tomer-focused NSNCSS intralte! web Sitei:.har 
affords customers immediat~lanchconstant .11 
electronic access to DS services. 

.'.' 	~ 

• 	 Support Services Program. NSAlCSS . 
realigned the Support Services Program by tis . 
core process and the Agency MATR!X Prognlm 
structure, ensuring ex.penditures are consistent

1 

with [he Agency's strategic direction, 

• 	 Strategic Warning. DIA has developed a 
methodology to provide strat~gic warning of 
attacks against computer networks. The 
methodology wLH be used to alert the Joint Chiefs 
of Staff and the warfighring Commands to ! 
potentia1 threats to their automated systems. i 

i 
• 	 Emergency Response. The National Ground II 

Intelligence Center provides a web-based 
network to estimate the consequences fOf the 1 
release of nuclear, biological. chemical. or I 
radiological matenals to assist decisionmakers, in 
formulating an emergency respcnre. 
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ACIC Army Counter Inte:Iigence Center. M 

ACIS ~ Arms ContrOl Intelligence Staff 

A:lCVC Assistant Director of Centra; Inte:Jigence M 

for Collection. : 

ADeIlA&P . Assistant Director of Central 
Intelligence for Analysis and Procuctlon. 

AFOSI ~ Air Force Office of Special Investigari01s. 

ATAC ~ Anti~Tel'l'Orisrn Alert, Center, Under KeIS. 

ATC ~ Applied Technology Center. I 
ATO ~ Advanced Technology Office. I. 

BW ~ Biological Wea.?ons. 

CB1B ~ Congressional Budget lustification Book.. 	 . , 
CBW - Chemical 3J1d Biological Walfare, 

C31 - Command, Control, Communications and 
lfltelligence. 

CCP~ Consolidated C:ypIOlogic Program. 

er -Counterinte!ligen:::e. 

cmc- Commander in Chief. 

CJ&SCM- Counterintelligence and Security 
Countenneasures, 

CIA-Central Intelliger.ce Agency. 

ClAP-CemrallmeHigence Agen«r Program. 
, 	 , 

CIARDS-Central Intelligence Agency Retirement and 
D' b"· S 	 ·1lsa 	HUY ystem. ..l' ::-::.. 

CIS-Commonwe~lth of Independem States, :.,~. 

eISO - Counterintelligence Support' Officer at ' 
Unified Comm~dS. I 

CIT	AC-Computer Investigations and Infrastructure 
Threat Assessment Center. 

CLANSIG~C!andestine Signals Intelligence. 

CMA-Community Mar:agement Account 

CMO-Central MASIN! Organization, 

eMS-Community Management Staff. 

Ct-:C-Crime and Narcc·tics Center. 

COE·Common Operating Environ.ment. 

COMINTMCommunications Intelligence. Technical 
and operational im<!l!igence infonna(ion deriv.e'd 

! 

from the intercept of foreign communications; it 
does not include the monitoring of foreign public 
media or the intel't:ept of communications 
obtai::ed durir:.g the course of cQunterinte:ligence 
investigations within the United States. 

CONUS...con:inental United States. 

COSPO·Ccmmunity Open Source Program Office. 

C.CVCOM-Covert CorrJnunications. 

CPCC~Cornmunity Personnel Coordi~ating 
Committee. 

crnT~ Comprehensive Test Ban Treaty. 

CT-Co\;nterterrorism. 

CTC-Counterterrorism Center. 

CW-Chemical Weapons, 

cwe ~ehemlcal Weapons Convention. 

DAO-Defense Attache Office. 

DCI~Direc~or of Ce::trallntelligence. 

DenS-Defense Counterintelligence Integrated 
Information System. 

DDCVCM • Deputy Director of Central Intelligence 
for Community Ma."'"lagement. 

DDS-Defense Disserr:ination System. 

DEPSECDEF-Deputy Secretary of .Defense. 

. DHS-Defense HUMOO,Service. 

. . DIA-Defense Imelligence Ageiiej.:­
• 	 .~_: --""'Ml.. 

DIAC~Defense Ime1Hgence'ArlZ!l)(sis Center. 


DO ~ Directorate of Operations. 


DOD-Department of Defense. 


DODfFCrP.Depart:nent of Defense Foreign 

Counterintelligence Program. 


n.oS-Depar;mer:( of Energy. 


DSS ~ Defense Security Service_ 


EDRB-Expanded Defense Resources Board. 


EUNT-Electronic Intelligence. Technicn.; anc 

opera:lonal intelligence infonnation derived from 
foreig:1 non-communications electromagnetic 
radiation emanating from other than atomic 
detonation or radioactive sources. 
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ETF~Envi:,on:nenlal Task Force. 

EXDIRIICA~Execudve Direc£o;/Inteiligence 

Community Affairs. 


FBI-Federal Bureau of Investigation. 


FBIIFCI-Federal Bureau of Investigation Foreign 

Counterintelligence Program. I 


FBUSCM-Federal Bl1l'eau of Investigation Security 
, 
Countennea~ures Program. : 


FIA-Future Imagery ArchitectUre. 


FISA - Foreign Intelligence Surveiila."):ce Act. 


AS ~ Foreign Intelligence Service. 


FBIS~Fore:gn Broadcast fhformation Service. 


FCI-Forei.gn Counterintelligence. 

FISIl'.l'"f-Foreign Instlumentation Signals Intelligence. 
A category of int(~lligence derived from ' 
telemetry, beacons, and other related 
electromagnetic signals. . 

FLC-Foreign Language Committee, 

FOLA~Freedom OfInformation Act, 

FSU-Former Soviet Union, 

FYDP~Future Years Defense Program. Previously 

called the Five Year Defense Program, the I 


. current name was adopted to avoid changing the 
acronym but Stm reflecr the Fact ~at the two-xear 
defense budgeting cycle re'qtfire5 \a six-yea: 
planning budget to be developed every other.: 

,
year, 

·1
GATT-General Agreement on Trade and Tariffs.' r,"­
GDIP-General Defense Intelligence Program. I 
GSM-Olobal System for Mobile Communications. 

HF-High Frequency. The portion ofrhe I 
electromagnetic spectrum associated wit>: r.}any 

. radio signa:s of inle!Hgence in:ere.st. I 
HOCNET-HUMINT Ooerational Communications 


Network.' I 

H~'T-Human Source Intelligence, A categOry:of 

intelligence informacion derived from human !I 

sources. 

IC~Intelligence Community. I 
lCBM·Inter~ContinentaJ Ballistic Missile. 
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IC CIO-lnlelligence Com:m.:n:ty Chief In:ormation 
Officer. 

IG-Inspector General. 

IO*rnformation Operations. 

IMINT~Imagery Intelligence and Geospatiui 
Infonnation. 

INR~Department of State Bureau of Imelligence and 
" Research. 

IPRG~InteEigence Program Review Group. 

IW-Information Warfare. 

JCS-Joint Chief, of Staff. 

JIC-Joint Intelligence Centec 

JrvA-Joint InteIHgen¢e Virrual Architecture. 

lMlP-loint Military Intelligence PrOgfam. 
Interservice military lmelilgence programs in the 
Department of Defense. Pan of the Tactical 
Intelligence and Related Activities (TLA.RA) 
program in the past. but l'resented as a sep.arate 
program in FY [996. 

JTF-Jolnt Task Force. 

JWICS~Joint Worldwide Intelligence 
Communications System mruntained by the 
Department of Defense. ' 

~1ASn-.'TwMeasurement and Signature Intelligence. 
Intelligence derived from the measurement and 
signat'Jte analysis of radar. laser. infrared, and 
other emanations. - _. 

NACIC~Nationai Countennteij18ence Center. 

NAFfA-North American Free Trade'1\greemenL 

NAlC~National Air Intelligence CenteL 

NBC·t-;'uclea.r, Biolcgica.;, Chemical weapons. 

NCIPB - Kalional Counterintelligence Policy Boa.-d. 

NeIOB ~ National Counterintelligence Operations 
Boartl. 

NCIS- Naval Criminal Investigative Service. 

NDIC~National Drug)ntelligence Center. 

N'FlP-NlHionaJ Foreign Intelligence Program. 

.1'I1C-Natio:1al !ntelHgence CounciL 
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l'.'1CB-Narional Imelligence Coll~ctkm Board. 

!'<'Th1A~NatjQnallmltgery' and Mapping Agency, 

r-..'Th1AP-Nationa! Imagery and Mapping Agenc~ 
Program. 

.N1PB-National Imelligenc:e Producers Board, 

~lST - National Intelligence Support Team, 

r.."PC~Nonproiiferation Center. 

t-.""RO-~atiQnal Recc,nnaissance Office. 

.N'RP-National Reconnaissance Program. 

NSA-Nationa! Security Agency. 

NSAfCSS-National Security Agency/Central Security 
Service. . 

, ­
OMB-Office of Management and Bueget. 

OPM-Office of Personnel Management 

ORD-Office of Research and Development. 
I,

OSIS-Open-Source [nformation System. 
I 

PA&EO-Program Assessment and Evaluation Office, 
Community Management Staff. 

PDD~Presidential Decision Directive. 

R&D-Research and Development. 

SAfE-SuppOrt to the Analysts' File Environment. 

SIGlNT~Signals intelligence. Intelligfnce i 
, infonnarion derived from'afr\~oryrnunicat!o~s 

:ntel!igence, electronics i,ntelligence, and fo~ign . 
ins~nlTnentation s:gnals Intelligence, however, .~'" . 
transmitted or collected, :1:' .:'.' 

SLBM~Submarine Launched BaHistic Missile. 

SSO-Special Security OfficeiOfficeL 

TECH ELINT:- Technical Electronic Intelligence. 

TIARA-Tactical Inte1ligence lUid Related Activih~5~ 
The military service intelligence programs -I 
"'parate from the NFlP and ('tarllng in IT 1996) 
frorr. the p.1rP.· , I 

UCA-Unifled Cryptologic Architecture. I' 

USACOM-'LS Atla.'itic CO)T,mand, 

USCENTCOM-US Ceotr.1 Command. I 
uscs-us P-yptologic System, I 

USEUCOM-US EuropeaJl Coro",and. 
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USFK-US Forces Korea. 

USIGS-US Imagery and Geospatial tnforr.Jatlon 
System. 

USPACOM-US Pacific Command. 
• 

USSTRATeOM-US Strategic Command, 


USSPACECOM-US Space Command. 


USSS-US SIGJ)IT Sy"em, 


USSOCOM-t"S Special Operatior.s Command, . 


USSOUTHCOM-US Southern Command. 

USTRANSCOM-US Transportation Command. 

WMD-Weapons of Mass Destruction. 

• I">\r'-1 .~ C't:'n::rt:1"'l 
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THE DIRECTO~ OF CENTRAL INTELLIGENCE 
WASHINGTON, OL 20505 

I am pleased to submit Ihis year's unclassified ','Annual Report for the United States 
Intelligence Community" pursuant tb the Intelligence Authorization Act for Fiscal Year 

, I 

1997, i 


I 
,, 

The Intelligence Community has had a successful year worlcing coll,boratively to provide 
a decisive inforrnatit~m advantage to :the President, the· military, diplomats, the law 
enforcement community and the Congress. The Intelligence Community has spent much 
of this past year preparing for the future. In March 1999, the first DCI StriJtegic Intent was 
published setting forth goalslobjecti~es for the Intelligence Community' i~ meet the new 
and complex threats to our national security and establishing a comprehensive strategic, 
planning process. We are taking seriously our commitment to prepare for future , 

challenges in a corporate way, i 


I,, 

I am proud t)f the contributions the inen and women of the Intelligence Community have 
made in protecting our national sectjrity and appreciate the opportunity to share their 
contributions with Congress and the' public;, 

, 
""1

'. 

, , ' 

George 1. Tenet 

, 
" 
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CONGRESSIONAL TASKING 


This report responds to the CongreSSIOnal,reqUeSI for an annual report 01: the Intelligence Community. 

Sec~ion ]09 aItlre National Securiry Act of1947 (50 USc. 404d) directs the President fo submit an unclass~fied 
report "on tnc requirements 0/the Ur.ited~States for intelJigence and the aClivities of the intelligence community." 
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•INTRODUCTION 


The Intelligence Community Today 

Nineteen hundred and ninety nine marked the end ofa 
decade and II century, so it seems appropriate to note 
how far the Intelligence Community (IC) has evolved 
since lts formal inception through the National Secu­
rity Act of 1947. For more than fifty yeirs. we have 
invested in ::m intelligence business whiqh has grovm 
in size and in capabilities, enco:npassing !'lot only a 
vast network ofhuman assets, but also a: fleet of satel­
lites, high-altitude reconnaissance aircra:ft and sophis~ 
ticated listening posts around the world,jOur country 
has beeD well-served by this effort, but the world has 
cbanged and the Ie must change along ..i.rith it. We 
have expended a considerable B..:..-nount of energy this 

. past year Mestling with how to ba1ance the current 
demands on our systems wb~le preparing for the 
future. I 

The security environment in which we lile' is dynamic 
and uncertain, replet~ with a host of omi~ous threats 
and challenges that have the potential to Igrow more 
deadly. To meet the challenges of this increasingly 
dangerou~. and comp:ex world, our cons~mers. are 
demanding more timely. accurate, and a6tionabJe 
information to inform their decisions and to take pre­
ventive mea:.ures, if necessary. The Ie continues to 
pursue beeter, more lucrati .... e 'co!lection rhethods and , . 

inter~cotUlectivjty enabUng analysts to sliare ~orma­
rion quickly and produce more timely arid a~::~te"" 
as.sessments, '.. j." "­

. -- '- . 

Our Vision 

A unified Intelligence Comm:znity 
optimized to provide a decisive information 

advantage to the President, the fnilitary, 
diplomats, the law enforcement c&mmunity 

and the Congress I 
, . 

DCl Strategic Intent t\1arch 1999 . 

The Year in Review 

Throughout 1999, the Ie provided ....i~al information on 
issues ranging from support to military operations in 
renner Yugoslavia to support for enviromnental disas­
ter relief. The Community has made a concerted effort 
to be more involved with its customers and most ofour· 
effortS are tadored to a specific customer request. 

We were reminded this year that we must maintain ot:.r 
vigilance in areas that are considered routine or can 
fall into neglect. The accid.ental bo:nbing of the Chi­
nese Embassy in Belgrade was a painful wake~up call. 
I~ reminded us: of t.i.e critical importance ofkeeping 
our data bases current. loe discovery of a listening 
device in the State Department and sccu:i.ty challenges 
at nuclear weapons labs has reinvigorated our attention 
on counterintelligence, The Community must improve 
its vigilance and take on the responsibility to prevent 
lapses in attention to these areas. 

The accomplishments described in the following 
pages represent only a small sampling of the activities 
of the mee and women of the IC, Thousa.,ds of intelli~ 
genee reports are produced each day in response to a 
panoply of C'.lstomer requirements. It is impossi::'le to 
list every achievement. but the impressive outeomes 
affum that our customers: a."ld the Amcncan people are 
gening a favo:able re::urn on their inves'Jnent in the Ie. 
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COlVIlVIUNITY MANAGEMENT 

One of the pivotal goals for the I:::elligence CorliInu­
nity (iC) is to achieve 2 balance betweer!;working 

" together as a Corr..mur.ity to,acdress critical national 
security needs a.')d working independently as organiza-, 
tions to serve a given set of customers. The DeI's 
vision for the future demands closer tearriwotk across 
the Ie and more effidem use of our capabilities to 
keep pace with the demands of law enforhmen:, d:pw 
lomatic and military operations. j 

The Comrnunltv's customers a1"e bette:- served when . . 
agencies collaborate.and work corporately toward 
. shared goals, Our intelligence resources ate optimized 
when competing requirements are evaillat~d across the 
cOrumWllty and not within each organization. We have 
tr.ade progress toward managing the Ie alii kindred 
group of organizations, but much more wb:k is :::eeded 
to achieve thti vision in ('1e DCI Straregic!Jntent, 

Strategic Plannjng 

In March 1999, the DCI issued the Strategic intent for 
the US IntclJigence Commun{ty o';Jtlinwg ~ fJture 
strategy, It established a comprehensive strategic plan~ 
ning process for key functional areas as ~en as indi~ 
vidual agenci!:s, The D'ts.!. Strategic lment;describes 
five basic objectives for.the Community.! " . .'.

'-' . 
1. Unify the C01l".munity through Cot.l?-beratiye 

Processes 

2. Invest in People and K..'1owlecge ., 
3. Develop New Sources a.."').d Methods for CollecM 

, !ion and Analysis I 
4. Adapt Security to the New Threat Environment 

I 
5. Improve Corporate ManageIDen~ of Reso';J:ces 

The Office of the Depu-:y Director of Cent!ai Intelli­
gence for Com .."Ilunlry MatU'lgeClect (ODDCIICM) and 

3 


the Asslstmt Directors of Cen~l In:eHiger.ce fer 
Adminisrration, Collection, and Analysis aod Produc­
tion have worked over the past year with t..~e Commu­
nity Management SDlff to establish processes that 
improve cornmuni~ capabilities. Several of these 
efforts are described below, 

Assistant Director of Central Intelligence for 
Administration 

The Assistant Director of Central Intelligence for 
Administration (ADCVA) was establis:'ed by the IT 
·19971ntelligence Authonzatio;; Act anrl serves as :"e 
deputy to the DDCIICM, 

The ADCUA accomplished the following activities: 

Led the M:sslon Requirements Board to enSUre 
that future systems addressed the national and tac­
ti>::al needs of all customers. 

Explored person..'1el reform initiatives and dev:sed 
CommWlity~wide sntegies on trai::i:lg, recruit­
ment and diverslty. 

Eosure'rl that multi-agency AR&D program efforts 
were adequately funded to develop new concepts 
adCtes:sing.coJ1ipl~IC"prQblems . 

~. , . 

,,,~. -~-

Facilitated agreement qn declasslflcation of imag­
ery and worked withi:'ommercial imagery vendors 
00 critical sources and methods problems. 

Initiatec work to establish a National btegrated 
Intelligence Reqclrements Process, 

Reformed the policy on SCI facilities at home, and 
coordinated policy on Ie security concerns. 

UNCLASSIF!ED 
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Assistant Director of Central Intelligence 
for Collection I 

The ASS1Sta.:lf Director of Central intelligence for 
Collection (ADellC) was established by the FY 1997 
Intetigenc~ A:ltl)orlzation Act and is resp~nsible for 
ensunr.g the :nost ef.iclcnt and effective c6netru:m of 
natlOna: mte!ligence. I 
The ADCVC has initiated a series of activities 
thaI. have produced substantial improvem~ms in 
cross~discipline collection and that will optimize 
collection resources in FY 2000 and beyond. , 

I ' 
Tne Strategic Directi{)njor Collectio~, sets 
the fol1owir:g goals for Ie collection: ! 


,
, 

Use collective assets in a collaborative fashion 
to ensure optimu.."U eff~ctiyeness, t 
Invest in the human and technical resOurceS 
needed to deliver quality intelligence in 
consumerS in a nmely manner, I'­

i 
Develop innovative cross~discipJme collection 
strategjes and cleiliQds to address ur.rue(. COnSumer 
needs. 

, 

Share collection capabilities a.'ld resut"ts to :.he 
maximum extent while protecting sodrces and 

methods. :'I.' I 
\ ' 

- Optimize investment across all disciplines to 

ensere support to conSur::1ers. ,+_ :.~:'" .' .,. ".' . 
Assistant Director of Centr"allntelligence for 

Analysis and prodm:rionl 

The Assistant Dtrector of Central Intelligence for 

A..nalysis a.,d Production (ADCliAP) was also estab­

lished by tb:e FY 1997 Intelligence AuthhrizatiQD. 

Act and is responsible for developing coh>orate 

strategies to improve the quality of analY~is, meeting 

C:.lS-to~ers requirements, i:np:-oving production maD.~ 


agernent, addressing acalytic gaps and shortfalls, 

and establishtng processes fer ana;ytic ;Jqdreritents 

to drive collection. 


To carry Ollt the DCI's vision within the analytic com­
reunity, the .-\DCIIAP published the Sfrategic Direc­
tioll for fnteiligellce Community Analysis. This 
dccu:ne!l: provides goals and specific objectives for 
the I; member agencies and analytic crganiza~jo:1s 
that comprise tbe NationallnteHigence Produc::ioc 
Board (NIPB): 

Manage analytic and production processes more 
effectively by imple~enting broader planning and 
collaborative procedures, 

Attract. educate, and reUlin a kr.owledgeable. 
err.powered, and diverse analytic workforce. 

Develop innovative sou:ces and methods for anal­
ysis and production. 

Sba:e intelligence products more widely across 
the COJ:OJlllJ.,,"1ity and With consumers while pro­
tecting intelligence from unauthorized disclosure, 

Optin:uz.e our support to inteilige:lce COnsumers by 
allocating resources more coUaboratively. 

The ADellAP has begun impleoeot:.cg the DCI Stra­
tegic Intent by identrfymg conctete fiscal, policy, and 
procedu.--al mitiatives to achieve the analytic commu­
nity '5 required capabilities in the next five to ten years, 
and beyond. TIle Strategic ftrvesrmenf Plan for Intelli­
gence CQmmuni/y Analysis wiH outline t.l-).e plan of 
action and milestones to address the objectives across 
each ofsix core issues that the ADel'M has identified 
as areas for Inv~tr.::lent..byJlle analytic COrruDWlit)": 

intelligence priorities,;. c\fs~er support, technoloID", 
, iovesring.in.peopie, inte~9ting with collectors, and 

exter.lal analysis, ~ 

Community Management Staff 

To improve corporate managel11e:1t of Oll!' intelligence 
resources as described in the Strategic intent, the 
Community Management Staff (eMS) has taken the 
following steps: 

Imp:Qved the reconciliation betw"een the Depart~ 
meot oCJefense data base and its President's Bud~ 
get Decisio.n data base. 
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, 

Expanded our bud~e! dialogue with t~e C:ffice of 
Management and Budget. 

. I . 
Orchestrated more detailed budge: reyu~ws and 
improved the ability to ascertat:: exec~ticn ano:na~ 
lies withi;} the agencies' budgets, \. 

Managed the Intel1igence Program R7"lew Group 
annual review of intelligence resourc~ and sup~ 
poned the DCI and DepSecDef in adjusting 

., 11 d resources to address our ;nos~ CnilCa fee s, 

To further the DCI's Objective to ma.t")~ge the com~ 
munity more efficiently and effectively, the eMS 
has; I . 
Created the O!'fice of the Senior Acquisi:ion Exec­
utive (SAE) to improve the Del's ove~ight of 
major sysrern acquisition activities an? created an 
Intelligence Senior Steering Group to ~versee 
major acquisitions. and atchnectutes. l, 

, 
Established the Intell!gence Comrnururi Cost 
Analysis Improvement G:cup (IClCAJG) - t..t::e 
first ever capability for the DCI to conduct inde· 

. 'fpendent cost estImates and cost a5sessf1cnts 0 

majo: system acquisition activities. !hIe Ie/CAlG 
is now working on an i::ldependent COS} estimate 
for the Future Imagery Architecture - a majo: . 
future investment for the ?ommunity. I 
Tested 3."ld evaluat·ed\m Intelligence Co:nmunity . .. 
Budge! fuformation System p,ototypt:. t?}:~ 
fielded III FY 2000. .; .' 

~ - '.:': . 
Completed a series ofStrategic Plans (Diversity, 
Advanced Research and Development, :CoHecrion, 
an~ Analy!:is and Production) in supp0:t of the 
Del's Strategic Intent/or the Ie. I 

Intelligence Community Chief Information 

Officer I. 
Tne Intelliger.ce Community ChiefInform~tIOn 
Officer (Ie CIO) appointed by the DCI in 1~98, h~. 
made significant strides in worlci::::!g with CommunIty 
CIO's and othe: Infor:natian Systems- (IS) l~aders to 
shape enabling ieformation syste:ns (IS) and :echr)cl~ 

the Ie (10, in partnershIp with the DoD. is ~IC!llg 
and coordinating L.'1e efforts ofIC Agency CIOs to 
cOHectively support the DCI's goals and those orhis 
corporate Assistants for Collection and for Ana!ysis 
Productlon. These business leaders envision new 
practices for the 21"- Century that strengtten 
par1.lJcrships across the spectrum of the intelligence 
cycle, while creating greater synergy with the private 
sector and academia. This business vision requires 
technology providers to playa key rol)'.: in ensuring ar. 
information edge for the nation's ieaders::'ip and 
mi!itary forces. . 

During this first year, the Ie CIO implemented an 
improved governa.'1ce process for decision making and 
ovetsigh: that er:gages senior IS leadersr.ip as a team. 
Th~s process empowers both the Ie CIO Executive 
Council and Working Council to systemati<:ally look 
across the enterprise to define Community require­
ments, drive the formulation of IS policy, def.ne 
priorities and L'ie pace of chang!!, identify resourci..,g 
soh.:tioo.s !Jy active engage:ner:.t in the progra.'lL"Tling 
and budgeting process, tt.'1U oversee implementation of 
Com:tmnity IS. Working toge:''1er to advance collabo~ 
ration and interoperability, the Ie CIO and the 
Councils developed. specific goals in an Ie IS Strategic 
Direction :hat defines a high level concept of 
operations for future Community information systems. 
They built an Ie IS Capability Roacirnap, which serves 
as: their vehicle for describing and prioritizing 
requirements. guiding resource and policy decisions, 
and t:leasu.riog progress. Using the Roadrnap and a set 
of -detailed actiQll plaDs, siPcan... progress bas been 
made to improve IT capabilities. The following are 

'- .. -~-
examples of accompJis~eptS d~g 1999: 

'.~.; . 

Led the development and aeoptior. of COr:1.."1lunity 
policies for electronic mail a.,d directory services 
that gua.--antee a fully functioning Ie email 
capabuity and common locator service to SCI 
users across the Ie. 

Establish a.."'l Ie Information Assunmce (IA) Policy 
Board to formulate Community~levelLA policy, 
starting with a Community-wice Public Key 
!n...wtrucrure (pKJ) policy for the SCI fabric to 
maximize secure data sha..ving. 

ogy in response ~o the DCI Strategic ktent.!To ::Oeet 
L'1e DCrs vision of a unifi:;d Ir.telllgence Comrnuni:y, ... I 
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Implement Communihes of Interest (CO!s) on 
lotelink's Classified network to increas~ inforrnaM 

tion distributed to -collateral consumers! 

I
Activated the IC,Metropolitan Are:! 
Communications (Ie MAC) system, w~ich 
enhances connectiviry among Ie and DoD 
netv.'orks at a reduced cos; and agreed to its 
funding and rJture direction. ! 

, 
Initiated a ioint study to explore oppo!"tU.'1it;es for 
better inteiratioo of 000 and ICoetw~ri<s. 

I 

Developeq a CommunityMwide Unciassified 
netNork f.or Open Source information, 

Developed a secure, web-based·tooJ called 
XLNt<. to support collaboration among Ie 
hard~target analysts and conectors. 

Led etr0r15 to ensure all Ie systems were Y2K 
compliant, induding concuctmg national 
exercises to assess the readiness ofmission critical 
sys:ems and establishing an Ie Coordination 
Cen':er, 

I 
i I 

I 
,i I .,t '.', 

r - " , 
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The security environment in which we live is dynatnic dissident activities in support of the 11-121a:1uary 
and uncertain. replet!! w::h a host of threatS and chal~ 1999 State Department human rights negotiations 
lenges that have the'p<Hential to grow r:1ore deadly. with China. 

The Intelligence Community (Ie) ?lays an important 
role in our national security strategy, It must maintain Cuba 
worldwide viJ;ilance on the foreiIP L'rreats to our citi­
zens, iQfrastrucfllre, and allies. In addition, lnte!i;­ List of Warning Indicators Developed. CIA 

developed a surge capability to respond to crisesgence Community agencies are expected to infotr.) 
in the Caribbean by developing a list of indicators policy makers of opportum:ies to advance US fo~eign 
to p:ovide wa.'ning of rapid change in Cuba thaI ispolicy objectives. 
upda:ed quarterly. 

During FY 1999, the Ie made critical and impor?nt 
ll1egals Network. In May 1999, a 26~count super- . 

contributions to advance our national security strategy. seding indictment was brocght against the 10 
Thousands of mtelligence reports are produced each' me~bers of a.."'l iHegals network in Miar:::l.l Florida, 
day to suppor: policy makers, law enforcement and who were arrested aD September 12, 1998, Most 
military customers. This report inciudes only those notably. this indktment included a count charging 
achievements that can be described without risk to one of the subjects v,.i~h conspiracy to ,<oauni! 
sens:tive soux,;es: ar:d methods. murder in relation to the Cuba.:; dOw::lir.g (If two 

"Brothers to the Rescue" a.rplanes on February 
The IC prioritizes its collection, processing and analy­ 24,1996. 
sis resources according to cuslornerrequirements. This 

Cuban Techniques. FBI investigations and opera~section l:sts l\(;compJishments by :..'ie IC according to 
tions have identified techniques used by Cubanstrategic priority, region of the world, transnational 
inteiligence officers in spotti:1g and assessing USissues, and the various intelligence disciplines. 
persons for possible recruitment, to include indi. 
viduals working within the US Government.Strategic Priorities 

North Korea 
China, Cuba, Iran, Nortlt'Kore1 and Russia have been 

identified by US policy ma'ke}s as stI'ate~c p:iorities. 
 On-going Support. CtA supported US military 
for the Ie. The following accomplishmen~s" ~.cs.ted· cotr!.t.Cancers- and .poli~ers by providing 
by country. ,. .:'.' asst:ssweuts ofNorth.K.,orean developments. 

"".." 
China 	 Support to DeployeCfForce'5 Along the Korean 

DMZ. The National GrounttIntelligence Center 
StabiHt)', CIA sponsored an unclassified confer­ (NGIe) and NJ:MA produced a definitive baseline 
ence on prospects for China's stability over the report of an North Korear. border defense pOStS 
next 10 years during which intelligence analysts along the DMZ. 
and ot:.'ler experts fron::. academia and US Govern- . 
ment agendes set out their views on unrest in the Russia 
rural areas and t.1e im?Jicatious of economic 
ref'Or:ns for social disturbances. All~SQurce Analytic Supp()rt. CtA produced a 

large body of analysis focused on key Russian 
~ Policy Support. CIA provided anal:ytic support to political, economic. and military issues. 

policymakers 'On a variety ofiss:..!es affec:ing US­
China rdations. Internet Sources Exploited. In response to the 

explosion of Intemet sources, CIA initiated a daily 
• 	 .Human Rights Negotiation Support. A CIA Internet selection list based on material fOl.L"ld on 

.:.team reviewed and translated oaterials on multiple Russian Internet sites which cover a 

7 
I n..;rl l.<:.'Cn:T"'CT". 

'j .,,' 



UNCLASSIFIED 


brood range of topic;> from daily news to political. 
economic, mIlitary, and sdent:!k information. 
The list has been well received by customers and 
has been used in analytic products. 

Reuional Hi£hliEhts
'" - ­

Multi-Regional 

The: following accomplishments cover more than cne 
region afme world: 

Support to NATO. The National Ground Intelli~ 
genee Center (NGle) supported th: NATO stock~ 
pile planning program, Toe expanslor. ofNATO 
and the eotry of selected"Eas; Eu;opean count;ries 
into the Alliance have added !lew plarll1ing 

. requirements to account for the differences in 
. capabilities of former Warsaw Pact equIpment and 

that of the histonc members. NGIC analysts pro­
, vided da~ on equipm~nt perfoIT.1ance to support 

t..':.e modeling used to quantify the arnQun~s of 
materiel and ammunition needed to execute spe­
cific missions. ' 

Arms Control Monitoring. N1MA analysts pro­
vided SUppOll !O :nodtoring existing arms control 
agreements. Imagery provided a key tool in moni~ 
tonng compliance with the limitations Oil trcaty­
Hmlted weapons covered in the Strategic A..!JnS 
Reduction Treaty (START), 6.e Inte:-medlate­
Range N'Jdear Forc~~ ~T'f) Treaty, and the Con­
ventional Anr.ed F()rc~s 1.0 Europe Treaty. , , 
Deployed imagery and mapping suppor~~.:.. 
NTh1A deployed Customer Support R-:spo~se 
Teams (CSRTs) to Kosovo, Italy, AJbania:,:Oer­
many. Kuwait. Bahrain. and EI Salvador. These 
learns provided imagery :md geospatial informa~ 
rion expertJse and products in support ofcombat, 
:')eacekeepir:g. and humanitariar:. operations, The 
~eams pennitted deployed forces L.'1 tactical envi­
rorunents to obtain support frow personnel famil­
iar with National systems and'direct links to those 
systems and NlMA informacion. In the past. many 
of these for·::es have been ll."lable to obtain sucb 
direct support. 

• 	 Peace Talks Support. NIMA provided onsite' 
imagery and mapping support to the Kosovo Peace 
tatks a: Rambouillet, France. The NIMA geospa~ 

tia! analyst deployed to the talks provided negotia­
tors access to imagery and imagery intelligence 
and geospatial informatio:l. The deployed analyst 
produced near real~time special purpose imagery 
and geospatial products releas.able to foreign 
goverome:its 

• 	 NIMA-jn-a~Box. During Operation AJl!ed Force, 
NTh1A provided imagery and maps at mUltiple 
scales plus near real-ti:ne imagery via the Internet 
OD 15 deployed laptop computers, qubbed 
"NTIvfA-io-a~Box:' The imagery and maps could 
be easily accessed at the desired scale with the 
click ofa mouse. Printouts could be made quickly 
v,"::-.h an attached color printer. h1M'.A-in~a-BQx 
won i!l1I':::iediate accolades for helping to save the 
life of a downed F -16 pilot The Airbome Com­
mand and Control Center (ABCCC) barJe staff 
used NI'MA~in~a~Box to identifY potentia! obsta­
cles, such as power lineS,· and ploned a safe course 
for the rescue helicopter. 

War Crimes. j}.;K played a central role in ul:tpie­
menting the President's December 1998 commitw 
meat to genocide and atrocities prevention. IN'R 
helped USG efforts !o dO<;UII1ertt the ethnic cleans­
ing campaign in Koscvo that led to the forced dis­
placement of over a milEon Kosova.1'5 and the· 
NATO bo:nbing campaign against the Belgrade 
regime. lNR also was the lead drafter of the 
Department of State-released document cniit:ed 
Erasing History: Ethnic Clear.sing Ut Kosoyo 
which was pcblished to S';Jpport US dlplomatic 
effo:-..s and: to raise international awareness of 
ethnic cleansing-by Serb forceS. 

• 	 Humanitarian Issues. To-support global and 
humanitarian issuei( lli1(~orked.wjtb the rest of 
the Ie on imagery suptfort in response to natural 
disasters. such as forest fires i.n Southeast Asia, 
hurricanes, and earthquakes. Declassified U-2 
imagery belped regional planners in Larin .Amer~ 
ica di.:J'icg the clean-up from Humcane Mitch, 

Global Coverage. CIA has a well-integrated 
package ofprograms tha.t gives the Dl "global, 
coverage" of key furtcticnal issues in lower pno~~ 
ity cO'J.C:nes. A combination of in-house analYSIS 
li::J<ec. closely to an ambitious program of 
outsourced research and analysis enabies CIA to 
serve policymakers on a variety of isS'.:es, such~; 
political instability, food insecurity, demographlc 
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stress poiots, warning ofimpending humar.i:arian 
crises and potential· mass killings, ethnic connie:, 
and water l1ashpoints. For each of mese issues, 
CIA analysts have developed or are developing 
sophisticated quantitative and qualitative metbod~ 
oJogies, supplemented by extensive outreach to 
academic, think~1ank. and policy communities. 

Counter Drug Activities. CIA collected inrelli~ 
gence that assisted US law er:.forcement agencies 
in <!onducting o~atlons against me;nbers ofLatin 
American and Middle East !er;orist groupS,'STDllg­
giers ofaliens imo the United States, and na.""Cotics 
traffickct"S 

Humanitarian Aid to Earthquake Affected 
Regions, CIA supported USAJD's humamtarian 
relief efforts following the earthquakes in Turkey 
and Taiwan by Guickly assemblmg map packages 
of the affected regi(';us and, in each case, deliver­
ing the packages to a representative of USAID's 
Office ofForeigr. Disaster literaHy on tlleir way to 
the airport for an ou:bound tiight. . 

Briefings to )\1ilitary on CIA. CIA hosted 2.000 
:milita.ry visitors and traveled to the field to meet 
and briefrnany more, including barJe g:-oups, 
Marine Expeditionalj' Forces, and Special Opera­
tions Units. Briefings provided direcr aCceSS to 
Agency analytical and operational expertise a:ld 
informed officers of CIA roles, missions, anc 
capabilities to support the warf5ghter. 

:' ", \ 

Centrai Europe \. l 

I(050VO. CIA analysts provided key arial~~ 'sup~> 
port 00 :he crisis in Kosovo to US polic'y'a'1d tnih­
tary com..."lla."Hie:s, receiving praise from US 
diplomats acd mi:itary cO!ll:Ilar.ders. 

Humanitar!an Support in Kosovo. 'Nl:MA sup­
plied 200 maps a..'1d an upcia:ed names incex: to 
USAID for Kosovo hurcanitarian response pl2.n­
ning. This information on towns. the oa:ura: geog­
rapby, and the transportation infrastructure was 
used to plan relief efforts in Koso'lQ. 

Crisis Support. US European Command's Join.t 
Analysis Center supported joint and combined 
task forces tn the European Theater by providing 
intelligence comrnunica:ians technicians. plan­
ners:, operations officers, and regional experts to 

9 

the US o~tional intelligence cells In SarajevO' and 
P:-fst~na. 

Kosovo Support. US Transportarion Command 
provided timely ane comprehensive inteliigence 
support to planners and operators throughout 
offensive. peacekeeping, and humanitarian relief 
phases of the Kosovo mission, Cus:oF.lets were 
afforded quick, around~the-<::!ock access to a wide 
range of intelligence products. 

Kosovo. )]\''R worked actively with several inter~ 
national agencies involved in Kosovo to create 
Geographic Inforrn2tion System (GIS) mecha­
nis:ns that l:nproved operational coordination and 
data snaring on sU(:h critical areas as landmines, 
hO"J.Sing damage and L.le safe repatriatior. of refu­
gees. 

Quick-Response Pf~~r.ams. ThroughOl.:.t the Bal~ 
kan conflict, National Recoll.."laissance Office 
(N'RO) specialists were or. alert for repair. mainte­
nance, and training missions in support of custom­
ers using NRO systems in the Balkan war zone. 
Quick-response missions included efforts such as: 
:epair ofdata receive and analysIs terminals 
onboard US ships supporting the operation; the 
::ra.i.nmg of pilots on proper combat search and res­
cue procedures to optimize NRO systems suppOrt 
:0 rescues; and the enhancement of threat situa­
tional awareness: systems in tact:cal fighter Wings, 

Training for Balkans~BolJnd Navy Air Squad­
ron. In July, the NRO trained pilots and crews of 
Patrol Squadron (VP~16) Jacksonville, FL, on the 
unit's newly acqui'rea. NRO--deveioped data 
receive systems, as .tlie-:W:i1t prepared to deploy 10 

the Balkan war zone ..J"Jli's tralning provided 
aU-crews a better understanding of how NRO sys­
tems' data could assist in executing their over-the. 
borizon, threat, and indications and warning mis­
$,00$, 

A/rica 

CIA Reporting on Conflicts. CIA reported on 
inte:nal conflict and regio:1al instability in Sub­
Saharan Africa to support policymakers formulat. 
ing strategies for these ongoing regional conflicts. 

Airiea, In July 1999. lNR publisbed the ground 

. breaking paper Arms and Conflict in Afn·ca. The 
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first of its kind, this unclassified paper tracked licit 
and illicit arms Hews in. Africa. 

East Asia 

Protection in Higb.Threat Areas. US Pacific 
Command provided force protection threat assess~ 
ments to US military element() deployed on joint 
military e:(ercises am: hu."ll2.:..itarian .operations in 
high~threat environmer.ts such as Sri Lanka, Laos, 
Indonesia, Viematn, and the Philippines, Com· 
mand reponing identified indigenous and transna­
tional terrorist threats as well as areas of insurgent 
violence or political unrest and criminal activities. 

East Timor. etA analysts provided pollcymakers 
analysis on the crisis in East Timor and supported 
policymaker visi~ to the region. 

Latin America 

I 
! 

j 

Relief and Rebuilding Efforts in Central Amer~ 


ica. US Southern Command's (USSOUTH­

COM's) 12 and its Joint Intelligence Center (TIC) 


I 

helped restore civil and environmental stability in 
Central America in the aftermath ofsevere hurri­
cane damage, Following Hurricane Mitch. over 
15,000 US troop's were deployed to carry out a 
$155 million reliefaod rebuilding effort to assist 
E1 Salvacor, Nicaragua, and Honduras. The' 
USSOUTHCOM J2 and nc provided the fust 
intelligence personneJ anGassets on the ground 
and coordinated the d'epl~ent ofNIMA's 
Enhanced Deployable Image Pn.xluct Library, 
which provided the most current :magery:an.d. ,. 
mappir.g prod\.!cts available to help With f~.scue " 
and reconstruction, 	 ; ." ".- - ­

1 Middle.Eust 

Training to CE::'ITCOM Forces in the Gulf. In 
April the )fRO initiated a program of ta:lored 
'N'RO systems presentations for t..;'e loint Task 
Force-Southwest Asia (ITF-SWA) Pre-Deploy­
ment Course at the Regional Jom: Intelligence 
T:ainjng Facili::y.(RJ1TF) in Tampa, FL These 
presentatb:1s are now a standz.rd part of aU JTF­
SWA Prc-Deployment Courses to ensure CE}.;"T· 
COM and component command mIclligencc' per­
sonnel deploying to the Gulf are trained to 
effectively use core intelligence skHls and 
1.~ystems. 

Prototype Imagery Tool to CENTCOM, 10 
response to an urgent CENTCOM request, NRO 
in partnershlp,with DIA immediately deployed a 
prototype TOO! that provides users with an up~to~ 
date display of the nationallmagery tasking plan. 
This quick response allowed CENTCOM to 
enhance the impact efNRO imaging syste:ns on 

·combat operations during DESERT FOX. 

Support to US Poliey. CIA provided media anaJy~ 
sis, all~source briefings, and 'Nritten finished intel­
ligence in s\:..ppor'; of US policy objectives;n the 
region. 

Transnational Issues 

These are threats that do not respect national borders 
a.'1d which ofte::s arise from noo~state actors, sucb as 
terrorists aod criminal organizations, They threaten 
US iriterests, values and citizens in the United States 
and abroad, The Ie provides information to nationai 
and mH;~ custo:nerS On transr.ational threats such as 
international economlC development, international 
organized crime, drug trafficking. and terrorism. 

irrternatianal Economic Developments 

btelHgence can help identify threats to private US 
econornlc enterprises from foreign intelligence ser­
vices as well as unfair business practices, Inteiliger.ce 
must also identifY emerging threats that could affect 
the inte:national economy and ;be stability of sOme 

Economic Develop~ootStudjes.l'-<"IMA imagery 
analysis providedmfOfIriation on economic devel­
opments not availabte+.-Orc 6Ther sources on top­
ics ofcor.:.ce:n to CS poiiC"f!.1l3kers, Imagery 
provided objective corroboration of in:orr::ation 
furnished by other governments or entities. 

• 	 Natural Disasters, Imagery provided extremely 
reSpOll5lVe inputs to US crisis planners when natu· 
ral disasters occurred. Timely coUection and 
exploitation allowed NIM'.A geospa:ial analys!s to 
produce geographic overlays that aided officials in 
assessing the extent and concentration of damage. 

Hurricane Mitch Response, l't1MA supported 
disaster relief efforts to rebuild the devastated 
Central American nations in the aftermath ofHur­
ricane ?vlitcb. This included coordinating the ir:.i­
tial distribution ofr.laps for loint Task Force 
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Bravo in Honduras and Jomt Task Force Agui:a in 

EI Salvador'for use in rehabditaling damaged 
bridges !md roads. NIMA sent its Enhanced 
Deployable Imagery Library to EI Salvador [n 
December 1998, 10 assisl Joint Task Force Aguila 
with on-scene'imagery analysis. 

Environmental Conditions, N:MA has devel­
oped'imagery intemgence applicatio::s in support 
of US enviro:lmenta: policy objectives. I:nagery 
provided a valuable historical record of land use . 
that supported assessmentS of environmental con­
ditions for eventu ...1 remediation of military facili­
ties thaI are being turned over to foreign. 
govenunents. Nllv1A worked with rrulitaIy medi­
cal plann;rs to assess the impact of environmental 
conditions on US'miliu.i.fY con~ingency plans at 
selected sites where significant toxic materials 
wee openly discbarged, NTIv1A monitored large~ 
scale political and civil impacts of water projectS 
and assessed !be impact of land-use patterns or. 
civil, C!nvirorur.ental, and political conditions. 

.. 
Intern.ation.al Organized Crime 

Corruption and extortion activities by organized crime 
groups can undermine the integrity of government and 
imperil fragile democracies. And the failure of govern­
ments to effectively control international crime rings 
within their borders - or their willingness to 
harbor i:ltematio:lal crirr.ina:s - endangers global 
stabilitj" ," '\ 1 

" , 
Presldemial DeciSion Directive 42 (pDD-42rdated'22 
October 1995, recogmzes that inrernatlonal'1':rirninal 
entet;>::ises move 'vast sums ofjlJjcitly deriyed :.!loney 
through the wodd's financial systems, buy and sell 
narcotics and arms, and smuggle aliens. nuclear mate­
riais, and weapons ofmass destruction. The Ie targets 
all aspects of international criminal organizatioDs from 
the leadership stn!cture to the organization's activities. 
The" following are several intelliger.ce achievements in 
our efforts to corr.bat j;:l:etlatiocaJ orga::izec crime, 

Environmental Crime. C"lA evaluarec the- size 
a..,d nature of global environmental crime. 

, Impact (If Criminal Activity on US Firm's Over­
seas. CLA launched an effort that will allow us for 
the first time to measure the fIDanciai impact of 
organized crimir.al a.ctivity On US firms operating 

oyerse~. CIA ana:ysts have begun 10 consult reg~ 
ujarly with academic and industry experts 0:4 

criminal trends and the economic and social 
impaci of organized criminal activity. 

Money-Laundering. erA expanded its anti­
money-laundering eiforls to include crucial finan~ 
cial analytic support to US law er.force:nen; agen~ 
ClCS investigating money launderers in the 
Ca."-:bbean, Colombia, and Euro?e, 

OTganized Crime. CIA analysts continued to 
work with US law enforcemeiu and liaison part­
ners abroad against major ir:ternationa! otganized 
crime groups aroend the world. 

Narcotics 

The aim of the US d.rug Gontral strategy is to cut iHe~ 
gal drug use and availabjlity in the United States by 50 
percent by 2001- and reduce the health and social 
conseque:lces of d..-ug use ar.d trafficking by 25 per~ 
ce:.r over the sa:ne period, through expanded prever.~ 
tior.. efforts, £mproved treatment programs, 
strengthened law enforcement and tougher interdic~ 
tion. This stTategy recognizes that, at home and 
abroad, prevention, treaonenl and economic 
alternatives must be integrated with intelligence col~ 
lection, law enfor:.:ement and interdiction efforts. 

Key issues for !lie Ie include: cocaine and heroin traf­
ficking Qrganizations; ieaders of narcotics ttaffickirig 
organizations; mi!astructure; smuggiing routes and 
techniques: ill~i~~g shJp~ents; host~nation cOWlte:-­

drug perfor:na.:lce; d'''ug cultivation. production, and 
processi..ug; and intematuMat cou.-lte:drug cooperation. 
The follewing are Ie a:cfti~ements in the war against 
drugs: 

Drug Seizures. US Coast Guard intelligence 
assets helped to prevent more than 29>000 kilo­
g::ams of cocaine and nearly 5,000 pounds of mar­
ijuar:.a from reaching American shores, 

Strategic Analysis, The Natior:.a: D:ug b:eUi­
gence Center (NDIC) prepared the fo!lQ',\,ing stra­
tegic aIlalys.es on the lllicit drug trade: The 
Nat£onal Drug Threat Assessment - An In­
Progress Prototype; Global Heroin Assessment; 
Southeast Border Threat Assessment; Southwest 
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Border Assessment: National Drog !ntelligence 
Digest; Methamphetamine: a."ld « other analyses. 

Bl:H:k Market Peso Exchange. NDIe partici­
pated. in tbe Black Market Peso Exchange rnitia~ 
tive with Fi:1Cer.• FB1, DEA, US Customs, and 
CIA's Countemarcotics :::enter (CNC). 

Assessments Initiated in 1999. NDIC initiated. 
strategic assessments on Nigerian Trafficking 
Organ:zatior.s and Eastern European Organized 
Crime. 

Narcotics Estimates. CIA a!la!ysts provided US 
cuitivation and proci:::ction estimates for all major 
illici~ coca~ and ophJm~produclng COUo"'l:tries. 

Drug Flows, CIA analysts completed the most 
comprehensive analysis to date of drug BOws in 
Latin At::lenca to determine how much cocaine 
from this region cou:.: be reaching t.~e US. 

In~Country Surteys. CIA analysts completed ini· 
ttal surveys of cocaine and heroin consumption in 
several key regions cft.':!e world to help de~mune 
the volume of i:Jicir drugs that could be available 
to US consumers, 

• 	 Interagency Efforts. CIA enhanced law enforce­
:nent-Intelligence Community c:ounterdrug 
p:ograrr.s through the initiation a..'1d coordination. 
of interagency efforts agair.:st major dreg traffick­
ing organizations thto"\i.ghont the world, 

", , 
Terrorism 

The United States has made concerted effo:'"tS:i'6 dete~ 
and punish terrorists and rernains determined to appre­
ne:J.d and bring justice to those who terrorize Amen· 
can citizens. The Preside:1t signed PDDw62 in r-...lay 
1998 creating a systematic approacil to figbting the 
growing terrorist threat. Co~tering terrorism reqUires 
rlay-to-day coordination within the US Governr:lcnt 
and close cooperation with other governments and 
international c)":--ga.nizations. The following describes 
how L>:ae intelligence community directly supports 
these efforts: 

Reserve Component Support for C(}unterter­
rorism Anulysis. DlA began the integration of 
full-time R(:serve Co:nponent support to assist in 
::.li aspects of terrorism analysis ane produ-ction. 

This support consIsts of approximatciY.25 work­
years of analysts working on long-term analysis, 
data base production, and crisis and warning intel­
ligence, DLA has in.co£1)Orated five full-time 
reservists into the :>peraticns ofth.e National Mili­
tary JOLot [.melhgecce Center>s Terror..sm Desk.. In 
addition., seven reserve units outside the Washing­
ton. DC, area support 'OrA. analysls and data base 
p:oduction on :erro:-i:srr.. Overall. the reserves 
accomplisbed over 50 percent of the data base 
update effort, 

Counterterrorism Intelligence Analysis. DOE's 
Special Tech.jologies Program's Cour.t.erterrqrism 
Aoalysis Cell (CTAC) developed an aU-source 
assessment on nuclear-related terrorism and 'its 
associated threat to U.S. interests. Initially brie:ed 
at the interagency Technical Support Working 
Group, it proved so suc~essful that a number of 
DOE organizations and other government entities 
requested presentations: ·Since the initial'briefing, 
the assessment has been presented to the DOE 
Offices of Defense Programs and Security Affairs~ 
L'1e Joint Special Operations Command; the Fed­
ernl Law Enfo:cement Training Center; and. the 
Naval Spedal Warfa..-e Developreent Group, 

Open SQurce Reporting. CIA reporting on ter:or­
ist groups and ac:ivities as well as. the efforts to 
follow and thWart the terror;st agenda by foreign 
governments has been a valuable addition for 
countenerronst customers. 

US Embassy Bombings, In response to the 
August 7, 1998,-win bombings of~e US Embas­
sies in Dar es~Salaam,-~aoia, and Nairobi, 
Kenya, the FBI laWl~t.'.e largest overSeas 
criminal investigation in our CotUltry'S history. 
!V!o:e than 1.000 FEr-and lomt Terrorism Task 
Force personnel rotated through East Africa. The 
New York Division, with critical support from the 
Washington Field Office, other FBI offices, and 
other government agencies, spearbeaded this 
e!fott To date, 17 individuals, to include Usama 
Bin Laden (UBL), have been charged with the 
bombings of the US Embassies and/or cO:J.spir.r:g 
to kill US nationals. Nine individuals are in cus­
tody and eight are currently fugitives. Four of the 
nine were captured outside of the United States, 
and as a result of international cooperation. were 
rendered back to face the pending charges. Efforts 
to apprehend the remaining fugitives are being 
pursued vigorously. The indictment charges that 
the named i.ndividuals conspired to conduct acts of 
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terrorism ..gains! US l:1terests: as members of the 
terrorist organization, Ai Qaeda, lJBL's organiza­
tic:). These acts of terrorism include the bombing 
of the US embassies; the killing of US military 
personnel on October 3, 1993, in Somalia; the 
recruitment of US citizens to commit acts Qfter­
TOl'lsm; :.he shipment ofweapons and explosives to 
Saudi Arabia; and efforts to obtain Weapons of 
Mass Destruction (~lJy1D) The trial dat-e has beer. 
tentatively set for September of 2000, 

Reward. For UBL alone, the US Govem:7lent 
posted the larges: reward ever, 5 million US dol­
lars, A similar reward is being offered for infOIr.lZi­
tion leading to the arrest Or conviction of other 
subjects suspected of being involved in the East 
African bombing conspiracy. lJBL is the target of 
:.he largest and most extensive effort t4idertaken 
by the US Government against anyone individual. 
as was demonstrated by the US retaliatory missile 
strike against UBL and the Al Qaeda organization 
in Afghanistan, On June 7,1999, Directo;Freeh 
announced that UBL was added to the Federal 
Bureau of Investigation '$ (FBI) "Ten Most Wanted 
Fugitives" list 

Cooperation in the Anti~Kidnapping War. US 
citizens bave beer: the subjects ofkidnappmgs for 
almost 20 years in Colombia. The US Government 
response to kidnappings is generally limited to the 
FBI and LlJ.e Miami Division working with the ~ 
Color.1b.an Government lit a reactive fashion. In 
May, 1999, the US .tUcbassac.or to Colombia 
advised that the Colombi~ A:.!.ti~Kidnappin&.Czar 
and the President ofColombia were "interested £0 
reaching a formal agreement with the'US:Govein~ 
ment regarding cooperatioD in the anti~k.fdnappu)g 
wa: similar to Cl.!rrent cooperation in the drug 
war:' 

Six :"{ew Joint Terrorism Task Force (JTI'Fs} 
Established in 1999. FBT Field Offices granted 
JTTFs were San Antonio, El Paso, Pittsburgh, 
Detroit, Ind~a.napolis, and Sao Diego, The mission 
of JTTFs is to serve as a mechanism to e:::.sure that 
the counterterrorism investigative eforts of appli­
cable Federal. stare, a..'1d local law enforcement 
agencies vtithin the territo::y covered by the appli­
cable field office are effectively , 
:::oordinated. 
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Effor:s to control the proliferation ofVlMD and con~ 
ventior.al weapons remains a high priority for the US 
Government. TIlfOugh lnte:national treaties and other 
methods, the US aims to strengthen controls over 
weapons~grade f.ssile material and preve:1t Lr,e theft or 
diversior. 0: WM.D and related material and 
technology. 

Impr(rvements in Monitoring Nuclear Detona~ 
tions. Glebal monitoring ofnac1ea:- detonations in 
the attnosphe,e has been imp:oved because o.f 
advances in modeling and simulation of the Glo~ 
bal Positioning SystemINuc!ear Detonation Derec­
tion System Constellation, A new simulation tool, 
called C.A.PFAST, includes graphics-based outputs 
that enable quick anaiysis and reporting.

. ," 

'\V1\lD. NDv1A. imagery'and imagery analysis were 
critical to understanding and responding to world­
\Vide efforts to develop, produce, and prolife:,ate 
both critical Vr.MD technologies, operational 
\VMD systems. and conventional defense weap­
ems. AnalystS monitored wo:ldwide researeh a..'id 
development, test and evaluation. production, and 
proliferation ofnuclear, ba:listic missile, chemi­
cal, biological, and advanced convent:onal weap­
ons and weapons-related technologies, 

• 	 Analytic Support. eLA. contincec. to S'J:;lport poli­
cymakers On a broad ra.'1ge ofcritical proliferation 
issues by providing intelligence support - both 
briefings and....vritten products-to Adminjstration 
ane Congressional offi~ials. 

. . .
'.'.-	 -::"0>­

Interagency 'Vl\{~ Cooler. etA. supported the 
Depart.rllent of State--a.-1Q Defense in their effon to 
create a new WMD Center within NATO Headw 
quarters iI: Brussels. Belgiu.tC, which opened in 
January. 

Support to NATO. The National GroWld Intelli­
gence Genter (NGle) vias tasked to sUp?ort the 
NATO stockpile planning program, NGIC ar.alysts 
provided data on equipClcnt performance to sup~ 
port the modeling used to quantify the amounts of 
rnaterlei and amtDWlition needed to execute 
speci.6<: missions. 
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::I C (lun{('rin telligence (OCI) has implemented 75% of the 46 reco;nmen~ 
dations, Additionally, 95% ofthe Implementation

3' Plan's most critical recomme:lc.ations have been This past year has reminded us L':at the threat from for­
implemented, .eign intelligence services is more diverse, complex, :::I 

and difficult to counter than ever before, Counterintel­
• Cl Train.ing. OCI improved and expa. ..ldec. its el1igence provices an ability to protect sensitive natioca! ::I Trainicg Program. which is responsible for pro­

security info:malion and to prevent Se loss of critical vid:::J.g DOE persofUlel with CI and Security
technological, iodustr.al, and commercial information. ::I Awareness rrai:ling. as well providiog DOE C1 
Counterintelligence efforts. provide a cOO1prehensive persoonel with the ongoing insrruction necessarY 

:31 secunty prograrn and constant evaluation of the inten­ for them to remain curre!!t in the field, For exa~~ 
tions and ta:gets cfforeign intelligence services. pIe, OCI cas contra<:ted w~th Ii renoWned Russian

31 C01.mterintel1igence capabilities at.d programs also defector who provides lect'U:'es at various DOE 
work to detect and neutrahze the impact of espionage facilities regarding the methodology of the Rus­

=3 against US i..t1tereSt$. sian lDtelHgence Services. 

:I Polygraph Program, OCI is instituting a CI­intelligence depends on the adequacy of counterintel~ 
Seope Polygraph Program, a closely supervised,ligence programs to provide warning and protective =3 less intrusive means of testing the minimal num­. measures against both traditional espionage and non­
ber ofDOE federal and .contractor employees with 

o traditional economic theft of US equities. Failure to3 the type cf p:ofessioc.al duties and/or access t.'1at 
protec: our economic and security interests wO'J.ld make them attractwe targets for individuals affili­

31- impact America's prosperity at home and abrOad, aIed with foreign inteUigence services, DOE pub­
. Awareness of the threat and adherence to preScribed lished 'Ii Notice in March 1999 in the Federal 

=3 personnel informatio:l a.,d physical security standards Register. annourtcing expanded authority in the 
and procedures based or. risk management principles area of polygrapb testing allov.ing OCI to test 

:II are critical. DOE Federal employees, CODstruction 0: an 
expanded polygraph facility was completed in

:::lI The follO\ving lists some accomplishments me Ie has September 1999 to accommodate the testing 
achieved in this area: requirements.

:3 
Foreign Economic CoHec13on. An infonnative Foreign Visits. OCI played a significant rakin

::31 rewriting the new DOE Order on Unclassified For­brochure was develope1! SU!DrDarizing the findings 
eig!: Visits and Assig:.unents: (DOE Notice 142.1 of the past several years, The hrochure-Forelgn .'::3 Economic & Industrial Espionage Remainl'a-. .' signed by the.;il;cr:::tar'Y....9f..Energy co July 14, 

Threat in 1999-is mtended for wide public'clis~ '. 1. 999). The primary goaLQf this new order is to 
:::lI seminarian. ,delegate responsibilitfto~approve unclassified for­

eign v!s:t$ to the Laboritory Directors, and to hold
:::lI Training. The National COUD!erintel;igenc:e Cen~ thee accountable for their de.cisions. Accountabil­

ity will be C!lST.:.red, in part, through the CI Inspec­ter (NACle) developed a bew course to address ::II tio:} function. Wit..'>1 Secretarial conct.:.rrence, OCIthe need for analytical training. The new COUl"Se 
has implemeoted a policy whereby indices checks title is Introduction 10 CI AIUlI),sis. NACle,spon­=­ sored nurm:rous eI awareness training programs are conducted for foreign national visitors and 
assignees from sep.sicvc countries and all those for bol.l) :11(: public a::ld private sectors, =­ from acy country who will bave access to sensitive 
subjects while at a DOE facility.DOE. Counterintelligence Implementation:w Plan. The plan contains 46 recommendations for 
CI~Cyber Pilot Program. OCI began the CI­strengthening t:'le DOE Counterintelligence Pro­31 pm. Tn date, t..~e Office of Counterintelligence Cyaer Pilot PrOgrar:l in FY 1999. Ii consists of 
two parts; 0) an Incident Management and:31, 

:31 

:31 
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,>\...'1alysis Capability (UvLAC) and, (2) an E-mail 
Analysis Capability. By the end of FY 2000, the 
lMAC capability will be extended to a total of 12 
sites across the DOE complex. In FY 2001, 
expansion is planned to an additional 40 sites. 

CI Program. The DoD Foreign Counterintelli­
gence Program (FeW) provided DoD cuslo::ne:-s1 with a comprehensive and professional CI p:,o~ 
gram to iden:ifY, assess and Or neutralize foreign 
inteUige:1ce servlce or terrorist thri:ats, DoD C1 
conducted over 1,500 CI investigations and opera· 
riCDS; disseminated more than 25,000 Intelligence 
Information Reports or service collections reports; 
publisbed over 8,200 C1 analyses, threat estimates 
or other cr documents; presented 18,000 threat 
briefings tQ Clore than 518,000 people, supported 
in ex.cess {1f-370 joint, service, or cOC'lbined mili· 
tary exen:.:ises and accomplished more than 20,562 
additional CI initiatives to support DoD and other 
customers. 

~ 	 Training. DoD chartered the 10i.nt CI Training 
Academy (JCITA) to provide standardized iptro­
ductory and advac.ced training to members of the1 
Service Cl Agencies in a vane:)' of key cr disci­

I plines. The first class was held in OctOber 1999 at 
the JCITA fdcility, Elkridge, Maryland. 

J Hot Spots. DoD CI specialists deployed with 
cOr::lbat and other forces throughout the year to . i provide s'Jpport to the commanders. Supporting;, 	 US forces involved in the NATO Stabilization 
Forces in the Balkans\andtbe forces deployed pur­
suant to Operation Allied Force for Kosovo. DoD 
CI persorinel provided a wide range of fOfce pro·' 
tecdon services that received high pciise:from ctis­
tomers, Air Force cr identified an-important 1 	 Serbian command center unknown to USII.F -.:arge­
teers. The cot:i.Cland cen~er was st:bsequent:y tar­! 
ge:ed and destroyed by the USAF. 

Exercises, DoD CI spec;alists provided real world 
and exercise scenario suppOrt to a wide range of 
military exercises around the world. often requir~ 
ing close liaison with allied or other foreign mili­
taries to practice for contingency dep)cy;:ner::ts. In 
Thailandl Army, Air Force and Navy CI personnel 
participated in Cobra Gold 1999, one of the largest 
annual military exerds-es in the worid involvi.."l8 
over 10,000 multinatio:1al military personnel. The 
US A..rrny and Belgian Military Intelligence co­

1, 	 ~sponsored L'1e first ever NATO-wide, multinational , 

CI ar.d HtJ1v1IN"T exercise in a Kosovo-Eke Peace 
and Stability Operat!on sceoa::io. 

Support to Defense Industry. The Defense Secu~' 
rity Service Cl has an aggress:ve threat awareness 
and training program for US Defense Industry, 
Those efforts develop threat infor.nation which is 
subsequently shared with the o!her DoD CI agen­
cies and the FBI. . 

DoD Computer Laboratory. The DoD Defense 
Compute: Forensics Laboratory was instrumen:al 
in the successful identification of computet hack­
ing groups and the neutralization ofvulnerabilities 
in several high profile CI investigations related to 
national computer network defense including 
Solar SUl.l.rise. D~g1!al Demou'and Moonlight 
Maze, 

Assessment 'of Counterintelligence and Couo­
'terterrorism Capabilities. FBI analysts initiated 
au assessment of the National Aeronautical and 
Space Administration (NASA) counterintelligence' 
and counterterrorism GapabiEties, 11; this regard, 
they prepa:--ed detailed survey instruments for FBI 
5eld offices and NASA employees to suppletr.ent 
information being obtair.ed through on·site brief­
ings and interviews 'Nith NASA employees, This 
assessment is being conducted to assist NASA in . 
ensuring that their counterterrorism and counref.n-­
telligence capabilities are sufficient to- tespond to 
threats posed by terrorist groups and foreign·intel. 
ligence service entities. 
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DCI Strategy F(Ir The Future 

Ir. March 1999, the DC! Strategic Intent was pub~ 
fished. The Strategic Intem represents t.'le DCI's vision 
for guiding the US Intelligence Community into the 
21" Century. 

The Strategic Intent challenges the NFIP agencies to 
break free ¢flrtlditional ways of doing busbess to 
form a unifiec Intelligence Community that provides a 
decisive information advantage to the Prt:sident, 
natior.al poiicy makers, the military, diplomats, the 
law enforcement eommunity, and the Congress. 
To achieve this vision. we must: 

• 	 Unif; the CommuDity through 
collaborative processes. 

... 	 Invest in people and k.."1owledge. ' 

.. 	Develop new sources and methods for 
collection and analysis, " 

... 	 Adapt security to the new threat, 
environment. 

• 	 Improve corporate management. 

Unify the Community Through 

Collaborative ~rocesses
.. 


\. 
• 	 Underground Facility Adaiysis. E!lgineers ap.d 

analysts from DrA, NlMA. USSTRATCO!;1, the 
US Geological Survey, and the Defense nlre'ai . 
Reduction Age!'lCy worked together to'identify-ano' 
characterize Serbian underground facilities for 
mission planuing during Operation AUied Force_ 

• 	 Interagency Collaboration Study: CIA executed 
~, Ie con~bc>ration baseline study to examine pol~ 
ICy, procecural. a.,d cultural barriers to inter~ 
agency collaboration across the Ie T::te study was 
sponsored jointly by the DCI's Community 
Management Staff, the Community Operationai 
Definition oftbe Agile btelligence Enterprise 
(CODA) executive agent, and the Na:ional 
Intellige!lcc Prodcction Board The study focused 
on vi:.t'Jal teams of ar:.a:ysts and colleeta:;) 

collabo:;l)ti!1g a: :he top secret and compar!rnenled 
level across seven Ie Agencies, . 

• 	 Common Object Fr-amew(}rk (COF) Demon~ 
$trau~s: Capability To ~lake Disparate Softw:lre 
Interoperable. The NRO demonstrated Its Com~ 
moo Object framework {COF) at the DODIIS 
INTEROP 9S~2 Co~feretice held in San Amonia, 
TX, COF was onc of four featured government 
programS that use Object Technology as a solution 
f~r interoperabilio/. COF prov}des 3? interopera~ 
b.e softvlarc archItecture that IS scalable, extensi~ 
bIe, ::r:d ~sportable. and proves that "plug and 
play 1S a VIable concept for tactical systems. The 
results of DODllS WI'EROP 98-2 will provide a.') 

opporruni:y for the four evaluated programs (0 

work together in a'coorc.inated'envirooment. 
allowiog the programs to share lessons learr.ec. 

CIRAS·De?loyed. DOE deployed the Corporate 
Information Retrieval and Storage (ClRAS) 
system. an improved automated message handling 
system to support irttelligent::e research analysis. It 
allows analysts and support staff to manage intelli­
gence message traffic in a graphical user interface 
envirooment 

Support to SEAS. DOE initiated developmeut of 
improved telecommunicac.ons 3.t"CCirecture sup­
porting the Secure Energy Analysis System 
(SEAS). The SEAS netwod< links the DOE Office 
ofInrelligence with eight Field Intelligence Ele­
ments (FIEs) to permiT seamless infonnation 
exchange, coHabo'rative analysis, and program 
management The new archite;;;ture, developed as 
part Qfthe DOE. Emergeacy Communications Net~ 
w?rk reengineeriQg"pr~~ 'Wi1l incrense band­
WIdth to·the FIEs andJ',:rQvide improved 
re<luodancy. '-~" 

nCPAC Country Home Page. The loint Intelli­
gence Center, Pacific (JICPAC), createc a Country 
Home Page available On Intelmk that-deals with 
nations within its area of responsibility. It aUows 
for. dynamic updating of informaticn and :-cduces 
the number of requests for information during , 
contingencles, such as East Timor, because prod. 
ucts avajlable to the field are timely, comorehen~ 
.'live. and current. The JTVA L'1.tegratioo • 
Management Office:s working WIth JICPAC to 
export this success to the US European Co:nmand,. 
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and possibly to US Cen:ral Command and US 
Soutbem Command in FY 2000. 

Geographic Learning Site. l}..'R. cQntl:1!led to 
manage the State Department's award wi:ming 
Geographic Le~ming Site (GLS). GLS is located 
On the State Deparrrnent's lnternet web site and . 
~ums to engage K-12 students and teachers on both ! 	 worldwide geographic issues of concern to US 
:oreign policy and the worldwide extent.of the 
Department's foreign affairs activities. In Jc:oc 
i 999, GLS registered its one millionth hit 

NRO Strengthens Ops Support. A pe:manent, 
onsite NRO Liaison Officer (LNO) deployed in 
February :999 to support Lile Joint Special Opera~ 
tico, Command (JSOC) at Ft. Bragg, NC. 

BRIGHT STAR 99100. The NRO supported 
USCENTCOM's biennial, 11 Mnaricr. field training 
exercise BRIGHT STAR in Egypt in the faU 1999 
by providing unclassified imagery simulations. 
The NRO's Synthetic Imagery GC:1eratiqn System 
(SIGS) provided UDciasslfied simulatioos ofNRO,

i 	 U~2, and Predator images. 

EnhalJl:ed New Shipborne Air Defense System. 
The NRO integrated an f-."RO data receiver into the 
prototype Area Air Defense Command (AADC) 
module aboa:d a US ship. The AADC module· 
combines NRO~collected data with rl<ltaoases of 
geographic ane weapons system data in order to' 
provide a real~time t~~rgeti9g capabili::y. 

\,. 1 

~ 	 CINe Exercises To Validate Y2K <:;ompliance.. 
Several Command exercises received ~"RO.~up..,.· 
pen in testing and validating TRAP b·a.t~is~emi~ 
nation System Y2K compliance. .' ­

AC-130U GunShip. NRO data feeds were suc~1 cessfully integrated into the Weapons Control Sys­
i tem of the prototype AC-13 OU Gunsbip during its , 

~itial test flight on 24 July. This successful test 
will help fonnalize requirements for this capabUw 
:ty to be procured for all AC·130U Gunships. 

• 	 Declassifica.tion Eff{)(""t. CIA, at the request of the 
National Science Foundation, assisted in the 
declassification of seven images from Antarctica 
and more !han 50 iI:lages of the Arctic obtained by 
US overhead syste~s for use by the scientific 
community. 

Collaboracive Tools. CIA established a labo,a:ory 
naffied "Platim.:m Rail" to evaluate and better 
underSTand Ihe functionality and interoperability 
ofcommercial collaborative :0015 that are in use in 
the bH.elligence Community a.-;o can enhance the 
ability of analysts and their managers to share and 
produce better intelligence for their customers. 

;';on~Profi( Firm Estabiished for IT Soluti{l'Os. 
The Enterprise for Informatio!l Technology Solu­
tions became a reality on 19 Febru?ry 1999 with 
the incoQoration of"In~Q-Tel". In-Q-Tells a 
unique non-profit corporation that partners with 
industry and academia to encourage and develop 
i...'1forrnation tedl.!:ol.ogy solutiol1$ that meet CIA 
needs and also have value in private sector 
marketS, The Board·ofTrustees represents exper­
tise and ieadership' in.the fields of industry. acaw 
demia, vent:ure capital, and inteUigence. The CJA's 
In~Q~Tel mterface. Cell1¢r devised an unclassified 
corporate information·technology problem set that 
became the basis for tn-Q-Tel's work program" 
The problem set was gathered from nearly 200 
specific requirements ac:'Oss the Agency. 

Litigation, CIA supported the Depa.r:ment of Jus­
tice and U,S. Attorneys across the United States in 
the prosecution and defense of litigation in OVer 

400 cases, CIA also coordinated the Agency's 
respoose to over 20 major crimina! h')vestigations. 

Internal Communications. NSA consolidatec its 
i:nemal commll.'lications eliminatbg redundancies 
~d providing a "one-voice" process to guarantee 
a well~ioform.ed workforce across all levels and 
locations worldwidt;:. -........;.._ 


.~_' ~~""':r'" 
Invest in Peopre'and-Knowledge ....... ' 


Intelligence Products. In FY'1999, l]\.TR produced 
and dissemina!ed more than 5,000 analytic prod· 
uc:s - ablOst 4,000 of:these products were also 
placed all rNTELINK. These products cover virtU­
ally every cou:ttry and transnational issue of for- . 
eign policy sigcHicance. 

• 	 Reporting on Y2K. CIA open source reporting on 
Y2K issues woddwide increased by 482 percent-~ 
from 599 items filed in FY 1998 to 2,893 items 
filed in FY 1999. CIA has been praised for the 
breadth and depth of its Y2K open SQurce 

reporting. Ana:ysts cited 23 reports as deserving 
specia: mentioo a..'1d noted that t.":Iey have found the 
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reporting vahJable ir'l the preparation of rC?Cf1S fo:: 
senior pollcymakers" 

'FuUAtime Training. CIA spo:1sored over l50 
officers, including managers, analysts, and support 
personnel, for developmental and expeJ1ise~build. 
ing programs that includes full~tlme academic 
training. efA also sponsored 50 analysts for full~ 
time language training. 

Training for Civil Agencies in Alaska. NRO 
cross~directorateJoffice representatives developed 
a::ld presented a joiIlt classified national imagery 
sys:-ems overview for civil agency personnel 2t a 
national technical Cleans workshop at Elmendorf 
MB. AK l'.'RO participation at the Anchortlge 
workshop underscored our commitment to iriform 
national customers of our systems' capabilities 
and to improve and expand tailored support to 
civil age!'Jcies. 

Customer InformatiQn Needs Assessment 
(CINAl The NRO systematically assesses indi­
vidual customer's needs to support their mission, 
In FY 1999, the CINA methodology was 
expanded to i.,clude MASINT, in addition to 5IG­
!NT and IMINT TheDeparn:::u!::lt of Sta:.e assess­
ment was l'evised to include the:lew :MAS]}"'T 
procedure and several improvemects to their infor­
mation nef:ds set. Also assessed during this time 
we;-e two DCI Centers: the Nonproliferation Cen­
ter and the Arms Con:rol Intelligence Staff. The 
Director,l'iRO. dire<\ed ( .."tar GINA also be applied 
to military customers; U3CENTCOM, USPA­
COM, and USSOUTHCOM were assessed during 
FY 1999, ' , __;',n , .' 

Harvesting the Internet. Recognizing the Inte~­
net as a source of increasing impor"..allce, CIA ini­

. tiated a seJies of-timely surnroa.'ies of ::niJitary 
news from a large number of Internet sites. 
Accompanying t.~e summaries as appropriate are 
photos a..'1d graphics. 

New 'Portal' Concept for [nformao{1n Access. 
CIA developed a new concept for the delivery of 
open source information to Ie customers. Draw­
ing directly from the Inte::ne! qoncept of"portals," 
this initiative e:wisions. a single place of access for 
open source products a.'1d services. This approach 
will simplify access to the wide variety of open 
SQu:ce information that is available through CIA, 
~other Ie agencies, and the Internet in general. 
-Feedback from users enabled CIA to develop a 

working prototype to place on a limited number of 
Agency users' desktops. 

Upgrade of Equipment Labs. NSA increased its 
capadty to train military personnel in SIGINT 
collection and processing by upgrading three 
equipll!ent labs at Corry Station, Pensacola. FL, 
rr,eeting the ann'Jal trai:lir.g requirell!ent of 1050 
studentS. Training' provides the fundalnemal and 
core skills to keep pace with the rapid evo:ution of 
worldwide communications technology, 

Environmental Programs With Russia. CIA 
sup;:,lorted meetings between the Vice President 
a.'1d Russian Prime Mi::1iste: on environmental 
issues, in furtherance ofUSG er.vL.-unmental pol­
icy objeciives toward Russia, CIA continued to 
ove.see several joint scientific programs with US 
and Russian organizations, including the Russjan~ 
Ministry of Defense, Projects include compilation 
of a large database on' Arctic crimatology, disaster 
c09peratioo,' and characterization efboreal forest 
parameters. 

Building Renovation. NSA continued renovation 
of the Ops 1 Building, encompassing a 129.000 
square fOOl: area, providing modernized workspace 
and sigruficant communications upgrades to 1,000 
persenne;. Renova~on included an Operations 
Watcb Ce:1ter, relocation ofNSA/CSS corporate 
servers, a!ld renovated spaces for SIGINT analysts 
and communications technicians. Extensive 
upgrades were also completed to the communica­
tions system to include Internet connectivity to 10 
percent of the workstations in the renovated areas 
wiL.':: the infrastru(;l::.lr~ign to s'Jpport future 
expansion to 100-per~"oftbe workforce, 

Intelligence Tralni;}i: US ~int Forces Com­
mand's Regional Joint Intelligence Training Facil­
ities trained more than 2,500 personnel On various 
functional areas, disciplines, systems, and 
applications. 

Handbook for Operating Forces. The Marine 
Corps r.nteHigence Activity (MCLA) prepared a 
Kosovo International Security Force Handbook 
for US and allied fori:es operatL.'1g in the Balkans. 
Also, in response to the crisis in East T~mor. 
MC:A quickly produced a bandbook to support 
peacekecpit:g operations dur-.ng the crisis. 

Using Outside Experts. INR's Extmal Research 
Program organized 110 seminars and conferences 
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which brought the talents of more than 800 om~ 
side'experts to bear on the USG's most pressing 
foreign policy issues. These confere;)ces facilitate 
the interchange of experience a."1C ideas between 
outside experu and government officials, leading 
to a more infor:ned foreign policy process and bet~ 
ter intelligence analysis in support of diplomacy. 
These events were attended by more than 4,500 
policyrnakers and analysts from the State Depart­
ment, oilier foreign affairs and intelligence 
agencies, and Congress. 

\'\'EBLink. The NRO developed and demon­
strated its "WEBLick" metbodoiogy that poteD~ 
rially increases user access to NRO Systems qata. 
WEBLink allows customers without broadcast­
receive equipment, or L'10se without access to' stan­
dard networks to access live TR..A..P_Data Dissemi­
nation System (TDDS) data and Onboard 
ProcessingfTactical Onboatd Processing System 
([OBPrrOPSj; CONUS, non-real-time) data that 
have been captured to a cor-mon server. The Inte­
grated Broadcast System community is interested 
in integrating WEBLink into their arcbitecrure 
development. which would anow worlcv.1de live 
access to OBPffOPS. 

Marines! t;RBA:.~ WARRIOR Advanced Warf­
ighting Experiment (A\VE). During 1999 the 
NRO supported all five phases of the US Marine 
Corps' URBAN WARRIOR AViE '0 develop oe', 
ter capabilities for u;ban warfare, NRO provided 
tech.,ology, systerns/'~d training that resulted in 
an improved., informatiorl-age, tactical ope.rations 
center for the battle commander, ' 

, . " ,"',', 

Mobile Education Team 99 (MET 99)::'Ibe-19~9 
version of the NRO's European Mobiie Education 
Team (NfET) visited 32 Commands (at 16 sites) , 
throughout Europe in-3QFY99, This eight.person 
team was an NRO cross·directorate~NIMAiCen~ 
t!'al Imagery and Tasking Office (CITO) effort to 
enhance customers' awareness of'N"RO systems' 
operational capabilities. The team addressed spe­
cific theater support issues of interest to EUCOM 
warfighters, 

New Payroll System, CIA successfully imple~ 
mented a new Y2K ..compliant, payroll system as 
the firsl phase of an integrated Huma:: Resource 
Informatio:l System, This ambitious endeavor, 
conducted 'under considerable time pressure 

.})nvo!ving multiple security considerations and 

adapting:a Commercial Off The Shelf (COTS) 
product to accommodate nume:-ous pay system 
variants, was one of the most complex in USG 
exyene::lce. 

CIA Reeruitmenr Center. CIA implemented a 
new centralized approach (0 recruitment, estab~ 
lishir.g ~e Rec:uitment Center and instituting 
updated ad campaigns that have generated a sig~ 
uificant increase in ~ppHcations a.'1d positive 
national media coverage. This approach has 
allowed CIA to reduce average applicant process­
ing time by 37 percent and has greatly improved 
hiring against critical skins goals. CIA also hired 
an'industry expert to spur further process ' 
improvementS. 

Taking Training to the Students. ClA is deploy~ 
log tradinonal classroom course conte::1t via alter­
native delivery platforms such as' CD-ROt>1s and 
Web~based training. CIA entered into a formal 
?artnership with NSA to share training teChnology 
and provide employees access to general skills 
training in modules offered through the NSA's 
FasT:-ac web site. AU vebicles enable training to 
reach wider audiences and reduce the cost of 
course delivery. 

Recapitalization of Agency Facilities. CIA coo­
tinued the recapitalization of the Headquarters 
Compound - projects included a one million gal­
Ion grocnd~mounted water storage ~ asbestos 
abatement of three Clechanical rooms which pro­
vide chilled water, steam, and conditioned air 
throughout the'Original Headquarters Building, 
aod refurbishment ofan-electrical substattol1. 

'7 ~ <,-:;:-!.. 
Release ofDocume,n!~"ClA released three mil­
lion pages ofmaterial 25 years old or older in 
response to Executive Orderi2958. This volume 
tripled FY 1998's release of one miU~ou pages and 
represents the largest voluoe ofmaterial released 
in Agency history, 

Freedom of Information Act (FOIA) Goals 
Met. The CtA. closed 6,742 FOlA. cases which 
exceeds :he goal necessa.-y to c.emonstrate reascn~ 
able progress in meeting the Agency's FOIA 
requirement. 

Public Outreacb. ClA conducted a number of 
activities with local schools and universities in an 
effort to reach out to students and in<;;rease the 
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publi;;:'s awarenesS of Iht! Agency ;nission, as well 
115 II) provide neW opportunities for recruitment of 
potential fur-,.et Agency employees, CIA employ~ 
ees also ;>articipa:ed as judges at bigh ,school 5ci­
en~e fa:rs, and CIA ?rovidec a number of 
presentations to distinguished. local high school. 
students and Eagle Scouts who have an in:erest in 
furure err.ployment with the Agency, 

Leveraging Retirees' S&T Input. CIA es~ab· 
Ilshed communication channels to retirees for 
accepting suggestions related to traditional Issues 
such as current technical challenges and intelli­
gence pro:Jlems. These individuals have developed 
diffe~en: perspectives that cO'..lld be very beneficial 
to the CIA 

Academia. The CtA provided a forum fer publi­
cation of books and articles 00 intelligence. 
Additional1y, the DCI participated in conferences, 
lectures. and seminars in a number of academic 
fora. Highlights inch.:de the following: 

• 	 Donald p, Steury, ed., On the Front Lines of 
the Cold War: Documents on the Intelli­
gence War in Berlin, 19.:16 to 1961 

• 	 Benjamin B. Fischer, "The Katyn Contro­
versy: Stalin's KiUing Field," St'..ldies in 
Intelligence 

.. 	Society of Hi,storians of American Foreig:l 
Relations Cor(~~ev\ce Pa."'1el on US intelli­
gence and the Atomic Bomb, Princeton 
Univers:ty , *,.,' 

.' 	'­

.. 	Academic lectures at Georget~~Dniver­
sity. George Washir.gton University, Princ­
eton University, American University, US 
Naval Academy. US Naval War College, 
Ohio State Unive:sity, Ma."'quette 
University 

New Information Services G<lvernance Process: 
ClA's Chief Information Office Staff implemented 
a new approach to governing information sen'ice 
activities 10 better balance mission, resource, secu­
rity and infrastructure reliability issues in the 
deployment ofIS programs. The new process also 
speeds the deciSion-making process and increases­

respor.siver.ess. During tne year, the process 
reviewed and adjudicated prQyosals for dissemi­
nating intelligence product to East Timor peace 
keeping forces. procured and tested a,\'1 improved 
switchbox product to facilitate us~ of classified 
and unclasslfied systems, and published a National 
Imelilgence Estimate on Y2K on an Intelligence 
Community Informa~ion Ne:-work. 

Intelligence Reference Books Updated. CIA 
updated and significantly enhanced severa! unclas­
sified intelligence pUblications disseminated to the 
public, including the CIA World Factbook and the 
Consut:ler's Guide-to lntel:igence, 

Harassment-Free Workplace Training, CIA 
implemeoted a mandated Agency~wide Hata$s~ 
ment-Free Workplace training program 'and con­
tumes to instruct each class on EEO issues. These 
worksbops were also run at select ove:seas loca­
tions. CIA sponsored,-with support from the Black 
Executive Board, an off·site for Agcncy black 
employees and initiated data gathering from the 
Agency's black population as a result of feedback 
from tQ:e Harassment-Free Workplace Workshops. 

Diversity. CIA developed and sponsored a v2.!iery 
of diversity programs for the Agency population . 
In addition, CLA contl::lUcd to acdress dlversity 
through EEO and other pro~:us. Highlights 
include the following; 

+ 	Provided training opportunities to CIA 
employees ir.. L'rJe areas of American Sign 
Language, Hea.-;ng Cultw'e Workshops, 
Americans..with.Dlsabliity Act. and a se:ies 
of intemat-comses on commU!lications; 
spocsored ext~al training in the areas of 
l::.a."'aSSt:lent and diverSity to investigators, 
lav.'Yers, and Directorate diversity officers 
to enable them to S\."PPort ma.')age:cnen~ on 
internal harassment investigations; 

• 	 Worked to create stronger relationships 
with other l!1ieUigeuce Cotn."'l1unity agen­
cies, CIA cooducted HeritageIHistory 
Month programs for Li'ie foi!ow!ag special 
emphasis groups; Hispanic, American 
!.ndian, ~lack. Asian & Pacific Islandet, 
Deaf & Hard of Hearing, People wit." Dis­
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abilities, anG Women. Additional progrna::s 
i:1cluced celebrations :n honor of Dc Mar­
tin Luther King and CIA'S All Arne-rican 
Days in July. 

• 	 Continued efforts to create a point-to-point 
p:ivacy Lotus Notes database for field per­
sonnel to deal directly with OEEO counse­
lor/investigators, 

Develop New Sources and Methods for 
Collection and Analysis 

Financial Transaction TooL ClA developed and 
deployed the TRIX too! to the Directorate of Intel­
iigence, TIle TRIX tool isolates and displays rela­
tionships between information data sets irl oeder to 
identify fina:1cia! transaction information, 

Monhoring Open Source Information. CIA 
started it project to automate monitoi.ng of open 
source information from speclfic countries of 
interest IO the Intelligence Community. 'The Alen 
tool issues warnings based Oll defined criteria, 
triggers, o. thresholes. 

Worldwide: Y2K Upgrade ofELDIT Proces­
sors. Understanding customers' concerns for the 
Y2K impact on mission accomplishment, NRO 
engineers developed a Y2K-compliant package' 
for its front-hne data receiver and analysis station. 
and deployed to cusmmefsites worldwide to 
install and locally test thaupgrades, Customers 
included Hattie Groups, forward-eeployed units; 
large Intelilgence Centers. and warfigbteri;:' Cl1recrIy

I 
 suPpOrtL"l& both lraq,and Kosovo operatlons." ' 


• 	 Anti-terrorism Force Protection. NSAlCSS con~i dt:.cts comprehensive risk assessmer.ts of 24 fie!c 
sites and remote collectionlcommunicat:ons facili­
ties, in addl'tion to continuity of operations activi· 
ties. NSA also completed a baselme ATIFP risk 
assessment of all field sites serving as the founda­
tion for Global Master Planning. 

Y2K Preparations. DLA's Joior Collection Ma::.­
agement Tools were used in the si.:ccessful com­
pletion and fielding; of the Y2K-compiian~ version 
ofthe tools to 25 server sites. including each Com­
batant CQm..rnand. the DLA Defense Collection 

CoctCina.ion Center, and the Jomt Milita."'Y Intelli­
gence Training CC:'l:er, 

GeograpniC Information Unit r.t-.'Rcreated a 
(our~person unit with a mission to support the 
Department of State's diplomatic e50ru through 
the ?rov1sion of accurate and timely geographic 
bformation, the creatior. of high quality carto­
graphic products, and the promotio::l ofgeographic 
infon:nation system (GIS) tOQls to assist 10 the 
analysis of complex information. . 

An IT Approach to Learning at the Army's 
Command and General Staff College. During 
1999 the NRO, as part ofa joint 'M"RO/Arr:ly Space 
Program Office (ASPO) effort, developed and 
delivered a computer~based training (CBT) tool on 
"~"RO Systems SU?Port to Military Operations" to 
the Army's Command and General Staff College 
(CaSe) at Fort Leavenworth. KS" 

• 	 Automated Software InstaHatiQn Program. A 
six-month development effor: resulied in the 
fielding or a software program. titled "Installation 
Wi.zar~" which allows customers to independentlY 
instalUre~iostall the stand~alone version of GALE. 
Lite, an '!'JRO-rlata ;eceive system. HistoricaHy. 
the NRO "receives customer requests for installa­
tion of over 40 stand«alone GALE-Lite systems 
per yea!. 

New Travel System Wins Award. The CiA's 
Travei Reengineering Integration and Devdop« 
rr.eot (TRIAD) system won ihe anneal Travel 
Manager of the Year award from Government 
Executive magaziq.e~l-lso received the CL\'s 
Meritorious Unic9itaJ.i,9!}. The deployment of this 
system is the ¢utmin'a~Qn of to three-year travel 
reengineering proceS/;ehminating 40 paper forms 
and providing one«stop~sbOf.lping for aU TDY 
p:ocessmg needs. 

I:.anguage Tool for Website Searches. CL-,\'s 
FLUENT Program deployed the capability to 
search foreign language web sites wirhout requir" 
ing skills in the site's native language. flUENT 
currently searches materials in German, French, 
Portuguese, and Spanish 0:1 the Ir.ternet. 

Japanese and Korean Language Tools. 
CtA integrated two systems that allow foreign 
language documents (Japanese and Korean) to be 
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queried in English and retrieved documents 10 be 
summarized in English using any commercial 
worldwice web browser such as NCl.Scape 
Navigalor or Microsoft lnternet Explorer. CIA 
also er.hanced Lle govcrnrnent-sponsored Systran 
Japanese rr:a:cr..:;JC translatior. capability by 
impwvir.g its English output, elecC"onic dictionar­
ies, and the system's handling of characters. 

Farsi M.3(':hine TrAnslation. CIA developed an 
initial p['oof-of~concept system to perform Persian 
(Farsi)-to-English machine translation. 

Data VisuaHzati(1O TooL CIA has developed an 
advanced information visualization tool, TbemeS~ 
cape, that ha.rvests large data sets and displays the 
information in the form ofa !andsc:ape~like view: 
This allows analysts to view very large informa~ 
non sets quickly and thoroughly. and to d."'aw on 
their own expertise to de:1ve relationships and 
conclusions. 

NonproUferation Support DOE coordinated-and 
i~plemented a progmn for the Depill"tinenr of 
State 's Politica1~MiHtary BureauJNonp'roliferanon 
Disarmament Fund that provides technical support 
for installing nuclear detectors at border t:rossings 
within a munber ofFot'r.le~ Soviet Republics and . 
Eastern Bloc countries. During this period, DOE 
personnel have conducted site surveys, installed 
and tested hardware, trained border officials on, 
detector operation., and provided periodic maime· 
nance on installed s\,stenr'. 

Adapl· Security'to 'the New Threat 
Environment , " •.~' 0 

Foreign Laser Threat. DIA delivered a series of 
briefings on foreign,laser weapons to an OSDI 
Defense Research and Engineering·sponsored 
working group. This info:rmation will be used to 
develop physical and operational methods for pro­
tecting US personnel and equipment from this 
emerging threat. 

Technology Support. Based upon requests for 
assistance from various agencies, DOE ider:tified 
in.'1ovative approachesl:echnologies, throughout 
the DOE laboratory com?lex, to rr.eet use: 
requirements for: a mt.'J:i~threat coi.u1:er:neasu:es. 

system; technical capabilities for supporting intel­
ligence analysis related to chemical, biological, 
radiological. nuclear. and cyber terrorism; 
enhanced capabHities for speda\ rec-onnaissance 
missloos; a f-obust, user-friendly under-vehicle 
inspection system; and en.'an;::eme"r.t of a variety 
of special operations capabilines. 

NRO Simulations Depict Real World. NRO pe::­
sonnel who participated in the European Com~ 
Cla.od (EUCOM) exercise AGlLE LION 1999 in 
Italy Silppte..--nented the standing taSks with real­
world imagery depicting worsening conditions in 
Burundi to simulate support for a noncombatant 
evacuation operation. 

Improve Corporate Management 

Support for President IS Visit to Japan, CIA 
surged to produce several open ~0urce collection 
analyses of !breign media io advance of, during, 
and w'1er President Clinton's visit to Japan in 
November 1998. 

Geo-Location Device. DOE developed a portable, 
banery-powered global ?ositioning system that 
provides the capability to verify the location of 
personnei anywhere in the world, 

Joint Intelligence Virtual Architeeture (JIVA) 
Collaborative Environment Training. The ffi'A 
Integ;ation Management Office. working with the 
Federal Executive Institute in Charlottesville, Vir­
gi:1ia,. provided five successful Courses fQ:-leaders 
and key eecbers ofseven of JIVA's analytic 
Communities .oflnterest (COT). The sessions 

.~., .-.­
brought togethe~~anaJ~~ who wdl be collaborat­
ing on~line 00 high~pn'Qnty intelligence :tems of 
interest, Personnel fu1m NSA, CIA, and:t-.rrMA, as 
well as GDIP organizations.comprising eight 
eGIs; received -.:raining on bow to use the omA 
Collaborative Environment software in addition to 
techniques. efficiencies, and challenges of collab­
orating oo¥\ine. The courseS are pa.'"1 of an effon: to 
integrate the new tools into the 'Way that analysts 
work. not just deploy softwa.""e, Ult:mately, these 
efforts will ensure that decision makers and the 
analysts who work for them have quick access tc 
collective expemse. 
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Coordinating Overseas Activities, INR worked 
with the lnteiligence Community and the State 
Department's Office of Resources, Plans, and 
Policy to develop :>rC:cedures for closely linking 
Collection Direcc:ves with the Depa:-r::nent of 
State's International Aifall.'s Strategic Plan and 
·Embassy Missi(.m Perfonna.''1ce Plans 50 that the 
subjects and areas covered in posts' reporting 
plans are linked ro those issues identified as the 
most pres!'4"1g and important for the intelligence 
cotnm'..L.'lity. 

Rriefing New Chiefs of Mission. INR sponsored 
brieiiogs for fifteen new Ambassadors to acquaint­
them WICl the feading experts on :heir couotries of 
assignment and offer a lor.ge:·range view from 
individual;; who have studied a-country. fer yea."'S 
and who have extensive contacts there. 

CINs Central Services Program. CiA continued 
its transition ofadministrative support se:vices to 
the Central Services Program Wlth the stanc:up of 
three new businesses" The Agency now has foUl' 
fuily operational business enterprises: tl!'e Central 
Warehouse for packing and sbipping;.rbe Trans­
portation Se:v:ces Center (TSC) for vehicular 
transportaciO:l; the Central Inte:ligence Telephone 
COGlpany, (CINTELCO) for telecoC'lOunicatious; 
and ideas 2 Solutions (i2S) for software develop--­
ment. Througb aggressive c()St cutting measures, 
which include staff reductions. proceSs Un;;rove­
reents, and. external marketing, all businesses: met 
or exceeded their proiected performance goals.

,J, \

" \Ref!ngineering Human Resources Practices.. In 
ac effort to meet the Agency's strategic g~~~' an~. 
devote :nore staff resources to mission, C!:A iIiiti~ 
ated j),e t.r"Allsfer or outsourcing of s:ev~etarnori­
core activities io 1999: a:lI1.uity adm.inistrarion, 
which the CIA has handlee for its retirees since 
1964, will completely transfer to me Office ofFer­
sonnel Management by mid~2000; the outsourcing 
of other activities, such as fileroom mainte::ance 
and payroll administration, is also being piloted. 
Also. technology has been employed to Improve 
cotpo:'3te human resource practices: employee 
access :0 odine forms, tools, and records; elec­
t:'onic delivery of Earnings and Leave statements; 
and bar~codicg of oficial personnel folders have 
all resulted in printing, cistribu:ion, ~d !abor 
savmgs, 

,'" 

Improving Conneclivity t(l the Customer. CtA 
successfully established PoiicyNet connectivity to 
the Senate Appropriations Committee (SAC). This 
joint effort between Agency Teehnology Se:'Vlces 
and the DI PolicyNet Program Office provides 
SAC with data and video Intelligence and filtered 
access to a secure nework. 

Public Affairs Strategies. qA developed and 
impleoected public affairs strategies related to: 
the renaming of the CIA compound to the George 
Bush Cecter for Intelligence; the historic cO:lfer­
ence in Berlin on intelligence dur.ng the Cold 
War; the declassification ofhistorical documents, 
including materia! related to human rig.'1t5 abuses 
and political violence in Chile; the CIA's role i:l 
the Wye·accords;,the release of an unclassified 
summa."'Y of a National wtelligence Estimate on 
the ballistic missile threat; and other intelligence­

... rdated matters. CIA rel'Ponded to nearly 10,000 
caBs from ~e general public, as well as more than 
2,500 ierters-a!>rime highs. 

Website Redesigned. CIA redesigned its public 
web sire, makmg it much easier to navigate and 
locate iufor:.:nation on the Agency. CtA also . 
ensured that speeches. press re1ease's ar.c other 
public statements were posted on the site 
promptly, allowing the public quick access to such 
info:n;narion, 

Law Enforcement. CIA has provided legal ar.d 
logistical assistance to regular meet1!1gs betv.:een 
senior CIA and FBI officials, as well as meetings 
between the ODCr and the Deputy Attorney Gen~ 
era!. CLA. h~~c.Qnductc;:d ,training on how mteH:· 
gence and law enfot:Cellfent may properly wor.< ._- ..""'..... 
.toge ther. 	 >"~ • 
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GLOSSARY 

Acre ~ AmlY Counter Intelligence <;:enier. 


ACIS - Arms Controllme!!igence Staff. 


ADCIJA&P ~ Assistant Director of Central 

Intelligence for Analysis and Production. 

ADC/e - Assistant Director of Central Intelligence 
for CoHection. 

.AFOSI - Air Force Office 'of Spedallnvesriga~i-ons. 

ATAC - Anti-Terrorism Alert Center, Under NelS. 

. 	ATC - Applied Technology Center, 

ATO - Advanced Technology Office. 

BW - Biologicai Weapons, 

C31 . Command,. Control, COm!1lWlications, and 
Intetligence. 

CBJB • Congr(~ssional Budget Justification Book. 

CBW - Chemical and BiOJ,oglC¥ll Warfare. , , 
CCP • Co:1sohdated Gryptologic Program 


CI - CotmtennteHigence. 


CIA - Central Intelligence Agency. 


CL4P - Centra! Intelligence Agency Program. 


CIPJIDS • Central Intelligence Agency Retirement· 

a.,d Disability System. . 


CINe - Co:nmander ic Chief. 


CI&SCM ~ Counterintelligence and Security 

COWltenneasu;es. 

CIS - Commonwealth of lndependent States. 

C[TAC ~ Com?u:er Investigations and Infrastructure 
Threat Assessme:H Center, 

CLAt'iSIG ~ Clandestine Signals Intelligence. 


CMA ~ CornrnunH)' Management Account 


CMO - Cectral MASINT Organization. 


eMS ~ Community Management Staff. 


CNC - Criwe and Narcotics Center, 


. COE ~ Common Operating Envirornnent. 

COMINT - Communicatio?-:; Intelligence. 

CONUS - Continental United States . 

COSPO - Community Open Source Program Office. 

COTS - CommercIal Off The Sheif. 

COVCOM ~ Covert Communications, 

cpce ~ Cot:.::l:Iluni:y Personnel Coordinating 
Co:o:unittee. 


CTBT - COOl;,rebensive Test Ba:. Treaty. 


C1 - Counterterrorism, 


'~".' ... -.­
eTC - eounterterrism·Center:. 


CW - Chemical Weapons. 


ewe ~ Chemical Weapons Convention. 


DAO - D~fense At".ache Officr;. 


DC! - Director of CenrrallnteHigence, 


DCTIS - Defense Counterintelligence btegn=.red 

Information System. 

DDCIICM * Deputy Duector of Central Intelligence 
for ComlIHmiry Management. 

DDS - Defense Disscml::iation System. 
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DHS - Defense tnJMINT Service. GATT - General Agreerr:ent on Trade anc TariEs. 

DIA M Defense Intelligence .A.gency. GDrP • Genera: Defense Intelligence Program. 

DIAC ~ Defense b~elligence Analysis Center .. GSM - Global System for Mobile Communications. 

DO Direc~orate ofOperations. HF ~ High Frequency,w 

DoD - Department'of Defense, HoeNET ~ HUMINT Operational Communications 
Network 

DoDIFCIP - Depa ...trnent of Defense Foreign 
Counterintelligence Program. Ht.nvfINT ~ Human Source Intelligence. 

DOE - Department of Energ)', Ie ~ lnteiligence Comrcunity. 

DSS - Defense Security Service. ICBM· lnter-Continentai Ballistic Missile. 

. ,.E.LlNT - Electronic intelligence. Ie CI0 - Intelligence Community CbiefInformation 
Officer. 

ETF ~ Environmental Task Force, 
fG - Inspector GeneraL 

EXDIR!ICA - ExecutiveDirectorllnteHigence 
Community Affairs. 10 w Infonnatlon Operations. 

FBI - Fede!7J Bureau of Investigation. IM.INT ~ Ircagery Intelligence and Geospatial 
L'lfortnadon. 

FBLIFe! M F,~deral Bureau of Investigation Foreign 
Counterintelligence Program. il'-<"R. Deparm::.ent of State Bureau of Imelligence and 

Research. 
FBlISC!v1 - Federal Bureau of Invesngation 

Counte:measures pit)~. IPRG - Intelligence Progran: Review Group, . ", 
FLA - Futuft Imagery ArchiteCt'..:.re, IW - Information-Warfare. 


." 

.,' .' " . .~.~-.J.• _ 

FISA - Foreign t"1telligence SurveiHance Act.,' JCS - Joint Chiefs ofStaff.'·, 


FIS - Foteigr. Intelligence Serv~ce. ne ~ Joint wteHigecce Center, :: 


FBIS - Foreign Broaccast Information Service, JIVA ~ Joint Intelligence Vutual Architecture. 


Fcr -Foreign CounterintcUigence. Jl\1IP - Joint Military btellige:lce Program. 


FISl}<! ~ Foreign Instrumentation Signals ITF Joint Task Force.
w 

Intelligl....nce. 

JITF - Joint Terroris::n Task Force, 


FLC • Foreign Language COrruolttee, 

JWICS - Joint Worldwide intelligence 


FOIA ~ Freedom Of LrlformatioQ Act. Communications System. 


FSU . Fonner Soviet Union, M.A.SINT ~ Measurement and Sig::;ature Intelligence. 

FYDP - Future Yea."£. Defense Program. MBB - Mission Based Budgeting. 
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Ni\FTA - North Amt:rican Free Trade Agreement. 


NAJC . Na!iclial Air Inte!l:gence Center. 


NBC Nuclear, Biological, Chemical weaJX!ns.
M 

NCIPB - Na1ional Counterintelligence Policy Board. 

NelS ~ Naval Criminal Investigative Service, 

l\fJ)IC ~ Natlonal Drug Intelligence Center. 

NFlP - National Foreign Intelligence Program, 

t-.'1C ~ National intelligence Council. 

hies M National In!eHigenc~ Collection Boant 

l\1MA • National Imager), and Mapping Agency. 

:N"L\1AP. Nationallmagery a.'lc"Mappmg A'gency 
Program, 

:N1PB - NationalloteUigence Producers Board. 

NIST ~ National Inte!ligence Support Team. 

NPC ~ Nonproliferation Center. 

'~"RO ~ National Reco~3issan(::e Office, 
',. l 

NRP - National Reconnaissance Program. 


NSA - National Security Agency. 


~SA1CSS ~ National Secu..-ity Agency/Central 

Security Service. 

OMB - Office of:"v1.anagement and B~dget 

OPM - Office of Personnel Mac.agejjen~. 

ORD - Office of Research and Development 

0515 - Open-Source Information System. 

PAEO ~ Program Assessment and Evaluation Office, 
Community Management Staff_ 

PDD ~ PreSidential Declsion Directive. 

R&D· Research and Development. 


SAFE Support to the Analysts' File Environment. 
p 

SIGI}.'T ~ Signals inlell:gen.ce. Intelligence infl."?rma~ 
tion derived from all communications intelligence" 
electronics intelligence, and foreign instr',J:nenta~ 
cio:) signals inreHigence. however transmitted or 
collected. 

SLBM Submarine Launched Ballistic Missile.p 

5S0 - Spe<:ial Security OfficeiOfficer. 

TECH ELll'<! ~ Technical Electronic Intelligence. 

TIARA - Ta~Hcal bHelligence and Related Activi:les, 
The milita..")' service intelligecce programs sepa­
rate from the NFIP a..,d (starting in FY 1996) from 
theJMIP. .. 

UCA - Unified Cryptologic A....'"Chitecture. 


USACOM ~ US Atlantic Command, 


USCENTCOM - US Central Command. 


uses ~ US Cryptologlc System. 


USEUCOM - US European c"mmand, 


L"SFK - US Forces Korea. 


USIGS - US ImM,~l'y and,Geospatiallnformation 

.«.:_-;.. ­System. ....: -~;-

USPACOM - US Pacific,'e~·~<l!td. 


USSOCOM - US Speci.1 Operations Command, 


USSOUTHCOM - US Southern Command, 


USSPACECOM - US Space COll1l1land, 


USSS - US SIGINT System, 


USSTRATCOM - US Strategic Command, 


USTRAJ',SCOM - US Transponation Comma.od, 


\YA1D ~ Weapons of Mass Destruction. 
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