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517198 FINAL 

ADMINISTRAnON RESl'ONSE TO REI'ORT ON CHINA SATELLITE LAUNCfI 

The Administratlon has reviewed the report of the Senate Select Committee on Intelligence 
(SSel). entitled the "Affect on U,S. National SccuIity ofAdvanced SateHite Technology EXpects 
to the People', Republic ofCruna (PRe) and the PRC', Efforts to Influence U.S. Policy". 

VIe agree wit1l the Committee that the United States should flot assist China's ballistic missile 
program in connection with Chinese launches of UK commercial communications satellites. 
This hn., been U.S. policy since 1988, when President Reagan fmit authorized the nse ofChines. 
launch services. . 

This Administration. like previous Administrations. has not authorized the transfer of any 
technology to assist China's ballistic missile program. However, we share the Committee's. 
concern Ulat unauthoriz.ed assistance and transfers of technology relevant to space launch 
vehicles and ballistic missiles may have occurred during certain space launch failure analyses. 
The Department of Justice is investigating these allegations to determine if~y violations of US. 
export control regulations have occurred. We also agree with the Committee's finding that there 
is no evidnncc that these unauthorized technology transfers have been incorporated into Chlna~s 
currently deployed ICBM force, which was developed and deployed before U.S. salellites wet. 
approved for export to China. 

We are concerned, as is 6c Committee, that unmitho:izcd assistance a..,d transfers of space 
launch vehjclc and satellite technology could assist China in the development offuture ballistic 
missiles, \Vc agree wit!: the Committee that Cru..na's indigenous work and improvements derived 
froIn non-U.S. foreign source.') make it difficult to detect with precision to what extent 
technology tJ'l'lnsfcrs from U.S. sources may have helped China. The ComJn1ttee bebeves that 
assistance flOm nOD-U.S, foreign sources probably is more imponant for the Chinese baUistic 
miss.ile dt:"Jc1oplncnt p~ogram than the technical knowledge gained during U,S. satellite launc~ 
campaib'1ls. 

\Ve COnCur with the majority of the Committee's recommendations, and note that the 
Administration is ahead;: implr,.:r.enting many of these actions. In partiCUlar, we support the 
actions suggested to improve the monitoring of foreign launches of U.S. satellites. to better 
inform U.S. incu6Uy of its obligations regarding U.S. expDrt control laws and regulatio!ls, to 
i.rnprovt the timehness and transparency of the satellite licensing process, and to report to 
Congress. Wt!: also agree with the need for a strong Intelligence Community role in the expon 
licensing process. 

The Administration believes that the longsianding pOlicy of permitting the launch of U.S. ( 
commercial satellites by China, with strong tedmolQgy co:ltrols, serves OUT overall national 
interl",sl. \Ve will continue to work with Conwess on this important issue. 

4+.1. .. ", ••• ,..,.. 

The Committee report raises a number of iss\,les related 10 intelligence and "Chinese Efforts to 
Influence U.S, Policy." We defer to the Director of Central Intelligence and the Director, FBt to 
respond to the Committee Oil these very specific matter.; concerning collection. analysis and 
dissemL'13tion of intellir.enr.!":. 

http:unauthoriz.ed
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ssel RECOMMENllATlONS 

f, The Secretary of Defense !4hould aUfborize DTRA monitors to suspend hlurH.:h campaign 
activities nt any time to address security concernS. 

Rcsp~ 'fhe Administration agree.<t Witll this rccct':1tnendatiou. Whcn security concerns are 
identified in connection· with any foreign s.atellite launch campaign, the USG officials must have 
the appropriate tools at their disposal to ensure that technology safeguards are applil:d 
effectively. Under current practice, DoD monitors have authority under the export licenses 
issued for the launch campaign to ensure that secu:ity concerns are addressed, indllding 

_suspending. launch activities if nccessruy. ,, 
2. The Defr:nsc Threat Redlu:tion Agenty (DTRA) should~ 

a) Establish appropriate professional and technical qunlifiution reqtJit'ement..'i for satellite 
lUonitors 

Response: The Administration agrees with this recommendation. DTRA has created a 
permanent, professional staff that is dedicated to alt aspects ofsatellite expon monitoring and is 
currently hiring personnel, 

b) AUacutcd sufficient l"e5ourcc.'i to prr.vent any shol'tf.alls in the numbers of Jnonitoring 
personnel, 

Response: The Administration agrees with this recommendation. The Department of Defense 
has established a sufficient permanent staff dedicated to monitoring and is hiri.'1g personnel. 

'c) Pursuant to St'!ctlon 1514 of P ,L. 105-736 (1998), DTRA should be advanced the 
estimatt~d cost of monitoriug and, promptly aftcr the conclusion of a launcb campaign, be 
ruBy rcimiJursed fol' monitorlng costs. 

Response: The Administration agrees that the full costs ofrr..onitorbg should bc: reimbursed to 
000. DoD has established procedures to ensure that aU cost<; arc reimbursed by exporters to 

DoD in accordance with the FY 1999 National Defense Authorization Act 


d) Cre.,'1t<~.:l formal technology training program that included}( structurt:d framework for 
tt".f{in.illg Ilnd fi-clding lUl')nitQrs CdU(lltcd in areas or expor'"t ,ontrot jaw and regulations. 

Response: The Administratioll agrees with this recommcr.dation. The DTRA monitoring 
progra(;1 is (;stubUshing a [nIma! iltlfl rieOIOUS lraiuitlg pJOgllun for monitors, 

e) Review :<Ind refine existing guidelines Oil the technologit.A and technical information 

suitable. for discu.ssion with foreign (~ugiue(:I's, iududing technologies and technical 

informatioll not to he shared under any circumstances with foreign pcrs:omu..t 
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Response: The Adminiiltrl).uon agrees with the need to ensure that U,S. monitors, U.S. comparue5 
and foreign launch providers 'Understand and cOlnply Witll tcc1mology transfe:- guldC:-iincs, The 
Department of State will work with the Department ofDefense to ensure that existing guidelines 
are incorporated into the DoD monitor training program. 

f) Provide at least annual briefings: to comlncrcial satellite company personneJ involved ill 
space launch campaigns on the relevant export licensing standards, gUidelines and 
I'cstrictions. l)articipation in these uricfings sbould be a mandatol'Y requirement for 
commercial sateUites company personnel involved in sJluce launth campaigns, 

Response: The Administration agrees with the need to enSCiO that commercial satellite 
companies are complying with aU aspects oru.s. export control law and regulation, The 
Deparunertt of State's Office of Defense Trade Controls (ODTC) offers a. series of seminars 
thro'Jghout the year to keep U.S. companies wonted about regulatory changes, Companies also 
regularly consult on an individual basis with ODTe and DoD staff. Vle will examine the 
existing seminar structure view the intent of incorporating briefings specifically tailored to the' 
satellite industry into the ongoing schedule. DoD is also structuring the monitor training 
program to include participation by exporters or. a fee~for~ser\'ice basis. 

g) Offer nuractivc financial and career incentives in the monitoring program. 

Response: The Administration agrees with this recommendation. DoD has created a perrnanent) 
profZ!SsioO<lt satellite launch monitodng staff and currently is r.iring pcrsoo::lcL DoD is ensuring 
that the pl'ogldm providl".S sufficient incentives to attract and retain high qualit}, personnel 

11) Establish a counterintelligence office with DTR..4 as part of the monitoring program. 

Response: The Administration agrees with the intent of this recommendation, which is to ensure 
that counterintelligence (el) resources are focused on what is an important target area for foreign 
governments interested in obtaining U,~, technology, The Administ....ation win ensure that 
sufficient CI resources arc used to address this recommendation, 

3, For the purpose of creating greater accouutability within the satellite monitoriug 
program, required by Section 1514 ofP.L. 105-736(1998), J)TRA sbonIrl include in the 
report to Congress: a summary account of all sateUi1e launch campuigns and reJated 
technical discussions and activities, any license infra£'tions or violations that may have 
occurred during those launcb campaigns, rC50urces and Ilcrso:nnel dedicated to the satellite 
monitoring pmgrnm Jlnd tile rec()rd ofAmerican satellite makers iu cooperating with 
DTRA monitors and complying with export control laws nnd regulatians. 

Respons,S The Administration agrees: with the need to ensure adequate Congres51onal oversight 
in this important area, DTRA will incorporate the information outlined in this recommendation 
into its annual repon t(l Congress. 

4, The Secretary of State s~ould establish stdct timct'lhles for reviewing Ikensc requests 
involving the overseas launch of commercial satellites. The State Department shoutd 

, 
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complete i.ts review or such license applications within 90 days. The 8tate Department 
should advise American sate1lite producers the specific reasons for denying the license or 
conditioning it with certain provisos. 

Response; The Administration agrees with this recommendation. The Department of State is 
iropleOlcatiog a process with a target goal of 90 working 'days to complete its review of a satellite 
license application, 

5. The Dircctor of CentrallntclIigencc Of designec should be consulted at all stages within 
the satellite ex.port licensing proteSs with respect to end user and the national security 
impact ofexports.•The Committee rec.ommends the cf'eating of a technically proficient 
Intelligence Community gl"oup to provide the advice ~llid dissemin!lte it to all participating 
licensing ngeucics and relevant congressional committees. 

Response: The Administration agrees that it is crucial foI' the licensing agencies to have timely 
access to the best quality intelligence informution available that bears on a pending export 
license application. The DCI win be asked to examine existing processes for providing 
intenigeuce input to the State and Couimerce export license processes. 

6. Tbe InteHigence Community should complete an annual analysis of export license 
applications: to determine which technologies are of interest to different nation$, and what 
their pursuit of specific tec.hnologies indicates. This assessment should be provided both to 
the Executive branch offici:ds involved in export poliqmaking and Congress. 

Response: The Administration agrees with this recommendation, The IntelligetJcc Community 
wHl be asked to provide such analysc..<i a.nnually for specific tcchuotogy areas ofdetmed to be of 
high interest 

7. The CtHumiUee rccomm~nds that the Administratioll promptly notify appropriate 
committe:(!.~ of Congress when satellite t-Xpol·tcr$ are under investigation for alleged 
violatiuns in cunnection with satellite elIlOrts, llDd provide a .'itatemcnt of the security 
justification when a waiver or license is provided to such cxportcl'. In addition, export . 
license appliCAnts should be required to indicate whether they arc under investigation as 
part of the npp!ication proct'ss. 

Respo.nse: The Administration agrees that Congress should be kept informed of inves:igations of 
U.S, satellite exporting companies that may have 5 ser:ous affect on U.S national security. The 
AdOlio.i$tratlon will keep the relevant export liceltSing oversight committees. appropriately 
mformed of such investigations. 

8. The Administration should use aU available means to obtain PRe adherence to~ and 
compliam:e with, the I\'lissile Tecbno1ogy Control Regime (MTCR) and l1Dnexc,,'i. Ju light of 
tbe PRC}~ record 2S ~\ persistent protifcr:~tor. the PRe should not be permitted to join (he 
MTCR wIthout having dcmon5tratt~d a sustaim~d and verified commitment to non· 
proliferation of missiles and missile lechnology and has an cffe.:tive export control system 
implementing the MTCR guidellnf'..5 and annexes. 
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Response: The Administration agrees thM gaining PRe adherence to the .MTCR is oae of tile 
most important goals Qru.s. nonproliferation efforts. We have worked diligently to achieve this 
goal since 1993, and will continue our efforts. Our efforts thus far have produced concrete 
results: China has. stopped c:xportofctuisc missiles to Iran, and has agreed to adhere to the 
MTCR guidelines_ However, we continue to' be coucerned that Chinese entities may be 
providing assistance to ballistic missile programs, especially in Pakistan and Iran. To address 
these concerns, we: are seckiJig Chiuese agreement to incofPprate tho MTCR annex. into its 
national export COQtrol system and to imple.ment tll~ fuU n;quiremcnts for MTCR membership. 
III June 1998, President Jiang agreed that China would actively study MTCR membership. We 
will continue our effurts to achieve Chinese adherence to w.e MTCR. 

9. The Committ~e recommends that Cj)~lg(CSS and th:e Administration work together to 
stimulate and encourage expansion of U.S. commercial launch capabiJity. T() this: end, th~ 
Committee recommends steps to remove government barriers to long-term competitiveness 
itJ the space launch industry. 

Reseoose:_The Administration agr~" with thi~ rewmmendation, and has taken numerous steps 
to strengt.hen the U.S, sateUitc manufacturing industry and the comroerciallaunch industry. U.S. 
compan.ie.>; dominate global marketS by selling sateltites and related components to customers 
around the wotld who rely 00 both U.S. and foreign ll1Unchern for a variet), of reasons, The 
Administration has fostered the international competitiveness oft.;"e U.S. commercial space 
launch industry by pursuing po:icies aimed at developing new, lower cos! U.S, space launch 
capabilities to meet both gClVernment and commercial needs, 

10. The Comm.ittee belicve.~ that its findings justify a t'C:1ppncisal of the poUey permitting 
the c:x:port of U.S. commercia] satellites to the ,oRC for launch. The Committee 
recommends that the. aJlllropriatt; Q)nunittces of Congress review the advantages and 
disadvantages ofl'hasing out the practice of launching of U.S, satellites in the PRC~ Snch 
..cview should consider the finding of this Committee1 the Administration views, the U.S. 
satellite industry, U.S. SpgCC laullch industry) the U.S. telecommuuicatious indusil'Yt nlld 
other intl~rcsted pnrtics. The Committee recommends that) if II phasr:-nllt poiicy is adopted, 
such policy f:)(plicitly authon'le the export to the PRe for launch of .aU satellites previously 
licensed and should he designed to minimh:c th~ risk of additional technology transfer to 
the: I~RC during these remaining launches. 

Rese<l~ 'rhe Administration believes that the lQugsiandir:.g poiicy of permitting U.S. 
commercial satellite launches by China, with strong technology transfer controls, serves overall 
U.s, national inteICSl$, This potiey supportS our engage~ent strategy with China, ::;dvaIlCf",s our 
nonproliferation interests,;me enhance.<; the economic competitiveness ofa vital U,S industry, 
WC'contitmally review our laun:::h policy, and we do not believe that a phase out oflaunches by 
China would serve the natiortal interest We believe: (liM the stt;p~ :"eing ta.."\;:cu to improve the 
satelIit(: monitoring program and to en~u(e mitt U,S, industry i.e; [ully informed about U.S. export 
control laws and legulatious, wilt address the concclll.S raised by Congress with regard to 
unapproved ultnsfers of satellite teChnology. 

http:compan.ie
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CHRONOLOGY OF EVENTS LEADING TO TRANSFER 

OF COMMERCIAL SATELLITES FROM THE DEPARTMENT OF STATE 


TO THE DEPARTMENT OF COMMERCE 


November. 1990 

1991 

October 23. 1992 

September. 1993 

September. 1994 

Upon vetoing a reauthorization bill of the Export Administration Act, 
President Bush issues Presidential Memorandum ofNovember 16. 1990 
(copy ._hed), stating that by June I. 1991. the United States would 
. remove from the U.S. Munitions List (USML) all items cootained 00 the 
CoCom dual-use list (i.e .• CoCom Intemationallndustrial List) unless 
significant U.S. rmtioual security interests would ba jeopardized. Satellites 
and 'hot section ~ technology are two items pending' for consideration. 

At that time the United States was the only pradu""r of 
commercial communlcations satellites (Coms.ts) to treat 
them as munltions items for export purposes. . 

To implement the November 16 Presidential directive. the State 
DepaI1ment-clurired Space Technical Working Group. comprised of 
representatives ofthe Departments of State. Commerce. Defense. and 
other executive agencies. bagins work to idenlitY and recommend the . 
transferof Comsats from the USML to the Commerce Control List (CCL). 

The Slate and Commerce Departments publish regulations implementing 
the transfer oflicensingjui:isdiction for • limited set ofComsais 
possessing specific technical parametet:S. Licensing jurisdiction is aJso 
moved to the Commerce Department for specially designed components 
and other associated equipment necessary for launching the transferred 
Coms.lS. 

"All Coriunerce Department Comsat I,=s re<:e,ve fullimeragency 
review by State, Defense, and the Anns Control Disarmament Agency. as 
required by statutory and presidential directives. 

First Annual Report to the Congress ofthe Trade Promotion Coordinating 
Committee (TPCC) addresses commodity jurisdiction stating that the 
Clinton Administration W111 review immediately those CoCom 
Intematiouallndustrial List items that are currently contained on the 
USML (e.g.• commercial satellites still remaining on the USML) in order 
to expedite moving these items to the CCL. 

Second Annual TPCC Report to Congress addresses commodity 
jurisdiction stating that progress had been made on transferring 
nonmilitary it(:ms, such as the space statio"", and further stating that ..,,~ 
progress on resolving the outstanding issues of commercial satellites is 
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expected in the near future: 

April, 1995 	 An interagency Communications Satellite Working Group is formed by 
the State Department to review and modify the 1992 technical parameters 
on Comsat licensing jurisdiction to ensure that the parameters were UPTto~ 
date given the advances in technology over that three year period. A State 
Department industry advisory group participates in the review process.. . 

September, 1995 	 Third Annual TI'CC Report to Congress addresses commodity jurisdiction 
staring tha4 in response to the 1993 TI'CC mandate to expedite moving 
those CoCom International Industrial List items contained on the USML to 
the CCL, progress had been msde in transferring nonmilitary items such as 
the space station. 

DecemberS, 199 President Clinton issues Executive Order 12981 revising the procedures 
for processing Commerce liOOlSes, famllllizing the interagency review 

. process, Md creating. dispute resolution period so that licensing .LHecisions are reached in • timely !IIld orderly fashjon. 

March, 1996 resident Clinton directs that all Comsats be removed from ~e USML and 
transferred to the eCL. 

. 	 .~
September 20, 15'96 The State Department submlts a 30-day notification letter infomring 

Congress that the President has approved. proposal developed by the 
Departments ofState, Commerce, and Defense to remove all Comsats 
from the USML to the Commerce Department's CCL. 

October 12,1996 Cresident Clinton issues anamendrnent to Executive Order 12981 

L­

requiring'e~~ interagency Comsat license review. :. 

October ~l, 1996 
NovemberS, 1996 

The Commerce and State Departments issue regulations implementing the 
transfer ofComsats from the USML to the CCL. The regUlations provide 
that Comsats are' subject to Commerce licensing even if they include in a . 
commercial Comsat launch certain defined individual munitions list 
systems, components, and parts. In all other cases, these systems, 
components, and parts remaln subject to USML licensing. 

September 29, 1997 The Commerce and State Departments issue regulations clarifying that 
April 9, 1998 satellite fuel and certain additional USML items may be int?luded with a 

commercial Com",,! launch licensed by the Commerce Department. 
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CHRONOLOGY OF EVENTS LEADING TO TRANSFER 

OF COMMERCIAL SATELLITES FROM THE DEPARTMENT OF STATE 


TO THE DE~ARTMENT OF COMMERCE 

November, 1990 

October 23,1992 

September; 1993 

September, 1994 

Upon vetoing a reauthorization bill ofthe Export Administration Act, 
President Bush issues Presidential Memorandum of November 16, 1990 
(copy a,'ached), stating that by June I, 1991, the United Stales would 
remove from the U.S. Munitions List (USML) all items contained on the 
CoCom dual-use list (i_e., CoCorn International Industrial List) unless 
significant U.S. national security interests would be jeopardized Satellites 
and 'hot section' technology are two items pending for consideration. 

At that time the United States was the only producer of 
commercial communications satellites (Comsats) to treat 
them as munitions items for export purposes. 

To implement the November 16 Presidential directive, the State 
Department-chaired Space Technical Working Group, comprised of 
representatives of the Departments of State, COmIncrcc, Defense, and 
other executive agencies. begins work to identH}' and recommend the 
tmnsfer ofCom"'ts from the USML to the Commerce Control List (CCL). 

The State and Commerce Departments publish regulations implementing 
the transfer of licensing jurisdiction for a limited set ofComsats possessing 
specific technical parameters, Licensing jurisdiction is also moved to the 
Commerce Department for speciaily designed components and other 
associated equipment necessary for launcrung the transferred Comsats. 

All Commerce Department Comsat licenses receive f~1I interagency review 
by State, Defense, and the Anns Control Disarmament Agency, as required 
by statutory and presidential directives, 

f<"irst Annual Report to the Congress of the Trade Promotion Coordinating 
Committee (TPCC) addresse, commodity jurisdiction stating that the 
Clinton Administration will review Immediately those CoCom International 
Industrial List items that are currently contained on the USML (e.g., 
commercial satellites still remaining on the USrvtL) in order to expedite 
moving these items to the eeL. 

Second Annual TPCC Report to Congress addresses commodity 
jurisdiction stating that progress had been made on transferring nonmilitary 
items, such as the space station, a"d further stating that progress on 
resolving the outstanding issues of commercial satellites is expected in the 
near future. 
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September, 1995 

December 51 1995 

March, 1996 

September 20, 1996 

October 12,1996 

Detob.rl1,1996 
November 5, 1996 

September 29, 1997 
April 9, 1998 
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An interagency Communications Satellite Working Group is formed by the 
State Department to review and modifY the 1992 technical parameters on 
Corns-at licensing jurisdiction to ensure that the parameters .were up-to-date 
given tbe advances in technology over that three year period. A State 
Department industry advisory group participates in the review process. 

Third Annual TPee Report to Congress addresses commodity jurisdiction 
st.ating that, in response to the 1993 TPCC mandate to expedite moving 
those CoCom International Inrlustriat List items contained on the USJ\,1L to 
the eel, progress had been made in transferring nonmilitary items such as 
the space station. 

President Clinton issues Executive Order 12981 revising the procedures for 
processing Commerce licenses, fonnalizin8 the interagency review process, 
and creating a dispute resolution period so that licensing decisions are 
reached in a timely and orderly fashion, 

President Clinton directs that all Comsats be removed from the US:ML and 
transferred to the CCL 

The State Department submits a 30~day notification letter informing 
Congress that the President has approved a proposal developed by the 
Departments of State, Commerce, and Defense to remove all Comsats 
from the USML to the CommereeDcpartment's CCL. 

President Clinton issues an amendment to Executive Order 12981 requiring 
enhanced interagency Comsat license review, 

The Commerce and State Departments issue regulations implementing the 
transfer ofCornsats from the USML to the eeL The regulations provide 
that Comsats arc subject to Commerce licensing even if they include in a 
commercial Comsat launch certain defined individual munitions list 
systems, components, and parts. In all other cases, these systems, 
components, and parts remain subject to USML licensing 

The Commerce and State Departments issue regulations clarUying that 
satellite fuel and certain additional USML items may be included with a 
commercial Comsat launch licensed by the Commerce Department 



Ten Year Time Line 


The following chronology of events provides a historical time line of U.S. Government 
actions and policy decisions with respect to launching U.S. commercial satellites on 
Chinese rockets. 

Sept. 1983 

Reag,,10 Administraiion announces its intention to allow U.S,~bum satellites to 00 launched on 
Chinese rockets. Conditional approval is granted for the launch of Aussat and Asiasat In Ctlina. 
U,S. Government Inter.1gency group headed by,the Office of the U,S. Trade Representative 
b(}91ns negotiating a launch agreement with China. 

Jan, 1989 

Bush Administration signs an agreement allowing China to launch up to nine commercial 
geostationary saletlites over the next six years.' 

June 1989 

In the wake of the Tiananmen Square massacre, the U.S, Congress imposes economic 
sanctions against China including a provision requiring Presidential waivers for the launch of 
U.S.-built sate1!ltes on Chinese rockets, 

Dec. 1989 

President Bush approves waivers for two launch campaigns AslaSat (AsiaSat 1) and Aussat 
(Optus B1 & 83). State Department issues export licenses for three satellites. 

April 1990 

China Great Wall Industry Corporation launches first U.S,-bullt satellite (AsiaSat 1). 

April 1991 

President Bush approves waiver for a Swedish sc!enlific satellite (FreJa). Slate Department 
Issues export license, ' 

Sept. 1992 

President Bush approves waivers for China for six additlonallaunch campaigns: Apstsr (APSAT 
1,2. lA, 2R) ,Dong Fang Hong (DHF 3·1 & 3·2}, Aslasal (Asiasat 2). Intelsal (Intelsat VilA), 
$tarsat, and Afrlstar, Slate Department issues export licenses. 

Oct. 1992 

Federal Regulations publlshed initiating the transfer of selected commercial satellite teChnology 
to the Comrr,erce Department's Commodity Control List 

July 1993 

Prcsidlmt Clinton approves waIvers for China for 1he Irldlum satellite launch campaign and 
Inlelsat VIII launch. State Department issues export licenses for the satellites, 

July 1994 

10f,2 
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President Clinton approves waivers for China to launch the Echostar 1 DBS satellite. State 
Department issues export license, 

March 1995 

Clinton Administration signs follow-on launCh agreement with China allowing up to twenty 
launches of comm~rclal satellites on Chinese rockets through the year 2001, 

Feb. 1996 

Ptesid!~nt Clinton approves waivers for three satellile launch campaigns: Mabuhay (AgJla 1), 
Chtnasat, and Chinastar 1, Staie Department issues export Ilcenses. 

Feb. 1996 

A Long March rocket carrying Intelsat VllA is destroyed 22 seconds aficr liftoff. 

June 1996 

President Clinton approves waiver for China to launch Asia Pacific Mobile Telecommunicallons 
salellite, Siate Department lssues export license. 

July 199. 

President Clinton approves waiver for China to launch several Globatstar satellites to low earth 
orbit Stale Department Issues export license. 

0<1.1996 

President Clinton issues executive order completing transfer of export licensing authority for 
commercial satellites from State Department to Commerce Department. 

Nov. 1996 

Presidenl Clinton approves waiVef for China to launch the Fengyun 1 (FY 1) and SinoSat 1 
salelliles. Commerce Department issues export licenses for both satellites. 

Feb. 1998 

President Clinton approves wail/er for China to launch Chinasat 8. Commerce Department 
iSSues export license. 

FAQs on U.S. Commercial Satellite Launches in China 

Aerospace Industries AssociaHon • satellite launch information 

SIA Home 

j of:] 



N. I 
I 

I 


High PCl'fornumce Computers 

ii 

\ 


Cox Committee Report 
Statements and Facts 

Statement: The Report says that it is I)Ossiblc that Chinn has diverted high~pcl'formnn<:e 
computers to military activities and expresses concerns nbout U.S. policy on computer 
exports. 

Fact: 	 It's important to note that the weapons found in the U,S. arsenal today were built with 
computers whose performance was below 1,000 MTOPS (MTOPS are a measure of 
computer speed and performance)-~ in some cases, with perfonnance of500 MTOPS, 
These were the supercomputers of the 1980$. b~!t today there arc more capable machines 
on office desktops. The level of computational power used to develop the current U.S. 
nuclear arsenal, for example, is less lhan that found today in most vlorkstations. 

High Performance Computers (HPCs) are only one piece of the puzzle to create a' 
strategic weapon. There are many other pieces that are essential, and the Report notes 
that high performance computer$ are "not necessary" for nuclear weapons design or that 
"their precise utility for such applications is unclear," 

For example, the Committee examined information that the Chinese are using U.S. 
computers in nuclear weapons labs, There is no evidence, however, that the computers 
being used are u.s. made HPCs or that they have been diverted to such end uses, In 
many instances, pes sold today are more powerful than computers previously licensed to 
China. Indeed, at least one company will be marketing a laptop over 2,000 MTOPS this 
yenr, and any PC with two or more Pentium III microprocessors wiH also exceed that 
level-

The Report cites a number of hypothetical cases where the Chinese could be using 
computers for military purposes: Most ofihese military applications could be performed 
on commercially available workstations and pes. They do not require supercomputers, 

,, H,\ving access to high performance computers alone wit! not provide improved military­
I
• 

industrial capabilities. Denying exports, however, to U.S. computer companies will only 
damage our national security and our economy, by making it more difficult for ourI 'producers to stay at the cutting edge and by ai!owing foreign flflns, Including indigenous. 
Chinese computer companies., to seize larger anc larger shares oflhe wo:-1d market This 

1 is not in our national security interest. " 

!, 	 In addition, as high performance compute:s become sm.aller, cheaper ar.d easier to install 
and maintain, our ability to control them decreases. Computers sold in the thousands from 
outlets around the globe cannOl reallsticany be controlled. 

I 



l 
StlHcmcnt: The rc()ort claims thai IIPCs in China been dil.'cl,tcd to unauthorized military end~ 
user'S or othet'wise CXI)OI'fed hl: viollllion of U.S. lall'. 

Fact 	 Ex<'.mples ptovided in the Report as evidence of this Arc taken from Commerce Department 
Export Enforcement cases. In the Changsha case -- as the Report notes ~- the Ministry of 
Trade and Econol11lc Cooperation (MOfTEC) worked with Commerce 10 see that the 
computer was returned, The olher cases involve investigations successfully completed, in 
whien the megal shipments occurred betweel\ 1992 and 1994. well before the President's 
decision to streamline HPC export controls was jmpltmenl~d in January 1996. 

Tht~ Report also hypothesizes that computers used by entities engaged Hl military as well as 
civilian functions could be improperly lIsed, 111er<: are no specifics to support the hypotheses, , 	 . 
BXA collects information em how U.S. HPCs nre used in China as required by !oe Nationtli 
Deft:nse Authorization Act for FiscaJ Year 1998 (NDAA). For the most recent NDAA report 
(exports rcport(!d fur Nov. 97-Nov. 98), of the 191 HPCs exported to Ch~na, 42°/0 (79 HPCs) 
went to communications/utilities entities arId 25% (43 HPCs) went to fmandal entities. (Note 
thaI these are actual exports as distinct froll! the NDAA required notifications prior to export. 
some of which never resul! in sates.) We have no information to indicate that any of the 191 
computers have been dIverted to military end-uses. 

Statement: A t the ti me of the d I'llfting of the report, onty one on-sire, end-llscl' vel"ific.ltion had 
been conducted in China ;lilt! the Commiuee ('XI'f...ssed (Oncei'll that PSVs were not being 
conducted llIlPI'OIH'iatety. 

Fac!: 	 Post-shipment visits with China have been a goa! ofrhe US since 1983. An End-Use Visit 
Arrangement was agreed to in June 1998. The process ofidenlifying items for visits and 
conducting visits bega.'11n September 1998. At the time of the first annual NDAA report 
(mid-November 1998), one visit had occurred. As of April 27. 1999, 5 end-use visits have 
been conch:c!cd in China; 3 of those were ;:;n high pcrfo!'lm'.!lce computers. Clearly, we need to 
do more. 

The most significant limilatlon under the End-Use Visit Arrangement has been allevialed 
through a regulatory change. Visits are limited to items for which the Chinese Ministry of 
Forcign Trad-0 and E(:onolllic Cooperation (MOFTEC) has g:r.u)ted nn e:ld-usc certificate. In 
January 1998, BXA revised its regulations to requite th:!t morc HI'Cs be covered by end~us:e 
certificates. (Through these certificates, MOFfEC verifies the truthfulness of the cnd·user 
statements and assures us that the HPC wi!! no: be reexported to third cotmtries,) It has taken 
time for this reglilalion to affect sales. and we a,e now beginnjng to receive reports on 
computers exported under this new requirement. With more computers covered by 
certificates, w~ should now be in a position to coaduct more visits. 

The other limita!lons cited by the Cox Repol1 are horratory rather than practical China can 
decline a Vlsi!. as can any country, but there are consequences attached to Ihat denial, such ~ 
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license denials. China reserves the right to "invite" U $, Government officials to participate in 
VIS!!S, but no visit has occurred withotll US. Government participation, Inspections cannot 
occur until six months aner the itcm is received, but \Ve have found based on experience that 
the end-use generally cannot be detemlined ror six monlhs after receipt since il takes time to 
get the computer to ils ultimate destInation, installed, working and used. In addition, US. 
coltlpanies may require payment in full berore releasing the comp~ller to the customer. 

The end-use visits are still at a beginning stage. We are continuing discussiol1.'1 with the 
Chinese on enhancing the process including increases in the number ofend~use visits in order 
to meet NDAA requirements. Chinese export control officials have been to!d at every 
opportunity that a strang trade relationship with the U.S, depends on confidence-building 
meaSures like the EUV A Althougb the process is nOI perfect, it is a start, and the Chinese 
have been cooperative, although the ~ccidentlll bombing of (hei! embassy in Bclgff\de has 
cie(lriy been a setback in expanding coopenHion. 

Stl\tement; The Cox RelJOJ't st:ltes that BXA can vcdfy location but not how a computel' is 
used. J.'onlu.'I', the Cox RellOl't cites GAO to the effect that PSVs are not effective with IIPCs." 

Fact: 	 End~use/end-user verification is effective when properly targeted. Export Enfon:em~nt at the 
Department QfCommerce hns been dire-cting and conducting end~use checks 
worldwide for over 20 years" The Congress also apparently believes end-use checks on HPCs 
ate effective since they mandated them on all computers over 2000 MTOPS, 

There is no way to teU \','ilh celiainty how a HPC is being llsed. Ralher, Export Enforcement 
relies on Ihe expertise of its agenls. Export Enforcement has placed in FCS-Beijing a senior 
crirninalinvestigator to handle both pre-license and pOSt shipment checks. This special agent 
(who spent 5 years [IS an Export Control Attache in our embassy in Stockholm during the cold 
war) uses Ii:s training and skills to examine ~pects of the licehsed transaction 10 arrive at an 
informed judgement as to the bona fides of the end-use and end~user. The knowledge and 
experience of this agent allows the U.S. ,government 10 make informed judgements on license 
transactions for Chi:la, inc!udi:lg those where all cnd-use check is appropriate. 
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UNfTI!C I!ITATeS OR:PARTMeNT OP CCMMe~c~ 


Bu....au of export: Admlnl.t;r_t:ton 

WtU,tw·"l-It.; U i. a C. 20230 . 


June:: S, Hli'JS 

DClI 60 Minutcs. 

While I can arrreciale the sem:l\IIOnillisiI :\ppcar of the la!e told by former Department of 
C'ommerce Exp,lrt Enforcement agc:nt Marc R~ilrdon in YOlJr inv!;sligacive piece abollt Ille transfer 
(lfU S. technology to Ch;t.a. I believe some provision must be made for the (ruth. 10 that piece 
ML Reardon says he was given the.advice "10 jnvc~!igu(e but don', find anything." Mr Reardon 
is flat (iY' wrong. 

As lhe Deputy Assislant Secretary for r-:Xport Enfcrc1:ment and the mQst seniol career 
invesligator :11 Commerce, J can (ell you lba! Commerce investigators aggressively investisalc all 
allegations of'violadons ofcxpon coouo! Jaws, including the investigation of the McDonnell 
Doug!aslCATIC matter which [took responsibility for overseeing, 

The tirsl actions taken by the: Dcpnnmcnt of Commerce on learning IhM machine tools 
were shipped to an unauthorized location in China were 10 work irrur.ediatel), wilh the US 
company (Mc:Donndl Dou~las) and the Chim::-;c Government to move the equiprncm to a safe 
location, controlled by US interests, We were successful in (hili eflbli. 

When this investigation began, j pl\rticipated in a conference can with Marc Reardon lind 
both hIS first and second line supervi$ors to discuss how [0 approach the investigation. Since 
):.el\rdon wns new to Export Enforcement and had little experien'Ce investigating these kinds of 
CAsas. we suggested several possible lines of approach. Inst<:,ad offQlIowing My or this advice, 
however, he recommended that licadQu3ners take acrions agl\inst McDonnell Douglas. His ­
recori1mendBtion wa!O carefully n'iv\f:wed by HQ end was found to be inappropriate and ineffective: 
because of defh:::it:'ncie~ both in term~ of t:'videntiary fal.:{.s al1d (,Kpcft enforcemem legal options. 
We: scnt the fccomll1~ndation back to the field office for .add:tipru~i investigation for evidentiary 
ract" 

We then assigned 3 senior agent with more investigative experience to the t.:ase;: to help 
Reardon gether evidenee on the case. Shonly after this assignmem was made, Reardon left the 
Commerce Department after apprQximatdy only a ycar on the job. The m:.:nior agent continued 
the inves1igation and developed sufficient evidence to refer the case to the Department of Justice 
for invcsfigll.tion hto possible eriminlll vloletions, Thllt l!i where the matter is cU:'[cn!ly under joi11l 
investigation by a learn consisting of Commerce. Customs. and justice Department enforcement 
agc:ms. When the invcsliJ,;ation lS completed, ll.cti('!n ft~ appfOpriMe.l.H\Scd UpC!I\ the evidence will 
bc t.lkell ;\ccording to law. 

Sincerely, ~. 

J~~d"~ 	Frank W, Delibeni 
Dt;puty A$sist1U1t Secretary 
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ABSTRACT 

This report provides an overview of broad issues before Congress regarding the 
reauthorization of the Export Administration Act of 1979 (EAA) and will describe relevant 
legislative proposals when Ihey are introduced, The Senate Banlcing Commiuee reported the 
Export Administration ACI of 1999 (S. 1712, S.Rept. 106-180) on October 8, t999. Key 
topics diSCU5Scd in this CRS report are the evolution of the EAA, the attempted 
reauthorization of the EAA by the 104111 Congress, issues concerning; the International 
Emergency Economics Powers Act, the debate over export controls, specific technologies of 
CQm:;em, and options for Congress. It will be updated if there are significant developments in 
the ISsues related to eltport administration. See CRS Report 96-492, Export AdmittiSlraliofl 
l.egis/alion, for further discussion ofactlon in the J04 Ih Congress on KR" 361 which would 
have reauthorized the EAA See CRS Report RL300t5, Trade Policy Issues in the 106M 

CQngress. First SessiOI/, for a broader discussion of trade issues, and the CRS Home Page 
for links to legislation and a wide range of related doownents. . 



Export Administration Act of 1979 Reauthorization 

Summary 

The 1 06th Congress has expressed renewed interest in revising and reestablishing 
the Export Administration Act(EAA} wruch expired in 1994. Both HQuses have held 
hearings and the Senate Banking Committee voted to adopt the Export 
Administration Act ofl999(S. 1712, reponed on October 8, 1999, S.Rept 106-180). 
In tmacting export control legislation, Congress delegates to the executive branch its 
express constitutional authority to regulate commerce. When the legislation lapsed 
in 1994, the President kept the export administration regulations in force by executive 
order under emergency authority, as has been done in 1he past. 

The EAA. establishes export licensing policy for items detailed on the Commerce 
Control List (eel). The eel currently provides detailed specifications for about 
2400 dual-use items including equipment, materials, software, and technology 
(indudingdata and know~now) likely requiring some type ofexport license. The eeL 
is periodically updated to decontrol broadly available items and to focus controls on 
critical technologies and on key items in which the targeted countries are deficient. 
Exports of defense articles are governed separately under the Arms Export Control 
Act. 

In debates on export administration legiSlation, parties often fall into two camps: 
those who primarily want to liberalize controls in order to promote expo~. and those 
who are apprehensive that further liberalization would compromise national seturity 
goals and want to increase certain controls. While it is widely agreed that exports of 
some goods and technologies can adversely affect U.S, national security and foreign 
polky, many believe export controls can be detrimental to U.S. business. that t1"!e 
resultant lose ofcompetitiveness, market share, and jobs can harm the U.S. economy, 
and that the harm to partitular c,s. industries and to the economy can have a negative 
impact on U,S. security. Controversies arise with regard to the cost to the U.S. 
economy, the licensing system, foreign availability ofcontrolled items, and unilateral 
controls as opposed to multilateral regimes. 

Specific controversies have involved exports to potentially hostile organi7.ations 
of telecommunications and advanced electronic equipment, precision machine tools 
(especially computer assisted machines), guidance technology (including Global 
Positiorung System ~hnology), synthetic materials (especially high~strength, light~ 
weight, heat- and corrosion-resistant), specialized manufacturing and testing 
equipment (including mixers, high temperature ovens, heat and vibration simulators), 
In the last few years, congressional attenrion has focused on hjgh~performance 
computers, encryption, stealth, and satellite technology. 

Congress has several options in addressing export administration policy; ranging 
from approving no new legislation to rewriting the entire Export Administration Act. 
Among the options presented in this report are: allow the President to continue export 
controls under emergency authority, restore the EAA 1979 with increased penalties. 
or, re\\'Tite the Export Administration Ac~. 
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Export Administration Act of1979 

Reauthorization 


Introduction 

The 1MU, Congress has expressed renewed interest in revising and reestablishing 
the Export Administration Act (EAA) which expired in 1994. Such an act delegates 
from the Congress to the executive branch its express Constitutional authority to 
regulate foreign commercial exports, Tbis delegation of export controls has 
tra.ditionaUy been temporary. and when it bas lapsed, the President has declared a 
national emergency and maintained ~xport control regulations under the authority of 
an executive order. The EAA, which was \vritten and amended during the Cold War, 
lOcuses on the regulation of exports of those tivilian goods and technology that have 
military applications (dual-use items). Export controls were based on strategic 
relationships, threats to U.S, national security, international business practices, and 
commercial technologies that have changed dramatically in the last 20 years, Many 
rvlembers ofCongress and most U.S. business representatives see a need to liberalize 
U.S. export regulations to allow American companies to engage in generally 
unrestrained international competition for sales ofhigh~technologygoods, But, there 
are also many Members and national security analysts who contend that liberalization 
of t:xport controls over the last decade has increased foreign threats to U.S, national 
security. that some controls should be tightened, and that Congress should weigh 
further liberaH7.ation carefully. 

While the Export Administration Act has authorized the Department of 
Commerce to regulate U.S, ex(X}rts of most commodities~ several other U.S, 
government agencies regulate exports of specified goods and technologies. For 
example, the Department of State must approve exports of defense ankles and 
defense services that afe idenafied on the U.S. Munitions List, which includes some 
dual-usc items such as commercial conununication satellites. See the box below for 
a fist ofother government organizations involved in export administrattou. 
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The Evolution of the Export Administration Act 

1949·1996 

Export controls in time of war have been an element of U.S. policy since the 
earliest days of the republic. I The end of WWII, however, ushered in a new era in 
whl~h export control policy would become an extensive peacetime undertaking, The 
start of the cold war in 1947, led to a major refocusing of export controt polley on 
the Soviet- Bloc countries. Enactment of the Export Control Act of 1949 was a 
formal recognition of the new security threat and of the need for an extensive 
peacetime export conlrol system. 

The 1949 Act identified three possible reasons for imposing export controls. 
Short-supply controls were to be used to prevent the export of scarce goods that 
would have a deleterious impact on U.S. industry and national economic 
perfonnance. Foreign policy controls were to be used by the President to promote 
the foreign policy of the United States. The broad issues of regional stability, human 
rights, anti-terrorism. missile technology, chemical and biological warfare, and 
nuclear non-proliferation have come to be served by these controls. National security 
controls were to be used to restrict the export of goods and technology that would 
make a significant contribution to the milim.ry capability-of any country that posed a 
threat to the national security of the United States. 

Coincident with the establishment of the U.S. export control regime was the 
establishment ofa multilateral counterpart involving our NATO aHies. With a. great 
deal of critical technology being transferred from the United States to the NATO 
allies, and wiili a growing capability for technological development by the allies 
themselves. clearly a mu1ti~lateral control regime was required. Toward this end, the 
Coordinating Committee for Multilateral Export Controls (CoCom) was established 
in 1949. CoCom controls were not a mirror image of U.S. controls but gencraUy did 
reflect a unifonnly rugh level ofcontrols. 

With little change in the perceived threat, the Export Control Act was renewed 
Imlle1ywithout amendment in 1951, 1953.1956, 1958, 1960, 1962,and 1965.,With 
the onset of the era of , 'detente" in the late 1960's there occurred the first serious 
re..::xamination and revision of the U.S. export control system. At this time the 
growing importance of trade to the U.S. economy and those of our ailies began to 
exert significant political pressure for some liberalization of export controls. Congress 
passed the Export Administration Act of 1969 to replace the near~embargo of the 
Export Control Act of J949. It continued to shift the policy toward less restrictive 

I 10 the !irst half of titis century, ~M or the imminent threat of war led to the Trading With 
The Enemy Act of ]911 and the Neutrality Act of 1935. In 1940, Congress increased 
presidential power over the export of militarily significam goods and technology with (he 
passage of Public Law 703. "An Act to Expedite and Strengthen the National Defense." tn 
each oflhcse instances the rationu:e for control was the clear wartime necessity of not giving 
aid and comfort to the nation's enemies. 

http:milim.ry
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export controls in the renewal of the Act in 1974, 1977, 1979, 1985, and some 
moderate further Iiberaiizadon occurred in the following years. 

The collapse of the Soviet 
Union in 1989, an event partially 
anributable to (he success of 
U.S. cold war export control 
policy, marked a dramatic 
change in the nature of the 
external threat the t) nited States 
now faces, The export control 
regime, however. has flot 
changed as dramatically. Over 
the course of the Bush and 
CHnton Administrations, the 
export control system has been 
reduced in scope and 
streamlined, but the basic policy 
remains intact. There are many 
who see a need to revamp the 
Act. whether to enhance exports 
or to shift the focus to current 
national security threats. A Jack 
of consensus on key issues has 
meant that anempts to 
reauthorize and retbrm the 
Export Administration Act have 
failed in (he lOP" 102M

, l03,d. 
and I04C> Congresses, The 
export control process continues 
under the authority ofExecutive 
Order No. 12924 of August 19, 
1994. invoked under the 
[nternatlonal Emergency 
Economic Powers Act{lEEPA), 
Matty of those who favor 
rdonning the Act, whether to 
liberalize or tighten controls, 
contend that operating under 
mEPA imposes constraints on 

Other U.S. Government ~parlments and 

Agencies ~itb Export Control 


Responsibilities 


Department ofCommerce. Palent and 
Trademark Office (or Patent filing Data 

Department of State for Exports of Defense 
Articles and Defense SerVices 

Department of Energy for Exports of Nuclcar 
TedUlo!ogy and Technical Data for Nuclear 
Weapons and Sped,,1 Nudear Materials; and 
Natural Gas and Electric Power 

Nuclear Regulatory Commission for Exports of 
Nuclear Materials and Equipment 

,Department ofTrcasury for Foreign Assets and 
Transactions: and Trafficking in Alcohol, 
Tobacl;O, Firearms, and Explosives 

Department of Justice, DEA for Drugs, 
Chemicals. Precursors, Controlled Substances 

Department of Inlerior for Fish and 
Wildlife/Endangered Species 

Department of Health and Human Services, 
PHS, FDA for Drugs, investigational Drugs. 
Biologics, and Medical DeviceS 

Department of Transportation for American 
Carriers Destined to North Korea; and U.S. 
Vessels over t ,000 Oross Tons 

Federal Maritime Commission for Ocean 
Freight forwarders 

Environmental Protection Agency for 
Pollutants, Hazardous Materials 

the administration ofthe export control process, undermining its effectiveness. Others 
think it may be better to continue operating under IEEPA rather than rewriting the 
Act while there are 50 many controversies involving export administration. 

Another significant change in the export control environment occurred with the 
dissolution QfCoCom in 1994 and its replacement by the Wassenaar Arrangcmcnt1 

~ For details on Wassenaar, see Mililary Technology and COtWentiOflo1 Weapons Export 
(continued...) 
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This new multilateral arrangement is more loosely structured than CoCom, allowing 
much wider variance between ;.... hat is controlled by the United States and other 
members of the arrangement. Generally more liberal control practices abroad raise 
important questions about the ultimate effectiveness of U.s. export controls (under 
either the current or a revised EAA) in securing national security objectives and the 
fairness of those increasing1y unilateral controls to American industry. 

The Export License Review Process Under the Export 
Administration Regulations (EAR) 

The EM and the implememing Export Administration Regulations (EAR) 
establish polk:ies and procedures for the regulation of exports and setout which items 
need to be licensed for export to which destinations, The Commerce Control List 
(CeL) currently provides detailed specifications for about 2400 duaJ~use items 
including equipment, materials, software, and technology (including data and know~ 
how) likely requiring some type of export license. In many cases items on the eeL 
will only require a license if going to a particular counfry. On the other hand, 
particular products, even if shipped to a friendly nation, will require a license due to 
the high risk ofdiversion to an unfiiendly destination. The end-use and the cnd~user 
ean also trigger a restriction. The eeL,is periodically updated (with the benefit of 
significant input from other government agencies) to decontrol broadly available items 
and to focus controls on critical technologies and on key items in which the targeted 
countries arc deficient. 

The task of the Bureau of Export Administration (BXA) Qfthe Department of 
Commerce is to provide a complete analysis of each of the 10 to 12 thousand license 
applications received each year, nWlewing not just the item in question but also its 
stated end use, as well as the reliability ofeach party to the transaction. Within 9 days 
of receipt ofthe license application BXA must notify the applicant as to whether the 
application is accepted, denied, in need of more information, or is being referred to 
other agencies for review. In practice. about 85% ofall applications for a license are 
referred to other government agencies for evaluation, extending the length of the 
review process, 

The current regulations give the Departments of Defense. Energy, and State a 
direct and equal role in the review of al11icense application submitted to the BXA. 
The inter'agency review process is facilitated by the use -of several established 
interagency groups that provide broad expertise and help give a timely interagency 
consultation. 

When review of II license application by another agency is requested by BX..<\, 
regulations give a set time table and procedure for that process, Within 10 days of 
such referral the receiving agency must advise 8XA of any information deficiencies 
in the application, (Time taken to find such information does not {;ount against the 
total aUowed processing time). Within 30 days of the -initial referra1 the reviewing 
agency will give BXA a recommendation to grant or deny the license applicanon, If 

('.,<;ontinued) 
Controls: The Wassenaar Arrangement, by Richard F. Grimmett, CRS Report 95-1 196, 
l 
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no recommendation is made within the 30~day period the reviewing agency will be 
deemed to have no objection to the license decision of BXA. If there is interagency 
disagreement the EAR contains a three tiered dispute resolution process sct with 
explicit time limits for each stage of that process,.} About 93% orall such diSputes are 
resolved by consensus at the first tier. 

BXA's goal is to make a decision on all license applica.tions no latter than 90 
days from the date of registration with the BXA The goal of recent policy action on 
tbe BXA review process bas been to use strict time limits mixed with extensive inter­
ttgency review to assure an expedited, but thorough review process. 8XA reports that 

"96.% of all license applications are processed and resolved within (he 9O-day time 
limit..l Interagency review typically takes less time than allowed in the reguJations, 
But, ifan agency needs mOre time for a thorough review it has the option o["stopping 
the clock", 

BXA'3 -denial of an export license must be explicitly supported by the statutory 
and regulatory basis for the denial, giving specific considerations and what 
mcdificatiol\s would allow BXA to reconsider an application, An explicit appeal 
procedure is specified in the EAR, One possible basis for appeal is an '''assessment 
of foreign availability.') (fthe item in question can be shown to be readi1y available 
from a non-U,S, source in sufficient quantity and ofcomparable quality then a license 
denial may, in some cases, be reversed, 

A major revision of the EAR was completed in 1996. It further streamlined the 
licensing process and provided that exporters could follow a step-by-step process to 
determine whether a license was needed, 

Attempted Reauthorization by the 104" Congress' 

On July 16. 1996, the House passed the Omnibus Export Administration Act of 
1996 (EAA~1996, H.R. 361) after hearings and consideration by the Committee on 
International Relations, the Committee on Ways and Means, and Members of the 
Committee on National Security. On July 17, 1996. the bill was received at the 
Senate and referred to the Senate Committee on Banking, Housing and Urban Affairs. 
which held a hearing but took no further action. The main ~lements of H,R. 361 . 
were: 

J The first tier is the Openning Committee {OC) chaired by BXA, Appeals from this 
committee's decision must be made in five days by a Presidential appointee. The next level 
of appeal is to the Advisory Committee on Export Policy. Tltat committee will make a 
decision within 11 days of the reeeipt of the appeaL Appeals from the ACEP decision must 
he made in 5 days by a presidential appointee to me Secretary ofCOIl'.merce who also serves 
as lhe chair of the Export Administration Review Board (EARS). The BARB wilt render a 
decision in t 1days of receipl of the appeat After this point the dissenting agency can. within 
5 days, appeal the decision to Ihe President. 

See testimony of R, Roger Majak, Assistant Secretary for Expon Administration, DOC. 
Before the Subcommittee on International Affa.irs. U.S. Senate, Apn114, 1999, 

! For detailed discussion. see Export Adminislra!iof1. Legislation, by Glennon E, Harrison, 
Robert D, Shuey. Jeanne J, Grimmett & Zachary $, Davis, eRS Report 96492. 

4 
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• 	 A distinction between unilateml controls and multiia.teraJ controls 
rather than the EAA- based distinction between national security 
controls and other foreign policy controls. 

• 	 A preference for export controls that arc in compliance with 
multilateral regimes. Such regimes include the Wassenaar 
Arra.ngement, the Missile Technol-ogy Control Regime. the Australia 
GrouPI and the Nuclear Suppliers Group,6 . 

• 	 An increase in discipline on the use of unilateral export controls, 
Section 106 specified a list of conditions that must be satisfied before 
the imposition of unilateral export controls, including: the 
detetmimuion that the controls are likely to make substantial 
progress towards achieving the intended purpose, that reasonable 
alternative means are not available, and that the reaction of other 
countries will not render the controls ineffective, 

Reauthorization Legislation by the 106" Congress 

On September 23, 1999 the Senate Banking Committee voted unanimously (20.­
0) to adopt the Export Administration Act of 1999 (EAA99), This bill (S. 1712, 
S,Rept I06~ 180) authored by Senator Mike Enzi) Chairman of the Banking 
subcommittee on International Trade and Finance, attempts to strike a new balance 
in the U$, export control regime between national security and economic concerns, 

. Floor action on S 1712 has been held up over concerns about the bllls impact .on 
national security. The major provisions of the bill are: 

• 	 National Security Export Controls. The bill authorizes the 
President to prohibit) curtail, or require a license for the export of 
any item for national security purposes: (scc. 201) and directs the 
Secretary of Commerce, with the concurrence of the Secretary of 
Defense, to establish a National Security Control List within the 
Commerce Control List (sec. 202), EAA99 would focus controls on 
the current threats to n~tional security, such as terrorism and 
proliferation of weapons of mass destruction, rather than 
communism. The President is directed to establish a country tier 
system and assign each country to a tier for each item controlled for 
national security purposes (sec. 203). The bill also requires the 
imposition of sanctions against persons who violate regulations 
issued pursuant to a multilateral export control regime, and other 
sancdons against persons who engage in the proliferation of missiles, 
chemical weapons, or biological weapons. It would limit the items 
that could be controlled for national security purposes: items that 
incorporate controlled goods valued at 25-% or lcss of the total value 
of the items. and items that are available from foreign sources or 
have a mass-market starns would genera1ly not be controlled . 

• See Proliferation Control Regimes, by Robert Shuey, Steven Bowman, and Zachary Davis. 
eRS Report 97<343, for detailed descriptions of these regimes, 
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• 	 Forcign Policy Export Controls. EAA99 would authorize the 
, President to control exports for the purpose of promoting foreign 
pO.licy objectives (such as peace, stability, and human rights) and 
deterring and punishing terrorism. The bill would place several 
requirements, limitations, and prohibitions on the use of such 
controls, such as: it would prohibit controlling reexports for foreign 
policy purposes; it would generally prohibit controlHng items subject 
to a binding contract; it would require 45 days notice and 
consultation before imposing a control; it would require clearly 
stated objectives and criteria for controls which would be reported 
to Congress; it would require the President to review aU such 
controls every two years. EAA99 would also allow the President to 
impose controls prior to notifying Congress in particular situations; 
would allow Wm to tenninate any such control not required by law; 
would allow him to impose controls to compJy with international 
obligations; and would require a license for the export of certain 
items to. countries that support international terrorism, 

• 	 Mass Market nnd Foreign Availability. The bill charges the 
Secretary of Commerce to determine on a continuing basis wether 
any item currently subject to eXPo.rt control meets specified criteria 
for mass market or foreign availability status" If it does the item 
would be removed from the national security control Ust. Such a 
detennination can also be requested by any interested party. The 
President is given the power to set aside a foreign availability 
determination for reasons of national security and when there is a 
high probability that foreign availability can be eliminated through 
negotiations. If those negotiations faii or agreement can not be 
reached within 18 months the set aside would end, This provision is 
essentially the sante as those now in the EAA. 

• 	 Licence Review Process. EAA99 would establish a license review 
process that is generally similar to the currenl process, but with some 
notable differences. The current regulations (created by Executive 
Order (2981) specify that the Departments of Defense, State, and 
Energy ",iii have a direct and equal role in the licence review process.. 
EAA99, in contrast, specifies referral by the Secretary of Commerce 
to the Department ofDefense and other departments and agencies as 
the Secretary considers. appropriate. The bill would, like current 
rules, keep application review subject to a strict time schedule, hut 
also shorten from 30 to 25 days the time aHowed for interagency 
review. This Ume schedule can be interrupted if agencies need 
additionai information on an appiication, but such delays also have 
specified time limits. Like the current process, if there is no 
agreement hy the reviewing agencies the license IS referred to an 
interageney dispute resolution process. EAA99 specifies that the 
initial level of this process be a committee chaired by a designee of 
the Secretary of Commerce with the authority to make a decision on 
the license application after consideration of the positions of the 
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agencies, This aecision <;an be appealed to a higher level of review. 
EAA99 does not specifY the form of higher levels of the dispute 
resolution process, but does stipulate that decisions at this higher 
level be made by majority vote and that the whole appeals process be 
completed or referred to the President within 90 days of the initial 
referral by the Department of Commerce, 

.­

• Penalties and Enfor("ement. EAA99 would authorize substantiaHy 
higher criminal penalties than those contained in the expired EAA 
and IEEPA, Knowing violations by individuals would be punishable 
by a fine of up to 10 times the value of the exports involved or $1 
million (whichever is greater), imprisonment of up to 10 years, or 
both, for each violation. Life imprisomnenr could be imposed, 
however, for multiple violations or aggravated circumstances. 
Knowing violations by flnns would be punishable, for each violation, 
by up to 10 times the value of the exports involved or $10 million, 
whichever is greater. lndividuals and finns convicted of an offense 
would also be required to forfeit to the United States property 
interests and proceeds involving the violative exports, subject to 
procedures set out in the forfeirureshapter of Title 18 of the U.s, 
Code. EAA99 would significantly raise civil penalties as weI!, 
allowing the Secretary to impose a fine ofup to $ i million for each 
violation, in addition to, or instead of, any other liability or penalty . 
As under' current law and regulations, the Secretary could also deny 
the export privileges of a violator and exclude any person acting in 
a representative capacity from practicing before the Commerce 
Department in an export matter, Persons convicted under other 
named statutes (e.g., IEEPA) could also be denied export privileges 
by rhe Secretary fOf up to to years, as could persons related to the 
violator. Civil penalties could only be imposed after notice and a 
hearing and would be subject to judicial review in accordance with 
provisions of the Administrative P(1)Cedure Act. EAA99 would 
authorize the Secn:tary to impose temporary orders denying a 
person's export privileges in a broader range of circumstances than 
permitted under the prior EM, allowing the Secretary to act where 
there was reasonable cause to believe that a person was engaging in 
or about to engage in activity Violating the.EAA99, or a criminal 
indictment had been returned alleging a violation ofthe new EAA or 
one of the other srn.tutes referred to above, While temporary denial 
orders could be imposed without a hearing. affected persons would 
have a liffiited right of administrative appeaJ andjudkial review, 

Issues Concerning IEEPA 

When the EAA-1979 expired in September J990, President Bush extended 
existing export regulations by executive order, invoking emergency authority 
contained in the International Emergency Economic Powers Act (lEEPA) to control 
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financial and property transactions? As required by IEEPA, the President first 
declared a national emergency "with respect to the unusual and extraordinary threat 
[0 the national security) foreign policy and economy of the United States" posed by 
the expiration of tile Act. IEEPA·based controls were later tCmitnated during two 
temporary EAA extensions enacted'in 1993 and 1994 as Congress attempted to craft 
new export control legislation.B After the second extension expired in August of 
1994. President Clinton reimposed controls under IEEPA,'" These controls continue 
in effect to date. lfl A major restructuring and reorganization of export control 
regulations was published as an interim rule in the March 23, 1996li'ederal Register, 

The executive branch has informed Congress [hat its authority to regulate 
exports under the !EEPA is insufficient in a few areas and requested the passage of 
legislation to meet those needs. The foUo-wing deficit;'ncies were outlined in recent 
testimony' 

• 	 Penalty authorities under IEEPA are substantially lower than under 
the EAA and thus have less ofa deterrent effect. [EEPA limits civil 
penalties to $10,000, willful violation to $50,000, and 10 years 
imprisonment ifthe violator is an individual or corporate officer who 
has knowingly participated. in a violation. Equivalent penalties under 
the EAA limit civil penalties to $10,000, or S LOO,OOO for violations 
involving national security controls, and willful violation to $250,000 
and !0 years imprisonment for individuals and $1 million or 5 times 
the value of expons for firms. Even the higher EAA penalties had 
lost some of their deterrent effect due to erosion by infiation. 

• 	 The police power of enforcement agents has lapsed with the EAA, 
These agents must now obtain Special Deputy U.S, Marshal status 
in oider to function as law enforcement officers, a complication that 
consumes limited resources better used on enforcement. 

• 	 IEEPA does not authorize the President to limit the jurisdiction of 
federal courts and thus does not permit him to extend the EM'5 

general denial ofjudicial review, In addition, IEf$PA does not have 

750 U.s.C. §§ 1701 el seq. See Exec. Order No, 127)0, 55 Fed< Reg:, 4037) (1990), 
Presidents Nixon and Ford had earlier extended lapsed export regulations by executive order, 
invoking emergency authorities in the Trading with the Enemy Act. Exec. Order No, 11677, 
37 F'!d. Reg. 15483 (1912); Exec. Order No. 1t 796,39 Fed. Reg. 278-91 {(974); Exec. Order 
No. 11810,39 fed. Reg. 35567 (1974): Exec. Order No. 11940,41 Fed. Reg. 43707 (1976). 
President Reagan did the wne in 1983, invoking IEEPA, Exec, Order No, 12444,48 Fed, 
Reg. 482[5 ([983). 

t PL 103~lO; PL I03¥277. 

') "Continuation of Export Controls," Exec. Order No, 12924. 59 Fed. Reg. 43437 (1994}; 
Message from the President, Sept. 11. 1998, "Continuation of National Emergency Regarding 
the Lapse (If [he Export Administration Act of 1979," Ex. Com. 10845, H, Doc. I05~303. 

10 "Continuation ofEmetgency Regarding Export Control Regulations," Notice of August 15, 
[994.60 Fed Reg. 42767 (1995). 



an explicit confidentiality provision to authorize protection from 
public disclosure of information pertaining to the export license 
applications and enforcement. ' 

• 	 The lEEPA does not explicitly authorize the executive fo implement 
provisions to discourage compliance with foreign boyeotts ag.ainst 
friendJy countries and does not provide a private right of aetion for 
those in the U.S. who have suffered from the effects of a boycolt. 

• 	 The United States is sending the wro-ng message to other countries 
by not enacting appro-priate legislation. Although the United States 
has been urging countries such as Russia, Ka7.akhstan. Ukraine. and 
China to strengthen their export control laws and implementing 
regulations, this country'$ basic taw has expired and U.S. credibility 
is diminished by its lack of a statute. 11 

Tbe Debate Over Export Controls 

Competing Perspectives In Export Control Legislation 

(n debaTes on export administration legislation, parties often fall into two camps: 
those who primarily want to liberalize conttols in order to promote exports, and those 
who arc apprehensive that further liberalization would compromise national security 
goals and want to increase certain contl'Ols. Controversies arise regarding which 
items should be regulated for national security and foreign policy purposes, which 
items can realistically be regulated, which destinations warrant close scrutiny, and 
which regulating mechanisms are most effective. 

In deciding which exports of goods and tedmologies. to which destinations, 
should be restricted, current policy calls for consideration of several factors: a) the 
p(,tential contribution of the export to the ability of the recipient to threaten U.S. 
security interests,'Z b) the importance of the goods or technology to U.S, military 
forces and the extent to which they "would permit a significant advance in a nulitary 
system" ofa threatening country,t~ c) the likelihood that the recipient will divert the 

II Testimony of William A. Reinsch the Under Secretary for Export Administration, 
Department ofCommercx: on the Reauthorization of the Export Ad.ministration Act of 1979 
(EAA), before the Senate Committee of Banking, Housing and Urban Affairs, Suboorrunittee 
on Trude and International Finance, on January 20. 1999. 

11 Under the "catchall provision," the ,export of any item controlled by the Export 
Administration Regulations (EAR), whether it is on the Cel or not, that is destined for an 
end·use or end~userengaged in the development Of production ofweapons ofmass destruction 
or missiles, must be licensed. See 15 C.F.R. 744 regarding the licensing of EAR 99 ttems, 
not Included on the eeL. 
I} Seetion 5(d) EAA requires the Secreta:i.es of Defense and Commerce to list and regulate 
exports of "Militarily Critical Technologies:" The law requires emphasis be given 10 a) arrays 

(conlinued.,,) 

http:Secreta:i.es
http:statute.11
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.export to another party who poses a threat to U"S. security, and d) the ability of the 
United States. in conjunt;tion with other countries or multilateral regimes, to prevent 
thl! proposed recipient from obtaining identical or similar goods" 

Based on the evaluation of these and other criteria, the u.s. government 
regulates exports using a range of approaches: 

• 	 Embargo or regulation of exports of certain commodities to aU 
countries, 

• 	 Embargo or regulation of exports of most commodities to certain 
countries, 

• 	 Prohibition of exports of few sensitive commodities to particular 
countries, 

• 	 Requirement for a license to export particular commodities to 
particular countries. 

• 	 Requirement to name and verify the end use and end user of certain 
exports, 

• 	 Unrestricted exports of most commodities to most countries, 
• 	 Facilitation ofcertain exports to certain destinations. 

Major Issues and Arguments 

Foreign A,,'ailability and the EffectivenessofMultiiateraJ Regimes. Industry 
groups believe that when technologies are avaiiable from foreign suppliers, due to 
non-cxistent or weak multilateral controls, unilateral controls force U,s. flrms to cede 
the market to overseas competitors, while doing little to promote national security, 
Thus, they argue, legislation should authorize only those export controls that wiU be 
cffi:ctive. and should concentrate on controls that coincide with the multilateral 
regimes of which the (;nited States is a member, 

Others contend the United Slates should strictly control any export that is likely 
to damage U.S. security or foretgn policy, and that foreign availability should not be 
<l primary consideration in detennining the need for unilateral controls. \\'hile 
acknowledging the weaknesses ofcurrent regimes, opponents offunher liberalization 
believe that rather than acquiescing to the international availability of sensitive 
technologies, the U.S, shou1d actively promote more effective regimes and should not 
validate proliferation of sensitive technologies by taking part in that sales market 

The Licensing Process and Organization of the Export Control System. 
Industry leaders identify several problems with the existing licensing system: First. 
Qverlappingjurisdiction betv.'een the Commerce and State Departments with regards 

n (".continued) 
of design and manufacturing know-how, b) keystone manufacturing, inspection, and teSt 
equipment, c) goods accompanied by sophist:cated operation, application, or maintenance 
know~how, and d) keystone equipment which would reveal or give insight into the design and 
l!1anufacturing of a U.S. military system, which are nor available to threatening countries. 
The list can be seen at [http://www.dtic.millmctlll. 

http://www.dtic.millmctlll
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to dual-use exports makes it unclear where the exporters need to apply [Of licenses, 
Second, extended time periods required for license approval compromise the 
reli,lbility of U.S. suppliers and make it hard for manufacturers and customers to plan 
ahead. Third, the licensing system does not reflect advances i~ technology, foreign 
availability of dual~use items. and the economic impact of export controls on the 
industrial base, Finally, there is no opportunity for judicial review of licensing 
decisions. 14 

' 

Others consider foreign availability and economic impact to be important 
considerations, yet secondary to national security. Export administration officials 
claim that they conduct thorough, fair, and expeditious license reviews. Time is 
required to check proposed export items against lists of.controlled items, check end 
users and end uses against lists of suspect recipients, and coordinate with several 
government agencies, Officials say they must be able to "stop the dock" to 'obtain 
additional informarion and investigate certain issues on a case-by-case basis to insure 
that sensitive technologies do not fmd their way into the wrong hands. Some analysts 
who see national security as the primary purpose of the export control regime would 
question whether BXA belon'gs in the Department of Commerce. That Department's 
mission is mostly one of promoting exports and generally serving commercial 
interests~ This, in some eyes, may create an institutional bias towards the granting of 
export licenses and skew the process against national defense goals. Other analysts 
polm to the fun and equal participation of other agencies in the current structure in 
arguing that such hias is unlikely 10 prevail. 

China. Much of the debate over export controls has focused on the potentially 
vast Chinese market vs. the risks to u.s. security interests ofexporting sensitive dual~ 
use technologies and defense technologies to China. Representatives ofthe business 
community have argued that the United States has repeatedly taken a negative 
approa<.:b towards technology transfers to China in the past few years while its allies 
have not They reported that Chinese companies will not ask U,S, companies to bid 
on sales because of the negative experience with the U.s. licensing process. As one 
foreign trade expert testified: "The result has been that the Chinese are denied 
nothing in tenns ofhigh technology, but U,S. tinns have lost out in a crucial market. 
This serves neither our commercial nor our strategic interests", \~ 

However, other analysts and several Members of Congress have expressed grave 
concerns about China's dual use technology and defense technology acquisitlOns. 
Deft:nse Depannient analysts claim that tax U.S. export controls have enabled China's 
military to develop a "nationwide integrated command, control, communications, 

For a further discussion, see CRS Report 94492 E. 

IS Dr. Fall! Freedentx:rg's teslimony before the House Committee on International Relations. 
Subcommittee on International Economic Policy and Trade. March 3, 1999. Dr. Frcedenberg 
is the Government Relations Direcwr ofthe Association for Manufacturing Technology, and 
was an Undcr Secretary for Export Adminismltion in the Reagan Administration, 

14 
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C{,mpliters, and intelligence (C'l) system",whkh it could not have ~eveloped on its 
·own".16 

Since April [998, the transfers of commercial communications satellites and the 
apparent transfer of associated rocket technology 10 China nave been especially 
controversial. Although export~ of such satellites were licensed by the Department 
of Commerce from late 1996 till March 1999, {hey were considered Munitions List 
items and licensed by the Department of State under the Arms Export Control Act in 
1995 and early [996 when the controversial incidents occurred. Since mid~March 
1999, Congress has required lhat the authority to license exports of commercial 
communications satellites be exercised by the Department of State.11 The export of 
commercial communications satellites for launch in China and alleged leaks by U.S. 
flnns of associated missile technology to that country have proven controversial since 
April 1998. It was reponed that U.S. firms may have engaged in transfers ofsensitive 
technology to the PRe in the spring of 1996 during a study of a satellite launch 
accident in February of that year. Commercial communication satellites and related 
technology were considered Munitions List items and regulated by the State 
Deparunent when the original export license was granted. In addition. licensing of 
missile technology exports has al\\-ays been regulated by the State Department. The 
President had transferred jurisdiction over the export ofcommercial communication 
satellites to the Commerce Department in 1996, an action that was legislatively 
reversed in October 1998 when Congress required that jurisdiction over these items 
be returned to the State Department by March 15, 1999.lt According to Rep. Cox 
(chair) and Dicks (ranking democrat) of the House Select Committee on technology 
transfers to China. several technology acquisitions by China, in addition to the satellite 
related transfers, have hanned US national security.w 

Impact on the U.S. Economy and U,S. Businesses. The argument is often 
heard that the us. economy is being damaged by export controls that caUSe U,S. 
high~tech companies, farmers, and others to lose overseas sales. thereby suffering a 
los~ of global competitiveness, decreased ability to develop new products and 
services, and loss of profits andjobs, While export controls probably do have some 
impact on the economy, the effect may be ovctstated by the claims of adversely 
affected firms and sectors. 

Static Lo!!ses. International trade benefits the economy by enabling the nation 
to acquire desirable imports and helping the nation to exploit the benefits of 
specialization, economies of scale, and comparative advantage; and, in SQme 
circumstances, to realize improved prospects for mvestment and technological 
advance, These forces increase national income over what would be possible without 
trade. Therefore, one would expect export controls, by impeding exports, to reduce 

It. Halper, StefM, "China Syndrome Manifestations," WashinglOn Times, March 19, 1999. 

F Required by the National Defense Authorization Act for FY 1999, P.L. 105·261. 

12 Storm Thurmond National Defense Authorization Act for FY 1999, P.L, 105<261, 1513. 
New regulations were issued at 64 Fed, Reg. 13679 (1999), 

19 See CltintJ.' Possible Missile Technology Transfers from u.s. SJJteliite Export Policy. 
Backgr<JUlld and Chronology, " by Shirley A. Knn. eRS Report 98-485. 

http:State.11
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U.S. economic welfare. The economic cost ofexport controls is often expressed as 
lost export sales, which may be a good indicator of the cost to a particular industry 
or sector, but vcry likeJy overstates the cost to the overall economy. 

Tile economic cost of export controls is often expressed as the value of lost 
export sales. Such a measure may be a good indicator of the cost to a particular 
industry or sector. By itself it is a measure that, while being an element entering into 
a calculation ofeconomy- wide cost, likely overstates the true economic cost of this 
trade impediment 20 St.'1ndardeconomic analysis indicates that the total economic loss 
associated with imposing export controls would be the net outcome of several 
opposite effects. These effects can be positive or negative, depending on whether one 
is a producer or consumer and whether one's economic circumstances llre linked to 
exports Qr imports. 

Consider first the direct effects of reducing exports. One obvious effect is an 
unfavorable impact on domestic producers who export, This occurs because 
producers are unable to sell as much Qfthe controlled good as an export at the mQre 
favorable world price and must settle for the lower domestic price. Lower product 
prices reduce the economic welfare of domestic producers, There is, however! a 
favorable economic effect on domestic consumers. This arises because the formerly 
exported goods, and the resources that produce them, are not lost to the economy, 
but are absorbed into the domestic economy via a fall in prices. Lower product 
prices improve the economic welfareof domestic consumers ofthe exported proouct. 
In most circumstances the strong expectation is tMt the loss to domestic producers 
ofexports will exceed the gain to domestic consumers of the exported good, leading 
to II "net" economic loss for the whole economy directly attributable to diminished. 
export sales, 

This is only half the story, however, The nature of trade is the exchange of 
exports for i,nports" If exports are reduced, then, ultimately, so must the imports that 
they are traded for. This induced reduction of imports will also have positive and 
negative impacts on economic welfare, Domestic producers, who compete against 
Imports, will see their sales and economic well-being rise. Consumers ofimports, on 
the other hand. are made worse ofl'as their opportunities to buy the preferred lower­
price foreign goods are reduced, In this case, the strong expectation is that the 
economic loss to domestic consumers of imports will ex.ceed the economie gain of 
producers ofimport-<:ompeting goods, leading to a net loss to the economy directly 
attributable to reduced imports. 

The combined effect of a net loss from diminished exports and a net loss from 
diminished imports must be an unambiguous economic loss to the overall economy. 
This is a logical outcome, for if trade is reduced. the "gains from trade" are also 
reduced and national economic welfare will be smaller than it would be without 
export controls. This total loss. however, is likely to be a fraction of the initial 
reduction of export sales, because the resources that produced tbose exports are not 

10 For a fuller discussion of the economic case for and against free trade, see: U.s. Library 
of Congress. Congressional Research Service. Trade, Trade Barriers. and Trade DefiCits: 
Implications/or Economic Well~8eing, CRS Report RD0226 by Craig Elwell. 
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lost to the economy. They arc used less efficiently, but can still be used to produce 
other exports or other import·competing goods that improve economic well~being. 

This less efficient allocation ofeconomic resources and associated reduction of 
the gains from trade, induced by an impediment to exponing~ leads to a onetime 
reduction of national income. This lowering of national income is callc9 3: slatic loss 
and is the standard measure of the economic costs to the economy of a trade barrier. 

Estimating the Economic COtitS o/the EM. The analytical framework outlined 
above suggests. however. that while reduced export sales are the initial effect of 
e~port controls, the ultimate cost (i,e., static loss) to the U.S. economy from export 
comrols is likely to be a fraction of the value of lost expon sales, Tne size,ofthis 
fraction \l/ill be a function ofthe relative changes in producer and consumer gains and 
losses which, in turn, win be determined by the underlying characteristics ofdemand 
ilnd supply in the markets affected. 

Evidence from other trude' liberalization or trade restriction initiatives can 
suggest the probable range within which the EAA's impact lies.11 Studies show that 
multilateral policies that have affected many economic sectors and many trading 
pnrtners have typically had the largest welfare impact with the national income rising 
as much as 35% for a given dollar rise in exports. A smaller effect is found for 
unilateral polices that work across a narrower spectrum of trading partners. typically 
g<:nerating welfare changes of between l(¥,/G to 20% of the associated change in 
export sales. At the low end. one recent study of a variety of unilateral C(:onomic 
sanctions against a fcw small economies found that the U.S. welfare loss was onJy 
about 5% oflost export sales. 

It seems unlikely that the impact ofexport controls is most similar to that of a 
large multilateral trade policy, but neither 15 it clear that they would be more- like 
unilateral export sanctions, Absent more direct evidence, a reasonable conjecture 
about the static welfare losses to expon controls would be a loss to the economy of 
between 5% to 35% of the valuc of lost export saies, with the more probable effect 
in the middle of that range rather than at the extremes. 

The actual welfare loss will, of course, also depend on the magnitude of lost 
export sales associated with the poliq, A srudy done in 1995 judged that export 
controls could have caused as little as S to billion or as much llS $40 billion in forgone 
e~portsales. but the greatest probability \vas attached to a central range of$2l to $27 
billion.n (Total US. exports in 1995 were valued at $806 billion.) 

Combining these twO sets of data gives an estimated range for the static 
economic welf~re loss would go from a low of$500 million (0.05 x S 10 biUion) to a 
high of$14 billion (0.35 x $40 billion), but with the greatest probability attached to 

,1 The welfare effects of selected trade policies are summarized' in: U.s, Congress. 
Cur,gressional Budget Office. The Domestic Costs ofSanctions on Foreign Commerce. 
Washington DC. 1999. Pp. 77·83. 

12 See: Richardson. j, David, Sizing Up Us. Export Disincentives, Washington DC: Institute 
for International Economics. pp. 127·131. 
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, centra! range ofobout $2 billion (0.10 <.$20 billion) l<l $4 billion (0.15 x $27 
billion). It may help to put these loss estimates into perspective jfone considers that 
in 1995 VB. GDP was valued at about 57,3 trillion, putting the estimated economic 
losses in a range from 0.001% to 0.2% of GDP Liberalizatio~ of export controls 
since the early J990s suggests that this burden would have become even smaller 
today. 

Dynamic Losses.Some would argue that, in addition to. the loss ofstatic gains 
from trade, one should add in the loss of dynamic gains from trade caused by export 
controls. In general, dynamic losses could result from a trade barrier causing a 
sustained reducJion of the economy's long~run rate of economic growth. Because 
a change in the grov.1h rate has a cumulative effect on national income (in contrast 
to the one~time impact of a static loss). dynam.ic effects could, with only a small 
annual decrement to the long-run growth rate, add up to a very large long~run loss. 
[f p~esent, dynamic losses. perhaps many fold the size of associated static losses, 
could raise substantially the total domestic economic costs of U,S, export controls. 

In general, proponents of the existence of dynamic impacts argue th~t 
impediments to trade cause a degrading of the environment for investment and 
innovation in exporting industries. This eroding ofeconomic incentives would likely 
be partlcularly important for ftrms at the technological forefront, whose success may 
be tied to capturing large global markets to help spread the COStS ofenonnous R&D 
budgets and to generate more opportunities for realizing productivity gains through 
"leaming by doing." More specifically, these are the types of firms whose products 
carry a significant "dual-use" potential. and would likely be significantly affected by 
u.s. export control policies. 

The existence and size of such dynamic effects, however> is more uncertain 
than the existence static effiCiency effects. Mainstream models of economic growth 
suggest that the engine of long-run economic gro1N1h is the pace of improvement in 
technical knowledge and that such improvement moves at a speed and with a caprice 
that is substantially unrelated to economic poli{;ies, Despite cnanges'in a variety of 
economic policies, including trade policies, the trend growth. rate for the U.S. 
economy has ShO\1;l1 little variation over the last 125 years. with GOP per capita rising 
at a very steady trend of 1.SO/1t per year. Trade restrictions and other PQlicies can 
lower the levd of income, but, according to mainstream economic models, they do 
not pcnnanently change the rate of long-run growth. 

The ernpirica111terature on the trade and growth linkage should be interpreted 
cautiously. Many studies have found there to be a relation. But, others have offered 
good. reasons to think that the relationship may not be particularly robust. In light of 
aU cof this, reliance on projected economic losses derived from a trade bamer's 
rwssible dynamic effects may risk overstatement.13 

n For a fuller discussion ofthe possible linkage between trade and growth see: U.S, Library 
of Congress Congressional Research Service. Does Trade Liberalization Affect the U.S. 
Long-run Ru{e ofGrowth?, CRS Report RUG377 by t:raig K- Elwell 

http:overstatement.13
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Sectoral C()$tS. As suggested above. the direct cost of export controls to 
particular firms, industries, and sectors is larger than the net cost to the overa)! 
economy, The open and flexible nature of the U.S. economy helps to minimize such 
costs, although, significant burdens may still remain, Estimates of lost export sales are 
relevant to an evaluation of the U.S. export control regime. Lost sales provide some 
insight into possible adjustment costs and other social costs associated with export 
controls_ They may also become useful in any discussion of equity of burden and 
possible poilcies to compensate those hanned by export controls. In theory. the 
federal government can provide compensation to ameliorate the domestic burden of 
export controls. 

Economic Sanctions and Export Controls. In addition to the laws and 
regulations that restnct certain exports in order to protect U.s, national security or 
foreign policy. other laws and regulations restrict certain types of exports to punish 
individuals. companies, or countries that have violated international norms in such 
areas as proliferation, regional stability, terrorism, drug trafficking, and human rights. 
These sanctions are intended to punish lhe violators, persuade them to cease violating 
the norms, deter others from such violations, and prevent them from using the exports 
in ways that threaten US. security or foreign policy goals, There has been a great 
deal ofdebate in recent years on the need for sanctIons to support national security 
and foreign policy goals, their effectiveness and appropriateness, and the cost of 
sanctionsJo U.S. exporters and the U.S.. economy,14 

Specific Technologies of Concern 

Controversial exports have included telecommunications and advanced electronic 
equipment, precision machine tOQ Is (especially computer assisted machines). guidance 
technology (including Global Positioning System technology), synthetic materials 
(especially high-strength, light-weight, heat~ and corrosion-resistant), specialized 
manufacturing and testing equipment (including mixers, high temperature ovens, heat 
and vibration simulators), In the last few years, congressional attention has focused 
on t:he following goods and technotogies. 

High Performance Computers. High performance computers (HPCs) are 
computers that can perfonn multiple, complex digital operations within seconds. 

l· See Economic Sanctions to Achieve U.S. Foreign Policy Goals: Discussion nnd Guide to 
Current Law, by Dianne E. Rennack and Robert D. Shuey, CRS Report 91·949, for further 
di~ussion ofU,S, sanctions. Two proposals before the 106.... Congress could. if enacted, have 
a substantial impact on sanctions imposed for f(l~ign policy purposes, including those 
imposed under the authority ofthe EAA. The "Enhancement ofTrade. Seeurity, and Human 
Rights through Sanctions Reform Act," H.R. 1244 and its companion ,in the, $cnllte, S. 757, 
seek to "establish an effective framework for consideration by the legislative and ex«:utive 
brancbesofunilateral economic sanctions."," Passage ofthe measure ~ould, in pari, require 
the executive br,mch to research any proposed sanctions and docwnent the impact ofimposing 
sanctions. Such .esearch would include public hearings, impact studies on particular sectors 
oft}.e American economy, consulting with and reporting to Congress. An earlier iteration of 
the ;'Sanctions Refonn Act" was imroduced in the IOSIh Congress but was not enacted. The 
"Sanctions Rationalizat:on Act," S. 927, would auchQrize the President to delay, suspend, or 
t:.:m,inate economic 50ndons ifhe found it to be in the "important national interest," to do so. 
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Sometimes alw called supercomputers. HPCs ure actually a wide range of 
technologies that also include bundled workstations, mainframe computers, advanced 
microprocessors and software.1

! The benchmark used for gauging HPC computing 
perfonnance is to count the millions of theoreticaJ operations per second, or MTOPS. 
that the computer can perfonn. The actual MTOPs a computer can perform over time 
can vary, based on the operations are performed (some can take longer than others 
or tan be perfonned while other operations take plB'Cc) and the real cycle of the 
computeL 

HPC technologies have removed many of the technological restraints in 
advanced computing by redudng long computing times and complex functions that 
hindered solving mathematical, scientific, and engineering problems.16 The executive 
branch has recognized that tlPes are critical in a variety of defense and securiry~ 
relnted areas. including nuclear and conventional weapons programs, encryption. and 
military operations.v Continual increases in the computing power of HPCs, the 
extent of foreign availability ofmodels comparable to some of those produced in the 
United States, the adequacy of relying on high computing power alone as a basis for 
determining the potential ability ofHPCs to fulfill specific user goals, and the degree 
to which foreign use of HPCs in ways that adversely affect U,S. interests can be 
accurately predicted and successfully monitored, are among the factors in the e,xport 
conlroi debate, 

Due to swift and sustained technological advances in the corrunercial computer 
field, export policy regarding HPCs was revised in early 1996 to remove license 
requirements for most HPC exports of up to 2,000 MTOPS.28 To deal with military 

n A supercomputer is usually defmed as n single. complex, mainframe computer that can 
undertake a series of specifie computer functions, ~ichae! S. Malone, ed.• "Big Iron; 
Supercomputers are Back and Changing BUSiness, Science, and Even You," Forbes ASAP, 
February 22, 1999.96 pages. 

M29 For further discussion, see GAO Report GAOINSIAD-98 l%, Export Conrrols: 
ItifQrmarion on the Decisi<>n fO Revis/!! High Performance Computer Controls (September 
1998), and GAO Report GAO!NS'AD~98-200, Export Controls: National Security Issues 
and Foreign Availability a/High PerJomra.nce Computers (September 1998). 

l1 While the potential use of HPCs by countries such as China. Pakistan, and India. to 
improve their nuclear programs wa'i: reported upon by the Department of Energy in 1998. 
studies ofpossible foreign government use of HPCs in other areas were still in progress at the 
time. GAO Report GAOlNSIAD·98·200, pp. 2-4; GAO ReportGAO/XSLAD-9&·196, at 7~ 
8. As noted by GAO. the DOE study "concluded that 'the acquisition and application of 
HPCs for nuclear development would have the greatest potential impact on the Chinese 
nucJearprogram'~ particularly in the event ofa ban on all nuclear weapons testing.'" M p. 
8. 

l.i 61 Fed. Reg. 2099 (1996). An important factor in the AdministratIOn's review ofex.istmg 
controls was a Stanford UniverSity study commissionedby the Departments ofCQmmerce and 
Defense concluding, in summary, that the existing control regime would beeome increasingly 
ineffective because of rapid technological development and diffusion in the HPC field, the 
changing usage ofHPCs for U,So national securily purposes, and the increasing difficulty of 
using MTQPSs as a basi$ fo~ detennining which items should be controlled, The study 

(continued".) 
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and proliferation concerns, the Commerce Deparrment organized countries of 
destination into 4 tiers with increasing levels of export control. These range from a 
ntrlicense policy for HPC exports to Tier 1 countries (Western Europe, Australia, 
Mexico. Japan, and New Zealand) to the strictest controls for exports to Tier 4 
countries (Cuha, Iran, Iraq, Libya, North Korea, Sudan, and Syria). Tier 3 countries, 
including China, Russia and other countries of the CommonweaIth of independent 
SCates (C[S), India, and Pakistan, were made subject to a dual control system 
distinguishing between civilian and military end-users and end-uses, Export licenses 
would be required for HPCs above 2,000 MTOPs formilituy and weapons end-users 
and end-uses; and above 7.000 MTOPS for any recipient or use. Licenses for items 
in the former category would be considered on:1 case~by-case basis; licenses for those 
in the latter would generally be approved.1'1 

Under the policy change, civilian consumers in Russia, other CIS countries, and 
China could buy hlgh~performtlnce computers without going through the rigorous 
U.s. export licensing process if, for example, the computers were not to be used at 
a nuclear weapons facility" After severol refuS<lls by the United States to approve 
exports Lo Russia of computers for nuclear~related purposes, Russia reportedly 
obtained 161BM computers through evasion of U.S. export license requirements and 
installed the computers in the closed dty of Arzamaz~16 (now known as Sarov), 
where the Soviet Union had designed its hydrogen bomb and Russia has continued to 
engage in nuclear weapons research.¥) The United States originally insisted that the 
computers be returned, but instead, after two years of negotiations, Russia agreed to 
remove the computers from the nuclear. weapons facility and transfer them to a new 
commercial computing center which opened in Sarov in October 1999.31 End· 

2& (._.continued) 
recommended that in the shortwterm new upper and lower export control thresholds be set 
based on "milimrily important applications and un,ontrollablity," respectively. Building on 
tlte Basics: An Examination ojHigh·Peiformance Computing [£xpon Control Policy ill the 
1990's, Seymour Goodman, Peter Wolcott, and Otey Burkhart (November I995). 

!'I 15 c'F,R, § 742. I 2(b)(3), HPC exports not requiring a license may be shipped under a 
special license exception. See is c'F.R. § 740J, "ComputerS (CTP) [composite theoretical 
performancel" 

M "Testing the limits-A Special Report; Despite U.S. Ban, Russia Buys I.S.M. Computers 
fi)t Atom Lab," N. Y. Times, Oct. 27, 1997, p. A I, Russia had reportedly mdkated that the 
computers were to be used for the computer simulations iliat \\lould take the place of actual 
nudeartesting in the event the Comprehensive Nuclear Test Ban Treaty went into force. The 
United Stales undertook a criminal investigation of the computer exports, but Moscow 
reportedly would oot aUQw interviews with Russian witnesses, citing nalional security 
grounds. ld. A Russian subsidiary QffBM eventually pled guilty to engaging in the unlawful 
export of HPCs to the Russian nuclear weapons laboratory and was sentenced to pay a S8.5 
million criminal fine. Civil pClU\hies were also imposed on the subsidiary as a result of a 
concurrent administrntive procceding. Bureau ofExport Administration, Annual Report jor 
Fiscal Year 1998, at i 15·16; "I.B.M. Guilty of Illegal Sales to Russian Lab," NY. Times, 
Aug.!, !998,atAL 

JI "U.S. Resolves a Dispute with Russia on Computers," N. Y. Times, Oet. 1. 1999, at A9. 
The Sarov Open Computing Center. i) joint project of the Department of Energy (DOE) and 

(continued... ) 



CRS·20 


user and verification problems have also arisen with regard to China. For example:. 
an executive branch review reportedly discovered an HPC built by Sun M icrosystems 
in the possession of the Changsha Institute of Science nnd Tecimology, a weapons 
research facility run by China's People's Liberation Anny, the computer allegedly 
having been sold to the Institute in 1997 by one of Sun's Hong Kong distributors 
without an export license, The computer was returned to the United States in 
November of that year.n In addition, umil 1998 China had not allowed the United 
Slates to conduct posl~shipment checks to establish end-use controi. which made it 
very difficult to identify where HPCs were located and in what capacity they were 
being used. . 

Congress lightened Tier 3 controls on HPC exports in the National Defense 
Authorization Act for FY 1998 (NOAA FY98), where it enacted new requirements 
for advance notification and post~shipment verification of these items. The statute 
requires exporters to notify the Commerce Department in advance of a proposed 
expol1 or reexport of an HPC greater than 2,000 MTOPs to a Tier 3 country and 
prohibits the export or reexport of any such HPC without a license if the Secretary 
ofCommerce, Defense, State, or Energy objects, n Objections must be raised within 
10 days after the agency receives the notifitation. The President is authorized to 
raise the MTOP level for notification purposes, but the new threshold may not go into 
effect until 6 months after the President justifies it in a written report to Congress. 
Similarly, the President may remove countries from Tier 3 (with some exceptions) but 
must notify Congress 120 days in advance. . 

The NDAA FY98 also requires post-shipment verification (PSV) .ofexports of 
computers ofmore than 2,000 MTOPS to Tier 3 countries, though the provision will 
not apply to a country moved out ofTier 3 under the authority described above. ~4 To 
facilitate PSV ofsensitive items, the United States signed an agreement with China 
in 1998 setting forth tenns for post-shipment visits to verify end~use of high 
technology expons generally. While acknowledging the limited naNre ofcurrent U.s. 
visits to that country. UnderSecretary ofCornrncrcc Reinsch expressed hope in 1999 

... con mue d)" ( " 
the Russian Ministry of Atomic Energy (Minatom), is intended to provide technology 
positions in the competitive software area for- former RU$Sian nuclear researchers and is 
supported in part by DOE's Nuclear Cities Initiative (SCI). "Richardson. Adamoy Advance 
Nuclear Cities fnidat[ve," DOE News Release, October I, '1999 
[hrrp:llwww.tioe,govJnews.ireleases99], A nwnber of legislative restrictions have since been 
placed on the NCI, including a prohibition on the use of authorized funds untillhe Secrelary 
ofEnergy certifies to Congress "that Russia has agreed to close some ofits facilities engaged 
in work on weapons of mass destruction" and requirements that the Administration report to 
Cong:-ess on ~arious aspects of the program's implementation. NationaL Defense 
Authorization Act for Fiscal Year 2000 (NDAA, FY20(0), Pol. 106-65. § 3136(b}, 

)1 "China: the one that almoSI got away," EIUBusiness China, Dec, 8. 199i; "Report; Hong 
Kong non charged for exporting. computer .0 China," AP Worldslream, April 18,1999; 
available in LEXIS, News Ubrnry, Cumws File. 

JI National Defense Authorization Act, FY1998 (SOAA. FY 98), P.L. 105-85, § 1211. 

j: NDAA, FY98, § 1213, 
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congressional testimony for future expansion ofthese activities. JS Congress recently 
din:cted the President to seek an agreement with the PRe to revise the existing 
\'erification system as it applies to NDAA~covered HPCs "so as to provide for an 
open and transparent system providing for effective end~use verification for such 
computers...36 ltalso relaxed tbe NOAA' 5 PSV requirement somewhat by making any 
increased MTOP level established for purposes ofadvanced notification applicable to 
the fonner requirement as well,J1 . 

In July 1999, the Administration announced that it was notifying Congress of its 
intent to relax some controls on HPC exports, including raising the export license 
threshold for Tier 3 countries from 7,000 to l2,300 MTOPS for civilian end~users and 
from 2,000 to 6,500 MTOPS for military end~users,)8 In addition. the President 
notified Congress July 26 that the NDAA FY98 advance notjfkation level would be 
raised from 2,000 to 6,500 MTOPS, a change that under the tenns of the NOAA 
FY98 will go into effect six months after this d3te.J't On February 1, 2000, six 
nlnllths after the notification to Congress, the Clinton Adminlstration announced that 
these changes, the fourth since 199.3.. would now be enforced.40 

Some have argued that a srrategic analysis of the potential foreign use of HPCs 
is now needed and that the strategic imponance ofan HPC should not be tied merely 
to its MTOP Jevel;Jl others have argued that the current NDAA system has 
successfully restrained the export ofproblematic items without significantlyburder:mS 

.>, Testimony ofWilliarn A, Reinsch, Under Secretary for Export Administration, Department 
ofCommerce, Before the Senate Comm. on Banking. Housing and Urban Affairs Conunirtee, 
Suhcomm. on Trade and lnternational Finance, lanuary 20.1999. The United States and 
China also agreed in 1998 on expanding Chinese end~use certificates for items controlled for 
nonproliferation reasons. -BXA Annual Report, FY 1998. supra note 27, p. 27. As of 
January 1999, the Commerce Department has required that an e:tporter obtain a PRe End~ 
Uset Certificate issued by the Ministry of Foreign Trade and Economic Cooperation before 
exporting a HPC of arty vnlue 10 the PRC. 64 Fed. Reg. 2429 (1999). 

"t'lDAA, FY2000, P.t. 106·65, § 1407(a)·(b). 

"NDAA, FY98, § 1213(e), as added by NDAA, FY2000, P.L 106-65, § 1407«). 

n Revised regulations were published August 3,1999, 64 Fed. Reg. 42.009 (1999). 

}'j Text ofa Letter from the President to the Chairmen of the House and Senate Committees 
on Armed Services, the Senate Committee on Banking, Housing, and Urban Affairs, and the 
Hou::e Corrunittee on International Relations, released July 26, 1999 (http://www.pub. 
whitehouse,govjuri~resjI2",:pdi:!!oma.eop.gov,us/199917127JS/lext 11. 

4t> Additional changes were also made to Tier 2 classifications and MTOP levels, as well as 
changes- in micropro<;cssor control levels See: 
[http://www.pub.whitehouse.gov/factsheetlexporteontrolsoncomputers). 

41 Testimony ofDr-. Stephen Bryen on U.S. Policy on High Performance Computer Exports 

to the House Armed Serv1{es Committee, OCL 28, 1999. However, Dr. Bryen's testimony is 


. based on his contention that "high pertbnnance computers" and "supercomputers" areoneand 

the s,lme; see: Congressional Research Service, Technology Transfer (0 China: An O.'(?,.vicw 

o/t/te Cox Commillee Investigation RegardingSatcllites, Computers. and DOE Laboratory 

Man.agement. by Marcia S, Smith, Glenn I.-McLoughlin. and William C. Bocsman, eRS 

Rcp(.~n RL30231, June 11, 1999, pp. 8~ J1. 

http://www.pub.whitehouse.gov/factsheetlexporteontrolsoncomputers
http:oma.eop.gov
http://www.pub
http:enforced.40
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domestic industry,",l The Administration has maintained that the 2,000 MTOP level 
mandated in the NDAA FY98 is outdated and has prevented the Administration from 
focusing its limited resources on HPC exports of particular concern:u 11 has also 
requested that Congress shorten the {;;ongressionai review period for raised MTDP 
levels from 180 to 30 days,"" A legislative initiative at the end of the 106mCongress, 
1st Session, to make this chungewas unsuccessful.45 Congress did, however, address 
the strategic capabitities of HPCs, by directing the President, in consultation with the 
Secretaries of Defense and Energy, to undertake a "comprehensive review" of the 
national security impiications of expof(ing HPCs to the PRe, including "empirical 
tcstmg of the extent to which national security~related operations can be performed 
using clustered, massively-parallel processing or other combinations ofcomputers.•>4/1 

The initial report is to be provided to the House and Senate Anned Services 
Committees by April 5,2000, and is to be updated annually until 2004. 

The Export AdministrationAetofl999. S. 1712,a, reported (S.Rept. 106·180), 
would make changes to NDAA FY98 requiremcnts for both advance notification and 
post-shipment verification, as well as provide for the possible decontrol of specific 
tlPes, Section 21 I (c)(2) of the bill would shorten the congressional review period 
for increased MTOP levels from 180 to 60 days. Section 607(0 would repeal the 
NOAA post*shipment verification requirement altogether, while generally directing 
the Commerce Department to target post-shipment verifica'tons to "exports involving 

41 Testimony of Gary ~1i1honin. Before me Committee on Armed Services, U.S. House of 
Representatives, October 28., 1999. 

41 Testimony of UnderSecretary William A. Reinsch on High Perfonnance Computer Export 
Policy, House Committee on Armed Services, October 28, 1999. In his testimony, Under 
Secretary Reinsch reported the following statistics for activity under the NOAA notification 
requirement "To date we have received a little more than 2500 notifications under the 
NDAA. Of this amount, 205, or 8% were converted to licenses. Of those 205 licenses, nine, 
or less 'than one half of 1%. nave been denied. A number of other ;;:ai>eS were returned to 
exporters to allow them to assemble the docwnents needed for the lengthy process of license 
review, and roughly one hundred and twenty notifications are pending at this time." 

A GAO report released by Anned Services Committee Floyd Spente at the above-cited 
hearing stales that between February 3, 1998and March 19, J999, 938. proposed exports were 
notified to the Conunerce Department. 82S of which did not require a license. Of the 
remaining apptications. 16 licenses were approved, 6 denied, and the remainder returned 10 
the exporters without action, GAO reported that the majority of these applications involved. 
China, India, and brael; in 9 cases, licenses were required for end-users who had, prior to 
implementation of the NOAA reqwrements, obtained ;;:omputers without them. GAO 
Testimony GAOrr -NSIAD-OO-53, export Controls: Implementation ofthe 1998 Legislative 
Mandate/or High Performance Computers (October 1999); GAO ReportGAOINSIAD·QO­
~5, Export COfJlrols: SlalUWry Reporting RequirememsforComputers Not Fully Addressed 
(No\'ember 1999). 

J4 Testimony of Under Secretary William A. Reinsch 01\ High Performance Computer Export 
Policy, House Committee QII Anned Services, October 28. 1999. 

4j "Budget Bill Clears Senate, House ~ Update," Newsbytes. November 19,1999, available 
in LEXIS, News Ubrary, Cumws File, RR. 2623 (Lofgren) and S, 1483 (Reid) would each 
shorten the period to 30 days. See also S. 1712, § 2/1(\:)(2), as reported. discussed infra. 

"NI)AA, FY2000, P.L. 106·65, § 1406. 

http:unsuccessful.45
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the greatest risk to national security including, but not limited to, cxpons of high 
performance computers" and providing enforcement authorities in the event an end­
user DC country refuses to allow verification of a controlled item,41 In addition. §§ 
211-213 ofthe bill would allow the: decontrol ofa specific item regulated for national 
security reasons if the Secretary of Commerce determined its foreign availability or 
rnas$~market status; any HPC license requirement under § 1211 ofthe NOAA FY98 
would no longer apply unless the President subsequently used his authority under the 
bill to set aside the Secretary's determination, 

Encrypdon.4g Encryption isa means ofscrambling data so parties may send and 
receive private messages. authenticate the identity of the sender. or ensure that 
transmitted data has not been tampered with. Contemporary encryption is generally 
based on the pairing ofan algorithm and a "key" - usually a string of40-128 bits~ 
which protect messages from computer~based unscrambling.oW 

Encryption considered to have military significance is classified as a defense 
article or defense service and controlled by the State Department under § 38 of the 
Alms Export Control Act (AECA) [22 U.S.C. § 2778J. While all encryption exports 
were originally regulated under the AECA. in 1991 the Executive Branch fonna11y 
began to move some jurisdiction over commercial encryption to the Commerce 
Department for regulation under the now-expired E.'<port Administration Act,~(1 The 
President tmnsferred jurisdiction over aU nonmilitary encryption items to the 
Department of Commerce (DOC) in late 1996.~l 

The Administration has promoted the use ofstrong commercia] encryption (i,e., 
56~bitand higher) domestically as well as overseas, but had required that products of 
any key length could be exported only if deSigned with a "key recovery" feature. 
under which third·parties have access to encryption keys. It also allowed 56· bit 
encl}'P;ion to be exported without su~h a feature ifa company committed itself to the 
development of a key recovery product While the national security and law 
cnf(lrcement communities have supported this feature, industry, consumer. and 
privacy groups have objected to a govenunental role indetennining who holds "spare 
keys,,- Opponents have also argued that terrorists and criminals will not entrust keys 
to third parties. that easily~exportable encryption may be invaded relatively easily and 
thus does not meet businesses' privacy needs, and that the worldwide availability of 
restricted products undermines U.S, illlilateral control efforts, 

H Section 60?(j) ofme bill would authorize S4.S.mlliinn and other funds as necessary for the 
Commerce Department to hire 10 additional inspectori to be posted in the PRe, Russia, and 
Hong Kong and other locations to verify the end ~se of"high-risk dual~use technology," 

.8 For further discussion. see Encryption Technology: Congressional Issues, by Richard M. 
Nunno, CRS Issue Brief fB960J9, and The Encryption Debate: Intelligence Aspects, by 
Keith G. Tidball and Richard A. Best, Jr., CRS Report 98.905. Also, Encryption Exporr 
Comrols, by Jeanne J. Grimmett, CRS Report RL30273. 

44 See generally eftS Report RL30273, ibid. 

'll 56 Fed. Reg. 42285 (1991). 

$1 Exec. Order !2036 of November 15, 1996, 61 Fed. Reg. 58761 (1996). 

http:unscrambling.oW
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In 1998, the Administration changed its key recovery policy, allowing the export 
of 56-bit encryption to all destinations except embargoed countries under a license 
exception after a one-time ageney review and without a conunitment to produce a key 
recovery product n [n addition. the favorable export: treatment previously granted to 
financml institutions was extended to insurance companies, health and medical end­
users, and. with some end-use restrictions. on-line merchants. Using a licensing 

, exception and following a one-time agency review, U.S. companies could also export 
encryption ofany key length for internal company proprietary use to their subsidiaries 
in all but embargoed destinations, The Admintsmnion also announced plans to 
establish a techmcal suppOrt center run by the fBI to provide federal. state, and local 
law enforcement with the funds and expertise needed to deal with developments in 
encryption technology.S! 

Congressional testimony in early 1999 again illustrated differing industry and 
Administration views on export controls in this area, In his March 4, 1999 testimony 
before the Subcommittee on Courts and Intellectual Property of the House Judiciary 
Committee, Electronic Industries Association President Dave,McCurdy stated that 
"[11]0 amount of government subsidies could do more to develop the European 
encryption industry than U.S. export controls have," McCurdy added that the effect 
of the current policy is to compromise the security of millions of people who are 
operating internationally, while damaging the competitiveness of the U.S. high-tech 
industry.54 In the same hearing, Undersecretary William A. Reinsch told the 
Subcommittee that the Administration had already loosened encryption export 
controls last year at the request of business leaders. but believed that the current 
controls are vital to national security. As an example of national security concerns 
over em.."1}'Ption, export control proponents point to China and claim that the PLA can 
now coordinate it'i army, air force, and navy movements through encrypted messages 
that are dinieult ifnot impossible for the National Security Agency to deciphcr.s~ 

In September 1999, the Administration allllOunced a further relaxation ofexport 
controls, allowing encryption items of any key length to be exported under a license 
exception, after a one-time technical review, to individuals, finns, and other non­
govenunent end-users in any country except for seven terrorist t:ountries.5O After a 

!i For funhcr details of the new policy. see 63 Fed. Reg. 72156 (199&), and Deprutrnent of 
Commerce. Bureau of Expor! Administration, "Summary of Encryption Policy Update," 
fhttp://www.bxa.doc.gov]. See generally, Baker & Banker. "The New Encryption Export 
Policy: The U.S. Government Rethinks Key Recovery," in Coping with U.S Export Controls 
(Pl1lcticing Law Institute 1998), availabl~ in Westlow, JLR File. ' 

}! White House press bnefing on new encryption policy, September 16, 1998 
[hnp:llwww.whitehousc,gov). 

J4 PR ~ewswire, NY, Match 4.1999. 

~~ Halper, ibid, 

;6 "Administrotion Updates Encryption Export Policy; Fact Sheet,'" September 16, 1999 
~Iutfldl!ibrary.wllltchouse.govl. Along with its revised export polley, the Administration has 
proposed the Cyberspace Elecltonic Security Act of 1999. which would set fonh [(mltations 
on the government's use and disclosure ofencryption keys obtained under court order, address 

(continued,.,) 

http:fhttp://www.bxa.doc.gov
http:t:ountries.5O
http:industry.54
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technical review, retail encryption commodities and software ofany key length would 
be exportable under a license exception to any recipient in any country except for the 
same seven terrorist destinations, PQst~export reporting wou1d be required. however. 
for certain encryption items. Following criticism by companies, privacy groups, and 
Internet proponents. the Administration postponed publication'of the implementing 
regulations and expanded certain aspects of the earlier proposal in the n~w rules that 
were eventually issued January 14, ~OOO,P 

In related judicia'l action. the U.S. Court of Appeals for the Ninth Circuit, in a 
2-1 decision issued in May 1999, affinncd a lower court ruling holding encryption 
SOjJfce code to be protected speech for purposes ofthe First Amendment and striking 
down DOC encryption regulations as an unconstitutional prior restra.int on such 
speech.JS The Ninth Circuit granted the Government's mOlion for a rehearing 
September 30, 1999, and later rescheduled oral argument from December 16 to 
March 2l, 2000, The Government had moved to reschedule, arguing that the new 
encryption rules could po~ibly alter the treatment ofencryption source code tn a way 
that might affect the constitutional issues involved in this case. On January 26, 2000, 
the Ninth Circuit remanded the decision to the earlier three~judge panel' for 
reconsideration in view oflhe January regulations.S'} In a separate case, the U.s. 
Coun of Appeals for the Sixth Circuit has since ruled that encryption source code 
merits First Amendment protection.6il 

Bills introduced in prior Congresses to relax or revise export controls on 
commercial encryption r~eived some committee action but were not voted upon in 

56 (.,.continued) 
the disclosure and use of stored recovery information by recovery agents for governmental 
purposes, and authorize appropriations for th<: FBI's Technical Support Center. 145 Cons. 
Rec. H8390·91 (dai!yed. Sept. 21, 1999). The proposed legislation is contained in H,Doc. 
106-123, 

!7 "RevI$ions to Encryption hems; Interim final rule; request for comments," 65 Fed. Reg. 
2492 (2000); "Administration Updates Encryption Export Policy; Fact Sheer," january 12, 
:!OOO [hnp:!/www,bxa,doc.gov!encryptionl1; "U.S. Eases Tight Government Restrictions on 
E'<ports ofStrong Encryption Items," 68 U,S.LW. 2424 (BNA 2000). Among other things, 
DOC broadened the encryption license excePtion as it applies to source code: expanded the 
meaning of "retail" to include the provision of en~rypHon through mail order, electronic. or 
telephone call transactions; and made the en<;ryption license exception available for exports 
to govenunent entities that are teleconununications companies and Internct service providers, 
so long as the export does not involve a non-retail product that wit! be used to provide services 
specific to govemmentend~users. [n addition. DOC announced that foreign nationals wil! no 
longer need an export license in order 10 work on cncryption for U.S. finns tn the United 
States. 

~ Bernstein v. U,S.Oep't of justice et ill.. 176 F,3d 1132 (9'" CiT. 1999). 

.H "Ninth Cin::uit Remands Encryption Case in Light ofReeently Revised Encryption Policy." 
17 InCl Trade Rep. 204 (BNA 2000). 

&1 Junger v. Daley, No, 98~404$ (6111 Cir. April $, 2000). 

http:speech.JS
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either House,OJ H.R: 850 and S, 798, introduced in the 106:11 Congress, would also 
significantly lm)sen export controls on commercial encryption products.~ 

Stealth Technology and Materials.6
) Stealth design incorporates materials. 

shapes, and structures into a functional system. There are two major stealth technique 
categories: first. materials can deflect an incoming radar signal to neutral space thus 
preventing the radar receiver from "seeing"the object Second, materials may absorb 
incoming radar signals preventing them from reflecting back to the receiver. Stealth 
related commodities are sensitive from an export control perspective because some 
materials and processes involved have civil applications which make it difficult to 
control dissemination and retain U.S" leadership in this technology.6-I: 

There have been some concerns over stealth related exports. in 1994, the 
Department of Commerce approved two applications to export a high~perfonnance) 
radar absorbing coating. Both applications were approved in less than to days, and, 
in accordance with referral procedures. the Commerce Department did not refer the 
applications to the State or Defense Departments. Reportedly, 200 gallons of the 
exported matenal would be used by· a Gennan company for a cruise missile project, 
and by another country tor a commercial satellite. In addition, the radar frequencies 
this coating seeks to defend against reportedly include those employed by the Patriot 
anti~missile system. In response to this report and concerns raised by DOD;the State 
Department perfonned a commodity jurisdiction review and ruled that radar· 
absorbing (;03ting was included on the U. S. Munitions List and therefore wlder State 
Department's export control jurisdiction. State did not approve the applications.M 

Options for Congress 

Congress has several options in addressing export ~dministratlon policy. ranging 
from approving no new legislation to rewriting the entire Export Administration Act. 
Some of the major legislative approaches and their implications are outlined below. 

00 nothing. This approach would require the continuation of export controls 
under the emergency authority oflEEPA. Thus, limitations ofIEEPA would continue 

41 For discussion ofaclion in the lOSIh Congress. see CRS Issue BriefIB96039. 

6J H.R gSO, the Secwity and Freedom Through Encryption (SAFE) Act, has been reported 
from the House Judiciary Committee, House CommerceCommlrtee (as amended). and House ' 
Intemational Relations Committee (as atnended); significantly more restrictive versions ofthe 
bill have been reported by the House Anned Services CQmmittee and House Permanent Select 
Corrunittee on Intelligence (H.Rept. 106w 117. Pts 1·5). S. 798, the Promote Reliable On-Line 
Transactions to Encourage Commerce and Trade (PROTECT) Act of1999, has been reported 
favorably and without amendment by the Senate Commerce Conumtree' (S.Rept. 106· (42), 
For further discussion, see CRS Report RL30273. 

hl For further discussion, see GAO reportGAOINSIAD 95·140, Export Controk' Concerns 
over Stealth Related EXpOrts (May 1995). 

M GAO Report GAO!NSIAD 95-140. 

65 Ibid. 
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to apply - including its lowerpenaIties and otherdeficicncies regarding enforcement. 
The Executive branch would continue to administer export controls with 11 

considerable amount ofdlscretion, absent new legislative directives. 

Restore the authority of the EAA 19 with increased penalties. TIus 
approach. as applied in H,R, 973,M would address immediate technical issues 
implicated by the use of IEEPA to extend the expired export controi regime, hut 
would postpone consideration of several unresolved policy issues. 

Conduct rigorous oversight. This approach can help insure compliance with 
existing law and policy and could help build the foundation for a new poliCy. 

Legislate U.S. export administration policy for specific commodities. 
Legislation on encryption (as in H,R, 850 or S, 798), high-perfonnance computers, 
nudear weapons, chemical weapons, biological weapons. missiles and other 
commodities helps to fill gaps in export administration policy hut theses separate 
efforts would fai~to provide an overall policy framework and imvlementingstructures 
and procedures. 

Legislate U.S. policy for exports to particular destinations. Legislation that 
restricts exports to Iran, Iraq, Libya, North Korea, Cuba, China, or Russia may help 
address particular current problems but may fail to provide a broad policy and 
implementing structures and procedures and may not provide for changed 
circumstances in these areas. 

Legislate U.S. policy to persuade exporters in other countries to restrict 
their exports of specific commodities or exports to particular destinations. This 
approach has usually been used to authorize the use of U.s. sanctions in reaction to 
foreign exports of weapons-related tecnnology or exportS to rogue regimes. 
However, this approach would also fail to establish new overall policy and 
procedures. 

Rewrite the Export Administration Act to establish a U.S. export 
administration policy that addresses existing and likf!ly future threats to U.S. 
security and economic well being. h snould be noted that many question the 
effectiveness of export controls in contributing to national security and some contend 
that exports controls can harm national security through their deleterious effect on the 
national economy, Others question the effectiveness of export liberalization in 
contributing to the U.S. economy and point to the fractional percentage of the U,S. 
economy that is affected by expon administration regulations. 

In establishing a balance between security/foreign policy and economk: goals, a 
nc\\' bill might emphasize one over the other. A bill more tigh.tly focused on security 
goats might require the administration to prohibit exports of goods and technology 
that would contribute to the ability of any nation or subnational group to threaten 
U,S. national security interests with weapons of mass destruction. missiles, 

u H,R. 973. thc'Security ASSistance Act of 1999, would extend the EAA until September 30, 
2oo!, and would increase the criminal and civil penalties for violatiON of the Act 
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destabilizing types or quantities of conventional weapons, terrorists or special 
operations forces. illega] drugs, organized crime, or information warfare. It might 
also authorize and encourage the administration to restrict U.S, exports to induce 
other nations to refrain from activities that threaten U,S. security interests and to 
cooperate with the United States in the responsible regulation of exports. For 
example, H,R, 361 (104111 Congress) would have authorized, and required in some 
cases, the executive branch to control exports that would contribute to the 
proliferation of weapons of mass destruction or to acts of international terrorism, 
particularly ifa multilateral regime had adopted similar export guidelines. However, 
the bill would have made it much more difficult for the administration to restrict 
eX('lQrts for other national security or foreign policy goals. especially if such exports 

,were not addressed by a multilateral regime, 

On the other hand, a bill more tightly focused on U,S. economic interests might 
make it more difficult for the executive branch to restrict exports that are subject to 
international regimes that address various secunty Issues. This bill could require the 
same effectiveness and non-foreign~availability tests for these exports that H.R. 361 
would have required for unilateral controls. It might also consolidate and rationalize 
the use of sanctions for the enforcement of V.S. and multilatef'J:l export policies. 

Outstanding Issues, Other issues that Congress may wish to resolve through 
the passage of a new EAA indude the fel1owing: 

• 	 How mu(;h latitude shou1d the executive be- given to interpret the 
legislation or to change standards without congressional approval? 
Should the act establish only broad policy guidelines or specific 
procedures and limitations on the exports of particular commodities 
and lechnologies to particular destinations? 

• 	 T(I what extent should foreign availability be a governing factor in 
export administration policy? 

• 	 To what extent can the United States obtain the cooperation ofother 
countries in regulating the exports 'of sensitive goods and 
technologies through multilateral and bilateral arrangements? How 
effective are U.s. programs to assist in establishing foreign export 
control mechanisms, economic and political incentives, and econQlnic 
and political sanctions in persuading other countries to adopt 
conunon export control guidelines? 

• 	 To what extent should end~use controls be depended upon to assure 
that U, S. t:xports are not used to increase the capabilities of hostile 
nations or groups to threaten US security? 

• 	 Which U.S. government organizations should have responsibility for 
administering export controls? 

.. 	 What measures should be taken to enhance: the enforcement of U.S, 
export administration laws and regulations and multllateral 
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guidelines? How much effort should be spent on enforcement. and 
which agencies or private organizations should be respOnsible? ­
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ABSTRACT 

This report analyzes the economic costs to the U.S" economy ofexport controls on products 
restricted for nmio-nai security Of foreign policy purpQSes, The report describes a framework 
within wbich to judge the economy-",,'ide impa~1 on economic welfare nfa given value o(lost 
export sales. Both static and dynamic etonomic impacts an; discussed. It is estimated that the 
economic costs of recent export control have been small. The repon also briefly discusses 
export control legislation now before the Congress and provides observations on its economic 
iml>act This report will be updated as events warrant 



Export Controls: Analysis of Economic Costs 

Summary 

The Export Administration Act (EAA) of 1979 governs the licensing for export 
of"dual· usc .. items{i.e, civilian goods that have a possible military application). That 
act expired in 1994 Jod continues to be enforced undl!r national emergency authority, 
Many argue that a new EAA is needed, but disagree over the form fCvamping should 
take. Some see the need for substamialliberaUzation in the export control pr~es..'l to 
remove unnecessary burdens from American industry, Others see the need to 
reinvigorate the control regime to counter new and important national security 

.threats. Unable to reconcile these opposing positions, several previous attempts to 
reauthorize the EAA have failed. 

The national security goals of the EAA CQme at some economic cost. An open 
question is whether those costs are consistent with the national security and foreign 
policy benefits' gained by the L',S. export control system. There may be some 
confus.ion, however, about what the magnitude of those costs is. While estimates of 
1051 export sales are often cited as an approximation ofeconomic costs. they may be, 
by themselves, an inaccurate measure of the full economic consequences of this 
impediment to free international exchange, 

The economic costs ofexport controls to the U.S. economy is the value oflost 
"gains from trade" caused by the controls reducing U.S. export sales and reducing 
inflows ofdesired imports. That value will most often be afraction of the value oflost 
export sales. It is estimated that in recent years this so-called static loss has been 
between $500 million and $14 billion. Some would increase the estimate of the 
economic cost by including possible negative effects ofeXjlQrt controls on the U.S. 
rate oflong-run growth. This so-called dynamic loss is fur more uncertain, however. 

Current legislative initiatiVes for the most part endeavor to liberalize the export 
control process, and remove significant impediments to U,S, exports. S. 1i 12, the 
Export Administration Act of t999, is a comprehensive revamping of the export 
licensing regime. That bill places great stress on the criterion of"foreign availability" 
in detennining what items should need an export license. with the expectation that 
diligent application ofthllt criterion will greatly reduce the number of dual-use items 
needing an export license. S, 19& and HR. 850 deal specifically with the licenSing 
requirements for encryption technology. 

However, it remains unclear how sizable a change these legislative initiatives 
would make in current export control processes, Each would likely produce a 
moderate nudging towards more 1 iberal controls, indudng a moderate increase in L'. 
S, exports ;md an even more moderate boost to U.S, economic welfare. 
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Export Controls: Analysis of Economic Costs .. 

Introduction 

The 106'11 Congress has shown interest in rdonning and reestablishing the 
Export Administration Act (BAA) of 1979. That act expired in ]994, hut continues 
to be implemented by executive order under national emergency authority,' Both 
houses have held hearings, The Senate Banking, HOllsing, and Urban AffaIrs 
Committee 00 October 8, 1999 reported a bill, S. 1712, the Export Administration 
Act of 1999. 

In addition, legislation specifically aimed at the export of encryption technQlogy 
has been reported from both the House and Senate. H.R. 850, the Security and 
Freedom Through Encryption (SAFE) Act, was reported by the House Judiciary 
committee on April 27, 1999( H.Rept. 106-117, pI. I); Commerce on July 2 (pI. II); 
[nternational Rei:nions on July 19 (pt. III): Armed Services on July 23 (pt. IV); and 
[ntelligence on July 25 (pt. V). S. 798, the Promote Reliable Online Transactions to 
Encourage Commerce and Trade (PROTECT) Act. was reported by the Senate 
Committee on Commerce, Science, and Transportation on Aug. 5, 1999 (S,Rept. 
106-142). 

Several previous attempts to reauthorize the EAA have come to naught, due) in 
part, to the competing interests of the two principal groups of stakeholders in the 
export control process, On one side are those who want to reduce the burden of the 
EAA on American exporting industries. On the other side are those who support more 
rigorous export controls on certain products to protect national security. 

There is no doubt that the national security goals afthe EAA come at some U.s. 
economic welfare loss. An open question is whether those costs are more or less than 
tbe national security llnd foreign policy benefits gained by the U.S. export control 
system. There may be some confusion, however; about what the magnitude of those 
costs is. Lost export sales are often cited as an approximation of economic costs. 
Estimates of lost sales by themselves are likely to be an inaccurate measure of the 
economic burden of export controls on free international exchange. There are other 
economic effects, both positive and negative, that must also be tamed into any 
estimate of economic costs. 

·This report provides a general framework within which to evaluate the 
economic costs of export controls. This framework builds on the concept of~'gains 
from trade" and encompasses effects on both producers and consumers of changed 
levels ofboth exports: and imports, In addition, an estimate of the range ofprobable 

1 See; "Continuation of Export Controls," Executive Order 12924, 59 Fed. Reg. 43431 (Aug, 
19. 1994). 
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economic costs of current U.S. export controls is given, The report also attempts to 
judge whether current legislation would raise or lower the economic cost of export 
controls, 

Background 

The EAA authorized the Department of Commerce to regulate the export of 
;'dual use" items, that is, civilian goods and technology that also have the potential for 
military application. Currently the list ofcontrolled items, called the commercecootrol 
list (eel), numbers about 2,500 emries. Moreover> in recent years the Bureau of 
Export Administration (BXA) has processed 10,000-12,000 export license 
applications annually. The processing time for an export license may take several 
weeks, but it is often a period of several months. The time spent 'on acquiring an 
export license can be a impediment to timeJy marketing ofproducts to international 
markets, and, therefore, a substantial competitive disadvantage. particularly ifforeign 
producers are not similarly constrained. Ofcourse, export controls create an effective 
barrier if a license is denied. 

Products subject to U.S. export licensing regulations include many high4ech 
items, such as high-performancc<:omputers, encryption software. telecommunications 
equjpment. precision machine tools (especially computer assisted machines), guidance 
tccfinoiogy, and synthetic materials (especially high strength and 1ight~weight 
products). These are all items with which the United States likely has significant 
commercial advantages. but they are also items with clear military applications.• 

EVQlution 0/ u.s. Export Control Policy. The current EAA has Lt5 roots in 
legislation passed in 1949 at the beginning ofthe Cold War. The goal at that time was 
to block nearly. at! exports to [he Soviet Union, but. as the program evolved. a critical 
emphasis was placed on denying to the Soviets superior westem technology, that 
effectively countered the Soviet's numerical military superiority. 

, 

Beginning in the late 19605. Polidcal pressure to liberalize export controls grew 
in n:sponse to the argument that the system needed to accommodate the growing 
importance of trade to the U.S. economy, including the importance of trade for 
sllstaining the pace ofdomes~ic tedmoiogical advance. Moderate liberalization of the 
EAA. to assuage commercial interests, continued in subsequent renewals of ~he act 
in the 1970s and 19808. ' 

After the collapse of the Soviet Union and the associated diminishing of its 
milirary threat to the United States) pressure grew to reduce further the burden of 
export controls on American international commerce. Over the course of the Bush 
and Clinton Administrations, the export control system has been reduced in scope 
nnd streamlined, but the basic Cold War structure remains in place. Many argue that 
the EAA needs to be revamped, but disagreement arises over whether the objective 
of reform should be to remove impediments to exports or to more effectively address 
important current national security threats. 

The push by commercial interests for further libemlization of U.S. export 
controls has intensified in recent years as those controls have come to be seen as 
incn:asingly unilateral in nature and, in tum, increasingly unfair to American industry. 
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The Cold War export control regime was an effective multilateral effort. with U.S. 
alli(~s imposing a similar high level of restrictions on ·'dual·use" items. That 
arrangement. called the Coordinatlog Committee on Multilateral Export Controls 
(COCOM), was dissolved in 1996, in part because U.s. allies no longer wanted to 
carry the economic burden of its trade restriction. 

The successor to COCOM, the Wassenaar Arrangement, is relatively loosely 
structured, allowing a much wider variance benveen the items the United States 
controls and the items other members of the Wassenaar Arrangement control. More 
liberal export controls among U.S, allies raise the probability of "foreign availability" 
of some items controlled by the United States. This situation can render U.S. export, 
controls ineffective, nullifYing any benefit to national security. Also, it imposes 
sigr-ificant added costs on affected American industries, which struggle to compete 
agal_nst foreign rivals that are not similarly encwnbered. 

On the other hand, experts point out that significant national security threats to 
the United States still exist. There are aggressive countries and sub~national groups 
thaI seek weapons of mass destruction to expand their influence, intimidate their 
neighbors, and destabillze the international environment. These new and more varied 
threats raise important Issues relating to proliferation ofitems witha potential national 
security impact. From this viewpoint. the current exp<!n control process is already 
too porous, and further liberalization would only exacerbate the threat to national 
security. Some believe the system needs to be refonned to make controls more 
effective, not more liberaL In addition, it is argued that the often unilateral nature of 
many U.S. controls is a necessary aspect of a process, with the United States 
assuming a leadership position of moving other countries, by negotiation, toward the 
multiIateral export controls needed to achieve important national security goals. 

, 
Failure to agree on how the EAA should be revamped has mcant that attempts 

at reauthorizing the lapsed act have failed repeatedly over the last seven years. In the 
l04th Congress, H.R.. 361, the Omnibus Export Administration Act of 1996 was 

.genj~rally seen to represent a liberalization of U.S. export controls, preferring export 
controls in compliance with multilateral regimes and cstablishing strict conditions on 
the use of unilateral export controls, forcing stricter adherence to true multilateral 
efforts and mandating stricter rules for imposing unilateral contrqls. H.R. 361 was 
passed by the House in July of 1996 and referred to the Senate. The Senate Banking 
Conunittee held hearings, hut no further action was taken"4 

Tile Economic Cost or Export Controls 

The argument is made that the U ,S. economy is damaged by ex.port controls that 
cause u.s. high~tech companies, farmers. and others to ,lose overseas sales. The 
economy suffers a loss of global competitiveness, decreased ability to develop new 
products and services, and the loss of profits and jobs, 

7 For a discussion of the U.S, export contrQI process and legislative efforts to revamp that 
program see; U.S, Library of Congress, Congressional Research Service. Expon 
Admimstration Act of 1979 Reauthorization. CRS Report RL30169 by HeH! Bare!, Robert 
Shuey, Craig Elwell, and Jeanne Grimmett. 
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While export controls have some impact on the economy, the effect may be 
somewhat overstated by affected groups. This section of the report outlines a 
framework for evaluating the economic costs of export controls, 

Static Losses. Trade occurs because it is murually enriching. raising economic 
efficiency and allowing trading economies to reach a higher level of output and 
consumption from. an unchanged endowment of scaree productive resources. This 
benefit is called the "gains from trade." These gains arise from trade giving an 
t:conomy increased scope for specialization in [he production ofgoods f-or which the 
economy has a relative efficiency advantage, and from improved ability to trade for 
those goods for which an e\:onomy has a relative efficiency disadvantage. exports are 
the "cruclc for acquiring desired imports and are central to the enriChing process of 
trade. Therefore, one would expect that export controls, by impeding exporting, to 
reduce trade, result in a less efficient allocation ofa nation's productive resources, 
and cause a decrease in a nation's gains from trade. 

The economic cost ofexport controls is often expressed as the estimated value 
of lost export sales. Such a measure may be a good indicator of the cost to a 
particular industry or sector. By itself it is a measure that, while being an element 
entering into a calculation ofcconomy~ wide cost, likely overstates the true economic 
cost Of this trade impediment. l Standard economic analysis indicates that the total 
economic loss llssociated with imposing export controls would be the neJ outcome of 
several opposite effects. These effects can be positive or negative, depending on 
whether one is a producer or consumer and whether one's economic circumstances 
are linked to exportS or imports. 

Consider first thc direct effects of reducing exports. One obvious effect is an 
unfhvorable impact on domestic producers who export. This occurs because 
producers are unable to selJ as much of the controlled good as an export at the more 
favorable world price and must settle for the lower domestic price. Lower product 
prices reduce the ecorwmic welfare of domestic producers, There is, however, a 
tavorable economic effect on domestic consumers, This arises because the formerly 
exported goods, and the resources that produce them, are not lost to the economy, 
but are absorbed into the domestic economy via a faU in prices. Lower product 
prices improve the economic welfare ofdomestic consumers ofthe exported product. 
In most circumstances the strong expectation is that the loss to domestic producers 
of exports will exceed the gain to domestic consumers ofthe exported good, leading 
to a "net" economic loss for the whole economy directly attributable to diminished 
export sales. 

This is onJy half the story, however. The nature of trade is the exchange of 
exports for imports, Ifexports are reduced, then, ultimately, so must the imports tha't 
they are traded for. This induced reduction of impons wilt also have positive and 
negative impacts on economic welfare, Domestic producers, who compete against 
imports, wiU sec their sales and economic wen-being rise, Consu~ers of imports. on 

J For;1 fuller discusSlOn of the economic case for and against free trade, see: U.S. Library of 
Congress. Congressional Research Service, Trade, Trade Barriers. and Trade Deficits: 
Implications for Economic Well-Being. eRS Report RU0226 by Craig Elwell, 
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the other hand, are made worse offas their opportunities to buy the preferred lowetw 

price foreign goods are reduced, fn this case, the strong expectation is that the 
economic loss to domestic consumers of imports will exceed the economic gain of 
producers of import-competing goods, leading to a nct loss to the et.::onomy directly 
attributable to reduced imports, 

The combined effect ofa net loss from diminished exports and a net loss from 
diminished imports must be an unambiguous economic loss to the overall economy. 
This is a logical outcome, for if trade is reduced, the "gains from tradeU are also 
reduced and national economic welfare wi!! be smaller than it would be without 
CXP,1ft controls. This total loss, however, is likely to be a fraction of the initial 
reduction of export sales, because the resources that produced those exports are not 
lost to the economy. They are used less efficiently, but Can still be used to produce 
other exports or other import~competing goods that improve economic wen~being, 

This less efficient allocation ofeconomic resources and associated reduction of 
the gains from trade, induced by an impediment to exporting, leads to a onetime 
reduction of national income. This lowering ofnational income is caned a static loss 
and is the standard measure of the economic costs to the economy ofa trade bamer. 

£sIimuting lite Economic COSI$ ofthe EAA. The anaJ}1ical framework outlined 
above suggests, however, that while reduced export sales are the initial effect of 
export controls, the ultimate cost (i.e, statIC loss) to the U.S. economy from export 
controls is 1ikely to be a/raction of the value of lost export saJes. The size of this 
fraction is a function of the relative changes in producer and consumer gains and 
tosses which, in turn, are determmed by the underlying characteristics of demand and 
suppEy in the markets affected, 

Evidence from other trade liberalization or trade restriction initiatives can 
suggest the probable range withln which the EAA 's impact lies,4 These studies show 
that multilateral policies, which affect many economic sectors and many trading 
partners have typically had the largest impact on economic well-being, with the 
n.;)tional income changing as much as 35% of a given dollar change in the value of 
exports. A smaller welfare effect on economic well~bejng is found for unilateral 
policies that work across a narrower spectrum of trading partners, typically generating 

. w:::lfare changes of between 10% to 2OU~ ofthe associated change in export sales. At 
the low end. one recent study of a variety of unilateral economic sanctions against a 
few small economies found that the U.S. welfare loss was only about 5% of lost 
export sales. 

It seems unlikely that the arrectofexport eontrols on U,S, economic well-being 
is most similar to that of a large multilateral trade poHcy, but neither is it clear that 
they would be more like unilateral export sanctions, Absent more direct evidence, a 
reas(!l1able conjecture about the statie welfare loss to the U.S. economy caused by U . 

.. The welfare effects of selected trade policies are summarized in: U.S. Congress. 
Congressional Budget Office. The D!Jmestic Costs of Sanctions on Foreign Commerce, 
Washington DC. 1999. Pp. 77~83, 
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s. export controls would be a loss of 5% ~ 35% of the value aflost export sales, with 
the more probable effect in the middle of that range rather than at the extremes. 

To estimate the donar value of the welfare loss associated with export controls 
would also require an estimate of' the magnitude of lost export· sales caused by that 
pOlicy, A study done in 1995 judged that export controls could have caused as little 
as $10 billion or as much as $40 billion in forgone export sales, but the greatest 
probability was attached to a central range of $21 to $27 billion.~ (To help judge the 
relative magnitude of this estimated effect, in 1995 total U.S. exports were valued at 
$819 billion,) 

Combining these two sets of data gives an estimated range for the static 
economic welfare loss of U.S. export controls. That range would extend from a low 
of $500 million (005 x $10 billion) tQ a high ofS14 billion (035 x $40 billion), bu. 
\\rith the greatest probability attached to a central range of about $2 billion ( 0.10 x 
$20 billion) to $4 biIlion (0.15 x $27 billion), It may help to put these 10ss estimates 
into perspective if one considers them in relation to GDP, In 1995 U.S. GDP was 
valued at 57,269 billion, putting the estimated static economic losse~costs) ofexport 
controls in a range from 0.007% to. 0.2% percent of U.S. GOP, 

Dynamic Losses. Some economists argue that, in addition to the loss of statk 
gains from trade, one sMuld add in the loss of d,vnamic gains from trade caused by 
export controls. In general, dynamic losses could result from a trade barrier causing 
a sustained reducrion of the economy ~s long-run rale of economic growth. Because 
a change in the growth rate has a cumulative effect on national income (in contrast 
to the one~time impact of a static toss), dynamic effects could, with only a small 
annual decrement to the long~run growth rate, add up to a very large long-run loss. 
If present, dynamic losses, perhaps many fold the size of associated static losses, 
could raise substantially the total domestic economic costs of U.S. export controls. 

In general, proponents of the existence of dynamic impacts argue that 
impediments to trade cause a degrading of the environment for investment and 
ilillovation in exporting industries, This eroding ofeconomic incentives would likely 
be particularly important for finns at the technological ft?fefront. whose suc<:ess may 
be tied to capturing large global markets to help spread the costs of enon1lOUS R&D 
budgets and to generate more opportunities for realizing productivity gains through 
":earning by doing." More specificaHy, these are the types offinns whose products 
carry a Significant "dual-use" potential,-and would likely be Significantly affected by 
U$. export control policies, 

The existence and size of such dynamic effects, however. are more uncertain 
than the existence ofstatic efficiency effects. Mainstream models ofeconomic growth 
suggest that the engine of long-run economic growth is the pace of improvement in 
technical knowledge and that such improvement moves at a speed and with a capriee 
that is substantially unrelated to economic policies. Despite changes in a variety of 
economic policies, including trade pOlicies. the trend growth rate for the U.S. 

S Sec: Richardson. J. David. Sizing Up U.S. Export Disincentives. Washington DC: Institute 
fot1otemational Economics. pp. 127-131. 
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economy has shown little variation over the last 125 years, with GOP per capita rising 
at a very steady trend of 1.8% per yeaI'. Trade restrictions and other policies can 
lower the level of income, hur. according to mainstream economic models, they d<? 
not permanently change the rate of long-run growth, 

The empiricalliterarure on the trade and growth linkage should be interpreted 
cautiously. Many studies have found there to be a relatlon. But, others have offered 
good reasons to think that the relationship may not be particularly robust. In light of 
aU of this, reliance on projected economic losses derived from a trade barrier's 
pussible dynamic effects may risk overstatement. ti 

Sectoral Costs. As suggested above, the direct cost of export controls to 
particular firms, industries. and sectors is larger than the net cost to the overall 
economy. The open and flexible nature of the U.S. economy helps to minimize such 
costs, although, significant burdens may still remain. Es;timates oflost export sales are 
relevant to an evaluation (If the U,S. export control regime, Lost sales provide some 
insight into possible adjustment costs and other social costs associated with export 
controls. They may also become useful in any discusslon of equity of burden. In 
theo!)" the federal government can provide compensatJon to ameliorate the domestic 
burden ofexport controls, 

Economic Impact of Pending Export Control Legislation 

This section provides a swnmary ofcurrent bills aimed at revamping U.S. export 
control law as well as an observation about of each bill's likely economic impact. 

The Senate. 

S. 1711, the Export Administration Act 0/1999. As reported by the Senate 
Banking Committee, this bill attempts to strike a new balance in the U.S. export 
control regime between natioml! security and commercial concerns. S. 1712 wouJd 
focus .controls on current threats to national security, such as terrorism and 
proliferation of weapons of mass destruction, rather than on the fonner threat of 
conununism. 

This bill would seek to· reduce the items that could be controlled for national 
secUlity purposes; items that are avaiJab[e from foreign sources or have a mass-market 
status would generally not be controlled. The bill charges the Secretary ofCornmerce 
with determining on a continuing basis whether any item (;ummtly subject to export 
control meets specified criteria for foreign availability.or mass market status. If it 
does. the item would be removed from the list of controlled items. 

S.1712 would also place severnl requirements and prohibitions on the use of 
export controls for foreign policy purposes. These include prohibiting the control of 
re~exports,.prohibiting the control of items subject to a binding contract, requiring 

!l For a fuller discussion Qfthe possible linkage between trade and growth see: u.s. Library 
of C;'ngres.s. Congresslonal Research Service, Does Trade Liberalization Affect the t:.S. 
Long.run Rate of Growth? CRS Report RL30377 by Craig K. Elwell 

http:availability.or
http:overstatement.ti
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45 days notice and consultation before imposing a control, requiring clearly stated 
objectives and criteria for controls and reporting them to Congress. and requiring the 
President to review controls evetytwo years. The bill also streamlines the process by 
which regulations for the export ofsuper computers are period,icaUy updated. 

[t is possible that a more vigorous pursuit of "foreign availability" status will 
reduce the number of items on the eeL It remains unclear, however, how 
significantly this bill would upgrade and expand, relative to current provisions, the 
use of the "foreign availability" criterion [or national security purposes. Controls for 
toreign policy purp<:tses, under curren! regulations, must satisfy explicit criteria, 
relating to probable impact and prospect for success, before they are imposed, It is 
unclear how much this appreciably raises the threshoJd for requiring an export 
licence. 

$.1712 would likely move toward continued liberalization of export controls. 
Ifthe provisions of the bill have a differential impact relative to current rules, it would 
likely be to reduce the number of items subject to U.S. export controls, increase 
c,s. ex.ports, and raise national income (by a fraction of the value of those increased 
sales), But. the magnitude of these effects is problematic. 

S. 798, the Promote Reliable On..flne TransQCuons to Encourage Commerce 
ami Trade(PROTECT) Act. As reported by the Senate Commerce Committee S, 
798 authorizes the export without export license of any encryption product that 
utilizes a key length of 64 bits or less. Provision is also made for a periodic review 
and update of the 64-bit standard so it can change in step with with technological 
advances. For encryption products that require a standard license, the bm provides 
easier conditions for exporting due to a streamHning of the license application 
prOI;ess, including, an expanded scope for granting license exceptions (i. e., exporting 
without a license). one-time technical review, and a short 15·day license processing 
period. 

This bill is a significant liberalization of export controls over a subgroup of 
controlled items. It would likely expand U.S. expon sales and raise national income 
by a fraction of the export sales increase. From the, standpoint of the national 
economy, the magnitude of these economic effects would likely be modest 

The House. 

H.R. 850. the Security and Freedom Through Encryption (SAFE) Act. The 
·five reported versions of H.R. 850 differ in their treatment of export controls on 
encryption products. As initially reported out of the Judiciary Committee, this btu 
would have limited greatly the Presjdent's authority to control the export of 
encryption products. In that version of the bill, encryption products with a key length 
of 64 bits or less would be subject to more liberal treatment by export control 
authorities. These products would be eligible for an export license exception subject 
to a one-time technical review, with the whole application process to be completed 
within 45 days. Export license exceptions would be available for encryption products· 
that exceed the 64-bit standard, subject to national security goals. (Versions ofH.R. 
850 reported by the Commerce and [nternational Relations Committees are similar to 
Judiciary's version.! tn contrast, the intelligence: and Anned Services Committees' 
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versions of H.R. 850 would not explicitly move toward more liberal export controls 
on encryption products. Those versions im:rease presidential authority by allo....':ing 
the executive to specify the key length that would be theth.reshold for waiving export 
controls. Products at or below that key length would be eligible for a license 
exception, subject to a one~tirne technical review. Encryption products above the 
threshold key length would be subject to normal EAA export license r~quirements. 

The House Judiciary Committee version of KR. 850 would liberalize U.S. 
export controls on encryption products, raising exports and national income. From the 
standpoint of the national economy, the magnirude of these economic effects would 
li~ely be sman. The economic impact of the Armed Services and Intelligence 
Committees' versions of H,R. 850, that do not expressly liberalize or tighten 
encryption expon controls, would depend on rule changes implemented at the 
discretion of the President. 

Administration Actiolls. On Sept. 16; 1999, the Administration announced 
further liberalization of expert controls on encryption products. Encryption products 
ofany length can now be exported under a license exception after a technical review. 
Export of any product with a key length cfmore than 64 bits requires post~export 
reporting, however. The prior policy had been to allow export only of encryption 
devices with up [0 56~bit keys under a license exception after a one~time technical 
reView, 

Conclusion 

The estimates presented above suggest that the economic costs (i,e" static 
losses) of current export control regulations are modest in relation [0 the overall 
economy, Nevertheless, the full significance ofthat cost. however small the absolute 
value, must be accessed relative to the national security Ilnd foreign policy benefits 
derived from those controls. The benefit of U.S, export controls remains a sharply 
contested issue and must be evaluated on more grounds than economics. 

Pending legislation on export controls generally takes the perspective that 
controls are too restrictive on U,S, international commerce, and aim to liberalize the· 
export control process. Thllt legislation, ifenacted, does not seem likely to cause a 
great deviation from current export control administration, however. That woutd 
suggest that the increase in U,S. exports and improvement of domestic economic 
wellnbdng derived from the tegislatio.n would be smaliln magnitude, 
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EXPORT ENFORCEMENT Q's and A's on IIres 

1. 	 Have fires in China been diverted to unauthol"ized militnry cnd-user's or otherwise 
exported in violation of U.S. lllW? [Chapter 4b, Page v 1 (Chapter 4, p~g('s 49-501 

Examples provided in the Cox Report as evidence of this are taken from Export 
Enforcement cases, 111 the Changsha case _. and a5the Cox Report nqtes _. tbe Ministry of 
Trade and Economic Cooperation (MOFTEC) worked with Commerce to see tbat the 
computer was. returned. The investigation on that case is continuing" 

The other cases. involve investigations successfully completed, in which the illegal 
shipments occurred between 1992 and 1994. 

BXA collects information on how U.S. HPCs are used in China as required by toe rY9~ 
National Defense Authorization Act. Attachment A provides a breakdown of the uses of 
U.S. HPC exports from the first annual NOAA report (exports reponed for Nov. 97-Noy. 
98} The Chart shows that oCthe 191 HPes actually exported (as distinct from the NDAA 
required notifications prior to export, Some ofwhich never result in sales) to China) 42% 
(79 HPCs) went to communications/utilities entities and 25% (48 computers) went to 
financial entities. \Ve have flO illformation to indicltte that any of the 191 computers 
has been divfJ'Ced to mintm')' end-use. 

2. 	 J I as only olle oll~si(c, end-user verification been conducted in China? Are there 
such 5ubstnntinilimitaliollS on· the visits thnt they m'e "useless"? [Chapter 4b, I}~ges 
47-48J 

Post-shipment viSits with China have been a goal of the U.S. since 1983. An End~Use 
Visit Arrangement was agreed to in June 1998. The process of identifYing items for visits 
and conducting visits began in September 1998, At the time of the first annual NDAA 
report (mid-November [998), one visit had occurred. As of April 27, 1998,5 end-use 
visits have been conducted in China; 3 of those were on high performance computers. 
Clearly, we need to do more" 

Visits under tbe Arrangement arc limited to items for which the Chinese Ministry of 
Foreign Trade and Eeanornlc Cooperation (f\·10FTEC) has granted an end~usc certificate. 
In January 1998. BXA revised its regulations to require that more HPCs be covered by 
end-use certificates. (Through these cenificates, MOFTEC verifies the truthfulness of the 
end-user statements and assures us that the HPC wilt not be reexportec to third countries,) 
There is a lead-time for this regulation to take effect. and we are just now beginning to 
receive reports on computers exported under this new requirement With more c-omput,ers 
covered by certificates, we should now be able to conduct more vistts. 



Tbt~ other limitations cited by the Cox Report are rhetorical rather than substantive. ChIna 
can decline a visit, as can any country. but therc arc consequences attached to that action, 
such as license denials. China reserves the right to "invite" U,S. Government officials to 
participate in visits, but no visil has occurred without U.S. Government participation. 
lnspections cannot occur until six months afler the item is received, but we have found 
based on experience that the cnd~use generally cannot be determined for six months after 
receipt since it takes time to get the item to its ultimate destination. installed, working and 
used. In addition, U.S. companies may require payment in full before releasing the item to 
the custOmer. 

The end-use visits are stiU at a beginning stage" We are continuing discussions with the 
Chinese on ci1hanclng the process including increases in the number of cnd-lise 
vistts in order to meet :JDAA requirements, We have told Chinese export control 
officials at every opportunity and at every level that a strong trade relationship 
with the U,S. depends on confidence-building measures like 1he EUVA. Although 
the process is not perfect, it is a start, and the Chinese have been cooperative, 

3. 	 Is the Cox Itcpol't con'eet in stating that nXA can verify loClltioll but not how:t 
computer is used? Further, the Cox Report cites GAOfNSIAD 98-196 to the effect 
that I)SVs :U"e Itot effective with IIrCs. Is this true? [Chapter 4b, pages 47-481 

End-uselend-user verification is effective when properly targeted. Export Enforcement at 
the Department of Commerce has been directing and conducting end~usc checks 
worldwide for over 20 years. The Congress also apparently believes end-use 
checks on HPCs are effective since they mandated them on all computers over 
2000 MTOPs. 

There is no way to tell with certainty how a HPC is. being used. Rather. Export 
Enforcement relics on the expertise of its agents. Export Enforcement has placed in 
FCS-Beijing a senior criminal investigator to handle both pre~license a:\d post shipment 
checks. This spedal agent (who spent 5 years as an Export Control Attache in 
AmEmbassy Stockholm during the Cold \Var) uses his training and skills to examine 
aspects of the licensed transaction to arrive at an informed judgement as to the honafidcs 
oCtile end-usc and cnd-user. The knowledge and cxpcricccc of this agel~t allows the U.S. 
government to make mformed judgements on license transactions for China, including 
those where an end~use check is appropriate. 

4. 	 The Cox Rcp{,rt notes thl'ee TIlcthods recommended for cnlmncing computer 
verific:ltion: tagging (to providc information 011 location); remote monitoring and 
technical safeguards such ,as operating systems that could only nm 11I"e-allllroved 
pl'ograms; and focusing eontrols on services th:tt IH'o\"idl~ unique suppo,·t to the 
1}I{C's defense n1lwbilities. Uo you plan to implement these recommendations? 
ICbapter 4u1 pages 88-901 



\Vhile we continue to consider these proposals, our initial judgement is that, on the whole. 
they would not be helpful. Several of the technical verification suggestions would make 
US machines commercially unattractive and would have the same effect as simply 
restricting their export Moreover, they may not work. There is an ongoing debate about 
wh.!ther alterations can be done in a way that can't be easily dcfea~ed. 

More important, there are many ways to obtain computer capabilities for illicit purposes 
that do not involve exports. One is to obtain them in the US, set up a research facility 
here, do the research here and export the data. Exports of controHed data require 
licenses, but the reality is that it is easier to export the data illegally than it is to export the 
computer illegally. Another way would be to buy time from a university or other 
institution and do the work through remote access. We can never be completely certain 
about how every one of our computers is being used, whk:h is why the Administration has 
been instrumental in developing a more realistic policy for controlling them, 

Export Enforcement believes that its resources are being wasted trying 10 confirm end~~se 
by visiting all computer exports over 2000 MTOPS (to Tier 3 cQuntries, including China). 
Resources would be better spent ifEnforcement personnel had the authority to use their 
professional, law enforcement expertise to follow tips and leads rather than conducting 
checks on low level computers in welJ known, benign locations. 

5. 	 The Cox Rel)Ort cout:1lnS a list of Chinese entities that have acquired U,S. !-IPCs and 
states how Chinese military projects might use the computers. IChapter 4b, Page 
51. The entities listed nn~: 

lleijlng Hutlsan Computer Co" Ltd. 
Chinese Academy of Sciences Computer Networl< I nforllln1ion Center 
Chinese Academy of Sciences, Institute of Atmospheric Physics 
Changsha Science and Tech Institute 
lIuapu Information Technology Company 
Qinghua Goiversity COrl:llluter Center 
204 Institute of Chill a Aerospace Corl}Oratioll 
N.wtiau Electl'ic Inforllwtion Groul) 

Are these entitie,~ lISiflg U.S. HPCs for Chinese military proJects? 

All oftlle above except the Institute of Atmospheric Physics were in the BXA report 
mandated by the National Defense Authorization Act of J997. (Our report also lists the 
State Key Lab Atmospheric Science and Geophysical Fluid Dynamics Jnsr. of 
Atmospheric Physics, which may be tile elHtty the Cox Report refers to as the Institute of 
Atmospheric Physics.) The BXA report was pro\;"ided to Congress in installments in 1997 
and early 1998. 

There is no evidence that the computers are being used by these entities for miJitary 



projects. BXA was concerned about the computer for Changsha Science and Tech 
Institute. The computer has been returned with MOFTEC's cooperation. That matter is 
under investigation, 

• 

• 
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Tbe glohalization of the commercial satellite indusuy is a POSttjvc 
" 
and powerful c1evclopUlcnt at 

the dawn ofa. new century. Satellites launched nom the Unitcri States, Europe, Russia and 
China allow people cvetywherc - through television. tciephones, paging and l,nany other 
electronic means -- to ~harc ideas, Jnfonnatlon And aspirations. They are powerfhl mUltipliers of 
free speech Md thought The United States is the world lcad~I in sateUite technology. But we 
lack the launch capacity to meet the demand for our satellites. And other nations can launch 
th~m more inexpensively. In 1988, Presidtnt Reagan approved the export of U.S. sa:ellites for 
launch by Chinese: rockets ~~ a policy that has enjoyed broad bipartisan support. Since 1989, 
approval of license application~ for COO1tlH!rci;ll satellite launches 011 Chinel>c wt":ket, has ~ 
required a Prcsiriential waiver of the Tiananmrm Square sanctiolllL The Bush Administration 
issued three waivers in three years for nine satellites. The Clinton Administration has issued ten 
walvcrs over five years fur elt.:;ven satellite programs. Eacb of these waivers: was scrutinized to 
ensure consistency with our nonproliferation gOClls and each was reported to ~ngress. 

The benefits ofliccnsing commercial satellite launches by Chiou arc clear. This program 
enhances American Competitiveness by increasing our launch capacity and lowering the cost of 
launches while bringing tremendous benefits to consumers (greater cell phQuc, p~ger and 
satellite t(llevision capacity.) It furthers our efforts to stop the t.J:Msfer of missile technology to 
third countries by proyjding incentives for China to observe uon~prolifc.ratiou norms. It can 
beam objective sources of infonnation and democratic values into China ~- some otthe very 
satelli.tes China sends into space send back CNN and other western television programming. And 
more broadly. it serve.S our policy ofengagement with ChiD\!.) which is expanding OUf . 
cooperation in areas important to the national interest (such a..'t stability iu Asin; preventing the 
spread ofwcapons ofmass destruction; combating intemational crime and drug trafficking; 
pro~ecting the envlrooment; promoting trade and creatingjobs) while giving w: opportunities to 
deal forthrightly with our differences (s.uch as human rights) 

Misleading news reports and misinformation now surround the policy ofJicensing the laun~h of 
U.S. commercial satellites on Chinese rockets, 1'0 set the .rC<'..ord straight, here are the facts: 

THE LICENSING PROGRAM 

L AUeg:tth.m: Licensing tht: launch oj U.S, wmmercial satellite:,' by Chhw f'l!sullJ' in a transfer 
of t/~dllJolog') that threatens Us. security. 

The Facts! NU:Jt: of the sateUite.lic!'msc.~ or waivers authorizes the uUDsfcr ofsellsitive 
missile technology to China. All arc 00: commercial satellites, suuje:ct :0 careful inter­
agency f>crutiny by the Department of Defense, the Department ofStatc, the Arms 
Control and Disar:nament Agency (ACDA) and 1he DI:partmcnt ofCo:nmercc and are 
subject to suitt controls and safeguards" Tbe current safeguards include Ii detailed pIa!). 
for shipping the satellite, a detailed operational sf:cutity pLan for the satellite while in 
Chini! awaiting launch, and appwven procedu!(';s lor the supervised mating of the satellite 
to the launch vehicle. In addition, l.,'1c plan includes Defense DepaHmcnt monitoring of 
techniGal meetings between the U.S, company and Chine~c iauncb officials, and of the 
launch itsctC The contiitioas impo~;;d on compnni(:5 th:l.t m~e Chinese rockets for satellite 
lat:nchcs r{,,.quile that !here be no improvcr.H::n1 in China's missile capapilities. 
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2. AIIe:gntiou: U.S. polic>, ri;.gording the export ofsatellites 10 Chitta has put US d/llfs at risk 
from Chinese ICBMs. . 

l'he )?acts, ChiJlIl 's L~ter Continental Ballistic Mis~iJe$ (ICBMs) huve had the range and 
accuracy to reach US. cities since they were flfst deployed in the early 19&Os. Thus, this 
capability existed before President Reagan approved the fir~t exports of satellites to China in 
1988. 

Tmc I~ORAL LICENSE 

3. Allegation: The waiver granted to Loral subsequent to the start oja Justfce Department 
investi&~tion into whether Loral iJlegally transferred technology to China was grtlnted over the 
opposition ofJustice and compromised Us. national stwrity. 

The Facts: The Clinton Administration did not "overrule" or '.'ignore" Justice 
Department vie:v.rs. nor has granting the license compromised U.S, n!ltional sccurity. 

In ] 992. President Bus.h granted a waiver which permitted the Loral Corporation to 
launch a oommcrcial oommunications satellite on a Chinese IockeL The launch took 
place in February 19961 but the rocket exploded and destroyed the sateHite. Loral rmd 
another U,S, company allegedly worked with the Chinese to determine why the explosion 
oc.curred and now to prevent such accidents in the future. Any analysis of a launch 
failure would have to be separately authorized by State and is not authorized in State or 
Cntnmerce licenses for the launch of commercial communications satellites. The Justice 
Department is investigating whether, in any such review technology or knew-how may 
have heeo iIlcgally given to the Chinese. 

When the State Depart.:ncltt recommended a waiver for another l...oral slltell ite in 1998. it 
noted that an iuvestigation of Loral was under way. The Wbite House thcn.:fore took the 
added step of asking Justice for its vicv.'S on the request The Justice Depart.ruent raised 
concerns about the potential impact of the waiver ooi1.& ability to pCJSuade a jury to 
convict Loral in the event that the incident warrants. prosecution, . 

The JU3tic-.e Department views were weighed cttrefuUy by the President against factors 
which supported a waiver: (i) the State Department recoIlUUended that the waiver would 
ue in the national i.'1ti.lrest, iU1d State: and the Departuu:nt of Defense found that the license 
rcf~rcnced in the waiver contained the snfeguards nCCf'1isary to protect the national 
security; (ii) the liCensing request was for a canunerdal slUeilite export, not for the kind 
of activity (launch-faiJoJrc analysis) fOf which Lorn! was being investigated; (iii) the StaM 
Department has a long-sta.:1ding practice of considering license applications on a case-by~ 
case basjs in accordance with m;lfinal pmcedurcs for !nrlividuals who may be subject to 

criminal inve..'itigations bet have cot been indicted~ and (iv) jf au investigation leads to 
indictment license revocation and other SeJiOU5 penalties may be imposed. In balMciug 
all ~ht!$e f<lCIOrS, :be Prcs~den1 decider! to approve the waiver. 

http:vie:v.rs
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This i!{ how decisions in gQvclmncnt are made - balancing the views of an telcvant 
agencies and !lIeu makine a broader judgment l.m.sed nn overall national interests. The 
process was tUlllSPlUcot and open, Agr..n<:i("cS ft:sponsib!c for our mHionui security 
reviewed the request, the White House took the. additional step of aSking Justice for its 
vi!':ws and agency cuusidemtions were reflected in a mcmornndum for the: Plcsident. 

TRANSFER FROM STAT},; TO COMMERCIC 

4. AlIegation: inc State Department opposed Ihu 1996 tran.sfer o/liccnsingjurisdiction for 
commercial satellites to th(! Commerce Deparff;umt. 

The Facts: Pre.~idct.t ClintClH>S decision to tran. ..fer l)ctllstngjurisdrction over 
t:.ommerc.iaJ satdHtes ro Commerce carne at the end of a 6-month process It ultimately 
enjoyed the consensus of CCllltm:rce, State and Defense because it provjded for 
c.ontinued Stare licensing oftcchoical data and 3SStSta.'1CC related to launch vehicles, and 
because of additional procedural protections added to the Con::uuerce licensing process.. 

Under the approach adopted il}. 1996. Defense, State and ACDA still review all proposed 
commercial satellite exports to cnSI.II'e that they are consistent with U,S. natiomil security. 
If any of these agencies disagrees with a propo,;ed export) it can block the license and put 
the issue into a dispute resolution process that can ultimately rise to the President. 

Tue decision to transfer jurisdiction was part of a broader, bipartisan effort supported by 
the Reagan and Bush Administrations to move primary authority for licensing essentially 
commercial jtem~ to Commerce in order both to streamline the process and make it more 
transparent to exporters, and where such transfers could be made in a rnan.ner fully 
consistent with national security intC!csts, Commerce applies stricter deadlines that are 
better suited for commercial products_ 

Tbe shift ofjurisdiction from State to Commerce wa.'l also supported by majorities in both 
Houses of Congress. Beginning in 1990, both Houses repeatedly passed bills specificaUy 
manduting th~ shift ofjurisdiction over commercial satellites to Conuuelce (although 
none of those bills bCC1L'1JO luw,) Indeed, at the tir:tC of the President's decision in 1996. 
litis same provision was being prepared by Republican CongressIDun Toby Roth for 
introduction in new legislatioo: The President's 1996 decision followed tile intent of 
such legislation, while adding national security safeguards -- such as a stiengthened role 
for Defense and State -- that were not included in the legislative proposals. 

Prior to and independent of the shifting of coromercial satellite jurisdiction to Commerce, 
the President in Docember 1995 issued an Executive Order e~panding the right of the 
Deparunents of State, Defense, Energy und ACDA to I eview all dtll'J~use export license 
applic.ations, including C0l11I11CfCiui :;at!;!litc~. Pn::vi,"-Iusly, these agencj~s reviewed only 
certain dual-use applications. The- Pff'J;idcnt took this action to ensure that all agencies 
would h<lve the oppom.n:ty ~o rc.view all license applications. 

It is also VfOrth notin!?, that in JJ'!(: case ('If the 1998 Lwal waiver, as in the casz of most 
commeIcia1 satellite exports to China. a scpZll'ah, $t,ne Department license was still 
required because the ex:porter proposed to transfer technology contIoUed by State 
regarding the integration ofthn tiilicllite to the rocket. 
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5. Alk.o.gation: The 1996 (rah.VeT ofiia!nsirlg jurisdiction from Slate /0 Commerce cr~al(!d a 
national S!!curity sieve because the C(Jmm~rce Department has inadequate safeguard.. to prevent 
the diversion ojdua/~ltse technology. 

The Facts:: The President's de;;hllon in March, 1996 to give the Commerce Dcparl.J.nent 
jurisdiction over corumerci..d satellite cxporl~ did not dcccnt;ol the. export of satellites 1101" 
allow I.he transfer ofsensitive satellite technology to anyone. 

TtH~ Department of Defense, the State Dcpartntent nnd ACDA still review proposed 
ex.ports to ensure they are ('.Qnsistdllt WiUl U S. national security iilld foreign poJicy 
interests. The same strict safeguards are now required for Commerce-licensed 
conune.rcial satellites as were required for satcIHtcs licensed by the State Depaltment 
The safeguards include it detailed pla.'l for shippiug the satellite, a detailed operational 
security plan for the satellite while in Ch.ina awaiting launch. and approved procedures 
for the supervised mating ofilia satellite to the launch vehicle. In addition, the plan 
includes. Defense Department monitoring of technical meetings between the U.S. 
company and Chinese launch officials, and of the launch it<;df. The conditions imposed 
on C'.ompanies that use Chiuese rockets for satellite launebes require that there be no 
irnproyemen~ in China's ruisnile capabilities. 

As previously noted, the President's decision was the culmination of il long inter-agency 
proc.ess In which national security COnccttlS of all agencic..<J were addressed> leading to 
theif concurrence in the final decision. The impetus for the jurisdictioo change dated to 
the Bush Administration and was reflected in repeated votes by Congress to mv,ndate 
such a change. President CliItton's decision effectuated the change only after procedures 
were agreed upon to emmee consistency with national security interest'\, 

CAMPAIGN CONTlUllUTmNS 

G. Allegation: Loral's campaign contributions injbJenced the Presidant 's decision to grant if 
export waivers, including the waiver subseqUent (0 the start oftlte Justice DepW'tment 
investigation, and also influenc.rA the President's decision 10 transfer licenf{/ttgjurisdictionjrom 
StDte to Commerce. 

Tbc Far:ts: No campaign contributions affected decision-making 011 U.S, foreign policy 
or national security. 

The poEcy of licensing U.S. commercial samllite:o to be h>.unchcd uy Chinese rocke::s is 
bipartisan and pu;wuates the Clinton Administration, It was instituted by Prp.sident 
Reagan and further ir:::lplemcnted by the Bush Administration. The B:1Sh Administration 
approved three waiycrs over three years for nine U.S, satellites to be ill'JllCned from 
China; the Clinton administration has approved \t":o waivers OVCI five years covering 
ele.ven satellite programs, 

http:influenc.rA
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Each watver approved by President Clinton wa." based on a recommendation from, the 
State D~partment or 11le Contmerce Department :Each licen~e under these waivers was 
approved a.fter ('.areful interagency lcvicw that including State, Defense and ACDA. The 
decision-making procc.'lS flow!! from the bottom up -- a request for a license is made by 
the company to the relcvant gove~ent agency (State or ComlllelCi::), which L1cn solicits 
the views of the other rdevnnt agencies on thc pending license applicatiQlL Once the 
intC{agcncy review process is completed and the lieetl.'1c is ready for approval, a 
recommendation if{ made to the 'White House cOJ1:ceming whether a waiver of Tiananm.en 
Sll!lctioflS is in the "national interest," 

Similarly, as detailed above, the decision to transfer jurisdiction over commercial , 
sate!1ite.s from State tn Commerce was the pwduct of au intensive six mO:ltb inter-agency 
leview Pl'Ocess and was preceded by similar efforts in the Bush Administration and in 

\ 	 Congres:s. During the dccision~making process, the satellite industry strollgly supported 
the change in jurisdiction, as it had done for a number of years 

There is absolutely no connection bctw'eea any campaign contributions and U.S, policy. 
Thf'Je is no evidence ofsuch a nex:us, nCr has it been alleged on the basIs of any facts. It 
simply did not OCCUL 

7~ Allegation: Intra~governmcnt e-mailsandmemorcmda regarding the ]998 Lorailicensing 
request convey II sense ofurgency that was based On Loral 's pleasfor a quick decision and 
suggest political pre.ssurc . 

. The Facts; Lora! 's interest in prompt action on its 1998 licensing request llad no effect 
on the substru;.ce of the Administration's licensing process or any effect on national 
security. 

AmericM companies thnt need U,S. government approvals for business transactions 
should be able to expect an expeditiolls response, especially if they MC operating under a , 
specific deadline, They are not entitled to a positive response, but to a timely one.. . 

In the case of the 1995 Loral request, the Administra.t.iol1was aware of a dead tine with 
important commcrciallmpHcations and so tried to be re<;ponsive. But the decision 
whetJlcr or not to grant the wruvcrwas based on the judgments nfthe agencies in.volved 
in reviewing the license and recommending the waiver. In fact,. the Adrninistrat.ioo~5 
dt:cision occurred after the commerci;,l'deadlines Identified by the company had passed, 
as govenunent officials continued to gather the infonnation needed to make an informed, 
judicious decision. 

Creat/~d 611198 
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The Export Administration Act: Controversy and Prospects 

Summary 

The Export Adrmnistration Act (EAA} awaits Senate consideration as the I061.h 
Congress drdws to a close. Since the expiration of the Act in 1994, provisions of the 
EAA have been continued and modified by executive order and congressional action. 
The difficulty in passing the reauthorization ofthe EAA has resulted, in pan:, from the 
continuing tension between national security and commercial concerns. Industry 
groups, proponents ofheightened export controls, the Administration, and Congress 
have all participated In the reautho-rization debate. 

Export control legislation gives rise to difficult questions that are integral to ~he 
working and efficacy of the export control system. The first question is the extent 
to which technology can be controlled, Industry groups contend that information age 
high-technology is virruaily unconlrollabk For this reason, industry supports mass 
market and foreign availability criteria in the EAA reauthorization legislation to 
restrict controls on widely available products. Others contend that these criteria 
would gut cum:ntexport control bws. Industry officials also state that exports of 
high technology enhance national security by providing funds for R&D with military 
applications. Opponents of this position claim that if additional funds for military 
R&D are necessary, Congress should appropriate funcls.lndustryusestheexponential 
growth in computing power to illustrate the necessity for an updated export control 
system. 

A second question concerns {he target countries on which export controls are 
imposed. This question involves twO sections of the EAA. Foreign policy controls 
impose sanctions on countries for behavior the t;nited States considers unacceptable, 
Debate over this proVision echoes debate on the efficacy of economic sanctions. 
Discussion of multilateral controls reflects the belief that the current regime (the 
Wassenaar arrangement) is an ineffective tool to control dual-use exports. Policy 
differences over multilateral arrangements arise over whether the U.S. should impose 
unilateral controls as an example for other countries to foUow or only impose controls 
in conjunction with other major exporting countries. 

A third question is whether the current bifurcated export control system is: the 
optimatadministrative arrangement in the post Cold Warworl& Critics oftne current 
process contend that national security interests are hanned by the current procedures. 
Industry spokesmen approye ofthe CommerCe Department's role indual-useexports, 
but want further streamlining of the process" Other policy prescriptions have been 
aired such as merging all export control functions into one agency or de-emphasizing 
the licensing process. 

Congress has numerous options concerning export control. It can maintaIn the 
status quo, resurrect the expired EAA, consider pending legislation (S,17I2), 
legislate piecemeal revisions or policy prescriptions, work to erect stronger 
multilateral controls, or engage in a more comprehensive review of export control 
laws, or Some combination of the above. 
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The Export Administration Act: 

Controversy and Prospects 


The export of dual-use commodities, items that have both civilian and military 
applications. is regulated by the Export Administration Act (EAA) of 1979, now 
expired but continued by executive order, I The Act authorizes the President to 
control exports for national security and foreign policy considerations, to negotiate 
multilateralcontrol ammgemems and to issue anti -boycott regulations to prevent U, S. 
companies from adhering to foreign boycotts, The Act provides for classification and 
licensing of dual-use exports by the Commerce Department's Bureau of Export 
Administration (BXA), The EAA only controls dual-use items; munitions and non 
dual~use nuclear proliferation articles are controlled by the Department of State and 
Department of Energy, respectively. 

The EM is the statutor)' authority for the Export Administration Regulations 
. (EAR). These regulations establish the framework for regulating exports of dual-use, 

pOlt.'1ltially sensitive commodities, software. computers. and technology_ Exports are 
restricted by item. country, and entity. There are approximately 2400 items on the 
Commerce Control List for which an export license maybe required.2 Since the most 
recent expirahon ofthe Act in 1994, implen:entationofthe EAR and provisions ofthe 

. Act have been continued by a presidential declaration of a national emergency under 
the National Emergency Act~ and by the authority of the International Emergency 
Economic Powers Act (IEEPA).4 

The House ofRepresentatives in the J04~" Congress attempted to reauthorize the 
EAA. H.R. 36! was passed by the House, and hearings were held by the Senate 
Banking, Housing and Urban Affairs Committee, but no further action took place, 
During the l061h Congress, S. 1712 was crafted by the ~enate Banking Committee. 
Heuring were held and (he legislation was reported out of the Senate Banking 
Committee unanimously on September 23, 1999, It was placed on the calendar, yet 
holds have been placed on the legislation pending resolution ofconcerns expressed 
byfiJUfCommittee chainnen.S On September 15,2000, the House ofRepresentatives 
passed by voice vote H.R. 5239, a measure to restore the penalty and confidentiality 

'PL96-52, 93 5lat503(1979), 50 U.5.C.2401, eI "9. 

2 The Export Administration Regulations are located in the Code ofFederal Regulations at 

]5 CFR 730-774: the Commodity Control List is located at 15 CFR 714, 


) P.L. 94-412, <Nt S'.'. 1255( 1976).50 U.S.C.1601, e. seq. 


, P.L. 95-223. 91 St ••• 1626 (1977). 50 U.S.C.1701. at seq. 


S For details on thts legislative activity and specific provisions QfS, 1712, see Elwell. Craig, 

le-anneGrimmeuand Robert Shuey. Export ArfminiStral1'on Act Reauthorization, CRS Report 
RL30169, Apri125. 2000. 

http:1976).50
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provisions of the expired EAA, The measure was referred to the Senate Banking 
Committee and it was discharged to the Senate floor by unanimous consent on 
October II. On the Senate fioor, an amendment to reauthorize BAA for one year was 
introduced by Senator Gramm and cosponsored by Senator EnzL This amendment, 
passed by unanimous consent, removes all provisions of the House legislation. The 
engrossed legislation now will be considered in C()nference. 

The difficulty in pa§,.sing the reauthorization of the EAA has, in part, resulted 
fwm the continuing tension between national security and commercial concerns. In 
addition, the 1979 Act, itself descended from the Export Control Act of 1949, reflects 
(he strategic prioriries of the Cold War: the desire to restrict exports of sensitive 
goods and technology to the Soviet Bloc. The Act is widely perceived to need 
revision to account for changing economic and international security concerns. in 
addition. the enforceability of the Act has come into question, The manner in whkh 
the Export Administration Act is revised may have far~reaching consequences for 
America's security. The resulting controls may also affect domestic high~tech and 
defense industries and employment. 

The Administration, non~govemmental organizations (NGO) promoting non­
proliferation. national security experts and industry lobbyists all look to Congress to 
adopt an export control strategy through reauthorization of the EAA This paper is 
designed to identity the various stakeholders in dtis debate and to contrast their 
prindpal thematic argumentsand claims. It also discusses alternatives and options for 
Congress. 

Status of Export Administration Regulations 

Since the last expiration of the EAA in 1994, the Export Administration 
Regulations have been kept in force by the declaration of an economic emergency 
under the National Emergency Act and by the International Emergency Economic 
Powers Act (IEEPA). This dedaration, fIrSt announced on August 19, 1994 by 
Executive Order 12924, must be renewed every six months. While the EAR remain 
in rorce, certain penalty, enforcement, and procedural provisions now are under the 
controlling authority oflEEPA, For example, Commerce Department officials must 
now be deputized as Special Deputy C.S. Marshals in order to conduct enforcement 
action. Penalties under the EAA; themselves' atrophied by inflation. have been 
replaced with even weaker penalties under the IE EPA, Also, the iEEPA does not 
preclude judicial review of application decisionso, nor, according to a recent Florida 
district court decision, does it protect the confidentiality of license applications and 
enforcement actions,' This decision may prove to be a harbinger of further legal 
challenges to the administration of EAA through IEEPA . 

.. Spawr Optical Research, Inc. t'. Baldrige, 649 F. Supp.1366 (D"D.C, 1986). 

,. "Reinsch Says Court Ru;ing on Licens.e Data Shows Need for EAA," 18 Inside U.s. Trade 
9, July 14, 2000; Times Pubiishing Co, v. u.s. Departmenf of Commerce, U,S, District 
COurt for the Middle DistricI of Florida, Case no. 8:99~cv-2100~T~26B. June 28, 2000. 
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Other discrepancies between EAA79 guidelines and IEEPA activity have 
reflected the increased operating authority undertaken by the Administration over 
time. In addition, the Administration has been able to exercise greater latitude in the 
application and enforcement of the export regulations than would be the case under 
a reauthorized Act. For example, Executive Order 1298l. issued December6, 1995, 
implemented an expedited time~line for applications under consideration, $ thus altering 
the consultative review process among the departments in cases of disputed 
applications. The Administration also completed a rewrite' of the Export 
Administration Regulations in 1996 that was designed to simplify and streamline the 
export control process." ' 

Congress has also modified export regulations and procedures. In response to 
revelations of improper transfer of space and satellite technology to the Chinese, 
Congress moved the authority to issue licenses for satellite exports from the 
Department of Commerce back to the State Department. l1l Subsequent complaints 
from the satellite industry about the slowdown in the regulatory approval process led 
in May 2000 to the introduction of legislation in the House of Representatives (H,R, 
4417) to move authority to license satellites back to the Commen::e Department l

! 

In addition, Congress has acted to tighten exports of computers in the 1998 
National Defense Authori4ation Act. The Act established perfonnance levels above 
which no computers could be sold 10 certain high risk countries without a license or 
the concuITCnce of the Secretaries QfCommerce, Defense, Energy and State, The 
President j in consultation with these agencies, may raise theoretical performance 
levels to account for advances in technology, 12 These changes take effect 180 days 
after the President has submitted a report to Congress justifying the new levels, t} This 
year, the House and Senate have passed amendments to the 2001 National Defense 
Authorization AGt to reduce the review period for MTOPS adjustments from 6 
months to 60 days, l4 

, "AdminIstration of Export Controls," Executive Order 12981. December 6,1995. 

~ 61 Federal Register 12714, March 25, 1996, 

10 1999 National Defense Authorization Act, p,L 105-261,22 u.s.c, 21'1&. note. 

I! This legislation has been referred to the House International Relations Cnmmtttee and the 
House Armed Servkcs Committee, ::\0 action has been taken on the bill by either committee, 

1:1 The Act mandated license thresholds for MTOPS (millions of technical operations per 
secor.d) levels above 2,000 for military :lud 7,000 for civilian use, President Clinton's latest 
detennination has ended the distinction between civilian and military users and raised the 
MTOPS level threshold to 28,000 fur tier III countnes" MTOPS is a measurement used to 
assess computer power. Sec. The White House, "Letter to Congress on Notification 
Procedure for Computers," August 30, 2000. 

1J 50 U ,S,c, app. 2404 note, The EAR divide cOWltries intQ liers for the purpose ofassessing 
the risk of computer exports, Countries affected by this Act are Tier Itt countries, They 
include SUlltS that are fonner or potentia! adversaries, or are located in world troublespots: 
Russia. China, Israel, India, Pakistan. South Korea. etc, 

(.1 146 Congressional Record H33 t7. May 18, 2000; 146 Congressional RecordS6497, July 
12, lOaD, 
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The Stakeholders 

There arc four principal participants in the expon control debate: industries 
whose products are subject to control, certain national security and non~proliferation 
experts, various federal agencies assigned an export control function. committees of 
Congress withjur1sdictioll over export controls and other committees with oversight 
ofnational security agencies, Agricultural and union interests have taken an interest 
in previous EAA reauthorization attempts. These groups, however, have not been 
active in the deliberations over S. 1712 in the 1061h Congress. 

Industry 

The EAA reauthorization legislation in the 10611> Congress has been ofmajor 
ir~lerest to six high technology and export-intensive industries most affected by current 
export controls. The computer, software, telecommunications. satellite, machine 
tools. and aerospace industries, individually and through such associations as the 
Computer Coalition for Responsible Exp(}rts, the Satellite Industry Association and 
the Association for Manufacturing Technology, have testified and lobbied Congress 
on the need for new export control legislation, They claim to represent some of the 
most dynamic and competitive sectors of American industry, and they petition 
Congress for marc venues to compete with what theycansidercutting~edge products. 

The value aftotal goods exported to controlled destinations was approximately 
520,0 billion representing less than 3% of U.S. exports in 1998, Exports to China 
represented over 70% of the total with a value of more than $14,0 billion. 
While the overall value ofU,S. exports to controlled countries remains lowl these 
exports are becoming increasingly important in certain economic sectors, Capital 
goods, including machinery and transportation equipment represented over 50% or 
the value oflicenses approved in 1998. 15 Industries such as computers and aerospace 
report (hat they export large percentages of their production. but their exposure to 
controlled markets remains unclear. ­

Heightened Control Advocates 

This group is primarily comprised of certain national security experts who 
advocate strict controls 'On technologies and dual¥use items that can aid potential 
adversaries to construct nuclear, biological or chemical weapons and missiles. They 
also advocate the restriction of exports to countries that support international 
terrorists, They wou~d hke these materials kept away from the 'countries: ofcone em '; 
Cuba, Iran, Iraq, Libya. North Korea and Sudan. They are especially concerned with 
the potential uses ofthis technology in Chma, as well as for the possibilityofdiversion 
from China to other nations. These advocates range from those who view trade as 
a means to voice dissatisfaction with another country's policies to those who could 
surport export control legislation with added consultation or safeguards, 

J~ BXA Annual Report-1999, [imp:flwww "bxa.doc.gov/press/publicatinns/99armreport!} 
Clmpter 2 and appendix.. 
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The Administration 

The Department of Commerce is responsible for regulating dual-use exports 
under provisions of EAA79, DOC consults with other members of the national 
s!~curity conununity on license applications and commodity classifications, The 
Defense Threat Reduction Agency in the Department of Defense conducts national 
security reviews for license applications referred from Commerce and State, The 
Department of Energy also reviews dual-use license applications referred by 
Commerce for nuclear uses and nuclear end-users. and it and the Nuclear Regulatory 
Conunission license exportation of nuclear materials. In addition, the Office of 
Defense Trade Controls at the State Department administers the Internatlonal Traffic 
in Arms Regulations. Through the Munitions List, this agency regulates the traffic in 
weapons. 

The Bureau of Export Administration (BXA) is charged with administering the 
export control regulations within the Department ofConunerce. In FY 1999, 12,650 
lit:enses applications were submitted to BXA. Of these applications, 86% were 
referred to other agencies for review. BXA acted on 12,598 application in FY1999; 
approved 9,311(73%). denied 1,160 (9%), and returned 2,124(16%) lieenses.16 The 
average processing rime for license applications was 40 days, a length ofume that has 
gradually increased since FY1996 when the average duration was 26 days. 

There have been subtle policy difTerem;:es within the Administration on EAA 
reauthorization. The Defense Department has supported the 'carve-out' of critical 
teclulOlogies from certain provisions of the legislation. I? The Commerce Department 
has expressed satisfaction with the current system oflicense referrals and commodity 
classifications, a system implemented by executive order after EAA79 expired, ;8 Some 
observers have noted the Administration's greater latitude in administering export 
controls through IEEPA and claim that the Administration prefers this operating 
model to new statutory constraints imposed by new legislation. 

Congress 

Under the Senate Rules. the Banking, Housing and Urban Affairs Committee has 
jurisdiction over export controL 19 In the House ofRepresentatives, the International 
Relations Committee has jurisdiction over export controls. but the committee did not 
consider legislation in the 1061h Congress.2 Several other Senate committees have (1 

also expressed an interest in export controls, The Armed Services, Commerce, 
Foreign Relations, Governmental Affairs and Intelligence Committees have aU held 

16 BXA Annual Report-1999, [http://www.bxa.doc.govJpress/publicationsl99annreportiunn99 
chap2.hlmJ}. Applications are often returned wlthQut action if no license is required. 

11 Sce below, p. 7. 

1$ "Administration of Export Controls," Executive Order 12981, DecemberS, 1995. 

19 Standing Rules nfllie Senate, 25, ld(6). 

!t> Rules of the House of Representmive~ Rule X, clause (I)(j)(4). 

http://www.bxa.doc.govJpress/publicationsl99annreportiunn99
http:lieenses.16
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hearings, or conducted oversight over executive departments that are considered 
stakeholders in the legislation. 

S.1712 provides reporting mechanisms and standards to evaluate multilateral 
export control regimes and the adherents of these regimes .. These criteria are 
designed to strengthen and provide unifonnity to the export control process, They 
may also implicate issues relating to defense and foreib"O relations. The Chainnen of 
the Anned Services, Foreign Relations, Governmental Affairs and Intelligence 
Committees have plaeed holds on S. 1712, preventing its consideration on the Senate 
floor.11 

Vexing Questions 

The debate over the reauthorization of EAA has raised difficuit questions that 
underlie important aspects of export control policy, Some questions that merit 
considerationin context ofthe debate include whether technology can be meaningfully 
controlled, to which nlltions should controls apply, and whether the current diffuse 
export control licensing system is optimal for the 21$1 century. 

Controllability of Technology 

Underlying one ofthe major debates concerning the reauthorization ofthe EAA 
is the question ofthe controllability oftechnology. Both EAA79 and S.1712 attempt 
to qualify the circumstances in which items can be controlled for national security 
purposes. hems controlled for national security purposes are placed on the 
Commodity Control List (CCL) [the National Security Control List (:<SCL) in S. 
1712]. The Foreign Availability provision in both EAA and S.l7l2 and the Mass 
Market provision in S.1712 attempt to balance the sensitivity of an item to U.S. 
national security interests with the ability to obtain these items from other sources, 

The EAA defines an item as having foreign availability if that item or a 
substantially identical article can be purchased outside the United States by a 
controlled country In sufficient quantity or quality such that it would render controls 
on the item ineffective, $. 17 I:2 also adds price competitiveness as a criterion for 
detennining foreign availabdity. :u Determinations offoreign availability are made by 
Technical Advisory Committees consisting ofofficials from the Commerce, Defense 
and State Departments as well as industry representatives. S, 1712 replaces these 
committees with an Office ofTechnoJogy Evaluation .. ll 

In addition to foreign availability criteria, S.1712 also provides a new criterion 
to test items for mass market characteristics. S. 1712. defines an item as having mass 

11 "Export ContrOls: Sen. Enzi Says FellQw Republicans Seeking To Shut Down Hjgh~Tcch 
Exports," 17 lmernatiotwl Trade Reporter 663, April 27, 2000. 

u P.L 96~n. 93 Stal.503. 509; S. 1712, Sec. 211 (d){ 1)(AHc); The Export Admlnistrafiofl 
Ac! of1999, Report 106·180. p. 10. 

n P.L. 96~n. 93 Stat.503, 510. $.1712, Sec. 214. 
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market characteristics if the good is sold in extensive volume to multiple buyers, if it 
has a wide distribution network, ifit can be shipped by nannal means, or if it can be 
utilized for its intended purpose with little alterati()n.l~ Articles that are found to have 
mass market characteristics would not be placed on the NSCL. 

The six major industry groups that have taken active positions on ~egislation to 
r.cplace EAA79 consider the adoption ofthcsc provisions as the key benefit ofS, 17l2, 
The mass market and foreignavailahilityconcepts are integral to theircontentiQnthat 
the flow of technology cannot be effectivc,y controlled and that our dominance of 
cutting~edge technology can no longer be assumed. According to their arguments, 
Wl.il:.iteral controls will not stop other countries from obtaining cutting-edge 
technology. Advocates ofthis viewpoint claim that "countries ofconcern" will simply 
obtain ihis telinnology from other nations, This view regards current multilateral 
cuntrols on dual~usearticles(the Wassenaar Arrangcment)l$ as ineffectual. From this 
perspective, only American business sutTers from the unilateral nature ofU,S. export 
controls, In the process, foreign business wins new markets or gains an incentive to 
enter new markets.U> 

According to th'c industry position, unilateral export controls are also becoming 
increasingly unworkable as the economy undergoes globalization. The current export 

. control system is predicated on goods being manufactured or assembled in one 
country. In many industries~ however; component parts are manufactured worldwide 
and are considered commodities. If these parts are not available from one source on 
a timely basis, they can be obtained elsewhere,21 Purchasing managers at Daimler 
Chrysler Aerospace. for example. reportedly have been instructed to reduce 
dependence on American components fot defense and space technology products 
because of delays associated with American licensing procedures.28 

Other participants in the export control debate are concerned about the mass 
market and foreign availability argumentS advanced by industry proponents. Critics 
charge that the mass market standard would effectively nulliry the whole U.S. control 
regime by decontroUing any item that met the criteria under the law. They assert tbat 
virtually any product, including dual·use items used for proliferation purposes. would 
qualify for mass market status. Similarly, as one non-proliferation advocate testified, 

,. S. 1712, Se<:. 211 (d)(2)(A)· (D); Report, p.ll. 

15 For more on multilateral dual~use controls; sec Grimmett, Richard F"Military Technology 
and Convenlumal Weapons Expor( CCl1froJs: The Wassenaar Arrangement, eRS Report 
RS20517, March 27, 2000. 

lC For ex.amples of this argument see, Prepared Statement of Dan Hoydosh, co.chainnan of 
Computer Coalition for Responsible Exports, in Senate Banking Committee, Reauthorization 
a/the Export Administrarion Act, $,Hrg. 106461, 1vbrch 16. J999(Reaulhorization); Hans 
Luemers, Sun Microsystems, "Position Papers: Export Controls," 
[http~ljwwwws.west.sun,comJ corporaceoverview/pollcy/export,html1, 

n Hamre, John, Testimony before the Anned Services Committee, February 28, 2000. 
transcript, p. 31·33. 

n Douglass. John W" prepared testimony before the Anned Services Committee, February 
28, 2()OO, p.3. 
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the foreign availabilitycritenon \1/Ould allow the sale of"anything a controlled country 
can purchase from a rogue buyer""}\' Proponents of 5.1712 counter that other 
provisions of the legislation would prevent decontrol of items to terrorist nations or 
~Il order that the United States remain consistent with international obligations.~o 

The mass market provisions have proved to be one of the most intractable 
obstacles in negotiations to bring the bill to the Senate flOOL One method floated to 
resolve this issue is to ".carve-out" an exemption to the ~ market and foreign 
availability criteria for certain articles, Assistant Secretary of Defense. John Hamre, 
"insisted" (In the inclusion of such a carve-out provision before the Senate Anned 
Services Committee early this yeaLJ 

! Senator Warner reportedly has sought carve­
outs for jet engine hot section tecnnology. encryption, and furore technologies.31 

National Security Benefits. A related argument made by industry associated 
with mass market and foreign' availability criteria is that national security is enhanced 
by robust export industries. This argument is predicated on the changing nature of 
defense procurement, research and development. During the Cold War, the formative 
period' of the current expon control regime, the military drove much technical 
research and provided funds for research and development. Now that situation is 
largely reversed, Shrinking defense budgets have reduced funds available for R&D, 
The military now purchases many items 'oft:the-shelr and relies to a greater extent 
on commercial applications. Industry argues that it is in the national security to sell 
current technology to generate funds to develop future technology, If American 
fimls are competitively hindered because of export controls, the argument goes) 
foreign finns will gain market share, increase profits, invest more in R&D, shrink and 
pos£ibly surpass our tedmol-ogkallend. Thus, industry argues it needs a streamlined 
export process, one that will not needlessly impede exports. 

Critics of industry's national security position maintain that the United States 
does not promote its national security by selling advanced technology to potentially 
hostile states. This technology. if sold to a regime ofdubious stability, could be used 
against the United States or allies In the future. Proponents of this argument point to 
the case ofIraq, which received U.S. weaponry in the 1980's when Saddam Hussein 
was considered a useful counterweight to Iran. Subsequently. this technology was 
used against Kuwa1t and allied forces in the Persian Gulf War. Reliance on the civilian 
sector for R&D, they claim. is a policy decision brought about by declining defense 
budgets, Some further argue that R&D lhat advances defense capabilities should be 
funded within the Defense Department if it is necessary to control technology to 
certain nations. 

Computing Power. Industry uses the rapid rise in computing power as an 
illustration both of the uncontroU~ble nature of technology and ~he inability of the 

1') Milnollin, Gary, prepared testimony before the Senate Governmental Affairs Committee, 

May 26, 2000, p, 6, 


"S,1712,Sec,309.31O, 


11 Hamre, mlnscript, p.37. 


32 171ntemalional Trade Reporter 340, March 2, 2000. 
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export control law to account for such innovation, Due to rapid technological 
inmlvation, the level of computing power (measured in millions of technical 
operations per second or MTOPS) that requires licensing under the commodity 
control list (eeL) repeatedly has been increased by Presidential detennination. 
Computers with microprocessors such as the Apple G4 or the Intel Pentium III, 
widely available for home~use today, recently brushed agll;inst these limits before 
~1TOPS thresholds were increased in 1999. 

The regulatory framework ofusing MTOPS limits to detel111ine computer power 
is a related concern of the high~tech industry because it fears such limits will impede 
the ability of the industry to export commodity level computers, Although the 
industry would like to sec this type of regulation replaced or eliminated,33 there is no 
explicit provision forthe MTOPS standard in the EAA or g, 1712. However, the 
mass market provisions ofS.1712 may decontrol many commodity level computers, 
The computer industry supports an exemption for commodity infonnation products 
that would waive license requirements based broadly on mass market criteria.l4 

Some observersQutside industry have also concluded that technology, especially 
C(lmputer technology, has become largely uncontrollable, One national security 
analyst, Richard Perie, fonner Assistant Secretary of Defense for Security Policy in 
the Reagan Administration, states that attempting to control computing power is not 
"feasible or effective," He maintains (hat the restraint of computer trade is self­
dcfc<J:ting because it cedes markets and profits that could be used for R&D.JS 

Increasing computing speeds eombined with networking advances have blurred 
the distinction between supcr~computers and commodity computers. 
MicroprQ<.:essors that individually comply with export regulations can be linked 
together to create servers with MTOPS capabilities that warrant export controls, If 
enough processors are linked together, they can create a parallel processing system 
with ca.pabilities that approach those of a super-computer, The Defense Science 
Board noles in its final report on Globallzalionand Security that the ability to cluster 
commodity computers in order to multiply computing power erodes the abi1ity to 
restr;ct access to high-performance computing, even ifhigh-performance stand-alone 
machines can be controlled.Jil 

There is other evidence that loosely coupled. parallel processing systems can be 
easily and cheaply constructed from parts available world· wide. These systems excel 
in research applications that rely on computation rather than input/output, the ability 

JJ Testimony of James W, Jarrett, April 14. 1999 
[http://www.senate.gov/-bankingj99_04hrgJ04\499!JaITert.htm] 

H Jarrett. op cit.; "GAO Begins to Probe CQmpuler Export Standards Other than ~1TOPS:' 
Iltside u.s. Trade, June 2. 2000. 

n Ridtard Perle. speaking at the Forum for Technology and Innovation, March 23, 1999, 
[r'lltp:!lwww"tech-forum.orgtupcomiogltra!1scriptslCompExportsTrans.html 

J6 Defense Science Board, Final Report of TaJ'k Force Ort Globalization and Security, 
Washington: Office of the Under Secretary of Defense for Acquisition and Teehnology, 
December 1999, p. 27. 

http://www.senate.gov/-bankingj99_04hrgJ04\499!JaITert.htm
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to support many users simultaneously, functions. Reportedly, the computers that are 
most adept at such militarily significant applications as cryptography and simulation, 
prime ,targets of current export controls, tould be the easiest to obtain,); 

Other observers believe the United States can restrict access to the highest 
computer technology by limiting exports. They maintain that American-made 
computers arc perceived as superior. and thus carry greater cachet than products from 
other nations, They note that the purchase of an American-made computer product 
also buys superior networking and service, often at a better price. Control advocates 
maintain that these distinctions are significant; that qualitative differences are 
important.38 

In addition, networking a parallel processing system. as those without access to 
advanced computing technology must do to increase computing capability, presents 
additional challenges distinct from those fnced by engineerS ofcommoditycornputers. 
Andrew Grove, CEO of Intel, related how configuring together 9,000 
microprocessQrs into a large scale parallel processing system "took a brge group of 
people and two and one·half years to build," He concluded, "the physical technology, 
the hardware teclmology implicit in building these large parallel machines is not the 
same as the physical technology used in building commodity machjnes.~'}" This 
account seems to lend credence t~ the belief that higher power computing is 
controllable to some degree. 

Targets of Control 

Another overarching policy question bears on which countries sbould be subject 
to expert controls. This question encompasses both the use of export controls as a 
means ofsanction as well as the multilateral aspects ofexport controis. Two parts 
of the EAA concern specific countries. 

f'oreign Policy Controls. Unlike national security controls, foreign policy 
controls are targeted against nations based on their behavior. The BAA directs the 
President to impose unilateral export controls to punish conduct seen as promoting 
terrorism or violating human rights and sets criteria forthe imposition ofcontrols. The 
EAA requires that the President consult with foreign allies, Congress and industry 
before imposing a sanction, S.1712 adds a public notice and comment period that can 
be waived in an emergent),. Controls expire after one year unless they are 
reauthorized. S.1712 changes the ;;urrent authorityto impose export controls on items 
related to the prohferation of weapons of mass destruction, I;hemical and biological 
weapons and their delivery mechanisms. These items become regulated WIder 
national security controis, and hence, become subject to the foreign availability and 

n Ghrtner Group, High p(f~formance Computer Systems Summary, February 5, 1999, p. 17­
18. 

16 Mllhollin, Gary, prepared lestimony before the Senate Governmental Affairs Committee, 

May 26.2000. p. 6. 


19 Alldrew Grove, speaking al the Forum for Tcchno:ogy and Innovation, March 23, 1999, 

tltttp:/lwww.tech~forum.org!upcomingitranscript~CompExportsTrnns,hIm] 
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mass market conditions explained above.40 Critics of this provision assert that the 
criteria for imposing these sanctions are thereby tightened, and they claim that it will 
make it harder for the President to impose unilateral controls. 

Proponents of heightened controls have made the a.rgument that trade is a 
privilege based on certain minimal levels of conduct: non-proliferation, respect for 
human rights, and cooperation in efforts against terrorism, to name a few. Trading 
with c01Ultries that violate these minimum standards ofinternational behavier weakens 
the moral authority of the U.S. and sends the signal that there is no penalty for such 
activity, This position was reportedly articulated by Representlltivc Dana 
Rohrabachcr referring to China: "Why do. we want the local gangster in the Chamber 
of Commerce'?" 

Industry officials who have favored tightening the restnctwns placed on 
unilateral controls by S,1712 cite the seeming inability of unilateral economic 

. sanctions to achieve results. Some industry representatives argue that economic 
sanctions only should be applied for true national emergcncies, and then only for a 
limited period oftime. Ifcontrols are imposed l these advocates contend, they should 
be imposed multilaterally and with specific time-limits.4 

! Both the Act and the bill call 
for international consultation subsequent to the imposirionofunilateralcontrols with 
the hope ofextending their scope. 

Multilateralism. The multilateral determination of export control policy by 
countries sharing U.S. values is seen as a preferable solution' by both industry 
spokesmen and proponents of heightened export restrictions, ~ Many observers 
contend that the current multilateral system of control of dual-use articles, the 
Wassenaar Arrangement, is ineffective because it relies on consensusofmember states 
which allows for only the level of control ac(:eptable to all. Its minimal reporting 
requirementsmandatenotificationtnat an itemhas been sold, thus preventing effective 
pre-export consultation among member states, 

industry stresses the necessity of effective multilateral controls. They argue that 
export comrols are effective only if they are adhered to by all states capable of, 
exporting a given technology. The machine tool industry has been at the forefront in 
criticizing the unilateral nature of our export policies, especially concerning exports 
to China. It notes that there is no consensus among Wassenaar Arrangement 
countries on the proper limits of technology transfer to China, (Indeed, no country 
is targeted by Wassenaar.) Stringent domestic controls combined with minimal 
multilateral constraims only damage .>\merican companies. according to industry 
spokesmen. They fault the U.S. for having an overly rigorQUS licensing policy 
towards China, without noticeably pursuing a strategy to convince our allies to follow 
our lead:u 

A(j S. 1712, Title Ill, Sec. 301, Report, p. 12. 

~l For example, see Douglass, John W., Prepared Statement, Aerospace Industry AssocLation, 
Reauthorization, p.l !3, 115, 

.~ See Freedenberg, Paul Testimony before the Subcommittee on International Economic 
Polky and Trude, House Committee on Economic Relations, March 22, 2000. 
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Proponents of tighter export restrictions note that America traditionally has 
taken the lead in export controls and non-proliferation efforts, These efforts included 
the original EAA, adopted in 1949, llnd the establishment ofCoCom. the multilateral 
Coordinating Committee ofwestem powers that restricted rcchno!ogyexports to the 
Soviet bloc during the Cold War. They argue that efforts to strengthen CqCom's 
successor regime, the Wassenaar arrangement, cannot succeed ifWashlngton itself 
is loosening export restrictions. Thus, the United States must take the lead in order 
10 convince other nations to foHow the U.S. example. Adherents of this viewpoint 
argue that the successful negotiating strategy in these multilateral fora is to adopt 
controls first llnd tben persuade other countries to follow suit Hence in their view, 
an export control strategy pegged solely on the policies of other nations, negotiated 
by consensus, would be ineffectual and harmful to national security:>} 

Proponents ofstricter tcchnologytmnsfer policies claim that multilateral control 
efforts are beginning to show results. They cite a recent biennial CIA Report which 
noted that "increasingly rigorous ~d etfective export controls and cooperation among 
supplier countries have led foreign weapons ofmass destruction (WMD) programs 
to look elsewhere for many controlled dual~use goods:*' Meanwhile, according to 
some experts, the Administration has lost credibility with other nations regarding the 
American commitment to export control. A senior staffer on the Senate Foreign 
Relations Committee reportedly opined, "We've applied stringent [export controls] 
while exhorting other nations to do likewise; and when these countries' are finally 
committed to follow suit, some within the Department ofDefense [and the Commerce 
Department] want to reverse [that position] by pursuing massive liberalization. (t 
makes no sense.'''":; 

Both industry spokesmen and advocates ofheightened export controls agree that 
the multilateral controls need to be strengthened. Yet, to do this requires consensus 
on which goods and which countries represent a tmeat. There does seem to be 
agreement among western nations to restrict dual·use items to a limited number of 
·co).;.ntries of concern;4byet consensus breaks down with regard to other states. 
notCIbly China:H The export control dilemma in this context becomes clear. Without 
con:>eflSUS on a particular target country, the question becomes whether the United 
States should impose controls unilaterally. One then needs to determine either: which 
non-proliferation or other foreign policy goals are sufficiently important to offset 

(http://www,mfgteeh.org!govcrnment relationsftesttmony/frecdcnberg3_22_00,Jttml] 

4) Milhollin, prepared, p, 7, 

>l4 Direclor of Central Intelligence, "Gnc!assified Report to Congress on the Acquisition of 
Technology Relating Weapons of Mass Destruction and Advanced Conventional Munitions, 
I JanuJll)' through 30 June 1999," p_ 10. 

H Marshall Billingslea, quofed in Gary G. Vedder, "Republican Efforts to Work Out Deal 
on Senate fAA Bill Appe,U' 10 have Failed." 17 lnternafional Trade Reponer 698, :\tay 4, 
2000. 

-14 Cuba. lrnn, Iraq, Libya. North Korea, and Sudan. 

~7 Grimmcl1, p. 4-6·. 
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possibly damaging American business, and possibly costing American jobs; or how 
large an economic benefit would justify risking important national security goals, 

Administrative Reforms 

The optimal export control system is another key issue forconsideration. Under 
the current system, the Department of Commerce receives applications fOT licenses 
ofdual use goods, The Department then refers license applications to other agencies. 4 

as it considers appropriate, for review within a specified time period, but these 
agencies cannot veto a license application. A disputed application is referred to an 
interagency committee (the operating committee), the chair ofwhichis selected by the 
SecretaryofCommerce, A dissenting member muy seek ro appeal a decision through 
(l policy official of his Qr her own department.48 S.1712 changes this procedure to 
allow llny member of this committee to appeal a committee decision to the next 
level.49 Senator Enzi has described this mechanism as a "process that is effectlve and 
equivalent to, but not exactly, a veto. ,,:'50 The time period allotted forthis review has 
he!:n shortened from the 30 days fo25 days, 

lndustry testimony emphasizes the delays and inefficiency associated with this 
application and review process and the competitive pressure it places on them. The 
satellite industry has complained that delays in the licensing procedures at the 
Department of State not only may have lost the sateJIite industry nearly half its 
husiness,)1 but imperils national security by threatening the ability to provide future 
service to the U.S, military,52 Joe Tasker, government affairs vice-president of 
Compaq Computer" spoke about delays in licensing computer equipment: "It slows 
us down, It's a time-to-market issue, Days matter in this business."S) Resistance to 
licensing five axis lathes by the Commerce Department, according to the machine tool 
industry, has ceded this market to the Europeans and Japanese.~4 These anecdotes arc 
lIsed by industry representatives to bolster their demands for streamlined procedures 
and faster licensing decisions. 

Other critics of the current system contend that the interagency dispute 
procedures regarding conunodity classification and license applications do not 
adequately address national security COncerns. They have argued that if the license 
review process [s done for national security purposes, then the national security 

4. Executive Order, 12981, "Administration ofE.xport Controls," December 6, 1995, 


~i' Sec S. 1712, Title V, Sec. 5(H; Report 14·15, 


ro Hearings before the Senate Armed Services Committee. February 28. ::WOO, transcript, p. 

12. 

L Aerospace rndustries Association. Press Release, July 5, 2000, 

thttp://....'Ww.aia,aerospace.org/aianewsfpressfslffit_7 _ 5_00.html} 


Sl "Supporters Cite'National Security in Export Legislation," by Jeremy Singer, Defense 

News. May 29, 2000, 

H quoted in Bachman, Mark, "EIA backs export-controls overhaul," Electronic Buyer's 
Ne,H, April 16, 1999, [http://www.ebnews.com/storyJOEG19990416S0027] 

}4 Preedenberg, op cit. 
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agencies should command greate~ respect in those deliberarions,5S SenatorThompson 
has described the review process as one "designed basically for Commerce to get its 
way and ... a process designed basically to discourage appeal,"~6 Some proponentsof 
lighter export controls claim that the process continues to be slanted towards 
Commerce because its representatives chair the operating committees, and because 
the Department, in their view, has shown an institutional bias in promoting exports 
over national security considerations, 

The placement of items on the Commerce Control List has also proved 
controversiaL Under the currem system. classification decisions are automatically 
reft!rred to the DOD and other relevant agencies, The Secretary of Defense does not 
have the ability to place items on this list, nor to block items from removal by the 
Seaetary of Commerce.51 

Critics ofthc classification procedures claim that under the current system the 
Defense Department has not been adequately consulted, They point to a Defense 
Inspector General's report which found that in a three-year period only 12 cases had 
bee~ referred to DOD for input out of thousands processed. The Acting Inspector 
General testified, "Cortm1erce referred far too few commodity classification reports 
to the Department of Defense and has made decisions...without having any review 
discussion with the department."'s Defense has expressed the concern that if 
Commerce assesses an item not to be subject to classification, the Defense 
Department will never know or its consideration.~'1 

Some national security experts consider it ess.ential that DOD be consulted on 
the licensing and classification of items as a way to keep informed about potential 
threats of technology transfer, The export control process takes on a greater 
signiflcnnce in providing this infonnatlon as the military originates less technological 
innovation. WithQut this window on the destination and types of exports, these 
experts contend, it becomes increasingly difficult to conduct accurate threat 
assessments,60 In this context, the treation of a database to monilor trends and 
destinations ofdual~use materials has been suggested as a tool to aid in the detection 
of troublesome proliferation actiVity. 

'$0 Milhollin, p, It 

SII Opening Statement, "The Inspector General's Report on Export Control Processes for 
Dual~Use and Munitions List items, '. Senate Governmental Affairs Committee, June 23, 
1999. p.). 

51 Milhollin, Gary, Hearings before the Senate Anned Services Committee, March 23, 2000, 
transcript p,27, 

5S Mancuso, Donald, ACling Inspector General, DOD, testimony before the Senate Anned 
Services Committee, March 23, 2000, transcript p.32. 

!" Bodner, James, Deputy Undersecretary of Defense for Policy, testimony before the Senate 
Anned Sen'ices Committee. February 28. :WOO, transcript p.46. 

w Convenrut1on with Bill Greenwalt. August 17,2000; See also Marshal! Billingslea, quoted 
in Kutner, Joshua. "State Department Defends Stance on Export Polity," Nationai Defense, 
June 2000. 
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S.1712, with some exceptions, substantially adopts the current export controi 
framework. It does nOt disturb the parallel classification system that places munitions 
and military equipment under the separate control ofthe State Department. As noted 
above, many observers have questioned the central role played by the Commerce 
Department In reviewing the national security implications of exports. However, the 
division between commercial and military competencies is defended as "appropriate" 
by industryspokespersonsbl who feara repeat ofthe bottlenecks and delays associated 
with the transfer of satellites licensing from Commerce to State, Commerce officials 
oppose any further transferofsensitive dual-use items (such as carve..out items) to the 
State Department's Munitions List. "It is not prac(icable or desirable to treat 
commercial export sales as munitions transfers .. ,You 'cannot successfully 'tweak' a 
sy..;tem that was designed for a fundamentally different pUrpose:~1 

Some observers advocate the consolidation of export control functions in an 
existing agency or in it newly established agency; this view is prevalent among 
industry officials concerned with the expeditious review of licenses63 or those 
su;,picious ofCommercc's commitment to national security review. The placement 
of the export control portfolio in any of the existing agencies likely would prompt 
fierce opposition from rival agencies, as well as from sl.akeholders who perceive a 
loss of influence from the change, . 

The creation of a new agency devoted to export control and non-proliferation 
might avoid some ofthe rivalries associated with the current situation. Supporters of 
this idea claim that it would allow for greater integration ofexport control policies 
with other foreign policy objectives. A single agency could remove the perception 
that different agencies have different export >control "agendas', Yet, such single 
mindedness would IikeJy be seen as a drawback for adherents to whichever policy 
'agenda' 1S not followed, Diffuse competencies provide venues to air different 
perspectives. An issue neglected or ignored under a unitary framework may find a 
champion under the current system. 64 

Another administrative refonn proposal is to replace the current emphasis on 
licensing with intelligence and interdiction efforts, former Assistant Secretary o~ 
Defense John Hamre has stated that if99.8% oflicenses are approved, then there are 
too many items of a non-critical nature requiring licenses"e~ Richard Perle has 
suggested diverting reSQurees from what he considers an ineffective licensing scheme 

M For example, see McCurdy, Daye, Prepared Testimony in Hearings on a lVew Act for a 
New World Order: Reassessing the ExponAdminislralion Act. House International Relations 
Committee. Subcommittee on inlemalional Trade and Finance, March 3, 1999. p, 85. . 
I\.} William Reinsch. Assistant Secretary for Export Administration, quoted in "Commerce 
Department's Reinsch on Export~Control fssueji Ahead," USIS Washingum Ffle, July 10, 
2000, [ www.usinfo.state.gov!cgi~biniwash file.."clt&t=lproductslwashfilelnewsitem.shtm11. 
&} Douglll$s, prepared, p. 6-1. 

6-l See, TheodoreOaldi. Proliferation Export COrllrol Regimes; Oplionsfor Coordination or 
Consolidation, CRS Report 93·429 F, Apri120, 1993, p. 5. 

H in Kutner, op cit. This figure refers to the percemage of applications approved with 
conditions out oflhe 75% of applications approved in 1998. 
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to spending those funds on intelligence and interdiction efforts to prevent proliferating 
states from obtaining sensitive technology.66 Yet. to the Defense Department, 
licensing serves an important monitoring function, and for that reason, it is seeking 
guarantees of consultation in the present debate. 

Options for Congress 

Congress can address the issue ofexpol1 controls in several ways, These range 
from modLfying the current structure to a wholesale rewrite of our export control 
laws. These suggestions are not mutually exclustve, 

Retain the Status Quo. Maintaining the current process is always an option. 
The President can continue to declare an economic emergency under lEEPA every 
six months. and the EAR can continue. Under this option, the Administration retains 
greater latitude in the implementation and enforcement of export controls. Yet, 
I EEPA' s relatively weaker penalties and enforcement provisions would continue in 
force, A recent court's declaration that DOC cannot enforce the confidentiality 
provision (If the expired EAA may prove a harbinger of furore difficulties in 
continuing to apply the act in this manner. Alternately, Congress could retain the 
status quo by reauthorizing EAA79 for an additional length of time, The engrossed 
version ofH.R, 5239, passed by the Senate on October ii, 2000, would reauthorize 
EAA.79 for one year. This solution addresses the current problems associated with 
enforcing export controls through (EEPA. but it preserves a system designed for 
different strategic circumstances than those faced today, 

ConsiderS. 1711. S, 1712 remains the only rewrite ofthe EAA introduced since 
the I04l.h Congress, S.l712 modernizes the current export control framework to 
reflect the end of the Cold War and the changed dynamics oftechnology, yet it does 
not fundamentally alter the current structure. Congress may also embark on a more 
sweeping revision of export contrOls that may lead to a different organizational 
structure. to different approaches regarding contrulor to a new consensus on the role 
ofR'CMolog)' in national security policy. 

The :vtinimalist Approach. Congress can pass legislation to delegate export 
control authority with certain policy guidelines. The Pres.ident would create the 
bureaucratic and enforcement mechanisms deemed necessary. Congress could 
conduct rigorous oversight to assure compliance with the policies contained in tne 
law, 

Pieeemeal Re,,"ision. Congress can address specific shortcomings ofthe current 
framework by amending the IEEPA to increase penalties or to provide greater 
enforcement powers. H.R, 5239, as originally passed by the House of 
Representatives, would restore the penaityand confidentialityplllvisions ofthe EAA. 
Congress can also legislate export control policy to certain destinations or on certain 
commodities. It can restrict items of concern, such as the carve«out items, to 
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C{'Iuntries of concern, such as Cbina Of the 'rogue' states. This approach, however, 
would not provide a broad-based or predictable export control structure. 

Stronger Multilateral Controls. All stakeholders agree on the need for tougher 
international arrangements. They believe Wassenaar needs to be strengthened into a 
consultative body, rather than what many participants now consider simp1y a 
notification arrangement. It has been claimed that the western allies have tightened 
restrictions in recent years to the 'countries of concern.' However, there is no 
consensus on tightening exports to China. A stronger multilateral regime could be 
consistent with other domestic arrangements Congress may consider, 
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ASSESSMENT OF THE "COX COMMITTEE" REPORT 

Hicks & Associates, Jnc. 
30 July 1999 

INTRQDUCTION 

On May 25. 1999, the U.S. House ofReprcSCl1tatives Select Committee on U.S. National Security 
and Military/Commercial Concerns with the People~s Republic ofChina (PRe), known as the Cox 
Committt:e. released a declassified version of its findings, 

Media coverage ofthe report has focused primarily on the Committee's discussion ofPRC 
espionage in pursuit ofnuclear weapons design information. The Committee, however, set out to 
provide a broad evaluation of PRe tcchnology acquisition efforts, based on caSe sludies of transfers 
of space Jaunch vehicle data, high performance computers, and dcfcnse~relatcd manufacturing 
equipment. The Committee's report may have long~tcnn repercussions on U.S.-China relations and 
on U.S, foreign and defense policy through its effect on a political debate over the right balance 
between ~ommercial interests and national security in export policy. 

This month we review what is publicly koo\\ll about what China might have gained from illicit 
technology transfers. We provide our perspective on the Cox Committee's findings and discuss the 
Committee's recommendations. add(cssing. whether they are likely to be implemented and their 
potential effect. 

BACKGROUND 

Despito initial partisan motivations, the "Cox Committee" v.-as formed by a votc of409~lO. It 
included a cross ~on ofsenior members from key ~ommittecs such as ChairtruUl Chris Cox 
(CA), RepubUcan Policy Committee Chairman; Norm Dicks (D~WA). Defense Appropriations; 
Porter Gos:s (R-FL), chairman oflntelligcnee; James Hansen (R~lJf), Curt Weldon (R~PA). and 
John Spratt (D-SC) ofArmed Services; Doug Bcrcutcr (R-NE) of International Relations; Lucille 
Roybal-Allard (D-CA) of Banking; and Bobby Scott (D-VA) of Judiciary, 

The Committee charter encompassed transfers of technology, information. or services that may 
havc enha.need PRC missile, ",-capons of mass destruction, conventional weapons, and/or 
intelligence capabilities and their potential impact on national or regional security, The charter 
extended to examining the conduct ofthe Executive Brn.nch, defense contractors, weapons 
manufacturers~ other private or government-owned commercial firms involved with technology 
tmnsfcrs.?fid related law enforcement. By charter. the Committee could have examined "any 
effol'1 by the Government of China or any other perron or entity to influence any of the foregoing 
matters through potitica1 wntributions. commercial ammgcrnents. or bribery, influenceRpeddling, 
or other illegal activities." Anticipating it would be a divisive issue, the Committee sidestepped 
this last area in its recommendations. The Committee produced a bipartisan report, although 
several members provided individuaJ views taking issue with specific condusions. 

This inquest into technology transfer to China comes at a time when the character of the U$, 
relationship with China is again uncertain - particularly after the U.s, bombing ofthe Chinese 
embassy in Belgrade - and complicated by a host of complex issues. Human rights, weapons 
proliferation, PRe opposition to the U.S.~lcd NATO air campa1sn against Yugoslavia, Tahvan. 
regional security, and the timing ofPRC ent!}' into the World Trade Organization are all important 



issues contributing to this uncertainty, China's growing economic might, its sense of national 
entitlement, and the influence of overseas Chinese worldwide, make the U.S.-China relationship a 
key feature of intem.'ltiona! relations in the 21" century. 

Against rlw background ofalleged PRC attempts to influence American elections, the Cox report 
seems destined to play 11 signiftcant role in the run-up to the 2000 presidential election, Whether it 
wiU also engender a serious debate over substantive goostrategk. trade; and national security issues 
remains to be seen. 

SUMMARY QFCQMMITTEE FINDlNQS 

The Committee found that China "has stoten design information on the United States' most 
advanced thermonuclear weapons ... has stolen or otherwise megally obtained U.S, missile and 
space teclmology that improves China's military and intelligence capabilities ... seeks advanced 
U.S. military technology to achieve its long..term goals, , . uses a variety oftcchnique.s, including 
espionage, controlled commercial entities. and a network of individuals and organizations that 
engage in a vast array ofcontacts with scientistS. business people, and academics." Further. the 
Committee alleged that "U.S. and international export control policies and prncticcs have 
facilitated China's efforts to obtain militarily useful technology." 

PRCAcguisitlon ofu.s. Technologr 

Report FocuS/Scope. The Committee identified a variety of methods used by China to learn 
about. acquire, and employ U.S. technology and described examples in which each of these 
methods was applied. 

Repart findin&s. The Committee indicated that China is placing priority on acquiring science and 
technology relevant to biological warfare, space, military inf01'Jl'W.tioR. laser weapons. automation. 
nuclear weapons. and exotic materials. PRe technology acquisition efforts consist ofa wide range 
of difficult-to-track methods. including: using its Intelligence service; illegaUy obtaining U.S. 
military technotogy from other countries; pressuring U.S. companies involved with Chinese firms 
in joint ventures to transfer controUed technology, exploiting dual~use products fOf military 
purposes; using front companies and commercial organizations; and acquiring interests in U.S. 
technology companies. Complicating the U.R Govenunent's ability to tmck PRe technology 
acquisition ciforts are the thousands ofChinese scientific and technical personnel who visit or 
work in the United States and Visits to China by US, scientifie delegations. U.S. shortcomings 
noted by the Committee included the absence ofa robust counterintc11igence effort, inadequate data 
oollection and synthesis, insufficient resources applied to understanding PRC technology 
acquisition efforts, and a lack of U.s, Government interagency coordination. 

Report I"ee:ommendations. The Committee made several recommendations designed to better 
proted U.S. national security in light of the myriad PRC strategies for acquiring U$. technology. 
For exampte> the final report suggests establishing a mechanism for identifYing U,s. technologies 
which, ifacquired by China, are ofgreatest nationa1 security eoncern. It also recommends 
mandatory reporting to the Committee on Foreign Investment in the U.s. (CFIUS) by U.s, ftrms 
that conduct national security-related business ofany planned merger, acquisition, or takeover of 
the firm by a foreign entity or by a U.S, entity controlled by a foreign entity, The Committee 
suggests that Executive brancll organizations conduct a counterintelligence threat assessment of 
PRe espionage against U.S. companies. Similarly, the report recommends that the Intelligence 
Community prepare and maintain an all-sourcc analysis of PRC technology acquisition objectives 
and progress. 
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Our perspective. The Cox report shows some of tile current deficiencies in the U.S, 
Government's ability to oonduct assessments involving the intersection ofnational security. 
commercial, and political interests. The Executive bronch lacked an integrated understanding of 
what China was trying to acquire, what it had already obtained, and how this information or 
technology would be used. The Nutional Security COllllCil (NSC) Structure provides for a cadre of 
individuals skilled at deveJoping national security policy. However. the NSC needs improved 
access to cross-agency infonnation (especiaUy correlated and integrated data from the inteJJigence 
Community), bcttertoo)s for analyzing the national security implications of international trade and 
-commerce, and a mechanism for identifying technology export cases requiring senior~lt\'el policy 
review. 	On the legislative side, disjointed committcejurisdictions hinder effective oversight. and 
committee staffs generally lack the diverse technical expertise required. Even the Cox Committee 
staff, recmited specifically to carry out the panel's charter, lacked adequate geopolitical and 

f 	 technical knowlcdgc to tum the raw material of interviews into persnasive policy rccommenda~ 
tions. 

Case-by-case determinations on export licenses~ no matter how di!ig~t the process. will have 
unsatisfactory results unless guided by a comprehensive perspective on the objectives and methods 
ofthe acquiring country. This perspective must then be coupled with a considered and concerted 
strategy for protecting those capabilities that can, in fact, be protected and that have the most 
national security import for the United States. We believe the Administration should enhanee its 
tapability to track the technology objectives and acqnisition methods of key foreign countries, The 
findings should be summarized in periodic assessments and used to inform both ovemll export 
control policy and case-by..c,ase licensing decisions. 

Nuclear Weapon,", Design I"formation 

Repl?rt focus/scope. Tho report contends that China conducted espionage. complemented by 
detailed reviews ofunclassified information and technical exchanges with scientists at the 
Department of Energy (DoE) National Labs, over the eourse of. 20·year C<lllection program that, 
the Committee con~endsl continues: to this day. 

Report findina:s. The Committee report asserts that China "has stolen design information on the 
United States' most advanced thermonuclear weapons"" The Committee's cooclusion was that 
China obtained weapons design information on aU currently-deploycd U.S. \o\'a.rhcads and the 
neutron bomb. 

1be Committee judged that ''the stolcn U.S. secretS have helped China fubricatc and succeSSfully 
test modern strategic thermonuclear weapons." The report asserts that some of the stolen 
infonnation will aid ClUnats development ofa new generation of nuclear warheads for use in road~ 
mobile and submarine launched ICBMs. The Committee believes China has the infrastructure and 
technical ability necessary to effectively usc the stolen information. Since China is a known 
proliferator. the Committee also fears that nuclear weapons design information acquired nom the 
U.S. may have been provided to countries such as Iran, North Korea, and Pakistan. 

Report recommendations. The Committee's recommendations address Executive branch 
organizational structure, reporting requircments, and international treaty enforccment The report 
urges implementation ofan enhanced counterintelligence program within DoE and suggests a 
comprehensive review erDoS's nuclear weapons responsibilities. The Committee encourages a 
damage assessment ofsecurity breaches at the National Labs and a risk assessment of scientific 
exchange programs. Finally. the report affinns the need for U,S, leadership within, and PRe 
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compliance with, the Missile Technology Control Regime l (MTCR). and recommends that the U.S, 
Govcrnm~nt push for stringent multilateral nuclear and missile proliferation controls. 

OUf perspective. The Cox Committee has performed a useful service in exposing lax. security 
practices at DoE nudearweapons labs, The Administration has reportedly adopted many of the 
Committee's nuclear security recommendations. Moreover. Congress is likely to pass legislntion 
this year aimed at streamlining DoE's nuclear weapons manngement structure and giving greater 
organizational visibility and autonomy to the nuclear weapons programs. Congress will likely 
recommend a scmj~autonomous nuclear weapons agency within DoE reporting directly to the 
Energy Secretary. Howevcr. finding and, potentially, securing Congressional confirmation of an 
eff<lctive leader far this restructured entity wilt be difficult for a lame--duek Administration not 
known for its alacrity in personnel matters. 

Efforts to remedy physical security and cybcr-security lapses can do little to stop scientists from 
deliberately passing sensitive information to their counterparts abroad, Personnel reliability, to 
encompass smarter approaches than mass polygrnphing (e.g., technology-aided real~time 
monitoring of individuals' financial status), must be at the CQrt: of DoE's security program, 
Moreover, DoE cannot: continue to attrn.ct top scientists to the nuclear weapons complex in an 
environment ofconstant suspicion and draooninn limits on intellectual interchange. Further, 
internatIonal sdcntific contacts by weapons scientists have significant national security value. 
Accordingly. measures must be identified to continue these contacts while providing stricter 
security. 

The report'5 marc extreme statements about the national sccurity impact ofwhat was lost should 
not be allowed to influence significantIythe broader U.S. .china relationship, The recent findings 
of a study conducted by the President's Foreign Intelligence Advisory Board and chaired by former 
New Hampshire Senator Warren Rudman provides a more balanced perspective. The "Rudman 
report" concluded that "the a<::tual damage done is currently unkno\Nll; al worst, it may be 
unknov.able, The factual record supports plausible inferences but not irrefutable proof," The 
Rudman panel also endorsed the conclusions of an intelligence conununity damage assessment 
completed by a panel of national security and nuclear weapons. experts, led by the former Viee 
Chairman of the Joint Chiefs of Staff, Admiral David Jeremiah. According to this damage 
assessment, it is not possible to "determine the full extent of weapon information obtained. Foe 
example, we do not know whether any design documentation Or blueprints were acquired," 

It is possible, even likely, that China could have developed high yield~to~weight ·warheads without 
external assistance had it simply devoted sufficient resources to the task. China's acquisition of 
U.S. nuclear weapons data did not likely provide China with any wholly new methods for nuclear 
weapons design or production. However, it seems logical that such information could have 
erubled th<:m to economize their existing efforts by illuminating promising design paths. 
Moreover. it takes sophisticated manufacturing processes, hands-on experience, and advanced 
system integration skills to translate stolcn design information into deployable warheads. On 
balance, it is safe to say that whatever U,S. nuclear information China obtained, it bas not yet 
affected materially the strategic balance, and is unlikely to do so for some time. The U.S. should 
closely monitor - with an eye toward anomalous progress - China's nuclear weapons program and 
poticy. and identify, collect,. and analyze the signatures associated with such changes. 

1 The Mrcn is a voluntary armngement among 27 countries restricting the export of delivery systems and 
related technology for th<ls¢ systems capable ofcarrying a SOO-kilogram payload at least 300 kilometers, as 
well as systems intended for the delivery of WMD, 
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Space Launch Vehicle$ 

Report focuS/scope. The Committee addressed the potential broach in national security resulting 
ftom the participation of U,S" industry personnel in space launch faifure investigations, The 
Committee focused on three £ailed launches ofPRC rockets carrying U.s.-manufactured sate1lites: 
1992 and 1995 launches of HuShes satellites and the 1996 launch of. Space Systernsll.ornl 
sateUitc. The Committee's principal concerns were whether the corporations had violated U.S, 
export toilt!ols during the launch failure investigations, ""That information China obtained, and how 
this information GOUld have been used to satisfY PRe military objectives. 

Report flndines. Forea<:h of the three launch failures, the Committee's findings describe 
procedural errors WI the part of the U.S. Government, Hughes, and Loral and the infonrtation 
acquired by China, Regarding the 1992 failure investigation, the Committee concluded that the 
infonnaticln transferred to PRe technicians by Hughes personnel was not properly licensed. 
Following the 1995 launch fallure, the information transferred by Hughes personnel during the 
subsequent investigation was incorrectly authorized for export" In both cases, information 
provided to China pertained to. the rockets' fairing. which protects the payload during launch. The 
Committee determined that this lnfo.rma.tion could be USL'd to improve the PRe capability to launch 
military satellites and enhance PRC ballistic missile reliability. The Committee found that, while 
investigating the 19961aunch failure, Lora1 and Hughes employees "acted without the legally 
required license. and violated U,s. export controJ Jaws," The Committe¢ alleges that the 
information provided during the course ofthe failure investigation could be "militarily useful" to 
China by improving rocket reliability. enhancing rocket design and test prat;:ticcs. and accelerating 
rocket failure investigations. 

Report recommendations. The Committee endorsed the House!s earlier legislation transferring 
satellite export licensing authority from the Commerce Department to the State Department. They 
aJso made several recommendations designed to improve launch site security and thus help 
mitigate the broader risk to national security entailed with launching US. satellites from foreign 
countries. These recommendations focused on the provision. training, and reporting ofDoD.. 
provided launch site monitors. The Committee suggested the deve!opment of legislation to 
encourage growth ofdomestic launch capability and reduce the attractiveness ofoverseas launch to 
US. satcUite~maketS. 

Our perspective. The possible (:onne<:tion between Lorat CEO Bernard Schwarz's role as a 
leading Democratic campaign contributor and Loral's alleged role in helping China increase its 
space launch reliability was the original hook that led to the Cox Committee. Initially, it was 
alleged that U.S. cryptographic capabilities and guidance technologies were compromised by 
LoraJ, but the Cox report suggests that the national security compromise was indirect at most, 
Loral likely enhanced China's understanding ofa guidance system failure not likely used in 
military systems. In the process. they may have even improved China!s grasp of more broadly 
applicable failure analysis techniques. Yct, such tutelage is available through graduate engineering 
courses. Moreover. as recent U.S. military ~tcmte launchldeployment failures - attributed in part 
to poor quality control - painfully illustrate, advanced engineering knowledge and training does not 
always translate into sound engineering practice. much less guarantee mission success. Hughes 
allegedly taught China how to analyze aerodynamic foods on space launch vehicle fairings. This 
may have improved China's satellite launch capabilities (including military satellites). but is 
unlikely to have enbartcod China's ability to launch MIRVed (Multiple Independently targeted 
Remote Vehicle) missiles. which typically experience lower aerodynamic loads. 
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More troubling than any national security compromise stemming from the actions of Loral and 
Hughes are the apparently systemic problems plaguing the e~:port licensing system. The 
companies' alleged transgressions seem to have involved the evasion of a cumbersome export 
licensing system in which the firms dealt with multiple government agencies acting 
bureaucraticalJy rather than responsively balancing national interests as they impinged on a specific 
case. Instead ofasking whether a more responsive and consultative export control regime might 
enlist U.s, business in its favor, the Cox Committee appears to operate from an antibusiness 
mindset The underlying assumption is that industry places its own interests ahead of-and win 
pursue these interests even at the recognized detriment of- national securit)'. Accordingly. the 
Committee's recommendations call fur more intrusive government monitoring offoreign launches 
of U.S. satellites, despite government trends ~ more outsourcing and Jess technical compi.'tence at 
lower levels - that make their effective implementation more difficult 

Another aspect of the governmentlindustry balance not addressed by the Cox report is U.s, 
industry's need:and opportunity to understand Chinese interests. For example, many U,S. 
engineers and technicians spend weeks to months on~site prior to and following a satellite launch. 
During the 1996 launch failure investigation, for example, Lora!, Hughes. and Chinese engineers 
exchanged most ofthcir information at a hold in China. Thc U,S, Government knows that Chinese 
hotels are frequently bugged but neglects to consistently warn U.S. industry. Government and 
industry fails to exploit the potential these visits offer for enriching their comprehension of Chinese 
technology requirements, To take full advantage of these opportunities while mitigating the risk of 
unintended technology transfer, industry needs to be a\V3Je of the technology acquisition goats and 
strategies of China. . 

LegisIative action prior to and in the wake of the Cox report wilJ have significant yet mixed effects 
on the U,S. sate1Jite~building and space launch industries. Prior to the Committee's report, the 
House had already voted to restrict future U.S. launches from foreign countrics. This legislation 
was a knee-jerk reaction that would, in aU probability, burt U.S. satellite makers' competitiveness 
far more than it helps national security. It remains to be seen whether the Committee's 
recommendation to streamline firms' export licensing~relatcd interactions with State will improve 
matters. Report language indieates that Statc's expandcdjurisdiction over satellite exports "''Quid 
include review ofdata exchanged during launch failure investigations. If so, it is essential that 
State develops an enJightened understanding of the national security risk associated with providing 
data during a launch failure investigation. Such risk must be balanced against the reward of 
averting the insurance losses. higher insurancc premiums. and lost satellite service revenues that 
necessarily result from any launch failure. The Committee's recommendation to facilitate growth 
in America's Spa<;C launch capability is a good onc. Ifdomestic launch capability were so 
improved. it would not only i.'1lhance U.S. competitiveness in the burgeoning satellite and space 
launch industries (e.g .• by attracting foreign customers to U.S. launch facilities and lowering launch 
costs to U.S. satcUite builders), it would also advance OUf ovemll space launch capabilities. 

High Performance CompuUrs (HPCsl 

Report focus/scope. The Committee reviewed Clinton Administration rationale for liberalizing 
HPC export controls and discussed the extent to which computer networking technology advances 
arc affecting the U,S, Government's ability to control, and China's ability to use, HPCs. The 
Committee also examined potential military applications ofHPCs by China and identified the 
number of computers purchased by China from both indigenous and nonU,S. suppliers. 

Report findin,s. Following the relaxation of export controls in 1996, rune times as many HPCs 
were sold to China in a nine-month period as were sold during the six. preceding years. As of 
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January 1999, the U.S. had conducted only a single cnd-usc check in China. The Committee found 
that the U,S. is the dominant HPe supplier to China whereas the majority (60%) ofthe PRe 
personal computer and workstation market is supplied from within China. They acknowledge that 
the ability to link or "cluster'" multiple low--cnd machines together to achieve high-performance 
levels using readily available (e,g .• via the Internet) tools and software increases the export control 
challenge. And they express concern over the ability ofPRe nationals to access high-performance 
computing networks such as those at certain U.S. research universities and at DoE's nuclear 
weapons laboratories. 

1fie report suggests that China (;Quid be using HPCs acquired from U.S. firms: for a variety of 
military applications, including: nuclear weapons design and maintenance~ intelligence collection 
and analysIs; offensive infonnation warfare; chemical and biological weapons and ballistic missile 
production; and training both weather prediction specialists and combat units, 

Report tecommendations. The Committee identified several methods for improving the U,S. 
Government's capability to understand and control the national security impact of U.S. HPC 
exports to China"rnc1uding: a comprehensive review of the national security implications thereof 
(to include an assessment ofthe militaty appJicability of clustering lower-performance computers); 
procedures to increase the frequency of and strengthen end-use/user verification; and working 
toYtmds mub.i~Jatera1 HPe export control policies with other HPC-manufacturing countries. 

Our petspective. The HPC section of the Cox report demonStrates that the U.S. Government 
needs to understand what technology needs to be protected. what can be protected. and why, In 
1996, the U.S. made a conscious decision to liberalize the export ofHPCs, based in Jarge part on its 
assessment ofHPC controllability. The Committee found no substantiation for early suspicions 
that the 1996 bbernlization might have been motivated by concerns other than the national interest. 
A study used as a basis for loosening export controls tried to establish a performance breakpoint at 
which, given advances in computer power and priceipcrformance. (;omputers are available as a 
commodity and hence uncontrollable. The study noted that the minimum required perfonnance 
levels for specific defense applications and the tradcoffs in trying to control computers at these 
performance levels were not well understood. While in the Committee's vicw this imprecision 
represented a critical policy~making deficiency. we believe that rapid increases in commercially 
available computing power would have rendered obsolete any controls based on 5u(;h fine tradeoff's 
within a year or SQ, 

The Committee's recommendation that the U.S. Government enhance its understanding of 
architectural COtistructs like networking and clustering arc useful sinte they are a detcnnining 
factor in computational performance but are not addressed by current export control policy, 
However, the likely policy result will not, as the Committee seems to hope. be a u.s. attempt to 
control networks and clustering technology, but rather to admit that a higher range ofprocessor 
capability is uncontrollable. 

The Committee urges multilateral development and enforcement ofHPC export Jimitations. 
However, other HPe-producing countries - most of whom do not view China with strategic 
concern - have been reluctant to restrict dual..use exports to China. Moreover, since the U.S. is the 
primary supplier ofHPCs to China, it appears that multilateral controls in this area would adversely 
affect U.S. corporations by creating a market void for rompetitors of U.S, companies to fill. 

The Committee>s recommendations concerning verification ofHPC end-usc seem beneficial. US. 
implementation (If this recommendation will be difficult, however. since data can be transferred 
easily and deceptive tactics can be employed, Enforcement of these procedures may prevent some, 
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though by no means all, diversion to Chinese military users but needs to be complemented by a 
better knowledge of potential HPC military applications, 

On the whole, governmental efforts aimed at controlling the export ofadvanced (and ever 
changing) computing technologies seem unHkcJy to succeed as a formula for protecting U.s, 
advantages in military applications of information tcchnolQgy. 'While certain controls (e.g,. on the 
highest-end HPCs) are no doubt v.arranted and practical. a complementary path is for the U,S. to 
maintain i.ts lead in the military application ofhighw.end computer architectures through appropriate 
R&D Investments such as DoE's Accelerated Strategic Computing Initiative. 

Manufacturing Processes 

Report focus/scope, The Committee examined two specific cases ofmanufacruringwrelated 
technology transfer: machine tools and jet engines. With regard to the former. the Committee 
addressed China's attempt to divert to milItary usc McDonnell Douglas machine tools exported 
there for civil purposes. In the jet engine case, China attempted to forge a joint venture agreement 
with a U.S. corporation in order to obtain access to "a reliable, high"'Pcrfonnance W estem engine 
for its developmental K~8 military aircraft." The report also examined PRe strategies for acquiring 
U.S. air-croft manufacturing processes, including those relatcd to stealth and composite 
technologies. 

Report findines. In the McDonnell Douglas case, the U.S. Government worked with the company 
to dctermine that licensed machine tools w-ere diverted to a Chinese factory known to manufacture 
military aircraft. Subsequently, McDonnell Dougbs executives worked with their counterparts in 
China to rc~transfcr the machine tools to a civil aviation company in Shanghai.. In the jet engine 
case. China intended to eo-producc engines with the U.S. manufacturer. A State Department 
official noted that "flow~through ofapplicable production technologies to China's cruise missile 
engine program was almost inevitable:' In the end, the U.S, Government interagency export 
review process determined that co~production technology should not be transferred. 

The Committee also found that China has been acquiring the finite element software used in stealth 
and antisubmarine warfare applications, They allege further that China is using joint ventures: as Ii 
",ay to acquire composite materials technology essential for stealth aircraft production. SunltarJy. 
China used joint ventures to learn about precision tooling, repeatable manufacturing processes, and 
how to achieve and sustain high aircrnft production rates, 

Report recommendations. U,S. corporations in these manufacturing process cases ·wel'e operating 
within existing export contro1 regulations. Recognizing the military importance of these 
technologies. the report recommends establishing a process for identifying technologies that are of 
greatest national set:urity concern. 1llc report also calls fol' the multilateral tracking of sensitive 
technology exports, 

Our perspective. In the McDonnell Douglas case, government and industry worked together to 
institute and enforce cnd~use restrictions on China. In the jet engine case, the corporation seems to 
have tried to subvert the intent of existing export controls but accepted a tighter determination 
following technical input from the Federal Aviation Administration and after the U.S. Government 
expressed concern Over proliferation. These cases indicate the value ofclose cooperation between 
government and industry and the need for significant technical and policy expertise among those 
responsible for administering export controls. 
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The report barely touches on the importance of the critical skins and knowledge required to create 
a manufacturing infrastructure. Such skills include systCm engineering and integration. software 
engineering. quality control processes, test and evaluation proCesses. and crcativclcritical thinking. 
Further, the report only briefly addressed specialized. defense-critical production technologies such 
as stealth and electronic countermeasures. China believes itself to be deficient in these areas and is 
attempting to gain the benefit of U.S. expertise. 

CONCLUSIONS 

The Cox ('...ommittce performed a valuable service in drawing attention to lax security at DoE 
nuclear weapons labs and incoherence within the development and administration ofU.S, export 
control policies, However. the Committee's report is not always an accurate guide to either the 
seriousness ofall the problems considered or to the right way to solve them, We have already 
noted that irt the nuclear area it IS important that DoE and its contractors movc rapidly to tighten 
security without hurting the scientific acumen of the weapons program. In what follows, 'We 

present our views on wbere the U.S. should move in three areas: export administration, technology 
competitiveness. and relations with China. In eaeh of these areas there is value in the Cox report 
but also a danger that the wrong path could be chosen as a result of how the report might be 
interpreted. . 

A more integrated assessment of China's technology acquisition strategy is needed and should be 
used to inform overall policy and case~by-case decisionmaking. Policy needs to be realistic about 
what level of retardation of PRe tcchnology acquisition effort is possible and the effect of 
tightened controls on other objectives~ including US.--China relations. competitiveness ofU.S. 
industrics, and relations with our other trading partners. 

The Cox f1!port provides ample evidence ofdisarray in export control policy and administration, 
There is a need for a marc capable interagency forum. perhaps under the NSC, for analyzing 
China's technology acquisition strategy and its progress in implementing that strategy. Using this 
information, the government should take a top-down approach to determine what U.s. technologies 
should be controHed and the potential commercial, political, and national security implications 
(positiye: and negative) ofspecific transfers. It should also dctennine whether the would~be 
recipient could obtain functionally equivalent technology elsewhere, i.e", indigenously or from 
for<:ign sources. One option is to identify those technologies which, based on military criticahty~ 
merit strict control (e.g:, nuclear weapons, stealth. electronic warfare). then proyjde adequate 
resources to enforce this policy. From an international perspective, the best way to foster 11 

tightening of multilateral controls is to focus on controlling only a fuw critical technologies. 

Focusing on the division ofexport control administration between the State and Commerce 
Departments. as Congress has recently done, bas only limited utility. Moreover, these moves could 
exacerbate fragmented policy formulation and enforcement and increase the costs of doing 
business for U,S. finns, Congress should reauthorize the Export Administration Act. and in so 
doing should 'undertake a comprehensive reform ofexport administration. 

The Cox Committee tcnded to see export control issues as a conflict between economics and 
national security. But U,S. high-technology companies need exports to maintain their 
tompetitivcncss and their R&D budgets, and thus to contribute to our future economic strengtb •. 
production capability, and technology base. In a global economy. U.S, finns must also be able to 
enter into appropriate strategic alliances with foreign commercial entities. Thus, the tradeoff in 
export control is often not just between private and public interests, but between competing 
elements ofnational security concern. 

9 



Congress is beginning to respond to the Cox Committee's findings and recommendations, The 
Senate, atong tines suggested by the Rudman panel. is considering creation ofa semi--autonomous 
agency within DoE to afford more concerted t1ttention to nuclear security issues. The House has 
not yet endorsed this change. Although we expect a scmi~autonomous entity to result, we believe 
that the exact nature of this scmi-autonomy is not as important :as pruning and rationalizing the 
lines ofauthority and bureaucratic structures between DoE headquarters and the labs and plants 
that make up the operating units ofthe weapons complex. Also as an outgrowth afthe Cox report. 
the House passed an amendment 10 the FYOO National Defense Authorization Act that supports 
such Cox Committee r~ommcndations as the U.S, Government taking a more aggressive role in 
on-site inspections and DoD providing foreign launch monitors. Such legislation places additional 
responsibility on the Executive branch for some rather technical tasks, With the trend in many 
government agencies towards outsourcing and the continuing loss oftechnica! experience in 
government, the probability of success for these recommendations is quite low. Congressional 
acquiescence to the Administration's recent increase to the perfonnance level at which computers 
are su'l1ject to export control indicates that there may be linle legislative follow-through on the Cox 
Committee's HPC recommendations. 

China wi.H continue to try to obtain military and dual--use technology through espionage and Jegal 
means. The appropriate nature and level of restrictions on defense and duai"llst technology 
transfers win remain controversial so long as Chinn remains under control of the Communist party 
and maintains positions on such international issues as regional stability and proliferation that are 
at variance with our own, 

China, by virtue of its population. its possession of nuclear weapons. its permanent seat on the UN 
Security Council, its perpcrually beckoning future market, and the large number ofoverseas 
Chinese, is more than just another regional power. China views itself as the natural arbiter of 
Asian events. a perspective in conflict with America's long¥standing role of providing the regional 
security and stability within 'which democracy and economic growth can flourish. Environmental 
deficits and developmental imbalances suggest it is unJik:e~y to continue over the long term its 
torrid rate ofeconomic growth, especially if the Communist Party does not relinquish control 
peacefuUy. Thus. China is unlikely over the near term to either modernize rapidly or become a 
significant military threat, However. atong with Russia's decline, China's emergence as a 
prominent force. first on the Asian and then on the global scene, is one of the two key challenges 
for U.S. policy and international security as a whole. As former Defense Secretary William Perry 
indicated. the challenge for U.S, policy is to encourage China to develop into a responsible 
international citizen while working with our Asian allies to ensure that they feel secure in their 
independence even if China turns aggressive, 1ne hedging action creates incentives for China to 
pursue a msponsible approach by preventing any casy reward for aggressive behavior. 

On balance, we believe that attempting to limit the pace of Chinese economic modernization 
through aggressive controls on dual-use technology is not beneficial to the U.S.• in part because a 
prospeOOUl> China is in our long~term interest. Chinese acquisition of certain dual-use technOlogies 
wi)) likely amplify PRC mIUtary capabilities, both conventional and unconventional. However, we 
believe that the United States can maintain for the foreseeabJe future and with little difficulty its 
military advantage through an active R&D and modernization program, We also believe that 
preventing China from acquiring key elements ofadvanced military capability remains a plausible 
U.S. objective, This ~ be best a<:hieved through a -clear understanding of China's military 
technology needs on the one h:md and a more cooperative working relationship with U.S. industry 
Oil the other. 

10 



The need to engage China on a broad nmge of issues, related to both commercial and military 
development,. will create continuing dilemmas for U.s. policy_ Teclmoiogy transfer that relates to 
future Chinese economic growth and military potential should not be considered apart from the 
complex of issues in US..,PRC relations. The Cox Committee is right to insist that the government 
maintain II clear view ofChina's teclmoJogy aequisJtion activities, but an integrated policy must 
consider the range of issues and interests. China's .continuing effort to obtain U.S. technology 
shows it is something they value - and so it is an incentive that we should leverage as part ofour 
overall policy. Fortunately, the immediate strategic situation and China's own state of military and 
economic development are such that there is little immediate danger that leakage oftechnology 
informatiun of the $(in outlined in the Cox report would pose a neaNerm threat to the United states 
or :its global interests. 

II 
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A History Of Dipartisan Support For Commercia) Satellite Waivers 

#1 	 Granting \Vaivers For U.S. Commercial SnteUite Laul~(::hes .On Chinese Rockets Has Been 
Fouud To Be "In Tlte National [nUrt!st"20 Time.~ Hy l'residentJ 

$ Beag!!.": l!m!l And Clinton. 

Pn..id>!lJt n(l~J~l\n: On September 9, 1988, President Reagan approved a plan to allow the export ofU.S. 
madt: communicalions satellites to China for launching on Chinese rockets. Reagan's State Department 
spokesman Charles Redman noted Ibn! the plan would "protect /t.;gitirPJ.f!!J:..l.L£. natiQnal security interfl:Jts ... .. 
L~1\S.hlng:!tlfl ~!l~t, 9/10/981 

President BuslJ.; Presi<1ent Bush, on 3 separate occasions over 4 years. granted waivers to allow the export of 
11 total 0(9 separate commercial satellites for launch on Chinese rockets. On each of those occasions the 
President specifically reported to' Congress thallhe waiV<:fS were "in the nalional fllUresl. " fPublicPancQ Qf 
1h!': Prcti~ 1~S9 {Book ll. p.~nl);1991 (Book i, p.446): 1992 {('look ll. p. 1546)] ~ . 	 . 
Pr{'~i ~!\n~ ClinJQn! Prc'sident Clinton, o\fcr 6 yeurs, has granied waivers to allow the export of a total of 11 
separate commercial s;l:tcilites for launch on Chinese rockets. Each and evet)' time, the President has r.otificd 
the c.;n~css that the waivers were '"in the national interest . .. 

As WelJ A5. .. 

Colin PoWl;lI (1988): In an October :W, 1988 letter to then House Foreign Affairs Committee 
Chainnan Dante Fascell, (hen National Security Adviser Colin Powell wrote: "Legi!tatiott mt1.y be 
offered to prohibit or delay issuonce oflicenscs authorizing the export o/U,S. sarellites.. Jor launch on 
Chinese vehicles. This would be (t serious mistaktL..1 request your assistance in. forestalling allY last 
minute actions in COngress Inal couldjCQP(lrdize Ihe important commercial and n(lliQn(l/ security 
interests we are seekiitg to advance in our approocll, "(House Foreign Affitirs Cmte, Hearing on Proposed 
Sc!e and Launch oftJnitcd States SatcUiles Oil Chinese MissHeJ, 912&188 (p.lO()"IOl)] 

Frank C:trIlled (1988)!'Also in an Octoher 20. 19881etter to Chairman Fascell, Resgan Defense 
Secretary FrM\k Carlucci wrote; ''1~mal'n concerned thai another attempt may bit made to block Inc 
e:rPOrl oflne:se satellites .... YOur supporl for lhis important national security issue Carl make a 
difference. J strongly Ilrge YOII to support the aaministra:ion 's initiative: 10 license tliese satellites to 

fhe Chinese. ': [H()use ForeienAffairs Cmte, Hearing on Proposed Safe: and LAunch of United Sta~e-s Satellites 
on Chinese Missiles. 9128/88 (p,!22.123)) 

~v. fete Wilson . .t122.1); In a November 16, 1993 le;tt~ to Secretary ofState Warren Christopher, 
Wiison wrote: "llJrge you to use}!<Jur waiver authority timier Ihe law to aUQW tIle sa(ellite sales 10 the 
PRe to proceed. Thue saiu are impl)rtal1t ({) the Caiff6mia econ()l'Ity and 1'1r themselves aN/. no threat 
to further missile prt;liferolion. " 

Reps. Rohrnbacbcr~J'homa", GaUCRly. Dreier, ct at (1923): In an October 27, 1993 letter to 
Secretary ofState Warren Cr.ri$to?hcr, 30 members of Congress ~. tncludir.g 16 Re,mbUenns. ~~ wro:e 
that while they sur:portcd "the objective of controlling missile prolifemtion" tlley were concerned th:H 
s:.mc~ion5 did not "allQw coml1T1mictuiol1S saudlilcs (0 be' laUtu;:hedjrom Chino." -- fipecificaliy 
satellites owr.ed by Hushes Aircrafl Comyany. The l~fter concludes: "We believc that national pcIiC'.! 
ohjectives can bit mel w;rhoul pladng sanctians on communicationS' satellites, and we 4skyou tn 
diMe! that tliese satctllles be exclu.ded/rotrJ (ltl)...-1i.rt (1/sanclionable itf!fflS. " Th'C letter was signed by 
30 Rcpreseut<ltivt::> (16 Republi!;ans ane 14 Democrats) including ltCP5. DiMla Rohmbacbl!!r, William 
Thomas, Elton GaJlc(:ly, David Dreier. [Letter- to WatTer. Christopher, H)l27/93) 
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tl2 	 Transfer Of Authurity To Grant Wajvers Fl'om The Stat~ Department To The Commerce 
Department Was A Policy Hecisioh Supported By .lliilll DelJiocrat! And Republitans. 

PreFidf!nt D ..!!,ih.UmJ: In a Septembv,r 25. 1992 "Mt!I>~'gr: to Congress." President Bush noted "(he frU"-t/er 
[rem the Sture Departm.ent to the Commerce Deparrment oflicensingjurisdiction'· over certAin civil airemft 
r.quipmeot and added that "lhi!- transfer ofItems formerly included in the Slate Df!parlfflCIII '$ Uttiu;:d Slates 
Munitions List (USML) to the (Commerce CotHrol List) eeL is ongoing." President Bush also predIcted that: 
"In thor/mute. cer.lnln r.nmmqrc:ial tdecawmunicaHQHv l,atellitn jmufLing U:chnolacie5. and ~i'!..ntiQna.l 
lechn'tl!lgi~t will be mmovecifr,nm the USMAJttld.qdded to tnt! q:L. " rr.!lbtic Pavm oJ.)!:t(:.Prqjuleflt'6, 1992 
(Book n, fL 1651; emphasis added)] , 

.~irm. Conro:~ssmi\!!..Both (l293~] 996): Former Rep, Toby Roth (R~WI) served.as the ranking member and 
Chauman (l995~96) of the House Foreign Affairs Committee's Subcommittee on Economic Polley. Trade and 
E:wironment. Roth was an adnmant proponent ofshifting juriSdiction fo(" corrunerciui satellite exports from 
the Stnte Depluirnent 10 the Com.'Ilcrce DepartmeJ'it, Roth :sponsored Ii 1995 bill (HR 361) which - in its 
o:igiual form ~~ included language stating that "tne eXMrt al.cOmmerr::iol commllnications s(Jlellitt?$",llWV be 
!:M:1.dgkd only bv.Jize Secretary Q(Comm€Y,g, .. Roth II.lso: co»authored 1l1uly J8, 1994 New York TI'mes op<cd 
witb Rep. Gejdensen which was critical of "prohibftfingj American companies/rom selling camtnunicatiotls 
s(1fellites to Chinll." >t {HR 361, l04th Congress, 1111195 (vtniGD. 1)] 

, 	Congre.uman Gnne!!l}: (1994): On May 17. 19941 Rep. Elton OaIlegty (R~CA) signed up as a cosponsor on 
HR 4276 sponsored by Rep. lane Harman, The legislation's only function was "to amend the Arms Export 
Conhol Act and Export Administration Act of 1979 to require that the export of cer..s'n oommercilll 
corrununications satellites and associated equipment be regulated solely by the Secretary -ofCommerce.,," 
Introducing her bill on April 21. 1994, Harman noted the bm "comnlel!!S a r.>fQ{eSS that Wtl'_'!' iniJiated by the, 	 , 
li,li.'!'h dJminWrnNon by shift/up iwiWidiQn over tliJ,i,s, licenScs from the Stgrc- Depgrtment Ul the CQmttl!::ral 

IJgpPrtmfl1t, .. Other cosponsors were Democratio Reps. Berman (CA); Bellenson (CA) ~d Edwards (CA), 
[Bill Tu.f'Jcing Report HR4276. 103rd Congress (Lexis/Nexis); Congxessioonl Record, 4/21194 (empbasis: adch:d)] 

Con~n::t5man GHman, Roth, llultlln, Rohraba£her1 !rt 21: In 1994, the House Fcreign Affairs Cornrrtittee 
(1\-'lay 1Bth) and its Suhcommittr.e on Economic Policy, Trade, and Environment (March 10th) bothlU;t,~~d kv 
voir.¢ W/'e legislation stating: that ·'the exnort gfcon/rondal t:Omm!l~<i.!I1...m1l!.!.Utes, ..mqy be; regulated on(v 
by th.-; SMre!ary pf(;ommen;:l1, " Members of the Subcommttt~ at the time of the Ma..<'Ch to, 1994 voice vote 
included: Reps, Toby 'Roth. Dana Rohraoocher, Don Manz-ullo, Doug Bereuter, Jan Myers, ~d Cass 
Ballengt.'T, And, in addition to those Hsted above, the members of the full committee at the time ofMny 18, 
1994 voice vote. included: Reps. Ben Gilman. Dan BurtI:;lr;, James Le:tch. Ehon Gallegly, Chris Smith and eight 
other Republicans. [1 03rd Con~. House Report 103~53!, 5n5J9;'fl 

#3 	 Both Pr:esidcnt Rush i\nd Pl'es-idcoi Clinton Granted \Vaivers For ChinesI;': Launch Of Lorlll 
Made Commercial Satellites. Natignal Securit,): WAS The Controlling Factor In.JlQ!h DecisIons. 

Pr~sident Bush: In a Ietter info:ming Congress ofhis decision to grMt a waiver to Loral for its 
, lntelsat VITA project, Bush wrote that ".([ i.t in tJTV "miCRa! intgre# o/the United Stares tv waive the 
reSfrictim'lS" on exporting to China. ("Message 10 the Congrct,<j 0" trade with China," Puhlic Ptlpcrs ohin; h;;"is!mtA: 
ili,or@B.1.!!h. Book It p. 1546J 

~~!tL~!.i.~ Ou february fl, 1996 und Fcb:u.aIY 18, 1998. President Climor. ;:dso told Congress that '11 
I>; ttt the national intereS! ofthe United Scates to wOlve" restrictions on exporting to Cl';in:t for Loral's 
Mubuhay and Chinasal 8 prOJects_ ("MeSS;l.g!; to COttgrcu an Satellite Exports to China." mJ,c Paper (lfthe 
Pn::;;irl.;nll:.f.:!ill Clinton, Book t. p. 177; Qirurr~ion:\t rhiCim:, Ul4198, p. H573j 

:-\01;:::; The: s:itcllitt: launched as a result offusident Bush'!: : 991 waiver explode;:: at laLnch In 1996 -- lC<ldine 
to tnc curHrover:;i:;1 "ind1,.:.stry review" and subs~q:.;cnt Justice Departmcntlrwcstlgatiun 
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SELECTED STATISTICAL F ACTOIDS: 

EXPORT LICENSING DURING CLI:NTON ADMIN. VS. BUSH ADlvCfN. ' 


.. 	 The volume of licenses approved has decreased dramatically, from 75,000 pet year at the 
beginning of the Bush Admirustration to about 10,000 today. The decrease was the result 
of major deconito!s b-eginning in ~he Bush A_dmin and continuing into the early Clinton 
Admin, (parJcularly evident between 1990-1991,1991-1992, and 1993-1994), (In 
comparison, the Clinton Admin's computer decontro! of 1995 IS hardly noticeable in the 
licensing volume). ' . 

.. 	 The license denial rate (the percentage oflicenses denied out ofalt received) has been 
ccnsisten:ly higher in the CHnton Administration thari in the Bush Administration. This is 
true for India, for China, and for the overall denial rate for all countries as a whole. This is 
likely explained by the large volume of less sensitive exports still controlled in the Bush 
Administration which were easily approved. The massive decontrols of the early 1990's 
have eliminated ffil.:ch of the tess sensitive trade, and the remaining exports require closer 
scrutiny resulting in a higher denial rate, 

• 	 Not surprisingly, India and China had a higher denial rate tban average in both the Bush 
Administration and the Gimon Adminis~ration. India and China cases also take on 
'average twice as long to process (about 60 days), which is evidence of the complexity and 
thoughtfulness of the analysis on exports to these countries. [n recent years, India and 
China denials combined make up about half of all license denials, although these two 
countries account for only about ten to fifteen percent of all licenses received, (During 
the Bush Admin., denials to India and China accounted for only about 25~30% ofall 
denials and while also comprising abOUt 10 percent of tOtal licenses). 

• 	 The average processing time for all licenses increased slightly during the Clinton 
Administrat;on (up from t~ days in 1989 to a high of36 days in ;996), Again, this is 
likely due to the increasing complexity of remaining exportS subject to controls a..tter the 
big liberalizations of the early 1990's. ' 

The Executive Order issued in December 1995 resulted in a siight ir.crease in average 
processing time for all countries as a whole (dL;e to the participation ofother agencies in 
''';rtuaIty all license reviews). However. the E,O. led to a decrease in processing times for 
Indi. and China (down to 45-50 days from 60-70 poorto E,O), Since o,her agencies 
were already reviev.ing exports to these countries, the E.O 's major effect was to speed up 
their response rate to BXA. 	 . 

• 	 The Executive Orde:- also resulted in a slight increase in denial rates for India cases, China 
cases, and all Ilcenses as a whole. 
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lIua Mci 

AT&T exported tc1ecommunications equipment (e.g., ATM huh s\vttches, SDH transmission 
equipment) to Bua Me! Telecommunications for a prototype IntegnHcd Services Digital Network 
(ISDN) dcinonstration system set up in four rooms at large hotels in Guang?Jlou City. The 
purpose of this small network was to permit demonstration of the full range of service 
(interactive multimedia. high-resolution video transfer, video confercncing, Yoice,"data, etc.) 
available in such a system. The objective of the Hun Mei Telt:communications project 
apparently is to build such a network for the full city and eventually (0 install n network for the 
cntire surroundipg province, The advantage of a B~ISDN network is that it provides for full 
video, voice and data services. Similar equipment is also produced by non-US suppliers in such 
countries a'> Germany, France, a:1d Canada. 

The U,S. stopped requiring individuallieense for this type of technology because of tile growing 
availabilHy ofte1ecommunications equipment and services from foreign suppliers, the 
consequent decreased ability 10 control the export of such equipment and services, and the desire 
to improve prospects for democratic and economic refonns in China. Improved civilian 
communications is an important ingredient for economics lik~ China to become better integrated 
with the \\lestem globaltelccommunications system. 'l1ie equipment was exported under license 
procedure GLX, which waS implemented in April 1994 after ~ extensive interngency review 
process involving Commerce, Sta.tc, DOD, and others, This license applies to exports to civil 
end~uscrs for civil end-uses in countries formerly proscribed by COCOM, including the former 
Soviet Union and China. A GLX license could not be used for exports to military end-users or to 
known military end-uses, The GLX procedure was in force in late 1994 when AT&T transferred 
the teclmology to Hua Mei and was used by AT&T 10 make the transfer. AT&T bas certified 
that, to lhe best of its knowledge, the joint Sino·American venture, HlIn Mel 
Telecommunications, is a civil end-user and that the equipment wiH be used for a civil cnd usc, 

While virllmlly al! modern, state~of-the-art telecommunications technology theoretically can be, 
used to enhance military capabilities, the PtA ulready has its OWll. extensive and very modem 
communications infrastructure that incorporates very advanced technologies, including fiber 
optic systems and a nation~wide mi!itary microwave system. The type of civitian 
communications equipment purchased from AT&T by Hua Mci Telecommunications was 
toutinely approved by COCOM governments for shipment fo:- civil end uses: to formerly 
proscribed countries, like China, following the end of the Cold War. \Va bave no information to 
indicate that tbe PLA expects to use or benefit from the system directly. other than by deriving 
profit from the investment. Indeed, the Chinese military communications infrttstructure is 
largely separate frotn the civil system, the latter of which is managed by the Ministry of Posts 
and Telecommunications. In this regard, AT&T has advised that its ccntml $\vitching equipment 
is physically located in that Minisll}"S facilities; other parts ?f its equipment mllst. of course, be 
located at the hotels which use the comrrmnications system. 

C:hua mei 



QuesljQO ill: Please describe the nature and potenlwl applications ofthe fiber~optics 
lelecommunications lechnology transferred to HUG Mei? 

Answer: Because DoD did not review the transfer in question, 6e fol1ov.'ing information 
was provided by AT&T at our request for use in response t9 your letter of inquiry. 
AT&T reports that it exponed tdeco:nrnurucations equipment (e.g., ATM hub. switches, 
SOH transmission equipment) to Hua Mei Telecommunications for a prototype 
Integrated Services Digital Network OSDhry demonstration system set up in four rooms at 
Jarge hotels L'1 Guangzhou City. The purpose ofWs small network was to permit 
demonstration of the full range of services (interactive multimedia, high-resolu!ion video 
transfer, video conIerencing. voice, da~ etc,) avaiJable in such a system. The objective 
of the Hua Mei Te'ecommunkations project apparently is to build such a network for the 
full elt)' and eventually to install a network for the entire surrounding province. The 
ad\"antzg(~ of a B ..]SDN network is that it provides for full ','ideo, voice and data services. 
SimHar equipment is also produced by non-US suppliers in, such countries as Germany, 
France. and Canada. 

Q'JestjQr; 112: Was Ihis Ihe "firsllime ,. sal, ofsuch technology to Ihe PRC? Were 
objecrions raised inside the u.s. Defense or intelligence communities p.rfor to the s,ale? 
I/so. who raised objections? 

b,oswer: 

Was lhis lhe ''first time" sale ofsuch IecJmologr 10 the PRe? 

As further discussed helow, individuall), validated export licenses (lVL) would 
hase been required for the transfer ofreleva."lt United States telecommun.kations 
tecru"ology to the PRC prior to April 1994, After that date,such technology could have 
beer. transferred to the PRe for civilian end use withOU1 an 'IVL, and accordingly v.ithout 
govenunent knowledge. A review ofDTSA files indicates: that no applications were 
reviewed for such technoiogy prior to the sale to Hua Mei telecommunications by' 
AT&T, Similarly, a search by the Bureau of Export Admi.Jiistration, Department of 
Corrunerce, of its licensing database, which we recently requested, also has turned up no 
applicatiOns for an fVL for such technology. The inteUigence community has been 
unable to provide any information concerning transfers of such technology from non-U.S. 
manufacturers to the PRe. 

. I ­
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Were objections raised inside lhe US, Dc/ense or intelligence communities prior 10 the 
salc? Ifso, who raised objections? 

DTSA learned of the Hua Mei venture through an infonnational briefing given by 
the U,S, companies involved in the: vermJIe in April 1993, during the early formative 
stages of that venture. At that time, DTSA was not asked to take, nor did it take, any 
action v,'ith respect to the proposed technology transfer (0 Hu.a MeL ·There was, however, 
some internal discussion about whether then-current govc!'1lment policy would pemUt 
such a transfer. No conclusion was ever reached on this issue because of the subsequent . . 
change in United States teclmology licensing policy in early J994. Similarly, there was 
no decision requested of and DO decision made by the NSA. . 

, 
As you may know, a new Commerce Department "GLX" license procedure was 

i:nplernented in April 1994, after an extensive interagency review process involving 
Commerce, State, DOD, and others. The GLX license is defined by 15C,F,R § 771.20. 
This license applies to exports to civil end-users for civil end~use5 in countries formerly 
proscribed by COCOM, including the former Soviel Union and China. A GLX license 
may not be used far exports ta military end~users or to knov.n military end-uses. The 
new GLX procedu:e, which w"' in force in late 1994 when AT&T transferred the 
leehr,olog) 10 Hua Me; ,me W", used by AT&T to make the transfer, aHows export 
'withoUI case~by~case prior governmen~ review or approval. As a result, since April 1994, 
the government has not had occasion to re\'je\." or comment on any proposed transfers of 
s1.Jch techrlology to China Wlder General License GL:X;, 

Prior to this change in practice, an IVL, issued onlY after prior govcm.:nent review 
and appro\'a~, would have been required on a case~by-case basis: for the transfer of 
designated modem telecommunications technology 10 the PRe. The government stopped 
requiring IVLs for. L'lls type of technology because of the growing availability of 
telecomrnunlcations equipment and services from foreign suppliers, the consequent 
decreased ability to control1he export of such equipment and services. and the desire to 
ir.1prove prospects for democratic and economic refonns in the FSU. other former 
Warsaw Treaty states, and the Peoples Republic of China. Improved civilian 
comrmuucations is an important ingredient for these economies to become more 
integrated with the Western global telecommunications system. 

In Swnrnary, because t.'1e Department plays no role in the,issuance of the GLX 
license, the actual transfer oftdecorrununi~tlons equipment to Hua Mel 
Telecorn.-nunicati6ns was never considered by the Department 
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QuestjQUJU: Can the fiber~opflcs telecommunications technologies or any in/ormation 
transferred fO the PRe be ufilized for military C4! or other ':ieftnse relaled applicatiom? 
1[so, what are the impliea/ions/ar PU modernization goals? 

AnSW~j: \VhiJe virtually all modern, state~of~the~an telecommunications technology 
theoretically can be used to enhance C41 military capabilities, the PLA already has its 
0\'.11, eX1.ensiv(' and very modern comrnunications infrastructure that incorporates very 
advanced technoiogies. including fiber optic systems and a nation-wide military 
rnicro~';'1Ve system, The type of civilian communications equipment purchased from 
AT&T by HUll Mel Telecommunications was routinely approved by COCOM 
governments for 'shipment for civil end uses to formerly proscribed countries, like China, 
following the end oftbe Co~d War. The government's decision to make certain 
telecommwlications equipment eligible for the GLX license was taken, in pan j because of 
the grO'Alng availability of telecommunlcatior.s equipment and services from foreign 
suppliers, and our consequent inability to control transfers qf such equipment and ·,1 

technology, and the desire to improve prospects for democT?tic and economic reforms in 
the FSU, other fonner Warsaw Treaty SUlte, and the Peoples Republic of China. 
Itnproved civilian communications is an important ingredient for these economies to 
become more integrated v.ith the Western global telecommunicatior:.s system. 

Through its use of General License GLX for the shipment of its equipment to 
China, A T&T has certified that, to the best of its knowledge) the joint Sino~American 
venture. Hua Mel TelecommurJcatlons, is a civil end~user and that 'lhe equipment v.;11 be 
used for a civil end use, We are aware L~at Lie Commission on Science: Techr.ology and 
Indus!!;' for National Defense (COSTIND) is a pan owner of HUll Me; 
Teleconununications.. Such partial ov.llcrship is increasingly common as the Chinese < 

rr.illtary establishment invests in commercial (civilian) enterprises, Vie have no 
in:orrnation to indicate that the PLA expects to use or benefit from the system directlYI 
other than by deriying profit from the investment. lndeed,:the Chinese mHitary C4I 
infrastructure is largely separa1e from the civil system, the latter of which is managed by 
the Ministry of Posts and Telecommunications. In this regard, AT&T has advised that its 
central switching equipment is physically located in thar Ministry'S facilities; other parts 
of its equipment must. of course, be located at the hotels wruch use the comlnunications 
system, 

Question #4: Whpl is fhe Depar(mem 's position On another reported sale ofsimilar 
equipment, invo"dng the invesfmenf of$100 million, to be made 10 the PU's General 
Logistics- Departmenr? tI 

Answer: Our review of DTSA licensing files has not revealed any information regarding 
a sale of sir:1iiar equipment to the PLA's General Logistics Department. A search ofthe 
Commerce Department's licensir.g database, recently underta..l<en at Our request, also has 
tu.med up no information on this matter. Because sucb a sale would constitute an explici: 
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transfer to a military end user. it would require an fVL from the Departr.ient of 
Commerce and would be reviewed hy all appropriate agencies, including the Depart.rnent 
of Defense.. 

Question f#5.: Did the transfer of:wchfiber-optics !elecommutlications (echnologies 
require a polic), change? When was such a policy change made and whar were the _ 
circumstances under which it occurred? 

Answer: As discussed above, no prior government decision or policy change was 
required for the AT&T transfer to the Hua Mei Tclecomrnunkations project, because the 
transfer oCGurred after the GLX license procedW'c was institUtoo in April 1994, 

By way of background, tile Defense Technology Security Administration 
routinely holds meetings with industry representatives to discuss national seewi.ty 
concerns about their specific, proposed technology exports. pur review indicates that a 
meeting was held in April 1993 between DTSA staff and representatives of the involved 
corporate entities to hear about .a proposed sale of telecommUnications equipment to 
Chi:1a by SCMlBrooks. The corporate representatives were told about standard 
considerations in Hcensing telecommunications equipment to China a1 that time and 
informed about how to submlt applications for an individual validated license (IVL), 
which was then ,equired, through the Commerce Deparunent. (It should be noted that the 
requirement for a..'l IVL does not mean that a license necessariiy would be denied. but it 
would require a case-by-case interagency government review of the proposed export.) 

Senior DoD officials, including the Secretary, also meei periodically v.-;th industry 
represenuuives. to understand the impact of U.S. trade and national security policies on 
the global competi'iveness of American industry. In this regard, then.Deputy Secretary 
Perry met ~ith Dr. Lewis in 1993 to hear about the Hua Mei project Dr. Perry made no 
commitments, either direct or implied. ' 

QuestiQn #6: Is the PLA.'s deputy director ofBeijing's defense industry (COSTfND). Lt. 
Gen. Huai Gumo, the foun.der ofHUG Mei Telecommunications? Was Huai Gumo lS 

affWation 10 the PIA known prior to the 1993 sale ofthe fib'er.opticS technologies? Is it 
true rhat (he daughter ofPU General and COSTIND Director, Ding Henggao, serves as 
the PRC's Chair ofHua Me;? 

Answer: Because AT&T used generalliceJ15< GLX for the shipment of its equipment to 
Hua Mei Telecommunications, the DepartIDent of Defense did not review the shipment at 
the time it was made and therefore did not receive any inforrnatioD on Lie founders or 
Chinese cot'?orate directors of Hua Mei Telecom:nunications through the export licensing 
p:"ocess (or oth~r.vise), nor did the Dep?J'UTIent receive such information infonnally in 
meetings held in 1993 \\'lth representatives of the United S:.ates venture partners. To 
further a..'1$Wer the question posed in your ler:.er, the Departr;'.ent recer.~ly requested 
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information from SC&M Interna.tional, Ltd., one of the United States partners in the Hua 
Mel venture, which supplied a list of the officers and directors ofHua Mei 
Telecommunications from its inception 1n mld-1993. The list received is attached hereto. 
The Chinese board chair, Madame Nie Li, is reported to be the wife of Ding Henggao, 
not his daughter. 

Question #2: Did Mr. Joh.n Lewis receive compensation from any entity related to the 
Hua Aiei project contemporaneously with his dulies as a member a/the Defense Policy 
Board or as a consuitant 10 the Department? Were these relationshipsjully disclosed by 

. ? iMr, LeWIS, 

Answer: Attached hereto is a summary of information in the Department's files, This 
summary is subject to the Privacy Act, and must be handled io accordance with 
restrictions on government release ofconfidential information. It is provided to you in 
your capacity as Chair of the House Committee on National, Security pursuant to 5 U.S,C. 
§ 552a(b)(9) and DODD 5400:11·R, chapter 4, § B.ll. 
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