X3

N
b R et

I

R P
Tt
PN, T

T -

s

« Wnshingron. 120, pag

1

P
Ay ]
P et

o

e
*oa T

wa e
P

e A
ok M LR
—e

vow

Iy

i

ey
Lna

i,

1LY, Departmen; of Commeere

flarpss of £y Adsiunistetiog

% e F the Linder S rerary

ANSteuthor Bavidson

o TRRLaxzdFey
. Fanr (231 N 2252
£ Bl RN G e o g

A -
WS, Department ot Gommaerce
Bureau of Expurt Administration »

WHLIAM H. ARVIN
Spegiat Assistant 10 the
Assizigot Butratnry 160 Expont Enlorocemunt

14t S8, ured Cotstiteiion Avn, NW. {302 AR
Rogem 3721 Fax 12021 4824173
Washingion, DG 26254 warving: baidocgov




511798 FINAL

ADMINISTRATION RESPONSE 70 REPORT ON CHINA SATELLITE LAUNCH

The Administration has reviewed the report of the Senate Select Committee on Intelligence
(S8, entitled the “Affect on U8, Nauonal Sccurity of Advauced Sateliite Technology Exports
ta the People’s Repoblic of China (PRC) and the PRC’s Efforts to Influence U.S. Policy”.

We agres with the Committes that the United States should not assist China’s ballistic migsile
program in connection with Chinese launches of U.S. commercial communications satellites,
This has been U.S. policy since 1988, when President Reagan fust aﬁﬁwnzaé the use of Chunese
launch services.

This Administration, jike previous Adminisirations, has not authonzed the transfer of any
technology to assist China's ballistic missile program. However, we share the Comimitiee’s
concern that unauthorized assistance and transfers of technology relevant to space faunch
vehicles and ballistic missiles may have ocourred during certain space launch failure analyses,
The Department of Justice is investigating these allegations to determine if any viclations of US.
export control regulations have occurred. We also agree with the Commitiee’s finding that there
is no evidence that these unauthortzed technology transfers have been incorporated into China's
awnrenly deployed ICBM force, which was developed and deployed before U S, satellites were
approved for export to Chisa,

We are congemned, as is the Committee, that unadthorized assistance and transfers of space
Iaunch vehicle and satellite techaclogy could assist China in the development of future ballistic
missiles, We agree with the Committee that China’s indigenous work and improvements derived
from non-1U,8. foreign sources make it difficult to detect with precision to what extent
technology transfers from US. sources may have helped China, The Committee belioves that
assistance from noo-U. S, foreign sources probably is more imponant for the Chinese ballistic
missile development progreo than the technical knowledge gaised during U S, satellite launch
CarnnLgns,

We concur with the majority of the Committee’s recommendations, and note that the
Administration s already implementing many of these sctions. In particular, we support the
actions suggested to improve the monitoring of foreign launches of 1.8, satellites, to better
inform .5, industry of its obligations regarding U.S. export control laws and regulations,
improve the imeliness and transparency of the sateilite licensiug process, and to report to
Congrass. We also agree with the need for a suong Intelligence Commugity role n the export
licensing process.
The Administration believes that the longstanding poficy of permitting the launch of UK,
commercial satellites by China, with strong techrology controls, serves pur overal! national
interest, We will continue 1o work with Congress on this important issoe.

IS PR LR
The Commitiee report raises a number of issues related to intelligence and "Chinese Effons
Influence U.S. Policy.” We defer 1o the Director of Central Intelligence and the Director, FBlw
respond to the Committee on these very specific matters concemntng collection, analysis and
dissemination of intelligence,
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SSCI RECOMMENDATIONS :

1. The Secretary of Defense should suthovize DTRA monitors (o suspend launch campaign
activities st any time to saddress security concerns.

Response: The Administration agrees with this recommendation. When security soncerns are
identified in connection with any forcign satellite launch campaigs, the USG officials must have
the appropriate 1ools at their disposal to ensure that technology safegoards are applicd
effectively.  Under cursent practice, Dol) monitors have authority under the export licenses
issued for the launch campaign 10 easure that security concerns are addressed, including
»susper;d'mg‘ faunch activitics if necessary.
F

¥
z. The Delease Threat Redpetion Agency (DTRA) should:

2} Establish appropriate professional and technical qualification requirements for satellite
monitors

Response: The Administration agrees with this recommendation. DTRA has created 2
permanent, professional staff that is dedicaied 10 all aspects of sawllite export monitoring aad is
currently hiring personnel.

b) Allecated sufficient resources te provent any shortfalls in the numbers of monitoring
personnel,

Rosponse: The Administration agrees with this recomumendation. The Department of Defense
has established a sufficient permanent staff dedicated to monitoring and is hiring personnel.

¢} Pursuant to Section 1514 of P.L. 105-736 (1998), DTRA should be advanced the
estimated cost of monitoring and, promptly after the conclusion of a launch campaign, be
fully reimbursed for monitoring cests. .

Response: The Administration agrees that the full costs of monitoring should be reimbursed to
Dol. DeD has established procedures 1o easure that all costs are reimbursed by exporters o
DeD in ucoordance with the FY 1999 Nationa! Defonse Authorization Act.

d} Create a formal technology training programs that incduded astructuresd franmework for
trainiag and fielding wouitors educated in areas of export control Jaw and regulations,

Response: The Admanistration agrees with this recommendation. The DTRA monitoring
progra 15 ssteblishing a formal and rigotous training program for monitors,

e} Review and refine existing guidelines on the technologics and technical information
snitable for discussion with fereign engineery, including technologies and technival
information not 16 be sharcd under any circomstances with foreign persoanet.



. WAY-ET-38 10018 337 438 8168 7.6 ¥4y Joh=3e% .
05/62/6%  08:08 29202 438 9148 K56 @ioou3soos

Response: The Administiation agrees with the need to ensure that ULS. monitors, U8, companies
and foreign launch providers understand and comply with technology transfer guidelines, The
Department of State will work with the Depariment of Defense to ensure that existing puidelines
are incorporated inte the Dol) monitor training program.

f) Provide at least annus! briefings to cormercial satellite company personnel involved in
space launch esmpaigns on the relevant export licensing standards, guidelines and
restrictions. Participation in these briefings should be a mandatory requirement for
commercial satellites company personnel tnvolved in space launch campaigns.

Response: The Administration agrees with the need to ensure that commercial satellite
companies are complying with all aspeats of U.S. export control law and regulation. The
Diepartment of State’s Office of Defense Trade Controls {DDTC) offers 2 series of seminars
throughout the year to keep U.S. companies informed about regulatory changes. Companies also
regularly consult on an mdividual basis with QDTC and Do) si=ff. We will examine the
existing seminar struchure view the infent of incorporating briefings specifically wilored to the'
satellite industry into the ongoing schedule. DoD is alse structuring the monitor training
program to include participation by exporters ot a fee-for-service basis.

g3 Offer attractive financial and career incentives in the monitering program.

Response: The Admintstration agrees with this recommendation. Dol has created a pesmanent,
professional satellite launch monitoring staff and corrently is hiring personoel. DoD is ensuring
that the program provides sufficient incentives to attract and retain hiph quality personnel.

1) Establish a counterinteliigenee office with DTRA as part of the monitering program.

Response: The Administration agress with the intent of tns recommendation, which is 0 ensure
that counterintelligence {Cl) resources are focused on what is an important target area for foreign
povernments tnterested in obtatning U.S. technology. The Administration will ensure that
sufficient C resources are uged to address this recommendation.

3. For the purpose of creating groater accovntability within the satellite monitaring
program, requicesd by Section 1514 of P.L. 105-736{1998), DTRA shounld include fn the
report ta Congress: a sammary accsunt of all yatellite lannch campaigns and rejated
technical discussions and activities, any license infractions oy viglations that may have
asccurred during those launch campaigns, resources and personnel dedicated to the satellite
monitoring program aod the record of American satellite makers in cosperating with
DTRA monitors and complying with export control laws and regulations,

Responsc: The Administration agrees with the need to ensure adequate Congressional eversight
in this imporant area. DTRA will incorperate the information outlined 18 this recommendation
mro its annual report o Congress. :

4. The Secretary of State should establish strict imetables for reviewing Licensc requests
invelving the overseas launch of commercial satellites. The State Department should
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complete its review of snch license applications within 90 days. The Siatec Department
should advise American satellite producers the specific reasons for denymg the license or
conditioning it with certsin provisos.

Response; The Admiuistration agrees with this recommendation. The Depanment of State is
implementiag a process with 2 targez gorl of 90 working days to complele iis review of a satellite
license application,

X. The Director of Central Intelligence or designee should be consulted at all stages within
the satellife export Licensing process with respect to end user and the national sccurity
impact of exports. . The Committee reenmmends the creating of a technically proficient
Intelligence Community group ta provide the advice and disseminate it to all partcipating
Licensing agencies and relevant congressional commitiees,

Response: The Administration agrees that it is crucial for the licensing agencies 10 have timely
aceess to the best quality intelligence information avaitable that bears on a pesding export
license application. The DCT will be asked to examine existing processes for providing
intelligence input to the State and Commerce export ficense processes.

6. The Intelligpence Community should complete an annual analysis of export license
applications to determine which technologics are of interest to different nations, and what
their pursuit of specific technolopies indicates. This assessment should be provided both to
the Executive branch efficials involved in export policymaking and Congress,

Responge: The Admipistration agrees with this recommendation. The Intelligence Cornmunity
will be asked to provide such analyses annually for specific techuology areas of deemed to be of
high interest.

7. The Committee recommends that the Administration promptly notify apprepriate
committees of Congress when satellite exporters are under investigation for alleged
vinlations in connection with satellite exports, and provide a statement of the security
justification when a waiver or license is provided to such exporter. In addition, export
License applicants should be required to indicate whether they are under investigation as
part of the application process.

Response: The Adininistration agrees that Congress should be kept informed of investigatdons of
1J).8. satellite exporting companies that may have s sertous affect on U S nauonal security. The
Administration will keep the relevant export licensing oversight commitiees appropriately
mformed of such investigations,

8. The Administratien should use all available means to obtain PRC adherence to, and
compliance with, the Missile Technology Control Regime (MTCR) and annexes, In Hght of
the PR’y record as a persistent proliferator, the PRC should not be permitted to join the
MTCR without having doemoustrated a sustained and verified commitment to non-
prohiferaton of missiles and migsile 1echnology and has an effective export control system
implementing the MTCR guidelines and annexes.
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Response: The Administation agrees tiat gaining PRC sdhereace to the MTCR is ope of the
maost zm;:;{:r tant goals of U8 nonproliferation efforts. We have worked diligently to achieve this
goal since 1993, and will continug our efforts. Gur efforts thus far have produced concrete
results: China has stopped export of cruise missiles to lran, and has agreed to adhereto the
MTCR guidelines. However, we continue 10 be concarned that Chinese enzities may be
providing assigtance to ballistic missile programs, especially tn Pakisian and Iran. To address
these concerns, we are seeking Chineso agreement to incorporate the MTCR annex into its
national export control aystem and 10 implement the full requirements for MTCOR membership,
In June 1998, President Jiang agreed that China would aclively study MTCR membership. We
will continue our efforts 10 achieve Chinese adherence 1o the MTCR

Y. The Committee yecommends that Congress and the Administration work together to
stimulate and encourage expansion of U.S. commereial launch capability, To this end, the
Committee reconmmends steps to remove goversment barders to long-terin campetitiveness
iu the space Iaunch industry.

Response; The Administration agrees with this recommendation, and has taken numercus steps
to strongthen the 1.8, satellite manufacturing industry and the commercial [sunch industry. U.S.
companies dominate global markets by selling satellites and related components to customers
around the world who rely oo both U.S. and foreign launchers for a variety of reasons. The
Administration has fostercd the intemnational compotitiveness of the U.S. commercial space
faunch industry by pwsuing policies mimed at developing new, lower cost U.S. space launch
capabilities to meet both government and comimercial needs,

10, The Committee belicves that its findings fustfy a reappraisal of the poliey permitting
the export of U.S. eammercial satellites to the PRC for lsunch. The Cemmittee
recommends that the appropriute committees of Congress review the advantages and
disadvantages of phasing out the practice of Jaunching of U.S. satcllites in the PRC, Such
revicw should consider the finding of this Committee, the Administration views, the U.S,
satellite industry, 1.8, space launch industry, the U.S. tedecommunications industry, and
other interested parties. The Commitice recommends that, if a phase-oot palicy is adopted,
such policy axplicitly authorize the export to the PRC for Iaunch of all satellites previously
Hcensed and should be designed to misimize the risk of additonal technology transfer to
the FRC during these remaining lsunches,

Response. The Administration believes that the fonpsianding policy of permiting U.S.
commercial satellite lamnches by China, with strong techaglegy travster controls, serves overall
11.S. national imterests, This policy suppons our engagement strategy with China, advances our
nonproliferation interests, and eshances the economic competitiveness of a viral US. mdustry,
We continually review our launch policy, and we do not believe that a phese out of launches by
China would serve the national interest. We believe that the stops buing takeu to improve the
satellite monitoring program and o ensure that 1.8, mdustey is fully informed about US, export
control laws and regulations, will address the concerns raised by Congress with regard to
unapproved uvansfers of satellite technology.
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CHRONOLOGY OF EVENTS LEADING TO TRANSFER
OF COMMERCIAL SATELLITES FROM THE DEPARTMENT OF STATE

Naovember, 1990

1991

COctober 23, 1952

September, 1993

September, 1594

TO THE DEPARTMENT OF COMMERCE

Upon vetoing & reauthorization bill of the Export Administration Act,
President Bush issues Presidential Memorandum of November 16, 1990
{copy attached), stating that by June 1, 1991, the United States would
‘remove from the U.S. Munitions List (USML) all items contained on the
CoCom dual-use lizt (i.e., CoCom International Industrial List) unless
significant 1.8, national security interests would be jeopardized. Satellites
and ‘hot section’ technology are two items pending for consideration.

At that time the United States was the only producer of
commercial communications satellites (Comsats) to treat
them as munitions items for export purposes.

To implement the November 16 Presidential directive, the State
Department-chaired Space Technical Working Group, comprised of
representatives of the Departments of State, Commerce, Defense, and
other executive agencies, begins work to identify and recommend the
transfer of Comsats from the USML to the Commerce Control List (CCL).

The State and Commerce Dcpartmems pubhsh regulations implementing
the transfer of licensing jurisdiction for a limited set of Comsats
passessing specific technical parameters. Licensing jurisdiction is also
moved to the Commerce Department for specially destgned components
and other associated equipment necessary for Jaunching the transferred
Comsals.

-« All Corhmerce Department Comsat licenses receive full interagency

review by State, Defense, and the Arms Control Disarmament Agency, as
required by statutory and presidential directives.

" First Annual Report to the Congress of the Trade Promotion Coordinating

Committee {TPCC) addresses commodity jurisdiction stating that the
Clinton Administration will review immediately those CoCom
International Industrial List items that are currently contained on the
USML {ec.g., commercial sateilites still remaining on the USML) in order

to expedite moving these items to the CCL.

Second Annual TPCC Report to Congress addresses commodity
jurisdiction stating that progress had been made on transferring
nonmilitary items, such as the space station, and further stating that
progress on resolving the outstanding issues of commercial satellites is



2
expected in the near future:

April, 1995 An interegency Communications Satellite Working Group is formed by -
the State Department to review and modify the 1992 technical parameters
on Comsat licensing jurisdiction to ensure that the paraméters were up-to-
date given the advances in technology over that three year period. A State
Department industry advisory group participates in the review process.

September, 1995 Third Annual TPCC Report to Congress addresses commodity jurisdiction
' stating that, in response to the 1993 TPCC mandate to expedite moving
those CoCom International Industrial List items contained on the USML io
the CCL, progress had been made in transferring nonmilitary items such as
the space station.

December 5, 1999  President Clinton issues Executive Order 12981 revising the procedures
for processing Commerce Heenses, formalizing the interagency review
-process, and creating a dispute resolution period so that ficensing
Jdecisions are reached in a timely and orderly fashion.

March, 1996 President Clinton directs that 8]l Comsats be removed from the USML and
transferred to the CCL.

September 20, 1996 | The State Department submits a 30-day notification letter informing

Congress that the President has approved a proposs! developed by the

Departments of State, Comumerce, and Defense to remove all Comsats

from the USML to the Commerce Department’s CCL.

October 12, 1996 | President Clinton issues an amendment to Executive Order 12981
roquiring eghanced interagency Comsat licenst review.

October 21, 1996 The Commerce and State Departments issue regulations implementing the
Mavember §, 1996 [ transfer of Comsats from the USML to the CCL. The regulations provide
that Comsats are subject to Commerce licensing even if they include in a .
commercial Comsat launch certain defined individual munitions list
systems, components, and parts. In all other cases, these systems,
: L- components, and parts remain subject to USML licensing,

September 29, 1997 The Commerce and State Depariments issue regulations clanifying that
April 9, 1998 satellite fuel and certain additional USML items may be included with a
commercial Comsat taunch licensed by the Commerce Department,



CHRONOLOGY OF EVENTS LEADING TO TRANSFER,

OF COMMERCIAL SATELLITES FROM THE DEPARTMENT OF STATE

November, 1990

1951

Gctober 23, 1992

Seplember, 1993

September, 1994

TO THE DEPARTMENT OF COMMERCE

LUpon veloing a reauthorization bill of the Export Admirndstration Act,
President Bush issugs Presidential Memorandum of November 16, 1590
{copy attached), stating that by June 1, 1991, the United States would
remove from the U.S, Munitions List {USMLY) all items contained on the
CoCom dual-uge kst (i.e., CoCom International Industrial List) unless
significant U.S. national security interests would be jeopardized  Satellites
and ‘hot section’ technology are two items pending for consideration.

At that time the United States was the only producer of
commaercial communications satellites {Comsats) to treat
thern as munitions items for export purposes.

To implement the November 16 Presidential directive, the State
Department-chaired Space Technical Working Group, comprised of
representatives of the Departments of State, Commerge, Defense, and
ather executive agencies, begins work to identify and recommend the
transfer of Comsats from the USML to the Commerce Control List (CCL).

The State and Commerce Departments publish regulations implementing
the transfer of licensing jurisdiction for a hmited set of Comsatls possessing
specific technical parameters. Licensing jurisdiction is also moved to the
Commerce Departiment for specially designed components and other
associated equipment necessary for launching the transferred Comsats.

All Commerce Department Comsat licenscs receive full interagency review
by Stats, Defense, and the Arms Control Disarmament Agency, as required
by statutory and presidential directives.

First Annual Report to the Congress of the Trade Promdtion Coordinating
Committee (TPCC) addresses commodity jurisdiction stating that the
Clinton Administration will review mmediately those CoCom International
Industriat List items that are currently contained on the USML (e.g.,
commercial satellites still remaining on the USML) n order 10 expedite
moving these items to the CCL.

Second Annual TPCC Report to Congress addresses commaodity
jurisdiction stating that progress had been made on fransiernng nonmilitary
items, such as the space station, and further stating that progress on
resolving the outstanding issues of commercial satellites is expected in the
near Riture,



Apeil, 1995

September, 1943

December 5, 1993

March, 1996

September 20, 1996

October 12, 1886

October 21, 19596
November 3, 1996

September 29, 1997
April 9, 1998

An interagency Communications Satellite Working Group is formed by the
State Department to review and modify the 1992 technical parameters on
Comsat licensing jurisdiction to ensure that the parameters were up-to-date
given tie advances in technology over that three year peniod. A State
Department industry advisory group participates in the review process.

Third Annual TPCC Report to Congress addresses commodity jurisdiction
stating that, in response to the 1993 TECC mandate to expedite moving
those CoCom International Industrial List items contained on the USML to
the CCL, progress had been made in transferring nonmilitary items such as
the space station.

President Chinton issues Executive Order 12981 revising the procedures for
nrocessing Commerce licenses, formalizing the interagency review process,
and creating a dispute resolution period so that hcensing decisions are
reached in a timely and orderly fashion,

President Clinton directs that all Comsats be removed from the LSML and
transferred 1o the CCL.,

The State Department subimits a 30-day notification letter informing
Congress that the President has approved a proposal developed by the
Depariments of State, Commerce, and Defense to remove all Comsats
from the USML to the Commerce Dopartment’s CCL.

President Clinton issues an amendment o Executive Order 1298] requinng
erthanced interagency Comsat license review,

The Commerce and State Departments issue regulations implementing the
transfer of Comsats from the USML to the CCL. The regulations provide
that Comsals are subject 1o Commerce licensing even if they include in &
commercial Comsat launch certain defined individual munitions list
systems, components, and parts. In all other cases, these systems,
compenents, and parts remain subject to USML licensing

The Commerce and State Departments 1ssue regulations carifying that
satellite fisel and certain additional USML itemns may be included with a
commercial Comsat launch licensed by the Commerce Department.
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Ten Year Time Line

The following ::?mnology of events provides a histarical time ling of U.S, Government
actions and policy decisions with respect to launching U.S. commercial satei%zms on
Chinese rockels.

Sept. 1988
Reagan Agministration anncuness s intention to allow U8 -buill sstellites to be launched on .
Chinese rockets. Gonditional approval is granted for the launch of Aussat and Astasal in China. .
U.S. Government interagency group headedt by the Office of the U8, Trade Represenfalive
hegine negotiating a launch agreement with China,

Jan. 1988

Bush Administration signs an agresment allowing China to launch up to nine commergial
geostationary saigliites over the next 5ix years.

Juns 1389
In the wake of the Tiananmen Square massacre, the U8, Songress imposes economic
sanctiong against China including & provision requiring Presidential waivers for the launch of
U, 8.-bulll sateliites on Chinese rockeis,

Dec. 18898

President Bush goproves walvers for lwe launch campaigns AsiaSat (AsiaSal 1} and Aussat
{Optus BY & 83, State Depadmant issuss expod ficenses for three sateliites,

April 1990
Ching Great Wall Indusiry Corporation launches first U.S.-built sateliile {AsiaSat 1),
April 189%

President Bush approves walver for a Swedish scientific sateilite {Freja), State {}epartmem
lssties export Hoanse,

Sept. 1982
Prasident Bush approves waivers for Thing for six additional launch campaigns: Apstar {APSAT
1, 2, 1A, 2R) , Dong Fang Hong (DHF 3.1 & 3-2), Asiasal (Asiasal 23, Intslsat (Inteisat VilA),
Starsat, and Alrisiar, Siate Depanment issues export licenses.

Oct. 1882

Federa! Reguiations published initiating the fransfer of selected commercial sateliite technslogy
to the Commerce Deparment's Commodily Control List, :

July 1893

Prosidant Glinton approves waivers for Ching for the irdium saleliite launch campaign and
inieisat VIl launch, State Depaniment issues axport livenses for the satellijes,

July 1934

BASI ST 130840
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President Glinton approves waivers for Shing to launch the Echostar 1 DBS satellite. Siale
Deparimant igsues exnord license,

March 1885

Clintan Administration signs follow-on launch agreement with China allowing oo to twenty
launches of commercial sateilites on Chinese rockets through the year 2061,

Feb. 19396

Prasident Clinton approves waivers for three sateilite launch campaigns: Mabuhay (Agila 1),
Chinasat, and Chinastar 1. State Department issues expod licenses.

Feb. 1996
A Long March recket carrying inteisat VIIA is destroyed 22 seconds after tiftoff.
June 1998

Presidiant Clinton approvas waiver for Ching 10 launch Asia Pacific Mobile Telecommunications
satellia, Btate Deparimant issues export license,

July 1986

President Clinton approves walver for China io taunch several Giohalstar saleliiles (o ow earth
orbit. Siale Bepartment Issues export licenss,

Qct. 1998

President Clinton issues executive order compigting transfer of expod licensing azzz?wmy for
commercial sateliites from State Deparimant 10 Commerce Depantmant,

Nov, 1956

President Clintan approves waives for China 1o launch the Fengyun 1 {FY 1) and SineSat 1
saiellifes, Commerce Departiment iasues expor] linensas for both satellitas.

Feb, 1838

President Clinton approves waiver for China to launch Chinasat 8. Commerse Depariment
issues expornt livense.

FAQs on U.8 Commercial Satettite Launches in China

Agrospace Indusiries Association - sateliife launch information

SIA Home

TR I R ]
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Cox Committee Report
Statements and Facts

High Performance Computers

Statement; The Report says that it is possible that China has diverted high-performance
computers (0 military nctivities and expresses concerns about US, policy on computer
exparis.

Fact:

-

It's important to note that the weaposs found i the U.S. arsenal today were built with
computers whose performance was below 1,000 MTOPS (MTOPS are a measure of
computer speed and performance)-- in spme cases, with performance of 500 MTOPS,
These were the supercomputers of the 19833, but today there are more capable machines
on office desktops, The level of computational power used 1o develop the current U8,
nuclear arsenal, for exanmple, s less than that found today in most workstations.

High Performance Computers {HPCs) are only one piece of the puzzle to create a
strategic weapon. There are many other pieces that are essential, and the Keport notes
that high performance computers are "not necessary” for nuclear weapons design or that
“their precise utility for such applications is unclear.” '

For example, the Committee examined information that the Chinese are using U.S.
computers in nuclear weapons labs, There is no evidence, however, that the computers
being used are U.S. made HPCs or that they have been diverted to such end uses. In
many instances, PCs sold today are more powerful than computers previously hcensed to
China. Indeed, at least one company will be marketing a laptop over 2,000 MTOPS this
year, and any PC with two or mare Pentium U microgrocessors will also exceed that
level,

The Report cites a number of hypothetical cases where the Chingse could be using
computers for military purposes; Most of these military applications could be performed
on commercially avastable workstations and PCs. They do not require supercomputers,

Huving access to high performance computers azlone will not provide improved military-
industrial capabilities, Denying exports, however, to U.S computer compasies will only
damage our pational security and our economy, by makiag it more difficult for our

‘producers to stay at the cutting edge and by allowing foreign firms, including indigenous

Chinese computer companies, to seize larger and larger shares of the world market. This
is not in our national security Interest,

In addition, ag high performance computers become smaller, cheapeér and easier to install
and maintain, our ability to control them decreases, Computers sold in the thousands from
putlets around the globe cannot realistically be controlied.



Statement: The report elabms that HPCs tn China been diverted to unautherized military end-
users or aftherwise exporied in violation of U.S, Iaw,

Fact:

-

Examples provided in the Report as evidence of this are taken from Commerce Department
Export Enforcement cases. In the Changsha case - as the Report notes « the Muusuy of
Trade and Economic Cooperation (MOFTEC) worked with Commerce (o seg tat the
computer was retumed. The other cases involve investgations successfully completed, in
which the illegal shipmeats occurred between 1992 and 1994, well before the President’s
decision to streamiline HPC export controls was implemented in January 1996,

The Report also hypothesizes that computers used by entities engaged in military as well as
cwvilian functions could be unpropetly used. There are no specifics to support the hypotheses.

BXA coliects information on bow U.S. HPCs are used in China as reguired by the National
Defense Authorization Act for Fiscal Year 1998 (NI2AA). For the most recent NDAA report
{exports reported for Nov, 97-Nov, 98), of the 191 HP(s exported to Ching, 42% {79 HF(s)
went to conynunicatinns/ulilities entitizs and 23% (48 HPCs) went to financial entiies.  (Note
that these are actual exports as distinct from the NDAA required notifications prior to export,
some of which never resuli in sales.) We have no information 1o indicate that any of the 191
computerg have been diverted o nillitary end-uses,

Statement: At the fime of the drafting of the veport, only onc on-site, end-user verification had
_ been cenducted in China and the Commiiiee expressed concern that PSVs were not being
condueted appropriately.

Face:

..

Post-shipment visits with China have been a goal of the U.S. since 1983, An End-Use Visit
Arrangement was agreed to in June 1998, The process of identifying stems for visits and
conducting visits began in September 1998, At the tme of the first annual NDAA report
{raid-November 1998), one visit had occurred. As of April 27, 1989, § end-use visits have
besn conducted m Ching; 3 of tose were on high performance computers, Clearly, we need 1o
do more,

The most significant mstation under the Ead-Use Visit Arcangement has been alleviated
through a regulatory change. Visits are Himited o items for which the Chinese Ministry of
Forzign Trade and Econoniic Cooperation (MOFTEC) has granted an end-use certificate, In
January 1998, BXA revised its regulations to require that more HPCs be covered by end-use
certificates. {Through these certificates, MOFTEC verifies the truthfulness of the end-user
statements and assures os that the HPC wall aot be reexported 1o fhurd countries,} | has taken
time for this regulation @ affect sales, and we are now beginning to receive reports on
computers exported under this new requirement. With more computers covered by
certificates, we should now be 1n & postiion (o condust more visits,

The other imitations cited by the Cox Repon are bormatory rather than practical. China can
decline a visit, as can any country, but there are consequences attached to that denial, such as

2



license denials, China reserves the right to “invite” U S, Government officials 1o participate in
vigits, but no visit has occurred witliout V.S, Governmeant participation. Ingpections ¢annot
occur until six months after the item is received, but we have found based on experience that
the and-use generally cannot be determined for six months after receipt since it 1akes time to
get the computer to Hs ultimate destination, instalted, working and vsed, Ih addinon, U.S.
conpaniss may require payment 1y full before releasing the compuder to the customer,

The end-use visits are stif at a beginning stage. We are continuing discussiong with the
Chinese on enhancing the process including incresses in the number of end-use visits in order
to meet NIDAA requirements. Chinese export control officials have been told af every
opportunity that a strong trade relationship with the U5, depends on confidence-busiding
measures like the EUVA. Akbough the process is not perfect, itis a start, and the Chinese
have been cooperative, although the accidental bombing of their embassy i Belgrade has
clearty been a setback in expanding cooperation.

+

Statement: The Cox Report states that BXA can verify location but net how a computer is
used. Farther, the Cox Report cites GAQ to the effect that PSVs are not effective with HP(s.

Fact:

End-use/end-user verification is effective when properly targeted. Export Enforeement at the
Department of Commerce has been directing aad conducting end-use checks

worldwide for over 20 vears. The Congress also apparently believes end-use checks on HPCs
are effechive since they mandated them on all computers over 2000 MTOPS.

There is no way to tell with cerainty how o HPC is being used. Rather, Export Enforcement
relies on the experuse of its agemts. Export Enforcement has placed in FCS-Beijing a senior
erinunal investdgator to handle both pre-Hcense and post shipment checks. This special agent
{who spent 3 years as an Export Control Artache in our embassy in Stockholm during the cold
war) uses his training and skills 10 examine aspects of the licensed transaction 1o arrive at an
informed udgement as o the bona fides of the end-use and end-user. The knowledge and
experience of this agent allows the U.S. povernment 1o make informed judgements on license
transactions for Ching, including thase where an endwuse check is appropriate,
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s, TSN ;| Buresu of Export Administretion
EARTE S Washiriton, DG 202308

"ﬂu &

June §, 1098

Dear 60 Minutes:

While | can appreciate the sensationalist appeal of the tale told by farmer Gepartment of
Commerce Fxport Enforcement agent Mare Reardon in your investigative picce about the transfer
of 11,5, technalogy to Cling, 1 believe some provision must be made for the (ruth. o that piecs
Mr. Reardon says he was given the advice “to investigate but don't find anything.” Mr Reardon
i3 {lat out wrong,

As the Deputy Assistant Secretary for Hxport Fnforcement and the mast senior carcer:
investigator At Commerce, | can (el you that Commorce investigators aggressively investigste all
allegations of violations of expornt control laws, including the investigation of the McDannell
Douplas/ CATIC matter which [ took respansibility {or overseeing,

The {irst actions taken by the Departoent of Commerce on learning that maching tools
were shipped to an uneuthorized location in Clina were 1o work immediately with the US
company {McDonnell Douglas) and the Chinese Guvernment to move the equipment to a safe
loeation, comrolled by US interests. We were success{ul in this effort.

When this investigation began, | participated in a conforence call with Marc Reardon and
both his first and second line supervicors 10 discuss how to approach the investigation, Since
Reardon was new 1o Expoat Enforeement and had little expenence mvestigating these kinds of
cases, we sugacested severa possible lines of spproach. Insterd of following any of this advice,
however, hie reeommended that Headquargrs ake actions sgainst MeDonnell Douglas. Hig s
recommendation was carefully reviewed by HQ and was found to be inappropsiate aad ineflective
begause of deficiencies both in terms of evidentiary facts and export eaforcemens legal options.
We sent the recommendation back to the field office for additionsl investigation for evidentiary

facts,

We then assigned a senior agent with more imvestigalive experience to the case to help
Reardon pather evidence ou the case.  Shontly afler this assignment was made, Reardon left the
Commerce Depariment afler approximaicly only a yoar on the job. The senior agent continued
the investigation and developed suflicient evidence to refer the case 16 the Department of Justice
for investipation inta pessidle eriminal violations, That is where the matter is currently under joint
investigation by a toam conuisting of Cammeree, Customs, and Justice Department enforcement
agents. When the investigation is conpleted, nction as appropriate based upon the ovidence will |

be taken according to law.
Sincerely M

7 Gerank W, I)chbcm
z}:pmy Aspistant Scerctary
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ABSTRACT

This report provides an overview of broad issues before Congress regarding the
reathorization of the Export Administration Ast of 197% (EAA) and will describe relevant
legislative proposals when they are introduced. The Senate Banking Commitice reponted the
Lxport Administration Act of 1999 (8. 1712, S5.Rept. 106-180} on Ovtober §, 1999, Key
topics discussed i dhis URS report are the evoiuuon of the EAA, the attemptled
renuthorization of the EAA by the 104%® Congress, issues concerning the Imtermational
Erergency Economics Powers Act, the debate over export controls, specific technologies of
congern, and options for Congress. 1t will be updated if there are significant developraents in
the issues related to export administration. See CRS Report 96-492, Export Adminisiration
Legisiation, for further discussion of action in the 104" Congress on H.R. 361 which would
have reauthorized the EAA. See CRS Repont RL30L5, Trade Pelicy Issues in the 106*
Congress, First Session, for a broader discussion of trade issues, and the CRS ?ic»me Page
for links 10 legislation and a wide range of related documents.



Export Administration Act of 1979 Reauthorization

Summary

The 106" Congress has expressed renewed interest in revising and reestablishing
the Export Administration Act (EAA) which expired in {994, Both Houses have heid
hearings and the Senste Banking Commuttee voted to adopt the Export
Administration Actof 1999(8. 1712, reported on October &, 19949, § Rept. 106-180).
In enacting export controd legistation, Congress delegates ko the executive branch its
gxpress constituttonal authonity to regulate commerce. When the legislation lapsed
in 1994, the President kept the export administration regulations in force by executive
order under emergency authority, as has been done in the past,

The EAA establishes export licensing policy for items detailed on the Commerce
Control List {CCL). The CCL currently provides detailed specifications for about
2400 dual-use items including equipment, materals, software, and technology

{including data and know-how} fikely requining some type of export license, The CCL
- is periodically updated to decontrol broadly available items and 1o focus controls on
¢ritical technologies and on key items in which the targeted countriss are deficient.
Exponts of defense articles are governed separately under the Arms Export Control
Agr, )

Indebates on export administration legislation, parties often fall info tw camps:
those who primarily want to liberalize controls inorder to promote exports, and those
who are apprehensive that further Hberalization would compromisg national security
" goals and want to increase cerain controls, While it is widely agreed that exports of
sonie goods and technologies can adversely affect U8, national security and foreign
policy, many believe export controls can be detrimental to U.S. business, that the
resultant losg of competitiveness, market share, and jobs can harmthe U.S. econemy,
and that the harm to particular U.S. industrics and to the econcmy can have a negative
impact on U.S. security. Controversies arise with regard to the cost to the U8,
economy, the Hicensing system, foreign availability of controlled items, and unilateral
controls as opposed to muitilateral regimes.

Specific controversies have involved exports to potentially hostile organizations
of telecommunications and advanced electronic equipment, precision machine tools
(especially computer assisted machines), guidance wchnology (including Global
Positioning System technology), synthetic materials (especisily high-strength, light-
weight, heat- and corrosion-resistam), specialized manufacturing and festing
equipment {including mixers, kigh temperature ovens, heat and vibration simulators},
In the last few years, congressional attention has focused on high-performance
computers, encryption, stealth, and sateliite technology.

Congress has several options inaddressing export administration policy, ranging
from approving no new legisistion to rewriting the entire Export Administration Act,
Among the options presented in this report are: allow the President to continue export
controls under emergency authority, restore the EAA 1979 with increased penalties,
or, rewrite the Export Administration Act.
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Export Administration Act of 1979
Reauthorization

Introduction

The 106™ Congress has expressed renewed interest inrevising and reestablishing
the Export Administration Act {(EAA) which expired in 1994. Such ap act delegates
from the Congress to the executive branch its express Constitutional authority o
regulate foreign commercial exports,  This delegation of export controls has
traditionally been temporary, and when it has lapsed, the President has declared &
national emigrgency and maintained export control regulations under the authority of
anexecutive order. The EAA, which was writien and amended during the Cold War,
focuges on the regulation of exports of those civilian goods and technology that have
military applicatiops {dual-use items). Export comtrols were based on strategic
relationships, threats to U.S, national security, intemational business practices, and
comumercial technologies that have changed dramatically in the lagt 20 years. Many
Members of Congress and most U.S. busingss representatives see 3 need to liberalize
U.5. export regulations to allow Amencan companies 1o engage tn generally
unrestrained international competition for sales of high-technology goods. But, there
are also many Members and national security analysts who contend that liberalization
of export conirols over the last decade has increased foreign threats to U.S, national
seourity, that some controls should be tghtened, and that Congress should weigh
further liberalization carefully.

While the Export Administration Act has avthorized the Department of
Commerce to regulate US. exports of most commodities, several other U.S,
government agencies regulate exports of speeified goods and technologies. For
example, the Department of State must approve exports of defense articles and
defense services that are identified on the U.S. Munitions List, which includes some
dual-use items such as commercial communication satellites. Sees the hox below for
a list of other government organizations involved in export administration.
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The Evolution of the Export Administration Act
1949-199¢6

Export controls in time of war have been an ¢lement of LS. policy since the
earliest days of the republic.! The end of WWI{], however, ushered in s new era in
which export control policy would become an extensive peacetime undertaking, The
start of the cold war in 1947, led to a major refocusing of export controf policy on
the Soviet- Bloc countries. Enactment of the Export Control Act of 1949 was a
formal recognition of the new security threat and of the need for an extensive
peacetime expornt control system.

The 1949 Act identified three possible reasons for imposing export controls,
Short-supply controls were to be used {o provent the export of scarge goods that
would have a deleterious mmpact on US. industry and nationsl economic
performance. Foreign policy controls were to be used by the President fo promote
the foreign policy of the United States. The broad issues of regional stability, human
rights, anti<terrovism, missile technology, ¢hemical and biological warfare, and
nuclear non-proliferation have come to be served by these controls. National security
gontrols were o be used to restrict the export of goods and technology that would
make a significant contribution to the military capability of any country that posed a
threat ta the national security of the United Staies.

Coincident with the establishment of the U.S. export control regime was the
establishment of & muhilateral counterpart involving our NATGO sllics. 'With a great
deal of critical technology being transferred from the United States to the NATO
allies, and with a growing capability for technological development by the allies
thermselves, clearly 2 multi-lateral control regime was required. Toward this end, the
Coordinating Committee for Multilateral Export Controls (CoCom) was established
in 1949, CoCom controls were not a muror image of U.S. controls but generally did
reflect a uniformly high level of controks,

With litsle change in the perceived dhreat, the Export Control Act was rengewed
largely without amendment in 1951, 19583, 1856, {958, 1960, 1962, and 1943..With
the onset of the era of “detente” in the late 1960's there occurred the first serious
reexamination and revision of the U8, export control system. At this time the
growing importance of trade to the U.S. economy and those of aur ailies began to
exert significant politica! pressure for some liberalization of export controls. Congress
passed the Export Administeation Act of 1969 to replace the near-embargo of the
Export Control Act of 1948, &t continued to shift the policy toward less restrictive

" 1o the first haif of this century, war or the imminent threat of war led to the Trading With
The Enemy Act of 1917 and the Neutrality Act of 1935, In 1940, Congress increased
presidential power over the export of militarily significant goods and wehnology with the
passage of Public Law 703, “An Act to Expedite and Suengthen the Nationsl Defense” In
each of these instances the rationsle for control wag the clear wartime nacessity of not giving
aul and comiort to the nation’s enemies.
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exXpoTt controls in the renewal of the Act in 1974, 1977, 1979, 1983, and some
moxderate further liberalization occurred in the following years,

The collapse of the Soviet
Unionin 198%, an event partially
atributable (o the success of
LLR. cold war export control
policy, marked & dramatic
change & the nature of the
external threat the United States
now faces. The expornt control
regime, however, has not
changed as dramatically. Over
the course of the Bush and
Clinton  Administrations, the
export control system has been
reduced in scope  and
streamlined, bint the basic policy
rermains antact, There are many
who see a need (¢ revamp the
Act, whether to enhance exponts
or tg shift the focus to curment
naticmal security threats. A lack
of consensus on key issues has
meant  that  attempts (o
reavthorize and  seform  the
Export Administration Act have
failed in the 1015, 102%, 1034,
angd {04® Congresses, The
exXnort control progess contimies
umetor the authority of Executive
Order No. 12924 of August 195,
1994, invoked wunder the
Interastional Emergengy
Economic Powers Act (IEEPA).
Many of those who favor
reforming the Act, whether to
liheralize or tighten controls,
comend that operating under
IEEPA imposes constraints on

Other U.S. Government Bepartments and
Agencies with Export Centrol
Resgonsibilities

Deparemant of Commerce, Patent and
Trademark Office for Patent Filing Data

Depantment of State for Exports of Defense
Articles and Defense Services

Department of Energy for Exports of Nuclear
Technology and Technical Data for Nuclear
Weapons and Specizl Nuclear Matenials; and
Nanural Gas and Eleciric Power

. Nuclear Regulatory Commission for Exports of

Nuclear Materials and Equipment

Dlepartment of Treasury for Foreign Assets and

Transactions; and Trafficking in Alcohol,
Tohacco, Fircarms, and Explosives

Department of Justice, DEA for Drugs,
Chemicals, Precursors, Controlied Substances

Department of Interior for Fish and
Wildlife/Endangered Species

Department of Health and Human Services,
PHS, FDA for Drugs, Investigationad Drugs,
Biologics, and Medical Devices

Department of Transportation for American
Carviers Destingd wo North Korea: and ULS.
Yessels over 1,000 Gross Tons

Federal Maritime Commission for Deean
Freight Porwarders

Envirgamental Protection Agency for
Pollutants, Hazardous Materials

the admintstration of the export control process, indermining its effectiveness. nhers
think it may be better 1o continue operating under IEEPA rather than rewriting the
Act while there are so many controversies involving export administration.

Anather significant change in the expont control enviromment occurred with the
dissotution of CoCom in 1994 and its replacement by the Wassenaar Arrangement.?

* For details on Wassenaar, see Military Technology and Conventional Weapons Export
(continued...}
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This new multilateral arrangemient is more loosely structured than CoCuom, allowing
much wider variange between what is controlled by the United States and other
members of the arrangement. Gensrally more liberal control practices abroad raise
important questions about the uliimste ¢ffectiveness of U.S. export controls (under
gither the current or a revised EAA} in securing national securnity objectives and the
fairness of those increasingly unilateral controls to American industry,

The Export License Review Process Under the Export
Administration Regulations (EAR)

The EAA and the implementing Export Administzation Regulations (EAR)
establish pedicies and procedures for the regulation of exports and set out which tems
need to be licensed for export to which destinations, The Commerce Conirol List
{CCL) currensly provides detatled specifications for about 2400 dual-use items
including equipment, materials, software, and technology (including data and know-
how) likely requiring some type of export license. In many cases items on the CCL
will only require a license if going to a particular country. On the other hand,
particular products, even if shipped to a friendly nation, will require a license due to
the high risk of diversion to an unfriendly destination. The end-use and the end-user
can also trigger a restriction. The CCL is periodically updated {with the benefit of
significant input from other government agencies) to decontrol broa(iiy available items
and to focus contrels on eritical techmiagzes and on key items in which the targeted
countries are deficient,

The task of the Bureau of Export Administration (BXA) of the Department of
Commerce is to provide a complete analysis of each of the 10 to 12 thousand license
applications received each year, reviewing pot just the item in question but also its
stated end use, 45 wellas the reliability of each party to the trangaction. Within 9 days
of teceipt of the license application BXA must notify the applicant as to whather the
application is accepted, denied, in need of more information, or is being referred to
ather agencies for raview. In practice, about 85% of sl applications for a license are
referred to other government agencies for evaluation, extending the length of the
feview process,

The current regulations give the Departments of Defense, Energy, and State a
direct and equal role in the review of all license application submitted to the BXA,
The interagency review process is facilitated by the use of several established
interagency groups that provide broad expertise and help give a timely interagency
consuitation.

When review of a license application by another agency is requested by BXA,
regulations give a set time table and procedure for that process. Within 10 days of
sucls referral the receiving agency must advise BXA of any information deficiencies
in the application. {Time taken to find such information does not count against the
total alfowesd processing time), Within 30 days of the initial referral the reviewing
agency will give BXA a recommendation to grant or deny the license application, If

*{. . «continued)
Conirots. The Wassenaar Arrangement, by Richard F. Grimmett, CRS Report 95- il‘%



CRS-5

no recemenendation is made within the 30.day period the reviewing agency will be
desmed o have no objectson to the license decision of BXA, If there is interagency
dlsagmemem the EAR contains a three tiered dispute resolution process set with
explicis time limits for each stage of that process.” About 93% of all such disputes are
resolved by consensus at the firse tier. '

BXA’'s geal & to make a decision on ail Jicense applications no latter than $0
days fram the date of registration with the BXA, The goal of recent policy action on
the BXA review process has been to use strict inw limits mixed with extensive inter-
agency review to assure an expedited, but thorough réview process. BXA reports that

"96% of all icense applications are processed and reselved within the 90-day time
limit? Interagency review typically takes less time than allowed in the regulations.
But, if an agency needs more time for a thorough review it as the option of “stopping
the clock™,

BXA’s deaial of an expont license must be explicitly supported by the statutory
and regulatory basis for the denial, giving specific considerations and what
medifications would allow BXA t¢ mmnssder an application. An explicit appeal
procedure is specified in the EAR, One possible basis for appeal is an “assessment
of foreign availability.” If the lem in question can be shown ta be readily avgilable
from a non-U.S, source i sufficient quantity and of comparable quality then a license
denial may, in some cases, be reversed,

A major revision of the EAR was completed in 1996, K further streamlined the
Heensing process and provided that exporters could follow a step-by-step process to
determine whether a license was needed,

Attempted Reauthorization by the 1064 Congress®

On July 16, 1996, the House passed the Omnibus Expont Administration Act of
1996 (EAA-1996, H.R. 361} after hearings and consideration by the Committes on
fnternational Relations, the Commitiee on Ways and Means, and Members of the
Committee on National Security. On July 17, 1998, the bill was received at the
Senate and referred to the Senate Committee on Banking, Housing and Urban Affairs,
which held a hearing but took no further action. The main glements of HR. 361
were!

¥ The first tier is the Operating Committee {(OC) chaired by BXA, Appeals from this
conumitles’s decision must be made in five days by & Presidential appointee. The next tevel
of appeal is to the Advisory Commitiee on Export Policy. That ¢ommittee will make 2
decision within 11 days of the receipt of the appeal. Appeals from the ACEP decision must
he nade {n 3 days by a presidential appointee 1o the Sevretary of Commerce whe also serves
as the chair of the Export Administration Review Bonrd (EARB). The EARE will rendera
decision in E1 days of receipt of the appeal. After this point the ézssentmg agency can, within
5 days, appeal the degision to the President,

¢ See wstimony of R, Roger Majsk, Assistant Secretary for Expont Administration, DOC.
Before the Subcommitiee on International Affairs, (1.5, Senate, Apni 14, 1999,

* For detailed discussion, see Export Administrarion Legistation, by Glennon E. Harrison,
Robedt D. Shuey, jeanne J. Grimmett & Zachary 8. Davis, CRS Report $6-492.
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s A distinction between unilateral controls and multilateral controls
rather than the EAA- based distinction berween national security
cantrols and other foreign policy controls.

* A preference for export controls that are in compliance with
multifsteral regimes. Such regimes include the Wassenaar
Arrangement, the Missile Technology Control Regime, the Australia
Group, and the Nuclear Suppliers Group.®

¢ An increase in discipline on the use of unilateral export controls.
Sectinn 108 specified a st of conditions that must be satisfied before
the imposition of unilateral export controls, including:  the
determination that the controls are likely to make substantial
progress fowards schieving the intended purpose, that reasonable
alternative means are not available, and that the reaction of other
countries will not render the controls ineffective,

Reauthorization Legislation by the 106" Congress

On September 23, 1999 the Senate Banking Committee voted unanimousty (20-
0) to adopt the Export Administration Act of 1999 (EAAS9). This bill (5. 1712,
S.Rept. 106-180) authored by Senator Mike Enzi, Chairman of the Banking
subcommittee on international Trade and Finance, altempts to strike 2 new balance
in the U.S, export control regime between national security and economic concerns.
" Floor action on 8 1712 has been held up over concerns about the bills impact on
national security. The major provisions of the bill are:

¢« National Security Export Controls. The bill authorizes the
President to prohibit, curtail, or require a license for the export of
any item {or national security purposes (sec. 201) and directs the
Secretary of Commerge, with the concurrence of the Secretary of
Defense, to establish a National Security Control List within the
Commerce Control List {scc. 202). EAA99 would focus controls on
the current threats to national secunty, such as terrorism and
proliferstion of weapens of mass destruction, rather than
commumstr. The President is directed 1o establish a country tier
system and assign each country to a tier for each item controlled for
national security purposes {(sec. 203). The bill also requires the
wmposition of sanctions against persons who violate regulations
issued pursuant to a multilateral export control regime, and other
sancrigns against persons who engage in the proliferation of missiles,
chemical weapons, or biological weapons. It would limnit the items
that could be controlled for national security purposes; ttems that
incorporate controlied goods valued at 25% or less of the totad value
of the items, and items that are available from foreign sources or
have a mass-market status would generally not be controlled.

¥ See Proiiferation Control Regimes, by Robent Shuey, Steven Bowman, and Zachary Davis,
CRS Report 97-343, for detuled descriptions of these regimes,
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¢ Foreign Policy Export Controls. EAA99 would authorize the
* President to control exports for the purpose of promoting foreign
policy objectives (such as peace, stability, and human rights) and
deterring and punishing terrorism. The bill would place several
requirements, limitations, and prohibitions on the use of such
controls, such as it would prohibit controlling reexports for foreign
policy purposes; it would generally prohibit controlling items subject
te a binding contract; it would require 45 days notice and
consultation before imposing 2 control; it would require ¢learly
stated objectives and criteria for controls which would be reported
to Congress; it would require the President to review all such
controls every two vears. EAAYY would also allow the President to
impuose controls prior to notifying Congress in particular situations;
would aliow him to terminate any such control not required by law,
would allow him o impose controls 1o comply with wternational
ohligations; and would require 2 license for the export of cerain
items (o countries that support international terrorism,

s Mass Market and Foreign Availability. The bill charges the
Secretary of Commerce to determine on 4 continuing basis wether
any item currently subject to export control meets specified criteria
for mass market or foreign availability status. If it does the tem
would be removed from the national security contral Hst. Such a
determination ¢an also be requested by any interested party. The
President is given the power to set aside a foreign availability
determination for reasons of national security and when there is a
high probability that foreign availability can be eltminated through
negotiations. If those negotiations fail or agreement can not ke
reached within 18 months the set aside would end, This provision is
essentially the same as those now in the EAAL

» Licence Review Process. EAAY9Z would cstablish a license review
process that is generally similar to the current process, but with some
noable differences. The current regulations {(created by Executive
Order 12981) specify that the Departments of Defense, State, and
Energy will have a direct and equal role in the licence review provess,
EAA99, in contrast, specifies referral by the Secretary of Commaerce
1o the Department of Defense and other departments and agencies as
the Secretary considers appropriate, The bill would, like current
rules, keep application review subject to 2 strict time schedule, but
also shorten from 30 10 25 days the time sllowed for intersgency
review. This time schedule can be interrupted i agencies need
additional information on an application, but such delays also have
specified time himits. Like the current process, if there is no
agreement by the reviewing agencies the license is referred to an
interagency dispute resolution process. EAASY specifies that the
mitinl level of this process be a committee chaired by a designes of
the Secretary of Commerce with the guthority to make a decision on
the license application after consideration of the positions of the
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agencies. This decision can be appealed to a higher level of review.
EAAS9 does not specify the form of higher levels of the dispute
resolution process, but does stipulate that decisions st this higher
level be made by majority vote and that the whole appeals process be
completed or referred to the President within 90 days of the initial
referral by the Department of Commerce.

¢ Penaslties and Enforcement. EAAYY would authorize substantialiy
higher criminal penaities than those coatained in the expired EAA
and IEEPA. Knowing violations by individuals would be punishable
by a fine of up to 10 times the value of the exports involved or $1
million {whichever 15 greater}, imprisonment of up to 10 years, or
both, for cach violation. Life mmprisonment could be imposed,
however, for multiple violations or aggravated circumstances.
Knowing violations by fums would be punishable, for each violation,
by up to 10 times the value of the exports involved or 310 millien,
whichever is greater. Individuals and firms convicted of an offense
would also be required to forfeit 1o the United States property
interests and proveeds involving the violative exports, subject to
procedures set out in the forfeiture chapter of Title 18 of the US.
Code. EAASY would significantly raise civil penalties as well,
allowing the Secretary to impose 2 fine of up to $1 million for each
viofation, in addition to, or instead of, any other Hability or penalty.
As under current law and regulations, the Secretary ¢ould also deny
the expent privileges of a violator and exclude any person acting in
a representative capacity from practicing before the Commerce
Drepartment in an export matter,  Persons convicted under other
named statutes {e.g., |EEPA} could also be denied export privileges
by the Secrstary for up to 10 years, 83 could persons related to the
violater. Civil penalties could only be imposed after notice and a
hearing aad would be subject to judicial review in accordance with
provisions of the Administrative Procedure Act. EAASY would
authorize the Secretary 1o impose temperary orders denying a
person’s expart privileges in a broader range of circumstances than
permitied under the prior EAA, allowing the Secretary 1o act where
there was reasonabie cause to believe that 2 person was engaging in
or about 1o engage in activity violating the EAASS, or a criminal
indictment had been returned alieging a violation of the new EAA or
one of the other statutes referred to above, While temporary denial
orders vould be imposed without a hearing, affected persons would
have a limited right of administrative appeal and judicial review.

Issues Concerning TEEPA

When the EAA-1979 expired in September 1990, President Bush extended
existing export regulations by executive order, invoking emergency authority
contained in the International Emergensy Economic Powers Act{IEEPA) to control
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financial and property transactions,” As required by IEEPA, the President first
declared a national emergency “with regpect to the unusual and extraordinary threat
to the national security, foreign policy and economy of the United States™ posed by
the expiration of the Act. 1EEPA-based controls were later terminated during two
temporary EAA extensions enacted in 1993 and 1994 as Congress attempted (o craft
new export control legislation” Afler the second extension expired in August of
1994, President Clinton reimposed controls under IEEPA.Y These controls continue
in effect to date.’ A major restructuring and recrganization of expont control
regulations was published as an intenim rule in the March 23, 1996 Hederal Register,

The executive branch has informed Congress that its authority to regulate
exports under the IEEPA is insufficient in a few areas and requested the passage of
legistatton 10 meet those needs. The following deficiencies were outlined in recent
testimony:

¢ Penalty suthorities under IEEPA are substantially lower than under
the EAA and thus have kess of a deterrent effect, [EEPA limits civil
penalties to $10,000, willful violation to $30,000, and 10 years

< imprisonment i the violator is an individual or corporate officer who
has knowingly participated in a viclation. Equivalent penalties under
the EAA limit civil penalties to 810,000, or $100,600 for violations
involvimg national security controls, and willfid violation to $250,060
angd 10 years imprisonment for individuals and $1 million or 5 times
the value of exports for firms. Even the higher EAA penatlties had
tost some of their deterrent effect due to erosion by inflation,

« The police power of enforcement agents has tapsed with the EAA.
These agents must now obtain Special Deputy LLE. Marshal status
1 order to function as law enforcement officers, & complication that
consuries lumited resources better used on enforcement,

« [EEPA doeg not authorize the Pregident to limit the junisdiction of
federal courts and thus does not permit him to extend the EAA's
general dental of judicial review. In addition, IEEPA does not have

T80 UK.C §§ 1703 er seq. See Exec. Order No, 12730, 85 Fed. Reg. 40373 (1950,
Presidents Nixon and Ford had earlier extended lapsed export eegulations by executive order,
invoking emergency sathotities in the Trading with the Enemy Act, Exec. Order No. 11677,
37 Fad. Reg, 15483 (1972} Exec. Order No. 11798, 39 Fed. Reg. 27891 {1974); Exec. Order
No. 11818, 39 Fed. Reg. 35567 {1974); Exec. Order No, 11940, 41 Fed. Reg, 43707 (1976).
President Reagan did the same in 1983, invoking IBEPA. Exec. Order No, 12444, 48 Fed,
Reg, 48215 {1981

Ep 0. 103.10; P.L. 183-277.

* “Continuation of Export Controls,” Exee. Order No. 12924, 59 Fed. Reg. 43437 (1994);
Message from the President, Seps. 11, 1898, “Continuation of National Emergency Regarding
the Lapse of the Export Administration Act of 19797 Ex, Com. 10845, H. Doc. 105-303.

e Continuation of Emergency Regarding Export Control Regulations,” Notice of August 15,

1994, 60 Fed Reg. 42767 (1995}
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an exphicit confidentiality provision to authorize protection from
public disclosure of information pertaining to the export license
applications and enforcement. '

s The lEEPA does not explicitly authorize the execative to implement
provisions to discourage compliance with foreign boycotts against
friendly countries and does not provide a private right of action for
those in the LLS. who have suffered from the effects of a boyeott,

¢ The United States is sending the wrong message to other countries
by not enacting appropriate legislation. Although the United States
has been urging countries such as Russia, Kazakhstan, Ukraine, and
China to strengthen their export control lsws and implementing
regulations, this country’s basic law has expived and U.S. credibility
is diminished by its lack of a statute.”

The Debate Over Export Controls
Competing Perspectives In Export Control Legislation

In debates on export administration legisiation, parties often fall into two camps:
those who primarily want to liberalize controls in order to promote exports, and those
who are apprehensive that further liberalization would compromise national secunty
goals and want to increase centain controls. Controversies arise regarding which
iterns should be reguiated for nationai security and foresgn policy purposes, which
items can realistically be regulated, which destinations warrant ¢lose scrutiny, and
which regulating mechanisms are most effective.

In deciding which exports of goods and technologies, to which destinations,
should be restricted, current policy calls for considerstion of several factors: a) the
patential contribution of the expornt to the ability of the recipient to threaten U.S,
security interests,”” b) the importance of the goods or technology to UL.S. military
forces and the extent to which they “would permit a sigmificant advance i a sulitary
system” of a threatening country,' ¢) the likelihood that the recipient will divert the

U Testimony of William A. Reinsch the Under Secretary for Export Administration,
Department of Commerce on the Reauthorization of the Export Administration Act of 1979
{EAA), before the Senate Commniitee of Banking, Housing and Lirbas Affairs, Subsomnittes
on Trade and Intermational Finance, on January 20, 1598,

* Under the “catchall provision,” the export of any item contelled by the Expors
Administration Regulations {EAR), whether it is on the CCL or not, that s destined for an
end-use or engdeuser engaged in the development ar production of weapong of mass destruction
of missiles, must be licensed. See 15 CF.R. 744 regarding the Heensing of EAR 99 items,
sat included on the CCLL.

© Section 5(d) EAA requires the Secretaries of Defense and Commerce to list and regulate
expons of “Militarily Critical Technologies.” The law reguires emphasis be given toa) arrays
" {copsinued...)
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_expart to another party who poses a theeat to LS. security, and d) the ability of the
United States, in conjunction with other countries or multilateral regimes, 6 prevent
the proposed recipient from obtining identical or similar goods.

Based on the evaluation of these and other criteria, the 1S, government
regulates exports using a range of approaches:

o Embargo or regulation of expors of certain commodities © all
countries,

o Embargo or reguiation of exports of most commuodities te certain
COUNLTICS,

« Prohibition of exposts of few sensitive commodities to particular
COuntriss,

s Requirement for a license to export particular commodities te
particular countrigs,

» Requirement to name and verify ihe end use and end user of certain
exXpons,

o Unrestricted exports of most commaodities to most countries,

» Facilitation of certain exports 10 certain destinations,

Major Issues and Arguments

Foreign Avallability and the Effectiveness of Multilateral Regimes. Industry
groups believe that when technologies are available from foreign suppliers, due fo
nen-existent or weak multilatera! controls, untlateral controls force U.S. firms to cede
the market to overseas competitors, while doing Hittle to promote national security.
Thus, they argue, legistation should authorize only those export controls that will be
cffective, and should concentrate on controls that coincide with the mulilateral
regimes of which the United States is a member.

Others contend the United States should strictly control any export that is likely
ta damage U.S. securnity or forgign policy, and that foreign availability should not be
a primary consideration in determining the need for unilateral controls, Whike
acknowledging the weaknesses of current regimes, oppenents of further liberahization
belisve that rather thas acquiescing to the international availability of sensitive
technologies, the U.S, should actively promote more effective regimes and should not
validate proliferation of sensitive technologies by taking part in that sales market,

The Licensing Process and Organization of the Export Control System.
Industry leaders identify several problems with the existing ficensing systern: First,
overlapping jurisdiction between the Commerce and State Departments with regards

B (..continued)

of design and manufacturing know-how, b keysione manufacturing, inspection, and test
equipment, ¢} goods accompanied by sophisticated operation, application, or maistenance
know-how, and d} keystone equipment which would reveal or give insight into the design and
marufacturing of & U.S. militury system, which are not gvailable to thremtening countries.
The st con be seen at [hpfwww diicmibmetl/).
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te dual-use exports makes it unclear where the exporters need to apply for licenses.
Second, extended time penods required for license approval compromise the
reliability of U.S. supphers and make it hard for manufacturers and customers to plan
ahead. Third, the licensing system does not reflect advances in technology, foreign
availability of dusl-use items, and the economic impact of export controls on the
industrial base. Finally, there is no opportunity for judicial review of licensing
decisions.'*

Others consider foreign availability and economic impact to be important
considerations, yet secondary to national security. Export administration officials
claim that they conduct thorough, fair, and expeditious license reviews. Time is
required 1o check proposed export items against lists of controlled items, check end
users and end uses against 11518 of suspect recipients, and coordinate with seversl
govermment agencies. Officials say they must be able o “stop the clock” to obtain
additional information and investigate certain issues on 4 case-by- case basis 1o insure
that sensitive technologies do not find their way into the wrong hands. Some analysts
who see national security as the primary purpose of the export controf regime would
question whether BXA belongs in the Department of Commierce, That Department’s
mission is mostly one of promoting exports and generally serving commercial
interests. This, in some eves, may create an institutional bias towards the granting of
export licenses and skew the process against national defense goals. Other analysts
poing to the &l and equal participation of other agencies in the current structure in
arguing that such bigs is unlikely to prevail,

China. Much of the debate over expott controls has focused on the potentially
vast Chinese market va, the risks to U.S. security interests of exporting sensitive dual-
use technologies and defense technologies to China. Representatives of the business
community have argued that the United States has repeatedly taken a negative
approach towards technology transfers to China in the past few years whle its allies
have not. They reported that Chinese companies will not ask U8, companies to bid
an sales because of the negative experience with the U8, licensing process. As one
foreign trade expert testificd: “The result has been that the Chinese are denied
nothing in terms of high technology, but U8, firns have lost out in 2 crucial market.

This serves neither cur eommercial nor our strategic interests”.”

Howsver, other analysts and several Members of Congress have expressed grave
concerns about China’s dual use technology and defense technology acquisitions.
Defense Deparument analysts clair that fax U 8. export controls have enabled Ching's
military to develop a “nationwide integrated command, control, communications,

" For a further discussion, see CRS Report 94.492 E,

% Dr, Paul Freedenberg's testimony before the House Committee on Intemational Relations,
Subcommities on International Economic Policy and Trade, March 3, 1999, Dr. Frecdenberg
is the (overnment Relations Director of the Associziion for Manufactudng Technology, and
was an Under Secretary for Export Administration {n the Reagan Administration,
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computers, and intelligence (C*) system.. . which it could not have developed on its

. Q‘?n" i

Since April 1998, the transfers of commercial communications satellites and the
apparent transfer of associated rocket technology 10 China have been especially
controversial, Although exports of such satellites were licensed by the Department
of Commerce from late 1996 4l March 1999, they were considered Munitions List
items and licensed by the Department of State under the Arms Export Control Act in
1995 and early 1996 when the controversial incidents occurred. Since mid-March
1999, Congress has required that the authority to license exports of commercial
communications satellites be exercised by the Department of State.” The export of
comrmercial communications satellites for launch in China and alleged leaks by U S,
firms of asscciated missite technology to that country have proven controversial since
April 1998, Trwas reponied that U.S, firms may have engaged in transfers of sensitive
technology to the PRC in the spring of 1996 during a study of a satellite faunch
accident in February of that year. Commercial comunication satellites and related
technology were considered Mumdtions List items and regulated by the State
Deparunent when the original export license was granted. In addition, licensing of
missile technology exports has always been regulated by the State Department. The
President had transferred jurisdiction over the export of commercial communication
sateliites to the Commerce Department tn 1696, an action thaf was legiglatively
reversed in October 1998 when Congress required that jurisdiction over these items
be returned to the State Departiment by March 18, 1999." According to Rep. Cox
{chair) and Dicks {ranking democrat) of the House Select Commuttee on technology
trausfers to China, several technology acquisitions by Ching, in addition to the satellite
related transfers, have harmed U.S, national security.”

Impact on the US, Economy and UK, Businesses. The argument 18 often
heard that the U.S. economy s being damaged by export contrals that cause LS.
high-tech companies, farmers, and others to lose overseas sales, thereby suffering a
loss of global competitiveness, decreased ability to develop new products and
services, and loss of profits and jobs. While export controis probably do have some
impact on the economy, the effect may be overstated by the claims of adversely
affected firms and sectors.

Static Losses. International trade benefits the economy by enabling the nation
to acquire desirable imports and helping the nstion to exploit the benefits of
specialization, economies of scale, and comparastive advantage; and, in some
circumstances, 1o realize improved prospects for investment and technological
advance, These forces increase national income over what would be possible without
trade. Therefore, ong would expect export controls, by impeding exports, to reduce

r

* Hulper, Stefan, “China Syndrome Manifestations,” Washingron Times, March 19, 1999,
¥ Rexuired by the National Defense Authorization Act for FY 1999, P.L. 105-261.

# Siarm Thurmond National Defense Authorization Act for FY 1999, P.L., 105-261, 1513,
New regulations were issued at 64 Fed. Reg. 134879 (19584}

' See Chtiny: Possible Missife Technology Transfers Jrom U.S Sateliite Expart Policy -
Background and Chronofogy, ” by Shirley A, Kan, CRS Report 98-435,
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11.S. ¢conomic welfare. The economic cost of export controls is often expressed as
tost export sales, which may be 2 good indicater of the cost o s particular industry
or sector, but very Tikely overstates the cost to the overall economy.

The cconomic cost of export controls 15 often expressed as the value of lost
export sales. Such a measure may be 2 good indicator of the cost o 8 particular
industry of sector. By itseif it is a measure that, while being an element entering into
a calewlation of econonyy- wide cost, likely averstates the true economic cost of this
rrade impediment * Standard economic analysis indicates that the total econoniic loss
aszociated with imposing export controls would be the ster outcome of several
opposite effects. These effects can be positive or negative, depending on whether one
is a producer or consumer and whether one’s economic circumstances are linked to
EXPOE O IMpOIts,

Consider first the direct effects of reducing exports. One shvious effect is an
unfavorable impact on domestic producers who export. This occurs because
producers are unable to selt as much of the controlled good as an export at the more
favorable world price and must settle for the lower domestic price. Lower product
prices reduce the economic welfare of domestic producers. There is, however, a
favorable economic effect on domestic consumers. This arises because the formerly
exported goods, and the resources that preduce them, are not lost to the economy,
hut are absorbed into the domestic economy via a fall in prices. Lower product
prices improve the economic welfare of domestic consumers of the exported product.
In most circumstances the strong expectation is that the loss to domestic producers
of exports will exceed the gain to domestic consumers of the exported good, leading
to a “net” economic loss for the whole economy directly atinbutable to dimimished
export sales.

This is only half the story, however. The nature of trade is the exchange of
exports for impons. If exports are reduced, then, ultimately, so must the imports that
they are traded for. This induced reduction of imports will also have positive and
. negative impacts on economic welfare, Domestic producers, who compete against
imports, will see their sates and econcanic well-being rise. Consumers of imports, on
the other hand, are made worse off as their opportunities to buy the preferted lower-
price forsign goods are reduced. In this case, the strong expectation is that the
econemic loss to domestic consumers of imports will exceed the economic gain of
producers of import-competing goods, leading to a net loss to the economy directly
attributable to seduced imports.

The combined effect of a net foss fom diminished expoits and 2 net loss from
diminished imports must be ap unambiguous ¢conomic loss to the overall economy.
This is a logical outcome, for if trade is reduced, the “gains from trade” are also
reduced and national economic welfare will be smaller than it would be withouwt
gxport controls.  This total loss, however, is likely 0 be a fracien of the inital
reduction of export sales, because the resources that produced those exports are not

¥ For a fuller discussion of the economic case for and against free trade, see: U.S. Librry
of Congress. Congressional Research Service. Trade, Trade Barriers, and Trade Deficits:
Implications for Economic Weil-Being. CRS Report RL30226 by Craig Elwell,
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lost to the economy. They are used less efficiently, but can still be used to produce
other exports or other import-competing goods that improve gconomic well-being,

This less efficient allocation of economic resources and associated reduction of
the gains from trade, induced by an impediment to sxporting, leads  a onetime
reduction of national income, This lowering of national income is called ¢ static loss
atid s the standard measure of the economic Costs to the economy of a trade barrier.

Estimating the Economic Costs of the EAA. The analytical framework outiined
above suggests, however, that while reduced expont sales are the initial sffect of
export controls, the ultimate cost {£.2., static loss} to the U.S. economy from expont
consrols iy hikely to be a fraction of the value of lost expon sales. The size.of this
fraction will be a function of the refative changes in producer and consumer gains and
{osses which, in tarn, will be determined by 2ha underlying characteristics of demand
and supply in the markets affected,

Evidence from other trade liberalization or trade restriction initiatives can
suggest the probable range within which the EAA’s impact lies®' Studies show that
multilateral policies that have affected many economic sectors and many trading
partners have typically had the lavgest welfare impact with the national income rising
as much ag 35% for a given doflur rise in exports. A smaller effect is found for
unilateral polices that work across a narrower spectrum of trading pariners, typicatly
goencrating welfare changes of between 10% o 20% of the associated change in
gxport sales. At the low end, one recent study of 3 variety of untlateral economic
sanctions against a few small economies found that the U.8. welfare loss was only
about 5% of lost export sales,

It seems unfikely that the impact of export controls is most similar to that of 2
large multifateral trade policy, but neither is it clear that they would be more like
unilateral export sanctions, Absent more direct gvidence, a reasonable conjecture
about the static welfare losses to export controls would be 4 Ioss to the economy of
between 5% to 35% of the value of Jost expon sales, with the more probable effect
in the middie of that range rather than at the extremes,

The actual welfare loss will, of course, also depend on the magnitade of lost
export sales associated with the policy. A study done in 1995 judged that expont
controls coukd have caused as little a3 510 billton or as much as $40 billion in forgone
gxpont sales, but the greatest probability was attached to a central range of 321 10 327
billion.™ {Total U.S. exports in 1995 were valued at $806 billion.)

Combining these two sets of data gives an estimated range for the static
geonomic welfare {oss would go from a low of $500 million (0.03 x 510 bilion) to a
high of $14 billion (.35 x 340 billion), but with the greatest probability attached 10

 The wolfare effects of selected trade policiss are summarized i 18, Congress,
Congressional Budget Office. The Domestic Costy of Sanctions on Foreign Commerce.
Washington DC. 1999, Pp. 77-83.

2 See: Richardson, J. David. Sizing Up U.S. Expert Disincentives. Washington DC: Institute
for Intemational Economics. pp, 137131,



CRS-16

a central vange of about $2 billion ( §.10 x.$20 billion) o $4 billien { 0.15 x 327
billion}). it may help to put these loss estimates into perspective if one considers that
in 1995 U.S. GDP was vaiued at abour $7.3 million, putting the estimated economic
losses in a range from 0.007% to 0.2% of GDP. Liberalization of export controls
since the early 1990s suggests that this burden would have become even smaller
today.

Dynamic Losses.5ome would argue that, in addition ¢ the loss of static gains
froru trade, ane should add in the loss of dynamic gains from trade caused by export
contrals. {n general, dynamic losses could result from a trade barrier causing a
sustained reduction of the economy’s long-run rate of economic growth, Because
a change in the growth rate has a cumulative gffect on mational income (in contrast
to the one-time impact of a static loss), dynamic effects could, with only a small
annual decrement to the long-run growth rate, add up to 3 very large longerun logs.
[f present, dynamic losses, perhaps many fold the size of associated static losses,
could raise substantially the total domestic economic costs of U.3. expornt controls,

In general, proponents of the existence of dynamic impacts argue that
impediments to trade cause 3 degrading of the environment for mmvestment and
innovation inexparting indastries. This eroding of economic incentives would likely
be particularly important for firms at the technological forefront, whose success may
be tied to capturing large global markets to help spread the costs of enormous R&D
budgets and to generate more gpportunities for realizing produchivity gains through
“learning by doing.” More specifically, these are the types of firms whose products
carey a significant “dual-use” potential, and would likely be significantly affected by
U.S. export control policies.

The existence and size of such dynamic effects, however, is more wncertain
than the existence static ¢fficiency effects. Mainstream medels of econemic growth
. suggest that the engine of long-run economic growth is the pace of improvement in
technical knowledge and that such improvement moves at a speed and with a caprice
that is substanually unrelated to economic policies. Despite changes in 4 variety of
economic policies, including wade policies, the trend growth rate for the U.S.
econormy has shown little vartation over the last 128 vears, with GDP per capitarising
at a very steady trend of 1.8% per year. Trade restrictions and other policies can
lower the level of income, but, according to mainstream economic models, they do
not permanently change the rate of long-run growth. '

The empirical literature on the trade and growth linkage should be interpreted
eautiously, Many studies have found there 1o be g relation. But, others have offered
good reasons to think that the relationship may not be particularly robust. In light of
all of this, rellance on projected economic losses derived from a trade barrier’s
passible dynamic effects may risk overstatement.?

# For a fuller discussion of the possible linkage between trade and growth see: 1.8, Library
of Congress. Congressional Research Service. Does Trade Liberalization Affect the U.S.
Long-run Rate of Growth?. CRS Report RL38377 by Cralg K. Elwell
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Secroral Costs. As suggested above, the direct cost of export controls 1o
particular finms, industries, and sectors 15 arger than the net cost to the overall
economy. The open and flexible nature of the ULS. economy helps to minimize such
costs, although, significant burdens may stili remain. Estimates of lost export sales are
relevant to an evaluation of the U.S. export contro] regime. Lost sales provide some
insight into possible adjustment costs and other social costs associated with export
gontrols. They may also become useful in any discussion of equity of burden and
possible policies 1o compensate those harmed by export controls. In theory, the
federal government can provide compensation to ameliorate the domestic burden of
gxport controis.

Economic Sanctions and Export Controls. In addition 1o the laws and
regulations that restrict certain exports in order to protect U.S, national security or
foreign policy, other laws and regulations restrict certain types of exports 1o punish
individuals, companies, or countries that have violated international norms in such
areas as proliferation, regional stability, terronsm, drug trafficking, and human righss.
These sanctions are intended 10 punish the violators, persuade them 1o cease violating
the norms, deter others from such violations, and prevent them from using the expornts
iy ways that threaten U5, secunty or foreign policy goals. There has been a great
deal of debate in recent years on the need for sanctions to support national seourity
and foreign policy goals, their effectiveness and appropriateness, and the cost of
sanctions to U.S. exporters and the U.S.economy ™

Specific Technologies of Concern

Controversial exports have included telecommaunications and advanced electronic
equipment, precision machine tools {(especially computer assisted machines), guidance
wechnology (including Global Positioning System technology), synthetic matenals
{especially high-strength, Hght-weight, hest- and corrosion-resistant), specialized
manufacturing and testing equipment (ncluding mixers, high temperature ovens, heat
and vibration simulators). In the Jast few years, congressional attention has focused
on the folléwing poods and technologies.

High Performance Computers. High performance computers (HPCs) are
computers that can perform maltiple, complex digital operations within seconds.

¥ Sue Economic Sanctions to Achieve U.S. Foreign Policy Goals: Discussion and Guide io
Current Law, by Dianne ¥, Rennack and Robert I3, Shuey, CRS Report 97.949, for further
discussion of 1.5, sanctions. Two proposals before the 166" Congress could, if enacted, have
a substantial impagt on sanctiens imposed for foreign policy purpases, including those
imposed under the authority of the EAA. The “Enhancement of Trade, Security, and Human
Rights through Sanctions Reform Act,” H.R. 1244 and its companion in the Senate, 5. 7387,
seek 1o “establish an effective framework for consideration by the legislative and executive
branches of unilateral ecanomic sanctions...,” Passage of the measure would, in part, require
the executive branch to research any proposed sanctions and docurent the impact of imposing
sanctions. Such research would include public hearings, impact studies on particular sectors
of the American scoaomy, consuliing with and reporting o Congress. An earlier iterstion of
the “Sanctions Reform Act” was intreduced in the 105% Congress but was not enacted. The
“Senctions Rationalization Act” 8. 927, would authorize the President to delay, suspend, or
terminate gconomic sanctions if he found it to be in the “important national interest,” to do so.
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Sometimes also called supercomputers, HPCs are actually a wide range of
technologies thatalse include bundled workstations, mainframe computers, advanced
microprocessors and software.” The benchmark used for gauging HPC computing
performance 15 to count the millions of theoretical operations per second, or MTOPS,
that the computer canperform. The actual MTOPs a computer can pesform over time
can vary, based on the operations are performed (some can take longer than others
or ¢an be performed while other operations take place) and the real cycle of the
computer.

HPC technologies have removed many of the technological restraints in
advanced computing by reducing loag computing times and complex functions that
hindered solving mathematical, scientific, and engineering problems.* The executive
branch has recognized that HPCs are critical in a vanetry of defense and security-
related areas, includir?g nuclear and conventional weapons programs, encryption, and
military operations.”” Continual increases in the computing power of HPCs, the
extent of foreign availability of models comparable to some of those produced in the
United States, the adequacy of relying on high computing power alone s a basis for
determining the potential ability of HPCs to fulfill specific user goals, and the degree
t0 which foreign use of HPCs in ways that adversely affect UK. interests can be
accurately predicted and successfully monitored, are among the factors in the expont
conirol debate,

Due 1o swift and sustained technological advances in the commercial computer
field, export policy regarding HPCs was revised in early 1996 10 remove license
requirements for most HPC exports of up to 2,600 MTOPs.* To deal with military

5 A supercomputer is usuaily defined as a single, complex, mainframe computer that can
undertake 2 series of speciiic computer functions, Michael S, Malone, ed., “Big Iron;
Supercompuiters are Back and Changing Business, Sgienice, and Even You,” Forbes ASAP,
February 22, 1599, 96 pages.

* for further discussion, see GAD Report GAO/NSIADY8-196, Export Conmrels:
Information on the Decision to Revise High Performance Computer Controls {September
19983, and GAQ Report GAG/NSIADSR-200, Export Controls: National Security Issues
and Foraiga Availability of High Performance Computers {September 1998}

** While the potential use of HPCs by countries such as China, Pakistan, and Indig, to
improve their auclear programs was reported upon by the Department of Energy in 1598,
studies of possible foreign government use of HPCs in other areas were still in progress at the
time. (FAO Repon GAO/NSIAD-98-200, pp. 2-4; GAQ Report GAO/NSIAD-98- 196, at 7-
£ As aoted by GAO, the DOE study “concluded that ‘the acquisition and application of
HPCx for nuclear development would have the greatest potential impact on the Chinese
nuclear program — particuiarly in the event of a baw on all nuclear weapons testing.™ I, p.
8.

¥ 61 Fed. Reg. 2099 (1996). An important factor in the Administration’s review of existing
cantrols was & Staford University study commissioned by the Departments of Commerce and
Defense concluding, in summary, that the existing control regime would become increasingly
ineffective because of rapid technological development and diffusion in the HPC field, the
changing usage of HPCs for ULS. national security purposes, and the increasing difficulty of
using MTOPSs as a basis for determining which items should be controlled. The study

{comtinued...)
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and proliferation concerns, the Commerce Deparmment organized countries of
destination into 4 tiers with increasing levels of export comrol. These range from 2
no-license policy for HPC exports 1o Tier | countries {Westem Europe, Australia,
Mexice, Japan, and New Zealand) to the strictest controls for exports to Tier 4
countries {Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria). Tier 3 countries,
including China, Russia and other countrics of the Commonwealth of Independent
States (CI5), India, and Pakistan, were made subject to a dual control system
distinguishing between civilian and military end-users and end-uses. Export licenses
would be required for HPCs above 2,000 MTOPs for military and wesapons end-users
and end-uses, and above 7,000 MTOPS for any recipient or use, Licenses for items
in the former category would be considered on 1 case-by-case basis; licenses for those
in the latter would generaily he approved.”

Under the policy change, civilian consumers in Russia, other €IS countries, and
China could buy high-performance computers without going through the rigorous
118, export licensing process i, for example, the computers were not to be used at
a nuclesr weapons facility, After several refusals by the United States to approve
exports (o Russia of computers for nuclear-related purposes, Russia feportedly
obtained 16 IBM computers through evasion of U.S. export license reguirements and
installed the computers in the closed city of Arzamaz-16 (now known as Sarov),
where the Soviet Union had designed its hvdrogen bomb and Russia has continued to
enpage in nuclear weapons research.® The United States originally insisted that the
computers be returned, but instead, after two years of negotiations, Russia agreed to
remove the computers from the nuclear weapons facility and fransfer them to 8 new
commercial computing center which opened in Sarov in October 1999.*' End-

% ¢ continued)

resommengded that in the shori-term new upper and lower export contrel thresholds be sat
Based on “militanly important applications and uncontrellablity,” respectively, Building on
e Basics: An Examtination of High-Performance Computing Export Cantrol Policy in the
964’ Seymour Goodman, Peter Wolcott, and Grey Hurkhart (November 1995).

B IS CER. § 742.12{b)3). HPC exports not requiring a license may be shipped under 2
special ligense exception, Seg 13 C PR, § 7467, "Computers {CTP) [composite theorstical
parformancel”

# *Testing the Limiis— A Special Repart; Despite U.5. Ban, Russia Buys LB.M, Computers
for Atom Lab," A Y. Fimes, Oct, 27, 1967, p. AL, Russia kad reportedly indicated that the
computers were to be used for the computer simulations that would take the place of actual
nuciear testing in the event the Comprehensive Nuclear Test Ban Treaty went into force. The
Urited Staies undertock z crminal investigation of the computer exports, bui Moscow
reportedly would not aliow imerviews with Russian wimesses, citing national security
grounds, fd. A Russian subsidiary of [BM eveniuaily pled guilty to sngaging m the unlawfu!
#xpont of HPCs to the Russian nuclear weapons laboratory and was sentenced to pay a $8.5
miliion eriminal fine, Civil peanlties were also imposed on the subsidiary as a result of 2
concurrent administrative proceeding. Bureau of Export Administration, Annual Report for
Fiseal Year 1998, at 115-18, "L B.M. Guilty of Hiepal Sales 1o Russian Lab" N ¥, Times,
Aug.l, 1998, at Al

e} 8, Reselves a Dispute with Russia on Cemputers,” N.Y. Times, Oct. 1, 1999, at A9,
The Sarov Open Computing Center, 2 joist project of the Department of Energy (DOE) and
{continued...}
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user and verification problems have also arisen with regard 1o China. For example,
an executive branch review reportedly discovered an HPC built by Sun Microsystems
i the possession of the Changsha Institute of Science and Technology, a weapons
research facility run by China’s People’s Liberation Army, the computer allegedly
having been sold to the Institute in 1997 by one of Sun’s Hong Kong distributors
- withowt an export license. The computer was returned to the United States in
November of that year.™ {n addition, until 1998 China had not allowed the United
States to conduct post-shipment checks 1o establish end-use control, which made it
very difficult to identify where HPCs were located and in what capacity they were
heing used.

Caongress tightened Tier 3 controls on HPC exports in the National Defense
Authorization Act for FY 1998 (NDAA FY98), where it enacted new requirements
for advance notification and post-shipment venfication of these items, The statute
requires exporters o notify the Commerce Departiment in advance of a proposed
export or reexport of an HPC greater than 2,000 MTOPs to 2 Tier 3 country and
prohibits the export or regxport of any such HPC without a license if the Seretary
of Commerce, Defense, State, or Energy objects.” Objections must be raised within
16 days afler the agency receives the notification.  The President is authorized to
raise the MTOP level for notification purposes, but the new threshold may not go into
effect until 6 months after the President justifics it in a written report to Congress.
Similarly, the President may remove countries from Tier 3 (with some exceptions) but
must notify Congress 120 days in advanee.

The NDAA FY98 also requires post-shipment verification (PSV) of exports of
computers of more than 2,000 MTOPS to Tier 3 countries, though the provision will
not apply to a country moved out of Tier 3 under the authority described above.™ To
facilitate PSV of sensitive items, the United States signed an agreement with China
in 1998 serting forth terms for post-shipment visits to verify end-use of high
technology exports generally. While acknowledging the limited nattre of current US.
visits to that country, Under Secretary of Commerce Reinsch expressed hope in 1999

By, continued)

the Russtan Ministry of Atomic Energy (Minatom), is intended to prcvzde: fechnology
positions in the competitive software area for former Russiap nuclear researchors and is
supported in part by DOE’s Nuclear Cities Instiative (NCI}. “Richardson, Adamov Advance
Nuclear Cities Initiative,” DOE News Release, QOcteber |, 1999
fhapfiwww doe povinewsireleasesB8]. A number of lggisitive mestrictions have singe besn
placed on the NCI, including s prohibition on the use of authorized funds until the Secretary
of Energy gertifies to Congress “that Russia has agreed 10 ¢lose some of its facilities engaged
in work on weapons of mass desiruction” and requirements that the Administration repost to
Congress on various aspects of the propram’s implemeniation.  National Defense
Authorization Act for Fiscal Year 2000 (NDAA, FY2000), P.L. 106-63, § 3138(b).

2 »China: the one that almost got away,” £/ Business China, Dec, R, 1997, “Report: Hong
Kong firm charged for exporting computer o Chung,” AP Worldsrream, April 15,1999,
available in LEXIS, News Library, Cumws File,

3 Nationa! Defense Authorization Act, FY1998 (NDAA, FY 98), P.L. 105-85, § 121 1.
¥ NDAA,FY98, § 1213,



CRS-21

congressional testimony for future expansion of these activities.”® Congress recently
direeted the President to seek an agreement with the PRC to revise the existing
verification system as it applies to NDAA-covered HPCs “so as to provide for an
open and transparent system providing for effective end-use venfication for such
computers.”™ ltalso refaxed the NDAA’s PSV requirement somewhat by making any
increased MTOP level established for purposes of advanced notification appixcab¥¢ ta
the former requirement as well.”

In July 1999, the Administration announced that it was notifyning Congress of its
infent to relax some controls on HPC exports, including raising the export license
threshold for Tier 3 countnes from 7,000 to 12,300 MTOPS for civilian end-users and
from 2,000 to 6,500 MTOPS for military end-users.”™ In addition, the President
notified Congress July 26 that the NDAA FY98 advance notification level would be
raised from 2,000 10 6,500 MTOPS, a change that under the tenns of the NDAA
FY98 will go into effect six months after this date™  On February 1, 2000, six
nionths after the notification to Congress, the Clinton Administration announced that
these changes, the fourth since 1993, would now be enforced.”

Some have argued that a strategic analysis of the potential foreign use of HPCs
i now needed and that the strategic importance of an HPC should not be tied merely
to its MTOP level," others have argued that the current NDAA system has
successfully restrained the export of problematic items without significantly burdening

* Testimony of William A, Reinsch, Under Secretary for Export Administration, Department
of Commerce, Before the Senate Comm. on Banking, Hotsing and Urban Affairs Committes,
Subcomm. on Trade and Internationsl Finance, January 20, 1999, The United States and
China aiso agreed in 1998 on expanding Chinese endasse centificates for items controlled for
nonproliferation reasons, “BXA Annual Report, FY 1998, supra note 27, p. 27. As of
January 1999, the Coromerce Department has required that an exporter obtains 8 PRC End-
User Certificate issued by the Ministry of Foreign Trade and Economic Cooperation before
exporting a HPC of any valug 10 the PRC. 64 Fed, Reg. 2428 {29‘?93

¥ NDAA, FY2000, P.L. 106-65, § 1407(a)-(b.
Y NDAA, FYS8, § 1213{e), as added by NDAA, FY2000, P.L. 106-65, § 1407{c).
" Revised regulations were published August 3, 1999, 64 Fed. Reg. 42009 (1999).

¥ Pest of 8 Letter from the President to the Chairmen of the House and Senate Committees
o Armed Services, the Senate Commitiee on Banking, Housing, and Urban Affairs, and the
House Committee on International Relations, released July 26, 1999 [hup/fwww pub.
whitchouse.gov/uri-res/I2....pdic/oma.cop.gov.us/ 1S9/ 727/ 8 Aext 1L

“ Additional changes were also made to Tier 2 classifications and MTOP levels, as well as
changes in micropracessor ¢ontral devels. Ses:
{hipiwerw pub.whitehouse gov/facishest/exponicantrolsoncomputers].

# Testimony of Dr. Stephen Bryen on U 8. Policy on High Performance Computer Exports
te the House Armed Services Committee, Oct. 28, 1999, However, Dr. Bryen's testimony is

. based on hiscontention that “high performance computers” and “supercomputers” are one and
the same; see: Congressional Research Service, Technolagy Transfer to China: An Overview
of the Cox Commitiee Investigation Regarding Satellites, Computers, and DOE Laboratory
Management, by Marcia §, Smith, Glenn I.-McLoughlin, and William €. Boesman, CRS
Report RL30231, June 11, 1999, pp. 811,


http://www.pub.whitehouse.gov/factsheetlexporteontrolsoncomputers
http:oma.eop.gov
http://www.pub
http:enforced.40
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domestic industry.” The Administsation has maintained that the 2 500 MTOP level
mandated inthe NDAA FY98 is outdated and has prevented the Administration from
focusing its limited resources on HPC exports of particular concern.® It has also
requested that Congress shorten the congressional review period for raised MTOP
levels from 180 to 30 days.™ A legislative initiative at the end of the 106™ Congress,
!5t Session, to make this chonge wag unsuccessful ¥ Congress did, however, address
the strategic capabilities of HPCs, by directing the President, in consultation with the
Secretanies of Defense and Energy, w undertake a “comprehensive review” of the
national security implications of exporting HPCs 1o the PRC, including “empirical
testing of the extent to which national security-related operations can be performed
using clustered, magsively-parallel processing or other combinations of computers.”™®
The initial report is to be provided o the House and Scnate Armed Services
Commmittees by Apnl 5, 2008, and is 10 be updated annually until 2004.

The Export Administragen Actof 1999, 8, 1712, asreported (S.Rept. 106-180),
waould make changes to NDAA FYO8 requirements for both advance notification and
post-shipment verification, as well as provide for the possible decontrol of specific
HPCs. Section 21 1H{c)}2) of the hill would shorten the congressional review period
for increased MTOP levels from 180 to 60 days. Scction 607(f) would repesl the
NDAA post-shipment verification requirement altogether, while generally dirscting
the Commerce Department to target post-shipment verifications to “exports involving

* Testimony of Gary Milhollin, Before the Committee on Arrned Services, U.S. House of
Reproseniatives, October 28, 1999,

¥ Testimony of Under Secretary Williams A. Reinsch on High Performance Computer Export
Policy, House Commities on Armed Services, Getober 28, 1899, In his testimony, Under
Secretary Reinsch reported the foliowing statistics for activily under the NDAA notification
requirement. “To date we have received a little roore than 2508 notifications under the
NDAA. Of this amount, 203, or 8% were conpverted 1o licenses, Of those 205 licenses, nine,
or less than one hatf of 1%, have been denied. A number of other ¢ases were returned to
gxparters to allow them to assembde the documents needed for the lengthy process of Hicense
review, and roughly one hurdred and twenty notifications are pending 2 this time.”

A GAO report refeased by Armed Services Comenittee Floyd Spence at the above-cited
hearing states that betwsen February 3, 1998 and March 19, 1999, 318 proposed exports wers
notified 1o the Commerce Deparoment, 828 of which did nof require a license. Of the
remaining spplications, 16 licenses were approved, 6 denied, and the remainder returned (o
the exporters without action. GAQ reported that the majority of these applications involved .
China, India, and Israsl; in 9 cases, licenses were required for end-users who had, prior
implementation of the NDAA requirements, obtained computers without thermn. GAO
Testimony GAG/TWNEIAD-00-53, Export Comrols: mplementation of the 1998 Legisiative
Mandate for High Performance Compurers (October 19983 GAQ Report GAO/NSIADOG.
43, Export Controls: Swanaery Reporting Requiremenss for Computers Not Fully Addressed
(November 1999}

* Testimony of Under Secretary William A, Reinsch on High Performance Computer Expont
Policy, House Commitice on Armed Services, October 28, 1596

# ~Budget Rill Clears Senate, House - Update,” Newsbytes, November 19,1999, availabie
in LEXIS, News Library, Carnws File, HLR. 2623 {Lofgrenyand 8§, 1483 (Reid) would cash
shorten the period to 30 days, Seealse S, 1712, § 211{e}2), as reported, discussed infra.

CNDAA, FY2000, P.L. 106-65, § 1406,
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the greatest risk to national security including, but not limited to, exports of high
performance computers” and providing enforcement authorities in the event an end-
user or country refuses 1o allow verification of a controlled item.” In addition, §§
211-213 of the bill would allow the decontrol of a specific item regulated for national
security reasons 1f the Secretary of Commerce determined its foreign availability or
mass-market status; any HPC license requirement under § 1211 of the NDAA FYS8
would no longer apply unless the President subsequently used his authority under the
il fo set aside the Secretary’s determinstion,

Encryption.® Encryption is 2 means of scrambling data so parties may send and
receive private messages, authenticate the identity of the sender, or ensure that
transmitted data has not been tampered with, Contemporary encryption is generally
based on the pairing of an algorithm and a “key” — usually a string of 40-128 bits-
which protect messages from computer-based unscrambling.

Encryption considered to have miliary significance is classified as & defense
article or defense service and controlled by the State Department under § 38 of the
Arms Export Control ACt (AECA} {22 U.5.C. § 2778). While all encryption exports
were onginally regulated under the AECA, in 1921 the Executive Branch formally
began to move some jurisdiction gver commercial encryption o the Commerce
Department for regulation under the now-expired Export Administration Act.™ The
President wansferred jurisdiction over all monmilitary encryption items to the
Department of Commerce {DOC) in late 1996

The Admimstration has promoted the use of strong commercial encryption {i.e.,
36-bitand higher} domestically as well a5 overseas, but had required that products of
“any key length could be exported only if designed with a “key recovery™ feature,
under which third-parties have access to encryption keys. It also allowed 56-bit
encrypiion to be exported without such a feature if a company commiited itself 1o the
development of a key recovery product. While the national security and law
guforcement communities have supported this feature, industry, consumer, and
privacy groups have objected to a governmental role in determining who holds “spare
keys.” Opponents have also argued that terrorists and criminals will not entrust keys
to third parties, that easily-exporable encryplion may be invaded relatively easily and
thus does not meet businesses’ privacy needs, and that the worldwide availability of
restricted products undermines U.S, unilateral control efforts,

¥ Section 607()) of the bill would authorize $4.5 million and other funds as aecessary for the
Commerce Department to hire 10 additional inspgcwﬁ 10 be posted in the PR, Russia, and
Hong Kong and other locations o verify the end use of “high-risk dual-use technology.”

# For further discussion, see Encryption Technology: Congressionsd Issues, by Richard M.
Nunrio, CRS Issue Brief IB36039, and The Encryption Debare: Intelligence Aspects, by
Keith G. Tidball and Richard A, Best, Jr., CRS Report 98.905. Also, Encrypiion Export
Comrols, by Jeanne 1. Grimmest, CRS Report RL3273.

* Ses generally CRS Report RLID273, ibid,
M 56 Fed, Reg, 42285 (1991).
' Exec. Order 12036 of November 15, 1996, 61 Fed, Reg. 58767 (1996).
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In 1998, the Administration changed its key recovery policy, sliowing the export
of 56-bit encryption to all destinations except embargoed countries under z license
exception afier a one-time agency review and without a commitment 1o produce akey
recovery product.” In addition, the favorable export treatment previously granted to
finanaal mstnutions was extended to insurance companies, health and medical end-
users, and, with some end-use restrictions, on-line merchants, Using a licensing
. exception and following a one-time agency review, U.S. companies could also export
encryption of any key length for internal company proprietary use to their subsidiaries
m all but embarpoed destinations, The Administration alse announced plans 10
gstablish a techmical suppon center run by the FBI to provide federl, state, and local
taw enforcement with the funds and expertise needed o deal with developments in
encryption technology.®

Congressional testimony in early 1999 again illustrated differing industry and
Administration views on export controls inthis area. o his March 4, 1999 testimony
before the Subcommittee on Courts and Intellectual Propenty of the House Judiciary
Comminee, Electronic Industries Association President Dave McCurdy stated that
“Ino amount of government subsidies could do more to develop the European
encryption industry than U &, export controls have.” McCurdy added that the effect
of the current policy 15 to compromise the security of millions of people who are
operating intemnationally, while damaging the competitiveness of the U.S. high-tech
industry.”  In the same hearing, Undersecretary William A. Reinsch twold the
Subzommittee that the Administration had already loosened encryption export
controls last vear at the request of business leaders, but believed that the current
controls are vital to nanonal security. As an example of national security concemns
over encryplion, export control proponents pointto China and claim that the PLA can
now goordinate its army, air force, and navy movements through encrypted messages
that are difficult if not impossible for the National Security Agency to decipher.™

In September 1999, the Administration announced a further relaxation of export
controls, allowing encryption items of any key kength to be exported under a icense
exception, after a one-time technical review, (o individuals, firms, and other non-
govermment end-users in any country except for seven terrorist countries.® After a

* For further details of the new policy, see 63 Fed, Reg. 72156 (1998), and Department of
Commerce, Bureau of Export Administration, “Sumimary of Encryption Policy Update,”
{http/iwww bxa.doc.govl . See generlly, Baker & Banker, “The New Encryption Expont
Policy: The U.S. Government Rethinks Key Recovery,” in Copiag with U8, Export Controls
(Practicing Law Institute 1998, available in Westlaw, JLR File. ’

¥ White House press briefing on new encryption policy, September 16, 1998
[bnpihwww whitehouse.gov],

PR Newswirg, NY, March 4, 1999,

** Halper, ibid,

3 “Administration Updates Encryption Export Policy; Fact Shest,” Septerber 16, 1999
chttrs#tirary whitchouse govl. Along with uts revised export policy, the Administration has
propased the Cyberspace Electronic Seounty Ac of 1999, which would set forth limitations

on the government’s use and diselosure of encryption keys obtained under court order, address
(conzirned,..)
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technical review, retail encryption commodities and software of any key length would
be exporiable under a license exception 10 any recipient in any country except for the
same seven terrorist destinations. Pogt-cxport reporting would be required, however,
for certain encryption items. FoBowing criticism by companies, privacy groups, and
Internet proponents, the Administration postponed pzziﬁiica'u’on of the implementing
regulations and expanded certain aspects of the earlier proposal in the new rules that
were eventually issued January 14, 20007

In relsted jadicid[ action, the U.S. Court of Appeals for the Ninth Circuit, in a
2-1 decigion issued in May 1999, affirmed 2 lower count ruling holding encryption
souree code to be protested speech for purposes of the First Amendment and striking
down DOC encryption regulations as an unconstitutional prior restrast on such
speech.®  The Ninth Circuit granted the Government’s motion for a rehearing
September 30, 1999, and later rescheduled oral argument from December 16 to
March 21, 2000, The Government had moved to reschedule, arguing that the new
encryption rules could possibly aiter the treatment of encryption source code in 3 way
that might affect the constitutiona! issues mvolved in this case. On January 28, 2004,
the¢ Ninth Circust remanded the decision 1o the earlier threg-judge panel for
reconsideration in view of the January regulations.” Ina separate case, the U.S.
Court of Appeals for the Sixth Circuit has since ruled that encryption sourge code
merits First Amendment protection.”

Bills introduced in prior Congresses to relax or revise export controls on
conumercial encryplion received seme committee action but were not voted upon in

% (..continued)

the disclosure and use of stored recovery information by recovery sgenis for govemmental
purposes, and authorize appropriations for the FBI's Technical Support Center. 145 Cong,
Rec. HBIO0-91 {daily ed. Sept. 21, 18991 The proposed legislation is contaiaed in H.Doc.
166-123,

T %Revisions to Encryption ltemy; Interim final rule; request for comments,” 85 Fed. Reg,
2492 {2000); “Administration Updates Encryption Expon Policy; Fact Shees,” Janvary 12,
2000 [hup/fwww.bxadoc.goviencryption/]; “U.5. Eases Tight Gevemment Restrictions on
Exports of Strong Encryption lems,” 68 U.S. LW, 2424 (BNA 2008). Among other things,
DOC brosdensd the encryption license exception as it applies 10 scurce code; expanded the
meaning of “retail” 1o include the provision of encryption through mail order, electronic, or
telephone call transactions; and made the encryption license exception available for exporis
1o goverunent entities thist are telecommunications companies and Internet service providers,
$¢ iong as the export does not lnvolve a non-retail product that witl be used 1o provide services
specific 1o government end-users. In addition, BOC announced that foreign nationals will no
longer need an export license in order w0 work on encryption for US. ﬁnns in the United
States.

* Bemstein v. U.S.Dep't of Justice e 2/, 176 F.3d 1132 (3" Cir. 3?%}

£ oNinth Cireuit Remands Encryption Case in Light of Recently Revised Encryption Policy.”

17 1o’} Trade Rep. 204 {ENA 2000).
# Junger v. Daley, No, 98-4045 (6™ Cir. Aprit §, 2000).
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either House.” H.R. 850 and §. 798, introduced in the 106 Congress, would also
stgnificantly loosen export controls on commercial encryption products,®

Stealth Technology and Materials.” Stealth design incorporates materials,
shapes, and structures into a functional system. There are two major stealth technique
categorntes: first, materials can deflect an incoming radar signal to neutral space thus
preventing the radar receiver from “seeing™ the object. Second, matenials may absorb
incoming radar signals preventing them from reflecting back fo the receiver, Stealth
related commodities are sensitive from an export control perspective because some
materials and processes invelved have civil applications which make it difficult to
control dissemination and retsin U.S. leadership in this technology.®

There have been some concerns over stealth related exponts. in 1994, the
Department of Commerge approved two applications to export a high-performance,
radar absorbing coating. Both applications were approved in less than 10 days, and,
in accordance with referral procedures, the Commerce Department did not refer the
applications to the State or Defense Departments. Reportedly, 200 gallons of the
exported matenal would be used by a German company for a cruise missile project,
and by another country for a conunercial satellite, 1n addition, the radar frequencics
this coating seeks to defend against reportedly include those employed by the Patriot
ant-missile system. 111 response to this report and concems raised by DOD, the State
Department performed a commodity jurisdiction review and ruled that radar.
absorbing coating was included on the U.S. Munitions List and therefore under State
Department’s export control jurisdiction. State did not approve the applications ™

Options for Congress

Congress has several options in addressing export administration policy, ranging
from approving no new legislation to rewriting the entire Export Administration Act.
Some of the major legislative approaches and their implications are outlined beiow.

Do nothing. This approach would require the continuation of export controls
under the emergency authority of IEEPA. Thus, limitations of [EEPA would continue

 For discussion of action in the 105° Congress, see CRS Issue Brief 1B96039.

# £1.R. 830, the Security and Freedom Through Encryption {(SAFE) Act, has been reported
from the House Judiciary Committee, House Commerce Conunittee (as amended), and House -
International Relations Committee (as amended); significantly more restrictive versioas of the
bill have begn reported by the House Armed Services Committee and House Permanent Select
T Committez on Imelligence {H.Rept. 1064117, Pis 1-31. 8. 798, the Promaote Reliable On-Ling
Transactions to Encourage Cormmmerce and Trade {PROTECT) Act of 1999, has been reported
favorably and without amendmene by the Senate Commerce Commities (S Rept. 1061423
For further discussion, see CRS Report RL30273.

¥ For further discussion, see GAQ report GAG/NSIAD ¥5-140, Export Controls: Concerns
over Stealth Related Expores {May 1985),

# GAO Report GAQ/NSIAD 93-140,
* fbid,
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to apply — including its lower penalties and other deficiencies regarding enforcement.
The Exccutive branch would continue to administer export controls with a
considerable amount of discretion, sbsent new legisiative directives.

Restore the authority of the EAA 79 with increased penalties. This
approach, as applied in HLR, 973% would address immediate technical issues
implicated by the use of [EEPA 1o extend the expired export control regime, but
would postpone consideration of several unresolved policy issues.

Cenduct rigorous oversight. This approach can help insure compliance with
existing law and policy and could help build the foundation for a new policy.

- Legislate U.8. export administration pelicy for specific commodities.
Legislation on encryption {as in HiR, 830 or S, 798}, high-performance computers,
nuciear weapons, chemucal weapons, biological weapons, missiles and cther
commodities helps to fill gaps in export administration policy but theses separate
efforts would faitto provide an overall policy framework and implementing structures
and procedures.

Legislate LS, policy for exports to particular destinations. Legisiation that
restricts exports te lran, Iraq, Libya, North Korea, Cuba, Ching, or Russia may help
address particular current problems but may fail to provide a broad policy and
implementing  structures and procedures and may not provide for changed
circumstances in these arcas.

Legislate U.8, policy to persuade exporters in other couuntries to restrict
their exparts ol specific commodities or exports to particular destinations. This
approach has usually been used to authorize the use of U.S. sanctions in reaction to
forcign exports of weapons-related 1echnology or exports to rogue regimes,
However, this approach would also il to establish new overall policy and
procedures.

Rewrite the Export Administration Act to establish a U.S. export
administration policy that addresses existing and likely future threats to U.S.
seenrity snd economic well being, It should be noted that many question the
effectiveness of export controls in contributing to national security and some contend
that exports contrals can harm national security through their deleterious effecton the
national economy, Others question the effectiveness of export liberalization in
contributing to the U.S. economy and point to the fractional percentage of the U.8.
sconomy that is affected by export administration regulations.

[n establishing a balance between sceurity/foreign policy and economic goals, 2
new bill might emphasize one over the other. A hill more tightly focused on security
goals might require the administration ta prohibit experts of goods and technology
that would contribute to the ability of any nation or subnational group to threaten
US. national secunity interests with weapons of mass destruction, missiles,

“HR.973, tké&&carity Assistance Actof 1999, would extend the EAA until Scptembar 38,
2601, and would increase the criminal and clvil penaities for violations of the Act.

H
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destabilizing types or quantities of conventional weapons, terrorists or spacial
operations forces, illegal drugs, organized crime, or mformation warfare. It might
alse authorize and encourage the administration to restrict U.S. exports (o induce
other nations to refrain from activities that threaten U8, security interests and to
cooperate with the United States in the responsible regulation of exponts.  For
example, H.R. 361 (104® Congress) would bave authorized, and required in some
cases, the executive branch to control exports that would contribute to the
proliferation of weapons of mass destruction or to acts of international terrorism,
particularly if a multilateral reghme had adopted similar export guidelines, However,
the bill would have made it much mote difficult for the administration to restrict
_exponts for other national security or foreign policy goals, especially if such exports
were not addressed by a multilateral regime.

On the other hand, a bill more tightly focused on U.S. economic interests might
make it more difficult for the executive branch to restrict exports that are subject {0
international regimes that address various security issues. This bill could require the
same effectiveness and non-foreign-avatiability tests for these expons that H.R, 361
would have required for unilateral eontrols. It might also consolidate and rationalize
the use of sanctions for the enforcement of U.S. and muitilateral export policies,

. Qutstanding Issues. Other issues that Congress may wish to resolve through
the passage of 2 new EAA include the foliowing:

o How much latitude should the executive be given to interpret the
legislation or to change standards without congressional approval?
Should the act gstablish only broad policy guidehines or specific
procedures and limitations on the expoits of particular commadities
and technologies to particular destinations?

» To what extent should forcign availability be a governing factor in
export adminisiration pohicy?

¢ To what extent can the United States obtam the cooperation of other
countries in regulating the exports of semsitive goods and
technologies through multilaterat and bilateral arrangements? How
effective are U.S. programs {0 assist in establishing forgign export
gontrol mechanisros, cconiomic and political incentives, and economic
and political sanctions in persuading other countries to adopt
cemmon £xport control guidelines?

¢ To what extent should end-use controls be depended upon to assure
that U.5. exports are not used o increase the capabilities of hostile
nations of groups t threaten U.S. security”?

» Which U8, government organizations should have responsibility for
- administering export controls?

»  What measures should be taken to enhance the enforcement of U1LS,
export administration laws and regulations and multiateral
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guidelines? How much effort should be spent on enforcement, and
which agencies or private organizations should be responsible? -
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ABSTRACT

This report analyzes the economic costs to the US, economy of export controis on preducts
restricted for national security or foreign policy purposes, The report describes a framework
within which to judge the economy-wide impact on economic weifare of a given value of lost
expoi sales. Both static and dynamic esonomic impacts are discussed. It is estimated that the
seonomic costs of recent sxport control have been smail. The report also briefly discusses
exporn control legislation now before the Congress dand provides observations on iis economic
impact. This report will be updated as events wartant.
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Summary

The Export Administration Act (EAA) of 1979 governs the licensing for export
of “dual-usc™ itemns {1.¢. civilian goods that have a possible military application), That
act expired in 1994 and continues to be enforced under national emergency authority.
Many argue that a new EAA is needed, but disagree over the form revampiag should
take. Some see the need for substantial liberalization in the export control process o
remove unnecessary burdens from American industry, Others see the need t©
reinvigorate the control regime to counter new and important national scourity

.threats. Unable to reconcile these opposing positions, several prevzoas attempis to
reauthorize the EAA have failed.

The national security goals of the EAA come at some economic cost. An open
question is whether those costs are consistent with the national security and foreign
policy benefis” gained by the U8, export control system. There may be some
confusion, however, about what the magnitude of those costs is. While estimates of
fost export sales are often cited a¢ an approximation of economic costs, they may be,
by themselves, an inacourate measure of the full economic consequences of this
impediment to free international exchange.

The econontic costs of export controls to the U.S. economy is the value of tost
“gains from trade” caused by the controls reducing U.S. export sales and reducing
nflows of desired inports. That value will most ofien be a fraction of the value of lost
export sales, 1t is estimated that in recent years this so-called static Joss has been
between $500 million and $14 billion. Some would increase the estinate of the
economic cost by including possible negative effects of export controls on the U5,
rate of fong-run growth. This so-called dyramic loss 18 far more uncertain, however.

Current legisfative initiatives for the most part endeavor 1o liberalize the export
control process, aad remove sigaificant impediments to U8, expors. 31712, the
Export Administzation Act of 1999, is a comprehensive revamping of the expornt
licensing regime. That bill places great stress on the criterion of “foreign availability”
in determining what items should need an export license, with the expectation that
diligent application of that criterion will greatly reduce the number of dual-use items
needing an export license. 5. 798 and HR. 830 deal specificaily with the licensing
requirements for encryption technology.

However, it remaing unclear how sizable a change these legislative initiatives
would make in current export control processes, Each would likely produce a
moderate nudging towards mare liberal controls, inducing a moderate increase in UL
S, exports and an even more maderate boost to U8, economic weliare.
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Export Controls: Analysis of Economic Costs

Introduction

The 106™ Congress has shown interest in reforming and reestablishing the
Export Administration Act (EAA) of 1979. That act expired in 1994, but continues
o be implemented by executive order under national emergency authority.’ Both
houses have held hearings, The Senate Banking, Housing, and Urban Affairs
Committee on October 8, 1999 reported a bull, 8. 1712, the Export Administration
Act of 1999,

I addition, legislation specifically almed at the export of encryption technology
. has been reported from both the House and Senate. H.R. 850, the Sccurity and
Freedom Through Encryption (SAFE) Act, was reported by the House Judiciary
committee on April 27, 1999( H.Rept. 106-117, pt. I}; Commerce on July 2 (pt. H};
Imternational Relations on July 19 (pt. I}, Armed Services on July 23 {pt 1V); and
Intelligence on July 28 (pt. V). 5. 798, the Promote Reliable Online Transactions to
Encourage Commerce and Trade (PROTECT) Act. was reporied by the Senate
Committee or Commerce | Science, and Transportation on Aug. §, 1999 (8. Rept.
136-1423.

Several previous aticmpts fo reauthorize the EAA have come to naught, dug, in
part, to the competing interests of the two principal groups of stakeholders in the
export control process, On one side are those who want to reduce the burden of the
EAA on American exporting industries. On the other side sre those who support more
rigorous export controls on certain products to protect national security,

‘There is no doubt that the national security goals of the EAA come atsome ULS.
economic welfare Joss. An open question is whether those ¢osts are more or less than
the national security and forsign policy benefits gained by the U.S. expont control
system. There may be some confusion, however, sbout what the magnitude of those
costs 5. Lost export sales are often cited as an approximation of economic ¢osts.
Estimates of lost sales by themselves are likely to be an inaccurate measure of the
economic burden of export controls on free international exchange. There are other
economic effects, both positive and negative, that must also be tallied into any
pstimate of economic costa.

‘This report provides a general framework within which to evaluate the
economic costs of export controls. This framewaork builds on the concept of “gains
from trade” and encompasses ¢ffects on both producers and consumers of changed
levels of both exports and imports, In addition, an estimate of the range of probable

' See: “Continuation of Export Controls,” Executive Order 12924, 39 Fed. Reg. 43437 {Aug.
19, 1984). :
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economic cests of current U.S. export controls is given. The report also attempts to
judge whether current legislation would raise or lower the economic cost of export
controls,

Background

The EAA authorized the Department of Commerce to regulate the expont of
“dual use” items, that is, civilian goods and technology that aiso have the potential for
military application. Currently the list of controlled stems, called the commerce control
st {CCL), numbers about 2,500 entries. Moreover, in recent years the Bureau of
Export Administration {BXA} has processed 16,000-12,000 export license
applications annually. The processing tme for an export license may take several
weeks, but it s often a period of several months. The time spent on acquiring an
export license can be a impediment o timely marketing of products to international
markets, and, therefore, s substantial competitive disadvantage, particularly if foreign
producers are not similarly constrained. Of course, export controls create an effective
barrier if a license is demed.

Products subject to ULS. export licensing regulations inchude many high-tech
items, suchas high-performance computers, encryption software, telecommunications
eguipment, precision machine tools (especially computer assisted machines), guidance
tectinology, and synthetic mwterials {especially high strength and light-weight
products). These are all Bems with which the United States likely has significant
commercial advantages, but they are also items with clear military spplications.»

Evolution of U.5. Export Control Policy. The current EAA has (18 r0ots in
legislation passed in 1949 at the beginning of the Cold War. The goal at that time was
t¢ block nearly all exports to the Soviet Union, but, as the program evolved, a critical
ernphasis was placed on denying to the Soviets supedor western technology, that
effectively countered the Soviet’s numerical military superiority.

Beginning in the late 19605, political pressure to hiberalize export controls grew
in response to the argument that the system needed to accommodate the growing
importance of trade 0 the U.S. economy, including the importance of trade for
sustaining the pace of domestic technological advance. Maoderate liberalization of the
EAA, to assuage commercial interests, continued in subgequent rengwals of the act
in the 15705 and 1980s. ‘

After the collapse of the Soviet Union and the associated diminishing of its
mlitary threat to the United States, pressure grew 1o reduce further the burden of
export controls on American intermational commerce. Over the course of the Bush
and Clinton Administrations, the ¢xport control system has been reduced in scope
and streamlined, but the basic Cold War structure remains in place. Many argue that
the BAA needs to be revamped, but disagreement anses over whether the objective
of reform should be to remove impediments to exports or to more effectively address
important current national security threats.

. The push by commercial interests for further Hberalization of U.S, expont
conirols has intensified in recent years as those controls have come to be seen as
increasingly unilaterad innature and, in turn, Increasingly unfair to American industry.



CRS-3

The Cold War export comtrol regime was an effective mudrffaeeral effort, with U.S.
allies imposing 2 similar high level of restrictions on “dual-use” items. That
arrangement, called the Coordinating Committee on Multilateral Export Controls

(COCOM), was dissolved in 1996, in part because 11.5. allies no longer wanm{i o
carry the economic burden of its trade restriction,

The successor o C{}CQM, the Wassenaar Armangement, s relatively loosely
structured, allowing a4 much wider variance between the items the United States
controls and the items other members of the Wassenaar Arrangement control. More
liberal export controls among U8, allies raise the probuability of “foreign availability”
of some iteins controtled by the United States. This situation can render U.S. export,
controls ineffective, mullifying any benefit to national security. Also, it imposes
significant added costs on affected American industries, which struggle to compete
against foreign rivais that are not similarly encumbered.

On the other hand, experts point out that significant national security threats to
the United Siates still exist. There are aggressive countries and sub-national groups
that seek  weapons of mass destruction to expand their influence, intimidate their
neighbors, and destabtlize the intenational environment. These new and more varied
threatsraise important issues relating o protiferation of items with a potential national
secunty impact. From this viewpoint, the current gxport control process is already
too porous, and further liberalization would only exacerbate the threat to national
seourity. Some believe the system needs 1o be reformed to make controls more
effective, not more liberal. In addition, it is argued that the offen unilateral nature of
many U.S. controls 15 3 necessary aspect of a process, with the United States
asstrning a leadership position of moving other countries, by negetiation, toward the
multilateral export controls needed to achieve important national security goals.

Fatlure to agree on how the EAA should be revamped has meant that attempts
at reauthorizing the lapsed ace Bave failed repeatedly over the last seven years. In the
104" Congress, HLR, 361, the Omnibus Export Administration Act of 1996 was

‘generally seen to represent 2 liberalization of U.S. export controls, preferring export
controls in comphiance with maltilatera! regimes and establishing strict conditions on
the use of unilateral export controls, foramnyg stricter adherence to true multilateral
efforts and mandating stricter rules for imposing unilateral controls. H.R. 361 was
passed by the House in July of 1996 and referrad to the Senate, The Senate Banking
Committee held hearings, but no further action was taken ?

The Economic Cost of Export Controls

The argument i3 made that the U.S. economy is damaged by expert centrols that
cause U.S. high-tech companies, farmers, and others 1o lose overseas sales. The
economy suffers a loss of global competitiveness, decreased ability to develop new
products and services, and the loss of profits and jobs.

? For a discussion of the U.S. export control process and legislative efforts to revamp that
program see. U.S, Library of Congress, Congressional Research Service. Expon
Adinistration Act of 1979 Reauthorization. CRS Report RL30G169 by Helit Barel, Robent
Shuey, Craig Elwell, and feanne Grimmest.
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While export contrels have some impact on the economy, the effect may be
somewhat overstated by affected groups. This section of the report outlines a
framework for evaluating the economic costs of export contrals,

Static Losses, Trade occurs because it is mutually enriching, raising economic
efficiency and allowing trading economies to reach a higher level of output and
consumption from an unchanged endowment of scarce productive resources, Thig
benefit is called the “gains from trade.” These gains arise from trade giving an
gconomy increased scope for specialization in the production of goods for which the
economy has a relative efficiency advantage, and from improved ability to trade for
those goods for which aneconomy has a relative efficiency disadvantage. Exports are
the vehicle for scquiring desired smponts and are central to the ensiching process of
trade. Therefore, one would expect that export controls, by impeding exporting, to
reduce trade, result in 2 less efficient allocation of 2 nation’s productive resources,
and cause a decrease in 3 nation’s gains from trade.

The sconomic cost of export controls s offen expressed as the estimated value
of lost export sales. Such a measure may be a3 good indicator of the cost to a
particular industry or sector. By itself it s 2 measure that, while being an element
entering into a caleulation of coonomy- wide cost, fikely overstates the true economic
cost f this trade impediment.’ Standard economic analysis indicates that the total
economic loss associated with imposing export controls would be the net cutcome of
several opposite effects. These effects can be positive or negative, depending on
whether one 8 2 producer or consumer and whother one’s economic circumstances
are linked to exporis or imports.

Consider first the direct effzcts of reducing exports. One obvious effect is an
unfavorable impact oa domestic producers who ¢xport. This occurs because
producers are unable to sl as much of the controlled good as an export at the more
favorable world price and must settle for the lower domestic price. Lower product
prices reduce the economic welfare of domestic producers. There is, however, a
favorable ecenomic effect on domestic consumers. This arises because the formerly
exported goods, and the resources that produce them, are not lost to the economy,
but are absorbed inte the domestic cconomy via a fall in prices, Lower product
prices improve the economic welfare of domestic consumers of the exported product.
In mst circumstances the strong expectation is that the loss to domestic producers
of exporis will exceed the gain to domestic consumers of the exported good, leading
to & “net” economic loss for the whole economy directly attributable to diminished
export sales,

This is only hailf the story, however. The nature of trade is the exchange of
exporis for imports. I exports are reduced, then, ultimately, so must the imports that
they are traded for, This induced reduction of imports will also have positive and
negative impacts on cconomic welfare. Domestic producers, who compete against
imports, will see their sales and economic well-being rise. Consumers of imports, on

3 For 1 fuller discussion of the economic case for and against free trade, see: U.S. Library of
Congress. Congressional Research Service. Trade, Trade Barners, and Trade Deficits:
Imnplications for Economic Well-Being, CRS Report RL3I0OZZE by Craig Elwelt,
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the other hand, are made worse off as their opportunities to buy the preferred lower-
price forcign goods are reduced. In this case, the strong expectation is that the
economic loss to domestic consumers of imports will exceed the economic gain of
producers of import-competing goods, leading to a net loss to the economy direetly
attributable to reduced imponts,

The combined effect of a net logs from duminished exports and a net foss from
diminished imports must be an unambiguous economic loss ta the overall economy.
This is a fogical cutcome, for if trade is reduced, the “gains from trade” are also
reduced and national economic welfare will be smaller than it would be without
export controls. This total loss, however, is likely to be a fraction of the initial
reduction of export sales, because the resources that produced those exports are not
lost to the economy. They are used less efficiently, but can still be used to produce
other exports or other import-competing goods that improve economic well-being.

This less efficient allocation of economic resources and associated reduction of
the gains from trade, induced by an impediment w exporting, leads to a onetime
reduction of national income. This lowerning of national income 18 called a static loss
and is the standard measure of the ecenomic costs to the economy of a trade barrier.

Estimating the Economic Costs of the EAA. The analytical framework outlined
above suggests, however, that while reduced export sales are the initial effect of
export controls, the ultimate cost (e, static loss) to the U.S. economy from export
controls i& Rkely 10 be a fraceion of the value of lost export sales. The size of thig
fraction is a function of the relative changes in preducer and consumer gains and
tosses which, in turn, are determuned by the underlying charactenistics of demand and
supply i the markets affected.

Evidence from other trade iiberalization or trade restriction initiatives can
suggest the probable range within which the EAA’s impact lies.* These studies show
that multilateral policies, which affect many economic sectors and many trading
partners have typically had the largest impact on economic well-being, with the
national income changing as much as 35% of a given dollar change in the value of
exports. A smaller welfare effect on economic well-being is found for unilateral
podiciesthat work across a narrower spectrum of trading partners, typically generating
- welfare changes of between 10% to 20% of the associated change inexport sales. At
the low end, one recent study of a variety of unilateral geonomic sanctions against a
few small economies found that the US. welfare logs was only about 3% of lost
export sales. .

It seems unlikely that the affect of export controls on U.S. economic well-being
is most similar to diat of a large multilateral trade policy, but neither is it clear that
they would be more Lke unilateral export sanctions. Absent more direct evidence, 2
reascmable conjecture ahout the static welfare loss to the U.S. econormy caused by UL

* The welfare effects of seleaied trade policies are summarized in: U.S. Congress.
Congressional Budget Office. The Domestic Costs of Sanctions en Foreign Commerce,
Washington DC. 1898, Pp, 77-83.
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S. export conirols would be a loss of 3% « 35% of the value of Tost export sales, with
the more probable effect in the middle of that range rather than at the extremes.

To estimate the dollar value of the welfare loss associated with export controls
would also require an estimate of the magnitude of lost export sales caused by that
policy, A study done in 1993 judged that export controls could have caused as litle
as 310 billion or as much as $48 billion in forgone export sales, but the greatest
probabifity was attached to a central range of $21 10 $27 billion.” (To help judge the
relative magnitude of this estimated effect, in 1995 total U.S. exports were valued at
£819 billion}

Combining these two sets of data gives an estimated range for the static
economic weltare loss of U.S. export controls. That range wounld extend from a low
of 500 million (.05 x $10 hillion} to a high of $14 bitlion (0.35 x $48 billion), but
with the greatest probability attached to a central range of about $2 billion { 0.10 x
$20 billion) to 34 billion {4.15 x $27 billion). K may help 1o put these loss estimates
into perspective i ong considers them in relation to GDP. In 1995 US. GDP was
valued at 57,269 billion, puiting the estimated static economic losses{eosts) of expornt
comtrols in a range from 0.007% 10 0.2% percent of U.S. GDP,

Dynamic Lesses. Some economists argue that, in addition to the loss of static
gains from trade, one should add in the loss of dynamic gains from trade caused by
export controls. (n general, dyramic losses could result from a trade barrier causing
a sustained reduction of the economy’s long-run rate of economic growth. Because
a change in the growth rate has a cumulative effect on national Income (in contrast
1 the one-time impact of a static loss), dynamic ¢ffects could, with only a small
annual decrement to the long-run growth rate, add up to a very large long-run loss.
If present, dynamic Josses, perhaps many fold the size of associated static losses,
- could raise substantially the total domestic economic costs of U.S. export ¢ontrols.

[n general, proponents of the existence of dynamic impacts argue that
unpediments to trade causc a degrading of the snvironment for investment and
innovation in exporting industries. This eroding of economic incentives would likely
be particularly important for firms at the technological forefront, whose success may
be tied o capturing large global markets to help spread the costs of enormous R&D
budgets and to generate more opportunities for realizing productivity gains through
“leaming by doing.” More specifically, these ars the types of firms whose products
carry a significant *“dual-use” potential, and would likely be significantly affected by
U.S. export controi policies.

The existence and size of such dynamic effects, however, are more wiceriain
than the existence of static efficlency effects. Mainstream models of economic growth
suggest that the engine of long-run economic growth ig the pace of improvement in
technical knowledge and that such improvement moves at a speed and with a caprice
that is substantially unrelated to economic policies. Despite changes in a variety of
economic policies, including trade policies, the tend growth rate for the US,

¥ Seer Richardson, §. David. Sizing Up U.S. Export Disincentives. Washington DC: Institute
for loternational Economics. pp. 127-131.
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economy has shown little variation over the tast 125 years, with GDP per capita rising
at a very steady trend of 1.8% per year. Trade restrictions and other policies can
tower the level of income, bur, according to mainstream economic models, they do
not permanently change the rate of long-run growth.

The empirical lierature on the trade and growth linkage should be interpreted
cautiously. Many studies have found there to be a relation. But, others have offered
good reasons to think that the relationship may not be particularly robust, Inlightof
all of this, reliance on projected cconomic losses denved from 3 trade barmier’s
possible dynamic cffects may risk overstatement.’

. Sectoral Costs. As suggested above, the direct cost of export controls to

particular firms, industries, and sectors is larger than the net cost to the overall
economy. The open and flexible nature of the LS, economy helps to minimize such
costs, although, significant burdens may st remain. Estimates of lost export sales are
relevant to an evaluatton of the U5, export control regime. Lost sales provide some
ingight into possible adjustment costs and other social costs associated with expont
controls. They may also become useful i any discussion of equity of burden. In
theoty, the federal government can provide compensation to ameliorate the domestic
burden of expont controls.

Economic Impact of Pending Export Control Legislation

This section provides a summary of current bills aimed at revamping U.S. export
control law as well as an observation about of each bill’s likely economic impact.

The Senate.

S. 1712, the Export Administration Act of 1999, As reported by the Senate
Banking Commintee, this bill attempts to strike & new balance in the U.S. export
control regime between national secunty and commercial concerns, S. 1712 would
focus controls on current threats to national security, such as terrorism and
profiferation of weapons of mass destruction, rather than on the fonmer threat of
communism. :

This bill would scek to” reduce the iterns that could be controlled for national
security purposes; ttems that arg avaiigble from foretgn sources or have a mass-market
status would generally not be controlled. The bifl charges the Seeretary of Commeree
with determining on a continuing basis whether any item currently subject to expont
control mects specified criteria for foreign availability or mass market stotus, If
does, the item would be removed from the list of controlied items.

S.1712 would zlso place savern] requirements and prohibitions on the use of
export controls for foreign policy purposes. These include prohibiting the control of
re-gxports, prohibiting the contrel of items subject to a binding contract, requiring

* For a fuller discussion of the possible linkage between trade and growth see: US, Library
of Congress. Congressional Reseorch Service. Does Trade Liberalization Affect the U.S.
Long-run Rate of Growth?, CRS Report RL3IOI7T by Craig K. Elwel]
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45 days notice and consultation before imposing a control, requiring clearly stated
objectives and critena for controls and reporting them to Congress, and requiring the
President to review controls every two years, The bill also streamiines the process by
which regulations for the export of super computers are periodically updated.

it is possible that a more vigorous pursuit of “foreign availability” statug will
reduce the number of items on the CCL. It remains unclear, however, how
significantly this bill would upgrade and expand, relative to current provisions, the
use of the “foreign avatability” criterion for national security purposes. Controls for
foreign policy purpoeses, under currens regulations, niust satisfy explicit criteria,
relating to probable impact and prospect for success, before they are imposed. It 1s
unclear how much this appreciably raises the threshold for requiring an export
licenge.

$.1712 would likely move toward continued liberalization of export controls.
[fthe provisions of the bill have a differential impact relative to current rules, it would
likely be to reduce the number of items subject to US. export controls, increase
U.S. exports, and raise national income (by 2 fraction of the value of those increased
sales). But, the magnitude of these effects is problematic.

3. 798, the Pramote Reliable On-tine Transactions ta Encourage Commerce
and TradefPROTECT) Act. As reported by the Senate Commerce Commitige 8,
798 anthorizes the export without export license of any encryption product that
utilizes 4 key length of 64 bits or kess, Provision is also made for a periodic review
and update of the 64-bit standard so it can change in step with with technological
advances. For encryption products that require a standard license, the bill provides
easier conditions for exporting due to a  streamiining of the license application
process, including, an expanded scope for grasting license exceptions (1.e., exporting
without a license), one-time technical review, and a short 15-day license processing
penod. ’

This hull is 2 significant liberalization of expor controls over 8 subgroup of
controlled ttems. It would likely expand U.S. export sales and raise national income
by a fraction of the export sales increase. From the standpoint of the national
cconomy, the magnitude of these economic effects would Likely be modest.

The House.

H.R. 850, the Security and Freedom Through Encryption (SAFE} Act. The
-five reported versions of H.R. 850 differ in their treatment of sxport controls on
encryption products. As initially reported out of the Judiciary Commitiee, this bill
would have limited greatly the Pregident’s authority to comtrol the export of
encryption products. I that version of the bill, encryption products with 4 key length
of 64 bits or less would be subject to more liberal treatment by expert centrol
authorities, These products would be eligible for an export license exception subject
to a one-time technical review, with the whole application process to be completed
within 43 days. Export license exceptions would be available for encryption products-
that exceed the 64-bit standard, subject to national security goals. (Versions of HR,
850 reported by the Commerce and International Relations Committees arg similar to
Mdisiary’s version) In contrast, the Intelligence and Armed Services Committeey’



CRS-%

versions of H.R. 850 would not explicitly move toward more liberal export controls
on encryption products. Those versions increase presidential authority by allowing
the executive to specify the key length that would be the threshold for waiving expont
controls. Products at or below that key length would be eligible for a license
excepion, subect (o g one-time technical review. Encryption products above the
threshold key length would be subject to normal EAA export license requirements.

The House Judiciary Commttee version of H.E. 850 would liberalize US.
export controls on encryption products, raising exports and national income. From the
standpoint of the national economy, the magnitude of these economic effects would
likely be small. The economic impact of the Armed Services and Intelligence
Committees” versions of HR. 830, that do not expressly liberalize or tighten
encryption export controls, would depend on rule changes mmpletented at the
discretion of the President.

Administration Actipas. On Sept. 16, 1999, the Administration announced
further liberalization of export controls on encryption products. Encryption products
of any length can now be exported under a license exception after a technical review.
Export of any product with a key length of more than 64 bits requires post-export
reporting, however. The prior policy had been o allow export only of encryption
devices with up to 56-bit keys under a license exception after a one-time technical
review,

Caonclusion

The estimates presented above suggest that the ceonomic costs (e, static
losses) of current export control regulations are modest in relation to the overall
econemy. Neventheless, the full significance of that cost, however small the absolute
value, must be accessed velative to the national security and foreign policy benefits
derived from those controls. The benefit of UK, export controls remains a sharply
contested issue and must be evaluated on more grounds than economics.

Pending legislation on expon controls generslly takes the perspective that
controls are too restrictive on U8, international comumerce, and aim to liberalize the -
export control process. That legaslation, if enacted, does not seem likely to cause a
grest deviation from current export control administration, howevet, That would
suggest that the increase in U.S. exports and improvement of domestic s¢onomic
well-being derived from the legislation would be small in magnifude.



EXPORT ENFORCEMENT (’s and A's on HP(s

Have HPCs in Ching been diverted to unaunthorized military end-users or otherwise
expaerted in violation of 1.8, law? [Chapter 4b, Page v ] [Chapter 4, pages 42-50]

Examples provided in the Cox Report as evidence of this are taken from Export
Enforcement cases, In the Changsha case -- and as the Cox Report notes - the Ministry of
Trade and Economic Cooperation (MOFTEC) worked with Cammerce to see that the
computer was returned. The investigation on that case is contiuing.

The other cases involve investigations successfully completed, i which the illegal

shipments occurred between 1992 and 1994,

BXA collects information on how U.S. HPCs are used in China as required by the FY98
Wational Defense Authorization Act. Attachment A provides a breakdown of the uses of
118 HPC exporis from the first annual NDAA report (exports reported for Nov, 97-Nov.
98). The Chart shows that of the 191 HPCs actually exported (as distinet from the NDAA
required notifications prior 10 export, some of which never result in sales) to China, 42%
{79 HPC s) went to commumeations/utilities entities and 23% (48 computers) went to
financial entities. We have ne information to indicate that any of the 191 computers
has been diverfed (o military end-use,

Has only one on-site, end-user verification been conducied in China? Are there
such substantial limitations ou the visits that they are “useless™? [Chapter 4b, pages
47-48]

Post-shipment visits with China have been a goal of the 1.8, since 1983, An End-Use
Visit Arrangement was agreed to in June 1998, The process of identifying items for visits
and conducting visits began in September 1998, At the time of the first annual NDAA
report {mid-November 1998), one visit had occurred. As of April 27, 1998, 5 end-use
visits have been conducted in Ching; 3 of those were on high performance computers,
Clearly, we need to do more, .

Visits under the Arrangement are limited to itams for which the Chinese Ministey of
Foreign Trade and Econoniic Cooperation (MOFTEC) has granted an end-use certificate.
In January 1998, BXA revised its regulations o require that more HPCs be covered by
end-use certificates. (Through these certificates, MOFTEL vertfies the truthfulness of the
end-user statements and assures us that the HPC will not be reexported to third countries.}
There is a lead-time for this regulation to take effect, and we are just now beginning to
receive reports on compulers exported under this new requirement, With more computers
covered by certificates, we should now be abie to conduct more visiis.



The other limitations cited by the Cox Report are rhetorical rather than substantive. China
can decline a visit, as can any couniry, but there arc consequences attached to that action,
such as license denials. China reserves the right to “invite” U 8. Government officials to
participate in visits, but no visit has occurred without U.S. Government participation.
Inspections cannot occur until six months afler the item is received, but we have found
based on experience that the endwuse generally cannot be determined for six months after
receipt since it takes time to get the item to its ultimate destination, mstatied, working and
used. In addition, U.8. companies may require payment in full before releasing the item to
the customer. “

The end-use visits are still at a heginning stage. We are continuing discussions with the
Chinese on enhancing the process incleding increases in the number of end-use
visits in order to mest NIDAA requirements. We have told Chinese export contral
officials at every opportunity and at every level that a strong trade relationship
with the U.§, depends on confidence-building measures ke the EUVA, Although
the process is not perfect, it is a start, and the Chinese have been cooperative,

Is the Cox Report corvect in stating that BXA can verify loeation bat not how a
computer is nsed? Further, the Cox Report cites GAO/NSIAD 98-196 to the effect
that PSVs are not effective with HPCs. Is this true? [Chapter 4b, pages 47-48]

End-usefend-user verification 1s effective when properly targeted, Export Enforcement at
the Department of Commerce has been dirgoting and ¢onducling end-use checks
worldwtde for over 20 vears. The Congress also apparently believes end-use
checks on HPCs are effective since they mandated them on all computers over
2000 MTOPs,

There is no way to tell with certainty how a HPC is being used. Rather, Export
Enforcement relies on the expertise of its agents. Export Enforcentent has placed w
FCS-Beijing a senior criminal investigator to handle both pre-license and post shipment
cheeks, This special agent (who spent 5 years ag an Export Control Attache in
AmEmbassy Stockholm during the Cold War) uses his training and skills to examine
aspects of the licensed transaction to arrive at an informed judgement as to the bona fides
af the end-use and end-user. The kaowledge and experience of this agent allows the UL.S.
government to make informed judgements on license transactions for China, including
those where an end-use check is appropriate.

The Cox Report notes three metliods recommended for enhancing computer
verification: tagging (to provide information on logation); remete mouitaring and
technical safeguards such as operating systems that could enly run pre-approved
programs; and focusing controls on services that provide unique support io the
PR s defease capabilities.  1}o you plan te implement these recommendations?
{Chapter 4b, pages 88-94]



While we continue to consider these proposals, our initial judgement is that, on the whole,
they would not be helpful. Several of the technical verification suggestions would make
US machines commercially unattractive and would have the same effect as simply
restricting their export. Moreover, they may not swark. There is an ongoing debate about
whather alterations can be done in a way that can't be easily defeated.

Mare important, there are many ways to obtan computer capabilities for illicit purposes
thal do not involve exports, One is to obtain them in the US, set up a research facility
here, do the research here and export the data. Exports of controlied data require
licenses, but the reality is that it is easier to export the data illegally than it is to export the
computer illegally. Another way would be to buy time from a university or other
institution and do the work through remote access, We can never be completely certain
about how every one of our computers is being used, which is why the Administration has
been instrumental in developing & more reslistic policy for controlling them.

Export Enforcement believes that uts resources are being wasted trying to confirm end-use
by visiting all computer exports over 2000 MTOPS (to Tier 3 countries, including China).
Resources would be better spent if Enforcement persennel had the suthority to use their
professional, law enforcement expertise to follow tips and leads rather than conducting
checks on low level computers in well known, benign locations.

The Cox Report contains a list of Chingse entities that have acquired 118, HPCs and
states how Chinese military projects might use the computers.  {Chapter 4b, Page
§]. The entitics listed are:

Reijing Hoasan Computer Co., Ltd.

Chinese Academy of Sciences Computer Network Information Centey
Chinese Academy of Sciences, Instilute of Atmospheric Physics
Changsha Science and Tech Institute

Huapu Information Techuology Company

Qinghuoa University Cemputer Center

204 Institute of China Aerespace Corporation

Nantian Electric Information Group

Are these entities using U.S. HPCs for Chinese military projects?

All of the above except the Institute of Atmospheric Physics were in the BXA report
nvandated by the National Defense Authorization Act of 1997, {Our report also bsts the
State Key Lab Atmospheric Sciencs and Geaophysical Fluid Dynamics Inst, of
Atmospheric Physies, which may be the entity the Cox Report refers to as the Institute of
Atmospheric Physics.) The BXA report was provided 1o Congrass in instaliments in 1997
and early 1998,

There is no evidence that the computers are being used by these entities for rulnary



projects. BXA was concerned about the computer for Changsha Science and Tech
Institute. The computer has been retwrned with MOFTECs cooperation, That matter is
under investigation, '
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The globalization of the commercial sstellite indusiey is 4 positve and powerful development at
the dawn of 8 new century, Satelites launched {rom the United States, Eorope, Russta ond
China allow people everywhere — through television, telephones, paging and mpany other
electronic means -- to share idess, infarmation and espirations. They are powerfil multipliers of
{ree speech and thought, The United States is the world leader in satellite technology. But we
lack the launch capacity to meet the demand for our satellites. And other nations can launch
them more inexpensively. In 1988, President Reagan approved the export of U8, satellites for
jaunch by Chinese rockets -~ a policy that has enjoyed broad bipartisan support. Siuce 1889,
approval of icense applications for cormercial satellite jaunches on Chinese rockets has g
reqaired a Presidential waiver of the Tiananmen Square sanctions. The Bush Administration
issued three waivers in three years for nine satellites. The Clinton Administration has issued ten
watvars over five years for eleven satellite programs. Euch of these waivers was scrutinizedd to
eosure consistency with our nonproliferation goals and each was reported to Congress.

The benefits of licensing commercial satellits launches by China are clear, This program
enhances American competitivesess by increasing our launch capacity and lowering the cost of
launches while bringiog tremendous benafits 1o consumers {greater cell phone, pager and
satellite television capacity.) It furthers our efforts to stop the transfer of migsile technology to
third countries by providing incentives for China to observe non-proliforation nonws. It can
beam objectve sources of information and democratic values into Ching -~ some of the very
satellites China sends into spuce send back CNE and other western television programroing. Am:i
more hrméiy, it serves our policy of engagement with China, which 15 expanding cur
cooperation in areas important to the satione! interest {such as stability in Asis; preventing the
spread of weapons of mass destruction; combating international crime and drug trafficking;
prowecting the environment; promoting trade and creating jobs) while piving vs oppartunities o
deal forthrightly with our differences (such as human nghts )

Misleading nows reports and musinformation now surraund the policy of Hicensing the launch of
U.S. cowmercial satellites on Chinese rockets. To set the secord straight, bere are the facts:

THE LICENSING PROGRAM

L Allegativw Licensing the faunch of U8, commercial saisllifes by Chine results in a tromsfor
of rechmclogy that threatens 1S, security.

The Facts: None of the satellite licanses or waivers suthorizes the wansfer of sensitive
missile technology to China. All are for corimercial satellites, subiect 1o careful inter-
agency scrutiny by the Department of Defense, the Department of State, the Arms
Contral and Dsannament Agency (ATDA) and the Department of Commerce and are
subject to st controls end safeguards, The current safeguards molude 2 detailed plan
for shipping the satellite, a detailed opergtional security plan for the satellite while in
China awaiting lsunch, and approved proceduces for the supervised mating of the satellite
to the faunch vehicle. In addition, the plan includes Defense Deparument monitoring of
techaical meetings botween the US, company and Chinese launch officialy, and of the
launch itself The conditions unpoesed on companies that use Chinese rockets for satellite
launches requite that there be no improvemoent in Caing's missile capabilities,
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2. Allegation: U.S. policy ragarding the export of satellites to Ching has put US. cities at risk
Sfrom Chinese ICBM. .

The Facts: Ching's Inter Continental Ballistic Missiles {i{i}}\di) have had the range and
accuracy o reach ULS, cities since they were first deployed in the early 1980s. Thus, this

capability existed before President Reagan approved the first exports of satellites to China in
1988,

THE LORAL LICENSY,

3. Altegation: The waiver granted to Loval subsequent to the start of a Justice Department
investigarion into whether Loral illegally fremsferred technology to China was gremied over the
vpposition of Justice and compromised 1.3, national securily,

The Facts: The Cliaten Administraton did not “overrule” or Vignore” hustce
Department views, nor has granting the license compromised U8, nntional scourity.

In 1992, Presidant Bush granted a waiver which permitted the Loral Corporation to
Jaunch a coramercial commupications satzllite on a Chisese yocket. The launch took
place in February 1998, but the rocket exploded and destroyed the satatlite. Loral and
another U.S. company allegedly wotked with the Chincse £ determine why the explosion
occurred and how to prevent such accidents in the foture. Any analysis of a launch
fatlure would have 1o be separately authorized by State and is not anthiorized in State or
Commerce licenses for the lasoch of comuercial communications satellites. The Justice
Departument is investigating whether, in any such reviow technology or know-how may
have beeag ilepally given to the Chinese.

Whaon the State Department recommended a waiver for another Loral satellite in 1998, 1t
noted that an investipation of Loral was under way. The White House therefore took the
added step of asking Justice for its views on the request. The Justice Department raised
cancerns about the potential impact of the waiver oo its ability to porsuade a jury to
canvict Loral in the event that the incident watrants prosecution. ‘

The Justice Department views woere weighed curefully by the President against factors
which supported & waiver: (1) the State Pepartinent recommended that the walver would
Gt in the national trterest, and State and the Depactinent of Defense found that the lisense
refirenced in the walver contained the safeguards necessary to protect the national
security; (ii) the licensing request was for a commercial satellite export, not for the kind
of setivity (luunch-fatiors analysis) for whiech Loral was being investigated,; (if) the State
Department has 2 Jong-standing practice of considering license applications on a case-by-
case basis i3 accordance with normal procedurces for individuals who may be subject to
criminal investigations but have got bees indioted; and (v} if an Investgation leads o
indictment license revocation and other setious penaliies may be imposed.  1n balancing
all these faciors, the President docwded to approve the waiver,


http:vie:v.rs

JUN-D2-98  14:27 2024505178 : P Bt §-543 Jor-§§1
NEsLZADE 02:2 oreerisseiid X5C LEGISLATIVE 216047015

3

This is how decisions io povernment ace made - balancing the views of alf relevant
agencies and then making a broader judgoient based on overall pational interests, The
PIOCEss was transparent and open.  Agencies responsible for our nutional seourity
reviewed the request, the White House took the additional step of asking Justice for its
views aad agency considerations were reflected in a memorandum for the President.

TRANSFER FROM STATE TO COMMUERCE

4. Allegation: The State Depurtment opposed the 1996 rransfer of Hcensing jurisdiction for
commercial satellites to the Commuree Departrment,

The Facts: Presideat Clinton’s decision to transfer Licensiag junsdiction over
commercial satellites w Comuerce curne at the end of 4 S-month process. [t itmately
enjoyed the consensus of Comuseree, State and Defense because it provided for
continued State licensing of technical data and assistance related {o launch vehicles, and
because of additional procedural protections added o the Commercs lcensing process.

Under the approach adopted in 1996, Defense, State and ACDA sti)l review all proposed
commercial satellite exports to ensare that they are consistent with U.&, national security.
If anv of these agencies disagrees with a proposed export, it can block the license and put
the issue into a disputs resolution process that can ultimately rise to the President.

The decision to transfer jurisdiction was part of a broader, bipartisan effort supported by
the Reagan and Bush Administrations ta move primary authority for licensing essentially
commercial items to Commeree in order both to streamline the process and make it more
transparent to exporters, aud where such transfers could be made 1o a manner fully
consistent with nationsl security interests. Commerce applies stricter deadlings that are
better suited for comraercial products.

The shift of jurisdiction from Siate to Commerce was also supported by majorities in both
Houses of Congress. Heginning in 1990, both Houses repeatedly passed bills specifically
mandating the shift of jurisdiction over commercial satcllites to Commeice {although
none of those bills became law) Indeed, at the time of the President’s deciston in 1996,
this same provision was being prepared by Repoblican Congressman Toby Roth for
intraduction in now legisiation: The President’s 1996 decision followed the intent of
such legisiation, while adding national scourity safegnards —- such as a strengthened role
for Defense and State -~ that were not included in the legislative proposals,

Prior to and independeat of the shifting of commercial sateliite jurisdiction to Commerce,
the President in December 1995 issued an Executive Order expanding the riglt of the
Departments of State, Defense, Energy und ACDA o 1eview all dual-use export Heoense
applications, mcluding commaeraial satellites, Previously, these agencies reviewed only
certstn dual-use applications. The President took this action o ensure that all zgencies
would have the oppormunity o review all license applications.

It 15 slso worth soting that in the case of the 1998 Lovad walver, as in the cwsg of most
commercial satellite exports 10 Ching, a separate State Uepartment license was still
required because the exporter proposed 1o gansfer technology controlled by State
regardmg the integration of the smiellite o the rocket,
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8. Allegation: The 1996 transfer of Licensing jurisdiction from State 10 Commerce created a

national seeurily sievwe decause the Conunarce Department has madeqwzw safeguards to prevent
the diversion of chial-use technology.

The Facts: The President’s decision in March, 1996 to give the Comimerce Departnent
. junsdiction over eommercial satellite exports did not decontrol the export of satelites nor
allow the transfer of sensitive satellite technology 1o anyone,

The Departmant of Dofanse, the State Department and ACDA still review proposed
exXports to gnsure they are consistent with U S, nattonal secusity and foreige policy
interests. The same strict safeguards are now required {Or Commerce-licensed
commercial satellites as were reguired for satellites licensed by the State Depaniment.
The safeguards include & detailed plan for shipping the satellite, a detailed operational
security plan for the satelitg while in China awaiting launch, and approved procedures
for the supervised mating of the gatellite to the launch vehicle. In addition, the plan
includes Defense Depariment mognitoring of technical meetings between the U S.
company and Chinese Izunch officials, and of the launch itself. The wogditions ;mpeseé
on companies that use Chinese rockets for gatellite launches require that there be no
irsprovement in China’s missile capabilities.

As previously ooted, the President’s decision was the culmination of s long inter-agency
process in which national security concorns of all agencies were addressed, teading 1o
their concurrence in the final decision. The impetus for the jurisdiction change dated to
the Bush Administration and was reflected in repested votes by Congress to mandate
such a change. Prasident Clinton’s degision effectuated the change only afier procegduses
were agreed upon to ensure sopsistency with nationgl security interests,

CAMIAIGN CONTRIBUTIONS

6. Allegation: Loral's campaign coniributions influzriced the President's decision 1o grant if
export waivers, including the watver subscguent to the start of the Justice Departinent
investigation, and also influenced the President’s decision to iransfer licenxing jurisdiction from
State to Commeree.

The Facts: No cawnpaign comributions afiected decision-mnaking on U.S. fureige policy
or natonal seonrity,

The policy of Heensing U.S. commercial sawilites to be lsunched by Chinese rockess is
bipartisan and pe-~dates the Clinton Administration. It was instituted by President
Reagan and further implemented by the Bush Administration. The Bush Adminsstration
approved three watvers over three years for ning U8, satellites to be launched from
China; the Clinton administration has approved ten waivers over {Ive years covering
eleven saicibte programs.
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Each wasver approved by President Clinton was based on a recommiendation from the
State Department or the Commerce Department. Each license under these waivers was
approved after careful interagency teview that including State, Defense and ACDA. The
deasion-making process flows from the bottom up ~ a reguest for 1 license is made by
the company to the relevant government agency {(State or Conunerce), which then solicits
the views of the other relevant agencies on the pending license application. Once the
interagency review process is completed and the lcense is ready for approval, a
recommendation ig made to the White Houge concerning whether o watver of Tiananmaon
sanctinas is in the “national interest,”

Similarly, as detailed sbove, the decision to wansfer jurisdiction over commercial
satellites from Statz i Commuee was the product of an intessive six moath inter-sgency
review provess and was preceded by similar effonts in the Bush Administration and in

R Congress. During the decision.-making process, the sateliite industry strongly supported
the change in jurisdiction, ag it had done for & number of years .

There is sbsolutely no connestion betweeo any campaiga contributions and U8, poiicy:
Theie is no evidence of such o nexug, nor hag it been alleged on the basis of any facts. It
simply did not ocour.

7. Allegation: Imra-government ¢-mails and memoranda regarding the 1998 Loral licansing
request comvey a sense of urgeney that was based on Loral’s pleas for a quick decision and
suggest political pressura,

*The Facts, Loral’s interest in prompt action on its 1998 licensing request had no effect
on the substance of the Administration’s licensing process or any effect on national
security, '

American companiss that need U8, government approvals for business transactions
shouid be able to expect an expeditious response, sypecially if they are operating under a |
speeific deadline. They are not entitled to & positive response, but o a timely one.

in the case of the 1998 Loral request, the Administration was aware of a deadline with
waportant commercial implications and so tried 1o be responsive. But the decision
whether or not to grant the waiver was baged on the judgments of the agencigs iavolved
in reviewing the Heense and recommending the waiver. In fact, the Administration”s
decision occurred afler the commercial deadlines identified by the company had passed,
as government officials continued to gather the isformation needed to mazke an informed,
judicions decision.
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The Export Administration Act: Controversy and Prospects

Summary

The Export Administration Act (EAA} awaits Senate consideration as the 106"
Congress draws to a close. Since the expiration of the Act in 1994, provisions of the
EAA have been continued and modified by executive order and congressional action,
The difficulty in passing the reauthorization of the EAA has resulted, inpart, fromthe
continuing tension between national security and commercial concems. Industry
groups, proponents of heightenad export controls, the Administration, and Congress
have all participated in the reauthorization debate.

Export control legistation gives rise to difficult questions that are integral to the
working and efficacy of the export control system. The first question 15 the extent
to which echnologycanbe controlied. Industry groups contend that information age
tagh-technology is virtually uncontroliable. For this reason, industry supports mass
market and foreign availsbility criteria in the EAA reauthorization legislation 10
restrict controls on widely available products, Others contend that these critenn
would gut current.expart control laws. Industry officials also state that exports of
high techinology enhance national security by providing funds for R&D with military
applications, Opponents of this position claim that if additional funds for military
R&D are necessary, Congress should appropriate funds, Industry uses the exponential
growth in computing power to Hlustate the necessity for an updated export control
system,

A second question concems the target countries on which export controls are
imposed. This question involves two sections of the EAA. Foreign policy controls
impose sanctions on countries for behavior the United States considers unacceptable,
Debate over this provision echoes debate on the efficacy of economic sanctions,
Discussion of multilateral controls reflects the belief that the current regime (the
Wassenaar arrangement) is an ineffective tool to control dual-use exports. Pelicy
differences over multilateral arrangements arise over whether the U 8. should impose
unilateral controls as an example for other countries to follow or only impose controls
in conjunction with ather major exporting countrics.

A third question is whether the current bifurcated export control system is the
optimal administrative arvangement n the post Cold Warworld. Critics of the current
process contend that national security interests are harmed by the current procedures,
Industry spokesmen approve of the Commerce Department’s role in dual-use exports,
but want further streamlining of the process. Other policy prescriptions have been
aired such as merging all export control functions into one agency or de-emphasizing
the Jicensing process.

Congress has numerous options concerning export control. It can maintain the
status quo, resurrect the expired EAA, consider pending legislation {S.1712},
legislate piccemeal revisions or policy prescriptions, work o erect stronger
multilateral controls, or ¢ngage in & more comprehensive review of export control
laws, or some combination of the above.
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The Export Administration Act:
Controversy and Prospects

The expon of dual-use commodities, iems that have both civilian and military
applications, is regulated by the Export Administration Act {EAA) of 1979, now
expired but contimied by executive order.’ The Act authorizes the President to
control exports for national security and foreign policy considerations, to negotiate
multilateral controlarrangementsand to issue anti-boyeott regulations to prevent U.S,
comparnies fromadhering to foreign baycotts, The Act provides for classification and
licessing of dual-use exponts by the Commerce Department’s Bureau of Expornt
Administration (BXA), The EAA only controls dual-use ttems; munitions and non
dual-use nuclear proliferation articles are controlied by the Department of State and
Department of Encrgy, respectively.

The EAA is the statutory authority for the Export Administration Regulations
(EAR). These regulations esiablish the framework for regulating exports of dual-use,
potentially sensitive cormaodities, software, computers, and technology. Exportsare
restricted by ftem, country, and entity, There are approximately 2400 items on the
Commerce Control List forwhich an export license may be required.” Since the most
recent expiration of the Act in 1994, implementation of the EAR and provisions ofthe
. Act have been continued by a presidential declaration of a national emergency under
the National Emergency Act’ and by the authority of the International Emergeney
Economic Powers Act (IEEPA).?

The House of Representatives inthe 1047 Congress attempted to reauthorize the
EAA. H.R. 36] was passed by the Heuse, and hearings were held by the Senate
Banking, Housing and Urban Affairs Comminee, but no further action took place.
During the 106" Congress, S. 1712 was crafted by the Senate Banking Committee.
Hearing were held and the kgislation was reported out of the Senate Banking
Committee unanimously on September 23, 1999, It was placed on the calendar, yet
holds have been placed on the legisiation pending resolution of concemns expressed
by four committee chairmen.” On September 25, 2000, the House of Representatives
passed by voice vote H.R. 5239, 2 measure to restore the penalty and confidentiality

1P.1.96-52, 93 Star $03(1979), 50 U.S.C.2401, ef seq,

? The Export Administration Regulations are located in the Code of Federal Regulations at
15 CFR 730-774; the Commodity Control List is located at 13 JFR 774,

P P.L. 94-412, 90 Stat, 1255(1976), 50 U.S.C.1601, et seg.
fP.L.95-223, 91 S, 1826 (19773, SO USC170, ot yeg.

* For details on this legistative activity and specific provisions of §.1712, see Elwell, Craig,
Jeanne Grimmett and Robert Shuey, Export Administration Act Reauthorization, CRS Report
RL3G169, April 28, 2000,
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provisions of the expired EAA, The measure was referred to the Scnate Banking
Commitiee and o was discharged to the Senate floor by unanimous consent on
October 11, On the Senate floor, an amendment to reavthorize EAA forone year was
introduced by Senator Gramm and cosponsored by Senator Enzi, This amendment,
passed by unanisnous consent, remaoves all provisions of the House legislation. The
engrossed legislation now will be considered in Canference.

The difficulty in passing the reauthorization of the EAA has, in part, resulted
from the continuing tension between natikonal security and commercial concerns. In
addition, the 1979 Act, itself descended fromthe Export Controf Act of 1949, reflects
thi: strategic priondes of the Cold War: the desire 10 restrict exports of sensitive
goods and technology to the Soviet Bloc. The Act is widely perceived to need
revision to account for changing economic and intemational security concems, 1n
addition, the enforceability of the Act has come inte question. The manner in which
the Export Administration Act is revised may have far-resching consequences for
America's security. The resulting controls may also affect domestic high-tech and
defense industries and employment,

The Administration, non-governmental organizations (NGO} promoting non-
proliferation, nutional security experts and industry lobbyists all look to Congress to
adapt an export control strategy through reauthorization of the EAA. This paper i
designed to identify the various stakeholders in this debate and to caontrast their
principal thematic argumentsand claims. Italso discusses altematives and eptions for
Congress,

Status of Export Administration Regulations

Since the last expiration of the EAA in 1994, the Export Administration
Regulations have heen kept in force by the declaration of an economic emergency
under the MNational Emergency Act and by the International Emergency Economic
Powers Act (IEEPA). This declaration, first announced on August 19, 1994 by
Exscutive Qrder 12924, must be renewed every six months. While the EAR remain
in force, centain penalty, enforcement, and procedural provisions now are under the
controlling authority of IEEPA, For example, Commerce Departiment officials must
now be deputized as Special Deputy U.S, Marshals in order to conduct enforcement
action. Penalties under the EAA, themselves atrophicd by inflation, have heen
replaced with cven weaker penalties under the IREPA. Also, the IEEPA daes not
prectude judicisl review of application decisions®, nor, according to a recent Florida
distriet court decision, does it protect the confidentiality of license applications and
enforcement actions.” This decision may prove to be a harbinger of further legal
chatlenges to the administration of EAA through 1EEPA.

* Spawr Optical Research, Inc. v. Baldrige, 649 F. Supp.1366 (D.D L. 1986).

T+ Reinsch S:s.ys {Count Ruling on Licenss Data Shows Need for EAA,” 18 Iaside US. Trade
9, July 14, 2000; Times Publishing Co. v. U8, Department of Commerce, 1.5, Distri
Court for the Middie Disirict of Florida, Case no. 8:99-0v-2100-T-26B, June 28, 2000,
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Other diserepancies between EAAT9 guidelines and IEEPA activity have
reflected the increased operating authority undertzken by the Administration over
time. Inaddinon, the Administration has been able to exercise greater latitude inthe
application and enforcement of the export regulations than would be the case under
arcauthorized Act, Forexample, Executive Order 12481, issued December 6, 1995,
implemented an expedited time-line forapplications under consideration,® thus aliering
the consuftative review process among the departments in cases of disputed
applications.  The Administration alse completed a rewrite: of the Export
Administration Regulations in 1996 that was designed to simplify and streamline the
export control pracess.’

Congress has also madified export regulations and procedures. In response (o
revelations of improper transfer of space and satellite technology o the Chinese,
Congress moved the authority to issue licenses for satellite exports from the
Deparunent of Commerce back to the State Department.® Subsequent complaints
from the satetlite tndustry about the slowdown in the regulatory approval process led
in May 2000 1o the introduction of legislation in the House of Representatives (H.R.
4417} 10 move authority to license satellites back 1o the Commerce Department. '

In addition, Congress has acted to tighien exports of computers in the 1998
National Defense Authorization Act. The Act gstablished performance levels shove
which no computers could be sold o certam fugh risk countries without a license or
the concurrence of the Secretaries of Commerce, Defense, Energy and State, The
Prasident, in consultation with these agencies, may raise theoretical performance
levels to account for advances in technology.” These changes take eifect 180 days
after the President has submitted a report to Congress justifying the new levels." This
year, the House and Senate have passed amendments to the 2001 National Defense
Authorization Act to reduce the review period for MTOPS adiustments from 6
months to 60 days."

¥ v administration of Eﬁpi}n Controls,” Executive Order 12881, December 6, 1995,
* Q1 Federal Register 12714, March 28, 1966,
9 £999 Nattona! Defense Autherization Act, P.L. 103261, 22 US.C. 2778, note,

" This legislation has been refested 1o the House International Relations Commintee and the
House Armed Services Committee. No action has been taken on the bill by either committee.

¥ The Act mandated license thresholds for MTOPBS (millions of technical operations per
second} levels above 2,000 for military and 7.000 for civilian use. President Clintor’s latest
determinstion has ended the distinction between civilian and milltary users and raised the
MTOPS level threshold to 28,008 for ter [T countries. MTOPS is & measurement usad to
assess computer power.  See, The White House, “Letter to Congress on Notifieation
Procedure for Compuiges,” August 36, 2000,

¥ 36 U.8.C. app. 2404 note. The EAR divide countries int tiers for the purpose of assessing
the risk of computer exports. Countrigs affected by this Act are Tier Il countries. They
include states that are former or potential adversaries, or are located in world troublespetx:
Russia, China, Israg), Indls, Pakistan, South orea, ote,

" 146 Congressipsial Record H3317, May 18, 2000; 146 Congressional Record $6497, July
1d, 200 :
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; The Stakeholders

There are four pringipal participants in the export control debate: industries
whose products are subject to control, certain national security and non-proliferation
experts, various federal agencies assigned an expon control function, commitiees of
Congress with jurtsdiction over export controls and other committees with oversight
of national security agencies. Agricultural and union interests have waken an interest
in previous EAA reauthorization attempts. These groups, however, have not been
active in the deliberations over 8. 1712 in the 106™ Congress.

Industry

The EAA reauthorization legislation in the 106® Congress has been of'major
interest to six high technology and expornt-intensive industries most affected by curmrent
export controls.  The computer, software, telecommunications, satellite, machine
tools, and aerospace mdustries, individually and through such associations as the
Computer Cozlition for Responsible Exports, the Satellite Industry Association and
the Association for Manufacturing Technology, have testified and lobbied Congress
on the need for new export control legislation, They claim to represent some of the
most dynamic and competitive sectors of American industry, and they petition
Congress for more venues to compete with what they consider cutting-edge products.

The value of total goods exported to controlied destinations was approximately

§20.0 billion representing less than 3% of U.S. exports in 1998, Exponts to China
represented over 70% of the total with a value of more than $14.0 billion.
While the overall value of U8, exports to vontrolled countries remains low, these
exports are becoming increasingly important In certain economic sectors. Capital
goods, including machinery and transportation equipment represented over 30% of
the value of licenses approved in 1998.1° Industrics such as computers and aerospace
teport that they expornt large percentages of their production, but their exposure to
controtied markets remains unclear, “

.

Heightened Control Advocates

This group is primarily comprised of certain national secunty experts who
advaogate strict controls on technologies and dual-use items that can aid potential
adversaries to construct nuclear, biological or chemical weapons and missiles. They
also advocate the restriction of exports to countrigs that support international
terrorists. They would Like these materials kept away from the ‘countries of concern™
Cuba, lran, Iraq, Libya, North Korea and Sudan. They are especially concemed with
the potential uses of this technology in China, as well as for the possibility of diversion
frows China {o other nations. These advocates range from those who view trade as
a means o voice dissatisfaction with another country’s policies to those who could
suppart export control fegislation with added consultation or safeguards,

* BXA Annual Report-1999, [hap//www . bkadocgovipressipublications/S9annreport/]
Chapter Z and appendix.
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The Administration

The Department of Commerce is responsible for regulating dual-use exports
under provisions of EAATY, DOC consults with other members of the national
security community on Hoense applications and commodity classifications,  The
Defense Threat Reduction Agency in the Department of Defense conducts national
security reviews for license applications referred from Commerce and State. The
Deparment of Energy also reviews dual-use license applications referred by
Commerce for nuclear uses and nuclear end-users, and # and the Nuclear Regulatory
Conunisston loense exportation of nuclear matenals. In addition, the Office of
Diefense Trade Controls at the State Department administers the Intemational Trafiic
in Arms Regulations, Through the Munitions List, this agency regulates the traffic in
weapous.

The Bureau of Export Administration {BXA) is charged with administering the
export control regulations within the Department of Commerce. [n FY 1999, 12,650
Huenses applications were submitted to BXA. Of these applications, 86% were
referred to ather agencies for review. BXA acted on 12,598 spplication in FY1999;
approved 9,311(73%), denied 1,160 (9%, and returned 2,124(16%) licenses.”™ The
gverage processing nme for license applications was 40 days, a length of tme that has
gradually increased since FY 1996 when the average duration was 26 days.

There have been subtle policy differences within the Administration on EAA
reauthorization. The Defense Department has supported the ‘carve-out” of ¢ritical
technologies from certain provisions of the legistation.'” The Commerce Department
has expressed satisfaction with the cumrent system of Heense referrals and commadity
classifications, a system implemented by executive order after EAAT9 expired. ' Some
phservers have noted the Administration’s greater latitude in administering export
controls through IEEPA and claim that the Administration prefers this operating
model to new statutory constraints imposed by new Jegislation,

Congress

Under the Senate Rules, the Banking, Housing and Urban A ffairs Committee has
jurisdiction over expert comtrol.'® In the House of Representatives, the Inemational
Relations Comumintee has jurisdiction over export controls, but the committee did not
consider legislation in the 106™ Congress.™ Several other Senate comumittees have
alse expressed an interest in export controls,  The Armed Services, Commeree,
Foreign Relations, Governmental Affairs and Intelligence Comumittees have all held

1% BX A Annual Report- 1999, [huy//www.bxa.doc.gov/press/publications/99annrepart/ann99
chapd.htmll. Applications are often returned without action if no license is required.

17 See below, p. 7.

# v s dministration of Export Controls,” Executive Order 12981, December 6, 1945,
" Standing Rules of the Scoate, 23, 146, )

® Rules of the House of Represematives, Rule X, clause (1 XiX4).


http://www.bxa.doc.govJpress/publicationsl99annreportiunn99
http:lieenses.16
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hearings, ot conducted oversight over executive departments that are c:zmsl{iarc{i
stakeholders in the legislation.

S.1712 provides reporting mechanisms and standards to evaluate multilateral
export control regimes and the adherents of these regimes. These criteria are
designed 1o strengthen and provide uniformity to the export control process. They
may also implicate issues relating to defense and foreign relations. The Chairmen of
the Armed Services, Foreign Relations, Governmental Affairs and Intelligence
Cengimes have placed holds on 8. 1712, preventing iis consideration on the Senate
flcor. ‘

“

Vexing Questions

The debate over the resuthorization of EAA has raised difficult questions that
underlie imporiant aspects of export conwol policy. Some questions that merit
consideration in context of the debate include whether technology can be meaningfully
controlled, to which nations should controls apply, and whether the current diffuse
export contral licensing system is optimal for the 21* century.

Controllability of Technology

Underlying one of the major debates concerning the reauthorization of the EAA
is the question of the controilability oftechnology. Both EAA79and 81712 attemnpt
1o qualify the circumstances in which ttems can be controlled for national security
purposes.  ltems controlled for national security purposes are placed on the
Commodity Control List {CCL) [the National Security Contrel List (NSCL) in §,
1712}, The Foreigh Availability provision in both EAA and S.1712 and the Mass
Market provision in $.1712 attempt to balance the sensitivity of an item to U.S,
national secunty interests with the ability to obtain these tems from other sources,

The EAA defines an item as having foreign availability if that item or a
substantially identicat article can be purchased outside the United States by a
controlled country in sufficient quantity or quality such that it would render controls
on the item meffective. S, 1712 also adds price competitiveness as a criterion for
determining foreign availability, ¥ Determinations of foreign availability are made by
Technical Advisory Committees consisting of officials from the Commerce, Defense
and State Departments as well as industry representatives. S. 1712 replaces these
committees with an Office of Technology Evaluation,.”

In addition to foreign availability critena, 8.1712 also provides a new criterion
to test items for mass market characteristics. 8. 1712 defines an item as having mass

" «Expart Contrals: Sen. Enzi Says Fellow Republicans Seeking To Shut Down High-Tech
Exports,” |7 Internationul Trade Reporter 663, April 27, 2008,

“PL.96-T72,93 $102.503, 509 8. 1712, Sec. 21 {dH IHAMCY, The .&‘xporm;fm;m;m:m
Act of 1999, Report 186-130, p. 10,

2P L9672, 93 St 503, 510, 81712, Sec, 214,
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market characteristics if the good is sold in exensive volume © multiple buyers, if it
has a wide distnbution network, ift can be shipped by normal means, or if it can be
utitized for its intended purpose with litle alteration.** Articles that are found to have
mass market characteristics would not be placed on the NSCL. '

' The six major industry groups that have taken active positions on legislation to
replace EAAT9 consider the adoption ofthese provisions as the key benefit of 8.1712.
The mass market and foreign availability concepts are integral to their contentionthat
the flow of technology cannot be effectively controlied and that cur dominance of
cutting-edge wechnology can no longer be assumed. According to their arguments,
unjlateral controls will not stop other countries from obtaining cutting-edge
technology. Advocates of this viewpoint claim that “couniries of concern” will simply
abtain this technology from other nations. This view regards current multilateral
controls on dual-use articles {the Wassenaar Arrangement)™ as ineffectual. From this
perspective, only American business suffers fronithe unilateral nature of U.S. export
controls, fn the process, foreign business wins new markets or gains an incentive (o
enter new markets.

According to the industry position, unilateral export controls are also becoming
increasingly unworkable as the economy undergoes globalization. The current expont
- contro} system s predicated on goods being manufactured or assembled in one
countey. [n many industries, however, component parts are manufactured worldwide
and are considered commodities. If these parts are not available from one source on
a timely basis, they can be obtained elsewhere.” Purchasing managers at Daimler
Chrysler Aerospace, for example, reportedly have been instructed to reduce
dependence on American components for defense and space technology products
because of delays associated with American licensing procedures.”

(ther participants in the export control debate are concemed about the mass
market and foreign availability arguments advanced by industry proponents. Critics
charge that the mass market standard would effectively nullify the whole U.S, control
reginic by decontrolling any item that met the criteria under the law. They assert that
virtually any product, including dual-use items used for proliferation purposes, would
qualify for mass market status. Stmilarly, as one non-proliferation advocate testified,

PRI, Sec. 211 (dHZHA) (D) Report, .11,

#* For more on multilsteral dual-use controls; see Grimmett, Richaid ¥, Mifitary Technology
and Convenlional Weapons Expory Controls: The Wassenaar Arrangement, CRS Report
RB263517, March 27, 2000,

¥ For examples of thig argument see, Prepared Statement of Dan Hoydosh, co-chairman of
Comparter Coalition for Responsible Exports, in Senate Banking Committes, Requthorization
of the Export Administration Act, S.Hrg. 106461, March 14, 1999 Bequihorization}; Hans
Luemers, Sun Micresystems, “Position Papers: Export Controls”
[http/fwwwwswest.sun.com/ comporateoverview/solicy/export htmil,

¥ Hamre, John, Testimony before the Armed Services Conunitiee, February 28, 2000,
transcript, p. 31-31,

* Douglass, John W, prepared testimony before the Armed Services Committee, February
2R, 20400, p 3,
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the foreign availabilitycriterion would allow the sale of *anything a controlled country
can purchase from a rogue buyer”™ Proponents of 8.1712 counter that other
provisions of the legislation would prevent decontrol of items to terrorist nations or
in order that the United States remain consistent with international obligations.”

The mass market provisions have proved to be one of the mast intractable
obstacies i negotiations 1o bring the bili to the Senate floor. One method floated to
resolve this issue 1S to “carve-out” an eéxemption to the mass market and foreign
availability criteria for certain articles. Assistant Secretary of Defense, John Hane,
“insisted” on the inclusion of such a carve-out provision before the Senate Armed
Services Committee eatly this year.” Senator Warner reportedly has sought carve-
outs for jet engine hot section technology, encryption, and future technologies.™

National Security Benefits. A rclated argument made by industry assogiated
with mass market and foreign availability criteria is that national security is enhanced
by robust export industries. This argument is predicated on the changing nature of
defense procurement, rescarch and development. During the Cold War, the formative
period - of the curvent expont control regime, the military drove much techaical
rescarch and provided funds for research and development. Now that situation s
largely reversed. Shrinking defense budgets have reduced funds available for R&D,
The military now purchases many itens “off-the-shelf” and relies to a greater extent
on commercial applications. Industry argues that it is in the national security to sell
current technology to generate funds to develop future technology. If American
firms are competitively hindered because of export controls, the argument goes,
‘foreign firms will gain market share, increase profits, invest more in R&D, shrink and
possibly surpass cur technological lead. Thus, industry argues it needs a streamtlined
export process, one that will not needlessly impede exports.

Critics of industry’s national security position maintain that the United States
does not promote its national security by selling advanced technology to potentially
hostile states. This technology, if sold o 2 regime of dubious stability, could be used
against the United States or allics in the future, Proponents of this argument point (o
the case of Iraq, which received LS. weaponry in the 1980's when Saddam Hussein
was considered a useful counterweight 1o lran. Subsequently, this technology was
used against Kuwait and allied forces in the Persian Gulf War, Reliance on the civilian
sector for R&D, they claim, is a policy decision brought about by declining defense
budgets. Some further argue that R&D that advances defense capabilities should be
funded within the Defense Depantment if it is necessary 1o control technology to
certain nations.

Computing Power. Industry uses the rapid rise in compuling power as an
ilustration both of the uncontroliable natare of technology and the inability of the

¥ Milhoilin, Gary, prepared testimony before the Senate Governmental Affairs Commiittee,
May 26, 2000, p. 6.

®5. 1712, Sec. 309, 310.
¥ Hamre, ronseript, p.a37.

317 International Trade Reporter 346, March 2, 2000,
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gxport control law to account for such innovation. Due to rapid technological
innavation, the lewel of computing power {measured in millions of technical
operations per second or MTOPS) that requires licensing under the commaodity
control ist {CCL) repestedly has been increased by Presidential determination,
Computers with microprocessors such as the Apple G4 or the Intel Pentium [11,
widely available for home-use today, recently brushed against these limits before
MTOPS thresholds were increased in 1999 ‘

The regulatory framework of using MTOPS limitsto determiing computer power
is a related concern of the high-tech industry because 1t fears such limits will impede
the ability of the industry to export commodity leval computers.  Although the
industry would like to see this type of regulation replaced or eliminated,” there is no
explicit provision for the MTOPS standard in the EAA or 3.1712. However, the
mass market provisions of 8.1712 may decontrol many commodity level computers,
The computer industry suppons an exemption for commaodity information products
that would waive license requirements based broadly on mass market criteria, *

~ Some observers outside industry have also concluded that technology, especially
computer technology, has become largely uncontrollable. One national security
analyst, Richard Perle, former Assistant Secretary of Defense for Security Policy in
the Reagan Administration , states that attempting to control computing power s not
“feastble or effective.” He maintains that the restraint of computer trade is self-
defenting because it cedes markets and profits that could be used for R&D*

Increasing computing specds combined with networking advances have blurred
the distinction between  super-computers  and  c¢ommodity  computers,
Microprocessors  that individually comply with export regulations can be linked
together to create servers with MTOPS capabilities that warrant export controls, I
enough processors are linked together, they can create a parallel processing system
with capabilities that approach those of a super-computer. The Defense Science
Board notes in its final report on Globalization and Security that the ability to cluster
commodity computers in order to multiply computing power ercdes the ability to
restrict access to high-performance computing, even if high-performance stand-alone
machings can be contralled. ®

There is other evidenee that loosely coupled, parallel processing systems can be
zasily and cheaply constructed from parss available world-wide. These systems excel
in research applications that rely on computatson rather than input/output, the ability

1 Testimony of James W. Jarrett, April 14, 1399

[http:/fwww senate. gov/~banking/99, 04hrg/ 041458 farrent.hium]

# Jarrent, ap cit.; “GAO Begins to Probe Computer Expont Standards Other than MTOPS,”
Inside U5 Trade, June 2, 2608,

* Richard Perle, speaking at the Forum for Technology and Innovation, March 23, 1999,
[t fwww.tech-forum orgfupcaming/transedpts/CompExpornts Trans hbm]

% Defense Science Board, Final Report of Task Force on Globalization and Security,
Washington: Office of the Under Secretary of Defense for Acquisition and Technology,
Pecember 1999, p, 27,

H
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to support many users sirmueltancously, functions. Repontedly, the computers that are
most adept at such militanidy significant applications as cryptography and simulation,
prime targets of current export controls, could be the easiest 10 obtain.”’

Other observers belisve the United States can restrict access to the highest
computer technology by lhmiting exports.  They maintain that American-made
computers are perceived as superior, and thus carry greater cachet than products from
other nations, They note that the purchase of an American-made computer produgt
also buys supertor networking and service, often at a better price. Control advocates
maintain that these distinctions are significant; that qualitative differences are
important.”®

in sddition, networking a parallel processing system, as those without access to
advanced computing technology must do to increase computing capability, preseats
additional challenges distinct fromthose faced by engineers of commodity computers.
Andrew Grove, CED of Intel, related how configuring together $.000
microprocessors into a large scale parallel processing system “took a large group of
people and two and one-half vesrsto build.” He concluded, “the physical technology,
the hardware fechnology hmplicit in building these large parallel machines is not the
same as the physical technology used in bullding commodity machines.™ This
account seems (o lend credence tg the belief that higher power compuiing is
controiiable to some degree.

Targets of Control

Another overarching policy question bears on which countries should be subject
to export controls. This question encompasses both the use of export congrols as a
means of sanction as well as the multilateral aspects of export controls. Two parts
of the EAA congern specific countries.

Foreign Policy Controls. Unlhike national secunity controls, foreign policy
controls are targeted against nations based on their behavior. The EAA directs the
President to impoese unilateral expont controls to punish conduct seen 25 promoting
terrarism or violating human rights and sets critenia forthe impositionof controls. The
EAA requires that the President consult with foreign alligs, Congress and industry
before imposing a sanction, $.1712 adds a public notice and cotrnent period that can
be waived in an emergency, Conirols expire afier one year unless they are
reauthorized, 8. 1712 changes the current authority to iraposce export controls onitems
related to the proliferation of weapons of mass destruction, chemical and biological
weapons and their delivery mechanisms. These items become regulated under
national security controls, and hence, become subject to the foreign availability and

 Guriner Group, High Parformance Computer Svstems Summary, February 5, 1999, . 17-
18.

% Miitiollin, Gary, prepared testimony before the Senate Governmental Affairs Committee,
May 26, 2604, p. 6.

¥ Andrew Grove, speaking at the Forum for Technology and lanovation, March 23, 1999,
{tp/fwww tech-forum.org/upcomtingftranseripts’CompExportsTrang htm]
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tass market conditions explained above,® Critics of this provision assert that the
criteria for imposing these sanctions are therelyy tightened, and they claim that it will
rmake it harder for the President to impose unilateral controls,

Proponents of heightened controls have made the argument that trade is a
privilege based on certain minimal levels of conduct: non-proliferation, respect for
human rights, and cooperation in efforts against terrorism, to name a few. Trading
withcountries that violate these minimum standards of international behavior weakens
the moral authonity of the U.S. and sends the signal that there is no penalty for such
activity,  This position was reportedly anticulated by Representative Dana
Rohrabacher referring to China: “Why do we want the local gangster in the Chamber
of Commerce?”

[ndustry officials who have favored tightening the restnictions placed on
unilateral controls by $.1712 cite the sceming inability of unilateral economic
. sanctions to achieve results. Some industry representatives argue that economic
sanctions only should be applied for true national emergencies, and then only fora
hmited period of time. If controls are imposed, these advocates contend, they should
be imposed multifaterally and with specific time-limits.* Both the Act and the bill call
for international consultation subsequent to the imposition of unilateral contrals with
the hope of extending their scope.

Multilateralism. The mualtilateral determination of export control policy by
countries shartng 1S, values is seen as a preferabke solution by both mdustry
spokesten and proponemts of heightened export resirictions. - Many observers
contend that the curreat myltilateral system of control of dual-use articles, the
Wassenaar Arrangement, ) ineffective because # relies onconsensus of member states
which aliows for only the level of control acceptable to all. Its minimal reporting
requirementsmandate notificationthat an itembas been sold, thus preventing effective
pre-export consultation among member states,

{ndustry stresses the necessity of effective multilateral controls. They argue that
export controls are effective only if they are adhered to by all states capablie of |
exporting a given technology. The machine tool industry has been at the forefront in
criticizing the unilateral nature of our export policies, especially concerning exports
to China. Tt notes that there is no consensus among  Wassenaar Arangement
countries an the proper limits of technology transfor to Ching. (Indeed, no country
is targeted by Wassensar.) Stringent domestic controls combined with minirnal
multilateral constraints only damage American companies, according to industry
spokesmen. They faulr the (L8, for having an overly rigorcus licensing policy
towards Ching, without noticeably pursuing a strategy to convince our allies to folow
our lead.®

5. 1712, Title U1, Sec. 301, Report, p. 12,

' For exatnple, see Douglass, John W, Prepared Statement, Acrospace Industry Association,
Reauthorization, 9.113, 115

 Sen Freedenberg, Paul Testimony before the Subcomminiee on International Economic
Policy and Tradg, House Committee on Economic Relgtions, March 22, 2000
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Proponents of tighter export restrictions note that America traditionally has
taken the lead in export controls and non-proliferation efforts, These efforts included
the onginal EAA, adopled in 1949, and the establishiment of CoCom, the multilateral
Coordinating Commitee of western powers that restricted echnology exports to the
Soviet bloc during the Cold War. They argue that efforts 1o strengthen CoCom’s
successor regime, the Wassenaar grrangement, cannot succeed if Washington itself
18 loosening expott resirictions. Thus, the United States must take the lead in order
10 convince other nations to follow the U8, example. Adherents of this viewpoint
argue that the successful negotiating strategy in these multilateral fora is to adopt
controls first and then persuade other countries to follow sult. Hence in their view,
an ¢xport control strategy pegged solely on the policies of other nations, negotiated
by consensus, would be incffectual and harmful to national security.®

Proponents of stricter technology transfer policies claim that multilateral control
efforts are beginning to show results, They c¢ite a recent biennial CIA Report whick
noted that “increasingly rigorous and etfective export controls and cooperation among
supplier countries have led foreign weapons of mass destruction { WMD) programs
1 look elsewhere for many contrelled dual-use goods.™ Meanwhile, according to
some experts, the Administration has lost credibility with other nations segarding the
American commitinent to export control. A senior swaffer on the Senate Foreign
Relations Committee reportedly opined, “We've applicd stringent [export controls]
while exharting other nations 1o do likewise, and when these countries are finally
committed to follow suit, seme within the Department of Defense {and the Commerce
Bepartment] want to reverse {that position] by pursuing massive liberalization. It
makes no sense.”™*

Bothindustry spokesmen and advocates of heightened export controls agree that
the multilateral controls need to be strengthened. Yet, 1o do this requires congensus
on which goods and which countries represent a threat. There does seem to be
agreement armong western natons to restrict dual-use items to a limited number of
"countries of concern,yet consensus breaks down with regard to other states,
notably China.*’ The export contro} dilemma in this context becomes clear. Without
consensus on a particular target country, the question becomes whether the United
Siates should impose controls unilaterally. One then needs to determing either: which
non-proliferation or ather foreign policy goals are sufficiendy important o offset

{hupiwww.migtech.org/government relations/testimony/freedenberg3_22_00.html]
¥ Mithollin, prepared, p. 7.

“ Director of Central Intelligence, “Unclassified Report to Congress on the Acquisition of
Technology Relating Weapons of Mass Destruction and Advanced Conventional Munitions,
! January duough 30 June 19997 p. 10,

** Marshall Billingslea, quoted in Gary G. Yerkley, “Republican Efforts to Work Out Deal
ot Senate EAA Bill Appear to have Failed,” 17 International Trade Reporter 698, May 4,
2080,

* Cuba, Iran, lrag, Libya, North Korea, and Sudan,

“ Grimmen, p. 4-6.
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possibly damaging American business, and possibly costing American jobs; or how
large an economic benefit would pustify risking important national seeurity goals,

Administrative Reforms

The optimal export control system is another key issue for consideration. Under
the current system, the Bepartment of Commerce receives applications for licenses
ofdual-use goods. The Department then refers license applications to other agencies,
as it considers appropriate, for review within a specified tme period, bt these
agencies cannot veto a license application. A disputed application is referred to an
interagency commitize {the operating committee), the chair of whichis selected by the
Secretary of Conmigree, A dissenting member may seek ta appeal a decision through
a policy official of his or her own department®® 81712 changes this procedure to
aflow any member of this commiftee t; appeal a comminee decision to the next
level ™ Senator Enzi has described this mechanism as a “process that is effective and
equivalent to, but not exactly, & veto.” The time period allotted for this review has
been shortened from the 30 days w 25 days.

Industry testimony emphasizes the delays and inefliciency associated with this
application and review process and the competitive pressure it places on them., The
satellite industry has complained that delavs in the licensing procedures at the
Department of State not only may have logt the satellite industry nesrly half its
business,’’ but imperils national security by threatening the ability 10 provide future
service to the U.S. military.”®  Joe Tasker, government affairs vice-president of
Compaq Computer, spoke about delays in licensing computer equipment; "It slows
us down, [U's 4 time-to-market issue, Days matter in this business.”™ Resistance to
licensing five axis lathes by the Commerce Department, according to the muchine tool
industry, hes ceded this market to the Earopeans and Japanese.™ These anecdotes are
used by industry representatives to bolster their demands for streamlined procedures
and faster heensing decisions.

Other eritics of the current systern contend that the interagency dispute
pracedures regarding commedity classification and license applications do not
adequately address national security concerns, They have argued that if the license
review process is done for nationa! security purposes, then the national security

# Bxecutive Order, 12981, “Administration of Expont Contrals,” December 6, 1995,
¥ 8ee 8. 1712, Title V, Sec. 5{01; Repont 14415, ‘

¥ Hearings before the Senate Armed Services Committes, February 28, 2000, ranscripe, p.
iz

i Aerospace Industrizs  Association, Press Kelease, July 5, 2000,

[htggffwww aia.aerospace orgfaianews/pressfsimi 7 5 60 himi} -

% “Supporters Cite National Secusity in Expent Legislation,” by Jeremy Singer, Defense
News, May 29, 200G,

# quoted in Hachman, Mark, “E1A backs export-controls uverhaul,” Elecrronic Buyer's
News, April 18, 1999, [aup:/fvww ebnews.com/story/OFE(G 199904 1630027

H Ereedenberg, op cit.
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agencies should command greaier respect in those deliberations.™ Senator Thompson
has described the review process as one “designed basically for Commerce to get its
way and ... 2 process designed basically to discourage appeal,”™® Some proponents of
fighter export controls clamm that the process continues to be slanted towards
Commerce because its representatives chair the operating committees, and becavge
the Department, in their view, has shown an institutional bias in promoting exports
over national security considerations.

The placement of tems on the Commerce Control List has also proved
controversial. Under the current system, classification depisions are automatically
referred to the DOD and other relevant agencies. The Secretary of Defense does not
have the ability to place items on this list, nor to block items from removal by the
Secretary of Commerce ¥

Critigs of the classification procedures claim that under the current system the
Detense Department has not been adequately consulted, They point to a Defense
Inspector General’s report which found that in a three-year peniod only 12 cases had
been referred to DOD for input out of thousands processed. The Acting Inspecior
General wstified, “Commerce weferred far 100 few commodity classification reports
to the Department of Defense and has made decisions.. without having any review
discussion with the department.™®  Defense has expressed the concern that if
Commerce assesses an item not to be subject to classification, the Defense
Department will never know of its consideration.™

Some national security experts congider it essential that DOD be consulted on
the licensing and classification of items as a way to keep informed about poteatial
threats  of technology transfer. The export control process takes on a greater
significance in providing this information as the military originates less technological
innovation.  Without this window on the destination and types of expons, these
experts contend, it becomes increasingly difficult (0 conduct accurate threat
assessments,®  In this context, the creation of a database 10 monitor trends and
destinations of dual-use materials has been suggested as a tool to aid in the detcctzcm
of troublesome proliferation activity.

 Mithollin, p, &,

¢ Opening Smisment, “The Inspector Ceneral's Report on Export Control Processes for
Dual-Use and Munitions List Hems, 7 Senate Governmental Affuirs Conunisiee, June 23,
1999, p, 3

* Mithelli, Gary, Hearings before the Senate Armed Services Commities, March 23, 2000,
transeript p.27.

* Mancuso, Donald, Acting Inspector General, DOD, testimony before the Senate Armed
Services Committee, March 23, 2000, wansenpt p. 32.

* Hodner, James, Deputy Undersecreiary of Defense for Policy, testimony befors the Senate
Armed Services Comminee, February 28, 2000, transeript p. 46,

* Conversation with Bill Greenwalt, August 17, 2000, See also Marshail Billingsiea, quoted
in Kutngr, Joshua, “State Department Defends Swnce an Export Policy,” Natiena! Defense,
June 2060,
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8.1712, with some exceptions, substantially adopts the cumrent export control
framework. [t does not disturb the paraile] classification system that places munitions
and military equipment under the separate control of the State Departiment. As noted
above, many observers have questioned the central role played by the Commerce
Department in reviewing the national security implications of exponts. However, the
divigion between comrnercial and military competencies is defended as “appropriate”
by industry spokespersons® who fear a repeat of the bottlenecks and delays associated
with the transfer of satellites licensing from Commeree to State, Commerce officials
oppose any further transfer of sensitive dual-use items (such as carve-put items}to the
State Department’s Munitidns List.  “It 18 not practicable or desirable to treat
commercial export sales as munitions transfers... You cannot suceessfully “tweak’ a
system that was designed for a fundamentally different purpose.”™

Some observers advocate the consolidation of export control functions in an
¢xisting agency or in & newly esteblished agency; this view is prevalent among
industry officials concemed with the expeditious review of licenses® or those
suspicious of Commerce’s commitment to national security review, The placement
of the export control portfolio in any of the existing agencies tikely would prompt
fierce opposttion from rival agencies, as well as from stakeholders who perceive o
loss of influence from the change. '

The creation of a new agency devoted to export contrel and non-proliferation
might avoid some of the rivalries associated with the current situation. Supporters of
this idea claim that it would allow for greater integration of export control policies
with other foreign policy objectives. A single agency could remove the perception
that different agencies have different export control “agendas’. Yet, such single
mundedness would likely be seen as a drawback for adherents to whichever policy
‘agenda’ is not followed. Diffuse competencies provide venues to air different
perspectives.  An issue neglected or ignored under a unitaty framewoerk may find 2
champion under the current system,

Another administrative reform proposal is to replace the current emphasis on
Heensing with intelligence and ifterdiction efforts. Former Assistant Secretary of
Defense John Hamre has stated that if99.8% of licenses are approved, then there are
too many items of s non-critical nature requiring licenses.®® Richard Perle has
suggested diverting resources from what he considers anineffective licensing scheme

5 For example, see McCurdy, Dave, Prepared Testimony in Hearings on g New Act for o
New World Order: Reassessing the Export Adminisiration Act, Houss International Relations
Committee, Subcommittee on International Trade and Finaace, March 3, 1998, . RS,

S William Reinsch, Assistant Secretary for Export Administration, quated in “Commerce
Depurtment’s Reinsch on Export-Control Issues Ahead,” USIS Washingron Filp, huly 14,
2000, [www.asinfo state. govicgi-binfwashiile. clt&~products/washfile/newsitem shiml].
# Douglass, prepared, p. 6-7.

 Sce, Theodore Galdl, Profiferation Export Control Regimes: Options for Coordination or
{Conselidation, CRS Report 93429 F, April 20, 1993, p. S.

* in Kutner, op cir. This figure refers 10 the percentage of applications approved with
conditions out of the 73% of applications approved in 1998,
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to spending those funds on intelligence and interdiction efforts to prevent proliferating
states from obsaining sensitive technology.®  Yet, to the Defense Departmen,
Heensing serves an important monitoring function, and for that reason, it is secking
guaraniees of consultation in the present debate.

Options for Congress

Congress can address the issue of export controls in several ways. These range
from modifying the current struciure to a wholesale rewrite of our export control
faws. These suggestions are not mutuaily exclusive,

Retain the Status Guo. Mantaining the current process is always an option.
The President can continue to declare an economic emergency under 1EEPA every
six months, and the EAR can continue. Under this option, the Administration retgins
greater latitude in the implementation and enforcement of export controls. Yet,
IEEPA’s relatively weaker penaltics and enforcement provisions would continue in
force. A recent court’s declaration that DOC cannot enforce the confidentiality
provision of the expited EAA may prove a harbinger of future difficultics in
continuing to apply the act in this manner. Alternately, Congress could retain the
status quo by reauthorizing EAAT? for an additional length of time. The engrossed
version of H.R, 5239, passed by the Senate on Qctober {1, 2000, would reauthorize
EAAT9 for one year. This solution addresses the current problems assodiated with
enforcing export controls through [EEPA, but it preserves a system designed for
different strategic circumstances than those faced today.

Consider S, 1712, §.1712 remains the only rewrite of the EAA introduced since
the 104" Congress. 8.1712 modemizes the current export control framework to
reflect the end of the Cold War and the changed dynamics of iechnology, yet it does
not fundamentally alter the current structure. Congress may also embark on a more
sweeping revision of expott controls that may lead {0 8 different organizational
structure, to different approaches regarding contral or 1o 2 new consensus on the role
of rechnology in national security policy,

The Minimalist Approach. Congress can pass legisiation to delegate export
control authority with certain policy guidelines. The President would create the
bureaucratic and enforcement ruechanisms deemed nocessary.  Congress could
conduct rigorous oversight 1o assure compliance with the policies contained in the
law,

Piecemeal Revision. Congress can address specific shortcomings of the current
framework by amending the IEEPA 10 increase penaltics or to provide greater
enforcement powers. H.R. 5239, as originally passed by the House of
Representatives, would restore the penalty and confidentiality provisions ofthe EAA.
Congress can also legislate export control policy to cenain destinations or on cenain
commodities, Ir can restrict ilems of concemn, suéh 33 the carve-out iterms, 1o

¥ Forum o Technology and {nnovation, op cit.
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countries of concern, such ag China or the ‘rogue” states. This approach, however,
would not provide a broad-based or predictable export control struciure.

Stronger Multifateral Controls. Allstakeholders agree onthe need for tougher
international arrangements. They believe Wassenaar needs to be strengthened intoa
consultative body, rather than what many participants now consider simply a
notification arrangement, [t has been claimed that the western allies have tightened
restricdions m recent years to the ‘countries of concemn.” However, there is no
consensus on tightening exports to China. A stronger multilateral regime gould be
consistent with other domestic amangements Congress may consider.
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ASSESSMENT OF THE “COX COMMITTEE” R
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INTRODUCTION

On May 23, 1999, the U.S. House of Reprosentatives Sclect Committee on ULS. National Security
and Militarv/Commercial Concerns with the People’s Republic of China (PRC}, known as the Cox
Committen, released a declassified version of its findings.

Media coverage of the report has focused primanily on the Committee’s diseusgsion of PRC
cspinmage in pursuit of nuclear weapons design informmation, The Committee, however, set out to
pravide a broad evaluation of PRC technology acquisition efforts, based on case studies of trausfors
of space Jaunch vehicle data, high performance computers, and defense-related manufacturing
equipment. The Committee's report may have long-term repercussions on U.8.-China refations and
om LS, forcign and defense policy through its effect on a political debate over the right balance
betwaen comimercial interests and national sccurity in export policy.

This month we review what is publicly known about what China might have gained from illicit
technology transfers. We provide our perspective on the Cox Committee’s findings and discuss the
Commattee’s recommendations, addressing whethoer they are Zzi«ziy 1o be implemented and thelr
potential offect.

BACKGROUND

Diespite initial partisan motivations, the “Cox Commitwee™ was formed by a vote of 409-10. It
included a cross section of senior members from key committees such as Chairman Chris Cox
{CA), Republican Policy Committee Chairman; Norm Dicks (D-WA), Defense Appropriations;
Porter Gaoss (R-FL), chairman of Intelligence; James Hansen (R-UT), Curt Weldon (R-PA}, and
John Spratt (D-8C) of Armed Services; Doug Bereuter (R-NE} of International Redations; Lucille
Roybal-Allard (D-CA) of Banking, and Bobby Scott (D-VA) of Judiciary,

The Committee charter cncompassed transfers of technology, information, or services that may
have enhanced PRC missile, weapaons of mass destruction, conventional weapons, andfor
intetligence capabilitics and their potentiad impact on national or regional sccurity, The charter
extended to exanning the conduct of the Exceoutive Branch, defense contractors, weapons
manufacturers, oiher private or governmant-owned commercial Srms invelved with tecizm}logy
transfors, and related law enforcement. By chaster, the Committee could have examined “an

effort by the Govemment of China or any other person or entity to influence any of the fomgomg
matters through political contributions, commercial arrangements, or bribery, influence-peddling,
or other illegal activitics.™ Anticipating it would be & divisive issue, the Commitice sidestepped
thig last area in its recommendations. The Committee produced a bipartisan report, although
several members provided individual views taking issue with spacific conclusions,

This inquest into technology transfer to China comes at a time when the character of the U8
relationship with China s again uncertain — particularly after the U.S, bombing of the Chingse
embagsy in Belgrade — and complicated by a host of complex issucs, Human rights, weapons
proliferation, PRC opposition to the U.S ~led NATC air campaign agamst Yugoslavia, Taiwan,
regional security, and the timing of PRC entry into the World Trade Organization are all impaortant



issues contributing to this uncertainty. China's growing cconomic might, its sense of national
entitleraent, and the influcnce of overseas Chinese worldwide, make the U.S.-China relationship a
key feature of international refations in the 21 contury.

Againgt the background of alleged PRO attompts 1o influence American slections, the Cox report
scoms destined to play a significant role in the run-up to the 2000 presidential election, Whether it
will also engendor a serious debate over substantive peostrategic, trade, and national sccurity Bsucs
semains to be seen.

SUMMARY OF COMMITTEE EINDINGS

The Committee found that China “has stolen design information on the United States’ most
advanced thermonyclear weapons. . . has stolen or otherwise illegally obtained U8, migsile and
space technology that improves China’s military and intelligence capabilitics. . . secks advanced
U.S. military technology 1o achicve its longsterm goals. . . uses a variety of techmigues, including
espionage, contratled commercial entities, and & network of individuals and organizations that
engage in a vast anmy of contacts with scientists, business people, and academics.” Further, the
Commitice alleged that “U.S. and interuational export comtrol policies and practices have
facititated China's efforts to obtain militarily useful technology.”

PRC Acquisition of U8, Technology

Repart Focus/Scope. The Commitiee identificd a varicly of methods used by China 1o leamn
about, acguire, and employ U8, technology and deseribed examples in which gach of these
methods was applied,

Repert findings. The Committee indicated that China is placing priority on acquiring science and
technology relevant Yo biological warfare, space, military information, laser weapons, automation,
nuclear weapous, and exotie materials. PRC technology acquisition efforts consist of 8 wide range
of difficuli~to-track methods, including: using its Intetligenee gervicg; illegally obtaining US,
mititary techaology from other countries; prossuring ULS. companies involved with Chinese finms
in joint veatures to transfor controlied technology; exploiting dual-use products for military
purposes, using front companics and commercial organizations; and acquiring interests in ULS.
technology companies. Complicating the US. Government's ability to track PRC technology
acquisition efforts are the thousands of Chinese scientific and technical personnel who visit or
work in the United States and visits to China by U.S, scientific delegations, 11.S. shortcomings
noted by the Coramittee included the absence of a robust countenmelligence effort, inadequate data
collection and synthesis, insufficient resources applied to understanding PRC technology
acquisition ¢fforts, and a lack of U8, Government interagency coordination.

Report recommendations. The Comumittee made several recommendations designed to better
protect U.S, national security in Light of the myriad PRC strategies for acquiring U.S. technology.
For example, the final report suggests establishing a mechanism for identifving U.S. technologies
which, if acquired by China, are of greatest national security concern. 1 also recommends
mandatory reporting o the Committec on Forgign Investment in the US, {CFIUS) by US. firms
that conduct national security-related business of any planned merger, acquisition, or takeover of
the firm by a foreign entity or by a ULS, entity controlicd by a foreign eatity, The Committee
suggests that Execulive branch organizations conduct 3 counterintelligence threat assessment of
PRC espionage agninst U.S. companies. Similarly, the report recomrmends that the Intelligence
Community prepare and maintain an all-source analysis of PRC technology acquisition objectives
ang progress.



Our perspective. The Cox report shows soms of the current deficiencies in the U5,
Governmaent’s ability 1o conduct assessments mvolving the intersection of national security,
commercial, and political inferests. The Executive branch Iacked an integrated understanding of
what China was rying to acquire, what i had already obtained, and how this information or
technology would be used. The National Sccurity Connil (NSC) structure provides for a cadee of
individuals skilled at developing national sccurity policy. However, the NSC needs improved
access 1o cross-agency information {especially correlated and intograted data from the Intelligence
Commaunity), better tools for analyzing the national scourity implications of intornational trade and
commerce, and 3 mechanism for identifying techaology export cases requiring senior-level policy
review. On the legislative side, disjointed commutice jurisdictions hinder effective oversight, and
committec staffs generally Jack the diverse technical expertise required. Even the Cox Committee
staff, recruited specifically to carry out the panel's charter, lacked adequate geopolitical and
technical knowledge to turn the raw matenial of interviews into persuasive policy recommenda-
tions.

Case-hy-case determinations on export liconses, no matior how diligont the process, will have
unsatisfactory rosults unloss guided by a comprehionsive perspective on the objectives and methods
of the acquiring country, Thig perspective must then be coupled with g considered and concerted
strategy for protecting those capabilities that can, in faet, be protecied and that have the most
national security import r the United States. 'We beliove the Administration should enhance its
capability to track the technology objectives and acquisition methods of key foreign countrics, The
findings should be summarized in periodic assessments and used 1o inform both overall expont
control policy and case-by-~case licensing decisions.

Nuclear Weapons Design Information

Report focus/scape. The report contends that China conducted espionage, complemented by
detailed reviews of unclussified information and technical exchanges with scientists at the
Department of Energy (DoE) National Labs, over the course of a 20.vear collection program that,
the Commutice contends, continues to this day,

Report findings, The Commitice report asserts that China “has stolen design information oo the
United States’ most advanced thermonuciear weapons.” The Commitiee’s conclusion was that

China obtained weapons design information on all currentiy-deployed US. warheads and the
neutron bomb.

The Committee judged that “the stolen U.S. sccrets have helped China fabricate and successfully
test modern strategic thermonuciear weapons.” The report asserts that some of the stolen
information will aid China's development of a new gencration of nuclear warheads for use in road-
mobile and submarine launched ICBMs. The Committee believes Ching has the infrastructurs and
technical ability necessary to effectively use the stolen mformation. Since China is a known
proliferator, the Committee also fears thit nuclear weapons design information acquired from the
.S, may have been provided to countries such as Iran, North Kores, and Pakistan,

Report recommendations. The Commites’s recommendations addrogs Exccutive branch
organizational structure, reporting requircments, and intermational freaty enforcement. The report
urges implementation of an enhanced connterimelligence program within DoE and suggests a
comprehensive review of DoE’s nuclear weapons responsibilities. The Committee encourages a
damage assessment of seounty breaches at the National Labs and 2 rigk assessment of scientific
exchange programs. Finally, the seport affirms the need for ULS. leadership within, and PRC



compliance with, the Missile Technology Contrel Regime® (MTCR), and recommends that the US,
Government push for stringent multtlateral nuclear and missile proliferation controls.

Cur perspective. The Cox Committee has performed a useful service in exposing 1ax security
practices at DoE nuclear weapons labs, The Administration has reportedly adopted many of the
Committee’s nuclear security recommendations. Moreover, Congress is likely to pass legislation
this year aimed at streamlining Dob's nucloar weapons management structure and giving greater
organizational visibility and autonomy 1o the nuclear weapons programs. Congress will likely
reconunend a semi-autonomous nuclear weapons ageoey within DoE reporting directly to the
Encrgy Secretary. However, finding and, potentially, sccuring Congressional confirmation of an
effective Ieader for this restructured entity will be difficult for a lame-duck Administration pot
known for its alacrity in personnel matters.

Efforts to remedy physical security and cybor-secunty lapses can do hitile 10 stop scientists from
deliberately passing sensitive information to their counterparts abroad,  Personnel reliability, 10
encompass smarter approaches than mass polygraphing {¢.3., technology-aided real-time
monitoring of individuals’ financial status), mast be at the core of DoE's secunty program,
Morcover, DoE cannot continue fo attract top scientists to the nuclcar weapons complex in an
environment of constant suspicion and draconian limits on intellectual interchange. Further,
international scicntific contacts by weapons scientists have significant national security vatue,
Accordingly, measures must be identified to continue these contacts while providing stricter
security,

The report’s more extreme statements about the national sceurity impact of what was lost should
not be allowsd 1o influence significantly the broader U.S.-China relationship. The recent findings
of a study conducted by the President’s Foreign Intelligence Advisory Board and chaired by former
New Humpshire Senator Warren Rudman provides & more balanced perspective. The "Rudman
repont” concludad that “the actual damage done is currently unknown;, a1 worst, it may be
unknowable. The factual record supports plausible infercnces but not irrefutable proof.” The
Rudraan pancl also endorsed the conclusions of an intelligence conumunity damage assessment
completed by a pancl of national security and nuclear weapans cxperts, led by the former Vice
Chaitrman of the Joint Chiefs of Staff, Admiral David Jeremiah. According to this damage
assessment, 1t 35 not possible to “determing the full extont of weapes information obtained. For
example, we do not know whether any design docomentation or blueprints were acguired.™

It is possible, even likely, that China could have developed high yield-to-wright warheads without
external assistance had it simply devoted sufficient resources to the task. China's acquisition of
U.S. nuclear weapons data did not likely provide China with any wholly new methods for nuclear
weapons design or production. However, 1t secems logical that such information could have
enablied them to economize their existing efforts by illuminating promising design paths.
Morcover, it takes sophisticated manufacturing processes, hands-on experience, and advanced
system integration gkills ta transiate stolen design information into deplovable warheads, On
balance, it is safe to say that whatever U.S. nuclear information China obtained, it has not yet
affected materially the strategic balanee, and is unlikely to do so for some time. The ULS. should
closely monitor - with an eye toward anomalous progress — China’s nucloar weapons program and
policy, and identify, collect, and analyze the signatures associated with such changes.

! The MTCR is 2 voluntary armngement among 27 countries restricting the export of delivery systems and
related technology for those systems capable of canrying a 500-kilogram payload st least 300 kilometers, 2
weil as systoms intended for the delivery of WMD,
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Space Launch Vehicles

Report focusfscope. The Committer addressed the potontial breach in national security resulting
from the participation of U 8. industry porsonnel in space launch failure investigations, The
Commutice focused on three fatled lnunches of PRO rockets carrying U S -manufactured satellites:
1992 and 1993 launches of Hughes satcliites and the 1996 lauach of a Space Systems/Loral
satellitc. The Commitice’s principal concemns were whether the corporations had violated U S,
export controls during the launch falure investigations, what information China obtained, and how
this mformation could have boen used to satisfy PRC military objectives.

Report findings. For ¢ach of the threc launch failurcs, the Committes’s findings describe
procedural errors on the part of the U.S. Government, Hughes, and Loral and the information
acquired by China. Regarding the 1992 failure investigation, the Committee concluded that the
information transferred to PRC technicians by Hughes personncl was not properly Licensed.
Following the 1995 launch failure, the information transferred by Hughes personnel during the
subsequent investigation was imcorrectly autharized for export. In both cases, information
provided to China pertained to the rockets’ fiiring, which protects the pavioad during faunch, The
Commitice dotermingd that this information could be used to improve the PRC capability %o launch
military satellites and enhance PRC ballistic missile reliability. The Committee found that, while
investigating the 1996 launch failure, Loral and Hughes employees “acted without the legally
required license, and violated U.S. ouport control laws.” The Committee alicges that the
information provided during the course of the Rulure investigation could be "militarily uscful” to
China by improving rocket reliability, enhancing rocket design and test practices, ard accelerating
rocket failure investigations,

Report recommendations, The Committee endorsed the House's eartier legislation transfurring
satellite export licensing authority from the Commaerce Department 16 the State Department. They
also made scveral vecommendations designed to improve bumch site security and thus help
mitigate the broader risk to national scourity entailed with launching ULS, satellites from foreign
countries. These recommmendations focused on the provision, training, and reporting of DoD-
provided launch site monitors. The Committee suggested the development of logishation o
sncourage growth of domestic launch capability and reduce the stiractivencss of overseas launch o
U.S. satellite-makers,

Our perspective. The possible connection between Loral CEQ Bernard Schwarz’s wole axa
feading Democratic campaign contributor and Loral's alleged role in helping China increase its
space launch reliability was the original hook that fed to the Cox Committer. Initially, it was
alteged that U.S. cryptographic capabilities and guidance technologies were compromised by
Loral, but the Cox report suggests that the national security compromise was indirect at most,

Loral likely enhanced China's understanding of a guidance system failure not tikely used in
military systems. In the process, they may have even improved China's grasp of more broadly
applicable failure analysis techniques. Yet, such tutclage is available through graduate engineering
courses. Moreover, as recent U.S. military satellite launch/deployment failorgs — atiributed in pant
1o poor guality control - painfully Hlustrate, advanced enginecring knowledge and training does not
always translate into sound Sngincoring practice, much loss guarantce mission success. Hughes
allegedly taught Ching how to analyze acrodynamic loads on space hunch vehicle fainings, This
may have improved Clana's safellite launch capabilities Gncluding military sarcllites), but is
unlikely 1o have enhanced China's ability to launch MIRVed (Multiple Independently targeted
Remote Vehicle) missiles, which typically experience lower aerodynamic loads,



More troubling than any national security compromise stemming from the actions of Loral and
Hughes are the apparently systomic problems plaguing the export licensing system. The
compamaes’ alleged transgressions seem 10 have mvolved the evasion of a cumbersonme export
licensing systom in which the firms dealt with multiple government agencics acting
burcaucratically rather than responsively balancing national intorests as they impinged on a speeific
case. Instead of asking whether a more responsive and consultative export control regime might
enlist U.S, business in its favor, the Cox Committee appears to operate from an antibusiness
mindset. The underlying assumption is that industry places its own interests ahead of - and will
pursue these interests even at the recognized detriment of — national security. Accordingly, the
Committee's recommendations call for more intrusive government monitoring of foreign aunches
of U.S. satellites, despite government trends ~ more cutseurcing and less fechnical competence at
lower levels — that make their effective implementation more difficult.

Another aspect of the government/industry balance not addressed by the Cox report is U8,
industry’s necd and opportunity to understand Chinese interests. For example, many U.S,
engincers and technicians spend weeks to months on-site prior to and following a satellite launch.
During the 1956 launch Taiture investigation, for example, Loraf, Hughes, and Chinese engineors
exchanged most of their information at a hotel in China. The U8, Government knows that Chinese
hotels are frequently bugged but neglects to consistently wam ULS. industry. Government and

. industry fails to exploit the potential these visits offer for enriching their comprehension of Chingse
technology fequirements, To take full advantage of these opportunities while mitigating the rsk of
unintended technology trangfor, industry needs te be aware of the technology acquisition goals and
strategies of China. )

Legislativee action prior to and in the wake of the Cox report will have significant yet mixed cffects
on the U.S. satellite-building and space launch industries. Prior to the Committee’s report, the
House had already voted to restrict future U.S. launches from foreign countrics. This legislation
was a knee-jerk reaction that would, in all probability, hurt U.S. satellite makers' competitivencss
far more than i helps national security. It remains to be seen whether the Committee's
recommendation to streambine firms’ export licensing-related interactions with State will improve
matters. Report language indicates that State’s expanded jurigdiction over satellite exports would
include review of data exchanged during launch faiture investipations. If so, it is essential that
State develops an enlightened understanding of the national sceurity risk associated with providing
data during a launch failure investigation. Such risk must be balnced against the reward of
averting the insurance losses, higher insurance premiums, and lost satellite service revenucs that
necessarily result from any kaunch fatlure. The Committee's rocommendation to facilitate growth
in America's space launch capability is a good onc.  If domestic launch capability were so
improved, it would not only enhance U.S. competitiveness in the burgeoning satellite and space
launch industrics {o.g., by attracting foreign customers to 1.8, launch facilitics and lowering launch
costs to U8, sateliite builders), it would also advance our overnl! space launch capabilities,

High Performance Computers (HPCs)

Report focus/scope. The Committee reviewed Clinton Administration rationale for liberalizing
HPC export controls and discussed the extent to which computer networking technology advances
arg affecting the U8, Government's ability to control, and China's ability to use, HPCs. The
Committee also examined potential military applications of HPCs by China and idemtified the
number of computers purchased by China from both indigenous and nonll 8. suppliers.

Report findings. Following the relaxation of export controls i 1996, nine times as many HPCs
were sold to China in a ninc-month period as were sold during the six preceding vears. As of



January 1999, the U.S. had conducted only a single end-uge check in China. The Committee found
that the U.8. is the dominant HPC supplier to China whereas the majarity (60%) of the PRC
personal computer and workstation market is supplicd from within China. They acknowledge that
the ability to link or "cluster™ multiple low-end machines together o achieve high-performance
levels using readily available (e.g., via the Internct} tools and software increases the export control
challenge. And they express concorn over the ability of PRC nationals to access high-performance
computing networks such as those ar cortain ULS. rescarch universities and 2t DoE’s nuclear
weapons laboratorics,

The report suggests that China could be using HPCs acquired from U.8. firms for a varicty of
military applications, including: nuclear weapons design and maintenance; inteliigence collection
and analysis; offensive information warfare; chemical and biclogical weapons and ballistic missile
production; and training both weather prediction specialists and combat units,

Report recommendations. The Comuittee identified seversl methods for improving the US.
Government's capability to understand and control the national security impact of U8, HPC
exports to Ching, inchiding: a comprehensive review of the national secunity implications thereof
{to mnclude an assessnent of the military applicability of clustering lower-performance computers);
proccdures to increase the fiequency of and strengthen end-use/user verification; and working
towards multi-lateral HPC export control policies with other HPCe-manufacturing countries.

Our perspective. The HPC section of the Cox report demonstrates that the US. Government
needs to understand what technology needs to be protected, what can be protected, and why, In
1996, the U.8. made a conscious decision o iberalize the export of HPCs, based in large part on its
asscssment of HPC controllability. The Committee found no substantiation for carly suspicions
that the 1996 hberalization might bave boen motivated by concerns other than the national interest.
A study used as a basis for loosening export controls trcd to establish a performance breakpoing at
which, given advances in computer power and price/performance, computers are available as a
commodity and hence uncontrollable. The study noted that the minimum required performance
Ievels for specific defonse applications and the tradeofts in trying to control computers at these
performance levels were not well understood. While in the Committer’s view this imprecision
represented a critical policy-making deficiency, we belisve that rapid increases in commercially
available computing power would have rendered obsolete any controls based on such fine tradeoffs
within a year or so.

The Commitie's recommendation that the U8, Government cabance is understanding of
architectural constructs Bke networking and clustering are useful since they are a determining
factor in conputational performance but are not addressed by current export control policy,
However, the likely policy result will not, as the Committee seems to hope, be a U.S. attempt
control networks and clustering technology, but rather to admit that a higher range of processor
capability is uncontrollable.

The Committee urges nultilateral development and enforcement of HPC cxport Emitations.
Howgver, other HPCproducing countrics — most of whom do not view China with strategic
concen — have been reluctant to restrict dualuse exports to China. Morcover, since the U.S. is the
primary supplier of HPCs to China, it appears that multilateeal controls in this arca would adversely
affect US. corporations by creating a macket void for competitors of U.S, companies to fill.

The Commitiee’s recommendations concerning verification of HPC end-use scem beneficial. US.
impicmentation of this recommendation will be difficolt, however, since data can be transforred
easily and deceptive tactics ean be employed, Enforcement of these procedures may prevent soms,



though by no means all, diversion to Chinese military users but necde to be complomented by a
better knowledge of potential HPC military applications,

On the whole, governmental efforts aimed at controlling the export of advanced (and ever
changing} computing tochnologics scem uanlikely to succeed gs a formula for protecting US,
advantages in military applications of information technology. While certain controls (e.g., on the
highest-end HPCs) are no doubt warranted and practical, & complementary path is for the U.S. 10
maintain #s lead in the mulitary application of high-end computer architectures through appropriate
R&D investraenis such as DoE’s Accelerated Strategic Computing Initiative,

Manufacturing Proceeses

Report focusfscope. The Commitics examined hwo spegific cases of manufncturing-related
technology transfer; maching tools and jet engines. With regard to the former, the Committes
addressed China's atterapt to divert to military use Mclonnell Douglas maching tools exported
thore for civil purposes. In the ict engine case, China avtemptod to forpe a joint venture agreemont
with 2 U.S. corporation in order to obtain access to “a reliable, high-performance Western engine
for its developmental K-8 military aircraft.” The repornt also examined PRC strategies for acquiring
U.S. aircraft manufacturing processes, including those related to stealth and composite
technologies.

Report findings. [n the McDonncll Douglas case, the U.S. Government warked with the company
to determine that licensed machine tools were diveried 1o a Chingse factory known o mansfacture
military aircraft. Subsequently, McDonnell Douglas excentives worked with their counterpants in
China to re-transfor the machine teols 1o a civil aviation company in Shanghat. In the jet engine
case, China intended to co-produce engines with the U.S. manufacturer. A State Departmient
official noted that “flow-through of applicable production tochnologies to China’s cruise missile
engine program was almost inevitable.” In the end, the U.S. Government interagency export
roview process determined that co-production technology should not be transferred.

The Committee also found that China has been acquiring the finite element software used in stealth
and antisubmarine warfare applications. They allege further that Ching is using joint ventures as &
Way 10 acquire composite materials technology essential for stealth airerafl production. Similady,
China used joint ventures to learn about precision tooling, repeatable manufacturing processes, and
how to achieve and sustain high atrcm production rates.

Report recommendations, U5, corporations in these manufacturing process cases were opcrating
within existing export control regulations, Recognizing the military importance of these
techaologics, the report recommoends establishing a process for identifving technologies that are of
greatest national security contern. The report also calls for the multilateral tracking of sensitive
wechnology exports.

Qur perspective. In the McDonnell Douglas case, government and industry worked together to
institute and enforce end-use restrictions on China. In the jet enging case, the corporation seems 1o
have tned to subvert the intent of existing export controls but accepted a tighter determination
following technical input from the Foderal Aviation Adnunistration and aflor the US, Government
expressed concern over profiferation. These cases indicate the value of close cooperation between
govemment and industry and the necd for significant technical and policy expertise among those
responsible for administering oxport controls.



The report barcly touches on the importance of the ertical skills and knowicdge required (o create
a manufacturing infrastructure. Such skills include systom engincering and integration, soflware
engincering, guality control processes, tost and cvaluation processes, and creative/entical thinking.
Further, the report only briefly addressed specialized, defense—cringal production technologies such
ag stealth and eleetronic countormeasures. China belioves itself to be deficient in these arcag and is
attempting 1o gain the bonefit of U.S. expertise,

CONCLUSIONS

The Cox Committee performed a valuable service in drawing attention to lax security st Dok
nuclear weapons labs and incoherence within the development and administration of 11.5. export
control policies. Howaver, the Commitice’s report s nol always an accurate guide (o either the
scriousness of all the probloms considercd or to the right way (o solve them. We have already
noted that in the nuclear area it is important that Dok and i contractors move rapidly to tighten
securily without hurting the scientific acumen of the weapons program.  In what follows, we
prosent our views on where the US, should move in three arcas: export administeation, technology
competitiveness, and reiations with China. In ench of these areas there is value in the Cox report
but also a danger that the wrong path could be chosen as a result of how the report might be
interpreted.

A more integrated assessment of China’s technology acquisition strategy is needed and should be
used to inform overall policy and case-by-case decisionmuking. Policy needs to be realistic sbout
what level of retardation of PRC technology acquisition effort is possible and the offect of
tightened controls on other objectives, including U.S.-China relations, competitiveness of U S,
industrics, and relations with our other trading pariners.

The Cox report provides ample ovidenoe of disarray in export control policy and administration.
There is a need for a more capable interagency forum, perhaps under the WSC, for analyzing
Ching’s technology scquisition strategy and its progress in implomenting that strategy. Using this
information, the government should take a top-down approach to determine what U S, technclogies
should be controlied and the potential commercial, political, and national security implications
{positive and negative) of specific transfers. It should also determine whether the would-be
recipient could obtain functionally equivalent technology elsewhere, 1.2, indigenousty or from
foreign sources. One option is wr identify those technologies which, based on military criticality,
merit strict control (c.g., nuclcar weapons, stealth, clectzonic warfare), then provide adequate
resources to enforce this policy. From an international perspective, the best way to fostere
tightening of multilateral controls is o focus on controlling only & fow cnitical tochnologies,

Focusing on the division of export control administration between the State and Comunerce
Diepartments, as Congress has recently done, has only limited utility. Moreover, these moves could
axacerbate fragmented policy formulation and enforcement and inerease the costs of doing
business for U.S. firms. Congress should reauthorize the Export Administration Act, and in so
doing should undertake a comprehensive reform of export administeation.

The Cox Committes iended to see export control issues as a conflict between economies and
national security. But U.S. high-technology companies need exports to maintain their ,
competitiveness and their R&D budgets, and thus to contribuie to vur future cconomic strength,
production capability, and tochnology base. In a global economy, UK. firms must also be able 1o
enter into appropriate strategic allisnecs with forcign commercial entities. Thus, the tradeoffin
export control is oftea not just between private and public intercsts, but etween competing
clements of national secunity congern,



Congress is beginning to respond to the Cox Committee's findings and recommendations, The
Senate, along lines suggested by the Rudman pancl, is considering creation of a semi-autonomous
agency within DoE to afford more concerted attention to nuclear securnify issucs. The House has
not vet endorsed this change. Although we expect a semi-autonemous entity to result, we believe
that the exact nature of this semi-autonomy 15 6ot 45 important as pruning and rationalizing the
lines of authority and bureaucratic structures between DoE headquartoers and the labs and plants
that make up the operating units of the weapons complex.  Also 85 an outgrowth of the Cox report,
the Honse passed an amondment 1o the FY00 National Doefense Authorization Act thut suppors
such Cox Commitiee recommendations as the U8, Govemment taking a more aggressive role in
on-site inspections and DoD providing foreign launch monitors, Such legislation places additional
responsibility on the Excoutive branch for some rather technical tasks. With the trend in many
government agencios towards outsourcing and the continuing loss of technical experience in
government, the probability of success for these recommendations is quite low. Congressional
acquicscence 1o the Administration’s recent increase o the performance level at which computers
are subiect to export control indicates that there miay be littie legislative follow-through an the Cox
Committer's HPC recommendations,

China will continue 1o fry 1o obtain military and dual-use technology through espionage and legal
means. The appropriate nature and level of restrictions on defense and dual-use technology
transfors will remain controversial so long as China remaings under control of the Communist party
and maintaing positions on such intermational igsucs a5 regional stability and proliferation that are
at variance with our own,

China, by virtue of its population, its possession of nuclear weapons, its permanent seat on the UN
Security Council, its perpetually beckoning future market, and the large number of overseas
Chinesc, is more than just another regional power. China views itself as the natural arbiter of
Asian events, a perspective in conflict with America’s long-standing role of providing the regional
security and stability within which democracy and economic growth can flourish, Envirenmental
deficits and developmental imbalances suggest it is unlikely 1o continue over the Tong term i
torrid rate of sconomic growth, cspecially if the Communist Party doos not relinguish conteol
peacefully. Thus, China is unlikely over the near orm 1o ¢ither modernize rapidiy or become a
significani military threat, However, along with Russia’s decline, China’s emergence as a
prominent foroe, first on the Asian and then on the global seene, is one of the two key challenges
for U.S. policy and international scourify as a whole. Ax former Defense Secretary William Perry
mdicated, the challenge for U8, policy is to encourage China to develop into a responsible
international citizen while working with our Asian allies to ensure that they feel secure in their
independencee even if China turns aggressive. The hedging action creates incentives for China to
pursue a responsible approach by preventing any easy reward for aggressive behavior,

On balance, we belicve that attempting to Emit the pace of Chinese cconomic modernization
through aggressive controls on dual-use technology 13 not beneficial o the US, inpant because a
prosperous China is in our long-torm interest. Chinese acquisition of certain dual-use technologies
will likely amplify PRC military capabilitics, both conventional and unconventional. However, we
believe that the United States can maintain for the foresopable future and with lintle difficulty its
military advantage through an active R&D and modernization program. We also believe that
preventing China from acquiring key elements of advanced military capability remains a plausible
U.S, objective, This can be best achieved through a clear understanding of China’s military
technology needs on the one hand and a more cooperative working relationship with U.S. industry
tm the other.

0



The need to engage China on 3 broad range of issues, related to both commercial and military
development, will create continuing dilemmas for U8, policy. Technology transfer that relates o
future Chinese economic growth and military potential should not be congsidered apart from the
somplex of issuce 18 US.-PRC relations. The Cox Committee is vight to insist that the government
maintain a clear view of China's technology acquisition activities, but an integrated policy must
consider the range of isyues and interests. China's continaing effort to obtain U.S. technology
shows it is something they value ~ and so it is an incentive that we should leverage as part of our
overall policy. Fortunately, the immediate strategic situation and China’s own state of military and
economic development are such that there is litthe immediate danger that leakage of technology

information of the sart cutlingd in the Cax report would pose a nearderm threat to the United States
or 1t global interests. g
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A History Of Bipartisan Support For Connnercial Satellite Wakvors
' t
Graoting Waivers For U.S, Commereial Satellite Lavnchies On Chinese Rockets Has Been
Found Te Be “In Tihe Natonal Interest” 20 Times Ry President’s Reagan, Bush And Clintesn.

President Roapan: Oo September 9, 1988, President Reagan approved a plan 1o allow the expoert of 11.8.
made cormmunicalions sateilites to China for aunching on Chinese rockets. Reagan's State Departinent
spokesman Charies Redogn noted that the plan would -~ protec lepitimate U8, national security intergsls...
{¥ashingion Post, 9/10/96]

President Bush: President Bush, on 3 separate vecasions over 4 years, granted waivers to allow the export of
# o145l of 9 separate commereial sateilites for launch on Chinesé rackcis On each of those occasions the

_ President specifically veported te Congress that the waivers were “in the palional imterest. Mmf

the President’s, 1589 (Book IL p.1721):1991 (Book I, p.446): 1952 {Hook 0, p.1546)] '

President mgggx:an: President Clinton, over § yoars, has g:azzicd waivers 10 allow the exportofatotzl of 11
separate sommersinl sateliites for launch on Chinese rackets. Bach and every time, the Pregident has notificd
the Congress that the waivers wers "I the national interest. ™

As Well As...

Colin Powell (1988): In an October 20, 1988 letter to then House Foreign Affairs Commiittes
Chairman Dante Fascell, then National Security Adviser Colin Fowell wrote: “Legivlation may be
affered to prokibit or delny issuance of Heenses authorizing the export of 1.8, sateilites. for launch on
Chinese vehicles. This would be a serious mistake.... § request your assistunce in forestalling any last
minute actions in Congress that could jropardize the impertant commercial and natiornul sacurity
interests we are seeking to advance in our approsch. ” {iouse Foreign Affairs Cmite, Hearing on Proposed
Solr and Launch of United States Satcilites oo Chinese Missiles, 9/28/88 (100101}

¥rank Carlueed (1988 Also in an October 20, 1988 lotter to Chairman Faseell, Reagen Defense
Secretary Frank Carluce) wrote: T remain concerned that another gitempt may be made to bloek the
vxport of these sateilites.... Your support for this important national security issue can make a
difference. ] strongly urge you i support the administration s initiative o ticense these satellites to
the Chingse. " (House Foreips Affairs Cante, Hoaring on Froposed Sals and Launck of United Siates Sarsllites
on Chinese Missiles, 3/28/88 (p.122-123))

Gav, Pete Wilson (1923): Ina November 16, 1993 letter to Scorstary of State Warren Chiristopher,
Wiison wrote: “f urge you to use your waiver authority under the law to aliow the sateilite sales to the
FPRC (o praceed. These salex are important 1o the California economy: and i themyselves are no threat
1o further missile profiferation.” ’

Rens., Roheabacher, Thomas. G by, Dreior iil t Inan Getober 27, 1933 letter o
Seeretary of State Warrsn Clristopher, 30 members of Congress -- including 16 Republicans » wrote
that whils they supported “the ohicctive of controliing missile proliferation” iy wers goncerned that
sanctions did not “allow communications satellites 1o be launched from Ching” -- specifieally
satellites owned by Hughes Atrcrafl Company. The letter concludes: “We believe that national policy
ofjectives can ke met without placing sunctions on communications satellites, and we ask you to
divect that theze saicthites be excluded from any Use of sanctionable items.” The letter was signed by
30 Represeusatives {16 Republicans and 14 Democnuts) including Reps. Dana Rohrabacher, William
Thamas, Elton Gallegly, David Dreier. [Lewer tn Warren Chriswpher, 10727/93 )
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Transfer Of Authority To Grant Waivers From The State Departmeant To The Commerce
Department Was A Policy Decision Supported By Both Democrats And Republitans.

H

Prexident Bush (1992} In a September 25, 1992 “Maessagen to Congress,” President Bush noted “rhe transfer
Jrom ihe State Deparsment 16 the Commerce Depariment of Hicensing jurisdiciion” over certain civil afreraf
aquipment and added that “thiy ransfer of ftems formerly included in the State Department's United States
Munitions List ({/SML} 1o the [ {Zammercc Cfmzzmz é:st} CCL 45 aﬁgomg v Prcs[écm Hush also prx:dzczed that:
“in the g; ure, gg ristin commo ( (16 771 1 ; warzgggi

(Btmk II P 2652 :‘.mphasts aﬂ:ﬁed}}

¥rm. Congressman Roth {1993.1996): ?orxnzzr Rep. Taby Roth (R-W1} served as the ranking member and
Chaurman {1995-96) of the House Foreign Affairs Commitiee’s Subcommmiries on Economic Pohcy, Trade and
Environment. Roth was an adamant proponent of shifting jurisdiction for comumercial sateilite exporss from
e State Depuartinent 1o the Conunerce Department, Roth sponsored g 1995 bill {HR 361 which ~ in its
criginal form -« included language stating that “the expors af commergiol communications satellites, mey be
regrudated gnlv by the Seerctary of Commerce. ™ Roth 8150 oo~ -guthored a July 18, 1994 New York Times op-ed
with Rep. Gejdensen which was oritical of “probibitfing] American companies from selling communications
zatelliter ta Chine ™ [HR 361, 1048 Congrass, 1/11/95 {version 1)3

- Congressmag Gnlleply gzg%; On May 17, 1954, Rep. Elton Gallegly (R-CA} szgned up #§ 2 COSPONSOT On

HR 4276 sponsored by Rep. Jane Harman. The legislation’s only funclion was “to amend the Arms Export
Control Act and Export Administration Act of 1979 1 require that the export of certain commercial
sorumunications satellites and associated squipment be regutated solely by the Secretary of Cemmcrce‘..”
Introducing her bill on April 21, 1994, Harm&n noted thc bill letes that was inits by the
Bush Administration by shiftine perizdictic : Wi LA
Bepartment. " Other sosponsors were Democralic chs Berman (C&), Bazlcnsor: {{".ZA} and Edwards ((“:f&}
[Bil Trsaking Report HR 4274, 103ed Congrsss (LexisMNexis): Congressionn Record, 4721794 (empbasis added))

Canervessman Gilman, Roth, Burton, Rohrabacher, et al: In 1994, the House Foreign Alfairs Commitice
(May 18h) and its Subcammittee on Economic Policy, Trade, and Environiment (March 10th) both paseed by
yoring yore fegistation stating that “the expor of conunercial sommunicgiiens satellites mav be reculated onty
hy the Socretgry of Commerne, ™ Members of the Subcommitice a1 the time of the Marcch 10, 1994 voine vote
inchuded: Reps. Toby Roth, Dana Rohrabacher, Don Manzullo, Doug Bereuter, Jan Mysrs, and Cass
Bailenger. And, in addition to thoge listed ahove, the members of the full commitftee af the fime of May 18§,
1994 voice vote intluded; Reps. Ben Gilman, Dan Burtes, James Leach, Blion Galleply, Chris Smith and eigig

other Republicans. {103rd Congress, House Repost 103531, 5/25/94]

Both President BRush And President Clivton Granted Weivers For Chinese Lannck Of Loru}
Made Commercial Satellites. National Security Was The Controlling Factor In Both Decisions.

President Bush: In a letter informing Congress of his decision to grant a waiver to Loral for iis

intelsat VITIA project, Bush wrote that “§ it in rhe aarional intgrest of the United States to waive the

resirictions” on exporting 1o Chins. ["Message to the Congress on wade with China,” Public Papers of the Praidents:
Ceores Bush, Boak 11 o 1546)

Uresident Clinton: On February 6, 1996 and Febzoary 18, 1998, Presidemt Clisten also told Congress that "
fx fa the narional isrerest of the {nited Siates to warve” restricnions en exponting to China for Loral's
Musbuhay and Chinasal § projects. {"Message 10 Coagress oa Sotellie Exports to China,” Bubhc Panerofih &
Brugidenis: Bill Clintor, Book [, p. 177; {oarressional Record, WE4AIVE, p. HS731

Nuter The satoiiite lnunched as = result of Prosideat Bush's 1992 waiver exploded at launch in 1996 - leading
(o the controversial “industry review™ and subseguent Justice Departrazat (nvestigation

£
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SELECTED STATISTICAL FACTOIDS:
EXPORT LICENSING DURING CLINTON ADMIN, ¥vS. BUSH ADMIN,

* The volume of licenses approved has decreased dramatically, from 75,000 per year at the
begmnmg of the Bush Administration 1o sbout 10,000 wday The decrease was the result
of major decontiols beginning in the Bugh Admin and continuing into the early Clinton
Admin, {particularly evident between 1950-1991, 1991.1592, and 1993-1994}. (In
comparison, the Clinton Admin’s computer cewmwi of 1993 is hardly noticeable in the
licensing volume).

* The license denial rate (the percemage of licenses denied out of all received) has been
consistently higher in the Chintory Adminsiration zhan in the Bush Administration. This is
~wue for India, for China, and for the overall denial rate for all countries as a whaole, This is
likely explained by the large voiume of less sensitive exponts sull sontrolled m the Bush
Administration wiich were easily approved. The massive decontrols of the early 1990
have eliminated much of the less sensitive trade, and the remaining exports require cloger
scrutiny resulting in a higher denial rate,

. Not surprisingly, India and China had a higher denial rate than average in both the Bush
Administration and the Clinton Administration. India and China cases also take on
average twice as long 1o process (abour 60 days), which is evidence of the complexity and
thoughtfuiness of the analysis on exports to these countries. In recent years, India and
China denials comtined make up about half of all hcense demials, although these two
countries acopunt for only about ten to {ifteen percent of all licenses received. {(During
the Bush Admin, denials to India and China accounted for only about 25-30% of all
denials and while also comprising about 10 percent of total licenses).

* The average processing time for all [icenses increased slightly duning the Clinton
Administration {up from 19 days in 1989 1o a high of 36 days in 1996). Again, thisis
iikely due 10 the increasing complexity of remaining €XpOrts subject (o controls after the
big liberalizations of the early 19%C's.

* The Executive Order issued in Decermber 1995 resulted in a slight increase in average
processing time for all countries as a whele {due t0 the participation of other agencies in
Artually all license reviews). However, the E.O. led to a decrease in processing times for
Indta and China {down to 45-50 days from 60-70 prior to E.(0). Since other agencies
were aiready reviewing exports to these countries, the E.0.'s major effect was to speed up
their response rate to BXA. '

. The Executive Order also resuited in a slight increase in denial cates for India cases, China
cases, and all licenses az a whole,
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AT&T exported telecommunications equipment {e.g., ATM hub switches, S transmission
equiptment) to Hua Mer Teleconununications for a prototype Integrated Services Digital Network
(ISDN) demonstration system set up in four rooms at large hotels in Guangzhou City. The
purpose of this small network was to permit demonstration of the full range of service
{interactive multimedia, high-resolution video transfer, video ¢onferencing, voice, data, ete.)
available in such a system. The objective of the Hua Mei Telecommunications project
apparently is to build such a network for the full city and eventoally to install a network for the
entire surrounding provinge, The advaniage of g B-ISDIN network is that 1t provides for full
video, volce and data services. Similar equipment is alse produced by non-US suppliers in such
countries as Germany, France, and Canada.

The U.8. stopped requiring individual license for this type of technology because of the growing
availability of telecommunications equipment and services from foreign suppliers, the
consequent decreased ability to control the export of such equipment and services, and the desire
10 improve prospects for democratic and economic reforms in China. Improved civilian
communications is an lmportant ingredient for economics like China to become better integrated
with the Western glebal telecommunications system. The equipment was exported under license
procedure GLX, which was implemented in April 1994 after an extensive interagency review
process involving Commerce, State, DOD, and others. This license applies to exports to civil
end-users for civil end-uses in countries formerly proscribed by COCOM, including the former
Soviet Union and China. A GLX license could not be used for exports to military end-users or to
known military end-uses, The GLX procedure was in foree in late 1994 when AT&T transferred
the technology to Hua Mei and was used by AT&T to make the transfer. AT&T has certified
that, to the best of its knowledge, the joint Sino-American venture, Hua Mei
Telecommunications, is a civil end-user and that the equpment will be used for a civil end use,

While virtually al! modern, state-of-the-art telecommunications technology theoretically can be
uscd to enhance military capabilities, the PLA already has its own, extensive and very modem
communications infrastructure that incorporates very advanced technologies, including fiber
optic sysiems and a nation-wide military microwave system. The type of civilian
communications equipment purchased from AT&T by Hua Mei Telecommunications was
routinely approved by COCOM governmenis for shipment for civil ond uses o formerly
nroscribed countries, Iike China, following the end of the Cold War. We have no information to
indicate that the PLA expects to use or benefit from the system directly, other than by deriving
profit from the investment. Indeed, the Chinese military communications infrastructure is
largely separate from the civil system, the Jatier of which is managed by the Misnistry of Fosts
and Telecommunications. In this regard, AT&T has advised that its central switching equipment
is physically located in that Ministry’s facilities; other parts of its equipment must, of course, be
focated at the hotels which use the communications system.

i
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Ouestion Bl Please deseribe the nature and potensial applications of the fiber-optics
telecommunications technology transferred to Hua Mei?

Answer: Because DoD) did not review the transfer in question, the following information
was provided by AT&T at our request for use in response (o your letter of inquiry.
AT&T reporis that it exported telecomumunications equipment (e.g., ATM hub switches,
SOH transmission eguipment) to Huz Mei Telecommunications for a prototype
Integrated Services Digital Network (ISDN) demonstration system set up in four rooms at
large hotels in Guangzhou City. The purpose of this small network was to permit
demoenstration of the full range of services (interactive multimedia, high-resolution video
transfer, video conferencing, voice, data, ete.) available in such a system. The objective
of the Hua Mei Telecommunications project apparently is to build such & network for the
full city and eventually (o install a network for the entire suirounding province. The
advantage of a B-JSDN network is that it provides for full viden, voice and data services.

Similar equipment i¢ alze produced by non-US suppliers in, ‘such countries as Germany,
France. and Canada. (

Question #2: Was this the "first time ™ sale of such technology 1o the PRC? Were
objections raised inside the U.S. Defense or intelligence communities prior to the sale?
if so, who raised objections?

SAL
Was iy the “first time ™ sale of such rechnology 1o the PRC?

As further discussed below, individaally validated expaort heenses VL) would
have been required for the transfer of relevant United States teleconmunications
technology 1o the PRC prior to April 1094, After that date, such technology could have
been transferred o the PRC for civilian end use without an IVL, and accordingly withou
government knowledge. A review of DTSA files md:cates that ne applications were
reviewed for such techno]ogy prior to the sale to Hua Mei Telecommunications by
AT&T. Similarly, a search by the Bureau of Export Aémugmratmn, Department of
Commerce, of its licensing database, which we recently requesied, alsc has turned up no
applicatians for an VL for such technology. The intelligence community has been
unable (o provide any information concerming transfers of such 1echnology from non-U.S,
manufacturers to the PRC. N



Were olyections raised inside the U.S. Defense or intelligence communities prior 1o the
sale? If so. who raised objections?

DTSA learned of the Hua Mei venture through an informational briefing given by
the U.K, companies involved in the venture in April 1993, during the early formative
stages of that venture, At that time, DTSA was pot asked to ke, nor did it take, any
action with respect to the proposed technology transfer to Hua Mei. There was, however,
some intersal discussion about whether then-current government policy weuld permit
such a transfer. No conclusion was ever reached on this issu¢ because of the subsequent
change i United States technology licensing policy in early 1994, Similarly, there was
no decision requested of and no decision made by the NSA. '

As you may know, a new Commerce Depargnent "GLX" license procedure was
implemented in April 1994, after an extensive interagency review process involving
Commerce, State, DOD, and others. The GLX license is defined by 15 CF.R. § 771.20.
This license applies to exports o civil end-users for civil end-uses in countries formerly
proscoibed by COCOM, including the furmer Soviet Union and China. A GLX license
niay not be used for exports to military end-users or to known military end-uses. The
new GLX procedure, which was in force in late 1994 when AT&T wansferred the
technology to Hua Mei and was used by AT&T to make the transfer, aliows export
sithout case-by-case priar governmens review or approval. As a result, since April 1994,
the government has not had occasion 1o review or comment on any propased uansfers of
such technology to China under General License GLX,

Prior to this change in practice, an VL, issued only after prior gevertenent review
and approval, would have been required on a case-by-case basis for the transfer of
designated modem telecommunications technology to the PRC. The government stopped
requiring [VLs for this type of technology because of the growing availability of
telecommunications equipment and services from foreign suppliers, the consequent
decreased ability to contro! the export of such equipment and services, and the desire w0
improve prospects for democratic and economic reforms in the FSU, other former
Warsaw Treaty states, and the Peoples Republic of China. Improved civilian
cornrounications is an important ingredient for these economies to become more
integrated with the Western global telecommunications system,

In summary, because the Department plays no role in the issuance of the GLX
license, the actual wansfer of telecommunigations equipment 10 Hua Mei
Telecommurtications was never considered by the Department.
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Question 3 Can the fiber-optics telecommunications wechnologies or any information
transferred 10 the PRC be urilized for military C4l or other defense related applications?
If so, what are the implications for PLA modernization goals?

Agswer  While virtually all modern, state-of-the-art telecommunieations technology
theoretically can be used o enhance C41 military capabilities, the PLA already has its
own, extensive and very modern comrmunications infrastructure that incorporates very
advanced technologies, including fiber optic systems and a pation-wide military
microwave system. The type of civilian communications equipment purchased from
AT&T by Hua Me; Telecommunications was routinely approved by COCOM
governments for shipment for civil end vses to formerly proscribed countries, like China,
following the end of the Cold War. The government’s decision 1o make certain
telecomumunications equipment eligible for the GLX license was taken, in part, because of
the growing availability of telecommunications equipment and services from foreign
suppliers, and our consequent inability to contral rransfers of such equipment and
technology, and the desire to improve prospects for democratic and economic reforms in
the FSU, other former Warsaw Treaty States and the Peoples Republic of China.
Improved civilian communications is an important mgredient for these economies 10
ccome more iptegrated with the Westers global telecommunications system.

Through its use of General License GLX for the shipment of its equipment (0
China, AT&T has centified that, to the best of its knowledge, the jeint Sino-Amencan
venture, Hua Mei Telecommunications, is a civil end-user and that the equipment will be
used for a civil end use, We are aware that the Commission on Science, Technology and
Industry for Nationa!l Defense (COSTIND) is a part owner of Hua Mei
Telecommunications. Such partial ownership is increasingly common as the Chinese,
military establishment invests in commercial {civilian) enterprises. We have no
information to indicate thal the PLA expects 1o use or benefit from the system directly,
other than by deriving profit from the investment. Indeed, the Chinese military C41
infrastructure is larpely separate from the civil system, the latier of which is managed by
the Ministry of Posts and Telecommunications. In this regard, AT&T has advised that its
central switching equipment is physically located in that Manistry's facilities; other parts
of its equipment must, of course, be located at the hotels which use the conynunications
systern. .
Qusstion #4: Whait is the Depurtment s position on anciher reporied sale of similor
eguipnient, mw?vmg the {mvesiment of 3 ’0{3 milfion, to be made 10 the PLA's General
Logistics Department?

Answer:. Our review of DTSA licensing files has not revealed any information regarding
2 sale of similar equipment to the PLA s General Logistics Department. A search of the
Commerce Department’s licensing database, recently underiaken at our request, also has
twmed up no information on this matter. Because such a sale would constitute an explicit
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transfer 1o a military end user, it would require an I'VL from the Department of
Commerce and would be reviewed by all appropriate agencies, including the Department
of Defense, \

Question #3: Did the transfer of such fiber-optics telecommunications frechnologies
require a policy change? When was such a policy change made and what were zize :
circumstances under which it occurred?

Answer As discussed above, no prior government decision or policy change was
required for the AT&T transfer to the Hua Mei Telecommunications project, because the
transfer ocuurred after the GLX license procedurs was instituted in April 1994,

By way of background, the Defense Technology Security Administration
routinely holds meetings with industry representatives to discuss national security
conecerns about their specific, proposed technology exports. Our review indicates that a
meeting was beld in April 1953 between DTSA staff and representatives of the involved
corporasz entities 1o hear about a proposed sale of wlecommimications equipment to
China by SCM/Brooks. The corporate representatives were told about standard
considerations in Deensing telecommunications equipment 1o China a1 that time and
informed about how 1o submit applications for an individual validated license VL),
which was then required, through the Commerce Department. (it should be noted that the
requirement for an IVL does not mean that a license necessarily would be denjed, but it
woold require a case-by-case interagency goverrumeant review of the proposed sxport)

Senior Do) officials, including the Seoretary, also meet penodically with industry
representatives to understand the impact of U.S. trade and national secunity policies on
the global competitiveness of American industry, In thisregard, then-Deputy Secretary
Perry met with Dr. Lewis in 1992 to bear about the Hua Mei project. Dr. Perry made no
commitments, esther direct or implied.

Question #6&: Is the PLA 5 deputy director of Beijing's defense industry (CQSTIND), Lt
Gen. Huai Gumo, the founder of Hua Mei Telecommunications? Was Huai Gumo's
affiliation to the PLA known prior to the 1993 sale of the fiber-uptics technologies? Is it
true that the daughter of PLA General and COSTIND Director, Ding Henggao, serves as
the PRC s Chair of Hua Mei?

Answer: Because AT&T used general license GLX for the shipment of its equipment to
Hua Mei Telecoramunications, the Department of Defense did not review the shipment at
the time it was made and therelore did not receive any information on the founders or
Chinese corporate directors of Hua Mei Telecommunications through the export licensing
process (or otherwise}, nor did the Department receive such information informally in
meetings held in 1993 with representatives of the United States venture pariners. To
further answer the question posed in your letter, the Depamr ent recenily requested
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information from SC&M Intermational, Ltd., one of the United States partners in the Hua
Mei venture, which supplied a list of the officers and directors of Hua Mei
Telecoramunications from its inception in mid-1993, The list received is attached hereto.
The Chinese board chair, Madame Nie Li, is reported 1o be the wife of Ding Henggao,
not his daughter. :

Cuestion #7: Did Mr, Jokn Lewis receive cempensation from ey entity related to the
Hua Mei project comtemporaneously with Ris duties as a member of the Defense Policy
Board or as a consuftant 10 the Depariment? Were these relationships fully disclosed by
Mr, Lewis? o

Answegy: Attached hereto is a summary of information in the Department’s files, This
summary i5 subject to the Privacy Act, and must be handled in accordance with
restrictions on gevernment release of confidential information, It is provided to youin
your capacity as Chair of the House Committee on National Security pursuant to § US.C.
§ 552a(b)(%) and DODD 5400:11-R, chapter 4, § B.11,



