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Summary

Congress has been concerned about whether U.S. firms, in exporting satellites,
provided expertise to China for use in its ballistic missile and space programs and
whither the Clinton Administration’s policies have facilitated transfers of military-
relaied technology to China. This CRS report provides background information,
congressional action, and a chronalogy of major developments since 1988,

Some critics oppose satelinte exports 1o China, while others are concemed that
the Climton Administration relaxed export controls and monikoring of conunercigl
satellites in moving the Hoensing authority from the Stte Department to Commerce
Department in 1996, A range of concerns were prompted by New York Thnes reports
in April {998 that the Justice Department began a criminal investigation inte whether
Loral Space and Communications Lid. and Hughes Blectronics Corp. violated export
comtrol laws. The firms allegedly shared their findings with China on the cause of a
rocket’s explosion while launching a U S.-origin satellite in February 1996, Insharing
their conclusions, the compantes are said to have provided expertise that Ching could
use to improve the accuracy and reliability of its future ballistic missiles, including
their guidance systems. At least three classified studies reportedly say that US,
natsonal security was harmed.  Congress and the Justice Department have also
investigated Hughes’ review of Ching’s launch failure on January 26, 1995,

In addition, the press reports alleged that Prosident Clinton in February 1998
issued the latest waivey of sanctions {for Loral’s Chinasat-8) that undormined the
investigation by allowing the issuance of licenses for the export of assistance similar
to that in question. Moreaver, the Times article alleged that political considerations
may have influenced the Administration’s decision, stnce Loral’s chairman was the
largest individual donor to the Democratic National Commitiee {orthe 1996 election,

In the fallof 1998, Congress passed the FY 1999 National Deferse Authorization
Act that transferred heensing authority over sateltires back 1o the Sate Depanment
on March 15, 1999. On December 30, 1998, the Cox Commitice unanimously
approved a classified report concluding that China’s technology scquisitions over the
past 20 years, not only that associated with sateliite launches, have harmmed U S,
national security. The Senate [ntellipence Committce released uts unclassified report
on May 7, and the Cox Commitice issued a declassified report on May 25, 1998, On
October 5, 1999, the President signed into law the FY2000 National Defense
Aathorization Act(P.L. 106-65) in which Congress addressed export controls relating
to missile technology, satellites, and other issues.  In Apnl 2000, the Nate
Department charged Lockbesd Martin Corp. with violating ¢xport controls, but they
agreed in June to a settlement invelving penalties of $ 13 milkion, Congress may wateh
for possibic further legal action by the Justice Department based on the investipations
(begun in September 1997), any new waivers or Heenses for exports of satellites {(such
as Chinasat-8}, and a possible review of the LLS, policy to export satellites to China
(given their potential military use).
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China: Possible Missile Technology Transfers
~From U.S. Satellite Export Policy —
Background and Chronology

Introduction

Members of Congress have been concerned about allegations that U.S. firms
provided expertise to the People’s Republic of China (PRC) that could be used in its
ballistic missile and space programs and that the Clinton Administration’s policies on
satellite exports facilitated legal or illegal transfers of military-related technology to
China. The New York Times reported in Apnri]l 1998 that the Justice Department began
a criminal investigation into whether Loral Space and Communications Ltd. (of New
York), and Hughes Electronics Corp. (of Los Angeles) violated export control laws.'
The firms were alleged to have shared their findings with China, without approval
from the U.S. government, on the cause of a PRC rocket’s explosion while launching
a U.S.-origin satellite in February 1996. In sharing their conclusions, the companies
allegedly provided expertise that China could use to improve the accuracy and
reliability of its ballistic missiles, including their guidance systems. Several classified
government studies reportedly concluded that the U.S. technical assistance provided
to China damaged U.S. national security by helping the PRC to improve the guidance
systems on its ballistic missiles.

In addition, the media reports alleged that President Clinton in February 1998
issued a waiver of sanctions that undermined the investigation by allowing the
issuance of licenses for the export of technology or expertise similar to that in
question — despite “strong opposition” from Justice.  Moreover, political
considerations allegedly influenced the Administration’s decision, with Loral’s
chairman being the largest individual donor to the Democratic Party in 1996.

This CRS report provides detailed background information, significant
congressional and administration action, and a comprehensive chronology. The
events summarized below, based on various open sources and interviews, pertain to
various aspects of U.S. foreign and sccurity policy:

¢ U.S. policy since the Reagan Administration to allow exports of satellites to
China (increasingly for its use, not just launch);

e Presidential waivers for exports of satellites, including the latest waiver for
Chinasat-8 (built by Loral) during an ongoing criminal investigation into

" Gerth, Jeff. “Companies are Investigated for Aid to China on Rockets,” and “Aerospace
Firms’ Ties with China Raise Questions,” New York Times, April 4 and 13, 1998,
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alleped assistance by Loral and Hughes to China’s missile program; waivers are
for U.S. sanctions imposed zafter China’s Tiananmen Square crackdown;

# sanctions imposed for missile proliferation by China’s space launch company,
China Great Wall Industry Corporation, and othor companies;

8 guotas on PRC launches of satellites;

& controls on exports of U.8 -origin satellites andfor satellite technology, as well
as controls and monitoring of technical exchanges with PRC engincers,

% cxpori controls to prevent technology transfers that could contribute to
China’s ballistic missile force and/or military satellites,

Congressional investipations have also led (60 modia reports in early {999,
confinmed by ULS. intelligence in April and the Cox Committee’s declassificd report
in May 1959 that the PRC obtained information on U.S, nuclear weapons.® Members
are concerned about the PRC's modernization of its ballistic misstles’

Background

China Great Wall Industry Cﬁrpefaiif}zz

China Great Wall Industry Corporation {CGWIC, or China Great Wall} hasbeen
China’s commercial space launch company since 1986, Mt markets the use of rockets
developed by the China Academy of Lauuck Vehicle Technology (CALT) und other
acrospace academies. China Great Wall and CALT uwre part of China’s defense-
refated aerospace industry under the China Acrospace Corporation {abbroviated by
China as CASC). CASC, cstablished in 1993, oversecs space as well ag missile
researchand development. CASC and its subordinate companies, rescarch acadomies,
and factories develop and produce strategic and tactical ballistic missiles, space launch
vehicles, surface-to-air nussiles, cruise missiles, and mulitary {reconnaissance,
conununications, or other) and civilian satellites. CASC was previously known as the
Ministry of Aerospace Industry, also known as the Seventh Ministry of Machine
Building. Since April 1998, China’s military, the People’s Liberation Army (PLA),
has exercised control aver PRC samellites under the new General Equipment
Department.

China reportedly faunched its first satellite, Dongfanghong (“East is Red”) on
April 24, 1970. By the end of 1997, China reportedly had launched 40 domestic
satellites: 17 retrievable reconnaissance satellites, 3 meteorclogical satellites, 8
communications and broadcasting saicHites, and 12 “experimental” (possibly military}
satcHites. China is using the sateflites and space technology to cnhance ifs national
defense, economy, and international prestige.® On April 7, 1990, China Great Wall

* See alsor CRS Report RL30143, Ching: Suspected Acquisition of 1.8, Nuclear Weapon
Data, and CRS Report RL30220, China's Technology Acquisitions: Cox Commiltee's
Report — Findings, Issues, and Recommenduations, by Shirley A, Kan,

* Sec CRS Report 97-391, China: Ballistic and Cruise Missiles, by Shirley &, Kan,

*Chou Kuan-wu, “China’s Reconnaissance Sutellites,” Kuang Chiao Ching (in Hong Kong),
{cominued...)
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launched a foreign satellite, Asiasat, for the first time.® Since then, the company has
expanded its foreign business, especially with 1.8 firms such as Hughes Electronics,
Lockheed Martin, and Loral Space and Communications, China probably seeks
foreign capital and twechnology to apply to iis domestic satellite research and
development effors, n pant to lessen reliance on purchasing foreign satelines, The
president of the Chinese Academy of Space Technology said that the PRC’s
Dongfanghong {East is Red) satellites match the capacities of advanced satellites built
by Hughes, but are backward in satellite navigation and stabilization technologies.
The Academy hopes to sell its satcllites at world standards by 2000.°

China has cxperienced a sumber of ombarrassing and costly failed satellite
launches. in 1992, a PRC rocket stalled while sttempting to Jaunch the Optus-B1
satellite and another rocket exploded and destroyed the Optus-B2 satellite {hoth built
by Hughes}. In 1993, A Long March rovkel exploded and destroved the Apstae-2
sateilite (built by Hughes}. In 1996, another PRC rocket exploded and destsoyed the
intelsat satellite (built by Loral). Aside from the dramatic explosions, ather problems
have prevented the PRC rockets feom suceossiully launching satelites inte the correct
orbits,

China’s acrospace industry has shifted from denying all responsibility in failed
launches of foreign satellites to 2 willinguess to work with foreign companies in
determiining the causes of explosions and other failures. This practice may bave been
a strategy to keam from foreign companics methods to improve China's rockets,
satellites, and other related space technology. China may also have tried to reassure
foreign insurance companies and satellite manufacturers that it can solve problems
with the Long March rockets.

Missile Technology or Expertise

Security Concerns. Jnc question in
the controversy involves the applicability of
satellite-launch  technology to the
gﬁ}?‘dcncaqma‘uon!of CE}‘ma‘s ballmnf: ml.\;Si].fiS‘ U.S. PRC

jna Great Wall uses the Long March series CBM:  €£58.3  DF-4
of rockets to launch sarcllites.  China’s CBM. CSTS” 4 E}Fﬁﬁ A
“Long March (LMY’ (*Chuang Zheng*} space SL\;' ‘ LM i sz
launch vehicles (SLVs) are related to its ’ '
“Bast Wind” (“Dong Feng” (DF))
imiercontinental ballistic nmssiles (1CBMs).
China has used the LM rockets to launch its

Corresponding Designations

. ..continped)
March 16, 1998, transiated in FBIS.

*For commercial space launches in general, see CRS Issue Brief 1893062, Space Launch
Vohicles: Government Requirements and Commercial Comperition, and CRS Report 9%8-575,
Caina's Space Prograni: A Brief Qverview Ineluding Commercial Launches of U.S.-Buils
Satetiites, by Marcia 8, Smith,

*Parker, Jeffrey, “China o Expand Rocket Production,™ Reuters, August 23, 1593,
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own satellites (since 1970) and foreign satellites (since 1990). The Long March
boosters are also produced as China’s CSS-3 (DF-4)} and CSS-4 (DF-5A) ICBMs
deployed in the Second Artillery, the PLA’s missile force. China’s launch facilities,
e.g., the Xichang Satcllite Launching Center in Sichuan province, are at PLA bases.

Areview of open sources finds agreement that the first Long March rockets used
to launch satellites were derived from ballistic missiles developed earlier and that there
has been parallel research and development for the modernization of the SLVs and
ICBMs.” The CSS-3 ICBM has also been produced as the booster for the LM-1
SLV. The CSS-4 ICBM has also been used as the booster for the LM-2, LM-3, and
LLM-4 series of SLVs. Ina 1984 publication, the Defense Intelligence Agency (DIA)
called the LM-1 SLV the “booster variant” of the CS$8-3, and LM-2 the “booster
variant” of the CSS5-4. Indeed, this factor has made it difficult to accurately count
the numbers of ICBBMs that China has produced and atlows for China to increase the
potential number of ICBMs available for deployment.

When the Reagan Administration first decided to allow China to launch U.S.-
origin satellites, it cited the need to protect *“legitimate U.S. national security
interests” and promised Congress that an agreement would be concluded with China
to safeguard U.S. technology from “possible misuse or diversion.”® Such an
agreement on technology safeguards was signed on December 17, 1988, but
apparently required renegotiation. A new agreement was signed on February 11,
1993. One question concerns whether China has abided by these agreements.

After the end of the Cold War and with increase in U.S.-China trade, some say
that national security interests need not be sacrificed by commercial interests. Within
the current controversy, some argue that launching satellites from China is in the U.S.
national security interest because of the benefits to U.S. satellite manufacturers.”

Loral’s Case. Specifically, the Department of Justice’s investigation looks at
Space Systems/Loral (85/L), Loral’s subsidiary in Palo Alto, CA, which chaired a
review committee on the launch failure of the Intelsat-708 satellite in February 1996.

"Defense Intelligence Agency, Handbook of the Chinese People's Liberation Army,
November 1984; John Wilson Lewis and Xue Litai, China Builds the Bomb (Stanford
University Press, 1988); Lennox, Duncan, “China’s Development of Ballistic Missiles,”
Jane's Intelligence Review, August 1991; Phillip S. Clark, “Chinese Launch Vehicles —
Chang Zheng [, “Chinese Launch Vehicles — Chang Zheng 2,” “Chinese Launch Vehicles
— Chang Zheng 3,” “Chinese Launch Vehicles — The Rest of the Story,” “Chinese Launch
Vehicles — Further Details,” Jane’s [ntelligence Review, November 1991, May 1992,
August 1992, October 1992, June 1993; John Wilson Lewis and Hua Di, “China’s Ballistic
Missile Programs,” International Securiry, Fall 1992; Iris Chang, Thread of the Silkworm
(BasicBooks, 1995); “People’s Republic of China: Offensive Weapons, Jane's Strategic
Weapon Systems, September 1997; Jane 's Space Directory 1997-98.

* “Export of U.S. Satellite to China for Launch,” Department of State Bulletin, November
1938,

*Hirsh, Michacl (Newsweek), “The Great Technology Giveaway?” Foreign Affuirs, Sept./Oct.

1998; Clayton Mowry (executive director of the Satcllite Industry Association), “Satellites
Do No Good Stuck on the Earth,” Washington Times, Sept. 8, 1998.
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As for Loral’s case, Acting Undersecretary of State Johin Holum confirmed on Apni
9, 1998, that after the accident in February 1996, the Department of State “became
aware that there may have been a violstion” The case was referred to the
Department of Justice for investigation. He said that there are “strong legal remedics™
for viclations of expost contro! laws, including s denial of future licenses.

Loral issued a statement on May 18, 1998, saying that allegations that it
provided misstle goidance technology to Ching are false. Loral also says that it did
not gdvise China "on how to fix any problems with the Long March rocket.” The
company states that “tie Chinese alone conducted an tndependent investigation of the
launch faflure [in Febroary 1996] and they defermined that the problem was a
defoctive solder joint in the wiring -~ 2 ‘low-tech” matter.” Loral denied that it and
Hughes conducted an independent investigation to determine the cause of that launch
failure. However, atthe insistence of insutance companies, which required non-PRC
confirmation of resolutions of problems with Long March rockets, Loral formed a
committee of several satellite companies, including Hughes, 10 review the PRC
investigation. According to Loml, the review commiitee obtained information from
the PRC and was not formed to help them solve their problems. The review agreed
with the PRC conclasion (that & defective solder joint wag responsible), without
performing tosts or providing any test data to the PRC. The commiittee did note that
further tests by China would be required to establish certainty. Loral says that, duning
the review, it discussed the committee’s work with U,5, officials, As far as Loral's
engingers gan determine, the statement says, “no sensitive information — ne
significant wehnology - was conveyed to the Chinese.” ‘

Loral has further explained that in April 1996, at China’s request, Dr. Wah L.
Lim, then 4 senior vice president and engincer at Loral, chaired a review commitice
o study China’s technical evaluation of the cause of the secident on Feb. 15, 1996,
Loral says China had ideruificd the prablem as residing in the inertial measurement
unit (IMU) of the guidance system of the rocket, Loral believed that it did not have
to request a U8, government license and monitoring. The first meeting was held in
Palo Alto, CA, but the second, in China, Notably, PRC acrospace engineers attended
the meetings,

Nevertheless, Loral admitted that, conteary to its policies, “the committee
provided a report to the Chinese before consulting with Siate Department export
licensing awthorities.” According o Loral, as soon as its excautives found out in May
1996, the company notified the Departments of State and Defense. In June 1996,
Loral provided to the U8, goverment @ detatled, written report concerning all
communications with China. Loval adds that € is i full cooperation with the Justics
Department in its investigation and with Congressional conunittegs. Loral concludes
that based upon its own review, it “does not believe that any of its employees dealing
with China acted itlegally or damaged U8, national secunity”™  In addition, the
statetent says that Loral™s chawman, Bornaed Schwartz, was not personally invelved
i apy aspect of this maner. “No political favors or benefits of any kind were
requested or extended, directly or indireclly, by any means whatever.” Loral also
denics any connection between the launch falure in Febrary 1996 and the
Presidential waiver for another Lorad-built satellite in February 1998, The export
license for the latest launch (for Chinasat-8} “applied the strictest prohibitions on
technology transfer and specified that any new launch failure investigation would
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require a separate license.” Loral stresses that it complies strictly with export control
laws and regulations.

Administration officials say that export licensing procedures and strict security
measures (including monitoring by the Defense Department of pre-launch meetings
and the launches) preclude any assistance to the design, development, operation,
maintenance, modification, or repair of any launch facility or rocket in China.
Morzover, Undersecretary of Commerce William Reinsch testified to Congress on
April 28, 1998, that effective cxport controls on dual-use technology (with military
and civilian applications) allow U.S. exporters to compete while protecting U.S.
sccurity interests. He disputed that there were objections within the executive branch
to allowing recent satellite exports to China, saying that since November 1996 (when
the licensing jurisdiction was transferred from the Department of State to Commerce),
the Commerce Department has issued three export licenses for satellites to be
launched from China — with the concurrence of all agencies.

However, at least three classified studies have found serious concerns about the
U.S. fimms’ assistance to China’s ballistic missile modernization program. A classified
report at the Department of Defense’s Defense Technology Sccurity Administration
(DTSA) reportedly concluded on May 16, 1997, that Loral and Hughes transferred
expertise to China that significantly enhanced the guidance and control systems of its
nuclear ballistic missiles and that “United States national security has been harmed,”
according to the New York Times (April 13, 1998 and June 27, 1998). These
concems were first raised in a classified report at the Air Force’s National Air
Intelligence Center (NAIC) in March 1997 and supported by the State Department’s
Intelligence and Research Bureau (INR), according to the Washington Post (June 7,
1998). These reports apparently prompted the Justicc Department’s criminal
investigation that began in Scptember 1997,

Also, the Justice Department had expressed concerns about the February 1998
Presidential waiver for the Chinasat-8 satcllite. A memorandum, dated February 12,
1998, written by National Sccurity Adviscr Samuel Berger for President Clinton,
acknowledged that the Justice Department “cautioned” that such a waiver “could
have a significant adverse impact on any prosccution that might take place” in Loral’s
case.'” Finally, there is little public information on the export licenses issued by the
State or Commerce Department for technical assistance agreements (TAASs)
concerning the transfer of technical assistance and data needed to mate satellites to
launch vehicles (so-called “form, fit, and function” technical data).

While Loral’s case continued to be under investigation by a federal grand jury,
two incidents occurred with some embarrassment for the Clinton Administration. On
March 16, 2000, U.S. Ambassador Joseph Prueher hosted a dinner in Beijing for
representatives of Loral, Lockheed Martin, Hughes, CASC, and ChinaSat. The
Embassy denied that the subject of an export license for ChinaSat 8 was discussed.!'
On July 17, 2000, the Defense Security Service issued an award for “outstanding

" The memorandum was printed in the New York Times, May 23, 1998.

"' Gertz, Bill, “Envoy Hosted Satellite Firms in China,” Washington Times, April 4, 2000,
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security performance and practices” to Loral and 49 other companies, but then
rescinded the award for Loral after realizing it remains under investigation.'?

Mecanwhile, the Justice Department’s campaign finance task force reportedly
found no evidence that Loral’s chairman Bernard Schwartz corruptly influenced
President Clinton in his deciston to approve Loral’s export of a satellite to China in
1998, according to the contents of an internal memo and related documents disclosed
by the press.” Ata Senate Judiciary Subcommittee hearing on May 2, 2000, Senator
Specter referred to this memo, written to Attorney General Janet Reno in the summer
of 1998 by Charles LaBella, then chief of the task force. According to Senator
Specter, Schwartz had donated $1.5 million to the Democratic National Committee.
LaBella is said to have written that Schwartz’ case “was a matter which likely did not
merit any investigation.” Nonetheless, LaBella recommended that Reno appoint an
independent prosccutor to dispose of the case, because the allegations of political
favors involved the President. LaBella reportedly also criticized Justice Department
officials for ordering the investigation of Schwartz while excluding President Clinton.
Reno denied LaBella’s recommendations for the special counsel.

Beyond the Loral Case. Beyond the 1996 incident involving Loral and Hughes,
therc are wider concerns that the policy of allowing China to launch U.S.-built
satellites effectively subsidizes and assists China’s missile modernization. Observers
point out that the same PRC companies and engineers work in both civilian and
military programs and that much of the technology used in launching satellitcs can be
uscd in military programs on missiles, satellites, and other areas.

Future developments in China’s ICBM program are believed to be related to that
in the space launch program, U.S. intelligence reportedly has gained information
about developments in China's ICBMs from information about PRC SLVs." June's
Space Directory 1997-98 notes that China is not known to usc liquid
oxygen/kerosene engines that are used extensively in other countries, “reflecting the
space vanants’ parallel development alongside storable propellant long range
missiles.”

There have been concerns that China may deploy ICBMs with multiple
independently targetable reentry vehicles (MIRVs) in the future. In 1999, the House
Select Committee on U.S. National Security and Military/Commercial Concerns with
the People’s Republic of China (popularty known as the “Cox Committee™) judged
that, by 2015, the PLA could deploy up to 100 1ICBMs with as many as 1,000
thermonuclear warheads.

2 Pincus, Walter, “Defense Award Rescinded From Firm Being Probed,” Washington Post,
July 18, 2000.

Y Rempel, William C. and Alan C. Miller, “Internal Justice Memo Excuses Loral From Funds
Probe,” Los Angeles Times, May 23, 2000. Also see: David Johnston, “Memo Shows
Another Push For Clinton Inquiry,” New York Times, May 3, 2000,

“Pincus, Walter, “U.S. Gains Intelligence Data in China Launches,” Washington Post, June
i3, 1998.
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The Director of Central Intelligence (DCI)'s unclassified damage assessment of
the PRC's sugpected soquisition of U.S. nuclear weapon secrets found that China
already has the “techmical capability” 1o develop 1 MIRV system for the currently
deployed ICBM but has not deployed MIRVs, Nonetheless, the DCI warned that
“ULE snformation acquired by the Chinese could help them develop a MIRV for a
future mobile missile.”™” China first decided 10 develop MIRVs for deployment in
1970, Development was in pant siglled, however, by a lack of capability to
ministurize warheads '® The priority for the project on MIRVs was lowered in March
FORO, but research and development on MIRVs resumed on November 10, 1983, as
part of the DF.S modification program.  Also, China reportedly will add a new saolid-
propellant thied stage (T8 to intraduce 2 now LM-2E/TS SLV. This third stage may
have a multple-satellite dispenser o launch up to 12 satcllites, Jane's Space
Directory 1997-1998 wepored that Chine developed a restartable, cryogenic
{extremely low temperature} stage 3 for the LM-3 SLV.

Muotorola, There had been concerns that Motorola’s use of 3 PRC-developed
multi-satellie dispenser {called “Smant Dispenser™) on a variant of the LM-2C to
faunch two Inidivm sateliites at a time helped the PRC to develop MIRY capability.
The Warkingtan Times reported that g December 1996 classified study by the Air
Force’s National Alr latelligence Center {(NAIC) concluded that the new PRC-
developed “smart digpenser,” an upper-stage booster used 1o launch two satellifes for
[ridiom on one LM 208D rocket, could be modified 1o deploy multiple re-entry
vehicles. Nevertheless, the report aoted that there is no evidence that Ching is using
the dispenser, built in 1996, for warheads and that the PRC multiple warhead system
would be less acourate than U.S. and Russian systems.” A Pentagon spokesman said
on July 14, 1998, that Motorola provided data to allow the PRC to attach satellites
to the dispenser that it designed without ULS, help and that releasing multiple satcliifes
and targeting multiple warheads require different technology. Moreover, the Cox -
Commitiee concluded that *Motorola did not provide the PRC with information on
how to design the Smart Dispenser; rather, the PRC built the Smart Dispenser
indigenously to Motorola’s specifications,”™

Hughes, Some are especiaily concerned about PRC launches in 1995 and 1996
of three satellites built by Hughes which were not monitored by the Defense
Department. On June 18, 1998, Jan Lodal, Principal Deputy Under Secretary of
Defense for Policy, testified to a joint hearing of the House National Security and
International Relations Committees that there were three launches that were not

CIA, “The Intelligence Community Damage Assessment On the tmplications of China's
Acquisition of U8, Nuclear Weapons Information en the Development of Futurg Chinese
Weapons,” (unclassified release), April 21, 1999. See also: CRS Report RL3G143, China:
Suspected Acquisition of U.S. Nuclear Weapon Data, by Shirley A, Kan,

#CRS Report 97-1022.

Pertz, Bill, “U.S. Tochnology Builds ‘Bridge’ for China Missile,” #ashingron Times, buly
14, 1998,

BCox Conupintee’s declassified report, released on May 25, 1999; see CRS Report RL30220,
Uhing's Technology Acquisitions: Cox Conmumittee’s Report — Findings, Issues, and
Kecommendations, lune 8, 1899, by Shirley A, Kan, '
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monitored by the Defense Department, because the satellites did not require State
Department licenses and monitoring had been tied to licenses from the State
Department for Munitions List items. The Director of DTSA, Dave Tarbell, testified
to the Senate Select Committee on Intelligence on July 15, 1998, that the three
unmonitored launches took place in January 1995 (Apstar-2), July 1996 (Apstar-1A),
and August 1996 (Chinasat-7). The Department of Defense then concluded that full
monitoring should be required for satellites licensed by the Commerce Department,
and the requirement was added after late 1996, he said. Nevertheless, Tarbell stated
that *we are not aware of any transfer of technology from thesc unmonitored launches
that contributed to China’s missile or military satellitc capabilitics.” Hughes responds
that its sccurity measures prevented unauthorized technology transfers.

However, Air Force Lieutenant Colonel Al Coates, a former Pentagon official
who monitored launches in China until he resigned in November 1998, says that even
with monitoring, Hughes employees were more concerned about successful launches
and were often carcless about discussing sensitive information with the PRC. Coates
says he did not get responses from superiors in the Pentagon to his reports of security
problems, but has now told Congress and the Justice Department.”

Some experts say that monitoring of technical exchanges is more crucial than
monitoring the launches. Senator Kyl said on July 16, 1998, that, in addition to the
three unmonitored launches, there was no monitoring of .pre-launch technical
cxchanges on the mating of satellitcs to the launch vehicles for three satellite projects:
Optus B-3 (Hughes), Echostar-1 (Martin Marictta), and Chinastar-1 (Lockheed
Martin).%

Congress and the Justice Department are now also investigating Hughes’ review
of the PRC launch failure on January 26, 1995 (of the Apstar-2 satellite).?' Testifying
before a joint hearing of the House National Security and International Relations
Committees on June 18, 1998, Under Secrctary of Commerce for Export
Administration William Reinsch acknowledged that, in the 1995 case, his department
alone had allowed Hughes to provide launch failure analysis to China. HMe stated that
after the Apstar-2 launch failure in 1995,

the company involved [Hughes] conducted an analysis without the participation
of the Chinese launch service provider. The analysis was written in order to
satisfy insurance requirements. The analysis was reviewed by the Department of
Commerce, which determined that it contained only information alrcady authorized
for export under the onginal Commerce license issued in February 1994, The
unclassified report was provided first to a consortium of Western insurance
companies and later to the Chinese launch service provider,

' “Did U.S. Companies Share Technology with China?” ABC News, 20/20 Program,
Deceinber 3, 1998.

% Congressional Record, July 16, 1998; Aerospace Daily, July 21, 1998,

3 Anseimo, Joseph C. and James R. Asker, “U.S. Broadens Probes of China Tech Transfer”

and “Hughes Defends China Security,” Aviation Week and Space Technology, June 29 and
July 6, 1998, '
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At that hearing, David Tarbell, Director of the Defense Technology Seeurity
Administration {DTSA), confirmed that the Department of Defense {DOD) did not
monitor the launch or the launch failure analvsis, Reinsch acknowledged that the
Commerce Department did not consult with either the Department of State ar DOD.
The decision to release the report o the PRC was made solely by a Commerce
Department licensing officer.”  Reinsch also acknowledged, however, that the
authority for an additional license to conduct launch failure analysis was Jater specified
to be the Depariment of Staie, not Commerce, when the heensing jurisdiction was
transferred to Commerce in 1996,

At the request of Congress, DOD's DTSA and NAIC prepared and issued, on
December 7, 1998, an initial assessment of the documents concerning Hughes® 1995
investigation that the Department of Commerce provided to DOD ia July 1998, The
unclassified report says that Commerce did not consult with DO or State (aithough
the wchnical assistance constituted a “defense service” under State’s export control
jurisdiction and subject to DOD’s monitoring} nor disclosed the decuments unti the
June 1998 Congressional hearings. The report concluded that Hughes’ technical
exchanges with the PRC raise national security concerns regarding violating standards
of not improving PRC satellite or missile capabilities and “potentially contributing to
Ching's missile capabilities,” While the report adds that the benefits likely did not
alter the U.S.-China “strategic military balance,” the report did not ook at whether
China uscd the information for the PLA. DGD and State further examined whether
the transferred information benefitted Ching’s military.™ On December 18, 1998, the
State Depantment’s Office of Defense Trade Controls (DTC) completed a sensitive
but unclassified report, concluding that Hughes, inreviewing the Januvary 1995 launch
fatlure of Apstar-2, provided technical Jessons that are “inherently applicable™ 0 PRC
missile as well as satellite launch programs.® ’

DOD says that, from February to August 1995, Hughes conducted the
investigatton closely and jeindy with the PRC, specifically, CALT and China Great
Wall, that included *sigrificant interaction” and meetings in China, Hughes gave PRC
aerospace engineers specific information to make their rockets more rchiable.
According to DOD, Hughes provided “sufficient know-how to correct the overall
deficiencies™ of “oversimplified” mathematical models used in designing launch
vehicles, modifications for launch operations, details about satcllite designs, as well
as “insights” into .S, diagnostics for improving rocket and satellitc designs.
Specifically, Hughes showed Ching how to improve s conpled loads analysis that s
“critically important™ for ensuring the integrity ofthe rocket during flight and “scrious
flaws™ in PRC modeling of acrodynamic loads on the rocket fairing {the top part of

“Transeript of continuation of hearing on June 23, 1998.

2 Fuighum, David A, and Joseph C. Anselmo, “Pentagon Plans New Look At China Tech
Transfer,” Aviution Week & Spuce Technology, December 14, 1998,

¥ For text of the Department of State’s memo, see the Cox Committee’s declassified May
1999 report, volume 11, p. 76-84. Gerth, Jeff, “C.LA., Ignored Report of Payments To
Chingse For Satellne Contracts,” New Yok Times, December 24, 1998; Warren Ferster,
“Export Plun Shrinks Role For Commerce,” Spare News, January 18, 1999,
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the rocket that covers payloads). Hughes denies advancing China’s missiles and says
that its report was approved by the Commerce Department.”

A task force formed by Hughes in December 1999 to assess its export
compliance program issued its report on July 25, 2000. Former Senator Sam Nunn
and former Undersccretary of Defense Paul Wolfowitz led the task force. They
recommended 12 “best practices” for ensuring compliance with export controls.?

Lockheed Martin. On April 4, 2000, the Department of State charged
. Lockheed Martin Corporation with 30 violations of the Arms Export and Control
Act.?? The charges were civil charges and did not involve criminal law. The
maximum penaltics involved $15 million and a prohibition against exporting satellites
or satellite technology for up to three years.

Lockheed Martin denied that it violated export control laws and said that Martin
Marietta (later acquired by Lockheed) had obtained a license from the Department of
Commerce before it assessed, in 1994, a PRC kick motor for the Asiasat-2 satellite.
A kick motor is fired after launching a satellite to send it into its final orbit. Asiasat-2
is owed by the Asia Satellite Telecommunications Company, based in Hong Kong,
that is partly owned by the China International Trust and Investment Corporation
(CITIC), a PRC state-owned enterprise. Lockheed said that it had sent its 50-page
technical assessment to the Department of Defense for review and removal of
sensitive information before sending copies of the study to Asiasat and China Great
Wall Industry Corporation. China also denied the charge, claiming that it had
developed the kick motor by “entircly relying on its own efforts.”?®

However, the State Department charged that Lockheed had sent the unedited
version to Asiasat, before the Defense Department blacked out all but five pages of
the report. The charges also alleged that Lockheed failed to inform the Pentagon that
it had already sent 10 unedited copies of the report to Asiasat, until the U.S. Customs
Service discovered them. The State Department also said that sharing even the
redacted version with China Great Wall violated export controls by sharing technical
assistance that might enhance the PRC’s space launch vehicles. Lockheed was also
charged with identifying flaws in PRC testing procedures, confirming the results of

3 “Department of Defense Initial Assessment of Certain Documents Concerning An
Investigation by Hughes Space and Communications Company Into the Failure of the Launch
of the Apstar I1 on China’s Long March 2E Launch Vehicle,” December 7, 1998. Also see:
Pincus, Walter and John Mintz, “Report Faults Hughes On Data Given China,” Washington
Post, December 9, 1998; Jeff Gerth, “Pentagon Inquiry Faults Missile Maker’s China Aid,”
New York Times, December9, 1998, David S. Cloud and Robert S. Greenberger, “Commerce
Department is Also Criticized in Pentagon Report of Hughes' Dealings,” Wail Streer Journal,
December 10, 1998.

% Singer, Jeremy, “Study Puts Satellite Export Law Compliance Qver Sales,” Defense News,
August 7, 2000; for report, see [http://www hughes.com],

"Locb, Vemon, “Lockheed Aided China on Rocket Motor, U.S. Says,” Washington Post,
April 6, 2000.

2 Xinhua, April 10, 2000.
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PRC tests that identified faulty insulation, and identifying problems with U.S. solid
rocket motor technologies.

On June 14, 2000, the Department of State announced that it had reached a
consensual settlement with Lockheed Martin that involved total penalties of $13
million. Lockheed agreed to pay $8 million over four years and use $5 million to set
up a comprehensive computer control system to which the Departments of Defense
and State will have access over the next four years and improved oversight
procedures. The State Department said “we think that the information that was
transferred was inappropriate, and that the reports that were transferred were not
appropriate, and that there was a serious problem here that information had the
potential to be used to be applied to missile development.”®

Military Benefit. Beyond the question of whether sensitive technology or
technical expertise in connection with satellite launches was transferred to China,
there is disagreement on the extent to which such transfers have military benefit in the
context of China’s modemization of its nuclear-armed ballistic missiles and space
systems. China reportedly is developing new land-mobile, solid-fuel DF-31 and DF-
4] 1CBMs for deployment in the carly part of the 21* century®® In charging
Lockheed Martin in April 2000 with violating the Arms Export Control Act by
asscssing a PRC kick motor for the Asiasat-2 satellite, the State Department
spokesman declared that “any assistance to China that enhances its capabilities in
space launch has the potential to be applied to missile development.™!

Some, including officials in the Clinton Administration, have stressed that there
are differences between the PRC SLVs and ICBMs and there have been no authorized
missile technology transfers to China. On September 17, 1998, Principal Deputy
Assistant Secretary of Defense Franklin Miller testified only about authorized
significant tcchnology transfers and that satellite launches have not provided any
benefits to current generation PRC ICBMs. He was not able to elaborate publicly on
potential improvements to new PRC ICBMs under development.’? Admiral Joseph
Prueher, Commander in Chief of U.S. Pacific forces, said on October 23, 1998, that
any transfers of missile technology or know-how in connection with launching U.S.
satellites in China have improved PRC ICBMs “only incrementally, not by any
quantum leaps and bounds™ and “accelerated solution of a technical guidance problem
for one of their missiles.””

¥Department of State, press briefing by Richard Boucher, June 14, 2000; David E. Sanger,
“U.S. Fines Lockheed $13 Million in China Satellite Case,” New York Tines, June 14, 2000,

30 See: CRS Report 97-391, China: Ballistic and Cruise Missiles, by Shirley A. Kan.

31 Loab, Vernon, “Lockheed Aided China on Rocket Motor, U.S. Says,” Washington Post,
April 6, 2000,

32 Hearing of the Senate Committee on Commerce, Scicnce, and Transportation,
“Transfer of Missile Technology to China,” September 17, 1998.

3 Capaccio, Tony, “U.S. Firms Marginalty Helped China ICBMs,” Defense Week, October
26, 1998; “China Benefitted From Tech Transfer, Adm. Prueher Says,” Aerospace Daily,
Octphcr 26, 1998,
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John Pike, Director of the Space Policy Project at the Federation of American
Scientists, has argued that there are significant differences between China’s ballistic
missiles and the Long March SLVs.* He says that the Long March SLVs are longer
than the C55-4 ICBM, so they flex more during ascent. They also have bigger nose
cones to hold satellites that are bigger than warheads. These characteristics have
resulted in stresses on the Long March. He also says that deploying two satellites
from onc Long March (as China has done for Iridium) is very different from
launching MIRVs. Warheads, unlike satellites, are designed to survive greater
vibrations and the heat of reentering the atmosphere.

Other experts stress that there are commonalities between the technology as
well as technical expertise used in rockets and missiles. A Senate subcommittee
provided a graphical comparison of the applicability of technology in SLVs and
ballistic missiles prepared by the Central Intelligence Agency (CIA).* In general
terms, the CIA compared 11 categories of technology and equipment. Six, or more
than half, of the categorics are the same for the SLV and ICBM; four categories are
similar; while only missiles contain warheads.

Comparison of SLVs and Missiles

Technology and cquipment generally unique to ballistic missiles:
® warhead

Technology and equipment that are similar in SLV and ICBM
(comparison requires case-by-case analysis):

reentry vehicle

payload scparation

inertial guidance and control systems

strap-on boosters

Technology and equipment that are same in SLV and ICBM:
staging mcchanisms

propellants

air frame, motor cases, liners, and insulation

engines or motors

thrust vector control systems

Henry Sokolski (Executive Director of the Nonproliferation Policy Education
Center and a Defense official in the Bush Administration) argues that “all of our
satellite transfers have helped China perfect its military rocketry.” e also writes that
“intangible technology” is critical to the timely, reliable, and accurate placement of

3 “The China Satellite Debate,” Proliferation Brief, June 23, 1998.

3Hearing of the Senate Governmental Affairs Subcommittee on International Security,
Proliferation, and Federal Services, “The Benefits of Commercial Space Launch for Foreign
ICBM and Satellite Programs,” May 21, 1998,
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satcllites into space as well as launches of warhcads against targets by ballistic
missiles. Intangible technologies include: coupling load analysts, guidance data
packages, upper-stage solid rocket propellant certification, upper-stage control design .
validation, lower-stage design validation, and general quality assurance. Also, multi-
satellite dispensers can modified as multiple-warhead dispensers, thus assisting
China’s reported efforts to develop a capability in MIR Vs for its ICBMs.*¢ China has
used such dispensers to launch multiple satellites for Iridium.

Experts at the Monterey Institute of International Studies also point out that a
significant portton of the components, technology, and expertise used in the research
and development of SLVs are “virtually interchangeable” with that of ballistic
missiles. These overlaps include; launching multiple satetlites from a single SLV and
delivering multiple warheads on a single missile. Similar technology involves upper
stage control systems (separation and ignition of the upper stage, attitude control, and
spin release of satellites), satellite dispensers (delivery of multiple satellites to separate
orbits), coupling load analysis (to assure launches without damaging payloads), upper
stage solid-fuel engines, and kick motors (to deliver satellites into correct orbits).”’

Neverthcless, they also argue that having the capability to launch multiple
satellites does not translate into having a military capability to deliver MIRVs.
Delivering multiple reentry vehicles into planned trajectories is more difficult than
launching multiple satellites into orbit. MIRV capability requircs greater precision.
Reentry vehicles, unlike satellites, do not have their own kick motors. A MIRV
capability requires rocket motors that can stop and restart.

Sanctions

China Great Wall has been affected by two categories of sanctions imposed on
China: those imposed after the Tiananmen crackdown and thosc imposed for missile
prolifcration. [n 1990, the United States imposed post-Tiananmen sanctions as
required in the Foreign Relations Authorization Act for FY 1990 and FY 1991 (P.L.
101-246). Sec. 902(a) requires suspensions in programs related to: (1) Overseas
Private Investment Corporation, (2) Trade and Development Agency, (3) exports of
Munitions List items, (4} exports of crime control equipment, (5) export of satcllites
for launch by China, (6) nuclear cooperation, and (7) liberalization of export controls.
Suspensions (3) and (5) affected export of satellites to China. Sec. 902(b) allows
Presidential waivers of those suspensions by reporting that “it is in the national
intercst” to terminate a suspension.

As for sanctions related to missile proliferation, on April 30, 1991, the Bush
Administration denied licenses for the export of U.S. parts for a PRC satellite, the
Dongfanghong-3, citing “serious proliferation concerns.” On May 27, 1991,
President Bush declared sanctions on China for transferring 1o Pakistan technology
related to the M-11 short-range ballistic missile (category II), but not for the transfer

3 Sokolski, Henry, “US Satellites to China; Unseen Proliferation Concerns,” fnfernational
Defense Review, April 1994; “Selling China the Rope...,” Weekly Standard, June 1, 1998,

“Lamson, James A. and Wyn Q. Bowen, “"One Arrow, Three Stars:’ China’s MIRV
Program,” Jane's Intelligence Review, May 1997.
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of complete missiles (category [). These sanctions, required by Scc. 73(a) of the
Arms Export Control Act (P.L. 90-629) and Sec. 11B(b)(1) of the Export
Administration Act (P.L. 96-72), were intended to enforce the Missile Technology
Control Regime (MTCR). These sanctions, which took effect on June 16 and 25,
1991, denied export licenscs and waivers of sanctions for: (1) high-speed computers
to China, which can be used for missile flight testing; (2) satellites for launch by
China; and (3) missile technology or equipment. They affected two PRC aerospace
corporations: China Great Wall and China Precision Machinery Import Export
Comoration, President Bush waived these sanctions on March 23, 1992, after China
agreed to abide by the MTCR guidclines,

The Clinton Administration imposed similar, category Il sanctions on August 24,
1993, after China was again determined to have transferred M-11 related equipment
to Pakistan, but not complete missiles. A total of 11 PRC defense industrial
companies were sanctioned, including China Great Wall again. In 1993-1994, the
U.S. aerospace industry and aerospace company executives, including then-CEO of
Hughes, C. Michael Armstrong, lobbied against sanctions and for expansion of
satellite exports to China*® China, on QOctober 4, 1994, agreed not to export
“ground-to-ground missiles” inherently capable of detivering at least 500 kg to at least
300 km — an understanding the U.S. side sought to include the M-11 missiles under
the MTCR. On November 1, 1994, the Administration waived thosc sanctions.

Waivers

Since sanctions for the Tiananmen crackdown were imposed in 1989, Presidents
Bush and Clinton have issued 13 waivers for 20 satellite projects (projects may
involve multiple satellites), based on “national interest,” on a case-by-case basis, to
allow the export to China of U.S.-origin satellites or components subject to export
controls. (Sce the Table below.) Waivers have been increasingly issued for satellites
used by China — not just launched from China. Some waivers under P.L. 101-246
have specified whether sections 902(a)(3) and 902(a)(5), on Munitions List items and
satellites, applicd; others simply referred to section 902 or 902(a).

The policy of allowing China to launch U.S.-built satellites has been tied to the
missile proliferation issuc,* partly because the same PRC companies are invoived in
both. Nevertheless, just before the Bush Administration issued missile proliferation
sanctions on May 27, 1991, the President issucd a waiver of post-Tiananmen
sanctions a month before for Australian and Swedish satellites, while denying an

* export license for U.S. pants for a PRC satellite. The Clinton Administration again

imposed missile proliferation sanctions on August 24, 1993, but President Clinton first
issued a waiver of post-Tiananmen sanctions on July 2, 1993, for the export of
Iridium and Intelsat-8 satellites to China. Then, even while sanctions were in place
on China Great Wall and other PRC companies for missile proliferation, President

®CRS Report 96-767, Chinese Proliferation of Weapons of Mass Destruction: Background
and Analyvsis, September 13, 1996, by Shirley A. Kan; John Mintz, “White House Papers
Trace Hughes Executive’s Pressure for China Deals,” Washingron Post, July 27, 1998,

*% Sce: CRS lIssue Brief IB92056, Chinese Proliferation of Weapons of Mass Destruction:
Current Policy Issues, by Shirley A. Kan.
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Clinton issued another waiver of post-Tiananmen sanctions on July 13, 1994. In
addition, the Clinton Administration has considered supporting China as a partner in
the MTCR, issuing a blanket waiver of sanctions on satcllites, and increasing the
. quota on the numbers of satellites China is allowed to launch — in return for further
cooperation in missile nonproliferation, according to a Secret March 12, 1998,
National Security Council memo printed in the March 23, 1998 Washington Times.
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Table 1. Presidential Waivers of Post-Tiananmen Sanctions
for Exports of Satellites or Parts to China

Satellite Project End-User Manufacturer Waiver
{(may have multiple
satellites per project)

Asiasat-1 Asia Satellite Hughes 12/19/89
* Asia Satellite Telecommunications is a consortium based in Hong Kong and owned
by China International Trust and Investment Corporation (CITIC) of China, Cable
and Wireless of Britain, and Hutchison Telecommunications Ltd, Of Hong Kong,

Aussat (Optus) Australia Hughes 4/30/91
Freja Sweden various U.S.

* In the first waiver, President Bush had waived sanctions for Aussat satellites, but
he reissued a new waiver and licenses. He also denied export licenses for U.S.
components for a PRC satellite, Dongfanghong-3 (waived later).

Asiasat-2 Asia Satellite Martin Manetta 9/11/92
Apsat (or Apstar} APT Satellite Hughes and Loral
[ntelsat-708 Intelsat Loral

Starsat (canceled)

AfriSat (AfriStar) Afrispace Alcatel

Dongfanghong-3 China China

Iridium Iridium/Motorola  Lockheced Martin ~ 7/2/93
[ntelsat-8 Intelsat Lockheed Martin

Echostar Echostar Martin Marietta 7/13/94
Mabuhay (Agila 2) Philippines Loral 2/6/96
Chinastar-1 (Zhongwei-1) China Lockheed Martin ~ 2/6/96
* Used by China Oriental Telecom Satellite Co.

Chinasat-7 China - Hughes 2/6/96
Asia Pacific Mobile APT Satellite Hughes 6/23/96

Telecommunications (APMT)
* Various PRC state-owned companies invest in the project.

Globalstar Globalstar Loral/Alcatel 7/9/96
Fengyun | China China 11/19/96

SinoSat-1 China Alcatel/ 11/23/96 .
Acrospatiale :
* Cooperative product between Daimler-Benz Acrospace and China Aerospace Corp.

Chinasat-8 China Loral 2/18/98
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Hearings of the 105™ Congress

Since the Reagan Administration’s decision in September 1988 to allow U.S.-
buili satellites to be launched from China, Members of Congress have expressed
concerns about the implications for U.S. national security. After the tnitial press
reports in April 1998, the 105" Congress held a number of open and closed hearings
to examine the allegations of corporate misconduct and weaknesses in U.S. policy,
including thosc by the following committees.

Joint Economic Committee, April 28, 1998.

Senate Governmental Affairs Subcommittee on International Security, Prohfemtlon
and Federal Services, May 21, 1998,

Scenate Intelligence Commuttee, .lune 4, 1998,

Senate Intelligence Committee, June 5, 1998,

Scnate Intelligence Committee, June 10, 1998.

Senate Foreign Relations Committee, June 11, 1998.

House National Sceurity/International Relations Committees, June 17, 1998.

House National Security/International Relations Committees, June 18 and 23, 1998,

Scnate Foreign Relations Subcommittee on East Asian/Pacific Affairs, June 18, 1998,

Senate Governmental Affairs Subcommittee on International Security, Proliferation,
and Federal Services, Junc 18 and July 8, 1998.

Senate [ntelligence Committee, June 24, 1998,

House Scicnce Committee, June 25, 1998.

Scnate Forcign Relations Committee, June 25, 1998.

Senate Governmental Affairs Committee, June 25, 1998,

Senate Intelligence Committee, July 8, 1998,

Senate Armed Services Committee, July 9, 1998.

Senate Intelligence Committee, July 15, 1998,

Senate Governmental Affairs Subcommittee on International Security, Proliferation,
and Federal Services, July 29, 1998,

Senatec Commerce, Science, and Transportation Committee, September 17, 1998

Investigations

Cox Committee. In addition to those hearings in the 105" Congress, House
Speaker Gingrich announced on May 19, 1998, that he wanted to create a select
committee, headed by Congressman Cox, to investigate the various allegations
concerning this case. The House voted on H.Res. 463 (Solomon) (409-10) on June
18, 1998, to crcate the Sclect Committee on U.S. National Sccurity and
Military/CommcrciaI Concerns with the People’s Republic of China, popularly known
as the. “Cox Committee.”® The committee had nine members: five Republicans
(Representatives Cox, Goss Hansen, Bereuter, and Weldon) and four Democrats
(Representatives Dicks, Spratt, Jr., Roybal-Allard, and Scott). The panel held

 Also see CRS Report 98-549, Transfer of Missile and Satellite Technology to China: A
Summary of H.Res. 463 Authorizing a House Select Committee, by Stephen W, Stathis.
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numerous closed hearings and received wide-ranging bricfings. The committee
expanded its investigations to include policies before the Clinton Administration, other
dual-use technology exports, including high-performance computers and machine
tools,”" and suspected acquisitions of U.S. nuclear weapons sccrets.

On December 30, 1998, Rep. Cox and Dicks, the chair and ranking Democrat,
said in a news confercnce that the bipartisan committee unanimously approved a 700-
page, classified report on its broad, six-month investigation. The committee was
extended for the first three months of the 106™ Congress to work with the
Administration on a declassified version.*> Mcanwhile, the White House revealed the
recommendations in its February 1, 1999 response.

There were then disagreements between the Select Committee and the White
House on how much to declassify, particularly about the cases at the nuclear weapon
labs. Representative Cox said on March 3, 1999, that the House may vote during the
week of March 22 to release an edited, unclassified version of the report, if there were
no agreement with the Administration. However, Representative Dicks described
such a move as a “dangerous precedent” to release classified information over the
President’s objections.” The House did not vote to release the report without the
Administration’s approval, and on March 24, 1999, passcd H. Res. 129 to further
extend the Select Committee on China for a month, until April 30, 1999. Meanwhile,
Representatives Cox and Dicks briefed President Clinton on April 22, 1999, about the
findings of the committee’s report.** The House agreed to H. Res. 153, on April 29,
1999, to further extend the committee until May 14, 1999, and approved H. Res. 170,
on May 13, 1999, to extend the date to May 31, 1999. On May 25, 1999, the Cox
Committec released the declassified version of its January 3, 1999 classified report on
its investigation of U.S. technology transfers to China.*

The committee concluded that, over at least the last 20 years, China has pursued
a “serious, sustained” effort to acquire advanced American technology — covering
“more serious national security problems than the Loral-Hughes cases,” and that
technology acquisition has harmed U.S. national security. The Committee’s report
agreed with intelligence assessments that Loral and Hughes helped to improve China’s

4 Greenberger, Robert S., “House Panel Expanfls [ts China Satellite Probe,” Wall Street
Journal, October 7, 1998,

2 Congressional Record, January 6, 1999,

4 Porper, Miles A. and Chuck McCuicheon, “State Department Talks Tough 1o Beijing As
GOP Assails "Failed® Policy,” CQ Weekly, March 6, 1999; Jeff Gerth and Eric Schmitt,
“Political Battle; What to Reveal On China Amms,” New York Times, March 10, 1999,
Vernon Loeb, “CIA Probe Gets Qutside Review,” Washington Post, March 16, 1999,

“ Risen, James, “U.S, Inquires Why Suspect At Alom Lab Kept Access,” New York Times,
April 23, 1999, :

“U.S. House of Representatives, Select Committee, Report 105-851, U.S. National Security
and Military/Commercial Concerns with the People’s Republic of China, classified repon
issued on January 3, 1999; declassified version issued on May 25, 1999. Sce CRS Report
RL30220, China s Technology Acquisitions: Cox Commmittee's Report — Findings, Issues,
and Recommendations, June 8, 1999, by Shirley A, Kan,
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missile capabilities. The commities made 38 recommendations for remedies, including
possible legisiation, mostly to tighten export contrals {e.¢., giving the Depariments
of Delense and State more say) and scourity 3t the nations! labs, The commiitee
apparently did not focus on the question of PRC political donations nor requested the
Justice Department to begin new investigations. Loral and Hughes deny having
violated the faw . ® '

Shifting attention from nussile technology to nuclear weapous, the Cox
Committee reviewed the most serious concerns that the PRC had siolen information
on nuclear weapons allegedly from U8, national laboratories of the Departenent of
Energy. A third incident has been made public involving the W-88 nuclear warhead
(deployed on the Trident 11 submarine-launched ballistic missile)” The Federal
Bureau of [nvestigation (FBI) has investigated that incident its which China reportedly
teceived data from Los Alamos National Lab in the mid-1980s, bt the case was
uncovered in 1993, Two other cases involving Ching and LLS. labs were previousty
reparted.® Representative Dicks said that the most important matter to be learned
from the committee’s report will be “that for 20 vears, starting in the 1980s, we had
a major counterintelligence faflure at Los Alamos and at other national fabs that is
now being corrected.™ Alegations of the PRC’s acquisition of nucicar weapon
secrets were publicly confirmed by U.S. intelligence on April 21, 1999.* In 2000,
U.S. intelligence reportedly concluded from additional translations of PRC documients
obtained in 1995 that FRC espionage has gathered classified information on U.S.
baltistic missiles and reentry vehicles, in addition to that on nuclear weapans.’!

According to the Cox Committee, “the PRC has stolen or otherwise illegally
obtained 1J.5. missile and space technology that improves the PRC’s mulitary and
intelligence capabilities,” After three failed satellite launches in 1992, 1993, and 1996,

* Press conference of Representatives Cox and Dicks, Decomber 30, 1998, Gerth, Jeff and
Eric Hchmitt, “House Panel Savs Chinese Qbtained LS, Arms Secrets,” New York Timex,
Decermnber 11, 1998; john Mintz, “Ching Aid Hurt 1.8 Security, Panel Says,” Washinglon
Pusr, December 31, 1998; Robert 5. Greenberger, “Hughes, Loral Sales Hurt 1S, Panel
Says,” Wall Street Jowmeld, December 3, 1998,

*iSee CRS Repan RL30143, Ching: Suspected Acquisition of U8, Nuclear Weapon Data,
by Shiriey A. Kan.

* pintz, John, “Atomic Labs Criticized For Security Conditions,” Washington Post, January
1. 1949; Carda Anne Robbins, “China Rectived Seoret Dats On Advaneed U8, Warkead,”
o Wall Sireet Journad, January 7, 1999; James Risen and Joff Gerth, “China Stole RMuclear
Secreis From Los Alamos, U.S. Officlaly Say,” New York Times, Murch 6, 1999. On whether
China may have passed nuclear weapon design information to Pakistan, see CRS Report 596
767, Chinese Profiferation of Weapons of Masy Destruction: Background and Analysis,
September 13, 1994, by Shirley AL Kan.

“huervicw on NBC's “Meet the Press,” March 14, 1999,

* CIA, “The Intelligence Community Damage Assessment On The Implications Of China's
Asquisition of ULS, Nuclear Weapons Information On the Dovclopment of Future Chinese
Weapons,” unclassified release, April 21, 1999,

'Pincus, Walter and Vemon Loch, “China Spy Probe 8hifts o Misstles,” Washington Post,
Qcicher 19, 2044,
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[J.8. satelite makers {Mughes and Loval) transferred missile design information and
know-how to China without required export licenses from the Department of State
“in violation of the International Traffic in Arms Regulations,” The U.S. firms gave
technical information that has improved the “reliability” of PRC rockets used to
faunch satellises with civilian and military purposes. The information is also useful for
the design and improved reliability of “future PRC ballistic oussiles.” Specifically, the
committee found that in 1993 and 1995, Hughes “illegally” recommended to the PRC
improvements to the fairing (nosc cone that protects the payload), and in 1996, Loral
and Hughes helped the PRC improve the guidance of a failed rocket, and in so doing,
“deliberately acted without the legally required license and violated (LS. export
control laws.”

Regarding Hughes, the committee’s report printed an unclassified assessment
completed on December 18, 1998, by the State Department’s Office of Defense Trade
Conirols. That office concluded that, in roviewing the PRC launch faiture of January
1993 that involved g LM-2E space launch vehicle (§L.V} and the Apstar 1l satellite,
Hughes engaged in technical discussions with the PRC, without U8, government
monitors, that resulied in Ysignificant improvement to the PRU spacelift program and
contributed to China’s goal of assured access to space.” Moreover, “the lessons
learred by the Chinese are inherently applicable to thelr missile programs as well,
since SLVs and ICBMs share mony commaon technologies.”

As for Loral and Hughes’ activities in 1996, the commitice reported that a 1998
interagency review determined that the “tochnical issue of greatest concern was the
exposure of the PRC o Western diagnostic processes, which could lead 1o
improvements in reliability for all PRC missile and rocket programs”™  The
improvements to China’s missile program could come from “increased production
efficiency, and inproved reliability through adoption of improved quabty control and
reliability-enhancing measuses i design and manufacturing that were introduced afer
the accident investigation, including some that the {Loral-led] Independent Review
Commiitee advocated.” The committes judged that the guidance system of the Long
March 3B rocket, reviewed by Loral and Hughes in 1996, is “among the systems
capable of being adapted for use in the PRC’s planned road-mobile intercontinental
ballistic missiles” {1.¢., the DF-31},

There were previous concerns that after the explosion that destroved the Loral-
built Intelsat 708 satellite in 1996, classified U8, encryption hoards were lost to
China. The committee reported that while the two FAC.3R encryption boards were
not recovered from the crash site by Loral, they “most likely were destroyed in the
explosion.” While it is not known whether the PRC recovered the boards, even if
they did, “it would be difficult for the PR 10 determine the erypiographis algorithim
that was imprinted on them,” and “reverse-engineering of a damaged board would he
even mare difficndt.”™ Thus, “the National Security Agency remains convineed thas
there is no risk to other satellite systems, now or i the future, resulting from having
not recoverning the FAC-3R boards from the PRC.”

Contrary to earlier allegations of LS. assistance for China’s development of
multiple satellite dispensers and MIRVs, the committes determined that *Motorola
did not provide the PRC with information on how to design the Smart Dispenser;
rather, the PRC built the Smant Dispenser indigenously to Motorola's specifications.”™
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The Cox report agreed with carkier public assessments of the Administration
that, in the 19905, the PRC has deploved a total of approximately 26 CSS-4 ICBMs
in silos, but contrary to the White House’s June 1998 announcement of a detargeting
agreement with China, "most” of those ICBMs remain targeted on the United States,
Nongtheless, the report noted previous statements by US, intelligence that the *CSS-
45 are deployed in their sios without warheads and without propellants during day-to-
day operattons.”  The conunities Judged that “within 15 years,” China’s nussile
modernization program ceuld result in the deployment of up to 100 ICBMs.
Moreover, if Ching aggressively developed MIRVs, it could deploy "upwards of
1,000 thernsonuclear warheads on [CBMs by 20157 Confirming suspicions of
profdems inChina’s SLBM foree, the commitice reported that while China developed
a JL~1 SLBM o be launched from the PLA s Xia-class nuclear-powered submaring,
the PRC has not yet deployed the JL-1 SLBM.

I June 19949, Loral Space and Communications published a full-page response
to the Cox report. Loral said that is employees “acted in good fmth and did nothing
to violate export control regulations or the lsw or to harm national security.”
Nonetheless, Loral’s statement acknowledged that “mistakes were made.” Lomal also
referred to sensitive mformation that could have been ¢onveyed at the meetings,
saying that “unforhunately, the [Review] Committee secretary, a Loral engineer, had
already faxed a copy of the report [reviewing the launch failure] to the Chinese in the
process of sending it to the Committee members, However, prior to doing so, the
secretary took measures to delete all sensitive material from the report.”*

In its reconunendations related to satellite exports, the Cox Committee:
« Expected that the executive branch will aggressively implement the Satellite
© Export Control provisions of the Strom Thurmond National Defense
Authorization Act for FY'1909,

s Stated that the congrossional judgnient that the Department of State is the
appropriste agency for hcensing both exports of satellites and any safeliic
faunch failare Investigations must be faithfully and fully implemented.

« Stated that the Department of State must ensure, consistent with national
security, that satellite export licenses and notices to Congress are acted on in
a timely fashion and that exporters are informed about the progress of their
gpplications snd bave access to appropriate dispute reselution procedures.
The executive branch and Congress should ensure that the Department of State
has adequate personnel and resources devoted to processing export license
applications. ‘

* Hecommended that congressionat committees repost legislation to ensure that
satellite manufacturers are not disadvantaged in collateral arcas such as tax
credits by the transfer of licensing responsibility to the Departument of State,

o Stated that DOD must give high prionty to obligations under the Strom
Thurmoend National Defense Avthorization Aet, including requirements for
monitoring launches and technology control plans.

¢ Recommended that congressional committess report legislation providing that,
in connection with foretgn launches of LS. satellites, BOD shall contrast for
security persannel who have undergone background checks 1o vernify their

2 Washington Post, June 18, 1999, p. A27: Space News, June 38, 1998,
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loyalty and reliability. The number of guards shall be sufficient to maintain 24-
hour security of the satellites and all related missile and other sensitive
tcchnology. The satellite export licensee shall be required to reimburse DOD
for alt associated costs of such security.

© Recommended that DOD shall ensure sufficient training for space launch
campaign monitors and the assignment of adequate numbers of monitors to
space launch campaigns.

¢ Recommended that DOD monitors shall maintain logs of all information
authorized for transmission to the PRC, and such information shall be
transmitted to DOD, State, Commerce, and the CIA. _

¢ Recommended that relevant departments and agencies ensure that the laws and
regulations on export controls are applied in full to communications among
satellite manufacturers, purchasers, and the insurance industry, including
communications after launch failures.

¢ Recommended that, in light of the impact on U.S. national security of
insufficient domestic, commercial space launch capacity and competition,
congressional committees report legislation to encourage and stimulate further
the expansion of such capacity and competition,

Clinton Administration’s Response. The Clinton Administration expressed
concerns about implications of the Cox Committee’s recommendations for U.S.
exports. Under Secretary of Commerce William Reinsch said in a speech on cxport
controls to high-tech companies that there are those in Congress who “do not
understand” the “political and economic transformations” in recent years and
“respond to them by trying to return to the simpler era of the Cold War and a single
bipolar adversary. Only this time, it is China. A good example of this is the Cox
Committee. . ™

On February 1, 1999, the National Security Council (NSC) of the White House -
issued a 32-page unclassified version of its response to the House Select Committec’s
38 recommendations,” even before the committee’s report is declassified. Those
issucs pertain to several broad areas:

® sccurity on nuclear weapons at national labs;
multilateral export control and weapon nonproliferation efforts;
satcllite launches;
high-performance computers;
export controls; and
counter-intelligence.

The White Housc said it agreed with some of the recommendations or has
alrcady addressed those concerns.  The NSC, however, opposcd other
recommendations, including the following objections:

® assessments at the Departments of State, Defense, Energy, and Justice, and
the CIA on security risks in U.S.-PRC lab-to-lab exchanges should be
conducted by intelligence experts, not inspector generals;

%) Speech to the Silicon Valiey Forum, Commonwealth Club, California, January 14, 1999.

NSC, response to recommendations, (unclassified), February 1, 1999; John Mintz, “Clinton:
" Panel’s Export Rules May Delay Deals,” Washington Post, February 2, 1999,
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¢ the United States should not deny exports of high-performance computers if
China does not permit effective end-use verification, including surprise on-site
inspections, by an “arbitrary deadline” of September 30, 1999,

® cxport control procedures do not nced longer review periods where an
agency’s mid-level officials may “stop the clock”™ on national security grounds
with “indefinite” and “unjustified” delays;

o cxport control procedures requiring consensus of reviewing agencies would
“hinder the dcliberative process;”

o new legislation, beyond the Hong Kong Policy Act of 1992, is not needed to
require examination of trade flows to China through Hong Kong, U.S. export
control policy of treating Hong Kong differently from China, and unmonitored
border crossings by PRC military vehicles;

o lcgislation that would amend the Defense Production Act of 1950 to require
mandatory notifications to the Committce on Foreign Investment in the United
States (CFIUS) by any U.S. naticnal security-related business of any planned
mergers, acquisition, or takeovers by a foreign or foreign-controlled entity
could “chill legitimate foreign investment” that is strongly in U.S. interests;

o the Department of Justice deems it “unnecessary” to have legislation directing
it to promptly share national security information with other agencies through
the establishment of an intcragency mechanism.

Senate Intelligence Committee. In the Senate, Majority Leader Lott
announced, on May 20, 1998, the creation of a Task Force, led by Senator Shelby
(chairman of the Intelligence Committee) and included Senators Thurmond, Helms,
Thotnpson, Cochran, Kyl, and Hutchinson. On May 29, 1998, Senate Democratic
Leader Daschle approved a Democratic Task Force, with Senators Kerrey, Biden,
Sarbanes, Glenn, Leahy, Levin, Kerry, and Feinstein.

On July 14, 1998, Senator Lott made a floor statement on interim findings that
sensitive U.S. technology rclating to satellite cxports has been transferred to China
and that those transfers provided military benefits. He reparted five “major interim
judgments:”

¢ the Clinton Administration’s export controls on satellites are wholly
inadequate;”
® sensitive technology related to satellite exports has been transterred to China;

China has received military benefit from U.S. satellite exports; .

e the Administration has ignored overwhelming information regarding PRC
proliferation and has embarked on a de facto policy designed to protect China
and U.S. satellite companies from sanctions under U.S. proliferation laws;

® new information has come to light about China’s efforts to influence the U.S.
political process.

Scnator Shelby stated on July 14, 1998, that “some of the tendencies of the
evidence tend to support” Senator Lott’s statement, but that “the Intelligence
Committee has not reached any preliminary judgment.” The Pentagon’s spokesman,
Kenneth Bacon, responded to Senator Lott by saying that this Administration has
submitted requested documents to Congress and had inherited safeguards from
previous Administrations that prevent inappropriate technology transfers to China.

The Senate Intelligence Commitiee’s investigations covered two categories:
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o U.S. export control policies, since 1988, on PRC launches of U.S.-built
satellites and wnplications for U.S. national security;

o any secret PRC program to contribute political donations and influence the
U.8. political process in 1996.%

On May 7, 1999, the Senate Committee on Intelligence released its 45-page,
unclassified report that it had approved two days before in a bipartisan 16-1 vote.*
The office of Senator Graham, who dissented, explained he was concerned that the
process did not allow sufficient time for the members to review the report before the
vote. Asurged by Senator Levin, the scctions on possible missile technology transfers
and PRC efforts to influence UJ.S. policies were kept separate, because no evidence
of a link between the two issues was found.”” The report included a number of
findings and recommendations.

On security implications of any U.S. technology transfers for China’s military
and missile programs, the committee found no evidence that U.S. technology has been
incorporated into the currently deployed PRC 1CBM force, while noting that such
integration may not be apparent for several years if at all. The report also stated that
“extensive assistance from non-U.S. forcign sources probably ts more important” than
technology transfers associated with satellite launches. Nonetheless, the committee
concluded that “the technical information transferred during certain satellite launch
campaigns enables the PRC to improve its present and future ICBM force that
threatens the United States,” as well as short-range and intermediate-range ballistic
missiles that threaten U.S. military {forces and allics in Asia. Further, U.S. national
security may be harmed, according to the report, if China proliferated missile systems
improved by U.S. technology. The commiitee also found that improvements to
China’s space launch capability also enhanced its use of space for military
reconnaissance, communications, and meteorology, pesing challenges to U.S, national
security. The committee found, that despite assurances of governiment monitoring
and security safeguards, there were security violations and “significant weaknesses”
in the implementation of the satellite export policy since the Reagan Administration,
U.S. satellite exports to China, the committee concluded, have “created a tension
between U.S. national sccurity interests and U.S. commercial interests,” and “this
tension and conflict of interests have been problematic throughout the U.S.-PRC
satellite launch relationship.”

The Committec made 10 reccommendations related to strengthening controls
over satellite exports. These include:
e authority for monitors from the Defense Threat Reduction Agency (DTRA) to
suspend launch-related activities;
o strengtheming DTRA to monitor satellite launches overseas;,

33 Senate Select Commitiee on Intelligence, “Investigation of Impacts to U.S. National
Security From Advanced Satellite Technology Exports to China and Chinese Efforts to
Influence U.S. Policy: Terms of Reference,” June 2, 1998,

% Senate Select Commitiee on Intelligence, “Report On Impacts To U.S. National Sccurity
Of Advanced Satellite Technology Exports to the People’s Republic of China (PRC), and
Report en the PRC's Efforts to [nfluence U.S. Policy,” May 1999,

.37 Schmitt, Eric, “Panel Finds Harm in China Launchings,” New York Tines, May 7, 1999,
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o annual reperts from DTRA to Congress on implementation of technology
safeguards;

8 adherence by the Department of State to strict timetables in reviewing license
applications;

e intelligence review in the licensing process;

- o intelligence assessments of foreign efforts to acquire U.S. technology;

o consideration of ipvestigations for export control violations assaciated with
satellite exports;

e call for the Administration te usc all available means to obtain PRC compliance
with the MTCR;

o efforts by the Adminstration and Congress to encourage expansion of the U.S,
comumercial launch industry; and

o reappraisal of the policy to export satellites to Ching, including whether it
should be phased out.

Clinton Administration”s Respense. The White House issued 4 response (o
the Senate Intelligence Committee’s report on May 7, 19997 The Administration
acknowledged that it shared the Commitige’s concern that “unautbonized assistance
and transfers of technology relevant to space launch vehicles and hallistic missiles may
have occurred during certain space launch failurc analyses.” The statement also noied
the Department of Justice's investigations into those allcgations. The White House
agreed and confirmed that US. concorns do not conter on China's “currently
depioved ICBM force,” but that “unguthorized assistance and transfers of space
taunch vehicle and satellite teehnology could assist China in the development of future
balistic missiles.” While concurring with most of the commiitice™s recommendations,
the Administration disagreed with the lost one, saying that "the longstanding policy
of permitting the launch of US. commercial satellites by China, with strong
technology controls, serves our overall national interest.” However, this statement
did not cover China's increasing use {not just lsunch) of such satellites.’

Export Controls and Intelligence. In addition, congressional investigations
cxpanded to include coneerns about alleged politicization of export control and
intclligence in the Clinton Administration. Export conteol specialists skeptical of
liberulizing controls on dual-use technology wansfers 1o China compluined that
decision-makers, in approving exports, have ignored evidence of U8, firms helping
China’s military, One manager in DTSA, Michael Maloof, reportediy kept a disry of
export control cases eritical of the Commerce Department and his superiors st DTSA,
including David Tarbell. Maloof's information was shared with the House Select .
Committee in August 199% and also with the Department of Justice and Customns
Service. His criticisms reportedly covered alleged close ties between Tarbell and
Hughes. Tarbell denicd showing favoritism to Hughes, The Pentagon’s spokesman
dismissed Maloof’s charges as “ideological differences” about LS, policy toward
China, while Peter Leitner, another DTS A employee who bricfed Congress, eriticized
“long-time ideological opponents™ of export controls ™

* White House, “Statement by the Presy Scerctary: Adminisiration Response o Report on
China Sateilite Launch,™ May 7, 1999

¥ Cloud, David $,, "Heijing Export Battle: Case Study of One Hard-Liner,” Wall Streer
(comtinued..}
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Meanwhile, at the request of the Senate Intelligence Committee, the Justice
Department began an unusual criminal investigation in 1998 into whether the CIA
obstructed justice when it allegedly warned Hughes about the committee’s interest in
some of its employees. CIA officials agreed to testify before a federal grand jury in
Washington in December 1998. In April 1996, a CIA analyst, Ronald Pandolfi, had
reportedly prepared a National Intelligence Estimate (NIE) on how Hughes may have
helped to improve China’s missile capabilities, but the CIA reportedly did not approve
the NIE. In September 1998, Pandolfi briefed the committee on what he found in
1995 (after Hughes reviewed the explosion of a Long March rocket in January 1995).
The CIA then told Hughes about Pandolfi’s briefing for the committee.
Administration officials have said that the CIA advised Hughes about providing names
of its executives to the committee in order to urge Hughes to cooperate and have
denied that the ClA tried to hinder the committee’s investigation. Nonetheless, the
committee has questioned whether the Clinton Administration’s policy of engagement
with China has influenced intelligence assessments about China.*® Confirming that he
and Senator Bob Kerrey, the vice chairman, had found out about the CIA’s contact
with Hughes in an intemal CIA cable dated September 23, 1998, and then asked
Attorney General Janet Reno for the cnminal investigation, Senator Shelby said in
September 2000 that the Justice Department decided not to charge an unnamed CIA
official with obstructing a Senate investigation.®’

In another case, the Cox Committee asked the CIA to provide a classified cable
written in March 1996 on Hughes and Loral that had not been provided to the Justice
Department until these congressional investigations began. The CIA’s inspector
general began investigating the alleged failure to pass the cable to Justice, which the
CIA characterized as an oversight. The message was said to have reported on an
American consultant, Bansang Lce, who worked for Hughes from 1989 to 1995,
when Loral hired him to work on sales of satellites, including Chinasat-8. In helping
to sell satellites to China and to cxport them for launch from there, Lee allegedly
madc illegal payments to and received payments from PRC aerospace cxecutives.
Lec's lawyer stated that Lee “has never made any untawiul or improper payments of
any kind to any Chinese official,” and spokesmen for Hughes and Loral also denied
any wrongdoing.®

Senator Specter’s Investigation. In October 1999, Senator Specter, under the
jurisdiction of the Scnate Judiciary Subcommittee on Administrative Oversight and

*(...continued)
Journal, November 27, 1998,

% L.oeb, Vernon and John Mintz, “CIA Faces Criminal Probe in China Case,” Washington
Post, December 3, 1998; Jeff Gerth, “Old Concerns Over Data Transfer to China Get New
Adtention,” New York Times, December 7, 1998; Robert S. Greenberger and David S. Cloud,
“Justice Department Examines CIA Role in Probe Into Hughes’ China Dealings,” Wall Street
Journal, December 7, 1998.

8 Gertz, Bill, “CIA Official Spared Justice Prosecution,” Washington Times, September 22,
2000,
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the Courts, began holding hearings in his investigation into the Justice Department’s
handling of the PRC’s suspected acquisition of missile technelogy and nuclear weapon
seevets, campaign finance, Waco, and other issues.

Legislation to Revise Export Contrels

105™ Congress. In the 105" Congress, the Housc-passed National Defense
Authorization Act for FY 1999 (H.R. 3616) included amendments (sections 1206-
1209) passed on May 20, 1998, that sought to express the sense of Congress that the
United States should not enter into new agreomaents with China involving space or
missile-related technology (Speace, agreed 417-4); prohibit U.S. participation in
investigations of PRC Jaunch failures {Berenter, agreed 414-7y; prohibit transfers of
missile equipment or technology to China (Hefley, agreed 412-6); and prohibit the
export or resexport of L8, satellites to China (Hunter, agreed 364-54), Also, section
1212 sought 1o return controd over figensing export of satellites from the Commerce
Department 1o the State Departiment (under the Munitions List controlied under the
Arms Export Control Act).

On Junc 4, 1998, Senator Hutchinson submitted an amendment to the Senate-
passcd Defense Authorization At for FY 1999 (5. 2057), which was ordered to lic
on the table, It sought 1o amend the language authorizing Presidential waivers of
post-Tiananmen sanctions by substituling a narrower basis ("in the vital national
secutity interest™) for the current language {“in the national interest™), and add 2 ~
requirement for the President 1o submit a detailed justification for each waiver.

On July 22, 1998, Senator Hutchinson filed but did not offer Amendment 3250
to the Senate-passed Defense Appropriations Act for FY 1999 (8. 2132/H.R. 4103}
o wanster the export control of satellites back o the State Department and require
a dewiled justification for Presidential waivers of post-Tisnanmen sanctions for
exporis of satellites or defense articles. On July 30, 1998, Senator Kyl proposed
Amendhiment 3398 to thus bill 1o lvsit the use of funds pending the establishment of the
position of Deputy Under Secrctary of Defense for ’Z‘echnoiagy Secunty Policy who
would also serve as the director of DTSAL

As agreed to by conferees, the National Defense Authorization Act for FY 1999
{P.L. 103.281) transfers the licensing authority over commercial satellites back 1o the
Statc Depariment in an effont to strengthen export controls. The act did not ban
further satellite expons to Ching or help the ULS, satgllite taunch industry, 85 some
have sdvocated in calling for a reassessment of the policy of allowing China to launch
L. S.~origin sutellites.™ Others say that it is up to Congress to assess the state of U.S.
dual-use cxport controls by passing a law to replace the Export Administration Act
that expired i 1994.% U8, policy might alse digtinguish between exports of satellites
for PR Jnunch only and sateliites for PRC use. Some say it is difficuli to prevent the
PLA from using commercial satellites owned by China

5 Sokolski, Henry, “Protecting High Tech,” Washington Times, Seplember 30, 1998,

S Eaport Act Inertia” (Commentary), Defense News, November 2-8, 1998; “Reinsch Says
Congress Noeds to Revise EAA Export Practitioner, November 1998; Henry Sokelski,
“What Now For China Policy?” Wall Street Journal, March 15, 1999,
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Sectton 1511 of the act expresses the sense of Congress, among other views,
that the President should not issue any blanket waiver of post-Tiananmen sanctions
(in P.L. 101-246) for satellite exports to China. Section 1512 requires the President
to certify to Congress before exporting missile technology to China that such export
will not be detrimental to the U.S. space launch industry and will not measurably
improve PRC missile or space launch capabilitics. Section 1513 transfers satellites
controlled under the Commerce Department’s Commerce Control List back to the
State Department’s Munitions List, effective March 15, 1999. That section also
requires a report from the Secretary of State on implementation, improvement to the
timeliness and transparency of the license review process, adequacy of resources, and
rccommendations for amending the Arms Export Control Act. Section 1514
mandates additional requirements to strengthen national security controls over
satcllite exports, including mandatory licenses for launch failure investigations,
mandatory intelligence review of license applications and TAAs considered by the
Departments of Commerce and State for foreign launches of satellites, and
notification to Congress of export licenses that are issued for satellite launches; with
the ¢xception of satellites exported for launch by members of the North Atlantic
Treaty Organization (NATO) or a major non-NATO ally. Section 1515 requires a
detailed justification to accompany the President’s waiver of post-Tiananmen
sanctions for satellite exports to China. Section 1521 requires the establishment of
a Deputy Under Secretary of Defense for Technology Sccurity Policy who serves as
the director of DTSA.

There had been concerns in Congress about how the Administration would
implement the requirement to shift licensing authority back to State. Despite signing
the act on October 17, 1998, President Clinton said he “strongly opposed” the
transfer of authority. He also warned that he would “take action to minimize the
potential damage to U.S. interests” and order appropriate agencies to implement the
change “in a manner consistent with current dual-use export license processing.”®
National Security Adviser Samuel Berger reportedly urged a veto and included the
strong language.*® In coordination with the U.S. satellite industry which prefers
speedier and more predictable licensing procedures,®” the White House’s National
Sccurity Council reportedly drafted an executive order for the President to issue to
accord the Commerce Department a continuing role in licensing satellite exports,
perhaps the authority to appeal the decisions of the State Department on Munitions
List items, including satellites.®® In response, the chairmen of six House and Senate
comrnittees (National Sccurity, Armed Services, International Relations, Foreign

5 President William J. Clinton’s statement on the FY 1999 Defense Authorization Act.
5L elyveld, Michael 8., “Clinton Ripped On Satellites To China,” Journal of Commerce,
December 14, 1998.

§7 “Conferees’ Decision Draws Ire of Satellite Industry,” Aerospace Daily, September 21,
1998; Interview with John Douglass, President/General Manager, Aerospace Industries
Association, Defense News, November 2-8, 1998; Interview with Clayton Mowry, Director,
U.S. Satellite Industry Association, Space News, November 9-15, 1998; “A License to Do
Mischiefl (commentary),” Space News, February 1, 1999. '

* Opall-Rome, Barbara, “White House Plots To Skirt Congress On Exports,” Defense News,
Decermnber 7-13, 1998.
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Relations, Intelligence) wrote a letter on December 9, 1998, waming the President
against “direct contravention” of the legislation.

As required by section 1513, the Secretary of State submitted to Congress on
January 21, 1999, the plan on regaining licensing authority over commercial satellites
as Munitions List items on March 15, 1999, It includes a goal (but not a limit) of
timely review of licenses within 90 working days; procedures for Commerce to
comment, but not veto, licensing reviews; and veto authority for the Defense
Department (that is not subject to appeal by the Commerce Departiment). It stated
that “no new Executive Order is needed,” and decisions on defense exports are made
cxclusively by the Departments of State and Defensc and *solely on the basis of
national sccurity and foreign policy.”® The Defense Depariment’s new Space Launch
Monitoring Division of the Defense Threat Reduction Agency is reportedly hiring 39
cngincers and other staff to review licenses for satellite exports and monitor foreign
launches. U.S. firms are to reimburse the costs of monitoring.”

106" Congress. Inthe 106™ Congress, Rep. Sweeney introduced H.R. 281 on
January 6, 1999, to prohibit the export to China of satellites and related equipment,
On May 19, 1999, he sponsored an amendment to the NASA authorization bill (H.R.
1654) to require NASA to certify, before any cooperative agrecment with the PRC,
that the technology transfer will not improve PRC ballistic missile or space launch
capabilities. The House agreed to the amendment. The NASA Authorization Act for
FY's 2000, 2001, and 2002 (P.L. 106-391, signed into law on October 30, 2000}
includes the requirement for certification to Congress, at lcast 15 days before such an
agreement, that it is not detrimental to the U.S. space launch industry and will not
improve the PRC’s balhistic missile or space launch capabilities (Section 126(a)}(2)).

During the mark-up of the Foreign Relations Authorization Act for FY2000,
H.R. 1211, by thc Committee on Intcrnational Relations on April 14, 1999,
Representative Rohrabacher introduced an amendment to give preferential treatment
in licensing for export of satellites and related items to NATO allies, major non-
NATO allics, and other friendly countries; but not for China, countrics that potentially
pose a sccurity threat to the United States, or countries likely to proliferate satellite
technology to countries of security concern. (The FY 1999 National Defense
Authorization Act already exempts NATO and non-NATO allies from the more
stringent export controls.) As amended by Representative Gejydenson, however, the
approved section 210 of H.R. 1211 (H. Rpt. 106-122) does not have references to
China and other countries not subject to preferential treatment. Rohrabacher’s
amendment also directs the Secretary of State to obligate $2 million to the Office of
Defense Trade Controls to expedite the review of satellite export licenses.”

9 “Report by The Secretary of State Pursuant to Section 1513(d) of the NDAA for FY1999,”
January 2§, 1999; Robert S. Greenberger and David S, Cloud, “State Department Seeks to
Allay Fears With 90-Day Satellite-License Reviews,” Wall Street Journal, January 29, 1999;
NSC unclassified response to the Cox Committee’s recommendations, February 1, 1999,

"Ferster, Warren, “Pentagon Hires Staff For Review Office,” Space News, April 26, 1999, .

! Mouse Report 106-122; “$2 Million Pushed For State Tech Transfer Office; Attempt to
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On May 27, 1999, the Senate agreed by voice vote to Senator Lott’s
amendment to the National Defense Authorization Act for FY2000 (S. 1059). The
amendment sought to improve the monitoring of satellite exports and strengthen
safeguards, security, and counterintclligence at DOE facilitics.”> On Junc 9, 1999,
Representative Cox introduced an amendment™ to the House’s version (H.R. 1401).
The amendment consisted of 27 sections, with 25 scctions requiring reports or other
actions, or amending the law; a section simply providing a short title; and a section
providing a definition of “national laboratory.” The sections or subsections of the
Cox amendment addressed fully or partially 21 of the 38 recommendations of the Cox
Committee. The House agreed to the Cox amendment by 428-0 on that day and
passed H.R. 1401 on June 10, 1999. In September 1999, Congress approved the
conference report (H. Rpt. 106-301} on S. 1059. The act, signed into law {(P.L. 106-
65) on October 5, 1999, includes sections 1401-1412 that addresses export controls
as they relate to missile technology, satellites, high-performance computers,
multilateral export controls, monitoring of foreign satellite launches, State Department
licensing, 1mproved intelligence consultation, and notification to Congress of
investigations into possible export control violations by satellitc makers. In addition,
section 1 612(b) expressed the sense of Congress that the policy of exporting satellites
to the PRC for launch should be reexamined, with a review of whether to phase out
that policy. Congress did not require a report on this review.

On May 10, 2000, Rep. Gejdenson introduced H.R. 4417 to transfer export
controls over satellites back to the Sccrctary of Commerce. It would also provide for
certain procedures for satellite exports to the PRC.

Denied and Pending Satellite Exports

[n addition to the FY 1999 Defense Authorization Act, Congress also passed
omnibus legislation (P.L. 105-277, Sec. 101(b)) appropriating funds for the
Department of Commerce in FY 1999 that required notification to Congress before
expending funds to process licenses for satellite exports to China. On November 20,
1998, the Commerce Department reported processing of two export license
applications, Commerce again notified Congress on February [, 1999, that it was
processing three additional applications to export satellites to China. Those five
satellite projects considered by Commerce were: Chinasat-8R, Asia Pacific Mobile
Telecommunications (APMT), Asiasat-3sb/4, Command and Control Software for
Satellites, and Irdium,

APMT. However, at least one of these, the APMT satellite project, has
encountered controversy. On July 2, 1998, the State Department suspended a license
issucd in 1996 to Hughes that permitted Shen Jun, son of a PLA licutenant general,

(_..continued)

Add Controls on China is Stymied,” Spacebusiness Today, April 20, 1999; Warren Ferster,
“Pentagon Establishes Office To Review Satellite Export Requests,” Defense News, May 3,
1999. : ‘

"For language of amendment, see Congressional Record, May 26, 1999, p. S$6073-6074.
”Congre‘\'.w’rmaf Record, June 8, 1999, p, H3862-3866,
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to work on the $450 million deal for the APMT consortium. Shen Jun's father, Lt
Cien, Shen Rongjun, was & Deputy Directer of the Commission on Science,
Technology, and Industry for National Defense (COSTIND) from 1985 10 1998, with
special responsibility for aerospace. Alse, the Administration re-examined the APMT
project, inpart because the PRC governmental investors include those with tiesto the
military: COSTIND, China Launch and Tracking Control, CASC, Ministry of
Information Industry, and Chiaa Telecommunications Broadeasting Satellite Corp.
{Chinasat). {In April 1998, COSTIND was reorganized as 2 civilian organization
under the State Council, while the PLA retained control over satellites under the new
General Equipment Departnzent.} Some are congemed that the APMT sateilite {(with
powerful spot beams) could be used by the PLA to improve command and control
and that the satellite contains sensitive technologies, including a huge 40-ft.-wide
antenna and on-hoard digital processor, also used in Hughes' classified,
communications satellites used by the U.S, military, There have also been concerns
about Hughes' past record of interaction with PRC aerospace engineers, including the
review of the January 1995 launch failure.™

As for the PLA’s possible use of ostensibly civilian communication satellites, a
DTS A official, Michacl Maloof, wrotc a July 1998 memo about his concerns that the
PRC military has used U.S.-made saicllites to improve its encrypied command,
control, communications, and intelligence (C*'1), using the Asiasat and Apstar satellites
built by Hughes,™ In an unclassificd report submitted as required by FY 1999
appropriations legislation, the Secretary of Defense reported on February 1, 1999,
that China’s military and civilian leaders are paying “specific attention” to the C'
infrastruchure. The report further said that “the military’s lack of communications
satclites could force the PLA to rely on foreign satellite services to meet military
needs in wartime or 8 orisis” and thay, in a crisis, “the military would preempt the
damestic satellite systems for combat operations.””®

On February 23, 1999, the Clinton Administration announced that it decided to
deny approval to Hughes for the export of the APMT satcllite, afier the Depariments
of Defense and State objected to the export, while the Commerce Department {svored
it.”7 The Administration cited concerns that the end-user would be the PLA. Hughes
responded on March 15, 1999, asking the Administration for a detalled justification

* Also sees CRS Repornt 96389, China: Commission of Science, Technoluyy, and Industry
for Netional Defense (COSTIND) and Defonse Indsistries, by Shittey A, Kany Bruge
Dorminey and Michse! Mocham, “Chinseled Astan Team Buys Hughes Geomobite Sateliites,”
Aviation Week & Spave Technology, May 18, 1998, Jeff Gerth, “Administration Rethinking
$650 Million China Satellite Deal,” New York Times, June {8, 1998; John Mintz, "Hughes
Corp. Pressing White House to Clear Mew Deal with China,” Washington Post, Aug. 9, 1998;
Steven D, Dorfram, Vice Chairman of Hughbes, July 13, 1998, letter 1o the State Depaniment.

* Capaccio, Tony, “China Miltary Benefined from U8, Technology, U.S. Aide Says,”
Bloomberg News, February 18, 1998,

¥ Secretary of Defense, “Report 1o Congress Pursuant 1o the FY99 Appropriations Bill,”
February 1, 1999,

7 Cloud, David 8., “Hughes' Sale of o Satellite to China Is Imperiled by Concerns at
Pentagon,” Wal Sireet Journad, February 22, 1988, Joff Genth and David E. Sanger, “Clang
Scourity, 1.8, Spurns Ching On Satelifte Deal” New York Times, February 23, 1989,
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for the denial. But on April 14, 1999, Hughes said that the APMT consortium
dropped Hughes as the satellite supplier,”

Concerning the PLA’s use of satellites, a report said that the indigenous satellite
(Chinasat-22) launched by China on January 26, 2000, is also called the Feng Huo-1,
representing the first of China’s military communications satellites for a new battle
management system, called the Qu Dian C'I system. The news story cited a classified
report by the Defense Intelligence Agency, reportedly describing the Qu Dian system,
when fully deployed in several years, as intended to be similar to the U.S. Joint
Tactical Information Distribution System (JTIDS), a secure data link network used
by U.S. and allied forces.” China has said that it plans to deploy three major satellite
systems for remote-sensing, navigation and positioning, and communications.*

Chinasat-8, Mcanwhile, Loral has encountered a delay in obtaining approval
from the Department of State for the export to China of the Chinasat-8 satellite, the
subject of the latest Presidential waiver in February 1998, which raised this
controversy.®' In a full-page ad in the May 6, 1998 Washington Post, Loral had
boasted that Chinasat-8 s the “most powerful satellite China has cver purchased.”
Chinasat-8 had been scheduled for launch in May 1999. The PRC government entity
buying the satellite is the China Telecommunications Broadcast Satellite Corporation,
subordinate to the Ministry of Information Industry (MI1).* The Ml represents a
PRC defense industrial sector that was formed in March 1998 in a reorganization that
merged the Ministry of Electronics Industry and the Ministry of Posts and
Telecommunications.®  Loral’s chairman, Bemard Schwartz, argued that the
government’s delay in granting a technical assistance agreement (TAA) for Chinasat-8
nisks the “commercial viability” of the whole U.S. satellite manufacturing industry in
Asia.* The trade publication, Space News, alleged in September 1999 that “the State
Department is delaying approval of the Chinasat 8 TAA to punish Loral for the still
unproven allegation that the company broke the law while participating with Hughes
in an independent review of a Chinese launch accident investigation.” [t also
protested that “the export licensing process should not be used as a substitute for the

“Singapore Customer Drops Hughes A fier Export License Delay,” Aerospace Daily, April
15, 1999,

" Gertz, Bill, “China’s Military Links Forces to Boost Power,” Washington Times, March
16, 2000. ‘

% Wen Wei Po [PRC-owned newspaper in Hong Kong], October 31, 2000, translated by FBIS
(“China Raises Satellite Positioning, Tracking Capability with Latest Launch™).

8.Space News, April 12 and 26, 1999.

$Lawrence, Susan V., “Clipping Their Wings,” Far Eastern Economic Review, April 8,
1999, :

“Defense Intelligence Agency, “China’s International Defense-Industrial Organizations,”
Defense Intelligence Reference Document D1-1921-60A-98, June 1998,

% Silverstein, Sam, “Loral: Chinasat Delay Threatens U.S. Supplicrs” Credibility in Asia,”
Space News, August 23, 1999,
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judicial system.”® The Department of State reportedly decided not 1o rule on a
license for Chinasat-8 until after 2 new Administration takes office in January 2001 e

Others. On May 10, 1999, asregquircd by section 1512 of the FY' 1999 National
Defense Authorization Act{P.L, 105-2617, President Clinton issued centifications for
the export of sateliite fuels and separation systems for the Iridiam satellite project
{owned by Motorola). He certified that the expont is not detrimental to the U.S.
space launch industry and that the matenial end equipment, including any mndirect
technical benefit that could be denved from such export, will not measurably unprove
PRC missile or space faunch capabilities ¥

5 vFroe Chinasat 8,” {commeniary}, Spuace News, Sepiember 6, 1999,
¥ Shace News, Oclober 2, 2000,

“efforson, William J., “Certification Regarding Export of Satellite Fuels to China”
Congressional Record, May 11, 1999, p. H2955; 85029
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Chronology

Event

The Reagan Administration notified Congress that it will approve the
first export licenses for the use of PRC space launch services (for one
Asiasat and two Aussat satellites), subject to conditions.

The United States and China signed agreements to establish
technology safeguards. on launching satellites from China and on
insurance liability; and initialed an agreement on intermational
commercial launch services.

The United States and China signed an agreement for six years under
which China agreed to charge prices for commercial launch services
“on a par” with Western competitors and to allow China to launch
nine U.S.-built satellites through 1994.

Crackdown on peaceful, political demonstrators in Beijing.

President Bush waived sanctions for export of Aussat-1, Aussat-2,
and Asiasat communications satellites for launch from China, under
sec. 610 of the Department of Commerce, Justice, and State, the
Judiciary, and Related Agencics Appropriations act 1990 (P.L. 101-
162).

P.L. 101-246 enacted to require post-Tiananmen sanctions, including
suspensions in approving exports to China of Munitions List items and
satellites.

China Great Wall Industry Corporation, using a LM-3 rocket,
launched a foreign satellite, Asiasat (built by Hughes), for the first
time.

President Bush waived sanctions under Sec. 902(b) of P.L. 101-246
to allow exports of Aussat-1 and -2 and Freja satellites for launch
from China in part because China was not the end-user. President
Bush denied a license to export U.S. satellite components for a PRC
satellite, Dongfanghong-3, citing “serious proliferation concemns.” In
addition, Space News (May 6-12, 1991) reported that President
Bush’s denial was to punish China for attempting to obtain classified



6/16/91

6/25/91

1121791

1992
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2/22/92

3/22/92
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8/14/92

911492
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missile-relaied  technology.  The license to export parts for
Dongfanghong-3 was requesied by a German finn, but the ULS,
components were produced by M/A-COM, Inc. (Burlington, MA).

The Bush Administration announced sanctions to be imposed on
China for transferring mussile related technology to Pakistan, The
sanctions affected high technology trade with Ching, covering (1) high
performance computers, (2) satellites for launch from Chma {cxeept
for the Freja and Aussat satellites), and (3) sanctions for nussile
proliferation as required by the Arms Export Control Act and Expont
Administration Act{imposed on China Great Wall Industry Corp, and
China Precision Machinery Import/Expori Corp.). The LLS, sanctions
were intended to enforce the MTCR. .

The sanctions on the two PRT state-owned companies for missile
profiferation in Pakistan took ¢ffoct,

After Secretary of State James Baker visited Beijing, the PRC foreign
rrnistry issued a vagoe statament that China “intonds 1o obide” by the
MTCR.

According to the Bush Administiation, the PRC foreign minister sent
a secret letier 1o the U S, Seeretary of State promising to abide by the
MTCR.

The PRC foreign ministry issued 2 statement saying that “Chiog will
act in agcardance with the guidelines and parametors of the existing
missile and msstle technology control regime in s export of missiles
and missile technology,” after the United States cffectively lifts the
June 1991 sanctions.

Aborted faunch of Aussat (Optus-B 13 satellite from China afier LM.
2E rocket malfunctioned and the rocket sualicd on the launch pad,
Beijing Review (MNov. 2-8, 1992} reporied that the rocket's
malfunction was caused by a fault in the ignition system which
triggered an emergency shut-down,

The Bush Administration effectively walved the sanctions mmposed in
June 1981 on China for missile proliferaton,

China successfully launiched the Optus-B 1 sateltite (built by Hughes),

President Bush waived sanctions under P.L. 101-246 to allow exports
of five sutellites {Asiasat-2, Apsat, Intelsat-7A, Starsat, and AfriStar)
for launch from China and parts for China’s Dongfanghong-3.

Under the Bush Administration, the State Department issned a rule o
amend scetion 38 of the Anms Export Control Act.  The rule



Nov. 1992

12/21/92

1993

2/11/93

5/28/93

7/2/93

8/16/93

8/24/93

CRS-37

transferred commercial communications satellites that do not have
certain sensitive characteristics (under nine categories) to the export
licensing control of the Commerce Department. Military satellites and
communications satellites with any of the nine categories of sensitive
characteristics remained on the State Department’s Munitions List.

China may have supplied M-11 short-range ballistic missiles or related
technology to Pakistan, according to President Clinton’s report to
Congress submitted in May 1993. This transfer may have been taken
in retaliation for President Bush’s decision in September 1992 to sell
F-16 fighters to Taiwan.

A PRC LM-2E launch vehicle exploded and destroyed the Australian
Optus-B2 satellite (built by Hughes) it was carrying. After the
explosion, PRC officials denied that PRC rockets were responsible,
blaming the satellite built by Hughes. Aviation Week and Space .
Technology (Jan. 30, 1995) reported that Hughes and China Great
Wall Industry Corp. agreed to declare the cause of that failure to be
undetermined. Some experts, however, reportedly identified the
premature opening of the launch vehicle’s payload fairing as causing
the accident. .

After renegotiating secunity procedures, the United States and China
signed a new agreement on satellite technology safeguards,
superseding the agreement of 12/17/88.

President Clinton decided to extend most-favored-nation trade status
to China with conditions on human rights, but no linkage to weapons
proliferation. Nonetheless, after persistent reports that China was
continuing to transfer missile components to Pakistan — 1f not
complete M-11 short-range ballistic mussiles, the President also
reported to Congress that “at present, the greatest concern involves
reports that China in November 1992 transferred MTCR-class M-11
missiles or related equipment to Pakistan.”

President Clinton waived sanctions under P.L. 101-246 to allow
exports to China of Iridium and Intelsat-8 satellites for launch from
China. ’

Hughes and CGWIC issued a joint statement after seven months of
“vigorous and cooperative investigation” into the cause of the
explosion on 12/21/92. The statement did not identify a cause, with
each side denying blame.

The Clinton Administration determined that China had shipped M-11
related equipment (not missiles) to Pakistan and imposed sanctions
required by the Arms Export Control Act and Export Administration
Act. The sanctions were imposed on Pakistan’s Ministry of Defense
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and 11 PRC defense industnal aerospace entities, including China
Great Wall Industry Corp. The Category ! sanction denied U.S.
government contracts and export licenses for missile equipment or
technology (items in the MTCR annex) for two years. The

~ Department of State argued that the sanction banned all licenses for

satellite exports, but the Department of Commerce argued that the
sanction did not cover satellites.

The U.S. acrospace industry lobby, including the Acrospace Industrics
Association, called on the Clinton Administration to weaken the
missile proliferation sanctions.®

One week after imposing sanctions, Assistant Sccretary. of State
Winston Lord said that “we’re ready at any time to sit down with the
Chinese, both to try to find a way to lift the sanctions if they
cooperatc but also to explain more fully the MTCR and its revised
guidelines.” :

National Security Adviser Anthony Lake told the PRC ambassador
that the Clinton Administration was willing to negotiate a waiver of
the sanctions, but a more formal and binding PRC commitment than
the one made in November 1991 was needed.

The Washington Post reported that top executives of U.S. satellite
manufacturers, Martin Marietta Corp. and Hughes Aircraft Co., were
lobbying intensively for the Clinton Administration to waive the
export ban for satellitcs. Reportedly due to these objections from
privatc industry (which werc supported by the Commerce
Department), the National Security Council (NSC) reviewed the
decision to implement the sanctions. In September 1993, Norman R.
Augustine, chaimman of Martin Marietta, wrote a letter to Vice
Prestdent Al Gore, arguing that the sanctions “present U.S. companics
as an unrchable supplicr.” Some Members of Congress supported the

export of satellites for launch from China.

The CEO of Hughes Aircraft Company, C. Michael Armstrong,
delivered a speech in which he objected to the inclusion in the
sanctions of commercial communications satellites. e also said that
he “asked the President of the United States to review the situation.”

National Security Adviser Anthony Lake wrote a memo to President
Clinton proposing the NSC’s interpretation of the sanctions imposcd
in August to allow the cxport of two satellites controlled by the
Commerce Department, but not the five controlled by the State
Department.  State had argued that all satellite licenses were

*Statement by Don Fuqua, President of the Aerospace Industries Association, on the
Imposition of U.S. Economic Sanctions on China,” August 26, 1993, Steven Greenhouse,
“Aerospace Industry Secks Weaker Sanctions on China,” New York Times, August 28, 1993,
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suspended under the sanctions, but Commerce argued that sanctions
did not cover any licenses. The President approved the NSC’s
recommendation.

President Clinton met with PRC President Jiang Zemin at the Asian
Pacific Economic Cooperation (APEC) mecting in Seattle. On the
eve of the meeting, press reports said that the Administration had
formally proposed waiving the sanctions in return for another PRC
promise, in more detail and with more authority, not to export
MTCR-class missiles.

The Clinton Administration announced a ncw policy excmpting
commercial communication satellites from sanctions for missile
proliferation imposed on 8/24/93, facilitating export licenses for one
Hughes and two Martin Marietta satellites.

A PRC weather satellite exploded in a plant,

President Clinton waived sanctions under P.L. 101-246 for the
Echostar satellite to be exported for launch from China.

A PRC LM-3 rocket launched the Apstar-1 satellite (built by Hughes).

A PRC LM-2E rocket launched Australia’s Optus-B3 satellite (built
by Hughes).

Secretary of Commerce Ron Brown led trade delegation to China,
including Bernard Schwanz, Loral’s chairman.

Secretary of State Warren Christopher and Foreign Minister Qian
Qichen issued a joint statement in which the United States agreed to
waive the August 1993 sanctions (for missile proliferation) and China
agreed not to export “ground-to-ground missiles’ that are “inherently
capable” of delivering at least 500 kg to at least 300 km (an important
understanding meant in part to include the M-11 mussiles under the
MTCR guidelines).

The Administration’s waiver of the sanctions for missile proliferation
took effect.

China launched its Dongfanghong-3 satellite, but failed to launch it
into the correct position due to a fuel leak,

President Clinton selected Armstrong of Hughes to head the Export
Council.
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A PRC LM-2E launch vehicle exploded after liftoff, destroying the
Apstar-2 satellite (built by Hughes) it was carrying. Hughes and
China Great Wall Industry Corporation were reported as planning to
determine the cause of the explosion. (Aviation Week and Space
Technology, Jan. 30, 1995)

The Wall Streer Journal reported that PRC aerospace industry
officials contradicted an official PRC newspaper’s account that
blamed Hughes for the explosion on January 26, 1995. Instead of
blaming Hughes, as Ta Kung Pao (in Hong Kong) did, officials from
China Great Wall Industries Corp. and the China National Space
Administration said that the article did not reflect China’s official view
and that the investigation had not concluded. A spokesman for
Hughes said that a thorough investigation into the cause of the
explosion would take months to complete.

The United States and China concluded a new agreement for 7 years
to allow China to launch up to 11 new satellites to geostationary orbit
at prices not less than 15 percent below that charged by Western
competitors. :

The PLA Second Artillery test-fircd M-9 short-range ballistic'miissiles
toward Taiwan, after Taiwan’s president visited Comell University in
June.

Hughes and CGWIC issucd a joint statement on separate findings of
six-month investigations into the cause of the explosion on 1/26/95.
CGWIC blamed strong winds for shaking Hughes' satellitc apart,
while Hughes said that severe winds caused the PRC rocket’s fairing
to collapse.

Hughes provided to the Department of Commerce the final report on
the investigation of the launch failure of Apstar-2. The report
included a summary of information conveyed to China Great Wall
during several meetings that took place from February to June [995.

Secretary of State Warren Christopher initialed a classified
memorandum to retain the State Department’s licensing authority over
commercial communications satcllites (cited in New York Times, May
17, 1998).

A PRC LM-2E rocket launched the Asiasat-2 satellite (built by
Martin Marietta), but the bumpy launch knocked the satellite’s
antenna-feed horns out of alignment, resulting in a loss of signal
power. Asiasat company claimed $58 million in insurance for the
damage. (Flight International, Oct. 2-8, 1996).

President Clinton issued Executive Order 12981 giving the
Departments of State, Defense, and Energy, and the Arms Control
and Disarmament Agency authority to separately review cxport
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license applications submitted to the Department of Commerce under
the Export Administration Act and relevant regulations.

A PRC LM-2E rocket launched the Echostar-1 satellite (built by
Martin Marietta).

President Clinton waived sanctions under P.L. 101-246 for the
Chinasat-7 satellite to be exported for launch from China.

President Clinton waived sanctions under P.L. 101-246 for 2 Cosat
(later called Chinastar) satellites to be exported for launch from China.

President Clinton waived sanctions under P.L. 101-246 for the-
Mabuhay satellite to be exported for launch from China.

A LM-3B rocket exploded after liftoff, destroyed the Intelsat-708
satellite (built by Loral}, and smashed into a village. The death toll
was probably higher than the official report of six deaths and 57
injured.

Despite the dramatic explosion of a PRC rocket one month before, the
PLA’s Second Anrtillery again test-fired M-9 short-range ballistic
missiles toward targets close to Taiwan’s ports, on the eve of
Taiwan’s first presidential election.

In further deterioration of U.S8.-China relations, the United States
deployed two carrier battle groups to waters off Taiwan, calling
China’s live-fire exercises “reckless™ and “risky.” :

President Clinton approved a memo written by then deputy national
sccurity adviser Samuel R. Berger to reverse Secretary Christopher’s
decision of October 1995 and transfer export control authority over
commercial satellites from the State Department to the Commerce
Department (New York Times, July 18, 1998).

The Clinton Administration announced a decision to move commercial
communications satellites from the Munitions List to the Commerce
Control List of dual-usc items, so that the export license jurisdiction
was moved from the Department of State to the Department of
Commerce (implemented in November 1996).

The CIA had a classified cable on an American consultant, Bansang
Lee, who worked for Hughes and later Loral, and possible payments
exchanged between him and PRC aerospace exccutives, but the CIA
did not pass the cable to the Justice Department until 1998 (New York
Times, December 24, 1998).
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A CIA analyst, Ronald Pandolfi, had reportedly prepared a National
Intelligence Estimate (NIE) on how Hughes may have helped improve
China’s missile capabilities in reviewing the explosion of a Long
March rocket in January 19985, but the CIA did not approve the NIE
(New York Times, December 7, 1998).

At China’s request, Dr. Wah L. Lim, then a senior vice president and
engincer at Loral, chaired a review committee to study China’s
technical evaluation of the cause of the accident on Feb. 15, 1996.
Loral says China had identified the problem as residing in the inertial
measurement unit (IMU) of the guidance system of the rocket. Loral
belicved that it did not have to request a U.S. government license and
monitoring. The first meeting was held in Palo Alto, CA, and the
second, in China. PRC engineers participated in the two mectings.

A draft preliminary report of Loral’s review committee was sent to all
participants of the meetings. The report confirmed that the cause of
the accident was an electrical flaw in the electronic flight control
system. The rcport allegedly discussed weaknesses in the PRC
rocket’s guidance and control systems (New York Times, April 13,
1998).

Loral’s executive in charge of export controls told Dr. Wah Lim not
to send the report to China.

Loral’s executives provided the report to the Departments of State
and Defense. '

Lorat provided a voluntary disclosure to the Department of State,
concerning all communications with China. The company argues that
its policy of consultation with the Department of State was not
implemented, but it did not violate U.S. laws,

President Clinton waived sanctions under P.L. 101-246 for the Asia
Pacific Mobile Telecommunications (APMT) satellite to be exported
for launch from and use by China.

China launched the Apstar-1A satelllte (built by Hughes) on a LM-3
rocket.

President Clinton waived sanctions under P.L. 101-246 for a
Globalstar satellite to be exported for launch from China ¥

China failed to Jaunch its Chinasat-7 satellite (built by Hughes) into
the correct orbit, after the third stage of the LM-3 rocket shut down
early, reported the Far Eastern Economic Review (Aug. 29, 1996).

% China Telecom will invest $37.5 million to become a full partner in Globalstar, according
o Aviation Week & Space Technology, October 5, 1998,
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President Clinton issued an Amendment to Executive Order 12981
(issued on 12/6/95) concerning export licensing procedures for
commercial communications satellites and hot-section technologies for
commercial aircraft engines that are transferred from the State
Department’s Munitions List to the Commerce Department’s
Commerce Control List (of dual-use items),

- The Bureau of Export Administration of the Department of

Commerce issued regulations to implement the transfer of commercial
satellites from control under the Munitions List to the Commerce
Control List.

The Department of State issued regulations to implement the transfer
of commercial satellites from control under the Munitions List to the
Commerce Control List, even if the satellites include individual
components or technologies on the Munitions List.”

President Clinton waived sanctions under P.L. 101-246 for U.S. parts
for the PRC Fengyun-1 (FY-1) meteorological satellite. The waiver
cited suspensions under sections 902(a)(3} and 302 (a)(5), indicating
that technologies controlied under the Munitions List were involved.

President Clinton waived sanctions under P.L. 101-246 for the Sinosat
satcllite to be exported for launch from China. The waiver cited
suspensions under sections 902(a)(3) and 902(a)(5), indicating that
technologies controlled under the Munitions List were involved.

The Air Force’s National Air Intelhigence Center (NAIC) reportedly
concluded in a classified report that Loral and Hughes provided
expertise that helped China to improve the guidance systems on its
ballistic missiles and that U.S. national security was damaged
(Washington Post, June 7, 1998). NAIC’s report was sent to DTSA,
the State Department, and the Justice Department.

China successfully launched its Dongfanghong-3 communications
satellite, built by China Aerospace Corp. on a LM-3A rocket,
prompting personal congratulations from top government and military
leaders.

A classified report at DTSA concluded that Loral and Hughes had
transferred expertise to China that significantly enhanced the reliability
of its nuclear ballistic missiles and “United States national security has
been harmed” (New York Times, April 13, 1998 and June 27, 1998).

P Also see GAO report GAQ/NSIAD-97-24, Export Controls: Change in Export Licensing
Jurisdiction for Two Sensitive Dual-Use Items, January 1997,
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The U.S. Trade Representative (USTR) reported that China had
violated the pricing provisions of a bilateral agreement on the
Mabuhay launch.

China successfully launched its Fengyun-2, a second-generation PRC
meteorological satellite, on a LM-3 rocket,

China launched the Agila 2 (formerly called Mabuhay) satellite (built
by Loral),

China launched two test satellites for Iridium to demonstrate the
technical viability of the new Long March variant, LM-2C/SD.

The Washington Times, citing Isracli and U.S. intelligence sources,
reported that China Great Wall Industry Corporation was supplying
key telemetry equipment (for sending and collecting guidance data
during flight tests) to Iran for its development of the Shahab-3 and
Shahab-4 medium-range ballistic missiles.

Likely prompted by DTSA’s report, the Department of Justice began
its criminal investigation into allegations that Loral and Hughes
illegally passed technical assistance to China.

China launched Asia Pacific Telecommunications Satellite (ApStar-
2R) (built by Loral) on LM-3B rocket.

The USTR announced that the United States and China agreed on
new provisions for the Bilateral Agreement on Space Launch Services
(signed in 1995). The new provisions set clear terms for PRC pricing
of launch services to low earth orbit.

After a summit in Washington, PRC President Jiang Zemin toured a
Hughes satellite plant in Los Angeles, California.

China launched two satellites for Iridium (built by Motorola) on one
Long March 2C/SD rocket to low earth orbit. The rocket had two
stages and a “smart dispenser” on top that deployed the two satellites.

National Security Adviser Samuel Berger wrote a memorandum for
President Clinton on whether to waive post-Tiananmen sanctions for
the export of the Loral-built Chinasat-8 satellite. Berger said that the
Department of State, with the concurrence of the Department of
Dcfense and the Arms Control and Disarmament Agency,
reccommended the waiver. However, the memo noted that “the
Criminal Division of the Justice Department has cautioned that a
national-interest waiver in this case could have a significant adverse
impact on any prosccution that might take place, based on a pending
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investigation of export violations™ by Loral. (printed in the New York
Times, May 23, 1998)

President Clinton waived sanctions under P.L. 101-246 for the
Chinasat-8 satellite (built by Loral) to be exported to China. Loral
says that it is the most powerful satellite that China has ever bought.

Gary Samore, Special Assistant to the President and Senior Dircctor
for Nonproliferation and Export Controls in the National Secunty
Council, wrote a Secret memo proposing to support PRC membership
in the MTCR, issu¢ a “blanket waiver” of the post-Tiananmen
sanctions to cover all future satellite launches, and increase the
number of space launches from China — in return for PRC
cooperation in missile nonproliferation. (The classified memo was
printed in the March 23, 1998, Washington Times.)

Loral Space and Communications signed an agrecment with China
Great Wall Industry Corp. to launch five of Loral’s communication
satellites between March 1998 and March 2002 using Long March-3B
rockets.

China Aerospace Corp. kicked off a Quality Promotion Plan to help
ensure success in its commercial launch business in research,
production, and testing, -

China launched two Iridium satellites, built by Motorola, on a LM-
2C/SD rocket. (According to China, this launch was China’s 15"
“successful” commercial launch for foreign customers since 1990.)

John Holum, Acting Under Secretary of State for Arms Control and
International Sccunity Affairs, concluded his visit to China and
confirmed that he discussed increasing the quota on the number of
satellite launches from China.

A Hong Kong newspaper owned by the PRC government reported
that China Aerospace Corporation found in its investigations into past
failed launches of satellites that all the failures were caused by
problems in production and management related to quality control.
A previous explosion of an LM-3B rocket (on 2/15/96) was found to
have been caused by a defect in a power pack nodal point which
caused a short circuit when the rocket ignited, resulting in a
malfunction in the inertial platform.

China’s official news agency quoted Zhang Haiming, general-manager
of a division of Lockheed Martin, as saying that the company is
“consulting with the PRC on satellite manufacturing.”

The New York Times reported that a Federal grand jury is
investigating whether Loral Space and Communications of New York
and Hughes Electronics of Los Angeles provided expertise to China
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that “significantly advanced” the guidance systems of its ballistic
missiles in studyving the accidental destruction in February 1996 of o
satellise butlc by Loral, Administration officials reportedly said that
the Department of Justice, fearing that its criminal investigation would
be undermined, opposed the President’s February 1998 waiver and
approval for export of similar technology to¢ China (for Chinasat-8).
Loral's chief exccutive was reported as the largest personal donor to
the Democratic National Commitiee for the 1996 ¢lection,

John Holum, Acting Undersecretary of State for Arms Control and
Imernational Security Affairs, stressed that exponts of satellites to
China for launch occur with an export license and strict security
measures (0 “preclude assistance to the design, development,
operation, maintenance, modification or repair of any launch tacility
or yocket In Ching, aad we monttor that very carefully.” He also
confirmed that after the accident in February 1996, the Department of
State “bocame aware that there may have been a violation.” The case
was referred to the Department of Justice for investigation. He said
that there are “strong legal remicdies™ for violations of expart control
laws, including a denial of future licenses.

The New Yord Times again reported on the eriminal investigation of
Loral and Hughes, adding that a highly classified Pentagon repont
concliuded in May 1997 that the companies had transforred expertise
to China that “significantly tmproved'" the reliability of China’s nuclear
baflistic missiles.

Loral's president and chief operating officer, Gregory Clark, stated
that Loral “did not divulge any information that was inappropriate.”

A PRC Foreign Ministry spokesman stated that “the exchange of
technical information about satellite launchings between U8,
companics and the PRC aerospace department was a normal activity
and fell under international rules.” He also said that the companies
“did not provide technical information about missile technology.”

Loval’s chairman and CEQ, Bernard Schwartz, said that “we have
done our own internal investigation, and I'm satisfied that our people
acted well — good behavior and in compliance [with U.S, export
control regulations].”

Linder Secretary of Commerce for Expont Administration William
Reinsch testified to the Joint Economic Commitiee that satellite
exports to Ching have shown how effective duslause export controls
allow U8, exporters to compete and “win without visk to cur national
security.”  He said that controls on sateilite exports to China arc
extensive and include measures to “reduce the sk of illicit
technology wansfers.  Since November 1996 {when the licensing
junsdiction wag transferred  from the Depurtment of State 1o
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Commerce), Commerce issued three export licenses for satellites to
be launched from Ching — “with the concurrcnce of all agencies.”

A spokesman at the State Department, James Foley, denied a
Washington Times report that the Administration presented China
with a draft agreement for space cooperation. He admitted, however,
that officials have considered scientific space cooperation as one way
to encourage PRC cooperation in missile non-proliferation. He also
stressed that “there still is not any U.S. plan or proposal to offer China
access o misstle technology.”

A PRC Long March 2C/8D rocket launched two Iridium satellites
{built by Motorola) to low ¢arth orbit.

The Justice Department began a preliminary inguiry inte whether
political denations influenced President Clinton’s approval of satellites
to China, :

The New York Times reports that fund-raiser Jobnny Chung told the
Justice Department that part of his donations to the Democratic Party
in the summer of 1998 came from the PLA through Liu Chaoying, 2
PLA leutenant colonel and a senior manager and vice president for
China Acrospace International Holdings, Lid. (o subsidiary of China
Acrogpace Corporation in Hong Kong). She is also a daughter of
retired OGeneral Liv Huaging, formerdy a vice chairman of the PLA’s
command, the Central Military Cammission, and formerly a member
of the Standing Comumittee of the Polithuro.

Loralissued a statement saying that allegations that it provided missile
guidance technology to China are false. The company siates that “the
Chinese alone conducted an independent investigation of the launch
faiture [in February 1996] and they determined that the problem was
a defective solder Joint in the wiring — a “low-tech’ matter.™ Loral
denicd that it and Hughes conducted an independent investigation to
determine the cause of that launch failure. It was at the insistence of
insurance  companies, which required non-PRC confirmation of
resclutions of problems with Long March rockets, that Loral formed

- a comnitiee of several satellite companies, including Hughes, to

review the PRO investigation. However, Loral admitted that, contrary
to its policies, “the committee provided a report to the Chinese before
congulting with State Departinent export licensing authorities.” Loral
adds that it is in full cooperation with the Justice Department in itg
investigation and with Congressional commitiees. Loral concludes
that based upon s own review, it “does not beliove that any of itg
employees dealing with China acted illegally or damiaged U.S. national
security.”  In addition, the statement says thut Loral’s chairman,
Bernard Schwartz, was not personally involved in any aspect of this
matter, “No political favors or benefits of any kind were requested or
extended, directly or indirecily, by any means whatever.” Loral also
dentes any connection between the launch failure in February 1996
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and the Presidential waiver for another Loral-built satellite in February
1998. The export license for the latest launch (for Chinasat-8)
“applied the strictest prohibitions on technology transfer and specificd
that any new launch failurc investigation would require a separate
license.” Loral stresses that it complies strictly with export control
laws and regulations.

China launched its Chinastar-1 (Zhongwei-1} (built by Lockheed
Martin) on a LM-3B rocket.

The Justice Department expanded its investigation to examine whether
Hughes violated cxport control laws in transmitting a report to China
on the failure on January 26, 1995 that destroyed the Apstar-2
satellite. The Commerce Department had approved Hughes’ report.

The House voted on H.Res. 463 to create the Select Committee on
U.S. National Security and Military/Commercial Concerns with the
People’s Republic of China (chaired by Rep. Cox). Popularly known
as the “Cox Committee,” it was comprised of five Republicans and
four Democrats.

President Clinton held a summit in Beijing with President Jiang Zemin,
at which the PRC refused to join the MTCR but said it was “actively
studying” whether to join.

The State Department suspended the license issued in 1996 to Hughes
that permitted Shen Jun, son of a PLA lieutenant general, to work on
a $450 million satellite deal for the APMT consortium,

A DTSA official, Michael Maloof, wrote a memo about his concerns
that the PRC military has used U.S.-made satellites to improve its
encrypted command, control, communications, and intelligence (C*1),
using the Asiasat and Apstar satellites buiit by Hughes.

China launched its Sinosat-1 (built by French companies, Alcatel and
Aerospatiale) on a LM-3B rocket.

A PRC Long March 2C/SD rocket launched two replenishment
satellites for Iridium (owned by Motorola).

An intemal memo of the Justice Department’s campaign finance task
force reportedly found no evidence that Loral’s chairman Bernard
Schwarniz corruptly influenced President Clinton in his decision to
approve Loral’s export of a satellite to China in 1998, but the memo
recommended to Attorney General Janet Reno that she appoint an
independent prosecutor. Reno denied the recommendation.

Conferees on the National Defense Authorization Act for FY 1999
(H.R. 3616) agreed to transfer the export licensing authority over
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commiercial satellites back to the State Department, among other:
provisions, but did not ban further satetlite expaorts to China.

A CIA analyst, Ronald Pandolfl, bricfed the Senste Intelligence
Committee on what he had found is 1995 about Hughes' review of
the explosion of a Long March rocket in fanuary 1995, The CIA then
allegedly alerted Hughes about PandolfUs briefing, reportedly
according to an nternal CIA cable dated September 23, 1998, The
conumittee then asked Attorney Qeneral Janet Reno for a crimingl
investigation inte whether the CIA improperly obstructed a Senate
investigation. '

President Clinton signed the National Defense Authorization Act for
FY 1999 (PL. 105-261), but said he “strongly opposed” the
provisions on shifting controls over satellite exports back to the
Department of State. )

China Great Wall Industry Corp. failed to receive bids and information
fram any U.S. satellite manufacturers for 3 PRC proposal to setup a

© joint sateliite production facility, in parnt because of Congressional

concerns over sensitive lechnology transfers (Space News, November
23-29, 1998},

The Department of Commerce notified Congress, as required in
FY 1999 appropriations legislation (P.L. 103277, that itis processing
twa applications for licenses to export satellites to China

CIA officials agreed o vestify before a federal grand jury in
Washington in the Justice Depariment’s unusual criminal investigation
into whether the ClIA obstructed justice when it allegedly warmned
Hughes about the Senate Intellivence Committee™s intorest insome of
its employees.  The investigation began at the request of that
committee (Washington Post, December 5, 1998},

Aviation Week & Spuce Tecknology reports that the Department of
Commerce granted permission for the launch of the APMT satellite {o
proceed,

DOL5 issuedd an initial assessment of documents provided by the
Department of Commerce in July 1998 on Hughes’ review the January
1998 launch failuce (for Apstar-2). The report prepared by DTS A and
NAIC conchuded that Hughes provided information to China that
potentially helped it missile prograin and violated standards of not
improving PRC satellite and missile capabilities,

The Departments of Defense and State began a study afier the
December 7, 1998 Pentagon report on Hughes' technieal exchanges
with China in 1985, The follow-up study will assess any military
benefit to China of the technical exchanges.
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The chatrmen of six House and Senate Committecs (National
Security, Armed Services, International Relations, Foreign Relations,
ard Infelligence’ weote 5 letter to President Clinton, warning agatnst
“direct contravention” of legislation passed by Congress to have the
State Department regain control aver the export of satellites.

The New York Times reports that the Depanment of Justice’s
investigation of China’s role in the political campaigns of 1996 has
found new evidence that the PRC poal was acquisition of U3, high
technology, especially that with military uses.

The State Department’s Office of Defense Trade Controls (DTC)
completed a sensitive but unclassified report, concluding that Hughes,
in reviewing the Janvary 1995 launch failure of Apstar-2, provided
technical lessons that are “inherently applicable” to PRC missile as
well ag sotellite launch programs. (Printed in the Cox Committee’s
repart, volume 1, p. 76-84)

A PRC Long March ZC/8D rocket launched wwo replenishment
satellites for Iridium {owned by Motorola).

The “Cox Commitiee” unanimously approved a classified report on its
six-maonth nvestigation. According to Rep. Cox and Dicks, the chair
and ranking Democrat, PRC technology acquisitions, not only those

- associated with satelite lounches, harmied ULS. national security,

The House extended the “Cox Commitice™ for three months in the
106" Congress to work on the declassification of its report.

Under Secretary of Commeree William Reinsch said in a speech that

the Cox Committee is a good example of those in Congress who “do

not understand” the “political and economic transformations” in recent

years and “respond to them by trying to return to the simpler era of
the Cold War and a single bipolar adversary. Only this time, it ig

China”

The Secretary of State submitted her plan to Congress on regaining
Heensing authority over satellites on March 135, 1999, as required in
section 1513(d} of the National Defense Authorization Act for
FY {999, ’

The NSC issued 2 32-pape, unclassified response to the “Cox
Commitiee’s” recommendations, before release of its declassified
report,

As required in FY 1999 appropriations legislation (P.L. 105.277),
Commerce again notificd Congress {after the Nov, 20, 1998 natice)
that it is processing three additional applications 1o export satelliies 1o
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China, The total of five satellite projects under consideration were:
Chinasat-8R, APMT, Asiasat-3sb/4, Command and Control Software
for Sateflites, and lridium, .

The Defense Sccretary reported that China's military and civilian
leaders are paying “specific attention” to the C°l infrasiructure and
that “the military’s lack of communications satellites could force the
PLA to rely on foreign satellite services to meet military nseds in
wartime or a crisis.”

The Clinton Administeation announced that it decided to deny
approval to Hughes for the export of the APMT satcllite, after the
Departments of Defense and State voted against the Commerce
Department’s support for the export. The administration cited
concerns that the end-user of the satellitc would be the PLA.

The Department of State regained authority over the licensing of
satellita exports, pursuasnt to the National Defense Authorization Act

for FY 1999 (P.1.. 105-261}.

Hughes responded to the Administration’s decision to deay an export
license for the APMT satellite by asking for a detailed justification,

The Department of Commerce published a rule in the Federal
Register on removing commercial communication satellites and
related items from the Commerce Controf List.

The Deparumnent of State published a rule in the Federal Register on
reinstating conmercial conmmunication satellitcs on the Munitions List
on March 15, 1999,

The House passed HL.Res. 129 (Cox} to extend the “Cox Commiittee”
until April 360, 1998, .

 The Los dngeles Times reports that Democratic fund-raiser Johnny

Chungtold federal investigators that Liu Chaoying, execufive 6f China
Acrospace tnternational Holdings, Lid., helped to funnel $300,000
from General Jt Shengde, head of the PLA s intelligence depariment,
to Chung for President Clinton’s re-clection campaign in 1996, but
most of that mongy did not go to the Democratie Parly,

Hughes reported that the APMT consortium dropped Hughes as the
sateilite supplior, after it failed to obtain the export licenses,

The Director of Central Intelligence publicly reported on the
ntelligence Commumity’s damage assessment on PRC acquisitions of
information on U8, nuclear weapons and ballistic missiles.
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Representatives Cox and ch%cs brlcfaé President C!mwn on the

« Bnadings of the “Cox Committee’s” report.

The House agreed 0 H. Res. 133 {Cox) 1o extend the “Cox
Committee” unti! May 14, 1999,

The Senate Select Committee on Intelligence released s report on
security imphcations of U:S. satellite exports to China and on PRC
political donations to U.8. political campaigns. The committee had
approved the report on May §, 1999 in a 16-1 vote, with Senate
Ciraham dissenting, There are 10 reconunendations related to the
policy of satellite exports to China.

As required by section 1512 of the FY1999 Nationgl Defense
Authonzation. Act {(P.L. 105-261), President Clinton issued
certifications (for the Indium satellite project) that the export of
safellite fuels and scparation systems is not detrimental to the U.S,
sprace Jaonch industry and that the material and cauipment, including
any indirect technical benefit that could be derived from such export,
will not measurably improve PRC massile or space launch capabilities,

China lsunched two PRC satellites (Feagyun-1 weather satellite and
Shijian-S unspecified scientific satellite} using a LMW48 rocket for the
first tume.

The House approved H. Res. 170, on May 13, 1999, 1o extend the
“Cox Committee” until May 31, 1599,

The “Cox Comntitlee” released the declassified vorsion of it January
3, 1999 report on its investigation of PRC techoology acquisitions,

A LM-2C rocket launched two Iridinm satellites {owned by
Maotorola).

The President signed into law (P.L. 106-65) the FY2000 National
Defense Authorization Act in which Congress addressed export
controls relating to missile technology, satellites, and other issues.

A LM-4B rocket launched the China-Brazil Earth Resources Satellite
(CBERS-1}, or Zi Yuan-1.

A Long March 2F rocket launched the Sheazhou spacecrafl in the
PRC's first successful unmanned flight test of & manned spaceerafi.

Four expents at Stanford University’s Center for International Security
and Cooperation issued a critique of the “Cox Commitiee’s” repott,
Alastair [ain Johnston, W, K. F. Panofsky, Marco Di Capua, and
Lowis R, Franklin, edited by M. M. May, “The Cox Commitiee

Report: An Assessment,”™ December 1999,
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A Long Masch 3A rocket lumehed 2 PR Zhongxing-22 (Chinasat-
22) communications sstellite. {The Washingion Times repovied that
it 18 aiso called PFeng Huo-l, the first of Ching’s military
communications gatellites for a new battle management system.)

U.S. Ambagsador to the PRU Joseph Prusher hosted a dinner
Beiiing for sepresentatives of Loral, Lockheed Martin, Hughes,
CASC, and ChinaSat.

The Department of State charged Lockbeod Mantin Corporation with
violating the Arms Export and Control Act by assessing a PRC kick
motor for the Asiasat-2 satellite,

The Department of State announced a settlement with Lockbeed
Martin, ipvolving 313 mallion m total penatties,

A Long March 3 rocket launched the PRC's Fengyun 2 weather
satellnte,

The Defense Security Service issued an award for security
performance to Loral but then rescinded it.

A Long March 4B rocket launched the PRC's China Resources-2
{Zhongguo Ziyuan-2) remote sensing satellite to collect imagery.

According to Senator Shelby, the Justice Department decided not to
charge an unnamed CIA official with obstructing a Senate
investigation. {The Senate Intelligence Committee had found out
about the CIA's contact with Hughes in September 1998 and then
asked Attorney General Janet Reno for g criminal investigation.)

President Clinton signed the NASA Authorization Act for FYs 2000,
2000, and 2002 (P.L. 106-391) that includes a requirement for
gertification to Congress, st least 15 days before s US-PRC
coopbrative agresment, that it is not detrimental to the US. space
taunch industry and will not improve the PRC’s ballistic missile or
space launch capabilitics {Section 126(a}2}}

A Long March 3A rocket Jaunched the PRCs Beidou navigation
sateliite, the first for a planned system to provide all-weather, round-
thewclock navigational information for use on land and at sea.



Order Code RL3G143

CRS Report for Congress

Received through the CRS Web

China: Suspected Acqusition of U.S. Nuclear
Weapon Data

Updated September 14, 2000

+
et f

Shirley A. Kan
Specialist in National Scourity Policy
Foreign Affairs, Defense, and Trade Division

Congressional Research Service % The Library of Congress



China: Suspected Acquisition of U.S. Nuclear Weapon Data

Summary

This CRS Report discusses China’s suspected acquisition of U8, nuclear
weapan secrets, including thot on the WEE, the newest U.S. nuclear warhead, since
the lute 1970s. The press first reported on the W8S case in fanuary 1999, This report
discusses background information, major actions of the Clinton Administration and
Congress, and public damage sssessments as well as policy impligations,

The Clinton Admunistratios acknowledged that improved security was necded
at the weapen labs but says that it has taken actions in response to indications in 1995
that China may have obaained 1.8, nuclear weapou seerets, Oritics in Congress and
elsewhere argued that the Administration was slow to respond to security concerns,
mishandled the too narrow investigation, downplayed information potentially
unfavorable to China and the labs, and finled (o notify Congress fully, among other
points. Others urged policymakers 1o move beyond partisan debates to upgrade ULS.
secunity at the labs, assess potential damage, and take necessary corrective action,

On April 7, 1999, President Clinton assessed the situation, saying that partly
“because of our cngagement, China bas, ot best, only marginally increased its
deployed nuclear threat in the Jast 15 years” and that the strategic balance with China
“remains overwhelmingly in our favor,” On April 21, 1999, Director of Central
Intelligence (DCI) George Tenet, reported the Intelligence Community’s damage
assessment {reviewed by an independent panel Jed by Admiral Jeremiah) to Congress
and the White House. The assessment confirmed that “China obtained by espionage
classified U.S. nuclear weapons information that probably accelerated its program to
develop future nuclear weapons,” 1t also revealed that China obtained information
on “several” U.S. nuclear reentry vehicles, including the Trident [l submarine-
faunched missile that delivers the W8S nuclear warhead as well as “a vanety of”
design concepts and weaponization features, including those of the neutron bomb,

On May 25, 1999, the Cox Committee raised seripus questions about nuclear
weapon security by reporting that China has “stolen” classified information on the
W88 and six other U.S. nuclear warkeads. On June 15, 1999, the President’s Fareign
Intelligence Advisory Board (PFIAR), chaired by former Senator Rudman, reported
that the Department of Energy is a “dysfunctional bureancracy” and urged that &
semi-aonomous of independent agency be created {0 oversee auclear weapons, In
September 1999, Congress passed the FY 2000 Defense Authorization Act to create
a Nationa! Nuclear Security Admimistration (NNSA) within DOE on March 1, 2000,

In Apri 1999, the FBI expanded its investigation on the PRC {originally called
“Kindred Spirit” and now calied "Fall-out™), bevend the Los Alamos lab and its
former scienfist, Wen Ho Lee. The FBI also pursued Lee’s case, which was a result
of, but unrelated to, the probe of PRC espionage. {n Decembor 1999, the Justice
Department indicted Lee for mishandling nuclear weapons information, but not for
passing secrets 1o any foreign government(s). Les was kept in jail in solitary. Ina
dramatic conclusion, the proscoution and Lee reached a plea ngreement on September
13, 2000, when Lee pleaded guilty o one felony count of mishandling ouclear
information and was freed {(with time served) by the judge, who apclogized,
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China: Suspected Acquisition of U.S. Nuclear
Weapon Data

Background

Congressional Concern

In early 1999, serious congressional concerns about security over nuclear
weapon data at the U.S. nuclear weapon laboratories (Lawrence Livermore, Los
Alamos, and Sandia) were heightened after public reports said that the People’s
Republic of China (PRC) may have acquired the design of the W88 nuclear warhead
in the 1980s. This is the third reported case involving the PRC’s suspected
compromise of U.S. nuclear weapon secrets. It raises issues about whether U.S. data
helped China to develop smaller nuclear warheads and the effectiveness of the
Administration’s response to the confirmed sccurity problems that may have persisted
to the present.

In April 1999, President Clinton stated that the PRC has fewer than two dozen
long-range nuclear weapons, compared to 6,000 in the U.S. arsenal. ' Nevertheless,
.some are concerned that China is developing a new DF-31 solid-fuel, mobile
intcrcontinental ballistic missile (ICBM), with a range of about 5,000 miles, for
deployment perhaps after 2000, reportedly with a smaller warhead (700 kg; 1,500 1b.)
than the current DF-5A ICBMs. In addition, there are reportedly programs to
develop a next-generation JL-2 submarine-launched ballistic missile (SLBM) and a
longer-range DF-41 ICBM.!

Reported Cases of Security Compromises

Concemns about PRC attempts to acquire secrets from U.S. nuclear weapon labs
are longstanding, including congressional concerns discussed below. A 1994 book
on PRC intelligence cited the head of counterintelligence at the Federal Bureau of
Intelligence (FBI) in Los Angeles as saying that the PRC had tried to recruit people
at Los Alamos and Lawrence Livermore.” In the three public cases that occurred in
the late 1970s to 1980s, China may have conducted clandestine operations at the labs
or benefitted from voluntary disclosures or lapses in security. In these cases, the
reported suspects were U.S. scientists working at the labs who were born in Taiwan.
A fourth case, reported by the media in April 1999, suggests that China sought more

'Sce CRS Report 97-391, China: Ballistic and Cruise Missiles, by Shirley A. Kan; and CRS
Report97-1022, Chinese Nuclear Testing and Warhead Development, by Jonathan Medalia.

? Eftimiades, Nicholas. Chinese Intelligence Operations (Annapolis: Naval Institute Press,
1994, p. 6.
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neutron bomb dats in 1995, However, it s uncenain whether this reported incident
involves any of the Department of Energy (DOE) labs.

in the first case, the press reported m 1990 that China bad stolen data on the
neutron bomb from Lawrence Livermore sometime in the kate 19708 to 19808, and
the FBI began an investigation on this case perhaps in 1986, As of 1999, this
mvestigation reportedly remained open. The PRC allegediy used ULS, data on the
W70 warhead to make an experimental noutron bomb that was tested in 1988 and also
passed the information to Pakistun. The suspected informant resigned after being
investigated for two years, but, because of msufficient evidence, no one has been
charged.” {Also see discussion on the fourth case below.)

The second case came to light whena US, scientist, Peter H. Lee, admitted on
December 8, 1997, inn 2 plea bargain that, during a trip to China in January 1985, he
gave PRC nuclear scientists classified information about his work at Los Alamos on
using lasers to simulate thermonugiesr explosions and problems in US, simalations
of nuclear weapon testing.  He also adontied failure 1o disclose hig lectores in China
in May 1997 on his work on seasitive satellite radar imaging to track submarings at
TRW, Inc. {developed at Lawrence Livermore lab), Lec disclosed the mformation on
anti-submarine warfare at the Institute of Applied Physics and Computational
Mathematics (IAPCM]}, a PRC nuclear weapon facility. Loe was not charged with
espionage, in part because the information on the laser device was declassified by
Energy Secretary Hazel O'Leary in 1993 and the Navy did not want open discussion
of the sensitive radar technology. Lee’s attorney, James Henderson, said that Lee ig
not a spy but made mistakes, He reportedly explained that e was tnving 1o hieip PRU
scientists and boost his own reputation in China. Afler a seven-year vestigation by
the FBI that began in 1990 {code-named *Royal Tourist™), Lee was sentenced in
March 1998 to onc vear at g halfway house, This case was briefed to National
Secucity Advisor Sandy Berger by DOE intellipence officials o July 1997 and
meluded in a classified counterintelligence report completed in November 1998 that
was sent to the White House,® At hearings in 2000, Senator Specier criticized the
prosecution of this case. {(See [avestigations below.}

The third case is the subject of the current gnd most sericus controversy about
leaks of nuclear weapon secrets to China. The case became public a5 a result of @
comprehensive investigation into iechnology transfers to China conducted in 1998
by the bipartisan House Select Comniftee on U.S. National Secunty and
Military/Commercial Concerns  with China  {popularly koowsn as the “Cox

3 San Jose Mercurp-News and New York Times, Noverber 22, 1990; Wall Sireet Journal,
January 7, 1999 Washington Pogy, February 17, 1999 QRS Report 96-767, Chinese
Profiferation of Weapons of Muss Diestraction: Ruckgraund und Andalysis, Septerober 13,
1994, by Shirley A. Kan,

* Reuters, December 9, 1997 and Macch 26, 1998; Washington Post, Decenber 12, 1997
testimony of FBI Directar Louis Frech before the House Appropristions Subeommmittee on
Commerce, Justice, State, and Judiciary, March 17, 1994, Waklter Pincus and Yernon Loel,
“Far Chinese Scigntists, 2 Subtle System of Espionage,” Washington Post, May 9, 199%; Jeff
Gerth and James Risen, “Reports Show Scientist Gave 1.8, Radar Scorets 1o Chinese,” Now
York Times, May 10, 1999,
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Committee™).  The press first reported in January 1999 that US. intelligence
discovered in 1993 that secrets about the WS, the most advanced miniature nuclear
warhead (deployed on the Trident {1 SLBM), may have leaked trom Los Alamos to
Ching between 1984 and 1938, (1.8, intelligence reportedly had obtained a secret
PRC document from 1988 containing designs simifar to that of the W88, The
discovery provapted an FBI investigation (vode-named “Kindred Spirit”') that began
in September 1995°  Apparently considering “Kindred Spirit” to have been too
narrowly focused on one suspect, the FBI, in April 1999, reportedly expanded the
investigation {code-named “Fallouwr™). Sepuratcly, the investigation resulted in the
criminal investigation and indictment of Los Alamos scientist Wen Ho Lee in 1999,

Suspicions that China may have WES datu also fed analysts to reexamine a series
of nuclear explosions detonated by China prior o its announcement of & moratoriuim
o6 nuctear testing {in July 19968} and new willingness to sign the Comprehensive Test
Ban Treaty (CTBT) {in September 19896}, After Chinu became the lust of the five
nuclear weapon states to begin a moratorium, theve were some suspicions that China
took the step, aot just because of anns control, but because 1t had reached its goals
in nuclear weapon modernization or achieved the capability to simulate nuclear
explosions. Some speculated that China received test data from Russia or France

In a fourth case that was roported by the medin in April 1999, there are
allegattons that PRC espionage directed at U.S. nuclear weapon designs continued
intothe 1990s. US. intelhigence reportedly leamed in carly 1996 from one of its spies
that China sought in 1995 to acquire more U.S, information on the neutron bomb
design that it obtained sametime in the late 19705 to 1980s from Livormore. Some
speculate that China miay have been seeking more dara, becouse its 1988 test of a
neutran bormb was not successful. Intelligence concerns seportedly led to: a criminal
- investigation by the FBL and a4 report from the FBI (o DOE on March 27, 1996, a
bricfing in April 1996 for Sandy Berger (then Deputy National Security Advisori on
concerns about PRC acquisition of neutron bomb and W8S data; and an analysis of
the neutron bomb case completed at DOE in July 1996 (that raised the possible
involvement of Wen Ho Lee, the suspect in the W88 case). However, the U.S.
government reportedly has no evidence that China has been able to improve its
neutron bomb nor that any of the nuclear weapon lahs was involved in this cass.”

* Gerth, James and Eric Schimitt, “Bipartisan Report Finds Theft of Nuclear Techaslogy That
Hust National Seourity,” New York Times, December 31, 1998: Carla Anne Robbins, “China
Got Seeret Data On ULS. Warhead,” Wall Streetr Journal, January 7, 1999; Walter Pincus,
*LLE. Cracking Down On Chinese Designs On Nuclear Data” and “8py Suspect Fired At Los
Alamos Lab,” Washington Post, February 17 and March 9, 1999; James Risen and Jeff
Gerth, “Chinz Stole Nuciear Secrets From Los Alamos, U.S. Officials Say,” New York Times,
Muarch &, 1999; westmony of FBI Director Louvis Frech before the House Appropriations
Subcommitiee on Comuerce, Justice, State, and Judiciary, March 17, 1999,

¢ Lim, Benjamin Kang, “China Nuclear Halt May Stem From Deal,” Reuters, July 30, 1996;
Robert Kamiel, “"Nutiear Blast Heralds A Chinese Mortoriom,” June 's Defense Weekly,
Aungust 7, 1096,

7 Gerth, Joff and James Risen, “Intelligence Report Points 1o Sccond China Nuclear Leak,”
New York Times, April 8, 1904,
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Congressional Action

Congress has voiced long-standing concerns about security at the nuclear
weapon labs, Some attention focused on the foreign visitor program, which was
reportedly not the primary concern in the public cases involving atleged leaks by U.S.
scientists to China,  In 1988, Senmator John Gienn, chairman of the Senate
Governmental Affairs Cormmittee, held a hearing, and the General Accounting Office
{GAQ) presented a report on the extent to which forsign nationals work at the nuclear
weapon labs and the effectiveness of security checks there. Senator Glenn also said
that back in October 1979, his committee began to examine access by foreign visitors
to mistakenly declassified documents at the public library at the Los Alamos lab®

More recontly, the House National Security Commitiee requested in May 1996
that the GAQ again study controls over foreign visitors at the labs.¥ In October 1998,
Congressman Hunter beld a hearing on DOE’s foreign visitor program,'®

The Nationa! Defense Authorization Act for FY 1997 (P.L, 164.201) prohibited
DOE from ustng funds for cooperative activities with China related to nuclear
weapans of nuclear weapons techaology, including stockpile stewardship, safety, amxd
use control, (Stockpile stewardship relates 1 the ovaluation of nuclear weapons
withonttesting. ) The Nattonal Defense Authorization Act for FY 1998 (P L. 1(5-85)
banned the DOR's use of funds for activities with China in cooperative stockpile
stewardship, and simlar logislation for FY 1998 (P, 105-281) madc the ban
permanent, .

Investigations

Prompted by reports that missile technology was transferred to China in
connection with satellite exports, the Senate Intelligence Comumittee, in 1998,
carried out ap investigation and fssued its unclassified report on May 7, 1999, On
March 25, 1999, Senator Sheiby, the committee’s chair, announced that it voled
unanimousiy t¢ begin an investigation into whether China obtained 1.8, nuclear
weapon secrets snd how the Administration dealt with espionage at the labs.'? On
January 27, 2000, the commitice’s staff dircctor, Nicholas Rostow, said that the

® Senate Governmental Affairs Commitiee hearing, “Security Weaknesses at the Nuclear
Weapons Laboratories,” Goiober 11, 1988; Nuclear Nonproliferation: Major Weaknesses
in Foreign Visitor Controls at Weapons Laborawtories (GAO/RCED-22-31), October 1988,

* GADIRCED-97-229, DOE Needs To Improve Controls Over Foreign Visitors to Weapons
Laboratories, September 1997,

¥ Hearing of the House National Security Subcommiltee on Military Procurement,
“Department of Bnergy’s Foreign Visitor Program,” October §, 1998,

" Senate Select Committee on Intelligence, “Report On Impacts To U8, National Security
Ot Advanced Satellite Technology Exports to the People's Republic of China {PRC}, and
Beport on the PRC's Efforts to Influence U.S. Policy,” May 1999,

2 “Senate Intelligence Committee Votes Unanimously to Begin Formal Investigation inte
Chinese Espionage at Nuclear Research Labs,” sews release, March 23, 1699,
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committee will independently confirm that the DOE has improved security at the
labs."

In the House, the Cox Committee, in the last half of 1998, examined broader
technology transfers to China, including possible leaks of missile and nuclear weapon-
related know-how. The bipartisan committece unanimously approved a classified
report, with 38 recommendations, on December 30, 1998 and, after working with the
Clinton Administration, issued a declassified version on May 25, 1999. (Sce section
on Damage Assessment below.,)

The Senate Governmental Affairs Committee conducted 13 hours of closed
hearings to review the investigatory steps of the Departments of Energy and Justice,
and the FBI. Itissued a bipartisan report on August 5, 1999, under the names of both
Chairman Fred Thompson and Ranking Minority Member Joseph Lieberman. The
committee did not take a position on whether the W88 or other nuclear weapons were
compromised, but concluded that the federal government’s handling of the
investigation since 1995 consisted of “investigatory missteps, institutional and
persenal miscommunications, and ... legal and policy misunderstandings and mistakes
at all levels of government.” The Senators said that “the DOE, FBI, and DOJ must
all share the blame for our government’s poor performance in handling this matter,” '

On October 26, 1999, Senator Specter, under the jurisdiction of the Scnate
Judiciary Subcommittee on Administrative Oversight and the Courts, held the first
hearing in his investigation into the Justice Department’s handling of the PRC nuclear
espionage investigation, satellite exports, campaign finance, Waco, and other issues.
(See also Hearings below.) Senator Specter criticized the Department’s prosecution
of Peter H. Lee in 1997, which resulted in a plea bargain. Defenders have argued that
the information involved has been declassified, and the defendant is a not a spy and
did not pass nuclear weapon secrets.'® On March 8, 2000, Senator Specter issued a
report critical of the investigation of Wen Ho Lee.'

12 “Senate Panel Wants Independent Energy Dept. Security Check,” CQ Weekly, January 29,
2000.

' Senate Governmental A ffairs Committee, “Department of Energy, FBI, and Department of
Justice Handling of the Espionage Investigation into the Compromise of Design Information
on the W88 Warhead,” August 5, 1999; Walter Pincus, “China Spy Probe Bungled, Panel
Finds,” Washington Post, August 6, 1999,

' Vernon Loeb, “Justice Accused of Laxity in Spy Case,” Washington Post, October 27,
1999; “Questions About Another Chinese Spy Case,” Washington Post, April 4, 2000; Bill
Gertz, “Specter Berates Justice’s Spy Case Handling,” Washington Times, April 6, 2000;
John Solomon, “U.S. Gave Spy A Plea Bargain Prior to Damage Repon,” Philadelphia
Inguirer, May 21, 2000.

** Senator Arlen Specter, “Report on the investigation of Espionage Allegations Against Dr.
Wen Ho Lee,” March 8, 2000,
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Hearings

Congressional open and closed hearings in the 106" Congress on the question
of suspected PRC acquisition of U.S. nuclear weapon secrets, first reported by news
media in January 1999, included these held by the following panels:

Senate Armed Services, and Energy and Natural Resources, March 16, 1999;

House Appropriations Subcom. on Commerce, Justice, State, and Judiciary, March -
17, 1999,

Senate Sclect Intelligence, March 17, 1999;

Senate Armed Services, March 25, 1999;

Senate Ammed Services, Apnl 12, 1999;

Scnate Energy and Natural Resources (closed), April 14, 1999,

House Armed Services Subcom. on Military Procurement, April 15, 1999;

House Commerce Subcom. on Oversight and Investigations, April 20, 1999,

Scnate Encrgy and Natural Resources, April 28, 1999;

Senate Intelligence (closed), April 29, 1999;

Senate Energy and Natural Resources, May 5, 1999;

Senate Judiciary, May 5, 1999,

House Commerce, May §, 1999;

Scnate Energy and Natural Resources, May 12, 1999;

Scnate [ntelligence (closed), May 12, 1999;

Senate Intelligence (closed), May 19, 1999;

Senate Encrgy and Natural Resources, May 20, 1999;

Senate Energy (closed), May 20, 1999,

Senate Government Affairs (closed), May 20, 1999;

House Science, May 20, 1999;

House International Relations Subcom. on Asia and Pacific, May 26, 1999;

Senate Governmental Affairs Subcom. on International Security; Proliferation, and
Federal Scrvices, May 26, 1999;

House Intelligence (closed), June §, 1999;

Scnate Judiciary (closed), June 8, 1999;"7

Senate Governmental Affairs (closed), June 9, 1999;

Senate Intelligence, June 9, 1999,

Senate Governmental Affairs, June 10, 1999;

Senate Banking, Housing, and Urban Affairs, June 10, 1999;

Senate Ammed Services, Energy, Govemmental Affairs, and Intelligence, June 22,
1999;

House Commerce, June 22, 1999;

Senate Armed Services, June 23, 1999;

House Armed Services, June 24, 1999,

House Government Reform, June 24, 1999;

House Science, June 29, 1999;

Senate Intelligence (closed), June 30, 1999;

House Commerce, July 13, 1999,

House Armed Services, July 14, 1999,

"7 On December 21, 1999, the Senate Judiciary Commitice released an unclassified transcript
of its closed hearing with Attorney General Janet Rene on June 8, 1999,
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Senate Energy and Natural Resources, July 16, 1999;

FHouse Commerce, July 20, 1999;

Congressional Asian Pacific American Caucus (briefing), on October 5, 1999;

Senate Governmental Affairs and Energy, October 19, 1999,

House Armed Services Subcom. on Military Procurement, October 20, 1999;

_ Senate Judiciary Subcom. on Administrative Oversight and the Courts, October 26,
1999;

House Commerce Subcom. on Oversight and Investigations, October 26, 1999;

House Armed Services Subcom. on Military Procurement, November 10, 1999;

Senate Judiciary Subcom. on Administrative Oversight and the Courts {closed),
December 16, 1999;

Senate Judiciary Subcom. on Administrative Oversight and the Courts, March 29,
2000,

Scnate Judiciary Subcom. on Administrative Oversight and the Courts, April 5, 2000;

Scnate Judiciary Subcom. on Administrative Oversight and the Courts, April 12,
2000.

Major Legislation

Moratorium on Foreign Visits. Some Members expressed concerns about
foreign visitors to the national labs, but the Administration has said that foreign
visitors have not compromised U.S. nuclear weapon secrets. Representative Ryun
introduced H.R. 1348 on March 25, 1999, to prohibit foreign nationals who are on
the DOE’s Sensitive Countries List'® from visiting the nuclear weapon labs, unless the
Secretary of Energy notifies Congress ten days before waiving the prohibition.
Senator Shelby introduced similar legislation (S. 887) on April 27, 1999,

On May 27, 1999, the Senate agreed by voice vote to Senator Lott’s amendment
to the National Defense Authorization Act for FY 2000 (S. 1059). The amendment
sought to improve the monitoring of satellite exports and strengthen safeguards,
security, and counterintelligence at DOE facilities.'” On June 9, 1999, Representative
Cox introduced an amendment® to the House’s version (H.R. 1401). The amendment
consisted of 27 sections, with 25 sections requiring reports or other ‘actions, or
amending the law; a section simply providing a short title; and a section providing a
definition of “national laboratory.” The sections or subscctions of the Cox
amendment addressed fully or partiaily 21 of the 38 recommendations of the Cox
Comnuttee. The House agreed to the Cox amendment by 428-0 on that day and
passed H.R, 1401 on June [0, 1999. Meanwhile, Representative Ryun's amendment
(to impose a two-ycar moratorium on foreign visitors from sensitive countries to the
national labs) failed by 159-266 on June 9, 1999. Section 3146 of the FY 2000

1 DOE, “Sensitive Countries List,” May 1999. Because of reasons of national security,
terrorism, or nuclear proliferation, the following are included: Algeria, Annenia, Azerbaijan,
Belarus, PRC, Cuba, Georgia, India, Iran, Iraq Israel, Kazakstan, Kyrgyzstan, Libya,
Moldova, North Korea, Pakistan, Russia, Sudan, Syria, Tatwan, Tajikistan, Turkmenistan,
Ukraine, and Uzbekistan,

" For language of amendment, sce Congressional Record, May 26, 1999, p. S6073-6074.
2 Congressional Record, June 8, 1999, p, H3862-3866.
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National Defense Authorization Act (P.L. 106-65), enacted on October 5, 1999,
reguires background checks on foreign visitors and imposes a moratorium on visits
to the national [abs by foreign nationals of countries on the Sensitive Countries List,
unttl DORE’s Director of Counterintelligence, the Director of the FBI, and the Cl
issue certifications about secunty measures for the foreign visitors program, The
Sceretary of Energy, though, may waive the ban on a case-by-case basis. Secretary
Richardson said on December 2, 1999, that he will begin 1o issue such waivers for
forcign szcicntists, i order to “restore the proper balance between security and
scienge,™

New National Nuclear Security Administration (NNSA) In May 1899,
Senators Kyl, Murkowski, and Domenici drafted an amendment to the Defense
Authorization bill (5. 1059) to create a new agency within DOE, but Senate leaders
removed the language on May 27 afler Sceretary Richardson threatened fo
recomnmend a Presidential veto # The Administration, represented by Richardson,
oppased the Senators’ proposal, saying it would undermine his authonty and create
anew “fiefdom.™ A critic of the proposal wrote that *DOE is indeed a dysfunctional
bureaucracy, but the tabs are not betier.. Making the tabs more autonomous 18 the
wrong way to go.”* Other opponents have said that the Iabs need to retain openncss
in order 1o advance scientific rescarch that 15 important to national secunty.

On the other side, the President’s Foreign Intelligence Advisory Board (PFIAB),
chaired by former Senate Warren Rudman, recommended, oo June 15, 1999, a new
Agency for Nuclear Stewardship (ANS) and argued that semi-autonomous or
independent “organizations  like NASA  [National Aecronautics and Space
Admimstration] and DARPA [Defense Advanced Research Projects Agency] have
advanced scientific and technological progress while maintaining a respectable record
of security.”®  Seccretary Richardson agreed with the PFIAB that DOE’s
orgapizational structure requires serious change but expressed “strong reservations”
about the recommendation for a semi-independent or independent agency ™

On June 7,1999, Representative Thomberry iotroduced H.R. 2032 1o establish
a Nuclear Security Administration inthe Departmentof Energy. Some Members also
looked at intraducing language to reorganize DOE in the Senate Intelligence
Authorization bill for FY 2000 (5. 1009}

3 pincus, Walter, “Enecgy Chief 1o Aflow Foreign Selentists 1o Visit Labs,” Washington
Pogt, Decomber 3, 1999,

# Congressional Quarmerly, hune 19, 1999, p. 1475.76
B Congrexsional Quarterly, June 26, 1999, p. 1559-80,

¥ Bldredpe, Maureen (director of the Alllance for Nuclenr Accountubility, s watchdog group
on DO}, “Don’t Trust Our Nuclear Labs,” Washingion Post, Jung 28, 1999,

* President’s Foreign Imelligence Advisory Board, Special Investigative Panel, Science at ity
Aest, Security w fis Worst: 4 Report on Security Problems gt the U.N. Deparmment of
Eneryy, unelassified, June 1999, Also called the Rudmun Report.

*DOE, “Sutement by Seeretary of Energy Richardson on the President’s Foreign Intelligence
Advivory Bosrd Report,” June 15, 1999,
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On July 7, 1999, however, Secretary Richardson agreed to the proposal to set
up a new ANS, as long as it would be a semi-antonomous agency within DOE, under
his control, and not a fully autonomous agency.”’ By & vote of 96-1, the Senate on
July 21, 1999, approved anamendment (8. Amdy 1238, Ky to the Sennte-passed FY
2000 Intelhgence Authorization Act (H.R. 1333} to create the ANS, Richardson
praised the bill, saying it was “a good start” incodifying reforms at DOE® The ANS
would be a scparately organized agency within the DOE, under the direction of the
Energy Secretary, to be headed by the Under Seoretary for Nuclear Stewardship who
shall also serve as director of the ANS,  Demovratic Senators Bingaman and Levin
scught changes to the amendment, including explicit authority for the Energy
Secretary to continue to use the field offices” and to control counterintelligence and
secunty operations. The House's options included agreeing to the Senate’s plan or
opting for another option, including leaving the organization of DOE unchanged,
creating an independent agency owtside of DOE, and changing the contractual
arrangements for runming the labs (under the University of Californda (UC), for
example}, Some have asserted that UL, whoge contract has not been subject to
competitive bidding since 1943, provides “marginal” oversight of and “political
protection” for smne DOE labs ™ (LJC operates the Lawrence Livermore and Los

. Alamos labs, while Lockheed Martin Corporation runs Sandin.)

Then, the House Armed Services Committes argued that it has jurisdiction over
nuclear weapons and that the FY 2000 National Defense Authorization Act (8. 1059,
P.L. 106-65} ought to legislate organizational changes at DOE, Conferees adopred
H. Rept. 106-301 on August 6, 1999, that would create a National Nuclear Security
Administration (NNSA) within DOE effective March |, 2000. However, the
Administration and some Democrats on the Senate Armed Services Committee
objected to what they argued would undermine the Energy Secretary’s authority,
Senator Levin said that “the final product on DOE reorganization appears to go
beyond creation of a new, separately organized entity within DOE, which | support.”
He said that the Energy Secretary would have direet control over the administrator
of NNSA, but not its employees, Representative Thornberry contended that the
secretary would have no restraints on his authority over the new sdministrator.”’

¥ Pincus, Walter, “Richardson Accepts Nuclear Agency Plan,” Washingron Post, July 8,
1999,

¥ DOE, nows release, “Statoment of Seoretary of Energy Bill Richardson on the Senate Bill
to Reorganize the Dopartmont of Energy,” July 21, 1999,

* The Rudran Report called for strenmlining DOE's system of 11 field offices, with 6,000
eropicyees, in addition 1o 5,000 ot headguariers, that resulied in o “convoluted and bloated
management structurg,”

* Tryjitlo, Manuet and Chuck Montano (Los Alamos employees), “Cempromised: The Los
Alamos Lab,” letter to the edtior, Washington Pose, hrly 7, 1999, UC runs Los Alamos and
Lawrence Livermore. Lockheed Martin Com. rans Sandta,

T MeCuteheon, Chuck and Pat Towsll, “Defense Bill Negotintors Fail to Placate
Adrmisistration on Nuclear Security Proposal,” Congressional Quarterly Weekly, August 7,
1995,
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Richardson initially wanted to recommend that President Clinton veto the bill,
a§ ifs provision on DOE reorganization differcd from the Senate-passed intelligence
authorization act he supported in July 1999. Richardson objected to the conference
report because, he says, it would underming his authority; blur the lines of
responsibility in security, counterintelligence, environment, safety and health; and
direct budgetary proposals be made directly to Congress.”? In addition to some
Democrats in Congress, 46 state attorneys general alse urged a Presidential veto.?

After the House and Senate passed S. 1059 in September 1999, Richardson
announced on September 26, 1999, that he would not oppoese the bill. He said, I
telicve we can interpret the provisions se there are clear lines of responsibility and the
secretary is in charge and we protect our national security.”™* .

Concerns about Compliance with the Law. Upon signing the FY 2000
National Defense Authorization Act into law (P.L. 106-651 on October 5, 1999,
President Clinton raised concerns in Congress when he crticized the DOE
reorganization (Title 32} as “the most troubling™ part of the act and said that
legislative action to “remedy the deficiencies” will help in the process of nominating
the new Under Sceretary for Nuclear Security who will head the NNSA. “Until
further notice,” the President directed the Secretary of Energy to act as the Under
Secretary for Nuglear Security and to divect all personnel of the NNSA

At a Scnate Armed Services Commitice hearing two days later, Senator
Domenici charged that the Administration was trying to circumvent the new law,*
Representative Spence, chairman of the House Armed Services Committee, wrote to
the President that his order would undermine congressional intent.” On October 19,
1999, the Senate Government Affairs, and Energy and Natural Resources Committees
held a joint hearing to warn Secretary Richardson against failure to implement the law
to establish the NNSA. Richardson assured Members that he will comply with the
law bt urged Congress to use the Intelligence Authorization Act {H.R. 1355) 0
correet what he saw as deficiencies in the Defense Authorization Act. Some
Members said it was premature to gliege noncompliance, since the effcctive date is
March 1, 2000, In November 1999, the House and Senate passed H.R. 1335 without
provisions on seeurity at the DOE labs,

*? Pircus, Walier, “Richardson May Urge Veto of Nuelear Agency,” Washingion Post,
August 7, 199%; “Richardson Likely to Urge Authonization Bill Veto Over DOE Language.”
fnxide the szagm August {2, 1898

¥ pincus, Waller and Vemon Loeh, “Yao Urged for Energy Revamp,” }P’asﬁmgzaﬂ Post,
September 9, 16949,

M “Enerpy to Clinton Sign Defonse BUL” dsvoriated Prﬂss,-SCpt{—:mi}er 27, 19%%9;
“Richardson Relents,” 00 Weekly, October 2, 1898

** White House, “Stalement by the President,” October §, 1995,
* Towell, Fat, “Nuclear Agency Eruption,” T Weekly, October 9, 1999,
* Pinous, Walter, “DOE Plap Riles Senate GOP” Washington Pest, Qotober 19, 1999,
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A CRS legal memorandum for Representative Thomberry (that has been made
public) agreed that President Clinton’s statcment and directions raise legal and
constitutional issues on the question of the Administration’s compliance with the law
creating the NNSA

On January 7, 2000, Secretary Richardson submitted DOE's plan for
implementation of legislation to establish the NNSA on March 1, 2000 and named a
cominittee to scarch for the first Under Secretary for Nuclear Security who is to serve
as the head of NNSA ¥

However, Richardson’s plan raised questions about the semi-autonomous status
of the NNSA, calling for some DOE officials to “serve concurrently” in some
functions, including nuclear security and counter-intelligence. He cited reasons such
as “program continuity,” “shortness of time for implementation,” and the *“scheduled
change in executive branch administration next January.” Field managers at some
field operations will also “serve concurrently in dual positions.”

Indeed, a special panel of the House Armed Services Committee, with
Representatives Thomberry, Tauscher, Hunter, Graham, Ryun, Gibbons, Sisisky, and
Spratt, reviewed DOE’s implementation plan and cited some “serious flaws.” While
the panel was encouraged by DOE’s recent actions, it criticized the plan for “dual-
hatting” DOE and NNSA officials; continuing the confused and inadequatc lines of
authority (e.g., with no changes in the ficld office structure); emphastzing DOE
authority; lacking improvements to NNSA programming and budgeting; lacking
specificity and comprehensiveness; and reflecting little outside consultation. The
panel’s report concluded that the implementation plan, if carried out, would “violate
key provisions of the law.” However, Representative Spratt offered his dissenting
views. While he agreed that the implementation plan fell short of the legal
requirements, he objected that the panel’s report was too conclusive and lacked a
critical review of the law that created NNSA and whether it is workable.

Other Action. In other action, Members of Congress have expressed concern
about possible racial profiling used in the investigation of Wen ilo Lee and
ramifications of this case on Americans of Asian Pacific heritage. The House, on
November 2, 1999, passed H.Con.Res. 124, introduced by Representative Wu to
express the sense of Congress that the Attorney General, Secretary of Energy, and the
Commissioner of the Equal Employment Opportunity Commission should enforce
security at the labs and investigate allegations of discrimination. On August 5, 1999,

3 (CRS§ Memorandum, “Assessment of Legal Issues Raised by the President’s Directions to
the Secretary of Encrgy With Respect to the Implementation of the National Nuclear Security
Administration Act in His Signing Statement of October 5, 1999,” November 1, 1999, by
Morton Rosenberg. The congressional office has released the memo.

¥ DOE, “Implementation Plan: National Nuclear Security Administration,” January 1, 2000;
“Energy Department Proceeds with Implementation of National Nuclear Security
Administration,” news release, January 7, 2000.

*® House Armed Services Committee, Special Panel on Department of Energy Reorganization,
“Department of Energy National Nuclear Security Administration Implementation Plan: An
Assessment,” February 11, 2000. .
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Senator Feinstein introduced S.Con.Res. 53, condemning prejudice against individuals
of Asian and Pacific [sland ancestry, which the Senate passed on July 27, 2000, (Sece
also Ethnic Profiling below.)

The Senate, led by Republican Members, voted (51-48) to reject the
Comprehensive Test Ban Treaty (CTBT) on October 13, 1999, because of
rescrvations about the implications for U.S. national security. Some supporters of the
CTBT argued that the treaty may be one way to impede the PRC’s nuclear weapon
modernization, even if it acquired U.S. secrets, because Beijing needs to test, while
blueprints and computer codes are not enough. Democratic Senator Byron Dorgan
and Republican Scnator Arlen Specter wrote in September 1999 that “most
Americans have heard that China may have obtained secret information about U.S.
nuclear weapon designs. What they haven’t heard is that China may not be able to do
much with that information — if the U.S. Senate does the right thing.”"'

Administration’s Actions

Response to Security Concerns

The Clinton Administration has acknowledged that improvements to security
measures have been required at the nuclear weapon labs and said that it took a
number of corrective actions in response to indications in 1995 that China may have
obtained secrets about the W88 inthe 1980s. Officials have said that, by mid-1996,
DOE had reported to the FBI, National Security Council (NSC), and Intelligence
Committees in Congress that there were serious concerns about China. Prompted by
information from DOE and the CIA, the FBI had begun an investigation in Scptcmber
1995. On April 7, 1997, the FBI completed an assessment of *“great vulnerability”
due to inadequate counterintelligence at the labs and reported those findings and 16
recornmendations to DOE as well as the Senate Intelligence Committee.*?

Former Energy Secretary Federico Pena has defended DOE policies during his
tenure from March 1997 to June 1998, saying that the department took a number of
actions to strengthen security, including briefing the FBI, CIA, the Departments of
Justice and Defense, and the NSC. In July 1997, DOE officials briefed the White
House on its review of two decades of PRC efforts to acquire U.S. nuclear weapon
secrets. A special working group of the National Counterintelligence Policy Board
recommended ways to tighten lab security in September 1997, and, in February 1998,
the White House issued Presidential Decision Directive (PDD-61)* to strengthen
counterintelligence at the labs. In October 1997, FBI Director Louis Freeh and

' Dorgan, Byron and Arlen Specter, “U.S. Wants, Needs Nuclear Test Ban Pact,” US4
" Today, September 13, 1999, ’

2 Testimony of FBI Dircctor Louis Frech before the House Appropriations Subcommittee on
Comraerce, Justice, State, and Judiciary, March 17, 1999,

* For an unclassified summary of PDD-61, see Appendix to the President’s Foreign
Inteltigence Advisory Board's June 1999 repont, Science at its Best, Security at its Worst: A
Report on Security Problems at the U.S. Department of Energy.
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Divector of Central Intelligence {DC1) George Tenet briefed Pena. In March 1998,
Freeh and Tenet bricfed lab directors on weaknesses in counterintelligence efforts.
DOE esmblished an Office of Counterintelligence, headed by a former FBI
counterintelligence official, Edward Curran, on Aprl 1, 1998, Curran, on July 1,
1998, submitied a report to the Secretary of Energy, with 46 recommendations for
strengthening countennicibgence in response to PDD-61. The Secretary had 30 days
to respond to the Natiomal Sceurity Advisor, but Richardson did not become
Secretary until September 1998, He issued an action plan on November 13, 1998 *

Energy Secretary Richardson testified on March 16, 1999, that after he took
pver DOE in September 1998, he ordered some correclive measures. He said those
steps included a requirement for employees with access (o classified information to
teke polygraphs, making DOE the only agency besides the CIA to have the
requirement; the hiring of counterintelligence professionals at the nuclear weapon
labs; repeated doubling of DOE™s counterintelligence budget {$7.6 nuilion in FY
1998, $13.6 million in FY 1999, and a request for $31.2 million in FY 2000); and a
requirement for background checks on foreign visitors 1o the labs. Richardson also
reported that DOE has implemented about 80 percent of the measures divected by
PDD-61 and was to have achieved full implementation by the end of March 1999

When he was fired from Los Alamos on Marceh 8, 1999, the government’s only
suspect ways identified in the press as Dr. Wen Ho Lee, a US, computer scientist.
Secretary Richardson reportedly said he fired Lee because the W88 case became
public and Lee allegedly fatled a polygraph test in February 1999.% Richardson alse
alleged that Lee fuiled 1o notify officials about certain contacts with people in the
PRC, to properly safeguard classified material, and to cooperate on secunity matters.
Hawever, Richardson fired Lee before sgents checked his computers at work later
that month and discovered that he had downloaded sensitive files to an unclassified
computer at Los Alamos, alleged ¢rimes separate fron the WES case. FBI Director
Louts Freeh said on March 17, 1999, that this case “is an active mvestigation, We've
not made charges against anvbody, so nobody should be accused of anything.” The
Cox Committee’s unclassified report released in May 1999 was careful not jo namne
any suspects.

Appearing before the Senate Intelhigence Commitice on March 17, 1959,
Secretary Richardson announced seven initiatives {o strengthen countenintelligence
at the Department of Energy, in addition to PDD-61. Those steps are to:

s improve sccurity of cyber-information systems, inchuding electronic
mail,

¥ Peny, Federico, “Alert At The Energy Department,” Washington Post, March 16, 1999;
Richardson, Ball (Secretary of Energy), “Guarding Qur Nuclear Security,” Washington Post,
March 15, 1999; Enerpy Secretary Bill Richardson, testimany on March 16, 1999; Gary
Samore (NSCQ), briefing at Carnegic Endowment, March 17, 1999, Senate Armed Services
Committee Hearing, April 12, 1999,

* Joint Hearing, Senate Armned Services and Energy Committees, March 16, 1999,

* Pingus, Walter, “Spy Suspect Fired At Los Alamos Lab,™ Washingron Post, March 9,
1959,
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» improve security of documents conmining weapon design data;

» review the foreign visitors' progrom (to be led by former DCI John
Deutehy;

o direet the deputy secretary and undersecretary to monitor the
program to strengthen counterinteliigence;

¢ review all investigative {ikes in the Office of Counterintelligence;

» report annually to Congress on the counterintelligence and foreign
VISHOTE' programs;

e begin an intermal review o cxammc a‘i}%atmzzs that a top official
blocked notification to Congress.”

Furthermore, o Aprll 2, 1999, Scerctary Richardson ordered the nuclear
weapon labs to suspend scientific work on compuiers that contain nuclear weapon
seerets, This step was taken to prevent the possibility that sensitive data would be
copied from secure eotputers and sent efectronically through unclassified computers.
Richardson acknowledged potential problems, saying that “our computer security has
been fax, and | want to strengthen it, and the only way o do that is to stand down.”
The suspension was ordered in part because Lee was an expert in the computer
systems, and an tnternal review showed that security measures at Los Alamos and
Livermore labs were “marginal,” while Sandia received a “satisfactory” rating.® In
September 1999, Richardson reported that Los Alamos improved its security and
received a “satisfactory” rating, while Livermore and Sandia got “marginal” ratings.’

On May 11, 1999, Energy Secretary Richardson announced further reforms of
DOE to increase control over the nuclear weapon labs, including the appointment of
“securlty ¢zar” who will report directly to the Secretary. One month later,
Richardson named retived Air Force General Eugene Habiger, former Commander in
Chiefof the U.S, Strategic Command, as the Dircotor of a new Office of Security and
Erergeney Operations.® Richardson also planned to consolidate security funds in
DOE under one $800 million budget and an additional $56 million over two years to
improve computer-related security. Also, there would be greater controls over floppy
disk drives that could transfer files out of the classified computer systems, and DOE
would require electronic “banners” on government corputers warning users that they
computers are subject to monitaring.” DOE originally requested $2 miilion for
computer security, but increased the request to $35 million after the PRC espionage
casc came to Hght. However, Congress in September 1999 did not approve the
additional request in & conference committee on energy appropriations, and an
unnamed Member said the committec wants to see management seform before

# Depariment of Energy release, March 17, 1999.

8 Risen, fames, “Encrgy Department Halts Computer Work ot Three Nuciecar Weapos Labs,”
New York Times, April 7, 1999,

“ DOE, news refease,"Energy Secretaty Richardson Releases Results of Indepeadent Security
Reviows at National Labs,” September 20, 1992,

* HOE, news release, “Richardson Selects Security *Czar,” Junc 16, 1993,

* Risen, James, “Energy Secretary Announces Prograin to Strengthen Lab Secarity,” Naw
York Times, May 12, 1995,
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approving a large funding ineresse.® o December 1999, Habiger complained that
Congress did not provide afl the funds he needs o improve security at the labs, but
Representative Cox countered that Habiger has not provided Congress wzziz adetailed
plan for how the additional miltions would be used.™

The first official to lose his job as a result of the Los Alamos controversy was
Yictor Reis, the Assistant Energy Secretary in charge of defense programs sincs 1993,
who resigned on Jung 25, 1999 Testifying before the House Armed Services
Committee on July 14, 1999, Reis acknowledged that he has “some responsibility”
for the security problems and he “could have pressed harder™ to strengthen secunty,
but asserted that many other officials at DOE and FB! share the blame >

In July 1999, DOE instituted a new policy that requires DOE employees with
security clearances to report any “close and continuing contacts” with foreigners from
the scasitive countries on DOE’s Tist*® Also in July, Richardson issued revised
pracedures to more closely monitor visits and assignments of foreign nationals 1o .
DOE’s facilities, as part of implementing PDD-61.  Lab directors no longer have
authority to grant waivers of DOE secunty requirements, and only the Secretary may
approve waivers, Richardson alse derided discrimination against Americans of Asian
Pacific heritage, saying that the new order only affects foreign citizens, not
Americans.”

On August 12, 1999, Richardson announced the results of an internal DOE
ieuiry by the inspector general and ordered that three individuals be disciplined. (Ses
Law Enforcement vs. Secufity below.}

In October {992, Richardson decided to namrow the scope of controversial
polygraph tests, originally considered for over 5,000 lab employees, so that about
1,600 people working in the most sensitive areas, primarily at the three nuclear
weapon laboratories, will be tested. They include nuclear weapan designers, seourity
and counterinteltigence officials, emplovees at nuclear weapon production plants, and

% Pincas, Walter and Vernon Loeb, "DOE Loses $35 Million for Cyber Security,”
Washington Post, September 29, 1999

® Suro, Roberto, “Energy’s Security Initiative Lacks Fuel,” Washington Fost, December 2,
16494

5 pincus, Walter, “Nuclear Officials” Future Uncertain,” Washington Post, June 25, 1999,

5 Pincus, Walter, “Plenty of Blame 1o Go Arcund on Spying, DOE's Ex-Arms Chicf Says,”
Washington Posz, July 15, 1999,

** Pincus, Walter and Vernon Loeb, “Isn’t It Romantic: Recurity Rutes Exenipt One-Night
Stansds,” Washingren Post, Septamber 2, 1999,

7 DOE, news release, “Richardson Toughens Requirements for Unclassified Foreign Visits
and Agsipnments,” July 14, 1999


http:blame.55

CRS-18

political appointees at DOE headquarters,™ [n December 1999, Richardson narrowed
the number to about 800 employees wha will have to take the lie-detector test.”

On December 10, 1999, as directed by Attorney General Reno, the Justice
Diepartment arrested and indicted Lee for mishandling classified information —but not
for passing secrets to any foreign govermment, {See [ndictment of Wen He Lee
below.}

On January 7, 2000, S8ecretary Richardson presented his plan to establish the new
NNSA. (See section on new NNSA above.)

Richardson, on January 19, 2600, received the report and recommendations from
the Task Porce Against Racial Profi lmg that he had established in June 1999. (See
Racial Profiling and Selective Prosecution below.)

On January 25, 2000, Seerstary Richardson said that security and counter-

intelligence have been dramatically improved, including training for 700 computer

- systemns administrators in cvber-security. DOE security czar, Eugene Habiger, said

that it is sow almost impossible for lab employees to mansfer nuclear secrefs from

classified to unclassified computer systems®  With the tghtening of security,

however, there ate concerns that a worsened scientific environment at the Iabs hag
hurt their mission.™

As of March 1, 2000, the NNSA began operations. Secretary Richardson
directed that about 2,000 DOE enaployees be realigned to be employees of NNSA ¥

On May 3, 2000, President Clintont nontinated US. Air Foree General John A,
Gordon, Deputy Director of Central Intelligence since November 1897, to be the furst
Under Secretary for Nuclear Security and administrator of NNSA, a decision
announced by Secretary Richardson on March 2,2000.% The Senate confirmed (97-
0 the nomination on hune 14, 2000. Richardson swore tn Gordon on June 2§, 2000,

 pincus, Walier, “Richardson Cuts Lab Lie Tests Sharply,” Washington Post, Ostober 186,
105, .

% DOE, “DOE Polygraph lmp]ememzﬁien Plan Announced,” press release, December 13,
1594, ‘

¥ {.oeb, Vernon, “Energy Chie! Touts Security Upgrades at Nuclear Labs,” Washington Post,
January 26, 2000, .

¥ oeh, Vernon, “From Coast to Coast, Fallout From a Probe at California Lab, Tightened
Seourity Too Much for Some,” Washingion Post, December 21, 1999,

2 Secremry of ?zze“gy Richardson, Meme'andl.m for All Department Emplovees,” March
1, 2000, :

® DOE, “General Jobn A. Gordon Sclected to Head National Nuclear Security
Administration ™ March 2, 2000,
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Cluestions about the Response

Timeliness and Responsiveness. Critics have argued that the Chnton
Admunistration was slow to respond 1o concerns about China and the labs and that
DOE officials have resisted reforms for years. They have said that in November 1996,
Charles Curtis (Undersecretary and then Deputy Secretary of Encrgy from February
1994 to April 19973, ordered new security measures (called the Curtis Plan)™, bur
these steps - including requiring background checks agam for alf foreign visttors —
were not carried out by the labs nor followed up by DOE officials. They have also
veiced concerns about related developments reported in the press, specifically thatin
April 1997, the FBI recommended changes at the labs, including reinstating
background checks on foreign visitors, but the DOE did not implement improvements
i counterintelligence untid after Bill Richardson becamie Secretary of Energy (in
August 1998), In the spring of 1997, DOE had sclected the suspect to head 2
program to update the computer programming used in the stockpile stewardship
program that cvaluates the performance of nuckiar weapons without (esting, and he
hired a PRC citizen to assist him % Moreover, some critics have guestioned why the
President did not issue PDD-61 until February 1998, although the suspicions that
China obtained W88 data arose in 1993 and the FBI made recommendations o
tighten counterintelligence measures in April 1997.%

The President’s Foreign Intelligence Advisory Board {PFIAB), led by former
Senator Rudman, reported in June 1999 that “the speed and sweep of the [Clinton]
Administration’s ongoing response does not absolve it of its responsibility in years
past,” and “there 18 some evidence to raise questions about whether its actions came
later than they should have.” The PFIAB also noted that “the track record of
previous administrations’ responses 10 DOE's problems is mixed.™

The PFIAB noted that PDDRG1 was issued on February 11, 1998, and after
Secratary Richardson was sworn inon August 18, he submiited the action plan to the
NSC on November 13, However, the DOE's completed tmplementation plan was
delivered to Seorgtary Richardson on February 3, 1999 and issued to the labs on
March 4, The board said that “we find unacoeptable the more than four months rthat
elapsed before DOE advised the National Security Advisor on the actions taken and
speeific remedies developed to imploment the Presidential directive, particularly one

™ Hoaring of the Seaste Armed Services Committee, April 12, 1999,
& Risen, Jamos, "Suspect Scientist Led Key Los Alamos Program,” New York Times, March
24, 1599,

® Rigen, Jumes and Jeff Gerth, *China Stole Nuclear Secrets From Los Alamos, U.S.
Officinls Say,” New York Times, March 6, 1999; David E. Sanger, “Clinton Aides Admit
Lapses On Esplotage by Chinese,” New York Times, March 7, 1999, Jefl Genh, “Nuclear
Lopses Known in 86, Aides Now Say,” Mew York Times, Morch 17, 1999; Vernon Loeb and
hutiet Eilperin, “GOP Attacks” Impact on Ching Ties Concerns White House,” Washingion
Post, Morch 17, 1808,

 Presudent’s Foreign Intelligence Advisory Board (PFIAB), Special Investigative Panel,
Svience at its Best, Security at ity Worst: A Report on Security Problems ar the U.S.
Departinent of Energy, wiclassified, June 1999,
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socrucial.” PFIAB further declared that “the fact that the Secretary’s implementation
plan was not issued to the labs until more than a year after the PDD was issued tells
us DOE is still unconvinced of Presidential authority (PFIAB’s emphasis).”

On July 2, 1999, House Commerce Committee chairman Tom Bliley and Rep.
Fred Upton, chairman of the Oversight and Investigations Subcommittee, issued a
joint statement one day after receiving a classified briefing on DOE’s May 1999
inspection of security measures at Lawrence Livermore. They said that the briefing
had been “delayed repeatedly by Secretary Richardson without any legitimate basis.”
They stated that the inspection found “serious deficiencies™ in the arcas of computer
security, foreign visitor controls and clearances, and protection of nuclecar materials.
They also questioned why DOE managers failed to detect deficiencics on their own,

Law Enforcement vs. Security. There are additional concerns that the
Administration did not act promptly cnough or investigated aggressively enough to
protect national security, because the prime suspect identified by DOE and the FBI
in the W88 case, though not charged with any crime, remained employed at Los
Alamos until March &, 1999. The PFIAB’s report stated in June 1999 that “there
does not exist today a systematic process to cnsure that the competing interests of law
enforcement and national security are appropriately balanced.”

Although criminal investigations usually require leaving the suspects in place to
obtain evidence and assess damage, the suspect was only required to take polygraph
tests in December 1998 (conducted by DOE) and in February 1999 (given by the
FBI). DOE did not remove him from access to highly classified information in the X
Division until December 1998% and did not dismiss until March 8, 1999, even
though the Director of the FBI had informed DOE officials in a meeting on August
12, 1997, that there was not sufficient evidence to warrant keeping the investigation
a secret and that denying the suspect continued access to sensitive information may
be more important than the FBI’s stalled case.” In congressional testimony on March
16, 1999, Energy Sccretary Richardson confirmed that the FBI began its investigation
in 1995, and hc asserted that DOE and the FBI have worked “extremely
cooperatively.” Yet, Secretary Richardson acknowledged concerns when he decided
'to begin an investigation at DOE to determine how the prime suspect retained his
access to classified information and his job.”

¢¢ “Bliley, Upton React to Briefing on Livermore Security Inspection,” press release, July 2,

1999, ‘
* Cox Committee’s unclassified report, May 1999, Vol. 1, p. 90.

™ Pincus, Walter, “Spy Suspect Fired At Los Alamos Lab,” Washington Post, March 9,
1999,

"' Risen, James and Jeff Gerth, “China Stole Nuclear Secrets from Los Alamos, U.S. Officials
Say,” New York Times, March 6, 1999; Testimony of Louis Freeh, Director of the FBI, before
the House Appropriations Subcommittee on Commerce, Justice, State, and Judiciary, March
17, 1999,

2 Risen, James, “U.S. Inquires Why Suspcct At Atom Lab Kept Access,” New York Times,
April 23, 1999,
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On August 12, 1999, Richardson announced the results of the internal DOE
inquiry by the Inspector General into the espionage investigation. Richardson
declared, “there was a total breakdown in the system and there’s plenty of blame to
go around.”” He said that “the espionage suspect should have had his job assignment’
changed to limit his access to classified information much sooner than it was, and
cooperation with the FBI should have been stronger.” He also announced that of the
19 DOE officials identificd by the Inspector General as bearing some responsibility
for counterintelligence and security, three employees would be disciplined. News
reports identified those three individuals as Sig Hecker, former director of Los
Alamos from 1986 to 1997 still employed as a scientist; Robert Vrooman, former
head of counterintelligence at Los Alamos serving as a consultant; and Terry Craig,
a former counterintelligence team leader working at a different part of the lab. In
addition, former secretary Federico Pena, former deputy secretary Elizabeth Moler,
and former deputy secretary Victor Reis reportedly would have been subject to
disciplinary action if still employed by DOE.™

Wiretaps and Computer Monitoring. There are also questions about why the
FBI did not conduct electronic surveillance of the suspect or search his office and
home computers earlier. FBI agents began to question him on March 5, 1999% and,
afler he was fired, searched his office, including government computers, in March and
his home in April 1999.° Some question the Department of Justice’s role in not
supporting the FBI’s requests to elcctronically monitor im through wiretaps. The
FBI said that the Justice Department’s Office of Intelligence Policy Review (OIPR)
denied the FBI's applications for clectronic surveillance, or wiretaps, of the suspect
in August 1997 and in December 1998, because there was insufficient evidence that
the suspected espionage activity was current. Because the OIPR did not approve the
applications, they did not reach the court established under the authority of the
Foreign Intelligence Surveillance Act (FISA).

On May 24, 1999, Reno said that the Justice Department has not authorized
intrusions in the lives of American citizens “when, as in this case, the standards of the
Constitution and the Forcign Intelligence Surveillance Act (FISA) have not been
met.” She further explained that “although I was not apprised of the details of the
case at the time the decision was made, | have reviewed the decision of the OIPR and
fully supportit.” Also, contrary to some reports, the 1997 request for FISA coverage
“did not contain a request to search any computer.””” At a closed hearing of the
Senate Judiciary Committec on June 8, 1999, Attorney General Janet Reno explained

3 DOE press release, “Richardson Announces Results of Inquiries Related to Espionage
Investigation,” August 12, 1999,

™ Loeb, Vemon, “Discipline Urged Against Los Alamos Employees,” Washington Post,
August 13, 1999,

™S Risen, James, “U.S. Fires Nuclear Scientist Suspected of Spying for China,” New York
Times, March 9, 1999,

7 Vemon Loeb and Walter Pincus, “FBI Searches Home Of Scientist Suspected Of Spying
For China,” Washington Post, April 11, 1999.

7 Department of Justice, “Statement by Attorney General Janet Reno on the Los Alamos
Laboratory Matter,” May 24, 1999,
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that “the FISA application was legally insufficient to establish probable cause.”
Among the reasons, she said the request focused on the Lees, while “the climination
of other Jogical suspects, having the same access and opportunity, did not oceur.”

The PFIAB said that “the Departmient of Justice may be applying the FISA ina
manner that i3 teo restrictive, particularly in light of the evolution of a very
sophisticated counterintelligence threat and the ongoing revolution in information
systems.” The board also guestioned “why the FBI's FISA request did not include
a request to monitor or search the sabject’s workplace computer systems.”

However, there are competing concerns about protection of civil liberties. As
the Washington Posi stated, “the Lee case, Tor example, has been cited as evidence
of the need to relax civil liberties protections t© make surveillance casier in national
security cases, This is a dreadful idea.” The Fost alse cautionzd that Dr, Lee “is
entitled to a presuraption of innocence that he has not tvpically received in public
discussions of the matter ™"

Some are concemed that the lack of monitoring over the prime suspect’s
computer use may have grave consequences for securing secrets of U.S. nuclear
weapons. Additional reports have revealed that Seeretary Richardson shut dows the
lab computers on April 2, 1999, because investigators discovered after Lee was fired
and after obtuining permission to check his computer in March 1999 that he had

.carried out a pessibly significant compromise of computer security affecting nuclear
weapons. The FBI discovered that he hud tansferred enormous volumes of files
containing milfions of lines of highly sccret computer codes on nuclear weapon
designs {called “legacy codes™} from a classified computer to an unclassificd computer
at Los Alamos. Moreover, someone who impropetly used 2 password niay have
subsequently acccssed the files in the unclassified computer.®™ Lee also wried to delete
some of the classified files™ The FBI says that it was not able to obtain a search
warrant to search the computer at Los Alareos earlier, because the labs did not place
“banners” waming employees that the computers were outside the protection of
privacy rights and subject to government monitoring, However, i May 1999, a
report said that Lee, in 1995, had indeed signed a routine waiver giving Los Alamos
the right to audit his computer use.™

Speaking publicly for the first fime in his own defense, Dr. Wen Ho Leesaidin
a television interview on August 1, 1999, that he is mnocent of wrongdoing, he did

™ Qn December 21, 1999, the Judiciary Committee relsased an unclassified transeript of the
hearing,

* “The Espionage Scandal,” Washington Fosi, August 19, 1999,

® Risen, James and Jeff Gerth, “U.8. Says Suspect Put Data on Bombs jo Unseoure Files,”
Mew York Times, April 28, 1999,

¥ Loeb, Vernon and Walter Pincus, “Los Alamos Secunity Breach Confirmed,” Washingeon
Posi, April 29, 1699, James Risen and Jeff Gernh, “China Spy Sospect Reportediy Tricd to
Hide Exvidence,” New York Times, April 30, 1999,

* Risen, James, “Energy Secretary Announces Program to Strengthen Lub Scourity,” New
York Times, May 12, 1959,
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not disclose nuclear secrets to China or any unauthorized person, and he transferred
the files on weapon data to an unclassified computer to protect the information, which
is “common practice” at the labs. Lee also said that he has been made a “scapegoat”
in the investigation even though he devoted “the best time of my life to this country,”
because he was the only Asian American working in the X Division, the group in
charge of weapon design at Los Alamos.® Others have reportedly described the
transfer of computer files between classified and unclassified computers at the labs to
have been common practice, particularly after the computer network at Los Alamos
split into two networks in December 1994.%

On August 5, 1999, Senators Thompson and Licberman of the Governmental
Aftairs Committee reported on a bipartisan basis how DOE, FBI, and DOJ may have
mishandled the investigation, particularly in communications among them.®

In announcing the results of an inquiry by DOE’s Inspector General, Richardson
confirmed on August 12, 1999, that Lee had signed a computer privacy waiver in
Apri] 1995, but a counterintelligence official failed to adequately search lab records
and missed the waiver. Thus, the FBI did not know about the waiver until May 1999,
Richardson recommended disciplinary action against the official %

On March 8, 2000, Senator Specter, as part of his investigation under the
jurisdiction of the Senate Judiciary Subcommittee on Administrative Oversight and
the Courts, issued a report critical of the investigations of Wen Ho Lee. The report
criticized the FBI’s and DOE’s investigations as “incpt.” It also criticized the
Department of Justice and Attorney General Janet Reno for not forwarding the FBI's
request for a warrant to the FISA court, despite “ample, if not overwhelming,
information to justify the warrant.”® However, Senator Charles Grassley, chairman
of the subcommittee, criticized the FBI for not telling Congress through most of 1999
that the bureau had found that Lee was not the prime suspect in the espionage case
at Los Alamos. Senator Grassley said that he, along with Senators Specter and
Torricelli, had asked the General Accounting Office to examine whether a senior FBI
official (believed to be Neil Gallagher, head of the National Security Division) had
withheld documents from Congress in 1999. (The FBI then asked that the
investigation be suspended after Wen Ho Lee’s indictment.) Senator Grassley sent

¥ CBS, “60 Minutes,” August 1, 1999; Robert Pear, “Suspect in Atom Secrets Case Publicly
Denies Aiding China,” New York Times, August 2, 1999,

e Ca;'}:y, Pete, “Intricate System Adds Complexity to Spying Probe; Inner Workings of
Weapons Lab May Slow Search for Evidence,” San Jose Mercury News, June 10, 1999,

# Senate Governmental Affairs Committee, *Department of Encrgy, FBI, and Department of
Justice Handling of the Espionage Investigation into the Compromise of Design Information
on the W88 Warhead,” August 5, 1999; Walter Pincus, “China Spy Probe Bungled, Panel
Finds,” Washington Post, August 6, 1999,

* DOE, news release, “Richardson Announces Results of lnquirie§ Related to Espionage
Investigation,” August 12, 1999,

¥ Senator Arlen Specter, “Report on the Investigation of Espionage Allegations Against Dr.
Wen Ho Lee,” March &, 2000,
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a letter to Senator Specter that disputed his report, saying that the evidence against
Lee was weak.”

Scope of Investigation. Reports have said that the investigation in the W88
espionage case {otiginally code-named "Kindred Spirit”) prematurely narrowed in on
one tab (Los Alamoes) and one suspect (Wen Ho Lee). In June 1699, the PFIAB’s
report eriticized the Administration’s investigation as focusing too narrowly “on only
one warhead, the W-88, only one category of potential sources — botrh designers
at thi national labs —— and on only a four-year window of opportunity.” The
investigation, it said, “should have been pursued in a more comprehensive manner.”
The FBI reportedly had one or two agents to the case in 1996, increased the number
of agents o three or four in 1997, and assigned 40 agents by mid-199%.%

Acknowledging concems about how the W88 case was handled, Attormey
General Keno said on May 6, 1999, that the Justice Department would establish a
panet of FBI agents and federal prosecutors 1o conduct an infemnal review of the
investigation of Wen Ho Lee.” Then, on September 23, 1999, Attorney General
Janet Reno and FBL Director Louis Freeh anncunced that the government had
expanded its investigation to conduct 4 more thorough examination of evidence and
possiblc alternative sources of information, including military facilitics and defense
contragtors,” The FBI reporiedly began this expanded espionage investigation in
April 1999 and gave it the code-name “Fall-out.™

However, a report said that as early as Janvary 1992, two months before Wen
Ho Lee’s arrest, the FBI had doubted that he was the source of the PRC's information
on the W8S nuclear warhead. The FBI's field office in Albuquerque, NM, wrote a
memo to headquarters on January 22, 1999, questioning whether Lee was the pnme
suapest inthe W8S case (code-named “Kindred Spint™), in part because he passed the
Diecember 1998 polygraph test.  An earlicr memao, written on November 19, 1998,
from the Albuguerque office to headquarters had stated that investigators would ook
inte 10 other people who had bezn named as potential suspects in DOE’s
admimstrative probe,  Senator Arlen Specter, however, at whose hearing the
~ documents emerged, dismissed those doubts about Lee being the prime suspect,
saying that FBl agents were “thrown of course by the 1998 polygraph™

% Loeb, Vernon, “GAQ Probing Senior FBE Official,” Washington Post, March 9, 2000.
¥ PPIAB.

% fisen James and Jeff Gerth, “11.8. Is Said To Have Known OFf China Spy Link in 1955
Now York Tintes, June 27, 1999,

% Walsh, Edward, “Reno Sets Review of Process’ on China Spying Concerns,” Wushingfon
Pogt, May 7, 1958

% Rizen, James and David Johnston, *U.S. Will Broaden Investigation of China Nuciear
Beores Case,” New York Times, September 23, 1989,

* Logh, Vernon, “Spy Probe Raised Doubts,”” Waskingion Pos:, March 7, 2000.
" 10eb, Vernon, “Spy Probe Raised Doubls,” Washington Posz, March 7, 2000,
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By November 1999, the FBI reportedly had acquired new evidence that the PRC
may have acquired information about U.S. nuclear weapons from a facility that
asseinbles those weapons. The evidence apparcntly stemmed from crrors in the PRC
intelligence document said to contain a description of the W88 warhead. The errors
were then traced to one of the “integrators” of the weapons, possibly inchuding Sandw
National Lab, Lockheed Martin Corporation (which runs Sandia}, aed the Navy.”

On May 16, 2000, Attorney General Janet Reno reportedly was briefed on the
classified, four-velume report of the Justice Department's mtemnal review of its
handling of the original investigation. The review is said to have found that the FBI
mishandled the espionage probe, it part because of internal turf wares, by not acting
sooner, not committing enough resources sooner, and prematurely foousing on Wen
Ho Lee as the only prinse suspect. The report is said {0 state that the government
could have discovered Lee’s downloading of computer files vears earlier, since he had
signed a privacy waiver and a court order was not required ™

[ndictment of Wen Ho Lee. Former Los Alamosg scientist Wen Ho Lee's
criminal case is a result of, but unrelated to, the government’s investigation of
whether the PRC obtained W88 scorels by espionage {the original probe called
“Kindred Spirit” and the expanded investigation called “Fall-ouwt™). By November
1999, the lustice Department reporiedly was not planning to charge Lee with
espionage, because there was no ovidence that he passed nuclear weapon seerets to
the PRC.¥ On December 4, 1999, the top law-enforcement, security, and DOE
officials held a meeting at the White House on whether to indict the prime suspect,
Attorney General Janet Reno, National Sccurity Adviser Sandy Berger, Energy
Secretary Bill Richardson, FBI Director Louis Freeh, DU George Tenet, and U5,
Attomey John Kelly attended ™

By December 1999, the FBI completed the specific investigation that focused
an Lee’s transfers of computer Sles, which were discovered gffer he was fired in
March 1999 and FBI agents searched his home in April 1999, The case wus
presented to a federal grand jury in Albuquerque, N3 On December 10, 1999, as
directed by Attorney General Reno, the Justice Department arrested and indicted Lee
for allegedly “mishandling classified information” — but not for passing secrets to any
foreign governmeni(s).” Lee was charged with violations of the Atomic Energy Act,

® Loub, Vemon and Walter Pincus, “FBI Widens Chinese Espionage Probe,” Washingion
Paxi, November 19, 1988,

* Vise, David A, and Vernon Loeb, “Justice Study Faulis FBI in Spy Case,” Washington
Post, May 19, 20640, .

* Pincus, Walter, “U.S. Near Decision on Indicting Lee in Los Alamos Case,” Washingion
Post, Novemixr 5, 1999,

8 Risen, James and David Johnston, “Decision Nears on the Fate of Ix-Los Alamos
Scientiss,” New York Times, December 8, 1999,

 Department of Justice, U.8. Attorney John J. Kelly, District of New Mexico, news release,
*Wen Ho Lee Indicted for Violating the Atomic Energy Act of 1954 and for Unlawfui
Gathering and Retenbion of National Defense Information,” December 19, [999.
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including unlawful acquisition and removal of Restricted Data,’™ that carry a
maximum penalty of life imprisonment.'”! The charges included the “intent to injure
the United States” or “to secure an advantage to any foreign nation.” Furthermore,
.Lee was charged with violations of the Fedcral Espionage Act, including unlawful
gathering and retention of national defense information, that carry a maximum penalty
of imprisonment for ten years,'%?

Specifically, the 59-count indictment alleged that Lee knowingly downloaded
and removed from Los Alamos extensive “classified files” relating to the design,
manufacture, and testing of nuclear weapons. The investigation, which included
holding over 1,000 interviews and searching more than 1,000,000 computer files,
found that Lee transferred classified files to 10 portable computer tapes and that seven
of the tapes were unaccounted for. The government charges that Lee, in 1993 and
1994, transferred Restricted Data on nuclear weapon research, design, construction,
and testing from the classified computer system to an unsecure computer at Los
Alamos, and then later downloaded the files to nine tapes. As recently as 1997, Lee
allegedly downloaded current nuclear weapon design codes and other data directly to
a 10" tape. These simulation codes are used to compare computer calculations with
actual nuclear test data.

Four hours before the indictment, Lee’s lawyer faxed a letter to the U.S.
Attorney, saying that Lee wanted to take another polygraph and to provide “credible
and verifiable” information to show that “at no time did he mishandle those tapes in
question and to confirm that he did not provide those tapes to any third party.”'®

At a hearing in Albuquerque, N.M., on December 13, 1999, Wen Ho Lee
pleaded not guilty to the charges. Without elaboration, his defense attorneys
maintained that the seven tapes had been destroyed and that there is no evidence that
Lee has the tapes or has disclosed or attempted to disclose the tapes. Lee was
ordered to be held in jail without bail, until his trial, despite his attorneys’ offer to post
$100,000 bond and place Lee on electronic surveillance at his home.'™ Lee was then
held in solitary confinement, placed in shackles for a significant time period, and
-denied outdoor exercise. Lee’s trial was set to begin on November 6, 2000.

Meanwhile, on December 20, 1999, Wen Ho Lee and his wife filed a lawsuit
against the Departments of Energy and Justice and the FBI for alleged violations of
the Privacy Act of 1974. The Lees charge that, since at least early 1999, the

"% Restricted Data means data concerning; 1) the design, manufacture, or utilization of atomic
weapons; 2) production of special nuclear material; er 3) the use of special nuclear material
in the production of energy.

190 42 USCS § 2275 and § 2276.
192 18 USCS § 793 (c) and § 793(e).

' Loeb, Vernon, “Physicist is Indicted in Nuclear Spy Probe,” Washington Post, December -
11, 1799,

' Berthelsen, Christian, “Nuclear-Weapons Scientist Pleads Not Guilty; Held Without Bail,”
New York Timey, December [4, 1999,
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government has made numeroos intentional, unauthorized disclosures about them,
causing them to be unfairly and inaccurately portrayed by the media as PRC spigs, ™

In April 2000, Lee's attorney revealed that, in 1999, only gffer Lee was fired, the
government re-assigned a higher sccunity classification 10 the compuier files
containing nuclear secrets that Lee ischarged with downloading. Atthe time that Lee
downloaded the files, they were not classified information, but coasidered “protect as
restricted data (PARD),” a category of security assigned o voluminous and changing
scientific data, not a security classification of Seeret or Confidential, as the indictment
charged. Both sides arc said to agree that the government had changed this
classification after the downloading, as shown in the prosecution’s evidence. While
Lee's defense attorney argued that the indiciment was “deceptive,” the Justice
Department maintained that Lee took the “crown jewels” of U8, nuclear weapon
secrets. Lee's lawyers also found that PARD s seeurity ranking was five on a seale
of nine, the highest being secret restricted data.™ ‘

There has been another theory, that if Wen Ho Lee provided (LS. nuclear
weapon information 1o a third-party, # was not to the PR, but o Tabwan, where he
was barn. In 1998, after having ailegedly downloaded files 1o portable computer
tapes in 1993, 1994, and 1997, Lee reportedly worked in Taiwan as a consultant o
the Chung Shan Institute of Science and Technology, which conducts militory
research and development. During a visit to Taiwan in December 1998, Lee is said
to have dialed up the main computer at Los Alamos and used his password to access
the classified nuclear files he had dowsloaded. Lee's trips to Taiwan were approved
at Los Alamos.'” Lec’s defense team requested, in May 2000, that the prosecution
name the foreign nation(s} that Lee aflegedly sought to help, saying that it was unfair
of the government not to name the countrics in charging Lee.™ The federal judge in
New Mexico ther ordered the prosecution to disclose the foreign nation{s) by July 3,
2000."" On that date, the U.S. Attorney filed a document that named cight forcign
governments that Lee may have sought to help in downloading the nuclear data.
Those places named are: the PRC, Taswan, Australia, France, Germany, Hong Kong,
Singapore, and Switzerland, places {except for the PRC) where Lee had expressed an
interest in applying for work in 1992, when he feared fosing his job at Los Alames. [

'® “Family of Dr. Wen Ho Lee Announces Filing of Privacy Act Lawsuit Aguingt the
Department of Justice, the FBI, and the Department of Energy,” news release, December 28,
1999,

% Broad, William J., “Files in Question in Los Alamos Case Were Reclassified,” New York
Times, April 15, 2000,

"7 Pincas, Walter, “Lee’s Links to Tatwan Scrutinized,” Washingion Pose, Dec. 31, 1999,

¥ Benke, Richard, “Defense Challenges Government’s Refusal to Name ?(}mgn Country,”
Associagied Press, May 30, 2004,
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Aided,” Washimgton Post, June 27, 2000.
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Anotherissue for the Administration and the prosecution has been how much of
the classified information can be released as evidence. Secretary Richardson was
responsibie for part of the decision, based on recommendations from his new security
czar.!'" On August 1, 2000, U.S, District Judge James Parker ruled in faver of Lee’s
defense, requiring that the governmument publicly explain to a jury the nuclesr secrets
Lee allegedly downloaded, including any flaws in the tapes {which would not help any
possible recipients of the information).!'?

In August 2000, there began a dramatic turn of public events, favorable to Lee’s
defense and his release. At a hearing to sccure release for Lee on August 16-18,
2000, a top nuclear weapons expert, John Richter, countered the prosecution’s case,
testifying that 99 percemt of the information that Lee downloaded were publicly
available. Also according 10 Richier, even if a foreign government obtained the
information, there would be no “deleterious effect” on ULS, national security, because
other governments cannot build the sophisticated 1.8, nuclear warheads based on
computer simulation codes downloaded by Lee. Richter testified that the “'crown
jewels” of US. nuclear weapons secrets are not the simulation codes that Lee
downloaded, but the data from over 1,000 nuclear tests. Richter also conceded to
wanting Lee acquitted and that 2 foreign power could use the codes to help design
nuciear weapons, slthough not a complete design. At the same hearing, Lee s defense
attorneys also argued that FBI Special Agent Robert Messemer gave false testimony
about Lee’s alleged deception at the first hearing on his bail in Decomber 1999.
Messemer admitted that he gave inaccurate ostimony, 2n “honest mistake,” and that
Lee dud not lie to a colleague {Kuok-Mee Ling) about writing a “resume,” but
Messener said that the error was not meant to miglead the court.™”

The hearing produced a major victory for Lee’s defense on August 24, 2000,
when U.S. District Judge James Parker reversed hus decision from eight months earlier
_and ruled that Lee may be released on bail to be kept under strict supervision at home,
Judge Parker’s ruled that the government's argument to keep Lee in jail “no longer
has the requisite clarity and persuasive character.”"™ Famnily, neighbors, and friends
began to plan a home-coming welcome for Lee but had to repeatediy postpone it

Afier a hearing on August 29, 2000, on the conditions of Lee s release, the judge
ruled that Lee can be released on $1 mitlion hail and with tight restrictions at home,
with a three-day stay for the progecution to search his house, consult with the Justice
Department, and prepare for a possible appeal.  The restraints would include
electronic monitoring of Lee, surveillance of his phone cafls and mail, and resirictions

1 Risen, fames, “Security of Los Alamos Data Could Delay Trial U.S. Says,” New York
Times, Avgust 7, 16899,

2 Pincus, Walter, “ULS. Judge Rules for Lee On Nuclear Data Issue,” Washington Post,
August 3, 2600,

ML oeb, Vernon, “Nuclear Weagons Expert Urges Bail for Lec,” Washington Post, August
17, 2000; Yeraon Loeb and Walter Pincus, “Judge: Lee Can Be Freed on Bail,” Washington
Poer, August 25, 2000,

% Loeh, Vernon and Walter Phneus, “Judge: Lee Can Be Breed on Bail,™ Washington Post,
Aungust 25, 2000; Onder of U8, Disirict Judge, Angust 24, 2000,



CRS-27

on visitors, including his daughter and son. However, the government argued,
unsuccessfully, that restrictions should also cover Lee’s communications with his
wife, Sylvia,'* Lee’s family and friends had offered over $2 million in assets for bail.

In an opinion, dated August 31, 2000, Judge Parker discussed at length new
revelations in the case that warranted his granting of release on bail after over eight
months. He said, “while the nature of the offenses is still senous and of grave
concern, new light has been cast on the circumstances under which Dr. Lee took the
information, making them seem somewhat less troubling than they appeared to be in
December.” He noted, among many points, that top weapons designers testified that
the information Lee downloaded 1s less sensitive than previously described; that FBI
Agent Robert Messemer “testified falsely or inaccurately” in December 1999 about
Lee; that the government has an alternative, less sinister, theory that Lee sought to
enhance prospects for employment abroad; that the government never presented
direct evidence that Lee intended to harm the United States; that family, friends, and
colleagues supported Lee’s character; and that what the government had described
as the “crown jewels” of the U.S. nuclear weapons program “no longer is so clearly
deserving of that label.”!'¢ '

Meanwhile, several groups of scientists wrote to express concerns about what
they considercd unfair treatment of Lee. For example, on August 31, 2000, the
National Academy of Sciences, National Academy of Engineering, and the Institute
of Medicine wrotc to Attorney General Janct Reno expressing concerns that Lee
“appcars to be a victim of unjust treatment™ and “the handling of his case reflects
poorly on the U.S. justice system.”""”

Then, very shortly before Lee’s scheduled release on bail on September 1, 2000,
the 10™ U.S. Circuit Court of Appeals ordered a temporary stay of Lee’s release,
pending a hearing. Soon after, the U.S. Attorney filed a formal request, saying that
Lee’s release would pose “an unprecedented risk of danger to national security,”''®

Then, on September 10, 2000, the prosccution and defense revealed that they
had negotiated a plea agreement, under which Lee would plead guilty to onc felony
count of unlawful retention of national defense information, help the government to
verify that he destroyed the seven tapes (as he has maintained), and the government
would drop the other 58 counts and free Lee (with sentence to the nine months he
served in jail). U.S. Attorney General Janet Reno and FBI Director Louis Freeh
reportedly approved the plea agreement, which had been negotiated over the previous

1S \ernon Loch and Walter Pincus, “Lee Could be Freed on Bail Friday,” Washington Post,
August 30, 2000.

'€ Walter Pincus and Vernon Loeb, “Judge Questions Nuclear Case,” Washington Post,
September 6, 2000; U.S. District Judge James Parker, Memorandum Opinion, August 31,
2000. )
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Medicine, open letter to the U.S. Attorney General, August 31, 2000.
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September 2, 2000,
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several weeks.'!” At times citing the Judge’s rulings, Lee’s defense, some reporters,
and critics said that the prosecution’s case had crumbled and represented a gross
injusticc that threatened the rights of all Americans becausc of politics. However, the
prosccution and Clinton Administration officials argued that Lee’s downloading of
files was unlawful and finding out what happened to the computer tapes was more
important than proceeding to trial.

After three days of delays, the prosecution and defense reached final agreement
on the plea. On September 13, 2000, Wen Ho Lee pleaded guilty to unauthorized
posscssion of defense information (downloading files using an unsecure computer to
tapes). The judge sentenced Lee to 278 days in jail (the nine months Lec alrcady
served before trial) and freed him. Lee agreed to answer questions for 10 days over
three wecks starting on September 26, 2000. The government may prosecute Lee,
have him take a polygraph test, and nullify the plea agreement if the government
believes Lee is lying. Both sides agreed to withdraw pending motions, including that
of the defense on selective prosecution. In a dramatic conclusion to the case, Judge
Parker noted “the fact that [he] lost valuable rights as a citizen” and  apologized to
Lee for the “unfair manner [he was] held in custody.” Parker said that he found it
“most perplexing” that the government now “suddenly agreed” to Lee’s release,
despite its carlicr warnings of risks to national sccurity. The judge blamed the
exccutive branch, particularly top officials of the Departments of Energy and Justice,

saying they “have embarrassed our ¢ntire nation and e¢ach of us who is a citizen of
il‘sallll

In response, U.S. Attorney Norman Bay argued that “this is a case about a man
who mishandled huge amounts of nuclcar data and got caught doing it.” He added
that justice is served -becausc Lec must “tell us what he did with the tapes ...
something he refused to do for approximately the past 18 months.”''  Attorney
General Reno said that “this is an agreement that is in the best interest of our national
security, in that it gives us our best chance to find out what happened to the tapes.”!'%

Sylvia Lee, Deutch Case, and Other Issues. A number of other issues have
complicated the case on Wen Ho Lee. One issue was the relationship between the
FBI and the suspect and his wife, Sylvia Lee. Contrary to carlier reports that a trip
the Lecs took to China inthe 1985 was suspicious because Mrs. Lee, a secretary, was
the one invited to speak, it now appears that she had been informing on PRC visitors
for the FBI from 1985 to 1991 and that Los Alamos encouraged her to attend the

' Bob Drogin, “Scientist to Accept Plea Deal; Likely to Be Freed Today,” Los Angeles
Timey, September 11, 2000; James Sterngold, “U.S. to Reduce Case Against Scientist 1o a
Single Charge,” New York Times, Seplember 11, 2000.
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September 14, 2000,
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2000.

'# Statement from Attorney General Janet Reno, Washington Post, September 14, 2000.
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conference.'?® In addition, it has been reported that Wen Ho Lee cooperated with the
FBI and passed a polygraph in 1982. Lec helped the FBI after he had made an
intercepted call to another scientist at Lawrence Livermore lab who was under
suspicion of cspionage. The press reported in July 2000 that Sylvia Lee informed on
visiting PRC scientists for the CIA in the 1980s, and Wen Ho Lec also met with the
CIA officer who worked with his wife before the Lees visited the PRC in 1986.'*

* Another issue for Lee’s case is the government’s decision not to prosecute
former DCI John Deutch. There is a debate about whether Deutch’s case is
analogous to Lee’s, with some saying that the treatment of Lee is unfair and there is
a double-standard, and others arguing that the two people had different intentions.
The CIA investigated Deutch (DCI in 1995-1996) for repeatedly mishandling
classified information and moving many classified intelligence files to his unsecured
personal computers in his house, computers used to access the Internet and thus
vulnerable to attacks. The files reportedly include 17,000 pages of documents,
including top secret materials and files about presidentially-approved covert action.
Further, the CIA is said to have reported that Deutch may have tampered with
evidence allegedly showing his improper handling of classified files, including, on
December 20, 1996, trying to delete over 1,000 classified files stored on one of four
portable memory cards. Additional reports disclose that the CIA’s inspector general’s
classified report concluded that top CIA officials impeded the agency's investigation
of Deutch, possibly to allow the time limit on appointing an independent counsel to
lapse, and that DCI George Tenet has sct up a special panel to examine those findings.

The CIA’s investigation of Deutch began in December 1996, when he was
leaving office. The CIA did not notify the Justice Department until carly 1998. The
Senate [ntelligence Committee was notified of the case in June 1998. The Justice
Department decided in April 1999 not to prosecute, apparently without any FBI
investigation and before the CIA inspector general issued its report, After the
inspector general's report was completed in July 1999, the current DCI, in August
1999, suspended Deutch’s security clearance indefinitely. According to the CIA’s
announcement, the inspector general concluded that while no evidence was found that
national security information was lost, “the potential for damage to U.S. security
existed.” The Senate Intelligence Committee received a copy of the inspector
general’s report in late August 1999.'%
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On February 18, 2000, the CIA’s inspector gencral released an unclassified
report of its investigation into Deutch’s case.'® The report found, among other
findings, that Deutch had processed classified information on unsecure computers that
were connected to the Internet and thus were “vulnerable to attacks by unauthorized
persons.”  Moreover the information concerned covert action, Top Seccret
communications intelligence, and the National Reconnaissance Program budget. The
report concluded that despite Deutch’s knowledge of prohibitions against processing
classified information on unclassified computers, he “processed a large volume of
highly classified information on these unclassificd computers, taking no steps to
restrict unauthorized access to the information and thereby placing national security
information at risk.” The report also criticized “anomalics” in the way senior CIA
officials responded to the problem.

Reportedly concerned about appearances of unfairness in comparisons between
" the cases involving Wen Ho Lee and John Deutch, Attorney General Janet Reno
announced on February 24, 2000, that her department would review Deutch’s case.'?’
Then, by May 2000, the Justice Department and the FBI began a cnminal
investigation of whether Deutch had mishandled classified information — in a reversal
of Reno’s 1999 decision not to prosecute.'”® By August 2000, the former prosecutor
whom Reno asked to review the case, Paul Coffey, reportedly decided to recommend
that the Justice Department prosecute Deutch, and Reno is to make the final
decision.'” By September 2000, the Senate Intelligence Committee met in closed
session with DCI Tenet on Deutch’s case, and Coffey reportedly may recommend a
charge of misdemeanor against Deutch for taking classified information home without
authorization."

The resignation of Notra Trulock, DOE’s prnimary whistleblower, in August 1999
may also complicate the investigation. As the Washington Post wrote, “Mr. Trulock
may well have stated the overall problem in terms more dramatic than the evidence
clearly supported. And his single-mindedness with respect to Los Alamos and Mr.
Lee in particular — which is alleged by some detractors to have been related to Mr.
Lee’s ethnicity — also may have closed off significant investigative leads.””'!
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Further complicating the case is the debate over relative importance of the PRC’s
own modernization efforts as opposed to foreign technology acquisitions, Some say
that the investigation overstated the importance of PRC espionage.'

On Lee’s transfers of files fo an unclassified computer at the lab that was
discovered after he was fired, Administeation officials reportedly said that none of the
legacy codes that Lee had transferred to an unclassified computer appeared to have
been accessed by unawthorized people, Some say that lab employees may want to
transfer codes to unclassified computers with a better editing program,'?

Further reports say that on numercus imeg in 1994, someone at the University
of California at Los Angeles {UCLA) used Wen Ho Lee’s password to access Los
Alamos’ computer system via the Internel. Lee’s daughter, Alberta, who was
majoring in mathematics at UCLA, has testified that she accessed the more powerful
computer systoms af Los Alamos and also at the Massachusenty Institute of
Technology to play a computer game called “Dungeons and Dragons.” Proscoutors
have questioned this.™*

Lee's case ie further complicated by the FBI's reportedly aggressive tactics in
his interrogation on March 7, 1999, the day before he was fired from Los Alamos,
which was before the government discovered his downloading of files to tapes.
According to the transcript, FBI agents falsely told Lee that he had failed 2 polygraph
given by DOE in December 1998, when Lee had actually scored highly for honesty.
The agents also threatened Lee with amest and execution for espionage. Lec
maintained bis innocence theoughout the intorrogation. Some say the FBI was unfair
and biased in miskeading Lee, but others say the tactic is accepted practice in law-
enforcement in trying to elicit confesstons. At a hearing in late Decomber 1999, the
prasecution conceded that Lee did pass the DOE’s polygraph but said that he filed
the polygraph given by the FB1 in February 1999.%° Morcover, according to a report,
the FBI changed the results of Lee’s DOE polygraph, which showed a high degree of
truthfulness. Weeks after Lee had passed that test, DOE changed the finding fo
“incomplete” instead, and the FB! later said that Lee failed the test.!™

Angther report said that Lee intially did not comprehend the severity of the
government’s investigation of him and that he was wholly naive and unprepared for
the FBI's intensified interrogation, which actually began on March 5, 1999, Robert
Veooman, then head of counterintelligence at Los Alamos, listened in another room.
He said that he aad the agents came away convinced Lee was not a spy. However,
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someone at the FBI then ordered two agents, Carol Covert and John Podenko, to
conduct the “hostile interview” of Lee on March 7, 1999, telling him falsely that he
had failed a polygraph, warned him of “clectrocution” and never sceing his children
again, and demanded that he sign a confession of “espionage™ with a potential death
penalty, all without the counsel of a lawyer. According to Vrooman, Covert was
“distraught” after that aggressive interview, because she did not believe Lee was
guilty, took three months sick leave, and transferred out of the Sante Fe office.'”

Racial Profiling and Selective Prosccution. There arc concerns that, in
rightfully protecting national security, racial profiling and selective prosecution have
been used in law-enforcement and that Lee, as an American entitled to a presumption
of innocence, may have been unfairly targeted as the prime suspect in a narrow
investigation and in media reports because of his Chinese ethnicity (although he was
born in Taiwan)."*® Aside from the implications of these issues for Lee’s case, these
issucs raise questions about the effectivencss of the government’s approach in
countering PRC espionage in general and in investigating the W88 case in particular,

In his public statement on “60 Minutes” on August 1, 1999, Lee said he believes
he has been made a scapegoat by investigators, because he was the only Asian
American working on nuclear weapon designs in the sensitive X Division at Los
Alamos in the last 18 ycars. Ed Curran, head of counterintelligence at DOE, is
quotcd in the same show as expressing concern that “since Wen Ho Lee has not been
proven guilty of anything and thus must be presumed innocent, the surfacing of his
name has been devastating to his family and to his life.”

The National Asian Pacific American Legal Consortium wrote a letter to
Sceretary Richardson on August 5, 1999, denouncing his accusation that Lee used the
“race card” and expressing concerns about racial profiling. On August 10, 1999, the
Committee of 100, an organization comprised of prominent Americans of Chinesc
descent, sent a letter to Attorney General Reno and Secretary of Energy Richardson
expressing concerns about “selective investigation™ based on Lee’s ethnicity. The
letter said, “Dr. Lee and the nation deserve a case made on the merits of a thorough
and professional investigation, not a racist witchhunt.” The Coalition of Asian Pacific
American Federal Employce Orgamizations (CAPAFEQ) presented a position paper

“to President Clinton on September 30, 1999, which urged the Administration “to take
strong and effective measures to protect the rights and civil liberties of Americans of
Asian descent by vigorously enforcing our nation’s laws which prohibit discrimination
based on race of national origin.” The group wrote that “while law enforcement and
counter-intelligence agencies must be ever vigilant, in their zeal, they must also be
careful to safeguard the civil and employment rights of all Americans.”'*

17 Bab Drogin, “How FBI’s Flawed Case Against Lee Unraveled,” Los Angeles Times,
September 13, 2000.

' Locb, Vernon, “Spy Probe Worries Chinese Americans,” Washington Post, August 14,
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1** Coalition of Asian Pacific American Federal Employee Organizations (CAPAFEQ), “Los
Alamos Position Paper,” sent to President Clinton on September 30,1999 and presented to the
Congressional Asian Pacific Caucus on October 5, 1999,
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In August 1999, Robert Vrooman, former head of counterintelligence at Los
Alamos, publicly said that Wen Ho Lee was targeted because he s an American of
Chinese descent and that the case against “wag built on thin air.” Vycoman issued hig
comments after Seergtary Richardson recommended disciplinary action against hir
and two other former Los Alamos officials for alleged mishandling of the
counterintelligence investigation. Vrooman said that “Lee's cthnicity was 2 major
factor” in fargeting him, while “a lot of Caucasians” werc pot investigated. Vmooman
also said that a detailed description of the WE&8 warhead was distributed 10 548
recipients throughout the govermment, military, and defense companics, so the
information could have leaked from many sources.'™ Two others who were involved
in the investigation, Charles Washington and Michael Soukup, also said that Les was
singled out as a suspect because of his ethnicity, not because of evidence.™!

A news report said that Notra Trulock, who led the investigation until the
summer of 1996, had compiled a list of 70 people at Los Alamos who visited Chuna
and then narrowed the Bst 16 12 people. He said he give the list to the FBI, which
then eliminated the other 11 suspects, leaving Wen Ho Lee as the prime suspect, The
mitial st of 70 people included those with no access to classified or weapons
mformation and whe froveled o Chinog on non-work related trips. One Coucasian
scientist, however, who was a specialist in the same field as Lee (hydrodynamics),
worked on classificd information, and went to China on a professional trip, was not
. among the 12, Further, Robert Vrooman said that there were 158 people who
conducted nuclear weapons research and visited Ching, but were notonthe listof 12
suspects. '

However, Notrs Trulock, who headed the counterintelligence investigation at
DOE, has insisted that “race was never a factor.™™  Senators Thompson and
Lieberman, whose Governmental Affairs Commtice reviewed the investigation, wrote
on August 26, 1999, that “the evidence we have seen and heard provides no basis for
the ¢laim that the initiat DOE-FBI inquiry focused upon the Lees because of their
race. Only much later in the process, once Mr, Lee had already been identified as the
chich suspect, did the investigation consider the Lees” ethnicity — and then only
because, according to FBI counterintelligence experts, Beijing’s mtelligence actively
tries 1o recruit Chinese American scientists working in sensitive U.8, facilities.”'®
One of these experts, Paul Moore, who headed the FBI's counterintethigence effons
against China from 1978 to 1998, has written publicly that “Chinese Americans are
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subjected to oppressive ethnic intelligence profiling” by China and that “China’s
espionage methodology, not a particular spy, is the main threat.” He has explained
the PRC’s unconventional espionage by saying that “China doesn’t so much try to
steal secrets as to try to induce foreign visitors to give them away by manipulating
them into certain situations.”***

Others argue that even if the PRC targets ethnically Chinese people, the
government should not target Americans of Chinese heritage as a group, nor would
such efforts be effective to counter PRC espionage. The policy director of Chinese
for Affirmative Action and an associate professor of law at Howard University wrote
that Lee’s case “has raised disturbing allegations that the government uses a racial
profile when investigating espionage” and argued that “law enforcement based on
racial profiling is also ineffective.”'*® Former Ambassador to China James Lilley
wrote that “the fact that China tries to recruit spies doesn’t mean that Chinese-
Americans as a group should be suspect.” In his statement in support of Wen Ho
Lee’s motion for discovery of materials related to selective prosecution, Charles
Washington, a former Acting Dircctor of Counterintelligence at DOE, declared that
he is not aware of any “empirical data that would support a claim that Chinese-
Americans are more likely to commit espionage than other Americans.”'*®

Members of Congress have expressed concern about possible racial profiling
used in the investigation of Wen Ho Lee and ramifications of this case on Americans
of Asian Pacific heritage. In May 1999, Representative Wu introduced H.Con.Res.
124 to express the sense of Congress relating to recent allegations of espionage and
illegal campaign financing that have brought into question the loyalty and probity of
Americans of Asian ancestry. Among other provisions, the resolution calls upon the
Attorney General, Secretary of Energy, and the Commissioner of the Equal
Employment Opportunity Commission to vigorously enforce the security of America’s
national laboratories and investigate all allegations of discrimination in public or
private workplaces. The House passed H.Con.Res. 124 with the bipartisan support
of 75 cosponsors, on November 2, 1999. Morcover, on August 5, 1999, Senator
Feinstein introduced S.Con.Res. 53 to condemn prejudice against individuals of Asian
and Pacific Island ancestry in the United States. The Senate passed the resolution on
July 27, 2000. The Congressional Asian Pacific Caucus held a briefing on October
5, 1999, at which Secretary Richardson and others spoke. Chairman Robert
Underwood said in his opening statement that “suspicions about a Chinese American

193 Moore, Paul D., “How China Plays the Ethnic Card,” Los Angeles Times, June 24, 1999;
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connection to cspionage have formed without evidence and with potential damage to
* innocent individuals.”'*

Energy Secretary Richardson has declared that “while U.S. national sccurity is
a lop priority at the labs, | am also concemed that Asian Pacific Americans as a group
are finding their loyalty and patriotism questioned in the wake of recent espionage
allegations. This behavior is unacceptable and I will not tolerate it.”"" In June 1999,
Richardson established a Task Force Against Racial Profiling, and he received its
report and recommendations on January 19, 2000."" The task force included 19
government employees, contractors, and U.S. Civil Rights Commissioner Yvonne
Lee. In their visits to various DOE sites, they found that “an atmosphere of distrust
and suspicion was common.” Such a hostile work environment for Americans of
Asian heritage resulted from the media exploitation of the espionage and related
allegations, and from managers and co-workers questioning the loyalty and patriotism
of some employees based on race. The task force made a number of
recommendations for using leadership, building trust, improving communication, and
making assessments,

Since 1999, the Equal Employment Opportunity Commission (EEOC) has
investigated whether the Livermore and Los Alamos labs have discriminated against
Americans of Asian Pacific heritage.'™

In August 2000, supporting their selective prosecution motion filed in June 2000,
Lee’s defense attorneys had statements from two former senior DOE counter-
intelligence officials, Robert Vrooman and Charles Washington, contending that Lee
has been a victim of racial profiling and sclective prosecution, including in the probe
led by Notra Trulock. Finding some merit to Lee’s contention that he has been
singled out for investigation and prosecution because of his race, Judge James Parker,
on August 25, 2000, ordered the government to hand over documents, sought by the
defense, to him by September 15, 2000, for his review and decision as to whether they
should be given to the defense attorneys.'* However, on September 13, 2000, when
the government and Wen Ho Lec reached a plea agreement, they also agreed to
withdraw pending motions. Responding to charges of selective prosecution after
Lee’srelease, U.S. Attormey Norman Bay, who is an American of Asian heritage, said
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that "Mr. Lee was not prosecuted because of his race, he was prosecuted because of
what he did, He compiled his own personal library of nuclear secrets ... This is a case

sbout 2 man who mishandled huge amounts of nuclear data and got caught doing
ig‘:siﬁé

Notification to Congress. The chair and ranking Democrat of the House
tntelligence Committee, Rep. Goss ang Dicks, have been quoted as saying that they
were not sufficiently informed of the problems at the labs and the information that was
provided was “underplayed.”™ In addition, the Cox Commitiee’s bipartisan report,
approved in December 1998, urged Congress to insist on notification by the
Administration, citing “the fact that the heads of Exceutive departments and agencics
of the Intetligence Community failed adequatcly to comply with congressional
notification requirements of the National Security Act.” The Chinton Administration
responded that it has fulfilled its respongibilitics to keep appropriate committces
informed."*

Representative Hunter, chairman of the House National Security Subcommitiee
on Military Procurement, has stated that Elizabeth Moler, then Deputy Secretary of
Encrgy, failed to testify about the W88 case in an October 6, 1998 hearing that
included a closed session.™ On April 15, 1999, Representative Hunter held a hearing
to examine whether Moler {(now a lawyer outside government) failed 1o provide
accurate and complete testimony in the closed session of the October 1998 hearing
and whether she instructed Notr Trulock, Acting Deputy Director of DOE’s Office
of lntelligence, to withhold critical information, including the W88 case, from
Congress.  Trulock testified that Moler cdited his written testimony o remove
references to “successful espionage™ at the U.B. labs, even though the information
was cleared by the CIA for notification to Congress, and thus did not provide the
subcomntitice with a full picture of the threat against the United States. Moler stated
that she did not provide certain information, because the guestions were directed at
Trulock and he failed to fully disclose information; the subject of the hearing was o
the toreign visitors’ program [which was not involved in the espionage cases); some
information was highly classified; and damaging information about PRC espionage
would “unfairly impugn” important DOE exchange programs. !

Furthermore, Trulock told the Senate Armed Services Committee on Apnil 12,
1999, that his concerns were “ignored,” “minimized,” and sometimes “nidiculed”
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especially by lab officials and that senior DOE officials “refused to authorize
intelligence” for several months before he could brief then Secretary Pena in July
1997. Trulock also charged that Moler denied him approval to respond to
Congressman Goss’ July 1998 request to brief the House Intelligence Commitice on
the W88 casc¢. According to Trulock, DOE officials, including Moler, stated concerns
about negative impacts on the credibility of the labs and lab-to-lab programs with
China and Russia. In response to Senator Levin’s statement that the FBI did brief the
Intelligence Committees 19 times from 1996 to 1999 on alleged espionage at the labs,
Trulock stated that DOE briefed the Senate Intelligence Committee in July 1996 and
the Flouse Intelligence Commuittee in August 1996, but did not participate in the other
17 briefings. After 1996, Trulock said, he did not return to brief Congress until his
testimony to the House Select Committec on China in September 1998, '*?

As pointed out by Senator Levin, the Administration has said that it provided
numerous bricfings to the Intelligence Committees about the cases involving China
and the labs. Moler has denied .that she prevented Trulock from briefing
Representative Goss and that she took allegations of PRC espionage at DOE
seriously. On the question of whether the Administration was trying to prevent the
W88 case from interfering with the policy of engagement with China, Trulock
acknowledged that Gary Samore, an NSC official in charge of nonproliferation policy,
did encourage DOE to proceed with “counterintelligence efforts in order to protect
sensitive information at the laboratorics,”'®

The House Government Reform Committee held a hearing on June 24, 1999, on
its concerns about firings, demotions, and harassment of “whistle-blowers,” ofticials
at the Energy and Defense Departments who expressed concerns to Congress about
security problems. On July 2, 1999, Chairman Dan Burton wrote a letter to Defense
Secretary Cohen criticizing an alleged gag order at the Defense Threat Reduction
Agency (DTRA) against employees speaking to commitiee staff.'®!

Energy Sccretary Richardson recognized the allegation that Moler sought to
deny information to Congress, when he announced an internal inquiry as one of seven
inittatives announced on March 17, 1999, In August 1999, Richardson announced the
results of the intermal probe by DOE’s Inspector General, which investigated the
question of obstructing briefings to former Sccretary Pena and Congress. However,
the report failed to “establish with any certainty that any Departmental official,
knowingly or intentionally, improperly delayed, prohibited, or interfered with briefings
to Mr. Pena or to the congressional intelligence committees.”'® Notra Trulock, who

1*® Hearing of the Senate Armed Services Commitiee, “Alleged Chinese Espionage at
Department of Encrgy Laboratories,” April 12, 1999; James Risen, “White House Said to
Ignore Evidence of China’s Spying,” New York Times, April 13, 1999; Hearing of the House
Armed Services Subcommittee on Military Procurement, April 15, 1999.
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led the investigation at DOE, criticized the Inspector General’s report as “a
whitewash™ and resigned as acting deputy director of intelligence to work at TRW
Inc., a defense contractor. He expressed frustration that he had been removed from
further involvement in the espionage investigation, called “Kindred Spirit,” and that
the internal DOE report failed to support his assertions of political interference.'®®

On March 8, 2000, Scnator Specter, as part of his investigation under the
jurisdiction of the Senate Judiciary Subcommittee on Administrative Oversight and
the Courts, issued a report critical of the investigations of Wen Ho Lee. The report
criticized the FBI's and DOE’s investigations as “inept.” [t also criticized the
Department of Justice and Attorncy General Janet Reno for not forwarding the FBI's
request for a warrant to the FISA court, despite “ample, if not overwhelming,
information to justify the warrant.”'®* However, Senator Charles Grassley, chairman
of the subcommittee, criticized the FBI for not telling Congress through most of 1999
that the Burcau had found that Lee was not the prime suspect in the espionage case
at Los Alamos. Senator Grassley said that he, along with Senators Specter and
Torricelli, had asked the General Accounting Office to examine whether a senior FBI
official (believed to be Neil Gailagher, head of the National Security Division) had
withheld documents from Congress i 1999. (The FBI then asked that the
investigation be suspended after Wen Ho Lee’s indictment.) Senator Grassley sent
a letter to Senator Specter that disputed his report, saying that the evidence against
Lee was weak.'®®

Role of the White House and NSC. Some raisc questions about how seriously
National Security Advisor Sandy Berger has taken concerns about PRC espionage at
the labs and when he informed President Clinton about the W88 case as well as the
neutron bomb case. Some Members called for Berger to resign over the suspected
compromise to national security. There are reportedly discrepancies between various
accounts of when the President was briefed by the NSC about the alleged espionage
cases and whether the President knew about suspected continued PRC espionage into
the 1990s. The President said on March 19, 1999, that “to the best of my knowledge,
no one has said anything to me about any espionage which occurred by the Chinese
against the labs, during my presidency.”'® After the New York Times reported on
April 8, 1999, that China sought additional neutron bomb data in 1995, however,
President Clinton explained his earlier statement as a rcsponse to a question
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specifically about alleged PRC espionage at the labs, which were apparently not linked
16 the neutron bomb case.'”’

In 1998, Berger reportedly told the House Select Committee on China that
President Clinton was informed carly that year, [n May 1999, Berger said that he
briefed the President in July 1997, after DOE briefed the NSC.'® The press reporis
that intelligence and DOE officials briefed Berger as early as April 1996 on the W88
and the neutron bomb cases. Berger says that, in 1996, the reports to him  were
“preliminary” and that “the FB1 hadn’teven begun its investigation”™ and there was no
suspect. Horger further explained that after 2 second briefing in 1997 that was “far
more extensiveand suggested that “thers was a potentially greater problem with
respect to Chinese acquisition of sensitive information,” he did brief the President.
Berger also explained that the President did not raise the issue of PRC cspionage at
the October 1997 sumpit with PRC President Jiang Zemin because of the need to
protect the secrecy of an ongoing investigation.™ Yer, FBI Director Freeh testified
in March 1999 that the PBI began s case {concerning the WEE data) in Scptember
195 and that, in August 1997, he 1old DOE officials that the statled case was not as
iowportant as the protection of information.!™

The PFIADB seid in June 1999 that “although the current National Security
Advisor was briefed on countenintelligence concerns by DOE officials in Apnil of
1996, we are not convineed that the briefing provided a sufficient basis o require
nitation of a broad Presidential directive at that time. 'We are convinced, however,
that the July 1997 briefing, which we are persuaded was much more comprehensive,
was sufficient to warrant aggressive White House action.”

Also, the PFIAB wevealed that the White House knew about PRC espionage at
the nuclear weapon labs earlier than 1996, n discussing the track record of the
Clinton Administration, the report noted briefly that, in 1995, after DOE officials met
with the FBI on suspected PRC espionage of U.S. nuclear weapon data, an analysis
group was formed at DOE to review the PRC nuclear weapon program, and senior
DO, CIA, and White House officials discussed options. The PFIAB alse noted in
its chronology that, m July 1995, senior DOE officials discussed possibility that
“China may have classified U.S. nuclear design information with CIA, FBI, and White
Hause senior officials in several meetings.” Former White Mouse Chiefof Staff Leon
Panetta reportedly said that he was informed by then Energy Secretary Hazel O'Leary
i July 1995, Afterwards, Panctta reportedly requested then DCI John Deuteh to
work with the NSC on the matter. Deutch briefed then National Security Advisor
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Anthony Lake in November 1995, The senior officials reporiedly did not brief
President Clinton in 1995, Sandy Berger was the Deputy National Security Advisor
at that time. . '

Export Centrals, Some critics have linked the controversy over lab security
with the Admmnistration's export control policy toward China. They cited the export
of high-perfarmance computers to Ching,'™ The Department of Cofmerce reported
" to Congress in January 1999 that 191 such computers were exported to China in
1998, for which three end-use checks were conducted.'” There were also concerns,
investigated by Congress in 1998, that exports of U.S. satellites have resulted in
transfers of missile technology to China.'™ Some argued that the Administration’s

-export control policies have allowed dual-use exports “of great strategic vatue” to
Chira that have resulted in greater damage to U.S. nationatl security than the leaks of
nuclear weapon data.'™ President Clinton, nonetheless, said that his Administration
hus been determined to prevent diversiong of seasitive techaology to China and has
placed controls on exports to China that are “tougher than those apphied to any other
major exporting country in the warld. "

Nuclear Cooperation with China. Some question whether it was appropniate
torthe Adninistration to have expanded nuciear ties with China, including exchanges
between the two nuclear weapon cstablishments, while it had suspiCions about
seourity compromises, Atthe 1997 US.China suramit, President Clinton promised
te issue certilications {(signed in January 1998} to implement the 1985 nuckear
cooperation agreement; during congressional review, the Administration did not
discuss problems at the labs.'™ At the 1998 summit in Beijjing, DOE signed a
governmental agreement on peaceful nuclear cooperation, including exchanges at the
labs.'™ The Administration argues that lab-to-lab exchanges were not the cause of
the alleged security problems,
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Criticisms of Partisanship

Sull others urge policy-makers to move beyond partisan debates 1o urgently
upgrade LLS. security at the labs, assess the potential damage from China’s reported
compromise of LS. scerets, and take corrective action. They also caution against
partisan attacks in this case that might damage broader and long-term U.S.~China
relations that are in U5, imerests, such as efforts on trade and weapon
nonproliferation.  They peint out that, as FBI Dircctor Frech confirmed, “great
vuinerability” to mtelligence compromises of security at the nuclear weapon labs has
been identified since 1988, ten vears prior to PRD-61. Frech said, “unfortunately, this
situation has been well documented for over ten years.,” Those concerns about
counterintelligence at DOE included a bearing held by Senator John Glenn in 1988
and studies by the FBL, CIA, and GAQ since then'”?

Damage Assessments

There are concerns that China’s suspected acquisition of the WES data could
have increased the threat to the United States by helping China's mederization of its
nuclear-armed ballistic missile foree, which reponedly has included efforts to develop
a miniaturized nuclear warhead and more reliable and mobile missilus, possibly with
multiple independently targeiable reentry velucles {(MIRVs), China is believed to have
deployed over 100 nuclear warheads on itz ballistic missiles, with more warlcads in
storage and a stockpile of fissile material '™ Of those missiles, there are reportedly
about 20 DF-5A strategic, long-range {13,000 km.; 8,000+ mi) HCBMs that could
reach all of the United States. Ching is developing a now DF-31 solid-Rucl, mobile
ICBM, with a range of about 5,000 miles, for deployment porhaps afier 2000,
reportedly with a smaller warhead (700 kg, 1,500 b)) than the DF-3A ICHEMs, In
addition, there are reportedly programs to develop a next-generation JL.2 SLBM and
a longer-range DF-41 ICBM.™

President on U.S. Superiority

On April 7, 1999, President Clinton presented a public assessmont that in the
L.S.-China strategic balance, U.S. nuctear forces still mamntais decisive superiarity
aver China's relatively limited strategic nuclear forces. He declared,

Now, we have known since the early 1980s thut China has nuciear armed missiios
capable of reaching the United States. Qur defense posture has and will continue
to take account of that reality. In part, because of our engagement, China has, at
hest, only marginally increased its deployed nuclear threat in the last 15 years. By

"% Testimnony of FBI Director Louis Freeh before the House Appropristions Subcotrurittee
on Commerce, Justice, Sate, and Judiciary, March 17, 1999,

2 Secretary of Defense, Profiferation: Threat and Response, November 1997,

% See CRS Report 97,391, China: Ballistic and Cruise Missiles, by Shirley A. Kan; and
CRE Report 97-1022, Chinese Nuclear Testing and Warkead Development, by Jonathan
Nedalia. :
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sigring the Comprehensive Test Ban Treaty, China has accepted consimintson ils
ability to modernize its arsenal sl g e when the nuclear balance remuins
overwhelmingly in our favor, Ching bas fower thon two dozen Jong-range nuclear
wenpons todoy, we have over 6,000,

Intelligence Community’s Damage Assessment

At the end of 1998, the House Select Committes on China chaired by
Congressman Cox approved a repart that urged, among other reconumnendations, that
" “the appropriate Executive departments and agencies should conduct 2 comprehensive
damage assessiment of the strategic implications of the security breaches that have
taken place™ by Ching at the nuclear weapon labs. ™™ The Imtelligence Community,
assessed the difficult question of how muuch PRT naclear weapon designs might have
henefitted i China obtined the W88 data. On this question, National Security
Advisor Berger acknowledged soon after the news reports that, “there’s no question
they benefitted from this.”™*

DCE George Tener further announced on March 15, 1999, that after an
interagency tewm completes a damage assessment by the end of March, an
independent panel led by retired Admiral David Jeremiah will review the findings.
The damage assessment of the Intelligence Community was completed by the end of
March, and the independent pancl roviewed that assessment and made
recommendations for changes by early April. Some say that an independent review
was needed to give the assessment greater credibility against any charges of
politicization intended to protect the policy of engagement toward China and other
policies, Some reports suggested that NSC official Gary Samore {in August 1997,
as the White house was preparing for President Clinton’s first summit with the PRC)
had requested an alternative assessment from the CIA that downplayed DOE’s
conclusion that successful PRC espionage was primarily responsible for the leaks at
Los Alamos, "

The DCI bricfed the fingl asscssment to the appropriate congressional
conmmitices and the White House on April 21, 1999, Robert Walpole, the National
Intelligence Offtcer for Strategic and Nuclear Programs, led the damage assessment,
which was prepared by the CLA, DOE, Department of Defense, the Defense
Intelligence Agency, the National Security Agency, the State Departiment’s Bureau
of Intelligence and Research, the FBI, the National Counterinielligence Center, and
nuclear weapon experts from Los Alaros, Livermore, and Sandia labs.'™ After being

" President Williass Sefferson Clinton, speech sponsored by the U5, Institute for Peace at
the Mayflower Hotel, Washington, D.C., April 7, 1999,

¥ National Security Council’s response {unclassified version) to the House Select
Committee’s recommendations, Febraary 1, 1999,

" Sandy Berger's interview on NBU's "Meet the Press,” March 14, 1994,

82 wisen, fumes and James Gerth, “Ching Stole Nuclear Secrets From Los Alamos, US.

Oificials Say.” Mew York Times, March 6, 1999

B CEA, “The Intelligence Community Damege Assessment On the hnplications of Ching's
{continugd. .}
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briefed on the Intelligence Community’s damage assessment on April 21, 1889,
President Clinton said that he has further asked the National Counterintelligence
Policy Board to assess potential vulnerabilities at nuclear weapon institutions ather
than the nasional Jabs. '

According to the unclassificd key findings released by the DCI, the Intelligence
Community’s damage assessment, with concurrence by the independent panel,
confirmed that “China obtained by espionage classified U.S. nuclear weapons
information that probably accelerated s program to develop future nuclear
weapons.” That successful PRC espianage effort, which dates back to at least the late
1970s, bencfived PRO nuclear weapon design program by allowing China to “focus
successfully down critical paths and avoid less promising approaches to nuclear
weapon designs.” Furthermore, the asscssment found that China obtained “basic
design information on several modern 118, nuclear reentry vehicles, including the
Trident 117 that delivers the WES warhead as well as “a vanety of U5, weapon design
concepts and weeponization features, including those of the neutron bomb.” The
information on U.5. nuclear weapons has made an “impertant contnbution” to PRC |
cfforts 1o maintain 2 second strike capability and develop future auclear weapon
designs. However, it i uncertain whother China obtained documenmation or
blueprints, and China also benefitted from information obtained from a wide varicty
of sources, including open sourges (unclassified information) and China’s own efforts.
The assessment sise staies that the PRC has not demonstrated any “apparemt
mademization” of the deploved strategic force or any noew nuclear weapons
deployment.  (China has not comducied nuclear tests sinee July 1996) The
asseasment also confiimed that Ching has the “echaical capability”™ to develop a
MIRY system for the currently deploved ICBM, but has not done so. Nonetheless,
WS, ntetlipence reported that “ULS. information acquired by the Chinese could help
them develop a MIRY for a future mobile missile.”

On the continuing need for effective counterintelligence and intelligence, the
assessment confirs that, even today, the PRC is using “aggressive collection efforts”
directed at U.S. nuelear weapon secrers in order 1o fill significant gaps in China’s
programs. Adding further to questions about possible politicization and erosion of
expertise in the Intelligence Community, the indopendeont revicw panel warned that
the Intelligence Community has “too little depth.” The panet akso added that multiple
couniries “have gained access to classified LS, information on a varicty of subjects
for decades, through espionage, leaks, or other venues,” and such losses are “much
more significant™ in today’s context of diminished U.S, research efforts intended to
ensure a “protective edge” over those countries using U.S. information.

¢ coatinued) -
Agguisition of US, Nuclear Woeapons Information On the Development of Future Chinese
Weapons,” {unclassified release), Apnil 21, 1999,

H Siatement by the President, April 21, 1999,
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Cox Committec’s Report

Findings. According to its declassified report released in May 1999, the Cax
Committee reporied that, singe the late 1970s and *almost certainly” continuing
today, the PRC has pursued intelligence collection that includes not only espionage,
but also review of unclassified publications and interaction with U.S. scientists at the
DOE s national laboratories, including Los Alamos, Lawrence Livermore, Oak Ridge,
and Sandia. The PRC has “stolen” classified information on the most advanced U.S,
thermonuclear weapons, giving the PRC design information on thermonuclear
weapons “on a par with our own.” The information inciudes classified information
on seven warheads, including “every currently deployed thermanucicar warbead inthe
U.S. ballistic missile arsenal]” on the neutron bomb; and on “a number of* reentry
vehicles of U.S. missiles. The PRC scquired information on seven LLS, nuclear
warheads, including the W8S, the most advanced, miniatare U8, nuclear warhead
deployed on the Trident -5 submarine-launched ballistic missile (SLBM):

WSS deployed on the Trident D3 submanine-launched ballistic missile (SLBM)
WR7: deployed on the Peacekeeper intercontinental ballistic missile ({CBM)
W78: deployed on the Minuteman 11 ICBM

W76: deplayed on the Trident €4 SLBM ‘

W70: previously deployed on the Lance shortrange ballistic missile (SRBM)
Wo2: deployed on the Minuteman 111 IOBM

W36 previcusly deploved on the Minuteman 1 IUBM,

The commuttee focused on potential implications for US. national security,
judging “that the PRC will exploit clements of the U8, design information on the
PRC’s next generation of thermonuclear weapons,” The PRC successfully tested
smaller thermonuclear warheads in 1992 to 1996 {prior to s July 1996
announcenient of a nuclear testing morstorium and its September 1996 signing of the
Comprehensive Test Ban Treaty {CTBT)). The commitiee reporied that information
lost from the DOE labs accelerated PRE nuelcar weapon modemization and “helped
the PRC in its efforts to fabricate and successfully test its next gencration of nuclear
weapons designs, These warheads give the PRC sowall, modern thermonuclear
warheads roughly equivalentto current [1.8, warhead yields,” The PRC “could begin
serial production™ of such weapons during the sext decade in connection with the
development of its next generation of solid-fuel mobile [CBMs, including the DF-31
that “may be tested in 1999” and “could be deployed as soon as 20027 Although the
PRC currently deploys nuclear-armed ICBMs, “with stolen U S, technology, the PRC
has leaped, in a handful of years, from 1950s-era strategic nuclear capabilitics (o the
mare modern thermonuclear weapons designs.”  Regarding whether the PRC's
nuclear program continucs to require testing, the committee judged that if the PRC

¥ Select Commitiee, 1.8, House of Representatives, H.Rept. 105-851, U8 National
Secwrity grd Miditary/Commercial Concerny with the People 's Republic of Ching, (classified
seport issued on January 3, 1999; declassified version issued on May 25, 1999); See aiso;
CRS Report RLIB2N, China's Technology Acquisitions: Cox Committee’s Report —
Findings. Issues, and Recommendations, June 8, 1999, by Shirley A, Kan.

¥ For information, see CRS Report 97-1022, Chinese Nuclear Testing and Warhead
Development, by Jonmban Medalia,
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successfully stcals U.S. nuclear test codes, computer models, and data, and uses them
with the U.S. HPCs already imported, the PRC “could diminish its need for further
nuclear testing to ¢valuate weapons and proposed design changes.”

As for the strategic balance, the report noted that “the United States retains an
overwhelming qualitative and quantitative advantage in deployed strategic nuclear
forces” over the PRC’s up to two dozen CSS-4 ICBMs. Nonetheless, the report
stated that “in a crisis in which the United States confronts the PRC’s conventional
and nuclear forces at the regional level, a modernized PRC strategic nuclear ballistic
missile force would pose a credible direct threat against the United States.”

On the question of whether having smaller nuclear warheads would facilitate
PRC development of multiple independently targetable reentry vehicles (MIRVs) for
its nuclear missile force, the committee reported that it had “no information on
whether the PRC currently intends to develop and deploy” MIR Vs,

A complicating factor is that, as the committee revealed, the CIA obtained, in
1995 someplace outside of the PRC, a secret PRC document containing “design
information” on the W88 and “technical information” on another five U.S.

-thermonuclear warheads from a “walk-in” directed by PRC intelligence. The “walk-
in” voluntecred various materials to the CIA and to Taiwan, according to
Representative Cox.'™ There are questions about the credibility and motivation of the
“walk-in” who provided documents showing PRC possession of U.S. nuclear weapon
secrets, As the Cox report noted, “there is speculation as to the PRC’s motives for
advertising to the United States the state of its nuclear weapons development.” PRC
intelligence could have sought to raise the credibility of the “walk-in;” increase the
credibility of China’s nuclear arsenal as a deterrent to U.S. intervention in a regional
crisis; trigger a disruptive “spy hunt” in the United States; or raise suspicions of PRC
students working in the United States to bring them back to China."”'  Also, China
could have made a major blunder or had another unknown objective. In addition, a
rival of the PRC could have planted the documents in Taiwan,'” or the “walk-in"
could have sold them in self-interest. In any case, as the Cox report said, PRC nuclear
tests conducted from 1992 to 1996 had already raised suspicions in U.S. intelligence
that China had stolen U.S. nuclear weapon information, and the information provided
by the “walk-in" in 1995 “definitcly confirmed” those suspicions.

Prather Report. A report by a nuclear physicist Gordon Prather, released by
Jack Kemp on July 8, 1999, questioned the Cox Report’s findings about PRC
espionage, but criticized the Clinton Administration (particularly former Energy
Secretary Hazet O’Leary) for its policies. Prather cited three policies as responsible
for security problems at the labs: support for the CTBT; a “reckless policy” of
unprecedented “openness” that declassified much nuclear weapon information, so that

1% Pincus, Walter, “Prescriptions for Keeping Secrets,” Washington Post, May 27, 1999.

1! Loeb, Vernon and Walter Pincus, “Planted Docunient Sows Seeds of Doubt,” Washington
Post, May 28, 1999,

1 Weiner, Tim, “Nuclear Thriller With Ending As Yet Unwritten,” New York Times, May
25,1999,
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spying is unnccessary; and cﬁgaging the PRC nuclear weapon establishment with the
DOE’s lab-to-lab exchanges.'”

China Confirmed Its Neutron Bomb. On July 15, 1999, the PRC government
issucd a response denying the Cox Committee’s charges that China stole U.S. sccrets.
In the report was a short paragraph acknowledging that China has the neutron bomb.
The statement said China mastered “in succession the ncutron bomb technology and
nuclear weapon miniaturization technology.” In addition, “since China has already
possessed atom bomb and H-bomb technologies, it is quite logical and natural for it
to master the ncutron bomb technology through its own efforts over a reasonable
period of time,”™*

PFIAB (Rudman) Report

For a parallel review, on March 18, 1999, President Clinton appointed former
Senator Warren Rudman, head of the President’s Foreign Intelligence Advisory Board
(PFIAB), to undertake a review of how the government has handled security
challenges at the labs over the last 20 years. The PFIAB’s special investigative panel,
with four members, reviewed over 700 documents and interviewed over 100
witnesses — who apparently had concetrns about reprisals and asked that they not be
named. On June 15, 1999, the PFIAB issued an unprecedented unclassified report,
with findings and recommendations for both the Executive and Legislative
branches.'” These findings and recommendations are summarized below.

Findings.

e Twenty years after the creation of DOE, most of its security
problems “still exist today.”

e The national weapons labs “have been and will continue to be a
major target of foreign intelligence services, friendly as well as
hostile.”

& “Organizational disarray, managerial neglect, and a culture of
arrogance — both at DOE headquarters and the labs themselves —
conspired to create an espionage scandal waiting to happen.”

e “Increasingly nimble, discreet, and transparent in their spying
methods, the Chinese services have become very proficient in the art
of seemingly innocuous elicitations of information, This modus
operandi has proved very effective against unwitting and 1ll-prepared
DOE personnel.”

19 Prather, James Gordon, “A Technical Reassessment of the Conclusions and Implications
of the Cox Committee’s Report,” July 8, 1999, See also: Jack Kemp’s press release, July 8,
1599, and Robert D, Novak, “Republican China-Bashing,” Washington Post, July 12, 1999,
For copies of report, contact Jack Kemp's office or Home Page of Polyconomics, Inc.

1% pRC, Information Office of the State Council, “Facts Speak Louder Than Words and Lies .
Will Collapse by Themselves — Further Refutation of the Cox Report,” July 15, 1999.

1% President’s Foreign Intelligence Advisory Board, Special Investigative Panel, Science ar
its Best, Security at its Worst: A Report on Security Problems at the U.S. Department of
Energy, unclassified, June 1999,
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¢ “Both Congressional and Executive Branch leaders have resorted to
simplification and hyperbole in the past few months. The panel found
neither the dramatic damage assessments nor the categorical
reassurances of the Department’s advocates to be wholly
substantiated.”

e “We concur with and encourage many of Secretary Richardson’s
recent initiatives to address the security problems. . . ©

e Energy Secretary Richardson “overstated the case when he asserts,
as he did several weeks ago, that *Americans can be reassured: our
nation’s nuclear secrets are, today, safe and secure’.”

e Both intelligence officials at DOE and the Cox Committee “made
substantial and constructive contributions to understanding and
resolving sccurity problems at DOE. . . we concur on balance with
the damage assessment of the espionage losses conducted by the
Director of Central Intelligence. We also concur with the findings of
the independent review of that assessment by Admiral David
Jeremiah and his panel.”

e “On one end of the spectrum is the view that the Chinese have
acquired very little classificd information and can do little with it. On
the other end is the view that the Chinese have nearly duplicated the
W88 warhcad. . . . None of these extreme views holds water. . . .
The most accurate assessment . . . is presented in the April 1999

* Intelligence Community Damage Assessment.”

¢ “Despite widely publicized assertions of wholesale losses of nuclear
weapons technology from specific laboratories to particular nations,
the factual record in the majority of cases regarding the DOE
weapons laboratories supports plausible inferences — but not
irrefutable proof — about the source and scope of espionage and the
channels through which recipient nations received information.”

o “Particularly egregious have been the failures to enforce cyber-
security measures. . ."”

s “Never before has the panel found an agency with the bureaucratic
insolence to dispute, delay, and resist implementation of a
Presidential directive on security, as DOE’s burcaucracy tried to do”
to PDD-61 in February 1998.

¢ DOE is “incapable of reforming itself — bureaucratically and
culturally — in a lasting way, even under an activist Secretary.”

Recommendations.

¢ “Reorganization is clearly warranted.” Two altemative solutions for
a new Agency for Nuclear Stewardship (ANS) to be established by
statute:

1. A new semi-autonomous agency with DOE (similar to the National Security
Agency (NSA), Defense Advanced Rescarch Projects Agency (DARPA) or the
National Occanographic and Atmospheric Administration (NOAA)) reporting
directly to the Secretary of Energy.
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2. An independent agency (similar to the National Acronautics and Space
Admimstration {NASA)) reporting divectly to the President,

e “The labs should mever be subordinated to the Department of
Defense.”

s “DOE cannot be fixed with a single legislative act. . . Congress and
the exccutive branch . . | should be prepared to monitor the progress
of the Department’s reforms for yvears (o come,”

s “The Foreign Visitors™ and Assignments Program has bren and
should continue to be a valuable conwibution 1o the scientific and
techooiogical progress of the nation.”

s “Abolish the Office of Energy Intelligence,”

e “Congress should abolish its current oversight system for national
weapons labs”™ with gbout 15 competing commitices. The report
recommends a new Joint Comminee for Congressional Oversight of

"ANS/Labs.

Stanford Critique

In December 1999, four scholars at Swanford University’s Cemter for
International Sccurity and Cooperation issucd thelr oritique of the Cox Committee’s
unclussified report.”™ In the section on nuclear weapens, W, K. H. Panofsky found
that the Cox Committee’s report “raakes largely unsupported allegations about theft
of nuclear weapons wiormation, but the impact of losses is gither greatly overstated
ar not stated at all.” Fusther, the muthor wrote thut “there is no way 1o judge the
extent, should China field a new generation of thermonuclear weapons, of the benefi
derived froms publicly available knowledge, indigenous desipn efforts, and
clandestinely obtained information.” Panofsky also doubted the Cox Committee’s
assertion that stolen ULS. nuclese seerets give the PRC design information on
thermonuclear weapons on par with our own,

The Senate Inteiligence Commitice’s staff dircotor, Nicholas Rostow, {formerly
the deputy staff director of and counse! 1o the Cox Committze} issued a response (o
the critique by the group at Stanford, ™ He maintained that the Cox Committce
report Mis valuable™ and “factually accurate.” Mo explained that “the important
findings of the Select Commitiee are abmost all based on classified information.” He
assessed the cntique as “an atiempt to foster debate and to reiterate the authors®
views on U.S. relations with the People’s Republic of China™

P Johnsion, Alawtair fain, W, K. 11, Panofsky, Marco Di Capua, and Lewis R, Franklin,
{edizgd by M. M. May), “The Cox Committee Report: An Assessment,” December 1999,

7 Rostow, Nicholag, “The ‘Panofsky” Critique and the Cox Committee Report: 50 Factual
Lrrors in the Four Bssays,” Becember 1999,
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Implications for U.S, Policy

Counterintelligence and Laboratory Security™

The Los Alamos incident has led 1o soveral reassessments. As notsd above, the
Inteliigence Comvuunity s undertaking an assessment of potential damage to national
security from possible leaks of nuclear weapons secrets, and DU George Tenet has
asked retired Admiral David Jeremialy, former Vice Charman of the Joint Chiefs of
Staff, to review the in-house effort. In addition 1o the PFIAB’s review mentioncd
aghove, several conpressional committees will be undertaking their own investigations.
These reviews may become parts of a larger assessment of U.S. counterintelligence
capahilitics; in May 1998 the Senate Imtelligence Committee had expressed its
concerns about the FBI's farlure 10 address technological challenges relating to
mformation systems modemization and criticized the Defense Department’s
substantial reductions in the resources devoted to counterintelligence.'™

Administration spokestien point to a coricerted counterintelligence effort already
undderway,  In response to the revelations of spying for the Soviet Union by ClA
official Aldrich Ames, o Presidential Decision Directive signed in May 1994 placed
the policy and coordmating machinery of counterintelligence in the hands ef the NSC
and created a National Counterintelligence Policy Board compaosed of representatives
of the principal law enforcement and intelligence agencies, reporting to the National
Secority Advisor. The Board was subsequently given a statutory charter in the
FY 1995 Intclligence Authorization Act (P.L. 103-359).2%

A major poal in establishing the Counterintelligence Policy Board was
coordination of CIA and FBI ¢fforts with a focus on counterintelligence at intelligence
agencies; concerns about Energy Departinent laboratories were not publicly discussed
in 1994, |t is generally agreed that coordination among law enforcement and
intelligence agencies has improved in recent years, As a result, however, of concerns
dating at least from 19935 that China may have acquired sensitive information from
Los Alamos, PDD-61 was issued in February 1998, mandating a stronger
counterintclligence program within DOE laborstories. According fo Energy Secretary
Richardson, stepstaken inresponseto PDD-61 have included new counterinteliigence
profussionals based at the laboratorics, a doubling of the budget for
counterintelligence, a new screening and approval process for forcign scientists
secking access to the laboratories, and more extensive scourity reviews — including
the use of polygraphs — for scientists working in sensitive programs,™

1%t Prepared by Richard A. Besi, Jr., Specialist in National Defense.

% 13.8. Congress, 105*% Congress, 2d session, Senate, Select Commitice on Intelligence,
Authurizing Appropriations for Fiscal Year 1993 for the Intelligence Activities of the United
States Government and the Central Intelligence Agency Retirement and Disabiliy System
and for Other Purposes, 8. Ropl. 105-185, Muy 7, 1998, pp. 4-6.

108 Stat, 3455.3456,

3 34t Richordson, “Guarding Cur Nuclear Secunity,” Washington Pest, March 1§, 1999,
o ALT ’


http:programs.WI

CRS-50

Secretary Richardsonindicates that additional measures are under congideration,
and there appears to be o widespread conviction that secunty at the laboratories needs
tc be tightened to minimize the possibility of leaks of sensitive weapons-related
information. Some observers caution however that, given the nature of the mission
of the loboratories, it is unlikely that conditions of tight secrecy such as existed during
World War I can be reestablished (and even that secrecy was effectively penetrated
by Soviet agents).™ They argue that scientific researchers at Los Alamos and the
other laboratories expeet and depend on a relatively free flow of information with
their counterparts throughout the world, There is a perceived need 0 engage
seientisis and other technical experts from other countries in the effort to detect and
limit the spread of nuclear technology and weaponry. Such engagement, they argue,
depends on the development of good working relationships with their counterparts
and visits to U.S. research facilities.™

A matter of interest for Members is the reporting of potentisl counterintelligence
concerns to congressional commitiees, Annual rwoports of potential disclosures of
classified information to foreign powers are required by statte 1o be made t
caongressional commitiecs — the two intelligence and the two judiciary committecs
— by the Director of the FBI i consultation with the DCLP™ Less formal venues for
reporting to oversight committees are also available. Details of this reporting would
mevitably be classified. There appear to be differences of opinion regarding the extent
and adeq;gzcy of congressional notification regarding the potential problems at Los
Alamos™

Nuclear Nonproliferation and Lab Exchanges

In addition to questions about PRC weapon designs, there are implications for
U.S. policy posed by China possibly passing U.S, nuclear weapon secrets to other
countrics. As discussed above, in the late 19705 to 1980s, the PRC reportedly
acquired U.S. data on the neutron bomb from Livermere and passed it to Pakistan,
The United States and other countries have been concerned about FRC huclear
proliferation, especially in Pakistan and Iran”™  Advanced U8, warheads have
features of value to would-be nuclear weapon states. These featuros might pormita
nation to develop more efficient warheads, m which case it could buld maore bombs

%2 On successful Soviet efforts ta obtain information from Los Alamwos, sce Joseph Athright
and Marcia Kunstel, Bombshell: The Secret Story of Ameriva's Unknows Spy Coaspivacy
(New York: Random Housg, 1997); Robert Lowis Benson and Michae! Warner, eds,, Feaona:
Soviet Espionage and the American Response, 19391937 (Washingion: Nationat Security
Agency and Central Intelligence Agency, 19963,

2 See Siegfried S. Heeker [a former director of the Los Alames Laboratory], “Between
Science and Security: At Los Alamos, Risk Comes with the Territory,” Washiagton Post,
March 21, 1999, p. Bl.

2108 Swat. 3436,

2 Sew Witliam Safire {quoting Representative Cox), “Of Nukes & Spooks,” New Yark Times,
March 15, 1999, p. AZ5.

¥ See CRS Issue Brief 1BR20S6, Chinese Proliferation of Weapons of Mass Destruciton:
Cwrpent Policy Ivsues, by Shuley A, Kan.
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with its supply of uranium or plutonium. They might solve engineering problems or
suggest production shortcuts. [f China passed U.S. nuclear weapon information to
another country, it could develop and deploy a more potent nuclear force faster.

The CIA’s damage assessment, that was briefed to Congress and the
Administration on April 21, 1999, cited a greater concern for nuclear proliferation.
It acknowledged that China could pass U.S. nuclear weapon secrets to other
countrics, although it is not known whether China has done so. The assessment
cautioned that, now that the PRC has more modem U.S. nuclear weapon information,
they “might be less concerned about sharing their older technology.”"?

India or another country concerned about the advancement of PRC nuclear
weapons might pursue further development of nuclear weapons and the missiles to
deliver them in response to reports that China may have acquired designs for the
W88, Citing security concemns about China, India conducted several nuclear tests in
May 1998 and has not signed the CTBT. '

Citing concerns about nuclear proliferation, Members looked at curtailing the
U.S.-China lab-to-lab program that the Clinton Administration initiated in July 1994
and formalized in a June 1998 official agreement. Leading a delegation to the Los
Alamos National Lab, Senator Shelby, Chairman of the Intelligence Committee, is
quoted as saying on April 12, 1999, that a “tourniquet™ needs to be placed on the
“hemorrhaging” of bomb secrets to foreign countries.”® If there are security gaps at
the Jabs stemming from foreign exchanges, Congress may want to cnsure that
adequate counterintelligence measures are in place. (See Legislation above.)

The Intelligence Community’s April 1999 damage assessment states concemns,
highlighted by some, about PRC “technical advances” based on contact with scientists
from the United States and other countries, among a variety of sources of
information. {Other countries may include Russia.} The review pancel’s note on the
damage assessment also warned of the dangers of exchanges between U.S. and PRC
or Russian nuclear weapon specialists, urging that a separate net assessment be done
on such formal and informal contacts. Yet, the panel also noted that “the value of
these contacts to the U.S,, including to address issues of concern — safety, command
and control, and proliferation — should not be lost in our concern about protecting
secrets.”

Another report on PRC espionage included warmings about exchanges at the
labs. According the CIA and FBI's 1999 unclassified report, “PRC scientists, through

™7 CIA, “The Intelligence Community Damage Assessment On the Implications of China's
Acquisition of U.S, Nuclear Weapons Information On the Development of Future Chinese
Weapons,” (unclassified release), April 21, 1999,

%% Brooke, James, “Senator Tells Nuclear Bomb Labs To End Foreign Scientists® Visits,”,
New York Times, April 13, 1999.
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mutually beneficial scientific exchange programs, gather [science and technology]
information through U.S. national laboratories.”*

China’s nuclear weapon facilities include the China Academy of Engineering
Physics (CAEP), also known as the Ninth Academy, at Mianyang, Sichuan province;
Institute of Applied Physics and Computational Mathematics (IAPCM), in Beijing;
High Power Laser Laboratory, in Shanghai; and Northwest Institute of Nuclear
Technology (NINT), near Xian.?'"® China’s nuclear weapon installations have been in
transition since a reorganization of the defense industrial sector in the spring of 1998
that included the civilianization of the Commission of Science, Technology, and
Industry for National Defense (COSTIND) solely under the State Council. PRC
nuclear weapon facilities may now be partly or fully subordinate to the Chinese
military’s new General Equipment Department set up in April 1998 to centralize and
irnprove control over research and development, production, and deployment of
Weapons.

Placing restrictions on the foreign visitor program, however, may have
immplications for U.S. policy on arms control and nonproliferation. The Administration
argues that foreign exchanges have not compromised U.S. sccurity and have not
involved weapon secrets. Moreover, contacts with foreign nuclear scientists allow
U.S. nuclear weapon labs to leam about the secretive nuclear weapon establishment
in China - especially as it is undergoing changes. In October 1998, John Browne,
Director of Los Alamos, testified that “access to classified information by foreign
nationals is not allowed” in DOE’s foreign visitor program.?"' The Administration
says that engagement of PRC and other scientists fosters support for arms control and
nonproliferation objectives as well as advances U.S. interests in making surc that
foreign nuclear powers have sufficient control over nuclear materials so that they are
not leaked to rogue states.”** The former Director of Los Alamos argues that “any
contact with China’s nuclear weapons establishment needed to be clearly focused to
avoid aiding their weapons program. Hence, the Department of Energy authorized
only small, restricted interactions on nuclear materials protection and verification
technologies for arms control treaties. These activitics were and still are clearly in our

* CIA and FBI, “Report to Congress on Chinese Espionage Activitics Against the United
States,” December 1999, released March 8, 2000.

210 Department of Commerce, “Entity List, Entities of Proliferation Concern Listed in
Supplement No. 4 to Part 744 of the Export Administration Regulations,” updated November
19, 1998, Defense Intelligence Agency, Defense Intelligence Reference Document DI-1921-
60A-98, “China’s International Defense-Industrial Organizations,” June 1998; Conference
at the Monterey Institute of International Studies, November 1997.

21 105" Congress, Hearing of the House National Security Subcommittee on Military
Procurement, “Department of Energy’s Foreign Visitor Program,” October 6, 1998,

%2 Prindle, Nancy, “The U.S.-China Lab-to-Lab Technical Exchange Program,”
Nonproliferation Review, Spring-Summer 1998; Wen L. Hsu, “The Impact of Government
Restructuring on Chinese Nuclear Arms Control and Nonproliferation Policymaking,”
Nonproliferation Review, Fall 1999,
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national security interest.”*'? Testifying before the Cox Committee in October 1998,
C. Paul Robinson, director of Sandia, stated that “the Jab-to-lab program with China
has been beneficial in several ways. [t provides the United States with perhaps its
only window on the Chinese nuclear weapons program. . . Moreover, the program
has helped promote the cstablishment of an arms control program in China,”*"*

U.S.-China Relations

The disclosures about suspected PRC espionage at the U.S. labs have further
complicated the Administration’s policy of engagement with China. Vice President
Gore said on March 9, 1999, that “having a relationship with [the Chinese] within
which we can try to affect their behavior and improve human rights, eliminate unfair
trade practices, and bring about the kinds of changes that will lead to further
democratization in China, these things are in our interest.””?"* On March 11, 1999,
President Clinton first defended his policy against charges of laxity in dealing with
China and asserted that engagement “has paid dividends” for U.S, interests in weapon
nouprolifcration, Korea, and the Asian financial crisis. He also argued against an
“isolated no-contact” relationship with Beijing.'® In a major speech on China policy
on the eve of PRC Premier Zhu Rongji’s.visit, President Clinton again explained that
seeking to resolve differences with China cannot be achieved “by confronting China
or trying to contain her,” but through a “policy of principled, purposeful engagement
with China’'s leaders and China’s people.”

Some critics have charged that the W88 case shows that engagement has not .
adequately protected U.S. national interests, and a more confrontational policy —
some call containment — should be pursued. They have said that the credibility of
the While House on China policy has been further croded and that engagement has
brought more harm than benefits to U.S. interests. Senator Helms wrote on July 8,
1999, that the Cox Report presented “dammning disclosures on the Clinton
Adninistration’s “engagement’ policy toward Beijing” and urged a “fundamental
reasscssment”of U.S. policy toward China.*"®

Still other critics have pointed out that PRC espionage and the Chinese military
has and will continue to challenge U.S. interests and the question is not whether the

23 Hecker, Siegfried S., “Between Science and Security,” Washington Post, March 21, 1999,

1'% Slatement of C. Paul Robinson, U.S. House of Representatives Select Committee on U.S.
National Security and Military/Commercial Concerns with the People’s Republic of China,
October 14, 1998.

35 Harris, John F. and Walter Pincus, “Gore Defends U.S. Stance On China, Security Issues,”
Washington Post, March 10, 1999,

1 president William Jefferson Clinton, remarks at the signing ceremony and summit t‘;losing
in Guatemala, March 11, 1999,

217 President William Jefferson Clinton, speech sponsored by the U.S. Institute of Peace, April
7, 1999.

2% Helms, Jesse, “"Engagement® With China Doesn't Work. Now What?" Wall Street
Journal, July 8, 1999.
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United States nceds to remain engaged with China — as the President has said, but
how that long-standing policy of cngagement is carried out by the Clinton
Administration. According to them, engagement — but with a tougher approach —
is still the most appropriate policy at this time. For example, James Lilley, former
ambassador and CIA station chief in China, argued, PRC spying and American spying
will continue, but exposing PRC espionage “should not derail our relationship with
China,"

Concerns over PRC nuclear espionage have spurred even some supporters of
engagement to criticize the Clinton White House’s pursuit of what it calls a
“constructive strategic partnership” with China.*® Henry Kissinger, credited in part
with the opening to China, wrote that “a sustainable Sino-American relationship
requires something beyond presidential invocations of “engagement’ that imply that
contact between the two societies will automatically remove all latent tensions, or of
a ‘strategic partnership’ whose content is never defined.”*! '

Besides the immediate concemns about lab-to-lab exchanges, this W88 case also
has ramifications for other aspects of the relationship with China. In March 1999,
Representatives Gilman and Rohrabacher wrote letters to Defense Secretary William
Cohen questioning exchanges with the People’s Liberation Army (PLA).*# The
Pentagon has pursued military-to-military tics with the PLA as a means to deter PRC
provocations, increase mutual understanding, and expand relations with important
leaders in China. Some observers are also concerned that a worsened political
atmosphere could affect trade relations, including judgments about whether it is
appropriate for the United States to support China’s entry into the World Trade
Organization.
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