WITHDRAWAL SHEET
Clinton Library ’

Collection: Clinton Administration History Project
Archivist: JGP

CA/Box: [24116] |3]
File Folder: Dept. of Commerce ~ Bureau of Export Administration

Date: 8/2/04

DOCUMENT SUBJECT/TITLE PDATE RESTRICTION

NG & TYPE i
. Memoto From John Sopko; rer Ching Spy Timcling, bp. {partial) 199 | PUBI
File '

: Unclass.
RENTRICTIONS
P Nasona! sopurity olaseified informasion [(2¥ 1) of the PRA). H1 Navional secunity classified imnformasion (b} (1] ef the FOLAL
P2 Reloving 1o appointment it Pederal offiee fa¥(d) of the PRAL B2 Redease could disclose imernal personmet rules snd practices of an
ageney [0 of the FOIA ).

P32 Relesse would vivlale 2 Federad sintite HaX{3) of the PRA] HA Refesss wonld violate a Federal slatute [(b)i3) of the FOTA]
¥4 Helease would Bsetose trpde soeruts of confidential sommercial B Hedonse would disclose trade seerets or comitdential commeretat (ingnciad information
ut feaneis! iInthemation ({a¥4) ol e PRAL . fib¥a} of ihe FOHAL
PE Reloase wouhl disclimeg conBidonud advic botworn the Prasidenl and b Refeasy would constitule a clearly unwarranted invasion of
his advisors, of boyween such advisors Ha¥5 ol he PRAL : rersanad privacy J(bHH) of the FOIA).
P6 Release would constitute o olearly vawesaniod Bwvasios of personsd BY Relesse would disclose miormation compiled for law enforee-
privacy )6 of e PHAL wont pucpies 16X of the FOLA)

BE Releuse would disclose information concoming the regulation of
: firneial nstitutions {(DH(2} of the FOIA .
C. Closed in scoandange with restrictions containad indonor's degd of gt BY Heleaso would disclose geofogical o geophysical information
concerming weils [BXY) of the FGIA ).



http:p"vlI.ey
http:l'~er.ll

KEYNOTE ADDRESS
UNDER SECRETARY WILLIAM A, REINSCH
BUREAU OF EXPORT ADMINISTRATION
U.S. DEPARTMENT OF COMMERCE

UPDATE 2060
WASHINGTON, DC

JUNE 18, 2000
INTRODUCTION

Welcome to BXA’s thirteenth Update conference. Itis s pleasure to be here and to again have
the opportunity to discuss our Nation's export control policies. But this year the opportunity is
bittersweet, as this is the final Update of this Administration, and the last time T expect to appear
before you.

1t 15 with this in mind that [ want 1o indulge in a bit of history of what we have done over the past
seven and half years as well as some of the challenges we and our successors will face in the days
shead.

When this Administration began #ts work, we were at a crossroads in U.S. strategic trade policy.
The design of our export control system was antiquated and its process creaky, having been
designed for the Cold War, when paolitical relationships were less ambiguous.

Qur goal was to build & strong Western alliance as a bulwark sgainst Communism. Our security
was tied to keeping advanced capabilities out of our adversanies hands., This meant keeping our
best technology from reaching bevond our borders.

Then the world changed dramatically. The familiar framework we had followed for nearly a
half-century required new flexibility to deal with more ambiguous, but equally real emerging.
threats. Instead of bipolar simplicity, we face a number of rogue states -- or should 1 say "states
of concern?” -« bent on acquiring weapons of mass destruction and destabilizing their regions
through acts of terrorism.

The Administration realized early on that rapid technological change and economic globalization
compelled comprehensive reform of our export control system which balances the need to keep
sensitive goods and technologies out of the hands of countries and projects of concern without
imposing unnecessacy or ineffective constraints on business. That is why we liberalized outdated
controls, streamlined our existing export control system, enhanced our enforcement programs,
and helped 1o strengthen multilateral regimes,

Among other things, we:



updated and liberalized controls on high performance computers, semiconductors and
semiconductor equipment, Beta-test software, telecommunications equipment, and
chemical mixtures and samples, among others.

streamiined controls On encryption products to support the growth of electronic
commerce and help industry maintain its leadership in research, market share, and
competitiveness while protecting our national security and law enforcement priorities.

completed the transfer of jurisdiction of commercial communication satellites and
commercial jet engine hot section technology from the State Department s Munitions List
to the Commerce Control List, although the Congress subsequently moved satellites back
~-- an gction they are already regretting.

amended our control list of nuclear items to conform more closely with that of our allies,
and expanded the number of countries to which exporters can ship nuclear-controlled
items via license exception.

eased sanctions to open markets in Cuba and North Korea for U8, industry to provide
needed food and medical supplies to distressed populations there.

clarified and simplified the Export Administration Regulations through the first
comprehensive revision and reorganization in 40 years, making them clearer and more
user-fiiendly.

simplified our regulations for the expart clearance process 10 provide flexibility so that
exporters can structure their transactions as they wish. We also reduced the size of the
regulations as well, slashing the “Exporter of Record” regulation, for example, from
19,000 words 0 6 000,

improved the license process by broadening sgency review opportunities while limiting the
time for those reviews, providing an orderly procedure to resolve Interagency disputes,
and establishing more sccountability throughout the interagency process, While average
times are a bit longer, we have effectively eliminated the black hole into which licenses
were fraquently falling.

developed the Special Comprehensive License, which allows experienced, high volume
exporters to export a broad range of items under a single license.

supported the Automated Export System to better facilitate exports by allowing data 1o be
submitted direcily through electronic submissions.

¢reated the Simplified Network Application Process to allow exporters to submit license
applications quickly and easily on-line. Since its inception in February 1999, SNAP has
received 8,973 license applications from 2,033 registered users representing 1,044
companies. This is 54% of all license applications received,



. helped create the Wassenaar Arrangement, which established multilateral controls on
expoits of conventional arms and sensitive dual use equipment.

. worked to strengthen other multilateral nonproliferation regimes, which, in turn, enhances
U.S. exporters' ability to compete on a level playing field.

’ instituted the License and Enforcement Action Program or LEAP to increase industry
understanding of its rights and obligations. While this is a work in progress, LEAP is
already redoubling our efforts to enhance compliance, standardize the conditions applied
to licenses, expand end use visits, increase reviews and spot checks of license exceptions,
institute broader information sharing with the intelligence community, and expand
outreach efforts.

LIBERALIZING CONTROLS

In hiberalizing controls, we have focused on narrowing the range of these controls to cover only
the most critical products and technology. Our rationale is clear. We do not protect national
security by unnecessarily controlling widely available, older generation products.

This is perhaps the most fundamental change in philosophy this Administration has made, and a
considerable part of my job has been to explain and defend it. You have heard me articulate our
basic equation before: strong exports = strong high tech companies = a strong defense =
improved national security.

This equation is based on our realization that the new era we live in is one where the military
prime contractor is no longer king; the technology driver in the economy is the civilian sector; and
success measured in terms of profits that can be put back intc R&D on next-generation products
depends on exports.

That means, particularly in microprocessor based sectors, accepting, if not encouraging expanded
exports ultimately promotes our security rather than our vulnerability.

At our Update Conference in San Diego last February, I announced President Clinton’s decision
to substantially raise the performance levels allowed for HPC exports. Coupled with the six
month waiting period mandated by Congress, the Tier 3 military level of 12,500 MTOPS will go
into effect on August 14th. We expect the President to make a new announcement shortly, which
will be effective in January. '

The new announcement, like the previous ones, will no doubt be attacked by those in the
Congress and the nonproliferation community who have not yet reconciled themselves to
technological reality and wish for the good old days when security could be defined by export
denials. Fortunately for you --and for our security --we are winning this debate and are
increasingly dealing with ankle biters rather than frontal assaults.
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Even so, this battle of philosophies has too often been one of two steps forward, one backward,
or occagionally the other way around. I have testified before Congress fifty times during my
tenure, Forty-one of these appearances were during the 105th and 106th Congresses alone, and
usually involved defending the Administration's policy. Along with that testimony, we provided
320,000 pages of documents to the Congress while the Cox Committee was doing its work, and
were subjected to 16 GAO and 9 Inspector General investigations.

Out of all that labor came one significant step backward --the transfer of commercial
communications satellite jurisdiction back to the State Department. The jurisdictional change
affected our foreign relations, our national security and a broad range of U.S. industry, from
small, high tech firms to industrial giants, even for sales to allies. Since the transfer, which this
Administration opposed, satellite exports have declined forty percent, from $1.06 billien in 1998
to $637 million in 1999 according to Census Bureau export statistics, and the satellite indusiry bas
toid us that the U8, share of the world market has dropped from 73% in 1998 to 62% in 1999
and to 52% by the end of the first quarter of 2000. The changed controls on satellites bear much
of the responsibility for this, and we can only conclude that a system that works well for arms
expons is, even with the best intentions in the world, not appropriate for commercial exports.
This i3 a fundamental point --treating exports of commercial items, like communications satellites,
as arms sales does more harm than good 1o our national secunity and to the high tech industries
upon which our military and intelligence agencies depend.

Ultimately, ¥ am confident we will prevail on this matter as well, although the cost to the satellite
industry and its world leadership in this critical sector will be enormous.

PROCESS REFORM

The goal of any government agency, especially those with regulatory responsibilities, is to be
responsive and fair, | believe our achievements in iberalizing controls and streamlining the
process show that we have done just that,

During the Clinton Adosnistration, we have processed nearly 100,000 license applications for
almost $100 billion in U.S. exports abroad. Although this is a big reduction from the days when
the Reagan Administration did that many every year, it has been no easy task, The cases are more
complex and the interagency review process rigorous. We believe nonetheless that the President's
apprasch of sllowing the relevant agencies to be fully represented in the process is an overall
improvement that has produced more effective analyses and better policy development, albeit at
some cost in time, which we ¢ontinue to try to reduce, Roger will report on our results in that
regard shortly.

We have also made things better by expanding efforts 1o assist exporters. Our Exporter Services
Division, which is doing a wonderful job of putting on this conference, has completed over 1.2
million phone consultations in the past seven years, an average of 175,000 per year. In addition,
they have held nearly 10,000 one-on-one counseling sessions to assist small and large exporters
alike.



We have also gone out into the field with over 1,700 conferences with nearly 115,000 business
people. These include seminars to answer licensing questions and explain changes in export
controls, and training sessions for business executives on enforcement and compliance programs.

Our outreach to industry has not been confined to export controls alone. We have also worked to
address the way changes in the world have impacted industry, particularly the defense sector. The
Administration, through BXA’s DPAS program, helps defense firms diversify their activities into
civilian areas by developing and providing detailed economic and statistical information. This
helps us develop policies that ensure our industry and technology base are able to support
changing security requirements, as well as develop next generation weapon systems.

You will also see on our website, under Defense Programs, that we provide a wide range of
international market and competitiveness information of value to both defense and commercial
high technology companies. We provide informatton that firms can use to develop new product
lines and market existing products both here and abroad. Much of our work is one-on-one with
individual companies, and we have a growing stack of success stories as testimony to our efforts.

We also continue to work with the Newly Independent States to help them develop effective
export control programs. We have an extensive effort to focus on export control licensing
processes and procedures, preventive enforcement mechanisms, industry-to-government relations
and electronic automation of the licensing system. Since 1993, we have delivered 140 bilateral
and multilateral workshops in 25 countries.

BXA’s enforcement programs play a critical role in protecting our national security and foreign
policy interests, particularly as we focus more on specific end-users and end-uses. We have
conducted hundreds of investigations over the last four years that have led to the criminal
prosecution of persons who illegally exported zirconium for Iraqi munitions, unlicensed
equipment for India’s missile program, brokerage services for Iraqi rocket fuel, and gas masks to
suspected Aum Shinrikyo terrorists in Japan, just to name a few. These investigations also
included the first civil charges and penalties for alleged unlicensed exports of controlled biotoxins.

Enforcement is a critical partner for exporters. I cannot stress enough how important it is for
companies to "know their customers," and to exercise due diligence in transactions to destinations
of proliferation concern. I urge you to work with our enforcement people when you uncover a
suspect transaction, Qur enforcement organization has developed special programs to help with
such "preventive enforcement" activities, which I urge you to take advantage of.

These are just SOME of the services I'm proud to say we provide.

CIAO

One new element of BXA's activities relates to critical infrastructure protection. There is a
growing awareness that America’s information infrastructure - the basis of e-commerce - has

become an attractive target for sabotage and so called cyber attack. One need only look to the
recent spread of the Love Bug computer virus which corrupted systems worldwide or the work of



hackers breaking into and disrupting service on a number of popular websites to see that this
threat is indeed very real.

BXA'’s Critical Infrastructure Assurance Office has been coordinating efforts within both the
federal government and private sector to protect critical infrastructures. The blueprint for this
effort, the National Plan for Information Systems Protection, Version 1.0, was issued last January
and stands as the first attempt by any national government to develop ways to protect important
computer controlled infrastructures, like energy and water supply systems and communications,
transportation, and financial networks, from sabotage or attack.

Another challenge for the CIAQ is to encourage voluntary efforts among the broader business
community to do the same. The Partnership for Critical Infrastructure Security has been vital to
this. Comprised of industry leaders from companies who own and operate most of the nation’s
critical infrastructures, the Partnership is the centerpiece of the Administration’s efforts in this
area. The CIAQO will continue to play an integral role in coordinating the Partnership’s continued
efforts to identify vulnerabilities and develop key solutions, but it remains the task of the private
sector to see that the means of delivering our nation’s important resources are fully protected.

THE FUTURE

I think that's a sigmificant record of accomplishment, but I would not want anyone to think we are
simply sitting out the last six months like sand leaking out of a bag. Substantively, more remains
to be accomplished. We must finish our improvements to the licensing process and complete our
own "electronic revolution." We need to pass an Export Administration Act and find long term
solutions to HPC and microprocessor controls, cryptographic technology, and deemed exports.
We must also settle the continuing conflict over licensing jurisdiction between the Commerce and
State Departments.

This latter issue is particularly important, as we have seen the consequences for the satellite
industry of asking State to license items that compete in a commercial environment. We have put
ourselves in the paradoxical situation where denial or delay of exports under the rubric of national
security has, in the end, done more harm than good to our nation’s military and economic
strength. Industry figures I cited suggest that the changed controls on satellite exports hurt the
U.S. more than they hurt any intended target. While the Department of State has taken action to
alleviate some of the problems, the fundamental issue remains that it is not practical or desirable
to treat commercial export sales as munitions transfers. The better solution is to recognize dual

* use items for what they are and control them through the Commerce procedures that are designed
for that purpose. In fact, Congressmen Gejdenson and Goodlatte last May introduced legislation
in the House to do precisely that.

Recently, the Defense Department has led an effort to reform State's munitions licensing practices.
Its motivation has been the Pentagon's desire to prevent the development of "Fortress Europe” by
promoting transatlantic defense cooperation through appropriate technology transfer and joint
activities. I want to make it clear that the Department of Commerce supports that effort and has
been working closely with DOD to facilitate it. Many of DOD's proposals, in fact, parallel



reforms we have already undertaken at BXA, At the same time, we have also been clear that with
respect to dual use items, process reform at State misses the point. You cannot successfully
"tweak” a system that was designed for 2 fundamentally different purpose -- licensing munitions ~
and our message to Congress has been not to force square pegs into round holes but instead to
recognize and respect the differences in the systems.

Here once again we have become mired in a philosophical debate, as those who reject this
Administration's new thinking asbout export controls segk to bring more items under State’s
control in the expectation that will produce the level of rejections they desire. Thisisa
profoundly dangerous approach which will not only cost the U.S. market share and jobs; it will
cost us our technological feadership and will compromise our security.

Thus, the stakes are not small and the challenges not minor. While I expect to make progress on
some of the specific matiers still pending in the time left, 1 have no doubt that the larger debate
will continue beyond the election, just as it has for the last decade. Those still fighting the Cold
War are not going (o stop in November, and those who have invested their intellectual energy
into trying to turn the clock back have no reason to suddenly set it right.

This Admimstration has stood firm on these issues, not because it is in your interest, though it is,
but because it is in the interest of 8 stronger America. As [ said earlier, we are winning --because
we have the facts and the better argument --but you should not for a moment assume that the
fight 18 over or that you can abandon your own efforts for rational export controls. And though
Roger, Amanda, and [ will continue our work until the last hour of the last day, you must remain
ready to carry on the fight that will continue after us.
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Waghingron, 0.C. 2023C
Sepiember 9, 1998

The Honorable Tiilie Fowler
U.5. House of Representatives
Washington, D.C, 20518

Dear Representative Fowler:

Thank you for 5o promptly providing me with the information we discussed at the Unied States
Pan Asian American Chamber of Commerce event on July 23, 1998,

The materials you sent to me refer to what has become known as the Garrett Engine case,
Garrett, a subsidiary of AlliedSignal, has sold civii centified aireraft engines to China for use on
the K-8 military trainer aircraft. Three issues have been raised with respect to these sales:

1} Was production technology transferred? 2) Could the engines be used in cruise missiles?
And, 3} Do the engines use a Full Authority Digital Engine Conwol (FADEC)? Let me address
these In urm.

1} Was production technology transferred?

No. Starting in 1990 during the Bush Administration, Garrett received permission, after
full interagency review, only to export its TFE-731-2A-24 engine to China for use in the
K-8 trainer. No production technology transfer was involved. While it {s rue that at one
time Carreft explored the idea of co-producing the engines in Chiga, the Depastment of
Commerce advised the company that any such transfer of technology wouid require an
export license which would likely not be approved, and, in the wake of that advice, the
company did not submit an application.

23 Could the engines be used in cruise missiles?

We believe strongly that the answer 1o this is ‘No.” Due to a host of technical reasons,
inchuding size, performance, and configuration, our engingers have consistently
determined that the Garrett engines could not be used in cruise missiles. While | admit
that some have argued differently, 1 believe that any tmpantial analysis will demonstrate
that it would be technically infeasible and economically impractical to try to use the
Garrest eagines in this fashion, [f you decide to pursue this question, | wouid reconumend
that you discuss it with unbiased acrospace engineers who are intimately familiar with the
charactenstios of both Garret?’s engines and China's cruise missiles,

LINITED BTATES DEPARTMENT OF COMMENCE
The Undor Becretary for Export Administration



3) Do the Gurrett engines use a FADEC?

The operation und performance of jet engines are controlled by a combination of
clectronic and mechanical subsystems. [n current high performance engines, designers
have turned increasingly to digitat control technology to obtain the capability to control
an ever-incrensing number of variables in a fast and reliable manner. There are various
types of controllers used in jet engines. The type of controller used is important, not only
to the performance of the engine, but because it tan decide whether a particutar engine
requires an export leense or not. Prior to September 1991, engines with full authority or
hyorid digital electtonic controls required a ticense to China.  In September 1991,
Commerce published a change in the export controls for gas turbine engines {based on
multinational COCOM agreement} that limited the license requirement to engines with a
full authority digital engine control (FADEC) only, Full Authority Digital Engine
Control (FADEC) is 2 very sophisticated type of controller, and if the Garrett engine
emploved one, it would require specific export Hicense approvals to China, 1 it did not,
all agencies agreed. no license would be required,

Commerse concluded in October 1991, during the Bush Administration, that the Garrett
sngine with a hybrid analog/digital control was not covered by the changed export
control, did not include a FADEC, and thus no export license was required for sale of the
engine to China. However, other agencies disagreed, and that decision was revoked in
November 1991, This disagreement was the result of a lack of specificity in the then.
COCOM rules on the parameters that characterized a FADEC. For the nexttwo and a
half years this issue was investigated. During that time, agencies agreed 10 permit Garrent
t0 seil engines to China but only afier obtaining specific export licenses. From May 1990
until December 1993, 37 engines were approved for export afler full interagency review
and conearrence,

Finally, in April 1994, shortly after Mr, Pope’s letter was sent to Dr. Wallerstein, the
interagency community, including the Department of Defense, agreed that the hybnd
analog/digital electronic engine control used on Garrett’s TFE-731-2A-2A did not {all
withip the definition of a FADEC, a determination subsequently confirmed in the
issuance of an updated muitilateral control List. Accordingly, the engines could be
exparted 1o China without an export license.

In shor, then, for the pas: ten vears, under both Republican and Democratic Administrations, the
interagency comemunity has permitted the export of thess engines o China but has denied the
transfer of production technology.

This episode contains a number of usefui lessons {or those interested mn export control issues,
Firsi is the important role interagency discussions play i resolving matters such as these. While
the initial decisions on the controllability of the engines were made unilaterally by the
Commerce Department in the Bush Administration, subsequent decisions were the product of
extensive interagency consultations, The latter 15 obviously the preferred way to de business.



Second, the case itlustrates the techaical complexities with which licensing officers in all
agencies must grapple every day. Questions dealing with performance characteristics and the
impact sales will have on the capabilities of imperting couniries are often difficult to resolve.
Answers are not always black and white, and decisions ¢an be easily criticized by those who do
not have full aceess o all the facts. [ was partly o ensure that these difficult types of issues are
resolved systematically and comprehensively that President Clinton directed that now procedures
be adopted in 1995 w0 maximize interagency review and consultation,

| hope that the above information has been helpful. Usually company specific information
relating to export ficenses like those of Garrett's are protected from disclosure by Section 12(c)
of the Export Administration Act. However, in this case, AlliedSignal has waived its 12(c)
protections 1o permit us to respond 10 your inquiry concerning its K-8 Trainer Program in China
and TFE-731.2A-24.

If vou wish to discuss this further, 1 would be pleased to do so and can be reached at (202) 482-
14535, -

Sincerely,

; fx;} -
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William A, Reinsch
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L ORIECTIVE
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The purpose of the meeting is to discuss export control reforms with the members of the
New Democrat Coalition (NDC),

BACKGROUND

The NDC was eo-founded by Represeniatives im Moran, Tim Roemer, and Cal Dooley
in the 105th Congress 10 advance a cenirist, pro-growth agenda within the Demoeratic
Caucus. Since i's creation, the NDC has become the largest members organization in
Congress, with 63 current members. They have made technology, education, and trade
the cornerstones of their New Economy agenda. The NDC meets every Tuesday when
the House is in segsion for a “Topic of the Week™ meeting. Past mecting speakers have
included Vice President Gore, Secretary Rubin, John Podesta, Erskine Bowles, and a
number of other key Administration officials.

Cal Dooley has invited you to discuss export control reform with the members of the
NIDC. The NDC is interested in working with the Administration to advance “reasonable
reforms™ of our export control policy.

The members are generally very familiar with the export licensing process, and therefore
o not need a crash course in “Licensing 101.” One issue of great concern to them is the
length of processing time and the reasons behind the current application backiog,

Several MDC members recently traveled to Silicon Valley and are thus particularly
wnierested in computer export control issues. They were pleased with the recent White
House snnouncement easing restrictions on HPCs and semiconductors and are interested
in hearing what you think is the long-term fix for this issue, rather than a band-aid
approach.
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This will be a friendly crowd who will be interested in hearing what they can do to help
the Administration.

PARTICIPANTS

members of the NDC {see attached}

PRESS PLAN
Closed.
SEQUENCE OF EVENTS

I will brief you in your office at 4:00 pm. We will depart the Department of Commerce
at approximately 4:15 p.m. in order to arrive at the Capitol at 4:30 p.m. The mecting is
scheduled to last an hour, alihough ulumately, it is up 1o you.

Congressman Dooley will introduce you and | to the members, and then likely introduce
all of the member present at the meeting. You will then have the opportunity 1o speak for
as long as vou like, Pd recommend about 15 minutes, and then you and | will take
questions.

LIST OF ATTACHMENTS

talking points

paper on HPC conirols

paper on license processing times

paper on encryplion license processing times
paper on effects of satellite jurisdiction transfer
NDC membership list



Meeting with New Democrat Coalition
Talking Pointz

I want to (alk about globalization, which has prompied us to rethink our export control
policies and then conclude with a word about the miythology of export controls that holds
us back from the steps we need o take to be ready for the next cenfury.

In doing so, 'm going to talk mostly about national security -- which is our primary
focus. But it 1s also true that export control decisions affect the economy. One of the
ironies of the current debate is that many of the people attacking us today urged us in
1993 1o do exactly what we've done -~ largely because of the sorry state of the economy
when this Administration took office, particularly in California.

The foundation of our export control philosophy comes from President Clinton’s
statement in his speech commemorating the {ifticth anniversary of the GATT last vear,
"Heonomic globalization is not a policy option; i 15 a facl”

This realsty underlies our national security philosophy. Maintaining military superiority
means maintaining the gap in capabilitics between ourselves and our adversarics, That
gap is sustained and expanded through policies that retard our adversaries’ progress, such
as export controls, and through those that help us run faster -- increased rescarch,
development and acquisition of advanced technologies here at home.

In addition, new information technologies are instruments of our foreign policy. It wasg
the fax, television, radio, and telephones that won the Cold War - they allowed us to
communicate our prosperity to those behind the Iron Curtain. Today, add the Internet (o
that.

So, for example, when we decide not to launch a satellite on a Chinese rocket, as we
seen 1o be doing, we are denying the Chinese people television, Intemnet, and cellular
phone service, and thus are postponing their exposure to our ideas and their Integration
into Western economic and political systems.

This is a different approach from that of the Cold War, which was based on keeping
things out of Soviet hands. Instead, our approach is based on the realization that our
national security is a direct function of our economic health and security for two reasons,

Critical technologies are commoniy available and hard to control.  Intel, for example, has

« 50,000 authorized dealers worldwide. 60% of its business is exports. Microprocessors,

which are the key ingredient for High Performance Computers {HPCs) as well as PCs,
have become a commodity product widely available throughout the world from numerous
sourees
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This reality led to the President’s decision two weeks ago to raise the control levels for
high performance computers and lo commit to reviewing those levels at regular six month
intervals. He 1s also submitting legislation shortening the six month waiting period for
the change in Tier 11 military end use. Otherwise, the increase to 6500 MTOPS would
not take effect unul next year,

Second, our military’s transition to Commercial Off the Shelf items (COTS), due to
declining defense budgets and the inability of military procurement to keep up with fast-
changing seclors, particularly clectronics, means that the technology driver inour
ecenomy is the civilian sector, not the military contractor. That means, in turn, that our
military strength is directly tied 1o the health of the civilian companies that produce the
products the Pentagon buys and invent the technologies it needs.

A good example is HPCs - our defense establishment increasingly needs them for
weapons design and test simulation, fluid dynamics analysis, small particle analysis,
“smart weapons,” command, control and communications functions, et¢. The 21st
century fighting force will be more reliant on computers than any before it, and whoever
has an edge in this technology will ha}fe an edge on the battiefield.

At the same time, our military does not buy enough HPCs to keep our companies healthy.
In fact, exports keep them thriving. More than 50% of the sales of these companies arc
exports. Fatlure to export means fewer profits being rolled into R&D on next generation-
technologies and fewer funds available to address particular defensewrelated concerns.

Thus, our cquation is: exports = healthy high-tech companies = strong defense.
Cripple our companies by denying thom the right to sell, and you set back our own
military development,

A key reality is the capacity of our adversaries to make these products themselves or o
obtain them {rom others. [n the case of computers, for example, China, as well as India
and others, have the capacity to make these machines themselves, While they do not -
and cannot - manufacture 1o compete with U.S. companies, they can make machines that
will function at performance levels sufficiently high 1o provide the military capabilities
they seek. Denying them U.8. products simply encourages their own development and
production -~ which was precisely the effect of the Reagan Administration’s decision to
deny India HPCs.

Our lead in many of these sectors 18 not based on our monopoly of the technology; rather
it is based on our quality and c¢fficiency of production. Close a market and we will create
viable competition where there is very little now. And that competition, as we have
learned in so many other sectors over the past thirty years, will not stop with China or
India but will move on 10 compete head to head against us elsewhere to the long term
detriment of our ability to retain global leadership.
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In other words, the loser in the face of closed markets is not the Chinese or tlie Indians
but the Pentagon, whose access to culting cdge goods and technologies will be slowed,
and the United States, whose technological leadership will face new challenges from new
suppliers.

STOP HERE OR KEEP ON GOING -- WHATEVER YOU WANT!

THE MYTHOLOGY OF EXPORT CONTROLS

v

-

e

These issues have been contreversial for vears. Many of you walched (or participated in).
Democrats beating up Bush for exports to Irag, and now we're enduring Republican
attacks for exports t¢ China. There are plenty of opportunities for finger pointing. )

What is odd about the issue is the extent 10 which a fow srories can seize control of the

" debate and transform it into a political exercise of laying blame.

In this Administration we have had MeDonnell Douglas machine tools, and satelliles and
computers, and now a new element whach appears to come from misreading the Cox
Report. ]

Many Members of Congress appear {0 have read only the summary and to have done so
quite quickly. They seerm (o have concluded that because the Chinese obtained weapons
secrets from our national labs, the export licensing system has failed. Whether or not it
has failed is something we can debate, but I guarantee that what happened at the labs is
not evidence of that failure. Trying to get our erilics to tdentify speeific cases, however,
has not produced much.

The McDonnell Douglas case actually explains a good bit about the strengths of our
sysiem. Clearly something happened that should not have - machine tools were diverted
o an unapproved location. Contrary to the mytholagy, these did not constitute an “entire
-1 plant” but were actually about 16% of a closed facility in Ohio. Only about half the
tools were sophisticated enough to require an gxport license {(some were up 10 23 years
old), and of the 3G-plus tools in question, only 6 were diverted, and none of them was
used before we were able to get them back and restore them to American control.

From one standpoint, this 15 a failure. Iems ended up in the wrong place. From another,
generally forgotten, standpoint, this is a success. We got the items back under American
control without them having been used, and the investigation into what happened
continues. Cur enforcoment sysiem worked. Perhaps most telling, however, was the
aftermath for the Chinese. They replaced the most significant diverted item, a large
stretch press, with a new one from a European producer. The result of our efforts
to get our streteh press back is that the Chinese now have a better one frem someone
else,



e

On satellites, they involved launches licensed by both State and Commerce, suggesting
that the process is not the problem, and they concern events that occurred prior to the
transfer of most satellile Jurisdiction to Commerce in Qctober 1996, To the extent there
were problems, we believe the additional procedures we put in place in late 1996
corrected them, and we believe there have not been problems since then,

Congress opted last year to transfer jurisdiction back to State, impose additional
procedures, and, in general, create a climate hostide to Chinese launches. This is already
having a sharp adverse impact on our indusiry's competitiveness, as industry witnesses

~ testified on June 24th,

On computers, the Cox Committee report attacks us but presents no actual evidence that
compuiers sold on our watch are being used for proliferation purposes. '
Even if there were, there are real limits on what we can do about it. This is a ubjguitous
fast-moving technology, but it is also a technology with military applications, You can
use them to design nuclear weapons, though we designed ours originally without them.
You can use them for test simulations, which will be increagingly important inga
Comprehensive Test Ban Treaty world, although siate of the art simulations requure
computing power far beyond levels that we have decontrolied. You con use them to
accelerate o wide variety of industrial processes, though the processes can be run without
them. Our military needs them, which certainly suggests that other militaries will want
them too.

To most people, however, they are an essential tool of commerce, communication, and )
entertainment. Last May, | was struck by two articles that appeared simullaneously in my
daily clips. One said, “Chinese hackers raid 1.5, computers.” The other said, “Internet
emerges as news source for the Chingse” And there is the central dilemma of this
technology. If we want to spread our ideas and values we must penetrate the
communications Maginot Lines thal authoritarian regimes erect. At the same time, doing
so carries undeniabie risks, But that dilemma is 2 long way from the mythology of evil
that some of our friends have so successfully built up around these machines,

Our solution has been - and continues to be -~ to control the high end of computer
capability. Our problem is that what is “high end” changes so rapidly,

To close my mythology comments on a fighter note, [ would mention the time during a
Senate hearing when a senator asked Secretary Brown why we had sold the Chinese an
aircraft carrier - an allegation that was news to him. Upon looking into it, we discovered
that the senator was referring to a ship built in the early 1940s and decommissioned in
1970. Both the Navy and the Defense Logistics Agency had certified in writing that it
was usable only {or scrap and that its weapons had been either removed ar cut into pieces.
As it turmed ont, it had been inspected by a Member of Congress before it left the United
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States, and it was not sold to China, it was sold to India. Aside from that, the senator had
his facts straight. Bt you can be sure there are others in the Congress who believe to this
day that the Department of Commerce compromised our security by selling China an
aircraft carrier,

With that, | think 'l stop and leave it to you on how you want to proceed.



BACKGROUND
High Performance Computers (HPCs}
Export Control Talking Points

. On July 1, President Clinton unveiled now export controls on High Performance
Computers (HPCs) and semiconductors, This new policy may not ¢ad the debate over
HPC controls, but it docs include changes critical to maimtaining the strong, vibrant high.
technology industry which is critical to America’s national security inferests.

- The revised controls announced by the President maintains the four country groups
announced in 1995, but amends the countries in, and controls levels for, those groups as
foliows;

. First, the President’s deeision moved Brazil, the Czech Republic, Hungary, and Poland

from Tier If w Tier { country group allowing a license exception for all computers,

- Sceond, the control §é;c§ for Trwr 11 countries was raised from 10,000 to 20,000 MTOPS
with the expectation that it will be raised again in six monaths (o the 32,000.36,000
MTOPS rangs,

. Third, the two-level system for civilian and military/proliferation end-users was
maintained i Tier [} countries; however, individual Heense levels for civilinn end-ugers
will be immediately raised from 7,000 to 12,300 MTOPS.

. Finally, as you may already know, prior NDAA notice of exports {or systoms above
2,000 MTOPS is currently required ta all Tier 11l end-users. This announcement, after
Congressional approval, raises the NDA A notification level te 6,500 MTOPS. Afler this
approval, 6,500 MTOPS will become the individual ficense fevel for
malitary/proliferation end-users,

. In addition to reviging computer export controls, the control level for general purpose
micraprocessers has been raised from the 1,200 MTOPS to 1,960 MTOPS. On luly
&, the regulation implementing this change was published.

. BXA auticipaios that an interim rule implementing President Clinton’s HPC
announcoment will be published shostly,

. This 1s an evolutionary process. Qur policy must continue © adapt 1 changes. The
president has dicested us 1o send him new recommendations Tor these export controls
every six months, We belicve this commitment is as important as the changes we have
just made.



BACKGROUND
Overall License Processing Times
Talking Points

. By the end of this fiscal year, we will likely surpass 12,000 license applications, which
will represent the largest number of applications received since FY 1994, Last year, in
Y 1998, we received 10,693 applications. By the end of the third querter of this fiscal
year, we had already received 9,570 applications, coming close (o our FY 1998 total.

* In FY 1958, we processed 11,016 applications with an average processing time of 33
dave {15 days for non~referred cases and 36 days for reforred cases). By the end of the
third quarter of FY 99, we had completed 2,084 applications with an average processing
time of 39 days (20 days for non-referred applications and 42 days for referred). This
increase 1 processing time can be altributed to the increase in Hicense applications and z
strain on resources by shifts in workload priorities, e, NDAA and Congressional/IG
requests.

. In the first three quanters of FY 1999, 86 percent of all cases required referral (a one
pereent increase over FY 1998). Percentage of applications revicwed by ecach agency in
FY%9: Defense Dept. (94 percent}; State Dept. (86 percent); Energy Dept. {14 percent}, |
and Justice Dept. {14 pereent). The average processing time for all agencies is well :
below their allotted 30 day review period: Defense (14 days}; State {13 days); Encrgy
(23 days); and Justice {14 days).

* Total dollar value of all approved licenses in FY 1998 was $13.5 billion.  In the first
theee quarters of FY 1999, 1t was 8249 billion.  The transfer of satellites back to State
Dept. jurisdsction will result 11 2 large decrease in total dollar value of approved licenses
(over $7 billion were approved under this Export Control Classification Number {(ECCN)
during the first portion of FY 1999,



BACKGROUND

Encryption License Proccssing Timaes
Talking Points

The smalf degrease in approved applications for information security systems/equipment,
software and technology is primarily due 1o the liberalization of encryptien products (128
bit or higher) for banks, {inancial institutions, health facilities and on-line merchants.

By the end of the third quarter of FY 1999, we had approved 412 applications for
information sceurity systems/equipment, compared 10 & 1998 fiscal year iotal of 639,
The FY 1998 total Jor information security soflware was 794; during the first three
quarters of FY 1999, we have alrcady approved 718 Heenses, suggesting that we may
approdch 1,000 by the ead of the fiscal year.

In FY 1998, the average processing time for encryption hardware was 34 days (11 days
for non-referred, 35 days for referred cases); in the {irst three quarters of FY 1999, the
average processing time rose to 38 days (11 days for non-referred, 41 days for referred),

In FY 1G94, the average processing lime for encryption soflware was 38 days (9 days for
non-teferred applications, 40 days {or referred); in the first three guarters of FY 1999, the
average processing time was 39 days (9 days for non-referved, 43 days for referred. )

In Y 1998, the average processing time for encryption technalogy was 35 days (¥ days
for non-referred, and 306 days for referred); in the first three quarters of FY 1999, the
average processing time increased to 38 days (7 days for nonwreferred and 39 days {or
referted )

Dollar Value of Approved Licenses:

FY 1998 FY 1999 (3 Otrs.)
Hardware $ 1.250 biilion 3 813 million
Software: 3 731 million £ RO2 million

Technology: $ 73 millien $ 41 million



BACKGROUND

Satellites and Satellite Parts & Compenenis:
The Impact of the Transfer of Licensing Jurisdiction on U.S. Industry

Satellites )

The Commaerce and State Departments contro] exports under different legal and regulatory
frameworks. The State Department’s rules are for arms exports and require separate ficenses for
all phases of the transaction, including sales discussions. In a recent GAO report, it was noted
that for a single sateliite launch/sale, there may be a requirement for as many as 10 separate
licenses under the State Department system. Under Commerce Department jurisdiction,
however, that same satellite launch/sale would normally be authorized under a single license, and
sales data could be provided under a license exception,

There are also differences in how the two agencies process license applications, Licensing at the
Commerce Department changed dramatically 1n December 1995, when the President issued
Executive Order 12981, This Executive Order made two fundmmnental changes in how
Commerce issues a license. First, 1t gave other agencies the right to review any Commerce
license application they wished (0 see. Second, it defined an escalation process to move disputed
licenses from the working level to more senior levels for review and decision. These procedures
have worked well for Commerce, bul they do not apply to Staie Departmient licenses. During
the time that Commerce had leensing jurisdiction for satellites, ali cases were reviewed by the
Defense and State Departments, and most were reviewed by the CIA. Again, as noted inthe
recent GAQ report, the average processing time for satellite cases under Commerce was 142 days
while those previously processed by State was 242 days.

From Congressional testimony by Defense and State Department officials since satellite
jurisdiction has been transferred back 1o the State Departrnent, it is expected that satellite license
processing time will exceed 180 days.  This is likely to continue until the State Department is
able 1o hire ard train new licensing officers, a process that itself is projected to take about 18
morths, '

In testimony given in a Senate hearing on June 24, 1999, Lockheed Martin and Mernill Lynch
representatives noted that the transfer of Heensing from Commerce o State has had a very
negative impact on the industry, Lockhbeed Martin has been told by long-time Asian and
European customers that they will look 10 other sources for satellites due to the lack of
transparency and timely responsiveness of the State Department licensing system. The Memill
Lynch representative testified that, based on a similar impresston in the venture capital market,
LS. satellite manufacturers are now scen 1o have a negative risk vs reward relationship,



At the time of the transfer of communications satellites from Commerce to State, certain “related
equipment” was also returned to State junisdiction.  While the term “related equipment” was
defined in our regulations as items such as fuels or explosive bolts that are used in the launch of
satellites, other “space qualified” items also used in the manulaciure and launch ol satellites, Le.,
dual use items that bave been certified for use in space applications, were not specifically
addressed. This has covsed uncertainty on the part of exporters as to the jurisdiction for their
products, Recently the Defense Department has challenged the jurisdiction on a number of
Commerce license applications for such #tems, and in those cases in dispute, the commadity
jurisdiction has almost always been assigned to the State Depariment. This continues to be an
issue of debate within the interagency community.
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ABSTRACT

This repart provides an overview of the findings and recommendations of the House Select
Committee on U5, National Security and Military/Commercial Concerns with the People's
Republic of China as they relate to satellite launches, high performance computers, and
management of Department of Energy (DOE) laboratories. The Select Conunitres, often
called the “Cox Compnittee” afier its chajrman, Representative Christopher Cox, released an
spproximately 900-page, three-volume unclassified version of its report on May 25, 1958,
This CRS report also provides background information on the satellite, computer, and DOE
laboratory management issues to set the Cox commitiee findings and recommendations in
comtext. This report will not be updated. RS Issue Brief IB33062, Space Launch Vehicles:
Government Requirements and Commercial Campetition, snd CRS Issue Brief 1810036,
Resiructuring DOE and &ts Laboratories; Issues in the 106" Congress contain updated
information on legislative activities resulting from the Cox committee recommendations on
satellites and DOE laboratory management, respectively, CRS Report RL3I0220, China ¢
Technology Acquisitions;  Cox  Comminee's Report—Findings, ‘Issues, and
Recommendations, provides an overview of the entire Cox committee report.



Technology Transfer to China: An Overview of the Cox
Commuttee Investigation Regarding Satellites, Computers,
and DOE Laboratory Management

Summary

In 1998, the Hoose of Representatives created the Select Committee on .S,
Nagonal Security and Military/Commercial Concerns with the People’s Republic of
China (PRC). Chaired by Representative Christopher Cox, the “Cox committee” was
ereated paruaily in response to allegations that two satellite manufactonng
companies—Loral and Hughes——sight have transferred technology o China in the
otarse of launching satellites on Chinese launch vehicles. The committee’s mandate
was broader, however, and it investigated other instances in which technology transfer
might have cccurred, particulatly in high performance computers and nuclear
weapons information from laboratories managed by the Department of Energy
{HGE). The five Republicans and four Democrats on the commitice unanimously
adopted 3 multi-hundred page, classified report on December 30, 1998 and
transmitted it to the President on January 3, 1599 Public release of the report was
delayed until May 25, 1999 pending preparstion of a declassified version (the
committee’s final report itself remains classified}.

‘On the sateliite issue, the Cox committee found that Loral and Hughes
deliberately provided information to China that helped improve the reliability, though
nat the range or accuracy, of Chinese missiles. The companies are under a Justice
Departrnent mvestigation regarding alleged export violations. Loral concedes that it
provided a report 1o Chinese officials without ULS. government approval, but both
companies deny violating export regulations.

Regarding high performance computers (HPCs), the commities determined that
U.S. HPC export policy has been circumvented by PRC end users, not properly
monitored or enforeed by U.S. officials, and that U8, industry generally has been
unaware of PRC applications of HPCs.

As for DOE management of its laboratories, the Cox committee found that
security at DOE’s nuclear weapons Inhoratories does not meet even minimal standards
aud the PRC has stolen design information on the United States’ most  advanced
thermonuglear weapons.

.

The Cox commities issued 38 recomnmendations. In its response o the
committee’s repost, the White House stated that it already was implementing most
of those recommendations and that while #t does not agree with all of the committee’s
analysis, it shares the objective of “strengthening export comtrols and
counterintetligence, while encouraging legitimade commerce for peacefnl purposes.”

Congress passed legislation in the 105" Congress in response to the sateflite
export issues investigated by the Cox committee and is expected to pass further
legislation in the 106® Congress to implement some of the Cox committee
recommendations.
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Technology Transfer to China: An Overview of
the Cox Committee Investigation Regarding
Satellites, Computers, and DOE Laboratory

Management

Introduction

The House of Representatives created the Select Committee on U.S. National
Security and Military/Commercial Concerns with the People’s Republic of China
{PRC) on June 18, 1998, Chaired by Representative Christopher Cox, creation of the
“Cox committee™ was spurred partially by allegations that twoe U8, satellite
manufacturing companies, Loral and Hughes, had improperly transferred technical
information 10 China in the course of launching satellites on Chinese launch vehicles,
The committee’s charter also included investigation of other instances of possible
improper transfer of technology, information, advice, goods, or services to the PRC.

The committee was composad of nine Members: Republicans Cox, Porter Goss,
Doug Bereuter, James Hansen, and Curt Weldon, and Democrats Norman Dicks,
John Spragt, Lucille Roybal-Allard, and Robert Scott.  The Members unammously
adopted a multi-hundred page report on December 30, 1998, which was presentzd to
the President on January 3, 1999, Originally, the committee’s existence would have
expired at the end of the 105" Congress, but the House extended the committee’s
term into the 106™ Congress to allow time for a declassified version of the report 1o
be prepared {the commuttee’s final report itself remains classified). The three volume
public version,® approximately 900 pages long, was released on May 25, 1999 and is
available at the House of Representatives Web site [www house.gov].

Ahhough gansfer of sateliite and launch vehicle technology had been the major
. public focus at the time the committee’s work began, attention later shifted to findings
concerning the leakage of imformation regarding nuclear bomb design allegedly from
L.os Alamaos National Laboratory, one of the three U8, nuclear weapons {aboratories
managed by the Department of Energy (DOE}, The committes also investigated the
transfer of high performance computer technology and other technologies. The

' "The committee was created pursuant o H. Res. 463, which specifies ity charter {see pages
Ha748-52 «f the June 18, 1998, Congressional Record). '

418, Congress.  House,  Select Committee on ()8, National Security and
Mitsary/Commercial Coneerns with the People’s Republic of China. U.S. Nadenal Security
e Mititary/Commercial Concerns with the People's Republic of China. 106™ Congress,
1% session, Washington, U8, Govt. Print. OfF, 1999, 3 v, various pagings.
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gommittee made 38 recommerciations covering a spectrum of issues mvolving U.S.-
PRC refations.  This repost provides an overview of the Cox commitige {findings and
recommendations conceming satellite exports, high performanee computers, and
management of DOE laboratories. References to the appropriate volume and page
number of the Cox commites report are shown in parentheses {such as "v. I, p. 16"
for votume 1, page 16},

Launches of U.S.-Built Satellites by the PRC

Background’

In 1988, the Reagan Administration granted permission o export three US.-
made satellites to China for {aunch once China met three requirements: signing three
international treatiss regarding use of space; signing 2 bilateral trade agreement so
Ching would not undercut Western prices for launching satellites; and signing a
Technology Safeguard Agreement to ensure that no technslogy would be transferred
during the time that Amencan-made satellites were i China awaiting launch. China
met those conditions and export of the three satellites, all manufactured by the U8,
cotnpany Hughes, was approved by the State Depariment and by the now-defungt
COCOM (Coordinating Commites for Multilateral Expott Controls}).

China’s decision to offer launches on a commercial basis came shortly after the
LS. space shuttle Challenger tragedy in 1986, At that time, commercial launches
were offercd only by Europe’s Adanespace and the National Aeronautics and Space
Admninistration (NASA) in the United States. The Reagan Administration and
Congress had taken actions to facilitate the emergence of U.S. private secior
competitors o NASA for launching sateilites beginaing in 1983, but private
companies argued that they could not compete with government-subsidized prices for
Iaunching on the shuttle, The loss of Challenger and 2 subsequernt policy deciston
that commercial satellites would not be launched on the shudtle except in unique
circumstances opened opportunities for companies in the United States and elsewhere,
mcluding China, 1o compete in the launch services business.

The Resgan Administration decision to allow exports of satetlites 1o China met
mixed reactions because it could harm U8, launch services companies just entering
the market, but help US, satellite manufacturers by increasing compstition n
launching satellites into orbit. Concern about potential technology transfer during the
time the satelfite was in China awaiting launch was also a significant issue at that tune,
hence the requirement for a Technology Safeguard Agreement. Such ab agreemens
was signed by the two countrics in 1989 { revised version was signed in 1993).

The first commencial Chinese launch of a U.8.-built sateflite occurred in 1990,
By May 31, 1999, 20 commercial Chinese launches of U.S-built satellites had been
aceoemplished, of which 16 were successes, three were complete failurcs, and one was

* For further background information, se¢: Congressional Research Service, Space Launch
Vehicles: Governarent Reguirements and Commercial Competition, by Marcm 8. Semith,
CRS Issue Brief IB23062, updated regularly.
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a partial failure, placing the satellite into the wrong orbit.® A total of 26 11.S.-built
satellites were launched (some launch vehicles carried two satellites into orbit at one
time). '

The Cox comminee focused its examination on whether technology transfer
ecowred from Hughes or Loral to China during the investigations of the threg faunch
fatlures, but also looked more generally at whether ULS, satellites are adequately
secured while in China and whether informaton provided o insurance companies that
msure the launches is subjected to adequate export control scrutiny.

The first two failures, on December 21, 1992 and January 25, 1995, involved
sasellites built by Hughes Space and Communications (hereafter “Hughes™), part of
Hughes Electronics, a subsidiary of General Motors.  The satellites were Optus 2
{owned by Australia) and APStar-2 {owned by Asis Pacific Telecommunications
Satellite Co,, Ltd,, which is 75% owned by Chinese government-backed companies),
respectively. The third faihue, on February 14, 1996, was of the Inteisat 708 sasellite
built for the Intemational Telecommunications Satellite Organization {Intelsatj by
Space Systems/Laral (hereafter “Loral”), part of Loral Space & Communications.

Attention to the activitics of satellite manufacturers following satellite launch
failures in the PRC was sparked by Loral’s actions following the 1996 failure. To
ameltorate concerns of sateliite insurance companies, the PR asked Loral to convene
a commitiee to review the PRC’s analysis of the Inteisat 708 fatlure. Loral complied,
establishing a committee that included representatives of Hughes, since Hughes had
been involved in two failure investigations already. Loral concedes that in violation
of its own internal policies, a copy of the committee’s report was ransmitted o
Chinese officlals without obtaining U.S. government approval. The Justice
Department began investigating Loral in 1997 to determine if # had violated expont
regulations in the course of #ts review of the PRC’s Intelsat 708 failure analysis, [n
February 1998, the Clinton Administration approved the export of another Loral
satellite o China sven though the Justice Depariment investigation was ongoing,
raising additional congressional concems.  Further allegations subscquently surfaced
that Hughes may have violated export gaidelines during investigations of the 1992 and
1995 failures, as well as in conjunction with the 1996 failure. The Justice Department
reportedly also is now nvestigating Hughes, Both companies deny violating export
regulations,

Cox Committee Findings

According to the Cox commintee, Hughes and Loral transferved information to
the PRC in violation of export guidelines during the course of the failure
investigations in 1992, 1995, and 1996, The committee found that following the
faijures, ""U.S. satellite manufacturers transferred missile design information and
know-how to the PRC without obtaining the legally required licenses. This
information has improved the reliability of PRC rockets usefil for civilian and military

* For further informuation on China’s space program, seg: Congressional Research Service,
China's Space Program: A Brigf Overview Including Commercial Launches of U.S.-Built
Sateifites, by Marcia S, Smith, CRS Report 98575 8TM, September 3, 1998,
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purposes. The illegally transmitted mformation is usefiy) for the design and improved
reliability of future PRC ballistic mussiles, as well” {v. |, p. xiv}, Inthe 1992 and 1995
failures, which involved only Hughes, the committee concluded that Hughes “showed
the PRC how to improve the design and reliability of PRC rockets. Hughes’ advice
may also be useful for design and waproved reliability of future PRC ballistic missiles.
Hughes deliberately acted withowt seeking to obtam the legally required licenses” (v.
|, p. xvii}. The report adds that there are differing views within the government as ©
how much the information might assist PRC missile development, but “There is
agreement that any such improvernent would pentain to reliability and not to range or
accuracy” {v. Il p. 4). In the case of the 1996 failure review, which tnvolved both
gompanies, the committee concluded that “Loral and Hughes showed the PRC how
to improve the design and reliability of the guidance system used in the PRC’s newest
L.ong March rocket. Loral’s and Hughes’ advice may also be useful for design and
improved reliability of glements of future PRC ballistic missiles. Loral and Hughes
acted without the legally required license, although both corperations knew that a
licenise was required” (v, L, p. xix).

While in the PRC awaiting lsunch, U.S, satellite manufacturers are supposed w
provide 24-hour physical security for the sateliite to prevent the PRC from obtaining
technical information. The Cox committee found “anumerous” instances in which the
sateliite manufacturers or the sccuriz:f personnel they hired performed inadequately.
“In light of the PRC’s aggressive espionage campaign against U.S, technology it
would be surprising if the PRC has not expiez%:ed security lapses that have occurred
in connection with launch of U.S. satellites in the PRC” (v. L p. xxi}. DOD provides
personnel to monitor compliance with export regulations during the course of
taunches of U 8, satellites on PRC launch vehiclies, snd the commitiee also found
problems with the manner in which DOD execuies that role.

The committee furthermiore examined whether export guidelines are adequately
followed in connection with providing technical information to insurance brokers and
underwriters that insure satellites and satellite launches.,  The committee concluded
that “... U.8. export control authorities may not be adequately enforcing these [export
control] laws in the space insurance industry context, noT paying sufficient atiention
to these practices™ {v. |, p. xxiii).

After reviewing e satellite Jaunch business, the comunittes also concluded that
by launching Western satellites, the PRC obtained launch experience that improved
its position 48 a long-term competitor to U.S. companies and thus “It is in the national
security interest of the United States to ingrease U.8. domestic launch capacity” {v.
i, p. xx1v),

Cox Committee Recommendations

The committee made the following 10 recommendations regarding satellite
exports {v, Hi, p. 170-172}

s Satellite export control provisions in the FY 1999 Strom Thurmond National
Defense Authorization Act should be implemented aggressively.

s The Sate Department should have sole satellite licensing authority.
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The executive branch and Congress should ensure that the State Department
has adequate personnel and resources devoted to processing export license
applications so export ticenses can be acted upon in a timely fashion,

The apgropriate congressional committess should report necessary legislation
to ensure that satellite manufacturers are not disadvantaged in collateral arcas
such as tax credits because of the transfer to the State Department of the
responsibility to license satellite exports.

High priority should be given by the Department of Defense (DOD) to
recruiting , waining, and maintaining & staff dedicated to monitoring launches
in foreign countries of LS. satellites and establishing and monitoring
technology control plans to prevent any transfer of information that could be
used by the PRC to improve its missile capabilities

DOD, rather than satetlite manufacturers, should contract for secunity
personnel required at the lavnch site; the number of security personnel should
be sufficient to mainiain 24-hour seeurity; amd the sawellite export Heensee
should be required 1o reimburse DOD for all associated costs of such security.

DOD should ensure sufficient training for its personnal who monitor space
launches from initial discussions through launch, and, if necessary, failure
analysis (called the “launch campaign™) and assign adequate numbers of
monitors; ensure continuity of service by monitors for the entire space launch
campaign period from marketing fo launch and, if necessary, launch failure
analysis; and adopt measures to make service as a monitor an attractive career

oppoTtunity.

BOD monitors should maintain fogs of all information authorized or
transmitted to the PRC and that information shall be transmited on a current
basis to the Departments of Defense, State, and Commerce, and to the CIA:
documents should be retained for the periad of the statute of Hmitations for
violations of the International Traffic in Arms Regulations {ITAR}; and DOD
should adopt clear wiitten guidelines providing monitors the respoensibility and
the ability to report serious security violations, problems, and issues at the
overseas launch site directly to the headguarters office of the responsible DOD
agency.

Relevant executive branch departments and agencies should ensure that the
laws and regulations establishing and implementing export controls are applicd
in fll 1o conununications among satellite manuiacturers, purchagers, and the
insurance industry, inchiding communications after launch failures,

. : *
Appropriate congressional commitiees should report legislation {0 encourage
and stimulate further the expansion of U.8. launch capacity.
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White House and Congressional Responses

Inits May 25, 1999 press release responding to the Cox committes report,” the
White House stated that the Administration “agrees with and is carrying out all of the
Committee’s recommendations concerning satellite launches.” The press release
stated:

& The Administration has implemented the provisions of the FY 1999 Strom
Thurmond National Defense Authorization Act,

. ¢ The State Depanment has taken steps to ensure that (LS. companies
undersiand and comply with the requirements of law and regulation for data
that may be provided to space insurance companies.

s DOD is implementing several measures to strengthen monitoring of foreign
faunches, including establishment of a new Space Launch Monitoring Division
within the Technology Security Directorate of the Defense Threat Reduction
Agency and hiring 39 addivional staff for this function who will receive
¢nhanced training and provide end-to-end monitoring of controlled space
launch and satehiite technologies.

s DOD {5 examining the recommendation that it be responsible for hiring security
personnel to provide physical security for satellites at foreign launch sites,

¢ The Administrution is encouraging development.of the U.S. domestic launch
industry through DOD’'s Evolved Expendable Launch Vehiclke program,
NASA’s Reusable Launch Vehicle program, and Administration efforts to
assure rapge modernization at U.S. launch sites.*

Prior to the conclusion of the Cox committee investigation, Congress ook action
to transfer responsibility for expon decisions for commercial communications
sateliites back to the State Department feam the Corunerce Department. The State
Depaniment had responsibility for exports of commercial communications sasellites
untif 1883, The Clinton Administration transferred that authority to the Commeree
Department in two steps (1993 and 1996). The FY 1999 Strom Thurmond National
Defanse Authorization Act (P.L. 103.261) returned export control responsibility to
the State Deparument effective March 13, 1999, 1t also expanded the requirements
set forth in the FY1990-81 Foreign Relations Authorization Act {P.L. 101-2456,
Section 902) that probubai the expont of U.S.-built satellites to China uniess the
Presadent grants a waiver and reports to Congress that (1) China has achieved centain
political and htirnan rights reforms, or (2) it is in the national interest of the United

* The White House, Rasponse fo the Repor: of the Select Committee on U.S. National
Securicy and Mititary/Commercial Concerns With the People's Republic of China, May 23,
1969,

¢ For further information on these programs, see CRS lssue Brief [B93062.
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States” Under the new language in the FY 1999 National Defense Authorization Act,
the President also must provide a detailed justification for granting such a waiver,
including information such as & description of all militarily sensitive characteristics
integrated within or associated with the satellite and the impact on U.S, jobs of
permitting the export. A number of other provisions were mcluded in P.L., 105-261,
such as specifying that investigations of launch failures are covered by expont
guidelines and require 3 license,

Following release of the Cox committee report, Congress hay taken further
action® both in response to the report and to concerns expressed by the U.S.
aerospace industry. For example, acrospace companies have complained that State
Deparement implementation of the new satellite export regulations is affecting exports
for launches on non-PRC launch vehicles, such as Europe’s Ariane, and that the State
Departroent has insufficient personnel to carry out its responsibilities under that Act.

‘During deliberations on the FY2000 National Defense Authorization bill (8.
1059) on May 26 and 27, 1959, the Senate adopted an amendment by Senator Lott
that requires the President to notify Congress promptly whenever an investigation is
undertaken of an alleged violation of export laws in connection with a commercial
U.5.-built satellite and whenever an export 1s approved for a LS, person or firm that
is the subject of such an investigation. This provision responds to concerns that the
Clinton Administration approved the export of a Loral-built satellite even though
Loral was already under investigation by the Justice Department, The Lott
amendment includes language regarding the Defense Threat Reduction Agency
{ITFRA, part of DOD) monitors who are assigned to assure compliance with export
regulations by U.S. companies during each launch campaign. The amendment directs
the Secretary of Defense to establish regulations that allocate funds to assure the
necessary number of DTRA launch campaign monitors, establish appropriate
professional and technical gualifications and training for them, grant them authonty
to suspend lzunches for purposes of ULS. national security, increase their reporting
requirements and the systematic archiving and preservation of those reports, and
require exporters to reimburse DOD for expenses incurred in monitoring launch
campaigns, The Lot amendment furthermore requires DOD to establish a
counterintelligence program within DTRA as part of its satellite launch monitoring
program, requires the State Department to provide timely notice to exponters of the
status of their Heense requests, requires the State and Defense Departments to consult
with the Director of Central imeiligence on commercial conumunications satellite
export decisions, and requires those ageacies to submit annual reports to Congress
on implementation of satellite technology safeguards.

On June 9, 1999, the House adopted amendments to s version of the FY2000
DOD authorization bill (H.R, 1401) as well. A Cox amendmens, inver alia, requires
reports on implementation of the sateliite export control authority and satellite export

? For a Hst of waivers érmted under F.L. 101-246, see Congressional Research Service,
China:  Possible Missile  Technology  Tramsfer Jrom UGS Sateilire  Export
Policy—Backyground and Chroneology, by Shirley Kan, CRS Report 98-485, May 16, 1999

* For updated information on congresstonal action, see CRS Isgue Brief IB93062.
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Jicensing authority, requires a technology transfer control plan for satellite expornt
licenses, specifies that DOD space launch rmonitors provide 24hour, 7-day per week
coverage, and establishes a DOD Office of Technology Security. Amendments by
Representative Curt Weldon establish a Technology Security Division within DTRA
as a separate DOD agency and require DOD to provide an annual report to Congress
assessing the cumulative impact of individual export licenses by the United States to
countries of concern,  An amendment by Representative Gilman requires the
Secretary of Swute to ensure that adequate resources are sllowed for the Office of
Defense Trade Controls for reviewing and processing export Heenses in a thorough
and amely manner and (o obligate 52 million for additional staff for that office which
had been identified by Congress last fall in the report accompanying the FY 1999
Omnibus Appropriations Act (P.L. 103-277).

The Gilman amendment is similar to a provision m the FY2000 Foreign
Relations Authorization bill (HR. 1211} as reported (H.Rept. 106-122) from the
House International Relations Comminee which Representative Gilman chairs. H.R.
1211 also directs the Secretary of State to cstablish an export regime that includes
preferential treatment and expedited approval for exports to NATO ailies, major non-
NATOQ allies and other friendly couniries,

High Performance - Computers (Supercomputers}

Background

High perfermance computers {HPCs) are computers that can perform multiple,
complex digital operations within seconds. Sometimes also called supercomputers,
HFCs are actually a wide range of technologies that also include bundled
workstations, mainfiame computers, advanced microprocessors, and software.” The
benchmark used for gauging HPC computing performance is to count the millions of
theoretical operations per second, or Mtops, that the computer can perform. The
actual Mtops performed by an HPL over a period of timne can vary, based on which
operations are performed (some can take longer than others or ¢an be performed
while other operations are taking place) and the real cycle speed of the computer.”

HPC wechnology has removed many of the technical constratats in advanced
computing by reducing long computing times and somplex computing functions that
hindered solving mathematical, scientific, and engineering problems. Recent HPC
applications range from accurate real-time weather forecasting and climate change
modeling to simulations of nuclear weapons tests. Global market leaders are 1BM and
Sun Microsystems/Cray, followed by Japan’s NEC {v. I, p. 144). The PRC has a
limited ability to produce HPCs, and U.S. firms domtinate the PRC HPC market {v.

* A supercomputer is usually defined as a single, complex, mainframe computer that can
undertake a series of specific computer functions. Michael 8. Malone, ed.. "Big Iron;
Supercomputers Are Hack and Changing Business, Seience, and Even You,” Forbes ASAP.
February 22, 1999, 96 pages.

12 See: [hupfiwww.whatis.comimtops. htm).
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{, p. 144-145). Genesally, most U.S. high technology mdustry lzaders have sought
to increase, not limit, HPC exports.”

U.S. policy has recognized the importance of this technology by adjusting expost
control policy to reflect advances in HPC technologies. In 1992, the U.S. Commerce
Departmeni defined an HPC as 195 Mtops, any export above this level required an
export license {v. I, p. 118), This definition was revised in 1994 (1,500 Mtops),
reflecting new HPC technologies and expanding applications (v. [, p. 119). In 1996,
the Department of Commerce once more revised its HPC definition, senting its
benchmark for export licenses at 2,000 Miops. The agency also forecast that 7,000
Mtop computers would likely become available in global markets by the end of 1947
(v.Lp 12D

Also m 1996, the Department of Commerce created four Computer Country
Groups for export controls of computers. These four categories — oF *Hers - of
countries have different HPC export cnteria. The PRC s a Tier 3 country,
characterized as a security risk because of proliferation, diversion, or other security
issues {v. [, p. 127-128). Tou sell to a PRC customer, an exporter must obtain a
license from the Department of Commerce when exporting computers sbove 2,000
Miops to the Chinese military or 16 3 nuclear proliferarion end user (or use); and an
" export license for any computer above 7,006 Mtops for all other Chinese end users
{or use). Any export of a computer below 2,000 Mtops to a Tier 3 country does aot
require a license; any export of g camputer below 7,000 Mriops 1 2 nen-military and
non- proliferation end user does not require a license. U.S. exporters must maintain
records of exports of computers from 2,000 Mtops to 7,000 Mtops to the PRC (v.
I, p. 127-128).

Cox Committee Findings

The Cox Commuties has determined that U.S. HPC gxport policy has been
circumvented by PRC end users, not properiy monitored or enforced by U.S. officials,
and that U.S. industry generaily has heen unaware of PRC applications of HPCs. The
major Cox Commuttee report findings on HPUs are summarized below.

# First, the Cox Commitiee estimates that since 1996, the PRC may have
received a total of 603 HPCs from the United States.  According o the
Committee, this number has grown rapidly since 1996, when HPC expont
controls were greatly relaxed, [t also encompasses a wide range of computing
capacity, from lower-end 1,500-2,000, 1o 10,000 Miops and above {v. L, p.
144.145} This wide range of computing has provided PRC end-users with
different combinations of computing power and speed, and is linked (o the
second finding,

o Second, the Cox Committes has determined that PRC end users are clustering
lower-end HPCs together to increase computing power and speed. Such
actions could aflow an end user to obtain several 300 Mwp HPCs — without
ageding an export license — and combine these into a single HPC with 2,000

" Richard E. Coben. Hot Trade Winds. The National Journal, 29 May 1999, P, 1471-1372.
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Mtops processing capability. Similarly, several 2,000 Mtop machines could be
linked wgetherand provide high-end HPC functions to any PRC user. In both
instances, U.5, export control palicy would be circumvented, as PRC end users
obtain needed HPCs without the proper export licenses {v. [, p. 134; 157-158),

» Third, the Cox Committes expressed concern regarding the blurred distinction
between PRC private companies and state.owned enterprises (SOEs). This
has resulted in high-end U.S. HPCs destined for civilian use finding their way
to military and proliferation end users {or use), without a license. Since the
mid-1999s, China has embarked on 2 long-term plan to privatize many SOEs."
However, domestic technology transfer between civiltan and military end users
has occurred in the past and is documented {v. 1, p. {37, 138), The Cox
Committe also contends that PRC students visiting federal Iaboratories and
universiizs with HPC techoologies may act on behalf of the Chinese
intelligence organizations {v. 1, p. 141-142), further bluming civilian, military,
and academic lines among PRC users.

& Fourth, until June 1998, the U.S. government’s ability o verify the location
and use of HPCs in the PRC was blocked by that country’s resistance (o post-
shipment, on-site verification visits. According to the Cox Committee report,
the U.S. government has conducted only one post-shipment HPC verification
inthe PRC. A 1998 agreement affords the United States the right to request
access to some HPCs, but includes substantial Ibnitations on such requests and
visits. Moreover, the post-shipment visits that are allowed can verify the
location of an HPC, but not how it is used {v. |, p. 134-137).

According to the Cox Committee report, these findings raise significam security
implications for the United States. A major implication addressed by the Cox
Commiteee is the use of HPCs by the Chinese military to advance its nuclear weapons
testing capability. If China complies with the Comprehensive Test Ban Treaty, "its
need for HPCs to design, weaponize, deploy, and maintain nuclear weapons wiil be
greater than that of any other nation possessing nuclear weapons, according to the
Department of Energy™ {v. 1, p. xadx-xxx). HPC modeling and simulations could also
be used by the PRC in its biological and chemical weapons programs, to advance
methods of cryptolagy (the design and breaking of coded communications), and for
other forms of information warfare {v. L p, 112-117)

Cox Committee Recommendations
The Cox Committee report provided four policy recommendations,
s Legislation w require testing of HPUs and technology which may be

potentially used for clustering and other comhinations of computers. This
would be undertaken by the Department of Energy, in consultation with the

"2 See; Congressional Research Service. Technology, Trade, and Security Issues Between the
Unired States and the People's Republic of Chinu: 4 Trip Repart, August 1997, By (ilenn
J. McLoughlin, CRS Report 984617, 30 June 1998, p. 17-18.
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Department of Defense, to provide a2 comprehensive review of actal and
potential HPC technology before it leaves the United States (v, L p. 172).

* An annual threat assessment of HPC exports to the PRC. The US.
intelligence commurity would be reguired by legislation to conduct an annual
comprehensive threst assessment of the national security implications of the
export to the PRC of HPCs (v, [I], p. 173},

» Legislation to require end use verification of PRC use of HPCs, This would
include, as a condition of continued HPC export licensing, an open and
transparent system of HPC verification by the PRC by September 36, 1999,
Failure 10 establish such a system by the PRC would result in actions by the

- United States to lower the benchmark Ievels of HPCs sold to the PRC, denial
of export licenses for computers to the-PRC, and other appropriate measures.
As part of this legisiation, an independent evahuation of the feasibility for
tmproving ond use verification i the PRC and prevention of the use of HPCs
for military purposes would be required (v 1L p. 173).

e Legisiation to require that the executive branch encourage other computer-
manufacturing couniries, especially those countries that manufacture HPCs, to
adopt similar expert policies towards the PRC (v. UL p. 173).

White House and Congressional Responses

In response, the Clinton Administration agrees with the Cox Commitiee report
that sales of computers to the PRC should be for commiercial, not military, purposes.”
The Administration also states that it is reviewing the potensial national security uses
of various configurations of computers, the extent o which these contputers can be
gontrofled, and the impact of controls on the US, industrial base. The
Adnministration agrees that the United States needs the capability o visit US. HPCs
licensed for export to China and observe how they are being used {although the
Administraton contends that it is not possible to obumin no-notice verification visits
to any country, including the PRC). On this last point, the Administration did come
10 an sgreement with the PRU for increased site visitations in 1998, but also contends
that requiring the U.S. to visit every site where an HPC is installed, regardless of what
husiness the end-user is in or how many tmes it has been visited hefore, would be
ineflective and wasteful.™ .

HPC echnology transfer and export control polictes, including those selated w0
the PRC, will likely be considered during congressional inquiry inte the Cox
commintee’s findings. In the 106" Congress, legislation was introduced by Rep.
Hunter on May 26, 1999 that would prohibit the export of HPCs to certain countries

" The White House, Response to the Report of the Select Committee on 1.5, Nationai
Security and Military/Commercial Concerns With the People's Republic of China, May 25,
1999,

¥ Statement by Under Secretary for Export Administration, “Commerce Repors: Growing
Demand for (LS. High Performance Computers” Washingion: U8, Departmsent of
Commerce. 8 fanuary 1999,
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until application of cxisting defense authorization export conirol policy is
mmplemented. This bill, the Supercomputer Post-shipment Verification Act of 1999
{H.R. 1962), would also require the Secretary of Commerce (0 conduct post-shipmens
verification of each digital 2,000 Miop computer exported from the United States
since November 18, 1997 to all Tier 3 countries. The legislation has been jointly
referred to the Comunittee on Intemational Relations and the Committee on Armed
Services of the House of Representatives, and awaits funther action. On June 9, 1999
the House of Representatives unanimously approved an amendment to the DOD
Authorization Act for FY2000 and FY2001 (H.R. 1401) that incorporates several of
the recommendations from the Cox Comumittee report.  Among several
recommendations, the amendment requires that DOD provide reports to Congress on
the national security implications of HPC expons 1o the PRC.

Management of Department of Energy Laboratories
Background

The Department of Energy (DOE) has nine large, multipurpose, national
laboratories and a2 number of smmller, programedirected or specific-purpose
laboratories. Of the former, three are nuclear weapons laboratories: Los Alamos
National Laboratory in Lus Alamos, NM; Lawrencs Livermore National Laboratory
in Livermore, CA; and Sandia Mational Laboratories in Albuqguerque, NM and
Livermare, CA. These three laboratones account for about 14% of DOE’s FY2000

- budget request for its laboratories and about 13% of its laboratory personnel (in full-
time equivalents). The Cox report judged that the PRC’s anuclesr weapons
inteligence effonts were focused mainly on DOE’s three weapons Iaboratories plas
Qak Ridge National Laboratory in Oak Ridge, TN, Oak Ridge also contributes 10
DOE’s national security program, although most of its research and developmient
{R&D} 15 devoted to DOE’s science and energy resources missions (v. [, p. 63}
DOE’s Paciic Northwest National Laboratory in Richland, WA, also was mentioned
in the Cox report as a primary focus, along with the four laboratories mentioned
above, of DOE's new counterimelligence plan (v, [, p. 94).

DOE's laborstories comprise the federal government’s largest laboratory
system. They, especiaily the nine muiti program laborataries, are widely considered
to be an mmportant national resource which conducts world-class science and
engineering.  The nine multipurpose laboratories, and thus the three weapons
laboratories and the other two laboratories dealt with in the Cox report, are Federally
Funded Research and Development Centers {FFRDCs), which are owned by the
federal government but operated by private sector organizations under contract. The
contractor of Los Alamos and Lawrence Livermore s the University of Califomia: of
Sandia is Lockheed Martin Corp.: and of Pacific Northwest is Barelle Memorial
Institute. ’
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Cox Committee Findings

The Cox report’s findings that wvolve the DOE laboratories deal mainly with
three areas of goncem: espisnage at the three nuclear weapons laboratories; the
culture of free scientific exchange at DOE laboratories {common 1o most scientific
laboratories, including the weapons laboratories and the twe other DOE laboratories
mentioned above} that it believes contributed to the loss of highly classified R&D
information from these {aboratories; and management problems at DOE headguarters
and the comractor-operated laboratories that might have contributed to the losses of
classified information through espionage or exchanges of scientfic information
between DOE and foreign scientists.,

s The Cox report found that the “Peaple’s Republic of Chinag (PRC) has stolen
design information on the Lnied States’ most advanced thermonuclear
weapins; . . . the PRCs next generation of thermonuclear weapons, currently
under development, will exploit elements of stolen U.S. design information;
and PRC penetration of our national weapons laboratories spans at least the
past several decades and almost certainly continues foday.” These thefts of
information “enabled the PRC to design, develop, and successfully test modern
strategic nuclear weapons sooner than would otherwise have been possible™
{v. I, p. i1). The stolen materials repontedly include classified information on
every one of the seven currently deployed U.S. nuclear warheads and their
reentry vehicles {including the nation’s most sophisticated warhead, the W-88,
for the Trident submarine-launched intercontinental bathistic missile), the
nondeployed neutron bomb, and other information that could not be identified
in the unclassified Cox report because the Clinton Administration has
determined that it should not be made public.

+ The Cox report states that, n spite of “repeated PRC thefts of the most
sophisticated U.8. nuclear weapons technology, security at our national
nuclear weapons laborateries does not meet even minimal standards™ {v. 1, p.
x). This Anding refers mainly to the counteriatelligence activities of DOE and
its laboratories, that 13, their active combating of espionage activities. ARer
becoming aware of the scourity problems at DOE’s weapons laboratories, the
President issued, in February 1998, Presidential Decision Directive 61 (PDD-
613, which requires DOE to implement improved counterzmciizgence
progedures, DOE began to implement its improved procedures in November
1958. The Cox report judged that these procedures “will not be'sven
minirmally effective until at keast the year 20007 (v, 1, p. 64). An indication of
the counterintelligence problems at the weapons laboratories s that 1t
apparemly cannot be determined whether or not the “legacy codes,” which are
very important in the degign of nuclear weapons, have been stelen, This is
because “no procedures are in place that would either prevent or detect the
movement of classified information, including classified nuclear-weapons
design information or computer codes, 1o unclassified sections of the computer
aysiemns at U.8. national weapons laboratories,” thus making them accessible,
for examtple, to visitors 10 unclagsified areas of the laboratories {v. [, p. 85}

& A gecond problem area addressed in the Cox report is the contribution that the
sciendific “cultare” of free information exchunge — although restricted by law
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in laboratories engaged in classified R& D related to national security — might
have played in the transfer of ¢lassified R&D information to the PRC.

Scientific information exchanges are imponant to scientists, including these in-
the U.S. nuclear weapons laboratories, because such exvhanges are considered 1o be
scientifically beneficial to all panties involved. Thus, there is a tradeoff between
preventing the tansfer of information for national security reasons and promoting the
transfer of information for seientific reasons. Following the dissolution of the Soviet
Union in December 1991, which marked the end of the Cold War, there was 2
relaxation of restrictions on scientific exchanges {visits to laboratories, attendance at
scientific meetings, and exchanges of scientific information and papers by scientists)
with the former Soviet Union and other nations. LLS. and PRC laboratory-to-
iaboratory exchanges, however, ended in the late 1980s, although they resumed in
1993 (v, I, p. 82). This relaxation of restrictions might have contributed o more
relaxed attitudes among scientists and DOE and laboratory management in their
interchanges with foreign scientists.

» The report stated that DOE has no “mechanism for identifying or reviewing the
thousands of foreign visilors and workers at the U.S. pational weapons
lahoratories™ (v. I, p. 94). Anocther problem identified in the Cox report, which
contributes to the natural tendency among scientists to exchange seientific
information, is the increasingly widespread use of email and the difficulties
associated with controlling information stored on computers and accessible for
email transmission (v. L p. 94),

& The Cox report found that the PRC used scientific exchanges for espionage.
“In several cases, the PRC identified lab employees, invited them to the PRC,
and approached them for help, sometimes playing upon ethnic ties to recruit
individuals” (v, I, p. 8} At an organizational level, the Cox report found that
the “China Academy of Engineering Physics [CAEP] has pursued a very close
relationship with the U.S. national weapons laboratonies, sending scientists as
well a5 senior management to Los Alamos and Lawrence Livermore” (v. [, p.
81). CAEP reports to the Commission of Science, Technology, and Industry
for National Defense (COSTINDS, the organization in charge of China's
nuclear weapons program.

s A third area of focus of the Cox report is whether management problems at
DOE and its contractor-operated laboratories contributed to the theft of
classified R&D information by Chinese espionage or the loss of such
information through scientific exchanges. For example, although the Central
Intelligence Agency {CIA) had evidence in 1995 that seeret information on the
W-88% warhead had been obtained by the PRC, a DOE “mvestigation of the loss
of technical infonmation about the other five U8, thermonuclear warheads had
not begun as of January 3, 1999, after the Select {Cox] Committee had
completed its investigation” {v. {, p. 84}, DOE’s new Counterintelligence
Director reported in November 1998 that DOE, in effect, has not had a
counterinteiligence program “for many, many years™ (v. [, p. 93}. _

PDD-61, discussed above, is an attemnpt 10 remedy some of these management
problems, It requires that a senior Federal Bureau of Investigation (FBI) agent be
placed in charge of DOE's countenntelligence program and that the national security
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conumunuty submit a report to DOE, with recommendations, on its counterintelligence
program. DOE approved that report’s substantive recommendations in November
1998, The Secretary of Energy’s new counterintelligence plan, based on those
recommendations, directs, among other things, that DOE’s Office of
Counterintelligence *fund counterintelligence positions at individual laboratories so
that they work directly for the Department of Energy, not the contractors that
administer the laboratories” (v. I, p. 92). DOE’s new Counterintelligence Director
also has direct access to the Secretary of Energy, unlike his predecessors (v. I, p. 93),

Cox Committee Recommendations

The first ei ght recommendations of the Cox report refer to DOE’s laboratories
{v. lll, p. 166-168}.

¢ The President should report to Congress, at least every six months, on the
steps being taken by DOE and other agencies to respond to PRC espionage,
such as the theft of nuclear weapons design information from the laboratories.

s As a matier of urgent priority, DOE should implement, as quickly as possible,
an effective counterintelligence program.

& Appropriate congressional committees should review the steps the executive
branch is taking to implement PDID-61 and determine if the Administration and
Congress are providing enough resources to establish an adequate
counterintelligence program at DOE as soon as possible.

» Appropriate executive branch departments and agencies should conducet a
comprehensive damage assessment of the security breaches at DOE’s
faboratories since at least the late 1970s and report to Congress.

& Appropriate congressional committees should report legislation, if necessary,
to achieve effective counterintelligence in DOE,

e DOE and four other agencies should direct their inspectors general and
counterintelligence officials to examdne risks to U.S. national security due to
the infernational scientific exchange programs of the DOE laboratoties, and
report their findings to Congress by July 1, 1999,

¢ Congress should examine whether DOE can protect nuclear weapons and
retated research and technology from theft and exploitation and whether it
should retain responsibility for the nation’s nuclear weapons development,
testing, and mantenance.

» Because the executive branch failed to report adequately to Congress about
thefls of secreis from the laboratories, as required by law, Congress should
reaquire strict compliance.
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White House and Cengressienéi Responses

The White House responded to the release of the declassified version of the Cox
report on May 25, 1999 with a press release’™ on the same day. Noting President
{linton’s written response to the recommendations on Fébruary 1, 1999, the press
release stated that, although the Administration does nat agree with all of the analysis
of the report, it does agree with all of the recommendations concerning Iahoratory
security, “many of which we have been implementing for monthis, and in some cases,
vears,” The press release poted that the President, recognizing the need to respond
10 the national security threat to the DOE Izboratories in 1997, issued PDD-61,
calling it “the most comprehensive and vigorous atempt ever taken to strengthen
security and counterintelligence procedures at the labs.”

The press release identified how the Administration has responded or is
responding to the recommendations of the Cox report;

s On March 29, 1999, DOE submitted to Congress its annual Report on
Safeguards and Security ar the Department of Energy Nuclear Weapons
Facilities and the CIA, in coordmnation with other agencics, is prepanng a
semiannual report o Congress on the measures being taken to protect against
PRC’s efforts to obtain nuclear weapons and other classified information.

¢ DOE s implementing PDE-61 on an “expedited bagis™ according to the plan
submitted o Congress on January 5, 1999 and has instituted additional
counterintelligence actions at the laboratories, including in the “critical area of
cyber security” involving its classified computers,

» The CIA, at the direction of the President, conducted an assessment of damage
caused by PRC espionage, which was reviewed by an independent panel
headed by Admiral David Jeremiah, Congress received 2 brisfing on the
review on April 21, 1999

# The Presidemt directed DOE to complete an iteragency assessmient of
izboratory-to-iaboratory programs with China, Russia, and other sensitive
countries by June 1, 1999,

In addition to these responses to the Cox report’s recommendations, the
President directed former Senator Warren Rudman, Chairman of the Foreign
Intciligence Advisory Board, to evaluate security at DOE’s laboratones, and directed
the National Counterineelligence Policy Board to make reconumendations to
strengthen controls on nuclear information at facilities other than the laboratories that
deal with nuclear weapons issues,

The Adminisiration’s response did not deal explicitly with the Cox report’s
seventh recommendation that Congress examine “whether [the] Depanment of

¥ The White House, Response 1o the Report of the Seleci Commiitee on U.S. National
Security and Mititary/Commerviaf Concerns With the People's Republic of China, May 25,
AN ) .
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Energy should maintain U, nuclear weapons respongibiliy” {v. II, p, 187} This is
an issue that has arisen in the 104™, 105®, and 106" Congresses in the context of
legislation introduced to restructure, and possibly abolish, DOE and transfer its
laboratories to other federal agencies or privatize or close them. Under many of these
bills, the DOE weapons laboratories would be wransferred o the Department of
Defense. The national security issues addressed in the Cox report might contribute
te congressional debate on these types of bills, none of which was enacted in the 104®
and 105% Congresses. Thus far in the 106% Congress, two bills to abolish DOE (8,
896 and H.R. 1649) have been introduced. These bills, among other things, would
ransfer the nuclear weapons laboratories o DOD.

Other legislation in the 146™ Congress also would affect DOE’s laboratories.
The Senate, for example, in its consideration of the National Defense Authorization
Agt for FY 2000 (8. 1639) following the release of the Cox report, debated an
amendment (no, 446) to create a “National Security Administration” within DOE
which would have responsibility for nuclear weapons production facilifies and the
pational laboratories, Although this amendment was withdrawn, it was announced
that the proposal would be offeved asan amendment to the Intelligence Authorization
Actfor FY 2000 {(S. 1009). S. 1062 (the DOE National Security Act for FY 2000,
pussed by the Senate as Division € of 8. 1059} also includes 4 provision for a
mpratorium on DOE’s labomtory-to-laboratory and foreign visitors and gssignments
programs, H.R. 140), the House version of the National Defense Authorization Act
includes a provision to establish 2 “Commission on Nuclear Weapons Management”
which, among other things, would examine DOE’s nuclear weapons laboratories and
propose and evaluate slternative organizational and management structures, including
pisssibly transferving authonity for the laboratories to DOD. The Cox amendment to
H.R. 1401 includes, among other things, a moratorium on foreign visitors at national
laboratories pending background reviews., The Costelio amendment to HL.R. 1401
would make the contractors that operate and manage DOE laborataries subject to
civil penalties of up to $160,000 per violation of any DOE nule, regulation, or order
relating to the security of ¢lassified or sensitive information. Another recent bill, S,
887, also would establish a moratorium on the foreign visitors program at DOE's
nuclear laboratories

' For 5 discussion of these issues and current legistation, see Congressional Research Service,
Restructuring DOE and fis Laboratories! Fssues in the 106 Congress, by Willilam (.
Boesman, CRS fssue Brief 10036, updated regularty, 10p,
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To: File

From: John Sopko

Subject: China Spy Timeline
Date: 3/17/59 520 PM

|Chronology based ont NY Times, Washington Post, and discussions with media,
Dok, FBI and CIA officials. All open or unclassified sourcesj]

--April 1993: DoE analysts discovered similarities between Chinese weapons
fests of small nuclear weapon and W88 warhead and bring their concerns

to DoE Office of Intelligence’s Notra Trulock, who suspects espionage.

~June 1995; CIA obtained & document from Chinese official, re its
nuclear weapons program. W88 is specifically mentioned.

—-Cctober 1995 Johany Chung brings Chinese energy officials to meet
with Secretary of Energy Hazel O'Leary. Chung introduces same officials to
Clinton that night at Africare Dinner...unknown if any connection with spy scandal,

~February 1996: Dok and FBI began search of Iab travel records and other data, which
identify five possible suspects, including Wen Ho Lee.

--April 1996: Sandy Berger, then deputy NSA, was briefed on the possible theft of W88
design data. No specific suspect was identified.

--May 1956: DOE completed its security review in conjunction with the FBI

--June 1996: FBI opened a formal investigation into the case.

--July 1896: China completed its evaluation of new warhead technologies.

--July 1996: the FBI and DOE briefed the Senate Intelligence Committce.

--August 1996: the FBI and DOE briefed the House Inteliigence Comumntitee.
--September 1996: first si{irics re Asian campaign fund-raising break in the [LA Times.
--November 1996 Clinton reelected.

--December 1996: DoE asked FBI re status of the case: 18 convinced FBI has devoted
few resources to the case:
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-January 1997: Federico Pena becomes Secretary of Energy,
-~March 1997: Trulock requested a meeting with Pena

~April 1997: FBI issued a classified report on the labs, recommending reinstatement of
background checks on foreign visitors,

~-July 1997: Thompson committee hearings began.

~July 1997: Trulock finally met with Pena, was immediately sent to White House 1o
meet with Berger.

~July 1997: Berger briefed Clinton.

~July 1997: DoE briefed ClA, FBI, Dol, others over several weeks in late July, early
August re progress of investigation.

--August 1997: CIA Director George Tenet and FBI Director Louis Freeh met with Pena
to discuss Jax security at the labs. Pena expresses shock.

--August 1957: Berger {lew to Beijing to meet with Chinese officials to prepare for the
summitt,

—August 1997: Berger asked Gary Samore, proliferation expert on NSC staff, to order up
a CIA analysis on Chinese development of the smaller warhesd. -,

--September 1997: Samore told Berger CIA is less conclusive than DoE on extent of
damage.

~September 1997; Freeh told DoE officials the bureau did not have enough evidence to

arrest Lee. The case was seen ag inconclusive. But he reportedly added there was no reason to
let him keep his security clearances. Dok denies this.

~Cetober 1997: CIA and DoE analysts met with Samore at White House to discuss
their competing analyses of the warhead issue.

~October 1997 Clinton 1 China for summitt,

~February 1998: Clinton signed Presidential Decision Directive §1 requiring better
security at the labs,
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~-February 1998: DoE begins process to find director of the office of counter
intelligence to fulfill recomendations of PDD 61.

—~April 1998: Edward Curran, former FBI agent, begins work as director of office of
counterintelligence at the DoE, begins three month overall assessment of lab security,

--May 1998: First stories re Loral helping Chinese missile program break in New Yark
Times.

--July 1998: Pena leaves DoE; Betsy Moler becomes acting seeretary.

--July 1998: House Intelligence Committee requesied an update from DoE,  Trulock,
who has been passed over by DoE Secretary Williarn Richardson, for counterintelligence job,
says Moler ordered him not to brief committee. (Check source on this, was it Moler or yyas it
Richardson? What rele did DickCiark piay/y DoE denies this,

-

~-September 1, 1998: Trulock briefs Cox committee re HPO's
--September 1998: Bill Richardson becomes Secretary of Energy.

~-September 1998: On his second or third day as seoretary, Freeh and Tenet briefed
Richardson on lax security. He reacts immediately.- : - e

—-October 1998: Trulock claimed he was not permitted to discuss espionage activities at
the fab in his statement to the House Intelligence Committee, He answered questions however
when guestioned by committee members.

-- November, 12 & 14, Trulock briefs Cox committee re proliferation issues.

--November 1998; Lee lost security clearances, 14 months after Freeh reportedly told
DekE he had no objection to DoE removing clearances.  Richardson denies this, says he did not
have assurances from FBI untif March 1998,

~December 1998: Lee was given first lie detector test. Results were inconclusive,

--December 16, 1998: Trulock bricfe Cox committes re proliferalion 1ssues.

--January 1999 allegations of espionage are included in Cox Commitiee report on
Chinese-US relations and effect on national secunty.

~-January 1999 Wall Street Jowmnal and Washington Post report on allegations.
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e
~February 1999: Lee was given second lie detector iest. He fails it
--March 1999 New York Times report on allegations, providing more details,

~March 1999: Lec fired.

EXSMIRSATELLITENERGY~1.



- Barry Phelps

From: The White House [Publications-Admin@@pub pub whitehouse gov]
Sent; Thursday, January 11, 20601 9:50 AM ,
To: Public-Distribution@pub.pub. whitehouse gov
Subject. 2001-01-10 Telephkone Briefing by Podesta Reinsch and Deleon
THE WHITE HOUSE
Office of the Press Secretary
For tmmediate Release Jdanuary 10, 2061
TELEPHONE BRIEFING BY

CHIEF OF STAFF JOHN PODESTA,
UNDER SECRETARY OF COMMERCE BILL REINSCH,
AND DEPUTY SECRETARY OF DEFENSE RUDY DELEGON
ON U.8. EXPORT CONTROLS ON HIGH PERFORMANCE COMPUTERS

137 PM EST

MR, PODESTA: Why don't] start. And | think Secretary Del.eon
and Mr. Reirsch will be foliowing onto what | am about to say. 1 wil:
try 1o be relatively brief and | think we all will be, $o that we can
get fo your questions. | believe you have paper in front of you, but as
you know, the President today is announcing the sixth revision o U8,
export controls on high performance computers since 1983, )

We have heen controfling thern, | think as most of you know,
controliing high perfarmance computer exports, using a hacdware
performance measure catled MTORS - Milions of Thegretical Operstions
Per Second. Our poticy goal in doing that was o limit the acquisiiion
of high performance compuling capabilities by polential adversaries and
countries of particular proliferation concarn, and o ensure hal US.

-- sirwitanacusty ensure that the U8 computer induslry coult compete
ir ost foreian markets,

Untll recanty, we kepl pace with growth in high performance
computing hardware availabiily by pericdically adjusting controls. As
Pve said, we've rovised them five times between 1583 and the year 2000
At the President's direction, 0D has been reviewing atlematives o
this control mechanism as the ability of the hardware and the
availabiilty of assentislly commercial end technology was outpacing this
methodoiogy for being able o contral high end computing performance.

Ha asied the DO to review altamatives to these control
messies since mi¢ 19899, The review included relevant agencies and
brought in private seclor expearts. That review concluded that our
ability to cortrol the acquisition of HPC capabilities by controlling
compider hardware is already ingffective and it will be increasingly so
within 2 very short tme frame.

So we set about to focusing on enhancing the already strong
controls on critical software applications, such as nuclear, military,
radar cross section applications, Rudy can go into more, And based on
this review, the President hag deckled to adopt a number of consensus --
and | say consensus, | mean consensus amangst the agencies
recommendations - from his national security agencies,

Again, if you have the fact sheet in front of you, you wilt
note that what we are doing is combining the old their one which were
essentiaily friends in our gilied countries with Tier 2, the countries
that posed a prolferation risk, o g pew Tier 1. And those exporls
10 the new Tier 1 countries won't require a icense, although thare will
be seme continued pont ghipment reporting requirements. And ihat change

1



will he =Heclive when Commerce publishes the rule, which we axpect I
¢do before we vagats the premises on January 20ih,

YWe are moving Lithuania from Tier § 0 the now combined new
Tier 1, hased on improvements o s export control system, and
eontinued good cooperation on export controls. That will be effactive
pursuant to legisistion. Thet will be effective 120 days after notice
gons o Congress, which will be in the naxt several cays, | guess, And
then we will raise Tier 2 icensing and defense authorization acl
ngtification level {0 88,000 MTOPS, This is the performance lavel of
unconirolied computers the D0D has determined can be easily networked .
ngether Dy relatively unskited individuals. That new level will be
affegtive 80 days aftar notice goes to Congress.

G Did you say 80 days?

MR. PQDESTA: Yes, 60 days. Again, Congress changed thay
provigiin, it used to be six months, They shartenad that time period
t¢ B0 days during the last year. And finally, we will maintain the
virtual embargo on exports to terrorist countries.

Let me see, before | turn it over to Rudy. | st wanied 1o
menticut onig more thing, which is that it is our racommeandation that we
will be making to Congress that we repeal the 1988 Defenge Autharization
Act pravisions that require natification and licansing of cerfain
compuler hardware exports and waiting peniods for adjusiments in control
Ievels.lwhich eventually witl permit the eliminatian of Twer 3 hardware
controls,

Fthink | want o tumm it over to Rudy for his comments, and
maybe some comments on our ability 1o work towards sirong conirols on
crifical soffwareg applications from a nalional security prospeactive.

DEPUTY SECRETARY DelEON; This is Rudy Deleon at the Department
of Defenss, Eet me iust make some brief comments, High perfomance
compuling capability is -- this capability is linked o 2 healthy UB.
cormnpuier industry, and the abilty of that industry 1o continue in
proguse products wilth increased capabilifies, Compuler hardware
controts are no longer effective, and in fact, this intensifies American
compuler development, \

Lightesn months ago we recognized that the MTOP melric was
becoming ineflective, and we underiock a study 1o see iIf aiternative
measures could be developed. We found no effeclive hardware export
gontrol measyres. However, afier extansive review, delermined that we
cuuld effeclively conire! oritical application sofiware. Bo on softwars
conirols, effectively exploit high performance computing capabilities,
ong nends crilical apglication software. Software cannoet be produced
aver night. Much of it raguires very extensive coding and data obtained
from - adjusting for validations.

¥We recently completad a siudy that recommends technical
control measures for application software, The Secretary of Defense has
#lsosted additional funding in the fiscal '02 budget that wa're working
on 1o implement these inftiatives and further develop these technoiogies
that will restrict adversaries from using and reverse enginegring
critical application software.

We have in play policy measures for controlling the release of
our critical application software, which if adequately anforesd, |
prevents dissemination to adversaries. Ve inteng o introduce .
additional education and fraining 1o make meaasures even more effaciive,

So with this ravised strategy, we will ensure the performance
computing capabifities hat are critical o nalional security will
continue o be affectively profacted. And | hink on the basis of this
reasoning, adle to strangly - :

MR. PODESTA: You just faded out, Rudy. Could you go back
aver tat point agamn’?
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LEPUTY SECRETARY DeLEON: Which is the place?

g MR PODESTA, Just the iast sentence you were just gbout to
<3 .

DEPUTY SECRETARY DelLEON: Just that with this revised
sirategy, we will ensure that those high performance computing
capabilitigs thal are grilical 10 the national security of the United
States continue Io be electively protected. And on the basis of this
ine of analysis, and afier our studies. we strongly support the
diraction that the Prasident is anaguncing today.

MR POQDESTA: Bil?

1INDER SECRETARY REINSCH: if | can add a little bit, as Rudy
rrntioned, this is first and foremost a national security decision. One
elemend of this, as we've made clear -- one element that's central io
sur national security is maintaining the good health of the comauter
industry, so they can continue to make cutting edge products, which are
useful for our military and intelligence establishments.

fAora than 50 percent of the sales of these companies coma from
axports, And g0 capturing market share abroad and staving on the
sulting edge of the market is very imporniantio them {o. You would have
1o talk to the industry to get specific statements abaout likely impact,
Qur judgement is that #us decision will have a favorahie impact on
their markelplace in several ways,

At the high end of these machines, you're taiking aboud large
servers. And these are servers whose primary applications arp in
firanci services, banking and the like, essentially sccount cusiomer
maintenance, things ke that, Angd aisc for inventory use for large
ratail establishunents or manufacturing esiablishments, taking care of
corpdex invenioriss where there mignt be mulliple manufacluning
locations is alsg a use of these servars. They also have applicabiilly
i aulomohiie manufaciuring and gther kinds of manuiacturing units,
where thers's a iot of machinesg that have {o be conlroliad,

One area of very rapid growth for all those activities is in
Asia are Southeast Asia, and thesa are primarily formerly wo-lisr
countries. 80 we envision thal combining the tiers info one will give
U COMPENeS 3 substantial opportunity to market products at this
higher end in couniries where there nas been g rapid grawth in afl of
the seclors thatl just doscribed, .

& Pwas wondering if you could talk about the dgecision to
solfapse ong and two, given some - it just seems like a significant
shiftin attitude. is that - and aiso why this is coming out just now.

VNDER SECRETARY REINSCH: Well, | think the core of the
dganision here, frankly, is that the Defense Department carme to the
wonclusion that wa wera not able to effectively control hardware, The
technology is simply ubiquitous and out there, and that, in fact, cur
gaziorfgl gecurity needs 1o be met through the cther means that Rudy

escribad,

Given that situation, the distinction between Tier 1. and Tier
2 i8 no fonger particularly important. Now, we have a statulory _
requirement via the National Defense Authgrization Act which, as John
Fodesta pointed out, the Prasident is supposed to repeal, 1o maintain a
control parameter for Tier 3. But the essence of this decision is that
there is ho fonger ulifity to maintaining those parameters, and so the
hest way o implement that is io collapse the two tiers inio one,

O | just wanted o follow up on that, and maybe thisis a
quastion for Mr. Reinsch -~ just o put this in sort of context for us
and help us understand the imporiance of what you've done, merging one
and bwvo, that | would assume is more important for you than bumping up
the MTQPS in the Tiar 3 to 83,000 ~ is that a fair presumption?

LUNDER SECRETARY REINSCH. In the short term, yes  In terms of
3
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the Tier 2 market - the Tier 3 market has consistently been in the 5-10
percent rango of total sales. Al the same tme | should note that twg
of the most repidly growing ang largest economies of the world, india
and China, are in Tier 3. So what we do in Tier 3 is not insignificant

in commercial terms. Eut that's a kittle bit down the road, The
immediate advantage | think will be in precisely where you said, in
cambining the two tiers.

MR. PODESTA: There was a sepdrate question of why now. We
have been on a track actually for some time, workin;%]with industry, to
review ~ aspecially because of what was a six-month and now a 60-day
lag timyg in shipping o Tier 3 exports - 10 review where we were 1
make sure that we weren't effectively impeding our computer companies
from being able to compete in terms of shipping product to markets that
was essentially off-the-sheif kind of standard product. And 1 think
that we had gotten - because the statute was on a kind of six-month
review cycla, we wera kind of on a six-month review ¢ycle. And alihough
we hat proposed shortening that to 30 days, Congress uitimately settied
on B0 days.

We'rg in the threes of doing ouvr reguiar raview of orogress
that was haing made in the indusiry in terms of what they were shipping
ag gssentiol commodity-style, off-the-shaif produst, and thated to e
timing taking place now, in January, for R

Q  want to nsk about your stance that controlling of
hardwars is not as aasy or may not be as effeciive as controlling. |
sofiwate, when & seems hat bis woull probabiy flow through borders
surrepiitiousty much easier than maybe orates of compulers.

DEPUTY SECRETARY DelEON; Thisis Rudy Deleon. | think we
spent much iime lnoking at what a proper requlaliory mechanismwas, The
industry is moving production where the MTORS measure became mearingiul,
And as we looked at & {urther, apnication of the hardware ihst becomss
critical for national securily pumses - s nol the hardware, but
sather the soflware that aliows you 1o do the applicalions that becomes
crilical .

Some significance - {breaking up} - ransitioned in g decade
from a sra dominatad by - (bresking upt - computers 1o 3 nation where
compuiers and networks together can give you jusl as much - {breaking
up} — ability. So what becomas crifical in s envronment are two
things -- is there knowledge on the software through the appboations of
ihe sofiware that slinws hardware 10 do hese eomputations. Then
sacond, you have skilled people who know how 1o maximize software -
{breaking up) - after 2xamining 1 i1 great detall - {breaking ug) -
are very much sommitied 1o the national -~

N

(i Rudy. you're breaking up. Could you {'Espi&at hat?

DEPUTY SECRETARY Del BEON: What pafti’{* §?e<}piﬁa ke mire very
muth dedicated - {breaking up) -- national security interest came v
the conclusion that hargware - {breaxing up} -

{0 Rudy, you're breaking up, like the past three sentences,

DEPUTY SECRETARY DeLEON: Okay. I'lf repest it again, The
dedicated people here that are reaily focused and concerned about
national security issues came 1o the conclusion that it is the’
application software plus traingd and skilled peopte who know how 10
utilize the capabilities that is embodied in the hardware, that that is
the critical path,

Q' Who makes this type of software? | mean, is there a
small core of specialized developers?

DEPUTY SECRETARY Del.EON: This is a highly specialized ’
software industry that is unigue to the national secunty side.

MR. PODESTA: Yes, when Rudy is talking about conirofiing
software, we're not talking about either going an-line o walking into 8

a %
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-~ and buying something on 2 floppy disk. These are big, complicated,
saphnsicaisd programs that are done targely for our national security
indusiry, And that, | think, goes back to Ted's original question,

whith is how g0 vou contral this stuff. Well, there are centrols in
piace on that now and we're really after the most cutting-edge, |
suppose, i you will, kinds of big programs.

' Someone there mentioned the Tier 3 distinction might have
been simply done spway with. Could you elaberate on that a litile more?

UNDER SECRETARY REINGCH: Yes, John mentionad it in the
President's proposed repeal of the statute thai reguires it. Butto go
back to something that | said a couple minutes age, orcg you comg to the
gonclusion that the Defense Department has come to - namely, the
fulility of hardware controig -- thers is no longer a national securily
rationale for maintaining those controls on any countrias except the
ambargoed states, the terrorist states.

We gre re%uired by law i mainiain 2 conirol standard based on
MTQPRS for Tier 3. Bul the President has recommandad tha! provision be
repeaind, and if the Congress were (o do thal, then the next
administzation would be in g position to remove the MTOPS limit on Tier
3 a5 wall if it wanted to do so. ,-

2 Bo tnis move loday includes recommendations that Tier 3
ba rapoaied - o

UNDER SECRETARY REINSCH: Well, you have fo phrase it a littie
bit differenily than that It coniains a recommendsation thatthe
provigions in the National Defense Autharization Act io require a Tier 3
and an MTOPS timit be repaaled,

{3 inihe paper you handed oul, you noted that the Clinton
admirisliation recognizes that the incoming administration needs an
opporiunity to examine such 2 proposal and intimated there that you
might be doing less than you might have done if you didn't have just two
weoks left 10 go. {s there anything more that you would have lixed to
do or that you're recammending that the Bush administration do, aside
from the congressional rapeal?

MR PODESTA: Well, if I'm not mistaken, the President-elect’s
gver at the Pentagon as we speak, or has just left. (Laughter ] Sal
think that we want to brief their team ahout the study that was
undertaken and coordinated inferagency, but led by the Delense
Depariment, and where wi see the ability to be able to control the
critical, from a national security parspeciive, lachnoiogy going in the
future, and algo | think share our views on the necessily of keeping our
owr computer industry and our own software industry frst in the world,
because that is reslly another element of nol only our continued
econarnic performance, but sur continued ability to provide the national
sacurity sommunity with the highest level of capability and capacity.

And | think we want 10 shara that with them, and they will
have 1o kind of pick up s issue and pick up this bell and decide
whether the suggestons we're making, for example, on these legisialive
proposals are wise and cught 1o go forward, and 1o —- hopefully, 1o
continue the dinlogus that | think we've had, which has been
construclive with not only inleragency, bul wilh our high tech
camnLnity,

G Can | ask how broadly wil the definition be of the
restricted software - and the national security end proliferation
{ei?Zed softwarg? That could theoratically be a prelly ambiguous
definition,

UNDER SECRETARY REINSCH: 1f | can interject there -- and |
think Rudy will comment, 100 - | think we are falking about a universal
sof}wara that is already clagsified, already controlled, afready clearly
definad.

DEPUTY SECRETARY Del EOMN: It is already cantrolied from the -~

3
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ragime, and thet is becasuse most of this application software is based
upon empirkal data that is classified. :

MR. PODESTA: And we're not talking about expanding that
DEPUTY BECRETARY DelEON: Correst,

G But gefting back o tha next sdngnistealion, inorder
get nd of Tier 3, that's something that Congress would have to do, that
hardware review. Or, is there something that, adminisiratively, this
administration or the next administration could do that would eliminate
those reguistions? .

UNDER SECRETARY REINSCH: As a legal matter we have
interpreted the NBAA to require the craation of a Tier 3 and a control
of Tier 3 on the tasis of a number of MTOPS. Now, Tier 3 was an
administrative creation of the Executive Branch, as were Tiers 1, 2, 3
and 4, and it might have some utility that goes aboave and beyond
cormputers. It's not the existence of a ligr that is the important
guestion as much as it is i the statute the requiremend nat axpors 1o
those Incations be controtied on he basis of the number of MTOPS, And
that's what we would propose repealing,

€1 Who is saying this?
UNDER SECRETARY REINSCH: This is Bill Reinsch saying that,

O Bill, jor analogy’s sake, $0 our readers can undersiand
fis, 86,000 MTOPS -- can you equats that to X-number of Pentium Xs
linked 1ogather?

UNDER SECRETARY REINSCH: It's 32 Pentium s,
(}  This won't allow the export of «

UNDER SECRETARY REINSCH: Wal two things, The Praskient’s
desision doesnt include the export of individuais. It doesn't change
arzgzhirzg with raspect 10 the export of individuat chips, which are aiso
suiiac: 0 thelr own MTOPS requirement, which is not the subject of this
confgrence, 5o we haven'i changed anything there. There is s limit on
thase, and | don't know the plural of Hanium is - ilania or ganiums
that go over § 580 MTOPS would be subject 1o license one by one.

 ompuiers that contain them would ngt come under this
restriclion as well, depending upon what their overall power was.

UNDER SECRETARY REINSCH: 1l be around if people have
follow-up questions and want to calt me at my own office. which is:
482-1458, | can follow up thers if anybady is interasied.

DEPUTY SECRETARY Del EON: And this is Rudy Deleon, and I'm
reachable here at the Penlagon, and wa have @ team of people that can be
available ag wel. Lei me jus! say that on the ssue that hardware
contro's are ng langer effective, this is really a conclusion that COD
has come . We're really looking for 80 alfernative machanism and we
appreciate the support from the White House and the Commerce Department
1o find 8n allernalive mechanism. N

& Thank you. Good-bye.
END  2:07 P.M.EST
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{Fenerad Chservativns

Ll Allegations ubout the oxtent o Chinese mpmmgﬁ aver tho past 280 years or niove concern all
of us who ogre phout America’s mational securty, :

ey

hie problem o1 security ac our nuclenr laboraturies goes hack thruugh several
Adminisrrations and {s betng aggrexsively addressed by the President and the Depanment of
Ernerey.

|+ These are lundamenti] nationn] security concerna that reguind penpartisan sohaions, Jt
doean’t help 1o start f)r:.mmz& fngers: Wit mxed 1 poldnt the way wward v:-;f‘c;;,zzzrdmg our
future, not scapepoaling our past,

3 Y

Inteltigonce Commitnitg Pesspective

i1 “the Inteliigenee Commaunity complated x damage axsessment Aprdl 217 and released an
unclassifled veesion of ite findings. Thuse Yindings differ fron: rezent news reputts,
particutarly on how much nuciear weapons information China has acquired lrom our labs and
how signiticant tas nformation is for O fzzm s mwdemization program. -

1 The damage assessment found thap

3 Ching obined some puclear informusan front the ULB, that probably secelerated itg
mudernization progrug, hut expodts dos't balieve they are socking 1o replicate ULS.
wizapon designs.

1 Chinese eehnica! wdvorces bave been nade ofy the basis of ¢ wide varioty of infonmation,
aaluding ciassified and unclassified solrces, contact with Americun and forgign
scientists, amd v own resources, The relative contribution of these vanous sources
canngt b delenmined.

i1 Chingse ¢ffors o aeguiie seclear seerets ave not resulied o goy apparent maxzit.m,tzntt tn
of their deployed stiateyi fome ar any new nuclear weapons developiment.

Pl e frziniii”ém.a Comrunity s 1epot was endorsed by a highly respected. bipartisan
- preupof experts headed by Admiral Jeremiah and mulading former National Security
Advisor to President Bush, Generat Seowirell

zool ’ oyE8BaLs YV tETITY Qs sesetrso
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" We shouid not Josc mghi of e bistoric and s;micgu. contest m thzz current debate.” Ma:h of *
the anelear weapons refated information was segairsd by China Lo the 197¢'s and 19ROs and
involved lechnolopy and concepes thal are even older,

11 Theft and securily congermny invalving our nuclear Iaboratories is, in 0 word used by Rep.
Co, an “endemic™ problem spanning several administritions, News reports duting back o
1990 revealed the thoft of nuvlear secrats From an Ameriean auclear luboratory.

13 Numurous GAQ repuriy throughout the 19807 and 19905 highlighted concerns ahout lux
seourity At our neelaar labonsaricg, . . .-

b Chivie. Jespite s size, renwains 8 very sowalt nuslear power. with fewer than two dozen long-
range missiles. Wo have aver 6,000 suategic nuclenr warbouds, France is & greater nuclear
power Uan China.

furdsan Chutpes

t1 The Cos-Dicks Commitioe wus chiged with investigating. amouag other things, whether
trere wus any cunnection between cumpaign contnibutions and narienad sdcocity decisions.
Rui, ax Represeaative Dicks hax siadd himsel? “campaiun conrdbutions played no role n any
deciaion that wis nuede

13 Supgestions by sonnwe erites that the White House worked 10 keep the Cox-Dicks report from
petling oul, or to remove accurate. bat politically damaging iformation are absolutely false.
Rep. Cox himsatt said on ARG Tt Sunday that “it would essentully be the same report™ if
the Huuse of Represemaltves had hud the 2ole authority to declassify it

11 Shwilar chorges dun dwe Congross was ot adegualedy brieled are sovuue. The
Adrataistration briefed approprise commilives aud membors of Congress on a numbor of
pecasions vver the last soveral yours.

1y The '.f"rt:au.is..m remarks abow Chinese nuclear egpionage ut the ngtional lsboratories ard
Hegurate, We knaw ol several ingtateex in the fote (9707« and the 19R83%s in which Ching
phtitned nuehes intformiation feom e labs. Bul reporiing shout o Joss of auclenr lafoumation
e Chinain the mid-19907s does not link the loess 1o the Libs,

Whar 7o Do

1 The borom line is thal China, like « number of vilier countries, has uliempted 1o obtain
Neerals fromm uy wnd other nations aver many »ours. and we need 1o be vigilant, Wo niust
continte to 1ake strong moagites o profect our puclear seerets frum thefl and w eafeguard
our high techrialogy producis Froti misuse,

toel GELONBZE XV TYrAT (UM eEFET/ 80


http:s3te~ua.rd
http:vir.ilr.nL
http:J<.(:Cll.:"ltY:.11
http:IllIC!1:.af

+

TV WAY-19-88 1801 N LRz ARE R v U U ORLDd
. »0¢f19/98

rao

U

H

i

18185 @207 45¢ §220 T . HSC PRESS 9F¥FC

The P‘rcs:dcnt mLOb(UZ&S thexg concevns, and that is why he :sm.z} 3 w;:icwmwmg, b
pm.ld».nua! dircetive in February. 1908 that erderad sweeping measures to ;,zrg;zgi:hcn ;; R
counnerintelligenes at vur nuctear fubotatoies (this divective was issued hefore the (,arx’ M

Picks Conmitge was evan formed}.

R4 Jobed2d

Under the leadership of the Presiduny, and st the dircetion of Cnerpy Sm:m:ség: 1’

Richardsen, the apariment of Unergy has:

M Appointed an FBI ufficial (Fd Curran} 1o oversee DOL's counterinicllipence program.
{1 Established a progiam tor pulygeaph 1ests for key seientisis and thorouzh huckprognd

checks for Jurelgn visiions from sensitive countries.

L Lstitueed magor improvensensts in computer security at the labs,

The Chinton Administestion slse Bag dramativally increased DOE’s coanterinteliigence
budger, This vear's 315,06 millinn budge is Jel! six-Times brgqt.r thit 199075 $2.6 million,

And the Administration Is regeesting $40 milion i next yeur's budger.

The White House has ombraced the vast majority of ceforms recomnended by the Cox-Dieks
Committee.- In fact. many ol those changes wore already undenvay when the Ce tmmttm

began its work Tast year,

We also have the gplitest controly of any major country un high tech exponts to Ching, und
we e beep very offeotive In proventing diversion of such ftems. sach as high performance

sumpuicrs and satellites, wo militey purposes.

The President i raembers ol FCongress Trom both parties are detarmined o wark wgether w
O WhUlever 1S NCCessury Gy :usl:..;;uafd sy muciene and wehnologicnl seoretz and ensure pur

nation’s seouctry in the 21 century.

We are determined lo move whead with a a!mr-eyer} policy of strategic engagement with
Ching, so tha we can continue lo encoutage Ching o prevent the proliferation of weapons of
AIass destructivn, 1 work with us 1o biild u stuble wad Inssing puse i Asia and o promoie

graater demacratization snd cespeer Tor humun nghts,

This pdicy has alrendy yiclded mparrant resubis, China signed imporant arps conlrol

agresmenis, inchuding thy Camprehensive Test Ban Treaty in 1996, which will limit China’s

ubility 10 modernixe ity nucicar wenpons. Uhina hus ended nuclesr ussistance wo Jran and fo
wkisran’s unsaloglarded nuckar prowam. And China is working, with the LLS. to deal with

profifermiion concerns in North Korea and South Asia

OYSOBEIE YVA T¥IiY (HR  KE/BY/ED
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Scmﬁiy AtUS. Nucllcat' Weapons Labnratoﬁeas Is An Issue Afi‘ect:ng Py 'v'_:" - i
Republican And Democratic !tdmlmstratwns, Government And News
Reports About Potential Leaks Go Back More Than A Decade.

W

a‘«}v

From The New York Fimes, 1950

"Chinese intellipence agents surceeded in stealing nuclear-weapons secrets from the
Government's Lawrence Livermore National Laboratory in the 1980's. and the Federal
Buwreau of Investigation later conducted u long espionage inquiry intp the thefl, American
intelligence experts said tedny...

Officicls in Washingotn said the Chinese had sorght an areay of nucigar-wmpags
infermation fron: Livermere and vther Government-finarced weapons laboratories. ..

wanuther folficial] soid the Chinese apparentdy ot most, if aot all of the dota i}mw
needed i}}z exploiting lapses in rowtine security procedures....

. ‘ The New Yok Times, November 22, 1990

From The dssociated Press, 1990

“Information that belped China develop a newtron bomb was stolen from Lawrence
Livermore National Labaratory through aspionage, according o o published report ... “

Ceearpe Carver, a former depaty director of the CIA. seid publicly last month that the
Chinese success was bosed an {28 nucloar research...in 1989 .the Chinese blossomed forth
with the neutron bomb which wos made from date stolen from U8, research centers, " he said in
a speceh to Lawrenee Livermore emplayees. .

The General Avcounting Office reported in 1988 that foreign intelligence agents posing
as visiting scientists had gained aceess to Lawrence Livermore and America’s other two mucloar
weapons design loharatories.

The Associated Press, November 22, 1990

V... @t Guneral Accounting Office (GAQ) report 13 years apo that warned the Reogan
adntinistration of ‘major weaknesses’ in the foreign visitors program ol the nation’s nuclear
weapans laboratories. including suspected foreign agenis from Russia, China and other
‘sensitive couniries being able to make visits “withouwt prior DOE knowledge,’

The October 1988 GAQ report followed an FBI investipation of alleged spyiny w the
Lewrenee Livermore National Laboratory in the garly 1980's art numerous internal {3QE
studies eridical of security,

Brenr Scowceafr, Presidant Georpe Busk's narionol secarity adviser, said lab security
‘was aet an issue’ during kis time in office. Hy said he was wnawars of the GAD report and
war surprised (o hoor that stories ware published abowt the alleged Chinese stealing of secrets
about the neniran warhkeod of the lahs.
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e Rt:p {,hrfsfapfzcr {ox.. sam‘ yesterglay in reference w the mn’ ly GAO repaﬂ !haf Slf:ur 1y SR

at thi tabs “is best understoad as an ‘endemic problem. .. S SR g
The 1988 GAO repurt reforred 1o a 1983 DOE atm!y et wnch«fch ‘a s;grzy"tcan! ’

amounl! of important technology may have been lost 1o potential adversaries theongh visits.

In addition, DOE’s own vulnerahitity studies in 1984 and 1945 found that ‘information on

classified progreoms could be derived from.. .ubsarving activities at these fuctlities.”
Although buckground checks were required for all visitars from communist couniries. the

studdy found that such checks were not dome for 119 of 181 individuals sampled during 1987, "

The Washingtlon Post, March 19, 1999 .
Director Frech: “in terms of the ovarall com:h.,m:{eii:g;. nce deficiences in the national
laboratories. wy I mentioned. Senator Glenn fiest highlighted this, at least in terms of our search,
in 1988, He hod hearings, he wrote a repert, und there were o series of ather reporis... So the
probiem in terms of a probiem has been around for a long tinte. ..

House Appropriations Commnites Hearing, March 17, 1959

Represemative Dicks: " ThAe mos? important thing [the American peaple] will learn iz that
Jor 20 years, starting in the "8's, we had 6 major counterintelligence foidure ot Los Alamss and
af the other national abs that is now being corrected bui will onfy be corrected if we stop
playing the blame game and start working together (o make sure that the resorces are
provided and the oversight is provided to nplement thut plun.. .~

NBC Meet The Press, March 14, 1999

‘There Has Never Been Any Connection Between Campaign Contribiitions
And The Clinton Administration's National Security Policies And Decisions.

Rep. Dicks: “_.in gur investigation, we found that campaigs contributiuns played ne
role in any decision that was made. } usked wiraesy after withess, "Were you put under any
pressure (o change a decision on a nationed security matter because of politicad influence,” and
the answer was s0 in every case. "

NBC Meet The Press, March 14, 1999

“Ching s ballistic missile advances wad its effocts 1 inflaence the 1996 eloctions were
addressed i yeprrate sections af thie report, This was done. committee oides said, at the
insistence of an influential Democrat. Senator Carl Levin of Michigan, to underscore thut no
Hatk benween te two matters had been found.”

The New Yurk Times, May 7, 3999
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Security Concerns At America’s Nuclear Facilities A
Excerpts From GAO Reports, 1980 - 1992

March 1980 “Nuclear Fuel Reprocessing And The Prablemy OF Safeguarding Against The
Spread Of Nuclear Weapons™

“Adequate safeguards o preveat tha theft or diversion of weapons-usable material from
commercial nuclear fuel reprocessing plants have not yet bieen developed.” '

May 1986 “DOE Has Insufficient Control Qver Nuclear Techinology Exports™
“DOE has...autharized expons withaut review for sensitive nuclear technslogy,.™
March 1987 “DOE Reinvestigation of Employecs Has Not Reen Timely”

“In summary, we found that DOE headquarters and some field offices huve been unable 1o meet
DOE goals 1o reinvestigate security clesssnees.,. . (DOE offices ) have almost 76,000 employccs
who have not been reinvestigated within the fast 5 years as DOE now reguires.”

Angust 1987 “Department Of Enerpy Needs Tighter Controls Over Reprocessing
Information”

“...cowgttries that pose 4 proliferation or securily risk routipely obtain reproceasing information |
published by DOE....DOE has transferced to other countrics information appearing to meet the
definition of sensitive muclear rechnology... . DOE places no restrictions on foreigo nationals’
fovolvement in BOE-funded reprocessing research ot collepes and universitics.... Each yesr -
between 15,000 and 20000 foremn nattonals visit or are astigred to wark at [JOE’s facilitics.. In
1983 DOE found that its monitoring of these activities had not been adeguate, and signficant
energy information may have been lost 10 foreign countries.”

December 1987 “DOE Needs a More Accursie and Efficient Secn rity Clearnnce Frogram”

= DT has oot maintained accurate clearance data bases... Clearancs files._contained over
4,500 clearances that should have been rerminated, and o over 600 other cuses srmployees had
clearance hadges but did not have active ¢learances listed on the clearance files.™ '

June 1985 “Better Cuntrols Needed Over Weapons-Related Information and Technology™

* . communisi-controlled nations, countties sugpested of developing nuclear weapoas, or those
viswed as a national security risk -~ huve obtained information dealing with detonators,
explosives, and fiving sets that could assist or enhanee nuelcar weapons development. Fovign
nationals abisin some informanos diuceidy lrom DOE's weapons labarataries, DOE does not
require the {aboratories (o teack these equests.”
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Ap:;!! 990 “§0€ Oversight of Livermore's Property Mansgement System Is zaa‘ziz{:;“ﬁ:'{téf ’?f (m}

...y of mig-tanuary, faboratory managers coukd pot locate 16 percant, or 27,528, of the Hems
recorded in the laborstory’s propeny management data base. .. The laboratory does not have
adequate 2ccounting controls 1o casure that propenty in its custady 8 safeguarded..

October 1990 *Potential Security Weaknessey at Los Alames and Other DOE Facilitias®

“,.. A0 found that most of the regular secunty force locked one or more of nine gkills tat DOE
officials say are needed to easure the minimum level of protecrion for the site. Over 75 parcent
of the regular security force Jacked sueh skills during an unasnounced Apnl 1990 exercise.., ™

February 1891 “Accountability for Livermare’s Sceret Classified Documents 1s
fnadequate” '

“A substantial number of secret documents cannot be Joested, Thess documonts cover & wide
range of topics including nuclenr weapons and laser design...a ecent inventory of secret
documents at the laborstory ideniified over 12,000 missing sveret documents ....neitherthe
laboratory nor DUOE can provide assurance that the pational security hing not boon damaged.™

March 1991 “DOE Needs Beiter Controls to Identify Contractors Having Foreiga
Interests” - ’

“Qwerall, neither DOE ner its government-owned contractor-eperated weapons lnbortories fully
complied with DOLs repulations and procedures for detenmnining whether contractars are subject
to foreign interests and for preventing associsted risks.. DOE has several internai control
weaknesses that could cause further problems in sofeguarding classified matter.”

Mayp 1997 “Property Control Problems At DOE's Livermore Lanboratory Continue”

“The Iaboratory’s claim that most of the missing equipment has been found is inaceurate....only
about 3 percent of the inventoried equipment. acquied ot o cost of $26.8 million, has boen
logated, About 13 porcent.. s still missing.

July 1997 *DOF Qriginul Clussification Authority Has Been tmproperly Delegaled”

*..DOE has delegated oripinal classification suthority to over 30 contractor pergonncl... The
misclassification of national security informativn could servusly impact and threatea ULS,
pational security iterests. . DOE cannot provide assurance that US, national secunty umterests
have been or are being adequately protecied.”
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“Deqp;te the cr:zmal :mp@rmm ¢ to national sccurity of elfective safeguards and sccumy a‘i BOE 8
weapans facilities, DOE security inspoctions have identificd sumerous weaknesses in this
arca....avir 2,100 wesknesses were identified 8t 39 of DOFE s impartant weapons-related
facilities.... The identified weaknesses cover a wide range of security activities, ingluding poor
performance by roembirs of DOL's security {orce, poor ascountability for guantities of nuclear
materialg, and the inability of personnet o focate documents containing classified information.™

June 1992 “Weak Internal Contrels Hamper Qversight Of DOE's Security Program”
“The lack of complete or readily available records at DOE headquariers prevented us from
determining wherher DOE's written policies and proceduires for reviewing and approving
exceptions have been followed.. .of the 312 exception requesis on file...1 14 were missing such
key records as the exception vequest fetter or e Oflice of Safeguards and Security's response,”
Octeber 1982 “Safegunrds and Sccurity Planning at DOE Facilities Incomplete®

“As of September 1992, DOE bad not completed safeguandy and security plans for 153 ofits 27
sensitive facilities, At the 12 fncilitios whore plans were complelg, the planning process often

wdeatified sipnificant vulnerability to theRt or sabotage.”

Nuvermber 1992 “Improving Correctien of Security Deficicncies ut DOE’s Weapons
Facilities”™

--IOE's review of contractoss” plans to correct deticiencies is somctimes untimely, potentially
mming in prolonged séeurity risks.

April 1999 *Key Facmrs Underiying Security Problems at DOE Facilities”

Staterrent Of Virtor S Rezendes, 118 General Accouatinu Office

“...We found in 1988, and again in 1997, that [orcign visitors are allowed inte DOE's nuclear
weapons tesign sboratories with few background checks and madeguate controls.”

“In 1987, 1989 and 1991, we reported that foreipn couiries mutinely obtain unclassified bat
sensitive infarmation that could assist thelr nuclear weapons capability.”

Eneffzzmwe mﬁn&g{'{lé‘l‘ll ol personne] security clegrance programs hag been a probiem since the

1980's.”

“We reported ia 1980 and agam i 1W91 that, at some facilities, DOE was aol properly
measuring, storing and verifving quantities of nuclear mateninls. Also, DOE was ool able to track
all nuclear material sent averseas foe research and other purposes...”
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China And U.S, Naciear Scerets: Sepamtmg Faét From Fiction

The Clinton Administration Kept Coogress Informed About Security At ULS.
Nuclear Weapons Laboratories

-

Seaaror Bob Kerrey: “...f ihink they are trying to respond 1o a problem. 1 was notified —
now that it's been public - 1 was notitled in July of 1996.... We did vespond in 97 and ‘98 with
increased monay for ecounterintellisence.” { think there s been a substantiad response..”

Wolf Blizer: “And us jir as being fully briafed on thiz, and consulivd, informaed as the ’
ramking Democrar on the Inwellivence Cymmittee, post have gruve probfents with the way the
administrarion dealt vwith you™

Scnotor Kevrsy: “Well, {don 't - Ido not. T mean, they ve been —- they 've sotified me on
marty aceasions on tots gf different thingy., They had substantlal notlfication of us.... "

CNN Late Edition, March 21, 1999

The Department Of Energy Worked In Concert With The FBI In Its
Investigation Of Wen Ho Lee And The FBI Is “Very Satisfied” With Energy’s
Counterintelligence Efforts

Timn Rusaest: “In Seprember of (997, Lovix Freek, head of the FBI, a very tough cop,

suid there was nu longer any investigative reason that Wen Ho Lee shouddd stay in hiv pusition,

ond he stnyed thare and he stayed there for o year and a Balf until yow removed bim,,. 7

Eiergy Secretary Bill Richasdsan: "o, thers 'y xome inconyisiencies in those siaiements.
Lauis Freeh has siced with the FBI that we acted In concert with the FBI, the Department of
Energy, on running operations on this imdividwal, irying tu find whether be was spying, Ho way
moved aut of sensitive arcus eurly on, There appeurs 1o be, in year guestionlng, that we haven 't
been acting 1 concert with the FHRI We have been. Kspecially right now, icrminaied this
Individuul not urtit after the FBI gave me the green lght. .. But we have warked very closely
with the FBI. They e acted vigorously. effectively and Iibink Louls Freah, with e, In this
irvestigation, has been tervific.”

My, Russeris "Su the 18I did not recommend in 1997 that there was ro investipuiive

reason ke keep Mr. Lee in his pochion?”

Secretary Richardson: “You 'll huve w ask the FBL but [ don’s beflove so. They have
stated thot we acted in concert thraughowt the investigation and in the pmcess ing of Wen Ho Lec
ey we mved vn this issue, ™

NBC Meel The Press, Maech 21, 1998
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hma And U S. Nualcar ‘Sccrcts* Scparat;ng Fact From Fictlozz

Zlinton Administration Kept Congress Informed About Security At US
sar Weapons Laboratories

Seaatar Bob Kerrey: “.. [ think they are trying to respond to a grobiem, I was wotified —
wat it 'x heer public - { was notitled in July af 1996.... We did respond in '97 and ‘98 with
sed moncy for covnturintelligence.. f think theee s been g subsranlal response. "

Wolf Blitzer: “demd ax flar ay being fully briefod on this, and consuiivd, informed 4y the
g Demueran on the Ingelligence Cymmiitee, you have grave probiems with the way the

dstraton deals with you. ™
Sonator Kerrey: “Well, Fdon 't - § do pest. § e they v boen - they 've notified me oa

oecasions on luty of different things.... They kad substantinf notification of 5.~

CNN Laie Edition, Mandh 21{, 1999

Department Of Energy Worked In Concert With The FBI In Its
stigation Of Wen Ho Lee And The FBI Is “Very Satistied” With Encrgy's
aterintelligence Effpres

Tits Russert: “In Seprember of 1997, Lauis Freeh, hevd of the FBI a very tough cop.
here was 5o longer ary investigative reason that Wen Ho Lee showld stuy in fAis pasizion,
# stayed there and he stayed there Jor a year and s holf watil you removed A, ™

LEnerpy Sevretary Bill Richesdson: “Tim, thore'y some inconyistencies In those statements,

“Freeh by sigted with the FBI Ut we acted In concert with the ¥BI, the Mpzmmem of

1. 11 running operations an this individuel. 1eving ra find wherher by way spying, He way
d cut of sensitive areus coarly on' There uppears i be, in pour guestiontng, that we Raven 't
@eting in voncert with the FHAL We have heen. Bspecially right now. § ierminaied this
iducd mot until after the FBI puve me the geeen Hyhr. .. But we huve worked very closely
the FBI. They kerve ucted vigprowsly., effeciively vad 1ihink Louls Freeh, with exe, in this
tigutian, has been terrific. "

Mr. Russerl: “Ser the # 81 did nor vecommend in 1997 that there was no invesilparive
W f keep Mr. Lee in By pusirion? ™

Seeretary Richandson: “You # have to ask the FBI, but L don's believe so. They have
4 thut we acted in concert 1raugthout the Investipation and in the pmaessm;z of Wen Ho Lex

v moved o thiy issue

NWBC Mect The Fress, March 24, 1999
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Seceurity At U.S. Nuclear Weapans Laboratories Is An Issue Affecting C
Republican And Democratic Administrativos. Government And News ’
Reports About Potential Leaks Go Back More Than A Decade.

?r&m The New York Times, 1994

“"Chinese intelligence agents succecifed in stealing nuclear-weapaons secretx from the
Government’ s Lawrence Livermuore Natioual Laboratory in the 1980°s. and the Federal
Burew of Investigation kater conducied  long cspivnage inqulry into the thefl, American
intetligence experts said laday....

{Mffictals in Washingots said the Chinese had spught an array of nuciear-weapons
srforsmtion from Livermare and other Governmeatdfingnced wedapans foboratories....

wttnother fnfficial] seid the Chinese upporenily pot most, i 'aot all of the daves thuy
needed by exploiting lupyes in routing security procedures. .,

. The New Yirk Tiows, Novanber 22, 1998
From The Asspciated Pross, 1999

“Infurmatior that helped China develop o nowaron bomh was stolen from I.fzwrence
Livermore National Laboratory thenugh espionage. cceording 10 a publiched repori...

George Carver, a former deputy director of the Cla, said publicly lust month :h{;{ the
Chiness vuccess wox hased on US. nuclear rescarch,.. ' In 1989...the Chinese blossamed forth
with the neriron bomb, which seus made froer dane stolen froms U, research gensgry, ” he suid in
o speech ro Eowrence Liverstore smploveex. ..

The Generad Accaunting Office reported in 1988 thal fireign intelligence agenis posing
ay viviting selentisis hod guined avevsys to Lowreence Livarmore and America’s vihey two mictenr
weapsas desion luboratories, ™

The Aasaciated Pross, November 22, 1890

... @t General Accounting Gffice (GAQ) voport 1 pears ago that waned the Redagon
adminisiration of ‘major weaknesses® in the fareipn visitors program at the nation's nuclear
wetapons laborataries, inchuding suspecied furcign apeus from Russia, China and other
‘semsitive’ countries heing able (o muke sixity without prior [JOE knowledge. "

The October 1988 GAD repurt followed un FBE investipation of ulleged spying at the
Lawpence Livermore Nutived Luboratary in the early 1980y und numerui internal DOE
stutdivs critloul of secwortiy.

Brent Scoweroft, President George Busi's national secarity advisar, yuid fud securily
‘was not an $sae’ during his time in sffice. He said he was unuoware of the GAQ report and
wrs surprised to hear that storiex were published ahout the alleged Chinese stealing of secrets

© et the newron wurhedd at the labs.
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Rep. Christopher Cox.. satd yoserday in reforence to the garly GAL repart that security
at the fubx ~iy best understood as an eudemic prodiem. ...

The 1988 GAC) report rafirred 1 o 1983 DOE study that conclieded 'n sipulficant
amaunt of imporiant technolegy may have been lost to potential adversarivs throupl visits.’
Inn addition. DOE s ows vulnerabllify studicy in 19849 und 1983 found that “infarmation on
classified programs vould be decived from. ohserving wetivitics at these facilities.”

Althaugh buckyround checks were reguived for all visitors from communist countriex, z&s
stuely found thut such checks were not dene for 119 of 181 individuals sampled during 1987

The Washinglon Post, March 19, 1999

Divoctor Fragh: "M werms of the averall counterindellivence defiviences in the nativext
luboratoriss, us I mentioned. Senaior Glenn first highlighied this, e laast In terms of nwr xearch,
in 108K te had hearings. he wrote & repors, and there were @ series of other reports....So the
problem in ierows of « problem has been uround for o long lime.,,.” -

Haowse Appropriatiops Comamineae Hearing, March 17, 1999
Representative Dicks: ~ The most imporiunt thing [Ow American people ] will learn is thar
Jor 20 years, starting in the "8y, we hud ¢ major cowterinietligenie fuilure at Lax Alamos and
@t the ather national labs (hai is row heing corrected bul will vnly be corrected if we stop
playing the blams pame ard start workdng togetbier 1o moke sure that the pespurces ace
provided and the aversight is providud o implement thot plan.., "

NBC Meet The Press, March 14, 1989
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