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KEYNOTE ADDRESS 

UNDER SECRETARY WILLIAM A. REINSCH 


BUREAU OF EXPORT ADMINlSTRATION 

U.S. DEPARTMENT OF COMMERCE 


UPDATE 1000 

WASHINGTON, DC 


JUNE 10, 1000 

INTRODUCTION 

Welcome to BXA's thirteenth Update conference. It is a pleasure to be here and to again have 
the opportunity to discuss our Nation's export control policies, But this year the opportunity is 
bittersweet. as this is the final Update olthis Administration, and the tast time I expect to appear 
before you. 

It is },vith this in mind that I want to indulge in a bit of history ofwhat we have done- over the past 
seven and half years as well as some of the challenges we and our successors will face in the days 
ahead. 

When this Administration began its work, we were at a crossroad. in U.S. strategic trade policy. 
The design ofour export control system was antiquated and it, process creaky, having been 
designed fur the Cold War, when political relationships were less ambiguous. 

OUf goal was to build a strong Western alliance as a bulwark against Communism, Our security 
\\'as tied to keeping advanced capabilities out ofour adversaries! hands. This meant keeping our 
best technology from reaching beyond our borders. 

Then the world changed dramatically. The familiar framework we had followed for nearly a 
half-<:entury required new flexibility to deal with more ambiguous, but equally real emerging. 
threats. Inst<,.d of bipolar simplicity, we face a number ofrogue states·· or should I say "states 
ofconcern?tI ~~ bent on acquiring weapons ,of mass destruction and destabilizing their regions 
through acts of terrorism. 

The Administ.ration realized early on that rapid technological change and economic globalization 
compelled comprehensive reform of our export control system which balances the need to keep 
sensitive goods and technologies out ofthe hands ofcountries and projects ofconcern without 
imposing unnec:essary or ineffective constraints on business. That is why we liberaljzed outdated 
controls. streamlined our existing export control system, enhanced our enforcement programs., 
and helped te, strengthen multilateral regimes. 

Among other things, we: 



• 	 updated and liberalized control. on higb performance computers, semiconductors and 
semiconductor equipment. ;Seta~test software, te'ecommunications equipment, and 
chemical mixtures and samples, among others. 

• 	 streamlined controls On encryption products to support the growth ofelectronic 
commerce and help industry Il1lllnrain its leaderahip in research, market abare, and 
competitiveness while protecting our national security and Jaw enforcement priorities. 

• 	 completed the transfer ofjurisdicrion ofcommercial communication satellites and 
commercial jet engine hot section techno1ogy from the State Department • s Munitions List 
to the Commerce Control List, although tbe Congress subsequently moved satellites back 
~~ an action they are already regretting. 

• 	 amended our control list of nuclear items to conform more closely with that ofour aUies, 
and expanded the number ofcountries to whic,:h exporters can ship nudear-controlled 
items via license exception. 

• 	 eased sanctions to open markets in Cuba and North Korea for U.S, industry to provide 
needed food and medical supplies to distressed populations there. 

• 	 clarified and simplified the Export Administration Regulations through the first 
comprehensive revision and reorganization in 40 years, making them clearer and more 
user-!liendly. 

• 	 simplified our regulations for the export clearance process to provide flexibility so that 
exporters can strucrure their transactions as they wish. We also reduced the size of the 
regulations as well~ slashing the "Exporter ofRecordn regulation. for example, from 
19,000 words to 6,000. 

• 	 improved the license process by broadening agency review opportunities while limiting the 
time for those reviews, providing an orderly procedure to resolve Interagency disputes, 
and establishing more accountability throughout the interagency process:, While average 
times are a bit longer~ we have effectively eliminated the black ho1e it~to which licenses 
were frequently falling. 

• 	 developed the Special Comprehensive License, which allow. experienced, high volume 
exporters to export a broad range ofitems under a single license. 

• 	 supported the Automated Export System to better facilitate export. by allowing data to be 
submitted directly through electronic submissions, 

• 	 created the Simplified Network Application Process to allow exporters to submit license 
applications quickly and easily on-line. Since its inception in February 1999, SNAP has 
received 8,973 license applications from 2~033 registered users representing 1,044 
companies. This is 54% of aU license applications received, 



• 	 helped create the Wassenaar Arrangement, which established multilateral controls on 
exports of conventional arms and sensitive dual use equipment. 

• 	 worked to strengthen other multilateral nonproliferation regimes, which, in tum, enhances 
U.S. exporters' ability to compete on a level playing field. 

• 	 instituted the License and Enforcement Action Program or LEAP to increase industry 
understanding of its rights and obligations. While this is a work in progress, LEAP is 
already redoubling our efforts to enhance compliance, standardize the conditions applied 
to licenses, expand end use visits, increase reviews and spot checks of license exceptions, 
institute broader infonnation sharing wi~h the intelligence community, and expand 
outreach efforts. 

LmERALIZING CONTROLS 

In liberalizing controls, we have focused on narrowing the range of these controls to cover omy 
the most critical products and technology. Our rationale is clear. We do not protect national 
security by unnecessarily controlling widely available, older generation products. 

This is perhaps the most fundamental change in philosophy this Administration has made, and a 
considerable part of my job has been to explain and defend it. You have heard me articulate our 
basic equation before: strong exports = strong high tech companies = a strong defense = 
improVed national security. 

This equation is based on our realization that the new era we live in is one where the military 
prime contractor is no longer king; the technology driver in the economy is the civilian sector; and 
success measured in tenns of profits that can be put back into R&D on next-generation products 
depends on .~xports. 

That means, particularly in microprocessor based sectors, accepting, if not encouraging expanded 
exports ultimately promotes our security rather than our vulnerability. 

At our Update Conference in San Diego last February, I announced President Clinton's decision 
to substantially raise the perfonnance levels allowed for HPC exports. Coupled with the six 
month waiting period mandated by Congress, the Tier 3 military level of 12,500 MTOPS will go 
into effect on August 14th. We expect the President to make a new announcement shortly, which 
will be effective in January. 

The new announcement, like the previous ones, will no doubt be attacked by those in the 
Congress and the nonproliferation community who have not yet reconciled themselves to 
technologic.al reality and wish for the good old days when security could be defined by export 
denials. Fortunately for you --and for our security --we are winning this debate and are 
increasingly dealing with ankl~ biters rather than frontal assaults. 

http:technologic.al


Even so, this battle ofphilosophies has too often been one oftwo steps forward, one backward, 
or occasionally the other way around, I have testified before Congress fifty times during my 
tenure. Forty-one of these appearances were during the lOSth and I06th Congresses alone, and 
usually involved defending the Administration's policy. Along with that testimony, we provided 
320,000 pages of documents to the Congress while the Cox Committee.was doing its work, and 
were subjected to 16 GAO and 9 Inspector General investigations. 

Out of all that labor came one significant .tep backward -the transfer of commercial 
communications satellite jurisdiction back to the State Department. The jurisdictional change 
affected our foreign relations, our national security and a broad range ofU,S. industry, from 
small, high tech firms to industrial giants, even for ,ale. to allies: Since the transfer, which this 
Administration opposed, satellite exports have declined forty percent, from $1.06 billion in 1998 
to $637 million in 1999 according to Census Bureau export statistics, and the satellite industry has 
told us that the U.S, 'hare ofthe world market has dropped from 73% in 1998 to 62% in 1999 
and to 52% by the and of the first quarter of 2000, The changed controls on satellites hear much 
of the responsibility for this, and we can only conclude thet a system thet works well for arms 
exports is, even with the best intentions in the world. not appropriate for commercial exports. 
This is • fundamental point --treating exports ofcommercial items, like communications satellites, 
as ann, ,a1'l! does more harm than good to our national security and to the high tech industries 
upon which our military and intelligence agencies depend. . 

Ultimately, ) am confident we will prevail on this matter as well, although the cost to the satellite 
industry and its world leadership in this critical sector will he enormous. 

PROCESS REFORM 

The goal of any government agen<;y, especially those with regulatory responsibilities, is to he 
responsive and fair. I helieve our achievements in liberalizing controls and strearniining the 
process show that we have done just thai, 

During the Clinton Administration. we have processed nearly 100,000 license applications for 
almost $100 billion in U.S. exports abroad, Although this i. a big reduction from the days when 
the Reagan Administration did that many every year, it has been no easy task, The cases are more 
compl~ and the interagency review process rigorous. We believe nonetheless that the President's 
approach ofallowing the relevant agencies to be fully represented in the process is an overall 
improvement that has produced more effective analyses and better policy development, albeit at 
some cost in time, which we contilUle to try to reduce, Roger will report on our results in that 
regard shortly, 

We have also made things better by expanding efforts to assist exporters, Our Exporter Services 
Division, which is doing a wonderful job of putting on this conference, has completed over 1.2 
million phone consultations in the past seven years, an average of 175,000 per year. In addition, 
they have held nearly 10,000 one-on-one counseling sessions to assist small and large exporters. 
alike, 



We have also gone out into the field with over 1,700 conferences with nearly 115,000 business 
people. Thef;e include seminars to answer licensing questions and explain changes in export 
controls, and training sessions for business executives on enforcement and compliance programs. 

Our outreach to industry has not been confined to export controls alone. We have also worked to 
address the way changes in the world have impacted industry, particularly the defense sector. The 
Administration, through BXA's DPAS program, helps defense finns diversify their activities into 
civilian areas by developing and providing detailed economic and statistical infonnation. This 
helps us devdop policies that ensure our industry and technology base are able to support 
changing security requirements, as well as develop next generation weapon systems. 

You will also see on our website, under Defense Programs, that we provide a wide range of 
international market and competitiveness infonnation of value to both defense and commercial 
high technology companies. We provide infonnation that finns can use to develop new product 
lines and market existing products both here and abroad. Much of our work is one-on-one with 
individual companies, and we have a growing stack of success stories as testimony to our efforts. 

We also continue to work with the Newly Independent States to help them develop effective 
export control programs. We have an extensive effort to focus on export control licensing 
processes and procedures, preventive enforcement mechanisms, industry-to-government relations 
and electronic automation of the licensing system. Since 1993, we have delivered 140 bilateral 
and multilateral workshops in 25 countries. 

BXA's enforcement programs playa critical role in protecting our national security and foreign 
policy interests, particularly as we focus more on specific end-users and end-uses. We have 
conducted hundreds of investigations over the last four years that have led to the criminal 
prosecution of persons who illegally exported. zirconium for Iraqi munitions, unlicensed 
equipment fiu India's missile program, brokerage services for Iraqi rocket fuel, and gas masks to 
suspected Aum Shinrikyo terrorists in Japan, just to name a few. These investigations aJso 
included the first civil charges and penalties for alleged unlicensed exports of controlled biotoxins. 

Enforcement is a critical partner for exporters. I cannot stress enough how important it is for 
companies to tlknow their customers," and to exercise due diligence in transactions to destinations 
of proliferation concern. I urge you to work with our enforcement people when you uncover a 
suspect transaction. Our enforcement organization has developed special programs to help with 
such "preventive enforcement" activities, which I urge you to take advantage of 

These are just SOME of the services I'm proud to say we provide. 

CIAO 

One new element ofBXA's activities relates to critical infrastructure protection. There is a 
growing awareness that America's infonnation infrastructure - the basis of e-commerce - has 
become an attractive target for sabotage and so called cyb'er attack. One need only look to the 
recent spread of the Love Bug computer virus which corrupted systems worldwide or the work of 



hackers breaking into and disrupting service on a number of popular websites to see that this 

threat is indeed very real. 


BXA's Critical Infrastructure Assurance Office has been coordinating efforts within both the 
federal government and private sector to protect criticat infrastructures. The blueprint for this 
effort, the National Plan for Information Systems Protection, Version 1.0, was issued last January 
and stands as the first attempt by any national government to develop ways to protect important 
computer controlled infrastructures, like energy and water supply systems and communications, 
transportation, and financial networks, from sabotage or attack. 

Another chaJlenge for the CIAO is to encourage voluntary efforts among the broader business 
community to do the same. The Partnership for Critical Infrastructure Security has been vital to 
this. Comprised of industry leaders from companies who own and operate most of the nation's 
critical infrastructures, the Partnership is the centerpiece of the Administration's efforts in this 
area. The CIAO will continue to play an integral role in coordinating the Partnership's continued 
efforts to identify vulnerabilities and develop key solutions, but it remains the task of the private 
sector to see that the means of delivering our nation's important resources are fully protected. 

THE FUTURE 

I think that's a significant record of accomplishment, but I would not want anyone to think. we are 
simply sitting out the l~t six months like sand leaking out of a bag. Substantively. more remains 
to be accomplished. We must finish our improvements to the licensing process and complete our 
own "electronic revolution." We need to pass an Export Administration Act and find long term 
solutio~s to HPC and microprocessor controls, cryptographic technology, and deemed exports. 
We must also settle the continuing conflict over licensing jurisdiction between the Commerce and 
State Departments. 

This latter issue is particularly important, as we have seen the consequences for the satellite 
industry of asking State to license items that compete in a commercial environment. We have put 
ourselves in the paradoxical situation where denial or delay of exports under the rubric ofnationaJ 
security has, in the end, done more harm than good to our nation's military and economic 
strength. Industry figures I cited suggest that the changed controls on satellite exports hurt the 
U.S. more than they hurt any intended target. While the Department of State has taken action to 
alleviate some of the problems, the fundamental issue rem'ains that it is not practical or desirable 
to treat commercial export sales as munitions transfers. The better solution is to recognize dual 

, use items for what they are and control them through the Commerce procedures that are designed 
for that purpose. In fact, Congressmen Gejdenson and Goodlatte last May introduced legislation 
in the House to do precisely that. 

Recently, the Defense Department has led an effort to refonn State's munitions licensing practices. 
Its motivation has been the Pentagon's desire to prevent the development of "Fortress Europe" by 
promoting transatlantic defense cooperation through appropriate technology transfer and joint 
activities. I want to make it clear that the Department of Commerce supports that effort and has 
been working closely with DOD to facilitate it. Many ofDOD's proposals, in fact, parallel 



refenns we have already undertaken at BXA. At the same time, we have also been clear that with 
respect to dual use items, process reform at State misses the point. You cannot successfully 
"tweak" a system that was designed for a fundamentally different purpose -- licensing munitions ­
and our message to Congress has been not to force square pegs into round holes but instead to 
recognize and respect the difference. in the systems. 

Here once again we have become mired in a philosophical debate, as those who reject this 
Administration!s new thinking about export controls seek to bring more items under State's 
control in the expectation that will produce the level ofrejeodons they desire. This is • 
profoundly dangerous approach wruch will not only cost the U.S. market share and jobs; it will 
cost us our techaologicalleadersrup and will compromise our security. 

Thus, the stakes are not small and the challenges not minor. While I expect 10 make progress on 
some of the specific matters still pending in the time left, I have no doubt that the larger debate 
will continue beyond the election, just as it has for tbelast decade. Those still fighting Ihe Cold 
War are not going to stop tn November, and those who have invested their intellectual energy 
into trying to tum Ihe clock back have no reason to suddenly set it right. 

This Admlnistration has stood firm on these issues. not because it is in your interest, though it is. 
but because it is: in the interest ofa stronger America. As I said earlier. we are winning --because 
we have the facts and the better argument --but you should not for a moment assume that the 
fight i. over or that you can abandon your own efforts for rational export controls. And though 
Roger, Atnanda, and I will continue our work until the last hour of the last day, you must remain 
ready to carry on the fight that will continue after us. 

7 . 




UNITElJ STATES DEPARTMENT OF COMMERCE 
The Under Secretary for Export Adminiatratlon 
WOGhil'lgtOl'l. OJ;. 2Cl23O 

September 9, 1998 

The Honorable Tillie Fowler 
U,S, House ,)fRepresentatives 
Washington D.C. 20515 

Dear Representative Fowler: 

,
Thank you for so promptly provid:ng me with the infornlJtiotl we discussed at the United States 
Pan Asian American Chamber ofComroerce event on Ju!y 23, 1998. 

The materials you sem to me refer to what has become knO\\l1 as the Garrett Engine case, 
Garrett, a subsidiary of AtliedSignal, has sold civlt certified aircraft engines to China for use on 
the K-8 military trniner aircraft. Three issues have been raised with respect to these sales: 
1) Was production technology transferred? 2) Could the engines be used in cruise missiles? 
Anti, 3) Do the engines use a Full Authority Digital Engine ContXli (F ADEC)? Let me address 
f:1ese in tum" 

1) Was production technology tra:.sferred? 

No, Starting in 1990 during the Bush Administration, Garrett received permission. after., 
full interagency review, only to export its TFE-731-2A-2A engine to Chi:la for u.se in the 
K~& trainer. No production technology transfer was involved. \VbiJe it is true that at one 
tir:::1e GaITett explored the idea of co~producil1g the engines in Chiry.3, the Department of 
Commerce advised the .company that any such transfer of technology wouid require an 
export license wruch would likely not be approved, and, in the wake of that advice, the 
company did not submit a...'1 application, 

2) Couid the engines be used in cruise missiles? 

We believe strongly that the answer to this is 'No.' Due to a host of technical reasons, 
inc!udi!1g size, performance, and configuration, our engineers have consistently 
determined that the Garrett engines could not be used in cruise missiles, While j admit 
that some have argued differently, I believe that any impartial <L'13,lysis will demonstrate 
tnalit would be technically infeasible and ecorrom~cally imprac:ical to try to usc the 
Ga!Jcn engi:1cs :n this fashion. If you decide to pursue this question, rwouid reco:l1:nend 
that you disclL'>s it with unbiased aerospace engineers who are intimately familiar with the 
eharacterist:cs orboth (Jarrett's engines and China's cruise missiles, 



3) Do the Garrett engines use a rADEC? 

The operation dUd performance ofjd engines are controlled by a combinat:on of 
electronic and mechanical subsystems. in current high performance engines, designers 
have turned increasingly to digital control technology to obtain the capability to control 
an ever~increasing number of variables in a fa~t and reliable manner. There are various 
types 'of controllers used in jet engines. The type ofcontroller used is importatlt, not only 
to the performance of the engine. but because it can decide whether a particuiar engine 
requ:r0s an export license or not Prior to September 1991, engines with full authority or 
hybrid digital electronic controls required a license to China, In September 1991, 
Commerce published a change in the export controls for gas turbine engines (based on 
multinational COCOM agreement) that limited th~ license requirement to engines with a 
full authority digital engine control (FADEC) only, Fuli Authority Digital Engine 
Corltml (FAOEC) is 11 very sophisticated type of controller, a..1d if the Garren engine 
employed one, it would require specific export license approvals [0 China. If it did not, 
all agencies agreed, no license would be required, 

Commerce concluded in October 1991, during the Bush Adrninistn:nion. that the Garrett 
engine with a hybrid analog/digital control was not covered by the changed export 
control, did not include a F ADEC, and thus no export license was required for sale of the 
engine to China. However, other agencies disagreed, and that de<.:ision was revoked in 
Kovernber 1991. This disagreement was the result ofa lack of specificity in the then~ 
COeOM rules on the parameters that characterized a FADEC. For the i:CKt two and a 
half years this issue was investigated. During that time. agencies agreed to per.nit Garrett 
to sen engines to China but only after obtaining specific export licenses. From May 1990 . 
until December 1993. 37 engines· were 3pprovec for export after full interagency review 
and concurrence. 

Finally, in April t994, shortly after I\k Pope's letter was ser.t to D:. WaHe:stein, the 
imeragency community, including the Department of Defense. agreed that the hybnq 
analog/digital electronic engine control used on Garrett's. TFE-73 t~2A-2A did not fail 
within the definition of a F ADEC, a determination subsequently confirmed in the 
issuance of an updated muitilateral comrollisL Accordingly, the engines could be 
exported to China without an export license. 

[n !;.hOri, then, for the past ten years, under both Republican and Democratic Admicistrations, the 
interagency community has permitted the export of these engines to China but has denied the 
transfer of production technology, 

This episode contains a number of usefUl lessons for those interested in export control issues. 
First is the imponanl role interagency discussions play In resolving matters such as these" While 
the initial decisions on the controllabili:y of the engines were made unilaterally by the 
Comrr.erce Dl~partment in the Bush Administration, subsec;ucn: decisions \vere the product of 
extensive interagency tonsultations, The latter is obviously the preferred way to do business" 



.~ 

Second, the case illustrates the technical complexities with which licensing officers in all 
agencies rtllst grapple every day. Questions dealing with perfomuUlce characteristics and the 
impact sales win have on the capabilities of importing countries arc often difficult to resolve. 
Answers are not always black and white, and decisions eM be easily criticized by those who do 
not have full access to ail the facts. n was partly to ensure that these difficult types of issues are 
resolved systematically an~ comprehensively that President Clinton directe-d that new procedutes 
be adoptet1 in 1995 to maximize interagency review and consultation, 

r hope that the above information has been helpfuL Usually company specific information 
relating to e.'{porllicenses like those of Garrett's are protected from disclosure by Section 12(c) 
of the Export Administration Act. However. in this case, AlliedSignal has waived its- 12(c) 
protections to permit us to respond to your inquiry concerning its K~8 Trainer Program in China 
and TFE-731·2A·2A. 

[fyou wish to discuss this further, J would be plc.:tSed to do so and can be reoched at (202) 482· 
1455. 

Sincerely. /1 

I II \1. . . '. It·i : y . 
,"N__< '.. "':, 

William A, Reinsch 



UNITED STATES DEPARTMENT OF COMMERce 
The Undor Socrotory for ExpOf"t; Admlnlst,.~tion 
Washington, Cl::: 2023C 

MEETING WITU 


N£w DEMOCRAT COAI.. frION 


nATE: 

TIME: 

T(;ESIJAV, JI!LY 
4:30PM 

20, 1999 

LOCATION: 

FROM: 

U.S. CAPlTOL, 
BILl. REINsel! 

ROOM US 
(\?~ (vV 

Prepared by: Amy Bellanca 
.1455 

I. OBJECTIVE 

The purpose of the meeting is to discuss export control reforms with the members of the 
New Democrat Coalition (NDC). 

11. BACKGROUNn 

The: NDe was co-founded by Representatives Jim Moran, Tim Roemer, and Cal Dooley 
in the 105th Congress to advance a centrist, pro-growth agenda within the Democratic 
Caucus. Since les creation, the NDC has become the largest members organization ill 
Congress, with 63 current members, They have made technology. education, and trode 
the cornerstones of their New Economy agenda. The NDe meets every Tuesday when 
the I-louse is in session for a "Topic of the Week" meeting, Past meeting speakers have 
included Vice President Gore, Secretary Rubin, John Podesta. Erskine Bowles, and a 
number of other key Administration officials. 

Col Dooley has invited you to discuss export control refoml with the members of the 
NDC. The NDC is interested in working with the Administration to advance I'reasonable 
reforms" ofour export control policy. 

The members are generally vcry familiar with the export licensing process, and therefore 
do liot need a crash course in "Licensing 10 I." One issue of great concern to them is the 
length of processing time and the reasons behind the current application backlog. 

Several NDC members recently traveled t.o Silicon Valley and are thus pUI1icuiarly 
interested in (;ornputcr export control issues. They were pleased with the recent White 
House announcement easing restrictions on HPCs and semiconductors and 3rc interested 
in hearing what you think is the long-term fix for this issue, rather than n band-aid 
approach. 



This will be a friendly crowd who will be interested in hearing what they can do to help 
the Administration. 

III. PARTICIl'ANTS 

members of the NDC (see attached) 

[v. PRESS PLAN 

Closed. 

V. S[(QUENCE OF EVENTS 

I ~H brief you in your office at 4:00 p.m, We will depart the Department of Commerce 
at approximately 4;15 p.m. in order to arrive at the Capitol at 4:30 p.m. The meeting is 
scheduled to last an hour, although ultimately, it is up to you. 

Congressman Dooley wil! introduce you and I to the members, and then likely introduce 
all of the member present at the meeting. You will then have the OPPoltlmity to speak for 
as long as you like, f'd recommend about 15 minutes, and then you and I will take 
questions. 

VI. LIST OF ATTACIlMENTS 
• talking points 
• paper on I1PC controls 
• paper on license processing times 
• paper on encryption license processing times 
• paper on effects of satellite jurisdiction transfer 
• NDC membership list 



Meeting with New Democrat Coalition 
Talking Points 

) want to tnlk about globalization, which has prompted us to rethink our export control 
policies and then conclude with a word about the mythology ofexport controls that holds 
us back from the steps we need to take to be ready for the next century, 

In doing so, I'm going to talk mostly about national security -- which is our primary 
focus. Bl~t it is also true that export control decisions affect the economy. One of the 
ironies of the current debate is that mony of the people attacking us today urged us in 
1993 to do exactly what we've done *. largely because of the sorry state of the economy 
when this Administration took office, particularly in California. 

The foundation ofOllr export control philosophy comes from President Clinton's 

statement in his speech commemorating the fiftieth anniversary of the GAIT last year, 

hEconomic globalization is not a policy option; it is a fact" 


111is reality underlies our nationa1 s(.'Curity philosophy, Maintaining military superiority 
means maintaining the gap in capabilities between ourselves and our adversaries. That 
gap is sustained and expanded through policies that retard our adversaries' progress. such 
as export controls, and through those that help us run faster ** increased research. 
development and acquisition of advanced technologies here at home. 

In addition, new infonnation technologies are instruments of our foreign policy, It was 
the fax, television. radio, and telephones that WOn the Cold War -- they allowed us to 
communicate our prosperity to those behind the Iron Curtain. Today, add the Internet to 
thaL 

So, for example; when we dedde nol to launch a satellite on a Chinese rocket. as we 
seem to be doing, we are denying the Chinese people teievision, Internet. and cellular 
phone service, and thus are postponing their exposure to our ideas and their integration 
into Western economic and political systems. 

This is a different approach from that of the Cold War, which was b3sed on keeping 
things out of Soviet hands. Instead, our approach is based on the realiz.."1.tion that our 
national security is a direct function of our economic health and security for two reasons. 

Critical technologies are commonly available and hard to control. Intel, for example. has 
. 50 t OOO authorized dealers worldwide. 60% of its business is exports. Microprocessors, 

which arc the key ingredient for Higb Performance Computers (HPCs:) as weH as pes, 
have become a commodity product widely available throughout the world from numerous 
sourc-es 



This reality led to the President's decision two weeks ago to raise the control levels for 
high performance computers an4 to commit to reviewing those levels at regular six month 
intervals. He is also submitting legislation shortening the six month waiting period for 
the change in Tier HI military end usc. Otherwise, the increase to 6500 MTOPS would 
not take effect until next year. 

Second, our miHtary's transition to Commercial Off the Shelf items (COTS), due to 
declining defense budgets and the inability of military procurement 19 keep up with fast­
changing seelors, particularly electronics, means that the technology driver in our 
economy is the civilian sector, not the military contractor. That means, in tum, that our 
military strength is directly tied to the health of the civilian companies that produce the 
products the Pentagon buys and invent the technologies it needs. 

A gC10d example is HPCs -- our defense establishment increasingly needs them for 
weapons design and test simulation, fluid dynamics analysis, small particle analysis. 
«smart weapons," command) control and communications funetions1 etc, The 21st 
century fighting force will be more reliant on computers than any before it, and whoever 
has an edge in this technology will ha,ve an edge on the battlefield. 

At the same time, our military does not buy enough HPCs to keep our compOJ\ies healthy. 
In fact, exports keep them thriving, More than 50% of the sales of these companies arc 
exports, Failure to export means fewer profits being rolled into R&D 011 next generation' 
technologies and fewer funds avaHable to address particular defense-related concerns, 

Thu!;, our equation is: exports;::::: bealthy high-tech companies == strong defense. 
Cripple our companies by denying 1hem the righ1 to sell, and you sct back our own 
milHary development. 

A key reality is the capacity of our adversaries to make these products themselves or to 
obtain them from others, In the case ofcomputers, for example, China, as well as India 
and others, have the capacity to make these machines themselves. While they do not ~­
and cannot ~~ manufacture to competc with U.S. companies, they can make machines that 
will function at performance levels sufficiently high to provide the military capabilities 
they seek. Denying them U.S. products simply encourages their own development and 
production ~- which was precisely the effect of the Reagan Administration's decision to 
deny India HPCs. 

Our lead in many of these sectOrs is not based on our monopoly of the technology; rather 
it is based on our quality and efficiency of production. Close a market and we win create 
viable competition where there is very little now. And that competition, as we have 
learned in so many other sectors over the past thirty years, will not stop with China or 
India but will move on lo compete head to head against us elsewhere to the long term 
detriment of our ability to retain global leadership. 
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In other wotds. the loser in the face of closed markets is not the Chinese or tlle Indians 
but the Pentagon, whose access to cutting edge goods and technologies will be slowed. 
and [he United States, whose technological leadership win face new challenges from new 
suppliers. 

STOP HERE OR KEEP ON GOING·· WHATEVER YOU WANT! 

THE MYTHOLOGY OF EXPORT CONTROLS 

These issues have been controversial for years. Many of you watched (or participated in) 
Democrats beating up Bush for exports to Iraq, and now we're enduring Republican 
attacks for exports to China. There are plenty ofopportunities for finger pointing. 

What is odd about the issue is the extent to which a few stories can seize control of the 
debate and transfonn it into a political exercise of laying blame. 

(n this Administration we have had McDonnell Douglas machine tools, and satellites and 
computers:, and now a new element which appears to come from misreading the Cox 
Report. 0 

Many Members ofCongress appear to have read only the summary and to have done so 
quite quickly. They seem to have concluded that because the Chinese obtained weapons 
secrets from our national labs. the export licensing system has failed. Whether or not it 
has failed is something we can debate, but I guarantee that what happened at the labs is 
not evidence of that failure, Trying to get our critics to identify spccific cases, however, 
has not produced much. 

The McDnnncll Douglas case actuaUy explains a good bit about the strengths ofour 
system. Clearly something happened that should not have ~~ machine tools were diverted 
to an unapproved location. Contrary to the mytholO,btyl these did not constitute an "entire 
13-1 Illant" but were actually about 16% ofa closed facility in Ohio. Only about hlilfthc 
tools were sophisticated enough to require an export license (some were up to 2S years 
old), and of the 30~plus tools in question, only 6 were diverted. and none of them was 
used before we were able to get them back and restore them to American controL 

From one standpoint, this is Ii failure. Items ended up in the wrong place. From another, 
generally forgotten, standpoint, this is a success, We got the items back under American 
control without them having been used, and the jnvestigation into what happened 
continues. OUf enforcement system worked, Perhaps most telling, however, was the 
aftermath for the Chinese. They replaced the most significant diverted item, a large 
stretch press, with a new one from a European producer. The result of our efforts 
to get our stretch press back is that the Chinese now have a better one from someone 
else. 
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On satellites, they involved launches licensed by both State and Commerce, suggesting 
that the process is not tbe problem, and they concern events that occurred prior to the 
transfer of most satellite jurisdiction to Commerce in October 1996. To the extent there 
wen: problems, we believe the additional procedures we put in place in late 1996 
corrected them, and we believe there have not been problems since then. 

Congress opted last Yef1r to transfer jurisdiction back lo State, impose additionul 
procedures, and, in general, create a climate hostile to Chinese launches. This is already 
having a sharp adverse impact on our industry's competitiveness. as industry witnesses 
testified on June 24th. 

On computers, the Cox Committee report attacks us but presents no actual evidence that 
computers sold on our watch are being used forproHferation purposes. 

Even if there were. there are real limits on what we can do about it. This is a ubiquitous 
fast-moving technology, but it is also a technology with military applications. You can 
use tbem to design nuclear weapons, though we designed ours originally without them. 
You can use tbem for test simulations, which will be increasingly important in a 
Comprehensive Test Ban Treaty world, although slate of the art simulations require 
computing power far beyond levels that we have decontrolled, You cun use them to 
accelerate a wide variety of industrial processes) though the processes ean he run \\1thout . 
them. Our military needs them, which certainly suggests that other militaries will want 
them too. 

To most people. however, they arc an essential tool ofcommerce, communication, and • 
entertainment. Last May, I was struck by two articles that appeared simultaneously in my 
daily clips. One said, "Chinese hackers rdid U,S, computers," The other said, "Internet 
emerges as news source for the Chinesc\" And there is the central dilemma of this 
technology. Ifwe want to spread OUf ideas and values we must penetrate the 
communications Maginot Unes that authoritarian regimes erect. At the same time; doing 
so carries undeniable risks. But that dilemma is a long way from the mythology of evil 
that some of our friends have so successfully built up around these machines. 

OUf solution has been ~# and continues to be ~. to control the high end of computer 
capability. OUT problem is that what is I'high end" changes so rapidly, 

To close my mythology comments 011 a lighter note, I would mention the time during a 
Senate hearing when a senator asked Secretary Brown why we had sold the Chinese an 
aircraft carrier -- an aUegation that was news to him. Upon looking into it. we discovered 
that the senator was referring to a ship built in the early 1940s and decommissioned in 
1970, Both the Navy and the Defense Logistics Agency had cenified in \O\'fiting that it 
was usable only for scrap and that lts weapons had been either removed Or Cut into pieces. 
As it turned out. it had been inspected by a Member of Congress before it left tbe United 
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States, and it was not sold to China, it was sold to India. Aside from that, the senator had 
his facts straight. But you can be,sure there are others in the Congress who believe to this 
day that the Depanment of Commerce compromised our security by selling China an 
aircraft carrier. 

With that, I think I'll stop and [cave it to you on how you want to proceed, 
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BACKGROUND 

High Performance Computers (HPCs) 

I~.xport Control Talking Points 

• On July I, President Clinton unveiled new export controls on High Perfomlance 
Computers (Hiles) and semiconductors. This new policy may not end the debate over 
HPC controls, but it docs include changes critical to maintaining the strong. vibrant hjgh~ 
technology industry which is criticul to America's national security interests. 

• The revised controls announced by the President maintains the four country groups 
announced in 1995, but amends the countries in, and controls levels for, tlwse groups as 

follows: 

• First, the President's decision moved Brazil, the Czech Republic. Hungary, and Poland 
from Tier II to Tier I country group allowing a license exception for all computers, 

• Second. the control h!~el for Tier II countries was raised from 10,000 to 20,000 MTOPS 
with the expectation that it will be raised again in six munths to the 32.000~36.000 
MTOPS range, 

• Third. the two~lcvel system for civilian and military/proliferation end-users was 
maintained in Tier III countries; however. individual hcense levels for civiliaJl end-users 
will be immediately raised from 7,000 to 12,300 MTOPS, 

• Finally, as YOUl11UY already know, prior :-.lDAA notice of exports for systems above 
2,000 MIOPS is currently required to all Tier mcnd-users. This announcement. after 
Congressional approval, raises the NDAA notification level to 6,500 MTOPS. After this 
approval, 6,500 MTOPS will become the: individual license level for 
military/prolifcration end-users. 

• In addition to revising computer export controls, the- control level for geneml purpose 
microprocessors has been raised from the 1,200 MTOPS to 1,900 MTOPS. On July 
8, the regulation lInplemc!lting this change was published. 

• BXA anticipates: that an interim rule implementing President Clinton's HPC 
announcement will be publisbed shortly. 

• This IS an cvolutionary process. OUf policy must continue to adapt to cbanges. The 
president has dicccted us to send him new ~commendalii:1ns for these export controls 
every six months, We believe this commitment is as importanl,t.\{ lhe: changes we have 
,iusl made, 



BACKGROUND 

Overall License Processing Times 


Talking Points 


• 	 By the end of this fiscaJ year, we willlikc1y surpass 12,000 license applications. which 
will represent the largest number of applications received since FY 1994, Last year, in 
FY 1998, we received 10,693 applications. By the end of (he third quarter of this fiscal 
year. we had alrondy received 9,570 applications, coming close to our FY 1998 total. 

• 	 In FY 1998, we processed I 1,016 applications with an average processing time of 33 
day:: (J 5 days for non~rcferrcd cases and 36 days for rcfcrrc(l cases). 13y the end of the 
third quarter efFY 99, we had completed 9,084 applications with an average processing 
time of 39 days (20 days for non-referred applications and 42 days for referred). This 
incn:ase in processing time can be attributed to the increase in license applications and a 
strain on resources by shifts in workload priorities, i.e .. NDAA and Congressional/fG 
requests. 

• 	 In tbe first three quarters of FY J999,86 percent of all cases required referral (a onc 
pcrc'.:!nl increase over FY J998). Percentage ofapplications reviewed by each agency in 
FY99: Defense Dept. (94 percent); State Dept. (86 percent); Energy Dept (14 percen,), . 
and Justice Dept. (l4 percent). The average processing time for aU agencies is well 
below their allotted 30 day review period: Defense (14 days); State (13 days); Energy 
(23 days); and Justice (14 days). 

• 	 Total dollar value of all approved licenses in FY 1998 was $13.5 billion. In 'he first 
three quarters of FY 1999, it was $24.9 billion. The transfer of sutellite, back to State 
Dep1. jurisdiction will result in a large decrease in total dollar value of approved licenses 
(over $7 billion were approved under this Export Control Classification Number (ECCN) 
during the first portion of FY 1999). 



lJACKGROUND 
Encryption Llccnse '-roccssing Times 

Talking Points 

• 	 The ~;mall decrease in approved applications for information security systems/equipment. 
software and technology is primarily due 10 Ihe Iibera1i7..ation ofencryption product~ (128 
bit or higher) for banks, financial institutions, health facilities and on-line merchants, 

• 	 By the end of the third quarter of FY 1999, we had approved 412 applications for 
infomlation security systems/equipment, compared to a 1998 fiscal year total of 639, 
The FY 1998 total for information security software was 794; during the first three 
quancrs of FY 1999, we have already approved 718 licenses, suggesting that we may 
approach 1,000 by the end of the fiscal year. 

.. 	 In FY 1998, the average processing time for encryption hardware was 34 days (II days 
for non-referred, 35 days for referred cases); in the first three quarters of FY 1999, the 
average processing time rose to 38 days (11 days for nan~refcrred, 41 days for referred), 

• 	 In FY 1998, the average processing lime for encryplion software was 38 days (9 days for 
non-teferred applications, 40 days for referred); in the first three quarters of FY 1999, the 
average processing time was 39 days (9 days for ~on-rcferred, 43 days for referred.) 

, 	 1n FY 1998, the average processing time for encryption technology \llas 35 days (8 days 
for non-referred, and:36 days for referred); in the first three quarters ofFY 1999) the 
avcwge processing time increased to 38 days (7 days for nan~refcrrcd and 39 days for 
refened.) 

• 	 Dollar Vafue of Approved Ltccnsc$:: 

FY 1998 FY 1999 (3 Otrs,) 

Hardware: $ 1.250 billion $ 813 million 

. 
Software: $ 731 million $ 802 million 

Technology: $ 73 million $ 41 million 



BACKGROUND 

Satellites and Satellite Parts & Components: 

The Impact of the Transfer of Licensing Jurisdiction on U.S. Industry 


Satellites 

The Commerce and State Departments control exports under different legal and regulatory 
frameworks The State Department's rules are for arms exp0l1s and require separate licenses for 
all phases of the tran:;"1.ction. including sales discussions. In a recent GAO report, it was noted 
that for a single satellite launch/sale, there may be a requirement for as many as 10 separate 
licenses under the State Department system, Under Commerce Department jurisdiction, 
however, that same satellite launch/sale would nQrmally be authorized under a single license, and 
sales data could be provided under a license exception, 

There arc also differences in how the two agencies: process license applications, Licensing at the 
Commerce Department changed dramatically in December 1995. when the President issued 
Executive Order 12981. This Executive Order made two fundamental changes in how 
Commerce issues a license. First, it ga\'e other agencies the right to review any Commerce 
license application they wished to see. Second, it defined an escalation process to move disputed 
licenses from the working level to more senior levels for review and decision. These procedures 
have worked well 1'01' Commerce, but they do not apply to State Department Hccnses, During 
the timc thut Commerce bad licensing jurisdiction for satellites, aU cases were rcvic\\'ed by the 
Defense and State Departments, and most were reviewed by the CIA Again, as noted in the 
recent GAO report, the average processing: time for satellite cases under Commerce was 142 day~ 
while those previously processed by State was 242 days. 

From Congressional testimony by Defense and State Department officials since satellite 
jurisdiction has been transferred back to the State Department. it is expected that satelhte license 
processing time will exteed 180 days. This is likely to continue until the State Department is 
able to hire and train ne\v licensing officers, a process that itself is projected to take about 18 
months. 

In testimony given in a Senate hearing on June 24, 1999, Lockheed Martin and Merrill Lynch 
representatives noted that the transfer of licensing from Commerce to State has had a very 
negative'impact on the industry, lockheed Martin has been told by long-time Asian and 
European customers that they will look to other sources for satellites due to the lack of 
transparency and timely responsiveness of the State Department licensing system. The Merrill 
Lynch representative testified that. based on a similar impression in the venture capital market, 
US. satellite manufacturers ate now seen to have a negative risk vs fC\\'Ufd relationship. 



Satellite rOllS aod Cow,pQoents 

At the time of the transfer of c"omrnunications satellites from Commerce to State, certain "related 
equipment" was also returned to State jurisdiction. While the tenn "related equipment" was 
defined in our regulations as Items such as fueis or explosive bolts that are used in the launch of 
satellites, other "space qualified" items also used in the manufacture and launch of satellites, I.e" 
dual use items that have been certified for use in space applications! were not specifically 
addressed. This has caused uncertainty on the part of exporters as to the jurisdiction for their 
products, Recently the Defense Department has challenged the jurisdiction on a number of 
Commerce license applications for such items. and in those cases In dispute, the commodity 
jurisdiction has almost always been assigned to the State Department. This continues to be an 
issue of debate within the interagency community. 
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ABSTRACT 

Thl; report provides an overview of the findings and recommendations of the House Select 
Committee on U.S. National Security and Military/Commercial Concerns with the People's 
Republic of China as they relate to satellite launches, ht'gh performance computers, llnd 
mar.agement of Department of Energy (OOE) laboratories. The Select Committee. often 
called the "Cox Committee" 3fter its chainnan, Representative Christopher Cox, released an 
approx.imately 900·page, three-volume unclassified version of its report on May 25, i999. 
l'hi;; CRS report also provides backgrou.'td informatkm on the satellite, computer, and DOE 
!aoord:ory managemer.t issues to set the Cox committee fmdings and recommendations in 
contex,L This report will not be updated. CRS lssue Brief lB93062, Space LIluncn Vehicles: 
Government Requiremenls and Commercial Compellfion, and CRS Issue Brief IS 10036, 
Re.\·jrUcluring DOE and Its Labormories: Issues in (he 106'* Congress contain updated 
infonnation on legislative activities resulting from the Cox committee recommendations on 
satellites and DOE laboratory management, respectively. CRS Report RL30220. China '$ 

Technology Acquisitions; Cox Commiaee's Report-Findings, 'Issues, ana 
Recommendations, provides an overview of the entire Cox conunittee report. 



Technology Transfer to China: An Overview of the Cox 
Committee Investigation Regarding Satellites, Computers, 

and DOE L?boratory Management 

Summary 

in 1998, the House of Representatives created the Select Committee on U,S. 
National Security and Milit3f)'/Commercial Concerns with the People's Republic of 
China (PRC). Chaired by Representative Christopher Cox, the "Cox committee" was 
created partlally in response to allegations that two satellite manuf.1cruring 
companies-Loral and Hughes~mjght have transferred technology to China in the 
course oflaUflching satellites on Chinese launch vehicles. The committee's mandate 
was broader, however, and it investigated other instances tn which technology transfer 
might have occurred, particularly in high performance computers· and nuclear 
weapons information from laboratories managed by the Department of Energy 
(DOE). The five Republicans and four Democrats on the committee unanimou$ly 
<ldQpted a mu1ti~hundred page, classified report on December 30. 1998 and 
transmitted it to the President on January 3, 1999. Public release of the report was 
delayed until fvlay 25. 1999 pending preparation of a declassified version (the 
committee's final report itself remains classified). 

'On the satellite issue, the Cox committee found that Loral and Hughes 
deliberately provided information to China that helped improve the reliability, though 
not the range or accuracy, of Chinese missiles, The companies are under a Jusdce 
Department investigation regarding alleged export Violations. Lorai concedes that it 
provided a repol1 to Chinese officials without U,S. government approval, but both 
companies deny violating export regulations, 

Regarding high perfonnance computers (HPCs). the conunittee detennincd that 
U.S. HPC export policy has been circumvented by PRe end users, not properly 
monitored or enforced by U,S, officials, and that (;,8. industry generally bas been 
unaware of PRC applications of HPCs. 

As for DOE management of its laboratories, the Cox committee found that 
security at DOE's nuclear weapons laboratories does not meet even minimal standards 
and the PRe has stolen design information on the United States' most advanced 
thermonuclear weapons . 

• 
The Cox committee issued 38 recommendations, In its response to the 

committee's TepOt1, the White House stated that it already was implementing most 
ofthose recommendations and that While it docs not agree with all ofthe committee's 
analysis. it shares die objective of "strengthening export controls and 
counterintelligence. while encouraging legitimate commerce for peaceful purposes," 

Congress passed legislation in the l05 Lh
• Congress in response to the satellite 

export issues investigated by the Cox committee and is expected to pass further 
legislation in the 106m Congress to implement some of the Cox committee 
recommendations. 
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Technology Transfer to China: An Overview of 
the Cox Committee Investigation Regarding 
Satellites, Computers, and DOE Laboratory 

Management 

Introduction 

The House of Representatives created the Select Committee on U.S. National 
Security and Military/Commercial Concerns with the People's Republic of China 
(PRe) on June 18. 1998. Chaired by Representative Christopher Cox, creation of the 
"Cox committee" was spurred panially by allegations that two L' ,S, satellite 
manufacturing companies, Loral and Hughes, had improperly transferred technical 
infbrrnation to Ch.ina in the course of launching satellites on Chinese lawteh vehicles, 
The committee's charter also included investigation of other instances of possible 
improper transfer of technology, information, advice, goods, or services to the PRe. I 

The committee was composed ofnine Members: Republicans Cox, Porter Goss, 
Doug Bercuter, James Hansen, and Curt Weldon, and Democrats Norman Dicks, 
john Spratt, Lucllle Roybal~Allard, and Robert Scott The Members unanimously 
adopted a multi-hundred page report on December 30, 1998, which was presented to 
the President on January 3, £999, Originally, the committee's existence would have 
expited at the end of the 105'!: Congress, but the House extended the committee's 
tenn into the 106U, Congress to allow time for a declassified verSion of the report to 
be prepared (the conumttee's final report itself remains classified), The three volume 
public version,z approximately 900 pages long, was released on May 25, 1999 and is 
available at the House of Reprcsentatives Web site [www,house.gov]. 

Although tmnsfer of satellite and launch vehicle technology had been the major 
, public focus at the time the comtnJttee's work began, attention later shifted to findings 

con;;eming the leakage of information regarding nuclear bomb design allegedly from 
Los Alamos National Laboratory, one ofIhe three U,S. nuclear weapons laboratories 
managed by the Department of Energy (DOE), The committee also investigated the 
transfer of high ·perfonnance computer teehnology and other technologies. The 

1 Thecommit1ee was created pursuant 1.0 H. Res. 463, which specifies its charter (see pages 
H4748-S2 of the June 18, 1998, Congressional Record). 

1 U.S. Congress. House. Select Committee on U.S. National Security and 
Mililary/Cornmercial Concerns with the People's Republic of China. U.S. NacJ'(mai Securil)! 
and !wiliraryICommerda! Concerns with the People's Republic o/China. 106'" COrlh'TCSS, 

In session. Washinglon. U.s. Govt. Print. Off., 1999. 3 V., variQus pagings. 

http:www,house.gov
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committee made 38 recommendations covering a spectrum of issues involving u,s.­
PRe relations. This report provides an overview of the Cox committee findings and 
reconunendations concerning satellite exports, high perfonnance computers, and 
management of DOE laboratories. References to the appropriate volume and page 
num~rofthe Cox committee report are shown in parentheses (such as "v. J, p. 16" 
for volume 1. page !6}. , 

Lauuches of U.S.-Built Satellites by the PRe 

Background' 

[n 1988, the Reagan Administration granted pennission to export three t:.S.­
made sateHites to China for launch once China met three requirements: signing three 
international treaties regarding use of space; signing a bilateral trade agreement so 
China would not undercut Western prices for launching satellites; and signing a 
Technology Safeguard Agreement to .ensure that no technology would be transferred 
during the time that American·made satellites were in China awaiting launch. China 
met those conditions and export of the three satellites, all manufactured by the U.s. 
company Hughes, was approved by the State Department and by the now~defunct 
COCOM (Coordinating Committee for Multilateral Export Controls). 

China's decision to offer launches on a commercial basis came shortly after the 
U.S. space shuttle Challenger tragedy in 1986. At that time. cornmerciallaunches 
were offered only by Europe's Arianespace and the Nalional Aeronautics and Space 
Administration (NASA) in the United States. The Reagan Administration and 
Congress had taken acttons to faCIlitate the emergence of U.S. private sector 
competitors to NASA for launching satellites beginning in 1983, but pril,'ate 
companies argued that they could not compete with government-subsidized prices for 
launching on the shuttle. The loss of Challenger and a subsequent policy decision 
that commercial sateIlites would not be launched on the shuttle except in unique 
circumstances opened opportunities for companies in the United States and elsewhere, 
including China, to eompete in the launch services business. 

The Reag,m Administration decision to allow exports of satellites to China met 
mixed reactions because it could harm U,S. launch services companies just entering 
the market, but help U,S. satellite manufacturers by increasing competition in 
launching satellites into orbit. Concern about potential technology transfer during the 
time the satellite was in China awaiting launch was also a significant issue at that time, 
hence the requjrement for a Technology Safeguard Agreement. Such an agreement 
was signed by the two countries in 1989 (revised version was signed in 1993). 

The first commercial Chinese launch ofa U.S.~bullt satellite occurred ill 1990. 
By May 31, 1999,20 commercial Chinese launches of U.S.-built satellites bad been 
accomplished, of which 16 were successes, three were complete tailures. and one Vlas 

} For further background infonnation, sec: Congressional Research Service, Space [OUTteN 
Vehicles: Governm!mr Requirements and Commercial Competition, by Marcia S. Smith, 
eRS tssue BriefIB93062, updated regularly. 
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a partial faiJure, placing the sutcllite into the wrong orbit." A total of 26 U,S.~built 
satellites were launched (some launch vehicles carried two 5alellites into orbit at one 
time).. 

The Cox committee focused its examination on whether technology transfer 
occurred from Hughes or Loral to China during the investigations of the three launch 
failures, but also looked more generally at whether U.S. satellites are adequately 
se<.'Ured while in China and whether information provided tOo insurance companies that 
insure the h~unches is subjected to adequate export control scrutiny. 

The first two failures. on" December 21. 1992 and January 25. 1995, involved 
satellites budt by Hughes Space and Communications (hereafter "Hughes"), part of 
Hughes Electronics; a subsidiary of General Motors. The satellites were Optus 2 
(owned by Australia) and APStar·2 (owned by Asia Pacific Telecommunications 
Satellite CO'f Ltd., which is 75"/0 owned by Chinese government-backed companies). 
respectively, The third failure, on Februm-y 14, 1996, was of the Intel sat 708 satellite 
built for the IntemationaJ Telecommunications Satellite Organization (Intelsat) by 
Space SystemsiLoral (hereafter "Loral"), part of Loral Space & Communications. 

Attention to the activities of satellite manufacture:rs following satellite launch 
tailures in the PRe was sparked by Lornl' s actions following the 1996 failure. To 
ameliorate concerns ofsatellite insurance companies, the PRe asked Loral to convene 
a committee to review the PRe's analysis of the Intelsat 708 failure. Lora! complied, 
establishing a committee that induded representatives of Hughes, since Hughes had 
been involved in two failure investigations already. Loral concedes that in violation 
(,f its own internal policies, a copy of the committee's report was lmnsmitted to 
Chinese officials without obtaining U.S. goverrunent approval. The Justice 
Department began investigating Loral in 1997 to detennine if it had violated export 
regulations in the course of its review of the PRes lnte1sat 708 failure analysis, In 
February 1998, the Clinton Administration approved the export of another Loral 
sate1lite to China even though the Justice Department investigation was ongoing, 
raising additional congressional concerns. Further aUegations subsequently surfaced 
that Hughes may have violated export guidelines during investigations of the 1992 and 
1995 failures, as well as in conjunction with lhe 1996 failure. The Justice Department 
repC1l'tedly also is now mvestigating Hughes, Both companies deny violating export 
regulations. 

Cox Committee Findings 

According to the Cox committee, Hughes and Loral transferred infonnation to 
the PRe in violation of export guidelines during the course of the failure 
Investigations in 1992, 1995, and 1996. The committee found that following the 
failures, "U.s. satellite manufacturers transferred missile design information and 
know~how to the PRe without obtaining the legally required licenses. This 
infonMtlon has improved the reliability of PRe rockets useful for civilian and military 

4 For further information on China's space program, see; Congressional Research Servlcc, 
China's Space Program: A Brie/Overview Including Commercial Launches ofU.S·Buift 
SaleW/cs, by Marcia S. Smith, eRS Repo1198~575 STM, September 3,199&. 
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purposes, The illegally transmitted information is useful for the design and improved 
reliability offurure PRe ballistic missiles, as well" (v. I, p. xiv). In the 1992 and 1995 
failures. which involved only Hughes, the committee concluded that Hughes "showed 
the PRe how to improve the design and reliability ofPRC rockets. Hughes' advice 
may also be useful for design and improved reliability of future PRC ballistic nUssites. 
Hughes deliberately acted without seeking to obtain the legally required licenses" (v, 
t, p. xvii), The report adds that there are differing views within the government as to 
how much the information might assist PRe missile development, but "There is 
agreement that any such improvement would pertain to reliability and not to range or 
accuracy" (v, II, p, 4). In the case of the 1996 failure review, which involved both 
companies, the committee conduded that "Loral and Hughes showed the PRe how 
to unprove the design and reliability ofthe guidance system used in the PRe's newest 
long March rocket Loral's and Hughes' advice may also be useful for design and 
Improved reliability of elemems of future PRe ballistic missiles. Lora! and Hughes 
acted without the legally required license, although both corporations knew that a 
Iict:nsc was required" (v, I, p. xix). . 

Whlle in the PRe awaiting launch. U,S. satellite manufacturers are supposed to 
provjde 24·hour physical security for the satellite to prevent the PRe from obtaining 
technical infonnation. The Cox committee found "n~erous" instances in which the 
satellite manufacturers or the security personnel they hired performed inadequately. 
"In light of the, PRe's aggressive espionage campaign against U.S. technology it 
would be surprising if the PRC has not exploited security lapses that have occurred 
in conne-ction with lnunchofU.s. satellites in the PRe" (v. L p, xxi), DOD provides 
personnel to monitor compliance with export regulations during the course of 
launches of U.S, satellites on PRe launch vehlcles, and the committee also found 
problems with the. manner in which DOD executes that role. 

The committee furthermore examined whether export guidelines are adequately 
followed in connection with providing technical mformation to insurance brokers: and 
underwriters that insure satellites and satellite iaunches, The committee concluded 
that "... U.S, export control authorities may not be adequately enforcing these [export 
controillaws in the space insurance Industry context, nor paying suffIcient attention 
to these practices" (v. 1, p. xxiii). 

After reviewing the satellite launch business, the committee also concluded that 
by 1aunching Western satellites, the PRe obtained laun<:h experience that improved 
its position as it longwterm competitor to U.S. companies and thus "It is in the national 
security interest of the united States to increase U.S. domestic launch capacity" (v. 
I, p. xxiv). 

Cox Committee Recommendations 

The committee made the following 10 recommendations regarding satellite 
cxpnrts (v. III, p. 170·172): 

• 	 Satellite export control provisions in the FY1999 Strom Thunnond National 
Defense Authorization Act shoul.d be implemented aggressively . 

.. 	T~e State Department should have sole satellite licensing authority. 
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• 	 The executive branch and Congress should ensure that the State Department 
has adequate personnel and resources devoted to processing export license 
applications so export \icenses can be acted upon in a timeJy fashion, 

• 	 The appropriate congressional committees should report necessary legislation 
to ensure that satellite manufacturers are not disadvantaged in collateral areas 
such as tax credits be<.:ause of the transfer to the State Department of the 
responsibility to license satellite exports. 

• 	 High priority should be given by the Department of Defense (DOD) to 
recruiting, tmining, and maintaining a staff dedieated to monitoring' launches 
in foreign countries of U,S. satellites and establishing and monitoring 
technology control plans to prevent any transfer ofinfQnnation that could be 
used by the PRe to improve its missile capabiIlties 

• 	 DOD, rather than satellite manufacturers, should contract for security 
personnel required at the launth site; the number of security personnel should 
be sufficient to maintain 24~hQur security; and the satellite export licensee 
should be required to reimburse DOD for all associated costs of such security. 

• 	 DOD should ensure sufficient training for its personnel who monitor space 
launches from initial discussions through launch, and, if necessary, failure 
analysis (called the "Iaunch campaign") and assign adequate nwnbers of 
monitors; ensure continuity ofservice by monitors for the entire space launch 
campaign period from marketing to launch and. if necessary, launch failure 
analysis; and adopt measures to make service as a monitor an attractive career 
opportunity. 

• 	 DOD monitors should maintain logs of all information authorized or 
transmitted to the PRe and that information shall be transmitted on a current 
basis to the Departments of Defense, State, and Commerce, and to the CIA: 
documents should be retained for the period of the statute of limitations for 
violations ofthe International Traffic in Anns Regulations (IT AR); and DOD 
should adopt dear written guidelines providing monitors the responsibility and 
ihe ability to report serious security violations, problems, and issues at the 
overseas launch site directly to the headquarters office of the responsible DOD 
agency. 

• 	 Relevant executive branch departments and agencies shOUld ensure that the 
laws and regulations establishing and implementing export controls are applied 
in full to communications among satellite manufacturers, purchasers, and the 
insurance industry, including communications after launch failures, 

• • 
,.. 	 Appropriate congressional committees should report legislation to encourage 

and stimulate further the expansion of U.S. launch capacity, 



CRS·6 


White House and Congressional Responses 

In its May 25,1999 press release responding to the Cox committee report.5 the 
White House stated that the Administration '''agrees with and is qmying out an of the 
Committee's recommendations concerning satellite launches," The press release 
stated: 

• 	 The Administration has implemented the provisions of the FY 1999 Strom 
Thurmond National Defense Authorization A<.:L 

• 	 The State Department has taken steps to ensure that U.S. companies 
understand and comply with the requirements of law and regulation for data 
that may be provided to space insurance companies. 

• 	 DOD is implementing several measures to strengthen monitoring of foreign 
taWlches. induding establishment of a new Space Launch Monitoring Division 
within the Technology Security Directorate of the Defense Threat Reduction 
Agency and hiring 39 additional staff for this function who will receiye 
enhanced training and provide end~to-end monitoring of controlled space 
launch and satellite technologies, 

• 	 DOD is examining the recommendation that it be responsible for hiring security 
personnel to provide physical security for satellites at foreign launch sites, 

• 	 The Administration is encouraging development.ofthe U.S. domestic launch 
industry through DOD's Evolved Expendable Launch Vehicle program. 
NASA's Reusable Launch Vehicle program, and Administration efforts to 
assure range modernization at U.S, launch sites,~ 

Prior to the conclusion of the Cox committee investigation, Congress took action 
to transfer responsibility for export decisions for oonunercial communications 
satellites back to the State Departrr.ent from the Commerce Department, The State 
Departmem had responsibility for exports of commercial communications satellites 
until 1993, The Clinton Administration transferred that authority to the Commerce 
Dtpanment in two steps (1993 and 1996). The FY1999 Strom Thunnond National 
Defense Authorization Act (PL. 105~261) returned export control responsibility to 
the State Department effective March 15, 1999. It also expanded the requirements 
set forth in the FY1990~9J Foreign Relations Authorization Act (P.L 101~246. 
Section 902) that prohibit the export of U,S.~built satellites to China unless the 
President grants a waiver and reports to Congress that (1) Ch.ina has achieved certain 
political and human rights reforms, or (2) it is in the national interest of the United 

S Tht; White House, Response [0 the Report of {he Select Committee on u.s. National 
Security and Aiilitory/Commercial Concerns With the People '5 Republic a/China, Mny 25, 
1999. 

" For further information on these programs, see CRS Issue Brief 1893062, 
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Stltes.7 Under the new language in the FYl999 National Defense Authonzalion Act, 
the President also must provide a detaifedjustificalion for granting such a waiver, 
including information such as a description of all militarily sensitive chara.cteristics 
integrated within or associated with the satellite and the impact on U.S. jobs of 
permitting the export. A number of other provisions were included in PL. to5~26J, 
such as specifying that investigations of launch failures are covered by export 
guidelines and require a license, 

Following release of the Cox committee report, Congress has taken further 
actionll both in response to the report and to concerns expressed by the US. 
acmspace industry. For example. aerospace companies have complained that State 
Department implementation ofthe new satellite export regulations is affecting exports 
for launches on non-PRe launch vehicles, such as Europe's Ariane, and that the State 
Oepartrr.em has insufficient personnel to carry out its responsibilhies under that Act. 

, During deliberations on the FY2000 National Defense Authorization bill (S. 
t 059) on May 26 and 27, 1999. the Senate adopted an amendment by Senator Lott 
that requires the President to notify Congress promptly whenever an investigation is 
undertaken of an aUeged violation of export laws in connection with a commercial 
U,S.-built satellite and whenever an export is approved for a u.s, person or finn that 
is the subject of such an investigation. This provision responds to concerns that the 
Clinton Administration approved the export of a Loral~built satellite even though 
Loral was already under investigation by the Justice Department, The lott 
amendment includes language regarding the Defense Threat Reduction Agency 
(DTRl\, part of DOD) monitors who are assigned to assure compliance with export 
regulations by U,S, companies during each launch campaign, The amendment directs 
the Secretary of Defense to' establish. regulations that allocate funds to assure the 
neC($sary nurr.ber of DTRA launch campaign monitors. establish appropriate 
professional and technical qualifications and training for them, gram them authority 
to suspend launches for purposes of U.S, national security, increase their reporting 
requirements and the systematic archiving and preservation of those reports, and 
require exporters to reimburse DOD for expenses incurred in monitoring launch 
cnmpalgllS, The Lott amendment furtheiTl10re requires DOD to establish a 
counterintelligence program within DTRA as part of its satellite launch monitoring 
program, requires the State Department to provide timely notice to exporters of the 
status of their license requests, requires the State and Defense Depanments to consult 
with the Director of Central intelligence on commercial conununications satellite 
export decisions, and requires those agencies to submit annual reports to Congress 
on implementation of safellite technology safeguards. 

On JW1!! 9, 1999, the House adopted amendments to its version of the FY2000 
DOD authorization bin (H,R, t401) as well. A Cox amendment, inter alia, requires 
repOlts on implementation of the satellite export control authority and satellite export 

1 For a list of waivers granted under P.L. 101-246. see Congressional Researeb Service, 
eMIl<1-: Possible Missile Technology Transfer from u.s. Satellite Export 
Policy-Background and ChrotWlogy. by SlUdey Kan, CRS Report 98-485, May 10, 1999. 

$ For updated information on congresstonal action, see eRS Issue Brief 1693062. 

http:Oepartrr.em
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licensing authority, requires a technology transfer control plan for satellite export 
lic~nses. specifies that DOD space launch monitors provide 24~hour, 7-day per week 
coverage, and establishes a DOD Offi<:e of Technology Security. Amendments by 
Representative Curt Weldon establish a Technology Security Division within DTRA 
as a separate DOD agency and require DOD to provide an annual report to Congress 
assessing the cumulative impact of individual export licenses by the United States to 
countries of concern. An amendment by Representativ'e Gilman requires the 
Secreuuy of State to ensure that adequate resources are allowed for the Office of 
Defense Trade Controls for reViewing and proceSSing export licenses in a thorough 
and timely manner and to Obligate S2 million for additional staff for that office which 
had been idenhfied by Congress last fall in the report accompanying the FY i999 
Omnibus Appropriations Act (P.L. 105 w 277). 

The Gilman amendment is similar to a provision in the FY2000 foreign 
Relations Authorization bill (HR. 1211) as reported (H.Rept. 106-122) from the 
1·louse International Relations Committee which Representative Gilman chairs. H.R. 
121 ! also directs the Secretary of State to establish an export regime that includes 
prderential treatment and expedited approval for exports to NATO allies, major non· 
NATO allies and other friendJy countries. 

High PerforrnanceCornputcrs (Supercomputers) 

Background 

High performance computers (HPCs) are computers that can perform multiple, 
complex digital operations within seconds. Sometimes also called supercomputers, 
HPCs arc actually a wide range of technologies that also include bundled 
workstations, mainframe computers, advanced microprocessors. and software," The 
benchmark used for gauging HPC computing performance is to count the millions of 
theoretical operations per second, or Mtops, that the computer can perfonn, The 
actual Mtops perfonned by an HPC over a period oftirne can vary, based on which 
operations are performed (some can take longer than others or can be performed 
while other operations are taking place) and the real cycle speed of the computer. 10 

HPC technology has removed many of the technical constraints in advanced 
computing by reducing long computing times and complex computing functions that 
hindered solving mathematical, scientific, and engineering problems. Recent HPC 
applications range from accurate rcalwtirne weather forecasting and climate change 
modeling to simulations ofnuclear weapons teslS. Global market leaders are IBM and 
Sun M!crosystemsiCray, followed by Japan', NEC (v. 1, p. 144). The PRC has a 
limited ability to produce HPCs, and U.S. finns dominate the PRe HPC market (v, 

't A supercomputer IS usually defined as a single, complex, mainframe computer that can 
undertake a series: of spe.:ifLc computer functiOn!>. Michael S. Malone, ed.. "Big Iron; 
SupercomputerS. Are Back and Changing Business, Science, ,and Even You," Forbes ASAP. 
February 22,1999.96 pages. 

10 See: [hnp:llwww.whatis,(;om.imtops.htmj. 

http:22,1999.96
http:computer.10
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1, p. 144w I45). Generally, most U.s. high technology industry leaders have sought 
to increase, not limit, HPC exports,lI 

U.S. policy has recognized the importance of this technology by adjusting export 
control policy to reflect advances in HPC technologies. In 1992, the u.s. Commerce 
Department defined an HPC as 195 Mtops; any export above this level required an 
export license (Y. I, p, i 18). This definition was revised in 1994 (i,500 Mtops), 
reflecting new HPC tet:hnologies and expanding applications (v. I, p, 119), [n 1996, 
the Department of Commerce once more revised its HPC definition, setting its 
benchmark for expon licenses at 2,000 Mtops. The agency a1so forecast that 7,000 
M(op computers would likely become available in global markets by the end of 1997 
(v_ I, p_ 121)_ 

Also 10 1996, the Department of Commerce created four Computer Country 
Gmups for export controls of computers. These four categories - or "tiers"- of 
countries have different HPC export criteria, The PRC is a Tier 3 country, 
characterized llS a security risk because of proliferation, diversion. or other security 
issues (v, l, p. 127-128), To seU to a PRC custoI!}er, an exporter must obtain a 
license from the Department of Commerce when exporting computers above 2,000 
Mtops to the Chinese military or to a nuclear proliferation end uscr (or use); and an 

. export license for any computer above 7,000 Mtops for all other Chinese end users 
(or use), Any exportofa computer below 2,000 Mtops to a Tier 3 country does not 
require a license; any export of a computer below" ,000 MlOpS to a non-military and 
non- proliferation end user dOes not require a license. US exporters must maintain 
records: of exports of computers from 2.000 Mtops to 7,000 Mtops to the PRe (v, 
I, p_ 127-128)_ 

Cox Committee Findings 

The Cox CommIttee has determined that U,S. HPC export policy has been 
circumvented by PRe end users, not properly monitored or enforced by U,S. officials. 
and .hat U-S_ industry generally has been unaware of PRC applications of HPC,_ The 
major Cox Committee report findings on HPCs are summarized below . 

• 	 First, the Cox Committee estimates that since 1996, the PRe may have 
received a total of 603 HPCs from the United States. According to the 
Committee, this number has grown rapidly since 1996, when HPC export 
controls were greatly relaxed, It also encompasses a wide range of computing 
capacity. from lower-end 1.500~2,OOO, to 10,000 Mtops and above (v. I, p, 
144~145). This wide range of computing has provided PRC end~users with 
different combinations of computing power and speed, and is linked to the 
second finding, 

• 	 Second. the Cox Committee has determined that PRe end users are clustering 
lower~end HPCs together to increase computing power and speed, Such 
actions could allow an end user to obtain several 500 Mtop HPCs - without 
needing an export license - and combine these into a single HPC with 2,000 

II Richard E. Cohen, Hot Tra~e Winds . .Tne National Journal. 29 May 1999, P. 147{w1472. 
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Mtops processing capability. Similarly, severa12,DOO Mtop machines could be 
linked wgether'and provide high-end HPC functions to any PRe user. in both 
instances, U.S, expott control policy would be circumvented. as PRC end users 
obtain needed HPCs withoutthe proper Cl(port licenses (v. I) p. 134; 157-158). 

• 	 Third the Cox Committee expressed concern regarding the blurred distinction 
between PRe private companies and state-owned enterpris.es (SOEs). This 
has resulted ~n highMcnd U.S. HPCs destined for civilian use finding their way 
to military and proliferation end users (or use), without a license. Since the 
mid-1990s, China has embarked on a longMterm plan to privatize many SOEs.12 

However, domestic technology transfer between civilian and military end users 
has occurred in the past and is documented (v. I, p. t37; 1.38). The Cox 
Committee also contends that PRe students visiting federallaooratories and 
universities with HPC te.chnologies may act on behalf of the Chinese 
intelligence organizations (v. I, p. 141 ~ 142), further blurring civilian, military, 
and academic lines among PRe users. 

• 	 Founn, until June 1998, the U.S. government's ability to verify the location 
and use ofHPCs in the PRe W1lS blocked by that country's resistance to post­
shipment, on~site verification visits. According to the Cox Committee report. 
the U.S. government has conducted only one post~srupment HPC verification 
in the PRe. A 1998 agreement affords the United States the right to request 
access to some HPCs, but includes substantiillirnitations on such requests and 
visits. Moreover, the post-shipment visits that are allowed can verify the 
location ofan HPC, but not how it is used (v. I, p. 134~137). 

According to the Cox Committee report, these findings raise significant security 
implications for the United States. A major implication addressed by th.e Cox 
Committee is the use of HPCs by the Chinese military to advance its nuclear weapons 
testing capability. [f China complies with the Comprehensive Test Ban Treaty, "its 
need for HPes to design) weaponize, deploy, and maintain nuclear weapons will be 
greater than that of any other nation possessing nuclear weapons, according to the 
Department of Energy" (v.I. p. x..xix·xxx). HPC modeling and simulations could also 
be used by the PRe in its biological and chemical weapons programs, to advance 
methods ofcryptology (the design and breaking of coded communications), and for 
other forms of information warfare (v. i. p. 112-117), 

COl Committee Recommendations 

The Cox Committee report provided four policy recommendations. 

• 	 Legislation to require testing of HPes and teclmology which may be 
potentially used for clustering and other combinations of computers. This 
would be undertaken by the Department of Energy. in consultation with the 

12 See: Congressional Research Service. Technology. Trade. and Secwit)' Issues Between the 
United States and the People's Republic a/China: A rrip Report, August 1997. By Glenn 
J. McLoughlin, CRS Report 98~6Ii, 30 June 1998, p, \7·)8. 

http:enterpris.es
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Department of Defense, to provide a comprehensive review of actual and 
potential HPC technology before it leaves the United States (v. HI, p. 172), 

• 	 An annual threat assessment of HPC exports to the PRe. The U.S. 
intelligence community would be required by legislation to conduct an annual 
comprehensive threat assessment of the national sc<:urity implications of the 
export to 'he PRC of HPCs (v. III, p. 173). . 

• 	 Legislation to require end use verification ofPRC use of HPCs, This would 
include, as a condition of wntinued HPC export licensing, an open and 
transparent system of HPC veriiication by the PRe by September 30, 1999. 
failure to establish such a system by the PRe would result in actions by the 
United States to lower the benchmark levels of HPCs sold to the PRe, denial 

, ofexport licenses forromputers to the·PRC. and other appropriate measures. 
As part of this legislation. an independent evaluation of the feasibility for 
improving end use verification in the PRe and prevention of the use of HPCs 
for military purposes would be required (v: III, p, t73). 

• 	 Legislation to require that the exeeutive branch encourage other computer~ 
manufacturing countries, especially those countries that manufacture HPCs. to 
adopt similar export policies towards the PRe (v. III. p. 173). 

White House and Congressional Responses 

In response, the Clinton Administration agrees with the Cox Committee report 
that sales ofcomputers to the PRe should be for commercial, not military, purposes, 13 

The Administration also states that it is reviewing the potential national security uses 
ofvarious configurations of computers, the extent to which these computers can be 
controlled, and the impact of controls on the U,S. industria~ hase, The 
Ad.rnlnistrarion agrees that the United States needs the capability to visit U.S. HPCs 
licensed for export to' China and observe bO'W they are being used (although the 
Administration contends that it is not possible to obtain ncr-notice verification visits 
to any country, including the PRe). On this last point. the Administration did come 
to an agreement with the PRe for increased site visitations in 1998~ but also contends 
that requiring the U.S. to visit every site where an HPC is installed, regardless of what 
business the end~user is in or how many times it has been visited before, would be 
ineffective and wastefuL l' 

.. 
HPe technology transfer and export comrol policies. including those related to 

the PRe, will likely be considered during congressional inquiry Into the Cox 
committee's fmdings, In the 106th Congress, legislation was introduced by Rep, 
Hunter on May-26, 1999 that would prohibIt the export of HPCs to certain countries 

!~ The White House, Response to the Report of (he Select Committee on U.S. National 
Security and Military/Commercial Concerns With (he People's Republic <>/China, May 25. 
1999. 

I~ Statement by Under Secretary for Export Administration, ''Commerce Report: Growing 
Demand for U,s. High Perfonnance Computers," Washington: C,S, Department of 
Commerce. 8 January 1999. 



CRS-12 


untii application of existing defense authorization' export control policy is 
implemented. This bill, the Supercomputer Post-shipment Verification Act of 1999 
(H.R. 1962), WQtlld also require the Secretary ofCommerce to conduct post-shipment 
verification of each digital 2,000 Mtop computer exported from the United States 
since November 18, 1997 to all Tier 3 countries. The legislation has been jointly 
referred to the Committee on International Relations and the Committ« on Anned 
Services of the House of Representatives, and awaits further action. On June 9, )999 
{he House of Representatives unanimously approved an amendment to the DOD 
Authorization Act for FY2000 and FY2001 (H,R, 1401) that incorporates severnl of 
th(', recommendations from the Cox Committee report. Among several 
recommendatio~ the amendment requires that DOD provide reports to Congress on 
:he national security implications of HPC exports to the PRe. 

Management of Department of Energy Laboratories 

Background 

The Department of Energy -(DOE) has nine large. multipurpose, national 
laboratories and a number of smaller. progrum~directed or specific-purpose 
laboratories. Of the former, three are nuclear weapons laboratories: Los Alamos 
National Laboratory in Los Alamos, NM; Lawrence Livermore r-,,"ational Laboratory 
in Livermore, CA; and Sandia ::-.lational Laboratories in Albuquerque, NM and 
Livennore, CA These three laboratories account for about l4% of DOE's fY2000 

-budget request for its laboratories and about 13% of its laboratory personnel (in fuU* 
time equivalents). The Cox report judged that the PRe's nuclear weapons 
inteUlgence efforts were focused mainly on DOE's three weapons laboratories plus 
Oak Ridge National Laboratory in Oak Ridge, TN, Oak Ridge also contributes to 
DOE's national,security program, although most of its research and development 
(R&D) is devoted to DOE's science and energy resources missions (v_ r, p. 62), 
DOE's Pacific Northwest National Laboratory in Richland, WA. also was mentioned 
in the Cox report as a primary focus, along with the four laboratories mentioned 
above, of DOE's new counterintelligence plan (v, (, p. 94). 

DOE's laboratories comprise the federal government's largest laboratory 
system. They, especially the nine multi program laboratories, are widely considered 
to be an important national resource which conducts world-class science and 
engineering. The nine mUhipurpose laboratories, and thus the three weapons 
labomtories and the other two laboratories dealt with in the Cox: report, nre Federally 
Funded Research and Development Centers (FFRDCs), which are owned by the 
federal government but operated by private sector organizations under contract. The 
contraCtor of Los Alamos and La.\\'reUce Livermore 1S the University of California; of 
Sandia is Lockheed Martin Corp" and of Pacific Northwest is BatteHe Memorial 
Institute. 
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Cox Committee Findings 

The Cox report's findings that involve the DOE laboratories deal mainly with 
three areas of cone-ern: espionage at the three nuclear weapons laboratories; the 
culture offree sCientific e:cchange at DOE laboratories (common to most scientific 
laboratories, including the weapons laboratories and the two other DOE laboratories 
mentioned above) that it believes contributed to the loss of highly classified R&D 
irubrmation from these laboratories; and management problem$ at DOE headquarters 
and the tOfltrnctor~opernted labotatories that might have contributed to the losses of 
clr,ssified infonnation through espionage or exchanges of scientific infonnation 
between DOE and foreign scientists. 

• 	 The Cox report found that the "People's Republic of China {PRe) has stolen 
design infonnation on the United States' most advanced thennonuclear 
weapons; .,. the PRC's next generation ofthennonuclear weapons. currently 
under development, will exploit clements of stolen u.s. design information; 
and PRe penetration of our national weapons laboratories spans at least the 
past several decades and almost certainly continues today," These thefts of 
information "enabled the PRe to design, develop, and successfuily test modern 
strategic nuclear weapons sooner than would otherwise have been possible"' 
(y', 1, p. Ii). The stolen materials repcrtedly include classified information cn 
every one of the seven currently deployed U.s. nuclear warheads and their 
reentry vehicles (including the nation's most sophisticated warhead, the W~88, 
for the Trident submarine-launched intercontinental ballistic missile), the 
nondeployed neutron bomb, and other information that could not be identified 
in the unclassified Cox report because the Clinton Administration has 
determined that it should not be made public" 

• 	 The C9x report states that, in spite of "repeated PRe thefts of the most 
sophisticated U.S. nuclear weapons technology. security at our national 
nuclear weapons laboratodes does not meet even minimal standards" (v, I, p, 
x). This rIDding referS mainly to the counterimelligence activities of DOE and 
its laboratories, that is, their active combating of espionage activities. After 
becoming aware of the security problems at DOE's weapons laoora.tones, the 
President issued, in February 1998, Presidential Decision Directive 61 (PDD~ 
61), which requires DOE to implement improved counterintelligence 
procedures. DOE began to implement its improved procedures in November 
1998. The Cox report judged that these procedures "will not be"even 
min.imaUyeffective until at least the year 2000" (v, I, p. 64), An indication of 
the counterintelligence problems at the weapons laboratories is that it 
apparently cannot be determined whether or oot the "legacy codes," which are 
very important in the design of nuclear weapons, bave been stolen. Tl'lis is 
because "no procedures arc in place that would either prevent or deux:t the 
movement of classified information. including classified nuc1ear~weapoos 
design infonnatian ar computer codes, to unclassified sections of the computer 
systems at U,S. national weapons laboratories," thus making them accessible. 
for example, to visitors to unclassified areas of the laboratories (v, I, p. 85). 

• 	 A second problem area addressed 1n the Cox report is the contributiun that the 
scientific "culture" offree information exchange - although restricted by law 
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in laborntories engaged in classified R&D related to national security - might 
have played in the transfer of classified R&D information to the PRe. 

Scientific infonnation exchanges are important to scientists. including those in' 
the U,So nuclear Ik"eapons laboratories, because such exchanges 'are considered to be 
scientifically beneficial to all parties involved. Thus, there is a tradeoff between 
preventing the transfer of infonnation for national security reasons and promoting the 
transfer of information fOf scientific reasons. Following the dissolution nfthe Soviet 
Union in December 1991. which marked the end of the Cold War, there was a 
relaxation of restrictions on scientific exchanges (visits to laboratories, attendance at 
scientific meetings, Rnd exchanges of scientific information and papers by scientists) 
with the fonner Soviet Union and other nations, U.S. and PRC laboratoty-to­
laboratory exchanges. however, ended in the late 1980s, although-they resumed in 
1993 (v, I, p, 82), This relaxation of restrictions might have contributed to more 
relaxed attitudes among scientIsts and DOE and laboratory management in their 
interchanges with foreign scientists. 

• 	 The report stated that DOE has nQ "mechanism for identifYing or reviewing the 
thousands of foreign Visitors and workers at the U.S. national weapons 
laboratories" (v. I, p, 94), Another problem identified in the Cox report. which 
contributes to the natural tendency among scientists to exchange scientific 
infonnation, is the increasingly widespread use of email and the difficulties 
associated with controlling infonnat!on stored on computers and accessible for 
email transmission (v. I, p, 94). . 

• 	 The Cox report found that the PRe used scientific exchange Ii fOT espionage, 
"In sevCrai cascs, the PRe identified lab employees. invited them to the PRe, 
and approached them for help, sometimes playing upon ethnic ties to recruit 
individuals" (v. r, p. 80), At an organizational level, the Cox report found that 
the "China Academy ofEngineering Physit:s (CAE?] has pursued a very close 
relationship with the U.$, national weapons laboratories, sending scientists as 
well as senior management to Los Alamos and Lawrence Livermore" (v. I, p. 
S1). CAEP reports to the Commission of Scient:e, Technology, and fndustry 
for National Defense (COST[ND), the organization in charge of China's 
nuclear weapons program, 

• 	 A third area of focus of the Cox report is whether management problems at 
DOE and its contractor-operated laboratories contributed to the theft of 
classified R&D information by Chinese espionage or the loss of such 
infonnation through scientific exchanges. For example, although the Central 
Intelligence Agency (CIA) had evidence in 1995 that secret information on the 
W-88 warhead had been obtained by the PRC~ a DOE "investigation of the loss 
ofteehnicaJ infonnation about the other five U.S. thermonuclear warheads had 
not begun as of January 3, 1999, after the Select [Cox] Committee bad 
completed its investigation',' (v, I, p, 84). DOE's new Counterintelligence 
Director reported in November 1998 that DOE, in effect, has not had a 
counterintelligence program "for many, many years" (v. 1, p. 93), 

PDD-61, discussed above, is an attempt to remedy some of these management 
problems, It requires that a senior Federal Bureau of Investigation (FBI) agent be 
placed in charge ofDOE's counterintelligence program and that the national security 
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community il'Ubmit a report to DOE, with recommendations, on its counterintelligence 
program. DOE approved that report's substantive recommendations in November' 
1998, The Secretary of Energy's new counterintelligence plan, based on those 
recommendations; directs. among orher things, that DOE's Office of 
Cuunterintelligence "fund counterintelligence positions at individual laboratories so 
that they work directly for the Department of Energy, not the contractors that' 
administer the laboratories" (v. I, p" 92). DOE's new Counterintelligence Director 
also has direct access to the Secretary of Energy, unlike his predecessors (v. I, p, 93). 

Cox Committee Recommendations 

The fltSt eight recommendations of the Cox report refer to DOE's laboratories 
(v. Ill, p. 166-168): 

• 	 The President should report to Congress, at least evety six months, on the 
steps being taken by DOE and nther agencies to respond to PRC espionage, 
such as the theft ofnuclear weapons design information from the laboratories. 

• 	 As a. matter ofurgent priority. DOE should implement, as quickly as possible, 
an effective counterintelligence program, 

• 	 Appropriate congressional committees should review the steps the executive 
branch is taking to implement PDD~61 and determine if the Administration and 
Congress are providing enough resoU1't:es to establish an- adequate 
counterintelligence program at DOE as soon as possible. 

• 	 Appropriate executive branch departments and agencies should conduct a 
comprehensive damage assessment of the security breaches at DOE's 
laboratories since at least the late t9705 and report to Congress. 

• 	 Appropriate congressional committees should report legislation, if necessary~ 
to achieve effective counterintelligence in DOE. 

.• 	DO E and four other agencies should direct their inspectors general and 
counterintelligence officials to examine risks to u.s. national security due to 
the international scientific exchange programs of the DOE laboratOries, and 
report their findings to Congress by.July 1, 1999. 

• 	 Congress sbould examine whether DOE can protect nuclear weapons and 
related research and technology from theft and exploitation and whether it 
shouJd retain responsibility for the nation's nuclear weapons development, 
testing, and maintenance. 

• 	 Because the executive branch failed to report adequately to Congress about 
thefts of secrets from the laboratories, as required by law, Congress should 
require strict compliance. 
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White House and Congressional Responses 

The White House responded to the release ofme declassified version of the Cox 
report on May 25, 1999 with a press release '! on the same day. Noting President 
Clinton's written response to the recommendations on February I, 1999, the press 
release stated that, although the Administration does not agree with aU of the analysis 
of the report, it does agree with all of the recommendations concerning laboratory 
security, ''many of wruch we have been implementing for months, and in some cases, 
years." The press release noted that the President. recognizing the need to respond 
to the national security threat to the DOE laboratories in 1991. issued PDD-61, 
calling it "the most comprehensi've and vigorous attempt ever taken to strengthen 
security and counterintelligence procedures at the labs:' 

The press release identified how the Administration has responded or is 
responding to the recommendations of the Cox report: 

• 	 On March 29, 1999, DOE'submitted to Congress its annual Report on 
Safeguards and Security at the Department of Energy Nuclear Weapons 
Facilities and the CIA, in coordination with other agencies, is preparing a 
sCmlannual report to Congress on the measures being taken to protect against 
PRC's effol1S to obtain nuclear weapons and other classified infom1ation, 

• 	 DOE is implementing PDD-61 on an "expedited basis" according to the plan 
submitted to Congress on January 5, 1999 and has instituted additional 
cOWlterintelligence actions at the laboratories. including in the "critical area of 
cyber security" involving its classified computers. 

• 	 The CtA, at the direction of the President, conducted an assessment of damage 
caused by PRe espionage, which was reviewed by an independent panel 
headed by Admiral David Jeremiah. Congress received a briefing on the 
review on April 21, 19~. 

• 	 The President directed DOE to complete an interagency assessment of 
laboratorywto~laboratory programs with China, Russia. and other sensitive 
countries by June I. 1999, 

In addition to these responses to the Cox report's recommendations, the 
President directed former Senator Warren Rudman, Chainnan of the Foreign 
Jntclligence AdVISOry Board, to evaluate security at DOE's laboratories, and directed 
the National Counterintelligence PoHcy Board to make recommendations to 
strengthen controls on nuclear infonnation at facilities other than the laboratories that 
deal with nuclear weapons issues. 

The Administration's response did not deal explicitly with the Cox report's 
seventh recommendation that Congress ,examine "whether [the} Department of 

t'The White House, Response [0 the Report oflnt? Se/eel Commiltt?e on U.S. National 
Seclln'1Y and MilitaryiCommer-cial Concerns With the People's Republic ofChina, May 25, 
1999. 	 . 
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Energy should maintain U.s, nuclear weapons responsibility" {v. III, p. (67). This is 
an issue that has arisen in the !o4th, 105ri1

, and 106lh Congresses in the context of 
legislation introduced to restn)cture, and possibly abolish, DOE and transfer its 
labomtories to other federal agencies or privatize or dose them. Under many of these 
bills, the DOE weapons laboratories would be transferred to the Department of 
Defense. The national security issues addressed in the Cox report might contribute 
to congressional debate on these types ofbills, none of which was ena~ted in the l04lh 

and 105lh Congresses. Thus far in the l06,r, Congress, two bills to abolish DOE (S. 
896 and H.R. 1649) have been introduced. These bills j among other things. would 
transfer the nuclear weapons laboratories to DOD.!6 

Other legislation in the 106:1, Congress also would affect DOE's laboratories. 
The Senate. for example, in its consideration ufthe National Defense Authorization 
Act faT FY 2000 (S, 1059) following the release of the Cox report, debated an 
amendment (no. 446) to create a "National Security Administration" within DOE 
which would have responsibility for nuclear weapons production facilities and the 
national laboratories. Although this amendment was withdrawn, it was announced 
that the proposal would be offered as an amendment to the InteHigence Authorization 
Act for FY 2000 (S. 1009). S. 1062 (the DOE National Security Act for FY 2000, 
passed by the Senate as Division C of S, 1059) also includes a provision for a 
moratorium on DOE's Iaooratory·to·laboratory and foreign visitors and assignments 
programs. H.R. 1401, the House version of the National Defense Authorization Act 
includes a provision to establish a "Conunission on Nuclear Weapons Management'~ 
which, among other thingsj would examine DOE's nuclear weapons laboratories and 
propose and evaluate alternative organizational and management structures, including 
possibly transferring authority for the laboratories to DOD. The Cox amendment to 
H.R. 1401 includes, among other things, a moratorium on foreign visitors at national 
laboratories pending background reviews, The Costcllo amendment to H.R, 1401 
would make the contractors that operate and manage DOE laboratories subject to 
civil penalties of up to $100,000 per violation ofany DOE rule. regulation, or order 
relating to the security of dassified or sensitive infonnation. Another recent bill, g, 
887, llJSO would establish a moratorium on the foreign visitors program at DOE's 
nuclear laboratories 

1ft ror n discussion ofthese issues and cum:nt legislation, see Congressional Research Service, 
ReslrucfUring DOE and Its Laboratories: Issues if! the 1064. Congress, by William C. 
Bcesman, CRS Issue Brief 10036, updated regularly, 10 p. 
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To: File 

From: John Sopko 

Subject: China Spy Timeline 

Dale: 3117/995:26PM 

[Chronology based on NY Times, \Vashington Post, and discussions with media, 
DoE, FBI and CIA officials. All open or unclassified ,oureesll 

--April 1995: J){)E analysts discovered similarities between Chinese weapons 
tests ofsmall nuclear weapon and W88 warhead and bring their concerns 
to DoE Office oflnteHigence's Netra TruJock. who suspects espionage. 

--J1Jn(~ 1995: CIA obtained a document from Chinese official; re its 
nuclear weapons program. WE8 is specifically mentioned. 

--October 1995: Johnny Chnng brings Chinese energy officials to meet 
wilh Secretary of Energy Hazel O'leary, Chung introduces same officials 10 
Clinton that night at Africare Dinner ... unknown ifany connection with spy scandal. 

--February 1996: DoE and FBI began search oflab Imvel records and other data, which 
identify five possible suspects, including Wen Ho Lee. 

--Aplil 1996: Sandy Berger, then deputy NSA, was briefed on the possible theft of W88 
design data, No speeifie suspect was idenlified, 

--May 1996: DOE completed its security review in conjunction with the FBl 

--June 1996: FBI opened a formal investigation into the case. 

--July 1996: China completed its evaluation of new warhead technologies. 

--July 1996: the FBI and DOE briefed the Senale Intelligence Committee, 

--August 1996: the FBI and DOE briefed the House Intelligence Committee, 

--September 1996: first stories re Asian campaign fund-raising break in the LA Times. , 

--November 1996: Clinton reelected. 

--December 1996: DoE asked FBI re slalus orlhe case; is convinced FBI has devoted 
few resources to the case; 
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--January 1997: Federico Pena becomes Secretary or Energy. 

~~March 1997: Trulock requested a meeting with Pena 

-~April1997: FBI issued a classified report on the labs, recommending reinstatement of 
background checks on foreign visitors. 

--July 1997: Thompson committee hearings began. 

-~Ju1y 1997: Trulock finany met with Pena, was immediately sent to White Honse to 
meet with Berger. 

--July 1997: Berger briered Clinton. 

-July 1997: DoE briefed CIA, FBI, DoJ, others over several weeks in late July. early 
August re progress of investigation, 

--August 1997: CIA Director George Tenet and FBI Director Louis Freeh met with Pena 
to discuss Jax security at the labs. Penn expresses shock. 

~~August 1997: Berger flew to Beijing to meet with Chinese officials to prepare for the 
summitt 

--August 1997: Berger asked GMY Samare. proliferation expert on NSC staff, to order up 
a CIA analysis on Chinese development of the smaller warhead. 

~-September 1997: Samore told Berger CIA is less conclusive than DoE on extent of 
damage. 

-September 1997: Frech told DoE officials the bureau did not have enough evidence to 
arrest Lee. The case was seen as inconclusive. But he reportedly added there was no reason to 
let him keep his security e1earances. DoE denies this. 

--Ootoner 1997: CIA and DoE analysts met with Samore at White House to discuss 
their competing analyses of the warhead ,issue. 

--October 1997: Clinton in Chin. forsummitt. 

-~February 1998: Clinton signed Presidential Decision Directive 61 requiring better 
security at the labs. 
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--February 1998: DoE begins process to find director oflhe office of counter 
intelligence to fulfill recomend.tions ofPDD 61. 

-April 1998: Edward Currant fonner FBl agent, begins work as director of office of 
counterintelligence at the DoE, begins three month overall assessment of lab security, 

--May 1998: First stories re Loral helping Chinese missile program break in New York 
Times. 

--July 1998: Pena leaves DoE; Betsy Moler becomes acting secretary. 

-July 1998: House Intelligence Committee requested an update from DoE, Trulock, 
who has been passed over by DoE Secretary William Richardson. for counterintelligence job, 
says Moler ordered him not to briefcommittee, (Check source on tbist was it 

WI••• r.le did DickCl.rk DoE denies . 

--September 1998: Bill Richardson becomes Secretary of Energy. 

-~Septcmber 1998: On his second or third day as secretary, Frech and Tenet briefed 
Richardson on lax security. He reacts immediately.· - """" .... J' ••"'. 

--October 1998: Tntlock claimed he was not permitted to discuss espionage activities at 
the lab in his statement to the House Intelligence Committee. He answered questions however 
when questioned by committee members. 

-- Nov{~mber, 12 & 14, Trulock brier.. Cox committee re proliferation issues. 

--November 1998: Lee lost security clearances. 14 months after Frech reportedly told 
DoE he had no objection to DoE removing clearances. Richardson denies this j ~ays he did not 
have ossuranc,'s from FBI until March 1998. 

--December 1998: Lee was given first lie detector test Results were inconclusive. 


--December 16. 1998: Tnllock briefs Cox committee re proliferation issues. 


--January 1999: allegations ofespionage are induded in Cox Committee report on 

Chinese-US relations and effect on national security. 

--January 1999: Wall Street Journal and Washington Post report on allegations. 

http:DickCl.rk


" 
" 

~~February 1999: Lee was given seconrllie detector lest. He fai1s it. 


--March 1999: New York Times report on allegations, providing more details. 


-MaJ'{;h 1999: Lee fired, 
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Office of the Press Secretary 

FOr ImmedIate Release January 10, 2001 

TELEPHONE BRIEFING BY 

CHIEF OF STAFF JOHN PODESTA, 


UNDER SECRETARY OF COMMERCE BILL REINSCH, 

AND DEPUTY SECRETARY OF DEFENSE RUDY DELEON 


ON U$, EXPORT CONTROLS ON HIGH PERFORMANCE COMPUTERS 


1:37 P,M, EST 

MR, PODESTA: Why don't I start. And I think Secretary DeLeon 
and Mr. Reinsch will be following onto what I am about to say. I wi!! 
try to be relatively brief and I mink we aU will be, so tnat we can 
get to your quest!cns. I believe you have paper in front of you. but as 
you know, the PreSident today is announcing the sixth revision to U.S. 
export controls on high performance computers si~ce 1993. . 

We have been controlling them. ! think as mosl of you knO\\', 
controlling high perfarrnance computer exports, usir,g a hardware 
performance measure called MTOPS ~- Millions of Theoretical OperatIOns 
Per Second. Our policy goal in doing that was to limit the acquisition 
of high performance computing capabilities by potentia! adversaries and 
countries of particUlar proliferation concern, and to ensure that U.S. 
-. simultaneously ensure that the U,S computer industry could compete 
in most (oreigl1 markets. 

Urtll recen~ly, WE! kept pace with growttl in high perfor'TIance 
comoutir,g hardware availability by periodically adjusting CO'ltrols. As 
I've said, we've revised them five times beween '! 993 and the year 2000. 
At the President's direcbon, DOD has been reviewing altematives t.o 
this control mechanism as the abillty of the hardware aCId the 
availability of essentially commercial end technology was outpacing thls 
methodology for being able to control high end computing performance. 

He asked the DOD to review alternatives to these control 
measures since mio 1999, The review included relevant agencies and 
brought in private secter experts. That review concluded that our 
ability to cortrol tr,e acqJisition of HPC capabilities by controlling 
computer hardware IS <llready ineffective and it will be increasingly so 
within a very short time frame, 

So we set about to focusing on enhancing the already strong 
controls on Critical software applications, such as nuclear, military, 
radar cross section applicatiOf"ls. Rudy can go into more, And based on 
this review, the President has deCided to adopt a number of consensus~· 
and I say consensus, I mean consensus amongst the agencies 
recommendations ~~ from his national security agencies. 

Again, if you have the fact sheet in from of yo•." you wi!! 
note that whal we are dOing is coml>n'ng the old their one which were 
essentially friends in OJI a:lied countr:es with Tier 2, the countries 
:hat posed a proliferation (iSK, into a flew Tier 1. And those exports 
!o the new Tier 1 coJntries won't require a hcenSG, although there will 
be some continued poot Shipment reporting requirements. And t.,at change 
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will be ,;:rffective when Commerce pubfishes the rule, which we expect 10 
do before we vacate the premises on January 20th, 

\ 'Va are moving Lithuania from Tier 3 to the now combined new 
Tier 1, based on improvements to its export cOI1tro! system, and 
continued good cooperation on expor. controls That will be effective 
pursuant to legislation, That wi!! be effective 120 cays after notice 
goes tc, Congress, which will be in the next several days, I guess, And 
then we wlU raise Tier 3: licensirg and defense authorization act 
notification level to 85,000 MTOPS. This is the performance level of 
uncontrolled computers the DOD has determined can be easily networked· 
together by relatively Ul)Skilled individuals. That new level will be 
effective 60 days after notice goes to Congress. 

Q Did you say 60 cays? 

MR. PODESTA: Yes. 60 days. Again, Congress changed thaI 
provisjoIL It used to be six months. They shortened that time period 
to 60 days during the last year, And finally, we will maintain the 
virtua! embargo on exports to terrorist countries. 

Let me see, before I turn it over to Rudy. I just wanted to 
mention one more thing, which is that it is our recomrnendalion that we 
will be making 10 Congless that we repeallhe 1996 Defense Autho(lzatlon 
Act provisions that require notification and licensing of certain 
computer hardware exports and waiting periods for adjustments in control 
levels, which evelltualty will permit the elimination of Tier 3 hardware 
controhi. 

, 
I think I want to tum it over to Rudy tor his comments, and 

maybe some comments on our ability to work towards strong cOntrols on 
critical software applications from a national security prospective, 

DEPUTY SECRETARY DelEON: This is Rudy Deleon at the Department 
of Defense, let me just make some brief comments. High periormance 
compuling capability is -- this capability is linked to a healthy U.S. 
compuler industry, and the ability of that industry to continue to 
produce products with increased capabilities. Computer hardware 
control:; are no longer effective, and in fact, this intensifies American 
compuler development. 

Eighteen months ago we recognized that the MTOP metric was 
becoming ineffective, and we undertook a stUdy to see if alternative 
meaSUles could be developed. We found no effective hardware export 
control measures, However, afta: exte."Isive review. determined that we 
couid effectlllely control critical application software. So on software 
controls, effectively exploit high perfof:-nance computing capabilities, 
one needs critical ElfPHca:ion sorr.vare. So~'Vare cannot be produced 
over n~Jht MUCfl a It recuires very extensive coding and data obtaIned 
from - adjusting tor validations. 

We recently completed a study that recommends technical 
control measures for application software. The Secretary of Defense has 
allocat€:o addl::ional fuMing in the fiscal '02 budget that we're working 
on 10 Implement these initiatives and further develop these technologies 
that will restrict adversaries from using and reverse engineering 
critical application software. 

We have in play policy measures for controlli:1g the release of 
our critical application software, which if adequately enforced, . 
prevents dissemination to adversaries. 'vVe inte'ld to introduce , 
additional education ana training to n;aKe Measures ever more effective. 

So with this revisec. strategy, we will e'1s~re the perormance 
computing capab,Jities lhat a~e crit:cal to national security wU,i 
continue to be effective:y protected. And! think on the basis of this 
reasoning, able to strongly ­

I\.1R PODESTA: You just faded out, Rudy. Could you go back 
over that point again? 

, 




I)EPUTY SECRETARY DeLEON: Which is the piece? 

MR PODESTA Just the last sentence you were just about to 

DEPUTY SECRETARY DeLEON: Just that with this revised 
slrateftY, we will ensure that those high performance computing 
capabJlities that are critical to the nati::;nal secur~y of the United 
States continue to be effectively protected. And on the basis of this 
line of analysis, and after our studies, we strongly support the 
dJrection that the President is announcing today. 

MR. POOESTA: Bill? 

UNDER SECRETARY REINSCH: If I can add a little bit, as Rudy 
mentioned, this is first and foremost a national security decisiOn. One 
element of this, as we've made clear -- one element Ihat's centralia 
our nalional security is maintaining the good health of the computer 
industry, so mey can continue to make cutting edge products, which are 
useful for our military and intelligence establishments . . 

More than 50 percent of the sales of tr,ese companies come froM 
export;•. And so capturing market share a'oroaa ana staying on the 
cutting edge of the market is very ;mpo~ant;o them to. You wDuld have 
to talk to the industry to get specific statements about likely impact 
Our judgement is that this decision will have a favorable impact on 
their marketplace in several ways. 

At the high end of these machines, you're talking about large 
servers. And these are servers whose primary applications are in 
finanCial services, banking and the like, essentially account customer 
maintenance, lhings hke that A'1d also for inventory use for large 
retai! e!;tablishments or manufacturing establishments. taking cafe of 
complex ir'lentories where there m;gh! be multiple manufactunng 
locations is also a use ()f these servers, They also have applicaol;ily 
in automobile manufacturing and other kinds of manufacturing l:l11ts, 
where there's a lot of machines that have to be controlled. 

One area of vory rapid growth tor all those actiVIties IS in 
Asia and Southeast Asia, and these are primarily formerly two-tier 
countries, So we enviSion ttlat combining the tiers inlo one will give 
our compames a substantial opportunity to mar:.-.:et products at this 
higher end in countries where there Ilas been a rapid growth in all of 
the sectors that I just described, 

o I was wondering if you could talk about the decision to 
coUapse one 3:1d two, c,iven some - it just seems like a significant 
shirt in attitude. Is thaf·· and also why this is coming out just now. 

UNDER SECRETARY REINSCH: Well, I think the core of !he 
decision nere, frankly, is that the Defense Department came to the . 
conclusion that we were: not able to effectively control hardware, rhe 
technology is SImply ubiquitous and out there, and that, in fact, our 
national security needs to be met through the other means that Rudy 
described, 

Given that situation, the distinction between Te~ 1 and Tier 
2 is no longer particularly important Now, we have a statuiory 
requirement via the National Defense Authoriz.ation Act "":'hich, as John 
Podesta pointed out, the President is supposed to repeal, to mai"tairl a 
control parameter for Tier 3. But the essence of th:s decision is that 
there is ho longer utility to maintaining those parameters, and so the 
best way to implement that is to collapse the two tiers into one. 

Q I just wanted 10 follow up on that, and maybe this is: a 
question for Mr. Reinsch ~~ just to put this In sort of context tot uS 
and help us understand the importance of what you've done, merging one 
and two, that J would assume IS more important for you than bumping up 
the MTOPS in the T;er 3 to 85,000 - is that a fair presumption? 

UNDER SECRETARY REINSCH: In the short term, yes In terrns of 

J 

• 
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the Tier 2 marKet u the Tier 3 market has consistently been in the 5·10 
pafcent range of total sales. At the S3fl"\e time I should note that two 
of the most rapidly ~rowing and largest economies of the world. India 
and China, are in Tu::r:l So what we do in Tier 3 is not insignifICant 
in commercial terms, But that's a little bit down the road. The 
immediate advanta~e I think will be in precisely where you said, in 
combining tho two Mrs. 

MR. PODESTA: There was a separate question of why now. We 
have b-eon on a track actually for some time, working with industry, to 
review u especially because of what was a six-month and now a 60·day 
lag timj~ in shipping to Tier 3 exports n to review where we were to 
make iwre that we weren't effectively impeding our computer companies 
from being able to compete in terms of shipping product to markets that 
was essentially offAhe-shelf kJnd of standard product And 1 think 
thai we: had gotten - because Ihe statute was on a kind of sjx~rnonth. 
revIew cycle, we were kind of on a six-month review cycle. And althOugh 
we hM proposed shortening that to 30 days, Congress ultimately settled 
on 60 days. 

We're fn the th'oes cf doing our regular review of progress 
that was being made in the industry 1:1 terMs of what they.were sh'ppi'ig 
as essl~nt;a; commodity~style. off~the~she f product, ana trlat led to triO 
timing taki'lg place now, in January, , , ~ 

Q I want to [Isk about your stance that controli' ng of 
hardware is not as easy or may not be as efieclive as controlling .. 
sofuvare, when it seems that bits would probably flow through borders 
surreptitiously much easier than maybe crates of computers, 

, >, 
OEPUTY SECRETARY DeLEON; This is Rudy DeLeon. I think we 

spent much time looking at what a proper regulatory mechanism was. The 
industry is moving production where the MTOPS measure becarr.e meaningfuL 
And as we looked at it further, application of the hardware thai becomes 
critical for national security porposes -- it's not the hardware, but 
rather the software that allows you to do the appiicatiohs that becomes 
criticaL 

Some significance - (breaking up) ~~ transiiioned in a decade 
from a era dominated by - {breaking up) -- computers to a nation where 
compulefS and networtts together can give you Just as much -~ (breaking 
up) - ability, So what becomes critIcal in thIS enVlfonment are two 
things -- is there knowledge on the software through the applications of 
the software that allows hardware to do these computatIons. Then 
second, you have skilled people who know how to maximize software .~ 
(breaking uP) -~ after e;o:amining it in great detall- (breaking up} -~. 
are ve~r much committed to the national - ' 

Cl R.Jdy you're breaking up. Could you repeat that? 

DEPUTY SECRETARY DelEON: What part? 'People here are very 
much dedica~ed _. {breaking up) _. national security i')terest came to 
the conclusion that hardware ~. (breaKing up) ~~ 

o Rudy, you're breaking up, like the past th'ree sentences. 

DEPUTY SECRETARY DeLEON: Okay. I'll repeat it again. The 
dedicated people here Ihat are realty focused and concerned about 
nalional security issues came to the conclUSion mat it is the' 
applica,jon soft>.Nare plus trained and skilled people who know how to 
utilize the capabilities thai is embodied in the hardware. thai that is 
the critical path. 

e) Who makes this type of software? I mean', 'is 't'here a 
small CQre of specialized developers? 

DEPUTY SECRETARY DeLEON: This is a highly specialized 
softv.Jare industry that is unique to' the national security side, 

MR, PODESTA: Yes, when Rudy is talking about controlling 
sofhNare, we're not talking about either gOing on-line or'walKing into. a ,, 



" ' , . 
~. and buying something on a floppy disk, These are big, complicated, 
soptlls:icated programs that are done largely for our national se<:urity 
industry, And that, ! think. goes back to Ted's original question, 
which IS how do you control this stuff. Well, there are controls in 
place on that now and we're realty after the most cutting-edge, I 
suppose, if you will, kinds of big programs. 

() Someone there mentioned the Tier 3 distinction might have 
been simply done away with, Could you elaborate on that a tittle more? 

UNDER SECRETARY REINSCH: Yes, John menlioned it in the 
Presidnnfs proposed repeal of the statute that requires it. But to go 
back to something that I said a couple minutes ago, or.ce you come to the 
conclusion that the Defense Department has carre to -- namely, Ire 
futility of hardware contro:s -~ there is no longer a national security 
rationale for mai~taining those controls on any cOl.ntries except the 
embargoed states, tl~e terror~st states_ 

We are required by law to r:;ajntain a con:rol standard based on 
MTQPS for Tier 3" But the Pres;dent has recommended that provision be 
repea!£ld. and if the Congress were to do that then the next 
adm'lnhnration would be In a position to remove the MTOP.S limit on Tier 
3 as well if it wanted to do so. " 

o So this move today includes recommendations that Tier 3 
be (epealed - " , . 

UNDER SECRETARY REINSCH; Well, you have to phr.se it a lim. 
bit differenlty than thaI It contains a recommendation that the 
provisions in the National Defense Authorization Act to require a Tier 3 
and an MTOPS iimit be repealed. 

(l In the paper yOJ handed oul. you noted that the Clinton 
administration recognizes ~ha11he incoming administration needs an 
opportunity to examine such a proposal and intimated there that you 
might te do'ng less lhan you might have done if you didn't have just two. 
weo;,;s left to ~c. Is there anything more that you would have li~eq to 
do or that you (0 recommending that the Bush administration do, aS'de 
from the congressional repeal? 

MR PODESTA: Well. if I'm not mistaken, the President·elect's 
over at the Pentagon as we speak, or has just !eft (laugnter.) So I 
think that we want to brief their team about the study :hat was 
undertaken and coordinated interagency, bui led by ihe Defense 
Department, and where we soe the ability to be able to contra! the 
critical, from a national security perspective, technology going in the 
future, and also Ilh'lnk share our v:ews on the necessity of keeping our 
own computer industry and our own software induslry fllst in the work], 
beCause Ihat is reatly another element of nol only our continued 
economic performance, but our continued abLify to provide the national 
secorlt)' community with the highest leve! of capability and capacity, 

And t think we Wtll1t to share that with them, and they will 
have to kind Of pick up inis issue and pick up this ball and decide 
whether the suggestions we're makjng, for example, on these legislative 
proposals are wise and ought to go forward, and to - hopef:.JI y. to 
continue the dialogue that I think we've had" which ras been 
constmctive wllh not only interagency. but with our high tech 
community. 

Q Can I ask how broadly w;!I the deflnrtion be of the 
testlicted software ~~ and the national secur;ty anc prolif!?ration 
related software? That could theoretically be a pretty ambiguous 
definition. 

UNDER SECRETARY REINSCH: If I can interject there·· and I 
think Rudy will comment, 100 .- I think we are talking about a universal 
software that is alr'eady classified, already controlled. already clearly 
defined. 

DEPUTY SECRETARY DelEON: It is already controEed from the -­
5 

http:hopef:.JI


• 
regime, and that is bec<3use most of this application software is based 

upon empirica.l data that is classified. 


MR. PODESTA: And we're not talking aboul expanding ~hat 

DEPUTY SECRETARY DelEON: Correct 

Q But gettj~g back to the next administration, in order to 

get rid of Tier 3, that's something that Congress would have to do, that 

hardware review. Or, is there something that administrative;y, this 

admini:itration or the next administration could do that would eliminate 

those regulations? 


UNDER SECRETARY RE1NSCH; As a legal matter we have 

interpreted the NBM to reqJ!:e t'1e creation of a Tier 3 and a control 

of Tier 3 on the oasis of a number of MTOPS. Now, Tier 3 was an 

administralNe creation of the Executive Branch, as were Tiers 1,2, 3 

and 4, and it might have some utility thaI goes above and beyond 

computers. ]t's not the existence of a tier that Is the important 

questic,n as much as it i$ in the s.tat~te the requ'rement t'iat exports to 

those locations be controlled or. the basis of the nurrber of MTOPS. And 

that's what we would propose repealing. 


Q Who is saying this? 

-UNDER SECRETARY REINSCH: This is Bill Reinsch saying that. 

Q Bill, for aoalogy's sake, so our readers c.in understand 

this, 85.000 MTOPS -- can you equate that to X·number of Pentium Xs 

linked together? 


UNDER SECRETARY REINSCH: It's 32 Pentiul"!1l1is.• 

Q This won't allow the export of-

UNDER SECRETARY REINSCH: Well, two mings. The President's 
decisicn doesn't include the eXp<l't of mdiv!duals. It doesn't change 
anything witn respect:o the export of individual chips. which are also 
subject to their own MTOPS requirement which is not the subject of this 
conference. so we haven't changed anythmg there. There is a limit on 
those, and I don't know the plural of itanlum is - itania or itaniums 
that go over 0.500 MTOP$ would be subject to license one by one, 

Computers that conta,n :hem vvould not come under this 

restriction as well, depending upon what their overall power was. 


UNDER SECRETARY REINSCH: I'll be arouna if peopte,have 

follow~up questions and want to call me at my own office. which is; 

482~1455, I can follow up there if anybody is interested. 


DEPUTY SECRETARY DelEON: And this is Rudy Deleon, and I'm 
(eachable here at the Peniago-rt. and we have a team of people that can be 
available as well. let me just say that on the issue that hardware 
contro's are no longer effective, this Is really a conclusion that DOD 
has come to. We're really looking for an alternative mechanism and we 
appreciate the support from the 'White House and the Commerce Department 
to find an alternative mechanism, .! 

{) Thank you. Good-bye. 

END 2:07 PM EST 
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lJ 	 AIlt!};,utiQns ubQl1t lhl! ¢""t.ent UrChlll~!-.,\: i!:~pil)mtgc \')vcr lh~ P1~t 20 year;.; or rnore <:onct:1'n all 
of us who cnrt: i1hmrt An1t~ricn '.:;: nalit}rul security. 

U 	 'I 'h~ pr.oblern 1)(sccllrity:tt nur llUc!(\:lf I.ahor-'.lturit.::s b\GC$ Mck thnmgh !>"everul 
Admjill:itn.ltil.ln~ and is beln!;. a~grt:!'!'i\'dy ;lddrc:\5I.."d hy th~ Prl!!tidcnt.l.nd th..:: l)cpanmCftt ('If 
Energy, 

I; 	 The':iC att: l'undom~m~11 Jl;llh'lHIt S«.Urlly t:~\t)Cetn3 th>lf ft::4uirc u('r;panis:m S4JiUltOns. h • 
d"1:!\J\+t help t", glart p(.'Iio,illg IiUj;.CfS: w¢ *~ed to pOInt the- wny 'l.tlw • .trd $afeguarding: our 
fuim'c. ntH scoj)I:g'.()uting nur P.1st, 

I! 	 ',JH!' IlIlcWgenct! Community (.",omp!l!teo.;.. damage: aSlIcssment ApriJ 210.1 nnd relC".c;c(i (Ill 
unclruisitled VC{SiOtl l)t" its t'indin~s. Thu:lt tindin!;;~ differ from recent news repulis. 
parriculnrly on how much nutlc,"lr WC~p\)t\S lnloml:ltion (biui! has acquiredlrmn our tubs and 
how ~ignit1cant this inl()mu.tti"m i:; {'or C!)!na's LH"'1d(;mi:-~'1tion prugram. 

iJ 	 Chin~ {~b1.:..lincd t!uml..' IIlldeur Illti)nn",t;m1 ti:om (hI,; U.S. d1i.l.l probably acceJeruloo its 
mu(\cm(;t..:ltioll rW!fram, hul C.XP~I't:{ Jon't believe they an; !i~.;kin£ \0 rcpHcutt:' U.S. 
\>.'C,l.p(m lh::signs+ 

n 	Chin..:))!! lcclmkal ;'tU'\l~ll1l;C:OO hth'~ heen tn:1,l.ie ',m tho: h;'l:.;.i.s or tl wid!: variety of ififorllllltjQl1_, 
;,\cluding dass;li..::d and und:\:lslfit'!d 1:N.lrce,..;, conr::lct with American and foreign 
$Cj~mi5ts. and its {1Wf\ n:stJtlfces. The eel.dive eontnhutiQj} orlhcsc ,,':lrious sources 
c.;mnvt l')t! dt:l\!l'rninl!u. 

i I 	 Chini,:~C ~tl011-1i lu .n.:tlllin.: IH~clc;:lr Z'(;crcts hay\; fH)t rc:/.ulu.:u in Eny upparent mudcniizntiun 
oft!lt::ir dcployto:tl S[I';ltt:gic fVfce m .111::-' Ili!\V nudc.:.u w~apous devdu:pincllt. 

i I 	 'ChI: IntcHigenc4: C(lmmuuity' J:o l~pl.'Jrt '\.\;a.<> \!l!dors.::d hy a highly ~'Pect¢u. bipartisan 
g.mJI"(li experts lu:.adn! by Admi1~.u Jcrcminh '\I~d inchh,ting lc,rmar Nmit:mru Security 
AUv!!.1\.)r tv rr~$jden{ I3U:5h. ("~ncrol Sl'Uw~ron. 
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11 	 "llu:ft und SCturil}' cc>m;I!n"ll" in~t'lving t,!Ut IllIC!1:.af ];!bQr:..u.oril:s is, in ll. wOI'd u!'ed by Rep. 
tux. an "-~n,J~mic" pmbkm ;Opanning sc\'<:ra1 ildminl:;:trmi"n~> N~ws rcporL... dating back LO 
1tJ'1,)Q revt:alcd tit.: lh~ft of nui.:!cl'I( J\;,."Cr!!l~ frol'l'l un AH1eric~m duclear laoot"J.tory. 

U 	 NUlTlI . .:r..m.", GI\O r~pon$ thr(lugh')l)t tnt! 1t,llW':> nm! 19tju':\ bighligbtl;!u com:ems aOol,ll tiC'\. 
J<.(:Cll.:"ltY:.11 tlur IHlde;lr 1;<dXl'.1lorit;s;, , 

I t 	 Chim\. Jl:!>pitc i~5 size,. rcmah\:; a \IC!')' :>ll'JU nuckar p{~w~r. with fev.-~r Umlt two dozen long~ 
lunge missile~_ WI: h;lVe \Wl,)r 6.1.100 !'itm1~~~tc nuc!~nr w;frfl~tds. Fl'an,"~ is r. wealtr nuclear 
powt:'r lhml China. 

! i Th;: (:nx-Oic}.;.5 Cummiue.;! wUS I!haIged with inve~ligotll1t!. ;smotlg otlu::r things. wh"!lhcr 
there waS any cUHncctinn bl.'twccn (;<trnp~it:n cuntribution...; ;'\(11.1 nmlt)nal :!.Ccudty d~cisiotl..s. 
lim. it:\ R..:prt:scnmtivc Dicks. h;'l~ :-;altl hllll",d( ··cJ.Jl)jlai~(\ !,;tHltdbUlt\IIl!\ played no mh:! in any 
dcci~it.11't th;,tl \Va:s !1l;t4.k" 

I·: !'ttUgt:stil,n:::; hy ::;(~11l\! t:rillf,:s tlmt lht: White! lutl:iC work~ \l) kr:ep th<.': <.:ox-J)ich rcjX\ft fTom 
gelling. O{ll, tiT III removt!: ;);CCnf'.ll~. btH p\1lilicaUy dilmugin~ i.nf(~rmalion are ah:.;olutdy false, 
Rep, Cox hil'".'\¢!f ~l.kll,)n ABC Ima SlIl1day that "it wu~dd esscmiaHy be:: the same report" if 
the: Houl>~ (rfRepl\.'S~ntauvcs h,ld h:.ulthc ~('Ile ~lu~h\Jrily l\1 dccl:lssi(y it 

1 'I Sh)'1Hur ,.:h:irgt:i;lhm th.: <:.\flgl''':~ wax nul :ldequ.lI.ely brkft!:o are!lOl lnlt::. The 
AUmtJlb;rralioh briel"t:u apjifvpri:,nc coouHiw.:cs enu members ofCnngn..:SS 01'1 .il nUnibcr of 
oecoslt1O.i uv~r the la:st s.;v~rul year'!_ 

!: 'J'be Pn:~iLh:::nl':,i rl;lmo.rks ;lbnu~ Chinese nUclC:lr espiutU1kl(; at the national hlboratoril;s t\f>! 

fI.;.,;urnle. We kmlW 1,1f $!vc:r:ti i!)$t1n..:c~ ill Ib~ !tHe 1970' s und lht:: 19f(O's in which China 
1,.1btuincl1 ,wdl!ur' ii)fol'nlatil'l\ fn.1!"tllbc Inbs. Blit rcpuniny UIK)U[ o..ltJ:is vi" fIIlclcar intonnatlun 
Ln Cllin:! in t11,~ mid-I(}(.)O·:;; d()t~ nul link lho.; k'lss to thl'l;ll'1s, 

U 	 1111.!: bottom lin~ is th:Ji Chil'w. tikt: a munb~r uf o~her ":(Illlltdcs. has u1lClnpted ki t~Stain 
'Net,·~t$ frll:n Wi .utd ~Hher !)t1Tions (Iv,,:!' m:my !lears. :Jnd I.\"\,' n~l!d H.I he vir.ilr.nL We l'r\llst 
<.:,mlimle ttl tilk.;: Strung m.;:a$ur.;~ lO fll'\l'tCCL \our u1l'.;I;!ur sccret:; frum theft and tu s3te~ua.rd 
flur high kcllrlolal;;Y !'IuiduCl:i irom. miStl.'i<:.-. 
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• ' \~,.j. o Tht!~rrcsfd~t rCcogitizes th~:4C ~nCC1'llS. ilnd that it; why he i~u~ a wide-ranging, ~-'..': 

prcshkntial directive in Ft:hruar.,: 1t)l)~ lhul ordered SWt:t:pintt m¢\l$Vrt':$ to ~lft;;llgthC'n> 1~~ .'; 
cO\ln1t~rinLclligcl\<:Q ll~ 'lur nuclCllr lah,}t'awri\"~s (this directivC' was issUl!u before the cOx~ 
Dicks C()mmiHr.:~ W;t.'\ CV\;r\ fOl'l'nced}, 

U 	 ( imk::r th~ 1Cadl';'f:-:hip (If the Pro:skk:nl. ilrld tit ,hI;; din.:c\lon of !~n(:rg)' SL'cmt.a~y Bill 
Rid\,u'd,>;lIo. thl.! J.)¢fl.?11lTICnt ut' Unl!rgy htl:': 
rj Appointed an FB! uftlcial (F.t.l Curr:.,n) il) ovq;o;t.:r..: DOE's cmmterinu:Hisence prog'fl\frL 
I f EstnbHshcd 11. pro~rmn thr pulygr:iph h.!!-iLs lor key ';cicnLi;;ls .,00 th('If\,1ugn b<.ackgrOlmd 

chet:ks rot l'UI't,tiBO vi!>l1('1l'S from !'!;n~itl\'..~ c.::l1unrric~. 
[i IIISlilutcd lHnj(,lr impnlwn,n.:'fllH in ,omrlltcr x~curity ,-H tile l:lhs. 

o 	 The Cli;n(\1) AdministntHI..Hl ijl~l k'l."- un.'llll.:'ltiL::dly irtt:n:.~'lS~~d I)OF.'fo C(l~mtcrintelHgcnc\: 
bUJgl.!L This Y\l;lr'S :tIS,t, millinn lUJtl~d i; i!~df sl):-timc:; I;lig!;(t:r lhrlll 1996's $2.6 million, 
,And {he Adminl~tnliiol'l is l'CqUtJ:{{illg$40 million jllne~f y,,-,m's btldgc-t. 

r: 	 The Whjtclluu!!e !;.:Js cmbr:l.(.etf the VaS[ fll7tJority (If ~fom's l"c.:.n:nH1Clld~d by rhe Cllx~Dieks 
C.)ll!tninee .. In l;lC1. many t\rlh(l~ ch<ln~~s WGiC alf~jdy untlerway whM tht! Committee 
b<!gan i(;.;. w\;n.li\~ ye.ar. " 

U 	 We also have [hi:: lil:ihtcst c(.Ullmlt" of uny I));)jl)t c"uutr)' un high It:ch I!Xpotts to China, und 
we havl.; be>!)) v;;ry t.:·l'fccti"\'~ it\ pn,:v;;Jltilit; divdsiun of such tit:ms. s,U\.;h as hi~~ performance 
t."umpUlcl's ::md SlltclHtCli. h) mllitul'J t'llU1)l1,;e~. 

: I 	 Tlll.~ Pl'.:side;:nl ;.md nWll1bcr~ or(vm;l'c~~ I"nm\ both pauio;;;s an: ucrcnnined to wurk togetber t41 
do Wh:.1LI:VCT is Ilccc!'s;'u), (0" !'!i.lll.:gUl1fd \Iur IHtdc:Jr and u.x~hnologicnl s:<.!c~t:< and ensure our 
n<lliCln'~ S('~\;\lriry In lh~ 21'" ~eulury, 

lJ 	 We nrc (k·t~rmined lo O1t.'\'I.: 'lbcad wiln ~\ ..:!c'lr-cycd poli\:.)' of:>irntcgic: engagement with 
Chinu, SI.' that WI! con c\")ll1inue lu cru..:ounii:!>: China to pr~yellt the prolifL'fQtiOU l,'lfwcapons uf 
mass desLfuLiliuti. 10 w\)J'k wiln u~ t(l built.!:J ~lablt.: :'lIl<.lltl~tin!; pf:.:acc in Asia and In prumote 
bircaH:r dijiOlOCrmiznti<lI1 :.tntl r..;spcct for humun rights. 

I; 	This 1:l\1Iicy hl1salte:1dy yidJ..:d imp\."il'T<lnt rt'::HII\s. Chrnal\ignl~d Imponantarms control 
!l~r¢errH:nl$. in..:ludinl;'. tnt.; C(ll\)prehensivc T\.I:;i{ 13;111 Trc::tly in I (,I-I)(). wbit."h wiU limit <';hirt:l~s 
ubililY W 11loQcmi:a.: il!S n\l..:h.'Ul" Wi!UpllllS:. t..'him\ h!l:> ~mh!d nucleur lL'isistuncr: \0 Iran arul to 
J)t,kiSfan')i I.llii'•.ltl::gllZlrded fH.lI:k:l1f pfogn.llll. And Chin!l. i:-! work.ing "Vith the LUL to dcal with 
proiil't:rmion C(1l1ccrns in N~'rth Kort:u imd SoJuth A:-liu. 
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Security At U.S.:N,uc\ear )Veapons Laboratories Is An Issue Affecti~g'''''i'~ ":' 
Reliublican And Democratic Administrati<{ns. Guvernmenl And News' " , 
Reports About Potenlial Leaks Go Back More Than A Decade, 

From TIlf! New Yor" Tima. t990 

"Clfiflese intelligence agtmlS lu~ct!eded in stealing nuclcar-weapons secrets from the 
G""t!.rnmem's Lawrence LJvermare NolionoJ I.abora/ary in 1111: J980'$. and the Federal 
Bureau oj1m'l!sligatiDn lifer conducted « long espionage inquiry intQ Ihe theji, American 
intelligence experts said today .... 

Ojfl(:i(lls in W(uhingotn said tIre Chinese had sou::ht (lit f!.rr4)l ofnudear~H!(!ap()n$ 
l'nj()I'If'tuliun/rum Livt:rnu:m~ and oflll't' Governmtllt;/iltanced weapons laboratories, .. , 

",unulher (u.Dk:iall J'aid the CitJm:s€! npparcnt!y got most, ifnor oil oflhe data rk.v 
needed by exploiting lapses ill routine .~ecurity proc£dures.. ,, 

The New Yo~k Times. November 22,1990 

From The ASso(:loled Pn:~iS. 191)0 

"lnfarmation thlll helped Chilla develop d tUtutroft homh wa,J stolenfrl)m Ltnvrcm:c 
Liltermore Nalional Laboratory throtlgh esplontlce. according,lt) n puhli..hedreport"," . 

George Carver, a forme," depuQ' di,eaor qj'the CIA. saidpublicly lasl month that the 
Chinese success was based on Us. nuclear re...earch .... '/11 J989 ... thc Chinese bl'ossomedforlh 
with the neuir(ln bumb. whkh Will' motif/rom (jafa stolen/rom U,s. research cenfl!rs, •he said in 
a speech to Law,rcncL' LivermQre employees, '". 

The Gem:ral Accounting Office reported in 1988 chat/oreign intelligence agr!!flls posing 
as \'lsittng scientists had",(lined (Jcccs.~ tr; /.awrence Livermore (lila Amedca 's DIller two nlJcicar 
welW01lS desiRJt lahorarorit!s. ': 

The Associated Press. November 22, 1990 

",,,. a Gen~ral Accountinf{ OffiCf! (GAO) TeporlJO }'etJrs ago that k·arned the Retlglll1 
(ullttinislralion of'major wealmesses' ilt tlIefoTeign J.'isiJor$ program ut the natIon IS fluelear 
weapons laboratories, including sus{Mt:lt!d/orl!lgn agl.!n£sJhltn RU.!t'.-ia, China und otnf1" 
'sensitive· cormrries being able 10 make visits "withoul prior DOE knowledge. ' 

Tlte Oc/vou ) 988 GAO rrport/oIlQwt:d (11/ FBI inwsfi?,,,li<'m 0/"Ueged spying w. lhe 
L(1Wrcnu Livermore- National Laboratory in Ihf early J980~\' and nUffl{!T(JUS in.ternal [JOE: 
studies critical of securiry. 

Brem Sc.owcroft. Pusidtlltl GeorgI! Bush'$ JUlfi(JHIl/ security I1d"L'f.l!"~ s£Jid lab security 
'was )l(}llUl l.sSU(!' during ltL'O,im(! iff office, He said he W(J.\' unaware oItha GAO report and 
war :;urprised tf) htwr thaI .trol'i!!S were puhli.rhed aboUl the alleged Chinese stealing vIsi:(.:rels 
about the ruwl1 on warhead at the lah\. 
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:" -::, Rf!p, ChriJtopher ('a.t ... ,midyc.\·lerf/(4Y in reference 10 the'early QA 0 rcporllh€!l secu~lty y,j~~( 

allhe lab,. '.'is best understood "$ an "'endemic problem. ..... . '. " , "; ,." .~.. :: -'..:~: ~ ';::. ~\::I>'t 
The J988 GAO report referred 10 a J 983 DOE study lhal concluded 'IJ signifICant ,". 

(Jnumnl (If important technology may lun·!! bften IQ~'( 10 pOlential advuS{Jr'~s t/U(lflgit t'isiLs. ' 
111. addition, DOE'!' own vulnerability s'tudicJ' in J984 and 1985 fourui flInt 'in/orma/ion 011 . 

c1assiftf!d pragram.\' e(lilld be derived/rom...oh'(t!rving activities 0/ thcscfacililies .• 
Althol1g}, background t:Jte.d:..'i were required/or all Yisi!orsjrum communist COUHlries. (he 

studyfound {hal ~uch checks w~re not tinne,!;"r J19 of181 individuals sampled during 1987 .... " 

The WashJt'lgwo Pest, March 19, 1999 
• 

Director Freeh: "In terms I?:!f the overall couIJif!rinrelligl:m.:J: tlt:./iciences ill the ItCllional 
laboratories, us f men/ioned, SenGlor Glennprsl highUghled thJs, at /all.fl in terms olour search, 
in /98ft He had hearings, he WrolF a report, and /here were a series ofother rcpor/$,."Sa the 
prcblem in lerms ~ra problem /flU b~tf' aroulldfof a long tintt., .. " 

House Appropriations Commrlt¢; Belll'ing~ March 17. 1999 

Repre.t;.entnti ....c Dieks; "The most important rhing lthe Amerit;anpeoplc} will leam i/( that 
jor 20 years, sWrlin.g in Jhe ·(jOS. wt had (;J major Cf.mnlcrintelfigence fai/url!. l1f Los AlamiU and 
at Ibe other nalionul iabs/hal is now being Cdrrectcd lni/ ¥fill only be corncted ifwt. stop 
playing 'lie blame gUTne and slart working together to make .'>W'€ :hat thl! rlJ..'WW(;CS arc 
provided and Ihe over.'>ixIIJ is proVided to implemenl that plan .... " 

NBC Meet The Pless, March 14, 1999 

There Has Never neen Any COIlIl"cliolt Belween Campaign Contributions 
And Tbe Clinton Admini,tration's National Security Policies Amlllecisions, 

Rep. Dick.::;: ",_.in our inveStigation, ~H:}(;und that cfutJpaign contributiuus played 1ft) 

role in any t.ie(:isjOI1 Ihal was made. I llsked wilm'!'!fS after witness. 'Were you put under any 
pressure to changi'. u dr-ciJion on n ntttimwJ :.ecurify mailer bccaw;e tilpofitic.al influence • •and 
tht ahSW~r wax 110 in (! ~'Cry casco t' 

NBC Moet The Pless, M.rch 14, 1999 

'·China J' balli,vIie ml...xilr: udwtnces ami itJ e.ffurb'/u jrifluence the 1996 I!!/ecfi(ll'ls were 
addressed in }~epar(lle ...eelimH· (~/"lht: "~p{lrl, This was d(me, L"flmmillec oides said, at (he 
insfsrence oj an injluential Dftm{J(:ral. SlJna[or Car! Levin olMichigOh, to ulJderscorlt thut nu 
link llCnwuw the two matterS /rud b.:en /cnuliJ. " 

nle N-:w Yurk Times. May 7, }999 
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Se~urity Concerns At America's Nuclear Fatilitics" -~,~!,7~~' "~'i~:::" ',.:.~,. 

,. Excerpts From GAO Reports, 1980-1992 . 

March 1980 "Nuclear fuel ReptVt:es~ing And The Prablcm!i Of Safeguarding Ag-ainst The. 
Spread Of Nuclear Weapons" 

"Adettuate safeguards to prevent the theft or diversion ofwe:lpons~\lsable material from 
commercial nuclear fuel reprocessing plants have not yet bet;n developed." 

MtW 1986 "DOE Has Insumcient Control Over Nudear'fechnotogy Exporb" 

"DOE hns .. ,tlutharized exports wilh(llit review for sensitive nuclear technology ••," 

"-I(lrch 1987 "'DOE Rcjovesfigation "f Employccs: lJa.Ii Not Reen Timely" 

''In summary, we found that DOE headquarters and some field. offi~ have been unah1e 10 meet 
DOE goals to reinvestigate ~curity cJe{H"tmC't;'s .... (DOE offices) have almost 76,000 employees 
who have not been reinvestigated within the last 5 years as DOE now n:::qultes!' 

AU&~I,)·f 1987 '"Department Of Energy Needs Tighter Controls Over Rcprocessin~ 
Inrormation'" 

·· ... cQ\mtries that pose a proliferation Dr security risk routinely obtain reprocessing info{tnatioo 
published by DOE.".DOE has transferred 1:0 other countries mfonn(:tllun appearing to meet the 
d~firtilion of sensitive nuclear-tec.hnology .. :,OOE places no restrictions on foreign nationnls) 
involvement tn DOE-funded reprocessing research at colleges and universities .... Eaeh year 
betw~en t 5.000 and 20.000 forcig(t Wllionais visit or are a~!':i&ned to work at DOE's facilities.. U1 
1983 DOE fou:ld that its monitoring of these activities had 1101 been adequQte, and signfi:cant 
energy inibrmation may have been IMt 10 foreign countries:' 

D(~cembeT 1987 ""DOE Nec~s a More Accurntc and Efficient Secority Clearance Progr-..m" 

" ...DOE hl\s not maintained accurate cle3rancc data bases __ ..Cle;.nmcc fitcs ... t':Qntnincd over 
4,600 clearances thnt should have bun tert'rlinMed. and in over 600 uther I;<:l:)CS employees had 
dearance badges bm did not have active tieamnt'cs listed on the clearance i1les.'~ 

Jllne 1989 "Beuer Cuntrf)fs Needed Over \VejlrHm!i-Relaled In£urmaHon and Tcx:hnotogy" 

..... communlstDcontrolied nations, cO'Jntries SUS1)C'Ch:d or ut!vdoplng nuclear weap(lIts, or th{)se 
viewed as a n<lticjJ'lal securit), rbk -- havt:' obtained infomiatioJ1 dealing with detonators. 
e;-;plosives, and firing sets th:1t could u:.;si.:a or enhance nuclear weapons development. Fou:igll 
nationals obtain some informatiOn dircctly from DOe's weapons. IBhoratories~ DOE docs not 
require the laboratories to track these requests," 
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U •••1lS (If mit.i.January. 'laboratory nunagt::r~ cOlltd not locate 16 pcn.::ent. or 27,528, Qfthe items 
recorded in the labomtory+s property management dllta base., ..The laboratory does not haw 
;adequate accounting controls to cflSl.m:: that prupeny in its custi'ldy i~ ~afcgtl:\fded... ,," 

October 1990 "Potential Security Wr3knC$S~!. at Lot! Alamos and Other DOE FatiUti.~". ' 

..... CiAO found that mOst of the regular security force IlIcked one or more of nioc- skills that DOE 
offici:a\s say il..e needed to ensure the minimum level ot'prott!Crion for the sIte. Over 7S percent 
nflhe regtl!;u- scc.mity force lacked !{ueh I'ikiUs during an unannounced April 1990 exercise ...... 

Febru:.z,.y 1991 "Accountability fot' l.ivenn(lre~s Sccret Classified Dr.cumenis Is 
Inadequute" 

"A substantial oUJnber of >t.'cret documents cannot be: lOc3tcd .... These documents cover a wide 
lange of topics including nuclenr w¢apons and laser dcslgn,.,(t recent inventory of $t;crel 
documents at tit.: lahurC:ltory identified ovcr 12.000 missing stX-Tet documents .... neither.the 
laboratory nor DOE can provide ~SS~lrance that tht; nati.onal security hns not been damaged." 

March I ~91 "n-OF. Needs Bt-tter Controls to Identify Contraaon Having Foreit;n 
Interests" 

"OvuaH, ndther DOE nor its goveJDmenl-owued COOtnlCIOf-opernted weapons laboratories fully 
complied with j)O~'s regulations and proCt:aUfC$ fQ'£ detenntning whc'llll.:t contrActOrs are s'Ubjec:t 
to fort:ign inl.ereS1S and for preventing as~()c;&te(tri$h., ..DOE has scv-ctal internal (Control 
weaknes.~e~ thaI eQuid cmJse further problems in safeguu,rding classified mattl':r." , 

May 1991"Pl'ol'l!rfy CUfltn'Jl Problems At DOr.'s Uvermore LAboratory Continue" 

"The laboratoI)"s claim lhat most of the missing fquipmt!:l\! hus been found is inaccurate.".on1y 
about 3 percent nfche inventoried equipment. acquired fit a cost of$26.8 million, has been 
located. About i 3 pcrcent...is ~til1 missing. , 

July J991 "DOE Original Clussillcation Authority Has Ottn ImpnJpcrly Dclegaicdfi 

··...DOE has delegated original classitication authority to O"'l;':r 50 contractor pcrsonncL..The 
miseiassifiC3tlon of national security informatlQfl coulJ ~t:riOU$ty impact and threa.tet\ US. 
national ~ecurity illlere~ts ....DO£ cannot provide assurance that U.s. national security interests 
ho.ve been Or are being adequately protected." 
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December /99/ "<saregu;l"dN .:tnd S~\lrity Wcak~csse$ at DOE·, Weapons F~~lli;i'g,i·~h·!~;';: . 
" . -" ..,' ~\:." .:. -' ' , ". :",~~,:·,t' :!;::"::," 

hDeflpite the ct'itic;)t impor~lm{;t! to nutional security ofeffective safeguards and sec'urit};-"at DOE's 
weapons facilities. DO£ security inspections have identified numerous weaknesses in tilis . 
arcfl. ... uver 2,.100 weaknesses were identifie<i at 39 of DOF,' fI. importanl weapons~[clated 
facilitics",.The ldentified weaknesses cover u wide range or security &cti",'ities, including poor 
performance by mcmi;1ct'5 of DOE's sewnt::; force. fx)Or ll.;cuunlabilily for quantities of nuclear 
m~t~ritl.J.;:., ~lld the i"ability of peI~Onne{ to to(:atC' documents containing classified inforrnntion," 

Junf! 1992 hWcak Internal Contro's Hampft' Ove~;gh.t or DOE's Security Progrllrn" 

"The lack ofcomplete or readily 3'11ail<tblr: records ut DOE hcadquarlcru prevented us from 
detemlinlng whether DOR's written policies MO procedures for revicwin(! and approving 
exceptions hav~ been followcd .... Qf the 312 ~xct'plion requests on filc ... 114 wer-e missing such 
key records as- the exception L'CqllL:st Icuer (If tht! Office of Safeguards and ~ecurily's response," 

October 1992 "Safcgunrds and Security PbJH\ing at DOE Facilities IlicOlUlllc'ct~ 

"As of !)c:ptember 1992. DOE had not cCHnplcted safeguards and security plans fOor 15 of its 27 
sensitive f;'lCilities, At, the 12 facilities where: piau:$ wtre complete. the planning process often 
idcl'lrified ::;:ignifiuln\ 'Vulnerability to lheft or sabotage." 

Nuvember 1992 '1lmpf"Oving Correction 6f Sccurity Defici.cncics at DOE's Weapons 
V.tu::ilitics" 

.....DOE's review of CL11\tracH:n~: pliln~ tll correcl deficiencies IS sometime$; untimely, pofentially 
resulting in prolonged security rJ[;ks, 

April 1999 «-Key Factors Underlying Security Prob)..ms at DOE Futilities" 

Statement Of Viator S Rezendc"J),$. Gelleral ACLountin)J Office 

"".Wr! found in 1988. and again ill 1997. t1l111 fon;ign visitors are allowed into DOE!s nudd'lf 

weapons design {ltbrmltories wiUl few background checks and inadequate controls.~· 

"In 1987t 19S9 arid. 199L we reponed that foreign coumrL~ Hlulinc:iy ohl;-tirll1uclassifie<l but 
sCMitivc infonnation that cmlld <lssist tbeit nuclear weapons ~apabiiity," 

:'Tneffec.rive m~n;igml:!nl or personnel security clearance programs has been a prohlem since the 
early 198-0':::." ' 

"We: reponed in 19xn and ;ag<t1J1 1:1 1'}IJ 1 that, li: some facilities, DOE was not properly 
measuring, StOfl»{!- and verifying quantities of nuclear matcfinls. Abu. DOE W<1S nol able to track 
all nuclear Olilte:rial sent (Jver$t:".,~ for n!,~e'ilrl;'h nnd other purposes .... " 

, , 
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'~J'1f'" .,China And U.S, Nuclear Secrets: Separating Fact From Fiction 
' 

, 

The Clinton Administration Kept Congress Informed About Security At U.S. 
Nuelell. W."Jl<lns Laboratories 

SenMor Bob Kerrey: "".f think. {hey art: tryingla rcspond If} upruhlcm. 1 was 1J<llijied­
n(.lW that it:~ beenpublj(,.'~. J was 'wl~ll(jd in JuJyofJ996"" Wd didNJ:Jpond in <97 und '98 with 
increased muncy.ferr c(JlJnlf!rin'elliKem.;e.:"ll~h;nk thtYe '.t been a substantiai responsC'!,." '" 

Wolf aH~ef: "AYld lJ.~',1w' us beill.lJ.juUy brie-Jad on this, and consu{Je~ informed as InC, 

mnking Dem()craJ em Inc Jl1.IdIiKelf(;e C'Iml'llittcC!. yew huw: KruW: problems wilh the wuy thff 
administratiOIl deull will! you . .. 

Senator Kcrrey: "Well, I don " _. I do I1fH, 111lc.c.tn, limy ·V(! been -- lhI!Y'vr. nOlijied m« e)it 
1h!.lt1Y (Jc(..'i'.t.\'lun.~ (m lUIs td'df(!"rt:nJ thfI1Ju.... TIH!)I Jftul.tuhstantitll hot/flCQI/fJn ofus.... .. 

CNN Late Edition, March 21. 1999 , 

The Department Of Energy Worked In Concert Witb Tbe fBlln Its 
Investlgatioll Of Wen Ho Lee And The FBlls "Very Snti.tied" With Energy', 
Counterintelligence .l':fforts 

Tim Ru:>~ert; "In ScprC!lrfbl.'r C!( 19SJ7, 1.I1ulx: Freeh, head ofrhE. FBi. tJ wry tough cop. 
said there WU~· nrJ longer uny Inve.,'lit,tllivc rcllSOI1 rhat Wt>n Ho /.Le should .\'Iay in hi... position, 
and hit .fuJ,Yrtd Outre and he. stayed tllarc jhr a }'fJar amI ({ hMfunlilyvu removed hifft.,,, .' 

I3.ilC'[b-'Y S~n:t;.u)' Bill Ri(:.bu<iso.o: ·'l'J.m, rJulJ"t:l''v some inc{)l1.\'isumt.:i~s in lhose. sU;temCJtrs, 
Luui$ Frech hay staled wiJh lhe FBlihal we aCi,!d In t(mCeJ't with the. FBI, th« f)eparanenr of 
En~rgy. on runhing opcrtJlion.'\ rm thi.'i individual. lryin),t IfJiindwhelher h~ WOj'spy/ni:, HI,) 'WIa.:; 
moved (JUt ql$ensUiw: arcus t:wty (n1, Tht:J"tI! uppftur.\" /0 be, in,YtJw- quest/off/nR. rllClt Wit' haven" 
been (lr;finc ilt (;(lticsrt with the FiJi. We hays: btum. E.~p<1C;it.Jlly right m')w, 1tr:rminaN:d this 
individual It()l until afteT tl,~ FBT !!uw.r me the tIf't!dtt Ught..... Btu we huve "WmrJn:u ";':"" dna',d), 
with the FBT. They haw: £lctt:" viJ.,'CJrt.f1I.fly. r:(lecliyuiy and J l!Jink Louis Freeh. wlrit me, In this 
irN¢,<;ligatiott. has bt!t!n terrific. " 

:M.r. Russe:rt: "So OU!. 1"111 dJd ndt recommrma in lV97 that [here wa,.\· rtO Inw:st/~aIl\Jc 
reason 10 kttep Mr. Lee /n hispll.\'lIirm?" 

Secretn.ry Richardson: '·rOI'" '1/ /uNe if) a.~k the FBI. but 1dun'l bel/fiVC so" 1'liay have 
,"(aled fNO/lye acted in concerllhrfJughoul the im1cstlgation anel ifllhe pruce.s$in;; a/Wen. flo Lee 
u..Y We' mc:ved un (hiS is.fue • ., 

http:Secretn.ry
http:111lc.c.tn
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bina And U.S. Nuclear Secrets: Separating Fact Fn)m Fiction· 

:linton Administration Kept Congress Informed AboutSecurily At U.S . 
•". Weapons Laboratories 

7,1999 

Senator Bob Kerrey: "'... I Ihink Ihey we Iryin,g W rtap(md Ir; a pruhietn, [was hOlijied~­


:10/ it ',,. heen puhli<: --1 w«5' ntJl{llcd ill July o/199lL. WI! did l"llspand in '97 lind '98 with 

icks

's(!d moneyfiu' c1n.mlftrinlc:1liXP:'ru,:.t!. .. ".1 lhink lhere '$ bttcm a subsfatlfJal response .... •• 
Wolf SUt7.e(': "A1'Id (J."',Ii.n' as hdnS.JiJi(v bl'iejiJd on Ihi~', and cur.s"tle~ i,!/ormad as the 


III DemUCft.U un lhd ItJ.lt:lli)..~nc:e ('vmmiffeu. yew h«(w! ~ruw:pn)blfJrIIs wilh {he wny Jhe 

iSlran'I)I't deal, with you . .. 


Senator Kcney: "Well, / dun', ~~ JJu mil. J mean, they'vt! bl!en. -- lhr!}' 'W! luuijied me 0#1 

l)(.'l..'w.ion." (m /o(:J ()fd{(1~rt'1l1 thitf)"'...,TIII!Y hotl$ubstuutilllluJtif/t:l1tiDn oJU,L .. .. 


CNN Lale Edition, M.,c], 21., 1999 
'ttl 011 

, In 

Departlllent Of Energy Worked In Con«n With The FBlllI its 

we
,l1gation Of Wen tho Lee And The FBI I. "Very Satistied" Witb Energy'. 


,lterlntelligenee !,;ff"rrs f. " 


4, 1999 

Tim Rus$ert; "in Seprf!m/:l(lr ~f'{997, !.IiJ.ii.\" Frttkh, head 0/111£ FIJI, a very tough cop, 

here wtl~· no lon.ger any irrvtt.)'li;::aJivc n:(J,I;on that Wen H(J Let! .',:hould.'(fay in hi\' posiJion, 
 ,s
M stuye.d IJutre and he stayed tllere/br ayvar nJ1d u ho/fun/ifyou removed hint., .. '­

llne;q:01)' Secn:tary DiH Richards~ll: ·'Tim, thr!l'tJ's Slims inc:oll,vis{t:rwits in these J'Wlemenfs • )nS~ 

. Frech has l'IfJled with lite. FBllhul we ncte.d 111 i:.DtlC(!H with ffl(! FB1. the DeparlmenJ ~f' 
,!y. on Y14rmi.Jw operations (}II this individual. tryiflg ItJ.lind wherher hft wet,)' spyin;;. He Wa.~· 
1 out q/:£ensilivc: areas early em.' Them.! u/J/Rtur.110 I)e. inyuuf' qUf!slit>ItlIJg. that we ha~n '/ no 
atJIing in {,'(meBrt wilh ~Jw FIJI. WI1 havlt I!CI!H. Especially righl now. 1N:rm;nuled th~' ,'''''' Y 
iduul nol flnlil ofter the r-n1I1ttvt: me thtt fIff!c!.lt light., .. ,BUf Wo: haw! wt1rh:d \I~ry d(JJ:fJly '; 'rJ' >atlcl 
tho FBI. The)' heM: lK!ru viJ,:!lrf,/1[,'iiy. e:(/ec{iJ)J:ly tutrlI lhink Lu".!s Frr.!eh. wl,h ttlt, In thlr 
tib#(.flkm, ntU heren terrijic. " 

:Mr. RU-S:)t!rl: ''Sa Or£. Fill did ll,t( recommend 1n 199711m! {here was ltO tn'r'C$rJ~allve 4. 1999 
m }() kltep Mr. Lee in hb'l'mtffoJ1? " 

Se:.cret.iry Richnrdsoo: ··You '/1 haw to a.·,·k 'he FBI, hUll dun 'I believe sa, tirey have 
i lhal we acted in C(Jn<:t~rt throughout fhe: illvcsrlgalion u.nd in lhe prm.:en'inK ofWen 1ft) LeI: 
'! moved fm fhi... issu!! . .. 

NBC M"", The Pte.,. M.",h 21. 199~ 
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"~,-".;y..'''j'' W;\,"I."'SS .,18;51 . " "ZO~ 456 UZ~ ~ ~.:: , P.ll .. '. \ ': .,!,"4<1.' .'\< ~'lt:~" l"OSI10"/Q'9 "1":16: S8 . ti'202' i,56 9220" _; NSC PRESS OFFC .­

.:. -i:'~:' O.v30(~i;'RI 1.1:" I'M: 82880&40 
,\ ,., 

>'; l'!" . 
 . ,;- '. ,.' ,:.~,..,:\.r . '., ~ 

Security At U.S. Nuclear We"pnns Laboratories Is An Issue Affecting 
Republican Anti DClIloerlltic AdministmtioDs. Government And News 
Reports About l'olential Leaks Go Back More Than A Decade. 

From T"~ New York Time,\". 19->U 

. "Chirzl!.fe intelligence I1geJft~ succ.eeded in slenliflg nucle(lf-Wt!t1PfUlS secFmfrom the. 
Gtwetnmenl'$ Lawrenct: LivcrtnfJN!. Nalwltall"aboratmy in the 198Q'$, unitlhe re<icr<il 
JJureuu tlllnY(}~'lig()'io111aler c:onducllul a Ion,'!. ('.piunM.;e ilUjlJiry IhUJ tht! Ihe}r, American 
in{etlig~ncc: exPCl'ts :~aid 1<1(U(y.... 

Officials in Wttl'hingotn .'wid tbe Clt.illt!w~ had .fougltt nn urray ofnuclcar-Wltap¢hS 
it1/urnuztiolllrom Llvermare and oth,'r Goltli!rmrumfllnanct:.d weapon.y /frboral()rltt!" ... 

,""ttnmher (t?Uidal) sait/lhe CJiinr::H"~ CifJpurenlly got most. !j'nol all u/rhc data Ihay 
needed by ltxplOiling lapses in I"Outind "';f!CUrifY pror.;edurt;,v.." 

The New York 1'iO\\::5. November 22, 1990 

"lnjf)rm4liqn lilat ht!lped Chilla develop "!leulron bC1mh ....a$ $1t'l1t!1!. from Lawrence. 
Ll-ventrore Natwnal Laboratc'.,v ilImuc" espiauace. (/ctYJrdif1g to u puh!ished N!.pen.,. 

Gtwrge Cun'tr, aJfJrmt:-r depu~'ldirtu:llIr of{w: CIA. :midpuf,[idy last !nc.J17lh th(J{ ,he 
Chine.HJ .mccess wax bused em U.S. nuclcar re.swn.:h ... 'in 1989 ... IHt: ChJnct:.'e blos.mmedfoflh 
wiJ.h thrJ neuJr()n bVrI1h. which Wl!S nUJdr:: Irom dora s/olen fj--(.m, U.S. rq!it!t:J!'ch ,:enter.}, •he s«id in, , 

" speech ro l.awm:nc:e I.ivr.:rmure umplv'yqex . .... 
The Ccm:rul Ac."c·Cllmling (JjjictJ fttPQr/I:J in If}S8Ihalj4)reigh intt!1!i;::l1iICf!. agents posing 

qJ Vi~liritjg scientisls hud gained U(."C(·~·.·i Ir; lawrem:e Uvermorc and America's olher two nuclear 
weapon-f acslgnlllboTlItori'!,(, " 

~rhe ASSI~ciatcd Pn;ss, November 22. 1990 

" .... a G,mcl'4l Accounting Office (GAO) report 10 ftRTS ago Illllt wllrm!d the Reagan 
MHtiJIistl'atiol1 oj'maj()r wt:alt.ilf!j'Sf!,\'· in 'lie/m'd::n visitors progl'am at the nation's ltut:lI!QI' 
JVt!QPQIJ.t /4b()rutdries, (neludin}; ~·)J.,\pet.'let1,1(Jrcign. agenu;fi'om Ru,y.,·iu, China and ()/hc:r 
I.w:mirl'lc· countries heing ahit,: to /tWice \'i.\1t,~ 'withoUf prior DOE kno'W/e£(,p:, . 

Tht: Oclubt;r 1988 GAO repofl/()lIowed (In FlU inwsfigalitm ofalleged spylilr. at (h& 
J.(Jwren.ce lJvermore N~/itlnul L"bVJ'(ll{Jr), in 11111 early 1980's lind numt,rmll' it1!erntll DOE 
sn~diC$ triflclJllJIrecurlly. 

Btt!ht Scowcroft. PreSident GC(1rgl! Blish '$ ntlliOlJ-oi security adviser. said /(tb "'t!curity ­
~was nat an issu.e:' dlu-iltg his lime ilf nlfic~. III! said he. wax rml1wCl'e (ifthe GAO nporl and 
was sJtrprl.wuj {O h(:,11' tM( ~·rorh'.\' weI'" f!uh/i:>hed ahout Ihc: alleged ChintJ.\'e sleallng nf·wte.:rers 

, ahuu/lht! 'ntJUlrtJh Wf.II'IW(4d at tJUt {ab.!'. 

http:J.(Jwren.ce
http:Chine.HJ
http:Chirzl!.fe
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Rep. ChrislcJpJ.u:r Cox....wfdyc:l'tr:rtiu)' in rf,;f'rJrcl1ce It) Ihe daffy GAO rt!porllhat security 
at thelnbs "is bed understood 45' nit t!utlemlc pf()hlt!tJt. I.... 

n~ ]988 CAO rcporl rajiJrreti W (J ION) DO£ sllJdy lhat concluded ttl' Ji(:Il1j1£l1.nr 
(ltrUJUht (jfimponant tet:hn()[tY,{y may haw /Juett lost to potential'adversaries throu:;:lt llisils. ! 

fn addition. DOE's awn l.'uineruollil)' Jill/elicl' ;n 1984 and 1985 found fhat "i!ifrmttatlon On 
classified programs c:Guld be d1;'rivitdlrt1IH...ohscr"'ing ut'tn'ittf!$ al lh(!xeJacililie.~" , 

Allizuu;:h b(.u:kgr<.Jund !-,hlll.:*-'- wen required/or all vi.\,iwr::.Iram ('fUnmunist ct)unu';(!1(, lht! 
:fiudyfaund lhul .nlcll dtech f1'('I't! nnt rimte for I J9 of11S1 individualJ: sampled durinpt J997".. " 

The Washingl()n 1'0... March 19, 1999 

Director VItth; "In llmm affHrt q'J~"Cf/{ ('Y)l1nterifllf:.lIigent:l! dejjr:ilmc:es in the IUJliunal 
JllbfJr(J((}ri~,',;. us 1 mentioned. SelW.lor G/fmn.lir,"1 hj~hJJghleJ this. nth/lIx{ in rums ofOU/' starck 
in 19HR 1111 had lH!arings. he wrOlt:' ft N:piJrl, and Inere l1't(r" GI :Jltl'Utj 0/other rr:.ports.... So thlt 
problem in {erntS qft.t prablt!m litis been uNlundjor o/o-ng limt!. ... " 

l-hllJS;;; Appropril.\tiOllS Ct)mt11irre~ Hf'.aring, March 17, 1999 

Representative Dick'S: "Thtf 111{)sl imp{)r/unJ thing {Ilu: Amerh:an ju,mple) wiJ1 learn i,"i rM! 
fiu' 20Y't(1TS. stC/rlin;: in 1M 'If(J'.\', we had C/ nu~f(ll' counl::rinll.:UigllfW('.IiJiifll'lJ at l.().~ Alamos and 
at thfIl,1ther haliOl'lullao.\" OWl is lfO'w hein,f! cvrreeleu bU1 will tmly be t:()rrer;/ed !lwe stop 
playing tlu! blaffU! game and SlUr! workillg IfJgd!fI:r 10 nwku .tUfe lh',llh,: r~!}·QtJrc.I;!.\' ore 
provided and thE! th!Nsighf is providctllu il1'lplemt'nl thell plan. ... .. 

NBC Meet 'the Pret's, Marc;h 14, 1999 
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