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Mr. Chairman and Members of the Subcommittee l I welcome the 
opportunity to discuss with you the work of the National , 
Institute of Standards and Technology, and to explain how our 
efforts are helping to strengthen the U.S. economy. 

I especially want to applaud you, Mr. Chairman, for scheduling an 
early hearing that allows the Subcommittee to gather more facts 
about our programs to help you make critical decisions that will 
affect the future of U.S. industry. 

NISTls mission is straightforward and unique. As part of the 
Commerce Department's Technology Administration, NIS~ promotes 
U.S. economic growth by working with industry to develop and 
apply technology, measurements and standards -- providing the 
basic technical infrastructure needed by U.S. industry. We 
concentrate on industry because it is industry that transforms 
tech~ology into the products and services, the profits ar.d jobs 
that yield the true returns to American taxpayers, 

I want to put NIST's efforts into perspective by setting out four 
fundamental principles that drive all of our work: 

o 	 NIST focuses on critical jobs vital to the country's 
technology infrastructure that neither industry nor the 
government can do separately. These are technology jobs 
that private companies cannot or will not take on by 
themselves -- because they cannot capture the broad-based 
benefits that will accrue to the economy at large, OY 
because the. time-frame is too long and the risk too great. 
Before we take on a task~ we must be assured that our 
efforts do not replace or substitute for any efforts by the 
private sector. 

o 	 Industry drives all of our priorities and plays a critical 
role in helping us to carry out our work. Industry's 
priorities s not government's. guide NlST!s work. 

o 	 Rigorous, open, technically sound' and competitive processes 
are the hallmark of all of our efforts. All of NISTfs 
programs are strictly merit-based and have long been 
executed free from political influence. 

Q 	 We rely heavily on evaluation of our work to ensure that 
industry and the taxpayers are receiving the greatest, 
possible return on their investment. 

Mr. Chairman I r will unabashedly assert that NIST can deliver the 
greatest economic bang for the buck out of the entire $70 billion 
the federal government invests in research and develop~ent. Our 
laboratories already have a 90-plus year history of working 
closely with small and large companies I coupled with a reputation 



for neutrality and technical excellence. That is why~NIST was 
selected by Congress in 1988 to tackle these added assignments ~ 
the Advanced Technology Program and the Manufacturing Extension 
Partnership. 

Unlike any other R&D-oriented federal agencYr everything we do 
is designed to partner with industry to strengthen our economy. 
Our successes in assisting U.S. companies are not accidental - ­
and they are not spinoffs. They are the very reason why we exist. 

It is still too early to claim broad-based impacts on our economy 
for these newer programs -- they have only recently moved out 0= 
the start-up phase. But we already have indicators that point to 
the kinds of successes that Congress, industry and all taxpayers
should demand from government agencies. 

I will back up those statements with some details about our 
efforts. But there is one other point I want to highlight. 

MIST's appropriation of $855 million in fiscal year 1995 is the 
only portion of the federal budget devoted explicitly to 
enhancing and leveraging ~ndustry's development and use of 
technology and it amounts to just over one percent of federal_M 

R&D and leaa than one-half of one percent of the nation's total 
R&D expenditures. As we talk about the value of our efforts and 
NIST1a impact in helping industry, we need to keep this sense of 
proportion in mind, 

NIST has a portfolio of four major programs designed to meet 
needs identified by industry. I would like to briefly describe 
each program, explaining cur principles, our progreso, and some 
of the results that we have delivered recently to industry. 

ADVANCED TECHNOLOGY PROGRAM (ATP) 

The: Advanced Technology Program is a rigorously competitive 
program which invests in cost-shared research by individual 
companies or industry-led joint ventures. The sole aim is to 
develop high-risk, potentially high-payoff enabling technologies 
that otherwise would not be pursued at all or in the same market­
critical time frame because of technical risks and other 
obstacles that discourage private-sector investment. These other 
obstacles include long pay-back horizons, or anticipated returns 
that are distributed so that individual firms or specific 
industrial sectors are reluctant to invest. 

ATP is industry-oriented. While government provides the catalyst 
-- and in many cases I critical technical support -- industry 
conceives, manages, a~d executes each ATP project. 7ndustry 
proposals are based on the private sector's understanding of 
market trends and future opportunities. All projects are 
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selected on the basis of both technical and business merit 
through a fair and rigorous competition that draws on both ',I •..1' 

government and private sector expert reviewers. 

Mr. Chairman, it remains fashionabl'e to talk about I!picking 
winners and 10sers.1I That phrase truly yields more heat than 

ulight. In one sense, IIpicking winners and losers is the 'old way 

of setting federal R&D priorities. The federal government long 

ago picked agriculture, aeronautics, space, energy and health. 

The whole point of the ATP is to maximize economic impact by 

letting industry's ideas -- backed up by their financial 

commitment -- determine what is funded. That is the new concept 

in federal R&D that is embodied in the ATP. 


Suggesting that programs like the ATP pick winners and losers 
also underrates the tremendous efforts of our industries. 
Consider what it really takes for a company to make a winner in 
the market: product development, manufacturing and production, 
global marketing and sales, distribution and service systems. 
All of these jobs belong to industry, and ATP is doing none of 
them. ATP's job is to cost-share the high-risk, enabling R&D 
that is upstream of product development, creating new 
opportunities for 90mpanies to pursue. 

The acid test is simple: ask any ATP participant what it will 
take to launch a successful product in the marketplace beyond the 
work. being performed with government-provided funding. Their own 
investment will always be substantially larger than the 
government's relatively small cost-shared funding. And that 
·added investment comes not from the ATP, but from the private 
sector. 

I want to emphasize one other feature about 'ATP that has been too 

often misrepresented. The ATP works for companies of all sizes 

-- the tiny startup, the medium size company, and the large 

corporation -- as well as combinations of companies. To date, 

about half of the ATP awards have gone to small companies or 

joint ventures led by a small company. That represents a much 

greater small business ,involvement than typical federal R&D 
, 
programs. 

ATP Progress to Date 

Overall, NIST has conducted 10 competitions and funded 177 

projects to provide a little less than half the funding for over 

a billion dollars of high-risk research. NIST has conducted five 

general ATP competitions open to proposals from all areas of 

technology. Through these general competitions, we have made 121 

awards, committing a total of $332 million in ATP funds with $370 

million in cost-sharing funds from industry. 
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Through a series of public meetings with industry. wc- found 
widespread support for the idea that focused programs can help 
maximize the ATP's leverage by driving key strategic technology 
areas. Industry demonstrated that support by submitting nearly 
900 ideas for focused ATP program areas since October 1993. 

We have had several thousand industry ,representatives taking part 
in our ATP workshops. Those sessions have tremendous value, not 
just in helping to plan our program, but in convening different 
segments ,of industry to discuss mutual goals and interests. 

NIST has conducted five focused program ATP competitions, all in 
1994. We made 56 awards, committing a total of $224 million in 
ATP funds w~th $229 million in cost-sharing funds from industry. 
Last month, based on industry suggestions, we launched an 
additional six focused programs. We are just beginning those 
competitipns now 1 and industry's involvement and interest is .very 
strong. 

With a total of ~l fcc~sed programs underway, the broad industry 
participation is evident in the range of topics: Manufacturing 
Composite Structures; Information Infrastructure for Healthcare; 
Component-Based Software; DNA Diagnostics; Computer-Integra~ed 
Manufacturing for Electronics; Materials Processing for "Heavy 
Manufacturing; Vapor Compression Refrigeration Technology; 
Catalysis and Biocatalysis Technologies; Digital Video in 
Information Networks; Digital Data storage; and Motor Vehicle 
Manufacturing Technology. These programs are each $50-185 
million efforts spread over four-to-five years. Companies from 
every sector continue to plan new programs. 

To date, more than 400 organizations, including companies t 
universities, independent non-profit research organizations and 
government laboratories have participated directly in 177 ATP 
projects. The attached graphic gives you an idea of the growing 
number of companies, large and smal~~ that have been able to 
participate in this program. In addition, several hundred 
additional organizatiQns participate informally as subcontractors 
and strategic allies. OUr ATP managers have carried out a 
vigorous outreach program to make firms and economic development 
organizations in states and localities across the country more 
aware of the ATP, its potential~ and its procedures. 

A'l'l? Impaot 

ATP has placed a high premium on evaluation of its programs from ,
the very start. Oar process has five elements: 

o 	 assessing ATP's own critical operational activitiesj 

o 	 "portfolio H profiles of applicants, recipients, 
technologies, and projects; 
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o 	 evaluation of industryt s implementation of both the R&D 
and business components of ATP projects; .-'­

o 	 tracking short-term and intermediate project resultsi 
and 

o 	 measurement of long-term economic impacts. 

What we really care about is that last category: long-term 
economic impacts. The primary goal of the ATP. and the real 
payoff, is the economic growth in the future that will come from 
the introduction of new products and industrial processes based 
on ATP-supported R&D. Ultimate ATP results occur significantly 
later than the ATP projects that cause them. 

But because the ATP invests only in pre-product technology 
development I because it is still a very modest program in terms 
of the larger R&D enterprise, and because nearly all of the 
projec~s it funds are still 'in the research phase. no one should 
expect to see major impacts on the economy this soon. 

Having said that, we can track some early indicators that the 
projects are on course and the economic potential is building. 

o 	 Encouraging high-risk R&D~ The ATP has been successful in 
attracting relatively high-risk R&D projects that otherwise 
would not be attempted. 

o 	 Promoting research efficiencies and reduced time-to-market. 
The joint ventures and alliances fostered by the ATP are 
reporting significant research efficiencies and early use of 
research results, 

o 	 Progress on commercialization. The results of ATP R&D 
projects are being incorporated into commeroial products by 
companies. Information from 40 small companies revealed 
this progress: 

30 percent reported incorporating improvements 
resulting from the ATP project into existing commercial 
products. 

18 percent were implementing an improved production 
process resulting from the ATP project. 

38 percent were producing and shipping to potential 
customers co~ercial prototypes of-products based on 
the ATP-~unded technology_ 

20 perce!lt were producing and selling to customers 
prod'..1cts derived from the ATP-funded technology. 
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o 	 Business growth. &~ important measure ot the economic 
impact of the ATP is the growth of companies -- particularly 
the growth of jobs -~ as a result of ATP technologies. 
Immediate job growth as new research staff are brought in to 
work on a project is not the point; rather, we focus on 
projections of job growth as a result of the use of ATP­
sponsored technologies. Recent data from 32 small firms 
working on ATP projects showed that over 90 percent expected 
to add new employees within five years as a result of ATP 
technologies. Nearly half of the companies expected to add 
substantial numbers of employees. 

Those are so~e of the quantifiable early results from ATP cost­
shared projects with industry. and they tell us we are on track, 
Buc reme~ering that it is the longer-term impacts that we are 
aiming for, there are two far more "important indicators. 

First, AT? is enabling U.S. companies to see entirely new market 
opportunities opening up with the development of revolutionary 
~ew technologies that break all of the traditional molds. 

second. these companies often are discovering that they can best 
take advantage of these new markets by teaming with other firms. 
The ATP has stimulated the formation of strategic R&D alliances 
both horizontally, anong competitors, and vertical"ly; between 
customer and suppliers. 

Two examples provide insights about how AT~ is meeting its goals 
and serving industry. 

The Genosensor Consortium 

One goal of the Advanced Technology Program is to help industry 
change the rules, to provide a springboard for revolutionary 
technological advances harboring big economic potential. An ATP 
project now under way by the Genosensor Consortium fits this 
ideal like a hand in a glove. 

One of the consortium's major technology goals is to develop DNA 
analysis"technologies that will take off where the Human Genome 
Project (HGP) stops. The HGP is a federally funded, multibillion 
dollar effort to map and ultimately sequence all human genes, An 
early payoff is expected to come in the form of more reliable and 
inexpensive diagnostic tools that can help reduce health care 
costs and human suffering through earlier intervention or 
lifestyle changes. In the longer term, the basic genetic 
knowledge developed in the HGP could help change the paradigm of 
medical practice. Rather than being relegated to responding to 
health problems that already have emerged, doctors could begin to 
shift their focus to managing -- even preerr.pting -- potential 
health problems revealed through DNA analysis. 
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The Genosensor Consortium's six companies, two academic 
institu.tions, and independent research organization hope to 
realize that vision by developing plug-and-play, tabletop 
instruments capable of inexpensive and rapid analyses of DNA 
samplee. This is the kind of tool that can convert the vast 
storehouse of data coming from the Hep into useful information 
valuable to doctors and patients, biotechnologists , public health 
officials. and many others, In addition, these same tools could 
open doors to more effective microbial screening of water 
suppli€~s and food. to more affordable large-scale toxicological 
screening, and to more effective genetic engineering of plants 
and animals, and to chemical manufacturing. applications. 

That such a technology is needed is clear. With today's 
analytical methods. it takes days or weeks, skilled technicians, 
and at least $100 for even the'simplest DNA analysis. ~By 
synergistically combining the fields of microelectronics and 
molecular biology. the consortium aims to unlock the widespread 
potential of DNA analysis and develop an easy-to-use machine that 
can do analyses in less than ·an hour at. a cost at or below $io. 

It is no surprise that the R&D challenge here is formidable, 
expensive, and risky. It requires the equivalent of 
miniaturizing a room-sized analytical laboratory onto a chip. 
With the ATP serving as the catalyst, t.he consortium formed 
because no one company had all of the in-house expertise in 
chemistry, biology. Bof~ware design, microfabrication techniques. 
system engineering, and other technical areas to even prove the 
concept of a tabletop DNA analyzer. The ATP is providing a 
framework in which the financial and technical risks for each 
consortium member ceme down to acceptable levels. Consequent.ly, 
by encouraging companies to share the risks, the ATP promotes the 
aggressive development of revolutiona~y technology that has 
historically paved the road to broad u.s. economic prosperity. 

Auto Body Consortium 

Assembling car bodies has a lot in common with assembling jigsaw 
pUZZlE~S. In both cases I each of many pieces must fit nearly, 
flawlessly with its neighbors. Even minuscule misfits and 
misalignments can accumulate into unappealing result.s, The 
challenge for U.S. auto makers is to achieve manufacturing 
unifol~ity that improves quality, reduces costs and shortens time 
to market. Unifor~~ty also is the key to tighter fitting doors I 
less wind noise, and fewer rattles and vibrations, all of which 
play pivotal roles in the perceptions and decisions of car 
buyers. 

That is why in 1992 eig~t small technology suppliers joined to 
form the Aut.o Body Consortium {ABC) and teamed with General 
Motors, Chrysler, and researchers a~ the University of Michigan 
and W~yne State university..The ABC credits the ATP as the 
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catalyst for this trailblazing collaboration. The gO¥ernment 
provided $4.8 million to the consortium of small companies. GM ,,,",­
and Chrysler together pitched in $2.25 million of the nearly $6.5 
million of matching funds required in the ATP agreement. In only 
three years, the effort has yielded versatile new software, 
mathematical techniques, manufacturing technologies, and ways of 
transferring information among researchers, suppliers and 
automakers. Together, these innovations can reduce the total 
variation of U.S.-made car bodies from the typical 3-5 
millimeters to 2 mm or less -- roughly the thickness of a nickel., 
Toyota already had reached that level of uniformity to become the 
industry benchmark. European and other Pacific Rim rivals have 
been closing in. New,. because of the unprecedented common ground 
that the ATP provided -- even for arch rivals -- U.S. industry 
hag caught up to the leaders. What's more it has done so in a 
way that p'romises.a long-term compe~itive advantage~ Similar to 
Toyota's approach, the ABC techniques and technologies maximize 
worker contribution, yet the ABC approach also harnesses 
America's unique advantage in innovative manufacturing 
technologies. The goal has been demonstrated in the manufacture 
of several vehicle models at the Chrysler Jefferson North' 
(Michi'gan) assembly plant the GM Shreveport (Louisiana) plantI 

and the GM Linden (New Jersey) plant l where it took only 15 weeks 
to reduce variation levels to a world class 2.00 mm. Now that 
level is down to 1.14 mm. As discoveries have been made during 
this ATP project, which officially ends in september, industry 
has 'invested quickly to rapidly implement the newly validated 
manufacturing technologies into their asge~~ly lines. With this 
proof that collaborative R&D can work. many in the auto industry 
seek t~ replicate the ABC model in other major manufacturing 
steps including metal stamping, welding and joining. 
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MANUFACTURING EXTENSION PARTNERSHIP (MEP) 

, M
The Manufacturing Extens~on Partnership is a true grassroots 
effort to improve the competitiveness of smaller manufacturers: 
companies with fewer than 500 employees that number more than 
370,000 and account for about 95 percent of all u.s. 
man~~~cturing plants. The MEP helps these smaller manufacturers 
succeed in the marketplace by allowing them to improve their 
operations through the use of appropriate technologies. The 
computer revolution has yet to arrive at a surprising number of 
these firms; many still are using manufacturing technologies from 
the 19508 and 1960s. Meanwhile. competition overseas is getting 
tougher by the day. 

These smaller companies are assisted by manufacturing engineers 
from MEP's growing nationwide network of affiliated manufacturing 
extension centers run by local, state and non-profit groups. The 
MEP takes maximum advantage of programs already in placet 
avoiding duplication of efforts among existing technology 
assistance organizations. It concentrates on matching company 
needs to available help regardless of source. 

The ME? provides federal funds to both existing and new extension 
centers so that they can meet the needs of area manufacturers. 
All centers are chosen in rigorous merit-based competitions, andr 

all federal funding must be matched by the state. The MEP 
includes the State Technology Extension Program r offering support 
to states and communities so that they can begin building the 
foundation of organization relationships required for the 
efficient delivery of services, which might include a 
Manufacturing Extension Center. We are placing a very high 
priority on working with those areas of the country which do not 
yet have this foundation in place. 

Having a nationwide system managed through NIST offers the 
centers a system-wide array of supporting services and 
information resources -- and discourages duplication of effort. 
As conduits to MEP client companies, the cente+s can increase the 
depth and breadth of expertise readily available to local firms. 

As the client companies become ·more competitive, their prospects 
for long-term growth improve. So do opportunities for retaining 
existing jobs, creating new high-skill, high-wage jobs and 
reaping economic benefits related to maintaining America's value­
added manufacturing industry~ and additional service industry 
jobs needed to support that manufacturing base. 

MEl? P:t'ogress to Date 

In 1993. fewer than' one smaller manufacturer in 20 was located 
within the service areas of the seven federally sponsored 
extension centers. Since then, dramatic progress has been made. 



Now, 44 MBP centers are operating or are preparing to~open their 
doors in 32 states. Those non~profit centers employ professional __' 
engineers and others with manufacturing or business experience 
who are opening the doors to information and expertise for small 
manufacturers. 

MEP partners with state and local governments to establish non­
profit manufacturing extension centers in the nationwide ME? 
These centers leverage state, local, and regional programs along 
with a widening national array of assistance efforts. 

This expansion has been enabled by the Technology Reinvestment 
Project (TRP) I led by the Defense Department's Advanced Research 
Projects Agency. The TRP has provided funds -- matched by state 
and local sponsors -- that enable the MEP to extend its 
geographic reach. Thirty~seven of the NlST-managed affiliated 
centers were funded by the TRP. TRP also has provided matching 
funds for training modules, assessment toOls. and other services 
that will help the individual MEP centers to deliver quality 
services to client firms. The MEP is now well positioned to 
carry on the work that has been jump started by TRP funds. 

Earlier this month we announced a jointly funded initiative with 
the Environmental Protection Agency (EPA) to help smaller 
manufacturers become both more competitive and more 
environmentally conscious. The initiative will support the 
development of methods and approaches to integrate 
environmentally focused services into the portfolio of 
manufacturi~g extension center services. It also will support 
the development of new tools to help manufacturing extension 
organizations deliver these services to smaller manufacturers. In 
addition, we will support the establishment of induatry~apecific 
pilot centers. 

MEI' :tmpact 

Our centers have been busy. They served nearly 9,000 
manufacturers during the first three quarters of 1994, helping
smaller manufacturers through hands-on assessments and advice, 
technology demonstrations, training, and seminars on specific 
manufacturing and business-related issues. 

Surveys of our client firms are showing that manufacturing 
extension services are fostering significant improvements in 
manufacturing and business performance, yielding company­
estimated benefits that greatly exceed the federal investment in 
the MEP. For example, during that same nine-month period/ 395 
companies returning surveys to the original seven centers 
reported an economic impact of more than $82 ~illion for 
technical assistance projects provided by MEP. Those impacts 
include changes i~ sales, capital spending and capital avoidance, 
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inven~cry reductions, labor and material savings, and jobs 

created or saved. These results are consistent with our earlier 

evaluaticns. 


The MEP is also sparking changes in the behavior of private and 
public-sector providers of extension services and advice. 
Federal support and access to a national network of supporting 
services is enabling previously existing, state-sponsored centers 
to extend their reach, develop new capability, and broaden the 
range of service available to companies. Moreover, private 
sector consultants are finding that, by working with the Centers, 
they have better access to smaller manufacturers as clients. A 
~994 study found that MEP client firms are more aware of the 
competitive benefits of using modern technologies than non-client 
firms. They also are more likely to be planning to implement 
those technologies., More than 90 percent of the consultants 
surveyed said that MEP-assisted companies are more knowledgeable 
of outside consultants than firms that do not use extension 
services. 

MIST LABORATORY PROGRAMS 

NIST's laboratory programs have long been recognized for their 
practical assistance to industry and their focus on 
infrastructural techr.ologies that support our economy. Our 
laboratory efforts are planned and implemented in cooperation 
with industry and focused on infrastructural technologies such as 
measurements, evaluated data, standards and test methods which 
provide a common language for use by industry in commerce. 

Indust.ry traditionally underinvests in the development, of these 
infrastructural technologies because they are used simultaneously 
by many firms. These infraatructural technologies typically are 
not enwodied in products, making it difficult or impossible for 
individual firms or even industries to recover the R&D investment 
it would take in' order to develop these tech!1ologies. The 
benefits from this work are spread across many companies and 
indust:ries. and the economic impact can be great. 

The MIST laboratories operate with a customer base as diverse as 
U.S. industry itself. They include makers of one-of-a~kinq 
scieni:ific instruments, utilities that supply gas and electricity 
to tens of millions of commercial and residential customers, 
software publishers and computer manufacturers, aerospace giants, 
aspiring biotechnology firms, chemical and food processors I 

textile manufacturers, makers and users of machine tools, 
suppliers of steel and concrete, and designers of exotic new 

,materials. 	 CUstomers range from tiny start-ups to the 1I8i9 3 11 

auto makers and most other companies among the nation's top ~OO 
R&D spending firms. 
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NIST Laboratories' Progress to Date 

Appropriations for NIST laboratories have increased by 37 percent 
'between fiscal years 1993 and.1995 -- the first discernible 
increases for these critical efforts in decades. These increases 
have permitted NIST to strengthen our core capability for 
infrastructural technologies. We have accomplished this without 
incre~sing our staff; these who were working to support other 
agencies' needs have shifted to NIST funding so that they may 
respond eve~ more directly to industry needs. Also, planning is 
underway for the renovations and new construction that is vital 
if the labs are to meet industryt s needs in the coming century. 
I am particularly proud of three accomplishments: 

o We have been able to more aggressively tackle industry's 
infrastructural technology needs in emerging areas of 
technology that have grown in" the past decade. For example, 
two areas where we are bringing greater resources to bear in 
biotechnology and information technologies. Both are 
clearly huge growth areas for industry, and neither can move 
ahead easily without the kinds of underlying research and 
services done by the NIST laboratories. 

o The underlying base for metrology, the science of 
measurements, has been revitalized. For example, our 
scientists recently trained an array of four lasers on 
cesium atoms s trapping and cooling them to within 700 
billionths of a degree of absolute zero, the coldest 
temperature ever reported for an atom'measured in three 
dimensions. This accomplishment eventually may lead to 
improvements in the accuracy of atomic clocks; each past 
improvement has led to almost immediate technological 
applications, from synchronizing telecommunications and 
electrical power grids to the Global ~ositioning System. 

o We have broken through years of uneasy relations with our 
partners in the private sector voluntary standards 
community, forging new, stronger relationships and 
bolstering our own standards-related activities. This 
improved cooperation is critical in light of new 
international trade agreemen~s and activities. Industry now 
can count on NIST to deliver more promptly vital standards­
related information and services, and to be a hetter partner 
in representing U.S. interests in the international arena. 

Our laboratories' formal linkages with industry remain as strong 
as ever. During the past year. NIST entered into 133 new 
Cooperative R&D Agreements, or CRADAs. Of NIST'a SOO-plus CRADA 
partners since 1988, 40 percent have been small businea$es~ 45 
percent have been large or mid-sized firms, and lS percent have 
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been universities and other organizations. On average, one 
technical staff member in five is engaged in a CRADA - ­ just one 
indicator of industrial interactions. 

NIST 	Laboratories'. Impacts 

Several hundred laboratory projects are under way at NIST during 
a single year. Some relate to the needs of mature industries. 
Others concentrate on technical challenges confronting emerging 
industries, and on established high-technology sectors undergoing 
rapid technological change. All are conducted with industry 
helping to set the priorities and guiding the work. Most are 
carried out with industry's active involvement. 

Below are several typical projects that give a flavor of how 
recent NIST laboratory efforts have worked for U.S. industry. 

o 	 Faced with the imminent elimination of ozone-destroying 
chlorofluorocarbons (CFCs) and the phaseout of related 
refrigerants, the nation's $17 billion air conditioning and 
refrigeration industry now is using a NIST-developed 
database which calculates key thermophysical properties of 
38 refrigerants and mixtures. In the search for cooling 
systems that are both environmentally and economically 
acceptable, industry needed high-quality data. An official 
of the Air-Conditioning and Refrigeration Institute, an 
industry association, says,' nWithout NIST, we would have 
gotten less detailed data, which would have meant a lot more 
expensive, time-cons.uming engineering work to produce 
hardware. It would have cost us millions more. II 

o 	 A NIST tool for quickly evaluating the performance of 
coordinate measuring machines -- used by many manufacturers 
to check the dimensions of parts and assemblies -- is 
helping U.S. firms improve their quality assurance methods 
and cut costs. Manufacturers now can comprehensively assess 
CMM performance quickly, decreasing the chances that 
companies will ship poor-quality parts to their customers or 
scrap good parts mistakenly. Evaluated by Caterpillar Inc. 
and Boeing, the NIST tool has been commercialized by 
Giddings and Lewis, a U.S. maker of these measuring machines 
and machine tools. The product was introduced last year, 
and already has markets in the aerospace, automotive and 
heavy equipment industries. 

o 	 NIST recently issued a standard optical fiber that is 
helping U.S. fiber makers to reduce product variability and. 
greatly improve the likelihood that spliced fibers will 
align precisely -- ensuring the high quality transmission of 
:;lignals that their customers expect. An official with 
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Corning, Inc. reports that this capability has g~ven 
"Corning and other fiber manufacturers a clear competitive 
edge." 

NIST aims for and expects its infrastructural tec~~ologies and 
services to yield high returns since we expend resources only 
once to develop, for example. a measurement method that can be 
used by many companies and frequently for entirely different 
technologies. Results of an ongoing series of economic impact 
studies confirm those returns. To date, e economic impact 
studies have been completed, yielding a median rate of return of 
167 percent. These returns compare very favorably with those 
reported in studies of returns on other public investments in 
technology and on private sector R&D investments. 

For example, a recent study shows that through improved 
calibration services NIST has enabled a tenfold increase in 
measurement accuracy of watthour meters. In turn, that has 
allo~ed U.S. electric utilities to more accurately monitor more 
than $180 billion of electrical power generated annually, . 
facilitating the resolution of disputes and generating a sizable 
return to u.s. taxpayers. A new analysis estimates that total 
benefits exceed costs by a ratio of 41 'to 1. 

NIST QUALITY OUTREACH PROGRAM 

With the cooperation and financial support of the private sector. 
NIST manages the Malcolm Baldrige National Quality Award, which 
has become both the U.S. standard of quality achievement in 
industry and a comprehensive guide to quality improvement., 

The award program was established by Congress in 1987 not only to 
recognize individual u.s. companies fo~ their quali:y 
achievements. but also to promote quality awareness and to . 
provide information on successful quality strategies. The major' 
focus of the award is on results and customer satisfaction; it is 
not given for specific products or services. 

NIST has worked closely with a variety of groups to extend the 
benefits of quality management and stimulate activities 
nationwide. ' These organizations range from trade/ professional 
and business groups such as the National Association of ' 
Manufacturers, the Council on Competitiveness, and the V.S. 
Chamber of Commerce, to state and local government organizations 
and broad-based interest groups like the National Education 
Association. 

Key to this program -~ and indicative of its cooperative nature 
-- is the award's board of examiners. Made up of more than 250 
quality experts from many industry secto~sT along with a smaller 
contingent from universities and governments at all levels, board 
members volunteer many hours reviewing applications for the 



award. They have given more than 10,000 presentations on quality 
management and the award program, helping to spread the mess~ge ~ 
and toe·ls and techniques for improving quality management. 

Quality Award Progress to Date 

From 1988 to 1994, the award program received nearly 550 
applications form U.S. companies. Twenty-two companies, 
including 11 large manufacturers, five service companies, and six 
small business have won the award. But the program is much more 
than a contest, Equally important is the award's role in raising 
awareness by encouraging all U.s. business and organizations to 
implememt quality improvement efforts whether they intend, or are 
even eligible l to apply for the award. 

About 1 million copies of the award's guidelines and criteria 
have been distributed by NIST worldwide, and thousands of 
organizations are using the criteria as a quality improvement
road map. The results of these internal evaluations provide 
firms with a clear view of where they stand and of how far they 
must go to achieve world-class levels of quality. 

Forty-two state and local quality award programs are operating in 
30 states -- most modeled after the Baldrige Award. Many 
companies participate in these award programs before applying for 
the national award, 

With experts from health care and education~ NIST has adapted the 
Baldrige criteria and framework for these sectors and is 
launching a pilot program. Pending a successful 1995 trial f 

continuing support from these two sectors, and funding, full ­
scale award programs for education and health care could begin in 
1996 . 

Quality Award Impacts 

The Baldrige Award program is having a profound effect on how 
people and organizations operate and work. An independent 1993 
study to determine what u.s. business thinks about the award 
indicated that both industrial and service firms -- large and 
small -- agreed that the award currently provides the best 
frame~ork for a total quality management system. The results 
also showed that the firms surveyed believe the award fosters 
quality awareness, promotes the understanding of the requirements
for quality excellence, promotes sharing of information on 
successful quality strategies, and recognizes u.s. companies that 
excel in quality achievement and quality management. 

Preliminary results from a more recent survey of u.s. firms 
conducted last fall by the award's independent advisory group 
indicated similarly strong support. Seventy-one percent of those 
52 companie~ responding said they used the award criteria as a 
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quality management assessment tool, and 86 percent said that 
sharing of practices by Baldrige Award winners has helped to 
motivate improvements in their own businesses. 

Good quality management is no guarantee of business success, but 
it can lead to outstanding recurns -- both for individual 
companies and for the country. These returns are showing up in 
increased productivity, satisfied employees and customers, and 
improved profitability. Recent studies by NIST and others have 
found that a stock investment in the group of companies winr.ing 
the award could result in large returns. For example, a 
hypothetical $1,000 was invested in the five whole company 
Baldrige Award winners from the first day the company won the ' 
award (or went public) to October 3. 1994. The investment 
yielded a lSa percent return on investment compared to a 28 
percent return for the Standard & POQ~'§ 500, outperforming the 
S&P 500 by almost 6.5 to 1. 

CONCLUSION 

The Administration and Congress have expanded the nation's 
investment in NIST over the past two years while the total level 
of federally supported R&D has been held steady, or even reduced 
slightly. The total investment at NIST remains a very small 
percentage of the government's R&D program. The added investment 
at NIST is designed to bolster the support companies receive from 
an agency that has a long track record of working directly with 
and for industry -- and delivering bottom-line value for 
taxpayers. 

The priorities for our work are industry's priorities. We work 
in true partnerships with u.s. companies I small and large, to do 
the jobs tha~ cannot be done separately. 

Our major R&D funding effort, the Advanced Technology Program, is 
enabling technology development that is cost-shared, rigorously 
competed, and supportive of R&D work, always at the pre-product 
development stage. 

By teaming up with state and local governments, our Manufacturing 
Extension partnership is rapidly expanding services to smaller 
companies throughout the country. 

Our laboratories are offering industry the benefits of stronger 
measurement research and services that underpin companies' R&D, 
manufacturing and sales. 

The Ma:colm Baldrige National Quality Award program is beginning 
to extend the principles of good business practices to our 
education and health care sectors. 
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II 

The scale-up challenges for our newer programs, the ATP and MEP, 
have been substantial. But we have had terrific engagement with 
industry in both cases. We have ensured that these programs are ­
executed in a manner consistent with NISTfs principles of 
technical excellence and objectivity. We are beginning to see 
the real fruits of this work, and we look forward to delivering 
even greater value and positive impacts for U.S. industry, our 
economy, and our taxpayers. 
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Mr. Chairman and Members orthe Subcommittee, I want to Welc0I1ll: you to the National Institute of 
Standards and Technology and th~mk you for the opportunity to share some Or111Y thoughts about the 
future or NIST. 

It is appropriate that you have singkd Ollt ollr institution fiJr a special lielcl he:lring. NIST is at the center 
ofa shifting approach to the federal role in suppor~ing technology. 

Right 11m\', the government is the source for about 45 percent orthe $157 billion invested annually by 
the Unit.:d States in research and development. Of that amount, more than half goes for defense, and 
most of that is devoted to weapons systems development. Fifteen pcn,;.:nt or til(.! federal R&D pool 
supports health. By some accounts, as little as two-tenths ofa percent is allotted for "industrial 
development." (Attachment I) Actually, NlST's appropriations in FY 1993 arc just about one half of one 
percent of the total federal R&D account. 

Spurred on by the Clinton Administration, we are seeing a change in that ratio of federal R&D 

investment which reflects a changing global environment with these key characteristics: 


• 	 Global competition has accelerated the rate of innovation. On the negative side, this means that we 
no longer stand out as leaders in several key industrial technologies. On the positive side, ollr 
competitors' aggressiveness and success have /c)f(,:ed us to drive innovation at faster and faster 
rates. When it eOI1l':s to technological inl1ovati()ll. it is clear that those who don't specd up will fall 
behind -- and probably by the wayside . 

• The end of the Cold War means that we have a tremendous opportunity to redeline our technology 
investment strategy -- from one based largely on ddense and the needs of single-mission federal 
agencies to an agenda that is geared to the needs OfOUf industries and Ollr workforce.. 

How is the government responding to these changes? 

First, the Clinton Administration is committing to providing long-term growth for the economy and 
high-quality job opportunities for Americans. A very important part or these efforts is 10 invest more 
heavily in civilian technology, with a goal of boosting civilian R&D tll account lor more than 50 percent 
of the Iccieral government's total R&D portfolio by 199H. 

This commitment is re!1ectecl in the President's FY 1994 budget proposals, with NIST as a prime 
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example and with Commcrcc Secn.:tary Brown giving top priority 10 this budget. 

Second. our defense 'expenditures are being driven toward a duul-usc technology base that supports our 
nationul security in a broader contl:xt -- taking into aCcollnt our economic strength. The Defense 
Department's Advanced Research Projects Agency (ARPA) plays a kcy role here. 

Third, there is a greater emphasis on transferring technology from government mission-oriented 
labomtoril!s. sllch as the Department of Energy labs. into the commercial sector. Some evidence of this 
trend is the growing number of cooperative research and development agreements that government 
laboratories arc signing with privati.!-sector partners. 

At the Slltlli.: time, Ollr ovcrall approach to R&D is challging. We have a cleur recognition that being tops 
in science is not enough. Nor is it enough to be tops in technologY4reiated inventions. We need to be 
worried must about bringing technology and people together, and mllving inventions and innovations 
into the marketplace 4_ where they can foster strong industries and new jobs. So where docs NIST fit 
into this picture? We an: right in the center of'this new technology policy, which is designed to spur 
economic growth and improve technology development. commercialization. and adoption by U.S. 
manufacLurers. That. in fact, is our primary mission -- something that distinguishes us ti'om any other 
government institution. NIST is the only federalteehnology agency with the primary mission of helping 
U.S. industry to improve its international competitiveness. 

Unlike any other federal research ()rganization, NI ST has more thun ()O years uf experience: 

• 	 collaborating directly with industry researchers; 
• 	 tailoring its programs to meet industry needs; 
• 	 working internationally to advance U.S. industry's interests in standards4reIated matters; and 
• 	 anticipating the technology "infrastructure" by conducting measurement research needed for 

developing and commercializing the next generation of cOlnmercial technologies. . 

Congress _4 your pn.::deccssor subcllmmittee, in fact 44 laid the foundation for expanding this work in 
1988 when the National Bureau of Standards was transformed into NIST. You gave us the explicit 
mission and expanded assignments that now arc beginning to takc IHlld and to hear fruit. 

NIST has many mechanisms and tools -- some old, some new -- to meet many types of industry nccds. 
We facilitate standards, serve as an honest broker in R&D. reach Ollt to small and medium-sized 
manufai.!turers. and fund specific tcchnology projects with com panics. This richness of approaches is 
essential to tackle the complex challenges ahead. Underlying all of NI ST's wllrk is one common theme: 
a focus on industry's needs supported by many, muny interwoven links to companies. This culture can be 
traced back through NIST's history as a laboratory. and it was one orthe key reasons for establishing the 
extramural programs hcre. 

There is one especially important ingredient critical to N1ST's Sllccess in the y~ars ahead. and 
fortunately. we havc it in abundance: a dedicated stafY of outstanding people with superb technical 
quality who work in an atmosphere of respect and commitment to a larger purpose. We can have all the 
"right" programs in the world. but they will not be effective without the "right" staff. It is my firm view 
that managing through smart, ethical, empowered people is the only way to t,)ckle the complex job that 
lies ahead -- and NIST is especially well-equipped. The Clinton Administrati(ll1 has proposed that NIST 
receive a major infusion of new funds so the Institute's programs can make go()d on their tremcndous 
potential. I believe the President's technology plan hcralds a new era for an agency with a proud 924year 
history. This confidence in NIST is a testament to thc Institute's record of dosc ties to industry, the 
sound beginnings of the Advanced Technology Program and the Manufacturing Extension Partnership, 
and our program to laster leadership in quality. It als() is a tcstament to this committee's vision and 
long-standing support for NIST. 

It is appropriate that you have asked an official from the National Institutes or Health to appear today, 
because NIH was one model that Congress had in mind when NIST was renailled and its mission was 
expand cd. NIH has demonstrated that laboratory programs c~n be combined with extramural funding 
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programs to clfectivcly hell' ;;!\;hicyc nationol goals, 

The Deicnsc Department's Advancetl Research Projects Agency (ARPA) has had tremendous ~UCCCS5 in 
leveraging investment and tostering competitiveness 11.)1" Indus[ril!.'i t.:ritical to defense, making:i: another 
kind of modeL 1 know how ARPA "moved mountains."' having .spent several years charged with doing 
just thai at the agency, 

Now, NIST is ready to takt.' on a similar task for U.S. ch'ilian companies. bcndlting from thc 
experiences at bl1ih NIH and ARP{\ -- but especially ('ron: our ag-:":;KY'S own sulid base of 
accomphshlm~nis and il rcptltf1ti<m for scicntiiic excellence, qualilY. and linkage$ with industry. 

I would 11k\! to explain briefly ollr approach Hnd plans, The accompanying charl indicates how this 
institmion will change, (Attachment II) 

Advanced Technology Program 

The Advanced Technology Program is a flagship program in the Pn:sidcnt's h.·chnology vision. Through 
a rigorous, compctibvC process. NIST has dcmonstl'u!..:d that the ATP can Icv..:ragc industrial research 
and devdopmcnt funding from companies and joint ventures of all sizes. The goal is to develop 
high~ri~k technologies that have subsmntial eommerdul npplitations but are .:;t;!~ in the precompdilive 
stage. In the first three competitiuns, the ATP committed to nearly half ofa $400 million tecbnology 
development effort being undertaken by U.S. industry. Thus far, ATP has funded 60 projects carried out 
by more tl1ti:1 120 companies around the country, A new round ofuwards \vi!1 be unnoun1:cd in about a 
month. 

The early signs of success arc encouraging, ATP funding is already shortening the time to market for its 
recipients. The pl'ogruli1 hus begun !o help some dcfcH~:; contractors 10 npply lheir products ~o 
commercial markets, I would like to submit for the record a report indicating some oftbe progn..'ss made 
from the i"irst rOllnd ol'eompetil.ions. This rcport reflects the initial n:cipicnts' pcr!ipcctivcs on the 
program, 

The President's technology plan c:qxmds funding for the ATP to $750 million by FY 1997. Wc have J 

solid base to build ull. Tht.: ATP is a competitive prm.:css. with b~)th tcelmology and business plans 
assessed to lncrensc the chances for success and decn::l;;~ the risks, Only industry n ..ooceives direct 
funding, although universities can participate in projec.ts. CO~tS are shared with industry. Projet:ls arc 
selcl.:ted not hecausc ;my interest group eomes to Washington seeking support; the process is free uf 
politicnl influence. The ATP program incorporates a process that reflects industry's ideas and indu~lry's 
locus on the technologies that f.:Uli hi..: expected [0 hav..:: gignific<lnt commercial impact. 

The cxpandl.'d ATP will maintain the advantages. of till': current progmm and allow a much larger l1umber 
affirms to rarticipatc, It will broaden and deepen tbe program's ability to le\'<:rage private~sector R&D 
funding. accelerating the commcreia~iz.ation process for many mort: .:ompanie;;. 

Expansion also will allow us to create programs within Arp tb3{ an,: focused on specilie technology 
goats, along.side the present general competitions. A rrogram within ATP will consist of ti collectiun of 
awards, similar to those currently under way. that arc managed with a strategic focus so thtH the clTcCl is 
gn:atcr than Ihe slim of the irldividual parts. Thus the basi:.: unil orw~)rk will be a program, rather than u 
single award. As with the individual awards, we will look to industry for the most compelling 
opportunities for pl"ograI11~ in ATP. Sckction critcri~l \\'i1J includ:.: the pOlenti;\I for contributing 10 U.s, 
economic growth; high-quality, challenging technology ideas thal can alTeet tbe progmm a~a: the 
breadth and depth or u.s. industry's intl.:rest: and Ibc I)e,-,d and PO:':lllial fur ATP nmd;; to "mak<: a 
differen'.:c," Over the next few years, ATP will consist of a collection ol'programs -- each roughly $20 to 
$50 million per year OVt:r live years -~ plus a set of gCll(:r~d comp(..'.tilions tll<.ll I.:onlinuc our prc:\\.:nt mode 
ofoperation. Tbis more focused approach will lead 10 t!t1 ATP thm is a powerful tool to hell' U.S. 
indu$try drive advanced technology for compctitivenc~s. 
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Manufacturing Extension Partnership 
'.1 

In A Vision of Change for America, President Clintoll described his intention to establish at N'IST a 
program with "over 100 manufacturing extension centers nationwide by 1997 to assist manufacturers to 
modernize their prodllcti{)ll capability." This program, \vhich we h,lve planned as the Manufacturing 
Extension Partnership (MEP), builds on the tested approaches of the NIST Manufacturing Technology 
Centers (MTCs) and our State Technology Extension Program. The plan also includes Manutacturing 
Outreach Centers, which are smaller in scale. more numerous, and intended to serve regions with lower 
concentrations of manufacturers. 

We envision the M EP as an integrated. nationwide network of organizations to support American 
manufacturer:; in increasing their competitiveness nationally and internationully through tedmological 
advancement. The network will provide seamless, coordinated services to small and mediulll- sized 
manufacturers that rely heavily on local management. 

Like thL: ATP and the MTCs, the MEr is a merit-based competition, with only the best proposals 
receiving our funding support. Proposals arc evaluatL:d Ull thL: proposers' knowkdgc of target tirllls in the 
region. technology resources, technology transfer mechanisms, and management and financial plans. 

We believe that the goal of establishing more than 100 extension centers by FY 1997 allows NIST to 
build the MEP smoothly and to maintain the high- quality standards the progr:l!l1 now enjoys. ARPA's 
Technology Reinvestment Project or defense conversion funding and dual-usc technology deployment 
will provide ajump-start ror the MEP, supporting centers that will mcsh smoothly with our plans for the 
program. NlST expl!cts to managl! the TRP-funded Cl'lllt.:rs sl'lectl'd through tIll! interagency process, 
ensuring a good match of these projects with the NIST-funded centers. 

Quality Outreach 

Few, if any, government programs have attempted to achieve the kind of success and partnership with 
the private s~:ctor that the Malcolm Baldrige National Quality Award has demonstrated injust five years. 
Established to promote quality awareness. to recognize quality achievements of U.S. companies. and to 
publicize successful quality strategies, the award is having a major impact in encouraging large numbers 
of U.S. companies to adopt quality improvement stratt.:gies -- whetht.:r or not they ever decide to compete 
for the award. These corporate strategies arc improving the ability of U.S. companies to compete in a 
more importHnt and largl.:r contest: winning in the glob:d marketpbce. 

Building on the award program and the institution's r~putation for lwlping industry to improve quality in 
very practical ways. NIST intends to expand the quality awards program through more aggressive 
outreach and information dissemination, and through research on how quality principles and programs 
can help businesses and research institutions. We also plan to link lip more closely with the education 
and health care communities as they focus more intently on applying quality principles to their 
operations. NIST can and must help 1110re companies and other organizations to strive for new standards 
of quality excellence. . 

Laboratory Programs 

It is NIST's laboratory programs that have given the agency its solid reputation for assistance to industry. 
The nOIl-prcdit Council on Competitiveness said recently that NIST's process Ilx working cooperatively 
with industry is "the most streamlined of all and is perhaps the best model for other icderallabs to 
follow .... NIST is vcry nexible and able to respond quickly to industry's inquiries without bureaucratic 
interfen:nce." This culture of cooperation is reflected in the very lmge numbers ofcuoperative research 
and development agreements. or CRADAs, that we have established with companies and other 
organization!'>: approximately one CRADA for every six NlST scientists and engineers. (Altachment 111) 
But we look way beyond CRADAs, and it is equally or more important to look at our informal 
collaborations with, and assistance to, industry. We don't need a il)]"Jnal agreement in order to help a U.S. 
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company. 

NIST's laboratory programs represent the technology inrrastructun: m:ccssary to help U.S. cornpanies 
win on the economic playing field. The generic technulogies, measurement methods. standards. and 
processing improvements provided by NIST programs n:prcsent esselltial "ro~lds and bridges" to 
world-class industrial competitiveness. U.S. companies need these technologies and services to create 
new products, improve the quality of existing ones, and upgrade lmlllufacturing and service efficiency. 

Detailed economic studies conducted by independent research gruups for NIST have documented high 
rates of return for investments in NI ST laboratury research. 1am attaching to my tcstimony a summary 
of impacts from both our laboratory and our extramural programs, \\'hich ofkrs several examples. 
(Altachment IV) Thcn.: arc scorcs ul'additional instances in which NIST's lab()ratory programs have 
made a competitive difference for U.S. firms. 

You will be hearing frol11 Dr. Hratch Semerjian, director ufthe NIST Chemical Science and Tcchnology 
LaboralllfY, who will provide details on another vital aspcet of our laboratory work: research and 
services that help improve public health and snfety as well as the environment. These arc NIST efTorts 
tbat become (:vcn more important us society rccognizcs the links betwccn a hcaltby and sale citizenry 
and a workforce ready to competc with the world's best -- and as aliI' nation strives to meet the dual goals 
of environmental and economic progress. Despite our laboratories' e!Tectivencss and industry's demand 
for greater levels of research and services. funding for tlwse programs has becll virtually Hat since the 
early 1970s -- a period during which overall government and industry R&D budgets almost doubled in 
real terms. I huve attached a chart which graphically illustrates that pattern. (Attachmcnt V) This is a 
pattern which must be broken -- and the Clinton Administration's tedmology plan calls for a dramatic 
break with the past. The President and Commerce Secretary Brown arc supporting increases that put us 
on track for doubling our direct funding for laboratory-based research and services over the next four 
years. 

We also have received n commitml:nt from thl: Administration and Congrcss for a sordy needed effort to 
update our research facilitics in Gaithersburg and in Boulder. Colorado. World-class research cannot be 
conducted in laboratories that arc aging and falling quickly behind the capabi lities of our international 
competitors. We arl: limited in our ability to control temperature. humidity, vibration, and air c!l:anliness 
-- all or which were more than adequate when these buildings were constructed a few decades ago. 
These limitations already have made it impossible to provide some U.S. manufacturers with essential 
scrvices. sllch as state-of-the-art calibrations urgently needed to maintain production-line quality 
controls on a par with Japanese and Europe<ln competitors. 

It is vital that NIST laboratories receive the funding that we have requested to update our facilities and to 
support our research work. This is especially true in light urthe history of high levels of funding to 
NIST from other government agencies. (Attachment VI). NIST must always be ready to serve other 
agencies that requirc our special expertise and neutral. third- party role. But I believe firmly thut this 
institution must take greater control over its own priorities in light of our position as the only fcderal 
technology agency devoted primarily to improving U.S. industrial competitiveness. That means that we 
must receive a greater share afoul' funding from direct congressional appropriations as we move through 
the 1990s. 

I consider it essential that our laboratory efforts be strengthened at tIl(.; same time that our extramural 
programs are receiving increasing support. The laboratory programs !ill a fundamental need of U.S. 
companies that cannot otherwise he met. They also provide liS the b~lsis for technical expertise that is so 
important as we expand the Advanced Technology Program, the Manufacturing Extension Partnership, 
and quality awards and outreach programs. 

Conclusion 

Mr. Ch,-lirman, I trust that I havc given you some insight into the approach that we plan to take at NIST 
to move this agency into the forefront of our changing !i:Jeral technology efforts. We intend to strike a 
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bnlancl: among the vark':y or cxcdlent tools we have (or llw<.::ti!:g t; .S. companies' needs in 
strengthening their international competitiveness, Obviously, we expect 1hat the NIST of! 997 and 
beyond will be different from the agency that you urc looking at today. But must importantly. MI', 
Chairman, 1 assure you that we intL'nd (0 succeed by rollllwing NIST's proven n.:curd of technical 
cxcclkm:c, impartiality) :111,,1 s\lc\~t;,"':; in linking up closely with U.S. i!ldustry in t;v~ry way po:;,..;ible. 

Thank you, and I would Ix: happy to answer any questions you may have. 
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Mr. Chaimlan, and Members of the Committee. Thank you for inviting me h!:re today 10 talk about 
:--.lIST activities that are aimed at stimulating the economy ~Uld in pa!'ticuiar, our participation in the 
Technology Reinvestment Project (TRP), 

Mr. Chairman. with the end of the Cold War we are ih(:\!d with a n:ajt1f shifting of priorities Cor our 
country from a focus on national security to a focus on our economIC. security nnd the health and 
c-ompcUiveness of our industry. Tn accomplish this We must undertake a national elTon to bring abolll a 
Itmdalncmal change in our industrial base. However. this willnol be an easy task to 3{;complish, 

The changes in the global situation today are placing llnprccedentcd dcmands--from customers and from 
incfC<lsing competition around the worIJ~~on our dvilian industry. Th..:se tlm:cs >ire pushing {lur 
manufilcturers to deliver low~ cost. high- quulity, dif1hcmiated, und eyen customized products, And at 
[he sam..! timG-, these forces demunt! that new producl:-. he imrodw..:..:d more rapidly and thaI new, ;-;tront;er 
relationships be forged between suppliers nnd customers In the manufacturing dmin, 

The federal government must look to its. role. Over hall' of the dollar!> invested Ili government research 
and devdopment today are for mHional security. While preserving a strong national deicnse base. we 
must invest in R&D to help our industries function more ctlicienlly find effectively am.I compete in a 
global markdpluce. 

Tbe President and this Administration and particularly Secretary Brown and tbis Depnrtment of 
Commerce are committed to providing long-term growth for the cconmny and hign-quality job 
opportunities for the Americ,ffi people, A very importanr part of the Adminisll'ation's efforts to promote 
long-tcnn cl'onomic growth is illcn:ascd investment in technology to meet U.S. industryls needs. Wt: can 
use leclmok'gy to revitalize our manufacturing sector. nnd we can help create an environment in which 
industry can bring m:w tedmology to market rmd compete effectivcly, 

Tbere <.Ire Ilwny parts!{, tht: federal n:spomlt,) to thes\: new cbullenge~t The Athninisu'Htion is: 

., incrcu;;ing lb.t: emphasis on dutll~usc tcchnologicfl ill DOD: 
,. trying to make greater use of the technologies in our national laboralories~ 
• incn:using the fcdenll iowstmcnts for civilian tcdlllulogy, 

Mr. Chllirmull. we appreciate the criticai support you and the Science Committee have given to NIST as 
we move ahead in meeting this challenge. The pnssagc uJ' til!..! Tudmo[ogy Competitiveness Act of 19N8 
and your continuing efforts in support of our intramural .md extramural programs have laid the 
foundation for the work ahead, 

NIST has three approaches or prog:,ums 10 tackle the d vilian tecbnoklgy chulk;-ngc: the Manufacturing 
Extension Partnership (~t1EP), the Advanced Tcdmology Progrlt!l1 (ATP), and NIST laboratory ctTol1s. 
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While each has a clear role in meeting industry's needs during this period of economic restructuring. 
today I want tl.l focus on MEP. Let me begin by tel!ing you about our particip~ltion in the Tech.nology 
Reinvestment Project. 

J'Technology Reinvestment Project (TRP) 

The Technology Reinvestment Projecl (TRP) is one piece of the national de!(:llse conversion effort. 
TRP's mission is to stimulate this transition to a growing. integrated. national industrial capability which 
provides the most advanced and affordable military systems and the most competitive commercial 
products. TRP programs are intended to help create high-quality. high-wage jobs for American workers 
in eOlllmercial and dual-usc U.S. industries, and to enhance U.S. cOll1petitivl!llcss. 

The Advanced Research Projects Agency (ARPA) is doing an exccllcntjob ut"managing the TRP. Under 
ARPA's lead<:rship, the Department of Commerce's National Institute of Standards and Technology 
(NIST). the Department of Energy/Defense Programs (DOE/DP). the Natioll~ll Science Foundation 
(NSF), and the National Aeronautics and Space Administration (NASA) signed a memorandum of 
understanding which forms the Defense Technology Conversion Council. NIST participatl:d as a 
Council member in developing sdection criteria, and is participating in the sekction of proposals to 
implement the TRP. 

• 
NIST has two roles in ARPA's TRP effort. For the <h;vcJopment activities under TRP, NIST will provide 
technical experts to assist ARPA in the review of proposals. 

The TRP deployment activities arc based on the strengths ofNIST's Manufllcturing Technology Centers 
program and are structured to be consistent with NIST's Manufacturing Extension Partnership. We plan 
to play ~l nwjor role in the deployment activities. We arc working closely with ARPA and with the DoE 
national laboratories, NASA technology transfer centers, DoD centers of excellence and laboratories, 
and related al:tivities throughout government on this effort. 

The Manufacturing Extension Service Providers portion of the TRP consists of $87AM. In addition, we 
have some other activities in the technology deployment category. Based on the number of strong 
proposals expected, NlST estimates that awards will be give to 5 entities similar to the Malluf~lcturing 
Technology Centers, 25-30 entities similar to the Manufacturing Outreach Centers, and a substantial 
number of State Technology Extension Program-like projects. We anticipate that the expl!nditurcs undl:!" 
the TRP will be spread over two years. 

NIST Manufacturing Extension Partnership (MEP) 

In Vision of Change for America, accompanying his State of the Union message, Prl:sident Clinton 
describl!d his intention to establish at NIST a program with "over 100 manubcturing extension centers 
nationwide by 1997 to assist manu!l\cturers to 1110dl:rnizc their produclion capability." This program, 
which we have planned under the name Manufacturing Extension Partnership. builds on the foundation 
of tested approaches developed by our Manufacturing Technology Cellters and State Technology . 
Extension Programs. The plan also includes Manufacturing Outreach Centers. which are smaller in 
scale, will be marc numerous and arc intended to serve regions with .lower concentrations of 
manufactun:rs. 

NlST, in cooperation with others. is now implementing this national program to modernize America's 
manufacturing base. The Partnership seeks to mobilize existing sources of manufacturing technology. 
advanced manufacturing practices, and business assistance and link them to state and local 
assistance-providers and U.S. manufacturers via nationwide networks. By FY 1997, NIST intends to 
have in place over 100 ccnters, along with active STEP grants and linkage activities. We believe the goal 
of 100 centers by FY 1997 will allow us to maintain the high quality the program now enjoys. 

The Manufacturing Extension Partnership has four major components: 
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Manufacturing Technology Centers 

The Manufacturing Technology Centers program was created by the 1988 Omnibus Trade and~ 
Competitiveness Act to improve the competitiveness of U.S. basL:d -small and 111cdiuI1l sized 
manut1\cturcrs through advances in their levels of technology utiliz<ltion, Sim:'.: 19tH!. seven 
Manufacturing Technology Centers (MTCs) have becn established ill Cleveland. Ohio: Albany. New 
York; Columbia. South Carolina~ Ann Arbor. Michigtm: K"ns.as City. Kansas: Minneapolis, Minnesota; 
and Los Angeles. California. Over 6,000 fimls have paJ1icipated ill tvlTC activities.. Hundreds or smaU 
and medium sized companies hm'c benefited from ilHli:pth assesslm:nts of tht:lr manufacturing and 
business opcmtions. and thousands have participated in workshops and seminars_ Many collaborations 
have resulted in the liccming of federal technologies, tlli: designing uf new processes. and !hc 
introduction of new products into the market. 

Manufacturing Outreach Centers 

TIle outreach centers arc intended to provide services in ilrcas ofluwcr manu (:Jcturing conccntmlion (as 
free- st;:nding centers) or to extend the effective reach oCllle :v1TCs (as satcUiles 10 an MTC). They will, 
in 1110s1 cases, be run by established institutions: leclu:ical college;;, SI.ltc technology extension services, 
~md other nlln-prolit technology transfer organizations. The manuhlcturing oulrcach cenlers will be the 
principal entry points for the companies served by 111..: I'artnership. 

State Technology Extension Program 

The State Technology Extension Progmm (STEP) provides technic.:!l assistan..:c and funding to stutes for 
planning and implementation of state~based industrial extension infrastructuH'::. Since 1989. 34 states 
have participated in the program. By 1997. the STEP expects to establish rcJUI,!J,)llS with all 50 states. 

'A system of linkages, or "LINKS" 

Tbis system takes two furms. Fin;t. a network system \0 link all of th(~ modernization service providers 
and the t-ource3 of Icdmnlogy. This will use existing bnnlware nctworks and new network I~l\.:ilities 
developed out;;ide the program. The Partnership will owrlay the inr()ntmtion m~magement systems 
necessary for ils ~rvicc~. Second. MEP actively recl1litg and toordinatcs participation by all federal 
agencies which have programs relmed to manufacturing, -- this way Americn's $maU manufacturers can 
be providcd with the "onc stop shopping" they requirt.:. 

Conclusion 

The changes ill thc global situatio:l today are placing unprecedented dctmmds on our economic strllcture. 
The dislucations caused by the restructuring of our ddt:l1sC industry [In; ,rust part of the deepcr forces of 
incruuscd international competitior" the rise of world nwrkc1s, and Ill\.! accelerating pac..; oft!.!chnoJogy. 
To mect tiles..: challenges will require u new culture or l'llllpcmtion und pm'tncr::.hip, We need new, 
stronger rcialio!1shirs between suppliers and custol11l:.rs. bl.'twct.:tl government and industry. \Vith the 
Manufa..;turing ExtellsIon Pnrtncrship and our other t\.'~hl1o!ogy progmms, we intend to build some 
important, crtedive cil.:menls in this mosaic. 

fhank you, Mr. Chairman. I will be huppy to answer tlny questions ynu may lwvc, 
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Introduction 

Mr. Chuinnen and Members of the Committee, thank you for inviting me here today to represent the 
National Institute of Standards and Technology (NIST) to testify on Electronic Commerce and 
Interoperabi!ity in the Nationallnrormation Infrastructure. Dr. Arati Prabhakar. Director ofNIST. chairs 
the Committee on Applications and Technology within the Information Infrastructure Task Force. Our 
Secrctmy, Ron Brown, chairs that larger task force. 

The Information Infrastructure Task Force is an Interagency Administration h:am implementing the 
President's action plan for developing, in partnership with the privatc Sl:ctor. an advanced information 
infrastructure ~~ the National Information Infrastructure (Nil). This team is helping to shape a vision of 
the Nil and bring that vision closer to reality. 

The National Information Infrastmcturc 

As an interconnection of computer, telecommunications. entertainment, wireless, and other networks, 
services and applications, the NIl has the potential to significantly improve the way people usc 
inforlllation in their jobs and othcr aspects of their daily lives by bringing vast amounts of info rill at ion 
and greatly improved services to virtually every citizen. The current focuses ufthe information 
technology national challenges are the application of inlormation technology in theories of electronic 
commerce, manufacturing, education, healtcare, government services, libraries. and the environment. 
But it is critical that the lIser does not have to worry about boundaries or translations - only the task at 
hand; that the user perceive and have access to a transparent, int<.:rop<.:rable, and seamless NIL 

Secretary Brown has said: "There's going to be a fundamental change in the way wc work, the way we 
learn, the way we communicate. Knowing how the Industrial Revolution permanently altered American 
life, we can only begin to imagine how we will be transtormcd by b<.:coming an information society." 

The Nal'iunallnformation Infrastructure is not a clifT which suddenly confronts us, but rather a slope und 
one that society has been climbing since postal services and semaphorc networks \vcre established. An 
information infrastructure has been with us for a long time, continuollsly evolving with each Ill:W 

advancc in communications technology. Why the sudden debate? 
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Change is cOIning nmch taster. and more thoroughly, Ibaa ever bl:fnH:. In our lifetimes we will 'sec 
information technology bring mOrc chnnges to more uspccts of our daily lives than have been wltnessed 
in the preceding century. We arc at an cxcitingjuncturc as a technology revolution is lransfornkd into a 
capability fCvolution. Digital technology is mcrglng tht.: !LnctiollS of {deV1Sitlil sets, telephones, and 
computl.'rs. Positive fundamcntHl changes arc in store Ihr us in the ways we. manufacture, work, 'c~lrn. 
shop, communicate, entertain ourselves, and receive health can: <lnd public si.'fvices. And those arc just 
the applications we can rorL!sec. 

Private industry will be responsible for virtually every major tilce: orlhe NH and the inibrmution 
llUlrkctpiacc il creates. Private industry wil! build and manage the networks, provid\! the informmton 
(ools Hnd most of the information that travels the netv.:orks, and develop most of the applications th~tt use 
the networks, Indeed, a constant theme throtlghoul the work of the Iniormation infrastructure Task Force 
is the on~gojl1g dialogue not only with industry but with <.\11 of the private seClnr, including public 
interest groups. 

But govt..:rnmGnt remains a major force with respect to the Nil, One rcason is ohvious government 
policies are a major lactor in the inrormation infrastructure; for instance, deregulation of 
telecommunications. In addition. government is a ml~or user of information kchnology und u major 
contributor l\) the dcvclopment of iuformation techno:ogy. 

One of the principal goals ofthc lnformalinn Infrastructure Task Furn~ is to develop und foster informed 
government policies that promote our :lucidul gon!s I~Jr tilz: Nil without hampering industry. As Vice 
President Gore has observed, "Out" goal IS not to design the [in[ol"ll1(1tlonJ market of the future. it is io 
provide the principles that shape thUl market And il is to provid~ the rules govcrning this diftkult 
trunsitinD io nn open market for information. We arc i.:ommittcd in llwt :ransiLlon to protcctltlg tht: 
availability, alTmdabHity and diversity of informution and infonnation technulogy as market forces 
replace regulations and judicial models that arc simply no longer appropriate." 

Less obviotls limn the role in telecommunications, ho'>vevcr, is the illet that government plays: a mt~jo!' 
role in the development of Nil applications as one of {he nation's biggest users and producers of 
information. The government de-vdops NH applications to speed and improV>.; tbe delivery of its 
services. Examples include making social security paymcnts by computer or disseminating census data. 

In addition, governmcnt research agencies playa natlonal role in rcS{;~trch and development (R&D) for 
the information infrastructure, emphasizing R&D that is [OQ big rOf one company [0 do or too broad for 
one company to fully realize thdr investment. I.e., work that no one wants to do, bUl which bendits 
cvcryon..:, 

lnls researeh often includes the development of prototype appliL:HtiullS as a proof of conL:ept or to help 
speed till.; development of useful <.;ppJications by the priv:tte sector. Examples include R&D on advunced 
mediCflI information applications, work on NI [ tools for educators, and research on advanced 
manufacturing applications using computer networks. 

Committee on Applications and Technology 

The Committee on Applications and Technology orlh!.! :niurmaliotl Infrastructure Task Force was 
created in part to providi!;1 forum (1)[ discllssing and conrdinnting the host of applications d1"orls across. 
the Federal government. So pervasive is the l\1l and the issues it represents that virtually every 
department and function or govcrI:mcnt is involved. 

The Cummittee's goal is to cncoumge Federal researchers working on Nll applications to view Ihcir 
work in the greater context of the Nil as;J whole, and to: j) promotc t:1C sbari:1g of inforlYlatioll to 
enhance coordination among Federal agenciQl) developing Nfl applic;itions; phighlight opportunitit..:s ror 
coopemtlvc efforts between Federal agencies and between government and industry; and I) promote 
disc.ussion of critical tcchnical and social issues in tbl; deve1opm~nt of the NI [ that aff~ct the 
development and use of advanced Nfl applications. Viewing the development of the Nil from un 
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applications perspective is imporumt for the h.::ssons we learn about the pmctic:al effects of complex 
issues such as intellectual property rights, privacy. <lnd equitable uccc:-:s. Such issues frequt:ntly require 
technical solutions as well [1S changes in policy. Building applications lor rcalusers is a powc~fllilool 
/'01' rooting Out the bugs in the system and for promoling tht: (kvdopmcnt of products and electronic 
highways by industry. 

Most importantly, to realize the visioll, applications must be abk to tlSC the S~lme infrastructure. Taking a 
view of Irtany npplic;:ltiofis ~lt onCe enables us to avoid applicatiOtH;pcdfic solutions tlnd to bettcr define 
the requirements that a National Information Infra.<;.trucntre must m~~t. The cn:ation of an advanced 
infrastructure that can support all applications requires solutions to many technical. legal. sccurity, 
financial. and reguliltory barriers, as well as: the widespread adoptj,m and usc (If a variety oftccnni<.:al 
stalldarJs for commUllications, information processing. und security, Such SUlles of standards ;IS 
Etl!'clronic DHta Interchange (ED]), StHI1Jord for The Exdwnge or Product model data (STEP), and Open 
Systems EnviJOnmcnt (OSE) arc c:,itlcal to the dcvclopn:cnt of ~w:h an adva:lCtx! ini'nL'itrtlcturc. 

~ational Information Infrastructure Applications Rellort 

To stimulate public discussion of how people nnd organizations use tht.' int~)rmatjon infrastructure. the 
Commitlee on Applications and Technology has prepanxl a report clltitled Putting the Information 
Infrosif'ucturc to \Vork, This report. comprised of individual applications papers. explores some of the 
opportunities and obstacles in seven key applicalions area:; oflh\!' NIL We idt."nlificd these as the core set 
because there arc significant public interests to be served by the application oradvanced infunnation and 
communications technologies in these arenns lJnd some kcy govermnunt activity is already underway" 

This report was released as a drnft for public comment on May 4. 1994. by Secretary Brown, who stated 
that "we are releasing these papers because it is not enough to discuss how information highways will be 
built: we must also un.derstand and inform Americans about how they will be used. These papers foclIs 
on the real-life concerns of people who will rely on information tethnology." 

The vision.s in eaeh applkation area were authored by members or til;,,; fedem! agencies with a close tie to 
the area. However. givcn !he broad scope uf agency invnlvemcnl. l.!wry puper is rcprc~cntntivc (If the 
coopcmtion f{):Hercu hy the Commiuee's activities, with contribll:ions (rom unay agencJcs. The agencies 
of the authors characterize this diversity: 

Electr()ni~ Commerce 
Chuck Chamberlain (United States Postal Service} and David Jefferson (Nationullnstitutc of 
Standards and Tcdmology) 

MUllufocturing 
Mark Mandell (National Institute ofSlandilrds fwd Tecimology) 

Health Care 
Michael Fitztl1auric~ (Department of Health nnd HtmUU1 S-.:rviL:(Js) 

Education 
Linda Roberts (Department of Education) 

Environmental Monitoring 
Ernest Daddio (National Oceanic and Atmospheric Administration) 

Libraries 
Herb Becker (Library of Congress) 

Government Services 
Jasmeet Seehra (Oflicc of Management nnd Budget) 

Coordinator 
David Lyte! (National Institute of Stalldards nnd Technology) 

'111C report describes a national vision for euch of the seven applk<.ltion arcas as to ho\'.' \111;:: evo~vlng Nll 
can: 

• increase the speed and efficiency ofb1l5iness~lo~ business cnm:nunicatio:1, or e~ectronic 
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commerce. to promote economic growth; 
• cnhancli the competitiveness of our manufacturing base; 
• 	 improv'i: health care delivery and control costs: 
• promote the development and accessibility of qunlity educational and lildong Ic'lrning for all 

Amcricans; 
• 	 make the nation more effective at cnvironmi.'ntal monitoring and assessing its impact upon the 

Earth: 
• 	 sustain the role of libraries os agents of dcmocmtic und equul ~lccess to infornwtion: and 
• 	 provide government services to the public fHsl~r, more responsively ~md more i.'niciently. 

The topies presented in the document explore these an:as as a stimulus for fUrLher debate. [n addition. 
this dOl.:Ullicn! describes relevant work in the privatI.: "C(;to:- and in g~}VemmelH for each application area. 
11 is inh::nd\.!d for four important audiences: the ge1h.:r:l! pablic, lht; private SC\:IOr org"U1iz'llions thtlt arc 
building tht Nfl and driving its applications, the l.:ommiltl."Cs and working groups of the Information 
InfrastrLlc-tmc Task Force, and other ngencies nnd (,!;.:pmtments in our Gove-rnment. There arc many uther 
relevant applications of the :Nll. Additional applicn!iol1s willl,e explored in subsequent reports. 

Sections of the papers are presented as questions, and wc hnve publicly solicited help in answering these 
questions and raising other relevant issues, Those resjJonses will illuminate and guide government 
policies and investments to accelernte NH ap-plicatiuns. 

Electronic Commerce and the Nntional Information 

Infrnstrllcture 


Most pertinent to loday's discuss!on is thc pHpcr on l:.k'l.:!ronic Commerce. An ttdv"Ulecd Nl i that 
supporls Electronic Commerce appiil.:utions will provide benelits in a number of areu;:;; reduced costs, 
reduced errors in inlormation processing. ~rcatkm nf new markets, bl:!tcr quailly and variety or goods, 
and reduced time to m,;!rkCL All advanl:cd !1tttiontll Ekl.."lroille COlHmCrCl;: e~lpHbiJilY will be comprised of 
interconnected cornmunications networks; advanced computer hardware amI soliwUI'c tools and services; 
established husinc$s transaction, data exchange. and tnlcroperabHity Bt:Jnuurds; Hccepted security alld 
privacy provisions; and suitable managerial und cultural pr'lctices. 

This infrastructure will enable diverse and distributed clJmpanies throughout !he nation to ropidly, 
flexibly, and securely exchange and. more importamly.usc infonmHlOll to drive their business processes. 
As u result. p-.:oplc who are needed to creatively solve complex husiness problems cnn be takcn out of 
the loop of routine data processing, 

All over the government, agencies are beginning to adopt Electwnic Commerce for the very high 
volumes of information interchanges required in their tax, insurance. procurement, and regulatory 
activities, Implementation of Eiectronic Commerce hy the federal g(lvt.'rnmellL inclu-cting its ndoption of 
applicable national voluntary standards, has provided at~d will continue to provide significant 
mumcn:um towards implementation nationwide. 

For instance my own agency, the Nationallnstituw ofSHmdarus and T(.!cbnology, has het.:!l active in 
research alid development for Ekctl'Ol1ic Commerce <1~ wdl as in cr!ol'!::; to inl.:rease pubJi\,; dirtlnguc on 
Electronic Cum!l1crce and stund,m.ls issuc:s, NIST n"sisls til(.! prlv.llI.: sector with {he development Llfthe 
technicnlunderpinnings ror inte:ropcl'ubility, und ulso wmks to eoordinute and f:lt.:ilitate tbe stnndards 
process. Other NIST activities include tbe establishment of an 12h:ctroJ\ic Commerce Inlegr,ltioll Facility 
(Eel F) to assist in the removal of barriers thut urc cm)'ently preventing the transition from papcr~bascd 
commerce to Electronic Commerce. and to help advance technology in order to pcrmit the development 
of future Electronic Commerce applications. 

Standards 

The nature or ElcctfOnic Commerce requires coopcration and flexibility among permanent and transient 
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partners. and dC\'elopmcnt ofa national electronic marketplace which is secure. open, affordablc, easy to 
<leCCHS, and CDSY to usc. This in tllrn requires the establIshment of staauards Ihr the interopcmbi!lty of 
conummications networks, information and data exchange, and security services. I' 

The Committee on Applications and Technology has responsibility 1'01' addressing: the: issue of standards, 
an issue thal euis across the work of all the committees of the Inltlflnatioll In!hlstrllcture Tal)k Fon.:c. The 
acceleration of information technology and USCI' pre!t:rcnce for mll1ti~vcndof equipment is forcing the 
need for wmldwidc standardization for components of the information infrastructure. 

'Inc private. voluntary standards system is StHllhe b ...."l approm:h J()r the U,S, I.:conomy. Howewr, tile 
standards making process can be slow due to market !'harc protection. slrict consensus rules for voting, 
.md openness to all inlerested org:mizations. BcHer cooperation und cOll1lUunit:ittion is needed .llllong 
standurdl) organizations. mdustry. and government to make this syslem work more effectively in this 
time of rapid t<..,>chn1110gieai change. 

The government's role is to promote the usc of standmds lhrougb purdmse oj' pwducts and thwugh 
incorpnr;Jtion into Federal rcgu],,!tIO:1S where <lppropri;llc; to proVide [he tet:hnical underpinning {or 
standards~ to encourage international trade activities; and to advot::I{C for tht.: U.S. national imerest. 

With this in mind, one oftne working groups within the CommiU~c on Applieations and Technology has 
~en tasked t,,: identify tbe proCL!s:-;t:s (cspccially bl.!Sl prw.::ticcs) h~il1g dfeetivdy L!s.:d by the va~iolls 
stakeholders to develop and implement de facto and de jure standards: identi(y (he k.:y interfaces to 
standardi"..ation which would enable the existing and I..:I1H.:rging information illt'ruslrllcturc fm th.: 
communications, computing and entertainment arenas to seamlessly operate: and identify how the 
government will describe appropriate information infrastructure standards seh.:ctcd for usc whcn 
purchasing. 

[n short. the government must be a better partner in lhe whole standards process, Our focus is on 
working with the private and publk sectors to develop a systems approach to the standards proce$$ h) 
achieve national goals more effectivdy; to ctarify n.:sronsibility of and relations among industry 
companlcs, standards organizations. technical societies.. and the government within the standards 
process: and tn strengthen communicatioll among all partics to improve the voluntary system, 

Summary 

The government's rolc is to set the rules J()f competition and enfun.:c them. ensure that improvements in 
public communication benefit aU Americans rather than a select Ie\\'. promote the adoption of ~lf11Hlflrds 
that all(w/ systems to interopemle. work with the privalL' voluntary sl;mdards system 41S a partner. support 
research tn improve infnrmation systems <md make them easier to Ul)l\ be a wise purchaser of 
information technologies lmd scfvit:cs, make usc of information b.:hnology to br.:ttcr serve tIt!:: cltizen. 
and ret!.~h:c Illlcert,lin!y and risk by funding pilot projects that den:onstm1c Ihc usefulness and econumic 
efficiency of new services and npplicalions. 

The compulcrs~ networks, standards. interoperability, accessibility. training, and other components oflhe 
Nil arc the ri\W materials used to huild a nation'll Electronic CO!llmcfI.':c capability, Once the tools for 
Electronic Commerce are nationally available and complmies arc l.:omfortab!e llsing them. org{lllizutions 
will be able til concentrate on n re- examination of busin...:ss proec~scs ratht:r than working to overt:ome 
technol....gy barriers. As a result. the realization oftbe bt:ncfits possible through Electronic Commerce 
will be accdcrmed by implemcm,\tion of the :-.fIf. ' 

The CUHHniHce un Appllc~ltlons and Technology, along with the \;ll1in.: Inf{lrlllation lnfrastructtm: Task 
Force, will continue to work to enable the government to be a better partner in a national effort to 
estahlish [he NJ L 

1111s cO;Hplc1cs my testimony. To provide you with more ddail, 1ell1] attaehi:lg u wpy or our 
Commitl~e!s rt:pol1 Putting the information Infrastructure to Work. J wili be plc<lsed to <ms\vcr nny 
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questions. the Committees: may have. 

Thank you. 
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Subcommittee on Technology, Committee on Science 

U.S. House of Representatives 

on The Malcolm Baldrige National Quality Award Program: An 
Oversight Review .From Us rnception 

Odober IS, 1995 

l\bd.lnl Chairwoman and mcmbt.'n! of the Cummittee: 

1 am Curt W. Reimann, Director for Quality Programs .it the Natiomll Institme of Standards and 
Technology. J am pleased to appear bc!bre you touny to purticipalc in ,\ n.:view l)f the Ma:cullil Baldrigc 
National Quality Award Program that could help sh~pc its ftJiurc. This rcview is rimel,': as the Award 
Program has just comp!ete"d its eighth year or openltion. There is much we have learned that is i.:rueial to 
this review. My comments today ,:",ill highlight key dcvdopmcnts, obs<Jrvations, and conclusions. with a 
special focus on factors that bear upon the central guiding purpose of the Award: to improve the 
competitiveness orthe UniteJ Stale;), I will not aHl.!mpt 10 muke this testimony n history, bUll wi!! draw 
upon experiences and trends that relate in a dear ....,'ay to fulfilling the purpose Ihtit led HJ your creation of 
tilt.:: Award in 198.7. 

I begin on a personal note. I! has been my privilege 10 dit'l..:ct the Baldrige Awnrd Program sim:e lht,; 
Award was signed into bw in Augu!::it 1987. During (hm tim;:, Awurd;; huvc beell presented by PrcsidCJi!S 
Reagan, Bush, and Clinton. The Program has received the enthusiastic backiog ofCommcfcc Secretaries 
VerilY, Mosbm.:her. Fri.lnklll1, and Brown, Whl;"ll President Clinton and C(!lluncl'ce SeC(t't~lry Brown 
presented the Awards in 1993, seated in the front row were fonner Sccrc1i.lries Verity, Mosbacher, and 
rrnnklin -- President Re~g'll1 <IIKl President Bush <'Ippointccs. This Wtt$ a vcry iU1POl'iatit highlight iIi the 
Baldrige Award Program. This CommiHee has always sbown strong imerCi:il in the Award, and this 
interest now continues with the change in Committee leadership" Tht; Baldrige family has given constant 
encouragement and warm l)upport. beginning with Hvii:ii[ to NBS (now NIST) by Zv1rs, Baldrige Hlmost 
eight years HgO. Mr. Robert Baldrigc. Makolm Baldriges brothel', has bee" a director oflhe Baldrige 
Award Fuuud(ltioll since its inception. I make !hii:i POll11 regarding b~'tlad ir:.volvcmenl, SUpptlrt, and 
interest over eight years not only to express appred:.ttion, 1 do so to cmphasil'A: the ((let Ih~H the Baldngc 
A'Nard Program 114\$ been, ()nd ri.:Imdns. non-p,trtisan. The t\w::rd's pl'oc~s;)es hove becn frce 1'1':.:)111 
partjsan, political, or other influellces -- by careful design .md by eight yeari:i of practice and constant 
refinement 

i underst,md, of course, that although this revicw is primarily c())lccmcd with the progress we [we 
making b tl:l!ilIing the purpoS(!s of the Baldrige Award, lh,e n;view m~!:;l ubo consider the resources 
rcquirt'd. particularly fedct)l! expenditures. However. tht.: situation regarding I'esources alld federal 
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expenditures has turned out to be i~lr more complex 1han ":11\'i:;i01ll.:d in the Malcolm Baldrige Nutional 
Quality Improvement Act of 1987. The reason for Ihis complexity resides in the nature and broad scope 
of problems addressed by Ine Act. Also, the number. type, :md di\'ersllY of U.s. ills:iwlions prcstJnts 
many challenges. We need to understand what they an: able to do. and when. why, and how they 
contribllte to national elTorl:>. . 

The Av,,'Clrd policy a:ld management questions. ,ml! 11:-: rda:;.:d n,;$O~ln:c qm::st;tltlS, then. P<Jsc n~w and 
dil1icuh challenges rcgnrding the best combination of resources --bc:uring in mind the purposes of the 
Award and !h..: goals a:H.l roles or illstiwli{}l:S, h Il~y vie\-\', !:1<.! right ~:n:-;wcr OlllSI b..: apprtlprlalc 
thcoreticall~' (proper roles of public and private insti!tltlons) and pragma(ic~)JI)' (how 10 l1U1xinllzc and 
balance the "right kinJs" of resources) to n:ake clTl'ctlw "lnd rapid pr\;gress. 

Tbe picwre! wan! to prest'llt today is hnv; we h:lVC shaped tbt Baldrige: Award Progmm, building upon 
the considerable strengths of the enabling A1.:t, and \\'orking 10 oVcrcome the Act's limitations, In 
p.r;nicular, [ w~nt to convey my view of what the important rc;;ourccs <In! in this !~<ltional effort and how 
we are working to maximize private sector and public sector \'olutHeerism. participation, and 
contributions. I wl!1 emphasize also tbat wotking on sud) (I signHka~H and broad purpose ,,\$ improving 
national competitiveness, with an award as the only vehick c:eal.:s numerous stmins nnd distortions that 
inhibit more rapid progress. We need tn find sum\.' \\';1)' 10 OVercome Ihis limitution. Th.: COllndl 011 
Competitiveness' recommendations ~~ pr\.'s<'::l1ted by t'vlr. Staw today -. make t\ IlUmbt'f of propo:mls based 
on cart'ful consideratinn bv le~lders from business. labor, ht:<llth. and cducali01l, Tllest: r\'~coml11t:ndations 
were endorsed by the leadership artln: Council. ­

Turning now to thc kcy stugC!i in the history of till' AWllI'd -- IhoSt.' rehired (0 getting started. 

Est~lblishing thc Intcnt of PL 100·107 

During the carly months of the Award's impkmcnlatjon~ Dr. AlllbiL'r, {hen 1)in:\,;[ol" or NBS. Ray 
Kammer. Deputy Director, and J spoke with members of Congress and staff regarding the intent ol't11e 
I<\\V, We also spoke With Mr. John Hudiburg. then CEO of the Florida ['ower and LIght Company (FI'L), 
and member:; of his starr, because of the central role [hcy had ph.tYl'd in Cannulating and supporting the 
l..:-gislat~on. t\ llt:.l1lbcr or recollections sland out c1car~y from ~1H:sl.! dis.:ussinlls: 

• 	Th~rc were mounting concerns regarding lhc [J,S,' d..;djlljJ~g compctilivClll.:SS. We. need to ;\cl. not 
just contemplate the decline, was Ihe conCl:rl1 voiceu by many. 

• There was finn conviction Ihal thc I3uldrigc Award should Sl:t a vcry high standard. To succeed. 
the A\{ard must be- credible in every sensc_ 

• There wus strong belicftbat lr.c Award s~(ltlld IK' a J!H::ms \0 competitiveness improvemcnt. liot U:1 
end. That is. the purpose of the Award is threelo1d: building il\Varencss, recognizing leali.:rshlp. 
and sharing bC'st practiccs informatiol1_ Sue-cess wOIJd depend l~pOl1 whelnt:r 01' not sharing 
ilclually oecu:Tcd, Although some cOl1e..:-n'. Wils .....xpn...~s.\:'d about w!l\..'"thcr \\'I11ncr5 \\'ou;o be v..:liing 
[0 slwfC, little concern was voic:,:d about how a small numlX'r ot' winners cO\.lld lx: cXl'ectt:d to 
n.:ach Hnd 10 inHuence millions uf organizalions.. 

• The dts(inctions made in the lav{ througb Ihe usc of!enti3 sd~h a:-. "c()mpanlcs"'. "organizali\ms.". 
"public sector". "accept gifts from public .md private sonn,:c$". cuupled with the authority given to 
the S\?,creHlry 10 create new categories, wen: univcrsaHy tukl:n to ll:ci.lathJt the ;\wnrd si10t.<ld 
eventuutly be open to ull organi:-mtions.. public and privute. prolit and non~l'rOfiL Beneficiaries of 
the lCilmings fmm the inilial business Award, hmvcver, an: dearly intended to oc orgunizations in 
aU seGtors. 

• 	SuccC'ss of the Baldrige Award effort would depend upon creating and expanding partnerShips. 
Concl!J'fl was expressL'"d by some thul the Ft:derul GnvcmlHCn! would need to be a full partner, and 
that such a rok would require [hat the govcrnment learn to opcr~te effectively in divL'"rse 
communities, NBS (now NIST) was selected to m:.magc the Baldrige AVlnrd not only bccause of 
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expertise in the quality sciences but also ix:c':!lJsC' of its reputatiun for impartiality and its d(Js\! tics 
to business and professiol1al communitic:s. Some also WJl!.:d th:l! mtlrly of the cummunities to be 
included were tragmented and contentious. n cOI1{;ern brought to light d;'lring the p..:riou Wl".<ll the 
legislation \Va..; pending. 

L~tunchjng the Haldrigc Awnrd Progrmn 

In Oc.uber !98i. we presellted NBS' (now NIST) concept plan for the Awurd \(' Commerce Secretary 
Verity. successor to Malcolm Baldrige. Elements of this plan had been presented to business and 
jJrofessior:ul sodety :ead(:~ in Septcmb..;r and Cli:!Y Octoner, ~1;. Verity was extn!l~lely SllppOl1!Ve and 
clearly committed to having the Baldrige Award become an effective instrument in improving natiomll 
co!~lp(!~ilivcn(;;ss. He explained that :n prcp:l,jng ~n nS;;Ul1l!: his dUlles i\~ S<;.:en::a!'y, ma:l), f:'icnds ancl 
colleagues had lInpl'cssed upon him the impoft~'l!lCC ot' strcngthening national competitiveness, and the 
opponUl~jty pn:scn:cd to the Conllnt.:rc~ DL'partm"':l1t by tbe tvlakolm Baldrige National Q:mlity 
Improvement Act of 1987. Mr. Verity also expIaili!:d thHt (he Rcagl1!1 Administration was committt:d to 
presenting the til'st i\v,:ards durieg Me RL'ag:.m's tcrm ur onk'.:. The wrgcl dale was ~ct fo!' Novcmlx.T, 
1988. From this target date, we determined thLlt initi.al criteria, evaluation processes. and a wide range of 
start-up requirements had to be l1~cl by very carly 198X, 

Secretary Verity then asked Mr. John Hudiburg and Mr'. Sar1ford N, McDunnell ~~ both supporters of the 
national award concept - to lead the CfCHtiOI1 of a foundation to raise funds to help support the Award 
Program. Tbest: business leaders accepted the Secretary's invilation, and together with ex~cutives 
assigned by them (Larry Adams from FPL. tlnd Bob Marvin from McDonnell Douglas) began the effort 
to shape the terms of coopemtion. Mr. Hudiburg also assigned it loaned eXl.:cutive. Mr. Alan Sil.:b(.\ to 
join the NIST slaff during the period from December 1987 to May 1988, to help with implementl.ltion. 

Eudy discllssions of funding and funding requircmetlls between NIST and Foundation [caders. although 
entirely cordial. were beset by numerous significant lIJKen;linlil.:s. Th(.'se uncertainlli:s im:ll1ded 
\.\vai!ability rmd time commitments ofvoJlInlt,:ers. application l'Cview time. possible need for training of 
examiners. \\'illingness of companies to donrltt:. resourceS. ~Ippl'(lpriatl: j'c:::c:::s tu charge :.tpplicallt~. costs of 
winnl'l"s' sh:.lring, and roll'(s) of governmenll'l11pJoyces. There were no prececkms to draw upon for these 
discussions. So lac as fund raising \ ....3S concerned. Foundatiull kaders believed that a few million dollms 
could be raised from U.S. businesses. This cstimatl.' was [aler increased to about $1 OM, provided that 
President Reagan host a meeting of business executiv\,s to cxpn,;ss. government commitment and to 
l'ncourage contributions. This meeting with President Rt'"ilg.m \VaS held in Spring, 1988. Vice President 
Bush. a long-time personal friend of Malcolm Baldrige. urso uttendcd this meeting. 

tn discllssions with the Foundation, the la\\' \\'as intcrpl'l':cd {o mean that the Award would initiully be a 
business Award, but probably would be opl'llcd 1'1\1..!!' tll ot:h.!-r sl:Uors. Th-: Foundation kaders L'Xprcss\,,'d 
the view, and continue to stress the point. thallhc bus.iness fundralsing o:flort \v~'JUld uddn:s::i Ihl: bllsim:ss 
Awards ()n~y; if otl)!:r sectors later beCO!ll::! dig:bk. ::tll!l~ appropri;'llc :llwrnallv:.! funding mechanism 
should be sought . 

Among the purposes of these hearings today is to disclIss the slaffing requirements i.Uld the gro\vth in 
Program fundi:lg. In respomEng to these purposl..!'s. I would likc tu glVC the C()ti1mi~tce a dl:nf p~cture of 
what we do and how current requirements difter from initi;:tl requiremenls. 

Award })rugram Lc,,'cI of Effort: 1988-89 \'S 1994-95 

Although the Award Program level ofcffon during fltL' first two years is diflicult 10 detefl)"'line exactly, 
owing to the many one~limc·only contributions and out-,l:'...{K1urs voluJ:I;\ry erforts within :lad ou!sid('; nr' 
NIST. I would estimate it at about 7 to 10 stafr years (full timl: i • .'qu)vulcltls JX'r year) of targely voluntary 
contributions. This level is now ahout two and one-ha!r 10 lhrcc tim;.;::; higher. Th..: q~lcstion uriscs: why 
the difference? 

To undcrstund the difference between the Baldrige Award Officl"s level ofeffort in t994-1995 versus 
1988- j 9gl), it is necessary 10 understand wbal these activities arc and how and why they have grown. 
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Five examples illustrate the activities and the changes. 

(I) Monitoring thc Award Processes 

• 	 The integrity orthe Award evaluation process is NIST's primary responsibility, as NlST must 
provide clear assurances to thl;: Sl;:cretary and the Presid.:nt that high standards or ethics ,md 
compet(!nce have been met. An area of great increase in time commitment over the years is the 
assignment of examiners to applications. The incrcase in critL:ria requirelm:nts, coupled \vith the 
demands for greater reliability and better feedbuck, have led to a more than doubling of the 
number of examiners 'lssigned. In addition, the gn.:at increases in rdated awards, busi1ll..'ss 
networks, and business partnerships have created many new real and apparent connict of interest 
issues that make examiner assignments flu· more dirticult and time consuming. 

• 	 After the initial years, it was determined that meeting all these standards and other important 
Program requirements could be accomplished only if NIST monitored all applicant revit.:w 
prot.:t.:sst.:s, including consensus and site visits. Tht.: private st.:ctor Board ofOverset.:rs concurred in 
this determinatioll. These requirell1t.:nts multiplied NIST's·lllonitoring efforts abollt tenfold, adding 
approximately two staff years. 

(2) Informal ion Sen'ices 

• 	 A major role ofNIS'!' and the Baldrige Award is dissemination of information. [n lhe first years of 
the Award, requests for information renee ted a\vareness levels and the !lumber of m:tworks 
existing at that time. For example, an average of about 38,000 criteria booklets were requested in 
the first two years, compared with about 180,000 this year. In additill!l, there were about 5 related 
awards in 1988-89, versus more than 50 today. Finally, information support to currt.:nt and past 
examiners who are sharing the Ba!drige message through t!wir volunteer efforts, has become a 
signitil;ant staffcommitmt.:nt. In tht.: early years there Were about lao examiners and no "alumni". 
Today, there are 270 t.:xaminers and about 600 alumni. Information services to this very important 
community nrc now about fiw times the level of the early years. Overall, increased requests for 
information add approximately five staff years. 

• 	 Another major trend in information services that should be noted is the very significant grO\vth in 
inquiries and types of information requested !i·om non-busi ness organizations. Examples includt.: 
govefllmental, health care, education, and non-profit organizations. This trend parallels the 
experiences of Award winners who also nott.: a growing increasc in such inquiries. 

(3) Critcri::, Dcvelopmcnt and Evolution 

• 	 Unlike most awards whieh arc based upon II few general criteria whit.:h rt.:Jl1ain basically tbe sallle 
throughout the life orthe award, the Baldrige Av,'ard t.:riteria evolve each year. The evqlulion 
cnptlllcs many lessons learned from America's best companies as well as from Baldrige 
examiners, NIST stafr, and other criteria experts. Each year the criteria undergo a coniprd1l:l1sive 
review. Over tht.: eight reviews since the initial criteria in 1985, the t.:riteria have been modified 
and expanded in many ways. The criteria and the criteria support materials arc now f~lr more 
comprehensive than earlier. and address a much wider range of performance issues. 

• 	 NIST has the principal responsibilities for literature rt.:vie\\', criteria devclopment, and 
managemcnt. The level of effort in criteria nwnagemcllt varies slightly rrom year to year but is 
about one staff year. This is approximately the same as in the early years when the criteria booklet 
was kss comprdlensivc but tht.: entire cffort was new. 

(4) EXlIl11incr Selcction nnd PI'Cp:tnttiOI1 
\j 

• 	 Examiners are the major resource to the Baldrige Award Program and to the Nation. Their 
contribution to the Program -- convertt.:d to a dollar equivalt.:nt -- amounts to twice the current 
federal budget or the Program, morc than $GM annually. Compared with the lirst years orthe 
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Award. there art: 'lbout five times as many examit)l.:r ;I!>plicams, The applicants comc from morc 
communities and stat~;;.. ,md buvc lllort: dversc backgrutl1ids, Also. :he selection fitl:':IOr$ ore more 
compn::hc:1sive, requiring more :-igorol1s review. O\'er~!IL exami:k'[ :;c1cction involves UbOllt sewI: 
to ten times the effort of earlier years. 

• Examiner preparation is cmcial to the success of noi only the Baldrige Award but aiso i() ihe 
related awards around the U,S, Overall preparation is now mort: comprehensive, courses have 
becn added for scuinr examiners, m:d many 11m!';; cxamincr.s ,;rc trained. Ovcrall, examiner 
training reguires about hllo tD tlm.'c times the e!'!~Jft of eddy yt:<.lrs. 

• Ovtmll, examiner selection and preparation combined now consume about tWO to three more statr 
years of effort thun in 1988-89. 

(5) Netw(J!"I, Services 

• 	 Network services to OIher orgnnizi.I:iollS, including tile States, Award winners, key umbrella 
organizations, and Manufacturing Extension Part!lcrship Ccntcrs, nre vit.:!:l to lht! SllCCeSS of the 
national cHort. Through these services, other orgnniz;:Hlons are enabled 10 beHer serve their 
communities, Iti the nrst years oftnc Award. tht: number and types of getworks were Hiuch fewer 
than Jt present For example, state, ltical, and Ih!crn! (iw;m1 nctivilies are now ahout ten it) fifteen 
times lhe level ihat existed in I YS8~89, The networK Hdivities me now about live times: cadi!.!r 
It:ve!s, adding about five stuff years, 

• 	 Another purpose the Committee set for these hearings is the proposed expansion or Bnldrige 
Award dig,ibiiity I.:atcgories to indude cducmior; :!nd health eme orgnnizu!ions:. Below, I have 
summarized tbe rational:: ror such inclusion_ 

Background 

>From the language of the htw and from the discussions hdd to eSlablish the law's intent, it wus: clear 
that most people believe that the. concl:pts oCperformalKc improvement aflply equally wdl to hculth 
care, education. and govern:llclH as to bllf:-incss, even Ill\Hlf,h these SI.;!{;:ors were not initially to bc mndc 
eligible. Also, curly discussion:; with pcrlorm~mce cXp\:l't~ ~l1tb.::att!d that the best performillg 
organi7.1ltions in these sectors were significantly behind lhe best performing businesses. Many experts 

. expressed thc belief that improving U.S. competitivencss depends signlfic<mtly upon these nOll-business 
sectors. \\'hieh together account for a major fraction ofth\! U,S, economy. The concerns wcre and are not 
only with operating costs in these sectors but I.Ilso wiih their CU$tomel' I{)CllS and per!~nm,mce, 

Despite the laCK of eligibility of health can:, educu:ion, :1;1(/ ~o\'crn:n,;m ~)rguni~tiulls, we dctidcd to 
appoint some pcople from these commu!:itlcs to the Bo:.tnl uf Ex:.tmincrs and the Board of Ovcrs(.:crs, 
beginning with the first year of the AwurLls. This was dune to IH_'lp creme mct.:hanisms 10 shan: 
information as \ ....cll as to ensure that the Baldrige Award bt: brondly rl.;'prescntntlve of tht: U.S. economy. 
'nlis involvell1~!nt proved to be il usefu! step, Cross~scdor sharing of inionnatioll begi.lI1 to take plac~. 
new partncrships were developed, and inlCl'lJst in quality gn.:w in thcs~ sectors. Baldrige Award winners, 
<.ipplicants. and participants were pmticu:urly <ldive and dTcctive in shuring. Millions ot' dollms in 
private resources have been spent on these new efTorts. 1 sho~!ld add as part of this background that ovcr 
the years, this Commitlee hus addressed the issue of extending eligibility and received testimony 
strongly cncoUl'aging this action, 

Beginning seve-ral years ago, there bas becn il1>;r;;[lsingiy actlVl..' encuuragement to cXl::nd digibilily. The 
Award's Board ofOvcrscers dis0ussed this isslle with SCt.:rdark's MO:lbu-:hcL Fnmklin. and BrowI'! und 
received positive responses in all cases, Discu:lsions with tilt: Foundation 1'01' the Malcolm Baldrige 
National Qunlily Award were less positive, however. The issue was: not ut <Iii with the appropriateness of 
extending eligibility, but with how such un effort would bl.! iinanced. The Fuundation leaders believe 
that using re;;Ollfces raised 1'01' the business Awards might ~l1iderminl'lh!;!$c Awurds. They bclkvt: thtH 
h:nders in these other sectors should help mise funds for the Hew C1!tcgorics. 
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in order to move forward toward a decision, we decided to propose the creation of pilot programs in 
health cure and education for 1995. Although the progrums an: not yet completed, the early results are 
very encouraging. We see many positive developments in these sectors similar to those that were 
occurring in business a few years ago. 

Over the years, and more persistently in the lust thrce years, the l'ollO\ving ratio)mlc has emerged for 
extending eligibility to health care and education organizmions: 

• 	 Many business kaders and others believe that improving health care and education is cssential to 
improving national competitiveness. They cite the results oricllIation orthe Baldrige Award-­
focussed on better pl!rformance and lower cost -- as key to the value of inclusion. 

• 	 Many statl! quality award programs have already extended eligibility to health care and education 
organizations with clear success. 

• 	 The Buldrige Award Pilot Programs in health can: and education have shown feasibility to initiate 
the categories. 

• 	 Eligibility oCall sectors, with parallel criteria, will roster cooperation across s(.!ctors. 

• 	 Extending eligibility has been favored by the last three St..'crt.:wrks oj" CO!lUllercc. the last t\,vo 
St.!cretaries of Education. and the last two Secretaries of Ht.:alth and I·!uman St.!rvicc·s. 

• There is no meaningful basis to excluc\t.: health care nnd eduention organizations. Exclusion might 
be seen as arbitrary. 

Extending Eligibility: What It Will Take 

Any extension of eligibility must happen in an analogous fashion to the business Award categories; that 
is, through a public-private partnership. Category expansion to l:ducation and lwalth care will benefit 
from economies of scale, since these are "add-on" eligibility categories. However, education and health 
care also present unique challenges, sincc thesc are largdy not-for-protil. public bene1it sectors. 
Organizational status of most applicants will make it difficult to charge more than nominal application 
fees. Also. we cannot expect the same level of pro-bono sharing by winners us cxists in the busincss 
categories. 

Program support will be needed for process monitoring and otl1l...'f Award Office functions in· parallel and 
in cooperation with business Award activities. In addition. funds will be llt.!eded to offset application fees 
and to assist winners, through grants and Award Officc support functions. with their sharing of 
successful strategies. To accomplish all these purposes. a Buldrige Foundation capital buse of$10M for 
each category is anticipated, volunteer efforts (as \vc have already sccn in the Pilots) will be necessary. 

Turning now to another purpose oC thesc hearings -- to revil:w the impacts and achieVl:lllcnts of the 
Baldrige Award Program. 

Imp~lcts llnd Achievements 

• 	The Program operates as a public-private partnership. It is managed by NIST. supported by a 
private foundation. fees, volunteers, and the American Socidy I"or Quality Control (ASQC). The 
Program is evaluated by a Board 01" Overseers. Currently, lhe Baldrige Program involves more 
than 400 volunteers. Since its inception. it has involved about 1.000 volunteers. 

• 	The Program develops rigorous criteria and training materials used by organizations in all sectors. 
The criteria drive bt.:st practice and serve as a vehicle to srread best pmclices information to all 
regions and all sectors of the U.S. economy. 

• 	 Award winners and Award participants share information on best practices and performance 
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results \\lith other U.S. organizations. 

• 	The Program helps to cr<:ate and support networks throughoutth<: U.S.: the Program disscminatl!s 
information and maintains people <:xchanges and collaborations with th<: networks. 

• 	 Award winners (24 winners to Jate) demonstrate major gains in productivity, cost reduction, 
product and service quality, market performance. and competitiveness. For example, 
improvements 01'20 to 70% in productivity over 5 years are common. 

• 	 Award winners and Baldrige-trained volunteers conduct thousands of inform uti on sharing s<:ssions 
each year at no cost 10 the Federal Government. 

• 	 Well over one million copies of til<: Av..'ard cril<:riu have be<.:n distributed. A rec<.:nt ASQC survey 
concludes that "the criteria are overwhelmingly lls<:d as a source of information on how to achieve 
business excellence". To date. well over 10U,UUU peopk in all sectors have been trained lIsing 
Baldrige criteria and case studies. 

• 	 Morc than 60 major networks participate in and build upon tht: Award Program's services. Most of 
these networks didn't exist in 1987. Tht:sc llt:tworks include ubout 70% orthe stat<:s. the United 
Way of America's Award Program. the Presidents' Award for Quality and Productivity, and the 
NASA Award (Low Trophy). The Baldrige Program and tll<:se ndworks comprise more than 
$lOOM annually of public and private funding and volunteer services. Volunteer services arc the 
largest part of the overall national award network. Ther<: arc currently between 4000 and 5000 
volunteers participating in the network of awards. 

State efforts currently exist in Alabama, Arizona. Arkansas, California, Connecticut, Delaware. 
Florida, Hawaii, Illinois. Louisiana. Maine. Maryland. Ma~~achusdts, Michigan. Minlll.:sota. 
Mississippi, Missouri, Nebraska, New Hampshire. Ne,v Jersey, Nevada, New Mexico, New York, 
North Carolina, Oklahoma, Oregon, Pennsylvania. Rhud..: Island, South Carolina. Tenll(:ssee. 
Texas. Utah, Virginia, Washington, the Unitcd Way or America and elsewhcre. Scvt:ral othcr 
states have planning activiti<.:s und<:rway. 

The Baldrige Award has led to a great increase in cooperation and cross-sector sharing, and mOl'e 
rapid spread of best business practiccs. As a result of this spread, there is growing interest in these 
practices in health care, cducation, and government. The Baldrige Award willn<:rs' dcmonstration 
of simultaneous and dramatic improvements in quality. productivity. cost, and speed is the major 
impelllS for this interest. 

The Award Program conducts an annual ICc-supported Award winners' eonkrcllcc, with more 
than 1000 attendees, in cooperation with ASQC, the Association for Quality and Participation. and 
the Council on Competitiveness. 

The Award Program conducts four fee-supporteJ rl!gi()llal conkrenc(:s each year \vith the 
Conference Board, featuring Award winners from all years. Regional Conferences help 
information dissemination to medium- and sl11alk!r-siz(:d organizations. 

Federal Government organizations arc bcneliciari<:s or the Baldrige Award criteria and lessons 
leanwd. The President's Award for Quality and Productivity. open to all Federal agencies and 
departmcnts. is based on thc Baldrige Award. In addition, Baldrige Award materials are in wide 
lise in Federal organizations, sllch ,IS the Department of Delcnse. Veterans Administration. NASA. 
Postal S<:rvicc. Department or Energy, and thc National Security Agency. 

HIE BALDRIGE AWARIJ ANIJ NATIONAL COMI'ICTITIVENICSS 

One of the purposes of these hearings is to determine the eJTccliveness or tile Baldrige Award in 
~nllancing national competitiveness. The summary given below addresses several aspects of this 
ISSUC. 
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The Baldrige Award Program was established in 191::7 to enhance national competitiveness, Eight 
years ofoperating experience and Iiabge to nlum:rous networks. thousands of volul1tcci's. 
hundreds ofapplicants, and about 40 other 111Llions' quality t:fforcs provides a unique window on 
nalional competitiveness. 

The Buldrige ;h...ard ev.:thmiion process has given the U.S. ~~ and til:.' rest oLhe \vorld~":in ability 
to assess and compare organizational performanc~. Th~n.,: is now much better understanding of the 
meaning of "best" performancc. how best perfonnam:1.' l.:omparcs vvilh lypical p~rJ0rm'Il1t:~. and 
bow to improve performance, 

How U.S. companies hHve perrormed in the BaJdrlg~ Award evaluation 

About 5% of the applicants have performed extremely well. and <lI1other 30% or so me making 
rapid progress. Many orthe rest of the applicants un; progto.:s5ing wdl. but not at a puce that would 
give them leadership positions soon. 

Arens of performance where the leaders excel 

The lenders excel in many arcas, sllch product:vity. quu!ity. speed. innovation. \.\'orklbrct· 
rlcyeiopment, environment safety, and pubJit' l'i;spull::HJility, 

Number of companies in the U.S. thai could {X'Jonn at tbl' highl..!$! lcvds of the Baldrige Award 
evaluation 

We believe that there arc perhaps a few hundred companies thm could tOday Challenge tht: very 
high st,mdmlis of the Bnldrige Award. The:!.." is a large :mu \vitli:ging gnp between these companies 
Hnd most of the remaining several million business entities in thc U.S, In other words. the best 
companies arc nOl only already much bct:er, their rate ofimpruvcment:s also grealCl\ 

How Olh!.!r types of orgar:izntions -- h..:alt:l carc. <..!dut:;nloD, govt.!rnmcnt, etc" compare will! ihe 
U,S: top businesses 

It's 100 early to make any broudjudgrnents, but the Ihldrigt: Award and th!.! award nctwork have 
involved numerous 1eadcrs from these orgiUl;zatiolls, Overall, the periormance of orga:l1?1ltions i:1 
education, health care, government. etc., lags stgninc~mlly behind that oftlie Nation's top 
businesses. Although awareness of pcrlommllc(! improvement practices is growing In these 
sectors, information transfer is still slow, and too fc\v role models exist in thesc sectors to support 
JllQrc extensive and beHcr targctl.!d sharing of best practices. To a considerable extent, Baldrige 
Award \\'inncrs arc serving as role models for these sectors. but lhis approach is 100 limiting. and 
places l':1any in<lppropriale dem~mds (and CO$l:-» onlhe !\wurd winners. 

Imlilicalions of the Baldrige AWllrd experiences un the O\'cnlll national economy 

Bearing in mind that the top companies llutperform th ..... ollll:!'S iJ: ar.:as sUl:h as produ;:llvi;y. 
qunlity, speed, workforce development. ellvironment. safely. and publle: rcspon5ibility~ the 
ir!lplic(ltions to thl,! U S, economy of closing thl' pl.'rt~)I'!)m:lce g,ljJ an.' In.:mC:ldoHS. For extlmph.:, 
the top comprmies' productivity grmvth and investments in workforce developnk'lu nrc typically 
about Ihrl,!c to len times or more the nationi;l av....'ragcs. ClearlY. the natio1131 improvement pott.!l1tiG\ 
is very large. particularly if health care. educalion. govcrnment and other organizations an;: 
factored into the potential. 

lwnicuUy, th(,: lOp companies seem more <lWHre ofth..: nt.:ed to improve than do the mcdio~rc 
perfomH:rs. In UlQ;,;t cases. this aWaft'ncss was brought about by iierce competition. 

Implications of the gap betwcen best pcrfonnant:c and typical perton1ulnct: to the overall economy 
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There an.! many implications of the gap. One urthe clcun,:sl implications is "supplier pressun:" as 
the top performers in highly competitive markets demand beller quality and lower price's from 
their hundreds of thousands of suppliers. This could lead to many business failures. Not'all such 
failures harm the overall economy. of course. if otlwr U.S, companies pick up the slack. However, 
if our most competitive companies are forced to seek overseas suppliers or to move more of their 
operations overseas. there will be a net U.S. job luss, whidl llsually translah:s into regional 
differences. This is why it is important for all regions in the U.S. to understand dearly that 
national competitiveness means regional competitiveness. The increasingly tough requirements 
that need to be met must be understood in all regions orthe U.S. 

Why self-interest and national diffusion of information don't etTectively close the gap between 
best performance and typical performance 

To some extent. natural diffusion of information and sl'l t"-intcrest do dose the gap between best 
performance and typical pl.!rformance, but wry slowly. rvlany business leaders spend little time 
learning about best practices. and cannot alTOI'd to take tIll: tillll.! to participate in national-level 
learning. Also. many smaller companies do not have the resources to invest in workforce 
development, or to support remedial educatiun. In other words. the overall eli iTusion of best 
practices information is very slow because it depends significantly upon the performance of our 
education system. This is why many of the U.S.' top companies are becoming involved in 
education improvement. Although such involvement by U.S, companies is vcry important. the 
resources they have available to commit to education arc small compared with the hundreds of 
billions of dollars already invested in our education system itself'. 

U.S. competitiveness has improved, but many bltsinl.:ss leaders ,m.: concerned about the future 

The U.S.' compditive position is generally better than it wus a decade ago. Also, Americans 
believe by a wide margin that U.S. quality performance is much better than a few years ago. 
However, the U.S.' top companies are concerned that the U.S. edge might be short lived. They are 
aware that capital and technology are l!usily transrerabk umong nations and that lower wage rutes 
and high workforce skill levels in many other nations will soon result in new competitive 
challenges. There is also concern because many other nations do a better job in education and in 
the school-to-work transition. Other persistent areas of cuncern include health care costs. 
government costs, nnd government regulation. 

The performance gap between the best companies and typical companies that exists in the U.S. 
also cxists in otber nations. To D great extent. then. proj<.:cting U.S, clllnpetitiveness rcbtivc to 
other nations requires projecting relative ratcs of spread of bl'St pwctices. This is difficult to do in 
any exacting way. 

It shollld be noted. however. that 1110st of the U.S.' toughest competitors arc much smaller 
(geographically) with higher relative levels or exports thwl the U.S. For this reuson. natura! 
diffusion of best practices information is likely [Q occur much more rapidly in these smatler 
nations. 

As indicated above, the ability to assess organizatiunal performance is spreading rapidly 
throughout the world, owing signilicantly to the creatiull ul'national quality awards und their 
emphasis on performance measurement and improvement. To date, the U.S. leuds the world in rate 
ofspn:ad ufbest practices due in large part to the creation ofnUl11erOllS networks, such as State, 
local, and other types. Also, the U.S. is ahead in rate of spread from the business sector to other 
sectors. These benefits derive heavily from the Baldrigl.! Award criteria that creatl.! a consistent 
framework for sharing best practices and from Baldrige Program educational materials that teHch 
organizations how to usc the criteria. Also. Baldrige Award winners and Baldrige-trained 
volunteers ha\'e expended considcrabk private resources to share their knowledge with 
organizations in all sectors of the economy. 

I pointed out at the outset that I would highlight kcy observations and conclusions that bear upon 
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the value of the Award and how it operates. 

Observutions ;,nd Conclusions 

PrilDliry Resources 

The primary resources in the HHt10I1HI elTort lo improve compe:i:ivcl:l:ss 'If(; volunteer tillle tlnd 
organiza:ionnl partnerships, n(lt financial con!ributi(ln:->. 'I'llcsc pri:nary I'C50urc{.!s anl\)lInt !o about 
l\VO-lhil(fS orlhe nallOnal cn{}rL Financial eOIl:ributior:s alid e.lr:licg:,; tb.:n:l'rum amount to k:ss 
than 1 O(:{, of the iowL 

Volunteer efforts and parmerships are effective b-:xause th.: p~lrticipant$ gnin cxpericm:cs that 
benefit themselves and their organizations. As emphasized again and again over ihe years, the 
volunteer contributions arc a major benefit of the Award Program. In my view, the law either 
missed this point or greatly underestimated its importance. 

I want to make two extremely importanl points in regard 10 the v(}funh:er enbrts: 

(I) To serve effectively, volunteers lleed 10 be supported by pC(lplc who organize ami fOCilS their 
efforts and maintain eominuity. 

(2) Most or the volunlcel's cOlltdbu:..; great an~<.)unts 'JC r;:rs~)lJal time a5 well as company time. 
Because o1'this extraordinary CO!1'!:1lilmen" the volmllct:(:; and their C!Hl1pnnics d:.!sc{\'c and want 
credit and recognition.. 

In the lhldrigc Award Program, NIST plays the key vu!unicer support roJt\ Specifically, NIST 
organiz(~s and manages the volunteer efforts, provides \'olunteers with information anti materials 
to do their work, and gives them recognition through special ceremonies with the Secretary of 
Commerce and the President. NIST also helps \'ol~m!eers in thdr Stat~ nnd community efforts, 
most of which operate on very limited re:;ourcl.·s. 

Fce p~lying Award lippiicams d-.:rivc b"::lcEts, b!J~ the main bcnctki~lril.:s of the AW<lrd Prugwm arc 
not applicants. but are ol'g;.mlztltiolis orall kinds whicb du not pay lees. !n addit:oll. the nwill 
Ixm:lidarics greatly outmul1b...:r the applkunts (perhups I OUU or mon: to !). 

The Ba!drige Award Progrnm derives some revenues from applicant participation fees. but such 
fees do not cover the costs of the ovcmll Progrum. One could argue that the applicants should pay 
for the overall Progrnm, if they are presumed to be the sole ben.eficiaries: 'l1us is not the case -­
they are not the sole beneficiaries, Nor was this intended by the Jaw. An onalysis of this fce and 
benerici~'H"Y situation follows. 

Applicants pay three separnte fees: lor (!:igibili:y dct.:rmlnation ($50), application ($4000 Ihr 
manufacturing and st:t'vice or $1200 l'or small bllsin..:ss). and silt: visit (tanomu (kpcndelll ~l!1 
complexity orvisit). In 1995. HlI applicant C01!,pa:i)' n.:m:hing !Il'.! site visit stag;: paid ovcr:ll1l"...:es 
ofmure than $13.000. It lS impom:nllO not\.' (Il;\! companies apply lor the Awan: in an:it.:ir:nion of 
winning and sharing information with other U,S, organl'l.at:OllS. This sharing im:urs tnany direct 
and indirect costs ~* ..vell in excess of the three Ices described above. These costs nre b()rnc enlirely 
by the winning companies, 

Implicit in the vicw that applicants should pay for all or most of the entire Program is that 
applicants are the main purpose of the Program, thm mDst of the Award Program's aetivitit:s 
support the applicunts, and that applicants alone capture all or most of the Program's bcn:~nts. Tbt: 
Jaw itself makes dear thm tht.: Progr<'lm's main purpose is cduel.ltiolli.l! - sharillg infol'll1<:uion about 
successful quality str:l!cg[es, This means that th(' bw requires that Aw;;mi applicants Ulid 'Awurd 
winners nOi be sole b0licliciarles. In otht:r words, the Award l'oll!d not be g~ven to a co:np::my 
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unless il is willing to share..' infonnu:ion with other L.S. organizations. 1ndced. the public 11;J.(urc of 
the winners' sharing means that even busin~ss competitors of A\yard winners have ilCCC$S to 
Information about 11l1; winners' sncccssillJ stl':tlCgi..;s. I:l ;:ddilio:l, nun-winning applicants 
contribute significantly to national sharing, but do not even receivc recognition via an A\\'urd. , 

TIl!.': Baldrige Award Program works to ensure ;hnt intonnation about the winners' successful 
strategies rcnchcs the largest possible audience ~~ many lcns of thousands of organizations of aU 
types each year. These organizations tll'C the m"lin bcndiciaric$, and helping them improve their 
perfom1ance is the main purpnse of the Award Program, This information sharing involves etforts 
by thousands ol'vo!ullteers in thc natio:ml "Baldrige nctvvork", and coordination and edu;:;alional 
nmterials provided by the Baldrige Award Program stair at NIST. 

Expecting the ~Ipplicnnts iO pay for thl.: whule Progmm misses both the purpose urthc Program 
and its operational strategy: nOINlpplic,lnt beneficiaries oUlHwnbrr ~lppEcallts more than 1000 to 
1. Moreover, this ratio continues to increllsc. 

DOllations 

Donations hnve been :.'In important part of the Baklr:gc Award Progrnm, bUI donations do not tend 
to operate as u "free market" - <lllocating dOlKltions and benel1tg in a rcasol1:1ble way. The current 
donation system, taking into account lhe {;lCl thoU the donors arc also the companies that arc 
prim:ipal contributurs of vO!untCl.:fS, is higbly distort..:d. Further distortion would mean thaI 
America!s comp.mies would be :.'Isked to assume lhe rok~ ofgovcrnmel1t, including paying for 
gowrnment cmployccs. Moreover, a prim:i;xII r\)11.C ror (!nc.,c cmp!oyces as civil servants i::> 10 makl.: 
certain that the main beneiits address key needs, serving llw1nly those who have not made 
dOlmtions. 

The FoundntlOli for lhe Malcolm Baldrige Nmio!l~d Quality Award has raised owr $1 OM and 
mnkes an tlUl1wd contribution or more than $600K. The FOLlnd<ltion is cnpitalized through 
dO!1ution:-; made by about 150 companies. M..)!'l' importantly, these and other companies and 
organizDtions donate the sel'vices of cxccU1iv~;> and i.:mp!uycct> to th~ Awmd Program. The 
cstimmed value of these services exceeds $6M pel' YL:ar. This does not include the donatt:d 
services of the 24 Award winJ1crs, whkh an: substnnti<d "~ rdkcled ~n thm:sands of shari:lg 
activities each year. 

A !'unding ",ysll:m based upon dOl1mion works bl,,'st (in prillcipk nnd ~n prac:ice) when the donors 
and beneficiaries overltlp substantially alid levels of donation un.: rcasomlbty proportional to 
ncm:ills. In lhe Ualdrigc Award, the bC!1eJidnr!l's greatly oU:J1u:nbl!l' th\,.' donors, und til ... donor 
pool is narrow (larger compul1les) compared with till,,' main bt:m:fic:im)' pooi (small businesses, 
government, health care, education, dC.). Based upon thl.' ~stimatt:d 10 milEon organizational 
units in tbe U.S. oftht type thut participute in and/or bendit from the Baldrige Award process, the 
average "fair shnre" contribution needed to displace the Federnl payment orS3M would timuunt 10 
about 30 (:cnts per year pCI' donor (nol amcl1<1bh: In ;'1II1,,'<1S), or cusH.:nicicnt collection proC\!ss). 

A proposal to fully fund th.: Baldrige Award Prog:'am vhl dOl1l1lioll::; would mean ilml a few dOJ~ors 
should pay all costs,:10 that a large number or ben;.: ticiuries -- who tire the main purpose of the 
Progn:un~. do not have to pay al all. NIST 1~lllding ror a pOl'tkm of the Program !!:i bast:d upon the 
principle Ihtlt guvenmtcnt fundiu!:!, aetlla:ly \';i.11~1CS closcs! to balancing costs and benefits. al 
minimum coUection cost and requiring no new c:oHl,,'ction lHl,,'cilanisms or regulutions, 

Creating" More Extensive Fce System 

Fees have been ali important part of til!: Baldrige t\ward Progwm when there has been .;l cleat' 
"transaction point" (bcneHts transfcrs) where \'<1luc versus fi;.;: is '::.'Isily dl:ti.'fr!liul:c. For l:xarnple. 
lees are cbarged ror applications ,md conferences. Ilowevl:l', most of [he key transaction points 
related 10 Ihe Baldrige- AWl.l:td do llct involve NIST. and it) change this situation would be- costly 
and intrust ve. 

Il or l5 



H. 
Statement of Dr. Cun W. Reimann hup:!!www.l1isl.gov/.cst:n~u:ly!! 995lcr,1:lY.!ltll 

A fee system works best On principle and in pr!.lcticl.!) Whl.!H tbe fh.:S!.lft:! commemmratc ....vlth 
benclits. A fair, efficient, and non-intrusive Ih· SYSh.'1H OPCl1ltcS:.IS !()!1ows: r. 

{I) ,hose thm pay, benefit (2) those that bene!1t. puy (3) benefits nnd p.(lyml.!n!s nrc rC3sonably 
proportionate ane demly linked (4) Ices do not prev-':l1t or distort the tlt;livcry ofprinclpal bcndils 
(5) the fcc SYSt0!l1 dots nut impose slgnilil'ant IR'W CO::;!$ ur cn:,tl.., ut:desi;-ablc collection 
mechanisms. 

[f the service involves the government, ,!lId the guvcrnnH.'llt itself is to receivc payment, the 
govcmment itself must be a party to the trnnsact:olt Othewise tilt! govt:mment would nced to 
I.!stablish some l'uks and I'cgubtio:1S regarding t:·answ:.:timlS \vhej~ it is not an involved party. or 
inject itself as a party in the !ransactions,:;o that II can n':l.!.:ivc paYl11~nt. The former represents an 
onerOUS hurden, imposmg new costs to the gowrmnent and to the private sector. The latter is 
intrusive, adds no value, discourages volunteer tlctivitics and is even more costly, 

A rough cstirnatD of the number of"trr!lt~actjul1$" per yeur involving activities vfthe Baldrige 
Award and related awards is in the mUlions ~~ perhaps m,my millions. IJccaL:sc 01'111.: Award 
Program's stmtcgy of decentralization and local kadcrship, only a Vc.:-fY snwl! fruction orlhc 
transactions now directly involve NIST. 

The abo VI! analysIs shows thnt a more extt;!l1SIVC ree systt:m buill arQund bellclichll transactions 
derived from the Baldrig(.O Award \vmlid have s\Jvcra!l.lndl,.'siJublc l.:hi.ll'at:leristics: 

It would be regulatory or intrusive. 

CollectiDn cost::; would actually exceed amounls to be eoilecte-d. (The amounts to be collected 
would llccd to be one do!lur I)J' les~ pCI' tnmsaclion. il\lVt:mll t:ollcetiuns ,Ire to pay the costs now 
borne by NIST). 

NIST's costs wou[d increase and its activities would bt: driven heavily by fee considerations rather 
tlmn primarily by bencllts. This would be l'spcci.tily tI'uliblesomc in inter<.lctions with Slate and 
local programs that operate brgo.:ly through volulltcl.'rs. struggk with resources, and l.:ouJd not 
afford to pay NIST fees for sharing of criTeria, ~xpcrit:n;';I.'$, and ;:duc:liiona\ matcriak 1ndecd. 
charging for the intellectual costs associated with prodllcing publh:: domnin documenls i.s 
questionable. 

ShHring by AWlU'tl \Vinners 

Sharing by A \vard winners is the m~ior v.due of the Award. Nevertheless. the law docs Hot 
indicate 0r provide mechanislns tor this sharing 10 occur. As a result, sharing occurs via Ilumerous 
avenues, many of which create serious strains on Award winners and on tbe Award Program 
Office. 

The Jaw provides for up to six winners per YOJf, Within th.: 1J 'S .. the!'\,: are perhaps 101111[11011 
organizational ~ntities of all types and sizes and in all secton;. In milny organizations. 
improvement dTurb: are fragmented. creating even more groups thut might se~.'k information fr0111 
the winning cumpanies. How is sharing to oct;ur'! 

Although the level of sharing is t"ii:tremdy high ~~ :m:ch bigher than HntidpIltt:d in 1987 -- nwny 
of!tanizalions. particularly smaller ones, nre !lot rC':lchcd. Nevertheless. pressures on the resources 
or Award winners have led some potential Award app!ii.:ants to conclude th<.lt the "cost or 
winning" is prohibitive, 

The Baldrige Award Progrtlm !.:ond'.lCb; confercm:cs rc:1!uring the Award Win;lCrg, but sllI.::h 
conferences meet only a fr~!ction orthe neelL A major part or N1ST's strategy ovcr tIll.: years bas 
been to foster partnel'ship:. .:md net\vorks througJwut tbe U.S., so thal1hc sharing CQuid o{'!cur more 
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quickly and dfidt'ntIy, This requires dcdiculI:d resources for NIST to t:tlrry oui such colbbormive 
"infrastructure" building. The Council on CUJ!lrx:iitivl.'ncss' proposai to Iwve the Baklrigt: Award 
Program become th..:: Baldrige ?\!ullom:l Quall:y (vllt",'l" ,'vpr;,::WH\$:1 prm:lit:aJ step in th:s'uircdion. 

The NIST Rolc: An Annh)gJ' 'with Sc;mdartls I)cyclopml'ut 

Operating tne Buldrige Award is a logical extension ofNIST'$ work in measurements, standard;;;, 
and services to industry, 

Although the Baldrige Award criteria are not a "standard" in lhe usual sense of the word. the 
cr~teria are widely tlsed as a standard, and fulfill many OrinC purposes for which standards arc 
developed. In addhion, the cl'il.Cria are tar more general than most standards, and hence iind use in 
a \"'lder range of applications nnd COmlmIl1J!lcs. Thdr usc in mallipJc cOJll!llLmilie;:; cnab:c$ 
numerouS bcnctits not ;}chic\'ed by "ret!!" sitlndanl$, For t';'\{lmp!c, :hc BHlc:-igc critcrirl !tlSlcr 
communications and cooperation across sccturs and within $t!ctors. 

The. concept of families of criteria emerging l'nun (hI,' E{h:cmlo:l ,md H-:<!Ith Cilre Pilot Programs 
as well as from the State a\\'aro progmms, tht: United Way of America Program and others, offers 
i.l powerful me~mg to better align institutions anci resources (trillions ofdoJlllrs) behind common 
purpost:s, while maintaining the ldcnlily and d:ar~:ct(:r oflhe difli.!rcnt institutiuns. The families uf 
criteria also enlarge the concept of best practices to include numerous relationship issues. such as 
customer ~ supplier and business ~ edut~ltio!l partncr5hip~, 

The B'lldrige Award and the State and local awards nave sp:twnt.:d Olllm:ruus partnerships. mus! 
!lombly State· Federal and Smte~Stltc. 

The larger purpo!ics orsland<1:Us in socil.!ty an,,' to rcdw':l! tran~(l(:li()n CO;;!S (lnd incn:<ls\,.: bctll'lit;;; to 
buyers, sellen;. and those atlcctcd by the transut'tiol1s. Thruughoul the world, govcrnmentrtl 
organizations and private sector bodies have been involved in standards development. Usually, 
standards COVer a narf(lw scop\.", and art: developed by h:chnk:ll cxpt:ns in speciik urea;:;. 
Consensus is important as standards C<ln be delillt:d il\ ways that distort markers or Ihvor one­
technology or product Over others. COIlSCIl:;US may also be hard to reach. owing to competing 
interest>;. Governments play HVital role in cOllvening the pm:ics and in "brokcring" the consenSllS 
processes. 

T:1C R:ldrige Award Program has plH)'cd this cOllvt'ning!brokcring role lor eigbt yo:urs through 
creation and eight revisions of a highly compl.::; "standard"" Much less I.:o:nplc:< standards mighl 
have um.lergone only one or two revisions in a l,'omparabJc tim(.,' rcdod, Thll~ h would be hurd to 
argue that gow!'mhcnt leadership has slowed or distort.:d lhe jJl\.1I.:I;::\S. The fact thal pfiv~llI.: st'dor 
communities, including scores of communities Il\)( prcviou;:;ly nssodatcd with NIST. :u:;.:cpted 
NIST's rok. reflects the long tradition <11 NiST 10 effecrively COfl,,'coe and broker divers..: p~\l1k$. 
In addition, much of NlST's technical progmnhl ::mu services are broud!y supporti\'\!' of quality 
improvemt·nt. The issues associated w~th standards Hnd th;:ir Ie-clinical support me becoming fill' 
more complex and cmcial as ",.'Orld tmde grows nnd compclilion intensities. FragmenWlion ofU-S. 
standards cffons could work to Lts disadvnl1tJg.c" 

The connection between the Baldrige ,1\ ward criteria and st;:mdards has become an im!l0rt:.mt one, 
as about 40 other It,nions have llsed the Baidl'igt: crhcria as a template for their competitiveness 
impro,,'clllcnt errorls. The strong pCffonnancc of U.S. ;.:ompanics in these o!her~!ul\k'11 aw,trd 
program$ illust;atcs lhe valuc or world Icadcrslllp ihr the U,S, in Ihis m":~L Jnp:.:i;l, b:r.:tolhr.: the 
acknowledged Icmler in qtJality, ii:! c.urrently c.unducting it Baldrige experiment. A maj,w part 0:" 
their rationale I'dH:es {u the Sllccess Ofihc Bktldfig;: AWtlfd in involving all scr.;(ors urIbe t.'coHorny, 
and the Award's promoting sh::rillg ofbesi pr;)ctic":$, 

i 
Turning now to the 1m'.' which created the Baldrige Award, [ bave a it:w comments regarding OUf 

experiences t;ying 10 work ioward lnc ,law's vcry signilkant aims:.. 
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first, a general comment. The basic thrust of th~ luw is sound. The l,mgu<'lge spells out clear 
purposes and directions, but docs not overly prescribe methods or criteriu. This offers considerable 
lntitud.: in intcrprdntiol1 and in implementation. ' 

We: huv~ experienced some major dUliculries witt) the law. bowL'vcr. One such difticlilti is the 
limit of 2 on lhe nllmber of <lwards that mliy bl.' made in ci(ch digibility catcgo:-y. There arc two 
problems with the limit, both important 10 the success or the 11!.1hOnIJI eftort 10 improve 
pcrfonmmcc: 

{l) The limit inhibit.:; sharing orbcs{ pmdices informHtion among soml.' ofthc U.S: most 
competitive companies. We would like to sec comp:mics which vic for the Award help one 
another because we believe it is in the national interesi to have muoy world leading companies in 
the U S. 

(2) The limit discourages some excellent comp:mi>.:s from partidptlting, 

"Ole issue ofthll') limit lEts !x<:n raised ortcn Jurinli th..:- P.::lst fivc yeJI"S. We have ~lways 
emphasized that removal oftl:e limit would nul lower t:u: staecnrcis oftllc Award. In n]{:t, th(,! 
standards hnve become tougbt:r over the years and we believe thl.'Y must become even lougher, 
The Bald:dge Award Judges .again echoed this conCl:I'!l. durins thelr meeting Jast week. and asked 
that 1 omphasize at this hearing their support j()r removing the limit or two Awards per eligibility 
t:atcgory, 

Another area of difficulty with the law. relates to Ihe Issue of the winners' sharing. The law on one 
Imlld limits the number of winners to a few per year'. Oil thl: othl.:r ham\. the law requires that 
winners share with other U.S. organizations. Tv make nil impact, such sharing must involve 
hundreds of thousands or even m~!iions or ot:lCr tmzanizations. This is beyond lhe resources of 
even America's largest companies. While the Awm~'d Pmgnul1. working with otht:fS, including the 
Awnrd winners. has made much progress in cn::.Hing palhwuys for shuring. ,Nt! have yet u long way 
to go. The dcmnnds on the Aw,ml winners. pm:ictllarly so;all.:r ones, an; too great. Must h~\Ve 
continued to slmre wdl beyond til.: one year of sharing we ask of them Were it not tor this 
continued sharing. ihe naciomtl elTort would not have mJnmccd ncarly as well as it has. The Award 
Progrnm should build networks and create malcrials to accelerate thl.' pace of shuring. Such 
appmucl)('s should be carried out in collaboration WillI DIners. \vhich has been the mode Df 
operation ot'the Program from its inception, 

Tht! paragraph of the taw dealing w:th funding dssum;;~ that don:l!iolls ;l:1d fces -- casl1 now ~~ arc 
the "tire blood" of the Award and what it is expected to accomplish, Our t!xperience shows that 
Ihi;;; assumption !$ scrio!');.:ly misdirected. Tilt: liCe blood Grlhe Award is the t:l1crgy it hus 
unleashed in thousunds of volunteers, in the Awtlr<! winning companies. and others. Their dfans 
Dver the yenrs twns)nte into mnny hundreds or m;!iions of dollars of benefits to the U.S. More 
imporlantly, lheirefl'orts translate into a renewed bdicftilut U.S. organizatluns can b~ world 
leaders. We are learning <'lbollt what this It:adership is. how i1 wurks, whm it produces, and how we 
Can measure it. We arc learning about how to align institutions, indudil1¥ till.: J'cch:ral govl.:rnmclit. 
10 address what is now a m<Dor challenge - to remain cotnpctiltVC in (he face of,intensifying 
competition. Other natiOll::i haw noted what we have Jone and me :noving tu emula:e tis. We need 
to be concerned thai they might do u much bellc:-job thull wc have. The f.:deral contriblll:O!l-­
only i.l. few percent of the total national dTm! and well below the government's proportion 9.f GNP 
.~ is critical to thl.' success of this national dfort. . 

I 

Tbere is a grctlt deal of di:;cu$sion thl.:::K' days abuul the bcnclits Hnd costs of government ~: 
programs. Such selt1.examinntions have been pal1 or the business scene for some time. Driven hy 
competition. our best business Jedders ure karnllll! to ass:.-ss th:.- "value added" and modes uf 
operallOn of; n11 busin;:ss activities. The results in ~nany cas.:s lmv~ b~cn drnmallt: imtJwvedc:lts. 
But these gains we Sl,.~ in the Baldrige Av.':.trd winners an: still very rart in business, and rarer still 
in om other instiwtions, The Baldrige Aw;\rd is nbout ullcerswnding nnd !ll(:ilit'lting the s!\~lring 0:' 
the practices that enable the major gains the Award winm.:rs have demonslrated. , 
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That we have made progress with vcry small !~'Jl!rnl cxpl:llditmes spcaks {() the vasl resources and 
energy conlributed by our partners in the national effort ~~ tbt' Award winners, the Award 
applicants, the Examiners, Overseers, State programs:. ;\SQC ~~ to name a few. \Vc- wish to thank 
them nll fol' dldl' part in tl:is expcr:Jllcnt in OUI' l).nio!laillfc ~- to lwild a pannership to improve 
our institutions. 

In closing. I wish also to thlmk the Committcc for giving JllL' this opportunity 10 describe the 
Baldrige Aware Program and some of its rlceompUshml'BHt As ,I small part of a small agency in a 
relatively small government dcparlmC!lt. this kvd olaacntion is most gratirying. 
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Thank you Mr. Chairman and members oftl1o Committee lor inviting me here today to tesufy on the 
critical issue or compllter security, I am Ray Kummer. Dircctur of the National Institute of Standards and 
Technology (NISI), a component of the Technology Administration at the Department of Commerce. 
NIST's mission is to promote U.S. eWHOm!C growth by working Wilh industry 10 develop alll: ap?iy 
technology, nu:asu~emenls u!ld sWlldards. h: the COll1plll~r :md ;:ommUail.:iltiuns ;:tn,,<;, OL<f Info;'n::ltiol1 
Technology (IT) Labormory provides tel.:hnicullcadt:rship lor the nation's mC~lsurcmcn1 and standards 
infrastructure for IT. One component of our IT LaboralOry focuses excluslvely on security issues. As 
re-quested in your invitation. it is the IT security work of NIST's Cumputer Security Division that I 
would like to focus primarily upon loday. 

, 
Let me commend the Commllh:e for focusing on the issue of computer security. As you recogllized in 
calling today's hearing, security is a critlcul component necessary to meet the needs of both industry and 
government in achieving economic and socia! benefits from applications of IT, including in tbe 
important are~1 of Eleetronic Commerce. Your hearing is also particularly timely given the recent report 
issued by the President's Commission on Critical Infrastructure Protection highlighting security issues. I 
will not dwell on threats to computer systems. other than to lwte tlwt they an.: wide-ranging und shmv no 
sign of diminishing. They induce stich threat:> and risks as; sab-otage, Iuss IJt' inll"astrudure support, 
malicious hnddng. industrhl! Hnd ;)tutc~s?on::;or{;d C:>piOI:;'lg-i.', IUllll,\!) error. lhlUd, and viruses as well us 
other types of malicious code. ' 

NISTs activities in the area ofcompmer security address requirements of both the IT industry and 
federal agencies. Our industry customers include the vendo1'8 of gcncrallT products as well as 
}iCCUrlty-spcdfic products, NiST's rcsponslbilitil:s arc spt!citicd in the Computer Security Act or !987 
(and were rdnl~)!'ced um.!cr the Clinger-Cohl!!l Act, m,xi.: iormnlly knuwn ;U:l the IT M;magcmcnt Reform 
Ad of 19(6). I n addition, OMlfs Circular A~ 130 (Appendix Ill) I:xpallds on th~:;c and givcs N JST U 
11UlUbcf of spcL:ific n:$ponsibilities in support ur ttg~ncy cu:nputcr security eft'Ul'!s. Last, Ih...: Computer 
Syslems Security and Privacy Advisory Board (CSSPAB), provid(!s us with valuable input on emt..!rging 
security issues and other matters. 

Another recent development is the Fedeml Cl{)vernm\.~nt's ;;Olleern over the ,s~curity and robustno.:ss ufihe 
nation's critit.:al :ilfmstruC!~lrCS, as these an:: increasingly d(:p,-'mknt on information technology and 
computer networks such us the Internet NIST complltl.':r security programs and expertise will hdp 
address problems involving these intrastrllctur~s. 

NIST has developed a strategy thm recognizes the essenti~lIy common security !leeds of the m:yority of 
government agencies and the private sector, In pnrticulnr, WI.: \)!.:licve rnnt lhc best way to provide 
~ccurity for F(.:(k:rnl Government systems is to make maximum l1$e ofcomna.:n:ial products, sl,.'rviccs, 
standards and technology. N!ST works with the prival\! s;:clor to roster I~C uvai!ability of l1igl1 qaaiity 
security products that may b('; uSl.'d by both priValC s(,;(tor nnd gm'crnmeot orgllniz<!tion:; with confidence 
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~ thus achkwing higher levels orsecuril), and i:1tl.'ropl.'l'ubllHy for bOlh. The N!ST IT ~ecurity progrCl;11 
foclIs(;!s on those technologies nnd needt:d infrastruCHlrl.'s Ill:1l will w.:hit-ve these goals. Brielly. the key 
focus areas in the NIST fT security program arc thL' following: 

I. Security Criteria and Testing, 
2. Interne: and N~twMk Security, 
3. Cryptographic Technolog)' and Appliciltions, 
4. Pcblic Key Infrnstruct1.lr~, ;:md 
5. Security Mnnugemenl 

These areus address some oflhe most critical issues lhdng orgunizutions today as they expand their uses 
of computers and networks. By focusing on these key arClIS, NIST is able to levcnlge its unique expertise 
in standards lind measurements to help b01h govcmmcnt ;Il)d the private St'ClOL Let me briefly dis(;uss 
each, 

The goal uf our Hrst focu.s area, Security C ..itcrhl and TCMiug, is 10 pron1otl.' the dcvclop:nclll of 
objective cl'iteria for testing <lnd assessing the functionality and [Issumnce of security technology and 
products, This is ne...:ded ':"tecat.:sc, when it comcs to sl:ct:rity, 0I"g:'\I)iza~ion:i (including government) arc 
looking for' independent assurances thm the security fcatun:s of produI:1s indeed perform "as ad\fcrtised." 
Many of our activities in thiS arc,1 .Ire being ae;:;omplisbcd lmd{.!r our nx:ently-announccd "National 
Information Assurance Ptlrtncrsbip" (NIAP). NIAP is u NISTJNSA-spol1sored forum through which 
Industry aud govermn(!tll organizutions can collaborate 10 develop securilY m..:trics. tests, test methods. 
tools, n:Il:!l;l1Ct! implcmcntations, ilnd protection prailks. Thesl: call then bc llsed by indcpl:ndcnl. private 
sector testing laboratories to conduct product tests and certHkmions, It is important !O no Ie hen: that 
NlST docs 110t intend 10 j1l:rfllrll1 lests or product c..:rtjri(':~llinn on!y tu hdp provide tb~ lWCl.;s:-aryw 

elements to support uSlIblc und credible formul test Pl'occsscs.111 this W<'I)'. goverml1t.:ollanJ indust!"y, to 
tlu: extent it needs tcstt!d products) will be able to prm.:urc a:ld deploy secllrily technologies nnJ products 
thnt have bcC'n independently tested. 1\-IAP \-vill <lIs\.} s • .':"Vo: ~l:i th~ J:Ii::dmnisl!1 ;"0[ JH~ltual in~('nmti()nl.ll 
recognition (If evaluation tt.:"sts conduC"to;;-d under tho;;- "Common Criteria" progmm, ,In internationally 
agreed upon ml.!rms to :>pecily security I'unclionality al:£.: assur;.mcc so thm tests lor confom:ancc ..: ...n he 
conducted. 

Bt.'cause NIAP promotes !:he development of st.·curity product wSling through independent. private sector 
laboratories" we hope lhat this will lead to the greater commercial availability of secure products for use 
in protecting govcrnm-:nt (and, ag:lln, to the cXl~li! needed, industry) in!unnatioa syst\.'!JHs. NIAP also 1S 
laying out a ~our.se for tnmsition of exiting goveromclll-condw;ted security product testing aetivities to 
commcn;ial tt::>ting :ubof:.lwries, thus supporting Ihe dcvdllpmclit 0:' ,m t\meri<.:un IT ;cs!ing llldus:ry 
which is commcrdally viable and sustainable. 

Much of the work ofNJAP is SUPPolied by the "Common Criteria" (CC),~)Jl whh:h NIST Illl:-i lx:tn 
\\Iorking for some lime. The goal of this etTon is to prOVide u detailed technical specification which can 
be used to d¢s<:ribc, with tcchnic(!l precision. the security t'tmclio!1s or an applkutioll, sec~trlty prodl1ct, 
Or system (which subsequently Illay undergo sccurity testing). The CC also providc,':> a means to specify 
a corresponding "assurance Jewl" of n product, llu:aning. in ccrl.'ct. the degrce: of conftdenc(;: ont: may 
haH;' that a given product's security fealUres operate as spl'"cified. This wi\! nllow lor a range oetesting, 
from a fllirl)' quiek review, to nn in-deplh. technical product review, The degree of testing appropriate 
will, in pHr!. be determined by the threal and risk environment (including the scnsi:iyity or information) 
in which:t given product is intended to opera!c. 

The goal of om aCliVtlies in the area of hHcrnd ami Network Seeurity is to provide inh..'fopt'rublc 
security c~tpabilitles tic-ross networks nml uSt..'J" "dm!mins," What cXHctly docs Ihis mean? y!any oftbc­
networks in existent.'"e toduy,. notably the Internet, wcre- not (ksigat.'d with s;.<curity IhllctionuJi:y in mind. 
A challenge thm faces us touay is how to migrJlc to new technology that provides for a higher level of 
security, One key arc~~ thut NIST hns Iheliscd on to :u:cnmplhdl this is 10 work WIth the Intemet 
Engineering Tusk Force (IEFT) to develop the technical sccuritr protocols for usc in the new version of 
tbe supporting network secudty protocols (kr:,ow:l m; "lPScC"l. We have developed.a securilY reference 
implementation. which wili be widely distdbuted and can be uSI.:d to test illr intcropcr;ibility by builders 
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of IPSi;c products. I PScc provides thr security servlct:s for both the currcnt!y-dcployeulntcrnet Protocol 
(II') version 4 and the emerging LP rersion 6. 

Another important activity that NIST bas undertaken. particlilarly to address thc IlI.:CUS of our Ii.:cicfni 
customers, is the Federal Computer Incident Response Cupability (FctlCIRC). This is:;tll initiative 
originated by NIST and made operational in October 1996, which helps nddrcss the need in the Federal 
Government for network incident response capabilities. FcdCIRC prnvid\!s. undcl' NlST uuspjC(!~ and in 
collaboration with DOG's Compute-r im;idcnl and Advisory Cap<lblHly ;Jnd Camcgie~Mcllun U:livcrsi1y's 
Computer Emergency Response Center (CERT). a variclY of stlbserip{ion funded services such as site 
evaluation. incident handling services. uccc'ss iO im:id::::1t and vulnerability advisuries. and (raining 
opportunities. 

Thanks [0 startup funding frolll the Government In!ormation Technology Services (G1TS) iniliutlvC"s, we 
are able to provide 7~dllY·.fl:~weck, 24~hour~a·day scrv;cl.:. To dnte. We httvc handled more dum 75 
incidents from the civilian side of government since we became operationaL Additionally, we have 
fielded hundreds of mher requests for information nnd ;:tssistmK'c. '111fough its workshops nnd seminars, 
FedCIRC has trained over) 000 individuals on various aspects of computer Si,.'curity. In conjunction with 
uther fedeml agencies, we ;;Ire currently looking al ,vays to coniJllllc Illis imporlmH activity beyond th,!l 
provided lor by the initial one~time GITS slart~up limcing. 

, 

Our next focus area IS Cryptogl'<lphic Technology .Hul Applicatioll"';. The goal of our work iii 
cryptogmphy is to ensure the availability orhigh~ql:a!:ly cryplLlg:-'aphi;; H;chn()I~)gy standiirds. It:stS. <tlld 
applicalion pn.gram imerfaccs,iu that technology" l\bT's \vo:-k ia crYjllllgraphy foctises.ilUt only Oil core 
algoritlHn~bas('d stand~lrds tmd associated conformance tests, but higher level standards and tt'sts for the 
"modules" in which ulgorithms (and other cryptographi<>relatcd functions arc implemented), Included at 
the algorithm level IJrc sllch o.cljvities as our developl11cl1! of the Advanced Encryption Stundnrd and our 
wurk with the American National Standards Institute (ANSI) 011 digital ~ignlttllre standmd$ for RSA and 
Elliptic Curve techniques, At the module level, our work is focused in our Cryptographic Module 
Validation Program. I will bricfly explain c[lch ofthesc in more dctuil. 

Advanced i:.:nclypfion ,i.,'wndard (AES), In Janu<lry or last year, NIST announced that It would n...:gitl the 
proccss of working with the private sector on an Advanccd Encryption Standard (ABS), As you may 
know. the D,lla Encryption Sltll1dard (DES) lws been the ope!":l:i,,;;: p:lviJte sector s1nndnrd. as WCllll~ 
formal governll1ent standard, (or i.lssurir:g lb: CO:lJlcl.:lltiali:y of inJunnmion J~)r ,d~nosl two dl.!cadc$. 
08S will continue to provide tldequ[lte levels of sCl:uri:y lor many applications foe years to come. 
However, in an cffort to look ahead: NlST has begun the \\'ork with the private scetor OJ! AES in 
m-uiciparioll lht:t derlland for the next gem:wtloH of I.:ncryplion shuidards will require tl concertcd. 
l1;ulti-year cHort to evulume, develop nod build conS:.'llSlIS Lownrds acceptable long-term :-:tandords, We 
arc,pleased by the response of the private sei..'tor to this initiative, and We look furward io ret:eivln!j 
candidate algorithms nominations by the mid~June deadline, Thereafter. we plan a series ofpublie 
workshops ~l!ld commcnt periods before selccting un algorithm for the AES. 

£\-{Jtltuied Digital Signature Slandard NIST also has requestt:d public t:ommcnts on additlLmai ' 
algorithms that the feck·rol govt>mment milY endorse to .:tlllht:lltieat(: ek.'clf0nic informatioll nnd 
transactiol1$ and ilssun.: high lc\'<.:ls ofin!~gr:ty. This ir'.itiativt: will ,..-'xpanJ 11:\: !lumber llCh.:chniql.1l.':s that 
the FcdcJ'«l governmelit should bt: t:sing in tbe mea ol·"digi:al sign:.;tun:3" and shuu!d bring forth thc best 
and most cost~cffeclivc technologies that the priV41h.: s~r.;tor has to orfer. I wanl to note thm we have 
specifically [lskcd for comment on elliptiC curve technology and on ]{SA's digitlil signmun.: technology. 
Wc have bl.!cn working with accredited voluntary st:mdards l.:ommiu(';l:s of ANSI to t1na!izi.: sWlldards for 
botl! technologies, which wc intend to recommend ["oJ' federal use with appropriate implementing 
guidance, 

Key Agreement / Exchonge, In n third ar\!a, we haw also sought pub:!c cmnmcnls on pOl::mial 
tcchnologies thnt assure very secure "key agreement or exclmnge" protocols ;)s part of public 
cryptographic systems. There is no existing federal standard in this ,Ire;}, and we have sJX'cifk~llly asked 
for comments on the following Icchnologics: RSA, ..:~lip6.: t:UJ'\'t:. and Dime~Hdlm~lI1. \\1..: :Ire also 
working with til:.! ANSI voluc:ury .:lLnndtll'tls cot'l1mitkt.:s ;"1: :ht::-iL' slandnrus. \v;lich we plun 10 H(\(!pt lor 
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federal use as apPl'Opril.ltc. 

Key Recovely. NIST is ul))o pursuing technical work in Lbt: art:;t uf k<.:y 1\~l'i.)Very for government 
applications, to ensure the availability uf encryption keys. for hOlh ll!lCr and publk safety ['(!quir.:m.:\1ts. 
W..:. have provided technical support for lhe k<:y recu\'l':y pUlIl t('~ls spon~or\!d by (fITS, Wo.: ..!Iso support 
the Departme!lt of Commerce's advisory c;ommitlec to gain industry's udvice as !o how the gO\'l':rnmcnt 
should accomplish key recovery !l)t· itsd r 

Cryploj[raphic Module Validation ProJ,{l'um. \Vbik sOt,nd algorithms ,:Ire critk:ul to providing {I)r strong 
cryptographic-based servlces, they are insulTIdent in and of themselves, It also necessary that the 
moduh: iii which cryptography is unplcmcntcd (eili1L'r hal'dwnr..: OJ' softwar;;) be seeun:, For example, 
.Ollt' issue that must be addressed is how arc cryptographic keys protected within the module. Therefore, 
NIST, in conjullctioll wlth industry partners, dcn:lopeu the Security Requirements/hI' CI)'progmphic 
Modules standard which specifies four security levels lor cryptDlnodl,l!t's. Under hs Natiomd Voluntary 
Laboratory Accreditation Prognltn, NIST has ;Iccr..:dit..:d Crypttlgraph!c tvbcutcs Tcsting (CMT) 
laboratories to perform vahclatlon testing ot'cryptogr:lphic moduks. Ndscapt: told us that, as ~I result of 
successful testing under this pmgm!!1, the Dep<trtment ofDercl:se r.-..:et:ntly pux!::'l.scd 2 million copk~s of 
their web browser. 

Our projects in the urea or Public Key Infrastructure (PKI) are aimed at c::nsuring the ink:ropl.!rability 
Hnd security of the crucial components of the public key infrastruclttre nl.!cded to support electronic 
commerce and government activitks. Public key tt:Chl1t)logy Illlids great promise for improving the 
security of systems alld serving as: u key enabling technology for Electronic Commerce. Howc\'er, in 
order to enable traly global capabilities. and to avoid iadcpendcnt is:land~ of users who 1.::'!!lE.)l t~l!k to 
each othe-r, interopcrabiliry issues must be addresscd, AddilionnJly. in order for users 10 h:IVc trust in the 
system. the SCC-L!:dty issues in the varllhls eompo[1'.!llts oj'tbo.: PKI alLst b;: ,1;SO be ;:ddr..!ssed. 

NIST has recently comple1e<.l initiul work in the are,1 of PKI hy <leV-doping, with th..: assist;mcc of Wn 
cooperative research and developmem agree'mcn! pannefs in indllsil'Y. a Minilmun lnteropcmbihty 
Specification for Public Key I:lfmstrueturc Components (MIS PC), NIST is continuing this work wilh 
development or n:fcre!lCC implementatiulls of public key Certificate Authoritil's and rclutcu tcdmlC<.d 
development, 

Oi~r final security fOCllS area is that ofScrurity ;\bnagcmcnt 10 provide guidance in tbe sciection, 
impiementation and usc of security techm.logy in their systems and networks. We recognize that 
technology docs not providc strong securi1Y in isolation there are alway!> (:omplicatil1g human factors, 
Technology ;::ppropriutc to 1hc risk m:u tl:rc<.lt cuvinl~mll,;lll mus: be s..:-:cclcd, It 11111iil eorret:lly in:;;tal!cd 
and ITI<tnaged by knowledgeable, trained personneL Organizations must huve appropriate poli<:it.:s and 
security in plac(: throughout.u system's ji.U1;;;tlonalli!~~cyc!c. In {)rder to adJrr.:ss such critical munag~rial 
and operational controls. N[ST develops ~md issues guidance 10 agencies, 

Our basic overall approach to these security nUll1~\gcmel1t issllcs was laid out (l few years ago in our 
Computer Security Handbook and has lx:en sllpph:l1lt.:111ed via numerous other publkations. Fm 
example, during the last year, ITL has lssued buUetins 011 security issues for tdt:commuling, audit trails. 
security considerations in comptlter support and opertl:ions. PK[ lechno:ogy, and Internet dectronic 
mail. Thanks La our collaborators in tbe Ft:derallnformation SYstems SecuritY Educators' Association 
ond the Federal Computer Security Program Managers' Forum·, we are currcridy coordinating two new 
draft gujddin~s On lrainil~g and planning. respt:ctivcly. 

The Federal Compulcr Security' Program iv1anagcrs' Funnn. whit:h Wt' sponsor. provides an inHmnal 
VcmlC for federal officials to exchange renl·w()rld compuh.:r st'curity issues and solutions, The F9rum 
also provides a means fOf NfST to shurt' its advice with agencies. anu to drm..; upon the comptl!cl~ 
security expertise at other federal agencies in dcveloping guidance documents, , 
NIST has also ll!ldcrtaken a long list of activities with rederal ~lgcncics d<.:signcd to improve ag(,'l{cy 
security mm~agemenr. education and awareness, nnd ~l$C or s!:CU!'lty tC:':~Tiology" 1\1 ST $~;llr wo~dd be 
happy to discuss this with you funher. 
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Mr, Ch~lirman, I w,m! 10 thank you again fur til:.' OPpO;"~U!lhy to speak to your committee nn NIST's 
computer security activities. We at NIST look forward to working with your !.:ommittee and others in the 
Congn:ss on this important isslle. . 
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Year 20UO Computer Problem 

Tuesday, April 28, 1998 

Introductiun 

! am Rohvr~ !-,,1alka, Dcp'.lty Secrc!nry oftl1\.: O\;p:lrtmcnt ofConm).:rcc. r n:ll pleased to be here with 
you toduy to discuss the year 2000 computer prohl!:Jn :.\I1d a.:livilics the Dcpart1l1em OrCOtlll1H..'fec is 
t~lking in r..:sponsc to this problem. 

The Dcpw'tmcnt's primary mission is to Cllsure ecullomit opportur.ity and u ;llg:' ;iL;.lIluard ot' iiving luI' 
all Americans through economic growth and job \;rcHtion, promotion of trade, and advances in 
technology. The Department impkments programs that support research and development and promote 
the application 01' innovative tcc.Jll1oJogics 10 commer<:la;JI',..atitJ:l 0:' business proces~cs; protc;:t life and 
physical property: manage natural resources and tell us much about the n£itllml environment; ensure 
protection of inte!!ectual property; expand opporlUni!ics in the internatiomll markelplace through export 
licensing; provide ma:1agcmeet and tcdmica~ a~sistJJ~;:e to minority otlsincs!i and ccrmomkally 
distressed areas; and collect and disseminate economic and demographic dma and environmental 
information used by privalc and public sector policymakers to me;:ISllfC our national economic 
wdl~tH::ng. Given the Dcp~lI'tmcnt's missiun, the y{.'ar 2UOO ptlJb!cm is or P~lflkl\I~lr concer:l. 

Some 60 scnior corporate executivcs from comp~i!lics Hlcluding Tl'xas Instruments, Unikver, Furd. 
Bombardier, and Lloyds TSB Banking recently warned Prcsiden! Clinton lind the Primc Mlniswl':s of 
Britain and Canada that govemment fciluJ'e to solve yetII' 2000 prohh.:ms could produ-.:c "Gchtys in 
welfare payments, the triggering of financial chaos by a breakdown in reW!ltlc collt;<:tion amI debt 
management, and malfunctions in the air tmffic cOlllrol and de1cl1se systems," WI;: <:<tn already sec the 
inhiall.:lTect urthe yenr 2000 crisis on our l'conomy, 

While Commerce itselfdoes not have regulatory authority over private industry business sectors, WI;! do 
recognize thllt the DCp,lrimcnt {;an plriy a suppurtive rule:n ..:m.:m.lr.\ging businesses 10 wJdn:ss tilt: year 
2000 problem in an aggressive iilsi1ion. Sct'J'ctrtry Daky 1m:> hc~n <lit ~u,;tiv...: kader in pro!11uling YC;lr 
2000 awtll"Cness in the business community, Domestically and, 1110l'l': n:tently, inteflwliollally. He has 
done so in recent visits to Soulh Amerit'a and will :n up!.:uming uV!.!rsew; missions 10 AfricH. Wh;lc many 
busine:->ses have taken positive s:c?s 10 I:nsurc continuity 01' ()pcr,ttions bcyond 1h<.: year 200n, tllerc is <~ 
level of inconsistency Ihroughoul the various business SI.'I.:IOI'S. Thcn: is also a great de,1I or Jjs:lgrccmcl~t 
between the costs estimated by U.S. businesses, .mel thos!.! by research groups studying the pt\lbh:lll. One 
thing we do kmlw is that the YCllr 2000 problem r()~\.'s ~l ;;igllillc<lm ri)Jk to lndustry's ability In ;.;ondllet 
business beyond December 31,1999. Not only could the co-sis ol\;orr~cting this problem t:,H (twa)' at 
company profirs, the inability 10 .conduct business and pOIc:ntiu! liability custs could force somc 
con:Plmi;.;s to gu unoer. CO:l1n1crce will do everything it can to min~n1ize the consequences Oflhis 
problem. 

l}cpurtmcnt of Commerce YCilr 2000 Munagt.>I1H'nt Pm~ra!ll 

The go,t[ of Commerce', interml! year 2000 progrum is to llli.lIlnge successfully and crfidently the 
conversion of Ollr information systcms. to proces$ diltn ~H;..:uratcly it)!o the nt'Xl century. This will allow 
us to continue to meet our business rcquil"t.!tnt.!'lltS. Lib: uther Go-wn:tnent agendes, \VC afe u::;ing a rive­
phuse approach to (he year 2000 problem. The phases and corresponding tnrg,ct dates lor !";ompJetion arc 
as follows: Awareness (August 1996), As.sessment (!',..Iurch 1997), Renovation (September 199&). 
Validation (.hmllmy 1999), and Implc:men!ntlon (~!an:h 1999). 
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Our management program divicks responsibilities between the Department and its operating units.. At 
the Department level, responsibilities include overall Depar1nll'nl coordinatkNI ani.! risk malwgcment. 
development of the DGpartment's Y car 2000 Program Cv'1anngl!'JnGnt Plan, Departmental guidance rmd 
policy, coordination 0:' Lhc conversion or C1'OSS-C'.ttrilig admini$tr~llive sY$tcms, progmm ov;;r~ight. and 
porlicipation on the CIO Council Subcommittee 0:1 the Year 2000. 

Operating units have re:5ponsibility to conduct assessm;:nts orinlornmtion sySWlnti LInder their purview, 
o:::vc!op and imph::me:lt an oclion plan for becoming yl.'iJr 200l) I,;t)mpliam, und prl.!'pan: invcnlOl ies of 
inlbrmation systems and data exchanges. The opermir:g unils lUllst also identify speeilk yeur 2000 coStS, 
prepare contingen(:y plans for systems at risk, coordinate external and internal data exchanges. and 
coordinate with the Dcpurtment to t!lSUI'e the compliance 0:' administrative sysv.:ms. 

The Department of Commerce has undertaken a number of cmnmtll1icat!ons and lcndcrship Initiativcs to 
address the year 2000 issue. At each Commerce Chicflnformmion Officer (ClO) Council meeting, we 
discuss lhe year 2000 problem. The Department has formed a Y car 2000 Working Group, whh..:h is 
chaired by the Departmcnt's day-lo-day year 2000 pl'ogram managt'r and consists of repn.:scntatlvcs fl'om 
each operating unit The group meets monthly to exchange ideas and report on progress rc~nrding year 
2000 ton versions, The larger operating units have itnplerl:1Cl1ted similar year 2000 risk nKtnagement 
groups. Commerce hus prepared a comprehensive Y l.:al' 2000 Program Man~gem\!:1t Plan, which 
includes our overall slra~egy as well as specific tips fol' c41dt P:l<lSI!' of the l;Qnvt.~rsion process, 

In the area of awareness. Commercc slarlcd lts eOons in December or 1995 with 11 briefing fro:n Social 
Security Administmtlun teer.nical S~<lJrto senior DcpanIHl'nla! h:dmology n:anagcrs. Rcc\!nt ~)!.;livi!ks 
include a Commerce CIO Council meeting in January ]998 dl:\'o!cd exclusively (I.,} the ycar 2000 Issue, 
Operating unit CIO's provided status reports on their )'car 200() ctlons. Year 2000 will be a priority topic 
ut the DCp~if1mcnt's Information Technology/Acquisition Management Conference in Mny 1998, ~iS il 
was at th(! June 1997 conference. 

At the assessment level, in August 1996, the Departm~nt ft"qut'sicd thai operming units inventory their 
systems, ass(:ss the impact of year 2000 computer processing problems. develop u management action 
plan, (HId idell!ify the necessary re~ources to resolve the problem. In June 1997, we requested that the 
operating \mits update their inventories to prioritize mission-cl"itkal :;yslcms. idcntilY internal and 
extcnml itHerfuccs, and define rcnovution- n:pluCCme!lHt"tirelllcnt status. And like other Cabinet 
agencies, Commerce files quarterly statlls rcpo;1s with the Onic ... of Manngt:mcnt and Budget (Orv1B), 
including dehli! by opl.:ntting unit. 

As of the February SUl:ius report to OMS. Commerce showed that 63% of its 470 mission-critical 
systems WCf(~ year 2000 compliant. Of the IlO systl.!'nlS to be renovated, 42% of tile n:novalions wCl'e 
completed, E:::timatcd year 2000 cO\1ve-rsion cost:; '.-\,ere $10.4 million. Based Ol~ :he February data, OMI3 
classified 1ht: DeJX1l1ment of Commerce as a tier 2 agcncy. nne that is muking p:--ogress but for which 
Ihere are still concerns. 

The Department of Commerce bus perionncJ its own triage asse;;smenl of operll1ing: unit pl'Ogn:ss using 
a reu-yellow-green measurement system. Based on this assessment and following concerns expressed by 
OMB. the Depanment hdd meetings with key officials in th\.' Census Bmeau. Patent and Tnldcmttrk 
Otlie;;; (PTO), National Oceanic and Atmospheric Adm1l11Slr~liim1 (NOAA), and Intern,Hional Trae;; 
Administmtion (lTA) to disctlss year 2UOO progress and identify risks ,md concerns. in the area or 
contingency planning, we arc currently r~novn(ing non-compliant systems 'where replacement systems 
delivery is at ritik Using the General Accounting OlTice exposure draft on BllSltli..'sS Continuity and 
Contingency Planning as guidance, \\'C will develop a high-level bU$me!>s cuntilluity l'tralCgy, ..ssess the 
potential impHct of ltllssion-critical system !i,dlures un (:omnH.'n:e's core business proec:ises. tllld identify 
tmd document contingency plans and implementation modes, 

For electTonic data exchange, we are encouraging op:;'fHir:g units to convert systcrns and daw:o a 
fot:r-digit year field format whenever <lppropril.l<'c and providing multipl:.: fonilil~~ where praclic.tl to 
allow maximum HCeCS$ by the public to Commerce dutLl. Of Cummerce's 265 electronic daw t:xt:hangcs, 
239 urc with other Fed<.!w.l agencies, Only the CenslI:-; 13un:au J.;Ol1ou\:ts c1c(.,:tronic lima excll<mges with 
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States. 

Current program <.:Irons in<:ludt.: idt.:ntiJiCaiion ur tll.: D.:pmtmcnl's top priority mission-critical systcms 
and renovation crforts, development of a Commcn.:c y.:,u· 2000 lntcrnd Web page to complelll.:nt a y.:ar 
2000 page already in place from NIST, establishment ora contract vehicle for conducting independent 
verification <lnd validation of year 2000 cOi1\'ersions and replacement systems, and assessment of 
non-information technology products (telecommunications. elevators. security systems, heating and 
ventilation systems, fleet, and aircraft). Possible future program activities include asking owners or the 
most critical systems to come before the COllltm.:rce Information T<.:<.:hnology Revit.:w Board to explain 
thdr year 2000 programs, progrt.:ss, and concerns and holding a y<.:m 2000 stand-down day, inviting 
olltside spcakcrs and year 2000 vcndors to present their servic<.:s. 

In shon, the Commerce Department has an aetive and multi-Elceted year 2000 management program. 
We are making steady progress, though we recognize that Illllch work remains. 

Even with th(~ positive reports tIll! Secretary and I haw rcceivcd aboul thl' progress CUlllJllerCe bureaus 
an~ making, we arc careJ'ully scrutinizing where we stand. Our u]'ll'J'uling philusophy dcriv(;:s li'om all old 
President Reagan quip about the Soviet Union's compliance with arms control I'ulcs: Trust but verilY. 

Commcrcc'.!j Outrcach to thc Business Community 

John Koskim:n, assistant to the President and chair of the President's Council on the Year 2000 
Conversion, notes that the Fedeml government h~lS II responsibility to t.:xercise leadership to increase 
awareness orthe year 2000 problem and to offb' appropriate assistance and support. The Departm<.:nt of 
Commerce heartily agrees. Next I would like to describe outreach. research. and guidance activities we 
have nlready undertaken nnd those we plan to purslle in the future. 

Nation{ll IJl.ltitute ofStandard.\· {Iml Technology 

The Department of Commerce, through the National InstItute orSt:llldards and Technology (NIST). has 
been active in various arenas of the year 2000 issue. through standards organizations. direct contact with 
users of these standards, and the development of testing techniques and strategies. NIST is also taking 
advantage of its ties to smaller manufacturers through its Manufacturing Extension Partnership. 

Commerce recognizes that there is no aeross-lht.:-board solution to the year 2000 problem and no need 
ror additional date format standards. National and international date format standards already exist. A 
single date processing standard would not be meaningful due to the llUm<':l'CHIS individuul agcn<.:y 
requirements within spednc applications and systems. Date prllCt.:ssing rOlitilll.:s arc all'<.:ady provided in 
many programming languages and software developmcnt environmcnts. Howevcr. NIST has been 
working on an array of other helpful activities. including: 

Small Bllsim:ss and Manllfilcturing Outreach 

• 	 NlST'~; Manuracturing Extension Partnership (MEP) helps small and meciiulll- sized 
manufacturers -- a signilicant element or our economy -- with year 2000 problems. For example, 
the MEP center in Michigan has been conducting year 2000 overview seminars for Michigan's 
smaller manufacturing Jinns and is planning to conduct user support groups lor mutual and 
NIST-assisted help with year 2000 project planning and management. Adopting this approach, the 
MEP {:enters in all 50 states and Pu~rto Rico arc positioning themselves to deliver year 2000 
awareness s<.:minars. client assessments. and n:mediation planning. In addition. NIST persollnel 
participatc in presentations and workshops -- primarily as invited speakers -- to raise awareness 
and present practical solutions to organizations of small businesses and manufacturers throughout 
the United States . 

• 	 As we approach the year 2000, the Department of COlllmercc intends to continue its leadership in 
. helping our economy avoid any problems asso<.:iated \vith year 2000 computer errors. In the 
coming year, NIST will hold a series of information-sharing workshops for a vuri<.:ty of audiences 
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in dilTerent locations. These workshops are now in their initial planning stages. We lw.ve targeted 
one for State und local governments this June. We are planning regional conferences around the 
country beginning in September focused on helping Anwrican businesses. We will coordinate this 
session with the Small l3 usi ness Administration. which has an outreach initiative to the small 
business community, and aUf Manufacturing Extension Partnl.!fship, which has an outreach 
initiative for the manufacturing community. Further. Secretary Daley is planning an international 
workshop in October to assist other national governments. Despite its problems, the United States 
is luI' ahead of most other countries in confronting the problems. Canada and the United Kingdom 
have taken a number of steps, the rest of the developed world fe\ver steps, and the developing 
world almost nonl.! at all. Thailand. lor installl:L'. has yet to (unduct a potential damagL' asscssillenl. 
let alone budget funds for repair. In February, tvlr. Chairman, your colleagues SL'nator Robert 
Bennett (R. - Utah) and Senator Christopher Dodd (D. - Conn) warnl..:d Tn:asury Secretary Rob(.!rt 
Rubin that lack of attention to the year 2000 snare "will cause internationallinancial disruptions 
larger than the current Asian crisis." Secrctary Daley. Ambassador David Aaron, our Ulllh:r 
Secn:tnry for International Trade. and I are committed 10 raise this concern in all our international 
dialogues with our overseas countcrparts and with Ihe foreign busilll..:ss community. 

• 	 NIST International Symposium on the Year 2000 -- "The Milknniulll Rollover" 

To help raise awareness of the problem internationally, NIST hcld an International Symposium on 
the Year 2000, June 9-10.1997, Ht its Gaithersburg campus. With over 35 spL'akers !I'om national 
and international organizations, a number of year 2000 issues were discussed. Topics included the 
management and technical issues of year 2000 conv...:rsiol1, testing fur compliance to date/time 
processing requirements, the market development of wnversion tools and vendor services, 
n:sourcc tracking and monitoring. case studies hy corporations and national governllll.!llts 
including those of Australia. Sweden, and the Unitl!d Kingdom. and legal aspects of 
product/vendor liahility. Special sessions on international aviation yl.!ar 2000 issues and test 
methods for year 2000 were also included, as well as an l!xhibition that showcased over 20 
vendors and their products to demonstrate din~rent approaches availablc right now. 

• 	 Development of a speci fication for defining the types of tests needcd for date/time testing in 
sottwnre. 

This specification. "Dr:.l!'t Test Assertions for l),lte und TimL' Functions." writtL'll by NIST. dclinl.!s 
assertions for use in testing date and time functions. The test assertions arc based on COllllllon 
needs found in numerous sources and applicatinn requireillellt~ including various programming 
language, database. network, and operating system specilications and standards. 

• 	 Pnrtieipation in the IEEE Study Group on Year 2000 Test Methods. 

NIST hosted the second meeting or the Institute of Electrical and Electronks Engine!;!rs (IEEE) 
Study Group on Year 2000 Test Methods at the International Symposium on lhe Year 2000. The 
goal orthe Study Group ino produce a set of "reco!l1mencled practkes" sanctioned by the IEEE 
and industry for developing tests of software and hardware to assure that the soltware and 
hardware arc not arrected by date/time problems. NlST's "DrafL T(;!st Assertiolls lor Date ami Tillll.! 
Functions" is one of the base documents for consideration in the development of the 
n:commcnded practic('!s document. J'vh:ctings urthc Wllrking Ciroup arc continuing and a draft 
document for bnllot is being readied for mid-199X. 

• 	 FirS 4-1 and Change Notice. 

A change notice to Federal Information Processing Standard (FIPS) 4-1 on date formats \vas 
issued on March 25,1996, recommending usc orthe four-digit year format and discouraging lise 
uf the- 2-digit year format. Thc original FI PS \"'as iSSlll!d as FII'S 4 in 19G5. based on an American 
National Standards Institute (ANSI) standard. 

• 	 Year 2000 l3ulletin 
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NIST published u Bulletin on the Year 2000 Problem i;} M~tn.:h [9t)6!O wist: uwarL:ness 0;' Ihe 
issue:) and to propose mt:thoas for tr.anaging the com'crsion 01 systems to year 2000 and oe}'tmd, 
A proposal fol' a second Bulletb I.lll Year 2000 Solutions is in process. 

• tmerag,cncy CommlH~c on :he YCcu 2000. 

NIS r is a member or tbe U.S. Governmenl elic!' Information OtTic\:r Council's (CIO Council) 
Committ..:e on tbe Year 200D, wbich ~Issists Fed,;:ral ag~llcy errort:.: JIl converting systems to year 
2000 compliant syt-:tems by prolllulg4lh1g iliJOnlwtion guUlcrcJ throl1gh the Committee's efforts in 
researching com'ersion best practices. procuremcnt reqt:irc;ncnts anJ regulations, eumpliant 
produ!.:l dalabases, tlnd vendor liaison, 

" N:ltional Assuciation of State Information Rt:sOllrl:C EXJ..:cutivcs {NASIRE). 

NIST is a member of the Nntional Association or State Information Resourcc Excellti yes 
(NASIRE) und is active in thdr year 2000 subgroup. 

• World Wide Web p:lge on tbe Y!..:tIr 2000. 

NlST hosts un lnternt:t Web page designed to provide up~to~datc information 011 standards and 
testing. <lspects oCthc YI..'(lr 2000 IS::itJc. Thou:;unds Orll:>crs have found white papers, soHware, 
contactf-, and links to many oth::r infofmutlVlJ web Sill!S. (S!J~ Web site h!!j):!IWWW.l~jS!.go\'fy2k.) 

" SoftwUI'C developed at NlS'i' 

NIST has developed a computer pmgrl.lnl that will :JS,;IS.l urganizatioas. in lk'~c;-lllin:llg hew 
extensive their year 2000 problem wii! bl..', The program is. in the public dUJ:1:,in anc. is llvaibbk 
free to anyone by downlouding it from the N!::;T Websi:e. It is us\;,d on:y a:-; it t1lcan~ 10 ll~t.!USUrc 
the need an organiZJltion has. This softwme resuht:d from <:lIuns iO veri(y t:stimatc5 of cos1 und 
s-ystem s:zcs that were published in the trade press during initial pub~ic responl>c 10 the year 2000 
pmb~l:tl' in 1996. 

:-.lIST has also developec a reference d,Hn sct generator lhnt contains the CQrrect Ci:tiendar dates. 
orJi:1al dotes, day of the week for c,~ch day. Ju!iall day number, and !eap year indic<lwL TillS 
infonnmion con be used to chcck :he results ofdate cQmputath.ms produced by application 
programs, Tbe software ~s available on the N~ST Wcbsik;, 

;\ third software product thm wus initially used i:, gt:llcral solhvtlce debllgging and testing bus 
bee!l applitd to the year 2000 ksling d1brl. Called Unravel, the sonwarc is llsed to senrch out the 
dlect$ of software ch;mges on pnnkulnr dmt' \<lriubles within pfvgrum;; uml to .;urrcct $oHwnrc 
crwrs. Blair and Associates, a high. tech lmgiat?!.'ring tlrm of HUllovc1\ MO, incorpor.ncs [he NIST 
$oftWt!re in their commercial year 2UOO product. 

• Year 2000 Certification Criteria 

NIST has been invited by Dr, Paul Strassmann, Il:lflner Dirt.'<:tor or Defense Information at the 
Oq),!!'tnlCIit of Defense, to assist tmd advise III developing a ccniticallon del1nition anti process for 
industry to usc in determining "good pnll:ticcsh for cl!rtifying year 2000 testing activities. Dr. 
Strassmann is working Wilh thc Software Test Assurance Curporatlon (STACorp), which is 
i"Ulldctl specifically for this purpose by agn:cmem fwm 1 J of the !mgesi insurance tompnnics in 
the United SWles. /\ df'Jft document has be~ll rdco-;cd with the next version sehedl,llcd fur Muy 
1991;L 

In sunmmry, the Natiol1ttllnstitutc ofS;tmdurds ~Ind 'J'..:J.:i1lll,tllgy is activ<.: i:) <Es$cminaling knowledge 
and tools that '\\'ill help other government agencies, btlllS1r)" and t:-tl.! inlcmatiol:::l1 community address 
the year 2000 problem. 
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Otller Cmmm!rf:;c tlclivilies 

Since we live In an automated information techno:ogy world witb iln::r-!inkt:d ,md intercCpCIl(:CI:t 
systerns on a globa, ::icah\ the Interno.tlomll Trude Admlnistmtioll (ITA) has prepared an information 
slmement for its domestic and international field offices. Tbe statement is intended w raise nwarcncSS in 
these mganiz<ltiol)s or the Yl!:)f 2000 problem so tlWi tbey I:HO tn-:k!e l!ll: prob!:::11 in Ih;:ir own oftk..:s, 
but mure import;mtly, so that tbey may advise ami alert their clients, \:ommer{;ial organizations thnt arc 
seeking to do business abroad. ITA pla!lti other promu,ion;\] m:tivi1il:s to rl.'!ach Olli to the iluernation~1l 
b~lsitH;l\s community, partkul:dy in (;\Jlmtrks when: ~'':<l!' 20U() l'mirl.:' Ml' IlU: w.:!1 di.:vclopcd" 

Selected operating units are working with their intcrn:ltiona! cn~lnterparts through existing international 
organiz(!liom; to addn:s.s year 2000 \,:omp\i{\I)ce. For in!il:mc-:, lhl.: P'lli.':nt and Trademark Ortice is 
working with the World Intellectual Property Organiz(ltion and the N;:llional Oceanic and Atmospheric 
Admlnls.tration is involved with tbe World Mctcorologkal Organization. 

The N:ltion'ii Teiecmmmlllicmions ,lIld Information Administration (NTIA) is positioned to reach out to 
the tclecolTIlmmications industry to promote year 2000 awan.mcss and to spced syS.II.:m conversions, 
NTIA will participatc on the TekcomI1Hmil.:ations Subl:ol1l1nith.:e of the Pn:sidcnt's Council on the Ye~lr 
2000 Con vcrs ion. The Economic Developme.nt Administration and the I'v1inorilY Business Development 
Agency (M13DA), w0I'king with tlm Small nllsint;ss Adllltilistr;ltioll. will rc:!Ch out [0 the bl!sines~ 
community through their existing networks or Cotllacts. Spc\..'itlc;llly. tvlBDA. in colJ;,tboration with 
NtST, is preparing HIl eJe{;tronic {railling p;Jckage 011 thl,.' subjl,.'ct or ckctron~c commerce, a l'omponent or 
which will address tbe yenr 2000 i~stle, Tbe l;"'o.lining pw..:kagl,,' will be av,!ilab!e to MBDA's: base Hf 
60,000 clients, 

The J)cpurtm<:nt of Commerce has responded t(} r.umcrous llt!lllS of correspondence from businesses, 
citizens.) and other !mcrested parties: regarding lhe Federal Governmcnl's management of tbe yenr 2000 
issue. We have pW\'ided n:s:ponses :!cklresslng thee \vriters' p:micubr CO:Kcrns and. mo,.;;: g';;:Dcr"aHy, 
J'alsing the ievcl of aW~lrent!ss regardmg yem :WOO issllcs. 

Fin~dly, tit 1uh]; Kuski:\cn's rc(;.~]cst. the D..:purtmen! UrConml'..'p.:e will n.:ach .ft:: It) !~le ~i.ltilds 
insurance industry to do wbatever we canto help raist.' the incuslry's I;:\'d vI' rtmm!Ilt;!Ss of the 
ImporJ:l1ice of the year 2000 problem nnd of the I1l.!cd 10 d:':VOlt: appropriate Ii.'souret!s to i:s rcs0Iu!ion. 
We will help (his kt:y component ofthG national ccor:omk :n:i'us:n.:t;tu,t; to r:lt!et :he year 2UUO 
ch~llenge. 

Cunclusion 

The Department of COllUTlerCe recognizes IhHt lite year 2000 prohlem is serious and poses a unique 
chnllcnge to our country and the global economy. OUf go~tl is to C'nsurc that the U.S, economy will not 
suffer undue interruption, 

Our internal management of the year 2000 program is strong lind aclivl.:. i Dutcd earlier the critical role 
the Department pby» in this Nation's economy_ Mimy oftbe systenlS thnt llilow us to detect seVt:fC 
~lOfms and issue warnings. to galhel key -:cunumie daia. and 10 provide industry WillI mC<lSur..:s and 
standards are fixed und bein~ independently lested. Oiher imporWnl syst~ms are still bdng renovated or 
replaced, Though we recognize thai much work n:mallls :md thm we must maintain continued ' 
mmmgement fOCllS 00 the year 2000 issue. we are cau~iously optimistic abo-.It ,1 stlccessrul resulution of 
the year 2000 problem for the Department of Commerce. 

As parI ofCommerct:'s mission to help !:>ustain a healthy economy in the United Sla[~S, we lIre also 
keenly interested in promoting year 2000 awareness ami offenng year 2000 assistance within the global 
b:lsinc;ss co!TIlllunity. We have alrcmly undcrlak...:n a I:I,I:nbl:r or nll!:;cad:. r~scarch, and gllid;.!ncf.! 
activlties and wi!! continue to expand our year 2000 dTurts in the business community as a whu!c. As a 
member of the President's Council on the Year 2000 Conversion and tiS Deputy Secn,'wry of Ih.:: 
DCpilf:mcnt or C0l11m:.::rct::, I will eI:am~ion year 2000 ;:warcl1css and conv:.:rsion act: vi:ics v.';Lhin 
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Commcrce and throughout {he glowl economy, 
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Chairwoman Morcll::t and Members or the Subcommiltee, [ tun "....ry pleased tv be hcre to share with you 
some of the work the Nationullnslitute ofStundards m:d Technology is doing to improve the ' 
competitivt'ness of Amcrk[l' s smaller lTlunufacturers, 

For nearly a century. NIST has been working with companies or ull sizes and with industries o( nearly 
every type to develop and apply technology, mcasu:-cments. and standards. In fact, [IS you well know, 
Congrr.:tiswomnn Mordla, thl" importance PI' :mmufiH:l~jring is singk:d out ill the report for lhe 190! 
legislation that establisbed my agency and Wl" have it cngnwed in stolle on the wall of our muinlobby, 
The quOte reads: "", no more essential aid could be given to manufacturing, commerce, the makers of 
scientilk nppamtus, thc seicn:i lie work orll1c govemr:lcm, of 5;;11001$, eoll\!ges ;;tnd universities, thun by 
the: establishment of the institution proposed in this bilL" 

Mar:ul:u;ll::-ing is crilical to the natior:'s economy. Overallil provides nearly 20 pcrct:nt of the n~don's 
GDP. 17 percenl orall jobs and 24 perccnt of ail wages. 

Sinn: smaller nm.l1uftlcturcrs ~- those wilh 50{} employees or less -- make lip ~:hllost 99 percent nf all 
U.s. manufacturers. produce more than half of our value-added goods. lmd employ about 12 millioll 
Americans, lhey are both the fotlndntlon and the fun.trt: or American manufacturing. It is dear [hat it is in 
tht best interest of the UI1l1cd States to promote u strong :ell! healthy b:l:;:e {)1' smal! m~u~tlll~l.;tul"\:::"s, 

As you know, 1999 has been declared the "Year of the Small Manufhcwrer" by the Secretary or 
Commer..:e nnd cndof'$cd in u resolution by tbe Nution ..11 Governor;;' Ass{lci<'ltlon at their Fcbnmry 1999 
meeting. In nddition, President Clinton declared this week. the week of September 19-25, 1999. us Small 
Mnmt&1cturing Week. 

To raise awareneSS of the technOlogical net:ds of the nalion 's smalll:r munuftldurcrs and to gather 
first-hund perspective, NfST, in partnership with the Nm:onnl Association of M(lOufacturers and the 
Modernizulion Forum, brought IOgethc: mo:"e than 150 SCWHLT mUr!td{u':llifers from across Ihe l.;ounti'Y in 
the first National Manufacturing Summit held yesterday Iwre in D,C. I am plcas(;'d that Jerry JasinowskL 
President ofNAM, is here today to delivcr the findings from tht: Summit ~~ Hnd that two sma!! 
manufacturers involved in the Summit are h>.!:"e 10 dis.:t!~;; (I,:dltlology n:lat~d n~(,!ds linn hand. Also I 
would like to thank the Subl.:ommittce for sponsoring an ~xhibit from tht: summit in the foyer of the 
Rayburn Office Building, 

I would like to quickly touch on some oCtile .m:ns highlighted at the SlllHll1it. 

• 	 Electronic ComlUerce (cCommcrcc) - cCu11lmcn,;e cm) providr: ~JlHlIl llMnufac-llH\:rs \-vi:h H tool 
to improve productivity; find tlnd retain new customers, supp~iers. and other business st!rdces: and 
expand operations into new markets. Many t:asual ubservers simply equate eCo:llmcrce with 
on·l1m: sales, However, small nwmtl:lctun:rs w!1l1 wkt: full ,ldV:I:lt<.lgi,' oCthe pott:l:ti,d of 
eComnterce uSc it to intcJJct with clistomers, suppliers. the pUblic, and t'xit'Tllal support functions 
sucb as payroll, utility services, and cmployee training. 

• 	 \Vorltforec - The ability to attract, retain and effeeti vel)' engage tulcntcd und productive people is 
a primary force influencing business strategy and business success. These "people practices" 
issues are as relevant for small mUllllfncturers as jl:cy lHe j()r FOrHlI1C tOO compunil.'s.lnd{''ed, 
small COIlipullies face numerous Challenges in implementing dTecti\'c people strtltegies and 
linking them to their business strmeglt's. 

• 	 International Trade - Exports arc a critical component of America· s economic health: nearly 11 
percent of the nation's GDP in 1997. The vast majority or A:ncrlcan manlliacmrers who export <Ire 
smaller t:nterprises with fewel' thot 500 clilpJoyecs, fvbn), sllmlh:; llnns do not bvc ,\ strategic 
plan for exporting nnd do $0 on an occnsionnl or sporadk basis, 

• 	 Sustainable Manufacturing - As we cntt.'r a He\-\' milk:nnillm. increasing global demand ibr . 
consumer products and decreasing reserves of row material art.· driving changes ill manufucturing. 
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America's smaller manufacturers have a great opporlunity to adopt ncw technologies that improve 
pcrft)rmance while limi\ing consumption. 

An agency of"the Commerce Depllrtmen;'s Tedmology Administration, N(ST occupies a tinique niche 
in the nation's technology infrastructurc.lt is helping 10 build an cssential foundation fi:w tech);ologicui 
progress and industria! growth through technical services and tools. am.i industnal modernization 
assis'!ancr.:, qH~lity and pcr!ormance improvement e!TorIS, and risk~sharin!;. incentives that motivate U,s. 
companies to pursue nexi-generation manufacturing tCl.:hliotugie:t 

Many urihe progmms at NIST St;l've as resources lo llllprove th<:.: tcdmolog,icaJ advantage fhl' tbc 
nation's maIlufacturing seetor while pannering with industry to ct1$ure the proj(.-'(;t meets the customer's 
needs, 

Manuf!tcturjng Extension IJ!trtnership 

A NIST program that prO\'ides assistance to small manutlu::tul'!':J's is th~ Mtlllufac!ming Extension 
Partnership. MEP IS where the "mbber meets the romJ" in pro\'idlng hands-on assistance to the nation's 
385.000 mnuller n:u!lutlu::turl!l's. Over tbe last !wo dccad~s, 1hese small tirms hove gencratt:d nb()~n 
three~f()urtbs of all new manufbcturingjobs and <lccount for 55 PCITClll of .tli value m!dcd in 
manufacturing. 

Yet, many smallcr manufacturers havc bCt:1l 510\\' to adDpt modern produclion technology and bllsiness 
best practices. Productivity grmvth has trailed that ur tht'ir largl.:r cOlUHcrparts, creating 1:1 gap that 
thremcns flltllre competitivcnes:i, Many factors. (rom limited il1vcstl11l:nt capitul to lack o!'inJ'orllwtiOll to 
prt:ssing day~towday demands on management. underlit: this widdy recognized wcakm:ss in a 
strategically important. part of the nation's industrial base. 

Until very recently, however, this problem drew onlY:l small. fhlgmentoo response. Through the MEP 
network of local !.!xtctlsion centers, cncb one linked to public <ll'.d private organizations with 
complementing expertisc, smaller manufacturers now have aCCi:SS to comprehcnsive sets of technology 
and business tlssistunce. MEr centers have provided Sl..':rVlcCS to more than 77,000 smaller 
manulllCturcrs, About haIr of;hcsl.:" client firms e:11pioy fewer ihlln 50 people. nnd n~arly twtHhirds 
~mplo)' rewer than 100. Ily (he yeur 2001, MEP rmticiputes Ihal at11liatcc! Cl'n(~rs witl be ddl\,t,'ring 
technical as:lIstancc to 10 percent of the aation's smaller rn:mar:.c1llrcrs cad, yem. 

Created to fill the gaps in providing the technical and business services necded 10 improve the 
competitiveness of smaller firms, MEl' currently has more llwn 40{) locutions serving smaller 
manufacturers in all 50 states, the District of Columbia and Puerto Rico. To help pl'ovidc these services. 
MEP partners with a broad rnnge of orguniM11ions, including slate and local governments. otl1i.:l' fecleml 
agcnt:ics. industry. non~prot1t groups, and cduci.ltional in:Hitlltions. 

Even though MEP is still I'llaturing, it quickly is b>.xoming n."cogniz!.:d us i.l vitul fcdeml~stntt: p'lrtnership 
1hm is helping thousands {If small firms improve competitiveness, il:t.:rcasc profits:. (lilt! enhancl: 
productivity. 

Philip Shapira a1 th.: Schuol ofPlIblic PoIi-c)" Cko:glu Instit.lk o;'T,,'c!inoJogy, I'ccently :-iuid. 
"Systematic evaluation st\ldies have confirmed that Ihe ?dEP is llm·in!.:! a positivt: ..:Cfecl on buslj)('sscs 
i.t!:d tilt: e~onomy,!1 

Here tire thl:.: results ofsome or these studies: 

• The U,S, Ct:nsus Bure~lU surveyed more Ihan 4.400 linns servt:'d by NIST MEP centers in 1997. 
Thes{) compunics reported an increase in sales 01"$236 million, 11 reduction of $3 I million In 
inventory, and a savings 01' $24 million in labor und materials. They also inwsted 1I)0n.: thun $193 
million in moderniz<ltlon und created or rctaincd 6.755 jobs. . 

• An analysis by the V.S. General Accounting OfT:ce IUlltld that a substantial 17li:!jOrity of linns 
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uSing nmnufacturing extension services improved their productivity, product quality, customer 
~<ttistlldion> pro;!ts tll1d other critical f"lCels of their business:. 

• 	A fivl'-yeur study of 1,559 MEl' client cumpanies by th.: Ct::l'iter for Economic Studies !Ii the C.S. 
Cens.u1i Bureau found th,ll a conservative estimate in the growth or value¥~;dded p..T empluycc ~:t 
MEl' client firms is $2.334 as compared to $508 for nOlH.:Ji;,:n1$. 

• 	Many compelling account:) offvIEP's contributiuns cm:lt,: 1'WIl1 icdi\'kh:al c,"'ntct's. For \!Xmllpk: 

~- The Califurnia Manufacturing T..:chnulugy O:n.tcr n:ccntly n,:pOJ'tcd a return on 
im'tSintent of 294% during a thn..e~ycar period. The .:!:nter also reported that as a rcsult of 
<:ollaborutions in 199R. !J! clients created or retained more than 1,300 johti, Incrc • .Iscd 
!Cvenw;;:; by $5GJ Bullion, and cn.:utcd tax bL'l1cllts hHaling almost $34 million 10 locaL 
state and federal governments, 

~~ A sWdv oftbe New York MEP found that the Slmc's $5.3 m;llIon bves:mcnt in lhe 
program generated un additional $227 miHion uf valuc-added income i:l tht: stat\: l}<."!wt'en 
1995 mId 1997 and cr~ated 2.600 jnbs. 

While these data ate impressive, nothing brings these mnnbL'rs to Ii:£: like the stories nf!he small 
manulhcturcrs \\lho huw w\,)rkcJ with MEP t.:1.:111crs 10 improve the way thl;:Y do hush10SS. Hen: tire a few: 

• 	 Red River Hardwoods, located in Clay City', Kentucky. was huving u serious problem with:l 
dogging dust collector which frequently haited production for up tQ two hours;] day. Tcrl'y Field. 
president of the 55-employee lumber mill. turned to the Kentucky Technology Service Cor belp in 
cor;ccting the problem. Allcr implemcnting changes to the dust cul!t:clion system recommended 
by KTS. Red River Hardwoods cm production downtime by mOft' than 50 JX7!'CL'llt, incrc.ascd 
production capacity by 25 pcrt:ent ~lOd saved ;tpproximately S15,OOO u yellr. 

Field said, "The Kentucky Technology Service ,.. worked dwscly with my firm to I't!so[ve I.l 
problem", This type of technical ~ervlcl' mllst be available \0 small compunies al an 
affordable price 1'01' t:s to n:muin compl.!iiiivc and g!'Ow." 

• 	 MHr-Mnc Wire, Inc., located 1!1 Me Be\:. SC, J1Wllllfactllres quality wire products for a varl\:ty of 
industries. But. the cleanlllg proec!)s of stainkss stc\!1 wire was c:'caling t\ hazardous waste tlwt 
was expensive to dispose. A field agent from the SOlllh Carolina Manufacturing Extension 
Partnership asked the Oak Ridge Natiunal Laboratory for hdp ;n cvalunting the Wllste, Th,,; 
reeommendmion \vas nn inexpensive f1!l~rillg procedure- \vhich woulJ remove the hazardous 
chromium particles and save the company $250.000 in disposal costs. 

• The Montalvo Corporation ofPortkmd. Maine. makes tension systems for equipment in the 
convening tmd packaging il~duslrics. Because the comp~my rdics heavily not only on its 
manufacturing and servicing equiprnC'nt. but ulso il:: business wmputer syster:1::i, MonHllvo tlsked 
the Maine l'v'1anuf.i.cturtng Extension Pm1nershlp for help in determining whether it was ,It risk 
from the YCllf 2000 computer problem, ntso c<tHcd Y2K or lile "mi:lcnnltIli1 bug." AThallks in large 
part to the MEP Y2K tool. we arc now as confident as we can be that the Year 2000 bug will 110t 

imcrli}re with our operatioHS,@ said Ed Menta! \'0, president ll:ld one of the comrany=s managing 
directors, 

Since its modest sWrl in 1989 as an e';;j1.:r:IlIcmal progr<llli. MEl} 1WS evolved into a productive force for 
industrIal modernization. 11 maintains its local Ibcus, whik n:a!izing I.:eonomics of seope and scale in the 
design and content of technical assistance programs ,md reSOLlrces, Fumled Wllh federal. state. and local 
dollars, all MEP al1iliatcd ccnWrs~ aru eon-pro lit llrgunizalillils. ;\11 MEl' CI.:t1tcrs <!l\_~ :o;,;ally sl~IJt:d nnd 
opernted-mgallizcd 10 be responsive to the particular tt'dmical needs oran ul'ca's mal1UfaClming scctor. 

As the fcdl.!ral pDrtner, NIST C()JH.:el1tr~lics on making tllc wholl' great!,,!], Lh,~L1 the: ~t:.m or its parts, Fur 
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example, NIST works to strengthen system cap<lbiJilil:s in url':!S slWl0gicidly importnnl to sl1lalkr 
manufacturers, Right now, MEP is gulvanizing l"eSQurces and I..!xpcrtisl' 10 help smull;.:!" m::ll1ufacturers. 
like the Montalvo Corporation, cf'i't:ctively wcklr: the "millennium bug." Through its Y2K Self-Help 
Tool. which is available in English. Spanish, and several other languages; n help CClllel' and a web site; 
as \vet! as informmionul and educational mntcria!s, MEr is helping thousands of small businesses 
address tl:is potcl1tiu! problem, Thruugh aJ! <llliance with thc U,S, D..:.part:ucllt of Agricul~ure, the U.S, 
Small Business Administration, and others, MEl' is helping not only small manufuclun:rs, bUllmy smull 
business avoid Y2K probkms. rviEP's reach and impa{;t have been imp,cssiw. demonstrating what {l 

f~demt~statc-Iocal*pri\':\te st;ctor partnership can m:t:omplish. 

Other nCl\\'ork-widc MEl' assistance includes: 

Sustainable manu(;\cturjng. With HfHtiates across the country. lhe U.S" Environrl1cn!;il Protection 
Agency, and other pnrtners. MEl} is developing and resting tools thal will help small manUH)C1urers 
reduce vI/asIc, emissions, and ine11idencies as wel! as the burdens uf complying with envlronmCnlal 
regllbtions. In cl.!lltcHxmdu{;tcd assessments. di m;:~lltics ~ncoUl:tenxl \vhcn responding to 
environmental regulatiuns nnd permitting n::quirl.!me:11s onen rank mnung the top challenges cited by 
manufacturt:rs. 

Tcchnolo!.'y nnd fhe workforce. In l\,'1EP's nSSI.'SSl11ent of challeng.:s liKing smaller l11anllfacturt'TS. 
wOl'klorcc tntining is s<.:cond only to tht! constant requircmellt 10 n:ducc costs whil\: incn:asing ljlllliity. 
Human resources pl\lj¢~ts !lO\\' llC\!ounl ror 10 PI.'r;.;l.'tllufalJ MI~P It.:chnio.:al <l:>sis\DJ1(.;e l1clivi!il's. MEl' 
stuff ,md affiliates arc working witb the U.S. Dl'partll1t:'nt or Labor, COlllllllU1il), ('Ollcges, an.d otber 
organizations to further build sysli:.'m-wide capabilities to help llnns IIp-grudt: worker skllls and devise 
highMp~rformanee workplace strategies most appropriate for their businl..!'sses and wOl'kforces. 

Amicip'Hing needs and challenges. MEP a;:;o b liesignilig m:w initiatives 10 help smaHcr :nnm,!;lcturers 
acquire lht: capabilit:l.'s necessary 10 compete successfully in the 2 Jsl century. Current trends indicate 
that the supply-chain opiimization effons of mnjor original cquipmel11 manufacturers WIll be especially 
critical io the !ong~tenn perfomutHce and business health of smaller manufacturers, 

MEP is working with sll)all:;r m:mu!ll..:turers to hdp thl:lH guin the organizo:ioIlUi, l"gi:.:tli:al. and 
opcratiol:u! skills rcqlllrcd 10 pe,form dl't:ctivdy and profitably in the emerging cr'j of 
supply~chain~c!llen.:d competition, 

MC<lsul'cmcnt llfld Stmtdards LabonHOri('s 

[n every iwlustry, firms of all siz:.::s and types I'd)' on <1 portfoJill of supporting. gcn::ric tcdll1ologics that 
nrc integral to a compm~y's ItHtnui'm:turing c,tpabilllic5. These indispcn:;ablc tools rang0. from t::tblcs of 
scienlific and engineering data to slatistJca~ quulily~controllllcthod5 10 mcasurernem lechniqtll;~ for 
ensuring that one coordinated measuring machine's mi\:romt.:lcr is C:lllibraced \.\'ith ul1o[lu.:r machine's 
microm\tll.':r" 

NIST is n key supplier of such inli"o!SlHleiUrul tcdmoiogk's um! servlces, The results of NIST i\,$carch 
lead to industry-accepted test and measurement methods. process lllOdcls. interfact: standards, and other 
useful tools. in industries ranging from electronics 10 mdiophannaceulicnls and from chemical 
processing to aerospace, lhese tuots contribute iU etlh:tivc opcfali{ms and quality products, The 
capabi!itic~ that they support often set the tcchnicallimi!$ on wlmt ell!) I:;..: accomplished on the fadmy 
noor, in the research and development labowwl'Y, Uf \,.,lih 'suppliers ~,nd customers, 

For example. we dlstribute abou1350 NrST~dc\'cloped Stantbrd Refen:llcc Materials. the equivnlelHs of 
certified "rulers" tbat linns use to check the l.Iccentcy of their t)"'1! ml:aStlfCtl'h.'mS, In manufat'turing 
SRM's support motor-vehicle production ~lt nearly every stl..!P llftbl..! PW\':CSS, fmtn tilt: llliJlHlltlC(mc uf 
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sheet metal, windshidds, tires, and transmission gcn:·s:o tlnal a:-;sGmbly. 

In the optical-fiber industry, technica: co~ltr~butiol)$ made by NISI's M',;<.IstJn~men! and Swndhrds 
Lnbomtories soerve as the bas.is for more th:m two dozen stantlardi2'AC'd measurement methods that U.s, 
producers credit with helping tbem to :naimain theit wllrld·!cading market share. 

NlSTs tcch:l!cal ass:stance helps muntJfuctun:rs build capabilities lhat underpin their competitive 
perf(mmtnGIZ, Consider our work with American SU:P<::'::l)I1ZItA'tuf Curpora:ion, a small but rapidly 
growing company in Westborough, Massachusetts. Up against '.11:.' Uk...:s orGce-nany's Siemens and 
lnpan's Su:n:tomo. this 220-employee tlr:n is positio:1ing itsd!'to bc a major player in the emerging 
globa: niarket for wires, energy~sflving mo:OI"S, and o:hor product;; nitH.ie with bjgh~temperaturl' 
superconductors. 

Discovered ill the late 1980s, this class o~· ccrmnic ll1:1h;riah; wnducts electricity without resistance-wcven 
at relatively lugh tcmp-.:raturcs. nut :llC materials are h~lrd to work with, which has confmmdcd 
comrnexinl development ef1J.):is. They're cxtremdy brittle <Jnd minut:: flaws can disrupt current :low. 
Exacting mat~rialsMt;hnractl.!rization tecbniqt;es and qllalitY~l'oJ1tr(!1 mCHsu:-cmcnts are a must. 

American Superconductor turned to the NlST laboratories to help it n:ake highly accurate measurements 
0: th,,", cryst<11line textur-r.: of the sllpercondu(.;ting Cl'nl1l1!C The r0I11p;U)Y wnnh.::d 10 m;;tkc these advanced 
n:easun.:meat) with H relatively ordinary pic(.;c of cquipml..!!lt lJ:at it ab:-adY'owncd. Our rc~carchcrs met 
tbe c~)a~!enge" They developed measurement techn:qu,:;s and special analysts sultware that quickly made 
optinwlllsc of datn obtained with a convcntioJ:al X-my tiiiTri.l({ometer. 

Measurement needs arc growing and £iivc:-sitying in every area llf manufacturing. In precision 
l11anufncHlring, a label that upplies to a g:uwing portiotl Oflh0 discrcte part::> jaduslry. dim::nsionul 
toleran.:es nre sbrinking to C"ver-sma!ler fractions or a split huic !vkanwhile, the shapes of p~;rts and 
products are growing more complex. In tl1l' l.:()ntinu(}u.5-pr{)l.:;;s~ I!Hlustlics. C1aHutbctun..TS must 
cond:mously raise the threshold tor levels of sdcl.:tivilY and spl.!...:ilidty. In fact, {il! :n:.mutucturing 
incustries l:lre being driver: ;0 improve prm.:esses, reduce waste, and raise <Jw.tlity. At tbe S<1111(.-; time, 
emerging h:chnologH.~s present tantalizing prospects for ;'love! prodW.:l$ and processes, but they also 
introduce nev.' measurement challenges timt must be {)VlTCOllll': bduJ"i..' these oppo;'tunities C:In be fully 
realized., 

Today, we nrc putting greater emphasis on the lnfrastruc1un: I1cc(kd to support advanced computi:1g and 
communic<ltions tedmologii:s a.nd.j.Js! ;.\S importutH, til\! l'apnbflitics that they emlblc. This includes ,-vhat 
SOme mc callir:g E-Mnnofac:uring. 

Om; thrust of this widc~ranging \vork 1S developing prutotypl' stanthm:s, lcs:s. and other tools for 
int-:rop..::rability. Too~s that enable the almost myriad dc-men~s ~)f informnt:on tcchnology, Ihe hardware 
m:d tbe sof:wan:;, to work wgethereflidcntly. This. is u critie.ll need, 

Consider. for example, thut lack of inl>;!!""opt;!rability cost" the US auton10live industry alOlll; lJbotll one 
billiun dulIan; a year-and that's a conservative CSti:11ah.:, PiU ~ of :h;: Stllution to this costly problem :s an 
international :;tandard culled STEP, which stands for :he Standard for the Exchange ofProdu('t Model 
Data. 

NIST has worked for over a decade with hUJldreds of {inns tlnd li1olls.mds of pt:opic fiom around the 
world to develop STEP, It'.;; a new kind ofstandafd, designed 10 evolv;.! nl":d grow Wilh the needs of 
industrial tlsel'S,of information t..;:chnology. STEP enabk's dired t.::..miputcr~to-comjJutJ.:r exchangcs of a 
growing var:dy of product data--all the way from design t;) allr.:r-!>uk support, cv,.!!1 r;;'cycling~ 

Eh:ments. or STEP han: heen adopled by makers oi"design soHwa.R\ and rhe manufw::wrcrs who use the 
stand:1rd are realizing signific;l.fii b;"'nefits, i'rom major impro\'cm~'nts:n the reliability of d.lt.! c.xchunges 
to $ubstantinl s;lVlngs in the purchas.e and ir:1ph:mentation 0:· comnuicr~aidcd IlH1J1uJ'acttlring systems. 
Small manufhcturcrs ,\fe a vital part oftbis equ;:iioll. 
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At NIST's National Advanced Manufacturing Testbed. teams or researchers have worked to solve 
measurement and standards issues that impede companies and industries from making the most of their 
information technology, individually and collectively. 

The NAMT i.) a distributed, muhiproject testbed built on a stat(>ol'..the~art, high-speed computing and 
communications infrastructure-the research counterpart to the distributed and virtual enterprises 
envisioned for 21 st-century manufacturing. II links people-as well as specialized facilities and 
resources-al sites around the country as they tackle process~specific challenges and opportunities. 
Though focused on specific problems and needs, all NAivlT projects have been aimed at modular 
solutions that me inh:grutable elements orJarger systems. Now, NIST is moving ahead with planning the 
next incarnation of this tcstbed to best mel!! the informaliutl technology-driven needs oCU.S. 
manufacturers, including slllalimanufactur<.:rs. 

In consultation with industry, NIST is stepping up efforts in key technology areas likely to haw a major 
impact on future manufacturing capabilitil!s. On behalfofU.S. industry, it also is intensifying and 
broadening its technical activities in the international standards arena, which greatly influences the 
ability of the nation's manufacturers to sel! their products in foreign markets. These are concerns for 
U.S. manufacturers, regardless of size, as we move into the Il<.:xt century. 

Advanced Tl~chnt)logy Program 

The rapid pace of innovation and chang<.: in tht.: globalt.:conomy has affected every aspect of business. 
nowhere more so than manufacturing. What was guod enough yesterday is 1101 gout! enough today. The 
NIST Advanced T<.:chnology Program hl!!ps deliver Ihe innovalions Ihm U.S. manufacturers need to stay 
competitive. 

Since its start in 1990 as a smal! experimental program to promotc "commercializing ncw scientific 
discoveries rapidly" and "relining manufacturing practic<.:s," the ATP has promot<.:d innovation in 
industry processes and \(.!chnology, including important advanc<.:s in manufilcturing. 

The ATP helps bridge the gap between the laboratory and tht: marketplace and stimulate partnerships 
among companies of al! sizes, universities and the whole R&D enterprise. 

• 	 An curly ATP award to the Aulo Body Consortium sparked a landmark R&D project thai brought 
together the initiative and talents ufeight small and mid-sized suppliers to Ihl! auto industry and 
two llniversiti<.:s, with matching funds Ii'om Genl!r~l! Motors Corp. and Chrys!l!r Corp. The 
consortium developed a suite oj' innovativ<.: proc<.:ss<.:s and tools that improve till: quality oj' vchicl<.: 
body assembly. The results are being implemented in autu plants around th<.: country and 
independent analysis done by CONSAD Research Corporation estimates savings to consumers 
and car makers of up to $650 million annually on maintenance which wi!i stimulate a 
multi-billion-dollar increase to the U.S. economy. 

• 	 Another ATP project coordinated by the National Cenler for Manufacturing Sciences brought 
together ninl! companies ranging in size from very small 10 large to (!l!vdop new drive and conlrol 
technolugies Ii)]" machine tools -th<.: machines th~ll build utlwr m<lchincs. Lest Ihis sound rather 
ordinary, I might point out that no fewer than t!1!'I.':<': individual dcvclopm<':l1ts rrom this project 
have received "R&D 100" awards forsignilicantieclullliogical innuvatiul1. Just one innovation 
from this project can save the auto industry more than $(i mi!lion annually in producing a singh: 
part. Multiply that by many parts unci many industries. 

• 	 Othcr ATP awards have atJowcd a small il1nO\'ali\'(: company called Autospect to develop a 
uniquc - and badly needed - technology for measuring the thickness ofWd paint on metal; 
enabled the Ingersoll Milling M:lchine Company to (kvclop a ncw class of light-weight, 
high-precision machine tools; and made it pussibk for small Saginaw Machint.: Systems, Inc., to 
develop a high-pcrformancl! control system for muchint.: tools that dramatically improves 
machining accuracy. 
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At a time when companies are concl.'ntrating more oftht~jr research and devdopment effort~ Oli the 
predictable, the incremental. the nearly immediate: at a time wben - as the Council on COmJ1Ctil~\';;nCS5-
recently reported - "I(:s5 and less" private-sector R&D ·'is spent ontong;;:r mnge research. the kind 0:' 
research that ensure continued economic growth," thi,.· AT!' encourages companies lurge and small to 
focus on the ~ong term. to look beyond the next one or two product cycles and to invest the res-nuTi.'CS 
required 10 convert promising, but unproven, emerging technologies i,110 llt!W products and 
manufacturing methods. 

ATP projects in manuf..1cturing nm the gamll11i:om shc¢t~mcta{ industries to electronics, and from the 
literal cutting edge - high~perfonl1ance tooting to sophhllicutcd software to streamline and manage 
manulitcluring enlcrpr:scs, 

Sine:: 1990, the ATP has selected [It lcnst 58 R&D prujccls that could directly impact thc future of 
manufacturing in til'.! U.S. That Imnsln1;';3!O nbu1Ii $170 milliun 111 industry cost~shan!lg alld inwstment 
in udvunced munufac!uring research mutched by un AT!' inv;:sOlKTii uf ab..)ut $164 milliun. Those 
projects involve more than 200 companies, universi:ics, Jl(Hl-p:'olh !'l.!scarch organizations and li:dcral 
laboratories. More than 70 of the participants nrc smtiH businesses. 

With industry, ATP reglliarly surveys the technology horizon for long-term opponunities tlun. down the 
road. may pay significant dividends in b:nns oru_s. comp<:litjveness and cconomic growth. 

B;:lhJI'igc Natiun;!! Qualit)' ProgralU 

N1ST's Baldrige ~ational Quality Program focuses un quality and performan(:e excellence of American 
organizations, including manufacturers, 

Sincl! its >;!"ealion in 19H7, the Baldrige N;:uional Qu'll il)' Program hns played all important role in 
bdping 1111.: United Swtes reguin its c<.)mp~titivc I.!dg~ tlml its world~chl~S qUi.llity ranking <lI1l011g llUliollS. 
But, the competitive race is far from being WDll. For lIl11Jllll'at:Wfcrs, in particular, qU:llity nuw is a 
mandate. not an option. Companies \vorldwiJI,j nll.:ognize the I.:ompclilive miv(tnt~~ges w:;!Jicvcd through 
quality and performance excellence. To attain and rCiLlin market Il.!"adership in the next l:L'ntury, U.S. 
cornp:mics will havc to improve continuously. 

Of the 34 companies that have won the Baldrige Award. 24 are manufacturers, Tbc:se include some of 
the nmion' oS largest lirms, such as Motorola and Eastman Chemical Co,. and smaller manufacturing 
businesses, such as Texas Nameplate Co .• Trilknt Pn:dsion Manufacturing and Wainwright industries. 
For all, the 13aldrige Award process has proven to be nn crfective tool for continuous improvement. 

FoUowing lhe Baldrige guidelines continues to pny pl'l'iorm:ulce impro\'erncnl dividends to firms that 
mainwin their commitment to quality, CO:lsidcr a lew ~xampk's: 

Since 1995, T..:xas Nmncplate Company (1998 small busim:ss winner) has increascd the H\.m1her of 
orders shipped by 16 percent and wised /;$ on-tim>; "k-Uv-:ry rccol'd from 95 to 98 pcr-:cnL 

Wainwright Industries, Inc. (1994 smtill busim:ss 'v·linn-.-r) has n:dw.:ed its custvmcr reject rale by 91 
percent and cycle time by more than 90 percent. It used tllc Baldrig;,:: framework to drive nwre thun 
10,000 quality and process improvement suggestions implem.:atcd cm:h y-.:ar since 1994" 

Nearly 25 percent of Eastman Chemical Co. '5 (1993 mmwillcttll'ing winner) sales come from new or 
improved products developed in the last five years. 

Since winning the Baldrige Award in 19HX, Globl.! fvh.'wilurgical. Inc. (1981:S small business winner) has 
experienced a 204 percent increase in revenues and a 310 pl..'rcent increase in profits. 

Thousands of organizations use the Baldrige Award criteria to ussess their own opcrntions. Almost two 
million Batdrig.... Av;ard criteria bave been distributed ~!!1d \housands more dowlllom!cd rJ'OIH th..: KIST 
web sitt!. Annually updaled and enhanco:d by leading q:I,I:ity aad business experts, the critcrln ~crve as 
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vcry functional tools-as scorecards to size up performance and identify opportunities for improvement. 

Further fueling the drive for quality improvement. the Baldrige Award has become a \videly emulated 
model-the standard for performance excellence. Not only do more than 40 states have award programs, 
but also, more than 25 international quality awards have bl:cn established. Most resemble the Baldrige 
Award, inclucting one launchl:d by Japan in 1996. 

NI ST is mapping out ways to strengthen awnreness uf the award program and criteria among smaller 
llulIlutucturing businesses and other similarly sized firms. As Tl.!xas Nameplate, Tridl.!nt and Wainwright 
dcmonstrate, such companies can benefit greatly by implementing the Baldrige fj·umework. 

Conclusion 

As I said at the beginning army remarks. manufacll1ring is important to liS at NIST. It is not only 
engraved on our wall, it is part of our heritage. For almost 100 years it has been our job to help the 
nation's manufacturers, bOlh large and small, create and capitalize on technological opportunities. I am 
very proud of what We hav!.: accomplished and am excited about bcginning our Il!.:xt century of service to 
Am!.:riean industry. 

Thank you. I will be pleased to answer any questions. 
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:"1mlmn Clwirwoman and lllt:mbo,:rs of the .sulxommi:tee.l would like 10 thank you for lhis opportunity 
10 testify WC::lY on 'The ChangiJ:}d, Face ofl-lcdlhc::r~ i:lthe Elt:..;troa:c Age", The t'\ationa: [nstitute of 
Standards and Technology (NIST), an agency oftlw U.S. Commerce Dt:purtm-.;nt's Tl'chnology 
Administration, plaY$ im 11l1PQrlUnt rol:: ill the dC'/dopment of standnnls. tuols, tlnd t\.·chIHJlogit:s for the 
hcuHh-:an: inlurmmion inl'ra:;trm:turc. Given the Subcummittee's tDpks 'lfinh.!I'c:>\ lor lOday's hearing, 
my te~timony will locu$ on thrt--e topics: (l) the barricf$ to integrating inllJrmallun h.:dmology into tlw 
hcalthcure industry; (2) tht,; role of till' Federal government in dc\'doping standards and n.:I'ltcu security 
measures thnt will nssist the heulthcare-indllstry in implementing quality infonnntil.ln ICdmology 
strategies; and (3) the development of ne\v informmion technologies tbat will reduce hC;;lhhc;;re costs, 
improve quality, and increase global market share of lH,.'W and impmvcd products and ser\'ices, 

I want to note at Ihe outset that the U.S. Department of Health lJnd Human Services plays a major 
leadership role in this area, As many of you are aware. the Health In~ur;:mce PMt:tbility and 
Accountability Aet (HIPAA) of 1996 provides a national framework fur bringing. the benefits of IT 10 
hcalthcme in tbe U,S, Ennctcd with the support of the health c:m: industry and with bipnrtlsan support in 
CongJ't'ss., HIPAA directs hl: Secret::lry ofHeahh am_I HUllwt1 Services (HHS) to adopt nation:l] stnndnrds 
to support dcctronic interchange and ~ldl1ljl1istrativc simplification in hl.!ahb cal'l.!, along with Illlliunal 
standurds to prutect the contidcmiality and St'curi!), ofhcalth infoi'lH;!!ion. 

The industry eSlimnles tJpt tb.: impkmC'!1tation of tiles!.: S1<lndm'd~ t:0uld :);1\'t; ,IS: much as $') biEion 
anllually in ndministrativc 1:0,st5. HHS has already issued :wticl.!s uf p~oposed ntlcmaking tltHt outlined 
proposed national stamJnnJs for a variety oCcleelro:1ic auministrative t:..tnsactions In health care such as 
claims Pl'oc(:ssing, us well us proposcd lUltiold ~tallda;ds I~)r the iJ~dus1ry thi.lt (kal with thi: protcction of 
hcdth inrorm:nion privacy al1(~ scc~lri[y" Vbal sla:1d,~rds are ",:xfJ..:e1nllatcr this YIJ;!L ;-.JIST bas worked 
Wl11: HHS t)n the pro;,oscd scc.lrlty standard, \,.':11: i:I primary li)Cl;$ on ch,:clwnic signntun;s. tlnd we will 
contjnll~ to \vork will: HHS 011 thi,';; issue In uddiiio/:, l-lHS agencies snch as the Nutim:uJ Lihwry of 
Mcdici:1C and the Agency ;'01' HC:llthcarc Research and Quality have It)Jlt{ c5tabhshed programs that 
support research in information technology and it::; applications to h;:alth ami medkal can.:. 

As WI! move into the 21st ccntury, we continue to s\.!e ;:xplosin; growth in in!ormation ledmol~)gy {IT} 
worldwide with unprccedetHcd i:dvances in the prot:L'ssing ptm'cr, lr..m~l1lissioll sp..:;,;(\, ami bandwidth of 
our information systems and networks, Global c(lm:nunii:atiulls and dectrunic clJmmcrce are fueling lhe 
U.S. t.~onolliy and fundamentally L"hanging the ways govcmmcnt {llld industry docs business, Tbe 
healthcare industry, like other major sectors of the U,S. economy. will ::Ilso be experiencing 
unprecedented change as it begins to take greater advamage oftnese f)t!\.\' technologies to increase 
productivity and improve the quality of service. The nt',.\' technologies \\'ill dramatically alter our 
healthcarc sYstem as it currently exists today. 

I,.N 

Medkal spending in the U,S, exceeded $1,1 trillion in 1998. and consl.'rvativc estimates tigurl20% of 
today's healthcJ.l'c costs arc related to the processing ur infonnalion. Eftc<:tivc. secure. and re!inblc 
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information technology systems will ddiV'tr sllbstanti~:l cost savIngs while also strengthening this 
imporUlnt sector of the economy_ Within the next fI.·w years, we will likely sec II signilic<Ult locn:use in 
the transilion from the traditional pnper~bascd hcalthc::tn: system to a system that relies ll1or~ and more 
on dectronic~bHsed medical records for managint:; pmiem intormmion, Electronic~ba:)ed Illcdkal 
information. both clinical and billing, wili be used by buth hcal!ht.:are providers ,md patk'nts, The 
Internet llnd associated web-based technologies givl' hcahhr.:at'l' providers and puticl1ts an ~rfecti\'l' 
vehicle for communicating and sharing critic;:ll Information. Information sharing mld a rcduction iu 
paperwork througb a fundamemal reenginecring urlhe hcaJthcnn: SYS1('J11 have the potential to help 
eontain costs and prov:de limely, acccratc. lll1d secure ace;.';;:; to medical infonnntion. St!1i.:c Americans 
are iookin~ ror quali:y, cost-effectiveness, and personal satisJllction from thc!l" he,llthc(ln.: providers, and 
with a new healtbcarc delivery stmcturc Cl11cl'gi!1g to cllabli.: Ibis, thc work NIST is performing through 
our Information Technology Laboratory and the Advll!lCed Tcdmology Prognlm uniquely positions ":.IS to 
assists in this tral1tiition. 

While the new lcchno]ogles provide great opporl11nitlt:s for creating a beacr hcalthcal'c system. several 
bnrril:rs eXIst to tbe effective integration oCtile technologiL's into the industry us whule. One obviolls 
barrier is c(jn~crn about the security and privacy of the mcdil.:nl inturmntion being procl:sscd. Slared und 
transmitted within hcahhcare compmer systems- i:md lH':l\\'orks. At the top of the list in this afCa is our 
ability to preserve the sanctity of the patient's medica! record. We must, in the neW electronic world, be 
able to ensure that a patient's confidentiul medical information remains private and secure, We must 
also be able to protect sensitive medical iniornwtion lll'edcd by heallhcare providers!O conduct {heir 
daily busines!i---such activities as the transmission or physicians' prescriplions to ph~lm)tlcies, thc 
processing of patients' insurance information, and the storage of important medical statisiics lind case 
histories. All of these activities, conducted on computer syslcms and over network:::. caU for protections 
similar (0 or (:ven greater than those provided in tli..: paper-bas<:d world, 

To that end, hl'l1ltl:cat'c professionals fnee a dlflicult chaUelig;;;~~-thfl.t is, linding ihc right 1'1' products that 
can offer cO:H-elTective and uppropriutc protection for hClllthcme sys!ems ~md network::). 10 (o(by's 
information lcd!llology marketplace. there is a pldhnra or commen.:w.! prudlH:!S wilh d:ri'.:rulll 
cllpabilities and limitations. Consnmers arc gl.!lleraHy len \vi:h.\ cunCus:i:1g s\:'t of choices as th..::y mtt.:!l1pt 
to answer the following question: How un I chOI):'->1.: tbe right products for my IT system to en~llre I get 
the fe(llllre~ I need with the appropriate level ofsectll'ity .;md trust'! Trust:~ a meaSurc of the c\lI1l1dcncc 
or ussunmcc (;onSlImcrs have that particular produt.:ts they sdcd wi II perform reliab!y uno to 
spccificminns even in lhe face of intentional or direct altacKS, 8t1ilding more secure health care systems 
sturts with the use of fundamentally sound components.·-that is, the individunllT products, 

NIST is wking a proactive role in working \\'ilh the hcalthcare community to help overcome some of the 
barriers previously mentioned. J would like to discuss'scveml NIST programs and initlativcs in the nrea 
afIT security sl<llld,lrds, !T product testing and validation. and cryptography/publk key infrastructure 
ihm we believe can have a posilive impact on the OVi..:mll security of health care rr systems. 

One oflhc must important initiatives chHmp;uncd by NlST during the Inst six years is the devdupmcnt 
of the Common Criteria for Information TccllllUlogy Sl'CUrity E\,~llllmiot). Ih.: finn tndy intcL'!1:ltlonal 
st::mdard fur IT security. Tbe Common Criteria, or ISO/lEe Standard !540H as it is :lt1W known, offers 
cun~umel'f, and IT provHJers a u;)i4ucly lkxiblc and cxt\;llsiblc urrroacLl t()]' tkf:ning ~eCllflty 
requirements in comlllercial IT products <.Ind syswms. In addition 10 s:ecudty spccitkn:ioll, {he C(IIHmOn 
Cr:leriu pruvides a rigorous and comprclu.>l1sive approm:h 1'0:- tes:i:)g rr produt::s and symems lIsing a 
common testing methudology, Thus, lhe Common Crt\cria p~()viJes an internationally recognized busis 
for spcciCying nnd testing the security features in a wide range or technologies Including opl'l'liting 
systems. databnse management systems, firc\vn!l:-;, smart cards, tclccommunic:.uions switches, network 
devices. middleware, and app!icmions~~~tcdU1ologies that ure important 10 building more Secure 
healthcare IT syslems, 

In addition to having n common language to specify IT seeurilY requirements in commercial products. i\ 
is also impommt to have effective ways to mcasurc'whal IT pW\lidcrs have produced. 1n 1997, NIST 
and the Nntional Security Agency (NSA}, in fulfilling their respective compu!cr security responsibilities 
established the National Information Assurance Pm1nt.:rship (NIAP). The partnership combim:s the 
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extensive IT security experience of both agencleS:0 promote till: dc\'dopment ufh:r..:hnically sound 
security rcquircmC'nis for IT products .:md systems and appropri:llc n:eUSllP.:S for testing those products 
and systenlS, The long-term gottl of NfAP IS to help increase the leve! or trust aU conSUlllers, including 
healthcarc consmncrs, hnve in their information systems through tlH: lise of cO.'lt~t:ffl'ctive security testing 
anu validation programs. In niecling this goal, NIAP seeks to: 

• 	 promote the development and use of evaluated [T products and systems: 
• champion the development and use of national and intern~ttionnl standards for IT secllrity~ 
• 	 foster research and deVelopment in iT security rcquiremclH definitions, test mel hods, tools, 

techniques. Hnd assunmcc metrics: 
• support a framework for intcrnution.:!l recognition and aCCl'plancc or IT security testing results: 

nild 
• 	 facilitate the development and gro\\1h of a commcn:i(lj )i(,,'ctlri IY t>:sting industry within tbe U.S. 

To help pu1ienls, pbysicians, and oth~r hculthcal'c proj'l:sslonals ensure thc ;;on:id;,:ntt,l:ity of nwdical 
:nformation anu al:w gumantee the identity of those they comJ!Hlnll:uic with in un eb.:tronic 
environment, He\>,! sC;;~lrity mechanisms must be employed, The bal:dwriucn signature and locked tile 
cabinet arc no longer suHicient in a world with deetroniea:Jy :nain:::ined lu:ntthcufc II)ffllS and patient 
records. 

C;'yptograpbi,-' t.;chniqllcs supported by a pub);c key lnth!S[rUClun:, or PK1, um.!r some or th.; most 
promising solutions. Public key cryptogl'l.tphit t:::dl1:iquc" il}]" dig.ital signu:urcs can provide ;.tS:itll7.lflCe 

thLlt eicetronil; informatiull, such us an e~l~la~1 messagc. ha:; not been modili0('1. When u.'leu wilh a PK!. 
digital signatnres CUll bl.!" used to vt:ri(y tb: signer ofllu: eh:..:lrunk I1icssag<..! as well. When l;ombined 
with techniques for key management and encryption. hl'nhhl.'arc protcssiuna!s l;Hn t:$iablish secure 
communications octwet:n senders and recipients. This bc!psl.!nstll"l.! the conlidentiality of patient 
information as it is transmiacd across the Internet. NIST is: it Icutk'l' in the dcvdopmcm ora Fcdt:ral 
Public Key [nrrostmcturc and is working with industry to dcvclup PKI technology. We have also led 
research and deVelopment effons to support the creation oflnrge ~lIld complex PKls, work~d \vith 
industry to develop government and lnternet st::mdards for PKI. and participated in ongoing PKI 
intcroperability testing efforts. 

In addition 10 its efforts in the PKI area, NIST continues its leadership role in the speci!1citlion of 
cryptographic: techniques needed by Federa! agencies .:md induslry. The Scc:Clury of Commerce has 
approved a Federal Digital Signature Standard and a Secun:; Hash Standard. which support digital 
signatures and havt: also begun the process of st:mdart!izin!j kt·y lll(l!l;tg.CI1l\,'!l\ techniques to :"llpport the 
establishmcnl of secure communications. We are also working with inliwitl'y to dcvclop a new 
encryption stundnrd. knov.'ll as tbe ;\ch'anced Encryption Swnda::d (AES). Our gon! is that the AES C.1n 
be used to protect sensitive informatIOn. ::>ucl: as h(;ultbcan,; pruvkh.:r ~ll1d putit.:111 IntlJ1'!llation. ji.li' the ncxt 
thirty or more years. 

I would now like 10 address some specific ll'.:althcarl.! IT sccurity il1ili(11jw~, Both NfST and NIAP 
currently hrlVc compkmentary projects to wmk wilh thc bc:lItlH.:an; industry to lind more dTeet!ve wny:; 
to define s,"-,,"-,urity fcquir;,:nwnts ror h~al;hcan: IT systems and to help hcnhhcarc '-:onsllmcrs gain 
conf:dcncc !;Ul IT providcrs have produced the IT products ,1I1d security features they nt.:ed. 

The lirst initiative ,supported by NIAP was the establishml'nt ofnn jl1dustry~lcd lwalthcan: sec:urity 
forum to bring bealthcare consumers and provid!.:J's hJg-:ther. In gCll.;wL 1111.: p<.mi:.:ipulHs di,sl.:u!>st:d 
security requirements for healthcare IT systems. and the potential (or dl!vcloping ~peci:i.c. ~C1S of security 
requirements, or protection proli.les, using the interniltimml ~tandurd Common Criteria. On November 
18.1998 un initial public meeting was held 31 NIST 10 seek the healthcare industry'S interest in 
establishing such a hcalthcarc security forum. The purposc of tht mceling was to tnform and educute the 
heallhcare community "botH NIAP and the Common Criteria and to S<!ck indus!r)"s interest in 
dcveloping specific protection profiles for hea!thcare Ctllerpnscs, The imlial feedhack from the forum 
mtendees WtlS very positive, Privacy and the protectton ofmedicnl information Wl!re major industry 
concerns u:; well as how organizations could shmv compliance with the Health Insurance Portability and 
Accountability Act (H1PAA) of [996 and emerging Depal'hnel1t of Hl'tdth tlnd Human Services (HHS) 
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fcquircmellts. 

il1listt:nil1g to tht:: concerns oftht: hcalthcare ir,du.stry, it apPcHf..:d :h<lt thl! Common Criteria p1Jradigm 
for specifying IT security l'cquircn1cn::> [!nd tht: N[AP :T security testing program offered a prOllllsing 
approach for supporting organizmions' dTorts W 1nL'l't hC;;lilh(.!a:e laws and POhClCS. It also appeared that 
the Common Criteria pmudigm might provide a CODH:lcn stru;,,::urc tu cxpn:::;s h:::lhhcnn: consun:er and 
heaithcUft' provider security requircmer:ts and a mdhmi (or I.;()mpanng ::;CClIlilyMcnbm~c,,;d IT products 
produced by vendors. 

In a related effort and based on the feedback from the hC<llthcure security forum, t\:IST's ITL begal: an 
intrar:1Ural rc:;earch project in October 1998 with our Advanced Tcchnolugy Pmg:1I1'l (ATP) to develop 
a IUclhod'.11ogy and hcahhcarc security architecllll'C [ur g'Jidlllg I:Ocslfl1;;:ion of a fumi!y of Common 
Criterio.-b~1sed protection profiles, or sds of $ecur:ly rcqLin:mL:Jlt:;, for hca1tbcat\~ IT sy::items. NIST 
wanted to (kmunstrate how healthcare providers cou:d help ildd;t,;s~ cQJHp[hmcc with the security 
requirements articulated i:l top level healtlu:art' pll:icii.'s or 1(l\V~~~~tilat b. do the s~c\ll'ity fi:tIlU!'l:s ill 
particular iT prDducts tlsed in hcalthcare IT systems S'..lprOf\ the P1'OIL'oitlJ1 rcquin.!Ill.:nts'? 

Most of the Common Criteria effo,ts today focus on tbc dcvelopment at' gcneric seeur;ly sp02ci fications, 
or protection profiles, for a particular prodw':l or product family, 1;)1' example, operating systems, 
database manage:nent systems, firewalls, or smartc<lrds. Th:.:rc has been little effort to date in 
developi:lg prolt:c:ion profiles for an IT system supporting a :>pecilic 1.:ornmunity of interest, slicb as 
he:.llthcHl'e 01' banking. '(1l';!se systcms-lcycl proliles must SUPPO:l ali functions in :J p:'lrticular b;'lsincss 
IJI"OCCSS <'.fca1 (1'01' cXfl1nplc, patioJnt billing, collection of clinic;:! t: iuls data, and tnsurancc billing), and 
are therdorc, niorc difficult to construct :h<1n tbe- gellcmlized. pwdUd-bastd pro!ilcs. "Inc results of the 
N1ST ATP rescarch project ;m~ cxpt:ctcd to provide it [J'D:lw\vork for defining bealtheure security 
domains where specific protcc~ion profiles nrc needed. and to g:Vt' gmdanet on huw technology specific 
or proJuct~levcl profiles. such ~$ firewall.:; or dalab2SC sYjlcniS, can b\! incorpomted to support the 
business's security objcetiws. 

Another interesting aspect of tbe ATP project was 1he development or spec: fie Common CdlCl'ia sec·~lrity 
requirements fo!' processing Health Can; Financing Admillistralion (HeFAJ d;i~~t In :\oVL:n;bcr 1998, 
j-1CFA publis:lCc an Internet Security Policy (HISP) to providl': gmdeEncs on th<; appropriate usc of the 
In:erneI to uar.smit Privacy Aet-prulel..:ted and other sensitive :ntbnna:h.m. 1'0 II1COrpOr;nc ~I;c best 
industry pmclices 10f implementing the provisions oflhis pollcy u:1d l:Xrwess them in 11 standardized 
language, a Common Criteria-based set of security n:qt:Jrcmcnts ",..as developed, This set of 
requirements, or "functional package" .as;1 is c~llld, n:presems ~U1 aggregate of the seclIrity j'ulldion~:J 
rcquil'Cnl:clHs expressed In Common Cri:<;!riH hmgullgc Ih:i: <:aptures thc provisions of HCFi\ Internet 
Security Policy, This function..l! p:ickngc can, if; :Urt1, I::e tlsed by hc:alth!.'are consumers and providers il: 
creating protection profiles that specify IT scccrily rcquin:menls for HCFA I.:ompliunt prndw.::ts and 
syst'.::ms. I: also provides tbe necessary latitude for diff;.::rcnt IT providcrs tkvdoping sy$~l.'ms tv 
lrnflsmitlrc.;eive sensitive HeFA data, to implement the policy fcquiremcms thl'ollgn a v:iridy 0;' 

tcclmical solutions. 

OUf Advanced Technology Program has plilyed an imponaat rok II: :hc emergence of bealthc\il\! IT 
t\!chliologil:s. Tht: A1'P has co~rundcd a suite 0[32 p:-o,ic(.t.5 wilh 1.1:1 c~li,:u;{cd funding of approximately 
$140 million ilt ATP funding matched by nenrly $140 1:1iilion in indl!stry funding 'J"hcsc projects were 
designed to dl;vdop critlca! inforrnntion infmslnlcturc tecr.nologics tu enable ellham;cd, more fully 
integratcd medical information systerns across tl:e hcal:hearc industry, increasing accessibility and 
unifi.)rmity while greatly reducing costs and errors in handling medical inl{'H'l11ation< The projects 
developcd tcchl1o[ogto:s for the devdopment of an infrnstruciun: lor a privah>:;;.::~tur·,h ivcn. nntiunwide 
information system, ir:dmHng: 

• 	 t.ools fo: enterprise integrmioll, dt)lHJ.lln identi1ication, and bu:::im.'ss pn..)(':':SS lHodl.'ling: , 
• 	 technologies to make slI>.:h u system dlicient and USCI' friend:y, incltl~Eng t.:umputeriz\!d" 

knowledge-based systems, digita! libraries, and nHlurall,nguagc ;mJ.:essing; m:d 
• 	 applicntions that directly meet healthcan: llsers' :lI.:C(\$, :>lK:1 a$ c1init.:<l1 decision support ~ystcms 

and consumer he<lllh information ~md CdllC,Hior: SYS::'::llS. 
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As these prujec:s mature, we are beginning to sec progr..:s:; luw;trds Ih,,' buildiq; of an informaLio:l 
infraslrllctun:: for hcalthcarc. Spcc-ilically. trcndslocludc: mOVl.':m:llt from propriet<.U'Y 10 up:.:n systems; 
acceleration of the development and acceptance of sland:.U'Js; tlnd buikling t:ritical mass through 
cross-disciplinary teaming. Also. the economic benefits: associated with many of these projects are 
beginning to accrue. TIlesc benefits include reduced hetlltbcarc costs. improved quality of health care, 
and an increase in global market share of neW and improved ploducts and services. I would like to 
highlight u fl:w of these projecls. 

One of the ATP awardees. Belmont Research, Inc. developed tcdl1lo1ogy to hdp n.'sc:l)l,.'hers tr:ms!cr. 
query. and mine complex health care data from a multitude uf St.:aHcrcd clinical and administrative 
databnses, without requiring changes to the existing dutab~lses, A nc\\, suftw.m: product whicn 
incorpomtes some of the technology, TablcTransTM allows datu .managers and unalysts to earf)' out 
dmabnse transfonnations and queries thll~ .In:; lou complex till' :mditiu:ml tuols, using ,1 visual, 
step-by-st;::l user interface. In addi:ion to lx:ing useful ic drug dcvc!opn:ent, !!l!S solhvan.: abo had a 
further bcnelit in thut ~t helped users identify Y2K dma problt:ms and L:iJ!l\\:r! da:u in:u a Y2K-cumpliam 
rormat. 

Another successful project is a joint venture we co~rundcd with 10 participants h;n by the Advanced 
Tcchnology Institute. formerly the Somh Carolina Rest:an.:l! Authority. The focus of the project was 10 
develop tools Cor heuitilcan: idormalio!1 tl!chnok)gy t!WI wo~!!d enable t:~)m:HU:1ity care. Fill' I,!.\~lmple, 
this projl.':ct lws greatly benefited healthcar~ delivery in rum! urcas. As v'illy of illuslratil...)J1, consider 
Charleston Area Medical Center. a m[uor lic,\ltllr.:an: provider in Southern West Virginia, which used 
reslllts of this project to establish a Ieleradiulogy nelwurk [0 provide rural fucilitk's access 10 a board 
certified l'udiologist 24 hours a day, seven days a \\'{..'I.!k, This allows patients to stay clost.: to their homes 
during trc<ltmcnt and greatly reduces the Ilumbt:r oftrnl1s!'crs and repr;!at e:\ums required. Two years ngo, 
during off .. JlOUfS it took approximately 10 hoUt's to rCl:dvt: ,\ radiology report, Ih:quclltly requiring the 
use of couriers to hand ddivr:r ti1111~, Whut tl dramntk lrnprowmcLH HOWl \\'IlIJ!1 a radiologist' S 

interpretation is returned wi:hin 15 minutes of un exam~ P!:tns me underway to expanJ the use of this 
technology 10 cardiology services and oncology services n!so, Another illustrmion of a tool developed 
under this joint venture to assist in healthcare delivery is tn,lt of remotely controlled, digital 
telepathology. This pcrmi(s biopsy sper:imcJ1s taken ttl rural bcnltncarc fl.icilitics 10 be cxmnined 
r.;morcly by n pathologist at a central site n:.my miles away, within the clinically ucceptabh.: time frame 
or less than 15 minutes. This cap:tb:lity mldn;s~,,;:> Ih~ m.: ....c tit' IGt'ul h~H1tllcal'c l'adlities that C~ll:not 
nffon! full lime pmhology services, Thunks to thls Wdll;ulogy. slIl'gical procedures can be selwdulcd 
accQrding to patient need and not according to pathologist uvaib1bility, 

111e face of healthcare is indeed changing as we embrace ihis new infonnution ;;Ige. Another way it is 
changing through information technologies. which you !li~ly not have cummlt-red. is U1 mlvanccs in 
virttllli renlity for surglc;\! trailling. In the past, simulation technology has no! ",nered stlnicicnl realism 
to mimic mC<.Ec<tl procedures, which typkalJy have been k~(lrncd through practice on cadavers. tlmmnis, 
and somelimcs crude models. With co-funding from the Advanced Technology Progmm, H small 
company in GZlithersburg, Marylando HT Medical Systems. Inc., has been able to advancc medical 
simulation technology (0 a high level of realism at reasonable \:051. The)' have developed the 
c3j)Jbililics to model compkx nntu!'al pll''::lOITIcnn stKh as the l'ut:ing nad blei.:ding of human tissues and 
11:e tcchnolog:..:s for sinn:btillg mil:ilrally invasiv~ s',lrg..:ry, i:1duding rohmi..: ta..:!i!..:~fe;,:dhad.; d'.:vlccs 
tl:at rcp:icalc lhl! <'Icd" or endoscopic and endov:t::;t:t:Jar ;mJl:t:du;es. Sl!\'\::,al prodm;'.s havL; becn 
commercialized based on tilL; ATP-funded rese,arch. One urth!.:se. tOf cxnmplc, eumb:m:s VI;;UlJ; (laJ 
tactile elements to teach nurses the cognitive and motor ~kilJ.s ncedt:d 10 insen a needle properly into a 
vein the mas! common medical procedure. To date, about 170 of these systems nre installed in sixw 

countries. Research shows that this system costs less th:m pb:>1ic mill models :md encourages more 
practke. 

III summary, th\) barriers to dTeclively integrating IT into the lH.:althcare indllstry do not SCl;lll 10 be 
insurmountable. We me making substantial progress in solving the difl1cult and challenging problems 
associated with the security of health care IT systems. NIST is actively t:ng:lging industry ~lI1d employing 
its best tedl11kal resourct$ to address the healthcare security ,lI1d technology issues J 11<1vc discussed in 
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my testimony toduy. We bdicve thut NIAP, use of the tlcW :nternnllo!1allT security slundanl (Common 
Critcriu). the emerging IT security testing program, and new technologi.:s eml provide significant help to 
healthcarc consumers and providers in tr<lllSLtioning to Ihis in..:reaslngJy paperless environment. ~'taking 
mUfe infornwd prodllcl choices should result in more St:tllrc systems ami hdp hcahhcan: conslimers and 
providers mc~t applicable security requirements. Thank you and nt ihis lime I would be happy iO answer 
any qucstiom. the subcommince might have 
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Madam Chairwoman a:ld mo..:mbers of tll..: SlIb-.:ommith:c. 1 am pleascd to appe:tr bd0n.: you today do 
discuss the role orthc Ntltion~l institute of Standards and Technology (NIST) jn hdping C~G\)mmercc 
thrive in the U;lltcd Slates, As ym: know. N1ST is an agency orlll..: U.S, Cmnm-:rcc DCpal'ltnt:I11's 
Technolugy Administration. 

We hear constantly about the growth and impact of c¥comml;rce on th'': new ceonomy and on our 
everyday lives. Everyone recognizes that c-COI'l1IHcft"c is big and gClling bigg.CL Rew~1 c·commcrcc gets 
a lot of ptess covcmge, but the rea! impact ofc-cummcrce is much broader than that For example, 
busines~Ho·btlsint;;ss (vr B213) e-commcrce activlty is expected to pass onc trillion dollars mmually by 
2003, compmed to 108 hilllon dolht!'.::; tor r<:!ai! \!~\:Ol1lllierce" I don't think I need to pcr::uadc yllll th<-lt till.: 
cominueu heahh and growth of e-commerce will be <,;:WIl more cri!ic:.d fur OHr Nation LInd economy in 
the future, 

'niC private sector is driving advances in t-COl1Ull(:n;c technology and Usc, as iT should. So it is fair to 
asle What is the rok orllle iedcrul government in e-comlnt.:n.:-I.''? In punkulnr. ! would like [0 share my 
thoughts today on the role of NIST III (,'-COllllllcr.cc. 

NlST's role in t>COtlllIH.:rc...; IS to work dosdy with the priv<lh.' sector to ~nsun.' thm the i.·~":litlmlt,;rcc 
infrastructure is strong enough and flexible enough to l,;!1abk t:ll,; l.:ont!lllling growth unci sac...;c;:;s or 
e~(,;o:nl11ex(!. N:ST pn.wid:.:s uniquc tools to help industry build ncw (.i-COJ:lmercc :cchnoJogil.!'s ,md 
applications. We hear ~ k,t of comparisons bctween the new "dot c~)Jlf' companies and the tradiiionnl 
'"bricks and mortar" companies. To muke analogy to the more tmdilional view -- which is morc nlmilinr 
to many of us who didn'l grow up in the Internet nge -- NIST provides ;hc c-commerce "bricks and 
mortar" that industry ~lses to build new c-commerce "structures." Howe\'er. in thc e-COtnmefCl.; worldr 
those "bricks nnd mort::tr" Ih::tt NIST provides nre nOljusl phys.icill things but also so!1wan:, smndards, 
and technical assistan..:c. And industry ust:s lhe \:-commerct' "bricks and mortar" that NIST pruvides not 
just to build physical things, but also to provide "crv:ccs, software, and cU!mnunicatiolls mcthods, 

Let me be rnme spt:cific about KlST's uni,;ut: role in providilig tHob 10 the privm0 ~cctor to he!p 
ewcommercc thrive. NIST pwviJt:s three types ortonls: 

• 	 Measurements and s~amlards for the hardwart:, soflwflfc. ,md networks that comp:::ise the 
c~commerce infrllstructure, ensuring that the Infrastructure works: elTectively !Hltl can support 
continuing growth anu change . 

• 	 Direct hal1ds~on assistance. through thc Manllfncturing Extension Purtm:rship, to American small 
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manufacturers who need help to thrive in tilt: new c*cOl1lt1lcrct.:-drivcn economy . 
• 	 Co-funding of private sector resemch, through the Adv<!flccd "J"t.,'chrh,,]ogy Progrmn, to hdp 

dt::vdop the n::w technulogics tlmt will cmlb:~~ fUIurc <l{.lvanc~s in thl! c-comt1lcn;c ir.frastructurc 
and flew \\'ays of exploiting c-cumntcrcc and inj'urmatioll h:c1mology . 

.; 1 would like to tell you iliOn,; abollt each of these threc lypes ofc:,cmnmcrce tools lhM t\1 ST provides. 

Measurements and Standards to Enable E-Commercc to Thrive 

First. let's t.:onsidcr how th:: NIST Laboratories pwvld.,;: tile critkai measurements and standards that 
enable the private sector to build the e~comn1ert.:e int"rnstrut.:tllfe nnd ensuring thut it can grow and change 
with future technical and economic advances, 

For example, standards are critical to ensuring lImt the incredibly vast and complex hllcrnet -- the 
network 11KI! is the backbone of e-!.;ommcrce -- t;un function and grow. The Internet contains millions of 
computers, Ci.lmnnmications aevices, software sysi:.:ms, and othe( components, cue!: cuming In a wide 
variety of dif1ercnt types. Without common standards. the Internet would b~ lhc ultimate Tow::r of 
B'lbel, with different components spi:nking languages Hol umh:r:;lOod 01' compnl;hlt.: with tbe otlier 
components, or not even able to speak and hear ,-111 th~ same fI'l'quc1!ciC;L 

The NIST laboralOries playa key role in working with industry 10 dewlop the swnd<.trds that l'usure the 
smooth functioll!ng of the lntcmct to en3blc c-commCTCt\ uml Illdl1tatc future innovmitm and 
competition, In the intensely c()mpctjtlv~ information {I.!dmo!ogy and e-,'x)JnmcrCI! world, industry n.:lies 
on the nCl:traJ. technical expertise oeNIST 10 help IOl'll1l!law indus!ry~widt: standard... that willl?Cndil 
ALL players and the whole economy. 

Randall C. \\'hiting. when he was President and CEO ofComllll'rccNet. made the case for NIST 
involvemcnt clcnrly and coneis..:!y. He said: 

" ... Many ofthe lI1o.\·,jill1dmllel/!a! cO/lljJonenls (lthe l!IIemef. uPO/} 11 '111\'/1 1!-':I)//lIllc/'f..,,(' is dep('lI(h!l/{, "te 
/wi ef/eclive/y managed, coo/'dil1wed, s/(lIld(l}'(lized or d('I'e/Ojh':d. II is (,""),(,1100/ lliol Ihere he (/ dose 
purfnel'ship between iJlduSf/~V lind governmCl1Ilo c,/jiJdively oddres,\' lhe /11al1)' inji·(lsfl'lu.:rure, 1i!f.:hl1%gy 
and process issues that will jilce e-commerce il1 fhe lIear fillllre. HaVing an agency such Wi NIST i1l th(lf 
rule will ensure industry htls a parmer Ihal 1) lmdersumd·; (he deflwnd,.,. a/techn%)!,y and busiw:ss 
innovafion, .sJ is experienced in key irifrastrllcture Slandards. 3) is independent '?/polifical 
/1fuiiv,,!ion..l\ .. " 

1W<1Ilt to briC"l1y mention sO:llC other specific me-ns whcre 1\"1 ST mc:tsul'cments and stnndards arC" key to 
cnabling industry to exploit c-commerce adv<ll1ccs. 

Security 

Successftll c-comm;.!rce depcnds on secure tf:.l:1smlss:un of tb;:; S\ld~ .1$ \:H.:dit e,.:\llHlIlib(,.'f.S. liH,tndnl 
infonnntion, mC"dicnl records. "nd tithe!' scnsiliw i:lJorJ:j;;Hiull. NIST is :t·admg 11u.: global effon to 
dt.;vclop lht;: Advan\;cd Encryption Standard) which will DC used to cnsure 1h4l1 eru:ryptt.;d sensitive data 
cannot be decoded hy anyone Dm the Intended pm1ics. Typical urN!ST standards activities, NIST has 
worked very closely with industry on AES to develop guideliHt.'s and wnys to tcst !1(;\V possible 
standards. O;:mlpanies from around the world submitted candidate new stnlldards to NIST for extensive 
public testing and analysis. When the tcsting is completed in n Ie\\' months, the Secretary of Commerc..; 
will announce the propos!.!d lina! cncryplim: stnndard (there may h;.' more than one) thm will provide 
u.:.!ta security for the !1!.!Xl 50 y!.!ars, cmmrlJ:g, that scnsilivc informUtlOil \;UH bt: salely <.!xehangcd 1'01' 
CMcommercc. 

In addition 10 making data safe. c-commen.:e security also depends on :lecuratdy identifying ~\'ho you 
are communicating with. :-.JIST has been a Icad~r in helping dl:vdnp Publi>: Key Infrastr\lctur~ (1'K!) 
standards lilat ensure accurate identification ofthc panics i'l'1Il Inwrnet trans~!ction" \lIST works dose:)' 
with ihc ind\ls~ry-kd !r:temct Enginc~ring Tusk For':0 \vhkh. :ldps dl!\,c~op [)KI <led \.)l!h':;' security 
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standards, and \"IST works \'lith many othcr pl'ivatc ;;l:clor standards groups. NIST a!.so devclop;::d;;\ 
testbed \vhcre differem privule sector implementations ofPKI .;an be resled 10 ensure that they \\'ork 
together effectively and arc compnlible with different hmd-wafc ami software systems, 

CQnformnnee Testing 

World wide web pages and applications me becoming much more complex. Rather than just text and 
pictures:. complex interactive data exchange and soihvure upplications are becoming routine on the web 
for e~\.'ommerCe, including such things as optimizing manuilKturing processes. plunning the best 
delivery rontes along mfmy different SlOpS \vith diffcrclll priorities, automatic ordering and billing.•md 
many other applicmions. A powerful new web programming hmguage called XML (eXtensible Markup 
Langwlge) appears very promising for future generatiuns of advanced web applications, NIST has 
worked closely with industry (including tbe OASIS consortium) to develop tools and 1U{..'thods to make 
sure that e-commerce applications using XML work ~lrecli\,t!ly acmss all the diifcrcnt types of 
ct.1mputers, SOfW.-1Ut' systems, bro\vSers, find nct\\'orks, NISrs XML Conformance Test Suite will enable 
industry to exploit the full mnge of possibilities for XML to grem!y expand e-comm;:rct: applic~Hions. 

Wireless I nt{'rnct 

Going wireless frees computers, palm devices, and uthl!r hardware from the mobility limitations of 
cubles -or fibers, and extends e-commerce 10 just Hbout [illY environment imaginable: commlll1icalions 
with tmcks Hod plmlCs en route, exchangc of inlorm.lIlUll ~1\ buildmg sites, and many other -applicatiuns. 
To help develop thc comllllllli(.;ations standards Ihnt enable broad adoption ofwir('oks.s technologic:>, 
NIST chairs un dTort involving ullthe major industry pluyc!":;, the Institute of Elcclrical and Ek'.:ll'Onic.s 
Enginccl's (IEEE) Broadband Win.:lcss Access SI'll1dardiz<.Ition committee. The impurtancl.! and impact 
of such NISI i.!JTorts arc renecti.!d by a statemclll Ji'OIll LOllis Olsen, Vice President ofTcdmology 
Development lor Taligel11. Inc. Olson said: 

"Te/jgenf s!tpport,r {he iEEE 802, 16 bmadhand I!'ireiess {/(;cess .I'/am/ardiz(llion clIo'" Ie/wired by 
NISi} l+'hich We heiieve \I'm drive dawn eqlllpfHL'nf r;o.\fs ami create a jrcmwfl'ork/(}/' nevI-' im1Om/iol1. 
This wlfl CllIoiV II,~ to rolf (iul .wJf"Vice./(l,\ler w more areas lind s£'tl'e more Clt.\fotllers. Su.mdttrds !-I'W 
nwke wire/r:ss a real alferna!lvejl)1' residenllal hroadha.Ytd (Ieee.,'.;' ((nd eXfJund the "tlnge (~lcus,'()me.r.\' 
sf!rw.:d " 

Fiber Optics . 

Continued success or e·commerce will depend on fin enormous mcn:ase in data iransmission I'ales. and 
NIST is providing the measurements and standards Ihm will ensure that the nbcr optic backbone of the 
[mernel will be able In deliver the needed capacity, Every U.S fiber m:mut1H:turer relies on special NIST 
fiber standards to ensure that different libers can be spliced tugcther effectively -- even tiny 
misalignmenhi of t\'.'o difTcrent fibers can dramatically impede data How. NJST provides other stundnrds 
Hnd rneasurements that industry lIses to ensure that fiber is manufactured \vlth the tight tolerances 
needed to ensure proper quantity and quality of data transmission, And NIST is working dosely with 
industry to develop the new mcasurements and standards to support a new technology c{lllcd DWDM 
(Dense Wavelength Division Multiplexing) that will permit millions: of different data Streams to be 
jammed simultaneously into one fiber. vastly increasing the darn capacity. 

Making ~;'Commcrcc .. Reality for Small Manuf..cturcrs: Manufacturing 

Extension Partnership 


In addition to measurements und stnndmds, the second major tool that NlST provides to SllPPOl't 
e~commcl'ec is direct. hands-oil assistance to help America's 385,000 small malHlfncturers thrive l11thc 
c-commcl'i.::e i;'conomy. 

The Washington Post notc-d rc-ccntly thllt: " .. ,small businesse:;: today seem bt;wiklered by sites vying 10 
help them do e-business." A recent National As~ocla!ion of Manufacturers stl1dy found th,lt more than 
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two thirds ofmanu/llCturers an.! not yet using electronit: t:ommert:t: 10 t:onducl busincss lransat:liol1s. 
More than 50 percent of all supply-chain participants are small businesses. As supply-chains become 
incrcasingly driven by e-COlllmcrce, all parts of the chain will surfer if sm3]] manubclUrers are unable to 
adopt C-COlllmen.:e practices. At a recent manufacturing t:onferent:e sponsored by NIST's Manufacturing 
Extcnsion Partnership, one slllall manuttlCturer noted that he was quite comfortable deciding whether he 
needed to purchase a $20,000 truck versus a $50,000 truck, but wlWl1 it came to seleding bt:t\vccn [l 

$5,000 email server and a $50,000 email server he had no idea how to approach the problem. 

With centers in every state and Puerto Rico, the NIST Manufat:turing Extension Partnership is uniquely 
suited to help American small manufacturers thrive in un e-t:ommt:rct: world. [ach ccnter works directly 
with small manuCacturers to provide expertise and st:rvices tailored to their most critical business, 
technology, and training needs. Many MEP client companies report astounding improvements in 
productivity and protits through MEP assistance. 

Recognizing the growing importance orinlurlnation technology Ihroughout the economy, ME!> has 
stepped up its information tt.:chnology assistance to slllalll1laJlUftldun.:rs. Throughout 1999, MEP centers 
helped small manuf:lcturers successfully deal with Y2K problems through workshops across the country, 
Y2K self-help kits, a help center provided on-an-one assistance. and 24-hour-a-day assistance was 
provided through a web site. l3uilding on this base of inlornwlion tedmology support, MEl' is training 
center liekl stat'fin e-commerce and Internellcchnologics su Ilwy cun provick hands-on help to small 
manu/flcturers in adopting e-business practices. Beginning in the lill!' MEl' centers will offer scminars to 
help smallmanufaclurers understand the promises and challenges of c-commercc and make inlurmed 
technology and business decisions. 

Supporting Research for Future E-Commcrce Advances: The Advanced 

Technology Program 


NIST's third major 1001 for advancing e·commerce is co· funding of private sector research to help 
develllp the new tct:hnologics that enable future adV:tllCt:S in tIlt: e-CUll1ll1ercc infhlstructurc and new 
ways of exploiting e-commcrce and informutiol1 technology. 

The Advanced Technology Program (ATP) bridges the gap betwecn the research lab and the 
marketplace by providing cost-shared funding in tIll.! critical early stages of R&D. That is, when research 
risks arc too high for other sources or funding, but technit:al success would bring about broad-based 
benefits. In a March 1998 workshop called "Defining the Advanced Technology Challenges of the 
Electronic Commerce Marketplnce," induslry strongly called for increased ATP investment in key 
technologies and infrastructure research that would enable e-commcrce advances. , 

Industry makes numerous strong proposals 10 ATP ror information technology work that supports 
e-commcrce advances, and ATP has invested in a broad range of infrastruclural technologies including: 
component-based software, learning systems. telecomJllunications. digital video and data storage. 
internet-based manufacturing, and tt:lemedicint..·. 

For ex,lll1ple, ATP support ellubll.!d Vit,lIWorks, ,I sm~tll MaSS,lchusdts company, to creatt: a new 
software system that makes rt:cord keeping much easil.!r lor physicians. With the new system, the 
physician enters only a few key words in response to questions from the computer and the software 
creates complete, accurate clinical notes, while also entering all the diagnostic and treatment information 
into:l database that can be used for research, tracking treatment elTectivcness, and other applications. 

This technology is now being used in electronic patient charts and has reduced errors of omission !i'om 
as much as 60 percent to as few as 1 percent in sOllle cast:s. A nt:\\' software module is already llsed at 
somt: 300 U.S. sites by an estimated 5.000 doctors amI it is predicted that the Veterans Administration 
could realize annual savings of sev(,!ral million dollars for each medir.:a! region. The underlying 
technology also could have applications in liclds such as law and business. 

FY2001 Ecommerce/Ebusiness initiatives 
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Although NIST is making vuluabk contributions to industry's l'volution to c~businesst:s, it is dl'ar that 
this is just tilt: beginning, ,1I1d {here is much more work to be doni.!. That is why NIST hus proposed an 
FY 200 1 e~commc:rcc initiative with three cOlnpom:l1ts: MEP E-commcrce oUin:aeh (+$9M. $15M total 
including S6M reprogmmming), M:muf:]cturing lnleroperability (+$4M), and Wireless Tt-'Chnologics 
(+$IM), 

MEP E-commerce Outreach: NfST ""lEP's efforts 10 date are just a small step towards helping smull 
firms acquire the resources and expertise needed to adopt .:-commcrce business practices, NIST's 
FY2001 budget reqm:st includes a $9 million initiative \0 emlbk' NIST lV1EP to WOl'k with tin; Sma!! 
Business Adminlstmtion imd the U.S. Dl.!parlmenl of Agriculiurc on and e~comnu!rcC' omrcach program. 
111is initiative will provide continlled funding for a.PP:-OXi:ll;Jltly 200 infonnUltOn rcchno!ugy 
professionals who were added by MEl' centers to work on Y2K oUlreadt. 11 will also cnable NIST MEP 
to develop touls to help small firms not only better understand c-cOmmerce but 10 dC\'elop and 
implement an e-business strategy and usc e·commerce technology_ 

MmtujitClUriug luteropembilily: This initiativc will locus un working with industry to develop the 
mca..I)uremcnts and standards necessary to ensure accurale and efficient exchange of manufacturing 
supply chain electronic data (+$4M). Imperfect intcropcrability-barriers to commullicatll1g elcciroflic 
d~tUt between manufaCll.m:rs, in supply chains, and within enterprises-imposes a cost of ut least $1 
billion per year on the automotive supply chain alone, In Ont: rCl.:elit case an engllleenng service proviuer 
wns barred from bidding on ,m HUtomOlivc munutilcturer's projects during the two rnomhs it took to 
track down the soun.:c of a d.:lta translation error. It turJlt..:d oul nol to h.!Vt: been the fault or the 
engineering s!;rvicc provider. Dat:l cxdmnge probl~!lls 1,.;a!l cost Inrgc compunies signilicant rcvl.:nm: 
from being lute lO markel. or m~mU!~i;;luril1g detective prnuuc;s, but, small wmpanics might n<.)1 be ;!ble 
io survive if they arc barred than bidding on collin1cts lor significant periods orllme. 

By 2003. it is estimatl.:d tIm: 137 million bl:s:ncss liSCTIi will bc hwo:vcd in remote work of ~umc kind.':' 
Industry soun:t,)s indic;ltc 1h<11 For1i:nc 500 co:npanic:i aln:ady outsO",lrCe 78 j1cn.:ent of t:tc;r 
transportation, 54 p:.::n;(.!)lt of their d:stributiDl"!. and 46 percent of t;lC;r J11Jl1ufaeluring,;; "j'bcsc numb!.:!':i 
afC expected 10 inerem,\;!, with 1[1L: tbird~party !ogistic~ illJustry expected;-o doubJ~ 10 $50 billion in the 
ncxt two yvars,l 

Without thL' improved measurements and swndards that this jllitilltiv~ would develop, the increased 
volume of remote work, (Hld olltSO~lrcing wil I rcsult in lncreas<..'d costs to U, S, IllHl1ufact lIl'er~, 

Wirde.l'.l' Teclll1(}/ogie.\'; This initiative will fOCllS on dcvdopm!.:l1t ofmCaSllfCI11Cl1ts and standards 10 
enable broad adoption of next gcm!rntion wircl!.:ss communications (+$1 M), These wil'dess tedllloiogies 
will impact COJl)l1HlJ1icmiol1s, commerce. und governm!.:nL The)' wil! aJ~o result in new paradigms for 
health cure. public safety. education. law enforcement ma!luj~ctl.lring. and entertainment, But without 
proper meusurement too!;; and standards. the new wireless technologies will develop more stowly and 
inel1kicntly, impeding U.S, economic and techno!ogy grO\\.'th and risking it1CrCased loss ofnwrket share 
and technology leadership 10 olher nations in the highly competitive g.lobal marketplace, Jrwe need :my 
evidence we nt.::ed look no Ihrther th~l[) lhe experience with cell phones in Europe. 

Nev\,' measurement capabilities and siambrds are ncetkd 10 ennble U.S. industry t(} lead the lr.msition of 
intormalion technologies from desktop personal computers to a new puradigm of ubiquitolls, networked 
und embedded computing connected by wirck'sslinks, Th~s initiative will en<.lb!e NIST t{) d\!vdop the 
mensurements and standards infrostructure to suppor: the emergence of new \\lireless infbnn:ltion 
technoJogit:s 

NJST has a very successful record of working for almost 100 yems with itldust!)', other guvt:rnment 
agencies. universities, and non-proHt orguni7.utions to heip provide the infrastructure lor commerce and 
economic growth. The techno!ogil..'s or 100 yeurs ago were very different than toon;:':; tcclmo!ogics, but 
the core nature ofNIST's role remains the sume: work witb the privUle sector to develop .md apply the 
me~lSlln:mems. standards, and technologies that enable prosperity and C'lli1illlce quality of hl1:, NIST is 
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already helping industry develop and apply e-cOmlrterc!"" [cdmologies that arc tmnslbrming our 
economy, And we .tre prepared to t'lke un even greater role i:t the future to help industry master the 
challenges and oppmtunities of e~cummcrcc, 

Thilllk you for Ihis opportllnity 10 <.!ppc4Ir 3cforc yO~1 l\ld:JY, ! would be hnppy to wke any questions. 

I Key Issues in Mobile and Remote Middlcware. K Sdll.'rbi.'rgcr. Gartner GrollP (t\priI24. 1998). 
2 Internet Collabonltion Gets Another Tool. Technical Insights Alert. John Wiley & Sons (June 11, 
1999). 
J Ibid. 
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"The Role of Standllnls in Tollay's Society lind in the Future" 


Madam Chairwoman and members of the Subcommittee, I am pleased to testify before you today on a 
subject or great importance to the United States. For the first time, government, industry, standards 
developers, and other interested parties have come together under the banner of' the American National 
Standards Institute (ANSI) to develop a National Standards Strategy. Thank YOll ror t{Jellsing national 
attention on this important advance for the United States. 

Although most people do not realize it, standards and till: methods used to assess conformity to s([lndards 
are absolutely critical. They are essential compom:nls or our nation's technology infrastructure-vital to 
industry and commerce, crucial to the health and sal(:ty of Americans, and basic to the nation's 
economic performance. 

A 	I(:w figures illustrate the international significane..: and rd..:van..:e of standards: 

• 	 About 80 percent of global merchandise trade is affected by standards and by regulations that 
embody standards . 

• 	 In terms of the U.S.-European economic relationship. standards influence an estimated $200 
billion in transatlantic trade. 

For these and other important economic and social reasuns. Commerce SL.:L.:n:tary MineHI and I arc 
delightcd that the United States now has a new and V!.!l"y constructive National Standards Strategy. Thc 
Strategy builds on the strengths of the U.S.-based sectoral approach to standards development. It lays 
out the principles necessary for the development of national or international standards to meet societal 
and market needs and outlines a strategic vision for implementing these principles nationally and 
internationally. It also lays out a set of strategic initiatives with broad applicability, with roles for ANSI. 
standards developers. industry and government. to be applied according to their relt:vance and 
importance to particular sectors. I will touch on some oftl1(.:se initiatives in the context of what 
government agencies can contribute in more detail later. 

The Department of Commerce and, in particular, tilL.: National Institute or Standards and Technology 
(NlST) arc eager to assist the private sector in pulling thl! N<.ltiunal Swndards Stmll!gy into actiun. 
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Effective implementation of the strategy will help to l'nsun: U.S. industry's SlKcess in the international 
marketplace in the years ahead. Because of the strong partnL'rship that NIST has built with ANSI over 
the years, we believe we are well positioned to be a strong partncr in this erfort. 

I should also point out, Chairwoman Morella, that you anu your subcommittee have made important 
contributions that are embedded into the new strategy. Legislation that you championed-the National 
Technology Transfer and Advancement Act-is central to achieving key objectives orthe stwtegy. The 
act also enabled NIST to help facilitate the strategy's dcvelopment-a role thut I will mention later. 

Standards: Details of "Megll" ImportllDl'C 

The topic or standurds and the challenge or dTecti Vl' standards devl'loplllL'nt ean bewilder, immersing the 
uninitiated in 11 blizzard of details. To some degree. this is unavoidllbk. Aller all, standards arl' details. 
They specify chawcteristics or performance lcvds of products. processes, sl:rvices, or systcms. 
Examples range from specifications for film speed or the arrangement of all the characters of tbe world's 
languages for computer processing to process standards ror boilers and pressure vessels to the relatively 
well-known [SO 9000 standards for quality managl:l1lel1t systems. 

Soml:timcs numbcring hundreds or thousands of pages. thesl: spccilications can be details oj' grcat 
importance, of market-making significance. On the bright side. consider, for cxample. the Internet and 
e-commerce applications, where U.S. technologies arc setting the standards for the rest of the world. On 
the dark side, consider the much more rapid diffusion or digital wireless phone and 
mobile-commerce-or m-commerce-applications in Europe and Japan. The market lor m-COl11merce 
technology is in its vcry early stages. But a recent study estimates that Europe's mobile phone systems 
arc 18 to 221nonths ahead orours. [t attribute::; Eurupi,.!'s t~ISt St~Ir1, at Jl:u::;t ill pUrl,. to thl: mloption of 
common standard::;. 

The process by which thousands upon thousands of standards are produccd is invisible to most 
consumers. In the United States. stundards are de\'eloped through a complex but effective system 
administered by the private sector. with participation by industry. academia, consumers. and 
go·vernment. The system has evolved over the last 100 years to meet the necds of U.S. industry and 
society in gel1l:nd. Rooted in the private sector, it has successfully met (kill1cstic marketplace lll:cds on 
a sector-by-sl:ctor basis. The system benefits from strong industry support and participatiol1 at all lewis 
in thc process. Gowrnment, through its h.:chnical expl:rts. also participntl:s-as an equul, nol as an 
overseer. 

The result is a diverse. Oexible. and inclusive system that has successfully met market needs and 
government regulatory and prol:urcment needs. The global infrastructure needs this lype of stakeholder 
support and involvement. 

Over the years, the diverse U.S. standards community has lkvelopcd ru\l.;s for consensus, lransparency, 
opl:nness, balunce, and due process-important panllllctl:rS that haw been presl:nted to the World Trade 
Organization as bedrock principles for developing good and fair standards. Yet. this open. competitive 
system for developing standards creates major issues for us in the global market. Today, there are about 
400 formal U.S. standards developers, and some 150 consortia. developing standards. ANSI is 
responsible for coordinating the Il)],[11al U.S. systl:111 and serves as n point of contact lor both the private 
and public s\!ctors. Developing strntcgic policy positions and bridging sometimcs competing positions 
can bc difficult. Financing adcquatl: U.S. repn.::sent:ltioll ill inll:rnalional activilies can bl: anothn major 
difficulty and is oftcn a point of" contention. 

Problems and challenges stemming from this situation can become vulnerabilities in global markets. 
Standards an: becoming increasingly important dlle to sl:vcral intensifying trends: 

• the pacc of tcchnological innovation is quickening; 
" 

• trade volumes are growing fastl:!" th,.1I1 nutillnall:cOLlOmics; und 

2 of? 1/16fOI 10:48 AM 



~ 
rkslds http://www.llisl . go VIlesl i111 011 y/2000Irkslus. h 1m 

• business operations arc globally distributed. 

There is extreme pressure for the standards community to reckon fully with the realities of the brutally 
competitive, extremely fust-paced global economy. This is because swndards arc necessary 
complements of modern products, processes, and services. Standards can: 

• promote industrial and nmrkct efficiency; 
• foster international trade; 
• lower barriers to market entry; 
• diffuse tlI.:w technologies; and 
• proh:ct human health and the environment. 

But these bencfits arc no! always achieved. In fact th\'" conseqllt:llI;es or standards can 
be negative. For example, companies-and IllItiou.\·-can usc standards to disadvantage competitors. 
Embodicd in national regulations, standards can be crafted to impede export access, sometimes 
necessitating excessive testing and even redesigns of products. A 1999 survey by the N,ltionul 
Associa tion (I rManu facturers reported thut abollt 11:11 r II I' U.S. small lllanu j~leturers fi nl! i nu:rnational 
standards (II' product ccrtification requirements [0 be bmricrs to trudc. And according to the 
Transatlamic Business Diulogllc, difrering requircme!lIs add more than I U% to the cost of" car design :lIld 
development. 

With new markcts opening up around the world-and with lJ .S. companies t~lcing stitT competition even 
in our domestic market-standards that are barriers to trade take 011 monumental importance. 
Unfortunately, we hear more and more about instances in which American firms arc Jillding the gatcs to 
trade closed as compliance with standards developed elsewhere becollles the price of admission. 

Evolution of thc Stnltcb,)' 

The United States has long ncedcd a compelling, national standards stratcgy if we are to realize the 
intended benefits of standardization and compete ef!l:ctivc!y in global markets. While there has been 
much talk by the U.S. standards community abolltlhe need ror stich a Slntlcgy, it is only Wilhilllhe bSl 
Iwo years lh,lt the community has come together to address this challenge. 1 am pleased to be here with 
ANSI to unveil the National Standards Strategy. 

Over the past two years, NIST and ANSI have undertaken a number of steps to foster development of 
this new strategy. At a March 1998 ANSI Board of Directors meeting, I challenged the ANSI 
community to come together to develop a national strategic approach to standards. This suggestion was 
1"0!!O\ved by a series of meetings with industry, with standards dcvdoping organizations, and with 
government agencies - all designl!d to gather input and elicit ideas f"or strategic approaches. 

NIST and ANSI thl'n co-hosted a Swndards Summit in Seplember J 99S. More than 300 
participants-from all sectors <Ind stakeholder groups-weighed the merits of pursuing (I national 
standards strategy. Therc was a strong sentiment that oVl'rall. users and developers of standards need to 
advance U.S. interests more consistently and more cffi:ctivciy at buth the national and the international 
levels. 

NIST produced severa! white papers on issues that had arisen at the Summit and shared these widely. 
Even 1110re importantly, under the ANSI umbrella. NIST und ASTM International co-sponsored two 
!~\cilitated workshops to define the needs to be addressed by the national standards strategy. 
Throughollt, the process has been inclusive. Government agencies, industry, standards developers, and 
consumers, huve been full participHl1ts. 

Our trading partners arc addrcssing similar issues. I~urope has had a standmds strall:gy in place for soml: 
timc and it is running at full throttle. It is t~\ir to say tll:lt Eurupean govl:rnments and industries belie\'\;! 
that they can met.!t domestic nel!ds and also cre:lle <I competitive :It!\,antage in world markets by strongly 
influencing the content of international standards. There is alreadY:l direct relationship betwcen the 
International Organization for Standardization (ISO) and the Intl!rn;l!ional Electrotechnical Commission 
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(lEe) und their coul'iterp~lrt European region;!} standards organization:> - CEN and CENELEC ~ under 
which European regional standards can be processed in para!!.:1 as lSO Of lEe s!umhm.ls. Similarly, our 
neighbors to the NOI1h. Canada, unveiled their strategy carlier this year. A major goal of the Ctllladian 
strategy is: 10 influence the formmion and evolution of global stand'lrds that arc important to Canada. 
Interesting!y, the Canadian standards strategy recognizes both the major formal international VClHlCS lor 
internatioHul standards development-ISO and lEe-and also notes the importance of monitoring and 
influcncir.g international standards development c~n,crcd bert! in the United States. 

Now the United States has joined our kt;y trading partnc:s in launching a standards strategy to guide 
coll;:cl.ive ~c$ponges to domestic :.mJ :ntl.:rna!ion<.:l standards i:-:sl:c.s. The S!f<l:cgy wi!! hdp lhl.: 
decentralized U.S, .standards community to face more squarely the Issue of developing and adopting 
imc!'nutional standards. While many standnrds developed h>' US. orgrmiz<!!iom .Jfe lls.:d internationally. 
worldwide preSSl,lrl.l is im:re,'sing t,,) mow to\\'~lnJ $H'IlH.L:rds d'.,.:\'\.dop-..::J <.lilt! promulgated globally. 
Industries in all countries. including the United Slaw..,;, wan1 standards Ihat enable companies to build 
prmhlcts thul arc ~lcccpted worldwide. 

Shared gouls und principles embodied in the Nntionnl St;md,lrds Slrotegy provide motivation and 
direction. They estnbllsh a bas:!: for collcd:VC action ;';0 that lr.t:mb,-,rs of the U.S. standards community 
will work cooperatively to develop sound policies in support of global tmde. OUT mutual goals oblige 
us to work proactively with our trnding pmtncrs to further shared technic.al interests. And they commit 
us to participating regularly in Ill\.! critical act:vi!ics o(lechnh:~il commitlt:l!s. 

We (lOticlpnte lhm. throllgh vigihmce <.\Ild sl;;:;tnincd ~i.mHnitlllCllt. U.S. industry can greatly incrcasl! the 
likelihood that U.S. technical input is reflected in global st:l!~da!'ds. This wi~! translate into few.:!' 
technical bmTiers to market entry for U.S. exports. whkh shoJ.dd bcnl'lit the entire national economy. 

The strategy recognizes that swndards need;; m\' diverse ,1I1J tlun these I1ci.,!ds emmot bl.: addressed by a 
monolithic, top~down system of standardization. W:..: have agrt!cd to pursue sectoral approacb.:s where 
one size do~s not !it ~dl. The .stral.:gy [,ully rl.:i.::ugniz.:s lh.: import<.H1CC ofs':l'ving inuus!r), needs. while 
ensliring continued strong commitment to he~llth. safdy ~nd prol~clion oflhe environment. 

Stllndllrds in the IT Sector -Is a N'ltiolHll Stratcgy Relcvant'? 

A sectoral ;lpproat;h recI)gnizes Ihtlt th~r~ is no simple n:cipe that C,111 ~ handed down to tit tlllnceds. 
The National Stand:trds Strategy provides guidance, i.:Ohen..'lll.:e and inspiration 10 those lnsidl! and 
outside the system without constraining creativity or elr~eti\'eness. Thus it is flC"xibte enough 10 remain 
rdevunt to diverse sectors - from construction ~4ujpmt:11l tu wirckss intt:rl1..:t and olhi.:r t.H.:0l11111Cre .... 

teChnologies. 

New technologies ror wirc:uss Il1lcrnet wil! havt: majl)i' \:CllllOl:lic ra:n:iicaliol1s, i" the Unltt:d Stat.:s ano 
globally. Important standards dc\,eloplHcnt work is laking pluce in It variety of venues - both traditional 
Lind nOl1trnditional. COllsortia, su\:1! us the World Wide Web Consortium. and forums (e.g. Wirdess 
Access Protocol POlum and others) orc imponanl venul.:s that arc uutsiu.: the lonnal sUlndal'ds 
developluent system. The National Standards Strategy specifically recognizes that successful standards. 
proccsses ure llexible, allowing tbe u:)c of different !11cthodolog:es to meet the needs of (hffcrcnt 
technology and product s.cctors. As eOl\sorti<.l nnd thrU:11S (kvclop Iheir spc'Cilicmions. thei:- \\\xk 
becomes the basis for act jon by the formal process Wht:ll lhm adds value. 

There is al kast one area where the more tonn~tI standan:s di:\'!!lopn~cnt proJ:css. with its p:-llKiples of 
open:less, tl·tmsparcncy, brtlunee ,1I1d t;;!,H\scnStis. crln m'ike:.l contribution tu the spread of e-commcn.:t': 
technologies. The suce!!ss Ofihcsc new ICCh:l01og1cS b dos.:l)' lillJ{l..'ti to ~hc (J;..:vdop:ncnt of 
lmeroperabiHty sltlndards. which specify how devici:$ communicate with each other. Successful 
standurdization cll'orts in this urea are global and drin:n by hx:hnkal surx:riority. 

Standardization of wireless Internet H.-chn%gies on !he cdlular tdephone model (third generalion 
",.;il'>.:I,;;::;$, f(lr cxanlph.:) has taken place under the allspices ol'lhc lntcrnatio:lai Telecommunications 
Union (ITU), the tradilionnJ body for th!! publication 0;' international teiecommtmiCalions standards. 
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The lTU is: a United Nations agency with national guwmmcnts us: member organizations and strong 
private sector partidpution in developing standards, The United Statt:s has a significant presence in ITU 
slundnds development activities. A great deal ofstandardl'LatJ,,1l activity rciatL'd to wireless 
tcchnologlcs b':lstd on comp~lt\:r network t;:c!lI:ol-ogy has bc,;n cenh . .:n:d in the lmdll:tc oCEh.'c:rical and 
Elcctrorm;s Enginec!'s (IEEE), a nonp!'ulir tech:1lc.tl profcs:>ionHI soddy of350,OOO members with dose 
tics to ISO and lEe's Joint Technical Commillee 1 011 !nfonmnion Technology, 

Standardization ofinfrnstrllctufc is important. even lor wireless Intcl'I1d ueJ t:~c{)mmcn::c t~chnologies. 
NIST is making a nmjor contribution to the :mccessf'ul development and deployment of these 
technologies by accch:rming the process oCvoluntHrY industry stulldurdizution rlml keeping it solidly 
fOCllscd on technical lssllcs. The principh.:s I.:mb()di~d in the National Standards Strategy provld~ 
importunt guidance for ensuring 1hat these standardization dToJ1S 0)'1,; n.!cognizcd globully. 

Implemcnting thc N~ltioJl:t1 Shlndards Strategy ~ GO\'c,'rilucnt Hole 

Craning a National Slanda;'ds Strategy ucccptabl..::o all s1akdlOICers is a signilicam achievement No\\' 
We must carry this momentum forward ;;lJ1d sllcct'ssfully impk,t11t,'nt the StHucgy. Governmem agcncies. 
including N1ST. have key rol..:s to play. lndeed, the strategy umlerscnn:s the importance of an t:ffectivc 
pubJjc~privatt: partncr::;hip. For govemm;;at. ih.:n: is ,m;\.:h to he gtlint·d. 

For the next few momelHs, 1 will highlight severn! critical arcus where, I believe, government aClion can 
have a significant Impact and move the strategy fonvanL 
For many years, govcrnmt:l1t ag.mdes 1mvc been din:Cl\.xl hy Exet:1I1IVL' IJranch polk}' tu participate in 
the development of voluntary consensus standards and 10 usc lhese swnduros in rcg\llntory. procurement 
and other policy ~<:tivitieK More recently. the NatiO!Kll Technology Transfer and Advancemenl Act of 
1995, which miginaicd in this Subcommittee, assigned l'\IST !:I;spon;:;ibility to coordinate fcden\\, stute, 
and loctl15~andards and conformlty-nsscS5ment activities wilh t:1OSC or1he private secWL 

At the federal level, the Interugency Committee on Standards Policy (ICSP), l:haired by NIST, leuds this 
shift to greater re!hU1l:~ on voluntary standards. A~ NIST rcpnrh:d ~mlkr tbis yc,:r, tedcr:ll agcl:cil.:~ ::rc 
alrl.:ady incrc<lslng their use Df voluntary standard$; ;]1(:Y nrc whhdrawing compding j'1.:\h;:r~:J slUlllhlrds; 
and they are refraining from deVeloping ,lgcnc),-uniqm: standards. The Nmional Standards Strategy 
provides important guidance for the ICSP. We anticipate thnt It will shape future agt~m::y <Ictivities in 
this area, bOlh domestically and in gowrnmt'nt-to-gnVl:rJl1l1l..:nt <!l'tivitics 111 Ih!.! bilntcnll. ll)uhinntinnui. 
and global k·vcls, 

At the same time, NIST and the rest oftbe lCSP must act to rcverse the dedine in federal participatio:l 
in voluntary .:ltandarus activities. AgCl~clcs that llse vOluntary s::>!ld:~rds luI' rcgnla:ory or lm~curcn:ent 
purPQS¢S should contribute expertise and resources to tho;; d(:\'clopmcllt 1111d impk:mentation of these 
standnrds. 

Th~ lCSP, which is charged with implc:mmting both (h~ law anu ,-"xt.!ctllive bmm:h pO~lt:y> tms wc!t,:oH1i..'d 
the issuaI\\:e orIhe Nutional Standards Strategy. Tlu.' 1CSP recogniz\.'s tht StnHcgy as: a posit!v:;: step 
forward. addn.'Ssing many issut,!s of COI1Cl!tn to government and other stakeholders of the stl:!nd,trds 
community, The ICSP has encouraged its members to examine the strategy and tn implement it as 
appropriate fbr ench ~\gency. With this start, appropriate dements of 111;; strategy should !iller through 
individual agencies and help Lo guide slandard:Hcl~lted at:tivitit,s. For example. federal agencies can do 
a bt.'tter job of levemging their relationships with state and local governments to encourage greater use of 
voluntary consensus standards, This, in turn, would h~lp to reduce r\iguJawry r\idundntlcy and 
duplicative testing rcquil'cment,s, 

Some of the tools for this type of streumlining already are ill place. Fur exnmph:. NIST :ccently issued 
guic:anec on confonr:.ilY assessl11e:l1 to feder:!! ~!gcnci,-'s. Thi~ docllJl1cllt advu\:::.tws Intergovernmental 
l!fforts at all levels to I'emove unnecessary testing and certification l'equiremf.:l1!s, \vhich would improve 
the efficiency and transparency of domestic and export markets. Also. in July of this ycnr NlST signed u 
IVlemorandum of Undl.:rstunding (MOU) with the N.:llionu! Cooperation lor Lnboratory Accreditation 
(NACLA). The MOU c~)ml11its NIST to encourage 'lgi:nt.:les :!t all kvd::; to <ll:CI.!Pl th~ l1S(J 01' labllralory 
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accreditation bodies n.-cognized by NACLA. u!Jd to CI1l:ouragt: U.S, accnxHtors to St.'t:K NACLA 
recognition. Por its parL NACLA commits to follow acccpted international guides and standards and!u 
accommodate relevant government requirements in the implt.:mentation of its recognition program. 

Principles outlincu in tbe National Standards Stl'atl..:gy closdy m<:ltch n::gulatory ar'.u procUL'l.!mcnt 
mitlatives already under way in many agencies. Uut the stralegy can help agencies identify i.ldcitional 
opportunities tor lmprovcment. For exumple, the strategy underscores the importance of consumer 
partlclpatkm in standards activities~consistcnt with the core principk-s of consensus. openncss, bnlnllce, 
and tran;;pH!:'CIlL'Y. In n:.spunse and wh~l'c appwprtatc. ugc!1L'ics may wish 10 in:!:atc $Li.lmlurd5 
inlllrlllution ~\nd p~lrticip<:ltion programs for cOllsumer·focusl.!d activities. 

'lIST Role 

In nddition to. working with other govt.:mmem :lgcll..:it.:s 10 CI\CUllnlgC impit.:mema(ion of rek:vnnt porlions 
of the National Standards Strategy. there is a great deallhat NIST [bell' can do to support ANSI's efr011s 
to implenl!.:nt the strategy. We have ~i very good working relationship \-vith ANSI already. Thb is 
rctk~tcd both in our Memorandum of Understanding (MOU) and in the broml range ufjoint activities 
wc have already underwKcl1. The MOl) formalized OLir mutllal agrccmc:ll on the need for a unified 
nationul approach to develop the best possible national and illlcrnfltional standards. It also affirmed our 
orguni7.ations' shared commitment to enhance and strengthen the U.S. national voluntary consensus 
standards system. We will revise and extend .he MOC to reflect the gunls of the National Standards 
Strategy. 

NIST also will incorpomte National Standards Strnh:g:' principles into our own standards strategy. One 
army five major organil.alional gouls is for NIST to pl'Odd:: 1l.;dmlcuJ leadership for the nation"s 
mcnSlll'cm,ent Hnd slandnrds ;nti'as:ructu~c. This indut~c" tt}~kring and tcdmicaHy assisting Ihe 
development ofhiglHJu<.llity s:andards nccd<:d by go\,\:rnment and industry. This goaJ als0 inCludes 
cooperating with ANSI to improve the effectiveness and responsiveness oftlw niltional s)'stem for 
developing voluntary standards. Another element is incrc<tsing our work with intermniomll bodies (0 

ensme that L~,S. standards;Jr13: undcr:l1ood and accepted by uur trading partners, 

NIST c;,m Jnllkc a very significant contribution by t;!ndorsing the ANSl proccss lor accrediting st~mdards 
development Ol'guniznttol1S, which often are re/crred (O as SDOs. NIST endorsement would establish that 
Aml.!1'ican Nmion..il Stn:ldu:'ds {ANS) fneet fedl;mJ entcri:l fur voluntary cunsensus standurds. Through its 
process:, Al\SI ensures :hul its gdlding prindrlc:-;.-com,cn!'lJs. duc procc;)s nnd i)pCnncss-;:n: roJ:owcd 
by Ihe more than 266 SDOs it has accredilcd" ANSI~:ll:cl'ediH.:d standards developers arc committed 10 
supponing devc:!opmem of national and. in m:my CUSl'$, international standzm.1s. And tht:y me 
responsive to critical technology, market, and regulator), trenus, which also concern federal regulators. 
NtST o.:ndorsen~..;lU ofIhe ANSI accn..:di:mk:n proC,,;S$ wool;,,! g" wc!l b::yonc our I:tHTI:!:t MOU, but w<;;: 

intend t() evnhmle this option for em:ouraging grl.!mcr li:deral u;,;c or Y0luHtnl',' standards. 

U,S. j·lIrtidplitiun in lnh,'fn<ltiona) Shtnthtrds Al·th'itics 

A Irmjm focus orihe Nntional Stnndurds Strategy is on increa:>iug v.$, presence and levcmgc in 
inwrnmioual standards activities. and workjn~ to improve processes internationally to more closely 
reHec! US. principles and Vision. ANSI represcOls tht' United SImes in inlcITl3tionai 
sland"rds~deve10pmem activities in ISO tlnd ICC. tlS well as In privt\tc sector n:gionol bodies in tht 
Al11Cllt:as and A~ta~Paciiic The Administrati .. m suppons ftd! industry -tnd gov~!'Ilment partICipaliol1 
ANSI's international activities. to l,;nsU!'e that "U,S, inb:n.',,:s ;1;"\.,' J~lJly n:pn.'S1:ntl.'d in ISO <.md lEe. 

Without this participation, the U $, voice will I)l,)l be h<:Hrd t!!ld U 'S. t~cb;)i\':al pusitions will not be 
promokd in [SQ, lEe and other inh~rnatiol1al :;:~:!i<J,!rd5 '.kydupn~\;m \.)rgunizat:IJns. Tbi,S C:ll1'l..:xc]uck 
U.S. exports from markets where these stand,mls i.lrc ;,;doJJh.:d as product tc~ting stnndards l government 
regulatory or procurement requirements, or as relcrence methods in testing protocols. Recent 
communications from the mnnagemclH onsa.lEe !111d rru to the World Trude Organizmion (WTO) 
propose that only those international orgnnizmions tbat ope,'ate acclwding to certaill prim;iplcs. including 
limiting membership to appropriate national bodies, should b ..' recog!~jzl:d by the WTO as Intcl'l1ational 
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Stundurdizing Bodies. . While the tJS government strongly upposes sm;h speciul status, the Europeans 
would be happy to sec this happen lJnd would Ilke tu SeC the li:1k:i between ISO and lEe :;tnc! European 
rcgiomtl standards organizations (CEN and CENELEC) become evcn dosel' so that European st~mdards 
cun move even more easily into ISO and lEe Cert~linly, Ihl."sc dose links ought 10 be n:·cvaillulcd w 
the extent that they disadvanttlge other regiOll}i or the wurkl tmd (.'x-:llIc\c th.:ir technologies and 
philosophies. 

ANSI WIll be presenting thr: U.S. N(llionGl Stalldm\!s Strategy at tIll.: up(';oming ISO Gener.:il Ass:.'l1lbly 
and lEe geneml meeting in September 20Of)' As part of this pro~ess, I have recommended 10 AKSl tbat 
we seek direct ISO and lEe recognition orthe U.s. sl.x:to!,wbased approach to standnrds development. In 
some sectors, U,S, standards, developed with extt:nsiw internatlunal participation. represent ..1body of 
work that complements existing ISO and lEe work. without overlapping. Over the pas! yenr or so, 
ANSI and U.S. SDOs bave been working with ISO on a series of pUot projccts. testing various 
upprow:hcs to bridging U.S. standards into the [SO lln.:na, We could build on lhes..: pilot projects to 
move U.S. st~mdards more rapidly into the formal inll;rnational an.:mL More generally, we in government 
ollso C;1O Oldvance strategic goals and fhcitilale improvements in how other nntions develop and <tpply 
voluntary, Ct'nscnsus standards:. Federal ag..:ncics interact with t:lclr ;'orci(;n cmmtcrpar:s in m;:ny 
venues. Examples an: trealy organizations. trade ncgotiations. joim commercial cl)mmi$::;ions. tmining. 
and b\lsincss development wmminees, In these encounters, U.S. representatives ean improve our t!'auing 
purtm:r::;' und~rstanding of the U.S. approach to 31.Uit!:.:d:-; dt,\\,,'topm<::nt <lrid usc, lImi build the smHcgic 
alliances despcrate-1y needed in the global mi.lrketpbce of :he H.HlIf;;, 

Conclusion 

As the National Standards Strategy indicates, the challenge for the United Slates in the 21 5t century is to 
ttlrn (15 capabilities :.mc achicvements to\v;::n.l gr::ater kadcrship In developing the sw.ndards and 
operational structures needed by the global market. ~'keting Ihis: clmllenge requires coordinated policy 
development among U.S. industry, U.S. government agencies, and U.s" voluntary standards bodies. It 
rcql1ires dt:'"veloping sl~llegic alliances with our countcrpnn;; around the world hi dcvc;op st~l!1i..!ards thilt 
reflect Asian,. European. Latin Amcrican. African and North Aml..'!ricnn Interests. Thus. i.lll dTct.:llvc 
g!obal stmtegy would be one that works to ensure f(lirness at the lnt!.!nlutlonn! lew!. Thl: playing field 
must be level so that one region does: not dOlliiiHlt~ (lV\.'~ others; so lbat dcvdoping Ilution:> have the 
opportunity to participate; and so thal industry needs are !)let whih.: protecting health, safety, and the 
environment 

The tomml international process must provide a voice for a!l intcrc~t!.!d and affcct!.!d panics. and allow 
acceptance ufstandards based on merit, nOt simply political decision-making. The standards 
infhtSlruct:.!re of the 2 i st ci;lltury wot.:ld bt: grl'atly slrcllgth!.:Ill'U i r it I.:OIl\;lilH.:d tl1'.': flex ibi Ii:y. di Vi!I'S;ty, 
and ability to meet user needs contained in the U.S. approach. Thl' Uniled SWtcs has nn lncred;blt: 
opportunity to work \vil}, the international community {O incorporate SOU!ld U.S. principh:s :nl\) the 
stancards u::led worldw!cll:. The National Standards Strat.:g; allllws us 10 ll~OV<.! casily Itl thl.:sC J;<.!xl 

Sh.~ps. including working to level tbe international playing liekL as wdl as secure the high~lcvcl industry 
backing thai tht; swnd.\rds community needs. 

Clearly, if we are to succeed and prosper, U.S. industry. standards deve~opers. !.md gO\,<.!n1l11cnt must 
continue to cooperate with l'ach other in standards i.lnd c0!1for:nlty ~lsscssmcnt ilctivitit:s. ANSl, NIST, 
and th\! stanilnrcls l;0Il1111tlllity must ~ and Will • contil~ue to wvrk :ogclher to devclup and implement 
unified U.S. positions on technical and standurds policy issu.:s at the dOl1ll."stic and international levels. 
If we (:olltinut.' to progress together, as we have over the last severa! years. the future wi!! be bright. 
Achii.:ving this bright future, however, means ctrcel:\,..; implcltlcn{iliio;l of the NHtional Standards 
Strategy. NIST is committed to continue to work aggressively with ANSI and its members. including 
other fedcral ngencics, to build on l!lt: grem beginning we have madt.'in developing a suund and effective 
National Standards Strategy. A fi~st step is to rais,," natllllht! awareness or til;; importun;;;,: uf tIll: :Hnllegy 
for our economy, Again.lthnnk this Subcommiuee lor spotlil:1hting this ndHc\'cmcnL 
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