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Mr. Chairman and Members of the Subcommittees, I welcome the

opportunity to discuss with you the work of the National o

Institute of Standards and Technology, and to explain how our
efforts ave helping teo strengthen the U.8. economy.

I especially want to applaud you, Mr. Chairxman, for gcheduling an
early hearing that allows the Subcommitiee to gather more facts
about our programs to help you make critical decisions that will
affect the future of U.8. industyy.

NIST'g mission is straightforward and unique. As part of the
Commerce Department’s Technology Administration, NIST promotes
U.5, economic growth by working with industry to develop and
apply technology, measurements and standards -- providing the
basic¢ technical infrastructure needed by U.8. industry. We
concentrate on industry because it ig industry that transforms
technology into the products and services, the profits and 3ab$
that yield the true returng to American taxpayers.

I want to pub NIST's efforts into perspective by setting out four
fundamental principles that drive all of our work:

o NIST focuses on critical jobs wital to the country’s
technology infrastructure that neither industry nor the
government can do separately. Thase ave technology jobs
that private companies cannot or will not take on by
thenselves -- because they cannot gapture the broad-based
benefits that will accrue to the economy at large, or
hecauge the time-frame is too long and the risk too great.
Bafore we take on a task, we must be assured that our
aefforts do not replace or substitute for any efforts by the
private sector.

o Indugtyy drives all of our priorities and plays a ¢ritical
roie in helping us to carry out our work. Industry’s
pricrities, not government’s, guide NIST's work.

o Rigorous, open, technically sound and competitive processes
are the hallmark of all of ouxr efforts. BAll of NIST's
wrograms are strictly merit-baged and have long been
axecuted free from political influence.

G We rely heavily on evaluation of our work to ensure that
industyy and the taxpayers are recsiving the greatest,
possible return on their investmant.

Mr. Chairman, I will unabashedly assert that NIST can delivery the
greatest economic bang for the buck cut of the entire $7¢ billion
the federal government invests in research and development. Our
laboratories already have a 90-plus year history of working

clogely with small and large coumpanies, coupled with a reputatioc



for neutrality and technical excellence. That is why- NIST was
selected by Congress in 1988 to tackle these added assignments -- -~
the Advanced Technology Program and the Manufacturing Extension
Partnership.

Unlike any other R&D-oriented federal agency, everything we do
is designed to partner with industry to strengthen cur economy.
Our successes in assisting U.S. companiag are not accidental --
and they are not spinoffs. They are ths very rezson why we exist.

It is still foo early to claim broad-based impacts on our economy
for these newer programg -- they have only recently moved cut of
the gtart-up phase. But we already have indicators that point o
the kinds of successes that Congress, industry and all taxpayers
should demand from government agencies. ‘

I will back up those statements with some details about ouy
efforts. But there is one other point I want to highlight. -

NIST's appropriation of $855 million in fiscal year 1995 is the
only portion of the federal budget devoted explicitly to
enhancing and leveraging industry’s development and use of
technology -~ and it amounts to just over one percent of federal
R&D and less than one-half of one percent of the nation’s total
R&D expendituras, As we talk about the value of our efforts and
NIST’e impact in helping industry, we need to keep this sense of
proportion in mind.

NIST has a portfolio of four major programs designed to meet
neede identified by industry. I would like to briefly describe
each program, explaining cur principles, our progress, and some
of the results that we have delivered recently to industry.

ADVANCED TECHNOLOGY PROSRAM (ATP)

The Advanced Technology Program is a rigorously competitive
program which invests in cost-shared reseaych by individual
companies or industry-led joint ventures. The sole aim is to
develop high-risk, potentially highe-payoff enabling technologies
that otherwise would not be pursued at zall or in the same market-
eritical time frame because of technical risks and other
ekstaclies that discourage private-sector investment. These other
obatacles include long pay-back horizons, or anticipated returns
that are distributed so that individual firms or epecific
industyrial sectors are reluctant to invest.

ATP is industryv-oriented. While government provides the catalyst
-- and in many cases, critical technical support -- industry
copceives, manages, and eXecutes each ATP project. Industry
proposals are based on the private sector’s understanding of
market brends and future opportunities. 2All projectas are
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selected on the basis of both technical and business merit
through a fair and rigorcus competition that draws on both .,
government and private sector expert reviewers.

Mr. Chairman, it remains fashionable to talk about "picking
winners and losers." That phrase truly yields more heat than
light. 1In one sense, "picking winners and loserg" is the old way
of getting federal R&D priorities. The federal government long
ago picked agriculture, aerconautics, space, energy and health.
The whole point of the ATP is to maximize economic impact by
letting industry’s ideas -- backed up by their financial
commitment -- determine what is funded. That is the new concept
in federal R&D that is embodied in the ATP.

Suggesting that programs like the ATP pick winners and losers
also underrates the tremendous efforts of our industries.
Consider what it really takes for a company to make a winner in
the market: product development, manufacturing and production,
global marketing and sales, distribution and service systems.
All of these jobs belong to industry, and ATP is doing none of
them. ATP’s job is to cost-share the high-risk, enabling R&D
that is upstream of product development, creating new
opportunities for companies to pursue.

The acid test is simple: ask any ATP participant what it will
take to launch a successful product in the marketplace beyond the
work. being performed with government-provided funding. Their own
investment will always be substantially larger than the
government’s relatively small cost-shared funding. And that
-added investment comes not from the ATP, but from the private
sector.

I want to emphasize one other feature about ATP that has been too
often misrepresented. The ATP works for companies of all sizes
-- the tiny startup, the medium size company, and the large
corporation -- as well as combinations of companies. To date,
about half of the ATP awards have geone to small companies or
joint ventures led by a small company. That represents a much
greater small business involvement than typical federal R&D
programs. ' ’

ATP Progreas to Date

Overall, NIST has conducted 10 competitions and funded 177
projects to provide a little less than half the funding for over
a billion dollars of high-risk research. NIST hag conducted five
general ATP competitions open to proposals from all areas of
technology. Through these general competitions, we have made 121
awards, committing a total of $332 million in ATP funds with $370
million in cost-sharing funds from industry.
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Through a series of public meetings with industry, we found
widespread support for the idea that focused programs can help
maximize the ATP's leverage by driving key strategic technology
areas. Industry demonstrated that support by submifting nearly
400 ideas for focused ATP program ayeas since Jctober 1983,

We have had several thousand industryy repregentatives taking part
in our ATP workshops. Those gessions have tremendous value, not
just. in helping to plan our program, but in convening different
segnents of industry to discuss mutual goals and interests.

NIST has conducted five focused program ATP competitions, all in
1994. We made 56 awards, committing a total of $224 million in
ATP funds with $22% million in cost-sharing funds from industry.
Last month, based on industryy suggsestions, we launched an
additional six focused programg. We are just beginning those
compelitions now, and industry’s involvement and interest is very
styong.

With & total of 11 focused programg underway, the broad industry
parvicipation is evident in the range of topics: Manufacturing
Composite Structures; Information Infrastructure for Healthcare;
Component ~Baged Software; DNA Diagnostics; Computer-Integrated
Manufacturing for Electronics; Materials Processing for - -Heavy
Manufacturing: Vapor Compression Refrigeration Technology:
Catalysiy and Biocatalysis Technologies; Digital Video in
Information Networks; Digital Data Storage; and Motor Vehicle
Manufacturing Technology. These programs are each $50-1685
million efforts spread over four-to~five vyvears. Cowmpanies from
every sector continue to plan new programs.

To date, more than 400 organizations, including companies,
universities, independent non-prefit yesearch arganxzatzans and
government laboratories have participated directly in 177 ATP
projects. The attached graphic gives you an idea of the growing
numbey of companies, iarge and small, that have besn able to
participate in thie program. In addition, several hundred
additional organizations participate informally as subcontractors
and strategic aliies. Our ATP managers have carvied out a
vigorous oubreach program to make firmg and economic development
organizations in states and localikbies across the country more
avare of the ATP, its potential, and its procedures.

ATP Impact

ATP has placed a high premium on evaluation of its programs from
the very staxt. Qur process has five elements:

& assessing ATP's own critical operational activities;

o *portfolio® profiles of applicants, recipients,
technologies, and projects;
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o evaluation of industry’s implementation of both thé R&D
and buginess components of ATP projects; y

o tracking short~term and intermediate project results;
and
o meagurement of long-term economic inmpacts.

What we rasally c¢axs about is that last cabegory: long-term
ecocnomic impacts. The primary goal of the ATP, and the real
paycff, is the economic growth in the future that will come from
the introduction of new products and industrial processes based
on ATP-supported RiD. Ultimate ATP results occur significantly
later than the ATP proijects that cause them.

But because the ATP invests only in pre-product technology
development, becsuse it is still a very wmodest program in terms
of the larger R&D enterprise, and because nearly all of the
projects it funds are still 'in the research phase, no one should
expect to see major impacts on the economy this soon.

Having said that, we can Lrack some early indicators that the
projects are on course and the economic potential is building.

e Encouraging high-xisgk R&D. The ATP has been successful in
attracting relatively high-risk R&D proiects that otherwise
would not be attempted.

o Promoting research efficlencles and reduced time-to-market.
The joint ventures and alliances fogtered by the ATP avre
reporting significant research efficiencies and early use of
research rasults.

o Progress on commercialization. The regulis of ATP R&D
projects are being incorporated inte commercial products by
companies. Information from 40 asmall companies revealed
this progress:

-- 30 percent reported incorporating improvements
regulting from the ATP project into existing commercial
products.

-~ 18 percent were implementing an improved production
process resulting f£rom the ATP project.

- 38 percent were producing and shipping to potential
customers commercial prototypes of products hased on
the ATP-Zunded technology.

- 20 percent were producing and selling to custoners
products derived from the ATP-funded technology.



o Buginess growth, An important measure of the sconomic

impact of the ATP is the growth of companies -- particularly .-

the growth of jobs -+ as a result of ATP technologies.
Imnmediate job growth as new research staff are brought in to
work on a project is not the point; rather, we focus on
projections of job growth as a regult of the use of ATP-
spongored technologies. Recent data £from 32 small firwms
working on ATP projects showed that over 30 percent expscted
to add new employees within five years as a result ¢f ATP
technologies. Nearly half of the companies expected to add
substantial numbers of employses.
Those atve some of the quantifiable early results from ATP cost-
shared preoiects with industry, and they tell us we are on track,
But remembering that it ieg the longer-term impacts that we are
aiming for, there are two far more important indicators.

First, ATP is enabling U.8. companies to ses antirely new market
opportunities opening up with the development of revoelutionary
new technologies that break all of the traditional molds.

Second, these companies often are discovering that they can best
take advantage of these new markets by teaming with other firme.
The ATP has stimulated the formation of strategic R&D alliances
both horizontally, among competitors, and vertically, betwaen
customer and supplisrs.

Two examples provide insights about how ATP is maeeting its goals
and serving indusiry. ”

The Genogensor fongortiunm

One goal of the Advanced Technology Program is to help industry
change the rules, 1o provide a springbecard for revolutionary
technolegical advances harboring big ecornomice potential. An ATP
project now under way by the Genosensor Consortium £its this
ideal like a hand in a glove.

One of the consortium’s wmajor technelogy goals is to develop DNA
analysis. technologies that will take off where the Human Cenone
Project (HGP) stops. The HGP is a federxally funded, multibillion
dollar effort Lo map and wvlitimately sequence all human genes. An
early payoff is expected to come in the form of more reliable and
inexpensive diagnostic toolg that can help reduce nsalibh care
costs and human suffering through earlier intervention or
lifestyle changes. In the longer term, the basic genetic
knowledge developed in the HGP could help change the paradigm of
medical practice. Rather than bsing relesgatsd to responding to
health problems thab already have emerged, doctors could begin to
shift their focus %o managing -- even preempting -- potential
health problems rsvealed through DNA analysis.



The Gencsengor Consortium’s six companies, two academic
institutions, and independent research organization hope to
realize that wvision by developing plug~and-play, tabletop
instruments capable of inexpensive and rapid analyses of DHA
samples. This is the kind of tool that can convert the vast
storehouse of data coming from the HGP into useful information
valuable to doctors and patients, biotechnologists, public health
officials, and many others. In addition, these same tools cculd
open doors to move effective microbial screening of water
supplies and Food, to more affordable large-scale toxicological
screening, and ro more effective genetic engineering of plants
and animals, and to chemical manufacturing applications.

That such a technology 18 needed is clear. With today’s
analytical methods, it takes days or weeks, skilled technicians,
and at least 3100 for even the simplest DNA analysis. ¥By
synerglstically combining the fields of microelectronics and
molecular bioleyy, the consortium aims to unlock the widespread
potential of DNA analysis and develop an easy-to-use machines that
can do analyses in less than an hour at a cost at or below $10.

Tt is no surprise that the R&D challenge here is formidable,
expensive, and risky. It regquires the equivalent of
miniaturizing a room-sized analytbical laboratory onto a chip.
With the ATP serving as the catalyst, the consortium forxmed
because no one company had all sf the in-house expertise in
chemistyy, bmaiwgy, goftware design, microfabrication technigues,
system engineering, and other technical areas to even prove the
concept ¢f a tabletop DNA analyzer. The ATP is providing a
framework in which the financial and technical rigks for each
consortium member come down to acceptable levels. Consgeguently,
by encouraging companies to share the risks, the ATP promotes the
aggressive development of revolutionary technology that has
historically paved the road to broad U.S8. sconomic prosperity.

Auto Body Congortium

Asgembling car bodies has a lot in common with assembling jigsaw
puzzles. In both cases, each of many pieces must fit nearly
flawlessly with its neighbors. Even minuscule misfits and
mismalignments can accumulate into unappealing results. The
challenge for U.8. auto makers is to achieve manufacturing
uniiformity that improves quality, reduces costs and shortens time
o market. Uniformity also is the key to tighter fitting doors,
less wind noise, and fewer rattles and vibrations, all of which
play pivotal rolses in the perceptions and decisions of car
buyers,

That is why in 1982 eight small techneology suppliers joined to
form the Auto Body Consortium {ABC) and teamed with General
Motorg, Chrysler, and researchers at the University of Michigan
and Wayne State University. .The ABC credits the ATP as the
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catalyst for this trailblazing collaboration. The government
provided $4.8 million to the consortium of small companies. M
and Chyysler together pitched in $2.25 million of the nearly $6.5
million of watching funds required in the ATP agreement. In only
three yearsg, the effort has yielded versatile new softwars,
mathemarical technigues, manufacturing technologies, and ways of
transferring information among researchers, suppliers and
automakers. Together, these innovations can reduce the total
variation of U.8.-made car bodies from the typical 3-5
millimeters to 2 mm or less ~~ roughly the thickness of a nickel.,
Toyota already had reached that level of uniformity to become the
indugtyy benchmark. Eurcopean and other Pacific Rim rivals have
been closing in. Now,.because of the unprecedented common ground
that the ATP provided -- even for arch rivalg -- U,8. ingustry
has caught up to the leaders. What's mors it has done so in a
way that promiges.a long-term competitive advantage. Similar to
Toyota‘s approach, the ABC techniques and technologies maximize
worker cmntributlon, yet the ABC approach also harnesses
America‘s unigue advantage in innovative maﬁﬁfaaaurzng
technologies. The goal has been demonstrated in the manufacture
of several vehicle wodels at the Chrysler Jefferson North
(Michigan} asesembly plant, the GM Shreveport {(Louisiana) plant
and the M Linden {New Jexrsey} plant, where it took only 15 weeks
o reduce variation levels to a world class 2.00 mm.  Now that
level is down to 1.74 mm. As discoveries have been made during
this ATP project, which officially ends in Ssptember, industry
has invested guickly to rapidly implement the newly wvalidated
manufacturing technelogies into their assembly lines. With this
proof that eollaborative RED can work, many in the auto industry
gesk to raplicate the ABC model in other wmajor manufacturing
steps including metal stamping, welding and joining.



MANUFACTURING EXTENSION PARTNERSHIP (MEP} . !

The Manufacturlng Extenslon Partmershlp is a true grass*aot&
effort to improve the competitiveness of smaller manufacturers:
companies with fewey than 500 employees that number more than
370,000 and account for about 95 percent of all U.S.
manufacturing plants. The MEP helps these smaller manufacturers
succeed in the marketplace by allowlng them to improve their
operations through the use of appraprlate technologies. The
computer revolution has vet o arrive at & surprising number of
these firms; many still are using manufacturing technologies from
the 1950s and 1%60s. Meanwhile, cowpetition overseas is getting
tougher by the day.

These agmaller companies are assisted by manufacturing engineers
from MEP‘s growing nationwide network of affiliated manufacturing
extengion centers run by loral, state and non-profit groups. The
MEP takes maximum advantage of programs already in place,
avoiding duplication of efforts among existing techmnology
agsistance organlizationg. It concentrates on matching company
needs to available help regavdless of source.

The MEP provides federal funds to both existing and new extension
centers so that they can meet the needs of area manufacturers.
All centers are chosen in rigorous, merit-based competiticons, and
all -federal funding must be matched by the state. The MEP
includes the &State Technology Extension Program, offering support
to states and communities so that they can begin building the
foundation of organization relationships required for the
efficlent delivery of gervices, which might include a
Manufacturing Extension Center. We are placing a wvery high
priority on working with those aresas of the country which do not
vet have this foundation in place.

Having a nationwide system managed through NIST offers the
centers a system-wide array of supporting services and
information regources -- and discourages duplication of effort.
Az conduits te MEP client companies, the centers can increase the
depth and breadth ¢f expertige readily available to local firms,

As the client companiss become more compstitive, their prospects
for long-berm growth improve. 3¢ do copportunities for retaining
existing dobs, C¢resating new high-skill, high-wage jobs and -
reaping sconomic benefics related to maintaining America's value-
added manufacturing industyy, and additional service industry
sobe needed Lo support that manufacturing basge.

MEF Progress to Dats

in 2983, fewsr than one smaller manufacturer in 20 wag located
within the service areas of the seven federally sponsorsd
extension centers. Since then, dramatic progress has been made.
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Now, 44 MEP centers are operating or are preparing to.open their
doors in 32 states, Those non-profit centers employ professicnal ..
engineers and others with manufacturing or business experience

who are opening the doors to inforwation and expertise for small
manufacturers.

MEP partners with state and loctal governwments to establish non-
profir manufacturing extension centers in the nationwide MEP.
Thege centers leverags state, local, and regional programsg along
with a widening national array of assistance efforts.

Thigs expansicon has been enabled by the Technology Reinvestwent
Project (TRP}, led by the Defense Department’'s Advanced Research
Projects Rgency. The TRP has provided funds -- matched by state
and local sponsors -- that enables the MEP to extend itg
geographic reach., Thirty-seven of the NIST-managed afiiliated
centers were funded by the TRP. TRP als¢ has provided matching
funds for training modules, assessment tools, and other gervices
that will help the individual MEP centers to deliver guality
services to client firms. The MEP ig now well positioned to
caryy on the work that has besen jump started by TRP funds.

Barlier this month we announced a jointly funded initiative with
the Environmental Protection Agency (EPA) to help smaller
manufacturers become both more competitive and more
environmentally conscious. The initiative will support the
develeopment of methods and appreaches to integrate
environmentally focused services into the portfolio of
manufacturing extengion center services. It also will support
the development of new tocls to help manufacturing extensgion
organizations deliver these services to smaller mamufacturers. In
addition, we will support the establishment of industry-apecific
pilot centers.

MEP Impact

Qur c¢enters have been busy., They served nearly 2,000
manufacturers during the first three guarters of 1934, helping
smaller manufacturers through hands-on assesasments and advice,
technology demenstrations, training, and seminars on specific
manafacturing and business-related isgsuss.

Surveys of ocur client f£irms are showing that manufacturing
axtension sexrvices are fostering significant improvements in
manufacturing and business performance, yielding comparny-
estimated benefits that greatly exceed the federal investment in
the MEP. For example, during that same nine-month period, 388
companies returning surveys to the original seven centers
reported an economic impact of more than $82 wmillion for
technical assistance projects provided by MEP. Those impacis
include changes in sales, capital spending and capital avoidance,
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inventcry reductions, labor and material savings, and jobs
created or saved., These regsulis are congistent with our earlier -
evaluaticons, '

The MEP is alsoe aparking changes in the behavior of private and
public-sector providers of extension services and advice.

Federal support and access to a national network of supperting
services is enabling previoualy existing, state-sponsored centers
to extend their reach, develop new capability, and broaden the
range of service avallable to companies. Moreover, private
sector consultants are finding that, by working with the Centers,
they have befter access to smaller manufacturers as clienta. A
1994 study found that MEP client firms are more aware of the
competitive benefits of using moedern technologies than non-client
firms. They alsg are more likely to be planning to implement
those technologies. Mors than %0 percent of the consultants
surveyad said that MEP-assigted companies are more knowledgeable
of cutside consultants than firme that do not use extension
services. ‘

NIST LABORATORY PROGRAMS

NIST s laboratory programs have long been recognized for their
practical assistance to industry and their focus on
infrastructural technologies that support our sconomy. Our
laboratory efforis are planned and implemented in cooperation
with industry and focused on infrastructural rechnoclogies such as
measurements, evaluated data, standards and test methods which
provide a common languags for use by industry in commerce,

Industry traditionally underinvests in the development of these
infrastructural technologies because they are used simultaneously
by many firms. These infrastructural technologies typically are
not embodied in products, making it difficult or impossible for
individual firms or even industries to recover the R&D investment
it would take in order to develop theae technolegies. The
benafits from this work are spread acreoss many companies and
industries, and the economic impact can be great.

The KIST laboratories operate with a customer base as diverse as
U.8. industry itself. They include makers of one-of-a-kind
seientific instruments, utilities that supply gas and electricity
to tens of millions of commercial and residential customers,
sofrware publishers and computer manufacturers, aerospace giants,
aspiring biotechnology firms, chemical and food processors,
textile manufactureys, makers and users of machine tools,
suppliers of stesl and cohcrete, and designers of exotic new
.materialsg. Customers range fyrom tiny start-ups to the "Big 3"
auto makers and most other companies among the nation’s top 100
R&D spending firms.
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NIST Laboratories’ Progress to Date -

Appropriations for NIST laborxatories have increased by 37 percent
between fiscal years 1993 and 1995 -~ the first discernible
increases for these critical efforts in decades. These increases
have permitted NIST to strengthen our c¢ore capability for
infrastructural technologies. We have accompliished this without
increasing ouxr staff:; those whe were working to support other
agencieg’ needs have shifted to NIST funding so that they may
regpond even more directly to industyy nesds. Also, planning is
underway for the renovabions and new construction that is wital
if the labg are to meet industyy's nesds in the coming century.

I am particularly proud ©f thrse accomplishments:

o We have been abile Lo more agyressively tackle industry's
infrastructural technology needs in emerging areas of
technology that have grown in the past decade. For example,
two areas where we are bringing greater rescurces Lo bear in
biotechnology and information technologies. Both are
clearly huge growbth areas for industry, and neither can move
ahead egasily without the kinds of underlying research and
sexrvices done by the NIST laboratories.

' The underliying bpase for metxology, the science of
measurements, has been revitalized. For example, our
scientists recently trained an array of four lasers on
cesium atoms, trapping and cooling them to within 700
billionths of a degres of absolute zero, the coldest
temperature ever reported for an atom measured in three
dimensions. This accomplishument eventually may lead to
improvements in the accuracy of atomic clocks; each past
improvement has led to almost immediate technological
applications, from synchronizing telecommunications and
electrical power grids to the Global Positioning System.

o We have broken through years of uneagy relations with our
partners in the private sector voluntary standards
comminity, forging new, strongeyr relationships and
bolstering cur own standards-related activities. This
improved cooperation is critical in light of new
international trade agreements and activities. Industry now
can count on NIST to deliver more promptly vital standards-
related information and services, and to be a better parinerxr
in repregsenting U.5. interests in the international arena.

Our laboratories’ formal linkages with industry remain as strong
ag ever., During the pagt year, NIST entered into 133 new
Cooperative R&D Agreements, or CRADAs, Of NIST's S00-plus CRADA
partners since 1988, 40 percent have besen small businesses, 45
percent have been large or mide-sized firms, and 15 percent have
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been universities and other organizations. On average, one
technical staff member in five is engaged in a CRADA -- just one
indicator of industrial interactions.

NIST Laboratories’ Impacts

Several hundred laboratory projects are under way at NIST during
a single year. Some relate to the needs of mature industries.
Others concentrate on technical challenges confronting emerging
industries, and on established high-technology sectors undergoing
rapid technological change. All are conducted with industry
helping to set the priorities and guiding the work. Most are
carried out with industry’s active involvement.

Below are several typical projects that give a flavor of how
recent NIST laboratory efforts have worked for U.S. industry.

o  Faced with the imminent elimination of ozone-destroying
chlorofluorocarbons (CFCs) and the phaseout of related
refrigerants, the nation’s $17 billion air conditioning and
refrigeration industry now is using a NIST-developed
database which calculates key thermophysical properties of
38 refrigerants and mixtures. In the search for cooling
systems that are both environmentally and economically
acceptable, industry needed high-quality data. An ocfficial
of the Air-Conditioning and Refrigeration Institute, an
industry association, says, "Without NIST, we would have
gotten less detailed data, which would have meant a lot more
expensive, time-consuming engineering work to produce
hardware. It would have cost us millions more.®

o A NIST tool for quickly evaluating the performance of
coordinate measuring machines -- used by many manufacturers
to check the dimensions of parts and assemblies -- is
helping U.S8. firms improve their quality assurance methods
and cut costs. Manufacturers now can comprehensively assess
CMM performance quickly, decreasing the chances that
companies will ship poor-quality parts to their customers or
scrap good parts mistakenly. Evaluated by Caterpillar Inc.
and Boeing, the NIST tool has been commercialized by
Giddings and Lewis, a U.S. maker of these measuring machines
and machine tools. The product was introduced last year,
and already has markets in the aerospace, automotive and
heavy equipment industries.

© ° NIST recently issued a standard optical fiber that is
helping U.8. fiber makers to reduce product variability and
greatly improve the likelihood that gpliced fibers will
align precisely -- ensuring the high quality transmission of
gignals that their customers expect. BAn official with
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Corning, Inc. reports that this capsbkiliry has given
”Coxning and other fiber manufactar@rg a clear competitive
edge. "

NIST aims for and expects ite infrastructural technologies and
services to yield high returns since we expend resources only
once to develop, for example, a measurement method that can he
used by many companies and freguently for entirely different
technologies. Resultbs of an ongoing series of economic impact
studies confirm those returns. To date, 8 economic impagt
studies have been completed, yvielding a median rate of return of
187 percent. These returns compars very favorably with those
reported in studies of returns on other public investments in
technology and on private sector R&D investments.

For example, a recent study shows that through improved
calibration services NIST has enabled a tenfold increase in
measurement accuracy of watthour meters. In turn, that has
allowed U.8. electric utilities to more accurately monitor more
than $180 billion of electrical power generated ann&ally,
facilitating the resclution of disputes and genevating a sizable
return to U.S. taxpayers. A new analysis estimates that total
benefits exceed cogtg by a ratio of 41 to 1.

NIST QUALITY OUTREACH PROGRAM

With the cooperation and fipnancial support of the private sector,
NIST manages the Malcolm Baldrige National Quality Award, which
has become both the U.8. standard of quality achievement in
industryy and §~cam§rehensive guide to gqualiby improvemsnt.

The award program was established by Congress in 1987 not only to
recognige individual U.8. companies for their quality
achievements, but alsc o promote quality awareness and to _
provide information on successful guality strategies. The major
focus of the award is on results and customer gatisgfaction; it is
not given for specific products or services.

NIST has worked closely with a variety of groups Lo extend the
benefits of quality management and stimulate activities
nationwide.  These organizations range from trade, professional
and businegs groups such as the National Agsociation of
%anufaatur&rﬁ, the Council on Competitiveness, and the 1.8,
Chamber of Commerce, to state and local government organizavions
and broad-based interest groups like the National Education
Asaociation,

Key to this program -- and indiecative o©f its cooperative nature
-« 1@ the award’'s board of examiners. Made up of more than 258
guality experts from many industry sectors, along with a smaller
contingent from universities and governments at all levels, board
members volunteer many hours reviewing spplicationg for ths
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award. They have given more than 10,000 presentations on guality
management and the award program, helping to spread the message
and tools and technigues for improving gquality management.

Quality Award Progress to Date

From 1988 to 19%4, the award program received nearly 550
applications form U.8. companies. Twenty-two companies,
including 11 large wanufacturers, five service companies, and six
- small business have won the award. But the program is much more
than a contest. EBoually ioportant is the award’s role in raising
awareness by encouraging all U.8. business and organizations to
implement quality improvement efforts whether they intend, or are
aven aligible, to apply for the award.

About 1 wmillion copies of the award’s guidelines and criteria
have been digtributed by NIST worldwide, and thousands of
cerganizations ave using the criteria as az quality improvement
road map. The results of these internal evaluations provide
firms with a clear view of where they stand and of how far they
must go to achleve world-class levels of quality.

Forty-two state and logal quality award programs are operating in
30 states «- most modeled after the Baldrige Award. Many
companies participate in thess award programs before applying for
tha national award.

With experts from health care and education, NIST has adapted the
Raldrige erxiteria and framework for these sscgors and is
launching & pilot program. Pending a successful 1985 trial,
continuing support from these btwo gectors, and funding, full-
scale award programs for education and health care could begin in
1996,

Quality Award Impacts

The Baldrige Award program is having a profound effect on how
pecple and organizations operate snd work. An independent 1993
study to determine what U.8,. business thinks about the award
indicated that borh industrial and service firms -- large and
small -- agreed that the award currently provides the best
framework for a total gquality management system., The results
also showed that the firms surveyed believe the award fosters
quaiity awareress, promotes the understanding of the reguirements
for quality excellence, promotes sharing of information on
successful guality strategies, and recognizes U.8. companies that
excel in guality achievement and quality management.

Preliminary results from a more recent survey of U.8. firms
conducted last fall by the award’ s independent advisory group
indicated gsimilarly strong support. Seventy-ons percent of those
52 companies responding said they used the award criteria as a
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guality managemeni assessment tool, and 86 percent said that
sharing of practices by Baldrige Award winners has helped to
motivate improvements in thely own businesses.

Good quality management is no guarantee of business success, but
it can lead to oubstanding returnsg -- both for individual ‘
companies and for the country. These returns are showing up in
increased proguctivity, satisfied euployees and customers, and
improved profitability. Recent studies by NIST and others have
found that a stock investment in the group of companies winning
the award could result in large returng., For example, a
hypothetical $1,000 was invested in the five whole company
Baldrige Award winners from the first day the company won the .
award (or went public) te October 3, 13%4%. The investment
yvielded a 188 percent return on investment compared o a 28
percent return f£or the Standard & Poor's 500, outperforming the
S&P 500 by almost 6.5 Lo 1.

CONCLUSION

The Administration and (ongress have expanded the nation’s
investment in NIST over the past two yearg while the total level
of federally supported R&D has been held stsady, or even reduced
slightly. The total investment at NIST remains a very small
percentage of the government’s R&D program. The added investment
at NIST is designed to bolster the support companies receive from
an agsncy that has a long track record of working directly with
and for industry -~ and delivering bhottom-iine value for
Laxpayears.

The priorities for our work are industry’s priorities. We work
in true partnerships with U.8. companies, small and large, to do
the 4obs that caannot be done separately.

Qur major R&D funding effort, the Advanced Technology Program, is
enabling technology development that is cost-shared, rigorously
competed, and supportive of R&D work, always ar the pre-product
development stage. ‘

By teaming up with state and local govearnmants, our Manufacturing
Bxtension Partnership is rapidly expanding services to smualler
companies throughout the country.

ur laboratories are offering industry the benefits of stronger
measgurement research and services that underpin companies’ R&D,
manufacturing and sales.

The Malcolm Baldrige National Quality Award program is heginning

to extend the principles of good businesg practices to our
education and health care sectors.
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The gcale-up challenges for our newer programs, the ATP and MEPR,
have been substantial. Bul we have had terrific engagement with .
industry in both cases. We have ensured that these programs are
executed in a manner consistent with NIST's principles of

technical excellence and objectivity. We are beginning to see

the real fruits of this work, and wg look forward to delivering
even greater value and positive lmpacts for 1.8, industry, our
economy, and our taxpayers.
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Mr. Chairman and Members of the Subcommittee, | want 1o welcome you Lo the National Institute of
Standards and Technology and thank you for the opportunity to share some of my thoughts about the
{uture of NIST.

It is appropriate that you have singled out our institution for a special [ield hearing, NIST is at the center
of a shifting approach to the federal role in supporting technology.

Right now, the government is the source {or about 45 percent of the $157 billion invested annually by
the United States in rescarch and development. Of that amount, mere than half goes for defense, and
most of that is devoted to weapons systems development, Fifteen pereent of the tederal R&D pool
supports health, By some accounts, as little as two-tenths of a percent is allotied for "industrial
development.” (Attachment [) Actually, NIST's appropriations in I'Y 1993 are just about one half of one
percent of the total federal R&D account.

Spurred on by the Clinton Administration, we are secing a change in that ratio of federal R&D
investment which reflects a changing global environment with these key characteristics:

« Cilobal competition has accelerated the rate of innovation. On the negative side, this means that we
no tonger stand out as leaders in several key industrial technologies. On the positive side, our
competitors' aggressiveness and success have torced us to drive innovation at faster and faster
rates. When it comes to technological innovation. it 1s clear that those who don't speed up will fall
behind -- and probably by the wayside.

e The end of the Cold War means that we have a tremendous opportunity to redefine our technology
ivesintent strategy -- from one based largely on defense and the needs of single-mission federal
agencies to an agenda that is geared to the needs ot our industries and our workforce.

How is the government responding to these changes?

First, the Clinton Administration is committing to providing long-term growth for the cconomy and
high-quality job opportunities for Americans. A very important part of these elforts 1s 10 invest more
heavily in civilian technology, with a goal of boosting civitian R&1 1o account for more than 30 percent
of the federal government's total R&D portfolio by 1998,

This commitment is reflected in the President’s FY 1994 budget proposals, with NIST as a prime
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example and with Commerce Secretary Brown giving top priority to this budget.

Second. our defense expenditures are being driven toward a dual-use technology base that supports our
national security in a broader context -- taking into account our economic strength, The Defense
Department's Advanced Research Projects Agency (ARPA) plays a key role here,

Third, there is a greater emphasts on transferring technology from government mission-oriented
laboratories. such as the Department of Energy labs, into the commercial sector. Some evidence of this
trend is the growing number of cooperative research and development agreements that government
laboratories are signing with private-sector partners,

At the same time, our ovcrall approach to R&D is changing. We have a clear recognition that being tops
in science is not enough. Nor is it enough to be tops in technology-related inventions. We need to be
worried most about bringing technelogy and people together, and moving inventions and innovations
into the marketplace -- where they can foster strong industries and new jobs. So where does NIST fit
into this picture? We arce right in the center of this new technology policy, which 1s designed to spur
economic growth and 1 improve technology d{.veIOpmcnl commercialization, and adoption by U.S.
manufacturers. That, in lact, is our primary mission ~- something that distinguishes us from any other
government institution. NIST is the only federal technology agency with the primary mission of helping
U.S. industry to iumprove its international competitivencss.

Unlike any other {ederal research organization, NIST has more than 90 years of experience

collaborating dircctly with industry researchers;

tailoring its programs to meet industry needs,

working internationally to advance U.S. industry's interests in standards-related matters; and
anticipating the technology "infrastructure” by conducting measurement research needed for
developing and commercializing the next generation of commercial technologies.

Congress -- vour predecessor subcommittee, in fact -- laid the foundation for expanding this work in
1988 when the National Bureau of Standards was transformed into NIST. You gave us the explicit
misston and expanded assignments that now are beginning to take hold and o bear fruit.

NIST has many mechanisms and tools -- some old, some new -- to meet many types of industry needs.
We facilitate standards, scrve as an honest broker in R&D, reach out to small und medium-sized
manufaciurers, and fund specific technology projects with compunies. This richness of approaches is
essential to tackle the complex challenges ahead. Underlying all of NIST's work is one common theme:
a focus on industry's needs supported by many, many interwoven links to companies. This culture can be
traced back through NIST's history as a laboratory, and it was one of the key rcasons for establishing the
extramural programs here.

There is one cspecially important ingredient eritical 1o NIST's success in the years ahead, and
fortunately, we have it in abundance: a dedicated staft of outstanding people with superb technical
quality who work in an atmosphere of respect and commitment (o o larger purpose. We can have all the
"right" programs in the world, but they will not be effective without the "right" staff. It is my firm view
that managing through smart, ethical, empowered people is the only way to tackle the complex job that
lies ahead -- and NIST is espectally well-equipped. The Clinton Admintstration has proposed that NIST
recetve a major infusion of new funds so the Institute's programs can make good on their tremendous
potential. 1 believe the President's technology plan heralds a new era for an agency with a proud 92-year
history. This confidence in NIST is a testament to the Institute's record of close ties 1o industry, the
sound beginnings of the Advanced Technology Program and the Manufacturing Extension Partnership,
and our program to foster leadership in quality. It also is a testament to this committee's vision and
long-standing support for NIST.

It is appropriate that you have asked an official from the National Institutes ol Health to appear today,

becausce NIH was one model that Congress had in mind when NIST was renamed and its mission was
expanded. NIH has demonstrated that laboratory programs can be combined with extramural funding
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programs to effectively help achicve national goals.

The Defense Deparinment’s Advanced Research Projects Agency (ARPA) has had tremendous Suceess in
leveraging investment and fostering competitiveness for mdustries critical to defense, making:it another
kind of model. | know how ARPA "moved mountains,” having spent several vears charged with doing
just that at the agenoy.

Now, NIST is ready 1o toke on a similar task for ULS. civilian cmnpanics bencfiting from the
experiences at both NI and ARPA ~ but especially fron our a&, mev's own solid base of
accomplishments and » reputation for scientific excellence, guality. and linkages with industry.

I would ke to explain bricfly our approach and plans, The accompanying chart indicates how this
institation will change. {Atlachment i}

Advanced Technology Program

The Advanced Technology Program ts a flagship program in the Prosident’s technology vision. Through
& pigarous, competiive process, NIST has demonsteated that the ATP can leverage industrial rescarch
and development funding from companies and joint ventures of all sizes. The goal is to develop
high-risk techinalogies that have substantial commercial applications but are siill in the precompetitive
stage. In the first three competitions, the ATP compiited to nearly halt of a 3200 milhion technology
developuient effort being vodertaken by ULS. industry. Thus far, AT) has funded 60 projects carried out
by mote than 120 companies around the country, A new round of awards will be announced in about
month.

The early signs of success are oncouraging. ATP funding 15 already shortening the tme 10 market for its
recipients. The program has begun to help some defonse contractors to apply their products wo
commererad markets, | would like to submit for the record a report indseating some of the progress made
from the {irst round of competitions. This report refleets the imtial recipionts' porspectives on the
program,

The President’s technolopy plan expands funding for the ATP 16 $730 million by FY 1997, We have a
solid base to butld on. The ATP i3 » compeiitive provess. with both teehnolopy and business plans
asswssed to increase the chances fir success and decrense the risks, Only industry receives direct
funding, although universitics can partictpate in projects. Costs we shared with industry. Projects are
selected not because @iy interest group comes to Washington seeking support; the process is free of
political influence, The ATP program incorporates a process that reflects industry's ideas and indusiry's
Jocus on the technologies that cair be expected 9 have significant commercial impact.

The expanded ATP will maintain the advantages of the current program and allow a much larger number
of firms to participate. [r will broaden and deepen the program’s ability to leverage private-sector R&D
funding, accelerating the commercializalion process {0F muny MOre CoNMpaiices.

Expansion also will allow us o create programs within ATP that are focused on speciiio echnology
goals, alongside the present generat competitions. A program within ATP will consist of a collecuon of
awards, similar to those currently under way, that are managed with o sirategic focus so that the effver 13
greater than the sum of the individual parts. Thus the basic unit o work will be o program, satber dun o
single award. As with the individual awards, we will {ook 10 industry for the most compelling
oppommitivs for programs in ATP. Selection eriteria will include the potentisl for contributing 10 U.S,
economic growth; high-quality, challenging technology ideas that can affect the program urea: the
breadih and depth ol U5, industry's interest: and the need and potential for ATP funds to “muke a
difference.” Over the next few years, ATP will consist of a collection of programs - cach roughly $20 w0
$50 million per year over five years - plus a set of general conpelilions thal conlinue our present mode
of operation. This more Tocused approach will lead 10 an ATP that is a poweriul tool to help ULS.
mdustry dove advanced technology for competitivencss.
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Manufacturing Extension Partnership

i
In A Vision ofc,hdnbc for America, President Clinton described his intention (o establish at NIS [a
program with "over 100 numufactunn;, extension centers nationwide by 1997 to assist manufacturers to
modernize their production capability.” This program, which we have planned as the Manufacturing
Extension artnership (MEP), builds on the tested approaches of the NIST Manufacturing Technology
Centers (MTCs) and our State Technology Extension Program. The plan also includes Manufacturing
Outreach Centers, which are smaller in scaie. more numerous, and intended 1o serve regions with lower -
concentrations of manufacturers.

We envision the MEP as an integrated, nationwide network of organizations to support American
manufacturers in inereasing their competitiveness nationally and internationally through technological
advancement. The network will provide seamless, coordinated services to small and medium- sized
manufacturers that rely heavily on local management.

Like the ATP and the MTCs, the MEP is a merit-based competition, with only the best proposals
recelving our funding support. Proposals are evaluated on the proposers' knowledge of target tirms in the
region, technology resources, technology transter mechanisms, and management and financial plans.

We believe that the goal of establishing more than 100 extension centers by FY 1997 allows NIST to
build the MIEEP smoothly and to maintain the high- quality standards the program now enjoys. ARPA's
Technology Reinvestiment Project of defense conversion funding and dual-use technology deployment
will provide a jump-start for the MEP, supporting centers that will mesh smoothly with our plans for the
program. NIST expects to manage the TRP-funded centers selected through the interagency process,
ensuring a good match of these projects with the NIST-funded centers.

Quality Qutreach

Few, if any, government programs have atlempted to achieve the kind of success and partnership with
the private sector that the Malcolm Baldrige National Quality Award has demonstrated in just five years,
Established to promote quality awareness, to recognize quality achievements of U.S, compamies, and to
publicize successful quality strategies, the award is having a major impact in encouraging large numbers
of U.S. companies to adopt quality improvement strategies -- whether or not they ever decide to compete
for the award. These corporate strategies are improving the ability of U.S. companies to compete in a
more important and larger contest: winning in the global marketpluace.

Building on the award program and the institution’s reputation for helping industry to improve quality in
very practical ways. NIST intends to expand the quality awards program through more aggressive
outreach and information dissemination, and through research on how quality principles and programs
can help businesses and research institutions. We also plan to ink up more closely with the education
and heulth cure communities as they focus more mlt,nll) on applying thty }J[‘ll'lClplLS to their
operations. NIST can and must help more companies and other organizations Lo strive for new standards
of quality excellence,

Laboratory Programs

It is NIST's laboratory programs that have given the agency its solid reputation for assistance to industry.
The non-profit Council on Competitiveness said recently that NIST's process lor working cooperatively
with industry 1s "the most streamlined of all and is perhaps the best model for other federal labs to
follow.... NIST is very flexible and able to respond quickly to industry's inquiries without burcaucratic
interterence.” This culture of cooperation is reflected in the very large numbers of cooperative rescarch
and development agreements, or CRADAs, that we have established with companics and other
organizations: approximately one CRADA for every six NIST scientists and engineers. (Attachment 111)
But we look way beyond CRADAS, and it is equally or more important to look at our informal
collaborations with, and assistance to, industry. We don't need a formal agreement in order to help a U.S.
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company. ,
NIST's laboratory programs represent the technology inftastructure necessary to help U.S. companies
win on the cconomic playing field. The generic technologies, measurement methods, standards. and
processing improvements provided by NIST programs represent essential "roads and bridges” 1o
world-class industrial competitiveness. U.S. companics need these technologics and services o create
new products, improve the quality of existing ones, and upgrade manufaciuring and service efficiency.

Detailed economic studics conducted by independent rescarch groups for NIST have documented high
rates of return for investments in NIST laboratory research. 1 am attaching to my testimony a summary
of impacts from both our laboratory and our extramural programs, which offers several examples.
(Attachment I'V) There are scores of additional instances in which NIST's taboratory programs have
made a competitive difference for U.S. firms.

You will be hearing from Dr. Hratch Semerjian, director of the NIST Chemical Science and Technology
Laboratory, who will provide details on another vital aspect of our laboratory work: research and
services that help improve public health and safety as well as the environment. These are NIST efforts
that become ¢ven more important as society recognizes the links between a healthy and safe citizeary
and a workforce ready to compete with the world's best -- and as our nation strives to meet the dual goals
of environmental and cconomic progress. Despite our laboratories' effectiveness and industry's demand
for greater levels of rescarch and scrvices, funding for these programs has been virtually flat since the
garly 1970s -- a period during which overall government and industry R&D budgets almost doubled in
real terms. | have attached a chart which graphically illustrates that pattern. (Aitachment V) This is a
pattern which must be broken -- and the Clinton Administratton's technology plan calis for a dramatic
break with the past. The President and Commerce Sceretary Brown are supporting increases that put us
on track for doubling our dircet funding for laboratory-bused research and services over the nexit four
years.

We also have received a conumitment from the Administration and Congress for a sorely needed cffort to
update our research facilitics in Gaithersburg and in Boulder, Colorado. World-class rescarch cannot be
conducted in laboratorics that are aging and falling quickly behind the capabilities of our international
competitors. We arc limited in our ability to control temperature. humidity. vibration, and air clcanliness
-- all of which were more than adequate when these buildings were constructed a few decades ago.

© These limitations alrcady have made 1t impossible (o provide some U.S. manulacturers with essential
services. such as state-oi-the-art calibrations urgently needed to maintain production-line quality
controls on a par with Japanese and European competitors.

It is vital that NIST laboratories receive the funding that we have requested 10 update our facilities and to
support our research work. This is especially true in light of the history of high tevels of funding to
NIST from other government agencies. (Attachment VI). NIST must always be ready to scrve other
agencies that require our special expertise and neutral, third- party role. But 1 believe firmly that this
institution must take greater control over its own prieritics in light of our position as the only federal
technology agency devoted primarily to improving U.S. industrial competitiveness. That means that we
must receive a greater share of our funding from direct congressional appropriations as we move through
the 1990s.

I consider it essential that our laboratory cfforts be surengthened at the same time that our extramural
programs are receiving mereasing support. The laboratory programs fill a fundamental need of U.S.
companies that cannot otherwise be met. They also provide us the basis for technical expertise that is so
important as we expand the Advanced Technology Program, the Manufacturing Extension I’altnt,rslnp
and quality awards and outreach programs.

Conclusion
i

Mr. Chairman, [ trust that [ have given you some insight into the approach that we plan to take at NIST

o move this agency into the foretront of our changing lederal technology efforts. We intend to strike a
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balance among the variery of excellent tools we have for meeting U9, companics’ needs in
strengthening their internalional competitiveness. Obviously, we expect that the NIST of 1997 and
beyond will be dilferent frooe the agency that you are looking at today. But most importantly, My,
Chatrrnan, | assure you that we intend to suceeed by following NIST's proven record of technical
excellence, imparttality, and success in linking up closely with U8, indusiry in every wily possible.

Thank you, and | would be happy to answer any questions you may have,
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Mr. Chairman, and Members of the Commitice. Thank you for inviting 1me here 1oday to talk about
NIST activities that are aimed at stimulating the economy and in particudar, our participation in the
Technology Keinvestment Project (TR}

Mr. Chaoirman, with the end of the Cold War we are {hced with a imajor shifting of priorities for our
country from o focus on nutional security 1o o focus on vur economiv seeurity ad the health and
vompetiliveness of our industry. To sccomplish this we must undeniake a national ¢fiort to being aboui a
fundamental change in our industrial base. However. this will not be an easy tusk w accomplish,

The changes in the global situation today are placing unprecedented demands--from custonsers and from
increasing competition around the world--ou our civiliu industry. These forees are pushing cur
manufacturers 10 detiver low- cost. high- quality, differentiated, and vven customized products, And at
the same time, these forees demand that new products be intraduced more rapidly and that new, stronger
retationships be forged between supplicrs and customers in the manufcturing chain,

The federal government must look 1o 118 refe. Over hadl of the dollars invested 1 govermment resenrch
and development today are for national securily, While preserving a strong national defense base. we
must invest in R&D to belp our industries function more efficiently and effecuvely and compete ina
global marketplace.

The President and this Administration and particularly Seoretary Brown and this Department of
Commerce are committed to providing long-tenm growth for the coonomy and high-guality job
opportunitics for the Amencan people. A very imporiuu part of the Administration’s efforig 1o promote
long-term ceonomic growth is inercased tvestment in techpology to meet US, industry's needs, We can
use technology to revitalize our manufacturing sector, and we can belp create an epvironment in which
industry can bring new lechnology (o market and compuie effectively,

There are many parts 1o the federal response to these new challenges. The Adininisteation i

« norensing ihe crmphasis on dunl-use technologics in DO
« Urying to make greater use of the technologies in owr national luboratories;
« increasing the federal investments for civilian rechnotogy.

Mr. Chairman, we appreciate the critical support you and the Seience Committee have given to NiST as
we move ahead in meeting this challenge, The pussage of the Technology Competttiveness Act of 1958
and your continuing efforts in support of our itramural and extrnmural pregriuns have laid the
foundation for the work ahead.

NIST hus three approaches or programs io tackle the civilian technology chatlenge: the Manutacturing
Extenston Partnership (IMEP), the Advanced Technology Program (A'TP), and NIST laboratery efforts.
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While each has a clear role in meeting industry's needs during this period of cconomic restructuring,
today | want to focus on MEP. Let me begin by telling you about our participation in the Technology
Reinvestment Project. .
J\
Technology Reinvestment Project (TRP)

The Technology Reinvestment Project {TRP) is one piece of the national defense conversion effort.
TRP's mission is to stimulate this transition to a growing, integrated. national industrial capability which
provides the most advanced and affordable military systems and the most conipetitive commercial
products. TRP programs are intended to help create high-quality. high-wage jobs for American workers
in commercial and dual-use U.S. industries, and to enhance U.S. competitiveness.

The Advanced Rescarch Projects Agency {ARPA) is doing an excellent job of managing the TRP. Under
ARPA's teadership, the Department of Commerce's National [nstitute of Standards and Technology
(NIST). the Department of Energy/Defense Programs (DOLE/DP). the National Science Foundation
(NSF), and the National Aeronautics and Space Administration (NASA) signed a memorandum of
understanding which forms the Delense Technology Conversion Council. NIST participated as a
Council member in developing sclection criteria, and is participating in the sciection of proposals to
implement the TRP.

¥
NIST has two roles in ARPA's TRP effort. For the development activities under TRP, NIST will provide
technical experts to assist ARPA in the review of proposals.

The TRP deptoyment activities are based on the strengths of NIST's Manufacturing Technology Centers
program and are structured to be consistent with NIST's Manufacturing Extension Partnership. We plan
to play a major role in the deployment activitics. We are working closely with ARPA and with the DoE
national laboratories, NASA technology transfer centers, DoD centers of excellence and laboratories,
and refated activities throughout government on this cftort,

The Manufacturing Extension Service Providers portion of the TRP consists of $87.4M. In addition, we
have some other activities in the technology deployment category. Based on the number of strong
proposals expected, NIST estimates that awards will be give to 5 entities similar to the Manufacturing
Technology Centers, 25-30 entitics similar to the Manufacturing Outreach Centers, and a substantial
number of State Technology Extension Program-like projects. We anticipate that the expenditures under
the TRI” will be spread over two years. ’

NIST Manufacturing Extension Partnership (MEP)

In Vision of Change for America, accompanying his State of the Union message, President Clinton
described his intention to establish at NIST a program with "over 100 manufacturing extension centers
nationwide by 1997 to assist manufacturers to modernize their production capability.” This program,
which we have planned under the name Manufacturing LExtension Partnership. builds on the foundation
of tested approaches developed by our Manufacturing Technology Centers and State Technology
Extension Programs. The plan also includes Manufacturing Qutreach Centers. which are smaller in
scale, will be more numerous and arce intended to serve regions with lower concentrations of
manufacturers.

NIST, in cooperation with others, s now implementing this national program to modernize America's
manufacturing base. The Partnership seeks to mobilize existing sources of manufacturing technology.
advanced manufacturing practices, and business assistance and tink them to state and local
assistance-providers and U.S. manufacturers via nationwide networks. By FY 1997, NIST intends to
have in place over 100 centers, along with active STEP grants and tinkage activities. We believe the goal
of 100 centers by FY 1997 will allow us to maintain the high quality the program now enjoys.

The Manufacturing Extension Partnership has four major components:
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Manufacturing Technology Centers '
th
W
The Mamulacturing Technology Conlers program was crcated by the 1988 Qminibus Trade and’
Competitiveness Act to improve the competitiveness of U8, based simall and medium sized
manufaciurers theough advances in their levels of technology vilization, Since 1988, seven
Manufacuuring Technology Centers {MTCs) have been established in Cleveland, Ohio: Albany, New
York; Columbia. South Carolina; Ann Arbor, Michigan: Kansas City. Kansas: Minneapolis, Minnesota;
and Los Angeles, California. Over 6,000 firms have panticipated in MTC activitigs. Hundreds of smali
and medium sized companies have benefited from in-depth assessments of thelr manulacturing and
business opcrations, and thousands have participated in workshops and seminars. Many collaborations
have resulted 1n the heensing of federal technologies, the designing of new processes, and the
introduction of new products into the niarket.

Maoufacturing Outreach Centers

The outreach centers are intended to provide services ity arcas of lower manulbeturing concentration {as
free- standing centers) or 1o extend the cffective reach of the MTUs (as satetiites to an MTC) They will,
in mosi cases, be run by established institutions: technicul colleges, state technology extension services,
and other non-profit technology transfer organizations. the manulacturing oulrcach conters will be the
principal entry points for the compandes served by e Purtuership,

State Technology Extension Program

The State Technology Extension Program {STEP) provides technica] assistance and funding to staies for
planuing and implementation of state-based industrial extension infrustructure. Since 1989, 34 swutes
have participated in the program. By 1997, the STEP expects to establish relations with all 50 states.

‘A system of linkages, or "LINKS”

This svstem takes two forms. First, a network systen: 1o link all of the modemization service providers
and the sources of technology. This will use existing hardware networks and new network facilities
developed outside the program. The Partnership will overlay the infonmation management systems
necessary for s services. Second. MEP actively recruits and coordinates participation by all federal
agencics which have programs related to manufacturing -- this way America's small manufacturers can
be provided with the "once stop shopping™ they require.

Conclusion

The changes in tie global situation today are placing unprecedented demands on our ceonorie structure.
The dislerations cuused by the restructuring of our defense industry are pust part of the deeper forces of
mcreased Inemational competition, the rise of world markets, and the sceelerating pace of technology.
To meet those challenges will require a new culture of coaperation and partoersbhip, We neaed new,
stronger relationships between suppliers and customers. between government and industry. With the
Manufacturing Extension Partnership and our other echnotogy programs, we intend 1o build some
important, effective elements in this mosaic.

Thank vou, Mr. Chairman. [ will be happy SWEr iy s ve ay v,
Thank you, Mr. Cl [ will be h to answer any questions vou may hav
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Statement of

Cita Furlani

Program Manager, Enterprise Integration
Computer Systems Laboratory
National Institute of Standards and Technology

Before The

Subcommittee on Technology, Environment, and Aviation

and the

Subcommittee on Science
Committee on Science, Space, and Technology
U.S. House of Representatives

May 26. 1994
Introduction

Mr. Chairmen and Members of the Committee, thank you for inviting me here today to represent the
National Institute ol Standards and Technology (NIST) to testify on Electronic Commerce and
Interoperability in the National Information Infrastructure. Dr. Arati Prabhakar, Director of NIST. chairs
the Committee on Applications and Technology within the Information Infrastructure Task Force. Our
Secretary, Ron Brown, chairs that larger task {orce.

The Information Infrastructure Task Force is an Interagency Administration tcam implementing the
President's action plan for developing, in partnership with the private sector, an advanced information
infrastructure -- the National Information Infrastructure (NIL). This tcam is helping to shape a vision of
the NII and bring that vision closer to reality.

The National Information Infrastructure

As an interconnection of computer, telecommunications, entertainment, wireless, and other networks,
services and applications, the NII has the potential to significantly improve the way people use
information in their jobs and other aspects of their daily fives by bringing vast amounts of information
and greatly improved services Lo virtually every citizen. The current focuses ol the information
technology national challenges are the application of information technology in theories of electronic
commerce, manufacturing, education, healtcare, government services, libraries, and the environment,
But it is critical that the user does not have to worry about boundaries or translations - only the task at
hand; that the user perceive and have access (o a transparent, intcroperable, and seamless NI

Secretary Brown has said: "There's going to be a fundamental change in the way we work, the way we
learn, the way we communicate. Knowing how the Industrial Revolution permanently altered American
life, we can only begin to imagine how we will be transformed by becoming an information society.”

The National Information Infrastructure is not a cliff which suddenly confronts us, but rather a slope and
one that society has been climbing since postal services and semaphore networks were established. An
information infrastructure has been with us for a long time, continuously evolving with each new
advance in communications technology. Why the sudden debate?
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Change is coming much faster, and more thoroughly, than over before. Tn our lifetines we will'sce
mformation techuology bring more changes 10 more aspects of our daily lives than have been witnessed
11 the preceding century. We are at an exeiting junciure as a technology revolution is transformied into a
capability revolulion. Digital techoology is marging the hunctions of wlevision sets, telephones, s
gomputers. Positive fundamental changes are in store for us in the ways we manufacture, work., feam.

. shop, communicale, entertain ourseives, and receive heulth care and public services. And those are just
the applications we can foresee.

Private industry will be responsible for virtually every major tacet of the NI und the inforaution
marketplace it ercates. Private industry will build and manage the networks, provide the mformution
tools armd most of the information that travels the networks, and develop most of the applications that use
the networks. Indeed, a constant theme throughout the work of the [nformation Infrastructure Tusk Foree
15 the on~going dialogue net anly with industry but with uli of the private sector, mcluding public
inferest groups.

But goveriunent remains a major force with respect (o the NI One reason 1s ohvious government
policies are a nugor lactor in the information infrastructure; for instance, deregulation of
teleconmumeations. In addition, governmernt 1s a mjur user of information technology and o major
contrtbuior o the development of iformation technology,

One of the principal goals of the Information Infrastructere Task Foree is to develop and toster informed
governmwnt policies that promuote cur sosietal goals for thie NH without hampering industry. Ag Vice
President Gore has observed, "Ouwr goal is not to design the [information] market of the future. 1t is {o
provide the principles that shape that market. And i1 (s o provide the rules governing this difficuit
ransiton (o an open market for infoemation. We are committed in that wansition to protecting the
availability, adfordability and diversity of information and tnfermation technology as market forces
replace regulations and judicial models that are simply no lopger appropriate.”

l.ess obvious than the role in telecommunications, however, is the fuct that government plays a mujor
role in the development of NI applications as one of the nation's biggest users and producers of
information. The government develops NI applicutions to speed and improve the delivery of Hy
services, Examples include making social security payments by computer or disseminating census data.

by addition, governnient research agencies ploy 2 national role in research and developmoent (R&D) for
the information infrastcucture, emphasizing R&D that is wo big for one company o do or 100 broad for
one company to fully realize thetr investment, Le., work that no one wants 1 do, bul which benefits
CVT YOI,

This rescarch often includes the development of prototype applications as a proef of concept or to help
speed the development of useful apphications by the private sector. Examples include R&D on advanced
medical information applications, work on NH tools Tor educators. and research on sdvanced.
manufacturing applications using computer networks.

Committee on Applications and Technology

The Committee on Applications and Tecinology of the Information Infrasmucture Task Foree was
created 11 part 1o provide a foram for discussing and coordinating the host of applications efforts acrous.
the Federal government. So pervasive is the NH and the issues it represents that virtually every
department and function of government is invelved.

The Conunittee's goal ks to encourage Federal researchers working on NI applications to view their
work ity the greater context of the Nif as g whele, and 1o b promote the sharing of information 1o
eshance coardination among Federal agencics doveloping N1l applications; b hightight opportanitics for
cooperative efforts between Federal agencies and between government and industry; and p promote
discussion of eritical technieal and social issues in the development of the NI that uffect the
development and use of advanced NI applications. Viewing the development of the NI from an
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apphcations perspective is important for the lessons we learn about the practical effects of complex
issucs such as intellectual property rights, privacy, and equitable aceess. Such issues frequently require
technical soluiions as well as changes in policy, Building applications for real users is a powerful tool
for rooting out the bugs in the system and for promoting the development of products and clectronic
highways by industry. .

Most inyportantly. 1o realize the vision, applications must be able 1o use the same infrastructure, Taking a
view of many applications at once enables us to avoid application-speeific solutions and to better define
the requirements that a National Information Infrastructure must ineet, The creation of an advanced
mfrastructure that can support all applications requires solutions 1o many techaical, legal. security,
financisl, and vegulatory barrers, as well as the widespread adoption and use of a variety of technical
standards for communications, information processing. and security. Such suites of standards as
Electronic Data Interchange (EDI), Standard for The Exchange ol Product model dats (STEPY, and Open
Systems Environment {OSE) are eritical o the developmont of such an advanced infrastructure.

National Information Infrastructure Applications Report

To stimulate public discussion of how people and orgunizations use the miormation infrastructure. the
Commities on Applications and Tochnology has prepared o report cntitled Putting the Information
Infrastructure o Work, This report. comprised of imlividual applications papers. explores some of the
opporiuniies and obstacles In seven key applications wreay of the NiEL We idantified these as the core set
because there are significant public interests (o be served by the applicotion of advanced information and
communications technologies in these arenos and some koy governmont activity is already underway.

Thig report was released ag a drafl for public comment on May 4, 1994, by Seeretary Brown, who stated
that "we are releasing these papers because it 18 not encuph to discuss how information highways will be
built; we must alse understand and inform Americans abowt how they will be used. These papers focus
on the real-life concorns of people who will rely on information kechnology”

The visions in each application arcn were authored by members of dwe federal agencies with a close tie to
the areu. However, given the broad scope of agency involvement, every paper 18 representitive of the
couperation fostered by the Commiiter's activitics, with conteibutions from many agencics. The ageneivs
of the authors chareterize this diversity:

Electronic Commerce
Chuck Chamberlain {United States Postal Service) and David Jefferson (National lmmutc of
Standards and Technology)
Manufacturing
Mark Mandell (National Institute of Standards and Technolopy)
Health Care
Michael Fitzmaurice (Depactment of Flealth and Fluman Services)
Education
Linda Roberts (Department of Education)
Environmental Monitoring
Ernest Daddio (National Oceanic and Atmospheric Administration)
Librartes
Herb Becker (Library of Congress)
Government Services
Fusmeet Seehra (Office of Management and Budget)
Coordinator
Duvid Lytel (National Institute of Standards ond Technology)

The report describes a nationad vision for cach of the seven application areas o8 1o how the evolving Nij
can:

« increase the speed mnd efficiency of business-io- business conununication, or electronic
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comimerce., (o promote ecanomic growih;

« cnhance the competitiveness of our ntanufacturing base;

« improve health care delivery and control costs:

« promeie the development and accessibility of quality educationnl and hifelong learning for all
Americans;

« make the nation more effective at environmental monitoring and assessing its tmpact upon the
Earth:

« sustain the role of librarics as agents of demowratic and equal access to information: and

» provide government services 10 the public tuster, more responsively and more efficiently.

The topics presented in the document explore these arcas as a stimulus for further debate. [n addition,
this decament deseribes relevant work in the private sector and i goverament for cach application arca.
1t s intended for fowr inportant andiences: the generat public, the private scotor orgunizations that are
building the NIF and driving its applications, the committees and working groups of the Information
Infrastructure Task Foree, and other agencivs and denarimients in our Government, There sre many other
refevant applications of the N Additional applications will be explored in subsequent reports.,

Sectians of the papers are presented asg questions, std we have publicly selicited help in answering these
gquestions and raising other relevant issues, Those responses will Hluminate and guide government
policies and mvestmenis to accelerate NI applizations,

Electronic Commerce and the National Information
Infrastructure

Muost portinent to today's discussion 13 the paper on Bloctronic Commerce, An advanced NI that
supports Electronic Commerce applications will provide benelits in a number of areas; reduced costs,
reduced crrors in information processing, creation of now markets, betrer guality and varicty of goods,
and redueed thme o market An advanced national Elestronio Conuneree capubility will be comprised of
imterconnecied communications petworks; advanced computer hurdware and soltware tools and serviees;
established husiness transaction, data exshange, and inicroperabiiity standurds; seeepted security and
privacy provisions; and soitable managerial und culiural practices.

This infrastructure will enable diverse and distributed companies throughout the nation 1o rapidly,
flexibly, snd sceurcly exchange and, more importanily, use information o drive their business processes.
As a result, people who are needed o ereatively solve complex businegss problems can be taken out of
the loop of routine data processing,

All over the government, agencies are beginning to adopt Electronic Commerce {or the very high
volumes of information imterchanges required in their s, Insurance. procurement, and regulatory
activities, Iniplemeniation of Electronic Commercee by the federal government, including its adoption of
applicable national voluntary standards, has provided and will continue to provide significant
maomentum towards mplementation nationwide, '

For instance my own agency, the National Iastitute of Standards and Technology, has boen active in
research and development for Eleetronic Conumerce as well as in efforts to inerease public dialogue on
Electronic Commerce and standards issues. NIST assists the private sector with the development of the
technical underpinnings for mnteroperability, und also works to coordinate and faciliiale the standards
process. Other NIST activities include the establishmient of an Electronic Commerce Integration Facility
(ECIF) to ussist in the removal of barriers that are currently preventing the transition {from paper-based
commerce to Electronic Commerce, and 10 help advance technolopy in order 1o permit the development
of future Electronic Commerce applications.

Standards

‘The nature of Electronic Commerce requires cooperation and flexibility amonyg permanent and Uransient
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partners. and develepment of a national electronic purketplace which is seeure. open, affordable, casy to
aceess, and cosy to use. This in turn requires the establishment of stndards (or the interoperability of
communications networks, information and data exchange. and scourity services, L
‘The Commitice on Applications and Techoology has responsibility for addressing the issue of standards,
an issue that cots across the work of all the committees of the Information InDrastructure Task Foree. The
aceeleration of information technology and user preference for multi-vendor equipment is forcing the
need for worldwide standardization for components of ibe information mfrastructure,

‘The private. voluntary standards system is still the best approsch Jor the ULS, cconomy. However, the
standards making process can be slow due to market shure protection, steict consensus rules for voting,
and openness to all interested organizations. Better coopueration md communication is needed among
standards organizations, industry, and government to make this system work more effectively in thig
time of rupid technological change.

The govermment's role is 1o promote the use of standards through purchase of products and through
incarpoation into Federal regulations where appropriate; to provide the technical underpinning for
standards? 10 encourage international rade activities; and to advocate tor the ULS, pational inerest.

With thig in mind, one of the working groups within the Commiltee on Applications and Technology has
heen tasked ton identity the processes {especially best practices) buing effectively wused by the various
stakeholders (o develop and implement de facto and de jure standards: identify the key mterfaces to
standardization which would enable the existing and emerging intormstion infrustructure for the
comnunications, computing and entertainment arenas 1o seanmilessly operate: and rdentify how the
government will describe appropriate information inlrastructure standards selected for use when
purchasing.

frs short. the government must be a hetter partaer in the whole standards process, Our focus is on
working with the private and public sectors to develup & systems approuch Lo the standards process W
achieve national goals more effectively; to clarify responsibility of and retations among industry
companies, standards organizations. techaical socicuies. und the goverpment within the standardy
process: and to strengthen communication among all partics to timprove the voluntary system.

Summary

The govermment's roke is 10 set the rules for competition and enfurce them. eusure that improvements in
public comnmunication benefit all Americans rather than a select fow, promote the adoption of standards
that allow systems (o biteroperate, wark witls the private voluntary stsndards systen a8 g partnor. support
research (o improve information systems and make them casier to use, be 8 wise purchaser of
information technologics and services, make use of information tuchnology to bulter serve the citizen,
and reduce uncertainty and visk by funding pilot projects that demonstrate the usefulness and economic
efficiency of new services and applications,

The computers, actworks, standards, interoperability, accessibility, traivang, and other components of the
NI are the raw materials used to build a nsional Bleetronic Commeree sapability. Once the tools for
8!(:{:?1‘{};2& Commerce are nationally available and companies are comfortable using then, organizations
will be uble to concentrate on a re- cxamination of business processes rather than working to overcome
technology barriers. As a result, the realization of the benefits passible through Electronic Commerce
will be seceleraied by implomentation of the NIL

The Committee on Applications and Technology, along with the entire Information Infrastructure Task
Force, will continue to work to enable the goverament (o be a better partner in a national effort o
egtablish the NIL

This completes my testimony. e provide you with more detail, | am attaching a copy ol pur
Commitice's report Pulting the Information Infrastructure to Work. 1 wili be pleased to answer any
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Statement of .
Dr. Curt W. Reimann

Director
Office of Quality Programs

Nationud Institute of Standards and Technology, Technology Administration
Department of Commerceé

Refore the

Subcommittee on Technology, Committee on Science
U.S. House of Representatives

on The Malcolm Baldrige National Quality Award Program: An
Oversight Review From [ts Inception

Cetober 18, 1985
Madam Chairweninn and members of the Committes:

Fam Curt W. Retmann, Director for Guality | rogmms at the Nutional Institute of Stundards and
Technology. 1 am pleased to appear before you today 1o participate jroa review of the Maleolm Baldrige
National Quality Award Program that could belp sﬁfz;x: its future, This review is timely, as the Award
Program has just completed ts cighth year of operation, There is much we have learned that is crucisl o
this review. My comments today will lnghlight key developments, observations, and conclusions, with a
special focus on factors that bear upon the central guiding purpose of the Award: o improve the
competitiveness of the United States. [ will not attempt 1o make this testimony o history, but [ will draw
upon experiences and trends that relate n a clear way © fulfilling z}ze purpose that led w0 your greation of
the Award in 1987,

[ begin on a personal note. [t has been my privilege to direct the Boldrige Award Program since the
Award was signed into law in August 1987, During thut tinse, Awards bave been presented by Prosidents
Reagan, Bush, and Clinton. The Program has received the enthusiastic backing of Commerce Secretaries
Verity, Mosbacher, Franklin, and Brown, When Presidem Chinton und Commerse Secretary Brown
prz,semtd the Awards in 1993, seated in the front row were former Secretaries Verity, Mosbacher, and
Franklin - President Reagan and President Bush appointees. This was a very important highlight in te
Batdrige Award Program. This Comunittee has always shown strong interest in the Award, and this
interest now continues with the change in Commuttes leadership. The Batdr igé family hag given constant
encouragement and warm support, beginning with a visit to NI3S (sow NIST) by Mrs. Baldrige almost
eight years ago. Mr. Robert Raldrige. Malcolm Baldrige's brother, has been a divector of the Baldrige
Award Foundation since its inception, | make this point regarding broad involverent, support, and
nterest over cight years not only to express appreciation, 1 do so to emphasize the fact that the Baldnge
Award Program has been, ond remaing, non-pagtisan, The Award's processes have been free from
partisan, political, or other influences -~ by careful design and by eight vears of practice and constant
refinemant.

I understand, of course, that although this review s primarity concemed with the progress we arg

making in fultilling the purposes of the Baldrige Award, the review must also consider the resources
required. particularly federsl expenditures. However, the situation regarding resources sad federal
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expenditures has turned out W be fur more complex than envisioned in the Maudeobm Baldrige National
Quality Improvement Act of 1987, The reason {or this complexity resides in the natare and broad scope
of problems addressed by the Act. Also, the number, type, md diversity of ULS. insthutions presents
many challesges. We need o understand what they are able 1o do. and when, why, and how if ey
contribute 1o national efforts.

The Award policy and management questions, and the relaied resowree guestions, tien, pose new and
difficuli challenges regarding the best combination of resources --beartng i mind the purposes of the
Award and the goals and roles of institubions, Ia ity view, De right answer must be ;z{}plo;*s**i*ili,
theoretically (proper roles of public and private instintions} and Ppragnatically (how (0 muximize and
balance the” ‘right Kinds® of resources) wo make cllective and rapid progeess,

The picture [ want to present today 18 how we have shaped the Baldrige Awand Program, building upon
the considerable strengths of the cnabling Act, and working (6 overconk the Act's limitations. In
particutar, [ want 1o convey my view of what the important resources are in this pational effort and how
we are working to maximize private sector and public seclor volunieerism, partigipation, and
comributions. [ will emphasize also that working on sucls o significant and broad purpose as improving
national competitiveness, with an award as the only vehicle, creates numierous straing and distortions that
inhibil more rapid progress. We need to find some way 1o overcome this fimitation. The Council on
Competitiveness’ recommendations -- presented by Mr. Stata woday - make o number ui proposals based
on careful consideration by leaders from business, labor, health, and educmion, These r on‘ltnmid’u:olls
were endorsed by the leadership of the Council,

Turning now to the key stages in the history of the Awanrd -~ those related o getling started,
Establishing the Intent of PL 100-107

During the early months of the Award's implementation, Dr. Ambler, then Director of NBS, Ray
Kammer, Deputy Director, and | spoke with members of Congress and staff regarding the intent of the
faw, We also spoke with Mr. John Hudiburg. then CEO of the Florida Power and Light Company (FI'L),
and members of his stfT, because of the central role they had played in formulating and suppor[m;, the
legistation. A& number of recollections stand out clearly from these discussions:

o There were mounting concerns regarding the U declining comperitiveness, We need o aet, not
Just contemplate the decline, was the concurn voiced by many.

o There was firm conviction that the Baldrige Awird should set a very high standard, To succeed,
the Award must be credible in every sense.

e There was s{"anh belief thal the Award should be a meins 1o competitiveness huprovement, aot an
end. That is, the purpose of the Award is threelold: building awareness, recognizing leadurship,
and sharing best practices information. Success would depend vpon whether or not sharing
actually occurred. Although some coneern was expressed about whether winners would be willing
1o share, fittle concern was veiced about how a small sber of winners could be expeced o
reach and 1o influence mitlons of organizutions.

s ‘The distinctions made w the law through the use of teres such oy "eompanies”™, "organizations®,
“public sceior”, "accept gifis from public and private sources”, coupled with the authoriyy given o
the Secretary (o create new categories, were universally wken w mean that the Award should
eventually be open to all organizations, public and private, profit and non-profit. Benelictaries of
the learnings from the inttal business Award, however, are clearly intended to be organizutions in
all sectors,

» Success of the Baldrige Award effort would depend upon creating and expanding partoerships.
Coencern was expressed by some that the Federal Government would need 1o be a full partner, and
that such a role would require that the government leam 10 operate effectively in diverse
communities, NBS {now NIST} was selected t muanage the Baldrige Award not only because of

H
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expertise in the quality sciences but aiso because of its reputation {or impartiadity and Hig Close ties
to business and professional communities. Some also noted that many of the communities to be
included were fragmented and contentious, a concorn brought to light during the portod when the
legislation was pending.

Launching the Baldrige Award Pregram

I Uoiober 1987, we presented NBS {pow NIST) concept plan {or the Award 1o Commeree Secretary
Verity, successor 1o Malcolm Baldrige. Elements of this plan Biad been presented to business and
-}ra}fasswmi society leaders in September and carly Octobur, Mr, ‘zf’u‘n}; was extreniely supportive and

clearly committed to having the Baldrige Award become an effective instrument in improving national
competitiveness. He explained that in preparing o assume his duties ns Secretary, many friends and
colleagues had 1impressed upon him the inportance of strengthening national competitiveness, and the
opporiunily presented to the Comueree Departiment by 1he Malcolm Baldrige National Quality
Improvement Act of 1987, Mr. Verity also explained that the Reagan Admimsiration was committed to
presenting the first Awards during Mr. Reagan's term ol oftice. The wrgel date was set for Noevember,
1988. From this target date, we determined that initiz] criweriz, evaluation processes, and a wide range of
start-up requirements had 1o be met by very carly 1948,

Secrctary Verity then asked Mr. John Hudiburg and Mr. Sanford N, MeDonnell - both supporiers of the
national award concept - to lead the creation of a foundation to raise funds to help support the Award
Program. These business feaders accepted the Secretary's tvitation, and log,&lhu with exeeutives
assigned by them (Larry Adams from FPL, and Bob Marvin from McDonnel! Douglas) began the effort
to shape the terms of cooperation. Mr, Hudiburg also assigned o loaned executive, My, Alan Sicbe, to

join the NIST staff during the period from December 1987 to May 1988, o help with implementation,

Early discussions of funding and funding requirements between NIST and Foundution leaders. although
entirely cordial, were beset by numerous significant uncertainties. These uncertamties meluded
availability and time commitments of volunteers, application review time, possible need for training of
examiners, witlingness of companies to donate resources. appropriate fees 10 charge applicants, costs of
winners' sharing, and role(s) of government employees. There swere no precedents to draw upon tor these
discussions. So far as fundraising was concerned, Foundation leaders belicved that a few mitlion dollars
could be raised from ULS, businesses. This estimate was later inereased 1o about $10M, provided that
President Reagan host a meeting of business executives 1o express government commitment and (o
encolrage contributions. This meeting with President Reagan was held in Spring, 1988, Vice President
Bush. a long-time personal friend of Malcolm Baldrige. also attended this meeting,

In discussions with the Foundation, the law was interpresed 10 mean that the Award would inttindly be a
busingss Award, but prebably would be opened later to otirer sectors, The Foundation leaders expressed
the view, and continue (o stress the point. that the busiaess fundrassing effort would address the business
Awards only; if other sectors later become eligible, some appropriste shemative funding mechanism
shoudd be sought. '

Among the ;}Lzrposcs of these hearings today is to discuss the siaffing 1eqaireme,m and the growth in
Program funding. In responding to these purposes. [ would like W give the Committee a clear plctwre of
what we do and how current reguiremients differ from mitial requirements.

Awiard Program Level of Effort: 1988-8Y vs 1994-95

Although the Awaurd Program level of effort during the Birst two yeurs is difficult to dewermine exactly,
swing to the many one-time-only contributions zod cot-o~bours voluntaey efforts within and cuiside of
NIST, | would estimate it at about 7 to 10 s1aff vears (fudl time cquivalenss ;‘}u‘ vear) of targely voluntary
contributiorns. This level is now gbout two and one-hal o three times higher, The question srises: why
the difference?

To onderstand the difference between the Baldrige Award Office’s fevel of effort in 1994-1995 versus
LRE-198Y, i i3 necessary 1o understand what these aetivities are and how and why they have grown,
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Five examples illustrate the activities and the changes.
(1} Monitoring the Award Processes

. « The integrity of the Award evaluation process s NIST's primary responsibility, as NIST must
provide clear assurances to the Secretary and the President that high standards of ethics and
competence have been met, An area of great increase in time commitment over the vears 1s the
assignment ol examiners to applications. The increase in eriteria requirements, coupled with the
demands for greater reliability and better feedbuck, have led 10 & more than doubling of the
number of examiners assigned. In addition, the great increases in related awards, business
networks, and business partnerships have created many new real and apparent conflict of interest
issues that make examiner assignments far more difficult and time consuming,

« After the initial years, it was determined that meeting all these standards and other important
Program requirements could be accomplished only if NIST monitored all applicant review
processes, including consensus and site visits. The private sector Board of Overseers concurred in
this determination, These requirements multiplied NIST's-monitoring efforts about tenfold, adding
approximately two staff years.

{2) Information Services

» A major role of NIST and the Baldrige Award is dissemination of information. [n the first years of
the Award, requests for information reflected awareness levels and the number of networks
existing at that time. For example, an average of about 38.000 criteria booklets were requested in
the first two years, compared with about 180,000 this year. In addition, there were about 5 related
awards in 1988-89, versus more than 50 today. Finally, information support to current and past
examiners who are sharing the Baldrige message through their volunteer eftorts, has become a
significant staff commitment. In the earty years there were about 100 examiners and no "alumni®,
Today, there are 270 examiners and about 600 alumni. Information services 1o this very important
community are now about five times the level ot the carly years. Overall, increased requests for
information add approximately five staff vears,

« Another major trend in information services that should be noted is the very significant growth in
inquiries and types of information requested (rom non-business organizations. Examples include
governmental, health care, education, and non-profit organizations. This trend parallels the
experiences of Award winners who also note a growing increase in such inquirics.

(3) Criteria Development and Evolution

« Unlike most awards which are based upon 2 few general eriteria which remain basically the same
throughout the life of the award, the Baldrige Award criteria evolve each year. The evolution
captures many lessons learned from America’s best companics as well as from Baldrige
examiners, NIST staft, and other criteria experts, Each year the eriteria undergo a comiprehensive
review. Over the eight reviews since the initial criteria in 1988, the criteria have been modified
and expanded in many ways. The criteria and the eriteria support materials are now far more
comprehensive than earlier, and address a much wider range of performance 1ssues.

« NIST has the principal responsibilities for literature review, criteria development, and
management. The level of effort in criteria management varics stightly from year to year but is
about one staff year. This is approximately the same as in the carly years when the criteria booklet
was less comprehensive but the entire effort was new.,

(4} Examiner Selection and Preparation ’
o
» Examiners are the myjor resource to the Baldrige Award Program and to the Nation. Their
contribution to the Program -- converted to a dollar equivalent -- amounts to twice the current
federal budget of the Program, more than $6M annually. Compared with the Lirst years ot the
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Award, there are about five times as many exantiner applicants, The applicants come from more
conmmunitics and states, and buve more diverse backgrounds, Also. the selection factors are mote
comprehensive, requining more rigorous review. Overall, examiner selection involves sbowt seven
1o ten times the effort of earhier vears.

« Examiner prepuaration is crucial 1o the success of not only the Baldrige Award but also 101l
related nwards araund the ULS. Overall preparition is now more comprehensive, courses have
been added for senior oxaminers, and many morg examinees are rained, Overall, examingr

. trsising regatires about 1wo 1o three times the eifort of varly vears. )

« Overall, examiner selection and preparation combined now consume about vwo 1o thiree more stafl

years of effort than in 1988-89,

(5) Network Servicey

« Network services to other organizations, includiog the States, Awird winners, key umbreila
organizations, and Manufaciuring Extension Partiership Conters, are vital to the suecess of the
national ¢ffort, Through these services, other arganizations are enabled to bestter serve their
communities. n the first years of' the Award. the number and types of networks were much fewer
than at present. For example, state, local, and fodersd award notivities are now gbowt ton 1o fifteen
times the level that exisied in 1988-89. The network potivitions wre now sbout five times earlior
levels, adding about five staff vears.

« Another purpose the Committee set for these hearings is the proposed expansion of Baldrige
Award cligibility vategories to include education and health care organizations. Below, [ have
sumimarized the ratienale for such inclusion.

Background

>From the lapguage of the law and from the discussions held to establish the faw's intent, it was clear
that most people believe that the coneepts of perlormance improvenent apply equally well to health
care, education, and government as o business, even though these sectors were not initindly to be made
chigible. Alse, carly discussions with performance experts indicated that the best performing
organizations in these sectors were significantly behind the beyt perforniing busingsses. Many experis

_expressed the belief that inproving U8, competitiveness depends significantly upen these non-business
sectors, which together account for a major fruction of the ULS, sconomy. The concerns were and are not
only with operating cosis b these sectors but also with thelr customer {ocus soad performance,

Diespite the luck of eligibility of health carv, educwion. nad government vrganizations, we decided 1o
appoint some people from these communities o the Bourd of Examiners and the Board of Oversesrs.
beginning with the first year of the Awards. This was done to help create mechanisms to share
information as weli as to ensure that the Baldrige Award be broadly representative of the U S, economy.
This involvement proved 10 be a useful step, Cross-sector sharing of inforination began to take place.
new partnerships were developed, and interest in quality grew o these seetors. Baldrige Award winmers,
applicants, and participants were particulurly sctive und effective in sharing. Millions of dotlars in
private resources have been spent on these new efforts. | should add as part of this background that over
the vears, this Commitiee hay addressed the issue of extending eligibility and received testinony
strongly encouraging this action,

Beginning scveral years ago, there has been inereasingly sctive encouragement to exiond clipibility. The
Award's Board of Overseors discussed thix issue with Seeretarios Moxbucher, Prunklin, and Brown and
received positive responses in all cases. Discussions with the Foundation for the Malcolm Baldrige
National Quality Award were less positive, however. The issuc was not at all with the appropriateness of
extending eligibility, but with how such an effort would be finunced. The Foundation leaders believe
that using resources rpised for the business Awards might undermine these Awards. They believe that
leaders in these other sectors should help raise funds tor the new categories.
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In order to move forward toward a decision, we decided to propose the creation of pilot programs in
health care and education for 1995. Although the programs are not yet completed, the early results are
very encoutraging. We see many positive developments in these sectors similar to those that were
occurring in business a few years ago.

Over the years, and more persistently in the last three years, the following rationaie has emerged for
extending eligibility to health care and education organizations:

« Many business leaders and others believe that improving health care and cducation is essential to
improving national competitiveness. They cite the resalts oricoation of the Baldrige Award --
focussed on better performance and lower cost -- as key to the value of inclusion.

« Muany state quality award programs have already extended cligibility to health care and education
organizations with clear success.

o The Baldrige Award Pilot Programs in health care and education have shown feasibility to initiate
the catcgories. .

« Eligibility of all sectors, with paralle] eriteria, will [oster cooperation across sectors.,

« Extending eligibility has been favored by the last three Secretaries of Commerce, the last two
Secretaries of Education, and the last two Scerctaries of Health and Fluman Services,

» There is no meaningful basis to exclude health care and education organizations. Exclusion might
be seen as arbitrary. '

Extending Eligibility: What It Will Take

Any extension of eligibility must happen in an analogous fashion to the business Award categories; that
is, through a public-private partnership. Cdl%ory expansion to education and health care will benefit
from econonties of scale, since these are "add-on” eligibility categories. However, education and health
care also present unique Lhd“ellf;,{:s since these are largely not-lor-protit. public benelit sectors.
Organizational status of most applicants will make it difficult to charge more than nominal application
fees. Also, we cannot expect the same level of pro-bono sharing by winners as exists in the business
categories.

Program suppert will be needed for process monitoring and other Award Office functions in-parallel and
in cooperation with business Award activities. In addition. funds will be needed to offset application fees
and to assist winners, through grants and Award Office support functions, with their sharing of
successful strategies. To accomplish all these purposes, a Baldrige Foundation capital base of $10M for
each category is anticipated, volunteer efforts (as we have already scen in the Pilots) will be necessary.

Turning now to another purpose of these hearings -- 10 review the impacts and achievements of the
Baldrige Award Program.,

Impacts and Achievements

» The Program operates as o public-private partnership. It is managed by NIST, supported by a
private foundation, fees, volunteers, and the American Society for Quality Control (ASQC). The
Program is evaluated by a Board of Overseers. Currently, the Baldrige Program involves more
than 400 volunteers. Since its inception, it has involved about 1,000 volunteers.

o The Program develops rigorous criteria and training materials used by organizations in all sectors.
The criteria drive best practice and serve as a vehicle to spread best practices information to all
regions and all sectors of the U.S. economy,

o Award winners and Award participants share information on best practices and performance
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results with other U.S. organizations.

The Program helps to create and support networks throughout the U.S.; the Program disseminates
information and maintains people exchanges and collaborations with the networks.

Award winners (24 winners to date) demonstrate major gains in productivity, cost reduction,
product and service quality, market performance. and competitiveness. For example,
improvements of 20 to 70% (n productivity over 3 years are common.

Award winners and Baldrige-trained volunteers conduct thousunds of information sharing sessions
each year at no cost to the Federal Government.

Well over one million copies of the Award criteria have been disiributed. A recent ASQC survey
concludes that “the criteria are overwhelmingly used as o source of information on how to achieve
business excellence”. To date, well over 100,000 people in all sectors have been trained using
Baldrige criteria and case studies.

More than 60 major networks participate in and build upon the Award Program's services. Most of
these networks didn't exist in 1987, These networks include about 70% of the states, the United
Way of America's Award Program. the Presidents' Award for Quality and Productivity, and the
NASA Award (Low Trophy). The Baldrige Program and these networks comprise more than
$100M annually of public and private funding and volunteer services. Volunteer services are the
largest part of the overall national award network. There are currently between 4000 and 5000
volunteers participating in the network of awards,

State efforts currently exist in Alabama, Arizona. Arkansas, California, Connecticut, Delaware,
Florida, Hawaii, Illinois. Louisiana, Maine, Maryland, Massachusetts, Michigan, Minnesota,
Mississippi, Missourl, Nebraska, New Hampshire, New Jersey, Nevada, New Mexico, New York,
North Carolina, Oklahoma, Oregon, Pennsylvania, Rhode Island, South Carolina, Tennessee,
Texas, Utah, Virginia, Washington, the United Way of America and elsewhere. Several other
states have planning activities underway.

The Baldrige Awurd has led to a great increase in cooperation and cross-sector sharing, and more

rapid spread of best business practices, As a result of this spread, there is growing interest in thesc
practices in health care, education, and government, The Baldrige Award winners' demonstration

of simultaneous and dramatic improvements in quality, producuvity, cost, and speed is the major

impetus for this interest.

The Award Program conducts an anaual fee-supported Award winners' conlerence, with more
than 1000 attendees, in cooperation with ASQC, the Association for Quality and Participation, and
the Council on Competitiveness.

The Award Program conducts four fec-supported regional conferences cach yeur with the
Conference Board, featuring Award winners from all years. Regional Conferences help
information dissemination to medium- and smaller-sized organizations,

Federal Government organizations are beneficiaries ol the Baldrige Award criteria and lessons
learned. The President's Award for Quality and Productivity. open to all Federal agencies and
departments, is based on the Baldrige Award. In addition, Baldrige Award materials are in wide
use in Federal organizations, such as the Department of Defense, Veterans Adntinistration, NASA,
Postal Service, Department of Energy, and the National Security Ageney.

THE BALDRIGE AWARD AND NATIONAL COMPETITIVENESS
One of the purposes of these hearings is to determine the elfectiveness of the B:lldr‘igé: Award in

enhancing national competitiveness. The summary given below addresses several aspects of this
issue.
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The Baldrige Award Program was established in 1987 to enhance national competitiveness. Eiglu
years of operating expenence and linkage to numerous networks, thousands of volunieeds,
hundreds of applicants, and about 40 other nations' quality efforts provides o unique window on
national competitiveness.

The Baldrige Award evaluaiion process has given the U.S. « and the rest of the world - un ability
to assess and compare organizational performance. There is now muach betier understanding of the
meaning of "best” performance, how best performince compares with typical performance, and
how to improve performance,

How UL.S. companies have performed tn the Baldrige Award evaluation

About 5% of the applicanis have performed extremely well, and another 30% or 5o are making
rapid progress. Many of the rest of the applicunty are progressing weil, but not @2 g puce tut would
give them leadership positions soon.

Areas of performance where the leaders excel

The leaders excel in many arcas, such productivity, gualitv. speed, innovation. workioree
development, environment, safety, and public responsibility,

Number of companies in the U.S. that could perfomy at the highest levels of the Baldrige Award
evaluation

We believe that there are perhaps o few hundred companies that could today challenge the very
high standards of the Baldrige Awurd. There ts o lurge aud widening gap between these compantes
and most of the remaining several million business entitics in the LS, In other words, the begt
companies are not only afready much betier, their rate of improvement is also greaigr.

How ather types of erganizations ~- heaith care. edueittion, government, ete, compare with the
U.5. top businesses

It's too carly to make any broad judgments, but the Baldrige Avward and the award schwork have
involved numerous feaders from these organizations, Overnll, the performance of organizations in
education, health care, government, etc., lags significantly behind that of the Nation's top
businesses. Alithough awareness of performance improvement practives is growing in these
sectors, information transfer is still slow, and too few role models exist in these sectors (o support
more extensive and betier targeted sharing of best practices. To o constderable extent, Baldrige
Award winners are serving as role models for these sectors, but this approach 18 oo limiting, and
places many inappropriate demands (and costs} on the Award winners,

Implicativns of the Baldrige Award experiences on the overall nationasl economy

Bearing in mind that the top companies vuiperform the sthers in arcas such us produciivity,
quality, speed, workforce development, eavivonment. safety, and public responsibility; the
implications o the U S, geonumy of closiag the perfomnumeyr gup are venendous. For examiple,
ithe top companies’ productivity growth and investments m workioree development are typically
about three to len times or more the aatiens] avernges. Clearly, the national imprevement potential
is very harge, particularly if health care, education, government and other organizations are
factored inte the potential,

ropically, the top companies seem more aware of the peed o improve than do the mediocre
pertormers. In most cases, this awarencss was brought about by {ierce competition.

5

Implications of the gap between best performance and typical performance to the overall economy
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There are many implications of the gap. One ot the clearest implications 1s "supplier pressure” as
the top per formers in highly competitive markets demand better quality and lower prices from
their hundreds of thousands of suppliers. This could lead to many business failures. Not'all such
failures harm the overall cconomy. of course, if other U.S. companies pick up the slack. However,
if our most competitive companies are forced to seek overseas suppliers or to move more of their
operations overseas, there will be a net U.S. job loss, which usually translates into regional
differences. This ts why it is important for all regions in the U.S. to understand clearly that
national competitiveness means regional competitiveness. The increasingly tough requirements
that need to be met must be understood in all regions of the U.S

Why self-interest and national diffusion of information don't etfectively close the gup between
best performance and typical performance

To some extent, natural diffusion of information and selt-interest do close the gap between best
performance and typical performance, but very stowly. Many business leaders spend hittle time
learning about best practices. and cannot afford to take the time to participate in national-level
learning. Also. many smaller companies do not have the resources to invest 1n workforce
development, or to support remedial education. [n other words, the overall diffusion of best
practices information is very slow because it dcpf.nds significantly upon the performance of our
cducation system. This is why many of the U.8." top companies are becoming involved in
education improvement. Although such involvement by U.S. companies 1s very important, the
resources they have available to commit to education are small compared with the hundreds of
billions of dollars already invested in our education system itself.

U.S. competitiveness has improved, but many business feaders are concerned about the future

The U.S. competitive position is generally betier than it was a decade ago. Also, Americans
believe by a wide margin that U.S. quality performance 1s much better than a few years ago.
However, the U.S. top companies are concerned that the U.S. edge might be short lived. They are
aware that capital and technology are easily transterable among nations and that lower wage rates
and high work{orce skill levels in many other nations will soon result in new competitive
challenges. There is also concern because many other nations do a better job in education and in
the school-to-work transition. Other persistent arcas of concern include heatth care costs.
government costs, and government regulation.

The performance gap between the best companies and typical companies that exists in the U.S.
also exists in other nations. To a great extent, then. projecting U.S. competitiveness relative to
other nations requires projecting relative rates of spread of best practices. This is difficult to do in
any exacting way.

[t should be noted, however, that most of the U.S." toughest competitors are much smaller
(geographically) with higher relative levels ol exports than the U.S. For this reason, natural
diffusion of best practices information is likely o occur much more rapidly in these smaller
nations.

As indicated above, the ability to assess organizational performance is spreading rapidly
throughout the world, owing significantly to the creation ol national quality awards and their
emphasis on performance measurement and improvement. To date, the U.S. Teads the world in rate
of spread of best practices due in larpe part to the ere: ition of numerous networks, such as State,
local, and other types. Also, the U.S. is ahead n rate of spread {from the business sector (o other
scctors. These bencefits derive heavily from the Baldrige Award criteria that create a consistent
framework for sharing best practices and from Baldrige Program educational materials that teach
organizations how to use the criterta. Also, Baldrige Award winners and Baldrige-trained
volunteers have expended considerable private resources to share their knowledge W1th
organizations in all sectors of the economy.

1 pointed out at the outset that 1 would highlight key observations and conclusions that bear upon
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the value of the Award and how it operates.
Observations and Conclusions
Primary Reseurces

The primury resources in the national offort to improve competitiveness are volunteer time and
orgunizational partnerships, not financial contributions. These primary resources amount to about
two-thizds of the nationsd effort, Fuauncind conmributions wid camings hereftom ameount to less
than 10% of the total,

Volunteer efforts and parmerships are effective beenuse the participants gain experiences that
benefit themselves and their organizations. As emphasized again and again over the years, the
voelunteer contributions are a major benefit of the Award Program. In my view, the law gither
missed this point or greatly underestimated its importance.

I want 1o make two extremely important points in regard to the volunteer efforts:

{1) To serve effectively, volunteers need 10 be supported by people who organtze and focus their
glforts and maintam continuity.

{2) Most of the volunteers contributy great amounts of personal time as well as company thine,
Because of this extraordinary convmiiment, the voluteers and their companies deserve and wand
credit and recognition,

fn the Baldrige Award Program., NIST plays the key volunteer support role. Specifically, NIST
organizes and manages the voluntegr efforis, provides volunteers with infonmation amnd materials
te do their work, and gives them recognition through special ceremonies with the Sceretary of
Commerce and the Prosident. NIST also helps volunteers in their S1ate and comumunity efforts,
most of which operate on very limiled resources.

Payment of Feus X
Fee puying Award spplicants derive benelits, but the main beneliciuries of the Award Program are
not applicants, bt are organizations of all kinds which do not pay tees, In addition, ihe main
Ixneficiaries greatly (}umumbf\,r the applicants (perhaps 1000 or more o 1)

The Baldrige Award Program derives some revenues from applicant participation fees, but such
fees do not cover the costs of the overall Program. One could argue that the applicants should pay
for the averall Program, if they are presumed to be the sole beneficianes: This is not the case --
they are not the sole beneficiaries. Nor was tlus intended by the Jaw. An analysis of this foe and
benefliciary situation follows.

Applicants pay three separste foes: for eligibility detenainution ($50), application (340400 or
mantfacturing and service or $1200 for small businessy. and site visit {amount dependent on
complexity of visit). In 1995, an applicant compuny reaching the site visit stage paid overall fees
of more than $13,000. 1tis important 1o note thar companies apply for the Award In anticipation of
winning and sharing information with other U, organizations. This sharing incurs many direct
and indirect costs - well in excess of the three fees described above, These cosis are borne entirely
by the winning companies,

implicit in the view that applicants should pay for all or most of the entire Progran is that
applicants are the main purpose of the Program, 1hat most of the Award Program'’s activities
support the applicants, and that applicants alone capture all or most of the Program’s benefits, The
Jaw ttsell miskes clear that the Progrum’s main purpose is educational - sharing mfmrmalzon about
successful quality strategies. This means that the law requires that Award applicants and d Award
winners not be sole beneliciries, s other words, the Award could not be glven o 2 company
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unless it 1s willing o share information with other ULSs, grganizations, Indeed, the public sulore of
the winners' sharing means that even business competitors of Award winners have access to
information about the winers” suceesslul struwegies. In nddition. non-winning applicantd
contribute significantly to national sharing, but do vot even receive recogaition via an Award,

The Baldrige Award Program works to ensure that information abowt the winners' suceessiul
strategies reaches the largest possible audience -- many tens of thousands of organizations of all
types cach vear, These organizations are the mai beneliciacies, and helping them improve their
perfornyince is the main purpose of the Award Program, This information sharing involves efforis
by theusands of voluniesrs in the national "Baoldrige network®, and coordination and educational
materials provided by the Baldrige Award Program staff ot NIST

Expecting the applicanis to pay for the whole Progran: asisses both the purpose ol the Program
and its operational sirategy: noneapphicant bencliciaries subtumber applicants more than 1000 10
T Moreover, this ralio Contnues 1o merease.

Danations

Dranations hove been an important part of the Bakirige Award Program, but donations do not tend
1o operate as a “free market” - allocating donstions and benefits in g reasonable way. The current
donation system, taking into account the fact that the donors are also the companies that are
principal contributors of volunteers, is highly distorted. Further distortion would mean that
America's companies would be asked 10 assume the role of government, including paying for
government employees. Moreover, a pringipal rale for thuse emiployces as civil servants is to make
certain tat the man benefis address key needs, serving mainly those who have not made
donations.

The Foundation for the Maleolm Baldrige Natonal Quality Award has raised over $10M and
makes an sunual contribution of more than $600K. The Foundation is capitalized through
donations mude by about 150 companies, More importantly, these and other companies and
orgmnizations donate the serviges of executives and employees (o the Award Program, The
estimated value of these services exceeds $6M per year, This does not include the donated
services of the 24 Award winners, which are substantiad -- reflected o theusands of shuring
activities gach year,

A Tunding system based upon donation works best {in principle and in practice) when the donors
andd benelioaries overlap substantially and levels of donation are reasonubly proportionat o
benefits, 1o the Baldrige Award, the beneficturies greatly ownumber the donors, sud the donor
poal is narrow {Jarger companies) compared with the main bepeliciary poed (sl businesses,
government, heatth care, education, ete.). Based upon the estimated 10 miithion orgamzutional
units in the U.S. of the type that participate in and/er benetit from the Baldeige Award process, the
average "Tair share” contnbution needed o displiace the Federal payiment of 33M would dmount 1o
ubout 30 cents per yeur per donor (not amenable 1o an easy or cost-elticient collection progcessh

A proposal to fully fund the Baldrige Award Progrmn vin donations would mean dat a few donors
should pay all costs, so that a large number of benuticiaries - who wee the main purpose of the
Program -- do not have to pay at ail. NIST funding for o portion of the Progrom iy based upon the
principle that government funding sctually comes closest o balancing costs and benefits, at
minimuwm cotlection cost and requiring no new collection mechanisms or rogulations,

Creating a More Extensive Fee System :

Fees have been an important part of the Baldrige Award Program when there has been a clear
"transaction point” (benefits transfers) where value versus fee is casily determined. For exanple,
fees are charged for applications and conferences. However, most of the key transaction points
related to the Baldrige Awared do not invelve NIST, and 1o change this situation would be costly
and intrusive.
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A fee system works best (in principle and in practice} when the {ees are commensurate with
benefis, A fain, effimert, and pnos-intrusive foo system operates as Bbllows: k

{1 those that pay, benefit (2 those that benelit, puy {3} beneius and payments are reasonably
propartionate and clearly linked (43 fees do not prevent or distort the delivery of principal benefits
{5y the fec systenm does nol unpose sigmiivant new cosis or vreale uadesivable coliection
mechanisms.

[ the service involves the government, and the government jisel! is 10 receive payment, the
governmaent iself must be g party 1o the tansaction. Otherwise the government would need to
establish sone rules wiwd regulations regarding transactions when it (s not an involved party, or
inject itself ag a party in the transactions so that it can recudve payment. The former represents an
onerous burden, imposing new ¢osts (o the governmient and to the private sector. The lotter 1s
intrusive, adds no valoe, discourages volunteer activities and is even more costly,

A rough estimote of the number of "transactions” per year involving activities of the Baldrige
Award and related awards is In the millions - perhaps many miilions. Beeause of the Award
Program's sleategy of decentrabization and local teadership, only a very small fruction of the
iransactions now directly involve NIST.

The abowe analysis shows that o more extensive Jee system built around beneficial transactions
derived from the Baldrige Award would have several undesirable charaeteristies:

It would be regulatory or intrusive.

Collection costs would actually exceed amounts to be collected. (The amounnts to be collected
would need to be one dollar or Tess per transuction. i averali collections wre 10 pay the costs now
borne by NIST).

NIST's costs would increase and its activities would b driven heavily by fee considerations mther
than primarily by benelits. Thiz would be especiaily woublesome in inlersctions with State and
local programs that operate furgely through volunicers, struggle with resourees, and could not
afford to pay NIST fees for sharing of oriteria, experivnces, wnd educational materials. Indeed,
charging for the intellectunl costs nssocinted with producing public domain documents is
questionable.

Sharing by Award Winnerg

Sharing by Award winners is the major vahue of the Award. Nevertheless, the law does not
indicate or provide mechanisims for this sharing (o ocour, As a result, sharing ecours via numerous
avenues, many of which creale serious strains on Award winners aid on the Award Program
Office.

The law provides for up to six winners ser voar, Within the U.S., there are perhaps 10 million
erganizational entities of all {ypes and sizes and in ol] sectors. In many organizations,
improvement efforts are fragmented. creating even more groups that might seek information from
the winning companies. How is sharing 1o oceur”

Although the level of sharing is extremely high - much higher than snticipated in 1987 - many
organizations, particularly smaller ones, are not reached. Nevertheless, pressures on the resources
of Award winners have led some potential Award applicants to conclude that the "cost of
winning” is prohibitive.

The Baldrige Award Progrom conducts conferences featuring the Award winners, but such

conferences meet only a fraction of the need. A major part of NIST's strategy over the yewrs bas
been to foster partnerships and networks throughout the U8, so that the sharing could pegur more
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quickly and eificiently. This requires dedicated resources for NIST o varry out such colluborative
"infrastructure” building. The Council on Competitivenesy’ propoesal (o have the Baldrige Award
Program become thie Baldrige Nationa] Quality Conter represenis o practicad step in thisdireciion.

The NIST Role: An Ansilogy with Stmudards Developanent

Operating the Baldrige Award is a togical extension of NIST's work in measurements, standards,
and services to industry, :

Altheugh the Baldrige Award oriteria are ot a "standard” I the osual sense of the word. the
criteria are widely used as a standard, and {ulfill many of the purposes for which standards are
developed, 1t 1<§a¥iti@zz? e oriteria are far more general Iizfzzz maost standards, angd hence find use in
a wider range of applications and communitics. Their use mmudiiple communities enabics
AUmerous b{.zwi}ts not achieved by "real” standards, For example. the Baldrige oriterin toster
communications and couperalint aoross sectors wxd within seetors.

The concept of families of criterin smerging rom the Edvcation and Health Care 1Pilot Programs
as well as trom the State award programs, the United Way of Amenica i’rog,ram and others, offers
a powerful means o better align institations and resources {Urillions of dollars) behind common
purposes, while maintaining the identity and character of the differcnt institutions. The families of
criteria also enlarge the concept of best practices w include numerous relationship issues, such as
customer - supplier and business - education partnerships,

The Baldrige Award and the State and local avwards have spawoed numerous partnerships, most
notubly State-Federal und Stute-Stute,

The larger purposes of standards 10 society are (0 reduce transaction costs and inorease beaclits o
buyers, sellers, and those affected by the transactions. Throughow the world, governmental
organizations and private sector bodies have been involved in standards development. Usually,
standards cover a narraw seope, and are developed by technical experts n specific arcus,
Consensus is imporiant, as standards can be dtzimcd in ways that distert markets or {avor one
technology or product over others, Consensus may also be hard to reach, owing to competing
interests. Governments play 2 vital role in convening the partics and in "brokering® the consensus
processes.

The Baldrige Award Progrant has played this convening/brokering role 1or eignt veurs theough
creation and eight revisions of a highly complex "standard®. Much less complex standards mighs
have undergone only one or two revisions i o comparable thne pertad, Thus i would be hard o
argue that government leadership has slowed ov disvtorted 1the process. The fact that private sector
communities, including scores of communities not previeusly associated with NIST, weeepted
NIST's role, reflects the long tradition at NIST to etfectively convene and broker diverse parties

In addition, much of NIST's technical programs and services are browdty supportive of quality
improvement. The issues associated with stasdards and their technical suppont ore becoming {ac
more complex and crucial as world trade grows and competition tntensifies. Fragmentation of UK.
standards efforts could work to tis disadvantage.

The connection between the Baldrige Award oriteria and standards has become an important one,
as about 40 other nastons have used the Baldrige critena as o template for their competitivencess
improvement efforts, The sirong pertormaence of LS. companices in these other-nation nward
programs Hllustraies the value of workd leadership for the US. In this aren, Jupan, huretofore the
acknowledged leader in quality, iy cursently conducting a Baldrige experiment. A saajor pan of
their rationale relates W the suceess of the iSaidn;}z Awnrd i involving all sectors of 1he CLONCILY,
and the Award's promoting sharing of best practices.

Sl

oy

Turning vow to the lnw which ereated te Baldnge Award, [ have a few comments regarding our
experiences trying to work foward the law's very significant aims,
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First, o general comment. The basic thrust of the luw is sound. The language spells out clear
purposes and directions, but does not overly prescribe methods or criteria. This offers cons;dnrab!c
fatitude in interpretation and in implementation,

We have experienced some major difficulties with the law, however. One such difficulty 13 the
lhuit of 2 on the number of awards that may be made in ench cligibility category, There are two
problems with the limit, both important 10 the suceess of the national eftort o improve
performanee:

(1) The limit inhibits sharing of best practices information wmeng some of the U.S.” most
competitive companies. We would like to see companies which vie for the Award help one
another because we believe i is in the national interest 1o have many world leading companies in
the U5,

{23 The lmn discourages some excellent compunies from participating,

The issue of this Hinit bas been raised often during the past five years, We have always
emphasized that remoyal of the Himit would not lower the standards of the Award. In [ue, the
standards have become tougher over the years and we beliove they must become even tougher,
The Baldrige Award Judges again echoed this concern, during their meeting last week, ail asked
that | emphasize at this hearmg their support for removing the limit of two Awards per eligibility
category.

Another area of difficulty with the law, relates to the issue of the winoers” sharing. The Iaw on one
hand limitg the nwmbcer of winners to a few per year. On the other hand, the law requires that
winners share with ather U.S, organizations. To make an impaet, such shiaring must invelve
huadreds of thousands or even millions of cther organizatons. This is buevond the resources of
evers America's largest companies. While the Award Program, kamg with others, including the
Award winners, has made much progress in cronting pathways for sharing, we have yet a long way
to go. The demands on the Award winners, parncalurly smaltler ones, are 100 grout. Most huve
continved to share well bevond the one vear of sharing we agk of them, Were i not for zbis
contnued sharing, the natonal effort would not have advaonced nearly ox well a3t has, The Award
Program should build networks and create muerials to sceeterawe the pace of sharing. Such
approaches should be carried out in collaboration with others, which has been the mode of
operation of the Program from its inception. ,

i
The paragraph of the Iaw dealing with funding assumes that donations and {ees - cash Now - are
the “life blood” of the Award and what it 1s expected 10 accomplish, Our experience shows that
this assumption (s seriously misditected. The life blood of the Award is the energy it has
unkeashed in thousands of volunteers, in the Award winming companies, and others. Their efforts
over the vears translate into many hundreds of miliions of doliars of benefits to the U.S. More
impermr{l% their efforts translate into a renewed belief that U.S, or genizations can be world
leaders, We are learning about what this feadership is. bow it works, what it produces, and how we
¢ measure it, We are learning about how to align institutions, uu.iuum the federal government,
10 address what is now a major challenge - to remain competittve in the taee of intensifying
competition. Cther nations have poted what we have done and are moving to emulate us. We need
to be concerned that they might do = n‘m.l’\ betier job than we have. The federal contribution -
andy o few percent off the total national effort and wc%l helow the government’s proportion of GNP
- 18 critical to the success of this national effor, i

|

There is a great deal of discussion these duys about the benelits and costs of government. ¢
programs. Such selfiexaminations have been part of the business scone for some time. Driven by
competition, our best business leaders ure leaming Lo sssess {i‘%i: "value wdded” and modes e{’
operation of all business activities. The results in muny cases have buen dramatic mmwvnmc*us
But these gains we see in the Baldrige Award winners are still very rare o business, and rafer still
in pur other institutions. The Baldrige Award is ahout understanding and Tncilitating the sharing of
the practices that enable the major gains the Award winners have demonstrated,

1
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That we have made progress with very small federal expenditures speaks o the vast resotirces and
gnergy contributed by our partners in the national effort « the Award winoers, the Award
applicants, the Examiners, Overseers, State programs, ASQC -~ o name z few. We wish (o thank
them all for their part io s experiment bt o nationad life - (o busld a parinership o improve
our mstitutiong.

In closing, I wish also to thank the Commitice for giving mwe this opportunity 1o describe the

Baldrige Award Program and sonie of Hs acconplishmuents. Az s small part of & small agengy ina
relatively small government department, this lovel of utieniion is most gratifying.
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hefore the

Senate Committee on Commerce, Science, and Transportation
Subcommittee on Science, Technology, and Space

on Computer Sceurity in the Federal Government
February 10, 1998

Thank you Mr, Chairman and members of the Commitice for inviting me here today 1o testify on the
critical issue of computer security, | am Ray Kummer, Director of the Nattonal Institute of Standards and
Technology (NIST}, a component of the Technology Administration at the Department of Commerce,
NIST's mission 15 to promote U.S, economie growth by working with indusiry 1o develop and apply
technology, measurements and standords, In the computer and communications ares, our Informtion
Technology (1) Laboratory provides technical icadership for the nation’s measurement ond standards
infrastructure for [T, One component of our I'T Laboratory focuses exclusively on security issues, As
requested i your invitation, it is the I'T security work of NIST's Compuer Security Division that |
waould like to focus primarily upon today.

Let me conunend the Commitice for {ocusing on the issuc of computer seourity, As you recognized in
calling today's hearing, security is s critical component necessary W meet the needs of both industry and
government in achieving economic and sociad benelits from applications of 1T, including in the
important area of Electronic Cammercs. Your hearing s also particudarly timely given the recent report
issued by the President's Commission on Untical Infrastructure Protection highlighting security issues. |
will not dwell on threats 1o computer systems. other than 1o note that they are wide-ranging and show no
sign of {iizi‘liﬁisﬁizzg They include such threats amd visks v subotage, huss of infrastructure support,
malicious wak%zs&, industrial anid state-sponsared espiovuge. human error, fraud, and viruses as well as
other types of malicious code.

NIETs activiries in the area of compuier security address sequirements of both the [T industry and
federal 33&:3{:%&3 Cur industry custosners include the vendors of gmcral IT products as well as
security-specific gzm«;ia;i& NIST's responsibilities are specified n the Computer Security Act of 1987
{and were reinforced under the Chinger-Coben Act, more fornilly known as (the 1T Management Reform
Act ol 1946y, In addivon, OMIs Clreular A«130 (Appendix 1) expands on these and gives NIST a
sumber of specific responsibilities I support of agency computer security etforts. Last, the Compater
Systems Security und Privacy Advisory Board (CSSPAR). provides ug with valuable input on emerging
security issues and other matters.

Another recent developrment is the Federal Goverment's coneern over the security and robusiness of the
aation's eriticnd Infrastroctures, as these are inerensingly dependent on infornmation technology and
compter networks such as the Internet. NIST computer security programs and expertise will hielp
address problems involving these infrastructures.

NIST has developed a strategy that recognizes the essentially common securily needs of the majority of
government agencies and the private sector, [n particular, swe believe that the best way w provide
seeurity for Federal Government systems is to wiake maximum use of conmereial pmdugt SCEVICCS,
standards and teelmology, NIST works with the privite sector o loster the wvailability of higl 16 prlity
security prodocts that may be used by both priviie sector and govermment organizations with confidence
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- thus achieving higher fevels of security and interopurabitity for botll, The NIST {1 security program
focuses on those technologies and needed infrastructures that will achicve these goals. Briefly, 1he key
focus areas in the NIST IT security program are the following: !
. Security Criteria and Testing,

- Internet and Network Security,

Cryptographic Technology and Applications,

Public Key Infrastruciure, and

Security Management

S

These arcas address some of the most eritical issues Reing organizations foday as they expund their uses
of computers and setworks. By focusing on these key arcas, NIST is able 1o leverage 1ts unique expertise
in standards and measurements (o help both government and the private sector, Lot me briefly discuss
each, :

The gowd of our first focus area, Security Criterin sud Testing, is to promoie the development of
objective eriteria for testing and assessing the functionality and assurance of security technology and
products. This is needed because, when it conies 1o sceurity. of &Ail?i?l’l‘ii}nh (including Q«Jnmmu‘zi} e
looking for independent assurances that the security featwies of produets indeed perform “as advertised.”
Many of our activities in this area gre being accomplished under our recently-annpunced "National
Information Assurance Partnership” {(NIAP), NIAP 15 0 NIST/NS A-sponsored forum through which
industry and government organizations can collaborate to develop security metrics, tests, test methods.
tools, reference impiementations, and protection profiles. These can then be used by independent, private
sector testing laboratories 1o conduct product tests and certifications, [Uis inporiant to note here that
NIST does not intend 10 perform tests or product certitication - only o help provide the necessary
elements w suppon usable and credible formal test processes, In this wuy, government {and indust: },f o
the extent it necds tested products) will be able ta provure and deploy security technologies and products
that have been independently tested. NIAP will also serve as (he mechanism Tor mutval intermational
recognition of evatuation tests conducted under the "Commen Criteria” program. an internationally
agreed upon menns © spectly seeurity hmctionality and asswranee so tha tosts for conformanee can be
conducted,

Because NIAP promotes the development of security prodact testing through independent, private sector
laboratories, we hope that this will lead 10 the greater conunercial availnbility of secure producis for use
in protecting govermment (ind, again, to the extent teeded, industey) information systens. NIAP alse is
faying out a course for rensition of exiting governmuent-conduvied security product testing activities (o
conmmercial testing eboratories, tus supporting the developinent of an American 1T resting indusiry
which is commercially viable and sustainable.

Much of the work of NIADP is supporied by the "Common Criteria” (CCL on which NIST hus been
working for some time. The goal of this effort is to provide a detailed technical specification which can
be used to deseribe, with weehnical precision, the security fimetions of an application, security product,
or systern {(which subsequently may undergo security testing). The CC afso provides a means to specify
a corregponding “assurance level” of a produet, meaning, in effeet, the degree of confidence one may
have that a given product's security features operate s specified. This will allow for a range of testing,
from a fairly quick review, o an in-deph, technical preduct review. The degree of testing appropriate
will, In part, be determined by the threat and risk covironment (ncluding the seasitvity of information;
n which ¢ givers product is intended 10 operate. :

The goal of our activilies in the srea of Internef and Network Secnvity is to provide interoperable
security capabilities uorosy networks and user "dormung.” What exuctly does this mean? Many of the
networks in existence taday, notably the Internet, were not designed with seourity [inctionudily iimind.
A challenge that faces us today is how to migrate 10 new technology that provides for a higher level of
security, One key area that NIST has focused on to avcomplish this is o work with the Intema
Engineering Task Foroe (1EFT) to develop the techaical sccurity protocols for use in the new version of
the supporting network security protocols (keows as "IPSec™). We have developed a seourity reference
implementation, which will be widely distributed nod can be used 10 (et for interoperability by builders
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of IPScc products. 1PSee provides for security services tor both the curcently-deployed Internet Protocol
(1P} version 4 and the emerging I version &,

Another unportant activity that NIST has undertaken. partiealarly to address the needs of our federal
customers, is the Federal Computer Incident Response Capability (FedCIRC). Thig is an initiative
ortginated by NIST and made operational in October 1996, which helps address the need in the Federal
Government for network incident response eapabilities. FedCIRC provides, under NIST auspices and in
collaboration with DOE's Computer Incident and Advisory Capability and Carnegie-Mellon University's
Computer Emergency Response Center (CERT). a variewy of subseription {unded services such as sise
evaluation, incident handling services, aceess to incident il vulpershility advisaries. and aining
oppartanities,

Thanks to startup funding from the Government Intermation Technology Services {GITS) initiatives, we
are able to provide 7-day-a-week, 24-hour-a-day service. To date, we have hwdled more than 75
incidenis from the civiliun side of government since we becume operational, Additionally, we have
flelded hundreds of other requests for information and assistance. Through its workshops and seminars,
FedCIRC hag trained over 1000 individuals on various aspects of computer seeurity. In conjunction with
othier federnl agencies, we are currently looking at ways to continue this imporiunt aciivity beyvond that
provided for by the vutial one-time GITS start-up funding,

Our next focus area 18 Cryptographic Technology wnd Applications. The goal of our work in
cryptography is 1o ensure the availability of bigh-quality eryprographic wehnology standaeds, tests, and
application prograny inferfaces 10 that technology. NIS ["s work in cryplography locuses it only on core
atgorithm-based standards and associated conformance tests, but higher level standards and tests for the
"modules” in which slporithms (and other cryptographic-reluted functions are implemented). Included at
the algorithm level are such activities as our development of the Advanced Encryption Standard and our
work with the American National Standurds Institute {ANS1) on digital signature standards for RSA and
Elliptic Carve techniques. At the module level, our work is focused in our Cryptographic Madule
Validation Prograrm, [ will briefly explain each of these in more detuil,

Advanced Encryption Standard {AES). In January ot last year, NIST annowneed that it would begin the
process of working with the private sector on an Advanced Enervption Standard (AESY As vou may
know. the Data Encryption Standard (DES) has been the operative private secior stndard, as well as
formal governent standard, for assuring the conlidentiality of Information for abmost two decades.
DES will continue 1o provide adequate levels of seewrity for muny applications for years w come,
Fiowever, in an effort to look aiwa{i,‘ NIST has begun the work with the private sector on AES in
anticipation tud demund for the next gazzcmzion of encryption standurds will roguire g conceriod,
multi-year effort o evaluate, develop and build consensus lowards seceptuble long-teroy standards, We
are pleased by the response of the private sector to this witiative, and we look forward to reeeiving
candidate algorithms nominaiions by the mid-June deadline. Therealter, we plt a series of public
workshops and comment periods before selecting an algorithm for the AES.

Expeanded Digital Signuure Standard NIST also s requested public comments on additonal -
algorithms that the federal government may endorse to authenticate elecironie mdormation and
transactions and asswre high levels of Jnteprity. This initiztive will expand the number of echniguey that
the Federal government should be using in the areu of "dighal signaiures” and should bring tforth the buest
and most cost-effective technologies that the private sector hos 10 offer. 1 want © note that we have
speaifically asked for comment on elliptic curve wechnotogy soad on REA's digital signature technology.
We have been working with necredited voluntary stundards commitices of ANSI to finulize standards {or
bo}i&- technologies, whieh we intend to recommend for lederal use with appropriate implementing
guidance.

Key Agreement / Exchange. In o third area, we have slso sought public comments on pote il
technoiogies that assure very secure “key agreement or exchange” protocols as part of public
cryptographic systems, There is no existing federal standard in this aren. and we have speeifically ssked
for comnrents on the {ollowing wehmelogies: RSA, elliptic curve, and Diffie-Hellman., Wy nre also
working with the ANSI voluntary standands comitioes on these stdinrds. wiich we plan (o adopt for

3afs LB 10150 AM


http://www.lIist.gm1I1cstimQoy/19l)8/rkroIn5cc.htm

< #
Computer Security in the Federal Governmeny/Senaw/Z710/98 upffwwaeatistgov/testimaeny/ 1998/ theomnse . him

federal use as appropriate,

Key Recovery. NIST s also pursuing echnical work in the area of key recovery for government
applications, to ensure the avaitability of encryption kevs. for hoth user and public safety requirements.
We have provided wechoical support for the key recovery pilod wsts sponsored by GI'TS, We also support
the Department of Commierce’s advisory commitie 10 gain mdustry's advice o8 to how the government
should accamplish key recavery for itself

Cryprugraphic Module Validation Program. While sound algerithms are eriticul 1w providing for strong
cryptographic-based services, they are insufficient in and of themselves. [t alsp necessary that the
module in which cz‘}fpzogrzzpily is implemented {either havdware or software) be secure. For oxaniple,
one issue that must be addressed 18 how ar cryptographic keys protecied within the module, Therclore,
NIST, in conjunction with industry partners, developed the Security Reguiraments for Crvprographic
Muodides standard which specifies four security levels for arvpiomodales, Undor s Nationad Voluary
Laboratory Accreditation Program, NIST has accredited Cryptographic Modules Testing (CMT)
laboratories to perform validution testing of crypographic modules, Nutscape told us that, as @ result of
suceessful testing voder this program. the Department of Detense recemly purchased 2 million copies of
their web browser.

Our projects in the area of Public Key lnfrastructure (PK1) are aimed at ensuring the interoperability
and security of the crucial components of the public key infrastructure needed to support electronic
commerce and government activities, Public key technology holds great promise for improving the
security of systems and serving as a Key enabling technology for Electronic Commerce, However, in
arder 1o enable truly global capabilities, and to aveld independent islands of users who cannot talk o
each other, interoperability issues must be addressed. Additionally. in arder for users 1o have trust in the
systent., the security issues in the various components of the PRI must be iso be addressad,

NIST has recently completed initind work in the area of PRI by dove cloping, with the wssistinee of on
cooperative research and developinent agreement partners in industry. a Minimun Interoperability
Specification for Public Key Infrastruciure Components (MISPC). NIST is continuing this work with
developmient of reference implementations of public key Centificate Authorities und refated wehnical
development.

Our hnal security focus area 13 that of Sexurity Management 1o provide guidance in the selection,
implementation and use of security technology in their systems and networks. We recognize that
zer:hnﬁieg,y does not provide strong secarity 1o iselation there are always commlicating human factors.
Technology appropriate to the risk and threst enviromument must be s leeted. 1t must correclly installed
and managed by knowledgeable, trained personnel. Organizations must have appropriate p@iiaics and
security in place throughout a 'a}szf..m s funetionaf life-cyele. in order to address such eritical manageria
and operational controls, NIST develops and issues guidance to agencies,

Qur basic overall approach to these security management issues was laid out a few years ago in our
Computer Security Handbook and has been supplemented via mmmerous other publications. For
example, during the tast year, ITL has issued bulletins on security issues for telecommsting, audie trails,
se:&:mity considerations in computer support and operations, PK[ technology, and [nternet clectronic
mail, Thanks 10 our collaboratory in the Federal lnformation Systems Security Educators’ Association
and the Federal Compuier Securiry Program Managers' Forum, we are currently coordinaiing two new
dralt guidelines on tralning and planning, respectively

The Federal Compuder Sccwrity Program Managers' Forum. which we Spazzséz; provides an infbrmal
venue for federal officials to exchange realoworld computer secunty issues and solutions, The Ferum

also provides a means for NIST to share its advice with agencies, and to draw upon the compuier
security expertise at other federnl agencies in developing ;,wiiafzu documents. g
NIST has also undenaken a Jong list of sctivities with {ederal agencies designed to improve agency
securily manugement. educaton and awareness, and vse ol seeurity technelogy. NIST stoff would v
happy to discuss this with you further,
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M, Chairman, T want 1o thank you again fur the opportunity 1o speak o vour conumitiee on NIST's
computer seeurity activities. We at NIST look Torward 10 workiag with your commitiee and others in the
Congress on this important issue.
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Year 2000 Computer Problem
Tuesday, April 28, 1998

Iniroduction

[ am Rabert Mallett, Deputy Secrctary of the Departnent of Commerce. T am pleased 10 be here with
you taday to discuss the year 2600 computer problem and activitics the Department of Commerce is
taking in response 0 this problem,

The Department's primary mission is 10 ensure econamic opportunity wid @ high sumdard ol living for

all Amencans through economic growth and job creation, promotion of trade, and advances in
technology. The Department implentents progranss that su pport msmrch and development und promote
the application of innovative technologics to camnierciudization of businesy provesses; protect life and
physical properly; manage natural resources and tell us ruch about the natural environmment; ensure
protection of intellectual property; expﬂr»zi og‘zp{}rzumim in the Interss mmtzzi markelplace zizzngz expori
licensing: provide management and technical assistnee 1o nigority business and economically
distressed arcas: and cotlect and disseniinute econnmic and z;icmcgrzg;}hic dawa and envirommental
information used by private and public sector policymakers o measure our national ¢conomic
wellvheing, Given the Department's mission, the yeur 2000 problom is of purtiondar voncem.

Sore 60 senior corporale executives from companies iacluding Tosas Instruments, Unilever, Ford,
Bombardier, and Liovds TSB Banking recently warned President Clinton und the Prime Minisiers of
Britain and Canada that government failwe 16 3olve year 2000 problems could produce "deluys in
welfare payments, the triggering of finnacial chaos by 2 breakdown in revenue collection and debt
management, and malfunctions n the air traffic control und defense syswems.® We can already sec the
initial cifect of the veur 2000 crisis on our veonomy.,

While Coramerce itself does not have regulatory suthority over private industry business sectors, we do
recognize that the Department can play a supportive role in encowraging businesses to address the year
2000 problem in an aggressive fashion. Secretary Daley has been an active leader ux promaoting year
2000 awareness in the business community, domestically and, more recently, internationally, He has
done so by recent visits to South America and will in upcuming overseas missions to Africa, While many
businesses have taken positive steps 1o ensure continuity ol operadons beyond the year 2000, there is
level of incousistency throughout the various business scetors. There is also a great deal of disagreement
between the costs estimated by U.S. businesses, and those by rescarch g groups studying the ptabima One
thing we de know is that the year 2000 problem poses a signilicant risk to indusiry's ability 10 conduct
husiness beyond December 31, 1999. Not only could the costs of correcting this probleny eat away at
company profits, the inability 1o conduct business and potential linbility costs conld foree some
companius 1 go vder. Commerce will do everything b can to minimize the consequences af this
nroblem.

Bepartment of Commerce Yeur 2000 Muanagement Program

The goual of Commerce's internal year 2000 program is to manage successfully and efficiendy the
conversion of our information systems to process data accurately into the noext century., This will allow
us to continue to meet our business rcquircmums. Like other Governnent agencies, we are uging a five-
phase approach to the vear 2004 problens. The phases and c@nespm{ii% larget dates for mmﬁic{im are
as follows: Awareness {August 1996), Assessment {March 1997}, Renovation {(September [998),
Vatidation (lonuary 19993, and Implementation {March 1999,

| of # 710701 310:49 AM



‘ R
.

Robert Mallet Testimony on Y2K Problem http:fvww nist.gov/director/oct/mallet-y2k.im

Our management program divides responsibilities between the Depariment and its operating units. At
the Departinent level, responsibitities include overall Department coordination and nisk management,
development of the Department’s Year 2000 Program Management Plan, Departmental guidance and
policy, coordination of the conversion of cross-eutting administrative systems, program oversight. and
participation on the C1O Council Subcommities on the Year 2000,

Operating units have responsibility to conduet assessments of information systoms under their pzlrx’iﬁw,
develop and implement an action plan for becoming year 2000 compliont, und prepare inventories of
information systems and data exchanges. The operating units must also identify specifie year 2000 costs,
prepare contingency plans for systems at risk, coordinate external and tnternal data exchanges. and
coordinate with the Depurtment to ensure the compliunce of adminisirafive sysiems.

The Department of Commerce has undertaken a munber of communications and leadership initiatives to
address the yeur 2000 issue. At each Conunerce Chief Information Olficer (C10) Council Pmeeting, we
discuss the year 2000 problem. The Department has formed o Yeor 2000 Working Group, which is
chaired by the Depurtiment's day-to-day yeur 2000 prograns munager and consists of represestutives fron
=ach aperating unit, The group meets monthly to exchange ideas und report on progress regarding veor
2000 conversions. The larger operating units have nnplemented similar year 2000 risk management
groups. Commerce has prepared a comprehensive Year 2000 Program Managemoent Plan, which
melles our overall strategy as well as speeific Ups for cacl phase of the conversion process.

i the area of awareness, Commerce started 1ts efforts 1n Deceamber of 1995 with a briefing from Sogial
Security Administration techaical stalt to senior Depurtmenial technology managers, Recent acuvities
include a Commerce CIO Council meeting in January 1998 devoted exclusively @ the vear 2000 issue.
Operating unit C10's provided status reports on their year 2000 cfforts, Year 2000 will be a prionty opic
at the Depanment's Information Technology/Acquisition Managentent Conference in May 1998, as it

as at the June 1997 conference.

At the assessment level, in August 1996, the Departnent requesied that operating units inventory their

systems, asscss the impact of year 2000 computer processing problems. develop a management action

plan, and identify the necessary resources to resolbve the problem. In June 1997, we requested that the

operating units update their inventories to prioritize misston-critical systems, idcntify nternal and

external interfaces, and define renovation- replacement-retirentent status. And like other Cabinet

dg.,a.nczes Commerce files guarterly status reports with the Otfice of Mansgement and Budget (OMB),
incheding dutail by operating unil,

As of the February ststus report 10 OMB, Commerce showed that 63% of its 470 nyission-eritical
systems were year 2000 compliant, Of the 110 systems 1o be renovated, 42% of the renovations were
completed, Estimated year 2000 conversion costs were 3834 million. Bused o the Pebruary data, OMI
classified the Department of Commerce as a tier 2 agency. one thot is making progress but for which
there wre sull concerns,

The Department of Commerce bas performed s own trisge assessmient of operating unil progress using
a sedevellow-green mensurement system. Based on this assessnwent and following concerns expressed by
OMRB, the Depariment held meetings with key officials in the Census Bureau. Paent and Trademark
Office (PTQO), Mational Oceanic and Atmospheric Adnunistration (NOAAY, and International Trade
Administration {ITA) w discuss year 2000 progress and dentdfy risks and concurns, In the wea of
confingency planning, we are currently renovating non-compliant systwems where replacenient sysiems
delivery is at risk. Using the General Accounting Office exposure draft on Business Continutty ang
Coutingency Plagning us guidance, we will develop u high-level business continuity strategy, ussess the
putentinl impact of mmssion-critical systeny iurey on Commeree’s core pusiness processes. and wentify
and document contingency plans and implementation modes.

For elecironic data exchange, we are encouraging operating units Lo convert systems and dat to 2
four-digit year field format whenever appropriaie and providing multiple formats where practical 1o
allow maximum sceess by the public to Commerce duta. Of Commerce's 263 electronic dat exchanges.
239 are with other Federal agencies. Onty the Census Bureau conducts ¢lecironic data exchanges with
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States.

Current program ¢fforts include identification of the Departient's top priority mission-critical systems
and renovation efforts, development of a Commerce year 2000 [nternet Web page (o complement a year
2000 page already in place from NIST, establishment of a contract vehicle for conducting independent
verification and validation of year 2000 conversions and replacement systems, and assessment of
non-information technology products (telecommunications. elevators. security systems, heating and
ventilation systems, fleet, and aircraft). Possible future program activities include asking owners of the
most critical systems to come betore the Commerce Information Technology Review Board to explain
their year 2000 programs, progress, and concerns and holding a year 2000 stand-down day, inviting
outside speakers and year 2000 vendors to present their services.

In short, the Commerce Department has an active and multi-faceted year 2000 management program.
We are making steady progress, though we recognize that much work remains,

Even with the positive reports the Secretary and 1 have reeeived about the progress Commerce burcaus
are making, we are carelully scrutinizing where we stand, Our operating philosophy derives {rom an old
President Reagan quip about the Soviet Union's compliance with arms control rules: Trust but verify.

Commerce's Outreach to the Business Community

John Koskinen, assistant to the President and chair of the President's Council on the Year 2000
Conversion, notes that the Federal government has a responsibility (o exercise leadership to increase
awareness of the year 2000 problem and to otfer appropriate assistance and support, The Department of
Commerce heartily agrees. Next [ would like to describe outreach, research, and guidance activitics we
have already undertaken and those we plan to pursue in the future.

National Institute of Standards and Technology

The Department of Commerce, through the National Institute ol Standards and Technology (NIST), has
been active in various arenas of the year 2000 issue, through stundards organizations, direct contact with
users of these standards, and the development of testing techniques and strategies. NIST is also taking
advantage of its ties to smaller manufacturers through its Manufacturing Extension Partnership.

Commerce recognizes that there is no across-the-board solution to the year 2000 problem and no need
for additional date format standards. National and international date format standards already exist. A
single date processing standard would not be meaninglul due to the numerous individual agency
requirements within specific applications and systems. Date processing routines are alecady provided in
many programming languages and software development environments. However, NIST has been
working on an array of other helpful activities, including:

Small Business and Manufacturing Outreach

« NIST's Manufacturing Extension Partnership (MEP) helps small and medium- sized
manufacturers -- a significant element of our economy -- with year 2000 problems. For example,
the MEP center in Michigan has been conducting year 2000 overview seminars for Michigan's
smaller manufacturing {irms and is planning to conduct user support groups for mutual and
NIST-assisted help with year 2000 project planning and management. Adopting this approach, the
MEP centers in all 50 states and Puerto Rico are positioning themselves to deliver year 2000
awareness seminars, client assessments, and remediation planaing. In addition, NIST personnel -
patrticipate in presentations and workshops -- primarily as invited speakers -- to raise awarencss
and present practical solutions to organizations of small businesses and manufacturers throughout
the United States.

+ As we approach the year 2000, the Department of Commerce intends to continue its leadership in

“helping our economy avoid any problems associated with year 2000 computer errors. In the
coming year, NIST will hold a series of information-sharing workshops for & variety ot audiences
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in different locations. These workshops are now in their imtial planning stages. We have targeted
one for State and local governments this June. We are planning regional conferences around the
country beginning in September focused on helping American businesses. We will coordinate this
session with the Small Business Administration. which hus an outreach initiative to the small
business community, and our Manufacturing Extension Partnership, which has an outreach
initiative for the manufacturing community. Further, Secretary Daley is planning an international
workshop in October 10 assist other national governments. Despite its problems, the United States
is far ahead of most other countries in confronting the problems. Canada and the United Kingdom
have taken a number of steps, the rest of the developed world fewer steps, and the devetoping
world almost none at all. Thailand. for instance. has yet to conduct a potential damage assessment.
let alone budget funds for repair. [n February, Mr. Chairman, your colleagues Senator Robert
Bennett (R, - Utah) and Senator Christopher Dodd (. - Conn) warned Treasury Secretary Robert
Rubin that lack of attention to the year 2000 snare "will cause international financial disruptions
furger than the current Asian erisis.” Secretary Daley, Ambassador David Aaron, our Under
Secretary for International Trade. and [ are commuitted to raise this concern in all our international
dinlogues with our overseas counterparts and with the foreign business community.

o NIST International Symposium on the Year 2000 -- "The Millennium Rollover”

To help raise awareness of the problem internationally, NIST held an International Symposium on
the Year 2000, June 9-10. 1997, at its Gaithersburg campus. With over 35 speakers from national
and international organizations, a number of year 2000 1ssues were discussed. Topics included the
management and technical issues ot year 2000 conversion, testing lor comphance to date/iime
processing requirements, the market development of conversion tools and vendor services,
resource tracking and monitoring. case studies by corporations and national governments
including those of Australia, Sweden, and the United Kingdom, and legal aspects of
product/vendor lubility. Special sessions on international aviation year 2000 issues and test
methods for year 2000 were also included. as well as an exhibition that showcased over 20
vendors and their products to demonstrate different approaches available night now.

« Development of a specification for defining the types of tests needed for date/time testing in
soltware.

This specification, "Draft Test Assertions for Date and Time Functions.” written by NIST, defines
assertions for use in testing date and time functions. The test assertions are based on common
needs found in numerous sources and application requirements including various programming
language, database, network, and operating system specifications and standards.

« Participation in the IEEE Swudy Group on Year 2000 Test Methods.

NIST hosted the second meeting of the Institute of Electrical and Electronics Engincers (1EEE)
Study Group on Year 2000 Test Methods at the Internationat Symposium on the Year 2000. The
goal of the Study Group is'to produce a set ot "recommended practices” sanctioned by the IEEE
and industry for developing tests of software and hardware to assure that the software and
hardware are not affected by date/time problems, NIST's "Dralt Test Agsertions for Date and Time
Functions” is one of the base documents for consideration in the development of the
recommended practices document, Meetings of the Working Group are continuing and a draft
document for ballot 1s being readied {or mid-1993.

+ IIPS 4-1 and Change Notice.
A change notice to Federal Information Processing Standard (FIPS) 4-1 on date formats was
issued on March 25, 1996, recommending use of the four-digit year format and discouraging use
of the 2-digit year format. The original FIPS was issued as FIPS 4 1n 1968, based on an American
National Standards Institute {ANSI]) standard.

+ Year 2000 Bulletin
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NIST puldished 5 Bulletin on the Year 2000 Problem in Murch 1996 1o ruise awareness of the
issues and 1o propose methods for managing the conversion of systems 10 year 2000 and beyond,
A proposal for a second Bulletin on Year 2000 Solutions is in process.

» Imeragency Commutice on the Year 2000,

NIST is a member of the 118, Governmen Chiel Information Officer Council's {C1G Council)
Cormitice on the Year 2000, which assists Pederal agency elforts in converting systems 10 year
2000 compliant systems by pmznuig,aim;, information gathered through the Commitlee's efforts in
researching conversion hest practices, procurement requiremnents and regulations, compliant
product databases, and vendor liaison,

« National Association of Stade Information Resourve Executives {INASIRE).

NIST iz 0 member of the National Association of State Information Resource Executives
(NASIRE) and is active in their year 2000 subgroup,

« World Wide Web page on the Year 2000,
NIST hosts an Enternet Web page designed ta provide up-to-date information on standards and

testing aspects of the vear 2000 issue, Thousands of users have found white papers, software,
contacts, and links (o many other informative web sites. (Scee Web site htipy//www.nist soviy2R,)

o Software developed at NIST

NIST has developed a computer program that will assist organizations in determining how
extensive their year 2000 problem wall be. The prograny is in the public dormain and is available
free 10 anyone by downloading it from the NisT Website. It is used only ay a means i meastre
the need an organization has. This software resulted rom =flons o verily estimales of cost and
syster sizes that were published in the trade press during initial public response to the year 2600
prablem in 1996,

NIST las also developed a raf‘ezreme data sot generator that contatns the correct caiendar dates.
Q;“t.él:}d% dates, day of the week for each dav, Julins day number, and keap vear indicator. This
mnformation can be used to check the msu%is of date commputations arodoced by application
programs. The software (s available on the NIST Websiie.

A third software product that was inittally used in gcz‘fs‘:rz;l software debugging and westing has
been applied ta the year 2000 testing effort. Called Unravel, the software 1s used to search out the
effects of soltware changes on particntar date variables within programs s and 10 correet software
grrors. Blair and Associates, o lngh-teeh enginecring firm of Hanover, MD, incorporates the NIST
software tn their commercial year 2000 product,

» Yeur 2000 Centifioation Criteria

NIST has boen Invited by Dy, Paul Strassmann, former Direcior of Defense Information ot the
Departnient of Defense, to assist and advise i developing o vertification definition and process for
industry o use in determining "good practices” for corttfying year 2000 testing activities. Dr.
Strassmann is working with the Software Test Assurange Corporation (8TACorp), which is
fusded specifically for this purpose by ngreement from 11 of the largest insurance companies in
the United Stotes. A draft document has been relensed with the next version scheduled for May
19958,

In summary, the National Instinnte of Staoadurds and Tovhoolugy s notive i disseminating knowledge

ant tools that will belp other govermment agencies, industry, and the international x.ommum{y address
the year 2000 problem.
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Other Conmmerce Aciivities

Since we live in an automated information technology world with iniee-linked and interdependent
systems on a global scale, the International Trade Administration {I'T'A) has prepared an information
statemem for 1ts domestic and international field offices. The statement is intended {0 raise nwareness in
these organizations of the yvear 2000 problem so that they can tickle the problem in their own oftices,
but more importantly, 50 that they may advise and alert their clients. commercial organizations that are
seeking to do business abroad. ITA plims other promolional activities to reach out o the intermational
business community, particalarly in countrivs where vear 2000 efionts are nut well developed,

Selected operating units are working with their international counterparts through existing international
organizations to address year 2000 compliance. For mswinee, the Powent and Trademark Oftice is
working with the World Intellectual Property Organization and the National Oceanic and Atmospheric
Administration is involved with the World Meteorological Organization.

The National Telecommunications and Information Administration (N'TIA) is positioned to reach out to
the telecommunications industry to promaote year 2000 awareness and to speed system conversions.
NTIA will participate on the Telecommunications Subcommittee of the President’s Council on the Year
2000 Conversion. The Economic Development Administration and the Minority Business Development
Agency (MBIAY, working with the Smadl Business Administration, will reiach out to the business
community Urough their existing neiworks of contacts, Speeificatly. MBDA, in colluboration with
NIST, is preparing an electronic {:‘iull!ng3 package on the subject of electronic comnweree, a compenent of
which will address (e yeoar 2000 tssue, The traning package will be available to MBDA's buse of
60,000 clients,

The Depariment of Comimerce has responded to numerous tems of correspondence from businesses,
citizens, and other micrested parties regarding the Federal Government's management of the year 2008
issue. We have provided responses addressing the weiters' purticalar concerns and, more generally,
raising the tevel of awareness regarding vear 2006 issues.

Finally, at John Kuskinen's request, the Department o Comuseree will reach ot 1o the Natimys
insurance indostey {o do whitever we can to help rase the Indusiry's lovel of awareness of the
mpoctnes of the vear 2000 problen ond of the need 1o devote sppropriste resources o s resolution.
We will help this key compenent ot the national vconomic infrastructure to meet the year 2000
challenge.

Conclusion

The Department of Commerce recognizes that the yeur 2000 problem is serious and poses o unique
challenge to our country and the global eeonomy, Cur goal Is to ensure that the U.S. economy will not
suffer undue imerruption, i

Our internal management of the yeor 2000 program is strong and octive, § ooted earbier the eritical role
the Department plays in this Nation's econony. Many of the systems that allow us 1o detect severe
storms und issue waraings, 0 gathor key ceonomie datud and 1o provide mdustry with mcasures and
standards are lixed and being independgntty tested. Other impottant systems are still being renovated or
replaced. Though we recogmize that much work remains and that we must maintain conhineed
management focus on the vear 2000 issuc, we are cautivusly optimistic abowl g successiul resolution of
the year 2000 problem for the Department of Commeree.

As part of Commerce's mission to help sustain a healthy economy in the United States, we are also
keenly interested in promoting year 2000 awareness wnd offering year 2000 assistance within the global
business f:o'nzmmiiy We have already undertaken a pumber of outreach, rescarch, wnd guidance
activities and will continue to expund our vear 2000 offorts 1 the business community as s whole. Asa
member of the President's Council on the Year 2000 Conversion and as Deputy Sccretary of the
Deparunent of Commerce, T will {32,‘112“}10:1 yeur 2000 awiareness and comversion aeliviies within
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Commerce and throughout (he global economy.
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Chatrwoeman Morella and Members of the Subcommittee, [am very pleased o be here 1o share with you
some of the work the National Institute of Stndards and Techoology is doing to improve tize
competitiveness of America’s smaller manufacturers,

For nearly a century, NIST has been working with companies of olf sizes and with industrivs of nearly
every type to develop and apply technolegy, measurenents. sod standards. In fact, as you well know,
Congresswotnan Morelia, the importunce of mamufacturiog 1s singhed out in the report for the 1901
legislation that establ ished my ageney and we have it engraved in stone on the wall of our main lobby,
The quote reads: ”... no more essential aid could be given o manufacturing, commerce, the makers of
seientitic apparatus, 1he sciceilic work of the government, of sehools, colieges and universities, thaon by
the establishment of the institution proposed in this bill" ‘

Manufacturing s eritical to the nation’s economy. Overall i1 provides nearly 20 percent of the nation’s
GDP, 17 pereent of all jobs and 74 percent of all wages.

since smadler munucturers - those with 300 employvees or luss -- make up almost 99 porcent of all
U8 manufacturers, produce more than half of our vahue-wdded goods, and emptloy about 12 million
Americans, they are both the foundation and the future of American manuiacturing. 1t s clear that it is in
the best taterest of the United States to promote o strong and bealthy base of small manutacturers,

As you know, 1999 has been declared the "Year of the Small %gz{zailzczuft,r" by the Secretary of
Commerce and endorsed in o resolution by the Nagonal Gavernors” Association at their February 1999
meeting. In addition, President Clinton declared this week, the week of September 19-25, 1999, as Smuall
Manufacturing Week.

To rarse awareness of the technological nevds of the nation's smalter manufacturers and to gather
first-hand perspective, NIST, n partnership with the Natonal Asseciation of Manufacturers and the
Meadernization Forum, brought togethier more than 150 smaller manufaciurers from across the country i
the first National Monulactuang Sunenit held yesterday here In D.CL T am pleased that Jerry fasinowski,
President of NAM, is here today to deliver the lindings from the Summit « and that two small
manufacturers involved in the Summit are bere fo discuss technology related needs (irst hand. Also |
would like 1o thask the Subconunifice {or sponsoring an exhibit from the summit in the fover of the
Ravburn Office Building.

I would like to guickly touch on some of the areas highlighted at the Summit,

o Electroniv Commerce (cCommerce) - cCommerce can provide small mansutsciusers with o toal
o improve productivity; find and retain new customers, supphiers, and other business services: and
expand operntions into new markets, Many cusual observers simply equile eCommerce with
an-iine sales, However, small manulacturers who ke (ol advantage o the petential of
eComanerce use it 1O interact with customers, supphicrs. the public, and exiernal support functions
such as pavroll, utility services, and employee traming.

« Workforee — The ability to attract, retain and effectively engage talented and productive people is
a primary force influencing business strategy and business success. These "people practices”
issues are as relevant for smudl manufacturers as they are for Forume {00 companies. Indeed,
small companies face numerous chatlenges in implementing effective people strategies and
linking them to their business strategios.

o International Teade - Exports are a eritical componem of America’s econonue bealth: neardy 11
percent of the nation’s GIYV in 1997, The vast majority of American manufacturers who export are
smaller enterprises with fewer that 500 employecs, Many simuller firms do oot have s stategic
plan for exporting aad do so onan muzsz{}lzél OF SR adic i}a%zﬁ

« Sustainable Manufacturing ~ As we enter o new millenmum, increasing globul demand lor
consumer products and decreasing reserves of raw material are driving changes in manufucturing.
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America’s smadler manufacturers have a great opportunity 10 adopt new technologies that impreve
performance while limiting consumption.
An agency of the Commerce Depantment’s Technology Administration, NIST occupies a unigue niche
in the nation™s techoology infrastructure. Tt is helping 1o build an exsentiad toundation {or technological
progress and industriat growth through technical services and tools, and industnial modernization
assistance, guality and performonce improvement efforts, and riskshuring incentives that motivate U.S.
companies to pursue nexi-generation manutaciuring teehnologies,

Many of the programs at NIST serve as resoances to improve the wehmologica! advantage for tie
nation’s manefaciuning sector while partnering with indusury to ensure the project meets the custonier's
needs,

Manufacturing Extension Partnership

A NIST program lhat provides assistance to small manafhcturers is the Manufacturing Ixiension
Partnership. MEP is where the “rubber meets the row!” in providing hands-on assistance to the nation’s
385,000 smaller manufacturers, Over the last twvo decades, thuse small firms have generated abot
three-fourths of all new manufacturing jobs and account for 35 percent of all value added in
manufacturing.

Yet, many smalier manufacturers have been siow 1o adopt modern production techinelogy and business
best practices. Productivity growth has trailed that of thuir larger counterparts, creating u gap that
threntens future competitiveness, Many factors, trom limited invesunent capital o lack of information 1o
messing day-to-day demands on management, underlic this widely recognized weokness in a
strategically impartant part of the nation’s industrial base.

Until very recently, however, this problem drew only a smudl, fragmented response. Through the MEP
network of local extension centers, each one finked to public and private organizations with
complermenting expertise, smaller manufacturers now have access (o comprehensive sets of technology
and business assistance. MEP centers have provided services to more than 77,060 smaller
mambacturers. About hall of these client firms empioy fewer than 30 people. and newrly two-thirds
employ fewer than 100, By the year 2001, MEP anticipuies that atfiltated centers will be detivering
techinival nsistance to 140 percent of the mation's smaller manufaciorers each year,

Created to Bl the gaps in providing the technical and business services needed o improve the
competitiveness of smaller firms, MEP cuerently has more thun 400 locutions serving simnller
manuincturers in all 50 states, the District of Columbin wnd Puerto Rico. To help provide these sorvices,
MEP partners with a broad range of organizations, including state and local goverrments. other federal
agencies, industry, non-profit groups, and educational institutions,

Even though MEP is sull maturing, i guickly is becoming recognized us @ vita federul-state purtnership
that is helping thousands of small Grmy improve competitiveness, increase profits, and ephancy
productivity,

Philip Shapica al the Schoal of Public Poelicy, Georgin histitiie of Technology, recenily said,
"Systematic evaluation studies have confirmed that the MEP is having 2 positive effect on businesses
and the eeonomy.”

Here are the results of some of these suxdies:

o The U.S. Census Bureau surveyed more than 4,400 firms served by NIST MUEP conters in 1997,
Thes compunies reported an increase in sales of $236 million, a reduction of $31 million in
inventory, and a savings of $24 miilion in labor and materiuls. They also invested more than $193
million i medernization and created or retained 6.755 jobs.

» An analysis by the US. General Accounting Oftice found that a substantial majority of firms
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using manufacturing extension services impeoved thele productivity, product quality, customer
satistaction, profits and other critical facets of their business,

« A five-year study of 1,559 MEP client companics by the Center for Evanonue Studies a1 the US.
Census Bureau found that a conservative estimaie i the g growth of value-added per employee at
MED client firms is $2,334 as compared to $308 for non-clivns.

» Many compelling aceounts of MEP’s contributions come trom individueal conters. For example:

- The California ’%fitmzz{aa{mrm& Tuechnology Center recently reported a return on
wvestiment of 294% durzflg a thiee-year pui@d, The center also reported that as a result of
colaborations in 199K, 131 clients created or retained more than 1,300 jobs, increased
revenues by $56.3 million, and ereated 1ax benelits totahing almost $34 million fo focal,
state and federal governments,

- A study of the New York MEP found that the stae’s $3.3 million investment n the
program generated an additional $227 miltion of value-added income in the state between
1995 and 1997 and ¢reated 2,600 jobs.

While these data are impressive, nothing brings these numbers 1o file like the stories of the small
manufacturers who have worked with MEP centers fo improve the way they do business, Here are a fow

« Red River Hardwoods, located in Clay City, Kentucky, was having a serious problem with a
clogging dust collector which frequently halted production for up o twe hours a duy. Torry Field,
president of the 53-employee lumber mull, turned 10 the Kentucky Technology Service for belp in
correcting the preb%em Adter implementing chaages to the dust collection system recomimended
by KTS, Red River Hardwoods cut production downtime 23} more than 30 percent, increased
;}mzhzuwz} capacity by 25 percent and saved ppproximately $15,000 a vear.

Field said, “The Kentucky Techoology Service . waorked closely with my firm to resolve a
problem ... This type of technical service must be available o small companies at an
affordable price for us o rumain campeiitive and grow."

e Mar-Mac Wire, Inc,, located in MeBee, SC, manufactores quality wive nroducts for a variety of
industries. But, the cleaning process of stainless steel wire was ereating o hazardous waste that
was expensive to dispose, A field agent from the Sowth Carolina Munudaeturing Extension
Partnership asked the Ouk Ridge National Laboratory for help in evadunting the waste, The
recommendation was an inexpensive {iltering procedure wh%c.lz would remaove the hazardous
chromium particles and save the company $250.000 in disposal costs.

» The Montalvo Corporation of Portland, Maine, makes tension systems for ez;zzig;z‘zzezz% inthe
converting and packaging indusiries. Because the company relies heavily ot only on ity
manufacturing and servicing equipment, but also s business computer systerms, Monlalvoe asked
the Maine Munufacturing Extension Pariners] 1ip for help in determining whether it was at risk

from the year 2000 computer probleny, also called Y2K or the "millennium bug." AThaoks in lurge
part to the MEP Y2K tool, we are now as confident as we can be that the Year 2000 bug will not
intertire with our operations, @ sald Ed Montalve, president and one of the company =g managing
directors.

Sinee its modest start in 1989 a¢ an experimental program. MEDP has evolved into a productive foree for
industrial modernization. It mantains 1s focal focus, while realizing economies of scope and seate in the
design and content of technical assistance programs and resources. Funded with federal, state, and toeal
dellars, all MEP affilizied conters- wre ton-prolit organizations. All MEP centers wre lovally stalled and
eperazeé-——{:rvamzcd W be responsive to the particudur technical needs of an area’s manufacturing sector.

As the federal partner, NIST coneentrates on making the whole greater than the sum of its punts. For
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example, NIST works to mruu,,t"mn system eapubilities in areas sue au.,;:_,it y important o smaller
manufacturers. Right now, MEDP s g,alvaman,g, resources and expertise 1o help smaller manufacturers,
like the Montalvo Corporatiou, effectively tackle the "millennium bug.” Through its Y2K Seli-Help
Tool. which is available in English. Spanish, and several other languages; a help cenier and a web site;
as well as informational and educational materials, MEP is helping thousands of smull businesses
address this potential problem. Through an alliance with the U8, Department of Ageieuliuce, the U8,
Small Business Administration, and ¢thers, MEP is helping not only small manuatacturers, bul any smail
business avoid YZK problems. MEP's reach and impact have been impressive, demonstrating what o
federul-state-local-private sector partnersing can accomplish.

Other notwork-wide MEP assistiee includes:

Sustatnable manufacturing. With affilintes across the country. the U.S. Environmental Protection
Agency, and other partners, MEP is éevelop:m. aixd testing wols that will hcip smatl manufaciurers
reduce waste, emissions, and inefficiencies as well as the hurdens of complying with cavironmenial
regulations. lo center-vonducted nssessments, difheuliies encountered when responding o
environmental regulabions and permitting requireimenis r~lzm rank among the top challenges cited by
manufacturers.

Technology and the workforee, In MEP’s assessment of challenges facing smaller manufacturers,
workforee training is second only to the constant requirement to reduece costs while inereasing yuulity.
Human resourees projects now account for 10 percent ol all MEP technical assistance uetivines, MEP
staff and affiliates are working with the U8, Department of Labor, conumunny cobleges, and other
organizations to further build system-wide capabilities to help firms upgrade worker skills and devise
h;givpu formance workplace strategies most appropriate for their businesses and workioroes.

Auaticipating needs and challenges. MEP also 13 designing new mttintives 1o help smaller manciucturers
acquire the capabilities necessary fo comipete successiully in the 218t contury, Carrent trends indicate
that the supply-chain optimization effonis of mjor original equipment manefacturers will be especially
eritical 1o the long-term performance and business health of smaller omanufaciurers,

MEP iz working with smaller manuiboturess o help them goin the a:gzmzzaao:zai topistical, and
eperationad skills required 1o perform effectively and profitably in the emerging cora of
supply-chain-centered competition,

Measurement and Standarvds Laboratories

In every industry, {irms a:-i all sizes ond types rely on a portfolio of supporting. generic eehnologies that
are 11}(6.;_,1&] to a company’s manulacturing ¢ ap“lbzllzlc*: These indispensable tools range from tables of
scientilic and engineering daia 1o statisticat quatity-control methods o measurement fechnigues i‘Ql
ensuring that one coordinated measuring machine's micrometer s calibrated with unother machine™s
micrometer.

NIST is 8 koy supplier of such infrastructorn technologies und services, The resulis of NIST research
lead to industry-accepted test and measurement methads, process models, wnterface stundards, and other
usefut tools. In industries ranging from electronics to radiopharniaceuticals and from chemical
processing to aerospuce, these tools contribute (o effective operations and guality products. The
capabilities that they support often s¢t the technics! Himits on what can be nccomplished on the Bictory
floor, in the research and {ieyz:‘iizpmem laboratory, or with suppliers and customers,

For example. we distnbute abown 356 NIST-developed Standard Reference Materials, the eguivalents of

certified “rulers” that fimms use check the accuracy of thelr vywn measurements, In manufacuiring
SRM’s support moetor-viehicle production of nearly every step of the process, from the monofacture of
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sheet metal, windshields, tires, and transmission gears o final asscmbly.

In the optical-fiber industry, technical contributions mude by NIST s Measurement and Siandirds
Laboratories serve as the basis for more thun two doren standardized messurement mcthods that ULS,
producers eredit with helping them to muintain thetr world-leading murket share,

NI8T's technical assistance helps manufucturers build capubilitics that underpin their competitive
perium}alm, Consider our work with American ‘:xz.zpzzzwm wetor Corperation, a small but rapidly
Lrowing company in %’cﬁzbomag Massachuseus. Up against the kcs ol {Ju‘*mlm s Siemens and
Japan's Sumitomo, this 2 Q-empieyee tirm is positioning itself Mo be u major plmfu in the emerging
global marker for wires, energy-saving motors, and other products mads w1£h high-temperature
superconducions.

Discovered in the late 1980s, this class of ceramic moterials conducts electricity without resistance--gven
at mizzzi;‘”}y high temperatures. But the materials are hard (0 work with, wlhich has confounded
commercial development efforts. They're exiremely brittle and minue flaws ean disrupt current flow,
Exacting materials-characterization techniques and quality-contrgl measurements are a must.

American Superconductor turned to the NIST laboratorics to help it make highly accurste measurements
of the erystalline texture of the superconducting ceramie, The conypany wantad 1o make these advanced
messurements with a relatively ordinary picce of equipment that i abrendy owned. Our researchers met
the challenge. They developed measurement techniguas and specid analysis software that quickly made
aptima] use of data obtained with a conventional X-ray diffructometer,

Measurement needs are growing and diversifying in every aren of manufacturing. In precision
manufacturing, 2 label that applies 1o a prowing ;*{}}Zzofz of the diserote parts maizzs,ﬁ}', dimensional
tolerances are §’1r11}kmgz, to ever-simaller tractions of o split hair. Mennwhile, 1he shapes of parts and
praducts are glowzr}&, more complex. i the continuous-process industries, manufacturers must
continuously tise the teshold for levels of selectivity and specificty. In ey, ¢l manufacturing
industries gre heing driven fo Improve processes, reduce waste, and ruisc gquality. At the same time,
emeryging zzalzzzai(}gicg present 2an£zz§§zing prospects for novel products and processes, but they also
iﬂt?}dua‘e ney measurenient challenges that must be overcome betore these opportenities can be fully
realized.,

Today, we are putling greater emphusis on the infrastruciure needed 0 support advanced computing and
communications technologies and, just as important, the capabilitics that they enable, This includes what
some are calling E~-Manofaciuring.

One thrust of this wide-ranging work is developing prototype standards, tests, and other tosls for
ineroperability. Tools that enable the almost myriad clements of indormation technology, the hardware
and the software, to work together efficiently. This is a eritical need,

Consider, for example, (hat lack of interoperability costs the ULS. automotive industry alons about one
billion dollars a year—and that's a conservative Lazmmza. Paet of the selution to this costly problem is an
international standard ¢alled STEP, which stands for the Standard for the Exchange of Product Model
Data.

NIST has warked for over a desade with hundreds of fivms wnd thousands of people from around the
world to develop STEP. I0s a new kind of standard, designed 1o evoive and grow with the needs of
indusirial users of information technology. STEP r_;zagis:s diveet computer-to-computer exchanges of a
growing variety of produet data--all the way from design w0 afler-sake suppors, even recyeling?

Elements of STEP have been adopted by makers of design software, and the manufacuurers who use the
standurd are realizing significan benelits, from major improvements in the reliability of dutu exchanges
to substuntial savings in the purchase and implementation of computer-atded manulacturing sy stems.
Small manufaciurers are g vital pan of this equation.
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At NIST’s National Advanced Manufacturing Testbed. 1eams of researchers have worked to solve
measurement and standards issues that impede companies and industries {rom making the most of their
information technology, individually and collectively. v

The NAMT is a distributed, multiproject testbed built on a state-of-the-art, high-speed computing and
communications infrastructure—the research counterpart to the distributed and virtual enterprises
envisioned for 21st-century manufacturing. It links people—as well as specialized facilities and
resources—at sites around the country as they tackle process-specific challenges and opportunities.
Though focused on specific problems and needs, all NAMT projects have been aimed at modular
solutions thal are integratable elements of larger systems. Now, NIST is moving ahead with planning the
next incarnation of this testbed to best meet the information weehnology-driven needs of U.S.
manutacturers, including small manufacturers.

[n consultation with industry, NIST is stepping up efforts in key technology areas likely to have a major
impact on {uture manutacturing capabilitics. On behalf of U.S. industry, it also is intensifying and
broadening its techatcal activities in the international standards arena, which greatly influences the
ability of the nation’s manufacturers 10 sell their products in foreign markets. These are concerns for
U.S. manufacturers, regardless of size, as we move into the next century.

Advanced Technology Program

The rapid pace ol innovation and change in the global economy has affected every aspect of business,
nowhere more so than manufacturing. What was good cnough yvesterday is not good enough wday. The
NIST Advanced Technology Program helps deliver the innovations that U.S. manufacturers need to stay
competitive.

Since its start in 1990 as a small experimental program to promote "commercializing new scientific
discoveries rapidly" and "relining manufacturing practices,” the ATP has promoted innovation in
mdustry processes and technelogy, including important advances i manufacturing.

The ATP helps bridge the gap between the laboratory and the marketplace and stimulate partnerships
among companies of all sizes. universitics and the whole R&D enterprise.

« Ancearly ATP award to the Auto Body Consortium sparked a landmark R&1D project that brought
together the initiative and talents of eight small and mid-sized suppliers to the auto industry and
two universities, with matching funds from General Motors Corp. and Chrysler Corp. The
consortium developed a suite ol innovative processes and tools that improve the quality of vehicle
body assembly. The results are being implemented in auto plants around the country and
independent analysis done by CONSAD Research Corporation estimates savings to conswmers
and car makers of up to $650 million annually on maintenance which will stimulate a
multi-billion-dollar increase to the U.S. economy.

« Another ATD project coordinated by the National Center for Manufacturing Sciences brought
together nine companies ranging in size from very small to large to develop new drive and control
technologies for machine tools — the machines that build other machines. Lest this sound rather
ordinary, [ might point out that no tewer than three individual developments [rom this project
have received "R&D 100" awards for significant weechnological innovation. Just ose innovation
from this project can save the auto industry more than $6 million annually in producing a single
part. Multiply that by many parts and many industrics. _,

o Other ATP awards have atlowed a small innovative company called Autospect 1o develop a
unique ~ and badly needed ~ technology for measuring the thickness of wet paint on metal;
cnabled the Ingersoll Milling Machine Company to develop a new class of light-weight,
high-precision machine tools; and made 1t possible Tor small Saginaw Machine Systems, Inc., to
develop a high-performance controt system for machine tools that dramatically improves
machining accuracy.
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At a time when companies are concentrating more of their research and development efforts on the
predictable, the ingremental, the nearly immediate; al a time when — as the Council on Competitivencss
recently reported « “less and fess” private-sector R&D “is spent on longer range research, the kind of
rescarch that ensure continued economic growth,” the ATP ¢ncourages companies large and small to
focus ot the long term, 10 look beyond the next one or two product oycles and o invest the resources
required to convert promisiag, bul unproven, emerging technelogies into new products and
manufacturing methods.

ATP projects in manufacturtng run the gamut from sheet-mctal industries w electronies, and from the
Hiteral cutting edge — high-performance tooling ~ (0 sophisticated sofiware 1o streamline and munage
manuieheing Cnlerprises.

Since 1994, the ATP has selected af leagt 38 R&DD projeets that could divectly mmpact the fture of
manuiacturing 1o the U8 That translotes to obouwt 3170 milhion w industry cost-sharing and investment
m advanced manufactuning research matched by pn ATE nvestinent of about $164 million. Those
projects involve more than 200 companivs, universitios, non-profit research organizations axd federal
laboratories. More than 70 of the participants @ simall businesses.

With mdustry, ATP regolarly surveys the technology horizon lor long-term opportunities that, down the
road. may pay significant dividends w lorms o LS, competitiveness and cconamic growth,

Baldrige National Guality Program

NIST"s Baldrige Natonal Quality Program focuses on quality and performance excellence of American
organizaticns, inchuding manufacturers,

Since its crealion in 1987, the Baldrige National Quadity Program hos played an important role in
helping the United States regain its competitive edge and its world-elass quality ranking among nations.
But, the competitive race is tar front being won. For manufacturers, in particelar, quality now is o
mandate, not an option. Companies worldwide recognize the competiuve advantages achieved through
quality and performance excellence. To attain and retain market leadership in the next century, U.S.
companies will have to improve continuously., )
Of the 34 companies that have won the Baldrige Award, 24 are manufacturers. These include some of
the mation’s lurgest firms, such as Motorols and Eastman Chemical Co., and smailer manufacturing
businesses, such as Texas Nameplate Co., Trident Precision Manufacturing and Wainwright Industries.
For all, the Baldrige Award process bas proven to be an effective tool for continuous imyprovement.

Following the Baldrige guidelines continues to pay perlonmance improvement dividends to firins thag
maintain their commiment to quality, Consider i fow examples:

Since 1995, Texas Nameplate Company (1998 stall busioess winner) hus inereased the number of
orders shipped by 16 pereent and ratsed Hs on-time delivery record from 95 10 98 parcent.

Watmwright Industrics, Inc. (1994 sorall business winoor} bas rudoced is costomer reject cate by 91
percent and oyvele time by more than 90 percent. 1 owsed the Baldrige framework o drive morg than
10,000 guality and process improvement suggestions implomented ench yeor since 1994,

Nearly 23 percent of Eastman Chemical Cos (1993 mumufucturing winner) sales come from new or
mnproved products developed in the last five yoars.

Since winning the Baldrige Award in 1988, Globe Muallurgical, Ine. {1988 small businuss winner) has
experienced a 204 percent increase in revenues md o 310 percent wcrzase i prolis,

Thousunds of organizations use the Baldrige Awnrd critenia o assess thelr own operations. Ahnost two
million Baldrige Award criteria have been distibuted snd thousands more downdoaded from e NIST

web site. Anmually updated and enhanced by leading cuality and business experts, the criterin serve ag
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very functional tools—uas scorecards to size up performance and identify opportunities for improvement.

Further fueling the drive for quality improvement, the Baldrige Award has become a widely emulated
model-—the standard for performance excellence. Not only do more than 40 states have award programs,
but also, more than 25 international quality awards have been established. Most resemble the Baldrige
Award, including one launched by Japan in 1996.

NIST is mapping out ways to strengthen awareness of the award program and criteria among smaller
manujacturing businesses and other similarly sized firms, As Texas Nameplate, Trident and Wainwright
demonstrate, such companies can benefit greatly by implementing the Baldrige framework.

Conclusion

As | said at the beginning ol my remarks. manufacturing is important to us at NIST, I is not only
engraved on our wall, it is part of our heritage. For almost 100 years it has been our job to help the
natton’s manufacturers, both large and small, create and capitalize on technological opportunities. [ am
very proud of what we have accomplished and am excited about beginning our next century of service to
American industry.

Thank you. I will be pleased to answer any questions.
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Raymend G. Kanner
Director
Natienal Institote af Stundards and Technology
Technology Administration
U.S. Department of Comierce

Befure the

Subcommittee on Technology
Comumitter on Sttence
1.8, House of Representatives

March i3, 20840
Madam Chairwoman and members of the subcommittee, 1 waould Hke 1o thank you for tis opportunity
to testify today on “The Changing Face of Healtheare in the Electrunic Age™. The Nationa! lnstitue of
Standirds ansd *i“'a:cizzw‘%v (KI8T}, an agency of the U8, Canuneree Dupariment’s Technology
Administration, plays an zszzpar;azzz role i the development of studar dsﬁ ooy, aned technologies for the
healtheare information infrastructure. Given the Subcommntted’s topies of interest for roday's hearing,
iy testimony will focus on three topies: {13 the barriers 0 integratiog informuation wehnology nto the
healtheure industry; (2) e role of the Federal government in developiag standards and refoted vecurity
measures that will gssist the healthcare industry in implemening quality information echnology
steategies; wnd (3) the development of new information teehnologics that will reduce healthoare cosis,
improve quality, and increase global market share of new and Improved products and services.

I want to note at the gutset that the U.S. Department of Health and Human Services plays & major
leadership role in this area. As many of you are aware, the Health Insurance Portability and
Accountability Act (HIPAA) of 1996 provides a national [ramework for bringing the benefits of 1T o
healthcare in the U5, Enacted with the support of the heatth care industry and wath bipartisan support in
Congress, HIPAA directs he Secretary of Health and HMuman Services (FHS) to adopt national standards
0 suppont ¢lectronte interchange and administrative simplification in ]u:ulth care, along with national
standards 10 protect the confidentiality and security ot health information,

The industry estimates that the implementation of these standurds conld save o8 much as 59 bitlion
annoally in administrative costs. HHS has already issued notices of proposed rulemaking that outlined
proposed national stmwdards for a variety of electronic administralive transactions Iy health care such as
clains processing, as well as praposed national standards for the industry that deal with the prowetion of
L Zzlz il‘zfoi‘ll¥i£l]£3¥] privacy and security. Final standards are expectedd fater this year. NIS'T has worked
with HHS an the ;*w nosed seourity standar{l with @ primary focus on electronic signatures, and we will
cnm;}uzu 10 work with HHS on this tssue. In addition, HHS agencies such ay the Nutlonal Library of
Medicine andd the Agcnz,‘:y for Healtheare Rescarch and Quality ave long estabhsbed programs that
support research i information teehnology and ity applications to health and mcdical care,

As we move info the 218t century, we continie 1o see explosive growt o intormation wehnology (1)
worldwide with unprecedenied advances in the processing power, yunsmission spued, and bandwidth of
our information systems and networks. Global conumunications and electronic commeres we NRueling the
U8, economy and fundamentally changing the ways government and industry does business, The
healtheare industry, Jike other major sectors of the ULS. economy. will also be expeniencing
unprecedented change as it begins to tuke greater advantage of these new technologies 10 increase
productivity and improve the quatity of service. The new technologies will dramatically alier our
healthcare system as it currently exists today. \
Medical spending in the U.S, exceeded 31,1 tiillion in 1998, and conservative estimates figu,urz 20% of
today's heaithcare costs are related 1o the processing of information, Etfective, secure. and reliable
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information techinology systems will deliver substantial cost savings while also strengthening this
imporiant sector of the economy. Within the next few years, we will Likely sec a significant increase in
the transition from the traditional paper-based healtheure svstem 10 a sysiem that relies more and more
on electronic-based medical records for managing padent imformation.  Electronic-based medical
information, both clinweal and billing, will be used by botl healtheare providers and patients, The
Internet and associated web-based technologics give huahbeare providers and patients an effective
vehick for communicating and shariag eritical information, Information sharing and a reduction in
paperwork through a fundamental reenginecring of the bealtheare system have the potential to help
epniain cosis and provide timely, accurate. and seeure necess 1o medical information. Since Amerteans
are dooking Ror quality, cost-effectivencss, and personad satisfuction from their healtheare providers, and
with u new healtheare delivery structure emerging 10 enable this, the work NIST iy performing through
obr Information I(:t,hmﬁog:v Laboratory and the Advanced T c"‘umlogy Pragram vaiguely positions us to
assisls in this transition.

While the new technologies provide great opportunitics for ereating a beter healtheare system, several
barriers exist to the effective integration of the technotogies Uito the industey as whole, One sbvious
barrier is concern about the security and privacy of the medical intormation being processed. stored and
transmitted within healthcare compuier systems and nevworks. At the top of the st in this area s our
ability to preserve the sanctity of the patient’s medical record. We must, in the new electronic world, be
able 1o ensure that a patient’s confidential medical information remaias private and secure, We must
alse be able 1o proteet sensitive medical information needed by healthcare providers 1o conduct their

daily business---such activities as the transmission of physicians’ prescriptions to pharmacies, the
processing of patients” insurance information, and the storage of importam medical statistics and ease
histories. All of these activities, conducled on computer systems and over networks, ¢all for protections
similar to or ¢ven greater than those provided in tie paper-based world,

To that end, healtheare professionals face a difficuh challenge-~that s, finding the right I'T products that
can offer cost-elleative and appropriste protection for healtheore systems and networks. o today’s
informution teclmalogy marketplace, there s @ plethora of commercial products with different
capabilities and Emitations. Consumers are generally oft with a confusing set of choees us they attempt
t(} answer the Tollowing question: How do | choose the vight products for my 1T system to ensure { get

the features | need with the appropriate level of security and trust? Trust is w meusere of the confidence
or assurance consumers have that particular products they select will perform relinbly and o
specificntions even in the face of intentional or dircet attneks. Building more secure healtheare systems
starts with the use of fundamentally sound components--<that iz, the individual 11 products,

NIST is wking 2 pwa{:m’e role in working with 1%1; healtheare community to help overcome some of the
barriers previously mentioned. | would like to discuss several NIST programs and initiatives in the area
of I'T security standards, IT product testing and validation, and cryplography/public key infrastructure
that we believe can have a positive impact on the overal] security of healtheare I'F sysiems,

One of the most important initiatives chamipioned by NIST during the last six yewrs is the development
of the Commeon Criteria for Information Technology Sceurity Evalumiton, the first truly inlernational
stasdard for U1 security, The Common Criteria, or ISO/IEC Standard 15408 s it is now known, offorg
conswmers and IT providers @ uniquely flexible and extensible approuch tor defining Si:cuz“ily
requirements in commereial IT products and systems. In addition to sea,wil} speeitication, the Common
Criteria provides a rigorous and comprehensive approach for wsting T products and systems using a
comaum ksting mc'hodol%y Thus, the Common Criteria provides an intermnationally recognized basis
for specifying and testing the security {eatures in & wide range of technologies mclzhizz;;.; operating
systems, database management systems, firewalls, sman Cd[‘aib elecommunications swiiches, network
devices. middleware, and applications-«~techmologies that are imporiant o building more secure
healtheare T systems.

In addition to having a common language 1o specity T swar'sw reguirensents in c(}zz‘zmwﬁ:%zﬁi products, it
i1s afso impeortant te have effective ways to mczlst reswhat 1 ;}r{}v}ders have produced. In 1997, NIST
and the National Security Agency (NSA3, in fultilling their respective compuier bﬁ'{;‘w‘ii’f zcspczmbsiﬁm
established the Nationad Information Assueance Partnership {NIAP). The partnership combiines the
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extensive I'T sccurity expecicace of both agenvies w promote the development of weehnically sound

security requirciments for T products wnd systems dod appropriale o x:aﬁzms for testing those products

and systems. The long-tenm goal of NIAP 15 10 help ingrease the level of trust all consumers, including
healthcare consumers, have in their information systems through 1he use of cost-efTective security testing

and validation programs. In pseeting thus goal, KIAP sceks 100

'« promote the development and use of evaluated [T products and systems;

« champion the development and use of national and imternational standards for [T security;
foster rescarch and development in 1T security requirement definitions, test methods, tools,
techniques., and assuraner metrics;

« support a framework for international recognition and acceptance of IT security 1esting results;
and

« facilitate the development and growth of a comuereial security weting industry within the U8,

To help putients, physicians, and other healthcare protiessionads ensure the confidentiiity of medica
informution and also guarantee the identity of those they communicate with in un electronic
environment, new seeurity mechanisms must be employed. The handwritten signature and Jocked file
cabinet are no longer suflicient in a world with electronicuily mntnined heatthonre forms and patient
records.

Cryptographic techniques supported by a public key infrastrueiuee, or PKL offer some of the most
promising solutions. Public key eryptographic techniques for digital signntures can provide ussurance
that electronie information, such us ary e-mail message. s not been modilisd, When wsed with o PKL
digital signatures can be used to verity the signer of the electeonic mussage as well, When combined
with techniques for key management and encryption heshheare profossionals can establish secure
communications between senders and recipients. This belps ensure the contidenuahity of patient
information as it is transmitied across the [nternet. NIST 18 a keuder in the development of g Federal
Public Key Infrastructure and is working with industey 1o develop PR echnology, We bove also led
research and development efforts to support the creation of large and complex PKIs, worked with
indusiry o develop government and Internet standards for PKIL and panticipated in ongoing PKI
interoperability testing efforts.

[n sddition to its offorts in the PKI area, NIST continues its leadership role in the specification of
crypiagraphic techniques needed by Federal agencies and industey, The Secretary of Commerce has
approved a Federal Digital Signature Standard and a Sccure Hagh Standard, which support digital
stgratures und have niso begun the process of standardizing Xey mansgement technigues 10 support the
establishment of sceure commumcentions. We are also warking sith industry to develop a new
encryption stundard, known as the Advanced Enervption Sundard (ABES). Qur goal is that the AES can
be used to protect sensitive information, such as healtheare provider and patient information. for the next
thirty or mare yews. .
I would now like to adidress some specific healtheare I seeunity initiatives. Bath NS and NtAP
currently hove complementary projects to work with the healtheare industry to find more effective ways
o define seenrity requirements [or heabtheare 1T systems and o help bealtheare consuniers gain
confidence that I'T providers have preduced the IT products and security features they need.

The first initintive supported by NIAP was the establishment ot na industey-led beaitheare segurity
fortmn to bring healtheare consumers and providers wogether. In g peneral, the partivipants discussed
seeurity requirummb for healthcare T systems, and the potentiad for developing specitic seis of seeurtty
reguirements, of protection profiles, using the imernstional standurd Common Criteria. On November
18, 1998 an initial public meeting was held at NIST 1o seek the healtheare industry’s tmerest in
establishing such o healtheare security forum. The purpose of the mueting was (o inform and educate the
healthcare community about NIAP and the Comrmon Criterta and to seek industry’s interest in
developing specific protection profiles for healthcare eoterprises. The imal feedback from the forum
attendees was very positive. Privacy and the protection of medical information were yajor industry
concerns as well as how erganizations could show compliance with the Health Insurance Pz}mbiiit} and
Accountability Act {FHIPAA) of [996 and emerging Deparunent of Hoealth and Human Services (HHS)
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requirements,

[ Hstening to the concerns of the healtheare industry, it appeared that the Comimon Criteria ff“zr“zéig,m
for specilying I'T security requirements and the NI AP T1 seeurtty testing progran offered o f}iomzxzz\g
approach for supporting organizations” cfforts to meet heal fhenre taws nnd policies. it also appesred that
the Commeon Criteria paradigm might provide a conynon struchwee fu express hoaltheare consumer and
healthcure pravider security requirements and a method for comparning scowity-cabanced 1T products
produced by vendors.

by o related effort and based on the feedback from the healtheare seeurity ?{ﬁam, NIST'3ITL began an
intramural research project in October 1998 with our Advanced Technolegy Program (ATF) 1o develop
a nethodelogy and healtheare secarity architecwure for gunding vonstruction of a Fami ily of Common
Criterin-based protection profiles, or sets of security requivemuits, for healthoare IT systems. NIST
wanted to demonstrnte how healtheare providers could help addresy complisnce with the security
requirements articulnted in top level healtheare policies or lws-—that s, do the gecurity femures in
particular IT products used in healtheare [T systems support the protection requirements?

Most of the Commuon Criterla efforts today focus on the development of generie sceurity specifications,
or protection protiles, for a particulnar product or product family, for examiple, operating systems,
database munagement systems, firewalls, or smartcards. There has been hrtle effort 1o date in
developing protection profiles for an 1T system supporting a speeific community of interest, such as
healtheare or banking. These systems- level profiles must support ali [unctions in a particutar business
process aren, [for example, patient billing, collection of cliniend winds daty, sod wnsurance billing), and
are therefore, more dii‘l‘icult o construet than the gencralized, product-based profiles. The resuits of the
NIST ATP research project are expected 1o provide a framework for defining healtheare seourity
domains where specific protection profiles are needed. and w give guidance on how wehnology specific
or product-level profiles, such as firswalls or database syskems, vun be incorporated 1o support the
business’s sceurity objectives.

Another interesting aspect of the ATP project was the development of speeific Commen Criteria security
requirfzmems for processing Health Care Financing Adnunistration {MCFPAJ data. In November 1998,

HCFA published an Internet Security Policy (HISP) to provide goidelines on the appropriate use of the
Tnternet 1o teonsmit Privacy Act-protected and other sensitive nformation. To mr,ozpol“{t, the best
industry practices for implementing the provisions of this policy and express them 1o a standardized
language, a Common Critenia-based set of security requirements was devetoped, This set of
requirements, or “finctional package” as 1 is called, represents an aggregate of the seeurity functional
reguirernents expressed in Common Criteria language thut captures the provisions of MICFA Internet
Security Policy. This funcrional p,m%iagpc can, in turn, be used by healtheare consumers and providers in
creating proteciion profiles that specify IT sceurity requiremennts for HCFA comphiant products and
systems. It also provides the necessary latinude for different [T providers developing sysiems w
transmitfreceive sensitive HCFA daty, 1o implement the policy vequirements through a varisty of
technical solutions.

Our Advanced Technology Program has plaved an important role in the eme z}mwca of healthcaee 1T
rechnologies. The ATP has co-funded g suite of 32 projects with an estimated lunding of approxinmtely
$140 million in ATP fimding matched by nearly $140 mitlion in industry Tunding. These projeets were
designed (o develop critical information infrastructure technologies to enable snhameed, more Tully
micg,ratcd medical information systems aeross the healtheare uzéztszr}g HICTEAsg aecussibility and
uniformity while greatly reducing costs and errors in hundling medical information. The projecis
developed zc;hnolo;”u,s or the development of an infrastructure Jor a grivate-sector-driven, natiohwide
information system, ineluding: ‘

» tools for enterprise integratton, domain identification, and business process modeling: |

« techuologies 1o make suul 2 systent efficient and user friendly, including computerized-
Kngw eég&-%}aszd systerns, digital libraries, and antural longuage srocessing; and |

« applications that dirsctly meet heabtheare users” nevds. sueh as elinical decision support systems
and consumer health zzz?em ation and educalion sysiems.
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As these projects mature, we are beginning o see progress 1owinds the building of an informalion
mirasiructure for healthcare. Specilically, trends include: movement from proprictary o open syslems;
acceleration of the development und sceeptance of sinndards: and bullding eritical mass through
cross-disciplinary teaming. Also, the economic benefits associated with many of these projects are
beginning to accrue, These benefits inchude reduced benltheare costs, improved gquality of healtheare,
and an increase in global market share of new and improved products and services. [ would like o
highlight g fow of these projecis.

One of the ATP awardees, Belmont Research, Ine, developed webnology w help researchers tanster,
guery, and mine complex health care data from a multitude of seattered clinicnl and administrative
databases, withoul requiring changes to the existing dutabuses, A new sofiware product which
incorporates some of the technology, TableTrans T™ allows data managers and analysts (o carry owt
database transformations and queries that are toa complex fur raditional tols, using a visual,
step-by-sten user inferface. In addition 1o being useiud in drug Jdevelopment, this soflware slzso had a
further beneld in that it helped users identify Y2X data probleniy and vomvert data imo a Y 2K-compliant
format,

Ancther successful project is a joint venture we co-funded with 10 participants led by the Advanced
Technolopy Institute, formerly the South Carolina Rescarch Authority. The foeus of the project was 1o
develop toeds for healtheare ntormation eehnology that wouald enable community care. For example,
this project has greatly benetited healthcare delivery inrural areas, As way of Hlusiration, consider
Charleston Area Medical Center, a major healtheuare provider in Southern West Virginia, which used
results of this project to establisl a teleradiology network 1o provide rural facilities aceess 1o o board
certified radiclogist 24 hours a day, seven days n week, This attows patients to stay close to their homes
during treatment and greatly reduces the number of transfors and repeat exams reguired. Two years ago,
churing off-hours it took approximately 10 hours te recetve o riciology report, frequently reqguiring the
yse of couriers to hand deliver films, What a dranatic improvement now, when a radiologist’s
interpretation 1s returned within 15 minutes of an exam! Plans are underway to expand the use of this
technology 10 cardiology services and oncology services also. Another iflustration of a teol develaped
under this joint ventare to assist in healtheare debivery is that of remotely controlled, digital
telepathology. This permits biopsy specimens taken ai rural bealtheare facilities i be examined
remotely by o pathologist at a central site many miles away, within the clinically acceptable me frame
of less than 15 minutes. This capability sckdresses the need ol toca! healtheare Bwilities that conpot
afford full lime pathology services. Thaoks to this wehnology, swrgical provedures caw be scheduled
according (o patient need and not according 1o pathologist pvailabiliny.

The face of healthcare is indeed changing as we embrace this new information age. Another way it is
changing through information technologies. which you may not have considured, is i advances in
virtual reality for surgical training, In the past, simulation technology hus not offered sufficient realism
o mimie medicad procedures, which typically have been lenrned through practice on cadavers, animals,
and somelimes crude models. With co-tunding from the Advanced Technology Program, a small
company in Gaithersburg, Maryland, HT Medical Systemg, Inc., has been able to advance medical
stmulation technology to a high level of realism at reasonable vost. They have developed the
cajrabilities 1o model complex natural phenomens such as the cutting and bleeding of luimun tissues and
the echnologics for simulating minimally ihvasive sargery, incduding robone nwtile-feedhuek deviges
that replicate the “feel” of endoscopic mnd endovascadar procedores. Severd producis bave been
commercialized based on the ATP-funded research. One ol these, Tor examply, combines visual ond
tactile elements to teach nurses the cognitive and motor sKills needed w msert 4 needle properdy into a
vein - the most commen medical procedure. To date. about 170 of these systems are installed i six
countries. Research shows that this system costs less than phestic arm models and encourages miore
practice,

In summary, the barriers to ¢ffectively integrating I'T into the healtheare industry do not seem to be
insurmountable. We are making substantial progress in solving the difficult and challenging problems
associated with the security of healthcare [T sysiems. NIST is actively engaging industry and employing
its best technical resources to address the healtheare security and technology issues | have discussed in
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my testimony today. We believe that NIAP, use of the new international I'T seeusity stundard {Common
Criterin), the emerging !'T security testing program, and new technologics con provide significant help to
healtheare consumers and providers in transigioning o this increasingly peperless environment, Making
more informed product choices should result in more seeure systems and helg healtheare consumers and
providers mest applicable security requirements. Thank yvou and at this dise [ would be happy 10 answer
any questions the subcommitize might have
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Madam Chairwoman aad meptbers of the Subcovmmitiee, | an pleased to appear bc%a}w you today do
discuss the role of the National tnstitute of Standards and Technology (NIST} in belping e-conumerce
thrive in the United States. As you know, NIST iy ap agency of the ULS. Commerce Department’s
Technology Administration.

We hear constantly about the growth and impact of e-commerce on the new economy and on our
evervday lives. Dveryone recognizes that e-comnterce 15 big wid genting bigger. Retd ewcommerce gets
a lot of press coverage, but the real inpact of c-commerce 13 much broader than that. For example,
business-to-busingss {or BZB) e-commerce activity is expected 10 puss oue trillion dollars minually by
2603, compared o 108 hillion dollars for retail e-commerce. T don'tihink 1 need to persuade you that the
continued heaslth and growth of e-commeree will be even more eritical for our Nation and ceonomy in
the futare,

The privawe sector is driving advances in e-comnxerce technology and use, as it should. So it is fair o
ask: What is the role of the federal government in e-commerce? In particulur, ¥ would hke o share niy
thoughts today on the role of NIST in e-commetrce.,

NIST s role in e-commeren is 1o work closely with the private sector {0 ensure that the geconimerce
infrastructure 15 strong enough and flexible cnough to enable the continuing growth and success of
e-commerve. NIST provides unique tools 10 help industey build new e~commierce techuologies and
applivations. We hear a lot of comparisons between the new “dot com™ companies and the tradidonal
“bricks and mortar” companies. To make analogy 10 the more iraditional view ~ which is more familiar
to many of us who didn’t grow up in the Internet age -- NIST provides the e-conmmerce “bricks and
mortar” that industry uses to build new e-commerce “swuctures.” However, in the e~commerce world,
those “bricks and mortar” that NIST provides are not just physical things but slso software, stundards,
and technical agsistance. And industry uses the e-commerce “bricks and mortar” that NIST provides not
Just to build physical things, but also o previde services, software, and comnnunications methuds.

Let me be more speeific about KIST s unigue role in providing tools 1o the private sector o hwelp
e-commerce thrive. NIST provides three types of wols:

o Mensurements and standards for the hardware, software, and networks that comprise the
e-commerce mirastructure, ensuring that the infrastructure works effectively and ¢an support
continuing growth and change.

« Dhrect handse-on assistance, through the Manofocturing Extension Partnership, 1o American small

eI . HA1GAT 1048 AM


http:COllllllcr.cc

l ‘

Karen Brown, E-Commerce, 6/22/2000 hup;ﬂwwwlnisl‘guw’lcsli|110|'1‘y."20()0!kbec0n1m.hlm

manufacturers who need help to thrive in the new e-conmerce-driven economy.

« Co-funding of private secior research , througl the Advanced Technology Program, to help
develop the now technologics that will enable futwre advances in the e-connmerce infrastructute
and new ways of exploiling e-commerce aud information technology.

<1 would like to tell you more about each of these three types of ercommerce tools that NIST provides.
Measurements and Standards to Enable E-Commerce to Thrive

First, Iet"s consider how the NIST Labormtories provide the oritienl measurements and standards
enable the private sector to build the e-commerce infrastruciure and onsuring that it can grow and change
with future wohnical and economic advances,

For example, standards are critical to ensuring that the incredibly vagt and complex Infernet -- the
network that is the backbone of c-commerce -- van function and grow. The Interaet contains millions of
computers, contunications devices, software systoms, and other w:zzg}eizcnis a:zza%z cong in o wide
variety of different types. Without common sturdards, the Internet would be the ultimate Tower of
Rabel, with difterent componenty speaking lungusges not understood or compatible siath the other
components, or not even able to speak and hear an the same fruquencies.

The NIST Laboratories play a key role in working with indusiry to develop the studards that ensure the
smooth fungtioning of the Internet (o enable c-commurce, untd Leilitate fature innovation and
competition. In the intensely competitive information wehnclogy and c-commeree world, industry relies
on the neutral, technical expertise of NIST 1o help formutate industry-wide standards that will beneiit
ALL players and the whole cconomy.

Randall C. Whiting, when he was President and CEO of CommerceNet, made the case for NIST
involvement clearly and concisely. He said: . .

Many of the most fundamental companents of the niernet, upon which e-connmerce iy dependent, are
nol effectively managed, coordinuted, standardized or developed. i is essentia! that there be a close
parinership between industry and government lo effectively address the many infrastructure, technology
and process issues that will face e-commerce in the near futwre. Having an ageney such us NIST in that

crole will ensure industry has a pariner that 1) understamds the demands of technology and business
fnnovation, 1) is experienced in key infrustricture stavclards, 3) Iy independent of political
smativationy...

P want to briefly mention some other specific arcas where NIST measurements and standards are key 10
gnabling mdustry to expleit e-commerce advances.

Security

Successiul e-commuerce depends on secure transmission of dain such gy credit cord numbers, fhrwneial
mformation, medical records, and other sensitive information. NIST s lewdiog the global offor w
develop the Advanced Encryption Standard, which will be used to ensure that encrypted sensitive data
cannot be decoded by anyone but the intended purties. Typieal of NIST standards activities, NIST has
worked very closely with industry on AES to develep guidelines and woys to st now possible
standards. Conpanies from around the world submitied candidate new standards 1o NIST for extensive
public testing and analysis. When the testing is completed in a fow months, the Seerctary of Commcres
will announce the proposed final eneryption standard (there muy be more than enel that will previde
data secority for the pext 50 years, ensuring that sensitive information ¢an b safely exchanged ior
E-CaImneree. 3,
In addition 10 making data safe, c-commerce security also depemds on sccurately identifying ‘is*lzo you
arg communicating with. NIST has been a leader in lz{:]pzub develop Public Key Infrastructure (PK1D
standards that ensure accurate identification of the parties m an Internet transaction. NIST works closely
with the indostry-led fnternet Bogincering Task Force which helps develop PR and ofher security
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standards, and NIST works with many other private sector standards groups, NIST also developed o
testbed where different private sector mplementations of PK1 can be tesied 10 enswre that they work
tegether offectively and are compatible with difterent hurdwars 2od software systems.

Conformance Testing

World wide web pages and applications are becomiog much more complex. Rather than just text and
pictures, complex interactive data exchange and software applicstions are becoming routine on the web
for e-vommeree, including such things as optimizing monuiacturing processes. planning the best
delivery routes along many different stops with different priovities. muomatic ordering and billing. and
many other applications. A powerlul new web programming language called XML (e Xtensible Markup
Language) appears very promising for future generations of advanced web applications, NIST has
worked closely with industry (Including the QASIS consortium) to develop wols and methods o make
sure that e-commerce applications using XML work ¢ffectively across all the differcnt types of
computers, software systems, browsers, and setworks. NIST s XML Conformance Test Saite will enable
industry to exploit the full range of possibilities for XML 1o greatly expand e-comnweree applications.

Wireless Internet

Going wireless frees computers, palim deviees, and other hardware from the smobility limitations of

cables or {ibers, and extends e-commerse 1o just about any environment imaginable: communications

with trucks and planes en route, exchange of information at building sites, and many other applications.

To help develop the communications standards thai enable broad adoption of wireless technologies,

NIST chuirs an effort involving all the major industry players, the Institute of Electrical and Electronics
Engineers (IEEE) Broadband Wireless Aceess Btandardization commttee. The impontance and impact :
of such NIST efforts are reflected by a statement from Louds Olsen, Vice President of Technology
Development for Taligent, lne. Olsen said:

“Tetigent supports the IEEE 80216 broadhund wirefesy uceess standardization effort [Chaired by
NIET] whick we believe will drive down equdpent costs aad create a framework for new innavaiion.
Fhix will afforw uy to roll ont service fuster o more areus oid seeve more customers. Standerds wilt
make wireless o reaf alternative for residestiaf brawdband aveess und expund the range of cusiomary
served ’

Fiber Ontics

Continued success of e-commerce will depend on an enormous increase 1o data ransmission vates, and
NIST s providing the measurements and standaeds that il ensure that the fiber optic baekbone of the
Imernet will be able (o deliver the needed capacity. Every LR fiber manufacturer relies on spegial NIST
fiber standards to ensure that different fibers can be spliced together effectively — even day
misalignments of two different fibers can dramatically bmpede data How. NIST provides ather stundards
and measurements that industry uses to ensure that fiber 1s munufactured with the Ught wlerances
needed to ensure proper quantity and quality of data transmission. And NIST is working closely with
industry to develop the new measurements and standards 1o support a new technology called DWDM
{Dense Wavelength Division Multiplexing) that will permit millions of different data streams 1o be
jammed simultaneocusly into one fiber, vastly increasing the data capacity,

Making E-Commerce a Reality for Small Munufacturers: Manufacturing
Extension Partnership

In addition to measurements and standards, the second major 0ol that NIST provides to support
e-commerce 15 direct, hands-on assistance to help America’s 385000 small manufscturers thrive in the
E-CONMMEITE CoNomy.

The Washington Post noted recently that: .. .small busiinesses today seem bewildered by sites vying to
hetp them do c-business.” A recent National Associntion of Manufacturers study found that more than
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two thirds of manufacturers are not yet using electronic commerce to conduct business transactions.
More than 50 percent of all supply-chain participants are small businesses. As supply-chains become
increasingly driven by e-commerce, all parts of the chain will suffer if small manufaciurers aré unable to
adopt ¢-commerce practices. Al a recent manufacturing conference sponsored by NIST's Manufacturing
Extension Partnership, one small manufaciurer noted that he was quite comfortable deciding whether he
needed to purchase a $20,000 truck versus a $50,000 truck. but when it came 1o selecting between o
$5,000 email server and a $50,000 email server he had no idea how 10 approach the problem.

With centers in every state and Puerto Rico, the NIST Manufacturing Extension Partnership is uniquely
suited to help American small manufacturers thrive in an e-commerce world. Each center works directly
with small manulacturers to provide expertise and services tailored to their most critical business,
technology, and training needs. Many MEP client companies report astounding 1mpr0vum,nts in
productivity and profits through MEP assistance.

Recognizing the growing importance of information technology throughout the econemy, MEP has
stepped up its information technology assistance to small manufacturers, Throughout 1999, MLEP centers
helped smatl manufacturers successtully deal with Y2K problems through workshops across the country.
Y2K self-help kits, a help center provided on-on-one assistance. and 24-hour-a-day assistance was
provided through a web site. Building on this base of information technology support, MEP is training
center {icld sialf in e-commerce and Internet technologies so they can provide hands-on help to small
manufacturers in adopting e-business practices. Beginning in the tall, MEP centers will offer seminars to
help small manufacturers understand the promises and challenges of c-commeree and make informed
technology and business decisions.

Supporting Research for Future E-Commerce Advances: The Advanced
Technology Program

NIST s third major 1ool for advancing e-commerce 15 co-funding of private sector research to help
develop the new technologies that enable future advances o the e-commerce inflrastructure and new
ways o! exploiting e-commerce and information technology.

The Advanced Technology Program (ATP) bridges the gap between the research lab and the
marketplace by providing cost-shared funding in the critical early stages of R&D. That is, when research
risks wre too high for other sources of funding, but technical success would bring about broad-based
benefits. In a March 1998 workshop called “Defining the Advanced Technology Challenges of the
Electronic Commerce Marketplace,” industry strongly called for increased ATP investment in key
technologies and infrastructure research that would cnable e-commerce advances.

[ndustry makes numerous strong proposals to ATP lor information technology work that supports
e-commerce advances, and AT has invested in a bread range of infrastructural technologies including:
component-based software, learning systems. elecommunications. digital video and data storage.
internet-based manufacturing, and telemedicine.

For example, AT support cnabled VitalWorks, a small Massachuselts company, 10 create a new
software system that makes record keepln&, much easier lor physicians. With the new system, the
physician enters only a few key words in response to questions {rom the computer and the software
creates complete, accurate clinical notes, while also entering all the diagnostic and treatment information
into a database that can be used for research, tracking treatment cffectivencss, and other applications.

This technology is now being used in clectronic paticnt charts and has reduced errors of omission from
as much as 60 percent to as few as | percent in some cases. A new software module is already used at
some 300 U.S. sites by an estimated 5.000 doctors and it is predicted that the Veterans Administration
could realize annual savings of several million dollars tor cach medical region. The underlying
technology also could have applications in liclds such us law and business,

FY2001 Ecommerce/Ebusiness initiatives
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Although NIST is making valuable contributions to industry’s evolution to e-businesses, it ig ¢lear that
thig is just the beginning, and there is much more work to be done. That is why NIST has proposed an
FY 2001 e-commerce initiative with three components: MEP E-commerce owtreach (+39M, $15M total
in?uding 36M reprogranmming), Manulucturing Interoperability (+34M3, and Wireless Technologies
(+S18Y,

MEP E-commerce Outreach: NIST MEP's efforts to date are just a small step towards helping small
firms acquire the resources and expertise needed to adopt e-coumerce business praciices. NIST's
FY2G01 budget reguest includes a $9 million initiative to enable NIST MEP to work with the Snab
Business Administration and the U.S. Depariment of Agriculiure on and e-commerce outeench mogram,
This initiative will provide continued funding for approximately 200 tntormution rechnology
professionals who weore added by MEP centers o work on ¥Y2K amreach 1t will alse enable NIST MEP
to develop tools to help small firms not enly better understand e-commerce but w develop and
smplement an e-business steategy and use e-commerce technology.

Manufacturing Interoperability: This imtistive will focus on working with industry 1o develop the
measurements and standards necessary to ensure accurale and efficient exchange of manufacturing
supply chain electronie data (+84M). Imperfoct interoperability—barriers to communicating clecironic
data bebween manufaciurers, in supply chains, and within enterprises—imposes a cost of al least §1
bitlion per year on the automotive supply chain alone. In one revent case an engineering service provider
was barred {rom bidkding on sa nutomotive manufacturer’s projocts dazrz:z& the two months it zecia o
track down the source of a data transtation error. I tumed out pot to have been the fault of the

engmeening service provider. Data exchange problems can cost large companics significant revenue
from being lute 1o market, or manufacturing defective producis, bur smal! companies might not be able
o survive i they are barred Brom bidding on contracts Tor significant perteds of ume.

By 2003, it is estimuted that 137 million business users will be involved in remote work of svome kind.~
[:m%zzsm sources indicate that Fortuzae 500 companies adrcady outsowree 78 percent of thet
transportation, 54 percent of thelr dstribution, and 46 percent of their manufactaring= These mumbers
are expecled o increase, with the thicd-party logistics industry expected 1o double 1o $50 billion 1 the
TNEXE IWO YEars,

Without the improved measurements and stondards that this initiative would develop, the inereused
volume of remoie work, and outsourging will result in increased costs to U, munufacturers.

Wireless Technelogies: This initiative will focus on development of measurements and standards 1o
enable broad adoption of next gencration wireless communications (+$1M). These wireless teclmologies
will impact communications, commerce, and government. They will also resudt in new paradigms for
health care. public safety, education. law enforcement. manufacturing, and entertainment. ot without
proper measurement tools and standards. the new wireless technologies will develop more sfowly and
wetficiently, impeding ULS. economic and technology growth and risking increased Yoss of market share
and technology leadership to other nations in the highly competitive global marketplace. 11" we need any
evidence we need look no farther than the experience with cell phones in Europe.

Mew measurement capabilitios and standards are needed 1o enpble US. indostry to lead the rmnsition of
information technologies from desktop personal computers to a new paradigm of ublquilous, nevvorked
and embedded computing connected by wireless links, This ivititive will enable NIST o develop the
measurements and standards infrastruciure to support the emergence of new wireless information
technologics

MIST hus a very successiul record of working for alimost 106 years with wsdustey, other govermment
agencies. universilies, and noa-profit organizations to heip provide the infrastructure for conunerce and
gconomic growth. The ieaizmi%zcs of 101 years ago were very ditforent than toduy’s tz.aimoiamm bt
the core nature of NIST s role remains the spmer work with the przvzzz{: SCCIOT 10 éwai{}p and apply the
mieasurements, standards, and technologies that ennble prosperity and enhance quality of B, NIST s
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already helping industry develop and apply e-commerer technologies that are transforming our

eeonamy. And we are prepared to take un even greater role in the future to help industey master the
challenges and apportunities of e-commerce.

Thank you for this opportunity 10 appear before you today. T would be happy o teke any questions,

b Key Issues in Mobile and Remote Middleware. K. Scherberger, Gariner Group (April 24, 1998),

2 Internet Collaboration Gets Another Tool, Technical Insighis Alert, John Wiley & Sons (June 11,
1999),

 Ibid.
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Before the
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Subcommittee on Technology

September 13, 2000

*The Role of Standards in Today’s Soctety and in the Future”

Madam Chairwoman and members of the Subcommittee, [ am pleased to testify before you today on a
subject of great importance to the United States. For the [irst tume, governiment, industry, standards
developers, and other interested parties have come together under the banner of the American National
Standards Institute (ANSI) to develop a National Standards Strategy. Thank you for focusing national
attention on this important advance for the United States.

Although most people do not realize it, standards and the methods used to assess conformity to standards
are absolutely critical. They are essential components of our nation’s technology infrastructure—vital to
industry and commerce, crucial to the health and safety of Americans, and basic 1o the nation’s
economic performance.

A few figures illustrate the international significance and relevance of standards:

« About 80 percent of global merchandisc trade is aficcled by standards and by regulations that
embody standards.

« Interms of the U.S.-European economic relationship. standards influence an estimated $200
billion in transatlantic trade.

For these and other important cconomic and social reasons, Commerce Seercetary Mineta and | are
delighted that the United States now has a new and very constructive National Standards Strategy. The
Strategy builds on the strengths of the U.S.-based sectoral approach to standards development. [t lays
out the principles necessary for the development of national or international standards to meet societal
and market needs and outlines a strategic vision for implementing these principles nationally and
internationally. It also lays out a set of strategic initiatives with broad applicability, with roles for ANSI,
standards developers. industry and government. to be applied according to their relevance and
importance 1o particular sectors. [ will touch on some of these initiatives in the context of what
governmeni agencies can contribute in more detail later,

The Department of Commerce and, in particular, the National [nstitute of Standards and Technology
(NIST) arc eager to assist the private sector in pulling the National Standuards Strategy into action,
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Eftective implementation of the strategy will help to ensure U.S. industry’'s success in the international
marketplace in the years ahead. Because of the strong partnership that NIST has built with ANS{ over
the years, we believe we are well positioned to he a strong partner in this effort,

I should also point out, Chairwoman Morella, that you and your subcommitiee have made important
contributions that are embedded into the new strategy. Legislation that you championed—the National
Technology Transfer and Advancement Act—is Lcmml to achieving key objectives of the strategy. The
act also enabled NIST 1o help facilitate the strategy’s development—a role that 1 will mention later.

Standards: Details of “Mega™ lmportance

The topic of standards and the challenge of effective stundards development can bewilder, immersing the
uninitiated in a blizzard of details, To some degree. (his is unavordable, Atter all, standards are details.
They specify characteristics or performance levels of products. processes, services, or sysiems.
Examples range {rom specifications for filin speed or the arrangement of all the characters of the world’s
tanguages for computer processing to process standards tor boilers and pressure vessels to the relatively
well-known [SO 9000 standards for quality management systems.

Sometimes numbering hundreds or thousands of pages, these specilications can be details of great
importance, of market-making significance. On the bright side. consider, {or cxample, the Internet and
e-commerce applications, where U.S. technologics are setting the standards for the rest of the world. On
the dark side, consider the much more rapid diffusion of digital wireless phone and
mobile-commerce—or m-commerce—applications in Europe and Japun. The market for m-commerce
technology is in its very early stages., But a recent study estimates that Europe’s mobile phone systems
are 18 to 22 months ahead of ours, [t attributes Europe’s Fast start, ac least i part,.to the adoption ot
common standards,

The process by which thousands upon thousands of standards are produced is invisible to most
consumers. In the United States, standards are developed through a complex but effective system
administered by the private sector, with participation by industry. academia, consumers, and
pgovernment. The system has evolved over the last 100 years to meet the needs of U.S. industry and
society in general.  Rooted in the private sector, it has successfully met domestic marketplace needs on
a sector-by-sector basis.  The system benehts from str ong, industry support and participation at all levels
in the process. Government, through its techmeal experts, also participates—as an equal, not as an
averseer.

The result is a diverse, {lexible, and inclusive system that has successfully met market needs and
government regulatory and procurement needs. The global infrastructure needs this type of stakeholder
support and involvement.

Over the years, the diverse U.S. standards community has developed rules for consensus, transparency,
openness, balance, and due process—important parameters that have been presented to the World Trade
Organtzation as bedrock principles for developing pood and fair standards. Yet. this open. competitive
system for developing standards creates major issuces {or us in the global market. Today, there are about
400 formal U.S. standards developers, and some 130 consortia. developing standards. ANSI is
responsible for coordinating the formal U.S. system and serves as a point of contact for both the private
and public sectors. Developing strategic policy positions and bridging sometimes competing positions

can be difficult. Financing adequate U.S. representation in international activities can be another major
difficulty and is often a point of contention.

Problems and challenges stemming from this situation can become vulnerabilities in global markets.
Standards are becoming increasingly important due 10 several intensifying trends:

« the pace of technological innovation is quickening; K

o trade volumes are growing faster than national cconomies; and
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« business operations are globally distributed.

There 1s extreme pressure for the standards community to reckon fully with the realities of the brutally
competitive, extremely {ast-paced global economy. This is because standards are necessary
complements of modern products, processes, and services. Standards can;

promote industrial and market efticiency;
foster internationa! trade;

» lower barriers to market entry;

diffuse new technologies; and

protect human health and the environment,

But these benefits are not always achieved. In fact, the consequences of standards can

be negative. IFor example, companies-—and nations—can use standards to disadvantage competitors.
Embodied in national regulations, standards can be crafied to impede export access, sometimes
necessitating excessive testing and even redesigns of products. A 1999 survey by the National
Association of Manufacturers reported that about hall of U.S. small manufacturers (ind international
standards or product certification requirements (o be bacriers o trade. And according to the
Transatlantic Business Dialogue. differing requirements add more than [0% to the cost ot car design and
development.

With new markets opening up around the wortd—and with U.S. companies facing stifT competition even
in our domestic market—standards that are barriers to trade take on monumental importance,
Unfortunately, we hear more and more about instances in which American firms are [inding the gates to
{rade closed as compliance with standards developed clsewhere becomes the price of admission.

Evolution of the Strategy

The United States has long needed a compelling, national standards strategy if we are to realize the
intended benefits of standardization and compete etfectively in global markets. While there has been
much talk by the U.S. standards community about the need for such a strategy, 1t is only within the last
two years that the community has come together to address this challenge. T am pleased to be here with
ANSI to unveil the National Standards Strategy. '

Over the pasi two years, NIST and ANSI have undertaken a number of steps to {foster development of
this new strategy. Ata March 1998 ANSI Board of Directors meeting, I challenged the ANSI
community to come together to develop a national strategic approach 1o standards. This suggestion was
followed by a series of meetings with industry, with stundards developing organizations, and with
government agencies — all designed to gather input and elicit ideas for strategic approaches.

NIST and ANSI then co-hosted a Standards Summit in September 1998, More than 300
participants—I{rom all sectors and stakeholder groups—weighed the merits of pursuing a national
standards strategy. There was a strong sentiment that overall. users and developers of standards need 10
advance U.S. interests more consistently and more eftectively at both the national and the international
levels.

NIST produced several white papers on issues that had arisen at the Summit and shared these widely,
Even more imnportantly, under the ANSI umbrella. NIST and ASTM International co-sponsored two
fucilitated workshops to define the needs to be addressed by the national standards strategy.
Throughout, the process has been inclusive. Government agencies, industry. standards developers, and
consumers, have been full participants.

Our trading partners are addressing similar issues. Europe has had o standards strategy i place tor some
tme and it is running at full throttle. 1t is fair to say that European governments and industries believe
that they can meet domestic needs and also create a competitive advantage in world markets by strongly
influencing the content of international standards. There is alreudy a direct relationship between the
International Organization for Standardization (ISO) and the International Electrotechnical Commission
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{1EC) and their counterpant Buropean regional standards organizations — CEN and CENELEC « under
which European regional standards can be processed in pardie] as 18O or 1EC stundards. Similurly, vwr
neighbors to the North, Canada, unvesled their strategy carlier this vear. A major goal of the Canadian
strategy 1% to influence the formation and cvolution of global stundurds that are unportunt 1o Canada.
Interestingly, the Canadisn standards strategy recognizes both the major formal International venues for
iternational standards development—IS0 and 1EC—and also notes the importance of monitoring and
nfluencing nternational stundords development ceniered here in the United States,

Now the United States has joined our key irading partners in Jaunching a standards strategy to guide
colleciive responses o domestic and international standurds issues. The strategy will help the
decentralized U.S. standards community 10 face more squarely the issue of developing and adopting
international standards. While many standards developed by ULS. orgonizations are vsed internationally,
worldwide pressure is Increasing o move foward standards developed and promulgated globslly.
Tndustries in all countries. including the United States, wam siandards that enable companies 10 build
products that are accepted worldwide.

Shared goals and principles embedied in the National Standards Steategy provide motivation and
direction. They establish a basis for collective setion so that members of the ULS. standurds ¢community
will work cooperatively to develop sound policies in support of global trade. Our mutual goals oblige
us to wark proactively with our trading pariners o further shared technical interests. And they commit
us to participating regularly in the eritical activities of technical commitives.

We anticipate that, through vigilsnce and sustained somumiiment, U.S. indusiry can greatly serease the
likelihood that U.S. technical wput is reflected in global standards, This will rranslate into fewer
technical barriers to market entry for U.S, exports, which should benefit the entire national economy,

The strategy recognizes that standards needs are diverse and that these needs cannot be addressed by a
monolithic, top-down system of standardization. We have agreed to pursue sectoral approaches where
one size does not (1t all. The strategy Tully recopgnizes the importanee of serving industry needs, while
ensuring continued strong commitment e health, safety and protection of the environment.

Standards in the I'T Sector — Is a Natioonal Strategy Relevant?

A sectoral approach recognizes that there is no simple recipe that can be handed down to fit all needs.
The Natienal Standards Strategy provides guidance, coherence and inspiration to those inside and
outside the system without constraining ceeativily or elfectiveness. Thus it is flexible enough to remain
relevant 1o diverse sectors — from construction cqupinent 1o wireless laernet and other e-commeree
technologies.

New technologies for wircless hiternet will have major ccononmie rentlications, in the United States and
globally. Important standards development work 15 taking place in @ variety of venues — both traditional
und nontraditional. Congortia, such us the World Wide Web Consortium, and forums (e.p. Wireless
Access Protocol Forum and othees) are important venues that are outside the formal standards
development systems. The National Standards Strategy specifically reeognizes that suecessiul standards
processes ure Tlexible, allowing the use of different methodolugies 1o meet the needs of dafferent
technology and product sectors. As consortia and forums develop their specifications, thelr work
becomes the basts for action by the formal process when that adds value,

There is at least one area where the more formal standards development process, with i1s principles of
openness, transparency, bilance and consensus, can make a contribution 1o the spread of e-commerce
technologies. The success of these new technologies is closely Bnked to the duvelopment of
interoperabtitty standards, whicly specify how devives communicale with each other, Successiul
stapdardization efforts in this area are global and driven by techaieal superiority,

Standardization of wireless Internet technotogies on the celiular telgphone model (third generation

wirchess, for exomple) hos ken plaee under the auspices of the International Telecommunications
Union (FTU} the radiiona] body Tor the publication of international teleconmmunications standards,
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The I'TU 15 o United Nations agency with national governmaenis as member organizations and strong
private sector participation in developing standards. The United States has a significant presence in [TU
stndards dovelopmen activities. A great deal of standardization activity refated to wireless
technolegies based on computer networlt fechiology has bedncentered i s Justituie of Blectrical and
Elecuronmics Engineers (IEEE), a nonprofit technical professional socicty of 350,000 members with close
Hes 10 180 and 1EC’s Joint Technical Conunittee 1 on informanion Techaology.

Standardization of Infrastructure 13 imporiant, even fur wireless Internet and c-vommerce lechinologies.
NIST is making a major comribution to the successful development and deployment of these
technologies by accelerating the process of volurtary industry stenderdization and keeping it solidly
focused on technical issues. The principles embodied in the National Standards Strategy provide
important gaidance for ensuring that these standardization efforts are recognized globally.

Implementing the National Standards Strategy — Government Role

Cralting a National Standards Strategy scceptable tw all stekeholders s a signficant achicvernent. Now
we must carry this momentum forward and successfully implement the strategy. Government agencies,
invluding NIST, have key roles to play. Indeed, the stratepy underscores the pnportance ol an effective
public-private partnesship, For govenmment, theve ts mueh to be gained,

For the next fow moments, | will highlight several erivical arcas where, | believe, governmient sedon ean
have a significant impoct and move the strategy forward,

For muany yeurs, government agencles have been directed by Executive Uranch policy w participate in
the development of voluntary consensus standards and 1o use these standards in regulatory. procurement
and other policy activities, More recemtly, the Nutional Technology Transfor and Advancement Actof
1995, which onginated in this Rubcommitice, assigned NIST responsibility to coodinute federal, state,
and local standards aidd contformity-assessment activities with those of the private sector.

At the federal level, the Interagency Committee on Standards Policy (ICSP), chuired by NIST. keads this
shift w greater relinnee on voluntary standards. As NIST reported eardier this year, federal agencies arc
already increasing their use of voluntary standards; they are withdrawing competing fediral standurds:
and they are refraining from developing agency-unique standords, The National Standards Strategy
provides important guidance for the ICSP. We anticipate that it will shape future agency uctivities in
thig area, both domestically and in government-to-government aetivities at the bilateral, multinational,
and glabal levels.

At the same time, NIST and the rest of the ICSP must act to reverse the decling n federat participation
i voluatary standards activitics, Agencies that use voluntary standacds for regulitory or procurement
purposes should contribute expertise and reseurces to the develepment and implementation of these
standards.

‘The ICSP, which is charged with implementing both the faw and executive branch policy, bas welcomed
the issuance of the National Standnrds Strategy. The ICSP recognizes the suateygy as o positive siep
forward, addressing many issues of concerm ©© government and other stakeholders of the standards
comniunity, The ICSP has encouraged its members to exumine the strategy and Lo imploment it s
appropriawe for each ayency. With tus stad, appropeinte clements of the strategy should fler twough
individual agencies and help to guide siandards-related activities. For example, foderal agencies can do
a better job of leveraging their relationships with state and local governments 1o encourage greater use of
voluntary consensus stundards, This, in tum, would help o reduce regulatory redundaney and
duplicalive fesling requirements,

Some of the tools for this type of streamlining already are in place. For example, NIST recenty issued
guidance on conformity assessment to federnd ageneies. This document advocates infergovenunental
efforis at all fevels to remnove unnecessary testing and certification requiremenms, which would improve
the efficiency and transparency of domestic and export markets. Also, in July of this year NIST signed a
Memoranduni of Understanding (MOU) with the National Cooperation for Laboratory Acereditation
{(NACLA), The MOU commits NIST to encourage ugencies at all levels o aceept the use ol faboratory
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gecreditation bodies recognized by NACLA, and to encourage U.S. acereditors to scek NACLA
recognition. For its part, NACLA commits to follow accepted international guides and standards mud 1o
accommodate relevant government requirernents in the implementation of its recognition program,

Principles outlingd i the National Standards Strategy closely mateh regulatory and procurement
initiatives already under way in many agencies. But the strategy can help agencies identify additional
opportunities for improvement. For example, the strategy underscares the importance of consumer
participation in standards activities——consistent with the core principles of consensus, openness, balanee,
and tronsparency. In response and where appropriote, ugencies may wish (o mitiate standards
information and participation programg for consumer-focusaed activities.

NIST Role

In addition to.working with other govermment sgencies to cagourage implementaiion of relevant portions
of the National Standards Strategy, there is a great deal tlust NIST fiself can do o support ANSI's efforts
to implement the strategy. We have s very good working relationship with ANS already. This is
reflected both in our Memorandum of Understanding (MOU3 und in the broad range of joint activities
we have afready undertaken, The MOU foenalized our nutunl agreement on the need for & unified
national approauh to develop the best possible notional and miermational standards. It also affirmed our
organizations” shared commitment 1o enhance and strengthen the U.S. national voluntary consensus
standards system. We will revise and extend the MOU 1o reflect the goals of the National Standards
Strategy. ’

NIST also will incorporate Nationa? Standards Strategy principles into our own standards strategy. One
of my five major organizational goals is for NIS'T 1o provide wehnicul leadership for the nation’s
meagurement and standards intrastructure. Thig includes (ostering and technically assisting the
development of high-quulity standards needed by government and industry. This goul alse includes
cooperating with ANSI to Improve the effectiveness and responsiveness of the national system for
developing voluntary standurds. Apother element 15 increusing our work with intemnational bodies o
ensure that LL5. slandards are understood and accepted by sur trading partners,

NIST can muke a very significant contribution by endorsing the ANSI process for acerediting standards
development o gan'zmtozlt«, which often are referred 10 as SDOs. NIST endorsement would establish that
American National Swndards {Z&NS} micet federud oriterin for valuntory consensus si‘iz‘d‘ad iin cugh its
process, ANSI ensures that is guiding principles——conscnsus, duc progess and Powad
by the more thay 266 SDOs it has necredued. ANSeeredited standards {ieveii}pcm are cmnmiztcd &
supporting development of notional and, tn many casey. international standards. And they are
responsive to erifienl technology, market, and regulatory trends, which also coneern federnl reguiators,
NIST endorsensent of the ANSE acerediintion process woulkd go well heyond our current MOUL but we
intend to evaluate this option {or encouraging grenter {edernl use of voluntary stundards,

LS, Participation in International Stundards Activities -

A major focus of the Notional Standards Strategy 1s onincreasing ULS. presence und leverage in
internntional standards activities, and working 10 improve processes internationatly to more closely
reflect ULS, principles and vision. ANSI rf:;x’csczzzs the Uhmted Siates in international
standards~development activiies n IS0 and EC, as well ag o private secior regional bodies n the
Americas and AstaePueific. The Administrion supporty full zmimlz} and government p;lllli.lp mun
ANSPs international activities, o ensure that LS, interests aee fully re presented o 180 und {52C

Without this participation, the U8, voice will not be heurd and ULS, teehnical positions will not be
pramoted i SO, TEC and other imernational standards development organizations. This concexclude
ULS. exports from markets whese these standurds are adopied as produoct testing standards, government
regulatory or procurement requirements, or as reference methods in wsting protocols. Recent
communications from the munagenment of 1ISO, 1EC and 1TU o the Werid Trade Organmauon {(WTQ)
prapuse that only those interptional organizations that operate according o certain pringiples, including
Himiting membership to approprinie national bodies, should be recoygnized by the WTO as Interational
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Standardizing Bodies. . While the U.S. povernment strongly opposes such special status, the Europeans
would be happy to see this happen and would like W see the links between [SO and {EC and European
reglonal standards organizations (CEN and CENELEC) beeome even closer so that European stundards
can move even more eastly into IS0 and 1EC,  Cenninly, these ¢lose links oubht 10 be resevatuated o
the extent that they disadvantage other regions of the world wid exclude their technologies and
philosophics,

ANS will be presenting the U8, National Suindards Stategy at the upconing IS0 General Assembly
and IEC general meeting in September 2000, As port of this process, | have recommendeyd 1o ANSI that
we seek direct 130 and [EC recognition of the U8, seetor-based approach to standards development. In
somae sectors, U5, standards, developed with extensive international participation, represent a body of
work that complements existing 1SO and IEC work, without overtappay. Over the past year or so,
ANST and LS. SDOs have been working with 1SO on o series of ptiot projects, testing various
approaches to bridging U.S. standards into the [SO wrena. We cowdd build on these pilot projects to
move LS. standards more rapidty into the formal international arenn, More generally, we in government
also can advance strategic goals and facilitate improverments i how other nations develop and upply
volumary, consensus standards. Federad agenetes iterael with their foreign counterpants in muny
venues, Examples are ireaty organizations, frade pegotintions. joint commercial commissions. tmining,
and business development commitiees, In these eacounters, ULS. representatives can improve our trading
partners” understanding of the ULS. approach to standipds developnsent urd use, and build the straegic
alliances desperately needed in the giobal marketplace of the future,

Conclusion

As the National Standards Strategy indicates, the chalfenge for the United States in the 21st century is 1o

turn {15 capabilities und achievements towaed greater loadership in developing the standards and

operational structures needed by the global market. Meeting this challenge requires coordinated policy
development amaong U.S. industry. Z} S. government agencics, and LLS, voluntary standards bodies. It .
reguires developing stnnegic alllances with our counterparts around the world 10 (k.%,s}p siandards that

reflect Asian, European, Lotin American, African and North American interests. Thus, an effective

globol stz“ztégy would be one that works to ensure fairness at the international leve!, The playing field

must be level s that one region doey not dominae over others; so 1hat developing nations have the
opportunity 10 participate; and so that industry needs are met while protecting health, safety, and the
gnvironment,

The tormal international process must provide a voice for all interested and affected partics. and atlow
acceptance of standards based on meril, not simply political decision-making. The standards
wfrastructure of the 21st century would be greatly strengthened i0it contuned the flexibility, diversity,
and ability o meet user needs contained in the U.S. appr roach, The United States has an incredible
oppartiutity 1o work with the international community 1o incorporate sound U.S. principles into the
standards uyed worldwide. The National Standards Stumgmv allows us (o muove casily to these next
steps. including working to level the international playing field. as well as seeure the high-level industry
hacking that the standards community needs.

Clearly, if we are to succeed and prosper, U.S. industry. standards developers, und government must
continue 1o cooperate with cach other in standards and conformity assessment activitics. ANSI NIST,
and the standards community must - and will - continue to work tsgether t develop and imploment
unified ULS. positions on technical and standards policy issues at the domestic angd migrmutiona) levels.
If we continue to progress together, as we have over the last several years, the future will be baght
Achieving this bright future, however, means effective implementation of the National Susdands
Strategy. NIST is committed to continee to work aggressively with ANSI and its membess. including
other federal ageneies, to build on the great beginning we have made In developing & sound and elfective
National Stundards Steategy, A fest step is o raise national awarencss of thie Inporanee of the sleaegy
for aur sconomy. Again. | thank this Subcommitee for spothghting this achievenent,
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