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REENTRY OF CRIMINAL OFFENDERS

Background

{Offenders reentering sociely pose a serjous challenge to communily safety, In CY 2000
alone, the Bureau of Justice Statistics (BIS) projecis thut more than 585,000 offenders will have
been released from state and federal prisons and retum to communities across the country.
Approximately 62 percent of released state prisoners are rearrested within three years, and about
41 percent return to prison or jail. The Qffice of Justice Programs (OJP) within the Department
of Justice is helping communitics develop more effective strategies for offender supervision and
accountability, and to address the need for job training, cmployment, and substance abuse
treatment. Tho focus is on ensuring that offenders stay crime and drug-free and become
productive citizens whao can attend {o their family and community responsibilities, including
paying child support and restitution. Our efforts are also onented to ensuring the entire
community’s — especially victimg” - public safety needs are addressed.

[n many communities, community corrections has been trying to supervise returning
offenders with limited resources and little or no support from other agencies and the community,
Our new approaches call upon law enforcement officers — including community police,
institutional and community corrections officers, and state and local Taw enforcement agency
officials — to work with other representatives of government, service providers, and the
wmmumty to address offender SUPETVISION anii ather reentry ch;ziieng&si

Major Goals and Guiding Policies

Our goal is to help states and communities work together to improve offender supervision
andd accountability, as well as essential support services, to minimize threats posed by high nisk
or special needs adult and juvenile offenders returning to the community from state prisons and
Juvenile correctiona! facilities {or local facilities housing state prisoners). :

This approach recogmizes thal the reentry probiem is simultancously a criminal justico
problem, an cmploymient problem, and a public health problem thal needs to be tackled in a
coordinated way at the local, state, and federal levels, Our approach orients reentry from both
community and offender perspectives. Programmatic emphasis is placed on targeting offenders
at high nisk of reoffending, inclhuding violent offenders and those serving maximum prisen terms
ard released with no supervision



Review of Major Activities and Accomplishments

OIP is working with 27 communities o develop and test collaborative approaches to
reentry. In 17 sitcg, we are testing two approaches - Reeniry Partnerships (8 sites) and Reentry
Courls {(9) ~ helping communitics adapt 1o these strategies {o local faclors. Both approachces
require a broad-bascd coalition of law enforcement, corrections, business, municipalities,
faith-based groups, victims organizations and other appropriate governmental and community
organizations to support the successful reintegration. Through the Partnerships, reentry plans are
developed to ensure a continuity of offender supervision and services, beginning during
incarceration and following refease. Risk asscssments of offenders, identification of
neighborhoods to which they will return, and assesstnent of community readiness are part of the
reentry planning, In the Reentry Partnerships approach, any cue or more of the partners can take
the lead in managing the reentry process. There are nine Executive Office of Weed and Sced
(EQWS) reentry sites, which also draw heavily on the partnership concepts, as well as other
Weed and Sced community intervention strategies. A special reentry program has also been
undertaken in Boston that builds upon its successiul law enforcement partnerships established in
the city's Cease Fire program.

Reentry courts draw upon our successful drug court experience. A court manages the
retuming offenders, using its authonity to apply graduated sanctions and positive reinforcement
and (o marshal resources to support reintegration and positive behavior. In selecling an
approach, each jurisdiction takes into account what agency has supervisory authority over
refurning offenders, target population, and other local issues. Communitics are encouraged fo
target offenders who pose a significant public safeiy risk and will likely benefit from these ‘
structured interventions, particularly those offenders requiring intensive supervision, mcluding
those with special needs such as job training, substance abuse treatment, and dually diagnosed
with 3 mental illness and a substance abuse disorder, Communities have been eager to tackle the
reentry challenge, recognizing i as a critical, longstanding public safety issue. Because OJP
has not had specific resources fo support these new programs, 20 of the 27 sites are currently
receiving no direct federal funding. OJPs role has been to provide the sites technical assistance,
through cluster meatings, a Website, nowsletters, and QJP staff liaisons,

State of Affairs Today

Reentry Partnerships pilot sites include Florida, Marviand, Massachuseits, Missour,
Nevada, South Carolina, Vermont, and Washington, Statedlocal agencies developing pilot Reentry
Courts include El Paso County, Colorado-Pikes Peak Mental Health Organization; Delaware
Superior Court; Broward County, Florida Drug Court; lowa Department of Corrections;
Kentucky Administrative Office of the Courts; Division of Parole, Albany, New York; Richiand
County, Ohio, Adult Probation Department; San Francisco Shenffs Department; and the West
Virginta Deparonent of Military Affairs and Public Safety, Division of Juvenile Services, Weed
and Sced reentry siies include Log Angeles, CA; Atlanta, GA; San Antonio, TX; Seattle, WA; Bast



Raltimore, MD; Durham, NC; Lima, OH; Des Moines; 1A; and Washingion, DC. OJP is also
assisting the development of a reentry program in Boston, MA.

Next Steps and Challenpes

Under an interagency Reentry Offender Reentry Inifiative to be launched in FY 2001,
CIP will dedicate $30 milkion to support the development of reentry programs using the Reentry
Partnerships and Reentry Courts approaches, focusing on offender supervision and accountability
through a broad range of law enforcemeni, technical assistance, and svaluation efforis, The
Depariment of Labor will provide appraximately $55 million (o test new approaches for
reintegrating offenders into the workforce and mainsircam cconomy, focusing on job training
and other employmemt programs. The Department of Health and Human Service’s Substance
Abuse and Menial Health Adminisiration’s Center for Substance Abuse Treatment has dedicated
310 million to substance abuse treatment. The initiative will provide direct support for Reentry
Partnerships and Reentry Courts programs that will respond to public safety issues by addressing
critical agpects of reentry - offender supervision, employment, and substance abuse treaiment —
in @ coordinated fashion.

The FY 2001 initiative will allow jurisdictions to choose among three approaches 1o
reentry: Reentry Partnerships, Reentry Courts, and Juvenile Reentry Programs. Each requires 2
broad-based coalition to support the successiul reintegration of those offenders and the
development of individnal offender reentry plans and a commitment (o a continuum of offender
supervision and support services, beginning during incarceration and continuing after release mto
the community. In selecting an approach, each jurisdiction takes into account who has
supervisory authority over retuming offenders, target population, and other local issues.

{1} Reeniry Parinerships draw together representatives of siate, local, or tribal law enforcemont,
corrections, business, municipalities, faith-based groups, and other governmental and community
organizations to work in partnership to plan and mplement 2 comprehensive reentry program.
This partnership involves institutional and community corrections, local law enforcement, and
community-based organizations working together, both to develop reentry plans for offenders
scheduled for release into 8 commumnity and to oversee the implementation of those plans. One or
more of the partners can take the lead in managing the reentry process. Reentry plans would be
based on a netwerk of commumity resources, £.2., employment, treatment, family, faith-based
organizations, and peer support (o encourage positive reinforcement and reintegration, Law
enforcement agencies (including correctional agencies) are required partners to ensure
accouniability and supervision.
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(2) Reentry Courts, which draw upon our drug court experience, will be established to develop
and operate a Reentry Court program and to build the same kind of broad partnership discussed
ghove (o support the efforl. A reentry court is a court that manages the refurn to the community
of individuals being released from prison, using the authority of the court to apply graduated
sanctions and positive reinforcement, and to matshal resources 1o support the prisoner’s



reintegration and poasilive behavior. In this approach a broad parinership is still centrsl to the
effort, with the court serving as the supervisory authority. Essential partners for Reentry Court
programs specifically include statg, local, or tribal criminal or juvenile justice agencies; state,
facal, or tnbal courts; or municipalitics, working closcly with other state and loca] government
agencies and nonprolit or community-based organizalions. The appropriaie state, local, or tribal
Judiciary would be reguired.

(3) Juvenile Reentry programs will address public safety concerns and needs of youth i the
custody of the juvenile justice systen. Jurisdictions Jooking to develep a juvenile roentey
program will choose cither a Reentry Partnership or Reentry Court approach. Essential parincrs
include state and local juventie justice agencies, juvenile justice correctional agencies, juvesnile
courts, and parale agencies, working in collaboration with community-based organizations, law
enforcement agencies, as well as state and local workforce investment boards and substance
abuse treatment providers. Law enforcement agencies {including juvenile justice correctional
agencies} are required pariners, '

DOJ funds will support reentry planming, inplementalion, or enhancement, with a focus
on law enforcement-related reentry activities in the communities of successful applicants. DO
funds will alse support a Research, Development, Testing snd Evaluation component to fully
- assess these reenfry programs nationally i1 order to show what works, DOJ will devote
approximately $3.5 million to a national research and evaluation project and refated efforts. The
Department of Labor is also planning to devote a partion of its resources to evaluating
employment-related program glements, We are planning to coordinate our evaluation efforts. In
addition, up to $1 million of DOJ funds will be set aside to provide technical assistance 1o
graniees under the inferagency intiative to supplement technical assistance rescurces provided
by the other participating federal pariners.

OIF is working with Labor and CSAT on developing a joint grant selicitation through
which jurisdictions will be able to apply for all federal funds with one application, Weplana
unified grantee selection process and reporting requirements, Interagency resources will jointly
target the sare commnunitics, particularly areas with a high concentration of returning offenders.
Successiul applicants will represent urban, rural, and inbal communities, Communities will be
encouraged to target offenders who pose a significant public safety risk and will fikely benefit
from this structured intervention. Special empbasis will be placed on high-risk offenders,
especially those at high risk of reofTending, including violent offenders and those serving
maximum prison terms and released with no supervision. The focus will also be on offenders
with special needs, such as job training, substance abuse freatment, and those dually diagnosed
with g mental illness and a substance abuse disorder. The majority of resources will be targeted
to offenders ages 18.35. This group represents a large portion of the offender reentry population
at risk; however, we will also address juvenile reeniry challenges by assisting a select number of
jurisdictions in developing juvenile reentry programs.
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Fedcral pariners anticipate funding reeniry programs for three years, with equal {unding
avatlable each year. To ensure good planning, during the first-year, there would be special
conditions allowing for spending of only a modest amount of the funds until a strategic plan is
approved, at which time the remainder of the first-year funding would be released. No-cost
exiensions could be requested at the end of the third year, to allow a full year planning phase as
needed, followed by a full three-vear implementation,
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D. Preventing Violence Against Women
- and Aiding Victims of Crime
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Violence Agging; Women Office

COMBATING VIOLIENCE AGAINST WOMEN

BACKGROUND

When the Congress and President Clinton {camed up to make the Vielence Against
Women Act fVAWA) becorne law in 1994, the nation took a giant step forward in its recognition
of, and resporse to violence against women, particularly domestic violence, sexual assasll, and
stalking. This law not only strengthencd criminal laws and provided funding 1o enhance their
enforcement, but also provided a foundation for a successful long term criminal justice effort to
erdd violence against women, By encouraging collaboration among police, prosecutors, and
vigtim service providers, VAWA is assisting communities in butlding a comprehensive response -
to violence against women all goross America, : T

| AT —

“This is not a women'’s issue. This is an issue for families and for children and for men
as well. And it is an American chaflenge thar we have to face. This issue has been swept
under the rug for 100 long. We have tried 1o take it out into the daylight, 1o let people taltk
about it, to give people a chance to find courage in the effors of others and to know that
they can find help, That's what the Vielence Against Women Act is all about.”

President Bill Clinton

“The Violence Against Women Act provides us with a powerful tool with which 1o fight
the scourge of domestic violence, sexual assault, and stalking. While we have made
significant progress, we must continue to use all necessary means and available
information to help reduce — if not efzmmafe all types of vzafenee’z against women.”
Atiorney General Janet Reno

The Justice Department has awarded more than one billion doltars in VAW A-related

- grant funds o law enforcement officials, prosecutors, victim advocates, and courts to address the

problem of violence against women af the state, iribal, and local levels. The Depariment,
throngh the Offices of the United States Attomneys, has prosccuted more than 179 cases involving
interstate domestic violence, interstate stalking, inferstate violation of a protection order, or
possession of a firearm while under a protection order or alter conviction ftzr a misdemeanor

orime of domestic violence.

Although progress has been made in recent years, domestic violence ~ violence by



intimates ~ stifl accounts for about 20 percent of all viclent crimes against women and about 30
percent of all murders of women in America. More than one million women are stalked each
vear. The Clinton Adnunistration has laid the groundwork for a strong and effective strategy for
butlding collaborative community partnerships (o keep women safe and hold perpetrators
accouniable. Now, as the goal of a safer Amorica is within reach, it is essential to continue this
efforl to bring an end to violence against women,

MAJ{}R GOALS AND GUIDING POLICIES .

Since the passage of VAWA, the Department of Justice has launched a multifaceted
tmitiative to combat domestic violence, stalking, and sexual assault. The Department’s efforis
have been guided by two key principles; ensuring the safety of victims and holding perpetrators
of violence accountable for their acts, The Department has made issues of violence against
women central to s work in three important ways: bringing prosecutions vnder the federal
domestic vielence, stalking, and fircarme laws; raising awareness of VAWA and the issues of
domestic violence, stalking, and sexual assaelt in communitics throughout (he country; and
forging parinerships among police, prosecutors, and victim scrvice providers at the state, tribal,
and local jevels through the STOP Violence Aganst Women Formula Grant Program and other
VAWA grant programs. The Department has also worked closely on this initiative with stale,

local, and tribal judges.

President Clinton, Aftorey General Reno, and others have led 3 historic effort to reduce
crime 1 our pation’s communitics. As part of that effort, President Clinton signed into law the
Viclence Againgt Wemen Act, which was enacted as part of the Viclent Cnme Conirel and Law
Enforcement Act of 1994, The law takes a comprehensive approach to fighting violence against
women, [t combings tough penaltics with programs to prosecute offenders and aid victims of
such violence. This groundbresking law has transformed the legal landscape, by bringing these
issues from behind closed doors milo the center of public debate, thereby helping to shift social
aftitudes toward violence against women,

VAWA recognized the devasiating consequences that violence has on women, familics,
and society as a whele. For the first time, federal resources, federal law enforcement, and federal
prosecutors joined the front lines of the struggle to end violence against women. VAWA
encourages federsl, state, tnbal, and local governments to collaborate — to work together to figure
out how to ead the scourge of domestic violenee, sexual assault, and stalking that has shattered
the lives of so many of this nation’s women, children, and families, Today, law enforcement,

" prosecutors, judges, and women's advocates arc working together, sharing information and ideas
1o keep women safe and hold offenders accountable. .

REVIEW OF MAJOR ACTIVITIES AND ACCOMPLISHMENTS

There is no question that VAWA is making a difference. Under VAWA, communitics
across the country and all levels of government are creating coordinated, conmmunity-wide

2



responses and are establishing the infrastructure needed to improve the response to violence
against wonen:

s . States and tribes are changing their laws to treat vielence against wommen 23 a serious
crime. Twenly.one states and the District of Columbia muandate arrest for most domestic
violence offenses and all states now authorize law enforcement to make an arrest based
on a prohable cause determination that an offense has occurred.!

. Jurisdictions are changing the way they handic domestic violence cases to ¢nsure these
cases are given the attention they need. Thirty-six court systerms have some type of
special court jurisdiction, structure, or services to handle domestic violence cases,

. States are acting to 1ifl some of the costs from women who were victimized by violence.
As required by VAWA, all states and the District of Colwmbia now have some provision
for covering the cost of a forensic rape exam. All states and the District of Columbia
mandate or authorize that convicted or charged sex offenders be tested for HIV?

. Statcs arc increasingly recognizing that domestic violence hurts children too. Forty-two

states and the District of Columbia include domestic viclence as a factor for a court 1o
consider in child custody decisions,

. United States Attorneys, at the Attorney General’s request, have each appointed special
VAWA points of contact in their offices to help coordinate presecution of federal VAWA
crimes. -

Faderal Funds Are Making a Difference

VAWA cstablished grant programs that arc being used to forge focused and effective
parinerships amony federal, state, and tocal governments, the oraminal justice system, and victim
advocates to combat vialence against women. There are six VAW A-related grant programs,
which assist statc and local governments and agencies in training personnel, enforcing laws,
assisting victins of violence, and holding perpetrators accountable, The VAWA grants finance
community initiatives involving victim service providers, victims’ advocates, law enforcement,
prosecutors, courts, health care providers, and conmmunity organizations.

Federal funds have reached across the nation — from remote, riral and (ribal communities,
fo large urbas centers; from non-profit domestic vinlence shelters to state prosecutors” offices.

‘Miller, N., A Review of State Domestie Violence-Related Legislation: A Law
Enforcement und Prosecution Perspective, Institute for Law and Justice, October 2000

‘National Conference of State Legistatures, “HIV/AIDS Facts to Consider”, Jannary 1999
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They are making a difference in the ives of women everywhere, And they have made 2
difference in how comnwnities respond to violence against women - by bringing together police,
prosecutors, advocates, judges, and others to make America safer for wamen and families.

STOP Formula Grant Program

The Department’s largest VAWA grant program is the STOP Viclence Against Women
Formula Grant Program. STOP stands for Services* Training*Officers* Progecutors™® ~ reflecting
the collaborative goals of this program. 1t promotes a coordinated approach by encouraging the
States to pool the expertise of law enforcement, prosceutors, courds, and victims advocates,
Since 1994, the STOP Program has pravided $681.6 niillion to all 50 states, the District of
Columbia, and five territories, including $131.6 million in Fiscal Year 2000. Under VAWA,
states have pulled together law enforcement representatives, proscoutors, and vietim services

providers (o design a statewide plan for the use of these funds. States have awarded over 6,000
STOP subgrants.

The Department is building on these initial successes and is supporting the expanded
involvement of courts in STOP grant partnerships, and continues its emphasis on sexual assault
and stalking prevention and prosecution.

In Cache County, Utah, STOP funds support a sexual assault prosecuror. In the seven
years before this prosecuior was hived, the County hud not charged a single sexunl
assandt case. By January 1998, the prosecutor’s office handled 63 sexual ussanit cases.

In California, STOP funds have been used to provide training on stalking investigations
10 more thar 6,000 law enforcement officers.

In Deleware, STOP funds have trained police officers on domestic viclence. From 1996
1o 1999, every police officer in the state (1400) received basic domestic violence training,

Communities around the country are using STOP funds to set up programs that give
women who are statked immediate contact with police in an emergency.

in Alabama, STOP funds have helped establish mobile units that provide on-site
assistance to domestic violence victims in rurad arcas.

STOP Violence Against Indian Wornen Grant Programs
Under the STOP pmgrarﬁ, VAWA scts aside funds each year to combat domestic and
sexual violence sgainst women in Indian country. Daia from the National Violence Against

Waonen Survey show that Native American and Alaska Native women are more likely to be
stalked and to disclose victimization by rape and physical assault than woemen of other racial and
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ethiic backgrounds.

The Departmient is committed 0 sddressing and reducing domestic violence and sexuul
assault against [ndian women. Since the program began i 1995, VAWQ has awarded 343
grants totaling $28.7 million to tribes, meluding nearly $7 milhion i Fiscal Year 2008, Trbes
are using the funds to develop and strengthen the response of tribal justice systems to violent
crimes against women. The activifies of the STOP program have raised awareness of domestic
violence among iribal leaders and communities.

Dowiestic violence arrests on the Chevenne River Reservation ia South Dakola tncreased
from 84 in 1993 10 451 in 1992, On the Rosebud Sioux Tribe Reservation, the number of
complaints filed by the prosecutor increased from 35 percent of the domestic violence
and sexual assault arrests 1o 100 percent of the arresis in the first six months of 2000.

The White Mountain Apache Tribe of Arizona uses it prosecution allocation to support
an advocate who works within s prosecutor’s gffice to assist and support victims of
domestic violence and sexual assault,

Grants to Encourage Arrest Policies Program

The Grants to Encourage Arrest Policies Program has enabled commuuittes across the country (¢
use the power of the criminal justice system to keep victims safe and hold offenders sccountable,
Through this program, the Department has awarded 400 grants tofaling approximately $165.4
milhion, inchuding $28.3 million in Fiscal Year 2000, To qualify for these funds, communitics
must demonstrate their community-wide collaboration of cfforts to prevent domestic violence,
The result has been the development of new partnerships and a deeper understanding of violence
against women,

To promote the effective preparation and prosecution of domestic viokence cases,
Mitwaunkee County, Wisconsin has used funding from the Arrest Program to add three
assistant district attorneys and three victim liaisons 1o the Office of the District
Attorney's Domestic Violenee Unit, Milwawkee County has also used grant funds to
make avatlable on weekends the services of nonprofit viciim advocacy agencies.

With Arrest funds, St. Tammuny Parish, Louisiana has strengthened its ability to provide
victims of domestic violence with support, advocacy, and safety as cases against thefr
abusers proceed through the criminaf justice system. St. Tammany has made raining on
the proper and effeetive treciment of domestic violence cases available to afl law
enforcement officers in the Parish, created domestic violence units within the Sheriffs
Office and the prosecutor's office, and opened a satelfite office of the local shelter, Sufe
Harbor, to serve women on the Parish s west end.
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Rural and Domestic Violence and Child Abuse Eaforcement Program

The Rural Domestic Vinlence and Child Abuse Enforcement Program assists rural areas
in the investigation and proscculion of cases involving domestic violence and child abuse, as
well as enhances the delivery of services to such vaciims, The Department has awarded 239
grants totaling mere than $74 million under this program. Rural communities often have to
reach farther to respond to domestic violence and child abuse. Rural funds are important to
identifying and securing the means to address the geographic isolstion that has limited response
and services. Rural grants are also helping communities to develop partnerships between child
protective services and domiestic violence advocales to address the co-occurrence of domestic
viclence and child abuse, as well as to onsure the safety of battered women and their children,

in Bonner County, ldabo, where no domestic violence program existed prior to a 1997
Rural award, advocates respond with law enforcemens 1o domestic violence calls and
provide outreach and follow-up services to victims., VAWA funds have also supporied the
opening of « shelter for battered women and their children.

In raral Massachusetis, health and human services providers, law enforcement officials,
clergy, and others are receiving training to address domestic violence and child
victimization in their communities. The goals of the project include prevention through
cormunity education and outreach, advocacy, and counseling 1o children and son-
offending parents, and coalition building to address victims’ safety and uccess to
COMMURILY FESOUICes.

Domestic Vislence Vietims” Civil Legal Assistance Graats Program

“These funds can help victims begin (o pick up the pieces and take practical steps to
bring order to their lives.” Bonnie Campbell, Director, Violence Against Women Office

While the central goal of VAWA is 1o improve the criminal juslice system’”s response to
vielence against women, victims of domestic violence ofien face related problems in civil
matters such as custody and visitation, abuse and neglect, child support, divorce, or other givil
cases where domestic violence is invelved. Child custody cases 1nvolving domestic violence
pose particularly difficult challenges for judges, battered women, and children. In Fiscal Year
1998, the first year of the program, the Department awarded $11.5 milhion to legal services and
victims organizations, battered women's shelters, law school clinics, and bar associations to
strengthen civil legal assistance for victims of domesiic violence. The Depariment awarded a
total of more than $45 miflion in Fiscal Years 1999 and 2000, '

Through the George Washington University Law School s Domestic Vielence Advocacy
Project in Washington, D.C. law students work with hospitad emergency room personne!
and are available 24 hours o day 10 respond 1o the fegal needs of batiered women.
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In Eugene, Oregon, the grant finds allow the Lane County Legal Aid Society to partrer
with sheliees to provide representation io baltered wonien in protection order hearings
and other civil matters.

Grants to Combat Vielent Crimes Against Women on Campuses

This program, the newest program providing grants to combat violence against women, is
designed to encourage institutions of bigher education to develop comprehensive, coordinated
responses to violont crimes against women on campuses, including sexual assault, domestic
violence, and stalking. Authorized under the Higher Education Amendments of 1998, the
program requircs institutions of higher learning to develop partnerships with nonprofit victim
advocacy organizations and local criminal justice or civil legal agencies to enhance victim safety
and offender accountability and 1o prevent these crimes,

To receive funds under this program, instiiutions must comply with three minimum
requirenients, The institution must create a coordinated community response to violence againgt
women on campus; train campus police about responding to stalking, domestic violence, and
sexual assault; and establish a mandatory prevention and education program on viclence against
women for all incoming students, In Fiscal Year 1999, the first year of the program, the
Departiment awarded twenty-one colleges and universitics a total of $8.1 millien. Another 21
grants totaling approximately 36.8 million were awarded in Fiscal Year 2000,

Michigan State University is using grant funds to educate resident assistants, incoming
studenis, sorority and fraternity members, athieies and wniversity stoff about violence
against women and conseguances for offenders,

Vanderbilt University in Nashville, Tennessee is conducting domestic violence training
Jor student health center doctors and nurses and Vanderbilt Medical Center emergency
room staff.

Kdaho State University is instituting an education program for athletes and improving
safesy o campus by instgliing blue emergency telephones and enhanced Hghiing.

COPS Domestic Violence Grants

The Department’s Office of Community Oriented Policing Services (COPS} is the core
component of the Clinton Administration’s commitment to increase community policing as part
of a community-wide response to ¢rimes, including domestic violence, The COPS Domestic
Vinlence Grants {ostered partnership and coordination between taw enforcement and victims
advocates at the community level. The Department’s COPS office has dedicated over $58.8
million 1o efforts designed to address domestic violence through community policing. In 1996,
under the Community Policing to Combal Domestic Viclence Program, COPS awarded over $46
niflion to 336 law enforcement agencies for this purpose. Under this program, Jaw enforcement
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agencics werg asked to apply jointly with community service or victim advocate prganizations to
exeeute well-planned, innovative strategies. In 1998, COPS expended $10 million for training,
rescarch and evaluation, and test sites in communidics whore law enforcement established such
partncrships 1o enhance coordinated responses to domestic vislence.

Thae Bristol, Connecticut Police Department has held training for ail officers on how to
assist victims of domestic violence with sufely planning and risk assessment. I has also
developed a video for local cable television on domestic violence, and formed community
policing partnerships with court persounel, educmors, siate saciad services officials, und
the religious community to combut domestic violence,

The Colorada Springs, Colorado Police Department created a 2 [-person damestic
violence ream representing o variety of communily groups to train afficers on dealing
with domestic violence issues. Each officer works with the team for 100 kours lo learn
and develop strategies to combat domestic violence, assist victims, and 10 use risk
assessments Lo reduce future incidents.

Training and Techaical Assistance Grants

Using funds drawn from each of the major VAWA grant programs, the Department also
works to build the capacity of national criminal justice and victim advocacy arganizations to
foster commiunity partnerships and to respond efiectively to violenice against women. The
Department has awarded more than $36 mallion through Fiscal Year 2000 for this purpose. The
Department also sponsors mentoring efforls and peer-fo-peer consyltations, making it possiblc
for people whe wani to establish effective programs in their coramunity Lo visit other
commumnities and Icarn from experts in the field,

Technival assistance includes training, policy development, and information. Examples include:

Holding Judicial Institutes, sponsored by the National Council of Juvenite and Family
Court Judges and the Family Violence Prevention Fund for assisting judges in handling
civit and criminal cases involving domestic violence;

Development by the International Association of Chiefs of Police of a model policy and
procedures for handling demestic violence and abuse cases imvolving police officers;

Devefopment of & Promising Practices Manual by the STOP Violence Against Women
Technical Assistance Project; and

Development by the Washington Coalition of Sexual Assault Programs of a partnership
with other state sexwal assaull coalitions (Minnesota, New York, Connecticnut, and
Hiinois) for sharing resources, information, and strategies and mentoring newly formed
coalitions nationwide.



Crimiaal Prosecutions Under VAWA

VAWA provides federal presecutors important 1ools 1o suppert and supplement state and
local proscoution of domeste violence and stalking crimes. In seme cuses, a federal prascoution
may carry g more severe and appropriale punishment for an ofionder than a prosecution under
state law. Where a defendant has traveled from stale 1o state, the resources of the FB are
avatlable o investigate and build a case for prosecation. In other cascs, a state prosecutor may
request that the case be referred for federal prosecution because, once defained by a federal coun,
a defendant is more likely to remain in custody prior to trial,

VAWA strengthens the penalties for sex offenders and domestic violence perpetrators ~
doubling the maximum term of imprisonment {or repeat sex offenders and authorizing severe
sentences for zbusers who cross state [ines and tribal houndaries to stalk or to commi acts of
domestic viclence, VAWA and VAW A-related eriminal provisions prohibif crossing state or
tribal borders to commit domestic violence, intersiate stalking, crossing state or tribal hines o
violate a protection order, and possessing a firearm: while subject (o a domestic violence
profection order or if convicted of 2 misdemeanor erime of domestic violence. While the vast
majority of domestic violence cases will continue to be prosecuted by states, localities, and
tribes, these statutory tools enable federal law enforcement o prosecute and to oblain sevore,
penalties in appropriate cases in cooperation with the slate, local, and tribal authorities. Vigorous
prosecution of federal domestic violence offenses is a top priority for the Depariment. These
prosecution efforts have succeeded, and will continue fo succeed, beeause the United Stales
Attorneys Offices have prosccuted federal cases where appropriate and formed prosecution
partnerships with their state, Jocal, and tribal counterparts in the natienwide fight against
domestic violence. )

The Department has prosecuted more than 179 cases under VAWA and VAW A~related
criminal provisions of federal law. The following cases exempiify successfidl federsl
prosecutions that resulted in convictions and lengthy sentences for the defendants:

The United States prosecuted a defendant who traveled from Alabama to Texas for
interstate stalking. He had been released from federal custody in Alabuma for making
intersiate threatening phone cafls to one exc-wife. In Texas, he terrovized another ox-wife
and hiz three grown children. The defendant was convicted. At sentencing, the court
considered the defendant's lengthy kistory of domestic abuse of fowr stalking viciims - a
kistory that included beatings, tormure, abandonment, threats 10 kil stubbing and
burning — and departed upward from the sentencing guidelines to impose a maxinum
semtence of 20 years in federal prison. :

The United States prosecuted the defendeant for shooting at his estranged wife while she

wes working in a pre-school playground. At the time of the shooting, the defendant was
subject 1o o qualifying protection order. Although the case wus initially presented to the
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disirict attorney’'s office, stare prosecution of attempled murder would have required

 provf of the defendant’s intent ot the time of the shooting, Federal prosecution insteod
reguired only possession of the firearm while subject 1o a gualifying protection order,
The district attorney’s office referved the case for federal prosecurion and the defendant
pled guilty 1o the federal charge. At sentencing, the court granted the federal
prosecutor’s veguest for an upward departure, bused wpon the danger presenied (o the
young chitdren in the playeround, and sentenced the defendant to a 66-month 1evm of
imprisonment.

Enforeemernt of Protection Orders

VAWA reguires states and tribes to honor protection orders issued by other jurisdictions
if cortain statutory requirements are met. The Departiment has adopted a strategy for
tmplementing this full {aith and credit provision that focuses on providing training, fechucal
assisiance, and granis o law enforcement agencies, prosecutors, courts, and victim advocates.
The Department funds the Full Faith and Credit Technical Assistance Project of the Pennsylvania
Coalition Against Domestic Violence, which provides nationwide assistance on a wide range of
issues related to inierstate and inleriribat enforcoment of protection orders and sponsored a
national training conference in October 1997 that has led to several local and regional
conferences, Tribes in Alaska, the Southwest and the Midwest are also working to strengthen
protection order enforcement between tribes, as well as between tribes and states,

The Department has also worked to develop, produce, and disseminale & series of
brochures on interjurisdictional enforcement of protection orders for the different components in
the criminal justice system. For instance, in October 1998, the Attorney General introduced a
brochure for law cnforcement that was developed with the Interational Association of the Chiefs
of Police. A “bencheard”™ for judges was released in August 1999 at a mecting of the Confercnce
of Chief Justices and similar brochures for advocates, survivors, and prosecutors are in
development.

To help confirm the existence and ternts of protection orders issued by jurisdictions
nationwide, the FBI developed the National Crime Information Center Protection Order File, a
" pational registry that came on line in May 1997. States participate either by linking their existing
state system to the national regustry or by entering protection order information directly mto it
The Department is assisting an gver-increasing number of gtates in developing their own
protection order registries.

Addressing the Needs of Battered Imrmigrant Women

Prior to the enactment of VAWA, many batiered immigrants found themsclves trapped
between abuse and deportation begause those individuals, who were authorized to act for them
under the immigration law and alse were their abusers, refused to file immigration papers on
their behalf. VAWA responded to their plight by enabling the battered spouses and childegn of
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(8. citizens and legal permanent residents to self-petition for permancnt residency, without
dépending on the help of their abusers. Since the enactment of VAWA, the Immigration and
Naturalization Service (INS) and the Violence Against Women Office have issued regulabions to
implement the seli-petitioning provisions of YAWA.

Understanding Violence Against Women Through Research and Statistics

The Department.of Justice plays a unique role tn collecting data on ¢rime and increasing
knowledge about the causes and consequences of erime and offestive strategics for provention
and intervention. With the enactment of VAWA, the Depariment has coniributed to the
expanding body of research on violence against women. This data and research make clear the
gravity of the prablem and demonstrate the need for contipuing efforts to end wo!cme against
women through the initiatives authorized by VAWA.

The Department, through its National Institute of Justice (NH), a component of the Office
of Justice Programs, continues 1o play a central role in supporting research to understand the
nature, scope, causes, and consequences of violence against women. This research is used o
develap.sirategics 1o provent and respond effectively to violence against women. NIJ funds
family violence research divectly, jointly conducts research with the Centers for Disease Controt
and Prevention, and participates in the Interagency Consortivm for Research on Violence
Against Women and Family Violence, NI also is making special efforts {o supportt community-
driven evaluations that promote parinerships between researchers and praciitioners.

The Bureau of Justice Statistics (BJS), a component of the Department's Gffice of Justice
Programs, is the United States” primary source for criminal justice statistics. BIS collects,
gnalyzes, publishes, and disseminates information on crime, criminal offenders, victims of crime,
and the operation of justice systems at all levels of government,

Providing National and International Leadership on Combating Vielence Against Women

In 1995, President Clinton named former lowa Altomey General Bonnie Camphbell as the
Director of the Violence Against Women Office (VAWQ) at the Department of Justice, VAW(Q,
housed in the Office of Justice Programs, administers the VAWA grant programs, coordinaics
Departmiental efforts on viclence against women, and provides national and intermational
leadership to combat violence against women, Director Campbell works within the {ederal
govermment representing the Depariment of Justice on the President’s Interagency Council on
Women and works 1o bring focus within the missiens and jurisdictions of other agencies on
issues of violence against women. Through VAWO, the Department is colishorating with the
Departments of Health and Human Services and Housmg and Urban Development and other
federal agencies on a wide variety of initiatives o address violence against women. Director
Campbell has traveled to every region of the country and has met with and spoken to
proseeutors, law enforcement groups, judges, domestic violence advocacy groups, women's
ceniers, colieges and universities, health professionals, and many others,
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As the issue of violence against wonsen has taken on global importance, Director
Campbell and other Department staff have represenied the Department internationally as well,
For example, in October 1998, Director Campbell fed a delegation of United States experts to the
Unifed States - Russian Conference on Domestic Violence in Moscow, the first high-level
meeting on this issue in Russia. In September 1998, VAWO senior staff, together with the
Department’s Office for Victims of Crinne, led a workshop at the Werld Conference on Family
Violence in Singapore. Other countries look to the United States Department of Justice for
teadership and techaical assistance on strategies to develop laws, change policies, and promote
public discourse on violence against women within their own societics, Directer Campbell hag
been a leader within this country and internationally not only on issues of domestic violence and
sexual assauil, but also on trafficking in women, which, with increasing globalization, appears to
be a growing form of violence against women in which women and girls are taken from one
country to ancther and forced 1o work in dchumanizing conditions stripped of their rights, safety,
and dignity.

The Department also ensures that everything the Department is leaming about violence
against women 15 in the hands of advocates, prosecutors, judges, and others who need it most.
Through newsletiers, reports, and an actively maintained and expanding Website, the Departiment
ensures that information about vialence against women research, programs, and intervention
strategies is readily available and accessible.

Natienal Advisery Council on Violence Against Women

The 42-member Advisory Council advises the Alterney General and the Secretary of the
Department of Health and Human Services on outreach strategies and implementation of VAWA
and issues related reports. The Council’s membership includes representation from law
enforcement, business, health and homan services, academia, the sports industry, victims service
providers, advacates, and religious organizations,

The Advisory Council bas produced two widely requested and disseminated pamphiets:
“4 Community Checklist: Important Steps to Fnd Vielence Against Women™ and “Stop the Cycle
of Vialence: What You Can Do”, handbooks on what individuals and communities can do o fight
viglence against women and asgist victims. The Advisory Council has also developed an
“Agenda for the Nation to End Violence Against Women in the 21 Century,” which will guide
communities in their ¢fforts 1o address this problem,

STATE OF AFFAIRS TODAY

Six years after the landmark Violence Against Women Act was signed in September
1994, remendous progress has been made. Police officers, prosecutors, victim advocates, and
others acress the country wre working together in teams to address violence against women in
their communulics. Specialized domestic violence units have been established in police and
prosecutors’ offices. Tens of housands of police officers and others have received specialized
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training on how 0 respond to domestic vielence cases, and victim advocales are accompanying
police 1o domestic violence seenes to provide wictims the services they need. And, according (o a
Justice Department report released in May 2000, vielence against women by intimate partners
decreased by 21 percent from 1993 through 1998, and intimate partners commitied fewer
murders in 1996, 1997, or 1998 than in any other year since 1976.

Although much has been accomplished, violence continues to devastate the lives of many
women, Simply put, violence against women remains a critical problem in this countiry, and
continues o ¢all everyone 1o action,

NEXT STEPS AND CHALLENGES

The Department will continue o focus not only on the need to cxpand current efTorts but
also on new and emerging issues, such as cvberstalking and trafficking in women. The
Department has a responsibility o ensure that offorts to improve the justice system's response o
violence against women work for everyone o communtiies. Race, ethnicity, income, and other
factors may affect the way victims respond to violence and the oplions avatlable to them for
dealing with it. The Department st ensure that offorts to build 2 coordinated community
response to violence againgt women addresses the seeds of diverse and underserved populalions,
including racial or ethnic minerities, Native Amsericans, immigrants, the clderly, women with
disabilities, and gays and lesbians,

New Federal Legislation

The Administration strongly supporled a five-year reauthorization for the VAWA gram
programs and worked closely with Congress to improve and strengthen VAWA and the nation’s
response to these crimes. As a result, on October 28, 2000, President Cliston signed into law the
*Violence Against Women Act of 2000." The Act reauthorizes the grant programs created by
the Viclence Against Women Act of 1994 and subsequent legisiation through Fiscal Year 2003,
establishes new programs, and strengthens federal laws, The Depariment will work 1o
wnplement this new legislation,

¥ e ha e

The Act improves several currest programs by directin g resources toward certain
traditionally underserved populations, such as victims of dating violence, older women, and
women with disabibifics and expands protections for batiered immigrant women. It also
inereases the set aside of VAWA grant funds for wihes under the STOP Violence Against
Women Formula Grant Program from four percent W five percent and creates a five percent set
aside for tribes under the Arrest, Rural, and Civil Legal Assistance Programs, as well as the new
Safe Havens for Children Program (supervised visitation). This program will help ensure that
children are safe when visiting with their parents and that battered women remain safe during
visitation exchanges. The legislation also authorizes civil legal assistance for vietims of
domestic violence, sexual assault, and stalking and makes state and local courts eligible grantees
under the Asvest and STOP programs. The Act also requires Arrest Progriun grantees to fasilitate
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the filing and service of prolection orders without cost to victims,

The new Violence Against Women Act will also improve the ability of federal
prosecuters to prosecuts interstate crimes of domestic violence, stalking, and vieolations of
protection orders. The Act creates an interstate cyberstalking offense. It also enhances the
enforcoment of protection orders across state and tribal lines by prohibiting registration as a
prerequisite to enforgement of out-of-state or tribal orders, and by probibiting notification of a
baticrer when an order is registered in a new junsdiction, unless the victim requests the
notification,

DOCUMENTATION

1. The Urban Institute, “Evaluation of the Stop Formula Grants to Combat Viclence Againgt
Women,” Washington, DC for 1996, 1997 1998, 1999, 2000,

. 2. United States, Depariment of Justice, Office of Justice Programs, Violence Against Women
Office, "Domestic Violence and Sialking: the Second Annual Report 1o Congress,” {Washington,
DC: July 1997}

3, United States, ii}z::partmerzz of Justice, Office of Justice Programs, Violcnoe Against Women
Office, “Stalking and Domestic Violenc: the Third Annual Report 10 Congress,” (Washingion,
DC; July 1998 :

4, Al of the news releases pertaining to the programs and studies of the Violence Against
Women Office, organized by grant program.

3. Varlous remarks and testimony of Departinent of Justice Officials, including Attomey
General Janet Reno before the Senate Judiciary Committee on May 15, 1996; Atlomey General
Janet Reno speaking before the Emory University Institute for Women’s Stedics in Atlanta,
(eorgia on Qctober 23, 1997; prepared icstimony (but not delivered) of Associate Altorney
General Ray Fisher before the Senate Judiciary Committee (scheduled for July 22, 1998);
prepared testimony of Violence Against Women Office Director Bonnie Campbell before the
Housce Commitive on the Judiciary, Subcommittee on Crime {August 1999),

6. Selected State Profiles, prepared by the Muskie School of the University of Southern Maine,

Portland, Maine, showing how Violence Against Women Act Formula funds affected those
states.
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2. Submission by the Executive Office for United States Altorneys /
Crimimal VAWA Prosccutions

VIOLENCE AGAINST WOMEN

According to the FBI's Unilorm Crime Repori, one out of evory four Amcerican women
have boen gbused by a spousc or boyfriend. Since 1994, the Department of Justice has
aggressively worked with state, tribal, and local Jaw enforcement (o curb domgstic violence, As
part of the 1994 Crime Bill, the Violence Against Women Act (VAWA) was oreated which
combined tough law enforcement strategies with important safeguards for victinns of domestic
violence and sexual assault,’ Today, we are seeing the results of this act. According to a recent
National Institute of Justice study, domestic abusc has fallen by 21 percent, decreasing from an
estimated 1.0 million cases in 1993 1o 876,000 cascs in'1998. Damestic abuse cases have
dropped to their lowest in a quartercentury.® Much of the credit has been given to the Violence
Against Women Act and increased prosecution of these cases.

The United States Atlorneys and the Depariment of Justiee continue to work together 1o
prosecute cases under the federal domestic violence statutes. These statutes include: Section
2261 (Interstate Domestic Violence); Section 2262 (Interstate Violation of a Protection Order);
Section 922(g)8} (Possession of a Firearm while Subject to a Protection Order); Section
922 g ) D) (Possession of a Firearm after 3 Misdemeanor Domestic Vielenee Conviction); and
Section 2261 A (Interstate Stalking). To date, the United States Attorneys have brought over 350
indictments resulting in over 250 convictions under these federal domestic violence laws.

These prosecutions have resulted from the Department mitiatives emphasizing the importance of
combating domestic violence and the coordinated effort by the United States Attormeys Offices
to work together with state, local and tribal counterparts to ensure that appropriate cases are
referred for federal prosecution. It has been the Department’s goal to increase awareness of the
problem of domestic violence in our country and the usefulness of the federal domestic violence
statutes in prosecuting the most troubling offenders.  This has been accomplished through
increased training and education of federal proscecutors and federal law enforcement and training
offoris involving state, local and iribal law enforcoment. In addition, the designation of a VAWA
Point of Contact in each USAQ and the assignment of 1 VAWA Specislist af EOUSA all serve to
ensure that the federal domestic violence laws are used to their full potential. These policies are
mindful of the primary law enforcement respousibility that rests with the local autherities on
domestic violence. However, the federal statutes are powerful tools that ¢an and have

* The Violence Against Women Act: Breaking the Cyele of Violence, Violente Against Women Office
Website www.oip usdod govivawoflawriovele Aprdl 3, 2000,

* Fric Lichiblau, Bomestic Abuse Fails 219 Jusitee Oept. Siudy Findys, Loy Angaefes Times, May 18, 2000,
at Al '


www.ojp.usdoi.govlvllwol1aws/cvci�.April3,20oo
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suppicosented, but not supplanted, existing local effons.

Recently, the Depariment worked together with Congress in the passage of the Oetoher
2000 Amoidments to the VAWA, These amendments loosen some of VAWA’s prosceutive
restrictions and criminahize cyberstalking. Tratning and education on these new statutes will
continue.



E. Improving Tribal Justice

Submission by the Office of Tribal Justice

STRENGTHENING OUR TRUSRT RELATIONSHIP
WITH NATIVE AMERICAN NATIONS

Background

The United States has long recognized Indian tribes as governments that exercise
authority over their members and their territories. Through treaties, our nation gaaraniced tribal
rights to self-government and extended ifs protection o Indian tnibes. Under the Federa) Trust
. responsibility, through the Department of Interior and Justice the United States has provided
felony law enforcement i most of indian country since the 1880s. In other arcas, Congress
. delegated authorily 1o states to exercise felony jurisdiction in Indian country. Throughout Indian
couniry, indian tribes exercise concurrent authority over misdemeanor crimes by Indians.

Historically, the Office of Justice Programs (OIP) provided minimal assistance and
service o iribal governments i supporting therr law endorcement functions, which resulled in an
Amertcan population - American Indians and Alaska Natives — who missed out on many
formula and discretionary grants, as well as training and technical assistance opportunities for
which they might atherwise have been eligible. Since 1993, OJP has taken a comprehensive
approach towards the offender, the victim, and the community, working to restore balance and
harmony to the tribal community and to improve services in Indian country.

Major Goals and Guiding Principles

Attorney General Janet Reno has been committed fo ensuring that all of the Departmoent
of Justice carries out its responsibilities w Indian country in a manner congistent with the
government-to-government relationship between tribes and the Department. Al of OIP’s
programs in Indian country are measured against the standards set forth in the DOJ Policy on
Indian Sovereignty and Government-to-Government Relations With Indian Tribes, which was
signed by the Attorney General on June 1, 1995, In addition, OIP’s respensibility fo improve
services in Indian country reflected the Attomey General’s deep persenal commitment to this
issue.

OSP’s then-Assistant Atlormey General Lauric Robinson sstablished the American hddian
and Alaska Native Affais Desk {Indian Desk) within GIP in June 1995 (o facilnate effective
~ grant funding programs, training, and technical assistance. The Indian Desk was designed to
provide ease of entry {or tribes into the sometimes complex maze of OJP’s sssistance programs.
The Indian Desk provides help in coordinating current tribal funding among various OJP
components 1o enhance technical assistance, monitoring, and program support; assists 1 the



planning and development of new program initiatives throughout {307 bureaus and program
offices in ways that address the needs of tribal governments; and works elosely with DOF's
Office of Tribal Justice and other federal agencies to improve and increase services to tribos,
tnbal governments and organizations.

~ Along with the establishment of the Indian Desk within QJP, all bureaus and offices were
encouraged to find ways to increase cutreach 10 and coordination with tribal governments to help
them improve services,

In 1997, President Clinton directed the Altorney General and the Secretary of the Interior
to work witls tribal governments to examine law enforcement problems in Indian country and to
develop a plan to improve public safety and criminal justice in Indisn communities. Through the
resuiting Indian Country Law Enforcement Improvement lnitiatives, the two agencies are
working together with tribal leaders to promote effective law enforcement and public safety in
Indian comnunitics across the nation,

Review of Major Activities and Accomplishments

Perhaps one of the most stunning accomplishments is the dramatic growth of assistance
to tribes in the past eight years. In 1993, OJP provided awards and tribal assistance of
approximately $2.6 million, while in FY 2000, the comparable figure for OIP alone was over
$70 million. If Department-wide assistance is included, DOJ as a whole provided over $91
million ia FY 2000 for iribal law enforcement salaries and equipment, training, construction of
detention factlities, juvenile justice programs, tribal courts, research and cvaluation, and federal
faw enforcement efforts. Many of these newly-funded programs were the result of the 1994
Crime Act, which allowed QIP to expand its efforts in many areas, some of which - such as the
four percent set aside 1ni the STOP Violence Against Women program -- were mandated by the
legislation. While funding is only one measure of accomplishment, s is a true indication of
OJP’s increased copmmitment of iribes,

Ancither eritical priority s to assist tribagmgm’enuncnts in building comprehensive and
effective law cnforcement and public safety systems to provide a foundation for healthy
comimunities through comprehensive problem-solving (planning, implementation, and
evaluation) based on indigenous justice practices and systems, The goal of the Comprehonsive
Indian Resources for Community and Law Enforcoment Project (CIRCLE) 18 to enhance tribal
govemments’ response to public safety and to improve the guality of life in tribal communities.
This historic parinership deaws support fiom a hroad range of fedoral agencies, including the
Department of Justice, Interior, Labor, and Health and Human Services. The CIRCLE Project
inchudes the Northern Cheyenne Tribe in Montana, the Gglala Sioux tribe in South Dakota, and
the Puchlo of Zuni in New Mexico. The tribes are using various DOJ resources (0 support a
range of prevention, intervention, and victim assistance efforts.

Following are some sclect examples of QJP assistance -~ training and technical expertise,
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as weli as monetary -- to {ribes and communifics in [ndian country over the past eight years,

Law Enforcement

Under the Edward Bymne Memorial State and Local Law Enforcement Assistance
Formuta Grant Program {Byrae); tribos have received over $2.9 mollion since 1993 10
improve their criminal justice systems, combat illegal drugs, and fight violent crime.
Tribes have also reccived over $4.7 million since FY 1996 under the Local Law
Enforcement Block Grant (LLERG) pregram to hire, train, and employ law enforcoment
officers, enhance security measures around schools or other special risk areas, establish

; multi-jurisdictional lask forces, and cstablish crime prevention programs. (Both the

Byrne program and LLEBG can be used {or a variety of legislatively determined
purposes not iimited (o those listed.)

Corrections

The Violent Offender Incarceration and Truth-in-Sentencing CGrants for Indian Tribes
program provides Indian tribes an opportunity to build or renovate jails on tribal lands for
the incarceration of offenders subject to tribal junisdiction. Since FY 1996, 15 tribes have
received over $72.8 million in design and construction funds. The OIP Corrections
Program Office, which administers the program, has provided an additional $1.8 million
in technical assistance in design, oversight, construction, environmential issues, and
opening new facilities.

QQZZZ’!S

The Tribal Drug Court Inittative was created in 1997 by QJP, in partnership with the
National Association of Drug Court Professionals, 10 assist interested tribal governments
with the development of dreg courts. Since research has shown that alcohol is the most
abused substance by both adults and juveniles in tribal communities, these courts address
alcohol as well as other substance abusc issues. A specialized training and technical
assistance program helps tribal commumties develop drug court programs that work
effectively within (ribal justice systemis and tribal culture, In FY 1993, prior to creation
of the tribal initintive, 4 grants were awarded. Since 1997, grants have been awarded for
planning, implementation, or enhancoment of tribal drug courts. Currently, 30 tribal drug
courts are operational with 53 in the pilot or planning stages.

In addition, OJP continues to work with tribal governments to develop, enhance, and
operate tribal judicial systems through the Tribal Court nitiative.

Juveniles
The Sufelfutures Program 18 8 discrotionary grant program offered by the Office of

3



Juvenile Justice and Delinguency Prevention {OJIDP) that concentrates on a continuum
of care to reduce the number of serious, violent, and chronic juveniles offenders. It
combines efforts such as conynunity-wide gang prevention and intervention, programs
and sanctions for juvenile offenders, and prevention programming, into a comprehensive,
collahorative nitiative that targets at-risk and delinguent youth. Ft. Belknap College in
Montana was selected to support the Safefwreres site in Indian country - one of six sites
chosen nationwide. This site received more than $4.7 million in funding over the five
years of the SafeFutures initiative, as well as significant training and technical assistance.

In Fiscal Year 2000, 34 American Indian and Alaska Native tribal communities received
nearly $8 million in grants to prevent and control youth vielence and substance abuse as
part of OJIDP's Tribal Youth Program. Thesc funds, which can be used for such things
as truancy reduction, accountability-based sanctions, training for juvenile court judges,
substance abuse counseling, and strengthemng {amilics, represented an unprecedented
federal investment in tribal 1ands to address youth violence, (This program is part of the
Indian Country Law Enforcement Improvement lnstiative.)

The Juvenile Justice and Delinquency Prevention Act specifies that a portion of each
states juvenile justice fornla grant {funding be made available to fund programs for
Indian tribes, Each vear, an amount is designated as the minimum that a state must pass
through to its ludian wibes. Historically, many siatc awards for exceed the statutorily
required amount. Since 1993 tribes have received over $2.7 million under this program,

Victims and Domestic Vielence

The Office for Victims of Cnme (OVC) supports victims in Indian country in many
ways. Its Victim Assistance in Indian Country Program provides discretionary granis to
states {o establish “on reservation” victim assistance programs in arcas of Indian country
where there are few of no services for crime victimss, QOver $9.2 million has been
awarded under this program since 1993 to provide services such as crisis infervention,
emergency shelter, mental health counseling, and court advecacy. In addition, $8 million
has been provided in subgrants from the states (o tribes under the regalar Victim
Assistance program. QVC also does exignisive work to improve Investigation,
prosecution, and handling of child abuse cases in Indian country under the Children’s
Justice Act, as well as other outreach programs,

The STOP Viclence Against Indian Women Discretionary Granis asthorized by the
Violence Against Women Act (VAWA) and administered by GIP’s Violence Against
Women Gffice (VAWQ) provides 4 percent of fimds aflocated yearly for the STOP
Violence Against Women Granl Program. The grants are intended to improve services
for domeslic violence victims and to improve the investigation and prosecution of viclent
crimes against Indian women, who have traditionally been underserved, especially those
who Hive in isolated rural areas where no scrvices are avatlable, Since 1995, iribal
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" communities have received over $29.8 million in funding under this program. Tribal
commurtitics have also received $7.8 mullion in funding wnder VAWOs Rural Domestic
Violence and Child Abuse Prevention Program, and 36.6 million under the Grants (o
Encourage Arrest Policics Program. i the September 2000, VAWA was reauthorized
and the mmount set aside for ribes under the STOP Violence Against Women Grant
Program was increased 1© 5 pereent.

Both OV and VAWO do significant training and technical assistance within Indian
country, contracting with culturally-sensitive technical assistance providers, such as
Mending the Sacred Hoop — an Indian service provider.

In November 2001, OV will also sponsor the Seventh National Conference on
Strengthening Indian Nations, which will bring togiher victim service providers, law
enforcentent officials, prosecutors, and mental health professionals to address issues of
victimization in Indian country. Since 1988, OVC has fimded six such counferences, with
the miost recent in 1997,

State of Alfairs Today

With parinerships and support from OJP in place, tribes have moved forward on many
imtiatives. Creative thinking and innovative responses by Indian tribes have resulted in some
progress i addressing erime and victimization tn Indian country, Through Western criminal
justice approaches, some tribes have diverted tribal resonrces to improve public safety by
investing in jails and detention facilitics, as well as adopting graduated sanctions. QOther tribes
have begun to enhance tribal justice practices and systems. For example, one Southwest Pucblo
is enhancing the role of iraditional sheriffs in the Pueblo. Indian tribes throughout the nation are
also retuming to indigenous justice ways, such as Peacemaking and Circle Sentencing. Others
are combining Western approaches and indigenous justice ways. In short, tribes are developing
response systems that accurately reflect their communities’ problems and unique problem-
solving methods. In addition, the federa! focus on addressing orime in Indian country has also
mereased.

Funding had continued to increases for programs in Indian Country, with an anticipated
expenditure of $106 million in FY 2001, which includes funds for two new programs -- one
focusing on enforcing laws relating to alcohol sales and use and the other to help tribes collect
important justice statistics.

Over the past eight years, OJP has demonstrated its willingness to reach out to and
support the efforts by tribal communitics to improve public safety, which has resulted in newly
forged partnerships between tribes, between tribes and state and local govemments, and between
tribeg and DOJL These partnerships are key to the cooperation necessary o ensure that

- communities in Indian country are safe and healthy.



Next Steps and Challenges

Despite the strides that have been made in the past few years, Indian commumties still
face serious crime problems. While crime rates have fallen threughout the nation, federal and
tribal law enforcement agencics report that viclent cnime in Indian communities s rising. The
February 1999 Burcau of Justice Statistics” {BIS) repont, American Indians and Crime, found
that American Indians and Alaska Natives suffer the highest violent crime victimization raics in
the naticn, From 1992-1996, the violent victimization rate for American Indians (124 viotent
crimes per 1,000 porsons) was more than twice the rate for other Americans (50 per
1,000 persons). Violonce against American Indian women is particularly severe. The violend
cnme rate for Native American women during this period was 98 per 1,000 females, a rale
considerably higher than that found among white females (40 per 1,000) or black females
{56 per 1,000). Native Americans suffer 7 sexual assaults per 1,000 compared to 3 per 1,000
among blacks, 2 per 1,000 among whites, and 1 per 1,000 among Asians. American Indians also
suffer the nations’s highest rate of child abuse, and the number of Indian juveniles i federal
custody has increased 50 percent since 1994,

Many crime-related problems in Indian country are fueled by alcohol abuse. Alcohol
remains the most pervasive substance abuse preblent in Indian country. American Indians
continue to experience high arrest rates for alcohol-related offenses (such as driving under the
influence, liguor law violations, and public drunkenness). American Indian victims of viclence
were the most likely of all races to indicate that the offender committed the offense against them
while drinking. The Indian Health Service reports that the alcoholism death rate for Indiang 15§
to 24 years of ago is over 17 times the comparabie rate for other races.

The public safety ¢isis in Indian country is further magnified by emerging gang
violence, offenders returning to tribal communities afler mcarceration, and a substantially higher
rate of interracial violence than expenignces by white or black victims, Both Indian tribes and
the federal government are challenged to address these problems and to ensure the deliver of
services to victims.

Again, despite recent advances, gaps in information and services also persist, The Justice
Department will continue to request support and assistance for Indian tribes to improve tribal
justice systems and to enhance the quality of Life on Indian reservations, in tribal communities,
and in Alaska Native villages. Information promoting promising approaches or lessons lcarned
through research and evaluation projects supported by the National Institute of Justice (NI} and
the Office of Juvenile Justice and Delinguency Prevention (OJJDP} will be developed and
publighed!

OJP will continue to increasc its efforts to channe! justice-related resources through
discretionary grants and to make existing programs traditionally available to states and local
entities more relevant ¢ the needs of tribal governments. QJP also encourages the coordination
of resources at the tribal lovel to more effectively combat crime in inbal communities. OJP is
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working (o ensure that tribal governments are included in efforis to improve access to and
integration of criminal justice and information technology so that Indian tribes can more -
effsctivelv combat erime and share information among various tribal justice components, as weil
. as within and among jurisdictions. '

Overall, OJP's goal is continue to implement the programs now m place, which have
begun o address the problems of Indian people who have long been left out of or short-changed
in the delivery of justice-related services.

Documentation

. United States, Dopartment of Justice, Office of Justice Programs, “Office of Justice Programs
Partnership Initiatives in Indian Country,” {Washington: February 1997). ‘

2. United States, Department of Justice, Office of Justice Programs, “Office of Justice Programs
Figcal Year 2000 Program Plan: Resources for the Field,” {Washington: FY 2000}

A, United States, Department of Justice, Office of Justice Programs, “OJP Issziés and Practices
Report: Promising Practices and Straregies (o Reduce Alcohol and Substance Abuse Among
American Indians and Alaska Natives,” (Washington, August 2000).

4. United States, Departmment of Justice, Office of Justice ?rograri)s, Bureau of Justice Statistics,
“American Indians and Crime,” (Washington: February 1999).

3. United States, Dcpartinent of Justice, Office of Justice Programs, Bureau of Justice Statistics,
“Jails in Indian Country, 1998 and 1999,” (Washington: July 26003,



F. Combating High-'l‘ez:h‘Crime} International Crime,
and Terrorism

I. Fighting High-Tech Crime

a, Submission by the Criminal Division
Background

In 1993, the CERT Coordination Center at Carnegie Mellon' recetved 1,334 reports of
“computer incidents.” By 1999, this number jumped 10 9,859, In the first three quarters of 2000,
the Center already has received 15,167 reports of incidents. While the CERT figures do not
captare all incidents of eybercrime, they do demonstrate a well-documented phenomenon:

_ cybererime Is increasing rapidly. As demonsiraied by the e-commerce denial of service attacks
and the dissemination of the Love Bug virus in early 2000, the number of computer incidents and
the damage caused by computer criminals are staggering.

The increased use of computers and computer networks has raised significant challenges
for the 1.8, government and, in particular, the Department of Justice. For the most pan, the,
Department of Justice’s efforts to address jssues related to compuier crime can be divided into
the following categonies:

Computer as Target
There have been an increasing number of altacks on the confidentiality, integrity, and

availability of computers and other communications devices. The types of crimes in this
category include "hacking® {by insiders, criminal groups, foreign intelligence agents, and
crackers who break into system for fun or for bragging rights), "hacktivism™(making 2 political
statement by atlacking a computer), virus dissemination, and information warfare. In coming
vears, we expect these types of computer crime will continue to increase and pose a significant
threat to the Internet, e-commerce, and our critical information infrastructure.

Computeras Tool

Computers and modern communications networks increasingly are used as "tools” of
unlawful conduct, allowing criminals to expand their ilegal activity to the Internet and other
technologies, In most instances, the crimes appearing in this category are the same “traditional®
grimes we combat in the physical world, only now these crimes are commitied via technologies
such as the Internet and clectronic devices. More details on unlawful conduct on the Internet can
be found 1 The Electronic Frontier: The Chellenges of Uniawful Conduct on the Interner, the

' The CERT Coordination Center was established in November 1988, after a Cormel! University graduate
student releaséd the "Morris Worm,” whish brought down much of the Internet and demonstrated the growing
network's susceptibifity 10 atiack.



report by the President’s Working Group on Unlaw({ul Conduct on the Internct, which is
altache:d,

Computer as Incidental Acconplice

The explosive increase 1o the use of all types of high-tech devices {e.g. PDAs, computers,
smart devices, satellite & wireloss services) has resulted in eriminals using computers as
“incidental accomplices”- most notably to communicate, store information, and perform
financial and other transactions. Information which at one time wag maintained in paper files or
not at atl now resides in digital format on hard drives and networks, and information that was
once transmitted as analog voice over plain old telephone wire is now trangmitted i digital
format over the Inlernet. As a resal, high<tcch devices often contain critical evidence of eriminal
aclivity, both with respect to the computer crimes described above and to cnmes in the physical
workd that do not directly involve the use of a computer {e.g. a kidnapper drafling, printing, and
saving & ransom note with this printer and computer).

Major Goals and Guiding Policies

Combating the computer crimes discussed above has required a team of professionals,
including wnvestigators, forensic experts, and prosecutars, all of whom have technical expertise.
Unlike law enforcement agents fighting “traditional” crimes, these individuals not only need o
know goenerally how to investigate or prosecute p crime, but alse must have specialized skills and
teatning in computers and technology. That is, investigators must not only know how to run
investigations, they must be versed in the intricacies of technology (o insure that evidence is not
lost or overlooked. Forensic experts need to know how 1o handle evidence to protect its integrity
for prosecation and how 1o recover, analyze, and protect digital evidence that is ofien perishable
and easily damaged. Prosecutors must know more than standard evidentiary and procedure rules;
they must understand the jargen and complexities of high-technology erimes and be able 1o
translate the evidence in a manner understandable 1o a judge and jury. '

While almost every componeni within the Department is confronting high-lech and/or
compulter crime issues, there are several key components that have lead our efforts on these
matters. The National Infrastructure Protection Center ("NIPC™), housed at the FBI, is an
interagency cemter that serves as the focal point for the government's efforts to warn and respond
to cyber attacks. The NIPC oversees the National Infrastructure Protection and Computer
Intrusion squads that exist in 16 field offices {Washington D.C_, New York, San Francisco,
Chicago, Dallas, Los Angeles, Atlanta, Charlotte, Boston, Seattle, Balitmore, Houston, Miamt,
Newark, New Qrieans, and San Dicgol and specialize in investigating computer ¢rimes.

_ The Computer Crime & Intellectual Property Section ("CCIPS™) is the cornerstone of the
Department’s prosecutorial computer crime efforts. The section currently has 21 atlorneys who
focus exclusively on issues relating to computer crime and intelectual property erime. In
addition to having primary responsibility for intrusion and intellectual property cascs, CCIPS
provides support, training, and advice to other components responsible for certain types of
crimes factlitated by or asing computers. CCIPS also trains and works closely with the onc or
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two Computer-Telecommunications Coordinators (PCTC") in each U.S. Attomey’s Office {and
i1 designated components within other parts of Justice) who serve as the district’s prosecutorial
expert on computer crime ¢ases. CCIPS and CTCs provide widespread training and advice fo
non-DOJ groups on computer orime issues, including the Secret Service, the Postal Service, the
Inspectors Gengeral, and international, state, and local law enforcement groups, While CCIPS
and CTCs exclusively focus on computier crimie issues, there are other components within the
Depariment that are devoting significant resources and personnel to cybercrime matiers. For
example, the Child Exploitation and Obscenity and Fraud Sections of the Criminal Division have
dedicated programs to address matters involving online child pornography and fraud,
respectively. Other components that are actively developing specialized areas of expertise
include the DEA, the Tax Division, the Civil Rights Division, the Office of Consumer Litigation,
and the Cniminat Division’s Terrorism and Violent Crimes, Asset Forfeiture and Money
Laundering, and Narcotic and Dangerous Drug Sections.

The Department also has forensic tcams who are specially trained o preserve clectronic
gvidence and analyze computers. The FBI's Computer Asnalysis and Response Team ("CART™)
has primary responsibility for performing forensic analysis in computer-related cases. In
addition, the FBI's Applicd Science and Engincering provides assistance in data collection
(including interception and search and seizure) and analysis of digital evidence, as well as
technical assessment support {6 assist investigators in developing leads. Other components with
specialized forensic capabiliites include the DEA Computer Forensics Program and the INS
Seized Computer Evidence Recovery Specialist Program.

The Diepartment also has other resources dedicated to computer crime and related
activities. For example, the Burcau of Justice Statistics ("BIS") gathers relevant statistical
information regarding cybercrime. The National Institute of Justice ("NIJ”) assesses law
enforcement agencies’ technology needs and 18 developing investigative training materials and
forensic lools,

Keview of Major Activities and Accomplishments
The Depariment’s major activities and accomplishments are as follows:

Investigations & Prosecutions :
The Department has personnel dedicated to investigating and prosecuting cybercriminals.

As described in more detail above, dedicated personnel melude computer forensic examiners,
investigators, and prosecutors. In the attachments are two lists of press releases, speeches,
Congressional testimony, letters, reports, manuals, select media reports, and court filings related
to computers and cyberspace documenting the Department’s accomphishments in combating
eybercrime. Alse attached are the index pages for www .evbererime oy, www.ning.poy, and

- swww internetfraud usdolgov, the websites of CCIPS, the NIPC, and the Fraud Section,
respectively, that provide valuable information on the Departiment’s eybercrime efforts.



http:www.in!emetfraud.usdoj.gov
http:speciaiiz.cd

Specific initiatives thal are noteworthy in the cybercrime arca include the FBEs Innocent
Images National Initiative, the Intellectual Property Initiative, and the Internet Fraud Initiative.
In early 2000, the Internet Fraud Complaint Center (“IFCC™} opened. The IFCC, which hasa
website at www ifccfbi gov, is a joint venture between the FBL and the National White Collar
Crime Center that fields fraud complaints from citizens, analyzes data on intemet fraud, and
develops investigative packages for law enforcement.

Training .

CCIPS spearheads the Department’s ¢fforts 1o train local, state, and federal agents and
prosccutors on the laws govemming cybercrime. In 1999 alone CCIPS attormeys gave over 200
presentations to a wide variety of audiences. In addition, CTCs across the country are frequently
training proscoutars and agents in their distnicts, Under the Department’s training model, CCIPS
aitorneys train CTCs who then can train other AUSAS (or component colleagues) and state and
focal law enforcement agencics. Inn additian, the National Advoecacy Center/Office of Legal
Education, 1 conjunction with various components, regularly sponsors classes regarding
compuier erime and ¢lectronic evidence,

The National Cybercrime Training Partnership (“"NCTP"} 13 a ground-breaking
consortium of federal, state, and local enfities dedicated to improving the technical competence
of law enforcemunt in the information age.

State/Local .
The FBI has directly supported the development of two Regional Computer Forensic

Laboratories ("RCFLs”). These laboratorics are cooperative ventures between the FBI, DEA,
other federal agencies, state and local law enforcement agencies. The FBI contributed significant
funds to these first two RCFL's and they are housed in FBI space. These RCFL’s provide
computer forensic support to all law enforcement agencies within their respective territories.

The Department announced eartier thig year the creation of 2 network of federat, state,
and local law enforcement officials with expertise in, and responsibility for, investigating and
proseciiing evbercrime. The network would include the creation of a 24 hour/7 day a wegk
eybercrime contact at each agency.

Industry Relations
The Department of Justice works in partnership with industry 1o address cybererine and

security,  In April 19599, the Depariment of Justice tmitiated with the Information Technology
Association of America ("ITAA™} the Cybercitizen Partnership, a parinership on a national
campaign to educate and raise awareness of computer responsibility and 1o provide resources to
empower concerned citizens.  The campaign received $300,000 in grants from the Depariment
of Justice's Office of Justice Programs. The Partnership also has inltiated a porsonnel exchange
program belween private scotor and the NIPC that is designed (o educate each group sboul how
the other responds (o threats and crimes over the Internet,



QOver the past seven years, CCIPS, NIPC, and the CTC network have engaged in regular
outreach to indusiry to ensure that communications channcls are open between government and
the private sector and to gncourage coopoeration on efforts to prevent and combat cybererime. In
2000, the NIPC and CCIPS organized imdustyy outreach conferences with the [TAA. Thus {ar,
conferences have been held m Palo Alto, Herndon, Seattle, and Denver.

The NIPC, in conjunction with the private seotor, has developed the "InfraGard”
mitiglive to expand direct contacts with the private sector infrastruciure owners and operators and
to share information about cyber inlrusions, exploiled vulnerabilitics, and infrastructure threais.
The initiative encourages and facilitates the exchange of information by government and private
sector members through the formation of local InfraGard chapters within the junisdiction of cach
KB Field Office. Chapler membership includes representatives from the FBI, private industry,
sther government agencies, state and local law enforcement, and academia.

[nternattonal :

Because of the borderless nature of the Internet, we must develop effective partnerships
with other nations o encourage them © enact laws that adequately address cybercrime and to
provide assistance in oybercrime investigations. A balanced international strategy for combating
cybercrime has been at the top of the Department’s national security agenda.

international Organizations

Several multilateral groups currently are addressing high-tech and computer-refated
crime. Of these groups, the Council of Burope ("COE"), and the Group of Eight {"G-8")
countrics are the most active. To begin to address the need to harmonize countries” computer
crime laws, the COE is drafting a Cybercrime Convention, which will define cybercrime
offenses and address such topics as jurisdiction, inlermnational cooperation, and search and
seizure. The Department, through CCIPS and the Office of International Affairs ("O1A™), has
played an active advisory role to the COE in this process. The G-8 Subgroup on High-tech
Crime, which is chaired by CCIPS, has been focusing on ways to enhance the abilities of law
enforcernent agencies to investigate and to grosecute computer- and Internei-facilitated crimes,
such as cstablishing a global network of high-tech crime experts and developing capabilities to
locate and identify those who use the Intemet to commit crimes, The NIPC and QFA also serve as
members of the U.S. delegation to the subgroup. In May 1998, President Clinton and his G-8
counicrparts adopted a set of principles and an action plan, developed by the Subgroup, for
fighting computer crime,

Coordination/Training ,

The FBI, through iis legal attache program, coordinates intermational cybererime
investigations. CCIPS serves as the U.8. Point-of-Contact for the G-8's 24.7 Network, which
was established so that countries can rapidly respond to international requests for assistance in
cybercrime and preservation of electronic evidence,



OIA has spearheaded efforts to highlight computer crime 1ssues during the negotialion of
hilateral mutual legal assistance treaties (“*MLATS™) and extradition treaties, insuring that these
agreoments cover these offenses. Theses efforts have been quite suceessful. The number of
MLATE has increased sharply, from 13 in 1993 (o 36 m FY 2000, and 24 new extradition treatics
entgred into force during this period.

Critical Infrastruciure Protection

The NIPC and CCIPS have worked closely with the National Security Council (NSC)on
the National Plan for Information Systems Protection {version 1.0). In addition, the NIPC and
CCIFS are represented on several of the Critical Infrastructure Coordinating Groups managed by
the NSC and Icad the Department's cfforts on PDD-63, the Five-Year Counterterrorism Strategy.

The NIPC serves as the US. government's center {or threat asscssment, waming,
investigation, and response for threats or attacks against our critical infrastructures, which
include telecommunications, energy, banking an finance, water sysiems, government operations,
and emergency services, CCIPS also has provided expen legal and technieal instruction and
advice for exercises and seminars to senior personnel on information warfgre, nfrastructore
protection, and relaled topics, working with various intelligence agencies.

State of Affairs

While the Department bas taken the threat of cybercrime seriously, it has been unable to
dedicate adeguate personnel and equipment to keep up with the explosion of cybercrime,
CCIPS, NIPC, and other companents are in constant danger of losing personnel to lucrative
positions in the private sector. As a result, the Department is unable o devote adequate foronsic
cxperis, tnvestigators, and prosecutors to cybererime cases, as well as meet the increasing
requests that it receives for advice and for assistance on cases, training, and international matiers.

Next Steps/Challenges for the Incoming Administration

erational Challenges

The most pressing cybercrime chalienge is providing adequate funding for personnel
(computer forensic examiners, investigators, prosecuiors), training, and equipment for
cybercrime cases and policy. Without this funding, other challenges simply cannot be met,

Technical Challenges : i

As networked communications and e-commerce expand around the globe, businesses anmd
consumers become more vulnerable to the reach of criminals. The global nature of the Internet
¢nables criminals to hide their identity, commit crimes remotely from anywhere in the world, and
1o communicate with their confederates internationally. This can happen in nearly any type of
crime, from violent crime, terrorism, and drug-trafficking, to the distribution of child
pornography and stolen intellectual property, and attacks on e-commeree merchanis.



Legal Challenges

Deterring and punishing computer criminals requires a legat structure that will support
detection and suceessful prosccution of offenders. Yet the laws deflining computer offonses, and
the legal tools needed to investigate criminals using the Internet, can lag behind technological
and social changes, creating legal challenges to law cnforcement agencics.

Documentation

A,

’

Index page of www.evbercrime.goy, the Computer Crime & Inteliectual Property
Section's website.

Index page of www.nipc.poy, the National Infrastructure Protection Center’s
website.

Cyberorime Documents: List of press releases, speeches, Congresstonal
testimony, letiers, reports, manuals, and court filings related 0 computers and

cyberspace (available from www gybercrime gov),

National Infrastructine Protection Cenier Press Roony: List of press releasces,
Congressional testimony, and media articles.

Index pages of www ifcefbi gov, the Internet Fraud Complaint Center website and
www internetiraud.usdol.poy, the Fraud Section’s website on Internet fraud.

The Electronic Fronticr: The Challenge of Unlawful Conduct Invo!w’;zg the Use
of the Inrernet (March 9, 2000).

Cyberstalking: A New Chalfenge for Law Enforcement and Industry: A Report
Jrom the Attorney Generdl to the Vice President {August 1599).

Report on the Availability of Bombmaking information {Apnl 1997).


http:ofwww.ifccfbi.gov
http:pagcof\\I'v.'w.nipc.gov

b, Submission by the Criminal Divisiéﬁ. Fraud Section

CYBERCRIME/INFORMATION TECHNOLOCGY
lniernet F z;aud

Wik the continuing expansion of the Internet as a global medium for electronic
commerce and contmunication, [ntemet fraud is the type of cybercrime most fikely to cause
sigmficant harm to consumers and businesses here and abroad, and to undermine conswner
confidence in the Internet. Law enforcement authorities are observing a growing varcty of
fraudulent schemes that cxploit the Internet, The range and variety of these schemes increasingly
mirror the types of fraudulent schemes that predate the creation of the Internet. Fraudulent
mvestment schomes, securities market mampulations, fraud 1n the sale of online goods and
services, credit-card fraud, and other advance-fee schemes are now widely prevalent on the
Internet.? :
Because of the rapid changes in information technafogy, and the ability of criminals to

use the Internet to conduct their fraudulent schemes from anywhere in the world, the Department
recognized the need {or a comprehensive and coordinated response to the problem. As a result,
in February 1994, Attorney General Reno established the Internet Fraud Initiative. The
Initiative, which President Clinton announced in May 1899, is a Department-wide initiative that
established six objectives in a comprehensive approach o investigating, prosecuting, and
preventing Intemnet fraud of all types. These six objectives are: (1) providing coordination
between federal, state, local, and foreign law enforcement and regulatory agencies in Internet
fraud prosecutions; (2) supporting amnd advising on Internet fraud prosecutions; (3} fostering the
devefopment of investigative and analytical resources; {4) ensuring sufficient traming for
‘prosecutors and agents on Internet fraud; {5) conducting public education and prevention on
Internet fraud; and (6) developing information on the nature and scope of Internet fraud.
To date, the Initiative has made substantial progress. The establishment of the Internet

Fraud Complaint Center, as a joint project of the FBI and the National White Collar Crime
Center, provides law enforcement ai all levels with 2 new and powerful mechanism for receiving
and analyzing complaints about Internet fraud, identifying trends and patterns in Internet fraud
schemes, and assisting law enforcement in investigating Internet fraud.’ The Department,
through the -8 High Tech Crime Subgroup, is actively engaged with other nations in addressing
how to improve interational cooperation and ¢oordination of Internet fraud enforcement,

? See .S, Departmient of Justice, “Internet Fraud,”
<htip://www internetraud. usdoj. gov>.

* The IFCC’s Website is <htips//www.ifecfbi.gov>, In its [irst six months of operation,
the IFCC has already received more than 19,000 complaints about all types of Internet fraud,
from consumers and businesspeople in 106 countries, Jd
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. Through its National Advecacy Center, the Department now provides basic and advanced
(raining on Internet fraud for prosccutors and agents, including foreign prosccutors from a varicty
of yurisdictions such as the United Kingdom, Germany, Japan, and Hong Kong. In addition, the
Depariment’s outreach and prevention ¢fforts include creation of Webpages on Internet fraud for

the Department’s Website.®
: * & ¥

. * Sec <htip://www internetiraud.usdoj. govi.
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c. Subrmssion by the Federal Bureau of Investigation
Cybererinte/information Technology:

Cyher criminals include hackers, virus writers, criminal groups, con artists, pedophiles
and sexual predators, terrorists, foreign intelligence services, foreign militanies eonducting
infarnation warfare, trade secret thieves, and intelleetual property pirates,

The Computer Security Institute's “Computer Crime and Security Survey® of companies
indicates that 74% of the respondents reported secunity breaches including theft of proprictary
iformmation, fipancial fraud, system penetration by outsiders, data or network sabotage, or denial
of service altacks. Total damages in 2000 were up from $124 million in 1999, $265.6 million.
The survey did not include the estimated costs of recent major cyber atfacks/investigations:
“Love Bug"--estimated $10 billion in damages/lasscs; Hacking by Kevin Mitmick--at least
$291.8 million in losses over two years; the 2/00 denial-of-service attacks {e-Bay, Amazon,
Yahaoo,

efc. y-over $100 million; and the "Melissa virus"--estimated $80 million in damages.

Te address a growing workload in the area of computer-related crime, the FRI requested
additional Agents in 1997 for the establishment of computer crime squads in key field offices to
address such crimes across the nation. These offices would simulate the three compuier crime
squads established in San Francisco and New York City in 1893, and the Nationg! Computer
Crimes Squad established in Washington, D.C., in 1992, Assisting the FBI's Field Computer
Crime Agents was the Computer Investigation and Infrastructure threat Assessment Center
(CITAC), created in 1996 at FBI Headquarters to manage computer investigations and
infrastructure threat assessment matters. With the approval of the Attorney General in
September 1993, a National Scourity Threat List (NSTL) issue was established within the FBYs
National Forcign Intelligence Program. This provided the FBI with investigative responsibility
for grimninal violations involving computer networks and national security implications of such
incidents. On July 15, 1996, President Clinton signed Executive Order 13010 to getablish, on an
interim basis, an Infrastructure Protection Task Force {(IPTF} chaired by the FBI within the
Department of Justice to include the Department of Defense and the National Security Agency as
well as other agencics. This inleragency body coordinated existing infrastructure protection
efforts duning an in depth study for long-term recommendations,

On February 26, 1998, the FBI created the National Infrastructure Protection Center
{NIB() to create a parinership of information sharing in detecting, preventing, and responding to
unlawful acts invelving computer and! information technologies as well as those that threaten or
target the eritical infrastructures. The NIPC incorporated and expanded on the mission of the
former CITAC, NIPC resulted from President Clinton's Presidential Decision Directive 39 that
dirceted ihe Attormey Goneral to ¢hair a Cabinet Commitice to assess the vulnerabilily of the
Nation's critical infrastructures and recommend mcasures (o protect them. As z result, the
Attorney General created the Critical Infrastructure Working Group (CTWG). The CIWG ked to
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Executive Order 13010, creating the President's Commission on Critical Inftastructure Protection
{o study the problem in depth. This Commissien provided its report {o the Prestdent in October
of 1997 and recommended the creation of a national warning center. In recognition of the
Department of Defense and the FBI's necessary need for coordination in dealing with attacks on
infrastruciures, the Atlorney Oeneral and Director Freeh oreated NIPC,

In FY 1998, the FBI apened 547 computer intrusion cases; in FY 1999, that number
jumped to 1,154, Similarly, the number of pending cases increased from 206 at the end of FY
1997 to 601 at the end of FY 1998, By the end of FY 1999 the number of pending cascs was 834
and, in FY 2000, the number is over 1,100, These statistics include only computer intrusion and
virug cases, and deo not account for computer-facilitated crimes such as Internct fraud, child
pomagraphy, or eanail extortion efforts. In these cases, the NIPC and NIPCIP squads often
provide technical assistance to traditional investigative programs responsible for these categories
of crime.

As the result of the May 1993 disappearance of 13-year old, George Stanley Burdynski,
the FBI mitiated an inoovative and proaclive investigation referred to as "Innocent Images.”
Innocent Images focuses on the sexual exploitation of children through the Internet and on-line
services. It allowed the Department of Justice and the FB1 to develop the investigative
techniques needed in addressing child pornography and other crimes in evberspace. Computer
Analysis Response Team (CART) Agents and technicians, operational since 1984 and trained
under the FBI Laboratory, assist in the scarch and examination of computer and
telecommunications equipment usged by pedophiles and scxugl predators. The FBI's Information
Resources Division provides critical antomation services as well to suppaort child pornography
investigations und other crimes against chifdren. Such services include the Rapid Start Team.
The Rapid Start Team is deployed to cities where a child abduction or similar crime has occurred
and there are large volumes of information that must be computenized, indexed, and made
available for analysis for the investigators.

As mandated by President Clinton by Executive Order 137789 and the Pam Lyncher
Scxual Offender Tracking and Identification Act of 1996, the FBI cstablished an intorim
capabiiity in February 1997 for a national sexual predator and child molester registration system.
In the Spring of 1998, the FBI conducted the first of five regional On-line Child
Porrography/Child Sexual Exploitation conferences in Atlanta, Georgia. Thirty FBI Agents and
200 state and local law enforcement officers from 7 Southeastern states atiended the conference.
Currently, the coniral eperation and case management system for all FB) on-line child
pornegraphy and chuld exploitation investigations are located a1 the Maryland Metropalitan
Office at Calverton it the Baltimore Division. This Innocent Images National Initintive provides
a multi-agency investigation of en-ting child porography and ¢hild exploitation through Agenis
and task force officers going undercover on-line. InFY 1999, a tolal of 1,497 Innccent Bmages
cases were opened; 245 search warranis and consent searches were executed; 193 arrests were
made; and 154 indictments and information and 108 convictions were oblained as a result of the
Innocent Images National Imtiative.
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. The *Protection of Children from Sexual Predators Act of 1998, enacted January 27,
1998, established the Wational Center for the Analysis of Violent Crime (NCAVC). In addifion

1o prohibiting the use of compulers in committing crimes against children, this act incladed
increased penalties for the use of a computer in the sexual abuse or exploitation of children, The
act also required Electronic Communication Service Providers engaged in providing interstate or
forcign commerce computer services to the public, to nofify law enforcement of child
pornography evidence during the transaction of computer services. The NCAVC is a major
component of the FBI's Critical {ncident Response Group (CIRG), oreated by Director Frech on
May 17, 1994 to facilitate the FBF's rapid response to, and managemenl of, crisis incidents. The
NCAVC also houses the Morgan P. Hardiman Child Abduction and Serial Murder Investigalive
Resource Center, created by law in 1998 1o provide investigative support 1o federal, state, and
tocal authorities, The NCAVC works closely with the National Center for Missing and
Exploited Children in child abductions and other child victumization cases. On March 3, 1998,
the National Center for Missing and Exploited Childeen launched the Cybertiphine for individuals
to report child sexual exploitation incidents, 2 significant source of complaints of Internet related
¢hild pornography and sexual exploitation,



. 2.  Fighting International Crime
a,  Crniminal Division

{Sce generally other Criminal Division submissions)
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b, Federal Bureau of Investigation

(Sec generally other Federal Bureau of Investigation suhmiss’ions).



3 Fighting Domestic Terrorism

a. Submission by the Criminal Division

BRINGING TERRORISTS TO JUSTICE
I. Background

Presidential Decision Directive 39 (PDD-39), 1ssued in 1995, sought to organize pore
systomalically the federal governmeant’s counter-terrorism activities. Responsibility for
coordination was placed with the interagency Coordinating Sub-Group (CSG) of the Deputies
Committee. This National Security Council-chaired group has included the Departmenis of
State, Dicfense, Justice, FBI, ClA, Treasury amd, when appropriste, Transportation, the Federal
Aviation Administration {FAA), Federal Emergency Management Agency (FEMA) and Health
and Homan Services (HHS). The Terrorism and Viclent Crime Section {TVCS) serves as the
Department’s primary representative on the National Security Council’s Counterterrorism
Security Group {CSG).

Under the leadership of the CSG, significant strides were made 1a counter-terrorism
measures, including the rendition of an unprecedented number of foreign terrorists both to the
United States and to other countries. The CSG has also coordinated defensive efforts against
terrorism, including coordination of security arrangements for the Atlanta Olympies, which was
judged to be an attractive target for attack by terrorists using unconventional weapons. The CSG
was also mvolved in mitial implementation of a nationwide effort to bwld state and local first
response and consequence management capabiliies, and it sponsored an unprecedented series of
complcx exereises to lest our national capacity for respending to simultancous unconventional
threats. Because the threat of a terronist attack involving unconventional weapons has grown,
and the vulnerability of our critical infrastructure has emerged, President Clinton decided to
expand and elaborate the system developed by PDIX 39 and the CSG, and did so by issuing PDD
62 and PDI} 63 on May 22, 1998. These new PDIDs ereated interagency working groups to deal
with these new tssues: the Weapons of Mass Destruction Preparedness Group {(WMDPG) ad
the Critical Infrastructure Coordination Group (CICG). In addition, the CSG was renamed the
Counter-Tervorism Security Group to reflect more accurately its new mandate.

The Departroent’s responsibility to perform specific international and domestic terroristn
functions - functions of unquestionable national importance - is mandated by Presidential
Decision Directives 39 and 62 (PDDs 39 and 62) and the Five-Year Interagency Counter-
Terrorism and Technology Crime Plan {Five-Year Plan). The Antiterrorism and Effective Death
Penalty Act, enacted in 1996, and predecessor legislation ereated a broad base of federal
counterierrorism statuics which require priority implemeatation pursuant to PDDs 39 and G2,
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The Conference Committee report which accompanied the Department’s 1998
Appropriations Act direeted the Attorney General to consult with the Secretanes of Defense,
State, and Treasury and wiith the Directors of the FBI and CIA, to develop a baseline strategy for
coordination of national policy and operational capabilities 1o combat terrorism in the U.S, and
against American interests oversess. In order 1o represent all participating agencies involved in
the nation’s counterterrorism efforts, extensive interagency coordination was undertaken o
assess each agency’s effons, to identify and eliminate unnecessary duplication and overlap, and
10 discover and remedy any existing gaps. The Five-Year Plan was submitted 10 Congress on
December 30, 1998, following a year-fong process involving 24 {ederal agencies, as well as slate
and local authonties and academia.

The Five-Year Plan encompasses government-wide efforts to prevent and deter terrorist
attacks, reduce vulnerabilitics (o tervonism, improve law enforcement capabilities to manage a
crisis created by a terronist mcident and handle the conseguences of such an incident, including
national preparedness 1o counter the use of conventional and unconventional weapons by
terrorists, No single federal agency is responsible for this range of effort; indeed responsibility in
a number of these areas extends beyond the federal gavernment to state and local authorities.
Hence broad-based coordination of numerous sgencies and components is required on an on-
going basis to ensure an effective strategy for national preparedness. The National Scourity
Council’s Natienal Coordinator for Scourity, Infrastructure Protection and Counter-terrorism has
called the Five-Year Plan the Administration’s broadly based and detailed strategy for
countericrrorism and national preparedness.

Annual updates of the Five-Year Plan track the national effort to move bevond the
baseline level and to accomplish the numerous specific actions, objectives and goals which
comprise the Five-Year Plan, The FY 1999 Update was submitted to Congress in March 2600
TVCS is currently drafling the FY 2000 Update bascd on input obtained from pariicipating
agencies as to their accomplishmenis during fiscal year 2000

3 Major Goals and Guiding Policics

The Five-Year Inicragency Counter-Terrorism and Teclmology Crime Plan oullines the
sleps nocessary to achieve nationwide readivess to address the {ull range of terrorist threats. The
Plan deserbes emerging terronst threats which present new challenges and lays out a number of
sirategics 1o begin (o meet those challenges. As national policy on combating lerrorism
contisrues to evolve, our nation extends its focus beyond the acts of terrorism which we have
experienced both at home and abroad through the use of conventional weapons to the threat of
catastrophic terrorism and the use of weapons of mass destruction (WMD), Through the Five-
Year Plan, the Administration outlined specific siops we can fake 10 work internationally, onthe |
federal tevel, and with state and local avthorities to improve our counterterrorism capabilities,

Qver the past decade, our diplomatic and law enforcement cfforls have sensitized the
international community to 1he need 10 treat terrorism as cnminal conduct and have resulied in
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increased international cooperation in our efforts to investigate and prosecute those responsible
for terrorist incrdents.  As pari of our message equaling terrortsm with eriminal conduct, we have
maintained that sanctuaries for terrorisis must be eliminated, that countries that sponsor
terrorism must be penalized, that criminal acts commitied by terrorists should be punished, and
that states victimized by tervorism, as well as states that help bring terrorists to justice, should
reccive assistance from the United States. We must continue to tunld international cooperation
in counter-terrorism efforts. \

Domestically, we have devoted substantial effort (o augmenting the Department’s orisis
response capability, On January 22, 1996, the Attorney General approved the ereation of an
Alterney Critical incident Respoense Group {ACIRG) designed (o provide a core of specially-
trained personnel from which the Attorney General can draw for use in a faw enforcement erisis.
ACIRG is comprised of six Criminal Division atterneys (four from the Terrorism and Violent
Crime Section), six Assistant U.S. Attorneys, and one attorney from the Civil Rights Division.
The Attorney General further specified that TVCS, in conjunction with EQUSA, was to provide
training for at least one AUSA from each district in crisis response. Accordingly, cach US.
Allorney designated a senior Assistant U.S. Attorney as a Crisis Managemenl Coordinator
{CMC) 1o act as the district’s point of contact on crisis response matters and {o receive
speeialized training. As part of its fraining efforts, TVCS prepared an extensive orisis response
manual, which has progressed through three editions. -

4, Review of Major Aclivitics and Accomplishments

The Department of Justice, primarily through the Terronism and Violent Crime Section of
the Criminal Division, is actively involved in the investigation of all major international terrorist
acts, 1.e., those committed by international {ervorists against the United States and its citizens,
occurring both overseas and within the United States, as well as domestic torrorist acts, 1.e. acls
such as the bombing of the Murrgh Federal Building in Oklghoma City perpetrated by home-
grown extremists within our own nation, This function requires TVCE omergency response
following particularly major terrorist acts, to include round-the-clock staffing of the FBI
Strategic Information and Operations Center ($10C) and, on some occasions, dispatching
prosecutors to the scene of the act to assist the FBI. Foliowing the initial investigative response,
TVCS warks with the FBI on the continning investigation. These investigations often result in
the filing of sealed indictments againat identfied defendants who have commilted ¢riminal acts
against U8, persons and property in the U.S, or abroad. Some of these cases may take years o
bring to tnal, due {o the extracrdinary international and inter-agency cooperation ofien required
to bring fugitive defendants to justice. However, the investigation and prosecution of such cases
remains an important legal tool in the continuing fight against terrorism.

In parinership with the US. Attomey’s Office in the Dastrict of Columbia, TVCS s
directly involved in the initiation and proscoution of all extraterritorial terroriam cases vonued in
the District of Columbia pursvant to the feders! venue siatute, and TYVCS supports international
and domestic terrorism prosecutions venued in other districts, That support includes the
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processing of requests for Attorney General corlification required for initiation of a prosecution
under 18 U.S.C. § 2332 and, frequently, the handling of the Classified Information Procedures
Act {CIPAY portion of cases handled by ULS. Aftorneys’ Offices gutside the District of Columbia.
involvement in CIPA issucs Is based on the Scction’s longsianding knowledge of critical
terrorism issugs and the insistence of ULS. foreign intclligence agencies that their interface with
the Diepartment on torrorism prosecutions occur at the headguarters level

Specific accomplishments include investigation and prosceution of those responsible for
the following acis of terrorisn.

Bombing of the Murah Federal Building in Oklahoma City

Recent accomplishments include the successful prosecolions of Timothy McVeigh and
Terry Nichols for the bombing of the Murrah Federal Building in Oklahoma City. -
Defendants Timothy MeVeigh and Terry Nichols were both convicted in federal courton *
numerous charges arsing out of the April 19, 1995 bombing of the Murrah Building in
Oklahoma City which killed 168 people. McVeigh received a sentence of death, Nichols
received a life sentence.

World Trade Cenier Bombing

On February 26, 1993, a bomb exploded in the underground parking lot of the World
Trade Cenier in New York City, killing six people and injuring hundreds of others, Four
defendants were apprehended and prosecuted on the bllowing violations: 18 U.S.C. §5 33, 111,
371, 844(d), (f) & (1), 924(c), 1546, and 1952, Trial began in September 1993 and concluded in
March 1994 with convictions of all defendants. All defendanis received sentences that will
ensure their incarceration for the remainder of their lives.

A fifih defendant, conspiracy leader Ramzi Yousef, was a fugitive at the Ume of the trial.
He was subsequently apprehended and rendered from Pakistan in February 1995, By that point,
evidence had been developed concenming the involvement of Byad Ismoil. He was extradited
from Jordan. Youscefand Ismoil went to trial on World Trade Center charges in August 1997 and
were convicted in November 1997, They both received life sentences. The final defendant,
Abdel Ruhman Yasin, remains a fugitive.

Shetk Rahman's Conspiracy to Bomb New York Landmarks

On Augast 25, 1993, an indictment was obtained against Sheik Abdel Rahman and
numerous oiher defendants for conspiracy to bomb the World Trade Center, the United Nations
Ruilding, the Lincoln and Holland Tunnels, the New York headquarters of the FBI, and o
assassinate Egyptian President Hosni Mubarak, Some defendants were also charged with the
199G murder of Rabbi Meir Kahane. Violations of the following statutes were included in the
indictment: 18 ULS.C. §§ 111, 371, 373, 844, 924, 1114, 1117, 1302, 1346, 2231, & 2384, Trinf
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began in }émxaz}r 1993 and concluded in Getober 1995 with the conviction of 11 defendants. The
scntences on non-cooperating defendants ranged from 25 years to life.

- Muwita Alr Cuse

_ In January 1995, the U.S. lcarned of a plot based in Manila to bomb 12 commercial U.S.
jumbo jets flving Asian-Pacific routes. In December 1994, the conspirators had engaged in a test
on a Phillipines arrliner using only about 10% of the explosives that were to be used n each of
the bombs (o be planted on the U.S, airliners. The test resulted in the death of a Japanese
national on board g flight from the Philippines to Japan, Three defendants were prosecuted for
vialations of the following statutes: 18 U.S.C, §§ 32, 371, 751, 924(c), 2332, & 2332a. Trial
began in May 1996 and concluded in September 1996, The following sentences were
subsequently imposed: Ramzi Yousef (rendered from Pakistan}~hte; Wali Khan (rendered from
Malaysia}-awaiting sentence; & Murad Halam {rendercd from the Philippines)-life. There is
one remaining fagitive defendant, Khalid Shetkh Mohammad.

Bombing of Pan American Flight 103

The Department continues ¢ devote considerable resources to the sn-going prosecution
oftwo Libyan defendants charged with the bombing of Pan American Flight 103, en route from
London's Heathrow Alrport to New York's JFK Airport; on December 21, 1988, All
259 passengers and crew members on board, as well as 11 residents of the Scottish town of
Lockerbie, were killed. Ensuing investigation established that the bomb had been placed in the
airline baggage system in Maltg, on Air Malta Flight KM-180 to Frankfurt, where it was
transferred to Pan Am Flight 103A to London Heathrow and on to Flight 103, The investigation
developed evidence that the bombing was carried out by Abdel Basset Ali Al-Megraht and
Lamen Khalifa Fhimah, who were acting as officers or agents of the Libyan intelligence service,
known as the Jamahirya Security Organization (JSO).

On November 14, 1991, a 193-count indictment was unsealed in the District of Columbia
charging Megrahi and Fhimah with conspiracy, destruction of an aireraft, and murder. United
States v, Abdel Basset Al-Meprahi, Lamen Khalifa Fhimah, (D.D.C) No. 91-0645 (SH). On
the same date similar charges were announced by the Crown Office in Scotland.

The United Nations imposed sanctions against Libya pursuant to UN. Resolution 748
(March 31, 1992), which took cffect on April 15, 1992, in an effort to obtain compliance with
UN. demands emanating from Libyan involvement in the bombing of Pan Am 143 and the
Septermber 19, 1989, bombing of French airliner UTA 772 in North Africa.

On March 3, 1992, Libya filed applications with the International Court of Justice {ICI}
at The Hague, clatming that the United States and the United Kingdom had breached their
obligations to Libya under the Montreal Convention by failing to turn over to Libya the evidence
against the defendants for use in a Libyan prosecudion as required under the Convention, On
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February 27, 1998, the ICT handed down a decision rejecting the Preliminary Objections filed in
1995 by the United States and the United Kingdom to the junisdiction of the [Cl to decide the
issues raised by Libya, causing the case to proceed (o the merits phase. On March 31, 1999, the
United States and the United Kingdom {iled their Memorials on ihe menis of lhe case. Since
Libya surrendered the two defendants for trial before a Scollish court in the Netherlands on April
5, 1999, it is not clear whether Libya will file 2 Reply, as many now consider the ¢ase mool. .

In January 1998, the 11K asked the U.S. to join with it in proposing a Scottish trial (o be
held in ihe Netherlands. The Department was involved over the next seven months in
negotiations with Scottish prosecutors, the UK. foreign office, the 1.8, State Department, and
Dutch officials over this proposal. Notwithstanding this Department’s objections, the ULS.
ultimately agreed to the proposal. However, the Department was able to achieve some
modifications, to include a UN. Resolution setting forth the obligation of Libya (o provide
evidence o the court. The initiative was announced in August 1998.

On April §, 1999, the two Libvan defendants were delivered to the custody of Dutch
authorities in the Netherlands, and were immediately extradited to the custody of Scottish
authorities at the enclave in the Netherlands created {or the Scottish trial,

Department aliorneys from the Criminal Division’s Terrorism and Violent Crime Seotios
assisted Scottish prosecuiors in their trial preparations, including the handling of pretrial witness
intervigws (precognitions) of all U.S.-based witnesses and the processing of documentary and
physical evidence held within the United States.

On May 3, 2000, trial began al Camp Zeist, presided over by Lord Sutherland and three
other High Court Judges sitting as the Scottish Court in the Netherlands. TVCS hashad a
continuing presence at the irial and continues o provide assistance as needed.

African Embassy Bombings

On August 7, 1998, at approximately 3:20 am., EDT, large vehicle bombs were
detonated outside the U.S. Embassics in Nairobi, Kenya, and Dar es Salaam, Tanzania, Eleven
Amgcricans were killed in Nairobi. There were beavy casualties among Kenyan civilian, and
some foreign service nationals employed by the U8, Embassy were killed. In Dar cs Salaam, no
Americans were killed but four were injured. Scveral foreign service nationals who worked at
the Embassy were killed.

In the immediate aflernath of the bombings, TVCS and the U.S. Altorney’s Office for
the Southern District of New York {SDNY) deployed altorneys 1o both bombing locations.
TVCS alsa covered FBI SIOC. Once the initial investigation confirmed the involvement of the
UJsama bin Laden (UBL) organization, SDNY assumed the prosecutonial lead responsibility, as
UBL was already the subject of indictment in that venue. SDNY has charged 16 defendants in
this easc, Five defendants are in custody in the U.S, and three olhers are under arresi, pending

&

AT



!
extradition from the UK. Trial is scheduled to begin in January 2001,

Millensium Threat

On December 14, 1999, Algerian citizen Alimed Ressam was arrested by US, Customs
authorities as he sought to enter the United States at Pont Angeles, north of Seattie, Washington,
The arrest was bascd on discovery of four tming devices and a substantial amount of explosives
in the trunk of Ressam’s vehicle, The only components nussing o achieve the detonation of one
to four powerful explosive devices were readily available batteries. Ressam was indiially
indicted on charges of itlegal transportation of explosives in foreign commerce and false
statement to Customs agents. On January 20, 2000, a superseding indictiment was returned
¢harging Ressam and Abdelmajid Dahoumane with explosives, false statermment, and false
documents violations as well as violations of 18 U.S.C. §§ 33, Placing an Explosive in Proximity
to a Termunal, and 2332b(1)(B), an Act of Terrorism Transcending a National Boundary.
Dahoumane, who is also wanted by Canadian authorities, 15 a fugitive. Tral is set for March 12,
2001 in Los Angcles, California. '

© Material found on Ressam's person linked him to Abdel Ghani Meskini (Ghani}. On
December 30, 1999, Ghani, who was in the ULS. illegally, was taken into custody pursuant to a
complaint filed that day in the Southern District of New York alleging that he concealed his
material suppaort of Ressam’s efforts to viclate federal explosives laws (18 ULS.C. §§ 2330A &
844(1)) and that he trafficked in and used fraudulent access devices, including credif and bank
cards {18 U.S,C. § 1029(a)(2) & {b){2)). The complaint specifically alieged that during the
periad from December 11-16, 1999, Ghani traveled (o and stayed in the Seaitle area for the
express purpose of meeting Ressam. In addition, SDNY indicted Mokhtar Haouari for violations
of 18 U.S.C. §§ 371, 1028(a)(2), (b)(1), (bX4}, (o)1), {c}3}, and (), 102%(a}(2} and (b}{2), and
2339A. Mokhtar waived extradition proceedings in Montreal and 15 in custedy in the Southern
District of New York.

Bombing of the USS Cole

On Qctober 12, 2600, at approximately 11:22 am., the USS Cole was attacked while
refucling oft the coast of Aden, Yemen by a small boat containing explosives . The explosion
blew a forty foot square hole in the USS Cole, kifling 17 U.S. satlors and injuring 39, A large
contingent of FBI agents was assigned to the investigation, and deployed to Aden. The Yemeni
government inttiated its own investigation, and balked at the presence of FBI agents and at the
suggestion of a joint investigation. As a resuly, the FB1 was hmited in its attempt (o pursue an
indeprendent nvestigation of the erime seene, but has interviewed surviving American satlors
who witnessed the attack, processed some of the evidence provided by the Yemeni authoritics,
and received results of the Yement investigation. Through the ¢fforts of the Departinent, the
U.S. successfully negotiated and signed guidelines for a joint investigation, and these guidelines
are currently being implemented,
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Other Pending Cases ;

Other examples of ongong wternational (ervorism cases include, the Raghed case in the
District of Columbia, which stems from the bombing of Pan Am Fhight 830 1n 1982, and the
Brothers to the Rescue case in Miami.

1V.  State of Affairs Toeday

As mandated by PDD 62, the Diepartment 15 involved in the development of mvestigative
and prosccutorial sirategies 1o address the problem of fundraising within the United States in
support of the terrorist aclivities of foreign ferrorist organizations. The Department plays a
leadership role in the NSC CSG subgroup which addresses this area,

The Department devotes considerable effort 1o work with the Secretary of State and the
Secretary of the Treasury to designate foreign terrorist organizations (FTOs) which are subject to
the fundraising restrictions enacted as part of the Antiterrorism and Effective Death Penaliy Act.
Such designations have a life of two years at which point they must be redesignated or, by act of
law, dissolved. In 1997, TVCS took the lead in the initial round of designations and devoted
exiraordinary resources 10 the designation of 30 FTCGs, In 1999, TVCS participated in the
redesignation of 27 FTOs and the designation of one additional FTQ. Since then, one additional
FTO has been designated and several others are under consideration, The on-going efforts 1o
designate FTOs as well as the need to redesignate FTOs every 2 vears require the continued
dedication of experienced resources for this function,

The Criminal Division’s responsibility for weapons of mass destruction (WMD)
preparalion - a function of nationa! importance - is outlined in PDDs 39 and 62 and the Five-
Year Plan. {n addition, the Nunn-Lugar-Domenici Act of 1996 mandates extensive Executive
Branch preparatory activity relating to a patential WMD attack and provides new authorities for
responding to such acts. The Department continues to identify areas where improved WMD
authorities are required and develops the requisite legislative or regulatory proposals. For
example, in FY 2000 the Department drafled legislation designed to improve the government’s
ability to provent biological terrorism attacks. Similarly, analysis of the sufficiency of curreni
federal quaranting law and the subsequent initiation of efforts with HHS (o improve federal
guarantinc authority is on-going: The Department is also engaged in aclive coordination with
other agencics, incleding particularly DOD, in the resolution of conflicling views between the
military and law enforcement conceming appropriate procedures and authorities for WMD
prevention and response capabilities.

V. Next Steps
The level of resources devoled 1o counterlerrorism efforis must match the high priority
given to this issuc. Any reduction in resourees assigned for the prosecution of International and

doemestic terrorism cases will seriously impede ULS. national policy, e.g., as sel forth in PDDs 39
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ard 62, to brng terrorists to justice regardiess of when or where they are found. Because of the
significance of these cases, the need for a uniform approach, and the expertise required to address
the unigue intelligence and other issues that arise, i is essential thal the Depariment of Justice
continue 1o centralize policy and enforcement efforts at headguarters, and that TVCS continue to
have primary responsibility for this funcfion at the current or enhanced level.

Federal, stale and local agencies have developed crists and conscquence management
plans 16 respond 1o @ variety of critical situstions, including terrorist acts. State and local
goveramients continue to modify their gxisting emergency response plans to address terrorist
incidents. This process should be completed as scon as possible, and federal, state and local
plans should be integrated so that in the event of a terrorist incident, all jurisdicttons and
individuals involved in the response and mitigation can work together in a jointly planned, fully
integrated effort. By educating themselves as to the scope and provisions of cach agency’s and
Junsdiction’s plan, and by exercising and training together, these entities can learn o work
effectively topether and enhance our overall readiness.

We must make every efforl to prepare to identify and respond te the conscquences of a
WMD attack, should one occur, To do so, we must continue 1o assist state and local authoritics
to train and equip first regponders and emergency workers. These efforts should include a
concentrated effort to train and equip medical and public health personnel and to sirengthen the
existing public health infrastructure, particularly the surveillance system, so that we are more
likely to deteot a surreptitious biological attack.

The Five-Year Plan outlines specific steps we can take o safeguard public safety by
improving state and local capabilities. These steps include increased communication and
intelligence sharing among federal, stale and Jocal law enforcement agencies; increased training,
planning and ¢quipping of first responders and emergency personnel o address terrorist acts
involving WMDs; enhancement of sirategically placed resources to enable local medicat
providers to quickly and safely treat victims of WMD attack and protect others af risk; and
enhancement of public health systems and resources to detect and respond to WMD attacks.
Working in partnership with state and local officials and emergency responders, we will cazxzmtzc
to refine and augment these objeclives through the annual updating process.

Our counter-terrarism efforts must also include protection of our critical infrastructures,
those vital networks of independent, interdependent, mostly privately-owned, systems and
processes that work together to produce and distribute a continuous flow of essential goods and
services, Aceording to The President’s Commission on Critical Infrastructure Protection, these
infrastructures are deemed critical because they are “so vital that their incapacity or destruction
would bave a debilitating impact on cur defense and economic security ... .7 The Commission
identificd cight critical infrastructures: transportation; oil and gas produciion and storage; water
supply; emergency services (police, fire, medical); govermnent services; basking and finance;
electrical power; and telecosmmunications. Mast of our nation’s critical physical infrastructure is
privately owned, making pastnerships between the public and private seciors vital to its
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maintenance and protection. PDD 63 cutlines comprehensive steps to be faken nationwide 0
achicve and maintain the ability o protect our nation’s critical infrastructures from intentional
acts, including terrorist acts, o disrupt their operations,

Technological development has ¢ significant rale 1o play in proteciing U.S. citizens and
asscis front the terronist threal, Technology is a vital too! to be used in conjunction with
intelligence gathering, law enforcement and other activitics to safeguard U.S. persons and
interests both within the U.S. and abroad. While there is no technological “fix™ for terrorism,
many terrarist acts, particularly against fixed targets, can be deterred, prevented or mitigated by
judicious use of technical toals.

A number of agencics are engaged in independent research and development efforts,
consistent with thelr individual agency missions, which relate to our nation’s overall counter-
terrorism strategy. In addition, agencies pursue joint rescarch and development projects 1o
develop technologies which further their individual agency goals; these jaint efforts aliow them
to leverage thefr resources for greater gaing than they might achicve independently. Some of
these joint efforts impact on our overall counterterrorism R & D goals. There arc a number of
working groups and other mechaniems in place which enable agencies involved in rescarch and
development to exchange ideas, keep abreast of each other’s progress, and minimize duplication.
Efficient management of (hese various research and development efforts will spur progress
toward targetsd areas of need identified by federal, state and local officials and by the responder
community,
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b. Submission by the Federal Bureau of Investigation

Bringing Terrorists (0 Justice:

On Movember 11, 1999, Director Frech announced the creation of a Counterterrorism
Division to consolidaie all FBI counterterrorism initistives, formerly under the National Security
Division, into one division. To effectively accomplish the Counterterrorism's mission, the FBI
divides this program into four components; the Intermational Terrorism Program, the Domestic
Terronsm Program, the National lnfrastructure Protection and Computer Intrusions Program, and
the National Domestic Preparedness Office.

Undor Title 28, UL.8.C,, Scetian 333, the Attorey General "may appoint officials to
detect and prosecute crines against the United States.” This statute confers on the Attorney
General broad general investigative authority with respect to federal eriminal offenses.
Historically, the Attorncy General has consistently delegated that investigative authority 1o the
FBI for all crimes not otherwise assigned by Congress to another agency. This delegaiion was
officially published under 28 C.F.R. O.88, which also provides in paragraph (I) that the FBI
should "exercise lead agency responsibilities 1n investigating all erimes for which it has primary
or concurrent jurisdiction and which invelve terrorist activities or acts in preparation of terrorist
activities within the statutory junisdiction of the Umited States.”

Various statutes give the FBI authority to investigate terrorist crimes committed overscus.
Chief among these are the Comprehiensive Crime Control Act of 1984, which created a now
section in the U.S. Criminal Code for Hostage Taking, and the Omnibus Diplomatic Security ad
Anti-terrorism Act of 1980, which established & new statute pertaining to terrorist acts conducted
abroad against U.S. nationals and/or iis interests {Extraterritorial Terrorism Statute).

In the aflermath of the Oklahoma City tragedy, Congress passed the Anti-Terrorism and
Effective Death Penalty Act on Apal 24, 1996, which bolstered federal powers to fight terrorism
and Hmits appeals by death row inmates. The House-Senate compromise on the bill stipulated a
ban an fund-raising activities in the Uniled States by terrorist-linked organizations and outlined
provedures to expedite deportation of aliens convicted of felonies.

The FBI's role as a lead agency in terrorism matters is further supporied by Presidential
Decision Directive (PDD339 and PDD-62. PDD-39 sets forth the U.S. CT policy and outlines
the FBI's jurisdictional responsibilities in relation to teveorism. PDD-39 also grants the
Department of Justice, acting through the FBI, responsibility for leading operational response to
a WMD) incident. Moreover, the FBI is responsible for investigating acts of terrorism.

The FBI's role as lead agency relating to Critical Infrastructure Protection comoes from
PDD-63, from the Computer Fraud and Abuse Act, 18 U.S.C. 1030, Executive Qrder 12333
{which sefs oul the regponsibilities of the U8, Intelligence Community), and from statutes that
grant the FBI authority to investigate possible vielations of criminal law, terrorist activities, or
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possible serrorist activities. in PDD-03, the President directed that the Natienal Infrastructure
Protection Center (NIPC) serve as a national critical infrastructure threat sssessment, warning,
vulnerability, and law enforcement investigation and response entity.,

The National Domestic Preparedness Office (NDPO) draws s authority from the United
States Atlomey General who, in October 1998, announced the office's creation afler conferring
with the National Secunity Council, the FBI, and with over 200 state and local level emergency
responders. The NDPO recerved Congressional authonzation in November 1999 through
Commaerce/Justice/State Approprations for Fiscal Year 2000,

As a direct result of terrorist bombings s the late 1970s and carly 198G, the first Joint
Terronsm Task Foree {JTTF) was established tn New York City, JTTEs currently exist i 29
FBI Field Offices whers over 300 FBI Agents work side by side with aver 430 local, stale, and
other federal law enforcement personnel.,

The FBI's Counterterrarism Center, the forerunner of the Counterterronsm Division,
supports and ndvises ongeing field investigations; revicws raw information and disseminates
finished reports and alerts; expedites threat/warning/law enforcement information to other U.S.
Government agencies and organizations. 1t also manages the National Threat Warning Systom
{(NTWS), which provides warnings fo over 40 U.S. Government agencies, to over 17,000 law
enforeement agencies, and to over 100,000 private sector seeurty personnel. There are surrently
18 federal agencies participating in the FBI's Counterierrorism Center,

World Trade Center Bombing

In February 1993, a massive explosion at the World Trade Center in New York City
killed six people, injured 1,042, and caused over $500 million in damage. Two days after the
explosion, investigators dentified the vehicle which carried the explosive device into the parking
garage, a discovery which eventually led to the arrests of four of the perpetrators. In March
1994, a jury in the Southern Distnict of New Yeork convicted Muhammad Amin Salameh, Nidal
Ayyad, Mahmud Abouhalima, and Ahmed Ajaj for their roles in the bombing. They were each
sentenced to 240 years in prison. Ramz: Yousef, another bombing suspect, was arrested in
Pakistan by the FBI and returned 1o the U.S. He and Eyad Mahmoud Simail Najim were
convicted for their roles in the bombing, and each were sentenced to 240 years in prison.

Oklazhema City Bombing

On April 19, 1995, the Murrah Federal Building in Qklshoma City was destroved by a
bomb blast that taok the lives of 168 innocent men, women, and children, and wounded over 700
others. On August 10, 1945, Timothy J. McVeigh and Terry Lynn Nichols were indicted by 1
{ederal grand jury in Oklashoma City, charging them with conspiracy te usc a weapon of mass
destruction, use of a weapon of mass destruction, destruetion by explosive, and eight counts of
first degree murder. On Friday, June 13, 1997, Timothy McVeigh was sentenced to death afler
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having been found guilty on all counts. On February 26, 1999, Terry Nichols was convicted of
conspiring to use weapon of mass destruction and ¢ight counts of tnvoluntary manshaughter and
sentenced to life in prison without parole. Michael Fortier, the third person charged in
connection with the bombing, was a koy witness at both irials. He was senlenced to twe years in
prison.

UNAROMB

Beginning on May 25, 1978, the FBI began a 1 7-year investigation into 16 improvised
tombs mailed or placed during this period. The bombings resulted in three deaths and 23
imjuries to people throughout the ULS, In February 1996, the FBI received information on the
passible involvement of Theodore . Kaczynski, a former professor of mathematics ot the
Universtty of California at Berkeley, who was a recluse living in Lincoln, Montana. In April
19906, the FBI and the Bureau of Alcohol, Tobaceo, and Firearms obtatned a search warrani, and
Kaczynski was subsequently arrested duning the search. On June 18, 1996, 2 ten~count
indictment was returncd against Kaczynski, charging him with four bombings that killed two
individuals and injured two others. On Qclober 1, 1996, a three-count indictment was seturned
against Kaczynski, charging him with a bombing that killed one individual. At the beginning of
his trial, Kaczynski agreed 1o an unconditional plea of guilty 16 all of the charged acts as well as
bombings for which he was not formerly charged. He was sentenced on May 15, 1998, o life jn
prison with no chance for parole.

UBL/KENBOMB/TANBOMB

On August 7, 1998, the 1.8, Embassies in Nairobi, Kenya, and in Dar es Salaam,
Tanzania, were destroyed in simultancous suicide truck bomb attacks. The attacks resulied in the
deaths of 225 people, the injury of 4,735 people, and the launch of the largest overscas
investigation in FBI history. Currently, there are three ongoing simultancous criminal
investigations: one casg concerning Usama Bin Laden (UBL) and his Al Qaeda erganization; one
case concerning the Nairobi bombing which, resulied in the death of 12 ULS, persons; and one
case concerning the Dar ¢s Salaam bombing, which resulted in the injury of 12 U8, persons. Te
date, 3 total of 17 subjects, including UBL, have been charged in these criminal cascs, ning of
whom are incarcerated {31x in the United States and three in the United Kingdom), while the
romaining gight are fugitives,

ADENBOMB

C On 19/12/00, 3 smalt fiberglass boat exploded next to the U.S. Naval Destroyer U.5.5.
Cole while 3 was in the process of refueling in the Port of Aden, Yemen, The explosion caused
1 40-foot large gash m the port (left) side of the shup. In cooperation with (he Department of
Defense and the Department of State, the FRI immediately began o deploy investigative
personnel 1o Yemen, and established a 24-hour command center at FBIHQ, wihich is staffed with
representatives from numerous federal agencies. Command centers have also been established at
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the New York and Washington Freld Offices and in Aden, Yemoen, The investigation 1s being
conducted jointly with Yemeni authorities,
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C. ubmission by the Office of lustice Provrams

BRINGING TERRORISTS TO JUSTICE

Backgrennd

There are several perspectives that must be taken into account when focusing on bringing
terronists to justice. Agencies within the Office of Justice Programs {OJP) have varying
responsihiiities. First, we have an obligation to support those law enforcement and other first
responders who must be prepared for and respond 1o an incident of mass destruction and
casuslty. And, second, we have no less an obligation to support the victims of such crimes,

On April 30, 1998, the Attorney General delegated authority to the Office of Justice
Programs (OJP} to administer new state and local domestic prepusedness programs for the
Depariment of Justice. On August 21, 1998, OJP created the Office for State and Logal
Domestic Preparedness Support (OSLDPS) to deliver financial and technical support (o first
responder communitics across the-nation.

The Cffice for Victinis of Crime (OVCY works to meet the needs of victims of crime by
funding a network of victim service providers, helping communtiies respond to crises, funding
state compensation and assistance programs, and ensuring that victims’ yoices are heard. In
recent years, the federal government has been called upon to play a larger role in mitigating and
responding to all types of human-caused violent events and disasters.

Historically, through its Community Crisis Response {CCR) program, OV has funded
services to communities that have sulfered crimes resulting in multiple victimizations or
comumunity-wide trauma. For example, OVC's CCR program promptly deployed crisis response
teams te Oklahoma City after the 1995 terrovist bombing of the Alfred P. Murrah Federal
Building. Bused upon the lessons learned in working with victims in Oklahoma City, OVC
reteased the repont, Responding 1o Terrorism Victims, Oklahoma ity and Beyond, which
identifies the spectal measures needed (6 protect the rights and meet the needs of victims of 2
large-scale terrorist atlack invelving mass casuaities. In particular, the Report emphasizes when
the federal government responds (o acts of terrorism involving massive casualtics, victims” rights
must be upheld, and victims’ shorl- and long-term emotional and psychological needs must be
met.

Major Goals and Guiding Policies

First Responders

The primary mission of QJPF/OSLDPS is 1o develop and implement a national program to
enhance the capacity of state and local agencies to respond to weapons of mass destruction



{WMD) 1erronist incidents through coordinated training, equipment acquisition, technical
asststance, and suppart for siate and local exercise planning,

Under this initiative, OJP/OSLDPS is focused o five interrelated arcas: equipment
agquisition, training, exercises, lechnical assistance, and engaging the fiekl,

Victims

In 19906, the President signed the Anti-terrorism and Effective Death Penalty Act into
law. The act authorized OIP"s Office for Victims of Crime to assist viclims of terrorism by using
montes from the federal Crime Victim Fund to pay for emergency medical and psychological
services for victims, victim advocacy throughout the erimnal justice proceedings, and limited
financial compensation for costs incurred by victios as a result of terrorism.

In the past, OVC's goal was to provide short-tetm training and technical assistance to
communitics in crisis. However, experience has demonstrated that every community would
benefit by having its own cxtensive community-based responsc plan. Since 1996, OVC has
worked to help states and communities accomplish this by helping them prepare erisis response
plans that include local and state-based emergency counseling and mitervention and long-term
mental health services for victims and surviving family members. Where states already have the
personngl, resources, and teams 1o respond to major crises, OVC 15 encouraging them to develop
strategies to ensure victims are provided long-torm services.

Of course, torrorist acts against Americans also ocour beyond our nation’s borders - two
noterious examples are the embassy bombings in Kenya and Tazania, and the Pam Am 103
bombing over Lockerbie, Scotland. The Justice for Victims of Terrorism Act, signed into law in
2000 by President Clinton, enables OV to provide more assistance to these victims by
expanding the types of assistance for which the Victims of Crime Act {VOCA} emergency
reserve fund may be used, and the range of organizations to which assistance may be provided.
These changes will not require new or appropriated monies; they simply allow OVC greater
flexibility in using existing reserve funds to assist victims of terrerism abroad. The act
authorizes OVC o raise the cap on the VOCA emergency reserve fund from 350 million to $100
million, s that the fund is large cnough te cover the extraordinary costs that would be incurred if
a lerrorist act caused massive casualties. Together, the 1956 Victims of Terrontsm Act and the
2000, Justice for Victims of Terrorism Act bave enhanced the federal government’s capacity to
respond quickly and effectively to the needs of victims of terrorist act, whether that act occurs
within or beyond our national borders.
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Review of Major Activities and Accomplishments

First Responders
Funding

QIPAOSLDPS funds state and local agencies 1o enbance the nation’s first responder
capabilities through equipment scquisitions that will help the first responders’ response 10
incidents of domestic terroristm invelving chemical and biclogical agents, as well as radiclogical
andd explosive devices.

In FY 1998, OIP/OSLDPS awarded its firgt cquipment grants totaling $11,857,720 under
the State and Local Domestic Freparedness Eguipment Support Pragram. The 120 largest
jurisdictions in the United States were eligible to apply for FY 1998 funding. Competitive grant
awards were made to 41 jurisdictions o purchase equipment in four calegories—personal
protection, decontamination, detection, and communication.

In FY 1999, OSLDPS developed two levels of grant equipment programs that were
atmed 10 cover more of the country. The FY 1999 equipment grants reached out and funded
couniics and siates that weren’t receiving grants from other programs. The first grant equipment
program, FY 1999 County and Municipal Agency Domestic Preparedness Equipment Support
Program provided direct granis totaling $30.7 million 1o 157 of the most populated cilies and
countics in the nation for the procurement of basic defensive level equipment. Also, in FY 1999,
OIP/OSLDPS awarded $51.8 million through s State Domestic Preparadness Egquipment
Program 1o the nation's 50 states and the District of Columbia to purchase personal proteciive,
chemical, biological, and radiological detection, decontamination, and communications
equipment. This funding is administered by a governor-designaled state agency. In FY 2006,
territorics were also included in the State Domestic Preparedness Eguipment Program.

To gualify for OSLIDPS assistance, the states, ermtories, and the District of Columbia are
required to develop a Needs Assessment and a Three-Year Statewide Domestic Preparcdness
Strategy to plan the allocation of OJP and other resources. A Web-hased data collection ool was
created to allow states and local jurisdictions to submit their assessmient data and statewide
strategic plans en-ling. To assist in this effort, OJP/QSLDPS released the following publications:
State Domestic Prepuredness Equipmeni Program Assessment and Strategy Development Tool
Kit, and Guidance for the Development of o Threa-Year Statewide Domestic Preparedness
Strategy. FY 2000 and FY 2001 State Equipment funding will be awarded afler OJPAOSLDPS
receives a completed Needs Assessment and Statewide Domestic Preparedness Sirategy from
cach state. The 50 states will receive a total of §70, 103,000 in equipment grants through FY
2000 funds. It is projected that states will recetve $78.4 million in FY 2001,

The Equipment Training Support program, a partnership with Pine Blufl Arscnal, was
designed to wmsure that jurisdictions purchasing equipment under the OJP/OSLDPS equipment
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acquisition grant program recgive proper ratsing in the operation and maistenance of the
equipment purchased, '

OJP/OSLDPS addressed the ssue of interoperable communications through a FY 1999
$4 million grant to IPS Communications, which provided a complete, sell-comained, and
ransportable communications interoperability package to local emergency response agencies 1
12 selected jurisdictions. Once the systems are in operation, OIP’s National Institute of Justice
(N1I) will evaluate the program and compile a report of its findings.

Fraining

The National Domestic Preparedness Consorttum (NDPC) was formally organized on
June 11, 1998 1o bring together the various entities receiving funding under OIP’s domestic
preparcdness iaitiative into a singular, coordinated, and integrated training program. On
Consortium member, OIP’s Center for Domastic Preparedness (CDP) was established as an OJP
component on June 1, 1998 and operates as part of QIP/QOSLDPS. Over 60,000 first responders,
including firefighters, law enforcement, EMS, HAZMAT, and emergency management
personnel, were trained through QIF/OSLDPS programs in the areas of awareness, technician,
aperations, and terrorist incident command. Currently, OJP/OSLDFPS offers 16 domestic
preparedness training courses and has praduced three videos for use by public safety officials,
QIPAOSLDPS s developing additional courses and videos.

Exercises

In May 1969, OIP/OSLDPS convened a conference in Chantilly, Virginis to plan an
gxercise to respond to a major domestic terrorism incident, Conference participants included
first responders, practitioners, and emergency management officials from federal, state and local
agencies, wha recommended that the exercise had 10 be a multi-site, mulii-threat exercisc to
“stress the system’” that responds 10 such incidents. 11 also had to involve the panticipation of
Cabinet-level and other key federal officials. Excrcise planning was based on meeting objectives
articulated at this conference. -

In May 2060, OJP/OSLIDPS worked with more than 25 federal organizations (o conduat
TOPOFF 204G, the most comprehensive counterterrorism exercise conducted to date in America,
The exercise smulated a chemical weapons attack on Partsmouth, New Hampshire and a
biological attack on Denver, Colorado. More than 1,000 federal, state, and local officials
participated in the exercise, which was co-chaired by the Federal Emergency Managemeoent
- Agency. A coordinated exereise was also held in the Washington, DO metropolitan ares,

TOPOFF 2000 was conducted to assess the ability of the federal, state, and local assets
working together lo mitigate the consequences of a WMD attack, The excreise spanned a
10-day period during which local, state, and federal personnel were chalienged to employ the
measurses they normally would in the event of a real incident or attack nvelving chemical or
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biological agents. An afler-action report detailing the fessons feamned and making
recommendations for future counterterronsm activilies will be released in carly calendar year
2001, A second TOPOFF exercise is being planned for 2002,

OIP/OSLDPS assisted the City of Seattle, Washington i the SEAKING 2000 exercise.
As a result of this exercise series, Seattle’s capability to respond 1o a WMD cvent has heen
greatly enhanced. GIP/QOSLDPS is currently working with the City of New York, Now York to
develop a biological incident response plan. These exercises will continue in 2081,

Techuical Assivtanee

Through OJIF/OSLDPS techimeal assistance programs, states and local ageneics arc able
10 recetve assistance on
VI nceds assessment of threat, vulnerabilitics, response capabilities, and rosponse
Vil. response plans
Yill.  excreise scenarto development and evaluation
IX.  siate strategy development and implementation.

Engaping the Field

State and local capacity butlding requires histening 0 and working with the state and local
communitics and the entire emergency respouse community to formulate and goide program
activities, OIP/OSLDPS works as & partner with those o the front hines of WMD response.

This outreach takes two forms, mectings and conferences and assessments. QJP/OSLDPS has
held several conferences — National Stakehelders Conference {August 1998 and May 1999},
State Terrorism Policy Summit (NGA/NEMA), Exceutive Session (Kennedy School of
Government, Harvard University), Regional Policy FY 2000 Conferences (NGA/NEMA), and
Execative Training for the National Shenff's Association-to focus policymakers on WMD
ISEULS.

Asscsaments are an cssential means for gathering information, oaderstanding the corrent
state of readiness among states and localities, and for helping guide program direction and
development, including decisions for prioritizing and allocating the resources {training,
equipment, and exercises). Assessments ensure that measures taken 1o reduce vulnerabilities are
justifiable and that resources are appropriately targeted. Formal assessments have been largely
absent fron most federal programs directed at addressing WMD terrorism. OJP/OSLAIPS is
changing that, During FY 1999, QJIP/GSLDPS undericek a major, two-phase nationwide needs
assessment. Phase | of this assessment entitled, Rasponding 1o Incidents of Domestic Terrorism:
Assessing the Needs of State and Local Jurisdictions was released in June 1999, Phase [ of the
report was released in March 2000,

OJP/OSLDPS is currontly focused on ihose assessments at the state and logal levels, As
part of the OJP/QSLIDPS FY 1999 State Domestic Prepuredness Equipment Program, giates will

5



be required to conduct individual needs and risk assessments and, using the information
gathered, develop individual state stralegies addressing issues of training, cquipment, and
technical assistance needs, These assessnients, colleciively known as the OSLDPS State
Domestic Preparadness Eguipment Program Noeds Assessment and Strategy Development
Initiative, will result in detailed information for cach of the 50 states. In FY 1999, (0 assist states
m completing tus project, OSLIDPS provided both planning grants and technical assistance,
mcluding assessment tools and instruments.

These OSLOPS stue-based necds assessments are intended to provide a national survey
of the current WMD response environment, Working closely with other {ederal agencics,
including the Ceniers for Disaase Contrel and Provention {CDC) and the Federal Burcau of
Investigation {FRI}), OSLDPE will engage city, county, and slate emergency managers, law
enforcement officers, and public health officials to help individual junisdictions pinpoint
vulnerabilities and develop plans for countering WMD terronism. The assessment results will
serve not only as a1 rondmap for prograre planning, but also as a benchmark for measunng
program effectiveness. Each state, as part of s responsibilities under the OSLDPS FY /999
Eguipment Progrum, will use the assessments as the basis for developing a Three-Year Strategy,
which will be carried out in 2001. To factlitate the process, OSLDPS sponsored a series of
regional workshops,

Victims

. In the wake of the bombing of the Alfred P. Murrah Federal Building in Oklahoma City,
OVC funded three crisis response tcams that debriefed and trained more than 1,000
emergency responders, teacher, and school children.

. Prior to the 1996 Summer Olympics in Atlanta, Georgia, OVC provided fimds o train
victim advocates and volunteers on national and international crisis intervention and
response, including instruction from experts on how to assist Joreign nationals victimized
in the United States. After the bombing during the Olyrmpics in Centennal Park, these
advocaies were instrumental in ensuring that victims received needed services.

. In Littlston, Colorado, where hundreds witnesses the brutal murder of g teacher and
classmates, OV funded, mobilized, and trained emergoney service providers and mental
health counselors (o sorve hundreds of students, parents, schoal officials, and other
community membors,

. In the aftermath of the simulianeous bombings of 2 U8, Embassics in East Africa on
August 7, 1998, QVC worked with many different federal agencies including the .S,
Departments of State, Defense, Labor, Health and Haman Scrvices, the Office of
Personne! Munagement, the Agendy for Intemational Dovelopment, and the Central
Intelligence Agency to ensure that information, benefits, and services are made availubie
ta the vielims of those attacks.
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Following the bombing of Khobar Towers in Dharain, Saudi Arabia, OVC used #s new
authority under the Antiterrorism Act to ensure thal the survivors of the 19 military
service members kifled in that attack were aware of compensation and assistance benefiis,
OV, in conjunclion with the U8, Attorney’s Office in the Distriet of Columbia,
gstablished a 1-800 line for the fumilies and the other victims to call for current
information about the case investigation and status of the alleged terorists.

’ OV established a Training and Technical Assisiance Center {TTAC) that servesas a
centralized access point for informaiion abowt OVC's training and lechnical asgistance
resources: TTAC provides rapid response to commuiities affected by a major orisis
involving multiple victims through the Community Crisis Responsc program., TTAC
also promotes information sharing and networking opportunities ansong adminisirators of
federal, state, tribal, and local service agencies to improve responses (o viclims of mass
viclence through organizing state, regional, and national conferences, sponsoring focus
groups, and developing publications and videos.

State of Affnirs Teday

OIT/OSLDPS and OV continue:

. to develop and dediver domestic preparedness courses for first responders,

. to work with staie and local communities regarding equipment acquisition,

. to support state and local coramunities in enabling them test domestic terronism response
© plans, and

. 1o incorporate emergency- and long-term victim gervices into preparedness strategies and
t traming.
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Crime, Washington, DC, February 11, 1999, “Assisting Victims of Terrorism,”

3. Testimony of Curlis H. Strauds, Director, Office of State and Local Domestic Preparednoss
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Enforcing Federal Laws, Protecting American Consumers
and Taxpayers, and Representing the Federal Government
| in Judicial Proceedings



A, Enforcement of Civil Rights Laws

I Submission by the Civil Righis Division -

The Civil Rights Division of the Department of Justice was established in 1957 following
enactment of the first civil rights statutes since Reconstruction. Since iis ereation, the Division
has grown dramatically both in size and responsibility. The Civil Rights Division continues to
serve as the Federal Government’s chief guardian of the civil rights laws of the United States,
The federal civil rights laws are historic legislative achievements that address the inequality and
unfairness imposed on too many of our people on the basis of race, sex, disability, religion,
national origin, familial status, and citizenship status, But these laws mean nothing unless they
are faithiully exccuied. When the dedicated and talented lawyers and staff of the Civil Rights
Division vigorously enforce these laws, they honor a sacred pledge to our nation to provide equal
justice under law,

Dhuring the past eight years, the Depantment has honored that pledge. Together, the
Attorney General, the Division, the Community Relations Service and other components have

* worked to firther the Department’s mission in cach area of our jurisdiction, with particular

emphiasis on police misconduet, hate crimes, disability rights, fair lending, and protecting the
vating rights of all Americans,

Police Misconduct. The Division played an integral part in the Altomey General’s
Police Misconduct Imtiative, created 1o coordinate Depariment-wide civil enforcement offorts in
the area of police/community relations. The remarkable decrease in crime in many areas of the
country has, unfortunately, been accompanied in some comemunities -~ particularly minority
communitics -~ with a decrease in condidence in the police. Many residents believe that law
enforcement is biased, disrespectful, or simply toc aggressive. When people do not frust their
local police officers, they are less willing to report crime and to be witnesses in criminal cases,
and cncounters between citizens and police officers gencrate more tension, The Division worked
o rebuild the bond of trust between law enforcement and the comm uni;iés they serve by
addressing police misconduct in several ways.

Crminal Enforcement. Working with the FBI, the Division investigates hundreds of

“individoal allegations of misconduct by police and other law enforcement officers for viclations

of eriminal civil rights laws around the country. Since 1993, we have criminally prosecuted
more than 350 law enforcoment officers for willful vielations of constitutional rights, and
oblained convictions of over 200, .

Pattern and Practice. Second, under authority created by Congress in 1994, the Civil
Rights Division investigates cases in which we receive significant allegations of a pattern or
practice of misconduct, including the excessive use of force. From 1995 - 2004, the Division
conducted approximately twenty hivestigations and brought five lawsnits pursuant 10 the police
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misconduct provision of the Violent Crime Control and Law Enforcement Act of 1994, We
ghiained consent decrees to remedy systemic misconduct such as excessive force, false arrest,
and improper searches and scizures by municipat police departments in Pittsburgh and
Steabenville, Ohio that cstablished guidelines for training, supervision, digcipline and complaint
procedures. The Division has also entered into a congent decree with the City of Los Angeles
which is pending before the district court. In addition, the Department filed suit against the
Columbus, Ohio police department, alleging a pattern or practice of civil rights vielations.
Investigations of the Washington, DC and Detroit, Michigan police departments are underway,

Several of pur investigations into alleged patterns or practices of police misconduct have
involved allegations of discriminatory traffic and pedestrian stops - often referred to as racial
proftling. Discriminatory stops by law enforcoment of minonities traveling on highways or in
urban arcas are incompatible with fundamental notions of equal justice, and further erode trust.
between police and the community. Our investigation of discriminatory traffic enforcement by
the New Jersey state police led to a consent decree that emphasized non-discriminatory pelicies
and practices as well as improved data collection, training, supervision, and monitoring of
officers. The Department reached a similar agreement with the Mantgomery County, Maryiand
Police Department. g

Fair BEmployment Practices. Third, we worked (o bring about positive change in law
gnforcement through emplovment diserimination hitigation. Breaking down barriers that unfairly
deny talented women and people of color the opportunily 1o serve is key 1o ereating
high-performing law esforcement teams. Title VI of the Civil Rights Act of 1964 prohibits
discrimination in employment on the basis of race, sex, national ongin and religion. The Civil
Rights Division enforces (he statute with respect to state and local government employers. For
gxample, in a suit against the Louisiana State Police, the Division alleged that the wriiten
examination for entry level officers had an adverse impact on African-Americans. We obtained =
consent decree requiring the State fo develop a new, job related examination that reduced the
adverse impact on African-Americans nearly 60%, and {o provide back pay, hiring and sentority
relicf. In a suit against the Arkansas Department of Corrections, where we alleged
discrimination against women in filling positions at mens prisons, we obtained a consent decree
that provided women equal opportunity to compete for sll correctional officer assignments,
except those in which strip searches are a continuing part of the job. The decree also provided
for $7.2 million in back pay, together with hiring, seniority, and promotional reltef for some 400
wenien. .

Strengthening Police-Community Relations. Finally, the Civil Rights Division and other
components of the Depariment have developed cooperative sirategies for improving police
integrity and police-cammunity relationships. In a series of meetings that began in December
1998, some 200 individuals from law enforcement, civil rights groups, community organizations,

-and academia have worked together to reach congensus on "best practices™ in the areas of police
accountability systems, use of force, recruitment and selection, data collection and racial
profiting, and community partnering. The effort was highlighted by a landmark conference led
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by the Presidont and the Attorney General in 1999, and produced resource guides on traffic stop
data collection and hiring and training model practices.

Huate Crimes. The Departmeni’s fight against hale erimes remains critically tmporiant.
A few examples make this abundantly clear,

In June of 1999, three synagogues in Sacramento were set on fire. In July, a gay couple
was brutally murdered in their home i1 Redding, California, Over the 4th of July weekend, a
voung man linked to a white supremacist erganization shot and killed an African-American man
and a South Korean stugdent, The assailant began his crime spree in a Chicago neighborhood by
shooting at a number of Orthodox Jews on their way home from Sabbath services.

That August, another self-avowed white supremacist shot and killed Joscph leto, 2
Filipino-American postal worker in Los Angeles. This took place after the shooter opened fiee at
a Jewish Community Center, wounding several young children. In September, a gunman entered
2 Baplist Church in Fort Worth, Texas, kiliing 7 mnocent people «- mostly teenagers. These
tragic events followed the barbaric killings of James Byrd, Jr., who was beaten and dragged
behind a moving truck in Texas, and Maithew Shepard, a gay college student who was beaten
and fefl tied o a fence on a bitterly cold night in Wyoming,

While much remains to be done, we are proud of what we've accomplished so far.
During 1993-2000, the Departinent prosecuted and obtained convictions against approximately
400 defendants on federal hate crime charges for interfering with federally protecied rights of
African American, Latino, Native American, and Jewish victims, Nearly 100 of those defendants
were affiliated with the Ku Kiux Klan or other organized hate groups.

The Civil Rights Division prosecutes such hate crimes onder a statufe enacted in 1968.
But this statute restricts the federal government’s jurisdiction o a limited number of hate crimes
that oceur in particuiar kinds of places or involve certain “foderally protected activities.”™ The
Department sought legistation @ eliminate these linitations on our enforcement capability. In
2000, the Senafc passed the Local Law Enforcement Enhancement Act, which eliminated the
unnecessary jurisdictional obstacles and provided for federal prosecution of hate crimes
commiited on the basis of gender, sexual orientation, and disability, Unfortunately, the House
did not take action on the bill. The time is long past for giving the Department the tools it needs
to respond effectively to such violence.

The Division also played s leading role in the Department’s Hate Crimes Initiative, which
¢stablished commumity-based hate crime working groups and {raining initiatives in cach United
States Attorney’s office.

Related 10 our hate crimes initiative is the Department’s work to combat arson at Houses
of worship. In 1996, following a rash of fires at churches in the South, the President and
Auorney General, together with the Department of Treasary, ereated the National Church Arson
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Task Force, Co-chaired by the Assistant Attorney General for Civil Rights and the
Undersecretary for Enforcement at the Department of Treasury, the interagency Task Foree
apencd nearly 1,000 investigations into arsons, bombings, or attempted bombings at our nation’s
houses of worship and prosecuted more than 300 defendants, Since 1996, the number of such
arsons, bombings, or attempied bombings has declined by 53%. The Task Force's arrest rate of
36.2% was more than twice the national average for arson cases. On November 14, 2000, Jay
Scott Ballinger was sentenced 10 42 years and seven months imprisonment in connection with
arsons he committed al 26 houses of worship in eight states. The Ballinger pleas represent the
largest number of fires linked to a single defendant since the Task Force was created.

Disability Rights. Among the Department’s highest Civil Rights priorities was the
vigorous enforcement of the Americans with Disabilities Act, passed in 1990, The Americans
with Disabilities Act is the most comprehensive civil rights law in our nation's history. The
Division entered into hundreds of landmark settlement agreements ensuring greater aceess to
thousands of businesses and governments, thercby opening up the mainstream of American life
to people with disabilitics. ’

Our ADA enforcement {ocuses on fundamental barriers. The ADA protects the right of
prople with disabilities to have equal access to the basic institutions of State and local
government. The Department has sought 1o climinate physical, communication, and policy
barriers 1n law enforcement, town halls, jails, courtrooms, and legislative chambers.

A primary goal of the ADA is to bring people with disabilities into the mainstream of the
American economy. The Department has achieved greater accessibility in a wide variety of
private-sector settings, including shopping, dining, recreation, and business and leisure travel,
Eduscational opportumity is essential to economic access. The ADA s lowering barriers to
educational and prefessional advancement faced by many people with disabilities. The
Deparimeni has attacked discrimination In pension and retirement benefits and the failure to
provide reasonable accommodations. 1t has enforced the right to testing accommodations, to
accessible educational facilities, and to be frée from undue requests by professional licensing
authoritics for personal and private information about physical or mental conditions,

The ADA requires that people with disabilities have equal aceess to health care provided
by both ihe public and private sectors and that the care be provided in the most integrated sctting
appropriate. The Department has acted forcefully to ensure compliance by 9-1-1 systems,
dentists, doctors, hospitals, and State long-term care programs.

The ADA protects children with disabilities from discrimination in admission fo child
care and guarantees reasonable modifications in pobeies, practices, and procedures to allow {ull
participation in child care programs. The Department has pressed for an end 1o HIV
discrimination and for reasonable efforts by ¢hild care providers 1o accommaodate children with
diabetes, asthma, food allergies, and other disabilities requiring monitoring, medicaiion, or other
assistance. )



The Department seeks every opportunity to maintain and expand the effectiveness of the
ADA. The Department has fought nationwide to uphold the constitutionality of ADA suits
against States. It has also actively pursued alternative dispute resolution to increase ADA
compliance.

The ADA specifically recognizes the imiportance of the built environment in enabling
people with disabilities t¢ participate 1 the mainstream of Anterican life. The ADA requires new
or altered places of public accommodation and commercial facilities 1o comply with the
Depariments ADA regulations, including the ADA Standards for Accessible Design, The
Department has taken a wide range of enforcement actions to ensure that owners, architects, and
others involved in the design and construction process meet their ADA obligations. The
Pepartment has encouraged Jocal governments to implement local building code responsibilities
in a way thal enhances comphance with the ADA Standards for Accessible Design, To facilitate
compliance with both Federal and local laws, the ADA authorizes the Department, upon request
of State or local officials, to certify that State or local building codes meet or exceed the ADA
regquirernents. The Departrent has certified the accessibility codes of Washington, Texas,
Maine, and Florida. Requests from California, ndiana, Minnesota, New Jersey, New Mexico,
Morth Caroling, Maryland are under review.

The ADA mandated an unprecedented technical assistance program to educate
businesses, government agencies, and people with disabilities about their rights and
responsibilities under the Act. This programt has been one of the Department’s top priorities.

We operate a toli-free ADA Information Line that receives an average of 110,000 calls a year.
We have produced numerous technical assistance publications providing geidance on a wide
varicty of ADA issues. All are available in accessible formats and many are available in Spanish
and a number of other languages. The ADA websile 13 one of the Department’s most popular
and enables the public to download technical assistance publications, policy letters, settlement
agreements, and guarterly status reports 24 hours a day, Enforcement activity ofien provides the
tsasis for future technical assistance, For examgple, our comprehensive agreement with Days [nns
of America, the nation’s largest hotel chain, is now a model for other chaing. To assist in
compliance we published three technical agsistance documents for hotel franchisers, their
architects and contractors, The Division then wrote to over 300 hotel franchisers, enclosing these
materials,

I’s no longer unusual 1o see people with disahilitics participating in ity council
mieetings, dining out at restaurants, watching a movig, or cheering at 2 stadium.  But much more
remains to be done before people with dissbilities can experience all that socicty bas to offer.
For example, new buildings that do not comply with the ADA Standards for Accessible Design
are still all too common and signal a need for enhanced technical assistance and enforcement.
Small businesses, particularly in minority language communities and rural arcas, still need more
information about how 10 open their businesses 1o people with disabilities. Many local
governments need more technical assistance and more prodding to make accessible the services
that every resident is entitled to. Finally, the Depariment must continue to defend vigorously the
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constitutionality of the ADA within the parameters of the upcoming Supreme Court decision in

Carrett v University of Alabama at Bimiing?{am

Fair Lending. In a major initiative, the Department worked to combat discriminatory
activities by lending institutions and insurance companics against African Americans, Latinos,
Native Americans, women, and the elderly. Since 1993, the Department has filed and rosoived
twenty lawsuits against banks and mortgage companies, resulting in the cumulative payment of
approximately $50 million in damages to victims and civil ponalties paid to the United States.

The borrowing experiences of many minority borrowers reaches into the past, when
redlining and lack of access to "A” class credit was commonplace. This has contributed to the
home ownership gap and the wealth gap, and has also developed the tradition among such
borrowers of secking credit from alternative lenders. Whether their roots are in the inner cities or
rural America, many minotity and older borrowers may be unfamiliar with banks and banking,
may never have had access to an unsecured line of credit, or may not until recently even had 2
credit card, 4

The olsisctive of our enforcement program is fair aceess to credit, and credit that is
provided on fair terms and at fair prices. All Americans are entitled to such access - whether for
buying or improving a home or for starting or supporting a business -- so that they can have their
fair share of the enormous prosperity our country enjoys. '

Our lawsuits have targeted practices that created impediments to fair access to credit.
Soeme involved marketing practices such as redlining - a determination by a lender to avoid
making loans in heavily minonty residential areas.  For example, in United States v. Albank, we
alleged that an Albany, New York lender that was expanding its business into Westchester
County and Connecticut excluded the areas where the majority of blacks and Hispanics lived.
The consent decree required the lender to abandon its geographic limitations, to make 855
msiion inn loans at below market rates to borrowers in the previously excluded areas, and to fund
education and mortgags counseling services, '

Other suits have involved discriminatory underwriting practices -- imposing stricter or
less favorabie eligibility critenia for loans sought by minonties, as compared with other similarly
situated berrowers. For example, in Linited States v, First National Bank of Dona Aua County,
New Mexico, we alleged that the bask diseriminated against Hispanics in making mortgage loans
for mobile homes, Under the seitiernent, the bank agreed to pay $485,000 in damages to
individuals who had been denied loans, to provide another $100,000 for a subsidized mobile
home lgan fund, and to conduct a program of community outreach,

A third category of cases have involved pricing discrimination - charging higher interest
rates and other costs to minorities or other protected groups than those charged to other similarly
gqualified borrowers. In United States v, Long Beach Mertgage Company, the Jender allowed jts
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employee loan officers and independent loan brokers to charge, at their diseretion, an additional
amount over its base price for the loan. Our complaint alleged that African American, Hispanic,
femule, and older borrowers payed a greater amount for their loans than other borrowers. Under
the sefflement agreement, the compam paid §3 million in damages to 1,200 victims of
diseriminatior.

‘ Maost recently we have turned our attention fo the subprime market, A recent report
issued by the Department of Housing & Urban Davelopment defailed the phenomenal growth of
subprime lending in the last decade and presenied some dramatic figures showing the differcnces
betwoen white and black borrowers. Differences are apparent regardless of income level. In
comparing rates in low-income neighborhoods, the HUD study reports that 34% of black
borrowers, but only 18% of white borrewers oMained subprime loans; foy moderate income
neighborhoods the figures are 44% for blacks and 10% for whites, and in upper mmme
neighborhoods, 39% for biacks and 6% for whites,

Some minerities who have obtained subprime loans are paying premium prices
unnecassarily. They would qualify for "A" market loans but aren't geiling them because "A"
market loans still aren't readily available to them in their community, they are being steered 1o
subprime lenders, or because they have traditionally used alternative lenders and they lack
infurmation about better options.

In addition, some subprime lenders engage in lending practices generally described as
"predatory,” Some lenders use high pressure sales or deceptive sales methods to persuade
individuals that consolidating their consumer debt and refinancing their home morigage will be
advantageous when it will actually mean diminishing their equity and lengthening the term of the
mortgage. Some lenders charge exorbitant interest rates and induce borrowers to add on.
expensive additional products, such as credit life insurance financed by the loan proceeds, that
further reduce equity. Some lenders make loans to borrowers whose income level 1s insufficient

“to meet the new debt obligations, almost inevitably leading to foreclosure and the loss of a home.

These practices may violate consumer protection laws. But when targeted to minorities,
they also violate fair Iending laws, In United States v. Delta Funding Corporation, we alleged
that the lender violated fair lending laws and consumer protection laws by underwriting and
funding home mortgage loans with higher morigage broker fees for African-American females
than for similarly situated white males, paying kickbacks to brokers (o induce them to refer joan
applicants, and by approving loans without regard to the borrower's ability o pay.

Voting Rights. The right to vote is fundamental o our democracy. The Civil Rights
Division has continued to fulfill its longstanding and essential role in ensuring the rights of
citizens lo participate fully and equally in the elecioral process.  In addition to enforcing Section
2 and Section § of thg Voting Rights Act of 1965, the Division also enforces the language
minonty and federal glection observer provisions of the Voting Righis Act, the Nabional Voter
Registration Act {also known as the "NVRA" and "Molor Voter Act™), and the Uniformed and
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Overscas Citizen Absentee Voter Act {also knowa as the "UOCAVA™). The Division also
participates in selected constitutional cases that ireplicate voting rights enforcement.

Under Section 2, the Division successfully challenged a variety of racially discriminatory
election practices across the country. The Division obtained consent decrees changing at-large
election systems in Morgan City, Louisiana, Roosevelt County, Montana, Benson County, North
Dakota and Marion County, Georgra. Several other jurisdictions have voluntarily changed their
at-large election systems after being sued by the Division or having been notified of the United
States' intent to sue. The Division also obtained judicial relief against several other types of
discrininatory election practices. The Division reached a consent decree with the City of
Hamiramck, Michigan, afler poll workers targeted and challenged voters whom they believed 1o
Arab-American. The Division also obtained a preliminary injunction to prevent the Town of
Cicero, Hliinois, from adopting 2 change in candidate residency requirements that was aimed at
disgualifying severai potential Hispanic candidates, and obtained several consent decrecs to
reconfigure a sanitary district in Day County, South Dakota whose boundaries had been
gemymandered 1o remove Indian residents.

Under the language minority provisions of the Yoting Rights Act, the Division acted to
“ensure that bilingual election materials are provided in an effective manner by covered
jurisdictions, The Division obtained consent decrees with Lawrence, Massachusetis and Passaic
County, New Jersey, to bring those jurisdictions’ Spanish-language programs into compliance,
The Divigion has remained active in monitoring compliance for Chinese-danguage programs in
Alameda County, California under a 1996 settlement agreement, and for Indian-language
programs in several Southwestern counties,

The Division was active in successfully defending the constitutionality of the National
Voter Registration Act, which is credited with registering millions of new voters. The Division
also obiained consent decrees with the States of Oklahoma, New York and Michigan o enforce
the provisions of the UOCAVA, which is administered by the Department of Defense.  Another
essertial component of the Division's enforcement pragram 1s the use of federal ohservers in
jurisdictions cerlified by the Attomey General. Federal observers have played a crucial role in
monitoring compliance with language-minority consent decrees and responding to concerns of
intimidation or harassment of minority voters.

Uinder Scction 5 of the Voting Righis Act, the Division annually reviewed an average of
about 15,000 voting changes submitted by state and local governments, and when necessary,
interposed objections to block the eaforcement of proposed voting practices that would have a
discriminatory purpose or effect. For example, we objected to a polling place change in Virginia,
a change in the method of electing a ity council in Texas, a county schoal board redistricting
plan in Georgia, a change in the method of electing New Yark City school boards and absentee
voling procedures in Florida.

The Division also participated in litigation brought pursuant to the 1993 Supreme Court
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decision in Shaw v. Beno and later cases involving claims of unconstitutional racial
gerrymandering. The Division pariicipsted in this litigation partly o ensure that courts adopt
legal standards that provide states and their subdivisions a reasonable ability to comply with the
Voting Rights Act without fear of constitutional liability. The Division also participated in later
Shaw cases in which the plaintiffs’ claims were unjustified and/or sought unnecessarily fo
eliminate majority-minority districts created to comply with Section 2 of the Veting Rights Act.

After the release of the 2000 Census population data, states, counties, cities and school
districts throughout the nation will revise their voting districts o comply with the requirement of
Tong person, one vote." The number of redistricting plans submiited for Section 5 preclearance
is expected to increase {from an annual average of sbout 55 in 1999 and 2000 10 a total of
approximately three thousand between 2001 and 2003, Handling these submissions in a timely
and thorough manner is vital to ensuring that clections in 2001 and 2002 can be held on schedule
under lawful plans. The redistricting will also increase the Voting Section's itigation docket,
including Section 5 enforcement actions, Section § declaratery judgment actions, Section 2
enforcement, and intervention or participation as amicus curiag where appropriate in vote
dilution htigasion and constitutional litigation brought by private parties.

Section 5 redistricting reviews and hitigation must remain the highest priorities of the
Vating Section for the next several years. Managing the administrative review of voting changes
while maintaining the Division’s litigation program will require strong managsment and a
significant commitment of rescurces.

Other Key Accomplishments

Fighting Worker Exploitavion. Though slavery has been tllegal since 1868, some 50,060
people are trafficked info the United States each year for forced labor in such arcas as
prostitution, sweatshops, domestic service, and migrant labor. To address thig emerging problem,
the Attarney General created the Worker Exploitation Task Force, co-chaired by the Assistant
Attorney General for Civil Rights and the Solicitor of the Department of Labor, The Division
brought numnerous prosecufions involving over 200 victims. In addition, to fill gaps in the law
and strengthen our enforcement authority, we worked closely with Congress to develop and pags
the Victims of Trafficking and Violence Protection Act of 2000. This law provides new tools for
prosecuting traffickers, new programs to protect victims from their abusers, and new avenues to
obtain legal immigration status tor viclims.

In 1999, the Department successfully prosecuted seven Miami defendants who tured
Mexican women and girls -- some as young as 14 years old -~ into the United States and forced
them fo work as prostitutes and sexual slaves In brothels in Flonida and Georgla. The victims
were assaulied, beaten, and forced {o engage in sexual acts with as many as 130 men a week,
Same were forced o have abortions when they became pregnant. The Teader of this sex-slave
ring will he imprisoned for the next 15 years and was ordered o pay 31 million. Gur Worker
Exploitation Task Force is currently investigating a record number of cases involving allegations
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of such modern-day slavery.

Chinic Access. The Division served a pivotal role in enforcing the civil and criminal
provisions of {he Freedom of Access to Clinic Entrances Act of 1994, which prohibits the usc or
threat of forec and physical obstruction that injures, intimidates, or interferes with a person
seeking to obiain or provide reproductive health services. Since the 1994 enaciment of FACE,
the Department of Justice has oblained the convictions of a total of 56 individuals in 37 criminal
cases for violations of FACE and related statutes. In addition, the Department has brought 17
civil actions against more than one hundred defendants under FACE, seeking injunclions and,
where appropriate, damages and monctary penaltics aganst individuals and organizatious for
interfering with access to reproductive health care services,

, Institutivnal Confinement. The Division vigorously proseculed state and local
governmenis for having egregious or flagrantly unlawful conditions for persons confined in
public institutions such as facilities for individuals who are mentally il or developmentally
disabled, nursing homes, juvenile correctional facilities, or adull prisons. As a result of these
efforts, tens of thousands of institutionatized persons who were living i lfe-threatening
conditions now receive adequate care and services. For example, the Division successfully
negotiated settlements involving sexual misconduct by officials at six womens prisons in
Arizona and Michigan,

Affirmative Action. 'The Division successfully defended the use of affirmative action in
federal contracting and educational programs, in the wake of the Supreme Court’s decision in
Atfarand Constructors, Inc. v. Pefia {1995). 1t also assisted in the restructuring of foderal
programs to ensure that they complied with constitutional standards.

' Eduacational Oppertunity. The Division advanced equal educational opportunity through
successful litigation that opened the doors of the Virginia Military Institte to women. The
Division also participated as gmicus fo defend the constitutionality of seeking the educational
benefits of diversity, as cnunciated by Justice Powceli in Bakke v, University of California, by
censidering race and ethnicity as one component of a lgher education admissions program in
litigation in Michigan, California, Texas, and Washington, and for considering race and ethnicity
i student assignments in elementary and secondary schools in New York, Maryland and
Virginia.

In Furtherance of President Clinton's initiative to remvigorate Title IX enforcement, we
developed a common rule for 21 federal agencies that promotes consistent and effective
enforcemient of thiz important siatute. The Diviston also improved sducational access for limited-
English proficient students. For example, in Denver, the Division negotiated a consent decres
providing an enhanced curriculum, additional materials and resourees, and compliance
monitoring for 14,000 non and Himited Enghish speaking students.

Fair Housing. The Departaient has been vigilant in enforeing the Fair Housing Actina

‘ i0



wide variety of situations, Through its fair housing testing program, the Departinent has
developed dozens of cases in cities across the country, most of which have alleged discrimination
based on race or national origin in rental housing and have produced significant sstifements. A
fow examples are U8, v, Chandler in New Jorsey, ULS. v, Jacobsen in Florida, and 1].S. v, Neiam
in Mississippi.

The Division filed numerous cases against municipalities, alleging race or national ongin
or disability discrimination.  For gxample, a recent case against Jacksanville, Florida alleges
that the ity confined all public housing (o racially segregated arcas of the cily. In & suil against
Addison, [Hinois, we alleged that the town used its urban rencwal efforts (o try t© Hmit the
growing Hispanic community. Other notable cases include suits alleging that landlords or
resident managers were liable under the Fair Housing Act for sexual harassment of their tenants,
One such case, United States v, Crawford, resulied in a $500,000 judgment. We brought suii
against {he Boston Housing Authority alleging that the fandlord was liable for {ailing to respond
appropriately to egregious instances of tenant on tenant racial harassment. And we have brought
more than 20 suits alfeging violations of the Fair Housing Act requirements to build mulufamily
- housing so that it is accessible to persons with disabilities.

Public Accommeodations. 'While suits alleging race discrimination in places of public
accommodation were nol numerous, two cases were sigaificant achievements.” One alleged
discrimination by the Denny's Restaurant chain and another alleged discrimination by the Adams
Mark Hotel chain. Both were settled with consent decrees providing for chain-wide review of
practices, training, monitoring, reporting, and testing of compliance.

Immigrant Rights. In 1994, the Office of Special Counsel for Immigration Related
Unfair Employment Practices (OSC) joined the Division. OSC’s mission is to protect immigrant
workers from job discrimination. As the nation’s forgign-born population increased 43% in the
1990s to near historic levels, the Division obtained over $3 million in back pay and civil
penaities in discrimination cases. OSC has been successful in forging new partnerships with
federal, state and Iocal government civil rights agencies and providing an important ok for
ethnic organizations, community-based groups, worker advocaies, business and trade
organizations to understand their rights and responsibilities under the immigration taws. In 2001,
OSC will enforce the new worker protection provisions associated with the increasing
dependence on H-1B visas inr the high technology and other industries

Coordination of Civil Rights Enforcement. Executive Qrder 12250 charges the Attormney
General with ensuring consistent and effective enforcement of laws that prohibit discrimination
by recipients of Federal financial assistance. Two of these laws are Title V1 of the Civil Righis
Act of 1964, which prohibits discrimination on the basis of race, color, and national origin, and
Title IX of the BEducation Amendmenis of 1972, which profubits discrimination on the basis of
sex in education programs and activities. The Division completed several major initiatives in
implementing this order, insluding policy guidance on block grant programs and providing
services in languages other than English, new training programs for Title V1, and major technical
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. assistance reviews of two federal ageney civil rights offices,  The Division also published a Tiile
V1 Lewal Manual, s Title IX Legal Manual, and an Investigation Procedures Manual,
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