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Introduction 

The new mIllennium is fast approaching, and the information superhighway is undergoing 
rapid growth. The Internet and other telecommunications technologies are promoting advances 
in virtually every aspeCt of society and every comer of the globe: fostering commerce, 

• improving education and health care, promoting participatory democracy in the United Stales 
and abroad, and facilitating communications among family and friends, whether across the 
street or around the world. Unfortunately, many of the attributes of this teChnology - low cost. 
ease of use, and anonymous nulure, among others ~ make it an attractive medium for 
fraudulent scams, child sexual e;xploitlltioll, and incrcosingly, u new concern known as 
"cyberstalking... 

"Make UQ mistake: this kind a/harassment can be as/riglllem'llg 

"'td as real as being followed and watched in your neighborhood or 

!ill yourllollle. If 

'iVicc President Al Gore ....... .. 
 .......-1 
, 


Recognizing this emerging problem, Vice President AI Gore asked the Attorney General on 
February 26, 1999. to study the problem und to report back with recommendations on how to 
protect people from this threat Responding to this request. this report explores the nature and 
extent of cyberstalking; surveys the steps law enforcement, industry. victims groups. and 
others currently are taklng to ,Iddress the problem; analyzes the adequacy of cun'Cnl federal 
nnd state laws: and provides recommendations on how to improve efforts to comhal this 
growing problem. 

• 
 As discussed below, the nature and ex:ent of the cyberstalking problem is difficult 10 quantify. 

In addition, while some-law enforcement agencIes are responding aggressively, others :ire not 

fully aware of the problem and lack the expertise and resources to pursue cyberstalking cases, 

Similarly. while some Internet ?ervice Providers (ISPs) bave taken affirmative steps to crack 
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down on cyberstaiking, others have not, and thcre is a great deal morc that industry can and 

• 
should do to empower individuals to protect themselves against cyberstalking and other online 
threats. 

Indeed, current trends ,Ifld evidence suggest that cybersta!king is a serious problem that will 

• 


grow in scope and complexity tIS more people lake advanwge of the lnternet .and other 
telecommunications technologies. The analysis and recommendations con tamed ill this report 
offer a rramework for an initial response to the problem, These recommendations, however, 
arc only a first step. Important advances can be made if industry, ];lW enforcement, victims 
service providers and sUPPOil groups, and others work together to develop a more 
comprehensive and effective response to this problem. Ultimately, however, {he first line of 
defense will involve industry efrons that educate and empower individuals to protect 
themselves against cyberstillking and other online threats, along with prompt reporting to 1;)\\/ 
enforcement agencies trained and equipped to respond to cyberst31king incidents. 

What Is Cyberstalking? 

Although there 1S no universally accepted definition or cyberstalking, :ne IeI'm 1$ used in this 
report to refer to the use of the Internet, e~mail, 01' other electronic communications devices to 

stalk another person. Stalking generally involves harassing or threatening behavior that an 
individual engages in repeatedly, such as follo\ving tl person, appearing at a person's home or 
place of business, making harassing phone calls, leaving written messages or objects, or 
va.ndalizing a person's property, Most stalkjng laws require that the perpetrator make a 
credible threat of violence against the victim; others include threats against the victim's 
immediate family: and still others require only thnt the alleged stalker'S course of conduct 

constitute an implied threat-ill While some conducf involving annoying or menacing behaVior 
might fall short of illegnl stalking, such,behavior may be a prelude to stalking and violence 
and should be treated seriously. 
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Prott,'Cting ChHdren from On-Line Dangers 

Although the Internet and other [OnTIS of electronic communication offer new and exciting 
opportunities for children, they also expose children to new threats. For example. Fcderul law 

,enforcement agencies have encountered numerous instances in which adult pedophiles have made 
: contact with minors through onhne c,hat rooms, established a relationship with the child, and later, 
: made contact for the purpose of engaging in criminal sexUJI activities. ' 

'Federal, slate) and local taw enforcerr.ent agencies have responded aggressively to protect 
· 'hHdrell from onhne sexual predators, For example, in 1995, the Federal Bureau of Investigation 
launched an undercover initiative, dubbed Innocent Images, to combat the ex.ploitation of children 
via commercial online services.. Based in Calverton, Maryland, "Innocent Images" is the central : 

'operation nnd case management system for all FBI undercover online child pornography and chil~ 
: sexu:.l1 exploitation investigations" As of December 31, 1998, the initiative has resulted in 232 ' 
'convictions. Similariy, the U.S, Customs Service's CyberSmuggling Center, based in Sterling, 
Virginia, plays an important roJ.e in combating sexual exploitation of children via the Internet and 

· other online communications media. The Center develops leads and lips for law enforcement 
: investigution, receives complaints via the U.S. Customs Service website, and coordinales 
, underco\'er opcmtions against international child pornography and child sexual exploitation rings. 
:The National Center for Missing nnd Exploited Children unveiled a new CyberTipline in March 
· 1998 to serve as a national online clearinghouse for tips and leads about child sexual 
: exploitation. www.cypenipline.com) 

• -The Department of Justice, through the Office of Juvenile Justice und Delinquency Prevention's 
: Missing and Exploited Children Program (MEep), provides funding 10 state and local law 
· enforcement agencies to create multijunsdictional responses to prevent and combat Internet 

rimes against chlldren, In 1998, ten state and local agencies received grants under MECP; an 
-additional eight task forces will be funded in 1999. 

! There are steps parents nnd others can take to protect children from online dangers. Parents 
should teach their children to foUow the common-sense "rules of the road" ror the Internet. 

: including the need to protect their privacy in the online world. The FBI, for example. hus prepared 
· an online "Parent's Guide to Internet Safety." Www.fbi,govl Moreover. individuals should report 
,inappropriate behavior to their lntemet Service Provider {ISP} or, if it involves potentially illegal 
: conduct, to appropriate law enforcement agenCies. Law enforcement agencies need to establish 
· undlor improve programs that train their personnel to recognize the seriousness of online child 
sexual explqitoltion and how to investigate this new form -of criminal conduct. They also need to 

'work clc1scly with ISPs and others to facilitate communication and cooperation. Finally, private 
,companies, including ISPs. need to provlde parents and children with effective tools to protect 
iChildren from online exploitl.llion, including filtering technology, parental controls, and other 

.!efforts, lSPs also need to esulblish clear policies Ihat prohibit online solicitation or exploitation of 
:children and to take appropriate action when such incidents come to their attention, as is now : 

i~~~~i"I:cd,~~~~r fe~er~" See U.:S:f. qQ,~,_ "_,__..._"~_" "" __"__.____ ,__,___.,,_.1 
Nature and Extent of Gybcrstalking 

• An existing problem aggravated by lIew technology 

Although online harassment and threats can take many forms, cyberstalking shares important 
characteristics with offline stalking. Many stalkers ~ online or off - are motivated by a desire to 
exert control over their victims and engage in similar types of behavior to accomplish this end. 
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As with offline stalking, the ilvuilnble evidence (which is largely anecdotal) suggests thilt the 
majority Df cyberstalkers are men and the majority of their victims arc women, although there 
have been reported cases of women cyhersialking men and of same~sex cyberstalking. In many 
Cases, the cyberstalker und the victim had a prior relationship. and the cyberstalking begins 
when the victim attempts to break off the relationship. However. there also have been many 
instances of cyberstnlldng by strangers. Given the enormous amount of personal information 
available through the Internet, a cybers1alkercan easily locate private information about a 
potentia! victim with a rew mouse clicks or key strokes. 

The fact that cyberstalking docs not involve physical contact may create the mlsperception that 
it is more benign than physical stalking. This is nOt necessarlly true. As the Internet becomes 
an ever more integral part of our personal and professional lives, stalkers can take advantage 
of the ease of communications as well as increased access to personal information. In addition, 
the ease of use and non-confrontarional. impersonal. and sometimes anonymous nature of 
Internet communications may remove disincentives to cyberstalking. Put another way, 
woereas a pOlentlui stalker may be unwilling or unuble to confront a victim in person or on the 
telephone, he 9r she m.lY have little hesitation sending hUr.1ssing or threatening electronic 
communicutions to a victim. Finully, ~s with physical stalking. online harassment .and threafs 
may be a prelude to more serious behavior, including physical violence. 

r-------------------,::--~ ...._- 
om;n. '5. Online Stalking •• A Compur;sonill 

Major Similarities 

Majority of cases involve stalking by former intimiitcs, l.llthough stranger stalking occurs in lhe 
, real world and in cyberspace. 

; Most victims arc women: most stalkers arc men . 

. S(ulkcrs arc generully motivated by the desire 10 control the victim. 

Major Differences 

: Offline stalking gcncmily requires the perpetrator and the victim to be located in the same 
,geographic area; cyberstalkcr$ may be located across the street .or across the country. 

: Electronic communications technologies make it much casier for a cybcrstalker to encourage 
third parties to harass and/or threuten a victim (e,g .. impersonating the victim and posting 
inflammatory messages to bulletin boards and in chat rooms. causing vie ..vers of that message 
to send threatening messages back to the victim "author:') 

,Electronic communications technologies also lower the bamers to hurassment nnd threats; a I 
-:~ybersta!ker d~s not need ~o.physicully ccmfront the ~.~ctim. .Ji 

While there are many similarities between offline and online stalking, the Internet and other 
communications technologies provide new uvenues for stalkers to pursue their victims, 

A cybcrstnlker may send repeated. threatening, or harassing messages by the simple push of a 
button: more sophisticated cyberstalkers use programs to send messages at regular or random 

1111101 JO;51 A} 
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intervals without being physicilHy present at lhe computer tenninaL California ia\',>, 
enforceme.nt authorities say they have encountered situations where;:l victim repeatedly 
receives: the m.essage "187" on their pagers - the section of the California Penal Code for 
murder. In addition. a cybcrstalker C,1O dupe other Internet users into harassing or threatening a 
victim by utilizing Internet bulletin boards or chat rooms. For example, a stalker may post a 
confrover;;ial O[ enticing message on the board under the name, phone number, or e-mail 
address of the victIm. resulting in subsequent responses being sent to the victim. Each 
message -- whether from the actual cybcrstalker or others -- will have the intended effect on 
the victim, but the cyberstalker's effon is minimal and the lack of direct contact between lhe 
cyberstalker and the victIm can make it difficult for law enforcement to identify, locate, and 
arrest the offender, 

Actual Cyberstalking Incidents 

In the fir:\[ successful prosecution under California's new cybcrstalking law, prosecutors in the Los 
,Angeles District Attorney's Office obtained II guilty plea from a 50-year-old former security guard 
; who used the Internet to solicit the rape of a wontan who rejected his romantic advances, The 
, defendant terrorized his 28-year-old victim by impersonating her in various Internet chat rooms 
:and online bulletin boards, where he posted. along with her telephone number and address, 
,messages that she fantasized of being raped. On at least six occasions, sometimes in the middle of 
the night, men knocked on the woman's door saying they wanted to n'Ipe hCL The fonner security 
guard pleaded guilty in April 1999 to one count of stalking and three counts of solicitation of 

'sexual assuult. He faces up to six years in prison. 

A local prosecutor's offLcc in Massachusetts charged a man who, utilizing anonymous remailers, 
allegedly engaged in a systematic pattern of harassment of a co-worker, which culminated in an 

,<Lltempt to extort sexual favors from the victim under threat of disclosing past sexual acuvilies to 
the victim's new husband. 

:An honors graduate from the university of San Diego tenorized five female university stlldents 
:over the Internet for more than ,iI. year. The victims received hundrerls of violent and threatening 
:ic-mails, sometimes receiving four or five messages a day. The graduate student, who has entered a 
'guilty ple.t and faces up to six years in prison, wid police he committed the crimes because he 
. thought the women were laughing at him and causing others to ridicule hIm. In fact. the v;ctims 
:had never met him, 

The anonymity of the Interne;. also provides new opportunities for would·be cyberstalkers. A 
cyberstalker's true identity can be concealed by using different ISPs ;mdJor by adopting 
different screen nameS. More experienced stalkers can use anonymous rernailers that make it 
all~but~impossible to detennine the true identity of the source of an e-mnil or other electronic 
communication. A number of law cnfo:ri:ement agencies report they currently are confronting 
cybersialking cases involving the LIse of anonymous remailers. 

Anonymity leaves the cybcrstalker in an advantageous pOSition. Unbeknownst iO the target. 
the perpetrator could be in anOlher state, around Ihe corner, or in the next cubicle at work. The 
perpetrator could be a fanner friend or lover, a total stranger met in a chat room, or simply a 
teenager playing a practical joke. The inability to identify the source of (he harassment or 
thre3ts could be particu!arly ominous to a cybcrstalking victim, and the veil of anonymity 
might encourage the perpetrator to continue these acts, In addition, some perpetrators, armed 
with fhe knowledge that their identity is unknown. might be more wHiing to pursue the victim 
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at work 01' home, and the Internet can provide substantial information to this end. Numerous 
websites will provide personal information, including unlisted telephone numbers and detailed 
directions to a home or ofilcc. For a fee, other websites promise to provide social security 
numbers, financial data. and other personal information. 

Evidence suggests cyherslalkillg is a growing problem 

Although there is no comprehensive, nationwide datu on the eXient of cyberstatking in lhe 
United States, some ISPs compile statistics on the number and types of complaints of 
harassment and/or threats involving their subscribers, and indi vidual law enforcement 
agencies have compiled helpful statistics, There is, moreover, a growing amount of anecdotal 
llnci infonnal evidence on the nature and extent of cyberstalking. 

First, data on offline stalking may provide some insight into the scope of the cybcrstalking 
problem. According to the most recent National Violence Against Women Survey, which 
defines stalki:1g as refening to instances where the victim fclt a high level of fcacUl 

• 	 In the United States, onc out of every 12 women (8,2 million) and one out of every 45 
men (2 million) have been stalked at some time in their lives, 

• 	 One percent of nil women ~nd 0,4 percent of all men were stalked during the preceding 
12 months. 

• 	 Women are fur more likely to be the victims of stalking than men - nearly four out of 
five stalking victims are women. Men are far more likely to be stalkers - 87 percent of 
the stalkers identified by victims in the survey were men. 

• 	 Women are twice as likeJy as men to be victlms of stalking by strangers and eight times 
as likely to be victims of stalking by intimates. 

In the United States, tbere are currently more than 80 miHion adults ~nd to million children 
with access to the Internet. Assuming the proportion of cyberstalking victims is even u fraction 
of the proportion of perSons who have been the victims of offline stalking within the 
preceding 12 months. there may be potentially tens or even hundreds of thousands of victims 
of recent cyberstalking incidents in the United States.!:1l Although such a "back of the 
envelope" calculation is inherently uncertain and speculative (given tbat it rests on an 
assumption about very different populations). it does give u rough sense of the potenilal 
magnitud<: of the problem. 

Second, anecdotal evidence from htw enforcement agencies mdica.tes that cybcrstalking is a 
serious ~ and growing ~ problem. At the federal level, scvcrul dozen mutters have been referred 
(usually by the FBI) to U.S. Attorney's Offices for possible action, A number of these Cases 
have been referred to state and local taw enforcement agencies because the conduct does not 
appear to violate federal iaw. 

In addition, some local law enforcement agencies are beginning to see cases of cyberstalking. 
For example. the Los Angeles District Attorney's Office estimates that e-mail or olher 
electronic communications were a factor in approximately 20 percent of the roughly 600 cases 
handled by its Stalking and Threat Assessment Unit. The chief of the Sex Crimes I..;nit in the 
Ml.lnhuHan District Attorney's Office also eSlimates tbat aboUl 20 percent of the cases h'iOdlcd 
by the unit involve cyberstalking. The Computer Investigations and Technology Unit of the 
New York City Police Depurtment estimates that almost 40 percent of the caseload in the unit 
involves electronic threats and harassment -- and Virtually aU of these have occurred in the 
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past lhree or four years. 

• Third, ISPs also are receiving a growing number of complairHs about harassing and 
threatening behavior online. One major'ISP receives approximately 15 complaints per month 
of cybersmlking, in comparison to virtually no complaints of cyberstalkingjust one or two 
years ago. 

Finally, as purt of a large study on sexual victimization of college women, researchers at the· 
University of Cincinnati conducted a national telephone survey of 4,446 randomly selected 
women attending two- und four-year institutions of higher educaiion, The survey was 
conducted during the 1996·97 academic year. In this survey, a stalking incident was defjned as 
a case in which a respondent answered positively when asked if someone had "repeatedly 
followed you. wntcoed you, phoned, written, e-mniled, or communicated with you in other 
ways that seemed obsessive and made you afraid or concerned for your safety. H The study 
round that 581 women (l3,1 percent) were stalked and reported a total of 696 stalking 
incidents: the latter figure exceeds the number of vIctims because 15 percent of the women 
e,xperienc<!d more than one case of stalking during the survey period, Of these 696 stalking 
incidents, 166 (24.7 percent) involved Cumai!. Thus. 25 percent of stalking incidents among 

college women could be classified as involving cyberstalkingJil 

Current Efforts to Address Cyberstalking 

The law enforcement response 

• Cyberstalking is a relatively :lew challenge for most Jaw enforcement agencies. The first 
traditional stalking law was enacted by the state of California in 1990 - less than a decade ago. 
Since that time, s.ome law enforcement agencies have trained their personneJ on stalking 
andiores{ubHsned specialized units to handle stalking cases. Nonetheless. many agencies are 
still developing the expertise and resources to investigate und prosecute tradilion.al stalking 
cases; only a handful of agencies throughout the country have focused attenlion or resources 

specifically on the cybcrstaiking problem . .@ 

Law enforcement response: awareneSS and training are ke.y factors 

Bused nn recent informal surveys of law enforcement agencies, it appears that the majority of 
agencies have not investigated or prosecuted arty cyberst<1.1king cases. However, some agencies 
- particularly those wiih units dedicated to stalking or computer crime offenses - have large 
cybcrstalking caseloads. As noted above, t~c New Yark Police Department's Computer 
Investigation and TeChnology Unit and the Los Angeles District Attorney's Stalking and 
Threat Assessment Team estimate that 40 and 20 percent of [heir caseJoads, respectively, 
involve cyberstalking-type cases. 
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i "Cyberspace has become a fcrtlle field for illegal acti \'ity. By the use of new technology and 
: equipment which cannot be policed by traditional methods. cybcrstalking has replaced 
traditiofl>11 methods of stalking and harassment. In addition, cybcrswlking has led to offline 
incident;; of violent cr.trne. Police and prosecutors need to be aWare of the escalating numbers of 

'lhese events and devise strategies to resolve these problems through the criminal justice 
. system." 

jLinda Fairstein 
, 

'iChief of Sex Crimes Prosecution Unit, ,., 

;Manhauan District Attornev's Office 
, ' .. 

The disparity in the activity level among j'lw enforcement agencies can be attributed to a 
number of rae-tors. First it appears that thc majority of cyberstalking victims do nOl repon the 
conduct to law enforcement. either because they feel that the conduct has not reached the point 
of being a criminal offense or that law enforcement wilt not take them seriously. Second. moSt 
law enforcement agencies have not had the I raining to recognize the serious nature of 
cyberstalking and to investigate such offenses. Unfortunately. some victims have reported that 
rather than open an investigation, a law enforcement agency hus advised them to come back if 
the cybcrstalkers confront or threaten them offline. In several instances. victims have been told 
by law enforcement simply 10 lum off their computers. 

law Enforcement: Lack oflraining and Experti~ 
Can Frustrate Victims, Hinder Response 

A recent incident demonstrates how the lack of law enforcement truining and expertise can 
frustrate ;;ybcrstalking victims: A woman compl'lined to a local police agency that a man had 
been posling information on the web claiming that her nine-year-old daughter was available for i 
sex" The web posting included their home phone number with instructions to call 24 hours a I 

: day. They received numerous calls. The couple reported the problem to the locaJ police agency 
on numerous occasions. but the agency simply advised the couple to change their home phone ' 

,nllmber. SUhsequently. the couple contacted the FBI, which opencd an investigation. It was 
discovered thnt the local police agency did not have a computer expert, and the investigative 
officer had never been on the Internet. The local agency's lack of fammarity and resources may; 
have resulted in a failure to understand the seriousness of the problem and the options ..wadable I' 

to law enforcement to respond to such p~~.~~ , 

Another indication that many !uw enforcement agencies underestim;;Hc the magnitude of the 
cyberstalking problem is the wide dispnrity in reported cases in different jurisdictions across 
the country. For example, one state attorney general's office in n midwestem state indicated 
that it received approximalely one inquiry a week regarding cyberstalking cases and that it is 
aware of approximately a dozen prosecutions last year alone. In contrast, the state attorney 
general's offices in neighboring states indicated they have never received an inquiry into this 
type of behavior. Although one \vould gencraHy expect some disparity in differing 
jurisdiclions, the size of the disparity suggests that some law enforcement agencies do not 
have the training or expertise to recognize the magnitude of the problem in their jurisdictions. 

Law enforcement response: jurisdictional and statutory limitations may frustrate some 
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agencies

• Some stat!': ilnd local law enforcement agencies <llso have been frustrated by jurisdictionJI 
limitations. In many inst3nces, the cyberstalker may be located in a different city or state than 
the victim making it more difficult (and, in some cases, all but impossible) for the local 
authority to investigate the incident Ev!;n ir alaw enforcement agency is willing to purSlle u 
Clise across state lines. it may be difficult to obtain assistance from out~of~Stule agencies wben 
the conduct is limited to harassing e-mail messages and no actual violence has occurred. A 
number of matters have been referred to th!! FBI andlor U.S. Attorney's offices becuuse the 
victim and suspect we::c located in different s.tutes und the Io::al agency was not able to pursue 
the investigation. 

The lack of adequate- statutory authority also can limit law enforcement's response to 
eyhcrstaBdng incidents. At least 16 stutes have stalking statutes that explicitly cover e,lectronic 
communications,ru und cyberstalking may be covered under generul stalking statutes. in other 
states. It may not, however, meet the statutory definition of stalking in the remainder. fn many 
cases, cyberstalking W\n involve threats to kill, kidnap, or injure the person, reputation. or 
property of (mother, either on 01' offline and, us such, may be prosecuted under other federal or 
state Jaws that do not relute directly to stalking, 

Finully, federal law may limit the ability of law enforcement agencies to track down stalkers 
and other criminals in cyberspace, In particular. the Cable C()mmunications Policy Act of 
1984 (CCPA) prohibits the disclosure of cable subscriber records to law enforcement agencies 

• without a court order and advance notice to the subscriber. See 47 U.S.c. 551(c), (h), As more 
and more individuals tum to cable comp;Jr'lies as their lSPs. the CCPA is posing a significant 
obstacle to the investigation of cybercrimes, including cyberstalking. For example, under the 
CCPA, a law enforcement agency investigating a cybcrstalker who uses a cable company for 
Internet !l('CCSS would have to provide the individu4I1 notice that tbe agency has requested 
hislher subscriber recorus, thereby jeopardizing the criminal investigation. While it is 
appropriate to prohibit the indiscnminate disclosure of cable records fO law enforcement 
agencies, l,he better approach would be to hannonize federal law by providing law 
cnforcemem access to cable subscriber records under the snme pl'ivacy safeguards th~t 
currently govem law enforcement access to records of electronic mail subscribers under 18 
U.S.C. 2703, Moreover. special provisions could be drafted to protect againsl the 
inappropriate disclosure of records that would reveal a customer's vIewing habits. 

,
Law enforcement response: the challenge of anonymity 

Another complication for law enforcement is the presence of services that provide anonymous 
communications over the Internet. To be sure, anonymity provides important benefits. 
induding protecting the privacy of Internet users. Unfortunately, cyberstalkers and other 
cybercriminals can exploit the anonymity availnble on the Internet to avoid accountabifity for 
their conduct. 

Anonyr.lous services on the Internet come in one of two {OnTIs: the first allows individuals to 

• 
create a free electronic mailbox through a web site. While most entities that provide this 
service request identifying informatton from users, such services almost never authenticate or 
otherwise confirm this infonnation. For these services. payment is typicaJly made in advance 
through the use of a money order or other non-traceable form of payment. As long as payment 
is received in advance by the IS?, the service is provided to the unknown account holder. The 
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second form comprises mail servers thut purposefully strip identifying information und 

• 
transpon: headers from electronic mail. By forwarding mails through several of these services 
serially, a stalker can nearly perfectly anonymize the- message. The presence of both such 
services makes it relatively simple to send anonymous communications. while making it 
difficult for victims. providers, and It,w enforcement to identify the person or persons 
responsible for transmitting harassing nr threatening communicutions over the Internet. 

Law enforcement resJlonse: spedaJized units show promise in combating cyberstalking 

A growing number of law enforcement agencies arc recognizing lhe serious nature and cxtent 
of cybcrstalking and taking aggressive action to respond, Some larger metropolitan areas. such 
as Los Angeles \lnd New York. have seen numerous incidents of cyberstalking and have 
specialized units available to investigate and prosecute these cases. For example. Los Angeles 
has developed the Stalking and Threat Assessment Team, This {Cum combines special sections 
of the police department and district tlttorney's office to ensure properly trained investigators 
nnd prosecutors are available when cyberstl.llking cases arise, In addition, this specialized unit 
is given proper resources, such as adequate computer hardware und advanced training, which 
is essential in investigating lind prosecuting these technical cases, Similarly, the New York 
City Police Department created the Computer Investigation and Technology Unit. This unit 
provides regular training for police officers and prosecutors regurding the intricacies of 
cyberstalking investigations and prosecutions. The lmining includes understanding bow chal 
rooms operate. how to obtain and preserve electronic evidence, and how to dntft search 
warrants and subpoenus, 

• The programs in New York and Los Angeles both ensure that enforcement personnel receive 
proper training llnd have adequate resources to combat cybersmlking. Other jurisdictions are 
aiso taking steps to combat cybersta!king. One of (he cliticul steps is learning how to tmcc 
communications sent over computers and the lntemet. Traditiona! law enforcement techniques 
for surveillance, investigation, and evidence gathering require modification for use on 
computer networks and often require the llse of unfamiliar Iegul processes. Law enforcement 
al all levels must be properly trained to use network investigative techniques and legal process 
while protf!cting the privacy of legitimate users of the [nterneL These techniques are similar to 
those used in investigating other types of computer crime, Just as a burglar might leave 
fingerprints at the scene of a crime, a cyberstalker can leave an "electronIc trad" on the web 
thm properly tmined law enforcement can follow back to the source. Thus. teChnological 
proficiency among bOlh investigators and prosecutors is essential. ' , 
At present, there are numerous efforts at the federal and state levels that focus solely on high 
technology crimes. These units do not focus On cybcrstalking alone. hut they have the 
necessary l~xpcrtise in computers and till': Interne! to assist in the investig~ltiQn of cybcrstnlklng 
when it arises. For example, the Federal BurcJu of Investigation (PBI} has Computer Crime 
Squads throughout the country, as well tIS the NUlionallnfrastruclure Protection Center in 
\Vashington. to ensure cybererirnes are properly investigated. Additionally, they have 
Computer Analysis and Response Te,ams to conduct forensics examinations on seized 
magnetic media. Similarly. in 1996 the Justice Department established the Computer Crime 

• 
and Intellectual Property Section within (he Criminal Division. These units have highly trained 
personnel who remain on Ihe cutting edge of new technology and investigative techniques. In 
addition, each U,S. Attorney's office contains experienced computer crime prosecutors. These 
individual~ -~ Computer and Teleco'mmunications Coordinators - assist in the investigation 
and prosecution of a wide variety of computer crimes. including cybersto:lking. In addition, at 
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the slate it:vel, several aHomcys general have established special divisions that focus on 
computer crimes. 

Although high-tech expertise is essential, police and prosc-::utors have developed other 
strategies for helping victims of cybcrstalking. An Assistant U.S. Attorney reported that in 1wo 
recent cases of e-mail harassment, he asked an FBI agent to confront the would-be harasser. 
The agent advised that such behavior might constitute a criminal offense. In both instances, 
the harJSsment stopped. Such strategies, however, are no substitute for prosecution under 
federal or state law in lhe appropriate circumstances. 

A critical siep in combating cyberSlalking is understanding stalking in general. In many 
instances, cyberstalkiog is simply another phase in an overall stalking pattern, or it is regular 
stalking bt:havior using ncw, high-te;;hnology tools. Thus, strategies and techniques that huve 
been dcvc10pcd to combat stalking in gencrall1ften cun be adapted to cyberstalking situations. 
Fortunately. many state and local law enforcement agencies have begun to focus on stalking, 
and some have developed special task forces to deal with this problem. In addition, the 
Attorney General submits an annual report to Congress entitled "Stalking and Domestic 
Violence," This report compiles valuable infonnation about what the Department of Justice 
has learned about stalking and stalkers and is a valuable resource for law enforcement 
agencies and others.!§} 

CyberstaHjng is expecled to increase as compmers and the Internet become more populaL 
Accordingly. law enforcement at all levels must become more sensitive to cyberstalking 
complaints and devote the necessary training and resources to allow proper investigation and 
prosecution. By becoming technologically proficient aod understandu1g stalking in general, 
agencies will be better prepared to respond to cYbcrstalking incidents in their jurisdictions. In 
addition, s.tate and local ttgencies can turn to their 10cnl FBI or U.S. Attorney's office for 
additiomll technical assistance. Also, compmercrime units and domestic violence units should 
share infomuition and expenlse, since many cybersl:1lking cases will include elements of both 
computer crime und domestic violence, Finally. law enforcement must become more sensitive 
to the fear and frustration experienced by cyberstalking victims. Proper training should help in 
this regurd, but law enforcement at aU levels should lUke the next step and place speciul 
emphasis on this problem, Computers and the Internet are becoming indispensable parts of 
America's culture, and cyberstalking is a gn)wing threat, Responding to a victim's complaint 
by saying "just tum off your computer" is not acceptable. 

Illdustryefforts 

Although the Internet industry has tried to combat abUSlve electronic communications overall. 
the industry as u whole has not addressed cyberstalking in particular. According to a review 
conducted as part of the preparation of the report, most major ISPs have· established an address 
to which complaints of abusive or har-Is-sing electronic mail can be sent {generally, this 
address is "abuse@[lhe ISP's domain]" ~~ for example, "ab.!.,!.se@aoLcom", In addition, these 
providers almost unifonnly have provisions in their online agreements specifically prohibiting 
abusive or harassing conduct through their service and proVIding that violatjons of the policy 
will result in termination of the aCCOunt. 

In practice, however. ISPs have focused more on assisting their customers in avoiding 
annoying online behavior. such as receiving unsolicited commercial electronic mail 
("spamming") or large amounts of electronic mail inlenlionally scnt to an lndlvidual 

mailto:ab.!.,!.se@aoLcom
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("muil-hombing"); relatively less :,mention hus been paid to helping victims of cyberstalking or 
other electronic threats. For some [SPs, the procedures for lodging complaints of online 
harassment or threats were difficult Lo locate, and their pOlicies about what does or does not 
constitute a violation of service agreements were generally unhelpful. In addition, many [SPs 
do not infonn their customers about what steps, if any, the ISP has taken to fol1ow~up on their 
cusfomer'li compluinL These problems -- hardwto~locatc complaint procedures, vague polldes 
about what does and does not constitute prohibited harassment und inadequate follow~up on 
compluints ~~ may pose serious obstacles to cyberstalking victims who need help. 

Online industry associations respond Ihat providing such protection to their customers is 
costly and difficult Although they recognize thut larger lSPs have begun to commit resources 
to dealing with harassment onlioe, they caution that the costs of imposing additiOoal reporting 
or response obligations upon ISPs may make it difficult for small or entrepreneurial ISPs to 
continue provIding service at competiti\,e niles. For example, the Commercial Internet 
Exchange, whose members carry approximately 75 percent of u.s. backbone traffic. cautions 
that no attempt to impose reporting requirements should be made unless fully justified by the 
record. However, according to the same group, the decentrulized nature of the Internet would 
make it difficult for providers to collect and submit such data. Accordingly, the evidence of 
the scope of the cyberStalking problem is likely iO remain for the forsee;tble future defined 
primarily by anecdotal evidence, with no basis [0 determine whether the phenomenon is 
growing. static, or declining, 

Industry efforts: educating and protecting consumers 

Despite th(~ difficulty in fully defining the scope of the cyherstalking problem, however, 
industry has made notable efforts to infonn consumers about ways to protect themselves 
online. Such information is principally focused on protecting children and consumers on the 
Internet. For example, since 1996. the Internet Alliance, one of the key Internet industry 
groups, hu,; worked with the Federal Trade Commission and government agencies on Project 
OPEN (Online Public Education Network). Project OPEN provides inform<.ltion about fraud. 

parental controls, and protecting privucy,l2.l Although this infannation is not specifically 
relevant to cybcrstalking, much of the advice about protecting children und safeguarding 
privacy \I,'hile online may be of assistance to individuals who want to use the [ntemet while 
protecting agllinst potential cybcrstalkers. More recently, a number of industry org~mjzations 
have joined together to develop, GetNetWisc.Com - a single, comprehensive online resource 
to help parents and children use the Internet in a safe and educa.tional manner. 

Other similar industry efforts huve recently been announced to address Olhcr aspects of 
computer~relatcd crimc. Forcxample, the Dcpurtment of Justice and tbe Information 
TechnoJogy Association of America (ITAA) unnounced the Cybercjtizen Partnership in fI.,larch 
1999. This partnership is intended to boost cooperation between industry nnd government. 
expand public awareness of computer crime issues among children and adolescents, and 
provide resources for government to draw UpOll in addressing computer crime. The industry 
has abo responded to the complaints- of parcms who are worried about the content available to 
their children overthe Internet by announcing the "One Click Away" initiative to gi vc parents 
imponant information about protecting their children in u central location, Similar education 
and outreach efforts, approached through cooperation between industry and governmenl, may 
educate individuals concerned about these issues and therefore mitigate some of tbe dangers of 
cyberstalking. 

http:GetNetWisc.Com
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In addition. other Internet industry SectDrs have begun to address aspects of the cyberstalking 
problem, Many of these solutions focus on the ability of tndividuals io protect themselves 
against unwanted communications. For example, most Internet "chat" facilities offer users the 
ubilit)' to block. squelch, or ignore chat messuges or "paging" from individuals who are 
attempting to annoy or threaten them. Similarly. many e-mail users have tools which allow the 
users to block e-mail from individuals who are attempting to harass or annoy them. Such a 
solution may be useful in situations where the communications ire merely annoying, 
Unfortunately. such a solution is less appropriate when threatening communications arc 
received, because a victim who never "receives" the threat may not know they a(C being 
stalked, and may be alerted, for the first time, when the sWlker shows up (0 act on the threat. 

In anolher type of response, providers have begun to set up "ga:ed communities" [or 
individuals, families. and children. The techniques used by such communities arc still in 
developmental stages. but they range from specialized servers, which allow potentially 
objectionable content to be filtered at the server, to designated areas for children and teens, 
which place restriclions on the nmoun! or lypeS of personai informntion that will be provided 
to others, Individuals who are concerned about being stnlked may find refuge in such 
commumties:. 

While the3e efforts all reflect important iniriatives for self-protection, both industry and 
government representatives agree that a key component of addressing the cyberstalking 
problem i:~ education and empowerment: If individuals ,are given c1cl.lr direction ubout how 10 

protect [h(:mselves against threatening or harassing communications, und how to report 
incidents when they do occur, both industry and law enforcement will be in a position to 
coopemte to conduct investigations. 

Industry efforts: rooperation with law enforcement 

Both industry and law enforcement benefit when crime over the internet is redu(,.~ed. In 
particular, the Internet industry benefits signifkantly whenever citizen and consumer 
confidence and trust in the Internet is increased. Accordingly, bOih industry and law 
enforcernMt recognize the need to cooperate more fully with one another in this area, Industry 
representatives have noled that contIlct between industry and law enforcement -- particularly 
in the area of harassment -- is sporadic and episodic. [ndustry representatives, who were 
consulted as part of the preparation of this report. indicated their willingness 10 participate in 
tmining efforts for law enforcement. Law enforcement -- particularly on the state and local 
level. who wi!) often be first responders to cyberstalking complaints -- should be willing to 
engage industry)o dialogue and t~lke advantage- of the expertise offered by industry in 
designing tmining programs. Moreover, closer cooperation between law enforcement and 
industry will help to ensure that law enforcement officers know who at the ISPs to call and 
how to proceed when they receive a complaint, Jnd ISPs have a contact in law enforcement 
when they receive u complaint ihm warrants intervention by Inw enforcement. 

Victims and support organizations 

Because cyberstalking is a relatively new criminal phenomenon, very little public attention 
and resources have been committed to addressing this crime. Consequently, victims of online 
harassment and threats, often In collaboration with vjctim service pmviders and advocates, 
have had to step in to fill the void by developing their own informal support networks and 
infonnational web sites to exchange infonnation about how to respond to these cnmes 
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effecti vel y. 

Victim service providers report that the internet IS rapidly becoming another weapon used by 
batterers against their vicHms. Just as in rea! life, abused women ca:) be followed in 
cyberspace by their baIterers, who may surreptitiously plnee their target under surveillance 
without her knowledge and use the infomtation to threaten her or discredit her by putting 
misinfonnution on the lnt.eruet Victim service providers recommend thut victims make copies 
of all e-m~lils sem by the batterer as evidence of his stalking and advise L! victim to let the 
stalker know that she docs not want to have any further contact with him, SAFE House, a 
domestic violence victim service provider in Michigan, suggests that victims change their 
passwords: often; refrain from telling anyone what the password is: do not usc Upassword or 
other identifying information that the battererlswlker can guess; set up a program thm requires 
a password even to get on the computer; be sure tn clear out the history infonnation if 
programs such us lCQ, AOL Communicator, and Excite PAL. are uscd; remember that many 
chat rooms have archives that can be accessed bIer on by anyone; be careful about what is 
said in ehili rooms and use an alias that is only known [0 good friends~ be aware thal if the 
screen name of the assailant is known, he can be blocked from tracking victims through a. 
buddy list on AOL; and, consult the ISP about the best way to secure ~heir account. 

A focus group convened on October 30, 1998. by the Office for Viclims of Crime, a 
component within the U,S, Department of Justice, sought to identify the needs of stalking 
victims, including victims whose stalkers used the Internet 10 track and to hamss theIr victims. 
The victims at the focus group emphasized that although the response of law enforeement and 
victim sendee providers is important. stalking victims need a wide range of services from 
doctors, mental health providers, day care providers, welfare and child protection workers, 
schoot staff, and employers. In addition, the focus group participants indicated that community 
awareness nnd understanding of what constitutes stalking behavior is critical to the support 
and well-being of stalking victims. Finally, all of the stalking victims reported that the 
consequences of not being believed or supported, or having their fears viewed as cXliggcrmcd 
or unrealistic, can be devastating. Some victims feel isol:lted and alone, are made to believe 
that the slalking is their fault. lose primary relationships, or fear losing their jobS, These issues 
are just as relevant to cyberswlking viclims as they are to viCtims of omine stalking. 

Adequacy of Existing Laws 

Although stalking has been a prob!em for many years, only in this decade hus it received 
signific~mt attention from 111wmakers, policy officials. and law enforcement agencies. In 1990, 
California became the first state to enact n specific stalking law. Since that time. all SO States 
and the District of Columbia have enacted stalking laws. 

Stale cyberstalkillg laws 

Less than one third ofrhe states have antiMslalking laws that explicitly ;;over stalking via tbe 
Internet, e-mail, pagers, or other electronic communications. California, for example, only 
recently amended its stalking statute to cover cyberstalking. This law was used in the 
prosecuiion of a 50 M year-old former security guard who pleaded guilty on April 28, 1999. to 
one count of stalking and three counts of solicitation of sexual assault after using the Internet 
to solicit the rape of a woman who rejected his romantic advances, While the general stalking 
statutes in some states may cover cyberstalking, all state-s should review their laws to ensure 
they prohibit and provide appropriate punishment for stalking via the Inlemer and other 
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electronic communications. 

Federal cyberstalkillg laws 

Fcdemlhiw provides a number of important tools that are available to combat cyberstalking, 
Under 18 U.S.C 875(c), it is a federal cnrne, punishabJe by up to five years in prison nnd a 
fine of up to $250,000, to tmnsmit uny communication in intcrstme or foreign commerce 
containing a threat to injure the person of another. Section 875{c} tlpphcs to any 
communication actually transmitted in interstate Of' foreign commerce - thus it includes threms 
transmitted in interstate or foreign commerce via the telephone, e-mail, beepers, or the 
Internet 

Although 18 U.S,C. 875 is an imponanr tool, it is not un all-purpose anti-cyberstalking statute. 
First, it applies only to communications of actual threats. Thus, it would not apply in a 
situation where a cyberstalker engaged in a pattern of conduct intended to harass or annoy 
another (absent sorne threat). Also, it is not clear that it would apply to situations where II 
person harasses or terrorizes another by posting messages on a bulletin board or in U chut room 
encouraging others to harass or annoy another person (as in the California case, discussed 
infm.). 

Certain forms of cyberstalking also may be prosecuted under 47 U.S.c. 223, One prOVision of 
this stature makes it a federal crime, punishable by up to two yeufs in prison, to use a 
telephone or telecommunications device to annoy, abuse, harass, or threaten any person at the 

tailed number.!.lQl The statute also requires that the perpetrator not reveal his or her name. See 
47 V.S.c. 223(a)(l)(C). Although Ihis stalme is broader Ihan 18 U.S.c. 875 -- in Ihal il covers 
borh threats and harassment -- Section 223 appJies only to direct communications betw~cn the 
perpetrator Hod the victim. Thus, it would not reach a cybcrstalking situation where a person 
hamsses or terrorizes anolher person by posting messages on u bulletin board or in a chat room 
encouraging others to harass or annoy another person, Moreover. Section 223 is only a 
misdemeanor, punishable by not more than two years in prison. ' 

The Interr.tate Stalking Act. signed into law by President Clinton in 1996, makes it a crime for 
a.ny person to travel across state Hnes with the intent to injure or harass another person and, in 
the course thereof, places that person or a member of that person's family in a reasonable fear 
of death or s.erious bodily injury. See 18 US.C 2261 A. Although a number of serious st:1l1dng 
cases have been prosecuted under Seetio;) 2261A, the requirement [hat the stalker phYSically 
travel across state lines makes it largely inapplicable to cybcrstalking cases. 

Finally, President Clinton signed u bill into law in October 1998 thut protects children against 
online stalking. The statute. 18 U.S,C. 2425,. makes it a federal crime to use any means of 
interstate or foreign commerce (such as u telephone line or the Internet) to knowingly 
communicate with any person with intent to solicit or entice a child into unlawful sexual 
activity. While this new statute provides important protections [orchildren, it does not reach 
harassing phone calls to minors absent a showing of intent to entice or solidt the child for 
illicit sexual purposes, 

, 
Thus, although current statutes address SOme forms of cyberstnlking, there are gaps in current 
federal and state law. As outlined in the Recommendations below, States should review their 
existing stalking and other statutes to determine whether they address cyberstalking and, if 
not, expeditiously enaCl laws that prohibit cyberstalking. 
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Federnllegisiatioo also is needed to fill the gaps in current law. While most eyoorstalking 
cases will f31l within the jurisdiction of state nnd local authorities, there are instances - such as 
serious cybcrhurassment directed at a victim in unother state ur involving communications 
intended to encourage third parties to ciigagc in harassment or threats - where state law is 
inadequate or where state or local agendes do not have the expertise or the resources to 
invesligate and/or prosecute a sophistict!ted cyberstalking case. Therefore, federal law should 
be amended to prohibit the transmission of nny communication in interstate or foreign 
commerce with intent (0 threaten or harass another person, where such communication places 
another person in fear of death or bodily injury 10 themselves or another person. Because of 
the increased vulnerability of children, the statute should provide for enhanced penalties where 
the victim is a minor. Sach targeted, tcchTiology-neutrallegisJation would fill existing gaps in 
current federal law, without displacing the primary law enforcement role of stale and local 
authoritic$ and without infringing on FIrst Amendment-protected speech. 

First Amendment and Other Legal Considerations 

All 50 States, the Distnct of Columbia, :.ltld the federal government hnve passed laws chat criminaliz 
stalking to address the serious harms and dangers that result from stalking, induding the fear of viOl, 
and loss of privacy and control suffered by the victim, In addition to the direct hanns caused by stal! 
stalking is also frequently a precursor to physical violence against the victim. By its nature, howeveI 
stalking is not a crime that can be defined with a particularized. discrete set of acts. Frequently stalki 
onsis(s of a course of conduct that m;ty involve a broad range of harassing, intimid<lting. and threat! 

,behavl0r directed at a victim. The conduci can be as varied us the stalker's imagination and ability t( 
actions that harass, threaten, and force himself or herself into the life and consciousness of the victln 
new technologies become available, stalkers udapl those technologies to ncw ways of stalking victin 
is the case with the Internet and cyberstalking, 

,As a result of the brendth of conduct potentially involved in stalking, anti-stalking Statutes need to b< 
relatively broad to be effective. At the S3me time, however, because afthat breadth and because star 

,can involve expressive conduct and speech, anti-stalking statutes must be carefully formulated and 
; nforccd so us not to impinge upon speech that is protected by the First Amendment. This is partieul 
, true with regard to cyberstalkiog Jaws, which frequently will involve speech over the Internet The 
l~ntemet, moreover, has been recognized as an important tool for protected specch activitles, See, e.g 
; Reno v, American Civil Liberties Union, 521 US. 844, 850~52, 870 (1997); American Civil Liberti, 
, Union v. Reno, 31 P.5upp.2d 473, 476, 493 (ED. Pa. 1999). 

!The fact that stalking behavior (inCluding cyberstalking) may implicate important issues of free spce 
,however, docs not eliminate the significant pUblic interest in its criminal regulation or suggest th:.lt u 

riminal regulation would be prohibited by the freedom of speech guarantees of the First Amendmcl 
he first Amendment does nm prohibit any and all regulation that may involve or have an impact 01 

; speech, Of particular relevance to stalking. the Supreme Court has recognized thul governments mUj 

'criminalize true threats without violating the First Amendment. See, e.g.. Watts v. Umted States, 39· 
. U.S. 705 (l969)(per curiam). As discussed in the jnlroduction of this report. stalking (as well as 
: cyberstnlking) generally involves conduct reasonably understood to constitute a threat of violence, a 
such threats may be criminalized consistent With the First Amendment 

'One of the recommendations in this report calls on states to review and update their statutes, where 
: necessary, to cover electronic communications within thejr stalking laws, Care must be laken in draf 
cyberstalking statutes to ensure thaI they are not so broad th4lt they risk chilling constitutionally prot. 
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Re<:ommcndations 

General recommendatiolls 

• 


• 	 The law enforcement community, private industry, victims assistance providers, and 
individuals must recognize that cyberstulking is a serious problem -- not only as a 
potential precursor to offline threats and violence, but also as a serious invasion of an 
increasingly important aspect of peoplc's everyday lives, At the same time, it is 
important 10 note that many fonm of annoying and menacing uctivity on the Internet do 
not rise to the level of illegal activity and are properly addressed hy individuals and 
service providers without recourse to law enforccment channels. 

• 	 The lack of comprehensive data on the nature and extent of cyberstalking makcs it 
difficult to develop effective response strategies, Future surveys and research studies on 
stalking should, where possible, include specific information on cyberstalking. Industry 
org<lnizations can and should playa role not only in increasing the amount of data on 
the cyberstulking problem, but also ensuring that the datu can be analyzed in a 
meaningful way, 

Legislatilo'c recommendations 

• 	 States should review their existing stalking and other statutes to determine whether they 
address cyberstalking and. if not, promptly expand such laws to address cyoorstalking. 

• 	 Although State und locallnw enforcement agencies should rClain primary jt1risdiclion 
over cyberslalking cases, federal l~w shou:d be amended to address gaps in existing law 
wh(;re the conduct involves interstate or foreign communications, Such legislation 
should prohibit the trallsmission of any communication in interstate ot' foreign 
commerce with intent to threaten or harass another person where such communication 
places another in reasonable fear of death or bodily injury. Enlmnced penalties should be 
available where the vlctim is a minor. Such legislation should be technology neutml and 
shoUld apply to all fonns of communication technologies. 

• 	 l'cdcra) law also should be amended to make it easicr to track down stalkers and other 
criminals in cyberspace while maintaining safeguards for pnviJcy. In particular, the 
Cable Communications Policy Act should be nmended to provide access to the same 
type of subscriber records, and under the same standards and privacy safeguards, as 
tho;;e for electronic mail subscribers under 18 U's,c. 2703 (while maintaining stnct 
limits on access to records that reveal customer viewing habits). 

Recommendations for law ellforcement alld crimil/a/jllstice officials 

• 	 Law enforcemenl agencies and courts need to recognize the serious nature of 

• 

cyberstalking, including the close links between offline .md online stalking, 


• 	 Law enforcement agencies need tmining on the nature and extent of the cyberst;!lking 
problem, including specific training on the legal tools available to address the problem, 
the need for, and effectiveness of, prompl3ction by law enforcement agencies, the most 

http:lcgHIIlli.UC


Cybt'rstalking: A New Ch:lUcngc for L:.lW Er.rcrcerncl1l ailc Incustry 

• 


• 


• 


effecti ve techniques to investigate and prose\:ute cyberstalking crimes, and Lhe resources 
available to cyberstalking victims. 

• 	 Law enforcement agencies with existing stalking or computer crime units should 
consider expanding the mIssion of such units to include cyberstalking, and law 
enforcement agencies that do not presently have a stalking section should consider 
expanding their capabilities to address this issue. At the least, law enforcement agencies 
should understand the patterns underlying stalking in gcnernl and be prepared to 
respond and intercede on behalf of cyberstalking victims. 

• 	 Law enforcement agencies should use mechanisms for quickly and reliably sharing 
information about cyberstalking incidents with other law enforccmenc agencies, thereby 
making it less likely that a cyberstalker can continue threatening behavior simply 
because neither the jurisdiction of the sender nor the jurisdiclion of the victim believes 
that it can prosecute the offender. 

• 	 U,S. Attorneys' Offices, in cl1nsultation with mher federal, state and local agencies, 
should examine the tlVaiiab!e resources and networks or investigators and prosecutors 
with the expertise to handle cyberstalking investigations. These include violent crime 
specialists, computer crime investigators and proseculors, computer forensic specialists, 
and victim~witness coordinators, among others, The Law Enforcement Coordinating 
Committees, which have been established in each U.S. Attorneys' Office and are 
de~igned to foster coordination among law enforcement agencies, would be an 
appropriate body for addressing these issues" 

• 	 Law enforcement ageneles should work more closely with victim groups to identify 
cyberstalking patterns and victims' experiences and to encourage cybersta\king victims 
to report incidents to law enforcement authorities. 

Recommendations for the I"temet and electronic cQfnmulI;catioll5 iudustry 

The Internet and clec[(Onic communications industry should -

• 	 Create an industry~supported website containing infonnation about cyberslalking and 
what \0 do if confronted with this problem. Cont~ct infonnation for the major lSPs 
should be included so that Internet users can easily report cybcrstalking cases after 
visiting this centralized resource. This recommendation could be implemented by 
expanding the "One Click Away" initiative or through a complementary but separate 
initiative focused on cyberstalking. 

• 	 Develop additional means to empower individuals to protect themselves against 
cyhersttllking, Such means might include more accessible and effective filtering and 
blocking options. While some major ISPs already allow such options, others do not. 

• 	 Develop training materials designed specifically to assist iaw enforcement in the 
investigation 'and prosecution of cyberstalking ~nd related crimes. For example. a. short 
training video could be developed to increase awareness of the cyberstalking problem 
and to provide law enforcement officers with essential information on how to work with 
ISPs and others in the investigation of cyberstalking cases. 

• Cooperate fully with law enforcement when investigming cybcrstlll~ing complaints. The 
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• 
industry cUI1 do this, for example. hy immediately freezing and retaining data for law 
enforcement use on any potential cyberstalking case. 

• 	 Establish best business practices to address illicit aoivity by tenninating holders of 
fraudulent accounts. 

• 


• 	 Sponsor an Internet Security and Law Enforcement Council of ISPs and other members 
of the Internet community to develop and promote industry best business practices 
relating to security and law enforcement issues (including cyberSlU!king), develop und 
dis!ributc training materials for law enforcement on the investigation and prosecution of 
Internet crime, and promote more effective communication and cooperation between 
industry and law enforcement in combating online crimina! activity. 

• 	 Establish and enforce clear policies that prohibit cyberstaJking and related behaviors, 
including the tennination of accounts for persons who violate such policies. While it 
appears thaI most of the larger lSPs have such policies, some smaller ISPs do not. 
Representatives from fhe [ntemet industry should consider establishing an industry·wide 
code of conduct that encourages alilSPs to adopt such procedures. 

• 	 Establish clear and understandable procedures for individuals - both customers and 
non-customers - to register complaints about individuals using the company's service 10 

engage in cybersralking, Such procedures should be easily accessible 10 individuals. 

• 	 Develop and widely disseminate educational materials to customers and others 011 how 
to prote~t themselves online. 

Recommendations for victim sen'ice prOl'uiers and G(ivocates 

Victim service providers and advocates should .~ 

• 	 Provide direct services and referrals to available resources that arc specifically deSigned 
to assist victims of cyberstalking, or stnlking in general where cybersla.lking services are 
not available, and work to ensure {hat cyberstalking services are expanded to meet the 
needs of victims and enhance their sZlfety; 

• 	 Train domestic violence and other victim service providers and advoc;ttes on Internet 
technology. the tactics used by cybcrsl:.llkers, and how to respond [0 the specific needs 
of cyberstalking victims; 

• 	 Name the behavior as cyperstalking and validate that a crime is occlJrring when working 
with individual victims; , 

• 	 Serve as catalysts in community efforts to form partnerships among law enforcement, 

• 	
prosecution, the judici;lry. the medical community and other community allies to 
address the specific safety needs of cyberstalldng victims and hold offenders 
accountable for their actions: 

http:r!!illking.ht
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• 	 Raise public awareness about the devastating impact on cyberswlking victims of the 
tactics used by cyberstalkers and the steps that can be taken to prevent and combat this 
crime; and 

• 	 Inform public policy decision making. 

Appendix I: 
Cyberstalking Resources Online 

, CybcrAngels: Non-profit group devoted to Olssisting victims of online harassment and threats, 
including cyberstalking. www.cyherangels,org. 

GctNct\Vise: Online resource for families and caregivers to help kids usc the 1nternet in a safe 
.and cdurational manner. Includes a guide to online safety, a directory of online safety tools. and: 
: directions for reporting online trouble. www.gemel.wisc.org. , 1 

, Intcrnat.i(mal Association of Computer Inyestigative Specialists: IACIS is an international 
,, 

volunteer non-profit corporation composed of law enforcement professionuls dedicated to 
'education In the field of forensic computer science. fACIS offers professionul training to law 
enforcement agencies in a wide range of computer cnme investigative techniques. provides an 
opPQrtunity to network with other law enforcement officers {rained In 

computer forensics, and promotes research and development of spcclulized hardware and 
software to assist computer forensic professionals. WW\1,f .iacis.com. 

National Center for Victims of Crime: The National Center for Victims of Crime (formerly 
known as the Ntltional Victim Center) provides referrals and advocacy services to victims 

: through its toll~free national hotline. Through the hotiine, victims are referred 10 the nearest. 
appropriate services in their community, including crisis intervention, assistance with the 
criminal justice process. and counseling and support groups. The NationOlI Center publishes 
,bulletins on <l number of topics. mcluding domestic Violence, sexual assault, and stalking, 
:www.nc\.c.org. 

, 
·INutional Cybercrimc Training Partnership: This interngcncy, fcderal/state/locul partnership, , 
!led by the Department of Justice with extensive support from the Office of Justice Programs and i 
:the National While Collar Crime Center, is developing and delivering training to federal, state I 
'and local law enforcement agenCies OIl the investigation and prosecution of computer crime. 
information about the pOlrtnership can be found through the NWCCC website: 
www,cybcrcrime,org, 

Privacy Rights Clearinghouse: Nonprofit consumer infonnation and advocacy program that 
offers C(IOSUmers a unIque opportunity to Jearn how to protect their persona! privacy. PRe's 
services include a hotline fcir consumers to report privacy abuses and request informatlon on 
ways to protect their privacy, fact sheets on privacy issues. including one entitled" Arc You 
Being Stalked? Tips For Your Protection." www_privm.::vrights.org, 

, Sean::h Group, Inc.: SEARCH, the National Consonium for Justice Information and Statistics, 
provides assistance to state and locaJ criminal justice agencies on a wide variety of information 

http:www_privm.::vrights.org
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:technology issues. SEARCH, through its Natior.al Technical Assistance and Training Program. 
:iprovides comprehensive, hands-on training on computer crime investigations at its headquarters , 
'!in Sacnllnento, CA, and at regional training sites around the country. www.se.lrch.org . 
., , 

,vomcn Hulting Online Abuse (WIIOA): Founded by women to educate the intemct 
; community about onrine harassment, WHOA empower's victims of online harussment and 
:!dcvclops voluntary policies that systems administrators c.,m adopt to create an environment frce 
, online harassment. WHOA educ<.ttes the online community by developing website rc,soun;:cs, 
iin,:lu,dingthe creation of a sUfe-site and uns3fe-site list to enable users to make informed 

~~~~~a:nd infonnation about how userS CJn protect themselves against 

Appendix II, 

How You Can Protect Against Cyberstalking ~ 


And What To Dn If You Are A Victim 


, Prevention Tips 

: .. Do not share personal information in public spaces anywhere online, nor give it to strangers. 
including in e-mail or chat rooms. Do not use your real name or nickname as your screen name 

'or user ID. Pick a name that is gender~ and age-neutral. And do nO{ post personal information as I 
part of any user profiles. 

: ... Be extremely cautious about meeting online acquaintances in person. If you cnoose to meet, do, 
:so in a public place and take along a friend. :• 
~ 

* Make sure that your ISP and Internet Relay Chat (IRe) network have un acceptable use policy! 
that prohibits cyberstalking, And if your network fulls to respond to your complaints, consider 
switching to a provider that is more responsive to user complaints. 

* If a situation online becomes hostile. log off or surf elsewhere. If a situation places you in fear, 
contact a local law enforcement agency. 

Wh.t To Do If You Are Being Cyhcrstalked 

* fr you :lre receiving unwanted contact, make clear to that person that you would like him or her 
, not to contact you again. 

, * Save all communications for evidence, Do not edit or alter them in any way. Also, keep a 
, record of your contacts with Internet system adminislnllors or law enforcement officials. 

* You may want to consider blocking or filtering messages from thc harasser. Many e~mail 
programs such as Eudorn and Microsoft Outlook have a filter feature, and software can be easily 

'obtained that will automatically delc:te e·mails from a particular e~mail address or that contain 

• ~ 

: 

; 

offensive words. Chill rOom contact can be blocked as well, Although formats differ, a common 
hat rOOm comnmnd to block someone would be to type: lignore <person's screen name>' 

(without the brackets). However. in some circumstances (such as threats of violence). it may be 
more a.ppropriate to save the information and contact law enforcement authorities. 

>I< If hara~sment continues. after you have asked the person to stop, contact the harasser's Internet I 

http:www.se.lrch.org
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Service Provider (ISP), !v1ost ISP's have clear poHcies prohibiting the use of their services i( r 

• 
,abuse another person. Often, an ISP Can try to stOp the conduct by direct contact with the stalker! 
or by ete.sing their account. If you receive abusive c-mails, identify the domain (after the "@" ' 
sIgn) J.nd contact that JSP, Most JSP's have an cwmnil address such as abuse@(donlain name) or 
postmaster@(domain name) that can be used for complaints, If the ISP bas a website, visit it for 
information on how to file a complaint 

* Contact your local police department and inform them of the situation in as much detaiJ as 
,possible, In appropriJ.te cases, they may refer the matter to swte or federal authorities. If you are 
,afraid of taking action, there are resources available to help you, ConUtct either: 
-The ?>Iational Domestice Violence Hotline. 800-799-SAF£ (phone); 800-787-3224 (IDD) 

:1\}~~1 ~'omen'~s ~~~t!~;:..r~E..~~~ic~e a~d suppo:!..:.. 	 . .,_, .,,' . 
1, Stntutes that require a showing of a "credible thrcat" may be problematic in the prosecution 
of stalking. Stalkers often do not threaten their victims overtly or in person; ruther, they 
engage in conduct that, when taken in context, would cause a reasonable person to fear 
violence. In the context of cyberstalking, a credible threat requirement would be even more 
problematic because the stalker, sometimes unbeknowst to the victim, may be located a greal 
distance away and. therefore, the threat might not be cor.5:!dered creJible, The better approach, 
codified in the federal interstate stalking statute, 18 U.S.C. 2261A, is to prohibit conduct that 
places a perso:1 in reasonable fear of death or bodily injury. 

2. Comparisons based on data curre:Jt!y availab:e. The data for cyberstalking, tiS noted in the 
text of this report. is largely anecdowl and infonnaL 

• 3. "Stalking in America: Findings from the National Violence Against Women Survey." lLS. 
Department of Justice, Office of Justice Progmms, and Department of Health and Human 
Services, Center for Disease Control and Prevention, Aplil 1998 (available at 
www.lIsdoj.gov/oip). 

4. The CyberAngels, u nor~for-profit organization [hat assists victims of cybercrimes, 
including cyberstalking, llsing statIstics from unspedfied sources, estimates there are 
approximately 63,000 Internet stalkers and 474,000 victims worldwide. For ndditional 
information about thls estimate, see the CyberAngles website at www.<;yberangels,or.g. 

5. Fisher, B. S" F. T. Cullen. 1. Bclkn.p. "I'd M. G. Turner. "Being Pursued: Stalking 
Victimization in u National Study of College Women," (From a forthcoming report on sexual 
violence against college WOmen funded by the US Department of Justice, National Instit~te of 
Justice). 

6. Tbe information gathered on the issue of cybers:ulking is largely anecdotal, It was gathered 
through informal surveys of state Attorneys General, U,S. Attorneys' Offices, and, to a lesser 
extent, local prosecutors' offices, Victim accounts were given voluntarily through outreach 
conducted by the Violence Aguinst Women Office of the U.S. Department of Justice. In 
addition, the American Prosecutors Research -Institute of the National Dtstnct Attorneys' 
Association compiled a report with background infonnation on cyberstalking, which provided 
valuable information on current law enforcement efforts, 

• 	 7, These states are Alabama, Alaska, Arizona, California, Connecticut, Delaware. Hawaii, 
1lUnois, Indiana, Maine, Massachusetts, Michigan, New Hampshire, New York, Oklahoma, 
and Wyoming. Arkansas and Maryland have enacted statutes that cover harassment via 

www.<;yberangels,or.g
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electronic communications outside their stalking statutes. 

• 8, Copies of "Stalking and Domestic Violence; The Third Annual Rcpon to Congress Under 
thc Violence Against Women Act" can be obtained by contacting the National Criminal 
Justice Reference Service, Box .6000, Rockville, MD 20849·6000-·(800) 851 ·3420. 

9. Other resources available to individuals wishing to protect themselves against cyberstrtlking 
are listed in Appendix I..infra. 

10. The definition of the term "telecommunications device" in that section excludes 
"interactive computcr services." The intent of the exclusion is to insulalc the service provider 
from liability, but not to insulnte an individual user from liability for his or her crimm;;J 
behavior, Accordingly, lhe Department of JUSllcC has taken the position and successfully 
argued that a modem was <l telecommunications device within the meaning of Ihe statute. 
Therefore, un indjvidual who used a modem to connect to the Internet und harass an individual 
is likely to full within the terms of the statute, Sec American Civil Liberties L'nion v. Reno. 
929 F.Supp. 824.829 n.S (E.D. Penn. 1996), afrd, 521 U.S. 844 (1997); Apollomedia 
Corporation v. Reno, 19 F.Supp.2d JOSI (N.D. Cal. 1998), afrd, ••. U.s. ···.119 S.Ct. 1450 
(U.S. Apr. 19, 1999). 
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Execlltive Slim mary 

I'n.::sidenl Clinton '\II;:! Attorney General Reno, wvrking with ,t:\1C, locll 1!IIlilrihili law Cnf()fc('n1CI1! ,'fficiab.lhIVt; 
lnunchcd;J maj('r effon 1(. help Am.erlc:I';; commnul(ic.\ fighl crim!.', Over Ih:: IXmrt;C of lhe pa~! ~ix years.lllc Clinton 
Administf'ltioll ha\ helped un lIe r;;dcraL Siltlc, 1r1bal and local crime COlllm! dr0l1S, !hrccted new TC;;OIIfCC" imo local 
elTorts rOT crime fighling lind crime prc'{cmion. 'I(ld worked hand-in-hand ",ith !ocJllaweoforccmcnl and local 
c{)mmllnitics. These cff(lrts have paid off. Six YCUni in!;) this slrmeg),. crime has dropr":u to its ltlwcsl leve! in a qu(!rtcr 
of a century. 

TIlt' Clint011 Adminis(r;!(i(ln 's crime fighting effurts are taking place ,It a time d' rapid ndvill\ces in technology. New 
IcchnoJjgies h:lVC gcn;;ml':u Innov:llivl' 10nls fm LIW L'1lforcemem 10 ,kl~CI illegal aClivity. condut! irlVcslig:aliom, 
itienllfy, hICal\!, ,lIresl ,10..1 prosecute tho:;e will) viol;lle 111C I.'\w, and monitor cunvi:,;h;d ,rimina Is. Rut new techl1ologic,~ 
have abo bred a new killd of criminal xlivily: cyhcrt:rll:v; - the use of Cllmpu!::r~ :md ;,:omputcr networks to (,mlmit 
crime. AIllI, the new loul;: of the informalion age haYe created neW \Chall~nge!i w pn)t!.!ctill£ pCI}orlal pri";lcy. TIle_ 
ClirllOrl J\drnintstmtion 11' working 10 prepare Amenca\ law enftm::emcni agt!llcies rot Ihe 2bl CcnlUf)' by ueploYlng 
new and effeclivc crimo fighting loots. working 10 cOnlrol CHill{' ia cyherspace and limiting any advefsc impact of new 
technologie.~ Oil ill(fividtm! privacy. 

Over the past _~ix years. the Admini~tralion has developed lind deployed [Jc-w law cnfon:emcnt technologics 10 
fedEral, slate ,and local bw enforcement agencies. With the hdp of the federal government, tHany bw c-nfnrcenlcJlt 
agencies now u~c advuuced t('chnol~~glcallOoh 10 identify criminal ~uspects hy Iheir DNA, genern!ly p~cdiL'1 where 
criminal iitti"ily Ii- likely Iq I\;lPI~1l in lim:.; hl ]lrev~1l! it, find cr;mill~lh lhnmgh jJ I1llti()ll:ll sy~\elll (If COnlput~ri:r.ed 
flngerprihls Hlld appn:hcnd criminab more ~af:.:l/ will! ;t:l>s-than letll;ll v.-..:ap(;n~. 'nle ;\dmirl1:-,lr;tlillll ll:ls proptl~ed to 
\CoUlinue tn PUt t<;dmology 10 won fighting crime wjlll $350 millHJfI for Fi~;;-:II Yt"r (FYi 2000 to ldp police slay ~lhe~ld 
01 cvery gener.l(ion of I,;riminals evcry phwc ';fllltC I."<ms - from Ihe SIred CllnlCf to cybt;rsl">;,ce. 

The .''''dmi!li~lf:llioll has developed new stratt'g!t'); 10 coalrol the growing prohlem nl" cyht'ocnmc. In Ifw: pasl dL'Cade, 
more and mort' people aroulklthc glohe !la'e S!lutC(i logging on t() Ihc Inteme!. Sille\! 199 I" Ihcfe has oc't;(i nVcr;t 500 
percent increase in the number of compllier inln1\IOOS, with ne.:lrly 42 perceal of American busines.'Ie;. reporting 
(Ompulcr hreak-im;. Tht, Administration has responded by working \\oleh Congress to IM~5 touGher taws for cybt-rcrime 
am! by aggressively enforcing thc criminal laws aimcd ;It prolecling people fr<lrTl crime un the InlemcL 

The Fcd<:C\1 gt!vCmmcnl h:ls :111 csscm ial role [0 play 'Ill [lit: ,1(1.'01 Ilf tl'chllolngy IIml cri(m:. States allli tocalilicc: 
simply do no! have Ihe reSU!I(ce:;, training or t'xpcrti"C 10 develop lldv;lIl(·t'~l approaches to ('rime lighting It'dlllOiogy on 
their own. ReM':arch and dcvdvplilcm. slandards sClling, and edUc.ltiDIl ,lnd lraining arc all conducted most cfficicnlly 
and efft'clively at lhe ll:itiiJIMl !eve!. The Administration htls stepped forv.·md to Illl.'t't this clJalknge, 10 cst,lbli~h this 
infraSlnlcture .md 10 provide Sl;Ilcs, tribes lind l{)talilies with an :tbilily 10' fight crime wilh ICdll,ology m ,1 Icvellhey 
s.imply could nOl achieve on their own. 

rinally. as imp~lMant liS the new tcdmolvgy we develop i!l our O\\-fl continuing commiunent to' safeguard the privacy 
of Amcrkan~. The Cliuton Adminislration ha~ pnt in place protection<:- [\1 asstU"C that private intDn)t:llion is secmc. 

The nppoftllni(ics ,tnt! tl1(\ dmlleng'.!s fOf 1;\\1/ enforcement in this new age <11 technology :l1e !remcndou,.. The 
Clinltm Adminislr.tfl(lIl is wnrking to ellSure !IlIff alll,aw enfl.'rtemcnl agcrl1:ich ;u:n.'% fhe COlln!ry are ready \0 mcct tilt;, 
ch:lI!cngc. 
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• I. Harnessing ~ew Technologies to 
Fight Crime 

Oller the OJIITSC of 11il,; POI" ccn1(U)'. iltlvilll\;CS in 
tedmotogy !lillie ll1,l,{k law enforcement fIIorc ;lntl more 
effective. Tlv.: tleveh.pmcnt (If fingerprinting ill the 
1900s tlnd of crime laboratories in the [920$ helIX,,1 
police sohc w\lut were u[l>.(J!vable crimes. Using the 
two-way radio and aUlp!l\ohiks intlX': I'))\};. police 
c,'lultllesp.md In mure inddclHs in an hour lh3n Ihey 
could previously n:SjlOl;t!IO in l\ wJIO!e day. In more 
recent decades, perspu;d cOInpuicrs have allowed polk.. 
to pr,x;ci;S sre,ller mn,llll\(S or information llIore <!uickly, 
lIml :<olvc ;'n evel! grelljer h\l!\lhCf\lf crirnc~, Nnw, 
through the k:!(knhip (jf the Clinton Admmi~(ratil)l), 
Ihe nnlion is taking lIImllll:r giam IcdmologicaJ s!ep 
forward. 

• 

The Admini~lmlioll is l1e1pmt; sta!c~. locaJitie~ allli 
tribes 10 update and o)l11pulerize Iheir criminal hi~lmr 
records 10 lOa"e. Wft they are fully acturate and 
acce.l'sihle. II 1,\ ahl' working t(l develop DN!\ 
itj,;nrificalilJII tl'chll!lj()gy to assist hi,.\' cnfoO:(.':llw!I\ in 
~"hing crinJes - np!le:;uing [he il1n(lcenl ami 
c!)nvi~lillg Ihe gui!!) - in ,t!\l;l!i<.ms oover n.;rolc 
p0s;,ibl.:. At Ihe :-ame lim;;, the Admini.<Ir.lIion I;; 

tr.\n"f()nning fingerprint idcn(ific;ltion in.to;l f:,qcr . 
mote effective law cnfor.:emcn! tool. Byestabllshin)! 
severaJ modem rcgitl!lal fHre.ll~ic laOOrawric;;, Ihe 
Administration 1S using fetlernl resources to make- the 
tl)!)\1 sophi\ttClUcd nill1(.': fighting t(lo\;; ;)vail;lPle Iv 

~1:lles. tribe:. and lucalitie~. And thn:mgh developmcllt 
of new compUlcr ami et111llJl1U\ica\ion~ !echnologi~", the 
Administrm\ot1 h.\\ hdjK'i1 In Hak the comn~ullic:ui\Jn 
ario infomlatiun 5yHcm~ of federal. ~Iat<:. foc;l! and 
Ilibal!;lw elforn.'lllcl1t ag"ncles ill ways Ihal IlIall' th<;lH 
pw!oumJly IJl()fC dlicicll! and cffecthe:lt u:iin~ 
informJI ion 1(.' prevent and ~olve crimes and to (';\lch 
criminals. The Admini!'traIIO!1 hal also wort-cd !o 
develop. leSt aIId evaluate body armor and mherdcviccli 
that wi II ~a\ll' the lives of hundreds of law enforccmCII1 
officers nationwide. 'Ole Adminislmtion ha\ broughl 
/lew tcchnologi,;s 10 slate, local, and !riMI law 
enforcemenL And. fedeml law enforcement agcllck.~, 
rno~t notably the Dl'p;nt!l1elll of J\ls!ice'~ retia;;1 
Bureau of Investigation (FBI), arc. alw using lhc~ IIGW 
tcduwlogics wcmsdves iu orrying out their l;;w 
ctll\m::ement .Iutics. 

Criminal IUslflry Records and 
Inform.i1inn ~hurlng 

A b,\~k building block 11\ our usc or led1llP!o,gy to 

fighl come is compulcril'lItivn of slale and fcdeml 
criminal history rccords and the uvaitabililY of this 
in(ormatiolllO ulllllw clI(OtcCmCIU ;;geocies. Crimin:d;; 
now routinely operate acro~;\ stale 1I00 nalional 
boundaries, requiring law cnforcement 10 be able to 
til! iddy ~hllfe infonllalion among jutisdictit'lls to liml 
fugitives, solve crimes, and adjudicate crimio;lt C:I~5, 
The Administratinll hilS taken;1 major kadcnddp rolo.: in 
cll'::our:lging ~la!eS, lri!)Cs :mt! locl!hks ttl IllOdcrnil.c 
Ihe ....ay Ihey cullt...:t inillfln.ltion. en!~r it illlo cf)mp\l!~r 
datahases and ~hare il wilh <ltner jurisdictions. Starting 
in 1995, the National Criminal History Improvem~nl 
Prograll1 has provided 1lH)(C th:m $273 million 10 smtt) 
Inw enforcement ugellcies 10 improve, complete and 
M:mdanJize their recon.l k.:-cping. The Adlllinistr:ltioll is 
creating ;t national netwmk of infonn;uion Iha! allows 
local law enforcement h, idcmify fugitivc,> ff'{llll jllstlcC. 
:llIow;; gun O.:-ai<-r!' III n:fllsc ~:lles 10 ;:riminals convict~'d 
federally ('I ill ;111)' sl;!lc. a!l,'ws cOUl1S 10 enj";llce child 
support ordcr~ io;sl!ed ill other juri~dic(i{'llS. awl alluws 
Slillc and (Lxa! Jaw cllf(lrn.:m..:u! !o more easily 
colinburL\!e \(l fight crime ;t,,'w's "la!C bpnlc(~, 

DNA 

Forensic I)NA ullaly!'1s ha" IIi<: potential to become 
~IS powerful an inve"tig,Hivc tool for law t'nf()fCCltleul ifI 
the 21st Cenlury a,; fitlp;l'prints have been in this 
<.Century. nf\<A, III (i<:oxyrib,mucl.:!c acid, carries the 
gendic code of each lHlm:m heing. Like fing.::rprinl';, 
(;,1Ch person's DNA i~ llIli>.juc (except for idenlklll 
twins), DNA is pn:scnl ill all cdb and allow,~ law 
(;nforcement to idtmtify ~1I,pecls by analyzing any 
blood, hair, Skill, liemcn. fir uther biological maleriu] len 
:H a <:rime scene, ny compnring even microscopic 
amOUn!li of evidClice left al 11 crime scene wilh a sample 
of a known suspeCt, DNA can link criminal:'> to lhcir 
crimes wilh 5tunfllfig ilccllmcy, For eXllmple, DNA 
iif1cd from fesidlwl ;:cJl\ in Ihe hatblilld vf:l hilseball 
cap len 01 ;l nHlnter <.l;CIlC Cllnhj;;<i fcdewl 'Igents 10 
idl,!mify Ihe killer Ill' un FBI agent. 
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Over the p.,1~! itix y('ar~, Ih..: Adllliui;;tmiioll htl' 
rnade DNA l«hoolo£.1' Il'l\Jrt accessihle 10 tribal. ...tatc 
lind ItlCal policc" We have dcYclopcd and promulgated 
st;u;tlanh f"lf qualifY <:onlmllhllt slale mw local law 
cllforo:O\cJt! ('an \Ii:e!o en~ure lha! DNA evidence is 
aecumlC anti p~r~ua,ivc in (oIHL til 19')R, Ihe FfH 
implement!.!"d l! 113tklOal Cvmpulcf tbl;;ba\C of DNA 
profile~ I)f CI)fWiClCd offendeD> ami unknown suspects 
!lased OIl UNA ~lmp'lcs from nime sccnes. (mica.! of 
heil1g. limiled 10 their 0\\-11 ~];jt\.' \bl;!h;\~s. st;![e and 
local ag(,lIck:s c;m now curnp,lr":: s;mlrtc~ IIK:y ohlain 
from Cr'illl4.: ~tcnc) with DNA pfOt'il:::~ already ill the 
Fill d(lIuha~c. 

DNA evidence can al~o e,\OOeralC tho.se wrongly 
accused Of crnlvi;:t('11 of it crime. More than 65 P''':llple 
IlIbtakenly Cl'llvic(,,'(1 or l\':hHl;~S have been freed from 
prison OJI tlK! hash of DNA evidence, 

TllClC i!l more "'ark to be done to rC:.llize lite full 
po\cnti.\! of Ihis c:maordill:trily reliable mel hod of 
linking criminals \0 lheir cfillle~. The AdmilliMrulion is 
;,t~king $20 million in funding 10 build a natlonal 
infpstruclUro lor DNA evideOl.."C through a numbcr of 
new inltiatives, 

RIJildmK 0 tlmiOfwl ON/! £lIdcxillg system, 
Hen:nlly, the FBI e1whli:.hed a national DNA 
indexing syslcm clmlaimng ""mpks of DNA 
from 2W.t)OO Nt1vJclCd criminals and from 
6,500 crime scen~" l1u.: FBI is currently 
operating lhis. syslem, Smm, morc UI-ln W2 
qime l;rr,..)r:!tonc." ill 4:~ ~:ak\ will allow ~IH!e 

and lorallaw cnfon:cllN!11I 10 look for DNA 
mah:hc.'< froc of {'harge. Law cnforttmenl 
'l>'\'tl.;i,,:", have ;II",) co!le:.:ted own: limn 650,000 

o 	 < 

ildditloll;lj DNA :-:lmpl0,\ fmm C;jjlVlctcd 
<Jifcmlen. oml Ht;;pcct;;, htll !hose samples 
c:mnOl be etll!?red unlillhc.y are :m:lly:r.cd, One 
of our major prioritie'> is 10 complete the 
,m;lly;;j( of thosc 650.00() ..amples and have 
them cn!cful and ,!cl'.:~!dblc thmugh lfte 

natlcoal DNA Indexing s}'~tcm" Much of \he 
$20 million the Admini~!faljon has pm~<;cd fOf 
DNA infr:\~tlllcturc is for this projecL 

flll/H'm'ink DNA iJ/W!YS[I'. The Administralion 
is ,11;-;\1 working !o fcHne tcchniqul!s to analyze 
mitroclllH1drial DNA. MilOchondrial DNA, 
hecausc i! is so p!clIIiful ill human cells, is even 
c;l:,icf !it;1I! other types of D;\iA 10 lind at crime 
;,n:m:1I, Wilill.' 11111 !yjX: of ONI\ docs 1101 
uniquely idenllfy imli"..iduHls, il ;;Iill has the 
!,,'!cutial In solve ea);Cs where the DNA is not 
availahle from whole liying cell!l_ 'nlis 
lechnulogy is curremly used inffctluently. Oul 
Ih~ a.ldlliO!lill re:-,IUll.'cS Ilk' Admillislmliou is 

:;t,ddllg !(i improve ;!lI(lllllv;mcc the u& of 
DNA cvidt'flCe ..:an H"ltlCc the Cosl and laboc 
~h~,.>Ci;l\cd wilillflllnchnrn.lri;!I DNA tcsting 
liln1ugh Icfincd analytical iedmiquc1. 

• 	 NI'dj/d'lI~ Ihl' el'S,S ,,[and t{m,~ rUluirrd/ur 
DNA (('x/s. DNA lesis arc still birl), 
,,;:'pclIsive, Al~..., II lypic-lIlly liike:;. ~\'cr..\1 days 
10 process a DNA smllplc, and can takc wecks 
or mt)nlhs 10 fUn the safllrle.~ through the 
databasc. The Administration h<ls JUS! bcgun ,I 

fhe-vear inilialivc !1I reducc Ihe CllS! of DNA 
tests 'from $700 a tcst to less than $10 a lest, to 

reduce 100 !e.sl time from hours 10 minutes and 
10 increase the reliabililY of DNA cvidl,!nce 
cnlle>:led rrom even minute samples. 

l'ing'.'rvrln1in~ 

Throughoul most of tlli" Century. fingerprint 
c:vi(kn.."C ha" 1;':':11 the most persuasive :m,[ conclusive 
IY!1e of evld~licc: in CQUfi. DNA evidence is ,;flen 
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• unavailable :md is ~!il1 in its infancy: so, when Over Iht.' p:\~1 si.'-. years, the Clinton Adminislrallun 
fingcrprillL~ ;In: located, law cufOrCC!l1CHI ('mm! on them has d>J,,·d,'ped and i~ impkmcnling II G)mprcllt'nsi"c 
a~ <Iv.; ;;111gl<: lI\{l~t prrchc ;l1Id ;lccur;Ut~ medH,d of 
idcTltifying POlcHtlal su:->pccts ,\lid other In<JI\'lth.Ii!ls, 

• 

The Clil1lon Adminii-lrall()j\ hM focu""d on 
improvillg Ih;;: ulilily awl rdiubililY {)f fingcrprint (1;(1:1. 
Whll<.' fint<'fl'rirm have heen uscd :($ evid..::rtCl.! for mallY 
ye-:lrs, there (I':11I1Iln sevenl! pWhlcrns witlll!tc 
collection, s\tlrage, arkl n.'lficval Df fillgC1Prllll !I;lIn, 
Flr~l. fingcliJrint evidence h not alwny,( eas; for police 
In ovl:lin. MOlil lingerprillb nrc invl,~il1k to dll~ nnked 
eye.•md Inw cnforccnwl1t o1tidlds t11U~1 lise :;pcdlll 
tcChrli"t11cS to transfer fingerprints from the crime ~ccnc 
to 1he cvitknce locker. Traditionally, polin: have lined 
prints from crime S('en<!~ hy tlll~ling 111e1\1 willi :l "pedal 
kind of pnwtkr Ihat makl:'> them vi~ible, ~l(Id then 
Imprinting llic vi~ible image milo ,) pic\..'\: of paper, 
Althuugh ahluining fingerprint); !Il Ihis manner is 
reliable, !lIe method has ils limits - forc\umplo, poliee 
often h:lV\.'- trouble lifting prints from uncvclI "urf;\ccs: 
"lice ct,lk'Cl::tt, pn1t..:,; hbl!J('ic~l!1y hav"" ,\wrnl 
tingcrpri!!ls 01\ tntl<~x canl~ ill IIle cabitk'Li \lC lnvc u~l"d 
other non-c<Jmpmcrizc,J stonlge, so II1,tl plinls tlr~' (WI 
acct%ible l(I other agencies, Of even OIllcr prcc1nC!~; 
lll1lt:S~ 11 sll~pcd i~ alicady known. m~\lchiall pflUh (iIe 
cr:u:ilioll;ll W;IY j, II let!:oJ\ dlld lime cOII~"1l'ing rhore 
b<:c:wsc prinl~ must be compared by hand_ With the 
help- of the Adminislr:nion. these proctkt:!l al\! hc-ing 
rcplaced hy nlon!. dfictcnl and dfeclIve fUlgc-rprim 
;m:tIY~l:', 

pl'lIll'l improve fingcrprinling lechl!{)logies. Thi~ pl:m 
tim; lhree major ekmct1I~: 

/lJIpfT)\'ing Iflt' III('/JUVS of Ii/ring prillt,f III <l 

l,Tim(' .ITi'/W. New mClllOds can produce 
rdillbk :Ind Ilseful results fmm older print~ and 
partial prillls. 'Ole Clinl(lU Adminislration 
worked wilh Congress 10 obtain ftmding for 
i1l1pro\'eIl1Clll~ inlhe ""':IY law enforcemellt 
!;<lthen; <lml rl'C(lrd, fingerprinls. 

l'romming COlIJpl/feri:miorl offiflgcrpritll flll'S 
ill local (lgl'l1l'irs. Ilundreds of slate, local and 
tribal police lIepartments have used federal 
fUt1tiing to huild a capacity In SIOTe. anti mon! 

fIl1POrt:tlI!ly, to Ilqlch tingcrprlnts in a 
computerizcd dat;lbasc, In these jurisdictions. 
police no I("mger search manually througlt 
nogclvrinl ,-':Jrds: instead, they can scan n crime 
.~((,:no,; luinl itlh: the e(Jm!)(Ht~r, and then ;;;.carch 
for a mat.:h. Since Ihe !9~Os, m;:my slatc_~ and 
localities h:1Ve crcalcl computcrized fil1gcrprint 
lblaha~e~, m:lking it br e3skr to identify and 
help ("\lIlVlcl ,1 ~Ilsp<,.'cl jlJ:>1 hy h~wifig 1ile 
Cri:ll 1:1 :11 's fillgcri'fi111~. 

Crt'{l(ifl~ fl natio!lal jin,r,aprilll datahase 

/w liSt' /1)" lwiia "lw)'w1!rre. Tilis database
will pcmli! poii.:c agcncie~ an)'v.here in lhe 
counlry 10 compare 1l fing..orprinl tifwd fWnl 
;\ crime seem: wilh ihc mHliQw. of prints un file 
with dlC rOt The- Adminisu"Jdoll is working 
In comp!ctt'lhe development nf one nalionwi<.le. 
iniegmled fmgcrprint d.lIlabase of major 
\llfel,der:>, !wnwll ;1$ Ih\.! Inlegrated Automalctl 
Fingerprint Id<::!llifica{iuil Syscem (IAF!S}. 
This dall!hase was actlvaled in July 1999. 
For FY 2000. Inc A<Jmini!ltr;llion has 
l)f\lpi}sed $70 million 10 cfwble lhe :HlIIes to 
aeee",s the tlulan:u;e, cOIllalnlng Illore than 

34 million fillgerpritlls. collected by fcdcml, 
slate. IDC,II ,111(1 uibal agencies, of pef'5;ons 
cOllvicled (if ccrtaln offcnses under ;;1;lIe, 
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fedcc,! .md !l'ih;illaw. TIl\;' datahnst;, WI1<:11 (.'onlpi0!cd, CmnllUlcr and Cmnlllunicatiom~ Tcc:hnnJu1-!it:s• 'Nil! be ,10k: 1\1 respond k~ electronic erl11l111;l1 fingcrprint 
inquiries III two hours or less, and will cms,\-rcfc(encc 
the !>U~P!XIS' criminal histone" and olltstanding arru~t 
worr:lIlts, as well a~ ~lolen vehicle infonll:tllon. II is 
opeu arountlthc dock, every day of Ihe yc:~r. This is;) 
vaSI improvement ,wcr pus.t r~~p()n5C limes. The 
hislOric nllgCrpriul hackk1g ha~ !ken (wert,lkell by 
lechno!o!1;Y m!v:lIlccs.. 

lJsin~ Other Fo(cnsic Technolot!ii..--s Hod Uuiiding 
Mudern Fnrt'nsk L:lboratorlcs 

• 

Pingetpduts and DNA prim:> l:trC not the onl), types 
of foren~jc cvi(knee police usc 10 identify crimilluls and 
solve crimes. Fill example, {)Qlice can enhance s('cunty 
camera Dpes III Cn:lIte a dearer piclUre or re~·tme 11 
secmil1'gly immdihli..: !ape fC"Cording. Th<: FBI antlthe 
Dcparlm.mi HI 111,/ Treasury's Bm<::llI or "kuhn!, 
Tohac.:t. ;Uld Fin:OIHns (ATF) call now ~rc<lle and smre 
image~ or [II(: idl-'nlifying charactcrNIcs \If hull!:t:lllt! 
cartridge c;1~;ngs cI,llecled from crime SCCIl":1i. These 
il!lage~ C;III I~ comp;u"Cd with prcViUH1ily colkcicd 
im:1gc:> ".1 Iiuk critlV.;s. '11le FRI ;1Ik! the ATI: lire 
developing a ~y~lem -lIl1:: National Inkgr;ucd B;llli1itic;; 
hlenlifiCalicofl NClwmk (NlBIN) - llli1l clIHtlks Iheir 
previomly indcpc-ndclll dal~\bases 10 CtlllHlItmicatc, 
greatl}" IIIC!<:a<;lllg their ififontwlil>n 1ih:lring capabiliti<:s 
al)(I lilt! j kdihuod of linking ,,'fjl1litl'lis 10 11wir .:ril1l\:;;, 

'nmJUgh the dforts of the Clinton t\dmiJ\i~lraliol!, 
tribal. st;lll~, and local agencies have IX'en ahle- tn 
upgrade thelr f\11\'11Sk !aoor:ltori~s and techniques. In 
1994, liK' AtlminislnlllDn fUlldt-"{llhc crealhm of se\'eml 
speci::t1i7ed tl..'Chnology centers aCrQfiS the coun1ry as 
..... ellas fnur regional tcdmology centers Ihal provide 
forcl1~ic '>\Ippnrt in trihal, IAale and ",Ical ngcIICle);, The 
ccntcr~ have hclp.:d pulice dq)[\CllIICII(S Ii.\~l crime scene 
endence, (llll:lltl I)I;Uef forensic ledllh)jllgy arl(ilmin 

their I'cT\umH.'1 t'll how to lise it 

'rlle Admini~tration 1135 ptopt).'\ed IICW inili;ltlvcs 10 
further impm\<c stale, local. anti t,iballaw chforcement 
technology c:lpacity in FY 2000. The Administration is 
.\!;ef.;ing $10 million 10 continllc the S!!Pport of lhe:'>\! 
technology ccnters and $55 milliun in additional gran! 
money to assist lvil'al, SIa!C and loc:tl pnh~\l in 
impwviug [hell" own forcn~ic eapahilllic;o;, iududillg 
illlproveI!H;!lI~ in DNA It:sting. 

Cl'mpUl<!r.< and cmnrnllnic,ltion tcchnoll)yies have 
reV<.\1\1I iOllized -d;I}'~hH1:ty p(llkc work and !nude pnlicc 
rlH;re effc<;:(jve and mQJ"e cffiden!. Computcrs nave 
freed police from linw·consuming. admini<;irative WOI'k 
amI. as a refiul!. police nnw have more time and heuer 
l"\ll~ (,) palrol mu \lr~cls and keep our neighhorhoods 
XlI!1.~ . 

C;nll'ljTERS, Pull!."\: work ha, IGitlili()tl:llly 
involved ;, signifinlll! ;nllulI!ll of J)<1pc(wo(k - wriling 
tidee!:. ami citation;;, filling mil rcpom :lnd booking 
su~pects. With Ihe dcsc!npmt'nt :md [lvaibbilil)' or Ilt.:W 

Icdmoiogies, police em enler infOfmalion lhey wllC"cl 
at u trime $(.!ne direelly iml) ;t "'plOp computer in their 
p'.llkc car ;md senti tl ekl'lwllklllly In lite s(mlon for 
pn;...'"<;~~il!g. 

CO!llpUI\'r~ ean alS1) he IIs.:d 10 \Itppmt dectroilic 
dat;lo:I\i;::: ("oflf:\ining everything front lingcrprtnh and 
DNA /If<lmeS to mug ,.;hot::: and criminal hi~tory rcconls, 
The FBJ\ IAFIS da!all.l<;c. lor ins!altcc, alre.1dy 
etllllail1~ Ihc ,w"xia!cd aimill"l history fm c1ll:11 ()f ils 
Hvcr 34 milli00 fing!.!rprilll profiles. Mug ShOls will he 
,1(1111,'11 to lhe dauh:t'>C in 1Ill,; n!.!:>;! year. Eve-n with 
adv:UJc!.!.'i ill I"(:c<.:nl yc-:lrs. Illiwcv(:r, Ihere is, ."tililoo 
much lnfr>fl)1a(iOIl in l):lp<!v mes. or on multiple, 
IJll'nmp;nihk c01l1pmcr :;y:>!ems. 

The Administration hllS fuuded progmms 10 help 
slate, local. :md tribal law '.!fli".ccmcllI agencies 
computerize their operations. Undcr the COPS MORE 
prngwm alone, part of the t\drnlnlslnnion's COPS 
pll)gran; to place [OO,tl()O tul.ditional officers on the 
.''If\:el:> in pnrt by frcdng them lip rrom de'>K W()fK, tht.! 
AdmiuislmtioH has jlhwitlcd \lver $704 lln1liun in 
leclmo!ogy grants, Wllh lhis program and DUlcr;;, 
;!gcncies have bi;ctl able tu ..:re;ltc :tt110lllated booking 

l)fOcedurcs with digi! ..1C'UnCUl'<; amI special COmpl.ller 

M,ftwarc, TIle5e pwgr:UllS. working in tandem with the 
NlIli{)nal Criminal 11hl01')' Jrnpnwcl1lCnt Program, have 
:tI~o made tund>' available fm updating allli 
c(1m(1lllcririug criminal hisl\'lJ' rec\)r{\~, TIle 
Admil!l~if,lIioll ha~ fuud...:d pr"jc<.:!., to make data 
systems ,'"ml"l' iok, ill ()nk:f II) lildlilale Ihe exchange 
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• qf in(orm:Hlon among police agcllcic\, More rt.'CCllIly, 

the Atlminislr:lti(lll h1l$ taken a le*ting role in 
dcvcl{)plng af! imcgralcti d:l!~ba~ that draws \11'00 

>;olUpmcrizcd iU!\)JllK1linn from all ktlcmL ~!l\IC, 11"-'111. 
and tribal Ctlmilla! justico: agcnd~s - J single, "gbhal" 
nClwmk cf iufonllatiofl. R<:ady acre.'>;; w thi~ 
infoollatiofl resuurce, Ofl(e it is online. WIll provide law 
cnj()I\~elficnl officers: ll1e Inform;l! ion they nt.x"d, when 
they Ilvcd it. w!lI.::n:vcf Ihey IK>'.:d ii, in the DffiIT l'f on 
tho:: strn::L 

ihe Adrninislrali(tfl j" now proposing $70 milliou 
for FY:WOO tinder COPS CONEC"T (Community 
Oricl\!('d Nelworking tlnd EnntlllCt'O Communlcalil'l1s 
Technology) 10 ,hsb, ~lll!C, local amltfihal agel1;,:i;,;~ !It 

pllrdill~ing laplop computer); am) netwmking ~OnW:lre, 
$50 mi!lit'Tl to ih\hC agencics f.lr upgrading lheir 
crimill:illii,;tory H!('Q(d~ and crime itk!fltificotlon 
tedmo!ogy "ystems, Md .tnolher $20 milliolll1lward the 
imcgmtlllll of Ihese sy;;tcllIs. 

• 
CI<IME MAI'I'lN(;. II. mow. cUlling, edge 

ledmnLogy - crime m:lppmg - aUpws law ellf\m;clI\~tll 
to link iflfQtlll:ttitlll ;lhou! crimes with other illfcmll<ltion 
ahOllf;\ COlllttllmily, such as housing pa!lcms. ihe 
tf:lliSpnrt,llion grid ,Hid traffic paltenls, _'1Chods. 
n:<.:reati(lfl i!Pc:!S, pnli.:e ~1iI1 iun "nli hwdness<.:s of ;di 
d;!SCriPliol1. By c"whinillg this infr,rm.ltioo with 
sophisticated compu!cr ;malysis, crime mapping (,Ill be 
used to idemi (y p;t(lenlS of crime. I'olice C;1n IISC these 
patlcms 10 predict where and when crime is likely to 
ilc<.:ur ag.ain. 

With this in!'cnnulion, law el1fQf~'ltlenl ag(.:ncics 
can fncus their l!almls in crime "hOI "pots·' (area): where 
crime is. c!pcci:IHy concentrated). making it far more 
difficlIl! for criminals !('l commit crimes. Crime 
mapping has heen <I gr<:;)t ~ucccss in communities 
where it ha.~ IX'C11 tmp!cmL'IiI(:(I. bllt mos! pulice 
agencies do not have access tu tlli;; 1<.-'ChnoLngy. L~ss 

than one-Ihird of poliL"c d<>pmtmcllw wilh more than 
100 officers - and less ihan threc' ~rtenl of snwlh~f 
dCpilftments - are using computerized crime mapping 
techllology IOtby. 

The Admini<ar:!liun is scel>in:g $30 mi!1ion in F'l' 
2000, and e;lCh j-:;;r thmugh 20U4. !!ll'ljllip 22 
LPllilllhl1llics Wilh 1111: most ;,'lphisli~i\tcd <:rime 
Illapping SOfiwMc currently avnilahle. 'fhls new 
pmgrmn. called COMPASS. continues research and 
dcvelopment nJI\~(jd)' being 11l1dett:lk:CIl hy the 
Adminis!rati011 .mll will give }o<:allaw ellfOfcemcnl an 
lmpt'fiatll (,),)1 In stllp<"tlllle HI the Ix:", lim\'; r<J~~ible
bcfnre it hnprcns. 

C();\"\l1j:O;U;A'lli)~~. Ensuring public safety o(t1.,' 
requires effective coordination amoug many differenl 
public s:J.fety :lgew:ies, Every \1,1)" law enforcelllcnl 
Hfficers arc cnllc,l upoli 1\) resfwnd tl' crimes thm cross 
jllrhdicthmnllilles. em!en!ly, however, llIany law 
enfnrcellieJ1( and ulher public agencies have 
in:compafible communication syslcm~, As a resull, law 
enforcement official:. frolll dilTer<.'1il agencies OftCll 
c:IImol falk <1il\.'\'lly It\ one ,\!lui her ,wer their radios. 
Public \afcfy 'lgt:!H;k~ di:.Lover - all lop often durillg 
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• an Clnt:lgcncy -lila! they (:a111101 1U()\lI\l ;\ wd!· 
.;oortiinaled emergc(!cy fc:;;ponsc. C(ltnP;llibk 
C011lmHOic;)(I\)I\ sy:)lem" nnt 'JIl!Y en~ilfl; the ddiv.:ry of 
more dfl,.'e\i\'¢ public ,QfdY \¢r\'icc~ 10 i:onl1llt!!tltie". 

~Ul abo improve the safelY and eftlciency \)f la'" 
enfurn:mcnl per>lllfn<:i, t 

'I'!-.e Admki;;tnlton i~ SllI'P<)rimg i!lU:T<I,t;CllC} 
communications imrf(lvC!l1"'1\L~, The DCp;\llnJcnt "j" 
JU'iiu: h:m worked with indml!f)' rnamlfaC!Hn:rs and 
oilier intiu\(ry grullP,~ to de'"l':!op standard .. fur police 
rll(lilJ~ hi mate sure that new systcms arc c(1!npa!iMc 
wllh Oil!! ;motha. The Adminislrnlion!w5 aL~o hdpcd 
slate, local :md lribal agcncic~' dfons!1J rc.~ol\'e their 
imerop,,'mbillry rroblell1~ .\lld funded tht:ir purchll);C of 
cOfllmunic3tion system:;, thai meet wmdanb (Of 
-':Dllllldlibility. M:my of 11;e~c cff()11.S have 14;,'11 dircc-ted 
ltlw:ml equipping these agcneics with Ihe hie;;! \\IlX.'kss 
t('C)molni\Y. The Adminbnf:l1ion has !w(lpo'«!d 
$KO mHlk;h in FY 2()OO \0 fuud pl;1tl11ing granl;;, as well 
,I" tcellllital aK"islancc amI ..kIlIUfbIIHIIUl1 gr,lIIls 10 
,":;!Ic~ allt! trihes to mlv:.mcc thi~ ..:fforL 

police officer.. have ·access to effective lif", saving budy 
armor. TI«.: Depart rnent.~ uf lUMlce :md Defense have 
collahuraicd to develop body :mnor thil! is liglll<:f :lIul 
more ('asHy c.ltlccaled, but ~[rong enuugh Hi with\l:;nd 
tille lind h:mdgull hulleH·;lt clo.-.,c r<lnge. The . 
A,lminblra! i')l! !l;\~ ;\l;:,~ ,ti."~l'mil1:ved n:di\lllwidc 
PCr(,)Oll;\IlCe q,md:mb ami;! tcStillt; pf!J:;mnl for hody 

anll!!r, By developing these standards lind testing Ilver 
I ,5UO mudd\, the Administl1llion hus given ~l1\a!l<,;t 
police ltgellGies the infonnatioo they 11eed to make $tIre 
lilal the annor thcy huy i.~ the be5t available. 'nlc 
A(tministra1iof1 tms .. Isf) helped lockl polke 1lgcnde~ 
purchasc hotlY;lrmnr. Body annor IIll"'!!ing these , 
Slaml;lfd, or purcha<;cd under this pn;i£r.lm has ~vcd 
the lin~s nf Rome 2.1 CO law enforccment personael. 

IIANl)U~(; UANrammJ$ SUSI'Ecrs. When 
;\pprchcndillg;; dat1.gCf()(JS or "nned crimin:J\ ),lISp'.."1;I, 
111 ..... cnfnrn.:ll1<:ul'Jl1kcr..; have o(el1 had (0 d!O\ISC 
hc!wec.:11 I'hY,~ICl1Uy resJraining til..: SU\IY:C( (\\hich i~ 

dangeHJ!J\ 10 lhe olliccl:;} and u~mg Ihelr gHI\R {lr h;ll(lU!l 

to subdue th..: ~HSpcct (whkh b dangcrou5 In Ihe 
S\lslX:Cl). Tllc Admillistrulu)t1 is cnmmiu('d 1() pmvidiag 

• 
I.ire-Saving Technl}lo~ies 

LaVJ enf0fcc:-ncn! oft'iccr~ risk Ihci!" lives'every d:l)' 

10 protect IIi;, onr families, lind our cnrnmtmidC$. 'n.!S 
is especially Hue when they nrc pm:;uing or coMronting 
$uslx'C[~. Recent advances in technology can gn·atly 
reduce the risk of mjmy. The Clilll0n Admiflislr.uioll 
has taken a number of 5teps it> nl:il.:t\ Ihis tcdmology 
availlhle. 10 federal. slale, local :l1I\llrihallaw 
crlfllrL'Cltlen! Inroughom the fti.1!lUn, 

J>l{on:crn'I{ nou\, A"I\1OI{. '111C Athninislratioo 
hao; helped to ensure liml fcJcml, slale, 10('a( and tribal 

law ~'Jlfon.:clllt'ul innis \() handle dangcnJus $USIX'<;t!' 
witH," minimizing the risk of harm lu police. Ihc public 
lInti the Stl~pCCL Administration fllrukd rc,~C(lrch is 
cHlTently exploring a wtde runge of tt's-'>-than-\clllll! 
WC<lfhlH leclmologics - everything from pellet hag); IQ 
capture nels, The Admll\islr.lli~)ll has aim funlled 
(jcvdupmef\t of a IOO!. d\e retrJ:Clahlf;' ROlll,l SpikcC", 10 

puncture !he tlreg llf a Ilt-dng vehicle, indudng a slDw 
3ml sale c(!lIlmlkd SlOp and thus paning 1111 elldlo:l 
polClltil1!!Y d,mgcfHas high-"JX'ed chase. 

Federal A~clldcs Use or 21 st Century 
Techflol{)~i:cs 

11lc Administration is commiued 10 fIlaking 2 1st 
Century It.'dul\)ltlgy :Jvail.ahlc In litate, Incal, and !rib;l! 
ofrK:i(lI.~. ,\[ lhe :>>Hue lime, fedcr;!.llaw enfofccmcnl 
agen;;;ies arc \.I;>ing 11 wide range of ncw technologies 10 
strengthen fctlcrallaw enforcement c.tpabi1ilieg, 

PtHHECTtNG 'IIII': BORnER. The Inllnigmlion 
alld N:UllJ"llHz.:llinn Service (lNS) alld the U.S. CUSI0!11S 
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.servia: arc piolK.'cring the usc of m:llIy technologics in• lheircfiorts 1() prol{'cl nur n;ltiou\ htlnicn;. 'nle ll"S i!> 
usin~ flngcl'prinling technology to (met hlmlcr \'fosst:rs 
((I (hey tan identify "'lmggkr~ and criminal ;l1ieu" 
rctUJ'fllllg ill<.':£ally to the Unik'<.i SI~t,;S. The INS is lib" 
in~!tlll;ng [j lUlnputcr-coordhmtetl w('h of motloll 
.<.e1l'lO!l> ami C;lnwras t(' monitor ;<'!fclehe~ of lhe 
"k~ko"U.s. h.lrt1er. Working together, INS :tnd the. 
CustOms SCrViCl) arc remole!y :<'1,11'1'1111,: ley oonk, 
crn~:;inp\ alllllg Iht' Canadi:lIl-AllICric;ul ~lnkr Wilh 
mitotic C-<lmera~ find n:molc[y OIX'f'alCU mad bloc"ing 
IIll'Ch:mislT1s. 'Ill!! !.lS. Customs SeJVIl:C is now lIsing 
ho!1! mobile, and fi:>:L'tl site x-ray ul1Idlincs to chcd. 
trucks and other I:lrge vehicles j(,[ contmharul com:'!nc..! 
in hid(il'n COll1pm1mcnls. 

• 

'I"~ b;::ililatc lh~ smom!! How of legal vtllide Ir.lftic 
31 ports {il cnlry.lhc Adminil>lratioll has also hCg\lll. 10 
u~e;l s)$lem tha! idenlifies legal Ych;cle_~ decIHlIlic.:dly, 
;\Hd ,Ilk,\-\,) (:-is ;\g\~n!s 10 verify \' r~llally tlCCHpant,-' 
idelll;!!;;" by comparing Ihe Cl1rrO:1I1 (}C\~tJpam1i ag.aillst 
digital image~ tlf d'(1se who ;m~ slIpj)(l'cd (;, h{:. 

tmvc!ing in Ihe Vdliclc. At SlIIlIlI flur!hem bOHler 
crmsillg.~. local residenlS C3t! now Ul-C aUlQUl31cd pon'> 
when siaff aTe Iml on dulY. Thc'>C automlUed jlorh IISC 
video imaging hI 3ltow entl')' tn local rcsidents whu arc 
!'n:qucII! tow-risk htlr(!t:r 2t\l."-.cr;; in 1'lClllotc ar;:;,~, hUI 
preventing elllf)' <,I' others in onkr 10 sJfcguafd 1Iv: 
integriTY of the northcm border. These new lonls 
1,,m103IlCC enforcement rind n.'"tluce (r;\\l,h!len! tlllr)' info 
Ihe country. 

lMI'1I0VIN(, SECURITY ,\'1' FI:mm,\L l'mSoN:-. 
The Fcder:11 Rurc:nt of t)rjs-ons has installed perimeter 
\lcle>.:ling sy~!cIllS and he:li1bcill defector systcrm (0 

increase pri~ln xt."Clifily. ;ult! has begun using 
"tdemrdicinc." whicp hrings mctlieal !realmCnI llud 
c.valu;\1;oll \(i prison inmates fmll! off-site h,)spil:lls, 
dil1in qr om;:o,:;; by video. Tekmcc.idne Juw'.:rs eu,,!;; 
and Ics~.elt" the chance of prisoner e~c(jre v. hen inmates 
Me lrnnspo-rted fmlll prisoos !() facilities for tn.':ltrncnl. 
Vitlro telecollferencing is bemg lI~ed ny federal COUf!S 
1,1 condue! hcaring~ while Ihe pri~mwr remain" ill 
clls\;.dy. Thi~ miuimizes the ri"ks d prisvfl0r 
movement. !lr\l!e(l:> k1w enfun;<.!lllclll Iltfsl.lIlno.'1 ,md Gill 
expedite the heming. process. Fed\!nd ,\nlhmitic,< mo,: 

abo lIS-Hlg ~ophis-licatcd clcclrouic: monitoring tv 
C:U[h:fV isc Ihe llctl\'i(ie~ aruJ whereabouts of pre-uial 
dct:lillt:cs ,\t1.t parokcs. 

it... I.TINI; CmJN'fEItFEITINn, Thc [kp;u1rm:m!)f 
tht: treasury is dc\'e1opin!,j new Jllli-<:(\Umcrfciling 
k'elmolngics, iltCluding the iS~lle (If rcdc.;,igntd. harder 
10 cl)l~y CUIT,,'ncy. sllch as the new $100, 1S0, and $20 
hill~. New $!H ;mt! $5 hills willi"!\.' pm:tcd ill the lie);! 
few years, 

JlRoTEcn:-;i: ,\(;,\INHTERRI'kISM, The 
I\dmini'>lmtion has made ,he saft:!y (If government 
facilities and oHler high security ~ir~;~ 11 prinri(y. Among 
,Jlhel siers !:Ike!), tht: Sccret Snvice Ius iMtaJted new 
...cllSOr:- capable or ,!electing biochemical "s well II~ 

Imdilionaillircat.'! It; hi£h-sccuril), Ei(es. The 
t\dmini.~lration is funding rescaR'h {o dcydop a t~rc of 
personal alilllnlQ he \H)m hy IIIW enforcement officer> 
lita! mOulton: ami alcrl~ the ~llfk;:( 1(1 th~ pres\~nec of 
hatardIH1S agcnt~ Hnd the net'd It> 11M" ~lx'Chli PflJIl'Clivc 
gear. 

The FBI is al~o l1ewloping a .~yslem to e);chaflg~~ 
leftOfi\\-rcblcd Jjlrefl)lk <lma Ilirllllgh seCllfC 
tekc(>mmlwicatiol!:'I links Ihal will 11!!()W fmensi .. 
;;(k;ftli;;L~ rrom panidpaling nHrntrie,- :m.und :h ... world 
10 enter und n:tricvc ,lata fromlhrcc wiklriHc FAI 
foren:«ic dalabtl~C~, 'rhi~ will ni;lke if easter for 
investigalors 10 mmlY1J! \lala ami identify susPCCl$ ill 
inlemallonaltcrntri~rnificidclI1s.11bloricaUy.this 

<..!xchangc of infnrnHH j,m had j() be ,'ondUC1..-J by m<liJ or 
hy \liplt)matk l,,_,w.:h. The abiEI;.' tll this $ys~em h> 

store. retrieve and tn1{);;mil foren:«1c duta rapidly, 
aCCllmldy ami securely siglliflC:I!l!ly will enhance 
illte-mational law cnftlrecmenl capahilities in response 
10 intemallollait<.'rrorisi Incidents, 

SI.OWI~i; TIlE DI\CG TRAI}I\. The Ju~lice 
Department '" iJrug Ellforccmcllt Adlllinisiralion {DEA) 
is lI~ir1g fechnology 10 largel the suurce of illegal drugs 
flowing inlo the U"itcd States. and 10 Illo;milor the dmg 
distrihution nct\\ork,~ within (he slah':S. In cOOper:1\JOIl 
with f<,reign countries Ihmughihlt !Itt: world, the J}I!A 
h;l~ Cfuawd a dataiJ;lse coO!ainillg inrOfU1;lliotl regartling. 
growing meth\l<J~ and soil cOIll()()ncn(~ H;,e(! in lht: 
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• cuhiv:ltiol1 of \lnlgs throughout the world, With Ihis. 
information, DEA lIgCIl!S can chemically analyze sei/cd 
drugs and mUlch those resulls with the database .(amples 
III i(knlif:: where j) jl:\rlk\II~lr hhipmcnl \If dmgs 
origin:,lcd, The Dc'pm11ll\!llt of Justice is als() III}W able 
!1I1:rad: the m()Vmnents of s\Jspectcd drug dealer.. across 
Slale lincs, which ::nable'S invc;;tigulOfs 10 undcrslHllti 
helt..:r the ClinCH! dislrihllliwl Iletworks of the drug 
('J\I~. Having this data allow,> law cnt"m::'cmel1! aget\!s 
;11 aU levels to largel their rV$OlJrcc~ most effectivel), 10 
SlOp the influx or drugs jmo the United Slnles. 

II. Fighting Cybcrcrime 

COmp(llerS ,Uld til>: gl\)wth of lhe Internet have 
gCllcrmed jusl!!i:!!'<le cXtllnll<:iU uvcr Ihe pas! few 1Ctlfi'. 
The imroductiol1 of IhcKC lIew technologies has hruught 

a new type of crime - cyrn:rcnme. Cybcrcrimc 
gencr.llIy ha~ t,)kCIl (>He (~f three form:-. 

• 
Fi(~1. computer Cn!l1inHI~ targc! computen; for thdr 

oriclI~cs. Will! \'tJrnpulcr soflwt\rc Ihal cnn bA!ak 
pasS'I"urd:;, (:~llHrHJ!er C! iminal" have 'raided d,Ha file.:; to 
~lcltl IllvcmiwJ;: ami Inlier ~cnsitivc inf"rmati,lll, stolen 
mouc_y by illegally tmm.fcrriag it out nf bank 
cttstollter~' :ll'(uunt,;, amI un'c;l~hed d.mgerons and 
dCv;lst;\lmg C()fI1p\Jt~r \'ifU,~CS Ihal can do ~v~l)lhing 
fmlll dblOrting data to \lblilc.:mting it, c()sting Americm 
businesse.> millions of dollars in delays and !os! 
bU'iinc.'>S oppo/1tH1ilics and disrupting locHI, ~tate 1md 
(\'cn I~:der(jl gl)\'crnmcm 'Igcncies. Recent smdies 
conthlll that IltL\ Iype of cybercrimc i,~ on the rise, with 
:W percenl tlf computer sectlrilY professionals Icpor1ing 
Ib:lt their compuler systems were penetrated by 
olJtsj(k~nt 

The Adrninistmtion lIa". made it a prinrity to slop 
toc proliferation uflilis. type of cyrn:rcnmc, The 
Presidem signed !xltlt Ihe N:lliot131InfmTllaliOIl 
lnfras-lnlctuf~ Pf\ltc,:ti~))1. ACI \,f 1'>')6. whieh protects 
the conlidcntiality, integrity, and :wuibhitity of d;U:l utili 
computer .~ystems aru:llhe Economic Espionuge Act of 
1996, which extends the n:ach Ilf the crimina! tuw 1G dH.: 
electronic lheft of tr<lde secrc!~, In ad,dili(}tt, on 
FennJ:lfY 27, [YYK, the Allomey Gcm:ml announced the 
fOffilation of the Natiol1allnfr<ls-lruclUre PrQtecri011 
Ccnlcrllt FBllkadquaners ill W:l~'hin&IOI\. D,C. 'rhe 
Center is a joinl go"crnmelll Hnd private ~cctor 
partncrship, including fCP(t.'~t~lUali'les fwm thi: rdevant 
agencies of fedC,itl, ",'(;1!e ,'\m! local govcmmcllts alld the 
priv;w.! M'ctOf, CrCil!~t! tu llddres", the dallllling challeng~ 
d pmtcl:!ing lhc ~I i!i';llj infr;;S!l1lcturc:; (Ill which nul' 
O;)ti011 dCp"'nJ~. 

A st"Cond lYI>e ('if cybcrcrinw that hrn; emerged is 
the usc uf complIl,'I" a" \"Iils to cnmlllil Indilional 
crimes hy eng'lging in ac,jviti~~ thai .ne heavily 
regubk',! or flally !lmhibit.:d t),llh onllll,t oef Ihe 
Intern;:l, IIlIch ;IS gamhling. pw;,tiwliI,n. 11lc ijj~lrihldi()n 
<If chlld pOl1lography nud the Mile pf preM:tiptiull dn!gs, 
gllns, anti alcohol. '1l1e AtiministfUliofl ha~ res(X)rnled 
swiflly to Illis Ijpe til cyben:;nme ,I,> welt A large 
I~Kenlagc or lite t,)M;S now handled by Ihe Dcp:trtmclit 
of lus!k'-e's Child Explolta!iPIl and Oh\C<.mi!)' ,\celllnl 
nre now inlcrnel-rct:lIt>d ca~e~. The Depanntettl is also 
engaged m an 11)l\!11~'1 fr:uul initi;uiv(': ;lIld imdkcttlal 
propcny iniciativ>;.', hoth of which fnttl\ on lhc use of 
the IIttcmel to cag;age in Iraditiun:J1 crimes, These 
initiinives will hctp 10 ensure that the Dcpartmenlllas 
inves.tigator:; and pt'o~ccUIOrs wht~ h.:lVC 1M technic:!1 
knowblge to addm;;;; the~e nffcl1M;S ami who ... iIl 
increase the Ilumh..:r of C(I.~C1> ullim:Jldy rro~ecutcd, 
L"w erlforcement officials ,IIC also addressing the 
challenges pOSl:d by the recent proHferati(m of wehsiles 
de1ailing how lD cOll1mit II wll\llc rang~'. of crimes
fmm how 11] mak(: a bomb (If hack illlO a tompuler to 
how to hire a hil Olatl ;and g-c! ,Iway with murder. The 
Department's efforts foeuo; on CH<;es Irwlliving the 
aidiu$ a:ld abeuill);: or ,;didlllliOIl of criminal activity, 
and ;!I\l carefully tl\ilN~,<j su as nOl to thill Firsi 
Amendment rights. 
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• A third role or cumruters. often linked 10 inlef<:cptiOIl of their communicmions and hide ston:d 
cyOcrcrhuc. involve'> computers which arc IIsed [0 store dal.1 in cffL>ctivc wayS. t ..,w enft1rtemelll must continue 
contrahand Ilrevidcncc of crime. Narc<»ks dealers. for 
c,\lunpic, mil)' u~c persona! computer:> 10 store records 
lX'nain/n£, \') drug lr~\mckllig inMrad of relying "1) old· 
fashimtl'tlletlgcrs. The Adminislr:.ltion has col1ahomlcd 
with ~1.'1!<:. li.X:lIl, and tribal law enforcement -agl;'od;;s to 
([c\'dop proccdufCs fnr colllXting l1\is lypt c.f computer 
ha~cd cvidl.'f1>:c. I",lwenforcement p.;:rsonllci need 10 
know what Imnlware and sof!'l!are to seize, how to 
pn.:servc the infommtiuu containc,! in computers. how 
to access- !hal in{l1nnalion for invo.;sti.g:Hivc purP()SC,~, 
riml how 10 nwk... sun: lb;11 t;(lrnpull:r c'!iden~'c can he 
1I.'etl again..! ~\1spcets (It !rial. Sp<.'ci.J11('chniqucs nre 
Ilce~kd Ii') f('cover 111<: d,:ml:tgcd m delt!le(\ fil~ thai 
ofh:u provide critical evidence in C1N::lronic 
inVl\~ligatinm. 

• 

The Admllli;:lrali('n ha;: supported and enhancl'(llhc 
efforts of law enfon:emenl 10 figlu <:yflcrcrime. The 
AUllnlCY (kncral has made l;lw c!lf()(,,·cment 
capabiJilies to idenlify. inve~ligruc and ;:IOP qbcrcrime 
a prinri!y tlml h:Js full}' !;uPtKlrtt'iillie \\ork 01 Ihe 
Jm,!1cc ncranmenl"$ tlNlk:IWtl l;OIllptller Clime \lnil~ -
Ihe PBrs high.lech I'qlj,I;!S {lmlthe Computet Ctime 
MId ltilcHeelual !'roperty Section (CClPSj wilhinthc 
Criminal DivlSiOfL These spccializeJ unilS wOll. 

actively with other nGiiollal ami inlem;Jlional 
gO!jcmmenl agencies :Jnd wlth the private sector to 
muunt a unilied, gil)t1:l1 rc~pon~c to Ihc threats of 
t'yhcrcrimc. Also, in early (9Y5. the Dep3nment of 
J',!;;(icc iui!i:1!cti tllC COmptth.::r I Tck.;:ommunkmi,ms 
C..,nnltn:llol" prugmm. um!er which each of die 93 
L'nittd S!,'\I'':S Auorrtey's Officc~ iu,; dc:;ig1tl1wd al 1o:;J~t 

oJle A%hmnl Ulli;cd Sta1e;; Auomcy \() serve as an in
h\lu$c high-kchno!ogy l:;.'(pc11, CCIPS pmviilcs spedal 
lraiuing to these pmseclllOl'$ on f:opid!y advandng 
1edmologk;tlllHd legal i,~';lJCS. With Ihc~ nnn other 
efforts, the AdminiMmlioll has ~Iggtc...sivl:ly resporK.kd 
10 cyhcn::!irnc. 

Cybercr!mc poses uniquc challenges to law 
t'tlloK't,'mellt. In cyberspacc, criminals can lTlilsk tlldr 
identities ami remain anonymous. More()vcr, 
cncr)'pti~'lfl - lem(KlI1UY COliversion of infonlla!ion imo 
lmrcadahlc CHtk - allows criminals 10 evade 

m dc~'du:p ils inv(;stigntlve ,t{'livitie.<; and caJhlbililie-: 
wilh proper regard for Ihe privacy flghls (\ssoci;tlcd with 
online. :lCltvitic'<. 

III. I'rivacy 

:\d\':lllC~S ill technology offer great promise fot 
ifllplOV!ng. ollr anility to protl"hl Americans from crime, 
hIll I'ley ",'an pn:SCI\t new challenges to cur p¢rvm;\! 

priv:l'~Y. Mml) v:!luah!c crimc fightil\g teduhllngics. if 
used imprnpcrly. could illterft:re with Ihe. privacy of 
law-,Ihiding ::Jtt7ells. New tedmulngy incre<1~":s til.;; 
OPPU! Illnity fqr llfllawfn! (ICC\:!;;;;' to confident ial p..:rsl)flal 
illil'fIlutio(l \Ising a cCnlputer !tnd the Imei1let w do 
everything fmt1l simple SU\l\Jpillg 10 outright "ldenliIY 
1heft" -Ihe: ael ()f ~lcallllg pt'r~onJ.l1 infonn:lIioo rrom a 
compuler ..!;Ita!lu.'!,c and lIsing.lhal infornnlion IU make 
purrh:t~'); or access st:nsilive infurmalion. 1n addition 
\0 the inilill1ives against C'yi><.'rcrimc described earlier in 
Ihis report, the ;\dminislr;ltlon has taken ~tq'!;; 10 en1ium 
lIPt Ihe puhlie doe5 !l01 pay for the rl:;e of 1l...:hnology 
wi I!! the In;,;; Ilf in(iividWIl priV.1CY. 

In 19;J!l. Prc$lden1 Clinton is.;uc.1 an !:.\cculi\,c 
Mem.)r,lIldmll (111 1'1'1\,,1<.::. At10mey General Rello 
impklllcnlet! the I'm;ddl.'IlI·;; directive hy forming a 
Priv;lcy Cm:ncii within the Depnnmenl .of JtI~lice. This 
Cuuncil, made up of repul,;cntalives from the reltlvllllt 
eompul>en!\ oS the Department, lncfudmg Ihe 1'111, the 
DEI\ tlm! the Ofi'ice of Informallon :.m;\ PriV!Lcy. 
c.Yahlilte~ pror!\N~tllcgL~lali()(! for ib ImpaCl un personal 
privacy. e)\:unine:'i the impact of w:w law cnrnn::errielll 
!cduwlogics 011 individual prlV:lcy. idcnlifJe~ new issw:;: 
of ami fCco!ll11!tudatlilIlS for privacy polk)' and cn:;\lre;; 
Ihal the Depaflmml romplic~ with the f¢dera! l'dv(\\:), 
ACL '111\0 !}t:pnnmcllt h<l'< ,Ibn vigofOUGty !lW$CClltCt! 
CH>C:i where law enforcement overslepfWo ilS bound;: 
ami violated the EI(.'ctrouic CmllnllJuicatlons Privacy 
Ae1. which is dcs;gm"d 10 protl'Cl the privacy o[ 
!cleplmne C<.lIIwrSlll!ons arid dectronic 
comnIUniGllim\s. 

Till: A!lomey Gen.:ral's Privacy Cmmdl tms also 
rtvietl:cd !hc Adminislrmiun's e(f(Jrt~ hi "mure Iha1 as 
we ;j(.'vcl(}jl DNA <lS:I fOren,Gie 1001, WI: ;lIso takc care 
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th:!! DNA dtllllb:1sC".~ ilre m.)iniuinc\! ill <l1tl>lrUl<:f tl\;tt or Individuals who engage in fr..lUdulcnt .-;chelllcs or• 1<ufegumxb law.abi,lill& citizens froJll intrusions (If steall'copie's identities. i'rcsidct\! Ctin1(m 11m...Iso 
privacy. Smile of lhe \akgu;lf(!)\ ;ltt lhal: 

1),'\1\ i:-: c<ltk'~ll'd only fmrn b\(lWli vlTl'!1tk'l~ 
:Inti unkllown Ml!>!'l\XiS and IlIlt Ihe gl:OCrHl 
pub!ic: 

The pOrliom; of DNA uscllll' identify persons 
reve:!! Ii\llhhtg a!hll!t a pt:oou's phy~ical 
characleri~licl>. hd.t\viof, bCllCtic di'«!;",";", or 
other private in!OnnaIIOtl: and 

AcctJ~\ 10 these (btahascs i\ limited wlaw 
enfoocem;.:nt agents witl; lhe pn)jkr crCdClIli:lI)l, 

'111t' ;\dmint'itmIIOIl ,)ho 1\<1:\ (aha llw 1cml in 
protttling online privacy, Ltt<..l ycar, Prc;.idcllt Clinton 
signed a biU 111:11 1ll.1KC$ "idenlll)' tllefe a crime. With 
stiffer penalties for fedc,,!l crillles invoking both fr,iU,J 
and a $igni!kaltl invasion or individual privacy, UN 
JU'licl.; Dt:p.lrlIllClll can IlOW .:r..tCk (hlWIl ('11 bll~iIlCS\Ch 
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convened nn interagency working group 10 L'tiUC;ltc lhe 
puhlk ;ibout the dang~rs nf ,101 inc crinK'. ;11)(1 [0 
develop policics to prnln'l PlltiJ)/: privacy. Itl sync Wilh 
these cffons, the DeP;:IrIIlU.:Tlt of Justice Ius made 
pro<;cclltioll of cnmes involving online in'l:I,ioTlS of 
privacy a primit)'. 

Conclusion 

The Clillton Administrmi",'f1 has taken sisnitlclIlll 
steps 10 h:mws'l new technologic" for Jaw enforcement 
;tlld to gllllrd ag;ljn~t Uk! spread (Jo( crime in cybcrsp'LCc. 
Many ch:lllcnges slill lie ahead. With tht: foullo,l[ion 
e\!uhlishl",l by the A,imiuislralion's work lU1,1 rri()ritics 
in the P}<)Os, 10('0.1, :;t~lt: :tll(llrihal govemments Hod Ihe 

feden!! gov\;mmcnt will cnlt'f the lIew milktllliurn with 
;\ ~;!(ong pmgmrn to (lcvelup and deploy crime lighling 
ledmologics ,lCfOSS the COUnlry and armmd the worl(L 
"11)C'ic 1\](.ls will help make Arnericll ~afcr in lhe 21st 
Century. 
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REMARKS OF THE HO"ORABLE JANET RENO 
A'ITORNEY GENERAL OF THE U:-IITED STATES 

TOTHE 
NATIO'lAL ASSOCIATION OF A'ITORNEYS GENERAL 

JANUARY 10,2000 

Stanford University, DinkelspieJ Auditorium 

A'ITORNEY GENERAL RENO: Thank you so much, Christine, And to all, I jllst 
salute you. I\'e had a chance now to visit so many different states to watch you in a.ction, 
Democrats and Republicans. in a bipartisan way, do 50 much to serve people, not only of your 
own stute, bul of this nation. And one of the great points of honor for me has been the 
opportunity in these last seven years to serve with you. You arc great public servants. and very 
special people, too, 

Dean Sullivan. 1 thank you for your hospitality at tbis great law schooL And, Christine, 
thank you for giving me thIS opportunity to speak at what i think is one of the most crucial 
conferences that I've heard about in a long,time. 

I come to you today to ask you to join with me to create a strong, pennanent network of 
federal, state and local computer crime experts to do the followjng: 

T() share cxpeltise and information technology, to assist each other 24 hours a day, 
seven days a week, around the clock, to prevent cyhercrime wherever possible, and to bring those 
responsible for such crime, when it does occur, 10 jus:ice: 

To work Wilh industry, the academic world and privll.CY groups 10 build trust nnd to 
prOiect our privacy and the Constitutlona! rights of aU Americans: 

And finaIly. to ensure that the Internet is a fo;cc that brings this world together and builds 
understanding across peoples and places and time, 

I would invite yuu to meet wilh me Itl Wushi1Jgton at your earliest convenience to see 
how 
we can work with others -- with police, with prosecutors, with experts ~w to forge such a network. 
For we are facing a moment in history where the decisions we make to confront the chnllcnges 
of high technology and law enforcement arc absolute!y critical. These decisions will decisively 
shape our abilities to cope with Clime for all time, The Internet :md the revolution in information 
technology have transformed the world. 

The monumental advances in computer software tcchnology over the last ten years, 
combined with the explosive growth of the Internet, hnve changed the world forever. With 
breathtaldng speed thc bHemct has nearly doubled in size every year since [990, By 2003, the 
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number of Internet users worldwide is projected to be fL ve hundred and two million peoplc. 

The Net has brought us splendid tools of wonder. Tools ro improve the lives of people all 
over the worid. Tools with which to learn and to teach. Tools with which to communicate with 
ioved ones, with, business aSSOcllJtes, And us a great means and a great \','uy for government to 
let its people know what it is doing. 

A greut example of the power of the Internet is the website for the families of the victims 
of Pan Am Flight 103. For these famiiles are spreau around the globe. But through u website 
they were able to access the latest developments in the case. reach out to the Office of Victims of 
Crime to answer their every question. to help them understand the Scottish legal system. and to 
communicate in private chat rooms with each other, to offer each other unparalleled support and 
understanding, Despite the great geographical divides that separate these families, the Internet 
has been a wonderful tool to bring them together and to offer them support at a lime when they 
might otherwise be alone and afraid, 

The Internel has provided us with tools to help sustain u viwl economy, to gene-rule 
husiness, promote commerce, And the volume of e..commerce is expected So grow from over' 
SIOO billion dollars in 1999 to one trillion dollars in the year 2003. 

The ~et made Christmas shopping a lot easier for an awful 101 of Americans this past 
year. It's promoted telecommuting and an oP?ortunity for people 10 be with their families at 
greater measure. And it brings the world together. and it creates new bonds of understanding. It 
is <l splendid tool of wonde:. 

But there is il dark side, a dark side of hacking, crashing networks, spreading viruses, 
which cause enonnous loss. In a recent survey of Fortune 500 companies by the FBI and the 
Computer Security Institute found finnnci;lllosses from compuier crime exceeding $360 million 
from '97 to '99, Of those responding to the survey, 62 percent reported computer se<:urity 
breaches within the last year. 

And then there is terrorism. Our nation'~ infrastructures, including the banking system, 
the srock market, (he electricity rind water supply, telecommunications network, and critical 
govctilment services such as emergency and national defense services . .all rely on computer 
networks. 

A real world terrorist, in order to blow up a dam, would need tons of explosives, a 
delivery system, and a sUITeptitious means with the aid of anned security gunrds. Cyber terrorists 
could achieve the Same devastating result by hacking into to the control network and opening the 
flood 
gates. There is a dark side. A dark side in terms of traditional crime, of threats, child 
pornogrJphy, fwud, g.ambling, stalking, and extortion . 

. 
They ure aU crimes thal, when perpetrated via the Internet, can reach a larger Hod more 

accessible pool of victims. and enn tmnsfonn local scams into crimes that encircle the globe. By 
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connecting a worldwide network of users, the Internet has made it easier for wrongdoers 10 find 
each other, to congregate, to socia~ize, and to creute an onllne community of support and social 
reinforcement for their antlsocial behaviors. 

And then there is hate and racism. bomb recipes, and insidious communications that tear 
up 
the privacy that we hold deur. Made all the morc potent by the ease with which they can be 
accessed. and the concentrated forms that make this information more powerful and more 
devastating. 

How do we ensure the wonderful promise of the Internet? How do we prevail against 
crime 
and terrorism on the Internet? How do we protect our privacy and ensure the Constitutional 
rights we cherish? 

None of us can do this by going it alone. In the world of cybcrcrime. borders mean 
nothing. Inlerconnectivity of the information infrastructure means law enforcement, industry and 
the private sector must work together JS never before. As never before in addressing u crime thut 
cnn have such an impact on all of us. If we come together, if we come together as law 
enforcement. along with industry and the private sectol' and privacy groups. we can ensure the 
promise of the cyber revolution. If we don't, we give the cybcr criminals Olnd terrorists an 
advantage. There is no choice. 

Let us all join together to form u strong. permanent network of experts dedicated to 
preventing computer crime and prosecuting those responsible. Washington likes to have letters. 
with the NIPC Or the this or that or the other. Why don) we get rid of leHers and j'Jst cill! it the 
Law Net. 

I would like to talk about ten steps we must take, I think, to build a law nel that can 
address the problems thm we ure concerned with. First, as I have indicated, we need to have a 
24·hour, seven--day~a-wcek around the clock network of computer experts who nssist each other 
in tracing and preventing and prosecuting cybcr criminals effccti vely and efficiently, Why do we 
need this? 

With the Internet, the criminal act appears on a computer in a speciflc location. But the 
criminal who put that criminal act on the computer could be next door, could be in {he next state, 
could be halfway around the world. We must create and develop the ability to find that criminal 
and get to where he is in real rime, 

It doesn't take a. master hacker to disappear on a network For example, a hacker can 
leave his communications throUgh a series of anonymous rem.tilers, which advertise the fact that 
they keep no records. Or he can create a few forged e~mail headers with easy-to·use tools' 
available on hacker websites, Or he crln use a frce trial account or tWQ. Even a novice can 
effectively hide the trail of his communications and do it quickly. 

This is an enormous challenge for law enforcement. For example, if a cyber stalker in 
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Paio Alto wants to send a threatening e~mail to someone in San Jose, he could easily route the 
message through hack accounts in New York, Argentina, tind Japan before reaching his victim in 
San Jose, 

Investigators in California tracing the message would have to contact service provides 
and 
government uuthoritics in Munhuttan, Buenos Aires, Kyoto just to track the cybcr stalker back to 
Pa.lo Alto. Tracing such a communication requires not only coopera!ion by government and 
industry 
offidals in mUltiple jurisdictions, it Jlso requires $ynchronizcd action and speed, 

To combat these new challenges. we must create a system of interdependence. mutual 
reliability, information sharing. and most of all, integrated, effective connections. We must 
create an around-the-clock cybercrime network where each participaling federal, state and local 
law enforcemel1:t agency designates an expert official 10 pJ'Ovide immediate assistance with 
cybercrime investigations to all other agencies in the network. 

Questions of jurisdiction will arise: who handles what. [firmly believe in the principles 
of 
federalism. And in the principles of the federalism 'Ipplied here, as in so many other instances, it 
will be state and local officials who will be pursuing the great bulk of this crime, accQrcing to 
principles of federalism. And we want to work out with you an appropriate understanding of 
who does what, where, all in the best interests of the people we serve. 

The second step of this network involves a challenge for the Law Net, and it involves (he 
development of an interactive secure way for state, local :md federal authorities to share the latest 
teChniques, the latest investigative information and intelligence on It secure online de<lriflg 
house, 

For example, if a group of victims complain to a state agency aoout a website in another 
jurisdiction, the dearing house website could belp locale additional victims and notify aUlhorities 
in the state where the website was posted, 

This would fosler cooperation and reduce the duplication of effon, Some existing law 
enforcement data bases could be used as building blocks for such a clearing house. We have 
already developed tl nationally coordinated datu base in the area of Internet crimes against 
children. And an Internet fraud comphlint center is currently being development by the 
cooperative efforts of the FBI and National White Conar Crime Center. The complaint center 
will go gather infonnation about fraud schemes on the Nct ~tnd forward written investigative 
reports concerning these schemes to the appropriate state and federal law enforcement agencies, 

Let's explore that and make sure that we exp~nd it in every way that is. <.Ippropriate. And 
let us share research and development opportunities. both for our immediate needs <.Iud for thc 
future. The technology in this area is changing right before our eyes. Unless we are there with 
the best scientists. the academic world, with industry. prepuring for the future. we will find 
ourselves behind, no matter what we do, 
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The third area where J believe we have to share is in the utilization of expertise and 
training. f think this is probably one of the most precious commodities we: have: somebody who 
knows the law, knows investigative techniques, and knows cyber issues. 

OUT population is cntching up to the scientific development of these last 20 years, and the 
pl1vate sector salaries, plus the fact th'lt the entire populution has not become computer literate, 
makes it, as you all well know, very difficult to find and attract people into public service in this 
area. 

That means we must share, must share OUf recruiting efforts and our twining effons. We 
must identify and inventory who is un expert in u particular subject n).:ttter and make that 
inventory 
uvuilable so that we dont fUtve to hire 50 experts, bt:t we can hire one for (.l particular subject 10 

share that with our collcugues around the country. 

I think it is imperative, too. that \VC tnlin m~nagers in how we build this network and how 
we interrelate together. Lawyers genera.Jly are not very good managers, And that makes us 
sometImes responsible for starting something and not planning it out very well. If we plan this 
network carefulJy and prudently, it can last for a long time to come. 

I envision the network of contacts that extend from local detectives to the FBI, to the 
police forces. abroad, from county prosecutors and DA's to st.ate AG's, federal computer 
telecommunications coordinators, or eTC's, to the department's computer crime section ~md 
proseclitors in other countries. 

We should have a clearing house that provides quick access to these experts. The 
compulercrime and intellectunl property section of the Department of Justice has begun to work 
on this model. They have a national training network of computer crime experts that developed 
by training 
assistnnt United States attorneys from each of the 94 districts across the country. 

\Ve call these experts eTC's. Theyare the resident expcI1 in their district for computer 
crime Cllse-s, On complicated hacker cases, the secretary often will work with this nation-wide 
network to quickly bring criminals to justice. We want to join forces with the state AG's, And f 
understand that you have started to lay the groundwork for this effort, and we want to work with 
you in every way possible. 

I know that some of you are well ahead of the curve in addressing this problem with 
hlgh~tech crime units and among other states~ Massachusetts, Michigan,. ~ew Jersey. New York j 

Nevada and Pennsylv~lnia. And I'm told thut we -can learn a lot from those states. However we 
proceed, I want to work with you in every way possible to share the expertise, 

The next issue is, we've got to learn how lO share our equipment and technology. It 
makes nO sense, if we bnve a gndgel that costs a million dollars. for every state to have to buy the 
snme gadget if we only need it about 25 percent of the lime. Let's figure out, in a time where 
these pieces of equipment are so costly and where they become obsolete right before our eyes, 
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how we can use our dollars. as wisely as possible in regionalizing the usc of the gadget, the use 
of the piece of equipment. or making it available natiomvide through electronic means so that we 
use our moneys as wisely as possible. This will require that we develop a plan and a design for 
how we work togethe-r in this network. 

Fifth, we must plan for and create regional computer Jubs that permit us to share the best 
expertise and equipment in searching computers, This involves not just cybercrime; it involves 
drug records, financial data, e~mai1 by cQ-..conspirato(S, All this eVIdence is gewng stored on 
laptops and palm pilots ruther than filing cabinets, Sometimes ihe records to be seized won't be 
at the search site at nil but at a remote server in a commercial network. 

Here in California, the shortage of computer forensic experts in Southern Califomia lead 
to the creation of the first regional computer forensic lab. which involves the participation of 
federJI, state and local computer forensic examiners. This lab was created through a joint 
initiative with federal. state and local officials. and it is slaffed by 16 computer forensic 
examiners. I believe that this lab is a model that could be replicalcd in other jurisdictions. 

BUI, aguin, we must plan. Where should it go? Let's not compete. Let us work together 
to 
make sure we serve this nation liS a whole. And let us in ihe process come together and agree on 
forcnsk standards which will be the standards applicable throughout the country. wherever 
possible. for the admission of evidence seized rrom computers, 

Seventh. t think It is lmportunt lhat we explore potential legul solutions, We should 
explore new and more robust procedural tools to allow state authorities to more easily gather 
information located outside their jurisdictional boundaries. 

( suggest to you that it is time Lo open a dialogue on whether a new interstate compact 
should be crafted which respects each state>s autonomy, but that commits each signatory state to 
honoring and enforcing out-of-stale subpoenas, search warrants and tmffic trace orders. 

If cyben::rimc finds borders menningless, we're going to have to be prepared to maintain 
the autonomy of our states, while at the same llme developing processes that pennit enforcement 
against those that would ignore boundaries. For example, if Ohio prosecutors need to issue an 
investigative subpoena for' records of a fraudulent website located in Georgia, there is currently 
no forma! procedural mechanism to ensure the enforcement of that out-ofwstatc subpoena, 

We need to develop an cnfofceaole legal process. We should also consider possib1c 
legislative solutions. One example would be a state law requiring service providers to accept 
service of process and comply with out-of-Slate subpoenas. court orders and search warrants, I 
understand that California has i.ldopted legislation in this areu. and 1 encourage you 10 consider 
whether il would be helpful in your state. 

And finally, we would appreciate your thoughts as to whether there is any federal role 
consistent with principles of federalism and slate sovereignty. Would it assist you, for example, 
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if a federal stutute allowed states to apply to federal courts for orders with national application. 

These are the issues that r think we need to discus;; as part of a network in developing 
answers to enable us to address cybcrcrime in the most effective munner possible, I have been 
speaking of a cooperative network based in this country. But we must look beyond. 
[mcmational borders don\ mean anYlhing either. And that is the reason we have reilched out to 
the ether ministers of justice, to pOlice authorities in the big industrial nations, the eight big 
industrial nations of the world. to form a cyber partnership. We have a 24-hour, scven-day-a~ 
week response lime in most of these nations now, and it is working, But we have got to do 
something to move our efforts ahead. 

The Office of International Aff~irs in the Department of Justice hilS tried to be available 
to work with you. bm the whole concept of the globalization of crime because of the [nterner is 
making their work more and more critical, and they are becoming spread thin. 

We must develop means of supporting them so [hat we can support you with one 
common gon!. The cyber criminal should get the dear message that there is no safe place to 
hide in this world. and you can't hide just bec~use you a;'C halfway around the world from where 
the crime was 
fclt here in the C'llited Slates. We must improve the extradition processes that penuit the 
extradition of nationals -~ and I look forward to working with you in that area W~ and we must 
make sure that people understand there is going to be a consequence for a hocking, a 
consequence for a cyber stalking, a consequence for a terrorist threat 

And some people will say that, how are we going to nfford to bring them aU the way 
around the world for trial? We're going to have to look for new and innovative means of 
enforcing the Jaw. 

And one of the things I think we should explore is the development of video conferencing 
in which a number of states, 1 believe. have participated. I know of at least one that permits 
testimony in another country to be had in the courtroom here through video conferencing. 

Right now we must act People must know that they can not make idle threats across the 
Internet that terrify students at Columbine High. They must know that there will be 
c:onsequenCC!i for their act And 1 believe this network cun do much to advance that The next 
issue ~w and Christine said she liked this topic D 1m -- is dollars, Fighting crime on the Interne! is 
and will continue to be an expensive endeavor. 

As a fonner state prosecutor, I am well aware of the great strains on the budgets of state 
and local law enforcement Sharing Qur expertise and cooperation in research and development 
will help to avoid unnecessary expensive duplication. But the cost of developing and updating 
technical investigative and prosecutolial expertise and technology will require more than simply 
sharing the 
burden. 

We must work with our county counsels, state legislatures and Congress to help them 
understand the importance of this effort, and to help them create a reasonable plan for the nation 
to provide resources in the most reasoned way possible to fight this effort 



• 


• 


• 


We are working through our office of justice programs to do everything we cun, along 
with 
the FBI, to be a good partner in dollars as well. but we have a long way to go. An issue of great 
importance to me is our ninth step that I think we must consider, and that is the issue of privacy. 
Privacy advocates don't trust us very much, Industry sometimes doesn): trust us very much, And 
we are going 10 have to do something about jt, 

We're going to have to do some outreach, begin some meetings, and let people know that 
we're all concerned about privacy tssues. And nobody likes to pick up the New York Times and 
see 
extol1ion on the front page of the New York Times, Neilher the privacy advocate nor the law 
enforcement person, And we all want one principal goal. and that is that it not happen in the first 
place. And if we can't avoid that, we want to ma.ke sure that that person is held accountable. 

We have to make industry and privacy experts understand that no one wams to allow the 
invasion of p<!oplc's privacy. We have to work with them to make sure that the Constitution is 
upheld; that it is, indeed, a living document; that it is capable of being applied to technology that 
Alexander Hamilton and James Madison never ever dreamed of. 

And finally, r think we can play an important role with our colleagues in education in 
helping educate our populace, and panicularly our children, about the ethical responsibilities of 
using this powerful tool. 

It was first brought to mind when I met with representatives of the telecommunications 
industries, One leader said, "YOll know, you've made me think, My 13·ycar~old daughler knows 
that she should not steal. that she should not read other people's mail, that she shouldn) go into 
their 
bedroom when they're not there and poke around, bur I don \ think she knows \vhat she should 
and 
shouldn \ do on the Internet" As pan of this network, I think we could be a powerful force in 
shuping ethical considerations and teaching ethical responsibilities on the nct 

As I said at the outset, you nit Hrc some of the great public servants that 1 have worked 
with. J admire your dedication, your absolute commitment and persistence. I fitmly belief that 
the issues you all discuss at this conference will shape the future of law enforcement indefinitely, 

As you confront this challenge. ( want you to know that the Justice Department wants to 
work with you in every way we possibly con HS an equal, respectful partner. 

I know you have other ideas that come from your firsthand experience with these issues, 
and 1 would love to hear them. I'd like to invite you to come to Washington as soon as possible 
to begin work if you are willing to formally establish this (inaudible due to loud cough from 
audience). 
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• OUf response or our failure to respond, either in this fashion or some other. to lhese 
challenges today will dctctmine our ability to fight crime for many tomorrows to come. We cao 
only do this together. We have shown what we can together. Let's get started now. 

• 

• 



f 
• The Electronic Fmr.tJer: the ChalJenge o.. th~ Usc oC'lhe lnterrel (MareI'. 9, 2000: 	 http://www,USU{~.g()vlcrlmlna\!cybcrerimelunlawfLll.hh 

• 

THE ELECTROMC FRONTIER: THE CHALLENGE OF 


UNLA \"FUL CONDUCT INVOLVING TilE USE OF THE INTERNET 

A Report of the President's 'Working Group 


on Unlawful Conduct on the Internet 


March 2000 

TABLE m' CONTENTS 

EXECUTIVI<: SUMMARY 

I. INTRODUCTION 

• A. E;';;ccliti vc Order 
R Tht: Working Qft1:UP on Unluwful Conduct on the Interne! 
C. Summary of Strategy 

n. 	 POLlCY t'RAMEWORK AND LEG,\l~ ANALYSIS 

t\, Understanding the Nature of Unlawful COndi,lct Involving Computers 

L Computer;; u~ :r~trgets 
2. Computers as Storage Devices 
3, CQmpulcrs as Coromynkations Tools 

B. A FramewQrk for Evaluating Unlawful Conduct on the lntemet 

L Online~Ofmne Consistency 
2. 	Appropriate Investigaton' Tools 
3. Technology-i'teutralitv 
4. CQnsidemtion of Otru;r SQciet.aJ Interests 

• 
D, Sufficiency of Existing Federal Laws 

1. 	Analvsjs of Subs,tanrive Laws 
2. 	New Investigatory Challenge;? 

http:SQciet.aJ
http:vlcrlmlna\!cybcrerimelunlawfLll.hh
http://www


'I:lc Elc\!(ronic FrorH::!,: fhe Ch;\;!ellge " ... Ihe Use of the Interne: (March 9:,2000} h!tp://www,usdoj.gov/criminal/cybctcrimelunlawfuLho 

III. LA W ~:NFORCEMENT NEEDS AND CHALLENGES 

• A. Prolecting Computers and Nctwor~s 

B. Federal Tools and C:lpabilities 

• 


1. Personnel, Equipment. U:1d Truining 
2. Locatin!! and Ide-ntifving Cvbercnminals 

3, Collecting Evidence 


C. State and Local Tools and Capubili[ics 

L Juri:;diction 
2. Interstate .mct Federal-State Cooperation 
3. Resources 

D. Legal Authorities: Gaps in Domestic Laws 

L Pen Register and Trap and Trace Statute 
2. Computer Fraud and Ahuse Act 

3, Privacy Proteclion Act 

4. Ele.S;lroruc Commumculions Ptivacv Act 
5. Telenhone Harassment 

6, Ca.blc Communic~ltions Policy Ac! 


E. Chullenges ror international Cooreration 

1. Substantive International Criminal Law 
2. Muhiluter;d Efrorts 
3. Continuing Need fOf fntemational Cooper~\ljon 

IV. THE ROLE OF PUBLIC EIlUCATlO:\, ANI) }]"II'OWERM}:NT 

A. Educating and Empowering parents. Teachers, and Children 

1, It;r;hnological Tools 
2. NQn~technological TOQls 

B, Educating and Empowering Consumer" 

L FrC Initiatives: Using Technology to Edllc~l.tc Consum~J§ 


2, Department or Commerce Initiatives 

3. fDA's Outreach Campaign 
4. SEC's (nveSlor Education Efforts 

5, CPSC's Conf;umer Oulreach Efforts 


• C. Developing Cybercitizens 

V. CQNCLlJSIO;>.'S AND RECOMME;>.'DATIONS 
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on Unlawful Conduct on the Internet 


March 1000 


EXECUTIVE SUMMARY 

The Internet is rapidly transfonning the way we communicate, educate. and buy and sell 
goods and services. As lhe Internet's potential to provide unparalleled benefits to society 
continues to expand. however, there has been an incrc~!slng recognition (hat the Internet can 
also serve as a powerful new medium for lhose who wish to commit unlawful acts has also 
grown. 

Unlawfut conduct involving the use of the Internet 
is just as intolerable as any other type of illegul 
activity, Ensuring the s<lfety and security of those 
who usc the InterneI is thus a critical element of the 
Administration's oYerul! policy regarding the Internet 
and electronic conunerce, a policy that seeks to 
promote private sector leadership, technology~ncutral 
laws und regulation. and an appreciation of the 
Internet as an important medium for commerce and 
communication bmh domestically and internationally. 
Indeed, the continued growth and maturation of this 
new medium depends on our taking u bulanced 
approach that ensures thut the Internet does not 
become a haven for unlawful activity. 

For these reasons, the President and Vice President established an interagency Working 
Group on Unlawful Conduct on the Internet, chaired by the Attorney General, to provide an 
initial anatysis of legal and policy issues surrounding the use of the Internet to commit 
unlawful acts, Specifically, the Working Group considered (l) the extent to which existing 
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federal laws are sufficient to address unlawful conduct involving the use of the Internet; (2) 
the extent to which new tools. capabilities. or legal authorities may be needed for effective 
investigation and prosecution of such conduct; and {3) the potential for using education and 
empowerment tools to minimize the risks from such conduct. 

Consistent wilh the Administmtion's overall policy, the Working Group recommends,a 
3-part approach for addressing unlawful conduct on the Internet: 

, Firsl, any regulation of unlawful conduct involving the use of the Internet 
should be analyzed thrQugh a policy framework that ensures that online conduct is 
treated in a manner consistent with the way offline conduct is treated, in i.l 

technology~neutral manner, and in a manner Ihat takes account of other important 
societal interests, such as privacy und protection of civil liberties; 

• Second, law enforcement needs and challenges posed by the Intemet should be 
recognized as significant, particularly in the areas of rcsources, training, and the 
need for new invcstigative tools and capabilities, coordiniltion with and among 
federal, stale, and localla\\' enrorcement agencies, and coordination with and 
among our international counterparts: and 

• Third. there should be continued support for pri Vale sector leadership anc!: the 
development of methods - such as "cyberethics" curricula, appropriale 
technological tools, and media and other outreach efforts - that educate and 
empl)Wer Internel users to prevent and minimize the risks of unlawful activity, 

Prior technological advances - the automobile. the telegraph, and the telephone, for 
example - have brought dramatic improvements for society. but have also created new 
opportunities for wrongdoing, The same is tme of the Internet, which provides unparalleled 
opportunities for socially beneficial endeavors - such as education. research, commerce, 
entertainment, and discourse on public affairs - in ways that we may not now even be abJe 10 

imagine. By the same loken, however, individuals who wish to use a computer as a. tool to 
facilitute unlawful activity n1<ly find thut the Internet provides a vast, inexpensive, and 
potentially anonymous way to commit unlawful acts, sllch 3S fraud. the sale or distribution of 
child pornography, the sale of guns or dmgs or other regulated substances without regulatory 
protections, and the unlawful distribution of computer software or other creative material 
protected by intellectual property rights. 

In its analysis of existing fedcrall::tws in these and other areas, the \Vorking Group finds 
that existing substantive federal laws generally do not distinguish between unlawful conduct 
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commltled through the use of the Internet ami the same conduct committed through the use of 
other, more traditional me.ms of communication, For example, laws governing fraud - stich 
as credit card fraud, identity theft, securities fraud, gambling. and unfair and deceptivc trade 
acts or practiccs - apply with equal force to both online as well as offline conduct. To thc 
extent these existing Jaws adequatcly address unlawful conduct in the offline world, they 
shoull,!, foJ' the most part. adequately cover unlawful conduct on the Internet. There may be a 
few instances, howcver, where relevant federal laws need to be amended 10 better reflect the 
realities of new technologies, such as the Internet. 

Despite the general adequacy of laws that define the substance of cllminnl and other 
offenses, lhe Working Group finds that the IOIcmet presents new and significant investigatory 
challenges- for law enforcement at all levels. These challenges include: the need for real-time 
tracing of Internet communicatIOns across traditional jurisdictional boundaries, both 
domestically and internationally; the need to truck down sophisticated users who commit 
unlawful acts on the Internet while hiding their identities; the need for hand-in-glove 
coordination among various law enforcement agencies; lmd the need for trained and 
well~equjppcd personnel- at federal, state,. tocal, and global levels - to gather evidence, 
investigate, and prosecute these Cases, In some instances, federal procedural and eVidentiary 
laws may need to be amended to better enable Jaw enforcement to meet these challenges. 

These needs and chaUenges are neither trivial nor theoretical. Law enforcement agenclcs 
today, for example, are faced with the need to evaluate and to determine the SOurce, typically 
on very short notice. of anonymous e-muils that contain bomb threats against a given building 
or threats to cause serious bodily injury. Other scenarios raise SImilarly significant concerns: 
If a hack<:r uses the Internet to weave communications through computers in six different 
countries to break into an online business' records of customer credit card jnformation. 
consumer confidence in the security of c-commerce and the (ntemct may be (ktmaged if law 
enforcement agencies are unable to cooperate und coordinate rapidly with their counterparts In 
tbe other countries to find the pcrpetr.Hor. 

Finally. an essential component ofrhe Working Group'5 strategy is continued support for 
private sector leadership and the development of methods - such as "cybcrethics" curricula, 
appropriate technological lools, and medin and other outreach efforts - that educate and 
empower Internet users so as to minimize the risks of unlawfuillctivity. This Administration 
has already initiated numerous efforts to educate consumers, parents, teachers. and children 
about ways to ensure safe and enjoyable Internet experiences, and those efforts should 
continue, The private sector hus also undermken substantial self-regulatory efforts - such as 
voluntary codes. of conduct and appropriate cooperation with law enforcement - that show 
responsible leadership in preventing and minimizing the risks of unlawful conduct on the 
Internet. Those efforts must also continue to grow. Working together, we can ensure that the 
Internet and its benefits will continue to grow and flourish in the yenrs and decades to come, 
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On April 7, 1999. visitors to an online final/cial news message board operated 
by Yahoo.!, Inc, got a scoop on PairGairt, a telecommunications compilny based 
in Tustin, California. An e-mail pasted OIl the message board lmder the subjeci 
linc "Buyout Ne,..,s" said that PairGain was !)Cing taken over by an Israeli 
company. 17/C e-mail also provided a link to what appeared to be a website of 
Bloomberg News Service. containing a detailed story on the takeover. As news of 
the takeover spretld. lhe (;ompauy 's pulJlicly tmded stock shot up more thall 30 
percem, and tfle trading volume grew to nearly seven times its norm.. There was 
only one problem: the story wasjaise. and the website on which it appeared was 
not Bloomberg's site. but a coumerfeit site, When news afthe hoax spread, the 
price oflhe swck dropped sharply. causing sigllijicatH jilUmcia/ tosses 10 mally 
investors who purchased the srock at artificially inflared price$. 

Within a week after this hatH appeared. file Federal Bureau ofinvestigation 
arrested (J Raleigh, North Carolina mal! for what was believed to be the first 
stock manipulatioll scheme perpelraled by a fraudulent Internel site. The 
perpt?lrator was !raced through an Internet Protocol address (hat he used, and he 
was charged with securities fraudfor dissemillGlingjalse injonl1atioll about a 
publicly traded siOCk. Tlte Securities and Exchange Commission also brought a 
parallel civtl en/orcemelll aClion agaillst him. In August, he was sentenced to five 
years ofprobation. five months ofhome detention, and over $93,000 ill restitution 
to tlte victims ofhisfraut!. 

I. INTRODUCTION 

The use of new technology to commit lr.lditional crimes, such as securities fmud, is not 
new. Advances in technology - the adv~nt of the automobile and the telephone, for instance
have always. given wrongdoers. new means for engaging in unlawful conduct The Internet is 
no different: it is simply a new medium through which traditional crimes can now be 
committed, albeit through the use of inexpensive and widely available computer and 
telecommunications sys.tems. and with unprecedented speed and on a far-reaching scale. At 
the sume tlme, as exemplified by the PairGuln case, the tools and capabilities associated with 
new technologies can in mnny instances help law enforcement agencies solve sllch crimes. 

How should society, and government in particular, respond to [he advent of these new ways 
of commilting traditional crimes? Thls report responds to a recent Executive Order from the 
President and sketches the preliminary contours of a legal and policy answer to thaI question. 
It provides a foundation and offers u framework for further dialogue among law enforcement 
officials and polieymakers at ali levels; members of the busjness community. trade 
associations, and the non-profit sector; and members of the public on one of the mosl 
important issues we face in response to this powerful new communications medium and OUf 

new digital economy. 

A. Executil'c Order 13~133 

In August 1999. President Clinton established an interugency Working Group on Unlawful 
Conduct on the Internet ("Working Group"). Executive Order 13,133 directed the Worktng 
Group, under the leadership of the Attorney General, to address the issue of unlawful conduct 
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involving the use of the Internet and to prepare it report with recommendations on: 

• The extent to which existing fedemf laws provide a sufficient basIs for effective 
investigation und prosecution of unlawful conduct that involves the use of the 
Internet, such as the illegal sale of guns, explosives. controlled substances, and 
prescription drugs l as well as fraud and child pornography; 

• The extent to which new technology tools, capabilities, or legal authorities may 
be required for effective investigation and prosecution of unlawful conduct that 
involves the use of the Internet; and 

• The potentiul for new or existing tools and cupabilities to educate .md empower 
parents, teachers, and others to prevent or to minimize the risks from unlawful 
conduct that involves the use of the Internet. 

The Executive Order further dirccted,the \Vorking Group to conduct its review in the 
context of current Administration policy concerning the Internet That policy includes support 
for industry self*regulation where possible. support for technoJogy~neutral laws and 
regulations. and an appreciation of the lntcrnet as an imponunt medium for C()fnmcrcc and free 
s~h both domestically and internationally.! The full text of the Executive Order appears in 
Appendix A to this report. 

This report responds 10 the directive of Executive Order 13,133 and sets forth a strategy for 
responding to unlawful conduct on the Internet and for ensuring a safe and secure online 
environment As discussed in greater detail below, the Working Group's proposed strategy 
consists of a 3~part approach thai includes: (a) a framework of policy principles for evaluating 
the need for Inrernet~specific laws to prohibit unlawful conduct; (b) recognition of the new 
and significant investigatory needs und chaHengcs posed by the Internet; und (c) support for 
private seclor leadership and the development of appropriate teChnological tools and outrctICh 
efforts to educate and empower Internet users to prevent und minimize the risks of unlawful 
acts facilitated by the Internet. 

Pal1 if of this report focuses on (he first component of the strategy, describing the nature of 
unlawful nctivity on the Internet and proposing a framework for analyzmg policy and legal 
responses to such activity. Part I1 also discusses efforts to promote private~sector leadership in 
this areu and summnrizes the Working Group's analys.is of the udequacy of eXisting 
substan~ive federal laws, 3S applied to unlawful conduct on the Internet. Part IH of the report 
then identifies :)cveral areas in which new technology tools, capabilities, or legal authorities 
may be required for effective evidence~gnthering. investtgation, and prosecution of unl~lwfut 
conduct that involves the use of the Imernet. Part IV of the report focuses on the third 
component of the strategy, urging SUppOT( for expanded educutional effol1s und technologicul 
tools to empower Internet users, Finalfy, Part V summarizes the report's conclusions and 
recommendations for further action, 

B. The Working Group on Unlawful Conduct on the Internet 

Pursuant to Executive Order 13,133, the Working Group included the Attorney General. 
who served as chair of the Working Group; the Director of the Office of ~lanagemcnt and 
Budget; the Secretary of (he Trensury; the Secretury of Commerce; the Secretary of Educa(ion~ 
the Director of the Federul Bureau of Investigation; the Director of the Bureau of Alcohol, 
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Tobacco and Firearms: the Administrator of the Drug Enforcement Administration: the Chair 
of the Federal Trade Commission; and [he Commissioner of the Food and Drug 
Administration. in addition, gIven their interest .:lnd expertise in the subject matter. 
representatives from the Consumer Product Safety Commission, the U.S. Customs Service, 
the Depm1ment of Defense, the Department of State, the National Aeronautics and Space 
Administration. [he Kationa\ Commission on Libraries and Information Science. the Postal 
Inspection Service. the U.S, Secret Service, and the Securities and Exchange Commission also 
participated on the Working Group. 

(n preparing this report. the Working Group benefitted from the views of representatives of 
a variety of entities outside the federal government, including, for example: 

to State and loclll groups, such us the National Association of Attorneys General; 
the ::-.lational District Attorneys Association; the National Association of Boards 
of Phannacics; and the National League of Cities; 

• Industry groups, such as the Internet Alliance, the Computer Systems Policy 
Project, the Business Software Alliance, and representatives of Internet service 
providers and other high-technology companies: and 

.. !"on-profit advocacy and civillibertlcs groups. such as the NutiQoal Center for 
Missing and Exploited Children, the Center for Democracy and Technology, (lnd 
the Electronic Pnvacy lnfonnation Center. 

We look forward to continuing our dialogue with these- nnd other groups on the important 
and substantial issues raised in (his report. 

C. Summary of Strategy 

The Internet already is and 'A'ill continue 10 be a major force for communication and 
economic growth 10 the decades ahead. Consistent with its 1997 Fmmet-t'orkjor Globt~l 
Economic Commerce, the Administration is continuing to work toward providing a 
market-oriented policy envirOnment to support the development of this new digital economy. 
In developing such nn environment. it is esseotial to address some of the possible negative 
side effects associated with this new economy, These goals are not inconsistent: rather. they 
are mutually reinforcing: continued growth in economic commerce will require a stable, 
predictable legal environment that includes vigorous enforcement of consumer protections; 
and focused law enforcement efforts in tum will promote greater consumer confidence and 
trust in the Imernet us: a safe and secure medium of communications and commerce, 

To further these goals, the \Vorking Group recommends a 3-part approach for addressing 
unlawful conduct on the Internet: 

• Firs/, evaluating the need for InterncH;pecific regulation of unlawful conduct 
through a framework of general policy principles, including the principle that 
online ..nd offline conduct should be treated consistently and in a 
technology~neiJtml way; 

• Second, recognizing the significllnt law enforcement needs and challenges posed 
by tbe Internet. particularly in the areas of resources, training, and the need for 
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new investigatory tools and capabilities, coordination with and among federal, 

• state, and local law enforcement agencies. and -coordination \virh and among our 
international counterparts; and 

• Third, supporting continued private sector leaderShip and the development of 
methods - such as "cyberethics" curricula, appropriate technological tools, and 
media and other outreach efforts - that educate and empower Internet users so as 
to prevent and minimize the risks of unlawful activity, 

Each or these components is an integra! part of our overall proposed strategy and is 
discussed in greater detail in the r:::port thut follows, 

II. POLICY FRAMEWORK ANI) LEGAL ANALYSIS 

There c.an be little doubt that the Internet - it globu! electronic network of computer 
networks (including the World Wide Web) that connects people and information 2; - hus 
revolutionized ;Jnd will cominue to revolutionize how we communicate, educate ourselves, 
and buy and sell goods and services. The Internet has grown from 65 million users in 1998 to 
over 100 million users in the U.S, in 1999. or half the country's adult population; the number 
of lntemet users in the US. is projected 10 reach 177 million by the end of 2003: and the 
number of Internet users worldwide is estimated to reach 502 million by 2003. ~ 
Business~tQ-business electronic commerce totaled over $100 billion in 1999 (more than 
doubling from 1998) and is expected to grow to over $1 trillion by 2003.!! 

• 
There can also be little doubt that the Internet provides immeasurable DppOl1unitics for 

ftlr~roaching social benefits. Communications over the Internet, for example, pelT.lits 
unparalleled opportunities for education. research, commerce, entertaInment, and discourse on 
puhlic affairs. Electronic mail ('c-mail") has become an entirely new medium for business 
and personal communications. allowing users a fast and inexpensive way 10 keep in touch, to 
send text, pictures, or sound files to individuals Or to groups, and to buy and sell goods and 
services. News and other information ,an be made available to anyone with a computer and a 
modem virtually instantaneously, and more infomtation (on an absolute scale) can be made 
available to more people, due to the open and dc<:entralized nature of the Inlemet (anyone can 
put up a website and "publish" information for (he world to see). Access to research 
databases, directories. encyclopedias, and other information sources previously avalhlble only 
to those with the time. money, and energy to obtain physical access to print material has 
opened up a world of infonnation to the average citizen. And by making transactions of ull 
kinds cheaper, faster. interactive, and hence more efficient, electmoic commerce 
("c-comm¢rce") is transforming the way businesses operate and the way consumers work. 
shop. and piny. 

The Intemer, like most new technologies, is an inherently value-neutral tool: It Can he used 
in ways that are sociaJly beneficial or sociully harmful. New technologies can, of course, 
create new forms of socially undesirable behavior, More oflen, they provide new ways of 
committing tmditionally undesirable behavior. For example, the advent of the telephone 
allowed innovative lawbreakers not only 10 develop new crimes (e.g., long-distance toll 

• 
fraud), but also to commit tmditional crimes in a new manner (e.g" harassment through the 
use of the telephone). . 

The Internet has fared no better than other technologies against resourceful and 
technologically sophisticated individuals who seek to commit ~nlawful acts, Last year, for 
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example, tens of thousands of computer users were s.truck by "Melissa" and 
"Explore.Zlp,Worm," e-mail viruses: that qujckly spread around the world, erasing files, 
crashing systems, and costing companies millions of dollars in :mppol1 and downtime. More 
recently, sOme of the most popular consumer and commercial websites were remporarily 
disabled as a result of "distributed denial-of-scrvice" attacks:. Other websites have been the 
targets of "puge*jacking" schemes, in which wcbsites and search engines are manipulated to 
drivc unsuspecting users to unvlttnted (usually "adult") websites (sec Appendix B for further 
discussjon of page~jilcking). 

More generally, individuals who wish to usc a computer as a tool to facilitate criminJI 
activity may find the Internet as appealing. if not more so, as they did the telephone decades 
ngo or the telegmph before that Similar to the technologies that have preceded it the Interoc! 
provides a new lOO! for wrongdoers to commit crimes. such as fm.ud, the sule or distribution of 
child pomography, the sale of guns or drugs or other regulated substances without regulatory 
protections, or the unlawful distribution of computer software or other creative material 
protected by intellectual property rights. In the most extreme circumstances, cyberstalking and 
other criminal conduct involving the Internet can lead to physical violence, abductions. and 
molestation. Although the precise extent of unlawful conduct involving the usc of computers 
is unclear. ~ the rapid growth of the Internet and e~commerce has' made such unlawful conduct 
a critical priority for legiSlators. policymakers, industry, and law enforcement agencies. 

A. Vnderstanding the Nature of Unlawful Conduct Involving Computers 

AlthQugh definitions of computer crime may differ, not every crime committed with a 
computer is a computer crime. For example. if someone steals a telephone access code and 
makes a long distance call, the code they have stolen is checked by a computer before the call 
is processed. Even so, such a cnse is more appropriately treated as "toll fmud," not computer 
crime. Although this example may seern straightforward. many cases cannot be so neatly 
categorized. For example, a bank teller who steals a $(0 bill from a cash drawer is 
embezzling. A bank teller who writes a computer program to steal pennies from many 
accounts (at random) and to funnel that money loto another bank through the electronic funds 
transfer system may also be embeZZling, but ooth committing and prosectlting this offense 
may require a working knowledge of the bank's computer system. Thus, such a crime may 
reas.onably be characterized as a computer offense. 

Bmadly speaking, computers can play three distinct roles in a criminal case, First. a 
computer can be the target of an offense. This occurs when conduct is designed to take 
infonnation without authorization from, or cause damage to, a computer or computer 
network. The "Melissa" and "Explore.zip.Worm" viruses, along with "hacks" into the White 
House and other websitcs. are examples Df this type of offense. Second. a computer' can be 
incidental to an ofrense. but still significant for law enforcement purposes. For example, drug 
traffickers may store transactional daia (such as names, dates, and amounts) on computers, 
rather than in paper form. Third, computers can he a tool for committing an offense, such as 
fraud or the unlawful sate of prescription drugs over the Internet. Each or these three roles 
can be and often are present in a single criminal case. Although this report focuses primurily 
on this third category of computer crime, it is important to undcrStand the range of unlawful 
conduct that involves computers to apprecinte the context of Inw enforcement needs and 
challenges relating to such conduct. 

1. Computers as Turgets 
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One obvious way in which a computer can be involved in unlawful conduct is when the 
confidentiality. integrity. or availability of J computer's mformation or services is uuacked, 
This form of crime targets n computer system, generally to acquire informmion stored on that 
computer system, to control the target system wHhoUI authorization or payment (lhcft of 
service), or 10 alter the integrity of data or interfere with the availability of the computer or 
Server. Muny of these viol,llions involve gaining unauthorized access to the target system (i.e., 
"hacking" into it). 

Offenses involving theft of information may take a variety of ronus. depending on the nature 
of the system attacked. Sensitive information stored on law enforcement and military 
computers offers a templing target to many parties, including subjects of criminal 
investigations, terrorist organizations. and foreign intelligence operatives, 

Hackers i.1lso target nOI1*govemmentaJ systems to obtain proprietary or other valuable 
infomlation, For example, a h;;!cker might gain access to a hotel reservation system to steal 
credit card numbers. Other cases may fall into the broad category of intellectual propel1y 
theft. This includes not only the theft of trade secrets, but also much more common offenses 
involving the unauthorized duplicatton of copyrighted materials. especially sonware 
programs, Other cases may involve a perpetrator who seeks private infonnation about another 
individual, whether as a means to an end (c"g", to extort money or to embarrass the victim 
through public disclosure). to obtain i.l commercial advantagc,!i or simply to satisfy person;:!1 
curiosity. Targets in this category include systems containing medical records, telephone 
customer records (such as call records or unlisted directOry information), or consumer credit 
report information, 

Computers Can also be the target of an offense in caseS where an offender gains unauthorized 
access to a system. For instance, an offcnder may use his computer to break into a telephone 
switching !;ystem (including a private system, such as a PBX) to steallong·dlstance calling 
services. (This type of telephone equipment manipulation Js often referred to as "phone 
phreaking" or simply "phrcaking. ") In some CaStS, hackers. have used the resources of 
compromised systems to perform intensive computational tasks such <IS cracking encrypted 
passwords stolen from other sites, The thcft-{lf·service offenses are orten associated with the 
practice of "weaving," in which a hacker tnwerses multiple systems (and possibly multiple 
telecommunications networks. such as the Internet or cellui;lr and landline telephone 
networks) to conceal his true identity .tnd location. In this scenario, the sole reason for 
breakjng into a given computer may be to use it as a stepping~stone for attacks on other 
systems, 

A more insidious type of damage takes place in cases where the attacker compromises a 
system in furiliemncc of a larger scheme, The most well~known examples of this type of 
attack have involved telephone network computers. In one case, a hacker manipulated 
telephone switching equipment to guarantee that he would be the winning caller in seventl 
caU-in contests held by local ntdio stations. The fruits of his scheme included two sports cars 
and $30,000 in cush. Internet-connected computers are subjecl to similar types of attacks. 
Routers - which arc computers that direct data packets traveling on the Internet - are 
analogous to telephone swhches and thus are tempting targets for skilled hackers who are 
interested in disrupting, or even rerouting, communications traffic on the network. 

In the category of attacks known C'oUectiveiy as "denial of service," the objective is to disable 



The Electronic Fromier: the Challenge 0,,, the Use of the l)llernel {Marth 9, 2000) 

• 


• 


• 


hUpJlwwW.tlsC-oj.go.llerimln.a!/cybcren;nefllnlawflll.hu 

the target system without necessarily gaining <Jccess 10 it. One technically struightforward 
method of accomplishing this objective is "mailbombing," the practice of sending large 
volumes of e-mail to a single site (or user <lccounl) to clog lhemail server or even to c~!U5e the 
target host to crash. Other methods - ranging from sjmply tying up incoming phone lines to 
more sophisticated attacks using 'ow~level data transmission protocols - may also be used to 
achieve the same end: rendering the target system unavailable for normal usc. These SOlts of 
denial-of-service attacks recently received much publicity when several major websites, 
including Yahoo.com. Amazon.com, eBay.com. and Buy,com, were temporarily disabled as a 
result of such attacks. 

2. CQmputers as Storage Devices 

A second way In which computers can be used to further unlawful activity involves tbe use of 
u computer or a computer device as a passive storage medium. As noted ubove, drug dealers 
might uSe computers 10 store information regarding their sales and CUSiomers, Another 
example is a hacker who uses a computer to store stolen password lists, credit card or calling 
card numbers, proprielary corporate lnfopnation, pornographic image. files, or "warez" (pirated 
commerciai software). As discussed in Part III below, computers often can provide valuable 
evidence that may help law enforcement respond to unlawful conduct. 

Indeed, computers have made it possible for law enforcement agencie& to gather some 
information that may not have been previously even maintained tft the physical world. For 
example, an unsophistIcated offender, even after "deleting" computer files (as opposed to 
deslroying paper reGords), might leave evicencc of :mbwful activity that a tr...tined computer 
forensic expen could recover. In addition. because an ave-rage computer with several 
gigabytes of memory can contain millions of pages of information, a law enforcement agent 
might. pursuant 10 lawful authority (such as a warrant), find volumes of information in one 
place. Of course, that loformatlon is only useful if there are trained computer experts on hand 
in a timely fashion, familiar with the relevant computer hardware or software configuration, to 
search the computer for specific infonnation and to retrieve it in readable rorm (see generally 
Part !ILll below), 

3. Computers as Communications Tools 

Another way that a computer can be used in a cybercrimc is as a communications tool. Many 
of the crimes falling within this category are simply traditional crimes. that are commined 
online. [ndeed. many of the examples in this repon deal with unlawful conduct that exists in 
the physical, "offline" world - the illegal sale of prescription drugs, controlled substances, 
alcohol, and guns~ fraud; gambling; and child pomogrJphy, These examples are, of course, 
only illustrative; online facilities may be used m the furtherance of a broad range of traditional 
unlawful activity, E~mail and chat sessions. for example, can be used to plan or coordinllte 
almost any type of unlawful act, or even to communicate threats or extortion demands to 
victims (see cyberstalking box), 

http:eBay.com
http:Amazon.com
http:Yahoo.com
http:hUpJlwwW.tlsC-oj.go.llerimln.a!/cybcren;nefllnlawflll.hu
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• 
Just uslegi!lmllte use of the Internet is gmwing, so too is the [ntcmct incrensingly being used 

to facilitate traditional offenses. For example. because e~mail allows private communications 
between parties, individuals have used the Internet to send threatening e-mails {including 
threats to the President}, The Internet's one-to-many broadcast capability has also allowed 
individuals to falsely advertise goods on the Internet or on a website. 

The lntemet's file lrunsfer capability also enables the Internet to be used:1.':; a product delivery 
system. Because large files can be copied and transmitted reliably, quickly, and cheaply, 
software ~ompanies urc now selling software over the IntemeI: the buyer simply provides u 
credit cnrrl number and downloads the software from the Internet to his or her personal 
computer, This same capability unfonunately allows for the unauthorized reproduction and 
distribution of copyriglued softw;Jre. 

Some criminal activities employ both the product delivery and communications fcaiUres of 
the Internet For example, pedophiles may use the fntemet's file transfer utilities to distribute 
nnd receive child pornography, nnd use ~ts communications. features to make contact with 
chlldren. Because users need not trans.mit their voice or appeamnce, it is easy for un adult to 
pose as a child and to gain the confidence of children onlme. 

• As noted above, this report's primary focus is on this third way in which computers can be 
used to commit unlawful ilcts -the use of computers and modem telecommunications 
facilities as tools (analogous to the use of telephones as tools) to commit an offense, Many of 
the enforcement and investigative challenges associ~ted with unlawful conduct on the Internet, 
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however, extend to all three ways in which computers can be used for unlawful ucti vity. 
Consequently, the recommendations containcd in this report, if acted upon, could assiSllaw 
enforcement agencies in combating nil types of unlawful conduct involving the use of the 
Internc!, 

B. A Fru.mcwork for E\'nluating Unlawful Conduct on the Internet 

In its aSSCS1imcnt of the extent to which existing federal laws are sufficient to 3ddrcss 
unlawful conduct involving the us.e of the Internet. the Working Group developed four general 
principles to guide its analysis. These principles fonn the basis forthe analyticaJ framework 
proposed by the Working Group for cvaluming the need, if any, for Internet.specific regulation 
of the particular conduct at issue. The principles flow from the Administration's overall 
pursuit of policies that recognize and support: the enormous potential economic and social 
benefits (If the medium, without unintentionally stifling its growth. 

I. Online·Offline Consistency 

First, substantive regulation of unlawful conduct (e,g .. legjslat~on proViding for civil or 
criminal penalties for given conduct) should, as a rule, apply in (he same way to conduct in the 
cyberworld as it docs to conduct in the physical world. If an activity is prohibited in the 
physical world but not on the Internet, then the Internet becomes a safe haven for that 
unlawful activity_ Similarly. conduct that is not prohibited in the physical world should not be 
subject to prohibition merely because it is camed out in cyberspace, 

Thus, the first step in nny analysis of unlawful conduct involving the usc of [he Internet is to 
examine bow the law trcals the same conduct in the omme world. That is. unlawful conduct 
involving the use of the Internet should not be treated as a special form of conduct outside the 
scope of existing luws, For example, fraud lhtlt is perpetrated through the use of the Internet 
should not be treated any differently, as a m~ltter of s.ubstantive criminall:lw, from fraud that is 
perpetrated through the use of the telephone or the maiL To the extent existing laws treat 
online and offline conduct inconsistently, they should be amended to remove inconsistencies. 
1 As the discussion below and the detailed analyses of severa! examples in the appendices to 
this report illustrate, however, existing substantive law is generally sufficient to cover 
unlawful conduct involv.ng the use of the Internet 

2, Appropriate Investigatorv Tools 

Second, 10 enforce substuntivc laws that apply to online conduct, law enforcement 3Ulhoritics 
need appropriate tools for detecting and investigatIng unlawful conduct involving the Internet. 
For example, as discusscd in greater detail below, to the extent existing investigative authodty 
is lfed to a particular technology, it may need to be modified or clarified so that it also applies 
to the [nternet. 

Indeed, new technologies may justify new fO:'ITIs of investigative authority, Before the 
invention of the telephone. for example. JOlW enforcement had no need for wiretaps. but once it 
was clear that the telephone was being used to facililate illegal actjvity, that new authority
circumscribed with protections for civil liberties and other societal interests - became 
necessary und appropriate, Similarly, features of the Internet that make it different from prior 
technologies may justify the need for changes in laws and procedures thilt govern the detection 
and investigation of computer crimes. These features, highligbted here in summary form, are 

, 
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discussed in greater detail below: 

• • The global and bouru/w}'lt:ss nature oj the bitenl ..!1 means that dlfferent law enforcement 
agencies in different jurisdictions will have to cooper~lc and coordinate their activities in ways 
that they have probably never before done. 

• Ammymity on the Inlemet can provide social beneflts, but misrepresentation of identity can 
also fucilitate fraud and deception. Misrepresentation of identity can also result in access by 
children to inappropria~e material and can create law enforcement investigatory chalicngcs. 
especiully jf perpetrated by sophisticated computer users, for it can make criminal activity on 
the Internet more difficuil to detect and prove. 

• The potential to reach vast audiences easily means that the &cale of unlawful conduct 
involving the use of the Jnternet is often much wider than the same conduct in the omine 
world, To borrow a military analogy, use of the Internet can be a "force multiplier." 

• The rauline storage ojhl/onnatioll that can be linked /0 an individual cun often provide 
more information to law enforcement (where an individual hils been identified or a computer 
lawfully seized) than may be available in the offline world, but only jf the electronic 
information is handled properly by a tr.ained investigator and if the information obtained is 
ultimately available in useable fonn, 

Thus, apart from ensuring that online and offline behavior is treated consistently as a matter 

• 
of substantive law, legislators and policy makers sbould examine whetber law enforcement 
agencies bave appropriate lools to detect and investigate unl<1wful conduct involving the 
lnternct. That is. even if Imemetwspecific laws are unnecessary to ensure tbat cnminul and 
civil penalties apply to the use of the Internet to facilitate unlawful conduct, it may be 
necessary to alter or augment law enforcement's tools and authorities to meet the new 
investigatory challenges that such unlawful conduct presents, 

3. Technology~Ncutra!jty 

Third. to the extent specific regulation of online 3C!ivity may b'e necessary (in view of the 
consistency principle noted above), iiny such regulation should be drafted in a 
tecbnology~neutraJ way. Regulation tied to a punicular technology may quickiy become 
obsolete and require further ll.mendmcnl. In particular, laws written before the widespread use 
of the Internet may be based on assumptions regarding [hen~current technologies and thus tl1I1Y 
need to be clarified or updated to reflect new technological capabilities or rea Ii lies. For 
exampfc, regulation of "wire communications" may not account for the fact that 
communications may now occur through wireless means or by satellite. Technology-specific 
laws .md regulations may also "lock~in" a particular technology, hindering the development of 
superior wchnology. 

4. Consideration of Other Sociclal1nteresiS 

• 
Fourth. any government regulation of conduct involving the use of the Internet requires II 

careful consideration of different societal interests. In nddition to society's strong interests in 
investigating and prosecllting unlawful conduct. sociely also has strong interests in promoting 
free speech, protecting children. protecting reasonable expectations of privacy, providing 
broad access to public infonnation, and supporting legitimate commerce, 
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As applied to the Internel, consideration of other societal interests can prescnt difficult issues, 

in part because the Internet is different in imponam \.vays from existing, "traditional" modes of 
communicillion. For example. the Internet is a multi-fa<.:ctcd communications medium that 
allows not only poinHo-point transmission between two parties (like the telephone), but ulso 
the widespread disseminmion of infonnation to a vast audtence (like a newsprlper), 
In!cmet-specific laws and policies that operate by analogy to those designed for telephone 
communications or the press may not fit !he new medium. The [nternet also presents new 
lssues relating to online expectations of privacy and confidentiality that mayor may not huve 
analogs in the offline world. Accordingly, rules and regulations designed 10 protect the s:lfety 
and security of Internet users should be carefully tailored to accomplish their objectives 
without unintended consequences, such as stifllng the growth of the Internet or chilling its use 
as a free and open communication medium. 

• 

Another aspect of the need to consider different socIetal interests is to appreciate the need for 
an appropriate balance among the roles of the government (whether federal. state, local, or 
other) :md the mle of the private sector in formulating solutions to Intcrnet policy issues, For 
example, bec3use regulation of the practices of medicine and ph3rmacy has traditionally been 
the province of the states, regUlation of online pharmacies presents difficult federal-stale 
jurisdictional and coordin<ltion issues (sec Appendix D), And, as discussed in the next 
section, given the Administration's support for private-sector leadership and market~based 
self-regulation rcgurrling e-commcrcc, there must be ongoing and regular dialogue with 
interestcd parties and groups to ensure that government policies do not have unintcnded 
consequences. 

C. Promoting Private Sector Leadership 

Consistent with the Administration's overall e-commerce policy, the private sector has a 
critical role to play in ensuring a safe find secure online environment The distributed, 
networked. and decentralized nature of {he Internet now means that the "rules of the road" 
mus, be global, flexible, effective. and readily adaptable to technological change. In 
particul.ar. the private sector must take the lead in areas such as tbe design of new technologies 
to protect children online, self-regulatory consumer protection initiatives. and coordination 
and cooperation with law enforcement authorities. 

In response to the marketplace, for example, there arc now many technological options for 
shielding children from inappropriate content. As discussed in more detail in Part IV,A 
below. these technological developments include filtering and blocking software, outgoing 
infonnation blocks, filtered Internet browsers and search engines. f1ltered Internet service 
providers, time blocking mechanisms and monitoring tools. Similarly, child-friendly websites 
:Are now widespread on (he Internet. These websites allow parents to limit a child's access to 
sites beyond the web service designated for the child's use, In July 1999, the private sector 
launched the "GetNet Wise" initiative, a new easy-to-access online resource for parents to help 
keep their chiJdren sJfe online. HGetNet Wis.e" is a resource containing information on 
Internet s,lfecy tips, consumer content filtering products, law enforcement contacts. and;1 

• 
gUide to quality educational and age appropriate online content. Although none of these tools 
can guarantee that a child will be shietded at all times from inappropriate malcrial on [he 
[ntemet, tht:ir use gives parents the ability to restrict a child's use to the resources on the 
Internet that they moy deem appropriale. 

http:particul.ar
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In addition, in response to challenges issued by Commerce Secretary Da!ey, industry has 
worked with Consumer representatives to develop consumer protection practices, codes of 
conduct for busine5s~to~consumer c-commerce, Jotl alternative, easy*to~use mechanisms for 
consumer resolution, redress, and enforcement. 

/; For example, the Better Business Bureau's online division, BBBOnLine.ls 
working with industry, consumer, and government representatives to develop a 
voluntary code to provide online merchants with guidelines to implement 
(;QnSumer protections. The code incttldes guidance on key consumer protections 
such as disclosure of sale terms, data privacy, dispute resolution mechanisms. und 
non-deceptive a.dvertising . 

.. Another group, the Electmnic Commerce and Consumer P;'otection Group, 
whose members include America Online, American Express, AT&T, Dell, IBM, 
Microsoft, Time Wurner. Inc., and Visa, is working with consumer leaders to 
develop an innovative approach to juri&d:ction as it applies to consumer 
protection in a global electronic marketplace, This group is also developing a 
voluntary code of conduct The goal of the group is to fonnulate concrete 
approaches to protect consumers and f<lei/irute e~commercc. 

These creative cfforIS are import<lnt to developing effective consumer protection in c
commerce, because as e~commerce expands to encompass more international 
busincss·to·consumer transactions. the tntditional means of protecting consumers solcly 
through national laws will become more difficult. 

In addition to specific consumer protection initiali ves, the private sector's dedication and 
support for a securc Internet system is crucial to curbing unlawful conduct on the Internet. 
Nat only must industry continue to develop security policies and safeguurds for their networks 
and systems, but it should also cDntinue its efforts to identify security flaws that lhreaten the 
Internet For ~xtlmple. computer experts from industry and the Computer Emergency 
Response Team Coordination Center of Cumegie~Mellon University recently warned of a nc\I,' 
Intcrnet security threat that wrongdoers could potentially use to place malicious programs on a 
victim's computer and to gather inform ....tion tbat a person volunteers on websites, such as 
credit card and Social Security numbers. ~ The Partnership for Critical Infrastructure 
Prot(!clion will provide a cross-sectoral forum for the private sector 10 address a variety of 
mfmstructure assurance issues, including information sharing, development of best practices. 
promotion of needed R&D. and workforce development. Another example of private sector 
cooperation in this effort is InfraGard, which is an infanTIalion sh'lring and analysis 
partnership among the FBI. priv<lte sector companies, academic institutions, and other federal, 
state, and }ocaJ agencies. InfmGard serves to increase the security ortne natlontll 
infrastructure through ongoing exchanges of infrastructure-protection information and through 
education, outreach, and other awareness effort$., 

The private sector also has a key role to play in cominuing lo coordinate and cooperate with 
law enforcemem authorities as appropriate. Industry trade groups, such as the Internet 
Alli.mce and the Infonnation Technology Assoclmion of America ("ITAA"), have been 
working to develop public-private cooperative efforts that will mutually benefit law 
enforcement. industry. and consumers. The Internet Alliance's Law Enforcement and Security 
Council has been deveLoping parental control software and educational campaigns, opening 
channels of communication between industry and law enforcement representatives, and 

http:BBBOnLine.ls
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creating training programs for law enforcement und mdustry on Issues of mutual jntercst. 
iTAA, through its Cybcrcitzcn Project (see Part IV,C below), is working with the Department 
of Justice to develop education campaigns, personnel exclumge progn1ms, and a directory of 
industry contacts. 

Although the private sector has taken important steps in the areas of prevention and online 
security, there is still rr.uch that industry can do to ensure that the Internet is a safe and secure 
enviro:unent For example: 

- Industry should continue to develop vnd embrace initiative-s to protect 
coasumers and children online, These may include technological tools (e.g" more 
sophisticated blocking, fi!tering, and pJrental eOfltrol software) as well as 
non-technological tools (e,g., educational campaigns). In particular, industry 
should continue to be involved in education programs that teach younger Internet 
US(![S about online responsibilities and online citizenship, 

• Industry sholJld continue to cooperate with la\\I enforcement agencies as 
appropriate. This does not mean that industry ought to be a "co-regulator" with 
government or thUl industry needs to be an online pohce- officer, But it does mean 
that industry should be a volurttzry, responsible partner in society's fight against 
crime, educating its employees on how to recognize unlawful conduct on the 
Internet and what to do if they discover such conduct. h means working with law 
enforcemem agencies to develop reliable and efficient procedures and channels of 
communication and cooperation for processing law enforcement requests and 
investig,ative infOimation" As the "Meliss~I" virus case demonstrates, industry's 
Involvement and reporting of infonnation is often crudal to the investigation and 
prosecution of online offenders. ' 

-Industry should carefully balance rea..'1onable expectations of customer privacy 
with the need to ensure 0. safe iind secure onHne environment For example, 
some industry members may not rerain certain system data long enough to permit 
law enforcement to identify online offenders. This does not mean that data 
retention policies need to be ani form or mandatory. To the contrary. in evaluating 
th{~ costs and benefits of data retention - which include a wide variety of 
cO:isiderations, includjng market needs, protection of consumer privacy, and 
public safety - industry should simply give appropriate weight to the wider value 
to itself and to society of retaining certain inforrnat10n that, among other things, 
may be essential to apprehendmg a lawbreaker. 

-Industry should be encouraged to recognize that meaningful self~regulation is in 
irs interest as well as in the interests of its customers. lnformation technology 
security programs (that teach employees about computer ethics, responsihle 
online practices. ,lOci secur.ty pobcies). for instaace, help protect computer 
systems from intruders as well as onlma offenders. Indeed, as we noted at the 
outset ofthig report (see Part I.e above). iaw enforcement and industry share a 
common mission In reducing unla\Vful online conduct, for a safe and secure 
online environment· is essential to consumer confidence, which is in turn essential 
to ensuring that the Internet continues to grow as a medium for communlc;)tions 
and commerce. 

http:secur.ty
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The Working Group looks forward to continuing to work with the priv:ue sector and other 

lnterested parties and groups in partnership on these important issues. 

D. Sufficiency of Existing Fcdera1 Laws 

• 


Private seelor leadership is, of CQurse, necessary but not sufficient to address unlawful 
conduct invorving the use of the Internet Subst:mtivc criminal laws represent a societal 
determination, expressed through our democratic institutions of government, that certain 
conduct is so harmful or morally unacceptable that reliance on s.elf~regulation or the market to 
regulate the conduct is inappropriate. There is thus a need to evaluate whelher existing 
substantive laws apply to unlawful conduct that is commiued through the use of the Internet. 

Toward that end, and in the context of the framework of policy principles discussed above, 
the Working Group analyzed several examples of unlawful conduct involving the use of the 
Internet. The examples, as discussed in detUlJ in appendices to this report, include not only 
those specifically mentioned in Executive Order 13,133, bm also those taken from OUf 

experience with legislative proposals and from Executive branch agencies that have 
jurisdiction to respond to these fonns of unlawful conduct. 

L @alysis of Subst:tmive I..aws 

The Working Group's analysis reveals that existing substantive federal laws appear to be 
generally adequate to protect users from unhlwful conduct on the [nternet As listed and 
summarized in Table 1 below, such laws generally do not distinguish bctwcen unlawful 
conduct committed fhrough the use of the Internet and the same conduct committed through 
the use of other, more traditional means of communication. 

For example, laws governing fraud - such as credit card fraud, identity then, securities fl'(lud, 
and unfair and deceptive trJde acts or practices - apply with equal force to both online as \vell 
us offline conduct (see Appendix B). Laws prohibiting tne distribution and possession of 
child pornography and the luring of minors across state lines for unlawful sexual activIty have 
been used with success to prosecute and convict those who use the internet 10 distribute such 
material or to communicate with child victims in violatton of stututory prohibitions (see 
Appendix C). And laws that prohibit the dispensing of prescription drugs without a vahd 
prescription from .a licensed medical professional can be applied to online pharmacies that 
dispense'. prescription drugs without required regulatory safeguards (see Appendix D). 

Laws in other areas - the sale of firearms (Appendix E): interstate transmission of gambling 
information (Appendix F); sate of alcohol (Appendix G); securities fraud (Appendix H); and 
Iheft of intellectual properly (Appendix I) - also generally apply to online conduct as well as 
offline conduct.. Although existing federal laws generally prohiba Internet gambling. 
technological advances make it prudent to update existing federal laws (0 ensure that they are 
technology-neutral and prohibit gambllng activities that did not exist before the advent of the 
Internet (see Appendix F). And, in the nrea of intellectual property protection, current 
Sentencing Guidelines pertaining to intellectual property crimes should be updated to ensure 

• 
Ihat law enforcement agencies nnd prosecutors commit the resources to continue to pursue 
,hese cases vigorously (see Appendix I), 

Table 1 - Summary nf AnalYSiS of Existing Fedcrall_2w 
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15 U.S.c. § 1644 (credit card 

Ilntern,". Fraud 

18 U.S.C. §§ 1028,1O29,1O3() 
in connection with 

documents and 
fraud in 

with access 
. and fraud in 

!Iconne,e!i"n with computers) 

,18 U.S.c. § 1341 e. seq. 
, wire, and bank fraud) 

JSU.S.c. § 1345 (injunc.ions : 
i i fraud) -

118 U.S.c. § 1956, 1957 

i 
.. 

IISU.S.C. § 2251 e. seq. ..IOnline Child Pornography, 
II(~~~"~ exploitation <!od other ' 

1;~::~i~L,u~~ring, and Related II' of children) c18 U.S.C. § 2421 et seq, 
for illegal 

.. 

1 
15 U.S.c. § 45 ct seq. (unfair II 

. ':lets or . ..Sale of Prescription .. 
und Controlled •18 U.S.C. § 545 (smuggling 

: into the United States) 
118 U.S.c. § 1341 et seq. 

. wire, and bank fraud: 
D 

I 

II( 

I against fraud) 
I U.S.C. § 301 c. seq. 

11(~::~:~:~FOOd, Drug, and 
Act) 

I US.c. §§ 822, 829, 841, 
951-971 (Drug Abuse 

and CO,"lrC,n 

E"~~~t:.:=ts=al=e=o=f=F=ir=e=ann=s==118 U.S.C. § 921 ,ts"q. 'I 
15 U.S.c. §300l etscg. 1.[ 

11(lIltet·state HorserJcing Ac.) 
U.S.C. § 1084 

Ilde"eptive acts Of' practices: 
advertisements) 

.. 
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Internet Gambling r(trnnsmiSSion of wagering 
;luform'ltion) 
1]8 U.S.C. §§ 1301 ct seq. 

•(Iottenes) 
18 U.S.C. § 1952 (interstate 
and foreign travel or 
tranSp0l1rilion in <liu of 
racketeering enterprises) 
18 U.S.C. § 1953 (interstate 

:transportation of wugel'ing 
pnr.l.phcmalia) ••• 
18 U,S.C. § 1955 (prohibition' 
of illegal gambling , 

businesses) • 

28 U.S.C §§ 3701-3704 
(professional and amateur 

, 
, 

F 

I 
II 

_......._" .--_.... " ..--".- spo~~~~~otecti.~~t -- .... ,., .. . - _.." 

I 
'Internet Sale of Alcohol 

'ISU.S.C§ 126letseq. I 
••

(Iiquortrafficl · · 
27 U.S.C. §§ 122, 204 , 
(shipments into states for I 
possession or sale in violation I 
0: sHltc la~) 

, 
. .___._ ..... ..1 

G 

.._ - . 

" Online Securities Fraud 
15 U.S.C § 77e, 77j, 77q. 

!I 
.........~'77x. 78i. 78j. 781, 780. nlf 

: (securities fraud) I! 
,• 17 U.S.C. § 506 (criminal 

copyright infringement) 
'!Softwnre Piracy and 17 U.S.C. § 1201 at seq. 
'Ilntellccturd Property Theft (copyright protection and 

management systems) 
18 U.S.C, *545 (smuggling · !.,goods into the Uniled States) .. 

" "" 1118 U.s.c. §§ 1341.1343 
,(frauds and swindles) 
i 18 U.S.C. § 1831 <1 seq. I 
I{protection of trade secrets) 

18 U.S.c. §§ 2318-2320 
(trnfficking in counterfeit ·,labels for phooorecords, 

, copies of computer programs Ii 
• •,• , or computer program 

" 

, 
,oocumentatior, or packaging, 

, •, , and copies ot" motion pictures 
• ,•, , • 

lor other audi<?.~.isual work~)
• 

2. New lrlVestigatory Challenges 
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As law enforcement agencies adapt to a more technology-b.lscd society, they need to be aware 
of the challenges, as well as the benefits, of online investigutions. In certain cireumswnces, 
law enforcement agencies huve available to them tools and capabilities created by the Internet 
and computers that can assist them in their fight against computer-facilitated unlawful 
conduct. For example. just as advances in telephone technology gave law enforcement agents 
Ihe ability to detennine the origin of fraudulent or threatening calls, the Internet bas given law 
enforcement agencies the ability to find unsophisticated offenders whu leave the equivalent of 
"fingerprints" as they commit unlawful acts. Indeed. someone who makes a threat in an 
Internet chat room to set off a bomb at a school and who makes little or no effort to hide his or 
her identity (e,g., where accurate identifying infonnation exists for a particular "screen name") 
can often be trJced and found with relative ease, 

At the Same time, law enforcement agencies must u1so acknowledge the growing 
sophisticalion of other compute:- users, who wear the equivalent of Internet gloves that may 
hide their fingerprints and their ldentity. The follOWing is an overview of investigatory 
Challenges -laken from actual experiences involving online investigations and discussed in 
greater detail in the appendices for each example of Internct~facilitatcd unlli\"'ful conduct
that Inw enforcement agencies must consider as they become more proficient with such 
investigmiolis. 

(a) Jurisdiction 

In the physical world, One cannot visit a place without some sense of its geographic location. 
Whether a particular street address or an area of the world, human travel is spatially based. By 
contrust, because one can access a computer remotely wi;hout knowing where. in physical 
space. that compuler is located, many peopJe have come to think of the collection of 
worldwide computer linkages as "cyberspace" (a term coined by science fiction wriler William 
Gibson). In short. cybcrcrimina!s are no longer hampered by the existence of nutional or 
internati!)rwl boundaries, because information and property can be easily transmilted through 
communications und datu nct\vorks. 

As n re:ult. a criminal no longer needs to be at the actual scene of the crime (or within 1.000 
mdes, for that matter) to prey on his or her victims. Just as telephones were (and still are) 
used by traditional hoilcr~room operators 10 defraud victims from a distance, j) computer 
server running a wcbpage designed to defraud senior citizens might be located in Thailand, 
and victims of the scam could be scattered througho\.!t numerous til frerent countries. A child 
pornographer may distribute photographs or videos via e-mail running through the 
communications networks of severat countries before reaching the intended recipients, 
Likewise, evidence of a crime can be stored at a remote location, either for the purpose of 
conceuling the crime from law enforcement and others, or simpl}' because of the deSign of the 
network..2 To be sure, the Internet increases Ihe ability of law enforcement officials and 
others to detect and gather evidence from a distance, For example, a website used in a fraud 
scheme can be spotted from an agent's office, whereas detecting a fraudulent telemarketing or 
maH~fraud scheme might well require extensive field work. Long-distance detection, 
however, may take the investigation and prosecution of these crimes out of the exclusive 
purview of any single jurisdiction. thereby creating yet other challenges and obstacles to 
crime-solving. 

For example, a cyoorstalker in Brooklyn, New York may send a threatening e-mail to 11 person 
in Manhattan. If the stalker rOutes his communication through Argentina, France, and Norway 
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before renching his victim, the New York Police Department may have to get assistance from 
the Offic(! of International Affairs at the Department of Justice in Washington, D,C. whlch, in 
turn. may have to get assistance from law enforcement in (say) Buenos Aires, Paris. and Oslo 
just to Jearn that the suspect is in New York. In this example. the perpetrator needs no 
passport tlTId passes througb no checkpoints as he commits his crime, \'I'hile law enforcement 
agencies are burdened with cumbersome mechanisms for international cooperation, 
mechanisms that often derail or slow invesligJ.tions, With scores: of Internet-connected 
countries around the world, the coordination challenges facing law enforcement are 
tremendous. And any delay in an investigation is: crilical. as a criminal's trail often ends as 
soon a.<{ he or she disconnects from the Internet. 

This. docs not mean that tmditionallegul structurei' ;::annot be mcuningfully applied to the 
Jntcrnel. Even though connections m:)y be of short duration, computers are still physically 
located in particular places. The Challenge to IUW cnforccmcm is identifying [hat location and 
deciding which laws apply to what conduct. The question is how sovereign nations can 
meaningfully enforce national laws and p:-ocedurcs On u globnllntemet.lO 

Inconsistent substantive criminal laws are only part of the problem, for investigative 
techniques are also controlled by nationlll (or local) !:.tw. For example, law enforcement 
agencies must consider such issues as transborder execution of search warrants. If law 
enforcement agents in the United Stales acces.s a computer and seize data from a computer. the 
fact that they have a search warrunt makes that action lawful. If, with that same search 
warr•.mt. they remotely access a Canadian computer (from the United States). might this 
constitute a criminal act under Canadian Jaw notwithstanding the existence of the U.S. 
warrant? To the extenllhilt agents know nothing more than an Internet protocol address 
(essentially, a series of numbers that identify a particular machine), the physical location of the 
computer to be searched may not be accur:ttely known. Yet ignorance of phYSIcal location 
may not excuse a trans border search; consider how we would reuct to a foreign country's 
"search" of our dcfcnse~related computer systems based upon a warrant from that country's 
courts. 

This transbordcr issue may raise domestic issues as welL Gambling and obscenity laws 
provide criminal sanctions for individunls bnsed, in part. upon their location. One federal law 
prohibits transmitting information assisting in the placing of bets or wagers on sporting events 
or contests unless both the sender and receiver are in states or foreign countries where 
gambling is legal, see 18 U,S,c' § 1084, Obscenity laws are also typically interpreted in light 
of local community standards, cf, Millerv. California, 413 U.S. 15 (1973). Even the search 
warrant provIsion in the federal rules requires that agents seck a warrant in the district where 
the property to be seized is located, see Fed, R. Crim. p, 41(a). To the extent the location of 
the sender, recipient, or data is unknown and perhaps unknowable, it may be difficult for Jaw 
enforcement to investigate and prosecute online offenders. 

(b) Identification 

Another thorny issue stems from the lack of identification mechanisms on global networks, 
and the f~\ct that individuals can be anonymQus or take on masked identities (i.e., adopt false 
personas by providing inaccurate biographical informatlon and misleading screen names), 
Simply stated, given the current state of technology. it can be difficult to accurately identify an 
individual (especially sophisticated users who take affil'lnative steps to hide their ideJ:ltity) on 
the Internet. As nored above. there are cases, such as the PuirGain case, where law 
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enforcement agencies have been able to track down online criminals who leave evidence of 
their unlawful conduct. Over time, the ubi lily of crimmals to use technology to evade 
identification and the ubiUty of jaw enforcement to use technology to overcome such evasion 
will continue [0 evolve. Some of the challenges of identifying perpetrators of unlawful 
conduct on the !nternet. as well as measures taken by law enforcement and the private sector 
11 to respond to such Challenges. are discussed below in Part 1II of this report. 

At the very least. tbere needs to be widespread and extensive training of iaw enforcement 
personnel in ways to identify those who use the internet to commh unlawful acts. Moreover, 
as policymakers increasingly seck 10 protect certain dasses of citizens, most notably minors, 
from unsUltable material (e.g., pornography and gambling), the potential problems of 
identification are evident, How can activities, such as gambling or the sale of prescription 
drugs or alcohol. be limited to adults when children c:m identify themselves as. adults? 
Similarly. if adults can falsely identify themselves as children and lure renl children into 
dangerous situations, how can these victims be protected? 

These issues arc frequently at the heart of legisluHve and investigutlve efforts, Although there 
have been proposals to buitd identification mechanisms into Internet protocols, such an 
approa.ch would have lo be supported by intem1.ltionally-recognized, market-based, 
standards-making bodies whose agenda did not directly include public safety. Even if the 
matket supported such an approach, however, such proposals are conlroversial. because there 
are strong reasons to allow anonymIty tn commumcalions networks, For example, 
whlstlcblowcrs m~ly wish to remain anonymous, as maya group of rape victims who wish 10 
convene an electronic mee!ing to discuss their experiences without revealing their identities, 

In an attempt to CI'C1.ltc u framework for evaluating identification mechanisms on the (ntemel. 
some have compared the Internet with other forms of communications. such as pay telephones 
and regular mail. which may offer users somc degree of anonymity. Of course. the difference 
between these traditional means of communication and the Internet is Significant, and 
Olltempting to solve Internet problems only by drawing analogies to existing technologies will 
often faiL The problem is that the analogies may capture some aspects of the new technology, 
but fail to capture others, For example. the {eIcphone and mail systems cited above allow 
predominantly one~to~one communications. Although someone WIshing to defame a public 
figure or harass others can, in theory, COlI) thousands of people Olnonymously. the lime and cost 
make this impractical. By contrast, the cost~free, simple, one-lo-many nature of the lu!crnet 
dramatically alters the scope and impact of communications. It is this difference which 
explains why children who would never spend their weekly allowance buying The Anarchist 
Cookbook at a college bookstore may download the same infonnatiofl from the Internet and 
possibly injure themselves or others testing a recipe for the making of a OOmbJ2 Given the 
complexity of this issue, balancing the need for accountability wlth the need for anonymity 
may be one of the greiliesf policy ch:lllenges in the years ahead. 

(e) Evidentiary Issues 

Electronic data generated by computers and networked communications such as the Internet 
can be easiJy destroyed, deleted, or modified. Digital photographs are but one example of 
digital information that can be altered in ways that may be diffi\:u!t to detect. As a result. law 
enforcement officials must be cognizant of how to gather, preserve, and authenticate 
electronic evidence. This will not only require substantial training of law enforcement 
personnel, but also sufficient experience with such evidence by investigators, prosecutors, 

http:approa.ch
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defense counsel, courts, and otherS until clear rules :>nd standards are established. TIle volume 
of electronic evidence that requires forensic unalysis is also increasing substantially. ,The 
increasing use of computers and the Jnternet, of cOllrse, often means that infonnation or 
records of communications that were previously never retained or routinely destroyed can (in 
some instances) now be recovered, but such recovery may still require sophisticated computer 
forensics. 

Thus, for the reasons noted above. law enforcement agencies face significant challenges in 
dealing with electronic evidence. These challenges will continue 10 grow, because electronic 
evidence can become a pan of any investigation. Electronic evidence, for example. can show 
up as any of the following items, each presenting distinct evidentiary challenges: n drug 
trafficker's computerized customer records; a digilal photograph of a murder scene: an 
encrypLed e-mail containing detnlls of a terrorist plot or fraud scheme; or a system 
administrntor's log fites of a hacker nUlick. 

(d) Infrastructure Protection 

Protecting our information infrastructure is imperative but difficult for a host of reasons: the 
number of different systems involved. the interdependency of these systems, the varied nature 
of the threats (physical and eyber, military, intelligence, criminal. natural). and the fact that 
many of these infrastructures are maintained primarily by the commercial sector, Addressing 
cyberthreats to our infrastructure is particulurly difficult, because of differing views regarding 
our vulnerabilities; the need to balance interests relating to privacy, economic 
competitiveness, commercial risk, national security. and law enforcement; and the overlapping 
authorities within the federal government for dealing with information infrastructure issues. 
Although such issues are beyond the scope of this report, see National Plan for Infonnalion 
Systems Protection (released Jan, 7, 2000). ~Ippreciating the ImporWnce and complexity of 
infrastru(:ture protection is key to understanding the needs of law enforcement in countering 
unlawful conduct involving the Internet (sec Part ULA below). 

(e) Commingling 

The ability of an individual to use one computer to conduct both lawful and unlawful 
activities or to store both contraband and legally possessed material presents another 
significant issue, Such commingling defies simple solutions. The faCl is, one computer can 
be used simultaneously as a storage device. a communications device (e.g" to send, store. or 
retrieve e-mail), and a publishing device. Moreover, that same computer can be used 
simultaneously for both lawful and unlawful ventures, and the problem becomes more 
complex when a single machine is shared by many users. 

For example, indi viduals who distribute child pornography or copyrighted software using 
their home computers may also publish a legitimate newsletter on stamp collecting or usc ;w 
e-mail service with that same computer. By seizing the computer, lm<\' enforcement agencies 
can stop the illegal distribution of contraband. but may, at !he same time, interfere with the 
legitimate publication of the newsletter and Ihe deli very of e-mai~, some of which m.IY be 
between users who have no connection with the illegal aClivily. Similarly, a doctor who is 
i!lcgaUy prescribing drugs over the Internet may not only have on her computer evidence 
relating 10 the illegal prescriptions, but files related to her lawfully treated patients. Likewise, 
an aHorney accused of operating an Internet spoftsbook may keep in the same folder on his 
computer materials reiating to his gambling business and documents subject to the 
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attorney-client privilege, Seizure of the doctor's or the lawyer's files in such circumstances 
could result in the seizure of legally privileged mutcriaL 

III. LAW ENFORCEMENT NEEI)S ANI) CHALLENGES 

As the examples of tntcrnct-fi!cilitated un!:.l\vruJ conduct discussed above and in the 
appendices illustrate, the increasing sophistication and global reach of sl.;ch conduct m.i.lke it 
all the more important to adequately equip law enforcement agencies at alllcvcls. 

Tbe following are some of lhe principal issues that should be considered when evaluating 
how to bettcr equip federal. state. and local law enforcement agencies to ensure the safety and 
security of Internet userS. We urge further analysis, in consultation with slate and local law 
enforcement, industry, and privacy and olher groups. to detennine the most appropriate ways 
to promote private sector leadership m this area and 10 empower law enforcement - at all 
levels - with the needed lools, capabilities, and legal [lUlhorities to curb unlawful conduct on 
the Intem(~t while protecting pnvacy and supporting the growth of the electronic marketplace, 

A. Protecting Computers and Networks 

In assessing the tools, capabilities, and legal authoritjes needed by law enforcement to address 
unlawful conduct on the Internet we must consider the larger context of how to protecl the 
systems and networks of this Nation that make our businesses run and opernte our Nation's 
defenses and infrastructure. As we have become more dependent on technology, our energy 
production and distribution channels, our transportation networks, and our telecommunication 
systems have become increasingly reliant on a computer· based infrastructure. 

Without a protected infrastructure, there could bc no conduct. I;:nvful or unlawful, on the 
lntemet. Electronic commerce and the marketplace cannot thrive without a strong 
infrnstructure (hat thc public can truSt and rely upon. Consequently, proposals relating to law 
enforcement challenges in this area (e,g", new investigative tools, capabilities. or legal 
authorities) need to be assessed in light of the broader need to protect the vitaJ infrastructure. 
because cybemttacks on infrastructures and other cyberenmes can lead to telecommunications 
breakdowns thaI disable electronic commerce and destroy our citizens' confidence in the 
Internet and computer networks. 

The protection of this country's computers and networks requires everyone's cooperation. It 
demands ~l partnership among ull federal agencies with responsibililies for certain special 
functions, such as law enforcement, intelligence. and defense.l3 It als.o requires all federal 
agencies to take appropriate prevcnlive measures to protect their computer systems against 
attack. Most important, because the overwhelming mnjority of the Nation' s infrastructure is 
in private hands, the private sector most take the steps necessary Lo prevent attacks against its 
systems.14 The Partnership for Critical 'Infrastructure Protecrion, \-',thich recently held a 
day~long kickoff meeting. will serve as n key catulyst for this activity, In addition, we must 
consider the needs of state und local law enforcement, which playa crilic..ll role jn fighting the 
cybercriminals on the street. 

Meeting its responsibility to protect critical infrJstructures is one of the central cha!lenges for 
Jaw enforcement as we race the 21st Century. As our reliance on the Internet, on automated 
systems, and on other technological advances increases with every passing month, the 
potential impact of attacks on critical infrastructure expands us well. Law enforcement needs 
to be provided the legal mechanisms and financial resources to be prepared (0 confront this 
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challenge in partnership with other federal agencies. with the private sector, and with state and 
local agendes, The Administration recognized this need for unprecedented cooperation 
between the private and public sectors in Presidential Decision Directive 63. That document 
provides a framework for federal agencies to cooperJte with their privote sector panners and 
for the fonuation of the National Infrastructure Protection Center. an interagency center for 
analysis, warning, and investigation of cybercrime. In addition, the Partnership for Critical 
Infrastructure Protection provides a cross-sectoral forum for the private sector to uddress a 
variety of infrnsrructure assurance issues. 

B. Federal Tools and CapabUities 

1. PCf.$.Qnn!!\, Equipment, and Tr,lining 

In 1986, an astronomer~turned-systcms-managcf ut the Cniversity of California at Berkeley 
found a 75-cent accounting error in a computer's billing program. which led to Ihe discovery 
that an unauthorized user had penetrated Berkeley's computer system. When the astronomer. 
Clifford Stoll, began to investigate further, he discovered thm a hacker identifkd as "Hunter" 
was using Berkeley's computer system as a conduit 10 break into U,S, government systems 
and sleal sensitive military infonnation. The hacker's objective seemed to be to attain U.S. 
anti~ballistic missile technology, 

As he began to pursue the hacker, S[oll encountered serious problems. To begin with, Stoll 
wns unable to find computer~literale law enforcement personnel with an appreciation of (he 
technical nature of the criminal activity. Local .md federal agencies that Stoll contacted, 
including the FBI and CIA, initially expressed little intercst in pursuing what at first looked 
like u computer pmnk, (Moreover, until government investigators learned of the potential 
threat to national security, they had no inlerest in pursuing a case which appeared to have 
damages valued at less than one dollar.) Because Hunter's trail vanished each time he ended a 
communication, he could oniy be traced when he was online. But because it was often urfer 
business hours (Hnd, indeed, sometimes in the middle of the night) when Hunter attacked, 
there were few (if any) law enforcement personnel available during those sessions. The call 
was eventually traced to Germany. but adding an international clement to the case now meant 
Ihat it was usually after business hours in at least one time zone where the communication was 
passing through. Stoll cleverly rcsoned to gencnHing phony official-looking dnta to keep the 
hucker interested and online long enough for the trace to be completed. Eventually, the source 
of the ullucks was identified as a German hacker, and he was successfully proseculCd thereJj 

[ranically, one rcason this investigation wus successful is thut Stoll did not rely solely on law 
enforcement, bUI instead was able to work directly with telephone company personnel, who in 
tum Workf:d with other telecommunications providers, His investigation brought to light a 
number of interdependent personnel tmd resource requirements that, unless fulfilled, will 
impede thl~ success of law enforcement in this area. Despite Significant progress since the 
time of this example, it remains a useful illust:-J.tion of some of the fundamenlal issues that 
continue ttl need further aUention at the domestic and international level to climln::ne weak 
links in the chain of un investigatton. 

(a) E.tpc,1S Dedicated 10 HigiHeel! Crime 

The complex technical and legal issues raised by computer-related crime reqUire that each 
jurisdiction have individuals who are dedicated to high-tech crime and who have a firm 
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understanding of computers and telecommunications. The complexity of these technologies. 
and their constant and rapid change, mean that investigating and prosecuting offices must 
designate investigators :lnci prosecutors to work these cases on a full-lime basis, immersing 
themselves in computer-related investigations and prosecutions. Many agencies, including the 
Departments of Justice. Treasury. and others. have ulteady dedicated available resources to do 
So. The Federal Trade Commission ("FTC") adopted this approach when it formed an Internet 
Rapid Response Team and successfully htlHed several online fraud schemes in a matter of 
weeks. Some federal agency inspectors general have ulso established computer crime 
ctivisions, complete with forensics laboratories llnd technical experts, and many have 
infonnation technology audit and inspection capabilities to assist their agencies in identifying 
vulnerabilities, best practices, and other critk:ul infrastructure issues, 

Bur mOre of such expertise and the resources to support the incrcn.sing cybcr~worklolld arc 
needed. Indeed. each state attorney general '5 office, each t.:.S. Attorney's office, each federal 
law enforcement squad. ~Hld each country's equivalent to the U.S. Department of Justice 
should have a dedicated highwtech crime unit that knows how to respond to a fast~brcaking 
investigation and that knows who else !O conlact in the chain of a communication and how to 
reach those individuals. These experlS will also be nceded 10 support other law enforcement 
authorities faced with high-tech issues, such as when a computer is used to facilitate an 
otherwise twditional crime. 

The Department of Justice hus designated a prosecutor in each U.s. Attorney's Offkc to serve 
as a computer and telecommunications coordinator for that district. and the FB[ has 
established the l\ationallnfrastructurc Protection Center and lhe National Infrastructure 
Protection and Computer Intrusion program. Staffing levels for these programs are below the 
level needed to effectively address the concerns raised in this report. Given the magniwde of 
the challenges, the continually changing tcchnology. :lnd the complexity of these 
investigations. these are necessarily resourcc*intensive programs. 

(b) Erperts Available on a 24*Hour Basis 

A unique feature of high-Icch ~nd computer-related crime is that it often requires immediate 
action to locate and identify criminals. Thc trail of a criminal may be impossible to trace once 
a communication link is tcrminated. because the carrier may not keep (or is not required by 
law to keep) records concerning cach individual communication. This lack of information is 
due. in part, to thc fUCl that there often is no longer a rcvenue~related reason for recording 
transmission infonnation (i.c., connection times or source and destination) for individual 
connections. For example. many businesses no longer biB their customers by indi vidual 
telephone call or Internet connection but. instead, by bulk billing (e.g., a single rate for one 
mOnlh of usage). When l! carner docs not collect traffic data, a suspect's trail may evaporate 
as soon as the communication tenninates. 

Therefore, investigators and prosecutors with expertise in this fietd must be available 24 
hours a day so thut appropriate steps can be taken in 11 fast.breaking high.tech case. for 
example, the Nationallnfmstructurc Protection Center operates a 24~hourn-day-a~week 
command post for al'Ound~the-clock coverage of computer intrusion matters. And, Attorney 
General Reno recently challenged the National Association of Attorneys GenerallO work with 
tbe Department of Justice and other appropriate organizations (among other things) to create a 
24n network of computet erime enforcement personnel in every state.J2 
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(c) Regular and Frequent Training 

Because of the speed at which communications technologies and computers evolve, and 
because criminal methods in these areas generally change more rapidly than those in more 
traditional arc as of crime, experts must receive regular and frequent training in {he 
investigation nnd prosecution of high-tech cases. Programs such as those offered by the FBI at 
its Quantico fncility and elsewhere and under the National Cybercrime Training Partnership 
provide such training to federal, state, and local law enforcement personnel, but more is 
needed. Government computer professionals, such as systems operators and administrators, 
also need fI:gular and frequent training, because they arc often the first to detect unlawful 
conduct that targets federal computer systems, 

In addition to domestic training, countries should participate in coordinated training with 
other countries, so trunsnalional cases cLin be pun;ued quickly and seamlcssly, By way of 
example, in the U.S" high-tech prosecutors at lhe federal level attend a i~week training course 
every year, with training provided by both government and private sector personneL 
Likewise, in 1998, the G~8 countries held an international high-tech training conference for its 
countries' law enforcement personnel. 

(d) Up-/o~dale Equipment 

In the pas!, a police officer would be given a gun, a flashlight, and a notepad when he or she 
was hired, Twenty years later, the three items WQuid be returned to the police depanment 
when the officer retired, and the only intervening equipment expenses would have hud lo do 
with replacement bullets., batteries, and note p<lpcL Today, keeping pace w1th computer 
criminals means that Juw enforcement cxpel1s in this field must be properly equipped with the 
lutest hardware and software. Providing propcrcquipmcnt. however, can be one 01 the more 
difficult challenges, because the coSt of purchasing and upgrading sophisticated equipment 
and software places considerable burdens on the budget process. 

Ultimately, personnel, training, and equipment needs require the direct involvement of senior 
offkinls, such as the Attorney Genera! and FBI Director, because of the budget-request and 
budgeHdlocation processes thm are involved with such expenditures, Moreover. in many 
jurisdictions, senior policymakcrs may not be as familiar with new computer and 
telecommunications technologies and with (hreats posed by cybercriminals, If senior 
government officials in those jurisdictions nrc unfamiliar with the technologies at issue or the 
new threats and challenges they pose, they may be hesitant to support law enforcement by 
seeking nppropriate legislative arid budgetary >changes, The need for adequate personnel. 
resources, and training is thus a critical issue in this increasingly important <lrca of law 
enforcement. 
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2, Localing and Identifying Cybercriminnis 

When a hacker disrupts air traffic control at a local airport, when a cyberstalker sends a 
threatening e~mail to a public school or a locaJ church, or when credit card numbers are stolen 
from a company engaged in ewcommerce. investigators must locate the source of the 
communication. To accomplish this, they must trace the "electronic trail" leading from the 
victim back to the perpetrator. But the realities for law enforcement engaged in such a pursuit 
are very different from those of just a few >'ears ago. Consequently, society faces significant 
challenges in the- coming years as online criminals become more sophisticated and as 
technology may make anonymity more easily available" The following are some of the 
challenges facing both industry and law enforcement 

• Divested and Diverse Environmettl, In today';; communications environment, where 
telecommunication services are no longer provided by a monopoly carrier. a single end-ta-end 
transmission is often carried by more than one carrier. As a result, the communications of a 
hacker or other criminal may pass through as many as a dozen (or more) different types of 
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carriers, each with different technologies (e.g., local telephone companies, hjng-distance 

• 
carriers, Internet service providers ("ISPs"), and \'iireless and satellite networks), The 
communication may also pass through carriers in a number of different countries, eHeh in 
dlrrerent time zones and subject to different legal systems. Indeed. each of these 
complications may exist within a single transmiSSlOn. This phenomenon mJkes it more 
difficult (and sometimes impossible) to track criminals who are technologically savvy enough 
to hide tbeir locution and jdenti~y. 

Wireless and Satellite Communications. Cellular and satellite-based telephone networks 
allow users to roam almost anywbere in the world using the same telephone. Although lhe 
social and commercial benefits of such networks nre obvious, these networks can also provide 
a vatuable communication tool for criminal use. Although sophisticated technology may 
allow Jaw enforcement, under certain circumstances, to identify the general geographic :egion 
from which a wireless call is originating or tenninating, the use of such technology raises 
profound ,lOd difficult Issues at the intersection of privacy and law enforcement policies. 
Moreover. even identifying the owner of <1 particular mobile phone cun be difficult, becacse 
mohile phones can be altered to transmit false identifying infonmllion, As the costs of mobile 
phones and mobile telephony service drop, we can expect to see the marketing of more 
"disposable phones." which will further complicate the ability of law enforcement .agencies 10 
gather evidence linking a perpetrator to'the communication. 

• 
Satellite telephony presents additional issues. Currelit satellite-based networks transmjt 

communications from llsers through one or morc satellites and to earth-bascd gateways where 
the communications are routed using land-line systems" Providers of satelli:e~bascd telephony 
services typically do not need to build a gatew.ay in each country to which service is to be 
provided, Indeed, it may be the case that one or two gateways cun service an entire continent. 
The govemment's abiilty to protect the public's sufety and privacy can b~ threatened i:1 
instance.<; wher~ a gateway servicing U.S. customers is located outside the U.S. In such cases, 
the content of the communications. as weil as identifying Hlfonnation about the cullers 
themselves. will be subject to the relevant Jaws (if any) of the host country and may not be 
protected in the same manner that the mformation is protected in the enited States, MQre 
importtmtly to law enforcement. the location of a gateway in another country makes 1t difilcult 
for law enforcement to meet its obligation [0 protect ag<linst criminal activities, In addition, 
13\-\' enforcement may have to rely on the willingness and technical and legal ability of the 
country in which the gateway is located to trace telephone calls, obtain infonnation regarding 
suspected criminals in the United States, and provide that infonnution to U.S. law 
enforceml.':nt agencies. 

Recogni7.ing the benefits and challer.ges created by advances in global telephony, the fedc:nl 
government has been working with telecornmunicmions companies and foreign law 
enforcem!)ot agencies to enSllre that the public interest is served in a global telephony 
environment The government is also addressing global telecommunications issues in various 
international fora to ensure that the U.S. retains its ability to protect the U.s, public's privacy 
and safety. 

• 
Real~time Tracing, Tracing a communication from victim back to attacker may be possible 
only when the attacker a~tually is online, Sophisticated criminals can alter data concerning 
the source and destination of their communications, or they may use the Internet account of 
another, [n addition, transmission infonnation may 00t be retained or recorded by 
communications providers or may not be cuptured at all or held for only a short period of 
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time. Even if it is gcnerured and rerained. it might be deleted by a skilled intruder to hide his 
identity" 

Consequently, when law enforcement officials have information thut u crime is being 
committed online. they often must attempt to trace a communication as it occurs, To do so, a 
law enforcement agency must know which computer crime expert to call in which jurisdiction. 
be able to contact the relevant individuals at various ISPs and carriers. and secure appropriate 
legal orders in each jurisdiction where a relevant carrier or ISP is located. (Notably, many 
ISPs already coordinate and cooperate with law enforcement agencies in this respect, and 
industry groups arc developing "best practices" to encDur..lge others to do Ihe same.) Critical 
personnel must (1150 be available when network-faciliwted crimes occur after business hours. 
Wben these crimes occur ncross borders. real-time investigations must be able to proceed on 
:u) international scale. 

l'echllicallnfrastructure and Data Retemion. if the communications network and the 
computers and software that run it have not been designed and configured to generate and 
preserve critical tmfnc datu, information relnting 10 the source and JestlOation of a 
CybcNlttw:k will likely not exist. Consiccr, for example, thc use by many ISPs of modem 
banks to provjde Internet access to incoming cullers. An ISP muy have 2 million cus\Omers, 
but maintain only 100,000 phone lines, based on an expectation that no more than 100,000 
customers will ever dial in at any given time. The ISP may give only one access number to its. 
customers and dynamically assign each incoming call to the next available line. Without a 
rcvcnuc·related reason for knowing the specific line used for each conneclion, the ISP's 
network muy not be designed to genelute {he data necessary to link a customer with a specific 
incoming line. This, in [Urn. may make it impossible to trace the origin of the telephone call 
into {he ISP's network. Such a network design can make it difficult to obtain traffic data 
critical to an investigation. 

Even if u particular piece of the technicul infrastructure is capable of generating and 
preserving needed data. such data are not useful if carriers do not collect and retain such 
recoros,!1 Issues concerning whether, to what extent, and for how long critical datu ure 
reiuined are decided both by nationallnws (or the lack thereof) and by industry practices, 
which genera.!ly reflect market preferences and other revenue-related ncedsJj! In examining 
datu retention practices and laws, careful consideration must be given to privacy concerns, 
market realities, and puhhc safety needs. 

US. law enforcement may be significantly affected by the 1995 and 1997 directives of the 
European Union rEU") concerning the processing of personul datu. including the deletion of 
traffic data, Ee Member States are in the process of developing implementing legislation.),) 
As the dire,ctivcs are implemented imo national legislation throughout the EU, it is vital that 
public safety be considered. along with the privacy and market force elements. 

AnonymilY. Anonymous e~mail accounts, which are e~mail accounts where subscriber 
infonnation is not requested or verified. 20 are the proverbial double~edgcd sword. Such 
anonymous accounts Clln protect privacy, but they add new complexities to identifying online 
lawbreakers, such as individuals who send child pornography, death threats. computer viruses, 
or copyright-protected works by e~mail. 

Similarly, "anonymous re~mailer" services:. which are e~mail services that strip the source 
address information from e-mail messages before passing them along to their intended 
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recipients, raise difficult privacy and law enforcement policy issues. On the one hand. 
anonymous re-mailer services provide privacy and encourage freedom of expression, For 
example, in early 1999, these services allowed ethnic Albanians to provide first-hand accounts 
of Serbian atrocities in Kosovo withDut the fear of retribution. On the other hand, such 
services can plainly frustrate legitimate law enforcement efforts. Indeed, as carly as 1996, one 
such service expressly touted itself as "a way to thwart attempts by intelligence agencies to 
trace illegal traffic, . ,. It bolds all mcomjng messages untll five minutes after the hour, then 
re~mails them in random order. The messages are sent through fi vo to twenty other fe-mailers, 
with a stop in at least one of the several countries noted for lax law enforcement." 11 

To be sore, individuals can generally engage in many "reul world" activities relatively 
anonymously, such as making small cash payments ,md attending public eVents, BUI they 
cannot remain anonymous in other contexts. such as opening a bank account or registering ~ 
car. Ind(~ed. many financial institutions have substantial customer identification 
requirements. As discussed in Part n.B above, Intcrnet~based activities should be trc.Hed 
consistentJy with physical world activities :.md in a tcchnotogy·neutrat way to further 
important societal goals (such as the deterrence and punishment of those who commit money 
laundering). National policies concerning anonymity and accountability on the Internet thus 
need to be developed in a way that takes account of privacy. authentication. and public safety 
concel11S, 

3. Collecting Evidence 

When computers are used to store informafion, law enforcement agents generally can. upon 
securing n warrant, search the computer in the same \vay that they would a briefcase or file 
cabinet The difference. of course, is Chat a computer can store a tremendous amount of 
infonnation, including evidence that might not be known to the computer's owner. 22 This 
feature of computer infonnation can, of course, be both a benefit to and a challenge for law 
enforcement It can benefit law enforcement by providing infonnntion (sometimes in a readily 
searchable way) that might not have existed in the non-computer world. But it can obviously 
present law enforcement cha!lcnges by highlighting the need for training and expertise (rmd 
time) for the information to be recovered. For eX;lmple, one computer with 3 gigabytes of 
memory can contain the equivalent of one million puges of jnformation, "Keyword" searches 
can mIss relevant information. and the difficulty of the search and recovery of infonnation 
may depend on how familiar the forensic expert is with the particular hardware and software 
configuration of the computer at issue. Moreover. if infonTIation on the computer is 
encrypted, It may be completely inaccessible to law enforcement and contribute Hnle to 
solving the crime at issue (see box on encryption). 

C. Slate and Local Tools and Capabilities 

State and }ocallaw enforcement agencies play.1 significant role in addressing unlawful 
conduct on the Internet. These agencies have been crucial in combating online child 
pornography, prescription drug sales, gambling, and fraud" Consequently, any initiatives by 
the federal government to llddress unlawful conduct on the Internet must account for the 
important role state and iocal governments play in online investigations and prosecutions and 
should address the following three areas of fundamental concern to these state and local law 
enforcement authorities: (l)jurisdiction~ (2}cooperntion and coordination; nnd (3)resources. 

The following is a brief discussion of the jurisdictional. cooperation and coordination. and 
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resources issues facing state and local governments. Because the Executive Order that 
prompted this report focuses on federal law enforcement issues. we recommend that <l more 
detailed analysis of slate and IDcallaw enforcement issues be undertaken as a next step, 

1. Jurisdiction 

In responding to the chaHengc of law cnforccmeet on the Internet, one or the problems that 
state and local governments fuce is that, althougb the crimes .and schemes on the Internet may 
victimize local populations, the medium over wbich these crimes are committed pennits a 
defendant to be located anywhere in tbe world. The traditional investigative tools available to 

the sWte - interviews, physical or electronic surveillance, and service of subpoenas for the 
production of documents or for testimony - are not necessarily adequate to compel 
iofonnation from a wrongdoer who is located out of state. 

For example, if a fmud scheme is committed against Ohio residents by an opcrawr of a 
website located in Florid<.t, <md the Ohio prosecutors issue a subpoena for records from the 
company in Florida, there is currently no formal procedural mechanism for the service and 
enforcement of that sUbpoena. Although the Ohio prosecutors may infonnally succeed in 
obtaining assistance from the Florida authorities, this is a matter of professional courtesy 
rather than legal process. There is no gaamntce that the suhpoena will be served, or, if 
served. enforced. Running into such a roadblock could wet! mean the end of the Ohio 
investigation, In the absence of any ability to investigate the case themselves, it remains 
possible for tbe Ohio prosecutors simply to refer the case to their Florida counlerp~ms by 
reporting their complaints about [he cybercriminal in Florida, but if the crime involves no 
Plorida victims or is otherwise outside its jurisdiction, there is no guanlntcc that the case will 
be investigated by anyone. 

This example illustrates [he kinds of juri;:;.diclional hurdles that are becoming increasingly 
common for state and local law enforcement authorities pursuing crime over the Internet. 
Anolher difficulty in this are'l arises from the disparate approaches taken by state courts Lo 
whether a state can exert long-arm jurisdiction over an Internet site accessible in that state. 
The lack of uniformity may make it more difficult for investigators in some jurisdictions to· 
conduct meaningful investigations of Internet conduct. And, the enforcement of state 
electronic surveillance orders can also be u challenge. The Internet and modem satellite 
communications bave made it more necessary for state wiretap orders 10 be served on and 
enforced against an out-o[~slate 5crvke provider. Unfortunately. 00 legal mechanism exists 
that would allow tbis. For eXllmplc, drug traffickers operating entirely In New York, bUI using 
satellite telephones with signals that are received at a ground station outside of New York, 
potentially are completely immune from a New York wiretap order if the out-of~state ground 
station rcfuses to comply with a New York coun's wiretap order, 

2. interstate and Federal-State Cooperation 

Because the gathcring of information in oiher jUrisdictions Hod internationally will be crucial 
to investigating Hnd prosecuting cybercrimcs, al! levels of government will need to develop 
concrete and reliable mechanisms for cooperating with each other. The very nature of the 
Internet - its potential for anonymity and its vast scope - may cause onc law enforcement 
agency to investigate, inadvertently, the activities of anotber agency that is conducting an 
undercover opcrulion, Likewise. the law enforcement agency of One slalc may rcquire the 
assistance of another for capturing and extraditing a criminal to its state for prosecution, In 
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other words. crimes that were once planned and executed in a single jurisdiction arc now 
planned in onc jurisdiction and executed in another, with victims throughout the United States 
and the world. 

The effective coordination and cooperation between various branches of the law enforcement 
community is crucial to any effort to combat unlawful conduct on the Internet. One area thut 
may deserve fU!1her review concerns the extent to which federal. state, :lnd local authorities 
can share and gather infonnation about pending cases, potential targets, investigative 
procedures and tactics, and contact personnel. Such coordination is necessary for federaL 
state, and local law enforcement agencies to avoid duplicating and possibly undennining 
investigations. 

In January 200{), Attorney General Reno ch-i!llenged the N.ational Association of At!omey.~ 
General and other state and local law enforcement groups to make it n priority to rcspolld to 
these significant needs, Among other things, she specificaUy urged the groups to: 

• Create a 24-hour cybercrime point of contact network, where each parlicipating 
federal, state. and iocallaw enforcement agency would provide a designated 
contact who is available 24 hours per day, 7 days per week to assist with 
cybercrirne issues. This contact could be available via a pager system or 
coordinated through a centralized "comlT.and center." 

• Create an online cleminghoase for sharing information to avoid duplication of 
effort and multiple investig!ltions of the same unlawful conduct. Existing 
mechanisms, such as XSP. LEO, or Consumer Sentinel, may either serve this 
function or serve as building blocks for such a service, 

• Develop conferences for all state and local Internet investigators and 
prosecutors, yearly or hi-annually, at which rcecnl developments arc discussed, 
ca:;c progress shared, and networks reinforced that will fadlitate state. federal, 
and local cooperation. 

• Develop additional policies and mechanisms to enhance cooperative Interstate 
investigative and prosecutonul capacities and encourage coordination among their 
constituents, 

3. &sQUfces 

Although state and local law enforcement organizations are responsible for investigating and 
prosecuting most forms of uniawful <:onducr involving the use of the Internet. they have 
limited resources with which to pay the substantial costs of developing the technical. 
investigative, and prosccutorial expertise and acquiring the new and often expensive 
technology necessarY,to address these crimes, Personnel, equipment, and training must be 
funded nn!: oniy once but on a recurring'basis. In addition, the structure of state and local1aw 
enforcement agenCies is different from slate to stale and even county 10 county \vithio;l state. 
Resources must not be so restricted as to prohibit a state or local government from uliloring 
progrnms and initiatives within their current structures. 

Federal funding can be useful in supplementing state and IDea! spending on the necessary 
personnel, training, ilnd equipment to properly investigate and prosecute high technology 



The Ekctronh; Frontier: the Ch:l.llenge 0_ .• the Use of [he Interne! (March 9, 20(0) 

• 


• 


• 


hltp:/lwww.usdoj_£ov/criminalkyber::rimelunlilwfuLht 

crime case-s. To the extent that federal funds are cx,penued on enhancing federal law 
enforcement's forensic capabilities, these projects should be slructured in a way that allows 
State and local law enforcement Lo use these forensic resources. Regional computer forensic 
laboratories, such;:ls the new laboratory in Sun Diego, have been successful .md may be n 
model for other such facilities, .t! 

D. Legal Authoritic. ... : Gaps in Domestic Laws 

Law enrorcement agencies need strong laws to protect society against unhlwful activity. This 
is as true in the online world as it is in the omine world. As discussed above in Part II and 
detailed in the appendices to this report. existing federal law is generaHy adequate to cover 
unlawful conduct involving the use of the Internet 

S{wng substantive 1l1\..,s, however, that apply to the use of the Internet to commit traditional 
offenses such as fraud, child pornography, gambling, and the Hlegal sale of inteBectual 
property are necessary but nor sufficicm·tQ ensure a safe and secure online environment. To 
achieve that goa!, law enforcement, in cooperation with the priwte sector. must also be able w 
gather evidence, investigate, and prosecute these cases. Unfortunately, in some arcus, the 
legal authorities and tools needed tu do this have Jagged behind technological and social 
Changes. This section examines scverJl"laws related to the investigation and prosecution of 
high*£ech offenses that have not kept pace with technological changes. Although we do not 
offer specific solutions in this report, we :Ire committed 10 working with interested panies 10 
devise appr,,)priate solutions. 

1. Pen Register and Trap and Truce Statute 

Pen registers (deVIces 1hat record the numbers dialed On a telephone line) and trap and trace 
devices (devices that capture incoming electronic impulses that identify the originating 
number) nre important tools in the investigation of unlawful conduct on the Internet. 
Unfortunalely, the statute that governs such devices, 18 U.S.C, §§ 3121-3 J27. is not 
technology-neutral and has become outdated. 

As an initial matter, advances in telecommunications teChnology have made the language of 
the statute obsolete. The statute. for exumplc, refers to a "device" that is "attached" to'l 
telephone "line," id. § 3127(3). Telephone companies, however, no longer accomplish these 
functions using physical hardware attached 10 actual telephone lines. Moreover, the statute 
focuses spccificnlly On telephone "numbers," id., n concept made out-of-date by the need to 
trace communications over the Internet that may usc other meunl:i 10 identify users' accounts. 

Moreover, the deregulation of tbe teiecommunlc.1tiQns industry has cfe:.lted unprecedented 
hurdles in tracing long-distance telephone calls, Many different companies, located in a 
vunety of judicial districts, may handle a single cull. Under the existing statute, however, a 
court can only order communications carriers within its district 10 provide tracing information 
to law enforcemenL As a result, investigators have to apply for several, sometimes many. 
court orders to trace a single communication, causing needless waste of time and resources 
and hampering important investigations, 

2, Compuler Fraud and Abuse Act 

Originally passed in 1984. and amended ill 1986, 1994, and 1996. the Computer Fraud and 
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Abuse Act, 18 U.S.c. § 1030. protects a broad runge of computers that facHitate interstate and 
international commerce and communications, For example, section 1030(a)(2) makes it a 
crime to access a computer without or in excess of aotbority and obtain (1) financial 
tnfonnation from a financiat institution or credit reponing company; (2) any information in the 
possession of the government; or (3) any private inform,::Ilion where the derendant '5 conduct 
involves interstate or foreign commerce. Section 1030(a)(5) makes it a crime for anyone to 
knowingly cause the transmission of a computer program. information. code, or command, 
that results in unauthorized damage to a protected computer. {A "protected computer" is one 
used exclusively or partly by the United States or a financial institution in which the 
defendant's conduct affects the government's or tinnncia! institution's operation of (he 
computer; or any computer 111m is used in interstate or foreign commerce or communications. 
see 18 U.S.C § 1030(0)(2).).M 

Despite its broad reach llnd relatively recent amendment, the statute nevertheless contains 
several Oaws that could hinder law enrorcement's ubility to respond effectively to unlawful 
conduct 011 the Internet. For exa.mple. given the increasing interdependency and availability of 
global computer networks, it is increasingly likcly that computer system intruders within the 
United Stutes may begin to concentrate their unlawful activity on systems locared entirely 
outside the United States, Alternatively, individuals in foreign countries muy rOllle 
communications through systems located within the United States, even us they huck from one 
foreign country to another, In such cases, they may hope that the lack of Hny U,S. victim 
would either prevent Of discourage U.S, law enforcement agencies from assisring in any 
foreign in\'estigation or prosecution. It is unclear whether section 1030, in its existing fonn, 
protects against such situations, which may affect the United Stales even though the 
perpetrator and the victim are located elsewhere, 

The Department of Justice has encountered severnl InSliJnces where intruders have attemptcd 
to damage critical systems used in furtherance of the administration of justice, national 
defense, or national security, as weJ] as systems {whether publicly or privately owned) that are 
used in the provision of "critical infrustructure" services such as telecommunications, 
transportation. or various financial services. but where proof of damage in excess of $5,000, as 
required by section 1030(~)(5), has not been readily available. Although such activities may 
pose extreme risks to our infr>lstructure, section t030(a)(5) currcntly does not allow law 
enforcement to proceed without evidence of over $5.000 in damages. 

Another problem is til'lt prosecutions under seclion 1030(a)(5} carry a mandatory minimum 
sentence of at least six months. In some instuncc$, prosecutors h<lvc exercised their discretion 
and elected not to charge some defendants whose actlons otherwise would qualify them for 
prosecution under that section, knowing that the result would be mandatory imprisonment. It 
may be useful to exnmine whether requiring imprisonment for six months should be applied in 
more limited circumstances than allowed under existing law. or whether other punishments, 
such uS reduced penalties and forfeiture of :my instrumentalities or proceeds of the violation. 
might provide adequate punishment and deterrence. 

3. Privacy Protection Act 

The Privacy Protection Act of 1980 ("PPk'), 42 U.S.C §2oo0aa, ct seq .. makes it unlawful 
for local, state, or federnllaw enforcement authorities to "search for or scize any work prodw;:t 
materials" or any "documentary materials, , , possessed by a person in connection with a 
purpose to'disseminnte to rhe public a newspaper. book, hroadcast, or other SImilar form of 
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public communication," 42 tj,$,C, § 2000aa(a), (b) (emphasis added). The statute defines 
"work product materia!s" as materials prepared or possessed in l:tnticipation of communicating 
such materials to the public, except jf the materials constitute contraband or the fruits or 
instrumentaliries of crime. Id. § 2000aa-7(b), "Documentary ffialeriuls," on the other hand, 
consist of materials upon which infonnation is recorded, once again with the exception of 
c-ontrabaild and the fruits or instrumentalities of crime. [d. § 2000aa~7(a). 

In enacting the PPA, Congress restricted searches for evidence of crime held by innocent 
third-parties who were engaged in First Amendrnent~protected activities. The PPA thus 
protects the confidentiality of non-evidentiary files held by this special group of innocent 
third-parties - such as drafts of arttctes not yet published and the research and other supporting 
infommth;m (e,8n notes llnd interviews) that are never intended to be published. To preserve 
the confidentiality of these dcs,ignated materials, the PPA instructs investigators not to search 
for the evidence at ull, but to compel the innocent third-parties to find and produce it 
themselves. Thus, subject to certain exceptions, the PPA generally limits searches for 
work-product and documentary materials held by Ihird~parties who plan to use them to 
communicate to the public. 

New issues arise with the PPA dt:c to the exponential growth in computer use over the last 
decade. With the advent of tbe Internet and widespread computer use, almost any computer 
can be used to "publish" material. As a result, the PPA may now apply to almost any search of 
any computer. Because computers now commonly contain enormous data storage devices, 
wrongdoers can use them to store material for publication - material that the PPA protects 
while simultaneously storing (in a commingled fashion} child pornography, stolen clo.ssi ned 
documents, or other contrab:.md or evidence of crime. 

4. Elcct(Qr.!t~ Communications Privacv Act 

rn 1986, Congress enacted the Electronic Communications Privacy Act CECPA"}. 18 U's.C. 
§ 2510 ct seq., in an effort to revise and expand the scope of the J968 wiretap acL The statute 
attempted to strike a workable balance among the competing interests addressed in [he statute 
at the time: the privacy interests oftc!ecommunications users, the business interests of service 
providers, and the legitimale needs of government investigators. 

Two factors have nliscd concerns about ECPA; {I} the slatl.<te treats wire and clcctnmk 
communications inconsistently; and (2) use of the Imemet has grown dramatically, and voice 
and non~vQice data have converged. First, although ECPA attempted to create a 
technology~neutral framework for regUlating the disclosure of electronic communications and 
records, it was only partially successful. For example, the 19861egislation distinguished 
broadly between "wire communications" (such as voice telephone calls) and "electronic 
communications," which it accorded lesser protections. This mconsis(ency create practical 
problems in today's converged network environment where voice nod non-voice data may be 
intertwined in a single darn stream, 

These inconsistencies take on additional significance with the now widespread usc of 
computers and the !ntcmct. because the proportlon of criminal activity occurring online, or 
using telecommunications technologies, has increased over time. E~mail, voice mail, user 
access logs, and remotely stored files play an important. and in many cases, critical role in 
investigating and prosecuting crimes ranging from large-scale consumer fraud to extortion and 
murder. 

http:contrab:.md
http://www.usc~j�S(lvlcriminallt:yhetcrimelu.nIZlwful.!u


The Electronic Frontier: the Challenge 0.... 

• 


• 


• 


the Usc of Ihe Interne! (March 9, 2000) http://wwW,llSC.oj.gov/cnmill4li.:ybetcrimclllnla.....fuJ.ItU 

These developments suggest thal EePA be carefully evuluatcd to ensure that it (1) takes into 
account new communications technologies in its treatment of wire and electronic 
communications; (2) has appropriule penalties for a variety of criminal invasions of 
communications privacy: (3) resolves deficiencies in the rules for government access to 
customer records, especially with respect to access by civil and regulutory agencies; and (4) 
cures omissions and inconsistencies within the statutory frJmcwork. 

5. Telephone Harassment 

The Internet and the widespread use of computers have created a host of new tools for 
communication, Existing statutes provide criminal penalties for persons who use telephones 
to harass or abuse others, For example, one provision of 47 U.S,c' § 223 makes it a federal 
crime, p'Jnishable by up to two years in prison, to use a telephone or tclecommunicutions 
device to annoy. abuse, harass, or threaten any person !It the c.{lIed number. The statutory 
prohibition applies only if the perpetrator does not reveal his or her name, Sec 47 li.S.C, § 
223(a)(I )(C), 

The new means of communication by compuler, however, have given computer users a new 
method of inDicting such abuse not covered by the existing laws, A malicious computer USCI', 

for example. Can post an electronic message in which he pretends to be the person that he 
intends to harass (see cyberstalking box in Part ItA above), In this fraudulent message (that 
may reach thousands of people), he cun state, for example, that he (posing as the victim) likes 
to participate in some particular sexual act and then invite anyone who reads the message to 
cail the victim's home telephone number, Yet this form ofharassmerH evades the prohibitions 
of 47 V.S.c. § 223, which applies only to direct communications between the perpetrator and 
the victim. 

6. Cable Communications Policy Act 

The Cable Communications Policy Act of 1984, which regul<ltes various aspects of the cable 
television industry, includes provisions that protect the privacy of individual cable 
subscribers' records, See 47 U.S.C § 551(c), (h). Such records should indeed remain private 
under most circumstances, The stlltute, however, did not take into account the changes in 
technology that hnve occurred over the I~st l5 years. Cable televisjon companies now often 
provide 1nternet access and telephone service in addition to television programming. Some 
cable companies have interpreied the statute as overriding their obligalions to disclose certain 
records pursuant to other statutes, such as the Electronic Communications Pri vacy Act, 18 
U,S,c. § 270 I, and the tmp and tr""e statute, 18 U,S.c. § 3121, This interpretation - which 
CQurts have nOL uccepled - would create greater protections for subscribers whQ receive 
Internet !lervice from cable companies than for those who access the Internet by other 
methods. 

Such an interpretation is inconsistent with the technology-neutrality principle discussed in 
sectioll ILB above, Moreover, some cable companies that provide Internet service have relied 
on the Act to refuse to disclose subscriber mformation pursuunl to state gmnd jury subpoenas, 
even though these records would otherwise be available through legni process under existing 
law, As more and more Internet users shift to high~speed cable access from traditional analog 
telephon(~ equipment, it will be important to ensure that privacy standurds are hnITnonized for 
all Internet users, 
• , 

* 
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These examples are only some of the areas in which the law has not kept up with new 
technology. Specific legislative proposals to update these laws arc beyond the scope of this 
report The gaps iIIuminale, however, the investigatory cballenges posed by the use of the 
Internet for unluwful conduct, and they deserve prompllegislutivc consideration and attention. 

E. Ch~lh~nges: for International Cooperation 

1, Subw;ntive International 'Criminal Law 

When OIlC country's laws criminalizc high-tech und co:nputcr-rclatcd crime and another 
country's laws do not, cooperation to solve a crime. as well as the possibility of extraditing the 
criminaf 10 stand trial, may not be possible. Inadcqua~e regimes for intemutionallegul 
assistance and extradition can therefore. ill effect. shield criminals from law enforcement: 
criminals can go unpunished in one country, while they thwart the effort..; of other countries:o 
protect their citizens. 

Internationallcgal assistance can be requested and provided through several means. The 
United States is party to ovcr 20 bilateral mutual legal assistance treaties ("~1LATs"). Where 
there is no MLAT in force, international legal assistance is governed by domestic mutual legal 
assistance laws and practices. which include the letters rogatory process. (A letter rogatory is 
a lctter request for assistance from one country's jUdicial authority - e,g.> a U.S. District Court 
- to that of ~tnother country, See, e.g .• 2& U.S.C, § 1782.) MLATs and domestic laws vary 
with regard to the reqUirements relatmg to a requcst for assistance. To issue SUbpoenas, 
interview witnesses, or produce documents, some MLATs and some taw~ permit assistance as 
long as the conduct under investigation is a crime in the requesting state, even where it is not 
also a crime in the rcques~ed state, 

In the more sensitive area of searches and seizures, however, dual criminality (i.e., that the 
conduct under investigation is u crime in both the requesting and requested countries and is 
punishable by at least one year in prison) is often required (e,g., U.S.lNethcriunds MLAT). In 
other circumstances, a country can refuse a request jf the request "relates to conduct in respect 
of which powers of search and seiz.ure would not be exercisable in the territory of the 
Requested Party in similarcireumstances" (e.g" US/U.K. MLAT). Finally, some MLA1'& 
and domestic laws permit assistance only if dual criminality exits and if the offense is 
cxtmditable (e.g., mutual assistance laws of Germ,my). With regard to extradition. the United 
States has entered inlO bilateral treaties with over 100 countries. These treaties are either "list 
treaties," cont;!ining a list of offenses for which extradition is available, or they require dual 
criminalitr and that the offense be punishable by a specified minimum period. Therefore, if 
one country does not criminahze computer misuse (or provide for sufficient punishment), 
extradition may be prohibited. 

The issue of dual criminality is not an academic or theoretical matter. In 1992, for example, 
hackers from Switzerland attacked the San Diego Supercomputer Center. The U.S. sought 
help from the Swis.s, but the inves.tigation W<lS stymied due to lack of dual Criminality (Le., the 
two nations did not have similar laws banning the conduct). which in tum impeded OffiCi<:lJ 
cooperation. Before long. the hackJng stopped, the trail went cold, ilnd the case had to be 
closed, 

The solution to the problems stemming from inadequate laws is simple to state. but not us 
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easy to implement countries need to reach a consensus as to whkh computer and 
technology-related aClivities should be crimina!Jze-d, and then commit to taking appropriate 
domestic actions. Unfol1unatcly, a true international "consensus" concerning the activities 
that universally should be crimina!izcd is likely to take time to develop. Even after a 
consensus is reached. individual countries that lack appropriate legislation will each have to 
pass new Jaws, an often !ime~Col1Suming and iterative process, 

2. Mull;!",e", EffOl1S 

Although bilateral cooperation is important in pursuing investigations concerning unlawful 
conduct involving the use of tbe lntemct. muhilater:.ll efforts are n more effective way to 
develop intcmationul policy and coopcn~tion in this area. The reason for this stems from the 
nature (If the Internet itself. Because Internct access is available in over 200 countries, and 
because criminals can roUle their communications through any of tbese countries. law 
enforcement challenges must be addresscd 00 as broad a basis as possible. because law 
enforcement ussistance may be required from any Internet-connected country. ThaI is. even if 
two countries were able to resolve all the high-tech crime issues they faced. they would still 
(presumably) only be able to solve those crimes lhat involved their two countries . .\tlultilateral 
foru allow many countries to seek solutions that will be compatible to ihe greatest extenl with 
each country's domestic laws. 

Several multilateral groups currently are addressing high-tech and computer'~related crime. 
Of these groups. the Council of Europe ("COE"). und the Group of Eight CG·S") countries am 
the most active. To begin to address the need to harmonize countries' computer crime laws. 
the COE is drafting a Cybercrime Convcnlion. which will define cybercrimc offenses and 
address such topics as jurisdiction, intemmional cooperation, and search and seizure. The 
Convention may be completed as soon as December 2000. After approval by a high-level 
committee, the Convention wlil be open for signature by COE members and noo~member 
stateS which participated in the drafting_ The G-8 Subgroup on lligh-tcch Crime has been 
focusing on ways to enhance the abilities of law enforcement agencies to investigate and to 
prosecute computer~ and Inlcmet-fficilitated crimes, such as establishIng a global network of 
highwtech clime experts and developing capabilities to locate and ldentify those who use the 
Internet to commit crimes. In May 1998. President Clinton and his G~8 counterparts adopted a 
set of plindples and an action plan. developed by the Subgroup, for fighting computer crime. 
The COE and Gw8 efforts, as well as other international efforts. are described in more detail in 
Appendix J to this report. 

3. Continuing Need for internatIOnal Cooperation 

As these multilateral efforts progress and as more fonnal mechanisms for cooperation are 
developed, law enforcement ugencies in the U.S. and other countries are cooperating 
informally and have undertaken join! initiatives to achieve their gouls, Por example, the 
Customs Service has been involved injoim cyber~investiga{ions with the German Fedcrul 
police. These joint investigations have resulted in 24 referrals from Customs' 
Cybersrnuggling Center to field offices during the last three months. In most instances, these 
referrals have led to the issuance of federnl or state sC<lrch warral11s. Customs is also involved 
in joint efforts on Intemct-related investigations involving money laundering and child 
pomogmphy distribution wil» officials in countries such as lndoncsiu. Italy, Honduras. 
Thailand, and Russia. 

http:muhilater:.ll
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As international issues become more prevnlenl in investigutions of Intemet-fuciliuliCd 
offenses; U,S.law enforGcmcnt agencies must continue to develop cooperative working 
relationships with their foreign counterparts, The 'JAn high-tech point~of-contnct network 
established among the G-8 countries and others must continue to be developed nnd expanded 
to include more countries. In addition, the U.S. should continue to work with other countries, 
international groups, and industry to develop comprehensive and global plans for addressing 
the complex and challenging legal <lnd policy issues surroundingjurisdiclion raised by 
unlawful conduct on the Internet. 

IV. THE ROLE OF I'UIILlC EDUCATION AND EMPOWERMENT 

The third component of the Working Group's 3-part strategy for responding to unlawful 
conduct involving the use of the Internet is to implement aggressive efforts [0 educate and 
empower the public to minimize risks associated with the Internet and to use the Internet 
responsibly thrQugh technological and non~iechno'ogicli tools. Although both types of tools 
can be extremely useful when used appropriately. "one SIze does nut fit ail," One must weigh 
the ,tdv:1n1ages and disadvantages in determining which scI of tools will work best for an 
individual's particular situation. 

This part of the report therefore discusses existing and potential new tools and resources that 
can be llsed to educate and empower parents, teachers, and others to prevent or minimize the 
risks from unlawful conduct involving use of the Jnternet First, we review the technologi-c<li 
and non~[echnological tools that arc available for parents and teachers to use to help ensure 
that children have a safe and rcw.lmling experience online, Next, we discuss how consumers 
can educate themselves in order to avoid fraudulent and deceptive practices on the Internet. In 
particular, this part highlights how several federal agenCies are using technology to educate 
consumers and how they arc working with the private sector to develop effective consumer 
protection practices. Many other agencies arc undertaking similar efforts. Last, we discuss 
government-industry coopemtion efforts to educate the public on the importance of being 
good "cybcrcitlzens." 

A. Educating and Empowering Parents, Teachers, and Children 

With the growing number of u.s. classrooms connected to the Internet and the rising number 
of personal computers used in the home, more and mOre children are now able to access the 
Internet. Almost 90 per<:cnt of public schools - including over 1 million classrooms - in the 
U.S. are connected to the Intemet. Over 40 percem of American households own computers 
and one~quarter of all households have Intemct access, Zi 

One of the greatest benefits of the Internet is the access it provides children to such things as 
educational materials, subject maHer experts, online friendships, and penrals. Nevertheless. 
like many other pursuits that children engage tn without adequate parental supervision, the 
Intemet should also be approached whh careful consideration of risks and benefits. One 
concern of course is that the Internet may allow children unrestricted ueee-5S to inappropriate 
materials. Such materials may contain sexually explicit images or descriptions. advocate hate 
Or bigotry. contain graphic violence, or promote drug use Of other illegal activities. In the 
worst instances, children have become vi.ctims of physical molestation and harassment by 
providing personal information about themselves over the Internet and making contact with 
strangers. 
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To protect children from such risks, parents and teachers therefore need to empower 
themselves with the tools, knowledge. und resources to supervise and guide children's online 
expel'iCllCe and to teach chlldrcn how to use the Internet responsibly. 

1. Technological Tools 

Technology providcs to()J~ that may assist in preventi:lg chil,dren from accessing inappropriate 
mmefial!; on the Intemet or divulging personal information about themselves or their families 
online, The most common technological tools are "blocking" and "fHtering" software, as 
described more fully below. 

(al lJIocking Software 

"Blocking" software uses a "bad site" list and prevents access to those sites, The vendor 
of the softwnre identifies specified categories of words or phrases that are deemed 
inappropriate and configures the blocking software tD block sites on which the prohibited 
language appears. Although SDme vendors allow parents to customize the "bad site" lise by 
allowing them to add or remove sites, others keep the list secret and do not pennil parents to 
modify it. 

Although such software can be a useful tool for restricting .ICCCSS to inappropriute websites in 
certain circumstances, they can also create a false sense of security, because they cannot 
restrict access to all inappropriate sites for children. The number of websites puhlished each 
day far exceeds the ability of soflware companies Lo review the sites and categorize them for 

• their "bad site" lists . .i!i "Out of approximately 3 million separate websites in existence (each 
website may contlJin two or more sepawte web pages and the number of separate files. pages 
and gruphics online is estimated at 330 million), only a small fraction have becn reviewed, in 
aggregate, by child protection software companies:" 27 Because the gap widens daily, with an 
estimated 160,000 new websites registered each month, "bad sites" will inevitably get through, 
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• Another potential drawback is that most-blocking software docs not differentiate between the 
age of the users. What may be inappropriate for an eight year old, may be appropriate for a 
teenager, However, because most software only has one user setting to determine whut should 
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be blocked. either the teenager will be denied access to sites that arc beneficial or the 
eight-yearoold will be- given access to sites that are inappropriate, In addition, in cases where 
software vendors do not anow p.lrems to customize the "bad site" list, parems cannot make an 
informed decision On what material should be restricted. They mus.t rely on the judgment of 
an unknown third party to decide whnt sites are acceptable for their children. 

(b) Filtering Software 

"Filtcnng" software blocks sites containing keywords, ~done or in context with other 
keywords. For example. if parents wanted to restrict their child's access to sites rela'ed to 
drug use, the software would be configured to deny access to sites containing such words as 
"marijuana," "cocaine." "heroin," etc, Filtering software is available both directly and through 
some Internet service providers ("ISPs") such as Lycos or FamUyNcL 

Filter! ng s.oftware can also be used to resllict access to inappropriate websites, but, like 
blocking software, they can be both underinclusive and overinc1usive. They c:m, for example, 
filter sites that arc cither harmless or even desi'db!e. With the examplc above, sites that 
promote drug rehabilitation, seeking help for a drug problem, or drug prevention would be 
blocked simply because they use the keywords. Another example of how filtering is over 
inclusive is denying access to the word "sex." While this filter would block certain sitcs with 
inappropriate sexual content, it would also block hannless sites lhat contained the words 
"sextuplets," "sexton," "Mars Explorulion," among many others, In addition, some website 
operators bave Imlmed 10 byp:.tss the filtering mechanism by misspelling the typical keywords. 
29 

Filtering software may also be used to block siles thm have a particular label or rating, The 
content provider or a labeling service classifies the site in a particular' category (e.g., 
"romance: no sex" or "explicit sexual activity") and the filtering software is programmed to 
deny access to sites with p:.trticular ratings. As with "bad SHes," parents must rely on the 
judgment of unknown third parties 10 determine what is appropriate for their children. (n this 
case, the content provider must self~ljbel the site .Lccurately or a labeling service must assign 
the appropriate label to the site. Another major drawback is that vcry few sites are labeled. 
Parents must decide whether 10 block or allow access to unrated sites, Blocking ull unrated 
sites would deny access to harmless and educational material, while allowing access to all 
unrated sites would undoubtedly allow inappropriate material [0 get tbrough. 

(c) Olher Software 

Other ryres of software enable parents to momlor' and control their children's use of the 
computer. For example, "monitoring and tracking" software allows parents to truck how much 

• 
time their children spend online, where their children go online, and how much time their 
chiJdren spend on the computer offline. "Outgoing filtering" software prevents children from 
shunng certain informalion with others over the Internet. such as their name, telephone 
number, and address. Every time the child tries to send the prohibited infOimation to someone 
online, it shows up as "XXX," 
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2, NQn~lechnological Tools 

(a) What Parents Cll/I Do 

One of the most cffe'Ctivc ways of protecting children from inappropriate material 011 the 
]nternel is to teach them to use the Internet responsibly. Parents playa major role in this hy 
taking responsibility for children '5 online computer use. By doing so, parents can greatly 
minimize any potential risks of being online. 

There are certain s<lfety tips parents eun follow!o ensure that their children usc the Internet 
safely. These tips include: 

• never give out personal information, such as home uddress, school name, or 
telephone number, in u public messuge such as <l chat room or bulletin board; 

• do nO!. post photographs of children on wehsiles or news groups that arc 

available to the public: 


• never allow a child to arrange a fuce~to·fa{;e meeting with another computer user 
whhout parental peJ!nisslon; 

.. jf a meeting is arranged, make the first one in a public place nnd be sure to 
accompany the child; 

• never respond to messages that are suggestive, obscene, belligerent. threatening 
or make you feel uncomfortable; 

• encourage children to tell you if they encounter such messages: 

., report any inapproprlate messages you receive immediately; 

., consider keeping the computer in a room other thnn the child's bedroom lO 
monitor his or her online use; 

• gi!t to know your childxn's online friends just as you get to know all of their 
other friends: 

• set up specific rules ror your children's online use, such as thc time of day und 
length of time that they can be online and appropriate sItes for lhem to visit. 30 

There urc niatly useful publications and wcbsilCS for parents on this topic, For example, The 
Parent's Guide to the Internet (published by the U.S. Dep;l.r1ment of Education), Site Seeing 
on lhe lntemet: A Guide to Traveling in Cyberspace (publIshed by the FTC and the National 
Associution of Attorneys Geneml), and The Parent's Guide to the Internet: Raising Your 
Family on the Infonnution Superhighway (by Travis West) explain the basics: of the Intemet. 
how it works, what is available online, and give guidance on how to ensure safe use of the 
Internet. For additional publications on responsible use of the Internet, visit 
www.childrenspartnership.org for a list of resources. 

http:www.childrenspartnership.org
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Likcsvise, there are many wcbsitcs that give parents guidelines to promote safe, rewarding 
online experiences for children. For example: 

• ,!~,!!W getnctwisc.org - This website \)/as created by 15 Internet companies as a 
comprehensive resource guide for parents. It includes instant access to tools 
representing the latest technologies thut aHow parents to block and filter 
inappropriate content. monitor the wcbsttcs and chat rooms that their children 
visit, and set striet time limits on their children's online sessions. it also includes 
access 10 infonnatiol1 on how 10 report a crime or other troubling activity online 
and provides u guide to quality, educatjonal websites beneficial to children, The 
website also provides s<lfety tips for online lise, 

• www.americalinksuQ.Qrg This website seeks to bring the online indus!ry, 
families, tcachers, lihrarians and other children's advocates together to enSure that 
children huve a rewurding and educational online experience, It provides sufety 
tips for parents and children; access to discussion groups of parents, teachers and 
other interne! users on critical safety issues; links to more thun 700 quality 
websites for children reviewed and recommended by children's librarians~ and 
infonnation on local events where'parents and children can learn about Internet 
basics and r001s that promote rewarding online experiences, 

• www.cyberangels.org-Thiswebsite has been in existence since 1995 and is 
considered the largest Internet safety and education program, In addition 10 

providing parents guidance On how to supervise their children online, it teaches 
children how to use the Internet suic!y with material geared toward them. For 
example. chHdren can join Sophia's Safe Surfing Club, take a safe surfing quiz, 
and eam:1 safe surfing permit. Cybcrangels also has Net Patrol learns that 
regularly monitor lhe Internet for child~crimes, \;yoorstalkers, and fnmdulcnt 
s<:ams and report it to law enforcement authorities, The website provides support 
groups for victims of stalking and harassment over the Internet and gives tips on 
how to document and report cyber~stalking. CyberAngels also provides links to 
safe sites find reviews and recommends blOCking/filtering software. 

• www.parentech.org- This site provldes families and educators of middle school 
children (grades 6~g) with free resources focusing on how technology affects 
educmion, careers. and society. It includes parent and teacher guides in these 
three areul'. For example, the parent's guide on technology and education has 
articles on how to help middle seboolcrs get the most out of IC~tming with 
te<:hnology, a pare"nt's guide LO dussroom teclmologies, and technology standards 
for middle schools, The teacher's guide to technology and careers includes 
articles on what skills :.Ire necessary for these careers and how to develop those 
skills at the middle school level. In addition, the site has a discussion corner 
where parents and educators can share ideas, concerns, und questions with each 
other and with experts from across the nution. 

• www.safckids.coIi1 - This website coniains various articles about Internet basics 
and online safety, guldelines for parents on how to supervise their children on the 
Internet, safety tips for children, ulld filteringlblocklng software reviews. In 
addition. the site has links to other sites that offer Internet advice to parents and 
includes a link to report online crime agamst children. 

www.safckids.coIi1
www.parentech.org-This
www.cyberangels.org-Thiswebsite
www.americalinksuQ.Qrg
http:getnctwisc.org
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(b) Whal Schools and Libraries Call Do 

As increasing numbers of children have access. to the Internet from their schools and 
neighborhood libmries, we need to address thc iss.uc of how best to ensure that these children 
have positive, age-appropriate. cducationn.l online experiences. The Administration has taken 
the view that empowering parents. teachers, nnd librarians with a wide mnge of tools with 
which they can protect children in their community in a manner consistent with their values IS 

ultimately the most effective approach and one that is most compaiible with the First 
Amendment. Jl 

Schools and libraries are currenily using il wide runge of technology tools and monitoring 
techniques to ensure that children do not encounter inappropriate material or dangerous 
situations while online. These schools and libraries arc detennining what will work best in 
their panicular schools and communities. Absent proof that local decision making is not 
working to protect our children, the federal government should not mandate a particular type 
of technology, such as filtering or blocking softwHfC, Rather, we should encourage 
"acccpwble use" policies ("AUPs") by <Ill public institutions that offer access to online 
resources, including the Intemer. Such policies mily include the use of blocking and fillering 
technologies, or they may involve the use of monitoring. smart cards. or codes of conduct. An 
AUP should, while being sensitive to local needs and concerns. offer reasonable assurances to 
parents that safeguards WIn be in place in the particular school or library setting that pennit 
userS to he empowered to have educationnl experiences consistent with their values, 

In addition to ALJPs, schools may also usc "intrancts" to restrict student aCCeSS to 
inappropriate material. An intmnet is a controlled computer network thnt uses similar 
software and transmission mechanisms as the In{emet, but is accessible only to those who 
have pennission to use it (an intranet is generally confined to users within an organization), 
These conlrols permit the Intranet system managers to limit user uccess to Internet mO-tennl as 
well ilS to restrict those outside the network from being able to reach it. 

Schools and districts may also usc Regional TechnOlogy and Education Consortia 
organizations ("RTECs") <IS a resource, Six regional consortia. funded by the Department of 
Education. assist and suppOrt stales, districts, schools. and other educational institutions in the 
use of advanced technologies to improve teaching and studcnt achievcment In helping 
schools and districts with planning and implemcntation of technology. RTECs can help 
schools identify Internet safety solutions that meet the schools' needs and policy preferences. 
In addition, RTECs also provide resources for tc'lchcr training in technology, 

(c) Next Steps 

The Department of Justice and the Department of Education have funded a study by the 
Nation<ll Acndemy of Sciences on how to protect children from inappropriate material on the 
lmernct. This study will include a description of the risks and benefits of various tools and 
strategies that can be used to protect children from inappropriate materiaL .m analysis of how 
the different tools nnd strategies can be used together. and case studies of how different 
communities have approacbed Ihis problem, The final report is scheduled to be completed in 
November 200J, 

In addition, in October 1998, Congress passed the Child Onhne Protection Act ("COPA"),g 
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lh,H, among other things. established a Commission on Online Child Protection to eXtlmine the 

• 
extent to which current technological tools effectively help prOlcct children from inappropriate 
online content. The members of the commission were appointed last year. with the final 
members <:oming on board in October 1999, and the commission's repon is due to Congress 
in November 2000. 

finally, the Departments 1,1f Commerce, Education, and Justice are planing a joint effort to 
host u roundtable discussion with industry representutives, especially those in the software 
industry, 10 discuss the benefits and limitations of existing blocking :md filtering software, 
These discussions can lay the groundwork for future softwure contributions to Internet safety, 

B. Educating and Empowering Consumers 

The electronic m ..lrketpJace offers consumers unprecedented choice nnd around-the~clock 
accessibility and convenience, It gives established mnrketcrs and new entrepreneurs low~cost 
access to a viliuaUy unlimited customer basco \Vith these benefits, however, comes the 
challenge of ensuring that the virtual marketplace is a safe and secure place to purchuse goods, 
services, and digitized infonnation, Consumers must be confident thnt the goods and services 
offered online are fairly represented :md the merchants with whom they are dealing - mnny of 
whom may be located in another p:m of the world - deliver their goods in a timely manner and 
nrc nO{ engugcd in illegal business practices like fraud or deception. Consumer confidence 
also requires that consumers have access to fair and effective redress if they are not satisfied 
with some aspect of the transnction. ' 

• This section highlights some of the Federal Trade Commission's initiatives to educate 
consumers through technology; the Department ofCommercc's coordination efforts with the 
private sector to develop effective consumer protection practices; and the Food and Drug 
Administration's outreach cnmpaign regarding medicnl products on 'he Internet. As described 
more: fully below, the FfC has made innovative use of the rnternet to educate and alert 
consumers about fmud and deceptive practices online, to disseminate its publications) to. 
investigate potential violations, and to receive and respond LO consumer complaints, The 
Department of Commerce has also worked with consumer and business representatives to 
develop codes of conduct for electronic commerce and mechanisms for consumer dispute 
resolution, redress, and enforcement. In addition. the FDA has used the internet to educate 
consumers and health professionals aoom the possible nsks of ordering prescription 
medications and other medical products on the Internet, and the Securities and Exchange 
Commission ("SEC") has likewise used the Internet to help investors avoid online securities 
fraud, The Postal Inspection Service posts consumer fraud prevention "tip sheets" and other 
fraud prevention information Dn its website {www,usps,gov!postalinspectors}. And, as part of 
its Internet Fraud Initiative, the Department of Justice has been active in public education and 
outreach efforts to prevent online fraud (e.g" establishing a website on identity theft nnd fraud 
(www.usdoj,gov!cnminatlfraudlidtheft)).undthe FBI has prepared an online Parent's Guide to 
Internet Safety (www.fbi.gov). 

J. FIC Initiati yes: Using Technology to Educate Consumers 

• The FTC is committed to stemming fraudulent, misleading, and deceptive trade practices 
through actions that involve both law enforcement and education. Acting on the belief that the 
most cffeciive consumer protection is education, the FTC has sought to help alert llS many 
consumers as possihle to the telltale signs of fraud. the importance of privacy in the 
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information age, and other critical consumer protection issues, t;se of the Internet La develop 
and disseminate information about froud and technology-related matters is integral to [he 
FTC's education. deterrence, and enforcement efforts and has allowed the agency to reach vast 
numbers of consumers and businesses quickly, simply, and at low cost. 

(a) Fraud Preventioll In/annation for Consumers 

Morc than 200 of the consumer and business publications produced by the FfC's Bureau of 
Consumer Protection are available on the agency's website in text and ,pdf format Indeed. 
the difference in the number of publications viewed online in 1996 and 1999 (140,000 versus 
2.5 million page-views) tells the story of the Internet's coming of age as.a mainstream medium 
tind its importance to any large-scale dissemination effort. Those 2.5 million page views are 
in addition to the 6 million print publications distributed euch year to organizations that 
disseminate the-m on the FTC's behalf. 

(b) Link Program 

Tbe FTC also actively encourages "partners" - govemment agencies. associations. 
organizutions, and corporations with an interest in a particular subject - to link to the FTC s 
website from theLr sites and to place banner public service announcements provided by the 
ITC on their sites. Links from the banners ullow visitors to click through to the FTC site 
quickly to gel (he information the user is looking for exactly when they want it, Among the 
organizations that have helped drive traffic to tbe consumer information on wwwJtc,gov are 
tbe Alliance for Investor Education. the Arthritis Foundation. the American AssocillttOn of 
Retired Persons, American Express. the Better Busioess Bureau. CBS, Cin;uit City. 
motieyfooi.com, the National Institutes of Health, ihe NOIih American Securities 
Administrators Association. Shape Up Americu!. the U.S, Pulent and Tmdemark Office, and 
Yahoo!. 

(c) "Sling" Pages 

Many Jnlcmct shoppers looking for wClght los$ products will find an uuructive-looklng site 
that trumpets NordiCaLite, a "safe and natural" way to lose weight Three clicks into the sales 
pitch, the FTC seul appears, alerting consumers that the site was put up by the fedeml agency, 
that Ihc product is a fake. and that certain words and phrases arc tip orfs to heJp them avoid 
most rip offs. 

Too often. warning information about fmuds reaches consumerS after they' ve been scummed. 
For the FTC.. the challenge 1S how to reach consumers before they faU victim to a fraudulent 
scheme. Knowing that many consumers use the Internet to shop for information, agency staff 
develop "sting~' sites that mimic the characteristics of a site selling fnl.Udulent products or 
services, "Metatags" embedded in the riC websitcs make them Dccessible to consumers who 
are using major search engines and indexing services <lS they look for products, services. Dnd 
business opportunities. The "sting" websites link back to [he FTC's wcbpage, where 
consumers can find the practical. plain English information Lhey need, The agency has 
developed 13 "sting" sites on topics ranging from health care products to scholarship services 
to vacation deals and investments, and feedback from the publJc has been overwhelmingly 
positive, Many visitors express appreciation - not only for the information, but also for the 
novel, trouble-free, and anonymous way it is offered, 

http:motieyfooi.com
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(d) Tutorials 

The FTC has also developed interactive puzzles and games to reinforce the concepts spelled 
out in its brochures, I~page "news you can use" consumer ~dens, and graphics. For exnmple, 
to~mark the firs! anniversary of the Telemarketing Sales Rule in December 19%. the FrC 
placed u recording of a fraudulent lelemarkcting call on i1S website and developed a quiz to 
test'u con:mmer's ability to tell the difference between a legitimate call and fruudulent onc. 
Later, the Field of Schemes investment fraud initiative included the launch of an online quiz 
called ''Test Your Investment LQ." A series of typical telephone misrepresentations nsked 
consumers to define an Investment offering as solid or risky nnd then explained the unswers. 
As part of Project Mousetrap, which dealt with fraudulent invention promotion firms, the FTC 
created ali activity designed to test a reader's "patent-ability": a crossword puzzle comaining 
crilical tenus from the world of patents <Ind idea promotion, And to support the first National 
Consumer Protection Week, an online crossword puzzle. a true-false quiz, and a word find 
that focused on credit tenus were developed for the ~ational Consumer Protection Weekly. a 
newsletter that was distributed electronically to consumer agencies, law enforcement officials. 
and corporations across the country. 

(e) Cmuumer.gov 

Anued with a Vision of the Intemct as a powerful tool for consumer education and 
empowennent, the FrC convened a group of five small federal agencies in 1997 to develop 
and launch a website that would offer l ~stop access [0 the alTay of fe-deml consumeI' 
information, On the theory that consumers may not know one federal agency from another. 
the infomwtion is arranged topically. Federal agencies and consumers have responded well to 
www,consumer.gov. The site includes cOiHributions from over 100 federal agencies and logs 
some 79,000 user sessions a month, each of which last an average of over four minutes, The 
site also houses special initiatives: The President's Council on Y2K Conversion asked the 
FTC to establish a Y2K consumer infonnation site; the Quality Interagency Coordinutiol1 Task 
Force requested a special site on health care quality: and the U.S. Postal Inspection Service 
asked that www.consumer,govhousethesite10support the "kNOw Fraud" initiative. a 
public-private campaign thut involved sending postcards about telemarketing fraud to 115 
million Americun households in the fal! of 1999. The original www.consumcr.govtcam 
received the Hammer Award for its efforts. The FfC continues to maintain the site. 

(f) Spom Mailbox 

Millions of consumers are besieged by unsolicited commercial e~mail ("UeE") or "spam" 
every time they open their e~majlboxes. At best, spam is annoying. At worst, it is costly and 
disruptive to consumers, ib1 Hoping [0 relieve consumer frustration and gain a foothold on 
deceptive c~mail offers, the FTC invited consumers to forward their spam to u special address 
(ucc@ftc.gov), Wilh 3,000 e~mai!s arriving c3.ch day. the FfC has been able to build li spurn 
datab:tse that is an extremcly helpful resource for investlgators. With p:.u1ners from the Postill 
Inspection Service, the agency lets "junk e~mailers" know bow not to break the law. and lets 
consumers know how to recognize the 12 most common types of e~m~il fruud. known us the 
"dirty dozen." 

(g) Online Complain/llandling 

By 1998, with consumer use of the rntemet to access information, entertainment, products 
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and servi<:es becoming routine, the FTC begu'.1 accepting consumer complaints electronicaJly. 
The consumer response to the online complaint feature indicates that the FTC is meeting a real 
need: The agency receives online - nnd responds online to - an estimated 1,000 complaints 
and inquiries a week. 

(h) Business EdHcatwn for Onlifie Marketers 

As part of its mission, the FTC provides guidance to oeline marketers on how to assure thut 
basic consumer protection principles apply online, :\>lany of these entrepreneurs, new to tbe 
Internet and to marketing in general, may be unfamiliar with consumer protection laws. But 
even experienced marketers have raised novel issues In their efforts to upply traditional 
consumer protection laws to the online environment. The FTC has used a variety of 
approaches to get its consumer protection messages out 10 the business community. from 
complianl;e guides. brochures and speeches at mdustry and academic meetings and 
conferences to e-mails and Web-based public service announcements, staff advisory letters on 
wwwJtc.gov, use of the trade press to promote the availability of information on the agency 
site, und workshops on issues of interest Jnd posting the transcripts, 

(l) Publications for Business 

Among the publications for business that have been distributed widely in print and online are 
Advertising and Marketing on the Internet: Rules of the Road, which has hud a print 
distribution of over 22,000 and over 33,000 page-views of the online version, In addition, two 
business alerts - Selling on the Internet: 'Prompt Delivery Rules and Website Woes:.A voiding 
Web Service Scams - have been widely dIsseminated, 

OJ Surfs 

Just as consumers we:e discovering the benefits of "surfing" the Inlernet for instant access to 
information, FTC staff saw lhe value of surfing to educate busmesscs and to investigate 
potential legal violations, Since December 1996, when the FTC organized its first "surf" to 
ferret out pymmid schemes, it has become clear that this tool gives new meaning to 
efficiency. To date, the FTC has led some 20 surfs. with over 250 agcndes and consumer 
protection agencies around the world, identifymg some 4,000 commercial websites that make 
dubious claims, largely ip the promotion of health and diet products, pyramid schemes, 
business opportunitIes, investments, und credit repair. 

Intemet surfs allow law enforcement officials to survey the nature and scope of particular 
violation:, online, They also offer an opportunity to educate website operators - many of 
whom arc new entrepreneur's unaware of exlstmg laws - instantly and directly. When agency 
staff st.:rfers identify a site that may have problems, they send an e-mail message that explains 
why the site may violate the law, TIleir message also provides a hnk to the FTC website for 
more information and gives notice about a follow-up visit. These follow-up surfs reveal that 
about 20 to 70 percent of the problem sites in a particular area are improved or removed. 
Those sites that continue their problem practices may be subject to further investigation and 
enforcement 

(k) Protecting Privacy Online 

In May 1998, at the request of the Vice President. the FrC used www.consumer.gov to unveil 

http:www.consumer.gov
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a l~stop shop ror information a.bout how to protect one's plivllcy both on and off the Internet. 

• The "About Privacy" site explains consumer privacy rights and provides visitors with contact 
inform'ltion to ask that their personal information not be shared with third parties. For 
example, the page provides information on how to contact credit bureaus, state motor vehicle 
offices, .and m.arketing orga.nizations \'ja tbe web. telephone, or mail. It includes sample 
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opt·out letters that consumers can tailor to their own needs, as well as hyper· links to each of 
the three major credit reporting bureaus and the Direct Marketing Association's opt·out pages, 

In addition, the fTC has lnitiated a major multi-pronged infonnation cnmpaign focused on 
the provisions of the recent Children's Online Prlvucy Protection Act of 1998, 15 v,s,c. §§ 
6501~6506, which requires parental pennission before collecting data from those under 13 
years oid, See Children '$ Online Privacy Protection Rule. 16 C.P,R, pc 312 (1999), 
BlIsinc~iScs <Ire being alerted to their responsibilities, .and parents and youngsters are IC<lfIling 
nbout their rights under tbe lnw. 

2. Department of Commerce initi.!tives 

U,S, government policymakers and law enforcemem officials are working to ensure consumer 
confidence jn the virtual marketplace by enforcing existing legal protections and encoumging 
private sector leadership. Last spring, the Department of Commerce challenged the private 
sector to work with consumer representatives to develop effective consumer protection 
practices. including developing codes of conduct for business·to~cQnsumer electronic 
commerce and alternruive, easy·to-use mechanisms for consumer dispute resolution, redress, 
tiod enforcement. This approach recognizes that as c-commerce expands to encompass more 
international business-to-consumcr transactions, al!ernatlve, casy-to-use mechanisms for 
consumer dispute resolution, redress and enforcement can help to ensure strong and effective 
consumer protection In the online environment and obviate the need for immediate resolution 
of the difficult issues surrounding jurisdiction and choice of law that would result jf disputes 
had to he resolved in the courts. 

There have been several significant responses to this challenge, In June 1999, the Bener 
Business Bureau's onhne division, BBBOnLine .•mnounced a projcct to develop a Code of 
Online Business Practices (see www,bbbonline.org). BBBOnLine will work with industry. 
consumer representatives and government to develop a code to provide online merchants with 
guidelines to implement important consumer protectiolis, such as disclosure of sale tenns, data 
privacy. dispute resolution mechanisms. and non·deceptivc advertising. 

A similar effort was initiated in August 1999 wilh the formation of the Electronic Commerce 
und Consumer Protectlon Group. whose members include a number of industry leaders such 
as America Online. American Express, AT&T, Dell, IBM, Microsoft, Time Warner Inc., and 
Visa. This group is committed to working with consumer leaders to address electronic 
commerce confidence issues by formulating concrete upproaches to protect consumers and 
facilita1.e c-commcrcc (see www,ecommercegroup.org), 

3, FDe', Outreach Campmgn 

• As part of a major public education c;;lmpuign, the FDA is informing consumers about the 
potential public health risks of buying medical products on the Internet. To increase 
awareness, FDA has developed a multimedia education campaign that includes messages 
targeted to specific audiences and the formation of partnerships for creating and disseminating 
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infonnation through government agencies, national organizations, consumer groups. and the 
Internet industry, The campaign will include public service announcements, brochures. 
newspaper articles, media intervi,ews, and an FDA website (wwwJda.gov), 

FDA's websile on buying medical products online provides inronnation on how consumers 
can protect themselves from certain online practices involving the sale of FDA-regulated 
produc!s~ reports on FDA's enforcement efforts; advice on spotting health cure fraud; nnd 
answers to frequently nsked questions about online drug sales. Consumers who suspect that a 
website is illegally selling human or animal drugs, medical devices. biological products, 
foods, dietary supplements, or cosmetics can <llso complete and submit to FDA an electronic 
complaint form provided at the site, 

4, SEC's Investor Education Efforts 

The Securities and Exchange Commission ("SEC") believes that an educated investor is the 
best defense - nnd offense - against securities fraud. Investors who know whtll questions to 
ask and how to detect fmud will be lcss'likely to fall prey to con~artis.ts, on or off the Internet. 
And, because they are more likely to report wrongdoing to the SEC and their State securities 
regulators:, educated investors serve as an imponanl early warning system to help regulators 
fight fraud, In particular, the SEC's Internet mailbox (help@sec.gov)andon'inecomplaint 
form h.!ve made it easy and convenient for investors to express concerns and to report 
complaints to the ngenc),. 

The SEC publishes and distributes more than a dozen free brochures that explain in plain 
English how the securities industry works. how 10 invest wisely, and what to do if something 
goes wrong. They include Internet Fraud: How to A void Online Investment Scams, which 
helps investors identify different types' of Interne1 fraud, describes what the SEC is doing to 

fight Internet investment scams, and explains how to use the Internet to invest wisely. These 
Jnd other materials are available on the SEC's website (www.scc,gov/consumer/online.hlm), 

Because investors increasingly usc the {ntemct to research investment opportunities and to 
buy and sell securities. the SEC in 1999 launched a revised investor education page on the 
SEC's website (www.sec.gov/invkhome.htm). The new page features interactive quizzes and 
calculators, infonnation about online investing. tips for avoiding lniemet fraud. and a special 
section for students ilnd teachers. The page also features the SEC's latest Investor alerts. such 
as Tips for Online Investing: What You Need to Know About Trading in Fast~Moving 
Markets and Day Truding: Your Dollars at Risk. In addition to individual securities firms, a 
number of financial services industry associations, cduci.Hionul organizations, consumer 
groups. media outlels, and publicly traded companies provide links from their websites to the 
SEC's website. 

5. CPSC' 5 Consumer Outreach Efforts 

An important parr of the mission of the Consumer Product Safety Commission ("CPSC") is to 
inform and to communicate with the public about COnSumer product safety issues. Because 
banned or recalled products can find their way into commerce via the Internet, it is important 
for consumers to have direc-t access to safety informatlon. Through its web site 
(www.cpsc.gov), the CPSC educates the public about cntical product safety issues: provides a 
secure and efficient means by which consumers can report unsafe products; and prOVIdes a 
medium through which manufacturers, importers and distributors of consumer products can 
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report substantial hazards associated with their products. 

C. Developing Cybercitizens 

Children and young adults arc the fastest growing group using the Internet. Helping children 
draw conclusions about behavior and its consequences in cyberspace is an important part of 
educating responsible (future) online users. Although most children are taught at an early age 
that it is wrong to break into a neighbor's house or read their best friend's diaries. we must 
also emphasize that it is equally wrong, and potentially more damaging, to break into their 
neighbor's computers and snoop through their computer files. Computer hucking "for fun" is a 
very serious problem. not only for the targets of the attacks, but also for law enforcement 
personnel who often have no way 10 determine the motivation for and the identity of the 
person behind the intrusion. 

Educating children (and adults) about acccptubic online behavior is crucial for ;:he Internet to 
continue to grow as a safe and uscful medium. Likewise. there js 11 need to educate the public 
on the dangers posed by cybcrcrirnes and how harm nlO be reduced if people use technology 
responsibly. As the proliferation of 10W~COSl computers ~:md networks h'ls spread infonnation 
technology to every comer of society, people of all ages who use this tecbnology must 
understand that along with the obvious benefits of technology comeS a sel of corresponding 
responsibilities, To this end, the Attorney General announced in ApriJ J999 that the 
Department of Justice had joined with rhe Information TeChnology Association of Ametica 
("ITAA") for a partnership on a national campaign 10 educate and raise aWareness of computer 
responsibility and to provide resources to empower concerned citizens. 

The Cybercitizen Awareness Program seeks to engage children, young adults. and others on 
the basics of critical information protection and security ilnd on lhe limits of accept<lblc online 
behavior. The Objectives of the program are to give children: 

• An understanding or cyberspace benefits and responsibilities; 

~ An awareness of potential negative consequences resulting from the misuse of 
the medium: 

• An understanding of the person::!1 dangers that exist on the Jntc!'nct nml 

teChniques to ilvoid being hanned; and 


• An abiJity (Q commit to adhere to these principles us they maw!'e. 

Thus far, the campaign has !'cc:e:vcd $300,000 in grants from the Department of Juslice' $ 

Office of Justice Programs. The partnershlp awarded a contract to a publi<; relations rim1 in 
December 1999 to implement the objectives of the campaign. The Depanmcnt of Justice and 
ITAA believe that the program will playa significant role in deterring potential hacking, 
educating the public about the potential-dangers of the Internet, raising awareness about the 
potential consequences of online activities, reducing the threat to the nation's critical 
infmslructure, increasing online s.ecurity in [he United Slates, and pl'Oviding savings to 
infomlation technology resources owners and users who suffer economic tosses as a result of 
compute!' crimes. 
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In addition to the awareness program detai:ed above, the Cybercitizen Partnership also has 

• 
initi.ated a personnel exchange program between private business and federal agencies that is 
design(;d to edt;cate both groups about how the other responds 10 threats tlnd crimes over the 
Internet. This initiati ve will allow companies to find (Jut how best to help law·enforcement 
agenci<:s, und government officials will learn what business interests and influences drive 
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industry declsions. The exchange program will be coordinuted by the IT AA, \\'hich intends to 
detail personnel from the private sector to the FBI's 1'\ational Infrastructure Protection Center. 
The partnership also expects to create a directory of computer experts and computer security 
resources so that Jaw enforcement will know where to tum when they need assistance from 
industry. 

V. CO"iCLUSIONS A"D RECOMMENDATIONS 

Ensuring the safety and security of those who use the Internet is a critical clement of the 
Administration's overall policy regarding the Internet and electronic commerce, a policy that 
seeks to promore private sector leadership. technology-neutral laws and regUlation, and an 
appreciation of the Internel as an important medium for commerce and communication both 
domestically and internationally 

Consistent with the Administration's overall policy, the Working Group recommends a 3-part 
approach for addressing unlawful conduct on the Internet: 

<- First. any regulation of unlawful conduct involving :he lise of the Internet should 
be andyzed through a policy framework that ensu;-cs that online conduct is treated 
in n manner conststent with the way offline conduct is trc<lted. in a 
technology-neutra! manner', and in a m,mner that accounts for other important 
!>ocietal interests such as privacy and protection of civil liberties; 

to Second. law enforcement needs and challenges posed by the Internet should be 
recognized as significant, particularly in the areas of resources, training. and the 
need for new investigative tools and capabilities, coordination with and among 
federal, state, and locullaw enforcement agencies. and coordination with and 
among our international counterpurts; and. 

• Third, there should be continued support for pri vate sector leadership and the 
development of methods - such as "cyberethics" curricula, appropliate 
technological tools, und mcdill and other outreach efforts - that educate and 
empower Internet users to prevent and minimize the risks. of unlawful aeti vity. 

The Challenges to the federal government of unlawful conduct involving the use of the 
Internet are many. On one hand, the [nLernet offers unparalleled opportunities for socially 
beneficial endeavors. At the same time, incividuals who wish to use a computer as a tool to 
facilitate unlawful activity may fmd that the lnternet provides: a vast, inexpensive, and 
potentially unonymous way to commit unlawful acts, such as fraud. the sale or distribution of 
child pornogrnphy. the gale of guns or drugs or other regulated substam.:es without regulatOry 

• 
protections, and the unlawful distribution of computer software or other creative material 
prQtected by intellectual property rights. 

In its analysis of existing federnllaws. the Working Group finds that existing substantive 
federal laws generally do not distinguish between unlawfu1 conduct committed through the 

55 of 6{j UI ]101 Hi:48 , 



The Elcctrom:: Fron:j,.,r: the Ch;}:lcnge o. ,the Usc of :ht, lntmH:1 (M;;rch 9, 1000} 

use of lbc Internet and the same conduct committed through the use of other. more traditional 
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means of communication. To the- extent these existing l::iWS adequately address unlawful 
conduct in the offline world, they should, for the most part, adequately cover unlawful conduct 
on the Internet. There may be a few instances. however. where relevant federal laws need to 
be amended to bener reflect the realities of new technologies, such as the InterneL 
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Despite the general adequacy of laws that define the substance of criminal and other offenses, 
however. the Working Group finds tbat the Internet presents new and significant investigatory 
ch,IIJenges for law enforcement at all levels. These challenges include the need for real-time 
tracing of Internet communications across traditional jurisdictional boundaries, both 
domestic.tlly and internationally: the need to track down sophisticated users who commit 
unl;:lwfu! acts on the ]nternet while hiding their identhies; the need for hand~in~glove 
coordination among various law enforcement Jgendcs~ and the need for trained and 
well-equipped personnel - at federal, state, local. and international levels - to gather evidence, 
investig{L[c, and prosecute these cases. In some instances. fcdeml procedural and evidentiary 
laws may need [0 be amended to better enable law enforcement to meet these challenges. 

[ndeed, the Working Group concludes that the fedeml government must continue to devote 
further attention to tbese important challenges. The repon contains specific suggestions on 
areas on which additional resources .md further evaluation are needed. These 
recommendations recognize that there arc no easy answers to the challenges posed by 
unlawful conduct on the Internet. At the very least, however, significant attention should be 
given to the issues, and open dialogue and partnerships tlmong law enforcement agencies. 
industry. and the public must continue. 

In light of its mandate, the Working Group confined its analysis to existing fedcrallaws. A 
logical next step would be an expanded analysis of state (and. to the extent relevant, local) 
laws that focuses on whether those laws arc adequate to investigate and prosecme unlawful 
conduct on the Internet Because coordination and cooperation among federal, slate. and loc'll 
law enforcement agenCies are key to our efforts to prevent, deter, lnvestigatc, and prosecute 
such unlawful conduct, such an analysis would provide states and others with a blueprint for 
translating the conclusions in this report into a more comprehensive approach to meeting the 
subsrantiul challenges presented. 

Finally, an essential component of the Working Group's strategy is continued support for 
private sector leadership, industry self-regulation. and the development of methods - such as 
"cyoorethics" curricula, appropriate technological tools, and media and other outreach efforts 
that educate llnd empower Internet users so us to prevent and minimize the risks of unlawful 
activity. This Administration has already initiated numerous efforts to educate consumers, 
parents, teachers, and children about ways to ensure safe and enjoyable Internet experiences, 
and thosc efforts should continue. The private sector has also undertaken substantial 
self-regulatory efforts - such as voluntary codes of conduct and appropriate coopemtion with 
law enforcement - that shmv responsible leadership in preventing nnd minimizing the risks of 
unlawful conduct on the Intemet. Those effons must also continue to grow. V'lorking 
together, we can ensure that the Internet and its benefits will continue to grow and flourish in 
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12 Fer further discusskm of the av;u;ability of bombmaking i::Jformatlol'. on and off Ihe Internet, ~ee U,S. Del"! 
of Justice. Report on the Availability 01 Bombmaking lnformalion, the Extent to Whtch f!s. Dissemination Is 
ConlIl)\led by Existing Law, and Ihe Extenl to Wh~ch Such Dissemination May Be SUbject to Regul;ltion 
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