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Introductien

The new millennium is fast approaching, and the information superhighway is undergoing
raprd growth. The Internet and other telecommunications technologies are promoting advanees
in virtually every aspect of society and every comer of the globe: fostering commerce,
improving education and health care, promoting participatory democricy in the United States

. and abroad, and faciliating communications among family and friends, whether across the
street or around the world, Unfortunately, many of the atiributes of this technology - fow cost,
ease of use, and anonymous nature, among others - make it an atiractive medium {or
fraudulent scams, child sexual exploitation, and increasingly, a new concern known as
“cyberstalking.” .

"Make no mistake: this kind of harassment can be as frightening
and as real as being followed and walched in your neighborhood or

in your honme.”’

Vice President Al Gore

Recognizing this emergmg problem, Vice President Al Gore asked the Attorney General on
February 26, 1999, to study the problem and 10 report back with recommendations on how (o
protect people from this threat. Respoending to this request, this report explores the nature and
extent of cyberstalking; surveys the steps kaw enforcement, industry, victims groups, and
others currenily are taking 10 address the problem; analyzes the adequucy of current federal
and state laws; and provides recommendations on how 1o improve efforis to combat this
growing problem.

In addition, while some law enforcement agencies are responding aggressively, others are not
fully aware of the problem and lack the expertise and resources 1o pursue evberstalking cases.
Similarly, while some Intemet Service Providers (ISPs) have taken affirmative sieps to crack

¥
'

. As discussed below, the nature and extent of the cyberstalking problem is difficult 1o quantify.
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down on cyberstalking, others have not, and there is a great deal more that industry can and
should do to empower individuals to protect themsclves against cyberstalking and other onling
threats.

Indesd, current trends and evidence suggest that cybersialking 18 a serious problem that will
grow in scope and complexity a3 more people take advaniage of the Internet and other
telecommunications technologics. The analysis and recommendations contained in this report
affer a framework for an initial response to the problem. These recommendations, however,
are only a first step. Important agdvances can be made if industry, law enforcement, victims
service providers and support groups, and others work together o develop s more
comprehensive and effective response to this problem. Ultimately, however, the first ling of
defense will involve industry effons that educale and empower individuals to protect
themselves against cyberstalking and other online threats, along with prompt reporting (o low
enforcement agencies trained and equipped 1o respond to cyberstalking incidents.

What Is Cyberstalking? !

Although there 1s no universally accepted definition of cyberstalking, the term 15 used in this
report to rafer o the use of the Intemet, e-mail, or other electronic communications devices 16
stalk another person. Stalking generally involves harassing or threatening behavior that an
mdividuai engages in repeatedly, such as following a person, appearing at a person’s home or
place of business, making harassing phone calls, leaving written messages or objects, or
vandalizing a person’s property. Most stalking laws require that the perpetrator make a
gredible threat of violence against the victim; athers include threats against the victim's
immediate family, and still others require only that the alleged stalker’s course of conduct
constitute an implied threat &2 While some conduet involving annoying or menacing behaviar
might fall short of illegal stalking, such behavier may be a prelude 10 stalking and viclence
and should be treated seriously.
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Protecting Children from On-Line Dangers

. 1Altheugh the Internet and other forms of electronic communication offer new and exciting
‘opportunities Tor children, they also expose children (o new threats. For exwnple, Federal law
Jenforcement sgencies have encountered numerous instances in which adult pedophiles have made
feontact with minors through online chat rooms, established a relationship with the child. and later
Imade contact for the purpose of engaging in criminak sexual activities,

Federal, state, and tocal law enforcement agencies have responded aggressively to protect
Jchildren from online sexual predutors, For example, in 1995, the Federal Bureau of Investigation
launched an undercover intiative, dubbed Innocent Iminges, o combat the exploitation of children
vig commercial online services. Based in Calverton, Maryiand, "Innocent Images” is the central
‘loperation and case management system for all FBI undercover online child pornography and child
dsexual explottation investigations. As of December 31, 1998, the initiative has resulted in 232
feonvictions. Similarly, the U8, Customs Service's CyberSmuggling Center, based in Sterling,
Virginia, plays an important role in combating sexual exploitation of children via the Internet and
fother online communications media. The Center develops leads and tips for law enforcement
[investigation, receives complaints via the LS. Customs Service website, and coordinates
undercover operations against intemational child pornography and child sexual exploitation rings.
{The National Center for Missing and Exploiied Children unvetled a new CyberTiphine in March
11998 10 serve as a national enline clearinghouse for tips and leads about child sexual
jexploitation. www.cybertiplhine.com)

The Department of Justice, through the Office of Juvenile Justice und Delinquency Prevention’s
. IMissing and Bxploited Children Program (MECP}, provides funding 1o state and local faw

lenforcement agencies to creale multijurisdictional responses to prevent and combat Internet
lerimes against children. In 1998, (o state and local agencies recetved grants under MECP, an
dadditional eight 1ask forces will be funded in 1999,

(There are steps parents and others can take 10 protect children from online dangers. Parents
Ishould teach their children o follow the commeon-sense "rules of the road” for the Internet,
linctuding the need fo protect their privacy in the online world. The FBI, for example, has prepared
Jan online "Parent’s Guide to Internet Safety.” geww.fbi.govy Moreover, individuals should repert
Jlinappropriate behavior 1 their Internet Service Provider (ISP or, if it involves potentially illegal
|conduct, 1 appropriate law enforcement agencies. Law enforcement agencies need to establish
lant/or itnprove programs that train their personnel to recognize the seriousness of online child
sexual exploitation and how to investigate this new form of criminud conduct. They also need to
Twork closely with ISPs and others to facifitate communication and cooperation. Finally, private
_companies, incuding 1SPs, need to provide parents and children with effective tools (@ protect
children from online explotiation, including filtering technology, parental controls, and other
Jefforts, 1SPs also need 1o establish clear policies that prohubit online solicitagion or exploitation of
children and 10 1zke appropriste action when such incidents come (o their attention, 4s is now

Nature and Extent of Cyberstatking

An existing problem aggravated by new fechnology
. Although online harassment and threats can take many forms, cyberstalking shares important

characteristics with offline stalking. Many stalkers - online or off - are motivated by a desire o
exert control over their vietims and engage o similar types of behavior to accomplish this end.
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As with offline stalking, the avastable evidence {which is largely anecdotal) suggests that the
majority of eyberstalkers are men and the majonty of their victims are women, although there

. have been reported cases of women cyhersialking men and of same-sex cyberstalking. In many
cases, the cybersialker and the victim had a prior relationship, and the cyberstalking beging
when the victim attempts to break off the relationship. However, there also have been many
instances of cvberstalking by strangers, Given the enormeus amount of personal informanton
avatlable through the Internet, a cyberstalker can easily locate private information about a
potential vicim with a few mouse chicks or key strokes.

The fact that cyberstalking docs not invelve physical contact may create the rusperception that
it 1s more benign than physical stalking. This is not necessarily true. As the Internet becomes
an ever more integral part of our personal and professional lives, stalkers can take advantage
of the ease of communications as well as increased access to personal information, In addition,
the ease of use and non-confrontational, tmpersonal, and sometimes anonymous nature of

: Internet communications may remove disincentives o cyberstalking. Put another way,
whereas a potential stalker may be unwilling or unuble to confront a victim in person or on the
tetephone, he or she may have little hesitation sending harassing or threatening ¢lectronic
communications 1o a victim. Finally, as with physical stalking, online harassment and threats
may be a prelude to more serious behavior, including physical violence.

Offline vs, Online Stalking -- A Comparison‘3
Major Similarities

. Majority of cascs involve stalking by former intimates, although stranger stalking occurs in the

Jjreal world and in cyberspace. |

[Most victims are women; most stalkers are men.

1Stalkers are generally motivated by the desire o control the victim.

Major Differences

|Offline stalking generally requires the perpetrator and the victim o be Jocated in the sume
jgeographic area; cyberstalkers may be located scross the street or across the country.

TElectronic communications lechnologics make it much casier for 4 cyberstalker to encournge

Tthird parties to harass and/or threaten a victim (e.g., impersonating the victim and posting

finflammatory messages to bulletin boards and in chat rooms, causing viewers of that message
to send threatening messages back to the victim "suthor.™)

Electronic communications technologics also lower the barriers to harassment and threats; a
;cyberstatker does aot need to physically confront the viclim,

While there are many similarities between offline and online stalking, the Internet and other
communications technologies provide new avenues {or stalkers 16 pursue their victims,

& cyberstalker may send repeated, threatening, or harassing messages by the simple push of o
button; more sophisticated ¢eyberstalkers use programs to send messages at regular or random
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intervals without being physically preseat at the computer terminal. California law
enforcement authorilies say they have encountered situations where a victim repeatedly

. receives the message "187" on their pagers - the section of the California Penal Code for
murder. In addition, a cyberstalker can dupe other Internet users inte harassing or threatening a
victim by wtilizing Internet bulietin boards or chat rooms. For exampie, a stalker may post a
controversial or enticing message on the board under the name, phone number, oy e-mail
address of the victim, resulting in subsequent responses being sent to the victim. Each
message -- whether from the actual cyberstatker or others - will have the intended effect on
the victim, but the cvberstalker’s offort {s minimal and the fack of direct contact between the
cyberstalker and the victim can make it difficult for law enforcement to identify, locate, and
arrest the offender.

Actual Cyberstalking Incidents

In the first successful prosecution under California’s new cyberstalking law, prosecutors in the Los
[Angeles District Atiorney's Office obtained a guilty plea from a $0-year-old former security guard
‘lwho used the Intemnet to solicit the rape of a woman who rejected his romantic advances. The
|defendant terrorized his 28-vear-old victim by impersonating her in various Internet chat rooms
{and onltine bulletin boards, where he posted. along with her telephone number and address,
Tmessages that she fantasized of being raped. On at least six occasions, sometimes in the middie of
the night, mea knocked on the woman’s door saying they wanted to rape her. The former security
guard pleaded guilty in April 1999 to one count of stalking and three counts of solicitation of
[sexual assuult, He faces up to six yeurs in prison. i

i

. A local prosecutor's office in Massachusetts charged a man who, atilizing anonymous remailers,

allegedly engaged in o systematic pattern of harassment of & co-worker, which culminated in an
fattempt 1o extort sexual favors from the victim under threat of disclosing past sexual activities to
the victisa’s new husband.

An honors graduate from the University of San Diego terrorized five female university students
“over the Internet for more than a year. The victins ceceived hundeeds of violent and threatening
Jc-mails, sometimes receiving four or five messages a day. The graduate student, who has entered a
1guilty plea and faces up ta six years in prison, told police he commitied the crimes because he
jthought the women were laughing ot him and cousing others to ridicule him. In fact, the victims
thad never met him, e

The anonymity of the Internet also provides new opportunities for would-be cyberstalkers, A
cyberstalker’s true identity can be concealed by usiag different ISPs and/or by adopting
different screen names. More experienced stalkers can use anonymous remailers that make it
atl-but-impossible to determine the true identity of the scurce of an e-mail or other elecironic
communication. A number of law enforcement agencies repont they currently are confronting
cyberstalking cases invelving the use of anonymous remailers.

Anonyrmty leaves the cyberstalker in an advantageous position. Unbeknownst o the target,
the perpetrator could be in another state, around the corner, or in the next cubicle at work. The
perpetrator could be a former friend or lover, a wial stranger met in a chat room, or simply a
. teenager playing a praciical joke. The tnability 10 wdentify the source of the harassment or
threats could be particularly ominous 1o s cyberstalking vicitm, and the veil of anonysmty
might encourage the perpetrator to continue these acts. in addition, some perpetrators, armed
with the knowledge that their identity is unknown, might be more willing to pursue the victim
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at work or home, and the Inicrnet can provide substantial information to this esd. Numerous
websites will provide personal tnformation, including unilisied ielephone numbers and detasicd
directions o a home or office. For a fee, other websites promise 10 provide social security
numbers, Gnancial data, and other personal information.

Evidence suggests evberstalking ix a growing problem

Although there is no comprehensive, nationwide duta on the extent of cyberstatking in the
United States, some ISPs compile statistics on the number and types of complaints of
harassment and/or threats involving their subscribers, and individual faw enforcement
agencies have compiled helpful statistics, There is, moreover, a growing amount of anccdotal
and informal evidence on the nature and extent of eyberstalking.

First, data on offline stalking may provide some insight into the scope of the cyberstalking
problem. According 1o the most recent National Violeoce Against Women Survey, which

defines stalking as referving 1o instances where the vicim felt 4 high level of feardd!

¢ Inthe United States, one out of every 12 women (8.2 million} and one out of every 45
men {2 million) have been stalked at some time tn their lives,

» One percent of all women and 0.4 percent of all men were stalked during the preceding
12 months.

s Wamen are far more likely to be the victims of stalking than men - nearly four out of
five stalking victims are women. Men are far more likely to be stalkers - 87 percent of
the stalkers identified by victims in the survey were men.

* Women are twice as likely as men to be victims of stalking by strangers and eight times
as likely to be victims of stalking by intimates.

In the United States, there are currently miore than 80 miflion adults and 10 million chyldren
with access (0 the Internet, Assuming the proportion of cyberstalking viclims is even g fraction
of the proportion of persons who have been the victims of offline stalking within the
preceding 12 months, there may be potentially tens or even hundreds of thousands of victims

of recent cyberstalking incidents in the United States & Although such g "back of the
cnvelope” calcalation is inherently uncertain and speculative {given that it rests on an
assumptian about very different populations), it does give a rough sense of the potential
magnifude of the problem.

Second, anecdoial svidence from how enforcement agencics mndicates that cybersialking is a
serious - and growing - problem. At the federal level, several dozen matiers have been referred
{usually by the FBI) to U.S. Attorney’s Offices for possible action, A number of these cases
have been referred to state and local law enforcement agencies because the conduct does not
appear 1o violate federal law,

In addition, some local faw enforcement agencies are beginning to see cases of cyberstalking.
For example, the Los Angeles District Atlorney’s (Mfice estimates that e-mail or other
electromic communications were a factar in approximately 20 percent of the roughly 600 cases
handled by its Stalking and Threat Assessment Unit. The chief of the Sex Crimes Unit i the
Manhatian District Attorney’s Office also estimates that about 20 percent of the cases hundled
by the unit involve cyberstalking. The Computer Investigations and Technology Unit of the
New York City Police Depariment estimates that atmost 40 percent of the caseload in the unit
involves electronic threats and haragsment -- and virtually all of these have occurred in the
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past three or four years.

. Third, ISPs also are receiving a growing number of complaints about harassing and
threatening behaviar online. One major ISP receives approximately 15 complaints per month
of eyberstalking, in comparison to virtually no complaints of cyberstalking just one or two
YEars ago.

Finally, as part of a large study on sexual vicumization of college wamen, researchers at the
University of Cincinnati conducted a national telephone survey of 4,446 randormly selected
women attending two- and four-vear institutions of higher education, The survey was
conducied during the 1996-97 academic year, In this survey, a stalking incident was defined as
a case in which 2 respondent answered positively when asked if someone had "repeatedly
followed vou. watched vou, phoned, writlen, e-mailed, or communicated with yon in other
ways that seemed obsessive and made vou afraid or copcerned for your safety.” The study
found that 581 women {13.1 percent} were stalked and reported 4 total of 696 stulking
ingidents; the latter figure exceeds the number of victims because 135 percent of the women
experienced more than one case of stalking during the survey periad, Of these 696 stalking
incidents, 106 (24.7 percent) involved e-mail. Thas, 25 percent of stalking ingidents among

college women could be classified as involving cyberstalking 21
Curvent Efforis to Address Cyberstalking

The law enforcement response _
¥

. Cyberstalking is a relatively new challenge for most law enforcement agencies. The first
traditionsd stalking law was enacted by the state of California in 1990 - less than a decade sgo.
Since that time, some law enforcement agencies have trained their personnel on stalking
and/or estublished specialized units 1o handle stalking cases. Nonetheless, many agencies are
still developing the expartise and rescurces 1o investigate und prosecute traditional stalking
cases; anly a handful of agencies throughout the country have focused attenlion or resources

specifically on the cyberstalking problem &
Law enforcement response: awareness and training are key factors

Based oo recent informal surveys of law enforcement agencies, it appears that the majority of
agencies have not investigated or prosecuted any cyberstaiking cases. However, some agencies
- particularly those with units dedicated to stulking or computer erime offenses - have large
cyherstalking caseloads. As noted above, the New York Poiice Diepartment’s Computer
Investigation and Technology Unit and the Los Angeles District Attorney’s Stalking and
Threat Assessment Team estimate that 40 and 20 percent of their caseloads, respectively,
involve cvberstalking-type cases.
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1"Cyberspace has become a fertile field for illegal activity. By the use of new technology and
Jequipment which cannot be policed by traditional metbods, cyberstalking has replaced

. traditional methods of stalking and harassment. In addition, cyberstalking has led to offiine

incidents of violent crime. Police and prosecutors need to be aware of the esculuting numbers of

ithese events and devise stralegies to resolve these problems through the criminal justice

isystem.”

’

iLinda Fairstein )

:‘Clziﬁf of Sex Crimes Prosecution Unit

Manhattan District Attorney’s Office

The disparity in the activity level among Jaw enforcement agencies can be attributed 1o a
number of factors. First, it appears that the majority of cyberstatking victims do nol report the
conduct ¢ law enforcement, either because they feel that the conduct has not reached the point
of being a criminal offense or that law enforcement will not take them seriously, Second, most
faw enforcement agencies have not bad the training 1o recognize the serious nature of
cyberstalking and to investigate such offenses. Unfortunately, some victims have reported that
rather than open an investigation, a law enforcement agency has advised them to come back if
the cyberstalkers confront ar threaten them offline, la several instances, victims have been told
by law eaforcement simply 1o tarn off their computers.

' Law Enforcement: Lack of Training and Expertise
. ' Cun Frustrate Victims, Hinder Response

1A recent incident demonstrates how the luck of law enforcement (raining and capertise can
frustrate cyberstatking victims: A woman complained ro a local police agency that a man had
een posting information on the web ¢laiming that her nine-year-old daughter was available for
jsex. The web posting included their home phone number with instructions to ¢all 24 hours o
day. They received numerous calls. The couple reported the probiem to the local police agency
on numercus occasions, but the agency simply advised the couple to change their home phone
number. Subsequently, the couple contacted the FBI, which opened an investigation. 1t was
Idiscovered that the local police agency did not have a computer expert, and the investigative
officer had never been on the Internet. The local agency’s Juck of famitiarity and rescurces muy
have resubted in a Tailure to understand the seriousness of the problem and the options available
1o law enforcement to respond to such problems.

Another indication thal many law enforCement agencies underastimate the mugnitude of the
cyberstalking problem is the wide disparity in reported cases tn different jurisdictions across
the countey. For example, one state attorney general's office in a midwestern state indicated
that it received approximaiely one inquiry a week regarding cyberstalking cases and that it is
aware of approximately a dozen prosecutions last year alone. In contrast, the state attorney
general’s offices in neighboring states indicated they have never received an inguiry inte this
type of bohavior. Although one would gencralty expect some disparity in differing
jurisdictions, the size of the disparity suggests that some Iaw enforcement agencies do not
. have the training or expertise to recogaize the magnitude of the problem in their junisdictions.

Law eaforcement response: jurisdictional and statutory limitations may frusirate some
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agencies ]

. Some statz and local law enforcement agencies also have been frustrated by jurisdictional
limitations. In many instances, the cyberstalker may be located in a different city or state thun
the victim making it more difficult (and, in some cases, il but impossible) for the tocal
authorily to investigate the incident, Even i a law enforcement sgency is willing io pursuc &
case acr0ss state lines, i may be difficult to abtain assistance from out-of-state agencies when
the conduct is limited to harassing ¢-mail messages and no actual violence has oconred. A
nurber of matiers have been refersed to the FBI andior 1.8, Attorney’s offices because the
victim znd suspect were focated in differeat states und the local agency was not able to pursue
the investigation,

The fack of adequate siatutory suthority also can Hmit law eaforcement’s response 1o
cyberstalking incidents. At least 16 states have stalking s1atutes that explicitly cover electronic
communications, % and cyberstalking may be covered under general stalking statutes in other
states. 11 may not, however, meet the statutory definifion of stalking in the remainder. In many
cases, cyberstalking will involve threats o kill, kidnap, or injure the person, reputation, or
property of unother, either on or offline and. us such, may be prosecuted under other federal or
state laws that do not relate directly to stalking,

Finally, federal law may limit the ability of law enforcement agencies to track down stalkers
and other criminals in cyberspace. In particular, the Cable Communications Policy Act of
1984 {CCPA) prohibits the disclosure of cable subscriber records to aw enforcement agencies
without a court arder and advance notice to the subscriber. See 47 U.S.C. 551{¢), {h). As more
. and more individuals wrn to cable comparnies as their 15Ps, the CCPA is posing a significant
obstacle to the investigation of cybercrimes, including cyberstalking, For example, under the
CCPA, a law enforcement agency investigating a cyberstalker who uses a cable company {or
Internet sccess would have o provide the individual netice that the agency has requested
his/her subscriber records, thereby jeopardizing the criminal investigation, While it is
appropriate to prohibit the indiscriminate disclosure of cable records 10 law enforcement
agencies, the betier approuch would be (o harmonize federal luw by providing law
enforcement aocess to cable subscriber records under the same privacy safegunrds that
currently govern law enforcement access to records of electronic mail subscribers under 18
U.8.C. 2703, Moreover, special provisions could be drafted 1o protect against the
inappropriate disclosure of records that would reveal a customer™s viewing habits,

Law enforcement response: the challenge of anonymity

Another complication for law enforcement is the presence of services that provide anonymous
communications over the Internet, To be sure, anonymity provides important benefits,
including protecting the privacy of Iniernet users, Unfortunately, cyborstalkers and other
cybercriminals can exploit the anonymity avaslable on the Internet 10 gvoid accountability for
their conduet.

Anonymaus services on the Internel come in one of twe forms: the first allows individuals 10
create 2 free electronic maiibox through a web site. While most entities thut provide gus

. service request identifving information from users, such services almost never authenticate or
otherwise confirm this information. For these services, payment is typically made in advance
through the use of a money order or other non-traceable form of payment. As long as payment
is received in advance by the ISP, the service is provided o the unknown acoount holder. The
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second form comprises mail servers thal purposefully strip identifying information und
transport headers {rom electronic mail. By forwarding mails through several of these services
. serinily, a staiker can nearly perfectly anonymize the message. The presence of both such
services makes i relatively simple to send anonymous communications, while making it
difficult for victims, providers, and law enforcement (o identify the persan or persons
responsible for transmitting barassing or threatening corumunications over the [nternet.

Law enforcement response: specialized units show promise in combating eyberstalking

A growing number of luw enforcement agencies are recognizing the serious natute and exient
of cyberstalking and taking aggressive action 1o respond. Some targer metropolitan areas, such
as Los Angeles and New York, have seen numerous incidents of cyberstalking and have
specinlized units available to investigate and prosceute these cases, For example, Los Angeles
has develeped the Stalking and Threat Assessment Team, This team combines special sections
of the police department and district attorney’s office to ensure properly irained mvestigators
and prosecutors are available when cyberstalking cases anse. In addition, this specialized unit
is given proper resources, such as adequate computer hardware und advanced training, which
is essential w0 investigating and prosceuting these technical cases, Similarly, the New York
City Police Department created the Computer Investigation and Technology Usit. This unit
provides regular training for police officers and prosecutors regarding the intricacies of
cyberstaiking investigations and prosecutions. The iraining includes understanding how chat
rooms operate, how to obtain and preserve electronic evidence, and how to drafl search
warrants and subpoenas. .

The programs in New York and Los Angeles both ensure that enforcement personned receive
. proper training and have adequaie resources to combat cyberstalking. Other jurisdictions are
ats0 taking steps 1o combat cyberstatking. One of the critical steps (s learning how to trace
communications sent over computers and the Internet. Traditional Jaw enforcement techniques
for surveillance, investigation, and evidence gathering require modification for use on
computer networks and often require the use of unfamiliar legal processes. Law enforcement
at all levels must be properly triuned (o use network investigative techniques and legal process
while pratecting the privacy of legitimate users of the Internel. These techniques are similar fo
those used in investigating other types of computer crime. Just as a burglar might leave
fingerprints at the scene of a crime, & cybesstalker can leave an "electronic trail” on the web
that properly trained law enforcement can follow buck to the source. Thus, wehnological
proficiency ameng both investigators and proseculors is essential. '
b
At present, there are numerous efforts at the federal and state levels that focus solely on high
technology crimes, These units do not focus on cyberstalking alone, but they have the
necessary expertise in computers and the Internet to assist in the investigation of cyberstalking
when i1 arises. For example, the Federal Bureau of Investigation (FBI) has Computer Crime
Squads throughout the country, as well as the National Infrastructure Protection Center in
Washington, to easure cybercrimes are properly investigated. Additionally, they have
Computer Analysis and Response Teams to conduct forensics ¢xaminations on seized
magnetic media. Similarly, (n 1996 the Justice Department established the Computer Crime
and Intellectual Property Section within the Criminal Division. These units have highly trained
personnel who remain on the cutting edge of new technology and investigative techniques. In
. addition, each U8, Atorney’s office contains experienced computer crime progecutors. These
individuals - Computer and Telecommunications Coordinators - assist in the investigation
anl prosecution of a wide variety of computer crimes, including cyberstalking. In addition, at
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the state kevel, several attorneys general have established special divisions that focus on
computer crimes.

Although high-tech cxpertise i essential, police and prosecutors have developed other
sirategies for helping victims of cyberstalking. An Assistant U.S. Attomey reported that in two
recent cases of e-mail harassment, he asked an FBI agent to confront the would-be harasser.
The agent advised that such behavior might constitute 4 criminal offense. In both instunces,
the harassment stopped. Such strategies, however, ire no substitute for prosecution under
fedéral or state law in the approprizie circumstances.

A cnitical siep in combating cyberstalking is understanding stalking in general. In many
instances, cyberstalking is simply another phase in an overall stalking pattern, or it is reguiar
stalking behavior using new, high-technology tools. Thus, strategies and techniques that huve
been developed to combat stalking in gencral often can be adapted 1o cyberstalking sitvations.
Forumnately, many state and local law enforcement agencies have begun to focus on stalking,
and some have developed special task forces to deal with this problem. In addition, the
Attorney General submits an annual report 1o Congress entitted "Stalking und Domestic
Viglence.” This report compiles valuable information about what the Department of Justice
has learned about stalking and stalkers and is o valuable resource for taw enforcement

agencies and others 8

Cyberstalking is expected to increase as computers and the Internet becoms more popuiar,
Accordingly, law enforcement at all levels must become maore sensitive 1o cyberstalking
complaints and devote the necessury training and resources to allow proper investigation and
prosecution, By becoming technelogically proficient zod understanding stalking in geteral,
agencics will be better prepared to respond 1o cyberstalking incidents in their jurisdictions. In
addition, state and local agencies can tumn o their local FBE or LS. Attorney’s office for
additional technical assistance. Also, computer crime units and domestic violence units should
share information and expertise, since muany cyberstalking cases will include elements of both
computer critne and domestic violence. Finally, law enforcement must become more sensitive
to the fear and frustration experienced by cyberstalking victims. Proper training should help in
this regard, but law enforcement at all Jevels should ke the next step and place special
emphasis on this problem. Computers and the Internet are becoming indispensuble parts of
America’s culture, and cyberstalking is a growing threat. Responding to a victim's complaint
by saying "just turn off your computer” is not acceptuble.

Industry efforts

Although the Intermet indusiry bas tried 1o combat abusive clectronic communications overall,
the industry as u whole has not addressed cvberstalking in particular. According to o review
conducted as part of the preparation of the report, most major 15Ps have established ao address
to which complaints of abusive or harassing electronic mail can be sent (generally, this
address 1s "abuse @fthe ISP's domain]” «~ for exumpile, "abuse @uol.com”, In addition, these
providers almost uniformly have provisions in their online agreements specifically prohibiting
abusive or harassing conduct through their service and providing that violations of the policy
will result m termination of the account.

In practice, however, ISPs have focused more on assisting their customers in avoiding
annoying online behavior, such as receiving unsolicited commercial electronic mail
{"spamming”} or large amounts of electrenic mail intentionally sent to an individual
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{"muil-bombing”}; relatively less attention has been paid 10 helping viclims of eyberstalking or
nther electronic threats. For some [SPs, the procedures for lodging complaints of onling
harassment or threats were difficult to locate, and their policies about what does or does not
conghitute a violation of service agreements were generally unhelpful. In addition, many {SPs
do not inform their customers about what steps, if any, the 1SF has taken to follow-up on their
customer’s complaint. These problems -- hard-to-locaie complaint procedures, vague policies
about what does snd does not constitute prohituted harnssment, and inadeguate foliow-up on
complaints -~ may pose serious obstacles to cyberstalking victims who need help.

Online industry associations respond that providing such protection ta their customers is
costly and difficult, Although they recognize that larger ISP have begun 10 commnit resources
to dealing with harassment onlice, they caution that the costs of imposing additional reporting
or response obligations upon 1$Ps may make it difficult for small or entrepreneurial ISPs to
continue providing service at competitive rates. For example, the Commercial Internet
Exchange, whose members carry approximately 75 percent of U.S. backbone traffic, cautions
that 1o attempt o impose reporting requirements should be mude unless fully justified by the
record. However, according to the same group, the deceatralized nature of the Internet would
muzke i difficult for providers 16 collect and submit such data, Accordingly, the evidenge of
the scope of the cyberstalking problem is likely to remain for the forsecable future defined
primarily by anecdotal evidence, with no basis to determing whether the phenomenon is
growing, siatic, or declining.

Industry efforts: educating and protecting consumers

Despite the difficulty in fully defining the scope of the cyberstalking problem, however,
industry has made aotable efforts to inform consumers ebout ways to protect themnselves
oaline, Such information is priccipally focused on protecting children and consumers on the
Internet. For example, since 1990, the Internet Alliance, one of the key Internet industry
groups, has worked with the Federal Trade Commission and government agencies on Project
OPEN {Online Public Education Network), Project OPEN provides information about {raud.

parental controls, and protecting privacy. 2 Although this information is not specifically
relevant to cyberstatking, much of the advice about protecting children and safeguarding
privacy while online may be of assistance to individuals who want to use the [nternet while
protecting against potential cyberstalkers. More recentty, o number of mdustry orgunizaiions
have jolned together to develop, GetNetWise.Com - a single, comprehensive online resource
10 help parents and children use the Intemet in a safe and educational manner.

Other similar indusiry efforts have recently been announced to address other aspecis of
computer-related crime. For example, the Depurtment of Justice and the Information
Technology Assoclation of America {ITAA) sounced the Cybercitizen Partnership in March
1999, This partnership is intended to boost cooperation between industry and government,
expand public awareness of computer crime issues among children and adolescents, and
provide resources for government to draw upon in addressing computer crime. The industry
has aiso responded to the complaints of parenis whao are worried about the content available to
their children over the Internct by announcing the "One Click Away" initiative to give parents
important information about protecting their children in 1 central location. Similar education
and cutreach efforts, approached through cooperation between industry and government, may
educate individuals concerned about these issues and therefore mitigate some of the dungers of
cyberstaiking.
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In addition, other Internet industyy sectors have begun to address aspects of the cyberstalking
probient. Many of these solutions {ocus on the ability of individuals to protect themselves
. against unwanted communications. For example, most Internet "chat™ facilities offer users the
ability (o block, squelch, or ignore chat messages or "paging” from individuals who are
attempting o annoy or threaten them. Similarly, many e-mail users have tools which allow the
users to block e~-mail from individuals who are attempting to harass or annoy them, Such a
solution may be useful in situations where the communications are merely snnoving,
Unfortunately, such s solution is Jess appropriate when threatening communications are
received, because a victim who never "recetves” the threat may not know they are being
stalked, and may be alerted, for the first time, when the stalker shows up (o act on the threat,

In another type of response, providers have begun o set up "gated communities” for
individuals, fumilies, and ¢hildren. The techniques used by such communities are still in
developmental stages, but they range from specialized servers, which allow potentiatly
objectionable comtent to be filtered at the server, to designated areas for children and teens,
which place restrictions on the anmount or types of personal information that will be provided
to others. Individuals who are concerned about being stalked may find refuge in such
communities.

While these efforts all reflect important initiatives for self-protection, both jndustry and

government representatives agree that a key component of addressing the cyberstalking

problem is educaton and empowerment: If individuals sre given clenr direction ubout how to

protect themselves ggatnst threatening or harassing communications, and how 1o report

incidents when they do occur, both industry and faw enforcement will be in a position to
. coaperate to conduct investigations.

Industry efforts: cooperation with law enforcement

Both industry and law enforcement benefit when crime over the Internet is reduced. In
particular, the Interet industry beeefits significantly whenever citizen and consumer
confidence and trust in the Internet is increased. Accordingly, both industry and law
enforcement recognize the need W cooperate more fully with one another in this area, Industry
representatives have noted that contact between industry and law enforcement -- particularly
in the area of harassment - is sporadic and episodic, Industry representatives, who were
consulted as part of the preparation of this report, indicated their willingness to participate in
training efforts for law enforcement. Law enforcement -- particularly on the state and local
level, who will often be first responders to cyberstalking complaints -- should be willing 1o
engage industry in dialogue and take adventage of the expertise offered by industry in
designing training programs, Morcover, closer cooperation between law enforcement und
industry will help to ensure that law eaforcement officers know who at the ISPs to call and
how to praceed when they receive a complaint, and ISPs have a contact in law enforcement
when they receive g complaint that warrants intervention by law enforcement.

Victims and support organizations

Because cyberstalking ig a relatively new criminal phenomenaon, very litile public attention
and resources have been commitied to addressing this crime. Consequently, victims of online
. harassment and threats, often in collaboration with victim service providers and advocates,
have had to step in to fili the void by developing their own informal support networks and
informational web sites to exchange information about how to respond to these crimes
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effectively.

Victim service providers report that the Internet is rapidly becoming another weapon used by
batterers agaist their victtms. Just as in real life, sbused women cuan be foliowed in
cyberspace by their batterers, who may surreptitiously place their targel under surveiliznce
without her knowledge and use the information to threaien her or discredit her by putling
risinformation on the Internet. Victim service providers recommend that victims make copies
of all e-muils sent by the batterer as evidence of his stalking and advise & victim to let the
statker know that she does not want to have any further contact with him, SAFE House, a
domestc violence victim service provider in Michigan, suggests that victims change their
passwords often; refrain from telling anyone what the password is; do not use a password or
other identifying information that the batterer/stalker can guess; set up a program that requires
a password even o get on the computer; be sure to clear out the history information if
programs such as ICQ, AOL Communicator, and Excite PAL, are used; remember that many
¢hat rooms have archives thiat can be accessed luter on by anyone; be careful about what is
satd in chut rooms and use ai alias that is only known o good friends; be aware that if the
screen narae of the assailant is known, he can be blocked from tracking victims through a
buddy list on AGL; and, consult the ISP about the best way 10 secure their account.

A Ffocus group convened on October 30, 1998, by the Office for Victims of Crime, a
camponent within the U.S. Department of Justice, sought to identify the needs of stalking
victims, including victims whose stalkers used the Internet 10 track and to harass their victims.
The victims at the focus group emphasized that although the response of law enforcement and
victim service providers is important, stalking victims need o wide range of services from
doctors, mental hiealth providers, day care providers, welfare and child protection workers,
schivol staff, and employers. In addition, the focus group participacts indicated that commusity
awareness and understanding of what constitutes stalking behavior is cnitical to the support
and well-being of stalking victims. Finally, all of the stalking victims reported that the
consequences ol not being believed or supported, or having their {ears viewed as cxaggerated
ot uareabistic, can be devastating. Some victims feel isolated and alone, are made to believe
that the sialking s their fault, lose primary relationships, or fear losing their jobs. These issues
are just as relevant 1o cybersialking viclims as they are to victims of offline stalking,

Adeguacy of Existing Laws

Although stalking has been a problem for many veurs, only in this decade has it received
significant atiention from lawmakers, policy officials, and law enforcement agencies. In 1990,
California became the first state fo enact a specific staltking law. Since that time, ali 50 states
and the District of Columbia have enacted stalking laws.

State cyberstalking laws

Less thun one third of the stutes have anti-stalking laws that explicitly cover stalking via the
Internet, e mail, pagers, or other electronic communications. Caltfornia, for example, only
recently amended s stalking statute to cover cyberstalking. This law was used in the
prosecition of a 50-year-old former security guard who pleaded guilty on Aprif 28, 1999, 10
one courtt of stalking and three counis of solicitation of sexual assault after using the Internet
to solicit the rape of a woman who rejected his romantic advances. While the general stalking
stalutes in some siates may cover cyberstalking, all states should review their laws to ensure
they prohibit and provide appropriate punishment for stalking via the Internet and other
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glecironic communications. _ .
. Federal cyberstalking laws

Federal law provides a number of important tools that are available to combat cyberstulking.
Under 18 U.S.C. 875{c}. it is a federal crime, ponishable by up to five years in prison and a
fine of up to $250,000, 1o transinit any communication in interstate or foreign commerce
containing a threat 1o tnjurc the person of another. Section 875(¢) upplies 1o any
communication actually transmitted in interstate or forgign commerce - thus it includes theewis
transinitted in interstate or foreign commerce via the ielephone, e-mail, beepers, or the
Internet,

Although 18 U.S.C. 875 is an imponant 100l, it is not an all-purpose anti-cyberstatking statute.
First, it applies only to commusications of actuat threats, Thus, it would not apply in g
situation where a cyberstalker engaged in a patiern of conduct intended to harass or annoy
another {absent some threat), Adso, it is not ¢lear that ¢ would apply to siteations where a
persan harasses or terrorizes another by posting messages on a bulletin board or i o chat room
encouraging others to harass or annoy another person {as in the California case, discussed
mnfra)

Certain forms of cyberstalking also may be prasecuted under 47 US.C. 223, One provision of
this statuie makes it a federal crime, punishable by up to two yewrs in prison, to use a
telephone or telecommunications device (o annoy, abuse, harass, or threaten any person at the
catled number 42 The statute also requires that the perpetrator net reveal his or her name. See

. 47 U.S.C. 223X 1THC). Although this statute 35 broader than 18 U.S.C. 875 - in that it covers
both threats and harassment -- Section 223 applies only to direct communications between the
perpetrator and the victim. Thus, it would not reach a cyberstalking situation where o person
harasses or errorizes another person by posting messages on o bulletin board or in a chat room
encouraging others to harass or anmoy another person. Morcover, Section 223 is only &
misdemeanor, punishable by not more than two years fo prison. |

The Interstate Stalking Act, signed into law by President Clinton in 1996, makes it a crime for
any person to travel across state lines with the intent to injure or harass another person and, i
the course thereof, places that person or 2 member of that person’s family in a reasonable fear
of death or serious bodily injury. See 18 U.S.C. 2261A, Although a number of serfous stalking
cases huve been prosccuted under Section 2261 A, the requirement that the stalker phystcally
travel across state lines makes it largely inapplicable to cyberstalking cases.

Finally, President Clinton signed a bill into law in October 199% that protects children against
online statking. The statute, 18 US.C. 2425, makes it a federal crime to use any means of
imterstate or foreign commerce (such s a telephone line or the Internet) 10 knowingly
communicate with any person with intent o solicit or entice a child into unlawful sexual
activity. While this new statute provides important protections for children, it does not reach
harassing phone calls to minors absent a showing of intent to entice or solicit the child for
illicit sexual purposes,

Thus, although current statutes :;ddrcss some forms of eyberstalking, there are gaps i current

. federal and state law. As outlined in the Recommendations below, States should review their
existing stalking and other statutes to determine whether they address cyberstalking and, if
not, expeditiously enact laws that prohibit cvberstalking.
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Federal legisiation also is needed to fill the gaps in current faw, While most cyberstalking

. cases will fal] within the jurisdiction of state and local authoriites, there are instances - such as
serious cyberharassment disected ot a victim iy another state oy involving conmmurications
intended to encourage third parties to eugage in harassmcnt or threats - where stuie law i3
inadequate or where state or local ageneies do not have the expertise or the resources (o
investigate and/or prosecute a sophisticsted cyberstalking case. Therefore, federal law shoutd
be amended to prohibit the (ransmission of any communication in interstate or foreign
commnerce with intent 1o threaten or harass another person, where such communication places
another pesson in fear of death or bodily injury 1o themsclves or another person. Because of
the increased vuinerability of children, the statute should provide for enhanced penaliles where
the victim s a minor. Such targeted, technology-neutral legislation waould fill existing gaps in
current federul law, without displacing the primary law enforcement role of stale and local
authorities and without infringing on Fiust Amendment-protected speech.

First Amendment and Other Legal Considerations

All 50 States, the District of Columbia, and the federal government have passed lnws that criminaliz
stalking 1 address the serfous harms and dangers that result from stalking, including the fear of viol
{and loss of privacy and contral suffered by the victirn, In addition 1o the direct harms caused by stall
stalking is also frequently 2 precursor to physical violence against the victim. By i1s nature, however
stalking is not a crime that can be defined with 2 particularized, discrete set of ucts. Frequently stalks
consists of a course of conduct that may involve a broad runge of haragsing, mumidating, and threat:
{behavior directed at a victim, The conduct can be as varied as the stalker’s imagination and ability «
. lactions that harass, threaten, and force himself or herself into the life and consciousness of the victin

néw technologies become available, stalkers adapt those technologies to new ways of stalking victin
is the case with the Internet and cyborstalking.

|As a result of the breadth of conduct potentially involved in stalking, anti-stalking statutes need to I
relatively broud to be effective. At the same time, however, because of that breadth and because sial
{can involve expressive conduct and speech, anti-stafking statutes must be carefully formulated and
denforced 50 as not © impinge upon spesch that 1 protected by the First Amendment. This is particul
Jrrue with regard (o cyberstatking laws, which frequently will involve speech over the Intemet. The
dinternet, moreover, has been recognized as an important tool for protected speech activities. Sce, ¢.g
JReno v. American Civil Liberties Union, 821 U8, 844, 850-52, 870 {1997} American Civil Libertic
Union v. Reno, 31 F.Supp.2d 473, 476, 453 (E.D. Pa. 1999},

i The fact that statking behavior (including cybesrstalking) may implicate important issues of free spee
thowever, does not eliminate the significant public interest in its criminal reguelation or suggest that a
criminal regulation wounld be prohibited by the freedom of speech guarantees of the First Amendmer
{The First Amendment does not prohibit any and all regulation that may involve or have an impact o
{speech. Of particular relevance to stalking, the Supreme Court has recognized that governments maj
fcrimimiizﬁ true threats without violating the First Amendment. See, e.g.. Wats v. United States, 39
JUS. 705 {1969} {per curiam). As digscussed in the Introduction of this report, stalking (as well as

jeyberstalking) generally involves conduct reasonably understood to constituie 2 threat of viclence, a

jsuch threats may be ecnminalized consistent with the First Amendment.

. One of the recommendations in this report calls on states to review and update their statutes, where
{necessary, o cover ¢lectronic communications within their stalking laws, Care must be tuken in draf
cyberstaiking statutes to ensure that they are not so brouad that they risk chilling consttutionally prot
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ibroad protections against cyberstalking without running afoul of the First Amendment.

. Recommendations

o -

General recommendations

¢ The law enforcement community, private industry, victims assistance providers, and
individuals must recognize that cyberstulking is g serious problem - not only as a
potential precursor to offline threats and violence, but also as 4 serious invasion of an
increasingly important aspect of people’s everyday lives. Al the same time, 118
important to note that many forms of annoying and menacing activity on the Internet do
uot rise {0 the level of illegal activity and are properly addressed by individuals and
service providers withoul recourse (o law enforcement channels.

* The lack of comprehensive data on the nature and exient of cyberstalking makes it
difficult to develop effective response strategies, Fature surveys and research studdies on
stalking should, where possible, inciude specific information on cyberstalking. Indusiry
organizations can and should play a role not only in increasing the amount of datg on
the cyberstalking problem, but alse ensuring that the data can be analyzed in »
menningful way.

v

Legislotive recarnmendations

* States should review their existing stalking and other statutes to determine whether they
. address cyberstalking and, if aot, promptly e¢xpand such laws to address cyberstalking.

* Althongh State and Iocal law enforcement agencies should retain primary juriediclion
over cyberslalking cases, federal law should be amended to address gaps in existing law
where the conduct involves interstate or foreign communications. Such legislation
should prohibit the transmission of any communication in interstate or foreign
commerce with intent o threaten or harass another person where such commurnication
places another in reasonable fear of death or bodily injury. Enhanced penalties should be
available where the victim 15 & minor. Such legislation should be 1echnology neutral and
should apply to all forms of communication technologies.

s Federal law also should be umended o make if easier to track down stalkers and other
griminals in cyberspace while maintaining safeguards {or privacy. In particular, the
Cable Communications Policy Act should be amended to provide access to the same
type of subscriber records, and under the same standards and privacy safeguards, as
those for electronic mail subscribers under 18 U.S.C. 2703 (while muinining strict
limits on access to records that reveal customer viewing habits).

Recommendations for law enforcenient and criminal justice effictaly

* Law enforcement agencies and courts nced to recognize the senous nature of
cyberstaiking, including the close links between offline and online stalking,

. ¢ Law enforcement ugencies need training on the nature and extent of the cyberstalking
problem, including specific training on the legal tools avalable to address the problem,
the need for, and effectiveness of, prompt sction by law enforcement agencies, the most
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elfective techniques to investigate and prosecute cyberstalking crimes, and the resources
available to cyberstalking victims,

. * Law enforcement agencies with existing stalking or compuier crime units should
consider expanding the mission of sach units to include cyberstalking, and law
enforcement agencies that do not presently have a stalking section should consider
expanding their capabilities to address this issue. At the least, law enforcement agencies
should understand the patterns underlying stalking in general and be prepared
respond and intercede on behalf of cyberstaliung victims.

s Law enforcement agencies should use mechanisms for quickly and relisbly sharing
information about cyberstalking incidents with other law enforcemment agencies, thereby
making 1t less likely that a cyberstalker can continue threatening behavior simply
hecause neither the jurisdiction of the sender nor the jurisdiction of the victim believes

ihat it can prosecute the offender.
H

8

¢ U8, Attorneys’ Offices, in consultation with other federul, state and local agensies,

should examine the available resources and networks of investigntors and prosceniors
with the cxpertise to handle cyberstalking investigationg, These include violent crime
specialists, computer ¢rimne investigators and prosecutors, computer foreasic specialists,
and victim-witness coordinators, among others. The Law Enforcement Coordinating
Committees, which have been established in each U.S. Attorneys” Office and are
designed to foster coordination among law enforcement dgencms, would be an
appropriate body for addressing these jssues.

. + Law cpforcement agencies should work more closely with victim groups to identify
cyberstalking patterns and victims’ experiences and to encournge cyberstalking victims
10 report incidents to law enforcement authorities.

Recommendations for the Internet and elecironic conmnunications tndusiry
The Internet and electronic comununications industry should -

¢ Create an industry-supported website containing information abiout cyberstalking and
what o do if confronted with this problem. Contact information for the major 18Ps
should be included so that Internet users can easily report cyberstalking cases after
visiting this centralized resource. This recommendation could be implemented by
expunding the "One Click Away" inititive or through s complementary but separate
initiative focused on cyberstalking.

« Develop udditional means 1o empower individuals 10 protect themselves against
cyberstaiking. Such means might include more accessible and effective filtering and
blocking options. While some major ISPs zlready allow such options, others do not.

» Develop training materials designed specifically o assist law enforcement in the
investigaiion und prosecution of cyberstalking and rekated crimes, For example, a short
training video could be developed 1o increase awareness of the cyberstalking problem
and to provide law enforcement officers with essential information on how to work with

. ISPs and others in the investigation of cyberstalking cases.

¢ Cooperate fully with law enforcement when investigating cyberstalking complaints. The
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industry can do this, for esample, by imimediately freczing and retaining data for law
enforcement use on any potential cyberstalking case.

. * FEstablish best business praciices to address illicit activity by terminating holders of
fraudulent secounts.

s Sponsor an Internet Security and Law Enforcement Council of ISPs and other members
of the Infernet community to develop and promeote industry best business practices
relating to security and law enforcement issucs {including cybersiulking), develop and
disiribute fraining materials for law enforcement on the investigation and prosecution of
Internet crime, and promote more effective communication and cooperation between
mdustry and law enforcement in combating online criminal activity.

» Establich and enforce ¢lear policies that prohibit cyberstatking and related behaviors,
wchuding the fermination of accounts for persons who violate such policies. While 1t
appears that most of the larger ISPs have such policies, some smaller ISPs do not,
Representatives from the Internet industry should consider establishing an industry-wide
code of conduct that encourages all 1SPs 1o adopt such procedures,

» Establish clear and understandable precedures for individuals - both customers and
nom-customers - 10 register complaints about individuals using the company’s service 10
engage m cyberstalking. Sueh procedures should be easily accessible o individuals.

* Develop and widely disseminate educational materials to customers and others on how
to protect themselves online.

. Recommendations for victim servive providers and advocates
Victim service providers and advocates should ~-

* Provide direct services and referrals to available resources that are specifically designed
to assist victims of cyberstalking, or stalking in general where cyberstalking services are
not available, and work to ensure that cyberstalking services are expanded (o meet the
negds of victims and enhance their safety;

z

¢ Train dotmestic violence and other victim service providers and advocates on Internet
technoiogy, the tactics used by cvberstalkers, and how to respond 1o the specific needs
of cyberstalking victims;

+ Nume the behavior as eyberstalking and validate that a crime is oceurring when working
with individual vietims,; +

» Serve as cotalysts in community efforis to form pannerships amoag law eaforcement,
prosecution, the judiciary, the medical community and other community allies
address the specific safety needs of cyberstalking victims and hold offenders

. accountable for their actions:
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» Raise public awareness about the devasiating impuct on cyberstalking victims of the
tactics used by cyberstatkers and the steps thal can be taken to prevent and combat this

. critme; and

¢ Inform public policy decision making.

Appendix I:
Cyherstalking Resources Online

HCyberAngels: Non-profit group devoted to assisting victims of online harassment and threats,
including cyberstalking. www .cyberangels.ore.

GetNetWise: Online resource for families and caregivers to help kids use ¢he Internet in a safe
land educational manner. Includes a guide to online safety, a directory of online safety tools, and
idirections for reporting onling trouble. www getneiwise o,

international Association of Computer Investigative Specialists: TACIS is an international
volunteer non-profit corporation composed of law enforcement professionals dedicaied 1o
leducation in the field of forensic computer science. TACIS offers professional training te law
enforcement agencies in a wide range of camputer crime investigative techniques, provides an
opportunity 1o network with other law enforcement officers trained in

. computer forensics, and promotes research and development of specialized hardware and
software to assist computer forensic professionals. www.iacis.com,

National Center for Victims of Crime: The Nattonal Center for Vietims of Crime {formerly
known as the National Victim Center) provides referrals and advocacy services 1o victims
“through its toll-free national hotline. Through the hotline, victims are referred 1o the nearest,
appropriate services in their community, including crsis intervention, assistance with the i
crimingl justice process, and counseling and support groups. The National Center publishes
bulleting onn a number of topics, including domestic violence, sexual assault, and sialking.

IWWW NCYC.OTE,

ANationagl Cybercrime Training Partnership: This interngency, federaifstate/local parinership,
led by the Department of Justict with extensive support from the Office of Justice Programs and
‘the National White Coliar Crime Center, is developing and delivering truining to federal, state
and local law enforcement agencies on the investigation and prosecution of computer crime.
Informalion about the partnership can be found tirough the NWCCC website:
www.cybercrime.org,

Privacy Rights Clearinghouse: Nooprofit consumer information and advocacy program that
offcrs consumers o untque oppartanity to learn how o protect their personal privacy. PRCs
jservices include a hotline for consumers to report privacy abuses and request information on
ways to protect their privacy, fact sheets on privacy issues, including one entitied ™ Are You
. Being Stalked? Tips For Your Protection.” wyww privacyrights org,

[Search Group, Ine.: SEARCH, the Nationat Consortium for Justice Information and Statistics,
provides assistance 1o state and locad criminal justice sgencies on a wide variety of information |
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technology issugs, SEARCH, through its National Technical Assistance and Training Program,
‘provides comprehensive, hands-on training on computer crime imvestgations at iis headquarters
. lin Sacramento, CA, and at regional training sites around the country. www search org.

{Women Halting Online Abuse (WHOA): Founded by women to educate the Internel
Jcommunity about online harassment, WHOA empowers victins of online harassment and
sdevelops valuntary policies that systems administrators ¢an adopt to create an environment free
.of online harassment. WHOA educaies the online community by developing websile resources,
including the creation of 4 safe-site and unsafe-site list to enable users 1o make infarmed
decisions, and providing information about how users can proiect themselves against
harassmant, whoa femallecom,

b ———

: Appendix [I;
How You Cun Protect Against Cyberstalking -
And What Toe Do If You Are A Victing

1Prevention Tips

1* Do not share personal information in public spaces anywhere online, nor give it 1o strangers,
including in e-mail or chat rooms. Do not use your real name or nickname as your screen name
lor user I3, Pick a name that is gender- and age-neatral, And do not post personal information as
[part of any user profiles.

1¥ Be extremely cautious about meeting online ascquuintances in person. If you choose to meet, do
: . . A H
. 1sa i 3 public place and take slong a friend. *

* Make sure that your ISP and Internet Relay Chat (IRC) network huve an acceptable use policy
that prohibits eyberstalking. And if your network fails 10 respond to your complaints, consider
swilching to a provider that 15 more tegponsive (o user complaints.

* If a situation online becomes hostile, log off ov surf elsewhere. If 4 situation places you in fear,
contact a local Iaw enforcement agency. ’

|What To Do If You Are Being Cyberstalked

* If you are receiving unwanted contact, make clear to that person that you would like him or her,
not to contact you agam. f
1* Save all communications for evidence. Do not edit or alter them in any way. Also, keep a
Jrecord of your contacts with Internet system administrutors or law enforcement officials.

* You may want to consider blocking or filtering messages from the harasser. Many e-mail

programs such as Eudora and Microsoft Outlook have a filter feature, and software can be easily

|obtained that will astematically delete e-mails from a particular e-mail address or that contain i

offensive words. Chat room contact can be blocked as well, Although formats differ, a commeon

. jehat room command to block someone would be to type: fignore <person’s screen name>

. Hwithout the brackets), Howsever, in some circumstances {such as threats of violence), it may be
more appoopriate 1o save the information and comact law enforcement puthorities.

{* 1f harassment continues after you have asked the person o stop, contact the harasser’s Internct
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Service Provider (15F). Most ISP’ s have clear policies prohibiting the use of their services i«
Jabuse another person. Often, an ISP can try to stop the conduct by direct contact with the statker

or by clasing their account, It vou receive abusive e-mails, identify the domain (after the "@”
. sign} and contact that ISP, Most ISP’s have an e-mail address such as abuse @ (domain name) or
postmaster @(domain name) that can be used for complaints. If the ISP has a website, visit it for
information on how 1o file & complaint.

* Contact your local police department and inform them of the situation in as much detai) gs
|possible. In appropriate cases, they may refer the matier to state or federa! authorities. If you are
Jafraid of taking action, there are resources available to help you, Contact either:

~The Nutional Domestice Violence Hotline, 800-799-SAFE (phone); 800-787-3224 (TDD;

1A local women’s shelter for advice und support,

1. Statutes that reguire a showing of a "crecdible threat” may be problematic in the prosecunon
of stulking. Stalkers often do not threaten thelr victims overdy or in person; ruther, they
engage in conduct that, when taken in context, would cause a reasonable person to fear
violence. In the context of ¢yberstalking, a credible thrent requirement would be even more
problematic because the stalker, sometimes unbeknowst 1o the victim, may be located a great
distance away and, therefore, the threat might not be considered credible. The better approach,
codified in the federal interstate stalking statute, 18 U.S.C. 226 LA, is to prohibit conduct that
places a person in reasonable fear of death or bodily injury.

|

2. Comparisons based on data currently available. The data for cyberstalking, as noted in the
text of this report, is largely anecdotal and informal.

. J. "Stalking in America: Findings from the National Viclence Against Women Survey,” US
Departrent of Justice, Office of Justice Programs, and Department of Health and Human
Services, Center for Disease Control and Prevention, April 1998 {available at
www.usdoLeovioin)

4. The CyberAngels, a not-for-profit organization that assists viciims of cybercrimes,
including cyberstalking, using staustics fromm unspecified sources, estimates there are
approximately 63,000 Internet stalkers and 474,000 victims worldwide. For additional
inforration abowt thas estimate, see the CyberAngies website at www.cyberangels.org.

3. Fisher, B. 8., F. T. Cullen, J. Belknap, aud M. G, Turner, "Being Pursued: Stalking
Victimization in a National Study of College Women.” (From a forthcoming report on sexual
viglence against college women funded by the US Department of Justice, National Institute of
fustice}.

6. The information gathered on the issue of cyberstalking 1s largely anecdotal. It was gathered
through informal surveys of state Attomeys General, 1S, Attorneys’ Offices, and, o a lesser
extent, local prosecutors’ offices. Vicnm accountis were given voluntarily through outreach
conducted by the Violence Against Women Office of the US. Department of lustice. In
addition, the American Prosecutors Research Tnstitute of the National District Attorneys’
Association compiled a report with background information on cyberstalking, which provided
valuable information on current law enforcement efforts,

' 7. These states are Alabama, Alaska, Arizong, California, Connecticut, Detaware, Hawaii,
1ilinois, Indiana, Maine, Massachusetts, Michigan, New Hampshire, New York, Oklahoma,
and Wyoming. Arkansas and Maryland have enacted statutes that cover harassment via
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electronic communications outside their statking statutes.

. 8. Copies of "Stalking and Domestic Violence: The Third Asnual Report 1o Congress Under
the Viclence Against Women Act” can be obtained by contacting the National Criminal
Justice Reference Service, Box 6000, Rockville, MD 20849-6000..(800) 851-3420.

9. Other resources available to individunls wishing to protect themselves against cyberstalking
are listed in Appendix |, infra.

10. The definition of the term "telecommunications device™ in that section excludes
“interactive compuier services.” The intent of the exclusion 15 (0 insulate the service provider
from liability, but not 1o insulate an individual user from liability for his or her criminal
behavier. Accordingly, the Department of Justice has taken the position and successfully
argued that 8 modem was a ielecommunications device within the meaning of the statute,
Therefore, an individual who used a modem {0 connect (o the Internet and harass an ndividual
is likely to fall within the werms of the statute, See American Civil Liberties Union v. Rene,
929 F.Supp. 824, 829 n.53 (E.D, Penn. 1996}, aff’'d, 521 U.5. 844 {1997} Apollomedis
Corporation v. Reno, 19 F.Supp.2d 1081 (N.D. Cal. 1988}, aff’d, --- .8, «w 119 S.Ct. 1450
(LLS. Apr. 19, 1894}, ‘
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[Executive Summary

Prestdeat Chaton amd Attorney Goserad Reno, warKing with stote, locad smd tribid Juw enforcement officihis, ave
lzunched o mujor effort 10 Help Ameries's commanitios fight Srime. Over the course of the gast X yours, the Clinton
Advinisteation fas belped unite feded, stare, sribud and local crne control effons, throeted now wsources e logal
piforts for crime fighting and crime prevention, and worked hand-in-hand with local faw enforcement and focal
communitics. These efforts have paid off. Six years into this swategy, orime has dropped 1 Bis lowest Jevel in 2 quarrer
of a century,

The Clinton Administration’s criroe fighting efforts are taking place at o time of rapid advances in techaology. New
ischnofogies bave generatud Innovitive 10088 for faow enforcement to detect itlegal activity, conduct investigstions,
wdeniify, locate, arrest amd prosecute those who violate e Baw, andd mondlor convicted criminals. But new technologies
have atso bred a new Kind of orinsnad acilvity: oybororine - the use of compuaters aiugd Commpuier aetworks (o conunil
crimme. A, the sew touls of the information age have orested new challenges 1 protecting personi] privaicy. Tiw
Clinton Admintsindion s workeng o prepure Ameriea’s law enforcoment agencies Tor the 2151 Contury by deploying
new and offective crimg fighting tools, working o conmzal crime in evberspace aod Haunting any wiverse impatt of new
technclogies on individuat priviacy.

Over the pasi six years, the Administration has developed and deployved oew law asforcement weehnologies io
federal, state and logal law enforcement agencies, With the help of the fedend governmens, niany Biw enfarcement
agencies now we advised technological ools 10 identily criminal suspects by their DNA, generally predict where
eripsinnd activity is Bikedy o Bappen by o o prevent 1, fisd crimmials through o national system of computerized
figerpritns and apprehend ovininols more salely with lossethan letal weapons, The Administration has proposed 1o
continue to pui technolopy o work fighting crime with 33350 million for Fiscal Yeur (FY) 2000 to help police stay ahead
of every generation of criminals cvery place ¢rime s - froa the street Comr to ovberspace,

The Administeation: has developedd pew stestegies o conteol the growing problem of eybercrime, I the past deonds,
more and more people aroutkd the globe have stwted Jogging on to the Internet, Simce 991, thure has been over 2 30
percent increase in the number of computer intmsions, with searhy 42 percent of American businesses seporting
vompuiter break-ins, “The Administration bas responded by working with Congrress to pass tougher taws for cybercriens
and By aggressively enforcing the criminal biws aimed at protecting people from erime on the intemet.

The Federd goveriseat Bas o exseatial role 1o play o Ui aies of technology ad oo States and tocalities
suuply do not have the sisourcey, Iralning of expertise o develop udvanced appreaches to crime figlting technology on
their own, Resssreh and development, standards sciting, and education and training are ali conducted most efficiently
and effectively at the nutional level, The Administration has stepped forwned 1o mwet this challenge, 10 establish this
infrustructare and o provide sintes, tribes wnd lovalitios with sa ability 10 fight orime with technoiogy at a lovel ey
simply could not achieve on their own,

Finally, as imporant ss the new technotopy we develop i our own contianing commitment o safeguard the privacy
of Americans. The Clinten Administration bas pot in plice protections t assure that private mformution is secure,

Fhe oppantenities amd the chiallenges Tor law enforcenwnt n this new age of technotegy are temendons, Tl
Chinton Administeation ig working 1o ensure tha ull law enforcement igenrcics acress the country are ready 1o mgur this
¢hatlenpe.
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. Harnessing New Technologies to
Fight Crime :

Owver the cearse of the gast contiery. advances in
teehnotogy have sude law erforcement more and more
affestive. The developmiont of Ongerminting in the
P00 and of vrimg labormiories 1o the |92 helped
police sehve what were unsobvable crises. Using the
swa-way rindio miad automobites in the 19305, police
coutd respond 1 more incideats i an howr thap ihey
could proviously sespomd 1oy o whoke duy. Inmore
recent decudes, prrsosal compuiers have alowed policy
®r process gresler maounts of Rformation aore guickly,
and solve an evers groater number of crimes, Now,
through thie fuadership of the Clintor Administration,
she nation s taking unslber glant Iehinoiogicosl siep
forwund.

The Administzation is helpmg states, Jocalities und
reibxes (0 apdate and conypuserize thelr cebminat hislory
records 1o make tum ey are folly acoaraie sl
actessibie. s alse working to develop DNA
dentification wehnology @ st baw eaforcement in
sodving crimes — exonariling e inaocest and
conviviing the gullty - b sinniions mver i
passible, AU the samg time, the Administration is
iransforming fagerpont kentification Wio s Gster,
more effeciive Taw enforcement tool. By estublishing
several moden: regienad furensic laborsones, the
Administention is using federsl cesonrees to make the
rost saphisticated orime Hghting (ools available 1w
states, tribes wnd localities, Apd throngh developmens
of pew compuier and cunsnunications wchnologies, the
Administraion has hetped {o Hak the communicatiun
angd Informanion sysiems of fodeml, state, toral and
tribad taw enforcemont agencios in ways that make thon
prifownily more eificient and effective ® using
informaion 1o preveni and selve orimes ardd 1o caich
criminms. The Adménistration has alse worked 10
develon, test and ovalunte body armior and ather dovices
that will save the Tives of bundreds of law enfarcement
offtcers nattonwide, The Administration s brought
new echisclogios 10 statg, focal, amt ribal law
enforcement. Aud, fedesal luw enforcement agencies,
maze notably i Depatment of Justice™s Fedesal
Burenw of Investigation (FRD, wre siso using these new
tectinoslogivs whemseives s corrying out their luw
{.‘,iif&.‘r{'{“ﬂl{‘l]{ {Eil[il}’?ﬁ‘

Criminal History Records amd
Information Sharing

A basie buikitug block ta owr sse of technolopy 1o
fight crire is computerization of state and federnd
erimiral history records and thie avaitubiiity of deix
information te all faw enforcoment agenvies. Crithinals
now roulinely operate peross state amd natiosud
bourdaries, reguering v enforcement g0 be able o
guickly shaze infomution muoap jurisdictions o find
fugitives, selve crimes, and adjudicate criminsd coses,
The Administrtios bay faken @ mugor leadenship role in
crgnuraging stuies, ribes st Jooatities 1w modgrnizg
the way they collect infimmilion, Criet iU WD CoHppuRy
databases and share ¥ with other jurbsdictions, Smnting
in 19U3, the Nationad Crimsinal Higtory Iimprovemant
Prosgran has provided more than $273 million 10 sk
taw enforcement agengics 1o improve, complete and
sundardize their record keeping. The Administration is
creating # pationul perwork of Informusion that ailows
tncul faw enforcement te identify fugitives from jastice,
affows gun desiers to refise sales 1o ermiids convicied
foderadiy of Br gy stue, sllows cours 1o erforge ehitid
support ordors issued in other jurisdictions, mxd aliows
state aad ool low enforcomaeat (o more casily
coilaborste to figlt erime seross state borders,

DA

Forensie [3NA ansdysis has 1he polersind i become
as powertal w3 investigalive toul for law enforcemen in
the 2Est Century ax Dngarprists have been in tas
century. DINA, or deoxyribonucicie aoud, carmes the
geautt cude of ench human being,  Like Bagerprings,
cach person’s BNA s anigee (except for ideaticat
twingy. DNA is present @ all cells and allows Iaw
enforcement to khenbily suspecis by analyziag sny
blood, hair, skin, semen, oy other biologteal material fefy
af 2 ¢rime scene, By comparing even mzecroscopie
amaonnis of evidence left at 4 crlme scene with a snmple
of & knows suspet, DNA can link orimisals 2o their
erimes wilh glanning acesscy. For examijde, DNA
HEed {rom seandaa! cells inshe Datband of 2 basebadi
cap left @ s murder soeng enodsded Teder agents 1o
enzify the ey of s FRT agenmt,
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Crver e pasd sbs years, e Adnsiaistaalion bas
nde DINA sechislogy mone socossible fo mital, state
aodd dacal police. We huve develuped and promulgated
stambwds for qualBy control ihug stue and focad law
walorosment Can usg to eacare that DNA svidence is
noeuenie ad perssisive o ot B 1908, g FBI
tnplemented 3 mional compicr ditsbase of DNA
profifes ol convicted offenden and unknows suspeets
hised on DNA sumples from et scencs. fnstend of
Bing limited 10 their own s1ate digsbases, stele and
tocal agencies ey now cumprire seniples ey ohlain
fromn crime scenes with DNA protiles alrendy inhe
FRI database.

DNA evidence cin also exoverite those wrongly
scensed or convicted of a cnme. More than 65 people
misinkeniy convicted ol [Rlondes have been freed from
prison on the busis of DNA evidence,

There ix more work 10 be doue o realize the ful
pracetial of dds extraordhueily refiable meshod of
Haking oryminals o thelr orimes. The Administration is
seaking 330 million in fundiog to bulld » nationat
ifrastructure for DNA evidence through a number of
e indthatives.

v Building g noiowad DNA Dudesing sysem,
Rerently, the FRI extnhiished o aationa] DNA
indexing sysiem containing samples of DNA
Frong Z8GEK] convicud erimiaals and from
6,500 erisne seeves. The FRI ts cumently
operating sis system, Soon, mare fhag 12
arime hiborstones by 43 stdes will atlow ste

amd focal aw enforcenon o ook for DNA
mutohes, free of charge, Law enforcenent
agstios fve also colleated more tan 650,000
additonal DRNA sonplos from convicied
affemiers arul suspocts, but those samples
cannat be entered uniH they are snslyzed. One
af our mujor priofities is fo complote the
pivalyvsie of those 6360 xumpies aad have
thicn eatered and accessibde throigh the
national DNA indexing system. Mucls of the
$20 millien the Administasion has proposed for
DNA infrastructure is Tor this project.

«  faymoving DNA anaivsis. The Administration
is s working (o reting rechnigjues to analyze
mistichandrial DINAL Miutochondrial DNA,
Beenase i i5 3o pleatiful is human cells, is even
vasinr than other 1ypes of 2NA o 1Ind at crime
scangs, While this type of DRA does not
wisigoehy denufy individhenls, 3t st Tas the
poieastial o solve enses where the DINA s not
gvpiluble from whole Hving cells. This
wohnology s curreandy used Infeguently, but
the wildnionst rosources the Adminbinafion I
secking W hoprove mud wdvance dw use of
DINA evidence can reduce the cost and Inbor
smsociatedd with evitochowdrial DNA testing
shromgh refined analytical fechnigues,

« Reducing the cosis of and time reguired for
DNA tests. DNA tests are stft Bairly
gxpensive, Also, i1 eypreaily akes several days
to pravess & DNA sumple, and ean toke weeks
or momths 1o ron the samples through the
thatubise. The Administration bas just begun a
fivayear iniiative to reduce the cost of DNA
tests from $700 a test 1o less than $10 a test, to
seduce the fest tirme from hours to minutes and
30 wersase the reliability of DNA evidence
eotletted From even thinuie samples,

Fingerprinting

Throughout most of this contury, Bagerpring
avidence bag bues e most persuasive and conclasive
tvpe of eviienes in courd, DNA evidenco i ofien
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unzvaiizble and is stll inits infancy: so, when
fingerprbas are locaed, lnw vuforcomes comt on thaw
as the single most precise md ey method of
slentifviog potestinl suspects and other individuals,

Crver e past xis yeurs, the Clinton Adiminisimtion
has devabped and is imglomenting i cormprelensive
gl 10 improve fingerprinling techipologies. "Fijs plan
has three major slements:

The Chrton Adminisiration las focused on
Huproving G ofility and seliability of fiagerpriat diga,
Whike fingerprints hive boen used as evidencs Yor many
years, there remain several problems with te
colleriion, storage, and retnevad of Dogerprint g,
First, fingeipring evidenes is not always easy for police
in oblain, Most fingerprings ore invisibie to the naked
eye, andd law enforcement ofticinds muost use speciyl
techniyues o teanster fingerprims from the crime scene
o the evidence locker. Traditionally, police have lilied
rints frosn erime scenes by dusting them with a spegial
kind of pasedor skt nrakes thent visible, and then
tpriatiog the visible tmage oo a picee of paper.
ABhough obtaining fagerpents in this rmanner is
reliable, the method has its liniits - for example, police
pfan have trouble fifttng privs fromy smeven surfaces:
ouge Colleared, wlive historicaily have sored
Firgerprings ony txdex conds i file cabinets or have ased
ather ap-camgraerized Moeage, su i prinis are not
accessibiz 1o mber sgencics, of gven siher pregingis;
undess a suspeat B alrewdy Krmwn, nisicliag prioss the
erzstisional wiy i scdions sl toe consming chone
ornesi: priats muest be comparad by hand. With the
belp of the Adpvirdsirasion, these praciices are heing
replaced by more officient and cffective fusgerprim
analysis,
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Improving the methods of lifting prints af a4
srime srene. New mellunls can produce
rediable and usctyd seswlts from okider prints and
partist prints. 'The Clinten Administration
worked with Congress te obtain fusding for
tmprovements i the way law enforcement
gathers and records fingerprints.

Pramoting compuierization of fingerprint files
in local agencies. Hundreds of state, local and
tribal police departments have used federal
funding to build s capacity 1o store, and more
papesctanthy, Lo mateh (ingerprints in a
commierized shitabuse. Tn these jurisdictions,
police no fonger search matuaily through
fingerprint cands; instemd, they ean scan a crime
seene prst inte the compurer, and then sewch
for o matgh, Since the 1980s, many states and
lncatities have eeented compuerized fingerpran
diinbases, making U far easier to identify and
Ledp conviet o sespect amt by huvisg fhic
eriminad’s fngopring,

Creating a navionat fingerpring daiabase

Ferr e By potice gverpwfiere. This databose
with pemiit police sgenaies anywhere ia the
country e compise a fingerpring fifted from

@ erbbe svene with the millious of prints ve file
with the FBL The Adnsiniseation Is working
t2 vomplete e dovelopment of one nationwile,
integrated fingerprint database of mujor
offemlers, known as the Integrated Automated
Fingerprinn klomification System (JAFISH
This dainbase was activaied in July 1999,
For FY 2000, the Administration has
propoved 370 milbon 1o onsble the siies o
sepesk the dutshase, comtaining more than
34 miilion fingerprinis, coliected by federal,
stae, focal pacd wibal agencies. of persons
convicted of certain offenses under sialg,
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fedorad and tribal fvw. The ditabase, when compleled,
wild B able to respord o glgetronic orinsinst fngeopring
inquiries i two hours or fgss, and will crosserefereace
the suspucts” crimnal histonies and outstmding arrest
warrants, us well 3 stolen vehiclke infonmaiion, Ris
open around the clock, every day of the year. This i
vast improvement over past response times. The
historie Uingerpring hackiog has been overtaken by
techaoteny whviinees,

Using Otler Vorensic Technologies and Bailding
Modern Forensic Laborateries

Fingerprisans and DNA prinis sze a0t thie only types
of forensic evidence potice use to ety criiminnls and
salve crimes. For example, police can enbance security
Camon: Iopek 10 Create o clearer picture OF fostore o
seenthigly inmedible sape recording. The FHEand the
Departivant of the Treastry's Baezan of Akeohaol,
Tobaces wul Firoprms {ATE} cam now cremge aod stise
impges of te identifying chagcterestics of bullet jexd
cartridge visings cotlected from crime seenes, These
fmmages can be compared with previausty eollected
fmages v link crimes, The FBI and the ATF nie
deveioping v systen; — she Malionnl Igegrared Ballisticg
ledestifaedion MNetwawh (NIBINDY o it aaanbles their
previewsdy independent databases o comnmmicate,
greatly inctzing their information sharing capabiliies
and (lse Bkedibood of Hiking cominats (o tiic erimes,

Theaugly e eiforiz of the Chinton Adnmvinisration,
srihal, stuie, and focal sgeacies have begn abie to
epgracte their furensic isboratories and techanigues, In
1994, te Adminssirstion funded 1the creatios of several
specislized technology centers seruss ihe country as
well as fonr regionad techinology centers that provilde
forensic suppart o tribal, ste and kel agoucies, The
cemters luve Bielped police deparsnents Wst erime scerne
evilence, vlwain bester {urensic rechaotogy and (rain
thetr personnet vp bow to use it

The Administration has propused new indfatives
further Fnprove stale, kocal, amd zibal law gndoreement
technalogy capucity in FY 20085 Fhe Admiisisteation is
seeking $10 million to cominue tho support of tiess
technology centers and $55 milfion s wdditionad gram
money to waist ribal, stme and loesl polive in
improving (heir own forensic eapatsbiies, ncluding
fmprovessonts i DNA fosting,

Computer sad Communicstions Technmlogies

Lemputers md commanigiion technologies huve
revotutionized duy-to-duy police work and made police
niore effective amd mrose officient. Camputers have
freed pobice from Hine-consaming administeative work
and, 35 1 rezul, police now have more Hme and betior
toods (0 el our sirects smd koep our neighboronds
ETH

LruTERS, Polive work b sraditionally
wevolved a significant moount of paperecrk - writing
tickets wnil gitations, filliag oul rwponts and bookmyg
suspects. With the development and avaiiabifty of new
eclmobsgies, police can erter nformation they colient
al n erime seene directly inko 1 laptep compurer s their
palice cor and sed W eleclrenieally o the stnion for
PEOCCENTE.

Compuiers can abseo be used 16 support electronic
datibases contiining evesything from fingerpeisgs and
DNA profites to mug shits and criminal hagtory reconds,
The FBI's IAFIS dimtabase, for instance, alreudy
cetuiny the associated erimimad bistoey for cuch of is
over 34 miloa flagerpring profaies. Mug shois will Ik
wehied to the dusabase i 1he next vess, Even wilh
aebvimous norceend yeurs, however, there i stil o
ssuch Infomation m paper filog, of en maltiphe,
incommpatible conpier sysisnm.

The Admanistration has funded programs fo help
siate, Joosl, sad tibul law enforcement agencics
compnerize their operations.  Under the COPS MORE
progeam along, part of the Administition’s COPS
progeam to place HRLE0 additional officers on the
strvets i past by freelng dom up [rom desk work. the
Adminisization huy provided over 5704 onllion in
technology grants, With this program and oihbers,
agencies have bren able to erenie awtomated booking
procédures with digiesl cumnenies ansd special comguisy
saftwire, These progeams, working in tandem with the
Rustonad Criminal History Improvement Beagram, bave
also made funds aviilsble for updating and
comymaerizing criminnd histery reconds, The
Admissingion has Tunded projecis 10 miake dats
systers canpaible, in order 5 facilinne the esclange
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of information mmong police agencids, Mows recenily,
the Adeministration his taken o leading role in
developng an stegrnied dutahnge that draws apon
copuputerized meformalion frors € federal, suge, fovsl,
asd Arthad crissinal Jstice agencies — g single, “globad”
nctwerk of informuation. Ready iccess 1o thig
nformation resouree, once i is onbine, will provide law
enforertaent officers e information they need, when
they pved #, whorever they secd 1, in the oifice vron
the street,

The Administration s now proposing 570 million
for ¥Y 2000 wder COFS CONECT (Community
Qrienteed Nevworking amd Enhanced Communications
Technology} fo assist state, looal and Uihal agengies in
purchasing laptop camputers miwd seiworking sollwarse,
B3 milHon to those agencies for upgrading their
crinsind history records and crime ddentification
techncioy systems, swd soother $200ndhon toward the
integngms of these sysienss,

CrIME MAPPING. A new, cutting lge
techanlogy ~ crigng muapping - sliows aw aaforconent
to Hiak nformation abo crimes with other infopnution
abrent i comsmunity, such as bousing parerss, die
eronsgsartation grid and raffic paems, sehissds,
Fecreaiton aeas, police stalions and husinesses of «if
dusoription, By cembining this ssifenmation with
sophisticated computer aualysts, crime mapping can be
usedd 1 kdomily proeoms of erime. Police can wse these
patterns o prodict where swd when cnnke is ikely 1o
OUCUr agin,

With this infunmnuation, law cnikngcment wenGies
can focns thelr pateods i crime “hat spats”™ {areas where
crime B especinlly concemnged), mpking & Ty more
difficudt for crirninals (0 comemit crimes, Crime
nrapping hiss Beco a great success I commun ties
winire it ks been unplemented, but mast police
ageacies do net buve necess o tis lechnology. Less
thaun one-third of police depariments with more thon
HOG officers - and Jess than three perrent of smaller
depuriments - are using compmierized srime mapging
technology soday. -
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The Adminisintion s seeking $30 mitlion in FY
J00E, and each sear damngh 2004, 10 equip 22
commantios with the ssost sophisicated veiime
apging software currenily avatlable. Thas new
progring, Called COMPASS, continues rescarch and
development already being undertaken by the
Adpinistration wri will give local iw enfomement an
mportant ol o step orine &t 1he best s possible -
befors it bappens,

COMMUNHATIONS. Ensuring public safety often
reqires effective coordinution asiong many different
public safely ageacics. Every day, law enforcement
officers are callad spos wo rospond e Sritses that gross
jurisdictonsl lines, Currently, howgver, many law
enfureement and other public agencies huve
mcompuafible communication sysieis, As a ressl, nw
anforcement aificiads from differens agencies oflen
canast talk directly to one anothor over e radios.
Pabiic cafety agencies dicover - all 100 often during



o emeegency - tiat they comod mount 3 well-
coondinuled emesgency response. Compatibic
eonuaRnteon systems aot anly ensare ihe delivery of
morre wifegtive public sifery services o comnmitios,
but alses iprove the safery aod eiticiency of lnw
enfufcement persormel, b

The Adnirkasdion s supporiing tgragency
cermmupicalions ipravements, The Pepstiment of
Fustete hay worked with mdustey moresfucinress and
ollior industry groups 1o develop standaznds for police
ruddion te make sure that new systoms re compatible
with one anothier. The Administrasion hoy giso helped
size, local ond 1ribal agencies” «ffons 1 resolve their
imeroperbility problems and Yunded ther purchisse of
conununication sysiems that mees susudandys for
eoppagibility. Many of these efforts hive been directed
teward oquipping these agencivs wilth the Isfost wireless
ivchnology. The Administraion hus proposed
$R0 mittion in FY 2000 1o Gend planming grants, as well
as techaicn sssistance and desmenstition grs fo
states and tribes t advance this ¢ifort
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Life-Siving Technologies

jaw enforsement officers risk their lives every day
o protect 13, cier Gomilies, nnd our conusnunities, This
is gspecinlly seue when they are parsuing or confrontiag
suspeels, Recent sdvances in technodogy can greatly
reduce the risk of injury. The Clinton Administration
has taken 4 nember of steps o make thes wechoelogy
available io federal, state, focal aud iribal law
snloieeinent troughour the makm,

PROTECTIVE Bony ARMOR. The Admintsiration
fas hicliped 10 ensure thi fodernl, skse, tocat md tribal

police officers huve secess to effective Jifc xaving body
annos, Tl Depunments of Justice ansd Delfense e
cotlabiraied to develop body srmor that is lighier sl
more easily conceaded, b strong eaugls to withstid
rifh and hondgus hufles a close range. the
Administeation bag alse disseminated nrilonwide
porforanwcs standords aat 3 iosting progeam {or body
mrr,. By doveloping these stndards sisd testing over
1,500 szondeds, the Adminmistration has given sowbor
police agencies the information they need to mahe sure
i the amior they buy is the best avidinble, The
Adninisirmtion hag alsa helped locat police agencies
prrchase boily twser. Body amiir meeting these
standards ar purchused ender is program Bas sived
the lives of some 2,160 tow enforcement persoanel,

HANDELING PANGEROUS SUSPECTS. When
spprehending a dongerous or armad crimingl sugpect,
baw enforcement ofticars have often lad 1o Shoose
fretween phvieaily restraining the suspeot {which is
dangerous to the olficers) and using theis gans or batous

tu snfxiug thc suspect (which i dangerons (o the
suspaecty. The Administestion 15 committed (0 praviding
law cnzeu.um.m tnls 10 hapdle dangerous sugpecs
sehili minimsizing tie risk of Basm w police, the publie
ad (e suspeet, Aghrsnistration fuscded rescurch g
cusrenily expluniag o wide runge of jess-thun-lethiat
weapon welinologies — everything frons pellet ags
capture nets, Fhe Adssinistraton has aiso fualed
development of a0l e retraciable Roxd Spite™ 10
ponciore tie tires of o Peciog velicle, induging & slow
o sife constrstled stop and thus paithng an esd ia s
patentinlly dungerous high-speed chuse.

Foderul Apencies Use of 215t Centary
Technolopies

Tiie Administration is committed (0 making 21s(
Century technolagy availuble o state, local, and ibal
officials. At the spne time, federsl v enforcement
ageagics nre using » wide range of sow techmologies io
strengrhen fodersl faw eaforeemen capabitition,

PROTECTING YHE BOrpDeER, The Inanigration
and Massrstization Service gNS1awd the 13, Cusios
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Servies are ploneering the wse of rumy technologies in
their cllorls 10 proicet cur nalions borders. The INS i
sxing (ngerpenting technolopy o tmek harder crossers
g0 they cun ety rmuggbors wal orimiinal aliens
returning ilepaily o he Undled Sutes, The INS 15 sl
installing » compuier-coordirated web of motion
sensors mxl Carneras Lo mondor steesches of 1he
Mexiga-1L5, bonder, Working together, ENS and thn
Cusions Servicn wre remotely staffing Loy bopder
eresssings along the Canmdim-Anmorican border wil
robsi i cameras sid remotely opermsed road blocking
mechacdsms, The US, Custams Service s now using
hoth robile and fixed see x-riy mschies to check
srucks and otlier brge vebicles for contriband congained
w hidddon comprtnents,

To facilitate the smoch How of kpal velicle (mific
at pewis of ewry, the Administzation hus alss begint 1o
ose 3 sy sievn that identifies fegul vehicles edectionicalty,
il stbows [NS agenls 1 verify visnally recupanis”
idesitios by comgariag the current sroopeats agatnst
digitat mmages of thuge who are supposed to he
traveting in the veligle, At small norden konder
crossings, lovsl residenis Cn pow use sutomated poiss
whwery staff wre nos on duty. These sstomaced pons e
video imaging te altow enlry o Joeal wesidents who mre
frouuen lowerisk border Crossers in romiole aress, b
preventing exdry of othees in onker 1o safeguurd the
integrity of the nentherss border, These new fonis
ssdsance enforcement wnd seduce feaudulent eutry inlo
the cotmry

ISPROVING SECURITY AT FEBERAL PRISONS,
The Fadern) Buremt of Prisons bng instalied perimeter
detecting sysivins and heantbest detector systems o
facrease prison seeuriiy, and has begun using
“teferedicine,” which brings widicnl sentment nnd
evalugion f prison inmaes from ofl-site hosphats,
ehinics or offiees by video, Telenndicine Jowers cosis
and fessens the chance of prisoner escape whoen mmates
are wansporicd from prisoas 1o fucilities for geatment.
Video teteconferencing is bamg used by federsl couns
0 comdoct hearings white e prisoner remaing iy
ensteely, This snisimizes thie risks of prisoner
aovement, profecks low enfurcemient porsanne] lind van
expedile the beanog process. Fesderdd authorities ure

4

alse usiag sophisticated electronio monitoting to
aupervise e activities zmd whereabouts of grearml
detrinees amd parolees,

Harrinu COUNTERFEFIING, The Bepartrien of
the Treasury is developing vew anli-caunterfening
rwehtiolopios, including the issue of redesigaed, harder
ter capy eurreney, such us the new $100, 250, amd 520
B, New Bt and 35 bills wild be printod in the next
fuw years,

PROTECTING AGAINST TERRORISM, The
Adininistrstion has made the safety ol govemnment
Facilisies and other high securlly sitex w priogty, Among
uthes sieps taken, the Secrer Seevice los instalied new
seisors capuble of desating biochensicdd a5 well an
traditional thresty to high-secunty sites. The
Admimistration is funding research to develop o type of
gersonal alinm © be worn by lew enfercement officers
that monitors @t slens the offizer 1o e presence of
hazardous ages and the seed feuse special protective
gear.

The FBE s also developing a system 1o exchange
seeeorist-related fogensic dma rough seoige
whecmmunications Haks thae will bltow Torensic
sewainds from participating counries seoand the worlid
i ermter and rowiove dat from thees separate FRI
forensic datebuses, This will muke @ eusier for
investigators o aoatyze dite snd kdeotifly suspeots i
interimionat weronsn incidewsts. Hisiorically, this
exchange of infarmation had (o he coaducted by sl or
by diptorraie pooich, The abitiny of this sysen
store, retrieve and transmit forensic duts rapidly,
acesratety and securely significuntly witl enhance
intermational fuw enfurcement copabilities in response
oy intermational errorist incidems,

SLOWING $1E Drue Traps, T Tustice
Departmoent's ray Enforcemen Acinsmistration {DEAY
iz using fechnoiogy 10 targes the sourcs of illegal drugs
fowing into the United States, and 1o monitor the dmg
distribution nepworks within the states. In coaperation
willi foreign countries theoughout the workd, the DEA
has vreared o database contaitting inlonyiation regading
yrawisg mathods ond seil components used i the


http:clls\;.dy
http:2t\l."-.cr

cultivation of drugs throughouwt the world, With this
inforaation, DEA sgents can chemically aoabyze seized
drugs and natch those results with (he database samples
to idenafy where a particulae shipment of drewgs
originsited, The Departiment of Justice is 1150 now able
wraek the movaments of suspected drug dealers across
stige Higes, which enubles investigaiors 1o undersiand
hetter the coment listribition neiworks of the drug
wade, Having this dain allows fvw enforcement agents
2t all bevels 1o lorget their esowges most effectively to
stop the mfluy of drugs e the United Simes.

IL Fighting Cybererime

Coanputers and thy growth of the Intamet Bave
geocrated justilable exchone over the gast fow yeas
The introduction of thesy new technologios has brought
a new Lype of erime - cybescrime. Oyberorime
puneralty Bas uiken one of tues fotms,

Firsi. camputer oriminals tugel computers for their
offenses. With compater soliware thas can renk
passwordy, compnier criminals haveedded dan filegio
steuh mventivss and silier seusitive infirmiion, stolen
money by iflegafly transferving it out of bank
custoners” aecons, andd mideashed doageross sxl
devasiating computer virsses thad ¢ dos svieyvthing
froan distorting dati e obliterating i, costing American
businesses millions of doblars in delays and toss
husiness opporiunities and disrapting Jocal, stare and
even fedecal government agencies, Recent studies
coufir thit this type of cybercrime is on the rise, with
3 percent of computer security professionals reporting
that their compater systems were penctrated by
autsiders
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The Administration has madt B 3 peicelly to stop
the profifesation of this type of eyberorime, The
President signed hoth the Nations} Information
Infrusmructure Protection Ace of [, which protects
the confidentisliy, integrity, aod availahility of dun andd
computer syatems and the Economic Espinnuge Act of
1996, which exiends the reach of the erimina! law 1o the
electronic theft of teade secrei, In addition, on
February 27, 1998, the Anorey General snactsced ihe
formation of the National Infristructure Protection
Center st FBF Headguarters in Washinglon, D.C. ‘The
Center is a foind governimend and private sector
partngsship, including representatives from the relevant
agencies of fedevid, state amld local governments and the
privale sector, creaied t address the dinuting challgnge
of protecting the eritical infrastruciures v which our
pation depeids,

A second type of cyberoring that hux emerged i3
tho use of conyputers as touls to Cormmit suditiony
crimes by engaging in activities that me heavily
regulated or fiatly profubited both on ond off e
ttornat, such as gunbling, srostigion, the distdbation
of child sormopruphy sud S sule of prosoniption drogs,
guns, aad sechol, The Administration s t&:&{x;mic;i
swifily to this iype of cyberorune sy well, Alame
percentage of the coses now haandied by the Bepartiment
of Justive's Child Exploitation and Olnoenity section
are now Internet-retited cases. The Depaviment is also
eagaged by an lternet frnd indthatee wnd imeiectond
progenty initiative, both of which foous on the use of
the Intemet o engege in fraditiona erimes, These
infligtives will help o ensuee it she Dopartment has
investigators and pwosecitons who have the technical
knawledge 1o address these offenses nd who will
tnereuse the number of cases ultimately prosecutesl,
Law enforcement officials are afso addressing the
chollenges posed by the recent profiferntion of wehsites
detailing hiow 1o commis » whole range of crimes -
from how 0 make o bomb or hack wito a computer to
haw 10 hire 2 hit man and getaway with murdes. The
Department's efforis focus on coses involving the
aidig wd abetling oo sobicitation of crimiual aciivily,
st gre carpfully tikored se ax oot g ohill Fiest
Amendment nglas,
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Acthire role of compulers, often linked 10
cybercrinne, mvolves compaters which wre wsed 1o siore
ceataband or evidence of critme. Nareotics dealers, for
eanmple, Ny use persomal £ompuiers 1o store records
pertainiog 8 drog tenfficking instead of relying on old-
Fashicued fedgers, The Administration has coflbernied
with stare, foeal, wnd tribed jaw enforcement agsaciey 10
develop procedures for collocting s type of computer
hased eviderse, Law enforvemest personnel need 1o
kanw whig hardware wmwd software 1 seize, how 1o
groserve e informativn contained 3a computers, how
g mevess hat informastion for investigative parposes,
and Bow o make serg diss computgr evidence can be
sexed againal SUSpocts at ik Special rechudgues are
needed w recover thie damaged or defmed {Hes that
ofen provide entical evidence in glectronie
nvustigations.

The Adugaiststion has supported and enhanged the
effors of law enfascement 10 fighs ovhererime, The
Anariey General has made law eaforcement
cagabiilties 10 entify, investigite and stop cybererime
# priveity ond has filly supponted the woek of the
Jaste Drepariment’s dedicated] compuior vrigme unig -
the FRY's Higletech squads and the Computer Crune
and Inteliectunt Property Section (CCIPES within the
Criminal Division. These specialized uniis work
actively witk ther oational and sseonationsl
gowernment sgencies and with the private sector to
sl o unified, giohl response to the threats of
eybeeorime. Also, lnearly 1995, the Depanment of
Justice mithated the Compuder / Telecommninntions
Coordinmor prograny. sader wiach each of die %3
United Siai2s Adomey's Offices hag dovignned of feast
one Assistam Unitied Stnes Agormey (o serve a8 an e
house high-echiotogy expert. LS provides special
fraining (o these proseeutons on repidiy advancing
tecimologhead and lagal issues, Widh these and other
etforts, the Admimsization his sggrassienly rosporcded
to eyhererime.

Cybercrbme poses ankpe challenges 1o haw
enforcement, 10 oyberspace, riminals can mask their
ldentizios sad remain anonymous, Moreoves,
encryption « pmpomry cosvession of information into
ungeadnbic e - allows erimingls 10 evade

intrception of their commumizations and hide stord
e fa effective ways., Law eaforcement must continue
10 develop iy invostigative activities and capabilities
with proper segard for the privacy rights assochatod with
sniine terivities,

I, Privacy

Advances in technology offer great promise lor
impioviag our abifity o protect Americans from erime,
bt ey oan prosent new challenges to our personal
privacy. My valuable crime fighting waotisologtes, i
smetl impreperty, coutd interfere with the privacy of
[aweahiding citizens, New wehnology incrcuses e
sppocnnity for sslawiul access w confidential pursonul
fformation using & compiter and the Inteet 10 do
everything from stmple spooping (e aurighy “Wentily
theft™ ~ the et of stealing personal informuion from i
compufer ditubase wnd using that informstion e make
prrclises or seoess sensitive informaiion. In addition
16 thee indtintives against cybererisae deseribed ensbier in
this repot, the Adirinistraton Bas taken stops o e
st the pubtic does aot pay for the nse of technology
wizh the lss of idividoad privacy.

Iy 1998, President Clinton issued an Execobive
Meawmnandom on Privacy, Attormey Geserst Reno
inphkeacnled the Presidenm’s divective by forming
Peivacy Coumnell within the Depanment of Justice. This
Crounctl, mamde up of reprexentatives from thie selovant
components of the Depantmend, including the P8 the
A el the Office of Information and Privacy,
eviduites proposad legislaion for s anpact on persesd
privacy, examnines the wpuot of sew iw enlorcement
wehnologies on individunl privacy, ientifles new insnes
of and reconmseisistings for privacy policy soed ensupes
Haua the Departreent complios with the federal Privacy
Art, The Depanneemt has also vigorousty prosecuted
eases whare luw enforcement oversteppod it bouads
and vichsted the Electresic Comuunications Privacy
Act, which is designed o progect the privacy of
tehephone conversations and clestrosc
COMAUBICH S,

The Atteyney General's Privacy Cousedl hag also
reviewed te Adniiaisteations efforts ¢ ensurse thit as
we develop DNA a3 5 forensic tool, we also take carg
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e DMNA databases are maistained in a myunpey that
sufeguards law.akbitiag citizens frors wmirusions of
privacy. Some of the safeguards are dug:

+  DBNA i eallecied smdy From known offeaders
sigd unknown suspects and a0t the generat
peblic

«  The ponions of BNA uxed @ klentify persons
reveal notbing about # person’s physical
charscteristics, bolurviorn, gemetic discasey, or
grher private nformation: and

«  Acvcess to these dutabases is Hmited 1o law
enforcestignt agents with Use proper credenhals,

Tie Admintstrution ofse has tisken (he lead i
protesting online privagy. Last your, Presidenst Clinton
sigiesd @ il thae miakes “identity theft™ u erime, With
stiffer penalties For federst coimas Iavolvhg both fraud
and o signifioant mvasion of individual privaoy, the
Jusnee Depoartnent cun now eraek down on businesses

or individualy who engoge is fraudufent schemes or
steal people’s wentitics, Presidens Clindon las also
comensxd an interageney working group & educite the
public about the dingers of online chime, and 10
develap policies o pratect onling privicy, In syne with
these offonts, the Deparimem of Justice has muxe
prosecition of crimes involviag ondine invasions of
privacy a priovity,

Conclusion

The Clinton Administration has saken signitican
sieps to hamess new wechnelogies for law enforcement
and to guard against the spread of Crime in cyberspace.
Marny challenges still lie ahiead. With the faundution
estahiished by the Administruiion's work wd priorities
in the PR, Tocal, stute and iribal govenwnonts and the
federal povemment will enter e new milkepniym with
a strong progeam to develsp and deploy orime Highting
tecligstogios scross the country and arowr! e wishd,
These tools will help make Americo safer in $he 21t
Century,
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ATTORNEY GENERAL RENO: Thank you so much, Christine. Andto all, I just
salute you. I've had a chance now to visit so many different states 1o watch you in aclion,
Democrats and Republicans, in a bipartisan way, do 50 much to serve people, not only of your
own state, but of this nation. And onc of the great potats of honor for me has been the
apportunity in these Jast seven years to serve with you. You are great public servants, and very
special people, tog,

Dean Sullivan, | thank you for your hospitalily at this great Jaw school. And, Christine,
thank vou for giving me this opportunity to speak at whot [ think is one of the most crucial
conferences thut I've heard about in a longtime.

[ come to you today to ask you o join with me to create a sirong, permunent network of
federal, state and local computer crime experts to do the following:

To share expertise and information technology, to assist each other 24 hours & day,
- seven days a week, around the clock, to prevent cybercrime wherever possible, and to bring those
responsible for such crime, when it does occur, (0 justice:

To work with industry, the academic world and privacy groups 1o build trust end (o
protect our privacy and the Constitutional rights of all Americans,

And finalty, to ensure that the Internet is a force that brings thig world together and builds
understanding actoss peoples and places and time.

[ would invite you 1o meet with me in Washingion at your earliest convenience to see
how
we can work with others — with police, with prosecutors, with experts — to {orge such 4 network.
For we are facing a moment in history where the decisions we make to confront the challenges
of high techoology and law enforcement are absolutefy critical. These decisions will decisively
shape our abilities to cope with crime for a}) time. The Internet and the revolution in information
technology have transformed the world.

The monumental advances in computer software technology over the last ten years,
combined with the explosive growth of the Internet, have changed the world forever. With
breathtaking speed the [nternet has nearly doubled in size every year since 1990, By 2003, the
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number of Internet users worldwide 13 projecied 1o be five hundred and two million people.

The Met has brought us splendid tools of wonder, Tools to improve the lives of people all
over the workd, Tools with which 10 learn and to teach. Tools with which © communicate with
ioved ones, with. business associates. And as a great means and a great way for government 10
ket its people know what it is doing.

A great example of the power of the Internet is the website for the families of the victing
of Pan Am Flight 103, For these families are spread around the globe, But through a websie
they were able to access the latest developments in the case, reach out to the Office of Victims of
Crime to answer their every question, to help them understand the Scottish legal system, and to
conmusicate in private chat rooms with each other, 1o offer each other unparalleled support and
understanding, Despite the great geographical divides that separate these families, the Internet
has been a wonderful ool to bring them together and to offer them support at a time when they
ight otherwise be along and afraid

The Internet has provided us with tools to help sustaln a vitul economy, 10 generate
business, promote commerce. And the volume of e-commerce is expected so grow from over
5100 billion dollars in 1999 o one trillion dollars in the year 2003.

The Net made Christmas shopping a lot eassier for an awful Jot of Americans this past
vear. it's promoted telecommuting and an opportunity for people 1o be with their families at
greater medsure. And it brings the world together, and it creates new bonds of understanding. It
is a splendid ool of wonder,

But there is a dark side, a dark side of hacking, crashing networks, spreading viruses,
which cause enormous loss.  In a recent survey of Fortune 500 companies by the FBI and the
Computer Security Iastitute found financial losses from computer crime exceeding $360 million
from 97 10 V9. Of those responding to the survey, 62 percent reported  compuler securily
breaches within the last year.

And then there is terrorism.  Our nation® infrastructures, including the banking system,
the stock market, the electricty and water supply, telecommunications network, and eritical
government services such as emergency and nationsl defense serviees, all rely on computer
networks,

A real world terrorist, mn order 1o blow up a dam, would need tons of explosives, a
delivery sysiem, and a surreptittous means with the aid of armed security guneds. Cyber terrorisis
could achieve the same devastating result by hacking into to the control network and opening the
fluod
gates. There is a dark side. A dark side in terms of wraditional crime, of threats, child
pornography, froud, gambling, stalking, and eXtortion.

They are all crimes thal, when perpetrated vig the Internet, can reach a larger und more
accessible pool of viclims, and can transform local scams into crimes that encircle the globe. By



connecting a worldwide network of users, the Intermet has made it easier for wrongdoers to find
each other, o congregate, to sotalize, and o create an online community of support and social
reinforcement for their antisocial behaviors,

And then there 1 hate and racism, bomb recipes, and insidious communications that fear
up
the privacy that we hold deur. Made all the more potent by the cuse with which they can be
accessed, and the concentrated forms that make this information more powerful and more
devastating.

How do we ensure the wonderful promise of the Internet? How do we prevail against
crime
and terrorism on the Internet? How do we protect our privacy and ensure the Constitutions!
rights we cherish?

None of us can do this by going it alone. In the world of cybercrime, borders mean
nothing. Interconnectivity of the information infrastructure means law enforcement, industry and
the private sector must work together a8 never before. As never before in addressing a ¢ritne that
can have such an impact on all of us. If we come together, if we come together as law
enforcement, along with industry and the private sector and privacy groups, we can ensure the
promise of the cyber revolution, If we donl, we give the cyber criminals and terrorists an
advantage. There is no choice. '

Let us all join together to form a strong, permanent network of cxperts dedicated to
preventing computer ¢rime and prosecuting those responsible, Washington likes 1o have letiers,
with the NIFC or the this or that or the ather. Why dont we get rid of letters and just call it the
Law Net.

Iwould hike 1o talk about ten sieps we must take, | think, o build a law net that can
address the problems thut we are concerned with. First, as | have indicated, we need to have a
24-hour, seven-dav-a-week around the clock network of computer experts who assist each other
in tracing and preventing und prosecuting cyber criminals effectively and efficiently. Why do we
need this?

With the Internet, the crimnal act appears on a computer in a specific location. But the
criminal who put that criminal act on the computer could be next door, could be in the next state,
could be halfway around the world. We must ¢reate and develop the ability to find tha crinsinal
and get to whers he 18 in real tme,

It doesn’t take 4 master hacker to disappear on a network. For example, a backer can
leave his communications through a series of anonymous remailers, which advenise the fact that
they keep no records. Or he can create a few forged e-mail headers with easy-to-use tools’
aviilable on hacker websites. Or he can use u {ree trial account or two. Even a novice can
effectively hide the trail of his communications and do it quickly,

This 1s an enormous challenge for law enforcement. For example, if a cyber stalker in



Palo Alte wants to send a threatening e-mail o someone in San Jose, he could easily route the
message through hack accounts in New York, Argonting, and Japan before reaching his victim in
San Jose.

Investigators i Californin tracing the message would have to contact sérvice provides
and
government authorities in Manhattan, Buenos Abres, Kyoto just 1o track the cyber stalker back to
Pale Allo. Tracing such a communication requires not only cooperation by government and
indusiry
officials in multiple jurisdictions, it also requires synchronized action and speed,

To combat these new challenges, we must create a system of interdependence, mutual
reliabtlity, information sharing, and most of gl integrated, effective connections. We must
create an around-the-clock cybercrime network where each participating federsl, state and local
law enforcement agency designates an expert official to provide immediate assistance with
¢ybererime investigations to all other agencies in the network.

Cuestions of jurisdiction will arise: who handles what. I firmly believe in the principles
of
federalism. And in the principles of the federalism applied here, as in so many other instances, it
will be state and local officisls who will be pursuing the great bulk of this orime, according o
principles of federalism. And we want to work out with you an appropriate understonding of
who does what, where, all in the best interests of the people we serve.

The second step of this network involves a challenge for the Law Net, and it involves the
development of an interactive secure way for state, local and federal authoritics to share the jatest
techniques, the lawest investigative information and 1ntelligence on a secure online clearing
house,

For example, if a group of victims complain 10 a state agency abowt a website m another
jurisdiction, the clearing house website could help tocuie sdditional victims and notify authorities
in the state where the website was posted,

This would foster cooperation and reduce the duplication of effort. Some existing law
enforcement data bases could be used us building blocks for such a clearing house. We have
already developed o nationally coordinuted data base in the area of Internet crimes against
children. And an Inmternet fraud complaint center is currently being development by the
¢cooperative efforts of the FBI and National White Collar Crme Center. The complaint center
will go gather information about fraud schemes on the Net and forward wrilten investigative
reports concerning these schernes to the appropriate state and federal law enforcement agencies,

Let’s explore that and make sure that we expand it in every way that s appropnate, And
fet us share research and development opportunities, both for our immediate needs and for the
future. The technology in this area is changing right before our eves. Unless we are there with
the best scigntists, the academic world, with industry, preparing for the future, we will find
ourselves behind, no motter what we do.



The third area where T believe we have (o share is in the utilization of expertise and
training. [ think this is probably one of the most precious commodities we have: somebody who
knows the law, knows investigative techniques, and knows cyber issues.

Our population is catching up 10 the scientific development of these last 20 years, and the
private sector salarics, plus the fuct that the entire popuistion has not become computer Jiterate,
makes it, as you all well know, very difficult (o find and atiract people into public service in this
area.

That means we must share, must share our recruiting efforts and our training efforts. We
must identify and inventory who is an expert in u  particular subject matter and make that
tnventory
available so that we dont have 10 hire 5 experts, but we can hire one for a particular subject (o
share that with our colieagues around the country.

Ethink it is imperative, too, that we train manggers in how we build this network and how
we interrelate together. Lawyers generally are not very good managers.  And that makes us
sometimes responsible Tor starting something and not planning it out very well. If we plag this
network carefully and prudently, it can last for a long time 0 ¢ome.

I envision the network of contacts that extend from local detectives to the FBI, 1o the
police Torces abroad, from county prosccutors and DA'S to state AGT, federal computer
ielecommunications coordinators, or CTC%, 1o the department’s computer crime section and
prosecutors in other countries.

We should have a clearing house that  provides quick ucgess w these experts. The
computer crime and intellectual property section of the Department of Justice has begun to work
on this model. They bave a national fraining network of compuler erime experts that developed
by training
assistant United States nttomeys from each of the 94 districts across the country.

We call these experts CTCs. They are the resident expert in their district {or computer
crime cases. On complicated hacker cases, the secretary often will work with this nation-wide
network to quickly bring criminals to justice. We want (0 join forces with the state AG’s, And |
understand that you have started to lay the groundwork for this effort, and we want to work with
you in every way possible.

I know that some of you are well ahead of the curve in addressing this problem with
high-tech came units and among other states; Massachusetts, Michigan, New Jersey, Now York,
Nevada and Pennsylvamia. And Um told that we can leam a lot from those states. However we
proceed, T want to work with you in every way possible to share the expertise.

The next issue is, we've got o learn how o share our equipment and technology, It
makes no sense, if we have a gadget that costs a million dollars, for every state to have 1o buy the
same gadget if we only need it about 25 percent of the tme. Let’s figure cut, in & ime where
these picces of equipraent are so costly and where they become obsolete right befare our eyes,



how we can use our dollars as wisely as possible in regionalizing the use of the gadget, the use
of the piece of equipment, or making it available nationwide through electronic means so that we
use our moneys as wisely as possible. This wifl reguire that we develop & plan and a design for
how w¢ work together in this ootwork.

Fifth, we must plan for and create regional computer lubs that permit us 0 share the best
expertise and equipment in searching computers. This involves not just cybercrime; it involves
drug records, financia! data, e-mail by co-conspirators.  All this evidence is getling stored on
luptops and palm pilots rather than filing cabincts. Semetimes the vecords o be seized won't be
at the search site af all but at a remote server in a commercial network.

Here in California, the shortage of compunter forensic experts in Scuthern California lead
to the creation of the first regional computer forensic lab, which invelves the participation of
federal, state and local computer forensic examiners. This lab was created through a joint
initiative with federal, state and local officials, and {1 is staffed by 10 computer forensic
examiners. [ belicve that this lab is a model that could be replicated in other jurisdictions.

Bul, agatn, we must plan. Where should it go? Let’s not compete. Let us work together
10 ‘
make sure we serve this nation as a whole. And let us in the process come together and agree on
forensic standards which wil be the standards applicable throughout the couniry, wherever
possible, for the admission of evidence seized from computers.

Seventh, 1 think it is important that we explore potential legal solutions, We should
explore new and more robust procedural tools to allow state authorities to more eastly gather
information located outside their jurisdictional boundaries.

I suggest o you that it is time to open a diglogue on whether 4 new inferstate compact
should be crafted which respects each state’s uutonomy, but that commits each signatory state 1o
honoring and enforcing out-of-state subpoenas, search warrants and traffic trace orders.

If cybercrime finds borders meaningless, we're going (o have to be prepared 1o maintain
the autonomy of our states, while ut the same time developing processes that permit enforcement
against those that would ignore boundarzes, For example, if Ohio prosecutors need {0 issue an
investigative subpocna for records of a fraudulent website located in Georgia, there is currently
no formal procedural mechanism 10 ensure the enforcement of that out-of-stale subpoena.

We need to develop an enforceable legal process. We should also consider possible
fegislative solutions. One example would be o state law requiring service providers 1o aceept
service of process and comply with gut-of-state subpoenas, court orders and search warrants. |
understand that California has adopted legislation 1n this aren, and I encourage you 1o consider
whether it would be helpful in your stare.

And finally, we would appreciate your thoughis as o whether there is any federal mle
consistent with principles of federalism and state sovereignty. Would It assist you, for example,



if a federal statute allowed states o apply to federa courts for orders with national applicaion,

These are the 1ssues that | think we need to discuss as part of a network in developing
answers (o enable us 1o address cyberenime in the most effective manner possible. | have been
speaking of a cooperative network based in this country.  But we must locok beyond
International borders dont mean anything either. And that is the reason we have reached out to
the other ministers of justice, w police authorities in the big industrial nations, the eight big
industnial nations of the world, w form a cyber partnership. We have a 24-hour, seven-day-u-
week response time in most of these nations now, and it 1s working. But we have got 1o do
something to move our efforts ahead.

The Office of Intemnational Affairs in the Depurtment of Justice has tricd to be available
1o work with vou, but the whole concept of the globalization of crime because of the Internet 18
making their work more and more enitical, and they dare becoming spread thin,

We muost develop means of supporting  them so that we can support vou with one
common goal, The ¢yber criminal should get the clear message that there is no safe place to
hide in this world, and you cant hide just because you are halfway around the world from where
the erime was
felt here in the Usited States. We must improve the exuradition processes thot permit the
extradition of nationals — and T look forward 1o working with you in that area - and we must
make sure that people understand there is going w0 be a consequence for a hacking, a
consequence for a cyber stalking, a consequence for a terrorist threat.

And same people will say that, how are we going to afford to bring them all the way
around the world for trial? We're going ¢ have to look for new and innovative means of
enforcing the law,

And one of the things 1 think we should explore is the development of video conferencing
in which: a number of states, 1 believe, have participated. | know of at least one that permits
testimony in ancther country 1o be had in the courtroom here through video confersncing.

Right now we must act. People must know that they can not make idle threats across the
Internet that terrify students at Columbine High.  They must know that there will be
consequences for their act. And I believe this petwork cun do much to advance that, The next
issue -- and Christine said she liked this topic g lot - 15 dollars. Fighting crime on the Internet is
and will continue {0 be an expensive endeavor,

As a former state prosecutor, 1 am well aware of the great sirains on the budgets of state
and local law enforcement. Sharing our expettise and cooperation in research and development
will help to avoid unnecessary expensive duplication. But the cost of developing and updating
technical investigative and prosecutorial expertise and technology will require more than simply
shanng the
burden.

We must work with our county counsels, state legislatures and Congress to help them
understand the importance of this effort, and o help them creute a reasonable plan for the nation
to provide resources in the most reasoned way possible o fight this effort.



We are working through our office of justice programs to do everything we can, along
with
the FBI, t0 be a good partner in dollars as well, but we have a long way 1o go. An issue of great
wmportance to me is our ninth step that | think we must consider, and that is the issue of privacy.
Privacy advocates don trust us very much. Industry sometimes doesn trust us very much. And
we are going 10 have to do semething about it

We're going to have to do some outreach, begin some meetings, and let people know that
were all concermed about privacy issues. And nobody likes to pick up the New York Times and
see
extortion on the front page of the New York Times, Neither the privacy advocate nor the jaw
enforcement person. And we all want one principal geal, and thatis that it not happen in the first
place, And if we cant avoid that, we want (0 make sure thal that person is held accountable.

We have to make industry and privacy experts understand that no one wants to allow the
invasion of people’s privacy. We lave to work with them to make sure that the Constitution is
upheld; that it s, indecd, a living document; that it is capable of being applied o technology thit
Alexander Haotilton and James Madison never ever dreamed of,

And finally, I think we can play an imporiant role with our colleagues in education in
helping educate our populace, and panticularly our children, about the ethical responsibilities of
using this powerful tool,

i was first brought to mind when I met with representatives of the telecommunications
industries. One leader said, "You know, you've made me think. My [3-year-old daughier knows
that she should not steal, that she should not read other people’s mail, that she shouldat go into
their
bedroom when they're not there and poke around, but 1 dont think she knows whal she should
and
shouldnt do on the Internet.™ As pant of this network, ! think we could be a powerful force in
shaping ethical considerations and weaching ethical responsibilities on the net,

As T said at the outset, you all are some of the great public servants that I have worked
with. | admire your dedication, your absolute commitment and persistence. I firmly belief that
the issues you all discuss at this conference will shape the future of law enforcement indefinitely.

As you confromt this challenge, I want you to know that the Justice Department wants to
work with vou in every way we possibly can a8 an equal, respectful parter.

F know you have other jdeas thal come from your firsthand experience with these issues,
and 1 would love to hear them. I'd tike o invite you to come to Washingion as soon as possible
to begin work if you are willing to formally establish this (inaudible due to loud cough from
audience}.



Our response or our failure to respond, either in this fashion or some other, to these
. challenges today wil! determine our ability to fight crime for many tomorrows (o come. We ¢
only do this together. We have shown what we cun together. Let’s got started now,
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EXECUTIVE SUMMARY

The Internet is rapidly transforming the way we communicate, edugate, and buy and sell
. goods and services. As the Internet’s potential to provide unparalieled benefits to society
continues to expand, however, there has been an increasing recogrition that the Internet can
alse serve as a powerful new medium for those who wish to commit unlawful scts has also
grown.

Unfawful conduct involving the use of the Interet
is just a8 intolerable as any other type of illegal
activity, Ensuring the safety and secunty of those
who use the Inmemet is thus a ¢ritical element of the
Administration’s overall policy regarding the Intemet ; i ;‘0 mag;z; ;

éﬁi}:d the, z‘:acf’w*aur
and electronic commerce, a policy that seeks to
promsie private sector leadership, tecbnaiag)’mcutmi :
taws and regulation, and an appreciatton of the
Internel s an important medium for commerce and
communication both domestically and internationaily,
Indeed, the continued growth and maturation of this
new medium depends on our taking a balanced
approach that ensures that the Internet does not
hecome a haven for unlawful activity.

z:wt ¥ ,:r[ g5

. For these reasons, the President and Vice President established an interagency Working
Group an Unlawful Conduct on the Internet, chaired by the Attorney General, to provide an

initial analysis of legal and policy issues surrounding the use of the Internet to commit
unlawlul acts. Specifically, the Working Group considered (1) the exient to which existing
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federal laws are sufficient to addresy uniawfal conduct involving the use of the Intemer; {2)
the extent to which new tools, capabitities, or legal authoritics may be needed for effective
investigation and prosecution of such conduct; and {33 the potentiad for using edugation and
empowerment (ools (o minimize the risks from such conduct,

Consisient with the Administration’s overall policy, the Working Group recommends &
3-part approach for addressing unlawful conduct ou the Internet:

e First, any reguiation of unfawful conduct involving the use of the Internet
should be analyzed through a policy framewark that ensures that online conduct is
freated in & manner consistent with the way offline conduct is veated, Ina
technology-neutral manner, and in a manner that takes account of mber important
socieial interests, such as privacy and proiection of civil liberties;

* Second, law enforcement needs and challenges posed by the Internet should be
recogmized as significant, particularly in the areas of resources, training, and the
need for new investigative tools and capabilities, coordination with and among
federal, state, snd local law enforcement agencies, and coordination with and
among our international counterpants: and

* Third, there should be continued support for private seetor leadership and the
development of methods ~ such as "cyberethics” curricula, appropriate
technologicul tools, and medin and other outreach ¢fforts ~ that educate and
empuwer Iniernet users to prevent and minimize the risks of unlawful activity.

Prior technological advances — the automobile, the telegraph, and the telephone, for
example ~ have brought dramatic improvements for society, but have also created new
opportunities for wrongdoing, The same 1s true of the Internet, which provides unparalleled
apportunities for sociaily beaeficial endeavors — such as education, research, commerce,
entertainment, and discourse on public affairs - in ways that we may not now even be able 1o
imagine. By the same token, however, individuals who wish to use s computer 85 a tool to
facilttate unlawlial actvity nmay find that the Internet provides 4 vast, incxpensive, and
potentially anonymous way (o comat unlawful acts, such as fraud, the sale or distribution of
¢hild pornography, the sale of guns or drugs or other regulated substances without regulatory
profections, and the unlawful distribution of computer software or other creative material
protected by intellectual proparty rights.

In its analysis of existing federnl {aws in these and other areas, the Working Group finds
that existing substantive federal laws generally do not distinguish between unlawful conduct
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commitied through the use of the Intemet and the same conduct commitied through the use of
other, more traditional meang of communication. For example, laws governing fraud - such
as credis card {raud, identity thelt, securities fraud, gambling, and unfair and deceptive trade
acts or practices — apply with equal force to both online as well as offline conduct. To the
exlent these existing laws adequately ddress unlawful conduct in the offline world, they
should, for the most part, adequately cover unlawiul canduct on the Imternet, There may be o
few instances, however, where relevant federal laws need to be amended to better reflect the
realities of new technologies, such as the Internet.

Despite the general adeguacy of laws that define the substance of erimiaal and other
offenses, the Working Group finds that the Internet presents new and significant investigatory
challenges for law enforcement at all levels. These challenges include: the need for real-time
racing of Infernet communications acrass raditional jurisdictional boundaries, both
domestically and internationally; the need to track down sophisticuted users who commit
unlawful sets on the Intemnet while hidiog their identities; the need for hand-in-gilove
coordination anong various law enforcement agencies; and the necd for truined and
well-equipped personnel ~ at federal, state, local, and global levels - to gather evidence,
investigate, and prosecute these cuses. [n some ingtances, federal procedural and evidentiary
lases may need ¢ be amended (o beiter enable Jaw enforcement 1o meet these challenges.

These needs and challenges are neither trivial nor theoretical, Law enforcement agencies
today, for example, are faced with the need 1o evaluate and (o determine the source, typically
on very short notice, of gnonymous e-mails that contain bomb threats against a given building
or threats 1o cause serious bodily imjury. Other scenarios raise similaely significant concems:
If o hacker uses the Internet to weave communications through compulers in six different
countries to break into an online business’ records of customer credit card information,
consurmer confidence in the security of e-commerce and the Internet may be damaged if law
enforcerment agencies are unable to cooperate and coordinate rapidly with their counterparts in
the other countries to find the perpetrator.

Finally, an essential component of the Working Group’s strategy is continued support for
private sector leadership and the development of methods ~ such as "cyberethics” curriculs,
appropriate technological tools, and media and other outrgach efforts — that educute and
empower Inicrnet users so as (o minimize the risks of unlawful activity. This Administration
has already initisted numerous efforts to educate consumers, parents, feachers, and chnldren
about ways 1o ensure safe and enjoyable Internet experiences, and those effons should
continue. The private sector has also undertaken substantial self-regulatory efforts — such as
valuntary codes of condugt and appropriate cooperation with faw enforcement — that show
responsibie leadership in preventing and minimizing the risks of unlawful conduct on the
Internet. Those efforts must also continue (o grow. Working together, we can epsure that the
Internet and its benefits will continge to grow and flourish in the years and decades to come.
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On April 7, 199G visitors to an snfine financiul news message board operated

by Yahoo!, Inc. got a scoop on Puirliain, a telecommunications compeiny based

. in Tustin, California. An e-mail posted on the message board under the subject
line "Buyout News" said thar FairGain was being taken over by an Isracli
company. The e-mail aiso provided o link 1o what appeared 10 be a website of
Bloomberg News Service, containing a detatled story on the tukeover, As news of
the takeover spread, the company's publicly traded stock shot wp more than 30
percent, and the trading volume grew to nearly seven times s norm. There was
only one problem: the story was false, and the website on which it appeared was
not Bloomberg's site, but a eounterfelt site. When news of the hoax sprecd, the
price of the stock dropped sharply, cansing significant financial losses to meany
investors who purchased the stock at artificially inflated pricey.

Wirhin o week after this hoax appeared, the Fedoral Burcau of Investigation
arrested a Raleigh, North Carolina man for what was believed to be the first
stock manipidation scheme perpeirated &y a fraudulent Internet site. The
perperrator was traced through an Internet Protocol address that he used, and he
was charged with securities fraud for disseminating faise information about ¢
publicly traded stock, The Securities and Exchange Commission alse brought a
parallel cévil enforcement action aguinst him. In August, he wus sentenced to five
years of probarion, five months of home detention, and over $93,000 in restitution
16 the victins of his fraud,

. I INTRODUCTION

The use of new technology to commit traditional crimes, such as securities fraud, is not
new. Advances in technology ~ the advent of the automobile and the telephone, for instance —
have always given wroagdoers new means for engaging in unlawiul conduct, The Intemnet is
no ddifferent: it is simply a new imedium through which traditional ¢crimes can now be
committed, albeit through the use of inexpensive and widely available computer and
telecommunications systems, and with unprecedented speed and on a far-reaching scale. At
the same time, as exemplified by the PatrGain case, the tools and capabilitics associated with
new techrologies can in many instances help law enforcement agencies solve such crimes.

How should society, and government in particular, respond to the advent of these new ways
of commirting traditionul crimes? This report responds 1o a recent Executive Order from the
President and sketches the preliminary contours of a legal and policy answer to that question.
It provides o foundation and offers a framework for further dinlogue among low enforcement
officials and policymakers at afl levels; members of the busingss community, trade
associations, and the non-profit sector; and members of the public on one of the most
irnportunt issues we face in response to this powerful new communications medium and our
new digital economy.

A, Executive Order 13,133
. In August 1999, President Clinton established an interagency Working Group on Unlawiu]

Canduct on the Internet ("Working Group”). Executive Order 13,133 directed the Working
Group, under the leadership of the Attorney General, to address the issue of unlawful conduct
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involving the use of the Internet and 1o prepare & report with recommendations on:

* The extent to which existing federal laws provide a sufficient basis for effective
investigation and prosecution of unlawful conduct that involves the use of the
Internet, such as the illegal sale of guns, explosives, controlled substances, and
prescription drugs, as well as fraud and child pornography;

* The extent to which new techrology tools, capabilities, or legal authorities may
he required for effective investigation and prosecution of unlawful conduct that
involves the use of the Internet; and

* The petential for new or existing tools and capabilities 10 educate and empower
parents, teachers, and others to prevent or 1o minimize the nisks from unlawful
conduct that involves the use of the Internet,

The Exccutive Ovder further dirccted the Working Group to conduct its review in the
context of current Administration policy conceming the Internet. That policy mcludes support
for industry setf-reguintion where passible, support for technology-neutral laws and
regulations, and an apprecintion of the Internet as an important medivm for commeree and free
speech both domestically and internationally ] The full text of the Executive Order appears in
Appendix A to this report.

This report responds to the directive of Executive Order 13,133 and sets {orth a strategy for
responding 10 unlawiul conduct on the Interuel and for ensuring a safe and securc online
environment. As discussed in greater detail below, the Working Group's proposed strategy
consists of a 3-part approach that includes: (a) a framework of policy principles for evaluating
the need for Internet-specific laws 1o prohibit uslawful conduct; (b) recognition of the new
and sigaificant investigatory needs und challenges posed by the Internet; and {¢) support for
private sector leadership and the development of appropriate technological tools and outreach
cfforis to educate and empower Internet users to prevent and minimize the risks of unlawful
acts facilitated by the Internet.

Part i of this report focuses on the [irst component of the strategy, describing the nature of
unlawful activity on the Internet and proposing a framework for analyzing policy and legal
responses to such activity. Part [1 also discusses efforts 1o promote private-secior leadership in
this area and summarizes the Working Group's analysis of the adequacy of eaisting
substantive federal faws, as applied o unlawful conduct on the Internet. Part 1 of the report
then identifies severul areas in which new techrology tools, capabilities, or legal authorities
may be required for effective evidence-gathering, investigation, and prosecution of unlawful
conduet (hat involves the use of the Internet. Part IV of the report focuses on the third
component of the strategy, urging support for expanded educational efforts and technelogical
taals to empower Internet users, Finally, Pant ¥V summuarizes the report’s conclusions and
recommendations for further action.

B. The Working Greup en Unlawful Cenduct on the Internet

Parsuant 1o Executive Order 13,133, the Working Group included the Attormey General,
who served as chair of the Working Group: the Director of the Office of Management and
Budget; the Secretary of the Treasury; the Secretary of Commerce; the Secretary of Education:
the Director of the Federal Bureuu of Investigation; the Dircctor of the Burcau of Alcohol,


http:analys.is

The Electronic Frontier: the Chatlenge o... the Use of the lnterner iMarch 5, 2000} hupiiwws usdol goviriminalovberorimeiuniavdul Bt

Tobaceo and Firearms: the Administrator of the Drug Enforcement Administration; the Chair
af the Federal Trade Commission; and the Commissioner of the Food and Drug

. Admanistration. [n addition, given their imerest and expertise in (he subject matter,
representatives from the Consumer Product Safety Commission, the ULS, Customs Service,
the Department of Defense, the Department of State, the National Aeronautics and Space
Administration, the National Comimission on Libvaries and Information Scicnce, the Postal
Inspection Service, the LLS, Secret Service, and the Secunities and Exchange {Commission also
participated on the Working Group.

In preparing this report, the Working Group benefitted from the views of representatives of
a variety of entities outside the federal government, inclading, for example:

« State and local groups, such as the Nutional Association of Attorneys General;
the National District Atomeys Association; the National Association of Boards
of Pharmacies; and the National League of Cities;

» Industry groups, such as the Internet Alliance, the Computer Systems Policy
Project, the Business Software Alliance, and representatives of Intemet service
providers and other high-technology companies: and

» Non-profit advecacy and civi] liberties groups, such as the National Center for
Missing and Exploited Children, the Center for Bemocrucy und Technology, and
the Electronic Privacy Information Center.

. We look forward 10 continuing cur diafogue with these and other groups on the important
and substantial issues raised in this report.

€, Summary of Strategy

The Internet already is and will continue to be a major force for commmmunication and
economic growth 1o the decades ahead. Consistent with s 1997 Framework jor Global
Economic Commerce, the Administration is continuing to work toward providing o
market-oriented policy environment 1o support the development of this new digital economy.
In developing such an environment, it is essential o address some of the possible negative
side effects associated with this new economy. These goals are not inconsistent: rather, they
are mutuaily reinforcing: continued growth in economic commerce will require a stable,
predictable fegal environment that includes vigorous enforcement of consumer protections:
and focused law enforcement efforts in turn will promote greater consumer confidence und
trust in the Intemnet as o safe and secure medium of communications and commerce.

‘To further these goals, the Working Group recommends a 3-part approach for addressing
unlawful conduct on the Internet:

* First, evaluating the need for Internet-specific regulation of unlawto! conduct
through a framework of general policy principles, including the principle that
online and offline conduct should be treated consistently and in a

. technology-neutrad way,

« Second, recognizing the significant law enforcement needs and chatlenges posed
by the Internet, particularly in the areas of resources, training, and the need for
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new investigatory tools and capabilities, coordination with and among federal,
state, and lpcal law enforcement agencies, and coordination with and among our
. international counterparts; and

* Third, supporting continued private sector leadership and the development of
methods — such as "cyberethics” curricula, appropriate technological tools, and
media and other outreach efforls — that educate and empower Internet users $o as
to prevent and ninimize the risks of unlawful activity.

Euch of these components is an integral part of our overall proposed strategy and is
discussed in greater detatl in the report that follows,
1I. POLICY FRAMEWORK AND LEGAL ANALYSIS

There can be little doubt that the Internet - & global electronic network of computer
networks (including the World Wide Web) that connects people and information 2 - has
revolutionized and will continue 10 revolutionize how we communicate, educate ourselves,
and buy and sell goods and services. The Internet has grown from 65 million users in 1998 1o
over 100 million users in the U.S, in 1999, or half the country's adult population; the number
of Internet users in the U.S, is projected to reach 177 million by the end of 2003; and the
number of Intemet users worldwide is estimated to reach 502 million by 2003, 3
Business-to-business electronic cormmerce tolaled over $100 biltion in 1999 {more than
doubling from 1998) and is expecied to grow o over $1 trilion by 2003, ¢

There cun also be little doubt that the Internet provides immeasurable opportunities for
. far-reaching sociul besefits. Commuonications over the Internet, for example, permits

unpuratleled opportunities for education, reseuarch, commerce, entertatrinent, asd discourse on
public affairs. Electronic mail ("e-muil") has become an entirely new medium for business
and personal commauntications, allowing users a fast and inexpensive way 10 keep tn touch, {o
send text, pictures, or sound files to individuals or 10 groups, and 10 buy and sell goods and
services. News and other information can be made available to anyone with a computer and o
modem virteally instantaneously, and more information {on an absolute scale) can be made
available to more people. due to the open and decentralized nature of the Ioternet {anyone can
put up a website and “publish” information for the world 10 see}. Access 10 reseurch
databases, directories, encyclopedias, and other information sources previously available only
ts those with the time, money, and energy to obtain physical access to print material has
opened up s world of infarmation 10 the average citizen. And by making transactions of all
kinds cheaper, {aster, internctive, and hence more efficient, electmoic commerce
("e-commerce”) 1§ transforming the way businesses operate and the way consumers work,
shop, and play,

The Internet, like most new technologies, is an inherently value-neuiral tool: It ¢an be used
i ways that are socially beneficia! or socially harmful, New technologies can, of course,
create new forms of socially undesirable behavior, More often, they provide sew ways of
committing traditionally undesirable bohavior. For example, the advent of the telephone
allowed innovative lawbreakers not only (o develop new ¢rimes (e.g., long-distance woll
frapd}, but also o commit traditional crimes in a new manner (.8, harassment through the

. ase of the telephone).

The Internet has fared no better than other techinelogies against resourceful and
technologically sophisticated individuals who seek to commit unlawful acts. Last year, for

Sof b . i1/ 1048 AN
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example, tens of thousands of computer users were struck by "Melissa” and
"Explore. Zip. Worm,” ¢-mail viruses that quickly spread around the world, erasing files,
crashing systems, and costing companies millions of dollars in suppest and downtime. More
recently, some of the most popular consumer and commercial wabsites were temporarily
disabled as a result of "distributed denial-of-service” attacks. Other websites have been the
targets of "page-jacking” schenses, in which websites and search engines are munipulaied to
drive unsuspecting users to unwianted (usually "adult”) websites (sce Appendix B for further
discussion of page-jacking)

More generally, individuals who wish to use a computer as & teod 10 facilitate eriminal
activity may find the Internet as appealing, if not more so, as they did the telephone decades
sgo or the telegraph before that. Similur to the wechnologies that have preceded i, the Internst
provides a new ol for wrongdoers 10 commit crimes, such as fraud, the sale or distribuhien of
child pornography, the sule of guns or drugs or other regulated substances without regulatory
protections, or the unlawful distribution of compuier sofiware or other ereative material
protecied by intellectual property rights. In the most extreme circumstances, cyberstalking and
other criminal conduct involving the Internet can lead to physical violence, abductions, and
molestation.  Although the precise extent of unlawiul conduct snvolving the use of computers
is unclaar, § the rapid growth of the Internet and e-commerce has'made such unluwful conduct
a eritical priority for legisiators, policymakers, industry, and law enforcement agencies.

A. Understanding the Nature of Unlawful Conduct Invelving Computers

Although definitions of computer crime may differ, not every erime committed with a
compuier Is a compuler crime. For example, if someone steals 3 telephone access code and
makes a long distance call, the code they have stolen is checked by a computer belore the call
is processed. Even so, such 1 case 18 more appropriaiely treated us "toll fraud,” not computer
critme. Although this example may scem straightforward, many cases cannot be so neatly
categorized. For example, a bank teller who steals a $10 bill from a cash drawer is
embezzling. A bank teller who writes a computer program to steal pennies from many
accounts (at random} and to funnel that money it another bank through the electronic funds
wransfer system may also be embezzling, but both committing and prosecuting this offense
may require a working knowledge of the bank’s computer system. Thus, such u crime may
reasonably be charucterized as a computer offense,

Broadly speaking, computers can play three distinct roles in & ¢riminal case. First, a
computer can be the farget of an offense. This occurs when conduct is designed 1o take
information without suthorization from, or cause damage to, a computer or compuicy
network. The "Melissa” and "Explore.Zip. Worm” viruses, along with "hacks” into the White
House and other websites, are examples of this type of offense. Second, s computer can be
incidentd to an offense, but still significant for law enforcement purposes. For example, drug
raffickers may store transactional data (such as names, dates, and amounts) on computers,
rather than in paper form. Third, computers can be u tool for committing an offense, such as
fraud or the unlawful sale of preseription drugs over the Internet.  Each of these three roles
can be and often are present in o single cominal case. Although this report focuses primarily
on this third category of computer crime, it is important to vnderstand the range of unlawiyl
conduct that involves computers o appreciaie the context of law enforcement needs and
challenges relating to such conduct.

. Computers as Turgsis
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One obvious way in which a computer can be involved in unlawful conduct is when the

. confidentiality, integrity, or availability of a compuier’s information or services is atiacked.
This form of crime turgets a computer system, geserally to acquire information stored on thit
computer system, o control the target system without authorization or payment {theft of
service), or o alter the integrity of data or interfere with the avatlability of the computer or
server. Many of these violations involve gaining unauthorized access to the target system (1.,
"hacking” into it}

Offenses involving theft of information may take a variety of forms, depending on the nature
of the system attacked. Sensitive information stored on law enforcement and military
computers offers a tempting turget (o many parties, including subjects of criminal
mvestigations, fervorist organizations, and foreign intelligence operatives.

Hackers aiso target non-governmental systems 10 obtain proprictary or other valuuble
mformation, For example, a hacker might gain access 10 a hotel reservation system to steal
credit card numbers. Other cases may fall into the broad category of intellectual propeaty
theft. This includes not only the theft of trade secrets, but also much more cammeon offenses
inyolving the unauthorized duplication of copyrighted materiuls, especially seftware
programs, Other cases may invelve a perpetrator who seeks private informnation about another
individual, whether as 2 means to an end {e.g.. to exlort money or to embarrass the victim
through public disclosure}, to obtain o commergial advantage, § or simply to satisfy personal
curiosity, Targets in this calegory include systems containing medical records, telephone
customer records (such as call records or unlisted directory information), or consumer credit

. report information,

Computers ¢an also be the target of an offense in cases where an offender gains unauthorized
access to a system. For instance, an offender may use his computer to break into a telephone
switching system {including a private system, such us a PBX) to steat jong-distance calling
services. {This type of telephone equipment manipulation is often referred to as "phone
phreaking” or simply “phreaking.”} In some cases, hackers have used the resources of
compromised systems (o perform intensive computational tasks such as cracking encrypted
passwords stolen from other siies. The theft-of-service offenses are often associated with the
practice of "weaving,” in which a hacker traverses muitiple systems (und possibly multiple
telecommunications notworks, such as the Internet or cellulyr and landline telephone
networks} to conceal his true identity and location. In this scenario, the sole reason for
breaking into a given computer may be 1o usa it as » stepping-stone for attacks on other
systems.

A more insidious type of damage takes place ia cases where the attacker compromises a
system in furtherance of a larger scheme. The most well-knowsn examples of this type of
attack have involved telephone network computers. In one case, a hacker mantpulaled
telephone switching equipment to guarantee that he would be the winning caller in several
call-in contests held by local radio stations. The fruits of his scheme inclueded two sports cars
and $36,000 in cush. Internct-connected computers are subject 1o similar types of attacks.
Routers — which are computers that direet data packets travehing on the Internet — are
analogous to telephone switches and thus are iempting targets for skilled hackers who are

. interested in disrupting, or even rerouting, communications tratfic on the network,

In the category of auacks koown coliectively as "denial of service,” the objective is to disable
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the target system without necessarily gaining access 10 it. One technically straightforward
method of accomplishing this abjective s "mailbombing.” the practice of sending large

. volumes of e-mail to a single site {or user agcount) 1o clog the mail server or even to cause the
target host to crash. Other methods — ranging from simply tying up incoming phone {ines to
more sophisticated atiacks using low-level data ransmission protocols -~ may also be used to
achieve the same end: rendering the target system unavailable for normal use. These sorts of
denial-of-service attacks recently received much publicity when several major websites,
meluding Yahoo.com, Amazon.com, eBay.com, and Buy.com, were temporarily disabled as »
result of such attacks,

2. Computers as Storaee Devices

A second way i which computers can be used to further unlaw{ul sctivity involves the use of
4 computer or a computer device as i passive storage medinm. As noted sbove, drug dealers
might use computers to store information regarding their sales and customers. Ancther
exampie is a hacker who uses a computer io store stolen password lists, credit card or calling
card numbers, proprietary corporate information, pornographic image files, or “warez” {pirated
commercial software). As discussed in Part I below, computers often can provide valuable
evidence that may help law enforcement respond to unlawful conduct,

Indecd, computers have made 3t possible for law enforcement agencies to gather some
information that may not have been previously even maintained in the physical world, For
example, an unsophisticated offender, even after "deleting” computer files {as opposed 1o
destroying paper records), might leave evidence of unlawful activity thut a wrained computer

- forensic expert could recover. In addition, because an average computer with several
. gigabyles of memory can contain millions of pages of information, a Iaw enforcement agent
might, pursuant 1o lawful authority (such as a warrant), find volumes of information iry one
place. Of course, that informmtion 1s ondy useful if there are trained computer experts on hand
in a imely fashion, Familiar with the relevant computer hardware or sofiware configuration, to
search the computer for specific information and o retricve it in readable form (see generally
Part HLB below).

3. Computers as Communications Toals

Angther way that a computer can be used in a cybercrime is as a communications tool. Many
of the crimes falling withia this category are simply traditional crimes that are commitied
online, Indeed, many of the examples in this report dead with unlawful conduct that exists in
the physical, "offline” world — the illegal sale of prescription drugs, controlied substances,
alcohol, and guns: fraud; gambling; and child pornography. These examples are, of course,
only illustrative; online facilities may be used in the furtherance of a broad range of traditional
untawful activity. E-muail and chat sessions, for example, can be used to plan or coordinate
almost any type of unlawful act, or even to communicate threats or extortion demands to
victims {see cyberstalking box).
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Just ns legitimate use of the Internet is growing, so too is the Internet increasingly being used
1o fucilitate traditiona) offenses.  For example, because c-mail allows private communications
belween parties, individuals have used the Internet to send threatening e-mails (including
threats to the President). The Intermnet’s one-to-many broadeast capability has also allowed
individuals to falsely advertise goods on the Internet or on a websile.

The Inmernet’s file transfer capability also enables the Internet to be used ag o product delivery
systemn, Because large files can be copied and tunsmitied reliably, quickly, and cheaply,
software companies ure now selling sofiware over the Intemet: the buyer simply provides »
credit card number and downloads the software from the Intermet to his or her persenal
computer. This same capability unforiunately allows for the unautharized reproduction and
distribution of copyrighted softwure,

Sorme criminal activities employ both the product delivery and communications {eatures of
the internet. For example, pedophiles may use the Intemet’s file transfer utilities to distribute
and receive child pornography, and use its communications features to make contact with
children. Because users need not transmit their veice or appearance, it is easy for an adult to
pose as a ¢hild and to gain the confidence of children onhine,

As noted abave, this report’s primary focus s on this third way in which computers can be
. used to commit unlawful acts — the use of computers and modem telecommunications
fuctlities as tools {analogous to the use of telephones as tools} to commit an offense. Many of
the enforcement and investigative challenges associated with unlawful conduct on the Internel,
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however, extend to all three ways in which compuiers can be used for unfawful activity.
Consequently, the recommendations contained in this report, if acted upon, could assist law
enforcement agencies in combating all types of unfawful conduct involving the use of the
Internet,

B. A Framework for Evaluating Unlawful Cenduct on the Internet

In its assessment of the extent to which existing federal lnws are sufficient to addross
unlawful conduct involving the use of the Internet, the Working Group developed four generul
principles to guide its analysis. These principles form the basis for the analytical framework
propoased by the Working Group for evaluating the need, if any, for Internet-specific regulation
of the particular conduet at issue. The principles flow from the Administration’s overall
pursuit of policies that recognize and support the enormous potential economic and social
benefis of the medium, without unintentionally stifling its growth,

1. Online-Offline Consisteney

First, substantive regulation of unlawfu! conduct {(e.g.. legislation previding for civit or
criminal penalties for given conduct) should, as a rule, apply in the same way to conduct in the
cyberworld as it dogs fo conduct in the physical world. If an activity 18 prohibited in the
physical world but not on the Internet, then the Internet becomes a safe haven for that
unlawful activity. Similarly, conduct that is not prohibited in the physical world should not be
subject to prohibitton merely because i is carried out in cyberspace.

Thus, the first step in any analysis of uniawful conduct involving the use of the Infemet is to
examine how the law treats the same conduct in the offline world, That is, unlawful conduct
mvolving the use of the Internet should not be treated us a special form of conduet outside the
scope of existing Jaws. For example, fraud that is perpetrated through the use of the Intemnet
should not be treated any differently, as a matter of substantive criminal law, from fraud that is
perpetrated through the use of the telephone or the mail. To the extent existing laws treat
online and offline conduct inconsistently, they should be amended to remowe inconsistencices.
7 As the discussion below and the detailod analyses of several examples in the appendices to
this report illusirate, however, existing substantive law is generally sufficient to cover
unlawful conduet invalving the use of the Internet,

2. Appropriate Investigatory Tools

Second, 10 enforce substantive laws that apply to online conduct, law enforcement authoritics
need appropriate fools for detecting and investigating unlaw{ul conduct involving the Internet,
For example, as discussed in greater deta! below, to the extent existing investgative authority
is tied (0 a particular technology, it may need fo be modified or clanfied so that it also applics
1o the Internet.

Indeed, new technologics may justify new forms of investigative authority, Before the
invention of the telephone, for example, faw enforcement had no need for wiretaps, but once it
wis clear that the telephone was being used to facilitate illegal activity, that new authority -
circumscribed with protections for civil liberties and other societal interests ~ becumne
necessary undd appropriate. Similarly, features of the Internet that make it different from prior
technologies may justify the need for changes in laws and procedures that govern the detection
and investigation of computer crimes. These features, highlighted here in summary form, are
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discussed in greater detail below:

» The globul and boundaryless nature of the biternet means that differont law enforcement
agencies in different jurisdictions will have to cooperate and coordinate theiy activities in ways
that they have probably never before done. :

* Anonyarity on the Inteenet can provide social benefits, but misrepresentation of identity can
also fugilitate fraud and deception. Misrepresentation of identity can also result in access by
children to mappropriate material and can create law enforcement investigatory challenges,
especially if perpetrated by sophisticated computer users, for it can make criminal activity on
the Internet more difficull to detect and prove.

* The potential to reach vast audiences easily means that the seale of unlawful conduct
involving the use of the Internet is oiten much wider than the same conduct in the offline
world, To botrow o military analogy, use of the Internet can be a "lorce multiplier.”

» The rauting storage of information that can be linked to an individual can often provide
more Information o law enforcement (where an individual has been identilied or a computer
tawfully seized) than may be availuble in the offline world, but only if the electronic
information is handled properly by a trained investigator and if the information obtained is
ultimately avatiable in useable form,

Thus, apart from ensuring that onling and offline behavior is treated consistently as a matter
of substamive law, legislators and policymakers should examine whether law enforcement
agencies have appropriste tools (o detect and jnvestigate unlawful conduct involving the
Internet. That is, even if Internet-specific laws are unnecessary o ensure that eristinal and
crvil penalties apply 10 the use of the Inlernet to facilitate unlawfol conduct, 1t may be
necessary to alter or augment law enforcement’s tools and authorities 1o meet the new
investigatory challenges that such unlawful conduct presents.

3. Technology-Neutrality

Third, 10 the extent specific regulation of online activity may be necessary (in view of the
consistency principle noted above), any such regulation should be drafied in a
technology-neutral way. Regulation tied to a parucular techaclogy may quickly become
obsolete and require further amendment. B particular, laws written before the widespreud use
of the Internet may be based on assumptions regarding then-current technologies and thus may
need to be clarified or updated to refloct new technological capabilities or vealities. For
example, regulation of “wire communications” may not sceount for the fact that
communications may now occur through wirgless means or by satellite, Technology-specific
faws and reguistions may also “lock-in" a pacticular technology, hindering the developmeni of
superior technology.

4, Constderaiton of Cither Socigtal Interests

Fourth, any government regulation of conduct involving the use of the Internet requires o
careful consideration of different socictal interests. In addition to society’s strong interests in
investiganing and prosecuting unlawiul conduct, society also has strong interests in promoting
free speech, protecting children, protecting reasonable expectations of privacy, providing
broad access (o public information, and supporting legitimate conmmerce.
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As applied 1o the Internet, consideration of other societal interests can present difficult issues,

. in part because the Internet is different in imporiant ways from existing, "traditional” modes of
communicaiion. For example, the Intemet is a mulu-faceted communications medium that
allows not only point-to-point ransmission between two parties (like the telephone), but also
the widespread dissemination of information to a vast audience (like a newspuper).
Internet-specific laws and policies that operate by analogy 1o those designed for telephone
communications oF the press may not fit the new medium. The Iniernet also presents new
ssues relating 1o online expectations of privacy and confidentiality that may or may not have
analogs in the offline world. Accordingly, rules and regulations designed to protect the safety
and security of Internel users should be carefully tailored to sccomplish thelr objectives
without unintended consequences, such aa stifling the growth of the Internet or chilling §ts use
as a free and open communication medium.

Another aspect of the need to consider differeni societal interests s to appreciate the need for
an appropriute balance among the reles of the government (whether federal, state, Jocut, or
other) and the role of the private sector in formulating solutions to Internet policy issues, For
exumple, because regulation of the practices of medicine and pharmugcy has traditonally been
the provinee of the states, regulation of online pharmacies presents difficult federal-state
jurisdictional and coordinution issues (sec Appendix D). And, as discussed in the next
section, given the Administration’s support for private-sector feadershup and market-based
self-regulation regarding e-commercs, there must be ongoing and regular dialogue with
interested parties and groups to ensure that government policies do not have unintended
CONSEQUENCES.

. C. Promoting Private Sector Leadership

Consistent with the Administration's overalt e-commerce policy, the private sector has @
critical role o play in ensuring a safe and secure online environmesit. The distnbuted,
networked, and decentralized nature of the Internel sow means that the "rules of the road”
must be global, flexible, effective, and radily adaptable 1o technological change. In
particular, the private sector must take the lead in areas such as the design of new technologies
to protect children online, self-regulatory consumer protection initiatives. and coordination
atd cooperaiion with law enforcement authorities.

In response to the marketplace, for example, there are now many technological options for
shielding children from inappropriate content. As discussed in more detail in Part IV.A
below, these technological developments include filtering and blocking software, outgoing
information blocks, filtered Internet browsers and search enginges, filtered Internet service
providers, time blocking mechanisms and monitoring tools. Simlarly, child-friendly websites
are now widespread on the Internet, These websites allow parents to limit a chiid’s access (o
sites beyond the web service designated for the child’s use. In July 1999, the private sector
launched the "GetNet Wise” initiative, a new easy-to-access online reseurce for parents to help
keep their children safe online. "GetNet Wise” is a resource containing information on
Internet safsty tips, consumer content filtering praducts, law enforcement contacts, and a
guide to quality educational and age appropriate online content.  Although none of these tools
can guaraniee that o child will be shielded at all times from inappropriate malteniai on the

. Internet, their use gives parents the ability to restrict a child’s use to the resaurces on the
internet that they may deem appropriale.
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In addition, in response (o challenges issued by Commerce Secrctary Daley, industry has
worked with consumer representatives to develop consumer protection practices, codes of
. conduct for business-lo-consumer ¢-commerce, and altemative, casy-to-use mechanisms for
consumer resolution, redress, and enforcement.

*» For example, the Better Business Bureau’s online division, BBBOnlLine, 13
working with industry, consumer, and governiment representatives to develop a
voluntary code to provide online merchants with guidelines o implement
consumer protections. The code includes guidance on key consumer protections
such as disclosure of sale terms, data privacy, dispute resolution mechanisms, and
non-deceptive advertising.

» Another group, the Electronic Commerce and Consumer Protection Group,
whose members include America Online, American Express, AT&T, Dell, 1BM,
Microsedt, Time Warner, Inc., and Visa, 13 working with consumer leaders 10
develop un innovative approach to jurisdiction as if applies to consumer
protection in a global electronic marketplace, This group is also developing 4
voluntary code of conduct. The goal of the group is to formulate concrete
approaches (o protect consumers and facilitate e~commerce.

These creative cfforts ave impontant to developing effective consamer prolection 1n ¢-
comraerce, because as e-commerce expands (o encompass more international
business-to-consumer transactions, the traditional means of proteciing consumers solely
through national faws will become more difficult.

. In addition to specific consumer protection initiatives, the private sector s dedication and
support for a secure Intemet system is crucial (o curbing unlawful conduct on the Infernet.
Nat only must industry continue to develop security policies and safeguards for their networks
and systems, but if should also continue its efforts to identify security flaws that threaten the
foternet. For example, computer experts from industry and the Computer Emergency
Responge Team Coordination Center of Cornegie-Mellon University recently warned of a new
internet secunity threat that wrongdoers could potentially use to place malicious programs on a
victin’s computer and to gather information that a person volunteers on websites, such as
credit card and Social Sccurity numbers. 8 The Parinership for Critical Infrastructure
Protection will provide a cross-sectoral forum for the private sector o address a variety of
infrastructure assurance issues, including information sharing, development of hesi practices,
promotion of needed R&D, and workforee development. Another example of private seetor
cooperation i this effort is InfraGard, which is an information sharing and analysis
partnership amang the FBI, private sector companies, academic institutions, and other federal,
state, und local agencies. InfraGard serves 1o increasc the security of the national
infrastructure through ongoing exchanges of infrastructure-protection information and through
education, outreach, and other awarencss eftors,

The private sector also has a key role to play in continuing te coordinate and cooperate with
law enforcement authoritics as appropriate. Industey trade groups, such as the Internet
Alliunce and the Information Technology Association of America ("ITAA™), have been
working to develop public-private cooperative efforts that will mutually benefit law

. enforcement, industry, and consumers. The Internet Alliance’s Law Enforcement and Security
Council has been developing parental control software and educational campaigns, opening
channels of communication between indusiry and law enforcement representatives, and
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creating training progroms for law enforcement and mdustry on issues of mutual interest,
ITAA, through its Cybercitzen Project (see Part IV.C below), is working with the Department
of Justice to develop education campaigns, personnel exchange progrars, and a directory of
industry contacts.

Although the private sector has taken imporiant steps in the areas of prevention and opling
security, there is still much that industry can do to ensure that the Internet is a safe and secure
environment. For example:

» Industry should continue to develop snd embrace initiatives to protect
consumers and children online, These may include technological tools {¢.g., more
sophisticated blocking, filtering, and parental control software) as well as
non-technological tools (e.g., cducational campaigns). In particslar, industry
should contimue to be involved in education programs that teach vounger Internet
users about onling responsibilities and online citizenship.

= Industry should continue to cooperate with law enforcement agencics a3
appropriate. This does not mean that industry ought o be a "¢o-regulator”™ with
government 0r that indusiry needs to be an online police officer. But it does mean
that inddustry should be a voluntary, responsible partner in society’s fight against
crime, educating its employees on how 1o recognize unlawful conduct on the
Internet and what o do if they discover such conduct, 1t means working with law
enforcement agencies to deveiop reliable and efficient procedures and channels of
communication and cooperation for processing law enforcement requests and
mvestigative informanon. As the "Mehssa” virus case demonstrates, industry™s
involvement and reporting of information is eften crucial to the investigation and
prosecution of online offenders.

» Industry should carefully balance reasonable expectations of customer privacy
with the need to ensure a safe and secure online environment. For example,
same industry members may not retain certain system data long enough 1o permit
Iaw enforcement to identify online offenders. This does not mean that data
~retention policies néed (o be uniform or mandatory. To the contrary, in evaluating
the costs and benefits of data retention - which include a wide variety of
considerations, including market needs, protection of consumer privaey, and
pubtic safety — industry should simply give appropriate weight 1o the wider value
to itself and to society of retaining certain information that, among other things,
may be essential 1o apprehending a lawbreaker.

= Industry showd be encouraged to recognize that meaningful seif-regulation is in
its interest as well ag 1o the interests of its customers. Information technology
security programs (that teach employees sbout computer ethics, responsible
onling practices, and security policies}, for instance, help protect computer
systems from intruders as well as onling offenders. Indeed, a5 we noted at the
outset of this report (see Part 1.C above), law enforcement und industry share a
commpn mission i redocing unlawful online conduct, for @ safe and secure
online environment-is essential to consurner confidence, which is in turn essential
to ensuring that the Internet continues 10 grow as o medium for communications
and commerce.
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The Working Group looks forward 1o continuing 1o work with the privaie sector and other
interested parties and groups in partnership on these important 1ssues.

D. Sufficiency of Existing Federal Laws

Private sector leadership is, of course, necessary but not sufficient to address unlawiul
conduct involving the use of the Intemmet, Substantive criminal laws represent a societal
determination, expressed through our democratic institutions of government, that certain
gonduct is so harmiul or morally unacceptable that reliance on self-regulation or the market (o
regulate the conduct is inappropriate. There is thus a need to evaluate whether existing
substantive laws apply to unlawful conduct that is commitied through the use of the Internet.

Toward that end, and in the context of the framewuork of policy principles discussed above,
the Working Group analyzed several examples of unlawful conduct involving the use of the
loternet. The examples, as discussed in detail in appendices to this report, include not only
those specifically mentioned in Executive Grder 13,133, bue also those taken from our
experience with legislative proposals and from Executive branch agencies that have
jurisdiction to respond to these forms of unlawful conduct.

1. Analysis of Substintive Laws

The Working Group’s analysis reveals that existing substantive federal laws appear to be
generally adequate to protect users from unlaw{ul conduct on the Internet. As listed and
summarized in Table 1 belaw, such Iaws generally do not distinguish between unlawlul
conduct commiited through the use of the Internet and the same conduct commitied through
the use of other, more traditional means of commurication.

For example, laws governing froud - such as credit card fraud, identity theil, securities fraud,
and unfair and deceptive trude acts or practices ~ apply with equal force to both online as well
s offfing conduet (see Appendix B}, Laws prohibiting the distribution and possession of
c¢hild pornography and the luring of minors across state lines for aplawful sexual sctivity have
been used with success to prosecute and convict those who use the Internet to distiibute such
material or to communicate with child victims in violatton of statinory prohibitions (see
Appendix C). And laws that prohibit the dispensing of prescription drugs without a valid
prescription from a licensed medical prolessional can be applied to anline pharmacies that
dispense preseription drugs without required regulatory safeguards (see Appendix D).

Laws in other areas — the sale of firearms (Appendix E): mterstate transmission of gambling
information {Appendix F); sale of alcohol {Appendix G); securnities fraud {(Appendix Hj; and
theft of intellectual property {Appendix I3 - also generally apply (o online conduct as well os
offline conduct. Although existing federal laws generally prohibit Internet gambling,
technelogical advances make it prudent to update existing federal Iaws (0 ensure that they ure
technology-neutral and prohibit gambling activities that did not exist before the advent of the
Internet (see Appendix F). And, in the area of intellectual property protection, current
Sentencing Guidelines pertaining to intellectual property crimes should be updated to ensure
that law enforcement agencies and prosecutors commit the resouices (o continue 1o pursue
these cases vigorously {se¢ Appendix ).

Table 1 - Summary of Analysis of Existing Federal Law



http://www.usdoj.govkriminal1cyhcn:rimefunlawful.ht

The Elecironic Frontier: the Challeags o, the Use of the Intemet (March 3, 20800

[Internet Fraud

_a iS U.S.C. $3 43, 52 (unfair or

sconnection with dccess

kg dwwwslo)govieriminatoyierrime/uniawist ho

_ ialledi)isczxsgwn ir

deceptive acts o practices;
false advertisements)

15 LSO, § 1644 {credit card
fraud)

18 U.S.C. 88 1028,1029,1030
(fraud in connection with
identification documents snd
information; frand in

devices: and fraud in
connection with compaiers)

18 U.S.C. § 1341 etseq,
(mail, wire, and bank fraud)

1§ 11.5.C. § 1345 (injunctions
; against fraud}

18 UL8.C § 1956, 1937
(morzcy iauadcrinv)

"

Ontline Child Pornography,
Child Luring, and Related
Agtivities

T 1SUSC. § 2251 etseq. |
{sexual exploitation and other }
abuse of children)

18 ULS.C§ 2421 et seq.
{transportation for illegal
sexual activity)

Hinternet Sale of Prescription
1Drugs und Controlled
Substances

15 U.S.C. § 45 et seq. (unfair
or deceplive acts or practices;
Haise advertisements)
118 U.S.C. § 543 (smuggling
{|lgoods into the United States)
l181US.C. § 1341 etseq.
{mail, wire, and bank fraud,
injunctions against fraud)
121 U.S.C. § 30! et seq.
{Federal Food, Dirug, and
Cosmetic Act}
2P USC §§ 822,829, 841,
863, 951-97] (Drug Abuse
Prevention and Control)

“Internet Sale of Firearms

20 of 60

I8 ULS.C 921 etseq.
itfirearms)

15 U.S.C, § 3001 et seq.
(Interstate Horserucing Act)
18 USC § 1084
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fnteract Gambling ' §zj£r:zzzsrrz§ssion of wagering
suformation)

. 18 U.S.C. §8 1301 et seq. %
i{loiten’es)

I8 U.S.C. § 1852 (intesstate
and foreign travel or
transportation in aid of P
racketeering enterpriscs)

118 U.S.C. § 1953 (interstate
transportation of wugering
paraphernalia)

1R U.8.C. § 1955 (prohibiticn
of illegal gambling
businesses)

28 US.C §§ 371013704
(professtonal and amateur
sports profection)

18 US.C. § 1261 etseq.
{liquor traffic)

TUS.CO§8 122,204
{shipments into states for
possession or sale in violation
of stute luw) o ]

| 15US.C § 77, 77). 774,
. 1Onhee Seourities Fraud 77x, 78i. 78}, 781, 780, 78T H
(securities fraud)

117 U.S.C. § 506 (criminad
copyright infringement}
1Software Piracy and 17 US.C. § 1201 et seq.
(Intellectual Propeny Theft (copyright protection and
management sysiems)
1B US.C § 545 (smuggling
goods into the United States}
18 US.C. &8 1341, 1342
{frauds and swindles)
18 US.C. § 1831 ot seq. |
(protection of trade secrets)
1B UL8.C §8 2318-2326
{trafficking in counterfeit
tabels for phonarecords,
copies of computer programs !
1

Im compiter program ,
documentation or puckaging. |
and copies of motion pictures |
or other audio visual works)

2. New Investizatory Challenoes
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As law enforcement agencies adapt to a more technslogy-based society, they need to be awire
of the challenges, as well as the benefits, of online investigations. In certain circumstances,

. law enforcement agencies have available to them tools und capabilities created by the Iniernet
and computers that can assist them in their fight against computer-facilitated unlawful
conduct. For example. just a3 advances in elephone lechnology gave law enforcement agents
the ability 1o determine the origin of fraudulent or threatening calls, the Internet has given law
enforcement agencies the abitity to find unsophisticated offenders who leave the equivalent of
"ingerprinis” as they cammit unlawful acts, Indeed, someone who makes a threat in an
Internet chat room to set off a bomb at a school and who makes Bttle or no effort 1o hide his or
her identity (e.g., where accurate identifying information exists for a particular “screen name”™)
can often be traced and found with relative ease,

At the same time, law enforcement agencies muast aiso acknowledge the growing
sophistication of other computer users, who wear the equivalent of Internet gloves that may
hide their fingerprints and their :demity. The foltowing is an averview of investigatory
challenges — token from actual experiences involving online investigations and discussed in
grester detail in the appendices for cach example of Imemet-facilitated unlawful conduct ~
that law enforcement agencies must consider as they become more proficient with such
investigations.

{a) Jurisdiction

In the physical world, one cannot visit a place without some sense of its geographic location.
Whether a particular street address or an area of the world, human travel is spatially based, By

. contrast, because one ¢an access a compuler remotely without knewing where, in physical
space, that computer is located, many people have come to think of the collection of
worldwide computer linkages as "cyberspace” (3 term coined by science fiction writer William
Gibson). In short, gybercriminals are no Jonger hampered by the existence of national or
international boundaries, because information and property can be casily transmitted through
communications and data networks.

As g result, o criminal no longer needs 10 be al the actual scene of the erime {or within 1,000
miles, for that matter} 1o prey on his or her victims. Just o3 telephones werg (and sull are)
used by tradhtional boiler-room operators 1o defraud victims from a distance, o computer
server running o webpage designed to defraud sentor citizens might be located in Thailand,
and victims of the scam could be scattered throughout numerous different countries, A child
pornographer may distribute photographs or videos via e-mail running through the
communications networks of several coantries before reaching the intended recipients.
Likewise, evidence of a crime can be swred at a remote Jocation, either for the purpose of
concenling the crime from law enforcement and others, or simply because of the design of the
network. 8 To be sure, the Internet increases the ability of law enforcement officiale and
others to detect and gather evidence from a distance. For example, a webstte used in a fraud
scheme can be spotted from an agent’s office, whereas detecting a frauduient telemarketing or
masl-fraud schemie might well require extensive field work. Long-distonce detection,
however, may lake the investigation and prosecution of these crimes out of the exclusive
purview of any single jurisdiction, thereby creating vet other challenges and obstacles o

. crime-soiving.

For exampie, a cyberstalker in Brooklyn, New York may send a threatening e-mail w a person
in Mashattan, If the stalker routes his communication through Argentina, France, and Norway

3dof 60 /11558 148 AR
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before reaching his victim, the New York Police Depuariment may have to get assistance from
the Office of Intemnational Affairs at the Department of Justice in Washington, D.C. which, in

. turn, may have to get assistance from faw enforcement in (say) Buenos Aires, Paris, and Oslo
just w learn that the suspect is in New York, In this example, the perpetrator needs no
passport and passes through no checkpoints as he commiis his crime, while faw enforcement
agencies are burdened with cambersome mechanisms for international cooperation,
mechenisms that often derail or slow investigations. With scores of Internet-connected
countries around the world, the coordination challenges {acing law enforcement are
tremendous. And any delay in an investigation 18 oriticsl, as a criminal’s rail often ends as
soon as he or she disconnects from the Internet.

This does not mean that traditional legal structures cunnot be meaningfully applied to the
Internet. Even though connections may be of short duration, computers are still physically
located in particular places. The challenge to law enforcement is identifying that Jocation and
deciding which laws apply to what conduct. The question 1s how sovereign nations can
meaningfully enforce national laws and procedures on u global Internet 10

Inconsisient substantive criminal laws are only part of the problem, for investigative
iechoiques are alse controlled by national (or local) law. For example, law enforcement
agencies must consider such issues as transborder execution of search warrants. If law
enforcement sgents in the United States access a computer and seize data from a computer, the
fact that they have a scarch warrant makes that action Jawful. If, with that same search
warrant, they remotely access a Canadian computer (from the United States), might this
constitute a criminal act under Canadian law notwithstanding the exisience of the US.

. warrant? To the extent that agents know nothing more than an Internet protocol address
{essentinlly, a sertes of numbers that identily a particular machine}, the physical location of the
computer 1o be searched may not be sccurately known.  Yet ignorance of physical location
may not ¢xcuse a transborder search; consider how we would react to a forgign country’s
"search” of our defense-related computer systems based vpon a warrant from that country’s
courts.

This transbaorder issue may raise domestic issucs as well, Gambling and obscenity laws
provide criminal sanctions for individuals based, in part, upon their location, Ose federal law
prohibits ransmitting information assisting in the placing of bets or wagers on sporting events
or contests unless both the sender and receiver are i states or foreign countries where
gambling is legal, see 18 US.C. §1084. Obscenity laws are also typically interpreted in light
of local community standards, ¢f Miller v, California, 413 U.S. 15 (1973}, Even the search
warrant provision in the federal rules requires that agents seck a warrant in the district where
the property to be seized is located, see Fed, R, Crim. P. 41(a). To the extent the location of
the sender, recipient, or data is unknown and perhaps unknowable, it may be difficult for law
enforcement to investigate and prosecute online offeaders.

{b) ldensification

Another thomy tssue stems from the lack of idemification mechanisms on globul networks,
and the {xct that individuals can be anonymous or take on masked identities (i.e., adopt falsc
personas by providing inaccurate biographical information and misleading screen names).

. Simply siated, given the current state of technology, it can be difficult to accurately identify an
individual (especially sophisticated users who take affirmnative steps to hide their identity) on
the Internet. As noted above, there are cages, such as the Pair(Gain case, where law
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enforcement agencies have been able to track down online crimenals who leave evidence of
their unlawiul conduct. Over time, the ability of criminals to use technology to evade

. identification and the ability of iaw enforcement to use technology to overcome such evasion
will continue o evolve. Some of the challenges of 1dentifying perpetrators of unlawful
conduct on the Internet, as well as measures taken by law enforcement and the private sector
11 to respond to such challenges, are discussed below in Part I of this report.

At the very least, there needs to be widespread and extensive iraining of taw enforcement
personnel in ways to identify those who use the Internet to commit unlawful acts. Moreover,
as policymakers increasingly seek (o protect certain classes of citizens. most notably minors,
from unsuitable matenial {(¢.g., pornography and gambling), the potential problems of
identification are evident. How can aclivities, such as gambling or the sale of prescription
drugs ot alcchol, be limited to adults when children can identify themselves as adults?
Similarly, it adulis can falsely identify themselves as children and lure real children into
dangerous sifuations, how can these victims be protected?

These issucs are frequently at the heart of legislative and investigaytve efforts. Although there
have been proposals to buitd identification mechanisms into Intermnest protocols, such an
approach would have (o be supported by internationally-recognized, market-based,
standards-making bodies whose agenda did not directly include public safety. Even if the
market supported such un approach, however, such proposals are controversial, because there
are strong raasons to allow pnonymity in corunumicalions neiworks., For example,
whistleblowers muy wigh to remain anonymous, a8 may a group of rape victims who wish 1o
convene an elecironic meeting to discuss thelr experiences without revealing thoir identitics,

. In an attempt 1o create s framework {or evaluating identification mechanisms on the Intemet,
some have compared the Tnternet with other forms of commurnications, such as pay telephones
and regular mail, which may offer users some degree of anonymity. Of course, the difference
between these traditional means of communication and the Internet is significant, and
aitempling © solve Inlernet problems only by drawing analogies (0 existing technologics will
often fail. The problem is that the analogies may capture some aspects of the new technology,
but fail to capture athers, For example, the wiephone and mail systems cited above allow
predominantly one-to-one communications, Although someone wishing to defame s public
figure or harass others can, in theory, call thousands of people anonymously, the time and cost
make this impractical. By contrast, the cost-free, simple, one-to-many nature of the Intemet
dramatically alters the scope and impact of communications. It is this difference which
explains why children who would never spend their weekly allowance buying The Anarciist
Cookbook at a college bookstore may download the same informatjon from the Internet and
possibly injure themselves or others testing a recipe for the making of a bomb.az Given the
complexity of this issue, balancing the need for accountability with the need for anonymity
may be one of the greatest policy challenges in the years ahead,

(¢} Evidentiary Issues

Electronic data generated by computers and networked communications such as the Internet
can be easily desiroved, deleted, or madified. Digital photographs are but one example of
digital information thal can be altered in ways thal may be difficult to detect. As a result, law

. enforcement officials must be cognizant of how to gather, preserve, and suthenticate
electronic evidence, This will not only require substantial trainmg of law enforcement
personnel, but also sufficient experience with such evidence by investigators, prosecutors,
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defense counsel, courts, and othiers until clear rules und standards are established. The volume
of electronic gvidence that requires lorensic anulysis is also increasing substantially, < The

. increasing use of computers and the Internet, of course, often means that information or
records of communications that were previously never retained or routinely destroyed can (in
some instances) now be recovered, but such recovery may still require sophisticated computer
forensics.

Thus, for the reasons noted above, law enforcement agencies fuce significant challenges in
dealing with electronic evidence. These challenges will continue 1o grow, because electronic
evidence can become a part of any investigation. Electronic evidence, for exampie, cun show
up as any of the following items, each presenting distinet evidentiary challenges: a drug
trafficker's computerized customer records, a digitat photograph of 2 murder scene: an
encrypled e-mudl containing details of o terrorist plot or [rand scheme; or a sysiem
administrator’s log files of a hacker attack.

{d) frastructure Protection

Protecting our information infrastrugture is imperative but difficult for a host of reasons: the
number of different systems involved. the interdependency of these systems, the varied nature
of the threats {physical and cyber, military, intelligence, criminal, natural}, and the fact that
many of these infrastructures are maintained primanly by the commercial sector. Addressing
cyberthreats to our infrastruciure is particularly difficult, because of differing views regarding
our valnerabilities; the need to balance intergsts reluting to privacy, ¢conomic
competitiveness, commercial isk, national security, and law enforcement; and the overlapping
authorities within the federal government for dealing with information infrastructure issues.

. Although such issues are bevond the scope of this report, see Nuttonal Plan for Information
Systems Protection (released Tan, 7, 2000}, appreciating the importance and complexily of
mfrastracture protection is key to understanding the needs of law enforcement in countering
unlawful conduct mvelving the Tnternet (sec Part UL A below).

{e) Commingling

The ability of an individual 1o use one compuigr to conduct both lawful and unlaw(ul
activities or 1o store both contraband and legally possessed material presents another
significant issue, Such commingling defies simple sohutions. The fact i3, one computer ¢an
be used simultanecusly as a storage device, a communications device {(¢.g., to send, store, or
retrieve ¢-mail}, and a publishing device. Morcover, that saume computer can be used
simuliancously for both lawfo! and unlawful ventures, and the problem becomes more
complex when a single machine ts shared by many users.

For example, individuals whe distribute ¢hild pornography or copyrighted software using
their home computers may also publish a legitimate newsletter on stamp collecting or use an
e-muail service with that same computer. By scizing the computer, law enforcement agencies
can stop the illegal distribution of contraband, but muay, al the same time, interfere with the
kegitimate publication of the newsletter and the delivery of e-mail, some of which may be
between users who have no connection with the illegal activity. Similarly, a dector who is
illegaily prescribing <drugs over the Internet may not only have on her computer evidence

. relating 1o the illegal prescriptions, but files related to her Jawfully freated patients. Likewise,
an avormey accused of aperating an Internet sportsbook may keep in the same folder on his
computer matenals relating 0 his gambling business and documents subject to the
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atiorney-client privilege. Seizure of the doctor’s or the lawyer’s files in such circumstances
could result in the seizure of tegally privileged material,
. 1IL. LAW ENFORCEMENT NEEDS AND CHALLENGES

As the examples of Internet-facilitated unluwinl conduct discussed above and in the
appendices iustrate, the increasing sophistication and global reach of such conduct make it
all the more important to adequately equip taw enforcement agencies at all levels,

‘The following are some of the principal issues that should be considered when evaluating
how to better equip federal, state, and local law enforcement agencies (o ensure the safety and
securily of Interaet users. We urge further analysis, in consuliation with state and local law
enforcement, industry, and privacy and other groups, to determine the most appropriate ways
to promote private sector leadership in this area and 1o empower law enforcement - at all
fovels — with the needed tools, capabilities, and legul authorities to curb unlawful conduct on
the Internet while protecting privacy and supperting the growth of the electronic marketplace.

A. Protecting Computers and Networks

In assessing the tools, capabilities, and legal authorities needed by Jaw enforcement to address
uniawful conduct on the Internet, we must consider the larger context of how to protect the
systems and networks of this Naiion that make sur businesses run and operate our Nation's
defenses and infrastructure. As we have become more dependent on technology. our energy
produttion and distribution channels, our transportation networks, and our telecommunication
systems have become mgreasingly relinnt on 2 computer-based infrastructure.

. Without a protected infrastructure, there could be no conduct, Tawful or uslawful, on the
Internet, Electronic commerce and the marketploce cannot thrive without a strong
infrastructure that the public can trust and rely upon. Consequently, proposals relating to law
enforcement challenges in this area {e.g., new investigative tools, capabilitics, or legal
authorities) need to be assessed in light of the broader need to protect the vitul infrastruciure,
because cvberattacks on infrastructures and other cybercrimes can lead to telecommumications
breakdowns that disable electronic commerce and destroy cur ¢itizens” confidence in the
Internet and computer networks,

The protection of this country’s computers and networks requires everyong's cooperation. It
demands a partnership among all federal agencies with responsibilities for centain special
functions, such as law cnforcement, intelligence, and defense 13 It also requires all federal
agencies 16 take appropriate prevenlive measures (0 protect thelr compuier systems against
attack. Most imporntant, because the overwhelming majority of the Nation's infrastructure is
in private hands, the private seclor must take the steps necessary 1o prevent attacks against its
systems. 14 The Partnership for Critical Infrastructure Protection, which recently held a
day-long kickoff meeting, will serve as a key catalyst for this activity, In addition, we must
consider the needs of state and local law enforcement, which play a critical role 1n fighting the
cyberoriminals on the strect.

Meeting its vesponsibility to protect critical infrastructures is one of the central ¢hallenges for
law enforcement as we face the 21st Century. As our reliance on the Interset, on automated

. systems, and on other technological advances increases with every passing month, the
potential impact of attacks on critical infrastructure expands as well. Law enforcement needs
10 be provided the fegal mechanisms and Ninancial resources to be prepared to confront this
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challenge in partnership with other federal agencies, with the private sector, and with State and
local agencies. The Administration recognized this need for unprecedented cooperation

. between the private and public sectors in Presidentio] Decision Directive 63, That decament
provides a framework for federal agencies 1o cooperate with their private sector partsiers and
for the formation of the National Infrasiructure Protection Center, an interagency center for
analysis, warning, aad investigation of cybercrime. In addition, the Partnership for Critical
Infrastructure Protection provides a cross-sectoral forum for the private sector to uddress o
varigty of infrastructure assurange issues.

B. Federal Tools and Capabilities

i, Porsonnel, Eguipment, and Training

in 1986, an astronomer-urned-sysiems-manager at the University of California at Berkeley
found a 75-cent accounting error in a computer's billing program, which led to the discovery
that an urauthorized user had penetrated Berkeley’s computer system. When the astronomer,
Clifford Stoll, began to investigate futther, he discovered that a hacker wdentified as "Hunter"
was using Berkeley's computer system as a conduit to break into 1.8, government systems
and steal sensitive military information. The hacker's objective seered to be to attain U.S.
anti-ballistic missile technology.

As he began to pursue the hacker, Stolt encountered serdous problems. To begin with, Stoll
was unable o find computer-literate law enforcement personnel with an appreciation of the
techaical nature of the criminal activity, Local and federal agencies that Stoll contacied,
including the FBI and CIA, initially expressed listle interest in pursuing what at first looked
. like ncomputer prank. (Moreover, until government investigators learned of the potential
threat to national security, they had no interest in pursuing a case which appeared to have
damages vaiued at less than one dollar.y Bocause Hunter’s wail vanished cach time he ended o
comnunicution, he could onty be traced when he wus online. But because it was often alter
business hours {and, indeed, sometimes in the middie of the night} when Hunter attacked,
there were few (3 any) law enforcement personnel available during those sessions. The call
was eventually traced 1o Germany, but adding an international clement to the case now meant
that 1t was usually after busimess hours In at Jeast onc time zone where the communicabon was
passing tfuough. Stoll cleverly resorted o generating phony official-looking datu to keep the
hacker interesied and online long enough for the trace 1o be completed. Eventually, the source
of the sitocks was identified as a German hacker, and he was successfully prosecuted there 18

Ironically, one reason this investigation wus successful is that Soll did not rely solely on law
enforcement, but instead was able to work directly with telephone company personnel, who in
tum worked with other telecomrnunications providers. His investigation brought to light a
number of interdependent personne! and resource requirements that, untess fulfilled, witl
impede the success of law enforcement in this area. Despite significant progress since the
time of this example, it remains a useful tlustration of some of the fundamental 1ssues that
coptinue (o need further allention at the domestic and international level to eltmanate weak
links in the chan of an investigation,

. (a) Experts Dedicated to High-tech Crime

The complex technical and legal issues raised by computer-related crime reguire that each
junisdiction have individuals who are dedicated to high-tech crime and who have a firm
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understanding of computers and telecommunications. The complexity of these technologies,
and their constant and rapid change, mean that investigating and prosecuting oifices must

. designate investigators and prosecutors 1o work these cases on a full-tirne basis, immersing
themselves in computer-related 1nvestigations and prosecutions. Many agencies, including the
Deparuments of Justice, Treasury, and others, have uiready dedicated available resources to do
so. The Federal Trade Commission ("FTC”) adopted this approach when it formed an Internet
Rapid Response Team and successiully halted several online fraud schemes in 2 matier of
weeks. Some federal agency inspectors general have also established computer ¢rime
divisions, compleie with forensics laboratories and techaical experts, and many have
information technology audit and inspection capabilities to assist their agencies in identifving
vuinerabilities, best practices, and other critical infrastructure issues.

But more of such expertise and the resources 10 support the increasing cyber-workload are
needed. Indeed, each state sttorney general’s office, each ULS. Altormey's office, each federal
law enforcement squad, and each country’s equivalent to the U8, Department of Justice
should have a dedicated high-tech crime unit that knows how to respond to a fast-breaking
investigation and that knows who ¢lse to contact in the chain of a communication and how (o
reach those individuals. These experis will also be nceded to support other law enforcement
authorities faced with high-tech issues, such as when a computer is used to facilitate an
otherwise traditional erime.

The Department of Justice has designated a prosecutor in each ULS. Attomey’s Office to serve
as a computer and telecommunications coardinator for that district, and the FBI has
established the National Infrastructure Protection Center and the National Infrostructure
Protection and Computer Intrusion program. Staffing levels for these programs are below the

. level needed to effectively nddress the concerns raised in this report. (Given the magnitude of
the challenges. the continually changing technology, and the complexity of these
investigations, these are necessanly resource-intensive programs.

{b) Experts Avaitable on a 24-Hour Basis

A umgue feature of high-tech and computer-related crime is that it often requires immediale
action to locate and identify criminals, The trai of a criminal may be impossible to tace once
a communication link is terminated, because the carvier may not keep {or is not required by
law to Keep) records concerning each individual communication. This lack of information is
due, in part, to the fact that there often is no longer a revenue-refated reason for recording
transmission information {L.e., conngction times or source and destination) for individual
connections. For example, many businesses no longer bill their customers by individual
telephone call or Internet connection but, instead, by bulk billing {e.g.. a single rate for onc
month of usage). When u carrier does not collect tralfic dato, a suspect’s tratl muy evapora
as soon as the communication terminates.

Therefore, investigators and prosecutors with expertise in this field must be available 24
hours a day 5o that appropriate steps can be taken in a fast-breaking high-tech case, For
example, the National Infrastructure Protection Center operates a 24-hour/7-day-a-week
command post for around-the-clock coverage of computer infrusion matters, And, Attorney
General Reno recently challenged the National Association of Attorneys General to work with

. the Depantment of Justice and other appropriate organizations {among other things) to create a

24/7 network of computer crime enforcement personnel in every state 16
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{c) Regular and Frequent Training

. . Because of the speed at which communications technologies and computers evolve, and
because criminal methods in these areas generally change more rapidly than those in more

tradhtional arcas of crime, experts must receive regular and frequent raining in the
mvestigation and prosecution of high-tech cases. Programs such as those offered by the FBI at
its Quantico facility and elsewhere and under the National Cybercrime Training Partnership
provide such training to federal, state, and local law enforcement personnel, but more ig
necded. Government computer professionals, such as systems operators and administrators,
also need regular and frequent training, because they are often the first to detect unlawiug
condust that targets federal computer systems.

In addidon to domestic training, countries should participate in coordinated training with
other couniries, so transnational cases can be pursued quickly and seamlessly. By way of
example, in the U.S,, high-tech prosecutors at the federal leved attend a b-week training cousse
every year, with training provided by both government and private sector personncl.
Likewise, in 1998, the G-8 countries held an international high-tech training conference for its
countries’ law enforcement personnel.

{d) Lip-to-date Equipment

[n the past, a police officer would be giver a gun, a flashiight, and a notepad when he or she
was hired, Twenty years later, the three items would be retumed to the police depariment
when the officer retived, and the only intervening equipment expenses would have bad 10 do

. with replacement bullets, batieries, und vote paper. Today, keeping pace with computer
crintinals means that law enforcement cxperis in this field must be properly equipped with the
lutest hardware and software. Providing proper equipment, however, can be one of the more
difficult challenges, because the cost of purchasing and upgrading sophisticated equipment
and software places considerable burdens on the budget process.

Ultimately, personnel, training, and equipment needs require the direct involvement of senior
officials, such as the Attorney General and FBI Director, because of the budget-request and
budget-nllocation processes that are invelved with such expenditures. Moreover, in many
jurisdictions, senior policymakers may not be as familiar with new computer and
telecommaunications technologies and with threats posed by cybercriminels. If senior
government offictals in those jurisdictions arc unfamiliar with the technologies at issuc or the
new threats and challenges they pose, they may be hesitant 10 support law enforcement by
secking appropriate legislative and budgetary changes. The need for adequate personnel,
resources, and raining is thus a critical issuc in this increasingly important arca of law
enforcement.
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2. Locntimyg and Ideniilving Cyhercriminals

When a hucker disrupts air traffic control at a local airport, when a cyberstalker sends a
threateniag ¢~-mail to a public school or a local church, or when credit card numbers are stolen
from a company engaged in e-commerce, investigators must focate the source of the
communication. To accomplish this, they must trace the “electronic trail” leading from the
viciim back to the perpetrator, But the realities for law enforcement engaged in such a pursuit
arg very different from those of just a few years ago. Consequently, society faces significant
challenges in the coming vears as online criminals become more sophisticated and a3
technology may make anonymity more easily available, The following are some of the
challeages facing both industry and law enforcement.

Divested und Diverse Environment, In today’s communications environmery, where
telecominunication services are no longer provided by 2 monopoly carricr, a single end-to-end
transmission is often carried by more than one carrier. As a result, the communications of a
hacker or other criminal may pass through as many as a dozen (or more) different types of
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carriers, each with different technologies {e.g., local telephone companies, long-distance
carmers, Internet service providers ("18#57}, and wireless and satellite networks). The

. communication may also pass through carriers in a number of different countries, each in
different time zones and subject to different legal systems, Indeed, each of these
complications may exist within a single transmission. This phenomenon makes it more
difficult (and sometimes impessible} to track criminals who are technologically savvy enough
to hide their focation and identily.

Wireless and Sarellite Conmmimications. Cellular and satellite-based telephone networks
allow users to roam almost anywhere in the world using the same ielephone. Although the
social and commercial bepefits of such networks are obvious, these networks can also provide
a valvable communication of for criminal use. Although sophisticated technology may
gliow law enforcement, under cerfain circumstances, to identify the genera) geographic region
from which a wireless call is originating or terminating, the use of such technology raises
profound and difficult issues at the infersection of privacy and law enforcement policies.
Mareover, even identifying the owner of a particular mobile phone can be difficult, because
mobile phones can be altered to transmit false identifying information.  As the costs of mobile
phiones and movile telephony service drop, we can expect to see the marketing of more
“disposable phones,” which will further complioate the ability of law enforcement agencies 1o
gather evidence linking & perpetrator to'the communication,

Satellite telephony preseats additional issues. Current satellite-based neiworks transmit
communications from users through one or more satellites and to earth-based gateways where
the communications are routed using land-line systems. Providers of satellite-based telephony
services typically do not need to build a gateway in each couniry to which service is 1o be

. provided. Indeed, tt may be the case that one or twe gateways ¢an service an entirg conlinent.
The government’s ability to protect the public’s safety and privacy con be threatened in
mstances where o gateway servicing U.S. customers is located outside the UL.S. In such cases,
the content of the communications, as weill as identifving information about the callers
themselves, will be subject to the relevant laws (if any) of the host country and may not be
protecied in the same manner that the information is protected in the United States, More
importaly to law enforcement, the location of a gateway in another country makes it difficult
for Inw enforcement 1o meet its obligation to protect against coiminal activities, In addition,
law enforcement may have to rely on the willingness and technical and legal ability of the
country in which the gateway is located to trace telephone calls, obtain information regurding
suspected criminals in the United States, and provide that information to U.S. law
enforcement agencies.

Recognizing the benefits and challenges created by advances in global elephony, the federal
government has been working with telecommunications companies and foreign law
enforcement agencies 10 ensore that the public interest is served in a global telephony
environment. The government is also addressing global telecommunications issues in various
international fora o ensure that the U.S. retins its ability to protect the US, public’s privacy
and safety. ‘

Real-time Tracing, Tracing a communication from victim back to attacker may be possible
only when the attacker actually is online, Sophisticated criminals can alter data concerning
. the source and destination of thelr commumications, or they may use the Internet account of
another. in addition, transmission information may not be retained or recorded by
communications providers or may not be captured at a1l or held for only 4 short period of
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time. Bven if itis generated and retained, it might be deleted by a skifled intruder to hide bis
identity.

Consequently, when law enforcement officials have information that a erime 15 being
commitied onling, they often must attempt to trace a communication as it occurs, Tedoso, a
law enforcement agency must know which compuier ¢rime expert te ¢all in which jurisdiction,
be able to contact the relevant individuals at various ISPs and carriers, and secure appropriate
legal orders in cach jurisdiction where a relevant carrier or ISP 15 located. {Notably, many
I8Py already coordinate and cooperate with law enforcement agencies in this respect, and
industry groups arc developing “best practices™ to encourage others to do the same.) Critical
personnel must also be available when network-facilituted erimes occur afier business hours.
When these crimes ocour across borders, real-time investigations must be able to proceed on
an international scale.

fechmical ifrastructure and Data Retention. 1f the communications network and the
computers and sofiware that run it have not been designed and configured to generate and
preserve eritical traffic duta, information relating 1o the source and destination of a
cyber-attuck will likely not exist. Consider, for example, the use by many ISPs of modem
banks ta provide Internet access 1o incoming caliers, An 18P may have 2 mitlion customers,
but maintain only 100,000 phone Bnes, based on an expectation that no more than 100,000
customers will ever i in at any given time. The ISP may give only one sccess number o is
customers and dynamically assign each incoming call to the next availuble line. Without a
revenue-related reason for knowing the specific line used for each connection, the ISP's
network may not be designed to generate the data necessary to link a customer with a specific
inconung line. This in turn, may make it impossible 1o trace the origin of the welephone call
o the [SP’s network. Such a network design can make 1t difficult to obtain traflic data
critical 1o an mvestigation,

Even if a purticular piece of the technical infrastructure is capable of generating and
preserving needed data, such data are not useful if carriers do not collect and retain such
records 17 Issues concerning whether, to what extent, and for how Jong critical data are
regained are decided both by national laws {or the lack thereof} and by industry practices,
which generally reflect market preferences und other revenue-related needsi In examining
data retention practices and laws, careful consideration must be given {0 privacy concemns,
market realities, and public safety needs. :

U.5. law enforcement may be significantly affected by the 1995 und 1997 directives of the
European Union ("BU") concerning the processing of personal duta, inchuding the deletion of
raffic duts. EU Member States are in the process of developing implementing legislation 1y
As the divectives are implemented into national legislation throughout the EU, it is vital that
public safety be considered, along with the privacy and market foree elements.

Anonymity. Anonymous e-matf accounts, which are ¢-mail accounts where subscriber
information is aot requested or verified, 2¢ are the proverbial double-edged sword. Such
UNONYIMOUS JCCOUNts can profect privacy, but they add new complexities to ilentifying online
lawbreakers, such as individuals who send child pornography, death threats, computer viruses,
or copyright-protected works by e-mail.

Similarly, "snonymous re-mailer” services, which are e-muail services that sinip the source
address information from e-mai} messages before passing them along 1o their intended
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racipients, raise difficult privacy and low enforcement policy issues. On the one hand,
anonymeus re-mailer services provide privacy and encourage freedom of expression. For

. example, in early 1999, these services allowed ethnic Albanians to provide first-hand accounts
of Serbian atrocities in Kosovo without the fear of retribution. On the other hund, such
services can plainly frustrate legitmate law enforcement efforts. Indeced, as curly as 1996, one
such service expressly touted itself as "a way to thwart atlempts by intelligence agencies 10
trace tllegal waffic . ... H bolds all incoming messages uatil five minules after the hour, then
re-mails them in random order. The messages are sent through five 10 tweaty other re-mailers,
with 2 stop in at least one of the several countries noted for lax law enforcement.” 21

To be sure, individuals can generally engage in many "real world” activities relatively
anonymously, such as making small cash payments and attending public events. But they
CARROL TEMAID anonymous in other contexts, such 4s opening 4 bank account or registering &
car. Indeed, many financial institutions have substuntial customer identification
requirements. As discussed in Part ILB above, Internmet-based agtivitics should be treated
consistently with physical world activities and in a technology-neutral way to further
itnportant societal goals (such as the detorrence and punishment of those who ¢commit money
laundering). MNational policies concerning anonymity and accountability on the Intemnet thus
need to be developed in a way that takes account of privacy, authentication, and public safety
TONCeIS,

3. Collecting Evidence

When computers are used lo store information, law enforcement agents generally <an, upon
securing & warrant, search the computer in the same way that they would a briefcase or file

. cabinet. The difference, of course, is that a computer can store & tremendous amount of
information, inciuding cvidence that might not be known to the computer’s owner. 22 This
feature of computer information can, of course, be both a benefit to and a challenge for law
enforcement. [t can benefit law enforcement by providing information (sometimes in a readily
searchable way) that miglt not have existed in the non-computer world. But it can obviously
present law enforcement chatlenges by highlighting the need for training and expertise {und
time} for the information 0 be recovered. For example, one computer with 3 gigabytes of
memory can contain the equivalent of one million pages of information, "Keyword” searches
¢an miss relevant information, and the difficulty of the search and recovery of information
may depend on how tamiliar the forensic expert is with the particular hardware and software
configurition of the computer at issue. Moreover, il information on the computer is
encrypted, it may be completely inaccessible to law enforcement and contribute little to
solving the crime at issue (see box on encryption).

C. Sinte and Local Tools and Capabilities

State and local law enforcement agencies play a significant role in addressing unlawlul
conduct on the Internet. These agencies have been crucial in combating enling child
pornography, prescription drug sales, gambling, and fraud. Conscquently, any initiatives by
the federal government to address uniawful conduct on the Interngt must account for the
important role state and local governments play in online investigations and prosecutions and
should address the following three areas of fundamental concem to these state and focal law

. enforcement authoritics: (Djurisdiction; (2)cooperation and coordination; and (3 )resources.

The following is a brief discussion of the jurisdictional, cooperation and coordination, and
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resources issues facing state and local governments. Beeause the Executive Crder that
prompled this report focuses on federal law enforcement issues, we recommend that & more
. detsiled analysis of state and local law enforcement issucs be uadertaken as 2 next step,

i. Jurisdistion

In responding to the challenge of law caforcement on the Intemet, one of the problems that
state and local governmenis face is that, although the crimes and schemes on the Internet may
victimize local populations, the medivm over which these crimes are commitied permits a
defendant to be tocated anywhers in the world. The traditional investigative toels available to
the state — interviews, physical ar ¢lestronic surveillance, and service of subpocnas for the
production of documents or for testimony - are not necessarily adequate to compe!
information from a wrongdoer who is localed out of state.

For exampie, if a fraud scheme is commitied against Ohio residents by an operator of @
websiic focated i Florida, and the Ohio prosecutors issue a subpoena for records from the
company in Florida, there is currently no formal procedural mechanism for the gervice and
enforcement of that subpoena. Although the Ohto prosccutors may informally succeed in
obtaining assistance from the Florida autharities, this is 2 matter of professional couriesy
rather than legal process. There is no gaaraniee that the subpoena will be served, or, if
served, enforced. Running into such a roadblock could wetl mean the end of the Ohio
investigution, In the absence of any ability to investigate the case themselves, it remains
possible for the Ohio prosecutors simply to refer the case 1o their Florida counterparts by
reporiing their complaims about the cybercrimingl in Florida, but if the ¢rime involves no

. Florida victims or is otherwise outside its jurisdiction, there is no guarnntee that the case will
be investigated by anyone.

This example illusirates the kinds of junisdictional hurdles that are becoming increasingly
commen for state and Jocal law enforcement authorities pursuing crime over the Internet.
Another difficulty in this ares anses from the disparate approaches taken by staie courts to
whether a state can exert long-arm jurisdiction gver an Internet site accessible in that state.
The lack of uniformity may make it more difficelt for investigators in some jurisdictions (o
conduct meaningful investigations of Internet conduct. And, the enforcement of state
slecironic surveillance orders can also be o challenge. The Intermet and modern satellite
communications have made it more necessary for state wiretap orders to be served on and
enforced against an out-df-siate service provider. Unfortunately, no legal mechanism exists
that would allow this. For example, drug traffickers operating entirely in New York, but using
satellite telephones with signals that are received al g ground station outside of New Yark,
potentially are completely immune from a New York wiretap order if the out-of-state ground
station refuses to comply with a New York court’s wiretap order.

2. Interstate and Federal-State Cooneration

Because the gathering of information in other junisdictions and internationally will be srueial
10 investugating and prosecuting cybererimes, all levels of government will need to develop
concrete and reliable mechanisms for cooperating with each other. The very nature of the
Imternet - its potential for anonymity and its vast scope - may cause one law enforcement
. agency to tnvestigate, inadvertently, the activities of another agency that js conducting an
undercover operation, Likewise, the law enforcement agency of one state may require the
assistance of another for capturing and extraditing a criminal to its state for prosecution. In
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other words, crimes that were once planned and executed in 2 single jurisdiction are now
planned in one junsdiction and executed in another, with victims throughout the United States
and the world,

The effective coordination and cooperation between various branches of the law enforcement
community i§ crucial 1o any effort to combat unlawtul conduct on the Internet. One area that
may deserve further review concerns the extent o which federul, state, and local authoritics
¢an share and gather information about pending cases, potential targets, investigative
procedures and tactics, and contact personnel. Such coordination is necessary for federal,
state, and local law enforcement agencies 1o avoid duplicating and possibly undermining
investigations.

In Junuary 2000, Attomey Genersl Reno challenged the National Association of Attomeys
General and other state and local law enforcement groups 1o make 1t a priority to respond o
these significant needs. Among other things, she specifically urged the groups to:

» Create a 24-hour cybercrime point of contact network, where each participating
federal, state, and tocal law enforcement agency would provide a designated
contact who is avatlable 24 hours per day, 7 days per week (o assist with
cybercrime issues. This contact could be available via a pager sysiem or
cogrdinated through a centralized "command center.”

» Create an online clearinghouse for shuring Information 1o avoid duplication of
effort and multiple investigations of the same unlawful conduct. Existing
mechanisms, such as XSP, LEO, or Consumer Sentinel, may either scrve this
function or serve as building blocks for such a service,

» Develop conferences for all state and local Internet nvestigators and
prosecutors, yearly or bi-annually, at which recent developments are discossed,
case progress shared, and networks reinforced that will facilitaie state, federal,
and local cooperation.

+ Develop additional policies and mechanisms to enhance cooperative intersiate
investigative and prosecutorial capacities and encourage coordination among their
constituents.

3. Resourees

Although state and local law enforcement organizations are responsible for investigating and
prosecuting most forms of unlawful conduct involving the use of the Intermet, they have
limited resources with which (o pay the substantial cosis of developing the technical,
mvestigative, and prosecutorial expertise and acquiring the new and often expensive
technology necessary 1o address these crimes. Personnel, equipment, and trainiag must be
funded not only ance but on g recurring basis. In addition, the structure of state and local law
enforcement agencies is different from state to stale and even county 10 county within a suile.
Resources must not be so restricted as to prohibit a state or local government from tuloring
programs and initiatives within their current structures.

Federal funding can be uscful in supplementng state and local spending on the necessary
petsonnel, training, and eguipment o property investigate and prosecute high technology
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crime ¢ases. To the extent that federal funds are expended on enhuncing federal law
snforcement’s forensic capabilities, these projects should be structured in a way that allows

. state and local law enforcement to use these forensic resources. Regional computer forensic
laboratorics, such as ihe new luboratory in San Diego, have been successful and may be a
miodel for other such facilities. 23

D. Legal Authorities: Gaps in Domestic Laws

Law enforcement agencies need stroag luws 1o protect society against unlawful activity. This
iz as true in the online world as it is in the offline world. As discussed above in Part 1 and
detniled in the appendices to this report, existing federal law is generally adeguate (o cover
unlawful ¢conduct involving the use of the Internet.

Sirong substantive laws, however, that apply 1o the use of the Intemet (o commit traditional
offenses such as fraud, child pornography, gamibling, and the tliegal sale of intelleciual
property are necessary but sot sufficient-to easure 5 safe and secure online environment. To
achieve that goal, law enforcement, in cooperation with the private sector, must also be able to
gather evidence, investigate, and prosecule these cases.  Unfortunately, in some areas, ihe
legal authorities and tools needed to do this have lagged behind technological and social
changes. This section examines several laws related to the investigation and prosecution of
high-tech offenses that have not kept pace with technological changes. Although we do not
offer specific solutions in this report, we are commitied 1o working with interested parties to
devise appropriate solutions.

. . Pen Register and Trap and Trace Stalute

Pen registers (devices that record the numbers dialed on o telephone ling) and trap and trace
devices {devices that capture incoming electronic impulses that identfy the onginaiing
number} are importan: {ools in the investigation of unlawiul conduct on the Internet.
Unforiunmiely, the statute that governs such devices, 18 US.C. §§ 3121-3127, 18 not
technology-neutral and has become outdated.

As an initial matter, advances in telecothmunications technology have made the language of
the statute obsolete. The statule, for example, refers to g "device” that is "atluched” w o
telephone "line,” id. § 3127(3). Telephone companies, however, no longer accomplish these
functions using physical bardware attached 10 actual telephone lines.  Moreover, the statute
focuses specificaily on telephione “"numbers,” id., a concept made cut-of-daite by the need to
frace communications over the [nternet that may use other means (o 1dentify users’ accounts.

Moregver, the deregulation of the telecommunications industry has created unprecedented
hurdles in tracing long-tistance telephone ealls. Many different compunies, located ina
variety of judicial districts, muy handle a single call, Under the existing statute, however, @
court can only order communications carriers within its district to provide tracing information
to law enforcement. As a result, investigators have to apply for several, sometimes many,
¢ourt orders to trace a single communication, causing needless wasie of ime and resources
and hampering important investigations,

. 2. Compuier Fraud and Abu ot

Originally passed in 1984, and amendad in 1986, 1994, and 1996, the Computer Praud and
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Abuse Act, 18 US.C. § 1030, protects a broad range of computers that facilitate interstate and
international commerce and communications. For example, section 1030(u)(2) makes it a

. crime to access o computer without or in excess of authority and obtain (1) financial
information from a financial institution or credit reporting company; (2) any information i the
possession of the government; or (3} any private information where the defendant’s ¢conduct
involves interstate or forzign commerce. Section 1030(a}3) mukes i a crime for anyone to
knowingly cause the ransmission of a computer program, nformation. code, or commuand,
that results in unauthonzed damage to a protecied computer. {A "protecied computer”™ is one
used exclusively or partly by the United States or a financial institution in whict the
defendant’s conduct affects the government’s or financial institution’s operation of the
compuler; or any compuier that is used in interstate or {foreign commerce or communications,
see [ USC § 1030(e){2)) 24

Despite its broad reach and relutively recent amendment, the statute nevertheless contains
several flaws that could hinder law eaforcement’s ability to respond effectively 1o unlawiul
conduct on the Internet. For example, given the increasing interdependency and availability of
global computer netwaorks, it is increasingly Jikely that computer system intruders within the
United States may begin Lo concentrate their unlawful activity on systems located entirely
outside the United States. Alternatively, individuals in foreign countries may route
communications through systems located within the United States, even as they back from one
foreign country 1o another. In such cases, they may hope that the lack of any U.S. victim
would either prevent or discourage U.S. faw enforcement agencies from assisting in any
foreign mvestigation or proscoution. It is unclear whether section 1030, in its existing form,
protects against such situations, which mauy affect the United States even though the

. perpetrator and the victim are located clsewhere,

§

The Department of Justice has encountered severad istances where intruders bave attempted
to damage crilical systems used in furtherance of the administration of justice, national
defense, or mational security, us well as systems {whether publicly or privately owned) that are
used in the provision of "critical infrastructure” services such as telecommunications,
transportation, or various financial services, but where proof of damage in excess of $5,000, as
required by section 1030{a)}(5), has not been readily available. Although such activities may
pose extreimne risks to our infrustructure, section 1030(a)(5) currently does not allow law
enforcement 1o proceed without evidance of over $5,000 in damages.

Another problem is that prosceutions under section 103005} carry & mandatory minimum
sentence of af Jeast six months. In some instances, prosecutors have exercised their discretion
and elected naot 1o charge some defendants whose sctions otherwise would qualify them for
prosecution under that section, knowing that the result would be mandatory imprisonment. [t
may be usetul {6 examine whether requiring imprisonment for six maonths should be applied in
more Hmited crroumstances thun allowed under existing law, or whether other punishments,
such as reduced penalties and forfeiture of any instramentulities or procecds of the violation,
might provide adequate punishment and deterrence.

3. Privacy Protection Act

The Privacy Protection Act of 1980 ("PPA"), 42 ULS.C. §2000aa, ¢t seq.. makes it unfawful
. for lacal, state, or federal law enforcement authorities to "search for or seize any work product

malerials” or any “"documentary materials . . . possessed by a person in connection with a

purpose to disseminate (o the public a newspaper, book, broadeast, or sther similar form of
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public communication,” 42 U.$,C, § 2000aa(a), (b} {emphasis added). The statute defines
"work product materials” as materials prepared or possessed in anticipation of communicating
such niaterials to the public, except if the materials censtitute contraband or the fruits or
ingtrumentalities of crime. Id. & 2000aa-7(b). "Documentary materials,” on the other hund,
consist of materials upon which information is recorded, once again with the exception of
contraband and the fruits or mstrumentalities of crime. Id. § 2000aa-7(a}.

In enacting the PPA, Congress restnicied searches for evidence of crime held by imnocent
third-purties who were engaged in First Amendment-protected activitics. The PPA thus
protects the confidentiality of non-evidentiary files held by this special group of innocent
third-parties - such as drafls of articles not vet published and the research and other supponting
information {z.g.. notes and interviews) that are never intended to be published. To preserve
the confidentiality of these destgnaied materials, the PPA mstructs investigators not to sgarch
for the evidence at all, but to compel the innocent third-parties 10 find and produce it
themselves. Thus, subject to certain cxeeptions, the PPA generatly limits searches for
work-product and documentary materials held by third-parties who plan 10 use them to
communicale 1o the public.

Muw issucs arise with the PPA duc to the exponcntial growth in computer use over the Jast
decade, With the advent of the Inlemnet and widespread computer use, aimost any computer
can be used to "publish” material. As a result, the PFA may now apply to almost any search of
any computer, Because computers now commonly comatn enormous data storage devices,
wrongdoers can use thern to store material for publication — material that the PPA protects -
while simultaneously storing {in a commingled fushion) child pornography, stolen classified
documents, or other contrabund or evidence of ¢rime.

4. Electronic Communications Privacy Agt

In 1986, Congress enacted the Electronic Communications Privacy Act ("ECPA"), 1B US.C.
§ 2510 et seq., in ap effort to revise and gxpand the scope of the 1968 wiretap act, The statute
auemptied 10 stike a workable balance among the competing imterests addressed in the statute
at the time: the privacy interests of elccommunications users, the business inferests of service
providers, and the legitimate needs of govemment investigators.

Two factors have raised concerns about ECPAC (1) the statute treuts wire and clectronic
communications inconsistently; and (2} use of the Intemet has grown deamatically, and voice
amndl non-voice data have converged. First, although ECPA attempied 1o create a
technology-neutral framework for regulating the disclosure of electronic communications and
records, it was only partially successful, For example, the 1986 legislation distinguished
broadly between “wire communications” {such as voice telephone ¢alls) and "electronic
communications,” which it accorded lesser protections. This mconsistency create pracucal
probiems in today’s converged network environment where vaice and non-voice data may be
interiwingd in a single data stream,

These inconsisiencies take on additional significance with the now widespread use of
computers and the Internet, because the proportion of criminal aclivity occurting oanline, or
using telecommunications technologies, has increased over time. E-mail, voice mail, user
access logs, and remotely stored files play an important, and in many cases, ¢ritical role in
investigating and prosecuting crimes ranging from large-scale consumer fraud to extortion and
murder,
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These developments suggest that ECPA be carefully evaluated 1o ensure that it (1} takes into
account new communications technologies in is treatment of wire and electronic

. communications; {2 has appropriste penaltics for a variety of eriminal invasions of
communications privacy; {3} resalves deficiencies in ihe rales for government access to
customer records, especially with respect 10 access by civil and regulatory agencies; and (4)
cures omissions and incensistencies within the statutory frameowork.

5. Teiephone Huarnssmend

The internet and the widespread use of computers have created a host of new tools for
communication. EXxisting statutes grovide criminal penalties for persons who use telephones
to harass or abuse others, For example, one provision of 47 1.8.C. § 223 makes # o federal
crime, puanishable by up to two years in prison, 0 use a telephone or telecommunications
device i annoy, abuse, harass, or threaten any petson uat the called number. The statatory
prohibition applies only if the perpetrator does not reveal bis or her name, Sec 47 U.S.C. §
22321 CY,

The new means of communication by computer, however, have given computer users o new
method of inflicting such abuse nol covered by the existing laws, A malicious computer user,
for example, ¢an post an clectronic message in which he pretends to be the person that he
intends to harass (see cyberstalking box in Part ILA above). In this froudulent message {that
may rcach thousanis of people}, he can state, for example, thut he (posing as the victim) likes
1o participate in some particular sexual act and then invite anyone who reads the message (0
¢all the victim’s home telephone number, Yet this form of harassment gvades the prohibitions

. of 47 U.S.C. § 223, which oapplies only to dircet communications between the perpetrator and
the victim.

6. Cable Communications Policy Act

The Cuble Communications Policy Act of 1984, which regulates various aspects of the cahie
television industry, includes provisions that protect the privacy of individual cable
subscribers” records. See 47 U.S.C. § 351(c), (h). Such records should indeed romain private
under most circumstances. The statute, however, did not take into account the changes in
technology thit have ocourred over the last 13 years. Cable television companies now ofien
provide Internet access and telephone service in addition to television programming. Some
cable companies have interpreted the statute as overriding their obligations to disclose certain
records pursuant (0 other statutes, such as the Electronic Communications Privacy Act, 18
U.S.C. § 270}, and the trap and trace statute, 18 US.C. § 3121, This interpretation — which
courts have nol accepted — would create greater protections for subscribers who receive
Internet service {rom cable companies than for those who access the Internet by other
methods,

Such an interpretation is 1nconsistont with the wechnology-neutrality principle discussed in
section ILB sbove, Moreover, some cable companies that provide Internet service have relied
on the Act to refuse o disclose subseriber mformation pursuant 10 state grand jury subpocnas,
even though these records would otherwise be available through legal process under existing
law. As more and more [nternet users shift (o high~speed cable access from traditional analog
. telephone equipment, it will be impartant to ensure that privacy standurds are harmaonized for

ail Internet users.,
#*® ¥ *
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These examples are only some of the areas in which the law has not kept up with new

technology. Specific legislutive proposals to update these laws are beyond the scope of this
. report. The gaps Hlluminate, however, the investigatory challenges posed by the use of the

Internet for unlawful conduct, and they deserve prompt legislative consideration and altention.

E. Challenges for International Cooperation

t. Subsizntive Internations! Criminal Law

When ose country’s laws criminalize high-tech ond computer-related crime and another
country's laws do not, cooperation fo solve a crime, as well as the possibility of extraditing the
criminal to stand triul, may not be possible. Inadeguate regimes for imemuational legal
assistance and extradition can therefore, in effect, shield criminals from law enforcement:
criminusls san go unpunighed in one country, while they thwart the cfforte of other countrics 1o
protect their citizens,

International legal assistance can be requested and provided through several means. The
United States is party 1o over 20 bilateral mutual legal assistance treaties ("MLATS"). Where
there is no MLAT in force, international legal assistance is governed by domestic mutual fegal
assistance laws and practices, which include the letters rogatory process. (A lelier rogatory is
a letter request for assistance from one country’s judicial authonty —~e.g., a U.S. District Count
- 1o that of another country, Sce, e.g., 28 U.S.C. § 1782 MLATS and domestic laws vary
with regard to the requirements relating to a request for assistance. To issue subpoenas,
inigrview witnesses, or produce documents, some MLATS and some laws permit assistance as

. long as the conduct under investigation is a crime in the requesting state, even where it is oo
also u crime in the requesied stte.

in the more sensitive area of searches and scizores, however, dual criminality (1.e., that the
conduct under investigation is a crime in both the requesting and requesied countries and is
punishable by at least one year in prison} is often required (e.g., U.S./MNetherlunds MUAT). In
other circumstunces, a country can refuse a reguest if the request “relates Lo conduct in respect
of which powers of search and seizure would not be exercisable in the territory of the
Requested Party in similar circumstances” (e.g., US/UK. MLAT). Finally, some MLATs
and domestic laws permt assistance only if dual criminality exits and i the offense is
extraditable {e.g., mutaal assistance faws of Germany}, With regard 1o extradition, the United
States has entered mio bilateral tresties with over 100 countries, These treaties are either "list
weaties,” containing a list of offenses for which extradition is available, or they require dual
criminality and that the offense be punishable by a specified minimum period. Therefore, if
one country does not criminalize computer misuse (or provide for sufficient punishment),
extradition may be prohibited.

The tssue of dual criminality is not an academic or theoretica) matter. In 1992, for example,
hackers from Switzerland attacked the San Diego Supercomputer Center. The U.S. sought
help from the Swiss, but the investigation was stymied due to lack of dual criminahty (¢, the
two nations did not have similar laws banning the conduct), which in turn impeded official
cooperation. Before long, the hacking stopped, the trail went cold, and the case had to be

. ciosed,

The sciution 1o the problems stemming from inadequaie laws is simple o state, but not 3
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easy (o implement: countries need o reach a consensus as to which computer and
technology-related activities should be criminalized, and then commit to taking appropriate

. domestic actions. Unfortunately, a true international "consensus” concerning the activities
that universally should be criminalized is likely to take time 1o develop. Even aftera
consensus is reached, individaa! countries that lack appropriate legislation will each have to
pass new laws, an often time-consuming and iterative process.

2. Multilntera! Efforts

Although bilateral cooperation is impertant in pursuing investigations concerning unfawful
conduct involving the use of the Internet, multilateral efforts are a more effective way to
develop international policy and cooperation in this arga. The reason for this stems from the
nature of the Internet itselll Because Internet access is available in over 260 countries, and
because criminals can route their communicaiions through any of these countries, law
enforcement challenges must be addressed on as hroad a basis ag possible, because faw
enforcement assistance may be required from any Internet-connected country. That is, even if
two countries were able (o resolbve all the high-tech crime issues they faced. they would still
{presumably) only be able to solve those crimes that involved their two countries. Multifateral
forg allow many countries 1o seek salutions that will be compatible to the groatest extent with
cach country’s domestic faws,

Several multilateral groups currently are addressing high-tech and computer-related crime.
Of these groups, the Council of Earope ("COE"), and the Group of Eight ("(G-8") countries arg
the mast active, To begin to address the necd 1o harmonize countries” computer crirne laws,
the COE is drafting a Cybercrime Convention, which will define cybercrime offenses and

. address such topics as jurisdiction, intemational cooperation, and search and seizure. The
Convention may be completed as soon as Becember 2000, After approval by a high-level
commitiee, the Convention will be open for signature by COE members and non-member
states which participated in the draf§ing. The G-8 Subgroup on High-tcch Crimie has been
focusing on ways (¢ enbance the abilities of law enforcement agencies to investigate and to
prosecute computer- and Internet-facilitated crimes, such as establishing a global actwork of
high-tech crime experts and developing capabilitics (0 locate and identify those who use the
Internet to commit ¢rimes. In May 1998, President Clinton and his (-8 counterparts adopted o
set of principles and an action plan, developed by the Subgroup, for fighting computer crime.
The COE and G-8 efforts, ss well as other international efforts, are described in more detail in
Appendix 1 to this report,

3, Continuing Need for International Cooperstion

Ag these multilateral efforts progress and as more formal mechanisms for cooperation are
developed, law enforcement agencies in the U8, and other countries are cooperating
nformally and have underigken joint initiatives 10 achieve their goals. For example, the
Customs Service hos been involved in joint cyber-investigations with the German Federul
police. These joint investigations have resulted in 24 referrals from Customs’
Cybersrauggling Center to field offices during the Iast three months, In most instances, these
referrals have led to the fssuance of federal or state search warrants. Customs is also Involved
in joint efforts on Internet-related investigations involving money laundering and child

. pornography-distribution with officials in countries such as indonesia, Italy, Honduras,
Thailand, and Russia.
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As international issues become more prevalent in investigations of Internet-facilirased
offenses, U.S. law enfercement agencies must continue to develop cooperative working

. refationships with their foreign counterparts. The 24/7 high-tech point-of-contact network
established among the G-8 countrics and others must continue 10 be developed and expanded
o inciude more countries. In addition, the 1.8, should continue (o work with other countries,
imternational groups, and indusiry 1o develop comprehensive and global plans for addressing
the complex and challenging legal and policy issues surrounding jurisdiction raised by
unlawinl conduct an the Internet,

V. THE ROLE OF PUBLIC EDUCATION AND EMPOWERMENT

The third component of the Working Group’s 3-part strategy for responding 1o unlawful
conduct involving the use of the Internet 13 to 1mplement aggressive efforts o educate and
empower the public to minimize risks associsted with the Internet and w use the loemet
responsibly through technological and non-technclogical 1ools. Although both types of ools
cun be extremely useful when used spproprintely, "one size does not fit all.” One must weigh
the advantages and disadvantages in determining which set of tools will work best for an
individual’s particular situation,

This part of the repert therefore discusses existing and potential new tools and resources that
can be used to educate and smpower parents, teachers, and others to prevent or minimize the
risks from unlawfuol conduct involving use of the Internet. First, we review the technological
and non-technological tools that are available for parents and teachers 1o use to help ensure
that children have a safe and rewarding experience online. Next, we discuss how consumers
can educate themselves in order to avoid fraudulent and deceptive practices on the Intemet. {n

. particular, this part highlights how several federal agencies are using technology to educate
consumers and how they are working with the private secter to develop cffective consumer
protection practices. Many other agencies are undertaking similar efforts. Last, we discuss
government-industry cooperation efforts to educate the public on the importance of being
good “cybarcitizens.”

A. Educating and Empowering Parents, Teachers, and Children

With the growing number of U.S. classrooms connected to the Internet and the rising number
of personat computers used in the home, more and more children are now able to access the
Internet. Almost 90 percent of public schools - including over 1 million ¢lassrooms — in the
U.S. are connected to the Internet. Over 40 pevcent of American houscholds own computers
and one-quarter of all housecholds have Internet access. 25

One of the greatest benefits of the Internet is the pecess it provides children to such things as
educational materials, subject matter experis, onling friendships, and penpals. Nevertheless,
like many other pursuits that children cagage i without adequate parental supervision, the
Internet should also be approached with careful consideration of risks and benefits. One
concern of course is that the Intermet may allow children unresiricied sccess o inapproprisic
materials. Such materials may contain sexually explicit images or deseniptions, advocate hate
or bigotry, contain graphic violence, or promote drug use or other illegal activities. In the
worst instances, children have become victims of physical molestation and harassment by

. praviding personal information about themselves over the Internet and making contact with
strangers.
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To protect children from such risks, parents and teachers therefore need to empower
themselves with the tools, knowledge, und resources to supervise and guide children’s online
experience and to teach children how to use the Imernet responsibly.

I Technolopical Tools

Technelogy provides tools that may assist in preventing children from uccessing inappropriate
matenals on the Internet or divalging personal information about themselves or their families
online. The most common technological tools are "blocking” and “filiering” software, as
described maore Tully betow.

{a} Blocking Software

"Blocking" software uses a "bad site” st and prevents access te those sites, The vendor

of the software identifies specified categories of words or phrases that are deemed
mappropriste and configures the blocking software to block sites on which the prohibited
lunguage appears. Although some vendors allow parents to customize the "bad site” list by
allowing them to add or remove sites, others keep the list secret and do not permit parents 1o
micdity ity

Although such soliware can ba a useful tool for restricling sccess 10 inappropriate websites in
certain circumstances, they can also create a false sense of security, because they Cannot
restrict access to afl jnappropriate sites {or children. The number of websites published each
day far exceeds the ability of software companies 1o review the sites and categorize them for
their "had sie” lists. 26 "Out of approximartely 3 million separaie websites in existence {each

. website may contsin two or more sepatate webpages and the number of separate files, pages
and graphics onling 1§ estimated at 330 million}, only a small fraction have been reviewed, in
aggregate, by child protection software companies.” 27 Because the gap widens daily, with an
astimated 160,000 new websites registered each month, "bad sites” will inevitably get through,
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Another potentin] drawback 15 that most-blocking software does not differentiate between the
age of the users. What may be inappropriate for an eight year old, may be appropriate for a
teenager. However, because most software only has one user setting to determine what should
be blocked, either the teenager will be denied access to sites that are beneficial or the
cight-vear-old will e given access 1o sites that are inapproprisie. In addition, in cases where
software vendors do not allow parents to custontize the "bad site”™ list, parents cannot make an
informed decision on what material should be restricted. They must rely on the judgment of
an unknown third party to decide what sites are acceptable for their children,

{b} Filicring Software

“Filtering” software blocks sites containing keywonds, alone or in context with ather
keywords., Forexample. if parents wanied to restrict their child’s access fo sites related to
drug use, the software would be configured (o deny access o sites containing such words as
"manjuana,” "cocaine,” "heroin,” etc, Filtering software is available both directly and through
some Internet service providers ("ISPs”) such as Lvcos or FamilyNet.

Filtering software can also be used 1o restrici access to inappropriate websites, but, hike
blacking software, they can be both underinclusive and overinclusive. They can, for example,
filter sites that are cither harmless or even desirable. With the example above, sites thut
promote drug rehabilitation, sceking belp for a drug problem, or drag prevention would be
blocked simply because they use the keywords. Another example of how filtering is over
inclusive is denying access to the word “sex.” While this filter would block certain sites with
inappropriate sexual content, it would also block harmiess sites that contained the words
"sextuplets,” "sexton,” “Mars Exploration,” among muny others, In addition, some website
operators bave learned 10 bypuss the filtering mechanism by misspeiling the typical keywouds.
29

Filtering software may also be used 1o block sites that have a particulur label or rating. The
content provider or a fubeling service classifies the site in u purticulur category (e.g.,
“romance: no sex” or “explicit sexual activity™) and the filiering software is programmed o
deny access to sites with particular ratings. As with "bad sites,” parents must rely on the
judgment of unknown third parties 1o determine what is appropriate for their chuldren. In this
case, the content provider must seif-label the site accurately or a labeling service must assign
the appropriote label to the site. Another major drawback is that very few sites are labeled,
Parents must decide whether 10 block or allow access to unrated sites, Blocking all unvated
sites would deny access (0 harmiess and educatonal matenal, while allowing access to all
unrated sites would undoubtedly allow inuppropriate material to get through.

{c} Other Software

Other types of software enable parenis to monstor and control their children’s use of the
computer. For example, “monitoring and tracking” software altows parents to track how much
time their children spend online, where their children go online, and how much tme their
children spend on the computer offline. "Outgoing filtering" software prevents chitdren from
sharing certain information with athers over the Internet, such as their name, telephone
nurnber, and address. Every time the ¢hild tries 1o send the prohibited information to someone
onling, it shows up as "XXX."

101 1048 AR
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2, Non-technological Tools

() What Parents Can Do

Orne of the most effective ways of protecting children from inappropriate material on the
Internet is 1o teach them to use the Internet responsibly. Parents play a major role in this by
taking responsibility for children’s online computer use. By doing =0, parents can greatly
minimize any potential risks of being online.

There are certain safety tips parents cun {ollow to ensure that their childres use the Internet
safely. These tips include:

* never give out personal information, suich s home address, school name, or
telephone number, 10 a public message such as a chat room or bulletin board;

* do not post photographs of children on websites or news groups that are
available to the public:

* never allow a child {o arrange a fuce-to-face meeting with another computer user
without parental permission;

» if a meeting ss arranged, make the first one (n a public place and be sure o
aceompany the child; ;

* never respond to messages that are suggestive, obscene, belligerent, threatening
or make you feel uncomfortable,

» encourage children o tell you if they encounter such messages;
* report any inappropriate messages you receive immediately;

* consider keeping the computer in a room other than the child’s bedroom (o
monitor his or her online use;

» get to know your children’s online friends just as vou get to know all of their
other friends:

+ set up specific rules for your children’s online use, such as the time of day and
length of time that they can be online and appropriate sites for them to visit. 30

There arc many useful pubbications and websites for parents on this topic. For example, The
Parent’s Guide {o the Infernct {published by the U.S. Depariment of Education), Site Seeing
on the Internet: A Guide to Traveling in Cyberspace {published by the FTC and the National
Association of Attomneys General}, and The Parent’s Guide 1o the Internet: Raising Your
Family on the Information Superhighway (by Travis West) explain the basics of the Intemet,
how it works, what is available online, and give guidance on how to ensure safe use of the
Internet. For additional publications on respansible use of the Internet, visit
www.childrenspartnership.org for a list of resources.
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Likewise, there are many websites that give parents guidelines to promote safe, rewarding
online experiences for children. For example:

» www gelnetwise.org - This website was created by 13 Internet companies as a
comprehensive resource guide for peents. It includes instant aceess 1o ool
representing the iatest technologies that allow parents to bluck and filter
inappropriate content, monitor the websites and chat rooms that their children
¢i5il, and set strict time limits on their chsldren’s onling sessions. It also includes
aceess to information on how 1o report a orime or other troubling activity online
and provides a guide to quality, educational websites beneficlal to children, The
website also provides safety tips for oaline use.

+ www.amenicalinksup.org ~ This website secks to bring the onling industry,
families, teachers, Hbrarians and other children’s advocates wogether to ensure that
children have a rewarding and educutional online cxperience. It provides safety
tips for parents and children; access to discussion groups of parents, teachers and
other [nternet users on critical safety issues: Hinks (o more than 700 quakity
websites for children reviewed and recommended by children’s librarians: ond
information on local events where parents and chiidren can learn about Internet
basics and wols that promote rewarding online cxperiences.

« www cyberangeis.org — This webgitc has been in existence since 1995 and 1
coagidered the fargest Internet safety and education program. o addition to
providing parents guidunce on how o supervise their children online, it teaches
childeen how to use the Internet safely with material geared toward them. For
example, children can join Sophia’s Safe Surfing Club, take a safe surfing quiz,
and earn g sade surbng permit. Cyberungels also has Net Patrol teams that
regularly monitor the Internet for child-crimes, cyberstatkers, and fraudulent
scams and repori it {o law enforcement authorities. The website provides support
groups for victims of stalking and barassment over the Internet and gives tips on
how to document and report eyber-slalking. CyberAngels also provides links
safe sites and reviews and recommends blocking/filtering sofiware.

+ www.parentech.org - This stte provides families and educators of middic school
children {grades 6-8) with free resources focusing on how technology affects
education, careers, and sogiety, R includes parent and teacher guides in these
three areas. For example, the parent’s guide on 1echnology and education has
articies on how to help middle schoolers get the most out of lcarning with
technology, a parent’s guide to classroom techaologies, and technology standards
for middle schools. The teacher’s guide to technology and carcers includes
articles on what skills are necessary for these careers and how to develop those
skills o the middle school level In addition, the site has a discussion corner
where parents and educators can shure ideas, concems, and questions with gach
other and with experts from across the nation,

» www safekids con ~ This websile contains vurious articles about Internet basics
andd onling safety, guidelines for parenis on how to supervise their children on the
Internet, safety tps for children, and filtering/blocking software reviews. In
addition, the site has links to other sites that offer Internet advice {0 parents and
includes a link o report online crime against children.
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(b3 What Schools and Libraries Can Do

. As increasing numbers of children have access to the Internet from their schools and
neighborhood Hbraries, we need 1o address the issue of how best to ensure that these children
have positive, age-appropriate, educational online experiences. The Administration has taken
the view that empowering parents, teachers, and librartans with a wide range of rools with
which they can protect children in their community 1n & manner consistent with their values is
uitimately the most effective approach and one that is most compatible with the First
Amendment. 31

Schools and libraries are currently using a wide range of technology tools and monitoring
techniques to ensure that children do not encounter inapprapriate materiel or dangerous
situations while online. These schools and librarics are determining what will work best in
their particular schools and communities. Absent proof that local decision making is not
working to protect cur children, the federal government should not mandate a particular type
of technology, such as filtering or blocking sofiware, Rather, we shouid encourage
“acceplable use” policies (“AUPs”) by all public institutions tha offer access to onling
resoarces, including the Internet. Such policies may include the use of blocking and filtering
technologies, or they may involve the use of monitoring, smart cards, or codes of conduct. An
AUP should, while being sensitive 1o local needs and concerns, offer reasonable assurances o
parents that safeguards will be in place in the purticular school or library setting that permit
users to be empowered to bave educational experiences consistent with their values,

In addition to AUPs, schools may also use “intrancis” (o restrict student access o

. inappropriate material. An intranet is a controlied computer network thot uses similar
software and transmission mechanisms as the Internet, but is accessible only to those who
have permission to use it (an intranet is generally confined to users within an organization}.
These controls permit the intranel system managers o mit user access to Internet material as
well as to restrict those outside the network from being able to reach it

Schools and districts may also use Regional Technology and Educution Consortia
organizations {"RTECs") as 1 resource. Six regional consoriia, funded by the Department of
Education, assist and support states, districts, schools, and other educational institations in the
use of advanced technologies to improve teaching and student achievement. In helping
schools and districts with planning and implementation of technotogy, RTECs can help
schools identify Internet safety solutions that meet the schools” needs and poticy preferences.
In addition, RTECs also provide resources for teacher training 1n technology.

{c) Mext Steps

The Department of Justice and the Department of Education have funded a study by the

National Academy of Sciences on how o protect children from inappropriate material on the

Internet. This study will include a description of the risks and benefits of various tools and

strategies that can be used to protect children from inappropriate material, an analysis of how

the ditferent tools and sirategies can be used together, and case studies of how different

communities have approached this problem. The final report is scheduled to be completed in
. November 200H,

In addition, in October 1998, Congress passed the Child Online Protection Act ("COPA™) 22
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that, among pther things, established & Commission on Onhine Child Protection to examine the
cxtent ¢ which current technologicnl tools effectively help protect children from inappropriate
onling cantent. The members of the commission were appainted last yvear, with the final
rembers coming on board in Qctober 1999, and the commission’s repont is due to Congress
in November 2000,

Finally, the Departments of Commerce, Education, and Justice are planing a joint effort to
host a roundiable discussion with industry representatives, especially those in the software
industry, 16 discuss the benefits and limitations of existing blocking and filtering software.
These discussions can lay the groundwork for future software contributions to Intemnet safety,

B. Educating and Empowering Consumers

The electrontc markesplace offers consumers unprecedented choice and around-the-clack
accessibility and convenience, R pives established marketers and new entreprencurs low-ost
access to a virtually unlimited cusiomer buse, With these benefits, however, comes the
challenge of ensuring that the virtual marketplace is a safe and secure place 1o purchase goods,
services, and digitized information, Consumers rust be confident that the goods and services
offered online are fairly represented and the merchants with whom they are dealing - many of
whom may be located in another pant of the world ~ deliver their goods in a timely matner and
are not engaged in illegal business practices like fraud or deception. Consumer confidence
alsn requires that consumers have access to fair and effective redress if they are not satistied
with some aspect of the wansaction. ‘

This section highlights some of the Federa! Trade Commission’s initiatives 1o educaie
consumers through technolagy; the Department of Commerce's coordination efforts with the
private sector to develop effective consumer protection practices; and the Food and Drug
Administration’s outreach campaign regarding medical products on the Internet. As deseribed
more fully below, the FTC has made innovatve use of the Internet to educate and alert
consumers about fraud and deceptive practices online, (o disseminate its publications, to
investigate potential violations, and 1o receive and respond to consumer complaints, The
Department of Commerce has also worked with consumer and business representatives to
develop codes of conduct for electronic commerce and mechanisms for consumer dispute
resolution, redress, and enforcement. In addition, the FDA has used the Internet 1o educate
consumers and health professionals ahout the possible risks of ordering preseription
medications and other medical products on the Internat, and the Securities and Exchunge
Commission ("SEC") has likewise used the Internet to help investors avoid enline securities
frand. The Postal Inspection Service posts consumer froud prevention “tip sheets” and other
fraud prevention information on its website {www.usps.gov/postalinspectors). And, as part of
its Internet Fraud Initiative, the Department of Justice has been active in public education and
outreach efforts to prevent ondine fraud (e.g.. establishing a website on identity theft and fraud
{www . usdoj govienminal/raudfidtheft)), and the FBI has prepared an online Parent’s Guide to
Internet Safety (www .fbigov)

npitiatives: Hsing Technology to Educate Consumers

The FTC is commirted to stemming fraudulent, misleading, and deceptive trade practices
through actions that involve both law enforcement and education. Acting on the belief that the
most cffective consumer protection is education, the FTC has sought to help alert as many
consumers as possible w the tellle signs of fraud, the importance of privacy in the
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information age, and other critical consurer protection issues. Lse of the Internet 1o develop
and disseminate information about fraud and technology-related matters is integral to the
FT{C s education, deterrence, and enforcement efforts and has sllowed the agency to reach vast
numbers of consumers and businesses quickly, simply, and at low cost,

(a) Frawd Peevention Information for Constmers

More than 200 of the consumer and business publications produced by the FTC's Bureau of
Consurner Protection are available on the agency’s website in text and pdf format. Indeed,
the difference in the number of publications viewed online in 1996 and 1999 (140,000 versus
2.5 million page-views) tells the story of the Internet’s coming of age as a mamstream medium
and its impontance to any large-scale dissemination effort. Those 2.5 million page views are
in addition to the 6 million print publications distributed cuch year 16 organizations that
disseminate them on the FTCs behalf.

(b} Link Program

1
The FTC also actively encourages “partners” — govermment agengies, associations,
prganizations, and corporations with an interest in a particular subject — to link to the FT(C's
website from their sites and to pdace banner public service snnouncements provided by the
FTC on their sites. Links from the banners allow visitors to ¢lick through o the FTC site
quickly 1 get the information the user is looking for exactly when they want it. Among the
organizations that have heiped drive traffic (0 the consumer information on www fic. gov are
the Alltance for Invesior Education, the Arthritis Foundation, the American Association of
Ratired Persons, American Express, the Better Business Burcau, C8S, Circuit Gity,
motleyiool.com, the National Institutes of Health, the North American Securities
Administrators Association, Shape Up Amernical, the U.S. Patent and Trademark Office, and
Y ahoo!.

(¢) "Sring” Pages

Many Internet shoppers looking for weaght loss products will find an attractive-looking site
that trumpets NordiCalite, a "safe and natural” way to lose weight. Three clicks into the sales
piich, the FTC seal appears, alerting consurners that the sile was put up by the federal agency,
that the product is @ fuke, and that centain words and phrases are lip offs to help them avaid
mast np offs.

Too often, warmning information abowt frauds reaches consumers after they ve been scummed.
For the FTC, the challenge is how to reach consumers before they fall victim o a fraudulent
scheme. Knowing that many consumers usc the Internet to shap for information, agency staff
develop “sting” sites that mimic the characteristies of a site selling fraudulent products or
services. "Metatags” embedded in the FTC websites make them accessibie to consumers who
are using majar search engines and indexing services as they look for products, services, and
business upportunities. The "sting” websites link back to the FTC's webpage, where
consumers can find the practical, plain English information they nced. The agency has
developed 13 "sting” sties on topics ranging from health care producis 1o scholarship services
to vacation deals and investiments, and feedback {rom the public has been overwhelmingly
positive, Many visitors express appreciation — not only for the information, but also for the
novel, trouble-free, and anonymous way it is offered.
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{dy Twarials

The FTC has slso developed interactive puzzies and games 16 reinforce the concepts spelled
out it its brochures, I-page “news vou can use” consumer alens, snd graphics. For example,
to'muark the first anniversary of the Telemarketing Sales Rule in December 1996, the FIC
placed a recording of a fraudulent telemarketing call on 113 website and developed a quiz 1o
testa consumer's ability to tell the difference between a legitimate call and fraudulent one.
Later, the Field of Schemes investment fraud initiative included the faunch of an online quiz
called "Test Your Investment 1.Q." A series of typical telephone misrepresemtations asked
consumers to define an investment offering as selid or risky and then explained the answerts.
As part of Project Mousetrap, which dealt with fraudulent invention promotion firms, the FTC
created an activity designed to test a reader’s "patent-ability™: a crossword puzzle containing
criical terms from the world of patents and ides promotion. And to support the first National
Consumer Protection Week, an online crossword puzzle, a true-false quiz, and a word find
that focused on credit erms were developed for the National Consumer Protection Weekly, a
newsletter that was distributed electronically to consumer agencies, law enforcement officials,
and corporations across the country.

{e} Consimer.goy

Armed with a vision of the Intermet as a powerful taol {or consumer education and
empowerment, the FTC convaned a group of five small federal agencies in 1997 to develop
and luunch a website that would offer [-stop access 1o the arruy of {ederal consumer
information, On the theory that consurners may not know one federal agency from another,
the information is arranged ropically. Federal agencies and consumers have responded well to
wivw . consumer.gov. The site includes contributions frons over 100 federal agencics and logs
some 79,000 user sessions a month, each of which fast an average of over four minutes. The
site also houses special initiatives: The President’s Couneil on Y2K Conversion asked the
FTC to establish a Y2K consumer information site; the Quality Interagency Coordination Task
Force requested a special siie on health care quality: and the U.S, Postal Inspection Service
askad that www.consumer.gov house the site 1o support the "kNOw Fraud” injtiative, a
public.private campaign that fuvolved sending posicards about telemarketing fraud 1o 115
millinn American households in the fall of 1999, The original www consumer.gov team
recetved the Hammer Award for its efforts, The FTC continues 1o maintain the site.

{fy Spam Mailbox

Millions of consumers are besieged by unsolicited commercial e-mail ("UCE") or "spam”™
eyery time they open their e-mailboxes. Al best, spam is annoying. At worst, it is costly and
disruptive to consumers. 33 Hoping to relicve consumer frustration and gain a foothold on
deceptive e~mail offers, the FTC invited consumers 1o forward their spam (o o special address
(uce @ ftc.gov)y, With 3,000 e-muils arriving each day, the FTC has been able to build u spam
database that is an cxtremely hetplul resource for investigators. With purtiers from the Postal
Inspection Scervice, the agency lets "junk e-ronilers” know how not to break the law, and Jets
consumers know how to recognize the 12 most common types of e-mail fraud, known us the
“dirty dozen."

{g) Online Complaint Handling

By 1998, with consumer use of the Internet to access information, entertainment, products
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and services becoming routing, the FTC began accepting consumer camplaints electronically.
The consumer response to the online complaint feature indicates that the FTC is meeting 2 real
need: The agency receives online — and responds online to — an estimated 1,000 complaints
and inquirics a week.

{h} Business Education for Online Marketers

As part of its mission, the FTC provides guidance to online marketors on how to assure that
basic consumer protection principles apply online. Many of these entreprencurs, new to the
Internet and to marketing in general, may be unfamiliar with consumer protection laws. But
even experienced marketers have raised novel issues in their efforts to apply traditional
consumer protection laws 1o the online environment, The FTC has used a variety of
appraaches 1© get ifs consumer protection messages out to the business corsmunity, from
compliznee guides, brochures and speeches ot industry and academic meetings and
conferences to e-mails and Web-based public service sonouncements, staff advisory Jetters on
www.fic.gov, use of the trade press to promote the availubility of information on the agency
site, and workshops on issues of interest and posting the transcripls,

{1} Publications for Business

Among the publications for business that have been distributed widely in print and onling are
Advertising and Marketing on the Internet: Rules of the Road, which has had a print
distribution of over 22,000 and over 33,000 page-views of the online version. In addition, two
business alerts — Selling on the Internet; Prompt Delivery Rules and Website Woes: Avoiding
Web Service Scams ~ have been widely dissaminated,

(1) Surfs

Just as consumers were discovering the benefits of “surfing” the Internet for instant access o
information, FTC staff saw the value of surfing 1o educate businesses and to investigate
potential legal violations, Since December 1996, when the FTC organized its first "surf”
ferret out pyramid schemes, it has become clear that this tool gives new meaning to
efficiency. To date, the FTC has led some 20 swifs, with over 250 agencies and consumer
protection agencies around the world, weniifying some 4,000 commercial websites that maks
dubious claims, largely in the prometion of health and diet products, pyramid schemes,
business opportunities, investments, and credit repair.

Internet surfs allow law enforcement officials 1o survey the nature and scope of particular
violations online, They also offer an opportunity o educate website operators — many of
whom are new entrepreneurs unaware of existing laws — instantly and directly. When agency
staff surfers identify a site that may have problems, they send an e-mail message that explaing
why the site may violate the law, Their message also provides a link o the FTC website for
more information and gives notice about a foliow-up visit. These follow-up surfs reveal that
about 20 to 70 percent of the problem sites in a particular area are improved or removed.
Those sites that continue their problem practices may be subject to further investigation and
enforcement.

{k} Protecting Privaey Online

In May 1998, at the request of the Vice President, the FTC used www.consumer.gov 1o unveil
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a L-stop shop for information about how to protect ane’s privacy both on and off the Internet.
The "About Privacy” site explains consumer privacy rights and provides visitors with contact
. informaotion to ask that their personal information not be shared with third parties. For
example, the page provides mformation on how 10 contact credit bureaus, siate molor vehicle
offices, and marketing organizations via the web, telephone, or mail. 1t includes sample
opt-out letters that consumers can tailor 1o their own needs, as well as hyper-links 10 each of
the three major credit reporting bureaus and the Direct Marketing Association’s opl-out pages.

In addition, the FTC has imitiated & major multi-pronged information campaign focused on
the provisions of the recent Children’s Online Privacy Protection Act of 1998, 15 U.8.C. §§
6301-65060, which requires parental permission before collecting data from those under 13
vears old. See Children’s Online Privacy Protection Rule, 16 C.F.R. pt. 312 {1999),
Busingises are being alerted to their responsthilitics, and parents and youngsters are learning
about their rights under the law,

2. Department of Commerce {nitatives

LS. government policymakers and law enforcement oificials are working 1o ensure consumer
confidence in the virtual marketplace by enforcing cxisting legat protections and encovruging
private sector leadership. Last spring, the Department of Commerce challenged the private
sector to work with consumer representatives to develop effective consumer protection
practices, including developing codes of conduct for busmess-to-consumer electronic
commerce and alternative, easy-to-use mechanisms for consumer dispute resolution, redress,
and enforcement. This approach recognizes that as e-commerce expands (o ENcOmpuss More

. internutiona) business-to-consurner transactions, sliermative, casy-to-use mechaaisms for
consumer dispute resolution, redress and enforcement can help to ensure strong and effective
consumer protection (n the online gnvironment and obviate the need for immediate resolution
of the difficult issues surrounding jurisdiction and choice of law that would result if disputes
had to be resotved in the courts.

There huve been severad sigoificant responses to this chalienge. 1n June 1999, the Better
Business Burcau's online division, BBBOnLine, announced a project to develop 3 Code of
OnLine Business Practices (see www bbbonline.org). BBBOnLine will work with industry,
cansumer represenfatives and government to develop a code 10 pravide online merchants with
guidelines to implement important consumer protections, such as disclosure of sale terms, data
privacy, dispute resolution mechanisms, and son-deceptive advertising.

A similar effort was initinted in August 1999 with the formartion of the Electronic Commerce
andd Ceasumer Protection Group, whose members include a number of industry leaders such
as Amenica Online, American Express, AT&T, Dell, IBM, Microsoft, Time Wamer Inc., and
Visa. This group 1s committed g working with consumer leaders © address electronic
commerce confidence issues by formulating concrete upproaches to protect consumers and
fucilitale c-commerce (See Www.eCommercegroup.org).

3. FDIA's Cutreach Compaien

As part of 2 major public education campaign, the FI2A is informing consumers about the
. potential public health risks of buying medical products on the Internet. To increase

awareness, FDA has developed 3 multimedia education campaign that includes messages

targeted to specific audiences and the formation of partnerships for creating and disseminating
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informution through government agencies, national organizations, consumer groups, and the
Imternet industry, The campaign will include public service announcements, brochures,
. newspaper articles, media interviews, and an FIJA website {www fda.gov).

FDA's webstie on buying medicual products online provides information on how consumers
¢an protect themselves from cerlaln onlne practices involving the sale of FDA-regulated
producis; reparts on FDA’s enforcement efforts; advice on spotting health care frand; and
answers to frequently asked questons about online drug sales. Consumers who suspect that a
wehsite is 1llegally selling human or animal drugs, medical devices. biological products,
foods, dietary supplements, or cosmetics can alsa complete and submit to FIDA an electronic
complaint form provided at the site.

4. SEC's Investor Education Efforts

The Secunties and Exchange Commission ("SEC") behieves thut an educated investor is the
best defense - and offense — against securities fraud, Investors who know whut questions to
ask and how to detect fraud will be Jess likely to fall prey to con-artists, on or off the Internct.
And, because they are more likely to report wrongdoing to the SEC and their state securities
regulators, educated investors serve as an important early warning sysiem 1o help regulators
fight fraud, In particular, the SEC's Internet mailbox (help@sec.gov) and online complaint
form have made it easy and convenient for investors (o express concerns and o report
complaints to the agency.

The SEC publishes and distributes more than o dozen {ree brochures that explain in plain
. English how the securities industry works, how o invest wisely, and what to do if something
goes wrong., They include Internet Fraud: How to Avoid Online Investment Scams, which
helps tavestoss identify different types of Internet fraud, describes what the SEC s doing 1o
fight Internet investment scams, and explains how {0 use the Internet to invest wisely. These
and other materials arg available on the SECs website (www.sce.gov/consumer/oniine him).

Because mvestors increasingly use the Internet to research investment opportunities and to
buy and sell securities, the SEC in 1999 launched a revised investor education page on the
SEC’s website (www.sec.goviinvkhome htm), The new page {eatures interactive guizzes und
calcutators, information about oaline investing, tips for aveiding lnternet fraud, and a special
section for students and teachers. The page also features the SEC’s latest investor alents, such
as Tips for Online Investing: What You Need to Know About Trading in Fast-Moving
Murkets and Day Trading: Your Dollars at Risk. In addition {o individual securities firms, a
number of financial services industry associations, educational organizations, consumer
groups. media outlets, and publicly traded companies provide links from their websites to the
SEC's websile.

5. CBSC’ s Consumer Cutreach Efforts

An important part of the mission of the Consumer Product Safety Commission ("CPSC’ is to
inform and to communicate with the public about consumer product safety issues. Because
banned or recalled products can find their way into commerce via the Internet, it is important
for consumers to have direct access 1o safety information. Through its web site

. (www.epse.gov), the CPSC educates the public about erstical product safety issues; provides a
secure and efficient means by which consumers can report unsafe products; and provides a
medium through which manufacturers, importers and distributors of consumer products can
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report substantial hazards associated with their products.

C. Developing Cybercitizens

Children and young adults are the fastest growing group using the Internet, Helping children
draw conclusions about behavior and its consequences in cyberspace is an important part of
sducating responsible {future) online users. Although most children are taught at an early age
that it is wrong 1o break into a neighbor’s house or read their best friend’s diaries, we must
also emplhiasize that it is equally wrong, and potentially more damaging, to break into their
neighbor’s computers and snoop through thoir computer files. Computer hucking "for fun” isa
very serious problem, oot only for the targets of the attacks, but also for law enforcement
personnel who often have no way 1o determing the motivation for and the identity of the
person behind the intrusion.

Educating children {and adults) about acceptable online behuvior is ¢rucial for the Intemet to
continue to grow as a safe ond useful medium. Likewise, there is a need to educate the public
on the dangers posed by cybererimes and how harm can be reduced if people use technology
responsibly. As the proliferation of low-cost computers and networks has spread information
technology to every carner of society, people of all ages who use this technology must
understand that aslong with the obvious benelits of technology comes a set of corresponding
responsibifities. To this end, the Attormney General announced in April 1999 that the
Department of Justice had joined with the Information Technology Association of America
("ITAA”) for a partnership on a national campaign to educate and raise awareness of computer

. responsibility and to provide resources to eropower concerned citizens.

The Cybercitizen Awareness Program seeks to engage children, young adulis, and others on
the basics of critical information protection and security and on the limits of acceptable online
behavior. The objectives of the program are to give children;

* An understanding of cyberspace benelits and responsibilities;

* An awateness of potentisl negative consequences resulting from the misuse of
the medium.

* An understanding of the personal dangers that exist on the Internct and
techniques to aveid being harmed; and

+ An abilily to commit to adhere to these principles as they mature,

Thus far, the campaign hus recetved $300,000 in grants from the Department of Justice’s
Office of Justice Programs. The partnership awarded a contract to a public relations firm in
December 1999 to implement the objectives of the campaign. The Department of Justice and
ITAA believe that the program will play a significant role in deterning potential hacking,
educating the public about the potential dangers of the Internet, raising awareness about the
potentiol consequences of online activities, reducing the threat w the nation’s critical
infrastructure, increasing online security in the United States, and providing savings to

. information technology resources owners and users who suifer economic losses as a result of
compuier crimes.
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In addition to the awareness program detailed above, the Cybereitizen Partnership also has
initisted a personnel exchange program between private business and federal agencies that is

. designed 10 educate both groups about how the other responds 1o threals and crimes over the
Interner, This initiative will allow companies to find out how best to help law-enforcement
agencics, and government officials will learn what business interests and influences drive
industry decisions. The exchange program will be coordinated by the ITAA, which inlends ©
detail personnel from the private sector 16 the FBI's National Infrastructure Protection Center.
The partnership also expects to create a directory of computer experts and compuier security
resources so that Jaw enforcement will know where to tum when they need assistance from
industry,

Y. CONCLUSIONS AND RECOMMENDATIONS

Ensuring the safety and security of those who use the Internet iz a critical element of the
Administration’s overall policy regarding the Internet and electronic commerce, a policy that
seeks 1o promote privaie secior leadership, technology-neutral laws and regulation, and an
appreciation of the Internet as an important medium for commerce and communication both
domestically and internationally

Consistent with the Administration’s overali policy, the Working Group recommends a 3-purt
approach for addressing unlawful conduct on the Internet:

« First, any regalation of unlawtul conduct involving the use of the Internet should
be analyzed through a policy framework that ensures that online conduct is treated
in & manner consistent with the way offline conduct is treated, ina

. technology-neutral manner, and in a manner that accounts for other important
societal interests such as privacy and protection of civil liberties;

* Second, taw enforcement needs and challenges posed by the Internet should be
recognized as significant, particularly in the areas of resources, training, and the
need for new investigative tools and capabilities, coordination with and among
federal, state, and Jocal law enforcement agencies, aond coordination with and
among our itemational counterpans; and

» Third, there should be continued support for privale sector leadorship and the
development of methads — such as "cyberethics” curricala, appropriate
technological tools, and media and other outreach efforts - that educate and
empower internet users to prevent and minimize the risks of unlawiul activity,

The challenges to the federal government of uniawiul conduct involving the use of the
Internet are many. On one hand, the Internet offers unparalleled opportunities for socinlly
beneficial endeavors, At the same time, individuals who wish to use a computer as a tool to
facilitate unlawful activity may find that the Internet provides a vast, inexpensive, and
potentially anonymous way to comnmit uninwful acts, such as fraud, the sale or distribution of
child pornography, the sale of guns or drugs or other regulated substances withou! regulutory
protections, and the unlawful distribution of computer software or other creative material
. protected by intellectual property rights.

In its analysis of existing federal laws, the Working CGroup finds that existing substantive
federal laws generally do not distinguish between unlawful conduct committed through the
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use of the Internet and the same conduct comrmitted through the use of other, more traditional
means of communication. To the extent these existing laws adequately address unfawiul
conduct m the offline world, they should, for the most part, adequately cover unlawful conduct
o the Internet. There may be 2 few instances, however, where relevant federal Jaws need to
be amended to betier reflect the realities of new technologies, such as the Internet.

Despite the general ndequacy of laws that define the substance of criminal and other offenses,
however, the Working Group finds that the Internct presents new and significant investigatory
challenges for law enforcement at all levels. These challenges include the need for real-time
tracing of Interne! communications across traunonal jurisdictional boundaries, both
domestically and internationally; the need to track down sophisticuted users who commit

miawfuol acts on the Infernet while hiding their identities; the nced {or hand-in-glove
coordination among various law enforcement agencies; and the need for trained uid
well-equipped personnel - at federal, state, local, and international levels — 1o gather evidence,
investigaie, and prosccute these cases. In sowie instunces, federal procedural and evidentiary
taws may need 1o be amended to better enuble faw enforcement 10 meet these challenges.

Indeed, the Working Group concludes that the federal government must continug to devote
further attention to these important challenges. The report contains spacific suggestions on
areas on which additional resources and furiher evaluation are needed. These
recommendations recognize that there are no easy answers 10 the challenges posed by
unfawful conduct on the Interner. At the very least, however, significant attention should be
given 1o the issues, und open dialogue and partnerships umong law enforcement agencies,
industry, and the public must continue,

In hight of its mandate, the Working Greup confined its analysis to existing federal laws. A
logical next step would be an expanded analysis of state {and, to the extent relevan, local)
Jaws that focuses on whether those laws are adequate 1o investigate and prosecute unlawful
conduct on the Internet. Because coordination and cooperation among federal, state, and local
faw enforcement agencies are key to our efforts 1o prevent, deter, investigate, and prosecute
such unawful conduct, such an analysis would provide states anx! others with a blueprint for
translating the conclusions in this report into 4 more comprehensive approach to meeting the
substantial challenges presented.

Finally, an essential component of the Working Group's strategy s continued support for
private secior leadership, indusiry self-regulation, and the development of methods — such as
“cyberethics” curricula, appropriate technological tools, and media and other cutreach efforts -
that educate and empower Internet users so as to prevent and minimize the risks of unlawful
activity. This Administration has already initiated numerous efforts to educate consumers,
purents, teachers, and children about ways to easure safe and enjovable Internet experiences,
and those efforts should continue. The private sector has also underiaken substantial
self-regulatory efforts ~ such as voluntary codes of conduct and appropriate cooperation with
law enforcement - that show responsible leadership in preventing ond minimizing the risks of
unlawlul conduct on the Internet. Those effony must also continue to grow, Working
together, we can ensure that the Internet and 1ts benefits will continue to grow and flourish in
the years and decades 1o come.

b See Towards Digital euality (1999) (Second Annusl Report of the U.S, Government Working Group on
Electronic ﬁmmcm‘&} <§li&£} e scommere, ﬁQ gggzgzmi hires: A Framework ko Global Economic Commerse

(1997 <htip:f
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2 The “Internet” has beea defined as “collegtively the myriad of compuier axd telecommunicetions factlides,

. weiudiig euipment and operatdng software, which comprise the interconnected worldwide network of netwosks
that employ the Transmussion Control Protocol/Inlernet Prodocol, o iay predecessor ar 5u00essor protoculs (o
such protocol, t© communicate ipforssaion of ai kinds by wire or radio.” Internet Tax Freedom Act. Pub. L. No.
135277, Thv. Coht 11, § TIOHeH3HO): Children's Onling Privacy Frotection Act of 1598, Pub, L. No.
105-277, Div. €, nit 13, § 1302(6). Internet commections are made vsing the sume kinds of ines, cablos, snd
satellizes as those (hal jodn telephones. Unlike traditional telephone calls, however, wiuch transmit infarmalion
by circait-switching (i.c.. the ine of a dedicated cireuit between a caller and 3 call reciplent, much like the string
betwesn twe cans), the Intsrnst transmits information by packet-switching. T packet-switching, communizationy
are broken e small pleces, and each place is ploced indo 2 packet. Each packet is sent individusily to the
recipignt, with packets amiving at their destination through different roates. The communication is then
reconstructes af the receiver's end,

3 Internet Users Now Excesd 15! Miflion, NJY. Times, Nov, 12, 1999, at 8,

4 Forrester Research, US. Onlioe Business Trade will Sour 1 $1.3 Trithon by 2003 {visited Dec, 17, (998
<huadfewws orresier son.

§ Cf 1950 CEI/FRI Computer Crime and Security Survey, § Comp. Security Iss. & Treads | {Winter 1999
{discussing resuits of voluntury, anonymoss survey of campiter security breaches and noting uncertainties).
Teuly reliable cstimates of computer crime are niot currently available, because (1) there 35 no coramonly aceepied
datinition of & computer crirne; thus, it is onclear whether certain oriminal activity shouldd e included, or
gxcluded. from computer crime statistics; (2} for 4 variety of reusons discussed in this repert, most computer
crimes are still not detected or reported; and {33 even when such crimes ace reported, they are not reported to any
central authority for comgriation.

& Por example, in November 1999, an internet bookseler, which alse operaied an [nfernet communications
. seevice that providad e-mall service (o 113 book-dealer customers, was chacged with intercepting its customerss’
siectronic commueations and possaasing, without aathorization, customer password files with imtent to defracd,
Buring a 6-month peniod in 1995, the bookseller was allaged 10 have imercepted e-mail messages from its dealess
e Amazon.com in i attempt {0 gain a competitive commercial advamtage for its own book-selling business by
sompiling a datsbase of dealer purchases and by gathering information 1o analyze the buokeselling market. The
beokseller intercepted amd copisd thousands of e-mail communicasions to which 1t was sot a party and was oot
entitiesd. As aresult of this prosecution, the bookseller agreed 1o pay a $250,000 fine as part of a plea agreement.

7 Inaddition, safety neds created by exisiing regulatory sysiems 10 proweer comsumers from uniawiul eonduct in
the offiine world should be examined for thair ability to protect consumers From unlawful conduct in the online
watid,

& “Cross-site seripiing” 15 & senous problem that hides computer code in links o popular Iniernet sites and is not
limited 1o zofiware created by a particuiar company or a particular web browser, Private sector cooperation and
awureness are vital 10 proteciing consumars against this poential sxploit. Recogaiziag this, many private-sector
Jeaders are educating consumers and Interant businesses about the “eross-site seripting” problem. Imdeed, several
compider companies published information on thelr websiles regarding the exploit aad its bazards within g day
after the warning was issued,

§ For exampie, though beyond ihe scope of this repon, the increasingly global nature of e-commerce can raise
faw enforcement ssues in the areas of tax evaston, see 26 U.S.CL § 7204 tax fraud, see & 8 7206{1); and money
lwandering, see 18 U.S.C. § 1556, The use of pifshore foreign trusts and the ability 10 move assets eloctronicully
andd 1o conduct finaneial transactions over the Teteraet can place infurmation beyond the reach of criminal
nvestigators. Emerging techaologies, such as eyberbanking, stored value cards, snd Internet brokerages ¢an also
be nsed o facilitate the hiding of assers from U5 @xing authorities or placing them beyond their reach,

. 15 The distribution of hate speech, for example, raises particularly difficult policy questions. Gearmany, in light
of its history, prihibits neo-Nuzi speech and the disiribution of hate literature. B Germans and others now
cormplain not only that neo-Nazi speech itself is suddeaniy acoessible throughout German via the Internet, but slso
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thut hate literature and simlar matedials are sent or made availubde vin the Infernet (o cugtomers in Germany from
other coustrics, ingluding from U.S.-based websites,

. {1 Technological solutiors will. of course, play sn impornast role in how the issue of online Keatificaion
evolves and is resolved. Industry contisues 1o devalop new seehacdogical metheds Tor verifyiog the idamity of
individuals, such as digital signatuye protocals and biemsteic teshnologies, but the full range of these
technologies as not vet heen fully perfected. As ihese new technologies emerge and grow. they should be
graluated for their banefits, as well as their linitations, for law enforcement and online commeree.

12 For further discussion of the avatiability of bombmaking information on and off the [mernet, see U8, Deplt
of Instice, Report on the Availability of Bombmaking Information, the Bxtent to Which Iis Dissemination Is
Controfled by Existing Law, and the Bxtent to Which Such Dissemination May Be Subject to Regulation
Consistent with the First Amendment ¢n ibe United States Constitution {1997} {report submitted to the U8,
Hensse of Representstives and the U8, Senate pursuant 1o section 709(n) of the Antiterrorisim snd Effective Death
Penalty Act of 1996 «www uslel sovicriminalfoybererime/bombmakinginio b,

i3 Cocrdination among law enforcement, intetligence, and defense agencies i particulacly importarg, because
the orighs snd motive of a cybesaitack cun be difficnlt io ascertain, at feast at the vutsst of an attack, The
goverssnent agency with resporsibitily for responding 10 o cyberaniack, and the mature of cthe response, is Hxely to
turn on the particular oircumstances of the stack,

i4 These efforts may inglude, for instance. technological solutions, infarmation-sharing arrungements,
appropriate monitoring or other sysiem seeurity mechanisma, the limely reposting of potential imrusions vr other
cybercrimes, and adocational and odwr outreach eiforts,

13 Russian KGB agents were apparently paying the hacker, somseiines using covaine as currency, 1o gather
information on the Lniwdd S1aies™s Vstur wurs™ maissile defense program, Sto)i's 10-momth odyssey ia search of
the backer 35 recounted in his book, The Cockos’s Egg: Tracking A Spy Through The Maze of Computer

. Hspionage {1989).

6 See Remuarks of the Honorable Fanet Reno, Attorney General of the Usited States, 1o the National
Asgsociation of Adgrueys Generad (an. 10, 2000} «wwwusdo) goving

speeches/2000/01 1G00Naagfinalspeech.htrn,

17 Asaxumple of an industry practice that leaves carriers without critical data is the generation and
maintensnce of reeords for lecal telephione calls. In the past, mast Americans received an iemized list of all of
their local telephone calls {f.e., cails within their arcs cpde or stute) with their monthly wleshoos Bill. But us
eiephone companies moved 1o bulk or Haterate bililag for focnl calls, there was no longer & revemas-based reason
to Hist this information in phone bills and, indeed. to coliect the information 2t all. As 3 result, when law
erforcement needs records (o confirm thut a suspset disied an 18P from his or her bome {2 local mtephone cali),

chat information will not exist if i was never colieeied in the first place,

18 Some countries roguire by law thas dats routinely be retained. whije other countries explicitly prohibit such
retention. A third sub-set of countries leave # 10 the markelplace 10 determine what should be retained.

12 Ses Directive 93486/EC of the Bropean Parliament and of the Council of 24 October 1593 on the
Pratection of Individunls with Regard 1o the Processing of Personal Data and on the Free Movement of Such
Drata, 1988 G4, 31 (L 281): Directive 9766/EC of the Evropean Parliament and of the Council of Decembrey 13,
1997 Concerning the Processing of Personal Dita and the Protestion of Privacy in the Telogommunications
Sector, O.4 1 {L 24) (Jun. 30, 1968}, See gererally Peter Swire & Robert Litan, None of Your Business: Winld

Data Flows, Electronic Comemerce, and the Eurepean Privacy Directive (19983

. 26 Because advertising ravenue for & website is ofier ded 1o the level of visitor traffic, website opsyators often
offer frop e-mal] scocounts as a way of increasing their custamer base.

21 Gary i, Anthes, “Steahth E-mail” Poses Corporsie Security Risk, Computer World, Feb 12, 1996, 3t 1A
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favailable st 1996 WL, 2371156).

. 22 Forexample, an ussophisticated compaier user may bedieve that ke has deleted files containing child
pornography wheo, in 1202, that evidence & still on the computer and cun be retrieved by a computer forensics
sxpert, At e same time, however, o sophisticated computer user coudd “hide” avidence on o cumpater that iy
inaccessibie o o lw enforcement forensics expert. There have aiso been casey where computer users have
“booby-trapped” evidence oa a compiter sa hat i a parsicolar file is acressed, i ke destroyed or made
incomprehensible,

23 The San Diego Regional Computer Forensics Laboratory, which provides corapoter forensic analysis and
support 1o the law enforcement community in Southern California, is a joint project among 32 federal, sims, and
Iocal law enforcement agencies. it is stafied by 16 computer forensic examiners and a lab director. Al of the
persoanel aes detatied from thelr paseat agencies and departments, most on a full-time bagis. They represent {ive
fedorai apgncigy and seven non-federad police agencies. Thirteen of 1he 13 staff members {11 non-FRI) have
been wainged by the FBUs Computer Anulysis and Response Team ("UART™).  The remaining three bave
received subsiantial training through {heir agencies. The lab has received substantial fimancial support from the
Califosnia Horder Allisnce Group and bas been provided space and resources by the FBL Meore information

about the b can be found at http:fwww.da poviesao/ons/sdish him,

24 See penerally .S, Dep't of Justce, The Natiosal Information Infrasipusiure Protecton Act of 1996 A
Legistative Analysis (1996) <hup/fwww usdoi govicriminal/cybercrime/ 133 analhinb

2% Bee i) 8 Deptof Commerce, Falling Through the Ket: Defining the Digiual Davide (July 1999).

26 Purry Aftab, Pareots’ Guide to the {oterost And How 1o Protect Your Children is Cyberspace (1998}
. 27

28 1d,

20 I

30 Lawmpnee L Magld, Child Safety on the Information Highway (1998)
<hitpflwww safekidscomfchild sufetys.

31 Ses Lener from Assistant Seeretary of Commerce Larry Irving to Faderal Communications Commission
Chairman Willinm E. Kennard {Apr. 7, |599) (esouraging acceptable use palicies for public instinuions offering
aceess o the Internet).

32 COPA restricts the dissemination of “obscene™ materials and materials “harmiul to minors'” over the worid
witde web, See 47 U.S.C. § 231, The statuie provides an affirmative defense to hability, however, if the website
atiemnpits 10 soreen minors fiom viewing the materials by requiring access through a credit card, debit cacd, or
adult idomtification number. Secid § 23 1{0), COPA's restriction on communications that are “harmful so
migoes” has been chullesged by various somsmercial entities and civil Hberties groups on First and Fifth
Amendmeat grounds, and o district Court Biss entered & preliosinary injunction 4 1o i3 enforcement with sgspe
to such comymunications. See AULU v, Reno. 31 F Supp. 2d 473 {E.13, Ps. 1999}, appeal pending, No. 99-1324

(34 Cir. srgued Nov. 4, 1995},

33 Several bills were introduces in the most recent sessian of Congress 1w regulate and Bmit spamn. Bor
instance, Senatar Murkowski’s Inbox Privacy Act, 8. 759, 106th Cong. {1999), would require junk ¢-inatlers o
inciude identifying data and explicic apr-out provisions in their messages and o comply with recipicn: regquesis o
cease sparnzning them. 8. 759 would slso prohibit junk e-mailers from sending spam to any domain with a

. no-spamming policy. Congressman Miller's Can Spam Act, HUR. 2162, 106th Cong. (1999), would permit 1SPs
10 gue thoss who viclate thelr anti-spam policies snd would estabiish criminal pennlties for falsifying a domain
DAME On Spat,
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» Appendices to "The Electronic Frontier: the Challenge of Unlawlul Conduct
Envolving the Use of the Internet {March 9, 2000}

* More Information on: Prosecuting Crimes Facilitated by Computers and by the
Internet

* More information on: Elecironic Commerce
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