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THE FIVE-YEAR INTERAGENCY COUNTER· TERRORISM· 

AND TECHNOLOGY CRIME PLAN 


Unclassified Edition 

In response to Congressional direction, on December 30, 199&, the Attorney General 
submitted to Congress a Five~Year Interagency Coun1er~Terrorism and Technology Crime Plan. l 

The Five~Year Plan is intended to serve as a baseline strategy for coordinatIon of natIonal policy 
and operational capabilities to combat terrorism in the United States and against Am~rican 
interests overseas. Although primari1y a federal planning document, it has important 
irnplicmions for state and local governments. 

As the nation learned from bombings ofth. World Trade Cenler in New York City and 
the Murrah Federal Building in Oklahoma City. a terrorist incident within the U.S. wilt have its 
initial and most devastating impact at the local and state levels. In the first critical hours 
rollowing an attack. it is primarily local public safety and emergency responders, with state back­
up suppon, who must contain the danger; locate, extricate and treat the victims; and take the first 
steps to restore order, Because of the vital roles that these first responders play, Congress 
directed thllt, amo~g other key issues, the Five-Year Plan address strategies to strengthen state 
and loca1 capabilities to respond to terrorism. In additjon, the Plan identifies critical technologies 
for targeted research and development efforts, many of which have a dlrect, practical effect on 
the ability of state and local responders to combat terrorism . 

A strong state and local response capability is essential to our national counlerwterrorism 
efforts. Numerous fcderal.programs provide support to stale and local responders; however. 
improvements are needed in the coordination and delivery of federal support. The Five..Year 
Plan contains several new stmtegies to assist state and local authorities in accessing federal 
suppol1. 

These strategies reflect significant input from representatives of slate and loca) emergency 
response agencies. This input was obtained by means of a questionnaire that was distributed to 
state and local officials and emergency service providers through then national professional 
associations.. The Attorney General also drew upon the results ofa state and toeal domestic 
preparedness stakeholders forum. convened in Washington. D.C., on Augusl 28 and 29.1998. by 

! The Fjve~Year Interagency Counter~Terrorism and Technology Crime Plan is classified 
in its entirety. This excerpt is unclassified, 
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the Department of Justices Office of Justice Programs, and the InventQtY QeState nod Local Law 
EnfQ!£ement TechnQlogy Needs to Comb"l Thrmrism. a 1998 study funded by the National 
Institute of Justice, Department ofJustice, 

This excerpt from the Five-Year Plan describes the proposals most directly related to state 
and loeal cotmter-tcrrorism efforts, including those affecting research and development and 
technology. )1 also includes an introduction that describes the purpose cfthe Plan, the process 
used to develop it. and the main sources of information. as we)) as a summary of the responses to 
the questionnaire circulated to state and local officials and emergency responders. 

BACKGROUND 

• 

The Conference Committee Report accompanying the 1998 Appropriations Act for the 
Departments of Commerce, Justice, and State. the Judiciary. and Related Agencies required the 
Attorney General, in consultation with the Secretary of Defense, the Secretary of State. the 
Secretary of the Treasury, the Director of the Federal Bureau QfInvestigation. and the Director of 
Cenrrullntelligence, to develop a Flve~Year Interagency Counter-Terrorism and Technology 
Crime Plan to serve as a haseHne strategy for coordination ofnational policy and operational 
capabiJities to combat terrorism in the United States and against American interests overseas. 
The At10mey General was charged with creating a Plan that would be representative of all 
participating ngencies involved in the government's counter-terrorism effort, drawing upon the 
expertise of academia, the private sector, and state and local law enforcement. The Con'ere-nce 
Committee directed that the Plan contain concrete proposals for implement21ion over the next 
five years relating to a broad range of topics encompassing our efforts to prevent and deter 
terrorist attacks, manage a crisis created by a terrorist incident. and handle the consequences of 
such an incident, including issues ofcyber~lerrorism, the use of conventional and unconventional 
weapons by terrorists. and research and development projects designed to combat the terroris.t . 
threat. 

The specific goals which the Attorney General was directed to address in the Plan are: 

(1) tel' identify critical technologies for taIgeted research and development efforts; 

(2) to outline strategies for preventing, deterring, and reducing vulnerabilities to terrorism 
and improving law enforcement agency capabilities to resp~)nd to terrorist acts while 
ensuring interagency cooperation; 

(3) to outline strategies for integrating crisis and consequence management; 

(4) to outline strategies to protect our National Information Jnfrastructure; and 

(5) to outline strategies to improve state and local capabilities for responding to terrorist 
acts involving bombs. improvised explosive devices, chemical and biological agents, and 
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cyber attacks. 

The final Pial!, which is classified, was submitted on December 30, 1998, and is to be updated 
annually. 

Tlte Process 

In order to foster the interagency aspect of the Plan, senior representatives of24 federal 
agencies designated as the Core Agency Group (CAG) were called together periodically to help 
create the Plan and to keep participating agencies fully Infonned about input to the Plan from 
other sources. The CAG members supervised completion by their respective agencies ofan 
extensive survey that was designed to obtain specific information concerning current and 
proposed programs. activities and initiatives~ as well as research and development projects in the 
area of counter~terrorism< The CAG representatives also nominated experts from within their 
agencies who served on seven working groups established to. consider specific issues to be 
addressed in the Five-Year Plan. 

In order to obtain input from state and 10callaw enforcement, a questionnaire was created 
for distribution to associations representing state and local officials, including governors, mayors, 
state attorneys general and district attorneys; law enforcement; first responders; and emergency 
medical personneL These associations distributed the questionnaire to a cross-section of their 
constituencies. including major urban areas as wen as mid-size and smaller suburban and rural 
jurisdictions; those with experience responding to a terrori~1 incident as well as as those who 
have not had such an experience~ those who have a key asset or special event site and those who 
do not; and those w~o have had the opportunity for counlerNterronsm training and those who 
have not. The questionnaire addressed many of the same issues as those presented to the 
working groups: preventing and deterring terrorist acts in the U.S.; crisis and consequence 
planning and management; preventing and responding to terrorist attacks against the national 
information infrastructure; research. development and technology. A summary of the responses 
to this questionnaire is included as an appendix to this excerpt. 

Additional input to the fjve~Year Plan from the state and local law enforcement and 
emergency response communities was gathered through various efforts of the Department of 
Justice's omc. ofJustice Programs (OJP). including a Stakeholders Forum for assisting stale 
and local jurisdictions to respond to incidents of domestic terrorism h~ld on August 28 and 29. 
1998, in Washington, D.C., and the InvenloI)' of Stale and Local Law EnfQ,cemeOl TccbnolQg¥ 
Needs to Combat Terrorism. a 1998 study funded by the National Institute of Justice. Department 
of Justice, 

In order to obtain input from academia, a one-day colloquium was held on Juty 10, 1998. 
with the Universities Study Group on Catastrophic Terrorism at the Kennedy School of 
Government at Harvard University to address critical issues in counter-terrorism. The specific 
issues addressed included: organizational restructuring to address non-conventional threats such 
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as chemical. biologica.l, radiological and nuclear (CBRN) weapons and agenll\; collection of 
intelligence information and dissemination of 'W1llIlings; the role of the Department of Defense in 
responding to cntastrophic attacks; crisis and consequence management; and budget and 
acquisition innovations to meet extraordinary needs, The Deputy Attorney General. the Deputy 
Secretary of Defense, and the Deputy Director of the FBI attended, along with senior officials of 
other agencies centrally involved in counter-terrorism, i&.., the Depanments of State, the 
Treasury, Energy, Health and Human Services, and the Federal Emergency Management Agency. 

Outreach efforts to the private sector were deferred to prevent duplication and overlap 
with the extensive network of federal agency-private sector interaction mandated by Presidential 
Decision Directive (PDD) 63. The first annual review of this Plan will include as one of its tasks 
an evaluation of whether additional outreach to the private sector is net:essary in order to 
,supplement and update the Plan. 

An effort was made to coordinate the priorities and specific actions identified in the 
interageney development of this Plan with cross-cutting reviews of counter~terrorism resource 
requirements by the National Coordinator for Security, infrastructure Protection and Counter~ 
terrorism and the Office of Management and Budget h is anticipated that annual updates of the 
Pian will improve upon this coordination, will adjust the time frame for updating the Plan to 
correspond more closely with the budget process and, in so doing, will enhance our ability to 
identifY deficiencies and duplications in government-wide counter-terrorism efforts. 

The Five-Year Interagency Counter~Terrorism and Technology Crime Plan does not 
purport to be a compendium ofaU efforts government-wide arguab!y related to tetTorism, Many 
of the agencies which participated in the Core Agency Group have a number of programs and 
initiatives integrally tied to their individual missions which a!so sh~ a counteNerrorism aspect. 
It is beyond the scope of this Plan to catalogue all of these efforts, Rather. this is a strategic plan 
which sets forth present and projected efforts by the Attorney General in pannership with other 
federal agencies and with state and local entities to improve our readiness to address the threat of 
terrorism. It is a strategic pJan which considers where we are now and where we want to be in 
five years in our national preparedness to prevent and respond to terrorism, and sets out specific 
steps outlining how to reach these goals. In doing so. the Plan builds on past successes as well as 
on-going counter-terrorism efforts. 

Since the issuance of Presldentia1 Decision Directive 39 in 1995, which sought to 
organize more systematically the federal government's counter4errOrlSm activities, responsibility 
for coordination has been held by the interagency Coordinating Sub·Group (eSG) of the 
Deputies Committee, This National Security Council~c~aired group has included the 
Departments of State, Defense. Justice, FBI, CIA, Treaswy and,: when appropriate, 
Transportation, the Federal Aviation Administration (FAA), Federal Emergency Management 
Agency (FEMA) and Health and Human Services (HHS). Under the le.dership o[this group, 
significant strides were made in counter~terrorism measures, including the rendjtion of an 
unprecedented number of foreign terrorists both to the United States and to other COtUltries, The 
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eso has also coordinated defensive efforts against terrorism, including coordination of security 
arrangements for the Atlanta Olympics, which was judged to be an attractive target for attack by 
terrorists using unconventional weapons" The CSG also coordinated initia1 implementation of a 
nation\\'ide effort to build state and lOcal first response and consequence management 
capabilities, while sponsoring an unpreeedented series of complex exercises to test our national 
capacity for responding to simultaneous unconventional threats. Because the threat ofa terrorist 
attack involving unconventional weapons has grown, and the vulnerability ofour critical 
infrastructure has emerged. President CHnton decided to expand and elaborate the system 
developed by PDD 39 !Il1d the CSG and did so by issuing PDD 62 and PDD 63. These new 
PDDs created interagency working groups to deal with these new issues: the Weapons of Mass 
Destruction Preparedness Group (WMDPG) and the Critical Infrastructure Coordination Group 
(CICG), In addition, the eSG was renamed the Counter-Terrorism Security Group to reflect 
l1'iore accuratdy its new mandate. 

Scope of lire Plan 

The Five-Year Interagency Counter-Terrorism and Technology Crime Plan seeks to 
outline the steps necessary to achieve nationwide readiness to address the full range of terrorist 
threats, The Plan describes emerging terrorist threats which present new challenges and lays out 
a number of strategies to begin to meet those challenges, As national policy on combating 
terrorism continues to evolve, our nation extends its focus beyond the acts of terrorism which we 
have experienced both at home and abroad through the use of conventional weapons. to the threat 
ofcatastrophic terrorism and the use of weapons ofmass destruction {WMD).2 The Five-Year 
Plan outlines specific steps we can take to work internationally, on the federal level. and with 
state and local authorities to improve our counter-terrorism capabilities. 

Over the past decade, our diplomatic and law enforcement efforts have sensitized the 
international community to tbe need to treat terrorism as criminal conduct and have resulted in 
increased inlemational cooperation in our efforts to investigate-and prosecute those responsible 
for terrorist incidents. As part of our message equating terrorism with criminal conduct, we have 
maintained that sanctuaries for terrorists must be eliminated. that countries that sponsor 
terrorism must ,be penalized. that criminal acts committed by terrorists should be punished, and 
that states victimized by terrorism, as wen as states that help bring terrorists to justice, should 
receive assistance from the United States. We must continue to build international cooperation 

1 The Phm uses the term "weapons of mass destruction" to include conventional and non~ 
conventional weapons capable of causing mass casualties and damage. Ahhough more 
expansive than the definition used in some federal training programs, thls definition is consistent 
with the federal law prohibiting the use of weapons of mass destruction, 18 U.S.c. § 2332., and 
reflects the fact that, in addition to non~conventional chemical. biological. radiological or nuclear 
weapons, conventional devices such as truck bombs can cause large scale hann that would 
severely strain or overwhelm our existing response capabilities. Our national goal must be to 
prepare to meet the fun range of threats . 
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in counter~telTo'rism efforts. 

Federal, state and local agencies have devdoped crisis and consequence management 
plans to respond to a variety of emergency situations. State and local governments continue to 
modity their existing emergency response plans to address tCITonst incidents. This process 
should be completed as soon as possible, and federal, Stale and tocal plans should be integrated 
so that in the event of a terrorist incidcnl j aU jurisdictions and individuals involved in the 
response and, mitigation can work together in a jointly planned, fuBy integrated effort. By 
educating themselves as to tbe scope and provisions of each agency's and jurisdiction's plan, and 
by exercising and training together, these entities can learn to work effectively together,and 
enhance our overall readiness. The Department ofJustice is proposing to establish a National 
Domestic Preparedness Office (NDPO) to serve as a single point of contact for federa~ efforts 
and reSOUrces available to state and local authorities for these purposes. 

The NDPO would serve as the cornerstone of federal efforts and resources to assist state 
and local authorities in regard to planning, training, and providing equipment to enhance our 
readIness to respond to WMD. We must make every effort to prepare to identify and respond to 
the consequences ofa WMD attack, should one occur. To do so, we must continue to assist state 
and local authorities to train and equip first responders and emergency workers, These efforts 
should includ<: a concentrated effort to train and equip medical and public health personnel and 
to strengthen the existing puhlic healtb infrastructure, particularly the surveillance system. so that 
we are more likely to detect a surreptitious biological attack. 

The Fjve~Year Plan outlines specific steps we can take to safeguard public safety by 
improving state and local capabilities. These steps include increased communication and 
intelligence sharing among federal, state and loc~Haw enforcement agencies; increased training. 
planning and equipping of first responders and emergency personnel to address terrorist acts " 
involving WMDs; enhancement ofstrategically placed resources to enable local medical 
providers to quickly and safely treat victims of WMD attack and protect others at risk; and 
enhancement of publie health systems and resources to detect and respond to WMD attacks. 
Working in partnership with state and local officia~s and emergency responders, we will continue 
to refine and augment these objectives through the annual updating process. 

The NDPO would also serve as a mechanism to provide input from state and local 
authorities to the annual updates of the Plan, This wiil afford us an assessment of what actions 
outlined in this Plan we have accomplished, what objectives we have achieved, and what new 
efforts and programmatic adjustments are required in future years. 

Our counter·terrorisrn efforts must also include protection of our critical infrastructures, 
those vital networks of independent. interdependent. mostly privately~owned. systems and 
,processes that work together to produce and distribute a continuous flow of essential goods and 
services. According to The President's Commission on CriticaJ infrastructure Protection, these 
infrastructwes are deemed critical because they are "so vital that their incapacity or destruction 
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would have a debilitating impact on our defense and economic security. , .." The' Commission 
identified eight critical infrastructures: transportation; oil and gas production and storage; water 
supply; emergency services (police. fire, medical); govenunent services; banking and finance; 
ekctrical power; and telecommunications. Most of our nation's critical physical infrastructure is 
privately owned, making partnerships between the public and private sectors vital 10 its 
maintenance and protection. POD 63 outlines comprehensive steps to be taken nationwide to 
achieve and maintain the ability to protect our nation's critical infrastructures from intentional 
acts, including terrorist acts. to disrupt their operations, 

The Plan focuses on cyber terrorist threats to our National Information Infrastructure: it 
docs not address a1l threats to our critkal information systems, nor does it consider the much 
broader rangt: of vuinerabHities and needs of the entire spectrum of critical infrastructures, The 
latter is comprehensively addressed in Presidential Decision Directive 63 and is the focus of on~ 
going interagency activity coordinated by the National Coordinator for Security, Infrastructure 
Protection and Counter-terrorism. In the annual reviews of this Plan, we will monitor this 
progress as il relates to counter~terrorism and suggest course corrections consistent with this 
PI.n. 

Technological development has a significant role to play in protecting U.S. citizens and 
assets from the terrorist threat Technology is a vital tool to be used in conjunction with 
intelligence gathering, law enforcement and other activities to safeguard U.S. persons and 
interests both v.ithin the U.S. and abroad. While there 1S no technologicai "fix" for terrorism. 
many terrorist acts. particularly against fixed targets. can be deterred. prevented or mitigated by 
judicious usc of technical tools. 

A number of agencies are engaged in independent research and development efforts~ 
consistent with their individual agency missions, which relate to our nation's overall counter- . 
terrorism strategy. In addition, agencies pursue joint research and development projects to 
develop technologies which further their individual agency goals; these joint efforts allow them 
to leverage their resources for greatet gains than they might achieve independently. Some of 
these joint efforts impact on our "overaU counterterrorism R&D goals. There arc a number of 
working groups and other mechanisms in place which enable agencies involved in research and 
dc\'clopment to exchange ideas, keep abreast of each other's progress, and minimize duplication. 
We suggest some improvements to more efficiently manage these various research and 
development efforts and to spur progress toward targeted areas of need identified by federal, State 
and local officials and by the responder community which are reflected by the goals and 
strategies of this Pian. The proposed National Domestic Preparedness Office would provide an 
avenue for continuing input from state and local authorities to federal agencies concerning their 
terrorism~related technology needs. Further, the NDPO would provide a forum for the 
coordination and sharing of R&D and ensure that emerging technologies are integrated into 
current and future first responder training, planning and equipment efforts. 
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The PJan identifies high~level goals and sets fonh a number of objectives to achieve and 

specific actions to take in order to reach these goals. These goals, which closely truck the 
spedfic foells areas identified in the Conference Report, are summarized below: 

GOALS OF STRATEGIC PLAN 

GOAL I: 	 PREVENT AND DETER TERRORISM WITHIN 
THE U.S. AND AGAINST U.S. INTERESTS 
ABROAD 

GOAL 2: 	 MAXIMIZE INTERNATIONAL 
COOPERATION TO COMBAT TERRORISM 

I~1PROVE DOMESTIC CRISIS AND 
CONSEQUENCE PLANNING AND 
MANAGEMENT 

• 
GOAL 4: SAFEGUARD PUBLIC SAFETY BY 

IMPROVING STATE AND LOCAL 
CAPABILITIES 

GOALS: 	 SAFEGUARD OUR NATIONAL 
INFOILVIATION INFRASTRUCTURE 

GOAL 6: 	 SPEARHEAD RESEARCH AND 
DEVELOPMENT TO E:-IHANCE COUNTER­
TERRORISM CAPABILITIES 

This unclassified edition of the Five-Year Plan includes pertinent portions of Goals I. 3, 4, 5 and 
6 which are of particular relevance to state and local authorities. 

NATURE OF THE THREAT 

As national policy on combating terrorism continues to evolve, our nation extends its 
focus beyond the acts of terrorism which we have experienced botn at home and abroad through 
the use ofconventional weapons to the threat of catastrophic terrorism and the use of weapons of 
mass destruction. As PDD 62 states, "because of our military superiority. potential enemies. be 
they nations, terrorist groups, or criminal organizations, are increasingly likeJy to attack the U.S. 

• 
in unconventional ways." Given this envJrorunent, we must build on past successes in 
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preventing., detecting, and responding to conventional terrorism. In addition, we must move 
forward to improve still further our preparedness to address conventional terrorism which we 
will continue to face in the years ahead, and we must also meet the chaJlenge of emerging threats 
concerning the use of chemical. biological, radiological. nuclear (eBRN) and other non­
conventional weapons, as well as possible attacks on the natiana) and global information 
infrastructure. Such attacks could come from either domestic or foreign terrorists and are 
increasingly likely to occur within our own borders. The tremendous damage and psychological 
impact that such an attack would have compels us to prepare for this possibility. In order to 
adequately address these emerging threats, we must increase our preparedness at the federal. 
state, and localleve1s to prevent and deter such attacks and to respond to the consequences of 
such an attack, should one occur, 

The Five~Year Plan is fonnulated to address these new dimensions of the terrorist threat 
building on our current technical capabilities. This Five~Year Plan outlines specific steps we can 
take to enhance federal resources and to work with state and local authorities to improve our 
counter~terrorism capabilities. particularly in these emerging threat areas where the most work 
remains to be done. 

In describing and evaluating the terrorist threat facing our nation, we must answer three 
basic sets ofquestions: 

• 	 'Who are the terrorists? Individuals? Small groups? Movements? 

• 	 How will they likely strike? What weapons win they use and what are the 
potential effects of those weapons? 

• 	 'W'here will they strike? What are the likely targets? 

Who RepreH~nts a Terrorist Threat? 

Ib~..Ibreat from Domestic Terrorists 

Domestic terrorists are generally extremists, sometimes affiliated with an extremist 
grouP. who use or threaten to use force~ vioience or intimidation against an individual. group or 
government in order to further social or politicaJ ends. Their inspiration tends to spring from 
issues related to American political and social concerns. The threat from domestic extremist 
groups and individuals ranges from specific instances of individual violence to well~org.anized 
criminal activities. and includes such acts as strings of bank robberies in the Midwest and 
Northwest and high<asualty incidents such as the bombing of the Murrah Federal Building in 
Oklahoma City. 

RightMwing extremist groups currently constitute the primary domestic threat to our 
security. These groups espouse the themes of conspiracy. such as a United Nations takeover of 
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the U.s., the coming of a New World Order, or a movement by the government to take away 
citizens' weapons. Many extremists on the right articulate anti-government, anti~taxation. and 
white supremacy sentiments. and many adherents to these philosophies engage in paramilitary 
and survivalist training. The most ominous aspect of some extremists advancing these views is 
thelf bel ief that there is an impending conflict with the federal government that necessitates the 
stockpiling of weapons. Some militia members. for example. asseM that the federal government 
is enacting gun control laws in order to make it impossible for the people to resist the imposition 
ofa Htyrannical regime" or a "one-world dictatorship." 

Some right-wing extremists have shown an interest in obtaining chemical, bioJogical, or 
radiological weapons. For example, in 1995, four persons associated with a group known as the 
Patriot Council were convicted in Minnesota on charges of manufacturing ricin, a highly toxic 
bi,ological substance made from castor beans. Their intended targets were a Deputy U,S, Marshal 
and a sheri ff. 	 . 

The threat from such groups may wen increase in the near future due to the following 
factors: 

• 
• The beliefs of certain groups encourage violent action. For example, the coming of the 

millennium requires Christian Identity adherents to prepare for the Second Coming of 
Christ by taking violent action against their enemies. The increasingly popular Phineas 
Priesthood philosophy, which demands violent action of roHowers. also provides 
religious justification for acts of terrorism . 

• 	 The structure ofcertain groups favors violent action. Some groups have adopted the 
principle of "Leaderless Resistance:) which calls for a secretive, decentmHzed cell~ 
structure, Not only does this structure make it difficult for law enforcement to investigate 
them, but it removes the restraining influence of a larger group, thereby increasing the 
potential of violence from small units ofisolated.like~minded individuals. 

• 	 The need to maintain credibility and recruit new members favors violent action. In order 
to preserve and build upon the conspiratorial, Mti~govemment momentum generated by 
events at Waco and Ruby Ridge, some groups seek a martyr to rally the movement This 
may escalate confrontations with law enforcement 

• 	 Advances in communications technology have allowed these groups to cooperate with 
each other and spread their ideas. Extremists have become adept at the use oftbe Internet, 
computer bulletin boards, and fax networks. The well-estabHshed support network 
among members ofextremist groups allows fer easier access to training information, 
intelligence and weaponry. This, in tum, may support increased levels of violence. 

In addition. religious/apocalyptic sects which are unaffiHated with far right extremists 
may pose an increasing threat Thus far, these groups have inflicted damage primarily on 
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themselves. \Vith the coming of the miJIcrmiwn. some may tum to violence as they seek to 
achieve dramatic effect to fu!fill their prophecies, The possibility ofan indigenous group, such 
as Aurn Supreme Truth, cannot be excluded. 

The threat posed by extremist groups on the left has greatly diminished in recent years. 
The end of the Cold War and subsequent fall of the Soviet Union have drastically reduced the 
politicaJ underpinnings of left~wing organjzatjons. Puerto Rican terrorist groups. such as: the 
Fuertas Armadas de Liberacion Nadonal Pucrtorriquena (FALNP) and (he Ejercito Popular 
Boricua Macheteros (EPB~Macheteros), are an exception and represent an on~going threat. They 
bave previously used violence in an attempt to achieve independence for Puerto Rico: In an 
eleven-year span, Puerto Rican terrorists were responsible for more than 100 bombings and 
arsons, in both Puerto Rico and on the U.S. mainland. Factors which increase the present threat 
from these groups include renewed activity by a small minority advocating Puerto Rican 
statehood, tht: 1OO~year anniversary of the U.S. presence in Puerto Rico, and the impending 
release from prison of members of these groups jaUed for prior violence, 

A third source of the domestic threat comes from certain special interest extremists who 
seek to influence specific social issue, rather than effect widespread political change. These 
extremists seek to force segments of society, incJuding the general public, to change attitudes 
about issues considered important to theIr causes. These groups occupy the extremist fringes of 
animal rights, anti-abortion, environmental. anti-nuclear, and other movements, As recent events 
in Atlanta and Birmingham graphicaJly demonstrate. some persons with extremist views are 
willing and able to cause harm to both property and persons, Extremlst animal rights groups and 
environmental groups have repeatedJy demonstrated the ability and willingness to engage in acts 
of sabotage and property destruction to achieve significant commercial Jmpact. Some of these 
acts, such as throwing firebombs at logging trucks, threaten the safety of people. though most 
members of these groups would disclaim intent to cause such hann, Although it is possible that 
these groups could resort to violence against individuals, it is not anticipated that this will 
constitute a major threat in the near future, 

A fourth category of terrorist threat of concern to law cnforcement is the lone offendcr. 
Such persons. may hold views resembling those oflefl or right~wing extremists but they act on 
their own and not as part ofany group, Because they are not part of a group, they are not 
bounded by or controlled by group Structure and may resort to violent acts that a group would 
deem too risky or otherwise reject. Further, it is much more difficult for law enforcement to 
track the activities of such persons, since they have little or no contact with larger groups that are 
monitored. Lone offenders represent an unsettling and, to a significant degree, unkno\vn threat to 
U.S. security. 

The..Threat from InternatioDal Terrorists 

The current international terrorist threat confronting the United States both at horne and 
abroad can be divided into four general categories: I) state sponsors, 2) fonnalized terrorist 
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organizations, 3) loosely affiliated extremists or rogue terrorists, and 4) religious/apocalyptic 
groups, 

Nations designated 3S state sponsors oftcrrorisrn provide support to terrorists and their 
activities, State sponsors, as currently designated by the State Department, are Cuba, Iran, Iraq. 
Libya, North Korea j Suda.n. and Syria The threat posed by several of these nations has 
diminished during the past several years, However, three of these nations ~.~ Iran. Iraq, and Sudan 
-- pose a serious and continuing threat) . 

Formalized terrorist organizations are generally transnational groups that have their own 
infrastructures. personnel, financial arrangements and training facilities, They are able to plan 
and mOllnt terrorist campaigns on an international basis, and mnny actively support terrorist 
activities in the United States.4 On October 8. J997, Secretary of Slate Albright formally 
designated 30 foreign terrorist organizations' under the Antiterrorism and Effective Death 
Penalty Act of 1996, P.L. 104·132, II 0 Stat. 1312 (1996), which makes it illegal for anyone 
subject to the jurisdiction of the U.S. to provide material support to such groups. These 
desIgnations are subject to biannual review, Additional organizations can be designated at any 
time that the standards for designations are met 

Loosely affiliated extremists and rogue terrorists may pose the most urgent threat to (he 
United States because they may remain relatively unknown to law enforcement Characterized hy 
the rogue band assembled by Ramzi Youseffor the 1993 bombing of the World Trade Center, 
loosely affiliated groups may form on an ad hoc basis and then disband after their operational 
objectives have been mel. These terrorists pose an especially urgent chaHenge because they seek 
to perpetuate violence and destruction as a way of Hfc" 

) ~ fllru:ms ,,[Glowl Terrorism 1991. Department of State, at 29·35. 

, ~ Patterns {lfGlobal Terrorism 1997. Department of State, at Appendix B. 

, These 30 designated organizations are Abu Nidal (ANO), Abu Sayyaf Group (ASG), 
Armed Islamie Group (GIA), Aum Supreme Truth (Awn). Basque Fatherland and Liberty (ETA), 
Democratie Front for the Liberation of Palestine (DFLP), al·Gama'a, al.lslamiyya (Islamic 
Group, IG), HAMAS (Islamic Resistance Movement), the Harakat ul·Ansar (HUA), Hizballah 
(Party of God), Japanese Red Anny (lRA), ai-Jihad, Kach, Kahane Choi, Kurdi,'an Workers' 
Party (PKK). the Liberation Tigers of Tamil Eolam (L TIE), Manuel Rodriguez Patriotic Front 
(FPMR). Mujahedin·e Khalq Organization (MEK), National Liberation Anny·Colombia (ELN), 
the Palestine Islamic Jihad (PIl), Palestine Liberation Front (PLF), the Party of Democratic 
Kampuchca (Khmer Rouge), Popular Front for the Liberation of Palestine (PFLP), Popular Front 
for the Liberation ofPalestine~Genera) Command (PFLP~GC), Revolutionary Armed Forces of 
Colombia (FARC), Revolutionary Organization 17 November (17 November), Revolutionary 
People's Liberation PartylFront (DHKPIC), Revolutionary People's Struggle (ELA), Sendero 
Luminoso (Shining Path. SL), and Tupac Amaro Revolutionary Movement (MRTA) . 
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Usama bin Muhammad bin Awad Bin Laden is an example of a rogue terrorist who 
sponsors and supports loosely affiliated extremists, Bin Laden founded an organization whose 
goals include driving U.S, forces from the Arabian Peninsula, overthrowing the Government of 
Saudi Arabia, "liberating" Muslim holy sites from perceived occupation by Western forces, and 
supporting 1slamic revolutionary groups around the world. In February 1998, Bin Laden issued a 
jalwQ (religious edict) threatening violence against American civilians and military personnel 
worldwide. He has funded terrorist training around the world and has provided safe haven and 
financial support to other Icaders of fonnalized terrorist groups with whom he has close 
associations, He and persons affiliated with him have been charged \\-'lth crimes connected to the 
bombings of the embassies in East Africa in August 1998 and for his role in the attacks on U,S, 
troops in Somalia in October 1993. In addition, on August 20, J99&, Bin Laden and three others 
were designated as terrorists who threaten to disrupt the Middle East Peace Process pursuant to 
Executive Order 13099. 

Religious/apocalyptic groups based abroad. such as Aum Supreme Truth, present an 
additional threat. The dosed nature of their groups and the bizarre nature of their beliefs 
contribute to the danger they pose, The monetary resources and technical expertise of such 
groups require that we not underestimate their potential to exploit conventional and 
unconventional weapons. 

Thert: is some concern that the demarcation between domestic and international terrorists 
may be bridged In the near future. Communication or other links between international and 
domestic extremists may substantially increase the threat each sector poses separately . 

How Will the Terrorists Likely Strihe? 

The nature of the weapons and the means that terrorists may use to strike range from 
conventional weapons, including mail and vehicle bombs, to CBRN weapons and tyber attacks. 
Factors such ali availability, effectiveness, and ease of use, lead us to conclude that conventional 
weapons and methods, i,e., bombings, use of fireanns and kldnappings, will likely continue to be 
favored by most terrorists, particularly those with specific political objectives. CortSequentiy. 
we must continue to enhance (lur readiness to withstand and respond to terrorist attacks at home 
and abroad which rely on conventional weapons and methods. At the same time. we must 
prepare to meet new threats, as there is increasing intelHgence of interest by terrorists in the use 
of chemical and biologicilt weapons and CybeE attacks both in the, United States and abroad. 
Because the threat of use of CBRN agents and cyber attacks is relatively new, they require 
additional focus, 

eBIlN 

OUf greatest present concern is that adequate steps be taken to achieve a greater degree of 
readiness so that we can effectively respond in the event ofan attack usine CBRN weapons. 
InteUigence and investigations reveal that lone offenders and; to a lesser extent. extremist 
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elements ofrighl~wing groups have surfaced as those most likely to be involved With such 
weapons. The number of investigations involving CBRN agents, though small. is increasing . 
This disturbing trend is expected to continue. although it should be noted that the majority of the 
CBRN investigations initiated by the FBI last year were determined 10 be "non·credible,~ i.e .• 
hoaxes. 

The use by terrorists or extremists of biological weapons in the U.S. is threatened more 
often than use of chemical, radiological or nuclear materials. perhaps because materiais and 
information on how to produce biological weapons are more widely available. A terrorist attack 
using a biOlogical wea.pon may not be immediately apparent. and the resulting spread to and 
impact on additional victims. as well as first responders and emergency health personnel, could 
be far reaching. The depth of information pertaining to the development and utilization of 
chemical and biological agents easily obtainable via the Internet heightens the risk that these 
materials may be used by terrorists. Many dangerous substances have legitimate dual uses and 
are thus readily available. Unprotected exposure to these hazardous substances can cause 
breathing djfficultiesl burns. or other health proMems to the general public. 

Less likely is the use of radiological weapons, in the form ofeither a radiological 
dispersal device or an improvised nuclear device, Recent cases do not demonstrate a significant 
increase by terrorists in interest in radiological devices. However. as with aU WMD scenarios, 
the mere threat of any of these options can cause concern and disruption. The FBI shares 
information with the Department ofEneigy (DOE) and the Nuclear Regulatory Commission 
(NRC) on the always present threat of the use of an improvised nuclear or radiological device, 
the theft of nuclear or radiological material and the sabotage ofa nuciear facility. 

The cyber threat from individuals or organized group attacks on U.S. computer systems 
has grown substantially in recent years. For example. in early J998, hackers located in both the 
United States and abroad gained access to a number of government computer systems.6 

Although this incident did not involve terrorists, it demonstrated that the tools for a cyber attack ~ 
~ a computer. modem, telephone, and user~friendly hacker software ~ are widely available, 
Domestic and international terrorists have easy access'to these capabilities if they Should desire 
to develop them, Software tools for cyber-nttack inciude computer viruses, Trojan Borses, 

{I Currently, there are very loosely organized ,b'TOUpS of hackers. who share techniques and 
boast among themselves about their exploits. These groops.do not seem to target particular 
entities; indeed. private sector networks are targeted as often as federal government networks. 
Choice of targets is based upon what will rece~ve the most publicity, rather than on ideology or 
political goal. 
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wonns, logic bombs and eavesdropping sniffers.' Cyber attacks can impair data confidentiality 
(through the unauthorized access to or interception of data), data integrity (by unauthorized 
alteration), and system availability (through denial of service attacks).' Unlike most physical 
attacks, a cyber attack may not be immediately apparent. Damage assessment can take 
significant amounts of lime. 

Because of the widespread availability and low acquisition costs oftQols and techniques to 
conduct cyber-auacks. some international terrorist groups have developed a capability to conduct 
such attacks. For example. the Uberation Tigers ofTamil Edam (LTIE). a Sri Lankan separatist 
group, conducted a successful "denial-of-service" attack on the Sri Lankan government. and the 
Zapati~1:as. a Mexican separatist group, successfully hacked into the Mexican government's 
computers and modified them to broadcast Zapatista propaganda. A group sympathetic to the 
Zapatistas has called for worldwide "electronic ~isobedience." targeting selected (ntemet 
websites for disruption. In addition. hacking techniques and use of computer viruses are widely 
promoted over the Internet. There are nUmerous home pages on the World Wide Web that 
contain an index of hacking techniques and computer viruses, and include step~by~step 
instructions to break into specific U.S. government computer networks, such as "miloet," the 
DOD unclassified network. 

Many natiop-states are trying to develop information warfare capabilities. Cyber access 
to the United States and to critical U,S, infrastructures is much easier to obtain than physical 
access, making this an attractive, low-cost method to launch terrorist attacks against the United 
States. 

The most worrisome cyber threat comes from the lnsider~-someone with legitimate access 
to a system or network. Terrorists or others may make use of a witting or unwining insider to 
gain access to a computer or network. Because we are increasingly reHant upon interdependent 
eyber-supported infrastructures, non-traditional attacks on our infrastructure and information 
systems may significantly harm our military power and our economy. 

As we focus on scientHk and technological advances which terrorists may seek to 
harness for their own purposes. we must not overlook the wide avaiJabiHty of benign source 

) A "Trojan Horse" is: a software program that has an apparently usefuJ function and 
additional hidden, usually harmful, functions. A '''wonn'' is a sometimes malicious program that 
can s:eJf~propagate to other computers via networks. A "logic bomb" is: a program that triggers 
an unauthorized action when a certain event occurs (i.e.~ a specific date). A "snifTer" IS a 
program tha1 intercepts key strokes as they are entered, allowing someone 10 eavesdrop on an 
electronic communication. 

~ A "denial of service attack" is a cyber attack on the availability of a computer system, 
In such an attack, the victim computer's processing capability is so completely devoted to 
processing the attack program that it cannot perfonn any other function. 
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materials. knowledge and technology I which can be used to create a weapon of mass destruction 
or cyber weapon. Even innocuous materials can be used for terrorist pwposes, and the more 
sophisticated individuals and groups may have access to and be trained in the use of more deadly 
materials. 

Where Will Tiley Strike? 

The threat of terrorist attacks 1n the U.S. IS Increasing. There are more identified 
foHowers of international terrorist groups and a greater nwnber of loosely affiliated extremists in 
the United States than there were ten years ago. In the past, fonnalized terrorist groups limited 
their violent terrorist activities on U.S, soil because they viewed lhe United States as a lucrative 
source for fundraising and fenile ground for recruitment of new members. Loosely affiliated 
extremists are not bound by controls established by formalized terrorist groups, These loosely 
affiliated extremists pose the greatest threat of attack against U.S. citizens and U.S, interests both 
at home and abroad. 

U,S, I~ons and Pmpcrty Overseas 

Numerous state sponsors of terrorism and international terrorist groups pose a threat to 
U.S. persons and property overseas. The extensive U,S. cultural, political; economic and military 
presence abroad, in conjunction with opposition by certain foreign groups and governments to 
American values, policies and actions, continues to make U.S. citizens and interests targets for 
terrorists. A confluence of recent events, including Usama bin Laden's february 19981alWa 
(reaffirmed in May. 1998), the embassy bombings in Africa, the U.S, missHe strikes on 
Afghanistan and Sudan, the indictments of Usama bin Laden and others in the AI Qaeda; the 
formal designation of30 foreign terrorist organizations by the Department of State; the U.s. 
convictions and sentencings ofShayk Omar Abdel Rahman. Mir Aimal Kasi and Rarnzi Ahmed 
Y ousef; simmering Arab frustration over the stalled Middle East peace process; and the ongoing 
threat of United States tensions with Iraq increases the risk that individuals or groups will attack 
U.S, indIviduals and interests. The United States deployment of military forces in Bosnia and 
Saudi Arabia, as wen as our growing commercial infrastructure overseas, also incr~se our 
presence and exposure abroad. 

While U.s. persons and property overseas are often direct terrorist targets,') at other times. 
U.S. perSons are incidentally injured or killed in terrorist attacks not specifically directed against 
them. Terrorists are mounting more lethal attacks focusing on civilian targets as governments 
harden official installations. 

In addition to established terrorist groups, such as Hizbaltah, the Egyptian al~Gamalat al~ 
IsIamiyya (lG) and the lshunic Resistance Movement (HAM AS). the United States faces an 

!} The two lethal bombings committed on August 7, 1998 against the U.S. Embassies in 
Kenya and Tanzania are sobering reminders of this fact. 
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increased threat from such groups as the organization of terrorist financier Usama bin Laden and 
small tetTOrist cells that have no known backing but which form to commit a single, specific 
terrorist attack. The cells organi:.~ed by Rarnzi Yousef exemplify this type of group. The threat 
from Islamic extremist groups has grown in recent years as they have developed infrastructures 
and undertaken operations worldwide. 

Palestinian groups such as the Palestine Islamic Jihad (PU) and HAMAS pose a threat to 
U.S. interests in that they continue to oppose the Middle East peace process by violent means. 
including the use of suicide bombers, Such activities pose dangers to Americans in the Middle 
East 

Similarly, elhno-nationalist terrorist groups pose a threat to Americans by their use or 
indiscriminate attacks on commerdal areas that occasionally contain Americans. There is also an 
increased threat to information infrastructures. 

State sponsors of terrorism remain a moderate to significant threat to U.S. persons and 
property overseas. While fonnally disavov.1.ng terrorism, these nations support and harbor 
terrorists who threaten U.S. persons and facilities overseas, 

The most significant terrorist attacks overseas will likely continue to occur in urban areas, 
WhJle U.S. government personneJ and facilities will be the preferred targets, security precautions 
willljmit the :'lumber of attacks in these areas but may prompt more violence against private U,S. 
citizens and their commercial interests. 

Domestic Iarg~l. 

Past targets oftcrrorist attacks in the U.S. have included government facilities and 
employees, special events and infrastruc~ targets. As visible symbols of government control 
and authority, national~ state and local government facilities present inviting targets to terrorists. 
Special events ~- ranging from large sports competitions to political meetings ~~ have high 
visibility and can command world-wide media attention: As a recent FBI report stated, "Heads 
of state and foreign ministers. presidential candidates and distinguished poUttea) officials. 
decorated athletes and enthusiastic fans from a1l over the world present a powerful motivating 
force for individual zeaiots or terrorist extremists to use these events as staging areas for their 
causes, .. 1(1 

National lands, parks, federal facilities and monuments constitute attractive targets, both 
because of their federal character and because of the large crowds they attract. As terrorists 
increasingly focus on maximizing the damage they inflict in terms of physical destruction and 
Jives Jost, these potential targets are increasingly at risk. The belief that the federal government 
is an enemy ofthe people allows many right-wing extremists to rationalize violence against 

10 Federal Bureau of Investigation, Terrorism in the Unjted States, 1996, p. 23. 
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government facilities and workers. While this poses a danger to aU federal employees, some 
employees are particularly vulnerable. For example, employees of the lntemgence Community 
are at increased risk because their headquarters' facilities are viewed as symbolic targets. Law 
enforcement officers, such as FBI and Bureau of Alcohol, Tobacco and Firearms (ATF) agents, 
arc obvious targets of anti-government violence, as are [ntemal Revenue Service (IRS) agents, 
who may be targets of tax protesters, and federal officers who manage and patrol national forests, 
parks or other federal lands which some government extremists claim are not the lawful property 
of the U.S. The easy accessibility and expansiveness of federal lands puts the law enforcement 
personnel who police these areas at increased risk, particulariy where they patrol as single units 
jn isolated areas, Improved communications and updating security can? in part, address these 
vulnerabilities. 

OUT crops and livestock are vulnerable as well, particularly to bioterrorism, although 
current threat assessments and intelligence do nOl indicate a significant risk of sucb an atta.ck, We 
must maintain vigilant for any infonnation which indicates increased risk. since our agricultural 
products feed not only our own population but a significant portion of the world. A 
comprehensh'e plan which details the roles and responsibilities of the various public and private 
sector participants involved in the food supply production, marketing and distribution system is a 
necessary component of our overall preparedness. Current resources available to address. 
naturally occurring outbreaks of disease "in our cropS and livestock are the logical starting poin1 
of such a coordinated plan. 

There is increasing concern about the possibility of 3 terrorist attack on our critical 
national1nfrastmctures. As the President's: Commission on Critical Infrastructure Protection 
found in 1997, the interconnectedness of the infrastructures has created a new level of 
vulnerability to attack, so that an outage in one node of one infrastructure could impair the 
functjoning of other nodes of other Infrastructures. for example. an attack (either pbyslcal or 
cyber) on an electrical power generating station could impact the water distribution, banking and 
finance activities, and communications of that area. Similarly, an attack on an area's water 
supply will impact that area's agriculture. industry. business, emergency and government 
servJces, as well as disrupt the personal lives. of the area residents. Transportation mechanisms. . . , 

such as tank cars and pipelines. could constitute targets of opportunity for the release of 
dangerous quantities of hazardous materials within close proximity to large population centers 
where various infrastructures are centered. In short, what makes an attack on the infrastructure 
so serious is the possibility of massive disruption due to increasing interconnectedness. 

Certain key National Information InfrastructW'e (NIl) assets may be particularly 
vulnerable (or at least attractive) as terrorist targets. The Internet Domain Name Server (DNS) 
system, which currently consists of J3 servers that are responsible for directing the muting of 
internet traffic is one example, The priml1J)' or "A" server. which is responsihle for distributing 
the master copy of the domaIn name database to the other root servers, is currently operated by a 
private company in Herndon, Virginia under a cooperative agreement recently transferred from 
the National Science Foundation to the Department ofCommerce, Nine of the other 12 root 
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servers are located in various locations around the U.S., including several at U.S. government 
facilities. The remaining 3 are located in foreign countries. The Commerce Department is 
currently undertaking a process to transition certain DNS technical management functions to a 
private sector, not-for-profit corporation. II Although the distributed nature of the system was 
designed to preserve DNS functions in the event ofa successful attack against one or more of the 
DNS root servers, it is essential that this system be protected against both physical and cyber 
attacks. This is true regardless of whether the servers are in government or private hands. 
Accordingly, as part of the transition process, a review of the Internet Root Server System will be 
conducted with a view toward increasing the security and professional management of the 
system. 

Next generation telecommunication switches represent another class of key cyberassets at 
risk. These machines are dedicated computers designed to perform the increasingly complex 
tasks involved in setting up, routing and processing telephone calls. Many of these computers 
are dependent on massive software programs, often containing millions of lines of source code. 
Such machin(:s have long been favorite targets of the hacker community, and they will 
undoubtedly present even more attractive targets for cyberterrorists as more of our "real world" 
assets are computerized and connected to the NIl. 

Attacks on banking and other financial networks, particularly as on-line payment options 
and on-line securities trading become more prevalent, may prove to be an effective means not 
only of direct terrorist attack but also of fundraising by terrorist groups who may seek to use the 
Internet to circumvent the fundraising restrictions of Executive Order 12947 and the Terrorism 
Sanctions Regulations, 31 CFR Part 595, implementing that Order. Such attacks will require far 
less risk and investment than traditional fundraising activities and could potentially prove more 
financially rewarding. 12 • 

Virtually all of our critical infrastructures are reliant on the NIl at some level and could, 
therefore, be subjected to a terrorist cyberattack. Both electrical power and water are distributed 
over transport systems that rely on the NIl for command and control functions. Virtually all 
segments of the transportation industry 'depend on reliable telecommunications. and these sectors 
are increasingly reliant on Internet-based tracking and routing systems. Emergency services are 

II ill Department of Commerce Statement of Policy entitled Management of Internet 
Names and Addresses, June 5, 1998. ~~ the National Telecommunications and Information 
Administration's (NTIA) proposed rule entitled A Proposal to Improve the Technjcal 
Management of Internet Names and Addresses, January 30, 1998. 

12 Although not instigated by a terrorist organization, the Russian hacker penetration of 
Citibank is an example of the type of attack that might be anempted by a terrorist organization. 
In this case, a group of hackers working in concert managed to transfer some $10 million from 
Citibank accounts to various financial instituti9ns around the world. Fortunately, all but 
$360,000 was recovered. 
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significantly dependent on telecommunications, A sllccessful attack on the phone system in a 
sufficiently large region could potentially impact all of these infrastructures simultaneously. For 
example, when a hacker recently disabled a Ben Atlantic digita~ switch in the Boston area, 
telecommunication services were cut off for everyone for over six hours. including the Worcester 
Airport, wh~ch was closed as a result Ultimately, it is important to recognize that any network 
system is a vulnerable target for terrorist attacks, 

In sum;nary. the greatest terrorist threat today emanates from domestic right*wing 
extremists and lone offenders and from loosely affiliated international extremists and rogue 
terrorists. Both domestically and intemational1y, terrorists have relied upon conventioJ1!ll 
weapons and large scale truck bombs. However. given the increasing amO\Ult of information 
indicating terrorist interest in and acquisition of chemical and biological agents, there is growing 
c<;lncem that terrorists may turn toward the use of these weapons as wen as the use ofcyber 
attacks. The U,S, needs to develop effective and comprehensive means to prevent, deter, and 
respond to thf'se new methods ofat1acks. 

We cannot know with certainty where terrorists will strike, Domestically, there is 
continued concern about terrorist attacks at high profile special events and on critical 
infrastructures. 

The timing of terrorist acts is inherently unpredictable but such acts are likely to continue 
and tum deadlier. Further. given the interest by extremists in acquiring chemical and biological 
weapons both in the United States and abroad, we may see the use of such weapons of mass 
destruction by terrorists, finally. given the growth of the internet. demonstrated terrorist interest 
in using the Internet as a weapon, and increasing global dependence on critical infrastructures, 
we will Hkeiy see an increase in terrorist attacks using cyber mcans. 

GOAL 3: 	 IMPROVE DOMESTIC CRISIS AND CONSEQUENCE PLANNING AND 
MANAGEMENT 

The Presidential Decision Directives sets forth lead agency responsibilities for combating 
terrorism, including responding to terrorist incidents. The Department. of Justice, in particular. 
the FBI. has lead responsibHity for responding to terrorist threats and incidents occurring wHhin 
the United States, The federal response to terrorism inCludes two components: crisis 
management (led by the FBI) and consequence management (led by FEMA. in support of state 
and local government), Crisis management includes measures to identify, acquire and plan the 
use of resources needed to anticipate, prevent and resolve a threat or act of terrorism. It is 
primarily a law enforcement response, Consequence management includes measures to protect 
public health and safety, restore essential government services, and provide emergency relief to 
governments, businesses. and individuals affected by the consequences ofan act of terrorism. !t 

is primarily a public health and safety response, 

Page 20 



• 


• 


• 


Numemus federal. state and local agenciesD have devoted significant resources in recent 
years to the development of crisis and consequence management plans. Significant work 
remains. however) to successfully integrate those plans so that in the event ofa terrorist incident, 
all those involved in the response and mitigation aspects can work together as ifunder a common 
plan rather than as separate players whose efforts may, at times, be at cross purposes with the 
efforts of others, By educating themselves as to the scope and provisions of each agency's and 
jurisdiction'S plan, and by exercising and training together, these entities can learn to work 
effectively together. 

OBJECTIVE: Enhance Integration And Coordination Of Crisis And 
Consequence Management, Planning, Training, Command 
And Transition Among Federal Agencies 

Experience has taught us that there is often no clear point in time when resolution of a 
terrorist incident moves from the: crisis to the consequence management stage. Indeed, these 
phases may occur simultaneously or, in some instances, the consequence phase may actually 
precede the identification of a terrorist event. This is particularly true in regard to a biological 
terrorism event~ we may have to address emergency management, victim treatment and other 
services before we determine that these effects were caused by an intentional terrorist act. 

Under Presidential Decision Directives, the FBI is the lead federal agency for operational 
response to any domestic terrorist incident As the on~scene commander, the FBI is responsible 
for implementing crisls management efforts to resolve a terrorist threat or incident. PDD 39 
designated FEMA as the lead federal agency for consequence management and directed that 
FEMA ensure that the Federal Response Plan1

' is adequate to respond to the consequences of a 
terrorist incident. As a result of this mandate, FEMA developed a Terrorism Incident Annex to 
the Federal Response Plan. The Terrorism Incident Annex details procedures for FEMA and 
other agenci(:s to provide consequence management support to the FBI during a terrorist incident 
This plan also details the procedures that FEMA and other federal agencies would use 10 provide 
federal assjstance to state and local authorities in dealing with the consequences of a terrorist act. 

u Approximately two~thirds of responders to the State and Loca1 Questionnaire reported 
that they had crisis and consequence management plans in place for terrorist incidents. S£ 
Appendix B: State and Loea) Questionnaire, responses to question 17. 

14 The Federal Response Plan describes the strategy for responding to any inddent or 
situation requiring federal emergency or disaster assistance. This Plan 1S supported by 27 federal 
departments and agencies and the American Red Cross. 
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Action: 	 Finalize, Adopt And Conduct Exercises Of The CONPLAN 
And The Domestic Guidelines 

To ensure that agency crisis and consequence management roles are clarified and 
coordinated, numerous other contingency plans have been developed. These plans have been 
vetted through an interagency process des.igned to ensure that they are coordinated at all levels 
and that they will provide for seamless. transition between crisis and consequence activities at aU 
stages of a telTorist incident. The FBI. in concert with DOD, FEMA. HHS. DOE, and EPA, is 
developing a Concept of Operations Plan (CONPLAN) to ensure that the counteNerrorism 
strategy established in PDn 3915 is funy implemented in a coordinated manner. The CONPLAN 
is designed to provide overall guidance to federal, state and local agencies concerning how the 
federal government will respond to a potential and actual terrorist threat or incident that occurs in 
the United States, It includes procedures for assessing the credibility of the threat, notifYing 
appropriate federal agencies of the nature of the threatt and deploying the requisite advisory and 
technical resources to assist the lead federal agency in executing a crisis and consequence 
management response to a domestic terrorist incident. It also defines procedures by which the 
federal government WQuld marshal resources to augment and support local and state governments 
in restoring public safety and services, This pian will facilitate interagency coordination of crisis 
and consequence management functions to ensure proper direction and guidance to other 
agencies and to provide the framework for the integration of the federal response with that of the 
state and local incident command system. 

The Guidelines for the Mobilization. Deployment, and Employment of U.S. Government 
Agencies in Response to a Domestic Terrorist 111reat or Incident, also known as the PDD 39 
Domestic Ouidelines~ or simply the Domestic Guidelines, have also been developed. The 
Domestic Guidelines describe specific procedures and responsibilities for deplOYIng federal 
resources 'Comprising a specialized interagency team' known as the Domestic Emergency Support 
Team (DES1). The Domestic Guidelines enumerate the responsibilities of the various agencies 
in the case of a chemical, biologica1, nuclear or radiological dispersal incident and specifically 
address the use of specialized military assets. The Domestic Guidelines await the signature of 
the Attorney General and the Secretary -of Defense and the approval of the President They arc 
expected to be approved and become effective this fiscal ycar.!6 

IS POD 39 set forth a strategy, interagency coordlnation mechanism and a management 
structure to combat \crrorism occurring both domestica1ly and abroad. The strategy. reiterated in 
PDD 62~ specificaUy requires development of a robust capability to combat and manage the 
consequences of incidents involving WMD. 

lbe In addition to interagency plans, individual agencies are developing plans to address 
the threat posed by the terrorist use of a WMD, For example, the FBl has finalized a revised 
contingency pian for internal FBI response to· terrorist acts that involve the use ofa WMD, This 
plan detail::; the sequence of actions required to appropriately guide, oversee, and support 
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In essence, the CONPLAN forms an overnrching framework for the federal response, 
while the Domestic Guidelines provide specific lnformaHon on the response capabilities and 
responsibilities of each federal agency listed in PDD 39 as well as the procedures required for 
notification, authorization, and deployment of federal assets. 

To ensure that there is effective coordination of crisis and consequence management, 
planning. training, command and transition, current contingency planS, including the CONPLAN. 
the Terrorism Incident Annex of the Federal Response Plan, and the Domestic Guidelines, need 
to be exercised on a regular and continuing basis. A significant number of these exercises need 
to involve all elements of the federal, state, and local community that could be called. upon to 
respond to a terrorist act, including one involving use of a WMD. Because acts of terrorism 
committed in the United States are federal crimes, the U.S. Allomey.' Offices (USAOs) will play 
a critical legal advisory and prosecutive role in responding to domestic terrorism. In order to 
perfonn that role successfully. these offices must be informed of crisis response plans in their 
districts and be regularly invo~ved in exercises with FBI field offices, Since the FBI is the ~ead 
agency for crisis response, its field offices should establish procedures for informing the USAO 
of relevant federal, stare and local crisis response plans and for including the USAO in aU 
crisis/consequence response exercises in which the field office is involved. The involvement of 
the fun spectrum of federal. state, and local agencies in regular exercises would help to assure 
that all participants are fully cognizant of current contingency plans. implementation and 
deployment procedures. and roles and responsibilities of the vanous agencies in the event of a 
terrorist act. 

The federal government conducts a considerable number of training exercises each year 
to test the preparedness of federal. state and local authorities to handle a terrorist incident through 
coordinated t!fforts. Interagency exercises are conducted annually. Individual agencies also 
conduct interagency exercises to test the crisis and consequence management response of the 
participating agencies.!1 Additional exercises designed to ensure the preparedness ofan 
individualagency's components also occur regularly. 

,successful execution of the FBl~directed United States response to a WMD terrorist threat or 
incident. This plan is being shared 'With federal, state, and local emergency responders to ensure a 
unified approach to the on-scene management of the crlsis. 

11 FEMA ensures, through training and exercises, that the Federal Response Plan is 
adequate to respond to the consequences of terrorism in the United States, including terrorism 
involving the use ofa WMD. Crisis and consequence management pJruming coincide during a 
credible chemical, biological. or radiological/nudear incident and run on parallel trocks. Within 
the FBl, the Critical Incident Response Group (CIRG) manages the FBI's national level crisis 
management training and exercise program, On an ongoin~ rotational basis. CIRG conducts 
standardized crlsis management training and exercJses throughout the FBI_ 
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Federa! interagency exercises have enhanced communication among participating 
agencies and heJped to identify shortfalls in response capabilities. While these are important first 
steps, the federal interagency exercise process needs to be strengthened. Domestic exercises 
currently tend to focus on tactical response capabilities. with less attention to interagency and 
intergovernmental command and management issues. The FBI especially should increase the 
number of its field exercises that practice its interagency leadership role in a crisis. FEMA, 
which leads consequence management exercises, should encourage more field exercises to test 
actual response capabilities, 

In addition, federal exercises should continue to include the active participation .of stale 
and local authorities, including the state emergency structure with which FEr,..1A regularly deals. 
Some exercises should be conducted exclusively nt the nationallevei, and some at the state and 
community leveis, in order to promote communication and coordination within these respective 
levels of government. However. state and local authorities will most likely be the first 
responders to a crisis site, and they will take the lead in dealing with the consequences of a 
terrorist act. TIley cannot use federal resources available 10 them under the Federal Response 
Plan or contribute to crisis management effectively unless they have been included in federal 
response pJanntng and exercises. Although state and local emergency responders can obtain 
information about federa1 resources from sources such as the Rapid Response Infonnation 
System (RRJS). U participation in appropriate federal interagency field exercises is needed to test 
the coordination and effectiveness of these various resources in a more realistic environment. 

The National Domestic.Preparedness Office (NDPO) within the Department of Justice 
will become the focal point for federa1 efforts to support state and local needs for equipment+ 
training and participation in exercises related to WMD preparedness, The NDPO, under the 
management of the FBI, will include representatives from those federal agencies which-have. in 
the past, conducted such progrnms, including DOD, HHS, DOE, EPA, and FEMA The NDPO 
will be the singJe point of contact that state and local authorities have requested. The NDPO will 
examine funding options for those state and local agencies with insufficient budgets to 
participate in counter-terrorism training exercises. 

1n addition. interagency communication and notification of pJaJUled exercises must 
improve. The exercise sehedule shou1d be disseminated to all of the approximately 41 
government agencies with counter-terrorism responsibilities, perhaps via a secure website. 

18 RRIS is a congressionally mandated planning and training resource for use by planners 
and responders at aU levels of government It contains databases on characteristics and 
precautions for chemical, biological, radiological and nuclear (CBRN) agents; federal response 
capabilities; wrplus federal equipment; eBRN, help and hotline phone numbers; and other 
reference materials . 
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Action: 	 Clarify The Interrelationships Among The Numerous Existing 
Emergency And Consequence Management Plans 

The current consequence response framework includes an array of emergency plans, 
capabilities and resources of Jocal. state and federal governments, and ofprivate and voluntary 
organizations. At the federal level, emergency plans deriving from statutory authorities. 
executive orders. and national security guidance are used by departments and agencies to carry 
out their emergency response missions, Under this response framework. federal resources and 
capabilities are provided to augment those ofstate and loca1 responders. 

Although there are a substantial number of interagency plans that have been and are being 
developed to meet the challenges of managing a terrorist crisis and its consequences, several 
.problems exist in the planning area: (t) federal operational plans and guidance are not fully 
understood by ali responding agencies; consequently, additional coordination is required to 
facilitate the most efficient federal response~ (2) the relationship between and among operational 
response and technical guidance docwnents such as the Federal Response Plan, Terrorism 
lncident Annex to the Federal Response Plan. Federal Radiological Emergency Response Plan 
(FRERP), National Oil and Hazardous Substances Pollution Contingency Plan (NCP) and the 
Domestic Guidelines is not dear or funy understood by various agencies;!9 and (3) the concept of 
lead federal agency and the attendant responsibilities of that designation are not fully understood 
by aU emergency response organizations. 

The development oflerrorism~specific plans and emergency operating procedures by 
federal. state and Jocal goverrunents needs to be consistent and compatible to the maximum 
extent possible to ensure interopcrability among all responders during a WMD incident. 
Planning also must build on existing local, state and federal emergency systems, capabilities and 
coordination mechanisms. 

FEMA has the lead for federal terrorism-related consequence management planning, 
using the structures of the Federal Response Plan. FEMA coordinates this activity through 
several interagency forums. These inc.lude the Emergency Support Function Leaders Group nnd 
the Catastrophic Disaster Response Group at the national level, and the Regional In1eragency 
Steering Committees in each FEMA Regional Office composed ofregional representatives of the 
key response agencies with crisis and consequence management responsibilities. 

These groups rocus on developing terrorism~specific plans and procedures to support 
Federal Response Plan impiementation j including supplementing Regional Response Plans 
{RRPs) and development ofregional specific procedures and checklists to support consequence 
management activity at the regional level. This includes the development of Memoranda of 

J' For example, the NRC has lead agency responsibilities in the FRERP, yet the NRC is 
not among the federal agencies given specific roles by PDD 39 or the Terrorism incident Annex 
to the Federal Response Plan . 
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Understanding (MOU) between each state and its FEMA Regional Office to supplement the 
RRPs. These MOUs form the basis for operational relationships, such as defining expectations 
regarding notification and deployment of liaisons in response to terrorism incidents. 

FEMA also provides assistance to support state and local government terrorism-related 
emergency response planning. This includes providing grants to the states to support the 
deveiopment ofterrQrismwspecific annexes to existing stale and Jocal emergency operations 
plans; disseminating guidance for use by local and state emergency management plarmers and 
officials in developing emergency operations pians; support for the Rapid Response Information 
System (MIS) as a planning tool to aid federal, state, and local emergency responders in 
preparing for and responding to a terrorism incident involving WMD; and support for states 
regarding development of mutual aid agreements. such as the Emergency Mnnagcment 
Assistance Compact (EMAC). 

The FBI and FEMA, working through the NDPO and in cooperation with other federal 
agencies with !itate and local response planning roles,1O shouM perform outreach at the state and 
local level to assess and increase the understanding by state and local authorities of federal plans 
and command systems. Thls process will also increase the understanding that federal agencies 
have ofJocal plans and resources. Toward the same end. the FBI should incorporate into its field 
office training programs information about the kinds of incident command and 
crisis/consequence response systems that are being used by state and local responders, This wlll 
facilitate the FBI's ability to lead and coordinate federal response efforts in the event of a 
domestic terrorism incident 

Adion: Ensure That The Vulnerabilities And-Recommendations 
Identified In Exercise And Terrorism Incident After~Action 
Analyses Are Shared With Participating Agencies 

After-Action Reports (AARs) are nonnaUy generated as a result of inter~agency exercises 
and terrorism incidents. These rcpons 'contaln a description of problems and issues that arose 
during the exercise or incident as well as recommendations for addressing identified deficiencies, 
Although a number ofagencies have their own systems, until recently there was no system to 
track the after-act ton items (AAIs) that are generated in these reports, to ensure that identified 
weaknesses or suggested improvements were shared ",;th aU affected agencies, Consistent with 
the deCIsion made by the Weapons of Mass Destruction Preparedness' Interagency Working 
Group for Exercise and Contingency P}anning, the FBI has begun to address this shortfall. The 
FBI is pursuing efforts to obtain DOD's Windows 10int Instructional Input Program (WinJlIP) 

:ro For cxample~ EPA provides technical assistance and advice to state and local planning 
entities responsible for developing plans to address the environmental consequences of a 
hazardous materials release. EPA is encouraging the addition of WMD response annexes to 
existing HAZMAT plans. 
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database:;l so 1bat it can be distributed to FBI field offices and to other federal agencies for use in 
tracking AARs, AAls, and lessons learned. 

Govemment~wide, federal responsiveness and coordination in crisis and consequence 
management will be streamlined and improved as the National Defense Preparedness Office 
(NDPO) develops procedures to record and disseminate lessons learned that affect operations and 
interagency coordination and cooperation. All participating agencies will be encouraged to 
submit relevant after-action analyses to the NDPO for dissemination to other affected federal 
agencies, as well as to state, local, and other WMD responders across the country. ,As this 
system is developed, it will assist in delennining whether exercise goals and objectives were 
achieved. It will also provide a means to identify vulnerabilities and make recommendations to 
address such vulnerabllities. Further, it will help in ldentifying WMD equipment procurement 
needs or modifications. improve training and plarming initiatives and. ultimately, improve the 
capability of WMD responders in actual incidents. A mechanism wiU also have to be establisht.-'"d 
to track and ensure that aU corrective actions have been implemented in response to earHer 
lessons leamed from exercises and actual incidents,:l'i 

Distribution of the WinJIIP database should be completed by June 30,1999, and 
development and implementation of the lessons learned distribution system, and the system for 
tracking corrective aClion, should be completed by December 31, 1999. 

Action: Achieve A Unified Communicati~ns Capability And Protocols 
To Enhance Coordination Among Federal, State And Local 
Response Agencies And The Public 

In the event of a terrorist incident, federal, state and loca1 response agencies must be able 
to communicate quickly among themselves and with the general public. Despite the importance 
ofthis function~ there are gaps in our technology and poJiI.,;ies that impair effective 
cotrummjcations among these entities. 

Currently there is no common, comprehensive communicaHons capability among the 
numerous federa1~ state, and local agencies that could be caned upon in the event of a terrorist 
incident. E:dsting communications systems often are not technically interoperable, The result is 
that one set ofresponders may be able 10 communicate among themselves but not with 
responders in other jurisdictions. Where common capability does exist, the systems tend to be 

21 WinJIJP is the Windows 95 version ofDDD's Joint Uniform Lessons Leamed System 
(JULLS) and should be more user-friendly and accessible than earlier versions. 

22 During the pendency of a criminal investigation and prosecution, it may not be 
possible to divulge information about the operation, After these proceedings are complete. 
however. the operation should be subject to the same analysis as exercises, and lessons learned 
should be shared with appropriate audiences, 
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overwhelmed in times of crisis. In the event ofan incident, communication between federal 
agencies and among federal, state, and local entities, occurs in the FBI's Joint Operations Center 
or on-site. often face-to-face. Then each agency, using its 0\\1'\ equipment and frequency, 
communicates with its responders. Consideration should be given to use ofFEMA's Mobile 
Emergency Response Support (MERS) Detachments as an additional asset for use in and around 
the site ofa terrorist incident. MERS is strategically located in five different regions and has 
quick response and deployment capabHities. 

A study should be conducted to detennine the best technical approacb to resolving this 
critical communication problem. As a result of the OJP Stakeholders Forum held in August 
1998, a group ,.onsisting of FBI, FEMA and representatives from other interested agencies will 
study the issue of a unified communications capabiHty and the requirements of such a system. 
Existing regional capabilities, as well as potential new technologies should be considered in 
order to develop alternatives for use by all affected agencies. The Technical Support Working 
Group (TSWG) should consider including this issue as a priority area for research and 
development in FY 2000, consistent with concerns voiced by state and local authorities. Any 
efforts along this line should be coordinated with the Public Safety Wireless Network (PSWN) 
program coordinated by DOJ and Treasury. PSWN has been directed, by the Vice President's 
National Pcrfonnance Review; to develop a plan for the tmplementation of a nationwide public 
safety radio network to ensure interoperabHity among state, local and federal law enforcement. 
public safety agencies. 

There is also a need for improved communications capability in general, aside from the 
issue of compatibHlty, If an incident occurs jn a remote area, agencies will bave a difficult lime 
establishing secure communications back to their regional and national headquarters command 
centerS. One approach to this problem wiU be to develop a mobile command sy~m for use in 
crises. A prototype communicationslsurveillance support trailer was built for the 1996 Olympics 
in Atlanta to coordinate the response to incidents in the outlying venues hosting tbe Olympic 
events, Tbis system was used successfully in establishing communication links and served as a 
command POSt for consolidated tracking and monitoring equipment These lUlits could provide 
the quickest communications support in response to incidents in remote areas where current 
communications do not eXIst. 

Another area that requires increased attention is the coordination and release of 
emergency informatton to the general public and-the media during the response to a terrorist 
incident, particularly one involving a WMD. Timely, aecurate information will be a critical 
component of effort'i to preserve order. reduce panic and save lives. At the same time, the proper 
balance must be struck between the need to infonn the public and the need to protect sensitive 
law enforcement infonnation, particularly as it might affect our ability to preclude any further 
incidents from taking place, or to apprehend those responsible for the terrorist attack. The lack 
of agreed-upon protocols and procedures among federal. state and local officials hampers our 
ability to ffit!et this important need, Accordingly, we recommend that the appropriate interagency 
~orking group working closeJy with agencies' public affairs repreSentatives, and .ncluding state 
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and local officials, develop the methodology and plans to implement 'emergency public 
infonnation activities in response to a terrorist incident. 

SAFEGUARI) PUBLIC SAFETY BY IMPROVING STATE AND LOCAL 
CAPABILITIES 

Terrorist acts have their initial devastating impact at the state and local leveL Jt is the 
first responder and emergency worker who muslliteral1y begin to pick up the pieces; locate, 
extricate, and treat the victims; put out the fires; take the first steps to begin to make order out of 
chaos. We owe it to these vital personnel and to ourselves to make sure that they are adequately 
trained and equipped for these tasks. We cannot measure our preparedness to deal with terrorist 
acts without measuring the degree to which we have prepared first responders.:i3 

Yet sHite and local first responders and emergency personnel consistently report 
inadequacies in their preparation for these tasks. Whjle their training and equipment to respond 
to attacks by conventional weapons is sufficient more frequently than not~ this is not the case in 
regard 10 chemical, biological. radiological or nuclear (eBRN) weapons, The response to the 
state and local questIonnaire was consistent and alarming: 80% or more responders reported that 
they are ill prepare!l for eBRN events and 75% or more reported that they are not trained or 
equipped to preserve or recover evidence from such events, ~ Appendix: State and Local 
Questionnaire, responses to questions 26 and 28, 

If we were to experience an attack using chemical or biological weapons, the results 
would be severely disruptive, both psychologically and physically, to the affected areas lUld 

23 This section deals primarily with the first responders employed by state and local 
governments, There are other categories of individuals with public sufety responsibilities who 
could be the first responders On scene at a terrorist incident. Some. such as transit system 
emp10yees or private security officers, may be private sector employees. Others. such as public 
safety and security officers who are responsible for U.s. facilities and lands, may be federal 
employees. All federal agencies with Jaw enforcement, emergency response or public safety 
duties as part of their mission should ensure that they conduct appropriate planning for. and are 
properly trained. equipped and practiced in dealing with a terrorist incident, particularJy one 
involving unconventional weapons. As states and ~oca1itjes incorporate counter-terrorism 
measures into their public safety and emergency response plans, they shouJd address tbe need fOT 

training, equipment and other preparedness programs. for pdvate sector responders, federal 
agencies witb private sector constituencies should also be pro~aetive in developing and 
promoting appropriate counter~terrorism planning and training. In particular, agencies with lead 
responsibilities for critical infrastructure protection under Presidential Decision Directive 63 
should ensure that their vulnerability assessments consider their sector's readiness to deal with 
the effects of a physical attack. particularly one usmg unconventional weapons such as chemical, 
biological, radiological or nuclear materials. 
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populations, In the case of biological weapons, an attack might not be immediately apparent, 
and the resulting spread to and impact on additional victims, as well as: first responders and 
emergency health, persormel could be far~reachjng_ Detennlning the extent of an attack and 
apprehending the perpetrators would be difficult For these reasons, we must make every effort 
to prepare to identify and respond to the consequences ofan attack. should one occur. To do so. 
we must propedy and thoroughly train and equip first responders and emergency workers. 

Improving state and local capabilities begins with information and intelligence sharing. 
In order to prepare for a terrorist event, we must know as much as we can about the potential 
threat. One way to accomplish this on the state and local level'is to increase the participation of 
state and local authorities in task forces and working groups with their federal counterparts to 
facilitate the sharing of infonnation, In addition, regular, periodic sharing of information 
concerning terrorist groups active in a particular locale -- not just threat warnings ~ied to a 
specific incident -- would be helpful to local officials. 

A significant aspect of increasing state and local capabilities to respond to terrorist acts 
involves proper trruning. equipment and planning. We must address these needs in tenns of 
conventional weapons as wen as chemical, biological. radiological and nuclear weapons. In 
addition, because of the unique challenges posed by bjoterronsm_ we must look at specific 
remedies to boost medical and public health resources at thc state and local level and to enhance 
back~up capahilities at the federal level. 

Finally, we should make available the protection of federal laws to state and local 
government employees who are the targets of obstructive and threatening actions by anti­
government extremists. 

/nlelligencc Collection and Local Capabilities 

OBJECTIVE: 	 Increase State And Local Awareness And lnteUigenee­
Gathering Capabilities Regarding Terrorist Activity 

While the ability of state and local agencies to acquire infonnation about terrorist activity 
in their regions has increased as a result of recent federal outreach efforts, challenges remain. As 
indicated by the responses to the State and Local Questionnaire. state and local law enforcement 
and non-law enforcement agencies, such as emergency responders, agree that they would benefit 
from more training and information about terrorism) particularly infonnation that is regional in 
focus, or that addresses emerging issues such as cyber-terrorism, or the use of chemical or 
biological weapons. Such training and infonnation sharing would help local agencies focus their 
own counter-terrorism law enforcement and intelligence efforts. It would be especia11y beneficial 
to those agencies that do not have strong inteUigence gathering capabilities. Particularly in rural 
arcas, local Jaw enforcement agencies may not bave sufficient personnel to support their own 
intelligence unit or even 10 participate in federal inteHigence~sharing task forces. Similarly, state 
and local law enforcement agencies may not have the equipment or training [0 take advantage of 
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existing electronic systems for commwIicating intelligence information. Another obstacle to 
effective communication is that intelligence gathered by federal agencies is often classified and, 
therefore. federal agencies must either facilitate the necessary security clearances or sanitize the 
infonnation of its classified details. 

Action: Expand Joint Terrorism Task Forces And Related Federal 
Efforts To Improve Communications Among Federal, State 
And Loea] Law Enforcement Agencies 

For most state and local agencies, the primary federal source of infonnation and 
intelligence about terrorist activities IS tbe Federal Bureau of Investigation (FBI).24 The FBI 
obtains intelligence from a variety ofsources including intelligence agencies such as the Central 
Intelligence Agency (CIA); the FBI's O\\-11 intelligence gathering.and law enforcement operations, 
as well as the operations of other agencies such as the Bureau of Alcohol, Tobacco and Firearms 
(ATF) and the Customs Service; and, to a lesser extent. from state and local law enforcement 
agencies. 

The FBI uses several means ofcommunicating terrorism information to state and local 
agencies. When intelligence information reveals a potentia] terrorist threat, the FBI reiies on the 
Terrorist Threat Warning System (TIWS) to get vital information to the U,S. counter-terrorism 
and Jaw enforcement community. If the threat information warrants broad dissemination. the 
FBI can quickly transmit unclassified messages to state and local law enforcement agencies 
nationwide over the ~ational Law Enforcement Telecommunkations System (NLETS)?5 For 
information that is less urgent, the FBI can communicate through the Law Enforcement On~Line 
(LEO) system, These systems are a critical link in the federalistate/local counter-terrorism 
partnership. They should be continued at robust levels. 

White state and local law enforcement authorities appreciate receiving such vital 
information in a timely fashion,16 many identify a need for regular periodic inteHlgence analysis 
and reports, particularly concerning groups operating in their jurisdiction. FBI field offices 
routinely share infonnation through their ongoing working relationships with state and local law 
enforcement agencies. To strengthen these existing relationships and improve commwlication 
about terrorism issues. the FBI created Joint Terrorism Task Forces (JTTFs) as a mechanism for 
interaction between federal agencies and their state and local level counterparts in specific 

24 ~ Appendix: State and Local Questionnaire, responses to question 5. 

25 Similar1y, warnings can be sent using the Awareness ofNational Security Issues and 
Response (ANSIR) program. which utilizes the Law Enforcement On-Line (LEO) system and is 
designed to provide unclassified national security threat and warning infonnation to U.S. 
corporate se<:urity directors and executives, law enforcement, and other government agencies. 

26 .s.es:: Appendix: State and Local Questionnaire. responses to questions 4~9, 
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jurisdictions. Tbe JTfFs, which exist in 18 major metropolitan areas, are composed of state and 
local officials, and local representatives from the FBI and other federal agencies. such as A TF, 
the Customs Service, the Secret Service and the Immigration and NaturnHzation Service (INS). 
Participants work together, usually on a full-time basis, to gather, analyze and disseminate 
intelligence, and to jointly investigate terrorist activity. The FBI also recently established a 
regional terrorism task force to serve several rural states with common terrorism concerns. In 
addition to ongoing inteHigence sharing, these task forces sponsor regional terrorism conferences 
to train Jocal Jaw enforcement agencies about the terrorism threat in their region. 111cse face-to­
face working arrangements not only improve the flow of information from federal intelligence 
agencies to localities, but they aHow federal agencies to obtain intelligence from local sources. 

The existing 18 JTIFs involve participation by approximately 260 full- and part-time 
federal. state and local personnel plus 420 FBI agents. State tmd local law enforcement 
personnel endorse such federal, state and local joint efforts. Many report that they would 
participate in .tTTFs if they were available to them,17 Based on loca! interest and an assessment 
of terrorist activity, creation ofa dozen additionallITFs over the next three years may warrant 
consideration. 

Where appropriatcl over the next five years, the FBI also will establish domestic terrorism 
working groups in field offices, Such working groups would provide a supplemental means of 
increasing cooperation and intelligence-sharing among federal, Slate, and local1aw enforcement 
officials. They would be particularly important in those parts of the country where there are not 
enough state and local resources to support fu)J~time JITFs, No additional funding is required 
for this initiative, 

ActiDn: 	 Assist Local Law Enforcement Agencies To Identify And Gain 
Access To State And Federal Intelligence Systems 

Many local law enforcement agencies report that the lack of resources to support their 
own intelligence infrastructure is a rea) barrier to effective counter·terrorism efforts. Often the 
problem is as basic as the inability to spare officers to perfonn intelligence activities. To some 
extent, participation in JITFs can address this need because the FBI makes overtime money 
available to compensate state and local participants. However. this cannot redress the problems 
faced by many small town or county law enforcement agencies, which may have only a handful 
of officers to perfonn aU dutie's. Ideally. at a minimum, a local law enforcement office unable to 
perform its ov.n intelligence activities should have access to a state or regional electronic 
infonnution system that provides real~time, accurate intelligence, it system that should include 
timely federal information on criminal and terrorist activity, However, even this solution often is 
out of reach for iotal pollee or sheriffs offices because of the Jack of resources to procure 
computers, appropriate software or the training needed to acquire access to electronic 

21 In the State and Local Questionnaire, 69% responded yes to this question, ~ 
Appendix, responses to question 3, 
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information systems, or because of the unavailability of a reliable, centralized repository of 
information. 

Wil~in the next fiscal year, the FBI, in cooperation with associations representing state 
and local law enforcement agencies and with the advice of the Intelligence and Assistance to 
State and Local Authorities working groups of the NSC's WMDP Group,-should determine the 
extent to which local law enforcement agencies do not have access to such systems; identify 
existing successful methods of bridging such gaps; and develop concrete proposals to strengthen 
these vital state and local capabilities.2& 

Action: Develop More Effective Means Of Sharing Classified 
Information With State And Local Law Enforcement And 
Emergency Response Agencies 

Even where mechanisms for developing and sharing terrorist information exist, state and 
local officials express frustration because of their belief that critical infonnation is often denied 
or delayed because it has been classified. This problem is greatly diminished in areas with JTTFs 
because all federal, state and local law enforcement participants must obtain Top Secret 
clearances before joining a task force. Law enforcement agencies in general are likely to have 
personnel with necessary security clearances, which means that this perceived problem may be 
alleviated through better working relationships between FBI field offices and their state and local 
counterparts. Thus, expansion of JITFs and similar cooperative arrangements may go a long 
way toward solving this problem. Nonetheless, other solutions may be needed. The FBI should 
assess the degree to which security restrictions on dissemination of information have impeded its 
work with local law enforcement agencies and whether the FBI needs to pursue additional 
remedies, such as greater efforts to sanitize classified information and report such information on 
a more regular basis. 

Lack of access to classified infonnation may be an obstacle to non-law enforcement 
agencies as well. Many emergency responders believe that security restrictions on information 
possessed by the federal government have prevented dissemination of sufficiently detailed 

28 An example of an existing federal program that has improved state and local 
intelligence gathering capabilities is a cooperative arrangement between the FBI and the Alaska 
Department of Public Safety, Division of State Troopers. Since 1995, the FBI and the state have 
operated, under FBI auspices, a Statewide Law Enforcement Information Center (SLEIC). The 
SLEIC combines analysts from the Alaska State Troopers under FBI management at an FBI­
supported site. It gathers intelligence from multiple sources in a centralized database with full 
text query capability in order to give state law enforcement agencies efficient access to current 
and historical infonnation. One of its specific goals is to provide immediate on-scene 
information management support for administrative and operational activities during a critical 
ir:.;.;:dent, such as a terrorist threat. 
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information to allow them to plan or react appropriately in an emergency.29 On the other hand, 
many members of the intelligence community believe that much intelligence information is not 
relevant to planning or response needs. and that there are mechanisms for sharing essential 
information. 

The need to protect national security information from unnecessary disclosure must be 
carefully balanced against the need to ensure timely and adequate dissemination ofrelevant 
intelligence to state and local first responder officials who are ultimately responsible for the 
safety of their (;OmmUnilies. Emergency responders ordinarily cannot participate in JTTFs 
because the JTfFs actively investigate: terrorist crimes and, according]y, their membership must 
be restricted to law enforcement persontieL To increase confidence among the emergency 
response community that federal agencies are sharing necessary intelligence, and thereby increase 
intergovernmental coordination, new approaches are needed. The appropriate working groups 
within the NSC's WMDP Group, drawing on the expertise of national security and puhlic safety 
specialists from the federal. state and local government levels. should study the feasibility of 
establishing a system for granting the necessary security clearances to a sman number ofsenior 
pubHc safety personnel so that they can have access to classified information relating to terrorist 
threats as neetled.30 At a minlmwul' each state and the nationl's most heavily populated urban 
areas should be assured access, This assessment should have no budget implications, 

A closely related issue is the extent, if any, to which restricted infonnation needs to be 
shared with security officers in certain critical private sectors, such as the nuclear power industry. 
The National Infrastructure Protection Center (NIPC) and the critical infrastructure private sector 

19 In response to the State and local Questionnaire, a substantial number of law 
enforcement. emergency response and medical personnel identified issues of inadequate 
information sharing and the lack of security clearances as factors that limit the usefulness of 
informatio':l or threat assessments obtained from the federal government. These state and local 
personnel seek more timely dissemination of more localized and specific information. ~ 
Appendix. responses to questions: 6 and 9. 

30 One such proposal has been advanced by the Competency Panel on Civil Integration 
and Response of the Defense Science Board, S« R!4>Ort orthe Comoetency Panel on Civil 
Integration and Response at page 16, This Panel proposes that an average ofthree to five public 
safety personnel who are responsible for planning and directing the public safety effort iii the 
community. rather than politicalleuders. be provided -with security clearances for the purpose of 
receiving this classified infonnation. Under this proposal, access to classified documents would 
be restricted to reviewing the material at cleared facilities maintained by the federal government 
(such as an FBI field office> Secret' Service office. U.s, Marshal's Service office or military 
installation). The cleared public safety personnel could be noti11ed of the need to review a 
classified threat analysis either by personal visits from ~oca1ly based federal agents or by 
unclassified messages instructing them to report to a secure facility-to access the particular 
material. 
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liaisons developed under PDD 63 are required to establish effective threat warning and security 
information systems to serve key Infrastructures.31 As these systems are established~ the NSC's 
Criticallnfra'ttructure Coordination Group should assess the need for dissemination of classified 
information to security personnel in these sensitive areas. The National Coordinator and the 
Critkallnfra:-iructure Assurance Office will also play key roles in assessing the need for 
dissemination of c1assified infonnation. 

, Another hindrance to intelligence dissemination is uncertainty about which organizations 
have equipmtmt and storage capability for classified information. Marty iocallaw enforcement 
and most em(:rgency response agencies Jack secure communications equipment and secure 
storage for sensitive or classified information. As part of its assessment of other barriers to 
intelligence sharing. the FB1 will assess whether lack ofequipment is a significant barrier to 
effective exchange of intelligence. If so. the FBI should recommend appropriate remedial actions 
which can be coordinated through the NDPD. 

Increase Capabilities Of State And Local Emergency 
Responders To Address Terrorist Acts Iuyoiving \Veapons Of 
Mass Destruction 

Although combating terrorism is primarily a federal responsibility. state and local 
emergency responders {police, fire and emergency medical personnel) are almost certain to be the 
first to respond to the use of a weapon of mass destruction (WMD). whether a conventional 

JI Our nation is rapidly augmenting its capabilities to safeguard both the physical and 
cyber aspects of critical infrastructures through the National infrastructure Protection Center 
(NIPC), which was created by the Department ofJustice during FY98. The NIPC is an 
interagency center hosted by the FBI, that will deter, assess, warn, investigate. and respond to 
attacks. t~eat:s and unlawful acts targeting the critical infrastructure of the United States. 
tncluding illega1 intrusions into government computer networks and protected computers. An 
tmpurtant feature of the NIPC is an anaJytica! capability designed for all the information that will 
flow through the NIPC, including intelJigence, crimina1 investigative, and infrastructure 
information, tied to a watch and warning unit set up to disseminate analytical product and 
warnings to·a variety of audiences. The watch and warning unit will be linked electronically to 
other fedcml agencies, including other warning and qperations centers, and will be a focal point 
for the collection and dissemination of information on cyber intrusions and other infrastructure 
related information from open sources, intelligence sources and. to the extent agreed upon, by 
other federal agencies and private sector organizations that gather and analyze information about 
cyber intrusions, The miss.ion of~e watch and warning unit will include providing timely 
warnings of intentional threats and coIUprehensive analyses. NIPC warnings may also include 
guidance regurding additional protection measures to be taken by owners and operators. In 
providing this guidance. the N[PC win coordinate closely with the PDD 63 critical infrastrucure 
Sector Liaisons and Sector Coordinators, and other relevant federal and private sector entities, 
thai are responsible for developing sector based plans for protecting their critical infrastructures. 
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explosive or incendiary device. or an unconventkmal weapon containing chemical. biological, 
radiological or nuclear (CBRN) matter. They also may be the first to discover a WMD before it 
is activated and, thus, will be responsible for disanning or containing it. Their initial actions '''ill 
be critical to the success of the overall response and, hence, to public health and safety. 

Our capability to prevent or respond to a terrorist incident varies according to the type of 
weapon used and the magnitude ofhann caused, although there is room for improvement in aU 
areas. In general. state and local emergency responders are best prepared to deal with incidents 
involving conventional explosive or incendiary devices. Ofthe CBRN weapons, our ability as a 
nation to dea) with nuclear or radiological weapons is the strongest because of military programs 
developed during the Cold War and regulatory programs developed in response to the use of 
nuclear energy. State and local capabilities are adequate in areas hosting nuclear faciHties. 
Similarly, many states and local communities have some basic c~emical detection and response 
capabilities because of the pervasive risk posed by routine transportation of hazardous materials 
and the presence of chemical storage and manufacturing facilities or chemical weapons stockpile 
disposaJ sites. By far, our greatest deficiency in regard to WMD lies in our limited capability to 
detect, prevent and respond to the use of biological agents. Moreover, if terrorist use ofa 
conventional (lr unconventional WMD were to cause mass casualties, even those localities with 
some degree of response capability would quickly be ovet"NheJmed.:n 

A comprehensive federal effort to enhance and support state and local capabilities to 
respond in WMD incidents should: 

• • promote the addition of WMD response plans 10 every state emergency response plan and 
the development of WMD response pJans in every significant jurisdiction of a state; 

,. develop national standards for CBRN and conventional terrorism response capabilities 
and promote their adoption by national and state professional accreditation systems; 

,. 	 identifY, develop and make available. through existing national, state and local training 
systems, courses to enable emergency responders (including. but not limited to, 
firefighters, police officers, emergency medical and other medical and public health 
professionals. and specialists such as bomb squad and HAZMAT technicians) to meet the 
terrorism response capability standards in their tespective fields; 

,. 	 develop recommended standards for eBRN civilian response equipment and provide 
financial support to enabJe first responders to acquire eqUipment that meets recommended 
standards; 

n These assumptions are supported by the results ofvarious studies and surveys of state 
and local agencies. ,Stt,~, Appendix: State and Local Questionnaire. responses to questions 

• 
26-28. 
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• encourage federal agencies to include state and local responders in federal interagency 
terrorism response exercises and encourage states and localities to conduct terrorism­
focused exercises as part of their ongoing emergency preparedness efforts; and , 

• provide readily accessible information and technical assistance to first responders and 
emergency planners on the full range of WMD issues, from the use ofconventional 
explosives to the use ofchemical, biological or radiological material, 

ConvenlwualEx12]osjves 

Although first responders must be properly trained to deal with the unique cbaracter of 
CBR.N weapons, they are more likely to encounter conventional explosives which are more 
available and familiar to terrorists. States and IocaJities must be prepared 10 deal with weapons 
ranging from pipe bombs to large truck bombs. Such weapons may be directed at first 
responders as the primary or secondary target. Although we have experience and existing 
training programs to deal with more conventional explosive weapons, there are stiH gaps which 
we can and should address. There is also COnCern that terrorists may combine deadly CBRN 
materia}s or matter with conventional explosive devices. thereby creating dual hazards for which 
first responders are largely unprepared. 

Acti(in: 	 Inerease Availability Of Federal Pre-Blast And Pos(*Blast 
Bomb Technician Trajning For First Responders 

Primary responsibnity for pre-blast response to a suspicious package or recognized 
explosive device rests with local bomb squads. There are approximately 630 bomb squads 
associated with poJice and fire departments throughout the United States. Federal law 
enforcement agencies playa significant role in training these state and local first responders, 
Through an interdepartmental support agreement with DOD, the FBI manages the Haz..ardous 
Devices School (HDS) at Redstone Arsenal in Huntsville, Al.bama. Since 198 I, when Congress 
assigned this responsibility to the FBI, HDS has been the only school in the United States that 
trains pubJic safety officials as bomb technicians.. To date, over 5,000 technicians have 
graduated from the four~week~long basic HDS course and 4,000 have received the one~wcek 
refresher training course. In FY 97.192 technicians received the basic course; tbe same number 
participated in refresher training, An additional 240 bomb technicians. who were graduates of 
the HDS basic course, received additional training through a series ofone week regional training 
seminars conducted by the Bomb Data Center. There was a lengthy waiting list for attendance ut 
the HDS basic course. All Regional Technician Seminars were filled. 

To address the backlog in requests for training at the HDS, Congress appropriated $:5.2 
milJion in FY 98 under the Attorney General's Counter·terrorism Fund. This allowed the FBI to 
train 1.270 students at the HDS. The Administration's 1998 ChemieallBiological Preparedness 
budget amendment proposed $5.2 million for FY 99 and SUbsequent years to continue the 
increased level of training started in 1998. With this funding. the FBI has implemented a WMD 
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Emergency Actions course and has beglUl a Robotic Training Course and an Executive 
Management Course, An Advanced Diagnostics and Disablement course IS being designed to 
meet tmining needs identified by the bomb technician community, This: enhanced level of 
training sbo,uld be maintained, 

To support expanded training capacities and certification programs for bomb technicians. 
the FBI proposes to upgrade HDS facilities. Current facilities ~~ which consist primarily of three 
aging metal buildings and small test ranges Jocated an inefficient distance from other facilities -­
limit the quantity and quality ofpersonnel trained. Because of the increased number oCstudents. 
classrooms, practical problems training rooms and equipment storage space are over...capacity. 
In addition. there is no practical problems training course that allows students to practice 
techniques in a realistic setting and under instructor supervision. The Administration is currently 
c~nsjdering opgrades to the facility in a number of areas. 

Fedl.."t'a1 post~blast investigative training for civilian first responders comes primarily from 
two agencies: the FBI and the Treasury Department's Bureau of Alcohol, Tobacco and Firearms 
(ArF), The FBI's Explosives Unit and Bomb Data Center conducts a Post Blast Investigators 
school that offerS instruction in bomb evidence collection, preservation, and evaluation. Only 
public safety perSonnel v.lth investigative responsibilities in bombing cases are eligible for this 
training. In FY 97, approximately 365 inve~iigators received post blast training conducted by the 
FBI either regionally or at the f''BI Academy at Quantico, VA. ATF conducts similar training 
through the Federal Law Enforcement Training Center (FLETC) and, on request, offers the 
training to state or local agencies, In FY 97, A TF taught Bomb Threat Management, Post-blast 
and Explosives Recognition courses to approximately 30,000 state, locaJ and federn1 officers as 
well as members ofcivic groups. Other post~blast training was provided to 7,000 state and Ioca1 
responders; that nwnber is expected to be even larger in FY 98, In addition. 95 state and local 
investigators participated in the FLETC Advanced Explosives Investigative Techniques in FY 
97, Both the FBI and ATF report that the demand for these courses exceeds their availability, 

To maximjze the effect of federal post~blast investigative training. the FBI and AIT wUl 
assess, through an existing interagency working group, v.'hether they are providing compatible 
posi~blast investigative training to stale and local agencies. If incompatibilities are found, FBI 
and ATF will propose modifications to ensure that training is consistent No additional funding 
is required for this assessment. 
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Action: Prepare Bomb Technicians To Address Incidents Involving A 
Combination Of Explosives And Chemical, Biological Or 
Rad~ological Agents 

Even though bomb technicians may be among the first emergency responders to 
encounter a terrorist device, they are relatively unprepared to address incidents involving the 
combined use of explosives and a chemical, biological or radiological substance.3l To meet these 
unique needs, we need to expand related training and equipment programs for these first 
responders. 

In FY 98, the FBI's HDS at Redstone Arsenal created a one-week specialized Weapons of 
Mass Destruction Bomb Technician Emergency Actions course, which it expects to provide to 

.approximately 340 students within the fiscal year. With enhanced funding in 1999, the WMD 
course will be integrated into an expanded and revised recertification course. 

To support and protect bomb technicians, the Department of Justice will administer a 
three-year program to outfit the approximately 630 bomb squads throughout the United States 
with equipment to allow them to detect and react to a chemical or biological agent. Each year of 
the program, approximately 210 squads will be able to procure detection equipment, including 
mass spectrometers and polymer-chain reaction (peR) devices capable of detecting and 
identifying chemical and biological agents/toxins; robots; portable x-ray machines; 
chemicallbiological suits; percussion automated non-electric (PAN) disrupters; digital probes and 
other tools; technical and reference manuals; and training materials for state and local bomb 
squads. Additional support to retrofit 200 total containment vehicles currently in use by state 
and local bomb technician squads to accommodate improvised explosive devices suspected of 
havi!lg chemical or biological agents or tqxins is also being considered. 

In addition to these training and equipment programs, state and local bomb squads need 
protocols for working with HAZMAT units in situations that involve packages that do not 
contain an explosive device but may contain a chemical or biological substance. The FBI will be 
working with the HAZMAT community and federal agencies such as the Environmental 
Protection Agency (EPA) and Federal Emergency Management Agency (FEMA) to develop and 
promote such protocols. 

The proposed National Domestic Preparedness Office, in consultation with the WMDP 
Group, would assess whether bomb squads need radiological monitors and personal protective 
equipment as well as chemical and biological devices and equipment. If so, the office would 
develop specific proposals for ensuring the availability of this equipment. 

H 5." Appendix: State and Local Questionnaire, responses to questions 26 and 27. 
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• Since 1996. the federal govenunent has made first responder preparednes.s for terrorist 
incidents involving eBRN agents, particularly chemical or biological agents, a high priority. 
Primarily through the Nunn-Lugar-Domenici (NLD) Domestic Preparedness program.14 CBRN 
training, equipment and related field exercises have been made available to first responders in the 
nation's largest cities. If cllITicd 10 compJetion. in five years this program wtli create a basic 
emergency response capabitity in the most heavily populated areas of the country. It has raised 
awareness of terrorism issues among first responders and fostered closer working relationships 
among federal l state, and local emergency response agencies, J5 Thus, the NLD program 
represents an Important step in the development of a long-term strategy for building and 
maintaining first responder capability nationwide. 

Nonetheless, many observers believe that corrections are needed in the initial course set 
by the NLD program and in the federal approach to domestic- preparedness generally. The most 
frequently identified shortfalls in the current approach are: 1) the Jack of coordination among, 
and focal point for, federal domestic preparedness etTorts;36 2) insufficient coordination of federal 
efforts with the pre-existing state and local emergency response systems;Ji 3) inattention to the 

• 	 J4 This program was authorized in the National Defense Authorization Act for Fiscal 
Year 1997. lbe popular name refers to the program's three primary Senate sponsors. 

;S ill U.S. General Accounting Office, Combating Terrorism: Opportunities to Jrnpnlye 
Domestjc Preparedness Pro~ram FQCUSlIDd EfficienCY (GAOINSIAD-99-3, November 12, 1998) 
(hereafter "Domestic Preparedness Report"). at p. 4. 

Jt> On August 27-28,1998, ooj convened a state nnd local "stakeholders" forum in 
Washington, D.C., to solicit first responder input on domestic preparedness issues. More than 
200 state and local emergency response planners and practitioners attended this forum. One 
of the recommendations from this group was that a single point of contact should be designated 
for coordination of the various federal initiatives that provide training. equipment and other 
domestic preparedness assistance. Stt also. Domestic Preparedness Report, s.Y.lim footnote 15, at 
p. 20 ("Some loenl officials viewed the growing number ofWMD consequence management 
progrruns.... , as evidence of a fragmented and possibly wasteful federal approach toward 
combating terrorism.") 

J7 ~ Domestic Preparedness Report • .&llilll footnote 15, at p. 8 (noting that current NLD' 
focus on large cities does not leverage existing state emergency management structures, mutual 
aid agreements among ioeal jurisdictions or other coHaborative arrangements for emergency 

• 
response) . 
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training and equipment needs ofstates and localities not served by the targeted cities;)& and 4) the 
absence of a plan to maintain responder skills and equipment once the initial training is 
completed. As explained below. future efforts should focus on correcting these shortfalls. 

Action: 	 Coordinate Emergency Responder CBR:~ Training, Exercise 
And Equipment Initiatives And Expand To All Jurisdictions 

Training 

A brief review of the major federal first responder training and equipment programs 

iUustrates why states and localities caU for better coordination and a single federal point of 

contact. 


Nuon-Luga[~Domcnici Traininc program: in the NLD Domestic Preparedness program, 
Congress authorized the Department of Defense (DOD) to develop and conduct first responder 
training focusing on terrorist incidents involving nuclear. chemical or Diological weapons. DOD 
targeted the 120 most populated U.S. cities to receive this training. The NLD program has 
offered two medical and six non-medical courses aimed at educating experienced city trainers so 
that they can train law enforcement officers, firefighters, HAZMAT technkians, emergency 
medical personnel, and emergency managers in general subjects such as awareness and incident 
command, as wen as in more spec.aHzcd courses in specific operational areas (e.g., HAZMAT, 
emergency medical, hospital provider). Though courses developed by FEMA, DOD has also 
provlded some direct training in basic awareness and a workshop for senior officials. such as 
mayors and their cabinets, In addition to classroom instruction, the J\'LD program includes a 
U!ble~top and a field exercise to test participants' ability to apply the information taught. Once 
DOD identifies a city for training, it is left up to mayors and-city managers to decide which and 
how many trainers to send through this program. DOD has now stated its intention to transfer this 
entire program to the Department ofJustice. 

By the end ofFY 98, DOD had trained approximately 10,000 trainers in 32 cities and 
. conducted 1 0 follow~up field exercises. -DOD had pJaimed to introduce its program in all 120 

cities by tb(~ end of fiscal year 2000. 

~ Office aUustic, Programs ChemlBio Training Program: Congress also authorized. 
through the Antiterrorism and Effective Death Penalty Act of 1996, a second terrorism training 
program for firefighters and emergency medical personnel. This program has been administered 
hy the Office ofJustice Programs (OJP) within the Department of Justice. The OJ? courses are 
based on materials developed by FEMA's National Fire Academy (l'\FA). They cover explosive, 
incendiary. chemical and biological, but not nuclear or radiological. incidents. OJP has provided 

" ~ Domestic Preparedness Report, ~ footnote 15, at p. 6 (120 cilies represent 

about 22 percent of the u.s. population~ 12 states and the U.S. territories have no dties in the 

program and 25% of the NLD cities are in Califomiu and Texas) . 
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a two·part basic concepts "train-the4rainer" course and a direct course in incident management 
and tactical decision-making to responders in the 120 largest urban jurisdictions (cities and 
counties). OJP's target audience overlaps but is not identical to the DOD target audience. 
Combined, the "train-the-traine," classes offered by DOD and OlP encompass 157 separale 
urban jurisdictions in 38 states. OJP has also made its "trnin~the-tr.ainer" cOurse available to 

instructors from all state fire training academies, and has offered a self~study terrorism awareness 
course to all firefighters and emergency medical teams. OJP estimates that by the end of 
calender year 1998,75,000 firefighters and EMS personnel and 420 trainers will have been 
trained (includiog through self-study) in its 120 targeted urban jurisdictions. 

In addition, in FY 98 and FY 99, OJP will receive up to $10 million 10 establish a Cente, 
for Domestic Preparedness at Fort McClellan. Alabama, This center will provide advanced 
hands-on training for law enforcement officers, firefighterS. emergency medical and emergency 
management personnel in responding to terrorist incidents involving CBRN weapons. including 
some courses involving actual chemical agents. OlP estimates that 1,800 first responders will 
receive training by the end ofFY 99; 450 of them will pal1icipate in courses involving actual 
chemical agents,19 

fEMA Cou,,", Materials and GrMls: FEMA, through its National Fire Academy (NFA) 
and Emergency Management Institute (EMI), issues basic course materials concerning 
emergency response to terrorism for emergency responders generally, including firefighters, 
emergency medical service providers, and HAZMAT technicians. FEMA also issues course 
materials aimed at preparing elected officials and managers to deal with the consequences and 
management of terrorism and other events resulting in mass fatalities. Both DOD and OlP have 
used FEMA materials as the basis for some or all of their first responder training courses. 

(" FY 98, FEMA also provided grants totaling $110 million to the stales for planning, 
training and exercises to improve disaster preparedness and support development ofa risk-based 
all hazard cml!rgency management capability. Of these grants, $1.2 million was earmarked for 
tcrrorism~related training and for assessing and improving plans and systems to enhance the 
capability for dealing with the consequences of terrorism, Also in FY 98, FEMA provided $2.0 
mmion in grants to state fire training centers to support training and enhance the capability of fire 
depanments to respond to terrorist aHacks. 

:W In response to Congressional direction, OJP has established a consortium of facilities 
for training development and deiiyery, In addition to the Center for Domestic Preparedness, the 
consortium includes the Energetic Materials Research and Testing Center at the New Mexico 
Institute of r...fining and Techno1ogy; the National Center for Bio~Mcdical Research and Training 
at Louisiana State University; the Nevada Test Site; and the National Emergency Response and 
Rescue Training Center at Texas A&M University. These centers wlU be used to promote 
advanced training and curriculwn development for first responders . 
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Other federal Training Programs: the Environmental Protection Agency's (EPA) 
Environmental Response Team provides training to federal, Slate and local HAZMAr 
technicians (responders and planners) which addresses radiological, biological and chemical 
hazards. EPA is adding training dealing with weapons of mass destruction to its existing fivewday 
training course. The Department of Energy (DOE) also sponsors training in how to respond to 
incidents involving the release of nuclear or radiological substances. This training is made 
available primarily to communities in which nuclear facilities are located. The Department of 
Transportation (DOT), in consultation with FEl\t1A, adminIsters the Hazardous Materials 
Emergency Preparedness (HMEP) Grant Program, which makes grants to states, territories and 
Indian Tribes for training ofpublic sector employees who respond to emergencies and for the 
development of improved hazardous materials emergency response plans. Approximately $6,75 
million per year is expected to be made available for this program over the next five fiscal years, 
Depending 00 the needs perceived by each state, this grant money can support training programs 
with a terrorism focus. 40 

" 

In order to provide state and local responders with a single point of contact for the 
multitude of federal domestic preparedness efforts. the Attorney General will be proposing to 
establish a Natiooal Domestic Preparedness Office (NDPO) within the Department of Justice, 
The primary mission of the NDPO is to coordinate Department of Justice programs with those of 
other federal agen~Jes to enable state and local first responders to establish and maintain a robust 
crisis and consequence management infrastructure within the United States -capable of 
responding to a conventional or nonconventional terrorist attack, To facilitate this coordination, 
DOD propm;es to transfer responsibility tor Ute NLD city training program and related 
equipment. exercise and most technical assistance initiatives to the Department of Justice by the 
end ofFY 00." The NDPO, under the leadership of the FBI, would addre .. planning, training, 
equipment, exercises, research"and'devclopment. intelligence and information sharing, and health 
and medical service needs at the federal, state and iocallevels. 

The NDPO would coordinate the overall state and local training effort, and fully integrate 
the various domestic preparedness training programs now conducted by DOD, aJP, FEMA j and 

40 This' is only a partial illustration of the federal programs that might be used by states 
and localitif:s to acquire or improve their WMD response capabilities. As part o[\ts domestic 
preparedness program, DOD compiled a directot)· of federal courses relating primari!y to CBRN 
response, That directory lists over 80 courses sponsored by 11 different agencies that couid be 
used by first responders. Most of the courses address preparedness iO deal with the uSe ofa 
eBRN weapon, although some courses relating to incident command Issues would appJy to aU 
WMD incidents:, These are in addition to the federal programs that train bomb technicians how 
to address the use of bombs or improvised explosive devices by terrorists, 

41 The National Defense Authorization Act of FY 97 allows the President to transfer lead 
agency responsibility for the domestic preparedness program from DOD to another federal 
agency on or after OctQber 1, 1999. 
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other departments and agencies into the broader national training initiative. Training 
development will be done 1n consultation with participatlng federal agencies, state and local 
government ofticials, and first responders. An interagenc), training development group would be 
established. lts participants would include training and curriculum development expert staff 
from the FB1, OJP, FEMA, DOD, Health and Human Services (HHS), EPA, and DOE. As 
required. additional expert staff from other relevant federal, state and local agendes would 
supplement the core interagency training development group. The curriculum would include 
response training tailored (0 meet the needs of first responders tn a variety of WMD crisis 
sccmrrios. Thi!) program will be based on the capabilities and needs assessment developed by 
NDPO and conducted by each community,42 To the greatest extent possible, existing FEMA 
programs, networks and facilities. such as the National Fire Academy and the Emergency 
Management Institute. and other federal. state and local training systems should be used to 
deliver training to state and local responders. 

As part of its coordination effort. and in response to questions raised about the efficiency 
of the current NLD focus on the 120 largest cities, the NDPO could assess whether the NLD 
deHvery model results in the best use of federal resources. This method by-passes the well~ 
established emergency response training and planning systems in most states, which are the key 
means by whil:h states establish their own priorities. based on existing resources. and coordinate 
their emergency response efforts. The General Accounting Omce (GAO) has challenged the 
!'-ILD 120 cities: approach on several grounds. including that it results in duplicative training 
efforts in neighboring cities while at the same time offering no training in several states and 
across large regions of the country, Domestic Preparedness Report, Sl!lIDl footnote 15. at pp, 6~ 
17. 

Reorienting federal domestic preparedness programs so that they serve the entire nation. 
reflect priorities established by the individual states and are deilvered through existing state 
training systems would address the problems jdentified by the GAO. Nonetheiess, many cities: 
have already buill the expectation ofNLD training into their emergency response plarming. It 
may be too' disruptive, and resuit in too many counlervailing inefficiencies, to abruptly change 
the NLD program focus nOW. An alternative would be to complete the NLD cities program as 
initially conceived, while assessing the opportunity to provide support that will al10w states, in 
compHance with federal standards, to provide training. equipment and related domestic 

42 Congress has amended the Defense Against Weapons of Mass Destruction Act to 
include a new subsection which requires the Attorney General. in consultation with the FBI and 
appropriate federal. state and local agencies, to develop and test a methodology for assessing the 
threat and risk of chemical, biological or radiological weapons being used ag;,tinst cities or other 
local areas. Congress also provided that such assessments could be used to detennine the 
training and equipment to be provided under federal domestic preparedness programs focusing 
on themjcaL biological or radiological weapons. The FBI will conduct a pilot project to develop 
and test such a methodology. 
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preparedness planning for the balance of the nation.41 Once the NLD cities training is done, the 
tasks of maintaining and enhancing capabilities in those cities could revert to the states, again 
with the continuing guidance and technical assistance of the NDPO. This would allow state and 
local emergency response managers, who are most famHiar with aU state and iocal resources and 
needs, to better allocate training and resources. At the same time. federal agencies \vith 
experience in CBRN preparedness would need to continue to update and maintain training, 
courses, and equipment standards and test and develop innovative or enhanced preparedness 
initiatives to supplement state efforts. The NDPO should address this issue promptly. with 
substantial input from the state and toeal first responder and emergency planning communities 
and advice from the NSC', WMDP Group. 

Coordination of initial fIrst responder training is just the first step in a sounder domestic 
preparedness strategy. Training programs must ensure that the proficiency Qf responders trained 
is maintained, foIIow-on training is provided as refresher instruction, and responders are 
infonned of new equipment, techniques. and threats as they appear. Regular exercise and 
planning cycles should be developed in order for plans and skills to remain up to date. 

Exercise Programs 

Current federal terrorism response exercise efforts focus almost exclusively on the 
participation of federal agency personnel and assets. Yet field exercises are a crucial means by 
which panicipants evaluate and validate their planning, training and equipment. As more stale 
and local responders complete terrorism preparedness programs., it will be necessary to involve 
them in more field exercises to test the effectiveness of the trairung and to refresh capabilities, 
The proposed NDPO would undertake an initiative to support the planning. scheduling and 
implementation of coordinated exercises involving state and local responders. These exercises 
should be closely integrated with the federally~supported training programs and be realistic. 
hands-on, multi~team. mUlti-agency events based on threat-driven scenarios, and designed to 
evaluate perfonnance, reinforce training and provide positive feedback, Ideally, exercises will 
range from !1imple local events to complex multi-jurisdictional national level episodes - from 
local and regional exercises, to state and multi-state exen:ises, as we!! as national-level exercises. 
At the same time, development of these exercises should reflect that first responders already 
participate in non-terrorism-related exercises as part of their continuing professional certification 

" One grant program that offers a useful model for how such. program could be 
administered is the Hazardous Materials Emergency Preparedness (HMEP) Grant Progt'.lrn 
administered hy DOT. Althol.):gh HMEP grants are made to states, so that planning and training 
can be coordinated with each state's unique emergency response-system. the majority ofgrant 
money must be spent directly on programs that reach first responderS and the money must be 
used to achieve national objectives. In connection with this grant program, FEMA has developed 
for DOT required and recommended training and planning guidelines so that states can select 
courses that ensure that their public sector employees can safely and efficiently respond to 
hazardous materials emergencies. 
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or state and h)caJ emergency planning obligations. The domestic preparedness initiatives should 
be closely integrated with existing exercise obligations in order to reduce unnecessary demands 
on emergency response professionals. 

Equipment Programs 

State and local first responders are not adequately equipped to respond to a CBR..'1 
terrorist incident.44 In most cases there is only marginal awareness: of overall capability, 
requirements, shortfalls, nnd the potential for mutual support. Deficiencies in CBRN specialized 
equipment are compounded by uncoordinated procurement and maintenance programs. The 
result is a lack of sufficient equipment, standardi:uttion j and jnter~operabmty necessary to 
respond to a C BRN terrorism incident in a safe, timely and effective marmer. Provision of 
CBRN training is fruitless un1ess first responderS have access to the proper equipment. 

To support NLD training, Congress authorized DOD to lend CBRN equipment to first 
responders for training purposes, DOD makes up to $300,000 available to each NLD city for 
training equipment and materials under a five-year loan agreement that requires the cities to 
repair, maintain. and replace the equipment. Equipment that may be loaned includes personaJ 
protection equipment. detection equipment, decontamination and containment equipment, and 
training aids. Many cities are dissatisfied with this arrangement because they view the , 
malntenance provisions as an expensive unfunded federal mandate. ~ Domestic Preparedness 
Report, Sl!.W footnote 14 at p. 18, Cities also express frustration that they are not supposed to 
use the loaned equipment fQr anything but training, ld. However, despite this restriction in the 
authorizing statute, DOD reports that it will allow the cities to keep the '''loaned'' equipment and 
use it for operational purposes as weJl as training. lst In addition, some cities also report 
frustration tbat they must comply v,.ith two separate application processes in order to obtain 
training*related equipment for the core NLD training program and Ihe related Metropolitan 
Medical Response System program, discussed infuI at pp, 32-33, which was .Iso authorized by 
the FY 97 Defense Authorization Act Ill, 

Recognizing that equipment loans ,.\'e~e not sufficient. in FY 98 and 99, Congress 
appropriated S103.5 minion to make chemicallbiological equipment pennanently available to 
first responders through grant programs that will be administered by DO),s Office ofJustice 
Programs. ()JP estimates that this money would support two to three HAZMAT response teams 
per locality with individual and team equipment consisting of personal protective clothing and 
equipment with self-contained communication, air supply, and metering, monitoring and 
detection systems; antidote delivery systems; and mass decontamination systems. and equipment. 
Equipment grants programs should be continued. The proposed NDPO could offer useful 
guidance. ln addition. the WMDP Group should assess whether there is a comparable need for 
nuclearlradiological equipment. 

44 ~ Appendix: State and Local Questionnaire, responses to questions 26 and 27. 

Page 46 

http:incident.44


• 


• 


• 


The proposed NDPD also could coordinate the creation and promotion of national 
equipment st::mdards to enable states and local agencies to procure reliable, compatible CBRN 
response equipment. These standards should be developed in consultation with representatives 
of state and local responders, and conform to National Institute for Occupational Safety and 
Health, National Fire Protection Association and other recognized standards. All equipment 
procured through the federal grants probrram should conform to the promulgated standards and be 
in compliance with state and applicable federal emergency response plans. 

Action: Ensure That Emergency Response Training Programs Address 
Crime Scene Issues of Personal Safety And Evidence 
Preservation 

The majority of fire, EMS and emergency management personnel have received 
insufficient lraining in the special issues that may arise when they respond to a WMO/terrorist 
crime scene. Two specific crime scene issues must be addressed in WMO emergency response 
training programs: the targeting of first responders and emergency personnel for terrorist attack 
and evidence preservation. First responders who understand that they are increasingly the 
primary or secondary targets of terrorist acts can better protect themselves. Equally important, if 
properly trained, first responders will be better able to notice and preserve evidence. 

Existing NLO and OJP basic awareness courses educate first responders in the target 
urban areas in dangers they may encounter as potential targets of terrorist attack. These courses 
also need to promote new protocols for securing the scene and conducting operations to protect 
the responder and the public from deliberate secondary attacks. Priority should be given to 
providing first responders throughout the country with similar basic terrorism awareness/personal 
safety courses. 'FEMA should coordinate this effort, in consultation with the federal agencies and 
professional associations that traditionally work with or represent first responder constituencies, 
and with organizations representing state and local governments. The proposed NOPO could 
assist in this effort. To speed delivery, these materials should be distributed through existing 
training delivery mechanisms such as state training academies, long distance learning centers 
(e.g., the long distance learning system ·supported by the National Guard), and self-study 
programs using traditional and innovative methods such as interactive CD-ROMs. The goal 
should be to guarantee by the end of FY 00 that every first responder in the country has access to 
these basic awareness materials, either through group courses·or self-study. 

Some emergency response training materials already introduce first responders to 
evidence collection and preservation issues. For example. FEMA's Emergency Management 
Institute olfers a six to eight hour course entitled "Emergency Response to CriminalfTerrorist 
Incidents," that is aimed at firefighters, emergency medical services, law enforcement, public 
works and emergency managers. Among other goals, the course is designed to enhance evidence 
preservation and foster cooperative working relationships among responders by clarifying roles 
and responsibilities, particularly between law enforcement and emergency responders. In a 
similar efiort, FEMA's National Fire Academy, with support from OJP and in coordination with 
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the FBI, is dev(~loping advanced courses in incident management and operations that will include 
a unit on evidence preservation. EPA also includes training in evidence preservation through its 
National Enforcement InvestigatIons. Center. Courses under development should be completed 
as soon as possibk and evidence preservation instruction made a required component of any 
federally-supported WMD/terrorism training Of grants program for first responders. 

Action; 	 Encourage States And Localities To Develop Terrorism 
Response Plans 

Most states and many localities, particularly urban areas, have emergency response plans 
to enable them to deploy and coordinate necessary resources during a natural disaster. These 
plans reflect the unique combination of fe5()UrCeS present in each communit), and often 
i~corporate mutual aid agreements amongjurisdlctions in the state or even across state lines, 
Although these plans are not specifically designCd 10 deal with terrorist-caused disasters, there 
are common elements among the resources needed to respond to any kind ofdisaster, and first 
responders are accustomed to working within the existing disaster response systems. To 
promote efficient use and coordination of resources, terrorism response plans need to build upon 
these existing emergency response systems. 

The FBI and FEMA will share responsibility for coordjnating federal. state and local 
planning, with the goal of promoting the adoption ofterrorism crisis and consequence response 
plans at the fi;deral, state and local govenunent levels nationwide. FEMA already has a limited 
grants program in place to encourage dcveiopment of terrorism~specific annexes to existing stale 
emergency response plans and for other terrorism response activities. FEMA should assess the 
number of states that have successfully incorporated terrorism response plans into their existing 
emergency response systems and detennine what, ifany, additional incentives are needed to 
achieve adoption of terrorism response plans by all states by the end of the calendar year 2000. 
In addition, FEMA should examine whether its current program successfully promotes the 
inclusion ofdesirabJe planning elements such as inventories of specialized terrorism response 
resources within that state (e.g" specially trained WMD response teams)~ mutual aid agreements: 
and coordination with federal terrorism response agencies. Although care should be taken not to 
impose unnecessary or overly restrictive requirements on state planners, it is appropriate to 
condition receipt of federal assistance on the attainment of reasonable national obje'{;tivcs. 

Promoting terrorism response plans at the local level presents the greatest challenges. 
Many corrunurnties simply do not have the resources or the necessary governmental 
infrastructure to develop aU-purpose emergency response plans, much less specialized plans to 
deal with WMD incident-I'). TIrrough the proposed NDPO and in consultation with national 
associations representing the affected state and local governments and planning agencies and the 
Contingency Planning and Exerci,es Working Group of the WMDP Group, the FBI and FEMA 
should develop by the end ofFY 99 specific proposals for stimulating the development ofWMD 
crisis: and consequence response plans, respectively, at the local level These proposals should 
include performance measures. such as the proportion of localities 10 adopt such pJans in a given 
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period of time. Again, if financial incentives are proposed, then they should be tied to fhe 
inclusion of necessary planning components, Linkages with federar, state and other local plans 
would be especially important. 

Particular attention should be paid to leveragIng complementary local planning processes, 
For example, states and localities have State Emergency Response Commissions and Local 
Emergency Response Committees (LEPCs) to address the environmental consequences of a 
hazardous materials release. which would include releases caused by a terrorist act. LEPCs are 
responsible f(lr developing hazardous materials response plans for their communities; where the 
community also has a more general emergency operations plan. the HAZMAT plans must be 
incorporated into it The EPA, which provides technical assistance and advice to LEPCs j has set 
an administrative goal that, by the calendar year 2005, fifty percent of the LEPCs will incorporate 
WMD preparedness into local HAZMAT response plans, While this is an important step, 
communities with broader response capabilities should not limit their terrorism response plans to 
HAZMAT response activities. Localities that intend to add WMD preparedness plans 10 their 
local HAZMAT plans should be encouraged '0 expand the focus to WMD preparedness for all 
emergency responders. Similarly~ HHS promotes local planning through the Metropolitan 
Medical Response Systems program, which provides funds and encouragement for municipal 
officials to develop pians for use of medical resources in conjunction with police. fire and 
emergency response systems. 

As inustrated above, states and localities may develop emergency response plans for 
different purposes in order to comply with different federal mandates. While it may be useful for 
various plan!; to include terrorism.specific components, the federal agencies that oversee the 
different planning processes should not impose or encouroge inconsistent terrorism planning 
requirements. To avoid conflicting requirements, the NDPO~ in consultation with the WMDP 
Group, could ensure that federal agencies with state or local emergency planning roles adopt 
complementary terrorism~related planning requirements for states or localities. The same forum 
could be used to ensure that technical assistance to state Or local planners is not conflicting or 
unnecessarily duplicative. 

Action: Establish And Maintain Reliable. Immediately Accessible 
Expert Assistance To First Responders On CDRN Terrorism 
MaUen 

In the FY 1997 National Defense Authori7..ation Act. DOD was directed to establish a 
"helpline" and a "hotline" to provide relevant data and expert advice for the use of state and local 
officials responding to emergencies involving eBRN weapons or related materiats.45 The 

>45 Although the National Defense Authorization Act uses the lenn "weapons of mass 
destruction" to describe its preparedness initiatives, the Act does not include explosive or 
incendiary devices within the definition ofWMD. as we do in tbis·Plan. Accordingly, we do not 
use the term to describe DOD's programs, 
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Helpline was opened on August 1, 1997. to provjde access to infonnation about chemical and 
biological agents on a routine~ non-emergency basis; it is staffed weekdays from 9:00 a.m, to 
6:00 p.m. Operators have the capability to access and retrieve information quickly and distribute 
it by a variety of means. including fax and e~maiL 

A 24-hour I-Iotline was activated in January 1998 through an agreement with the U.S. 
Coast Guard's existing and successful National Response Center. All incoming calls detailing 
the release of a chemical or biological agent will be connected with the relevant expert DOD 
agency as well as with the appropriate FBI Field Office. In the event n call involves a threatened 
or pre~release scenario. the caU will be forwarded to the FBI for further threat assessment. 
Access to expertise in a nuclear or radiological incident is available through the Department of 
Energy's 24-h()ur emergency operations center. 

A related effort involves FEMA's deveiopmcnt of the Rapid Response Information 
System (RRIS) to aid federal, state and local emergency responders in preparing for and 
responding to a terrorism incident lnvolving CBRN agents. The RR1S provides information on 
federal response capabilities that could be made available to support state and local government 
response efforts; information on surplus federal equipment available from the General Services 
Administration; databases of the characteristics and safety precautions for chemical and 
biological warfare ~gents and radiological materials; infonnation on physical descriptions, 
characteristict> and safety precautions for chemical and biologIcal munitions; information on the 
advantages and limitations ofcurrent CBRN equipment used by the federal government; CBRN 
Hotlines and HelpUnes; and a reference library of internet-related resources dealing with CBR..XJ 
topics. 

These systems should be maintained on a permanent basis. In addition,.the appropriat~ 
working group of the WMDP Group, in coordination with the proposed NDPD, should formally 
survey the extent to which state and local emergenc), responders and planners find these 
resources useful and, in particuiar, whether they know how to and expect to access the 
emergency hotJines in the event of an emergency.46 FEMA ha.<;: already made an electronic 
survey form available to RRlS users to supply informal feedback on the system. The WMDP 
Group should develop specific proposals to address any deficiencies revealed by formal 
assessments. 

46 A number ofcity and state officials interviewed by the GAO had Hmited knowledge of 
the hotline or the RRlS and expressed skepticism Qftheir value during a crisis. Domestic 
Preparedness Rcpon, ~ footnote 15. at p. 5 . 
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Medical and Public Health Response 

The emergency responder training and equipment programs described above are designed 
to prepare local governments to respond rapidly, safely and effectively to a WMD terrorist attack, 
whether it involves conventional explosives or the use of CBRN materials. They are directed at 
existing police, fire, and emergency medical community response capabilities. While these 
programs enhance essential public safety functions, additional measures are needed to prepare 
medical and public health systems to deal with the consequences of a mass casualty WMD 
incident, espc:cially one involving a biological weapon. This is particularly important because 
the release of a biological agent may not be discovered until health care providers recognize and 
correctly diagnose the symptoms in victims who have been exposed. Even if a release is known 
to have occulTed, the medical and public health communities will playa critical role in correctly 
identifying and treating victims, and protecting the unexposed public and emergency personnel 
from harm. 

We must pursue a two-pronged strategy in this area: I) enhance our existing emergency 
and disaster medical response systems to include the ability to address the unique requirements of 
CBRN incidents; and 2) support a public health surveillance and response system capable of 
identifying and countering surreptitious CBRN incidents, with a special focus on incidents 
involving biological agents. This will require enhancing or, in some cases, building state and 
local capabilities and federal support systems to supplement local efforts. 

Providing appropriate care for the affected population and obtaining critical health system 
assets, including health professionals, pharmaceuticals, equipment and facilities, are crucial to a 
successful response. Health response requirements are driven by the type of WMD incident 
encountered. A chemical incident generally results in immediate effects at a known incident site 
and requires the on-scene determination of the causative agent. Short term goals in such an 
incident include keeping people alive, providing immediate care, and accessing more definitive 
care. The longer term goals include maximizing patient recovery, which could take days to 
months. 

Radiological incidents involve fewer treatment options. Nuclear incidents would result in 
severe traumatic and thermal injuries similar to those experienced in a conventional mass 
casualty cv(:nt, but on a larger scale. There would also be considerable radiation injuries. Both 
radiological and nuclear incidents would incur significant long term medical and environmental 
consequences. 

Unlike a chemical or nuclear attack, an intentional silent release of a biological weapon 
may not be apparent for days until it is detected and identified by the public health surveillance 
system. A biological incident can be characterized by its stealth, including delayed effects from 
exposure to an unknown pathogen. When the release occurred, where it occurred, and what was 
released may be unknown. The health response would include mass prophylaxis, mass patient 
care, and mass fatality management. Environmental cleanup might be larger in scope and more 
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complex than in a localized chemical incident. 

If intelligence and law enforcement measures are unsuccessful in preventing a bioterrorist 
attaek, commwlities must rely on the public health surveillance system to detect signs ofa 
possible bioten'Orist event. This means that public health providers, such as family physicians, 
school nurses, infectious disease specialists and emergency room personnel, must be able to 
recognize as early as possible that an anomalous situation exists and transmit these concerns 
immediate1y to state and national health authorities for rapid diagnosis. 

Much of the burden and responsibility for providing an appropriate heath system response 
to a terrorist attack ofany kind rests on state and local governments. The local public health 
system \\ill be called on to provide appropriate protective and responsive measures for the 
affected population. However, depending on the scope and magnitude of the event, appropriate 
urgent support must be provided by federal agencies, Surveillance, epidemiologic capabilities 
and medical response systems are activities where the fedetal government can work in 
partnership with states and localities, providing leadership and funding early in this multi4 year 
effort, but where states and loca.1ities should be expected to assume more responsibility for their 
share ofpartnership expenses over time. The nature of terrorist attacks requires that assistance 
be provided in a well integrated manner to support local public health and medical needs. 

OBJECTIVE: 	 Enable Local Medical Providers To Quickly And Safely Treat 
Viclims or A CBRN Attack And Prolect Otbers AI Risk 

As a result ofPDD 39, HHS reviewed the adequacy of the nation's medical systems in 
responding to terrorist incidents, That review concluded that "[t]raining for [medical] response 
operations in an NBC41 environment is almost totally lacking at this time." HHS also found a 
compelling need to train non..EMS medical personnel. such as physicians, nurses and hospital 
staff, in triage and treaUllent ofCBRN victims.o 

Among the potential terrorist weapons, biological agents present special challenges that 
require unique preparation. Whereas explosives as well as most chemical weapons cause 
immediate casualties. an intentional. silent release of a biological agent can take days or even 
weeks before it is detected, Therefore. the traditional first responder (poliee, firefighters. 
paramedics) scenario is not HkeJy to occur as a result ofa biotenorist attack, Suspkions about 
such an attack wiH develop only when unexplained clusters of illness ~d1or death begin to 

47 In its review, HHS used the term "nuclear, biological, chemical (NBC)" to refer to the 
kinds of agents that this Plan refers to as "chemical, biological, radiological and nuclear 
(CBRN)" agents. 

4S No more than 20% of the medical system personnel who responded to the Plan's State 
and Local Questionnaire believed that first responders and emergency personnel were adequately 
equipped and trained to respond to a terrorist attack involving CBRN weapons. 
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emerge. If the biological agent used is contagious or if travelerS have been exposed~ then the 
adverse health effects could be relt well beyond the site( s) of the actual terrorist incident. 
Management of the medical consequences, therefore. is much more demanding than in the case 
of a localized attack involving explosives Of chemicals. 49 

An attack using biological weapons could produce an unprecedented health and medical 
emergency. generating a demand for medical services that could overwhelm the existing health 
care system at the local leveL 1t could require the delivery of medical services to a potentially 
large symptomatic population. providing preventive care to an even larger number of those who 
are at risk, and ensuring safe disposition of those who have di«t A concerted and integrated 
effort must be mounted by federal, state and local governments to ensure that the array of 
services required for medical and public health consequence management will be available when 
needed. 

A number ofsteps have been taken to address this compelling need. First, EMS and 
some non-EMS medical personnel are now receiving training in CBRN incident response 
through the DOD Domestic Preparedness and the OJP emergency responder programs. This 
capabiJity will be advanced and maintained through the training strategies outlined above. 

In addition. HHS has begun a two--part program to assist local governments to develop 
Metropolitan Medical Response Systems (MMRS), as well as to add CBRN capability to the 
existing National Disaster Medical System (NDMS)/P which supplements state and local 
systems. Also, HHS is dcvdoping a national vaccine and phannaceutical stockpile and delivery 

.9 Similar problems could occur in the event ofa surreptitious use of a radiological 
substance. \Ve are better prepared to respond to such an event. For example~ the Department of 
Energy. in executjng its responsibilities for handHng radiological emergencies. has trained over 
300{) physicians and medical responders in triage, identification of overexposure to radioactive 
substances, .md the use of pharmacologies through the Radiation Assistance Center and Training 
Site (REAC/TS). Some of this training might also be used in handling overexposures 10 
biological and chemical agents. 

so The NDMS is a cooperative interagency program that combines the assets ofHHS. 
DOD, the Department o[Veterans Aff.irs (VA), FEMA, state and local governments and the 
private sector. Since 1984. it has provided a nationwide medical response system to supplement 
state and local medical resources during disa.<;ters and emergencies; back~up medical support to 
the military and V A health care systems during an overseas conventional conflict; and 
development of commWlity-based disaster medical service systems. NDMS is composed of over 
5,000 private sector medical and support personnel organized into teams that can be deployed in 
a national emergency to provide immediate medical attention to tile sick and injured when local 
emergency response systems become overloaded, The NDMS also includes a back*up: system of 
patient beds in almost 2,000 clviHan hospitals. These beds are managed by Federal Coordinating 
Centers run by DOD and the VA. 
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system, As described below, each of these initiatives is an important component in the nation '5 

counter~terrorism policy . 

Action; 	 Support And Increase Metropolitan Medjcal Response System 
Capabilities In Strategically Identified Locations 

The Oflice ofEmergency Preparedness (OEP) at the Depanmcnt of Health and Human 
Services has contracted with local governments of27 major cities to develop Metropolitan 
Medical Response System, (MMRS), {formerly called Metropolitan Medical Strike Team 
(MMST) Systems].51 Through teams of speciaIly trained and equipped local emergency medical, 
HAZMAT, nrc and law enforcement professionals, the MMRS enhances local HAZMAT and 
emergency response systems by providing capabiHties for on·site victim extraction, antidote 
administration, decontamination, primary care, emergency medical transportation and definitive, 
hospital~based medical care and crisis counse)jng~ primarily in the event of a chemical attack. 
Success in reducing morbidity and mortality depends on the local response capabillty for the first 
day - until supplemental state and federal assets arrive. MMRS capabilities need to be expanded 
to include an appropriate response to knovrn sudden releases ofbiologica1 or radiotogicaJ agents, 

By the end of FY ] 999, HHS anticipates assistance 10 a total of J5 loca1 areas in 
developing MMRS. Collectively, these systems represent less than one~halfof the metropolitan 
areas targeted for CBRN training in DOD's Domestic Preparednes.s Program MMRS should be 
developed in as many of the targeted areas as possible . 

Action: 	 Enhance The National Disaster Medical System's Ability To 
Respond To CBRN Incident' 

The nature ofC8RN agents makes it likely that there will be mass casualties, possibly 
reaching catastrophic numbers, which could quickiy ovt;rwhelm ordinary local response 
capabilities. HHS should expand the existing National Disaster Medical System (NDMS) to 
provide limited supplemental federal assistance to state and local resources as needed. 
particularly,in areas unable to suppan their own specialized WMD response systems. 

The h'1)MS relies on specialized teams of state and local health professionals who can be 
deputized for federal service and deployed nationwide to assist commWlities when thejr 

51 EHgible cities ate drawn primarily from the list of most~heavily populated citjes that is 
used by DOD in targeting its Domestic Preparedness program. To receive HHS support and to 
enhance their existing systems to include eBRN response capability. cities must present detailed 
proposals that are subject to interagency review and HHS approval. The 27 cities now 
participating in the program are: New York. Los Angeles, Chicago, Houston, Philadelphia, San 
Diego, Detroit, Dallas, Phoenix, Sao Antonio, San Jose, Baltimore, Indianapolis. San Francisco, 
Jacksonville. Columbus, Milwaukee, Memphis. Boston, Seattle. Denver, Kansas City. Honolulu. 
Miami, Atlanta, Washington, D.C., and Anchorage . 
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emergency response systems are overwhelmed. Disaster Medical Assistance Teams (DMATs) 
provide in-field medical triage and patient stabilization for transport to medical facilities. There 
are 2,1 fully J<:ployable DMATs nationwide, and four enhanced teams that nave been specially 
train-;:-:! and equipped to respond to CB~~ incidents. These teams have been named National 
Medical Response Teams-Weapons of Mass Destruction (NMRTs), NMRTs are capable of 
providing victim decontamination, medical triage, and initial treatment and have a limited 
extraction capability, Three of the NMRTs can be deployed anywhere in the United States." 
An additional NMRT is dedicated to service in the National Capital area. 

In addition, NDMS Disaster Mortuary Teams (DMORTs) would be needed to assist local 
medical examiners and coroners deal with the potentially large number of casualties, Decisions 
must be m.tde on bow to safely manage these remains for proper burial or cremation after 
appropriate steps have been taken to preserve evidence. and how to provide: appropriate famity 
support and assistance, 

The Office of Emergency Preparedness witl also be investing in activities to strengthen 
and maintain the nationa1 health and medical infrastructure that will be called upon in the event 
of a bioterrorist incident. NMRTs will be enhanced by increasing the number of deployabJe 
members. providing additional equipment, and pharmaceuticals. NMRTs train and participate in 
coordinated exercises with local response systems. DMATs and teams from other agencies. 
including lhe Departments ofDefense. Energy) State, Justice, nnd the Environmental Protection 
Agency.53 

Action: 	 Expand Capability To Access And Rapidly Distribute Medical 
Supplies And Pharmaceuticals 

A biologicaJ weapon would create a public health crisis in the United States requiring 
extraordinarily large amounts of antibiotics, antivirals and/or vaccines for treating those who 
become ill or for protecting those who may have been exposed. To establish the national 
requirements for critical phannaceutica! supplies to be available to these victims in less than 24 
hours. one must identify the biological or chemical agents that present the greatest threats, 
estimate the potential size of the population that may be affected, determine the best prophyJaxis 
or treatment options. and then decide how best to assure immediate access to suffit.:ient 
quantities" The term "'stockpile" has been applied to this ready supply, 

~2 These teams are based in Los Ange1es, California; Denver. Colorado; and Winston­
Salem, North Carolina. 

53 In addition, DOD is adding significant capabilities in this area, Reserve components 
are developing new capabilities to support first responders in each of the foHowing specialty 
areas: Triage, Trauma, Stress Management, NBC Medical. Preservation Medicine, Mass Care 
and Mortuary Affairs. These capabilities are accessed through existing procedures established by 
the Federal Response Plan and the Govemors' state authorities, 
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The f,,-dernl government is working with the private sector (0 develop such a stockpile of 
pharmaceutkah. because the kinds of pharmaceutical products which would be required during a 
biological or chemical weapon attack are not normally found in the marketplace in adequate 
quantities to. mt:et mass casualty demands. and production lead times are too tong to meet urgent 
needs. This nation'hl domestic stockpile of critical pharmaceuticals and biologics (e.g., 
antibiotics, vaccines) that the federal government would make available to local and state 
jurisdictions can substantially enhance our readiness to respond to bioterrorism. However, a 
stockpile in and of itself is not sufficient to provide all adequate medical response. Related 
objectives must also be met: (1) establishment of an infrastructure 10 assure the rapid delivery 
and distribution of the products to the needed geographic location(s), the exposed population(s) 
and the health care professionals who must to administer them. and (2} development of an 
adequate monitoring and record-keeping system. especiaUy for continuity of care, compensation, 
assessment of risks, and evaluation of the efficacy of the therapeutics/vaccines that would be 
administered in response to a bioterronst attack. 

Traditionally, with respect to natural epidemics or other outbreaks ofdisease. local and 
state governments have been responsible for developing plans to identif}" the affected population; 
establish distribution systems; organize mass immunization or prophylactic treatmenl centers 
with tmilled, professional staffing; maintain appropriate health records; make referrJJs to 
treatment centers; and keep the public informed regarding critical health infonnation. These 
responsibilities will not change in the event of a biological attack, However, local and state 
governments will need guidance from HHS on how to meet the unique challenges of a 
deliberately caused outbreak, which is likely to involve relatively unknown diseases. HHS 
already provides such technical assistance to the cities that participate in the MMRS program and 
requires inclusion of procedures for mass immunization and prophylaxis in MMRS plans. As il 
is developing a national network of readily accessible pharmaceutical supplies, HHS also should 
develop and promote related planning guidelines and treaunent protocols for use by allloc.1 and 
state governments, 

OBJECTIVE: 	 Assist State And Local Public Health Systems T (} Recognize 
ADd Respond To CBRN Terrorist Attacks 

Unless announced by the terrorist, the deliberate reJease of biological, radiological. and 
some chemi'caJ substances into a community will nol be discovered until victims begin to exhibit 
the effects of their exposure. Discovery will depend on the ability of medical providers and 
public health authorities to diagnose individual cases of diseases that are highly unlikely to have 
been acquired naturally, or to recognize suspicious disease outbreaks that are difficult to explain 
in any other waYI and report their incidence to a system capable of correlating and analyzing 
suspicious patterns of illness. This is particularly true in the case of bioterrorism because of the 
delayed onset of signs and symptoms in exposed victims. 

The first line of response against bioterrorism rests with the public health and medical 
infrastructure, It must be capable ofdetecting unusual patterns of morbidity or death. 
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detennining their cause (whether natural j accidental or intentional) and, in the case of disorders 
caused by microbes, detecting and identifying the organism(s) involved. To do so, this 
infrastructure must have the following: 

increased local and state capacity for public health survelHance; 

Expanded epidemiologic capability to investigate and control potential threats; 

Strengthened public health laboratories to identify and diagnose suspected biological or 
chemical agents; and 

Coordinated comrnWlications among the various components of the public health system, 
between public health agencies and other government organizations, and between public 
health officials and the pUblic. 

Recognizing the interdependent roles of federal, state and local governments in preparing 
for and combating bioterrorism. efforts io strengthen the public health infrastructure must be 
carried out in conjunction v..ith authorities at all three levels. Because health departments vary in 
size and organization. type of population served and level of support, the capacity to mount an 
appropriate response to a terrorist event varies from locale to locale. ConsequentlYI there are 
deficiencies that impede the ability to detect problems, investigate and control potential threats, 
identify suspected agents and coordinate communications,54 

HHS proposes expanding the local and state as weH as fedeml laboratory, clinical and 
epidemiological capacity required to respond to bioterrorist attacks/outbreaks of infectIous 
disease. These investments would include providing local and state health departments with 
resources and staff to develop methods. ofactive public health survelBance; strengthening 
sentine1 networks of health care providers (e.g., emergency rooms. medical examiners. travel 
clinics, infectious disease specialists) to serve as front-lioe sources ofinfonnation on unusual 
bealth events: buttressing this surveillance with adequate laboratory capacity to rapidly 
characterize and identify biologicallchemical agents; and ensuring that pertinent information and 
data are shared electronically with all relevant authorities and health care providers as quickly as 
possible. 

~ For example~ more than half of the medical systems personnel who answered the State 
and Local Questionnaire responded that they did not have a database or help Hne to assist them in 
recognizing symptoms that may include exposure to a chemical or biological agent 

Page 57 



• 


• 


• 


Action: 	 Train Public Health Providers To Detect, Investigate And 
COJltrol Incidents Involving The Release Of Dangerous 
Cbemica~ Biological And Radiological Agent. 

Loeai and state health departments need assistance in recruiting and training staff who are 
skilled in detecting, investigating. and diagnosing potential acts of terrorism. At both levels, 
epidemiologists are needed to analyze surveillance data and investigate any unusual clusters of 
unexplained death or unusual illness that may signal a hioterrorist event It will be important to 
create and support a sufficient number of provider·based sentinel networks that could identify 
and report unusual health events, e.g., encounters with early victims of what could tum out to be 
a bioterrorist attack; early cases among perpetrators who mishandled the weapons; or bystanders 
affected by small intentional releases made to test the efficacy ofCBRN weapons. Deve'opment 
of these resources should be reinforced with simulations and exercises involving local. state and 
federal officials, The federal government wiH provide leadership and funding in the early years 
of this muHi~year effort, with states assuming a larger share of expenses over time. 

Actinn: 	 Improve Federal, State And Local Electronic Information 
Systems For Reporting And Responding To Health Threats 

To respond effectively to a terrorist threat or event, public health officials must 
coordinate their communications with one another~ with other local. state and federal officiajs; 
and with the general public, Electronic communications need to be enhanced to enable rapid 
analysis and reporting ofemerging infectious diseases potentially caused by biological weapons, 
States will need staff and resources to expand their telecommunications systems to include 
regional laboratories and local health departments. thus facilitating the rapid recognition of 
unusual clusters of illnesses and changing mortality patterns. Key information ~- including 
clinical guidelines, recommended antibiotics and vaccines. protective measures and policy 
decisions -~ must be quickly and accurately disseminated to health care providers, health 
agencies, the media and the public. The federa1 government wiH provide leadership and funding 
in the early years of this muhi·year effon, with states assuming a larger share of expenses over 
time. 

Action: 	 Expand Laboratory Capacity To Identify And Diagno,. 
Suspected Agents 

In the event of a terrorist attack involving che;nica! or biological weapons, rapid detection 
and diagnosis wi)) be critical so that appropriate prophylaxis and treatment can begin promptly. 
Adequate laboratory capacity must be available to identify and characterize suspected agents. 
This calls for making rapid diagnostic tests and reagents available for testing potential biological 
and chemical agents; making new~generntion diagnostic methods widely available lo stale and 
selected metropolitan health laboratories; establishing and implementing protocols for the safe 
collection, handling and shipping of specimens to referen<:e diagnostic laboratories; and 
developing a plan to ldentifY and expand. on an incremental basis, a network of regionaJ 
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laboratories located throughout the U.S. that would provide rapid and accurate diagnostic and 
reference support for biological and chemical agents. This network of laboratories should rely as 
much as practicable on existing federal or federaJly~supported laboratories with experience In 
these areas, such as DOD's t;SAMRlID, the Centers for Disease Control's (CDC's) intramural 
laboratories, and EPA's in-house and contract laboratories. The federal government will provide 
leadership and funding in the early years of this multi«yenr effort, with states assuming a larger 
share of expenses over time. 

OB,JECTIVE: 	 Protect Government Employees From Terrorist Attack And 
Intimidation 

Because they symbolize government authority, federal, state and local facilities and 
employees are frequently the targets of foreign and domestic terrorists. Acts against government 
targets range from devastating violence to intense harassment and intimjdation~ from the 
bombing of the Murrah Federal Building in Oklahoma City to the filing of fraudulent court 
actions against federal, state, and local law enforcement and judicial employees. To diseourage 
such assaults, we must strengthen our physical and legal defenses. 

Action: 	 Pursue legislation To Deter Threats Against And Intimidation 
Of Federa~ State And Local Government Employees 

Persons disaffected with government \\oithin the United States are increasingly 
manifesting their discontent by undertaking obstructive and threatening actions against federal. 
state and local government employees. Although most of these actions are nonviolent attempts 
to obstruct or impede the perfonnance of official duties, some have involved explicit threats or 
violence. Further, even non~violent actions may be dismptive, inconvenient and intimidating, 
They adversely affect both official performance and the personal well.being of the targeted 
employees, 

Federal law contains effective provisions to address violence. and threats of violence. 
directed against federal officersor employees. fu;j;,~, 18 u.s.c. § §·111 and 115. In addition, 
26 U.S.C, § 7212 prohibits non-vio1ent actions undertaken to intimidate, obstruct or impede 
Treasury Department cmpJoyees, Because other federal empJoyees are increasingly subject to 
non-violent but intimidating actions, a proposal to extend the protections of Section 7212 to all 
federal employees is being considered. This would provide protection !lgainst a wide range of 
harassing actions, including the filing of frivolous encumbrances against the property of federal 
officers or employees in retaliation for the performance of their public duties. 

While the protection of state and local goverrunent officials is primarily the responsibility 
of the states, these officials are frequently the subject of threatening or harassjng actions by 
advocates of so~called common law courts, and state and local law enforcement authorities in 
many states have experienced difficulties in addressing the problem effectively. This is 
especiaHy the case where the offending conduct is initiated totally or partially from outside the 
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state of the victim employee. Further, the victims are often local employees in relativeJy rural 
areas which lack sufficient law enforcement reso,!!ces to address the problem. 

After consultation with organizations representing state and local government officials. 
DO] has developed federal legislation to prohibit the initiation of groundless actions against state 
or local officials or public emp10yees with the intent to obstruct or impede. or retaHate because 
of, the employees' performance of their official duties, Consistent with Constttutionallimits, 
such prohibitions would apply only jf the actions were taken in circumstances that have 
traditionally bt:en recognized as providing an appropriate basis for federal involvement No 
additional funding is required for this initiative, 

GOAL 5: SAFEGUARD OUR NATIONAL INFORMA nON INFRASTRUCTURE 

Our national policy on infrastructure protection is still evolving, Following large scale 
terrorist attacks in New York City and Oklahoma City in 1993 and 1995, respectively, PDD 39 
set forth our nation's policy on terrorism, Pursuant to PDD 39. the Attorney General chaired a 
Cabinet Committee to assess the vulnerability of the nation's critical infrastructures and 
recommend measures to protect them, Based on this committee's recommendations. the 
President's Commission on Critical Infrastructure Protection (PCCIP), a1sa known as the Marsh 
Commission. working under the direction of a Steering Group chaired by the Attorney General. 
addressed this issue. As a result of the Marsh Commission Report, the President issued PDD 
63, which ou1lined comprehensive steps to be taken government-wide to achieve and maintaIn 
the ability to protect OUI nation's critical infrastructures from intentional acts to disrupt their 
operations. 3~ 

PDD 63 ditects the National Coordinator for Security, lnfrastrUclure PfQtection and 
Counter~teITorism to: implement the directives of the PDD; ensure interagency coordInation on 
critical infrastructure issues: review crisis activities concerning infrastructure events with 
significant international involvement; provide advice during the budget process in regard to 
agency budgl!ts for critical infrastructure protection, and chair the Critical Infrastructure 
Coordination Group {CICG}. Much of the work concerning infrastructure protection is on-going 
under the PDD 63 implementation process, PDO 63 set as a national goal achievement of a 
baseline capability by the year 2000, and full operational capability by the year 2003, to protect 
our nation's critical infrastructures from physical and cyber attacks. In the annual reviews of 
PDD 63 and this Plan. the National Coordinator will monitor this progress as it relates to 
counter-terrorism and suggest course corrections consistent with this Plan as necessary, This 
plan is consistent with the goals of PDD 63 and is intended to contribute to achieving and 
maintaining the protection our nation's infonnalion infrastructure through a partnership of 
appropriate federal. state. and local authorities as wen as private sector infrastru<:ture owners and 

53 As stated in the Introduction to this Plan, we do not attempt to duplicate here the 
comprehensive national approach of PDD 63. lnstend, we focus on selected counter~terrorism 
related aspects of infrastru<:ture protection, to be pursued in conjunction with PDO 63 activities . 
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The PCCIP defined infrastructure as "a network of independent, interdependent, mOb11y 
privatcly..owned. man-made systems and processes that function coHaboratlvely. 
interdependently and sjl1ergistically to produce and distribute a continuous flow of essential 
goods and services," Those infrastructures that are "so vital that their incapacity or destruction 
would have a debilitating impact on om defense and economic security are deemed criticaL" The 
PCCIP identified eight critical infrastructures: transportation; oil and gas production and storage; 
water supply; emergency services (police, fire, medical); government services; banking and 
finance; electrica1 power; and telecommunications.'o Most of our nation's critical infrastructure 
is privately owned! and PDD 63 states that market forces are the first choice to ensure 
infrastructure protection, Therefore, true partnerships between the public and private sectors are 
essential to the maintenance and protection oft~e infrastructure. 

In order to protect infrastructure assets, we must know both where they arc, how 
vu1nerabJe they are, and how to reconstitu1e them after attack, PDD 63 assigns lead federal 
agencies to work with their private sector counterparts to: 

• 	 assess the vulnerabilities of each sector to cyber and physical attacks; 

• 	 recommend a plan to eliminate significant vulnerabilities; 

• 
• propose a system for identifying and preventing attempted major attacks; 


• 	 develop a plan for alerting, containing and rebuffing an attack in progress and then, in 
coordination with FEMA as appropriate, rapidly reconstituting minimum essential 
capabilities in the aftermath ofan attack. 

Federal agencies are currendy drafting their timetables for comp1etion of these sector plans. 
These assessments and plans constitute individual sectoral plans which. when integrated 
together. will yield a National InfrastruCture Assurance Plan, This overall plan will provide for 
coordination, .integration, and interdependencies, A draft National Plan for Criticallnfrastructure 
is currently under consideration by the National Coordinator for Security, Infrastructure 
Protection and Counterwterrorlsm, 

PDD 63 calls for a National Plan that will: 

• 	 Protect our nation>5 critical infrastructures from intentional acts from whatever source 
that would significantly degrade the abmty of those infrastructures to perform essential 
services; 

• 
!<> The PCCIP specifically declined to address the food supply as lJ critical infrastructure. 
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• Ensure that any interruptions or manipulations of critical functions are infrequent, 


manageable, quarantined, and minimally detrimental to the welfare of the United States; 

and 


• 	 Achieve an overall end state of"'assured capability" of ollr nation's infrastructures, 
defined as achieving a condition that is hardened against attack. and capable of being 
quickly reconstituted after any disruption in function. Four broad objectives are integral1y 
linked to achieving this end state: as.sess and prioritize, prepare lUld prevent, detect and . 
respond, and monitor and improve. 

In developing the National Plan, the CleG is examining many issues, including several 
with a cyber focus: 

• 	 Qualified Computer Specialists: the number ofcomputer specialists trained in 
safeguarding computer systems and networks is inadequate, The cleo is examining the 
use of c"is.ting, and perhaps new, authorities - including educational incentives - to 
ensure that the govenunent has a cadre of wel1~lrained computer security speciaHsts~ 

• 

• Intrusion Detection Networks: The CICO is examining three interlocking systems ~ ~ one 
for the Department of Defense (DOD). one for the other federal agencies, and a system 
that may be offered to the private sector. The exact ·specifications ofeach system are still 
being developed. Two imponant and sensitive problems must be addressed in setting up 
intrusion detection networks: (a) we must avoid the perception that we are creating a 
system that will to any degree compromise the privacy, integrity and civi11iberties ofU,S. 
citi:rxns; and (b) we must avoid creating a centralized, highly lucrative target for attack or 
deception; 

• 	 Private Sector Centers: The lnfonnation Sharing and Assessment Centers (ISACs) 
encouraged by PDD 63 could serve as a private'industry component that links up to U.S. 
goverrunent entities such as the NaHonallnfrastructure Protection Center, The exact 
desi'gn of these ISACs will be Jeft to the private sector. ISACs can also provide one 
useful and effective conduit for threat assessments and warnings generated by the NIPC. 
In addition, they could perform other functions such as outreach, education and 
awareness, and the creation of standards for best practices; 

• 	 Reconstitution: The ability to reconstitute minimum essential infrastructure following a 
cybe:r attack is an explicit requirement of PDD 63. Efforts to build a reconstitution 
capability and to develop redundant systems in many critical infrastructures are being 
evaluated. The Year 2000 win also require significant reconstitution capabilities; 
therefore, the National Coordinator has initiated contingency planning efforts with the 
Y2K Commission: and . 

• 	 Research and Development: The Office of Science and Technology Policy (OSTP) chairs 
a subgroup of the cleo in order to identify potentially promising research and 
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development projects not present in any departmental Probtrarn. Appropriate 
recommendations of this sub-group will be reflected in the President's FY 2000 budget . 

As regards cyber terrorism, much work has already been accomplished by the federal 
government in identifying assets that may be at risk to terrorists attacks. For example, the PCCIP 
report, Critical Foundations; Protecting America's Infrastructures, includes an analysis of 
existing physical and cyber vulnerabilities. Special attention has been given to our vulnerability 
to cyber attacks. The FBI, in cooperation with the Compnter Security Institute, publishes an 
annual report based on their "Computer Crime and Security Survey, ~, which describes existing 
vulnerabilities and attempts to identify vulnerability trends across various industry sectors,~7 
Review ofthese broad-scope threat assessments makes clear that virtuaHy all of the United 
States' critical infrastructures rely on the public switched telephone network and, to a lesser 
extent, on the Internet -- both key elements of the National (nformation Infrastructure. 

As directed by the Conference Committee Report, our focus here is on terrorisl threats to 
the National Information Infrastructure (NIl). The definition of the NIl used in this Plan is the 
computer and telecommWlications networks that support our critical infrastructures. These 
systems consist of the following main classes ofcomponents; transmission media such as wires 
and fIber optic cabJes, sv.;tching equipment, processing equipment and software. all subject to 
physical attack; as well as wireless and satellite systems subject to disruption through the air 
wa.ves. Vulnerability to attack is essentially determined by the level of physical protection 
available for the physical asset. Thus, in the physical realm, tele(;;ommunication wires are highly 
vulnerable because they are spread across wide ranges of insecure space, whereas 
telecommunication switches are generally more secure based on their typical placement in 
unidentified, locked and guarded locations. , 

In stark. contrast~ cyber attacks on the NU generally do not depend on physical access to' 
the targeted asset (although such access can make the attacker's job far easier), Because the 
networks that make up the NIl were designed to facilitate information snarjng and ease of use, it 
is often just as ea.<;y to launch a cyber attack from nalf~wuy around the world as it is from right 
next door. Moreover, it may be extremely difficult to detennine the source ofan attack in real 
time. especially if the attacker is skilled and knowledgeable about the victims' systems. Indeed. 
domestic cyber attacks can be intentionaHy woven through a series of remOle foreign locations in 
an attempt to obscure the actual source of the intrusions, 

Because cyber attacks are not dependent upon physical access, ,,:uinerabiJities generally 
cannot be determined or addressed by traditional means. For example, telecommunication wires 

57 ~ Richard Power, Current and Future Dancer: A CSI Primer on Computer Crim~ & 
Information Warf", (1998) . 

Page 63 



• 


• 


• 


which are highly vulnerable to physical attacks are usmllly not the subject ofpurc cyber attacks.$1 
On the other hand, internet and teJecommunication switches, which are often endowed with 
considerable processing intelligence. can be subjected to a variety of cyber attacks 
notwithstanding the fact that they are often well protected from physical tampering and 
destruction. In other words. conventional methods of guarding against terrorist attacks may be 
wholly ineffective against cyber attacks on the NH. 

Virtually all infrastructures 'are at risk to some level of cyberattack; some level of risk is 
acceptable; $Orne is not. The amount ofrisk associated with a given asset relates to a wide 
variety of factors, including. but not limited to: the physical security surrounding the as;;et; the 
type of hardware used; the operating system employed; the security software installed on the 
asset~ the sklH. reliability and diligence of the person(s} authQrized to maintain and use the asset; 
and the number and type of connections available between the asset and the outsidt; world. 
Because these factors vary widely even among relatively similar networks. it is difficult to 
generalize about the risks presented by a given system unless that system and its operators have 
been jndividually ana1yzed,59 

Pursuant to PDD 63, a comprehensive, goverrunem-wide plan for an assessment of 
infrastructure vulnerabilities is being prepared. These assessments will provide information about 
eyber-asset vulnerabilities and protections on a secior~by-seclor basis for the private sector and 
on an o.gencynby-agency basis for the public sector. As part of the Critical Infrastructure 
Coordination Group (CICG) process, the National Security Agency and the National Institute of 

$11 Certain types of attacks, however, are hard to characterize as purely "'physical" or 
purely ··cyber." For example) it is possible to attach a physical device to wires on a computer 
network and capture logon and password combinations for that system, thereby gaining illegal 
access to user accounts. Such an attack combines both cyber and physical wortd techniques, 
Moreover. prevention. detection and response to ~1Jch an attack can and should involve both 
physical and cyber security measures. 

~9 Several system specific studies have been conducted 10 test the vutnernbility of 
government and private networks. The General Accounting .Office (GAO) has analyzed and 
reported on the vulnerabilities of various non-classified computer systems at the State 
Departmen. and the Department of Defense. GAO also reported on vulnerabilities of banking 
industry networks associated with on-Hne banking in a report entitled Electronic Bankin~: 
Experiences Reportcd by Banks in Imnlementinti On-Li.ne Banking, November 1997. Other 
similar studies include: National Security Telecommunications Advisory Committee. 
Information Assurance Task Force, Electric Power lnfounation Assurance Risk Assessment 
(1996), and An.Ass.ssmoni of the Risk to the Security Qfthe Public Network (1995); and 
Infonnation Infrastructure Task Force (HTF) Security Issues Forum, Nil Securi\y: The federal 
!lJili: (1996), and UTF's !::l.ll Risk Assessment: A Nation's InformatioD at Risk (1996). The 
Office of Science and Technology Policy. report, C~bem!ltion; The American Infrastructure in the 
InfOrmation Age, provides a technical primer on issues associated with infrastructure protection. 
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Standards and Technology are assessing opportWlities to work with industry to develop best 
practice standards and accreditation regimes for improving information systems security. These 
best practice standards would be adopted or adapted as appropriate across federal agencies. 

OBJECTIVE, 	 Establish A National Capability For Analysis, Warning And 
Response 

When fully implemented1 the National Infrastructure Protection Center (NJPC) is 
intended to function as the focal point for response to any cyber~based attack on U.S. critical 
infrastructures, It will either integrate or have seamless connectivity with the National 
Coordinator and Witll all of the relevant operations response components (law enforcement, 
counter-terrorism, intelligence community, national defense and emergency responders). 
Voluntary links with the owners of the infrastructures (whether government or private sector) and 
the intelligence community will also ensure that the maximum amount of information about any 
ongoing cyber~attack is concentrated in the NIPc' In the event ofa significant cyber attack, the 
NIPC will initiate several simultaneous response activities: 

• 	 The NIPC will correlate information from available sources (government and private 
sectnr) in order to detennine the true scope and Hkely consequences of the ongoing 
attack. 

• 
• The NIPC's Computer Investigations and Operations Section win begin active collection 

of information aimed at supporting a preliminary attribution for the attack The process 
will involve coordination and joint efforts with other relevant agencies (e.g., DOD 
investigative or counterintelligence components. inteUigence community components. 
Secret Service, federal agency inspectors general: state and local law enforcement). The 
attribution process will generally use criminallega1 authorities within the United States 
(when such authorities are required to obtain data). unless and unti1 the predicates for 
nationa! security authorities are present. The NIPC \\ill incorporate the intel1igence 
community in the flow of infonnalion, consistent with appHcabJe legal restrictions so that 
the community can initiate overseas collection pursuant to foreign intelligence authorities 
and can provide such assistance to the criminal investigation as is legally penni ned. 

• 	 The analytical components of the NIPC, in addition to supporting the activities just 
described, will compile and disseminate product .bout the ongoing attack. The NIPC, in 
conjunction with the National Coordinator. '\\ill also assess the need for, prepare, and 
lssue warnings to the government, the critical infrastructure operators, and/or the public. 
as appropriate under the circumstances. 

• 
As these activities continue, the NIPC will reach out to other operations response 

components. If. for example. the process begins to reveal a possible link to an international 
terrorist grOUPt the NIPC win involve and coordinate with the international terrorism components 
of the FBI (and through them. the utraditional" counter~teITorism network). 00 a larger scale. if 
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something other than an investigative response is deemed appropriate (i.e., a mllitary. covert, Or 

intelligence response) the NIPC would function in a support role to the relevant agency 
responsible for the response. The NIPC thus will not dupHcate the investigative functions of 
counter-terrorism components, or thc'funclions of the inteiHgence community or milltary. 
Rather. the operations ann of the NIPC will maintain an investigative expertise in computer 
intrusions which can be deployed as part ofan attribution effort and then either conduct or 
support further investigative response. 

This vision rests on the ability of the NIPC to integrate representatives of counter­
terrorism, intelligence, and defense communities. {fthese representatives are integrated (through 
detailces or close connectivity), then the movement from the attribution phase of the response to 
whichever commWllty \\111 conduct the active response will not be a coid "hand off' between 
unrelated cipetntions. Rather, it will be a coordinated effort between the NIPC and an already 
knowledgeable component that can bring its own expertise and resources to bear on the needed 
response. 

Action: 	 DevelOp Tbe Full Op....tional Capability OfTh. Nation.1 
Infrastructure: Pn.tection Center 

Our nation is rapidly augmenting its capabilities to safeguard both the physical and cyber 
aspects of coHea! infrastructures through the National Infrastructure Protection Center (NIPC). 
which was created by the Department of Justice during FY98. The NIPC is an interagency center 
hosted by the FBI, that will deter. assess, warn, investigate, and respond to attacks, threats and 
unlawful acts targeting the critical infrastructure of the United States. including illegal in1msions 
into government computer networks and protected computers. An important feature of the NIPC 
is an analytical capability designed for .11 the information that will flow through the N!PC, 
including intelligence. criminal investigative, and infrastructure information, tied to a watch and 
warning unit set up to disseminate analytical product and warnings to a variety of audiences, The 
watch and warning unit wilJ be linked electronically to other federal agencies, including other 
warning and operations centers. and will be a focal point for the collection and dissemination of 
information on cyber intrusions and other infrastructure related information from open sources, 
intelligence sources: and, to the extent agreed upon. by such federal agencies as the Defense 
Information SyStems Agency, NSA, the Joint Task Force for Computer Network Defense (JTF­
eND), Secret Service. DIA, CIA. as well. as such private sector organizations as the Computer 
Emergency Response Team (CERT)'w and the National Security Teiecpmmunications Advisory 

(,0 The Computer Emergency Response Team (CERn is run by Carnegie Mellon 
University and funded by the government Through voluntary reporting by systems 
administrators in the private and public sectors, CERT collects information on computer 
intrusions, viruses~ and other vulnerabilities, works with hardware and software mnnufacturers to 
develop a solution to the pro~lem, publishes public advisories describing in general tenns the 
vulnerabil1t)'. and directs users to the appropriate point ofcontact to obtain the solution. This 
organization has been a highly successful model of pr:ivate~public cooperation. Industry 

Page 66 



• 


• 


• 


Council (NSTAC).61 The mission of the watch and warning unit wilJ include providing timely 
warnings. of intentional threats and comprehensive analyses. NJPC warnings may also include 
guidance regarding additional pro1e,ction measures to be taken by owners and operators. In 
providing this guidance, the NIPC win coordinate closely with the Sector Liaisons and Sector 
Coordinators~ and other relevant federal and private sector entitles, that are responsible for 
developing sector based plans for protecting their critical infrastructures. . 

In addition, the NlPC includes a crisis management cap{lbility that will address 
interagency and governmentlprivate sector coordination. response capabilities, and integrated 
management for cyber-emergencies. NIPC will have personnel on site who possess extensive 
computer and information security skills and knowledge, criminal and national security 
investigative experience. and will work closely with those in the Laboratory Division. A primary 
infrastructure protection goal ofthe NIPC is to.be abJe to respond quickly in the initial stages of a 
crisis s1tuation, and to continue to pursue the appropriate law enforcement or national security 
strategies, depending on the nature of the incident, The NIPC structure will be supported by an 
interagency team ofanalysts and investigators from the FBI, Secret Service, DOD, the 
inteHigence community, and other federal agencies specializing in infrastructure issues. including 
representatives from all the lead agencies designated in PDD 63. The NIPC is also seeking 
representatives from the private sector representing the critical infrastructures identified in PDD 
63, 

particularly Jikes this model because industry representatives report vulnerabilities in a discreet 
manner, receive technical assistance in developing a solution. and have access to a 
communications system to make the solution available. 

6! The National Security Telecommunications Advisory Committee (NSTAC) was 
created by the President in 1982 by Executive Order 12382. to advise him on matters concerning 
national secnrity and emergency preparedness telecommtulicatiornl. NSTAC is composed of up 
to 30 presid,,:ntiaUy appointed industry leaders (usually chicf executive officers) representing 
various elemen~ of the telecommunications industry, NSTAC meets approximately every nine 
months to report on its activities and provide recommendations to the: President on issues related 
to national seCurity and emergency preparedness (NS/EP) telecommunications, The National 
Communications System (NCS), consis,ling of23 federal member departments and agencies, is 
responsible fo'r ensuring the availability of il viable NSIEP telecommunications infrastructure. 
The NCS also runs the National Coordinating Center for Telecommunications (Nee), which is 
staffed by selected government agencies and severat of the largest telecommunications carriers. 
The NCC assists in the initiation, coordination. restoration, and reconstitution ofNSfEP 
telecommunications services and facilities, and serves as the operational focal point for all the 
National Telecommunications Management Structure (NTMS) aU-hazards response levels. A 
number of government agencies and NSTAC members participate in the government and 
industry Network Security Infol1Tmuon Exchanges (NSlE), respectively, the joint meetings of 
which provide a unique forum to exchange informaHon on electronic intrusion threats. 
vulnerabilities, incidents and countermeasures. These public-private information sharing 
partnerships arc often cited as models for other sectors. 
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The KlPC incorporates both an infrastructure protection and an InvestIgative response 
component. The protection function (which includes analytical work on infrastructure risk 
assessment. indications and warnings) spans all of me critical infrastructures, and addresses both 
the "physical" and the "cyber" aspect of the threat. The NIPC's investigative component is 
limited to addressing "eyber" based attacks. In the event of physical attacks on key 
infrastructures, the investigative response will be handled by FBI criminal investigative or 
counter~terrorism components as appropriate. The NIPC would then serve in a supporting role, 
providing relevant infonnation about the victim infrastructure and other focused analytical or 
intelligence products. Close communication between the NIPC and the FBI's counter~terrorism 
components is critical and will be enhanced whenever possible, Physical co-location of the 
N1PC and the International Terrorism and Domestic Terrorism Sections adjacent to the expanded 
FBI Strategic lnfonnation and Operations Center will promote this enhanced communication,ta 

The NJPC is currently operating with approximately 75 people at FB[ headquarters~ hut is 
aggressively recruiting within the FBI, at other agencies, among state and local law enforcement~ 
and in the private sector and universities to swiftly obtain highly qualified personnel to fully staff 
the Center at its initial operating capacity of 125 people (85 FBI pers01U1el and approximately 40 
representatives from other government agencies and the private sector). Hiring staff for which 
funding has already been authorized is the most significant problem currently facing the NIPC, 
The Cyber Emergency Support Team, the Analysis and Infonnation Sharing Unit, and the Watch 
and Warning Unit will not be fully flmctionaJ until the NIPC is fully staffed, The NIPC is 
attempting to fill the gap in the interim by using other FBI headquarters staff and contractor 
personnel. Additionally. NIPC is working with DOD, the intelligence community, and other 
government agencies 10 quickly identify and obtain representatives to serve in the NIPC. 

Adion: Collect, Analyze And Disseminate Threat Information 

The NIPC is tasked with collectIon and dissemination of threat infonnation. Information 
is collected from numerous sources: from the Watch and Warning Unit (W\V1J), which monitors 
open SOUTce reporting and serves as a collection point for information moving in intelligence 
channels (such as Intelink. discussed~, footnote 32); from investigative files of the FBI and 

. other law enforcement agencies through the Computer Investigations Unit; from the private 
settor through links established by NIPC direct outreach or as a result of sector pl3118 (e.g., 
iofonnation sharing and analysis centers (ISACs», and from other government agencies, 
especially those with sector responsibilities. The NIPC, working with the National Coordinator. 
Sector Coordinators, Sector Liaisons Officials, and the National Econo'mic Council. will consult 
with private industry in regard to the creation of private sector information sharing and analysis 
centers, 

" Within the FBI, the NIPC's functions were designed as a formal FBI program, 
analogous to the National Foreign Intelligence Program. This new program is called the National 
Infrastructure Protection and Computer Investigations Program and is located within the National 
Security Division of FBI. 
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All of this information will be directed into the Analysis and lnformation Sharing Unit 
(AISU). where it will be analyzed. Infrastructure analysIs (e.g,. assessments done by the various: 
sectors pursuant to PDD 63), threat analysis (e,g., country or terrorist group threat analysis from 
the lntelligence Community), and current intelligence (derived from investigative, operational. or 
private sector reporting), ....;11 all be combined to produce infrastructure risk assessments. These 
assessments will form the basis for a variety of products. including a monthly or quarterly 
intelligence digest, a weekly Vo-atch report. and topical electronic reports. These products will be 
designed for tiered distribution to both government and private sector entities consistent with 
applicable law through the Watch and Warning Unit. 

The analysis conducted at the NIPC will not occur in isolation, but rather will form a 
component of the U.s. government's overall analytical effort. To this end, the A1SU has already 
established liaison with the CIA's CTC and with NSA components. The goal cfthese 
connections is to allow a cross-pollination of analytical work and to provide a forum for the 
exchange of relevant data. The AfSU also produces case specific product in support ofNJPC 
responses to cyber intrusion incidents. Here again, the connection to the Intelligence Community 
enables those resources to directly support the NIPC response, as pennitted by taw. 

Ongoing analysis of threats and vulnerabilities must be supplemented by a robust 
capability for a real-time indications and warnings system for cyber attacks. This need will 
require not only the establishment of the technical capacity for indicator collection, but also the 
determination. through ana1ysis ofcurrent intrusion data, of what constitutes an indication of a 
foreign power Or terrorist cyber attack. Current efforts focus on the technicaJ aspects of 
establishing secure connectivity between existing points of coHection in the federal government. 
This connectivity has already been established between the NIPC and key NSA and DOD 
components. 

Threat analysis requires a coordinated approach, which is now under way, The National 
Intelligence CmU1ci] continues to sponsor discussions among the National Indications and 
Warning System, the Defense lndications and Warnings System, the NIPC, representatives of the 
ioint Chiefs of Staff, and the National Coordinating Center of the National Communications 
System. The goal of this process is to produce an indications and warning system that is 
consistent and that meets the requirements afthe national defense, law enforcement and 
intelligence communities. As the process develops, the emphasis wiJl be on achieving near real­
time operation ofthe system and on increasing the sophistication of the indicators, Given the 
private ownership of most of the critical infrastructures. the system will have to integrate reill~ 
time warnings to the private sector through the NIPC. 

The establishment of a secure, government-Voide network for dissemination of 
infonnation directly to network security personnel on a real-time basis would greatly enhance 
system security. NIPC will coordinate the establishment of such a network. All federal agencies 
will need to allocate some technology resources to link with this system. In order to be truly 
useful to system administrators, traffic on this network must be limited to dissemination of 
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serious threat risks, notifications of actual attacks and specific jnformation on explbHed 
vulnerabilities, Ideally. distribution (If such information would be targeted only to operators of 
affected systems so that activation ofthe system wou1d itself serve as a red flag for security 
specialists. Archives of past \\-aming notices could be maintained as a reference for past security 
breaches and possible future threats. 

The NIPC is working on this connectivity. Currently it relies on existing communications 
channels to disseminate information and to communicate with state and local Jaw enforcement. 
These channels will continue to be used while a comprehensive warning system is estabHshed. 
The NIPC is .1150 relying on existing 5ystems to gather information about threats and in~rusions. 
Some sectors have existing mechanisms and those are being exploited. In sectors with no 
existing reporting mechanisms, NIPC is working with the Sector Lead Agencies as defined in 
PDD 63 and through other channels to develop reporting protocols and to encourage reporting of 
incidents. 

In building the partnership between tbe federal government and infrastructure providers 
envisioned by PDD 63, the NIPC will involve interested representatives of identified assets in a 
threat warning system through its Watch and Warning Unit (WWU) and expansion of 
InfraGard.6

:l "Ine W\VU will be the focal point for the collection and dissemination of cyber 
intrusion and infi"astructure·related information from open S01.11'CeS, intelligence sources, and 
other agencies, as well as various Computer Emergency Response Teams (CERTs) and any 
private sector lnfonnation Sharing and Analysis Centers (lSACs) whether or not they are direct 

61 InfraGard is. pilot project initiated by the FBl's Cleveland Field Office, This program 
is a cooperative effort to exchange information among the business community, academic 
institution~, the FBI and other government agencies to protect the information Infrastructure. 
InfraGard features an alert network that members can use to report intrusions. Reports are sent to 
the FBI via encrypted e--mail in two forms: a detailed description and a sanitized description. The 
FBI uses the detailed description to analyze the incident, identify trends, and open an 
investigation if warranted. Only the sanitized version, which removes company~identifying and 
proprietary infonnation. is shared with other InfraGard members. The NIPC plans to expand 
InfraGard nation·wide in FY 99_This expansion includes the development of a secure website 
for InfraGard members and annual conferences. 

The FBI also reaches appropriate private sector securi1y personnel through its Awareness 
ofNationa1 Security 'ssues and R~sponse {ANSIR} program, through which information is 
disseminated nationwide via the ANSIR-E-mail and ANSIR-FAX networks. The ANSIR 
Program will require the periodic upgrading ofcommunications equipment in order to stay 
current with developments in new communications teChnology. (n addition, new security 
measures win be necessary as cyberterrorists ~d foreign intelligerice services develop new 
means to attack the computer infrastructure. (0) 
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partners ~th the WWU.1>4 The WWU will draft and disseminate warnings and advisories 
involving cyber and infrastructure-related incidents and information to federal. state, and local 
law enforcement and the private sector in coordination with the FBI's Terrorist Threat Warning 
System, Ol~e of the goals of the WWU will be to ensure that all critical infrastructure assets are 
notified in a timely manner of terrorist threat warnings, alerts and advisories, 

As the NIPC matures, the WWU will continue to identifY additional appropriate 
recipients of advisories and warnings, as wen as produce a weekly report highlighting the most 
important information collected. NIPC staff is developing protocols for the sharing of 
information among the various categories ofNIPC participants to achieve the maximwn 
dissemination ofrelevant information and anaJysis consistent with applicable law and the 
protection of investigative equities and inteUlgence sources and methods.td Under any scenario, 
14e NIPC .....tm asswe alerts and warnings are br~adcast as widely as practicable to both 
government and industry, including to those organizations that are not direct W\VU partners. 
The NIPC plan includes the relocation of the WWU adjacent to the FBI's expanded Strategic 
Infonnation and Operations Center. the integration of DOD and intelligence community wutlysts 
into the NIJ>C, and the acquisition of additional technical resources. 

The NIPC, as well as the National Coordinator Ilfld the CJCG, is formulating a 
comprehensive ou~reach plan, with subsidiary plans for each infrastructure sector, that will 
address thb: task as well as the specific outreach tasking in PDD 63. This plan builds on the 
work of the PCCIP~ starting \vith key individuals and organizations identified by the 
Commission. The plan contains a variety of outreach activities, including the use ofpre~existing 
FBI contacts in the private sector, new outreach to corporate leaders and industry associations, 
and cooperation with other government or quasi~goverrunent entities thai have established 
relationships wIth the privafe sector. The goal of the plan is to connect the NIPC with existing 
mechanisms for governmentlprivate sector interaction and, where no such mechanisms now 
exist, focus outreach resources to create them in order to establish an efficient flow of 
infonnation between the NIPC and each infrastructure. 

64 f~DD 63 encourages the private sector to create information sharing and analysis 
centers (ISACs) in consultation with the federal government. These centers could serve as a 
mechanism for gathering, analyzing. sanitizing, and disseminating private sector infonnution 
regarding vulnerabilities, threats, intrusions, and anomalies to industry. The ISACs should not 
interfere with direct infonnation exchanges between industry and the government. 

M Some laws related to information sharing may need to be amended to penuit sharing of 
information relating to infrastructure protection. & inf.m. pp. 162~164 for proposed changes to 
existing laws. 
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Action: Develop And Promote Inlegrated Federal, State And Local 
Crisis, Consequence Management And Continuity Of Service 
Plans 

The NIPC win provide the principal means of facilitating and coordinating the federal 
govenunenfs response to a cyber incident. mitigating attacks and monitoring reconstitution of 
the government's cyber assets t including the telecommunications and computer networks on 
which the government relies, PDD 63 directs the Chief Infonnation Officer and the Chief 
Infrastructure Assurance Officer of each agency to develop a plan for protecting its own critical 
infrastructure" These plans, together with the Industry Sector plans; wiB become part of the 
Nationallnftastructure Assurance Plan to be dralled pursuant to PDD 6), The NlPC is the lead 
government component for coordinating crisis management in response to cyber attacks. 

Crisis management plans must include methods to: detect cyber attacks on government 
networks; establish thresholds for reporting attacks to the NIPC; retain electronically all 
infonnation rdated to attacks; provide that infonnation to the NIPC in a useable fonnat: provide 
for a ooified, secure communications capability with the NIPC, other federal agencies and 
departments. and the private sector, as necessary; and continue to perform the agency's essential 
functions during the crisis. Consequence management pians must provide for reconstitution of 
computer and telecommunication networks. including restoration of any data lost in the crisis. 
Plans should include some guidelines for transitjon from crisis management to consequence 
management Both plans should also emphasize the importance of thorough criminal and 
intelligence investigations coordinated by the NIPC. 

The mission of the NIPC includes leading a coordinated response to an attack on the 
national infrastructure, along with other government agencies. FBI field offices and headquarters 
component.":, the state and local response efforts. and the private sector. Consistent with PDD 63~ 
the NIPC a10ng with FEMA and the sector liaisons and coordinators, will work with the state and 
local levels to ensure that their response plans adequately account for security, recovery, and 
maintenance of continuity of services in the event of a terrorist attack against a critical 
infrastructure asset.66 Under PDD 63, FEMA has a principal role in promoting plans to maintain 
the continuity ofessential government services. 

The N1PC is developing a "Key Asset Program" whereby it will build and maintain a 
da.tabase of specific "key assetsU within each infrastructure sector (such as particular power grids, 
telecommunkations switching nodes, and the like) and pO:ints-of~contact at each asset. 
Eventually, when resources permit. the Program could include exercises to test response plans 
within each jurisdiction and modeling to detennine the effects ofan attack on particular assets, 

66 lne need for this assistance is clear from the responses to the State and Loeat 
Questionnaif{~. Fewer than 50% of the respondents stated that their crisis and consequence plans 
identified key infrastructure assets or had procedures for responding to terrorist incidents 
targeting those sttes, ~ Appendix B: State and Local Questionnaire, responses to question 19. 
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FBI Field Offices will be responsihle for developing a list of the assets within their respective 
jurisdictions, while the NIPC w1l1 maintain the national database. This program will be 
developed in coordination with DOD and other agencies. Because these assets are vulnerable to 
both physical and cyber attack. the Key Asset Program. and related response plans, will address 
both types of vulnerabilities and attacks. 

As part of its crisis management capabilities. NIPC can respond to significant incidents 
involving possible violations of criminal law, threats to natiomd security or threats to the national 
infrastructure. NIPC win have personnel who possess the requisite computer and information 
security skills and knowledge, and criminal and national security investigative experience. The 
goa) of the NIPC is to respond quickly in the initial stages ofa crisis, and to pursue the 
appropriate law enforcement or national security strategies, depending on the nature of the 
incident In orner to facilitate this, the NIPC 1S moving forward with plans for a Cyber 
Emergency Support Team (CEST) which will be capable of r.pid deployment once full staffing 
is achieved, 

Crisis and consequence management plans can be tested and evaluated in simulated 
attacks or exercises that can focus on crisis management and demonstrate how the government 
would recognize and respond to an information warfare attack, and reveal some of the existing 
coordination difficulties, both within the government and with the private sector. Additional 
useful information was developed about the vulnerability of government networks through "red 
team attacks·>61 on DOD systems. PDD 63 requires that the government regularly perform 
vulnerability testing of its cyber~assets, The govenunent should conduct exercises focused on 
cyberattncks On at least an annual basis to determine whether existing crisis and consequence 
management plans are effective. 

To this end, the NIPC is planning a range of exercises to test infrastructure crisis 
management plans. DOD wishes to conduct exercises three to four times per year to assist in 
developing consequence management plans for infrastructure attacks. Because the government 
infrastructure is almost entirely dependent upon the private sector infrastructure, the private 
sector must be invited and encouraged 10 participate in these exercises, 

Action: 	 Elisure Domestic Substantive And Procedural Laws Facilitate 
Computer Crime Investigations And Prosecutions 

Several existing statutes. should be reviewed to delermtne if amendments would facilitate 
investigation and prosecution of infrastructure attacks whUe not violating Constitutional and 
statutory protections. Currently, a federal grand jury subpoena has effect and can be served 
anywhere in the United States, so that a grand jury sltting in one district has the power to compel 
evidence that is located in another district, without going to another grand jury, Similarly, an 

67 "Red team attacks" are penetration testing exercises developed by the NSA (see in.fi::a 
p. I 72), and perfotmed upon request with available resources for a limited number of agencies. 
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order under Title 18. section 2703(d) seeking transactional records of a subscriber ofa 
telecommunications or network service provider can be issued by any federal district court judge, 
and can be executed anywhere in the United States. This facilitates investigations in which the 
target ofthe investigation and the service provider are located in different districts. 

The appropriateness of a similar nationwide statute for orders relating to requests for trap­
and-trace/pen registers should be explored. Under current law, a trap-and-trace oedetH can only 
compel the production of data from providers in the district in which the order was issued. It is 
important for law enforcement to have the ability to go to one court and obtain one order that will 
be effective anywhere in the United States. Seeking multipk orders wastes precious ti~e in 
computer intrusion cases, where time is of the essence because the evidence is ephemeral. 
However, the impact On privacy protections needs to be carefully considered. 

Addi1ionally, the desirability of amending Rule 41 of the federal Rules of Criminal 
Procedure governing search warrants, at least with respect to infrastructure attacks, should be 
explored. Currentiy, Rule 41 only authorizes courts to issue search warrants for property that is 
within their district or was within the dh:.1rict at the time the warrant was issued. "Geography" is 
not a particularly meaningful concept in cyberspace~ where information and data freely cross 
jurisdictional Hnes. The abiJity to execute one search warrant within the United States, and 
obtain all the evidence on the designated computer network, regardless of its actual physical 
location, would aid investigations. We may aiso need to develop transbordcr search authority, 
allowing an agent in one country to remotely search a computer located in another country. 
Trans-border search principles are under development by the 0-8 and the Council of Europe. 
Again, however, the impact on privacy protections needs to be carefuHy considered. 

Amendments to the Computer Fraud and Abuse Act. 18 U.S.C. section to more clearly 
protect certain types ofcomputers and/or information may be desirable. SpccificaHy, all 
intrusions into DOD computers, postal computers, and computers used in the administration of 
justice (including courts. prisons, and paro1e boards) could be designated a violation of section 
1030(a}(5) regardless of the dollar amotUlt of damage. Currently. the statute requires at least 
$5,000 in damage before section 1030(a)(5) applies, but there are computer intrusion cases which 
involve extrt:mely serious infractions that do not amoW1t to $5,000 in damage. 

The juvenile jurisdictional statute. 18 U.S.C. section 5032, could also be amended to 
permit federal jurisdiction in appropriate cases in which the defendant is a minor. Currently, the 
federal govenunent must defer to tbe state authorities, and obtain a certification from the state 

68 A trap and trace order, which can be served on any telecommunications service 
provider. is used to learn the originating address ofall incoming communications (telephone 
numbers if the order is for a telephone, Internet Protocol (lP) addresses and ports tfthe order is 
for a computer), A pen register oroer is used to Jearn the intended destination for aU outgoing 
communications, Requests to obtain information about all incoming and outgoing 
communications can be combined into one order. 
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that it declines to prosecute. Yet, many serious computer crimes are committed by juveniles each 
year. In addition; terrorist groups or foreign intelligence services might be able to co-opt 
juveniles, either knowingly or unknowingiy, to conduct infrastructure attacks On their behalf, and 
the involved juveniles would be outside the reach of the federal criminal code. 

There arC a number ofother possible amendments to existing statutes that would facilitate 
infonnauon sharing with the private sector. These changes include: 

.. 	 creation of a limited antitrust exception to allow private sector entities 10 share 
infonnation for purposes of infrastructure protection without violating antitrust laws; 

.. 	 protection from disclosure under the Freedom of lnfonnation Act of sensitive information 
(even information that does not rise to the level of a trade secret) that relates to threats 
and vulnerabilities ofcomputer networks; and 

• 	 immunity from civil )lability for the private seelor in sharing sensitive personnel 
information related to security concerns. 

Such changes would be controversial. and would require extensive study and evaluation before 
legislation is proposed. 

OBJECTIVE: Enhance Computer-Related Capabilities 

• Action: Expand Forensics Capability, Including Cryptanalysis 
Capability 

Law enforcement is increasingly encountering encrypted information in investigations. 
Because of the perceived lack of security of computer data in storage and transmission, there is a 
developing market for encryption. The low cost of software and decreasing cost of hardware 
encryption. combined with this market demand, assure that encryption will become common in 
the near future for both stored data and communications. In order to fulfil! its critical mission, 
law enforcement must be able to obtain plaintext under proper legal authority when it encounters 
encryption in this new environment and, therefore, must develop the technical ability to create 
and deploy appropriate tools for its own use. ' 

In the Antiterrorism and Effective Death Penalty Act of 1996 Congress directed the 
Attorney General to "provide support and enhance the technical support center and tactical 
operations of the Federal Bureau oflnvestigation(,r The FBI is currently enhancing its staffing 
and equipment to augment its technical support capability. The FBI will develop law 
enforcement technical requirements for obtaining plaintext which support operational strategies; 
serve as the center of strategic partnership among federal, state and local law enforcement 
entities with regard to obtaining plaintext; act as the Jaw enforcement liaison to industry on 
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access-to-plaintext issues;69 develop access-to-plaintext and processing tools for use in cases in 
which encryption is used and tmditional methods are ineffective; and support, through on~si.c 
expertise and training. the operational use of plaintext access tools. The Secret Service has 
determined that the need for some baseline decryption capability is urgent and is, therefore, 
enhancing its 0\\'Ii capability, which it plans to make available as a resource to state and local 
investigators. The government will retain control of sensitive infonnation and technology. 

Given the nature of the threat to the cyber infrastructure, industry participation in this 
issue is critical. We recommend that the FBI encourage industry to provide assistance on a long­
tenn basis through detailees. We must look to create and maintain economic incentives,that 
support cooperation over the long term. In addition, in conjunction with relevant community 
examiners, the government should develop a computer forensics examiners certification program 
to ensure that computer forensics examiners and technicians undergo regular professional 

- tr~ining and stay abreast of current technology. ' 

• 

The Department of the Treasury has begun its third yearofa combined enforcement 
initiative to provide training and equipment in the area of computer forensics: to agents assigned 
10 the IRS, ATF. Customs, and the Secret Service. The initIative was designed to integrate the 
expertise and experience of the existing programs at all of the bureaus into a trairiing exercise 
that leads to forensic standards needed in the examination of computer evidence. Over 200 
agents from all four bureaus have taken part in the program to date, with the plan to double that 
figure by the year 2000, This initiative effectively provides for the individual bureaus to place 
agents trajned in the examination ofcomputer evidence in all of the respective field offices. 

Action: Develop Better Software Engineering Processes 

The federal government's efforts to rapidly repair Year 2000 software problems has led to 
the outsourcing to foreign companies of large source~code rewriting project..<;. This has prompted 
concerns that malicious code could be written into widely used-software or government operating 
systems by terrorists or others, There is no question that this possibility exists nnd that it could 
result in considerable threats to the NIL At the same time, no readily viable solution to the 
problem currently exists. It is not practical to attempt to monitor nil code placed on govemment 
systems . ~ let alone private sector infrastructure networks. Furthennore, any restrictions on code 
written by foreign nationals might face discrimination challenges and industry opposition. The 
Justice Department therefore intends to study this issue further. consistent \\;th on· going 
examination of this issue by the CleG. 

To the extent that the government is developing software for itself, Or having custom 
software written for its own use, building in security should be, and generally is, a mandatory 

~ A separate private sector entity could also serve as an advisory board for the 
government on access to p'aintext issues. as well as acting as the primary liaison for exchange of 

• 
relevanl information between government and industry. 
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requirement For example, DOD's Crilical Asset Assurance Program is designed to ensure that 
infrastructures critical to DOD's mission requirements are secure. Assuring security in software 
or services purchased "over the counter" from private industry is significantly more difficult. 

The development oftechnicnl tools to address and respond to new developments in the 
commercial marketplace is an on-going and difficult process, The federal government works 
with industry to understand how new products work and uses this knowledge to develop effective 
investigative tools to detect and combat intrusions . 

At present. government involvement in software engineering is concentrated on the 
telecommunications side of the NIL Pursuant to the Communications Assistance for Law 
Enforcement Act of 1994 (CAlEA), 47 U.S.C. § 1001, 11 1iI:lI.. U.S. law enforcement and 
intelligence gathering entitles cooperate with telecommunication providers to ensure that law 
enforeement's ability to legally intercept communications is maintained as the industry shifts 
from analog to digital signal processing. The National Security Telecommunications Advisory 
CommiHee further serves to ensure that the federal goverrunent and the telecommunications 
industry are coordinating on a variety of issues including software engineering, These activities 
should be continued and supported. 

On the non-telecom side of the NIl. the government funds the Software Engineering 
Institute (SEI) at Carnegie Mellon University.7f.l In addition, many federal agencies participate in 
various software and telecommunication industry groups in an effort to encourage the 
introduction of security features at all levels of sofrw"are and network development.?! We should 

70 The SEI was established in 1984 as a response to the risk presented by automated and 
human driven attacks on the Internet. The Institute concentrates on the development and 
imp!ement21tion ofimprQved software engineering practices by operating a 24-hour point of 
contact to. respond to security emergencies on the Internet; facilitating communications among 
experts working to solve security problems; providing a central point for identifying 
vu~nerabililies ·in computer systems lIDd for working with technology producers 10 resolve those 
vulnerabilities; serving as a model for, and facilitating the creation ofother computer security 
incident response teams (CERTS); taking steps to increase B\.\'areness of infonnation security and 
computer security issues; maintaining close ties to the resea.tCh community and conducting 
research and development to produce methods and tools that improve the security of oet\'lorked 
computer systems. ~ Testimony of Rkhard Pythia, Manager, Trustworthy Systems Program 
and CERT Coordination Center, Software Engineering Institute, Carnegie Mellon University, 
before the Pennanent Subcommittee on Investigations, U.S. Senate Committee on Govermnent 
Affairs, June 5, 1996. 

71 The Critical Infrastructure Coordination Group's sulJ..group on Research nnd 
Developmt:nt coordinates research and development 00 a variety of programs and technologies 
associated with infrastructure protection. Similarly, GSA is involved with the implementation 
and development of Internet/internet security mechanisms including firewalls and other acce5S­
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continue to participate in industry groups working on software development in an effort to share 
intrusion experiences and suggest software improvements to assist Jaw enforcement's anti~ 
terrorism activities. Most such suggestions will also enhance general security and will, therefore. 
assist in further development oftne economic benefits of electronic commerce. We should also 
invest in research and development ofcyber tools that assist our counteNerrorism efforts, as 
discussed at page 183 of this Plan, We do not recommend that any additional regulatory or 
statutory requirements be placed on the software industry with respect to security engineering, 

Action: 	 Develop Investigative Expertise By Recruiting, Training And 
Equipping Computer-Literatt Agents And Analysts . 

PDD 63 specifically directed the FBI and the Secret Service to vigorouslY recruit 
undergraduate and graduate students with relevant computer related technical skills and facilitate 
the hiring and retention of qualified personnel for technical analysis and investigation of cyber 
attacks. The FBI and the Secret Service have developed plans to fulfill this directive. 

One of the difficulties that the FBJ, the Secret Service, and other federal law enforcement 
agencies have in recruiting and retaining personnel with technical backgrounds IS that the starting 
salaries for new agents and non~agent personnel are not competitive with the private sector 
market. Methods (or attracting c.omputer,.savvy personnei are currently under study in the Justice 
Department's the Technology Talent Task Force. One of the options being explored Ihnt would 
be open to all federal law enforcement agencies is more aggressive use of recruitment bonuses to 
attract highly skiIJed. technically trained individuals.n 

The FBI plans to expand the number oftechnicaUy trained investigators at the 
headquarters level in the NIPC and in the field offices. The NIPC has undenaken an initiative to 
train 200 FBI agents in computer investigative skins this year and plans to train up to 500 agents 
per year by the year 2000, Additional training opportunities include specialized courses in 
information security developed by the private sector. The FBI will have !'lationallnfrastructure 
Protection and Computer Intrusion (NJPCI) squads in 10 large metropolitan field offices in FY 
99. In addition, every fieJd division includes a NIPCI Team. The FBi is also expanding its 
computer forensics program to have at least one fun-time computer forensics examiner in each 
field office. 

control devices. The White House Office of Science Technology and Policy (OSTP) works with 
the NSTAC and various other industry groups. 

1~ Cummtly. federal agencies are pennitted under Tit1e 5 of the United States Code to pay 
recruitment bonuses to employees in occupations in which the government has or anticipates a 
shortage of qualified personnel. especialiy in occupations invotving critical skills. The 
Department of Justice anticipates using this authority to attract highly qU4lHfied persons, 
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The NIPC is seeking to train investigators and llt least one trainer from state level 
investigative agencies in each of the fifty states and the District of Columbia. The NIPC is also 
seeking to train investigators from the municipalities represented in the Major Cities Chiefs and 
the Major Sherifrs Associations and bas been consulting on tbis with the International 
Association of Chiefs of Police and the National Sheriffs Association. A larger effort to include 
the training of 500 state and local law enforcement personnel at a one week hands-on course wit) 

be launched in FY 99. Funding perrnining, an additional effort win also he undertaken to 
provide a three-day overview course to 2000 state and local officials. 

The Secret Service has an Electronic Crimes Special Agent program designed.to support 
field operations in digital tedmology, satellite communications, advance paging systems, and 
telecommunications tracking, and to provide forensic analysis of computer equipment. The 
Secret Service proposes to provide high-tech training in the area of network intrusion and 
telecormmmicalions compromise activity to federal. state~ and 10callaw enforcement. as well as 
to private industry. 

III order to enhance coordination and prevent duplication, computer related training of 
investigators and prosecutors is offered through the National Cybercrirne Training Partnership 
(NCTP). a strategic alliance among federal, state. and local investigative and prosecuting 
agencies which bave as its mission the creation of a nationaJ network ofbigh-tech law 
enforcement personnel who can serve as trainers. The NCTP seeks to develop the skills and 
knowledge required to investigate and prosecute high-tech crime through actively designing, 
developing, and delivering detailed technical training courses for investigators. forensic 
examiners, and prosecutors. The NCTP serves as a forum to notifY federal. state. and local law 
enforcement of training and technical assistance programs, and is establishing a secure 
communication system·to facilitate this notification. The NCTP will develop instructors through 
its training program, and will also provide academic institutions with deve10ped courses for use 
in colleges, universities and professional-technical schools. 

Over the next 12 months the NCTP will complete development of curricula, other 
, training materials, a national database of trainers, and a database ofpoints of contact for technical 
and legal issues" Thereafter. the NCTP will develop materials to conduct training needs 
assessments, training program evaluations. and a "best praeticesi' guide for investigators and 
prosecutors. The NeTP will serve as a clearinghouse for high~tech issues, including information 
on available toots for computer investigations. 

ACTION: 	 Develop Prosecutive Expertise By Reeruiling~ Training And 
Equipping Computer-Literate Prosecutors 

Over the next five years, the Justice Department plans to increase significantly the 
number of federal prosecutors with technical training and expertise, so that we will be able to 
competently assist investigations on infrastructure attacks and bring prosecutions to deter these 
attacks. Toward this end. the Department will expand the core group of highly trained, 
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specialized prosecutors in the Computer Crime and Intellectual Property Section (CCIPS) in the 
Criminal Division.7j 

To increase prosecutive expertise in the field, in 1995 the Department created the 
Computer and Telecommunications Coordinator program in the U.S. Attorneys' Offices. Each 
of the 94 U,S. Attorneys' Offices has designated at least one Assistant U.S. Attorney to serve as 
the coordinator for that office, with three specific responsibilities: (I) serve as resident consultant 
on high-tech issues; (2) be part of a nationwide network of high-tech prosecutors available to 
serve on a nationv.'idc high-tech prosecutive team for multi-district computer cases; and (3) serve 
as a leader and legal consultant to federal. stale and local agents and those technical experts 
working high-tech cases in their districts in order to share information about developing 
technologies, and strengthen local technical expertise, As part of this program, the coordinators 
receive specialized training in computer crime and infrastructure protection annually through the 
National Advocacy Center in Columbia, South Carolinn. The Executive Office for U.S, 
Attorneys should continue to make computer crimes 11 priority, and shou)d consider a progrrun to 
detail Assistant U.S. Attorneys to CCIPS for up to 12 months so that they can receive additional 
training and develop technical expertise in more complex cases. 

The Department ofJustice also seeks to expand the Computer and Telecommunications 
Coordinator program to state prosecutors, who are often the first line of defense in infrastructure 
attacks. In additiori, the Department would like to expand the CCIPS detail program to include 
more state and local prosecutors. The first detailec in this program, from the New Jersey 
Attorney General's Office, juS! completed a 9-month detail (funded by a grant to the state) and 
now heads the Computer Crime Section for the New Jersey Attorney General's Office. 

A formal progriun should also be developed'to educate judges. who may not grasp the 
technica1 aspects of these cases and may underestimate the seriousness of a computer crime or 
infrastructure attacks. This program could be facilitated through the Federal Judicial Conference. 

Ai;tion: 	 Encourage And Facilitate Implementation or Good Computer 
Security Practices 

It is not good enough to know which targets are vulnerable and to have ways of protecting 

73 CCIPS prosecutors have, and will continue to develop through additional technical 
truining, specialized expertise in infrastructure protection. including experience in investigating 
infrastructure attacks. CCIPS prosecutors will provide Jegal advice. and help obtain needed 
court orders for investigators from federalluw enforcement agencies. CCIPS prosecutors will 
also provide advice to state and local investigators on computer search and seizure issues and 
compliance with federallu\\'S appHcable to state agents. In addition, CCIPS prosecutors will 
continue to assist U.S. Attorneys with the tecllJlical aspects of investigations into infrastructure 
attacks that take place in their districts, 
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those assets from attack. The inconsistent application of knO'WTI security fixes can lead to 
significant security risks. In numerous cases jnvolving attacks against U.S. government 
computers, attackers have exploited known vulnerabilities for which solutions had previously 
been made available to the public.14 Attackers are quickly attracted to weak l.nks in a chain of 
networked !;ystems and win use a vulnerable network as a launching point for attacks on more 
secure systems. If a system with weak security serves as the home system-for an individual with 
access to more secure- networks, a hacker may be able to breach the weak system and use the 
individual accmmts to bootstrap his or her way into the more secure systems. In this waYt access 
to a single node can lead to access to a huge nwnber of related systems, Moreover, because 
hackers oftm brag about their exploits over the Internet, often disclosing in detail precisely how 
to access a .:ompromised system, a single probing by hackers can potentially expose a system to 
far more serious terrorist attacks. 

h is, therefore. extremely important that both government and private sector system 
operators be encouraged and enabled to implement good computer and telecommunications 
security practices. There are several ongoing efforts to encourage the adoption and 
implementation of such practices at federal agencies including training missions, internal system 
upgr.ades, secure communication channels and simulated attack exercises. 

One ofthe greatest challenges to enhancing infQnnation security programs and 
developing a workable infrastructure protection program is to ensure that protection efforts arc 
"owned" by the program and business managers at federal agencies who are accountable for the 
success oftheir entire program, including security. The Information Technology Management 
Refonn Act of 1996 (Clinger.Cohen) went • long way to addressing that issue byestabhshing 
agency chief information officers, who were given responsibility over the security of agency 
systems. and the OMB co-chaired CIO Council. The mission of the CIO Council's Security 
Committee is to ensure implementation of security practices within the federal government that 
gain publiC confidence and protect government services, privacy. and sensitive and national 
security information. Among the panicular efforts that are origoing by the CIO Council Security 
Committee to address this pnonty area: 

• Promoting security awareness and training with the federal Computer Security Program 

,. For example, in the recent "Solar Sunrise" case, an israeli hacker and two California 
minors were able to exploit a known vulnerability to acquire root access on dozens of U.S. 
government and private computers systems using the Sun Solaris operating system. Once the 
hackers gained root access to the systems, they left "snifferll programs behind and applied 
security p<lH:hes available on the Internet to seal the noJe through which they had entered. (A 
"sniffer" is a software program that captures keystrokes as they are entered, and can be used to 
capture users' account names and pa;;swords.) They then proceeded to advertise the success of 
their exploits over the internet through the ..Anti-on~Hne" hacker web site. Had the security 
patches used by the hackers been employed by the system administrators before the attacks, the 
hackers would not have had such an easy route to complete control of these systems. 
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Managers' Forum and publisbing a training plan; 

• 	 Reviewing the appropriate qualifications and attributes of computer system administrators 
- the first line of defense for secure systems; 

• 	 Partnering with others, such as GAO and the President's Council on Integrity and 
Efficiency, to identify best securjty practices in industry and government, conduct an 
awareness program and pubHsh a report to promote these practices; and 

• 	 Developing an interagency security assistance team to conduct independent and. 
confidentiat reviews of agency security programs, 

The CIO Council Security Committee is also working with the NSC to coordinate PDD 
63's new requirements with the existing requirements ofOMB Circular A~130. the Computer 
Security Ad. Paperwork Reduction Act, and the Clinger-Cohen Act The objective is to 
establish the government as a model for security and develop and promote a pro<:ess by which 
government agencies can: 1) identifY and assess their existing security posture; 2) implement 
security best practices to assure program improvement and effectiveness; and, 3) set in motion a 
process of continued mainternmce. 

The Federal Computer lncident Response Center (FedCIRC).;~ conducts security training 
seminars for federal system administrators, Attorneys from the Justice Department speak 
regularly at FedC1RC conferences and before a variety ofother gatherings of govenunent and 
pri vate seclor computer and telecommunication system operators in order to both encourage good 
security practices and disseminate information gained from prior system intrusions, The Secret 
Service, the FBI, and other government agencies participate in the Netv.'ork Security-Infonnation 
Exchange (NSlE) to provide information and training on past intrusion activity and current 
threats, The NIPC will also be conducting outreach to the private sector on intrusions and 
threats. 

Many federal departments and agencies also have ongoing programs to assess specific 
existing networks and increase security where necessary,"& Some federal agencies have aiso 

" FedCIRC. currently operated by GSA. collects infonn.tion related to computer 
intrusions into government computers and issues warnings about knovm vulnerabilities. 

7Q For example, the IRS is currently in the second year of a program to review and 
increase the security of its internal computer systems. It is developing capabilities through its 
Office of Security Standards and Evaluation to identify and respond to potential cybcrattacks 
from both internal and external sources, Similarly. DOD's Critical Asset Assurance Program 
(CAAP) provides an integrated asset and infrastructure vulnerability assessment and assurance 
program that identifies dependencies, vulnerabilities and the effects of system disruptions on 
DOD plans and operalions. 
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established special secure communication channels that can be used to facilitate system security 
operations. NSA's penetration testing ("red team") exercises simulate actual attacks against 
DOD and other government networks generating vulnerability information that can be used to 
improve system security and prevent actual attacks. The results of these exercises will be used to 
develop the vulnerability assessments and infrastructure assurance plans required under PDD 63. 

Action: 	 Promote The Training And Development Of S),stem 
Administrators And Network Security Specialists 

As mentioned previously, the CIO Council Security Committee is reviewing the 
appropriate qualifications and attributes of computer system administrators -- the first line of 
defense for secure systems. These efforts are important because several obstacles currently stand 
in the way (Ifconsistent, widespread implementation of good security practices, including 
pcrsorm:el s!~curity and training issues:, lack of security standards and certifications, and 
insufficient infonnation sharing. 

In the past ten years the enormous increase in the demand for telecommunication and 
computer nt:twork administrators has significantly outstripped the education system's capacity to 
produce qualified candidates to fill available slots. Moreover. both the government and the 
private sector hove failed to comprehend the complexity of modem networks and the demands 
and importance of network administration. We must recogniz.e the value of skilled technical 
personnel and invest sufficient resources in their development. The U.S. government must hire, 
train and retain sufficient numbers of sk.illed information security specialist and system 
administrators to protect its networked systems. 

Virtually all federal government components are negatively affected by the insufficient 
numbers ofcomputer security system specialists available in the work force to perfonn necessary 
security functions. Many system administrators have multiple responsibilities of which security 
issues make up only a small part, Moreover. even when security concerns are used as a 
justificatton for adding personnel. the additional resources are rarely designated as fun time 
security managers; and ~ often djverted to other+ more immediate concerns. 

We should explore dedicated line-item budgeted security resources to be assigned to 
critical government computer and telecommunication systems. Moreover. in order to be 
competitive with private sector employment. such positions. must cany sufficient salary and 
benefits to attract and retain qualified candidates. In tight of the current salary differential 
between private sector and government sector Information Technology (IT) positions, it may be 
necessary to create a separate or supplemental pay scale for IT professionals using existing 
statutory authority. Ideally. any "IT~Sca.le" would permit technical employees to rise to the top of 
the pay-scale without being forced out of technical tasks and into management poSitions. 

The Critical Infrastructure Coordination Group IWG on personnel and training issues is 
considering ways to recruit. retain, and provide advanced training for government IT 
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professionals, and is assessing such options as creation of a «cyber~corps." funding 
undergraduate or graduate education for IT professionals in return for government service. 
providing fellowships for private sector IT professionals. and a nwnber of other initiatives. 
Similarly, the Department is also looking at existing incentives to recruit and retain highly 
qualified personneL 

The lack of uniform training standards for computer security administration (either 
within government or at the university level) makes hiring decisions difficult. Non·technical 
supervisors lack the expertise to ussess the security of computer systems without the benefit of 
clear standards against which to judge system perfonnance, nOf do they have the expertise to 
evaluate applicants to perfonn these tasks. NSA. the National Institute of Standards and 
Technology (NIST),11 and the Defense Advanced Research Project Agenc)' should therefore set 
standards for networks that include recommendations: (I) for the number of dedicated security 
personnel necessary for operation of various systems; (2) for the necessary skill levels of each 
security administrator; and (3) for training and certification programs for 
computer/telecommunication security experts. In addition to ensuring adequate security for 
government systems, a comprehensive and intensive certification program, available only 
through a set period of government service, could enable the govenunent to retain such personnel 
and compete with private enterprise for qualified security candidates while simultaneously 
providing the public sector with a model for security procedures. 

The CIO Council Security Committee shouid consider whether the lack of routine 
background checks on government employees who serve in positions of trust as systems 
administrators or programmers for sensitive government computer systems is a valid concern, 
The shortage of qualified applicants for system administrator positions increases the pressure to 
fiU positions without prope'r regard for security concerns. Even when these systems do not 
themselves contain classified or sensitive information, they often have privileged access 
connections to other systems that do contain such information. The utility of a formalized system 
ofbackgrQund checks for aU appHcants for these positions should be explored. Moreover, 
security clearances for such positions should be standardized across federal agencies to ease and 
expedite the movement ofemployees among government agencies. 

77 NlST currently works with industry and government to establish secure infonnation 
technology systems and develop methods for p~tecting the integrity. confidentiality, reliability 
and availability of infonnation resources. NIST also works to enable the measurement and 
improvement of the security of information technology systems and networks while addressing 
technical issues such as cryptographic tedmiques, advanced authentication systems, 
communications security, pubHc keycertlficate management, firewall policy and design, incident 
response~ vulnerability analysis, security architectures and security criteria and metrics. NIST is 
also engaged in the production of standards, guidelines, prototypes, confonnance tests, assurance 
rnetrics and reference implementations. NIST and NSA co~chair the Critical Infrastructure 
Coordination Group's sub-group on stand~rds_ 

Page 84 



• 


• 


• 


SPEARHEAD RESEARCH AND DEVELOPME!'IT TO ENHANCE 

COUNTER-TERRORISM CAPABILITIES 


Technologkal development bas a significant role to play in protecting U.S. citizens and 
assets from the terrorist threut,1$ Techno)ogy is a vital tool to be used in conjunction with 
intelligence gathering, law enforcement, and other activities to safeguard U.S. persons and 
interests within the U.S. and abroad. While there is no tectmological"fix:" for terrorism, many 
terrorist act:;:, particularly against fixed targets. can be deterred. prevented, or mitigated by 
judicious use of technical tools, 

111c U.S. is a world leader in developing new te<.::hnology to enhance counter~terronsm 
capabilities. In order to sustain the technological advantage v.ithin the U,S, counter-terrorism 
community. there must be a comprehensive research and development strategy which includes: 
defining near and longer term technology needs, meeting specific requirements defined by end­
users of technology in the emergency responder communily, supportIng fllildamental research in 
targeted technical sectors, and supporting both competitive and centralized research programs to 
promote technological breakthroughs. Our effoI1s should not he limited to the off-the-shelf 
technical solutions for today's technical shortfalls, but should also encourage new concepts based 
on a national strategic policy which supports long tcnn technical requirements. 

-
Research and development efforts to enhance Qur counter-terrorism capabilities must be 

consistent with and complementary to our nation's overall technology goals. The National 
Security Council's Critical Infrastructure Coordination Groupjs R&D Interagency Working 
Group (lWG) has drafted a comprehensive R&D strategy which addresses the full spectrum of 
critical infrastructures. Similarly. the NSC's Weapons of Mass Destruction Preparedness R&D 
IWG is overseeing our R&D efforts to respond to WMD terrorist attacks and is addressing 
broad national technology goals in this area. As these efforts continue through the interagency 
process, the 'White House Office ofSdence and Technology Policy, which chairs tbese two 
IWGs, should continue to assure that programs to develop the specific critical technologies 
identified below to increase OUT capabilities to prevent, deter and respond,to terrorism are well 
coordtnatcd and in harmony'with these national technology goals. 

A number of federal agencies are engaged in independent research and development 
efforts, consistent with tbeir individual agency missions, which relate to our nation's overall 
counter~terrorism strategy. In addition, agencies pursue joint research and development projects 
to develop technologies which further their individual agency goals. These joint efforts allow 
them to leverage their resources for greater gains than they might achieve independently. Some 
of these joint efforts impact on our overal1 counter~terrorism R&D goals, There arc a number of 
working groups and other mechanisms 1n place which enable agencies involved in research and 
development to exchange ideas, kee'p abreast ofeach other'S progress, and minimize duplication. 

78 Office of Technology Assessment U.S. Congress, TechoolQCY Against TerrQrism: 
The Federal Effoll (July 1991) . 
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We suggest some improvements to more efficiently manage these various research and 
development efforts and to spur progress toward targeted areas of need highlighted by the goals 
and strategies of this Plan, 

OBJECTIVE: 	 lmpro,,'c ManageMent. Coordination And Development or 
Critical Technologies 

There is a need for a comprehensive clearinghouse and coordinator of interagency 
counter-terrorism research and development to provide overall structure and focus to interagency 
activities, This entity would highlight research programs with leading technical strengths; 
pinpoint duplication, overlaps and gapsj identify outstanding technical needs; provide a forum for 
improved tnter-agency communication and exchange of ideas; and promote greater efficiency, It 
could coordinate as wen as synthesize our counter-terrorism technology program and serve as a 
{:cntcr for strategic thinking and planning on related research and development. 

Action: 	 Designate Lead Interagency M~hanism To Provide 
Broader R&D Coordination Authority 

Uncoordinated counteNerrorisrn R&D efforts dilute the focus of and return on research 
doliars and may promote unwanted duplication of effort. Various federal agencies have 
memoranda of understanding to jointly fund specific types of projects to augment their individual 
agency expertise and to provide greater return on their research dollars. For example, pursuant to 
the recently signed Memorandum of Understanding for Science and Technology between the 
Department of Energy and the Federal Bureau of Investigation, eight National Laboratories ...vill 
initiate 27 projects to provide enhancements to the FBI Laboratory's capabilities for conducting 
forensic and other analyses and for responding to events involving har-ardous chemical. 
biological, and radiological materials. 

One highly successful interagency model is the Tecnnical Support Working Group, 
known as TSWG. jointly funded and managed by the Departments of Defense, State, and Energy, 
and the FB1.?9 TSWG provides an interagency forum to address multi-agency needs and 
requirements through funding of specific projects, Its focus is on rapid research, development 
und prototyping to meet specific user requirements, Though multi~agency subgroups chaired by 
agency experts, TSWG identifies R&D requirements and how to meet them in the following 
eight area<i; explosives detection and defeat~ infrastructure protection; investigative support and 
forensics: personnel protection; physical security, surveillance collection and operations support; 
tactical operations suppon~ and chemical, biological, radioiogical, and nuclear counlermeasures, 

79 Department of State provides policy oversight; the Departments of Defense and Energy 
and the FBI co~chair the technical oversight; DOD provides the management staff and faCilities; 
and State, DOD, Energy, and FBI provide the research funding., with the majority of research 
funding contributed by DOD. FBI is seeking significant funding in FY 2000 for TSWG related 
R&D activities. 
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The ability ofTSWG to reach down into its well-established and functioning subgroups, where 
much strategic thinking and peer review takes place, is a significant advantage, TSWG's current 
focus is on chemica! and biologicallhreats in urban areas, large vehicle bomb countenneasures. 
stand-(lff detection of explosives, infrastructure protection, and structural blast mitigation. The 
more than 40 federal agencies and components which participate in TSWaM! endorse its 
successful approach, which includes assessments of threats, capabilities, and requirements; 
setting priorities: issuing announcements to federal agencies, the private sector and academia for 
proposals which meet these requirements; evaluating responses to these announcements; 
awarding contracts for specific proposals; and monitoring progress on these projects 10 

completion. TSWO is highly successful in developing solutions by leveraging resources of the 
federal government, state and local representatives, the National Laboratories. academia, the 
private sectoT, and its three contributing foreign partners,!1 

These efforts, and others like them, are useful and necessarY, We should build on them to 
maximize our R&D efforts. Nevertheless. what is needed is a comprehensive mechanism 
which sets national (as differentiated from agency, mlssjon~dependent) counter~terrorism 
priorities; tracks on~gojng projects consistent with these counter-terrorism priorities; provides a 
forum for agencies to meet, discuss, and share results ofagency counter-terrorism R&D efforts; 
and promotes strategic thinking concerning long range basic research. Through the R&D IWGs 
of the Critical Infrastructure Coordination Group and the Weapons of Mass Destruction 
Preparedness Group, the National Coordinator has created such a mechanism. These IWG's. 
chaired by the Office of Science and Technology Policy (OSTP), are developing and 

• coordinating broad national technology goats and priorities. Provision must ruso be made for 
additional avenues of input and designated points of contact to provide state and local authorities 
with a means to voice their terrorism related technology needs.!2 The Justice Department's 
pro'posed l'\ational Domestic Preparedness Office could help fill this liaison role by serving to 
inform federal R&D programs about the needs of state and local first responders, coordinating 
and sharing development priorities and results within the federal community, and ensuring that 
emerging technologies are integrated into current and future first responder training. plarming. 
and equipment efforts. 

30 Since 1995, TSWG has also had agreements in place for joint R&D projects with 
three other nations: Canada, Great Britain, and Israel. 

51 TSWG is credited with having greatly increased communication among scientists of 
various agencies working similar problems. Technology Against Terrorjsm: The Federal EffQtt, 
~. footnote 35, at 4. TSWG~s interagency role in identif}'ing needs. seeking common 
approaches. and coordinating the development of new technologies was recognized in the 1995 
President's National Security Science and Technology Strategy. 

• 
82 Two-thirds of the responses to. the Stale and Local Questionnaire indicated the need for 

such a point of contact. ~ Appendix: State and Local Questionnaire, responses [0 question 46, 
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Broader R&D coordination is not intended to adversely impact individual agency R&D 
efforts. In addition to supporting counter-terrorism research througn the TSWG forum and 
interagency memoranda of understanding, the ~ationa) Coordinator should support those 
principal agencies engaged in terrorism~related research, such as DOD, FBII HHS, CIA~ EPA, 
Department ofAgriculture (USDA), DOE, and FDA, to pursue projects specific to their 
responsibilities, These projects. which may be of use to only a single agency, contribute 
significantly to the overall ,technology development effort in counter~terrorism. Although these 
projects may be pursued by a single agency, they should be coordinated through the CICG and 
WMDPG so that the counter-terrorism community is kept fully informed. 

Action: 	 Require Responses To Government Announcements Which 
Solicit Proposals For Research And Development Projects To 
Identify Pending Similar Submissions 

Numl!rous agencies: issue announcements seeking proposals from diverse sources for 
specific research and development prqjects. Responders to these announcements are not required 
to state whether they have a current application to fund essentially the same proposal pending at 
another agency. Research and development announcements issued by federal agencies which 
seek project proposals should require responders to disclose this information. This would 
mitigate against duplicate funding for essentially the same project; it would not preclude funding 
of a mOre efficient Or alternative approach, In addition, disclosure of this information in the 
response to the announcement would provide: agencies with sufficient information to confer 
among themselves as to similarity of requirements and the feasibility ofjoint efforts, This 
recommendation does not require budgetary enhancements. 

Action: 	 Develop Critical Tecbnologies That Increase'Our Capabilities 
To Prevent, Deter And Respond To Terrorism " 

There appears to be considerable agreement on the areas to target for counter~terrorism 
research investment. On-going research and development projects are addressing many of these 
needs. This Plan does not attempt to catalogue these on-going efforts. It is clear. however, that 
presently funded projects will not meet all outstanding requtccments to develop prototypes to 
satisfy all presently identified needs or for next-generation technologies. Highlighted below arc 
spc.,;ific areas in need of additional research and development focus. 

Communication 

State and local law enforcement authorities as wen as federal officials identify command, 
control. and commW1ication needs as significant The ability to communicate information 
quickly and accurately and to direct and coordinate the activities of diverse individuals and 
organizations to resolve successfuHy a terrorist inctdent is important regardless of the character 
ofttle terrorist incident. Development and acquisition of interoperable, secure, mobile, compact, 
and affordable communications systems which connect first responders .and other emergency 
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personnel to the oflwsite command structure are a high priority. 

Wi\1D Detection 

Another high priority area is improved means for detecting and identifying chemica), 
biological, radiological, nuclear. and explosive agents. Law enforcement and other responders 
express urgent need for portable (handheld or wearable), !ow~cost equipment responsive to a 
wide range oflmzards, but particularly chemical and biological agents. First respondersl primary 
need is nOI for highly sophisticated devices which distinguish among a broad range ofagents and 
identify pn:cisely which specific agent is prescnt. Rather. they urgently need a lightweight 
inexpensive alening device which alarms when a eBRN agent ~- of whatever variety -- is 
present. At the request of the Weapons of Mass Destruction Preparedness's R&D subgroup, 
TSWG has recently completed a detailed assessment of non~medical R&D needs relative to 
chemical and biological agents and countermeasures. 

There is also a need to develop a flexible deployable area monitoring system for CBRN 
agents, both pre- and post release. Such a system would aHow authorities to know where a safe 
perimeter could be established in the event of an attack. The system could also be useful at 
special events to protect against a terrorist incident. 

Cyber Tools 

Certain critical needs relate to the unique nature of particular threats and the rapidlY 
evolving nature of technology. For example, cyber-tcrrorism poses unique challenges in terms of 
detecting an incident, defending against and recovering from such an event, and tracing it back to 
its point oforigin So that the perpetrators can be identified and prosecuted. A related need exists 
for tools to aid in critical infrastructure protection. vulnerability assessment, penetration testing, 
and recovery, and there is an urgent need for a penable methodology for vulnerability 
assessments/penetration testing ("red team" attacks), In 1995, TSWG formed an infrastructure 
protection subgroup, which has identified requirements for information infrastructure security, 
electrical power distribution, nnd control and data acquisition systems. TSWG has also 
completed a road map that identifies deficiencies and is intended to serve as a guideline for 
future infrastructure protection activities in specific technical areas. 

Protecting our nation's critical infrastructures will require new tools. techniques, 
technologies, standards, and practices. PDD 63 directs OSTP to coordinate research and 
development agendas for the government related to critical infrastructure protection through the 
National Science and Technology Council (NSTC). Accordingly, OSTP established the Critical 
Infrastructure Protection R&D (nteragency Working Group under the NSTC in March 1998. 
This group, in coordination with the CriticallnfraslfUcture Assurance Office, has developed a 
comprehensive list of infrastructure protection R&D needs. 
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Medical Response Techn%gics 

Improving our medical therapeutics, including antidotes, vaccines, supportive therapy, 
and altern'ltive treatment approaches, is a high priority, Research and development targeted to 
produce new diagnostics, vaccines, and antidotes, including broad spectrum therapeutics not 
limited to specifically identified biological agents, are urgently needed, as is underlying 
biologicaJ research on the genetic make·up ofdisease~causing bacteria and viruses and on the 
mechanisms by which bacteria and viruses cause disease. 

Preparedness for and response to an attack involving biological agents are complicated by 
the large number of potential agents (most of which are rarely encountered naturally), their 
sometimes long incubation periods and consequent delayed onsets ofdlsease~ and their potential 
for secondary transmission. In addition to naturally occurring pathogens, agents used by 
bioterrorists may be geneticaHy engineered to reslst current therapies and evade vaccine-induced 
immunity. Initial research emphasis should be placed on microbes su(;h as smallPQx and anthrax 
which have the greatest potential for use as a weapon of mass destruction. For the longer tenn, 
research must target agents and diseases such as Ebola virus, brucellosis, plague, tularemia. viral 
encephalitides, viral hemorrhagic fevers, and botulism. 

A researeh program to produce vaccines and therapeutics for biological weapons faces the 
cballenge of not being able to proceed with Phase III efficacy clinical trials involving human 
subjects. Given ethical and safety concerns, infecting human subjects with a deadly organism in 
order to test a vaccine or therapeutic cannot be undertaken" Therefore. the regulatory process for 
approval of treatments must be modified to pennit the emergency use of antibiotics/antivimls and 
vaccines that have been shown to be safe and efficacious in animal models. 

Since it is likely that an intentional release ofa bioweapon wili become apparent in the 
form of a disease outbreak, emphasis must be placed on the development. evaluation and 
approval o( rapid diagnostics. Thc ability to rapidly identify and characterize a suspected 
biological agent will permit speedy treatment and/or prophylaxis. The rapid diagnostic 
technologies to be developed should be capable of detecting known biological agents as ...vel! as, 
genetically engineered organisms. 

Diagnostics. The area'i to be emphasized include the design, development and approval of 
methods for rapid detection and identification ofthe biological agent itself; development and 
approval of technology to rapidly identify components of a bioengineered microorganism; rapid 
identification of virulence factors in bioengineered microorganisms; rapid detennination of the 
microbe's drug sensitivity; development of sensitive and specific assays to identify a serological 
response to the microbe or virulenc,e factor or to a unique pathology caused by the microbe; and 
development of antibody.detection~based diagnostics to assist in epidemiologic studies. 

Antjmicrobial Drug Qs;SiIlD> DeyelQWJlent. and Testing_ Research needs in this area will fOCllS 

on the development of therapies for known agents with significant potential for use as 
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bioweapons (e.g., anthrax. smallpox)~ therapies active against drug~resistant microbes; multiple 
therapies encompassing three or more therapeutic agents, aimed at different gene functions, for 
each targeted microbe to enable treatment of drug resistant microbes; and broad-spectrum 
therapies active against microbial families. [11 the development of these therapeutics, it is 
import1Ult to focus on those with favorable pharmacokinetic properties which result in drugs 
which can he taken by mouth and rt!quire fewer doses to facilitate treatment of civilians in an 
emergency situation. 

New Vaccine DevelQpment and Testing. Vaccines are the most effective method of providing 
primary prl!vention against a broad array of infectious diseases, Research 10 develop safe, 
effective vaccines that can be administered to the geneml population or specific groups at highest 
risk is critical to protect the U.S, population from bioterrorist attacks. Although the priorities and 
timcframes for the miiitary vaccine development program do not coincide with civilian needs, it 
would be worthwhile to explore the feasibility of leveraging existing military programs to 
develop vaccines for civilian use as well. recognizing that some militar)'~produced vaccines may 
nOI he suitable for the civilian population which has a much wider range of age and health status. 

BflSJc Research and BehaviQral Stu~iGS:. The successful development of strategies for dealing 
with biological weapons depends on the availabiilty of a foundation of knowledge about these 
organisms find the diseases they cause. Because the numbers and types of microbes that can be 
used as bioterrorist weapons are many and diverse, it is critical to develop more fundamental 
knowledge of the molecular. cellular, and genetic mechanisms involved in microbial 
palhogenesis and host immune defense mechanisms. Furthermore, bioweapons may be delivered 
by non-traditional rQutes (e.g., water~borne, inhalation) and at higher'wthan-nonnal concentrations 
(such as thaI achievable by aerosoli7.ation). Increased knowledge of factors that playa decisive 
role in determining virulence and invasiveness, as well as those events or processes critical to 
initiating infection or influencing the severity ofdisease. are crucial to the development and 
approval of therapeutic strategies. Behavioral stud;' and analysis are needed to assess personal 
and public .hculth risk. determine the effects of public information. and identify the immediate 
hchavioral responses to the unique characteristics of a biological attack, as weB as the longer 
tcml impact on 'individua1s and communitjes. 

Expedited Regulatory Review and Approval. Notwithstanding the fact that efficacy clinical trials 
of therapeutics and vaccines against the mos.t likely bio)ogical weapons are not possible, the 
Food and Drug Administration (FDA) is committed to assisting and expediting the development 
of. and access to, important new products for serious and life~threatening iUncsses and 
conditions, induding products that could be used to treat outbreaks caused by biotcrrorist agents.' 
To meet this objective. the FDA is considering changes to regulations to allow approval of such 
drugs and biological products based on evidence of effectiveness derived from appropriate 
studies in animals, forgoing efficacy studies in humans. The changes would allow FDA to rely 
on evidence from animal studies where (J) the mechanism by which biological, chemical. 
radiological, or nuclear substance causes disease rutd illness and its treatment or prevention by 
the producllS reasonably well understood; {2} the effect is reproducible in multiple animal 
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species; (3) the study endpoint is clearly related to the desired benefit in humans; and (4) it is 
therefore reasonable to expect the effect of the product in MimaJs to be a reliable indicator of its 
efficacy in humans. 

Conventional Weapon TechnologieS 

Research must continue and be enhanced regarding the strengthening of existing physical 
structures against the threat of explosive attack, As we have seen with the recent events in East 
Africa, our physical structures continue to be vulnerable to terrorist attacks by conventional 
means. 

Improved tools to defeat, mitigate, decontaminate, transport and dispose of weapons are 
also needed. Stand·off detection and disruption of large vehicle bombs are another critical 
requirement in the fight against terrorism. Large vehicle access tools and dlagnostics. as weH as 
large bomb and tanker truck bomb disrupters, are important technologies in the fight against 
frequently used terrorist weapons. Technologies also need to be improved for rendering safe 
improvised explosive devices (lED:;). Low cost robotics to support bomb squads and evidence 
response teams would also be usefuL 

Non·Lelhal Apprehension Tools 

• 
Past experience with hostage and barricade situations indicates a need for development of 

non-lethal apprehension tools and techniques. Effective to01s which enable law enforcement to 
stun and temporarily incapacitate terrorists and other perpetrators who put themselves and others 
at risk of serious bodily injury or death might well provide law enforcement with alternatives to 
the use of deadly force in some situations. This would give us additional capabilitY-Io defuse 
highly charged threat situations. 

Casualty Management 

An area of signifk:ant need where new technologies would be helpful is mass casualty 
management. Regardless of the weapon used, if a catastrophic event occurs, we will need every 
available resource to facilitate response and recovery. Management of these reSOurces and 
prioritization of utilization will be essential. Technology to control utilization of resources and 
facilitate difficult decisions. to help plan responses to catastrophic events. and to provide training 
for simulation and decisl0fl making, will increase our preparedness for such incidents . 
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Technologies 10 Counter Agricultural Bioweapons 

• 	 USDA continues 10 explore and pursue a comprehensive, long-term research and 
development program almed at safeguarding our agriculturai sector. Consistent with national 
technology goals to be established by the WMDPG and the CleO, it should coordinale these 
efforts with TSWG and OSTP on projects which overlap into the counter-terrorism arena. Such 
projects may include research programs to provide tools to detect, trace, and respond to a terrorist 
attack on agriculture or the food production, proceSSing, and marketing system that involve 
biological agents or pests. some of which can also infect humans. USDA should cooperate with 
other federal agencies in preventing and controlling zoonotic (transmittable from animals to 
humans} microorganisms and pests and insect vectors (i,e., transmitters) of animal and human 
diseases. including bioweapons agents. 

The hroad-based long tenn research program proposed by USDA includes: 

• 	 Research to expand identification capabilities; 

• 	 Research to develop quick response diagnostic tests which do not incorporate infectious 
materials for use on site by non~professionals; 

• 	 Epidemiologic mapping of pathogens and pests to pinpoint their \\"orldwide geographical 
origins for use in determining the source ofa pathogen or pest; 

• • Research on genetically~engineered vaccines thaI can be manufactured in the U.S. and 
which are effective against an the highly infectious animal and zoonotic disease agents of 
biological warfare concern; 

• 	 Research to support U.S. licensing ofdisinfectants, acancides and other foreign pest or 
pathogen contro1 chemicals; 

• 	 Research on alternatives to widespread aerial chemical control of mosquitoes, midges. 
and other insect vectors of human. animal, and zoonotic disease; 

• 	 Research to prevent and control pathogens that are p(ltential antj~cTOp biological warfare 
weapons; 

• 	 Research to identifY resistance genes that can enhance genetic resistance of major crops to 
pathogens that are potential biological warfare weapons; 

• 	 Research 10 create biological weapons Hazard Analysis Critical Control Points (HACCP) 
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programsil for targeted animal and plant commodities and their potential biological 
warfare pathogens; 

• 	 Res7arch on rapid and humane animal euthanasia methods and economically and 
environmentally sound carcass disposal; 

As USDA continues to develop a targeted approach to this broad-based, long-term 
research flgencia, the National Coordinator and relevant agencies should work with USDA to 
support and pursue counter-terrorism related research consistent with the Five-Year Plan, 

Forensics and Epidemiologicallnvesligalion 

Additional areas of need for research and development include tools for forensic and 
epidemiological investigation, technology for p~otection from nnd detection ofconventional 
w~apons, tools for data mining and infonnation searching, and technology and supporting 
databases for bjometric personal identification. While these technologies may be less pressing 
and more discrete in their application than other technologies discussed herein, they nre still 
necessary to a wen balanced counter-terrorism R&D program. However, they may be more 
appropriate for individual agency pursuit or for joint efforts pursuant 10 existing memoranda of 
understanding. 

One such example is the Mobile Analytical Platform that EPA seeks to huild to provide 
forensic evidence collection .md analysis support to the FBI evidence response teams and the 
Hazardous Materials Response Unit (HMRU), To provide proper support. EPA needs to design; 
construct, operate, and maintain a fully equipped mobile laboratory capabJe of sophisticated and 
accurate analysis for the identiflcation of unknown chemical substances during on~scene criminal 
investigations. This is an enhancement of ongoing support to the FBI which EPA ha.l) been 
cOQrdinating with FBI's HMRU. EPA and FBI are currently drafting a memorandum of 
understanding on this issue. 

Additional work is required to develop database technologies that can link existing 
federal government forensic and other databases, This effort will result in an increased ability 
regarding source attribution, a critical factor in successfully identifYing and prosecuting terrorists. 
TSWG is currently working on three projects in this area. The first deals with identifying ink 
sources on fraudulent passports. The second is identifYing international soils and dust samples, 
as well as air quality and poUco. The third deals with fiber identification. particularly from 
carpets and niicrocontaminants in dyes, 

U USDA maintains emergency operational plans to guide eradication programs triggered 
by the discovery of dangerous pests and pathogens. These plans should be extended to all 
recognized bioweapons risks for targeted commodities in cooperation with olher federal 
agencies. the states and private industry. 
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Action: Provide For Coordinated Acquisition OfTecbnology 

Our overall strategy on meeting technology needs arising out of this counter~terrorism 
plan must encompass various aspects, including development ofnew technologies~ production 
and testing of prototypes, establishing standards and specifications, broader production of 
affordable technologies, acquisition, distribution. and training for effective use. At present. each 
agency functions largely on its own. A central acquisition mechanism could reduce costs and 
promote efHciency without interfering with mIssion specific procurements and established time 
lines, 

In our consultations with acadcmia,M they shared this view and recommended a 
coordinated. broadly focused budget program to plan, coordinate. and track all R&D and 
acquisition projects to improve all counter-terrorism capabilities -~ conventional and 
unconventional, defensive and offensive, domestic and foreign." They propose drawing on 
Defense Department expertise in rapid, large-scale procurement 

On a limited scale, the Department ofJustice is putting in place the necessary procedures 
to provide for acquisition ofequipment which meets uniform standards to facilitate operations 
relative to terrorist acts within the U,S. which may involve numerous agencies and jurisdictions. 
The proposed Nat~onal Domestic Preparedness Office (NDPO) within the Department of Justice, 
discussed tll!..Ill1l, at pp. 22-23. would be one means by which to coordinate such an effort and to 
encourage state and local authorities to purchase equipment which meets such standards. In 
addition, in coordination with other agencies which have statutory authorities and programs for 
preparing for and responding to terrorist incidents involving weapons of mass destruction, 
including DOD, HHS, DOE, FBI, EPA and FEMA, the Department ofJu"ice is establishing an 
acquisition, mechanism through its Office for Slate and Local Domestic Preparedness Support. 
which v.ill provide grants to state and local authorities to purchase equipment through the 
Department of Defense from an approved Ii" of standardized items best suited for WMD 
response, These acquisitions must meet defined needs consistent with preparedness plans to be 
drafted locally. It is anticipated that this acquisition mechanism will begin functioning during 
FY99. Consideration should be given to an overarching acquisition mechanism which applies to 
counter~terrorism acquisitions which faU outside the scope of equipment needs of first responders 
and emergency persoIll1el involved in state and toeal domestic preparedness, 

« This approach was discussed at the Colloquium on Countcr~terrorism at the Kennedy 
School of Government, Harvard University, July 10, 1998. 

liS We recognize that cyber'R&D development and acquisition needs to be coordinated. 
However l development and acquisilion of cyber technology is somewhat unique. Significant 
private sector infrastructure issues are but one aspect of cyber R&D which impact on whether an 
overall central mechanism should include tyber technology or whether the cyber area should be 
handled separately. This issue requires further study within the R&D and cyber communities, 
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In the Attorney General's April 1998 statement to Congress concerning the threat of 
chemical and biological weapons~!6 the Attorney General described the extraordinary acquisition 
requirements that could be created by a significant OT catastrophic chemical or biological terrorist 
event. "We may need to develop an approach which will permit the government to accelerate the 
normal procurement procedures to quickly identify and deploy new technologies and substances 
needed to thwart terrorist threats and respond to terrorist acts, These procedures would be used 
oot only to purchase medications and other needed tools, but also, in some instances, to borrow 
medications Of tools from, or 10 enter ~nto effective partnerships with both academia and 
industry," Such extraordinary acquisition needs couid also arise in the context of a broad based 
conventjonal weapon terrorist attack or as the result of a cybcr att~ck. 

Congress responded to this need in the 1999 Appropriations Act for the Departments of 
Commerce, Justice, and State, the Judiciary, and Related Agencies by providing expedited 
acquisition procedures under extraordinary circumstances. Section 115 of that Act provides that 
the Attorney General may use any appropriated eounter¥terrorism funds for the purchase or lease 
of equipment or services in the event ofan exigent need for such equipment or services to 
support an ongoing counter·terrorism, national security. or computer crime investigation or 
prosecution which need cannot otherwise be timely met. This provision, which allows the 
Attorney General to by-pass nonnal acquisition rules and regulations, provides a mechanism to 
facilitate quick response in appropriate circumstances. 

The Office ofthe,Nalional Coordinator, through the interagency Weapons of Mas$ 
Destruction Preparedness and Critical Infrastructure Coordination Groups. is exploring new ways 
of doing business in order to more expeditiously respond to new types of terrorist threat. With 
the provision of state and local input. these working groups • ~ or subgroups theroof - - could be 
charged to.fully explore this concept and to develop a soggested approach Of approaches. State. 
and local input is important because two-thirds of the responders to the state and local 
questionnaire indicated a need for a point of contact on counter~terrorism technology issues, and 
because state and local personnel v.ill be the end users of much of the tools, equipment, and other 
technology rdated to counter-terrorism. 

COI'iCLVSJON 

The Conference Comminee Report which called for the preparation of this strategic Plan 
directed that the Ptan De updated annually to institutionalize coordination of national policy and 
operational capabiJities in regard to counter-terrorism. lnese same aims are also at the COre of 
PDDs 62 and 63, which provide for specific, progressive, and coordinated agency actions over 
the next severo) years to continue to strengthen our national counter-terrorism program and 
fortify our National Information 1nfrastructure. Our present assessment indicates that many of 

116 Statement of Attorney General Janet Reno, Hearings of the Senate Judiciary 
Subcommittee on Technology, Terrorism and Government Information and the Sele<:t Committee 
on Intelligence, '"The Threat of Chemical and Biological Weapons," April 22, 1998. 
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the specific proposals and recommendations in the Five~Year Plan correspond directly to 
requin,"Illcnts outlined in the PDDs. Thus. the PDDs and the Five-Year Plan should be viewed as 
complementary efforts to further our goal ofincreased readiness and capability to deal with 
terrorism and its consequences. 

The Plan suggests a number of issues to be studied during the coming year. Although a 
few of these studies are mission~speciflc to certain agendes. many of them fall within the 
purview ortne Weapons of Mass Destruction Preparedness Group, the Critical Infrastructure 
Coordination Group, and the nwnerous subordinate interagency working groups established to 
implement PDDs 62 and 63, The first annua1 review uftne Plan should evaluate progress made 
in these studies and report any additional recommendations or other steps to be taken as a result 
of these studies. In addition, the first annual review should reassess whether feedback from the 
private sector through the network established pursuant to PDD 63 is sufficient and how this 
feedback ought to be incoljJoroted into updates to the Plan, 

The Plan is broad in scope and ambjtious in its gonls. It attempts to address 
comprehensively the mandate of the Conference Committee Report. particulariy in the areas of 
emerging threats from chemical and biological agents and from cyber-attacks on computer 
systems as emphasized in the Report. It is hoped that the Five-Year Interagency Counter~ 
Terrorism and Teclmology Crime Plan win serve as a baseHne strategy for coordination of 
national policy and operational capabilities in this vital national security area. 

• 
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