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EXECUTIVE SUMMARY

DISPLAY SELECT wss a “no-fauli/no-inspection” field training exeecise (FTX) invalving
selected Federal, State, and local government agencies held at two locations in the
Commonwealth of Virginia from September 18 through September 27, 1995, Tt was designed 10
exercise, and evaluate plans, policies, procedures, and systems used by Federal, State, and local
responders to a nuclear weapon aceident,

Planning for the exercise began with the Initial Planning Conference in June 1994 and ended
with the Final Planning Conference in August of 1995, Twelve functional working groups with
the charter to * develop, design, conduct, and evaluate the exercise from unique perspectives,”
were used to accomplish the detailed planning for the exercise. The grotips met on an “as-
needed” bazis between the formally scheduled conferences and developed specific obisctives
designed to support achievement of the exercise’s overall objectives. FEMA was 3 member of
the Policy Working Group which also had representation from the Office of the Secretary of
Defease (O3D), the Department of Energy (DOE), the Joiat Staff (JS), the Department of the
Navy (DON}, the United States Atlantic Command (USACOM]}, and the Comumonwealih of
Virginia. :

The major participants in Bxercise DISPLAY SELECT included the Headquariers and field
elements from DOD, DOE, FEMA, and other Federal departments and agencies including the
Department of Agriculture (USDA), the Department of Transportation (DOT), the Federal
Aviation Administration (FAA)Y, U3, Coast Guard {USCG), the Environmental Protaction
Agency {(EPA), and the Department of Health and Human Services (HHS). The Commonwealth
of Virginia and two local jurisdictions, James City County and York Couaty, completed the list
of participents.

There were three different levels of objectives for the exercise. The first consisted of overall
objectives aimed mainly ar exercising and evaluating the full range of Federal, State, and local
governmernt plans, policies, procedures and interfaces as they applied to a nuclear weapon
aceidant. The second level of objectives were those developed by the working groups. These,
pbiectives were more specific and included three that were focused toward FEMA. The first”
abjective vias 1o “exercise and evaluate the Federal Response Plan (FRP) and the Federal
Radiclogical Emergency Response Plan.” The second was to “exercise and evaluate the role and
responsibiiities of FEMA in response o a nuclear weapouns accident” The last of the objectives
focused on FEMA was to “exercise and evaluate the role and cesponsibilities of the Federal
Coordinating Citicer.” The third level of objectives consisted of those developed by each of the
participating organizations. FEMA's objectives were 10

. Explore/establish the joint command and control structure resuiting from the
concurrent use of the Federal Radiological Emergency Response Plan (FRERP)
and the Federal Response Plan {FRP}).

£
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. Validate the use of the FRP Radiological Emergencies Incident Annex in a
nuclear weapons accident response.
. Explore/establish the linkages between DOD offsite funding and the Stafford Act
- and the Comprehensive Response, Compensation and Liability Act (CERCLA)
funding mechanisms,

‘The exercise scenario was based on a simulated U8, Navy puclear weapon accident resulting in
a radilogical release that contaminated land and water areas surrounding the Fleet and Industrial
Supply Center {FISC) Cheatham Annex and the Naval Weapons Station (NWS) Yorktown,
Virginia. The exercise began on September 18 when a civilian aircraft crashed into a pler at the
FISC upon which two conventional and two nuclear tornahawk missiles were positioned with
some demolition materials. The explosion and fire that followed the crash resulied in the
detontion of one conventional missile which, in tum, destrayed ane nuclear weapon and
damaged the other. The smoke plume {rom the {ire, containing radiological contamination,
drifte: generally southwest from the accident site and created significant prablems for pontions of
the Virginia Peninsula. Active play continued through Seprember 22, 1995, An administrative
break was taken over the weekend {September 2324 and active play resumed on Monday,
Septe mber 25, for three more days.

DISPILAY SELECT can be characterized as an exgreise that featured several significant “firsts.”
It was the first full-field nuclear weapons exercise in over a decade that had 24-hour-a-day play;
the first nuclear accident exercise to include full mortuary affairs play; the first exercise of its
type 10 play the FRP/FRERP interface with Federal and State elements; and the first to use 10
emergency rather than a major disaster declaration to iniliate Federal consequence management
activities. DISPLAY SELECT was also the first exercise of its type to eliminate the concept of a
phased response to the accident (separating the technical response to the accident from the non-
technical respanse to the consequences of it).

The results of the exercise highlighted the fact that while the command and control structures,
roles, and relationships established between responding organizations under the FRP and the
FREFP when only one or the other plan is being used were generally understood, there was
confusion when both plans were in effect. This was evident ducing the exercise when a
Presidential Emergency Declaration was issued and the question of who was in charge was raised
by the senior players from the Lead Federal Agency (LFA). Confusion regarding this issue can
be exslained, in part, by the fact that several of the LFA senior players were new to their real-
worlé assignments and had no experience, actual or exercise, in dealing with either plan. Adding
to the confusion was the perception that the FRP was implemented by the declaration when in
fact portions of it bad been in effect shortly after FEMA Region [i bad been notified of the
incident. What the LFA senior players did know was that following the declaration, a Federal
Cosrdinating Officer (FCO) would be appointed. 1t was the role of this individuel that wasnot
understood. It should be poted that there were other exercise participants familiar with each of
the plans who appeared to be equally confused. The relationship between the two plans might
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have been clarified by the draft Radiological Emergencies Incident Annex to the FRP which was
1o have been validated in the exsrcise; however, due to real world operational requirements, the
draft Anrex had not been finalized and could not be fully validated.

Issues regarding funding (FEMA Exercise Objective 3} surfaced on the first day of the exercise
when legal representatives of the LFA met with the Senior FEMA Official (SFO) and members
of his staif to discuss various concerns the LFA had about compensation to the Commeonwealth
for expenses incurred in its response 10 the accident and to individuals affected by the incident,
The decision by the exercise President (based on the recommendation of the exercise FEMA
Director) to initially grant an emergency declaration rather than a major disaster declaration
raised immediate questions regarding funding under the Stafford Act and how it differed from
one declaration to the other. A briefing explaining the differences and describing other funding
measures under the Stafford Act was provided to senior players and other exercise participants.
Dvscussions of funding issues which continued throughout the remainder of the exercise revealed
some interesting findings. For example, it was determined that apparently, there 15 no statutory
authority that provides a mechantsm 10 reimburse businesses for revenues lost as a result of
customers being unakle to patronize them because of a radiclogical emergency. The number of
legal issues that arose, in addition to those dealing with funding, were enough to result in a
recommendation that a post-exercise Legul Working Group be formed to further discuss them.
Membership would be expected to include legal representatives from the major organizations
participating in the exercise, DOD, FEMA, DOE, EPA, and others as appropriate,

Exercise DISPLAY SELECT provided FEMA an opportunity to gain insights into the potential
issues that could arise in a sitnation in which there was concurrent use of the FRF and FRERP
and reinforced the recognized need for finalization and pubiication of the Radielogical
Emergencics Incident Annex to the FRP, The exercise also demonstrated the fact that thers 182
tack of undarstanding of the differences between a Presidential Emergency Declaration and a
Major Disaster Declaration and the type(s} of situation where cne would be preferable over the
other. While there was frustration on the part of some of the members of the Disaster Field
Office {DFO) over the low level of activity they experienced during the exercise, most
participants agreed that it was a good learning experience and it'provided them with some
valuable insights into what could be expected in this type of radiological emergency,

The exercise provided FEMA with & higher degree of visibility than it bad in DIAGRAM JUMP,
the nuclear weapon accident axercise held in 1994, It was evident that there is recognition of the.
role the Agency has to play in these types of incidents snd FEMA should take advantage of that
fact by continuing to participate as fully as possible {within the bounds of real-world operational
requirements) in these types of exercises,
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EXERCISE DISPLAY SELECT AFTER ACTION REPORT

1. PURPOSE

* This report provides a record of the Federal Emergency Management Agency (FEMA)
participation in Exercise DISPLAY SELECT, an Office of the Secretary of Defense (O8D)-
directed, Joint Staff (JS)-coordinated, Defense Nuclear Agency (DNA)-sponsored field training
exercise (FTX),

2. GENERAL

DISPLAY SELECT was an FTX involving selected Federal, State, and local government
agencics heid in the Commonwealth of Virginia from September 18 through September 27,
1995, It was designed to exercise and evaluate plans, policies, procedures, and systems used by
Federal, State, and local responders to an accident involving nuclear weapons. Exercise events
were designed to focus on the interaction between various command and control systems
{military and civilian) and organizations that have responsibility for different portions of the
response to a nuclear weapon accident. DISPLAY SELECT was & “no-fault/no-inspection”
exercist. There will be no formal evaluation of the exercise by the sponsor, DNA; however, the
Ageacy will prapare an After Action Report.

3. EXERCISE PLANNING
The planning for Exercise DISPLAY SELECT was accomplished through the use of

twelve working groups, each with the general charter to “develop, design, conduct, and evaluate
the exercise from unique perspectives.” The groups met on an “as-needed” basis throughout the
planning cycle (gencrally between the formally scheduled conferences) and developed specific
ohbiectivas that supported those set for the overail exercise. A leader for sach working group was
chosen based on that individuals® éxperience and rank after consulting with the primary exercise
planners, The working groups were as follows:

I

8. Scenario £ Protocol

b, Weapons h. Public Affairg
¢ Hazards 1, Policy

d. Legal i Site Restoration
£, Communications k. Medical

£, [ogistics 1. Plansg

FEMA, represented by Mr. Eugene Richard {Headquarters, FEMA} and Mr, Joseph Zagone
{FEMA Region III}, was a member of the Policy Working Group. The group was charged with
the responsibility to develop Washingten and Maior Command (MACOM)-level exercise play
and to coardinate real-world policy discussion inveiving the release of information, weapon,
usage, and scenario problems., COL Clif Ripperger, Office of the Peputy o the Under
Secretary of Defense { Policy) for Policy SupportEmergency Planning (ODTUSD (P} PS/EP)
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chaired the working group whose other members represented Otfice of the Secretary of Defense
(OSD} functions of Public Affairs and Legal, the Department of Energy (DOE), the Joint Staff
{IS}, Cepartment of the Navy {(DON), United States Adantic Comemand {(USACOM), and the
Commonweaith of Virgima.

Seven formal conferences were held to accomplish the planning for Exercise DISPLAY
SELECT. The Initial Planning Conference took place in June of 1994 and was followed by a
Scenario Development and Site Survey Conference in September 1994, The next meeting was
the Mester Scenario Event List (MSEL) Conference in December 1994 and a Siie Restoration
Working Group (SRWQG) Conference in January 1995, A MSEL Review Conference was held in
Apri] 1993 followed in June of that year by a Logistics Support Conference. The Final Planning
Conference oceurred in August 1995, Working Group Chairs provided progress reports at each
conference and action items were identified, discussed, and if necessary, assigned to a spc{:z;zz:
orgam :ation for resolution, '

4, E‘XERC}}SE PARTICIPANTS

Major organizations participating in the exercise included the Headquarters and field
elements from the Department of Defense (DOD), DOE, FEMA, and other Federal departments
and agsncies including the Department of Agriculture (LUSDA), Department of Transportation
{(DOT), Federal Aviation Administration {(FAA}, U8, Coast Guard (USCG), Environmental
Protection Agency {EPA), and the Department of Health and Human Services (HHS). Individual
. participants from Headquarters, FEMA were as {ollows:

e Mr. Joseph H. Flynn, legal counsel/advisor to the Senior FEMA Official

{SFO) Federal Ceordinating Officer (FCOJ;,

;;“ Ms., Cynthia 8. Mazur, the exercise FEMA Director;

§ == Mr, Douglas Scott, liaison to the O8I Crisis Coerdination Center {CCC);

- Meassrs. Donald Renedict and Robinson Stevens, FEMA Controllers at the
axercise site;

- Mr. Daniel Wilcox, FEMA Controller/Player at the exercise site; and

\ Mr. Eugene Richard, Senior FEMA Controller at the exercise site.
FEMA Region I personnel participating in the exercise included:

b Mr. Robert Guater, SFO and FUO;

e Messrs. Woodrow Brzozowski, Frank DeGregory*, Ross Fredenburg, David Hall,
Fohn F mryson Ed Hummel*, Ray Roman*, Henry Skoczalek, Degge Thomas, Nelson Wiles*,
Ms. Theresa Clecarello* and Ms. Eileen Taylor®, all members of the Advance Element of the
Emergency Response Team (ERT-AVERT/Disaster Field Office (DFO}y;

(S M. Joseph N. Zagone, Senior FEMA Regional Controller; and

pun Ms. Rita Calvan and Ms, Janet Lamb, visitors to the exercise.

~ In addition to the personne! from FEMA Region 1L Mr. Tim McCoy from FEMA Region
I attended the exercise as an observer. ‘

* {performed duties in sopport of ESF 5)

H
i
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The following non-FEMA personnel participated as members of the ERT/DFO:

-- Mr. Don Deuterrman, Federal Highway Administration (FHWA), Ms. Julie
Burns, USCG, and Mr. Warren Mechan, FAA -- Emergency Support Function (ESF) [;

-- LTC Francis Cheng, National Communications System /Individual Mobilization
Augmerntee (NCS/IMA) and Mr. Paul Nestel, NCS Resource Management/General Services
Administration (NCSRM/GSA) -- ESF 2;

-- Mr. John Baxter, U.S. Army Corps of Engineers (USACE) and Mr, Benny Hom,
USACE -- ESF 3;

.- Mr. John Figler, Public Health Service (PHS) -- ESF 8,

-- Mr. Walter Lee, EPA and Mr. Bill Belanger, EPA -- ESF 11,

-- " Mr. John Nagy, USDA -- ESF 11, and

-- Ms. Kathy Gant, Oak Ridge National Laboratory, who served as the Federal
Radiological Monitoring Assessment Center (FRMAC) liaison to the ERT-A/DFO.

: 5. LEXERCISE OBJECTIVES
There were three different levels of objectives for Exercise DISPLAY SELECT. The first
level consisted of the eleven overall objectives listed below:

. Exercise and evaluate Federal, State and local government plans, policies,
procedures and interfaces as they apply to a nuclear weapon accident.
. Exercise and evaluate public affairs plans, policies, and procedures in

accomplishing an effective, responsive, and coordinated pubic affairs effort at the
national, State and local levels,

' Exercise and evaluate command, control and communications plans, policies and
procedures among the military, Federal, State and local civil government response

* elements and between the accident site, the various local counties and

municipalities, the Commonwealth of Virginia and Washington, D.C. command
centers.

. Exercise and evaluate legal policies and procedures for an effective and

} comprehensive legal affairs program.

! . Exercise and evaluate response measures taken to accomplish timely initial

I accident notification, verification and follow-on civil and military reporting.

’ Exercise and evaluate the notification, activation, deployment, integration and use
of specialized response forces.

. Exercise and evaluate the coordination and approval process required for
appropriate authorities to confirm the involvement of nuclear weapons.

. Exercise and evaluate the initial site restoration strategy through an interactive
process between military, Federal, State and local government officials,

. Exercise and evaluate the full range of weapon recovery operations, including

' integration of U.S. military forces and local civil government emergency

responders. This will further facilitate the exchange of information in developing
and approving future weapon recovery plans, policies and procedures.

FOR OFFICIAL USE ONLY 3
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Exercise and evaluate the transfer of custody of the damaged nuclear weapon from
POD o DOE. )

Exercise and evaluate the transport of damaged nuclear weapons from the exercise’

to DOE Nevada Test Site (NTS).

~ tiach of the working groups had specific exercise objectives, as well. Those applicable to
the Policy Working Group, of which FEMA was a member, included:

Exercise and evaluate the Pederal Responze Plan (FRP) and the Federal
Radiological Emergency Response Plan {(FRERP).

Exercise and evaluate the role and responsibilities of FEMA in response to a
nuclear weapons accident.

Exercise and evaluate the role and responsibilities of the Federal Coordinating
Oftficer,

Exerzise and evaluate accident notification, verification and follow-on civil
reporting.

Exercise and ¢valuate Federal, State and ocal policies, procedures, and interfaces,
Exercise and evaltate Washington-level interagency coordination of Federal
policy direction and oversight,

Exercise and evaluate national State, local and private sector policy and
procedures.

Exercise and evaluate the Office of the Assistant to the Secretary of Defense
(Atomic Encrgy).{ATSD{AE) in its role a3 the technical advisor to the Secretary
of Defense and Office of the Secretary of Defense (O8D) principals and its
relationship with the Office of the Deputy to the Under Secretary of Defense
(Policy) for Policy Support (ODUSD{PIPS) responsible for emergency planning
and policy regarding all aspects of consequence management and disaster
response.

Specifically, exercise and evaluate transfer of Joint Staff command and control of
the initial DOD response effort to the appropriate Military Depastment or Unified
Comrnand.

Exercise and evaluate the role of the Secretary of the Army, as DOD executive
agent, for the military support to civil authorities (MSCA) in response to a nuciear
weapon accident.

Exercise and evaluate the role and responsibilities of the appropriate Military
Departments and Services during a nuclear weapons accident.

Specitically exercise and evaluate national-level command centers.

Specifically exercise and evaluate accident notification and verification, and
appropriate follow-on civil and nulitary reporting.

Exercize and evaluste the OSD/Crisis Coordination Center (CCC) in its role of
supporting ATSD{AE] in the acquisition and dissemination of information about
the aceident.
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The FEMA-specific exercise ohjectives included the following:

b Explore/establish the joint command and conwrol structure resulting from the

| concurrent use of the Federal Radiological Emergency Response Plan (FRERP)

: and the Pederal Response Plan {FRP}.

» Validate the use of the FRP Radiological Emcrgenc‘zcs Incident Annex ina
nuclear weapons accident response,

. Explore/establish the linkages between DOD offsite funding and the Stafford Act
and the Comprehensive Response, Compensation and Liability Act (CERCLA)
funding mechanisms.

f. SCENARIO

The scenario for Exercise DISPLAY SELECT was based on a simulated USN nuclear
weapon accident resulting in 4 radiological release that contaminated land and water areas
" surrounding the Fleet and Industrial Supply Center (FISC) Cheatham Annex and the Naval
Weapons Station (NWS) Yorktown, Virginia. The exercise began at 0800 Eastern Daylight
Time (EDT) (local} Monday, September 18, 1995, when an aireraft crashed into a pier on which
two conventional and two nuclear tomahawk missiles were positioned along with some
demolitisn materials, The ensuing explasion and fire caused one conventional migsile to
detonate. destroying one nuciear weapon and damaging saother. The resultant smoke plume,
containing radiclogical contarnination, drified generally southwest of the accident site creating
significaat problems for portions of the Virginia Peninsula,

7. EXERCISE ARTIFICIALITIES

_ Exercise planners recognized that certain artificialities and constraints, while detracting
from the overall realism of the exercise, were necessary to facilitate accomplishment of the
exercise Sbjectives. The artificialities and constraints included the following:

. Some personnel were required o act as both controllers and playvers,

. Sutrogates played in place of some key decision makers. The surrogates were, in
most instances, junior to the principals they were representing.

. Although the exercise was played in near-real time, some events required time
jumps or were accelerated to miget exercise abjactives,

. The exercise scenario required a high degree of artificiality, in regard o the Jevsls
of contamination released, 1o fully energize the assets of Federal, State and local
participants, '

. Artificial data was created by the Hazards personnel to facilitate consequence

management play during the final three days of the exercise,

8.  CONDUCT OF THE EXERCISE

Active play for the exercise was scheduled for a peried of eight days. The first five days,
September 18-22, focused on the response to the stmufated accident at FISC Cheatham Annex.

FOR OFFICIAL USE ONLY v 5
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The last three days, September 25-27, dealt mainly with on- and off-base site restoration issues,
There vas an administrative break in active play over the weekend of September 23-24. When
play resumed on Monday, September 25, controllers provided a short briefing to players '
informing them of the general level of play for the last three days, reminding them that play
picked up where it ended on the preceding Friday, and alertiing them to the fact that the hazards
plots and other data had been artificially updated to assist in restoration play. Two “Hot Washes”
were held in the exercise, The first occurred on Friday, September 22, and focused mainly on
observations regarding the response to the accident. The second, held on Friday, September 27,
providzd players and controllers the opportunity to discuss restoration activilty observations and
share their overall impressions of the exercise.

9. OVERALL EVALUATION OF THE EXERCISE

The DISPLAY SELECT scenario and the play that it generated were generally sufficient
to provide the opportunity for the majority of participating organizations and agenciss to evaluate
most ¢f the general and specific exercise objectives, Technical elements and response personnel
from DOD and DOE and emergency responders from the Commonwealth of Virginia were
provided a situation in which procedures for interaction between military and civilian command
and conirol elements could be examined and policy, procedure and system deficiencies could be
identified. The scensrio also provided for the exercise of public affairs plans, policies and
procecurss as they related to a nuclear weapon accident and legal policies and procedures needed
for a comprehensive and effective legal affairs program. The robustness of consequence
management play in the exercise was less than optimal, due mainly to the levels of contamination
that were portrayed in the scenario.

10, EVALUATION OF THE FEMA EXERCISE OBJECTIVES

The FEMA objectives {or Exercise DISPLAY SELECT were developed 10 focus on three
areas of interest; 1) the command and control structure that would result when the FRP and the
FRERP were used concurrently; 2) the validity of the draft FRP Radiological Emergencies
Incident Annex; and 3) funding questions regarding the use of various Jegislative authorities 1o
compensate off-site victims of the gccident.

The FEMA MSEL and supporting implementers were designed to create 4 situation in
which the FR¥ would be implemented and the $FO would transition to an FCO. Changes noted
in the command and control structure and relationships when these events occurred were w be
documented, Validation of the draft Radiological Emergencies Incident Annex fo the FRP was
closely related 1o the first objective. It was expected that as Presidential declarations occurred,
there would be subtle changes in the command and control structure and corresponding
relaticnships between responding agencies and designuted officials. Unfortunately, this objective
could not be fully achieved due to real world operational requirements that precluded finalization
of the draft Annex for the exercise, There was 2 significant amount of exercise play in the legal
arza, much of which concerned funding issues and the identification and use of various
authorities o provide different types of compensation to the victims of the consequences of the
nuclenr weapon accident,
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There was a recurring problem that surfaced during Exercise DISFLAY SELECT which
influenced the level of play at the Headquarters. During the planning for the exercise,
arrangements had been made for certain staff personnel to act as members of an Emergency
Support Team (EST) Respanse Cell, serve as the exercise FEMA Director, and to participate as
players at the exercise site. Due to real world operational requirements, only one of the
predesignated personnel was able to participate as planned. While last minute substituies (all of
whom performed their roles very well) were found for some of the positions required, overall
FEMA. involvement in the exercise was less than optimal. In this regard, consideration should be
given jo identifving and preparing at least two alternates for any key exercise positien the Agency
plans 1o play.

FEMA had three exarcise objectives for DISPLAY SELECT. A discussion and
subjective evaluation of each of these shiectives follow:

Objective 11 Expl siablish the joint command and conual strocture resulting fr

the corcurrent vse of the Federal Radiological Emergency Response Plan (FRERP) and the
Federa! Response Plan (FRP).

Discussion:  The focus of this objective was to identify the command and control
structurs that was initially established by the LFA (in this case, the U.8. Navy} to respond to the
nuclear weapon accident in concert with other IDOD, Federal, State and local government
organizations and agencies under the broad umbrelia of the FRERP. Then, when an emergency
of major disaster Jeclaration was made by the President and it was clear that the FRP was
implemented, to note the manner in which the structure and relationships changed, if at all. The
initial command and control structure gsiablished by the LFA when the accident occurred, was
generally the same as that cutlined in the FRERP and the draft Radiological Emergencics
Incident Annex o the FRP. A Joint Operations Center {JOC) was activated, under the
operational contro! of the Onscene Commander (OSC), containing the LFA staff and various
liaison personnel from other agencies and activities involved in the response. In addition to the
JOC, o other elements were established; a Joint Information Center (J1C), under the
operaticnal control of the LFA Public Affairs Officer (PAQ), and the DOE Federal Radiclogical
Monitering and Assessment Center (FRMAC), The Regional Operations Center (ROC), the
ERT-A headed by the SFO and the State Emergency COperations Center (EQC) under the control
of the Cirector of Operations, Virginia Department of Emergency Services {DES) complered the
major elermenis of the command and control structure established to manage and direct the initial
response 1o the accident.

At this point in the exercise the JOU was serviag as the focal potnt for crisis management
by directing and managing on-site activities, establishing requirements and priorities with the
Commonwealth, and covrdinating the overall technical response to the accident, The ERT-A
was coordinating with the Commuonwealth, through the Regional State Liaison Officer, ¢
determine what assistance and non-technical, offsite resource support was needed based on
requirements that were being identified, priorities, and projected actions o protect the population

FOR OFFICIAL USE ONLY 7
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from the effects of the radiclogical contamination. In addition, the SFO and his Legal Advisor
were irvolved in discussions with the representatives from the LFA's Legal Element regarding
funding issues expected to arise as a result of the accident and probable offsite contamnination,
The SFO and members of his staff were also reviewing the request made by the exercise
Governor for a Presidential Major Disaster Declaration.

The FRMAL, esteblished by DOE at the request of the Commenwealth, was ¢coordinating
and assisting in radiological monitoring and assessment activities with Federal, Commonweslth
and locaf agencies. The Advisory Team on Environment, Food, and Health was formed and
collocated with the FRMAC,

Coordination of public information activities was accomplished through the JIC and
under the operational controi of the Navy Public Affairs Officer (PAD). Public affairs personnel
from other Federal Depariments and agencies as well as the Commoenwealth were pmv ided. the
opportunity to pariicipate as members of the Center.

On the second day of the exercise, the exercise President, based o the recommendation
of the HF(, Regional Dir¢ctor, and the exercise FEMA Direcior, granted an emergency rather
than the major disaster declaration that had been requested by the Commonwezlth, At this point
in the exercise, the Commonwealth could not provide specific emergency requirements that were
not being met, nor provide information regarding assistance programs that were needed. In
addition, the LFA appeared to be meeting the emergency needs that had been identified, When
the emergency declaration was made there was confusion on the part of the LFA and some other
plavers as to the effect it had on the established command and control structure and if it was
different than it would be if a maior disaster declaration had been granted. ht was recognized by
the LFA that with the emergency declaration the FRP was implemented (although, in reality,
portions of it were already in effect) and the SFO would fransition to an FCO; howsver, the role
of the FCO was not understood by the LFA and this led to the question of “who’s in charge?”
The confusion was evident in an OPREP-3 message from the Service Response Foree (SRF) to
the Chairman Joint Chiefs of Staff (CIJCS) (192100Z Sep 95) which stated; “Presidential -
Declaration of Emergency issued a1 1635 local, Face to face turnover with Mr. Bob Gunter
(FEMA) as Lead Federal Agency at 19205527 Sep 95, Continuing base recovery actions.” Ina
subsequent OPREP-3 message {192200Z Sep 95) the LFA issue was clarified by & remark which
read, “...... DOD remeins Lead Federal Agency. Senior FEMA Official has assumed duties ag
Federal Coordination [sic] Officer in support of SRF.” Although the mesgage seemed to
demonstrate an understanding by the SRF Commander of the command and control structure and
corresponding relationships when both the FRP and FRERP were in effect, this understanding
was nol evident on the part of all of the response personnel and elements in spite of the effonts by
the FCO, his Chief of Staff, and Legal Advisor to clarify the issue. The subsequent Presidential
Major Dsaster Declaration on the third day of the exercise again raised the issue of who was in
charge. Ultimately, the issue was settied through an arrangement in which the Navy remained the
LFA for the technical radiclogics) response to the accident and FEMA became the LFA for the
offsite, non-technical, non-radiclogical response in support of the Commeonwealth. This
arrangement, described as “co-leads,” appeared to satisfy senior players. There was no physical
change in the command and control structure that had initially been established at the start of
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exersise (STARTEX),

Evaluation: The basic command and control structure that was established to guide the
response (0 the nuclear weapon accident was essentiaily the same as that outlined in both the
FRERP and the draft FRP Radiological Emergencies Incident Annex, The structure appeared to
be adequate to respond o the effects of the accident and the needs of the Commonwealth as they
were defined during the exercise. It was evident however, that while the basic command and
control structure and the concept of a single LFA under the FRERP was understood by the senior
players at the exercise site, the effect of the emergency and major disaster declarations and FRP
implementation was not. It was initially assumed that FEMA became the LFA under the FCO
when the FRP and FRERP were both in effect and there was a lack of recognition regarding the
divizion of responsibility for the technical versus non-technical and on-site versus offsite
responses to the accident and its effects. The arrangement that was ultimately agreed to, that of
“co-.eads” between the Navy and the FCO, appeared to be acceptable and functional. It should be
noted that the co-lead arrangement did not carry over to the operation of the JIC. The Navy, as
LFA, maintained control of the JIC throughout the exercise. This situation probably resulted, in
part, from the fact that because of real world operational requirements, thers was no
representation at the exercise site from the FEMA Headquarters Office of Emergency
Information and Public Affairs. The effect that these operational requirements had on other
aspects of FEMA play in the exercise is discussed later in this report.

Recomumendation:  Efforts should continue to finalize the draft Radiological
Eme gencies Incident Annex to the FRP, coordinate, publish and disseminate it throughout the
eme; gency esponse community, Based on the specific issue that was ratsed during this exercise,
the question of who was in charge, consideration should be given to including in the Annex, 2
rote detailed explanation of FCO and LFA responsibilities and how cach relates to the ofher
when the FRP and FRERP are both in effect, '

Objective 2:  Malidate the use of the FRF Radinjogical Emergencies Incident Annex in a
nuclear wegnons accident response.

Discussion:  This objective was not fully achieved. Due to the demands of real world
operiational requirements, the draft Annex had not been finalized.

Evaluation:  Although it was not fully validated during the exercise, it appears that the
information comained in the draft Annex captures the essential nature of the relationship between
the FRP and FRERP when both plans have been implemented in response to a peacetime
radiological emergency. The draft does not however, specifically address an issue that surfaced
during Exercise DISPLAY SELECT, the issue of who is in charge when the plans are operating
concurrently {see the discussion for FEMA Objective 1, above).
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Recommendations: )

. Every effort should be made 1o revise, coordinate with all appropriate departments
‘and agencies and finalize the draft FRP Radiological Emergencies Incident Annex”
as soon as practicable. .

» As noted in the recommendation for Objective 1, consideration should be given to

. including language in the Annex that addresses the issue of who s incharge ina

: situation where poth the FRP and FRERP are operating concurrently,

Objective 3:  Explore/establish the linkages between BOD offsite funding and the Stafford Act

and the Comprehensive Envirgnmental Response. Compensation and Liability Act (CERCLAY
funding mechanisms.

Discussion:  Discussion of funding issues began on the first day of the exercise when
legal representatives from the LFA met with the SFO and his Legal Advisor. The initial
discussizns focused on concerns of the Navy regarding authotities for individual compensation
for persons affected in any mansier by the accident. The LFA noted that although emergency
needs wete currently being met and that they would provide for individual compensation,
funding problems could possibly arise depending on the extent of compensation required. There
were 4lso questions from the LFA regarding the manper in which the Commeonwealth was going
to be reimnbursed for the costs incurred In #s’ response 1o the accident (the Commonwealth had
already requested a non-specified Presidential Major Disaster Declaration; & reguest based, in
part, on the desire of the Commonwealth to use the FEMA process for administering Individoal
Assistance even though the Navy bad a process and authority that was fumely and potentially
mores inciusive). The SFO, his Legal Advisor, the OSC and huis legal personnel, and
Commonwealth representatives met on the moming of the second day of the exercise to discuss
hoth funding issues and the exercise Governor's major disaster declaration request, During the
discussion, the Navy indicated that it was running low on funds for even short-term relief and
expressed concern regarding funding of costs associated with site restoration, losses to citizens
not covered under the Military Claims Act (MCA), emergency response costs, and costs
associated with long-term commercial recovery, Regarding the major disaster declaration
request, the SFO noted that it was the position of FEMA that an emergency declaration under the
provision of Szction 501 (b} of the Stafford Act was more appropriate at this time due to the fact
that the accident had occurred on a Federal installation and had offsite radiotogical consequences.
The emergency declaration would ensure that maximum Federal assistance would be available to
respond to both Federal and Commonwealth requirements and provide time for the development
of the data that was needed to substantiate the request for the Major Disaster Declaration. The
Emergency Declaration was made on the second day of the exercise with entergency assistance
under Tide V of the Stafford Act being provided at 100 percent Federal funding. The subsequent
Presidential Major Disaster Declaration on the morning of the third day of the exercise solved the
problem of reimbursement to the Commonwealth for costs incurred during the responss to the
accident {one of the early funding concerns). In addition, the Navy agreed to provide for
individu 3l compensation.
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Anather issue that surfaced during the ongoing funding discussions concerned
retmbursing owners of businesses for lost revenue that had been experienced as a result of the
cccident. The issue was not resolved; however it was determined that there are currently no
statutory authorities that provide for this type of relmbursement.

Temporary housing was another funding issue that was considered. As g result of the
discussions, the Navy agread te use its authority under the Military Claims Act since they had
more discretion in providing payment and there did not have 0 be a finding of fault or

nagligence before money could be paid.

Regarding funding under CERCLA, there were no 1ssues raised until the Site Restoration
Working Group (SRWG) began working the long-term Site Restoration Plan during the latter
part of the exercise. At that time, CERCLA was discussed more in regard to clean-up standards
rather than use of the Act for funding purposes.

It should be noted that the Navy, io spite of early toncerns regarding funding, received
several raskings te il requests from the Cammonwealth under the major disaster declaration
without reimbursement. In addition, the Navy (as the LFA) did not identify any requirements
under the 501 (B) Emergency Declaration to support Federal operations.

Evaluation: There was vigorous play, beginning with the first day of the exercise, of a
awnber of funding issues, Discussions that 100k place between the SFQ 2nd his Legal Advisor,
LFA command and legal representatives, and at times, representatives from the Commonwealth
revsaled several interesting items. For example, there apparently is no statutory authority that
provides the mechanism for reimbursement of business losses ip a situation such as that
porrayed in the exercise scenario. Also, it was obvious that the funding authorities contained in
the Robert T, Stafford Disaster Relief and Emergency Assistance Act (The Stafford Act) were
not widely known or understood cntside of FEMA (the FEMA Legal Advisor provided a
presentation regarding FEMA authorities under the Stafford act to the OSC and his staff and o
the SRWG). In addition, the differences between an emergency and major disaster declaration
under the Stafford Act and the funding options available under each were equally not known nor
understood,

Recommendations:

* Consideration should be given to forming a Federal level working group of legal
representatives from DOD, FEMA, DOE, and the EPA (and others as appropriate)
to discuss statitory/legislative shortfalls in funding authorities that were identified
during Exercise DISPLAY SELECT and to recommend appropriate corrective
action. DOD or DOE should be the lead agency in this effort,

. FEMA should take advantage of every opportunity to provide other Federal
departments and agencies with basic guidance and information regarding the
Stafford Act and the authorities it provides under emergency and major disaster
declarations.
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11,  FEMA-RELATED POLICY WORKING GROUP EXERCISE OBIECTI

There were a total of fourteen exercise objectives established by the Exercise DISPLAY
SELECT Policy Working Group. Three of the objectives were related 1o FEMA activities. A
discussion of these three objectives follows.

Policy Group Exercise Objective 1. i Fedprs
Plan (¥ R?) and the Federal Radiclogical Emergency Resnonse Pian {?REREH

Discussion.  Since the FEMA response to the nuclear weapon accident was
accomplished under the structure of the FRP, that is the only plan that will be discussed here.
The FEMA response to the nuclear weapon accident under the FRP began with the receipt of the
Broken Arrow report from the National Emergency Coordination Center (NECC), An
Emergency Support Team (BEST) (in actuality, a response cell representing the EST) wag
activated at FEMA Headquarters, the FEMA Region Il Regional Operations Center (ROC) was
activated, and the ERT-A was alerted. The ERT-A, under the direction of the SFO, subsequently
deployed to the incident site, and laison officers were sent to the JOC and the Commonwealth
Emergency Operations Center. Personnel from the ERT-A began coordinating with

represeatatives from the Commonweaith’s Emergency Response Element collocated in the same -

area at he incident site o determine the effects of the incident on off-site areas and to identify
what Foderal agsistance the Commonwealth required. The SFO, his staff, and the Director,
FEMA Region I began consideration of the Governor's request for a Presidential Major
Disaster Declaration. A recommendation was subsequently made 10 the exercise FEMA Director
that rather than 3 major disaster declaration, an emergency declaration under provision of Section
5G1 {b), of the Robert T. Statford Disaster Relief and Emergency Assistance Act was more
appropriate for the current situation. That recommendation was made by the exercise FEMA
Directo: 1o the exercise President and an Emergency Declaration was subsequently granted. At
that tims, the SFO was named as the FCO and the DFOQ, staffed by the ERT, became operational.
O the third day of the exercise, a Major Disaster Declaration was granted by the exercise
President. During the remainder of the exercise, the ESF representatives continued to coordinate
with their Commonweaith counterpans to identify and support response and recovery
requirernents and the FCO, working with the LFA, coordinated the offsite, non-radiological

. consequence management activities including identification of long-term recovery reguirements
within & structure provided by the FRP. The one area in which the response of FEMA deviated
from the structure of the FRP was the joint coordination of the public information function at the
JNC. The LFA PAO maintained control of JIC during the entire exercise.

Evaluation: The structure provided by the FRP was adequate to guide the FEMA

response: 1o the nuclear weapon zsecident portrayed in the scenario for Exercise DISPLAY
SELECT,

Recommendation: None.
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Policy Working Group Exercise Objective 2. Exereise and eyaluate the role and
responsibiliries of FEMA in response fo a puclear weapons acgident.

Discussion:  The basic role that FEMA has in responding 10 a nuclear weapon accident
is essentially the same as it is for any major disaster. The Agency is generally respensible for
coordinating Federal assistance to save lives, protect property, and ensure public health and
safety. In a radiclogical emergency such as that portrayed in the scenario for Bxercise DISFLAY
SELECT, FEMA is charged with the respongibility for ¢oordinating the Federal response to the
cansequances of the incident on the population and the infrastructure Jocated in the affected aren
{consequence management}. The Federal response eoordination that FEMA is charged with is
specifically directed to the offsite non-radiological aspects of the incident. The Agency Is also
responsible for coordinating with the LFA in identifving long-term recovery requirements of the
affected area and assisting, as required, in the development of plans to restore the site and other
activities necessary o restore the area’s economic viability, FEMA participants in the exercise
and those individuals representing other Federal depantments and agencies who served as ESF
members all worked to fulfill the Agency’s responsibilities cited above.

Evaluation: The roles and responsibilities of FEMA as outlined in the FRP and the
FRERP are appropriate to the Agency’s mission in dealing with the consequences of a
radiological incident of the type portraysd in the Exercise DISPLAY SELECT scenario.

Recommendation: None,

Pulicy Working Group Exercise Objective 3, Exercise and evaluate the roles and
responsibilities of the Federal Coordinating Officer,

Discussion:  The roles and responsibilities of the FCO are described in the FRP and
the FRERP {in the case of an incident requiring FEMA's response to a radiological incident),
Generally, the FCO who is usually appointed by the President when an emergency or major
disaster is declared, is responsible for coordinating Federal activities in the declared area by
working vith the State Coordinating Officer {SCO} to identify State requirements and
coordinating them with the ESFs. The FCOQ is also responsible for coordinating the offsite non-
radiological response activities with the LFA O8C.

During Exercise DISPLAY SELECT the FCO roles and responsibilities were generally
the same ¢5 those cutlined above. In addition to working with the SCO to determine the
Commonvsgalth's requirements for Federal assistance, the FCO worked closely with the LFA
OS8C on funding issues associated with the incident {see the discussion of FEMA Objective 3 for
more information on funding issues). Due to circumstances that may have been unigue to the
exereise, the FCO also spent a significant amount of time “educating” senior LEA personnel-as to
the roles a1d responsibilities of FEMA in its response 10 a nuclear weapon accident and the roles
and respor. sibilitles of the FCO,
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Evaluation: The roles and respousibilities of the FCO set forth in the FRP and FRERP
for a peacetime radiological emergency involving nuclear weapons appear to be adequate to
ensure FEMA can perform its mission.

Recommendation: None.

12. COMMENTS OF FEMA PLAYERS AND CONTROLLERS

Mr. Bob Gunter, the sentor player from FEMA Region I who participated in the exercise
as the SFO and FCQ, established a requirement for members of the DFO to provide input fora
Section After Action Report. Forms were provided to players for this purpose and each Section
Chief was responsible for ensuring that they were completed prior to individuals leaving the
exercise site. Copies of the completed forms were provided to the FEMA Controllers, A
summary of the comments is provided below with a discussion, where appropriate.

. Level of play for the DFQ.  There were several comments regarding the low
ievel of play during the exercise for some members of the DFO. A number of
different causes were cited ranging from the scenario to the lack of requests for
assistance (RFASs) from the Commonwealth,

Diseussion:  Exercise planners recognized that thers were artificialities in the scenario,
particularly in the amount of radiation involved in the release and contamination levels resulting
from i=. Unforunately, the ievel of contamination and the size of the affected area could not be
raised and expanded without injecting an unreasonable amount of artificiality into the exercise.
As a result, the Commonwealth was able to respond to most of the effects of the accident without

- a4 large amount of Federal agsistance and many of the ESF representatives in the DFC did not, in
fact, stay fully occupied during the exercise.

. Ap excessive arpount of time wag spent digcussing legal issues with the LTA
= Discussions between the SFO, hus Chief of Stall, and Legal Advisor and
represematives of the LFA began on the first day of the exercise. The main topics
included funding, the effests of Presidential declarations {emergency and major
disaster) and establishing/clarifying responsibility for various aspects of the
response to the accident -- the “who’s in charge” issue,

Discussion.  The initiation of legal discussions by the LFA with the SFO {subsequently the
FLOY and his staff of the first day of the exercise and the contipuation of them throughout a large
part of the exercise was somewhat unexpected. In retrospect, there were probably two factors
that cansed this siination. First, some of the senior LFA officials were new to their positions and
the exercise provided an excellent learning eavironment and experience for them. Second, the

- DOD Controlier was very aggressive in sttsmpting to pursue Issues that were of concern 1o the
Depart:ment, issues that had a ripple effect on the FEMA players. While the discussions
consuried a significant amount of the SFO/FCO and sorne of his staff’s time, they did provide
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.2.

insights and information that was valuable in evaluating two of the FEMA-specific exercise
objectives; L.o., to explorefestablish the joint command and control structure resulting from the
concurrent use of the FRP and FRERP and 1w explore and establish the linkages between DOD
offsite funding and the Stafford Act and CERCLA. From an evaluation standpoint then, the
discussions were important and did serve a specific purpose. The issue does raise an interesting
question regarding the role that senior players should fill in an exercise, particularly a full-scale
FTX. Should they be considered strictly as plavers or should they be playersitrugted agents who
could, among other things, assist in driving play toward specific exercise objectives? Thisis a
question that should be discussed prior to the next major exercise in which FEMA is involved as
a major participant.

. The physical lavout of the DFD was inadeguate in serms of size, furnishings, and
flogr layout.

Discussion.  As Is the case in most exercises, the facilities that are used and their basic fayout .
is a product o7 certain variables such as the number of participating organizations and personngl,
where the eveat is held, what structures are there, and the amount of funds that are available to
provide for administrative and logistical stpport, Working within those paramelers, exercise
planners representing participating organizations developed basic utilization and support plans
that were intended to maximize the use of available space and equipment and stay within overall
funding limits, As a result, the environment in which the exercise was played was different than
it would have been in & real world situation. It is also recognized that the administrative and
togistical consiraints added another degree of artificiality to the exercise by forcing collocation of
organizations ihat might not occur in an actual situation, This, in turn, affected the way that
relationships end cogrdination between some participating organizations were established and
maintained.

§
i
£

gxercise, i)urzzzg Exercise DISPLAY SELEC’Z' gome orga.mzazzcns {or
clements of organizations) played on a 24-hour-a-day basis while others played
for only eight to 10 hours per day. In addition, not all organizations had the same
functions represented during the entire eight days of the exescise.

Discussion.  While it was not essential that all participants in the exercise conduet active play
an a 24 hour-a-day basis or that all functions be represented for the entire exercise, the fact that
there was not ¢ consistency in the level or duration of play added another ¢lement of antificiality
to the event, For example, some of the players and functions that were present for the first week
of the exercise were not there during the second week. As a result, some of the issues that would
have logically >een raised during the latter portion of the exercise were not played or discussed.
A case in poinf was the absence of a representative of the Commonwealth's Department of Social
Services during the second week of the exercise preciuding examination of the process of
transitioning from feeding people in shelters to processing and delivering food stamp benefits
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and processing applications from eligible households in the affected arca. Also, there was no
agricultural representative from the Commonwealth afier the first day of the exercise. Again,
substuantive issues that could have been addressed or discugsed were not.

13, SUMMARY

Exercise DISPLAY SELECT, which had over 2000 participants representing 26 different
organizations, featured several significant “firsts.” It was the first full-field nuclear weapons
accidert exercise in 4 decade to feature 24-hour-a-day play; the first nuciear weapon accidert
gxercisz to include full mortuary affairs play; the first exercise of its type to play the
FRP/FRERP interface with Federal and State elements represented and o use an emergency
rather t9an a major disaster declaration ¢ initiate the full-scale Federal consequence management
activitivs; and it was the first exercise 10 eliminate the concept of a phased response to the
accidert, differentiating berween the echnical response to the accident and the non-technical
response to the consequences of it, )

From a FEMA standpoint, the ast two items mentioned sbove, the FRPFRERP interface
and the cessation of the use of a phased response concept were among the most significant
aspects of the exerzise, It's clear that most people involved in emergency response operations
understand the basic structure of the FRP and the general nature of the roles and responsibilities
of organizations supporting the plan, Similarly, the basic structure of the FRERP and the roles
and responsibilities of organizations supporting 1t are reasonably well onderstood within the
community that normatly deals with radiological emergencies. In Exercise DISPLAY SELECT
however, it becamne abundantly clear that the nature of command and control relationships when
both plens were active was not well understood, Some of the misunderstanding that was svident
can be explained by the fact that there were senior ULS. Navy personnel playing who were newly
assigred to their current positions and were not, in fact, very familiar with either the FRP or the
FRERP. There also exisied among other players, the longstanding misconception that when the
FCO wes appointed, the entire command and control structure changed and the FCO was “in
charge.” The exercise FCO, Mr. Bob Gunter, his Chief of Staff, Mr. Dave Hall, and Mr. loseph
Flynn, Office of the General Counsel, Headquarters, FEMA, acting as Legal Advisor to the FCQ,
all worked to clarify commuand and control roles and relationships duoring the exercise. The
significant lesson learned in this case is that there is siill a definite need 1o finalize the
Radiclojzical Emergencies Incident Annex to the FRP,

Funding issues were a major consideration during the exercise. In fact, the exercise FCO
noted that an inordinate amount of his time and that of his Legal Adviser was spent in
discussions of funding issues with LFA legal personnel. Although these meetings were time
consuming, it appears that they were worthwhile and did provide an opportunity to educate
players an funding under the Stafford Act and also served to highlight some deficiencies in
legisiation, particularly in the area of reimbursing owners of businesses for revenue losses as 2
resull of the effects of a radiological emergency.

There were several gbservations from players regarding exercise design, scenario
anificialities, and consistency of play among the organizations involved in the exercise. These
observations will be provided to exercise planners for their consideration when developing future

16 FOR OFFICIAL USE ONLY

l..&

-



FOR OFFICIAL USE ONLY

exercises of this type.

Due to the Agency’s real world mission, the availability of personnel to participate in
gxercises is always questionable; Exercise DISPLAY SELECT was no exception. Several
. headquarters personnel who had been scheduled to participate in the exercise were unable to do
50 at the last minute due (o requirenents to support the response to Hurricane Marilyn. Asa
result, the level of play at FEMA Headguanters was less robust than planned, individuals who had
been identified to act as the exercise FEMA Director were not available, and there were no
personnel avatlable from the Office of Emergency Information and Public Affairs to participate
at the exercise site. While the headquarters level of play preblem was solved 0 a certain extent
by the formation of a response cell and the FEMA Region [ Public Affairs Officer, Mr, Ross
Fredentrurg, filled in as the FEMA PAO representative at the exercise site, the unavailability of 2
person or persons 1o act 48 the exercise FEMA Director posed a major problem for Agency
participation in the exercise. Fortunately, Ms. Cynthia Mazur, Program Law Division, Office of
ihe Creneral Counszl, agreed to fill that role even though she was not asked to do so until after the
exercise had started and had not been previously briefed on what she was expected to do. Her
willingniess to participate in the exercise and actively play the role of the exercise FEMA Director
significantly added to the value of FEMA's participation in the event.

In addition to Ms. Mazur, there werg several other personnel from the Headquarters
whose participation in the exercise was significant, These participants included Mr. Doug Scott
from the Preparedness, Training and Exercises Directorate who served as the FEMA Liaison to
the QST CCC and Ms. Pauline Campbell and Ms. Peggy Miller from the Response and Recovery
Directorate whose assistance with the procedures and formats for the Presidential declarations
was invaluable. o

The situation that arose regarding the sudden loss of personnel who had been expected 1o
participete in an exercise i$ not A new one, particularly in regard to headquarters personnel.
While it is obvious that operational requirerments take precedence over those for exercise suppos,
every effort should be made to provide support which has been planned, Consideration should
be given to identifying at least three individuals, a primary and two alternates, 1 key positions
that are to be played in an exercise and will ke filled by an individual from FEMA Headguarters.

The FEMA objectives established for Exercise DISPLAY SELECT highlighted the fact
that there is stil] confusion regarding the interface between the FRP and FRERP when both plans
are in effect and that there is a wide range of funding issues that require further consideration. In
addition, several good issues regarding exercise planning were identified by participants, issues
which should be considered in future events of this type. There is recognition that FEMA is an
essential compoenent in the response to an incident such as that portrayed in the exercise scenario
and the Agency should continue 1o take advantage of events of this type to further clarify and
strengihen its role as lead for consequence management in all disasters,
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EXECUTIVE SUMMARY

MIRAGE GOLD was a full field exercise (FFE) involving selected Federl and State
orgarizations and agencies held in New Orleans, Louisiana, from October 16 through October
21, 1994, The exercise was the last of four events in the Mile Shakedown series and it was
desiged to provide an opportunity to assess the coordination, command and control, and other
capabilities of participating organizations and agencies in their response to a malevolent actor
acts invelving nuclear materials within the United States. The three preceding events under Mile
Shakedown, intesided to establish the framework within which MIRAGE GOLD would be

conducted and to provide exercise support data, included:

. MICA DIG, a symposium designed to identify issues expected to arise in
MIRAGE GOLD and to prepare managers at the headquarters level to deal with

* An Emergency Deployment Readiness Exercise (EDRE) for Departinent of

i Encrgy (DOE) Nuclear Emergency Search Tearn (NEST) personnel that provided

jj personnel arrival dats 1o be used in Exercise MIRAGE GOLD.

* MILD COVER, a communtcations and information management exercise used to

: develop, set up, and test various communications and computer software systems
which supported Exercise MIRAGE GOLD.

The major participunts in Exm MIRAGE GOLD included field elements from the Federal
Bureau of Investigation (FBI), DOE, Department of Defense (DOD), the Federal Emergency
Maaagwmtﬁgemy(FEMA},mdth&Sta:eefLomsim Local level involvement in the
exercise was imited to the FBL Al participants played from facilities located in (retna,
Louisiana, There was no beadquarters play from Washingtén, D.C.; these elements were
represenied by a simulation cell at the exercise sits.

Otjectivirs for the exercise consisted of those applicable to all agencies (Interagency/General
Objectives) and those that were sgency-spectfic (Specific Objectives). In general, all of these
objectives were ariented toward exercising and evaluating vatious plins, policies, procedures,
including Memorandums of UnderstandingtMOUs), and the interface between elements of the
participating sgencies. There was also interest in evaluating the transition from the law
enforbement phase of the scenario to that of consequence management, FEMA's specific
objectivey included the following:
] :

s | Exercise and evaluate FEMA's on-scene response coordination functions for a

. malevolent nuclear threat with the FBI, DOD, DOE, snd other agencies,
«  Evaluate the interface between DOE, DOD, FBI, FEMA, and other Federal

agencies at the local and national level as it pertaing to the commsnd and control,
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‘fact: that the concept of consequence management and the responsibilities of FEMA, the State
and local level jurisdictions as well as other Federal agencies are not fully understood. The -
init atives that FEMA has taken such ag linking all of the separate regponse plans for different
types of disasters ueder the FRP making it a true "National Response Plan® should continue, The
Agency should continue to participate in, and sponsor when appropriate, exercises similar to
MIFAGE GOLD in order to familiarize other agencies and organization with consequence
management ~ what it means and what it entails. Actions should continue to finalize an MOU
with the FBI which ciearly identifies the roles and regpopsibilities of FEMA, the Regions, States,
and llocal jurisdictions in dealing with and responding to domestic terrorist situstions and events.
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logistical suppart, public information, and State interface.
Exercise the concepts and operations of a Disaster Field Office (DFO) and the:

Joint Operations Center (JOC) in this type of scenario, with the FBI ag the Jead
agency.

. Evaluats the operation of a joint information system during a situation whmﬁ
begins as & law enforcement problem and evolves into & consequence

management problem.

The exercise scenario centersd on a domestic ierrorist group, the Patriots for National Unity
(PNU), plotting to assemble and use nuclear explosive devices in the United States, After the
FBI was able to verify the group's intent and establish, with a reasonable degree of certainty, the
prokability of nuclear material in their possession, other agencies (DOD, DOE, and FEMA) were
requessted fo assist in dealing with the problem. Subsequent exercise events, scripted and fee
play, focused on the procadures for tactical and technical operstions concducted 1o resolve the
situation and the interaction and exchange of information between various organizations at the

natmna!, regional, and local level.

’Ihcaxcrcmbegaaonmm36vﬁmp&ycmﬁnumgmamw‘fmbomadaybaﬁsm
October 21, 1994, Generally, the exerciss provided an excelient opportunity for participating
agencies end organizations to evaluate their performance against the objectives, both general and
speciiic. For FEMA, there were several points that bscame obvious early in the exercise. First,
there was & lack of understanding by the lead agency (the FBI) regarding the concept of
conssjuence mansgement and how it would apply to the situation depicted in the exerciss
scenmia, Second, there was an apparent belief by the FBI ihat tactical and technical operations
to deal with the incident could be performed in relative isolation fiom local officials as well as
the media. Third, the protection and safety of the population should efforts to locate and disable
the nuclear device fail and a radiologieal release occur was not considered by the FBI. Fourth,
there are a number of questions reganding the Federal Response Plan (FRP) and the Federal
Radiological Emergency Response Plan (FRERP) ranging from the relationship of the plang to
one another to the conditions under which each would be implemented.

The results of Exercise MIRAGE GOLD highlight the fact that sgenvies and organizations that
are not involved in providing support to the FRP, such as the FBI, do not appreciate the range of
responsibility that FEMA has in any situation that could result in & threat to the safety and well
being of the populution and infrastructire of the country. The results also indicate that the
concept of consequencs management is not well understood, particufarly as it applies in
situations were & catastrophic disaster has not actually occurred. Last, but cerfinly of no lesser
importa oe, the results of the exercise demonstrated a lack of understanding of, or apprecintion
for, Stats prevogatives in dealing with any type of threat in their domain,

Exercise MIRAGE GOLD did not produce any significant surprises, but rather reinforced the

!
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EXERCISE MIRAGE GOLD AFTER ACTION REPORT

1 PURPOSE
The purpose of this report i to provide 8 written record of the Federal

Munagement Agency (FEMA) participation in Exercise MIRAGE GOLD, an event jointly
sponsored by the Department of Energy (DOE) and the Federal Bureau of Investigation (FBI)..
* Tho document is intended to provide an sudit trail of all phases of the exercize fram planning

through execution and an evaluation of the FEMA exerciss objectives.

2. GENERAL '

MIRAGE GOLD, a full field exercise (FFE) involving sclected Federal, State, and Jocal
agericiey was held in New Ordenns, Louisians, fom October 16 therough October 21, 1994, The
excrcise was designed to provide an opportonity to assess the coondination, command and
organizations and agencies in their response to

control, and other capabilities of participating
male volent act or acts involving ruclenr materials within the United States. It was the final event

in a series of four that comprise the Mile Shakedown exercise series. Other exercises inthe
serien inchuded:

. MICA DIQ, a sympostum beld In the Washington, D.C., area involving
representatives from senior management levels of ths major paticipating
agencies. It was intended to prepare managers at the headquariers fevel to deal
with the ssues expected to ariss in Exercise MIRAGE GOLD.,

An Emergency Deployment Readiness Exercise (EDRE) involving Department of
Eaergy {(DOE) personte] sod contractors that participats in/support the Nuclear
Emergency Search Teans (NEST) program, The EDRE served to test the
MIWWOI%WM&M&MWMM%

be used in Exercise MIRAGE GOLD.

MILD COVER, a cornmunications and information management exescise, beld in
New Orleans, Louixiana, at the MIRAGE GOLD exescise site. MILD COVER.
was used to develop, set up, and test varous communications and comparter
software systems that were to be used to support Exerciss MIRAGE GOLD,

3.  EXERCISE PFLANNING
Tie plsnning for Excrcise MIRAGE GOLD was accomplished under the overall Mile

Shakedown pianning structure which consisted of the following elements:

The Mile Shakedown Steering Conmmities, whose membership included the Exercise
Director, Chief and Deputy Chief Planners, four group leaders, and representatives
from each major participating orgardestion (DOD, DOR, FB!, FEMA HQB, and FEMA Region
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VY1) The Comumittes was responsibie for ensuring that the overall planning cffort remained on
sckedule and that agreed vpon goals were met. Organizational members were responasibie for
ensuring that the planning staff properly addressed each organizational interest, ohjective, and
goel during the planning process. In addition, they had authority to make decisions and commit
the!r organizations as necessary to facilitate operational planning, The Mile Shakedown Steering
Committee generally met on a monthly basis during the planning for Exercise MIRAGE GOLD.
The Mirage Gold Planning Oroup, headed by the Chief Planner, was regponsidie for all
planaing sctivities and the transition to the execution phase of the exercise. The Planning Group
was supported by three subgroups; the Scenwirio Planning Group, the Operations Group, and the
Exerise Support Working Group. The general responsibilities of sach of these elements is

discussed below,
The Scenasio Planning Group was responsible for developing an effective and reslistic

scenario consistent with the exercise objectives and the development of a Master Scenario Event
List (MSEL) for the exercise. It was also responsible for developing appropriate injects to ensure
meaitingful inteiligenca, media, tactical, and consequence management play in Exercise -
MIRAGE GOLD. Representatives from each of the major participating organizations served as
members of the Scenario Planning Group and met on a monthly basis during the planning phase,

The Operations Working Group was the element charged with planning sl of the
operational aspects of the exercise. It was also responsible for management of the: scenario afler
the exercise began and the overall evaluation. Planning for Opposition Force (OPFOR),
Contiollers, Air/oaritime operations, players procedures and orientation, and development of the
Oper:tions Plan {(OPLAN) for the exercise were accomplished by this Working Group.

The Exercise Support Working Group was responsible for planning and providing
support to all of the other planning groups as well as planning support to the players during the
exercise, Support responsibilities included the development of & Control Staff Commaunications
Plan, identifving logistical support needs, developing Safaty and Security Plans for the exercise,
developing an Operations Security (OPSEC) Plan, and planning safety training for exercise
controllers and players. '

The Washington, D.C, Planning Group was responsible for planning the MICA DIG table
top exercise and the Washington, D.C. Simulation Cell (WDC SIMCELL) participation in

Exercitie MIRAGE GOLD. Forthe WDC SIMCELL, the Planning Group identified the level of
" simulated play in the Washington, D.C. area and developed items for the MSEL (ocluding
implementers) 1o ensure meaningful and realistic responses for the simulated Headquarters of the
various participating organizations. ‘

The final two planning groups under the Mile Shakedown Steering Commitiee included
the EDRE Planning Group and the MILD COVER Planning (roup. The EDRE Planning Group
was responsible for plaming the DOE EDRE exercise, the results of which provided input to the
planning for Exercise MIRAGE GOLD. The MILD COVER Planning Group had the
respons: bility of ensuring the exercise (MILD COVER} was a valid and meaningfial test of the
commuications systems, equipment, and personned that were to support Exercise MIRAGE
GOLD. FEMA representation to the Mile Shakedown Steering Committes, the Scenario
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Exarcise MIRAGE GOLD was the fourth and final event in the MILE SHAKEDOWN series. {1
wa; held in Ociober 3994, in New Orleans, Louisiana. Appwximaiciy 850 peaple from four

major Federal agencies, the FBI, DOE, DOD, and FEMA participated in the exercise as players,
controtlers, and observers. chmentahm fromthe State of Louisiana also pm'ucipated.
Gathering this number of people from various slements of Four agencies 10 take part in the
exercise provided an excellent forum for developing an understanding of and participation in the
varied command and control relationships typical of a multi-agency opemation.

The remainder of thiz attachrnent will deal with the problems noted during the exercise that have
s direct or indirect effect on FEMA or are of interest to the Agency. It should be noted that
several of the problems are cither directly stated or implied in the Exercise MIRAGE GOLD
AAL, the document to which this attachment is sppended. In addition, the FEMA exercise
objestives are stated in the AAR and will not be repeated here, In order to keep this document
unclissified, the problems noted will not be quoted verbatim, but will be paraphrased. The
prob'ems noted, with recommended corrective action where provided, are as follows: i

» Problem: The plarning period for Exercise MIRAGE GOLD was very
lengthy (over & year in duration). As a result, planners changed as did many key

issues,
Becomuendation. Asﬁorttrplamingpaioéion& year or less) with senjor
agency planners providing exercise agreements, requirernents, and guidance
should be used to avoid large numbers of changes.

N Preblem: Many of the same issues and problems are encountered by planners
for major exercises.

RBecommendation: A repository of planning documentation for similar
exercises should be established. In addition, the same planners should be used for

sirnifar type exercises, where possible.

v Eroblen:: Exercise objectives established carly in the planning process were
not considered 28 various decisions were made later in the process. Asaresult,
activitics that ocourred during the exercise did not always support them.

Recommendation:  Exercise objectives muust be considered any time there are
changes proposed or made in the scenario, operations, or logistics for the exercise.

:_' Problem: The Exercise Planning Guide was not presented for approval until
July, 1993 although the objectives for the event were adopted In February, 1993,
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Wo:klug Group, and the Washington, D.C. Planning Group was provided by Mr. Eugm
Rickard (Headquarters, FEMA) and Mr. Leland Peyton (FEMA Region VI).

4. _é’ EXERCISE PARTICITANTS

' Major participants in Exercise MIRAGE GOLD included fisld elements from the Federal
Buresu of Investigation (FBI), Department of Energy (DOE), Department of Defense (DOD),
and t3 Federal Emergency Management Agency (FEMA). Washington headquarters elements
of these agencies were simulated by controliers Jocated in the WIDC SIMCELL at the exerciss
site. The Exercise Command Post (ECP), DOD/DOE Command Post (CP), Joint Operations
Center JOCVFEI CP, FEMA CF (Comsequence Management Cell {CM Cell]), and the
Technical Operations Center (TOC) were located in various buildings at the Brown and Root
Warehouse Complex, Engineer Road (Route 3017}, Gretna, Louisiana. A Visitor's Center was
also established in a portion of the building housing the CM Ceil.

Pcmnnci involved in the exercise from Headguarters, FEMA included:
e Ms. Lisa Weldon who attended as an observer of the Senior FEMA.

Oﬁ‘icmi {8FO) operations particularly as they related to the interface with the FBI Special Agent-

in-Cherge (SAC);end .
g - Mr. Eugene Richard who served full-time as the Visitor's Operations
Manager. .

FEMA Regzion VI personnel participating in the exercise included:
i - Mr. RL. "Buddy" Yaaug,MrJ‘zmMcCl&almn,andm Jim LeGrotie,

pmt:m;natmgasSFOs;
- M. Charles Barnes, Mr. Graham Nance, Mr, Dale Hoff, and Mr. Danny

Rawsozz, all serving as membders of the SFO's staff}
1 - Mr, Leland Wilson, Ms, Reba Kestler, Mr, Bob Headrix, Mr. John

Roberts, md Mr, Larry Earp, functioning as members of the Consequence Maragement Cell;

- Mz, Billy Penn, Mr, Kyle McCain, and Ms, Sherry Wainright
participiting as Public Affairs Officers and potential members of the Joint Information Center;
and

- Mr. Leland Peyton and Mr. Russ Bookser, serving as WDC SIMCELL

and CM Cell Conirallers, respectively.

In addition 1o these named personnel, FEMA Region VI partially activated the Regional
Operations Center (ROC) in Denton, Texas, to support the deploysd exercise participants, This
activity was terminated when the actual disaster response to the flooding in Texas intervened.

Individualy participating from the Stats of Louvisisns Office of Emergency Prepareduess

' included:
!= - Mr. Brett Kriger, playing as the Director of the State EOC; and
- Mssys, Mike Brown and Art Jones, also representing the State EQC,

Contractor support to FEMA was provided by the following individuals from TITAN:
i Messts, Jack Crittenden and Paul Caslson, both of whom acted as
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Controllers in the WDC SIMCELL and CM Cell, respectively; and
- Mr. Dick Leadbetier who assisted Mr. Richard in the operation of the

V,isiiaé’s Center.

It should be noted that the list of participants from FEMA Region VI changed on the first day of
. aglive exerciss play for the Agency due to a real world disaster situation in the State of Texas and
the: pecessity for several players, inciuding the Regional Director 1o leave. The remaining
wmmmmnnmmmmdmmmmﬁpaﬁmm&em

(}bjmm i‘erExemse MiR.AGE GOLD consisted of those spplicable to all agencies
(In'eragency/General Objectives) and those detailed by individual agencies (Specific Objectives).

The: Interagency/General Objectives for the exercise were:

. Test the commuand and control systemns in a full field deployment against exigting
Memorandums of Understanding (MOUs) and Standard Operating Procedures -~
(SOPs).

. Given policy decisions &mMCA DIG, test how well these decisions are
incorporated in a field deployment.

» Evaluats the OPSEC, protection, and security of pﬂ::sonncl and equipment sgainst
plans and procedures.

. Evaluate the transition of control of an irwesﬁgaﬂve crisis management operation
{assault and forensic activities) to nuclear evalustion activities

: consequence management) using plans/procedures as a basis for evaluation.

* After the deployment of the response slements, evaluate the FBUKey agency

intelligence functions, including & full Interagency !nteli:g::me Cell (iC) fnction

against existing plans, procedures, and training.
. Gtmhmdﬁof%bcovmmmmemhaﬁmm

fraining for inter-agency uss of the antomated data systems, which includes the
Key Agency Activity (KA) Form, with the data system hardware (interface). This
will also include the fusion of all pertinent KA information.

* 'Evaimtbcpahcies, mmmm@mmﬁmﬁm

national media jssues, and local medin issues.
* &mmmcmo!uﬁonafa malsvolent auclear threat resuits in some concerns

about the spread of radoactivity, evaluate the transition from the law enforcement
phase to consequence mansgement sgsinst existing policies and procedures,

. For a nuclear threat in the exercise host city, evaluate the interface between
eppropriate Federal response elernents against existing plans, procedures, and

The FEMA cxercise-specific objectives included the following:
4 FOR OFFICIAL USE ONLY
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Recommendation: A study should be directed by key Nuclear Search Team

(NEST) policy makers to determine the effect(s) of unilateral State and local
decisions/actions on NEST operations. Once effects are determined, measures to

successfully complete NEST missions should be zéezmﬂed.

Problem: Compartmentalization of anry aspect of an exercise hag the
potential to disrupt the flow of play and lead to non-attainment of some exercise

objectives, particularly if it involves the control function,

W Excncisc control functions must be as fully integrated ag
possible. If compartmentalization cannot be avoided, the control staff must
mnwlﬂdymamdm&emmmmphymmmmm
required, and the potential effect on overall exercise safety and security,

Froblem: c@mummmmmmammmm
injecting, tracking, and commenting on events key to the exercise. It was noted
that controllers did not take full advantage of the software.

Resommendation:  The use of software needs to be stressed during controller
training. Ficlds in the software should be reviewed to ensure adequacy to accept
controller comments; if necessary, the Selds should be modified.

Problem: The lead Federal agency (the FBI) conducted operations without
communicating or coordinating adequately with other organizations. A true Joint
Operations Center (JOC), integrating all organizations, was not established. Asa
result, information sharing and coordination was not completely effective.

Recommendation:  Establishment of a JOC in an interagency operation is
essential to good coordination and effective communication. There are MOUs,
directives, and other documents in existence that provides for JOC establishment
and operations; however, some agencies have no policy for inclusion ina JOC, In
these cases, coordination and formal arrangements must be made with the FBI to
develop such policy.

Problem: Due to operations security (OPSEC) concems, there was confusion
during the exercize regarding the amount of information that the FBI could share
with FEMA to enable the Agency, State, and local authorities to proceed with

consequence management planning,
Recommendatiop:  National Jevel guidance is needed to resolve policy issues

FOR OFFICIAL USE ONLY


http:staffmu.st
mailto:B.erommeo@!jon

FOR OFFICIAL USE ONLY

, Exercise and evaluate FEMA's on-scene response coordination functions for a
malevolent nuclear threat with the FBI, DOE, DOD, and other agencies,

L. Evaluate the interface between DOE, DOD, FBI, FEMA, and other Federal

' agencies at the local and national tevel 23 it pertaing to the command and control,
logistical support, public information, and State interface,

* Exercise the concepts and operaions of a Disaster Field Office (DFO) and Joint
Omhem&m(I(}C)m:hxst}rpeofmm with the FBI as the lead agency.

. Evaluate the operation of a joint informstion system during a situation which
beging as & law enforcement probiem and evolves into a consequence

mimagement problem,

6.  SCENARIO
The scenario for Exercise MIRAGE GOLD was developed to provide for the following:

. Tactical play for the FBI Hostage Response snd Special Weapons and Tactics

Teams (HRT and SWAT);
s DOD tactical and technical (Explosive Ordnance Demolition [EOD]D play*

. DOE technical play for the NEST and the Federal Radiological Monitoring

: &smmﬁﬁentﬂmﬁ@,
‘e mmmmmmmmmcmsr State, and local officials

operations in planning the conscquhmofﬁm incident,

Active exercise play kmwi&hﬁeﬂmmwdﬁ&mmmtmﬁmmm
that a domestic terrorist group, the Patriots foi National Unity (PNU) was in the New Orleans
area plotting o assemble and uss nuclear explosive devices in the United States, Subsequent
mwsﬁgmbythoﬁmmbmdmﬁzmlﬁgmei@mandmumofmmm
by varicus methods, mmmmeﬁmﬁﬁmmafwmamwhmmmm
mpmwscdmlw'dwim (&ms)memwddbcbm These locations were in diverse
tocations in the greater New Orleans area and comprised actual operating points for the activities
of operational forces. Notifications of the incident were made to sppropriate agencies (l.e.,
DOE, DOD, and FEMA) and personnel and equipment were directed to deploy to the New
Orleans ares. Subsequent exercise events, scripted and fres play, focused on the procedures for
mm;&wwmmmmwmm&mm
WMWMWWKQAWMMIM

Guidmfar !ammﬁxmmm{m(}{}[.ﬁ was provided in a Player's Guide
(Amxlsf Exercise MIRAGE GOLD OPLAN) distributed to all participants prior to the
exercise, This document contained a brief history of the New Orleans area, climatological data
for the arca, and general information regarding the exercise inchuding:

. Purpose
I = Secutty

FOR OFFICIAL USE ONLY 5


http:tactlcal.nd
http:oonfidenlItllnii:mn.ml

A6

FOR OFFICIAL USE ONLY

Problem: The format for MSCA support requests differ between the
FEMA/DCO Handbook and the operations plan (OPLAN). Thiscould result in
confusion as mission emphasis shifts from technical/tactical operations to the
consequence management/emergency assistancs mission.

Recommendation:  The formats should be reconciled and standardized,
Problem: Procedures separating technical and tactical responses to incidents

such a3 those portrayed in the MIRAGE GOLD seenario from MSCA activities
are lacking, As a result, funding and channels of ruthority are not wotally clear,

Recommendation:  Procedueres should be developed to ensure that incident
response and MSCA are separately processed, approved, and funded,

Problem:  The lack of uniformity noted in reporting to WDC by the various

" agencies involved in the exercise could lead to coordination problems at the

Federal level.
Becommendation:  Create a standardized situation report (SITREP) plan.

Erablem: NEST lacks a well-defined process for effective consequence
manageraent, -

Recommendation:  The NEST organization should include a joint team
consisting of representatives from FRI, DOE, DOD, FRMAC, FEMA, State, and
the potential LFA. The team should meet regularly to coordinate plans and
actions for consequence management.

Problent:  The FBI did not institute an interagency Joint Information Center
{JIC}. Asaresult, agencies did not have an opportunity 1o coordinate media
related issues,

Recommendation:  FBI persomel should be made aware of the scope of their
responsibilities as LFA and the fact that all other agencies depend on their
leadership to accomplish their respective missions. LFA personnel mustbe
sznsitized 1o look beyond the immediate operational requirements toward overall
coondination responsibilities,

Problem:  Senior agency officials from the FBE, DOD, FEMA, and in some
cases DOE, without technical backgrounds may make flawed decisions because
they don't understand the consequence of their decisions of technical matters,
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. - Exercise MIRAGE GOLD Information
i - Administrative Details
1 - Safety Plan ‘
Ob;cmves of the exercise were presented; however there was nothing regarding thz lead-in
scensaia,
© . Individuals desxsnascd as Co::mﬁa’s for the event received the kﬁRAGB GOLD
CONTROLLER HANDBOOK (Appendix 4, Annex B, MIRAGE GOLD OPLAN). This
comprehensive document included mf‘omanon ont
{ Control Philosaphy and Opqunonai Concepts
Safety
Security
Exercise Command Post
Exercise Control Center
Scenario Contro! Requirements
Control Procedures
. Contro! Operations
i © Coantrolles Training
& ~  -Tebs:A-G providing information on the control staff organization, various
facility layouts, a controlier training schedule, alecomﬂcxmer(sbiftchm) procedures,

FMWmmpmﬁdedmﬁdiﬁm publications to assist them in the
exercise, The first documenit eatitled, "EXERCISE MIRAGE GOLD SUFPLEMENTAL
INFORMATION FOR FEMA PLAYERS," provided the concept and objectives, background
scenari> and start of exercise (STARTEX) information, and a discussion of&zww@of
conseqrience management 2% it was envisioned to apply in the exerciss.

‘The séeond publication, "EXERCISE MIRAGE GOLD SUPPLEMENTAL
INFORMATION FOR FEMA CONTROLLERS," centﬁnedthe exercise concept, & listing of
FEMA and Stete pmﬁdgams (both player and controllers), the FEMA exercise objectives,
evaluation/data collection guidance and worksheets, an exercise time lins, a moxogieal MSEL
listing; nnd all of the FEMA MSEL implementers,

00 T T T O O A

I)acummmuonofthe mmmﬁ&dm:ﬁemo{m photo and video
moméiagmaswdlaamacumin&w form of Lotus Notes, s commercial software
package, This software ensbled controllers to annotate the MSEL data base as implementers
were injocted and 10 document player's actions in response to them. In eddition, controliers
could meke comments in the Lotus Notes data base as a primary means of coordinating control
activities and documeiting all player activities, not just those occurring in responsa to
ampimm )

9% ﬂmmmm
Exercise MIRAGE GOLI} began with three days of training for controller pcrsomzel
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The training was designed to; (1) familiarize controliers with the operation of the
communications and software used to control and document the exercise; and (2) to familiarize
controllers with the contents of interagency agreements and the structures developed to
implement them 50 that interagency and individual agency objectives cotld be tested,
Conirollers wers also pravided a tour of selected exercise target and search arcas, This tour was
valuable in providing controllers with first hand knowledge of the characteristics of these areas,
the distances between them, and an appreciation of what the players would actually be doing at
each location.

The exercise began on October 186, at 7:55 AM. (160753 STARTEX) with twesty-four
hour 3 day play continuing until the end of the sxercise (ENDEX) on October 21, at 1:33 A M.
(210138). A "Hot Wash" was conducted at 10:00 A M. on October 21, 1994, Sentor
representatives from each participating agency were provided the opportunity to comment on the
exercise and provide their perceptions of success in attaining the exercise objectives, both

interagency and agency-specific.

The Exermc MIRAGE G(}LD scenario prrmded an excellent opportunity for
participating organizations and agencies to evaluate their peeformance against the majority of
both general and agency-specific exercise objectives. Tactical and technical elements from the
FBI ard DOD were provided challenging and realistic situations in which command and control
systerns could be exercised and the transition from investigative to technical processes practiced
and evaluated. The scenario provided for the examination of policies, procedures, and training
for putlic affhirs and media issues and the interaction between participating organizations to
prepare: for the trapsition from a primarily technical, Iaw enforcement, sl tactical problem to
on¢ of consequence rugnagement,

It appeared that investigative, technical, and tactical aspects of the exercise were
generally conducted in accordance with accepted standards, Deficiencies were noted, however,
in the interaction between the FBI (the Lead Federal Agency [LFA]), FEMA, and the State of
Louisiana in the planning for and transition to the consequence management phase of the
exercise, In addition, the procedures for responding to media inquiries and the sharing of
informaton with organizations and agencies outside technical and tactical channels could be
improved. The deficiencies that were noted as they relate 1o the FEMA objectives are discussed

beiow.

The FEMA ab;ecum for Bxemse kﬁRAGK G()LI) were ée'{crlnpai to provide an
opportunity to examine the interaction between FEMA (represented by staff from FEMA Region
VD), the $itate, and the other mujor participating ergavizations (DOD, DOE, and the FBI} that
would usually be involved in responding to a domestic terrorist incident involving nuclear -
material, the type of situation portrayed in the scenario for this exercise. While there are plans
for dealing with the effects of a release of radiological material (the Federal Response Plan [FRP]
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and “he Federal Radiological Emergency Response Plan [FRERPY]), there are no formal FEMA
plans, policies, procedures, or other guidance yet developed 1o address how the Agency would
interact and coordinate with other departments and agencies (D/As) and organizations priorto a
release.
The FEMA MSEL items and comesponding implementers were designed to create
situarions in which the SFO and his staff, individuals representing the Region VIRQC,
representatives from the State of Louisiana Office of Emergency Preparedness (OEP), and
FEMA Headquarters could jointly plan, with the participants noted above, for the coordinated
Federal response to the potential consequences of the incident on the at-risk population and
infrastrocture (consequence management). The manner in which the interfnce and coprdination
was a:complished was to be documented, evaluated, and made available to provide input for the
development of formal documentation (e.g., plans, policies, procedures, and/or MOUs) that
would guide the response o this typs of incident,

As i the case with most free-play exercises, there was a difference between the
anticipated setions and those that actually occurred in response to the scenario and implementers.
For FEMA, these differences can be attributed to the following factors: {1) aggressive play by -~
the State representative; {2) certain actions taken by the FBI SAC; (3} the loss of several key
participants from Region VI during the initial hours of exercise play when the Region Director
and several members of his staff were forced to leave due to real world disaster requirements
(floods in Texas); and {4) the subsequent delay in beginning play due to the personnel departures,
In addition to these factors, certain exercise artificialities affected the overall nature of play by
the Agency. The influence thess factors had on exercise play and the manner in which they

sffectect each FEMA exercise objective is discussed below.,

FEMA had five exercise objectives for MIRAGE GOLI'} A discussion and subjective
evaluation of each objective follows,

Objective 1:
for amalevolent nu

Iiiscusston: The focus of this objective was on the interaction between the SFO and the
FBI SAC, the DOE Senior Official (ESO), and the Defense Senfor Representative (DSR). As
poted sbove, there is no specific FEMA plan, agreement, procedure, ot other formal guidance
derailing the relationships between the Agency and these organizations for the type of incident
depicted in the exercise scenaric, although a draft MOU with the FBI has beent developed by
FEMA. Exercise MIRAGE GOLD appeared to be rn ideal forum in which these interactions
could be sbserved and documented since it was expeciad that the JOC would be configured by
the FBI SACT (the LFA) with all of the senior representatives from DOD, DOE, and FEMA
collocated there on & full time basis. Under this arrangement, it was anticipated that the

planning Yor consequencs manggement and preparation for the transition (o it would be
accomplished in a joint, coordinated manner similar to that used for the technical and tactical
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activities, However, the FBI SAC opted to organize and operate the center in such a way that the
SF( and other sendor persons {except the ESQ) were not collocated there but operated from their
respective command posts (CPs). They were assembled in the JOC only when the SAC felt the
sitwation warranted, Asa result, the flow of information regrading the overall incident and the
current situation was almost nonexistent, during the early stages of the exercise, outside of purely
technical and tactical channels. For example, the initial requests by the State EOC to the JOC
(the FBI SACQ) for information regarding the nature of the situation met not only with negative
resuits, but with questions regarding how the State even knew of the incident. This reluctance to
provide information to the State may be attributable, in part, to the SAC or other members of the
JOU pot being completely familiar with the actions that had occurred early in the exercise
scensitio (FBI Headquarters requesting FEMA resources), the manner in which FEMA would
make notifications of the incident down to the State Jevel, and the concern that the FBI had with
operational security, The FBI response also reflects an exercise artificiality; i.e., a conscions
decision not to include local law enforcement personnel as exercise participants. Had these
persoanel played, there would have been no question that information regarding the incident was
being passed from the local to the State level on a continuing basis and the State would not have *
been ssking the FBI for information. In any event, this concern for operational security did much
1o limit the amount of information that was shared initially and set the stage for subsequent
problems ag the exerciss progressed. The SAC did make a3 decision on October 18 (181230) 1o
inchuds the SFG in SAC briefings and as & participant in any news conferences that might be
held, | I
" Incontrast to the situation experieaced by FEMA and the State in dealing with the FBI,
coordination with DOD (the DSR and his staffy and DOE (FRMAC representatives) proved to be
very good. Individaals from these organizations, FEMA, and the State did move abead with
consequience manangement planning. Thers is no indication that the resnlts of this planning was
ever requested by the SAC por are there any instances noted where the procedures for
transitioning to the consequence management phase of the operation: were discussed by the FBI
with any other organization or agency. In short, the FBI stayed focused oa the investigative and
- tactical aspects of the incident with little or no regard or interest in the actions that would have to
be taker: in the event of a radiclogical emergency as they related to consequence management,

H

Vvaluation: Coordination between FEMA (the SFO), the State, DOD (the DSR), and
the FRVAC was very good. The DSR and his staff understood the conoept of conisequence
managerient and the role that the State, the FEMA Region, and FEMA Headguarters had to play
in respording to the type of situation portrayed in the exercise scenario, This ease of
coordinaion is attributable, at least in part, to the familiarity of DOE and DOD personne! with
FEMA'’s fupctions and responsibilities under the FRP and the operational requiremnents
established under Department of Defense Directive (DODD) 3025.1, Military Support to Givil
Authoritizs (MSCA). DOD, DOE, FEMA, and the State also displayed good coordination
throughout the exercise. For example, DOD, FEMA, FRMAC, and State representatives metto
jointly develop contingency plans for possible outcomes of the situationn. The planning produced

R
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twa lists containing anticipated State requests for assistance under two different scenarios. Cne
list consisted of requests that conld be anticipated in the event of spontaneous evacuation without
any :elease of radiological materials (no detonation of nuclear device(s)). The other list dealt

w:hrequcsts that could be expected should a detonation occur.

-

Rmmmmdstion{s}
. The draft MOU between the FBI and FEMA for domestic terrorist incidents
' should be reviewed in light of the problems noted during Exercise MIRAGE
GOLD, revised (if necessary), staffed among the participants, and finalized as
quickly as possible.
. The initiative to link discrete disaster plans such ag the FRERP, Mass
Iramigration Emergency Plan, FBI Contingency Plans, and others under the FRP
should continue on a priority basis,

- DMscussion: The manner in which the scenario developed after this objective wag
written and the decision to focus on the tactical and technical aspects of locating and disabling
the nulear device(s) and apprehending the terrorists effectively precluded fil evaluation of this
objective, It was determined, during the latter portion of the exercise planning process, that thers
would be no release of radiological material even if dissbiemen? procedures wers inappropriate.
As u result, there was no expectation that the FRERP would be implemented unless such 2
decigion was driven through player action.

Although the FRERP was not implemented, members of the FRMAC were at the incident
location as pant of the DOE element. Thess individuals coordinated clasely with State and DOD
personniel in the contingency support plan development process as noted in the discussion of
Objective 1,

Regarding the FRP, there was 4 partial sctivation of Emeagemy Support Function (ESF)
#3, Information and Planping, scripted into the MSEL (items 180820, 180835, and 181755).

The obj sctives of these implementers was 1o stimulate discussion with the persormel in the JOC
regardir g what the ESF could provids, to obtain updated information regrading the situation, and
generate: discussion regarding the possible activation of additional ESFs. When these
implementers were injected thers were no discussions or questions regarding them from any of
the othe: participating organizations, nor was thers any considerstion given o activating
additional ESFs,

Evaluation: There wasno exercise play regarding the FRP other than scripted
implementers, As a result, no evaluation of this portion of the objective can be made. Similarly,
there was no implementation of the FRERP nor was there any consideration given to
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zmnicmczzzan{m during the exercise, As a resuli, no evaluation s provided. Although the
exercise soenario did not provide a situation in which full implementation of the FRP or the
FRERP would be widely considered, the absence of any questions regarding possible activation
of additional ESFs or discussions regarding FRERP implementation may indicate a lack of
familiarity with the plans, or the concept of consequence management planning as it applied to
the scepario.

Recommendation: FEMA should continue to stress the conczpt of consequence
maragement planning in any future exercises of this type where the scenario does not
specifically provide a situation where the FRP and the FRERP would obvipusly be implemented.
In addition, the Agency should continue to look for opportunitics to present and discuss the
concept at the national level,

. Discussion: The intent of this objective was to further evaluate inferactions between
the raajor participating organizations and agencies as well as the State and local jurisdictions as
they specificaily pertained to command and control, logistical support, and public information.
Although there was an implementer injected by FEMA (FEMA. 180800) regarding availability of
a Mobile Emergency Response Support (MERS) Multi-Radio Van that could bave resulted in
actions relating to logistical support, the lack of ary reaction by the FBI to it effectively ended
further play. The interface between FEMA, DOD, and DOE was evident in the joint effort to
identity support needs of the State should an evacuation be directed or occur on a spontaneous
basts {the planning discussed under Objective 1),

. The structure for command and conteol of technical and tactical forces appeared to be
adeqzzate to coordinate investigative and tactical activities by the FBI, the DOE search activities,
and the DOD and DOE efforts related to disarming the IND. There were questions regarding
command and sontrol of DOD tactical forces; however they are outside the sphere of this report.
The activities of FEMA, the FRMAC, the DSR, and the Siate which focused on support to the
State were conducted outside of the technical and tactical command and control strusture in an ad
hot, b coordinated manner,

‘The release of public information wasg the sole responsibility of the FBI as the LFA.
Initially, there was a reluctance o release any information regarding the incident, not only to the
public but to the State and FEMA, Repeated requests for information by the media were
essentiaily stonewnlled by the Bureau dos its concern with operational security and the possible
adverss offects the release of any information could have on the investigative, tactical, and
technical processes, Free play activity by the State on October 18, in which the Governor of
Louisians called the President for information regarding the incident caused the FBi to begin
addressing the problem of public information and also start sharing information with the State
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ancl FEMA. This activity by the State not only got the attention of the FBI, it also caused the
Chief Controller to become concemed that this play was going to distupt the sxerciss timeline
and skew play away from the technical and tactical aspects of the event. As a result, further play
regirding possible evacuation of the population was not pursued and consequence management
pluining was csseatially accomplished between DOD), DOE, FEMA, and the State mtiwnt FBL

participation.
Evalustion: The interface between FEMA, DOD, DOE, and the State wes generally
good. The interface betwoen FEMA, the State, and the FBI was initislly nonexistent and it

wasn't until the State sggressively clevated its play to the Prestdential level that the FBI
acke owledged the validity of State (and probably FEMA} involvement. It was obvious that

conszquence mansgement planning was not an FBI item of interest.

Recommendation: The recommendations made for Objectives 1 and 2 apply to shzs
chjective as well,

Discmasion:  As noted in the discussion of FEMA Objective 1, the FBISAC opted to
organize the JOC without the presence of senior representatives:from DOD and FEMA. Thess
indivi fuals were subsequeatly invited to attend meetings and briefing, however. The obvicus
concem wes with the investigative, tactical, and technical aspects of the sitvation and that's
where the emphasis was placed. Since they weren't involved in the minute-by-mirmmts operstions
‘of the JOC, the DSR, FRMAC, SF(), and State began a coordinsted planning effort for
consecuence management: an effort that occtrred almost outside of the exercise,

Basedcn&emscmsﬁo,ai}?omzsdmﬁbcdm&cmmm
established. However an SFO (the Director, FEMA Region VI) and staff was sent to the incident
site anl & Haison person from the Region was sent o the State EOC (simulated within the CM
Cell). ‘The primary function of the SFO and staff was to serve as the coondinator for consequence
management planning with the State and other Federal agencies at the national Ievel. ’

Evalastion: This objective was not written for evaluation; however, it was apparent
that the operation of the JOC with the FBI a3 the lead agency was orieated toward the
investigative, tactical, and technical phases of the operation and Jittle, if any, regard was given to

CONSeGULNC? management,

Recommendation: The objective of exercising the concepts and operations of s JOC
should continue to be inchaded in future exercises with seeparios similar to that of MIRAGE
GOLD. The same objectives should be played for 8 DFOQ, when appropriate.
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Discussfon: This objective, mmore than any of the others, served to highlight the
problems.that exist st the operational level (i.e,, the Iocal fevel) in understanding the concept of
consequence managernent and the plaaning that must be done in cusure the safety of the
population in this type of scenario, The initial rejuctance by the FBI BAC, fimetioning as the
lead Federal agency for the incident, to provide information to any other agencies or
orgaizations, except DOE, created an exercise media problem that continued to grow as the
exervise progressed. Not only did it ceuse & media problem, it resulted in a situation where there
was concem that the exercise timeline might be affected if aggressive play by the State
contitued; play that was driven by the State's inability to get information from the FBI and the
developing feeling that they (the State) were being "stonewalled” regarding the setual status of
the siamtion. While it may be argued that the amount of interest and information genemted by
the exercise media may have been unrealistic (the media would not have had as much - )
infornation ag they did based on the situation) the fact that the media must be dealt with is an
inescapable fact, particularly in an enviropment where the electronic media can and will provide
“instantaneous news.* Considerstion must also be given to the fact that if the media perceives
that sormething is happening and it is unable to obtain information from a credible source, it may -
very well began to speculate. This speculation may cause undue toncemn among the general
public and result in a situation worss than that which would oceur if less than complete
inform tion was provided by a credible sourge.

Evsluation: The operation of 2 joint information system under the conditions portrayed
in the scenario of Exercise MIRAGE GOLD was unsatisfactory. It is considered unsatisfactory
primari:y due 1o the manner in which media and State requests for informstion were responded to
and the fact that & Joint Infermation Centet (JIC) was not formed unti] approximately mid-oway
through the exercise (182322),

Recommendation: The operation of a joint information system should be considersd
&3 a subject to be addressed in a tabletop exercise where the advantages and disadvantages of
various information relesse policies can be thoroughly examined. The tabletop could also be
used to firther discuss the point in an ongoing operation when responsibility for the joint
information gystem should shift from one agency to another,

12.  SUMMARY
FEMA's opportunity $o participste in Exercise MIRAGE GOLD proved to be a valuable

experiencs in several respects, The exercise clearly demonstrated the lack of understanding that
exists in agencies not farniliar with the FRP regarding the concept of consequence management
in an environmemn where a catastrophic emergency/event is possible but has not yet occurred. It

FOR OFFICIAL USE ONLY 13



f:.t
]
z FOR OFFICIAL USE ONLY
was also ¢vident that the channels of mnnmmnon bctwccn the FBl and other argmuom
any| agencies not directly involved in mvestzgahm zacucal, ot tecbzzxcal operations in a domestic
terrorist enyironment such as that portrayed in the exeércise scénario would be difficultto
establish, 'While the Bureau's reluctance to share information outside of these eleweitts is
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ATTACHMENT
EXTRACTS FROM

“MILE SHAKEDOWN: A SERIES OF EXERCISES AFTER ACTION REPORT,” First
Draft, January 18, 1995, Published by the U.S. Depamnent o! Energy, Nevada Operations
Office, Las Vegns, Nevada :
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This attachment to the Exercise MIRAGE GOLD After Action Report (AAR) provides
additional observations/problems noted by planners and participants from orgsnizations and
agencies other than FEMA, The source of these comments is the Department of Energy
document, “MILE SHAKEDOWN: A SERIES OF EXERCISES AFTER ACTION REPORT,”

First Draft, January 28, 1995, published by the U8, Department of Energy, Nevada Operations
Office, Las Vegas, Nevada, Due to the length of the report (116 pages), only those items of
interest to FEMA have been selected for inclusion bere.

in ths Executive Summary of the report, MILE SHAKEDOWN is described as an inter-related
series of four interagency exercises that weee designed to evaluate the federal capabilities 1o deal
with domestic nuclear terrorism. The first exercise in the series was MICA DIG, a seminar held
in Washington, D.C. in December 1993, intended to highlight interagency policies that might
affec plans and the execution of a field exercise (MIRAGE GOLD). Issues arising out of MICA
DIG werp to be brought to the attention of appropriate interagency councils for possible
resclution prior to MIRAGE GOLD. The overall shiectives for MICA DIG were:

. Examine existing federal agency policies conceming response to malevolent
' nuclear weapons emergencies.

» Familiarize participants with issuss and options tixm:nayarxscas the result of a
malevoient nuclear weapons emergency. A

. Provide a forum for open discussion of policies among senior decision mikers,

» Facilitate senior officials from esch agency nzectmg their counterparts ffom other
: key federnd agencies.

* dentify issues that must be resolved before MIRAGE GOLD,

The second event in the séries was a no-notice Emergency Deployment Readiness Exercise
(EDRE) in Jane 1994, While the primery objective of the EDRE was to exercise alert,
notificetion, and deployment plans and procedures up to airdift readiness, there was a secondary
objective to the exercise. This ohjective was to develop a realistic schedule for the arrival of
various DOR assets in the exercise area since many of them (people and equipment) would be
preposiiioned prior to the exercise. FEMA was not a participant in this event.

In September 1994, the thind event, a communications exercise was conducted . Exercise MILD
COVEF. was used to establish the communications systems that were to be used during Exercise
MIRAGE GOLD. Since FEMA was not responsible for providing any communications
capabili-des for the exercise (MIRAGE GOLD), the Agency was not involved in this event
cither.
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Recommendation:  The Exercise Planning Guide should be produced
immediately following adoption of the exercise objectives,

Problem: Exercise support was planned and conducted by one agency. Asa
result, dissemination and collection of information was difficult and the ability to
reach consensus on various igsues was exacerbated, ,

Recommendation: A support planner should be provided by each agency
involved in the exercise,

Problem: Comsequence Management was insufficiently sxercised during
MIRAGE GOLD.

Recommendation:  Although MIRAGE GOLD wasg not seen as Gand in fact
wis not) the proper exercise for examining consequence management and public
affairs issues, it did point out the need to have an exercise with that focus, The
next exercise of this type should deal mainly with consequence management and
public affairs. FEMA, DOE, DOD, and the FBI should develop policies and
procedures for early development of an exercise of this type.

Probiem:  Security requirements prectuded some FEMA and all State and
local agencies from having access to detailed, technical aspects of exercise
developments, :

Resommendstion: Al plasners should have security clearances appropriate to
all eircumstances of the exercise, FEMA should apply for appropriate clesrances
for their key personnel,

Problem: Initial plans called for active play from Washington, D.C. (WDC).

Late in the exercise planning cycle (approximately two months prior (o the avent)
a decizion was made to simulate WDC involvemeant through the use of 2

simulation cell,

Recommendation:  If WDC HQ play is considered appropriate, high level
commitment from agency heads should be obtained sarly in the planning cycle.

Problem: State and jocal muthorities are responsible for the health and safety
of the local population, do not operate under the control of & specific Federal
agency, and may take independent action to protect personnel when a credible
threat is perceived.
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regarding the integration of FEMA and the State into operational aspects of
incident response to ensure that consequence management is accomplished
copcurrently. In this regerd, policies and procedures must be developed and
formalized for shering infonmation, coordinating, and including local jurisdictions
so that ail agencies involved (FBI, DOE, and IDOD) can plan and respond as an

integrated team.

Eroblem: Coordination of the Federal Radiological Monitoring and
Assessment Center (FRMAC) with other Federal agencies lacked completeness.

Recommendation:  The orientation of the FRMAC should be as a Federal
center, not 8 DOE center. Tishould be collocated with FEMA, the State, and
poteatial LFA with liaison to the FBI, DOE, and DOD.

Prohlem: Restrictions on funding and exercise of certain authoritiex
precludes DOD from “leaning forward™ to assist FEMA, State, and local
Jurisdictions in consequence management prior to the declaration of an
emergency.

Becommendation:  There was no recommendation mads in the report.

Problem:  Meetings hield by the Defense Senior Representative (DSR)
desling with consequence management were not always attended by a FEMA
representative, Asaresult, there was some confusion in the oversll planning

effort.

Recommendation:  Policies and procedures should be established to ensure
eavly coordination between sppropriate agencies planning for consequente .
management using the most current and complete informetion available on the
current situation.

Problem: The DSKR's responsibility to direct Military Support to Civil
Authorities (MSCA) is not clearly defined. The fuilure to provide definition could
resull in potential funding and exercise of authority problems,

Recommendation:  Responsibility for MSCA planning, coordination, and
impletnentation for DOD should remain as it is currently structured. When
FEMA is notified of an incident, along with State and iocal jurisdictions, the
Defense Coordinating Officer (DCO) on the DSR staff should provide the
appropriste MSCA staff with all relavant information required to accomplish

consequence management and the emergency assistance mission.
FOR OFFICIAL USE ONLY AS



FOR OFFICIAL USE ONLY

This same problem is also found at the lower levels of the NEST.
Recommendation: A series of charts and short videos should be developed by

the NEST to provide basic information to players about key technical problems,
issues, and operations.
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MIDWEST FLOOD CRITIQUE REPORT
BACKGROUND AND OVERVIEW

SCCOPE OF THE DISASTER

Beginning in the spring of 1993 and continuving throughount the summer, the Midwest
experienced unprecedented rainfall and flooding. The upper Mississippt and Missour: Rivers and
their tributaries flooded farms and communities as never before. Massive Federal assistance was
nceded, and continues to be provided, to assist States, communities, and individuals as they
recover from the Great Midwest Flood.

Although atiention now focusses on long-term recovery and mitigation, life and propernty
savirg emergency response measures were crucial in the earlier stages of this disaster, FEMA
and other Federal agencies supported floodfighting, supplied drinking water, and provided
emetgency samitary and water purification facilities, offered temporary communications, and
coordinated provigion of temporary housing and food. These services helped communities
minbnize potential damage, reduce the risk of discase, and kept citizens sheltered and fed.

The U.5. government demonstrated a highly successful cooperative effort among 26
Federal agencies acting through the structure of the Federal Response Plan. (Other Federal
agencies, including the Small Business Administration, the Department of Agriculture, and the
Ay Corps of Engineers, provided and continue to provide a tremendous amount of assistance
both under the Robert T. Stafford Disaster Relief and Emergency Assistance Act and through
their own authorities and programs.

As a result of the flooding, the President declared major disasters in nine States, thus
making Federal assistance availabie under the Stafford Act. The initial declaration was made on
June 11, for the State of Minnesota. As the flooding spread, declarations followed for Wisconsin
(July 2), Missourt (July 93, lowa July 9, Hlincis (July 9}, South Dakota (July 19}, Nebraska
{July 19}, Kansas (July 22}, and North Dakota (July 26}, Additional counties were added 1o the
original declarations in all nine Statgs through the summer and early fall as floaxding continued,
and 8s damage estimates became better known, In all, a toal of 533 counties were declared
eligitie for assistance under the Stafford Act,

On August 12, the President signed a2 35 billion supplemental appropriation for 11
Federal agencies to provide funds for disaster relief in the stricken area. Current damage
estimites under the Stafford Act alone are 31,1 billion. To date, 53,000 applications have been
recetved for assistance under the Individual and Family Grant Program, and 102,000
appiicattons for Temporary Housing Assistance, with total cost estimates of $81 mitlion and
$210 million regpectively. Estimated funding under the Public Assistance Program approaches
$450 million, with over 48,000 Damage Survey Reports from the nine States. On December 3,
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Congress approved the Hazard Mitigation and Relocation Assistance Act of 1993, which
increased the funding available under the Hazard Mitigation Grant Program. The current
esthnate of funding under mitigation is $129 million.

This multi-Region and multi-State disaster was very different from the guick and
concentrated onslaught of Hurricane Andrew in south Florida. Though FEMA’s response to the
Midwest floods was widely acknowledged as greatly improved compared to Hurricane Andrew,
this disaster nonetheless revealed additional challenges and problems. For example, permanent
stafl from Headquarters and all 10 FEMA Regions, and disaster reservist staff from across the
courifry, were needed to fill key management and staff positions to support disaster operations.
Such a widespread and long-t¢rm level of support posed new staffing issues that FEMA must
addreoss.

In an effort to learn from this experience, and to improve operations further--particularly
in mizlti-Region and muli-State evenis -- FEMA hosted a Midwest Flood Critique. The purpose
of this report is to capture the proceedings of plenary sessions of the critique.



PURPOSE AND SCOPE OF THE REPORT

From December 6-9, 1993, the Midwest Fiood Critigue was held in St. Louis. Critique
partcipants included Federal Coordinating Officers (FCOs), deputy FCOs, the individuals in
charge of response operations (if different from the deputy FCOs), Individual Assistance
Officers, Public Assistance Officers, Program Support Officers, Hazard Mitigation Officers,
Public Affairs Officers, and key management staff of the Central Processing Office. Incoming
Response and Recovery Chiefs also attended. In addition, each of the nine Midwest States was
represented and a one day session was held to discuss thelr concerns.

The critique only highlighted various operational issues; it was not intended to be the only
meeting on flood operations. Varipus program offices have held and will continue to hold
meetings and workshops concerning specific issues, A separate evaluation of the Federal
Response Plan will also be held with other agencies at the National level, Evaluations with other
Federal agencies have been conducted in several Regions.

OBJECTIVES

The objectives of the critique were (1) gather input from key State and Federal
players; (2} discuss lessons leamed and identify corrective actions to be taken; and (3) provide
a timely opporiunity for incoming Response and Recovery managers to learn {rom previous
MANALETS.

BACKGROUND

A memo was disiributed from Richard Krimm, Associate Director, Response and
Recorvery Direciorate, on October 1, 1993, requesting the submission from both Regional and
Headquarters personne! of key issues arising during the Midwest flood operations. Once all
issues. were submitted, they were sorted to determine those of greatest common concern. The
most prominent issues formed the basis for critique discussions. A series of meetings were then
held with personnel from various Headquanters offices to determine the format and the main
topics for the critique.

METHODOLOGY

The critique was structured around plenary discussion sessions on the broad issues
identified prior to the critique. Notes of each day’s sessions were taken, and a summary made
available the next day. Although not surrmmarized in this report, program areas held their own
individual off-line sessions, This report is not intended to detail all of the concerns and
discussions expressed at the critique -- only the highlights. Originally, breskout sessions were
intended to be part of the critique, however, they were not formally included, due largely to a
lack of time. I has been recommended that they be inchuded in future critique agendas.



STATE PRESENTATIONS

The emergency management directors of the nine States involved in the disaster were
invited to present their ghservations and lessons learned. Each State was allocated 20 minutes
for ¢ presentation and discussion. Presentations were thoughtfal and well organized, helping to
set the stage for internal FEMA discussions for the remainder of the critique. Emergency
manigement is, after all, a partnership -- State insights are and will continue to be vital to the
assessment process. A consolidation of their key concerns can be found in Appendix A,

FEDERAL PRESENTATIONS

Other Federal agencics are also fmportant (o response operations. Although presentations
from the other Federal agencies involved in the Midwest fload operations were not included in
the critique agenda due to time constraints, there will be other Headquarters and Regional
meetings to evaluate operations from the perspective of the other Federal agencies.

In addition to plenary discussion sessions, presentations were made on the current Federal
envirsnment and ongoing activities. Special Assistant to the President Kathryn Way indicated
that the President i3 pleased with James Lee Witt and FEMA. She also noted that the
Presidential Steering Committee needs input from the people of the Midwest to ensure that
policies developed in Washington are working as expected. Department of Agriculture
representative Oleta Fitzgerald addressed the group concerning the Department’s roles in Jong-
term recovery. She noted that Agriculture Secretary Espy was given the lead for long-term
recovery by the President because of the number of the exiensive agricultural damage.

CRITIQUE EVALUATION

An evaluation form was circulated to all of the registered antendees in an attempt ©
gather information concemning paticipant expectations for and reactions to the Midwest Disaster
Critigue, including the appropriateness of the critique format and size. Although the response
rate for the evaluation was very fow, most respondents felt that; (1) the critique provided an
opporiunity to express their concerns; (2) the group was too large; and {3) disaster operations
should be critiqued regularly but the format should be designed around smualler groups.



OVERARCHING CONCERNS
The following are major concerns and themes that repeatediy surfaced during the critique.
. Improved Customer Service. Disaster programs need 1o focus on the ¢itenis - identifying

who the clients of each program are, what their needs are, and how they can best be
served. Providing customer service should be an Agerncy priority,

gatipn. Mitigation needs to be emphasized as a
c&ﬁiznuous Process cxlstmg mdspcndantiy z:}f disaster declarations and as an integral pant
of all programs, including Individual Assistance, Public Agsistance, and Response

Programs.

o Training. Training and other performance supports are vital fo ensure efficient and
predictable disaster operations. Many people responsible for managing and sepporting
disaster operations at ali levels were not adequately trained to perform their duties or to
effectively use support resources available to them. In many instances, training and
performance supports, such as standard operating procedures, were not available.

* Standards and Stand ration. Disaster ‘operations lack consisiency from pefsc:a to
person, Region w Regzan anci disaster to disaster - due 10 the lack of standardized
procedures, policies, and philosophiss. A systematic effort is needed 1o establish
performance and program standards in order to tdentify job, persormel skill, and training
requirements, and {0 measure the ¢ffectiveness of processes.

. Conflicting Resource Needs. The tasks of carrying out ongoing programs and responding
to disaster-driven events are often in condlict for resources, especially the resources of

time and people. FEMA must define the minimum essential requirernents for both tasks
and dedicate resources to achieve them. Discipline to dedicate the required resources is
required in order to improve programs,

®  Preparation for the Spring Floods. There is a need to prepare for the spring floods by
incorporating lessons learned from current Midwest flood operations, particularly in the
areas of staffing, Regional responsibilities, Individual Assistance/Public Assistance
processes, and Central Processing Office operations. In this regard, FEMA should plan
and organize the teams, propose prevention measures, plan with the States, and pre-
position yesources, ‘



ABOUT THE ISSUES

Afier the Critique, Headouarters reviewed the meeting notes and organized the
discussions and comuments inte 13 major topic areas:

Mitigation

Standards and Evaluation
Training and Performance Support
Staffing and Resources
Congressional Affairs

Public Affairs

Central Processing

Individual Assistance

Public Assistance

Long-Terns Recovery
Coordination/Information Sharing
State-Federal Relations

Response

[ I B BN BE R BN B BN BN B B BN

Issues were framed and discussion points and recommendations captured in gist for each of these
arezs. The key objective was to capure the concerns of critique participants, not to analyze or
evaluate what was presented for inclusion in this reporl; no Agency agreement Or CONSensus
should be implied. However, the issues and points of view raised at the critique were very
valuzble and useful to FEMA management and staff as they continue to improve disaster
operztions and prepare to respond to the anticipated spring flooding.

REPORT ORGANIZATION

This report is organized in two sections: {1} thirteen topic areas that include a brief
statemient of the issue, discussion poinis ralsed by FEMA critique participants and by State
critigue participants, and recommendations; and (2) the conclusion. In addition, Appendix A
provicles a consolidation of key concerns from the nine declared States; Appendix B provides
the fist of attendees; and Appendix C provides the critique agenda.



FOREWORD FROM PRESIDENT Bty CoiNToN

The era of big poveroment is ober b the era of big challenges
16 noh, Peaple want smatler govemmunyt, b they also warg
aedive and effeciive navoual feadership, They want governmen
that provdes them the means and oppomaniies o meet el
ssponsititities and sobve thielr own poblems,

Fhats why Yire President Al Gore and | huave spent so much
thr and eneigy s the Hest st einging govenrenent —
modng it work beter, bug cost besg. W have had some el
Belp from the Administation managesmen: teun ag well as the
sareer fedewsl workfome. | want to thank and congranstae
everyore who helped,

We've done praty well The Rederal worklorce 15 tae seanllest in
shvivey vears and the deficit has been ot by 80 peser. But this
suatler, cheaper govenment i accomplishing mor than over.
We've createsd more than 11 million new jobs, The orime rate s
down four years o2 row 5o s the een birdh race. Welfare
reform s beoomsing 2 realiy. Andd many goveroment agencies
are gepting fan matd for providing beuet service,

Bu ehete 1 great deal nom o de, We st give Americans
ihe tools 1o make the most of theie fives, to renew national con-
fitenee that we can solve owr most diflicult problems when we
work together, and 10 advance Americay role gs (e worlds
siongest force for peace, {reedom, and prosperity

These are big jobs v a smaller govesnment. This stnalt book
can be abig help, The lessans i1 i are tried and true. | urge
your o pay careful attention to these ideas, as we prepare for the
chaflenges before s
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INTRODUCTION BY VICE PRESIDENT

In 1993, President Clinton asked me to figute sul

how to make government work better and cost less.

We callud it refaventing povernment. The need 1o
reinvent was elear. Confidence in government —
which is simply conlidence in our own abiliy
solve problems by working together — had been
plummeting for three decatdes. We either had 1o
rebuild thar faith or abandon the luiure 10 chaos.

We had reason to hope we could sueceed.
Corporate America had reinvented itself 1o compete
and win. The same ideas and some new wrinkles
were starting (o work at the staie and local level
But it was going to be incredibly difficult, the largest
(wrnaround ever, and management experts said it
wouled take at least eight years.

Not quite four years harer, my hope of succeeding
has grown 1o confidence. We have thonsands of
examples of reinvention « islands of excellence in
every agency ~ delivering better service and saving
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mongy. And public confidence in government hos
rebounded — up nearly 9 percemt since 1983,
according to a recent Roper poll. We are sueceed-
ing. We know how todo it

Everyone in government knows big challenges
enin, B is dme lor faster, bolder action w exparsd
out islands of excellence and reinvent entire agen-
vtes — time Lo entirely reinvent every department of
government,

S0, even before the seeond inauguration, President
Clinton and 1 called the new Cabinet 1o Blair House
10 give them their reinvention marching onders.
This book contains the instructions we gave the

Cabinet in 4 set of papers on that Satwrday, January
i1, 1907,

The papers are:

« practical - there is not much about paradigm
shilt theories and such

+ writien as rules — we lefi out the things we were

unsure of

« focused on the highest impact rules for

rebrventinn SUCCess

« golden - buili on the experiences of the brigheest,
most creative, herok prople in public service so fan
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The book divides suy papers into three chaprers,
The first chapter ts abowt how w deliver great ser-
Vins e Licatinngg bk pubc e wiy wp coipesey
ireat their customers. Remember, we are irying io
restore Americas confidence in solving big problems
through seff-government, problems like drugs and
crime and the need for beuter education. How can
people trust government to do big things il we cant
o Hinle things like answer the phone prommly and

politely?

The second chapter tells how 1o foster partnership
and community solutions. We have 1o do big things
without big government. Luckily, partners are ready
1o help. Businesses have proven cffective pariners in
achieving a cleaner environment, wotker safety, amd
other regulatory comphisnce goals. Communities
can solve their own problems with a liule help and
opporiunity from their feders! paniners. And when
labor and managernent work as partoers, everybody
wins,

The last chagger is abowt how to reinvent to ger the

fobr done with fess. The first secdon there is the

most important for top leaders, I describes the key
to unlocking the enormous, unused, human poten-
tial of the federal worklorce. Unlocking that poten-
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DELIVER GREAT SERVICE

Identify Your {ustomers and Win Them Over, l @

it 1993, with Executive Onder 12862, the President
calied {or a revolution in governments cusiomer ser-
vier 1o deliver services equal 10 the best in business.
1y EEDOTSE, ;;gem:ies; ?ht'ﬂngﬁ{}u[ the government are

making changes that customers have noticed. Here are
some examples of the successes, as well as the chal-

lenges that vemain,

Agency A dew examples of Some challenges for
first 1erin seceess e second wrm

State
Passpont applications  Get passports ssued

are availeble on the
Work] Wide Web,

Veterang AHairg
Servire is so fast that
the NY benefits office
torned its walting
TOOM HHO A MuSEam
o SE wars.,

Treasury
Drug setzires are up
while atrport delays
are dowr

Social Securiey
Business Week rated
5545 1800 service as
the best in business,
hetter than LL Bean
or Disney

fast for all apphicanss,
with B0 long walls
in line,

improve beneficiary
satisfuciion through
greater inmegraton of
VA5 health system
with DoDs

Convince Ameticans
they't gen fair
rreatment from IRS.

Dramnatically cur the
mukd-year wail

and the huge backlog
inn disabiluy claims.
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goals amd values of the organization, and could use
them 1 adjust quickly 10 changing civumsiances. |
also said how federal employees would recognize
success: When they wake up i the mddie of the
might and can’ get back 10 sleep right away, they will
be thinking about how to do their jobs beger,

Where reinveniion hays taken hold federsl emplovees
do that, Their faith in the system has been restored.
Applied to every pant of government, these ideas can
do the same for America.

Nut long age, most Americans believed that we
could o praciivally anyihing by working together
— defear communism, go to the moon, you name 1.
We van have that faith in unity again. We can have
the strength of unizy again. We need it for the 215
Cemury.
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| FOREWORD

.1 was swormn in as Director of the Federal Emergency Management Agency (FEMA)
on April 5, 1993, My charge from the President and the Congress has been to revitalize
FEMA to make it the effective organization that it must be 10 mannge the effects of disasters
in this country. The renewal of FEMA has proceeded at a fast pace. We have undergone a
major reorganization, and successfully responded to 38 Presidential Disaster Declarations -
including two of the Nation’s largest disasters.

" This report presents a comprehensive overview of activities at FEMA during my first
year. It has been prepared to chronicle significant achievements and their basis for building
emergency management capabilities. The report s structured to detail our renewal efforts,
provide an overview of accomplishments, summarize disaster response and recovery
actividies, and highlight initiatives that will continue the renewal of FEMA.

}

! FEMA is now an cutward-leoking organization -- an orgapization of "people helping
people.” Customer service and establishing partnerships are the themes upon which we are
building 2 better foundation. We have worked to strengthen our partnerships with the many
governmental and private sector organizations who have responsibilities and interest in
emergency management. We have worked to significantly improve response to our
customers -- the American people who are or may be affected by disasters,

| 1have fully embraced the principles of the National Performance Review and the
shjectives of the Clinton Administration as we have made changes at FEMA. [ am proud of
the FEMA employees who have accepted the mzny challenges. Changes in attitudes and
agency culture are continuing as we implement new programs, find ways to reduce costs, and
refine our operations. With pride, 1 dedicate this report to the employees of FEMA --
inchuding our Disaster Assistance Employees without whom we could not have helped the
peopde and communities who are dependent upon us for assistance,

Although much has been accomplished, much remains o be done to effectively
mitigate agamst the effects and costs of disasters. FEMA cannot build the future of
emergency management without commitment and support of its partners. We must continue
the renewal of FEMA and emergency management. We must identify and implement those
actions that support FEMA’s goals. T ask you to work with me to continue te build on our
visijn, our mission, our goals, and our programs o make a difference in the years ahead.

¢ Tlook back on my first year at FEMA as one of growth, of change, of building a
foundation for the future of emergency management. Through commitment and input of
nany, FEMA is now in a position to provide leadership and support. 1 look forward to the
challenges of continuing the renewal of FEMA and development of an effective emergency

management system throughout the country,

}I)u“e,cz{)r
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Renewal of Emergency Management
THE FEMA ONE-YEAR REPORT

April 1893-April 1994

1. Itroduction

Jarmes Lee Witt was sworn in as the Director of the Federal Emergency Management
(FEMA) on April 3, 1993, and immediately initiated a renewal of FEMA and the country’s
emergency management system, The purpose of this report is to provide a comprehensive
sumrnary of major accomplishments and initiatives undertaken during his fisst year as
Director of FEMA.

During the period of the report, the country experienced an unusually high level of
disaster activity. Unusual tornado activity, winter ice and snow storms on the East Coast,
wildland fires (which also affected residential areas in Los Angeles), the Northridge,
California, earthquake, and severe weather placed demands on emergency management and
govemnment officials throughout the country. Hurricane Emily threatened the East Coast but
fortunately moved out to sea without causing major damage. Of 53 requests for a
Presidential Disaster Declaration submitted by governors of affected States, the President
declered 38 major disasters. These declarations included the extensive Midwest Floods and
the Northridge earthquake. Recovery efforts from Hurricanes Andrew and Hugo and the
1.oma Prieta earthquake continued to demand considerable attention.

The Dirzctor emphasized basic leadership and management philosophies, thus
improving FEMA’s capabilities and image, redirecting resources to an ali-hazards, risk-hased
management approach, developing new and innovative programs, reorganizing along
funciional lines, and strengthening partnerships in emergency management. This report
outlines how FEMA has progressed in these and other critical areas, It also identifies actions
that 1ave been initiated to continue the renewal of FEMA and (o build a solid foundation for
improved emergency management capabilities throughout the country,

II. leadership

[
|

A. Vision. For the first time, a vision for emergency management was established.
The vision provides for: "a public educated on what to do before, during, and after a
disaster to protect themselves, their families, their homes, and their businesses; structures
Tocated out of harm’s way and built according to improved codes; governments and private
orgaiizations with proven effective plans, necessary resources, and rigorous training for
" disaster response; and community plans, prepared in advance, for recovery and
reconstruction after a disaster,”

Based on this vision, shont and Jong term goals and programs can be defined by the
emergency management comnunity to make the vision a reality. FEMA uses this vision to
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make it; basic decisions about how current emergency management needs are met. More ‘
importantly, a collaborative effort with Congress was initiated to define responsibilities and
actions s achieve the vision. The long-term program will invoive the Congress, the
Administration, the Federal Government, State and local governments, private and voluntary
organizaotions, and individuals. '

5. Mission: The FEMA mission had not been updated for more than 10 years,

. Based on input from FEMA employees, our partners in emergency management, and a
 reassessinent of our responsibilities, a mission statement was defined: "The mission of the
Federal Emergency Management Agency is to provide the leadership and support to reduce
the loss of life and property and protect our institutions from all types of hazards through a
comprehensive, risk-based, all-hazards management program of mitigation, preparedness,
response, and recovery,”

C, Goals: Five mission-associated goals and one organizational goal were adopted
upon which management decisions and programs are based. Accomplishments on each of
these gocls are defined throughout the report.

I Create an emergency management partnership with other
Federal agencies, State and local governments, volunieer orgamizations,
andt the private segtor,

2. Establish, in concert with FEMA's partners, a national
emergency management system that is comprehensive, risk.
based, and all-hazards in approach.

3. Make hazard mitigation the foundation of the national
emergency management system.

4. Provide a rapid and effeciive response to any disaster.
5. Sirengthen State and local emergency management.

6. Revitalize the Agency and develop a more effective and involved
cadre of FEMA managers, permanent employees, and disaster reservists,

13, Agency Managemeni Plan: Based on the now vision, mission, and goals, in
January 1954 the Director identified prioritdes to be achieved by the end of FY 94,
Coordinated Agency implementation plans were developed for each priority, with key-4ctions
and responsibilities of headquarters and regional offices identified. The need for
organizaticnal supporting plans and reporting mechanisms was identified. For the first time,
a comprehensive Agency document described priorities and responsibilities of each part of
the organization. ‘
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In late March 1994, an unprecedented meeting of FEMA managers was held at the
FEMA Special Facility. The meeting provided a much-needed opportunity to-work together
to resolve long-standing issues, identify responsibiiities, and agree on key actions to
implement mutual priorities. Managers recommended that similar meetings be held every §
months throughout the renewal process,

Plans are being made to begin early development of the FY 95 Management Plan,
The management planning process will be tied {0 strategic planning, budget and procurement
processes, and performance and gvaluation systems, Managers will be responsible for
identirying priorities for their organization, and involving all employees in accomplisking
those priorities.

E. Agency Environment/Culture. An open and trusting environment where all
employees can contribute and are valued is desired. The Director has personally taken steps
to craite such an environment. On his first full day, the Director personaily grecied FEMA
headquarters emplovees as they entered the building. He has visited 9 of the 10 FEMA
regional offices, and takes every opportunity to visit FEMA facilides and individual work
arcas, He has also stated that all employees will be valued and treated with respect, He
institwred an "Open Door” policy where time is set aside each week for FEMA employees to
talk to him about their concerns and ideas. He gave his attention to renewed equal rights
programs, cultural diversity, sensitivity training, and upward mobility opportunities.

Throughout the first few months, the Director hosted 2 series of brown bag lunches.
Participants were randomly selected and invited to meet with their peers. One of the most
significant meetings was for selected regional admimstrative stall who were given the
opportunity for training and exposure at headquarters.

The Director uses various means of keeping all employees informed and involved in
the renewal process. He has directed all managers to hold staff meetings at least weekly,
and to share information with their employees. Informative memoranda to all employees are
released frequently. A periodic newsletter has been turned inte a monthly publication for
sharing information from the Director and among all parts of the organization, An “all
hands™ mecting was held on October 18, 1993, to inform employees of the new organizaticonal
structue and management assignments. Vice President Gore participated and complimented
FEMA employees for their efforts in responding o the Midwest Floods and implementing
the initiatives of the Administration.

On Oetober 19, 1993, the Director signed a {abor-management agreement with
representatives of each of seven employee bargaining units to establish the FEMA Labor-
Management Partnership Council, This agreement was one of the first signed to implement
Executive Order 12871. The purpose and objectives of the Council are to help renew and
improv: FEMA to ensure that the Agency delivers the highest quality services to the
American people; o identify problems and craft solutions to better serve FEMA's customers




and mission: and, to improve labor-management cooperation by forming a partnership
supportive of the above objectives. Under the agreement, the i6-member Council is
comprised of seven union-appointed FEMA employees and nine FEMA management
represenfatives. The Associate Director for Operations Support was appointed as the Labor-
Management Partnership Council Chair. The Director also established an honorary Labor
Redations Award to recognize significant contributions in the labor-relations field,

Director Wit determined that FEMA could not be an inward-looking bureaucracy

with isolated organizations, complicated processes, and separate agendas, Al employees

were encouraged 1o reach out to external organizations to involve them in developing
improvedt and innovative emergency management programs, This practice has been
embraced and demonstrated in recent disaster response initiatives, Al of FEMA is now
involved in disaster response activities, either through organizational responsibilities or
individuzl emergency assignments. The disaster burden no longer resides with one part of
the orgarization. The culture is changing 1o one dedicated to meeting the needs of is
customers, both internally and extemally,

F. National Performance Review (NFR). In the past year, FEMA has been actively
involved with the Vice President’s NPR. The renewal of FEMA was guided in large part by
the principles developed by NPR, FEMA directly participated in the NPR effort in the
foliowing ways:

* FEMA Report: FEMA prepared a companion document to the NPR Report that
detailed the new vision, mission, goal$, and major policies. The report detailed how FEMA
is develoning legislation, new policies and organizational plans to invigorate the Agency with
this refocused mission.

* Reinvention Laboratory: All of FEMA has been designated as a Reinvention
Laboratory. In addition to processes and organizational structure changes, a concept for-
rini-lab <Jdevelopment was implemented. Nominations for Reinvention mini-labs were
sought ard will be implemented on an ongoing basis until all possible programs and
processes have been revised to meet Agency goals amd improve operations.

* NPR Recommendations: Four recommendations for FEMA action were included
in the Vice President’s NPR report, Action has been initiated to implement each of the four
recommendations. The recommendations and general actions taken 10 implement each of
them are as follows: ’

L. Shift emphasis to preparing for and responding 1o the consequences of all disasters; The
Agency russion and goals now clearly reflect an all-hazards emergency management =
emphasis. FEMA’s reorganization dismantled the specific-threat structure and realigned all
resources into an all-hazards functional structure. Assets previously dedicated 1o national
security programs are available to prepare for and respoad to consequences of all disasters,
The Director formed a National Security Steering Group to review FEMA's national security

P




functions and to ensure necessary capabilities are maintained in the new organizational
structare. A review of all Ageficy positions 1o determine the need for security clearances
“was initiated. (As part of the review, determinations on position sensitivities are also being
made.} .

2. Develop a more anticipatory and cusiomer-driven responsg lo catastrophic disasters:
When Hurricane Emily threatened in August 15993, FEMA, other Federal Agency officials,
Urban Search and Rescue teams, medical teams, and specialized equipment were deployed o
North Carolina (o meet the storm. Each FEMA region has appointed State Haison officers
whe make contact with State officials as a disaster is threatening, or imumnediately aftef one
occurs. - Overali improvements were demonstrated in response to the Northridge, California
earthquake that occurred on January 17, 1994, The Director deployed to California early
afternoon of the same day, slong with other Federal officials,  Urban Search and Rescue
teams were alerted for potential deployment, if needed. Many lessons learned as a result of
the Ncrthridge earthquake are being incorporated into Agency policies and functions.
Development of a concept for deployment of disaster assessment teams and management
teams was initiated. During the March management conference, two regional offices were
assigned responsibility to develop centers of excellence: Region IV in Atlanta, Georgia, as
the Center of Excellence for disaster close-outs and Region VIIE in Denver, Colorade, as the
Center of Excellence for outreach and community relations.  With input from all parts of
FEMA and our partners in emergency management, the Ceunters will develop policy and
related planning, procedural, and training documents.

3. Create resuits-oriented incemtives t¢ reduce the costs of a disaster: A
headquarters/regional task force was convened to review the Stafford Act and consider
_revisions that would meet the obiectives of this recommendation. Recomunendations will be
developed and submitted to the Office of Management and Budget for approval. The FEMA
Inspector General was asked to review the declaration process and make recommendations
for improvements. An Agency priority was established to develop a strategy for increasing
the pariicipation in the flood insurance program by 20 percent. FEMA worked with
Congress and the Administration on geveral pending legislative initiatives that are designed 0
reduce the cost of disasters. The Director also established as an Agency priority design of
mecharisms 1o increase flexibility in how States use Federal funds to meet their emergency
management priorities.

4. Develop skilled management team armong political appointees and cureer staff: The
number of political appointees was reduced from 37 10 22, and those who have a background
fn emergency management are significantly increased over previous Administrations. In
addition, three senior managers are career FEMA employees. To further this enhanced skill
level, the Director identified as an Agency priority the need to develop a management
training program for all managers. Immediately upon appointment, all new regional
directors are provided an orientation program at headquarters, The orientation is designed to
give them Agency perspective on policies and programs, and to have the opportunity to get
to know headquariers managers before they undertake their new assignment. In the new
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organizational structure, senior executive management assignments were changed so that
differe:t perspectives could be added to the new functional structure,

G. Government Performance and Results Act (GPRA). FEMA applied to the Office
of Management and Budget 0 cmdmi a GPRA pilot project on use of information
technology to support emergency management programs. Even if not approved as a pilot
project, the Director has determined that the proposal will be the basis for developing a

.- strategic plan and taking advantage of echnology to support emergency management

functions. The pilot project will also be used as the instructive process for implementing
Agency strategic planning required by the GPRA.  The concepts of the GPRA --
performance measurements, achieving results, accountability -- are being incorporated ino
Agency policy and evaluation mechanisms,

H. Performance Agreement with the President: A formal proposal will be
subsmitied after review with the NPR staff,

1. Customer Surveys: In response to Executive Order 12862, FEMA is conducting
somprehensive surveys of the Agency’s customers in order to develop customer service
standards. Focus group meetings and interviews were conducted with individuals who had
applied for disaster assistance after the Northridge carthquake, The jnput from these sessions
was used to develop a survey to be pilot wested with disaster applicants affected by Hurricane
Andre'v. A customer survey sirategy was developed and outlined in the inital report
required by the Executive Grder. Plans are being made to survey our other large customer
base -- State and locai officials. Intermal customers are also being queried about their needs
and ideas before programs are developed or changed.

J. Imternal Regulation Reducfion: A plan o reduce regulations by 50 percent by the
end of FY 95, a vear ahead of the requirements of Executive QOrder 12881, was drafied.
Assignments of responsibility for review and revision of existing regulations were aligned
consistent with the new organization strucrare.  Part 44 Cde of Federal Regulations which
outlined FEMA’s organizational structures, missions, and functions had not been updated in
more than 10 years. A revised Final Rule which described the new organization and
approp riate delegations of authority was drafted for internal comment prior to publication in
the Fedlernl Register. Considerable latitude is included in the delegations of authority 1o
provids for further delegation to the lowest level possible within the organization, The need
for a raanagement strategy to delegate further and empower people at all levels to perform
was identified and initial plans made for implementation of such a strategy. A concept for
delegations of authority 1o Regional Directors and working relationships wuh Associate
Directors, Administrators, and Office Directors was drafted. s

K. Regulatory Initiatives: In response to Executive QOrder 12866 and a request from
the Vize President’s Counsel, FEMA identified two regulatory initiatives o be undertaken
during the next year. The regulations for public assistance authorized by the Stafford Act are
being revised, emphasizing a streamlined process, mitigation strategies, environmental and



sustainable devc,lopmenz considerations, and reduced disaster costs to the taxpayer. The
second regulatory initiative is assoctated with developing intérnal regulations and delegations
of authority that will empower employees 10 take actions within established policies.

L. Streamlining: FEMA’s initial streamlining plan, required by Presidential
memorandum dated September 11, 1993, identified a number of potential cost savings
without impacting the number of employees on board. Many of the initiatives already
identified will contribute 1o streamiined operating procedures. A review of FEMA facility
costs and functions performed in those facilities was inifiated to identify long-term cost
savirgs in reduced operating costs. Each senior manager has been tasked through an Agency
priority o propose o the Director ways of saving money at targeted facilities,

HI.  Reorganization of FEMA

A critical element of the renewal effort was overhauling the Agency’s organizational
structure. The structure existing in April 1993 reflected priorities of previous
Administrations and had been in place for many years. A number of external reports had
criticized the Agency for s stovepipe structure, inefficiencies, and resuliant duplication of
effort. Recommendations were that FEMA should fully integrate assets and capabilities
reserved for national security purposes into the overall Agency all-hazards misston. FEMA
needed to reorganize 10 meet its new mission and goals.

In June 1993, the Direcior initiated a fast-track, unconventional approach to
reorpanizing a troubled FEMA. His intent was to get maximum input from al employees
and put a new organizational structure in place quickly to minimize disruption of critical
FEMA services and the impact on employees. He appointed a four-person project team to
coordinate the process and finalize recommendations.  Input from employees was actively
sought, with more than 100 written suggestions submitted. Senior managers met in a 1-day
“"retreat” to identify organizational issues and propose a structure. Selected senior managers
participated on an ad hoc commities to review organizational issues and proposed structures.
The basic organizational structure, with programs and functions aligned within the structure,
was completed in time for the Director to review it with the Vice President on August 7,
1993, when they met to discuss FEMA’s renewal efforts. .

The Vice President and Director Witt announced FEMA’s new organizational
structure and management assignments at an "all hands” meeting on October 18, 1993, The
managers were detailed o their new positions and tasked to complete staffing assignments
within the new structure. Mission and function statements were developed, personnel actions
were completed, space allocations were made, and employees were assigned to specific
positions and functions, All paperwork was compieted and the new ozgamzatmrzal structure
beceme effective Nm'emhcr 28 1993, “y
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‘Throughous the reorganization process, the Director kept employees involved and
informed as to the progress being made. The reorganization accompiished these major
objectives:

“ Alignment of Agency programs and activities along functional lines

'« Consistent organizational structure at headquarters and regional offices

* Increase in supervisor to employee ratic and reduction of two layers of

Inanagement

» Conselidation of support functions, inclading those for disaster response, into one

IJirectorate

@ Assignment of disaster response functions throughout the new organizational

structure

No employees were reduced in grade or subjected to reduction-in-force as a result of
the reoryanization. Employees who had previously been supervisors maintained their grades
based on program or technical expertise, To ensure the most effective use of people and
their skills, and fo give employees a new opportunity, a program was initiated for employees
to request wansfer to another part of the organization. Consistent with Agency needs,
requests are being reviewed to satisfy individual preferences wherever possible.

Overatl the new organizational structure is functioning as intended. FEMA's
response 10 the Northridge earthquake was enhanced by changes in management and the new
organizational structure. If anything, the people of California benefitted becauss the whole
Agency pulied together (o support response operations, In June 1994, a 6-month review will
be initiaed to ideqtify any adjustments that need to be made.

IV. Int:rorganizational Relationships

2. Congress: Strengthening FEMA’s relationships with Members of Congress and
their stasf has been a ¢ritical focus of Director Witt’s activities over the last year. To
accomplish this, he appointed a professional experienced in Congressional operations and
mtergovernmental coordination o be Director of FEMA’s Office of Congressional and
Governniental Affairs. Further, the Director made it a personal priority to be accessible to
Member: and staff for hearings and meetings, in the field and in Washington, D.C.

In the last year, the Director has testified 15 times before 8 different Committees and
Subcominittees on subjects ranging from FEMA’¢ annual appropriations, to the Midwest
Flowds, 1o flood insurance, to the Northridge earthquake, and emergency supplemental
appropristions,  As the direct result of his accessibility and his interest in establishing a
proactive and meaningful dialogue with Members and their st@aff, the perception and mzage: of
the Agercy held by the Congress has greatly improved, :

Members of Congress have come to appreciate that they are pant of the emergency
management partnership, Nowhere hag that feeling been more evident than in disaster
response.  Under Director Witt's leadership, FEMA's Office of Congressional and
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Governmental Affairs focused its efforts.during this year's disasters on proactively informing
ant! coordinating the exchange of information on Agency response and recovery activities
with Members of Congress and theie staffs, and seeking ways in which we could better work
together. For example, FEMA used information provided by Members of Congress and
their staffs o improve service to disaster victims in the field.

B. Other Federal Agencies: FEMA continued to work with other FPederal agencies
in reeking ways to improve Federal involvement in emergency management activities, In the
nev: organizational structure, national security planning and Federal Response Plan activities'
were combined in the Interagency Planning and Liaison Division in the Response and
Redovery Directorate. This Division was designated as the primary point of contact for other
Federal agencies to work with FEMA to develop response capabilities and identify
regiirements for training, exercises, and other refated activities.

! 'The Director has mét a number of times with the interagency Catastrophic Disaster
Response Group, which is the focal point for FEMA coordination within the Federal
Government for planning and responding to major disasters. He also met personally with a
number of Cabinet and Administration officials to discuss mutual responsibilities in
emergency management. These high-level commiuments were demonstrated in response to
the Northridge carthquake when the Director, the Secretary of Transportation, the Secreiary
of Housing and Urban Development, and the President of the American Red Crogs went to
Los Angeles the day of the earthquake. The Secretaries of Commerce, Education, and
Hea'th and Human Services visited repeatedly throughout the recovery, as did the
Administrator of the Small Business Administration (SBA). SBA has now joined in the
Federal Response Plan effort as a full participating signatory mensber.

i
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i For the first time, an intergovernmental focus was included in the Joint Information
Center after the Northridge earthquake. Public Affairs/communications representatives from
each Federal Agency involved worked together to exchange and provide information ag a
singie clearing house for Federal information related to the disaster response. FEMA is
working with the White House Communications Office to improve {his function, so that
representatives are identified and trained shead of time (o respsm:% to the next catastrophic

dzsaster

I AN FEMA organizations were encouraged to increase their working relationships with
Federal agencies, and new initiatives are underway to reinvent and improve our working
refationships with these critical members of the nationwide emergency management
gartnicmhip.

C. Statez and Local Gevernments: One of the Director’s first actions was. to write ©
cach State and territorial emergency management director to propose a risk-based, all hazards
emerzency management system, based on a foundation of mitigation. He met in June 1993
with State Directors o solicit their input and support in the development of 3 nationwide




parmezéhip. An unprecedented number attended such meeting: 52 State and territorial
directors participated, and pledged their support and cooperation.

The Director also established a more proactive approach for all FEMA organjzations,
especially the regional offices, to work with State and local officials. A regional employes
was assigned as [iaison (o each State to work with the emergency management organization,
and then with the Governor and State officials irmmediately upon occurrence of a disaster
. warning or event. Regional officials have become better acquainted with their State and Jocal
<" counterparts, and have reached a better understanding of their organizations, poticies, and
procedures. The effectiveness of this approach has been demonstrated in response to the
Midwest Floads, the Northridge earthquake, and the series of other less extensive but still
serious disasters during the Director’s first year at FEMA.

I general, 3 new autitude and environment was created as the basis for working with
State and local officials. Policies and initiatives were directed toward allowing flexibility for
States to Kentify their own priority and program needs, reducing the administrative burdens
for receiving FEMA funds, and achieving performance-based results that ensure 8 better
emergercy management capability.

D. Intergovernmental. Coordinating FEMA's diverse interactions with national,
State, and local constituency groups has been assigned as ong of the critical functions of
FEMA's Office of Congressional and Governmental Affairs. FEMA has a2 vast and vocal
constituency that includes State emergency managers, firefighters, floodplain managers, dam
safety engineers, State and locat elecied and appointed officials, business officials, etc.
Given the impornarce of FEMA's audience to emergency management, the Director has
participated in over 50 different meetings of constitvency organizations and officials during
the last vear. He has made a particular point of establishing relationships with each of the
major fire and emergency service organizations in the country.

A fulltime position now exists-in FEMA’s Office of Congressional and Governmental
Affairs t3 serve as a focal point for intergovernmental relations in the Agency. A strategy
for comrumicating and coordinating information with these interest groups is currently under
development. The intent of the strategy is to facilitate existing relationships with national,
State, and local public interest organtzations, bring a "big picture” perspective to the
Agency s overall interaction with these audiences, identify opportunities to better
communicate with these groups, and promote the comprehensive dissemination of
information to the broader emergency management communily.

Clearly, a strong intergovernmental affairs program is a critical component of. the
Director’s goal to create a national emergency smanagement partnership, and 15 important to
the success of the Agency’s mission. This was certainly the case following the Northridge
earthquabe, when the Director made community outreach and intergoverrunental coordination
a key facet of the response and recovery operations,
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E. FEMA Advisory Board: Previcusly, members of the FEMA Advisory Board
primarily represented a national securily perspective and were not from the broad
constituency that FEMA must work with to develop an effective nationwide emergerncy
management system. The Director appointed 2 16-member Board that has representatives
from Federal, State, and local governments {including elected officials), emergency
management organizations, veluntary organizations, and the private sector. An inital
meeting resulted in the Board passing a series of resolutions in support of emergency
management. The Board will meet twice yearly 1o provide recommendations to the Director
on key emergency management issues.

F. Emergency Food and Shelter: More than 3130 million was made available in
FEMA's FY 1994 budget for the Emergency Food and Shelter Program.  Over 10,500
agencies in more than 2,600 communities across the country receive funding through this
program for rent/mortgage/utility assistance, and supplemental funding for mass shelter and
food srograms. Within less than 5 weeks after funds were made available, the first checks
were mailed to recipients. This timing was critical because the funds reached the
organizations who provide shelter and food to vulnerable families and individuals before the
start of the life-threatening winter months,

For the first time since inception of this program in 1983, FEMA published a
technical assistance manual to illustrate some of the creative and inovative ideas and
practices that have been impiemented by recipient organizations. FEMA continued to chair
the National Board, and participate in the Washington, D.C. InterAgency Council on the
Homeless to develop a Federal plan to end homelessness in the District of Columbia. A
major initiative with the Defense Commissary Agency was undertaken to link local feeding
organizations with commissaries in their local areas to receive any excess edible food.

(. Publie: Critical to the new FEMA vision is "a public better educated on what (o
do before, during and after a disaster...” Consequently, considerable emphasis has been
placed on developing 2 national strategy to educate the American public and providing
guidaace for family and individual protection. A waterproof card 1o be distributed nationally
is being developed with FEMA’s teleregistration and information botline, and to provide tips
that are useful before, during, and after disasters. Several initiatives {described in other
porticns of this report) will provide better information to people after disasters, including use
of the National Weather Service radio system for broadcasting disaster information,
continuing publication of the Recovery Times, and broadcasting on the disaster-specific
Recovery Uhannel.

H. Medin: The Director of FEMA™s Emergency Information and Public Affairs
Office (EIPA) is an experienced media and public affairs professional, and has used his
background to proactively build media relations and involve them in disaster '
awareness/preparedness initiatives. The EIPA Office hosted indtial briefing sessions for
regional and syndicated correspondents to explain the disaster declaration process and
FEMA's programs, functions, and responsibilities.  As a nationwide emergency information
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program is implemented, briefings will be held on a regular basis. Opportunities were
songht throughout the year to bring the emergency management message hefore the
American public through the media. The FEMA Director and other officials made
themselves available for interviews with the media, to explain in an henest and open manner
inforration about its disaster operations and programs. Consequently, favorable news
reports have become the rule,

1. Business: The EIPA has developed a business and indusiry guide for preparedness
in the workplace. A recruitment project has been undertaken to develop corporate
sponsorship and partnerships for making emergency preparedness products and information
avaiiaivle throughout the business community. FEMA has supported public awareness
progrems sponsored by such businesses as Hoine Depot, Clorox, Alistate Insurance, and
Georgia Pacific, The American Franchise Association s just one organization now
cooperating with FEMA to improve emergency preparedness, and is exploring setting up
Franchise Emergency Action Tearns t0 have a role in disaster response,

Contacts are continuing with the private sector to get input on how FEMA can include
them in the national emergency management partnership. These contacts have resulted in
making emergency management information available through their products, such as paper
placemats in fast-food restauramts. FEMA has also provided publications and materials that
can be adapted by the organization for their own emergency management programs.

The business community has also expressed its interest in providing services and
commuxities after a disaster. Their participation in developing a national donations
management strategy hag helped overcome problems that previousty existed after a major
disaster. For instance, after Hurricane Andrew in Florida disposal of unusable clothing and
other producis became a major problem. FEMA is exploring how 0 make contributions and
services from private organizations available after disaster response, similar to how Federal
resources are made available to support State and local needs.

¥. Mitigation

A. National Mitigntion Strategy: In one of his first speeches after his confirmation
{to the National Earthquake Conference in Memphis, Tennesses, May 5, 1993), the Director
expressad his intention to develop a national mitigation strategy. His commitment to the
concept of mitigation, and its importance as a foundation for emergency management, was
confirmed during the reorganization by creation of the Mitigation Directarate, For the first
time, FEMA's midgation programs -- Floodplain Management, Farthquake Hazards
Reduction Program, National Hurricane Program, National Dam Safety Program, azzr.% POSt-
disaster mitigation pmgrams -« were brought into one organization.

A draft statement, "Towards 2 National Mitigation Strategy,” has been prepared and,
onice apyroved, will be published and distributed 1o FEMA's constituencies. The concept of
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