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Human Genome Milestone
Fact Sheet

8ize of Human Genome ~1. 15 Billion bases

Refers 16 the euchromatic portion of the geoome.
The genome also contding large blocks calied
heterochromatin, which coosist almast entizely of
repetitive DNA. This inefudes comters and ends of
chromosoeme. Heterochromatin compromises un
additional ~7%, or ~ 0.2 Billion bages,

All subsequent statistics are guoted for the
suchromatic portion of the genome.

Data Underlying Working Draft

Fotal Raw Scquence Generaled 22.1 Billion bases
Seguence Coverage 1 foid
Clone Covsrage 34 -fold

Description of Working DPrafy

Proportion of Geneme currently
in the assembled path of mapped clones 97%

Proportion of Genome ¢urrently
in the assembled path of DNA seguence B3%

Long-range Cominuity
Sequeace Lontinuity.
Actypieal DNA base in the assembled sequence
resides in 3 continuons black (without gaps}
of DNA sequence of average lengih = 260,000 bases

ione Continuity
A wypical DNA base in the assernbled seguence
resides in a continoous bleck {without gaps)

of mapped clones of average length = 8.000,000 bases
Propaortion of Genome Sequence:

In Fiaished Form 24%

In Near-Finished Form . 22%

I Draft Form A8,




iIn Mapped Clenes currently being Sequenced 12%
Not yet in haad 3%

Accuracy of 1ypical DNA base in sequence 25.5%
}Goal of Finished Sequence is 99.99%])

Proponion of known human genes

found in working draft 2%
Progortion of known disease-causing genes ‘
found in working drafl 95%

Gene Content of Human Genome

Analysis of the sequeace shows 38.000 gene predictions confirmed by experimental evidence. There are many
additional gene predictions, bit these ate not yet conflirmed by experimental analysis.

Interesting Facts
Base Composition
Average propotion of (-C base pairs across genome 41%

Varialium in propartion of G-C base pairs
{in windows of 10,000 5p)

[t

Highest £5% (chromosome 16)
Lowest 25% (chromozome Y)
Repeat Sequence

Proportion of Genome consisting of known repeat elements38%
Note: This excludes; microsatellite repeats,

riaisateline repeats, and previously unknown repeats, -

Actual repeat content will likely be around 42%)

Repeat families covering the most niclentides

LI family 14.6%
Alu fansity £1%
MER family 3.0%

Most commeon protein types

The most common domain is the zine finger demain. This domain 15 involved in binding to nuclelc acids
(including both DNA and BNA) and in many cases is a transcrigtion regulaior.

The most comemon type of gene is 2 pretein kinase. These genes am invalved in intraceliular signalling,

The prevalence of these types of genes saggesis that a large propartion of the hurnan genetic code is devoted to
sending: regulatory signals — to tum genes on and off 2ud 1o communicate berween cells in the by,
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Next Steps

"The nexi steps for the Human Genorne are.

+ 1o rapidly sequence the remaining 10% of the sequence already contained in the assembled path of
clones bul not yed sequenced (to be completed within months);

» [ cover the last 3% of the genome;

« 15 close all gaps and resofve ambiguities in the sequence, bringing the average accuracy from 59.9%

1o 60 955,

Pubiic projecis have also'recently been launched to sequence the genomes of!
» the nboratory mouse;
* the laboratory rat;
+ 1w species of fish, which are important madels of veriebrate developrent.

Human Variation

in addition 1o creating a “reference sequence”, the Human Genome Project Is also creating s compichensive
catalogue of the comimon genetic variadons in the human DNA. These sites of variation, termed Single
Sucleotide Polymorphisms (SNPs), are sesponsible for most of genetic susceptibility Lo inherited disease.

Muore than 300,000 SNPs have been discovernd 1o date. This nomber is expected to grow 1 mullion SNPs by
year end, and more thar 2 million by next summer.

The SNF werk is supported by both federal grants aad a nove) indusiry-academia collaboration called the SNP
Consertiym (involving 10 pharmaceutical firms, 5 academic centers and 2 public foundation),

Project Description

Pilot Project Phase 371996 - 371999 (3 yrs}
: To develop metbods for penome sequencing

Production Fhase of Waorking Dyaft 41999 — 672000 {15 months}
To cover approximately 50% of human genome

Rate of Praduction of Raw Sexqjuence Data in recent months 1,000 DNA letters per second

Praject Cost

Cost of Working Draft
Teotul Budge: ~$306 Million
NiH Budgel ~$150 Million

The cost translates to 3 conts for sach of the 6 billion paople on The Earth.

Data Release

From the ouiser, the Intemational Sequencing Consortium adopted a policy of daily data reiease—according to
which genomic sequence information is released into the public domain every 24 hours,

Participants

The work has been largely curmied out by 2 consortium of 16 leberatories in US, UK, France, Germany, Japan,
sttt China,
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Francis 8. Collins, MD, PhD
National Human Genome Research Institute,
National Institutes of Health

Dr. Francis Collins is a physician-geneticist and Direclor of the National Human Genome
Research fustitute, NIH. In that role he aversees a complex multidhsciplinary project aimed at
mapping and sequencing all of the human DNA, and determining aspects of its function. Many
consider this the most important scientific undertaking of our time. The project is currently
running abead of schedule and under budget.

Dr. Collins was raised on a small farm in Virginia and home-schooled until the sixth grade. He
obtained his undergraduate degree in chemnistry at the University of Virginia, and went on (o
obtain a Phi> in physical chernisiry at Yale University. Recognizing that a revolution was
beginning in molecular biology and genetics, he changed fields and enrolled in medical school at
lhe University of North Carolina, where in encountered the ficld of medical genetics and knew
he had found his dream.

After a residency and chief residency in internal medicine in Chape! Hill, he returned to Yale for
3 fellowship in human genelics, where he worked on methods of crossing large streiches of DNA
i identify diseage genes. -He continued to develop these ideas after joining the faculty at the
University of Michigan in 1934, This approach, for which he later coined the term positional
cloning, has developed into a powerful component of modem molecular genetics, as it allows the
identification of disease genes for almost any condition, without knowing abead of time what the
functional abnormality nught be,

Together with Lap-Chee Tsui and Jack Riordan of the Hospital for Stck Children in Toronto,
{Lanada, his research leam ideotified the gene for cystic fibrosis using this strategy in 1989, That
was followed by his group’s identification of the neurofibromatosis gene in 1990, and a
successiul collaborative effort to identify the gene for Huntington Disease in 1993, That same
year, Dr. Collins accepted an invitation (o become the second director of the National Center for
Human Genome Research, following in the footsteps of James Watson,

fa addition, Dr. Collins founded a new NIH intramural research program in genome research,
which has now grown 10 become one of the premier research units in homan genetics in the
couniry, His own research laboratory continues to be vigorously active, exploring the molecular
genetics of adull-onset diabetes, breast cancer, prostate cancer, and other disorders. His
accomplishmenls bave been recognized by election to the Instiwte of Medicine and the National
Academy of Sciences, and numercus national and international awards.

526430
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Aristides (Ari) Patrinos, PhD
Department of Energy

Dr. Ari Patrinos reveived a diploma in mechanical and electrical engineering from the National
Technical University of Athens and a PhD in mechanical enginecring and astronautical sciences
from Northwestern University. After a year on the faculty of the University of Rochester, he
joined Oak Ridge National Laboratory in 1976 and then Brookhaven National Laboratory in
1980. His research included computational fluid dynamics, atmospheric chemistry, experimental
moethods, and statistical modeling,

In 1984, he came to Washington, DC for assignments at the Environmenal Protection Agoncy
and the Department of Energy (DOE). In 1988 he led the DOE rescarch in global environmenial
change and in 1990 became the director of the Environmental Sciences Division in the DOE
Office of Biological and Environmental Research (OBER),

Since 1993, Dr. Patrinos is the Director of OBER and oversees the research aclivities the DOE
human and microbial genome programs, structural biology, nuclear medicine and health effects,
global climate change, and basic research underpinning DOE’s environmental restoration effort.
Dr, Patrinos represents DOE on the Intermational Human Genome Project, the U.S. Global
Change Research Program and on other interagency and Intermnational coimmittess dealing with
biclogical, medical, and environmental issues. He is a2 member of the Amencan Association for
the Advancement of Science, the American Geophysical Union, the American Society of
Mechanical Engioeers, and the Greek Technical Society, He is also a Fellow of the American
Meteorelogical Society,

612600
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Richard A. Gibbs, PhD

{! Baylor College of Medicine — Houston, Texas

Dr. Richard Gibbs, 2 Wollord Cain Professor in the Baylor College of Medicine Departmient of
Molecular and Human Geneties, is Director of the Human Genome Seguencing Center (HGSC)
in Houston, Texas. In addition 10 sequencing more than 150 million base pairs of human
genomic DNA from Chromosomes X, 12 and 3, HGSC collaborated with the Berkeley and
Celera groups to sequence the Drosophila genome. HGSC also is aetively engaged in the
analysis of the Dictyostelium genome, and i a program 1o sequence all human cDNAs,

Rescarch projecis within the HGSC, established in 1996, include the investigation of new
meolecular technologics for mapping and sequencing, exploration of novel chemistrics for DNA
tagging, development of instrumentation for DNA manipulation and building new computer
programs for genomie data analysis. Also, seientists are studying the genes expressed in
childhood Jeukemias, the genomic differences that lead to evolutionary ehanges, the role of host
genctic variabion 1n the course of infeetious discase and the molecular basis of speeific genctic
diseases.

Dr. Gibhs received 2 PhD in genetics and radiation biology in 1986 at the University of
Melbourne, Melhourne, Australia, after rocoiving a bachelor of scienee (Hons) in 1979, Hecame
to Baylor College of Medicine as a postdocioral fellow to study the molecular basis of human X-
linked discases and to develop lechnologies for rapid genetic analysis; he joined the Baylor
Colege of Medicine facully in 1991,

6/26/00
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Eric S. Landor, PhD
Whitehead Institute/MIT

Dir, Eric Lander is a geneticist, molecular biclogist and mathematician, with research interests in
human genetics, mouse genetics, population genetics and computational and mathematical
methods in biology. Dr, Lander is the founder and director of the Whilchead [nstitute/MIT
Center for Genome Rescarch, Founded in 1990, the Center has been the leading contributor to
the Human Genome Project, having developed the first comprehensive physical map of the
human chromosemaes, the fivst comprehensive genetic and physical maps of the mouse genome
and the first comprehensive genetic map of the rat genome. These tools have made possible the
mapping and molecular identification of thousands of mammalian genes.

Dr, Lander earmned his AB. in mathematies from Princelon in 1978, and his D. Phil. Mathematics
from Oxford University 1981, In addition to his work in biology, he was also assistant and
associate professor of managerial economics at the Harvard Graduate School of Business
Administration during the period 1981-1990. Dr, Lander was awarded a Rhodes Scholarship in
1978, and received the MaeArthur Foundation Prize Fellowship in 1987 for his work in genetics.
He was elected a Fellow of the American Association for the Advaneement of Science in 1990,
He was elected {0 the ULS. Nationa!l Academy of Seiences 1n 1997, the ULS. Institute of Medicine
in 1998, and the Ameriean Academy of Arts and Scicnces in 1999, He has delivered numerous
scientific and public lectures, including speaking at The White House as Millennium Lecturer at
the invitation of President and Mrs. Clinton in October 1999,

6/26/00
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I Robert H. Waterston, MD, PhD

Washington University School of Medicine in 8t. Louis

!

Dr. Robert Watersion is the James 8. MeDonnell Professor and Head of the Department of
Genetics al Washington University School of Medicine in St. Lous.  He also directs the
school’s Genome Sequencing Center and ils work on the Human Genome Project.  He recently
was elected to the National Academy of Sciences, one of the highest honors that can be bestowed
on an Aimnerican scienlist or engineer.

‘His research has been concerned for many years with muscle development in the nematode C.

elegans and in recent vears has becoma increasingly focused on large scale DNA sequencing.
The sequencing efforts were concentrated first on the genome of the nematode as a model
organism. The elucidation of these genes, asnounced in December 1998, represented the first
complete set of genes for any animal. Dr. Waterston’s Iab helped 10 complete the genetic
sequence of yeast, 8. cerevisiae, in 1996, The techniqucs, tools and infenmatics developed in
working with these maodel organisms led to a pilot projeet 1n which more than 100 million basc

‘pairs of human DN A was sequenced.

Dr. Waterston came to Washington University in 1976 after 2 postdoctoral fellowship in the

Division of Cell Biology at the Medical Research Council Laboratory of Molecular Biology in
‘Cambridge, England. Prior to that, he had been an inlern in pediatric medicine at Children’s
Hospital Medical Center in Boston. He received both his MD and PhD degrees from the

‘University of Chicago i 1972, after completing his undergraduate work in 1965 at Princeton
University.

6/26/00
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. Genome Sequencing Center Media Contacts

Baylor College of Medicine

Dorey A. Zodrow Lynn Foltin
T13-798-7965 713-798-4712
$00-609-9162 (paper) 713-905-4239 (pager)
(zodrow@bem.tme.cdu foltin@bem.imc.edu

|

The Sanger Centre

1Don Powell Noorece Ahmed
44-1223-494956 44-171-611-8540
don{sanger.ac.uk n.ahmed@welleome.ae.uk
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iL.S. Department of Energy Joint Genome Institute
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l.isa Cutler Steve Wampler
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Ron Kolb Sarah Wenning
510-486-7586 925-296-5608

RRKolb@lbl.gov Wenningl@linl.gov
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. Washington University School of Medicine in St. Louis

‘oni Weslerhouse Nicole Vines

414-286-0120 314-286-0105
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joniw@medicine.wustl.edu vinesn@medieine.wustl.edu
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.Whitehead Institute for Biomedical Research
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DNA conains instructions for everything our
cells do, from conception until death, Studying the
humen genome — all the DNA in our cells — allows
us 1o explore fundasraental details about ousselves.
The Homan Genome Project, the international guest
(o undersiand the genomes of hurnans and other
prganisms, will shed Hight on a wide range of basic
questions, like how many genes we have, how celis
work, how Hving things evalved, how gingle cells
deve op into complex creatures, and what exactly
happens whea we become 1. Besides answering
innumerable questions aboot our molecular selves,
a decper understanding of the fundamental
mechanisms of life promises to lead 10 an e of
molecular medicine, with precise new ways 1o
prev.ant, diagnose and treat disease,

The Human Genome Project (HGP) began
in the United States in 1990, when the National
Institutes of Health and the Department of Energy
joined forees with intemational partners to decipher
the massive amcunt of information contained in our
genomes, The HGP began with a set of ambitious
goals but has exceeded nearly all of its targets.
Freouently ahead of schedule, HGP scientists have
procuced an increasingly detatied series of maps
that help genelicists navigate through human DNA.
They have mapped and sequenced the genomes of
iinprtant experimental organisms, They completed
& warking draft covering 90 percent of the genome
in 2000, and by 2003, they will finish the sequence
witl an accuracy greater than 99.99 percent — fower
thar one mistake svery 10,000 letters.

THe HumaN GENOME PROJECT
ExPLORING OUR MOLECULAR SELVES

The HGP began (ransforming biology as
so0n as i staned, because the informmlion it
generates has been disseminated rapidly through
unrestricted, public databases. That information
luels today’s heady pace of discoveries into the
genetic basis of a wide range of disorders. These
include discases cuused by changes in single genes
o mare common diseases - like cancer, Alzhcimer
disease, disbotes, and hean disease — where seversd
genes in interaction with enviconmental factors
influence who develops 4 disease and when.

Genes are made of DNA, i fong, thread-like
molecule. Almost all human cells contain 23 pairs

"of chromosomes; each chromesome conlaing a

molecule of DNA with hundreds o thousands of
genes arrayed in it Genes usually code for proteins,
the diverse moiecules thai perform a wide variety of
specialized fasks. For example, proteins transmit
messages beiween colis, fight infections, tum genes
on or off, sease light and scents and flavors, and
form structarss, such ag tendons and hair. The
instructions for making profeins are written with a
four-letter alphabet — A, G, C, and T — where each
letter represents one of the four chemical units
strung together in DNA. A single migspelling in the
DNA sequence can make a protein malfunction,
which, in turn, ¢an cause disease. )
Alterations in our genes are responsible for
an estimated 5000 clearly hereditary diseases, like
Huntington disease, cystic fibrosis, and sickle cell
anemia. The spellings of many other genes
influence the development of common illnesses that
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Map and sequence the human genome
e  Build genstic and physical maps spanning tho human genoma.
e Detsrmineg the seguence of the estimated 3 billion tlottars of human DN&, to grester
than 89.83 percent accuracy.
#  Chart variations in DNA spelling among human beings.
Map ait the human genes.
e Begin o label the functions of genes and other parts of the genoma.

Map and sequence ths ganomes of important model srganisms {the approximate nurmber of
letters, or base pairs, in each species’ genome is given in parenthesss)

The hacterivm Escherichia cofi (4.6 millian}

The yeast Saccharomyces ceravisige 112 million)

The roundwarm Casnorhebditis elegans (97 million}

The fruit fiy Orosophila mefgnogaster (165 million)

The mouse Mus muscuius 13 billion)

Qther organisms {ras, zebrafish, chimpanzee, dog) will foliow.

e & % 8 0 @

Coliact and distribute data
*  Distribute genomic infarmation and the tools for using it to the research community,
&  Reloase within 24 hours ail ssquence data that spans more than 2000 base pairs.,
®  (Creste and run databisses,
®  Deveiop software for large-scale DNA analysis.
#  Share information with the witder public.

Swdy the ethical, lagal, and sociat implications of genetic research
Train researchers
Cevelop téchnowgias

& Make large-scale seguencing faster and cheaper.

& Develop technologles for finding sequence variations,

®  Develop ways to study functions of genes-on a genomic scale.

Transfer technniogies 1o the private sector




arse through the interaction of geacs with the
enviromvent, '

Gene Discovery
Connecling a gene with a disease was a slow,
arduons, paindaking, and frequently imprecise
process before the advent of the HGP. In 1989,
geneticists had tracked down only four genes
associated with disease by sorting through
heredity. By 1998, the same §ist iocluded more
than 100 genes. Consider {wo gene hunts, eight
years apart: in 1989, scientists found the gene
for cystic fibrosis after a Y-year search; eight
years later, a gene for Parkinson disease was
mapped in only 9 days, and precisely described
within & months, :
Rith more and more DNA sequence deposited
tn electronic databases, researchers spond less
time coliecting data with their own expenments
aid wiore time analyzing the wealth of data
available to them, They can electronically scan
fong steetches of DNA to find genesin the
stguence hat may be responsible for a
particular disease. Those are called candidate
gones, If a candidate gene actually does play a
role in a disesse, it should be spelled differently
ir. paaple with the dissase compared to those
without it the alierstion i spelling somehow
&srupts the normal function of the gene
product. For example, rare cases of early-onset
Parkinison disease can resuit from a change in
just one DINA letter, which in tumn, changes one
of the 140 amino acids that make up 2 key
protein.

The gigabytes of DNA sequence data
flowing from the HGP and the progressively
mmore detatled catalop of human sequence
variations are helping scientists study
increasingly complex genetic questions. Instead
«f restricting their studies to conditions caused
by matations s single genes, scientists can now
sudy the genetic basis for complex disenses,
like diabetes and Alzheimer disease, that
involve several genes

Dnderstanding Biological Function

Knowing the DNA sequence of a gene
reveals the basic siracture of the protein thal
gene encodes. Scientists can sometimes deduce
the 3-dimensional shape and function of the
protein as well. Often, they can classify the
protetn because of similarities to other proteins.
For instance, when scientists discoversd the
gene for eystic fibrosis, the sequence
immediately suggested thal the CF protcin is a
gatckeeper eribedded in the membrane that
surrounds a cell. The sequence also implied that
the protein specifically allows salt to pass
through the membyane. This fit nicely with the
idea that a problem with the transport of salt
and water might cause CF and explain why
mucus tends o dry up in the lungs of peopke
with the disease,

Experimental animals play an
important role in helping scientists understand
the biological function of genes. Human gencs
have relatives in the genomwes of other animals.
Even species as seemingly different from us as
yeast, roundworms, or froit flies share many
similar genes. In fact, comparning DNA from
different species and Hiading stretches where the
sequence is congerved can highhght particularly
important features, Often, insights about human
diseases come when a newly discovered human
disease gene has a cloge relative in another
speeies such as the mousc or even the frail fly
species where the role of that geng can be |
studied and placed in context. For example, the
role of some human cancer genes is understood
better than otherwise possible because scientists
have studied related genes in flieg, Anding that
many of them guide embryonic development. In
both cases - preventing cancer and developing
normally — proper cell communication 1s key.

Gene Testing and Gene-Based Medicine
Examining how a particular gene is spelled in
an individual can serve guite a few uses:



Diagnosis — Genetic analysis now can
classify some conditions, like colon cancer and
skin cancer, into finer categories. This is
important since classifying diseases more
precisely can suggest mofe appropriate
treatments. The same approach will soon be
possible for heart disease, schizophrenia, and
many other medical conditions, as the genetic
underpinnings for these diseases become more
completely understood.

Pharmacogenomics is a new word that
scientists and drug developers vse. 1t describes
the iden of tatloring drugs for patients, whose
individual response can be predicted by genetic
fingerprinting, For exampic, cancer patients
facing chemotherapy may experience fewer side
effects and improve thelr prognoses by first
getting & genetic fingerprint of their tomor. This
fingerprint can revead which chemuotherapy
choices are most likely o be effoctive. Better
undersianding of genetics promises a future of
precise, customized medical treatments.

Prognosis — Disgnosing athments more
precisely will lead to more reliable predictions
about the course of a disease, For example, 4
genetic wark-up can inform 4 patient with high
cholesterol levels how damaging ¢hat condition
is likely to be. And doctors trsating prostate
cancer will be able to predict how aggressive a
tumor will be. For many disease, such genetic
information will help patients and doctors
weigh the risks and benefits of different
treatments,

‘ Prevention — Once scientists figuee out
what DNA sequence changes in a gene can
cause disease, healthy people can be tested 1o
see whether they risk developing conditions like
heart disease, diabeles, or prostale cancer later
in Jife. In many cases, this advance waming can
be 2 cue ¢ glart 2 vigilant screening program, 10
take preventive medicines, or to make diet or
lifestyle changes that might prevent the disease
" altogether.

For exampile, those at risk for colon
cancer could undergo frequent colonowopies:

widely used for years.

those with hereditary hemochromatosis, a
common disorder of iron mctabolism, could
donate blood periadically to ramove excess iron
and prevent damage to the body. Some women
at risk for breast cancer could benefit from
tamoxifen; a young person al risk for
developing lung cancer may hecoms
particularly motivated to quit smoking: those
with familial hypercholesterolemia could begin
treatment 1o lower their cholesterol levels and
prevent heart attacks and strokes.

" Unfortunately, our ability to predict a
diseasc sometimes precedes our ability to
prevent or treat it Foe example, a genetic test.
has been available for Huntington disease for
years, but no Ureatment is available yet. Asa
resuls, oaly 3 minority of people at risk have
chosen to be weted,

Newbom screening — A particular form
of predhetive testing, newbomn screening can
sometimes help a great deal. For example,
babies in the United States and a few other
countries are routinely screened for ‘
phenylketonuria (PKU}, a metabolie disarder
that prevents the breakdown of phenylalanine,
one of the building blocks of proteins and a
component of the anificial sweelener
Aspartame. Excess phenylalanine in the body Is
toxic o the nervous system. In the pas,
children with the candition became severely

mentally retarded, but the screening program ¢
idenafies children with the enzyme deficiency, :
altowing them to grow normally on a dict that ;

strictly avoids phenylalanine.
Carier screening — For some genetie
conditions, people who will never be ill !
themselves can pass a disease o their children,
Some couples choose to be tested for this risk
hefore they marry, especially in eommunities

. where a feared childhood disease is particularly

common. For example, carrier testing for Tay-
Sachs disease, which kills young children and is
particelarly common in some Jewish and
Canadian populations, has been available and
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Gene therapy — Replacing a misspelied
gene with 2 functional gene has long besn an
appealing iden. Small groups of patients have
undergone gene therapy in clinical trials for
more than a decade, but this remains an
esperimental treatment. Eventually, it Hikely
will become & common treatment for some
conditions.

 Gene-based therapy — Great medical
benefit likely will derive from drug desigp
that’s guided by an undersianding of how genes
work and what exactly happens at the
m.olecular level to cause disease. For example,

ke causes of adult-onset diabetes and the

resulting complications remain difficuli 1o
decipher and, so, to treat. But researchers are

o stimistic that 2 more precise snderstanding of
the anderlying causes will lead {o beter
theragies, [n many cases, instead of trying to
replace a geae, # will be more effective and
simpler to replace the protein the gene would
give rise o, Altlernatively, it may be possible to
administer & small molecule that interacts with
the protein — as many drugs do - and changes
s behavior,

One of the firsd examplss of such g
rationally-designed drug targets the genetic
flaw that causes chronic myelogenons
lenkemia, a form of lenkemia that mostly
affects adults. An unusual joining of
chromosomes 2 and 72 produces an abnormal
proteirn that spurs the unconteolied growth of
white Bload cells. Scientists have designad 3
drug that specifically atiaches to the abnormal
prowin and blocks its activity. In preliminary
{ests, biood counts returnad 1o normal in all
patienis treated with the drug. And, compared
with other formas of cancer treatment, the
patients experienced very mild side effects.

Instead of having to rely on chance and
sereening thousands of molecules (o find an
effective drug, which is how most drugs we use
today were found, sciemists will begin the
process of deug discovery with a clearer notion
of what they’re looking for. And because
sationally designed deugs are more Iikely to act
very specificaily. they will be less likely to have
damaging side effects.



Basic GenETICS

HumAaN CeLL

Almaost all of the 1060 trillion cells
it the human body contain a eopy of the
entire human genome, the complete set
of genetic instructions necessary to buitd
a human being.

CeLt NucLeus

The nucleus is a separate
compartment in the cell that containg 8
feet of DNA packed into 23 pairs of
chromosomes. We inheril ong sot of 23
chromosomes from our mothers, and
another set from our fathers. Egg and
sperm cells parry single seis of 23
chromosemes.,

CHROMOSOME

Each of the human chromosomaes
cantains hundreds to thousands of genes,
the major functional units of DNA,

" DNA !

DN&, ar deoxyrihonucieic acid, is
a leng molecule made of two twisiing,
paired strands. Each strand is made of
four chemical units, zailed nuclsotide
basss, strung together in a precise order,
just as letters string together to maks
specific words. The bases are adenine
{A}, guanine {G), Cytosine (), and
thymine (T}. The bases on opposite
steandds pair specifically, An A always
pairs with aT, and a  always with a G,
Each such pair is cailed a base pair of
DNA. )

Gene

Each gene contains s segment of
DNA, typically several thousand base
pairs iong, that is copied inte 4 molecule
of BNA, Usually, the information in BNA
is transiated fo make 8 protein,

RNA

BNA, or ribonucieic acld, is
chemically sinilar 1o INA, sxcapt it is
single-stranded, not double-stranded; it

containg the base uracl {U) instaad of
thyinine {T]; it can migrate cut of the
rucleus. The sequences of most RNA
miclgeules are transtated to make
proteins.

PrOTEN .

Proteins maks up essential parts
of tissues and guide chemical reactions
in living thirngs. Thoy are mads of 20
different building blocks called amino
acids, The DNA sequence of 2 gens
determines the amino acid sequencs of
the protein that gene encodes. The
aminp acid sequence of the protein is, in
turn, responsible for the protein’s shape
and function,

GENGME

A genorie is alf the DNA - the
complete gonstic inheritance - in an
organism. The human genome is
sontained in 23 pairs of chromosomeés
housed in the aucieus and the smali
circle of DNA present in mitochondria,
tha orgsnelies that process ensrgy. The
number of genes in the approximately 3
hillion Dase pairs of human DNA is still
not known, but is probably betwesn
35,000 and 100,600,

MutaTion

Mutations are changes in DNA
spelling that can prevent proteins from
functioning normaily and cause health
problems,

SnNP

Pronounced *snip,” $NFPs are
single-pucleotide polymorphisms or one-
letter variations in the DNA sequencs,
SNPs contribute to differences among
individuals; the majority have no effect,
others cause subtle differences in
sountiess characteristics, like appearance,
while some affect the risk for certain
diseases.

LE]



# of Bases (thousands)

How to Sequence the Human Genome

whose DNA i It anyway?

Studving the human genome ~ the complete
set of human genas - is 3 way of studying
fundamental detalls about ourselves, A our-ietier
aiphabet makes up the 3-billion-letter-long sequence
of DNA that, divided into 23 pairs of chromosomes,
inhablts the core of éach oeli [n cur bodies, Of
course, people are not identical, and DNA sequences
do differ subtly between Individuals, The Human
Genome Prolect Is produdng a representative
sequerce. Separate projects are charting variations
in the sequene. ,

The representative sequence is a composite
from several peopie who donated hlood samples,
Originally, close to 100 people volunteered o give
blocd and gave thelr informed corsent, affirming
that they agreed 1o the study of their DNA. No
names were attached to the hlood samples arx
ultimately scientists kept only a few, These
measures ensured that the DNA sequence would
remain anonymous; not even the donors knew
whether thelr samples were actually used or not.

The Human Genome Profedt aims 1 read, lelter by
fetter, the 3 bilfion units of human DNA. HGP

sclentists began large-scale DNA sequending in
1999, Before starting to sequence the human
genome, they bullt maps of the human
chromosomes and developed and refingd tfx:hrziques
for analyzing DNA. With the tools in place, genome
scientists took just a year to amass sequence
cavering more than 80% of the genome,

Putting the genome together

The human genome is 2 massive et If the
3 blilton letters, calied "bases,” that make up all the
human DRA tn a call were prnted in telephone
books, the stack containing the whole genome
would reach as high as the Washington monument.

To figure out the sequence of all the bases
In the genome acturately, sclentists need o read
the 3 blilion bases not just once, but at least 6 to 10
fimes, Sequendng reactions can only reveal the
order of a few hundred letters of DNA at o time -
amourting 1o a fraction of a page. Having many
overiapping segments of sequence aliows the
genome 10 be puzzied back together inlo an intact’
whole.
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Before shradiding the DNA In the genome
: and starting 1o sequence, Human Genome Project
researchers firs buiit 2 map of the genome, They -
found thousands of [andmarks scattered throughout
the chrormosomes to help them navigate among all
the DNA,
\ Developing genome maps was a key step to
Kap prepare for DNA sequencing, but the Increasingly
f i detailed maps have also been an important tool

wdf s ffrfmdmded  grienting hundreds of geneticists hunting for disease

genes.
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i ; ™ @?‘&*‘..:1@ T, With enough markers In place, the HGP scientist
b created “ibraries” of clones that span the genome.
Each of the clones contains a manageably small
fragment of tuman DNA that Is stored In bacteria.
Scientists can tell what part of the human genorme
each cione derives from by figuring out what
markers gach containg,
'+"|" e h This dca&ﬁy@;;e;appmaczh for anaéizzr;g .
l l l ' l the human'genome ma t possible o dou
+"H" +—" -""‘l" . check the locations of sequence. And hecause the
&

laboratories taking part, carving up the genome hag

wawn | o LR LD LT LT VYL allowed different groups to coordinate their work
effectively.
” ? ! . ;
T O @@
i s -_.‘ “' &}i!a! i% m

Clone libraries offer the advantage of real
libraries: orderdy actess to information. In most
ciane Hbraries, fragments of human DNA gre stored
In 3 king of bacterium, E. ooll, that nomally lives in
our lacge intestines. Each E. coll call In 5 Hbrary
stores a single segrent of human DNA, so that the
human fragment can be tracked and copled easlly,
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Subciones

. To sequence the human genome, HGP
scientists cut relatively large dones called BACS,
which are 100,000 to 200,000 bases long, into
smaller fragments, The smailer fragments, which
are abaut 2000 basas jony, are typicaily stored in £,
coli viruses,

The scientists determing the precise order of
the farger clones, because pinpointing the positions
of many smaller clones Is much more work, But for
adiual sequencing reactions, the smaller clones are
more sultable. .

E olito ! DNA

E. goli celis containing fragments of human
DNA can be stored in freszers indefinitely. When
researchers are ready 1o retrieve DNA from the
fibrary, they revive the cells by bringing them back
up to 37 degrees (entigrade — gut temperature,

T make many coples of the human DNA,
the E. ¢oii oeils act as coplers. A few related cells
containing the same bit of human DNA inside them
are released. into a fich, warm broth, Machings
shake the broth vigorously 5o the cells have plenty
of air and divide rapldly — abowt once every half
hour, After 2 single night, a thind of a teaspoon of
broth contains billtons of coples of E. 20l -~ and, 5o,
biftions of coples of the particular fragment of
human DNA they aontain,

The nm mcmlng, the cells are broken up
to release the DNA Inslde, The DNA Is separated
from the ool debris and washed clean, Now there
are enaugh clean coples of the segment of human
DNA 1o set up & sequendng reaction.

Sequenging reaction

A sequending reaction indudes four main
Ingredients. “Template” DNA copled by the bacteria;
free bases, the buliding blocks of DNA that come in
4 types; short pleces of DNA - calied “primers"; and
DNA polymerase, the enzyme that coples DNA,

The chemical reaction that makes DNAIn a
test tube i5 very similar 2o what happens in a living
cell: both rely on DNA palymerase, and in both
cases, DNA strands have a head end, which
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scientists call the §° end, and a tail end, called the 3
end. A DNA strand can grow only from its 3’ end,

Making DNA In cells and sequencing DNA in
test tubes depend ot one central property of DNA:
The building blocks on oppostte strands of DNA pair
specifically — a C always pairs with 3 G, an A always
pairs witha T,

The primer alights on the segment of DNA
that matches it.

Free bases that match the template
sequence can attach {0 the new strand’s growing
(3% end.

Among all the free bases swimming in the solution,
a few have an extra chemical part. The chemital s a2
fluorescent dye. When the wiomed bases altach to
the growing strand, the extra chemical part keeps
the new DNA strand from growing any further, A
different colored dye ls attached to each of the four
kinds of bases,
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SR Y mc : T _____ ? ___“'3””"”5 ) e e Products of sequencing reaction
] csgsz :3_ ;. mi JE 5 b ! N IT@M&@ ] A completed sequencing reaction containg
5 ! macwma an array of colarex] DNA fragments. The shortest are
-G TACCAITORG ‘ the length of the primer plus one colored base. The
’i' ETACCATTLGO® . longest fragments are usually betwean 500 and 800
© bases long, which is when the sequencing reaction
G-STACCATTLGE 0w FUnS out of steam.
J EIM&H?SEE” The products of ssquendng reactions sre
4 -TACCATICGGCAA® " fed Intp an automated sequencing machine.
S .BYALCATICERLAL® ' Sequencing machines have becmme increasingly
1 CATGG TAAGCCETITAG TTAGCBAGLTCIT ' sophisticated over the last decade — running more
g et g e e ey S8ITIDIES, PrOCESSING them more quickly, and
O 0 0 0 O SO I requiring much less labor to set up.
TECTION J ; iy g
i e Y @G| catin wencing oroducts
The DNA molecules produced in the
sequendcing reaction are separated by a process -
called slectrophoresis. DNA molecules a2 negatively
charged, The sequencing machine sets up an
, electric field; ali the DNA moves down through 3
; porous gel toward the positive charge. Shorter
- fragments of DNA move more quickly through the
holes of the gel than larger fragments do.
<0 P03 RS T TOC O A O O A U

(PRI ) m Tl 1ad ] g T ) Heading the seguencing products
[i_g {c ‘ : l ;vlvl-w“.{..}r,aig%ﬂlm%‘i in m muenciﬁg minef a Iaser ex{:itﬁs
A the flusrescent dyes, and a camera detects the
lights that the excited dyes emit. One by one, the
sequencing machine reads the DNA molecules
passing down the gel, and sends the Information ko
a computer,

A single sequencing reaction reveals the
sequence of a few hundred letters of DNA,




T e di e - AssREBING the results

1@1&@%% A computer program heips integrate the
information from individual sequencng reactions. #
VOB E A A T WA smmwﬁfragmensm&dind%ﬁm‘tﬁ@q%ﬁciﬁg
reactions overlap, to puzzie the pleces back together,
Mary overapping sequencing reads are
neaded to reveal the unlnterrupted sequence of the
original stretch of DNA. On average, every base pair
of human DNA will be sequenced nine times. Sore
stretches of DNA are easier to read and need 1o be
sequenced a little less often to get high-qualily
sequence. Some stretches need to be analyzed more

CTTTTT T ‘1 exhaustively to get finished high-quality sequence.
bt : To sequence the human genome, scientists will
ultimately run more than 50 million reactions, Same
2000 scientists, In more than 2 dozen labs around the

world, have worked toward that goal.
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Yéorking draft sequence

The HGP sclentists have agreed that whensver
they assemble a siretch of DNA that spans 2000 or
more letiers, they will send the data within 24 hours
to public databases. Anyone with acess to the
mternet can then see and analyze the sequence.

In the spring of 2000, after sequencing the 3
bilion letters in the human genome an average of four
tirnes, the HGP had released DNA sequence for 90%
of the human genoeme. This working drafl sequence s
949.9% accurate,
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Finishing .
Some gaps and ambiguities witl remain in the representative genome sequence until each letter of DNA
has been sequenced an average of apprindmately 2 times. The working draft has just half of that information,
so & contains gaps where sometimes, just by chante, sequence was not obtained for particular regions and
sometimes because the chemical properties of some stretches of DNA make particular parts of the genome
harder to capture and analyze, There are 5150 many repeated sequences In the human genome that complicate
assembling the complete genome seqience accurately. Some repeats are short, some are fong; some are present
in a mition coples, others are repeated only twice, Before the human genome sequence is constdered finished,
sclentists must resolve all ambiguities that can be resolved and, one by one, close all geps that can be closed
with modem sequencing lechnoiogy, Ultimately there will be no more than one error per 10,000 bases; In other
words, the sequence will be 93.98% accurate. The fnished human genome sequence Is expected by 2003,
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International Human Genome Sequencing Consortium

-Announces “Working Draft” of Human Genome

F

The Hopan Genome Projost public consortium today announced that it hus assembled a

- working draft of the sequence of the human genome -~ the genetic Mueprint lor 2 human being.

This major milestone invoived two tasks: placing farpe fragments of DNA in the proper
order to cover all of the human chromosomes, and determining the DNA scquence of these

framenis.

The assembly reporied today consists of overlapping fragments covering 97 percent of
the human genonie, of which sequence has already been assembied for approximately 83 pereent
of the genome. The sequence has been threaded together into a string of As, T, Cs, and Gs
arrayed along the length of the human chromosomes.

Produstion of genome sequence has skyrocketed over the past year, with wmore than 60
pereent of the sequence having been produced in the past six months alonc, During this time, the
eonsoriinm has been producing 10060 bascs a sceond of raw sequence — 7 days a week, 24 hours a
day.

The average quality of the “working draft” scquence far exceads the consoptiunt’s
ariginal expeclations for this intormediate product. (Note to journalists: Human Gename
Prajeci fact siteet in press kit conteins definitions of “working drafi,” etc.)

Consortivm genters have produced far mare sequence data than expected {over 221
billion bases of raw scquence data, comprising overlapping fragments totaling 3.9 hillion bases
amd providing 7-fold scquence coverage of the human genome).

As a result, the “working draft” is substantiably ¢loser to the ultimmte “finished”™ form
than the consortium expeeted at this stage. Approximately 50 percent of the penome sequenee is
in near-"finished” form or better, and 24 pereent of it ts In completely “linished” [ormy, Across
the genong, (e average DNA segment resides in a continuous gapless sequence “contig” of
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200,000 bases. The sverage accuracy of all of the DNA sequence in this assembly 15 99.9
percent.

The sequence information from the public project has been contimtously, immediatety
and freely released to the world, with no restrictions on #s use or redisiribution. The information
is scanned daily by scientists in academia aad industry, as well as by commereial database
comparnues providing information services to biotechnologists.

Alieady, many tens of thousands of gences have been identified from the genome
scquence, Analysis of the eurrent sequence shows 38,000 predicted genes confirmed by
experimental evidence. There are many thousands of additional gene predictions (o be tested
cxperimentaily. Dozens of digease gencs have been pinpointed by access to the working draft,

Cansortium goals. The consortivay's goal for the spring of 2000 was to produce a
“warking draft” version of the human scqucnce, an assembly containing overlapping fragments
thatl cover approxXimately D0 percent of the genome gnd that are scquonced in "working draft”
form, i.¢.- with somc gaps and ambiguities.  The consortitim’s ultimate gosl is 1o produce a
completely “finished” sequence, 1.e. onte with no gaps and 99.99 pereent accuracy. The target
date for this ullimate goal had been 2003, but today’s results mean that the final, stand-the-test-
of-time sequence will likely be produced considerably ahead of that schedule.

Complementary approaches, In a related announcement, Celera Genomics annousced
taday that it bas'completed its own first assembly of the human genome DNA sequence.

The public and private projcets use similar automation and scqueneing technology, but
different approaches (o scquencing the human genome. The public project uses a ‘hicrarchical
shotgun’ approach in which indivilual large DNA fragments of known position are subjecled lo
shotgun sequencing (i.c., shredded into small fragments that are sequenced, and then
reassembled on the basis of scquence overlaps).

The Celera project uses @ “whole genome shoigun™ approach, in which the entire genome
is shredded into small fragments that are sequenced and put back together on the basis of
sequenee averlaps,

F

. The hicrarchical shotgun micthod has the advantage that the global lacation of cach
individual sequence is known with ceriaiaty, but i requires constructing a map of large
fragments covering the genome, The whole shotgun method does not require this step, but
presents other challenges in the assembly phase.

Both approaches align the sequence along the human chremosomes by using landmarks
contained 1n the physical map produced by the Human Genome Project.

"The two approaches are quite eomplementary. The public project and Celers plan to
discuss the relative scientific ments of the methods employed by the two projects. In the end,
the best approach may well be to usc 2 combination of the metheds for sequencing future
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genomes,” said Franceis Calling, M.D., Ph.D,, director of the National Human Genome Rescarch
Institute of the National [nstitutes of Health. In fact, current plans by the public project to
scquenee the genome of the laboralory mouse ivolve this hybrid stratepy.

Next phase. The Human Genome Preject will now focus on converting the "working
deaft” and near-“finished™ sequences to a “finished” form, This will be done by filling the gaps
in the “working draft” sequence and by mereasing the vverall sequence accuracy 1o 99,99
percenl. Although the “working draft” version is uscful for most biomedical research, a highly
aceurate sequence that is a5 close to perfect as possible is entfical for obtatning all the
mivrmation there is 0 get from human scquence data. This has already been achieved for
chromosomes 21 and 22, as well as for 24% of the entire genome.

Human DNA variation. The greater-than-expected sequence production has also
yielded @ bumper erop of human genctic variations — called single nucleotide polymorphisms or
SNPs. The Human Genome Project had set a goal of discovering 100,000 SNPs by 2003.
Already, with today’s sssembled sequences and other data accumulated by The SN Consortium,
scicntists have now found more than 300,000 SNPs and will likely have | million SNPs by vear-
end. These SNPs provide a powerful tool for studies of human discase and human history.

Backoround

Sequencing, which is deicomining the exact order of DNA's four chemical bases, commonly
abbreviated A, T, C and (G, has been expedited in the Human Genome Project by technological
advances in deciphering DNA and the collaborative nature of the clfort, which includes about
1,000 scientists worldwide working together oficetively,

The Human Genome Sequencing Prajeet aims to determing the sequence of the euchromatic
portion of the hurman genome. The euchromatic portion excludes cerlain regions consisting of
tong stretches of highly repetitive DNA that encode little genetic information, and that are not
recovered in the veglor systems used by the genome project. Such regions account for about 10%
of the genome, and are said to be heterochromatic. (For example, the center of ehromosomes,
called centromeres, consists of heterochromatic DNAL)

The isternational Humman Genome Sequencing consortium includes scientists at 16 institulions in
France, Germany, Japan, China, Great Britain and the United Suntes, The five largest centers are
located at: Davior College of Medicine, Houston, Texas; Joint Genome Institute in Walnut
Creck, CA; Sanger Centre near Cambndge, England; Washington Umversity Schoo! of
Medieine, St. Lows; and Whitchead Institute, Cambridge, Massachuseits. Together, these ive
centers have generated about 2% of the scquence. The following list provides more detail about
the 16 conters and their individual contributions to the Human Genome Project.

The projeet has been tightly goordinated so that no region of the genome is left unattended to,
and duplication is minimized. Participants in the intemational consortium have ail adhered to the
project’s quality standards and to the daily data release policy. The project is funded by grants
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from government agencies and public charities in the various countnies. Thesc include the
National Human Genome Rescarch Institute at the National Institutes of Health, the Wellcome
Trust in England, and the US Department of Energy.

The total cost for the working drafl is approximately $300 nullion worldwide, with roughly half
{8150 suillion} being funded by the US National [nstitutes of Health. The cost of sequencing the
lnsman gesome 1s somelimes reported as 33 billion, However, this figure refers 1o the original
estimate of 10tal funding for the Human Genome Project over a 15-year period {1990-2005) for a
wide range of scientific activitics related to genomics. Thesc inglude studies of human discases,
gxperimental organisms (such as bactenia, yeast, worms, flics and mice}, development of new
teehnologies for biological and medical rescarch, computational methods to analyze genomes,
and cthical, lcgal ard soesal issues related to genclics.

pa

. The sixtcen institutions that form the Human Genome Sequencing Consortium include;
of

"1, Baylor Coliege of Medicine, Houston, Texas, USA

Begjing Human Genome Center, Institute of Genetics, Chincse Academy of Scignces,
Beijing, China

CGesellschaft fur Biotechnologische Forschung mbH, Braunschweig, Germany
Genoscope, Evry, Franee

Genomie Therapeutics Corporation, Waltham, MA, USA

institute for Moleeular Bioteshnology, Jena, Germany

Joint Gienome Institute, U.S, Departiment of Encrgy, Walnut Creck, CA, USA

Keio Unmiversity, Tokye, Japan

. Max Planck Instituie for Molecular Genetics, Berlin, Germany

10, RIKEN Genomie Sciences Center, Saitama, Japan

{1, The Sanger Centre, Hinxton, UK.

12. Stanford PNA Scquencing and Technology Development Center, Palo Alto, CA, USA
13 University of Washington Genome Center, Seattie, WA, USA

14, University of Washington Multimegabase Sequencing Center, Seattle, WA, USA

15, Whitchead Institute for Biomedical Research, MIT, Cambrdge, MA, USA

16. Washington Universily Genome Sequencing Uenter, St. bouss, MO, USA
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In addition, two institutions played a key role in providing comnputational support and analysis
for the Human Genome Project over the course of the past eighteen months. These include:

The National Center for Biotechnalogy Information at NIH

. The European Biginformatics Institute in Cambridge, UK
Scigatists af the University of California, Santa Cruz, and Neomorphic, Ine, also assisted the
assembly of the genome sequende across chromosomes,

HHHE
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Genome Sequencing Center Media Contacts

Baylor College af Medicine

Dorey A, Zodrow Lysin Foltin
7137981963 FI-TOR.4T12
$00-609-9562 (Pager) 713-905-423 (Pager)
dvodrowiiibem tme.edu ifoltin@hemme edy

The Sanper Centre

Daon Poweli \ Noorece Ahmed
44~1223-494054 41T -H11-8540
. donfdlsanszer.ac. ik n.ahmed@welicome go.uk

U.S. Bepartment of Encrgy Joint Genome Institute

- Lisa Cutler ’ Steve Wampler
202-586.2154 925-423-2107
lisa.cutler(@ha.doe.pgoy Wamplicri@llnl.goy
Ron Kuolb . Sarab Wenning
510-486-7586 925-296-.5608
RRKoia@ihl.gov Wenning L@ hnl sov

Wa‘s!sing';wx University School of Medicine in 8t Louis

Jont Westerhouse Nigole Vines

3i4-286.4120 3142860105

31440721566 {pager) 314-670-3815 {pager)
foniw@medicine wustl sdu vinesn@medicine wysthody

Whitchead Institute for Biomedical Research

Seema Kumar Eve Nichols
617.258-6153 &1T-A58.7160
knman@Zhvimitedu nicholsiwi mit.edu
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Human Genome Project Facts
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Sequencing
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pilot sequencing projects
large-scale sequencing
“working draft” sequence
sequeniing rate
“depth of coverage
assembly
scientific publication of "working draft
"finished" sequence
gene discovery
(FenBank
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Overview

The Human Genome Project (HGP) is an international research effort to chart and characterize
the human genome - the entire package of genetic instructions for a human being. That entails
laying out - in order -- the 3 billion DNA letters {or base pairs) of the full human genetic code.

A great profusion of discoveries about the genetic basis of a long list of diseases already has

* resulted from the HGP. Initially these discoveries related to relatively rare conditions, but
mcreasingly the same powerful approaches are uncovering hereditary factors in diabetes and
other common illnesses.

These revelations hold promise for transforming medical practice. In the years ahead, it may be
possible to learn about individual susceptibilitics to cormmon disorders such as cancer and heart



before the "working draft” sequence became available in the public database GenBank.

{See "working draft”) In 1996, the HGP sponsered a pilot-seguencing progran: 1©

develop and test methods for large-scale or major DNA sequencing. These efforts were

successful, and the full-scale effore to Sequence the human genonte was launched in

March 1399, {(See "sequencing™)

Developing efficient technology 1o sequence human DNA.

Identifying the variations in the human genetic code that underlie discase susceptibility,

particularly the most common variations that are called SNPs (single nucleotide

polymorphisms).

4. Interpreting the function of DNA sequence on a genomic scale (functional genomics) -
determining how individual genes and groups of genes work together in health and
disease.

5. Deciphering and analyzing the genetic code of model erganisms such as veast,
roundworm, fruitfly and mouse. The availability of IDNA sequence from such organisms
expedites scientists’ efforts 1o wdentify the roles of human genes,

6. Examining the ethical, legal and social implications (ELST of genome research,
identifving barriers o the integration of the results of the HGP into health care, and
proposing and implementing solutions as appropriate.

7. Developing doinformatic tools and computational strategies for the coliection, analysis,
annotation and storage of the ever-increasing amounts of DNA mapping and sequencing
and gene expression data,

8. Tramning scientists for genomic research and analysis.

w

Sequencing:

Sequencing means determining the exact arder of the base pairs in a segment of DNA. Human
chromosomes range in gize from about 30,000,000 to 300,000,000 base pairs. Thers are four
differcnt chemical bases, also called nucleotides. They are adenine, thymine, guaning and
cytosine, which are abbreviated “A," "T," "G" and “C”. The two strands or threads that compose
the double helix structure of DNA are essentially strings of these bages, The “As” on one strand
always pair with "T5" on the other strand. And, the "Gs"” always pair with "Cs,” A base pairis
"AM and "T.," ar "C" and "(." Beeause the bases exist as pairs, and the identity of one of the
bases in the pair detcrmines the other member of the pair, scientists do not have to seguence both
bases of the pair.

Whose DNA?:

* This is intentionally not known to protect the volunteers who provided DNA samples for
sequencing, The sequence s derived from the DNA of several volunteers, To ensure that the
identities of the volunteers cannot be revealed, a careful process was developed to recruit the
volunteers and to collect and maintain the blood samples that were the source of the DNA.



short time. Large-scale sequeneing also is characterized by "high throughput”. (see "depth of
coverage”)

"Working draft” sequence: intermediate stage in the generation of & high guality, "finished”
sequence. "Working draft” sequence is defined as an average of 4X coverage (see "depth of
coverage”) i

'S

In early 1999, experiments assessing the usefulness of DNA sequenee at vanious depths of
coverage revealed that 4X “working drafi” sequence ceverage from BAC was extremely useful
to biomedical researchers. Thus, HGP eonsortium lgaders decided to pursue a styategy that
would generate “working draft” coverage first, so that scientists would have data for their
research as soon as possible. Even though 1t s not "finished,” the "working draft" sequence is
being used by scientists threughout the world to speed up their gene-discovery research
activities, {see "finished” sequence)}

"Working draft® sequence that 13 4-5X in depth can be assembled into units {cailed "sequence
contigs”) that are 10,000 to 12,000 bases in length on average. Although the sequence itself still
contains gups and uncertainties, the sequence contigs are long enough for gene discovery and
other biomedical research (see gene discovery), the "working drafi” sequence data are deposited
into GenBank and other genome sequence databases where access 18 unrestricted. As a result,
scientists are abie to use the data now rather than having to wait for the sequenge to be
*finished"®.

Although the "drafi™ version is very usefid, the "finished" (the absolute best that humans and
computers can sccomplish) version will be even more useful and so, after June 2000, the HGPs
prionty will be to convert the "working draft” to "finished” sequence.

sequencing rate of HGP; 1,000 bases of raw sequence per second, or 12,000 bases
of "working drafi” per minute. Twenty years ago, decipherning that many bases would have
required one year or more. Three years ago, when pilot sequencing projects to evaluate
feasibility of human DNA sequencing were initiated, deciphening 12,000 bases required 20
minutes,

"depth af coverage'”: this refers to the number of times the DNA in a chromosome
region is sequenced. A depth of 1 (1X) means that, on average, a particular base pair has been
sampled once; a depth of 4 (4X) means that, on average, a particular base has been sequenced
four times over. Sequencing the same region many times decrgases the possibility of errors in
the DNA sequence. Current sequencing instruments can decipher about 300 to 800 bases at a
tirne in a single sequencing "run.” The resulis from these individual "runs” have to be assembled
into contiguous stretches of sequence to reconstruct the sequence of 2 chromosomal region, To
build up an accurate assembly from the 500-800 base pair stretches of DNA sequence that
graerge from the machines, HGP scientists repeatedly sequence random fragments from each
chromosome. (See BAC-bused sequencing and assembly } Repeated sequencing allows assembly
of much larger regions of DNA because the random individual “runs” overlap with each other,




sequenee) of 100 bases, they can be assembled into a longer sequence of 900 bases. By doing
this kind of assembly over and over, very long sequences can be bailt,

The "working draft" is assembled in a two-step fashion. Extensive “fingerprinting” data on each
clone allows neighboring BAC clones 1o be identified. Using the map information about each
clone's location, the many BAC clones derived from a ehromosome can then be assembled
tagether into a layout of the entire chromosome. {See BAC-based sequencing and “depth of
coverage”)

HGP scientists constructed the first comprehensive layout of the human genome in mid-May
2000. The layout shows the chromosomal positions and the detailed relationships among the
maore than 20,000 large clones, which together cover an estimated ¥7 percent of the euchromatic
portion of the genome, It also spotlights the segments remaining 10 be covered. The clones in the
Iayout also have immense value beyond their immediate role as an a1d in sequeneing. They
provide a permanent resource for human genetics research because they can be used for direct
biolagical studies of gene function,

The euchromatic portion excludes certain regions consisting of long stretches of highly repetitive
DNA that encode lule genetic information and that are not recovered in the vector systems used
by the HGP.

Gene Discovery:

Using computers, scientists can analyze DNA sequence dafa and recognize the regions with the
genes, which encode protein-determining information. Because each portion of the "working
draft sequence” is derived from a clone of known location, the locations of the genes that are
identified are pinpointed to high resohution in the sequence. The location of 2 gene thal causes a
particular disease, or determines an interesting trait, can be compared with the location of the
genes that have been identified by computer in the "working draft” sequence in order to
determine the exact identity of the disease gene.

"Working draft” sequence already has proven valuable to identifying gones for breast cancer
susceptibility (BRCAZ2); hereditary deafness (Pendred syndrome); several hereditary skeletal
disorders; hemorrhagic stroke; focal segmental glomerulosclerosis, & puzzling kidney disorder
hat can lead to end-stage kidney failure; hereditary epilepsy; and one type of diabetes,

In addition, in clinical {r1als is a drug for leukemia that was developed based on information in
the sequence. Preliminary reports about the drug are very positive,

"Working draft” sequence also has been used 1o identify over 150,000 sites of vanation in the
sequence - called single nucleotide polymorphisms -~ which are powerful tools for studies of
juman disease and evolution. A bounty of scientific papers aver the next several years will be
Isased on research eonducted with "working draft” sequence.
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CONFIDENTIALITY OF INDIVIDUALLY-IDENTIFIABLE
HEALTH INFORMATION

Recommendations of the Secretary of Health and Human Services, pursuant
to section 264 of the Health Insurance Portability and Accountability Act of
1996

1. . INTRODUCTION

Every day, our private health eare information is being colleeted, shared, analyzed and stored
with few legal safeguards. There was a time when our health care privacy was protected by our

family dociors -~ who kept hand-written records about us sealed away in big file cabinets.

Today, revolutions in our health care delivery systern mean that we have to place our trustin

entire networks of insurers and health care professionals. The computer revolution means that
sur family secrets fravel quickly from doctors to hospitals to insurance companies - and cannot
be protected by simply locking up the office doors each night. - And, revolutions in blology mean
that a whole new weorld of genctic tests have the potential to help either prevent cilsease or reveal
our mosi personal secrets.

Right now, the way we currently protect the privacy of our medical records is erratic at best -
dangerous at worst. It is time for our nation to enact federal legislation o protect the age-old
right to privacy in this new world of progress. This report recommends that Congress enact
national standards that provide fundameral privacy rights for patiems and define responsibilities
for those who serve them, Specifically, a federal privacy law should:

» impose new restrictions on those who pay and provide for care, as well as those who
receive information from them. N should prohibit disclosure of patient.identifiable infor-
mation except as authorized by the patient or as explicitly permitted by the legisiation.
Disclosures of identifiable information should be limited to the minkmum ncocessary to
accomplish the purpose of the disclosure, and should be used within an orgaaization only
for the purposes for which the information was collected,

- provide consumers with significant new rights to be informed about how their health

information will be wed and who has seen that information.  Providers and payers
should be required to advise pationts in writing of their information practices. Patients
should be able to see and get copies of their records. and propose correctons. A history of
disclosures should be maintained by providers and payers, and be made sceessible to
patients.

. provide for punishmment for those who misuse personal health information and redress for
people who are harmed by its misuse. There should be criminal penalties for obtaining
health information under {alse pretenses. and for knowingly disclosing or using medical
information in violation of the Federal privacy law. Individuals whose rights under the



law have been violated should be permitted to bring an action for damages and equitable
relief.

We are at a decision point. Depending on what we do, revolutions in health care, biowechnology,
and eommunications can hold great promise or great peril. We must ask ourselves: Will we
harness these revolutions 1o improve, not impede, health care? Will we strengthen, not strain, the
very lifeblood of our health care system — the bond of trust between a patient and a doctor.

When all is said and done, will our health care records be used to heal us or reveal us?

Without safeguards 10 assure that ohaining health care will not endanger our privacy, public
distrust could rurn back the ¢lack on progress in our entire health care system, Instead, we must
keep our ¢ve on the future, and act today.

A. BACKGROUND

The American people expect, and are entitled to, confidential, fair, and respectful treatment of
health information about themselves. This report recommends that the Congress enact
legislation requiring that treatment.

The need for such fegislation is found fo the rapid changes in the ways that health care is
provided, documented, and pad for in the United States. These changes pose @ challenge to
American values that are both complementary and competing.

On the one hand, paticnts have a legitimatc need for assurance of the confidentiality that permits
them to be frank with their physicians about their health conditions and behavior. That assurance
is fundamental to efTfeciive diagnosis, treatment and healing, and to the privacy that we in the
Uniled States cherish as essential to personal freedom and well-being.

(s the other hang, participants in the health care sysiem - insurers, governments at all levels,
managed care organizations - have legitimate needs for access 1o health records in performing
thetr roles in the system. Furthermore, those pursuing broad social purposes -~ medical
researchers, public health workors, governmanial policy makers seeking to contain health care
costs -- refy on the availability of data arising from these private transactions. Local public
health agencies use health records to identify outbreaks of infectious discase, and 1o trace the
source of infections like the recent e, ¢olf infections. Rescarchers have used health recordso
help us fight childhood leukemia and uncover the link between DES and reproductive cancers,

Lintit comparatively recently, any tension between these needs for confidentiality and access was
resolved directly between patients and their physicians. They conducted an essentially one-on-
one relationship. in examination. treatment and payment, and, with seme exceptions, could limit
access {0 information about the patiest. The paper records once kept under the conwol of
physicians are giving way 1o computenized information which is increasingly stored far from s
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source -- the patient and the physician -- in forms and even locations of which they may have
only imperfect understanding. Even physicians may be frustrated in their traditional role as
paticnt advocates by the complexity of the systems that process their patients' information,

Moreover, patients may have little if any contact with some of the doctors and payers involved in
their care. The result has been a weakening of the traditional, if often informal, controls that
jpatients and physicians previously exercised to proteet patient information.

The President spoke to the importance of these concerns in his commencement address at
Morgan State University on May 18, 1997. He said that "technology should not be used to break
down the wall of privacy and autonomy free citizens are guaranteed in a free society”. He
acknowledged the special concerns surrounding health records in his call for enhanced
proteetions for privaey in the face of new leehnological reality, when we are facing "the
frightening prospect that private information -- even medical records -- could be made instantly
available to the world."

Our Nation's participation in the Global Information Infrastructure (GII) has sharpened the
issues, and our plans for that participation include attention to privaey protection. The statement
of the President and Vice-President, 4 Framework for Global Electronic Commerce reflects this
eoncern and commitment: :

Americans treasure privacy, linking it to our eoneept of personal freedom and well-being.

' Unfortunately, the GlI's great promise -- that il facilitates the colleetion, re-use, and
instantaneous transmission of information -- can, if not managed carefully, diminish
personal privacy. It is essential, therefore, to assure personal privacy in the networked
environment if people are to feel comfortable doing business.

The concern about confidentiality of health information appears against a backdrop of more

general concern aboul privacy, well expressed by Alan Greenspan, the Chairman of the Federal
Reserve Board:

The fears of invasion of privacy, as a consequence of inexorable {orces seemingly
out of the control of thc average American, has risen to a major public policy
issue. (Speecb, Conference, "Privacy in the Information Age”, Sal( Lake City,
Utah, March 7, 1997)

These concems are not confined to tbe United States. The European Union (EU) has addressed
the issue, and the EU data protection directive requires member Stales to "protect the



fundamental rights and freedoms of natural persons, and in particular their right to privacy with
respect to processing of personal data".!

B. WHY FEDERAL LEGISLATION IS NEEDED

The existing legal structure does not effectively control information about individuals' health,
Federal legislation, establishing a basic national standard of confidentiality, 1s necessary to
provide righis for patients and define responsibilities for record Reepers. Today, patients often
sign blanket authonzations allowing use of their medical information in order 10 obtain treatment
or payment for care, These authorizations may not really prolect us, in part because they do not
provide useful information about how our health records will be used, who will see them, or how
we can get access to them. Such authorizations are not always voluntary « if we do not sign the
blanket authorization, we may sacrifice the ability to receive care or insurance benefits. In
addition, as the health care system becomes more integrated and more computenized, it is
becoming difficult to determine the appropriate person or place where our health information can
be accessed or controlied. .

For these reasons, we are recommending that Congress replace the ineffective use of
authorizations with a system of Federal legisiative controls on the use of health information

. gollected by health care payers and providers. As described below, Federal legislation should
authorize sharing information for health care treatment atid payment, and prohibit use of that
information for most other purposes. Such lepislation should alse provide consumers with
specific rights 10 know how their information will be used, to get aceess to that information, 10
request cortection of errors, and to know who has seen their medical information.

Before turning 10 the deails of our recommendations, however, it is important t describe the
cufrent situation, and the geperal consensus that Federal action is needed.

Current Protections are Inndequate. Today the legal control of health informationis, in
general, a matier of State law. Limited Federal law covers specialized classes of information
such as information about substance-abuse patients and information gathered in some Federally
funded programs. The Privacy Act of 1974 provides some procedures and protections for
records, including health records, held by Federal agencies.

“The directive requires EU States 10 “protect the fundamental rights and freedoms of
natural persons, and in particular their right to privacy with respect to processing of personal
data”, {(Directive 95/46/EC of the European Parliament and of the Council 0f 24 Oct. 1993 on the

protection of individuals with regard to the processing of personal data and on the free movement
of such data, art. 23, § 1 (Eur. OJ. 95/L281)).

4.



All States have legal controls on the use and disclosure of health information, including a few
somprehensive acts similar in broad outline to the Federal legislation we recommend here. Two
States have enacted the Uniform Health-Care Information Act recommended by the National
onference of Comunissioners on Uniform State Laws in 19852 Many State laws protect special
«lasses of health information, about HIV infection and AIDS patients and about mental health
satients, forexample. Sorue State case law imposes confidentiality duties,

These State laws vary greatly in scope and strength, and the situation has been deseribed as "a
‘morass of erratic law, both statutory and judicial, defining the confidentiality of health informa-
tion."

The Health Care Information System Is Increasingly Interstate. The health care system,
particularly its information component, is very much an interstate activity, and will continue to
develop in that direction. Computerization and telecommunications render the concept of
"focation” of information nearly meaningless. Patlents receive care in more than one State, infor-
mation about them is moved electronically across State borders to obtain payment (ofien through
and to places remote from the patient and the provider), and providers operate across many
Siates. In its administrative simplification requirements, the Health Insurance Portability and
Accountability Act of 1996 calls for uniform standards for clectronic transactions in health

administration preeisely because separate standards developed al other than the national level are
not workable,

There is continuing movement toward a computer-based patient medical record, with national
standards for content and format, and the possibility of ready intersiate transmission as needed
for patient care, A major impetus roward adopting this type of record was a report of the
Institute of Medicine in 1991 that recommended adoption of the computer-based patient record
as the standard for all patient ¢are records.*

29 Part |, U L.A. 475 (1988 and Supp. 1996)

*Workgroup for Electronic Data Exchange. Report o the Secretary of .S, Department of
Health and Human Services Appendix 4, Confidentiality and Antitrust Issues 5 (1992). For
other analyses of the State law situation see Robent M. Gellman, Prescribing Privacy: The
Uncertain Role of the Physician in the Protection of Patient Privacy, 62 N.C. L. Rev. 255
(1984); Lawrence O. Gostin, Health Information Privacy, 80 Comell L. Rev. 101 (1995); Paul
M. Schwariz and Joel R. Reidenberg, Dara Privacy Law § 7-3 (1996).

‘Richard §. Dick and Elaine B. Steen, eds., The Compurer-Baved Paticnt Record: An

.Essential Technology for Heolth Care (1991). A revised version of this report is expected in the
autumn of 1997,
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Likewise, increasing use of telemedicine means that patient information will ofien cross State
lines, sometimes in real-time delivery of care. This promising development is an imponant facet
of the National Information Infrastructure because of its potential to provide greater access to
quality health care for all Americans, especially those living in rural and remote areas.

The Problems Are Urgent. The need for Federal protection is not theoretical; it 1s real and il is
urgent. 1n a major American ¢ity, a local newspaper published medical record information about
a Congressional candidate’s attempted sujcide. But it is not just public figures such as the
Congressional candidate or Arthur Ashe (whose HIV status was published in & newspaper
without his permission) who are at risk:

. The direcior of g work site health clinic operated by a large manufacturing company
testified before the National Committee on Vital and Health Statistics that he was
frequently pressured to provide personal health information about his patients to theit
SUpervisors,

. Until recently, at a Boston-based HMO ¢lini¢, all emplovees vould tap into patients’
mental health treatment records in the ¢linic’s somputer, In Colorado, a medical student
copied health records at night and sold them 1o medical malpractice attomeys.

. Medical records were dumped in a parking lot after a psychiatric efinie in Louistana was
sold.

Inappropriate disclosure of personal medical information is not the only problem we are facing.
Errors in health information, errors that can have profound financial effects, are ofien o
difficult to correct. Such inappropriate handling of medical information can and should be
prevented.

Calls for Federal Legistation. Numerous analyses over several years by govemment, industry,
and professional groups have identified serious gaps in proteetions for health information,
especially in the unregulated exchange of data, and have recommended Federal legislation to
eclose them. There also has been significant Congressional action toward this goal, including
several comprehensive health privacy bills introduced by Senators Bennett and Leahy,
Representative MeDermott, and Representative Condit. The fact that Congress, in the Health
insurance Portability and Accoumability Act. mandated that the Department of Health and
Human Services produce these recommendations is further evidence that the Congress
understands that the time has come for action,

s Earlier this year, the National Committee on Vital and Health Statistics held hearings and
advised on this issue. Afier six days of hearing witnesses from the full spectrum of
public and private constituencies concerned with privacy, consumer interests, and



operation of the health care system, the Committee strongly recommended that the 103th
Congress enact a health privacy law.’?

o The Office of Technology Assessment, in a study of privacy and medical informaiion,
noted that lack of legislation "atlows for a preliferation of private sector computer
databases and data exchanges without regulation, statutory guidance, or recourse for
persons wronged by abuse of data.”®

A study of regional health data networks by the Institute of Medicine recommended
Federal privacy legistation.”

. RECOMMENDATION FOR ESTABLISHING FEDERAL PRIVACY
STANDARDS

‘We thus conclude that Federal legislation, establishing a basic national standard of confidential-
ity, is necessary 1o provide rights for patients and define responsibilities for record keepers. Such
Jegislation should provide clear guidance and significant incentives for the confidential, fair, and
respectful treatment of personal information that the public expects. It should encourage
administrative, technological, and management choices in design of health information systems
o these ends. And it should provide redress 10 those adversely affected by misuse of informa-
on.

"Ths National Compitiee on Vil and Health Suatistics, an advisory commitiee 1o the
Secretary of Health and Human Services, is established by the Public Health Service Act
§ 306(k}), 42 U.K.C. § 242k(k) and its membership was expanded to include persons
distinguished in "privacy and security of electronic infoermation” by the Health Insurauce Porla-
bility and Accountability Act of 1996. In the course of its consultation on these
recommendations, its Subcommittee on Privacy and Confidentiahity held six days of hoarings on
health privacy during the first two months of 1997, Witnesses included health care providers,
researchers, public health authorities, Federal and State oversight agencies, accreditation
organizalions, insurers, ¢laims processors, pharmaceutical manufacturers, Federal agencies, law
enforcement agencies, and patient and privacy advocates. (Health Privacy and Confidentiality
Recommendations of the National Commiuee on Viwal and Health Statistics, Approved on June
23, 1997)

*U.8. Congress, Office of Technology Assessment, Prosecting Privacy in Computerized
Medical Informaiion 44 {19931

"Molla A. Donaldson and Kathleen N. Lohr, eds. Hewlth Data in the Information Age.
Use. Disclosure and Privacy 150 {1994).
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We are aware that our recommendations come a1 a time of continuing, rapid change in the health
care system and its information components. The standards for administrative simphfication that
the Department will soon publish, under the Health Insurance Portability and Accountshility Act
of 1996, will in themselves lead to new developments in the transfer and use of information. Ip
addition, the boundaries between health information and other information are blurring.
Marketing uses of health information and health uses of marketing informatiop may ultimately
make this activity a subject for legislation. New technologies and new uses, unthought of before
now, will present new issues and new concemns, These possibilities may well warrant legislative
attention in the future, and bear careful watching.

Awme of these contingencies, and of the need they may present for fusther legislative attention,
we nevertheless recommend that the Congress enact legislation now, based on what we know
now. Today, we should move forward with legislation thai protects the heart of the health care
systemn - those who provide and pay for health care, and those who get information from them,
Delay will leave the public unprotecied as more information flows 1o mwore plaees.

L]

D, PRINCIPLES
Cur recommendations are founded on five key principles:

Boundaries. An individual's health care information should be used for health purposes
and only those purposes, subject (o a few carefully defined exceptions. It should be easy
to use information for those defined purposes, and very difficult to use it for other
purposes, Federal health record confidentiality legisiation should impose a legal duty of
confidentiality on those who provide and pay for health care, and on other entities that
receive health information from them.

Seeurity. Organizations to which we entrust health information ought to protect it
agamnst debiberate or inadvertent misuse or disclosure. Federal law should require such
SECUTILY MEASUres.

Consumer Control. Patients should be able 1o see what is in their vecords, get a copy,
correct errors, and find out who ¢lse has seen them. Our recommendations significantly
strengthen the ability of consumers to understand and control what happens to their healih
care informaton.

Accountability. Those who misuse personal health information should be punished, and
those who are harmed by its misuse should have legal recourse. Federal law should
provide new sanctions and new avenues for redress for consumers whose privacy rights
have been viglated.

Public Responsibility. Individuals’ claims to privacy must be balanced by their public
responsibility to contribute 16 the common good, through use of their information for

.~ 8-



important, socially useful purposes, with the understanding that their information will be

used with respect and care and will be legally protected. Federal law should identify

those limited arenas in which our public responsibilities warrant authorization of access

’ o our medical information, and should sharply himit the uses and disclosure of
information in those contexts, '

Federal privacy legislation should not require any disclosure of information, except to patienis
who ask to see their own reeords. The recommended aflowable disclosures are just that
allowable. Thus, for disclosures that are not compelled by other law, providers and payers
should be free to disclose or rot, according 1o their own pelicies and ethical prineiples. We offer
these recommendations as a basic set of legal eontrols. But ethics and professional practice will
in many cases dictate more guarded disclosure policies. '

Similarly, where our recommendations would permit disclosure, they are not intended to create
any new legal basis for refusing to disclose if such disclosure is required by other law.

Finally, our reeommended standards are not intended to preempt or supersede other laws - State
or Federal -~ that are more protective of individual privacy.

The effect of implementing our recommendations would be that some current uses of informa-
tion could not continue without patient authorization. Some organizations that get information
‘with ease tow may not be able to get information without patient anthorization, or without
meeting new requirements. We have designed the requirements to serve patients.

These recommendations must steer a course between two exireme convictions: that privacy is
already so compromised that attempts to control health information are futile, and that privacy is
so weighty a value that we must reverse our efforts to use information effectively. Legislation
must, therefore, strike a balance that permits socially important uses of information while

protecting the privacy of people who seek care and healing. We believe our recommendations
find that balance,

- The remainder of this Intreduction is a summary of the scope and content of what we believe a
Federal health information privacy law should provide. A more delailed description of our
specific recommendations for the rights of patients and the obligations of those who hold health

“nformation follows. Our recommendations are framed as expressions of basic policy for the
major choices in designing such jegislation, We appreciate the difficult cholces and complex
aceommeodations required to make Federal health privacy legislation a reality. We look forward
to working closely with the Congress in developing such legislation.



E. BOUNDARIES -~ RECOMMENDED SCOPE OF A FEDERAL PRIVACY LAW

’?ﬁe;re are four si{uations in which health information is collested, disclosed, or used, and that we
recommunend be addressed by Federal bealth privacy legislation:

Provision of and Payment for Health Care. A Federal health privacy law should focus on
health care payers and providers and the information they create and receive for the provision
and payment of health care, and on those who receive information from those payers and
providers, Providers and payers are the foundation of the health care system, and the primary
creators and collectors of health information. The provisions of a Federal privacy law generally
should apply to information about a patient collected in the provision of health care services or in
the payment for health care scrvices, )

A Federal privacy law should apply uniformliy, regardless of the setting in which health care is
provided. A person seeking treatment should be abde to discuss his or her medical eondition
freely, with confidence that the information will be protected, whether treatment is sought from &
private physician or hospital, a company doctor, or a community health center. Similarly, the
law should apply uniformly to all such information, whether the information is oral or written, on
Paper or in a computet, :

A Federal health privacy law should limit the ways providers and payers can use identifiable
health information. However, it need not cover information that individuals voluntarily provide
about themselves directly to parties other than providers or payers, such as retailers or marketers.

Health care research that includes the delivery of health care should be included in Federal
privacy protections. ‘Information obtained in this context should be protected by a Federal
privacy law. Research that does not involve eare, but which is based on medical records
obtained from providers and payers, shouvld also be protected, since the information is obtained
directly from the health care system.

Employers that render on-site health care for their employees, or provide health benefits through
a self-funded bealth plan, are acting as providers and payers, and in this context should be
covered by a health privacy law. They should be able to collect and use identifiable health
information for health care and directly related purposes, but should not use the information they
collect a providers and payers for other purposes, such as hiring and firing, placement and
promotions. :

Health information often is ohiained from individuals for purposes other than the provision of or
payment for health care, and we recommend that these situations be addressed by other legisia.
tion. Thus, these recommendations do not extend to the resulis of a fitness-for-duty examination.
Nor do our recommendations address the need for protection of genetic information in Federal
and State DNA banks and DNA data banks for casualty identification or criminal investigation,
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or of information geterated in workplace drug-testing programs. Some existing uses of health
information should not be affected at all, such as reporting of birth and death and reporting of
nbuse such as child abuse, The confidemiality risks of these collections of information should be
rand often are) addressed by legislation specific to them.

We rccognize that distinctions among the various holders of health information are not always
clear, We are particularly concerned about automobile and similar types of insurance that
include a health coverage component. While these insurers may not be labeled “health insurers,”
As a practical matter they obtain the same information in the same ways, and serve the same
Tunctions, as health insurers. Similarly, there may be some grey arcas regarding when an
smployer is functioning as a provider {and thus covered by a Federal privacy law) and when not.
These are areas that would benefit from public debate and additional fact-finding. We continue
0 review specific instances, and may ultimately find that some information not now
recommended for protection can and should be included in a Federal privacy law,

Similarly, we recognize that the collection, development, and use of information about health
‘matters by ntities other than providers and payers can present serious privacy hazards, It may
well be appropriate to impose confidentiality restrictions in those contexts. While we now
recommend a Federal health privacy law limited (o health information held by providers and
payers {and those receiving such information from them), we also believe that the Administration
azid Congress must continue 1o examine the hazards to privacy when health information is held in
cher settings, and consider ways of controlling those hazards.

Serviee Organizations. Providers and payers do not act alone. They engage other organizations
10 assist in processing health information. These "service organizations” may be claims
processors, pharmacy bencfits managers that provide information to pharmacisis about coverage
and drug interactions, or similar organizations that process information to help make the health
care system work better. These organizations should be bound by the same restrictions that
apply o the providers and payers from which they obtain the health information. Service
erganizations have access to patients' health information as an integral part of the provision of
and payment for heath care, and should be bound by a Federal health privacy law.

Limited Disclosures for Natianal Priorities. Federal bealth privacy legislation should also
allow certain uses of identifiable health information needed 10 support national priority activities:
n exchange for this access to information, legislation also should place strict boundaries around
the use and redisclosure of that information o ensure that it is used for the identified priority
purpose only. The major national priorities which we recommend for this ireatment are public
heaith, oversight of the health care system, research, and law enforcement. For these activities, it
J4s not always possible to obtain perrmission and, in many cascs, doing so would create significant
obstacles in our efforts to fight crime. protect public health, or understand discase.
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However, along with access should come the duty to use that information only subject (o ‘
legislative restrictions on how the information may be used and disclosed, tailored to the
particular situations. “

Disclosure with Authorization. Sometimes a patient will authorize a provider or payer to
disclose information to a third person not directly subject to the Federal health confidentiality
legisiation that we recommend. In these cases, the patient should be able to enforce an
agreement with that third person about how the information will be used. Federal law should
impose an enforceable obligation on the recipient 1o use the information only w1 accord with the
agreement made with the patient at the time of the authorization.

[

- For example, if a potential employer requires health information as part of a background check .
for security purposes, the applicant can authorize his or her health care providers to disclose the

information. But the employer's use of the information should be governed by the employer's |
statement of how it will use the information, and that agreement should be enforceable.

F. SECURITY

We recommend that a Federal health privacy law impose new restrictions on health care payers .
and providers who create and receive heglth information, and on those who receive informatiots
from those pavers and providers. Specifically: - ;

* Patient-identifiable information should not be disclosed except as authorized by the
patient or as explicitly permitied by the legislation,
protect the information against reasonably anticipated threats,

. Those holding such information should be required to implement security measures ©
. All disclosures of identifiable information should be limited to the minimum necessary 1o
accomplish the purpose of the disclosure,
. Patient mformation should be used within an organization only -for purposes reasonabl y i |
related to the purposes {or which the information was collected. : .

. A patient's authorization 1o disclose information should have 1o meet specific
requirements,
. A provider or payer should not be allowed to condition treatment, payment, or coverage

on a paticnt’'s agreement o disclose health information unless the information is needed
for treatment, coverage, Or payrsen! purposes. :

. Those receiving information through a patient's authorization should be required 10 abide ’
by the terms of the authorization agreement, or face ¢ivil hability. 5.
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The attached recommendations provide the details for how such restrictions might operate,

Many of these recommended rules would simply codify sound professional pracuces, For
example, a provider should be able to use identifiabie health information for mailing reminders
to patients to schedule appointments. It should not be able -~ abseni patient consent -~ to make
available its patient list to a health company for use in a direct mailing announcing a new product
or service (even if that product or service might benefit the patient). Providers and payers
should be limited in their intemal use of information, se that, for example, employers who obiain
hiealth information through their operation of self-insured health plans (i.e. as payers) should be
prohibited from using that information for personnel decisions.

. CONSUMER CONTROL

Americans should know what rules protect their health records, how those records will be used

argd shared, how they can obtain their records and, if necessary, how they can correct exrors in

their reeords. 'We recommend that Federal law provide consumers with siganificant new rights to

be informed about how their health information will be used and who has seen that information.

Specifically:

Providers and payers should be required to advise patients in writing of their information
practices. This notice should state clearly how the information will be used, and should
also explain the patient’s rights to limit disclosures.

“ Patients should be able 10 see and get copies of their records, and propose corrections.

*? A history of disclosures should be maintained by providers and payers, and be made
; accessible (o patients,

2ur intent is to incorporate basic fair information practices into the health care setting. The
attached recommendations provide details for how to make these consumer controls real.

H. ACCOUNTABILITY

The requirement to safeguard information must be supported by real and severe penaltics for

violations. Federal legislation should include punishment for those who misuse personal health

information and redress for people who are harmed by its misuse. Specifieally:

’ There should be ¢criminal penalties (including fines and imprisonment) for oblaining
health information under false pretenses, and for knowingly diselosing or using medical
informatiori in violation of the Federal privacy law,

, Penalties should be higher when violations are for monetary gain.
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. When there s a pattern or practice of unauthorized disclosure or other violations, there
should be civil monetary penalties.

. Any individual whose rights under the law have been violated, whether negligently or
knowingly, should be permitied to bring an action for actual damages and equitable relief.
For knowing violation attormney's fees and punitive damages also should be available.

Only if we put the force of law behind our rhetoric can we expect people to have confidenee that
their health information is protected, and ensure that those holding health information will take
their responsibilities seriously.

L PUBLIC RESPONSIBILITY

A Federal health privacy law should peemit Himited disclosures of health information without
patient consent for specifically identified national priority activities. We have carefully
examined the many uses that the health professions, related industries, and the government make
of health information, and we are aware of the concerns of privacy and consumer advocates
about these uses. The allowable disclosures and corresponding restrictions we recommend
reflect a balancing of privacy and other social values.

Specifically, in addition to disclosure for health care and payment purposes discussed above, we
recommend that Federal legislation authorize disclosure of health information without explicit
palient consent for four national priority activilies. Recipients of information under sueh a
legislative authorization should also be bound by restrictions on use and further disclosure of the
information, tailored to their particular circumstances.

Oversight of the Health Care System (including sudit, investigation, guality assurance, and
licensure). Combating fraud, abuse, and waste in health care and related payment programs s a
major nationa! priority. In addition, we have both legal and ethical duties to improve the quality
of health care and records review is essential 1o this important task, We recommend that the leg-
islation not add additional restrictions 10 access to health information for these purposes. No
new judicial or administrative procedure should be required before oversight agencies can see
health records, or use them against patients, providers, and others for wrongdoing in henlth or
refated programs. At the same time, existing legal constraints that govern access 1o or use of

.such information by oversight organizations should remain in place. We are also recommending
criminal penalties for obtaining health informauon under false pretenses.

For Publie Health, and in Emergencies Affceting Life or Safety, The importance of public
health and emcrgency medical activities to our health and safety cannot be overstated. Health
information is necessary for tracing the source of rapidly spreading infectious diseases, finding
links between discases and their causes, and rendering appropriale medical care to viciims in
emergencies. We recommend that there be no new procedural burdens in the way of these
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I;ricrity, often urgent, activities. At the same time; public health workers should be prohibited
from redisclosing that information for any other purpose.

1

1
1

For Health Research. Rescarch is essential to our health care. Federal taw should permit use of
information for research without consent under carefully-defined circumstances, and should also
include safeguards, including restrictions on redisclosure, to ensure that individual subjects are
not harmed. Federal requirements should include a determination by an institutional review
board that the research does not invelve more than minimal risk, that the absence of consent will
not harm the participants, and that the research would be impracticable if consent were required.

‘We also propose accommodating the special needs of clinical trials. Generally, patients should
have access to their own records. For clinical trials, however, we recommend 2 limitted exception
1o permit agreements that research subjects typically make, such as to forego access to their trial-
related records for the duration of their participation in the trial, as long as they are consistent
-with Federad rules for the protection of rescarch subjccts.

Pursuant ¢to Other Laws or Court Orders, such as: to Law Enforcement Authorities, to
State Health Data Systems, and in Court Proceedings. Law enforcement agencies need
saccess to health information for many purposes. We recommend that this Federal health privacy
"aw not alter current practices; that is, it should neither expand nor contract current taws
:cvemmg disclosure of health information to law enforcement authorities. In many instances,
law enforcement authorities today can obtain, share, and use health information without patient
consent and without legal process. We are not recommending changes to these practices,
Similarly, existing legal constraints on law enforcement access 1o and use of medical information

should remain in place.

)
b
We recognize thal new issues are raised by the search capabilities of computerized records, and

that there are arguments in favor of new restrictions to address these possibilities. However,
until more experience is gained with the uses of computerization of these records, and the types
and frequency of requested searches, it is premature to change existing law in this area.

1. HOW FEDERAL PRIVACY LEGISLATION SHOULD RELATE TO OTHER
LAWS ‘

Any Federal legislation controlling heaith information must be understood in the context of other
state and Federal faws that alse address, either inCidentally or directly, the confidentiality of
heallh information. In short, we recommend that existing confidentiality laws at both State and
Federal tevel which provide more protection remain i force. A new Federal privacy law should
provide a basic level of protection for everyone - & “floor™ of protection -- without reducing
other protections.

H



- Btate Law. Asnoted above, there exists today a patchwork of State health privacy laws. While
some are comprehensive and strong, the array of protections we recommend here would, in
general, be stronger than most existing State law.

We rez:ommend that Federal health privacy legislation supersede State law 21}}32 is less proteetive

than the Federal law, If either the Federal or State law forbids a disclosure, the disclosure should
not be made. Thus, the confidendality protections should be cumuia{we and the Pederal legisla-
tion should provide "floor preemption.”

We make this recommendation with the recognition that a single national standard may be
preferabic from the administrative simplification perspeetive, and that some privacy interests
might also be belter served thereby. However, at this time, the freedom of Btates 1o protect their
citizens' privacy through their own legislation is more important than the benefits of
standardization that totally preemptive Federal legislation would confer. The attention several
States have given to this issue should be respected. Muny States have statutes to protect inforoma-
tion about HIV infection and AIDS patients, and about menial health patients, designed after
wide public debate to suit local needs. In addition, the Federal government can clearly leamn
from the experiences of States as they respond (o the eomplex (ask of protecting patient
information in a rapidly changing environment. -

Other Federal statutes that afford protection to liberty, privacy, and consumers’ rights generally
do not displace stronger Stae laws. At prz:sem, the goals of this proposal argue that it not break
that tradition.

In addition, Congress expressed a preference for leaving stronger State laws in place in the
Health Insurance Portability and Accountability Act of 1996. That Act calls for the Secretary of
Health and Human Services to impose confidentiality controls on electronic transaction systerns
if Congress does not legislate on confidentiality by August 1999, and directs that any such
controls not supersede State law with more stringent requirements,® Likewise, the standards for
administrative simplification of health financial and administrative transactions, which that Act

"Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191,
§ 264(c}2}3, 116 Stat. 1936, 2033 (1996). Congress has provided for confidentiality protection
for a limited class of information if legisiation is not enacted.

If Congress does not enact legisiation on standards for privacy of health information rransmitted
in connection with financial and administrative transaciions {1 ¢. the information subject to the
standards o be developed under section 262} within 36 months, the Secretary of HHS must issue
regulations with privacy standards for shese transactions within 42 months of enactment

{§ 264(cK1Y). This is timed 1o coincide with the effective date of the standards under section
262
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requires the Secretary of HHS 10 promulgate, may not supersede stronger State confidentiality
laws

Privacy needs, developments in health data systems, and the interests of nationwide
administrative simplification for bealth transactions may ultmately justify preemiptive Federal
legisiation. But, at least at present, as the National Committee on Vital and Health statistics
noted, "this issue need not be treated as a single problem with a single solution.”™®

If the Congress enacts Federal legislation leaving State controls in place, the impact of the
respective laws on individual privacy rights and on effective use of health information bears
carcful walching. To the extent that dual regulation impairs health care or the operatton of infor-
mation and payment systems, poses risks 1o confidentiality arising from misunderstanding of the
applicability of multiple laws, or creates uncertainty in patients about rights and redress,
consideration of additional action, such as developing a single national law or preempting State
laws in particular areas, may be warranted.

Federal Law. Similarly, we recommend that a Federal privacy law not limit or reduce other
Federal legal protections that control how information about individuals is disclosed or used. As
with State law, Federal privacy protections should be cumulative.

For exarnple, even where the recommended Federal privacy law would allow a disclosure
withowt patient consent or judicial process, it should not obviate the need to comply with other
Federal siatutes that do require consent or judicial process. Nor should it diminish any rights, of
patients or record holders, to challenge disclosures under other Federal law. If another Federal
law requires legal process, or specific showings, prior to a disclosure, a record holder should
-renain obligated o observe those requirements.

For Federal health records, the records management requirements and subject access provisions
pof the Privacy Act of 1974 should continue to apply. But we recommend that the Privacy Act's
i disclosure provisions be replaced by the general health information disclosure restrictions we
! recommend, to the extent that the latier are more stringent than the Privacy Act

K. PARTICULAR CLASSES OF INFORMATION

« At present, we recommend that Federal health confidentiality law treat all types of health
“information alike. The intent is to provide 2 meaningful minimum floor of privacy protections in

'I Social Security Act § 1178(a)(2)(B), added by scction 262 of (he Health Insurance Porta-
" bility and Accountability Act of 1996.

**Health Privacy and Confidentiality Recommendations of the National Committee on
Vital and Health Siatisucs, Approved on june 25, 1997
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Federal law for all types of health information. We recognize, however, that there is a great deal
of support for providing additional protection to certain types of health care information that
peopie feel 1o be particularly sensitive. For example, Federal and State laws already provide
stronger pratections for certain information, (such as information about HIV status, substance
abuse patient information, and mental health records), and we recommend that these standards
remain in place. We further recognize that additional types of particularly sensitive information
may be identified for special protection in the future, and look forward to working with the
Congress in determining when such protections are appropriate.

* * . * *

The following are our recommendations for the contents of a federal health privacy statute.
There will be many important details to be discussed, both in drafiing legislation and then in
developing implementing regulstions. The following recommendations are not intended to
address privacy policy at that level of detail. Rather, the following-are statements of principle
and policy that describe our recommended framework for federal health privacy legislation. We
look forward to working with the Congress on a bi-partisan basis to advance these principles and
enact Federal lepislation that provides a basic set of rights with respect 1o health information to
all Americans. This is an essential beginning.

M. THE RECOMMENDATIONS

A. COVERAGE

I PROVIDERS AND PAYERS, AND THOSE;, WHO RECEIVE iNF(}ﬁMﬁTION
FROM THEM

We reeommend that Federal health privaey legislation apply primarily to
health care providers and payers.

We recommend that persons receiving infermaiion under the provisions of

such legislation withont patient authorization for health oversight, publie

health, research, State data system purposes be subject to the reguirements
" of the legislation,

We recornmend that bealth earc providers be defined as persons who receive,
create, use, o maintain, health information while providing health care in
the ordinary course of business or practice of a profession, pursuant to
license, certification, registration, or othey legal authorization.
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: We recommend that payers be defined to include persons who pay for health
care through contracts of insurance or in connection with employment, and
government programs that pay for care under a benefit plan.

The legislation we recommend should apply in the first instance to providers of health care and
payers for health care. They are at the heart of health care, and typically receive information
directly from patients and generate health information. They are often one and the same.

In turn, others who receive health information under the provisions of the legislation without
patient authorization should be bound by its requirements.  They are referred to as "those
receiving health information under the provisions of the taw without patient authorization.”

Providers are persons -- individual and institutional - who receive, create, use, or maintam,
health information while providing health care {including preventive health services) in the
ordinary course of business or practice of a profession, pursuant to license, certification,
registration, or other legal authorization,

Health care payers pay for health care pursuant to advance agreements or statutory obligations -
the range of entities commonly described as “plans." They may include licensed insurance
companies, hospital or medical service corporations, health maintenance organizations, or other
entities licensed or certified by a Stale to provide health insurance or health benefits. They
mclude employee welfare benelit plans and other arrangements that provide health benefits,
whether or not funded through the purchase of insurance policies or contracts. They include
public programs that pay for hoalth care under a health benefit plan, such as Medicare, Medicaid,
the health programs of the Veterans Health Service, and the Civilian Health and Medical
Program of the Uniformed Services (CHAMPUS). The term should not be defined to include
individuals and families who pay for their own care:

‘The definition does not encompass liability insurers who receive health information, as needed,
pursuant to claimants’ authonization. Nor does it include life insurers, who receive information,
with the patient’s authorization, not as part of health care or payment, but to make underwriting

decisions.
v

We are making no recommendations with respect to inchuding workers' compensation under
Federal health privacy legislation at this time. Although workers' compensation carriers receive
health care information in much the same manner as health plans, the need under workers’
compensation systems to coordinate the health benefits provided with both the indemnity
benefits (e.g.. lost wages and disability payments) provided under the system and the
determination of a worker’s ability o return to work raises potential questions about the
appropriateness of certain disclosures of medical information. We are continuing to review the
need for federal privacy standards in this area and will inform Congress of any recommendations
that we have in this area when we complete our review.
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We do not recommend that emplovers as such be controlled by the legislation, But they should
be considered health care providers or payers when they actually perform those activities, and
obliged to conduct themselves accordingly. {Controls on employers’ use of health infotmation s0
obtained for other purposes is discussed below in LIMITATIONS ON USK}.

Z. COVERED ACTIVITIES
We recommend that health care be defined to include

- any preventive, diagnostic, therapeutic, rehabilitative, maintenance,
ar patliative care, counseling, serviee, or procedure with respect {o the
physical or mental condition, er functional status, of a patient or
afTecting the strueture or function of the body;

- any sale or dispensing of a drug, deviee, equipment, or other item
pursuant to a preseription; and

o proeurement or banking of blood, sperm, organs, or any other tissye
for administration 1o patienls.

3. COVERED INFORMATION

We rccommend that health information include any information, oral or
recorded, in any form or medium, including demographic information

= that relates to the past, present, or future physical or mental health or
condition of a patient, the provision of health care to a patient, or the
past, present, or future payment fer the provision of health eare to a
patient;

o that is received, ereated, used, or maintained by a health care
provider in the ordinary course of business or practice of a profession,
or by a health care payer, or received by entities receiving informa-
tion under the provisians of the legislation witheut patient
authorization; and

- that identifics the individual, or with respeet to which thereis a
reasonahle basis to believe that the information can be used to identify

the patient.

We recommend that the legislation cover any information sbout the patient held by providers and
payers for their healith care and payment activities. Thus, information that in other settings
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would not ke health information ~ name, identification number, employment status, address,
tinancial data, family size, education, employment history -- should be covered by the
protections of the fegistation we recommend if held by a health care provider or payer for health
care or payment purposes.

The description of ideatifiability we recommend follows the text of the admnisirative
simplificavion provisions of the Health Insurance Portability and Accountability Act of 1995
“Social Security Act § 1171{6)). We recommend that a legislative definition be no more specific
at this time. A precise advance definilion is difficult, and there is inadequate basis a1 this ume
for recommending one. The only effective formulation now is a test of reasonableness:
Information is identifiable if there is a reasonable basis to believe that the information can be
used to identify an individual.

Ne single role can define what constitutes readily identifiable data. [nformation is clearly
identifiable if it includes a name, social security sumber or other generally known or readily
available identification number, or photograph. Health information will normaily be identifiable
within providers and pavers, and the idenufiability question will typically have to be answered
‘when information is to be disclosed outside a provider or payer. Reasonableness may depend on
a judgment based on what other information is known to be available 10 a recipient, and the
amount of effort and time that would be needed to achieve a positive identification.

Other legal formulations are not more precise than the HIPAA formulation. The European
Union dalz protection directive, a recent well-debated formulation of privacy rules, uses this test

an identifiable person is one who can be identified, directly or indirectly, in particular by
reference to an identification number or to one or more factors specific 1o his physical,
physiological, mental, economic, cubiural or social identity; (Art. 2{a}}

" The Couneil of Europe's "Recommendations of the Committee of Ministers to Member States on
the Protection of Medical Dala” (No. R(97)5 (1997)) states a reasonabiegess test, but adds an
“effort” stundard;

..the expression "personal data” covers any information relating to an identified or
identifiable individual. An individual shall not be regarded as "identifiable” if
identification requires an unreasonable amount of time and manpower. {Appendix, Art |}

" The standard we recommend should not be read to mean that information is identifiable if there
is 2 remote chance that someboedy might possibly be able o identify a patient from u general

- deseription. The Panel on Confidentiality and Daa Access of the Committee on National
Statistics addressed this jssue, and noted that zero-risk reqguirements for disclosure of statistical
records were unrealistic. It recommended a standard that calls for a "reasonably low risk of
disclosure of individually identifiable data.” {George T. Duncan ot al, eds.. Privase Lives and
Public Policies, Confidentiality and Accessibility of Governmert Statistics 137 {1993)). The
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panel recommended that the Office of Management and Budget should continue to ecordinate re-
search work on statistical disclosure analvsis (at 155-157). This will be especially important as
changes in the character and availability of technology alier the quantum of information
constituting an identifier. Qur recommendations include authority for issuance of guidelines for
what levels and amounts of information constitute "identifiable” information, and guidelines for
minimoum allowable disclosures in particular sitvations (IMPLEMENTATION, below).

Records disclosed in a form not intended to be individually identifiable should not be used
intentionally W identify a person. A person who obtains such information with the inlention of
dentifying individuals should be regarded as having oblained health information under false
pretenses (CRIMINAL PENALTIES, below).

Our recommendations do not distinguish among different types of health information based on
presumed sensitivity, although we recommend leaving in place State and Federal laws that make
that distinction. Qur intent at this time is to recommend a meaningful miniroum floor of privacy
protections in Federal law for all types of health information. At the same time, we recognize
that there are arguments for providing additional protection to certain types of health information
that people view as particularly sensitive. We can leamn from, and build on, States’ experience
with privacy laws that protect such information, and work with interest groups, privacy
sdvocates, and others 1o assess how such information is best protected. Such information could
be the subject of future Federal action; we ook forward to working with the Congress in
determining when such protections are appropriate.

We recommend that research in which care 15 not delivered not be considered "health care,” and
thus not covered. There are some existing protections for information gathered solely for re-
search, which should continue to apply (RESEARCH, below).

4, SERVICE ORGANIZATIONS

We recommend that providers and payers, and those receiving information
under the provisions of the legislation without patient anthorization, be
permiited to engage other organizations, "service erganizﬁtians,"‘ pursuant
to coniractual arrangemaents, to carry out functions for them that require use
of health information.

We recommend that providers and payers be required to advise their service
organizations that their work is subject to the law, whereupon these
organizations should become subject {o the law.

We recommend that service organizations be obliged to nbserve the usc and

disclosure resirictions, and to have a statement of information practices and
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_ 3 make it available upon request, but not he obliged to provide subject
i gccess and correction rights.

#

Much health information obtained and used by the providers and payers is processed by service
srganizations engaged by contract. The patient does not have a direct relationship with these
srganizations and typically does not know of their role in the flow of information.

E
E

Physicians and other providers engage companies o code, and 1o process bills and forward them
lo the appropriate payer. These coropanies may in tumn deal with others engaged by payers.
Between them, yet other companics may process health information by passing it from a
previder’g clearinghouse to 8 similar organization engaged by a payer. In some instances, these
z}rgamzazmzzs make substantive or adjudicatory choices affecting the patient on behalf of their
prmmpa}s In others, they do not, and may not refain t%:e information in ways that permit easy
retrieval

E(}ﬁcn there are not clear distinctions among the functions thesc many processors are performing.
As an agent of a paver, a pharmacy benefit management company adjudicates and pays claims,
and may manage a formulary. It also provide health care, in conjunction with the pharmacist, in
looking for drug interactions -- advising the phermacist, physician, or patient that a prescribed
drug taken in combination with onc preseribed ecarlier may have adverse effccts. A payer may
éngag&: a pharmacy benefit manager to operate a disease manageiment program 1o assist patients
in managing thesr illnesses, often chronic conditions such as asthma and diabetes, by education
throu gh direct mail and elephone communication 1o the patient, online communjcation with phy-
§xc;ans and pharmacists, and video matenials,

We recommend that everyone in this chain of information handling be covered by the same rules.

Patients must be assured that their privacy protections are not lessened when the providers or
payers with which they have estabiished refationships give information to outside service
organizations for processing. Thus, service organizations, once advised of the nature of the in-
formation they are handling, should be independently bound by the confidentiality restrictions
applicable to the principal which engaged them.

drThey should not use or disclosc patient information unless their principails explicitly permit, and
‘the principals should be bound by the legislation in granting such permission. Thus, a service
‘organization should not make independent use of this information unless the provider or payer
‘permits such use, and then only if the legisiation permits such use, i.e., with the authorization of
the patient, or for a purpose for which the payer or provider could use it or disclose it

iThe complexity and multitude of these arrangenicnts, and the typical lack of contact with the
‘patient, make it impractical to impose on service organizations the obligation to provide access
and correction rights (discussed below in PATIENT INSPECTION AND COPYING OF

RECORDS and PATIENT CORRECTION OF RECORDS.) However, patienis should be
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able to exercise these rights by contacting their providers or payers, and providers and payers
may by contract require their processors to provide the necessary access and correction. Service
organizations should not be required by law to offer patients a statement of the information
practices, but they should be required to have such a statement and to make it available upon
request, ’

Processing of information by these organizations is a natural and understandable source of
concern. There have been proposals that patients be permitted to forbid the computerization of
their records, or otherwise to control ditectly the flow of information through the payment
system. The National Committee on Vital and Health Statistics considered this possibility and
had this observation:

The Committee is not sympathetic to the notion that patients should have a choice in the

technology used 1o create, store and transmit health information. This is not'a choice that

record subjects [have] for records maintained by other third party record keepers such as
barks and employers, Requiring health record keepers -- who are spending vast sums on
computerization -~ (o retain parallel paper systems is impractical and costly. It would
deny the benefits and savings that the Congress has already determined will result from
wereased use of modern information technology. Computers are an inevitable part of
modern health care and indeed are intrinsic to the actval delivery of hospital care today.,
Patients must accept this and move on to debate the proper protections for records in 3
computerized environment. (Health Privacy and Confidendality Recommendations of the
National Committee on Vital and Health Suatistics, Approved on June 25, 1997;

Control at this level of detail would be harmful 1o patients, since the effective and rapid
processing of information, ofien for the benefit of the patient, depends on computenized systenss,
Ouwr recommendation is for legislation that permits relationships necessary (o operate the care
and payment system, with common legal controls on all concerned 1o protect the patient informa-
tion.

However, should it appear in the future that pstient interests are being compromised by
contractual arrangements that obscure choices about use and disclosure of information, or that
thwart legitimate patient control over information, Congress might want 1 consider imposing
obligations direcily on these entities. .

In addition to engaging outside organizations 1o process information about patients, providers
and payers will on occasion need to give identifiable information to attomeys, insurers, auditors,
and sunilar special-purposc service organizations.. These recipients should be subject to the same
use and disclosure restrictions that apply to the information in the hands of the providers and
payers,

A similar mechanismn, provision for a "qualified service organization,” has long been in use under
the Federal substance abuse confidentiality statute (Public Health Service Act § 543,42 US.C.
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§ 290dd-1}. The regulation-interpreting that statute permits substance abuse treatment providers
fo share patient information with owside orparsizations under agreements similar to the ones we
propose here (42 C.F.R. §§ 2.11 (Qualified service orgonization) and 2.12{(c){(4}).

3 SERVICE ORGANIZATIONS - GOVERNMENT AGENCIES

We recommend that providers and payers which are Federal, State, or loeat
government agencies he permitted to employ other government agencies, in
: sccord with applicable law, fo carry out functions for them that require
! identifiable health information, The other governmental organizations
shonld he subject to the same disclosure and pse restrictions ns the coverad
entity,

This is a governmental counterpart to the previous recomnmendation, Entitics which provide or
pay for health care, including government ageneies, should be obiiged to iimit patient health in-
farmation to the units or organizations actually performing those functions. However,
zovermnment health providers or payers might on occasion use either outside private organizations
{as discussed above) or other pants of their own departments or other departments of government
for functions that involve personally-identifiable information, such as central data processing
facilities. Likewise, State attorneys general's offices, and the Department of Justice, provide
{egal services w State and Federal health care facilities and may in the course of that work have
access to health information. For such divisions of work within government, existing statutes
may govern relationships, and the private conraciual model is not directly useable. But the
service agencies should be subject to the same use and disclosurc restrictions as the covered
entity, and thus should not use information about patients obtained in the course of this work for
ather purposes.

B. BASIC REQUIREMENTS

We recommend that there he a dufy not to usc or disclose health information except
as authorized by the patient, or as explicitly permitted by the legistation.

We recommend that there be no duly to diselose information {except to the
paticnt}, and that other Isws providing greater protection for health informa-
tion, or rights for the patient, remain in cffeet,

1. LIMITATIONS ON USE
We recommend that providers and payers and those recciving information
under the provisions of the legislation without paticnt authorization be

permiticd to usc the health information only for purposes compatible with
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and directly related to the purposes for which the information was collected
or received, or for purposes for which they would he authorized to disclose
the information, :

We recommend that legislation constrain the use of information within organizations.
Crganizations with many purposes and activities do on occasion reate or collect information
while acting as health care providers or payers. They may also receive information from
providers or payers.

The fact that an organizational entity holds information is not a proper basis for its uncontrolled
use within the organization. Under the requirement we recommend, entities holding records
should have to make distinct and explicit choices about which activities are sufficiently )
connected with their health activities to warrant the use of identifiable health information. Other
uses could be made only with patient authorization, or under provisions of the legisiation that
permit disclosure wathout patient authorization.

This requirement should not interfere with normal uses of information in the heajth care delivery
or payment process, but should prevent uses extraneous to health, and may limit some existing
uses of health information. We recommend that this be a somewhat more restrictive control than
the Federal Privacy Act, which permits diselosure to officers and employees of the agency
mainiaining the record who have a need for the record in the performance of their duties (5
5.C § 552a(bX(1) )

[t is not possible or desirable to set forth in legislation all appropriate internal uses for health
information by providers and pavers. A general statutory standard is required, and 50 our
recommendation calls for limiting use of health information to purposes compatible with and
dircetly related to the purpose for which the information was collected or received.

For hospitals, for example, the use of health information to provide health eare is obviously

within the purpose of collection, and providing health care includes & wide variety of activities

tike management analysis, quality assurance and similar oversight activitics, carrving out

mandates of law, teaching, training, and research activities, Likewise, a provider or payer should '
be permitted to vse information internally for a purpose for which it could make a disclosure,

This limitation on how patient information 1s used is especially applicable 10 organizations that
are not primarily health care providers or payers, but that perform those functions, such as
employers. This proposal is not intended to cover emplovers as such. Existing laws (such as the
Americans with Disabilities Act of 1990 § 102 A2 U.S.C. § 12112) and the Rehabilitation Act of
1973, (29 UK.C. § 793) {with regulation a1 41 C.F R, § 60-741.23}) constrain the collection, use
and disclosure of health information by employcrs and should not be disturbed.

But we recommend that employers, when they function as providers or payers, be requircd to
conduet themselves as such under the legislation. Workers have worried that employers get
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]:iealth information about them, and often their families, in the claims payment process, and may
use it to discriminate against them. (Marilyn J. Field and Harold T. Shapiro, eds., Employment
and Health Benefits: A Connection at Risk at 148 (1993)). This study by the Institute of
Medicine recommends explicitly (at 246) that employer access to certain information collected in
onnection with health benefits be limited through controls similar to those in the Americans
with Disabilities Act of 1990.

‘We recornniend just such eontrols, by regulating how an employer uses information received in
the payment proeess, either as a self-insurer or by proeessing elaims en route to an insuranee
company. Information should not be used outsidc of the payment activity. An employer eould
not use it, for example, to make decisions about promotions or job assignments. Even if
zmployers have information'in identifiable form for statistieal and analytic operations related to
payment, or for oversight of an outside payer, the legislation should forbid its use for anything
out these payment-related purposes. Employers should be required to build impermeable barriers
Jctween activities that use health information and their other aetivities.

l'he same eonsiderations apply to health care delivered by an employer, or on the empioyer's
Jremlses or by employee assistance programs. The information obtained in rendering these
ealth services should not be used by the employer for purposes outside the purposes for which it
was collected, except as authorized by the patient or otherwise allowed by the law.

The examples here are from the employment context; the requirement should be applieabie to all
‘who have health information.

1. SAFEGUARDS AGAINST DISCLOSURE

We recommend that providers and payers and those receiving information
| under the provisions of the legislation without patient authorization be
required to maintain reasonable and appropriate administrative, technical,
! and physical safeguards

- to ensure the integrity and conlidentiality of health information; and

; - to protect against any reasonably anticipated threats or hazards to the

, ' security or integrity of the information and unauthorized uses or
disclosures of the information.

We recommend the statutory formulation of a basic obligation of all record holders -- to

safeguard the mfo:-matlon

No legislation can effectively specify how to do this. but it can require diligent and attentive
choices of security measures. The technology is varied and dynamic, and different types of
technology and information call for different types and degrees of security. We recommend that
it
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the Icgislation require providers and payers to take the appropriate levels and types of protective
mrasures. The legislation should not create an obligation of absolute sceurity. The key words
are “reasonable,” "appropriate." and "reasonably anticipated,” to permit consideration of the
degree of risk, the likely consequences of compromise, and the expenditure, finaneial and other,
required to address the risk.

The measures should espeeially include employee education, clear and certain punishment for
misuse, and technical controls on aceess to information within an organization, since there 13
evidence that a substantial threat to information is careless or deliberate misuse by those who
have authorlzed access to it in their normal work aetivities.

A growing body of policy and technieal material will help managers in formulating their pians in
this regard.

The Office of Management and Budget has promulgated policy establishing a minimum set of
controls to be included in Federal antornated information security programs (OMB Cireplar A~
130, Management of Federal Information Resources, Appendix I, {February 1596)).

A recent study (commissioned by the National Library of Medicine of the National Institutes of
Health and fimded by the Library with additional support from the NIH Warren G. Magnuson
Clinical Center and the Massachusetts Health Data Consortium), identifies best practices in
social and technical mechanisms for protecting privacy and maintaining security that are
-currently used in information systems for health eare. (National Research Council. Computer
Seience and Telecommunications Board, ?ﬁr the Record Pro:ef:{zng Electronic Health Informa-
tion (1997)). .

The Heaith Insurance Portability and Accountability Act of 1996 requires the Seeretary of Health
and Human Services to develop standards for electronic transmission of financial ard
administrative information about health transactions, including security Standards Most of these
standards will be published for initial comment this vear,

‘The Center for Democracy and Technology has produced Privacy and Health Information
Systems: A Guide io Protecting Patient Confidentiality (1996}, a guide to help designers of
electronic health information systems to identify and deal with confidentiality issues.

The Computer-based Patient Record [nstitule {CPRI)Y has produced a series of publications with
guidance on security policies for computer-based patient records. (Guidetines for Establishing
Information Security Policies at Orguonizations Using Comprter-based Patient Records (Yanuary
1996}, Guidelinegs jor Information Securiry Education Progroms (June 1995), Guidelines for
Managing Information Security Programs {(lanuary 1998), Sample Confidentiality Statements
and Agreements (May 1996), and Security Features for Computer-based Putient Record Systems’
(September 1996)),
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3 MINIMUM DISCLOSURE

, We recommend that al) ases and disclosures be restricted, to the extent
practicable, to the minimum amount of infermation necessary to accomplhish
the purpose for which the information is used or disclosed.
This reeommendation is for an obligation to design systems to limit the aroount of information
“that is diselosed to the minimum necessary for the intended purpose.

Any judgment about what is practicable, and what is minimum, must tzke into account the
rechnical capabilities of record systems and the costs of limiting uses and disclosures. It is likely
10 be easier to limit disclosure when disclosing computerized records than when providing access
10 paper records. Technological mechanisms to limit the amount of information available for a
particular purpose, and make information available without identifiers, are an imporiant
sontribution of computerization to personal privacy. For example, limited fields of information
san be disclosed, and identifiers can be stripped. As a practical matter, sorting through paper
records (0 ¢nsure that only the minimum amount is disclosed will be expensive and time-
zonsuming and can risk compromising the integrity of the record, and these factors relate to
practicability, ' ‘

As technologies devclop, it will become easier and cheaper to provide minimum information and
to limit disclosure. We recommend that a Federal agency be authorized to issue guidelines for
what levels and amounts of information constitute "identifiable” information, and guidelines for
mirimum aliowable disclosures in particular situations.

Recent studies have emphasized the value of privacy-enhancing technologies (PETS) in
accomphishing necessary transactions with a minimum of ideniifving information. The Dutch
Data Protection Authority and the Information and Privacy Commissioner for the Provinec of
Ontario, Canada, both governmental privacy protection entities, recently collaborated in
producing 4 report exploring privacy technologies that permit ransactions to be conducted
anonymously. (Information and Privacy Commissioner/Ontario, Canada, and Registratiekamer,
the Netherlands, Privacy-Enhancing Technologies: The Parh to Anonymiiy (1995)).

The provision we recommend should not be a basis for automatic withholding of records in
situations where the requester is best positioned to determing what information s necessary, such
as oversight and public health investigations,



PATIENT AWARENESS AND CONTROL
EXPLANATION OF INFORMATION PRACTICES

We recommend that providers and payers, and those receiving information
under the provisions of the legislation without patient authorization, be
required to prepare a written notice to inform patients of their information
practices and of the patients’ rights regarding the health information.

We recommend that the explsnation be required to provide information on
whatever rights the patient has with respect fo information, inclading, if
applicable

o the uses and diselosures of information authorized under the
' iegislation and intended by the holder, as well the protections
available; ‘ .
- the right of the patient to prevent or limit diselosure in whatever

circumsiances that right exists;
-~ the right to inspect and copy information snd fo seek amendments;

o the procedures for authorizing diselosure of information and for
-revoking disclosure authorizations;

- the procedures for the exercise of rights.uuder the legislation, and the
procedures, if any, for complaing, redress, or sppeal; and

o the fact that service organizations and these receiving information
under the provisions of the legislation without patient authorization
have cxplanations of information practices which are available upon
reguest,

We recommend that providers and payers be required to give patients this
explanation, or af least advise patients affirmatively of its availability and
provide a copy upen request,

We recommend that service organizations and those receiving information
under the provisions of the legislation witheut patient authorization be
required to develop explanations of information practices meeting the same
standards, and to provide a copy to patients upon request.
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An informed citizenry is essential to protection of privacy. The basic structures for protection of
health information should include requirements that patients be told what is being done with in-
formation about them, and what their rights are.

The Privacy Working Group of the President’s Information Infrastructure Task Force formulated
personal privacy principles (Principles for Providing and Using Personal Informarion (Junce
1995)), and three of them peint to the centrality of public information and educstion:

11.B. Notice Principie. Information users who collect personal information
directly from the individual should provide adequate, refevant information about:

1. Why they are collecting the information;

e What the information is expected to be used for;

3 What steps will be taken 1o prolect its confidentiality, integrity, and
quality;

4. The consequences of providing or withholding information; and

s. Any rights of redress.

[1.E. Education Principle. Information users should educate themselves and the
public about how information privacy can be maintained.

HELA. Awareness Principle. Individuals should obtain adequate, relevant .

' information about:
I. Why the information is being collected;
2 What the information is expected to be used for;
3. What steps will be taken to protect ¢ts confidentiality, integnity, and
qualirty;
4. The consequenees of providing or withholding information; and

5, Any rights of redress.

Likewise, the National loformation Infrastructure Advisory Council (a publie advisory
sommitiee 1o the President's Information Infrastructure Task Force) issued a statememt, Common
Ground: Fundamental Principles for the National [nformation Infrastructure (March 1995),
which includes the following among its privacy and security principles:

10, Colleetors and users of personally wentifiable information on the NI should provide
timely and effective potice of their privacy and related security practices.

11, Public education about the NIt and its potemtial effect on individual privacy is critical
ter the success of the Nif and should be provided.

The reasoning behingd these principles emphasized that the public should be aware of uses and
transfer of information that may not be elear or obvious. Health information is transmined and

used by a large number of agencies and institutions, and patients should Know at least ina
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gencral way where it is going, how they can make corrections, and how to find out more infor-
malion.

The explanation is of special importance in view of our recommendation below (HEALTH
CARE AND PAYMENT) that disclosures of health information for health care and for payment
be permitted without patient authorization, but that patients be permitted to ebject to particular
disclosures for these purposes. The explanation of the patient’s right in this regard is an integral
element (together with direct legal controls on use of information by providers and payers) of
this more realistic and informed patient contro! of information that we offer o replace the
consent processes under which patients now permit their records to be passed arpund.

The Privacy Act of 1974 requires that Federal agencies advise the subjects of Federal records of
their intended uses (5 U,8.C. § 552a(e)3)). Cable television subscribers are entitled, under the

~ Cable Communications Policy Act of 1984, to an annual notice of the cable company's informa-
tion practices (47 U.S.C. § 551(a)}. The recommended requirement would hring these salutary
practices to health information,

All organizations should be required to have siatements to inform patients, if they request it, of
how they use health information, and what the rights of the patients are. The health care
providers and payers, which have direct relationships with patients, should make this explanation
available in an afTirmative fashion, for example, at health care facilities, or with written material
sent by matl to subscribers to health insurance plans. We recommend that the legislation require
a written explanation that can be retained by the patient, so that patients can examine the policies
and become aware of their rights at their leisure {when not under the anxiety sometimes attendant
to receiving health care) and consuli others as necessary, At the same time, we do not believe
that it is desirable to prescribe in legislation the details of how the notice should be given.

Federal apencies could incorporate in the explanation proposed here the notice of information
practices required by the Privacy Act

Organizations that do not have direct contact with patients should also be required 10 prepare
such an explanation and to make it available upon request.

*

2. PATIENT INSPECTION AND COPYING OF RECORDS

We recommend that patients be allowed to inspect and copy health informa.
tion about them held by providers and payers, 'We recommend that patients
be allowed to inspeet and copy health information held by public health
authoritics, and by eversight agencics in spy situsation in which an oversight
agency has made an adverse decision about the rights, benefits, or privileges
of the patient,
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We recommend that those holding health information be permitted to deny
patient inspection of particular information under any of these
circomstances:

-- the information is about another person (other than a healih
care provider) and the holder delermines that patient
inspection wonld cause sufficient harm to another individusl] to
warrant withholding.

= inspection could be reasonably likcly to endanger the life or physical
safety of the patient or anyone eisc.

- the information includes information obtained under a promise of
confidentiality (from someone other than a hcalth care provider}, and
inspection could reasonahly reveal the source,

- the information is held by an entity that has received it under the health
oversight provisions of the Icgislation, and access by the patient could be
reasonably likely lo impcde an ongoing oversight or law enforcement
activity, : .

- the information is collected in the course of a dinical trial, the trial is
in progress, an institutional review board has approved the denial of
aecess, and the patient has agreed to the denial of access when
consenting to participate,

o the information is compiled principally in anticipation of, or for use
in, a legal proceeding.

We recommend that providers and payers be permitted to deny inspection if
the information is uscd solely for internal management purpuses and is not
used in treating the patient or making any administrative determination
about the patient, or if it duplicates information available for inspection by
the paticnt,

We recommend, in instances where a patient is to be denied inspeetion, that
the holder of the record be required to make available to the patient, to the
maximum extent possible, any portion of the health information which is not
allowed fo be denied fo the patient uader the standards above,

We recommend that providers and pavers be pormitted to charge a
reasonable, cost-bascd foe for inspection and copying a record.



We recommend that entities sbliged to provide inspection rights be required
to make n decision on patient inspection withio 30 days of a request, and that
if they deny inspeetion rights they be required fo give the patient a written
staiement of the reason.

We recommend that existing righty of subject access and correction under the Priva-
ey Act of 1974 not be diminished.

The ability to see one's own record is central to effective control of information and is a basic fair
information practice, A patient’s decision whether to disclose a record may depend on what the
record says, and 50 access 1o the record is integral to making an informed choice to disclose in-
formation. .

The "Code of Fair Information Practice” recommended in 1973 by the Secretary’s Advisory
Committee on Automatad Personal Data Systemns includes as one of its five basic pringciples:

There must be a way for an individual fo find out what information about him is in a
record and how it is used.

{U.S. Department of Health and Human Services, Secretary’s Advisory Commmee on
Automated Personal Data Systems, Records, Compurters, and the Rights of Citizens 41
(1973)).

The Privacy Protection Study Corunission recommended that this right be available. {(Personal
Privacy in an Information Society 299 {1977)). A right to see one's record is available by law in
31 States {described in Public Citizen Health Research Group, Medicul Records: Gefting Yours
(1995)), and has been a right {with very limited exceptions} in Federal health record systems
since the Privacy Act of 1974 {5 1) .8.C. § §52a{d))

The exccptions that we recommend provide for the limited situations in which, i1 the judgment
of health professionals, access to the record by the patient would causc grave harm, or, in the
case of nversight activities, would endanger the oversight activity, or in the case of clinical wrials,
wouid endanger a trial,

There should be ne obligation (o employ the exceptions. In gencral, patients should be able o
see and copy their records, but there should be a provision to permit health professionais 1o
exercise their judgment to withhold information in the rare instances where that is appropriate.
Further, the record holder should be able to deny access only 1o the portion of the record that
falls within the stated exceptions. The record holder should redact the portions allowed to be
denied, and should give the patient the rest of the information.

There need be no obligation 16 let patients see information used solely for internal management
purposes, which is a duplicate of the basic patient record (2.g., a back-up copy), or which is
gathered for litigation.
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Siome clinical trials will involve health care and thus will be covered by the law, and the usual
right to see one's record raises a special issue in these cases. We believe that a right to see one's
own record, properly managed, need not impair research.

Subjects in clinical trials are often, by design of the research, unaware of the identity of the
inedication they are taking, or of other elements of their record. The research design precludes
their seeing their own records and continuing in the trial. Fusther, patient access during the trial
could endanger the entire trial,

Thus, we recommend that it be clear that a patisnt can waive the normal right to inspect informa-
tion while the tria} is in progress, regardless of the length of the trial. This waiver would be an
element of the patient's consent to participate in the trial. The institutional review board should
have to approve it, and the patient should be told clcarly of this condition. The subjeet should
have the usual right to see the record after the trial is completed.

some entities other than providers and payers should be obliged to provide patient access {and
the related correction rights, described below). Public heaith agencies may be able to take
actions to affect the lives of the patients.  Some health oversight agencies can make operational
choices that affect the patient, such as denial of payment, and it is essential that patients be able
10 see records held by these agencies, after a decision adverse o the patient is taken. Under
surrent law, such disclosure is already required, and through adversary proceedings, patients can
vhalienge hicorrect information which served as the basis for the adverse decision.

in other ingtances {e.g.. an accreditation study of a hospital by the Joint Commitiee on
Accreditation of Mealth Care Organizations} no individual patient interest is at stake in the
oversight activity, and aceess i5 less significant,

However, the right recommended here 15 not simply a right to fair procedure in an administrative
iransaction or criminal or civil lenal action (which may be provided in any case by other law); it
13 a freestanding fair information praciice right to see one’s record al a time of one’s choosing
regardless of actual use in a proceeding or for decision making. I should be available unless
there is a danger that patient access would impede the investigation. We recommend that any

procedures established 10 implement these provisions not be unduly burdensome on law
enforcement or oversight agencies.

We do not recommend tat researchers who receive information under the provisions of the
legistation without patient authorization be obliged to permil patient access. In most instances,
they have no direct contact with patients, and under our recemmmdatmns would be prohibited
from vsing such information against a patient,

The section on SERVICE ORGANIZATIONS, above, addresses the rights of patients 10 see in-
formation held by service organizations operating on behalf of entities that are obliged to give
patients aceess o their records.
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3. PATIENT CORRECTION OF RECORDS

We recommend that patients be permitted te seek corvection or amendment
of health information about them held hy any entity obliged to permit
patients to inspeet health information about them.

W¢ recommend that these conditions govern responses to such requests:

- if the entity makes the requested change, it must make reasonable
efforts to inform others who have received the incorreet information
shout the change,

who are identified by the patient; or :

who the entity knows have reccived the information, when it is
reasonably forcsecable that the incorrect information may have an
adverse impact on the recipient or patient,

e if the entity makes the requested ehange, it must make reasonable
efforts to inform known sourees of ineorrect information,

o if an entity denies a request, it should inform the patient of the
reasons for the denial and of any procedures for further review, The
hurden of proviog that information needs to be amended or corrected
should fall on the patient, and the legisiation should not require a
process for further review.,

- if a patient's request is denied, the patient should have the right to file
a concise statement with the reguested eorreetion and the patient's
reasons for disagrecing with the refusal. This statement should be
ineluded in any subsequent diselosure of the disputed portion of the
information about the patient, The holder may include a coneise
statement of its reasons for not making the requested change.

This recommendation is intended to ensure basic fairness with respect to accuracy of informa-
tior. [t follows the pattern established by the Privacy Act of 1974 for Federal agencies (S UR.C.
§ 552a(d)(2)). It is not intended to interfere with medical practice, or modify standard record-
keeping practices. ‘

Reasonable attempts at notification of others should prevent the perpetuation and further
transiission of erroneous information. The legislation should explicitly state a test of
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reasonableness in this regard, so that the vigor of the effort required is proportional to the
importance of the information and the degree of hazard in disseminating incorrect information.

We recommend that it be clear that this provision is not intended to provide a provedure for
substantive review of decisions such as coverage determinations by payers. It is intended to deal
with the content of records, not the underlying truth or correeiness of the events recounted in
them. Atterpts under the Privacy Act of 1974 to use the Act's correction meehanism as a basis
for collateral attacks on agency determinations have generally boen rejected by the evuris. We
intend the resull to be the same here. -

It is the standard practice of medical reeord keepers not 1o expunge any information in a
treatment racord. The usual procedure is to mark ingorrect information and to add the correct
information. Even if information is wrong, it is essential to the purpose of the medical record
that the record reflect the information available when treatment decisions were made. We
recommerxd no ehange iy these practices, and there should be no requirement that information be
erased or deleted. A record should be eonsidered corrected or amended if incorrect information
is marked as such, and the correct information added.

4. DISCLOSURE HISTORY

‘ We recommend that providers and payers, and those recciving information
i under the provisions of the legislation without patient authorization, be
required to retain a history of all disclosures of health information made for
. treatment, payment, research, oversight, public health, cmergencies, to State
# data systems, for law enforcement, in judicial proceedings, and with the
authorization of the patient,
; We recommend that the record include the date and purpase of the
disclosure; the name and address of the person to whom the disclosure was
made or the location te which the disclosure was made; and where
practicable, a deseription of the informution disclosed.

We recommend that patients be permiffed to see this record, except in the case of
disclosures to and by health oversight agencies and to Iaw enforcement agencies
where access by the patient could be reasonably Iikely to impede those activities.

" We recommend that the disclosure history be retained for the life of the record o
which If relates,

e

We recommend that there be no obligation on service organizations te retain
# record of disclosures in the course of ireatment and payment transactions.



Patients ought to know who has seen information about thern. This basic right was
recommended by the Privacy Protection Study Commission (Personaf Privacy in an Information
Society 316 {1977}, and is available, with limited exceptions, under the Privacy Act of 1974 (3
US.C. § 332ac)). The ability (o see who has seen one's reeord is a form of control on disclo-
surg. In g health facility where emplovees who receive care at the facility can easily check who
has accessed their records, they often do check, and staff at the facility see this as an important
confidentiality contral (National Research Council, Computer Science and Telecommunications
Board, For the Record: Protecting Electronic Health Informaiion 98 (1977}).

Our recommendation does not envision that the legislation specify any particular form for
retention of this history, as long as the inquiring patient can find out where his or her information
went. Health facilities may choose to keep the disclosure history in a patient file, in & separate
log, or in any other way, as long as it is possibie to identify or accurately reconstruct the disclo-
sures,

Our recommendations call for an exception to the right of patient access when aceess could be
reasonably likely to impede oversight or law enforcement activities. We recommend that any
procedures to implernent these provisions not be unduly hurdensome on oversight or law
enforcement agencics,

Na accounting should required for disclosures made under the next-of-kin and directory
information provisions {described below),

D. DISCLOSURES AUTHORIZED BY THE PATIENT

1. DISCLOSURE WITH PATIENT AUTHORIZATION: AUTHORIZATION
CONTENT

We reeommend that providers and payers, and those reeeiving information
under the provisions of the legislativn without patient authorization, be
permitted to diselose information pursuant to the authorization of a patient
under the following conditions:

- the authorization is in writing, is dated, and is signed or otherwise
authenticated;

- the authorization states an expiration date, or event, and is received
by that date or event;

- the authovization specifies the information to be disclosed;

-- the authorization specifies the entity or entitics which are to disclose
the information;
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- the authorization specifies the person or persons fo receive the infor-
mation;

= the authorization siates that the patient has received a statement of
the intended use of the information by the recipient; and

e the authoerization is not on the same form on which a patient consenis
to health care, and states that treafment, coverage, and payment are
not conditioned on the patient's authorization to disclose, unless the
disclosure is necessary for treatment, coverage, or payment,

We recommend that a person who requests a paticnt to authorize disclosure
of health information be required to give the patient a copy of the
authorization.

We recommend that a patient be permified fo revoke an authorization to
disclose information cxcept to the extent that action has been fakes in
relinnce on the authorization.

We recommend that entities disclosing information pursuant to an

authorization be required to retain 2 copy of the authorization, and a record
! of the diselosure,
ri
The ability to control use and disclosure of information i3 central 1o fair information practices,
‘and we recommend requirements to ensure that the patient understands the nature of the discio-
-sure being authorized, and to nsure that there is adequate specificity to the patient’s
authorization, and to ensure that authorizations do not become general permissions for unrelated
disclosures.

The required signature may be an elecironic awthentication.

To assist in preparing these authorizations, the Federal agencies should be autharized 1o publish
model authorization forms and mode! statements of intended uscs {see below,
IMPLEMENTATIGN).

2. DISCLOSURE WITH PATIENT AUTHORIZATION: EXPLANATION,
AGREEMENT, AND KEMEDY

We recommond that 2 person who requests a paticnt to authorize disclosure
of health information be required to provide a statement for retention by the
paticnt, not on the same form as the authorization, speeifying the purposes
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for which the information is sought and the uses and disclosures to be made
of it. ‘

We recommend that use or disclosure of the health information inconsistent
with the statement be the basis for g civil action for damages,

This recommendation is intended to provide patient control in the many sifuations in which
patients authorize others to reccive health information about themselves. It addresses informa-
tion that moves beyond the direct scope of the law we recommend.

These disclosures are made for many reasons, Applicants for life or disability insurance

authorize providers to disclose existing information sbout themselves, and are informed by the !
insurer how the informalion will be used, including, for example, for reports to the Medical In-
formation Bureay, a clearing house of information about life and disability insurance apphicants

io detect fraudulent applieations. :

Claimants in liability situations authorize their providers to send information to lability insurers
to show the extent of their injuries. In case which move to litigation, a plaintiff will typically
suthorize an attomey to receive medical records and transmit them to medical consultants for
review, and then to the defendant’s insurer, to show the extent of the plaintiff's injury.

Patients may authonze disclosure of health information when receiving other services, such as
soeial services. Disability determinations in the disability program under the Social Security Aet
are dependent on the patient’s offering evidence of his or her health condition. People may
authorize disclosure of their information for suitability investigations by government agencies, ¢r /
for employment or assighment determinations. '

Legislation cannot address ail the possible uses of health information by the great variety of

persons and organizations that may receive it pursuant to patient authorization. Nonetheless, -
patients properly expect fair treatment of this information, and should be able to enforce that .
expectation. This information, obtained as i 1s from the health care setting, relains is sensitivity, '
ang should be protecied in a legally enforceable way. Collection of damages for use inconsistent

with the stated purpose is the recommended enforcement mechanism,

This recommendation provides that protection by permitting the patient to enforce the agreement
the patient and the recipient make,

The recipient may choose to promise essentially no confidential treatment, or may choose to
specify, in general or in particular, how the information may be used. in some instances, other
law will govern how the information may be further used (as in some collections of health infor-
mation by government agencies), and that law would define the recipient's promises to the
paiient. The patient may be able to take these promises inte account in deciding whether to dis-
¢lose information in a particular instance.
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To assist in developing such agreements, the Federal agencies should be avthorized to prepare
model authorization forms and model statements of intended uses {see below,
MPLEMENTATION).

This recommendation would implement one of the Principles for Providing and Using Personal
Information (discussed above in EXPLANATION OF INFORMATION PRACTICES),
formulated by the Privacy Working Group of the President’s Information Infrastructure Task
Force:

H1LC. Redress Principle
Individuals should, as appropriate, have a means of redress if haymed by an improper
disclosure or use of personal information.

The President's statement on the Global Information Infrastructure, 4 Framework for Global
Electronic Commerce (June 19973, in f1s discussion of privacy, reiterates this point:

Linder (hese principles, consumers are entitled to redress if they are harmed by improper
use or disclosure of personal information or if decisions are based on inaccurate,
sutdated, incomplete, or irrelevant personal information.

3 RISCLOSURE WITH PATIENT AUTHORIZATION: PROHIBITION ON
REQUIREMENTS TO AUTHORIZE DISCLOSURE

We recommend that providers be forbidden to eonditien freatment on the
patient's authorization to disclose health information, unless the disclosure is
necessary for a health eare or payment purpose.

We recommend that payers be forbidden to eondition coverage or paymenti
on the patient’s authorization to disclose health information, unless the dis-
closure is necessary for a health carc or payment purpose.

Wt recommend that providers and payers be required, when requesting an
authorization {o disclose information for purposes other than health care or
payment, to advise patients that treatment, eoverage, and payment are not
conditioned on the patient’s suthorization (o disclose.

We recormnend this requirement so that providers and payers cannot reguire patients © authorize
disclosure of health inforrnation as a condition of weatment, coverage, or payment unless the dis-
closure is actually necessary for those purposes. Such demands could nutlify the legislation's
controls on disciosure of information, 1f needed benefits or services are not available unless the
patient consents o disclese information, patients could be unfairly compelled to permit diseio-
sures beyond those permitted by the legislation.
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A patient seeking care or payment should be informed that he or she can resist a request for an
authorization. Itis important that the authorization clearly state that the patient will receive the
same treatment, coverage, or payment, whether or not the authorization is signed
{(DISCLOSURE WITH PATIENT AUTHORIZATION: AUTHORIZATION CONTENT,
abave}. .

This requirement should not interfere with health care or the normal operation of the payment
system, Patients may properly be required to make available information necessary to treat them,
or for reimbursement. Likewise, where such requests are not forbidden by other law, patients
could be asked to disclose information about past health history for underwriting purposes.
Paiients could be asked to authonize disclosure for purposes other than health care or payment,
like marketing, as long as treatment, coverage or payment is available whether or not the patient
authorzes the disclosure.

This recommendation is not mtended to prevent researchers from requinng subjects to agree to
disclosures necessary for participation in a clinical trial. Research subjects are often asked to
consent 1o disclosure of their past health history, as well as to permit information generated in the
trial 10 be reviewed by sponsoring and oversight agencies. These disclosures are integral to the
aperation of clinical trials, and the legislation should permit such conditions.

E. OTHER BHSCLOSURES
8 HEALTH CARE AND PAYMENT

We recommend that providers and payers and those reeciving information
under the provisions of the legislation without patient authorization be
permitted to disclose health information without patient authorization to
provide health care to any patient, and for payment, but that patients be
permitted to restrict diselosures of partieular information or disclosures to
particular persons.

We recommend that the vaditional control on use and disclosure of information, the patient's
writien authorization, be replaced by comprehensive statutory controls on ail who get health in.
formation for health carg and payment purposes,

The reality of the present suthorization process is that the patient has little actual control of infor-
mation. The approach we recommend would replace the oflen ritvalistic authorization with
direct statutory controls and a realistic and effective opportunity for patient intervention in
instances where the patient finds i truly necessary,

Disclosures for health care are made routinely now. A requirement for a signed paper for a
routine referral can impair care by delaying consultation and referral. For example, a physician
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inay decide, from review of test results afier the patient has left the office, to refer the patient for
Gonsultation; the patient should not have 1o journey to the office again to sign a form before the
physician can discuss the case with the consulting specialist. The provider should not be
constrained in deciding whom to consuli unless the patient has specifically indicated a sensitvily
to such consuliations.

Some existing State health confidentiality laws permit disclosures without consent to other health
care providers treating the patient, and the Uniform Health-Care Information Act permits disclo-
sure "o a person who is providing health-care to the patient™ (9 Part I, U.L.A 475, § 2104

{1988 and Supp. 1996}

For payment, existing authorizations are ofien forms that have little meaning to the paticot, and
that the patient must sign if reimbursement is to be obtained. This process should be replaced by
one in which information flows easily and without unnecessary barriers when necessary for
nayment. while protected by direct legal obligations on providers and payers. Changes in
insuranee carriers, for example, should not require multiple authorizations. A fatlure to obtain an
authorization should rot prevent a health care provider from billing payers who mght not be
precisely identified when treatment is rendered. Tn addition, information moves from provider to
payer through a chain of processing entities (see SERVICE ORGANIZATIONS, above) whose
preeise identity may not be known to the provider in contact with the paticnt. A true, fully
snforced, authorization requirement for each of these transfers of information would bring the
health care payment system to 8 halt,

The traditional goals of the authorization process are important ones, and we must have strong
and realistic ways of meeting those goals. It is our view that stringent statutory protections on
information held by providers and payers, and an opportunity for patieats to object to particular
disclosures {an “opt-out"), can fulfill these goals more effectively than the authonzation formula,
The explanation of information practices that providers and payers would have (o provide shouid
specifically note the patient's opportunity to object to particular disclosures,

The opportunity to object to a particular disclosure is a more realistic and effective form of
control than routing sighature of an authorization form, and exactly for that reason i may require
attention from providers in responding 1o patient wishes. In turn, patients will have to exercise
care and Judgment in using it. In the reatment context, some clements of medical history are
trrelevant 1o present treatment, and patients may reasonably want them concealed. A patient's
sexually-transmitted disease at the age of 22 need not be announced 1o all who are treating an
aibletic injury when the patient is 44

But current medical history, especially medications, and some past medical history, are very
much relevant to present treatment, and the patient cannot withhold this information from
subscquenl providers without grave risk. There are dangers in making treatment decisions based
on ineomplete information, and providers may properly decline to reat paticnts without full
understanding of their medical history. Legisiation should not prevent physicians from
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conditioning treatment on having that history. Thus, if the patient chooses 10 restrict disclosure
for treatment, the patient and the concerned providers would have 1w negotiate the patient's actual
control in light of the need for the history in treating the patient.

Likewise, disclosure to a payer is necessary for reimbursement.  To the extent that the patient
does not want information disclosed (o an insurer or other payer, the patient must address the
financial aspects of treatment ip some other way,

We recommend that the legislation be written 1o allow physicians to use any patient’s record, hot
just the record of the patient heing treated, to accommodate the practice in which a physician
who i§ treating 3 patient with a rare disease may examine the records of other hospital patients
with the same disease, Likewise, physicians may consult the records of several people in the
same family or living in the same household to assist in diagnosis of conditions that may be
contagious or that may arise from a commen cnvironmental factor,

2. HEALTH OVERSIGHT

We recommend that providers and payers and those receiving information  °
for health oversight without patient authorization under the provisions of the
legislation be permitted to disclose health information without patient
authorization, if such disclosures are authorized by other law and any
requiremenis of other law have been met, for oversight of the health eare
system, including |

-~ any assessment, evaluatien, determination, or invesitigation relating to
the licensing, accreditation, or certifteation of health eare providers;
and

- any audit, assessment, evaluation, determination, or investigation

relating to the effectiveness of, compliance with, or applicability of,
legal, fiscal, medical, or scientific standards or aspects of performance
reiated fo health care or payment, including claims fer benefits based
on health status, claims of dligibility for programs that produce
eligibility for hiealth benefits, and claims for other benelits in
programs conducicd or funded by governments.

We recommend that publie agencies, as well as other entities acting on behalf
of public agencics, aefing pursuant {0 g requirement of a public ageney, or
carrying out activities under a State or Federal statute regulating assessment,
evghation, determination, or investigation with respeet to health care, be
cligible for this access,
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!. We recommend that standard-setting organizations with which a provider or
. payer has a eonfract vroviding for review of the covered entity’s activities be
cligible far this access.

We reeommend that those receiving information under the provisions of the

legislation without patient antherization for research and public health be

permitted to disclose health information for oversight of the particelar re-

search or public health activity holding the information, and that no use of
the information against the patient be permitied except for wrongdoing in
connection with the research or public health activity.

We recommend that public agencies recciving information under this provision be
permitted to disclose health information in aceord with applicable law.

We recommuoend that other entities receiving information under this provision not be
permitted to disclose hesith information except for oversight parposes.
q .
IE'\?«»*‘e recommerd that these disclosures be permitted so that there can be effective oversight of
health care activities, The types of oversight organizations and aetivities are many, and range
from traditional law enforcoment agencies, (o government agencies investigating or paying for
health eare, to the professional licensure and discipline system, {o regulators like insurance
commissioners, and to accreditation, standard-sctiing, and quality review organizations and
'E;lctivities.
These activities occur under a myriad of eircumstances, including pursuant to complaints about
eriminal behavior, as part of professional disciplinary proceedings, and pursuant 1o contract by
1facililies which wish accreditation and engage organizations to review their activities,

These activities may be performed by a public agency, or by another organization acting on
behalf of a public agency, pursuant o a requirement of a public agency, or carrying out activities .
under a Btate or Federal statute requiring or otherwise providing for the assessment, evaluation,
determination, or investigation. The standard-setting organizations perform their functions
pursuant 1o eontract with the institutions they are examining and accrediting.

The common features among these activilies are these:
] All, at some point in their operations, need access to individually-identfiable records,

H
H

Their effectivencss depends on access being controlled by the oversight entity, not the
holder of the information, whosc behavior and activilies are under examination.,
The aversight activity is required because of the large volume of fraud and abuse in the health
care sysiem. it necessitates a substantial enforeement apparatus, including conventional law
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enforcement agencies {such as the Federal Bureau of Investigation, and State and local police
departments), and specialized agencies (such as the Inspectors General of the Department of
Health and Human Services, the Office of Personme] Management, and the Department of Labor,
and State Medicaid fraud control units.} The General Accounting Office has estimated health
care losses due to fraud and abuse as approximately 16 percent of outlays.

Some of the activities investigated by the Office of Inspector General of the Department of
Health and Human Services display the seope of the issue, and suggest how records are needed in
the investigation: :

- Billing of Medicare and Medicaid by nursing homes for unneeessary services and
services which were not provided at all (OIG Special Fraud Alert, "Fraud and Abuse in
the Provision of Serviees in Nursing Facilities™ (61 Fed. Reg. 3062330625 (1996)),
including:

A physieian billing $350,000 over a 2-year peried for comprehensive physical
examinations of residents without seeing a single resident, and falsifying medical
records to indicate that the services were rendered,

A psychotherapist manipulating Medieare billing codes to charge for 3 hours of
therapy for nursing home residents when in fact he spent only a few minutes with
each resident.

A speech specialist preparing documentation overstating time spent on each
session, claiming to spend 20 hours with residents cvery day, and submitting
some claims for residents he had never seen, and some who were dead.

e Billing of Medicare and Medicaid for services by home health agencies that were not
provided, or provided by untrained personnel, or otherwise in violation of the rules
governing reimbursement of home health services (O1G Special Fraud Alert, "Home
Health Fraund, and Fraud and Abuse in the Provision of Medical Supplies to Nursing
Facilities (60 Fed. Reg. Reg. 40847-4083 (1995), including:

Billing Medicare for 123 home health visits to a patient who never received a
single visit, and submitting claims for bencficiaries who were in an acutg care

hospital during the period the agency clatmed 1o have provided home visits.

Billing for a home health aide provided to a beneficiary who was not housebound,
and acteally very mobile,

Claiming nearly $26 rmillion during one year in visits that were not made, visits to
patients who were not homebound, and visits not authorized by a physician, al!
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supported by forging beneficiary signaiures on visit logs and physician signatures
on plans of care.

Review of patient records was essential {o the inquiries that identified these abuses. Some
nversight activities, such g3 audits and evaluations, are done without direct access 10 identifiable
patient information, since these inquiries take the form of a statistical inguiry to determine, for
example, the rate at which a certain proeedure is performed in a hospital or 10 calculate the
average cost of a particular procedure, Computerized techniques make this possible without
direct access to ideniifiers, and it is the practice of oversight agencies to do as much inquiry as
sossible without identified information.

But there are many instances in which identifiers are needed. Even in a statistical inquiry of the
type just described, in a paper environment individual patient charis must be examined, and the
patient’s name would be disclosed because it would be on each page of the chan.

Other inquities require review of individual medical records, to identify individual instances of
the anomalies in treatment or billing patterns detected in statistical analysis. Billing abuses of
the type cataloged above arc detected by crms-checking the records of individual patients, (o sce
ihe medical documentation in support of a service. The oversight agency reviews identifiable
‘tecords o verify that it is comparing the same freatment history. Once an offense is identified
Eand is to be prosecuted, a complete and intact record is required for evidentiary purposes, and
due process requires that persons subject fo sanction or prosecution have access to the precise
factual basis for those sctions.

‘This recommendation is meant to permit disclosure of health information for inquirics that may
not be solely about the actual delivery of health care. The definition of health care and payment
&encompasses "efairos for benefits based on health, and claims of eligibility for programs that
produce eligibility for healih benefits and claims for other benefits in programs conducied or
furded by governments.” Fraudulent schemes sometimes involve several government programs,
such as public assistance, food stamps, and disability programs, as well as health payment
programs hke Medicaid. Law gnforcemen officials work in teams 1o examine the common
patterns in these activities, and we intend to permit, for example, the use of information sbout
Medicaid beneficiaries m such investigations. Programs such as workers’ compensation also
involve review of health records to determine whether program requirements have been met,

Patiemt records are needed for other inquinies relating to quality of care, and the rights of patients.
The Peer Review Orgamzations authorized under title X1, part B of the Social Security Act (42
USC. §§ 1320c et seq.) review the quality of care provided 10 Medicare beneficiaries. The
Protection and Advocacy for Memtally 11l Individuals Act of 1986 {42 US.C. § 10801 et seq.}
authorizes granis for State programs to investigate abuse and neglect of individuals with mental
illness, and authorizes aceess to patient records for this purpose (§ 105{aX4). 42 US.C.

§ 10805(a}(4)). State insurance reégulatory agencies examine the records of insurance companies.
The Department of Labor reviews plans under the Employment Retirement Income Segurity Act
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of 1974 (ERISA) (29 U.5.C. § 1134). State professional licensure agencies examine the records
of health professionals, and may use evidence in them in taking action against the professionals.
In the ease of research, Federal reviewers may examing records to evaluate compliance with the
regulation for proteetion of research subjects (45 C.F R, part 46, and 21 C.F.R. paris 50 and 56}.
The Muclear Regulatory Commission reviews records to determiine medical licensees’
compliance with its regulations.

This recommendation does not propose any new judicial process prior to disclosure. The legisia.
tion we recommend should permit access to records without compulsory process where that
access is otherwise allowed. However, it should not abrogate or modify other statutory
requirements for judicial determinations or other procedural safeguards, or permit disclosures
forbidden by other law. Tt should not abrogaie or modify other legal restrictions on redisclosure
of information, such as the requirement for court review for disclosure for purposes unrelated to
heaith care of information obained under the Attomey General's investigative demand authority
in section 3486 of title 18 of the U.S. Code, added by the Health Insurance Portability and Ac-
countability Act of 1996, § 248, We also recommend that the legislation make obtaining health
information under faise pretenses be a Federal felony.

Many investigative agencies have and use compulsory process authority. Inspectors General
have it under the Inspector General Act of 1978 (5 U.S.C. App. 3, § 6(aj(4) (1988)). The
Aucrmey General has a new investigative demand authority, mentioned just above, providing
guthority to examine any medical records in investigating health fraud, with power Lo invoke the
aid of any court in enforcing the demand. In these cases, the statutes under which investigative
authorities operate deiermine the procedure surrounding the demand.

Thus, even if compulsory process is used for an oversight investigation, we recomimend that
there be no requirement for judicial consideration of the type required in the civil litigation
situations described below under JUDICIAL PROCEEDINGS AND ADMINISTRATIVE
PROCEEDINGS: PATIENT AS PARTY and JUDICIAL PROCEEDINGS: OTHER.

3 PUBLIC HEALTH

We recommend thal previders and paycrs and those receiving information
under the provisions of the legislation without patient authorization be
permitied to disclose herlth information without patient authorization, for
public healih purposes to

- a legally constituted public health authority for disease or injury
reporting, puhlic health surveillance, or public health investigation or
intervention;
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-- anyone authorized to receive the information to comply with requirements or
r direction of a public health authority; or

- an individual authorized by law to be notified in 5 public health
intervention.

We recommend that a public health anthority be defined as an authority of
the United States, u State, a political subdivision of a State, or an Indian
tribe, that is formally responsible for public bealth matters as part of its
officinl mandate.

We recommend that further disclosure by a retipig:}t be limited to health care,
pubiic health, resesrch, and oversight of the partieular public bealth activity, exeept
that no restrietions should apply te an individual whe is notified in a pullic bealth
intervention.

Numerous important public health activities use identifiable information about patients, Disclo-
sure and use of information for those purposes, under careful contrels to protect the patients,
contributes 1o an imponant social benefit.

Traditional public health surveillance, investigation, and intervention with regpect o
cornunicable disease continues to be important. Infectious disease is still a serious threat to
health. In a report on this topic the Centers for Disease Control and Prevention offer as a major
objective the expansion and coordination of surveillance systems for the early detection,
tracking, and evaluation of emerging infections in the United States. The report states that
“{s]urveillence is the single most important tool for identifying infectious diseases that are
emerging, are causing serious public health problems, or are diminishing in importance.”
{Department of Health and Human Services, Public Health Service, Centers for Disease Control
and Prevention, Addressing Emerging Infectious Disease Threais: A Prevention Strategy for the
United States 12 (1994)).

These well-known activilies have been supplemented by carcfidiy-desipned and valuable
assessment activities 10 coliect information about other health conditions and injuries.
Assessment activities {e.8., assessing the health needs of the community) embody several core
public health practices that all communities need to perform (Michael A. Stow et al,, eds,,
Heaithy Communities: New Parnerships in the Future of Public Health {1996)).

Disclosures (o {acilitate these activities, including both reporting requirements imposed by
statte and other collections of data based on more general authority, should be aliowed. In all
States, certain conditions are required to be reported to public health authorities, but the
recommendation permits disclosure without an explicit siatutory command to report an item of
information. {Terence L. Chorba, et al., Mandaiory Reperiing of Infectious Diseases by
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Clinicians, 262 JAMA 3018-3026 {1989) and Eugene Freund et al., Mandatory Reporting of
Occupational Diseases by Clinicians 262 JAMA 3041-3044 (1989)).

Many public health surveillance activities are conducted without ideniifiable information, but
some do require identifiable information. In some instances, 1dentifiers are needed, but the infor-
malion may be used only in agpregate form. This is the case with surveillance programs for
certain discases and conditions where identifiers are needed to ensure an accurate count when
duplicate reports may come from different sources. But there may be no intervention, and
aggregate results are produced without reference to any identified individual.

Disease registries, such ag cancer regisiries, operate this way, State-based cancer registries are
funded by the Centers for Disease Control and Preventiorn through the National Program of
Cancer Registries (Public Health Service Act §§ 399H-3991 (42 U.S.C.A. §§280¢-280ed)). The
Surveillance, Epidemiology and End Results (SEER} Program of the National Cancer Institute, ?
operated since 1973, collects and publishes cancer incidence and survival data from )
population-based cancer registries covering approximately 14 percent of the U.S. population, It
is from reports by hospitals and laboratories o these registries that we have accurate information
about cancer incidence, survival rates, and geographical variations in our Nation.

Other activities important to public health and safety are conducted by bodies like the National
Transportation Safery Board. It investigates airplane and train crashes, in an effort to reduce
martality and injury by making recommendations for safety improvements, and il uses medical
records in its investigations. Similar inguiries are conducied by the military services.

The Occopational Safety and Health Administration, the Mine Safety and Health Administration,
and the National Institute for Gccupational Safety and Health aiso conduct public health
investigations related to occupational health and safety. The Nuclear Regulatory Commission
and State agencies working with it investigate occupational worker or general public radiation
injury, and misadministration of radioactive maierials to patients; these inquiries ofien require
access to individually-identifiable health information. Al of these activities relate to the public
health and safety, and the lepislation should permit disclosure for them.

Other programs, directed toward communicable disease such as sexually-transmiited disease,

involve contact with the individual and provision of health care, and occasionally, enforcement

actions to prevent transmission of disease. All States have authority to isolate and quaranting ’
individuals who endanger public health. The emergence of multi-drug resistant tuberculosis has
renewed attention to these powers of States, The issues are discussed 1n Lawrence Q. Gostin,
Contralling the Resurgent Tubercidosis Epidemic, 269 JAMA 255 (1993).

Survetilance of the ¢ffect of drugs and medical devices also involves collection of information,

sometimes in identifiable form. The tracking of medical devices {under section 519 of the
Federal Food, Drug, and Cosmetic Act {21 U.5.C. § 3661y require that physicians report infor-
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‘mation (sometimes including patient identifiers) (o device manufacturers, and these reports may
in turn find their way to the Food and Drug Administration.

The proposal envisions that disclosures will be made not only to government agencies, but also
jo private entities as required or permitted by law. In tracking medical devices, for instance, the
initial disclosure is not to a government agency, but to a device manufacturer that collects infor-
mation under explicit legal authonity, or at the direction of the Food and Drug Administration.
The cancer registries mentioned above are often non-profit organizations such as universities
which receive reports from physicians and laboratories pursuant to State statutory requirements
1o report. These activities should not be impaired.

We recommend a provision for disclosure to "an individual authonzed by law to receive the
information in a public health intervention™ so that physicians or health departments, in earrying
out public health interventions authorized by law, can notify individuals who have been exposed
to a communicable disease. That notification may implicitly reveal the identity of the patient,
but should be permitted as a disclosure in the course of an authorized public health intervention.
‘The recommendation does not inelude a confidentiality obligation on the individual notified.

{The provision we recommend should sharply constrain public health agencies and other
institutional entities receiving information in how they further disclose it. Public health
authorities have a long ethical tradition of complete confidentiality in the conduct of their
investigations, and are subject to confidentiality obligations under State law. The use and control
of information by health depariments is discussed in Lawrence O. Gostin, et al., The Public
Health Information Infrastruceure, 275 JAMA 1921-1927 (19961},

The Federal legislation should bolster these ethical and legal obligations by additional
safeguards. information obtained under the public heaith provision should not be further
disclosed except for public health purposes (which may include action against individuals, such
as in quarantine situations 1o protect the public health, with whatever disclosure that involves),
for research, or for audit or investigation of the particular public health entity holding the health
information. It may also involve use and disclosure of patient information in enforcement
proceedings against entities,

4, RESEARCH

We recommend that providers and pavers and those receiving infoermation
under the provisions of the legislation without patient authorization be
permitted to diselose health information without patient authorization for re.
scarch.

We recommend that disclosures be permitted anly under the folowing
conditions:



The research would he impracticable to conduct without the
individusally-identifiable health information;

The research has been approved by an institutional review bosrd organized
and opersted in 8 manner consistent with and in accord with the institutional
review board requirements of Federal Policy for Protection of Human Re.
search Subjects; and

The institutional review hoard has determined that diselosure is allowable
without the informed congent of the subjeets, and, in making that judgment,
has determined that

- the research project is of sufficient importance so as to outweigh the
intrusion into the privacy of the patient who is the subjeet of the infor.
mation that would result from the diselosure;

- the research is of minimal risk;

- not sbiaining consent will not adversely affeet the rights and welfare
of the subjeets; and ,
s the resesreh could not practicably earried out if consent wer
required, '

We recommend that a researcher receiving information be required to remove or
destroy personal identifiers, at the carliest opportunity consistent with the purposes
of the research, unless an institutional review hoard has determined that there is 2
health or research justification for retention of identificrs and therc is an adegunie
plan to protect the identifiers from improper use and disclosure.

We recommend that the health information so obtained not be further
disclosed except

-

pursuant fo a reasonable belief that the disclosure ik necessary to
prevent or fessen a serious and imminent threat to the health or safcty
of an individual or to the publie health;

for another research project that meets the same eonditions set out in
the legisiation for initial research disclosure; or

for oversight of the rescarch project.
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v We recommend that information so obtained not be used or disclosed in any
: administrative, civil, or eriminal action or investigation directed against the
5 patient.

Health research is an integral and essential part of modern health care, and the source of much of
the knowledge on which medical treatment is based. Much of that research is based en anaiysis
af existing health records, and thus access to health records is vital to research.

k4

Research based on health and other records has begn an important source of information about -
the health of the population, and about how to prevent and treat disease. This research differs
[from research where there is an interaction with the researcher, and where the individual must of
course be aware of the research and give informed eonsent. The latier activity may be covered as
‘a form of health care, but is different from the records-based research for which disclosure
‘without patient authorization is recommended here under eertain conditions.

A wide varicty of research activities use health records ~- biomedical, epidemiological, and
‘health serviecs research, and statistical activities. Likewise research on behavioral, social, and
esonomic factors affecting health, and the effect of health on other aspects of life, may use health
records. Use of records in research and the privacy aspects of such research are discussed in a
recent report published by the Department of Health and Human Services, Privacy and Health
‘Research, a report to the U. 8. Secretary of Health and Human Services by William W. Lowrance
{1997). Researchers have an excellent record for maintaining confidentiality of information they
iget this way, and privacy has not been harmed as a result.

The Privaey Protection Study Commission, In its recommendation about health-care records,
recognized the research uses of heaith records, and supported disclosure without patient
_authon zation under stringent conditions, which are reflected in the present recommendations
?{Persaﬁrzf Privacy in an informution Society 309 (1977,

‘Much important and helpful scientific knowledge has come from large-scale studies using
existing records. They are discussed in Leon Gordis and Ellen Gold, Privacy, Confidentiality,
cand the Use of Medical Records in Research, 207 Science 153-156 {1980). Among examples of
valuable research findings are these:

When mothers took DES during pregnancy to prevent a miscarriage, female offspring of 7
these pregnancies were at increased risk of developing a rare type of cancer of the vagina
when they reached adolescence.

_ Workers exposed to vinyl chloride are at high risk of liver cancer. This finding could

' only be made by reviewing the medical records of large groups of employees and linking
:,i the employees’ records at the factory site with hospital records and death certificates if

', they existed.
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The cause of increased risk of a form of blindness called retrolental fibroplasia in low

birth weight infants was identified through examination of records. It was caused by high

oXygen concentrations administered to premature newboms. Since this finding, use of a

lower leve] of oxygen has virtually wiped out this form of blindness in premature infants.

The treatment of acute levkemia in children was greatly enhanced by studies of medical
records that showed that new forms of therapy were effective.

Beta-blocker therapy resulted in fewer re-hospitalizations and improved survival among
elderly survivors of acute myocardial infarction

State Medieaid policies restricting the number of preseriptions per month to prevent fraud

and abuse also produced large declines in use of cffective medications, adverse impacts
on health status, and increased utilization of more expensive health care services. With
this information, several States discontinued policies that limit prescriptions per month,

The need to provide these records without contacting the patients results from the scale and type

of studies using records, and their scientific characteristics. It is often impracticable, or
impossible, 1o seek authorization from everyone in a'records-based study of this kind. Some

involve hundreds of thousands, and occasionally millions, of people. If it were necessary to seek

autherization, some people would refuse, and some could not be found. In these cases, the

people not included might have unknown commen characteristics that would skew the resulis -- a

problem that can render the results useless, and a special problem in studving rare health
conditions, where a usable count depends on finding every case.

The resalis of these inquiries appear as statistics -- aggregate results, with analysis and
conclusions -- and no one's actual identity is ever published. However, the research does
depends on information about specific individuals, and in the course of the research identifiers
are sometimes necessary -- 10 be sure that there are not duplicate reports, or to match health
records with other records, like records of reatment in several healih facilities or death records,
to determine the long-term effects of a condition or a treatment,

In other cases, the research may call for identifving paticnts through existing provider records,
and then contacting them and with their consent obtaining further information. There are
cffective techniques for contacts of this kind -~ often by the provider after the researcher has
identified them -~ without revealing information to individuals other than the patient,

This can all be done, and is done now, without harming the patient.

Thus, we recommend that the legislation include conditions closely modcled on the regulation
that protects subjects in research funded by Federal agencies, the Federal Policy for the

Protection of Human Subjects {the "Common Rule,” first published at 36 Fed. Reg. 2800228032
{1991) and vodified for the Department of Health and Human Services at 46 C.F.R. part 46 and ;
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20 CY R parts 50 and 56). Under this regulation, an institutional review board may waive the
normal requirement for informed consent of the subjects if the research is of minimal risk, if the
waiver will not adversely affect the rights and welfare of the subjects, and if the research could
10t be practicably carried out without the waiver (45 CF.R. § 46.116(d)). However, we
recommend that such proteetion be imposed by statute, and that there be criminal penalities for
obtaining health information under false pretenses and for wrongful diselosure.

These conditions help ensure that records are disclosed only afier eareful consideration, by
requiring, for example, that researchers show that patient identifiers are genuinely needed for the
z;esea:ch and {hat the expected results are of sufficient importance to warrant the disclosure.

The "impractieable” test does not mean, and should not mean, that it is impossible to conduct the
research in any other way, nor does it reguire that patient authonzation be obtained if at all
possible. Institutional review boards appropriately weigh such faetors as cost, time and other
resourees available for data collection, and the quality of results.

The proposal should not oblige anyone to disclose records for research. Some providers may
ronctude that their records, or portions @f them, are so sensitive that they should not be disclosed
o outside researchers, even under the careful conditions that currently govern research and that
‘we recommend. : '

{t is fundamental to the protection of individuals in research that they not be disadvantaged by
the research except to the extent that they know the disadvamage and voluntarily choose to
accept i1, The strict restrictions on further disclosure that we recommend would ensure that end.
They come from this principle {called "functional separation™}) enunciated by the Privacy
Protection Study Commission: ~

EH

. Information collected or maintained for a research or statistical purposes may be not be
used in individually identifiable form 1o make any decision or take any action diregtly
affecting the individual 1o whom the record pertains, except within the context of the re-
search plan or protocol. {Personal Privacy in an Infermation Society 572-574 (1977)

#

H

3. EMERGENCY PURPOSES

We recommend that providers and payers, and those recciving information
under the provisions of the legislation without patient authorization, be
permitted to diselose health information without the suthorization of the

“y patient pursuant to a reasonable belief that the disclosure is neeessary to

b prevent or lessen a serious and imminent threat to the health or safety of an
individual '

y We recommend that disclosure be permitted only to a person reasonably likely to be
able to prevent or lessen the threat.
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We recommend that information so disclosed not be permitted to be used in
any proceeding sgainst the patient except for procecdings related to the
reason for its discloture, but that there be no other eontrol on the use or dis-
clogure of this information by the recipient, except to the extent that the
recipient is otherwise covered by the law.

This reeommendation addresses situations where it is necessary to disclosc information to
prevent harm to individuals, For example, law enforcement authorities may need information
from a psychiatric record to predict the behavior of a person who is threatening others. Providers
may be under an ethical or legal duty 1o wamn someone of potential harm by a patent.

The latter circumstance has been addressed in court cases, and the provision we recommend
permits disclosures in accord with cases which require disclosure, of which the leading case is
Tarasoff v. Regents of the University of California (17 Cal. 2d 425 (1976)). In thatcase. a
psychologist was told by a patient that the patient intended to kill a third person. The
psychologist notified the police but did not warn the intended victim. The patient subsequently
killed that person. The Supreme Court of California found that the therapist had an obligation to
use reasonable care to protect the intended victim against danger, including waming the victim of
the peril. Many States have adopted (judicially or legislatively) some type of Tarasoff duty to
warn, but not all State have done so. The provision we recommend takes no subsiantive position
on a health care provider's duty to wam, but permits the disclosure if required or allowed under
applicable law.

An emergency disclosure provision does present some risks of improper disclosure, through, for
example. a {raudulent telephone request with a claim that cannot be verified that information is
needed for life-saving purposes. There will be pressures and uncertainties when disclosures are
reqquested under emergency circumstances, and decisions must often be made instantaneously
and without the ability fo seek authorization or to perform complete venification of the request.
We believe that this risk is warranted, and that the law should not hold record holders liable if
they make a reasonable judgment and disclose information in good faith, even if later events
reveal that the judgment was in error.

It is difficult to predict who might receive information under this provision, and so we
recommend that the control vn further use be formulated as a prohibition on using the informa-
tion against the patient outside the occasion for the disclosure,

This provision should not otherwise control redisclosure, so that it would not, for example,
burden a private individual who is notified of a threat by a patient with legal sanctions for
discussing the incident, Some recipients will be health care providers, and would be obliged (o
comply with the legislation regardless of where the information came from. .
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STATE HEALTH DATA SYSTEMS

We recommend that providers and payers be permitied to disclose health in-
formation without patient authorization, if required or explicitly authorized
by State law or regulation, for heaith data programs that colieet health data
for analysis in support of policy, planning, regulatory, and management
functions identified by State statate or regulation.

We recommend that information so obiained not be further disclosed except
under the same conditions and circumstances applicahle to information
disclosed for rescarch purposes.

This recommendation is in support of State programs that collect data to analyze health care
autcomes, qualily, costs and patierns of wiilization, effects of public policies, changes in the
'waiih care delivery system, and related phenomena to engage 10 better policy making, planning,
*f:guiazmn and management. These programs frequently require reporiing of information for all
patients treated or released by specified classes of providers within the State. The recipient may
be a State agency, or may be a privale organization working in collaboration wit the State. In
some instances the information is reported without identifiers, but in other instances it includes
some form of identifier that may make the information idemifiable under the standards we

propose.

The information is used 10 analyze trends in health care services and the costs of care. This
activity partakes of the character of research, oversight, public health, and payment, but does not
fall neatly into any one category. Itis a valuable activity that offers the possibility of improved
wunderstanding of ¢linical, adminisuwative, and financial aspects of the health care system, These
benefits can be achieved while protecting the privacy interests of the patients. Like research,
these activities sometimes need identifiable information, but the identity of the individuals is
irrelevant w the outcome, and the results appear only in the aggregate.

For these disclosures we recommend that the data collection be required or expiicitly authorized
by Siate law or regulation, As in the case of research, the principle of functional separation
formulated by the Privacy Protection Study Commission is applicable, Thus, we recommend
that the restrictions on further use of this information be the same as the restrictions on further
use of information disclosed for research pumposes (RESEARCH, above)

7,

NEXT-OF-KIN

We recommend that health care professionals involved in the direct provision of
patient carc be permitted o disclose bealth information, in conncotion with the
patient’s current treatment, to family members of the patient and others with whom
the paiicnt has a close personal refationship
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-, if the patient has been notified of the right to object to such disclosure
and has not objected; or

— ' in circumstances where such notification hes not heen given, if the dis-
closure is consistent with good health professional practice and ethics.

Certain routine communications 1ake place with a patient’s family and friends in connection with
iliness and injury. A spouse or parent should surely be told about the condition of a patient who
has been injured or suddeniy taken ill. A helpfol neighbor assisting an elderly person being
discharged from the hospiial should be informed of the person's limitations in mobility, orof a
health problem that requires ongoing practical help. A roommate or friend may be dispatched 1o
the drug store to pick up prescripion medication.

In general, patients should have a choice about these disclosures, and providers should notify
patients of this right, and proceed only if the patient does not object. 1t is not envisioned that
formal written authorization will be obtained.

There may be instances where 1t 1s not feasible to notfy patients, but where communication with
the family is necessary. In these cases, health eare professionals invelved in the direct provision
of paticnt care should have the option of using-their judgment, and informing relatives as
necessary, o aceordance with health professional praetice and ethics,

As with all permitted disclosures, providers should be able to decline 1o disclose in this fashion
without consulting the patient. iz'tszzwtzons may impose on their employees policies which are
more restrictive,

No further eontrol on the use or disclosure of this information by the recipient is appropriate.

8. DIRECTORY INFORMATION

We recommend that health care providers be permitted to disclose, without
patient authorization, the fact of a person's presence in a facility, and the
location, and to describe the patient’s conditions in gencral terms that do not
communicate specific medical information about the pationt, if the patient
has not affirmatively objocted in advance to these disclosures.

Hospitals and other mnpatient facilities serve as temporary residences, and directory information

of this type is regularly provided to verify that o person is 2 patient in the facility, to assist

visitors to the patieni, w permit mail communication, and o let persons beyond the patient's

immediate circle know in a general way of the patient's condition {m terms like "good," "fair,"
“stable.” “sericus.” or “critical" ).
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Patients should be permitted 1o restrict such disclosures, but we do not recommend a legislative
requirement for notice of this opportunity beyond the required explanation of information
practices more generally (EXPLANATION OF INFORMATION PRACTICES, above). Any
institution should be free to have more restrictive policies, and many might choose to ask
patients explicitly whether they agree 1o making directory information available.

in the case of institutions which of their nature identify the condition being treated, disclosure of
directory information would communicate specific medical information, and should not be
permitted.

No further contro) on the use or disclosure of this information by the recipient is appropriate.

3. LAW ENFORCEMENT: INVESTIGATION OF PROVIDERS AND PAYERS

We recommend that providers and payers be permitted to disclose bealth in-
formation without patient authorization

- for investigation or prosecution of a covered entity, or

- to determine whether a erime has been committed and the nature of
any crime that may have been committed, other than a crime that
may have been commitied by the patient,

if such disclosures are sutherized by other law, and all requirement of other law
have been met.

Law enforcement agencies often inquire into activities of providers and payers, and review health
records in that process, without having any interest in the patients. This may oceur, {or example,
in inquiries about compliance with tax laws, where @ review of patient records might assist in
zstimating o provider's ineome, or in inquiries about compliance with safety and health laws,
where review of health information might assist investigators. The patients are not the focus of
the investigation and do not have an interest that warrants independent judicial consideration of
the disclosure of their information.  We are not recommending any changes to existing legal
sonstranms that govern acoess to or use of patient information by law enforcement agencies.

in addition, our recommendations would make oblaining health information under false prewenses
be a Fedural felony. '

in other cases, health information about 2 victim of a crime may be needed 10 investigate the
crime, or to allow prosecutors (o determine the proper charge. For some crimes, the severity of
the vicum's injuries will determine whin eharge should be brought against a suspect. For medical
information 16 be relevant, the crime will normally involve badily injury to the patient. Here
again, while the patient is involved, the foeus of the investigation is not the patient, but someone
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else. While the patient coriainly has a privacy interest in the use of s or her information in the
investigative process and judicial proceedings, this approach lcaves control of this information to
the procedares of the criminal jJustice system,

1. LAWENFORCEMENT

We recommend that providers and payers and those receiving information
under the provisions of the legislation without patient autharization for
oversight purposes be permitted to disclose health information without
patient authorization

-

to investigate a erime against, or on the premises of, a health care
provider or payer,

to enmply with State law that requires the reporting of specifie items
of health information o a law enforeement authorify,

to assist in the identification vr location of 2 vigfim, witness, suspect,
or fugitive in a law enforeement inquiry, io situations similar fo those
in whieh State law requires disclosure of specific iterms of health infor-
mation to g law enforeement authority,

upon request of a law enforcement official who states that the health
information is needed for a legitimate law enforecement inquiry, and
that the request complies with all applieable law, or

upon the request of an official of the UK. Intelligence Community, as that
term is defined in section 3 of the National Security Act, 50 U.S.C. §401a,
whe stafes that the informaiion requested is needed for a lawful purpose,

if such disclusures are authorized by other law, and alf requirement of other law
have been met.

We recommend that the Intelligence Community and law enforcement
agencies whieh receive information under this provision not be subjeet to
restrictions on ifs further use or diselosure, except as provided by other law.

The disclosures we recommend here are an exception 1o a basic principle of the proteciions we
recommernid, which is to lirait the use of health information to purposes connected directly with
health care and payment. 1t is an instance of balancing private inlerests and the principie of

public responsibility when law enforcement agencies nced access o health information. Thus,
we recommend that the legislation maintain current practices by permitting disclosure of health
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information to law enforcement authorities and perrmmng them to use that information, subject
to other applicable law.

These disclosures are neccssary (o protect the health care system and the public, and they
comport with certain well aceepted realities of law enforcement and the criminal justice system.
'We are not recommending any changes to existing legal constraints that govemn access 1o or use
of patient information by law enforcement agencies. In addition, our recommendations would
mzke oblaining health information under false pretenses be a Federal felony.

In instances where a crime is commitied on the premises of, or against, a health care provider it
rnay be necessary to review records. The presence of a patient in a particular focation n a
zacitity, or the timing of an observation in a chart, may help in ideniifying a suspect or an
offense, and may incidentally disclose health information 1o investigators. The information
aeeded may be limited, but could well include health information covered by the law.

State laws commonly require that health providers report gunshot wounds, injuries associated
-¥ith arson, and other specific conditions. In the same vein, police typically make inquiries in
SMETRENCY rooms in pursuing persons injured while committing crimes. Responses to these
‘nquiries, even if not specifically required by law, are analogous to the reports required hy law,
and serve to prevent health care facilities from becoming sanctuaries for fleging criminals. These
inquiries are usually close in time to the offense and the appearance for treatment of the patient in
1 health care facility.

s other instances law enforeement authorities now get health information without patient
sonsent, pursuant to other law. We are not recommending any changes to existing legal
zonstraints that govern aceess (o or use of patient information by law enforcement agencies.

In getting information, law enforcement officials should have to comply with whatever other faw
was applicable. Thus, if State law permitted disclosure only after compulsory process with court
feview, a provider or paycr should not be allowed to disclose information unless the law
enforcement authorities had comphed with that requirement.

We recognize that there are arguments in favor of new confidentiality restrictions to address, for
example, the law enforcement possibilities in the search capabilities of computerized health
records. Until more experience is gained with the nature and speed of computerization of these
records, and the types and frequency of requested searches, it is premature 1o change existing law
in this area. Existing constitutional and other fegal constraints would of course remain in place.

The provision we rccommend here should not permit health care providers 1o disclose at their
own instance information about patients that is evidence of a crime {apart from crimes connected
with the health care facility). The basic obligation of nondisclosure which we propose preciudes
'this,
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This provision should be permissive, and health care facilities may, as far as the prolection we
are recommending 1s eoncerned, choose to refuse 1o cooperate with requests from law
enforcement authorities. However, there may be other statutes that eompel cooperation of the
covered entity, and the legislation should permit this cooperation.

1. JUDICIAL AND ADMINISTRATIVE PROCEEDINGS: PATIENT AS PARTY

We recommend that providers and payers and health oversight agencies be
permitted ¢o disclose hezlth information without patient suthorization

- pursuant to the Federal Rules of Civil Procedure, the Federal Ruley of
Crimingl Procedure, or comparable rules of other courts or
administrative agencies in proceedings in which the patient is a party
and has placed his or her physical or mental conditicn or functionsl
status in issue; '

o if directed by & court in connection with a court-ordered examination
of an individus}; or

-~ to petition a court for guardianship or protective services for the
patient,

We recommend that the party seeking the information be required fo give
written notice in advance to the patient or paticnt’s atterney.

We recommend that providers and payvers and health oversight agencies be
permitied to disclose information in these circumstances only after receiving
written notification that the above eonditions have been fulfilled.

The controls we recommend here of necessity intersect with existing procedural laws and rules of
Federal and State courts and administrative agencies. We recommend that the legisiation impose
precedural controls on disclosure of information in these circumstances, but leave substantive
judgments about use of the health information to the law poveming the proceeding. In this type
of proceeding, the patient's privacy inlerest is necessarily more limited than onc in which the
patient is not already a panty, and in addition the patient is in a posilion 10 seek appropriate
restricticns from the court, This provision for disclosure is intended to apply to administrative
proceedings, such as appeal processes in Federal benefit programs.

Our recommended procedure is meant (o provide assurance to providers and payers that disclo-

sute is proper. and 10 give notice to the patient. A person seeking health information should be
required (o notfy the patient or the patient’s attorney of the request, and to give the holding entity
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1 signed document attesting to this notification, and to give sufficient time to permit the patient
:0 challenge the request.

In particular, such a provision would provide an opportunity to ebject ¢ demands for informa-
tion where the patient may have a proper claim that the request for information is too sweeping,
or that the information 1s irrelevant to the proceeding. Some litigation reasonably requires
medical information, but the patient’s entire past medical history may not be relevant o the issue
at hand, and its disclosure may be an inappropriate invasion of privacy, This procedure would
ensure notiec to the patient, and an opportunity to object in a timely fashion under the rules
applicabie (o the proceeding.

The dispute about the need for the medical information or the seope of the request could then be
resolved by the tribunai considering the matter. The gencral rule that disclosures must be limited
to the minimum amount of information necessary to accomplish the purpose for which the
information is to be used should be fiilly applicable, and this rule could thus be used by patients
to contest the scope of discovery requests.

12, JUDICIAL PROCEEDINGS: OTHER

We recommend that providers and payers be permitted to disclose health in-
formation in a judicial or sdministrative proceeding {other than a proceeding
in which the patient is a pariy and has put his or her condition at issue),
pursuant to an administrative or judicial suhpoena if the patient has been
notified in advance and has not objected in a timely menner, -

We recommend that if the patient has been notified in advance and does
object in a timely manner, the official issuing the suhpoens not order the in-
formution disclosed unless the person seeking the information has |
demonstrated that

- there arc reasonable grounds to believe that the information will be relevant
to the proceeding; and

- the need for the information cutweighs the privacy inferest of the patient.

We recommend that in determining whether the need for the information
outweighs the privacy interest of the paticnt, the court or agency cansider

o the particular purpose for which the information was collceted;
= the degree to which disclosurc of the information will embarrass,

injare, or invade the privacy of the patient:

=63 -



#

- the effect of the disclosure on the patient’s health care;
- the importance of the information to the lawsuit or proceeding; and
- any other fuctor deemed relevant by the court.

We recommend that a covered entity be permitted to challenge a demand for
health information on any grounds available under this or other law,

This recommendation addresses the need for health information in proceedings other than
proceedings in which the patient is a party.

The procedure we recommend is basically the same ag for those sjtuations. The test for disclo-
sure is somewhat different, in light of the need to demand a higher degree of justification for
seeking health information it proceedings that are not law enforcement proceedings, or in which
the patient is not already before the court,

13.  JUDICIAL PROCEEDINGS: INFORMATION OTHERWISE ALLOWED TO BE
DISCLOSED

We recommend that disclosure be permitted without notice to the patient, or
judicial determination, if the health information could he disclosed under
other provisions of the legislation not reguiring notice or judicial
determination, provided that the conditions in the other previsions are
satisfied.

The procedural safeguards attendant to disclosure of health information in judicial proceedings
should not be required when the informanon could be disclosed under other provisions without
judicial proceedings. ‘

{n these instances, the requirements of the other sections authorizing the disclosure provide
safeguards for the individuals. Notice to individuals simply because eompulsory process was
being used would serve no useful purpose and might wrongly convey the impression that the
patient was somehow being invesligated.

Disclosures that we propose be penmitted without patient authorization are sometimes in fact
made pursuant to compuisory legal process required or authorized by other law. Health
oversight agencies have (his authornity {discussed in the HEALTH OVERSIGHT section,
above). State and local public health ageneies have subpoena or warrant authority to obtain
nformation. The Occupational Safety and Health Administration and the National Institute for
Occupational Safety and Health have avthority to compel disclosure of health records for their
public health and safety investigations and occupational health and safety research (28 U.8.C.
§§657, 669), and the Mine Safety and Health Administration (30 U.S.C. §813) has similar
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i&athoz"ity, Should agencies with that authority have to use it, they should not be required to
somply with the notice and judicial determination requirements applicable in other proceedings
using compuisory process.

The legistation should also provide that, if disclosure is conditioned upon a requirement to dis~
close in State law, Federal agencies ma} make the disclosure deapztc the inapplicability of State
law to their act;vltles

F. SPECIALIZED CLASSES OF PERSONS AND ENTITIES
1 DECEASED PERSONS

We recommend that patients be covered by the protections of the legislation
for two years after death, and that the right to confrof the patient’s health in-
formation within that time he beld by an exeeutor or administrator, or in the
ahsence of sueh an officer, by next-of-kin, determined nnder State law, or in
absence of both, by the holder of the health information.

“Whether (¢ apply confidentiality legistation to information about deceased patients is a difficult
issue, with good arguments in favor both of protecting and not protecting this information. In
traditional privacy law, privacy interests, in the sense of the right to control disclosure of infor-
mation about oneself, eease at death. The underlying purpose of health record confidentiality -
10 encourage a person seeking treatment © be frank in the interest of obtaining care -- may

irequire, from the patient’s perspective confidential treatment of information even after death.
However, the problem of ensuring confidentiality after death is complicated by the traditional
methr}d of managing affairs after death -~ eontrol by an executor or administrator, who is often a

relative. The result may be that the very people the deceased may have hoped would not know of

‘his or her health condition will control the information.

¢At the same time, perpetual confidentiality has serious drawbacks. If information is needed for
Jegitimate purposes, there should be someone legally authorized 10 disclose it, by analogy with
‘authorization by a fiving person. A permanent bar to disclosure would serve privacy interests |
only rarely, and could interfere with important and acccptabie uses of information, such as
“historical research. '
E}A two year period of confidential treatment, with provisions for authorization by specific
“persons, would preserve dignity and respect by preventing uncontrolled diselosure of information
zmm&ézzzi&iy after death but permitting disciosure for proper purposes during this period. It
'should be noted that providers may, apart from legally compelled disclosure, choose to keep in-
"formation confidential for a longer pericd.
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2. IDENTIFICATION OF DECEASED PERSONS
We recommend that health information be permitted to be disclosed to
identify a dead person, or io aid a medical examiner's or corener’s

investigation.

Information from health records is used to identify dead persons, and this recommendation

permits providers and payers to disclose information for this purpose. In an instance where in-
formation so disclosed reveals information about a living person, that information should not be

used for any purpose relating to the living individual.

Medical records are used in investigation of causes of death, and should be permitted to be
disclosed for that purpose. ’

3. CORRECTIONAL AND DETENTION FACILITIES

‘We recommaend that health information about patients who are inmates of
eorrections] facilities, or inearcerated in detention facilities, be available to
prison and detention officials responsible for the eustody and eare of the
inmates and detainees, and that no further restrietions apply to the use and
disclosure of this information. We recommend that the rights and
obligations of the legislation not apply fo inmates or detainees, or the officials
or ¢ntities responsible for their eare and custedy.

This recommendation acknowledges the speeial situation of persons in correctional facilities,
whose health care is a fundamental responsibility of the officials of those facilities,

4. MINORS

We recommend that patients below the age of 18 who, aeting alone, have the
legal eapacity to apply for and obtain health eare and whoe have sought such
care, sShould have sll rights under the legislation with respeet to information
relating to such eare,

We recommend that in cases not covered by the preceding condition, and in
which the patients is age 14, 15, 16, or 17, cither the patient or the parents or
legal guardians be suthorized to exercise all rights under the law,

We recammend that the rights of patients under 14 vears of age be exercised
by the parent or legal guardian of the patient,

These recommendations recognize the special situation of minors. They take into account the
responsibility and concern of parents for their children, and at the same time acknowledge the
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ability under many State laws of minors o consent to their own care for particular conditions
narned in statute.

5. POWERS OF ATTORNEY

We recommend that persons authorized by law (other than on account of
minority} to act for a patient, or authorized by an instrument recognized
’ under law, to act as agent, attoraey, proxy or other legal representaiive,
exergise all rights of the patient to the extent authorized by the grant of
authority.

We recommend that persoas authorized by law, or hy an instrument
recognized under Iaw, to make deeisions about a patient's health care
exercise the rights of the patient to the extent neeessary to effectuate the
terms or purposes of the grant of autbority,

These recommendations address situations i which patients have formally authonized others to
act for them, or are unable to act for themseives. They are necessary accommaodations in
situations where, for purposes beyond decisions about information, others are acting for patients.

As it relates to persons authorized 10 make health care decisiens for others, this recommendation
recognizes the power, under the laws of most States, of individuals to designate others o make
health care decisions on their behalf, in the form of durable powers of attorney or similar
instruments. The definition of rights we recommend is similar o one offered by the National
Conference of Commissioners on Uniform State Law, in the Uniform Health-Care Decisions Act
(9 Part 1 U.L.A. 93 (Supp. 19943} in this circumstance,

6. PATIENTS UNABLE TO MAKE CHOICES FOR THEMSELVES

We recommend that if & patient is not eapable of exercising his or her rights
under the legisiation but has not bees legally adjudieated as ineompetent or
has not had 2 legal representative appointed, the patient’s rights uader the
reecommended Federal privacy act be exereised by a person who holds a
health eare power of attorney for the patient, or in the absenee of such a
person, by next of kin, or in the absence of such a person, the health care
provider.

We recommend that anyone exercising these rights be required ton do so in
the best interest of the patient. .

This is intended to deal with situations where a patient is unable to exercise the rights undcr the
confidentiality law, and there is no formal legal arrangement for others 10 exercise those rights.
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7. BANKING AND PAYMENT PROCESSES

We recommend that providers and payers be permitted to diselose, in
conneetion with payment by debit, credit, or other payment card or account
number, or other ¢lectronic payment means, the minimum amount of health
information necessary to complete the payment transaction,

We recommend that a debit, eredit, or other payment card issuer, or anyone
otherwise directly involved in payment oy billing transactions through such
means, be permitted 1o use or disclose healih information about a pafient
only for authorization, setilement, billing or collection, and for other
purposes directly related to these financial operations.

Financial organizations such as banks that issue eredit cards now proeess payment for health
care, In the course of making pavment for health care, and billing eustomers, they may
incidentally receive health information. When a patient pays a provider using a credit card, the
transaction does not use health information as such, and the provider should not include health
information in communicating with the bank to receive payment.

However, some health information can be denived by ready inference from information that is
included in the financial transaction. The specialty of a provider, which is gasily determined,
may indicate the type of health care being received. The amount or pattern of charges may
suggest with some precision the gravity or character of 2 patient's condition.

Any health information so disclosed should be used only for the unmediate purposes of the
transaction.

Since entities performing these functions are typically regulated as financial or credit institutions,
and transactions with health information are integrated into their more general operations, there
18 no value in identifving them as payers or service organizations and subjecting them to the
range of obligations imposed on providers and payers and their service organizations.

The legislation should prevent them from using identiftable patient information for purposes
beyond the immediate transactions. In particular, they should not be allowed to use health infor-
mation for purposes like direct marketing by the processor or by others, for the development of
consumer profiles, for prescreening, for credii evaluation, or for other purposes,

The limitations we recommend should not interfere with use of patient information in audits,
transfer of receivables or accounts, or the range of activities that surround the sale or transfer of
receipls, or any legal or regulatory access to information that 1s common 1o the transactions of
the processor more generally. The intent is to prevent the use of health information as such for
any purpose beyond those narrowly connected with payment.
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3 DISCLOSURES WITHIN THE DEPFPARTMENT OF VETERANS AFFAIRS

We recommend that disclosures of health information within the Department
of Veterans Aflairs for the purposes of the benefit programs of that
Department be peymitted without explicit authorization.

j!ln the Department of Veterans Affairs health information about its beneficiarics currently flows
1s necessary from fts medieal facilities to its benefits payment elements, to permit benefit
determinations based on health status. There is little value in requiring, for these information
teansfers within that agency, that veterans give the same authorization they would have to
provide, for example, to permit disclosure of a private provider's records to a private insurance
company. Simplicity and convenience for the veterans, and reduction of merely formalistic
documentation, warrant this exception to the authorization requirements: The Privacy Act of
1974 provides a structured framework for the maintenance of the information, and existing confi-
dentiality statutes cover DVA information without distinguishing health information from other
information (38 UR.C. § 5701

9. MILITARY SERVICES » MEMBERS

We recommend that the Secretaries of Departments including military

serviees be authorized 1o promulgate regulations permitting diselosure

without patient authorization of health information abeut members of the

military services, by health care providers and payers that are part of ihe
! military services or operating on behalf of the military services,

The purpose of the health care system of the mibtary services differs in its basie character from
that of the health care system of society generally, and the leadership of the military services has
a special relationship with its members. The speeial situation of the military serviees is
acknowledged by the Constitutional provision for separate lawmaking for them (U8, Const. art.
1, 8 8, ¢l. 14}, and in their separate criminal justice system, under the Uniform Code of Military
Justice (10 U.S.C. §5 801 et seq.)

Officials of the military services are responsible for the health of the members, and use informa-
ytion, including health information, to make operational choices about assignment of persornel
‘and other matters relating 1o the national defense functions. Examples include the medical status
of pilots, the rehiability of nuclear weapons personnel, and compliance with controlied substance
.policies. The normal role of the patient in authorizing disclosure of health information would be
‘inconsisient with these responsibilities and relationships, and thus we recommend that the
‘military departments be permitted 1o modify the disclosure rules as necessary.

Linder this recommendation, the rules could be modified for providers and payers which are
ldirect military aetivities. as well as for civilian facilities serving membaers of the military services
pursuant to contract (such as TRICARE managed care suppon contractors). We recommend that
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the authority to modify the disclosure rules apply only te health information about members of
the military services.

The legislation should not permit promulgation of regulations to permit disclosure or use of in-
formation that 1s restrivied or controlled by other law.

This recommendation is applicable to the Department of Defense and the Department of
Transportation.

. | MILITARY SERVICES ~ CIVILIAN EMPLOYEES AND CONTRACTORS

We recommend that the Secretaries of Departments including military
services be authorized to promulgate regulations restricting the revoeation of
authorizations for disclosure of information by civilian employees and
contractors’ emplovees in instances where ongoing access to health informa-
tion is necessary for the conduct of national defense functions,

This provision addresses the situation of civilian employees of the military services, and
contractor personnel, who authorize use of their health records to evaluate their suitability for
deployment and other defense-related aclivities. Information about their health is needed on a
continuous basis, and revocation of the acthorization would interfere with use of the information,
possibiy in situations where the lack of information could have serious operational conseguences.

G. RELATIONSHIP TO OTHER LAW

L. CERTAIN LAWS NOT AFFECTED

We recommend that the legislation not preempt, supersede, or mad'ify the
operation of

e any law that provides for the reporting of vital events such as birth
and death;

e any law reguiring the reporting of abuse or neglect of any individual;
v the provisions of the Public Health Service Act regarding notification
of emergency response employees of possible exposure to infectious

diseases (Public Health Service Act subpart I, part E, title XXV (42
U.S.C. §§ 2681-2690);

o any law requiring or explicitiy authorizing the reporting of injuries or
illmesses in connection with a workers' compensation program; or
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- any law that establishes a privilege for records used in health
professional peer review activities.

These activities are all subject (o existing law, and we recommend that they not be affected at all
by the legislation. This proposal is not simply that disclosures to comply with these laws be
allowed: it is that these disclosures and activities under these should not be affected at all.

The reporting of vital events like birth and death may include health information, but the reports

are made pursuant (o an existing body of law which controls use of the information so disclosed,

and are for public purposes beyond health care. All States have laws in this area, many based in

whole or in part on the model statute promulgated by the National Center for Health Statistics

{Centers for Disease Control and Prevention, National Center for Health Statistics, Model Staie
Hal Statistics Act and Regudazions {1992)).

}

The reporting of neglect or abuse is addressed by law in every State,

In workers' compensation programs, State laws require employers to report injuries to State
'i’:gencies or workers' compensation Insurance carriers. While in mariy cases these reports will
come from employers and will not include health information, there will be ingtances in which a
health care provider will make the report, The legislation should not affect these reports.

I

To the extent thai health information is used in health professional peer review activities, control
of its use and disclosure should be lefi to the specialized statutes governing those activities.

2. PRIVILEGE STATUTES

We recommend that a patient’s authorization for disclosure of health infor-
mation for health eare or payment, or disclosure under the Jegislation for
these purposes witheut patient suthorization not diminish, waive, or
otherwise impair any testimonisl privilege.
Exigting privileges, which in some instances can be abrogated by disclosure of the information
covered by the privilege, should be preserved.

3 THE PRIVACY ACT OF 1974

We recommend that providers and payers now subjeet {o the Privaey Act of
1974 remain subject to that Aci.

We recommend that these providers and payers be obliged to observe the

disclosure restrictions of federal privacy legislation as well as any diselosure
restrictions of the Privacy Act that are more restrictive than such legislation,
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We recommend that Federal agencies be permitted to make disclosures now
allowed by the Privacy Act fo the National Archives and Records
Administration.

The Privacy Act of 1974 (3 U.S.C. § 5528) was a pioneering statute for the use and control of
personal information, and continues 10 serve the public well as 2 control on the use and disclo-
sure of information by the Federal povernment. Its significant contribution to privacy interests
are its reguirements that agencies mamtain only information necessary to the agencies’ purposes,
that individuals have the right 10 access and 1o request amendment of their records; and that
agencics be open about the records they keep and their usces and disclosures.

Written to cover the wide variety of records found in the entire Federal government in 1974,
including many of minimal sensitivity, its use and disclosure provisions are not highly
restrictive. The At explicidy identifies many disclosures as aliowable without individual
consent. Information may be used by emplovees of an agency who have a need to know the
information to perform their duties, and "agency” includes an entire cabinet Department. Infor-
mation may be disclosed pursuant to court order and pursuant to proper requests from law
enforcement authorities, and 10 certain other Federal agencies. There are several other specified
allowable disclosures. Beyond those set cut in the text of the Act, agencies have discretion to
make other disclosures through their administrative power under the Act to establish, by notice,
comment, review by the Office of Management and Budget and Congress, a routine use - a dis-
closure of information outside the agency “for a purpose which is compatible with the purpose
for which it was collected.” In devising their routine uses agencies have latitude in determining
what i5 “compatible,” although the courts have been looking more closely in recent years at
agency choices.

Many Federal agencies conduct activities that would be covered by the legisiation we
recommend, stich as the provision of care by the Clinical Center of the National Institutes of
Health, the hospitals and clinics of the Department of Veterans Affairs, the Department of
Defense and the indian Health Service, and the payment activities of Medicare and the Civilian
Health and Medical Program of the Uniformed Services (CHAMPUS).

We recommend that federal health record confidentiality legistation limit the latitude of these
agencies to make the disclosures otherwise permitted by the Privacy Act. Federal agencies
shoukd be restricted in their intra-agency disclosures, and in promulgation of routine uscs, to the
purposes and uses s¢t out in the health privacy legislation we recommend.

This recommendation s based on these principles:
Health information is a specialized class of information that deserves the more careful

treatment, in rms of disclosure restrictions. that the legisiation we now recornmend
wold provide. "
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Federal and other {private, State and local government) health care and payment activities
ought, as much as possible, 6 be subject to the same confidentiality rules.

A common set of rules for health records in all health programs 1s more important than a
commeon set of reles for records whose only similar feature is their Federal maintenance.

At present, existing confidentiality statuies are often overlaid on the Privacy Act, with the effect
thal the protections are cumulative. That is the result sought here, and 1t should be addressed
explicitly in the law,

There are strong reasons to encompass both Federal and other health records within a common
protective scheme. There is increasing interaction among the Federal, private, and State
government sectors in sharing of facilities, purchase of care, and the like. The work of all these
tacilities and their personnel would be simplified by a common set of rules.

‘We recommend that the proposal leave in place the subject access and amendment provisions of
the Privacy Aet, and that it not diminish any protections against disclosure provided by that Act.
Unforeseen circomstances can be accommeodated under the administrative authority we
recommend, below {discussed under AUTHORITY FOR LIMITED SUSPENSION),

The archives provision deals with the special situation of Federal agencies whose recerds are
subject to the Federal Records Act.

4 STATE LAW

i
We recommend that the legistation preempt State Jaws only to the extent that
those laws are Jess stringent or restrictive than the Federal law,

‘We recommiend that the Federal legislation supersede State law only when the State law is less
protective than the Federal law. 1feither the Federal or Stale law forbids a disclosure, the disclo-
sure should not be peemitted. Thus, the confidentiality protections would be curnulative, and the
Federal legistation would provide "floor preemption.”

oenerally, Federal statutes that provide rights to individuals with respect 1o privacy and liberty
Jo not displace stronger State laws, and we believe that the legislation we recommend should
sollow that tradition.

We are aware of the sirong arguments, and repeated recommendations, that Federal law in this
area should be totally preemptive, i.e., that it totally occupy the field of protection of health care
information, so that no State could maintain or establish any law governing use and disclosure of
health information.
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Those arguments are based on the increasing imtegration of the health care information system in
this country, in which information passes easily from State to State, when information generated
in one State may with ease be retrieved in another State, and when it s difficuit even 1o identify
the “location” of information to determine which State's law applies.

Mevertheless, we have concluded that the careful attention States have given, and continue to
give, 1o this issue, should be respected. Some States have comprehensive heaith confidentiality
statuies analogous to the one recommended here, and others are considering them. Many have
carefully designed statutes protecting specialized classes of information, particularly information
about AIDS and HIV infection patients, and mental health patients.

The Federal protection would ensure that everyone has an adequate level of privacy protection,
and if the people of the several States wish more, or see special privacy needs which are not
being met, they can cetain or enact additional safeguards.

§.  OTHER LAW GOVERNING HEALTH INFORMATION

We recommend that the legislation not modify or supersede other Federal or
State law that provides greater protection.

Some health information subject to the legislation we recommend will also be subject to other
law restricting its use and disclosure. The subjects of this information ought 10 have the benefit
of ali applicable law.

This may be the case with information held by payers and providers, in States with more
protective statutes for some elemients of health information {as discussed above in STATE
LAW), and wil be the case with some information held by Federal agencies. It may also be the
case with information disclosed by pavers and providers under provisions of the legislation
without patient authorization.

In the latfer instance, the information would, in its new setting, become subject to other statutes
as well as the redisclosure provisions of the legisiation we recommend. For example, informa-
tion disclosed for research may become subject to statutes governing certain statistical activities
{Public Health Service Act § 308(d}, 42 U.5.C. § 242m{d}}, health services research activities of
the Agency for Health Care Policy and Research and its grantees and contractors {Public Health
Service Act § 903(c), 42 15.5.C. § 299a-1(c}}, or research subject identity protection {Public
Health Service Act § 301(d), 42 US.C. § 241(d)). In other instances, State law may also restrict
the disclosure of this information.

In the case of Peer Review Organizations, which review health information 10 ensure the quality
of care for Medicare beneficiaries, health information is protected by its authorizing statute
{Social Security Act § 1160, 42 US.C. § 1320¢-9).
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The Americans with Disabilities Act prohibits discrimination on the basis of disability, and in
regulating the assessment of applicants and employees, requires employers, among other things,
ta keep medical information “on separate forms and in separate medical files” and 1o treat this "as
a confidential medical record.” {§§ 102{c)(3) and (&), 42 U.S.C. §§ 12112(c)(3) and (4)).

Section 5073 of the Rehabilitation Act of 1973, 26 US.C. § 793, provides the same protections for
Federal contractor employees and job applicants {regulation at 41 CF.R. § 60-741.23).

These laws should continue to apply, Information obtained by employers in providing health
care or pavment should be subject 1o the legislation we propose. Information subject to the
Americans with Disabilities Act or Rehabilitation Act {whether or not obtamned in treatment or
payment) should continue to be covered by these laws. There should be no conflict between the
requirements, since neither those laws nor the legistation we recommend requires any disclosure
that violatcs the other law,

{n providing for the continuanse of stronger State law, the legislation should not modify the
scope of the Employment Retirement Income Security Act of 1974 (ERISAY (29 US.C. § 1134)
preempiion of State Jaws, We recormmend new minimum federal standards that would apply to
many diffcrent entities that hold health information, including ERISA plans. However, we are
not recommending that States be given new aulhonty to apply more protective privacy standards
t¢ ERISA plans.

6. FEDERAL SUBSTANCE ABUSE CONFIDENTIALITY STATUTE

We rccominend that the Seeretary of Health and Human Servives be
authorized to determine, by regulation, which elements of the Federal
substance abuse confidentiality statute ((Public Health Scrvice Act § 543, 42
U.S.C. § 290dd.2) should continue to apply, so that the net effect of that
statute and the one recommended will be at Icast as strong protection for the
infarmation concerned,

We recommend that the Secretary of Veterans Affairs be similarly
empowered with respect to the statute poverning substance abusc, sickie ecll
disease, and HIV infection in the records of the Departiment of Veterans
Affairs (38 US.C. § 7332).

This recommendation will ensure that the strongest protections of the new legislation and the

exssting laws will both apply to covered information. The relevant Cahinet Secretaries would
publish regulations 1o specify what rules apply.
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H. ENFORCEMENT

1. CIVIL

We recommend that any patient whose rights have heen violated knowingly
or negligently be permitted to bring an action, in a U.8, Distriet Court or any
eourt of competeni jurisdietion for aetusl damages snd for eguitable relief.
We recommend that actusl damages encompass nonpeenniary losses sueh us
physieal and mental injury as well as peconiary losses. We recommend that
in the ease of knowing violation, attornceys’ fees and punitive damages should
be available.

We recommend that commond law liakility be eliminated for any diselosure
tbat is permitted by the legisiation we recommend and is not otherwise
prohibited by State or Federal statute,

We recommend that members of institutional review boards and their parent :
entities not be liable for 2 good faith determination of the propriety of u dis.
closure for research under the provisions allowing for such diselosure,

We reeommend that there be e liability for a disclosure based on good faith
refiance on a ecrtification by 8 government authority or other person that a
requested disciosure is in accord with the law,

The ability to seek redress for viclations is an important element of confidentiality protection.
There have been, and will continue to be, improper disclosures of health information, through

negligence or deliberate choice. The victims of such disclosures should be able to seek ¢ivil
redress.

The Privacy Working Group of the President's Information Infrastructure Task Forge identified :
this as a basic principle in its Principles for Providing and Using Personal Information:

IN.C. Redress Pringiple ' i
Individuals should, as appropriate, have a means of redress if harmed by an improper
disciosure or use of personal information,

The President’s statement on the Global Information Infrastructure, 4 Framewark for Glohal
Elecironic Commerce (Jung 1997) reiterates this point:

Under these principles, consumers are entitled 1o redress if they are harmed by improper
use or disclosure of persenal information or if deeisions are based on inaccurate,
outdated. incomplete, or irrelevant personal information,
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Dther statutes establishing confidentiality obligations provide a cause of action, such as the Fair
Credit Reporting Act, which permits suits in the U.S. District Courts, or in any other court of
sompetent jurisdiction, to enforce Habilities under that act (15 U.5.C. §§ 617-618). Cable
ielevision operators are forbidden w disclose subscriber information except under defined
circumstances, and violations give rise to civil liability, with a cause of action in the 1.8, District
Court (47 US.C. § 551(1). The wrongful disclosure of video tape rentals or sales information
gives rise 10 a similar cause of action (18 U.8.C. § 2710(c)). New restrictions on disclosure of
State motor vehiele information were imposed by the Violent Crime Control and Law
Enforcement Act of 1994, and individuals have a cause of action in the [).5. District Court
against persons who obtain or disclose information in violation of the restrictions {Pub. L, No.
103-322, § 300002, 108 Stat. 1796,2101, 18 US.C, § 2724).

We recommend that the Jegislation take a balanced approach that compensates, in the case of
negligence, only for actual losses, aithough not only monetary losses. In the case of a knowing
viplation, punitive damages and attorneys’ fees should also be available.

Our recommended definition of actual damuges envisages better recovery possibilities than the
Privacy Act of 1974, whose damages provisions (subseetions (g 1)(D} and {g}{4)}) have in some
instances been read to mean only pecuniary damages, and whose standard for recovery is that the
Federal agency acted intentionally or wilfully {{(g)X4)). The Privacy Pratection Study
Commission, responding 1o a specific Congressional request 10 address this issue, recomimended
expansion of the Privacy Act recovery to both special and general damages (Personal Privacy in
an informetion Seciety 530-1 {1997)). The limitations of the Privacy Act in providing
satisfacrory remedies has been noted by various commentators, including Paul M. Schwartz and
Joel R. Reidenberg, Data Privacy Law § 5-5(a){ 1996).

We recommend that the rights provided by the legisiation be enforceable in any court of
campetent jurisdiction, as in the case of the Fair Credit Reporting Act, and we recommend that
there be nothing to prevent States from providing other remedies in Siate law for violation of the
Federal law.

We recommend that recovery for the wrangful behavior of public employees acting in an official
capacity be sgainst their agencies, in accord with current law,

Some current enforcement of privacy rights occurs through litigation under common law theories
of a general public policy of medical confidentiality (derived from privilege and Heensing
statutes), conuact, malpractice, and tortious invasion of privacy. Federal confidentiality
legistation should bring certain and uniform standards to the redress and recovery process, and
thus we recommend that there be no commaen Jaw recovery for uses and disclosures of informa-
tion permitied by the Federal law and not otherwise probibited.

These recommendations are intended to protect record holders and thase who assist in making
determinations about disclosures against hability based on those disclosures if they act in good
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faith., Record holders should be able o, but should not have to, make their own tnquiries into

requests for allowable disclosures in the absence of a facial irregulanity in the request. '

2. CIVIL MONEY PENALTIES

We recommend that there be authority to impose civil money penalties on
any covered entity which has demonstrated a patiern or practice of failure to
comply with the provisions of the law.

We recommend this additional remedy for grave or continuing offenses. The procedural aspeets
of the penalties could be similar 1o those for wrongdoing in the Medicaid and Medicare
programs, under section 11284 of the Social Secunty Act.

3. ALTERNATIVE DISPUTE RESOLUTION

We recommend that the alternative dispute resolution proeedures be
available for disputes giving rise to eivil liability under the law.,

4, CRIMINAL FENALTIES

We recommend criminal penalties (ineluding fine and imprisonment) at the

felony level for obtaicing health information under false pretenses, for ;
knowing and unlawful obtaining of health infermation, and for knowing and
uniawful use or disclosure of health information. '

We recommend that the penalties be higher for any of these acts performed
for profit or monetary gain.

Activities that should violaie the law would be requesting or obtlaining health information under
false pretenses from a covered entity; knowingly obiaining protected health information with the
intent to sel, transfer, or use the informstion for profit or monetary gain: knowingly selling,
transferring, or using health information for profit or monetary gain: or knowingly using or
disclosing heaith information in violation of the law's requirements for nondisclosure.

The penalties we recommend are modeled on the penaities provided in the Health Insurance Porte

ability and Accountability Act of 1996 for violation of disclosure restrictions in the

administrative simplification provisions of that Act (Social Security Act § 1177, 42 US.C. -

§ 1320d-6). . ' ’
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ADMINISTRATION

IMPLEMENTATION

We recommend that the legislation provide authority to issue regulations to
implement the legislation,

We recommend that there he authority to

sponsor research relating to the privacy and security of health information;

develap information and technical guidance for protection of bealth informa.
tion; and

develop teechnology to implement standards regarding bealth information.

We recommend that there he authority to promulgate

e

model notices of information practices for use by entities subject to the legis-
iation; :

model authorizations for disclosure and model statements of intended use of
health information by persons requesting that patients authorize disclosure
of health information;

guidelines for the administrative, technical, and physical safeguards required
to protect health information;

guidelines for what levels and amounts of information constitute
Yidentifiable™ information, and guidelines for minimum allowable
diselosures in parlieular situations;

guidelines for use within nrganizations of health information "only for
purpoeses compatible with and diveefly related to the purposes for which the

information was collected or received’';

requirements for institutional review boards authorized to approve disclo-
sures for research;

model notiees to advise patients of efforts to obtain health information in
legal proceedings; and
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- stundards for electronic and magnetic writings that would fulfill the
requivements of the legislation.

This reeommendation recognizes the need for interprefation and application when new confiden-

s tality standards govern health information, An ongoing Federal authority is needed 1o preclude
doubt and confusion, to provide certainty in applying the rules, and to be a point of public
reference and regourse with respect to violations subject 1o civil money penalties.

In addilion, there should be authoritative sources for technical guidance for several matters that
cannot be addressed in detail in legislation. Entities subject to the legislation should be assured
that they are in compliance if they used model notices, security practices, and other forms and
techniques promulgated cemtrally. In some areas, like restricting use of health informaion to the
purposes for which it was collected, new organizational and administrative technigues could be
premulgated to assist small businesses to comply,

2. AUTHORITY FOR LIMITED SUSPENSION

We recommend that there be authority te suspend, by regulation, any
provision of the legislation for a limited period in the event of ant unforeseen
significant threot 1o health or safety, significant threat to patient privacy,
miajor economic disruption, or manifest unfairness,

The design of precise conirols on the use and disclosure of information is a complex task, and it
is possible that the legislation would forbid 2 disclosure, or otherwise constrain behavior, ina
way that causes unanticipated hardship,

Authority to suspend a provision would ensure that sitvations like this could be addressed, onta
temporary basis, pending Congressional consideration of amendments.

Federal agencies are accustomed to the flexibility provided by the Privacy Act of 1974, whose
routine use provision (5 U.8.C. § 552a(a)(7) and (b)(3)) permits agencies to make administrative
choices (o disclese information beyond the disclosures explicitly allowed in the statute, We do
not recommend administrative authority as flexible as the routine use provision, which appears in
a law covering all activities of all Federal agencies, and where a statstory catalog of ali possible
uses of information was not feasible. W recommend a provision to deal with extraordinary
sttuations that may have not been foreseen, ardd then only for a limited time.

3. EFFECTIVE DATE

We recommend that the obligations of the providers and payers become
cffective 9 months after the promulgatien of implementing regulations.
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‘We recommend that there be authority to exempt reeords in existence on the
date of enactment from complisnce with speeific previsions of the law, for
time-limited periods.

These recommendations are for an implementation schedule to ensure adequate time to apply the
rules 10 health information in the hands of providers and payers.

The requirements we recommend can be applied with minimal trouble to new transactions with
patients and (o regords developed with the legislation as background and guidance. At the same
tinte, to apply the legislation 1o existing records, including some that are in archival status, could
present undue hardships, with little benefit to patiemts. 1t is not intended that patients whose
records exist already should not get the protection of the law. The exemption provision should
be available only for situations where there is no significant adverse privacy effect on the patient.

EH, CONCLUSION

Thomas lefferson said: "Our laws and institutions must keep pace with the progress of the human
mind.” We believe that these recommendations should be the first -- not the last - chapter in an
or-going bipartisan process to safeguard our citizens’ right to health care privacy in an ever-
changing world.

Ultimately, we must judge ourselves by whether we leave the next generation with real federal
privacy standards grounded in fundamental principles, Will we have boundaries (o ensure that,
with very few exceptions, our health care informuation is used only for health care? Will we have
assurances that our information is secure? Will we have knowledge shout and control aover what
happens 10 our health care records? Will those who violate our privacy be held accountable -
and those who are violated be able 10 seek redress? Will we be able to safeguard our privacy
rights while still protecting our core public responsibilities like research, public health | and law
enforcement?

In short, will we be able to harness these revolutions in biolegy, communications, and health care
delivery to breath new life into the trust betweers our patisnts and their doctors, between our
citizens and their government, between our past and our future. We can. And, if we work
together and act guickly, we will.
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