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Human Genome Milestone 
Fact Sheet 

Size of Humao Genome -3.15llillion bases 

ReferS 10 the euchromatic purtion or tbe genome. 
The genome also contains large blocks called 
heterocnrotnarin, which cO(Jsis[ alma:'>1 entirely of 
repetitive DNA. l11is includes centers and ends of 
chromosome. Heterochromatin compromises un 
additional -7%, Of - 0.2 Billion bases, 
All subsequent statistics are quoted for Ihc 
euchromatic portion of the genome. 

Data Underlying Working Draft 

Total Raw Sequence Generated 22.1 Billion bases 

Sequence Coverage 7.0-fold 

Clone Cov<Muge 34 ~fold 

Description of Working Draft 

Proportion of Genome currently 
in Ihe :l.'iSembled path of mapped clones 97% 

Proportion of Genome currently 
in the a'iscmbled path of DNA sequence 85% 

Long-range Continuity 
Sequence Continuity_ 
A typkal DNA base tn the assembled sequence 
resides in a continuous block (without gap.~) 
of DNA sequence of average length;: 200,000 bases 

Clone Conlinuity 
A lypical DNA ba.<>e in the assembled sequence 
resides in a cominuous block (without gaps) 
of mapped clones of average length""' 8.000,000 bases 

Proportion of Genome Sequence: 
If! Finished Form 24% 
In Ncar~Finished FOrm 22% 
In Draft Form 38% 



in Mapped Clones currently bemg Sequenced 
Not yet in hand 

12% 
3% 

Accuracy of typical DNA base in sequence 
1Goal of J:inished Sequence is 99,99%1 

99.9% 

Proportion of known human genes 
found in working draft 

Proportion of known disease-tausing genes 
found in working draft 95% 

Gene Content of Human Genome 

Analysis of the st"quence shows 3&,000 gene predictions confirmed by expefimcntal evidence. There are many 
addition;.)l gene prediclions, but Ihese are not yet confirmed by experimental analysis. 

Interesting Facts 

Base Composition 

Avcrage proportion of G·C ba:-e pairs acro,..s genome 41% 

Varimiun in proportion of G-C base pair); 
(in ',vindows of 10.000 bp) 
Highe.Gt 69% (chromosome 16) 
Lowest 25% (chromosome Y) 

Repeat Sequence 

Proportion of Genome consisting of known repeal elements 38% 

NOle: This excludes: mJcrosateUile repealS. 
minisaleUite repeaLS. and previously unknown repca(~, 
Actual repe}lt comeol will likely be around 42%1 

Repeal families covering the most nucleotides 
LI family 14.6% 
Alu family 8.1% 
MER family 3.0% 

Most common protein types 

The most common domain Is the zinc nngrrdomain. This domain is involved in binding 10 nucleic acids 
(including bmh DNA and RNA) and in many cases is a transcription regulator. 

The most Cflmmon type of gene is a prottin kJnasc. lnese genes are involved in intra--cellular signalling. 

TIlt prevalence of these types of genes suggests Ihat a large proptJrtion of the human genetic: cnde is devoted to 
sending regulatory signa!:s - to tum genes On and off and 10 communicate between celli: in the body. 
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Next Steps 

'flte nex.t steps: (m the Human Genome are: 
., to rapidlY sequence !he remaining 10% of the sequence already conuUoed in the assembled path of 

dones but not yet sequenced (to be completed within momhs); 
• t(H..:o ....erilie last 3% of the genome; 
• to dose al1 gaps and resolve ambiguities in Ihe sequence, bringing the average accuracy from 99,9% 

. 1099,99%. 

Public projects have also'recently been launched to sequence tho genornes of: 
•too laboratory mouse; 
• (he laboratory rat; 
• two species of fish, whkb are important models of verti!brntc" development 

Human Variation 

In addition to creating a "reference sequence", the Human Genome Project is also creating: a comprehensive 
·;atalogue ofllle common genetic variations in the human DNA. These sites ofvarlation, [coned Single 
Nucleotide Polymorphism;; (SNPs), are responsible fOT mo~1 of genetic susceptibililY lo inherited disease. 

More than 300'{)(x) SNPs have been discovered to date. This number is expecled to grow 1 million SNPs by 
yenr end, and more than 2 million by next summer. 

The SNP work is supported by both federal grants and a novel industry-academia collaboration called the SNP 
Consortium (involving 10 phannaceutical firms, 5 academic cente~ and a public foundation). 

Project Description 

Pilot Proj(""C{ Phase 311996 - 311999 (3 yrs) 
To develop metbods for genome sequencing 

Production Phase of WOfkiog Draft 411999 -6/2000 (15 month,) 
To (·.over approximately 90% ofhllman genome 

Rate of Production of Raw Sequence Data in rectO! months 1,000 DNA letters per second 

Project Cost 

Cost of Work.ing Draft 
TOllli Budge! -$300 Million 
NIH Budget -$150 Million 

The cost translates to 5 cents for each of the 6 billion people on Ihe Earth. 

Data Release 

From the outset, the International Sequencing Consortium adopted a policy of daily data reiease-a(.!.Cording to 
whkh genomic sequence infonnation is released inlo the public domain every 24 hoUrs. 

Participants 

The work has been largely carried out by a consortium of 16 laboratories in US. UK. France, Germany, Japan, 
and China, 



HUMAN GENOME PROJECT 

National Human Genome Rtsearth Imlilule, NIlI .."..,,,..,,~,, .. ,, ... ,,•.~,,_,..,.., US. Department of Energy 

Francis S. Collins, MD, PhD 
National Human Genome Research Institute, 

National Institutes of Health 

Dr. Francis Collins is a physician~genelicist and Direclor of the National Human Genome 
Research Institute. NIH. In thal role he oversees a complex multidisciplinary project aimed at 
mapping and sequencing all of the human DNA, and detennining aspects of its function. Many 
:onsider this the most important scientific undertaking of our time. The projecl is currently 
running ahead of schedule and under budget. 

Dr. Collins was raised on a small fann in Virginia and home-schooled until the sixth grade. He 
obtained his undergraduate degree in chemistry at the University of Virginia, and went on to 
obtain a PhD in physical chemistry at Yale University. Recognjzing Ihat a revolution was 
beginning in molecular biology and genetics, he changed fields and enrolled in medical school at 
lhe University of North Carolina, where in encountered the field of medica' genelics and knew 
~e had found his dream, 

After u residency and chief residency in internal medicine in Chapel Hill, he returned to Yale for 
';1 fellowship in human genetics. where he worked on methods of crossing large strctches of DNA 
to identify disease genes .. He continued to develop these ideas after joining thc faculty at the 
Uni versity of Michigan in 1984. This ,approach, for which he later coined the tenn posj~jonal 
.:Ioning. has developed into a powerful component of modem molecular genetics, as it allows the 
identificution of disease genes for almost any condition. without knowing ahead of time what the 
functlona\ ilbnonnality might be, 

Togelher with Lap-Chee Tsui and Jack Riordan of the Hospital for Sick Children in Toronto. 
·:anada. his research learn identified the gene for cystic fibrosis using this strategy in 1989. Thal 
was followed by his group's identification of lhe neurofibromatosis gene in 1990, and a 
iUccessful (;ollaborative effort to identify the gene for Huntington Disease in 1993. That same 
year, Dr. c.~mns accepted an invitation to become the second director of the National Cenler for 
Human Genome Research, following in the footsteps of James Watson. 

In addition. Dr. Collins founded a new NIH intramural research program in genome research, 
which has now grown to become one of the premier research units in human genetics in the 
,:ountry, His own research laboratory continues to be vigorously acti ve, exploring the molecular 
genetics of nduh~onset diabetes. breast cancer, prostate cancer, and other disorders, His 
accomplishments have been recognized by election to the Institute of Medicine and the National 
Academy of Sciences, and numerous national and international awards. 
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Aristidcs (Ari) Palrinos, I'IID 

Department of Energy 


Dr. Ari Palrinos received a diploma in mechanical and electrical engineering from the Nalional 
Technical University of Athens and a PhD in mechanical engineering and astronautical sciences 
from Northwe.")tem University. After a year on the faculty Qfthe University ofRochester j he 
joined Oak Ridge National Laboratory in 1976 and then Brookhaven National Laboratory in 
J980. His research included eomputational fluid dynamics. atmospheric chemistry, experimental 
mcihods. and statistical modeIing. 

In J984, he came to Washington, DC for assignments at {he Environmental Protection Agency 
and .he Departmenl of Energy (DOE). In 1988 he led Ihe DOE research in global environmenlal 
change and in 1990 became the director of [he Environmental Sciences Div~sion in the DOE 
Office of Biological and Environmenlal Research (OBER). 

Since 1993, Dr. Patrinos is the Director of OBER and oversees (he research activilies the DOE 
human and microbial genome programs, structural biology, n!Jclear medicine and heallh effects, 
global climate change, and basic research underpinning DOE's environmental restoration effort. 
Dr, Patrinos represents DOE on the Intcrnational Human Genome Project, the U.S, Global 
Change Research Program and on other interagency and intemational committees dealing with 
biological, medical, and environmental issues. He is a member of the American Association for 
the Advan(:ement of Sciencel the American Geophysical Union, the American Society of 
Mechanical Engineers, and the Greek Technical Society, He is also a Fellow of the American 
Meteorological Society, 
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Richard A. Gibbs, PhD 

Baylor College of Medicine - Houston, Texas 


Dr. Richard Gibbs, a Wofford Cain Professor in the Baylor College of Medicine Depal1ment of 
Molecular llnd Human Geneties, is Director of the Human Genome Sequencing Center (HGSe) 
in Houston. Texas. In addition to sequencing more than 150 million base pairs of human 
genomic DNA from Chromosomes X. 12 and 3. HOSe collaborated with the Berkeley and 
Celcra groups to sequence the Drosophila genome. HGSe also is actively engaged in the 
:malysis orthc Dictyostelium genome, and in a program to sequence all human eDNAs. 

Research projects within the HGSC, eSfablished in 1996, include (he investigntlon ofllcw 
molecular technologies for mapping and sequencing, exploration of novel chemistries for DNA 
lagging, developmenl of inslrumentntion for DNA manipulation and building new computer 
programs fi)r genomic data analysis, Also, scientists are stUdying the genes expressed in 
:;;hildhood leukemias, the genomic differences that lead to evolutionary changes, the role of host 
genetic var:alion in the course of infectious disease and the molecular basis of specific genetic 
diseases. 

Dr. Gibbs received a PhD in geneiics and radiation biology in 1986 at the University of 
Melbourne. Melbourne, Australia, after receiving a bachelor of science (Hons) in 1979, He came 
to Baylor College of Medicine as a postdoctoral fellow to study thc molecular basis of human x~ 
linked diseases and to develop technologies for rapid genetic analysis; he joined the Baylor 
College or Mcdicincfaculty in 1991. 
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Eric S. Lander, PhD 

Whitehead Institute/MIT 


Dr, Eric Lander is a geneticist. molecular biologist and mathematician. with research interests in 
human 1d,enetics, mouse genetics, population genetics and computationai and mathematical 
methods in biology. Dr. Lander is the founder and director of the Whitehead institute/MIT 
Center for Genome Research. Founded in 1990, the Center has been the leading contributor to 
the Human Genome Project, having developed the first comprehensive physical map ofthe 
human chromosomes, the first comprehensive genetic and physical maps of the mouse genome 
and the first comprehensive genetic map of the fat genome. These tools have made possible the 
mapping and molecular identification of thousands of mammalian genes, 

Dr. Lander earned his A.B. in mathematies from Princeton in 1978, and his D. Phil. Mathematics 
from Oxford University 19&1. In addition to his work in biotogy, he was also assistant and 
associate professor of managenal economies at the Harvard Graduate School ofBusincss 
Administration during the period 1981-1990. Dr. Lander was awarded a Rhodes Scholarship in 
]978, and received the MaeArthur Foundation Prize Fellowship in 1987 for his work in genetics. 
He was elected a Fellow of the American Association for the Advaneemcnl of Science in 1990. 
He was elected to the U.s. National Academy ofSeienccs in 1997, the U.S. Institute of Medicine 
in 1998, and the American Academy ofArt"i and Sciences in 1999. He has delivered numerous 
scientific and public lectures, including speaking at The White House as MiHennium Lecturer at 
the invilation ofPresidem and Mrs. Clinton in October 1999. 
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Robert H. Waterston, MD, PbD 

Wasbington University Scbool of Medicine in St. Louis 


Dr. Robert Waterston is the James S, MeDonnell Professor and Head of the Department of 
Genetics at Washington University School of Medicine in St. Louis. He also directs the 
school's G::nome Sequencing Center and its work on the Human Genome Project He recently 
,was elected to the National Academy ofScicrtces, one of the highest honors that can be bestowed 
on an American scientist or engineer. 

.His research has been concerned for many years with muscle development in the nematode C' 
elegans and in recent years has become increasingly focused on large scale DNA sequencing, 
The sequencing efforts were concentrated first on the genome of the nematode as a model 
organism. The elucidation of these genes, announced in December J998, represenled the first 
complete set of genes for any animal. Dr. Waterston's lah helped to complete the genetic 
sequence ofyeast, S. cerevisiae, in 1996. The lechniqucs. tools and infonnatics developed in 
working with thcse model organisms led to a pilot projeet in which more than 100 million base 

,pairs ofhuman DNA was sequenced. 

Dr. Waterston came to Washington University in 1976 after a postdoctoral fellowship in the 
Division ofecH Biology at the Medical Research Council Laboratory of Molecular Biology in 
'Cambridge, England. Prior to that, he had been an intern in pediatric medicine at Children's 
Hospital Medical Center in Boston. He received both his MD and PhD degrees from the 
'University of Chicago in 1972, after completing his undergraduate work in 1965 at Princeton 
, University. 

6/26/00 

I 
I 

,I' 

I 



11 

: 11 1:1

, 
11 ~ti'~H~n~nO~Rese~I~tU~~I?.. ~...~:... ~.~s~p~~~~:er~ 
" Genome Sequencing Center Media Contacts 

Baylor College ojMedicille , 

Dorey A. Zodrow 
',' 13-798-7965 
l:OO-609-9J62 (pager) 
£1 wdrow@bcl11.tlllc.cdl! 

Tlte Sange,. Celltre 

Don Powell 
44-1223-494956 
~lon@sang~r.ac.llk 

I: 
I 

Lynn Follin 
713·798-4712 
713-905-4239 (pager) 
jfo1 tin@bcm.tmc_!!du 

Noorece Ahmed 
44·171·611·8540 
n.ahmed@welleome.ae.uk . 

O.s. Deparlmellt ojEnergy Joint Genome Institute 
I 

Lisa Cutler 
:'02-586-2154 
!isa.cul1cr@hq.doe.gov 
h 

Ron Ka!b 
:;10-486·7586 
]{RKolb@!J)I.gov 

Steve Wampler 
925-423-3107 
Wamplerl@llnl.gov 

Sarah Wenning 
925-296-5608 
Wenningl@llnl.gov 

;~aslringloiJ University School ojMedicine in SI. Louis 
, 

:Ioni Westcrhnuse Nicole Vines 
J 14-286-0120 314-286·0105 
:114-407-3566 (pager) 314-670-5815 (pager) 
joniw@me{licine.wusll.edu vinesn@medieine.wustl.edu 

Whitehead Institute for Biomedical Research 

3ccma Kumar Eve Nichols 
,517-258-6153 617-258·7160 
:(l] mar((ijwi.mi t .ed u nichols@wLmit.edu 

mailto:nichols@wLmit.edu
mailto:vinesn@medieine.wustl.edu
http:oniw@me{licine.wusll.edu
mailto:Wenningl@llnl.gov
mailto:Wamplerl@llnl.gov
http:RKolb@!J)I.gov
mailto:sa.cul1cr@hq.doe.gov
mailto:n.ahmed@welleome.ae.uk
mailto:tin@bcm.tmc_!!du
mailto:lon@sang~r.ac.llk
mailto:wdrow@bcl11.tlllc.cdl


., 


NJ~TIONAL HUMAN GENOME RESEARCH INSTITUTE 


THE HUMAN GENOME PROJECT 

EXPLORING OUR MOLECULAR SELVES 


DNA conlains instructions for everything our 
cells do, from conception until death, Studying the 
hum~n genome - alilhe DNA in our cells - allows. 
us to explore fundamental details about ourselves. 
The Human Genome Project, the international quest 
to understand the genomes of humans and other 
orga.nisms, will shed light all a wide range of basi(: 
quesl ions. like how mWly genes we have. how cells 
work, how living things evolved, how single cells 
deve.op into complex creatures, and what exactly 
happens when we become ill. Besides answering 
innumerable qUe5tions about our molecular selves. 
a dcoper underslanding of the fundamenlal 

mechanisms of life promises to lead to an era of 
molecular medicine. with precise new ways to 
prev,!nt, diagnose and treat disease, 

The Human Genome Project (HGP) began 
in the United States in 1990, when the National 
lnsti lOles of Health and the Depanmem of Eoergy 
join(:d forces with international partners to decipher 
the massive amount of information contained in our 

gen(lfflCs. The HGP began with a set of ambitious 
goah but has ex,:eeded near'y all of its targets, 
Frec:.uently ahead of schedule, HGP scientists have 
proc'.uced an increasingly detailed series of maps 
that help genetk.is(s navigate through human DNA. 
They have mapped and sequenced the genomes of 
impmant experimental organisms. They completed 
a w.)cking dmft covering 90 percent of the genome 
in 2000, and by 2003, they win rmish the sequence 
with an accuracy greater Ihan 99.99 perceni- fewer 
(hart one misLake every 10,000 letters. 

The HGP began transforming biology as 
~oon as it started, because the information it 
generales has been disseminated rapidly through 
unn:::Hricted, public dalabases, That information 

fuels today's heady pace of discoveries into the 
genetic basis of a wide range of disorders. 'These 
include diseases caused by changes in single genes 
(0 more common diseases - like cancer, Alzheimer 
disease, diabetes. and heart disease - where severnl 
gcnes in interaction with environmental factors 
influence who develQPs a disease and when. 

Genes are made of DNA. II long, thread-like 
mOlecule, Almost all human cells contain 23 pairs 

. of chromosomes; each chromosome contains a 
molecule of DNA with hundreds to thousands of 
genes arrayed in it. Genes usually code for proteins, 
the diverse molecules that perform a wide variety of 
specialized tasks. For e:tamp!e. proteins lransmit 
messages between celis, fight infections. lurn genes 
on or off, sense light a~d scents and flavors, and 
form structures, such as tendonb and hair, The 

instructions for making proteins are written wilh a 

four-letter alphabet - A, G. C. and T - where each 
letter represents one of the four chemical units 
strung together in DNA. A single misspdling in the 
DNA sequence can make a protein malfunction. 
which, in tum, can cause disease, 

Alterations in our genes are responsible for 

an estimated 5000 clearly hereditary diseases. like 
Huntington disease, cystic fibrosis, and sickle cell 
anemia. The spellings of rnuny other genes 

influence the development of common iHnesses that 



GOALS OF THE HUMAN GENOME PROJECT 

Map and sequence tho human genome 


• Build genetic and physical maps spanning the human genome. 


• Determine the seqUence of the estimated 3 billion lotters of human DNA, to greater 

than 99.99 percent accuracy. 

• Chart variations in DNA spelling among humen beings, 


• 
 Map all the human ganes. 


• 
 Segin to label the functions of genes and other parts of the genome. 


Map and sequence the genomes of important model organisms (the approximate number of 

letters, or base pairs, in each species' genome is given in parentheses) 

• The bacterium Escherichia coli (4,6 mlmon) 

• The yeast Saccharomyces cerevisJa8 (12 million; 

• The roundworm CsoMorhabditis elegans (97 million} 

• The fruit fly Drosophila mefaf'logaster (165 million) 

• The mouse Mus musculus (3 billionl 

• Other organisms 1rst, zebrafish, chimpanzee, dog) will follow. 

Collect and distribute data 

• Distribute genomic information and the tools for using it to the re~~?rch community. 

• Release within 24 hours all sequence data that spans more than 2000 base pairs. 

• Create and run databases. 

• Develop software for large-scale DNA analysis. 

• Share information with the wider public. 

Study the ethical. legal, and social implications of genetic research 

Trarn researchers 

Develop technologies 

• Make large-scale sequencing faster and cheaper. 

• Develop technologies for finding sequence variations, 

, D~efop ways to stu~y functions of genes'on a' genomic scale. 
, • 
I, 

, Transfer technologies to the private sector 
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a{sc through Ihe interaction of genes with the 
environment 

Gene Discovery 
C.mnecling a gene with a disease was a slow. 
aduous. pain~taking. and frequently imprecise 
process before the advent of the HOP. In 1989. 
geneticists had tracked down only four genes· 
~sociated with disease by sorting through 
hHedity. By 1998, the same Jist included more 
than 100 genes. Consider two gene hunts. eight 
y~:3rs apart: in 1989, scientists found the gene 
for cystic fibrosis after a 9-year search; eight 
years later. a gene for Parkinson disease was 
mapped in only 9 days, and precisely described 
within 9 months. 
With more and more DNA sequence deposited 
in electronic databases, researchers spend less 
time collecting data with their own experiments 
aud more timo analyzing the wealth of data 
available to them, They can eiectronically scan 
Icng stretches of DNA to find genes in the 
s{;quence thal may be responsible for a 
p:U1icuJar disease. Those are called candidate 
g'mes, If a candidate gene actually does playa 
wle in a disel;se, it should be spelled differently 
ir.-people wid. the disease compared [0 those 
v.ithout it; the alteration in spelling somehow 
d;srupts [he nonnal function of the gene 
p :educt. For example, rare cases of early-onset 
Piuklnson disease can result from a change in 
jr:st one DNA leller. which in turn, changes one 
of the 140 amino acids that make up a key 
protein, 

The ~;igabytes of DNA sequence data 
flowing from the HOP and tJ)e progressh'eiy 
more detailed catalog of human sequence 
variations are helping scientists study 
illcreasingly complex genetic questions_ Instead 
of restricting their studies to conditions caused 
by mutations in single genes,-scientists can now 
s';udy the genetic basis for complex diseases, 
like diabetes and Alzhelmer disease. that 
involve several,genes 

Understanding Biological Function 
Knowing the DNA sequence of l'i gene 

reveals (he basic structure of the protein thal 
gene encodes. Scientists can someumes deduce 
the 3·dimensional shape and function of the 
protein a$ well. Often, they can classify the 
protein because of similarities to other proteins. 
For instance. when scientists discovered the 
gene for cystic fibrosis. the sequence 
immediately suggested that the CF protein is a 
gatekeeper embedded in the membrane that 
surrounds a cell. The sequence also implied that 
the protein speciftcally allows sal[ to pass 
through the membrane, This fit nicely with the 
idea that a problem with the transport of sail 
and water might cause CF and ex.plain why 
mucus tends to dry up in the lungs of people 
with the disease. 

Experimental animals play an 
important role in helping, ~ientisls understand 
the biological function of genes. Human genes 
have relatives in the genomes of other animals. 
Even species as seemingly different from us as 
yeast, roundworms, or fruit flies: share many 
similar genes, In fact, comparing DNA from 
different species and finding stretches where the 
sequence is conserved can highlight partlcularly 
important features. Often. insights abOUl human 
diseases come when a newly discovered human 
disease gene has a close relative in another 
species such as the mouse or even the fruil fly ~ 
species where the role of that gene can be. 
sludied and placed in context. For example, the 
role of some human cancer genes is understood 
better than otherwise possible because S(:ienti~ts 
have studied related genes in flie.<;;, finding that 
many of them guide embryonic development. In 
both cases - preventing cancer and developing 
normally - propel' cell communicatmn is key. 

Gene Testing and Gene-Based Medicine 
Examining how a particular gene is speUed in 
an individual can serve quite a few uses: 
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Diagnosis - Genetic analysis now can 
classify some conditions, like colon canccr and 
skin cancer. into finer categories. This is 
important since classifying diseases more 

precisely can suggest more appropriate 
treatments. The same approach will soon be 

possible for heart disease, schizophrenia, and 

many other medical conditions. as the genetic 
underpinnings for these diseases become more 
completely understood, 

Pharmacogenomics is a new word that 
scientists and drug developers use. 1t describes 
the idea of tailoring drugs for patients, whose 

individual response can be predicted by genetic 
fingerprinting. Par example, cancer patients 

facing chemotherapy may experience fewer side 
effects and improve their prognoses by first 
gerling a genetic fingerprint of their tumor, TIus 
fingerprint can reveal which chemotherapy 

choices are most likely to be effective. Beiler 
understanding of genetics promises a future of 
precise, customized medical treatments. 

Prognosis - Diagnosing ailments more 
precisely willle.ad to more reliable predictions 
about the course of a disease, For example. a 

genetie work-up ean inform a patient Wilh high 
eholesterollevels how damaging that condition 

is likely to be. And doctors treating prostate' 
cancer will be able to predicl how aggressive a 
tumor will be. For many disease, such genetic 
information will help patients and doctors 
weigh the risks and benefits of di,fferent 
treatments, 

Prevention - Once scientists figure out 

whar DNA sequence changes in a gene can 
cause disease, heallhy people can be tested to 
see whether they risk deve(op4'tg conditions like 

heart disease. diabetes, or prostate cancer later 
in life. In many cases, this,advance warning can 

be a cue to start a vigilant screening program, to 
take preventive medicines. or to make diet or 
lifestyle changes that might prevent the disease 

. altogether, 

For example. those at risk for colon 
cancer could undergo frequent colonoscopies: 

those with hereditary hemochromatosis, a 
common disorder of iron metabolism, could 
donate blood periodically to remove excess iron 
and prevent damage to the booy, Some women 

at risk for breast cancer could benefit from 
tamoxifen; a young person at risk for 

developing lung cancer may become 

particularly motivated to quit smoking: those 
with familial hyperchole~terolemia could begin 
treatment to lower their cholesferol levels and 

prevent heart attacks. and strokes. 
Unfortunately, our ability to predict a 

disease sometim~s precedes our abil ity to 
prevent or treat it. Por example, a genetic lest. 

has been available for Huntington disease for 

years, but no treatment is available yet As a 

result. only a minority of people at risk have 
chosen to be lested, 

Newborn screening - A particular form 

of predictive testing. newborn screening can 
sometimes help a great deal. For example, 

babies in the United States and. a few other 
countries are routinely screened for 

phenylketonuria (PKU), a metabolie dison1er 
that prevents the breakdown of phenylalanine. 

one of the building blocks. of proteins a~d a 
component of the anificial sweetener 

Aspartame. Excess phenyl~lanine in the body is 
toxic to the nen"ous system. In the past. 
children wjth the condition became severely 
mentally retarded. but the screening program 
identifies children with (he enzyme deficiency. 

alloWing them to grow nonnally on a diet thal 
strictly avoids phenylalanine. 

Carrier screening - For some genetic 
conditions, people whO' will never be ill 
themselves can pass a disease Lo their children, 
Some couples choose to be tested for this risk 

before they marry. especially in eommunities 
where a feared childhood disease is particularly 

common. For example, camer testing for Tay
Sachs disease, which kills young children and is 
particularly common in some .Iewish and 

Canadian popUlations, has been available and 
widely used for years. 
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Gene therapy - Replacing a misspelled 
g(!ne with a functional gene has long been an 
al'peallng iden. Small grQups of patients have 
undergone gene therapy in clinical trials for 
more than a doxade, but this remains an 
e::pcrimental treatment Eventually. Jt likely 
will become a common treatment for some 
clmditfons. 

, Gene··based therapy - Great medical 
btmefit likely win dcrive from drug design 
tt,al's guided by an understanding of how gene..;; 
work and whilt exactly happens at the 
IT olecular level to cause disease. For exampk, 
tt,e causes of adult-()nset diabetes and the 
["(;sulting complications remain difficult to 
di!Cipher and. so, to treat. But researchers are 
o}tlmistic that a more precise understanding of 
(t.e underlying causes win lead to better 
therapies. In many cases, instead of trying to 
wp!ace a gene, it will be more effective and 
si mpler to replace the protem the gene would 
give rise tn, Alternatively, it may be possible to 
a.;iminis1er a timall molecule that interacts with 
the proteln- as many drugs do - and changes 
(Is behavior. 

One of the first e1amples of such a 
ralionally-designed drug targets the genetic 
flaw that causes chronic myelogenous 
leukemia. a form of leukemia that mostly 
affects adults. An unusual joining of 
chromosomes 9 and 22 produces an abnonnal 
protein that spurs the uncontrolled growth of 
white blood cells. Scientists have dc.<;;igned a 
drug thal specifically attaches to the abnortn.'11 
prolCin and blocks its activit)'. In preliminary 
tests, blood counts returned to nonnal in all 
palients treated with the drug. And, compared 
with other forms of cancer treatment, the 
patients experienced vcry mild side effects. 

Instead of having to rely on chance and 
screening th~usands of molecules to find an 
effective drug, which is how most drugs we use 
today were found, scientisls will begin the 
process of drug discovery with a dearer notion 
of what they're looking for. And because 
rationally designed drugs are more likely to act 
very specifically, they will be less likely to have 
damaging side effect~. 

5 




BASIC GENETICS 


HUMAN CElL 

Almost all of the 100 trillion cells 
in the human body contain a copy of the 
entire human genome, the complete set 
of genetic instructions necessary to build 
a human being. 

CEll. NucLEUS 

The nucleus is a separate 
compartment in the cell that contains 6 
,feet of DNA pad:ed into 23 pairs of 
chromosomes. We inherit ono'sot of 23 
chromosomes from our mothers, and 
another set from our fathers. Egg and 
sperm cells carry single sets of 23 
chromosomes. 

CHROMOSOME 

Each of the human chromosomes 
contains hundreds to thousands of genos, 
the major functional units of DNA 

DNA 
D NAt 0 r deoxyribonucleic acid, IS 

a long molecufe made of two twisting. 
paired strands. Each strand is made of 
four chemical units, called nucleotide 
bases, strung together in a precise order. 
just as letters string together to make 
specific words. The bases are adenine 
(A). guanine (G), Cytosine (ct. and 
thymine (T). The bases on opposite 
strands pair specifically, An A always 
pairs with aT. and a C always with a G, 
Each su<:h pair 1s called a base pair of 
DNA. 

Gene 
Each' gene oontains a segment 01 

DNA, typi<:ally several thousand base 
pairs long. that is (:Opted Into a molecule 
01 RNA. Usually, tho information in RNA 
is translated to make a protein. 

RNA 
RNA. or ribonu<:leic acid. is 

chemically similar to DNA. except it is 
slngle~stranded, not double-stranded; It 

contains the base uracil (U) inStead of 
thymine iT); it can migrate out of the 
nuc"leus, The sequences of most RNA 
molecules are translated to make 
proteins. 

PROTEIN 

Proteins make up essentIal parts 
of tissues and guide chemica! reactions 
in living things. They are made of 20 
different buflding blocks called amino 
acids. The DNA sequence of a gene 
determines the amino acid sequence of 
the protein that gene encodes. The 
amino acid sequence of the protein is, in 
turn, responsIble for the protein's shape 
and function, 

GENOME 
A genome is all the DNA - the 

complete genetic 'inheritance· in an 
organism, The human genome is 
contained in 23 pairs of chromosomes 
housed in the nucleus and the small 
circle of ONA present in mitochondria, 
the organelles that process energy. The 
number of genes in the approximately 3 
billion base pairs of human ONA is still 
not known, but is probably between 
35,000 and 100,000. 

MUTATION 

Mutations are changes in DNA 
spelting that can prevent proteins from 
functioning normally and cause health 
problems. 

SNP 
Pronounced "snip,'" SNPs are 

single-nucleotide J2.olymorphisms or ooe
letter variations in the DNA sequence. 
SNPs (;ontribute to differences among 
individuals; the majority have no effect. 
others cause subtle differences in 
countless characteristics, like,appearance. 
while some affe<:t the fisk for certain 
diseases. 
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How to Sequence the Human Genome 

Whose DNA Is ~ an'lWll'/? 
studying the human genome - the romplete 

set of human genes - Is a way of studying 
fundamental details about ourselves. A four-letter 
alphabet makes up the 3-bllllon-letter-long sequen", 
of DNA tha~ divided Into 23 pairs of chromosomes, 
inhabits the core of each ",II In our bodies, Of 
course, people are not identical, and DNA sequences 
do differ subtly between Individuals. The Human 
Genome Project Is produdng a representative 
sequence. separate proJe:cts are charting variations 
1n the sequence, , 

The representat1ve sequence is a composite 
from several people who donated blood samples. 
Originally, dose to 100 peOple volunteered to give 
blood and gave their Infonned consent, afflfll1lng 
that they ag reed 10 the study of their DNA. No 
names were attadled to the blood samples and 
ultimately scientists kept only a few. These 
measures ensured that the DNA sequence would 
remain anonymous; not even the donors knew 
whether their samples were actually used or not. 

The Human Genome Project alms to read, letter by 
letter, the 3 billion units of human DNA. HGP 
scientists began large-scale DNA sequendng in 
1999. Before starting to sequen", the human 
genome, they built maps of the human . 
chromosomes and developed and reined techniques 
(or analyzing DNA. With the tools In place, genome 
scientists took just a year to amass sequence 
oover1ng more than 80% of the genome. 

Putting the genome together 
The human genome Is a massive l!!xt. If the 

3 billion letters, calied 'bases,' that make up all the 
human DNA In a cell were printed In telephone 
bool<s, the stad< containing the whole genome 
wOUld reach as high as the Washington monument. 

To figure out the sequence cit all the bases 
In the genome accurately, scientists need to read 
the 3 billion bases not Just once, but at least 6 to 10 
times. Sequencing reactions can only reveal the 
order of a few hundred letters of DNA at a time
amounting to a r",ctIon 0( a page. Having many 
overlapping segments of sequc"", allows the 
genome to be puzzled back together InlO an Intact· 
whole. 
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Before shredding the DNA In the genome 
and starting to sequence, Human Genome Project 
researchers filSl built a map of the genome. They 
found thousands of Iandmar1<s scattered throughout 
the chromosomes to help them navigate among all 
the DNA. 

Developing genome maps was a key step to 
prepare for DNA sequencing, but the Increasingly 
detailed maps have also been an Important"tool 
orienting hundreds of geneticists hunting fOf disease 
genes. 

With enough mar1{ers ~n place, the HGP scientist 
created "libraries" of dones thet span the genome. 
Each of the dones conta1ns a manageably small 
fragment of human DNA that Is stored In bacterta. 
Scientists can teU what part of the human genome 
each clone derives from by figuring out what 
markers each contains, 

This done-by-done approach for analyzing. 
the human'genome makes It possible to doUble . 
check the Iocatioos of sequence. And because the 
HGP he. been an Intemotion.. 1 effort with many 
laboratories mking partl carving up the genome has 
allowed different groups to coordinate their work 
effectively. 

Building librartas 
Clone librartas offer the advanlllge of real 

librarles: orderly aco!SS to Information. In most 
dOne IIbrarles, fragments of human DNA are stored 
In a kind of bacterium, E. ooli, thet normally lIveS In 
our large Intestines. Each E. coli cell In a libra"! 
stores a singte segment of human DNAI so that the 
human fragment can be IIacked and oopled easily. 

Mop, , 
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Subdones 
To sequence the human genome, HGP 

scientists cut relatively large dones called SACs, 
which are 100,000 to 200,000 bases long, Into 
smaller fragments. The smaller fragments, which 
are about 2000 bases long, afe typically stored In e. 
coli viruses. 

The scIeoUsts determine the precise order of 
the ''''!l''' clones, because pinpointing the positions 
of many smaller clones \s much more work. But for 
actlJal sequencing reactions, the smaller dones are 
more suitable. 

E. 0011 to store and OOPY DNA 
E. coil ceUs conta1nlng fragments of human 

DNA can be stored In freezers Indefinitely. When 
researchers are ready to retrieve DNA from the 
library, they revive the cells by bonging them baCk 
up to 37 degrees Centigrade - gut temperature. 

To make many caples of the human DNA, 
the E. roll cells act as copters. Afew related cells 
contaIning the same bit of human ONA Inside them 
are released· Into a rlch, warm broth. Machines 
shake the broth vigorously SO the cells have plenty 
of air and divide rapidly - about once every half 
hour. After a single night, • third of a teaspoon of 
broth contains billions of copies of e. 0011 - and, SO, 
billions of copies of the partlcular fragment Of 
human DNA they contain, 

Preparing DNA for seQuencing reactions 
The next morning, the oeIls are broken up 

to release the DNA Inside. The DNA Is separated 
from the oeIl debris and washed clean. Now there 
are enough dean COpies of the segment of human 
DNA to set up • sequendng reaction. 

Sequencing reaction 
Asequendng re.ad.km Indudes (our main 

Ingredients. "TemplateN DNA copied by the bacteria; 
free bases, the building blocks of DNA that come in 
4 types; shert pieces of DNA - called 'prtmersN

; and 
DNA polymerase, the enzyme that copies DNA. 

The chemical reaction that makes DNA In a 
test tube Is very similar to what happens in a Hvlng 
cell: both rely on DNA polymerase, and In both 
cases, DNA strands have a head end, which 

http:re.ad.km
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3'·CAIGGIAAGCCGlllAG ITAGCGAGCICII·" 
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• 

scientists call the 5' end, and a tall end, called the 3' 
end. A ONA strand can grow only from Its 3' end. 

Making DNA In cells and sequendng ONA In 
test tubes depend on one centr.1 property of DNA: 
The building blocks an opposite strands of DNA pair 
specifically - it Calways pairs with a G, an Aalways 
pairs with a T. 

The primer alights on the segment of DNA 
that matches It. . 

Free bases that match the template 
sequence can attach to the new strand's growing 
(31 end. 

... 

Among all the free bases swimming In the solution, 
a few have an extra dlemlcal part. The dlemicalls a 
fluorescent dye. When the rolored bases attadl to 
the growing strand, the extra dlemical part keeps 
the new DNA strand from growing any further, A 
different rofared dye Is atl:adled to eac;h of the four 
kinds of bases, 



5 

, 


" 
",w" i,'fiiif~' TITn~(T 'TI-r.'·~·i.3-1:!!)~.~!.m..b,~J.mL.L- 1.:::<1~1.,:J~t, .'t J 

Iii ·G1ACCAIlOO' 
ii'·G IACCAlTCOO 
ii' ·GlACCATlI:GGt 
Ii' ·GIACCATlCGGGt 
H'.GIACCAlTI:GGCI'II 
Ii' ·GTACCATTr.GGCAI'II 
Ii'·GTACCAllCGGCAAAf 
:1'. CAIGG lAAGCCGTllAG llAGCGAGCI m·5' 

re!'!'''1 L! U:O::L~:L:J,,::::[]:[:,T']T!:J 

" 1""'--" fT"_wl'- ... 

-, I 

Er2s.lqcts of ~uendng reaction 
Acompleted sequendng reactJon contains 

an array of colored DNA fragments.'The shortest are 
the length of the primer plus one ",Iored base. The 
longest fragments are usually between 500 and 800 
bases long, which Is when ~ sequencing reaction 
runs out of steam. 

The products of sequendng reactions are 
fed Into an automated sequendng machine. 
Sequencing machines have become Increasingly 
sophisticated over the last decade - runnIng more 
samples, processIng them more: Quickly, and 
requiring much less labor to set up, 

Separating the sequencing products 
The DNA molecules produced in the 

sequencing reaction are separated bva process 
called electrophoresis, DNA molecules are negatively 
charged, The sequendng machine sets up an 
electric field; all the DNA moves down through a 
porous gel toward the POSitive charge, Shorter 
fragments of DNA move more quickly through the 
holes of the gel then larger fragments do, 

Reading theJ[§~Luenclng products 
in the sequencing machine, a laser excites 

the fl"""""",nt dyes, and a camera detects the 
lights that the exdted dyes emtt. One by one, the 
sequenting machine reads the DNA molecules 
passing down the gelr and sends the InformatIOn to 
a CXlmputer. 

A single'sequencing reaction reveals the , 
sequence of a few hundred letrers of DNA. 
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Assembling the results 
A oomputer program helps Inregrate the 

informatiOn from Individual sequendng reactions:. It 
........... y ~ .. '" '" " .. ~ spots where fragments read In different sequencing 

reactJons overlap, to puzzle the pieces back together. 
Many overlapplng sequencing reads are 

needed to reveal the uninterrupted sequence of the 
original stretch of DNA. On averagej every base pair 
of human DNA will be sequenced nine times. Some 
stretches of DNA are easier to read and need to be 
sequen<:ed a little less often to get hlgh-quality 

" " ~ ... " y ... ., " " .... sequence. Some stretches need to be anatyzed more 

,'""~" . I 
exhaustively to get finished high-quallty sequence. 
"fo sequence the human genome, scientists will 
ult1mately run more than 50 million reactions. Some 
2000 sdentists, In more than 2: dOlen labs around the 
world, have worked toward that goal. 

""j' '''''''' '.' 

.1 

............... '" T C 
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WOtk!nq draft sequence 
The HGP scientists have agreed that whenever 

they assemble a stretdl of DNA thot spans 2000 or 
mOTe letter.;, they will send the data within 24 hours 
to public databases. Anyooe with 3=55 to tho 
internet can then see and analyze the sequence. 

In the spfing of 2000, after sequencing the 3 
1 2 3 " 6 6 7 8 9 10 11 12 billion letters In the human genome an average of four 

times, the HGP had released DNA sequence fOT 90% 
of the hUman genome. This working draft sequence is 
99.9% accurate,i I I I I I I I I I II 


,. U 15 10 17 18 18 20 21 22 X y 

Finishing 
Some gaps and ambiguities wlU rema1n In the representative genome sequence until each letter of DNA 

has been sequeru:ed an average of approximately 9 times. The wor1cing draft has just half of that Information, 
so it contains gaps where sometimes, just by chance, sequence was not obtained for particular regions and 
sometimes because the cnemlcal properties 01 some stretdles of DNA make particular parts of the genOfne 
horder to capture and analyze. There are also many repeated sequenCAlS In the human genome that oompllcate 
assembHng thecomprete genome sequence accurately. Some repeats are shol\ some are long; some are present 
In a mllQon oopies, ethers are repeated only twice. Before the human genome sequen", Is oonsldered finished, 
sdentisls must resolve allamblgu!tles that can be reso1ved and, one by one, dose all gaps that can be c10sed 
with modem sequendng tedlnoiogy. Ultimately tllere Will be no more than one error per 10,000 bases; In other 
words, the sequence will be 99.99% accurate. The finIShed human genome sequence Is ~ by 2003. 
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International Human Genome Sequencing Consortium 
Announces "Working Draft" of Human Genome 

The Human Genome Projcct public consortium today announced that it has assembled a 
working draft of the sequence (lfthe human genome _. the genetIc blueprint for u human being. 

This major milesltme involved two tasks: placing lurge n:agmcnts or DNA in the proper 
order to GOver all of Ihe human chromosomes, and determining {he DNA scquence of thcsc 
fragments. 

The assembly reported {odny consists of overlapping fragments covering 97 percent of 
the human genome, of which sequcnee has already been assembled for approximately 85 perccnt 
orthe genome. The l>cquclicc has been threaded together into a string or As~ T~, es, and Gs 
arrayed along. the length of the human chromosomes" 

Production of genome sequence has skyrocketed over the past year, with more than 60 
pereen! (If the sequence having been produced in the past six months alone. During this time. the 
consortium has been producing 1000 bases a second of raw sequence - 7 days a week, 24 hours a 
day. 

Thc averngc quality of the "working draft" sequence rar exceeds thc consortium >~ 
original eX[lCetatioM for this intermediate product (Note to journalist!."; Human Gennm!! 
Projecljact filteet ill pres/i kit contains definitions of "working draft," etc.) 

Consortium centers have produced far more sequcnee data than expected (over 22.1 
billion bases of raw sequence data, comprising overlapping fragments totaling 3.9 hillion bases 
und providing 7~fhld sequence coverage of the human genome). 

As a result, the «working dran" is s.ubstantially closer to the ultimate "finished" form 
than the consortium expected at this stage. Approximately 50 pen:ent of the genome sequence is 
in ncar~"finished" form or better, and 24 perccnt of it is in completely "l'inishcd" form, Acros~ 
the genome, (ile average D~A segment resides in Il contiJ1UOU5 gaplcss sequcm.:e "conlig" of' 



200,000 bases. The average accuracy ofal! oflhc DNA sequence in this assembly is 99.9 
perccnt 

The sequence information from the public project has been continuously, immediatcty 
and freely released 10 the world, with no restrictions on its usc or redistribution. The infonnation 
is scanned daily by scientists in academia and industry, as well ~iS by commereiul database 
com~mies providing information services to biotedmologists. 

Alieady, many lens of thousands ofgenes have been idcnlified from the genome 
sequence. Analysis of the eurrellt sequence shows 38,000 predicted genes confirmed by 
experimental evidence. There arc mallY thousands of additional gene predictions. to be tested 
experimentally. Dozcns of disease gcnes havc been pinpointed by access to the working draft, 

Consortium goals. The consortium's goal for the spring of 2000 was to produce a 
"working draft" version of the human sequence, an assembly containing overlapping fragments 
that eover approximately 90 pereenl of the genome and that are sequenced in "working draft" 
fOnTI, l.c,- wirh some gaps and ambiguities. The consortium~s ultimate goal is to produce a 
completely "finished" sequence, i.e. onc with no gaps and 99.99 percent accuracy. The target 
date for Ihis ultimate goal had been 2003, but roday's results mean thal the final, s!and-the~,eSlw 
of-lime sequenec will likely be produced considerably ahead of that schedule. 

Complementary approachelO, In a related announcemenl, Cc1cra Gcnomies announced 
today thut it ha:rcomplcted its own first assembly of the human genome DNA sequcn,cc. 

The public and private projects usc similar automation and sequencing technology, but 
different approachc!> to sequencing the human gcnome, The pub lie project uses a 'hicl1Irchical 
sholgun' approach in which individual large DNA fragments of known position arc subjccted to 
shotgun sequencing (i.c" shredded into small fragments thal arc sequcnced, and then 
reassembled on the basis of scquencc overlaps). 

The Cclera project uses a "whole genome shol!,'llnH approach, in which the entire genome 
is shrcdded into small fragments that arc sequenced and put back together on the basis of 
sequence overlaps, 

Tht: hierarchical shotgun method has the advantage that the globalloealion of each 
individual sequence is known with certainly, but it requires constructing a map of large 
fragments covering thc genomc, The whole shotgun method docs not require this step, but 
presents other challenges in the assembly phase. 

Both approaches align the sequence along the human chromosomes by using landmarks 
contained in the phYSical map produced by the Human Genome Project. 

"The two approaches are quite complementary. The public project and Cclcra plan to 
discuss the relative scientific merits of the methods employed by the two projects. Tn the end, 
the best approach may well be to u~e a combination of the methods for sequencing future 



genomes," said Francis Collins, M.D., Ph.D., director of(hc Nation<ll Human Genome Rcscarch 
lnstitutc of the !'>1ational Institutes of Health. In fact, current plans by the· public project to 
sequence the genome of the laboratory mouse involve Ihis hybrid strategy. 

Next phase. The Human Genome Project will now focus on converting the "working 
draft" and near~"finished" sequences to a "finished" form, This will be done by filling the gaps 
in the ''1.vorkingdraft'' sequence and by mcreasing the overall sequence accuracy to 99,99 
percent. Although the "working draft .. vcrsion is useful for most biomedical research, a highly 
accurate sequence tbat is as close to perfect as possible is critical for obtaining all the 
infomlation there is to get from human sequence dala. This has already been achieved for 
chromosomes 21 and 22, as well as for 24% o[ the entire genome. 

Human DNA variation. The greater-than-expccloo sequcnee production has also 
yielded <I bumper crop of human genetic variations - called single nucleotide polymorphisms or 
SNPs. The Human Genome Project had set a goal of discovering 100.000 SNPs by 2003. 
Already, with today's assembled sequences and other data accumulated by The SNP Consortium, 
scientists have now found more than 300,000 SNPs and will likely have I million SNPs by yCllr~ 
end. Thcse SNPs provide a powerful tool [or studies of human disease and human history. 

8ackgroul\d 

Sequencing, which is dctcnnining the exact order of DNA's four chemical base$., commonly 
abbrcviated A, T, C and G, has bcen expedited in the Human Genome Project by tcclinologieal 
advances in deciphering DNA and the collaborative nature ofthc effort, which includes about 
1,000 scientists worldwide working together effectively. 

The Human Genome Sequencing ProjCC[ aims to del.cmllne the sequence of thc euchromatic 
portion of the human genome. The euchromatic portion excludes certain regions consisting of 
long stretches of highly repetitive DNA that encode little genetic information, and that are not 
recovered In the vcetor systems used by the genome project Such rcgions account for about \0% 
of the genome, and arc said to be helerochromatic, (For cxample, the center of chromosomes, 
eaned centromeres. consists of heterochromatic DNA.) 

The intem~ltionaJ Human Genome Sequencing consortium includes scientists at 16 institutions in 
France, Germany, Japan. China, Great Britain and the United Slates. The five largest centers arc 
located at: Baylor College ofMedieine. Houston, Texas; loint Genome Instirutc in Walnut 
Creek, CA; Sanger Centre near Cambridge, England; Washington University School of 
Medicincf St. Louis; and Whitehead Institute, Cambridgc, Massachusetts. Together, these live 
centers have generated about 82% of the sequence" lne following list provides more detall about 
the 16 centers and their individua! contributions to thc Human Gcnome Project 

The project has been tightly coordinated so that no region of the genome is left unattended to, 
and duplication is minimized. Participants in the international consortium have all adhered to the 
project's quality standards and to the daily data release policy. The project is funded by grants 



from government agencies and public charities in the various countrics. These include the 
National Human Genomc Research Institute lit Lhc National Institutes of Health, the Wcikome 
Trust in England, and the US Department of Energy. 

The total cos1 for the working draft is approximately $300 million worldwide, with roughly half 
($150 million) being funded by the US National Institutes ofHcallh. The cost of sequencing the 
human genume is sometimc}; reported as $3 billion, However, this figure refers to the original 
e..<;;timate oj'lotal funding for the Human Genome Project over a 15~year period (1990·2005) fur a 
wide range ofseicntiHe activities related to genomies. These include studies of human diseases, 
experimental organisms (such as bacteria, yeast, wonns j flics and mice), development ofnew 
teehnologies for biological and medical research, computational methods to analyze genomes, 
and ethical, legal and social issues related to genetIcs. 

### 

. The sixteen institutions that fonn the Human Genome Sequencing Consortium include: ., 

'1. Baylor College of Medicine, Houston, Texas, USA 
2. 	 Beijing Human Genome Center, Institute of Genetics, Chinese Academy of Sciences, 


Belling, China 

3. 	 Gesell:;chaft fur Biotechnologische Forschung mbH, Braunschweig, Germany 
4. 	 Genoscope, Evry, France 
5. 	 Genollic Therapt.mtics Corporation, Waltham, MA, USA 
6. 	 InstitulC for Molecular Biotechnology, lena, Germany 
7. 	 Joint Genome Institute, 1;.S. Department of Energy, Walnut Creck, CA, lJSA 
8. 	 Keio University, Tokyo,1apan 
9. 	 Max Planck Inslitute for Molecular Geneties, Berlin, Germany 
10. RIKEN Genomic Scienecs Center, Sailama, Japan 
11. The Sanger Centre, Brnxton. U.K. 
12. Stanford DNA Sequencing and Technology Development Center, Palo Alto, CA, CSA 

Il University of Wa$hington Genome O..-''ilter; Seattle. WA, USA 

14. 	l;nlversity of Washington Multimegabase Sequencing Center, Seattle, WA. USA 
15. Whitehead Institute for Biomedical Research, MIT, Cambridge, MA. USA 

16, Washington UniverSity Genome Sequencing Center, Sl. Louis, MO, USA 


In addition, two lmtitutions play<.'d a key rOlc in providing computational support and analysis 
for the Human Genome Project over thc course of the past eighteen months. These include: 

The National Center for Biotechnology Infonnation at NIH 
; The European Bioinformatics Institute in Cambridge, UK 

Scientisl'{ at (he Universily of California, Santa Cruz, and Neomorphic, Inc, also assisted the 

assembly of the genome sequence across chromosomes, 


### 
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HUMAN GENOME PROJECT 

. National Human Genome Rtse..reb burilule, NIH •__.."...._,•. "..".."...,~_..... U. g. Dtpartment of Energy 

, 

" 

Human Genome Project Facts 

Contellts: 

yI" overview 
v' U,S. HGP has eight research goals 
" sequencing 

v' whose DNA? 

./ SAC-based sequencing 

-/ pilot sequencing projects 

" la"ge~scale sequencing 

" IIworking drafil' sequence 

./ sequencing rate 

if "depth ofcoverage 

./ assembly 

./ scientific publication oj "working draft" 

" l'fmished" sequence 

V' gene discovery 

./ GenBank 


Overview 

The Human Genome Project (HGP) is an international research effort: to chart and characterize 
the human genome ~~ the entire package of genetic instructions for a human being. That entails 
laying out ~ in order -- the 3 billion DNA letters (or base pairs) of the full hurnan genetic code. 

A great profusion ofdiscoveries about the genetic basis of a long list of diseases alrelldy has 

resulted from the HGP. Initially these discoveries related to relatively rare conditions, but 

increasin!~Jy the same powerful approaches are uncovering hereditary factors in diabetes and 

other common illnesses. 


These revelations hold promise for transforming medical praclice. In the years ahead, it may be 
possible to learn about individual susceptibilities to cornmon disorders such as cancer and heart 



before the "working draft" sequence became available in the public database GenBank, 
(See "working drafl/~ In 1996. the HGP sponsored apilot~sequencing program io 
develop and test methods for large-scale or major DNA sequencing. These efforts were 
successful, and thefu/l~.~c(lle effort to sequence the human genome was launched in 
March 1999. (See "sequencing") 

2. 	 DevelopIng efficient technology to sequence human DNA. 
3. 	 Identifying the variations in the human genetic code that underlie disease susceptibility. 

particularly the most Common variations that are called SNPs (single nucleotide 
polymorphism,). 

4. 	 Interpreting the function of DNA sequence on a genomic scale (functional genomics) 
detennining how individual genes and groups of genes work together in health and 
disease. 

S. 	 Del;iphering and analyzing the genetic code of model organisms such as yeast j 

roundwonn, fruitfly and mouse. The availability of DNA sequence from such organisms 
expedites scientists' efforts to identify the roles of human genes, 

6. 	 Examining the ethical, legal and social implications (ELSl) of genome research, 
identifying baniers to the integration of the results of the HGP into health care, and 
proposing and implementing sQlutions as appropriate, 

7" 	 Developing bioinformatic tools and computational strategies for the collection, analysis. 
annotation and storage of the ever~lncreasjng amounts orDNA mapping and sequencing 
and gene expression data. 

8. 	 Training scientists for genomic research and analysis. 

Sequencing: 

Sequencing means determining the exact order of the base pairs in a segment of DNA. Human 
chromosomes range in size from about 30.000,000 to 300,000,000 base pairs. There are four 
different chemical bases. also cal1ed nucleotides. They are adenine. thymine, guanine and 
cytosine, which are abbreviated I< A/i "T:t "GI< and "C". The tvlo strands or threads that compose 
the double helix structure ofDNA are essentially strings of these bases, The "As" on one strand 
a~ways pair with '1Ts tl on the other strand. And, the "Gsl! always. pair with I<Cs.1! A base pair is 
"AI' and "T," or lieu and "G." Beeause the bases exist as pairs~ and the identity of one of the 
bases in the pair detcnnines the other member of the pair, scientists do not have to sequence both 
bases of the pair. 

Whose DNA?: 

This is intentionally not known to protect the volunteers who provided DNA samples for 
;equencing. The sequence is derived from the DNA ofseveral volunteers, To ensure that the 
identities of the volunteers cannot be revealed j a careful process was developed to recruit the 
lIo}unteers and to collect and maintain the blood samples that were the source of the DNA.• 
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short time, Large-scale sequeneing also is characterized by Hhigh throughput". (see "depth of 
coverage') 

"Working draft" sequence: intermediate stage in the generation of a high quality, "finished" 
sequenee. "Working draft" sequence is defined as an average of 4X coverage (see "depth of 
coverage Ij 1 

In early J999 j experiments assessing the usefulness of DNA sequenee at vanous depths of 
coverage revealed that 4X "working draft" sequence coverage from SAC was extremely useful 
to biomedical researchers. Thus. HGP consortium leaders decided to pursue a strategy that 
would generate "working draft" coverage first, so that scientists would have data for their 
research as soon as possible. Even though it is not "finished," the "working draft'· sequence is 
being used by scientists throughout the world to speed up their gene-discovery research 

,activities. (see "finished" sequence) 

!!Working draft" sequence that is 4-5X in depth can be assembled into units (called "sequence 
contigs") that are 10,000 to 12,000 bases in length on average. Although the sequence itself stilt 
contains gups and uncertainties, the sequence eontigs are long enough for gene discovery and 
other biomedical research (see gene discovery), the ;'working draft" sequence data are deposited 
into GenBank and other genome sequence databases where access is unrestricted, As a result, 
scientists are able to use the data now rather than having to wait for the sequence to be 
"finished" , 

Although the "draft" version is very useful, the Hfinished" (the absolute best that humans and 
computers can accomplish) version will be even more useful and so) after June 2000, the HGP1s 
priority will be to convert the "working draft'· to "finished" sequence. 

~equencing rate o(HGP: 1,000 bases afraw sequence per second, or 12,000 bases 
of lfworking draft" per minute, Twenty years ago, deciphering that many bases would have 
required one year or more. Three years ago) when piJm sequencing projects to evaluate 
feasibility ofhumnn DNA sequencing were initiated. deciphering 12,000 bases required 20 
minutes, 

"depth o(coverage": this refers to the number of times the DNA in a chromosome 
region is sequenced, A depth of I (IX) means that, on average, a particular base pair has been 
sampled once; a depth of 4 (4X) means that, on average, a particular base has been sequenced 
four times over, SequenCIng the same region many times decreases the pOSSIbility of errors in 
the DNA sequence. Current sequencing instruments can decipher about 500 to 800 bases at a 
time in a single sequencing ~run." The results from these Individual "runs" have to be assembled 
into contiguous stretches of sequence to reconstruct the sequence of a chromosomal region. To 
buHd up an accurate assembiy from the 500-800 base pair stretches of DNA sequence that 
emerge from the machines, HGP scientists repeatedly sequence random fragments from each 
chromosome. (See BAC~oased sequencing and assembly.) Repeated sequencing allows assembly 
of much larger regions of DNA because the random individual "runs" overlap with each other, 
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sequenee) of 100 bases, they can be assembled into a longer sequence 0[900 bases, By doing 

, this kind of assembly over and over, very long sequences can be built. 

The "working draft" is assembled in a two-Step fashion. Extensive "fingerprinting" data on each 
clone allows neighboring BAC clones to be identified. Using the map infomation about each 
clone's location, the many BAC clones derived from a chromosome can then be assembled 
together into a layout of the entire chromosome, (See BAC~based sequencing and Hdepth of 
,coverage'l.) 

HGP scientists constructed the first comprehensive layout of the human genome in mid-May 
2000. The layout shows the chromosomal positions and the detailed relationships among the 
more than 20,000 large clones. wbkh together cover an estimated 97 percent of the euchromatjc 
portion of the genome, It also spotlights the segments remaining to be covered. The clones in the 
layout also have immense value beyond their immediate role as an aid in sequencing. They 
provide a pennanent resource for human genetics research because they can be used for direct 
biological studies of gene function. 

The euchromatic portion excludes certain regions consisting of long stretches ofhigbly repetitive 
DNA that {:ncode little genetic information and that are not recovered in the vector systems used 
by the HOI'. 

Gene Discovery: 

Using computers. scientists can analyze DNA sequence data and recognize the regions with the 
genes, which encode protein~determining infonnation, Because each portion of the "working 
draft seque;!ce" is derived from a clone of known location, the locations of the genes that are 
identified are pinpointed to high resolution in the sequence. The location of a gene that causes a 
particular disease, or determines an mteresting trait, can be compared with the location of the 
genes that have been identified by computer in the "working draft" sequence in order to 
,jetennine the exact identity of the disease gene. 

"Working draft" sequence already has proven valuabJe to identif)ing genes for breast cancer 
;;usceptibility (BRCA2); hereditary deafness (Pendred syndrome); several hereditary skeletal 
disorders; hemorrhagic stroke; focal segmental glomerulosclerosis, a puzzling kidney disorder 
~:ha[ can lead to end-stage kidney failure; hereditary epilepsy; and one type ofdiabetes. 

:In addition. in clinical trials is a drug for leukemia that was developed based on infonnation in 
l:he sequence. Preliminary reports about the drug are very positive. 

"Working draft" sequence also has been used to identify over 150,000 sites of variation in the 
Bequence ~ called single nucleotide polymorphisms ~- which are powerful tools for studies of 
human disease and evolution. A bounty ofscientific papers over the next several years win be 
based on research conducted with "working draft" sequence. 
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CONFIDENTIALITY OF INDIVIDUALLY-IDENTIFIABLE 

HEALTH INFORIVIATION 


Recommendations of the Secretary of Health and Human Services, pursuant 
to stet.!tion 264 of the Health ]nsurante Portability and Accountability Ad of 
1996 

J. 	 INTRODUCTION 

:Every day, our private health eare information is being coHeeted. shared, analyzed and stored 
'With few legal safeguards, There was a time when our health care privacy was protected by our 
family doclOrs -- who kept hand~written records about us sealed away in big file cabinets. 
Today, revolutions in our health care delivery system mean that we have to place our trust in 
entire networks of insurers and health care professionals. The computer revolution means that 
our family secrets travel quickly from doctors to hospitals to insurance companies -- and cannot 
be protected by simply locking up the office doors each night ..And) revolutions in biology mean 
that a whole new world of genetic tests have the potential to help either prevent disease or reveal 
our most personal secrets. 

Right now, the way we currently protect the privacy of our medical records is erratic al best -
dangerous at worst. It is time for ,our nation to enact federal legislation to protect the age-old 
righl to privacy in this new world ofprogress. This report recommends that Congress enact 
national standards Ihat provide fundamental privacy rights for patients and define responsibiliries 
for those who serve them, Specifically, a federal privacy law should: 

• 	 impose new restrictions on those who pay and provide for care, as well as those who 
recdve information from them. It should prohibit disclosure of palient~.identifiable infor
ma~ion exc~pt us authorized by the patient or as explicitly pennitted by the legislation. 
Di~closures of identifiable information should be limited to the minimum nccessary to 
accomplish the purpose of the disclosure, and should be used within an organization only 
for the purposes for which the information was collected. 

• 	 provide consumers with significant new rights to be infonncd about how their health 
information wilt be used and who has Seen that infonnation, Providers and payers 
should be required to advise patients in writing of lheir infomlation practices. Patients 
should be able to see and get copies of their records. and propose corrections. A history of 
disclosures should be maintained by providers and payers, and be made llCcessible to 
patients. 

• 	 provide for punishment for those who misuse personal health information and redress for 
people who are harmed by its misuse. There should be criminal penalties for obtaining 
health information under fblse pretenses. and for knowingiy disclosing or using medical 
information in violation of the Federal privacy law. Individuals whose rights under the 

( 




law have been vloJated should be permitted to bring an action for damages and equitable 
relief. 

We are at a decision point. Depending on what we do, revolutions in health care, biotechnology, 
and communications can hold great promise or great periL We must a",k ourselves; Will we 
harness these revolutions to improve, not impede! health care? Will we strengthen, not strain, the 
very lifeblood of our health care system - the ,bond of trust between a patient and a doctor. 
When all is said and done, will our health care records be used to heal us or reveal us? 

Without safeguards to assure that obtaining health care will not endanger our privacy, public 
distrust couid turn back the clock on progress in OUI entire health care system, Instead, we must 
keep our eye on the future. and act today. 

A. BACKGROIJ!IID 

The American people expect, and are entitled to, confidential. fair; and respectful treatment of 
health information about themselves. This report recommends that the Congress enact 
legislation requiring that treatment. 

The need for such legislation Is found in the rapid changes in the ways that health care is 
provided, documented, and paid for in the United Stales. These changes pose a challenge to 
American values that are both complementary and competing, 

On thc one hand, paticnts have a legitimate need for assurance of the confidentiality thai permits 
them to be frank with their physicians about their health conditions and behavior. ThaI assurance 
is fundamental to effective diagnosis, treatment and healing. and to the privacy that we in the 
United States cherish as essenliailO personal freedom and welJ~being. 

On the other hand. participanls in lhe health care system ~~ insurers, governments at all levels, 
managed care organizations -- have legitimate needs for access to health records in performing 
their roles in the system. Furthermore, those pursuing broad social purposes ~- medical 
researchers, public health workers, govenunental policy makers seeking to contain health care 
costs: -- rely on the availabililY ofdata arising from these private transactions. Local public 
health agencies use health records to identify outbreaks of infectious disease, and to trace the 
source of infections like the recent c. coli infections. Researchers have used health records 10 

help us fight childhood leukemia and uncover the link between DES and reproductive cancers, 

Until comparatively recently. any tension betv.'Cen these needs for confidentiaHty and access was 
resolved directly between paliems and their physicians, They conducted an essentially one~on
one relationship. in examination, treatment and payment, and, with some exceptions, could limit 
access to inJormalion about the patient. The paper records once kept under the control of 
physicians are giving way 10 computerized information which is increasingly stored far from its 
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i,ource -- thl! patient and the physician -- in forms and even locations of which they may have 
only imperfec.t understanding. Even physicians may be frustrated in their traditional role as 
patient advocates by the complexity of the systems that process their patients' information. 

Moreover, patients may have little ifany contact with some of the doctors and payers involved in 
their care. The result has been a weakening of the traditional, if often informal. controls that 
patients <UId physicians previously exercised to proteet patient information. 

'The President spoke to the impoI1ance of these concerns in his commencement address at 
Morgan Slate University on May 18, 1997. He said that "technology should not be used to break 
do'WIl the wall of privacy and autonomy free citizens are guaranteed in a free society". He 
acknowledged the special concerns surrounding health records in his call for enhanced 
proteetions for privaey in the face of new teehnological reality, when we are facing "the 
frightening prospect that private information -- even medical records -- could be made instantly 
available to the world." 

Our Nation's participation in the Global Information Infrastructure (Gil) has sharpened the 
issues, and our plans for that participation include attention to privaey protection. The statement 
of the President and Vice-President, A Framework/or Global Electronic Commerce reflects this 
eoncern and commitment: 

Americans treasure privacy, linking it to our eoneept of personal freedom and well-being. 
UnfoI1unately, the Gil's great promise -- that it facilitates the colleelion, re-use, and 
instantaneous transmission of information -- can, ifnot managed carefully, diminish 
personal privacy. It is essential, therefore, to assure personal privacy in the networked 
environment ifpeople are to feel comfonable doing business. 

The concern about confidentiality of health information appears against a backdrop of more 
general concern about privacy, well expressed by Alan Greenspan, the Chairman of the Federal 
Reserve Board: 

The fears of invasion of privacy, as a consequence of inexorable forces seemingly 
out of the control of the average American, has risen to a major public policy 
issue. (Speecb, Conference, "Privacy in the Information Age", Salt Lake City, 
Utah. March 7. 1997) 

These concerns are not confined to tbe United States. The European Union. (EU) has addressed 
tbe issue, and the EU data protection directive requires member States to "protect the 
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fundamental rights and freedoms of natural persons, and in particular their right to privacy with 
respect to processing of personal data lt

.' 

B. WHY FEDERAL LEGISLATION IS NEEDED 

The existing Jegal structure does not effectively control information about individuals' health. 
FederallegisJation, establishing a bastc national standard ofconfidentiality, is necessary to 
provide rights for patients and define responsibilities for record keepers, Today, patients often 
sign blanket authorizations aHowing use of their medical information in order to obtain treatment 
or payment for care. These authorizations may not really protect us~ in part because they do not 
provide useful information about how our health records will be used, who wHl see them, or how 
we can get access to them. Such authorizations are not always voluntary -- ifwe do not sign the 
blanket authorization, we may sacrifice the ability to receive care or insurance benefits. In 
addition, as the health care system becomes more integrated and more computerized, it is 
becoming difficult to detennine the appropriate person or place where our health information can 
be accessed or controlled. 

For these reasons, We 'are recommending that Congress replace the ineffective usc of 
authorizations with a system ofFederal legislative controls on the use of health information 
collected by health care payers and providers. As described below, federal legislation should 
authorize sharing information for health care treatment and payment, and prohibit USe of that 
information for most other purposes, Such legislation should also provide consumers Ytith 
specific rights to know how their information will be used, 10 get access to that information, to 
request correction of errors, and to know who has seen their medical information. 

Before turning to the details of our recommendations, however, it is important to describe the 
current situation, and the general consensus tbat Federal action is needed. 

Current Protections are Inadequate. Today the legal control ofhealth information is. in 
general, a matter of State law, Limited Federal law covers specialized classes of information 
such as infomuuion about substance~abuse patients and information gathered in some Federally 
funded programs. Tbe Privacy Act of 1974 provides some procedures and protections for 
records. including bealth rccords. held by Fedeml agencies. 

lThe directive requires EU States to "protect 'he fundamental rights and freedoms of 
natural persons, and in particular their right to privacy with respect to processing of persona' 
data". (Directive 95!461EC of the European Parliament and of the Council of 24 Oct 1995 on thc 
protection of individuals with regard to the processing of personal data and on the free movement 
ofsuch data, art 25. f, 1 (Eur. O.J. 95!L281». 
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All States have legal controls on the use and disclosure ofhealth infonnation, incJuding a few 
'iomprehenr.ive acts similar in broad outline to the Federal legislation we recommend here, Two 
8tates have enacted the Unifonn Health-Care Infonnation Act recommended by the National 
Conference ofComrnissioners on Uniform State Laws in 1985.2 Many Slate laws protect special 
,;lasses 'Of health infonnation, about HIV infection and AIDS patients and about mental health 
:;>atienlS, for example. Some State case law imposes confidentiality dUlies, 

These Slatt laws vary greatly in scope and strength, and the situation has been described as "a 
:morass of e,rratic law, both statutory and judicial, defining the cenfidentiality of health inf'Onna
tion.'':\ 

The Health Care Information System]s Increasingly Interstate. The health care system, 
particularly its inf'Ormatien cemponent, is very much an interstate activity, and wiH continue te 
develep in that direction. Cemputerization and lelec'Ommunica~iens render the concept of 
"lecatien" of infonnaticn nearly meanJngiess. Patients receive care in more than one State, infor
mation about them is moved electronieally across State borders to obtain payment ('Often through 
and to places remote from the patient and the provider), and providers operate across many 
States. In its administrative simplification requirements, the Health Jnsurance Portability and 
Accountabilily Act of 1996 caUs for uniform standards for electronic transactions in health 
administration precisely because separate standards developed at other than the nati'Onallevei are 
not workable. 

There is c'Ontinuing movement toward a computer-based patient medical record, with national 
standards for content and fonnat. and the possibility 'Of ready interstate transmission as needed 
for patient care. A maj'Or impetus ['Oward adopting this type of record was a report of the 
Institute ofMedicine in 199 t [hat recommended adeption of the computer-based patient record 
as the standard for aU patient eare recerds.· 

'9 Pan I. ULA 475 (1988 ""d Supp. 1996) 

3W'Orkgroup for Electronic Data Exchange. Report fO the Secref(1ry of us. Department of 
Health and l/urrum Seryiccs Appendix 4, Confidentiality and Antitrust Issues 5 (1992). For 
other analyses of me State law situation see Roben M. Gellman, Prescribing Privacy: The 
Uncertain Role of/he PhYSician in tbc Protcclion ofPatient Privacy. 62 N.C. L Rev. 255 
(1984); Lawrence O. Gostin. flealtll Informalion Priv(lCY, 80 Cornell L. Rev. 101 (I 995); Paul 
M. Schwartz and Joel R. Reidenberg, Data Privacy Law § 7~3 (1996). 

·'Richard S. Dick and Elaine B. Steen, eds .. The CompJIlcr-BI.I,\'cd Patient Record: An 
Essenliui Tr.'4.'hn%g;y jor Healrh Corc (1991). A revised version of this report is expected in the 
autumn 'Of 1997. 
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LikeV.1SC. increasmg use of telemedidne means that patient information will often cross State 
lines, sometimes in real-time deJivery ofcare, This promising deve10pment is an important facet 
of the National Information Infrastructure because of its potential to provide greater access to 

quality health care for all Americans, especiaUy those living in rural and remote areas. 

The Problems Are Urgent. The need for Federal proteetion is not theorelicaJ~ it is real and il is 
urgent. In a major American cilY, a local newspaper published medical record infonnation about 
a CongrcssionaJ candidate's attempted suicide, But it is not just public figurcs such as the 
Congressional candidate or Arthur Ashe (whose HIV status was published in a newspaper 
without his permission) who are at risk: 

• The director ofa work site health clinic operated by a large manufacturing company 
testified before the National Committee on Vital and Health Statistics that he was 
frequently pressured to provide personal health infonnation about his patients to their 
supervisors, 

• Until recently; at a Boston-based HMO clinic; all employees could'tap into patienrs' 
mental health treatment records in the clinic's computer, in Colorado. a medica! student 
copied health records at night and sold them to medical malpractice attorneys. 

• Medical records were dumped in a parking 101 after a psychiatric clinic in Louisiana was 
sold. 

Inapp~opriate disclosure of personal medical information is not the only problem we are facing, 
Errors in health information. errors that can have profound financial effects, are often too 
difficult to correct, Such inappropriate handling ofmedical information can and should be 
prevented. 

CoIls for. Federal Legislation. Numerous analyses ovcr scveral years by government, industry. 
and professional groups have identified serious,saps in protections for health information, 
especially in the WlIcgulated exchange of data, and have recommended Federal legislation 10 
elose them, There also has been significant Congressional action toward this goal, including 
several comprehensive health privacy bills introduced by SenawfS Bennett and Leahy. 
Rcpresentativc McDennott. and Representative Condit. The fact that Congress. in the Health 
Insurance Portability and Accountability Act. mandated that the Depnnmem of Health and 
Hwnan Services produce these recommendations is further evidence that the Congress 
understands that the time has come for action, 

• 	 Earlicr this year, the National Committee on Vital and Health Statistics held hcarings and 
advised on this issue. After six days of hearing wlmesses from the full spectrum of 
public and private constituencies concerned with privacy, consumer interests. and 
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operation of the health care system, the Committee strongly recommended that the 105th 
Congress enact a health privacy law,' 

.' 	 The Office of Technology Assessment, in a study of privacy and medical information, 
noted that lack oflcgislation "atlows for a proliferation of private sector computer 
databases and data exchanges without regulation, statutory guidance, or recourse for 
persons \.\{fonged by abuse of OOta."6 

A study of regional health data networks by the Institute ofMedicine recommended 
Federal privacy legislation.' 

<Co 	 RECOMMENDATION FOR ESTABLISHING FEDERAL PRlVACY 
STANDARDS 

·We thus conclude that Federallegislatioo, establishing a basic national standard of confidenti?-l~ 
ity, is necessary to provide rights for patients and define responsibilities for record keepers. Such 
legislation :;hould provide dear guidance and significant incentives for the confidential. fair, and 
:~spectful treatment of personal infonnation that the public expects. It should encourage 
administrative, technological, and management choices In design of health information systems 
·:0 these ends. And it should provlde redress to those adversely affected hy misuse ofinfonna~ 
·:lOn. 

~Th~ National Commiuee on Viud and Health Statistics, an advisory committee to the 
Secretary of Health and Human Services, is established by the Public Health Service Act 
§ 306(k), 42 U.S.C. § 242k(k), and its membership was expanded to include persons 
dislinguish1:d in "privacy and security of electronic information" by the Health lnsurauce Porta~ 
bility and Accountability Act of 1996. In the course of its consultation on these 
recommendations, ils Subcommittee on Privacy and Confidentiality held six days ofhcarings on 
health privacy during the first two months of 1997. Witnesses included health care providers, 
researchers, public health authorities. Federal and Stale oversight agencies, accreditation 
organizations. insurers, claims processors. pharmaceutical manufacturers, Federal agencies, law 
enforcement agencies. and patient and privacy advocates. (Health Privacy and Confidentiality 
Recommendations of the National Commiuee on Vilal and Health Statistics, Approved on lune 
25,1997) 

ftu,s, Congress, Office ofTechnology Assessment. Protecting Privacy in Computerized 
Medicollnjormolion44 (1993). 

'Molla A Donaldson and Kathleen N. Lohr. eds. Health Dala in the In/ormation Age: 
Usc. Disclosure and Pr;vacl-' 190 (l994). ' 
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We are aware that our recommendations come at' a time ofcontinuing, rapid change in the health 
care system and its information components. The standards for administrative simplification that 
the Department will soon publish~ under the Health Insurance Portability and Accountabilify Act 
of 1996. win in themselves lead to new developments in the transfer and use of information. In 
addition, the hoWldaries between health information and other information are blurring. 
Marketing uses of health information and health uses of marketing information may ultimately 
make this activity a subject for legislation. New technologies and new uses, unthought of before 
now, will present new issues and new concerns, These possibilities may well warrant legislative 
attention in the future, and bear carefu} watching, 

Aware of these contingencies, and of the need they may present for fUrther legislative attention, 
we nevertheless recommend that the Congress enact legislation now, based on what we know 
now. Today. we should move forward with legislation that protects the heart of the health care 
system ~ those who provide and pay for health care. and those who get infonnation from them, 
Delay will leave the public unprotected as more information flows to more pJaees, 

D. PRINCIPLES 

Our recommendations are founded on five key principles: 

Boundaries: An individual's health care information should be used for health purposes 
and oniy those purposes. sUbject to a few carefully defined exceptions. It should be easy 
to use information for those defined purposes, and very difficult to use it for other 
purposes. Federal health record confidentiality legislation should impose a legal duty of 
eonfidentiality on those who provide and pay for health care, and on other entities that 
receive health information fromlhem. 

Security. Organizations to which we entrust health information ought to protect it 
against deliberate or inadvertent misuse or disclosure. Federal law should require such 
security measures. 

Consumer Control. Patients should be able to see what is in their records, get a copy, 
correct errors, and find out who else has seen them. Our recommendations significantly 
strengthen the ability of consumers to understand and control what happens to their heaJth 
care information. 

Accountability. Those who misuse personal health information should be punished. and 
those who are harmed by its misuse shOUld have legal recourse. Federal law should 
provide new sanctions and new avenues for redress for consumers whose privacy rights 
have been violated. 

Publie Responsibility. Individuals' claims to privacy must be balanced by their public 
responsibility to contribute to the common good, througb use of their infonnation for 



important. socially useful purposes, with the understanding thal their information will be 
used with respect and care and will be legally protected. Federal law shQuld identify 
tho!oc limited arenas in which our public responsibilities warrant authorjzation of access 
to our medical information, and should sharply limit (he uses and disclosure of 
infcrrmation in those contexts, 

Federal privacy legislation should not require any disclosure of infonnatlon. except to patients 
who ask to see their own reeords. The recommended allowable disclosures are just that 
atlowable. Thus, for disclosures that are not compelled by other law, providers and payers 
should be free to disclose or not, according to their own policies and ethical prineiples. We offer 
these recommendations as a basic set of legal controls, But ethics and professional practice will 
in many cases dictate more guarded disclosure policies, . 

Similarly, where our recommendations would pennlt disclosure, they are not intended to create 
any new legal basis for refusing to disclose if such disclosure is required by other law, 

Finally, our reeommended standards are not intended to preempt or supersede other laws - State 
or Federal ~- that are more protective of individual privacy. 

The effect of implementing our recommendations would be that some current uses of informa
tion could not continue wilhout patient authorization. Some organi7..ations that get information 

'with ease r,ow may not be able to get information without patient authorization, or without 
meeting new requirements. We have designed the requirements to serve patients. 

These recommendations must steer a course between two eXlreme convictions: that privacy is 
already so compromised that attempts to control health infonnation are futile, and that privacy is 
so \\-.eighty a value that we must reverse our efforts to use information effectively. Legislation 
must, therefore. strike a balance thaI permits socially important uses of information while 
protecting the privacy ofpeople who seek care and healing. We believe our recommendations 
find thaI balance. 

The remainder oflhis Introduclion is a summary of the scope and content of what v.'C believe a 

Federal health information privacy law should provide. A more detailed description of our 

specific recommendations for the rights of patients and the obligations of those who hold health 


"information follows. Our recommendations are framed as expressions of basic policy for the 
major choices in designing such legislation, We appreciate the difficult choices and complex 
accommodations required to make Federal health privacy legislation a reality, We look fOf\'lard 
to work:ng closely with the Congress in developing such legislation, 
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E. BOU"IDARIES -- RECOMMENDED SCOPE OF A FEDERAL PRIVACY LAW 

There are four situations in which health information is collected, disclosed, or used. and that we 
recOmmend be addressed by Federal health privacy legislation: 

Provision of and Payment for Health Care. A F'ederaJ health privacy Jaw should focus on 
health care payers and providers and tne information they create and receive for the provision 
and payment ofhealth care. and on those who receive infonnation from those payers and 
providers, Providers and payers are the foundation of the health cate system, and the primary 
creators and coHee tors ofheaJth information, The provisions ofa Federal privacy law generally 
should apply to mformation about a patient collected in the provision of health care services or in 
the payment fer health care services. 

A Federal privacy law should apply uniformly, regardless of the setting in which health care is 
provided, A person seeking treatment should be abJe to discuss his or her medical eondition 
freely. with confidence that the information will be protected, whether treatment is sought from a 
private physician or hospital, a company doctor, or a community health center. Similarly. the 
law should apply uniformly to all such information, whether the information IS oral or y,Titten, on 
paper Or in a computer. 

A Federal health privacy law should limit the ways providers and payers can use identifiable 
health infonnation. However. it need not cover information that individuals voluntarily provide 
about themselves directly to parties other than providers or payers, such as retailers or marketers. 

Health care research that includes the delivery of health care should be included in Federal 
privacy protections. 'Information obtained in this context should be protected by a Federal 
privacy law, Research that does not involve eare, but which is based on medical records 
obtained from providers and payers, should also be protected, since the information is obtained 
directly from the health care system. 

Employers that render on-site health care for their employees. or provide health benefits through 
a self~funded heaHh plan, are acting as providers and payers, and in this context should be 
covered by a health privacy law. They should be able to collect and use identifiable health 
infonnation for health care and directly related purposes, but should not use the infonnation they 
collect a providers and payers for other purposes, such as hiring and firing. placement and 
promotions. 

Health infonnation often is obtained from individuals for purposes other than the provision of or 
payment for health care. and we recommend that these situations be addressed by other legisla~ 
tion. Thus. these recommendations do not extend to the results of a fitness-jor-duty examination" 
Nor do our recommendations address the need for protection of genetic tnfonnation in Federal 
and State DNA banks and DNA data banks for casualty identification or criminal investigation, 
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!~r of infomlation generated in workplace drugAesttng programs, Some existing uses or health 
information. should not be affected at all, such as reporting of birth and death and reporting of 
:~buse such as child abuse. The confidentiality risks of these collections of information should be 
(and often are) addressed by legislation specific to them, 

'We recognize that distinctions among the various holders of health information are not always 
j~Jear. We are particularly concerned about automobile and similar types of insurance that 
;,nclude a health coverage component, While these insurers may not be labeled "health insurers,'! 
~ls a practical matter they obtain the same infonnation in the same ways, and serve the same 
:functions. as health insurers. Similarly, there may be some grey areas regarding when an 
,!mployer lS funetlo'ning as a provider (and thus covered by a Federal privacy law) and when not. 
These are areas that would benefit from public debate and additionaJ fact-finding. We continue 
-to review specific instances, and may ultimately find that some information not now 
recommended for protection can and should be included in a Federal privacy law, 

Similarly. we recognize that the colJectjon~ development, and use of information about health 
'inatters by ,entities other than providers and payers can present serious privacy hazards, It may 
well he appropriate to imJ:ose confidentiality restrictions in those contexts. Vlhile we now 
recommend a Federal health privacy law limited to health information held by providers and 
payers (and those receiving such information from them), we also believe that the Administration 
,and Congress must continue to examine the hazards to privacy when health information is held in 
~ther settings. and consider ways of controlling those hazards . 

. Serviee Organizations. Providers and payers do not act alone. They engage other organizations 
lo assist in processing health information. These "service organizations!! may be claims 
processors, phannacy benefits managers that provide information to pharmacists about coverage 
~d drug interactions, or similar organizations that proccss information to help make the health 
care system work better. These organi.7.ations should be bound by the same restrictions that 
,apply to the providers and payers from which they obtain the health information. Service 
organizations have access 10 patients' health information as an inlegral part of the provision of 
and payment for heath care. and should be bound by a Federal health privacy taw. 

Limited Disclosures fOT National Priorities. Federal health privacy legislation should also 
allow certain uses of identifiable health Information needed to support national priority activities: 

/In exchange for this access to information, legislation also shou1d place strict boundaries arounp 
the use and redisc!osure of that information to ensure that it is used for the identified priority 
purpose only, The major nationat priorities which we recommend for this treatment are public 
health. oversight ofthc heallh care system, research, and law enforcement For these activities, it 
.is not always possible to obtain permission and, in many cases, dOlng so would create significant 
,obstacles in our efforts to fight crime, protect public health, or understand disease. 

- II 



However, along with access should come the duty to use that information only subject to 
legislative restrictions on how the infonnation may be used and disclosed t tailored to the 
particular situations. 

Disclosure with Authorization. Sometimes a patient v.ill authorize a provider or payer to 
disclose infonnation to a third person not directly subject to the Federal health confidentiality 
legislation that we recommend. In these cases, the patient should be able to enforce an 
agr~ement with that third person about how the infonnation wiH be used. Federal law should 
impose an enforceable obligation on the recipient to use the infonnation only in accord with the 
agreement made with the patient at the lime of the aUlhonzation. 

For example, ifa potential employer requires health infonnation as part of a background check 
for security purposes, the applicant can authorize his or her health care providers to disclose the 
information, But the employer's use of the information should be governed by the employer's 
statement of how it will use the inionnation, and that agreement should be enforceable. 

F. 	 SECURlTY 

We recommend that a Federal health privacy law impose new restrictions on health care payers 
and providers who cteate and receive hea.lth information, and on those who receive information 
from those payers and providers. Specifically: 

• 	 Patient-identifiable information should not be disclosed except as authorized by the 
patient or as explicitly pennitled by the legislation, 

• 	 Those holding such infonnation should be requited to implement security measures to 
protect the infonnation against reasonably anticipated threats. 

• 	 All disclosures of identifiable infonnation should be limited to the minimum necessary to 
accomplish the purpose of the disclosure, 

• 	 Patient information should be used within an organization onJy·fot purposes reasonably 
related to the purposes for which the infonoation was collected. 

• 	 A patient's authorization to disclose infonnalion should have to meet specific 
requirements. 

• 	 A provider or payer should not be allowed to condition treatment payment, or coverage 
on a patient's agreement to disclose healLh information unless the information is needed 
for treatment, coverage, or payment purposes. 

• 	 Those receiving information through a patient's authorization should be required to abide 
by the tenns of the authorization agreement, or face civil liability. 
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The attached recommendations provide the deiails for how sllch restrictions might operate. 
l<t1any of these recommended rules would simply codify sound professionaJ practices, For 
example. a provider should be able to use idenlinabie health information for mailing reminders 
to patients to schedule appointments. It should not be able ~~ absent patient consent ~~ to make 
.wailable it.!. patient list to a health company for use in a direct mailing announcing a new product 
or service (,)ven if that product or service might benefit the patient). Providers and payers 
!;hould be limited in their internal use of information. so that. for example, employers who obtain 
health information through their operation of self-insured health plans (Le. as payers) should be 
prohibited from using that information for personnel decisions. 

G. CONSUMER CONTROL 

America.ns should know what rules protect their health records. how those records will be used 
:md shared, how they can obtain their records and, if necessary, how they can correct errors in 
lheir records. We recommend that Federal iaw provide consumers with significant new rights to 
be informed about how their health infonnation will be used and who has seen that information. 
Specifically: 

" Providers and payers should be required to advise patients in writing of their infonnalion 
practices. This notice should state clearly how the infonnation will be used, and should 
also explain the patient's rights to limit disclosures, 

,
'. Paticnts should be able to see and get copies of their records, and propose corrections. 

" A history o.f disclosures should be maintained by providerS and payers, and be made 
accessible to patients, 

, 
Our intent is to. inco.rporate basic fair info.nnation practices into the health care setting, The 
attached re(:ommendations provide delails for how 10 make these consumer controls real. 

H. ACCOUNTABILITY 

The requirement to safeguard information must be supported by real and severe penalties for, 
violations. Federal legislation should include punishment for tho.se who misuse personal health 
lnformation and redress for people who are hanned by its misuse. Specifically:, 

There should be criminal penalties (including fines and imprisonment) for obtaining 
health infonnation under false pretcnses. and for knowingly diselosing or using medical 
Il1fo.rmation' in violation of the Federal privacy law. 

• 	 Penalties sho.uld bC higher when violations are for monetary gain, 
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• When there is a pattern or practice of unauthorized disclosure or other violations. there 
should be civil monetary penalties. 

• Any individual whose rights under the law have been violated, whether negligently or 
knowingly, should be permitted to bring an action for actual damages and equitable relief. 
For knowing violation attorney's fees and punitive damages also should be avaiJable. 

Only if we put the force oflaw behind our rhetoric can we expect people to have confidenee that 
their health information is protected, and ensure that those holding health information will take 
their responsibilities serious)y. ' 

I. PUBLIC RESPONSIBILITY 

A Federal health privacy jaw should permit limited disclosures of health infonnation without 
patient consent for specifically identified national priority activities. We have carefully 
examined the many uses that the health professions, related industries, and the government make 
ofheal1h infonna1ion. and we are aware of the concerns of privacy and consumer advocates 
about these uses. The allowable disclosures and corresponding restrictions we recommend 
reflect a balancing of privacy and other social values. 

Specifically. in addition to disclosure for health care and payment purposes discussed above, we 
recommend thaI Federal legislalion aUlhorize disclosure of health information without explicit 
patient consent for four nalional priority activities. Recipients of information under sueh a 
legislative authorization should also be bound by restrictions on use and further disclosure of the 
infonnation, tailored to their particular circumstances. 

Oversight of the Health Care System (including audi1. in\ies1igatjon~ quality assurante, and 
licensure). Combating fraud, abuse, and waste in heallh care and related payment programs is a 
major natIOnal priorily. In addition, we have both legal and ethical duties to improve the quality 
of health care and records review is essentiallO this important task. We recommend that the leg~ 
islation not add additional restrictions to access to health information for these purposes. No 
new judicial or administrative procedure should be required before oversight agencies can see 
health records. or use them against patients, providers, and others for wrongdoing in health or 
related programs. AI the same lime, eXisting legal constraints that govern access to or use of 

· such infonnation by oversight organizations should remain in place. We arc also recommending 
criminal penalties for ohtaining health information under false pretenses. 

For Publie Health, and in Emergencies Affecting life or Silfety. The importance of public 
health and emergency medtcal activities to Our health and safety cannot be overstated. Health 
information is necessary for tracing the source of rapidly spreading infectious diseases, finding 
links between diseases and their causes. and rendering appropriale medical care to victims in 
emergencies. We recommend that there be no new procedural burdens in the way of these 
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priQrity, oft'en urgent, activities. At the same time; public health workers should be prohibited 
from redisc,losing that information for any other purpose. 
, 

For Health Research. Research is essential to our health care. Federal law should permit use of 
information for research without consen~ under carefully-defined circumstances, and should al50 
include safeguards. including restrictions on redisc1osure, to ensure that individual subjects are 
not harmed, Federal requirements should include a determination by an institutional review 
hoard that tbe research does not involve more than minimal risk, that the absence of consent will 
_jot harm the participants, and that the research would be impracticable ifconsent were required, 

'~Ve also propose accommodating the special needs ofclinical trials. Generally, patients should 
have access to their own records. For clinical trials, however, we recommend a limited exception 
1'0 permit agreements that research subjects typically make, such as to forego access to their trial~ 
l~elated records for the duration of their participation in the trial, as long as they are consistent 
with Fcderzd rules for the protection of research subjects. 

:rursuant tr; Other Laws or CO'urt Orders, such IJS: to' Law EnfO'rcement Authoritie.'ft to' 

State Health Data Systems, and in Court Proceedings. Law enforcement agencies need 
;~cess to health infonnation for many purposes. We recommend that this Federal health privacy 
~aw not alter current practices; that is, it should neither expand nor contract current laws 
.~ovemjng disclosure of health infonnation to law enforcement authorities. In many inslances, 
'law enforcement authorities today can obtain, share, and use health information without patient 
,;onsenl and without legaJ process. We are not recommending changes to these practices. 
Similarly, existing legaJ constraints on law enforcement access to and use of medical infonnation 
.;hould remain in place. 
,I 
'I 

";Ne recognize that new issues are raised by the search capabilities of computerized records, and 
that there are arguments in favor of new restrictions to address these possibilities. However. 
until more experience is gained with the uses of computerization of these records, and !.he types 
~d frequency of requested searches, it is premature to ehange existing law in this area. 

J, 	 HOW FEDERAL PRlVACY LEGISLA TIO~ SHOL'LD RELATE TO OTHER 
LAWS 

Any Fedemllegislation controlling health information must be understood in the context of other 
~tate and Federal lav.'S that also address. either ,incidentally or directly. the confidentiality of 
,~eallh infOlmalion. In short, we recommend that existing confidentiality laws at both State and 
'Federal level whieh provide more protection remain in force. A new Federal privacy law should 
provide a basic level of protection for everyone - a "floor" of protection -~ without reducing 
~ther protections. 
, 

- 15 

,i 



- State Law. As 'noted above, there eXlsts today a patchwork of State health privacy laws. While 
some are comprehensive and strong, the array of protections y.-e recommend here would, in 
general, be stronger than most existing State law. 

We recommend that Federal health privacy legislation supersede State law that is less proteetive 
than the Federal law. If either the Federal or State law forbids a disclosure. the disclosure should 
not be made. Thus, the confidentiality protections should be cumulative, and the Federallegisla~ 
Hon should provide "floor preemption." 

We make this recommendation with the recognition that asingle national standard may be 
preferable from the administrative simplification perspective, and that some privacy interests 
might also be better served thereby< However, at this time, the freedom of States to protect their 
citizens' privacy through their 0\\111 legislation is more important than the benefits of 
standardization that totally preemptive Federal legislation would confer. The attention several 
States have given to this issue should be respected. Many States have statutes to protect' inforrna~ 
tion about HIV infection and AIDS patients, and about mental health patients, designed after 
wide public debate to suit local needs. In addition, the Federal government can clearly learn 
from the experiences of States as they respond to the complex task of protecting patient 
information in a rapidly changing environment .. 

Other Federal statutes that afford protection to liberty, privacy, and consumers' rights generaHy 
do not displace s.tronger State laws. At present. the goals of this proposal argue that it not break 
that tradition, 

In addition, Congress expressed a preference for leaving stronger State laws in place in the . 
Health Insurance Portability and Accountability Act of 1996, That Act calls for the Secretary of 
Health and Human Services to impose confidenili.dity controls on electronic transaction systems 
if Congress does not legislate on confidentiality by August 1999, and directs th.at any such 
controls not supersede State law with more stringent requirements,a Likewise, the standards for 
admjnistrativ~ simplification of health financial and administrative transactions. which that Act 

AHealth Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191, 
§ 264(c)(2). 110 Stat. 1936.2033 (1996). Congress has provided for confidentiality protection 
for a limited class of infonnation if legislation is not enacted. 

IfCongress does not enact legislation on standards for privacy ofheahh information transmitted 
in connection with finanCial and administrative transacilons (i.e: the information subjecl to the 
standards to be developed under section 262) within 36 months. the Secretary of HHS must iSsue 
regUlations with privacy standards for Ihesc lransactions within 42 months of enactment 
(§ 264(c)(1). This is timed to coincide with the effective date oflne standards under section 
262. 
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requires the Secretary of HHS to promulgate, may not supersede stronger State confidentiality 
laws," 

Privacy net.>ds, developments in health data systems, and the interests of nationwide 
administralive simplification for health transactions may ultimately justify preemptive Federal 
legislation, But, at least a1 present, as the National Committee on Vital and Health statistics 
noted, "this issue need not be treated as a single problem with a single solution. nlli 

If the Congress enacts Federal legislation leaving State controls in place, the impact of the 
respective laws on jndividual privacy rights and on effective use ofheallh information bears 
careful walching. To the extent that dual regulation impairs health care or the operation of infor~ 
matian and payment systems, poses risks 10 confidentiaJity arising from misunderstanding of the 
applicability of multiple laws, or creates uncertainty 1n patients about rights and redress, 
consideration of additional action, such as developing a single national jaw or preempting State 
laws in particular areas, may be warranted, 

Federal LlilW. Similarly, we recommend that a Federal privacy law not limit or reduce other 
Federal legal protections that control how infonnation about individuals is disclosed or used, As 
with State law, Federal privacy protections should be cumulative, 

For exampie, even where the recommended Federal privacy Jaw would allow a disclosure 
without patient consent or judicial process, it should not obviate the need to comply with other 
Federal statutes that do require consent or judicial process, Nor should it diminish any rights. of 
patients Or record holders, to challenge disclosures under olher Federal law. Ifanother Federal 
law requio!S legal process, Or specific showings, prior to a disclosure, a record holder should 

,remain obligated to observe those requirements. 
I . 
For Federal health records, the records management requirements and subject ~ccess provisions 

~'ofthe Privacy Act of 1974 should continue to apply, But we recommend that the Privacy Act's 
',disdosure provisions be replaced by the general heahh information disclosure restrictions we 
i! recommend, to the extent that the latter are more stringent than the Privacy Act. 

K. PARTICULAR CLASSES OF INFORMATION 

, At present, we recommend that Federal health confidentialilY law (reat all types of health 
'infonnation alike. The intent is to provide a meaningful minimum floor of privacy proleclions in 

" 'Social Security Act § I 178(';)(2)(B). added by section 262 oflhe Health Insurance Porta
': bility and Accountability Act of 1996, 

:OHealth Privacy and Confidentiality Recommendations of the Nalional Committee on 

Vital and Health Statistics. Approved on June 25. 1997 
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Federal law for all types of health infonnation. We recognize) however, that there is a great deaJ 
of support for providing additional protection to certain types ofheahh care information that 
people feello be particularly sensitive. For example, Federal and State laws already provide 
stronger protections for certain information, (such as infonnation about HIV status, substance 
abuse patient information. and mental health records). and we recommend that these standards 
remain in place. We further recognize that additionai types ofparticularly sensitive information 
may be identified for special protection in the future. and look fOrWard'to working with the 
Congress in detennining when such protections are appropriate, 

The following are our reconunendations for the contents ofa federal health privacy statute, 
There will be many important details to be discussed, both in drafting legislation and then in 
developing implementing regulations. The following recommendations are not intended to 
address privacy policy at that level of detaiL Rather, the following·are statements of principle 
and policy that describe our recommended framework for federal health privacy legislation. We 
look forward to working with the Congress on a bi~partisan basis to advance these principles and 
enact Federal legislation that provides a basic set of rights with respect to health information to 
aU Americans. This is an essentiul begilUling. 

II. 	 THE RECOMMENDAnONS 

A. 	 COVERAGE 

I, 	 PROVIDERS AND PAYERS, AND THOSE WHO RECEIVE INF9Rll1A nON 
FROM THEM 

We reeommend thaI Federal health privaey Jegislation apply primarily to 

health care providen and payen. 


We recommend that perSons receiving information under the provisions ot 

such legislation without patient authorization for health oversight, publie 

health, resean:h, Slate data system purposes be subject 10 the nquirements 

of the legisJation. 


We recommend that health care providen be defined as persons who receive, 
creale. use, or maintain, health infonnation whlle.providing health care in 
tbe ordinary course of business or practice of a profession. pursuant to 

"license, cer1ificatlOn. registration, or olher legal authorization. 	 I 
I 
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We recommend that payers be defined to include persons who pay for health 
care through contracts of insurance or in connectiop with empJoymenl, and 
government programs that pay for care under a benefit plan, 

The legislation we recommend should apply in the firSt instance to providers ofheaith care and 
payers for health care, They are at the heart of health care, and typically receive information 
:iirectly from patients and generate health information. They are often one and the same. 

(n turn, others who receive health information under the provisions of the legislation withoul 
patient authorization should be bound by its requirements. They are referred to as "those 
'receiving heruth information under the provisions of the law without patient authori7..ation." 

Providers are persons -- individual and institutional -- who receive. create, use, or maintain, 
health information while providing health care (including preventive heaHh services) in the 
Drdinary course of business or practice of a profession, pursuant to license, certification, 
registration, or other legal authorization. 

'Health care payers pay for health care pursuant to advance agreements or statutory obligations ~
the range of entities commonly described as "plans." They may include licensed insurance 
companies, hospital or medical service corporations, health maintenance organizations. or other 
,entities licensed or certified by a State to provide health insurance or health benefits. They 
include employee welfare benefit plans and other arrangements that provide health benefits, 
whether or not funded through the purchase of insurance policies or contracts. They include 
.public programs that pay for health care under a health benefit plan, such as MedJcare. Medicaid, 
:the health programs ofthc Veterans Health Service, and the Civilian Health and Medical 
Program of the Unifonned Services (CHAMPUS). The term should not be defined to include 
individuals and families who pay for their own care: 

,The definition does not encompass liability insurers who receive health information, as needed, 
pursuant to claimants' amhorization. Nor does it include life insurers, who receive infonnation. 
with the patient'S authorization, not as part of health care or payment, but to make underwriting 

, decisions. , 

We are making no recommendations with respect to including workers' compensation under 
Federal henlrh privacy legis~ation a1 this time, Although workers' compensation carriers receive 
health care infomlation in much the same manner as health plans, the need under workers' 
compensation systems to coordinate the health benefits provided with both the indemnity 
benefits (e,g .. lost wages and disability payments) provided under the system and the 
detenninalion ofa worker's ability to return to work raises potential questions about the 
appropriateness ofcertain disclosures of medical information_ We are continuing to review the 
need for federal privacy standards in this area and will infonn Congress of any recommendations 
that we have in this area when we complete our review. 
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We do not recommend that employers as such be controlled by the legislation, But they should 
be considered health care providers or payers when they actually perform those activities, and 
obliged to conduct themselves accordingly. (Controls on employers' use of health information so 
obtained for other purposes is discussed below in LIMITATIONS ON USE)" 

Z. COVERED ACTIVITIES 

We recommend that health care be defined to include 

any preventive~ diagnostic} therapeutic, rehabilitative. maintenance, 
or palliative care, eounseling, 5uviee, or procedure wjth respect to the 
physical or mental condition, or funetiooal status, of a patient or 
affecting the strueture or funetion of the body; 

any sale or dispensing of a drug, deviee, equipment, or otber item 
pursuant to a preseription; and 

proeurement or banking of blood, sperm, organs, or any other tissue 
for administration to patients. 

3. COVERED INFORMATION 

We recommend tbat health information include any information, oral or 
recorded, in any form or medium. including demographic information 

that relates to the past, present, or future physical or mental bealth or 
condition of a patient, the provision of health care to a patient, or tbe 
past, present, or future payment for the provision of health care to a 
patient; 

that is received+ ereated! used t or maintained by a health care 
provider in the ordinary tOurse of business or practite of a profession, 
or by a bealtb care payer, or received by entities receiving informa~ 
tion under tbe pro\',sions of tbe legislation without patient 
autborization; and 

tbal identific..'i the individual, or witb respect to which there is a 
reasonahle basis 10 believt that the information can be used to identify 
the patient. 

We recommend that the legislation cover any information about the patient held by providers and 
payers for their health care and payment activities. Thus, information that in other settings 

- 20



would not te health information ~~ name, identification number, empJoyment status, address. 
tinancial data, family size, education. employment history .- should be covered by the 
protections of the legislation we recommend ifheJd by a health care provider or payer for health 
~:are or payment purposes, 

The description of identifiability we recommend follows the text of the administrative 
:.implification provisions of the Health Insurance Portability and Accountability Act of 1996 
':Social Security Act § 1171(6)), We recommend that a legislative definition be no more specific 
it this time, A precise advance definition is difficult, and there is inadequate basis a1 this time 
for recommending one. The only effective fonnulation now is a test of reasonableness: 
Infonnation is identifiable if there is a reasonable basis to believe that the information can be 
used to ide:1tifY an individual. 

No single rule can define what constitutes readily identifiable data, Infonnation is clearly 
'identifiable ifit includes a name, sodal security number or other generally kno'Ytn or readily 
availabJe identification number. or photograph. Health infonnation will normally be idenli flahle 
within providers and payers. and the idcntlfiabiJity question wiU typically have to be answered 
'when information is to be disclosed outside a provider or payer. Reasonableness may depend on 
a judgment based on what other information is knO\\Ti to be available to a recipient, and the 
amount ofeffort and time that would be needed to achieve a positive identification. 

Other legal formulations are not more precise than the HIPAA fonnu1ation, The European 
Union data protection directive. a recent well~debated fannutation of privacy rules, uses thjs test: 

an identifiable person is one who can be identified, directly or indirectly, in partIcular by 
ref,~rence to an identification number Of to one or more factors specific to his physical, 
physiological. mental, economic. cuhural or social identity~ (Art, 2(a)} 

'The Council of Europe's HRecommendations of lhe CommiUee of Ministers to Member States on 
the Protection or Medical Data" (No. R(97)5 (1997)) Slates a reasonableness test, but adds an 
"effort" sllmdard: 

""the expression "personal data" covers any infomlation relating to an identified or 
identifiable individual, An individual shall not be regarded as "identifiable" if 
identification requires an unreasonable amount of time and manpower. (Appendix, Art L) 

:: The standard we recommend should not be read 10 mcan that information is identifiable if there 
is a remote chance that somebody might possibly be able to identify a patient from a general 
description. The Panel on Confidentiality and Data Access of the Committee on National 
Stalistics addressed this issue, and noted that zero-risk requircmcnts for disclosure of statistical 
records were unrealistic. It recommended a standard that calls for a "reasonably low risk of 
disclosure of individually identifiable data." (George T. Duncan ct ai, eds., PrivCJle Lives and 
Public Policies: Confidentiality andAcce;r;sibilily n/GOt'ernmenf SWlislics 137 (1993». The 
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panel recommended that the Office of Management and Budget should continue to eoordinale re
search work on statistical disclosure analysis (at 155-157). This will be espe<oially important as 
changes in the character and availability of technology ailer the quantum of information 
constituting an identifier. Our recommendations include authority for issuance of guidelines for 
what levels and amounts of infomlation conslitute "identifiable" information, and guidelines for 
minimum allowable disclosures in particular situations (IMPLEMENTAT10N. below). 

Records disclosed in a form not intended to be individually identifiable should not be used 
intentionally to identify a person. A person who obtains such information with the intention of 
identifying individuals should be regarded as having obtained health information under false 
pretenses (CRIMINAL PENALTIES, below). 

Our recommendations do not distinguish among different types of health information based on 
presumed sensitivity, although we recommend leaving in piace State and Federal ia'WS that make 
that distinction. Our intent at this time is to recommend a meaningful minimum floor of privacy 
protections in Federal law for all types of health information. At the same time; we recognize 
that there are arguments for providing additional protection to certain Iypes of heahh information 
that people view as panicularly sensitive. We can learn from. and build on, States' experience 
with privacy laws that protect such information, and work with interest groups, privacy 
advocates, and others to assess how such information is best protected. Such information could 
be the subject of future Federal actIon; 'We look forward to working with the Congress in 
detennining when such protections are appropriate. 

We recommend mal research in which care is not delivered not be considered "health care," and 
thus not covered. There are some existing protections for information gathered solely for re
search, which should continue to apply (RESEARCH, below). 

4. SERVICE ORGANIZATIONS 

We recommend that providers and payers. and those receiving information 
under the provisions of the legislation witbout patient authorization, be 
permitted to engage othu organizations. "service organizations," pursuant 
to contractuaJ arrangements, to carry out functions for them that require use 
of healtb information, 

We recommend thai providers and payers be required to advise their service 
organizations ihat thelrwork is subject to tbe law, whereupon these 
organizations should become subject io the law. 

We recommend that service organuutions be obliged to observe the usc and 
disclosure rcstrictions, and to have a statement of information practiees and 
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to make it avaiiabJe upon request, but not be obliged to provide subject 
1\ access and correction rights. 

"'~uch heaJth information obtained and used by the providers and payers is processed by service 
?rganizations engaged by contract The patient does not have a. direct relationship with these 
organizations and typically does not know of their role in the flow of infonnation. 
II . 
,Physicians and other providers engage companies to code, and to process bills and forward them 
fO the appropriate payer. These companies may in tum deal with others engaged by payers. 
~etween them. yet other companics may process health information by passing it from a 
provider's clearinghouse to a similar organization engaged by a payer. In some instances, these 
organizations make substantive or adjudicatory choices affecting the patient on behalf of their 
'principals. In others. they do not. and may not retain thc infonnauon in ways that pennit easy 
retrieval 

,, 
IOften there are nol clear distinctions among the functions thesc many processors are perfonning. , 
As an agent of a payer, a phannacy benefit management company adjudicates and pays claims, 
bd may manage a fonnulary. It also provide health care, in conjunction with the phannacist, in 
looking for drug interactions ~~ advising the phannaeist. physician, or patient that a prescribed 
~rug taken in combination with One prescribed earlier may have adverse effects. A payer may 
engage a phannacy benefit manager to operate a disease management program to assist patjents 
in managing their illnesses, often chronic conditions such as asthma and diabetes, by education 
'through direct mail and telephone communication to the patient, online communication with phy

,sicians and pharmacists, and video materials. 

We recommend thal everyone in this chain of information handling be covered by the same rules. 

Patients must be assured that their privacy protections are not lessened when the providers or 
payers. with which they have established relationships give infonnation to outside service 
organizations for processing, Thus, service organizations.. once advised of the nature of the in
,formation they are handling. should be independently bound by the confidentiality restrictions 
~pplicable to the principal which engaged them. 

, 
,[They should not use or disclose patient inforntation unless thcir principals explicitly pennit, and 
'the principals should be bound by the legislation in granling such permission. Thus, a service 
"organization should not make independent use of this information unless the provider or payer 
'permits such use, and then only if the legislation pennits such use, i.e., with the authorization of 
'the p8tlent, or for a purpose for which the payer or provider could use it or disclose it. 

IThe complexity and multitude of these arrangemcnts, and the typical lack of conlact with the 
'patient, make it impractical to impose On service organizations the oblLgation to provide access 
and correction rights (discussed below in PATIENT INSPECTION AND COPYING OF 
RECORDS and PATIENT CORRECTION OF RECORDS.) However, patients should be 
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able to exercise these rights by contacting their providers or payers.'and providers and payers 
may by contract require lheir processors to provide the necessary access and correction. Service 
organizations should not be required by law to offer patients a statement of the information 
practices. but they should be required to have such a statement and to make it available upon 
request. 

Processing of information by these organizations is a natural and understandable source of 
concern. There have been proposals that patients be permitted to forbid the computerization of 
their records, or othef"o1se to control directly the flow of information through the payment 
system, The National Committee on Vital and Health Statistics considered this possibility and 
had this observation: 

The Committee is not sympathetic to the notion that patients should have a choice in the 
technology used to create, store and transmit health information. This is not"a choice that 
record subjects [have1 for reeords maintained by other third party record keepers such as 
banks and employers. Requiring health record keepers -- who are spending vast sums on 
computerization -- to retain parallel paper systems is impractical and cosHy. It would 
deny the benefits and savings that the Congress has already determined will result from 
inereased use of modem tnfonnation technology. Computers are an inevitable part of 
modem health care and indeed are intrinsic to the actual delivery of hospital care today, 
Patients must accept trus and move on to debate the proper protections for records in a 
computerized environment. (Health Privacy and Confidentiality Recommendations of the 
!'olational Committee on Vital and Health Statistics, Approve~ on June 25, 1997) 

Control at this level of detail would be harrnfulto patients, since the effective and rapid 
processing of information, often for the benefit of the patient, depends on computerized systems. 
Our recommendation is for legislation that pennils relationships necessary to operate the care 
and payment system, with common legal controls on all concerned to protect the patient informa~ 
tion. 

However. should it appear in the future that pattent interests are being compromised by 
contractual arrangements that obscure choices about use and disclosure of infornl3tion, or that 
thwart legitimate patient control over information. Congress might want to consider imposing 
obligations directly on these entities .. 

In addition to engaging outside organizations to process information about patients, providers 
and payers will on occasion need to give i~entifiable information to attorneys, insurers. auditors. 
and similar special~purposc service organizations. These recipients should be subjecllo the same 
use and disclosure restrictions that apply to the infonnation in the hands of the providers and 
payers. 

A similar mechanism. provision for a "qualified service organization," has long been in use under 
the Federal substance abuse confidentiality statute (Pubhc Health Service Act § 543. 42 U.s.C 
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~j 290dd... I). The regulation'interpreting (hal statute pennits substance abuse treatment providers 
lQ share patient infonnation with outside organizations under agreements similar to the ones we 
propose here (42 C.F.R. §§ 2.11 (Qualified service organization) and 2.12(c)(4)). 

:;. SERVICE ORGANIZATIONS· GOVERNMENT AGENCIES 

We r~oJt}ntend that providers and payers whjch are Federal, State, Of loeal 
government agencies he permitted to employ other government agencies, in 
accord with applicable law, to carry out funetions for them that require
identifiable health information. The other governmental organizations 
should he subject to the same disclosure and use restridions as the covered 
,nlity. 

'This is a governmental cOW1terpan to the previous recommendation, Entities which provide or 
:i'ay for health care, including govenunent ageneies; should be obliged to limit patient health in
fonnation to the units or organizations actually perfonning those functions, However, 
,~ovemment health providers or payers might on occasion use either outside private organizations 
(as discussed above) Or other parts oftheir own departments or other departments of goverrunent 
for functions that involve personally-identifiable information, such as central data processing 
facilities. Ukewise, Slate attorneys general's offices, and the Department of Justice, provide 
legal services to State and Federal health care facilities and may in the course of that work have 
1\ccess to health infonnation, For such divisions of work within government, existing statutes 
may govern relationships, and the private contractual model is not directly useable. But thc 
,ervice agencies should be subject to the same use and disclosure restriciions as the covered 
:mtity, and thus should not use infonnation about patients obtained in the course of this work for 
:Ilher pUrp<}ses. 

B. BASIC REQUIREMENTS 

We ~ommend thaI there he a duty not to usc or diselose health infQrmation except 
as authorized by the patient, or as explicitly permitted by thc legislation. 

We rewmmend that there be no duty to diseJose information (encpt to the 
patient), and that other laws providing greater protection for health informa
don, or rights for the patien', remain in effect. 

1. LIMITATIONS ON USE 

We recommend that providers and payers and those receiving information 
under the provisions of the legislation without patient authorization be 
permittcd to usc the heaUh information only for purposes compatible with 
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and direttly related to tbe purposes for which the information was collected 
or received, or for purposes for which they would be authorized to disclose 
the information. 

We recommend that legislation constrai!l the use or information within organizations, 
Organizations with many purposes and activities do on occasion create or collect information 
while acting as health care providers or payers. They may also receive information from 
providers or payers, 

The fact thal an organi7.ational entity holds information is not a proper basis for its uncontroJled 
use within the organization. Under the requirement we recommend. entities holding records 
should have to make distinct and explicit choices about which activities ate'sufficiently , 
connected with their health activities to warrant the use ofidentifiabie health information. Other 
uses could be made only with patient authorization, or under provisions of the legislation that 
permit disclosure without patient authorization. 

This requirement should not interfere with normal uses of information in the health care deJlvery 
or payment process, bur should prevent uses extraneous to health, and may limit some existing 
uses of health information. We recommend that this be a somewhat more restrictive control than 
the federal Privacy Ac~ which permjts disclosure to officers and employees of the agency 
maintaining the record who have a need for the record in the perfonnance of their duties (5 
U.S.C. § 552a(0)(1». . 

It is not possible or desirable to set forth in legislation all appropriate internal uses for health 
information by providers and payers, A general statutory standard is required,and 50 our 
recommendation calls for limiting use ofhealth information to purposes compatible with and 
directly related to the purpose for whieh the information was collected or received. 

For hospitals. for example, the use of health information to provide health care is obviously 
within the purpose of collection, and providing heal1h care includes a wide variety ofactivities 
like management analysis, quality aSSurance and similar oversight activities, carrying out 
mandates oflaw. teaching, training, and research activities. Likewise, a provider or payer should 
be permitted to use information internally for a purpose for which it could make a disclosure. 

This limitation on how patient infonnation is used is especially applicable to organizations that 
are nm primarily health eare providers or payers. but that perform those functions, such as 
employers, This proposal is: not intended to covcr employers as such. Existing laws (such as the 
Americans with Disabilities Act of 1990 § 102 (42 U.S.C. § 12112) and the Rehabilitation Act of 
1973, (29 V.S.C. § 793) (with regulation at 41 C.F.R, § 60-741.23)) constrain the collection. use 
and disclosure of health infonnalion by employers and should not be disturbed 

But we recommend that employers. when they fUIlCtion as providers or payers. be required to 
conduet themselves as such under the legislation. Workers have worried that employers get 
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Jlealth information about them, and often their families, in the claims payment process, and may 
llse it to discriminate against them. (Marilyn J. Field and Harold T. Shapiro, eds., Employment 
,md Health Benefits: A Connection at Risk at 148 (1993)). This study by the Institute of 
Medicine recommends explicitly (at 246) that employer access to certain information collected in 
i;onnection with health benefits be limited through controls similar to those in the Americans 
with Disabilities Act of 1990. 

We recommend just such eontrols, by regulating how an employer uses information received in 
the payment proeess, either as a self-insurer or by proeessing e1aims en route to an insuranee 
l;ompany. Information should not be used outside of the payment activity_ An employer eould 
110t use it, ~:)r example, to make decisions about promotions or job assignments. Even if 
i!mployers have information' in identifiable form for statistieal and analytic operations related to 
payment. or for oversight of an outside payer, the legislation should forbid its use for anything 
:Jut these payment-related purposes. Employers ·should be required to build impermeable barriers 
:Jctween activities that use health information and their other aetivities. 

,The same eonsiderations apply to health care delivered by an employer, or on the employer's 
)remises, or by employee assistance programs. The information obtained in rendering these 
:lealth services should not be used by the employer for purposes outside the purposes for which it 
:r'as collcw!d, except as authorized by the patient or otherwise allowed by the law. 

The examp:les here are from the employment context; the requirement should be applieable to all 
·who have health information. 

Z. SAFEGUARDS AGAINST DISCLOSURE 

We recommend that providers and payers and those receiving information 
Ir und.er the provisions of the legislation without patient authorization be 

required to maintain reasonable and appropriate administrative, technical, 
and physical safeguards 

to ensure the integrity and confidentiality of health information; and 

to protect against any reasonably anticipated threats or hazards to the 
security or integrity of the information and unauthorized uses or 
disclosures of the information. 

:We recommend the statutory formulation of a basic obligation of all record holders -- to 
~afeguard the information. 

No legislation can effectively specify ho~ lO do this. but it can require diligent and attentive 
choices of security measures. The technology is varied and dynamic, and different types of 
technology and information call for different types and degrees of security. We recommend that 
II 
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the legislation require providers and payers to take the appropriate levels and types of protective 
m~asures. The legislation should not create an obligation ofabsolute security. The key words 
are ureasonahle," "appropriate,!! and ureasonably anticipated," to permit consideration_of the 
degree of risk, the likely consequences of compromise, and the expenditure, finaneial and other, 
required to address the risk. 

The measures should especially include employee education, clear and certain punishment for 
misuse, and technical controls on access to information within an organization. since there is 
evidence that a substantial threat to information is careless or deliberate misuse oy those who 
have authorized access to it in their nonnal work aetivities. 

A growing body of policy and technieal material will help managers in fonnulating their plans in 
this regard. 

The Office of Management and Budget has promulgated policy establishing a minimum set of 
controls t~ bc included in Federal automated infonnation security programs (OMB Circular A~ 
130, Management ofFederallnfonnation Resources, Appendix Ill, (February 1996». 

A recent study (commissioned by the National Library of Medicine of the National Institutes of 
Health and funded by tbe Library with additional support from the NIH Warren G. ~agnuson 
Clinical Center and the Massachusetts Health Data Consortium), identifies best practices in 
social and technical mechanisms for protecting privacy and maintaining security that are '.. . 

-currently used in infonnation systems for health eare. (NationaJ Rcsearch Council. Computer 
Science and Telecommunications Board, For the Record: Protecting Electronic Health In/orma~ 
tion (1997)). 

TIle Health Insurance Portability and Accountability Act of 1996 requires the Seeretary of Health 
and Human Services to develop standards for electronic transmission of financial and 
administrative infonnation about health transactions, including security standards. Most of these 
standards will be published for initial comment this year. . 

The Center for Democracy and Technology has produced Privacy and Heallh "In/ormation 
Systems,- A Guide 10 Profecting Patten! Confidentiality (19%), a guide, to help designers of 
electronic health information systems to identify and deal with confidentiality issues. 

, 
The Compuler~based Patient Record Inslitute (CPR]) has produced a series ofpublications with 

guidance on security policies for computer-based patient records. (GUidelines/or Establishing 

In/ormalion Security Policies at Organizalions' Using CompUler~based Pariem Records (January 

1.996), Guidelines Jor In/ormation Security Education Programs (June: 1995), Guidelines for 

Managing ip!formmion Securiry Programs (January 1996), Sample Con.tideniiality Sralemenrs 

and Agreements (May 1996), and Security Features for Computer-based Patienl Record Systems' 

(September 1996)). 
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:I. MINIMUM DISCLOSURE 

We recommend that all uses and disclosures be restricted, to the e:xtent 
pra~tieable, to the minimum amount or information necessary to accomplish 
the purpose for wbich tbe information is used or disclosed. 

This recommendation is for an obligation to design systems to limit the amount of information 
, rhat is disclosed to the minimum necessary for the intended purpose, 

Any judgment about what is practicable~ and what is minimwn. must take into account the 
\cchnical capabilities of record systems and the costs of limiting uses and disclosures. It is likely 
";0 be easier to limit disclosure when disclosing computerized records than when providing access 
"to paper t:ecords. Technological mechanisms to limit the amount of information available for a 
.particuJar purpose, and make information availabJe without identifiers. are an· important 
Xfntribution ofcomputerization to personal privacy. For example. limited fields of information 
um be disclosed) and identifiers ,can be stripped. As a practical malter; $Otting through paper 
records to t:"nsurc that only the minimum amount is disclosed will be expensive and time
::onsuming and can rlsk compromising the integrity of the record; and these factors relate to 
practicability. 

As technologies develop, it will become easier and cheaper to provide minimum infonnation and 
to limit disclosure. We recommend thal a Federal agency be authorized to issue guidelines for 
what 1evels and amounts ofinfonnation constitute "identifiable" information, and guidelines for 
minimum i!llowable disclosures in particular situations. 

Recent studies have emphasized the value of privacy-enhancing technologies (PETS) in 
accomplishing necessary transactions with a minimum of identifying information. The Dutch 
Data Protection Authority and the Information and Privacy Commissioner for the Province of 
Ontario, Canada, both governmental privacy protection entitles. recently collaborated in 
producing a report exploring privacy technologies that permit transactions to be conducted 
anonymously. (Infonnation and Privacy Commissioner/Ontario, Canada, and Registratiekamer, 
the Netherlands, Privacy-Enhancing Technologies: The Path to Anonymily (1995)). 

The provis},on we recommend should not be a basis for automatic withholding of records in 
situations where lhe requester is best positioned to detennine what information is necessary. such 
as oversight and public health investigations. 
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C. PATIENT AWARENESS AND CONTROL 

1. EXPLANATION OF INFORMATION PRACTICES 

We recommend that providers and payers, and those receiving information 
under the provisions of the legislation without patient authorization, be 
required to prepare II written notice to inform patients of their information 
practices and of the patients' rights regarding the health information. 

We recommend that the explanation be required to provide information on 
whatc,'er rights the patient has with respect to information, including, if 
appliCBble 

the uses and diseJosures of information authorized undertbe 
legislation and intended by the bolder, as well the protections 
availablej 

the right of the patient to prevent or limit disclosure in whatever 
circumstances that right existsj 

the right to inspect and copy information and to seek amendments; 

the procedures for autborizing diselosure of information and for 
,revoking disclosure authorizations; 

the procedures for the exercise of rights uuder tbe legislation, and the 
procedures, if any, for <:omplaint, redress, or appeal; and 

the fa<:t that service organizations and those receiving information 
under the provisions of the legislation without patient authorization 
have explanations ofinfurmation practices which are available upon 
request. 

We recommeud that prOViders and payerS be required to gi\'e patients this 
explanation, or at least adVise patients affirmatively of its ayaiiabiJity and 
provide a copy upon request. 

'We re<:ommend that service organizations and those receiving information 
under the provisions of the legislation without patieut authorization be 
required to develop explanations of information practices meeting the same 
standards, and to provide a copy to patients upon request. 

- 30· 



.\n infonned citizenry is essential to protection ofprivacy. The basic struclures for protection of 
health information should include requirements tha~ patients be toJd what is being done with in
lormation about them, and what their rights are. 

The Privacy Working Group of the President's Infonnation infrastructure Task Force fonnu1ated 
personal privacy principles (Principles for Providing and Using Persona/ln/ormafion (June 
1995)), and three of them point to the centrality ofpublic information and education: 

11.B. Notice Principle. Information userS who collect personal infonnation 
directly from the individual should provide adequate, relevant infonnation about: 

1. 	 Why they are collecting the information; 
2. 	 What the infonnation is expected to be used for; 
3. 	 What steps will be taken to protect its confidentiality, integrity, and 

quality; 
4. 	 The eon&;quences of providing or withholding infonnation; and 
5. 	 Any rights ofredress. 

(I,E, Education Principle, [nfonnation users should educate themselves and the 
public about how information privacy can he maintained, 

III.A. Awareness Principle. Individuals should obtain adequate. relevant 

infonnatlon about: 


1. 	 Why the information is being collected~ 
2. 	 What the information is expected to be used for; 
3. 	 What steps will be taken to protecl lIs confidentiality. integrity, and 

quality; 
4. 	 The consequences of providing or withho~ding information; and 
5. 	 Any rights of redress . 

. 
Likewise. the National Information Infrastructure Advisory Council (a public advisory 
;:;ommince 10 the President's Information" Infrastructure Task Force) issued a statement. Common 
Ground: Fundamemol Principles/or the National In/ormation Infrastructure (March 1995), 
which includes the following among its privacy and security principles: 

10. Collectors and users of personally identifiable information on the NIt" should provide 
tim"ly and effective notice of their privacy and related security practices. 

II, Public education about the NIl and its potential effect on individual privacy is critical 
10 the success of the Nil and should be provided. 

The reasoning behind these principles emphasized loot the public should be aware of uses and 
[mnsler of information that may nol be eJear or obvious. Health information is transmitted and 
used by a large number of agencies and institutions, and patients should know at least in a 
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general way where it is going, how they can make corrections, and how to find out more infor
mation, 

The explanation is of special importance in view of our recommendation below (HEALTH 
CARE AND PAYMENT) that disdosures of health infonnation for health care and for payment 
be permitted without patient authorization, but that patients be pennined 10 object to particular 
disclosures for these purposes. The explanation of the patient's right in this regard is an integral 
element (together with direct legal controls on use of information by providers and payers) of 
this more realistic and informed patient control of information that we offer to replace the 
consent processes under which patients now pennit their records to be passed around, 

The Privacy Act of 1974 requires that Federal agencies advise the subjects of Federal records of 
tIleir intended uses (5 U,S,C, § 552a(e)(3». Cable television subscribers are entitled, under the 
Cable Communications Policy Act of t984~ to an annual notice of the cable company's informa~ 
tion practices (47 U,S,c' § 551(3», The recommended requirement would bring these salutarY 
practices to health infonnation, 

All organizations should be required to have statements to inform patients, if they request it, of 
how they uSe health information, and what the rights of the palients are. The health care 
providers and payers, which have direct relationships with patients, should make this explanation 
available in an affinnative fashton. for example, at health care facilities, or with written material 
sent by mail to subscribers to health insurance plans, We recommend that the legislation require 
a \\<Titten explanation 1hat can be retained by the patient, so that patients can examine the policies 
and become aware of their rights at their leisure (when not under the anxiety sometimes attendant 
to receiving health care) and consult others as necessary, At the same time, we do not believe 
that it is desirable to prescribe in legislation the details of how fhe notice shOUld be given. 

Federal agencies could incorporate in the explanation proposed here the notice of information 
practices reqUired by the Privacy Act. 

Organi1.ations that do not have direct contact with patients should also be required 10 prepare 
such an explanation and to make it avaiJable upon request . 

2. PATIENT INSPECTION AND COPYING OF RECORDS 

We recommend that patients be allowed to inspect and copy health informa .. 
tion about them held by providers and payers. We recommend that patients 
be aHowed to inspect and copy health information held by public health 
authorities, and by oversight agencies in any situation in which an oversight 
ageney has made an adverse decision abouf the rights~ benefits, or privileges 
of the patient. 
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We recommend that those holding health infonnation be permitted to deny 
patient inspection of particular information under any of these 
circumstances: 

the information is about another person (other than a health 
care provider) and the holder determines that patient 
inspection would cause sumcient harm to another individual to 
warrant withholding. 

inspection eould be reasonably likely to endanger the life or physical 
safety of the patient or anyone else. 

the information includes information obtained under a promise of 
confidentiality (from someone other than a health care provider), and 
inspection could reasonably reveal the source. 

the information is held by an entity that has received it under the health 
oversight provisions of the legislation, and access by the patient could be 
reasonably likely to impede an ongOing oversight or law enforcement 
activity. 

the information i5 collkted in the course of a clininl tria", the trial is 
in progress, an institutional review board has approved the denial of 
aecess\ and the patient has agreed to the denial of access when 
consenting to participate. 

the infonnation is compiled principaHy in anticipation of. or for ase 
in, a legal proceeding. 

We recommend that providers and payers be permitted to deny inspection if 
the information is used solely for internal management purposes and is not 
used in treating the patient Or making any administrative determination 
about the patient, or if it duplicates information available for inspection by 
the patient. 

We recommend, in instances where a patient is to be denied inspeetion~ that 
the holder of the record be required to make available to the patient, to the 
maximum extent possible, any portion of the health information which js not 
allowed to be denied to the patient under the standards above. 

We recommend that providers and payers be permitted to charge a 
rea!j{mable~ cost-bllscd fee for inspeetion and copying it record. 



We recommend that entities obliged to provide inspe4!tion rights be required 
to make a decision on patient inspection within 30 days of a request, and that 
if tbey deny inspeetiO'n rights they be required to' give the patient a written 
statement of tbe reason. 

We recommend that existing rights of subject access and correction under the Priva~ 
ey Act of 1974 not be diminished. 

The ability to see one's own record is central to effective control of information and is a basic fair 
information practice, A patient's decision whether to disclose a record may depend on what the 
record says, and so access to the record is integral to making an informed choice to disclose in~ 
formation. , 

The "Code of Fair Information Practice" recommended in 1973 by the Secretary's Advisory 
Committee on Automated Personal Data Systems inclUdes as one of its five basic principles: 

There must be a way for an individual to find out wbat information about him is in a 
record and how it is used. 
(U,S. Department of Health and Human Services, Secretary's Advisory Committee on 
Automated Personal Data Systems, Records, Computers, and the Rights a/Citizens 41 
(1973». 

The Privacy Protection Study Commission recommended that this right be available. (Personal 
Privacy in an information Society 299 (1977», A right to see one's record is available by law in 
31 States (described in Public Citizen Health Research Group, Medical Records,' Gelling Yours 
(1995», and has been a right (with very limited exceptions) in Federal health record systems 
since the Privacy Act of 1974 (5 U.S.c. § S52a(d». 

The exceptions that we recommend provide for the limited situations in Which, in the judgment 
of health professionals, access 10 the record by the patient would cause grave harm, or, in the 
case of oversight activities, would endanger the oversight activity, or in the case ofclinical trials, 
would endanger a triaL 

There shouJd be no obligation to employ the exceptions. In general, patients should be able to 
see and copy their records, but there should be a provision to permit health professionals to 
exercise their judgment to withhold information in the rare instances where that is appropriate. 
Further, the record holder should be able to deny access only to the portion of the record that 
falls within the stated exceptions. The record holder should redact the portions allowed to be 
denied, and should give,the patient the rest of the information. 

There need be no Obligation to let patients see information used solely for internal management 
purposes, which is a duplicate of-the basie patient record (e.g" a back~up copy), or which is 
gathered for litigation. 
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Some clinical trials will involve heallh care and thus will be covered by the law, and the usual 
right to see one1s record raises a special issue in these cases. We believe that a right to see one's 
own record. properly managed~ need not impair research. 

Subjects in clinical trials are often. by design of the research, W1aware of the identity of the 
medication they are taking, or of other elements of their record. The research design precludes 
1\heir seeing their own records and continuing in the trial. Further~ patient access during the trial 
could endanger the entire trial, 

Thus, we recommend that it be dear that a patient can waive the normal right to inspect informa~ 
lion while the trial is in progress, regardless of the length of the triaL This waiver would be an 
dement of jite patient's consent to participate in the trial. The institutional review board should 
have to approve it, and the patient should be (old clearly of this condition. The subject should 
have the usual right to see the record after the trial is completed. 

Some entities other than providers and payers should be oblJged to provide patient access (and 
lhe related correction rights, described below). PubHc heaith agencies may be able to take 
<tctions to affect the lives of the patients. Some health oversight agencies can make operationaJ 
dlOices that affect the patient, such as denial of payment, and it JS essential that patients be able 
\0 see records held by these agencies. after a decision adverse to the patient is taken. Under 
':urrenl law, such disclosure is already required, and through adversary proceedings, patients can 
,:hallenge incorrect information which sen/ed as the basis for the adverse decision, 

in other instances (e.g .. an accreditation study of a hospital by the Joint Committee on 
Accreditation of Health Care Organizations) no individual palient interest is at stake in the 
Jversight activity, and access is less significant. 

However, the right recommended here is not simply a right to fair procedure in.3n administrative 
lransaction or criminal orcivU legal aClion (which may be provided in any case by other law); it 
,is a freestanding fair information practice right to see one's record at a time of one's choosing 
regardless of actual use in a proceeding or for decision making. Ii should be available unless 
there is a danger that patient access would impede (he investigation. We recommend that any 
procedures established to implement these provisions not be unduly burdensome on law 
enforcement or oversight agencies. 

We do not recommend that researchers who receive information under the prOVisions of the 
legisiation without palient authoriuuion be obliged to permit patient access. fn most instances. 
they have no direct contact with patients, and under our recommendations would be prohibited 
from using such information against a patient 

The section on SERVICE ORGANIZATlONS, aoove. addresses the rights ofpatients to see in~ 
fonnation held by service organizations operating On bchalf ofentities that are Obliged to give 
patients aCGess Lo their records. 
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3. PATIENT CORR.:CTION OF RECORDS 

We recommend that patients be permiHed to seek correction or amendment 
of health information about them held by any entity obliged to permit 
patients to inspect health information about them. 

We recommend that tbese conditions govern responses to sueh requests: 

If the entity makes: the requested change. it must make reasonable 
effort! to inform others who have received the incurred information 

<, about the chunge, 

who are identified by the paUent; or 

who tbe entity knows have received the information, when it is 
reasonably foreseeable that the incorrKt information may have an 
adverse impact on the recipient or patient. 

jf the entity makes the requested eh'ange, it must make reasonable 
efforts to inform known sourees o( incorreci information. 

if an entity denies a request, it should inform the patient of the 
reaSons for tbe deniaJ and of any prott!dures for further review. The 
burden of proving tbat information needs to be amended or corrected 
should fall on the patient, and (he legislalion should not require a 
process for further review. 

if a patient's request is denied, the patient should have the right to file 
a concise statemenl with the requested eorreelion and the patient·s 
reasons for disagreeing with the refusal. This statement should be 
ineluded in any subsequent diselosure of the disputed portion of the 
information about the patient, The holder may include a eoneise 
statement of its reasons for not making the requested change. 

This recommendation is intended to ensure basic fairness with respect to accuracy of informa
tion. It follows the pattern established by lhe Pri\<'acy Act of J974 for Federal agencies (5 U,S.c, 
§ 552a(d)(2)). It is not imended to interfere with medical practice. or modify standard record-
keeping practices. • 

Reasonable attempts at notification of others should prevenl the perpetuation and further 
transmission of erroneous information. The legislation should explicitly slate a test of 
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reasonableness in this regard, so that the vigor of the effort required is proportional to the 
importance of the information and the degree of hazard in disseminating incorrect information, 

"rIe recommend that it be clear that [his provision is not intended to provide a procedure for 
;mbstantive review ofdecisions such as coverage determinations by payers, It is intended to deal 
with the content ofrecords, not the underlying truth or correctness of the events recounted in 
·~hem. Attempts under the Privacy Act of 1974 to use the Act's correction mechanism as a basis 
for collateral attacks on agency determinations have generally been rejected by the eourts. We 
'intend the result to be tht;: same here, 

[t is the t.1andard practice ofmedical reeord keepers not to expunge any information in a 
treatment record. The usual procedure is to mark incorrect informalion and to add the correct 
information. Even ifinformation is 'hTong, it is essential to the purpose of the medical record 
'that the record reflect the infonnation available when treatment decisions were made, We 
recommend no change in these practices, and there should be no requirement that information be 
,erased or d,eleted, A record should be eonsidered corrected or amended if incorrect information 
!s marked 2lS such, and the correct information added, 

,4. 	 DISCLOSURE HISTORY 
,, 

We recommend that providers and payers, and those receiving information 
under the provisions of the legislation without patient authorization, be 

" required to retain a history of all disclosures of health information made for 
treatment, payment, research, oversight, public health, emergencies, to State 
data systems, for law enforcementt in judicial proceedings, and with the 

" 

authorization of the patient~ 

, , 	 We recommend that the record include the date and purpose of the 
disclosure; thc name and address of the person to whom the disclosure was 
made or the location to which the disclosure was made; and where 
practicable. a description of tbe information disclosed. 

Wf recommend that patients be permitted (0 see this record, e:u:ept in the case of 
dis,d05ures to and by health oversight agencies and to law enforcement agencies 
where access by the patie~t could be reasonably likely to impede those activities. 

We recommend that the disclosure history be retained for the life of the record to , 

" which it relates. 


Wt recommend, that there be no obligation on service organizations to retain 
a record of disclosures in the course of treatment and payment transaetions. 
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Patients ought to know who has seen infonnation about them. This basic right was 
recommended by the Privacy Protection Study Commission (Personal Privacy in an Information 
Society 316 (1977), and is available, with limited exceptions, under the Privacy Act of 1974 (5 
U.S.c. § 552a(c». The ability to see who has seen one's reeord is a fonn of control on disclo
sure. In a health facility where employees who receive care at the facility can easily check who 
has accessed their records, they often do check. and staff at [he facility see this as an important 
confidentiality control (National Research Coundl, Computer Science and Te1ecommunications 
Board, For the Record: Protecling Electronic Health 1'1/iJrmation 98 (1977)). 

Our recommendation does not envision that the legislation specifY any particular form for 
retention of this history, as long as the inquiring patient can find out where his or her infonnation 
went. Health facilities may choose to keep the disclosure history in a patient file, in a separate 
Jog. or in any other way, as long as jt IS possible to identifY or accurately reconstruct the disclo
sures. 

Our recommendations call for an exception to the right of patient access when access could be 
reasonably likely to impede oversight or law enforcement activities. We recommend that any 
procedures to implement these provisions not be unduly burdensome on oversight or law 
enforcement agencies. 

No accounting should required for disclosures made under the next-of-kin and directory 
information provisions (described below). 

D. 	 DISCLOSURES AUTHORIZED BY THE PATIENT 

1. 	 DISCLOSURE WITH PATIENT A{;THORlZATION: AUTHORIZATION 
CO!'lTENT 

We reeommend that providen and payers, and those receiving information 
under the provisions of the legislation withollt patient authorization, be 
permitted to disclon information pursuant to the authorization of a patient 
under the following conditions: 

the authorization is in writing, is dated, and is signed or otherwise 
authenticated; 

the authorizatjon states an expiration date, or event, and is received 
by that date or event; 

the authorization specifies the information to be di~closed; 

the authorization specifies the entity or entities which are to disclose 
the information; 
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the authorization specifies the person Or persons to receive the infor~ 
mation; 

the authorization states that the patient has received a statement of 
the intended use of tbe information by the recipient; and 

the authorization is not on the same form on which a patient consents 
to health care, and states that treatment, coverage, and payment are 
not conditioned on the patient's authorization to disclose, unless tbe 
disclosure is necessary for treatment, coverage, or payment. 

We recommend that a person who requests a patient to authorize disclosure 
of healtb information be required to give tbe patient a copy of tbe ' 
authorization. 

We recommend that a patient be permil1ed to revoke an authorization to 
disdose information except to the extent tbat action has been taken in 
relianee on tbe autborization. 

We recommend that entities disclosing information pursuant to an 
authorization be required to retain a copy of tbe authorization, and a record 
of the disclosure. 

"The ability to control use and disclosure of information is central to fair information practices, 
'and we recommend requirements to ensure that the patient understands the nature of the disclo
. sure being authorized, and to ensure thal there' is adequate specificity to the patient's 
authorization. and to ensure that authorizations do not become general pennissions for unrelated 
dlsclosures. 

The required signature may be an electronic authentication. 

To assist in preparing these authorizations, the Federal agencies should be allthori7.ed to publish 
mode! authorization forms and model statements of intended uses (see below, 
IMPLEMENTATION). 

2. 	 DISCLOSURE WITH PATIENT AUTHORIZATION: EXPLANATION, 

A(;REEMENT, AND RE:l-1EDY 


We recommend that a perSon wbo requests a patient to Buthorize disclosure 
ofhealtb information bt required to provide a statement for retenlion by the 
patient, not on the same form as the authorization t specifying the purposes 
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for which the information is sought and the uses and disdosures to be made 
or it. 

We re<:ommend that use or disclosure of the health infonnation inconsistent 
witb the statement be the basis for a civil action for damages. 

This recommendation is intended to provide paliem control in the many situations in which 
patients authorize others to reccive health information about themselves. It addresses informa~ 
lion that moves beyond the direct scope of the law we recommend. 

These disclosures are made for many reasons. Applicants for life or disability insurance 
authorize providers to disclose existing information about themselves, and are informed by the 
insurer how the information will be used. including, for example, for reports to the Medical In~ 
formation Bureau, a clearing house of information about life and disability insurance appllcants 
to detect fraudulent applications. 

Claimants in liability situations authorize their providers to send information 10 liability insurers 
to show the extent of their injuries. In case which move to litigation, a plaintiffwHl typically 
autho~ze an attorney to receive medical records and transmit them to medica1 consultants for 
review, and then to the defendant's insurer. to show the extent of the plaintiffs injury, 

Patients may authori7..e disclosure ofhealth information when receivjng other services, such as 
social services. Disability determinations in the disability program under the Social Security Aet 
are dependent on the patienl's offering evidence ofhts or her health condition, People may 
authorize disclosure of their information for suitability investigations by government agencies, or 
for employment or assigrunent det,erminations. 

Legislation cannot address aU the possible uses of health information by the great variety of 
persons and organizations that may receive it pursuant to patient authorization. Nonetheless. 
patients properly expect fair treatment of this information. and should be able to enforce that 
expectation, This information, obtained as it is from the health care setting, retains its sensitivity, 
and should be prOlecled in a legally enforceable way. Collection of damages for use inconsistent 
with the stated purpose is the recommended enforcement mechanism. 

This recommendation provides that protection by permitting the patient Lo enforce the agreement 
the patient and the recipient make. 

The recip!ent may choose to promise essentially no confidential treatment, or may choose to 
specify. in general or in particular, how the information mllY be used. In sOme instances, other 
law will govern how the information may be further used (as in some collections of health infor~ 
mation by government agencies), and thallaw would define the recipient's promises to the 
patient. The patient may be able to take these promises into account in deciding whether to dis~ 
close information in II particular instance, 
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To assist in developing such agreements~ the Federal agencies should be authorized to prepare 

model authorization [anTIS and model statements of intended uses (see below. 

:IMPLEMENTATION), 


This recommendation would implement one of the Principlesfor Providing and Using Personal 

Informatioll (discussed above in EXPLANATION OF INFORMATION PRACTICES), 

fonnu!ated by the Privacy Working Group of the President's Inforynation Infrastructure Task 

:Force: 


IILe, Redress Principle 
Individuals should. as appropriate, have a meanS of redress if harmed by an improper 
disclosure Or use of personal information. 

lbe President's statement on the Globallnfonnation Infrastructure, A Framework for Global 
Electronic Commerce (June 1997). in its discllssion of privacy. reiterates this point: 

Under these principles, consumers are entitled to redress if they are harmed by improper 
use or dis<:losure of personal information or if decisions are based on inaccurate. 
outdated. incomplete. or irrelevant personal information. 

3. 	 DISCLOSURE WITH PATIENT AUTHORIZATION, PROHIBITION ON 
REQUIREMENTS TO AUTHORIZE D1SCLOSVRE 

We recommend that providers be forbidden to condition treatment on the 
patient's authorilation to disclose health information, unless the disclosure is 
necessa.,.. for a health eare or payment purpose. 

We recommend that payers be forbidden to condition eoverage or payment 
on the patient's authorization to disclose health information, un~ess the dis· 
closure is necessary for a health eare or payment purpose. 

We recommend that providers and payers be required, when requesting an 
authorization to disclose infonnalion for purposes other than health care or 
payment, 10 advise patients that treatment, coverage. and payment are not 
condi1ioned on 1he patient's authorization to diselose. 

We recommend this requirement so that providers and payers cannot require patients to authorize 
disclosure of health information as a condition ·of treatment, coverage, or payment unless the dis
closure is actually necessary for those purposes. Such demands could nutlify the legislation'S 
controls on disclosure of information. If needed benefits or services are not available unless the 
patient ConSents to disclose information, patients could be unfairly compelled 10 pennit diselo
sures beyond those pcnnitted by the legislation. 
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Apalient seeking care or payment should be informed thnt he or she can resist a request for an 
authorization, It is important that the authorization clearly stale that the patient will receive the 
same treatment. coverage. or payment, whether or not the authorization IS signed 
(DISCLOSURE WITH PATIENT AUTHORIZATION: AUTHORIZATION CONTENT, 
above). 

This requirement should not interfere with health care or the normal operation of the payment 
syslem. Patienls may propedy be required to make available information necessary to treat them, 
or for reimbursement Likewise, where such requests are not forbidden by other law, patients 
could be asked to disclose information about past health history for underwriting purposes. 
Patients could be asked to authorize disclosure for purposes other than he~lth care or payment, 
like marketing, as long as treatment, coverage or payment is available whether or not the patient 
authorizes the disclosure, 

This recommendation is not intended to prevent researchers from requiring subjects to agree to 
disclosW"es necessary for participation in a clinical trial. Research subjects are often asked to 
consent to disclosure of their past health history, as well as to permit information generated in the 
trial to be reviewed by sponsoring and oversignt agencies. These disclosures are integral to the 
operation of clinical trials. and the legislation should pennit such conditions, 

E. OTHER DISCLOSURES 

I, HEALTH CARE AND PAYMENT 

Wc recommend that providers and payers and those receiving information 
under the provisions of the legislation without patient authorization be 
permitted to disclose health inform.lliion without patient autborizat.ion to 
provide health eare to any patient. and for payment, but that patients be 
permitted to restrict diselosures of partieular information or disclosures to 
particular persons. 

We recommend that the traditional control on use and disclosure of information, the patient'S 
written authorization. be replaced by comprehensive statutory cOOlrols on all who get health jn~ 
formation for health care and payment purposes. 

The reality of the present authorization process is that the patient has little actual control ofinforw 
mation. The approach we recommeod would replace the often ritualistic authorization with 
direct statutory controls and a realistic and effective opportunity for palient mtervention in 
instances wncre the patient finds it truly necessary. 

Disclosures for health care are made routinely now. A requirement for a signed paper for a 

routine referral can impair care by delaying consultation and referraL, For example, a physJcian 
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may decide" from review of test results after the patient has left the office, to refer the palient for 
(~J'lsultation; the patient should not have to journey to the office again to sign a fonn before (he 
physician can discuss the case with ihe consulting specialist. The provider should not be 
tonstrained in deciding whom to consull unless the patient has specifically indicated a sensitivity 
10 such consultations. 

!lome existing State health confidentiality laws permit disclosures without consent to other health 
,~are providers treating the patient, and the Uniform Health~Care Information Act permits disclo
!lure "to a person who is providing health-care to the palient" (9 Pan I, U.L.A. 475, § 2·104 
(1988 and Supp. 1996»). 

For payment, existing authorizations are often forms that have little meaning to the patient, and 
l:hat !.he patient must sign if reimbursement is to be obtained. This process should be replaced by 
,)ne in which information flows easily and without unnecessary barriers when necessary for 
:payment, while protected by direct legal obJigations on providers and payers. Changes in 
insurance carriers, for example, should not require multiple authorizations. A failure to obtain an 
authorization should not prevenl a health care provider from billing payers who might not be 
precisely identifted when trealment is rendered. In addition. information moves. from provider to 
payer through a chain of processing enlities (see SERVICE ORGA:'IIIZATIO:'IIS, above) whose 
preeise identity may not be known to the provider in contact with the patient A true, fully 
enforced, authorization requirement for eaeh of these transfers of jnformation would bring the 
health care payment system to a halt. 

The traditional goals of the authorization process are important ones, and we must have strong 
and realistic ways of meeting lhose goals. It is our view that stringent statutory protections on 
informalion held by providers and payers, and an opportunity for patients to object to particular 
disclosures (an "opt--out"), can fulfill these goals more effectively fuan the authorization formula. 
The explanation of information practices that providers and payers would have. to provide should 
specifically note the patient'S opportunity to object to particular disclosures. 

The opportunity to object to a particular disclosure is a more realistic and effective form of 
control than rou(ine signature of an authorization form. and exactly for that reason it may require 
attention from providers in responding to patient wishes. In tum. patients will have to exercise 
care and judgmenl in using it. In the treatment context, some clements of medical history are 
irrelevant to present treatment, and patients may reasonably want them concealed. A patient'S 
sexually-transmitted disease at the age of 22 need not be announced to all who are treating an 
athletic injury when the patient is 44, 

But current medical history, especially medications. and some past medical history. are very 
much relevant 10 present treatment. and the palient cannot withhold this information from 
subsequent providers without grave risk. There are dangers in making treatment decisions based 
on ineomplete information, and providers may properly decline to lreat paLicnts without full 
understanding of their medical history, Legislation should not prevent physicians from 
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conditioning treatment on having that history. Thus. if the patient chooses to restrict disclosure 
for treatment, the patient aPd the concerned providers would have to negotiate the patient's actual 
control in light of the need for the history in treating the patient. 

Likewise. disclosure to a payer is necess.at)' for reimbursement To the extent that the patient 
does not want information disclosed to an insurer or other payer, 1he patient must address the 
financial aspects of treatment in some other way. 

We recommend that the legislation be written to allow physicians to use any patient1s record, not 
just the record of the patient being treated, to accommodate the practice in which a physician 
who is treating a patient with a rare disease may examine the records of other hospital patients 
with the same disease. Likewise, physicians may consult the records of severa) people in the 
same family or Hving in the same household to assist in diagnosis of conditions that may be 
contagious or that may arise from a common environmental factor. 

2. HEALTH OVERSIGHT 

We r«ommend that providers and payen and tbose r«eiving information 
for health oversight without patient authorization under the provisions of the 
legislation be permitted to disclose health information without patient 
authorizatioli~ if such disclosures are authorized by other Jaw and any 
requirements of other law have been met, for oversight of the health eare 
system, indudlng . 

any assessment~ evaluation, determination, or investigation relating to 
.he licensing, accredilaiion, or certification of health care providers; 
and 

any audit, assessmeni. evaluation. determination. Dr investigation 
relating to the effediveness of, compliance with, or applicability of, 
legal, fiscal. medical, or scientific standards or aspects of,per"formance 
related to' health care or payment, including claims for benefits based 
on bealth status, elaims of eligibility for programs that produce 
eligibility for health benefits. and daims for otber benefits in 
programs condueted or funded by governments. 

We recommend that public ageneies~ as well as otber entities acting on behalf 
of publie ageneics, acting pursuant to a requirement of a public ageney, or 
carrying out adivities under a State or Federal statute regulating assessment, 
evaluation. dttermination~ or investigl1tion with respeet to health care, be 
eligible for this access. 
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We recommend that standard-setting organi7..ations with whieh a prm.'ider or 
payer has a eonlraet yroviding for review of the co,,'ered. entity's activities be 
eligiible for this access. 

We reeommend that those receiving information under the provisions of the 
legidaUon without patient authorization for research and public health be 
pennitted to disclose health information for oversight of the particular re
seal'cb or public health activity holding the information, and that no use of 
the information against the patient be permitted except for wrongdoing in 
conuction with the research or public health activity. 

We recommend that public agencies receiving information under this pro"'ision be 
permittcd to disclose health information in accord with applicabJe Jaw. 

We recommend that other entities reeeivjng information under this provision not be 
permitted to disclose health information except for oversight purposes, 

:1 

We recommend that these disclosures be permitted so that there can be effective oversight of 
" ,ilealth care aetivities, The types of oversight organizations and aetivities are many, and range 
from traditional law enforcement agencies, to government agencies investigating or paying for 
health care, to the professional licensure and discipline system, to regulators like insurance 
::;ommissioners, and to accreditation. standard.sctting, and quality review organizations and 

"I •• ,
[lctivlties. 
1 

These activities occur under a myriad ofcircumstances, including pursuant to complaints about 
,priminai behavior, as part ofprofessional disciplinary proceedings, and pursuant to contract by 
facilities which wish accreditation and engaoe orrranizations to review their activities. II ~ e to 

, 
::rhese activities may be performed by a public agency, or by another organization acting on 
behalf of a public agency, pursuant to a requirement of a public agency, or carrying out activities . 
under a State or Federal slatute requiring or otherv.'ise providing for the assessment, evaluation. 
delermination~ or investigation, The standard-setting organizations perform their functions 
pursuant to contract with the institutions they are examining and a~crediting. 

,I. 
The common features among these activities are these: 
il 

All. at some point in their operations, need access to individually-identifiable reeords. 

Their effectiveness depends on access being controlled by the oversight entity. not the 
holder of the information, whose behavior and activities are under examination, 

The oversight activity is required because of the large volume of fraud and abuse in the health 
care system. It necessitates a substantial enforeement apparatus, including conventional law 
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enforcement agencies (such as the Federa1 Bureau of Investigation, and State and local police 
departrnents)~ and specialized agencies (such as t~e Jnspectors General of the Department of 
Health and Human Services, the Office ofPersonneJ Management, and the Department of Labor, 
and State Medicaid fraud control units.) The General Accounting Office has estimated health 
care losses due to fraud and abuse as approximately 10 percent ofoutlays. 

Some of the activities investigated by the Office of Inspector General of the Department of 
Health and Human Services display the scope of the issue, and suggest how records are needed in 
the investigation: 

Billing ofMedieare and Medicaid by nursing homes for unnecessary services and 
services which were not provided at aU (OJO Special Fraud Alert, IOFraud and Abuse in 
the Provision of Serviees in Nursing Facilities" (61 Fed. Reg. 30623-30625 (1996», 
including; 

A physician billing $350,000 over a 2-year period for comprehensive physical 
examinations of residents without seeing a single resident, and falsif)'ing medical f 
records to indicate that the services were rendered. 

A psychotherapist manipulating Medieare billing codes to charge for 3 hours of 
therapy for nursing home residents when in fact he spent only a few minutes with 
each resident. 

A speech specialist preparing documentation overstating time spent on each 
session, claiming to spend 20 hourS with residents every day, and submitting 
some claims for residents he had never seen, and some who were dead. . 

Billing of Medicare and Medicaid for services by home health agencies. that were not 
provided. or provided by untrained personnel, or otherwise in vjo)ation of the rules 
governing reimbursement of home health services (010 Special Fraud Alert, "Home 
Health Fraud, and Fraud and Abuse in the Provision of Medical Supplies to Nursing 
Facilities (60 Fed. Reg. Reg. 40847·4085 (1995), including: 

Billing Medicare for 123 home health visits to a patient who never received a 
single visit, and submitting claims for beneficiaries who were in an acute care 
hospital during the period the agency claimed to havc provided home visits. 

Billing for a home health aide provided to a beneficiary who was not housebound. 
and actually very mobile, 

Claiming nearly $26 million during one year in visils that were not made, visits to 
patients who were not homebound, and visits not authorized by a physician, all 
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supported by forging,beneficiary signatures on visit logs and physician signatures 
on plans of care. 

::teview of patient records was essential to the inquiries that identified these abuses. Some 
oversight activities, such as audits and evalualions, are done without direct access to identifiable 
patient jnfonnation~ since these inquiries take the fonn of a statistical inquiry to detennine, for 
.!xample, the rate at which a certain proeedure is perfonned in a hospital or to calculate the 
average cost ofa particular procedure, Computerized techniques make this possible without 
direct access to identifiers, and it is the practice of oversight agencies to do as much inquiry as 
:?ossible without identified infonnation. 

'But there are many instances in which identifiers are needed. Even in a statistical inquiry of the 
type just described. in a paper environment individual patient charts must be examined, and the 
,~a\ient's name wouM be disclosed because it would be on each page of the chart. 

'.other inquiries require review of individual medical rccord.s, to identify Individual instances of 
the anomalies in treatment or billing patterns detected in statistical analysis, Billing abuses of 
the type cataloged above arc detected by cross<hecking the records of individual patients, to see 
the medical documentation in support of a service, The oversight agency reviews identifiable 
lrecords to verify that it is comparing the same treatment history. Once an offense is identified 
'and is to be prosecuted. a complete and intact record is required for evidentiary purposes, and 
:(!ue process requires lhat persons subject to sanction or prosecution have access to the precise 
factual basis for those actions. 

~This recommendation is meant to pennit disclosure of health infonnation for inquiries that may 
'not be solely about the actuaJ delivery of health care. The definition of health care and payment 
,encompasses "claims for benefits based on heruth. and claims of eligibiHty for programs that 
produce eligibility for health benefits and claims for other benefits in programs conducted or 
funded by governments." Fraudulent schemes sometimes involve several government programs, 
such as public assistance, food stamps, and disability programs, as well as health payment 
programs like Medicaid, Law enforcement officials work in teams to examine the common 
patterns in these activities, and we intend to pennit, for example, the use of informal ion about 
Medicaid beneficiaries in such investigations, Programs such as workers' compensation also 
involve review ofhealth records to determine whether program requirements have been met 

Patient records are needed for other inquiries relating to quality of care, and the rights ofpalients. 
The Peer Review Organizations authorized under tide Xl. part B of the Social Security Act (42 
U$.c. §§ 1320c el seq.) review the quality of care provided to Medicare beneficiaries, The 
Protection and Advocacy for Mentally III Individuals Act of 1986 (42 U.S.C. § 10801 et seq.) 
authorizes granls for State programs to investigate abuse and neglec\ of individuals with mental 
illness, and authorizes access to patient records for this purpose (§ 105(a)(4}. 42 U.s.C. 
§ 10805(a)(4)). State insurance regulatory agencies examine the records of insurance companies. 
The Department of Labor reviews plans under the Employment Retirement Income Security Act 
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of 1974 (ERlSA) (29 U,S,C, § 1134), State professional licensure agencies examine the records 
of health professionals, and may use evidence in them in taking action against the professionaJs. 
In the ease of research. Federal reviewers may examine records to evaluate compliance with the 
regulation for protection of research subjects (45 C,p,R, part 46, and 21 C,P,R, parts 50 and 56), 
The Nuclear Regulatory Commission reviews records to determine medical licensees' 
compliance with its regulations. 

This recommendation does not propose any new judicial process prior to disciob"Ure. The legisla~ 
tion we recommend should permil access to records without compulsory process where that 
access is otherwise allowed, However, it should not abrogate or modjfy other statutory 
requirements for judicial determinations or other procedural safeguards, or permit disclosures 
forbidden by other law. It should not abrogate or modifY other legal restrictions on redisclosure 
ofinfonnation. such as the requirement for court review for disclosure for purposes unrelated to 
health care ofinfonnation obtained under the Attorney General's investigative demand authority 
in section 3486 of title 18 of the U,S, Code, added by the Health Insurance Portability and Ac· 
countability Act of 1996, § 248, We also recommend that the legislation malee obtaining health 
infonnation under false pretenses be a Federal felony. 

Many jnvestigative agencies have and use compulsory process authority, [nspectors General 
have it underthe Inspector Gener.1 Act ofl978 (5 U,S,C, App, 3, § 6(0)(4) (1988», The 
Attorney General has a new investigaLive demand authority. mentioned just above, providing 
authority to examine any medical records in investigating health fraud, with power to invoke the 
aid ofany court in enforcing the demand. (n these cases, the statutes under which investigative 
authorities operate dclennine the procedure surroUnding the demand. 

Thus, even if compulsory process is used [or an oversight investigationt we recommend that 
there be no requirement for judicial consideration of the type required in the civil litigation 
situations described below under JUDICIAL PROCEEDINGS AND ADMINISTRATIVE 
PROCEEDINGS: PATIENT AS PARTY and JUDICIAL PROCEEDINGS: OTHER. 

3. PUBLIC HEALTH 

We ret'ommend thai providers and paycrs and those receiving information 
under the provisions of the legislation without patient authorization be 
permitted to disclose health information without patient authorization, for 
public health pUrJ.Wses to 

a legally constituted public health authority for disease or injury 
reporting. public health surveillance, or publit' health investigation or 
intervention; 
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anyone authorizcd to receive the information to comply with requirements or 
direction of a public health authority; or 

an individual authorized by law to be notified in a public health 
intervention. 

We recommend that a public health authority be defined as an autbority of 
the United States, a State, a political subdivision of a State, or an Indian 
tribe, that is formally responsihle for public bealtb maUers as pan of its 
official mandate. 

We recommend that funher disclosure by a recipient be limited to healtb care, 
public health, research, and oversight of the panieular public bealtb activity. except 
that no restridions should apply to an individual who is notified in a puhlic health 
intervention. 

Numerous important public health activities use identifiable information about patients. Disclo
sure and use of information for tbose purposes, under careful controls to protect the patients, 
contributes to an important social benefit. 

Traditional public health surveillance, investigation, and intervention with respect to 
communicable disease continues to be impon:anL Infectious disease is still a serious threat to 
health. In a repon on this topic the Centers for Disease Control and Prevention offer as a major 
objective the expansion and coordination of surveillance systems for the earJy detection, 
tracking. and evaluation of emerging infections in the United States. The report states that 
"[s]urveillance is the single most impon:ant tool for identifying infectious diseases that are 
emerging. are causing serious public health problems, or are diminishing in imponaJlce." 
(Department of Health and Human Services. Public Health Service, Centers for Disease Control 
and Prevention, Addressing Emerging Infectious Disease Threats: A Prevention Strategy for the 
Uniled ~lales 12 (1994)). 

These well~known activities have been supplemented by carefuUy-designed and valuable 
assessmenl activities to coHect information about other health conditions and Injuries. 
Assessment activities (e.g., assessing the health needs of the community) embody several core 
public health practiees that all communities need to perform (Michael A. Stoto et aI., eds., 
Heallhy Communities: New Parmershlps in [he FUlUre ofPublic Health (1996». 

Disclosures to facilitate these activities. including both reporting requirements imposed by 
statute and other collections of data based on more general authority. should be allowed. In all 
States, certain conditions are required to be reponed to public health authorities, but the 
recommendation pem'lits disclosure without an explicit statutory command to repon: an item of 
information. (Terence L, Chorba. et al.. MandalOry Reporting of Infectious Diseases by 
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Clinicians, 262 JAMA 3018-3026 (1989) and Eugene Freund et aI., Mandatory Reporting of 
Occupotional Diseases by Clfnieians 262 JAMA 3041-3044 (1989», 

Many puhlic health surveillance activities are conducted without identifiable information, but 
some do require identifiable infonnation, In some instances, identifiers are needed, but the infor
malion may be used only in aggregate form. This is the case with surveillance programs for 
cenain diseases and conditions where identifiers are needed to ensure an accurate count when 
duplicate reports may come from different sources, But there may be no intervention, and 
aggregate results are produced without reference to any identified individual. 

Disease registries, such as cancer registries, operate this way, State·based cancer registries are 
funded by the Centers for Disease Control and Prevention through the National Program of 
Cancer Registries (Public Health Service Act §§ 399H-399L (42 U,S,c.A. §§280e-280e4». The 
Surveiliance,'Epidemiology and End Results (SEER) Prognull of the National Cancer Institute, 
operated since 1973, collects and publishes cancer incidence and survival data from 
populalion~based cancer registries covering approximately 14 percent of the U.S. population, It 
is from reports by hospitals and laboratories to these registries that we have accurate information 
about cancer incidence. survival rates, and geographical variations in our Nation, 

Other activities imponant to public health and safety are conducted by bodies like the National 
Transportation Safety Board, It investigates airplane and train crashes. in an effort to reduce 
mortality and injury by making recommendations for safety improvements, and it uses medical 
records in its investigations. StmUar inquiries are conducted by the military services. 

The Occupational Safety and Health Administration. the Mine Safety and Health Administration, 
and the National Institute for Occupational Safety and Health also conduct public health 
investigations related to occupational health and safety. The Nuclear Regulatory Commission 
and Slate agencies working with it investigate occupational worker or general puhlic radiation 
injury, and misadministration of radioactive materials to patients; these inquiries often require 
access to individually~idenlifiable health information. All of these activities reJate to the public 
health and safety, and the legislation should pennil disclosure for them. 

Other programs, directed toward communicable disease such a~ sexually~transmilted diseaset 

involve contact with the individual and provision of health care, and occasionally, enforcement 
actions to prevent transmission of disease. All States have authority to isolate and quarantine 
individuaJs who endangcr public health. The emergence of multi~drug resistant tuberculosis has 
renewed attention to these powers of States. The issues are discussed in Lav.Tence O. Gostin, 
COnlrolling the Resurgent Tuberculosis Epidemic, 269 JAMA 255 (1993), 

Surveillance of the effect of drugs and medical devices also involves coHection of information, 
sometimes in identifiable form. The tracking of medical devices (under section 519 of the 
Federal Food, Drug, and Cosme,ic Ac. (21 U.s,C, § 360i» require that physicians report infor
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;nation (sometimes including patient identifiers) to device manufacturers, and these reports may 
:in turn find thelT way to the Food and Drug Administration. 

The proposal envisions that disclosures will be made not only to government agencies; but also 
10 private entities as required or penniUed by law. In tracking medical devices.. for instance, the 
initial disclosure is not to a government agency, but to a device manufacturer thai collects infor
mation under explicit legal authority, or at the direction of the Food and Drug Administration. 
The cancer registries mentioned above are often non-profit organizations such as. universities 
which receive reports from physicians and laboratories pursuant to State stalutory requirements 
to report These activities should not be impaired. 

We recommend a provision for disclosure to "an individual authorized by law to receive the 
information in a public health intervention" so that physicians or health departments, in carrying 
put public health interventions authorized by law, can notifY individuals who have been exposed 
ito a communicable disease. That nOlification may implicitly reveal the identity of the patient, 
but should be permitted as a disclosure in lhe course of an authori7..ed public health intervention. 
The recommendation does not inelude a confidentiality obligation on the individual notified. 

j:I'he provision we recommend should sharply constrain public heahh agencies and other 
,institutional entities receiving information in how they further disclose it. Public health 
authorities have a long ethical tradition of complete confidentiality in the conduct of their 
.investigations. and are subject to confidentiality obligations Wlder State law. The use and control 
of information by health departments is discussed in Lawrence O. Gostin, et aI.. The Public 
Health Infi.rmation Infrastr""M •• 275 lAMA 1921-1927 (1996)). 

The Federal legislation should bolster those ethical and legal obligations by additional 
safeguards. Infonnation obtained under the public health proviston should not be further· 
disclosed except for public heallh purposes (which may include action against individuals, such 
as in quarantine situalions to protect the public health, with whatever disclosure that involves), 
for research. or for audit or investigalion of the particular public heallh entity holding the health 
infannalian. It may also involve use and disclosure of patient information in enforcement 
proceedings againsl enlities. 

4. RESEARCH 

We recommend thai providers. and payers and those receiving information 
undu the provisions of the legislation without patient authorization be 
peTmiHed to disclose health information without patient authorization for re~ 
search. 

We recommend that disclosures be permitted only under the following 
conditions: 
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The researeh w6uld be impracticable to conduct without the 

individually-identifiable health information; 


The research has been approved by an institutional review board organized 
and operated in a manner consistent with and in accord with the insdtutioDll1 
review board requirements of Federal P6licy for Proteeti6n of Human Re .. 
se~rch Subjects; and 

The institutional review board has determined that disclosure is allowable 
without the informed consent of the subjects, and, in making that judgment, 
has determined that 

the researeh project is of suffieieot importance so, as to outweigh the 
intrusi6n into the privacy of the patient who, is the subject of the infor .. 
mation that would result from the diselQsure; 

the research is of minimal risk; 

not obtaining consent will not adversely affeet the rights and welfare 
of the subjeels; and 

the researeh eQuid not praetieably earned out if eonllicnt were 
required. 

We recommend that a researeher receiving information he required to remove or 
destroy perSonal identifiers, at the earliest opportunity consistent with the purposes 
of the research, unless an institutional re\'iew board has determined that there is a 
health or research justification for retention ofidentifiers and there is an adequate 
plan to protect the identifiers from improper use and disclosure. 

We recommend that the health information so obtained not be further 
disclosed except 

pursuant to a reasonable belief that the diselosure is necessary to 
prevent or lessen a serious and imminen1 threat to the health or safety 
of an individual or to the publie heaHh; 

for another research project that meets the same conditions set out in 
the legisJation for initial researeh disclosure; or 

for oversight of the researcb project. 
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'I" We recommend that information so obtained oot be used or disclosed in any 
"'. administrative, civil, or crimi.nal action or investigation directed against tbe 
, 

patient." 
, 

Health research is an integral and essential part of modem health care, and the source of much of 
':he knowledge on which medical treatment is based. Much of that research is based on analysis 
Jfexisting health records, and thus access to health records is vital to research, 

, 
Research based on health and other records has been an important source of information about 
':he health of the popUlation, and about how to prevent and treat disease. This research differs 
from research where lhere is an interaction with the researcher, and where the individual must of 
'course be aware of the research and give informed eonsent The latter activity may be covered as 
'a fonn ofhealth care, but is different from the records~based research for whieh disclosure 
:without patient authorization is recommended here under eertain conditions. 

A wide variety of research activities use health records ¥~ biomedical, epidemioIogica1, and 
'health serviees research, and statistical activities, Likewise research on behavioral, social, and 
eeonomic factors affecting health, and the effect of health on oilier aspects of life, may use health 
records, Use ofreeords in research and the privacy aspects of such research are discussed in a 
'recent report published by the Department of Health and Human Services, Privacy and lIeallh 
(Research, it report to the U.S. Secretary of Health and Hwnan Services by William W. Lowrdllce 
(1997). Researchers have an excellent record for maintaining confidentiality of infOImation they 
Iget this way, and privacy has not been banned as a result. 
, 

The Privaey Protection Study Commission, in its recommendation about hea1th-care records, 
recognized the research uses ofheaJth records, and supported disclosure without patient 
'authorization under stringent conditions, which are reflected JO the present recommendations 
I
(Personal Privacy in an information Society 309 (1977»). < 

. Much important and helpful scientific knowledge has COme from jarge~scale studies using 
existing rel;ords. They are discussed in Leon Gordis and Ellen Gold, Privacy, Confidentiality, 

:and the Use ojMedical Records in Research, 207 Science 153-156 (1980). Among examples of 
valuable research findings are these: 

Vlhen mothers took DES during pregnancy to prevent a miscarriage, female offspring of 
the,se pregnancies were at increased risk of developing a rare type of cancer of the vagina 
when they reached adolescence. 

Workers exposed to vinyl chloride are at high risk of liver cancer. This finding could 
only be made by reviewing the medical records of large groups ofemployee..11 and linking 

.. the employees' records at the factory site with hospital records and death certificates if 
,. they existed. 
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The cause of increased risk of a form of blindness caned retrolental fibroplasia in low 
birth weight infants was Identified through examination of records, It was caused by high 
oxygen concentrations administered to premature newborns. Since this finding, use ofa 
lower level of oxygen has virtually wiped out this fonn of blindness in premature infants. 

The treatment ofacute leukemia in children was greatly enhanced by studies of medical 
records that showed that new forms of therapy were effective. 

Beta-blocker therapy resulted in fewer re~hospitaHzations and improved survival among 
elderly survivors of acute myocardial infarction 

State Medieaid policies restricting the nwnber of prescriptions per month to prevent fraud 
and abuse also produced large declines in use of etTective medications, adverse impacts 
on health status, and increased utilization of more expensive health care services. With 
this information, several States discontinued policies that limit prescriptions per month, 

The need to provide these records without contacting the patients result;;; from the scale and type 
of studies using records, and their scientific characteristics. It is often impracticable, or 
impossible. to seek authorization from everyone in a'records¥oased study oftbis kind. Some 
involve hundreds of thousands, and occasionally millions, of people, If it were necessary to seek 
authorization, some poople would refuse. and some could not be found, In these cases, the 
people not included might have unknO'kll common characteristics that would skew the results -- a 
problem that can render the results useless. and a special problem in studying rare health 
conditions, where a usable count depends on finding every case, 

Thc results of these inquiries appear as statistics ¥¥ aggregate results, with analysis and 
conclusions -- and no onels actual identity is ever published. However, the research does 
depends on information about specific individuals; and in the course of the research identifiers 
are sometimes necessary·- to be sure that there are nol duplicate reports. or to match health 
records with other records. like records of treatment in several health facilities or death records, 
to detennine the long-term effects of a condition or a treatment 

In other cases, the research may call for identifying patients through existing provider records, 
and then contacting them and with their consent obtaining further information. There are 
effective techniques for contacts of this kind -- often by the provider after the researcher has 
identified them -. without revealing infonnation to individuals oth~r than the patient. 

This can all be done. and js done now, without banning the patient 

Thus, we recommend that the legislation include conditions closely modeled on the regUlation 
that protects subjects in research funded by Federal agencies, the Federal Policy for the 
Protection QHluman Subjects (the "Common Rule," first published at 56 Fed. Reg. 28002·28032 
(1991) and codified forthe Department of Health and Human Services at 46 C.F.R. part 46 and· 
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:~o C.F.R. parts 50 and 56). Under this regulation, an institutional review board may waive the 
BOnnaI requirement for infonned consent of the subjecls if the research is of minima) risk. if the 
waiver will not adversely affeet the rights and welfare of the subjects, and if the research could 
not be practicably carried out without the waiver (45 C.F.R. § 46.116(d)). However, we 
J:ecommend that such proteetion be imposed by statute, and that there be criminal penalities for 
nbtaining health infonnation under false pretenses and for "kTongful disclosure. 

These condltions help ensure that records are disclosed onJy after eareful consideration, by 
,:equiring, fix example, that researehers show that patient identifiers are genuinely needed for the 
research anr:l that the expected results are of sufficient importance to warrant the disclosure. 
I 

rhe "impractieable" test does not mean, and should not mean, that it is impossible to conduct the 
research in any other way. nor does it require that patient authorization be obtained if at all 
possible. lnstitutional review boards appropriatelY weigh such factors as COst, time and other 
resourees available for data collection, and the quality of results. 

The proposal should not oblige anyone to disclose records for research, Some providers may 
l::onc!ude that their records, or portions Qf them, are so sensitive that they should not be disclosed 
~:o outside researchers, even under the careful conditions that currently govern research and that 
we recommend, 

'[t is fundamental to the protection of indIviduals in research that they not be disadvantaged by 
'the research except to the extent that they know the disadvantage and voluntarily choose lo 
'lccepl it. The strict restrictions on further disclosure that we recommend would ensure that end. 
They come from this principle (called "functional separation") enunciated by the Privacy 
,Protection Study Commission: 

Infonnation collected or maintained for a research or statistical purpose.s may be not be 

used in individually identifiabJe fonn to make any decision or take any action directly 


" affecting the individual to whom the record pertains, except within the context of the re~ 


search plan Or protocol. (Personal Privacy in an information Society 572-574 (1977») 


5. EMERGE~CYPURPOSES 
,, 

We recommend that providers and payers, and those receiving information 
under the provisions of the legislation without patient authorization, be 
permitted to disclose health jnformation without the authorization of the 

. ,t patient pursuant to a reasonab1e belief that the disclosure is necessary to 
!, prevent or lessen a serious and imminent threat to the health or safety of an 

individual. 

We recommend that disclosure be permitted only to a person reasonably likely to be 
aMe 10 prevent or lessen .the threat. 
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We recommend tbat information so disclosed not be permitted to be used in 
any proceeding against the patient except for proceedings related to the 
reason for its disclosure, but that there be DO other eontrol on the use or dis~ 
closure of this information by tbe recipient, except to the extent that tbe 
recipient is otb~rwise covered by tbe law. 

This recommendation addresses situations where it is necessary to disclose information to 
prevent hann to individuals, For example, law enforcement authorities may need infonnation 
from a psychiatric record to predict the behavior of a person who is threatening olhers. Providers 
may be under an ethical or legal duty to warn someone of potential hann by a patient 

The latter circumstance has been addressed in court cases, and the provision we recommend 
pennits disclosures in accord with cases which require disclosure, of which the leading Case is 
Tarasaffv< Regents a/the University a/California (J 7 CaL 2d 425 (1976))< In that case< a 
psychologist was told by a patient that the patient intended to kHl a third person. The 
psychologist notified the police but did not v,,-arn the intended victim, The patient subsequently 
killed that person. The Supreme Court of California found that the therapist had an obligation to 
use rea5lOnabie care to protect the intended victim agai,nst danger, including warning the victim of 
the peril. Many States have adopted GudiciaUy or legislatively) some type ofTatas-off duty to 
warn, but not all State have done so, The provision we recommend takes no substantive position 
on a health care provider'S duty to warn. but permits the disclosure if required or allowed Wlder 
applicable law. 

An emergency disc1,?sure provision does present some risks of improper disclosure, through, for 
exampie, a fraudulent telephone request with a claim that cannot be verified that infonnation is 
needed for life-saving purposes. There will be pressures and uncertainties when disclosures are 
requested under emergency circumstances, and decisions must often be made instantaneously 
and without the ability to seek authorization or to perfonn complete verification of the request. 
We belleve that this risk is warranted j and that the law should nol hold record holders liabje jf 
they make a reasonable judgment and disclose infomlation in.good faith. even if later events 
reveal that the judgment was in error. 

It is difficult to predict who might receive information under this provision, and so we 
recommend that the control on further use be fonnuJated as a prohibition on usmg the informa
tion against the patient outside the occasion for the disclosure. 

This provision should not Otherwise control redisclosure. so that it would not, for example, 
burden a private individual who is notified of a threat by a patient with legal sanctions for 
discussing the incident Some recipients will be health care providers, and would be obliged to 
comply with the legislation regardless of where the lnfonnation came from, . 
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". STATE HEALTH DATA SYSTEMS 

. 
We recommend that providen and payers be pennitted to disclose health in· 
formation without patient autborization, if required or explieitly ~lUthorized 
by State law or regulation~ for healtb data programs that collect henlth data 
for analysis in support of policy, planning. regulatory, and management 
functions identified by Stale statute or regulation. 

We recommend that information sO obtained not be further disclosed except 
under the same eonditions and circumstances applicable to information 
disdosed for research purposes. 

'This recommendation is in support of State programs that collect data to analyze health care 
>ulcomes. quality, costs and patterns of utilization. effects of publk policies. changes in the 
:~ealth care delivery system, and related phenomena to engage in better policy making. platming, 
:!'egulation. and management. These programs frequently require reponing of information for all 
,patients treated or released by specified classes of providers within the Slate. The recipient may 
!>e a State agency, or may be a privale organization working in collaboration wit the State, In 
Some instances the information is reported without identifiers, but in other instances it includes 
some form of idenlifier that may make the information idenllfiable under the standards we 
propose. 

The information is used to analyze trends in health care services and the costs of care. This 
activity partakes of the character of research, oversight, public health, and payment, but does not 
fall neatly into anyone category. It is a valuable activity that offers the possibJiity of imprOVed 
,understanding of clinical, administrative, and financial aspects of the health care system. These 
benefits can be achieved while protecting the privacy interesls of the patients, Like research. 
Ihese activities sometimes need identifiable information, but the identity of the individuals is, . 
irrelevant to the OUlcome, and the results appear only in the aggregate. 

For these disclosures We recommend that the data collection be required or explicitly authorized 
by Stale Jawor regulation, As in Ihe case of research, the principle of functional separation 
formulated by the Privacy Protection Study Commission is applicable. Thus, we recommend 
that the restrictions on further use of this information be the same as the restrictions on further 
use of information disclosed for research purposes (RESEARCH. above) 

'7. NEXT-OF-KIN 

We reeommend that health cart professionals involved in the direct provision of 
patient care be permitted 10 disclose health information, in connection with the 
patient's current treatment, to famity members of fhe patient and others with Whom 
the paiient has a close personal relationship 

- 57· 



iftb~ patient bas been notified of the right to object to such disclosure 
and bas not objected; or 

in circumstances where sucb notification ha.s not been given, if the dis~ 
closure is consistent with good healtb professiona.l practice and ethics. 

Certain routine communications take place with a patient's family and friends in connection with 
illness and injury, A spouse or parent should surely be told about the condition ofa patient who 
has been injured or suddenly taken ilL A helpful neighbor assisting an elderly person being 
discharged from the hospital should be infonned of the person's limitations in mobHitYt or of a 
health problem that requires ongoing practical help. A roommate or friend may be dispatched to 
the drug store to pick up prescription medication. 

In general, patients should have a choice about these disclosures. and providers should notify 
patients of this right, and proceed. only if the patient does not object. It is not envisioned that 
fonnal written authorization will be obtained. 

There may be instances where it is not feasible to notify patients, but where commWlication with 
the family is necessary. In these cases, health eare professionals involved in the direct provision 
ofpatient eare should have the option of using.their judgment, and infonning relatives as 
necessary. in aeeordance with health professional practice and ethics, 

As with an permitted disclosures. providers should be able to decline to disc;lose in this fashion 
without consulting the patient. Institutions may impose on their employees policies whieh are 
more restrictive. 

No further control on the use or disclosure of this information by the recipient is appropriate. 

8. DIRECTORY INFORMATION 

We recommend thac health care providers be permitted to disclose, without 
patient authorization, the fad ofa person's presence in a facilityt and the 
location, and to describe the patient's conditions in general terms that do not 
communicate specific medical information about the patient, if the patient 
has not affirmatively objected in advance to these disclosures. 

Hospitals and other inpatient facilities serve as temporary residences, and directory information 
ofth's type is regularly provided to verify that a person is a palient in the facility, to assist 
visitors to the patienl. to permit mail communication, and to let persons beyond the patient's 
immedhue circle know in a genera! way of the patient's condItion (in terms like "good." "fair," 
"stable," "serious." or !<crllical"). 
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Patients sh{lUld be permitted to restrict such disclosures. but we do not recommend a legislative 
requirement for notice of this opportunity beyond the required explanation of information 
practices more generally (EXPLANATION OF INFORMATION PRACTICES, above). Any 
i,nstitulion should be free 10 have more restrictive policies, and many might choose to ask 
patients explicitly whether they agree to making directory information available. 

;:n the case of institutions which of their nature identify the condition being treated, disclosure of 
directory information would communicate specific medical information. and should not be 
jJCnnitted. 

;;..lo further contr01 on the use or disclosure of this infonnation by the recipient is appropriate. 

'I. LAW ENFORCEMENT: INVESTIGATION OF PROVIDERS AND PAYERS 

We retommend that providers and payers be permitted to disclose bealth in~ 
fonnatiull withuut patient authorization 

for investigatiun or prosecutiun of a covered entity, or 

to determine whether a crime has been committed and the nature of 
any crime that may have been committed, other than a crime that 
may have been committed by the patient, 

ifsueh disclosures are authorized by other law, and aU requirement of other law 
have been met. 

Law enforcement agencies often inquire into activities of providers and payers, and review health 
records in that process, without having any interest in the patiems. This may occur~ for example, 
in inquiries about compliance ~ith tax laws, where a review of patient records might assist in 
;!stlmaling 11 provider's income. or in inquiries about compliance with safety and health laws, 
where review of health information might assist investigators. The patients are not !.he focus of 
the investigation and do not have an interest that warrants independem judicial consideration of 
the discJosure of their jnforrnation. We are not recommending any changes to existing legal 
:onstraims that govern access to or use of patient information by law enforcement agencies. 
In addition. our recommendations would make obtaining heallh infonnation under false pretenses 
be. Fedeml felony, . 

in other cases, health infonnation aboul a victim ofa crime may be needed to investigate the 
::rime. or to allow prosecutors to determine the proper charge. For some crimes. the severity of 
the victim's injuries will determine what eharge should be brought against a suspect. For medical 
information to he relevant, the crime will nonnally involve bodily injury to the patient Here 
again, while the patient is involved. the focus of the investigation is not the patient, but someone 
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else. While the palient certainly has a privacy interest in the use of his or her information in the 
invesligative process and judicial proceedings, this approach leaves control of this information to 
the procedures of the criminal justice sys1em, 

10. LAW ENFORCEMENT 

We ret:ommend that providers and payers and thDse receiving information 
under the provisions of the legislation without patient authorization for 
Dversight purpDses be permiUed to' diKIDK health infDrmation witbout 
patient authorization 

to investigate a erime against, or on the premises of, a health care 
provider or payer, 

to eomply wifh Slate law that requires tbe reporting of speeific items 
of health information to a law enforeemenl authority, 

to assist in the identificatiDn "or location of a vidim. witness, suspect, 
or fugitive in a law enforcement inquiry, in situations similar to thDse 
in whieh State law requires disclosure of specific items of bealth infor· 
mation to a law enfDreement authority, 

upDn request of a law enforcement offidal who states that the health 
information is needed for a legitimate law enforcement inquiry, and 
that the request complies with all appUeahle Jaw, or 

upon the request of an offieial of the U.S. tntelligence Com~unity, as that 
term is defined in section 3 of the National Security Act, 50 t.:.S.C. §40la, 
who states that the information requested is needed for a lawful purpose, 

if such disclosures are authorized hy other law. and all requirement of other law 
have been met. 

We recommend that the tntelligence Community and law enforcement 
agencies whieh receive information under this provision not be subjeet to 
restrictions on its further use or diselosure, except as provided by otber law. 

The disclosures we recommend here are an exception to a basic principle of the protections we 
recommend, which is to Bruit the use of health information to purposes connected directly with 
health care and payment 11 is an instance ofbalanclng private interests and the principle of 
public responsibility when law enforcement agencies need aecess to health information. Thus, 
we recommend that the legislation maintain current practices by permitting disclosure ofhealth 
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infonnation to law enforcement authorities and pennitting them to use that information. subject 
to other applicahle law. 

These disclosures are necessary to protect the health care system and the public, and they 
I:omport with certain well accepted realities of law enforcement and the criminal justice system. 
We are not recommending any changes to existing legal constraints that govern access to or use 
of patient infonnation by law enforcement agencies. In addition, our recommendations would 
lnake obtaining health information under false pretenses be a Federal felony, 

)n instances where a crime is committed On the premises of, or against, a health care provider it 
;nay be necessary to review records, The presence of a patient in a particular Jocalion in a 
;~CiHl)' ~ or the timing of an observation in a chart, may help in identifying a suspect or an 
I)ffense, and may incidentally disclose health information to jnvestjgators. The infonnation 
needed may be limited, but could well include heatth information covered by the law, 

,!;tate laws commonly require that health providers report gunshot wounds, injuries associated 
with arson, and other spedfic oonditions. In the same vein. police typically make inquiries in 
t!mergency rooms in pursuing persons injured while committing crimes, Responses to these 
~nquiries, even ifnot specifically required by law, are analogous to the reports required hy law, 
and serve to prevent health care facilities from becoming sanctuaries for fleeing criminals. These 
:inquiries are usually close in time to the offense and the appearance for treatment afthe patient in 
,1 health care facility, 

, 
lin other instances law enforcement authorities now get health information without patient 
;;onsent. pursuanllo· other law, We are not recommending any changes to existing legal 
:onstraints that govern access to or use ofpatient information by law enforcement agencies, 
In getting information. law enforcement officials should have to comply with whatever other law 
was applicahle. Thus. tfState law permitted disclosure only after compulsory p,rocess with court 
.review, a provider or paycr should not be allowed to disclose information unless the law 
':mforcement authorities had compiled with that requirement. 

We recognize that there are arguments in favor of new confidentiality restrictions to address, for 
example, the law enforcement possibilities in the search capabilities of computerized health 
records. Until morc experience is gained with the nature and speed ofcomputerization of these 
records. and the types and frequency of requested searches, it is premature 10 change existing law 
in this area, Existing constitutional and other legal constraints would of course remain in place, 

The provision we rccommcnd here should not permit health care providers to disclose at their 
own insta.n(;e information about patients thal is evidence of a crime {apart from crimes connected 
with the health care facility), The hasic obligation of nondisclosure which we propose precludes 
this, 
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This provision should be permissive, and health care facilities may, as far as the protection we 
are recommending is eoncerned, choose to refuse to cooperate with requests from law 
enforcement authorities. However, there may be other statutes thai eompel cooperatIon of the 
covered entity I and the legislation should pennit this cooperation. 

ll. JUDICIAL AND ADMINISTRATIVE PROCEEDINGS: PATIENT AS PARTY 

We recommend that providers and payers and health oversight agencies bc 
permitted to disclose health information without patient authonzalion 

pursuant to the Federal Rules of Civil Procedure f the Federal Rules of 
Criminal Procedure, or comparable rules of other courts or 
administrative agencies in proceedings in which the patient is it party 
and bas placed his or her physical or mental condition or functional 
status in issue; 

if directed by a court in connedion with a court~ordered examination 
of an individual; or 

to petition a court for guardianship or protective services for the 
patient. 

We recommend that tbe party seeking the information be rcquired to give 
written notice in adyance to the patient or patient's attorney. 

We recommend that providers and payers and health oyersight agencies be 
permitted 10 disclose informalion in these circumstances only after receiYing 
written notification that the above conditions ha,,'e been fuIfilJed. 

The controls we recommend here of necessity intersect with existing procedural laws and !"lIes of 
Federal and Stale courts and administrative agern:ies. We recommend thaL Lhe legislation impose 
procedural controls on disclosure of information in these circumstances. but leave substantive 
judgments about use of the health information to the law governing the proceeding. In this type 
of proceeding. the patient's privacy inlerest is necessarily more limited than one in which the 
patient is not already a party, and in addition the patient is in a position to seek appropriate 
restrictions from the court This provision for disclosure is intended to apply to administra[lve 
proceedings, such as appeal processes in Federal benefit programs, 

Our recommended procedure is meant to provide assurance to providers and payer.; that disclo
sure is proper, and to give notice to the patient A person seeking health information should be 
required to notify the patient or the patient's attorney of the request, and to give the holding entity 
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:l5~gned document attesting to this notification, and to give sufficient tjme to permit the patient 

;0 challenge the request. 


In particular. such a provision would provide an opportunity to ohject to demands for informa
tion where the patient may have a proper claim that the request for information is too sweeping, 
or that the information is irrelevanL to the proceeding. Some litigation reasonably requires 
medical information. but the patient's entire past medical history may not be relevant to the issue 
at hand, and its disclosure may be an inappropriate invasion of privacy. This procedure would 
ensure notlee to the patient, and an opportunity to object in a timely fashion under the rules 
applicable to the proceeding. 

The dispute about the need for the medical infonnation or the seope of the request could then be 
resolved by the tribunal considering the matter. The general rule that disclosures must be limited 
to the minimum amount of information necessary to accomplish the purpose for which the 
information is to be used should be ftilly applicable, and this rule could thus be used by patients 
to contest the scope of discovery requests. 

12, JUDICIAL PROCEEDINGS: OTHER 

We recommend that providers and payers be permitted to disclose health in
formation in a judicial or administrative proceeding (other tban a proceeding 
in which the patient is a pany and has put his or her condition at issue), 
pursuant to an administrative or judicial suhpoena if the patient bas been 
notified in advance and has not objected in a timely manner. 

We recommend that if the patient has been notified in advance and does 
object in a timely manner, the official issuing the subpoena not order the in
formation disclosed unless tbe person seeking the information has . 
demonstrated that 

there are reasonable grounds to believe that the information will be rcJe\'ant 
to the proceeding; and 

the need for the information outweighs the privacy interest of the patieni. 

Wc recommend that in determining ","'helher the nei:d for the information 
outweighs the privacy interest of the patient. the court or agency consider 

the particular purpose for which the information was collected; 

the degree to which disclosure of the information will embarrass. 
injure, or invade thc privacy of the patient; 
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the effect or the disclosure on the patient's health care; 

the importance or the inrormation to the lawsuit or proceeding; and 

any otlier ractor deemed rele\'ant by the court. 

We rewmmend thaC a covered entity be permitted Co dtaUenge a demand ror 
health inrormation on any grounds available under this or other law. 

This recommendation addresses the need for health lnfonnation in proceedings other than 

proceedings in which the patient is a party, 


The procedure we recommend is basically the same as for those situations, The test for disclo~ 


sure is: somewhat different. tn light of the need to demand a higher degree ofjustification for 

seeking health infonnation in proceedings that are not law enforcement proceedings, or in whieh 

the patient is not already before the court 


13. JUDICIAL PROCEEDINGS: INFORMATION OTHERWISE ALLOWED TO BE , DISCLOSED 

We recommend that disclosure be permitted without notice to the patient, or 
judicial determination, if the health information could be disclosed under 
other provisions of the legislation not requiring notice or judicial 
determinatlon, provided thaC the conditions in the other provisions are 
satisfied. 

The procedural safeguards attendant to disclosure of health infonnation in judicial proceedings 

should not be required when the infonnation could be disclosed under other provisions without 

judiCial proceedings, 


In these instances, the requirements of the other sections authorizing the disclosure provide 

safeguards for the individuals. Notice to individuals simply because compulsory process was 

being used would serve no useful purpose and might Wrongly convey the impression that the 

patient was somehow being investigated, 


Disclosures that we propose be penniued without patient authorization are sometimes in fact 

made pursuant to compulsory legal process required or authorized by other law. Health 

oversight agencies have this authority (discussed in the HEALTH OVERSIGHT section, 

above). State and local public health agencies have subpoena or warrant authority to obtain 

infonnation. The Occupational Safety and Health Administration and the National InstItute for 

Occupational Safety and Health have authority to compel disclosure ofhealth records for their 

public health and safelY investigations and occupational health and safety research (29 U.S.C. 

§§657, 669), and the Mine Safety and Health Administration (30 U.S.C §8D) has similar 
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,authority. Should agencies with that authority have to use it, they should not be required to 
::omply with the notice and judicial determination requirements applicable in other proceedings 
.using compulsory process. 

The legislation should also provide that, if disclosure is conditioned upon a requirement to dis~ 
,close in State law, Federal agencies may make the disclosure despite the inapplicability of State 
law to their activities. 

F. 	 SPECIALIZED CLASSES OF PERSONS AND ENTITIES 

1. 	 IIECEASED PERSONS 

We reeommend that patients. be eovered by the protections of tbe legislation 
for two years after death, and tbat the right to eontrol tbe patient's healtb in

·1 	 formation within that time he held by an e:xeeutor or administrator, or in the 
ahseuu of sueh an officer, by next~of-kin, determined under State Jaw', or in 
absence of both, by the holder of the health information. 

:IWhether to apply confidentiality legislation to information about deceased patients is a difficult 
issue, with good arguments in favor both of protecting and not protecting this information. In 
traditional privacy law, privacy interests, in the sense of the right to control disclosure of infor~ 
mation about oneself, eease at death. The underlying purpose of health record confidentiality 
to encourage a person seeking treatment to be frank. in the interest ofobtaining care ~~ may 

; require, from the patient's perspective, confidential treatment of infonnation even after death, 
, However, the problem of ensuring confidentiality after death is complicated by the traditional 
1~method of managing affairs after death -~ control by an executor or administrator, who is often a 
'relative. The result may be that the very people the deceased may have hoped would not know of 
his or her health condition will control the information. 

"At the same time, perpetual confidentiality has serious drawbacks. If information is needed for 
legitimate purposes, there should be someone legally authorized to disclose it, by analogy with 
authorization by a living person. A permanent bar to disclosure would serve privacy interests 
only rarely, and could interfere with important and acceptable uses of information, such as 

, historical research. 

I,A two yeal" period ofconfidential treatment, with provisions for authorization by specific 
'!persons, would preserve dignity and respect by preventing uncontrolled diselosure ofinfonnation 
I' immediately afier death. but pemritting disclosure for proper purposes during this period. It 
I should be noted that providers may, apart from legally compelled disclosure, choose to keep in
'I formation confidential for a longer period. 
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2. IDENTIFICATION OF DECEASED PERSONS 

We recommend that health information be permitted to be disclosed to 
identify a dead person, or to aid a medical examiner's or coroner's 
investigation. 

Information from health records is used to identify dead persons, and this recom\'"cndatlon 
permits providers and payers to disclose information for this purpose. In an instance where in
formation so disclosed reveals infonnation about a living person. that infonnation should not be 
used for any purpose relating to the living individual. 

Medical records are used in investigation ofcauses of death, and should be pennitted to be 
disclosed for that purpose. . 

3. CORRECTIONAL AND DETENTION FACILITIES 

We recommend that health information about patients who are inmates of 
eorrettional f.ciUties~ or incarcerated in detention facilities, be available to 
prison and detention offieials responsible ror the eustody and eare of the 
inmates and detainees, and that no further restrietions apply to the,use and 
disclosure of this information. We recommend tbat the rights and 
obliga lions of the legislation not apply to inmates or detainees. or the officials 
or entities responsible for their care and custody. 

This recommendation acknowledges the speeiaI situation of persons in correctional facilities, 
whose health care is a fundamental responsibility of the officials of those facilities, 

4. MINORS 

We recommend that patients below the age of]8 who, aeting alone, have tbe 
legal capacity to apply for and obtain health eare and who have sought such 
care. should have an rights under the legislation with respect to infonnation 
relating to such care. 

We recommend that in cases not conred by the preeeding condition, and in 
which the patients is age 14, 15, 16, or 17, either the patient or the parents or 
legal guardians be authorized to exercise all rights under the law. 

We recommend that the rights of patients under 14 years of age be exercised 
by the parent or legal guardian of the patient. 

These recommendations recognize the special situation of minors, They take into account the 
responsibility and concem ofparents for their children, and at the same time acknowiedge the 
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ability under many State laws of minors to consent to their own care for particular conditions 
Hamed in statute. 

,..,. POWERS OF ATTORNEY 

We recommend that persons authorized by Jaw (other than on account of 
minority) to act for 11 patient~ or authorized by an instrument rewgnized 
under law, to act as agentl attorney, proxy or otber legal representative, 
exereise all rights of the patient to the extent authorized by tbe grant of 
authority. 

We reeommend that persons aUlhorized by law, or by an instrument 
reeognized under Jawt to make deeisions about a patieDl's health care 
exercise tbe rigbts of the patient to tbe extent neeessary to effet'tuate the 
terms or purposes of the grant of autbority. 

'These recommenda.tions address situations in which patients have formally authorized others to 
act for them. or are unable to act for themselves. They are necessary accommodations in 
3ituations where, for purposes beyond decisions about information. others arc acting for patients. 

As it relates to persons authorized lO make health care decisions for others, this recommendation 
recognizes the power, under the laws ofmost States, of individuals to designate others to make 
health care decisions on their behalf. in the form of durable powers of attorney or similar 
instruments. The definition of rights we reconunend is similar to one offered by the National 
Conference ofCommissioners on Uniform State Law, in the Uniform Health~Care Decisions Act 
(9 Part 1 U.LA. 93 (Supp. 1994» in this circumstance. 

6. PATIENTS UNABLE TO MAKE CHOICES FOR THEMSELVES 

We recommend thai if a patient is not capable of aercising his or her rights 
under tbe legislation but has not been legally adjudieated as ineompetent or 
bas not bad a legal representative appointed, tbe patient's rights under tbe 
reeommended Federal pril'acy act be exereised by a person who bolds a 
health eare power of attorney for the patient, or in the absenee of sucb a 
person~ by next of kin, or in the ab-'ienee of such a person. the health eare 
p~vider. 

We reeommend that anyone exercising thtse rigbts be required to do so in 
the best interest of the patient. 

,This is intended to deal with situations whcre a patient is unable to exercise the rights under the 
confidentiality law, and there is no formul legal arrangement for olhers to exercise those rights. 
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7. BANKING AND PAYMENT PROCESSES 

We rteommeod that providers and payers be permitted to disclose) in 
tonneetion with payment by debit, credit, or other payment card or account 
number, ~r other electronic payment means; the minimum amount of health 
information necessary to complete tbe payment transaction. 

We recommend that a debit, credit, or otber payment card iliSuer, or anyone 
otherwise directly involved in payment or billing transactions through sucb 
means, be permitted to use or disclose health information about a patient 
only for authorization, seUlement, billing or collection, and for other 
purposes directly related to these financial operations. 

Financial organizations such as banks that issue credit cards now process payment for health 
care. In the course ofmaking payment for health care. and billing customers, they may 
incidentally receive health information. When a patient pays a provider using a credit card. the 
transaction does not use health information as such, and the provider should not include health 
information in communicating with the bank to receive payment. 

However, some health information can be derived by ready inference from information that is 
included in the financial transaction, Thc specialty of a provider, which is easily determined, 
may indicate the type of health care being recelved, The amount or pattern ofcharges may 
suggest with some precision the gravity or character of a patient'S condition. 

Any health information so disclosed should be used only for the immediate purposes of the 
transaclion. 

Since entities performing these functions are typically regulated as financial or,credit institutions, 
and transactions with health information are integrated into their more general operations. there 
is no value in identifying them as payers or service organizations and subjecting them to the 
range of obligations imposed on providers and payers and their service organizations. 

The legislation should prevent them from using identifiable patient information for purposes 
beyond the immediate transactions. In particular. they should not be allowed to use health infor~ 
rnation for purposes like direct marketing by the processor or by others, for the development of 
consumer profiles. for prescreening. for credit evaluation, or for other purposes. 

The limitations we recommend should nOI interfere ""ith use of patient infonnation in audits, 
transfer of receivnbles or accounts, or the range ofactivities that surround the sale or transfer of 
receipls. or any legal or regulatory access to information that is common to the transactions of 
the processor more generally, The intent is to prevent the use ofheahh infonnation as such for 
any purpose beyond those narrowly connected with payment. 
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:1. DISCLOSURES WITHIN THE DEPARTMENT OF VETERANS AFFAIRS 

We recommend that diseiosures of health information within the Departmen~ 
of Veterans Affairs for the purposes of the benefit programs of that 
Department be permitted without explicit authorization. 

:In the Department of Veterans Affairs health information about its beneficiaries currently f10ws 
"as necessary from its medical facilities to its benefits payment elements, to permit benefit 
~eterminations based on health status. There is little value in requiring, for these information 
transfers within that agency, that veterruts give the same authorization they would have to 
provide, for example~ to permit disclosure of a private provider's records to a private insurance 
company. Simplicity and convenience for the veterans, and reduction of merely formalistic 
docwnentation, warrant this exception to the authorization requirements; The Privacy Act of 
1974 provides a structured framework for the maintenance of the information. and existing confi~ 
:lentiality statutes cover DVA information without distinguishing hcaJth infonnation from other 
information (38 U.s.C. § 5701). 

9. MILITARY SERVICES - MEMBERS 

We recommend that the Secretaries of Departments including military 
serviees be authorized to promulgate regulations permiUing diselosure 
without patient authorization of health information about members of the 
military serviecs f by health tare providers and payers that are part of the 
military services or operating on behalf of the military services. 

The purpose of the health care sysiem of the military services differs in its basic character from 
that of the health care system of society generally, and the leadership ofthc military services has 
a special relationship with its members, The speeial situation of the military services is 
~cknowledgcd by the Constitutional provision for separate lawmaking for them (U,S, Const. art 
'1, § 8, c1. 14), and in their separate criminal justice system, under the Unifonn Code of Military 
IJustice (10 U.S.C. §§ 80 I et seq.) ,. 

Officials ofthc military services are responsible for the hea.lth of the members, and use informa~ 
,tion. including health infonnation, to make operational choices about assignment of personnel 
land other matters relating to the national defense functions, Examples include the medical status 
;of pilots. the reliability of nuclear weapons personnel, and compliance with controlled substance 
;policies. The normal role of the patient in authorizing disclosure of health infonnation would be 
:inconsislent with these responsibilities and relationships. and thus we recommend that the 
:'miltlary departments be pennittcd to modify the disclosure roles as necessary. 

JJnder this recommendation, the rules could be modified for providers and payers which are 
!direct military activities. as well as for civilian facilities serving members of the military services 
,pursuant to contract (such as TRJCARE managed care support contractors). We recommend that 
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the authority to modify the disclosure rules apply only to health information about members of 
the military services. 

The legislation should not permit promulgation ofregulations to permit disclosure or use of in
formation thatls restricted or controlled by other law. 

This recommendation is applicable to the Department of Defense and the Department of 
Transportation. 

10. 	 MILITARY SERVICES - CIVILIAN EMPLOYEES AND CONTRACTORS 

We recommend that the Secretaries of Departments including military 
services be authorized to promulgate regulations restricting the revoeatlon or 
autborizations for disclosure of information by civilian employees and 
contradors' employees in instances where ongoing access to health informa
tion is necessary ror tbe conduct of national defense functions. 

This provision addresses the situation ofcivilian employees ofthe military services, and 
contractor personnel, who authorize use ofibeir health reeords to evaluate their suitability for 
deployment and other defense*related activities. Information about their health is needed on a 
continuous basis. and revocation of the authorization would interfere with use of the information, 
possibly in situations where the lack of information could have serious operational consequences. 

G. 	 RELATIONSHIP TO OTHER LAW 

I. 	 CERTAIN LAWS NOT AFFECTED 

We recommend that the legislation not preempt, supersede, or modify the 
operation of 

any law tbat provides ror the reporting of vital events such as birth 
and deatb: 

any law requiring tbe reporting of abuse or- neglect of any individual; 

.... 	 (be provisions of tbe Public Health Service Act regarding notification 
of emergency response employees of possible exposure to infectious 
dis.ases (Public H.altb Service Act subpart II, part E, title XXVI (42 
U.S.C. §§ 2681-2690); 

any law requiring or explicitly authorizing tbe reporting of injuries or 
illnesses in tonneetion witb a workers' compensation program; or 
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any law that establishes a privilege for records used in health 
professional peer n:wiew activities. 

These activities are ali subject to existing law, and we recommend that they not be affected at all 
by the legislation. This proposal is not s,imply that disclosures to comply with these laws be 
allowed: it is that these disclosures and activities under these should not be affectcd at alL 

lhe reporting of vital events like birth and death may include health information, but the reports 
ilre made pursuant to an existing body of law which controls use of the information so disclosed, 
iUld are for public purposes beyond health care. All States have laws in this area. many based in 
whole or in part on the model statute promulgated by the National Center for Health Statistics 
(Centers for Disease Control and Prevention, National Center for Health Statistics, Model Slale 
Vilal Statislics Ael and Regulations (1992». 

IThe reporting of neglect or abuse is addressed by law in every State,. 
Ir workers' compensation programs., State laws. require employers to report injuries 10 State 
'agencies OJ workers' compensation insurance carriers. \Vhile in many cases these reports 1h,1I 
,come from employers, and will not indude health information. there will be instances in which a 
~ealth care provider will make the report. The legislation should not affect these repons. 

To the extent that heallh infonnation is used in health professional peer review activities. control 
'of its usc and disclosure should be left to the specialized statutes govenling those activities. 

2. PRIVILEGE STATUTES 

We recommend that a patient's authorization for disclosure of health in for.. 
mation for health care or payment. or disclosure under the Jegislation for 
those purposes without patient authorization not diminish, waive, or 
othenvise impair any testimonial privilege. 

Existing privileges. which in some instances can be abrogated by disclosure of the information 
covered by the privilege. should be preserved. 

3. THE PRIVACY ACT OF 1974 

\Ve recommend that providers and payer~ now subject to the Privacy Act of 
1974 remain subject to that Act. 

We recommend that these providers and payers be obliged to observe the 
disclosure restrictions offcderal privaq legislation as well as any disclosure 
restrictions of the Pri\o'acy Act that are more restrictive than such legislation. 
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We recommend tbat J.'ederal agencies be permUted to make disclosures now 
allowed by tbe Privacy Act to tbe National Arcbives and Records 
Administration. 

The Privacy Act of 1974 (5 U.S.C. § 552a) was a pioneering statute for the use and conlrol of 
personal infonnation, and continues to serve the public well as a control on the use and disclo
sure of information by the Federal government Its significant contribution to privacy interests 
are its requirements that agencies maintain only information necessary to the agencies' purposes~ 
that individuals have the right to access and to request amendment of their records; and that 
agencies be open about the records they keep and their uses and disdosures. 

Written to cover the wide variety of records found in the entire Federal government in 1974, 
including many of minimal sensitivity. its use and disclosure provisions are not highly 
restrictive. lbe Act explicitly identifies many disdosures as allowable without indIvidual 
consent. lnfonnation may be used by employees of an agency who have a need to know the 
information 10 perform their dUlies, and "agency" includes an entire cabinet Department. Infor
ma.tion may be disclosed pursuant to court order and pursuant to proper requests from law 
enforcement authorities, and to certain other Federal agencies. lbere are several other specified 
aHowabie disclosures" Beyond those set out in the text oCthe Act. agencies have discretion to 
make other disclosures through their administrative power under the Act to establish. by notice, 
comment, reVIew by the Office of Management and Budget and Congress, a routine use ~~ a dis
closure of information outside the agency "for a purpose which is compatible with the purpose 
for which it was collected." In devising their routine uses agencies have latitude in determining 
what is licompalible." although the courts have been looking more closely in recent years at 
agency choices. 

Many Federal agencies conduct activities that would bc covered by the legislation we 
recommend, such as the provision of care by the Clinical Center of the Nationa,llnstitutes of 
Health. the hospitals and clinics of the Department of Veterans AITairs, the Department of 
Defense and the Indian Health Service. and the payment activities of Medicare and the Civilian 
Health and Medical Program of the Uniformed Services (CHAMPUS). 

We recommend tha.t federal health record confidentiality legiSlation limit the latitude of these 
agcncies to make the disclosures otherwise permitted by the Privacy Act. Federal agencies 
should be restricted in their intra-agency disclosures, and in promulgation of routine uscs, 10 the 
pu~ses and uses set out in the health privacy legislation We recommend. 

This recommendation is based on these principles: 

Health information is a specialized class of information that deserves the more careful 
treatment. in terms of disclosure restrictions. that the legislation we now recommend 
would provide. . 
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Federal and other (private, State and 10cai government) health care and payment activities 
ought~ as much as possible. to be subject to the same confidentiality rules. 

A common set of rules for health records in all health programs is more important than a 
common set of rules for records whose omy similar feature is their Federal maintenance. 

At present. existing confidentiaUty statutes are often overlaid on the Privacy Act. with the effect 
lhal the protections are cumulative. That is the result sought here, and it should be addressed 
t:xplicitly in the law. 

There ar:e strong reasons to encompass both Federal and other health records within a common 
protective scheme, There is increasing interaction among the Federal, private, and State 
government sectors in sharing of facilities. purchase of care, and the like. The work ofalilhese 
l8ciHties and their personnel would be simplified by a common set of rules. 

'Ne recommend that the proposaJ leave in place the subject access and amendment provisions of 
lhe Privacy Act, and that it not diminish any protections against disclosure provided by that Act. 
Unforeseen circwnstances can be accommodated under tile administrative authority we 
recommend, below (discussed under AUTHORITY FOR LIMITED SIlSPENSION). 

'llle archives provision deals with the special situation of Federm agencies whose records are 
:;ubjecl In ule Federal Records Act. 

·1. STATE LAW 

We reeommend that the legislation preempt Slate Jaws ooly 10 the extent that 
those laws are leu stringent or restrictive than the ]<"ederallaw. 

'we recommend that the Federal legislation supersede State law only when the State law is less 
protective flan the Federal law, If either the Federal or Stale law forbids a disclosure. the disclo
:;ure shouJd not be permitted, Thus, the confidentiality protections would be cumulative, and the 
j~ederallcgislatjon would provide "floor preemption." 

(:Jenerally. Federal statutes: that provide rights to individuals with respect to privacy and liberty 
do nol displace stronger State laws, and we believe that the legislation we recommend should 
::ollow thal tradition. 

We are aware of the strong arguments. and repeated recommendations. that Federal law in this 
area should be totally preemptive, i.e .• that it totally occupy the field of protection of health care 
j nfonnalion, so that no Slate coutd maintain or establish any law governing use and disclosure of 
health information. 
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Those arguments are based on the increasing integration of the health care infonnation system in 
this country, in which information passes easily from State to S~te, when infonnation generated 
in one State may with ease be retrieved in anothet State, and when it is difficult even to identify 
the "location" of information to determine which State's law applies. 

Nevertheless, we have concluded that the careful attention States have givenl and continue to 
give.'to this issue, should be respected. Some States have comprehensive health confidentiality 
statutes: analogous to the one recommended here, and others are considering them. Many have 
carefully designed statutes protecting specialized cJasses of infonnation, particularly information 
about AIDS and HIV infection patients, and mental health patients, 

The Federal protection would ensure that everyone has an adequate level ofprivacy protection, 
and if the people of the several States wish more, or see special privacy needs which are not 
being met, they can retain or enact additional safeguards. 

5. OTHER LAW GOVERNING HEALTH INFORMATION 

We recommend that the legislation not modify or supersede other FeaeraI or 
State law that provides greater protedion. 

Some health information subject to the legislation we recommend will also be subject to other 
law restricting its use and disclosure. The subjects of this information ought to have the benefit 
of all applicable law. 

This may be the case with information held by payers and providers. in States with more 
protective statutes for some elements ofheahh information (as discussed above in STATE 
LAW), and will be the case with some information held by Federal agencies, It may also be the 
case whh information disclosed by payers and pmviders under provisions of the legislation 
without patient authorization. 

In the latter instance, the information would, in its new setting. become subject to other statutes 
as "''ell as the rediscJosure provisions of the legislation we recommend, For example, informaM 

tion disclosed for research may become subject to statutes governing certain statistical activities 
(Public Health Service Acl § 308(d), 42 U.S.C. § 242rn(d». health services research activilies of 
the Agency for Health Care I)olic}, and Research and its grantees and contractors (Public Health 
Service Act § 903(c), 42 U.S.C. § 299.-1 (c». orresearch subject identity protection (Public 
Health Service Act § 301 (d). 42 U.S.c. § 241 (d)). In other instances. Slate law may also restrict 
the disclosure of this information. 

In the case ofPeer Review Organizations, which review health information to ensure the quality 
ofcare for Medicare beneficiaries. health information is protected oy its authorizing statute 
(Socia! Security Act § 1160,42 U.S.C. § 13200-9). 
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The Americans with Disabilities Act prohibits discrimination on the basis of disability. and in 
reguJating the assessment of applicants and employees., requires employers, among other things. 
to keep medical information .ton separate forms and in separate medical files" and 10 treat this "as 
a confidential medical rerord," (§§ 102(c)(3) and (4), 42 U,S,c, §§ 12112(c)(3) and (4», 
Section 503 of the Rehabilitation Act of 1973, 29 U's,C, § 793, provides t,he same protections for 
Federal contractor employees and job applicants (regulation at 41 CFR, § 60-74 L23), 

These law~~ should conlinue to apply, Information obtained by employers in providing health 
care or payment should be subject to the legislation we propose. Infcnnation subject to the 
American..c: with Disabilities Act or Rehabilitation Act (whether or not obtained in treatment Or 

payment) should continue to be covered by these laws, There should be no conflict between the 
"requirements, since neither those laws nor the legislation we recommend requires any disclosure 
that violates the other law, 

rn providing for the continuanee of stronger Stale law) the legislation should not modify the 
scope of the Employment Retirement Income Security Act of 1974 (ERISA)(29 U,S,c, § 1134) 
preemption of State laws. We recommend new minimum federal standards that would apply to 
many different entities that hold health infonnation, including ERISA plans, However, we are 
not recommending that States be given new authority to apply more prolective privacy standards 
to ERISA plans, 

6. FEDERAL SUBSTANCE ABUSE CONFIDENTIALITY STATUTE 

We recommend that the Secretary of Health and Uuman Servi£'es be 
authorized to determine. by regulation, which elements of the Federal 
substance abuse confidenliaJity st.atute «Public Heallh Service Ad § 543, 42 
U.S.C. § 290dd-2) should continu. 10 apply, so that the net errect or,that 
statutc and tbe one r~ommended will be at least as .~trung protection for the 
information concerned. 

'We recommend tbat the Secretary of Veterans Affairs be similarly 
empowered witb respect to the statute governing substance abusc~ sickle eeU 
disease, and "IV infection in the records of the Depanmen1 of Veterans 
Affairs (38 U.S,C_ § 7332), 

This recommendation will ensure that the strongest prolections of the new legislation and the 

existing laws will both apply to covered information. The relevant Cabinet Secretaries would 

publish regulations to specify what rules apply. 
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H. ENFORCEMENT 

1. CIVIL 

We recommend that any patient whose rights have heen violated knowingly 
or negligently be permitted to bring an adion, in a U.S. Distriet Court or any 
court of competent jurisdiction for actual damages and for equitable reUet. 
We recommend that actual damages encompass nonpecuniary losses sueh as 
physical and mental injury as well as pecuniary losses. We recommend that 
in the ease of knowing violation, attorneys' (ees and punitive damages should 
be available. 

We recommend that common law UabUit)' be eliminated for any disclosure 
tbat is permitted by the legislation we recommend and is not otherwise 
prohibited by State or Federal statute. 

We recommend that members of institutional review boards and their parent 
entities not be liable for a good faith determination of the propriety 6f a dis .. 
closure f6r research under the provisions allowing for such djsc)osure. 

We recommend that there be no liability for a disdosure based 6n good faith 
reliance 6n a eertificatioo by a government autbority or other person that a 
requested disclosure is in accord with the law. 

The ability (0 seek redress [or violations is an important element of confidentiality protection. 
There have been. and will continue to be, improper disclosures ofheaJth in [ormation. through 
negligence or deliberate choice. The victims ofsuch disclosures should be able to seek civil 
redress. 

The Privacy Working Group of the President's Information Infrastructure Task Force identified 
this as a basic principle in its Principles for PrOViding and Using Personal in/ormation: 

III.C. Redress Principle 
Individuals should, as appropriate. have a means of redress jf harmed by an improper 
disclosure or use of personal information. 

The President's statement on the Global Infonnalion Infrastructure, A Frameworkfor Global 
Electronic Commerce (June 1997) reiterates this point: 

Under iliese principles. consumers are enLitled to redress if they are harmed by improper 
use or disclosure of personal infonnation or if deeisions are based on inaccurate, 
outdated. incomplete. or irrelevant personal infonnation, 
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<)thcr statuteS establishing confidentiality obligations provide a cause of action, such as the Fair 
,Credit Reporting Act, which permits suits in the U.S. District Courts, or in any other court of 
,ompetent jurisdiction, to enforce liabilities under that act (15 U.S.C. §§ 617-618). Cable 
television <'perators are forbidden to disclose subscriber information except under defined 
circwnstances, and violations give rise 1.0 civil liability, with a cause of action in the U.S, District 
Court (47 U.s.C. § 551(1)). The wrongful disclosure of video tape rentals or sales information 
gives rise 10 a similar cause of action (18 U,S,c' § 271O(c». New restrictions on disclosure of 
State motor vehicle information were imposed by the Violent Crime Control and Law 
Enforcement Act of 1994, and individuals have a cause of acrion in the U.S. District COllrt 
against persons who obtain or disclose information in violation of the restrictions (Pub. L. No. 
103-322, § 300002. 108 Stat. 1796.210 I, 18 U$.c. § 2724). 

We recommend that the legislation take a balanced approach that compensates, in the case of 
negligence, only for actual losses, although not only monetary losses. In the case of a knowing 
violation. punitive damages and attorneys' fees should also be available. 

Our recommended definition of actual damages envisages better recovery possibilities than the 
Privacy Act of 1974, whose damages provisions (subsections (g)(1 )(D) and (g)(4))) have in some 
instances been read to mean only pecuniary damages, and whose standard for recovery is that the 
Federal agency acted intentionally or wilfully ((g)(4)). The Privacy Protection Study 
Commission, responding to a specific Congressional request to address this issue, recommended 
expansion of the Privacy Act recovery to both special and general damages (Personal Privacy in 
an In/ormtrlion Society 530~1 (1997)), The limitations of the Priyacy Act in providing 
satisfaetory remedies has been noted by various commentators. including Paul M. Schwartz and 
Joel R. Reidenberg, Data Privacy Law § 5-5(a)(1996). 

We recommend that the rights provided by the legislation be enforceable in any court of 
competent jurisdiction. as in the case oflhe Fair Credit Reporting Act~ and we recommend that 
there be nothing to prevent States from providing other remedies in Slate law for violation of the 
Federal law. 

We recommend that recovery for the wrongful behavior of public employees acting in an official 
capacity be against their agencies, in accord with current law, 

Some current enforcement of privacy rights occurs through litigalion under common law theories 
ofa general public policy of medical confidentiality (derived from privilege and licensing 
statutes), contract, malpractice. and tortious invasion of privacy, Federal confidentiality 
legislation should bring certain and unifonn standards to the redress and recovery process, and 
thus we recommend that there be no common law recovery for uses and disclosures of infonna· 
tion permitted by the Federal Jaw and not otherwise prohibited. 

These recommendations are intended to protect record holders and those who assist in making 
determinations about disclosures against liability hased on those disclosures if they act in good 
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faith, Record holders should be able to, but should not have to, make their own inquiries into 
requests for allowable disclosures in the absence of a facia! irregularity in the request. 

2. CIVIL MONEY PENALTIES 

We recommend that there be authority to impose civil money penalties on 
any covered entity whieh has demomtrated a pattern or practice of failure to' 
comply with the provi.dons of the Jaw. 

We recommend this additional remedy for grave or continuing offenses. The proceduraJ aspects 
of the penalties could be similar to those for wrongdoing in the Medicaid and Medicare 
programs) under section J128A of the Social Security Act. 

3. ALTERNATIVE DISPUTE RESOLUTION 

We recommend that the alternative dispute resolution proeedures be 

available for dbputes giving rise to eivilliability under the law. 


4. CRIMINAL PENALTIES 

We reeommend criminal penaltiel!' (including fine and imprisonment) at tbe 
felony level for O'btaining health information under false pretenses, for 
knowing Bnd unlawful obtaining of health information, and for knowing and 
unlawful use or diselosure of health information. 

We recommend that the penalties be higher for any of these ads performed 
for profit or monetary gain. 

Activities that should violate the law would be requesting or obtaining health infonnation under 

false pretenses from !l covered entity; knowingJy obtaining protected healLh infonnation with the 

intent to sen. transfer, or use the infonnation for profit or monetary gain: knowingly selling. 

transferring, Or using heallh information for profit or monetary gain; Or knowingly using or 

disclosing health information in violation of the law's requirements for nondisclosure. 


The penalties we recommend are modeled on the penalties provided in the Hea!th lnsurance Pan

ability and Accountability Acl of 1996 for violation ofdisclosure restrictions in the 

administrative simplification provisions of that Act (Socia! Security Act § 1177,42 US.C. 

§ I32Od.6).. 
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I. ADMINISTRATION 

1. IMPLEMENTATION 

We recommend that tbe legislation provide authority ~o issue regulations to 
implement the 1egislation. 

We recommend that there be authority to 

sponsor research relating to the privacy and security of health information; 

develop information and technical guidance for protection of beaUb informa .. 
tionj8nd 

develop teehnology to implement standards regarding bealtb information. 

We recommend tbat there be authority to promulgate 

model notices of information practices for use by entities subject to tbe Iegis~ 
lation; 

model authorizations for disclosure and model statements of intended use of 
health information by penons requesting that patients authorize disclosure 
of health information; 

., 
gUidelines for the administrative, technical, and physical safeguards required 
tu protect health information; 

guidelines for what levels and amuunts of information constitute 
lIidentifiableH infO'rmatiun, and guidelines for minimum allO'wable 
diselosures in partieular situatiuns; 

I' guidelines for use within organizations O'f health infO'rmatiO'n Honly for 
purposes eompatible with and directly related to the purpuses for whieh the 
informatiO'n was collected O'r received"; 

requirements for institutiunal r~\'icw boards authorized to approve disclo
sures for research; 

model notiees to' advise patients O'f efforts to obtain health infO'rmation in 
legal prO'eeedings; and 
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standards for electronic and magnetic writings tbat would fulfill the 
requirements of the legislation. 

This reeommendation recognizes the need for interpretation and application when new confiden R 

" liality standards govern health information, An ongoing Federal authority is needed to preclude 
doubt and confusion. to provide certainty in applying the rules, and to be a point ofpubhc 
reference and recourse with respect to violations subjeet to civil money penalties, 

In addition, there should be authoritative sources for technical guidance for several matters that 
(;annot be addressed in detail in legislation, Entities subject to the legislation should be assured 
that they are in compliance if they used model notiees, security practices, and olher forms and 
techniques promulgated centrally. In some areas, like restricting use of health information to the 
pu.rposes for which it was collected, new organizational and administrative techniques could be 
promulgated to assist small businesses to comply. 

2. AUTHORITY FOR LIMITED SUSPENSION 

We recommend that tbere be authority to suspend? by regulation, any 
provision of the legislation for 8 limited period in the event of an unforeseen 
significant threat 10 health or safetyfsignificant threat to patient pri,,'acy, 
major economic disruption, or manifest unfairness. 

The design of precise controls on the use and disclosure of information is a complex task. and it 
is possible lhat the legislation would forbid a disclosure, or otherwise constrain behavior, in a 
way that eauses unanticipated hardship. 

Authority to suspend a provision would ensure that situations like this could be a.ddressed, on a 
temporary oosis. pending Congressional consideration of amendments:. 

Federal agencies are accustomed to the flexibility provided by the Privacy A.;;t of 1974, whose 
routine use provision (5 U,S,c. § 552a(a)(7) and (b)(3» permits agencies to make administrative 
choices to disclose information beyond the disclosures explicitly allov.(:d in the statute, We do 
not recommend administrative authority as flexible as the routine use provision, whkh appears in 
a law covering all activities of all Federal agencies, and where a statutory catalog of all possible 
uses of information was not feasible. We recommend a provision to deal with eXlraordinary 
situations thaI may have not been foreseen, and then only for a limited time. 

3. EFFECTIVE DATE 

We recommend that the obligations of the providers and payers become 
cffoctive 9 months afler the promulgation of implementing regulations. 
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We recommend that there be authority to exempt reeords in existence on the 
dftt~ of enactment rrom compliance with speeific pro"'isions of the Jaw, for 
time-limited periods. 

These recommendations are fOT an impl~mcntation schedule to ensure adequate time to apply the 
rules to health information in the hands of providers and payers. 

The requirements we recommend 'can be applied with minimal trouble to new transactions: with 
patients and to records developed with the legislation as background and guidance. At the same 
time, to apply the legislation to existing records, including some that are in archival status, could 
present undue hardships. with Httle benefit to patients. H is not intended that patients whose 
records exist already should not get the protection oftne law. The exemption provision should 
be available only for situations where there is no significant adverse privacy effect on the patient 

III. CONCLUSION 

Thomas Jefferson said: "Our laws and institutions must keep pace with the progress of the hUman 
mind." We: believe that these recommendations should be the first -- not the last -~ chapter in an 
onwgoing bipartisan process to safeguard our citizens' right to health care privacy in an ever~ 
changing world. 

Ultimately, we must judge ourselves by whether we leave the next generation with real federal 
privacy standards grounded in fundamenlal principles, Will we have boundaries to ensure that, 
with very few exceptions, our health care information is used only for health care? Win we have 
assurances that our information is secure? Will we have knowledge about and controi over what 
happens to our health care records? Will those who violate our privacy be held accountable -
and those who are violated be able lO seek redress? Will we be able to safeguard our privacy 
rights whil~ still protecting our core public responsibilities like research. public heahh , and law 
enforcement? 

In short, will we be able to harness these revolutions in biology, communications, and health care 
delivery to breath new life into the trust betwecn our patients and their doctors, between our 
citizens and their government, between our past and our future. We can. And, ifwe work 
together and act quicklY, we will. 
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