MEMORANDUM

To: Laura Tyson
Gene Sperling

From: Tom Kalii ﬂ(é
Re: FY98 R&D budget

Date: December 17, 1996

Overall, OMB has made a good faith effort to protect R&D programs. “Protect” --
in most instances, means flat funding in nominal dollarg, resulting in small real declines, [
don’t have a good sense for the cut-years.

Although we generally talk about a federal investment in R&D of $70 billion, the
real number is actually much smaller:
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What these charts show is that much of what is counted as R&D for defense is
advanced weapons development and testing and evaluation {e.g. blowing up tanks) -« and
that the real R&D budget is closer to $41 billion, with $13 billion going 1o health.

_ Below is a Hist of my major outstanding concerns:
i Next Generation Intornet
We need to make sure that (1) the incremental funding does not come at the expense
of the existing investments in information and communications technology; and {2} this 18
deseribed as a multi-year, S-year initiative. The Vice President is hkely to be supportive of

HITES

The “return on investment” from this initiative is hikely 1o be high. In the fast 18
wonths, the current generation Interned has resulted in wealth creation of $250 billion.



2. Educational Technology

Gene has been strongly supporting $300 million in FY98, which is what the
President originally called for. X

I also believe that we should support a $25 million R&Id program at the Defense
Department. CGene and Greg Simon have sent a memo o Gordon Adams on this, but it has
not been resolved yet.

3. Nzttonal Seience Foundation

OMB's passback gave NSF an increase of $50 million, considerably less than their
request for an increase of $165 millien. $100 million is necessary to keep them at zero real
growth. .

The ncrease would allow NSF {0 start an exciting new initiative in "Knowledge and
Distributed Intelligence.” This is addressing the hard problem of turning data into
knowledge. This inttiative, for example, would develop technologies for discovering
patterns in databases with millions of entries.

4. Commnterce Department

The Vice President may argue that although the FY9% level of funding for ATP is
adequate (8275 million in FY98) - it should increase to $500 million in 2002,

I support Dovothy's request for another $15 million for the Manufacturing Extension
Project.

5. Library Services Technology Aet

OME cut the agency request from $150 million to $115 million. FY97
appropriations wasg $136 million, This program will help connect librarics to the
zzzfﬁz‘matwn superhighway” -~ one of the President’s stated goals. -~

&, Usc of information fechnology

E

F'm not sure what the right budget mechanism is -- but 'd lke 0 sce the White
House encourage agencies to set aside a small arcount of money for innovative uses of

technology.  This is an arca where we can do g lot for a small amount of money, ACE-

NET, the secure Web site that connects "angels” with entreproneuss, was started with
$50,000 in government seed funding. [See witached memo ]

The Labor Department has a great proposal 1o turn the Unemployment Insurance
system into 2 Re-employment System by requiring U reeipicsis to enter their resume into
America’s Job Bank, prowdmg labor market information, and collecting information on
fraining opportunities,



THE WHITE HOUSE

WASHINGTON
- MEMORANDUM
To: Greg Simon
From: Tom Kalit TAK |
Re: Governnent use of Information 'I‘ea:}ino'mgy in the 2nd term
Date: December 18, 1996

There are a huge number of opportunities for the g &cvemmem to use mfomatxon and
communications technology to:

» tmprove the delivery of government services and carry out agency missions in new
way's;

- Reduce costs;

" Increase the dissemination of governmient information;

L] Expand apportunities for participation In the democratic process;

n Create “one-stop shops” that cul across agency boundartes; and

d Leverage our "lab&raioﬁcs of democracy" by ceﬁectmg and dxssemmatmg the best

ideas for addressing pressing social and economic zswcs

During the first term, a maunber of innovative projects wore started at relatively
modest sums, For cxample, the Smail Business Administration started ACE-NET (Angel
Capital Electronic Network) for $50,000. This grant, combined with a "no-action” letter
from the SEC, is allowing entreprenewrs and high net-worth individuals to interact on a
secure Web gite, creating new start-ups in the process. .

On a larger scale, the Department of Labor has plans for re-engineering the
Unemployment insurance System into a "Re-Employnent System” by expanding America’s
Jab Bank, America’s Talent Bank, and ¢xpanding the availabitity of Izbor market
information, and information about fraining opportunitics,

There will be even more opportunitics in the sceond term as information and
conmvnunications technologies become more powerful and ubiquitons. People will begin to
expect the smne level of service from the government that they get from FedEx -~ which
allows their customers 10 track their packapes on-line.



Although these individual projects are more singles and doubles than "home-runs®, -
they could guarantee a steady stream of good news stories, particularly now that most
papers have assigned a reporter to the cyber-beat. Collectively, I think they could add up to
a home-run for the Administration.

Agency Innovation Funds

During the second term, we need a process to ensure that the Administration
successfully (a) defines; (b) executes; and (c) gets credit for as many of these projects as
possible.

I have a number of ideas for how to do this, but this memo will concentrate on the
budget issues. In the current environment, it is difficult to get agencies to be innovative.-
One of the more successful devices on the information technology front was the Innovation
Fund. This was funded with a 1% tax on the income of the FTS200 long distance
telecommunications program. With $11 million, it funded 24 projects in FY95 and FY96,
including: '

u The U.S. Business Adviser;

(] A Federal Internet churity .Plzm;

= The "Blue Page" Directory;

n The International Trade Data System; and the
[ National Environmental Data Index;

Originally, NPR recommended a funding level for the Innovation Fund equal to 1%
of the $25 billion federal expenditures on IT, or $250 million. Clearly, the current fund
docs not come close to this level of investment. Furthermore, the current fund can only be-
used for multi-agency projects.

I think it would make a great deal of sense to require agencies to set up Innovation
Funds. Different components of the agency could compete for funding by submitting
project proposals. Agencies could also solicit white papers from outside the agency that
could serve as the basis for projects. The level of funding for these innovation funds 1s
somewhat flexible -- but | think agencies could accomplish a lot for $3-5 million per
agency.

In addition to {unding specific projects, agencies could usc these resources to pay for
(a) training; and (b) bringing 1n top-notch people from computer science departments for
onc year rolations. Although this is common practice in agencies like NSI7 and DARDPA,
the non-technical agencies don’t do this. If we established a "Gore Fellows" program, we
could succced in attracting some of the "best and brightest” to help promote NIl
applications.



THE WHITE HOUSE
WASMINGTON

May 24, 1993

MEMORANDUM FOR DISTRIBUTION

FROM: JOHN H. GIBBONS. DIRECTOR, OST
ROBERT RUBIN, ASSISTANT TO THE PEESIDENT, NEE Ko

RE: PROPOSED STRUCTURE OF THE INFORMATION INFRASTRUCTURE
TASK FORCE

Duting the campaign, the President and the Vice President stressed the need to create
the Infrastructure for the 2ist Century. In particular, they called for the rapid development of
a National Information Infrastructure (N1I), a system of high-speed telecommunications links,
databases, and advanced computer systems that will provide Americans the information they
need, whether in the form of text, images, video, or sound, This infrastructure will consist of
a "network of networks" run by many different companies and using different technologies
{fiber-optics, cable, wireless) but all connected and inter-operable. Such a serwork would be
as ubiquitous as the phone system, but capable of carrying at least 1,000 time more
mformation, providing two-way video, access to massive data libraries, and hundrads of
channels of HDTV programmung,

The Administration's February 22 technology policy paper annocunced the President's
plan to create a White House Information Infrastructure Task Force (JITF} which would,
"work with Congress and the prevate sector to find consensus on and implement policy
changes needed to accelerate deployment of a national information infrastructure.” This
memo is intended to pravide more details about the JITF, raise several questions that need to
be resolved, and outline the next steps for this group.

The Administration's vision of the NI}

Development of the NII has the potentiad to dramatically improve American
competitiveness, health care, education, and government services. For instance, by providing
faster and less expensive access to information, the NIT can accelerate the design,
manufacture, sale, and servicing of new products, giving American companies an edge in
wortd markets.



While the private sector will build almost all of the "information highway” system, the
President and the Vice President have stated clearly that the Federal government has a key
leadership role in the development of the NII. They have called for

{1}  Increased Federal investment in the development of the networking and
computing technology needed for the NII
{2)  Federal funding for pilot projects to demonstrate this technology.
{3)  Federal proprams to ensure that schools, libraries, hospitals, and other non-
profit ingtitutions can afford to be connected to the NIL
{4)  Forward-looking telecommunications policies that will encourage private-sector
investment in a ubiquitous, telecommunications system and ensure that all
Americans enjoy the benefits of such a system. Such policies will:
- provide a stable regulatory emvironment,
- promote competition,
- premote interaperability of networks,
- fairly allocate the electromagnetic spectrum,
- encourage development of standards,
- enable invesynent in the development and deployment of new
technologies,
- ensure access to users in poor and rural areas that otherwise might not
enjoy the full benefits of the NIL
(5)  Federal information policies that promote ¢reation of new information
services by:
. using information technology to provide more Federal information
on-line,
- working with the private sector to dissenunate Federal information,
- creating new ways to protect intelieciual property rights in a networked
environment,
- ensuring the privacy and security of users of the NI,

What will be the role of the YITF?

The IITF will be responsible for articulating and implementing the Administration's
vision for the National Information Infrastructure. Waorking together, the participating
agencies will develop comprehensive telecommunications and information policies that best
meet the needs of both the agencies and the country. The HTF will address a variety of
issues including regulatory policy, government information policy, standards issues,
intellectual property rights, private sector input on the National Information Infrastructure, and =
transition of the National Research and Education Network,



1

The IITF will focus primarily on those issues that cannot be resolved without
interagency cooperation and will have a key role in resolving interagency disputes. By
helping build consensus on thorny policy issues, it will help agencies make and implement
policy in areas where gridlock has been the norm in the past. The IITF is not designed to
impose policies on the agencies. Specifically, it will not try to second-guess policy decisions
which fall solely within the jurisdiction of a single agency.

Many and perhaps most of the issues the IITF will deal with will be handled in
working groups (which may be quasi-permanent or ad hoc) created to address a single issue.
Issues that could not be resolved by a single agency would go to one of these working
groups. Only if the working group could not resolve the issue would it come before the full
IITF. In general, the goal will be to make policy decisions at the lowest possible level. It is
conceivable that the full IITF would meet only 3-6 times a year.

What will be the relationship between the IITF and the Federal Coordinating Council
for Science, Engineering, and Technology (FCCSET)?

Many of the issues related to the NII will be dealt wath by the High Performance
Computing, Communications, and Information Technology (HPCCIT) Subcommittee of the
Federal Coordinating Council for Science, Engineering, and Technology (FCCSET), which is
chaired by the White House Office of Science and Technology Policy and which 1s
responsible for coordinating Federal R&D activities. FCCSET, and particularly HPCCIT, will
play a complementary role to the IITF. It will (1) provide technical advice to the IITF and its
working groups and (2) coordinate the Federal research activities that support development of
the National Information Infrastructure.

For the last three years, HPCCIT has coordinated the High-Performance Computing
and Communications (HPCC) Initiative, a $1.1 billion-a-year R&D program which 1s
developing the more powerful supercomputers, faster networks, and more sophisticated
software needed to build an advanced NII. By working with the IITF, the scientists and
engineers on the HPCCIT can help ensure that new technology developed by this initiative is
fully utilized in the NII. An HPCC advisory committee, required by Vice President Gore's
legistation authorizing the HPCC Initiative, will be established to provide private sector
advice on many of the research-related issues that the HPCCIT faces.

Who will be on the IHITF?

Presumably, all the key agencies invelved in telecommunications and information
policy will be represented on the task force, including:
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Couneil of Economic Advisers

National Economic Council

National Security Council

Office of Management and Budget

Office of Science and Technology Policy

Department of Commerce {includes the National Telecommunications and Information
Administration, the National Ingtitute of Standards and Technology, and the
National Technical Information Service)

Depariment of Defense

Department of Justice {Antitrust Division}

Department of State {Directorate for International Communications and Information

Policy}

In addition, several other agencies will either be members of the HTF or else be
involved in working groups of the IITF which may be formed to address specific issues.
These include:

Research agencies

National Science Foundation

Advanced Research Projects Agency {Defense Department)
Intelligence Community
U.8. Trade Representative

Clearly, there would also need to be close links 1o the Federsl Communications
Commission. When the members of the IITF are in place, they will help determine the
membership and structare of the task force.

Because of the key role of the Department of Commerce, 2 high-level official of the
Department, most likely the Deputy Secretary, will chair the HTF,

What will be on the IITF's agenda?

From discussions with agency personnel, industry, academia, and public interest
groups, we have compiled g list of issues that might be on the task force's agenda. The list
meludes:

Increasing competition in the local loop

Cable-telco cross-ownership restrictions

Madified Final Judgment (which regulates the Regional Bell Operating Companies)
Spectrum Allocation

The Commercialization of the Internet computer network

Telecommunications standards (both domestic and intermational)
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Computer security

Privacy

Encryption Technology

Intellectual Property Rights in a Networked Environment
Dissemination of Federal Information

Roles and structure of Federal telecommunications agencies

Clearly, the members of the IITF will add or delete items, as well as to prioritize

- them,

How will the IITF get input from industry?

To provide input from the private sector, it is likely that the IITF will establish one or
more advisory committees, These committees will not only provide suggestions and new
approaches to policy questions, they will also act as a sounding board for proposals from the
IITF and help build public support for those proposals, A single large advisory committee
might advise the IITF on high-level issues, while subcommittees of the advisory committee,
perhaps joined by outside experts, could advise issue-specific working groups of the IITF.

What's next?

In response to our April 5 memo, agencies have provided names of agency liaisons to
the IITF. A list of those names is attached. In addition, it would be useful if your agency
determined whether it needs to devote additional staff or resources to the HPCCIT, given the
additional, new roles that HPCCIT will be playing.

In the coming weeks, the IITF and the White House plan to draft a telecommunication
policy paper (10-15 pages) laying out, in broad terms, the principles that the Administration
intends to follow on telecommunications and information policy. It would be similar in form
and function to the February 22 technology policy paper. Ideally, this paper would be
released when the creation of the IITF is officially announced.

One of the first tasks for the IITF will be to define its agenda. There are a host of
difficult telecommunications and information issues that need to be resolved and the IITF
members will have to decide which ones are most pressing and most important. The IITF's
agenda will be determined by many factors, including Congressional action and
Administration priorities. We welcome your input on which items should be at the top of the
agenda. The key White House staffers working with the IITF are Mike Nelson (at OSTP,
395-6175) and Tom Kalil (at the NEC, 456-2801).
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(703) 6962202

632-1587

501-0022
5012772

371-2815
208-1873

6470774
647-5713

366-3393

268-4492
2684882

395-6047
395-6947

395-1185
395-4639
3933174
395-7285

456-6731
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THE WHITE HOUSE

WASHINGTON

October 18, 1993

MEMORANDUM FOR THE VICE PRESIDENT

FROM: Tom Kalil (National Economic Council)
THROUGH: Bo Cutter
SUBJECT: Using the "Bully Pulpit" to promote the NII

Although fiscal constraints will limit the ability of the Administration to
make major new investments, leadership can be a powerful (and inexpensive) tool
for promoting the Administration's vision of the National Information
Infrastructure.

Below are a few concrete proposals. If you think these are worthwhile, we
can develop them further and begin to discuss them with relevant agencies and
outside groups.

1. Establishing National Goals:

The NII is such an all-encompassing and amorphous concept that many
believe it is critical to set some national goals —— an equivalent of a "Man on the
Moon."

One such goal might be providing all schools with some level of access to
the Internet by a date certain (e.g. 1996). Fortune recently reported that:

"From Harlem to Honolulu, electronic networks are sparking the kind of
excitement not seen in America’s classrooms since the space race.”

Access to the Internet, combined with digital libraries, improvements in
“user friendliness”, and teacher training, could accelerate progress towards the six
national eclucatlon goals.

2. NII Fellows:

The development of the NII and its applications will require an
unprecedented level of collaboration between all sectors of American society
(government, industry, academia, public interest, etc.) Current examples of NII
collaborative activities include Smart Valley, the Cross-Industry Working Team,
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standards-setting, and policy projects of groups such as the Council on
Competitiveness.

Most of the individuals participating in these projects also have full-time
jobs, which can make progress slow and uneven.

The Administration could encourage companies, universities and other
institutions to provide 1-2 year sabbaticals to "NII Fellows" —— professionals who
would have the freedom to participate in a wide range of collaborative activities
such as those mentioned above.

3. State Information Infrastructure Trust Funds:

Some states use any "overearnings” from local telephone companies to
finance telecommunications projects with a public interest dimension —- such as
distance learning.

The Administration could encourage representatives of the relevant
stakeholders (e.g. states, telephone companies, consumer advocates) to draft model
legislation for consideration by all 50 states.

4. States as "Laboratories of Democracy" for the NII

There is a vast array of NII-related activity going on at the state and local
level. If each of the states would take responsibility for providing information on-
line about their activities, the federal government could learn from the states and
states could learn from each other.

5, Pilot projects in the District of Columbia:

Ideally, you should not have to travel 3,000 miles to Cupertino to see how
this technology can be applied to solving community and local government needs.
The White House could support local grassroots projects such as Cap Access, a
Washmgton D.C.-based Freenet. ARPA is already conmdermg networking local
schools in Southeast D.C.
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Date: August 22, 1994 LG

Introduction: "{/LM,

]
Arguably, the promotion of the National Information Infrastructure is the K
Administration's single most important technology initiative. Exponential - ~

improvements in our ability to store, transmit, and process information will impact { s
virtuaily every aspect of America's economic and social life, n (}}/ { “

Because of the pervasiveness of information and communications technology, m dj.
the NII is a complicated policy d{}mam Almost all agencies are Involved, albelt at 1

varying levels of intensity. A Iargc “womber of public and private groups have , 7__{@
maobilized to ensure that their interests are not ignored. "Stakeholders™ include long~
distance carriers, RBOCs, cable companics, broadeasters, the utilities, major / : /2 ",

telecommunications users, state and local regulators, universities, the computer and

software industry, consumer advocates, copyright industries, lbrarians, Americans with

disabilities, educators, public interest groups, and communitics that arc interested in a 0@@7 ML
particular NII application. The NII is a perfect example of the *3 blind men and the

clephant problem.” People from different industries, backgrounds and disciplines are

each in a position to describe a porion of the challenges and opportunities associated

with the NIIL

Perhaps the most important thing the Administration has done to date to
promote the NII is to talk about it. In the same way that Presidest Kennedy did
serious damage to the hat industry by not wearing a hat, the President and Vice
President have spurred the development of the NIT by having e~mail addresses and
talking about its importance.

The other major clements of the NI initative are:

1. Developing a teleccommunications policy that will promote competition
and private sector investent while maintaining universal seevice,

2 Promoting applications of the NII;



3. Investing in R&D;

4. Addressing information policy issues such as privacy, security, and
intellectual property rights issues; and

5. Promoting the Global Information Infrastructure.

1. Telecommunications policy:
a. Telecommunications legislation

Our most important goal is to pass telecommunications reform legislation. It
has passed the House 423-4 and the Senate Commerce Committec 18-2. Senate floor
action is expected in mid-September.

Overall, the legislation will represent a large improvement over the status quo.
It will prevent the states from maintaining barriers to local competition, require the
RBOCs to unbundle, eliminate the cable-telco cross—ownership restriction, preserve
the notion of "universal service", give the FCC the authority to "forbear” regulation
with respect to companies without market power, and gradually allow the RBOCs into
long-distance and manufacturing.

The bills are by no means perfect. For example, the Senate bill contains a
number of provistons to protect rural telephone companies and deny rural customers
the benefits of competition. It requires that telecommunications companies provide a
"public right-of-way" for non-~profits by setting aside 5 percent of their capacity —— a
concept that is meaningless in a digital, switched environment. We intend to work
with the House and Senate to try to improve the bill during conference.

The bill faces two barricrs. First of all, negotiations between the House and
Senate will have to be conducted in a very short period of time. This will be difficult,
given the complexity of the issues, and the intense industry lobbying. Second, Senator
Dole has realized that in addition to crime and health, the three potential "second tier”
legislative accomplishments are Super Fund, GATT, and telecommunications reform.
The Republicans may have an interest in preventing any Rose Garden ceremonies this
ycar. Dole's ability to play partisan politics may be limited by the reasonably strong
Republican support for the bill,

(q
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NEC Role: Push for improvements in the bill. Ensure that White House pushes hard
for House and Senate floor time. This could (conceivably} require persona
involvement by you and Bob:

k. Spectrum policy:

Freeing up additional spectrum will acecelerate the deployment of new
technologics, such as Personal Communications Services, LEOS (low carth orbiting
satellites), wircless data networks, next-generation personal digital assistants, wireless
cable, cic.

The Emerging Telecommunications Technology Act requires NTIA to identify
200 MHz of government spectrum over the next ten years and tum it over 1o the FCC.
{This 15 in addition 10 the specirum in the 2 GHz band that the FCC is auctioning off
for PCS.} 200 MHz is four times the amount of spectrum that created the cellutar
industey!
NEC role: Ensure that NTIA is not "slow~rolled” by the agencies who will have 1o
turn over spectrum.  Help wdeatify next generation of wireless issues, e.g. incemtives 3
for spectral efficiency, market—oricnted mechanisms for moving incumbent users. 5 ‘
Coosider whether auction revenue over $10 billion should be used for NI pmjcz:{s)

fe.g. connecting schools and librarics.] AW ‘ »L&
ifgtni
¢, Satellite policy: j’& »
wa e

There is strong support in industry and government that the sateilitc market
needs to be restructured, and that the status gquo (INTELSAT and IMMARSAT a3
treaty~based organizations) no longer makes any sense. However, the US.
Government has yet to develop a clear policy in this arca. An inter—agency working
group, chaired by State, has been charged with developing options for privatization
and restructuring of INTELSAT and IMMARSAT.

NEC role: Ensure that the State~ted review includes options for an aggressive
approach to privatization. Convene the inter-agency process (with OSTF) that will
ultimately make the decision,

2. Applications:

The NU is not an ead in itself. The Administration is interested in the Nl
berause it is a powerful tool with a wide varicty of applications in electronic
commerce, manufacturing, life-long learning, health care, science, delivery of
government services, sustainable development in the Third World, demand-side
management, digital librarics, cavironmental monitoring, telecommuting, intelligent
transportation systems, promoting informed porticipation, eic.



a. Applications strategies:

For each of the major applications, the Administration has attempted 10 initiate
a national discussion on what will be required t0 make each of these applicationg
happen. The first round of "white papers” was released in May 1994; the second
round will be released later this fall.

NEC Role: Identify action items that flow from the applications strategies that are
unlikely to get done in the absence of White House interest and support.

b. FY 1956 budget cross-cut

Panctta and Sccretary Brown sent a memo 10 each of the agencies directing
them to identify what they are doing to promote the NII. Some agencies have taken
this responsibility seriously «~ others have not,

In each of the major application areas, the IITF has tasked someone with-
analyzing what the government 1§ doing across the board to see if it makes sense.

NEC Role: Work with OMB to ensure that the agencies make the NIl a priority for
their FY96 budget.

c. Life~long learning:

The ETR (Education, Training and Re—cmployment) group is interested in
using the NII to promote the productivity of life-long learning. This group i8
interested in exploring how (a} the government can help stimulate the market for
engaging, informative content; (b} we can make good on the President's goal of
comnecting all classrooms 10 the NII by the year 2000; and {c} how existing programs,
such as federal grants for teacher professional dcvclopmcm could be used to promote
use of technology in the classroom.

NEC Role: NEC co-chairs the ETR.
3. Research and development:
a High Performance Computing and Communications

This $1 billion R&D initiative i¢ generating much of the technology for the
NI Although it originally focused on solving "Grand Challenges™ (predicting the
weather, computational fluid dynamics, rational drug design) it hag broadened its scope

to cover applications with a nuch broader impact {e.g. manufactuning, education,
kealth care, digital iibraries).



b. Technology Reinvestment Project, Advanced Technology Program

Many of the ATP and TRP projects are funding industry-led consortia in
technologics related to the NII, such as CommerceNet, technologies for computer-
based patient records, interoperability testbeds, CIM for the elecironics indusiry, and
component-based software.

NEC Role: Support funding, both in the Administration's internal deliberations and
duning Congressional process, Participate in NSTC Commitiee on Information and
Commumnications R&D. Push for funding in strategic areas, such as "middleware®
{authentication, sccurity, electronic payments, resource reservation, date interchange
formats, information discovery and retrieval, routing and addressing, etc.]

4. Information policy

The Information Policy Commitiee is addressing issues related to intellectual
property rights, privacy, security, and dissemination of government information: .

» PTO Commissioner Bruce Lehman has proposed some modest amendments to

the Copyright Act.
. OMB has released a set of “fair information practices™ for public comment.
» Government agencies arc making some progress in making more information

available to the public.

. Although encryption policy is being handled by the NSC, the issuc will
continue to resurface in the context of the NI,

NEC Role; NEC's Working Group on Intellectual Property reviewed the Lehman
report, and will be involved in other major changes of U.S. intellectual properiy law,

5. Global Information Infrastructure:
a. Upcoming cvents: //
There are four major internationa! for in which GII issues will be raised: Q ar

Summit of the Amcericas, APEC, the ITU, and the G-7 summit.
sunk
NEC Role: Ensure that Gl issues are raised in a way that is consistent with the N %Lj
broader thomes of the conforence or summit.  Help shape the agenda, 4 ﬂ “‘fm
to e:{.MJnl»

Example: For the G-7 summit, | am actively exploring the notion of an international
test-bed. I connectivity between the US. EU, and Japan could be Increased from its
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current T-1 links to T-3 or even OC-3, this could provide a platform for
collaboration in arcas such as interoperability, telemedicine, global electronic markets
{dealing with currency and IPR issues], digital libraries, a World's Fair for the
Information Age, etc. 1 have golten very enthusiastic responses for this general
concept from a number of U.S. companies, including Sprint, MCI, AT&T, PacTel,
IBM, DEC, HP, Dun and Bradstregt, and SynOptics.

b. Agenda for Cooperation

Commerce has been tasked with developing a document that would outline the
Administration’s global agenda.

c. Third World economic and social development

The NEC has encouraged development agencies to think about how information
and communications technology could change the process of economic and social

s

development. v

NEC Reole: I have met with the Executive Dircctors from both the 1DB and the
World Bank, and helped prepare a proposal to provide African countries with a3 64K
duplex connection to the global Intemet,

Cross—cutting issues:

1. Increasing the technical expertise of non~technical agencies, and improving
coordination between technology and policy community.

Most NII issucs have both policy and technology issues. For example:

® Dealing with intellectual property rights in a setworked environment
requires changes in copyright laws and electronic copyright management
systems, new standards for header/descriptors, software envelopes,
metering, digital watcrmarks; '

» Promoting telemedicine may require changing the way HCFA
reimburses providers for the use of information, or changing state
licensure practices;

] Enabling new forms of clectronic payments may require changes in
financial regulations;

. Promoting NII applications in cducation and training will require nrore
technical expertise on the part of Education and Labor.



Rapid national leaming from state and local experiments.

Overali NII architecture. How do we get ap NII that is characterized by:

Low barriers to publishing (individuals as producers as well as
CONSUINCTS);

Layered architecture, with open interfaces at each layer,
Interoperability; and

Openness 10 rapid technological innovation.
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Appendix:

Some specific initiatives 1 am promoting because I think they are wornthwhile:

1.

t

Eifort by industry, academia, and library and information science commumty t©
define human resource requirement for designing, building, and using the NiIL

Examination of the policy and technical issues associated with cable TV'S mle
in the NIL. Specifically, how can the coax networks deployed by cable
companies become a platform for a wide range of interaciiveservices, as
opposed 10 just one-way video delivery. Sample issues:

- Fiber—to~the-neighborhood architecture only allows reverse channel of
5-30 MHz 10 be split between (roughly) 2060-500 houscholds. Some of
this reverse path could be pre~empted by "must carry” obligations.

- Reverse channel is very noisy. Spectrum technology developed.dor
military may help improve capacity.

International testhed to be announced at G-7 summit,

Virtual library on Nll-related subjects to promote diffusion of good ideas at
state and local level,

Alrican connectivity 1o the Internet. —% 7

Experimentation with wide-arca hypermedia as a way of getting input from the
public on Administration policies.
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THE WHITE HOUSE
WASHINGTON

November 14, 1994

MEMORANDUM
To: Alice Rivim
From: W, Bowman Cutter, NECGH
John H. Gibbons, OST
Greg Simon, OV
Re: The National Information Infrastructure and the FY90 budget

This memo provides some background information on the Administration’s NI
initiative, and identifies several of the major FY96 NII budget issues. We would like to
schedule a meeting at your convenience to discuss these issues prior to the completion of
the budget process,

I. What is the National Information Enfrastructure?

The NI is a complex, evolving system that will improve the abtlity of Americans (o
{1} access information; and (2) communicate with each other. In its current form, it is
campased of

. Networks, such as the Internet, the public switched telephone network, cable
networks, sateliite and wireless telecommunications links;

» “Information appliances” that connect to these networks, such as computers, video-
phones, interactive TVs, and personal digital assistant;

. Information, databases, and services that are avatlable over these networks; and
v The human resources that are required to build and use the NIL

The functionality of our information infrastructure is continuously improving as a
result of improvements in technology. The number of transistors on an integrated circuit,
for example, is doubling every cighteen months, with corresponding improvements in price
and performance. It is now possible to carry all of the phone traffic on Mother’s Day on a
single strand of fiber optic cable. New satcllite technology offers the promise of "anytime,
anywhere” communications,



1. Why is the NIl an Administration priority?

The Administration views the NII as a powerful tool for addressing a wide range of
economic and social challenges:

The CEA estimates that telecom and related industries could grow from 9
percent of GDP o newrly 18 percent, assuming that legislation which
promotes competition in this industry is passed.

All industries are using informstion and communications technology to
increagse productivity, develop closer relationships with suppliers and
customers, and respond more rapidly to changes in customer demand.

Teachers are reporting that networking at the classcoom can improve student
performance by making learning more exciting. Students can communicate
and collaborate with their peers and experts all over the world, take "virtual”
field trips to museumns and art galleries, access information through digital
fibraries that is ten minutes old instead of ten vears old, and conduct real
scientific exports using remote instruments or supercomputers.

Information and comymunications technology can also be used to help achieve
a wide variety of national objectives, such as expanding dissemination of
government information, making the government "work better and cost less”,
reducing the administrative costs associated with our health care system, and
improving environmental monitoring.

I, What is the government’s role in promoting the NII?

The W will be buil, owned, and operated by the privaie sector. The government
has an important role o play in the following areas:

1.

Telecommunications policy: Qur objective is 1o creaie an environment that
will spur competition and private sector investment, while preserving
universal service. Eventually, any company should be allowed to provide any
service to any customer, and competition should replace rate regulation,

Information pelicy: The Administration seeks to make progress on issues

such as dissemination of government information, protection of intelicctual
property in a networked environment, and privacy.

/4



3. Applications: The Administration is promoting applications in areas such as
life-long learning, health care, delivery of government services, digital
libraries, telecommuting, eloctronic commerce, manufacturing, public safety
and faw enforcement, and environmental monitoring. In many cases,
promoting the application requires that the government be a better user of
information and communications technology.

4, Research and development: One of the Administration’s highest priority
research initiatives is the High Performance Computing and Communications
program. This program will provide many of the technologics necessary to
build and use the NIL

IV. What are the major budget (and management) issues for FY967
i Revenue generated from FCU spectrum auction

The Administration originally projected that granting the FCC auction authority
would increase revenues by $12.6 billion over the next § vears. [t is quite likely that this
estimate may have been low. Some analysts in the private sector believe that the auctions
could raise as much as $20 billion. One issue that we think needs to be discussed is
whether some fraction of any revenue raised over $12.6 billion should be used to
finance elements of the Administration’s NII initiative, such as the goal set by the
President and the Vice President to connect all classrooms, libraries, and hospitals to the
Wil by the vear 2000

2. National Science and Technology Council priorities:

Several of the NSTC priorities identified in the Cctober 24th Gibbons memo directly
support the NI initiative, including:

- HPLC - §160 million additional funding for NASA, ARPA, Doki, NSF),

- Technology for Learning Productivity - 388 million additional funding for
Education, Labor, NSF, NASA, and ARPA;

- Integrated Data Base for Environmental Change -~ $15 million (several
agencies};

- Digitization of federal resources (85 million for the Smithsonian);



3. Information Infrastructure Task Force report on N applications

At the request of Vice President Gore, the 1ITF, chaired by Seoretary of Commerce
Ron Brown, prepared a report for OMB on government activities 1o promote NI
applications in digital libranies, education, clectronic commerce, environmental monitoring,
government services, health care, manufscturing, and transportation. Many of the
"government services” applications were called for in the National Performance Review
Information Technolagy Report.

We urge OMB 1o give these investments a high priority, while recognizing that it
wiil be difficult to exempt any expenditures from culs in the current environment.

4, Additional investments required:

Although the review conducted by the IITF concluded that the government is doing
a great deal to promote NiI applications, it also revealed some "holes” in the portiolio of
govermment activities. We would like o have the opportunity to work with OMB {o
address some of these issues before the agency budgets are locked up.

5. Use of technology for dissemination of government information and more
efficient opcrations

We believe that relatively small investments made n putting government
information and resources "on-line” will yield tremendous benefits, Each agency shouid be
encouraged 1o set aside resources for {1} making their information available to the public
using the Internet and other technologies; and (2} meeting agrecd-upon goals such as
government-wide e-mail,

6. Fraining/personnel:

Ultimately, much of our success in the NII mitiative will require attracting and
retaining skilled personnel to carry it out.  Agencies should be encouraged to:

- Devote sufficient resources to train employees fo use new technologies, and
to determine how it could be used to carry out agency missions; and

- Explore alternative mechanisms of attracting experts in information and
communications techrology such as IPA authority {(Intergovernmental
Personnel Act). This allows agencies fo bring in people from non-profit
organizations such as universities.



7. Ongoing management of government programs:

Many existing government programs have the potential to conftribuie substantially o
the Administration’s NII agenda. In many cases, the Admimstration doesn’t have to spend
any new money, 1t just has to target existing resources more effectively. For example:

- The Depariment of Education’s Eisenhower Professional Development could
be used to train teachers how to use technology more effectively in the
classroom;

. The Departinent of Labor’s training programs could be used to foster the
development of a market for interactive courseware,

- USAID could explore the use of telecommunications technologies as a tool
for development assistance;

- USDA’s National Agricultural Library could take the lead on digitizing
information needed by rural Americans;

- A National Wireless Network for Public Safety and Law Enforcement would
allow greater cooperation between law enforcement officials at all levels.

We would like the opporfunity to work with OMB to identify some of these
apportunities.
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The Privacy Working Gfoup has recently issued the final version of its Principles for Providing
and Using Personal Information. Comments and questions should be referred to Jorry Gates,
Chuair of the Working Group at ggates@info.census.gov.

PRIVACY AND THE NATIONAL INFORMATION INFRASTRUCTURE:
PRINCIPLES FOR PROVIDING AND USING PERSONAL INFORMATION
Privacy Working Group
Information Policy Commitize
Information Infrastructire Task Force
Finad Version
June 6, 1995
INTRODUCTION

The National Information Infrastructare ("NIT™), with its promise of a seamless web of communications
networks, computers, databases, and consumer electronics, heralds the arrival of the information age.
The ability to acquire, provess, send, and store mformation at an acceptable cost has never been greater,
and continuing advances in compuier aod telecommunications technologies will result in ever-increasing
creation, use, and storage of information,

The NII promises enormous benefits. To name just a few, the NII offers the possibilities of greater
citizen partdcipation in deliberative democracy, advances in medical treatment and research, and quick
verification of critical information such as a punr purchaser's criminal record. These benefits, however,
do not come without a cost: the loss of privacy. Privacy in this context means "information privacy,” an
individval's claim to control the teans under which personal information--information identifiable to an
mdividual-is acquired, disclosed, and ased.

Two converging trends—one social, the other techmsological—lead to an increased risk to privacy in the
evolving NI As a social trend, individuals will use the NII to communicate, order goods and services,
and obtain information. But, unlike paying cash to buy a magazine, using the NI for such purposes will
encrate data documenting the iransaction that can be casily stored, retrieved, analyzed, and reused.
deed, NIT transactional data may reveal who communicated with whom, when, and for how long, as
well as who bought what, for what price. Significantly, this type of personal information is automatically
generated, in electronic form, and is therefore especially inexpensive to store and process.

The technological trend is that the capabilities of hardware, software, and coramunications networks are
contivually increasing, while costs are continually decreasing, allowing information to be used o ways
that were previously impossible or economically impractical. For example, before the NI, in order to
buiid a profile of an individoal who had lived in vanous states, one would have 10 travel from state to
state and search public records for information about the individual. This process would have required
filling out forms, paying fees, end waiting in Hoe for record searches at local, state, and federal agencies,
such a8 the departments of rrotor vehicles, deed record offices, electoral commissions, and county record
offices. Althongh one could manuaily compile a personal profile in this manper, it would be a
time-consuming and costly exescise, one that would not be undertaken unless the offsctting rewards
were considerable. In sharp contrast, today, as more and more personal information appears on-line,
such 2 profile can be bailt in a matter of minutes, at minimal cost.

These two converging trends guarantee that as the NII evolves, more personal information will be
generated and more will be done with that information. Here lies the increased risk to privacy. This risk
must be addressad both to sscure the value of privacy for individuals and society and to ensure that the
NTI will achieve its full potential, Unless this is done, individuals may not participate in the NII for fear

fof® /19748 3143 PM
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that the costs to their privacy will outweigh the benefits. The adoption of principles of fair information
practice s a crifical first step in addressing this concern.

While guidance can be found in existing laws and principles, these need to be adapted to accommodate
the evolving information environment. This changing snvironment presents New CONCEMS.

* No longer do governroents alone acquire and use large amounts of personal information; the private
szctor now nvals the government in acquiring and using personal information. New principles would
thus be incomplete unless they applied to both the governmental and private sectors.

* The NII promises true interactivity. Individuals will become active participants who will create
volumes of data containing the content of communications as well as trangactional data,

* The transport vehicles for nal information—the networks—are valoerable to abuse; thus, the
security of the petwork itself is critical to the NIF's future success.

* The rapidly evolving information environment rmakes it difficult at times 10 know how 1o apply
traditional ethical rules, even ones that are wel understood and accepted when dealing with tangible
records and documents. Consider, for example, how an individual who would never trespass into
someone's home might mtionalize cracking o someone’s computer as an intellectual exercise, In
addition, today's information environment may present questions about the use of personal information
that traditional rales do not evexn address.

These "Principles for Providing end Using Personal Information™ ("the Principles™) are offered to
respond to this new information environment. The Principles atteropt to provide meaningiful guidance,
striking a balance between abstract concepts and a detailed code. They are intended to guide all NII
participants and should be used by those who are drafting laws and regulations, creating indusiry codes
of fair information practices, and designing private sector and government programs that use personal
information.

The lizuitations inherent in any such principles must be recognized. The Principles do not have the foree

of taw and do not create any substantive or procedural right enforceable at law. They are not designed to

produce specific answers to all possible questions; nor to single-handedly govern the various sectors that
use personal information. The Principles should be interpreted and applied as a whole, pragmatically and
reasonably. For example, those applying these principles should consider:

* the benefits to society from the use of personal information, recognizing that privacy interests are not
absolute and must be balauced by the need for legal accountability, adherence o the Firgt Amendment,
law enforcement needs, and other societal benefils recognized in law;

* the extent to which the deeision 1o provide personal information is voluntary, and the individual's
expectations regarding the use of the inforgmtion (taking into account the notice and the scope of
sonsent providedy;

* the sensitivity of the information and the potential for barm to the individual that could result from a
particutar disclosure or nse of the information;

* the cost and effort required to protect against harm to individuals, recognizing that more sepsitive
information may require more costly and elaborate protection procedures than less sensitive mformation.

Where an overly mechanical application of the Principles would be particularly unwarranted, phrases
with the words "appropriate” or "reasonable™ appear in the text. This flexibility, built into the Principles
to address hard or unexpected cases, does pot mean that the Principles need not be adhered to rigorousty,
Finally, the Principles are intended to be consisrent with the spirit of current imemational guidelines,
such as the OECD Guidelines /1/ regarding the use of personal informaton. The Principles invite further
international cooperation over the development and haronization of global privacy policies, adherence
1o which will bolster the ongoing development of the Global Information .

G998 3:43 PM
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PREAMBLE

The United States Is commitied to building » Nationa! Information Infrastructure ("NII™) to meet the
information needs of its people. This infrastructure, created by advances in technology, is expanding the
leve! of imeractivity, enhancing communication, and allowing casier access 10 services. As a result,
many more users are discovering new, previously unitnagined ways 10 aequire and use personal
information. In this environment, we are challenged to develop new principles to guide all NII
participants in the fair use of personal information.

Existing codes of fair information practice must be adapted to a noew environment in which information
and communications are sent and received over networks by users who have very different capabilities,
objectives, and perspectives. In this interactive, networked environment, many new relationships are
being formed among individuals, commumication providers, and other NI participants. New principles
must acknowledge that cach party has a different relationship with the individual and bas different uses
for personal information.

New principles should not diminish existing constitutional and stautory limitations on access ©
information, cotnmunications, and transactions, such as requirements for warrants and subpoenas. Such
priiciples should ensure that access limitations keep pace with technological developments. These
principies should acknowledge that all elements of ot society share responsibility for ensuring the fair
treatment of individuals in the use of personal information, whether on paper or in electronic fomn.
Moreover, the principles should recognize that the interactive nature of the NIl can empower individuals
to participate in protecting information about themselves. The new principles should also make clear that
this responsibility can be exercised only with openmess about the process, & comminment to fairess and
accountability, and continued attention to securty. Fimally, the principles should recognize the need to
sducate all participants about the new information infrastructure and how it will affect their lives.

These “Principles for Providing and Using Personal Information” ("the Principles™) recognize the
changing roles of government and industry in information acquisition and use. Thus, they are intended o
apply to both public and private entities. The Principles are designed to guide all NII participants as well
as those who are drafting lepislation and crafting policy regarding the use of personal information. They
provide the basic frarnework from which specialized principles can be developed as needed.

‘Trade-offs will be incvitable in implementing the Principles because privacy interests are not absolute

and must be balanced against the need for accountability, the value of an unabridged flow of
information, and other socistal benefits recognized in law, such as lawfil law enforcement activities. For
example, certain decisions about the flow of personal information have aiready been made for us by the
First Amendment, and nothing in the Principles should be read to require policies derogating the
constitutionally protected freedom of speech and the press. Given thess sometimes conflicting interests
and public policizs, the Principles mmist be implemented pragmatically yet conscientiously, giving due
consideration to issues such as the extent to which providing personal information is voluntary, the
adequacy of the notice regarding how the personal information may be used, the scope of the
individual's consent, and the cost of protecting information in light of the information's sensitivity,

PRINCYPLES AND COMMENTARY

L General Principles for AH NII Partficipants ‘

1. Three fundamental pringiples should guide all NI participants. These thres principles—information
ptivacy, informarion integrity, and information quality—identify the findamental requirements necessary
for the proper use of personal information, and in tumn the successful implementation of the NIL Al NIl
participants should use approptiate means to ensure that these principles are satis{ied.

LA, Jaformation Privacy Principle

Personal information should be scquired, disclosed, and nsed only in ways that vespect an

S/15/98 3:43 PM
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individual's privacy,

2. The NII can flourish only if all participants respest information privacy. Information privacy isan
individual's claim to control the terms under which personal information--information idemifiable 1o an
indrvidual-is acquired, disclosed, and used. The level of privacy that must be respected is an
individual's reasopable expectation, an expectation subjectively held hy the individual and deemed
objectively reasomable by society, Not all subjectively held expectations will be honored as reasonsble.
For example, an individual who posts an unencrypted personal message on 2 bulletin board for public
postings cannot reasonably expect that personal message to be read only by the addressee.

3. What counts as a reasonable expeciation of privacy under the Principles is not limited by what counts
as a reasonable sxpectation of privacy under the Fourth Amendmeunt of the United Siates Constitution. In
many instances, society has deemed it reasonable to protect privacy at a level higher than that required
by the Fourth Amendment. See, e.2., Electronic Communications Privacy Act, 18 US.C. § 2701 {1988);
Right to Financial Privacy Act, 12 U.S.C. § 3401 (1988); Privacy Act, 5 US.C. § 5322 (1988). The
Information Privacy Principle fully supports such possibilities.

4. Asexplained in later principles and commentary, an individual's privacy can ofters be best respecied
when individuals and information users comes to some mutually agreesble understanding of how
personal information will be acquired, disclosed, and used. However, in certain cases--for example, if
the mdividual lacks sufficient bargaining power—purely contractual arrangements betwveen individuals
and information users may fail to respect privacy adequately. {n such instances, society should ensure
privacy at some basic Jevel in order to satisfy the Information Privacy Principle.

I B Informastion Integerity Principle
Personal information should not be inmproperly asltered or destroyed.

5. NIi participants should be able to rely on the integrity of the personal information the NIT contains.
Thus, personal information shoukd be protected against improper alteration or destruction.

7.¢, Information Qualivy Principla

Personal information should be acenrate, timely, complete, and relevant for the purpose for which
it is provided and ased.

6. Personal information should have sufficient quality to be relied upon. This means that persoual

information should be accurate, timely, complete, and relevant for the purpose for which it is provided
and used.

IL Principles for Users of Personal Information
I1.A. RAcguisition Principles
Iaformation users shouid:

1. Assess the impsct on privacy in decidiog whether to acquire, disclose, or use personal
information.

2. Acquire and keep only information reasonably expected to support current or planned
activities.

7. The benefit of information Hes in its use, but therein lies an often unconsidered cost: the threat to
information privacy. A critical characteristic of privacy is that onee it is lost, it can rarcly be restored.
Consider, for example, the extent 1o which the inappropriate release of seasitive medical informarion
could ever be rectified by public apology. \

Rt
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8. Given tiis characteristic, privacy should not be addressed as a mere afterthought, once personal
information has been acquired. Rather, information users should explicitly consider the inmpact on
privacy in the very process of designing information systems and in deciding whether to acquire or use
personal ipformation in the first place. In ussessing this impact, information users should gauge not just
the effect their activities may have on the individuals sbout whom personal information is acquired,
disclosed, and vsed; they should also consider other factors, such as public apinion and market forces,
that may provide guidance on the appropriateness of any given activity.

9, After assessing the impact on inforation privacy, an information user may concluds that it is
appropriate (o acquire persopal information in pursuit of & current of planped activity, A planned activity
is one that is conternplated by the information user, with the intem to pursue such activity in the future.
In all cases, the information user should acquire only that information reasonably expected 1o support
those activities. Althongh information storage costs decreass continually, it is insppropriate to collect
vohunes of personal information simiply because some of the information may, in the future, prove to be
of some unanticipated value, Also, personal information that has served its purpose and is no [onger
reasonably expected 1o support any current or planned activities should not Em kept, -

10, The ability to acquire certain kinds of personal infonmation does not mean that it is proper to do so.
In certajn cases, individuals have no cholce whether to discloss personal information. For example, if the
individual executes a transaction on the NII, persons information in the form of transactional dats will
typically be genwrated. In other cases, the choice may exist in theory only, Exercising certain choices
may result in the dendal of a benefit that individuals need to participate fully in society--for example, '
obtaining 2 Heense to drive an amtomobile. In such cases, society shoudd establish some basic level of

. privacy profection in accordance with the Information Privacy Principle (1A ).

II1.8. Hotice Prinsiple

Iaformation users whe collect personal information directly from the individeal shoald provide
adequate, relevant information about:

1. Why they are collecting the information;

2. What the informagion is expected to be used for;

3. What steps will be taken to protect its confidentiality, integrity, and quality;
4. The comsequences of providing or withbolding information; and

5. Ay rights of redress.

11. Personal information can be acquired in one of two ways: it can be collected directly from the
individual or obtained from some secondary source. By necessity, the principles governing these two
methods of acquiring personal information differ, While notice obligations can be placed on all those
who collect information directly from the individual, they cannot be imposed uniformly on entities that
have no such ditect relationship. [ all recipients of persoral information were required 1o notify every
individual about whom they reseive data, the exchange of personal information would become
profubitively burdensome, and many of the benefits of the NI would be lost.

12, For those who colleet personal information directly from the individual, the Notice Principle requires
the individual to be given sufficient information to make an informed decision about his or her privacy.
The importance of providing this potice cannot be oversiated because the terms of the notice
substantially determine the individual's understanding of bow personal information will be used, an
uederstanding that must be respected by all subsequent users of that mformation.

13. The Nofice Principle specifically applies to personal information designated by law as a public

record and to transactional data generated as a bypraduct of a ransaction. With respest to wransactional
data, this principle applies to all parties, including not only the party principaily transacting with the

L nfY AR
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individual in order 10 provide some product or service, but also to those transaction facilitators such as
commugication providecs and electronic payment providers who belp to consummate these transactions.
For example, if an individual purchases flowers with a credit card through 2n on-line shopping mall
acessed via modem, the Notice Principle applies to all parties whe collest transactional data related to
the purchase, not only to the florist, but also to the telephone and credit card companies. Transaction
facilitators would ordinanily provide notice at the time they establish an account, or when billing the
customer,

14, What counts as adequate, relevant information 10 satisfy the Notice Principie depends on the
circumnstances surrounding the coliection of information. In some cases—especially where therc isa
continuing relationship between the individual and the information collector-- notice need not he given
before: each instance personal information is collocted. For example, an information or
communication service provider should ordinarily give potice when the individual subscribes to a
partjcular service and per periodically thereafter, not gach time the individual uses the service. In
other cases, the ordinary and acknowledged use of personal information is so clearly contemplated

the individnal that providing formal notice is not necessary. For example, if ap individual's name
address is collected by a pharmaceutical company that takes the order 6ver interastive television simply
1o defiver the right medicine to the right n ai the right address, no claborate notice need precede
taking the individual's order. However, should the pharmaceutical company vse the information ina
manner not clearly contemplated by the individual-for example, to create and sell a list of peeple
aﬁiigﬁ with high blood pressure o health insurgnce companics—then some form of notice should be
provided. :

15. While the Notce Principle indicates what might copstitute the elements of adequate notice, it does
not preseribe 2 particular form for that notice. Rather, the goal of the Principle is © ensure that the
individual has sufficient information in 20 understandable form to make an mformed decision. Thos the
drafters of notices should be creative about informing in ways that will help all individuals, regardless of .
sge, literacy, and education to achieve this goal.

16. Finally, slthough the Notice Principle requires information collectors to inform individuals whar
steps will be taken to protect personal information, they are not roquired to provide overly technical
descriptions of such sccority measures. Indead, such descriptions might be unwelcome or unhelpfil 0
the individual, Furthermore, they may be counterproductive since widespread disclosure of the technical
security measures might expose system vilnerabilities, in conflict with the Protection Principle (LC,).

FL.C. Protection Frinciple

Informarion users should pge appropriate technical and managerial vonixols Lo
provacr the gonfldentialiry and integrity of personal information.

17. On the NI, personal information is maintained in a networked environment, an environment that
poses tremendous risk of unauthorized access, disclosure, alteration, and destruction. Both insiders and
outsiders may gain access to information they have no right 1o see or may make hard-to-detect changes
in data that will then be relied upon in making critical decisions.

1%. For example, our health care providers expect 10 become intensive participants in the NII. Through
the NIL, 2 hospital in a remote locale will be able 1o send x-rays for review by a radiologist at a teaching
hospital in another part of the country. The potential benefits are obvious, Yet, such benefits will not be
realized if individuals refuse to send such sengitive data beoause they fear that the NI cammot ensure that
sensitive medical data will remain confidential and unaltered.

19, In deciding what controls are approgpriate, information users should recognize that personal
information should be protected in accordance with the individual's inderstanding and in & manaer
commensurate with the harm thar might oceur if it were improperly disclosed or altered,

20. In protecting personal information, information users should adopt 2 multi-faceted approach that
includes both technical and managerial controls. As for technical controls, information users should, for

[N 2] LA M Bw o wzE
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exarple, consider encrypting personal information, including the contents of cormmunications and
information generated from transactions. In addition, they should consider computerized audit trails,
which help detect improper access by both insiders and outsiders. As for management controls, one
conld strive, for example, to create an organizational culture in which individuals learn about fair
information practices and adopt these practices as the norm. Also, erganizations could establish policies
to forbid information acquired for one activity from being used for another unrelated activity.

i1.5. VYairnmoss Principle

Infoymation users should not use personal information in ways that are incompatible
with the individual’s understanding of how 4t will be used, unless there iz a
compelilng public interest for such use.

21, An individoal's understanding encompasees the individual's objectively reasonable contemplation
and scope of consent when the information was collected. As explained earlier, an individual's
understanding depends principally on the notice provided by the information collector pursuant to the
Notice Principle (I1.B.) and obtained by the individual pursuant to the Awareness Principle (IILA.).
‘Without 2 Farrness Principle, information use may know no boundaries and thus go bevond the
individual's understanding.

22. If an information user seeks to use personal information in an incompatible manner, the user cust
first notify the individual and obtain his or her explicit or fmplicit consent. The nature of the
incompatble vse will determing whether such consent should be explicit or implicit. In some cases, the
consequences to an individual may be so significant that the prospective data user should proceed only
after the individual has specificaily opted into the use by explicitiy agreeing. In other cases, a notice
offering the individual the abibity v opt out of the use within a cerain specified ime may be adequate.
Inherent in this principle is the requirernent that whenever personal information is transferred from
information user to user, the individual’s understanding of how that personal information will be nsed
must also be conveyed. Because all information users must abide by the Farness principls, both
information transferor and transferes bear a responsibility to ensure that the individual's understaading is
transferred along with the information.

23. In deciding whether a particular use of information is "incompatible” with an individusl's
understanding, information users should evatuate whether the uses are permitted explicitly in the notice
or are otherwise consistent with the notice. Any use of information beyond these conditions is
incompatible with the individual's understanding. What is incompatible under this Principle is not
limdted 10 what has been interpreted as incompatible under the Privacy Act. See 5 (1.5.C. § 5524,

24. The Fairness Principle cannot be applied uniformly in every setting. An incompatible use is not
necessarily a harmful use; 1a fact, it may be extremely beneficial to the individual and society. There are
some incompatible ases that will produce enormous benefits and have at most a trivial effect on the
uxdtvidual's information privacy interest, Research and statistical studies, in which information will not
be used to affect the individual, are exarples. Cbtaining the consem of the individual to permit new
statistical uses of existing data adds ¢oxt and administrative complexity to the process and risks
impairing the research project. In other cases, personal information may be used for a significant public
need recognized by society in a highly formal, open way (typically in legistation) that would be thwarted
by giving the individeal 2 chance 1o limit its use, One example would be the use of personal infotmation
in a jaw enforcement investigation for which the suspect’s consent would be unlikely and even asking for
such consent would be coumerprodisstive to the investigation. Another example would be an
tncompatibic use of personal information, made by the mvestigatory press, that is specifically protected
and sanctioned by the First Amendiment.

1.8, Eeducation Pringiple

Information users should educsre themselves and the publie abosut how information
privacy can be maintazined.

25. The Education Principle repressnts a significant addition to the taditional principles of fair

R Fa vt B L
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information practice. There are many uses of the NII for which individuals cannot rely completely on
governmental or other orgavizational controls to protect their privacy, Although individuals often rely on
such legal and institutional controls to protect their privacy, many people will engage in activides
-outside of these controls, especially as they engage in the informal exchange of information on the NIL
Thus, individuals must be aware of the hazards of providing personal information, and niust meke
judgments about whether providing personal information is to their benefit,

26. The full effect of the NI on the use of personal information is not readily apparent, and mdividuals
may not recognize how thedr lives may be affected by petworked infonnation,agecazzw it is imponant
that individuals and information users appreciate bow the NI affects information privacy, all
information users should participate in education about the handling and use of personal information.
Traditionally, governments and schools have educated the public on matters of social rights and
responsibilitizs, and they must continue to play o lead role. However, as major builders of the NII, the
private sector has as omcial a role to play. Such education, which would help individuals mintmize the
nsks to their privacy, could involve privacy telephone hotlines, Internet privacy "help” sites, and
comprehensive marketing and publicity camipaigns. .

L Principles for Individuals Who Provide Persoraf Information

ITI.A. Awareness Principle .
Individuals should obialn adeguabe, relevant information about:
- Why the information is being collected:

. What the informarion is expected to be ussed foz;

Y- O

. What steps will be taken ©o protect its confidentiality. incegrity, and qualiity:
4. The consequences of pravidin{; or withholding infoxmation; and
5. Any rights of redress.

27. Incressingly, individuals are being asked fo surrender personal information about themselves.
Sometimes the inquiry is straight-forward: for example, g bank will ask for persopal information prior to

_ processing a 10an request. In this case, one use for the information is clear—to process the loan
application. There may, however, be other uses that are not 6 obvious, such as using some of that
information for a credit card solicitation. Indeed, mdmviduals regularly disclose persomal information
without being fully aware of the many ways in which that information may vitimately be used. For
example, an individual may not realize that paying for medical services with a credit card creates
transactional data that could reveal the individual’s state of heaith.

28. The Awareness Principle recognizes that although information collectors have a responsibility to
inform individuals why they want personal information, individuals also have a responsibility to
understand the consequences of providing personal information to others. This is especially true in an
interactive realm such as the Nll?izz which individuals can actively shape the terms of their participation.
For example, when individuals have real choices about whether andd to what degree personat information
should be disclosed, they should take an active role in deciding whether to disclose personal informution
in the first place, and under what terms.

28, OF course, if individuals are to be held responsible for making these cholces, they must be given
encugh information to make intelligent choices. This i how the Awareness Principle works in
conjunction with the Notice Principle (I1B.) and more broadly with the Education Principle (ILE) to
enable individuals to take responsibility over how personal information is disclosed and used.

INLB. Empowerment Principles

Individuals should be able to safeguard their own privacy by having:

Rofe £/1BI6Y 1-47 BA4
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1. A means to obtain their personal information;

2, A means to correct their persounal information that lacks sufficient quality to ensure fairness in
fts ases

3. The oppertunity to use approprinte technical confrols, such as encryption, to protect the
confidentiality and integrity of communications and transactions; and

4. The opportunity to reapain anonymous when appropriate.

30. Individuals shouid have a megns to obtain from information users a copy of their personal
information and to correct information sbout them that lacks sufficient quality to ensure faimess in ifs
use. The extent to which such means are provided depends on various fxctors, including the seriousness
of the consequences to the individual of using the personal information and any First Amendment rights
Beld by the information user. '

31. Further, if the terms of the information collection are unsatisfactory, the individual should consider
vatioys self-initiated measures to safeguard privacy, For example, to safepuard the confidentiality or
integrity of a commundcation, the individual should have the opportunity t use appropriate tools such as
encryption. Also, to avoid leaving a data trail of transactional records, individuals should have the
apportunity te remain asonymous, when appropriate. For example, anonymity would be appropriate
when an individual browses a public electrondc library or when an individual engages i anonymous
political speech protected by the Copstitution. See Mebtyre v, Ohio Elections Copmission, 131 L., B4,
2d 426 (1995). In an ideal world, offering undecipherable encryption or absolute anonymity would serve
to protect privacy with no negative effect. Unfortunately, in the real world, some will abuse these
technologies und, in the process, harm others, It is beyond the scope of the Principles how encryption or
anonymity can be offered 1o individuals for legitimate uses while minimizing their misuse. These iszues
must, however, e addressed if the Nil is to a:gie?e its foll potential,

TYII. &, Radress Frissiple

Inclividuais should, az sppropriabe, ‘zmve‘a_ means of redress if harmed by an Improper
digelosure or usa of personal information.

32. Redvess is required only when an individual is harmed. Designed for general applicability, the
Redress Principle does not answer in any particular case whether hanm has oceurred at all or whether
enough harm has occurred to warrant a specific form of redress. Those guestions must be answered in
the sectoral implementation of the Principles.

33, An improper use specifically includes a decision based on personal information of inadequate
quality--information that is not accurate, ttmely, conuplete, or relevant for the purpose for which it is
provided and used. The Redress Principle does not, however, set the leve] of cuipability on the part of
the information user necessary 1o warrant a specific form of redress. c

34. When redress is appropriate, the Principles envision various forms including, but not limited to,
irformal complaint resolution, mediation, arbitration, civil litigation, regulatory enforcement, and
criminal prosecution, in various private, local, state, and federal forams with the goal of providing relief
in the most cost-effective manner possible.

PWGAPC: juncé ol
1/ See Organizaﬁon for Economic Cooperation and Development, Guidelines Governing the Protection

of Privacy and Transborder Flows of Personal Data, Aanex to Recommendations of the Council of 23rd
ptember 1980, .

Loft oy pr


http:hOWCV<r.oe
http:PR,rNC!?LESWN.E6

NEXT GENERATION INTERNET
(Strawman - comments welcome)

Thomas A. Kalil

kalil_t@at.eop.gov

White House National Economic Council
July 29, 1996
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GOAL

Define and execute a gov't-industry-academia partnership
that will:

Have the same positive impact on the Net of the year 2000+
that the ARPANET and NSFNET had on today's Internet

Help meet the new advanced networking requirements for the
research community and mission agencies

Promote networked applications and research on networked
applications that will benefit our economy and our society

Maintain U.S. leadership in information and communications
technologies



ELEMENTS OF INITIATIVE

High-performance networking
Networking technologies
Networked applications
Information society

Roles and responsibility of industry, academia, and government



HIGH-PERFORMANCE NETWORKING

High-performance connectivity between research institutions
(universities, national labs, corporate research facilities)

- ldeally, sufficient flexibility to permit industry-academic
collaboration

- Ideally, subsidies to end-users as opposed to subsidized
network

Internetworking of existing islands of broadband connectivity
-~ agency research networks

- regional networks such as MREN, NCIH, CalREN, NYNET, etc.

Wireless and wireline



NETWORKING TECHNOLOGIES

Research, development and demonstration of technologies such
as:

Integrated Services Internet, quality of service, RSVP
Metrics for reliability, availability, performance
Network security

IPv6e, ATM, IP switching, etc.

Multicast

- Nomadicity

Distributed computing

-  Active networks

- Internetworking between wireline and wireless
- Caching and replication

—~  Network management

- All-optical networks

S I



NEXT-GENERATION APPLICATIONS

Learning-on-demand
Co-laboratories, multi-user virtual environments
Distributed databases

Knowledge extraction

s

Program for seeding next-generation of applications software
(future Gopher, Mosaic, CuSeeMe, Eudora, vic, vat, MOOs)

- link to SBIR?

Enourage linkages between universities and residential
broadband trials (cable modems, FTTC, xDSL, etc.)



INFORMATION SOCIETY

Research on universal design
Research on rural access

Research on challenges associated with low-bandwidth
environments (e.g. graceful degradation, compression)

Awards/contests that recognize contributions that individuals and
small firms are making to the Net

- Best shareware

- Best noncommercial website

— Best essay or white paper on future applications or
capabilities of the Net

Research on legal, ethical, economic and social issues of the
global information society - and encouragement of solutions

- E.g. PICS, privacy-enabled browsers

Centers of Excellence in National Challenge areas



ROLES AND RESPONSIBILITIES

Private sector

N

Discounts
Early availability of leading-edge services
Personnel exchanges

Government

Incremental funding for FY98
Internetworking of research networks

Sponsorship of research on networks and networked
applications

Promotion of multi-vendor interoperability

Academia

Willingness to match gov't funding for OC-3 and above
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OFFICE OF THE VICE PRESIDENT
WASHINGTON

September 27, 1996

Dr. Robert C. Heterick, Jr.
President, Educom

1112 16th Street, N.W,
Washington D.C. 20036

Deear Dr. Heterizk:

As the members of Educorn meet (o discuss the future of research and education
networking in the United States, I wanted 1o share my own views on this important subJ ect,

1t 15 clear that the Internet represents the biggest change in human communications gince
the printing press. Every day the Internet touches the lives of millions of people. Students log in
1o the Library of Congress and communicate 1n real time with a base station in Antarctica,
Caregivers for people with Alzheimer’s Disease participate in an "extended family™ on the
Cleveland FreeNet. Entreprencurs get the information they need {o start or expand a business
and sell their products in overseas markets,

* This would not have happened without an extraordinarily productive and far-sighted
parinership between academia, industry, and government. Educom and its members should be -
proud of the important role they played in the emergence of the global Internet.

I believe that the time is right to revitalize this partmership. | believe that the time is right
to work together to take networking and its myriad applications 1o the next level.

. The berefits to higher education are clear. Researchers want to form “coltaboratories,”
knowledge centers without walls. They want real-time, broadband access to databases, scientific
instruments, supercompiiets, and their peers. Universities want to promote distance leaming,
pamcuiaﬂy for the growing number of non-traditional students.

In today's knowledge-intensive economy, Americans nead expanded access to §i f‘a»iezzg
learning. Many critical national priorities in defense, energy, space, health and the environment

. can only be met with dramatic improvements in networking technologies. A new initiative in

networking and its applications would also help maintain the competitiveness of key high-tech
sectors of the ULS. economy and generate high-wage jobs.

PRINTED ON RECYCLED PAPER



1 realize that any initiative in this area will require additional resources. Iintend to make
this an Administration priority so that the governiment can play a constructive role in creating the
foundation for the next generation Internet.

All of us must contend with increasing demands and shrirking resources. As you decide
whether or not the time is tight to advance the state-of-the-art in research and education

networking, [ hope you will keep in mind what we have sccomplished to date, and the exciting

challenges and opporiunities that await us.

Skzz}y, z

Al Gore

AGitak
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THE WHITE HOUSE
WASHMINGTOMN

MEMORANDUM
To: Laura D’ Andrea Tyson
ce: Dan Tarullo
From: Tem Kalil T)\K
Re: Telecommunications issues for 1997
Daie: November 14, 1996

Telecomrauniecations Act of 1996

There is no question that the biggest telecommunications issue will be the
implementation of the Telecommunications Act of 1996. This act has the potential to lead
to more competition, lower prices for consumers, and faster deployment of an advanced
broadband infrastructure. The universal service provisions ("Snow-Rockefeller') can be
used to provide schools, libraries and rural hospitals with subsidized telecommunications
servige,

The FCC has a great deal of authority and responsibility to drafi regulations that
implement the act. As a result, the fights between interest groups that oceurred over the
legislation have now shifted to the FCC and the courts. For example, GTE, some of the
Regional Bell Operating Companies {RBOCs), and a number of state regulators have used
the courts to appeal the FCC rules on interconncction. Reed Hundt said that as a result,
“the states have complete conirol over the prices new entranis will pay to share the existing
telephone networks during the critical period when competition is supposed {o begin in
local markets."

Probably the most sensitive and volatile issue is the impact that the bill could have
on cable and telephone rates. In 1995, cable rates rose more than 10 percent.  Although
gcompetition should eventually lead to lower cable rates, the bill will deregulate prices for
"expanded basic” cable rates by March 31, 1999, and for some basic services for small
cable systems immediately,  On the phone side, the RBOCs wiil argue that lowering access
charges {which is what the long distance companies want to do) will lead to higher
residential rates.  State regulators will iry to use price caps and universal service funds o
avoid "rate shocks" -+ particularly in rural arcas.

Generally, the Adminisiration makes its views known 1o the FCC by filing
comments through the Commeree Departmeisi’s National Tulecommunications and
Information Adminisiration (NTIA)Y.  On major filings, NTIA will coordinate with the



White House and other agencies (e.g. Justice). There have been 2 fow issues
{telecommunications access for schools and Hbraries, kid's TV) where tha, White House has
played a more visible and direct rale,

I have attached (2} a summary of the rulemakings that NTIA intends {0 be most
involved in; and (b} a summary of the Telecommumications Act prepared by NTIA.

QOther telecommunications issues:

" Spectrum issues will inevitably crop-up, because (a) auctions are a popular "pay for”
for Administration initiatives; (b} companies are interested 1n geiting more spectrum
0 roli-out new wireless services; and {¢) law enforcement and public safety age:zmes
are anxious to get spectrum as well

» Although 1 am not directly involved in the WTO talks and Inielsat restruciuring,
these are obviously both eritical issues. .

- A fight is looming over access charges for Internet service providers: Historically,
data communications corapanies have been exempt from access charges. Local
telephone companies are complaining that customers are cailing up their Internet
service providers for hours at a time, asd jamming vp their networks. Computer and
Internet companies believe that the RBOCs should upgrade their networks fo handle
data traffic more efficiently,

Please let me know if you need any additional information.
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On February 8, 1996, President Clinton signed landmark wlecommunications reform -
legisiation into law. The overwhelming bipartisan support for this new law
deroonstrates America’s commitment 1o ensuring that all ¢itizens bmcfit from zhe
tnformation superhighway row and in the oext century.

e

The new law, among other things: 1) opens up competition between local
telephone companies, long distance providers, and cable companies; 1) helps
connect all classrooms, libraries, and hospitais to the information
superhighway by the end of this decade; iti) gives familisg ¢ontrol of the
programming that comes into their homes through television; and iv) prevents
undue concentration in television and radic ownership so that a diversiry of
voices and viewpoints can continue to flourish in this Nation.

The Federal Communications Coramission (FCC} is now In the process of
implementing the new Act. NTIA's plan has been fo participate in as many
rulemaking proceedings as resources allow, but we have placed a high priority on a
numnber of major rulemakings, icluding the following:

. Universal Service: Pursuam to the Act, a panel of Federal and State
regulators (the Federal-State Joint Board) recently issued recommendations on
niew wniversal servics policies. The Board's major recommendations include

- the following: (1) defining the package of basic wlepbone services that must
be made available and affordable {or all Americans; {2) creating a mechanism
for providing subsidies to so-called high cost arcas, which is based on the use
of forward-looking costs and the use of proxy models for determining
company costs; and (3) establishing a fund {capped at $2.25 billion) for
providing low cost telecommunications services to schools and libraries. It is
expested that the FCC will seek public comment on the Joint Board's
recommendations. Additionally, the Board deferred action on 2 number of
contentious issues (such as how w provide unlversal service funds o so-called
“high gost” areas and how large the universal service support fund should be)
that will be the subject of public comment. NTIA intends to participate
actively in these further proceedings.

» Interconnection: The Act requires most local telephone companies to

interconnect with competing local service providers on reasonable terms, The
FCO adapted implementing regulations on August 8, but the nules concerning
the pricing of interconnection and unbundled network elements were
challenged by local relephone companies and state regulatory commissions
pefore the Bighth Circuit Court of Appeals. In October, the court stayed the
effective date of the pricing rules, and the Supreme Court on appeal declined
10 Hft the stay. Private parties continue to negotiaie sgreements (subject o
review and arbilration by State regulatory comrnission) (o implement the Act’s
imterconnection requirements. It i unclear whether further FCC proceedings
in this arca will be in the offing.



Access Charges: The Commission will soon commence & rulemaking to
reform its prevailing access charge regime, the regulatory mechanism by
which long distance carriers compensate Jocal telephone companies for the use.
of local network facilities to originate and terminate interstate long distance
calls. The current system must be reformed to make it more compatible with

the competitive local exchange market stiucture that the 1996 Act is dqsxgzwd
o promote,

BOC Enyry into Long Distance: It is anticipated that, beginning late this year
or carly next year, the Bell Operating Companies will begin petitioning the
FCC for permission to offer interLATA (long distance) telecommunications
services. NTIA expeots 1o participate actively in those proceedings (in close
coordination with the Justice Department).

Cable Television: The Act deregulates the rates charged by cable television
systems in areas where {oeal telephone companies offer comparable

programming direcdy to subscribers. The FCC is deiermining whether
telephone mmpa.ﬁics must offer programming 10 & certzin percentage of
households in a community in order 1o provide sufficient compcuuve to justify
deregulating cable rates. '

agt Ows glicies: The FCC has commenced a mlemaking to
review & nuzzzber af zzs local broadeast ownership policies, which control how

" many radio or telavision stitions that an individual or firm may own in 8

single market. In a related maner, the Justice Department recently approved
the merger of Westinghouse and Infinity Broadcasting, the nation’s two largest
radio broadcasters. The Department did, however, require the new firm to ‘
sell off one redio station cach in Philadelphiz and Boston, so that the merged
company's share of advertising revenues in either market did not exceed 40
percent.  Both the Deparment of Justice and NTIA will likely monitor the
FCC's rulemsking closely to ensure that any changes to the ownership rules do
not adversely affect either competition or diversity.



SUMMARY OF TELECOMMUNICATIONS ACT OF 1996

Local Competition

Under the Act, each teleconununications carrier has a duty to interconnect with
other tciccommunications carriers. The Act sets forth specific reguirsments that
local exchange carriers {LECs) must fidfill to mest this duty. Certain cxcqmozis
from these requirements are allowed for rural LECs and LECs with fewer than
2% of the Nation’s subscriber lines.

Interconnection  agreements negotiated between a4 LEC  and  other
tefecommunications carriers must be dpproved by a State within the Act's
deadiines. I3 Staw fails o act, the Federal Communications Commission (FCC)
can assume the responsibilitics of the Siate.

No Sute or local government msy prohibit any entity from providing interstate
or intrastate telecommunicanons services, Limited, pondiscriminatory exceptions
to this rule are allowed for certain State and local government activities refated
to public rights-of-way, consumer protection, and other similar fssues.

The FCC must sstablish regulations to allow public utility holding companies to
offer telecommunications services.

Liniversal Service

A Faderal-State Joint Board will make secommendations to the FCC regarding changes
to the definition and funding of universal service. Each telecommupications carrier that
- provides interstate and intrastate telecommunications services must contribute, on an
equitable and nondiscriminatory basis, 10 universal service,

Upen request, all telecommunications carriers must provide universal service to
K-12 schools, libraries, and rural and non-profit hospitals at preferential Tates.

The Communications Act is amended so that the FCC's general universal service
responsibility includes making communications available w all people of the
United States "without discrimination op the basis of race, color, religion,
national origin, or sex.”

The Act requires telecomrounications equipment and services to be ac¢essible 1o
and usable by individuals with disabilites, 1o the extent this is readily achicvable.



2
Provisigns Concerning Bell Operating Co i OCs

* Upon enactment, a2 BOC may apply to the FCC for authorization to provide in-
region long distance services if it has emtered into an approved interconnection
agreement and meets the "competitive checklist® and other requirements in the
Act. The FCC may approve the authorization if the BOC meets these
requirements and the authorization is in the public interest. A BOC must provide
such service theough a separate affiliate for 3 years after enactment. A BOC may

- also, upon enactment, provide out-of-region and incidental Jong distance services,

Lo as well as already authorized long distance services.

g A BOC may engage in mamfacturing if #t is in compliance with the Acts
interconnection, nondiscrimination, and cross-subsidy requircments.  Such activity must
. be done through a separate affiliate for 3 years sfier enacunent.

. BOCs are permitied to engage in electronic publishing through a separate affiliate
or joint’ venture, subject 10 the Act's non-discrimination and cross-subsidy
requirements.  These requirements sunset in 4 years after enactment,

* BOCs are not permitted (o engage in alarm monitoring before 5 years after
enactment {except for cortain already authorized activities).

ad ervicas

} L The Act encourages the FCC to limit initia} eligibitity for advanced television
T {ATV) licenses to existing broadcasters. Licensces that use ATV specuum for
services other than ATV for which a fer or other compensation is received rmust
in tumn pay a fee to the FCC based on the arket value of the spectrum used for

these “pay" sérvices.’

. The Act extends radio and TV license terms to § years and loosens rules on
license renewal, eliminating the need for comparative hearing in most cases.

L The Act eliminates the FCC's national ownership cap for radic stations and
modifies local radio ownership limits. The Act increases the national audience
reach for TV station ownership to 35% from 25%. The FCC will conduce a |
rulemaking to determine whether local TV ownership limitations should be
modified or eliminated.

) » The Act climinates the FCC's network-cable cross ownership rule and the
e statutory broadeast station-cable ¢ross ownership resiriction, but retatns the FCC's
regulatory broadeast-cable and broadcast-newspaper ownership bans.



3
Cable Services

Repulation of expanded basic cable rates sunsets on March 31, 1999, The Act deems
effective competition to exist (ard therefore rate regulation to cease) if 3 local welephone
company offers "comparable” video programming ina comznunit} The Act deregulates
rates for cable programming services and some basic services offered by small cabic
systexns immediately.

‘The Act gives telephons companies the option of providing programming on a common

carrier basis or as a conventional Cable operator. If it chooses the former, the telephone
company will {ace less regulation but will also have o comply with FCC regulations
requiring "open video systems.”

The Act generally bars, with cemain exceptions including most rural areas,
acquisitions by telephone companies of maore then a 10% interest in cable
opsrators {and vice verss) and joint ventures berween telephone companies and

cable systems serving the same aress.

Regpulatory Reform

The Act requires.the FCC to forbear from regulating telecommunications carriers or
services if it determines that regulation is nol necessary 0 ensure reasonable rates,
protect consumers, or otherwise promote the public interest.

The Act removes current restrictions on foreign officers and directors serving on the
board of broadeast and other radio licensees or their holding companies. (The Act,

however, retains the overall equity and voting contro! limits on such foreign ownership
as set forth in 47 U.S.C. 310(b).)

Ohscenity and Viclence

The Act makes illegal the trunsmission by computer of obscene or indecent
comnunications to minors. Certain “good faith” defenses are provided for on-
iine services and ugers.

To address viclence on television, the Act requires TV manufacturers, within 2
years of enactmert, 1o include blocking technology (the *V-chip™) i all TV sets,
The Act encourages the broadeast and cable industries o create a voluntary rating
system within one year. If they do not create a rating system, the FCC would
establish an Advisory Committee to reconuniend a rating system. Use of mtings
would b¢ voluntary, but any rating must be sent electronically.



The President must prescribe procedures by which Federal agencies may facilitate
apprapriate access to Federal property for the siting of wireless services. State
and local governments must act within a reasonable time period on siting reguests
for wireless services. :

A Telecommunications Development Fund under the auspices of the FCC is
establishied for the purpose of promoting access 1o capital for small busingsses and
promoting delivery of telecommunications services w underserved rurat and urban
areas. The fund is financed through the interest on spectrum auction deposits.

The Act cstablishes in the District of Columbia the National Education
Technology Funding Corporation, 2 nonprofit corporation which has authority 10
receive assistance from Federal agencies for the purpose of stimulating investment
in education technology infrastructure through public-private vennires.
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Keonomic and Socinl Impuct of feformation Techsology: (Kalil -- Drafl 7/23/47)
l. Backgrouwnd

Information and communtications technologics are having a pervasive impact on owr
cconomie, political, social, and cultoral life. As we enter the 2 st century, we should expeet this
trend to aceelerate, s information teehnotogy boeomes more poweriu! and widely avaitable For
exampic: )

= Quir alilidy to store, process, and transmit information is contimung o improve at
expotential rates, The seimiconductor indastry is already developing the technoloyy that
will sllow thom o pal idlions ol transislors on a single integreated cireuit, Fiker optics
rechnology will evontundly allow us w wansmit all ol ibe phone traffic on Mother's Day
on a smgle sivand of fiber,

E The Internet, which conneeted 2,000 computers i 1985, now conneets 16 milhon
computers, and 18 continuing to double in size every year,

- Sweliite and wircless systems will soon providers users with Yanytime, anywhere”
CONBHUMCH IO,

" Retote sensing systems offering |-meter resolution imagery of the entire planet will be
camnercislly ovailuble s 1998,

n “Ruilding blocks™ fo new applicntions we being developed such as digital signutures,
clectromie payments, shared virtual coviranmenss for celluboration, intelligem agems.
audio and video-on-denmand. reusable soltware objects. tools for discovering and
tetneving wformation, und speceh recognition.

” Applizations are bemyg developud 1 arcas sich as enteriainment, eleclionic conungrey,
delivery of govermmant services, digilal fibraries, health care, hie-long tearoimg,
caviroamoental suonitoring, geographical information systems, “collaboraiories™ for
scientific rescarch, commumity notworks, intetlizent 1ransporation sysiems, access to
information for people with disabiliies, collaborative design, crisis management, ¢te,

Drospite the gigniticant coonomic and sociad impacts of this echnology, the foderul
gorvermnent has pot spotsored g grond deal of social scienee research in this arca, For example,
there is no cquivalent in the information technology area of thwe ESLE (Eibiead, Legal and Social
Imphentions) Resenrch Progenn of the National Human Genome Rescarch lustiiuie. ELS]
suppants basic amd apohied researeh that identifies and anadyzes othneal, Tegal mnd gocial issues
surrounding hinnan genenes reseaeh, such st diseriminntion i insurange ad eingloyment
maged on genetic informuiion: when mxd how now genetic tests should be integrated fnto hoalth
care serviees; aod imfoned consent 10 gonetics rescarch



Additional support for social scicnce roscarch on informuation and communicationy

technolagy = and groater imteraction banween socinl scientists and spociahists w11 -~ ig eritical

for a vty uf rensons:

As discussed above, this technology will have a pervasive impacl on our ceonemy,
socicty, culture, and pohitical system, Ahhougl there are plenty of pundits who are
willing to specutate an the impact, much of this specutation is occurring in the absence of
solidd, crupirical data,

Insights derived from sociul seience rescarch may be uble 1o contribute to the design of
information systeoss. The design of groupware, for example, should be informed by an
undoerstanding of how groups of people sctuadly shace information and muake decistons,

The technalogy s maising & series of imporiant, comphcated policy issuws, such as
privacy, intwllectusl proporty rights in o digital environmnent, the cmergence of
normation “haves” and “have-nots”, and the anpact of state and national regulation on
she glabal tnternet. Social scientists muay be able o make a contribution to these ongolng
debates by conducting additonal cinpirical resesrch on the impact of I'T, but also
CRgaging Hy gonustive
Same o' the social issues raised by wformation leehnology may be purtially addressed
through rechnicual solutions. For example, the World Wide Web Consortiuny is
developing a set of technologics known as (fre Platton for Privicy Preferences (P3),
Using the technology, a user will be able specify bis or her privacy preferences. Web
sites that fafl within the ranye of 2 user's preference witl be accessed "seamlessly.”
otherwise users will be notibed of 3 sitg's practices and have the opportunity 10

agree to those terms or ather erms and continue browsing i they wish. Support for these
kiuds of activities could solve some of the problems raised by new echnology while
reducing thy need for legislution or regulation,

Ny of tha Barriers to realizing the benefits of these new informaaiion and
conmunicaions wehnologics are not techniecal, but social, pobiical or fegal. For
exaniple, deptoyman of wiemedicing is being slowed by state-hy-staie licensure of
doctins, The use of geographical nilomiation sysiems s hanmered by the difliculty of
sharing GIS dat across arganizationad boundares, Widespread use ol electronic
commuerce Wil requive mechinisms for crcating (enst beiveen partics i an online
envirorunent. Sociad seience rescareh conltd shed light on these barriers and possible
solutons.

tod
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Examples of reseaech topics

Clearty, there 13 4 large number of poteatial rescareh topies 1 s area, Belowarea fo

exmnples:

£,

Riffusion of innovation: Conmpanies are serunbiing to develop mechanisms to share
“hest practices”™ within their fiemy - ofien using groupwire and intrancts. Texas
[nstrwnents, for example, found such wide disparity in the yields of their waler
fubrication sites Uit they aunched an effort to create o “free h™ by closing the
productivity gap betwveen their world-class fabs and the manufacturing fucilitics that were
Jagging belumd, These same techitigues could be used to promeote diffusion of socially
usefuld innovation that is ocourring at the state and local level, Docs the Niterature on
diffusion ef mpsovation (o8, Royers, 1995) und compuier-supparted collaborative work
shed any hght on bow 1 design weelimenl ond secind systems that will encourage
diffusion of bust pragtices, not only within @ firm, but within a conmunity of practice?

Evelution of Kaswledpe: Urexler argues that properly desigred hypertext sysiems can
coniribuie to the evolution of knowledge, by, for example: enabling authors to Hok pithy
ideos o existing content {meaningiul onc-sentence publications); allowing oritics
attach conuments direetly 1o a target work( enabling caster formation of intellectipd
communitics: and alloaving sutbhors 1o express sotworks of facis ond relationships, How
are new looads (the Wob, public annctation, colluborutories, e-prnt arghives, ee)
clisnging the conduct of science, scholaly debate, and public discourse? Why wre they
having different supacts i dilferent fickds? What are the hmitations of today's taels, and
how might they be overcomne? '

Self-regulation: Some srgue that many of the social issucs asseciated with {aformation
and communications technotogy (e.g. consumer privacy] - can and should be dealt with
twough industry codes of conduct and selfreguiation. Under what circumstances can
industry sell-vegulation be effective?

Residential hrondbund deployment: Why have local telephone and cable conspaoes
cunimled thehr plans for deployment of broadband services o the bome? What effect will
curent pricing and mnhuadling regulations have on incentives by welecommnnicutions
companivs 1o tnvest in bnadband networks?

Network exteraabitios: Wimt pubbe and private mechamsms have proven offectuse in
deating with the "chicko and cgg” nature of metwork indusires?

Applizations A wile noge of applications for infermution ol commanignlions
teehnologios have buon identified {see sbove) What van sociad seiunee conteibute 1o {a)
evaluaton of the costs wad benelits o' 1T in these application domaing; and {b)
Wentiying burriers w the adoption of these applications?


http:inlclh';;clit<.lt
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7. Productivity paradox: Feonomists continue 1o argue abows why increages o U8,
productivity have remained sluggish despile large private seetor meestients
informatics icchnology, What addidonal empirical rescarch, particularly at te sectoral
tevel - conld shed bight on this issue?

g Informed participation: Some argue that these new informyation and commmuications
echaniogies wiil allow more opportunitics for “informed participation™ ad highor levels
of transparency and disclosure in political and community affairs at the national, state and
focal fevel Por example, residents of Los Angeles were able 1o see 3-D visuahizations of
proposals for rebuifding the city after the riots before zoniag changes were made.
Conupunity activists are being traied 1o use the Toxic Release Inventory data 1o discover
which companies aee enitiing high Jovels of poflution in their ueightborhood. More and
more clectud officinls nocept conui! fram constituents. What are the circumstances in
which teelmology can be effective in oxpanding opypartunitics for informed participation?
How will clected officials and poboy-makers cope with the “information overload”
probigny?

9. Changing rele of Key institations: Inlormation and communicstions technologies will
create both threuts and opportuniiies for oxisting organizations. For example, some
upiversities may be uble 1o serve non-traditional students (.. adnit students who can’
attend a undversity full-tiie} by expanding distance fearming services, Others may losc
students ad taition o virual wmversines” or publishers that can offor courses at a lower
cost per eredit hour. Somwe have suggested tha the functions of the wniversity
(administration, degrec-granting, wsiruchon, physical facility) will be “unbindled”” How
are Key organizations responding o erelatad challonges and opporionities? ]chislitzg
organizations sre unalde or unwilling o adapi, will new organizations cmerge?

. Curront effores

NSEF is curvently supporting sos rescarch o this sren. The Secial Dimensions of
Engincering, Scienee, sd Technology {SDEST) program, which bas a budgoet of gpproximately
$2.3 willion por yeur, 18 supporung several projects relsted to mformation and conununications,
such os i evaluation of whether o comnnuty netwark propect i Minnesola s expanding access
w resources and eivie participation, and a study of the costs aid benefis of anonynous
comnmenication online, I addinon, there is ancther NSF prograni called hiformuation
Techunology and Organizations swhich is supporting saine socisl scicnee rescurch, such as # study
of the impact of 1T on American houscholds, and an anabysis of fhe development of trust among
groups working enline. NSF s alse sponsoring o Nutional Rescarch Cowsieil study o develop o
rescarch agendn on e cconomic and social impact of inforation technology.

Although both the SDEST and 1TO programs are supporting some worthwhile research,
more needs e be done, ’i"i»] : S‘[}[* 1 i’lw*mm {or t,\dmhll.: only hd& 3 nud%l of ‘57 3 oulhon



engincering, and technology: s the management and direction of rescareh, scienec, amd
technology.

1%, Eloments of an ivitisgive:
() The government should extablish a program tocused vn information and
communications similar to the ESLI (Ethical, Legal and Social Implications) Research

Progrim of the National Human Genome Research Institute.

Ag nated earbier, there 18 no “ELST for information and connumucations. Such o
pregram could support

» One of more “centers” (which could be either real or vietual),
= Social science resunreh hy mdividual researchers,
* Inter-disciptinary teamy of compuieor scientists and sociul gelentists that seek 1o uddress

secial issues at the Tprotocol level” - such as the Platform for Internat Content Selection
{MCS) and the Platforn tor Privacy Preferences (P3).

" Giraduste or post-graduate fellowships for social scientisis (interested in exploring
information and communications issues, or computer scientists interested tn exploring
sociul issucs.

= Workshops and other community-buitding aclivities,

A ELS program could also suppor cfforts 0 "mediale” betwesn policy muokers and
socind seluntsts, Undortinately, policy makers usually don't have tine 1o pour over scholarly
jounds or attond conderences. These effonts mught inchisde:

u “Hemilines” of relevant social scionce research with Hiks to full ext

» Regularty npduead, 0:1%%13{: BECTature reviows Covering Roy ipics,

u Dirgciories of spectdists in particulur arcas, -

a Mechamsms that allow Tar funding o’ “anap™ studies i policy imakars are loreed o ﬂm_i«:a:

deeisions widker gwe constraims.



{23 Certain government-supported information and communications initintives should
tnetude a sociad seience component,

For exaniple :

» The Drgral Libertes Inttiabive has convened workshops on the social aspects of digital
fibraries. [See hupidwew dhib org/groups/socialaspects hind]

u One of the foct of the Next Generatton fnternet imiative is "guadity of service” - whigh
wiil nol be widely deployed without @ workable ceconomic/business model

= The Prasident’s Councii of Advisers on Setence and Technology 15 recommending that
the Administration substantially expand ity nvestment in evaluation of educational
technoloyy. . :

(3) Statistical agencies (€.g. Census Burean, BLS] should expand their collection of dpta in
this arca. . :

An example of this is Census data on computer use and owuership.

{4y Compunies could agree to share market-research data with a consortium, which conld
tie made available to social scientists,

Althouglh companics conduet market-rescareh data for proprictary reasons, some of the
data mighl be helptul for social scientists.

Referenees:

K. Eric Drexlor. “Hypertext Publishing and the Evolutien of Kuowledge." Social bitetligeice,
Vol 1, No. 2, ppn 87-120, '

NSE Warkshop on information Techaology and Orgamzations. See
hip/iwww s colotado.cdu/~lanrviwarkshopilograntecs btinl, This paye hus poiniers do the
abstracts o the roughly 50 Pls whose work is icing supported by the NSFITO progran.

fveret! Rogers, Diffusion of Temoviidons. New York: The Froe Press, 1995,
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THE WHITE HOUSE
WASHINGTOM

| ' June 8, 1999
MEMORANDUM FOR MDENT ‘
FROM:  GENE SPERLING ’t{(@ \
RE: BOUCHER TELECOMMUNICATIONS BILL
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Yo had asked for the Administration’s position on Representative Boucher’s legislation (The @ca ek
Internet Growth and Development Act), following & conversation you had had with Ivan

Seidenberg, the CEO of Bell Atlantic. The Administration has not taken a position on his

specific legislation, but the Electronic Commerce Working Group (led by the National Economic

Council and the Office of the Vice President) is developing an Adminisirstion positionona

variety of issues related to broadband services. As with all telecommunications policy, the issues

raised by the Boucher bill are hotly contested by different segments of the telecommunications

andd Internet industry.

Background on Broadbands

""" Today, most consurners access the Internet over an ordinary phone line using 2 modem. This is

fine for e-mail, but downloading movies and graphics is like watching paint dry. Cable and
telecommunications companies are starfing to deploy “broadband” networks that are at least 20
times faster than an ordinary phone line, In the future - more and more Americans will access
the Internet over these (and other) broadband networks. There is a growing debate in the
Congress about how these broadband networks should be mguiawd (or deregulated) by the
Federat Commumcazzons Commission.

Backgmaad on Boucher’s Bill

Thers are three provisions that are central to the hill:

+ L It would allow the “Baby Bells” to provide Internet service that crosses “LATA™ (long-
distance) boundaries, even if they have not done everything that is required under the
Telecommunications Act to open up their local network to competition. (This “quid pro
quo” was at the heart of the 1996 Telecommunications Act).

2. It would allow the “Bay Bells™ to provide high-speed Intemnet access on a deregulated
basis.



- orst
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3. It would prevent cable companies from exclusively bundling their high- §pccd network
with their Internet service — and require them to open up their network © other Internet

service providers.

In shont, it reduces reguiation on the Baby Bells and increases regulation on cable
networks. 1t will be supported by Baby Bells, and opposed by long-distance companies and
cable companies. Internet Service Providers will be split. .

Pros

1. It éivcs Baby Bells more regulatory freedom, and may increase thetr investment in
broadband networks.

2 It reduces the risk that cable companies will monopolize the Iniernet,

LCons

I. It will reduce the incentive of the Baby Bells to open up their local network in exchange
for entry into the long distance market. This “quid pro quo™ was st the heart of the
Telecommuuications Act of 1996, which the Administration supported.

2. It could deter investment in broadband networks by the cable companies by imposing
additional regulations on them. It is arguably too soon fo know whether these regulations

are necessary.
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Natiohal Nanotechnology
lmtlatlve
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Tom Kalil

National Economic Councii
IWGN Co-chair

Draft September 27, 1999



What is nanotechnplogy’
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i Ability to manipulate matter at the atomic
and molecular level to make things with
novel, useful properties

B A nanometer is one-billionth of a meter,
10,000 times smaller than diameter of a
human hair



| Case for a national initiative
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i Huge potential .payoff, could be as
significant as electricity, transistor,
Internet

B Long-term, high-risk research needed -
important government role

I Interdisciplinary - will draw heavily on
biological and physical sciences, and
engineering



Case for a national |n|t|at|ve |
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1 High-level of enthusiasm in community,
limited by $ not ideas

i Early, promising results
B Important for multiple agency missions

1 Need nanotechnology to stay on IT
price:performance curves

B Need to prepare S&E workforce



Case for a national |n|t|t|ve |
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1 “If I were asked for an area of
science and engineering that will
most likely produce the
breakthroughs of tomorrow, I would
noint to nanoscale science and.
engineering.”
- Dr. Neal Lane April 1998




Tlmelme for NNI
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B Sept. 1998 - NSTC establishes
Interagency Working Group on
Nanotechnology (IWGN)

i January 1999 - industry, academia, gov't
workshop on research priorities

B August 1999 - first draft of IWGN plan
i October 1999 - PCAST nanotech panel

B February 2000 - release of initiative?



Elements of mltlatlve _

i Fundamental research

i Grand challenges

i Centers of excellence

i Education and training

B Research infrastructure



Examples of Grand
ChaHenges
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i Develop materials as strong as steel but
10 times lighter

i Develop nanocomputer 1,000 tlmes more
powerful and million times more energy
~ efficient

i Detect tumors a few cells in size



Examples of Grand
ChaHenges

. - .a.',._._o— L o : . ot = -
i -t - A Tt o R AT

R AR e E R EL LU

i Double energy efficiency of solar cells

I Remove smallest contaminants from air
(< 20 nm) and water (<200 nm)

i Continuous presence outside solar system



Overall budget numbers
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Total (in Delta (over

~_millions) FY0O0)

FY99 $294.4

FY0O $256.4

FYO1 $281.4 +25.0

(guidance)

FYO1 (above  $452.7 +196.3

guidance)

FYO1 (IWGN)  $529.4 +273




Request by funding mode
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Funding mode IWGN (delta from
FY0O0)

Fundamental +83

research

Grand challenges +80

Centers +50

Education and +10

training

Research +50

infrastructure




Réquest by agency (delta

from FYOO)
T Ly A T T R S P e Mk
Agency FYO1 above FYO1 IWGN
_guidance
DOC/NIST $11.1 $21.0
DoD - $0 $50
DOE $70.0 $70
NASA '$15.0 $15.0
NIH $0 $17.0
NSF $100 $100.0
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THE WHITE HOUSE

. Qffice of Che Press Secpatary

For Tmmedinte Paleass Degambey 17, 15%3

filecember 17, 19%%

MEMORANDIM FOR THE HEADS QF EXEBECOTIVE DEPARTMENTES AND AGENCIES

BUBJECT: Uszz of Informatlion Technology to Improve Ouy Socisty

The Intersnet and osther information and communications tschnologies are
thanging the way we work, lears, communicate with each sther, and do
Puginess. Thesge techoclogies are shaping our sconomy and our soclety in
vhe same way Lhat the gfeam engine and elsctricity defined the
Industrial Age. -

In ragcent yvears, information technology has driven the U.8. economy.
Businesges are scrambiing to use the Intsrnet to increase productivity,
hoost exports, cut the time reguired to develop new products, and forge
closer relationships with customers and supplisrs. My Administration
has pursued a market-led approach oo giobal elsctronic commerce thiat
relies whanever possible on private sector leadershiv and sesks to
eliminate legal and regulatory barriers to electronic commerge while
protacting the public interest.

The Internet has the potential to enhance ¢ivil socisty as well as to
boost commarce, Used creatively., the Internet and information
vechnology can be a powerful tool for vackling some of ocur toughest
social challenges am well as fostering economic growih. Information
technology ¢an and ig being used to make it easier for working adults to
acguire new skills, increase acoess o healtheare in isclated rural
comrunities, improve the gquality of life for people with disabilities,
and strengthen oup democracy.

My Adminiscration has Jed the effort to explain and suppert tha
commercial and societal benefits of information nechnology to the
Aamerican peoplis,. However, we can and must d¢ mozre. To that #nd, I am
dirvecting sxecutive department and agency heads in this memorandum to
fake vartaln actions. As they carry out thaee actiens, they should:

{#) adopt poligies thar will remove barrigrs to private ssctor
investment in Tnteranet applications: (b) explera parinerships with
companies, State, local, and tribal governments, amd other entities,
such as nonprofit organizavions and universities; {¢) explore innovative
mechanisms for fostering a national discussion on the potential of the
electronic socisty; (d} consider other policies to promote the
electronic sociaby, such an the establishment of national qoals; and ig)
rgview the recomsendations ©f the President's Information Technolooy
Advisory Committee, particulariy as they relate to suppurg for
informatieon technology applications with broad societal benefits,

Therefore, to further promote the hroader sogial benefits of the
Information Age to the American people, I direct the officials in this
memorandum Lo take the following actions:

1. The Secretary of Health and Human Sevvices shall identify
additional steps that can be taken te promote expanded access o
hisher guality, ceat-affective health care to underssrved rural
communities and inner city olinicsg, and other health-care
applications of information technolagy.
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The Secratary of Education shall suppor:t and encourage Siates and
local communities to make *school raport cards* available on the
Internat, The Secretary of Lhe Interior shall make it possible for
“sehool report cards® on Bursay of Indian Affairs schools ang
vribatly controlied schools to be aveilable on the Internel.

The Secretaries of Bducabion and Labor shall work with States and
institutions of higher education te remove legal and regulatory
barriers Lo high-guality distangs learning, Lo increass awareness
of the availabilivy of digtsnge learning ag an alternative means of
education and trasining, and to £ind ways b promote the earning of
credentials through distance learning. The Secretary of Education
shall assist the Tribal {olleges and Universities in developing
aggociate and baccalaursate programg in information technology,
uging innovarive distanze learning technolegy.

The Searetary of Bducation shall propose bhe next phase of my
ARdministration’s fducational Technology Initiative, The next phane
should address teacher training, the integration of technology in
the curriculum, the evaluation of technnlogy, the marzet for
educational software and web content, the need for more multimedia
computers in the classroom, and the need £or investments in
egucational technology research and developmant.

The Secretary of Labor shall determine how telecommuting might

be used to help more disabled Amerigans get jobs and to provide
jobs for Americans Iocated in gesgraphic regions outside
traditional comsuting sreas, including isolated tribal communities.

The Hecretary of Bducation and the Directsr of the National Sciencs
Poundation shall develop a vessarch agenda for making the Incetnat
and information techaclogy wmore usable by persons with
disebilicvies. The Secretary of Commerce shall encourage the
private sector to make web content, sofiware, and develcpment tools
more accessible for people with disabilities by adopting technlical
standards consishent with the Web Accessibility Initiastive.

The Administrator of the Baviromumental Protection Agensy shall
develop a national strategy for promoting environmental
applicvations of information technology (such as digseminating
information about manufagturing techaigues that reduce polliution,
arnd increasing the timelinsss of envirommental information).

The Ssoretary of Agriceulture shall identify services that can be
delivered electronically to rural Americans {such as the resulis of
Federalily funded research at ouy Nation's laod-grant universitiesy,
and develop the policies needed to promote the avallability of
advanced palecommunications servicss in rural and pribal
communities.

The Seouretary ¢f Commerce shail ldentify pelicies bhat will
encourage more effective uge of information technology by nonprofit
organisations,

The Secretary of the Trzasury, in opgrdination with appropriste
Federal agencies and private sectory sztakeholders, shall identify
palicy initviarives that promote greater actess to financial
services through che use of information technology.

The Secretary of the Interior shall identify poligies that will
acgelerate the uge of unclansified geospatial information systems
at the State, local, and nribal level.

The Director of the Federal BEmergency RKanagement Agency shall work

H32000 737 P
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with researsh universitises and the private gectoy to apply advances
in informastion technology o managing the consequences of natural
&nd man-nsde disastaers.

The Ba¢retary of the Smithsonian Institution, the Director of the
National Science foundation, the Director of the National Park
Sarvice, and the Director ¢f the Ingtitute of Mugeum and Library
Servives shall work with the private sector and cultural and
educational institutions across the countiy bto creats & Digital
hibrary of Education to house thig countryis cultursl and
educarional regscurces.

The Attorney General shall work with Pederal, Ztste, local, and
tribal law enforcement agencies to use information technologies o
maka our Nation®s communitlies sszfer.

Items 31~14 of thir memorandum and my July I, 1837, and November 3¢,
1998, wemaranda shall be conducted subject te the availabilicy of
appropriations, congistent with the agencies’ priorvities and my
budgst, and to the extent psraitted by law.

The Vice President zhall continug his leadership in coardinating
the United States dovernmant’'s slectronic commerce strabegy.
Furcher, ! direct that the heads of agengies report to the Vige
President and to me on their progress in meeting the terms of the
memorandum, through the Blectronic Commerce Working froup (BEOCWE) in
ity annual report. To the extent thab substantial new policy
issues emerge, the analysis and setion on those policieg will be
coeordinated in a manner consistent with the responsibilitien of the
BOWG, the Mational Beonomic Council, and the Domescic Policy
Council, as appropriate.

WILLIAM J. CLINTON
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