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.•'EDERAL EMPLOYEES HEALTIl BENEFITS PROGRAM: 
IMPROVED BENEFITS FOR CIVIL SERVANTS-A MODEL FOR OTHERS 

The Federal Employees Health Benefits Program began in 1960 and is a key eomponent of the 
employee compensation package that enables the Federal Government to compete With other 
employers in attracting and retaining a well-qualified workforce, Administrative responsibility 
lies with the Office of Personnel Management and i.t is Ameriea's largest employer-sponsored 
health benefit program, providing over $18 billion a year in health care benefits, through 
contraets 'with over 250 private insurers, for approximately nine million Federal workers, 
retirees, and eligible dependents. Moreover. since the early J9908, the White House, Congress. 
and others increasingly have promoted the program as a model for advancing the quality of 
health care nationally. 

IMPLEMENTATION OF A PATIENTS' BILL OF RIGHTS 

In November 1997, President Clinton endorsed recommendations nfthe President's Advisory 
Commission on Consumer Protection and Quality in the Health Care Industry in its Consumer 
Bill QfRights and ReSJl9nsibilities (Patients' Bill of Rights) and asked agencies to assess the 
extent to which Federal health care programs were in compliance. The Patients' Bill ofRights 
urged consumer protections in the health eare industry through assuring open communication 
between patients and provjdeTs~ requiring greater disclosure ofheatth plan and provider. 
information, and increasing access to specia1ists arid emergency room services. [n February of 
1998, the Office of Personnel Management forwarded its assessment indieating there were no 
statutory impediments to full implementation of the PBR in the Federal Employees Health 
Benefits (FErlB) Program. 

The President then directed Executive agencies to use their regulatory and administrative 
authorities to bring Federal health programs into full eompliance with the PBR. Subsequent to 
the Presidenfs directive, OPM worked with health plans in the FEHB Program throughout 1998 
and 1999 to achieve full compliance with the PBR by the year 2000. Tbe successful 
implementation of these important protections resulted from a strategy of focusing on outcomes, 
not process, to allow health plans the tlexibihty 10 implement the protections in ways best suited 
to the capabilities of their business settings. The Administration's example demonstrated that 
important eor.sumer protections can be implemented cost effectively across all health care 
delivery systems on a national basis, This successful experience influenced Congress to consider 
extendit}g similar consumer protections to the nalion's private health care system. 

MENTAL HEALTIl AND SUBSTANCE ABUSE PARITY IN THE FEDERAL 

EMPLOYEES HEALTH BENEFITS (FEHB) PROGRAM 


ln June of 1999, President Clinton directed the Office o[Personnel Management to achieve 
mental health and substance abuse parity in the Federal Employees Health Benefits Program by 
the 200! contract year, Achieving parity means that benefits for mental health j substance abuse, 
and physical conditions are the same with respeet to patient deductibles, coinsurance, 
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copayments, and day/visit limitations, OPM identified essential components of parity for. 
Federal employee health plans and invited insurers to propose various benefit design approaches 
eonsistent \\ith their business. settings to meet these standards, This allowed full implementation 
of mental health and substance abuse parity for the natlons~ largest employer at a minimal 
premium increase of 1,3%, 

President Clinton's directive to achieve full parity culminated earlier efforts by the 
Administration to progressively improve mental heaUh and substanee abuse benefil$ for Federal 
employees and retirees. For example, in 1995, prior to the Federal Mental Health Parity Act, the 
Clinton Administration abolished lifetime benefit maximums on mental health serviCes under its 
employee health program. Later negotiations with insurers eHrninated. annual benefit maximums 
and eneouraged health plans to remove contractual day and visit limitations and lower patient 
out-of-pocket cosl$. In 1999, the Office ofPersonnel Management required that 
pharmacotherapy, and medical visits and tests to monitor drug treatment for mental health 
conditions, be covered to the same extent as physical disease management. The agency also 
encouraged the use of preferred provider organizations and utilization management to improve 
mental health and substance abuse benefits oost effectively. At health plan conferences held in 
1998 and 1999, the Office of Personnel Managemenlfeatured presentations by panels of experts 
who discussed the desirability and feasibility of offering expanded and affordable mental health 
and substance abuse benefits. 

In developing menta] health and substance abuse benefits strategies, the Offiee of Personnel 
Management re"iewed research by the National Advisory Mental Health Council. the National 
Alliance for the Mentally Ill, the Substance Abuse and Mental Health Services Administration, 
the Washington Business Group on Health, the Nationallnstitutes of Mental Health (NIMH) and 
others. These organizations indicate a growing eonsensus on the effectiveness of treatment and 
the efficiency of managed delivery systems in providing mental health and substance abuse care. 
The NIMH infonned OPM that most diagnoses have weU-established biological bases, diagnoses 
are reliable. and treatment is both effective and available. This research convinced the Clinton 
Administration that mental he-aJth and substance abuse benefits could bc expanded cost ' 
effectively to be at parity with benefits for physic. I illness or disease. Adequate mental health 
and substance abuse benefits coverage will improve patient heaJth outcomes, provide patients 
with greater financial protection, and will reduce work place absences and disabilities. 

NEW GOVER'IMENT CONTR1BUTI0N FOR1I.flJLA 

A new Government contribution fonnula, known as "Fair Share," became effective llilder the 
Federal Employees Health Benefits Program in Januaty 1999 under a provision ofthe Balanced 
Budget Act of 1997 (Public Law 105-33, see. 7002, approved on August 5, 1997). As a result, 
health plan enrollees eligible for a Government contribution receive an amount equal to 72 
percent of the Program-wide weighted average of b'Ubscriptlon charges. for sclf-on[y and self
and~family types ofenrollment., respectivelYl not to exceed 75 percent of the premium for any 
particular plan. 
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The Fair Share. formula replaced the "Big-6" formula that evolved in the early 1970's and set 
Government contributions as a percent of the average ofprernium charges for SIX large health 
plans described by applicable law. One distinct eomponent of the Big-6 formula ceased Program 
participation at the end of J989 and to continue using the formula with the five remaining plans 
would have substantially reduced Government cost sharing and shifted costs to enrollees, To 
stahilize the program, Congress authorized use ofa phantom premium rate represeilting the 
lapsed plan through the end of 1998, while the Clinton Administration and Congress considered 
a variety of proposed permanent solutions to the problem and reached consensus on the Fair 
Share approach. The intent of the neWt formula is to maintain the Jevel of Govemmc:nt 
contributions at a consistent percent of total program costs, regardless of the configuration of 
available healili plans or enrollment panerns. 

PREMIUM CONVERSION FOR FEDERAL EMPLOYEES 

In October 2000, Federal employees started to use pre·tax dollars to pay health insurance 
premiums to the Federal Employees Health Benefits Program under an arrangement called 
"Premium COIlversion," Premium eonversion is standard practice in private sector employer 
health insurance programs and uses Federal tax rules to let employees deduct their share of 
health insurance premiums from their taxable income, thereby reducing their taxes and making 
health coverage more affordable. This was one ofa number ofinltiatives in President Clinton's 
Fiscal Year 2001 Budget to enhanee Federal employee compensation in order to ~mprove the 
Government's ability to attract and retain a high~quality work force. ' 

PROMOTI!'IG INFORMED CONSUMER CHOICE WITH PLAIN LANGUAGE 

The President and Vice President made p~ain language a top priority for Federal agencies. In 
February 1999, health plan representatives and OPM staff began a collaborative effort to rewrite 
all health plan brochures in "Plain Language" to make the brochures easier for everyone to read 
and understand and to assist enronees with health pJan comparisons, 

As the work group realized the enormity of the task faeing iliem, they decided ro limit this effort 
ro rewriting the standard. Program·wide language that appears in all FEHBP plan brochures. 
These portions of the 2000 brochures were rewritten using common, everyday words, except for 
necessary technical terms; "you" and other perSOnal pronouns; active voice; and short sentences, 

In December 1999. a second workgroup reorganized the brochures and devised standard 
structure for the benefits sections. These changes were incorporated into the 2001 brochures. It 
was further decided to make the structure and language used in fee-for~scrvice and'HMO 
brochures parallel. Enrollees would then be able to easily compare the benefits available under 
the two types of plans and make an informed choice, 

Meanwhile. the Office ofPersonnel Management greatly enhanced comparison materials it 
makes availab!e during the annual open enrollment period to include information on health plan 
accreditation, performance, and customer satisfaction, in plain language consumers can easily 
understand and compare. 
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IMPROVING WOMEN'S HEALTH AND FAMILY-FRIENDLY SERVICES 

As administralor of the Federal Employees Health Benefits Program Wlder President Clinton~ the 
Office of Personnel Management adopted several important benefits policies to improve access 
to women' s heahh serviees. These policies support the .FederaJ Government's employer interest 
in ensuring that appropriate basic health services are avaiJable to all employees, retirees, and 
their dependents~ and give broad exposure to national h~alth care coneems as addressed by 
advisory committees and recent Federal laws. 

Between 1993 and 1999, the Office adopted contracting policies that require all health plans to: 

• 	 include henefits for the diagnosis and treatment of infertility problems (although 
coverage for artificial reproductive technology or experimental infertility treatments 
is not mandated); 

• 	 provide benefits for mammography screening consistent with National Cancer 
Advisory Board reeommendations; 

• 	 cover high dose chemotherapy in conjunction with aHogeneic and autologous bone 
marrow transplants for breast eancer, multiple myeloma, and ovarian epithelial eell 
lumors; 

• 	 provide guaranteed hospital stays for mastectomy, as well as for maternity conditions 
subject to the Newborns' and Mothers' Health Protection Act of 1996; 

• 	 provide direet access to obstetricians and gynecologists consistent with the 
President's Patients' Bill of Rights; and 

• 	 provide the full range ofeontraceptive drugs and devices approved by the Food and 
Drug Administration (unless the pJan ohtains a waiver based on religious beJiefs. 

Vice President Gore's 7th Annual Family Reunion in the Fal1 of 1998 focused on Families and 
Health. It promoted the idea that the family has significant influence over individual health and 
well·being and therefore families must be respected and supported in their role as care givers and 
deeisionwmakers. The Office of Personnel Management subsequently initiated discussions with 
health insurers and plan memher focus groups to examine ways to enhance family-focused 
SCIVices. These discussions 1ed to new guidance in the 1999 annual Call Letter on: benefits·for 
childhood immunizations; offering supplemental dental and vision coverage~ henefits for routine 
sereening and diagnostic testing for colorectal cancer and other diseases~ making health plan pre~ 
authorization and referral procedures customer friendly; and other customer service 
enhancements, 
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MAJOR LEGISLATION AFFECTING THE FEGLI PROGRAM 

ENACTED DURING THE CLINTON ADMINISTRATION 


The administration initiated the following legislation affecting the Federal Employees' Group 
Life Insurance (FEGLI) Program: 

IMPROVEMENTS - Pub. L. 105-311- enacted 10/30/98 
Interim regulations published 12/28/99 

• 	 Removed the maximruns on Basic insurance and Option B, 
• 	 AHows foster children 10 be covered Wlder Option C. 
• 	 Allows erroneous coverage to become valid intis been in effect for at least 2 years and the 

insured individual has paid the appropriate premiums during that time. 
• 	 Allows employees, annuitants, and compensationers, whose pay (or annuity or 

compensation) is too low for premium Vtithholdings, to make direct premium payments, 
rather than have their life insurance tenninate. 

• 	 Allows retiring employees and employees becoming insured as compensationers to elect not 
to have their Option B andlor Option C coverage reduce when they reach age 65, 

• 	 Allows employees whose Option B coverage is terminating because of separation or 
completion of 12 months in nonpay status to (Xlrt their coverage, 

• 	 Increases the amount ofcoverage available under Option C from $5,000 fnr a spouse and 
$2.500 for each eligible child!D up to 5 multiples of those amounts. -	 . 

The Presideot also approved the following legislation affecting the FEGLI Program: 

ASSIGNMENT - Pub. L. 103-336 - enacted 1013/94 
Interim regulations published 10/4195; final regulation. published 9117/97 

• 	 Allows all Federal employees, annuitants, and compcnsationcrs to make an irrevocable 
assignment of their life insurance. 

LIVING BENEFITS - Pub. L. 103-409 - enacted 10/25/94 
Interim regulations published 6115/95; final regulations published 9117/97 

• 	 Allows terminally ill employees, annuitants, and compensationers with a life expectaney of9 
months or less to receive their Basic insurance benefits while they are still living. 

COURT ORDERS - Pub. L. 105-205 - enacted 7/22/98 
Interim regulations published 416/99; final regulations publisbed 10/8199 

• 	 Requires life insurance benefits to be paid according to the terms of a eourt order if the 
appropriate office receives the eourt order before the insured individual dies, Previous 
designations of beneficiary are invalid, and the insured cannot make a new designation that 
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goes against the court order unless the person named in the court order agrees or the court 
order is modified. 
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LONG-TERM CARE SECURITY ACT 


President Clinton signed "The Long-Tenn Care SecuritY Act," Public Law 106-265 (RR. 4040). 
on September 19,2000. The legislation evolved from a proposal the Administralion submitted to 
Congress in January 1999 (H.R. 110, S. 57) to authorize the Office of Personnel Management 10 

offer group long-tenn care insurance to Federal empJoy~s, retirees and certain qualified 
relatives. Enrollees would pay the fuiI cost at group rates expected to be IS to 20 percent lower 
than rates fOT private individual policies. Succeeding Congressional proposals expanded the 
eligible population to include United States Postal Service empJoyees, active duty mUitary 
personnel, respective retirees, and qualified relatives, bringing those polentially eligible 10 13 
million. The ftnal eonsensus bill had strong bipartisan support as the resull of input from many 
stakeholders. including Members ofCongress. employee unions~ civilian and military retiree 
associations. the insurance industry, and caregivers' groups. 

Long-tenn care insurance for Federal workers was part of the President's initiative, launched at a 
White House event on January 4,1999. to focus nationalattentlon on the growing need for 
planning and financing future Jong~tenn care needs as Americans are Jiving longer and 
increasing numbers need help with daily living activities, The availability of long~tenn care 
insurance significantly impacts those needing care and those providing care. Over 50UAl of 
earegivers make work~related adjustments to care for a loved one. 

The Long-Tenn Care Security Act positions the Federal Government, as the largest employer in 
the nation, to influence public policy by its example and encourage other employers to act 
responsibly to assist employees with meeting long-tenn care insurance needs, OPM will 
coordinate its I..'<iucational efforts with the Department ofHealth and Human Services which is 
responsible for eonducting a national eampaign to educate Medicare beneficiaries as to the 
limited long-term care coverage wtder Medicare and how to best evaluate long-term care 
alternatives, 

MAJOR PROVISIONS OF THE ACT 

• 	 Authorizes the Office of Personnel Management to contract for .group long-term care 
insurance covering an array of long-term care services to m:eet the needs of a potential 
populalion of 13 million. 

• 	 Requires each participant to pay full cost ofcoverage based on age upon enrollment. 
• 	 Requires the insurance product to meet all requirements and consumer protections mandated 

by the Internal Revenue Code for qualified long-term care insurance. 
• 	 Requires conswner protections such as guaranteed renewability) ponabillty ofbenefits, and" 

nonforfeiture provisions. 
• 	 Provides f(lr minimal underwriting (health status screening) for active Federal and military 

employees and for spousal parity to the extent practicable. 
• 	 Requires initial enrollment season no later than October 2002. 
• 	 Requires the General Accounting Office to evaluate the program and report to the President, 

Congress, 'U1d OPM. 
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IMPROVEMENT IN FINANCIAL ADMINISTRATION AND ENHANCED FINANCIAL 
INTEGRITY IN FEDERAL EMPLOYEES' EARJ'IED BENEFIT PROGRAMS 

OPM administers the Federal Employees Earned Benefits Programs - the Retirement, Health 
Benefits and Life Insurance Programs - through the Retirement and Insurance Service. OPM 
also has a fiduciary responsibility to manage the trust ftmds that account for the financial 
activities of each of the Programs. The trust funds are primarily funded through employee and 
Federal agenc.y contributions and investments in Government ~urities. At September 30, 1999. 
the aggregate activity of the Funds consisted of: over $519 billion in assets; over $34 billion in 
annuaJ receipts from employee and agency contributions, in excess of$34 billion in annual 
earnings on investments, and over $64 biHion in annual disbursements. 

Prior to 1997. annual audit. .. of the Trust Funds resulted in a disclaimer ofopinion on the 
financial statements representing the activity of the Federal Employees Health Benefits Fund. 
'Ibc auditors' opinlons on the financial statements representing the activity of the Retirement 
Fund had also been modified to express a qualification or a concern about the reasonableness of 
certain infonnation contained in the statements. On the other hand, auditors had previously 
expressed an "unqualified" or clean opinion on the financial statements representing the activity 
of the Life lnsu.rnnce fund. 

During 1996 OPM eng.ged, for the first time, an Independent Public Accounting Finn, KPMG 
Peal Marwick, LLP (KPMG), to conduct the audit of the financial statements representing the 
activity of the Funds. At the conclusion of its fieldwork and internal control testing, KPMG 
articulated two major issues that significantly impacted the auditor's ability to opine on the 
financial statements representing the activity of the Retirement and Health Benefits Funds. With 
respect to the Retirement Fund, KPMG concluded that OPM had not established adequate 
controls to determine whether benefit payments to annuitants were accurate. As for the Health 
Benefits Fund, KPMG disclaimed an opinion on these financial statements because they were 
unable to satisfy themselves as to the accuracy of information reporting experienced rated carrier 
activityt including claim payments and the balances reported in the financial statements and the 
premiums paid to insurers. Another concern expressed by KPMG and by auditorS in prior years 
was that aPM did not have a basis for relying on other Federal agency's systems ofintemal 
control over employee withholdings and agency contributions activity associated with aU of the 
Earned Benefit Funds. 

OPM took the following steps to improve the financial administration of the Federal Employees 
Earned Benefits Funds and to enhance the integrity of the financial information reported: 

• 	 During 1997, to determine the accuracy ofclaim payments in the Retirement Program, OPM 
engaged KI'MG to ~ork in tandem with ilS ovm Quality Assurance staff to re-adjudicate 
more than 2,500 claims paid at September 30, 1997. Based on the results of this review, 
KPMG concluded that the frequency and dollar value of the errors found were inunaterial 
and had 1ittle impact on the presentation of the financial statements for the Retirement Fund, 
Accordingly, KPMG removed the qualification and the scope limitation previOUSly cited by 
them during the 1996 audit. Consequently, KPMG issued an "unqualified" audit opinion on 
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the financial statements representing the activity of the Retirement Fund for the fiscal year 
ending September 30, 1997, 

• 	 OPM management had long been concerned about the integrity of the financial acti...·ity and 
account balances reported in the financial statements prepared by experienced rated carriers 
and subsequently reported in the financial statements representing the activity of the Health 
Benefits Fund, Beginning in 1995, the Office tasked a Quality Improvement Team with 
developing auditing requirements for experienced rated carriers. After developing the 
requirements and working coUaboratively with our auditor, the carriers, and thei~ respective 
Independent Public Accountants, OPM issued an official "Audit Guide" with audit 
requirements for experienced rated carriers during 1998. The Guide requires each camer to: 
engage an Independent Public Accounting Firm to annually audit Health Benefits Fund 
activity and account balances) make an assessment and report on the carner's systems of 
internal control. and to perform certain a.greed upon procedures" designed to ensure program 
integrity. Experienced rated carriers applied the requirements of the Guide to their financial 
activity during 1998, After f:'.o·aluating the results ofthe experienced rated carrier audits and 
other supplemental information, KPMG issued an "unqualified" audit opinion on the 
financial statements representing the financial activity of the Health Benefits Fund for the 
fiscal year ending September 30, 1998, 

• 	 Although KPMG visited a selective group of Federal agency payrolI offices to perform audit 
tests to confinn whether or not agencies' systems of internal controls over activities 
associated with employee withboldings and agency contributions were sufficjentr we realized 
that this decentralized activity had Government-wide implications from an audit perspective. 
Consequently, OPM officials collaborated with the Office of Management and Budget 
(OMB) in an effort to subject agencies to additional audit requirements for activities 
associated with the Earned Benefit Programs, During 1998, OMB revised its audit 
requirements to include provisions for Federal agencies to engage an Independent Public 
Accounting Firm or their Inspector General to perform certain agreed upon procedures on 
transactions and activities associated with the employee withholdings and agency 
contributions that are accounted for and remitted to OPM. The initial OMB guidance was 
effective during fiscal year 1998, The results of the agency activity provided KPMG with the 
assurance that the controls over contributions are sufficient. 

• 	 During the auditS of the Earned Benefits Funds during 1998 and 1999, KPMG issued 
''unqualified'' or clean audit opinions on the financial statements representing the activity of 
the Retirement, Health Benefits and Life Insurance Funds. In addition. in 1999. the auditor 
reported flO material weaknesses in controls over the Funds. 
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CUSTOMER SERVICE IN THE RETIREMENT AND INSURANCE SERVICE 

The Retiremtlnt and Insurance Service focused its energy and resources on becoming a premier 
customer service organization. To achieve this goal we worked to change the organizational 
culture from the old mindset of simply protecting the interests of the retirement system, to add an 
intense focus on customer service, We also increased the resources we allocated to' providing 
employees with the training, equipment and work environment they needed to attain o~ goaL 

We took significant actions to bring about these changes, Our frontline positions were 
reengineered to foeus on providing customer service, We provided employees with training and 
with modem tools, including the latest technology in computer networks and Internet access, 
We also implemented new technologies for the ~ilHons of customers we serve. Those included 
a nation· wide toll free telephone number) an interactive voice technology permitting self ..service 
on numerous kinds ofretiree transactions, and an internet site that allows annuitants to access 
information about retirement benefits and make many of their own aceount changes "on~1ine." 

We provided personalized statements Qfbenefits in plain language, provided for immediate 
interim payments, improved exit eounseling at Federal agencies, increased electronic fund 
transfer for the security and convenience of our customers, and expanded the use ofallotment 
choices for our customers. Cll'itomers can now direct their funds in a variety of ways including 
checking and saving accow1t allounents, purchasing savings bonds, and contributions to charity. 

Levels of service improved in many areas. From 1995 to 1999, the percentage ofcustomers 
receiving their first payment either before or when they expected increased from 73% to 80%. 
The first annuity payment was authorized in an avcrageof7 days in 1995 and 4 days in 1999, 
Processing tiriles for retirement claims were reduced from 70 days in 1995 to 30 days in 1999, 
Processing tinlOS for survivor benefits were reduced from 38 days in 1995 to 10 days in 1999, 
Overall customer satisfaetion with telephone services imprOVed from 78% in 1995 to 9{)% in 
1999, 

In 1999, results from the American Customer Satisfaction Index showed that Our service to 
retirees exceeded the national average for both public and private sector organizations that 
provide comp<U'3.ble services. We received an index of 75 (on a scale of I to 100), 3 points 
above the national average for private seeto'r companies. It was also 6.4 points above the 
national average for public sector organizations. 

In addition, we made significant strides in improving the level of service in our insurance 
functions. Backlogs in disputed health chums were eliminated, surveys were begWl to provide 
our customers with better infonnation regarding health insurance provider perfonnance and we, 
along with the health plans, provided all new materials in plain language to better enable 
informed decision making. 
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RETIREMENT SYSTEMS MODERNIZATION 


Retirement Systems Modernization is OPM's strategic initiative to reengineer the various 
processes that support and provide services to Civil Service Retirement System (CSRS) and 
Federal Employees Retirement System (FERS) participants and to acquire the necessary 
technology to support the redesigned processes. In 1997, we recognized that four important 
factors threatened OPM's continued ability to provide quality retirement services and meet 
customer expectations in the 21 51 century-a fourfold growth in the FERS caseload that is 
significantly more complex and time-consuming to handle without the tools that technology 
offers; the high error rate associated with benefit calculations that results in about $iO million in 
overpayments and $4 million in Wlderpayments each year; OPM's outdated, three-decade old 
legacy computer systems that can no longer be improved to increase operational efficiency; and a 
paper environment that does not allow OPM to'meet the legislative mandates of the Government 
Paperwork Reduction Act and the Government Paperwork Elimination Act to reduce the paper 
burden and conduct business electronically. We also recognized that current and future budget 
allocations would not provide the funding to meet customer service needs in the future through 
additional staffing. 

OPM faces several challenges in modernizing the retirement system. First, the paper record
keeping systeln in place since the inception ofthc retirement system in 1920 must be converted 
to an electronic one. Not only must we begin receiving participant data from Federal agencies in 
electronic fonnat, but we must also convert millions of historical paper records at agencies and at 
OPM into electronic data. Second, we must develop a set of Wliversal tools for determining 
accurate retirement coverage and eligibility, for ealculating and modeling retirement benefits, 
and for controlling the workflow of the electronic claim processing. The data and tools must be ' 
available to OPM and FederaJ agency staff for benefits cOWlseling and calculation of benefits 
and to participants for accoWlt information and financial planning. It is critical that the data and 
tools are acccssible by agency staff working in organizations with a variety ofinfonnation 
technology infrastructures, and that the participant's individual data be safeguarded and kept 
secure by the modernizcd systems. 

Retirement Systems Modernization is being implemented in phases, bringing bcncfits to each 
customer segment as the modernization progresses. Most of thc business proccss design has 
been completed, as well as the balanced scorecard performance mcasurement system that will be 
used to gauge success as we modernize. We have also completed much ofthc technical 
architecture, including technical requirements and some data modeling. At the same time we 
have implemented improvemcnts that bring early benefits, including a prototype caleulator and 
an improved benefits information booklet for new retirees. OPM's modernization will continue 
over the upcoming years, Wltil the redesigned system is fully implemented and OPM can 
continue to offer the quality retirement services that Federal employees have earned and deserve 
to receivc. 
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ERRONEOUS RETIREMENT COVERAGE CORRECTION 

Priorto the mid 19805, most Federal employees were excluded from Social Security coverage 
because they were covered by the Civil Service Retirement System (CSRS), which had been 
created long before there was a Social Security System. During the j 980s, a national pnlicy 
decision was made that new Fede.ral employees Vt"Ould be covered by Social Security, and that 
these new employees would also come under a separate new retirement system for Federal 
employees, laler enacted as the Federal Employees Retirement System (FERS). However, 
adding complexity were provisions ~'grandfathering)t certain employees under CSRS. if specified 
technical requirements were met. 

This major cbange was largely accomplished in an exemplary manner, but it is impossible to 
make any change of this magnitude without some errOrs creeping in. Some employees ended up 
contributing under the wrong retirement plan for years. This results in substantial harm to the 
employee's long-term retirement planning ""nen the error is discovered and corrected. 

The older CSRS is • defined benefit system, with benefits primarily based upon average salary 
and years of service. The new FERS includes a smaller defined benefit tier based upon service 
and salary, but also relies upon Social Security coverage and a Thrift Savings Plan (TSP) in 
which employer and voluntary employee contributions are invested in a manner chosen by the 
employee, These differences made errors difficult or impossible to equitably cOrrecf when 
discovered after a period of time. This was especially true in the case of individuals who should 
have been in FERS, because they lost the opportunity for full TSP participation on a timely besis, 

. 
The Administration set upon the task ofcreating a fair and equitable remedy. After careful 
con.'iideration. it established the fonowing objectives

• 	 The remedy should demonstrate that the Government cares about its employees who were 
disadvantaged by an error in their retirement coverage, 

• 	 The remedy should provide the employee with a choice between corrected retirement 
coverage and the benefit the employee expected (0 receive, without disturbing Social 
Security coverage law. 

• 	 The options provided the employee should be easy to understand, 
• 	 The administrative burden and cost of the remedy should be kept to a minimum. 

Keeping these principles in mind, the Administration created a legislative proposal that would 
fully acenmplisbed all ofthesc objectives. Under tbe Administration's proposal, individuals who 
had been in the wrong retirement system for three or more years would be given an election. 
These employees, retirees, and survivors would be provided with full infonnati<?n as to their 
options, and given time to make an infonned election. 

As a result of these efforts) the "Federal Erroneous Retirement Coverage Corrections Act." 
Public Law 106-265, was approved on September 19, 2000. Thanks to the concerted efforts of 
the Administration, equity was provided for the employees who had been erroneously placed jn 
the wrong retirement system, and for their families. 

12 



'J 

WILLIAM E. FLYNN, III 

ASSOCIATE DIRECTOR FOR RETIREMENT AND INSURANCE 


U.S. OFFICE OF PERSONNEL MANAGEMENT 

1900 E STREET, N.W. SUITE 4A10 


WASHINGTON, DC 20415 


Appointed a.<; Associate Director for Retirement and Insurance in 1994, Mr. Flynn directs the 
Federal retirement systems, the Federal Employees Health Benefits Program, and the Federal 
Employees Group Life Insurance Program. From 1992' to 1994, he was Assistant Director for 
Financial Control and Management, where he managed the Service's financial management and 
related programs. Annually, more than $60 billion is paid to, or on behalf of, Federal 
participants in the employer-sponsored benefit programs administered by OPM. In 1999, 
President Clinton recognized Mr. Flynn with the Distinguished Senior Executive Award. 

From 1989 to 1992, Mr. Flynn was partner and Executive Vice President of Schroeder, Flynn & 
Co. Based in Atlanta with seven'offices throughout the Southeast, the firm provided retained 
outplacement services to corporate clients undergoing executive transition or a major 
downsizing. Prior to that, Mr. Flynn worked for OPM in several executive positions as Regional 
Director and Deputy Regional Director in the Atlanta and Chicago regions, and as Assistant to 
the Director for Regional Operations in Washington, DC. Mr. Flynn's early experience with the 
agency included budget, accounting and administrative management positions in both 
headquarters and field locations. 

Mr. Flynn holds a Bachelor of Arts degree from George Mason University, where he graduated 
with honors. He pursued graduate studies in public administration at Virginia Polytechnic 
Institute and State University. He is a graduate of the Executive Education Program offered by 
the Federal Executive Institute. 

A decorated Vietnam veteran, Mr. Flynn and his wife, Judy, have been active in community 
affairs, panicipating in fund-raising events and serving as foster parents. The Flynns reside in 
Arlington, Virginia. 

Telephone: (202) 606-0600 
Fax: (202) 606-2711 
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INFORMATION ABOUT THE EMPLOYEE BENEFIT PROGRAMS 

Retirement Program 

Tbe Retirement Program is comprised of two defined benefit programs: tbe Cil'U Service Retirement System 
(CSRS) and Ibe Federal Employ«s' Retirement System (FEllS). Tbe bask: benefits of both S)'stems are paid 
by tbe Civil ~rvi« Retiremeht aod Disability Fund (CSRDF), By Jaw, CSRDF funds may be used to pay aU 
disbunementJ lind operating txptnse:s of both progrsms. 

: The CSRS was created by tbe Civil Service Retirement Ad (p.L. 66-115), enacted May 111 
19io. to provide retir~ment benefits for'Federal-employees, Tbe CSRS is 8'stsnd·alone ptftSion 
!ly~tem ~ its defined annuity benefits are not intended to be a suppkmeDUo o,:be supplemented ; CSRS by other reHrement benefits. Tbe CSRS COoVeTS most Ffilent employ«s hired before 1934 a~d 
provides benefits to the survivors ofdeceased CSRS annuitants and empJoyoos. for all 

, pnctical pur(lQ~e:s. the syscem was closed to new entrsntJ in 1984. 

Annuity agd Disability Bellefits 

The CSRS provides normal n::tlremenl with 8 full annuity It age 55 with 30 yeaTS or se-rvic-e, age 60 
with 10 years of service, or age 61 with 5 or more years. of service. Disability retirement is pe-rmiUed 
a( any .age with a minimum of 5 yea" of service. and involuntary retirement al any age after 25 
years of service or at age 50 with 10 yean of !lervice. Deferred annuities are payable at age 62 whh 5 
years of service, There is DO general mandator), retirement provisk>n. The annuity formula provides 
1.5 percent of average salary for tbe first five years. of senice. 1.75 percent for the next five yelrs:. 
and 2 percent for any remaining seni.ce. up to a maximum of 80 percent of average saJary (based on 
tbe highest three yeats MSBlary), DislbUity annuitants receive tbe greater or tbe preceding 
computation or a guaranteed minimum oftbe lesser or 40 percent oraverage salary or the reg~lar 
rormula n!lling senice projected to 1ge 60. 

Death Beni,fits 

Widows and widowers or employees who die in .se-rvice receive 55 percent of the annuity the employee 
would have received had the employee retired on disability. Widows and widowers ofdeuased 
annuitants receive 55 percent of the annuil)' unless the employee annuitant and spouse waived 
provisions of a survivor henefit. or elected to provide Jess than a rull survivor benefit. Childnll of 
deetasro annuitaats and employees reeeive a Oat monthly amount 

FERS 


The FERS was established on June 6. J986. by the Federal EmpI9Y~' Retirement System Au 
of 1986 {P.L. 99·335). FERS is a three.-part pension program, using Social Security as a base 
and providing a defined benefit component and a thrift savings plan. The Senice administers 
Ihr. defined benefit component or FERS. The Federal Retirement Thrirt Investment Board. an 
independent p,gency. administers the thrift savings pJan. The FER..." covers most employees first 
hired after December 34,1983 and provide~ benefits Co the sunlvoM! ofdeceased FERS 
annuiiants and cmployees. . 



Annuity and Disability Benefits 
, 

The FERS provides for full immediale or deferred n:tiremf:lli hene:fiu al the Minimum Retirement 
Age {MRA) with 36 ytBl"Ii of servite. age 60 with 20 years of service, or age 62 with S or more yean; 
of service. The MRA u 55 for those born before 1948. and incrementally increases to 57 for those 
born during or after 1970. Deferred retirement benefits are nlso available al or aner the MRA with 
10 years of service at reduced benefit level,. ~is8bility retirement may o«ur at any age with at least 
18 months: of service. Full immediate bt!nelits are payable nt age 50 with 20 years of service or at any 
age with 25 years. of service in «linin uses of inyoluntary separation or ftparatkm doring a major 
reorganization or redudion in fOr<:e. 

The anaulty formula generally provideJ one percent of the employee's average salary (based on the 
highest three yean; of salary) tlme$ the Dumber ofyean of creditable senlce. If retirement u at age 
62 or laler, ~itb at least 20 yean: ofservice, a factor of 1.1 percent is used rather than 1 percent. In 
Ihf: first year of rdirf:ment, disability annuitants generally receive 60 percent of their hjgh~thl'f:e 
average salary, minus their Soc:lal Security duabili.ty benefit. .Sub$equenHy. they receive 40 per<:eni 
of their high-Ihree average salary. miaus 60 percent oUbe!r Soeial Sei:urilY disability benefit. until 
recomputation at age 62, The: FERS 1I0lHlBSbility benefits for thox who transfer from the CSRS to 
the FERS may include a portion computed under the CSRS formula. The law also coulains special 
eligibUity and computatwn requirements for certain law tnfor<:ement officers. fire fighter,. air traffIC 
controllers, congressional empJoyees" Memben of Congress:, and military resent technicians. 

Death Benefits 

Widow:> and widowers or employee!! who die in service after atlea:i( 18 months ohervicc r«ein a 
lump-sum payment of $15,000 (indexed to the CSRS COLAS) plus one-balf or the annnal rate of pay 
al death. or one-half of the highest three yean a"veragc pay as of the date of death. whiehenr is 
higher. Uthe employee had at least 10 yean of service, the surviving spOuse also rt(eives an annuity 
«Iualing SO percent oUhe accrued basic retirement benefit. Widows and widowers ofdeCeased 
annuitants receive SO per«nl oflhe annuity, unless the employee annuitant and spouSt! waived 
provisinn of a ,urvivor benefit or elt(tfli a benefit Qf 25 percent. Children of deceased annuitants 
and employees receive a nat monthly amount, minu$ the amounl of Social Security benefits payable 
10 them. 

http:duabili.ty


Proe:ram Participation. Active EmpJqyees 

FERS membership MIDOUg acli~e 

employees oyenook CSRS membership Active Participants 
in 1995 and by Ihe end of 1999 represents 
60% of all federal employees, The ~MOO.-------------------~--, 
Sen'ire eIpetts Ihe CSRS populaHoD 10 
decline significantly over the ant decade. 
as CSRS employees retire or leave 
Federalservite for other reaSODS. 

~>OO+-______________________~ 

1m 1991 1994 19!IS 1996 1m 1()g8 lfJl1'5 2000 un 

1-~CSkS-FERSI 

Proe:ram Participation - Annuitants 

As the FIRS employee populalion b88 grown, so too has Ihe FERS annuitallt popUlation. Though still quite 
small, at the end of 1999, FERS annuilants represented 4°/0 orthe 10lal annuitant population. 

Health Benefit, Program 

The Hnlth Benefits Program is comprised of two separate pr6grnms, one large and the ather quite small. 
The Federal Employees Health Benefits Program (FEHBP) was established by the Federal Employee, Health 
Benefits Act or 1952 (P.L. S6-381). The law made basic hospital and major medical proteetion available to 
atti"e Federal empJoyees, annuitants, and tbeir families. The law also allows OPM to contract with qualified 
carriers and eSl8bJisb programMwide eligibility requirementt. 

Types of Plans 

In 1999,36'2 bealtb benefits plans participated in (he Program. These plans generally are grouped into two 
types: F~ror-Strviee (comprised uftbe Federal employees plan offered by Blue Cross/Blue Shield and 
employee organi:ultlon plans) and health maintenance organizations (HMOs). 



A Fee-for-S(lrvice (FFS) plan ill traditional type of ill$uranet that lets the participant use any doctor or 
hospital, These plans are c.l~ FFS because doctors and other providers art paid for each service, sucb.s 
an omce visit, or test. The Go"ernment-wide plan. offered by Blue CrossIBlue Shield, lind tht various 
employee organization plans, are FFS. 

A Hellllh Mnintenans;e Ql1!anizatkm (HMO) is II hulth plan thai pro"ides care through a network of 
physicians and hospitals located in partk:ular geographic or service areas. Eligibility to enroll in an HMO 
is determined by where the participant lives or, in some plans, wbere rhey \tork. 

Health ikaeiit Program Eurallmt'nt Levels 
,.. . , 

.. '. J' ,"" 	 '. , '.,. " 	 'I' i ;'" .' '\. . , ,. , .. .. ,,, ".. Type ;)fPla~ ,~.:. l 1995 , ' ..• ~1999 , ~ .',;,1996 " ,1m".;' 1998 .. ,.. 	 ,, 

.. . 1,849,961 1,905,245G;).vern nient-wide , 1.763,695 . 1.754.5SJ 1.785,679 

E~llloyee nrglla'iza1ian -: : 1,17&,735 1,167,898 1,038,866 987,4361.134,351 , 
1,.1:10,354 1.129,969HMO' '. 1.108,537 1.219.140 1.1Il,985 

, 
, 4,141,691 4,133,016 4,1ll,6SO4.150,967 4,119.'81Tot.' 	 , .. " 

Currently, them are 2.3 million Federal civilian employteS and 1.8 million annuitants participating in the 
Program. representing about 781V~ of the eligible population. In all. approximately nine million individuals 
are eovered. 

The Program hl.s several features that make it one of the Nation's leading bealth benents plan: 

• 	 Partidpants han an unparalleled choice in the variety of available health plaru: .. 

• 	 Participants are nol required to pass a medical cum In order to enroll in the program and 
there are no ~overage utiusions for pre--exisCing eonditions or waiting periods. 

• 	 There is a comprebensi~ minimum benefillevel for all HMOs and similar le~ls nisi for 
fee.-for-servke plans. 

• 	 participants are given an opportunity to cbange tbeir eoverage every year during (he annual 
Open Season. 

The Retired Federal Employees Health Benents Program (RfEHBP) is a very small program and has no 
material effect on the financial statements of the FEHB Program. It provides health benefilll to employees 
and survivors wbo were already retired on the effective date ofthe FEHB Program and were fberefore 
Inetiglble (0 participate in tbe FEHB Program, Initially. 136.000 annuitants elected to participare In the 
RFEHBP; as of September 30, 1999, only 5.:500 enrollees remain. 

Lire Insurance Program 

The Life Insuranee Program \tas treated in 1954 by the Federal Employees Group Life Insurance Act (P.L. 
8J.59S) and coven 90% of eligible employees and annuitan~ af well as maay of their family members. It is 
administered through a contract with Metropolitan Life Insurance Company (MeiLifc). It is the IArges.t 
group Ufe ins-uranee program In the world. co¥ering over 4 million Federal employees and retirees. as well as 
many orlheir family members. 



TYllWJof Coveraee 
The Program provides group term life insurance. As such, it dot'S not build up any cash value or paid~up 
value. It CODSUU of Basic life insurnnte wverage and th.ree options: 

• Bask lifi! innmllfce is determined by the amount of an employee's Bnlloal rate of basic pay. rounded 
to the next highest thousand. plus IWO thOusand dollars. AU eligible. or most Federal employees are 
automatkally rovered by Basic insuranu unless they decline. 

It Stnndord OplioROI insur:ance 15 510,000 of coverage aD employee caD eled in addition to Basic 
lMUrenCi!. 

.. Adtiillonal Optional insurance is coverage an employee can elect based on multipks of Ids or her baSK 
pay. 

.. Family Optional insurance is eoverage an employee cao elut to Insu~ a spouse in multiples ofSS.OOO 
QP to a maximum ofS25.000 and children in multiples ofSl.SOO up to a maximum ofS12~O for 
each eligible child. 

Before the currene Progl1lm was created.Ufe insurance coverage was offeRd 10 groups of Federal employees 
by benefldal associations. By 1954. there were 27 such associatioDs, With the tRation of the current Program 
in 1954, membership In these associations wa, closed, and the administration of beneficial aSJociation 
iDsuranCe was contracted for with the Shenandoab Lift Insurance Company. This is a very small program 
with few eorotlees and has no material effed on the finantial stttements of the Life Insurance Program. 

PrOllram Participation 

'" .. ' '" ,,', ' < 

:~" :-~;,~t, .-~Coverll2"e, 
;..', "Nt ':'! " 
::/'WI:9Si>r ,] 

: ,j' • .7i' i' '-<19% . "",, 
.", , : :~~<:-,,; 

·~1997 :;, ' ~ , 
"" ,,";',' :" , 

711998' ''t. :: 
,. , 

" , ·1999· "',:' 
, ' 

~",!,'BAsie .. ' " '::,.'"', , -:' \ 
" 

. ' , ,- ~. , 4,()6(),ootl • .024,000 3.982.MO 3,973,000 3,953,000 
"-"~ '} "", ',J-",v 

'L',~'St.ritiard 'ODti;nat 1,418.000 1,394,000 1.J79.000 1,.356,000 1"]52,000 , "' , '\·Addill~~'.1 Opticnlll " 
, 1,34(i.OOO 1,304,00. '~88,OOO 1,277,000 1.l94,000 

< , , , ,
Family"Optional 1,380.000 '.155,000 1,226.(100 ,~ZO,OOO l.Z99.000 
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July 2000 

Dear Carrier: 

To improve our management of the Federal Employees Health Benefit Program (FEHBP), we 
have pUblished the enclosed "FEHBP Experienced·Rated Carrier and Service Organization 
Audit Guide" (Guide), The Guide provides authoritative guidance for the audit of the Annual 
Accounting Statement (AAS) submitted by all experienced.rated carriers (ERes). It requires 
all ERCs to engage a certified independent public accounting (IPA) firm to obtain a standard 
audit engagement and to perform specified procedures on the AAS and the general control 
envirorunenL 

Engagement Reporting Options 

All carriers must submit an AAS for the accounting periods ending September 30 and 
December 3 J. ~owever, carriers may choose to obtain an audit of the AAS for either 
accounting period. 

Primary coverage, Carriers with FEHBP claims expense of $40 mimon or 
more in the previous contract (calendar) year are required to submit an audited 
AAS as of either September 30 or December 31. [0 addition, these carriers 
must provide a report on compliance with laws, regulations and internal 
controls, in accordance with either attestation standards or generally accepted 
goverrunent auditing standards. and agreed~upon~procedures. 

Secondary co""roge. Carriers with FEHBP claims expense of less than $40 
million in the previous contract (calendar) year are required to submit an AAS 
as of either September 30 or December 31, 1t is important to note that the AAS 
submitted by carriers, ordinarily subject to secondary coverage win, at the 
contracting officer's discretion. be made subject to primary coverage on a 
rotational basis at a frequency not less than every five (5) years. 

Primary Coverage Engagement Options 

For maximum flexibility. the Guide provides four options for meeting the primary coverage 
requirements. If this is the carrier's first year of primary coverage under the Guide, then the 
carrier should submit their selected option in writing to its contracring officer by August 14~ 
2000. The options are outlined in Chapter 1 of the audit guide. Carriers may not switch 
among options from year to year without advance approval from OPM. 



Effective Date 

These requirements are effective begirming for the year ended either December 31, 1999 or 
September 30. 2000. depending on the reponing option period chosen by the carrier. Related 
repons .re due by March 31 for the period ending December 31 or December 15 fur the 
period eoding September 30. ' 

We are wiHing to discuss modifications to the required delivery dates of the AAS and related 
audit reports. Requests for extensions must be submitted to your contract offlcer in writing 
and'they must provide a comp1ete description of the reasons for the extension. 

Submit 4 copies of all reports to: .".., 

U.S. Office of Personnel Management 

Retirement and Insurance Service 

1900 E Street NW.• Room 3HI9 

Washington•. DC 20415.0001 


Attn: Financial Management Division 

Questions ood requests for the guide may be faxed to the Office of the Inspector General .t 
(202) 606·4823, emailed to dlfletch@opm,gov. or mailed to: 

U,S, Office of Personnel Management 

Office of the IllSpector General 

1900 E Street NW.. Room 6400 

Washington, DC 20415·lIoo 


Attn: Aodits 

We look forward to working with you on this important initiative. 

, Harvey D. Thorp Frank D, Tims 
Assistant Inspector General for Audits Assistant Director for Insurance Programs 



U.S. Office of PerSonnel Management 
Office of. the Inspector General and Retirement and Insurance Service 

July 2000 
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CHAPTER I 


REPORTING REQUIREMENTS AND OTHER 

CONSIDERATIONS 


PURPOSE OF TIlE AUDIT GUIDE 

Objectives 

Overall objectives of OPM in !mpleme~ting these financial audit, internal control and 
compliance review and agreed-upon procedure (AUP) requirements are to gain the following 
assurances: 

A. 	 Carrier's calendar or fiscal year Federal Health Benefits Program (FEHBP) Annual 
Accounting Statements (AAS) are fairly stated in all material respects in accordance 

" ". with the ~ffice of Persqnnel Management's (OPM) prescribed accounting practices. 

B. 	 Carrier management's assenions, supported by an independent public accountant's 
(IPA) report, on the effectiveness of the entity's internal controls over compliance with 
the FEHBP contract is fairly stated.' 

C. 	 Carrier reported fiscal year activity is reasonably complete and accurate, and processed 
in accordance with, the FEHBP contract requirements. 

D. 	 Service organization(s) has suitably designed and effectively operating internal control 
systems over FEHBP processed activity. 

USE OF THIS GUIDE 

This guide must be used by experienced-rated carriers (ERCs) panicipating in the FEHBP. 

This guide is divided imo five sections. 

Chapter I provides general information about engagement requirements and addresses the 
purpose of the Guide, the scope of required engagements, managemem and practitioner 
responsibilities, reponing, effective dates, ~xamination periods and due dales. 

Chapter II describes assenions to be made by management regarding the effectiveness of 
internal controls over, and managemem's compliance with, the FEHBP contract, and provides 
suggested examination procedures for selected assertions. 

Chapter III provides FEHBP program-related procedures and FEHBP financial information 
roll forward procedures and related reponing requiremems and other matters. 

I-I 



Chapter IV provides guidance over reviews of internal controls at service organizations. 

AtrrHORIZATION 

The FEHBP contracts, as amended. require each participating ERe to prepare an AAS and 
supplemental information at specified times, and subject this information to audit and oilier 
audit related procedure,_ 

These conlract' also require that the audits and audit related procedure, be performed by a 
qualified. independent certifted public accountant. 

Accounting Requirements - See Appendix A. 
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ERe REPORTING REQUIREMENTS 

The Guide req~ires. depending upon the reporting option chosen by the carrier. that: 

A. Carriers with claims greater than $40 miUion select from the foUowing options: 

1. Financial audit 

2. SSAE 3 

3. Agreed-upon 
procedures: 

3. Program 

b. Roll forward 

4. Unaudited AAS 
for: 

a. Fiscal year 
ending 9/30 

b. Fiscal year 

5. Third party 
service 
organization 
control test 

6. Corrective 
action 

September 30 

Opdon I Option 2 

GAAS GAGAS DUE 

X X December 

X December 

X X December 
15 

X X March 31 

For guidance 
SAS No.70 is 

referenced 

X X March 31 

December 31 

Option 3 Option 4 

GAAS GAGAS DUE DATES 

X X March 31 

X March 31 

X X December 
15 

X X December 

X X December 

For guidance 
SAS No.70 is 

referenced 

X X June 30 
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B*, 	 Carri(~rs with claims less than $40 million must only do lines No.1 above ror 
FEHBP activity and No.4 unless otherwise notified by OPM. 

Generally. in addition to performing the engagement at either September 30 or December 31. 
the engagements may be performed in confonnity with either Generally Accepted Auditing 
Standards (GAAS), including Attestation Standards where applicable, or Generally Accepted 
Government Auditing Standards (GAGAS). 

Option 1 

This engagement would be performed on the September 30 AAS in accordance with GAAS. 
The AAS and all audit reports must be received by OPM no later than December 15. 
Additionally, ctlis engagement requires: 

A. 	 Stat.ements on Standards for Attestation Engagements (SSAE) No.3 (attestation 
engagement) related to specified management· assertions about the carrier's compliance 
with the FEHBP contract for the period ending September 30. 

B. 	 The application of specified agreed-upon procedures as of September 30. 
,... 

C. 	 The procedures necessary to assess service organization controls related to FEHBP 
activity. if applicable. The [PA may consider the use of a service organization 
auditor's repon, 

D. 	 Unaudited AAS as of December 31. 

Option 2 

This engagement would be performed at September 30 in accordance with GAGAS. The AAS 
aod all audit rcpon' must be received by OPM no later than December 15. Additionally, this 
engagement requires: 

A. 	 The application of specified agreed-upon procedures as of September 30. 

B. 	 The procedures necessary to assess service organization controls related to the FEHBP 
if applicable. The IPA may consider the use of a service organization auditor's report. 

C. 	 A repon on compliance with laws. regulations and internal controls. 

D. 	 Unaudited AAS as of December 31. 

Option 3 

Tbis engagement would be performed at December 31 in accordance with GAAS. The AAS 
and all audit reports must be received by OPM no later than March 31. Additionally, this 
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engagement requires: 

A. 	 An aue~lation engagement related to specified management assertions about the 
carrier's compliance with the FEHBP contract for the period ending December 31. 

B. 	 The application of two sets of specified agreed~upon procedures; one. as of 
September 30, and the second, as of December 31. 

C. 	 The procedures necessary to assess service organization controls related to health 
benefits program activity, if applicable. The IPA may consider the use of a service 
organization auditor's repo'n, 

D. 	 Unaudited AAS as of September 30. 

Option 4 

This engagement would be performed at December 31 in accordanre with GAGAS. The AAS 
and all reports must be received by OPM no later than March 31. Additionally, this 
engagement .requires: 

A. 	 The application of two sets of specified agreed·upon procedures; one, as of 
September 30, and the second, a. of December 3 L 

. "" 

B. 	 The procedures necessary to assess service organization controls reJated to FEHB;P 
activity, if applicable. The IPA may consider the use of a service organization 
auditor's report, 

C. 	 A report on compliance with laws. regUlations and internal controls. 

D. 	 Unaudited AAS a. of September 30. 

Where applicable, we encourage the performance of any of the work described in the options 
above to be performed throughout the year or al interim periods. In addition, the carrier 
should consider having their internal auditors to perform some of the AUP work:. The role of 
the internal auditors should be coordinated with the IPA responsible for the overall Guide 
te'twork and should be in accordance with SAS No. 65, The Auditor', Consideration of the 
Internal Audit Function in an Audit of Financial Statements. and with this· Guide. 

CORRECTIVE ACTION PLAN 

Management Reporting Responsibilities Defined 

Management Assertions (if GAGAS is not applied). Carrier management is required to make 
written assertions about the carrier's compliance with specified FEHBP contract requirements 
and the effectiveness of the carrier's internaJ control over compliance with those requirements, 
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Corrective Action Plan. To assist OPM to resolve deficiencies in financial statements. internal 
controls and c~ntract compliance. a carrier or service organization must develop and submit a 
corrective action plan direclly to OPM within 90 days of report issuance. The corrective 
action plan, an essential part of the report requirement for the FEHBP, is prepared by the 
carrier or service organization management, and is presented on the entity's letterhead and 
includes the name, title, and telephone number of the responsible carrier or service 
organization official. In the plan. management: 

A. 	 Describes the corrective action taken or planned in response to findings idendtied in the 
practitioner's report. 

B. 	 Comments on the status of corrective action taken on the findings included in the 
practitioner's two prior reports. 

See Appendix B, Example 6, for a suggested plan format. 

Practitioner·Reporting ResponslbWtJes For OIlIer Than Financial Statement Audits 

Altestalion Reports. SSAE No.3' provides overall guidance on reports. See Appendix B for 
pro forma reports, 

Agreed-UpQn Procedures Reports. SAS No. 75 provides overall guidance on reports. See 
Appendix B for pro forma reports. 

Deficiencies in Carrier's Internal Controls 

For carriers; For carriers electing reporting Options I and 3. paragraphs 58 and 59 of SSAE 
No.3 describe the practitioner's responsibility (0 communicate internal control structure 
deficiencies identified during the attestation engagement, In addition, paragraphs 33-37 
provide the practitioner with guidance regarding reportable COndlttOns and material ' 
weaknesses. For carriers electing reporting OptiOltl) 2 or 4 (GAGAS options). refer to the 
GAO's Government Auditing Standards, as amended July 1999 (Yellow Book). 

For service (lrganiztltions; Service organization management is encouraged to engage a 
practitioner to perform a SAS No, 70 (Report on the Processing of Transactions by Service 
Organizations) review that reports on the internal control policies and procedures placed in 
operation and tests of operating effecti:veness. or the carrier's IPA may perform procedures to 
determine the effectiveness of the service organization's controls, Practitioners should 
consider the testing and reporting requirements contained in the Codification of Statements on 
Auditing Standards, AU sec. 324, Reporting on an Entity's Internal Comrol Structure over 
Financial Reporting. 

'SSAE No.3 was amended by SSAE No.9 in 1999. We have revised all references to 
SSAE No.3 to reflect the amendments. However, IPAs should be aware of and consider the 
amendments when performing their work. 
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Follow-up on Audil Resoiurion Malters: Paragraph 4.10 of Government Auditing Standards 
require practitioners to: 

A. 	 Follow up on known material findings and recommendations from previous audits to 
determine whether timely and appropriate corrective action has heen taken, 

B. 	 Report the status of uncorrected material findings and recommendations from prior 
audits. 

Practitioners must report on the status of material fmdings and related recommendations 
contained in prior repo~ by the practitioner or by other practitioners that a're related to the 
carrier's or service organization's participation in the FEHBP. ' , 

Practitioners do not have to report on the specific status of findings or recommendations froD:J 
OPM program reviews or other engagements, which were not OPM required examinations or 
audits (opinion-level engagements). An illustrative report is shown in Appendix B. Example 
1. of this guide. 	 ." 

We anticipate requirements of this guide will serve as the basis for establishing certain 
perfonnance measures, which will be used to evaluate carriers and service organizations. 

MANAGEMENT RESPONSIBILITIES AND ASSERTIONS 

Among other management responsibilities discussed in this guide, carrier management is 
responsible for: 

A. 	 Preparing the Annual Accounting Statements as of and for the period ending, 
September 30 and December 31, 

B. 	 Complying with FEHBP contract requirements, 

c. Establishing and maintaining effective internal controls, 

D, Evaluating and monitoring the effectiveness of internal controls. 

E. 	 Providing the audit practitioner with theJr written representations (See Chapter II). in a 
separate report. about all matters in paragrnph 67 of SSAE No.3 (not required if audit 
1S performed in accordance with GAGAS), 

F. 	 Maintaining accounting records for S years after contract year-end. 

Management must comply with the above requirements to avoid being in default of its FEHBP 
contract. 
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PRACTITIONER QUAI,IFICATIONS AND RESPONSIBILITIES 

Following is a discussion of the standards audit practitioners must follow and guidance on 
applying lbose standards in lbe engagements required by lbis guide. 

Qualifications and General Standards, The FEHBP contract requires a combination of annual 
financial audits, repom on internal controls and compliance with laws and regulations. 
attestation reports, reports on agreed-upon procedures and reviews of service organization 
activities 10 be conducted. by a qualified, independent public accountant in accordance with 
GAGAS or GAAS. Therefore IJJe engagements must be perfurmed by a licensed certified 
public accountant ("practitioner") who meets the general standards of qualification. 
independence, due professional care and quality control. For GAGAS audits. refer to Chapter 
3 of the Yellow Book for continuing professional education requirements. In part. those 
stanpards require practitioners and audit firms to comply with the applicable provisions of the 
public accountancy laws and rules of lbe jurisdictions in which lbey are licensed and where the 
engagement is being conducted. If the carrier or service organization is located in a state 
outside the home state of the practitioner, and the practitioner performs substantial fteld work 
in the carrieris or service organization's state, the practidoner must document his or her 
compliance with the licensing requirements of the public accountancy laws of that state, This 
guide does not impose additional licensing requirements beyond lbose eSlllblished by the 
individual SIll!e Boards of Accounlllncy. 

Interna1 auditors of a carrier or service organization are not independent of the entity while 
aUditing 'within it and, therefore, their work and reports cannot directly satisfy the reponing 
requirements of this guide. However, where audit standards allow, internal auditors and their 
work should be considered by the practitioner. For example, while performing the 
examination of internal controls discussed in Chapter n of this guide. a practitioner should 
consider the guidance in SAS No. 65 for use of internal auditors. 

Field work and Reponing Standards. The practitioner must follow the fieldwork and repon ing 
standards for ftnancially related audits in accordance with those standards contained in GAAS 
or Chapters 4 and 5, respectively, of GAGAS. If lbe audit is performed in accordance with 
GAAS, the practitioner must perfonn a review of and report on the carrier's internal controls 
and complian,~e with Jaws and regulations in accordance with SSAE No, ), 

Engagement Scope. The nature of the carrier Or service organization management's written 
assertions and the scope of the practitioner's engagement may vary depending On whether the 
carrier contracts with service organizations, All applicable assertions required of management 
by this guide must be addressed by the practitioner's report. 

Engagement U!lter. The practitioner must prepare a letter of engagement to conununicate to 
the carrier or service organization the nature of the engagement. The letter must include, at a 
minimum. the following; 

A. 	 A statement that the engagement is to be performed in accordance with GAGAS, 
GAAS and AICPA A«esllltion Slllndards as applicable. 
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B. 	 A statement that both parties understand that the U.S. Office of Personnel Management 
intends to use the practitioner's report to help carry out its responsibilities for oversight 
of the FEHBP. 

C. 	 A statement that the practitioner is required to provide OPM's contracting officer and 
Inspector General, as well as the U.S. General Accounting Office (GAO), or their 
representatives, aCcess to working papers or related documents to review the 
engagement. Access to working papers includes making necessary photocopies. 
Practitioners can refer to Interpretation No.1 of SAS No. 41, titled "Providing Access 
to or Photocopies of Working Papers to a Regulator: or attestation standard, AT 9100 
paragraphs 56 to 59, for guidance. Information regarding confidential commercial 
information that may be contained in working papers and Freedom of lnformation Act 
(FOIA) disclosure is provided in the "Working Papers" subsection on page 1-10 of this 
p~. 	 ' . 

Obtaining Management Representations, Management representations are required for 
essentially all of the engagements in this Guide. Specifically, Paragraph 9c of SSAE No.3 
states, in part. a practitioner may perfo-mi" an examination engagement if management makes 
written assertion... about the entity's co~liance willi specified requirements or about the 
effectiveness of the entity's internal control over compliance. Management's written 
assertions aTC' the basis for the practitioner's testing and. therefore, are an integra) part of the 
engagement. In addition to the specifIc assenions identified in the Guide. management must 
also provide written representations about the matters in paragraph 12 of SSAE No.3 to the 
practitioner, Management must provide aU written ass:ertions and representations required by 
the Guide to the IPA. If management omits any of the required assertions or representations. 
the practitioner should consider the guidance of paragraph 68 of SSAE No.3 about restrictions 
on the scope of the engagement. 

Malters Requiring Immediate Action, PractitionerS must p1an and perform the audit to obtain 
reasonable assurance about whether ftnancia! statements are free of material misstatements. 
whether ca~ed by error. illegal acts or fraud. in accordance with AlCPA SAS No. 82. 

As described in paragraph 2, Appendix B of SAS No. 82, the practitioner is required to plan 
and perfonn his or her work: with due professional care. Due pr~fessional care imposes a 
responsibility upon each professional within an independent auditor's organization to observe 
the standards on fieldwork: and reporting. 

As descrihed in Paragraph 38 of SAS 82. whenever the auditor has determined that there is 
evidence that fraud may exist, that matter must be brought to the attention of an appropriate 
level of management. This is generally appropriate even if the matter might be considered 
inconsequential; such as a minor defalcarion by an employee at a low level in the entity's 
organization. Fraud or illegal acts involving senior management and fraud (whether caused by 
senior management or other employees) that causes a material misstatement of the AAS should 
be reported to the audit committee. Further, consistent with paragraph 40 (a) and (d) of SAS 
82, the auditor must disclose possible fraud and illegal acts and management's response to the 
OPM Inspector General within 30 days from the time disclosure is made 10 management or the 
audit committee as appropriate. The practitioner shaH submit these reports to the Assistant 
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Inspector General for Audits at the address shown at the end of this section. 

For suppleme~l guidance~ consult SAS No, 82, Consideration of Fraud in a Financial 
Statement Audit, and SAS No. 54, Illegal Acts by Clients, 

Due Care and Professional Skepticism. Paragraph 3,26 of GAGAS states due professional care 
should be used in conducting the audit and in preparing related reports. Practitioners are 
cautioned against ignoring basic weaknesses in internal controls. performing audit steps 
mechanically (auditing fonn over substance), and accepting explanation for audit excq>tions 
without question. 

Obta;n;n!! all UruJentand;n!! of Internal COnlrol Structure. SAS No. 78, SSAE No.3, and 
Chapter 5 of the Government Auditing Standards provide guidance on understanding, 
evaluating and testing internal control policies and procedures, 

Obtaining Sufficient Evidence and Sampling. The examination procedures suggested in this 
guide are not inlended to be all inclusive. 'The practitioner is responsible for detenniQing the 
procectures necessary to form an opinion regarding the financial statements and whether 
management's assertion regarding the effectiveness of internal controls is fairly stated. TIle 
procedures are not intended to supplanl the practitioner's judgment of the work required. 
Suggested procedures described may not cover aU circumstances or conditions encountered. 
Practitioners should consider Evidential Matter. Codification of Statements on Auditing 
Standards, AU sec. 326. . 

The Guide requires samples to be selected in such a way to be representative of the population 
and period wKier audit (in the Case of service organizations, representative of the carrier 
clients serviced) and have certain confidence levels and tolerable error rates. Practitioners are 
encouraged to use guidance contained in the AICPA's Professional Standards, VoL t, AU sec, 
350, Andi! Sornpiing, and the GAO Financial And;. Mlllruai. 

Working Paper>. SAS No. 41 and Paragraphs 4,34 through 4.38 of GAGAS address working 
papers. SAS No. 41, paragraph 5 sta.es working papers ordinarily should include 
documentation showing (aJ the work was adequately planned and supervised; (b) sufficient 
understanding of the internal control structure was obtained to plan the audit and determine 
nature. timing and extent of audit tests; and (c) the audit evidence obtained, the auditing 
procedures applied, and the testing performed have provided sufficient competent evidential 
maner to afford a reasonable basis for an opinion. 

Further, Paragraph 4.35 of GAGAS Slates the practitioner's working,papers should "contain 
sufficient information to enable an experienced auditor baving no previous connection with the 
audit to ascertain from them the evidence that supports the auditor's significant conclusions 
.nd judgmen... ' 

Carriers. service organizations or practitioners who deem any of the working paper 
information to be "confidential commercial information" should take appropriate steps to so 
designate each working paper containing confidential commercial information" 



Such designation may protect its confidentiality if, at a future point of time, a request is made' 
for disclosure of this infonnation under the Freedom of Infonnation Act. "Confidential 
commercial inf~rmalion" means records that may contain material exempt from release under 
Exemption 4 of the FOIA (pertaining to trade secrets and commercial or financial information 
that Is privileged or confidential) because disclosure could reasonably be expected to cause 
substantial competitive hann. Punher information regarding the designation of such 
documents and OPM 's Office of Inspector General (OIG) procedures upon receipt of a FOlA 
request are contained in Appendix E. 

Engagement QuaIi'Y. .The OPM OIG h~s implemented procedures for evaluating work 
performed by non·federal practitioners. As part of this evaluation, the practitionershall make 
working papf.'l's available upon request to the Assistant Inspector General for Audits or other 
representatives of the OlG. To facilitate these requests, management's reporting package 
should include an information sheet identifYing the name, address, and telephone number of 
the partner on the engagement (see Appendix A). Working paper reviews will normally take 
place at the carrier's office. 

Whenever an evaluation of a report or working papers discioses inadequacies. the practitioner 
may be asked to take corrective action. If OPM determines the report and working papers are 
substandard Of contain significant inadequacies, referral to the AICPA and the cognizant State, 
Bo'ard of Accountancy will be considered. OPM may also initiate action to debar the 
practitioner from funher participation in federal programs, 

F1JTURE JU:V1SJONS 

It is the practitioner's responsibility to ensure he/she is using the most current version of this 
guide. OPM periodically revises the FEBHP reporting requirements and the OPM OIG plans 
to issue revisions to this Guide to reflect these changes. Until the Guide is revised. 
inconsistencies may exist between the Guide and FEBHP Jaws or regulations. Practitioners 
should follow the FEBHP laws or regulations in effect for the perind being examined and 
modify their procedures to test the FEBI-IP compliance requirements accordingly. 

The practitioner is also responsible for monitoring relevant changes in GAGAS and GAAS, 
including AICPA SASs and SSAEs, and for considering the implications of changes on the 
engagement. . 

Technical questions about applying the Guide and suggestions for improving future guides 
should be sent to; 

Assistant IG for Andits 

Office of the Inspector General 

U.S. Office of Personnel Management 

.1900 E Street NW., Room 6400 

Washington, D.C. 20415·lIOO 


Fax: (202) 6064823 

Email: dllletch@opm.gov 
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CHAPTER II 


SSAE NO.3 CARRIER REPORTING 


MANAGEMENT ASSERTIONS FOR COMPLIANCE ATTESTATION IN 
ACCORDANCE WITII SSAE NO.3' 

These assertions are made by the management of each experienced-rated carrier partici~ting 
in the Federal Employees Health Benefits Program (FEHBP). They rela", to the effectiveness 
of the carrier's internal controls over compliance with specified 1aws and regulations and with 
the carrier's contract with the Office of Personnel Management (OPM) (See Appendix D). 
The independent public accountant (!PA), engaged by that carrier, will perform the procedures 
necessary to express an opinion about whether the assertions are fuirly stated in all material 
respects. 

Preamble: The Federal Employees Health Benefits Program is authorized and operales under 
slatute (Title 5, U.S, Code, Chapter 89) and regulation (Title 5, Code of Federal Regulations, 
Part 890), Carriers participate under the (eons of a contract with OPM; the contracts conform 
with the Federal Acquisition Regulation (FAR), 48 CFR Ch. 1, and the Federal Employees 
Health Benefits Acquisition Regulations (FEHBAR), 48 CFR Ch. 16. 

Assertion 1: 	 Management asserts tbat controls were in place during the current federal 
rlSCal year to ensure compliance with the contractual requirements for accu
rate and timely claim payments and coordination of benelits as described In 
the contract. 

Examination considerations: Using the sample test results from the agreed upon procedures 
for·Accuracy of Claim Payments' and "Timeliness of Claim Payments' from Chapter III, 
evaluate the err?fS and determine whether the controls over the accuracy and timeliness of 
claims payments are adequate. 

Assertion 2: 	 Management asserts that controls were in place during the current fIScal 
year to ensure compliance with the requirements for investing FEHBP 
funds as specified in section 3.4 of the contract, 

Assertion 3: 	 Management asserts that controls were in place during the current flSCJll 
year to ensure that FEHBP funds were not commingled with funds obtained 
from other sources in accordance with the requirements in Section 3~S of 
the contract, 

Assertion 4: 	 Management asserts Ibal controls were In place during the current federal 
f"",al year to ensure compliance with the requirements at 48 CFR 1632.170 
(2) and (3) for withdrawing funds from the letter of credit account 
maintained by OPM for Ihe plan. 
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Examination considerations: Using the sample test results from the agreed upon procedures 
for "Letter of Credit (We) authorizations" in Chapter III, evaluate the fIndings reported and 
determine whether the controls over LOC withdrawals are adequate. 

Assertion 5: 	 Management "'et1S that controls were in place dunng the current federal 
fiscal year to ensure that uncasbed cbecks issued to pay for or reimburse 
the payment of benefits, services or supplies are credited and handled in 
accordance with Section 3.6 of the contract. 

Examination considerations: USUlg the sample test results from the agreed upon procedures 
for "Cash and Equivalents' in Chapter Ill, evaluate the reported finding' and determine 
whether controls over uncashed checks are adequate. 

Assertion 6: 	 Management asserts that controls were in place during the current fISCal 
year to ensure that the requirements ror diligent collection of overpaid 
claims in section 2.3 (g) of the contract are adhered to. 

Asset1lon 7: 	 Management asserts that controls were in place during the current federal 
fiscal year to ensure that. costs charged to the contract were allowable, 
actual, necessary, and reasonable and were properly justified and supported 
in accordance with section 3.2 of the contract. 

Examination considerations: Using the sample test results from the agreed upon procedures 
for·Administrative Expenses' in Chapter III. evaluate the reported ftodings and determine 
whether controls over administrative expenses are adequate, .. 

Assertion 8: 	 Management asset1S that controls were In place during the current federal 
fiscal year to ensure that enrollment was reconciled with information pro
vided by employe.. in the form of a quarterly health benefits reconciliation 
report. 

Examination considerations: Using the results of the inspection performed from the agreed 
upon procedures for "Revenue" in Chapter III. evaluafe the reported findings and detennine 
whether controls over subscriber enroilment reconciliations are adequate. 

Assertion 9: 	 Management asserts that controls were in place during the current federal 
fiscal year to ensure that, in accordance with FAR 31.201-5, the applicable 
portion of any income, rebate, allowance or other credit relating to any 
allowable cost and received by or accruing to the carrier was credited to the 
FEHBP either as a cost reduction or by refund. FEHBP credits/refunds 
result from benefit payments that include, but are not limited to, 
coordination of henefits, hospital year-end settlemeots, uncashed and 
returned checks, utilization reviews, litigation with subscribers or providers 
of senice5 t and erroneous benefit payments. 

Examination considerations: Using the sample test results from the agreed upon procedures 
for "Refund," in Chapter III, evaluate the reported findings and determine whether controls 
over refunds are adequate, , 
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AS.",rtion 10: Management asserts that controls were in place during the current federal 
fiscal year to ensure that, in accordance with 5 U.S.C. 8'J09(f)O), no taxes, 
fees, or other monetary payment, directly or indirectly, were imposed on 
FEHBP premiums by any state, the District af Columbia, the 
Commonwealth of Puerto Rico, or any olher polillcal subdivision [48 CFR 
1631.205-41]. 

Asserllon 11: Management asserts that controls we"\' in place during tbe current fiscal 
year to ensure that, in accordance with FEHBAR 1631.205-73, no interest 
costs incurred in the administrallon o( the contract were charged 10 the 
contract. 

Assertion 12: Management asserts that controls were in place during the current fiscal 
year to ensure that, in accordance with FEHBAR 1631.205-73, no selling 
costs related to sales promotion or paid to outside entitles for enrolling 
federal subscribers in Ihe plan were cborged to the contract. 

Assertion 13: Management asserts that controls were in place to ensure that known 
material fmdings and recommendations from prior audits were 
incorporated into a corrective action plan and subsequently forwarded to 
the Offi.. of Personnel Management • 

. 11-3 




CHAPTERlD 


AGREED-UPON PROCEDURES FOR SPECIFIED 

. ELEMENTS, ACCOVl'.'TS, OR ITEMS OF THE FINANCIAL 


STATEMEJI.'T FOR PROGRAM REPORTING (SAS 75) 


PROGRAM PROCEDURES 

. This section of Chapter III contains specific procedures for seven requisite elements to be 
followed during the audit. Should the carrier's system of accounts and records make the use 
of these specific procedures inappropriate, the carrier may request OPM to consider alternative 
procedures designed to produce. similar results. The seven requisite elements include the 
following: 

Health Benefits Charges 

Letter of Credit (LOC) Authorizations 

Cash and Equivalents 

Administrative Expenses. 

Revenue 

Refunds 

Prov ider Charges 


HeallII Benefits Charges 

Accuracy of Claim Payments. Stratify the claims-paid universe into five payee subgroups: (1) 
physician, (2) hospital, (3) pharmacy/prescriptions, (4) subscriber under age 65. and (5) 
subscriber age 65 or over. Select ajudgmcntal sample of each claim population. The 
compliance test sample size for Groups 1. 2, 3 and 5 is 157; for Group 4 the test sample size 
is 93. 

Sample sizes may be reduced under the following circumstances: 

o 	 Items that meet multiple subgroup criteria can be used as a sample item for several 
categories; e,g. if a claim was selected as a physician claim. but also was for a • 
subscriber under age 65. then this item could be counted as one sample item for both 
subgroups, Or 

o 	 If a carrier can assert that all claims are processed tbrough the same processing syslem 
at the same location hy the same employees and are suhject to the same control 
procedures tlien stratify the claims-paid universe into two payee subgroups, (I) 
subscriber age 65 and over and (2) all other claims. The sample size for each subgroup 
would consist of 157 claims. 
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For each claim selected, perform the following: 

A. 	 Compare the claimant's name and other identifying information to the carrier's 
subsc.riber eligibility files and determine eligibility. 

B. 	 Inspect documentation evidencing accuracy of claim amount. 

C. 	 Inspect documentation evidencing allowability of claim and compare with the terms of 
the contract. 

D. 	 Compare evidence of claim amount with claim amount recorded in the general ledger 
or claim amount to check register and then to the general ledger. 

E, 	 Inspect documentation supporting proper appHcation of coinsurance. 

F. 	 Inspect documentation supporting proper application of coordination of benefits 
(COB). 

For claim population of subscriber age 65 or over, also perform the following: 

G. 	 Obtain the subscriber history file (for up to 6 months) of subsequent infonnation. 

H. 	 Inspect documentation that identifies other insurance coverages (Medicare B. etc.) 
impacting COB. 

I. 	 Recalculate COB af!tounts due OPM for retroactive application of coverage. 

J. 	 Determine whether the amount of the claim and the amount charged 10 the FEHBP 
agrees with the amount on the remittanct::~~c~ to provider. or amount of the check. 

K. 	 Select judgmental sample of COB refunds and detennine that they were properly 
applioo to the contract. 

Evaluation: Compile the number of errors including monetary amounts found for each 
subgroup sample and report the claim amounts and error rale as a finding, 

Timeliness of Claim. Payments. Using the sample derived above, calculate the average number 
of working days from the date a claim was received to the date it is adjudicated (paid, denied, 
or a request for further information is sent out), for the given time period. expressed as a 
cumulative percentage. 

Evaluation: If the cumulative percentage of average days for all 5 subgroups exceed 
the standards expressed in Section L9(a)(2)(I), of the standard contract, report !be 
results as. a finding. 
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Leller of Credit Authorizations 

Select a sample of25 withdrawals from the carrier's FEHBP LOC account and using the 
sample: 

A. 	 Examine the withdrawals and conftrm that the amounts withdrawn are supported by 
claims invoices, administrative expense vouchers or oilier documentation. and compare 
the total dollar value of the supporting documentation with the amounts withdrawn. 

B, 	 Inspect withdrawals. Compare the date the che.ck.' issued for FEHBP disbursements 
were actually presented to the carrier's bank with the date of the withdrawals. 

Evaluation: Compile the number of times that.the dollar value of the LOC withdrawal 
exceeds the dollar value of the supporting documentation. In each case identified, 
report the amount of the exce.s. In addition, compile the number of times that LOC 
withdrawals occur before checks issued for FEHBP Program disbursements are 
presented to the carrier's bank. 

Cash and Equivalents 

A. 	 Inspect a sample of uncashed FEHBP checks. IdentilY and tally all cbecks outstanding 
for two years. Compare the amounts represented by these checks with the 
corresponding amounts credited to the FEHBP, and identilY those checks that were 
credited larer than the 25th month alier issuanee or not credited at all. 

B. 	 Inspect a sample of nneashed cbecks where the FEHBP is a related party. IdentilY and 
tally ~n checks outstanding for two years, Compare'tht; date that amounts representing 
the FEHBP's allocable share of these cbecks were credited to the FEHBP with the date 
of the nneashed cbecks. IdentilY those amounts representing FEHBP's allocable share 
of the checks credited later than the 25th month after issuance or not credited at all. 

Evaluation: Compile the number of instances that the FEHBP or FEHBP·related 
uncashed checks outstanding for two years have not been credited to the FEHBP later 
than the 25th month after issuance and report the results as a finding. 

Adminl'1raUve Expenses 

A. 	 SlralilY the administrative expenses into five subgroups: (I) salaries, (2) fringe 
benefits, (3) pension costs, (4) post retirement benefits, and (5) all other. Select a 
jndgmental sample of each expense population. The compliance lest sample size is 42, 
sample unit is general ledger transactions. for each subgroup. 

For each sample item: 
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1. 	 Inspect documentation evidencing that each transaction was supported by invoices ' 
or other documentation. . 

2. 	 Compare charges to the criteria prescribed for allowability of charges as dermed in 
the contract cost principles procedures found in 48 CFR, Part 31 and 1631. 

3. 	 Inspect documentation evidencing the charges were allocable to the contract, as 
defined in 48 CFR 31-201-4. 

4. 	 Compare charges to the definition of reasonable charges as described in 48 CFR 
31.201-3. 

Evaluation: Report as a finding all instances where administrative charges made to the 
FEHBP were not in accordance with the contractual tenns or the charges were not 
supported by appropriate documentation. 

B. 	 Inspect all manual adjustments to administrative expenses made after period-end closing 
and compare the adjustments with the corresponding supporting documentation. 

C. 	 Inspect all manual adjustments to administrative expenses made after period-end closing 
and compare the adjusted administrative costs with the charges allowable by 48 CFR, 
Pan 31 and 1631. 

Evaluation: Report as a finding all instances where supporting documentation did not 
exist for manual adjustments and instances where adjusted administrative costs were not 
allowable charges under the tenos 48 CFR, Pan 31 and 1631. 

D. 	 Review any nonrecurring items such as gain or loss on sale of assets to insure that the 
FEHBP was allocated according to 48 CFR 31.205-16. 

E. 	 Review rental charges for five transactions (involving five different properties) 
according to 48 CPR 31.205-36. Note any items with rental costs; treatment under a 
sale and leaseback agreement; and charges for rent between any divisions, subsidiaries, 
or organization under common control. 

Evaluation: Report as a rmding all instances where amount charged exceeds allowable 
amounts by more than 3 percent. 

Revenue 

The carrier is required to maintain records of subscriber enrollment reconciliations with 
federal payroll offices and to make the information available for inspection by OPM's 
Inspector General and by the U.S. General Accounting Office. 

The federal payroll offices initiate the enrollment reconciliation cycle by producing and 
sending to the carriers the quarterly reports of enrollment. These reports are sent on 4/1, 7/1, 
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10/1 and 111 of a given year. Within 60 days after receiving the enrollment reports, the 
carriers must reconcile these reports to their enrollment information and report to the federal 
payroll offices any discrepancies, In return. the payroll offices must respond within 31 days to 
the discrepancies reported by the carriers. The reconciliation is complete when all enrollees 
have been confinned, 

Inspect the records of subscriber enrollment reconciliations with federal payroll offices and 
affirm that: (1) all reconciliations were completed quarterly. and (2) all action.~ w,ere taken to 
reconcile identified differences within 91 days of the end of the quarter. 

Evaluation: Report all instances where enrollment reconciliations are not completed 
quarterly, Also, report all instances where action to reconcile differences have not 
'occu'rred within 91 days of the end of the quarter. Identify instances where federal 
payroll offices fail to respond to carrier efforts to reconcile. including the identification 
of the payroll offices, 

, '" 

Refunds 

A. 	 In.~pect the carrier's accounting policies and procedures used to account for solicited 
and unsolicited ~efunds and determine whether the policies and procedures'are in 
accordance with the contract. 

B. 	 Compare the outstanding refunds report to the total refunds reported in the general 
ledger. 

C. 	 Selecl a sample of25 refund,transactions (resulting from direct and indirect charges) 
and parfonn the following: ' 

I.' 	Compare refunds allocable to the FEHBP with requirement that refunds be credited 
to it within 60 days of receipt. 

2. 	 For refunds that were indireclly charged to the PEHBP, but where the 
proportionate share of the charge or associated refund caTInot be identified, compare 
the FEHBP refund with an amount derived from the application of a percentage 
(PEHBP's share of me carrier's business proportionate to the carrier's IOtal 
business) to the total refund amount, 

Evaluation: Report as a fInding all instances where: the carrier lacks policies and 
procedures to account for refunds, the outstanding refunds report does not agree with 
the general ledger: and refunds directly or indirectly associated with the F'EHBP are 
not credited to the program within 60 days of receipt. 

Provider Cbllrges 

Obtain agreements detailing arrangements the carrier has established with its providers for 
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discounts and settlements. 

A. 	 Inspect payment/pricing methodology and determine if the methodology allows for 
retroactive settlements to occur. 

B. 	 Inspect a samp~e of 25 carrier settlements and document and determine whether they 
are in compliance with provider agreements. Compare the settlement received by the 
FEIDJP with the terms of the agreements. 

C. 	 Tally the number of transactions where amounts resulting from provider 
discounts/settlements were returned to the FEHBP after 60 days of receipt by the 
carner. 

Evaluation: Compile the number of instances where the carrier: (1) cannot identify 
discounts and settlements. (2) does not comply with provider agreements, (3) does not 
credit the FEHBP in accordance with the terms of the agreements, and (4) does not 
return funds benefited from the discounts/settlement arrangements within 60 days of 
receipt by the carrier. Report the results as a finding. 

ROLL FORWARD PROCEDURES 

Roll forward pro~edures are to be completed when a carrier chooses either option 3 or 4. 
These procedures are performed on the September 30 unaudited AAS supporting 
documentation. 

Obtain reconciliations and supponing detailed schedules for all amounts reponed in the 
financial statements. 

Review the carrier's financial records for the following: 

A. 	 Review the carrier's general ledger record of cash (LOC) receipts to verify that the 
carrier received OPM premium payments and that they are recording the receipts 
properly. Reconcile any differences. 

B. 	 Payments from the carrier to providers. Review the carrier's general ledger records of 
claim payments to verify that the carrier reimbursed providers and subscribers for the 
amounts received from OPM. Reconcile any differences. 

C. 	 Charges for administrative expenses. Determine that the administrative expenses 
reponed in the FEHBP financial statements reconcile to the carrier's general ledger. 

For all schedules (i.e., cash reconciliations or property, plant, and equipment listings) with 
amounts representing IO percent or more of the total assets for the balance sheet or 10 percent 
or more of the total claims on the statement, verify that they agree with the general ledger 
balances or can be reconciled to the general ledger. The auditor should agree the detailed 
information contained in the schedules and reconciliations to supponing documentation. Tests 
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should also analyze the ne,.1 month's transactions for activity relating to the prior period as is 
done with standard cut~,off testing.' 

STATUS G.F PRIG.R YEAR FIII/DINGS 

If the carrier was subject to the Guide in the prior year, update the status of prior year 
findings. Obtain the carrier's corrective aclion plan from the prior year. Ob~in an update'on 
the status of each fmding from the prior year. VerifY thaI the actions indicated were 
completed by the plan by viewing evidence from the plan. See Appendix B, number 6 for an 
illustrative corrective action plan, 
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CHAPfERIV 


SAS No. 70 REVIEWS FOR SERVICE ORGANIZATIONS 


This chapter sets forth the suggested federal fiscal year reporting for carriers who use service 
organization entities to process FEHBP-related transactions. It also provides guidance on the 
general approach the practitioner should consider in designing and carrying out procedures 
necessary to report on the controls placed in operation and tests of operating effectiv~ness, 

SERVICE ORGANIZATION REQUIREMENTS 

The service organization is encouraged to provide a written representation, which includes aU 
elements of AICPA Professional Standards. Vol. 1. AU sec. 324. paragraph 57. Service 
organizations have responsibility for designing and implementing sufficient internal controls to 
ensure FEHBP ciaims are accurately processed in accordance with the tenns of the service 
contract. 

[f a service organization does not perform for its carrier client all of the functions addressed by 
a single assertion. that assertion may be modified, but must clearly distinguish responsibilities 
of the carrier and the service organization, so that their respective written assertions address 
only the functions each performs. 

PRACTITIO!'.'ER (SERVICE AUDITOR) ENGAGEMENT REQUIREMENTS 

The service auditor is responsible for.performing the procedures necessary to provide 
reasonable assurance that during the current federal fiscal year service organization 
management has: 

A. 	 Designed controls to ensure FEHBP claims are accurately processed in accordance with 
the terms of the service contract; and 

B. 	 Controls are operating with sufficient effectiveness to provide "reasonable assurance 
FEHBP claims are accurately processed in accordance with the terms of the service 
contract. 

Responsibilities of the service auditors are contained in AICPA Professional Standards, Vo1. 
1. AU sec. 324. paragraphs 22-24. In addition service auditors should consult paragraphs 41
56 for information on reports on controls placed in operation and tests of operating 
effectiveness. 
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CHAPTER V 


CONTRIBUTORS TO.TinS GUIDE 


The Office of Inspector General wishes to express our appreciation for the contributions of 
time, effort and expertise so generously given by the members of the following government 
and private entities. 

OPM Retirement and Insurance Service 
KPMG Peat Marwick, LLP 
Baird, Kurtz and Dobson, LLP 
Government Employees HoopiOlI Association (GEHA) 
Blue Cross and Blue Shield National CapiOlI Area 
American Postal Workers Union, Health Plan Department 

OPM and the Office of the Inspector General also gratefully acknowlndge the assisOlnce 
provided by all other FEHBP carriers and the public accounting community. 
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APPENDIX A 


CARRIER ANNUAL ACCOUNTING STATEMENT FORMAT 


Carrier financial statements should be presented in conformity with the following OPM 
prescribed statements, which are representative of Generally Accepted Accounting Principles 
(GMP) for Health and Welfare Plans (SOP 92-06), The following statements presentation 
and are for information purposes only, We aclrnowledge changes may be necessary for each 
carrier's individual situation and it is the carrier's responsibility to prepare full disclosure 
financial statem ..L., All supplemental schedules must be completed as detailed. 

Tbis guide requires federal fiscal year-end and calendar year~end carrier financial statements 
and disclosures. However. the following illustrative (mancial statements and disclosures 
(pages A·2 through A·12l are calendar year only, 
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FEDERAL EMPLOYEES HEALTH BENEFITS PROGRAM 
ANNUALACCO~NGSTATEMENTS 

FOR 
CALENDAR YEAR 19XX 

earne. Name"____________ Code__ 

TABLE OF CONTENTS 

Executive Summary 

A. 	 Financial statements and required supplementary scbedules of the FEHBP as of and for 
the yea" ended December 31, 19xx amll9xx ami independent auditors' report. 

Required supplementary schedules include: 

X Supplemental Sehedule of Administrative Expenses 

X Supplemental Sehedule of Stams of Reserves 

X Supplemental Schedule of Health Charges Paid 

X Supplemental Sehedule of Audit Finding. 


B. 	 Other reports b.<ed on reponing option cbosen. 

C. 	 Corrective action plan. 
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FEDERAL EMPLOYEES HEALTIl BENEI<1TS PROGRAM 

Carri~Name: ___________________________ Code 

BALANCE SHEET 
DECEMBER 31, 19XX AND 19XX 

19XX 
ASSETS 

Cash and Cash Equivalents $ 

Balance in Letter of Credit (LOC) Account 

Interest Income Receivable 

Program Income Receivable 

Prepaid Expenses 

TOTAL ASSETS $ 

$ 

$ 

19XX 

LIABILITIES 

He.11ll Benefits Accrued but Unpaid 

Accrued Administrative Expenses and Retentions 

Special Reserve 

TOTAL LIABILITIES WITH SPECIAL RESERVE 

$ 

$ 

$ 

$ 

See accompany,'ng notes to financial stiltemenls. 
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FEDERAL EMPLOYEES HEALTII BENEFITS PROGRAM 


Carrier Name: ______________ Code 

STATEMENT OF OPERATIONS 
FORmE 

YEAR ENDED DECEMBER 31, 19XX 

19XX 

REYENuE: $ 

Letter of Credit (WC) Authorizations 

Net Investment.lncome 

Total Revenue 

BENEFITS AND EXPENSES 

Health Benefit Charges 
Admi nistrative Expenses 
State Statutory Reserve 
Reinsurance Expenses 
Service Charges 
Other 

Total Benefits and Expenses 

GAIN (LOSS) FROM OPERATIONS $ 

Special Reserve Beginning of Year $ 
Gain (LDss) from Operations 
Retum of Excess Reserves 
Contingency Reserve Payments 
Other 

Spech!1 Reserve at End of Year $ 

$ 

S 

S 

$ 

19XX 

See accompa1Jying noles to financial staJemeniS. 
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FEDERAL EMPLOYEES HEALTH BENEFITS PROGRAM 


Carrier Name: ______________ Code 

STATEMENT OF CASH FLOWS 
FORTHE : 

YEARS ENDED DECEMBER 3i, 19XX AND 19XX 

19XX 19XX 

CASH FLOWS FROM OPERATIONS ACTIVITIES , 

Net Gain 

$ $ 

Adjustments 10 Reconcile Net Gain to Net Cash Provided 
by (used in) Operating Activities: 

(Increase) Decrease in Assets: 

Benefits Receivable 
Accrued Investment Income 
xxx 
xxx 
Olher Assets 

Increase (Decrease) in Liabilities: 

Accrued Benefits Payable 
Speci'li Reserve 
xxx 
xxx 
xxx 
Other Liabilities 

TOTAL ADJUSTMENTS 

Net cash provided by operating activities $ $ 

(Continued Next Page) 
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FEDERAL EMPLOYEES HEALTH BENEFITS PROGRAM 


Carrier Name: _____________ Code 

STATEMENT OF CASH FLOW (Continued from previous page). 

CASH FLOWS FROM INVESTMENT ACTIVITIES 

Proceeds from Sale of Investments 
xxx 

Net Cash Provided by Investing Activities 

$ 

$ 

$ 

$ 

NET INCREASE IN CASH AND CASH'EQUIVALEN

Cash and Cash Equivalents at the Beginning of Year 

Cash and Cash Equivalents at the End of Year 

TS 

$ $ 

See accompanying notes to financial statements. 
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FEDERAL EMPLOYEES HEALTH BENEFITS PROGRAM 

Carrier Name: _____________ Code 

NOTES TO FINANCIAL STATEMENTS 
FOR THE 


YEARS ENDED DECEMBER 31, 19XX AND 19XX 
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FEDERAL EMPLOYEES HEALTH BENEFITS PROGRAM 


Currier Name: ~___~_~ _______ Code 

SUPPLEMENTAL SCHEDUl.E OF ADMINISTRATIVE EXPENSES 
FORTHE : 

YEARS .:NDED DECEMBER 31, 19XX AND 19XX 

19XX 19XX 

ADMINISTRATIVE EXPENSES 

Rent $ $ 
Salaries 
Employee Benefits 
Furniture and Equipment 
Maintenance

\ 
Equipment Rental 

Printing. Stationery and Supplies 

Travel 

Postage 

Telephone & Telegraph 

Private Wire System 

Auditing Services 

Legal Services 

Consulting & Professional 

Payroll Taxes 

Utilities 

Insurance 

LOC Banlc Charges 

Cost Containment 

Other 


TOTAL $ $ 

See accompanying inilepenilent auditors' report. 
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FEDERAL EMPLOYEES HEALTH BENEFITS PROGRAM 

Currier Name: Code 

SUPPLEMENTAL SCHEDULE OF STATUS OF RESERVES 

AS OF DECEMBER 31, 19XX 


I. Reserves Held by CaTrier 

a. Ending Special Reserve Balance 
b. Ending Accrued but Unpaid Health Benefits Charges 
e, Total. lliM tao plw lilU' 1.11.) 

$ ___ 

$_-

2. One Month'S Average Expenses 

a. One Month's Average Claims Paid: 

Claims paid-last six months of 19XX: 
July $.___ 
August 
September 
October 
November 
December 
Total $_-- x 1/6 $_-

b, One Month's Average Administrative Expenses and Retentions 
(Statement of Operations x (112) $ ___ 

c. Total One Month's Average Expenses. (line 2.a, plu.t liN! l.b,) $ ____ 

3, Targe1 Level of Canier..He1d Reserves. (line 2,(,.c 3.5) $ ____ 

4. Status of Reserves: 

a. Excess Reserve (lIthe amounJ on liM J.c. IS g,~alff (han 1M Qmmmt in liM J., t'/Htrt!ut 

4iffnrnct' heu.) $_

b, Deficiency of Reserves (/fllre omounJ 0.11 Ii", J is 8'MUf thoti lint [.(\, tnt,., lite di/ferenr:e$ ____ 
!!I'fl'.J 

See accompanying independent tuJdilors' report. 
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FEDERAL EMPLOYEES HEALTH BENEFITS PROGRAM 

Carrier Name: ______________ Code 

High Option 
Low Option 

SUPPLEMENTAL SCHEDULE OF HEALTH BENEFIT CHARGES PAID 
FOR THE YEAR ENDED DECEMBER 31, 19XX 

PART A - Monthly Claims Paid 

MONTH 
AMOUNT 

PAID 

YEAR INCURRED 

1998 1997 1996 - PRIOR 

January 
February 
March 
April 
May 
June 
July. 
August 
September 
October 
November 
December 

Total 

$ 

$ 

$ 

$ 

$ 

$ 

$ 

$ 

Prior year's accrual from line Summary Statement $,--

Difference $_-

PART B - Number of Claims Paid 

TOTAL 1998 
YEAR INCURRED 

1997 1996 - PRIOR 

I I 

(Continued Next Page) 
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FEDERAL EMPLOYEES HEALTH BENEFITS PROGRAM 

CanierN~: ___________________________ Code 

SUPPLEMENTAL SCHEDULE OF HEALTH BENEFIT CHARGES PAID 
FOR THE YEAR ENDED DECEMBER 31, 19XX (Continued from previous page) 

PART C - Types of Claim Paid 

TOTAl I' HOSPITAliZATION PHYSICIANS OTHER' 

PART D - Reconciliation of Health Benefit Charges Paid 

Total Cl:tims Paid from Part A loi>uw:J 

j Less: Reinsurance Recovery 

Other Adjustments (apJain) 


TOTAL (Summary Sfatement) 

See accompanying independent auditors' repol't. 

$_

$_-
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FEDERAL EMPLOYEES HEALTH BENEF1TS PROGRAM 


Carrier Name: _____________ Code 

SUPPLEMENTAL SCHEDULE OF AUDIT FINDINGS 
FOR THE 

YEAR ENDED DECEMBER 31, 19XX 

AUDIT NUMBER AND ASSOCIATED YEAR: 

xxxx 
XXXX 

TOTAL 

$_-

.$--
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APPENDIXB 


SAMPLE PRACTITIONER REPORTS - For Selected Requirements 


1. 	 ILLUSTRATIVE REPORT ON CARRIER MANAGEMENT'S ASSERTIONS ABOUT 
EFFECTIVENESS OF CONTROLS OVER COMPLIANCE WITH FEHBP CONTRACT 
REQUIREMENTS 

Independent Accounlants' Report 

Office of Personnel Management 
Carrier Audit Committee 
Carrier X 
City, Slate ZIP Code 

We have examined management's assertions about the requirements listed in Chapter II of the 
Audil Guide about [name of carrier]'s compliance with its contract with the Office of 
Personnel Management and the effectiveness of the iruemal controls over compliance with 
those requirements during the year ended [September 30 or December 31]. Management is 
responsible for [name of carrier],s compliance with those requirements, Our responsibility is 
to express an opinion on management's assertions about the carrier's compliance based on our 
examination. 

OUf examinal ion was made in accordance with standards established by the American Institute 
of Certified Public Accountants. and. accordingly. included examining. on a test basis, 
evidence about [name 0/ camer]'s compliance with these requirements and performing other 
such procedures we considered necessary in the circumstances. We believe that our 
examinatIon provides a reasonable basis for our opinion. Our examination does not provide a 
legal detennination on (name ofearn'errs compliance with specified requirements. 

[Unqualified) 

In our opinion, management's assertions that the [name ofcarrier] complied with the 
aforementioned requirements for the year ended [September 30 or December 31] is fairly 
stated. in aU material respects, 

[QualifIed) 

OUf examination disclosed the following material noncompliance Wilh [compliance 
requirement) applicable to [name of carrier] during the year ended [~'eptemher 30 or December 
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31]. [Describe noncompliance]. 

In our opinion, except for the material noncompliance described in the third paragraph, man
agement's assertions that the [name of carrier] complied with the aforementioned requirements 
for the year ended [September 30 or December 31] is fairly stated, in all material respects. 

[Adverse] 

Our examination disclosed the following material noncompliance with [compliance. 
requirement] applicable 10 [name of carrier] during the year ended [Seplember 30 or December 
31]. [Describe noncompliance]. 

In our opinion, because of the material noncompliance described in the third paragraph, 
management's assertions that the [name of carrier] complied with the aforementioned 
requirements for the year ended [September 30 or pecember 31] is not fairly stated. 

(Date) 

2. ILLUSTRATIVE REPORT ON AGREED-UPON PROCEDURES (AU Section 622.34) 

Office of Personnel Management 

We have performed the procedures enumerated below, which were agreed to by the audit com
mittees and management of OPM and carrier x, solely to assist you in evaluating the 
accompanying Annual Accounting Statement for the period ending September 30, 19xx. This 
agreed-upon procedure engagement was performed in accordance with standards established by 
the Ameriqm Institute of Certified Public Accountants. The sufficiency of these procedures is 
solely the responsibility of the specified users of the report. Consequently, we make no 
representation regarding the sufficiency of the procedures described below either for the 
purpose for which this report has been requested or for any other purpose. 

The procedures we performed are enumerated in the listing of engagement procedures accom
panying this report. Findings obtained from performing these procedures are presented in the 
accompanying schedule of findings and questioned amounts. 

We were not engaged to, and did not, perform an examination, the objective of which would 
be the expression of an opinion on the accompanying Annual Accounting Statement of carrier 
X. Accordingly, we do not express such an opinion. Had we performed additional· 
procedures, other matters might have come to our attention that would have been reported to 
you. 
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This report is intended solely for the use of OPM and the audit committee and 'management of 
carrier X, and should not be used by those who have not agreed to the procedures and taken 
responsibility for the sufficiency of the procedures for their purposes. This restriction is not 
intended to limit the distribution of this report, which is a matter of public record. 

3. 	 ILLUSTRATIVE SCHEDULE OF FINDINGS AND QUESTIONED AMOUNTS 

Schedule of Findings for Agreed-Upon Procedures 

Area Description of 
Findin~s 

$ Questioned Status of Finding 

Claims . Describe in detail the $10,000 I. Amount 
Enrollment noted fmding Unknown Reimbursed 
Records to FEHBP, or 

2. Amount Not 
Reimbursed 
to FEHBP, or 

3. Resolved -
No Money 
Due the 
FEHBP 

4. Unresolved -
No Money 
Due the 
FEHBP 

4. 	 ILLUSTRATIVE COMMENTS ON RESOLUTION OF PRIOR YEAR'S 
EXAMINATION FINDINGS 

Finding No ]: In an examination performed by the [name of audit entity] dated [mm/dd/yy] 
and titled [name of report]. in tests of claims paid. the carrier did not properly coordinate 
payment of benefits. The FEHBP was overcharged by $xx. 

Status:As of [mm/dd/yy] the carrier has not reimbursed the FEHBP for these claims or 
recorded proper accounting entries to record payable to the FEHBP. 

NOTE: 	The chart in No.3 could be modified to incorporate these two items, and thereby 
minimize duplication of efforts. 

5. 	 ILLUSTRATIVE SAS No. 70 REPORT REGARDING SERVICE ORGANIZATION 
MANAGEMENT'S ASSERTIONS (AU 324,39) 

We have examined the accompanying description of controls related to the claims processing 
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and payment applications of ABC service organization. Our examination included procedures 
to obtain reasonable assurance about whether: (1) the accompanying description presents 
fairly, in all respects, the aspects of ABC service organization's controls that may be relevant 
to a user organization's internal control as it relates to an audit of fmancial statements, (2) the 
controls included in the description were suitably designed to achieve the control objectives 
specified in the description, if those controls were complied with satisfactorily, a~d (3) such 
controls had been placed in operation as of September 30. 19xx. The control objectives were 
specified by ABC service organization. 

In our opinion, the accompanying description of the aforementioned application presents 
fairly. in all respects, the relevant aspects of ABC service organization's controls that had been 
placed in operation as of September 30, 19xx. Also. in our opinion, the controls, as described 
are suitably designed to provide reasonable assurance that the specified control objectives 
would be achieved if the described controls were complied with satisfactorily. 

In addition to the procedures we considered necessary to render our opinion as expressed in 
the previous paragraph. we applied tests to specific controls, listed in Schedule X, to obtain 
evidence about their effectiveness in meeting the control objectives, described in Schedule X. 
during the period from October I, 19x1 to September 30, 19x2. The specific controls and the 
nature, timing, extent, and results of the tests are listed in Schedule X. This information has 
been pro-vided to user organizations of ABC service organization and to their auditors to be 
taken into consideration, along with information about the internal control at user 
organizations, when making assessments of control risk for user organizations. In our· opinion 
the controls that were tested, as described in Schedule X, were operating with sufficient 
effectiveness to provide reasonable, but not absolute, assurance that the control objectiveness 
specified in Schedule X were achieved during the period from October 1, 19x1 to September 
30, 19x2 . 

. The relative effectiveness and significance of specific controls at ABC service organization and 
their effect on assessments of control risk at user organizations are dependent on their 
interaction with the controls and other factors present at individual user organizations. We 
have performed no procedures to evaluate the effectiveness of controls at individual user 
organizations. 

The description of controls at ABC service organization as of September 30, 19xx, and infor
mation about tests of the operating effectiveness of specified controls covers the period from 
October 1, 19x1 to September 3D, 19x2. A projection of such information to the future is 
subject 10 the risk that, because of change, the description may no longer portray the system in 
existence. The potential effectiveness of specified controls at the service organization is 
subject to inherent limitations and, accordingly, errors or irregularities may occur and not be 
detected. Furthermore, the projection of any conclusions, based on our findings, to future 
periods is subject to the risk that changes may alter the validity of such conclusions. 

This report hi intended solely for use by the management of the ABC service organization, its 
customers, and the independent auditors of its customers. 
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'6, 	 ILLUSTRATIVE CORRECTIVE ACTION PLAN FOR MATERIAL WEAKNESSES OR 
FINDINGS 

Corrective Action Plan 

(Prepared by carrier or service organization) 


Name of carrier or service organization and plan code: 

Official responsible for plan: 

Phone number: 

Audit Period: 

Practitioner/Audit firm: 

A.Comments on findings and recommendations 

The carrier should provide a statement of concurrence or nonconcurrence with each 
rmding and recommendation. For instances of nonconcurrence, the carrier should provide 
documentation to suppon their position. 

B. Actions taken or planned 

The carrier should develop a detail action plan to correct or resolve all practitioner 
findings. The plan should include expected correction date(s) and name of official 
responsihle for corrective actions. 

C. Status of corrective actions for prior year findings ... 

The carrier, should document status of all prior year findings and the related corrective 
actions including changes in corrective action, and expected dates of completion. 
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APl'ENDIXC 


DEFINITIONS AND ACRONYMS 


Carrier: 	 a voluntary as..o;;ociation. corporation. partnership. or other non
governmental organization which is lawfully engaged in providing, 
paying for, or reimbursing the COSt of health services under·group 
insurance polices or contracts, medical or hospital services agreements. 
membership or subscription contracts, or similar group arrangements, in 
consideration of premiums or other periodic charges payable to the 
carrier. including a health benefits plan duly sponsored or underwritten 
by an employee organization. 

Service organization: any organization that provides claims processing or claims related 

AICPA 
AlGA 
BCBS 
CFR 
CFOAc/ 
CPA 
ERC 
FOIA 
GAAS 
GAGAS 
GAO 
GLS 
IC . 

LOC 
MOU 
OFCM 
OIG 
OMB 
OPM 
QrF 
SAS 
SSAE 

·service(s) to a FEBHP carrier as defined above. 

American Institute of Certified Public Accountants 
Assistant Inspector General for Audits 
Blue Cross Blue Shield 
Code of Federal RegulatiOns 
Chief Financial Officers Act of }990 
Certified Public Accountant 
Experienced-rated Carriers 
Freedom of Information Act 
Generally Accepted Auditing Standards 
Generally Accepted Government Auditing Standards 
u.S. General Accounting Office 
General Ledger System 
Internal Control 
Let1er of Credit 
Memorandum of Understanding 
Office of Financial Control and Management 
Office of the Inspector General 
Office of Management and Budge! 
Office of Personnel Management 
Quality [mprovement Team 
AlCPA's Statement on Auditing Standards 
AICPA's Statements On Standards for Attestation Engagements 

AUTHORITATIVE REFERENCES 

Generally Accepted Accounting Principles (GAAP) 

GAO's Government Auditing Standards (Yellow Book)IGenerany 
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Accepted Government Auditing Standards (GAGAS) 
Generally Accepted Auditing Staudards (GMS) 
SAS No. 41, Working Papers 
Interpretation No.2 ofSAS No. 41, Providing Access 10 Or 

Phowcopies of Working PaperS to a Regulator 
SAS No. 54, Illegal Acts by Clients 
SAS No. 65, The Auditor's Consideration of the Internal Audit 

Function in an Audit of Financial Statements 
SAS No. 70,J~eports On the Processing of TrnnsactionS by Service 

Agents . 
SAS No. 78. Consideration of Internal Control in a Financial 

Stalement Audil: An Ameudmenlto SAS No. 55 
SAS No. 82. Consideration of Fraud in a Financial Statement Audit 
SSAE No.3. Compliance Attestation. as amended by ~AE No.9 
SSAE No.4. Agreed-Upon Procedures Engagements 
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APPENDIXD 


LAWS AND REGULATIONS, AND CONTRACT TERMS TO BE TESTED FOR 

COMPLIANCE 


1. 	 Enrollment reconciliations. 

2. 	 t;:laims benefit payments. 

3. 	 Coordination of benefits. OPM expects all Federal Health Benefits Program plans to 
coordinate benefits. (48 CFR- 1604.70.) 

4. 	 Carrier investment oj FEHBP funds. The carrier is required to invest and reinv~st all 
funds on hand. including any attributable to the special reserve or the reserve for 
incurred but unpaid claims, exceeding the funds needed to discharge promptly the 
obligations incurred under the contract. Also, the carrier is required to credit income 
earned from its investment of FEHBP funds to the special reserve on behalf of the 
FEHBP. If a carrier fails to invest excess FEHBP funds or to credit any income due 
the contract, for whatever reason, it shall return or credit any investment income lost to 
OPM or the special reserve. Investment income is the net amount earned by the carrier 
after deducting investment expenses. (48 CFR - 161S.80S-70b, c and d). 

S. 	 FEHBP credits. FAR 31.201-S provides that the applicable portion of any income, 
rebate, allowance, or other credit relating to any allowable' cost and received by or 
accruing to the contractor shall be credited to the government either as a cost reduction 
or by cash refund. FEHBP credits result from benefit payments that include, but are 
not limited to: 

a. 	 Coordination of benefit refunds 
b. 	 Hospital year-end settlements 
c. 	 Uncashed and returned checks 
d. 	 Utilization review refunds 
e. 	 Refunds attributable to litigation with subscribers or providers of health services 
f. 	 Erroneous benefit payment, overpayment, and duplicate payment recoveries. 

(48 CFR.- 1631.201-70). 

6. 	 Taxes. S U.S.C. 8909(f)(I) prohibits the imposition of taxes, fees, or other monetary 
payment, directly or indirectly, on FEHBP premiums by any state, the District of 
Columbia, or the Commonwealth of Puerto Rico or by any political subdivision or other 
governmental authority of those entities. (48 CFR - 1631.205-41). 

7. 	 Interest expense. Interest charges incurred in the administration of FEHBP contracts 
are not allowable in accordance with FAR 31.205.20. However, interest charges that 
are associated with the carrier's investment of FEHBP account funds are not considered 
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administrative costs and may be allowable under very limited circumstances [See 
. criteria (l) through (5)]. (48 CFR - 163L.205-73). 

8. 	 Selling cosls. FAR 31.205-38 is modified to eliminate from allowable costs those cost, 
related to sales promotion and the payment of sales commjssions fees or salaries to em~ 
pJoyees or outside commercial or selling agencies for enrolling Federal subscribers in a 
particular FEHBP plan. Selling cost, are allowable costs to FEHBP contacts 10 the 
t:xtent thal they are necessary for conducting annual contract negotiations with the 
government and for liaison activities necessary for ongoing contract administration. (48 
CFR 1631.205-75). 

9. 	 Non-commingling 01FEHBP funds. Carrier or underwriter commingling of FEHBP 
funds with those from other source, makes it difficult to precisely detenrune FEHBP 
cash balances at any given lime or to precisely determine investment income attributable 
to FEHBP invested assets. FEHBP funds shall be maintained separately from other 
cash and investment' of tlie carrier or underwriter. (48 CFR 1632.771). 

10. 	 Carriers mUSI comply with the provisions negotiated and as reported in the contract and 
any addendums thereto between the carrier and the Office of Personnel Management. 

11. 	 Exclusion OlufU/l/owtlble costs per FAR. 
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APPENDIXE 

FREEDOM OF INFORMATION REQUESTS 

NOTIFICATION TO SUBMITTERS OF CONFIDENTIAL COM.VIERCIAL 

INFORMATION 


You have been or may be asked to submit 10 the Office of Inspeclor General. U.S. Office of 
Personnel Management, information in connection with these procedures, audit, inspection or 
other inquiry pursuanllo the Inspector General ACI of 978. as amended. 5 U.S.C. app. 3. sec. 
1 et seq, This is to notify you that if you deem any of this information to be "confidential 
commercial information," you may take steps to so designate that information to protect its 
confidentiality if at a future point in time a request is made for disclosure of this information 
under the Freedom ofinformalion ACI (FOlA). 

"Confidential commercial information" means records that may contain material exempt from 
re1ease under Exemption 4 of FOIA (pertaining to trade secrets and commercial or financial 
infonnation that is privileged or confidential), because disclosure could reasonably he expected 
to cause substantial competitive harm, 

You may use any reasonable method you believe appropriate and which is acceptable to the 
OIG to indicate which documents and information you deem 10 fall into the category of 
"confidential commercial informal ion... Please be as specific as possible in segregating the 
information that you consider to be "confidential commercial information" from any other 
information you are providing 10 the O]G. This may be done before such information is 
provided to the O[G if f..sible. but only if il will nol delay or interfere with production of the 
information or delay or interfere with the OIG's investIgation, audit, inspection or other 
inquiry. Otherwise. you may so designate this information within a reasonable period of time 
after the informalion is provided.1O the OIG. 

If a FOIA request is received by the OIG for informalion you have designated as 'confldential 
commercial information." the OIG is nevertheless required by law to make its own 
independent determination of whether the FOIA requires disclosure of the information or 
wbether il should be withheld pursuant 10 Exemption (b)(4) or any other exemption of FOIA. 
If the OIG determines thai il may be required 10 disclose pursuanl to FOIA Ihal informalion 

you have designated or other information that the OIG has reason to believe could be expected 
to cause substantial competitive harm, to the extent permitted hy law. we win make a good 
faith effort to notify you and provide you with a reasonahle opporrunity to object to such 
disclosure and to st.le.1I grounds upon which you oppose disclosure. We will give careful 
consideration 10 aU specified grounds for nondisclosure prior to making our final decision, 

If we nonetheless believe that disclosure is required, we will provide you with a statement 
explaining why your objections were not sustained and specifying a disclosure date. To the 
extent permitted hy law. this statement will be provided to you in a reasonable number of days 

E·I 


http:st.le.1I
http:provided.1O


prior to the specified disclosure date. Furthennore, if disclosure of the designated infonnation 
is denied pursuant to an exemption under FOIA and an adf11inistrative or judicial appeal is 
taken by the FGJA requester. we will make a good faith effonlo notify you promptly. 

The procedures outlined in this notice are intended only to improve the internal management of 
the 01G and are not intended [Q create any right or benefit. substantive or procedural. enforce~ 
able at law by • pany against the United States; its agencies. officers. or any person. 
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INDEPENDENT AUDITORS' REPORT 

Director, tJS. Office ofPersonnei Management: 

We have audited the accompanymg balance sheet of the Retirement Program (RP), administered 
by the U.S. Office of Personnel Management (OPM) Retirement and Insurance Service (RIS), as 
of September 30, 19991 and the related statemenls of net cost, changes in nel position, budgetary 
resources, and financing (hereinafter collectively referred to as "financial statements") for the 
yellr then end(.~, The objective ofour audit was 10 express an opinion on the fair presentation of 
these financial statements. In connection with our audit, we also considered OPMls internal 
control OVer financial reporting related to the RP and tested OPM's compliance with certain 
provisions of applicable laws and regulations related to the RP that could have a direct and 
mawrial effect on its financial statements. 

In our opinion, RP's financial statements as of and for the year ended September 30, 1999, are 
presented fairly, in all material respects. in conformity with generally accepted accounting 
principles. 

Regarding our consideration of internal control over financial reporting, we noted reponable 
conditions in the following areas: 

I. EDP general control environment; 
2. Budgetary accounting structure, and 
3. Actuarial census data 

Regarding our tests of compliance with certain provisions of applicable laws and regulations, ' 
wilh the exception of the Federal Financial Managers' lntegrity Act (FFM1A), we noted no 
inslances of noncompliance with laws and regulations that are required to be reponed under 
Government Audiling Standards issued by lhe Comptroller General of the United States. and 
Office of Management and Budget (OMB) Bulletin No, 98-08, Audil Requiremenls for Federal' 
Financial Statements, as amended. 

Our eonclusions and the scope of our work are discussed in more detail below" 

OPINION ON FINANCIAL STATEMENTS 

We have audilcd the accompanying balance sheet of the RP as of September 30, 1999 and the 
related statements of net cost, cbanges in net position. budgetary resources, and financing for the 
year then ended. 
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In our opinion, the financial statements presem fairly, in all material respects, the fmancial 
position of the RP as of September 30,1999, and its net cost, changes in net position, budgetary 
resources, and reconciliation of nel cost to budgetary obligations for the year then ended, in 
conformity with generally accepted accounting principl~s. 

Our audit wa:> conducted for the purpose of forming an opinion on RP's financial statements 
taken as a whole. The infom13tion included in the section entitled Managemenl Discussion and 
Analysis of the Retirement, Health Benefits and Life. Insurance Programs (MD&Aj and the 
required supplemel1lary infonnation in the schedule entitled Retirement Program - Required 
Supp/emenfary ff!formalion is not a required part of ~he :financial statements but is supplementary 
information required by Office of Management and Budget (OMB) Bulletin 97-01, Farm and 
Contem oj Agency Financial Statemenfs, as amended. Regarding the MD&A, we have 
considered whether this information is materially inconsistent with the financial statements. 
Regarding the required supplementary information, we have applied certain limited procedures, 
which consiswd principally of inquiries of management regarding the methods of measurement 
and presentation of the required supplementary information. However, we did not audit the 
infonnation in the MD&A seetion of the RP or. the required supplementary infonnation and 
accordingly, we express no opinion on it. 

INTERNAL CONTROL OVER FINANCIAL REPORTING 

The objectives of internal control over financial reporting are to provide management with 
reasonable, bUI nol absolute, assurance that: 

• 	 transactions are properly recorded, processed, and summarized Lo pennit the preparation 
of fmancia! statemenls in accordance with generally accepted accounting principles; 

• 	 assets are safeguarded against loss from unauthorized acquisition, use~ or disposition; , 

• 	 transactions are executed in accordance with laws governing the use of budget authority 
and other laws and regulations that could have a direct and material effect on the fmandal 
statements and certain other laws, regulations and governmenl-wide policies identified by 
O).1B, as applicable to OP).1, and 

• 	 transactions and other data that support reported perionnance measures arc properly 
recorded, processed, and summarized to permit preparation of performance information 
in accordan~e with criteria stated by managemenL 

Because of inherent limitations in internal conlrols, misstatements, losses, and noncompliance 
may nevertheless occur and not he detected. Also, projection of any evaluation of internal 
control over financial reponing 10 fmure periods is subject to the risk that the internal control 
procedures may become inadequate because of changes in conditions, or that the effectiveness of 
the design or operations of the policies and procedures may deteriorate. 
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We noted certain matters. described in items: I through 3 below. involving the internal control 
over financial reporting and its operation that \\'e consider to be reportable conditions under 
standards issued by the American Institute of Certified Public Accountants and OMB Bulletin 
No. 98~08, as amended. Reportable conditions are matters coming to our attention that represenl 
significant deticjencies in the design or operation of Internal control that, in our judgment, could 
adversely arft:ct the RP's ability to record, process, summarize, and repon financial data 
consistent with the assertions of management in the financial slatements. 

Material weaknesses arc reportable conditions in which the design or operation of one or more of 
the internal control componen1s does not reduce to a relatively tow level the risk that 
misstatements, in amounts that would be material in relation to lhe financial statements being 
audited, may occur and not be detected within a timely period by employees in [he normal course 
of performing their assigned functions. However, we do not consider the reportable conditions 
described below to be material weaknesses. 

The status of prior year findings is presented in Exhibit 1. We also noted other matters involving 
internal control over financial reporting and its operation that we have reported to the 
management ofOPM in a separate letter dated February 11,2000. 

1. 	 EDP General Control EnvirtlDment 

(0) Entity-Wide Security Program 

Certain areas in OPM\s entitYRwide security program could be strengthened. As noted in our 
prior year report: 

• 	 OP~ does not have an integrated enterprise-wide security program, and has distributed 
security functions and responsibilities throughout the organization for data security, general 
support systems! application systems, and network. operations. While different parts of the 
organi7.alion perform different functions, they share common hardware, software, and 
network platforms, and from'a security perspective may be exposed to similar or Interrelated 
vulnerabilities. The current distribution of security functions and responsibilities does not 
adequately ensure coordinated proeedures! risk assessments, and moniloring and response 
capabilities. In contrast, the opportunity to leverage resources and realize opportunities may 
not be funy realized with Ihe current decentralized security model. 

• 	 OPM has nol performed a seeurilY risk assessment within the last three years. However. 
during that period OPM upgraded the mainframe and networking platforms and implemented 
a new con: financial management system. While OPM plans to perform assessments, they 
have n01 been scbeduled. 

• 	 OPM's draft information Technology Security Policy addresses the need for a certification 
and accreditation process, but there is not one currently in plaee. OMB Circular A-130 
requires" [hal agencies consider risk when determining the need for and selecting compuler~ 
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related control /echniques. This risk assesSment approach should include a consideration of 
the major faclOrs in risk management: the value of the system or application, Ihreats, 
vulnerabilities, and the effectiveness ofcurrenl or proposed safeguard ..," Compliance with 
OMB Circular A~ 130 is a critical compliance indicator for the Federal Financial Management 
Integrity Act. and performance of periodic risk assessments is a critical component of 
achieving compliance with OMS Circular A·130. 

• 	 OPM does not have a formally established, integrated, and robust monitoring and response 
capability to ensure adequate network and systems seeurity. A limited penetration study 
found vulnerabilities that were not properly mitigated, OPM immediately responded to these 
particular vulnerabilities, but does not have a mechanism to identify new risks or to verify 
that implemented changes Were adequate or operating as intended. 

• 	 There is no offieial method of tracking employees that are terminated and/or separated from 
OPM to ensure that systems security and physical access privileges were appropriately 
revoked. 

An entity-wide security program, including security policies and a related implementation planT 
is the foundation of an entity's security control strueture and a reflection of senior management's 
commitment to addressing security risks. Without a well-designed program, security controls 
may be inadequate; responsibilities may be unclear, misunderstood, or improperly implemented; 
and controls may ~e inconsistently applied. Such conditions may lead to insufficient protection 
of sensitive or critical resources and disproportionately high expenditures for controls over lo.w
risk resources. 

(b) Access Control 

OPM's EDP access controls require modification, Aecess controls inelude physical controls and 
logical controls. Adequately eonlrolling physieal access to computer equipment is an example of 
a physical control. OPM's physical access control system for the mainframe did not record all 
security events, 

Logical controls include security software programs designed to prevent or detect unauthorized 
access to sensitive files, We noted certain user account groups with excessive privileges to 
mainframe resources, which could potentially undermine proper segregation ofduties. 

Access controls should provide reasonable assurance that computer resources (data files, 
application programs, and computer-related facilities and equipment) are protected against 
unauthorized modification. disclosure, Joss, or impainncnt. The objectives of limiting aCcess are 
to ensure that (1) userS only have the access necessary to perfonn their duties; (2) access to very 
sensitive resources, such as security software programs, is limited to very few individuals; and 
(J) employees are restricted from perfonning incompatible functions or functions beyond their 
responsibilitie!i, 
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(e) Applicatiun Change Control/Systems Development 

Certain eontrols over the modification of' application software programs are deficient. 
Establishing controls over the modification of application software programs helps to ensure 
only authorized programs and authorized modifications are implemented, Without proper 
contro~s, there. is a risk. that security features could be inadvertently or deliberately omitted or 
"rurned off" or that processing irregularities or malicious code could be introduced. 

As noted in our prior year report, OPM has not developed a systems development methodology 
for application software. and the current "RSOD Retirement ADP Standards and Procedures" is, 
missing critical chaplers, induding data set desjgn and allocation, system development 
procedures, testing and acceptance, and system software instaJlation and maintenance. 

(d) Service Continuity 

Losing the capability to process, retrieve, and protect Information maintained electronically can 
significantly impact OPM's ability to accomplish its mission. For this reason. OPM should have 
procedures in place Lo proteet infonnation resources and minimize the risk of unplanned 
interruptions, a.~ well as a plan to recover critical operations should interruptions occur. To 
mitigate service interruptions, i1 is essential thaI the related controls be understood and supported 
by management and staff throughout the organization. OPM has several separate ongoing 
service continuity-related initiatives and draft plans that need to be finalized, fonnalized. and 
properly coordinated so aPM can ensure that critical functions will still he available in the event 
of a disruption. 

Recommendation 

We recommend that OPM develop a fonnal action plan to review and revise its EDP general 
controls, This plan should address each of the four areas discussed above as weB as other areas 
that impact the general EDP eontrol environment. The plan should also set forth appropriate 
corrective action steps. assign responsibilities to employees. and establish target completion 
dates for each aclion. This plan should be reviewed by the Office of the Inspector General, 
adopted by executive management ofOPM, and provide for periodic review ofprogress towards 
achievement of corrective actions. 

2. Budgetary Accounting Structure 

RIS continues to find it cumbersome to produce accurate and timely year end financial 
slatements for the benefit plans. In fiscal year 1999. RIS implemented a new core financial 
management system for benefit plan accounting, but did not implement the budgetary accounting 
structure in its general ledgers. As a result. RIS manually ealculated the budget figures in its 
statements of budgetary resources and financing, and several recaleulations were necessary to 
produee accurate statements. In addition, RIS did not perform reconciliations between the 
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budgetary amounts reported in the financial statements and the corresponding amounts reported 
on the SF~J33 and SF~2108 forms. Without a set of self-balancing accounts to summarize 
budgetary activity> the risk of reporting lnaccurate budgetary figures exists. The Jack of a formal 
budgetary accounting structure resulted in our conclusion ,that the RP did not substantially 
conform with the requirements of FFMIA, in aecordance with the guidelines contained in OMB 
Bulletin No 98-08, as amended. 

Recommendation 

We recommend RiS implement the budgetary accounting structure in the RP general ledger and 
begin recording budgetary accouming aetivity consistent with their policy stalements. This 
action will assist RIS in preparing accurate year end financial statements, 

3. Actuarial Census Data 

The Postal Data File (PDF) contains census data for United States Post Office (USPS) retirees, 
and is used by OPM in the calculation ofRP actuariallinbiHties at September 30111 

, Audit 
procedures performed on the PDF determined that the PDF had not been updated since 
September i 1,1998. the last submission by USPS before year end. Hov.'Cver, a salary increase 
had occurred on September 12, 1998 and was nol reflected in the PDF, While this salary 
increase was. not large enough to materially affect the estimate of the actuarial liabiHty for 
September 30, 1999. similar timing differences, should they continue to oecur, may affect future 
years' estimations. 

Recommendation 

We understand USPS normally submits its year end data approximately two to three weeks prior 
to year end. We recommend OPM perform year end procedures to inquire whether systemic 
changes are made to the PDF database after the USPS submission, and to request an update to 
the PDF data if systemic changes have occurred. OPM should a150 consider whether other 
agencies may have similar procedures that could affect data in other databases used by OPM to 
c,liculate year cnd actuarial liabilities. . . ....... 

OMB Bulletin No, 98-08, as amended, requires us to compare material weaknesses disclosed 
during the RP audit with the matenal weaknesses reponed by OPM in Hs Federal Managers'· 
Financial integrity Act (FMFIA) report for the audit period. As a result of this comparison, we 
noted that the substantial nonconformance with FFMIA reported in the Compliance with Laws 
and RC1:.TUialiol'fs section ofour report was not included in OPM's fiscal year 1999 FMFIA report. 
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COMPLIANCE WITH LAWS AND REGULATIONS 

The resu]ts of our tests of compliance with laws: and regulations, exclusive of FFMIA, performed 
as part of obtaining reasonable assurance about whether the financial statements are free of 
material misstatement, disclosed no instances of noncompliance required to be reported herein 
under Government Auditing Standards and OMS Bulletin 98-08, as amended. 

Under FFMJA, RP's financial management systems are required 'to be in substanlial 
conformance with (1) Federal financial managemenl system requirements, '(2) Federal 
accounting 51andard" and (3) the United States Standard General Lc<iger (SGL) at the 
transaction leveL 

The results of our tests of compliance with FFM[A disclosed instances, described below, where 
RP's financial management systems did, not substantially conform wHh the requirements 
discussed in the preceding paragraph: 

1. 	 Federal Financial Management System Requirements. In aecordance with OMB Bulletin 
No, 98~08, as amended, an agency must meet the fOllowing requirements to substantially 
conform with FFMfA: Federal finaneial management system requirements; OMB Circular 
A-127 requirements; requirements published in JFMIP's Federal Finaneial System 
Requirements series; and OMB Circular A~ 130 security requirements. The systems 
supporting the RP do not meet the follOWing requirements: 

a. 	 Support/he budget execulionfunction and comply with external reporting requirements
The budgetary account structure for the Federal Financial System (FFS), the core 
financial management system for the benefit plans, was nol implemented as of September 
30, 1999. This finding resuited in noncompliance with OMB Circular A-127 and 
JFMIP's Federal Financial Management Systems Requirements for "Comparability and 
Consislency," ""Application of the SOL at the Transaction Level," "Financial 
Reporting," and" Support for Budgeting and PerfolIDance Reporting." 

b. 	 Provide adequate syswm security - OPM has not performed a security risk assessment 
within the last three years. However, during that period OrM upgradcd the mainframe 
and networking platforms and implemented a new core financial management system, 
While OPM plans lo perform assessments, they have nol been scheduled. In addition. 
OPM's draft informalion Technology Security Poiicy addresses the need for, a 
certification and accreditation process. but there is nol one currently in place. 
Compliance with OMB Circular A-130 is a critical compliance indicator for the FFMIA, 
and performance of periodic risk assessments is a critical component of achieving 
compliance with OMB circular A-130. 

2, 	 Federal Accounting Standards. OMB Bulletin No. 98-08. as amended, states that FFMIA 
requires financial information used in the preparation of financial staternenis to be adequately 
supported by derniled financial reeords. Detailed financial records exist for all proprietary 
accounting information; however, the RP has not yet implemented an accounting structure to 
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support budgetary amounts reported in the RP statements of budgetary resources and 
financing, The lack of a formal budgetary structure compromises RIS's ability to accurately 
summarize budgetary data in the RP financial statements. 

3. 	 SGL 01 Ibe Transaclion Level. OMB Bulletin No. 98-08, as amended, states that FFMIA 
requires detailed infonnation to be "captured aM summarized so fhm it follows the SaL 
descriptions and posting rules and is cap/ured at the level necessary /0 meet OMB or 
Treasury reponing requirements and for preparing financial statements:) While detailed 
records exist for all proprietary accounts. the RP has not implemented an accounting 
structure to support budgetary amounts reported in the RP financial statements. 

Recommendation 

To achieve substantial conformance with FFMIA, RIS should implement the budgetary 
accounting structure of FFS, its core financial management system. RIS should also take actions 
to address the findings related to systems security required by OMB Circular A~127 and OMB 
Circular A-DO. The resolution of these findings should be a priority for fiscal year 2000. 

RESPONSIBILITIES 

MDnagement'. Responsibility•. The Chief Financial Officers (CFO) Act of 1990 requires 
federal agencies to report annually to Congress on their financial status and any other 
information needed to fairly present the agencies' financial position and results of operations. 
To assist OPM in meeling its CFO Act reporting requirements, annual financial statements are 
prepared for lhc RP, Management is responsible for: 

• 	 preparing the finaneial statements 10 conformity with generally accepted accounting 
principles; 

• 	 establishing and maintaining internal control over financial reporting; and 

• 	 complying Wilh laws and regulations applicable to the RP, including FFMIA. 

In fulfilling this responsibility, estimates and judgments by management are required to assess 
the expected benefits and related costs of internal control policies and procedures. 

Auditors' Responsibility. Our responsibility is to express an opinion on the RP financial 
statements as of and for the year ended September 30,1999 based on our audit. We conducted 
our audit in accordance with generally accepted auditing standards; the standards applicable to 

financial audits contained in Government Auditing Standards, issued by the Comptroller General 
of the United States; and OMB Bulletin No. 98-08, as amended. Those standards require that we 
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plan and perfonn the audit to obtain reasonable assurance that the financial statements are free of 
material misstatement. We believe that our audit and the reports of other auditors provide a 
reasonable basis for our opinion. 

To fulfill these responsihilities, we performed procedures such as the following: 

• 	 examined, on a test basis, evidence supporting !he amoWlls and disclosures in the financial 
statements; 

• 	 assessed the accounting principles used and significant estimates made by management; and 

• 	 evaluated the overall financial statement presentation, 

We are also responsihle for considering OPM's internal control over financial reporting related 
to the RP and testing OPM's compliance with certain provisions of applieabJe laws and 
regulations rclated to the RP that could have a direct and material effect on its 1999 RP financial 
statements, 

In pJanning and perfonning OUr audit, we considered OPM's internal control over financial 
reporting related to the RP by obtaining an understanding of the agency's significant internal 
controls, dctennined whether thesc internal controls have been placed in operation) assessed 
control risk, and perfonned teSts ofeontrots in order to detennine our auditing procedures for the 
purpose of expressing our opinion on the financial statements. We limited our internal control 
testing to those controls necessary to achieve the objectives described in O~B Bulletin No. 98
0&. as amended. We did not test aU inlernal controls relevant to operating objectives as broadly 
defined by the Federal Managers' Financial [ntegrily Act of 1982, such as those cO!ltrols relevant 
to ensuring efficient operations, The objective of our audit was not to provide assurance on 
intemal eontrol over financial reporting. Consequently, we do not provide an opinion on internal 
controL 

Our consideration of intemal control over financial reporting would not necessarily disclose all 
matters in the internal control over financial reporting that might be reportable conditions under 
standards issued by the AlCPA and OMB Bulletin 98-08, as amended, and, accordingly. would 
nOt necessarily disclose all reportable conditions that are material weaknesses. 

In addition, we considered the RP's inlernal control Over the infonnation contained in the 
required supplementary infonnation schedule entitled Reliremenl Program - Required 
SuppJemenlary informaJion by obtaining an understanding of tbe agcncy's internal comrols. 
detcrmincd whether these intcrnal controls had been placed in opcnHion. assessed control riSk, 
and performed tests of controls, as required by OMS Bulletin 98-08. as amended. OUf 
procedures were not designed 10 provide assurance on internal control over the required 
supplementary infonnation, and) accordingly, we do not provide an opinion on such controls. 

With respect to internal controls related ~o perfonnance measures detemlined by management to 
be key and reponed in the MD&A to the financial statements, we obtained an understanding: of 
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the design of signifieant internal controls relattng to the existence and completeness assertions, 
as required by OMB Bulletin 98-08, as amcnded, Our procedures were not designed to provide 
assurance on internal control oyer reponed performance measures, and, accordingly, we do not 
provide an opinion on such controls. 

As part of obtaining reasonable assurance about whether RP's financial statements are free of 
material misstatement, we performed lests of Rp!s compliance \'with certain provisions or Jaws 
and regulaLions, noncompliance wilh which could have a direct and material effect on the 
delenninalion of financial statement amounts. We also perfonncd tests ofRP's compliance with 
certain other laws. regulations and government-wide policies identified by OMS, as applicable to 
OPM, ineluding the requirements set forth In FFMIA. We limited our tests of compliance to 
these provisions and did- not lest compliance with al! laws and regulations applicable to the RP. 
Howevcr, providing an opinion on compliance with certa1n provisions of laws and regulations 
was not an objective of our audit. Accordingly. \\<'t; do not express such an opinion, 

Additionally, under FFMIA! we are required to report whether RP's financial management 
systems substantially conform with (1) Federal financial management system requirements. (2) 
Federal accounting standards, and (3) the United States Standard General Ledger at the 
transaction level. To meet this requirement, we performed tests of compliance using the 
implementation guidance for FFMJA included in Appendix D of OMB Bulletin No, 98·08, as 
amended. 

DISTRIBUTION 

This repon is intended solely for the information and use ofOPM's management, OPM's Office 
of the Inspector General, OMS and the U.S. Congress and is not intended to be and should nol 
he used by anyone other than these specified parties, 

February 11,2000 
Washington, D,C, 
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INDEPENDENT AUDITORS' REPORT 

Direetor. U,S. Office of Personnel Management: 

We have audited the accompanying balance sheet of the Health Benefits Program (HBP), 
administered by the U.S. Office of Personnel Management (OPM) Retirement and Insurance 
Serviee (RIS), as of September 30. 1999, and the related statements of net cost j changes in net 
position, budgetary resources, and financing (hereinafter collectively referred to as "financial 
statements") for the year then ended. The objective of our audit was to express an opinion on the 
fair presentation of these financial statements. In connection with our audit, we also considered 
OPM's internal control over financial reporting related to the HBP and tested OPM's compJiance 
with certain provisions of applicable laws and regulations related to the HBP that could have a 
direct and material effect on its financial statements. 

In our opinion. based on our audit and the reports of other auditors, HBP's financial statements 
a... of and for the year ended September 30, 1999, are presented fairly, in all material respects, in 
conformity with generally accepted accounting principles, 

Regarding (lur consideration of internal control over financial reporting, we noted reportable 
conditions in the following areas: 

• 
1, EDP general control environment; 
2. Budgetary accounting slructure; 
3. Reconciliation 01' inter-program transactions. and 
4. Comrols OVer program administration for the community-rated health carriers. 

Regarding Our tests of compliance with certain provisions of applkable laws and regulations, 
with the exception of the Federal Financial Managers' Integrity Act (FFMIA)j we noted no 
instances of noncompliance with laws and regulations that are required to be reported under 
Govemmem Audiling Slandards issued by the CornptroJler General of the United Slales, and 
Office of Management and Budget (OMB) Bulletin No. 98~08, Audif Requiremenlsfor Federal 
Financial Slalemenfs, as amended. 

Our conclusions and the scope of our work are discussed in more detail below. 
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OPINION ON FINANCIAL STATEMENTS 

We have audited the accompanying balance sheet of the HBP as of September 30, 1999 and the 
related statements of net cost. ehanges in net position, budgetary resourees, and financing for the 
year then ended, We did not audit the financial statements of the experience-rated health 
carriers. which statemenls comprise 1 % of tornl assets reflected in ,the HBP balance sheet and 
substantially all post-retirement benefits and current benefits reflected in the HBP statement of 
net cost The experience-rated carrier financial statements were audited by other auditors, whose 
report thereon has been provided to us, and our opinion. insofar as Jt relates to the amounts 
included for the experience-rated carriers. is based solely on the repon ofthe other auditors, 

In our opinion, based on our audit and the report of the other auditors, the financial statements 
present fairly, in aU material respects, the financial position of the HBP as of September 30, 
1999, and its net cost, changes in net position, budgetary resources, and reconciliation of net cost 
to budgetary obligations for the year then ended. in confonnity with generally accepted 
accounting principles. 

Our audit was conducted for the purpose of fonning an opinion on J'IBP's financial statements 
taken as a whole. The infonnation included in the section entitled Management Discussion and 
Analysis of the Retirement, Health Benefits, and Life Insurance Programs (MD&A) and the 
required suppJementary infonnation in the schedule entitled Heallh Benttfits Program - Required 
Supplementary Information is not a required part of the financial statements bUl is supplementary 
infonnation required by Office of Management and Budget (OMB) Bulletin 97·01, Form and 
Contem of Agency Financial Statements, as amended. Regarding the MD&A, we have 
considered whe1her this information is materially inconsistent with the financial statements. 
Regarding the required supplementary information, we have applied certain limited procedures, 
which consisted principallY of inquiries of management regarding the methods of measurement 
and presentation of the required supplementary infonnation. However, 'we did not audit the 
information in the MD&A section of the HBP or the required supplementary infonnalion and 
accordingly j we express no opinion on it. 

INTERNAL CONTROL OVER FINANCIAL REPORTING 

The objectives of internal control over financial reporting are to provide management with 
reasonable, but not absolute, assurance that: 

• 	 transactions are properly recorded, processed, and summarized to pennit the preparation 
offinancial statements in accordance with generally accepted accounting principles; 

• 	 assets are safeguarded againsl10ss from unauthorized acquisition, use, or disposition; 
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• 	 transactions are executed in accordance with Jaws governing the use of budget authority 
and other laws and regulations that could have a direct and material effect on the financial 
statements, and certain other laws, regulations and government-wide policies identified 
by OMB, as applicable to OPM, and 

• 	 transactions and other data thal support repo~d performance measures are properly 
recorded, processed, and summarized to permit, preparation of performance information 
in accordance with criteria stated by management 

Because of inherent limitations in internal controls, misstatements, losses, and noncompliance 
may nevertheless oeeur and not be detected. Also, 'projection of any evaluation of internal 
control over financial reporting to future periods is subject to the risk that the internal control 
procedures may beeome inadequate because of changes in conditions, or that the effectiveness of 
the design or operations of the policies and procedures may deteriorate. 

We noted certain matterS. described in items l' through 4 below, invo~vlng the internal control 
over financial reporting and its operation that we consider to be reportable conditions under 
standards issued by the American Institute of Certified Publie Accountants and OMB Bulletin 
No. 98~08. as amended, Reportable conditions are matters coming to our attention that represent 
significant deficiencies In the design.or operation of internal control that. in our judgmem, could 
adversely .aIIect the" HBP's ability to record, process, summarize, and report financial data 
consislent with the assertions of management in the financial statements. 

Material weuknesses are reportable conditions in which the design or operation of one or more of 
the internal control components does not reduce to a 'relatively low level the risk that 
misstatements, in amounts that would be material in relation 10 the financial statements being 
audited. :nay occur and not be detected within a timely period by employees in the normal course 
of performing their assigned functions. However. we do not consider the reportable conditions 
described below to he material weaknesses. 

The status of pnor year findings is presented in Exhibit 1, We aJSQ noted olher matters involving 
intental cOlltrol over financial reporting and its operation that we have reported to the 
management ofOPM in a separate letter dated February I J, 2000, 

L 	 EOP Ge:neral Control Environment 

(a) Entity-Wide Security Program 

Certain areas in OPM's entity~wide security progrdm could be strengtbened. As nOled in our 
prior year report: 

• 	 OPM dl)es not have an integrated enterprise-wide security program, and has distributed 
security functions and responslbilities throughout the organization for data seeurily. general 
support systems, application syslems~ and network operations. While different parts of the 
organization perform different functions, they share common hardware; software, and 
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network platfonns. and from a security perspective may be exposed to similar or interrelated 
vulnerabilities. The current djstribution of security functions and responsibilities does not 
adequately ensure coordinafed procedures, risk assessments, and moniloring and response 
capabilities. In contrast, the opportunity to leverage resources and realize opportunities may 
not be fully realized with the current decentralized security model. 

• 	 OPM has not performed a security risk assessment within the last three years, However, 
during that period Opr,,! upgraded the mainframe and networking platforms and implemented 
a new eore financial management system, While OPM plans to perform assessments. they 
have not been scheduled, 

• 	 OPM's draft Information Technology Security Policy addresses the need for a certification 
and accreditation process, but there is not one currently in place, OMB Circular ,"~130 
requires a thaf agencies consider risk when delermining the need for and selecting computer
related contro/lechniques. This risk assessment approach should include a consideration 0/ 
the major factors in risk management: the value of ihe system or applicarion, threats, 
vulnerahilities, and the effectiveness ofcurrent or proposed sa/eguards. 1

' Compliance with 
OMB Circular A-130 is a critical compliance indicator for the Federal Financial Management 
Integrity Act, and performance of periodic risk assessments is a critical component of 
achieving compliance with OMB Circular A-130. 

• 	 OPM does nol have a formally established, integrated, and robust monitoring and response 
capabiHty tv ensure adequate network and systems security, A limited penetration study 
foW\d vulnerabilities that were not properly mitigated. OPM immediately responded 10 these 
particular vulnerabilities, bUl does not have a mechanism to identify new risks or to verify 
that implemented changes were adequate or operating as intended, 

• 	 There is no official method of tracking employees that are terminated andior separated from 
OPM 10 ensure that systems security and physical access privileges were appropriately 
revoked. 

An entity-wide security program. including security policies and a related implementation plan. 
is the foundation of an entity's security control structure and 0 reflection of senior management's 
commitment to addressing security risks, Without a well-designed program, security controls 
may be inadequate; responsibilities may be unclear, misunderstood j or improperly implemented; 
ond controls may be inconsislentiy applied. Such conditions may lead to insufficient protection 
of sensitive or critical resources and disproponionately high expenditures for controls over low
risk resources. 

(b) A<CfSS Control 

OPM's EDP aCCeSS controls require modIfication. Access controls include physical controls and 
logical controls. Adequately controlling physical acceSs to computer equipmenlls an example of 
a physical control, OPM's physical access control system for the mainframe did not record aU 
security events. 

74 



Logical controls include seeurily software programs designed to prevent or detect unauthorized 
access to sensitive files. We noted certain user account groups with excessive privileges to 
mainframe resources, which could potentially undermine proper segregation of duties. 

Aceess controls should provide reasonable assurance that computer resources (data files, 
application programs, and computer~related facilities and equipment) are protected against 
unauthorized modification, disclosure, losst or impainnent. The objectives of limiting access are 
to ensure lhat (I) users only have the access necessary 10 perform their duties; (2) access to very 
sensitive resources, such as security software programs. is limited to very few individuals; and 
(3) employees are restricted from performing incompatible functions or functions beyond their 
responsibilities, 

(c) Application Change Control/Systems Development 

Certain contro's over the modification of application software programs are deficient. 
Establishing controls over the modification of application software programs helps to ensure 
only authorized programs and authorized modifications are implemented, Without proper 
controls. there is a risk that securHy features could be inadvertently or deliberately omitted or 
"turned off' or that processing irregularities or malicious code could be introduced, 

As noted in our prior year report, OPM has not developed a systems development methodology 
for application software, and the current <'RSOD Retirement ADP Standards and Procedures" is 
missing critical chapters. including data set design and allocation, system development 
procedures, testing and acceptance. and system software instaJialion and maintenance. 

(d) Service Continuity 

Losing the t:apabiHty to process, retrieve, and protect information maintained electronicaUy ean 
significantly impact OPM's ability to accomplish its mission, For this reason, OPM should have 
procedures in place to protect information resources: and minimize the risk of unplanned 
interruptions. as well as a plan to recover critical operations should interruptions occur, To 
mitigate service interruptions, it is essential that the related controls be understood and supported 
by management and staff throughout the organizatiot:l. OPM has several separate ongoing 
service continuity~relaled initiatives and draft plans that need to be finaHzed, formalized, and 
properly comdinated so OPM can ensure that critical functions will still be available in the event 
ofa disruption, 

Recommendation 

We recommend lhul OPM develop a formal action plan to review and revise its EDP general 
controls, This plan should address each of the four areas discussed above as well as other areas 
that impact the general EDP control environment. The plan should also set forth appropriate 
corrective action steps, assign responsibilities to employees, and establish target completion 
dales for euch action. This plan should be reviewed by the Office of the Inspector General, 
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adopted by c)(ecutive management of OPM, and provide for periodic review of progress towards 
achievemenl of correclive actions. 

2. Budgetary Accounting Structure: 

RIS continues to find it cumbersome to produce accurate and timely year end financial 
statements for the benefit plans. In fiscal year 1999,' RlS implemented a new core financial 
management system for benefit plan accounting, but did not implement the budgetary accounting 
structure in its general ledgers. As a result, RlS man~a11y calculated the budget figures in its 
statements of budgetary resources and financing, and 'several recalculations were necessary to 
produce accurate statements. In addition, RlS did not perfonn reconciliations between lhe 
budgetary amounts reported in the financial statements and the corresponding amounts reported 
on the SF~133 and SF-2l0S fonns. Without a set of self-balancing accounts to summarize 
budgetary activity, the risk of reporting inaccurate budgetary figures exists, The lack of a fonnal 
budge!.ary accounting structure resulted in our conclusion that the HBP did not substantially 
confonn with the requirements of FFMIA, in accordance with the guidelines contained in OMB 
Bulletin No 98-08, as amended. 

Recommendation 

We recommend RIS implement the budgetary accounting structure in the HBP general ledger 
and begin recording budgetary accounting activity consistent with their policy statements, This 
action will assisl RlS in preparing accurate year end financial statements. 

3. Reeonciliation o1lnter~Program Transactions 

Health insurance premiums are withheld from payments made by annuitants to the Retirement 
Program (RP). The RP is responsible for transferring these amounts to the HBP, RlS records 
amounts for annuitant withholdings using data from an Annuity Roll Processing System (ARPS) 
report and records thc offsetting payment using information from the Monthly Income Recap 
report. The reports originate from two different sources and do not reconcile, RIS has 
recognized this, but because of resource constraints, they have not taken appropriate action to 
reconcile these transactions. 

Rccommclldation 

As noted in our fiscal year 1997 and 1998 reports, we continue to recommend that RIS (l) 
request ADP services to gain extract data from the annuity roll system; (2) compare these 
lransactions (0 the manual vouchers to determine what is causing the differences; and (3) 
reconcile thc existing differences between the RP and HBP. In addition, RJS should implement 
procedure~ to 'prevent future oUl~of-balance situations. 
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4. Controls Over Program Administration For The CommunitY"Rated Health Carriers 

aPM remits premiums it receives from federal agencies to Community-Rated Carriers (CRes) 
lwice a month. As in prior years., OPM's existing systems were not designed to centrally 
associate the monies paid as premiums to participating earriers with lhe enrollees for which they 
are being paid. Consequently, the potential exists for carriers to provide benefits to employees 
who are not covered by their pian at the time the services arc rendered. To reinforce lhe need for 
effective enrollment reconciliations, in 1998 OPM issued a payroll letter requiring agency 
payroll offices to provide carriers with the names of enrollees and the amounts withheld from 
pay for health benefits, by carrier, on a quanerly basis. However, OPM does not have adequate 
controls in place Lo determine whether payroll offices are complying with these requirements and 
whether carriers are reconciJing their enrollment records regularly. 

Recommendation 

OPM has future plans to implement a centralized enrollment system to resolve this internal 
control weakness. Until the system can be developed. we recommend OPM OIG make eRC 
enrollment reconciliation reviews a priority in their annual audit planning. 

OMB Bulletin No. 98-08, as amended, requires us to compare material weaknesses disclosed 
during the HBP audit With the material weaknesses reported by OPM in its Federul Managers' 
Financial Integrity Act (FMFlA) report for the audit period. As a result of this comparison, we 
noted Ihat the substantia1 nonconformance with FFMIA reported in the Compliance wifh Laws 
and Regulations section of our report was not included in OPM's fiscal year 1999 FMFJA report. 

COMPLIANCE WITH LAWS AND REGULATIONS 

The results of our tests of compliance with laws and regulations, exclusive of FFMIA, performed 
as part of obtaining reasonable assurance about whether the financial statements are free of 
material missUllemem, disclosed no instances of noncompliance required to be reponed herein 
under Governmenf Auditing Slandards and OMS Bulletin 98-08, as amended. 

Under FFMJA. HBI)'s financial management systems are required to be in substantial 
eonfOmlan(:e with (1) Federal financial management system requirements, (2) Federal 
accounting standards. and (3) the United States Standard General Ledger (SGL) at the 
transaction level. 

The results of our tests of compliance with FFMIA disclosed instances; described below, where 
HBP's financial management systems did not substantially confonn with the requiremenls 
discussed in the preceding paragraph: 
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1. 	 Federal Financilll Management System Requirements. In accordance with OMB Bulletin 
No. 98-08, as amended, an agency must meet the foHowing requirements to substantially 
conform with FFMIA: Federal financial management system requirements; OMB Circular 
A·127 requirements; requirements published in JFM1P's Federal Financial System 
Requirements series; and OMB Circular A~ 130 security requjrcments. The systems 
supporting thc HBP do not meet the following requirements: 

<.I. 	 Support the budgel execution/unction and cQmp{v with external reporting requirements
The budgetary account strueture for the Federal Financial System (FFS), the eore 
financial management system for the benefit plans, was not implemented as of September 
30, 1999, This finding resulted in noncompliance \Villi OMB Circular A-127 and 
JfMIP's Federal Financial Management Systems Requirements for "Comparability and 
Consisteney/' .• AppHcation of the SOL at the Transaelion Level," "Financial 
Reporting," and" Support for Budgeting and Performance Reponing." 

h. 	 Provide adequate system securiry - OPM has not performed a security risk assessmenl 
within the last three years. However. during that period OPM upgraded the mainframe 
and networking platforms and implemented a new core financial management system, 
While OPM plans to perfonn assessments, they have not been scheduled. In addition, 
OPM's draft In/ormation Technology Security Policy addresses the need for a 
certification and accreditation process, but there is not one currently in place. 
Compliance with OMB Circular A-130 is a critieal eompliance indicator for the FFMIA, 
and performance of periodic risk assessments is a critical component of achieving 
compliance with OMB Circular A-130, 

2. 	 Federal Accounting Standards, OMB Bulletin No, 98-08, as amended, states that FFMIA 
requires financial information used in the preparation offinancial statements to be adequately 
supported by detailed. financial records. Detailed financial records exist for all proprietary 
accounting information~ however, the HBP has not yet implemented an accounting structure 
to support budgetary amounts reponed in the HBP statements of budgetary resources and 
financing. The lack of a formal budgetary structure compromises RIS's ability to aeeurately 
summarize budgetary data in the HBP finaneial statements, 

3, 	 SGL at the Transaction Level. OMB Bulletin No, 98-08, as amended, stales that FFM1A 
requires detailed information to be "caprured and summarized so that it /ollows the SGL 
descriptions and posting rules and is captured at the level necessary 10 meet OMB or 
Treaswy reporting requiremcnrs and for preparing financial stotemenls." While detailed 
records exist for all proprietary accounts, the HBP has not implemented an accounting 
structure to support budgetary amounts reported in the HBP financial statements, 
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RcwmrnendlltiQo 

To achieve substantial confonnance with FFM1A. RIS should implement the budgetary 
accounting structure of FFS. its core finaneial management system. RIS should also take actions 
10 address the findings related to systems security required by OMB Circular A-127 and OMB 
Cireular A-130. The resolution of these findings should be a priori~y for fiscal year 2000. 

RESPONSIBILITIES 

M.n.gement's Responsibility. The Chief Financial Officers (CFO) Act of 1990 requires 
federal agencies 10 report annually to Congress on their financial status and any other 
infonnation needed to fairly present the agencies' financial position and results of operations. 
To assist OPM in meeting its CFO Act reporting requirements, annual financial statements are 
prepared 'for the HBP. Management is responsible for: 

• 	 preparing the financial statements in confonnity with generally accepted accounting 
principles; 

• 	 estahlishing and maintaining internal control over financial reporting~ and 

• 	 complying with laws and regulations applicable to the HBP. including FFMJA. 

In fulfilling this responsibiJity I estimates and judgments by management are required to assess 
the expected benefits and related costs of internal control policies and procedures, 

Auditors' Responsibility. Our responsibility is to express an opinion on the HBP financial 
statements as of and for the year ended September 30, 1999 based on our audit We conducted 
our audit in accordance with generally accepted auditing standards~ the standards applicable to 
financial audits contained in Government Audiling Slandards, Issued by the Comptroller General 
of 'he United States; and OMB Bulletin No. 98-08, as amended. Those standards require that we 
plan and perfonn the audit to obtain reasonable assurance that the financial statements are free of 
malerial misstatement We believe that our audit and the report.:; of other auditors provide a 
reasonable basis for our opinion. 

To fulfill these responsibilities, we perfonncd procedures such as the following: 

• 	 examined, on a test basis, evidence supporting the amounts and disclosures in the financial 
stalements; 

• 	 assessed the accounting principles used and significant estimates made by managemenl~ and 

• 	 evaluated the overall financial statement presentation. 

19 



We are also responsible for considering OPM's internal control over finaneial reporting related 
to the HBP and testing OPM's compliance with cenain provisions of applicable laws and 
reguilltions related to the HBP that could have a direct and material effect on the 1999 HBP 
financial statements. 

In planning and performing our audit. we considered OPM's internal control over financial 
reporting related to thc HBP by obtaining an understanding of the agency's significant internal 
controls, determined whetner these internal controls have been placed in operation, assessed 
control risk, and performed tests of controls in order to detennine our auditing procedures for the 
purpose of expressing our opinion on the financial statements, Wc limited our internal control 
testing to those comrols necessary to achieve the objectives described in OMB Bulletin No. 98· 
08, as amendt:d, We did no~ tesl aU internal controls relevant to operating objectives as broadly 
defined by the Federal Managers' Financial Integrity Act or 1982, such as those controls relevant 
10 ensuring efficient operations, The objective of our audit was not to provide assurance on 
imemal control over financial reporting. Consequently, we do not provide an opinion on internal 
control. 

Our consideration of internal control over financial reporting would not necessarily disciose all 
matters in the internal control over financial reporting that might be reportable conditions under 
standards issued by the AICPA and OMB Bulletin 98-08, as amended. and, accordingly, would 
not necessarily disclose all reportable conditions that are material weaknesses. 

In addition, we considered the HBI"s internal control over the infonnation contained in the 
required supplementary infonnation schedule entitled The Health Benefits Program - Required 
Supplementary in/ormation, by obtaining an 'understanding of the agency's internal controls, 
determined whether these internal controls had been placed in operation, assessed control risk, 
and perfonned tests or controls, .s required by OMB Bulletin 98-08, as amended. OUf 
procedures were not dcsigned to provide assurance on internal control over the required 
supplementary information. and, accordingly, we do not prOVide an opinion on such controls, 

With respect 10 internal controls related to performance measures delennined by management to 
be key and reported in the ~'1D&A 10 the financial statements, we obtained an understandmg of 
the design of significant internal comrols relating to the existence and completeness assertions, 
as required by OMB Bulletin 98w08, as: amended. Our procedures were not designed to provide 
assurance on internal control over reported performance measures, and, accordingly, we do not 
provide an opinion on such controls. 

As part of obtaining reasonable assurance about whether HBP's financial statements are free of 
material misstatemenl, we performed lests ofHBP's compliance with certain provisions of laws 
and regulations, noncompliance with which could have a direct and material effect on the 
determination of financial' statement amounts, We also performed tests of HBP's compliance 
wilh certain otber laws, regulations and government-wide policies jdentified by OMB, as 
applicable to OPM, including the requirements set rorth in FFMIA. We limited our tcsts of 
compliance to these proVisions and dhJ not test compliance with all Ia.ws and regulations 
applicable to the HBP. However, providing an opinion on compliance with certain provisions of 
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laws und regulations was not an objective of ~)Ur audit. Accordingly, we do not expres.s such an 
opinion. 

Additionally, under FFMIA. we are required to report whether HBpts financial management 
systems substantially conform with (1) Federal financial management system requirements. (2) 
Federol accounting standards, and (3) the United States Standard General Ledger at the 
trdIlsaction level. To meet this requirement, we performed tests of comphance using the 
implementation guidance for FFMIA included in Appendix D of OMB Bulletin No, 98-08, as 
amended. 

DISTRIBIJTION 

This report is intended solely for the infonnation and use of OPM's management, OPM's Office 
afthe Inspector Genera), OMS and the U.S. Congress and is not intended to be and should n01 

be used by unyone other than these specified parties. 

February 11,2000 
Washington, [),C 

\ 
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