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INDEPENDENT AUDITORS’ REPORT

Parector, U.S. Office of Personnel Management:

We have audited the accompanying balance sheet of the Life Insurance Program (LP},
administered by the U.S. Office of Personnel Management (OPM) Retirement and Insurance
Service {RIS), as of September 30, 1999, and the related statements of net cost, changes in net
position, budgetary resources, and financing (hereinafter collectively referred to as *financial
statements™} for the year then ended. The objective of our audit was to express an opinion on the
fair presentation of these financial statemenms, In conngction with our audit, we also considered
OPM’s internal control over financial reporting related 1o the LP and tested OPM’s compliance
with certain provisions of applicable laws and regulations related 10 the LP that could have a
direct and material effect on its financial statements,

In our opinion, based on our audit and the reports of other auditors, LP's financial statements as
of and for the year ended September 30, 1999, are presented fairly, in all material respeets, in
conformity with generally accepted accounting principles.

Regarding our consideration of internal contre} over finaneial reporting, we noted reportable
conditions m the following areas:

EDP general control environment;

Budgetary accounting structure;

Reconciliation of inter-program transactions, and
Actuarial census data.
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Regarding our tests of compliance with eertain provisions of applicable laws and regulations,
with the exception of the Federal Financial Managers® Integrity Act (FFMIA), we noled no
instances of noncompliance with laws and regulations that are required to be reported under
Government Auditing Standards issued by the Comptroller General of the United States, and
Office of Management and Budget {OMB} Bullelin No, 98-08, dudis Requiremenis for Federal
Financial Statements, as amended.

QOur conelusions and the seope of our work are discussed in more detail below,
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OPINION ON FINANCIAL STATEMENTS

We have audited the accompanying balance sheel of the LP as of September 30, 1999 and the
related statements of net ¢ost, changes in net position, budgetary resources, and financing for the
year then ended. We did not audit the financial slatements of Metropelitan Life Insurance
Company’s Office of Federal Employees Group Life Insuranee Program (OFEGLI), ‘which
siatements comprise approximately 2% of total assets reflecied in the LP balanee sheet and
substantiaily all current benefits reflected in the LP siatement of net cost. ‘Those financial
- statements were audited by other auditors, whose report thereon has been provided to us, and our
opinion, insofar as it relates 1o the amonnts included for QFEGLI, is based solely on the report of
the other auditors.

In our opinion, based on our audit and the repornt of the other auditors, the financial statements
present fairly, in all material respects, the financial position of the LP as of Septerber 30, 1999,
and its net cost, ehanges in net position, budgetary resources, and reconciliation of net cost 1o
budgetary obligations for the year then ended, in conformity with gencrally accepted accounting
principles.

Crar audit was conducted for the purpose of forming an opinion op LP’s financial slatements
taken as @ whole. The information included in the section entitled Management Discussion and
Analysis of the Retirement, Health Bemefits, and Life Insurance Programs (MD&A) and (he
required supplementary information in the schedule entitled Life Insurance Program - Required
Supplementary Information 1s sot a required part of the financial statements but is supplementary
information required by Office of Management and Budget {OMB) Bulletin 97-01, Form and
Content of Agency Finmuncial Staremenis, as amended. Regarding the MD&A, we have
considered whelher this information is materially incongsistent with the financial statements.
Reparding the required supplementary mformation, we have applied certain limited progedures,
which consisted principally of inquiries of management regarding the methods of measurernent
and presentation of the required supplementary information. However, we did not audut the
information in the MD&A séction of the LP or the required supplementary information and
accordingly, we express no opinion on il

INTERNAL CONTROL OVER FINANCIAL REPORTING

The objectives of inlerpal control over financial reporting are to provide management with
reasonable, but not absolute, assuranee that:

e iransactions are properly recorded, processed, and summarized o permit the preparation
of financial statements in aceordance with generally sccepled aceounting principles;

~»  assels e safeguarded agatnst loss from unauthorized acquisition, use, or disposition;
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s transactions are executed in accordance with laws governing the use of budget authority
and other laws and regulations that could have a direet and material effcet on the finaneial
statements and certain other laws, regulations and government-wide policies identified by
{OMB, as applicable to OPM, and

» ransactions and other data that support reported performance measures are properly
recorded, processed, and summarized to permit preparation of performanee infermation
in accordance with criteria stated by management.

Beesuse of inherent limitations in internal controls, misstarements, losses, and noncompliance
may nevertheless ogeur and not he detected.  Also, projection of any evaluation of internal
eontrol over financial reporting to future peniods is subject to the risk that the internal control
procedures may become inadequate because of changes in conditions, or that the effectiveness of
the design or operations of the policies and procedures may deteriorate,

We noted certain matters, described in items 1 through 4 below, involving the internal control
over financial reporting and its operation that we consider to be reportable eonditions under
standards issued by the American Institute of Certified Public Aceountants and OMB Bulletin
No. 98-08, as amended. Reportable conditions are matters eoming to our atiention that represent
significant deficiencies in the design or operation of internal contral that, in our judgment, could
adversely affect the LP's ability to record, process, summarize, and report financial data
eonsistent with the assertions of management in the financial statements,

Matenial weaknesses are reporfable conditions in which the design or operation of one or more of
the internal control components does not reduce to a relatively low level the risk that
misstaternents, in amounts that would be material in relation to the financial statements being
audited, may occur and not be deteeted within a timely period by employees in the normal course
of performing their assigned functions. However, we do not consider the reportable conditions
described below to be material weaknesses.

The swatus of prior year findings is presented in Exhibit . We also noted other matters involving
internial eontrol over financial reporting and its operation thal we have reporied o the
management of OPM in a separate letter dated February 11, 2000,

1. EDP General Control Envirenment

{a} Entity-Wide Sceurity Program
Certain areas in OPM’s entity-wide security program eould be strengthened. As noted in our
Prior year report:

e (OPM does not have an itegrated enterprise-wide security program, and has distributed
security functions and responsibilities throughout the organization for data security, general
support systems, application systems, and network operations. While different parts of the

i



orpanization perform different functions, they share common hardware, software, and
network platforms, and from a security parspective may be exposed to similar or interrelated
vulnerabilities. The current distribution of security functions and responsibilities does not
adequately ensure coordinated procedures, risk assessments, and monitoring and response
capahiliies. In contrast, the opportunity to leverage resources and realize opportunities may
not he fully realized with the eurrent decentratized security model.

» (JPM has not performed a securily risk assessment within the last three years. However,
during that period OPM upgraded the mainframe and nelworking platforms and implemented
a new core financial management system. While OPM plans to perform assessments, they
have nol been scheduled.

e  OPM’s duaft Information Technology Security Policy addresses the need for a certification
and accreditation process, but there is not one currently in placc. OMB Circujar A-130
requires " that agencies consider risk when determining the need for und selecting computer.
related control technigues. This risk assessment approach should include a consideration of
the major factors in risk munagemens: the value of the system or application, threats,
vilnerabilities, and the effectiveness of current or proposed zafegnards.” Compliance with
OMB Circular A-130 Is a critical compliance indicator for the Federal Financial Managemens
integrity Acl, and performance of periodic risk assessments is g critical component of
achieving compliance with OMB Circular A-130,

s  (OPM does not have z formally established, integrated, and robust monitoring and response
capability 1o ensure adequate network and systems security, A limited penetration study
found vulnerabilities that were not properly mitigated. OPM immediately responded to these
particular vulnerabilities, but does not have a mechanism o identify new risks or to verify
that implemented chanyes were adequate or operating as intended.

»  There 1s no official method of tracking employees that are terminated and/or scparated from
OPM to ensure that systems security and physical access privileges were appropriately
revoked.

An enlity-wide sceurity program, including security policies and a related implementation plan,
15 the foundation of an entity's security control structure and a reflection of senior management's
commitment w0 addressing security risks.  Without g well-designed program, security controls
may be madequale; responsibilities may be unclear, misunderstood, or improperly implemented,
and conirols may be inconsistently applied. Such conditions may lead to insufficient protection
of sensitive or ¢ritical resources and disproportionately high expenditurcs for controls over low-
risk resources.

{b) Access Control

OPM’s EI¥P access controls require modification, Access controls inciude physical conirols and
logical controls. Adequately controlling physical access 1o computer equipment is an example of
a physical contrel. OPM's physical access control sysiem for the mainframe did not record ail
security events. Logical contrels include secunity software programs designed to prevent or
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detect unauthorized access to sensitive files, We noted certain user account groups with
cxcessive privileges 10 mainframe resources, which could potentially undermine proper
segrepation of duties,

Access controls should provide rcasonable assorance that computer resources {data files,
application programs, and computer-related facilities and equipment) are protected against
unauthorized modification, disclosure, loss, or impairment. The objcctives of limiting access are
1o ensure that {1} uscrs only have the access necessary to perform their duties; (2) access to very
sensitive resources, such as security sofiware programs, is limited to very few individuals; and
(3) employces arc restricted from performing incompatible functions or functions beyond their
responsibilitics,

{c} Application Change Control/Systems Development

Certain controls over the meodification of application software programs are deficient.
Establishing conirels over the modification of application software programs helps to ensure
only authorized programs and auvthorized modifications are implemented.  Without proper
controls, there 15 a risk that security features could be inadvertently or deliberately omitied or
“turned off" or that processing irregularities or malicious code could be introduced.

As noted in our prior year report, OPM has not developed a sysiems development methodology
for application sofiware, and the current “RS0OD Retirement ADP Standards and Procedures” is
missing critical chapters, including data set design and allocation, system development
procedures, testing and acceplance, and systern sofiware installation and maintenance.

{d} Service Continnity

Losing the capability to process, retrieve, and protect information maintained clectronieally can
signiflicantly impact OPM's ability o aceomplish its mission. For this reason, OPM should have
procedures in place to protect information resources and minimize the risk of unplanned
interruptions, as well as a plan 1o recover entical operations should interruptions oeeur. To
miligate service interruptions, it is cssential that the related controls be understood and supported
by management and swil throughout the organization, OPM has several separate ongoing
service continuity-related initiatives and draft plans that need to be finalized, formalized, and
properly coordinated so OPM can ensure that eritical functions will still be available in the event
of a disruption.

Hecommendation

We recommend that OFM dovelop a formal action plan to review and revise its EDP general
controls. This plan should address each of the four areas discussed above as well as other areas
that impact the general EDP control environment. The plan should alse set forth appropriate
corrective aetion sieps, assign responsibilities to employees, and establish target completion
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dates for each action. This plan should be reviewed by the Office of the Inspector General,
adopted by exccutive management of OPM, and provide for periodic review of progress towards
achievement of corrective actions,

2. Budgetary Accounting Stracture

RIS continues to find it cumbersome to produce accurate and timely year end financial
statements for the benefit plans. In fiscal vear 1999, RIS implemented a new core financial
management systent for benefit plan accounting, but did not implement the budgetary accounting
structure in its general ledgers.  As a result, RIS manually calculated the budgel figures in #s
statements of budgetary resources and financing, and ‘several recalculations were necessary ta
produce accurate statements. In addition, RIS did not perform reconciliations between the
budgetary amounts reported in the financial statements and the corresponding amounts reported
on the SF-133 and SF-2108 forms. Wihout a sel of self-balancing accounts o summarize
budgetary activity, the risk of reporting inaccurate budgetary figures exists. The lack of a formal
hudgetary acecounting structure resulted in our conclusion that the LP did notl substantially
conform with the requirements of FFMIA, in aceordance with the guidelings eontained in OMB
Bulletin No 98-0%, as amended.

Recommendation

We recommend RIS implement the budgetary accounting structure in the LP general ledper and
begin recording budgetary accounting activity consistent with their policy statements. This
action will assist RIS in preparing accurate year end financial statements,

3. Reconciliation of Inter-Program Transactions

Life insurance premiums are withheld from payments made to annuisants by the Retirement
Program (RIF}. The RP is responsible for wransferring these amounts 10 the LP. RIS reeords
amounts for annuitant withholdings using data from an Annuity Roll Processing System {ARPS}
report and records the offsetting payment using information from the Monthly Incorme Recap
report.  The reports onginate from two different sources and do mot reconcile. RIS hag
recognized this, but because of resource eonstrainis, they have not taken appropriate action (o
reconcile these iransactions,

Recommendarion

As noted in our fiscal yvear 1997 and 1998 reports, we continue fo_recommend that RIS (1)
request ADP gervices 1o gain exiraet data from the annuity roll systern; (2) compare these
transactions t¢ the manual vouchers to determine what is causing the differences; and (3)
reconcite the existing differences between the RP and LP. In addition, RIS should implement
procedures to prevent future out-of-balance situations.
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4. Actuarial Census 3ata

The Postal Data File (PDF) eontains census duta for Uniled Swates Post Office (USPS) retirees,
and is used by OPM in the caloulation of LP actuarial liabilities at September 30,  Audit
procedures performed on the PDF determined that the PDF had not been updated since
September 11, 1998, the last submission by USPS before year end. However, a salary- increase
had oceurred on September 12, 1998 and was not reflected in the PDF. While this salary
increase was not large enough to materially affect the estimate of the actuarial liability for
Septernber 30, 1999, similar timing differences, should they continue to occur, may affect future
years’ estimations.

Recommendation

We understand USPS sormally submits its vear end data approximately two to three weeks prior
to year end. We recommend OPM perform year end procedures_te inquire whether systemic
changes are made to the PDF database after the USPS submission, and to request an update 1o
the PDF data if systemic changes have occurred. OPM should also consider whether other
agencies may have similar procedures that could affect data in other databases used by OPM 1o
calcuiate year end actuarial habilities.

* & ¥ 4 W

OMB Bulletin No. 98-08, as amended, requires us 1o compare material weaknesses disclosed
during the L.P audit with the material weaknesses reporied by OPM in its Federal Managers’
Financial Integrity Act {FMFIA) report for the audil period. As @ result of this comparison, we
noted that the substantial nonconformance with FFMIA reported in the Compliance with Laws
and Regulations section of our report was not included in OPM’s fiscal year 1999 FMFIA report.

COMPLIANCE WITH LAWS AN REGULATIONS

The resulls of our tesls of compliance with laws and regulations, exclusive of the FFMIA,
performed as part of obtaining reasonable assurance aboul whether the financial statements are
free of materal misstatement, disclosed no instances of noncompliance required 1o be reported
herein under Government Auditing Stamderds and OMB Bulletin 98-08, as amended.

Under FFMIA, LP’s financial management systems are required fo be in substantisl
copformance with {1} Federal financial management svstem requirements, {2) Federal
accounting standards, and (3) the United Siates Standard General Ledger (SGL3Y at the
transaciion level.
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The results of our tests of compliance with FFMIA diselosed instances, de_scrii}eé below, where
LP's financial management systems did not substantially conform with the requiremonts
discussed in the preceding paragraph:

i!
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Federal Financial Management System Regquirements, In accordance with OMB Bulletin
No. 98-08, as amended, an agency must meet the following requirements to substantially
conform with FFMIA: Federal financial management system requirements; OMB Circular
A-127 requirements; reguirements published in JFMIP's Federal Financial Sysiem
Requirements serics; and OMB Cucular A-130 security reguiremenis.  The systems
supporting the LP do not meet the following requirements:

a. Support the budget execution function and comply with exiernal reporiing requiremenis -
The budgetary account stnucture for the Federal Fimancial Svstem (FFS), the core
financial management system for the benefit plans, was not implemented as of September
30, 1999, This finding resulied in noncompliange with OMB Circular A-127 and
JFMIP’s Federal Financial Management Systems Requirements for “ Comparability and
Consistency,” “Application of the SGL at the Transaction Level,” “Fmancial
Reporting,” and * Support for Budpeting and Performanee Reporting.”

b. Provide adequate system security — QFM has not performed a seeurily risk assessment
within the last three years. However, during that period OPM uppraded the mainframe
and networking platiorms and implemented a new core financtal management system.
While OPM plans to perform assessments, they have not been scheduled. In addition,
OPM’s draft Information Technology Security Policy addresses the need for a
certification and accreditation proecss, but there is not ome currently in place.
Compliance with OMB Circular A-130 is a critical compliance indicator for the FFMIA,
and performance of periodic nsk assessmenis is a coritical componem of achicving
eompliance with OMB Cirenlar A-130,

Federal' Accounting Standards. OMB Bulletin No, 98-08, as amended, states that FFMIA
requires financial information used in the preparation of financial statements 10 be adequately
supported by detailed financial records. Detailed financial records cxist for all proprietary
uccounting mfbrimation; however, the LP has not yet implemented an accounting structure to
support budgetary amounts reported in the LP statements of budpetary resources and
financing. The lack of a formal budgetary structure eompromises RIS’s ability o accurately
summarize budgetary data in the LP Rnancial statements.

SGL at the Transaction Level. OMB Bulletin No. 98-08, as amended, states that FFMIA
requires detailed information to be “caprured ond summarized sa that it follows the SGL
descriptians and posting rules and iy captured at the level necessary to mest OMB or
Treasury reporting reguirements and for preparing financial swatemenis.”  While detailed
records exist for all proprietary accounts, the LP has not implemented an accounting structure
1 support budgetary amounts reported in the LP financial statements,



Recommendation

To achieve subsmntial conformance with FFMIA, RIS should implement the budgetary
accounting structure of FFS, its core financial management system. RIS should also take actions
1o address the findings related to systems security required by OMB Cireular A-127 and OMB
Circalar A~130. The resolution of these findings sh@aié}b& a priority for fiscal year 2000,

RESPONSIBILITIES

Management’s Respansibility, The Chief Financial Officers {CFO) Act of 1990 reqguires
federal agencies to report annually to Congress on their financial status and any other
information needed to fairly present the agencies’ financial position and results of operations.
To assist OPM in meeting its CFO Act reporting requirements, annual financial statements are
prepared for the LP, Management is responsible for:

» prepaning the financial sistements in conformity with generally accepted accounting
principles;

e establishing and maintaining internal control over financial reporting; and

» complying with laws and regulations applicable to the LP, including FFMIA,
In fulfilling this responsibility, estimates and judgmems by management are required to assess
the expecied beneiits and related costs of internal control policies and procedures.

Auditors’ Responsibilifty. Our responsibilily is 10 express an opinion on the LP financial
siatements as of and for the year ended September 30, 1999 bascd on our audit. We conducted
our gudil in accordance with generally accepted auditing standards; the standards applicable o
financial audnts contained in Government Auditing Standards, issued by the Comptroller General
of the United States; and OMB Bulletin No. 98-08, as amended. Those standards require that we
plan and perform the audit 1o obtain reasonable assurance that the financial statements are free of
material misstatemert. We believe that our audit and the reports of other auditors provide a
reasonable basis for our opinion.

Teo fulfill these responsibilitcs, we performed procedures such as the following:

s examined, on a test basis, evidence supporting the amounts and disclosures in the financial
slatements;

» assessed the accounting principles used and significant estimates made by management; and

» evaluated the overall financial stslement presentation.
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We are also responsible for considering OPM’s internal control over financial reporting related
to the LP and testing OPM’s compliance with certain provisions of applicable laws and
regulations related to the LP that could have a direct and material effect on its 1999 LP financial
statements.

in planning and performing our audit, we considered OFM’s interna! control over financial
reporting related to the LF by obtaining an understanding of the agency’s sigmficant internal
controls, determined whether these internal controls have been placed i operation, assessed
control risk, and performed tests of eontrols in order to determine our auditing procedures for the
purpose of expressing our opinion on the finaneial statements. We limited our mnternal control
testing to those controls necessary to achieve the objectives described in OMB Bulletin No. 98-
08, as amended. We did ot test all internal controls relevant to operating objeetives as broadly
defined by the Federal Managers’ Financial Integrity Act of 1982, such as those controls relevant
to ensuring efficient operations. The objective of cur audit was not to provide assurance on
internal control over financial reporting. Consequently, we do not provide an opinion on internal
control,

Our consideration of internal control over financial reporting would not necessanily disclose ali
miatters in the internal confrol over financial reporting that might be reportable conditions under
standards issued by the AICPA and OMB Bulletin 98-{18, as amended, and, accordingly, would
not neccessarily disclose ali reportable conditions that are material weaknesses.

in addition, we considered the LP's internal contro]l over the information contained in the
required supplementary information schedule entitied Life Imsurance Program - Required
Supplementary nformation, by obtaining an understanding of the agency’s interns! controls,
determingd whether these internal controls had been placed in operation, assessed control risk,
and performed tests of controls, as reguired by OMB Bulletin 98-08, as amended. Qur
procedures were not designed to provide assurance on internal contrel over the required
suppiementary information, and, accordingly, we do not provide an opinion on such controls.

With respect to internal controls related to performance measures determined by management to
be key and reported in the MD&A fo the financial statements, we obtained an understanding of
the design of sigmficant internal controls relating to the existence and completeness assertions,
as required by OMB Bulletin 98-08, as amended: Gur procedures werg not designed to provide
assurance on internal control over reported performance measures, and, accordingly, we do not
provide an epinion on such controls.

As pant of obtaining reasonabie assurance about whether LF's financial statemerts are free of
material misstatement, we performed tfests of LP’'s compliance with certain provisions of laws
and regulations, noncomphiance with which could have a direct and material effect on the
determination of linancial statement amounts. We also performed tesis of LP s compliance with
certain other laws, regulations and government-wide policies identified by OMBE, as applicable o
OPM, including the requirements set forth in FFMIA. We limuted our tests of compliance to
these provisions and did not test compliance with all laws and regulations applicable to the LP.
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However, providing an opinion on eompliance with certain provisions of laws and regulations
was not an objective of our audit. Accordingly, we do not express such an opinion,

Additionally, under FFMIA, we are reguired to report whether LP's financial management
systems subsiantially conform with (1) Federal financial management sysiem regquirements, (2)
Federal accounting standards, and {3} the United States Standard OGeneral Ledger at the
transaction level. To meet this requirement, we performed (ests of compliance using the
implementation guidance for FFMIA included in Appendix D of OMB Bulletin No, 98-08, asg
amended.

DISTRIBUTION

This report is intended solely for the information and use of OPM’s management, OPM’s Office
of the Inspeetor General, GMB and the U.S. Congress and is not mlencii:é 16 be and should not
be used by anyone other than these specified parties.

KPP UP

February 11, 2000
Washington, D.C,
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INDEPENDENT AUDITORS’ REPORT

Director, 1.8, Office of Personnel Management:

We have audited the accompanving 1997 financial statements of the Retirement Program (RP),
administered by the .S Office of Personnel Management (OPM) Retirement and Insurance
Service (RIS). In our opinion, based on our audit, the 1597 RP financial statements are presented

fairly, in all matedial respects, in conformity with the basis of accounting described m Note | to
the financial statements.

In connection wath our audn and w accordance with Government Auditing Stondards, we aiso
considered OPM’s imternal controls over financial reporting related to the RP and tested OPM's
compliance with centain provisions of applicable laws and regulations related 1o the RP that could
have a direct and matenal offect on its 1997 financial starements,

As a result of our consideration of imemal control over financial reporting, we identified the
following reportable conditions.

Controls over comuibutions revenue,

Cash management - investments;

System Development Life Cycie (SDLC) for major systems zmpicmcntmm efforts;
Financial reporung, policies and’ pwméwes

Controls over system software;

Comprehensive computer system and application nsk assessments; and,

Controls over benefit payments made 10 anauitants,

R

We consider the first four reportable conditions, above, to be material weaknegses.

As a result of our tests of compliance with certain provisions of applicable Jaws and regulations,
we noted no instances of noncompliance that would be reportable under Government Auditing
Standards and Office of Management and Budget (OMB) Bulletin 93-06, Audir Requirements for
Federal Financial Siatements, as amended. s the compliance section, below, we identfy

FEEE
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differences it material weaknesses wentified by OPM in its Federal Managers' Financial Integrity
Act (FMFIA) report, and those identified in our evaluation of RP’s internal controls. In addition,
the compliance section identifies noncomphance with Federal system requirements and the U.S.
Standard General Ledger, described in the Federal Financial Management Improvement Act
{FFMIA)

The results of our audit of the 1997 RP financial statements, our consideration of internal control

over financial reporting, our tests of OPM's compliance with certain provisions of applicable laws

and regulations refated to the RP, and our responsibilities, are discussed in the remainder of this
report.

OPINION ON FINANCIAL STATEMENTS

We have audited the accompanying siatement of financial position of the RP 25 of September 30,
1997, and the related statements of operations and changes in net position and cash flows for the
year then ended. These financial statements are the responsibility of OPM’s management. Our
respoansibility 1S 10 express an opision on these inancid statements based on our gudn,

We conducted our audit in accordance with generally accepted auditing standards,; the standards
applicable to financial audits contamned in Government Auditing Siandards, issued by the
Comptrolier General of the United Siates; and OMB Bulletin No. 93-06, as amended. Those
standards require that we plan and perform the audit to obtain reasonable assurance that the
financial statements are free of material misstatement. An audit includes examining, on a test
basis, evidence supporting the amounts and disclosures in the financial statements.  An audit also
includes assessing the accounting principles used and significant estimates made by management,
as well as evaluating the overall financial statement presentation. We believe that our audit
provides a reasonable basis fot our opinion.

As described in Note |, these financial statements were prepared in conformity with the hierarchy
of accounting principles and standards recommended by the principals of the Federal Accounting
Standards Advisory Board, This luerarchy is a comprehensive basis of accounting other than
generally accepted accounting principles.

in our opinion, based on our audit, the 1997 financial statements referred 1o above present fairly,
in all matenal respects, the financial position of RP as of September 30, 1997, and the results of
its operations and changes in net position and cash flows for the year then ended, in conformity
with the basis of accounting described in Note | to the financial statenents,

As discussed in Note | to the financial statements, RP implemented Statement of Federal
Financial Accounting Standards No. |, Accounting for Selected Assets and Liabilities, and
Statement of Federal Financial Accounting Standards No. S, Accounting for Liabilities of the
, Federal Government, effective October 1, 1996,
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Our audit was conducted for the purpose of forming an opinion on the RP’s financial statements,
taken as a whole. The information in the Qverview section entitied 7he Retirement Program
comains a wide range of data, some of which is not directly related to the RP financial statements.
The information in the Overview is not a required part of the financial statements but is
supplementary information required by OMB Bulletin Nos, 94-01 and $7-01, Form and Content
of Agency Finomcial Statemerts. We have considered whether this mformation is materially
mnconsistent with the prnincipal financial statements.  Such information has not been subjected to
the procedures applied in the audit of the financial statements.  Accordingly, we express no
opinion on it

REPORT ON INTERNAL CONTROL OVER FINANCIAL REPORTING

The management of OPM is responsible for establishing and maintaining internal controls. In
fulfilling this responsibility, estimates and judgments by management are required to assess the
expected benefits and related costs of intemal control polictes and procedures. The objectives of
mternal conirols are to provide management with reasonable, but not absohste, assurance that:

» fransactions are executed in accordance with faws governing the use of budget authonty and
with other laws and regulations 1hat could have a direct and material effect on the financial
staternerts;

» funds, property, and other assets are safeguarded against loss from unauthorized use or-
disposition;

* transactions are eXecuted in accordance with management’s authorization and are properly .
recorded and accounted for to permit the preparation of reliable financial reports in
conformity wath applicable accounting principles described in Note 1 to the financial
statements, and 1o maintain accouniability over the assets; and,

» data that supp%m reporied performance measures are properly recorded and accounted for o
permit preparation-of reliable and complete performance information.

Because of inherent limjtations i internal controls, misstatements may nevertheless occur and not
be detected. Also, projection of an evaluation of internal controls 1o future periods 15 subject 1o
the nisk that procedures may become inadequate because of changes in conditions or that the
effectiveness of the design and operation of policies and procedures may detenorate.

In planning and performing our audit, we considered OPM's internal control over financial
reporting for the RP in order to determine our auditing procedures for the purpose of expressing
our opinion on the financial statements, and not to provide an opinion on the internal control over
financial reporting. Accordingly, we do not express such an opinion. With respect to internal
controls, we obtained an understanding of the design of relevant policies and procedures,

137


http:preparation.of

determined if ihey had been placed im operation, assessed control risk, and perfonned tests of
mtergal contrals.

QOur evalustion of the controls for performance information was limited to those controls designed
fo ensure the exastence and completeness of the information.  With respect to the performance
measures control objectives, we obtained an understanding of relevant internal control policies
and procedures designed to permit the preparation of reliable and complete performance
information, and we assessed comtrol risk. .

~ Reportable conditions are matters coming to our attention that represent significant deficiencies in

the design or operation of mternal control that could adversely affect the RP's ability to record,
process, summarnize, and report financial data consistent with the assentions of management in the
financial statements. A matenal weakness is a condition in which the design or operation of one
or more of the internal control compodents does not reduce to 2 relatively low level the nisk that
misstatements in amounts that would be matenal in relation 10 the financial statements being
audited, or material to performance measures or aggrepate of related performance measures, may
ocour and not be detected within a timely perniod by employees in the normal course of performing
their assigned functions. We noted certain matters involving internal controls over financial
reporung and their operation that we consider to be reportable conditions under standards
established by the American instituie of Centified Public Accountants and by OMB Bulletin 93.06,
as amended,

Our consideration of internal conrol would not necessarily disclose all internal control matters
that might be reportable conditions and, accordingly, would not necessarily disclose all reportable
conditions that are material weaknesses, However, we noted the {ollowing weaknesses in intemal
conlrol over financidl réporting that we consider 1o be reportable condztzons We considered the
fzzst four reportable conditions 1o be matenial weaknesses.

1. Controls Over Contributions Revenue

OPM has delegated responsibility to the employer agencies for {1) collection of contributions
revenue from participants, {2) dewermination of an agency’s contnbution, (3} centhication of
employee eligibility for benefits, and {4) maintenance of supponimg records. Establishing and
mairtaining adequate internal conirols for transactions and testing the cifectiveness of those
internal controls are the employer agencies’ responsibilities. OPM, as adininistrator, is dependent
on the employer agencies for the accuracy and completeness of the data. OFM has prescribed
minimum records, documeniation and reconciliation requirements to the employer agencies, but
does not monitor the effectiveness of emplover agencigs’ controls or therr degree of comphance
with controls.  As a resull, OPM does not have a basis for relving on other agency internal
controls as they relate to conisibutions recorded in its accounting records and other data received
which support amounts recorded in the financial statemeats.
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In addition, OPM does not have policies and proceduwres that provide for mtemai control and
financial management over the contributions revenue collecied from the employer agencies.
Specifically, OPM has not implemented ongoing monitoring and review procedures to verify the
accuracy and completeness of amounts received and recorded in its records, or implemented
other compensating comrols.

Becommendation

As noted in owr prior year report. we coniinue 1o recommend OPM establish an ongoing
monitoring and review program over agency payroll office procedures and dawa reporied and
rernitted (o OPM, as a means of ensuring the accuracy and compieteness of amounts recorded in
its financial records.

2. Cash Management - Investments

OPM does not have adequate procedures for {1} authorizing and approving investment
transactions, and {2) ensuriny that the maximum and correct amounts avalable are invested
umely. We noted 3 number of instances where Fund Balance with Treasury was over- or under-
invested during fiscal year 1997, In one such instance, the over-invested balance was
approximately $300 million. There were other instances where inlerest payments made by
Treasury were not invested timely, In addition, OPM’s invesunemt ledger (interded 10 track
transaclions) was not compiete. was not mvucwed by a supervisor, and was not reconciled timely
to balances irs the general ledger. '

Recommendation

OPM is installing a new core financial manapgement system, which includes a separate
mvestment modole, and has obiained the services of a conracior 1o develop related policies and
procedures. However, uniil implementation is compiete, as noled in our pnor year repost, we
continue to recommend OPM establish procedures that provide for (1} the preparation of cash ”
management schedules that suppont the amount and timing of invesiment fransactions, (2)
documentation of reviews and authorizations of investment transactions, and (3) verification of

the accuracy of schedules and balances, before amounts are invested,

3. System Development Life Cycle for Major Systems fmplementation Efforts

OPM does not have 2 System Developmenmt Life Cycle (SDLC) for major systems
implementation efforts. Without o SDLC, the development of systems is not coordinated with
orgamzational strategic plans and gools and may result-in the acquisition of technology that does
not provide overall desired benelits for OPM at the organizational Jevel.
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Recommendaiion

As noted in our prior year report, we continue o recommend that OPM implement a SDLC
which includes a needs analysis, systems design, and guidance for implementation, opgrations,
and maintenance. This will provide OPM with a mechanism to help ensure that its business
needs are addressed, costs are managed. deadlines are established, and management requirements
for application controls are satisfied. We understand that OPM’s plan requires involvement of
users, including other apencies, and that it needs 1o be integrated across the agency as a whole.

¥

4, Finanecial Reporting, Policies and Proeedures

RIS' financial reporting responsibilities and policy-making should be enhanced io provide
clearer integration of operational objectives with management and employee responsibilities.
RIS’s mission statement nceds 10 thoroughly incorporate financial reporting and policy
obiectives which are consistent with us fiduciary responsibilities as administrator of the RP.
Furthermore, departmental and individual financial responsibilities do not incorporate policies

and procedures designed o monitor and ensure accuracy and completeness of financial activities
of the RP.

{n) Financial management plan

RIS is responsible for administering and managing the RP, including managing conributions
received, detenmining and paying benefits, maintaining accurate benefit records, providing
retirement support services, and developing legislative initiauives for the RP. RIS has made
progress in developing hinancial management policies to fulfill these responsibilities, but has not
vet achieved full implementation.  Accordingly, weaknesses in intemai controls and accounting
systems within OPM for the RP continue.

Recommendation

We recommend that RIS fully impiement RP’s financial management plan. The inplementation
of the plan will form an internal controt structure for financial management and reporting.

i) Financial management reengingering

OPM’s processes and systems have evolved over a long pentod of time and have changed to
acidress specific issues or weasknesses in individual processes or systems, without necessanly
assessing macro level effects. Therefore, OPM and the RP operate in a paper and process
intensive environument with numerous non-integrated information systems.  Although QIT's
(quality improvement teams) were established by OPM to focus on financial system
reengineering efforts, only limited progress has been made by the teams during fiscal year 1997,
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Recommendations

¢« OPM’s current Financial Management Status Report & Five-Year Plan includes plans 10
reengineer the retirement processing system based on identified requirements. As noted in our
prior year report, we recommend the RP Status Report and Five-Year Plan include a
concerted efiort to make fundamental changes to all processes affecting all disciplines and
user groups. To be effective, this plan must address the effects of and interactions among

" human resources, technology and facilities. The focus of this effort should be directed at
determining the minimum processes necessary 1o achieve the desired results, while maintaining
an adequate system of controls.

e As we recommended last year, the cost of control processes should also be weighed against
benefits achieved. We recommend that RIS continue to develop action plans for
reengineering and streamiining i1ts financial operations and make changes to processes to
eliminate redundancies, unnecessary approvals, and extraneous records.

e RIS should carry out its current pians to overhaul core program and financial systems so they
will support the RP’s mission of improving customer service and satisfaction. OPM should
continue to improve its financial management systems by establishing fixed time frames and
action plans. Once established. OPM should aggressively monitor the plans and time frames.

5. Controls over System Software

The operating system’s (IBM QS/390) primary integrity mechanism, Authorized Program Facility
(APF), is not being property controlled. Any program with APF authority has the ability to access
all data files available to the OS/390 operating system and bypass [BM’s access control software,
Resource Access Control Facility (RACF). 1n addition, the system software admunistrative group,
not the Security Administration, is currently the owner of the RACF data set. Consequently,
there is a risk that unauthorized users can bypass RACF checking and perform sensitive security
tasks, alter data integrity and/or control the operating system.

Recommendation

OPM management should develop APF administration policies and procedures to ensure
compliance with IBM’s integrity rules for all TBM operating systems. OPM should examine
access privileges to APF libraries and determine if the current number of personnel with this level
of access is necessary. In addition, the ownership and access nghts to the RACF data set should
be reevaluated.
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6. Comprehensive Computer System and Application Risk Assessments

OPM has not conducted a comprehensive risk assessment of computer systems and a;ﬁp%ications.
Risk assessments increase the likelihood that secunty policies and procedures are being made
regarding which nsks o accept and which 1o mitigate through secarity controls.

Recommendation

OPM should develop a process for ensuring that the assessmenmt of risk is an on-going process,
and formal risk assessments are used in the development of security policies and procedures,

7. Controls Over Benefit Payments Made To Annuitants

Despite the current controls in place over benefit payments, errors continue to ocour in benefit
computations. OPM should enhance controls over benefit payments made to annuitants in order
to reduce the hkelihood of errors in benefir caleulations. The Office of Retitement Programs
{ORP) has not established cohsistent procedures and franing across departments to collect data
related 1o the occurrence of ecrors found during the adjudication process. In addition, deail data
of the results from adjudication (e.g., errors found as part of review of benefit specialists work)
performed throughout the year are not accumulated and reported to management for analysis on a
periodic basis. :

Recommendation

QOPM should evajuate the acceptability of error rates n benefit payment caleulations and expand
reviews ansd procedures until an acceptable level is achieved. The accuracy of annuitant files
should be reviewed by the Quality Assurance Division {QADY) from the inception of an anmuitants’
employment, not just from the last adjudication or post-adjudication date. The increase i
reliability of benefit payment controls gained by a more comprehensive file review will ourweigh
the incremental cost in QAD fabor hours incurred to perform the reviews,

As a by-product of the file reviews, we recommend OPM create data collection procedures, to
gather information on case adjudication, and perform an analyses of the data to determine where
errors are occurring and whether procedural changes will eliminate these errors. We recommend
OPM coliect, at a minirmum, the following data:

+ pumber and descoption of errors found;

¢ cause of errors (e.g., Keypunch, misinterpretation of legisiation); and,

» ftiming of the errors {e.g,, initial adjudication, post-adjudication).
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Data analyses should include. but should not be fimited 1o, the following:

*

identification of time periods of large or unusval error occurrences;

»

an indication of what stage of the process the errors occur {€.g., initial stage or during
adjudication processh .

-

" the types and frequencies of errors: and,

L4

a determination of the underiymng cause of the emrors.

Error information, including suggestions 10 avoid future errors, should continue 10 be
communicated  the benefit speciatist or reviewer who made the error. In addition, the results of
the data analysis should be used to facililate future training programs. These traiming programs
should reinforce the imporiance of thorough and accurate reviews of retirement case files and
benefit payment calculations prior to the payment of benefits, and should inglude procedures for
anforming reviewers of crorors and necessary corrective actions. The content of the waining
courses should include 2 refrcsher course on the application of new laws and regulations
affecting the adjudication process. The training program should also specify a minimum level of
annual training for all benefit specialists and others involved in reviewing case files and should
be consistent across all departments in the Office of Retirement Programs,

ok ok ok ok %

These conditions were considered in determining the nature, tming, and extent of the procedures
o be performed in cur audit of the RP financial stateméms as of and for the year gnded
Septernber 38, 1997,

We also noted other matters mnvolving internal control over financial reporting and its operation
that we do not consider 10 be repontable conditions that we have reported o the management of
OPM in a separate letter dated Febroary 27, 1998,

REPORT ON COMPLIANCE WITH LAWS AND REGULATIONS

The management of OPM is responsible for complying with laws and regulations applicable to
the RP. As part of obtaining reasonable assurance about whether RP's financial statements are
free of material misstatement, we performed tesis of OPM’s compliance with cerain provisions
of laws and reguiations, noncompliance with which could have a direct and material effect on the
determination of financial statement amounts, and centain other laws and regulations specified in
OMB Bulletin No. 93-06, as amended, including the requirements referred (o in the Federal
Financial Management Improvement Act of 1996. However, providing an opinion en
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compliance with certain provisions of laws and regulations was nol an objective of our audit.
Accordingly, we do not express such an opinion.

The results of our tests of compliance, performed as part of obtaining reasonable assurance abowt
whether the RP financial statements are free of material misstatement, disclosed no instances of
noncompliance that are required to be reported herein under Government Auditing Standards and
OMB Bulletin 93-06, as amended.

Federal Managers’ Financial Integrity Act (FMFIA) With respect to FMFIA compliance,
OMB Bulletin 93-06, as amended. requires OPM’s independent auditors to report if there is a
conflics botween the agency’s most recent FMFIA report and the auditors” evaluation of intemnal
control over financial reporting based on their audit of the program’s {inancial staternents.
Accordingly, as a part of our audil. we obtained an understanding of OPM’s process for
evaluating and reporfing on mtemnal control and accounting systems as required by the FMFEIA
and compared the OFM’s 1997 FMEIA report results to the resulis of our evaluation of internal
control.

In the internal control section of this report. we reported the Sysiem Development Life Cycle for
major systems implementation efforts as a material internal eontrol weakness which was not
identified by OPM management as a weakness in the 1997 FMFIA report.

Federal Financial Management Improvement Act (FFMI4} OMB Builein 93-06, as
amended, requires OPM’s udependent auditors to report whether OPM’s financial management
systems substantially eomply with (1) Federal financial management system requirements, (2)
applicable accounting standards. and (3) the United States Standard General Ledger at the
iransaction level. To meet this requirement, we performed tests of compliance using the
implementation guidance for FFMIA i1ssued by OMB on Sepiember 9, 1997,

The results of our tests disclosed instances. described below, where OPM’'s financial
management systems did nol substaptiatly comply with the requirements discussed in the
preceding paragraph: ©

« OPM has identified their core financial management system integration as a material non-
conformance in its FMFIA repon.

» The core financial management system is not compiiant with the United States Standard
General Ledger at tie transaction level (i.e., subledgers do not process transactions consistent

with SGL account description and posting reguirements).

« OPM’s financial management system does not suppors all program decision making. The
system does not produce cost repors of other.types of reports at meantngful levels.
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OPM is in the process of implementing a new core financial management system, which is
scheduled to be fully implemented by 1999, and anticipates the new system will resolve the
abave instances of FFMIA noncompliance,

An audit of financial staterments conducted in accordance with generally accepted auditing
standards; Government Auditing Stasdurds. 1ssued by the Comptroller General of the United
States; and OMB Bolletin 93-06. as amended. was not designed to and does not provide any
assurance that Year 2000 issues which may exist have been identified, on the adequacy of
OPM’s remedistion plans related to Year 2000 financial or operational issues, or on whether
OPM is or will become Year 2000 compliant, Further, we have no responsibility with regard to
OPM's efforts to make its systems. or any other systems, such as those of OPM’s vendors,
service providers, or any other 1hird pantes Year 2000 compliant, or provide assurance on
whether OPM has addressed or will he able (0 address all of the affected systems on a timely
basis. These are responsibilities of QPM’s management.

Recommendation

in addition o implementing 1he recommuendations to improve internal controls, identified in the
mtemal contral section of our report, we reeommend OPM atlocate the necessary budgetary and
staffing resources 10 ensure timely implementation of the new core financial management
sysiem. This action is in progress.  We alse recommend OPM develop an effective self-
assessment process o ensure compliance with all Federal financial management system
requirements, ‘

* ok & & & d

-

We alse noted other maners involving compliance with faws and regulations that we do not
consider to be matenial noncompliance related 1o RP that we have reported to the management of
(JPM in a separate letter dated February 27, 1998,

Distribution
This report is intended for the information of OPM’'s management, OPM's Office of the

Inspector General, and the U.S.-Congress. However, this report is a maner of public record and
its distribution is not liraited.

‘ W?u%%m'm ke

February 27, 1998
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2081 b Strgel, W,
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INDEPENDENT AUDITORS® REPORT

Director, U.S. Office of Personnel Management:

We were engaged o audhi the accompanving 1997 financiad statements of the Heaith Benefirs :
Insurance Program (HBPYL. adminisiered by the U.S. Office of Personnel Management (OPM)
Retirement and Insurance Service (RIS},  As a result of our engagement o audit the HBP
financial statements a5 of and for the vear ended September 30. 1997, we were unable 1o satisfy
ourselves as 10 fairness of the premiums paid 10 insurers and experience rawed carmner (ERC)
activity and balances recorded n the HBP financial stasements. Bacause of this and other related
marters. which are discussec funther in the Jollowing section. the scope of our work was not
sutficient 10 enable us 1o exoress, and we de not express, an opirien on the accompanving HBP
financial siatements as of and tor the vear ended September 30, 1997,

in comnection with owr engagement © audit and In accordance with Governmenr Auditing
Standargs, we also considered OFM s internal comrels over financial reporting refated to the
HBP and 1csted OPM's complinnce with cerain provisions of applicable laws and regalations
related to the HBP that could have a direct and material effect on it 1997 financial s:atements.

As a result of our consideration of intemal control over financial reporting, we identified the
foilowing reponable conditions: '

Controls over contributions revenue:

{-ash management - invesunents;

System Development Life Cscle (SDLC) for major systems implementation efforts:”
.Financial reponting. policies and procedures;

Controls over Insurance prefniums;

Reconcihiation of inter-program ransactions:

Controls over svsiem software: and

Comprehensive compuier svsiem and apphication risk assessments.

Lt 1)
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We consider the first five reporable conditions w0 be material weaknesses,

RN .. el



As a result of our tests of compliance with cenain provisions of applicable laws and regulations.
we noted no instances of noncompliance that would be reponable under Governmens Auditing
Standards and Office of Management and Budget (OMB) Bulletin 93-06. Audit Requirements for
Federal Financial Statements. as amended. In the compliance section, below, we identify
differences In material weaknesses identified by OPM in us Federal Managers’ Financial
integrity Act (FMFIA} report. and those identified in our evaluation of HBP’s intemal controls.
{n addition. the compliance section identifies noncompliance with Federal systems requirsments,
the U.8. Standard General Ledger. and Federal accounting requirements, described in the Federal
Financial Management Improvement Act (FFMIA).

The results of owr audit of the 1997 HBP financial statemens. our consideration of internal
control over financial reporting, our tests of OPM’s compliance with centain provisions of
applicable laws and regulations refated to the HBP, and our responsibilities, are discussed in the
remainder of this report.

DISCLAIMER OF OQPINION ON FINANCIAL STATEMENTS

We svere engaged 10 audit the accompanying statement of financial position of the HBP as of
September 30, 1997. und the related stacments of operations and changes in aet position and

cash tlows for the year then ended, These financial statements are the responsibility of OPM's
management.

As described in Note 1. these financial statements were prepared in conformity with the
hierarchy of accounting principles and slandards recommended by the Federal Accounting
Standards Advisory Board. This hierarchy is a comprehensive basis of accounting other than
generally accepted accounting principles.

The majority of benefits provided through the HBP are administered primarily by expenence-
rated carriers (ERCs). which charze insurance premiums (o the HBP based on actual claims
experience. Approximately % of the ioial assets and approximately 74% of the total premium
expenses reflected in 1he financial slalements of the HBP represent mransaction acuivity with
ERCs. Each ERC is required o maintain separate accounts for HBP activities and submit an
annual statement {generally unaudited) of its HBP operoting activites, which is used by OPM for
recording ERC transacuons in HBP's financial statemenmts. OPM does not have an adequate
control system over the activity (claims for reimbursements) and balances reported by the ERCs
and included in the financial statements of the HBP, In addition. OPM does not maintain records
or support for premium amounts paid to other health insurers.  Adequate evidential matter was
not available to suppont vansactions and balances related to insurance premiums and activities of
ERCs and other health insurers. [ was not practicable 10 extend our audiling procedures to
satisfy ourselves as 10 the faimess of the balances in ERC reserves of $733 million, the post-
retirement liability of approximately $159 bitlion and the related cumulative effect of a change
accounting principie of approximately 5148 billion. premiums payable of 33.0 billion. the losses
of ERCs of $1.4 biilion. post retirement benefits expense of approximately 316 billion and
premiums expenses of approximately $9 billion. included in the accompanying HBP financial
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statements as of and for the year ended September 30, 1997, Such amounts enter into the
determination of net posiuen. changes in net position. and cash flows,

Because of the mauers discussed in the preceding paragraph. the scope of our work was not
sufficient 10 enable us to express. and we do not express, an opimon on the accompanying HBP
financial statements as of and for the vear ended Seprember 30, 1997,

As discussed in Note | 1o the financial staiements, OPM implemented Statement of Federal
Financial Accounting Standards No. 3. dccouriting for Liabilities of the Federal Government,
effective Ociober 1. 1996,

The suppiernentary information captioned Supplemenial Schedule of Financial Position and
Supplemental Scheduie of Operations and Changes in Net Position s presented for purpeses of
additional analysis and is not a required part of the HBP financial statememts. The
supplementary information has been subjected 1o the procedures applied in the engagement to
audit the HBP financial statements. We are unable t0 express. and we do not express. an opinion
on this suppiementary information. for the reasons explained in the third preceding paragraph.

The information in the Overview section entitled The Health Benefits Program comains a wide
range of data, some of which is not direcily related 0 the HBP financial sutements. The
information in the Qverview is not a required part of the financial statements but is
“supplementary information required by OMB Bulletin 94-01 and 97-01. Form and Conrent of
Agency Financial Statements. "We have considered whether the information is materially
ineonsistent with the prncipal Baancial statements.  Such information has not been subjected to
the procedures applied iy our engagement o audit the financial swements and, accordingiy, we
eXPress no Opinion on it

REPORT ON INTERNAL CONTROLS OVER FINANCIAL REPORTING

The management of OPM is5 responsible for establishing and maintaining intemal controls. In
fulfilling this responsibility, estimates and judgments by management are required 1o assess the
expected benefits and refated costs of internal controd policies and procedures. The objectives of
intemal controls are 10 provide management with reasonable, but not absclute, assurance that;

* ransactions are exccuted in accordance with laws govemning the use of budget authority and
with pther laws and reguiations that could have a direct and material effect on the financial
statements;

» funds. propeny, and other assels are safeguarded against loss from unawthorized use or
disposition;

 transactions are executed in accordance with management’s authorization and are properly
recorded and accounted for to permit the preparation of reliable financial repons in
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conformity with applicable accounting principles described in Note | w0 the fimancial
siatements, and to maintain accountability over the assels: and

» data that supports reponed performance measures are properly recorded and aceounted for 10
permil preparation of reliable and complete performance information.

Because of inherent limitations in intemnal conirols. misstatements may nevertheless occur and
not be detected. Also, profection of an evaluation of internal controls to future periods is subject
to the risk that procedures may become inadequate because of changes in conditions or that the
effectiveness of the design and operation ot policies and procedures may deteriorate,

In pianning and performing our cngagememt, we considered OPM's internal control over
financial reporing for HBP in order 0 determine our auditing procedures for the purpose of
expressing our opinion on the tinuncial statcrnents, and not to provide an opinion on the internal
control over financial reporting. Accordingiv, we do not express such an opinion, Whih respect
0 mtermnal controls. we obimined an understanding of the design of relevant policies and
procedures. determined if they had been placed in operation. assessed control risk. and performed
tests of intemal controls.

Qur evaluation of the eontrols ioe performance information was limited 1o those controls
designed to ensere the existerwe and compicteness of the information,  With respect to the
performance measures control objeciives. we obtained an understanding of relevant internal
control policies and procedures designed to permit the preparation of reliable and complete
performance information, and we asscssed control risk.

Reponable conditions are matlers coming o our auenuoen tha represent significant deficiencies
i the design or operation of internal conrol that could adversely affect the HBP's ability 10
record, process. summanze. and report fnancial data consistemt with the uasserions of
management in the finaneial staicments. A material weakness is a condition in which the design
or operation of one or mare of the intemat contro! components does not reduce to a refatively
tow level the nsk that misstatemenis in amounts that would be mamerial in relation 10 the
financial statements being audited. or material 10 a performance measure or aggregate of related
performance measures. may occur and not be detected within a timely pertod by employees in
the normal course of performing their assigned functions. We noted cerain matters invoiving
intermal controls over financial reporting and their operation that we consider o be reportable
conditions under standards established by the American Institute of Cenufied Public Accountants
and OMB Bulletin 93-06. 25 amended.

Qur consideration of internal control would not necessarily disclose all internal control matters
that might be repontable conditions and. accordinpgly, would not necessarily disclose ail
reportable conditions that are material wezknesses.  However, we noted the following
weaknusses in internal control over financial reponing that we consider 1w be reportable
conditions. We consider the first tive reponable conditions 1o be maerinl weaknesses.
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i. Controls over Contributions Revenue

OPM has delegated responsibility 10 the employer agencies for (1) collection of contribmions
revenug from participams. (2) determination of an agency's contribution. {3} cenification of
emplovee eligibility for benetits, and {4} maintenance of supporung records.  Establishing and
maintaining adequate internal controls for iransactions and tesung the effectiveness of those
internal controls are the emplover agencies’ responsibiliies.  OPM. as admunistrator, is
dependent on the emplover agencies for the accuracy and completeness of the data. OPM has
preseribed minimum records. documentation and reconciliation requirements 1o the employer
agencies, but does not monitor the etfectiveness of employer agencies’ controls or their degree of
compliance with controls. As a resubt. OPM does not have a basis for relying on other agency
internal controis as they relate 1o contribuwtions recorded in its accounting records and other data
received which suppont amounts recorded in the financial statements,

In addition, OPM does not have policies and procedures that provide for internal control and
financial management over the contributions revenue collected from the employer agencies.
Specifically, OPM has not implemented ongoing monitoring and review procedures to verify the
accuracy and completeness of amounts reevived and recorded in its records. or implemented
other compensating controls,

Recommendation

As noted in our prior year report. we continue {0 recommend OPM establish an ongoing
monitoring and review program over agency pavroll office procedures and data reported and
rernitied to OPM. as a means of cnsuring the aceuracy and compieteness of amounts recorded in
its financial records. OPM advises that they are exploring alternatives to mitigate this weakness
through additional interagency covperative efforts,

2. Cash Management - lnvestments

OPM does not have adequate procedures for- (1) authonzing and approving invesiment
transactions, and {2} cosunng that the maximum and correct amounts available are invested

nmely. We noted a number of instances where Fund Balance with Treasury was over- or under-

invested dwing fiscal vear 1997. In one such instance. the under-invested balance was
approximately 3500 million. There were other instances where interest payments made by
Treasury were pot invested nmely.  In addition. OPM's investment ledger (intended to track
wransactions} was not complete. was not reviewed by a supervisor, and was not reconciled timely
o balances in the general ledger. :
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Recommendation

OPM Is installing o new core financial management svstem, which includes o separate
wvesiment module, and has obiained the services of a contracior to develop related policies and
procedures, However. until implementation is complete, as noted in our prior vear teport, we
continug 1o recopunend OPM establish procedures that provide for {1} the preparation of cash
management schedules that support the amount and tinung of investment transactions, (2)
documentation of reviews and authorizations of investmen! transactions, and {3} venficauon of
the accuracy of schedules and balances. before amounts are invested.

3. System Development Life Cvele (SDLCY For Major Systems Implementation Efferts

OPM does not have a System Development Life Cycle (SDLC) for major systems
unplementation efforts. Without a SDLC. the development of systems 1s not coordinated with
organtzational strategic plans and goals and may result in the scquisition of technology that does
not pravide the overall desired benefits for OPM at the orpanizational fevel.

Recommendation . )

As noted in our prior year reporn. we continue o recommend that OPM mplement & SDLC
which mecludes a needs analvsis. systems design, and guidance for implementation, operations,
and maimenance. This will provide OPM with a mechanism ¢ help ensure that its business
needs are addressed, costs are manayed. deadlines are established, and management requirements
for application controls are satistied. We understand that OPM’s plan requires involvement of
users. ircluding other agencies. and that it needs 1o be imegrated across the agency as a whole,

4. Financial Reporting, Policies and Procedures

RIS's financial reporting responsibilities and policy-making should be enhanced to provide
clearer integration of operational objectives with management and employee responsibilities,

RIS™ mission statement needs w thoroughly mmcorporaie financial management objectives which
are consistent with s fiduciary responsibilities as administratr of the HBP,  Funthemmore,
departmental and individual financial management responsibifities do not incorporate policies

and procedures designed to monitor and ensure accwracy and completeness of financial reponing
of the HBP.

{a} Financizl management plan
RIS is responsible for adm';ziistering and managing the HBP. including managing contributions
received. determining and paying benefits, maintaining accurate benefit records, providing health

benefit suppont services. and devetoping legisiative initiatives for the HBP. RIS has made
progress in developing financial management pelicies o Fulfill these responsibilities. but has not
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yet achieved full Implememanion. Accordingly, weaknesses in internal controls and accounting

systems within OPM [or the HBP continue,

Recommendation

We recommend that RIS f{ully implememt HBP's financial management plan.  The
impiementaion of the plan will {orm an intemal conual structure for financial management and
reporting.

(b) Financial management performance measures

During 1997, OPM’s strategic plan was enhanced t¢ place an emphasis on achieving improved
financial management within the benefit programs. However, based on our interpretation of the
requirements of the Government Perfonmance and Results Act {GPRA]J, some of RIS key
financial performance ingicators will not adequately measure HBP’s success toward achieving
this goal. For instance. according 1o OPM’s 1999 annual performance plan, a kev performance
indicator that will be used to measure the success of improving insurance camer financial
reporting and performance is: “Program financial decision-making, including rate-seting, can
occur with ingreased confidence in the information provided by the experience-rated carriers,”
it 15 not clear how iscreased vonfidence will be practically and objecuvely measured.

ecommendation

We recommmend RIS refine its crivcal objectives and key performance indicators relating 1o the

financial management of the HBP. Clear. concise objectives and measures will ensure adeguate
comrol over the HBP funds,

(¢} Financial management reengineering

OPM’s processes and systems have evolved over a jong period of time, and have changed to
address specific issues or weaknesses in individual processes or systems. without necessanly
assessing macro level effects. Therciore, OPM and the HBP operate in a paper and process
tntensive environmem with sumerous non-integrated information systems.  Although QITs
{quality improvement teams) were established by OPM 1o focus on financial sysiem
reengineenng efforts, only limited progress has becn made by the teams during fiscal year 1997,

Recommendations

» OPM’s current Financial Manageroent “Siatus Report & Five-Year Plan inciudes plans to
reengineer 1he retirement processing svstern based on identified requirements. The Business
Reengineering Program also includes some requirements o be insutted for the HBP. As
noted in our prior vear report. we recommend the HBP Status Report and Five-Year Plan
include o concerted effon o make fundamental changes o ali processes affecting all
disciplines and user groups. To be effective, this plan must address the effects of and
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mteractions amang human resources, 1echnology and facilities. The focus of this effort should
be directed at determining the minimum processes necessary to achieve zhe desired resulis,
while maintaining an adequate svstem of controls.

* As we recommended last year, the cost of control processes should also be weighed against
benefits achieved, We recommend RIS continue 1o develop action plans for reengineenng and
streamlinung tts financial operations and make changes to processes tcz climinate redundancies,
unnecessary approvals, and extraneous rcccrds

s RIS should carry out 1ts currens plans 10 overhaul core program and financial systems so they
will support the HBP's mission of improving customer service and satisfaction. OPM should
continue to improve its financial management systems by establishing fixed time frames and
action plans. Once established. OPM should aggressively monitor the plans and time frames.

5. Controls over Insurance Premiums
{9) Premiurms expense controls

RIS does not have an adequate svsiem 10 ensure the accuracy, propriety and completeness of
premiums paid and payable 10 carners. nor does RIS have an ongoing periodic review {audit) of
agercies enroliment reconciliations (0 ensure premiums and claims are paid for valid subscribers.

Community rated carmiers. OPM remits premium payments to community rated carviers (CRCs)
based on bi-weekly amounts it receives from employer agencies. RIS has not implemented sl of
the necessary procedures to venfy the accuracy and campleteness of amounts paid to the CRCs.
The procedures performed by emplover syencies are not regularly monitored by RIS io ensure
that enroliees/subscribers records reilect accuraie information. RIS relies on the OIG’s audits of
the health insurance carriers 1o ensure the validity of claims and subscnbers; however, the OIG
audits do not occur ofien enouygh for ymproper claim payments (o be recovered because the
statute of limitation has expired

Experience vated carniers {ERCs). OPM disburses premiums to expenience rated camers (ERCs)
based on claims paid by the ERCs to federal subscribers. An ERCs annual premium is based
primarily on its claims expense. ERCs are reimbursed by OPM through a letter of credit (LOC),
which is funded with employee and employer contributions received by OPM for the plan. The
ERCs do not submit documentarion for the claims paid through the LOC.

R1S does not have a reporting sysiem to monitor payments made 1o either ERCs or CRCs. The
Excessive Difference Report detals prior premtium payments, cureent premium payments, and
dollar and percentage differences for each carrier. However, there are no established policies and
procedures for using the Excessive Difference Repon to investigate and resolve significant item
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differences, Additionaily, there iz no routine, systematic process to sudit or review claims paid by
carriers for allowability under the contract.

Recommendation
As noted in our prior vear report, we continue 1o recommend that OPM:

« Continue 1o monmtor emplover agencies’ conformity with HBP compliance requirements, RIS

" established a system to ensure federal employer agencies reconcile their health benefit
enrolices from their payroll records to the premiums HBP pays to CRCs. RIS reissued written
comrnunication 1o federal agency payroll offices reminding them to provide carriers with the
names of enroliees for reconcitiation procedures, and RIS developed and distributed an audit
guide for agency personnel and payroll offices. RIS should ensure compliance with these
procedures by performing regularly scheduled compliance reviews,

- »  Expand the ongoing audit process to provide more frequent coverage of claims paid by ERCs.
The fiscal year 1999 anmual performance plan for RIS includes “validating compliance with
Federal Empioyee Heahth Henefit {(FEHB) contract provisions through regular financial and
perfcrmance audits” as 2 means of ensuring comphiance, but neither the strategic plan nor the
annual performance plan establishes a specific schedule and time frames for future evaluations,
as required by GPRA,

(b} ERC reporting controls

Each ERC is encouraged to submit an audited calendar year Annual Accounting Statement (AAS)
of HBP operating results, financial position, program statistical data, and other information. Each
ERC aso provides the HBP with financial, stanstical, and other information as of the twelve-
month period ended Seprermber 30, in an unaudited abbreviated formay which is used by OPM for
the HBP financial statements. The activity and balances repornied in the AAS are not reconciled to
transactions on the books of the HBP or used as part of the apnual financial reporting process,
and the September 30 information s not reconciled to the AAS or other audited information,

OPM semt a draft of the FEHB Plan Audit Guide to all ERCs in November 1997, describing the
development and implementation of the Guide. Beginning with fiscal year 1997, the Guide
requires carriers 10 submit 10 OPM calendar year audited financial statements, an sccompanying
management jetter, and a fiscal vear agreed-upon procedures report on OPM contract
compiiance, 35 prepared by independent auditors. Two carriers agreed (o act as pilots to perform
these procedures for fiscal vear 1997, One carmier completed thewr procedures in November 1997
and the other was scheduled 10 be completed by the end of January 1998, This Audit Guide is
still in the early stages of implementation.
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Recommendation

As noted i our prior year report, we contiiue to recommend OPM increase its effonts to require
ERCs 1o submit audited financial information and agreed-upon procedure repons, as described in
the ERC Audit Guide. "The 1999 fiscal vear annual performance plan acknowledges this process
as a means 1o achieving contract compliance by FEHB carriers. RIS should continue ta refine its
Audir Guide based on the results of the pilot programs and feedback from us ERC carmiers. with
the goal of full implememation for fiscal vear 1998,

6. Reconciliation of Inter-Program Transactions

Health insurance premiums are wilhheld from annuitant payments in the RP. The RP is
responsible for transferring the amounts to the HBP. However, the source information used 1o
record the entry in the RP i5 not the same source information used to record the entry in the HBP.
OPM has not established adequate monthty reconciliation procedures o ensure all activity
oceurring between the programs iy complete and accurate, and at year end. an out of balance
condition existed between the programs.

.

Recommendation

As noted in our prior vear report. we continue to recommend that OPM eswablish procedures to
reconciie monthly activity between the RP and HBP, and record entries in each program from the
same source information,

7. Controls over System Software

The operating system’s (IBM 0O8/390) primary integrity mechanism, Authorized Program
Facility {APFY, is not being properly controlied. Any program with APF authority has the ability
1o access all data files available w the 05/390 operating system and bypass [BM's access conwol
sofiware. Resource Access CTontrol facility (RACF).  In addition, the system sofiware
administrative group. not the Securitv Admanistration. is currently the owner of the RACF data
set. Consequendy. there is a nsk that unauthorized users can bypass RACF checking and
perform sensitive security tasks. alter data inmtegnty and/or conral the operaung system.

Recommendation

OPM management should develop APF administration policies and procedures 1o enswe
compliance with [BM's integrity rules for alf IBM operating systems.. OPM should examine
access privileges o APF libraries and determine if the current number of personnel with this
level of nccess 1s necessary. In addition. the ownership and access rights 1o the RACF daia set
should be reevaluated.
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8. Comprechensive Computer System and Application Risk Assessments

OPM has not conducied a comprehensive risk assessment of computer systems and applications.
Risk assessments increase the likelihood that security policies and procedures are being made
regarding which risks to accept and which to muigare through security controls,

Recommendation

OPM should develop a process for ensuring that the assessmeni of risk IS an on-going process.
and that formal risk assessments arc used in the developmant of security policies and procedures.

r o o ® #

These conditions were considered in determining the nature, timing, and extem of the procedures
o0 be performed in our engagement to audit the HBP {inancial statements as of and for the year
ended September 30, 1897, .

We also noted other matters involving internal control and us operation that we do not consider
10 be reportable conditions that we have reported to the management of OPM in a separate lener
dmed February 27, 1998,

REPORT ON COMPLIANCE WITH LAWS AND REGULATIONS

The management of OPM is responsible for complying with laws and regulations apphcable 1o -

the HBP. As part of obtaining reasonable assurance about whether HBP's financial statements
are free of matenal missisiement, we performed tests of OPM's compliance with cemain
provisions of laws and regulations. noncompliance with which could have a diregt and matenal
etfect on the detenmination of {inancial statement amours. and cenain other laws and regulations
specified in GMB Bulletin Mo, 93-06. as amended, including the requirements referred 1o in the
Federal Financial Management Improvement Act (FFMIA) of 1996, However, providing an
opinion on compliance with certain provisions of laws and regulations was not an objective of
our audit. Accordingly, we do not express such an opinton.

The results of our tests of compliance. performed as pan of obtaining reasonable assurance about
whether the HBP financisl statemensts are free of matenial missiatement, disclosed no instances of
noncompliance that are required 1o be reported herein under Governmenr Auditing Standards and
OMB Bulletin 93-06. as amended,

Federal Managers' Financial Integrity Act (FMFIA) With respect to FMFIA compliance,
OMB Bulletin 93-06, asy amended. requires OPM’s independent auditors 1o repon if there is a
conflict between the agency’s most recent FMFIA report and the auditors’ evaluation of internal
contral. over financial reporting based on their sudit of the program’s financial statements.
Accordingly. as 8 pan of our engagement, we obtained an undersianding of OPM’s process for
evaluating and reporting on internal control and accounting Sysiems as required by the FMFIA

i
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and compared the OPM's 1997 FMFIA repont results 1o the results of our evalvaton of internal
control,

In the internal control section of this report. we reported the Swsiem Development Life Cyele for
major systems implementation efforts as a matenal internal control weakness which was not
identified by OPM management as 3 weakness incthe 1997 FMFILA report.

Federal Financial Management !mprab«mx&t Act (FFMiI4) OMB Bullenn 93.06, as
amended. requires OPM’s independent auditors (o repon whether OPM’s financial management

‘systemns substantially comply with (1) Federal {inancial management system requirements, (2)

apphcable accounung standards, amd (G} the United States Standard General Ledger at the
transaction level. To meet this requirement. we performed tests of compliance using the
implementation guidance for FFMIA issucd by OMB on September 9. 1997,

The resuits of our lests disclosed instances, described below. where OPM’s financial
management systems did not subswantaily comply with the reguirements discussed in the
preceding paragraph:

« OPM has identified their vorv tinancial managemern systemn integration ns a material non-
conformance in its FMFLA repon.

e The core financial managoment svsiem is not compliant with the United States Standard
General Ledger at the transuction beved (L., subledgers do not process transactions consistent
with SGL account desenption and posting requirements).

o  OPR’s financial management sxstem does not suppont all program decision making. The
system does not praduce cost reparts or other types of reports at meaningful levels,

OPM is in the process of implementme u new core financial management system. which is
scheduled 10 be fully implemenied by 1999 und anticipates the new svstem will resolve the
above instances of FFMIA soncompliance.

Further, OPM continues 1o have s material weakness in internal controls relating 1o activiry
reported by ERCs and recorded in their financial statements,  This condition is an indication of
soncompliance with applicable Federal accounting standards.

An audit of financial statements vonducted in aceordance with generally accepted auditing
standards: Governmen! Auditing Standards. issued by the Comprrolier General of the United
States. and OMB Bulietin 93-06. as amended, was not designed to and does not provide any
assurance that Year 2000 issues which may exist have been idemified. or the adequacy of OPM’s
remediation plans related 1o Year 2000 financial or operational issues. or on whether OPM s or
will become Year 2000 compliani. Further. we have no responsibility with regard to OPM’s
efforis 10 make its systems. or anyv other svstems. such as those of OPM’s vendors, service
providers, or any other third parties Year 2000 comphiant. or provide assurance on whether OFM

172



http:assuran.ce

has addressed or will be able to address all of the affected systems on a timely basis. These are
responsthilities of OPM’s management

Reconmmendation

In addition to implementing the recommendations to improve internal controls. identified in the
imemal controls section of our report. we recommend OPM allocate the necesgary budgetary and
staffing resources o ensure timely implementanon of the pew core financial management
system. {This action is in progress.} We also recommend OPM develop an effective self-
assessmem process o ensure compliance with all Federal financial management system
requirements. ‘

We further recommend 'OPM’'s RIS program implement intermal control procedures over

financial reporting information produced by the health benefit carniers, 1o ensure the accuracy of
HBP financial statements. '

We also noted other matters involving compliance with laws and regulations that we do not
consider to be material noncompliance related to HBP that we have reported to the management
of OPM in a separnte letter dated Fubruary 27, 1998.

Distribution

This report is intended for the information of OPM's management, OPM's Office of the

Inspector General. and the U.S. Congress. However, this report 15 a matter of public record and
its distribution is not limited. v

i’:@}\)\&wﬁ&{ L;x?;m{é@ L@’

February 27, 1998
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Peat Marwick LLp

T 2001 M Straet, NW,
Washington, (06 200604

Director, U.S. Office of Personnel Management:

We have audited the accompanying 1997 financial swatements of the Life Insurance Program
{LP). odministered by the US. Office of Personnel Managemen: (OPM) Retirernent and
Insurance Service {RISY. in our opinion. based on our audit and the report of other auditors. the
1997 LP financial staternents are presented fairly, in all matenial respects. in conformity with the
basis of accounting described in Note | 10 the financial statements.

In connection with our audit and in accordance wath Governmen: Auditing Srandards, we also
considered OPM’s internal controls over financial reporting related 1o the LP and tested OPM’s

compliance with certain provisions of applicable laws and regulations related to the LP that could

bave a direct and material effect on its 1997 financial ststemenis.

As a result of our consideration of internal control over financial reporting related 1o the LP, we
idermfied the following reporable conditions:

Controls over comributions revenue;

(ash management - invesunents:

Systemn Developmen Life Cycie (SDLC) for major systems implementation efforts:
Financial reporiing, policies and procedures;

Reconciliation of inter-program transactions;

Controls over system software:

Comprehensive computer system and application risk assessments; and

Review procedures over carrier benefit payments.

G sef O A e L opa —

4

We consider the first four reportable conditions to be material weaknzsses.

As aresult of our 1ests of compliance with certain provisions of applicable laws and regulations,
we noted no instances of noncompliance that would be reponable under Government Auditing
Standards and Office of Management and Budget (OMB) Bulletin 93.08, Audit Reguirements for
Federal Financial Siaremerss. as amended. In the compiiance secuon below, we identify
differences in material weaknesses identified by OPM in its Federal Managers” Financial
Integrity Act (FMFLA) report. and those identified in owr evaluation of LP s intemal controls. In
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addition. the compliance section identifies noncompliance with Federal systems requirements,
the U.5. Swundard General Ledger, and Federal accounting requirements, described in the Federal
Finanrial Management Improvement Act (FFMIA).

The results of our audit of the 1997 LP financial statements. pur consideration of internal control
over financial reporting, our tests of OPM’s compliance with cenan provisions of applicable
iaws and regulations related to the LP. and our responsibilities, are discussed in the remainder of
this report. ‘

OPINION ON FINANCIAL STATEMENTS

We have audited the accompanying statement of financial posttion of the LP a5 of September 30,
1997, and the related statermnents of operations and changes in net position and cash flows for the
vear then ended. These financial statements are the responsibility of OPM’s management. Our
responsibiiity is to express an opinion on these financial statements based on our audit. We did
not awdit the financial statements of Metropolitan Life Insurance Company’s Office of Federal
Emplovees {roup Life Insurance Programs (OFEGLI) which statements reflect assets
constituting approximately 3% of wial assets and approximately 99% of total benefit paymenis.
Those statements were audited by other auditors whose report has been furnished to us, and our

opinton. insofar as it relates o the amounts included for OFEGLI, is based salely an the report of
the other auditors.

We conducied our audit in sccordance with generally accepied auditing standards; the standands
applicable to fimancial audits contined in Government Auditing Siandards. issued by the
Comprtroller CGeneral of the United States: and OMB Bulletin 93-06, as amended. Those
standards require that we plan and perform the audit 10 obtain reasonable assurance that the
financial statements are free of material misstatement.  An audit inciudes examining, on a test
basis. evidence supporting the amounts and disclosures in the financial statements. An audit also
includes assessing the accounting principies used and significanr . estimates made by
management. as well as evaluaung the overall financial statement presentation, We believe that
our audit provides a reasonable basis for our opinion.

As described in Note !, these fimancial statements were prepared in conformity with the
hierarchy of accounting principles and standards recommended by the Federal Accounting
Standards Advisory Board. This hierarchy is a comprehensive basis of accounting other than
generaily accepted accounting principles.

In our opinion, based on our audit and the report of the other auditors, the 1997 financial
statements referred 1o above present fairly. in all marenal respects, the {inancial position of LP as
of Septernber 30, 1997, and the results of ts operations and chianges in net position and its cash
flows for the year then ended. in conformity with the basis of accounting described in Note | to
the Ninancial statements,
f

Qur audit was conducted for the purpose of forming an opinion on LP financial statements taken
as a whole. The supplementary information captioned Supplemental Schedule of Financial
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Position, Suppiemental Schedule of Operations and Changes in Net Position and Suppiemental
Schedule of Cash Flows is presented for purposes of additional analysis and is not a required parnt
of the principal financial statemems, The 1997 supplementary information has been subjected 1o
ithe procedures applied in the audit of the financial statements, and, in our opimon. based op our

audit and. with respect 1o the amounts included for OFEGLL the report of other auditors, s fairly .

siated in all material respecis in relation to the principal financial statements taken as 3 whole,

The information in the Overview secuon entitled The Life Insurance Program contains a wide
range of data. some of which is not directly related to the LP finaneial statements. The
information in the Overview is not a required pan of (he principal financial statements but is
supplementary information required by OMB Bulieun Nos. 94-01 and $7-01, Form and Content
of Agency Financial Statements. We have considered whether this information is maternially
ingonsistent with the principal financial statements. Such information has not been subjected 1o
the procedures applied in the audit of the financial statements and. accordingly, we express ne
opimon on 11,

REPORT ON INTERNAL CONTROLS OVER FINANCIAL REPORTING

The management of OPM is responsible for eswblishing and maintaining internal controls. in
fulfilling this responsibility, estimates and judgments by management are required to assess the
expected benefits and related costs of internal control policies and procedures. The objectives of
internal controls are o provide management with reasonable, but niol absolute, assurance that

e transactions are executed in accordance with laws governing the use of budger authority and

with other laws and repulations that could have 2 direct and maienal effect on the financial
statements;

w

o funds, property, and other assets are safeguarded against loss from unauthonzed use or
disposition:

» (ransactions are executed in accordance with management’s authorization and are properly
recorded and accounted for o permit the preparation of reliable financial repons in
conformity with applicable accounting principles described in Note | 1o the financial
statemenis, and 1o maintain accountability over the assets; and

* data that suppons repored performance measures are properly recorded and accounted for to
permit preparation of reliable and complete performance information,

Because of inherent limitations in internal controls, misstatements may nevertheless occur and
not be detected.  Also, projection of an gvaluation of internal controls 1o future periods is subject
1o the rigk that procedures may become inadequate because of changes in ¢onditions or that the
effectiveness of the design and operation of policies and procedures may deteriorate.
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In planning and performing our audit. we considered OPM's internal control over financial
reporung for LP in order o determine our auditing procedures for the purpose of expressing our
opinion on the financial statements, and nol 1o provide an opinion on the internal control over
financial reporting. Accordingly, we do not express such an opinion.  With respeet o internal
controls. we obtained an understanding of the design of reievant policies and procadures,
determined if thev had been placed in operation, assessed conirol risk. and performed tests of
internal controls. :

Qur evaluation of the controls for performance information was itmited 1o those controls
designed to ensure the existence and compieteness of the information. With respect to the
perfonpance measures control objectives, we obtained an understanding of relevant internal
control policies and procedures designed to permit the preparation of reliable and complete
performance imformation, and we assessed control nsk.

Repornable conditions are matters voming (0 our attention that represent significant deficiencies
in the design or operation of internal control that could adversely affect the L¥'s ability 1o record,
process. summarize. and report tinancial data consistent with the assenions of management in the
financiat statements. A material weakness is o condition in which the design or operation of one
or mote of the tnternal control components does not reduce to a relatively low fevel the risk that
misstatements in amounts that would he maerial in refation 10 the financial statements being
audited, or material to a perfermance measure or aggregate of related performance measures,
may occur and nol be detected within o timely period by employees in the normal course of
performing their assigned functions. We noted certain matters involving intemal controls over
financial reporting and their operation that we consider 10 be reportable conditions under
standards established by the Amenican Instiwite of Cenrtified Public Accountants and by OMB
Bulletin 93-06, as amended.

Cur considerntion of internal conral would not necessarily disclose all internal control matters
that might be reportable condiions and. accordingly, would wnot necessanly disclose all
reportable conditions that are moterial weaknesses.  However, we noted the following
weaknesses in internal control over tinancial repoming that we consider 0 be reportable
conditions. We consider the first four reportable conditions o be material wesknesses.

1. Coutrols over Contributions Revenue
N

OPM has delegated responsibility 16 the eraplover apencies for (1} colliection of contributions
revenue from participants, (2} determination of an agency’s contribution. (3} certification of
employvec eligibility for benefits, and (J) maintenance of suppcrting records. Establishing and
maintaming adequare internal conwrols ol transactions and testing the effectiveness of those
internal controls are the employer agencies’ responsibilities. OPM, as administrator, is
dependent on the employer agencies for the accuracy and completeness of the data. OPM has
prescribed minimum records. documentation and reconciliation requirements to the emplover
agencies. but does not moniter the etfectiveness of employer agencies’ controls or their degree of
compliance with controls. As a resut, OPM does not have a basis for relying on other agency
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internal conurols as they relate 1o contributions recorded in its accounting records and other data
reeeived which support amounts recorded in the financial statements,

[n addition. OPM does not have policies and procedures that provide for internal control and
financial management over the conuibutions revenue collected from the employer agencies.
specificaliy. OPM has not implemenied ongoing momitonng and review procedures 1o venfy the
accuracy and compleieness of amounts received and recorded in its records, or implemented
other compensating controls.

Recommendation

As noted tn our prior year report. we continue 1o reeommend that OPM esiablish an ongoing
monnoring and review program over agency payroll office procedures and data reported and
remitted 1o OPM, as a means of ensuning the accuracy and completeness of amounts recorded in
its financial records.

3. Cash Management - lnvestments

OPM does not have adequate procedures for (I} awmhonizing and approving invesunent
transactions, and (2) ensuring that the maximum and correct amoums available are invested
timely. We noted a number ol instances where Fund Balance with Tredsury was over- or under-
invesied during fiscal vear 1997. Im one such mnstance, the under-invesied balance was
_approximately $600 million. There were other instances where interest payments made by
Treasury were not invested timelv. In addition, OPM’s investroent ledger (intended to wrack
transactions} was not complete. was not reviewed by a supervisor, and was not reconciied timely
to balances in the general ledper. “

Recommendation

OPM is instalbing a new core financial management system, which includes a separste
investment module, and has obtained the services of a contractor to develop related policies and
procedures. However, until implementation 1s complete, as noted in our prior year report, we
continue 1o recommend OPM establish procedures that provide for (1) the preparation of cash
managemendt schedules that support the amount and timing of investment transactions, {2}
documeniation of reviews and authonizations of investen: wransactions, and (3) verification of
the accuracy of schedules and balances. before amounts are invested.

3. System Development Life Cycle (SDLC) For Major Systems Implementation Efforts
OPM does not have a Sysiem Development Life Cyele (SDLC) for major systems
implementation efforts. Withowt a SDLC. the development of systems is not coordinated with

organizational sirategic plans and goals and may result in acquisition of technology that does not
provide the overall desired benefits for OPM at the organizationai levei.
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Recommendation

As noted In our prior year report, we continue to recornmend that OPM implement a2 SDLC
which includes a needs analysis. systems design, and guidance for implementation. operations.
and maintenance. This will provide OPM with a meehanism to help ensure that s business
needs are addressed. costs are managed, deadlines are established, and management requirements
for application controls are satisfied. We understand that OPMs plan requires invoivernent of
users, including other agencies, and that it needs to be integrated across the agency as a whole.

-

4. Financial Reporting, Policies and Procedures

RIS" financial reporting responsibilities and policy-making should be enhanced to provide
- clearer integration of operational objectives with management and employee responsibilities.
RIS migsion statement needs to thoroughly incorporate financial management objectives which
are congistent with its fiduciary responsibilities as admipistrator of the LP.  Furthermore,
departmental and individual financial management responsibilities do not incorporate policies

and procedures designed 10 monuor and ensure accuracy and completensgss of financial reporting
of the LP.

{a} Financial management plan

RIS is responsible for administering and managing the LP, including managing contributions
received, determining and paying beneiits. maintaining accurate benefit records, providing life
. isurance suppont services, and developing legislative initiatives for the LP. RIS has made
progress in developing financial management policies to fulfill these responsibilities, but has not
yet achieved full implementation.  Accordingly, weaknesses in iniemal controls and accounting
systemns within OPM for the LP continue, '

Recommendation

We recommend that RIS fully implement RE’s financial management plan. The implementation
of the plan will form an internal control structure for financial management and reporting.

(&) Financial managemeni regnginesring

OPM’ s processes and systems nave evolved over a fong period of time, and have changed 1o
address specific issues or weakaoesses in individual processes or systems, without necessarily
assessing macro level effects. Therefore. OPM and the HBP operate in a paper and process
intensive environment with numerous non-integrated information systems. Although QITs
{guality improvement teams) were established by OPM 1o {ocus on financial system
reengineering efforts. only limited progress has beers made by the teams during fiscal year 1997.
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Revommendations

» OPM's current Financial Managemest Status Report & Five-Year Plan includes plans to
reengineer the returement processing systern based on identified requirements. The Business
Reengineering Project also includes stme requirements to be instituted for the LP. As noted
inn our prior year report, we recommend the LP Siatus Report and Five-Year Plan include 2
concerted effort to make fundamental changes to all processes affecting all disciphines and
user groups. To be effective, this plan must address the effects of and interaciions anmong
human resources, technology and fagilities. The focus of this effort should be directed at
determining the minimum processes necessary to achieve the desired results, while
maintaining an adequate sysiem of controls.

s As we recommended last vear, the cost of control processes should also be weighed against
benefits achieved. We recommend RIS continue to develop action plans for reengineering
and streamlining its financial operations and make changes 1o processes to eliminate
redundancies, unnecessary approvals. and extranecus records.

* RIS should carry out its current plans to overhaul core program and financial svstems so they
wil} support the LP’s mission of improving customey service and satisfaction. OPM should
continue to improve its Ninancial management systems by esiablishing fixed time frames and
acuon pians. Once established, OPM shouid aggressively monitor the plans and time frames.

8. Reconciliation of Inter-Program Transactions

Life insurance premiums are withheld from annuitant payments in the Retirement Program (RP).
The RP is responsible for transferming the amounts to the EP. However, the source information
used {0 record the entry in the RP is not the same source informatien used 0 record the entry in
the LP. OPM has not established adequate monthiy reconcilisuon procedures to ensure ail
activity occurring between the programs is complete and accurate. and at year end, an out of
balance condition existed between the programs.

Recommendation
As noted in our prior year report, we continue to recommend that OPM esiablish procedures to

reconcile monthly activity between the RP and LP, and record entries in each program from the
same source information.

6. Controis over System Software

The operating system’s (IBM O8/390) primary integnty mechanism. Awuthorized Program
Facility (APF}, is not being properly controlied. Any program with APF authority has the ability
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1o access all data files available 1o the 08/390 operating system and bypass IBM's access control
saftware. Resource Access Conwmol Facility (RACF).  In addition, the system software
administraitve group, not the Security Administration. is currently the owner of (he RACYF data
set. Consequently, there is a risk that unauthorized users can bypass RACF checking and
perfonn sensitive security tasks, alier data integrity and/or control the operating system.,

Recommendation

As noted in our prior year report. OPM munagement should develop APF administration policies
and procedures to ensure compliance with [BM's integrity rules for all IBM operating systems.
OPM should examine access privileges to APF libranies and determing if the curmrent number of
personnel with this level of access 15 necessary. In addition, the ownership and access rights o
the RACF data set should be reevaluaed. '

7. Comprehensive Computer System and Application Risk Assessments

OPM has not conducted 3 comprehensive risk assessment of computer systems and appiications.
Risk assessments increase the likelihood that security policies and procedures are being made
regarding which risks to accept and which 10 mingate through security controls.

Recommendation

As noted in our prior vear report. OPM should develop 2 process for ensuring that the assessment
of risk is an on-going procvess. and that formal risk assessments are used in the development of
security policies and procedures.

8. Review procedures over carrier benefi{ payments

Metropotitan Life Insurance Company (MetLife) administers the Federal Emplovees Group Life
Insurance Program. MetLife does not maintain records of subscribers and their coverages.
Claims are processed and paid bv MetLife based on forms provided directly from participating
federal agencies.

RIS has not implemented adequate claim review procedures which ensure payments made by

MetLife to life insurance beneficianies are accurate. RIS’ Quality Assurance Division performs

{imited procedures o test claim payments; however, the following are not performed by OPM:

» Annual analytical reviews of total persons removed from the Central Personnel Data File
{CPDF), Personnel Dama File. and Annuity Roll Processing System, due 1o death, to total
claims processed by MetLife:

» Review of escheat balances: and
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» Maintenance of complete Form FE-6. Claim for Death Benefits, files 1o verify claims

Recommendation

As noted in our prior vear report, we continue to recommend RID establish its own procedures to
verify the accuracy and validity of claims paid to beneficiaries of employees from other federal
agencies. A regular review of MetLife escheatment procedures should also be performed on a
regular basis. RIS should either assign these tasks 1o an intermal quality assurance function or
ovisource them 10 ensure completion each year. We also recommend RIS consider implementing
additional procedures. such as regularty reconciling plan members removed from the CPDF due
to death 10 members receiving benefits.

These conditions were considered in determining the nature. timing, and extent of the procedures

to be performed in our audit of the LP financial statements as of and for the year ended
September 30, 1997,

We aiso nored other matters involving internal control over financial reporting and its operation
that we do not consider 1o be reportable conditions that we have reported to the management of
OPM in a separate letter dated February 27. 1998,

REPORT ON COMPLIANCE WITH LAWS AND REGULATIONS

The management of OPM is respansible for complying with laws and regulations applicable to
the LP. As part of obtaining reasonable assurance about whether LPs financial statements are
free of material missiatement, we performed tests of OPM’s compliance with cenain provisions
of laws and regulations. noncompliance with which could have 2 direct and materzal effect on the
determination of financial statement amournts, and certain other laws and regulations specified in
OMB Bulletin No. 93-06, as amended. including the requiremems referred 1o in the Fedeml
Financial Management Improvement Act (FFMIA} of 1996, However, providing an opinion on
compliance with cenain provisions of laws and regulations was not an objective of our audit.
Accordingly, we do not express such an opimon.

The results of our tests of compliance, performed as part of obtaining reasonable assurance about
whether the LP financial statements are free of matenal misstatement, disclosed no instances of
noncompiiance that are required 1o be reported herein under Government Auditing Standards and
OMB Bulletin 93-06, as amended.

Federal Managgers’ Financial Tniegrity Act (FMFIA} With respect to FMFIA compliance,
OMB Bulletin 93-06, as amended. requires OPM’s independent auditors 1o repont if when there
is a conflict between the agency’s most recent FMFIA repont and the auditors’ evaluation of
internal control over financial reporting based on their audit of the program’s financial
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statements. Accordingly, as a part of our audit. we obtained an understanding of OPM’s process
for evaluating and reporting on ternal comrol and accounting systems as required by the
FMFIA and compared the OPM’s 1997 FMFIA repont results to the results of our evaiuation of
iniernal control.

fn the internal control section of this repont. we reporied the System Development Life Cyele for
major systems implementation effons as a matenial mternal conwol weakness which was not
identificd by OPM management as a weakness in the 1997 FMFIA report.

Federal Financial Manogement Improvement Act (FFMI4) OMB Bulletin 93-06, as
amended, requires OPM’s independent auditors to report whether OPM’s financial managememnt
systems substantiafly comply with (1) Federal {inancial management sysiern requirements, {2}
applicable accounting standards, and {3) the United Stales Standard General Ledger at the
ransaction level, To meet this requirement. we performed tests of compliance using the
implementation guidance for FFMIA issued by OMB on September 9, 1597,

The results of our tests disclosed instances, described below, where OPM’s financial
management systems did not subsantially comply with the requirements discussed in the
preceding paragraph: - :

« OPM has identified their core finuncial management system integration as a material non-
conformance in its FMEIA repont.

» RIS does not record (ransactions at the United States Government Standard General Ledger
{8CGL} kevel (1.e.. subledgers do not process transactions consistent with SGL account
descniption and posting requirementsi

s  OPM’s {inancial management system does not support all program decision making. The
systern does not produce cost reparis or other tvpes of reports a1 meaningful feveis.

OPM is in the process of implementing 4 new core financial management system. which is
scheduled 1o be fully impiemented by 1999, and anticipates the new system will resolve the
above instances of FEFMIA noncompliance.

An audit of financial statements conducted in accordance with generally accepted auditing
standards; Government Auditing Standards. issued by the Comptroller General of the United
States; and OMB Bulletin $3-06, as armended, was not designed and does not provide any
assurance that Year 2000 issues which may exist have been dentified, on the ndequacy of
OPM’s remediation pians related 0 Year 2000 financaal or operational issues. or on whether
OPM is or will become Year 2000 compliant. Further, we have no responstbility with regard to
QOPM’s efforts to make its systems. or any other sysiems, such as those of OPM’s vendors,
service providers, or any other third parties Year 2000 compliant, or provide assurance on
whether OPM has addressed or will be able to address all of the affected systems on a timely
basis. These are responsibilities of OPM™s management.

£
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Recommendation

In addition to implementing the recommendations 1o improve internal controls, identified in the
imernal controls section of our report, we recommend OPM allocate the necessary budgetary and
slaffing resourees o ensure limely implemeniation of the new core financial management
system. (This action is in progress.y We also recommend OPM develop an effective seif-
ASSESSIMEn? process to ensure compliance with alf Federal financial management sysiem
reguirements.

We also noted other maners involving compliance with laws and regulations that we de not
consider 1 be material noncomplisace refated 1o LP that we have reporied to the management of
OPM in a separate letter dated February 27. 1998,

Dvstribution

This report 15 imended for the mibrmation of OPM’s management. OPM’s Office of the
Inspector General. and the US Conpress. However, this repon is a matter of public record and its

distribution is net limited.
G {F;eﬁst}\}\w[z L@

-

February 27. 1998
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INDEPENDENT AUDITORS' REPORT
Director, U.S. Office of Personne! Management:

We have audited the accompanying 1998 financial statements of the Retirement Program (RP),
administered by the U.S. Office of Personnel Management (OPM) Retirement and Insurance
Service (RIS). In connection with our audit and in sccordance with Govermment Auditing
Standards, we also considered OPM’'s internal controls over financial reporting related to the RP

and tested OFM’s compliance with certain provisions of applicable laws and regulations related -

to the RP that could have a direct and materisl effect on its 1998 financial statements.

In our opinion, RP's fiscal ycar 1998 financia! statements are presented fairly, in all matenal
respects, in conformity with the basis of accouming described in Note 1 1o the financial
statements. ‘

As a result of our consideration of internal contro) over financial reponting, we noted reportable
conditions in the following areas:

Cash management — investments.

EDP general contvol environment.

Annual financial reporting, policies and procedures.
Controls over benefit payments made 1o ansuitants.
Controls over annuily overpayments magde to annuitants.

f..&:hmt-)a-ﬁ

As a result of our iests of compliance with cenain provisions of applicable laws and regulations,
we noled po instances of reportable noncompliance with laws and regulations we wesied that are
required 10 be reported under Government Auditing Standards and Office of Mansgement and
Budget (OMB} Bulletin No. 98-08, Audir Requirements for Federal Financial Statements, us

amended. ‘

Cur conclusions and the scope of our work are discussed in more detaii below,

OPINION ON FINANCIAL STATEMENTS

We have audited the accompanying balance sheet of the RP as of September 30, 1998 and the
related staternents of net cost, changes in net position, budgetary rescurces, and financing for the

© year then ended.

As described in Note 1, these finsncial statements were prepared in conformity with the
hierarchy of accounting principles and standards recommended by the principals of the Federal
Agcounting Standards Advisory Board. This hicrarchy is & comprehensive basis of accounting
other than generally accepted accounting principles.
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In our opinion, the 1998 financial statements referred 1o above present fairly, in all matenal
respects, the financial position of the RF as of September 30, 1998, and its net cost, changes in
net position, budgetary resources, and reconciliation 61 net cost 1o budgetary obligations for the
year then ended, on the basis of accounting described in Note 1 to the financial staternents,

As discussed in Note | to the financial statements, the RP implemented Statement of Federal
Financial Accounting Standards No. 4, Monagerial Cost Accounting Concepes and Standards
arud No. 7, Accounting for Revenue and Other Financing Sowrces and Concepts for Reconciling
Budgetary and Financial Accounting, cfiective October 1, 1997,

The information in the Overview section entitied The Retirement Program is sot a required part
of the financial statements but is other accompanying information required by OMB Bulletin 97-
01, Form and Content of Ageney Finoncial Staiements. We have considered whether this
information is materially inconsistent with the financial statemnents. However, we did not audit
the Overview of the RP, and accordingly, we express no opinion on it. The performance
information included in the Overview {s addressed in the following section of our report, in
accordance with OMB Bulletin No. 98408, as amended.

INTERNAL CONTROL OVER FINANCIAL REPORTING

We noted certain matters, desenbed in ttems 1 through 5 below, involving the internal control
over financial reporung and its operation that we consider to be repontable conditions under
standards 1ssued by the American Institote of Certified Public Accountants and OMB Bulletin
No. 98-08, as amended. Our consideration of intemnal control over financial reporting would not
necessarily disclose all matters in the internal control over financial reporting that might be
reportable conditions and, accordingly, would not necessarily disciose all reportable conditions
that are material weaknesses. Reponable conditions are matters coming to our atiention that
represent significant deficiencies in the design or operation of internal control that, in ouwr
judgment, could adversely affect the RP's ability to reeord, process, summarize, and report
financial data consistent with the assertions of management tn the financial statements,

Material weaknesses are reportable conditions in which the design or operation of one or more of
the interna! control components does not reduce 10 a relatively low level the risk that
misstatements, in amounts that would be material in relation to the financial statements being
audited, may occur and not be detected within a timely period by employees in the nonmal course
of performing their assigned functions. However, we do not consider the reponable conditions
described below 10 be material weaknesses, as defined above. The status of prior year findings is

preseated in Exhubit 1.

These conditions were considered in determining the nature, timing, and extent of audit
procedures to be performed in our audit of the RP's 1998 financial statements. We also noted
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other matters involving intérnal control ;:vcr financial reporting and its operation that we have
reported to the management of OPM in a separate Jetter dated February 23, 1999

1. Cash Managemeni ~ Investments

OPM does not have adequate sysiems to effectively forecast and control investments. In
addition, the investment subledgers are not always reconciled to the general Jedger timely and do
not provide evidence of supervisor review and approval.

Recommendation

As noted in our prior year’s report, OPM is installing 2 new core financial management system
which inciudes s separate investment rodule, and has obsained the services of @ contractor to
develop related policies and procedures.  However, until implementstion is complete, we
continue to recommend OPM establish interim procedures that provide for (1} the preparation of
cash management schedules that support the ameunt and tming of mvestment transactions, (2}
documentation of reviews and authorizations of investrnent transactions, and (3) verification of
the accuracy of schedules and balances before amounts are invested.

2. EDP Genersl Contrsl Environment

Our overall assessment of OPM’s EDP control environment as a reportable condition relates to
the foliowing arcas:

(2} Entity-Wide Security Program

Cennin areas in OPM’s entity-wide security program could be strengthened. An entity-wide
security program, including security policies and a relaled implementation plan, 13 the foundation
of an entity’s security conuwrol structure and a reflection of senior mansgement's comunitment ©
addressing secunty risks.  Without a well-designed program, security controls may be
inadequate; responsibilities may be unclear, misundersiood, and improperly implemented; and
controls may be inconsistently applied. Such conditions may lead to insufficient protection of
sensitive or critical resources and disproportionately high expenditures for controls over low-risk

TESOUICES,
Weaknesses identified include the following:

s RIS’ mainframe secunty policies and procedures do not specifically address important
aspects of security and RIS’ local ares nerwork does not have formal documented security

policics and procedures.
s Weaknesses exist in the security monitoring process.
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{b} Access Contrel

OPM’s EDP access controls require modification. Access controls should provide reasonsble
assurance that computer resources {data files, application programs, and computer-related
facilities and equipment) are protected against unauthorized modification, disclosure, loss, or
impairment.  These controls include controls over physical access 10 z:ompma resources, and
congols that prevent unauthorized access to sensitive files.

Identificd weaknesses include:

» Copies of data seistapes were created and shipped to third parties withowt appropriate
documented desk procedures.

» {enain user acoounts have excessive privileges 1o mainframe resources.

-

(¢) Application Change Control/Systems Development

Cerain contrels over the modification of spplication software programs are deficient.
Establishing controls over the modification of application software programs helps to ensure that
only authorized programs and authorized modifications are implemented. Without proper
conwols, there is a risk that scourity features could be inadvertently or deliberately omitied or
“tumed of " or that processing irregularities or malicious code could be introduced.

s
As noted in our prior year report, cxamples of weaknesses are as follows:

s A systemns development methodology has not been developed for application software and
the current “RSOD Retirement ADP Swiandards and Procedures™ is mussing critical chapters,
including data set design and allocauon,’ system development procedures, wstmg and
acceptance, and system sofrware instaliation and maintenance.

e A formal, comprehensive methodology for application change control has not been
documented or implemented. For example, programs maintained by peripheral groups, like
the Office of Actuarics, have little or 1o change controls.

{d) Service Continuity

Losing the capability 10 process, retrieve, and protect infonmation mainiained clectronically can
significantly impact OPM's abilify to accomplish its misston. For this reason, an agency should
have procedures in place to protect information resources and minimize the risk of unplanned
interruptions and a plan to recover critical operations should interruptions occur. To mitigate
service interruptions, it is essential that the related controls be understood and supporied by
management and staff throughout the organization.
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Weaknesses in OPM's controls affecting service continuity include the following:

+ RIS has not completed and fested a contingency plan for conducting eperations should
portions of their Year 2000 rernedintion efforts fail. A draft plan is currently under

°© development.

e RIS' Local Area Network (LAN) room is not equipped with s smoke detector, dry sprinkler
system or fire alarm, and deficiencies found during the compuier room inspection by GSA
are not consistently reported, tracked, and addressed in a timely manner.

Recommendation

We recommend that OPM develop a formal action plan to review and revise its EDP general
controfs. This plan should address each of the four areas discussed sbove as weli as other areas
that impact the general EDP control environment, set forth appropriate correction aclion sieps,
assign responsibilities to employses, and establish target completion dates for each action. This
plan should be reviewed by the Office of the Inspector Genersl and adopted by executive
manegement of OPM and provide for periodic review of progress towards achievement of
correclive actions.

3. Asnnual Finsncial Reporting, Policies and Procedures

Agencies’ requirements to provide complex, audited financial information have increased and
RIS’ year-end financial reporting responsibilities have become more demanding. To respond to
these demands, 85 soon as the fiscal year 1997 reporting requirements wers mset, RIS began

analyzing the impact that OMB Bulletin No. 97.0] (Bulletin) would-have on its 1998 financial .

reporting eycie.  Out of their analysis, RIS produced policy staternents that provided formal
documentstion on how the Bulletin would be implemented. For instance, the policy statements
described how the benefit plans™ general Jedger accounts should combine to present the reporting
format required by the Bulletin, how centain financial staement line items are be categorized
under the Bulletin, and how the 1998 fiscal year financial statements should be displayed.

These proactive efforts enabled RIS to produce comnplete and accurate fiscal year 1998 financial -

statements in sccordance with the Bulletin. However, the Bulletin's complex reporling and
disclosure requirements and RIS swuffing lmiwtions affecied the adequacy of their quality

control function for annval financial reporting.  As a result, the following weaknesses wers

oheerved:

. I}ifﬁcuﬁy in producing complete and accurate year-end financial statement drafls in a timely
manser; .

». Cross-reviews of financial statements and footnote drafls were not performed timely by the
Benefits Accomnting Branch and Financial Policy. )
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» Existing procedures did not regquire the Office of Actuaries to review the post-retirement
benefit liabilities and disclosures presented in the financial statements,

e The Plans’ draft financial statements and their related footnotes contained differing financial
statement line item captions, sccount classifications or basis of presentation.

» Reconciliations were not performed to document the differences between budpetary amounts
reporied in the draft financial statements and corresponding amounts reported on the year end
SF-133 and SF-2108 forms.

RIS sepregated its reporting responsibilities between the Benefits Accounting Branch (BAB),
who prepared the benefit plan financial statements and Financial Poliey, who prepared the
refated footnotes, making regular commuracation and cross-reviews essential.

Recommendation

RIS should seek ways to strengthen the effectiveness of the financial reporting cycle controls 1o
prevent financial reporting errors and inconsistencies and to improve the timeliness of year-end
financial statemcnt preparation, We recommend RIS institute a formal year-end financial
statement preparstion process, which requires BAR and Fiscal Policy (0 review and approve each
other’s financial statement drafts and footnotes. Additionally, once the Office of Actuaries (OA)
has compieted their work, RIS has posted the actuarial estimates and Financial Policy has
prepared related footnote information, the OA should review and provide concuwrrence with the
financial statement amounts and disclosures. The review and approval process should be
documented 1o provide evidence of control.

-

RIS should alsc review the general ledper crosswalks and financial statement preparation
procedures for all the pians 1o assure financial information will accumulate correctly in future
years. To accomplish this, we recommend RIS review the difficulties they experienced in
preparing the 1998 financial statements and determine what additional controls, policies or
procedures are necessary to make fiscal year 1999's process more cffective.

Prior 1o issuance of a new financial policy statement, we recomunend RIS address the impact of
that statement on the financial statement preparation process. BAB should actively meet with
the Financial Policy group on major policy issues and establish a dialogue addressing what
effects the new policy will have on their workload and systems capabiiities. This action will
allow BAB to better plan for the implementation of new financial sccounting standards and
policies before they must be put in place.

Also, management should realistically evaluate RIS’ cument staffing levels and processing
methods to determine whether more résources or new procedures, or both, are needed to

accomplish the objectives set forth in the preceding recommendations.
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4, Controls Over Benefit Payments Made To Annuitants

Despite the current controls in place over benefit payments, errors continue to oceur in benefit
computations for payments made to annuitants. A statistically based projection was performed
and we were able 10 determine from the results that the balances in the financial statements were
materially correct. The Office of Retirement Programs (ORP) has not established consistent
procedures and treining across all departments to collect data related to process annuitant benefit
applications and the occurrence of emors found during’ the adjudication process, In addition,
detail date of the resuls from sdjudication (eg., errors found as part of review of benefit
specialists work) peformed throughout the year are not accurmulsted and reporied 1o
mansgement for analysis on a periedic basis,

Recommendation

OPM should enhiance controls over benefit payments made to anpuitants 1o reduce the likelihood
of errors in benefit calculations. OPM should evaluate the accepability of error rates in benefit
payment calculations and expand processing reviews to reduce the number of erors. The
processor should veview the accuracy of annuitant files. from the inception of an annuitanty’
retirement, not just from the Jast adjudication or post-adiudication daie.

We recommend OPM create daa collection procedures to gather information on case
adjudication, und determine causes for errors and whether procedural changes will eliminate
these errors. We recommend OPM collect, at a minimum, the following data:

* number asd description of errors found.

» cause of errors {£.g., keypunch, misinterpretation of legislation).

e timing of the errors (e.g., initial adjudication, post-adjudication).

Dats analyses should include, but should not be himited to, the following:

identification of time periods of large or uniususl error occurtences.

» an indication of what stage of the process the errors occur {e.8., initial stage or during
adjudication process).

o the types and frequencies of errors.

s adetermination of the underlying cause of the emrors.
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Error information, including suggestions to evoid future emors, should conlinue w© be
communicated 1o the benefits processing specialist or reviewer who made the error. In addition,
the results of the data enalysis should be used o modify processing procedures and facilitate
future training programs. Thess training program: should reinforce the importance of thorough
and accumte reviews of retirement case files and benefit payment calculations prior to the
payment of benefits, and should include procedures for informing reviewers of emors and
necessary comrective actions. The content of the training courses should include a refresher
course on the application of new laws and regulations affecting the adjudicaton process. The
taining program should also specify & minimum level of annual training for all benefit
specialists and others involved in reviewing case files and should be consistent scross all
departments in the ORP,

5. Controls Over Asnuity Overpasyments Made to Annuitants

At Sepiember 30, 1998, the gross receivable for retirement bencfit overpayments is over $115
million. The controls over calculating, recording, and coliecting these amounts were deficient in

the following arcas:

= Reconciliations between subsididary ledgers and the general ledger were not consistent,
tirnely or performed at all in cenain areas.

e Intersst and late charges on amounts due OPM were ot computed in certain cases.
» Receivabie balances were not adeguately supported.

Where controls were determined to be deficient, we performed alternative procedures from
which we concluded that the relsted financial statement balances were materially correct.

Recommendation

We recommend OPM record interest and applicable late charges, less an appropriate allowance
for doubtful collection, on all outstanding receivabies in accordance with the adopted or required
policies and procedures of OPM. In addition, we recommend OPM generate reports or other
documentation which identify individual receivable amounts, the length of time each is
outstanding, the interest and applicable late charges calculated sgainst each receivable, and the
anticipated collection amount. In FY99, OPM implemented 8 new core financial system, which
they anticipate will allow them to better manage their outstanding receivables. We recommend
OPM snsure the receivable module is fully integrated in the new financial system and that the
system provide information sufficient to properly report outstanding receivables and compute
interest and applicable late charges for all receivables on a consistent basis.
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COMPLIANCE WITH LAWS AND REGULATIONS

The results of our tests of compliance with the laws and regulations described above disclosed no
instances of noncompliance that are required to be reported herein under Government Auditing
Siandards or OMB Bulletip No. 98-08, as amended.

Under FFMIA, we are required to report whether RP’s financial manugement systems
substantially comply with {1} Federal financial management system requirements, (2} Federal
accounting standards, and (3) the United States Standard General Ledger at the transaction level.
To meet this requircment, we performed tests of compliance using the implementation guidance
for FFMIA included in Appendix D) of OMB Bulletin No. 98-08, as amended.

The results of our lests disclosed instances, described below, where RP’s finencial management
systems did not substantially comply with the requirements discussed in the preceding
paragraph:

» OPM has identified their core financial management system as a material nonconformance in
its FMFIA report because the sysiem does not meet OMB Circular A-127 requirements for
automated systems integration and transaction-driven general ledger system capabilitics.

» RIS does not record transactions at the United States Government Standard General Ledger .
(8GL) ievel (i.e., sub-ledgers do not process trangactions consistent with SGL account
description and posting requirements). - .

e OPM’s finnncial management sysiem dots not support all program decision-making.

RIS has impi;:mmied a new core financial management system to process financial transactions

beginning October 1, 1998. OPM anticipates the new system will resolve the above financial
management sysiem compliance matters,

RESPONSIBILITIES

Management's Responsibility. Management is responsible for:

¢ Preparing the financial staiements in conformity with the comprehensive basis of accounting
described in Note 1 1o the financial statements.

» Establishing and maintaining internal contro) over finaneial reporting.
« Complying with applicable laws and regulations.
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In fulfilling this responsibility, estimates snd judgments by management are required to assess
~ the expecied benefits and related costs of intemnal contro] policies and procedures. The
objectives of intermal control of financial xepozung a:c: 1o provide management with reasonable,
but not absolute, assurance that:

« transactions are executed in accordance with iaws governing the use of buégct authority and
with other laws and regulations that could have a direct and material effect on the financial
statements, and certain other laws, regulations, 'and government-wide policies identified by
the OMB as spplicable to the RP;

» assets are safeguarded against Joss from unauthorized scquisition, use or disposition;

» transactions are properly recorded, processed, and summarized 10 permit the preparation of
the financial statements in accordance with applicable accounting principles dcscrzbc:d in
Note | to the financial staternents; and

» transactions and other data that suppon rcponed performance measures are properly
recorded, processed, and summarized to permit the preparation of performance information
in accordance with criteria stated by management. :

Auditors’ Responsibility. Our responsibility iz to express an opinion on the KPP financial
statements as of and for the year ended September 30, 1998 based on our audit. We are also
respansible for considering OPM’s intemal control over financial reponting related to the RF and
testing OPM’s compliance with certsin provisions of applicable laws and regulations related 10
the RP thai could have a direct and matenial effect on its 1998 financial statements,

To fulfill these responsibilities, we performed procedures such as the following:

» Examined, on a test basis, evidence supporting the amounts and disclosures in the financial
statements.

¢ Assessed the accounting principles used and significant estimates made by management.

» Evaluated the overall financial siaternent presentation.

In planning and performing our sudit, we considered OPM's internal control over financial
reporting by obtaining an understanding of the agency s significant internal controls, determined
whether these internal controls have been placed in operation, essessed control risk, and
performed 1ests of controls in order to determine our suditing procedures for the purpose of
expressing our opinion on the financial statements, and not to provide assurance on the internal
contro] over financial reporting. Consequently, we do not provide an opinion on internal

controls.
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In addition, with respect 10 intemal controls related to performance measures determined by,
management to be key and reported in the Overview to the financial statements, we obtained an
understandling of the design of significant imternal controls relating to e existence and
completeness asseriions, as required by OMB Bulletio 98-08, as amended. Our procedures were
not designed to provide assurance on internal control over reported perfonmance measures, and,
accordingly, we do not provide an opinion on such controls.

Because of inherent limitations in internal control, fraud may nevertheless occur and not be
detected. ' Also, projection of an evaluation of internal control over financial reporting to funge
periods is subject o the risk that internal control procedures may become inadequate because of
changes in conditions or that the effectiveness of the design and opemtion of policies and
procedures may deteriorate,

As part of obtaining reasonable assurance about whether RP's financial statements are free of
material misstatement, we performed tests of RP’s compliance with certain provisions of laws
and regulations, noncompliance with which could have a direct and material effect on the
determination of fisancial statement amounts, and cerain other laws and regulations specified in
OMB Bulletin No. 98-08, as amended, including the requirements referved to in the Federal
Financial Management Improvemnent Act (FFMIA) of 1996, However, providing an opinion on
compliance with cenain provisions of laws and regulations was not an objective of our audit.
Accordingly, we do not express such an opinion.

We conducted our audit in accordance with generally accepted auditing standards, Government
Awditing Stondavds, issued by the Compirolier General of the United States and Office of
Management and Bodger {OMB) Bulletin No. 98.08, as amended. The standards require that we
plan and perform the audit to obtain reasonable assurance about whether the financial statements
are free of matenal misstatement. An audit includes examipning, on a test basis, evidence
supporting the amounts and disclosures in the financial siatements. An sudit also includes
assessing the accounting principles used and significant estimates made by management, &s well
as evaluating the overall financial statement presentation, We believe that our sudit provides a

reasonable basis for our opinion.
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Distribution
This repon is intended solely for the information and use of OPM’s management, OPM’s Office

of the Inspector General, OMB and the U.S. Congress and is not intended to be and should not
be used by anyone other than these specified parties,

KPmes LEP

. February 23, 1999
Washingion, D.C.
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Director, U.8. Office of Personne] Management:

We have sudited the sccompanying 1998 financial statements of the Health Benefits Insurance
Program (HBP), administered by the U.S. Office of Personnel Management {OPM) Retirement
and Insurance Service (RIS), In connection with our sudit and in accordance with Government
Auditing Stendards, we plso considered OPM's intemal controls over financial reporting related
to the HBP and tesied OPM's compliance with certain provisions of applicable iaws and
reguistions related 1o the HEP that could have a direct and matesial effect on its 1998 financial

statements,

In our opinion, based on our sudit and the report of the other euditors, HBP’s fiscal year 1998
financiel statements are presented fairly, in all material respects, in conformity with the basis of
accounting described in Note 1 to the financial siatements.

As a result of our consideration of intemnal control over finenciel reporting, we noted reportable
conditions in the following areas, We consider the last condition, financial reporting comrol
envirpnment, 1o be & material weakness.

Cash management - investments.

EDP general control environment.

Annual financial reporting, policies and procedures,
Reconcilistion of inter-program transactions.

Controls over program administration by the health carriers,
Financial reporting conirol environment

O h B e e

As & result of our tests of compliance with certain provisions of applicable laws and regulstions,
we poted no instances of reporteble noncompliance with laws and regulations we tesied that arc
required to be reported under Government Auditing Standards and Office of Management and
Budget (OMB) Bulletin No. 98-08, dudit Reguirements for Federal Finoncial Siotements,

amended, ’

Our conclusions and the scope of our work are discussed in more detail below,

OPINION ON FINANCIAL STATEMENTS

We have audited the accompanying balance sheet of the HBP as of September 30, 1998 and the
related ststements of pet cost, changes in net position, budgetary resources, and financing for the
year then ended. 'We did not audit the financial statements of the experience-rated health
carriers, which statements reflect sssets constituting approximately 1% of total .assets and
substantially all of the total benefits expense. Those statements were audited by other auditors
whose reports have been furnished 1o us, and owr opinion, insofar a5 it relstes to the amounts
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included for or provided by the experience-rated carriers, is based solely on the reports of the
other quditors. .

As described in Note 1, these financial statements were prepared in conformity with the
hierarchy of aceounting principles and standards recommended by the principals of the Federal
Accounting Standards Advisory Board. This hiersrchy is » comprehensive basis of accounting
other than generally accepted accounting principles.

In owr opinion, based on our sudit and the report of the other auditors, the 1998 financial
statements mferred 10 above present fairly, in all material respects, the financial position of the
HBP as of September 30, 1998, and its net cost, changes in net position, budgetary resources,
and reconciliation of net cont 10 budgetary obligations for the year then ended, on the basis of
sceounting described in Note | 1o the Snancisl statements. ,

As discussed in Note 1 to the financial statements, the HBF impiemented Statement of Federal
Financial Accounting Standards No. 4, Managerial Cost Accounting Concepts and Standards
and No. 7, Accounting for Revenue and Other Financing Soarces and Concepis for Reconciling
Budgetary and Finoneial Accounting, and Financisl Accounting Suandards Board Statement No.
132, Employers ' Disclosures about Pension and Other Postretirement Benefits, effectve
October 1, 1997,

The information in the Overview section entitled The Health Benefits Insurance Program is not
8 required part of the financial statements but is other accompanying information required by
OMB Bulletin 97-01, Form and Content of Agency Financial Statements. We have considered
whether this informaton is matenally inconsistert with the financinl stsiements. However, we
did not sudit the Overview of the HBP, and accordingly, we express ne opinion on it. The
performance information included in the Overview is addressed in the following section of our
report, in accordance with OMB Bulietin No. 98-08, as amended.

INTERNAL CONTROL OVER FINANCIAL REPORTING

We noted certain maners, described in items 1 through 6 below, involving the internal control
over financial reporting and its operation that we consider to be reportable conditions under
standards issued by the American Instinnte of Certified Public Accountants and OMB Bulletin
No, 98-08, as emended. Our consideration of intemnsl control over financia! reporting would not
necessarily disclose all matiers in the internal control over financial reporting that might be
reportable conditions and, accordingly, would not necessanly disclose all reporiable conditions
that are material weaknesses. Reportable conditions are matiers coming 1o our atiention that |
represert significant deficiencies in the design or operation of internal control that, in our
judgment, could adversely affect the HBP's ebility to record, process, summarize, and report
financiz! data consistent with the assertions of management in the financial statements.
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Material weaknesses are reportable conditions in which the design or operation of one or more of
the internal control components does not reduce to a reiatively low jevel the nisk that
misstatements, in amounts that would be material in relation to the financial statements being
sudited, may ocour and not be deecied within s timely period by employees in the normal course
of performing their assigned functions. We consider the Jast reportable condition described
below, finoncial reporting control environment, 1o be & material weakness. The status of prior
year findings is presented in Exhibit 1.

These conditions were considered in determining the nature, timing, and extent of audit
procedures 1o be performed in our audit of the HBP's 1998 financial starements. We also noted
other maners involving internal control over financial reporting and its operstion that we have
reported to the management of OPM in a separate letier dated February 23, 1999,

1. Cash Management - Investments

OPM does not have adequate systems to effectively forecast and control investnents. In
addition, the invesiment subledgers ere not always reconciled to the general ledger timely and do
not provide evidence of supervisor review and approval.

Recommendation

As noted in our prior year's report, OFM is installing & new core financial management system
which inciudes 2 scparate invesiment module, and has obtained the services of 8 contractor to
develop related policies and procedures. Howewver, until implementation is complete, we
continue to recommend OPM establish interim procedures that provide for (1) the preparation of
cash management schedules that suppornt the amount and timing of investment transactions, (2)
documentation of reviews and suthorizations of investmen! transactions, snd (3) verification of
the accuracy of schedules and balances before amounts are invested.

2. EDP Geners] Control Environment

Owr overall assessment of OPM's EDP control environment a5 a repontable condition reiates 1w
the following areas: -

(a) Entity-Wide Security Program

Certain areas in OPM’s entity-wide security program could be strengthened. An entity-wide
security program, including security policies and a releted implementetion plan, is the foundation
of an entity's security control structure and a reflection of senior management's commitment 1
addressing security risks,  Without & well-designed program, security controls may be
inadequate; responsibilities may be unclear, misunderstood, and improperly implemented; and
comtrols may be inconsistently apphied. Such corditions may lead to insufficient protection of
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sensitive or critical resources and disproportionately high expenditures for controls over low-risk
TESOUIRES,

Weakniesses identified include the following:

» 5" mainframe security policies and procedires do not specifically sddress important
asmczs of security and RIS local area mork does not have forma! documented security
policies and procedures,

o  Weaknesses exist in the security monitoring process.

{b) Aceess Control
OPM's EDP access controls require modification. Access controls should provide reasonable
assurance that compuier resources (datr files, application programs, and computer-reloted
facitities and eguipment) are protecied ageinst unauthorized modification, disclosure, loss, or
impairment. These controls include controls over physical access to computer resources, and
controls that prevent unsuthorized acoess to sensitive files,

Identified weaknesses include:

« Copies of data sets/tapes were created and shipped to third parties withowt appmpmm
documented desk procedures. ‘

= (eriaip user sccounts have excessive privileges to mainframe resources.

{t) Application Change Control/Systems Development

Cenain controls over the modification of application sofrware programs are deficient.
Establishing controls over the modification of application software programs helps to ensure that
only authorized programs and authorized modifications are implemented.  Without proper
controls, there is & risk that security features could be inadvertently or delibetately omited or
“eurned ofl™ or that processing irregularities or malicious code could be introduced.

As noted in owr prior year report, examples of wealmesses are as follows:

‘« A systems development methodology has not been developed for application software and

the current “RSOD Retirement ADP Standards and Procedures™ is missing critical chapters,
including data set design and allocation, system development procedures, ming and
scceplance, and system software installation and maintenance.

e A formal, comprehensive methodology for application change control has not been
docurnented or implemented. For example, programs maintained by peripheral groups, like
the Office of Actuaries, have liftle or no change controls,
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{d) Service Continuity

Losing the capability 1o process, retrieve, and protect information maintained electronically can
significantly impact OPM's ability to accomplish its mission. For this reason, an sgency should
have procedures in place to protect information rsources and minimize the risk of unplanned
interruptions and & plan 1o recover critical operations should interruptions ocowr. To mitigate
service inlerruptions, it is essential that the related comtrols be understood and suppomd by
managemeni and staff throughout the organtzation.

Weaknesses in OPM’s controls affecting service continuity include the followng:

¢ RIS has not completed and 1ested a contingency plan for conducting operations should
portions of their Year 2000 remediation efforts fail. A draft plan is currently under
development.

» RIS Local Area Network (LAN) room is ‘nm equipped with a smoke detector, dry sprinkier
system or fire alarm, and deficiencies found during the computer room inspection by GSA
are not consistently reported, tracked, and addressed ip a timely manner.

Recommendation )

We reconvmend that OPM develop a formal action plan to review and revise its EDP general
controls. This plan should address each of the four areas discussed above as well as other aress
that impact the general EDP control environment, set forth appropriate correction action steps,
assign responsibilities (o employecs, and esublish target compiction dates for cach action. This
plan should be reviewed by the Office of the Inspccwr General and adopted by executive
management of OPM and provide for periodic review of progress towards acin:vczmm of
corTeclive actions.

F

3. Anneal Finuncial Reporting, Policies and Procedures

Agengics’ requirements to provide complex, sudited financial information have increased and
RIS year-end financial reportng responsibilities have beconie more demanding. To respond 1o
these dermands, 8s soon as the-fiscal year 1997 reporting requirements were met, RIS begen
analyzing the impact that OMB Bulletin No. 97-01 (Bulletin) would have on its 1998 financisl
reporting cysle. Out of their snalysis, RIS produced policy statements that provided formal
documentation on how the Bulletin would be implemenied. For instance, the policy statements
described how the benefit plans’ peneral ledger accounts should combine to present the reporting
format required by the Bulletin, how cenein financial statement line items are be categorizad
under the Bulletin, and how the 1998 fiscal year financial staiements should be displayed.

These proactive effons enabied RIS to produce complete and accurate fiscal year 1998 financial
statemenis in accordance with the Bulletin. However, the Bulletin’s complex reporting and
disclosure requirements and RIS® staffing limitations affected the sdequacy of their quality
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. contro) function for annual financial reporting.  As a result, the following weaknesses were

observed:

« Difficulty in producing complete and accurate year-end financial statement drafls in o timely
manner; . A

s  Cross-reviews of financial staternents and footnote drafts were not performed timely by the
Benefits Accounting Branch and Financial Policy.”

e Existing procedures did not require the Office of Actuaries to review the post-retirement”
- benefn linbilities and disclosures presented in the financial statements.

s The Plans® druft financial statements and their related footnotes contained differing financial
staternent line Hem captions, account classifications or basis of presentation,

= Reconciliations were not performed to document the differsnces between budgetary amounts
reporied in the draft finencial statements and corresponding amounts reported on the year end
SF-133 and SF-2108 forms,

RIS segregated its reporting responsibilities between the Benefits Accounting Branch (BAB),
who prepared the benefit plan financial statements and Financial Policy, who prepared the
related fooinotes, making regular communication and cross-reviews essential, ‘

Recommendation

RIS shouid seek ways to strengthen the effectiveness of the financial reporting cycle controls to
prevent financial reporting errors and inconsistencies and to improve the timeliness of year-end
financial staiement preparation. We recommend RIS institute a formal year-end financial
staternert preparation process, which requires BAB and Fiscal Policy to review and approve each
other's financial statement drafts and footnotes. Additionally, once the Office of Actuaries (OA)
has completed their work, RIS has posted the actuarial sstimates and Financial Policy has
prepared related footnote information, the OA should review and provide concurrence with the
financial statement amounts and disclosures. The review and approval process should be
documented 1o provide evidence of conwol.

RIS should also review the general ledger crosswalks and financial statement preparation
procedures for all the plans to assure financial information will accumulate correctly in future
years. To sccomplish this, we recommend RIS review the difficulties they experienced in
preparing the 1998 financial stalements and determine what additional controls, policies or
procedures are necessary to make fiscal year 1999°s process more effective,

Prior 1o issuance of a new financial policy statement, we recommend RIS address the impact of
that statement on the financial staternent preparation process. BAB should sctively meet with
the Financial Policy group on major policy issues and establish a dislogue addressing what
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effects the new policy will have on their workload and systems capabilities. This actiop wili
allow BAB to better plan for the implementation of sew financial sccounting standards and
policies before they must be put in place. '

Also, management should realistically evaluate 'ﬁ.}S' current staffing levels and processing
methods 1o determine whether more resources or pew procedures, or both, are needed 10
accomplish the objectives set forth in the preceding recommendations. .

4. Reconcilintion of Infer-Program Transactions

Health insurance premiums are withheld from annuitant payments in the Retirement Program
(RP). The RP is responsible for transferring the amounts 10 the HBP. However, the source
information used 10 record the entry in the KP is niot the same sowrce information used 1o record
the entry in the HBP, Although OPM has issued policy guidance as 1o how these transactions
shouid be recorded in the future, OPM has not identified the origin of the problem and has not
corrected existing balance differences. '

Recommendation

As noted in our prior fiscal years' 1996 and 1997 reports, we continue 16 recommend that OPM
(1) derermine what is causing the inter-program differences, (2) reconcile the existing differences
berween the RP and HEP, and (3) assure procedures are in place that will prevem future out-of-
balance situations.

*

5. Controls Over Program Administraticn By The Heslib Carriers

RIS contracts with community-rated and experience-rated health camriers 10 provide claims
processing functions for the HBP. These carriers administer the Program’s claims activity,
which constititutes a substantial amount of the HBP's net costs, Because this sctivity ocours
outside of OPM's control enviroriment and the activity is significam to the HBP, RIS should
assure that 1ts monitoring of the carriers is adequate. Areas where improvernents should be made

are described below.

(6} Premiums expense controls — community-rated carriers

* OPM remits premiums it receives from federal Agencies to Community-Rated Carriers {(CRCs)
rwice 3 month. OPM’s existing systems were not designed 10 centrilly associate the monies paid
BS premiums to participating carricrs with the enrollees for which they are being paid.
Consequently, the potential exists for carriers 1o provide benefits to employees who are not
covered by their plan at the time the services are rendered. To reinforce the need for effective
emroliment reconciliations, OPM issued & payroll letter requiring sgency payroll offices o
provide carriers with the names of enrollees and the amounts withheld from pay for health
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benefits, by carrier, on a quarterly basis. However, OPM does not have a regular monitoring
program to determnine whether payroll offices are complying with these nequirements and
whether carriers are reconciling their enrollment records regularly.

Recommendation

OPM plans to implement & centralized enroliment system to resolve this internal control
wezkness. However, until the system can be developed, we recommend OPM establish more
regular reviews of community rated carrier enroliment reconciliations.

(b) Monitoring of internsl control and contract compliance ~ experience-rated carriers

Beginning with fiscal year 1998, experience-rated health carriers were required to comply with
the OPM Experience Rated Carrier (ERC) Audit Guide {(Guide). The Guide requires ERCs to
submit annual audit and attestation reports to OPM relating to FEHB financial activity, imemal
controls and contract compliance. These reports provide the basis for a material portion of the
HBP financial activity and also provide evidence of the cond:ucm of the relsted internal controls
maintzined by the camers,

RIS documented their conclusions about the results of reports submitied by the experience rated
carriers and developed a monitoring plan for fiscal years 1999 and thereafter. However, the
results upon which RIS based their conclusions for fiscal year 1998 should be further
documenied and the plan further developed. For instance, several camriers reported findings and
several others did not comply with the Guide in a timely manner. Each instance has some
curnulative effect on the overall conclusion RIS made about the overall integrity of carrier daw
and the overall controf environment that resides at the carriers.  The consideration of these
separate effects and how they were accumnulated to arrive at the overall conclusion should be
documented by RIS,

In addition, the ERC monitoring plan developed by RIS should be specific enough to implement
quickly, since there is a relatively short time period between evalustion of the prier year's
findings and the end of the next fiscal year. For instance, the plan should target those specific
findings that were found to be common to many camiers {such as cash management}, and those
specific carriers who had findings of concemn to RIS. Also, the monitoring plan doss not specify
when the actions listed should be performed or by whom.

Recommendation
We recommend RIS establish more detailed procedures and documentation for (1) mvieming anc

evaluating the results of reports submitted by carriers who must comply annually with the Guide
and {2} developing & moniloring plan that targets those areas of concemn resulting from thc

review and evaluation pmcss
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6. Financial Reporting Control Environment

The Health Benefits Program general ledger system does pot support the Bscal year 1998
financial siatemnents.  As a result, RIS canno! prepare financial statements without the use of
subsidiary or menual Jedgers that do not always: agree 1o the comresponding general ledger
accounts. RIS uses four different trial balances 1o compile financial information. These trial
balances have different classifications and sets of accounts for common data elements and are
not integrated with other subsidiary information systems capturing financial dats, causing
discrepancies between the general Jedger accounts and the documentation supporting their
activity. Accordingly, preparation of the 1998 financial statements required more time 1o
reconcile these various data sources.

In addition, RIS has not established an efficient transaction entry system 1o account for ERC
activity, RIS uses two cost centers to recard ERC activity, from which duplicate activity must be
eliminated for financial reporting purposes. However, standard elimination entries have not been
developed 10 prevent recording duplicete financial transactions releting to the same activity.

Recommendstion
We recornmend RIS:

» Establish common data elements and standard dma classifications for mcordzng financial
events rejated to ERC activity.

¢ Establish a common transaction processing system w engble the ERC transactions to be
reported in & consistent manner.

» Establish internal control policies and procedures over data entry, transaction processing, and
reporting 1o ensure the validity of information related to ERC activity.

» Establish an efficient transaction eptry System to eliminate unnecessary duplication of
financial information in the general ledger. :

» Eliminate the use of multiple trial balances to sccount for HBP activity.
RIS will continue to experience difficulty in preparing accurate and timely financial statements

for the HBP unless the current general ledger system is redesigned and appropriste pew
procedures for analyzing, processing and recording data are developed.
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COMPLIANCE WITH LAWS AND REGULATIONS

The results of our tests of compliance with the laws and regulations described shove disclosed »
instances of noncompliance that are required to be reported berein mxdcr Government Auditi
Standards or OMB Bulletin No. 98-(8, as amended.

Under FFMIA, we are required to report whether HBP's financial management syster
substantially comply with {1) Federal financial management system requirements, (2) Feder
‘accounting standards, and (3) the United States Standard General Ledger at the transaction lew
To meet this requirement, we performed tests of compliance using the implementation guidan:
for FFMIA included in Appendix D of OMB Bulletin No. 9808, as amended.

The results of our tests disclosed instances, described below, where HBP's financial manageme
systems did not substantially comply with the requirements discussed in the ;m::ccdu

paragraph:

s OPM has identified their core financial management system as a material nonconformance :
its FMFIA report because the system does not meet OMB Circular A<127 requirements i
automnated systems integration and transaction-driven general ledger system capabilities.

s RIS does not record transactions at the United States Government Standard General Ledg:
{SGL) level (i.c., sub-ledgers do no! process fransactions consistent with SGL sccow
description and posting requirements).

s OPM’s finencial management system does not support al! program decision-making.

RIS has implemented a new core financial management system to process financial wansactior

beginning October 1, 1998, OPM anticipates zhc new system will reselve the above financi:

management system compliance matiers.

RESPONSIBILITIES

Management’s Responsibility. Management is responsible for:

s Preparing the financial statements in conformity with the camprchcnswc basis of accountin
described in Note 1 1o the financial statements.

s Esablishing and maintaining intemnal control over financial reporting.
¢ Complying with applicable laws and regulations.

In fulfilling this responsibility, estimates and judgments by management are required to asses
the expected benefits and related costs of internal control policies and procedures. Th
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objectives of inemal control of financial reporting are to provide management with reasonable,
but not absolute, assurance that:

s gansactions arc executed in accordance with laws governing the use of budget authority and
with other laws and regulations that could have » direct and material effect on the financial
swiements, and certain other laws, regulations, and govwnm&n-mde policies identified by
the OMB as applicable to the HBP:

» assets are safeguarded against loss from unauthorized acquisition, wse or disposition;

s fransactions are properly recorded, processed, and summarized fo permit the preparation of
the financial stetements in accordance with apphcabic accounting principles described in
Note 1 1o the finascial mmcnts and

* transactions and other dats that support reporied performance measures arc properly
recorded, processed, and summarized to permit the preparation of perfoermance information
in accordance with criteria stated by management.

Avditors’ Responsibility. Our responsibility is 10 express an opinion on the HBP financial
statements as of and for the year ended September 30, 1998 based on owr audit. We are also
responsible for considering OPM’s internal control over financia! reporiing related 10 the HBP
and testing OPM’s compliance with centain provisions of applicable laws and regulations related
to the HRP that could have a direct and material effect on its 1998 financial stetcments.

To fulfill these responsibilities, we performed procedures such as the following:

¢ Examined, on a iest basis, evidence supporting the amounts and disclosures in the financial
statements.

*  Assessed the accounting principles used and significant estimates made by management.
o Evalusied the overal] financial staternent presentation,

In planning and performing our audit, we considered OPM’s intemal control over financial
reporting by obtaining an understanding of the agency’s significant internal controls, determined
whether these intemnal controls have been placed in operation, assessed control risk, and
performed iests of controls in order to determine our auditing procedures for the purpose of
expressing our epinion on the financial statements, and not to provide assurance on the internal
contro} over financial reporting.  Consequently, we do not provide an opinion on iniemal

gomrols.

In addition, with respect 10 imernal conwrols related pcrfom;ahoc measures determined by
management 1o be key and reported in the Overview to the financial statements, we obtained an
urderstanding of the design of significant intemal conwols relating to the existence and
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cornpleieness assertions, as }aquimd by OMB Bulletin 98-08, as amended. Cur procedures were
not designed 10 provide assurance on intemal control over reported performance measures, and,
accordingly, we do not provide an opinion on such controls.

Because of inherent limitations in internal:contrel, fraud may nevertheless occur and not be
detected. Also, projection of an evaluation of internal control over financial reporting 1o future
periods is subject to the risk that interna! control procedures may beconse inadequate because of
changes in conditions or that the eﬂ‘mvm of the design and opcm:mn of policies and
procedures may deteriorate.

As part of obtaining reasonable assurence about whether HBP's financial statements are free of
material misstatement, we performed tests of HBP's compliance with certain provisions of laws
and regulations, noncompliance with which could have a direct and material effect on the
determination of financial statement amounts, and certain other laws and regulations specified in
OMB Bulletin No. 98-08, as amended, including the requirements referred o in the Federal
Financial Management Improvement Act {FFMIA) of 1996, However, providing an opinion on
compliance with certaih provisions of laws and regulations was not an ohiective of ous audit.
Accordingly, we do not express such an opinion.

We conducted our nudit in accordance with generally accepted auditing standards, Governmenr
Auditing Stonderds, 13sued by the Comptroller General of the United States and Office of
Manzgement and Budget (OMB) Bulletin No. 98-08, as amended. The standards require that we
plan and perform the audit 1o oblain reasonable assurance about whether the financial statements
are free of meterial misstatement. An sudit includes examining, on & fest basis, evidence
supporting the smounts and disclosures in the financial statements.  An audit also includes
assessing the accounting principles used and significant estimates made by menagement, as well
as evaluating the overall financial statement presentation. We beligve that our audit provides a
reasonable basis for our opinion.

Distribution
This report is intended solely for the information and use of OPM’s management, OPM’s Office

of the Inspector General, OMB and the U.S. Congress and is not intended (o be and should not
be used by anyone other than these specified parties.

KPMe LoP

February 23, 1999
Washington, D.C.
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Director, U.S., Office of Personnel Management:

We have audited the accompanying 1998 financial swatements of the Life Insurance Program
(LP), zdministered by the U.S, Office of Personnel Management (OPM) Retirement and
Insurance Service (RIS). In connection with our audit and in accordance with Governmenr
© Auditing Siandards, we also considered OPM's intemal controls over financial reporting related
1o the LP and tested OPM’s compliance with certain provisions of applicable lsws and
regulations related to the LP that could have a direct and material effect on its 1998 financial

slatzments.

In our opinion, based on our sudit and the repont of the other auditors, LP’s fiscal year 1998
financial stetements are presented fairly, in all materigl respests, in conformity with the basis of
accounting described in Note 1 to the financia! statements.

As a result of our considerastion of internal control over financisl reporting, we noted reportable
conditions in the following areas:

Cash management - investments,

EDP general control environment,

Annuai financial reporting, policies and procedures.
Reconciliation of inter-program transactions.

Ll o A e

As a result of our tests of compliance with certain provisions of applicable laws and regulations,
we nioted no instances of reporiable noncompliance with laws and regulations we tested that are
required to be reponed under Goverriment Avditing Standards and Office of Management and
Budget {OMB) Bulletin No. 98-08, Audit Requirements for Federal Financial Siatements, as

amended.

Cur conclusions and the scope of our work are discussed in more detail below.

OPINION ON FINANCIAL STATEMENTS

We have audited the accompanying balance sheet of the LP as of September 384, 1968 and the
related statements of net cost, changes in net position, budgelary resowrees, and financing for the
year then ended. We did not sudit the financial statements of Metropolitan Life Insurance
Company's Office of Federal Employees Group Life Insurance Programs (OFEGLI), which
statemnents reflect assets constituting approximately 2% of the total asse1s and subsiantisily ali of
the total benefit payments. Those statemnents were audited by other auditors whose repon has
been furnished to us, and our opinion, insofar as it relates to the amounts included for OFEGLL,
is based sofely on the report of other auditors,
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As described in Note 1, these financial statements weye prepared in conformity with the
hierarchy of accounting principles and standards recommended by the principals of the Federal
Accounting Standards Advisory Board. This hierarchy is & comprehensive basis of sccounting
other than generally accepted accounting principles.

In our opinion, based on our audit and the repont of the other auditrs, the 1998 financial
_ statements referred to above present fairly, in all material yespects, the financiel position of the
LP as of September 30, 1998, and its net cost, changes-in net position, budgetary resources, and
reconcilistion of net cost to budgetary obligations for the yeer then ended, on the basis of
accounting described in Note | to the financial statements,

As discussed in Note | to the financial stziements, the LP implemented Statement of Federal
Financiel Accounting Standards No. 4, Managerial Cost Accounting Concepls and Standards
and No. 7, Accounting for Revenue and Qther Financing Sources and Conceprs for Recanm’mg
Budgetary and Financial Accounting, effective October 1, 1997.

The information in the Overview section entitled: The Life Insurance Program is not e required
part of the financial statements but is other accompanying information required by OMB Bulletin
97.01, Form and Contentt of Agency Financial Storements. We have considered whether this
information is materially inconsistent with the financial staternents. However, we did not audit
the Overview of the LP, and accordingly, we express no opinion on it. The performance
information included in the Overview is addressed in the following section of our report, in
accordance with OMB Bulletin No, 98-08, as amended. x

INTERNAL CONTROL OVER FINANCIAL REPORTING

We noted certain maners, described in items ] through 4 below, involving the internal control
over financial reporting and its operation that we consider w0 be reportable conditions under
standards issued by the American Institute of Cenified Public Accountants and OMB Bulletin
No. 98-08, as amended. Our consideration of internal control over financial reporting would not
necessarily disclose sl matters in the internal control over financial reporting that might be
reportable conditions and, accordingly, would not necessanily disclose all reportable conditions
‘that are material weaknesses. Reportsble conditions are maners coming to owr attention that
represent significant deficiencies in the design or operation of internal control that, in owr
judgment, could adversely affect the LP's ability to record, process, summarize, and report
financial data consistent with the assertions of management in the financial statements.

Material weaknesses are reportable conditions in which the design or operation of one or more of
the internal control components does not reduce to a relatively*low level the risk that
missiaternents, in amounts that would be material in relation 10 the financial statements being
audited, may occur and not be detected within a timely period by employees in the normal course
of performing their assigned functions. However, we do not consider the reporiable conditions
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. described below to be material weaknesses, as defined above. The status of prior year findings is
presented in Exhibit L

These conditions were considered in determining the nature, timing, and extent of sudit
procedures to be performed in our audit of the L5 1998 finencial statements. We also noted
other matters involving internal control over financial reporting and its operation that we have
reported to the management of OPM in a separate Jetter dated February 23, 1593,

1. Cash Manasgement ~ Investinents
OPM does not have adequate systems 1o effectively forecast and control investments. In
addition, the investment subledgers are not always reconciled 10 the general ledger timely and do

not provide evidence of supervisor review and approval,

Recommendation

As noted in our prior year's report, OPM is installing a new core financial management system
which includes a separate investment module, and has obtained the services of a contracior
deveiop related policies and procedures. However, uniil implementation is complete, we
continue 1o recommend OPM establish interim procedures that provide for (1) the preparation of
cash management schedules that support the amount and timing of investment transactions, {2)
documentation of reviews and authorizations of investment transactions, and (3) verification of
the accuracy of schedules and balances before samounts are invested.

v

2. EDF Geners! Contre) Environment

Our overall assessment of OPM's EDP control environment as a reportable condition relates to
the foliowing aress:

(3) Entity-Wide Sccurity Program

Certain areas in OPM's entity-wide security program could be strengthened, An entity-wide
secunity program, inchuding security policies and a related implementation pian, is the foundation
of an entity's secunty control struchure and s reflection of senior management's commitment to
addressing security risks.  Without a well-designed program, security controls may be
inadequete; responsibilities may be unclear, misundersicod, and improperly implemented; and
controls may be inconsistently applied. Such conditions may lead to insufficient protection of
sensitive or critical resources and disproportionately high expenditures for controls over low.nisk

FeSDUroRs.
Weaknesses identified include the following:
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* RIS’ mainframe security policies and procedures do not specifically sddress important
aspects of secunity and RIS’ local eres network does not have formal documented security
policies and procedures. :

s Weaknesses cxist in the security maonitoring process.
{b) Access Control

OPM's EDP access controls require modification.” Access controls should provide reasonable
assurance that computer resources {dats files, application programs, and computer-related
fucilities and equipment) are protected eguinst unsuthorized modification, disclosure, loss, or
impairment. Thesz controls include controls over physical access to computer resources, and
controls that prevent unsuthorized access o sensitive files.

identified weaknesses include:

» Copies of data setshapes were created and shipped 10 third parties without appropriate
dacumented desk procedures.

» Certain user accounts have excessive privileges 1o mainframs resources.

¢} Application Change Control/Systems Development

Cenain controls over the modification of application software programs are deficient.
Establishing controls over the modification of application software programs helps to ensure that
only authorized programs and zuthorized modifications are implemented. Without proper
controls, there is 8 risk that security features could be inadverienily or deliberately omitied or
*rurned of " or that processing irregularities or malicious code could be introduced.

As nowed in our prior year report, examples of weaknesses are as follows:

v A systems development methodology has not been developed for application software and
the current "RSOD Retirement ADP Standards and Procedures™ is missing critical chapters,

including daete set design and allocation, system development procedures, testing and
acceplance, and system sofrware installation and maintenance.

s A formal, comprehensive methodology for spplication change control has not been
documented or implemented, For example, programs maintzined by peripheral groups, like
the Office of Actuaries, have litflc or no change controls,

{d) Service Continuity

Losing the capability 1o process, retrieve, and protect information maintained electronically can
significantly impact OPM’s ability to accomplish its mission. For this reason, en agency should
have procedures in place 1o protect information resources and minimize the risk of unpianned
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interuptions and a plan to recover critical operations should interruptions occur. To mitigate

service interruptions, it is essential that the related controls be understood and supported by

management and staff throughout the organization.

Weaknesses in OPM’s controls affecting service cantipuity include the following:

» RIS has not completed and tesied 8 contingsney plan for conducting operations should
portions of their Year 2000 remediation efforts fail. A draft plan is currently under
development. ‘

» RIS’ Local Area Network (LLAN) room is not equipped with a smoke detector, dry sprinkler
system or fire alarm, and deficiencies found during the computer room inspection by GSA
are not consistently reported, tracked, and addressed in a timely manner,

Recommendation

We recommend that OPM develop a formal action plan to review and revise its EDP general
controls. This plan should address each of the four areas discussed above as well &s other areas

. that impact the peneral EDP control environment, set forth appropriate correction action steps,

assign responsibilities to employees, dnd establish target completion dates for each action. This
plan should be reviewed by the Office of the Inspecior General and edopted by executive
management of OPM and provide for periodic review of progress towards achievement of
corrective actions.

3. Annual Finaocial Reporting, Policies and Procedaures

Agencies’ reguirements 10 provide complex, audited financial information have increased and
RIS’ year-end financial reporting responsibilities have become more demanding. To respond to
these demands, &8 soon as the fiscal year 1997 reponting requirements were met, RIS began
enalyzing the impact that OMB Bulletin No. 9701 (Bulletin) would have on its 1998 financial
reporting cycle. Out of their analysis, RIS produced policy staicments that provided formal
documentation on how the Bulietin would be implemented. For instance, the policy statements
described how the benefit plans” general ledger sccounts should combine to present the reporting
format required by the Bulletin, how centain financial staiement line items are be categorized
ursder the Bulletin, and how the 1998 fiscal year financia! statements should be displayed.

These proactive efforts enabled RIS t6 produce complete and sccurate fiscal year 1998 financial

. staternents in accordance with the Bulletin. However, the Bulletin’s complex reporting and

disclosure requirements and RIS’ staffing limitstions affecied the adequacy of their quality

control function. for annual financial reporting. As a result, the following weaknesses were

ohserved:

156



KPAG- LLp

» Difficulty in producing complete and accurate year-end financial statement drafis in a timely
manner;

» Cross-reviews of financial statements and footnote drafis were not performed amely by the
Benefits Accounting Branch and Financinl Polizy.

s Existing procedures did not require the Office of Actuaries 10 review the post-retirement
beniefis liabilities and disclosures presented in the financia! statements. -

+ The Plans’ draft financial statements and their related footnotes contained differing finangial
statement line item captions, account classifications or basis of presentation.

¢ Reconciliations were not performed to document the differences between budgetary amounts
reporied in the draft financial statements and corresponding amounts reported on the year end
$F+133 and 5F-2108 forms, ’

RIS segregated its reporting responsibilitics between the Benefits Accounting Branch (BAB),
who prepared the benefit plan financial statements and Financial Policy, who prepared the
related foolnotes, making regular commutnication and cross-reviews essential.

Recommendsation

RIS should seck ways to strengthen the effectiveness of the financial reporting cycle controls to
prevent financial reporting errors and inconsisténcies and to improve the timeiiness of year-end
fipancia! staternen! preparation. We recommend RIS institute 8 formal yeareend financial
statement preparation process, which requires BAB and Fiscal Policy to review and approve each
other’s financial statement drafis and footnotes. Additionally, once the Office of Actuasies (OA)
has completed their work, RIS bas posied the sctuarial estimates and Financial Policy has
prepared related footnote informstion, the OA should review and provide concurrence with the
financial statement amounts and disclosures. The review and approval process shouwld be
documenied (o provide evidence of control.

RIS should also review the general ledger crosswalks and financial statement preparation
procedures for all the plans to assure financial information will sccumulate. correctly in future
years, To accomplish this, we recommend RIS review the difficulties they experienced in
preparing the 1998 financia! statements and determine what additional controls, policies or
procedures are necessary 1o make fiscal year 1999°s process more effective. x

Prior to issuance of a new financial policy statement, we recommend RIS address the impact of
that statement on the financial statement preparation process. BAB should actively meet with
the Financial Policy group on major policy issucs and esablish a dizlogue addressing what
effects the new policy will have on their worklcad and systems capabilities. This sction will
allow BAB to betier plan for the impiementation of new financial accounting standards and

policies before they must be put o place. ’
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Also, managernent should realistically evaluste RIS' current staffing Jevels and processing
methods to determine whether more resowrces or new procedwres, or both, are needed to
accomplish the objectives set forth in the preceding recommendations.

4. Reroncilistion of Inter-Program Transsctions
Life insurance premiums are withheld from annuitant payments in the Retirement Program (KP).

The RP is responsible for transferring the amounts to the LP. However, the source information
used to record the entry in the RP is not the same source information used 1o record the entry in

the LP. Although OPM has issued policy guidance as to how these transactions should be

recorded in the future, OPM has not identified the origin of the problem and has not comected
existing balance differences.

Recopmendation

As noted in our prior fiscal years’ 1996 and 1997 reports, we continue to recommend that OPM
{1) determine what is causing the inter-program diffsrences, (2) reconcile the existing differences
between the RP and LP, and (3) assure procedures are in place that will prevent future out-of-
balance situations.

COMPLIANCE WITH LAWS AND REGULATIONS

The results of our tests of compliance with the laws and regulations described above disciosed no
instances of noncompliance that are requined 10 be reponed hercin under Government Auditing
Siandards or OMB Bulletin No. 98-08, as amended.

Under FFMIA, we are required to report whether RP’s financial management sysiems
substantially comply with (1) Federal financial management system requirements, (2) Federal
accounting standards, and (3) the United States Standard Genersl Ledger ot the transaction level.
To meet this requirement, we performed tests of compliance using the implemeniation guidance
for FFMIA included in Appendix D of OMB Bulletin No. 98-08, as amended.

The results of our tests disclosed instances, described below, where LP's financial management
systems did not substantially comply with the requirements discussed in the preceding
paragraph:

. GPM has identified their core financial management system as & material nonconformance in
its FMFIA report because the sysiem does not meet OMB Circular A-127 requirements for
sutomated systems integration and transaction-driven general ledger system capabilities.
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» RIS does not record transactions at the United Siates Government Standard General Ledger
(SGL) level (ie., sub-ledgers do not process transactions consmmi with SGL account
description and pcmng requirements).

o OPM’s financial management system does not support all program decision-making.

RIS has implemented 8 new core financial management systemn to process financial tansactions
beginning October 1, 1998. OPM anticipaies the new systerm will resoivc the above financial
mzmagemmt system compliance matiers,

RESPONSIBILITIES
Mgenagement’s Responsibility. Management is responsible for:

» Preparing the financial statements in conformity with the comprehensive basis of sccounting
described in Hote | 1o the financial statements,

» Establishing and maintaining intemal control over financial reporting.

s Complying with applicable laws and regulations.

-

In fulfilling this responsibility, estimates and judgments by management are required to assess
the expected benefits and related costs of internal conuol policies and procedures, The -
objectives of internal control of financial reporting are to provide management with reasonable,
but not absolute, assurance that:

« transactions are executed in sccordance with laws governing the use of budget authority and
with other laws and regulations that could have a direct and materia) effect on the financial
statements, and certain other laws, regulations, and government-wide policies identified by
the OMB as applicable to the LP;

& assets are safeguarded against loss from unauthorized sequisition, use or disposition;

e transactions are properly recorded, pfaccssed, and summarized to permit the prepamation of
the financial statements in accordance with applicable accounting principles described in
Note | to the financial staremnents; and ,

. transactions and other deta that support reported pezfimnancc measures are properly

recorded, processed, and summarized to permit the preparation of performance information
in accordance with criteria stated by management.
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Auditors’ Respounsibility. Our responsibility is to express an opinion on the LP financial
statements as of and for the year ended Seprember 30, 1998 based on owr sudit We are also
responsible for considering OPM’s intemnal control over financial reporting related to the LY and
testing OPM's compliance with certain provisions of applicable laws and regulations related 10
the LP that could have a direct and material effect on its 1998 financial statements.

To fulfill these responsibilities, we performed procedures such as the following:

» Examined, on a icst basis, evidence supporting the amounts and disclosures in the financial
sinternents,

s Assessed the accounting principles used and significant estimates made by management.
* Evaluated the overall financial sistement preseniation.

in planning and performing our audit, we considered OPM’s inemnal control over financial
reporting by obtaining an undersianding of the agency’s significant internal controls, determined
whether these imemal controls have been placed i operation, assessed conwol risk, and
performed tests of controls in order to dewerminge our auditing procedures for the purpose of
expressing our opinion on the financial statements, and not to provide assurance on the internal
control over financial reporting. Consequently, we do not provide an opinion on intemnal
controls,

In addition, with respect to internal controls related to performance measures determined by
management 10 be key and reporied in the Qverview 10 the financial starements, we obuined an
understanding of the design of significant internal controls relating to the existence and
compirwrness assertions, as required by OMB Bulletin 98-08, as amended. Our procedures were
not designed to provide assurance on internal control over reported performance measures, and,
accordingly, we do not provide an opinion on such controls.

Because of inherent limitations in intemal control, fraud may nevertheless occwr and nof be
detected. Also, projection of an evaluation of internal control over financial reporting to future
periods is subject to the risk that internal control procedures may become inadequate because of
changes in conditions or that the effectiveness of the design and operation of policies and
procedures may deteniorate,

As pan of obuining reasoneble assurance about whether LP’s financial siatements are free of
material misstatement, we performed tests of LP’s compliance with certain provisions of laws
and regulations, noncompliance with which could have a direct and material 2ffect on the
determination of financial statement amounts, and certain other laws and regulations specified in
OMB Bulletin No, 98-08, as amended, including the reguirements referred 10 in the Federnl
Financisl Management Improvement Act (FFMIA) of 1996. Howeves, providing an opiaion on
compliance with certain provisions of laws and regulations was not an objective of our audit.
Accordingly, we do not express such an opinion.
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We conducted our audit in accordance with generally accepted auditing standards, Government
Auditing Standards, issued by the Comptroller General of the United States and Office of
Manageinent and Budget (OMB) Bulletin No. 98-08, as amended. The standards require that we
plan and perform the audit to obtain reasonable assurance about whether the financial statements
arc free of material misstatement. An audit includes examining, on a test basis, evidence
supporting the amounts and disclosures in the financial statements. An audit also includes
assessing the accounting principles used and significant estimates made by management, as well
as evajuating the overall financial statement presentation. We believe that our audit provides a

reasonable basis for our opinion.

Distribution
This report is intended solely for the information and use of OPM’s management, OPM’s Office

of the Inspector General, OMB and the U.S. Congress and is not intended to be and should not
be used by anyone other than these specified parties.

KPMe P

February 23, 1999
Washingion, D.C.
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INDEPENDENT AUDITORS' REPORT

Director, U.S. Office of Personnel Management:

We have audited the accompanying balance sheet of the Retirement Program (RP), administered
by the U.5. Office of Personnel Management {OPM) Retirement and Insurance Service (RIS), as
of September 30, 1999, and the related statements of net cost, changes in net position, budgetary
resources, and Onancing (hereinafter collectively referred 1o as “finaneial statements™} for the
year then emifed. The obiective of our audit was (0 express an opinion on the fair presentation of
these financial statements, In connection with our audit, we also considered OPM's internal
control over financial reporting related to the RP and tested OPM's compliance with certain

-provisions of applicabie laws aod regulations related to the RP that could have a direct and
material effect on its financial siatements. -

ln our opinion, RP’s financial statements as of and for the year ended Seprember 30, 1999, arc
presenited fairly, in all material respects, in conformity with generally accepted accounting
principles.

Regarding our consideration of intcrnal control over financial reporting, we noled reportable
conditions in the following areas:

[. EDP general control environment;
2. Budgelary accounting strugture, and
3. Aciuarial census data

Regarding our tests of compliance with certain provisions of applicable laws and regulations,
with the exception of the Federal Financial Managers’ Integrity Act (FFMIA), we noted no
instances of noncompliance with laws and regulations that are required w be reported under
Governmens Auditing Standards issued by the Comptrolier General of the United States, and
Office of Management and Budget (OMB) Bulletin No. 98-08, Audit Regquirements for Federal
. Financial Siarements, as amended.

Our conclusions and the scope of our work are discussed in more detail below,

OPINION ON FINANCIAL STATEMENTS

We have audited the accompanying balancc sheet of the RP as of September 30, 1999 and the
related statements of net cost, changes in net position, budgetary resources, and financing for the
year then ended. _
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In our opinion, the financial statements present faidly, in all material respects, the financial
position of the RP as of September 30, 1999, and 1ts net cost, changes in net position. budgetary
resources, and reconciliation of net cost to budgetary obligations for the year then ended. in
conformity with generally accepted accounting principies.

Our audit was conducted [or the purpose of forming an opinion on RF's financial statements
taken as a whole. The information included inn the section entitied Managemeni Discussion and
Analysis of the Retirement, Health Benefiis and Life Insurance Progroms (MD&A) and the
required supplementary information in the schedule entitled Rettrement Program — Required
Supplementary Information is not a required parnt of the financial statements bue is supplementary
information required by Office of Management and Budger (OMB) Bulletin 97-01, Form and
Content of dgency Financial Sratements, as amended. Regarding the MD&A. we have
considered whether this information is materially inconsistent with the financial statements.
Regarding the required supplementary information, we have applied certain limited procedures,
which consisted principally of inquiries of managemem regarding the methods of measurement
and presentation of the required supplementary information. However, we did not audit the
information in the MD&A section of the RP or the required supplemeniary sformaton and
accordingly, we express no apinion on it,

INTERNAL CONTROL OVER FINANCIAL REPORTING

The objectives of internal control over financial reporting are 1o provide management with
reasonable, but pot sbsclute, assurance that;

» iransactions are properly recorded, processed, and summarized to permit the preparation
of financial statements in accordance with generaily accepted accounting principles;

= assets are safeguarded against loss from unauthorized acquisition, use. or dispasition:

» transaclons are executed in accordance with laws goveming the use of budget authority
and other laws and regulations that could have a diregt and material effect on the financial
statements and certain other laws, regulations and government-wide policies identified by
OMB, as applicable to OPM, and

» transactions and olher data that support reported performance measures are properly
recorded, processed, and surnmarized w permit preparation of performance information
in gecordance with criteria stated by management.

Because of inherent limitations in internal eontrols, misstatemnents, losses, and noncompliance
raay nevertheless ocour and not be detected,  Also, projection of any evaluation of internal
contro! over financial reporting 10 future periads is subject 1o the risk that the intemal controt
procedures may become inadequate because of changes in conditions, or that the effectiveness of
the design or operations of the policies and procedures may deteriorate.



We noted certain matters, described in items 1 through 3 below, involving the internal control
over financial reporting and its operation that we consider 1o be reportable conditions under
standards issued by the American Institute of Certified Public Accountants and OMB Bulletin
No. 58-08, as amended. Reportable conditions are matters coming to our attention that represent
significam deficiencies in the design or operation of internal conwrol that, in our judgment, could
adversely affect the RP's ability 1o record, provess, summarize, and report financinl dalo
consistent with the asseriions of management in the financial statements.

Material weaknesses are reportabie conditions in which the design or operation of one or more of
the internal control components does not reduce to a relatively low level the risk that
misstatements, in amounts that would be material in relation 10 the financial statements being
audited, may ocour and not be detected within a timely period by employees in the normal course
of performing their assigned functions. However, we do not consider the reporiable condstions
described below (o be material weaknesses.

The status of prior year findings is presented in Exhibit 1. We also noied other matters
involving internal control over financial reporting and its operation that we have reported to
the management of OPM in a separate lerter dated February 11, 2000

1. EDP General Control Environment

(2} Entity-Wide Secarity Program

Certain areas in OPM’s entity-wide security program could be strengthened. As noted in our
prior year report: .

« (OPM does not have an integrated enterprise-wide security program, and has distributed
security funciions and responsibilities throughout the organization for dala gecurity, general
support systems, application systems, amid network operations. While different pans of the
organization perform different functions, they share common hardware, software, and
network platforns, and from a security perspective may be exposed w similar or interrelated
vulnerabilities. The current distribution of security functions and responsibilities does not
adequately ensure coordinated procedures, risk assessments, and momtoring and response
capabilities. In contrast, the opportunity to leverage resources and realize opportunities may
not be fully realized with the current decentralized security model.

s (OPM has not performed a security risk assessment within the last three years. However,
during that perivd OPM upgraded the mainframe and serworking platforms and
implemented a new core {inancial management system. While Q?M plans to perform
agsessmenis. they have not been scheduled,

»  (PM’s draft Information Technology Security Policy addresses the need for a centification
and accreditation process, but there is not one currently in place. OMB Circular A-130
requires “thal agencies consider risk when determining the need for and sefeciing
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compuser-relared control techniques.  This risk assessment approach should include a
consideration of the major faciors in risk managemeni: the value of the system or
application, threats. vainerabiliies, and the effectivencss of current or proposed
safeguards.” Compliance with OMB Circular A-130 is a critical compliance indicator for
the Federal Financial Management Integrity Act, and performance of persodic risk
assessments s a critical component of achieving compliance with OMB Circular A-130.

» OPM does not have a formally estblished, integrated, and robust monitoring and response
capability 1o ensure adequate network and systems security. A limited penetration study
found vuinerabilities that were not properly mitigated. - OPM immedialely responded 10
these particular vulnerabilities, but does not have a mechanism to identify new risks or
verify that imnplemented changes were adequate or operating as intended.

s  There is no official method of wacking employees that are terminated andfor separated
from OPM to ensure that systems securily and physical access privileges were
appropriately revoked.

An entiy-wide security program, including security policies and a related implementation
plan, is the foundaton of an enfity’s security control structure and a reflection of senior
management's commitment 0 addressing security risks. Without a well-designed program,
security controls may be inadequate; responsibilities may be unclear, misunderstood, or
improperly implemented; and controls may be invonsistently apphied. Such conditions may
lead to insufficient protection of sensitive or critical resources and disproportionately high
expenditures for controls over low-risk resources,

(b} Access Control

OPM’s EDP access controls require modification. Access controls include physical controls and
logical controls. Adeguately controlling physical access to computer equipment is an example of
a physica) control. OPM’s physical access control system for the mainframe did not record all
security events.

Logical controls include security software programs designed to prevent or detect unauthorized
access to sensitive files. We noted certain user account groups with excessive privileges o
mainframe resources, which could potentially undermine proper segregation of duties,

Access controls should provide reasonable assurance thal computer resources {data fues,
application programs, and computer-related facilities and cquipment} are protecied againse
unauwhorized modification, disclosure, loss, or impairment. The objectives of limiling access
are 1o ensure that {13 users only have the access necessary 10 perform their duties; (2) access
10 very semsilive resources, such as securily software programs, is Hmied w very few
individuals; and (3) employees are restricted from performing incompaiible functions or
functions beyond their responsibilities.
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icy Application Change Control/Systerns Development

Certzin controls over the modification of application software programs are deficient.
Establishing controls over the modification of application software programs helps 10 ensure
only auihorized programs and authorized modifications are implemented.  Without proper
controls, there is & risk that security features could be inadvertently or deliberately omiued or
"rarned off” or that processing irregularities or malicious code could be introduced.

As nioted in our prior vear repon, OPM has not developed a systems development methodology
for application software, and the current “RSOD Retirement ADP Standards and Procedures™ is
missing critical chapters, including data set design and allocation, system development
procedures, testing and acceptance, and system sofiware installation and mainienance.

{d) Service Continuify

Losing the capability to process, retrieve, and proiect information maintained electronically can
significantly impact OPM's abiluy to accomplish its mission. For this reason, OPM should have
procedures in place to protect information resources and minimize the risk of unplanned
interruptions, as well as a plan to recover eritical operations should interruptions occur, To
mitigate service interruptions, it is essential that the related controls be undersiood and supported
by management and staff throughout the organization. OPM has several separate ongoing
service conlinuity-related initiatives and draft plans that need 1o be finalized, formalized, and
properly coordinated so OPM can ensure that ¢ritical functions will still be available in the event
of a disruption.

Recommendation

We recommend that OPM develop a formal action plan to review and revise its EDP general
controls. This plan should address each of the four areas discussed above as well as other areas
that impact the general EDP control environment. The plan should also set forth appropriate
corrective aclion steps, assign responsibilities 1o employees, and establish target completion
dates for each action. This plan should be reviewed by the Office of the Inspector General,
adopted by exgcutive management of OPM, and provide for periodic review of progress towards
achievement of corrective actions.

%

2. Budgetary Accounting Structure

RIS continues 1o find #t cumbersome o produce acceurate and timely vear end finangial
statements for the beneft plans. In fiscal year 1999, RIS implemented 2 new core financial
management sysiem for benefit plan accounting, but did not implement the budgetary accounting
structare in its general ledgers. As a result, RIS manually calculated the budget figures in its
statements of budgetary resources and financing, and several recalculations were necessary to
produce accurate statements. In addition, RIS did not perform reconciliations between the
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budpetary amounits reported in the financial statemems and the corrgsponding amouryts reported
on the SF-133 and SF.2108 forms. Without a sel of self-balancing accounts to summarize
budgetary activity, the risk of reporting inaccurate budgetary figures exists. The lack of a formal
budgetary accounting structure resulted in our conclusion that the RP did not substandally
conform with the requirements of FFMIA, in accordance with the guidelines contaiped in OMB
Bulietin No 98-08, as amended.

Recommendation

We recommiend RIS implement the budgetary acCounting structure in the RP genersl ledger and
begin recording budgetary accounting activity consistent with their policy statements. This
action will assist RIS in preparing accurate year end financial statements.

3. Actuarial Census Data

The Postal Data File (PDF)} comains census data for United States Post Office (USPS) retirees,
and is used by OPM in the calculation of RP actuarial Habilitics at September 30", Aundit
pracedures performed on the PDF determined that the PDF had not been updated since
September 11, 1998, the last submission by USPS hefore year end. However, a salary
increase had occurred on September 12, 1998 and was not reflected in the PDF. While this
salary increase was not large enough 1o materially affect the estimate of the actuarial Habiliy
for September 30, 1999, similar timing differences, should they continue 1o occur, may affect
future vears™ estimations.

Recommendation

We understand USPS normally submits its year end data approximately two to three weeks prior
to vear end. We recommend OPM perform year end procedures 1o inquire whether systemic
changes are made to the PDF darabase after the USPS submission, and (o request an update to
the PDF data if systemic changes have occurred.  OPM should also consider whether other
agencies may have similar procedures that could affect data in other databases used by OFM 1o
galculate vear end actuarial habiiities.

_OMB Bulletin No. 98-08. as amended, requires us to compare material weaknesses disciosed
during the RP audit with the material weaknesses reported by OPM in its Federal Managers’
Financial Integrity Act {(FMFLA} report for the andit period. As a result of this comparison.
we noted that the substantial nonconformance with FFMIA reponted in the Compliance witf
Lanws amd Regulotions section of our report was naot included in OPM's fiscal year 198
FMFIA report.
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COMPLIANCE WITH LAWS AND REGULATIONS

The results of our tests of compliance with laws and regulations, exclusive of FFMIA, performed
as part of oblaining reasonable assurance about whether the finaneial statements are free of
material misstatement, disclosed no instances of noncompliance required to be reported herein
under Government Auditing Standards and OMB Bulletin 98-08, as amended.

Under FFMIA, RP’s financial management systems are required to be in substanual
conformance with (1) Federal financial management system requirements, (2) Federal
accounting standards, and (3) the United States Standard General Ledger (SGL) at the
transaction level,

The results of our tests of compliance with FFMIA disclosed instances, described below, where
RP's financial management systems did not substantially conformn with the requirements

- discussed in the preceding paragraph:

I. Federal Financial Management System Requirements. In accordance with OMB Bulieun
No. 98-08, as amended, an agency must meet the following requirements to substantially
conform with FFMIA: Federal financial management system requirements; OMB Circular
A-127 requirements; requirements published in JFMIP's Pederal Financial System
Requirements series; and OMB Circular A-130 security requirements, The systems
supporting the RP do not meet the following requirements:

a. Support the budger execution function and comply with external reporting requirements
~ The budgetary account structure for the Federal Financial System (FFS), the core
financial management system for the beneflit plans, was not implemented as of
September 30, 1999, This finding resulted in noncompliance with OMB Circular A-
127 and JFMIP's Federal Financial Management Systems Requirements for
“Comparability and Consistency,” * Application of the SGL. at the Transaciion Level.”
*Financial Reporting,” and ~ Suppont for Budgeting and Performance Reporting.”

b. Provide adequate system security - OPM has not performed a security risk assessment
within the last three years. However, during that period OPM upgraded the mainframe
and networking platforms and implemented a new core financial management system.
While OPM plans to perform assessments, they have not been scheduled. In addition,
OPM’s draft Informarion Technology Security FPolicy addresses the nmeed for 3
cenification and accreditagjon process, but there is not one currently in place.
Compliance with OMB Circular A-130 is a critical compliance indicator for the
FEMIA, and performance of periodic risk assessments is a critical compongnt of
achieving compliance with OMB circular A-130.

2. Federal Accounting Standards. OMB Bulletin No. 98-08, as amended, states that
FFMIA requires financial information used in the preparation of financial statemems 1o be
adequately supported by detatled financial records. Detailed financial records exist for all
propriciary accounting information, however, the RP has not yet implemented an
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accounting structure to support budgetary amounts reporied in the RP statements of
budgetary resourees and financing. The lack of a formal budgetary structure compromises
RIS’s ability 10 accurately summarize budgetary data in the RF financial statements.

3. SGL at the Transaction Level. OMB Bulletin No. 98-08, as amended, states that FFMIA
requires detailed information o be “captured and summarized so that it follows the SGL
descriprions and posting rules and is captured af the level necessary to meer OMB or
Treasury reporting requirements and for preparing financial statements.” While detailed
records exist for all proprigtary accounts, the RP has not implemented an acCounting
structure o support budgetary amounds reported in the RP financial statements.

Recommendation

To achieve substantizl conformance with FFMIA, RIS should implement the budgetary
accounting structure of FFS, its core fimancial management system. RIS should also take
actions to address the findings-related to systems security required by OMB Circular A-127
and OMB Circular A-130. The resolution of these findings should be a priority for fiscal year
2000,

RESPONSIBILITIES

Management’s Responsibility. The Chief Financial Officers {CFO) Act of 1990 requires
federal agencies to report amnually to Congress on their financial status and any other
information needed to fairly present the agencies’ financial position and resulis of operations.
To assist OPM in meeting its CFO Act reponting requirements, annual fingncial stalements are
prepared for the RP. Management is responsible for:

» preparing the financial statements in conformity with generally accepted accounting
principles;

« ¢stablishing and maintaining intemal control over financial reporting; and
« complying with laws and regulations applicable o the RP, including FFMIA.

In fulfilling this responsibility, estimates and judgments by management are required 1o assess
the expected benefits and related costs of intemal control policies and procedures.

Auditors’  Responsibility. Our responsibility 15 to express an opinion on the RP financial
staternents as of and for the year ended September 30, 1999 based on our audit. We conducied
our audit 1n accordance with generally accepted auditing standards; the standards applicable to
financial audits contained in Government Auditing Standards, issued by the Comptrolier General
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af the United States; and OMB Bulletin No. 98-08, a5 amended. Those standards require that we
plan and perform the audit 10 obtain reasonable assurance that the financial statements are free of
material misstalement. We believe that our zzzxizz and the reports of other audilors provide a
reasonable basis for our epinion.

To fulfill these responsibilities, we performed procedures such as the following:

s cxamined, on a 15t basis, evidence supporting the amounts and disclosures in the financial
statements;

» assessed the accounting principles used and significam estimmates made by management; and

o evaluated the overall financial statement presentation.

We are also responsible for considering OPM's miernal control over financial reporting related
to the RP and wsting OPM’s compliance with certain provisions of .apphcable laws and
regulations related to the RP that could have a direct and material effect on its 1999 RP financial
statements.

In planning and performing our audit, we considered OPM’s internal control over financial
reporting related (o the RP by obtaining an understanding of the agency’s significant internal
controls, determincd whether these intermal controls have been placed in operation, assessed
control risk, and performed tests of controls in order to determine our auditing procedures for the
purpose of expressing our opinion on the financial statements. We limited our internal control
testing 10 those controls necessary to achieve the objectives described in OMB Bulletin No. 98-
{8, as amended. We did not test all internal controls relevant to operating objectives as broadly
defined by the Federal Managers’ Financial Integrity Act of 1982, such as those controls relevam
to ensuring efficient operations. The objective of our audit was not 1w provide assurance on
intemnal contro! over financial reporting. Consequently, we do not provide an opinion on internal
comrol.

Our consideration of imtemal contro) over financial reponiing would not necessarily disclose all

matters in the inlernal control over financial reporting that might be reportable conditions under
standards issued by the AICPA and OMB Bulletin 98-08, as amended, and, accordingly, would
not necessarily disclose all reportable conditions that are material weaknesses.

In addition, we considered the RP’s internal control over the information comtained in the
required supplementary inforrnation schedule entitled Retiremens Program - Reguired
Supplementary information by obtaining an understanding of the agency’s intemal conirols,
determined whether these internal controls had been placed in operation, assessed controf risk,
and performed tests of controls, as required by OMB Baulletin 98-08, as amended. Qur
procedures wete not designed to provide assurance on internal control over the required
supplementary information, and, accordingly, we do not provide an opinien on such controls,
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With respect to internal controls related to performance measures delermined by management to
be key and reported in the MD&A to the financial statements, we obtained an understanding of
the design of significant internal controls relating to the existence and completeness assertions.
as required by OMB Bulletin 98-08, as amended. Our procedures were not designed 1o provide
assurance on internal control over reported performance measures, and, accordingly. we do not
-provide an opinion on such controls. .

As part of obtaining reasonable assurance about whether RP's financial statements are free of
material misstatement, we performed tests of RP’s compliance with certain provisions of laws
and regulations, noncomplience with which could have a diredt and material effect on the
determination of financial statement amounts. We also performed tests of RP’'s compliance
with certain other laws, regulations and povermment-wide policies identified by OMB, as
applicable to OPM, including the requirements set forth in FFMIA. We limited our tests of
compliance o these provisions and did not test compliance with all laws and regulations
applicable (o the RP. However, providing an opinion on compliance with certain provisions
of laws and repgulations was nol an objective of our audit.  Accordingly, we do not express
such an opinion.

Additionally, under FFMIA, we are required to report whether RP’s financial management
systems substanually conform with (1) Federal {inancial management system requirements, (2)
Federal accounting standards, and (3} the United States Standard General Ledger at the
transaction level. To meet this requirement, we performed tests of compliance using the
implementation guidance for FEMIA ncluded in Appendix D of OMB Bulletin No. 98-08, as
amended,

DISTRIBUTION

This report 1s intended solely for the information and use of OPM's management, QPM’s Office
of the Inspector General, OMB and the U.S. Congress and is not intended to be and should not
be used by anyone other than these specified parties.

KPP e LP -

Febroary 11, 2000
Washingion, D.C
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