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INDEPENDENT AUDITORS' REPORT 
, 

Director, U.S. Office of Personnel Management: 

We h.uve audited the accompanying balance sheel of the Llfe Insurance Program .(LP), 
administered by the U.S. Office of Personnel Management (OPM) Retirement and Insurance 
Service (RIS), as of September 30, 1999. and the related statements of net cost, changes in net 
position, budgetary resources. and financing (hereinafter collectively referred to as "financial 
statements") for the year then ended, The objective of our audit was lO express an opinion on the 
fair presentation of these financial statements, In connection with OUf audit. we also considered 
OPM's internal control over financial reporting related to the LP and tested OPM's compliance 
with certain provisions of applicable laws and regulations relaled lo the LP that could have a 
direct and material effect on its financial statements, 

In our opinion, based on our audit and the reports of other auditors, LP's financial statements as 
of and for the year ended September 30, 1999, are presented fairly. in an material respeets, in 
confonnity with generally accepted accounting principles. 

Regarding our consideration of internal control over finaneial reporting, we noted reportable 
conditions in the following areas: 

I, ED? general control environment; 
2, Budgetary accounting.structure; 
3, Reconciliation of inter-program transactions, and 
4. AClUarial {;ensus data. 

Rcgardmg our tcsts of compliance with certain provisions of applicable laws and regulations, 
with the exception of the, Federal Financial Managers' Integrity Acl (FFMIA), we noted no 
instances of r:oncompiiance with laws and regulations !.hat are required to be reported under 
Government Auditing Standards issued by the Comptroller General of the United States~ llnd 
Office of Management and Budget (OMB) Bulletin No. 98-08, Audit Requirements for Federal 
Financial L)'tatements, as amended, 

Our conclusions and the scope ofour work are du;cusscd in more dctail below. 
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OPINION ON FINANCIAL STATEMENTS 

We have audited the accompanying balance sheet of the LP as of September 30, 1999 and the 
related statements of net cost. changes in net position, budgetary resources, and financing for the 
year lhen ended. We did not audit the financial statements of Metropolitan Life Insurance 
Company's Ol1ice of Federal Employees Group Life Insuranee Program (OFEGLI). 'which 
statements comprise approximately 2% of total assets reflected in the LP balance sheet and 
substantially all current benefits reflected in the LP statemem of net cost. ·Those financial 
statements were audited by other auditors~ whose report thereon has been provided to us, and our 
opinion, insofar as it relaies to the amounts included for OFEGLI, is based solely on the repon of 
the other auditurs. 

In OUI opinion. based on our audit and the report of the other auditors, the financial statements 
present fairly, in all material respects, the financial position of the LP as of September 30. 1999, 
and its net cost, ehanges in net position, budgetary resources, and reconciliation of net cost to 
budgetary obligations for the year then ended. in confonnity with generally accepted accounting 
prinCiples. 

Our audit was conducted for the purpose of fanning an opinion on LP's financial statements 
taken as a whole. The information included in the section entitled Management DiscJJ!ision and 
Anat}'sis of the Retirement. Health Benefits, and Life Insurance Programs (MD&A) and the 
required supplementary infonnalion in the schedule entitled L~le Imwrancc Program - Required 
,";'JJpplemenlary information is not a required part of the financial statements bUI is supplementary 
infonnalion required by Office of Managemeril and Budget (OMB) Bulletin 97-01, Form and 
Content of Agency Financial Statemenrs, as amended. Regarding the MD&A, we have 
considered whether this information is materially inconsistent with the financial statements. 
Regarding the required supplementary information, we have applied certain limited procedures, 
whieh consisted principally of inquiries of management regarding the methods of measuremenl 
and presentation of the requlred supplementary information, However, we did not audit the 
information if'. the MD&A section of the LP or the required supplementary information and 
accordingly. we express no opinion on it. 

INTERNAL CONTROL OVER FINA:-.ICIAL REPORTING 

The objectives of inlernal control over financial reporting are to provide management with 
reasonable. but not absolute. assurance that: 

• 	 transactions are properly recorded j processed, and summarized to permit the preparation 
of financial sta.tements in accordance wilh generally accepted aceounting principles; 

• 	 assets are safeguarded against loss from unamhorized acquisition~ use, or disposition; 

100 



• 	 transactions are executed in accordance with laws governing the use of budget authority 
and other laws and regulations that could have a direet and material effeet On the financial 
statements and certain 'other laws, regulations and goverrunent-wide policies identified by 
OMS, as applicable to OPM, and 

• 	 transaetions and other data that support reported performance measures are properly 
recorded, processed, and summarized to permlt preparation of performanee information 
in accordance with criteria stated by manager:nent. 

Beeause of inherenl limitations in internal controls, misstatements, losses, and noncompliance 
may nevertheless oceur and not be detected. Also. projection of any evaluation of internal 
eontrol over financial reporting to future periods IS subject to the risk that the imemal control 
procedures may become inadequate because of changes in conditions. or that the effectiveness of 
the design or operations of the policies and procedures may deteriorate, 

We noted eert'3in matters, described in items 1 through 4 below, involving the internal control 
over finaneial reporting and its operation that we consider to be reportable eonditions under 
standards issU(:d by the Ameriean Institute of Cenified Public Aeeountants and OMB Bulletin 
No. 98~08, as amended. Reportable conditions are matters eoming to our attention that represent 
significant deficiencies in the design or operation of internal control thaI, in our judgment, could 
adversely affect the LP's ability ,to record, process, summari7..e, and report financial data 
consistent with the assenions of management in the financial statements, 

Materia] \\'eaknesses are reportable conditions in which the design or operation of one or more of 
the internal control components does not reduce to a relatively low level the risk that 
misstatements, in amounts that would be material in relation 10 the financial statements being 
audited, may occur and not be deteeted within a timely period by employees in the normal course 
of performing their assigned functions. However, we do not consider the reportable conditions 
described below to be material weaknesses. 

The status of prior year iinding.o;; is presented in Exhibit t" We also nmed other matters involving 
internal control over financial reporting and lts operation that we have reported to the 
managernem ofOPM in a separate Jetter dated February 1 J. 2000. 

1, 	 EDF General Control Environment 

(a) Entity~Wide Security Program 

Certain areas in OPM's entity-wide security program eould be strengthened. As noted in our 
prior year report: 

• 	 OPM does not have an integrated enterprise-wide security program, and has distributed 
security functions and responsibilities throughout the organization for data security, general 
support systems, application systems, and network operations. While different parts of the 
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organization perform different functions, they share common hardware, software. and 
network platforms, IJnd from a security perspective may be exposed to similar or interrelated 
vulnerabililies, The current distribution of security functions and responsibilities does not 
adequatelY ensure coordinated procedures, risk assessments, and monitoring and response 
capahililies, In contrast, the opportunity to leverage resources and realize opportunities may 
not be fully realized with the current decentrahzed security model. 

• 	 OPM has not performed a securily risk assessment within the last three years', However, 
during that period aPM upgraded the mainframe and networking platforms and implemented 
a ne~ core financial management system. While OPM plans to perform assessments, they 
have not been scheduled. 

• 	 OPM's draft Informalion Technology Securiry Policy addresses the need for a certification 
and accreditation process, but there is not one currently in place, OMB Circular A-l30 
requires .. thar agem3es consider risk when delermimng Ihe needfor and selecling computer­
related crmlro/ techniques. This risk assessment approach should include a consideration o[ 
fhe m[fior /acfors in risk managemenl: the value of Ihe system or appncation, {nreaIS, 
vulnerabilities, and Ihe effecliveness o[currenl or proposed sl!feguard'l." Compliance with 
OMB Circular A~J 30 is a critical compliance indicator for the Federal Financial Management 
Integrity Act, and performance O'f periodic risk assessments is a critical component of 
achieving compliance with OMB Circular A-130, 

• 	 OPM does not have a formally established, integrated, and robust monitoring and response 
capability w ensure adequate network .and systems security. A limited penetration study 
found vulnerabilities that were nDt properly mitigated. OPM immediately responded to' these 
particular vulnerabilities, but does nDt have a mechanism to identify new risks Dr to verify 
that implemented changes were adequate or operating, as intended. 

• 	 There is no official mcthod of tracking employees that are terminated and/or separated from 
OPM to easure tbal systems security and physical access privileges were appropriately 
revoked. 

An emity-wide security program, inclUding security policies and a related implementation plan, 
I::; thc foundation of an entity1s security control structure and a renection of senior management's 
commitment to addressing security risks. Without a well-designed program, security controls 
muy bc inadequate; responsibilities may be unclear, misunderstood. or improperly implemented; 
and controls may be inconsistently uppllcd. Such conditions may lead to insufficient protection 
of sensitive or critical resources and disproportionately high expenditures for controls over low~ 
risk resources. 

(b) Acccss Control 

OPM's EDP access controls require modification. Access controls include pbysical controls and 
logical controls. Adequately controlling physical access 10 computer equipment is an example of 
a physical control. OPM's physical access control system for the mainframe did not record all 
seeurilY events. Logical controls include security software programs designed to prevent or 
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dctect unaulhorized access lo sensitive files. We noted certain user accounl groups with 
excessive privileges to mainframe resources, which could potentially undennine proper 
segregation of duties, 

Access conlrols should provide reasonable assurance that computer resources (data files, 
application programs. and compuler~re1ated facilities and equipment) are protected against 
unauthorized modification, disclosure, loss, or impainnenl. The objectives of limiting access arc 
to ensure that (1) users only have'the access necessary to perform their duties; (2) a~cess to very 
sensitive resources, such as security software programs, is limited to very few individuals; and 
(3) employees arc restricted from perfonning incompatible functions or functions beyond their 
responsibililies, 

(c) Application Change Control/Systems Dcvelopment 

Certain controls ovcr the modification of application software programs are deficient 
Establishing controls over the modification of application software programs helps to ensure 
only authorizc:d progrums and authorized modifications are implemented. Without proper 
controls, there is a risk that security features could be inadvertently or deliberately omitted or 
"turned off' or that processing irregularities or malicious code could be introduced, 

As noted in our prior year report, OPM has not developed a systems development methodology 
for application software, and the current uRSOD Retirement ADP Standards and Procedures" is 
missing critical chapters, including data set design and allocation, syslem development 
procedures, testing and acceptance, and system software installation and maintenance, 

{d) Servicc Continuity 

Losing the capability to process, retrieve, and protect information maintained eJectronieally can 
significantly impact OPM's ability to aeeompHsh its mission. For this reason, OPM should have 
procedures in place to protect infonnation resources ~d minimize the risk of unplanned 
interruptions. as well as a plan to recover critical operations should interruptions oeeur. To 
mitigate service mterruptions, it is essential that the related controls be understood and supported 
by management ond stan' throughout the organization, OPM has several separate ongoing 
service continuily~rela1ed initiatives and draft plans thaI need to be finalized. formalized, and 
properly coordinated so OPM can ensure that critical functions will still be availabJe in the event 
of a disruption, 

Rc(ommendation 

We recommend that OPM develop a formal aClion plan to review and revise its EDP general 
controls. This plan should address eaeh of the four areas discussed above as well as other areas 
that impact the general EDP conlrol environment. The plan should also set forth appropriate 
corrective aetion sIeps. assign responsibilities to employees, and establish target completion 
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dates for each action. This plan should be reviewed by the Office of the Inspector General, 
adopted by ex~cutive management of OPM. and provide for periodic review of progress lowards 
achievement ofcorrective actions. 

2. Budgetary Accounting Structure 

RIS continues to find it cumbersome to produce accurate and timely year end financial 
statements for the benefit plans. In fiscal yeaI 1999: RIS implemented a new core financial 
management system for benefit plan accounting, but did not implement the budgetary accounting 
structure in its general ledgers, As a result, RIS manually calculated the budget figures in its 
statements of budgetary resources and financing. and 'several recalculations were necessary to 
produce accurale statements. 1n addition. RlS did not perfOIm reconcHiations between the 
budgetary amounts reported in the financial statements and the corresponding amounts reported 
on the SF~133 and SF-2108 fonns. Without a set of self.baiancing accounts to summarize 
budgetary activity, the risk of reporting inaccurate budgetary figures exis!.s. The lack of a fonna! 
hudgetary accounting structure resulted in our conclusion that the LP did not substantially 
confonn with !he requirements of FFMIA, in accordance wIth the guidelines contained in OMS 
Bullelin Nn 98-08. as amended. 

ReeQmmendation 

We recommend R1S implement the budgetary accounting structure in the LP general ledger and 
begin recording budgetary accounting activity consistent with their policy statements. This 
aClion will assist RIS in preparing accurate year end financial statements, 

3. Reconciliation oflnter~Program Transactions 

Life insurance premiums are withheld from payments made 10 annuitants by the Retirement 
Program (RP). The RP is responsible for transferring these amounts to the LP. RrS records 
amounts for annuitant withholdings using data from an Annuity Roll Processing System (ARPS) 
report and records the offsetting payment using infoImation from the Monthly income Recap 
report. The reports originate from two different sources and do not reconcile, RIS has 
recognized this, but because of resource constraints, they have not taken appropriate action to 
reconcile these transactions. 

Recommendation 

As noted in our fiscal year 1997 and J998 reports, we continue to, recommend that RIS (1) 
request ADP services to gain extract data from the annuity roll system; (2) compare these 
transactions to the manual vouchers to determine what is causing the differences: and (3) 
reconcile t~e existing differences between the RP and LP. In addition, RlS should implement 
procedures to prevent future oUl-of-balance situations. 
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4. Actuarial Census Data 

The Postal Data File (PDF) contains census data for United States Post Office (USPS) retirees, 
and is used by OPM in the calculation of LP actuarial liabilities al September 30th 

, Audit 
procedures performed on the PDF detennined that the PDF had not been updated since 
September II, 19981 the last submission by USPS before year end, However, a salary· increase 
had occurred on September 12, 1998 and was not reflected in the PDF. While this salary 
increase was nOI large enough to materially affect the estimate of the actuarial "liabJlity for 
September 30, 1999, similar timing differences, should they continue to occur, may affect future 
years' estimations. 

RecommChdation 

We understand USPS nonnally submits its year end data approximately two to three weeks prior 
to year end. We recommend OPM perform year end procedures. to inquire whether systemic 
changes are made lo the PDF database after the USPS SUbmission, and to request an update to 
the PDF data if systemic changes have occurred, aPM should also consider whether other 
agencies may nave simiiar procedures that could affect data in other databases used by OPM to 
calculate year end actuarial liabilities, 

•'" .. '" '" '" 

OMB Bulletin No. 98-08, as amended, requires us to compare material weaknesses disclosed 
during the LP audit with toe material weaknesses reported by OPM in its Federal Managers' 
FinancinJ Integrity Act (FMFIA) report for the audit period, As a result of tois comparison, we 
noted that the substantial nonconformance with FfMIA reported in the Compliance wilh Laws 
and Regulalions section of our report was not included in OPM's fiscal year 1999 FMFIA report. 

COMPLIANCE WITH LAWS ANI) REGULATIONS 

The results of our tests of compliance with laws and regulations, exclusive of the FFMIA, 
performed as part of obtaining reasonable assurance about whether the financial statements are 
free of material misstatement. disclosed no instances of noncompliance required to be reported 
herein under Government Audilfng Standards and 01',,1B Bullelin 98~08. as amended, 

Under FFM1A, LP's financial management systems are required to be in substantial 
conformance with (I) federal financial management system requirements, (2) Federal 
accounting standards, and (3) the United Slates Standard General Ledger (SGL) at the 
transaction level, 
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The result" of OUT tests of compliance with FFMIA disclosed instances, described below, where 
LP's finaneia: management systems did not substantially conform with the requirements' 
discussed in the preceding paragraph: ' 

1. 	 Federal Financial Management System Requirements. In accordance with OMB Bulletin 
No. 98 w 08, as amended. an agency must meet the following requirements to substant.ially 
confonn \vith FFMIA: Federal financial management system requirements; OMB Circular 
A~127 requirements; requirements pubJIshed in JFMIP's Federal Financial Syslcm 
Requirement" series; and OMB Circular A-DO security requirements. The systems 
supporting the LP do not meet the following reqUirements: 

a. 	 Support the budget execution function and comply with eXlernal reporling requirements ­
The budgetary account structure for the Federal Financial System (FFS), the core 
financial management system for the benefit pians, was not implemented as of September 
30, 1999. This finding resulted in noncomplianec witb OMB Circular A·127 and 
lFMIP's Federal Financial Management Systems Requirements for "Comparability and 
Consistency/' "Application of the SOL at the Transactlon Level:' "Financial 
Reporting;' and ." Support for Budgeting and Performanee Reporting," 

b. 	 Provide adequaJe system securily - OPM has not perfonned a seeurilY risk a"sessment 
within thc last three years. However. during thal period OPM upgraded the mainframe 
and networking platforms and implemented a new core financial management system. 
While OPM plans to perform assessments, they have not been scheduled. In addition, 
OPM's draft lnformalion Technology Security Policy addresses the need for a 
certification and accreditation process, but there is not one currently in pluce. 
Compliance with OMB Circular A~130 is a critical compliance indicator for the FFMIA, 
and performance of. periodic risk assessments is a critical component of achieving 
compliance with OMB Cireular A~130. 

w2. 	 FederaJ'Accounting Standards. OMS Bulletin No. 98 08, as amended, slates that FFMIA 
requires financial information used in the preparation offimlflcial statements to be adequately 
supported by detailed financiul records. Detailed financial records exist for all proprietary 
Hccounting. information; however, the LP has not yet implemented an accounting structure to 
support budgetary amounls reported in the LP statements of budgetary resources and 
financing. The lack of a formal budgetary structure eompromises RIS's .ability to accurately 
summanze budgetary data in the LP financial statements. 

3. 	 SGL at the Transaction Level. OMB Bulletin No. 98 w 08. as amended, states that FFMIA 
requires detailed information to be "captured and summarized so thaI ir follows the SCI.. 
descriptions and posting rules and is captured at Ihe level necessary to meel OMB or 
Treasury reporting requirements and for preparing financial Sfalemenls," While detailed 
records exist for al! proprietary accounts. the LP has not implemented an acc<:unling structure 
to support budgetary amounts reported in the LP financial statements. 
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Recommendation 

To achieve substantial conformance with FFMIA, RlS should implement the budgetary 
accounting structure of FFS, its core financial management system. IDS should also take actions 
to address the findings related to systems secunty required by OMS Circular A-127 and OMB 
Circular A~130. The resolution of these findings should~be a priority for fiscal year 2000. 

RESPONSIBILITIES 

Management's Responsibility. The Chief Financial Officers (CFO) Act of 1990 requires 
federal agencies 10 report annually to Congress OR their financial status and any other 
information needed to fairly present the agencies' financial position and results of operations. 
To assist OPM in meeting its CFO Act reporting requirements, annual financial statements are 
prepared for the LP. Management is responsible for: 

• 	 preparing the financial statements in conformity with generally accepted accounting 
principles; 

• 	 establishing and maintaining internaJ control over financial reporting;" and 

• 	 complying with laws and regubtions applicable to the LP, including FFMIA. 

In fulfdling tbis responsibility, estimates and judgments by management are required to assess 
the expected benefits and related costs of inlernal control policies and procedures. 

Auditors' Responsibility. Our responsiililhy is to express an opinion on the LP financial 
statements as of and for thc year ended September 30, 1999 based on our audit We conducted 
our audit in accordance with generally accepted auditing standards; the standards applicable to 
financial audits contained in Government Auditing Standards, issued by the Comptroller General 
of the United States; and OMS Bulletin No. 98~08, as amended. Those standards requirc that v..'e 

plan and perform the audit to obtain reasonable assurance that the financial statements are free of 
material misstalement. We believe rnat our audit and the reports of other auditors provide a 
reasonable basis for our opinion. 

To fulfill these responsibilities, we performed procedures such as the following: 

• 	 examined, on a test basis, evidence supponing the amounts and disclosures in the financial 
Slatements~ 

• 	 assessed the accounting principles used and significant estimates made by management; and 

• 	 evalualed the overall financial statement presentation. 
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We ace also responsible for considering OPM's internal control over financial reporting related 
to the LP and testing OPM's compliance with certain provisions of applicable laws and 
regulations related to the LP that could have a direct and materia} effect on its 1999 LP financial 
statements. 

In planning and Perfonning our audit, we considered OPM's internal c-Ontrol over financial 
reporting related to the LP hy ohtaining an understanding of the agency's slgnilicant internal 
controls, determined whether these internal controls have been placed in operation, assessed 
control risk. M.d perfonned tests of controls in order to detennine our auditing procedures for the 
purpose of expressing our opinion on the financial statements. We limited our internal control 
testing to thosl~ controis necessary to achieve the objectives described in OMB Bulletin No. 98­
08, as amended. We did not test all jntemal controls relevant to operating objeetives as hroadly 
defined by the Federal Managers' Financial Integrity Act of 1982, such as those controls relevant 
to ensuring efficient operations. The objective of our audit was not to provide assurance on 
internal control over financial reporting. Consequently, we do not provide an opinion on internal 
control. 

Our consideration of internal control over financial reporting would not necessarily disclose aU 
matters in the internal control over financial reporting that might be reportable conditions under 
standards issued bylhe AICPA and OMB Bulletin 98·08, as amended, and. accordingly, would 
not necessarily disclose aU reportable conditions that are material weaknesses, 

jo addition, we considered the LV's internal control over the information contained in the 
required supplementary information schedule entitled Life Insurance Program - Reql./ired 
Supplementary Injormation. by obtaining an understanding of the agency's internal controls, 
determined whether these iniernal controls had been placed in operarlon, assessed control risk, 
and performed tests of controls. as required by OMB Bulletin 98-08, as amended, Our 
procedures wt;:re not designed to provide assurance on internal control over the required 
supplementary information, and, accordingly, we do not provide an opinion on such controls. 

With respect to intemal controls related to performance measures determined by management to 
be key and reported in the MD&A to the financial statements. we obtained an understanding of 
the design of significant internal controls relating to the existence and completeness assertionsr 

as required by OMB Bulletin 98-08, as amended,' Our procedures were not designed to provide 
assurance on internal control over reported performance measures, and, accordingly, we do not 
provide an opinion on such controls. 

As part of obl'lining reasonable assurance about whether LP's financial statements are free of 
material misstatement, we perfonned tests of LP's compliance with certain provisions of laws 
and regulations, noncompliance with which could have a direct and material effect on the 
determination of financial statement amounts. We also performed te~'1S of LP's compliance with 
certain other laws, regulations and govemment~\~ide policies identified by OMB I as applicable to 
OPM, including the requirements set forth in FFMIA. We limited our tests of compliance to 
these provisions and did not test compliance with all laws and regulations applicable to the LP. 
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However, providing an opinion on eompljance with certain provisions of laws and regulations 
was not an objective of our audit, Accordingly, we do not express such an opinion. 

Additionally. under FFMIAI we are required to report whether LP's financial management 
systems substantiallY conform with (1) Federal financial management system requiremenls, (2) 
Federal acco.nting standards, and (3) the United States Standard General Ledger at the 
transaction level. To meet this requiremen~ we performed tests of compliance using t.he 
implementation guidance for FFMIA included in Appendix D of OMB Bulletin No, 98-08, as 
amended. 

I>ISTRIBUTION 

This report is intended solely for the information and use ofOPM's management, OPM's Office 
of the Inspector General, OMB and the U.S. Congress and 1S not intended to be and should nOJ 
be used by anyone other than these specified panies, 

February 11,2000 
Washington, D.C. 
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FINANCIAL STATEMENTS 
FISCAL YEAR 

1997 


U.S. OFFICE OF PERSONNEL MANAGEMENT 




H~'t:JjPeat Marwick LLP 


2001 M SHQet, NW. 

Washil'!glon. DC 20036 

INDEPENDENT AUDITORS' REPORT 

Director, U,S. Office of Personnel Management: 

We have audited the accompanying 1997 financial statements of the Retirement Program (RP). 
administered by the U.S. Office of Personnel Management (OPM) Retirement and Insurance 
SerVice (RIS). In OUf opinion, based on our audit, the 1997 RP financial statements are presented 
fairly. in all material respects, in conformity with the basis of accounting described in NOle 1 to 
t~e financial statements. 

In connection with our audii and In accordance with Government A uditing Standards, we also 
~onsidered OPM's internal contrOls over financial reporting related to the RP and tested OPM's 
compliance with certain proviSions of applicable laws and regulatiOns related to the RP that could 
have a direct and material effect on its 1997 financial statements. 

As a result of our consideration of internal control over financial reporting, we identified the 
fallowing reportable conditions. 

1. Controls over contributions revenue; 

2, Cash management ~ investments; 

), System Development Life Cycle (SDLe) for major systems implementation efforts; 

4, f'inanciaJ reporting, policies and'procedures; 

5. Controls over system software~ 
6. Comprehensive computer system and application risk assessments; and. 
7, Controls over benefit payments made to annuitants. 

We consider the first four reponable conditions. above, to be material weaknesses. 

As a result of our tests of compliance with certain proviSions of applicable Jaws and regulations. 
we noted no instances of noncompliance that would be reportable under Government Auditing 
Standards and Office of Management and Budge, (OMB) Bulletin 93-06, Audit Requirementsfor 
Federal Financial Statements, as amended, In the compliance section. below, we identify 
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differences in material weaknesses identified by OPM in its Federal Managers' Financial IntegritY 
Act (Ff...1FIA) report, and those identified in our evaluation of RP's internal controls. In addition, 
the compliance section identifIes noncompliance with Federal system requirements and' the U.s. 
Standard General Ledger, described in the Federal Financial Management Improvement Act 
(FFMIA) 

The results of our audit of the 1997 RP fmancial statements, our consideration of internal control 
over fmancial reponing, Our tests of OPM's compliance with certain provisions of applicable laws 
and regulations related to the RP, and our responsibilities: are discussed in the remainder of this 
report. 

OPINION ON FINANCIAL STATEMENTS 

We have audited the accompanying statement of financial position of the RP as of September 30, 
1997. and the related statements of operntions and changes in net position and cash flows for the 
year then ended. These fmancial statements are the responsibility of OPM's management. Our 
responsibility is to express an opmion on these fmancial statements based on our audit. 

We conducted our audit in accordance with genernUy accepted aUditing standards; the standards 
applicable to financial audits contained in Government Auditing Standards, issued by the 
ComptroJler General of the United Slates: and OMB Bulletin No. 93-06, as amended. Those 
standards require that we plan and perform the audit to obtain reasonable assurance that the. 
financial statements are free of material misstatement. An audit includes examining. on a test 
basis, evidenl:;e supporting the amounts and disclosures in the financial statements. An audit also 
includes assessing the accounting principles used and significant estimates made by management. 
as well as evaJuating Ihe overall fmancial statement presentation. We believe that our audit 
provides a reasonable basis for our opinion" 

A.5 described in Note I, these financial statements were prepared in confot1l1.ity with the hierarchy 
of accounting principles and standards recommended by the principals of the Federal Accounting 
Standards Advisory Bpard, This hierarchy is a comprehensive basis of accounting other than 
generally accepted accounting principles. 

. . 
in our opinion, based on our audit. the 1997 financi~ statements referred to above present fairly, 
in all material respects. the financial position of RP as of September 3D, 1997, and the results of 
its operations and changes in net position and cash flows for the year then ended, in conformity 
with the basis of accounting described in Note I to the financi~ staterrlents. 

As discussed in Note 1 to the financia! statements. RP implemented Statement of Federal 
Financial Accounting S.tandards No.1, Accounting for Selected Assets and Liabilities, and 
Statement of Federal Financial Accounting Standards No.5, Accounting for Liabilities of the 

. Federal Government, effective October 1. 1996. 
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Our audit was conducted for the purpose of forming an opinion on the RP's financial statements, 
taken as a whole. The information in the Overview section entitled The Retirement Program 
contains a wide range ofdata, some of which is not directly related to the RP financial statements. 
The infonnation in the Overview is not a required part of the financial statements hut is 
supplementary inlimnation required by OMB Bulletin Nos, 94-01 and 97-01, Form and Conlent 
of Agency Financial Statements. We have considered whether this information is materially 
inconsistent with the principai financial statements, Such infonnation has not been subjected to' 
the procedures applied tn the audit of the financial statements. Accordingly, we express no 
opinion on it. 

REPORT ON INTERNAL CONTROL OVER "INANCIAL REPORTING 

The management of OPM is responsible for establishing and maintaining internal controls. In 
fi.dfilling lhis responsibility. estimates and judgments by management are required to assess the 
expected benefits and related costs of internal control policies and procedures. The Objectives of 
internal controls are to provide management with reasonable, but not absolute. assurance that: 

• 	 transactions are executed in accordance with laws governing the use of budget authority and 
with other laws and regulations that could have a dirccl and material effect on the financial 
statements; 

• 	 funds. property, and other asselS are safeguarded against loss from unauthorized use or· 
dispositian; 

• 	 transactiDns are e~ecuted in accordance with managem~nt's authorization and are properly 
recorded and accounted for to permit the preparation of reliable financial reports in 
conformity with applicable accounting principles described in Note 1 to the financial 
statements, and to maintain accountability over the assets; and, 

• 	 data that support reported performance measures are properly recorded and accounted for to 
permit preparation.of reliable and complete performance information. 

Because of inherent limitations in interna1 controls. misstatements may nevertheless occur and not 
be detected. Also, projection of an evaluation of internal controls to future periods is subject to ~ 

the risk that procedures may become inadequate because of changes in conditions or that the 
effectiveness of the design and operation ofpolicies and procedures may deteriorate. 

·In planning' and performing our audit. we considered OPM's internal control over financial 
reporting fot' the RP in order to determine our auditing procedures for the purpose of expressing 
our opinion on the financial statements, and not to provide an opinion on the internal control over 
financial reporting. Accordingly. we do not express sUch an opinion, With respect to internal 
controls, we obtained an understanding of the design of relevant policies and procedures.,. , 
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determined if they had been placed in operation, assessed control risk, and performed tests of 
tnternal controls.' 

Our evaluation of the controls for performance information was limited to those controls designed 
to ensure the existence and completeness of the information. With respect to the performance 
measures control objectives. we obtained an" understanding of relevant internal control policies 
and procedures designed to permit the preparation of reliable and complete performance 
infommtion. and we assessed control risk. 

Reportabl(! conditions are mailers coming to our attention that represent significant deficiencies in 
the design or operation of internal control that could adversely affect the RP's ability to record, 
process, summarize, and report linancial data consistent with the assertions of management in the 
financial statements. A. material weakness is a condition in which .the design or operation of one 
or more of the inlernai control components does not reduce to a relatively low level the risk that 
misstatements in amounts Ihal would be material in relation to the financial statements being 
audited. or material to performance measures or aggregate of related performance measures, may 
occur and not be detected within a timely period by employees in the nonnal course of performing 
their assigned functions. We noted certain malters involving internal controls over financial 
reponing and their operalion that we consider to be reponable conditions under standards 
established by the American lnstitute of Certifled Public Accountants and by OMB Bulletin 93 ..06. 
as amended. 

Our consideration of internal control would not necessarily disclose all internal control matters 
that might be reportable conditions and, accordingly, would not necessarily disclose all reportable 
conditions that are malertal weaknesses. However, we noted the following weaknesses in internal 
control over financial reponing lhat we consider 10 be reportable conditions. We conSidered the 
first four reportable conditions \0 be material weaknesses. 

I. Con(r'ois Over' Contributions Revenue 

OPM has clelegated responsibility to the employer agencies for (1) collection of contributions 
revenue from participants, (2) determination of an agency's contribution, (3) certification of 
employee eligibility for benefits, and (4) maintenance of supponing records. Es!ablishing and 
maintaining adequate internal comrols for transactions and testJng the effectiveness of those 
internal controls are the employer agencies' resporuibtiities. OPM, as administrator, is dependent 
on the employer agencies for the accuracy and completeness of the data. OPM has pres"cribed 
minimum records, documentation and reconciliation requirements (0 the employer agencies, but 
does not monitor the effectiveness of employer agencies' controls or their degree of compliance 
with controls. As a result, OPM does nOl have a basis for relying on other agency internal 
controls as I hey relate to contributions recorded in its accounting records and other data received 
which suppcln amounts recorded in the fi~ncial statements. 
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In addition, OPM does not have policies and procedures that provide for internal control and 
financial manttgement over the contributions revenue collected from the employer agencies .. 
Specifically, aPM has not implemented ongoing monitoring.and review procedures to verify the 
accuracy and completeness of amounts received and recorded in its records, or jmplemented 
other compensating controls. 

Recommendation 

As noted in our poor year repol1. we con1inue to recommend aPM establish an ongoing 
monitoring and review program over agency payroll office procedures and data reported. and 
remitted to OPM. as a means of ensuring the accuracy and completeness of amounts recorded in 
its financial records. 

2~ Cash Management - Investments 

OPM does not have adequate procedures for (1) authorizing and approving investment 
transactions, and (2) ensuring that the maximum and correct amounts available are invested 
limely, We noted a number of instances where fund Balance with Treasury was over- or under­
invested during fiscal year 1997. In one such instance. the over-invested balance was 
approximately $300 minion, There were other instances where interest payments made by 
Treasury were not invested timely, In addition. OPM's investment ledger (intended to track 
transactions} was not complete. was not reviewed by a supervisor, and was not reconcHed timely 
to balances in the general ledger. . 

Reeommendatio,! 

OPM is installing a new core tinancial management system, which includes a separate 
investment module. and has obtained the services of a contractor to develop related policies and 
procedures. However. until implementation is complete. as noted in our prior year report~ we 
continue to recommend OPM establish procedures that provide for (I) the preparation of cash 
management schedules that support the amount and timing of investment transactions, (2) 
documentation ofreviews and authorizations of investment transactions. and (3}· verification of 
the accuracy of schedules and balances. before amounts are invested. 

3. System Development Life Cycle for Major Systems ImplementatioD Efforts 

OPM does not have a System Development Life Cycle (SOLC) for major systems 
impiementalion efforts. Without n SDLe. the development of systems is n01 coordinated with 
organizational strategic plans and goals and may result in the acquisition of technology that does 
not provide overall desired benefits for OPM at the organizationai level. 
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Recammcndaiian 

As noted in our prior year report. we continue to recommend that OPM implement a SDLe 
which includes a needs analysis, systems design. arid guidance for implementation, operations, 
and maintenance. This will provide OPM with a mechanism to help ensure that its business 
needs are addressed, costs are managed. deadlines are established,'and management requirements 
for application controls are satisned. We understarid that OPM's plan requires involvement of 
users, including other agencies, and that it needs to be in~grated across the agency as a whole. 

4. Finaneia,1 Reporting, Policies and Procedures 

R1S' financial reporting respnnsibilities and policy-making should he enhanced to provide 
clearer integration of operational objectives with management and employee responsibilities. 
RlS's mission statement needs 10 thoroughly incorporate [mandal reporting and policy 
objectives which are consistent with its fiduciary responsibilities as administrator of the RP. 
Furthermore, departmental and individual financial responsibilities do not incorporate policies 
and procedures .designed to monitor and ensure accuracy and completeness of financial activiti~s 
oftne RP. 

(a) Financial management plQn 

RJS is responsible for administering and managing the RP. including managing contributions 
received, determining and paying benefits. maintaining accurate benefit records, providing 
retirement support services, and developing legislative initiatives for the RP. RIS has made 
progress in developing financial management policies to fulfiH these responsibilities, but has not 
yet achieved full implementation, Accordingly. weaknesses in internal controls and accoWlting 
systems wilhin OPM for the RP continue. 

Recommendation 

We recommend that RlS fully implement RP's financial management plan. The implementation 
of the plan will form an internal control structure for financial management and reporting. 

(b) FinQncial management reengineering 

OPM's processes and systems have evolved over a long period of time and have changed to 
address specifIc issues or weaknesses in individual processes or systems, without necessarily 
assessing macro level effects. Therefore~ OPM and the RP operate in a paper and process 
intensive environment with numerous non-integrated information systems. Although QIT's 
(quality improvement teams) were" established by OPM to focus on financial system 
reengineering efforts, only limited progress has been made by the teams during fiscal year 1997. 
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Recommendations 

• 	 OPM's current Financial Managem'ent Status Report & Five-Year Plan includes plans to 
reengineer the retirement processing system based on identified requirements, As noted in our 
prior y(:ar report, we recommend the RP Status Report and Five-Year Plan include a 
concerted eGort to make fundamentaJ changes to aJl processes affecting aJl disciplines and 
user groups, To be effective, this plan must address the effects of and interactions among 
human resources, technology and facilities. The focus of this effort should be directed at 
determining the minimum processes necessary to achieve the desired results, while maintaining 
an adequate system of controls. 

• 	 As we recommended last year, the cost of control processes should aJso be weighed against 
benefits achieved. We recommend that RlS continue to develop action plans for 
reengineering and streamlining its linancial operations and make changes to processes to 
eliminate redundancies, unnecessary approvals, and extraneous records." 

• 	 RlS should carry out its current plans to overhaul core program and financiaJ systems so they 
will support the RP's mission of improi,..·ing customer service and satisfaction. OPM should 
continue to improve its financial management systems by establishing fixed time frames and 
action plans. Once established. orM should aggressively monitor the plans and time frames. 

5. 	Controls over System Softwan: 

The operating system's (IBM OS/390) primary integrity mechanism, Authorized Program Facility 
(APF), is not being properly controlled. Any program with APF authority has the ability to access 
all data files available to the OS/390 operating system and bypass mM's access control software, 
Resource Access Control Facility (RACF). In addition, the system software administrative group, 
not the Se(:urity Administration, is currently the owner of the RACF data set. Consequently, 
there is a risk that unauthorized users can bypass RACF checking and perform sensitive security 
tasks, aJter data integrity and/or control the operating system. 

Recommendation 

OPM management should develop APF administration policies and procedures to ensure 
compliance with IBM's integrity rules for aJl ffiM operating systems. OPM should examine 
access privileges to APF libraries and determine if the current number of personnel with this level 
of access is necessary, In addition, the ownership and access rights to the RACF data set should 
be reevaluated, 
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6. Comprehensive Computer System'and Application .Risk Assessments 

OPM has not conducted a comprehensive risk assessment of computer systems and applications. 
Risk assessments increase the likelihood that security policies and procedures are being made 
regarding which risks to accept and which to mitigate through security controls. 

Recommendation 

-
OPM should develop a process for ensuring that the assessment of risk is an on~going process, 
and fonna! risk assessments are used in the development of security poltcies and procedures. 

7. Controls Over Benefit Payments Made To Annuitants 

Despite the current controls in place over benefit payments, errors continue to occur in benefit 
computations. OPM shouid enharn::e controls ovet benefit payments made to annuitants in otder 
to reduce the likelihood of errors in benefit calcul~lions" The Office of Retirement Programs 
(ORP) has not established consistent procedures and trairnng across departments to collect data 
related to the occurrence of errors found during the adjudication process. In addition, detail data 
of the results from adjudication (e.g., errors found as part of review of benefit specialists work) 
perfonned throughout the year are not accumulated and reported to management for analysis on a 
periodic basis. 

Recommendation 

OPM should evaluate the acceptability of error rates in benefit payment calculations and eKpand 
reviews and procedures until an acceptable level is achieved. The aeGurac]' of annuitant files 
should be reviewed by the Quality Assurance Division (QAD) from the inception of an annuitants' 
employment, not just from [he last adjudication or post~adjudication date. The increase in 
reiiabiilty of benefit payment controls gained by a more comprehensive file review will outweigh 
the incrementa} cost II) QAD labor hours incurred ro perfoon the reviews. 

A.s a by-product of the file revlews~ we recommend OPM create data collection procedures, to 
gather infonnation on case adjudication, and perfonn an analyses of the data to determine where 
errors are occurring and whether procedural changes wilt eliminate these errors. We recommend 
OPM collect, at a mirnmum, the following data: 

• number and description of errors found; 

• cause of errors (e.g .• keypunch, misinterpretation of legisiation); and, 

• timing of the errors (e.g., initial adjudication, posl~adjudication)" 
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Data analyses should include, but should not be limited 10, the following: 

• 	 identiftcation of lime periods of large or unusual error occurrences; 

• 	 an indication of what stage of the process the errorS occur (e.g.• initial stage or during 
adjudication process); 

• . 	the types and frequencies of errors: and. 

• 	 a determination of the underlying cause of the etTors. 

Error information. including suggestions to avoid future errors, should continue to be 
communicated to ihe benefit specialist or reviewer who made the erroL (0 addition, the results of 
the data analysis should be used to facilitate future training programs. These training programs 
should reinforce the importance of thorough and accurate reviews of retirement case flies and 
benefit payment calculations prior to the payment of benefits. and should include procedures for 
.infonning reviewers of errors and necessary corrective actlons. The content of the training 
courses should include a refresher course on the application of new laws and regulations 
affecting the adjudication process. The training program should also specify 11 minimum level of 
annuai training for all benefit specialists and others involved in reviewing case files and should 
be consistent across aJl departments in the Office of Retirement Programs. 

*****. 

These conditions were considered in determining the nature. timing., and extent of the procedures 
to be performed in our audit of the RP financial statemf!nts as of and for the year ended 
September 30.1997. 

We also noted other matters Involving internal control over financial reportmg and its operation 
that we do not consider to be reportable conditions that we have reported to the management of 
OPM in a '.para!e leller dated February 27. 1998. 

REPORT ON COMPLIANCE WITH LAWS AND REGULATIONS 

The management of OPM is responsible for compJying with laws and regulations applicabJe to 
the RP. As part of obtaining reasonable assurance about whether RP's financial statements are 
free of material misstatement. we performed tests of OPM's compiiance .with certain provisions 
of laws and regulations. noncompliance with which could have a direct and material effect on the 
determination offinandal statement amounts, and certain other laws and reguialions'specified in 
OMB Bulletin No. 93-06. as amended. including tbe requirements referred to in tbe Federal 
Financial Management Improvement Act of 1996. However. pro\'idin~ an opinion on 
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compliance with certain provisions of laws and regulations WaS not an objective of our audit 
Accordingly, we do not express such an opinion. 

The results of our tests of compliance, performed as: part of obtaining reasonable assurance about 
whether the RP financial statements are free of material misstatement. disclosed no instances of 
noncompliance that are required (0 be reported herein under Government AudWng Standards and 
OMB Bulletin 93-06, as amended. 

Federal MQ.nJJgers' FinanciJll Inlegrity Act (FMF/A) With respect to FMFIA compliance, 
OMB Bulletin 93-06, as amended. requires OPM's lndependent auditors to report if there is a 
conflict between the agency's most recent FMFfA repon and the auditors' evaluation ofintemal 
control ov~r fmandal reporting based on their audit of the program's financial statements. 
Accordingly, as a. part of our audit. we obtained an understanding of OPM's process for 
evatuating and reporting on internal control and accounting systems as required by the fMFIA 
and compared the OPM's 1997 FMFIA report results to the results of our evaluation of internal 
COnlrot 

In the internal control section Oflhis report. we reported the System Development Life Cycle for 
major systems implementation etTorts as a material internal eontrol weakness which was not 
identified by OPM management as a weakness in the 1997 FMFIA report 

Federal Financ:ial Management Improvement Act (FFMlA) OMB Bullelin 93~06, as 
amended. requires OPM's independent auditors to report whether OPM's financial management 
systems substantially comply with (1) Federal financial management system requirements. (2) 
applicable 2LCcounting standards. and (3) the United States Standard General Ledger at the 
transaction 1evel. To meet this requirement. we performed lests of compliance using the 
implementation guidance for FFMIA issued by OMB on September?, 1997. 

The results of our tests disclosed instances. described below, where OPM's financial 
management systems did not substantially comply with the requirements discussed in the 
preceding paragraph: . 

• 	 OPM has identified their core financial management system inte~tion as a material non­
conformance in its FMFIA report. 

• 	 The core financial management system is not compliant with the United States Standard 
General Ledger at the transaction level (i.e.~ subledgers do not process transactions consistent 
with SGL account description and posting requirements). 

• 	 OPM's financial management system does not support all program decision making. The 
system does not produce cost rcpons or other. types of reports at meaningful levels. 



OPM is in the process of implementing a new core financial management system, which is 
scheduled to be fully implemented by 1999. and anticipates the new system will resolve the 
above instances ofFFMIA noncompliance. 

An audit of financial statements conduCled in accordance with generaUy accepted aUditing 
standards; Government Audiling Standards. issued by the Comptroller General of the United 
States; and OMS Bulletin 93~06, as amended. was not designed to and does not provide any 
assurance that Year 2000 issues which may exist have been identified, on the adequacy .of 
OPM's remediation pJans related to Year 2000 financial or operational issues. or on whether 
OPM is or wilt become Year 2000 .:ompliant. Further. we have no responsibility with regard to 
OPM's efforts to make its systems. (lr any other systems. such as those of OPM's vendors, 
service providers. or any other third pntties Year 2000 compliant, or provide assurance on 
whether OPM has addressed or \vil! h" abte to address all of the affected systems on a timely 
basis. The::e are responsibilities of OPM' s management. 

Recommendatlon 

In addition to implementing lhe fL"eomnlcndatlOns to improve internal controls. identified in the 
internal control section of our report. \\\! recommend OPM allocate the necessary budgetary and 
~tafting resources to enSUre {imdy implementation of the new core financjal management 
system, This action is in prog.n.~s::i. We also recomme'nd OPM develop an effective self· 
assessment process to ensure t.:omplian~ with all Federal financial management system 
requirements, 

* .. <f: ...... 

• 

We also noted olher matters involving: compliance with laws and regulations that we do not 
consider to be malerial noncompliance related to RP that we havc reported to the management of 
OPM in a separate leuer dated February 27_ 1998. 

Distribution 

This report is intended for the inlonnation of OPM's management. OPM's Office of the 
Inspector General j and the U.S,.congress, However~ this report is a maner of public record and 
its distribution is not limlted. 

February 27, 1998 
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KPMGJPeat Marwick LLP 

2001 M Streel, N,W, 

WashlngtOi\. DC 20005 

J;'.'DEPE;-;DE>;T AUDITORS' REPORT 

i 
Director~ U.$, Office of Personnel M;lI}agemenl: ' I 
We were engaged to audi. the :;.ccompJJ:1ying 1997 financial statements of the Health Benefits 
insurance Prograrr. (HBP). Jdminislt!red by the U.S. Office of Personnel Management (OPM) 
Retirement anllnsurance Service (ruS)' As a result of our engagement to audit the HBP 
financial statementS as or .md for the year ended September 30. 1997, we were unable to satisfy 
ourselves as to fairness of ihe premiums paid to insurers and experience rated camer (ERe) 
acti\'ity and balances recordtd ::: the HBP financial statements, Because of this and other related 
maners. which are discussec further in the following section. the scope of our work was not 
sufficient 10 enable us IO exor.:ss. :md we do not express. an opinion on the accompanying"HBP 
financial s:atements as ot" and for the :'ear ended Seplember 30. 1997, 

tn connection with our engagement to audit and in accordance with Government Auditing 
Standards. we also considered OPM' s internal controls over financial reponing related to the 
HBP a:1d tested OP~'5 compliance with cenain provisIons of appiicable laws and regulations 
related to the HBP that could have :l direct and material effect On its 1997 financial smlements. 

As a result flf our consiri.:rJ.tion at internal control over financial reponing~ we identified the 
fOllowing rt:ponable conditions: 

'1. Controls o\'er contributions revenue: 
1. Cash managemem - investments: 
3. System Developmen~,Life Cyde (SDLC) for major systems implementatiDn efforts;' 
4. ,Financial reponing. policies and procedures~ 
5. Controls over insurance premiums: 
6. Reconciliation of inter-program transactions: 
7. Controls over system software: and 
8. ComprehensIve compu[er system and application risk assessments. 

We consider the first five rcponable conditions to be material weaknesses. 
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As a result of our tests of compliance with certain provisions of applicabfe laws and regulations, 
we noted no instances of noncompliance that would be reponable under Governmem Audiling 
Siandards and Office of Managemem and Budgel (OMB) Bullelin 93-06. Audit Requirements for 
Federal Financial Statements, as amended. In the compliance section, below, we identify 
differences in material weaknesses identified by OPM in its Federal Managers' Financial 
Imegrity Act (FMFIA) repon. and those identified in our evaluation of HBP's intemai controls. 
In addilion~ the compliance section identi~es noncompliance with Federal systems requirements. 
the U.S. Standard General Ledger. and Federal accounting requirements. described in the Federal 
Flnancial Management !mprovement Act (ff~IA). 

The results of our audit of the 1997 HBP financial statements. our consideration of internal 
·control over financial reporting. our tests of OPM's compliance with certain provisions of 
applicable laws and regulations related 10 the HBP. and our responsibilities. are discussed in the 
remainder of this report. 

DISCLAIMER OF OPINION ON fiNANCIAL STATEMENTS 

We were engaged to audit the accompanying statement of financial position of the HBP as of 
September 30, 1997. an~ the related Statements of operations and changes in nel position and 
cash flows for the year then ended. I'hesc !'inancia! statementS are the responsIbility of OPM's 
management 

As described in NOle 1. Ihese linanciai statementS were prepared in conformilY with the 
hierarchy of accounting principles and siandards recommended by Ihe Federal AccoUnting 
Standards Advisory Board. This hierarchy is a comprehensive basis of accounting other than 
generally accepted accounting principles, 

The majority of benefits prOVided through the HBP are administered primarily by experience· 
rated carriers (ERCs), which charg.e insurance premiums to the HBP based on actual claims 
experjence, Approximately 8% of the tOlat assets and approximately 74"'/n or the total premium 
expenses reflected in the financial s!atements of the HBP represent transaction activity with 
ERCs. Each ERe is required 10 maintain separate accounts for HBP activities and submit an 
annual statement (generally unaudited) of its HBP opernting activities, which is used by OPM for 
recording ERe transactions in HBP's l'inancial statements. OPM does not have an adequate 
comroi system over the activity (claims l'Or reimbursements) and balances reported by the ERCs 
and included in the financial slatements of the HBP, In addition. OPM does not maintain records 
or suppon for premiwn amounts paid to other health insurers. Adequate evidential matter was 
not available to support transactions and balances related to insurance premiwns and activities of 
ERCs and other health insurers. It was not practicable (0 extend our :lUdiling procedures to 
satisfy ourselves as to the fairness of the balances in ERC reserves of $733 million. the post­
retirement liability of approximately $1 ~9 billion and the related cumulative effect of a change in 
accounting principle of approximately $148 billion. premiums payable of 53,0 billion. the losses 
of ERCs of $1.4 billion. post retirement benefits e:o<pense of approximately $16 billion and 
premiums expenses. of approximately $9 billion. induded in the accompanying HBP financial 
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statements as of and for the year ended September 30. 1997. Such amounts enter into the 
determination of net position. changes in net position. and cash flows. 

Because of l.he maners discussed in t.he preceding paragraph. the scope of our work was not 
sufficient to enable us to express. and we do not express, an opinion On the accompanying HBP 
financial statements as of and for the year ended September 30. 1997, 

As discussed In Note 1 to the financial statements. OPM implemented Statement of Federal 
Financial Accounting Standards No.5, Accouruing for Liabilities of the Feduf:!l Government, 
effective OClober 1. 1996. 

The supplementary informalion captioned Supplemerual Schedule of Financial Position and 
Supplemental Schedule of Operations and Changes in Net Position is presented for purposes of 
additional analysis and is not a required part of the HBP financial statements, The 
supplementary information has been subjected to the proce~ures applied in the engagement to 
audit the HBP financial statements, We are unable to express. ;;md we do not express, an opinion 
on this supp:ementary infonnation. for the reasons explained in the third pr'eceding paragraph. 

The information in the Overview section entitled The Health Benejits Program contains a Mde 
range of data. some of which is not directly related 10 the HSP financial statements. The 
information in the Overview is not a required part of the financial Statements but is 

'supplementary information required by OMS Bulletin 94-01 and 97~OL Form and Content of 
Agency Financial Stale-menu:. 'We have considered whether the information is materially 
inconsistent with the principal linancial statements. Such information has not been subjected to 
the procedures applied in our engagement to audit the financial statementS and. accordingly. we 
express no ('pinion on it. 

REPORT ON INTERNAL CONTROLS OVER FINANCIAL REPORTING 

The management of OPM is responsible for establishing and maintaining internal controis, In 
fulfilling ih~s responsibility. estimales and judgments by management are required to assess the 
expected benefits and related costs of inlernal control policies and procedures. The objectives of 
internal controls are to provide management with reasonable. but nOl absolute. assurance thal: 

• 	 transactions are executed in accordance '-"ith laws governing the use of budget aUlhority and 
with other jaws and regulatigns that could have a direct and material effect on the financial 
statements; 

• 	 funds. properlY, and other assets are· safeguarded against loss from unauthorized use or 
disposition: 

• 	 transactions ure executed in accordance with management's authoriZation and are properly 
recorded and accounted for to permit the preparation of reliable linancial reports in 
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conformity with applicable accounting principles described 10 Note I to the financial 
statements, and to maintain accountability over the asseLS: and 

• 	 data that suppons reponed perfOmta!lCC measures are properly recorded and accounted for to 
permit preparation of reliable and complete perfonnam::e inform3lion . 

. 
Because of inherent limitations in internal controls. misstatements may nevertheless occur and 
not be detected. Also, projection of an evaluation of internal controls to future periods is subject 
10 -the risk that procedures may become inadequate because of changes in conditions Of that the 
effectiveness of the design and operation of policies and procedures may deteriorate. 

In planning and performing uur t:ngagc-ment. we considered OPM's internal control 9ver 
financial reponing for HBP in ordr:r to determine our auditing procedures for the purpose of 
expressing our opinion on the tinam.:ial statements, and not' to provide an opinion on the internal 
contlol over financial reporting. :\ccordingJy, we do not express such an opinion. With respect 
10 internal comrois. we obtained :m und~lstanding of the design of relevant policies and 
procedures. determined if they had lx'cn placcLi in oper",lion. assessed control risk. and performed 
tests of internal controls . . 
Our evaluation of the controls j11r pcrt{lrm",nce information was limited to those controls 
designed to ensure the exisll.:ncc and comp!cteness of the information. With respect to the 
performance measures control ohil.'Cuves. we obtained an understanding of relevant internal 
control poliCies and procedures J,;sl~ned to permit the preparation of reJiable and complete 
perfonnance information, and we tl!>scssed control risk:. 

Reportable conditions are mallers coming. \0 uur attention thlll represent significant deficiencies 
in (he design or operation of internal comrol that could adversely oJfect the HBP's ability to 
record. process. summarize. ano r~pOrt linancial data consistent with the assertions of 
managem,ent in the financial statements, :\ material weakness is a condition in which the design 
or opc~ration of one or mOre of the internal control components does not reduce to a reiatively 
low level the risk that misstatements in amounts that would be malerial in relation to the 
financial statements being audited, I.lr material 10 a perfomtance measure or aggregate of related 
performance measures. may occur and not be detected within a timely period by cmployees in 
the nonnal course of performing their assigned functions, We noted certain maners involving 
inte:ma.l controls over financial reponing and their operation that we consider to be reportable 
conditions under standards established by the American Institute of Cenified Public Accountants 
and OMB Bulletin 93-06. as amended. 

Our consideration of internal control would not necessarily disclose all internal control matters 
that might be reponable conditions, and. accordingly, would not necessarily disclose all 
reportable conditions (hat are material weaknesses, However. we noted the following 
weakno;::sses in internal control over financial reporting that we consider to be rcponable 
conditions. We consider the nest fIve reportable conditions to be material weaknesses. 
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1. Controls over Contributions Revenue 

OPM has ddegaced responsibility to the employer agencies for (l) collection of contributions 
revenue from panicipanls. (2) determinulion of an agency's contribution. (3) certification of 
employee eligibility for benerits, and (-l) maintenance of suppotting records. Establishing and 
maintaining adequate internal controls for lronsactions and testing the effectiveness of those ~; 

internal controls are the employer agencies' responsibilities. OPM. as administrator, is ,I'i, 
dependent on the employer agencies for the accuracy and completeness of the daw. OPM has !: 
prescribed minimum records. documentation and reconciliation requirements to the employer I 

agencies. bm does not monitor the effectiveness of employer agencies' controls or their degree of L 
Vcompliance with controls. As a result. aPM does not have a basis for reJying on other agency , 

internal controls as they relate to contributions recorded in its accounting records and other data l',received which suppOrt runountS recorded in the financlai statements. , 
In addition, OPM does not have policies and procedures that provide for internal control and 
financial management over !he contributions revenue collected from the employer agencies, 
Specifically. OPM has not imrlememed ongoing monilOring and review procedures to verifY the 
accuracy ;:md completeness of amlluntS received and recorded in its records. or implemented 
olher compensating controls. 

Recommendation 

As noted in our prior year repott. we continue to reco-mmend OPM establish an ongoing " 
monitoring and review program uver agency payroll office procedures and data reported and 
remitted to OPM. :lS a means of ensuring the occuracy and completeness of amounts recorded in 

•its financiol .records. OPM advises that Ihey ore exploring ahernatives to mitigate this weakness " 
through additional inleragency C~)llpCra(i\.'e e(forts, 

2. Cash Management - Investments 

OPM does not have adequate procedures for" (I) authorizing and approving investment 
transactions, and (2) ensuring that the maximum and correct runounts available are invested 
timely. We noted a number oj' instances where Fund Balance with Treasury was over- or under­
invested dwing fiscal year 1997. In one ~uch instance. the W'ider~invested balance was 
approximate)y $500 million, Thele were other instances where interest payments made by 
Treasury were not invested limely. In addition. OPM's investment ledger (intended to track 
transactions} was not complete. \\'as not reviewed by a supervisor. and was nQt reconciled timely 
to balances in the general ledger. 
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Recom mendation 

OPM is installing a new core financial' management system. which include"s u separate 
inveslmem module, and has obtained the. services of a contracror to develop reiated policies and 
procedures. However. umH implementation is complete. as noted in our prior year report, we 
continue to recommend OPM establish procedures that provide for 0) the preparation of cash 
management schedules that suppon the ,ilmoWlt ilnd timing of investment transactions. (2) 
documentation o( revlews and authorl7.ations of investment transactions. ilnd (3) verification of 
the ilccuraey of schedules and balances. before amounts are invested. 

3. System Development Life Cycle (SDLC) For Major Systems Implementation Efforts 

OPM does not have a System Development Life Cycle (SDLC) for major systems 
impiementation effons. Without a SOLe. the developmem of systems is not coordinated with 
organizational strategic plans ilnd goals and may result in the acquisilion oftecMology that does 
not provide [he overall desired beneHts lor OPM at the organizntionalleveL 

Recommendation 

As noted in our prior year repon. \Ve continue to recommend that OPM implement a SOLe 
which Includes a needs analysis, systems design, and guidance for implementation. operations. 
and maintenance. This will provide OPM with a mechanism ~Q help ensure that its business 
needs are addressed. costs are managed, deadlines are established. and management requirements 
for ilpplication controls are satisfied. We understand that OPM's plan requires involvement of 
users. including other agencies. and that il needs to be integrated across the agency as a whole. 

4. Financial Reportin~ Policies and Procedures 

RJS's (,nancial reporting responsibilities and pohcy~making should be enhanced 10 provide 
clearer integration of operational objectives with management and employee responsibilities, 
RlS' mission statement needs 10 thoroughly incorporate tinancial management objectives which 
are consistent with its fiduciary responsibilities as administrator of the HBP. Funhennore. 
depanmental and individual financial management responsibilities do not incorporate policies 
and pro<:edures designed to monitor and ensure accuracy and completeness of financial reporting 
of the HBP. 

(a) Financial maj'lllgement plan 

RJS is responsible for administering and managing the HBP. incjudlng managing contributions 
received. determining and paying benetits. maIntaining accurate benefit records. providing health 
benetit support services. and developing legislative initiatives for the HBP. RlS has made 
progress in developing financial management policies 10 fulfill these responsibilities. but has not 
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yet achieved full implementation. Accordingly, weaknesses in internal controls and accounting 
SYS1ems within OPM for the HBP continue. 

Recommendation 

We recommend that RlS fully implement HBP's financial managemenl plan, The 
impiememadon of the plan witl form an inlernal conTIol slructure for financial management and 
reponing. 

(6) Financi'al management performance measures 

During 1997, OPM's strategic pian was enhanced to place an emphasis on achieVing improved 
financial management within the benefit programs, However, based on our interpretation of the 
requirements of the Government Performance and Results Act (GPRA). some of R1S' key 
fmandai performance indicatorS will not adequately measure HBP's success toward achieving 
this goal. For instance. accordin£ to OPM's 1999 annual performance plan. a key performance 
indicator that will be used to measure the success of improving insurance carrier financial 
reponing and performance is: "Pr(lgrcrm /inanciat deciJion~making. including rale-.wm;ng. can 
occlir Wilh Increased confidence in lhe informall'on provided b.v Ihe experience~raled carriers, " 
It is nOl clear how increosed f..'v'!;idcm.:e will be praclically and objectively measured. 

Recommendation 

We recommend RIS retlne' its critical objectIves and key performance indicmors relating to the· 
financial management of the HBP. Clear. concise objectives and measures win ensure adequate 
control over the HBP funds. 

(c) FinanciaJ management reengineering 

OPM's prOCe"sses and systems have evolved oVer a long period of lime. and have changed to 
Jddress specific issues or weaknesses in individual processes or systems. without necessarily 
assessing macro ievel effects. Therclore. OPM and the HBP operate in a paper and process 
intensive enVironment with numerous non~integraled inrormation systems, Although QITs 
(quality improvement teams) were established by OPM to focus on finanCial sysu::m 
reengtneering effons. oniy timited progress has been made by the teams during fiscal year 1997. 

Recommendations 

• 	 OPM's current Financial Management . Status Repon & Five-Year Plan indudes plans to 
reengineer the retirement processing system based on identified requirements. The Business 
Reengineering Program aiso includes some requirements to be instiruted for the HBP. As 
nOled in our prior year repon" we recommend the HBP Status Repon and Five~Year Plan 
indude n concerted effon lO make rundamental changes to aU processes atTecling aU 
disciplines and user groups. To be effective. lhis plan must address the effecls of and 
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interactions among human resources, technology and facilities. The focus of this effort should 
be directed at determining the minimum processes necessary to achieve the desired results, 
white maintaining an adequate system ofcontrols. 	 . 

• 	 As we recommended last year, the cost of control processes should also be weighed against 
benefits achieved. We recommend RlS continue to develop action plans for reenglneering and 
streamlining its fmancial operations and make changes to processes to eliminate redundancies, 
unnecessary approvals, and extraneous retords. 

• 	 RlS should carry out its curren! plans to overhaul core program and financial systems so they 
win support the HBP's mission of improving customer sCrvlce and satisfaction. OPM should 
comin'ue to improve its fmancial management systems by estabiis~lng fixed time frames and 
,lction pians. Once established. OPM should aggressively monitor the plans and time frames, 

5. Controls over Insurance Premiu m, 

(a) 	Premiums expense ccntroJ..i 

RIS does not have an adequate system 10 ensure the accuracy, propriety and completeness of 
premiums paid and payable to earners. nor does RIS have an ongoing periodic review (audit) of 
ager,cies enrollment reconciliations to ensure premiums and claims are paid for valid subscribers. 

Community rated carriers. OPM remits premium payments to community rated carriers (CRCs) 
based on bi-weekiy amounts it receives from employer agencies. RIS has not implemented all of 
the necessary procedures to verify the accuracy and completeness of amounts paid to the eRes. 
The procedures performed by employer agencies are not regularly monitored by RIS to ensure 
that enrollees/subscribers records renect accurate information. RIS reiies on the OIG's audits of 
lhe health insurance carTiers [0 ensure the validity of claims and subscribers; however, the OIG 
audits do nOt occur often enough lor improper claim payments to be recovered because the 
statute of1imitation h~ expired. 

Experience rated carriers (ERCs). OPM disburses premiums to experience rated carriers (ERCs) 
based- on claims paid by the ERCs (0 federal subscribers, ..t\.n ERCs aMuai premium is based 
primarily on its daims e'pense. ERe, are reimbursed by OPM through a JeUer of credit (LOC). 
which is funded with employee and employer contributions- received by OPM for the pffin. The 
ERe s do not submit documentarian for the claims paid through the LOC, 

RlS does not have a reponing system 10 monitor payments made to either ERes or CRCs. The 
Excessive Difference Report del ails prior premium payments., current premium payments. and 
doUar and percentage differences for each carner. However, there are no established policies and 
procedures for using the Excessive Difference Repon to investigate and resolve significant item 
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differences, Additionally, there is no routine. systematic process to audit or review claims paid by 
carriers fbr allowabifity under the contract. 

Recommendation 

As noted 1n our prior year repon, we continue to fccornrnend that aPM: 

• 	 Continue to monitor employer agencies' confonnity with HBP compliance ·requirements. RlS 
established a system to ensure federal employer agencies reconcile their health benefit 
enrollees from their payroll records to the premiums HBP pays to CRCs. RlS reissued wrinen 
communication to federal agency payroll offices reminding them to provide camers v.ith the 
names of enroUees for reconciliation procedures, and RIS developed and distributed an audit 
guide for agency personnel and payroll offices. RlS should ensure compliance with these 
procedures by perfonning regularly scheduled compliance reviews. 

.• 	 Expand the ongoing audit process to provide more frequent coverage of claims paid by ERCs. 
The fiscal year 1999 annual perfonnance plan for RlS includes "validaling comptiance with 
Federal Employee Heal'h !leneti, (FEHB) contract provisions through regular financial and 
perfcnnance audits" as a means of ensuring compliance. but nejther the strategic plan nor the 
annual performance plan establishes a specific schedule and hme frames for future evaluations, 
as required by GPRA. 

(b) 	ERe reporting control. 

Each ERe is encouraged 10 submit an audited calendar year Arulual Accounting Statement (AAS) 
of HBP operating results, financial position, program statrstical data, and o1her information. Each 
ERC aiS{) provides the HBP with financial, statisticaJ, and other information as of the twelveM 

month p1~riod ended September JO. in an unaudited abbreviated format wmch is used by OPM for 
the HBP financial statements. The activity and balances reponed in the AAS are not reconciled to 
transactions on the books of the HBP or used as part of the annual financial reponing process, 
and the September 30 information is nOI reconciled to the AAS or other audited infonnation, 

OPM sent a draft of the FEHB Plan Audit Guide to all ERes in November 1997, describing the 
development and implememation of the Guide. Beginning with fiscal year 1997, the Guide 
requires carriers to submit to ,OPM calendar year audited financial statements, an accompanying 
management letter, ami a fiscal year agreed-upon procedures report on OPM contra<t 
compliance., as prepared by independent auditors. Two carriers agreed to act as pilots to perform 
ihese procedures for fiscal year 1991, One carrier compiett:d their procedures in November 1997 
and the other was scheduled to be completed by the end of January 1998, This Audit Guide is 
still in the early stages of implementation.. 
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Recommendation 

As noted in our prior year report. we continue to recommend OPM increase its efforts to require 
ERes (0 submit audited financial inform:;uion and agreed~upon procedure reports. as described in 
the ERe Audit Guide .. The 1999 fiscal year aIU1ual performance pian acknowledges this process 
as a means 10 achieving contract 'compliance by FEHB carners, RlS should continue to refine ils 
Audit Guide based on the results of the pilot programs and feedback from its ERe carriers. with 
the goal of fun implementation for fiscal year 1998. . 

6~ Reconciliation oflntef~Pfogfam Transactions 

Heaith insurance premiums are withheld from annuitant payments in the RP. The RP is 
responsible for transferring the amounts to the HBP. However. the source information used to 

record the entry in the RP is not the same source information used to record the entry in the HBP. 
OPM has not established adequate monthly reconciliation procedures 10 ensure all activity 
occurring between the programs is .;omplt:le and accurate. and at year end. an out of balance 
condition existed between the progmms. 

Recommendation 

As noted in our prior year report. \\e continue to recommend thal OPM establish procedures to 
reconcile monthly activity between the RP and HBP. and record entries in each program from lhe 
Same SOl.:rce lnformanon. ' 

7. Controls over System Sorrware 

The operating system' s {Un.·1 ()S/390l primary integrity mechanism. Authorized Program 
FaciHty (APr), IS n01 being properly controlled. Any program with APF authority has [he ability 
to access all data files available to the OS/J90 operating syslem and bypass IBM's access control 
software. Resou.r<:e Access Control facility (RACF). In addition. the system software 
administrative group. not the Security Administration. is currently the owner of ~he RACF data 
set. Consequently. Ihere is a risk thal unauthorized users. can bypass RACF checking and 
perform sensitive security tasks. alter data imegnty andlor comrol the operating system. 

Recommendation 

OPM management should develop APF administration poilcies and procedures 10 ensw-e 
compliance with lBM's inlegrity ruies for aU IBM operating systems." OPM should examine 
access privileges to APF librartes and determine if the cUrrent number of personnel with this 
level of acCeSS is necessary In addition. the ownership and access rights to the RACF data set 
should be reevaluated. 
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8. Comprcb~nsive Computer System and Application Risk Assessments 

OPM has not conducted a comprehensive risk assessment of computer systems and applications. 
Risk assessmelitS increase the likelihood that security policies and procedures are being made 
regarding which risks to accept and which to mitigate through security controls. 

Res;ommendalion 

OPM should develop a process tor ensuring that the assessment of risk is an on-going process. 
and that formal risk assessments are used in the development of security policies and proc'edures. 

These conditions were considered in delennining the nature. liming. and extent of the procedures 
to be performed in our engagement \0 audit the, HBP financial statements as of and tor the year 
ended September 30, 1997, 

We also noted other matters involving internal control and iIS operation that v.-'C do not consider 
to be reponable conditions thai we have reported 10 the management of OPM in a separate Jener 
daled February 27,1998, 

REPORT ON COMPLIANCE WITH LAWS AND REGULATIONS 

The management of OPM is responsible for complying with laws and regulations applicable to 
the HBP, As pan of obtaining reasonable assurance about whether HBP's financial statements 
are free of material misstatement. we performed tests of OPM's compliance with cenain 
provisions of laws and regulations. noncompliance with which could have a direct and material 
dTect on the cietennimuion of financial statement amoums. and cenain other laws and regulations 
speci Oed in OMB Bulletin No. 93~06. as amended. includin£ the requirements referred to in the 

, ­
Federal Financia} Managemem Improvement Act (FFMIA) of 1996. However. providing an 
opinion on compliance with certain provisions of laws and regulations was not an Objective of 
our audit. Accordingly. we do not express such an opinion. 

The results of our tests of compliance. performed as part of Obtaining reasonable asSurance about 
whether the HBP financial statementS ;He free of material misstatement, disclosed no instances of 
noncompliance that are required to t?e reported herein under Government Audllmg Standards and 
OMB Bulletin 93-06, as amended, 

Federal Mar,ragers' Fillancial Integrity Act (FMFIA) With respect to FMFIA compliance, 
OMB Bulletin 93~06, as amended, requires OPM's independent auditors to repon if there is a 
conllict between the agency's mOSt recent FMFIA repon and the auditors\ eva1uation ofintemal 
control. over financial reponing based on their audit' of the program' S financial statements. 
Accordingly. as a part of our engagement. we obtained an understanding of OPM's process for 
evaluating and reporting on internal comrol and accounting systems as required by (he FMFIA 

171 

I
, 

~ 

, 
1 , 

I' 

,i 

.:: 
I' ,I' 



• 


and compared the OPM's 1997 FMFIA repon results to the results of our evaluatton of internal 
control. 

in the inlemal control section of 1his rcpOt1. we reported the System Development. Life Cycle for 
major systems implementation efforts as a material internal control weakness whkh was not 
idenufied by aPM management as a weakness inithe 1997 FMFIA report. 

Federal Financial ,Management Impr(1veme~t Act (FFMIA) OMS Bulletin 93"()6. as 
amended. requires OPM's independent ;Juditors to repon whether OPM's fir:ancial management 

'systems substantially comply \\ ith f II Federal fmancial management system requirements. (2) 
applicable accounting standards. and \:;} the United States Standard General Ledger at the 
transaction level. To meet this: f.;qulrcmenr.' we performed tests of compliance using the 
impleml!ntation guidance for FF;.v1l:\ issw:d hy qMB on September 9. 1991. 

The results of our lests discht,,~d insmnl,,'....!s. described below, where OPM's financial 
managemem systems did not substantially I..:ompty with the requirements discussed in the 
preceding paragraph: 

• 	 aPM has identified tJ1eir L()rl..' !i!lanci~tI mnnngemem system integration as a material non­
conformance in its FMFI:\ fl..:l"'(trt, 

• 	 The core financial manag..:mcnt ,,:-slcm is not complianr with the United States Standard 
General Ledger at the trllnS;,h;tion h:vd (i.e .. subledgers do nOt process transactions consistent 
with SGL accOunt description amI posting requirements). 

• 	 OPM's financial management ~y:'lcm does not suppon all program decision making. The 
system does not produce cost r.:ports m other types of repons at meaningful levels. 

OPM is in (he process of implen'lentin~ ~ neW Core financlnl management system. which is 
scheduled to be fully implemcm":d l~~- I')QQ, and anticipates {he new system will resolve the 
;Jbove i!1stances of FFMIA noncompliance, 

Funhcr. aPM continues to have a m;Jterlal weakness in internal controJs relating to activity 
reponed by ERCs and recorded in {heir financilll statements, This condition is an indication of 
noncompliance with npplicablc Federal ;Jccounring standards. 

An audit of financial statementS ;;onduc~ed in accordance with generally accepted auditing 
standards: Governmenr Audilin~ Standards. issued by the Comptrollcr General of the United 
States. and OMB Bulletin 93"(}6. as ;Jmended. was not designed to and does not provide any 
assuran.ce that Year 2000 issues which may exist have been identified. or the adequacy of OPM+s 
remediatIon plans related to Year ::WOO financial or operational issues. or on whether OPM is or 
will become Year 2000 compliant. Further. \-ve have nO responsibility with regard to OPM's 
effons to make its systems. or any other systems. such as those of OPM's vendors, service 
providc:rs. or any other third parties Y":;Jr :!OOO compliant. or prOVide assurance on whether OPM 
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has addressed or will be able to address all of the affected systems on a timely basis. These are 
responsibilities of OPM"s management. 

Recommendation 

In addition to implementing the recommendations to improve internal comrois. identified in the 
internal controls section of our report. we recommend aPM allocate tne necessary budgetary and 
staffing resources to ensure timely implementation of the new core financial management 
system. (This action is in progress. i We also reeommend OP:\.1 develop an effective seif~ 
assessment process to ensure compliance with aU Federal financial management system 
requirements. 

We funner recommend 'OPM's RJS program implement internal control procedures over 
financial reponing information produced by the heaJth benefit carriers. 10 ensure the accuracy of 
HBP financial statements. 

. .. .. .. . 
We also noted olher matters invniving compliance with laws and regulations that we do not 
consider to be material noncomplIance ~claled to HBP thal we have reported to the management 
of OPM in a separate letter dated February 27. 1998. 

Distribution 

This repon is intended for the intormation of OPM's management. OPM's Office of the 
Inspeclor Gene-ra!. and the U.S. Congress. 
ils distribution is not Iimiled. 

February 27. 1998 

However. this repon is a maner of public record and 
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KPiWf). Peat Marwick LLP 

2001 III! Street, N.W. 


Wasningcol'l, DC 20036 


INDEPENDENT AUDITORS' REPORT 

Director. U.S. Office of Personnel Management: 

We have audited the accompanying 1997 financial statements of the Life Insurance Program 
(LP). administen:d by tlle L.S. Office of Personnel Management (OPM) Retirement and 
lnsuran;;:e Service (ruSt tn OW' opinion. based on our audit and the repon of other auditors.. the 
1997 LP financial statements are presented fairly, in all material respects. in conformity v.ith the 
basis of accounting described in :-':ote I to the financial statements. 

In cormection with our audit and in Jccorciance with Government Auditing Standards. we' also 
considered OPM's internal controls over financial reponing related to the LP and tested OPM's 
compliance with certain provisions of 3.pplic:1ble laws and regulations related to the LP that could .'. 
have a direct and material effect on its 1997 fmancial statements, 

As a result of our consideration of internal control over financial reporting related to the LP, we 
identified the following reportable conditions: 

1, 	 Controls over contributions revenue: 
2. 	 Cash management ~ invesunems: 

System Development Life Cycie (SDLC) for major systems implementation effortS: ".
, 	

'1 
4, 	 Finam:ial reponing. policies and procedures~ 
5. 	 Reconciliation of imer~program transactions; 
6. 	 Controls over system software: 
7. 	 Comprehensive computer system and application risk. assessments; and 
8. 	 Review procedures over carrier benefit paymentS. 

We consider the flISt four reportable conditions to be material weakn:sses. 

As a resuJt of our tests of compliance with cenain provisions of applicable ~aws and regwations. 
we noted no instances of noncompliance that would be reponabie under Government Auditing 
Standards and Office of Management and Budget (OMB) Bulletin 93'{)6. Audit Requirements far 
Federal Final1ciaJ Statements. as amended. In the compliance sectIon below. we identify 
differences in material weaknesses identified by OPM in its Federal Managers' Financial 
(ntegoty Act (FMFIA) report. and those identified in our evaluation of LP's internal controls. In 
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addition. the compliance section identifies noncompliance y..'ith Federal systems requirements. 
the U.S" Standard General Ledger. and Federal accounting requirements. described in the federal 
Financial Management lmprovement A~t (FFMIA)" 

The results of our audit of the 1997 lP financial statements. our consideration of internal control 
over IInancla1 reporting, our tests of OPM's compliance with cenaln provisions of applicable 
laws and .regulations related to the LP. and our responsibilities. are discussed in the remainder of 
this report. 

OPINION ON FINANCIAL STATEMENTS 

We have audited the accompanying statement of financial position of the LP as of September 30, 
1997, and the related statements of operalions and changes in net position and cash flows for the 
year then ended. These financial stalements are the responsibility of OPM's management Our 
responsibility is to express an opinion on these financial statements based on our audit We did 
not audit the financial statements of Metropolitan Life Insurance Company's Office of Federal 
Employees Group Life Insurance Programs (OFEGU). which statements reflect assets 
cOflSlituting approximately 3% of lOlal assets and approximately 99% of lotal benefit payments. 
Those !;tatements were audited by other auditors whose report has been furnished 10 US. and our 
opinion. insofar as it relates to the :lmounts included for OFEGLI. is based soiely on Ihe report of 
the other auditors. 

We conducted our audit in accordance with generally accepted auditing standards; the standards 
applicable to financial audits contained in Go....ernment Au.diting Sfandards, issued by the 
Comptroller General of the United States: and OMS Bulletin 93..06. as amended. Those 
standards require thal we plan and perform the audit to obtain reasonable assurance that the 
financial statements are free of material misstatement. An audit includes examining, on a test 
basis. evidence supporting the amounts and disclosures in the financial statements. An audit ruso 
includes assessing the accounting principles used and significant, estImates made by 
management, as well as evalualing the overall financial statement presentation. We believe that 
our audit provides a reasonable basis lor our opinion. 

As described in Note I, these financial statements were prepared in conformity with the 
hierarchy of accountlng principles and standards recommended by the Federal Accounting 
Standards Advisory Board. This hierarchy is a comprehensive basis of accounting other than 
generaJly accepted accounting principles. 

In our opinion. based on our audit and the report of the other auditors. the 1997 financial 
statements referred to above present fairly. in aU material respects, the financial position ofLP as 
of September 30. 1997. and the resuhs of ilS operations and changes in net position and its cash 
flows for the year then ended. in conformity with the basis of aecounting described in Note I to 
the financial statements, 

, 
OUf :ludit was conducted for the purpose of forming an opinion on LP financial statements taken 
as a whole. The supplementary information captioned SUPPlemental Schedu.le of Financial 
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Posllion, Supplemental ScJJedule of OperOlions and Changes in Nel Posllion and Suppiememai 
Schedule o/Cash Flows is presented for purposes of additional analysis and is not a required pan 
of the prindpnl financial statements. The 1997 supplementary information has been subjected to 
the procedures applied in 1he audit of \he fintlllcial statementS, and. in our opimon. based'oo our 
audit and. with respect to the amounts included for OFEGLL the repon of olher auditors. is fairly 
stated io all material respects in relation to the principal financial statements taken as a whole. 

The infonnation in the Overview section entitled The Life Insurance Program contains a wide 
range of data. some of which is not directly related to the LP finaneial statements. The 
information in the Overview is not a required pan of the principai financial statements but is 
supplementary information required by OMB Bulletin Nos. 94-0l and 97-01. Form and Comenf 
of Agency Financial Sfatemems. We have considered whether this information is materially 
inconsistent with (he principal financial statements. Such information has not been subjected [0 

the procedures appJied in the audit of the financial statements and. accordingly, we express no 
opinion on it, 

REPORT ON INTERNAL CONTROLS OVER FINA:-ICIAL REPORTING 

The management of OPM is responsible for eSlablishing and maintaining internal controls. in 
fulfilling this responsibility, estimates and judgments by management are required to assess the 
expected bem:fits and related costs of internal control policies and procedures, The objectives of 
internal controls are to provide management with reasonable~ but not absolute. assurance that: 

• 	 transactions are executed in accordance with Jaws governing the use of budget authority and' 
with other laws and regulations {hal could have a direct and material effect on the financial 
statements; 

• 	 funds. property. and other assets are safeguarded against loss from unauthorized use or 
disposition: 

• 	 transactions are executed in accordance with management's authorization and are properly 
recorded and accounted for to permit the preparation of reliable financial repons in 
confonnity with applicable accowning prindples described in Note 1 to the financial 
statements. and to maintain accountabJlhy over (he assets; and 

• 	 data that suppons reponed performance measures are properly recorded and accowued for to 
pennit preparation of reliable and complete performance information. 

Because of inherent limitations in internal' controls. misstatements may nevenheless occm and 
not be detected. Also. projection of an evaluation of internal controls to future periods is subject 
[0 the risk that procedures may become inadequate because of changes in conditions or that the 
etTectiveness of the design and operation of policies and procedures may deteriorate, 
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In planning and perfonning our audit. \ve c::onsidered OPM>s internal conuol over financial 
reponing for LP in order to determine our audifing procedures for the purpose of expressIng our 
opinion on the financial Slatements, and not to provide an opinion on the internal control over 
financial reponing, Accordingly, we do flO( express such an opinion. With respect to internal 
controls. we obtained an understanding of the design of relevant policies and procedures. 
determined if they had been placed in operation. assessed control risk. and performed tests of 
internal controls. 

Our evaluation of the controls for performance information was limited to those controls 
designed to ensure the existence and completeness of the information, With respect to the 
perfonnance measures control objectives, we obtained an understanding of relevant internal 
control policies and procedures de:signed to permit the preparation of reliable and complete 
perfonnance information. and we assessed control risk. 

Reportable conditions are matters coming to our attentIon that represent significant deficiencies 
in the design or operation of intemal control that couid adversely affect the LP's ability to record, 
process. summarize. :wd report 1inancI.J1 u,:ua consistent with the assertions of management in the 
financial statementS. A malerial wcaknc:;s is a condition in which the design or operation of one 
or more of the internal cpnlrol comrxml.!'nts docs nOl reduce to a relatively low level the risk: thal 
misstatements in arnO.Uflts that \\nuIJ he malerial in relation 10 the finnnciai statementS being 
audited. or material to a performance measure or aggregate of related performance measures. 
may o'::cur and not be detected within ,<1 tImely period by employees in the normal course of 
perfonning their assigned functions, WI/: noted certain matters involving internal controls over 
financial reponing and the! r operation that \Ye consider to be reportable conditions under 
standards eSlablished by the American Institute of Cenified Public Accountants and by OMB 
Bulletin 9)·06. as amended. 

Our consideration of internal control \\'ould nOt necessarily disclose ail internal conuol matters 
that might be reportable conditions and . .accordingly, would not necessarily disclose aU 
reportable conditions that are m:Hcrial weaknesses. However, we noted the following 
weaknesses in internal control over !1nancial reponing that we consider to be reportable 
conditions. We consider the first four reponablc conditions to be material weaknesses. 

I. Controls over Contributions Revenue 

OPM has delegated responsibility 10 the t::mployer agencies for (I) collection of contributions 
revenue from panicipants, (2) delenninalion of 3:f1 agency's contribution. (3) cenification of 
employee eligibility for benefits. and (4) maintenance of $uppcrting records, Establishing and 
maintaining adequate internal controls tOt transaetions and testing the effectiveness of those 
internal controls are the employer agencies' responsibilities. OPM. as administrator. is 
dependent on the employer agencies for the accuracy and completeness of the data. OPM has 
prescribed minimwn records. documentation and reconciliation requirements to the employer 
agencic!s. but does not monitor the effectiveness of employer agencies' conuois or their degree of 
compiiance with controls. As a result. OPM does not have a basis for relying on other agency 
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internal controls as they relale to contributions recorded in its accounting n,~'cords and other data 
received which support amounts recorded in the financiai statements, 

[n addition. OPM does no! have pol~cies and procedures that provide for internal control and 
financial management over the contributions revenue collected from the employer agencies. 
Specificaily, OPM has not implemented ongoing monitoring and review procedures to verify the 
accuracy and completeness of amounts received and recorded in its records. or implemented 
ot~er compensating controls. 

Recommendation 

As noted in our prior year report. we continue to reeommend that OPM establish an ongoing 
monitoring and review program over agency payroll office procedures and data reported and 
remitted to OPM. as a means of ensuring the accuracy and completeness of amounts recorded in 
its financial records. 

2. Cash Managem<:nt - Investments 

OPM doe!. not have adequate rroccdures for (I) authorizing and approving invesunent 

transactIons. and (2) ensuring lhat the maximwn and correct amounts available are invested 

timely. WI! n01ed a nwnber or instances where Fund Balance with Treasury was. over- or under~ 


invested during fiscal year 1997. In llne such ,instance. the under-invested balance was 

. approximalely $600 million. There \\iere other instances where interest payments made by 

Treasury were not invested timely. In addition, OPM's investment ledger (intended to track 

transactions) was not complete. was not reviewed by a supervisor, and was not reconciled timely 

LO balances in the general ledger. 

Recommendation 

OPM is instaHing a new core finandal management system. which includes a separate 
investment module. and has obtained the services of a contractor to devdop related policies and 
procedures. However. until implementation is complete, as noted in our prior year report. we 
continue 10 recommend OPM establish procedures that provide for (i) the preparation of cash 
management schedules that support the amount and liming of investment transactions. (2) 
docwnentation of reviews and authorizations of invesunent transactions. and (3) veri fication of 
the accurn<.y ofschedules and balances. before amOWllS ~ invested. 

3. SYJtem Development Life Cycle (SDLC) For Major Systems Implementation Efforts 

OPM does not have a System Development Life Cycle (SDLC) for major systems 
implementation efforts. Without a SDLC. the development of systems is not coordinaled with 
organi:zational strategic plans and goals and may result in acquisition of technology that does not 
provide: the overall deSIred benefits for OPM at the: organizational level. 

193 



Recommendation 

As noted in our prior year report. we cpnrinue to recommend that OPM' implement a SDLe 
whicb includes a needs analysis. systems desig~ and guidance for implementation. operations. 
and maintenance. This win provide OPM witb a meehanism to help ensure that its business 
needs are addressed. costs are ~ged.,deadlines are established. and management requirements 
for application controls are satisfied. We understand that OPM's plan requires involvement of 
users, including other agencies. and that it needs to be integrated across the agency as a whole. 

4. Financial Reponing, rolicies and Proeedures 

RlS' financial reporting responsibilities and policy-making sbould be enhanced to provide 
clearer integration of operational objectives vtith management and employee responsibilities, 
RlS' mission statement needs to thoroughly incorporate financial management objectives whicb 
are consistent witb its fiduciary responsibilities as administrator of the LP. Funhermore. 
departmental and individual fmancial management responsibilities do not incorporate policies 
and procedures design~d 10 monitor and ensure accuracy and completeness of financial reporting 
oflhe LP, 

(a) Financial management plan 

RlS is responsible for administering and managing the LP. including man"aging contributlons 

received, determining and paying benefits. maintaining accwate benefit records. providing life 


, insurance suppon services. and developing legislative initiatives for tbe LP. RlS has made 

progress in developing financial management pollcies to fulfill these responsibilities. but has not 

ye1 achieved full implementation. Accordingly, weaknesses in inlemal comrols and accounting 

systems within OPM for the LP continue, . 

Recommendation 

We recommend that RJS fully implement RP's financial management plan. The implementation 
of the plan wilt form an internal control structure for financial management and reponing. 

(b) Financ;ollfUlnagernenl reengineering 

OPM's processes and systems ;,ave evolved over a long period of time. and bave changed to 

address specific issues or weaknesses in individual processes or systems. v.1thout necessarily 
assessing macro level effects. Therefore. OPM and the HBP operate in a paper and process 
intensive envirorunent wilh numerous non-integrated information systems. Although QITs 
(quality improvement teams) were established by OPM to focus on financial system 
reengineering effons. only limited progress has been made by the teams during fiscal year 1997. 
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Recommenda1ions 

• 	 OPM's current Financial Management Status Report & Flve~Year Plan includes plans to 
reengineer the retirement processing sYStem based on identified requirements, The Business 
Reengineering Project also includes some requirements to be instituted for the LP. As noted 
in om prior year report, we recommend the LP Status Report and Five-Year Plan include a 
concerted effon to make fundamental changes to aU processes affecting aU disciplines and 
user groups. To be effective. this plan must address the effects of and interactions among 
hw:nan n:sources. technology and facHities. The focus of this effort should bc directed at 
detennining the minimum processes necessary to achieve the desired results. while 
maintaining an adequate system of controls. 

• 	 As we recommended last year. the cost of control processes should also be weighed against 
benefits achieved. We recommend RlS continue to develop actton plans for reengineering 
and streamlining its financial operations and make changes to processes to eliminate 
redundancies. unneeessary approvals, and extraneous records. 

• 	 R1S should carry out its current plans to overhaul core program and financial systems so they 
will support the LP's mission of improving customer service and satisfaction. OPM should 
continue to improve its financial management systems by establishing fixed time frames and 
action pJans. Once established. OPM should aggressively monitor the plans and time frames. 

S. 	 Reconciliation of Ibter~Program Transaccions 

Ufe Insurance premiums are withheld from annuitant payments in the Retirement Program (RP), 
The RP is responsible for tranSferring the amounts to the I..:P. However. the source informacion 
used '0 record lhe entry in the RP is not the same source information used to record the entry in 
the LP, OPM has not established adequate monthly reconciliation procedures to ensure aU 
activity occurring between the programs is complete and accurate. and al year end. an out of 
balance condition existed between the programs. 

l~ec()mtn.endalion 

As noted in our prior year cepo". we continue to recommend that OPM establish procedures to 
reconcile monthty activity between the RP and LP. and record entries in each program from the 
same source! informatIon. 

6. Controls over System Software 

The operating system's (IBM OS/390) primmy integrity mechanism, Authorized Progrnm 
Facility (APF), is not being properly controlled, Any program with APF authority has the ability 
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to access all data flies available to tbe 03/390 operating system and bypass IBM's access control 
software. Resource Access Control Facility {RACF). In addition, the system software 
administrative group, not the Security Administration. is cWTently the ov.ller of the RACF data 
set. Consequently, there is a risk that. unauthorized users can bypass RACF checking and 
perfonn sensitive security tasks. alter dam integrity andlor control rhe operating system. 

Recommendation 

As noted in our prior year report. OPM management should develop APF administration policies 
and procedures to ensure compliance with IBM's integrily rules for all IBM operating systems, 
OPM should examine access privileges to APF libraries and detennine if the current number of 
personnel with this level of access is necessary. In addition. the ov.llership and access rights to 
the RACF data set should be reevaluated. 

7. 	 Comprehensive Computer System and Application Risk Assessments 

OPM has not conducted a comprehensin! risk assessment of computer systems and applications. 
Risk assessments i~crease (he likelihood that security policies and procedures are being made 
regarding wh.ich risks to accept :lnd which 10 mitigate through security controls. 

Recommendation 

As noted in our prior year report. OPM should develop a process for ensuring [hat [he assessment 
of risk is an on ..going process. and that fommi risk assessments are used in the development of 
security policies nnd procedures. 

8. 	 Review procedures over carrier benefiC payments 

Metropolitan Life (nsurance Company (MelUfe) administers the Fedetal Emp!oyees Group Life 
lnsmance Program. MctUfe- does not maintain records of subscribers and their coverages. 
Claims are processed and paid by MetUre based on fonns provided directly from participating 
federal agencies. 

RlS has not impiemented adequate claim review procedures which ensure payments made by 
MelLi fe 10 life insurance beneficiaries are accurate. RlS' Quality Assurance Division performs 
limited procedures 10 test claim payments~ however. the foHowing are not performed by OPM: 

• 	 Annual anaJytical revlews of total persons removed from the Central Personnel Data File 
(CPDF), Personnel Data File. and Annuity Ron Processing System. due to death. to 10lal 

claims processed by MetUfe: 

• 	 R~:view of escheat balances: and 
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• Maintenan<;e of complete Form FE~6. Claim/or Dealh Benefits, files to verifY claims 

Recommendation 

As noted in our prior year report. we continue to recommend RIS establish its own procedures to 
verify the accuracy and validity of ctaims paid to beneficiaries of employees from other federal 
agencies. A rcgular review of MetLife escheaunent procedures shouid also be performed on a 
regular basis. RJS should either assign these tasks to an internal quaijty assurance function or 
oUlSOurce them to cnsure completion each year. We also recommend RIS conside'r implementing 
additionai procedures. such as regularly reconciling plan members removed from the CPDF due 
to death to members receiving benefits. 

.. .. .. .. .. 


These conditions were considered in determining the nature. liming, and e~{ent of the procedures 
to be performed in our audit of the LP financinl stalemenlS as of and for the year ended 
September 30, 1997. 

We also noted other matters involving internal control over financial reponing and its operation 
that we do not consider to be reportable conditions that we have reponed to the management of 
OPM in a sl:parate letter dated February 17. 1998. 

REPORT ON COMPLIANCE WITH LAWS AND REGULATIONS 

The management of OPM is responsible for compiying with laws and regulations applicable to 
the LP, As pan: of obtai,ning reasonable assurance about whether LP's financial statements are 
free of rnau:ria! misstatement. we performed tests of OPM's compliance with certain provisions 
of laws and regulations. noncompliance with which could have a direct and material effect on the 
determination of financial statement amounts, and cenain other laWs and regulations specified in 
OMS Bulletin No. 93-06. as amended. including rhe requirements referred to in the Federal 
Financial Management Improvement Ac\ (FFMIA) of 1996. However. providing an opInion on 
compliance with cenain provisions of laws and regulations was not aD objective of our audit. 
Accordingly, we do nOl express such an opinion. 

The results of our tests of compliance. performed ;lS part of obtaining reasonable assurance about 
whether the LP financial statements are free of material misstatement. disclosed no instances of 
noncompHance that are required to be reponed herein under Government Auditing Standards and 
OMB Bulletin 93-06, as amended. 

Fede"" Managers' Financial Integrity Act (FMFlA) With respe<t to FMFIA compliance, 
OMB Bulletin 93·06. as amended. requires OPM's independent auditors 10 repen if when there 
is a conflict between the agency's most recent FMFIA repon and the auditors' evaluation of 
internal control over financial reponing based on their audit of the program's financial 
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stateme:lts. Accordingly. as a part of our audit. we obtained an understanding of OPM's process 
for evaluating and reponing on internal control and accounting systems as required by the 
FMf:IA and compared the OPM's 1997 FMFIA repon results to lhe results of our evaluation of 
internal control. 

In the internal comroi section of this repon. we reponed the System Development Life Cycle for 
major systems implementation efforts as a material internal control weakness which was not 
identifi,,(j by OPM management as a weakness in the 1997 FMFIA report 

Federal Financial Management Improvement Act (FF~fIA) OMB Builettn 93"'(}6. as 
~ended. requires OPM's independent auditors to report whether OPM's financla! management 
systems substantiaHy comply with (I i Fc:deral financial management system requirement~ (2) 
applicable accounting standards. and 13) the United Statc:s Standard General Ledger at· the 
transactton level. To meet this requirement. we perfonned (ests of compliance using the 
implementation guidance for FFMIA issued hy OMS on September 9, 1997. 

The results of our tests disclo~l.!d instances. described below, where OPM's financial 
management systems did not substilntially comply with the requirements discussed in the 
preceding paragraph: 

• 	 OPM has identified their core linant:ial management system integration as a material non~ 
conformance in its FMFIA repun. 

• 	 RlS does not record transactions atlh!: United States Government Standard General Ledger 
(SGL) level (j.e,~ subtedgers do nOl proce"ss transactions consistent with SGL account 
description and posting requirem!:nts), 

• 	 OPM's finaneial management system does not support aU program decision making, The 
syslem does not produce cost rc:pons or other types of reports a1 meaningfulleveis. 

OPM is in the process of implementing a nc:w core financial management system. which is 
scheduled to be fully implemented by 1999. and anticipates Ihe new system will resolve the 
above instances ofFFMIA noncompliance. 

An audit of financial statements conducted in accordance with generally accepted auditing 
standards; GOllernment Audifing Standards. issued by the Comptroller General of the United 
States; and OMB Bulletin 93-06. as amended. was not designed and does not provide any 
assurance that Year 2000 issues which may exist hav'! been identHied. on the adequacy of 
OPM's remediation, plans related (0 Year 1000 finan<:iai or operational issues. or on whether 
OPM is or will become Year 2000 compliant. Further. we have no responsibility with regard to 
OPM's I~fforts to make its systems. or any other systems. such as those ofOPM"s vendors. 
service providers. or any other third parties Year 2000 compliant. or provide assurance on 
whether OPM has addressed or will be able to address all of the affected systems on a timely 
basis. These are responsibilities ofOPM's management. 
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Rfcommendation 

In addition to implementing the recommendations 10 improve internal controls. identified in the 
internal co:tltrois section of our repon:. we recommend OPM allocate the necessary budgetary and 
siaffing re~;ources to ensure timely implementation of the new core financial management 
system, (This action is in progress. -, We also recommend OPM develop an effective self~ 
assessmem process to ensure compliance with aU Federal financlal management system 
requirements. 

.. '" '" '" '" 

We also noted other maners involving compliance with laws and regulations that we do not 
consider f() be material noncompliance related 10 LP that we have reponed to the management of 
OPM in a separate letter dated Februat)' 27. 1998. 

Distribution 

This report is intended for the inlbrmation of OPM's management. OPM's Office of the 
Inspector General. and the US Cungress. However. this repon is a matter of public record and its 
distribution is not limited. 

• 
February 27. 1998 
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INDEPENDENT AUDITORS' H!i;I'ORI 

Din:ctor, U.S. Office ofP,,,onnel Management: 

We have audited the accompanying 1998 fmancial statements of the Retirement Program (RP), 
administered by the U.s. Office of Per.;onnel M....gemenl (OPM) Retirement and Insurance 
Service (RI8). In connection 'With oW" audit and in accordance with Government Audiling 
Sranlhrds, we also considered OPM's internal conlmls over flllllllcial reporting related to the RP 
and tested OPM's compliance with certain provisions of applicable laws and regulations ",Iated . 
to the RP that could have a direct and material effcct on its 1998 financial statements. 

In our opinion, RP', fiscal year 1998 financial statements are presented fairly, in all material 

respects, in confonnilY with the basis of accounting described in Note I to the financial 

statements. 


As a result of our consideration of inlema.i conuol over financial reponing. we noted reponable 
conditions in the JbHowing areas: 

1. Cash management - investments. 
2. £OP general control environment 
3. Annual finandal reporting, policies and proceduxes. 
4. Controls over benefit payments made to annuitants. 
S. Controls over annuity overpayments made to annuitants. 

As a result of our tests of compJiance with cenain provisions of applicable Jaws and regUlations. 
we noted no insumces of reportable noncompliance with laws and regulations we tested that are 
required to be reported under Government Auditing Standards and Office of Management and 
Budget (OMB) Bulletin No, 9S~OS. Audit Requirements for Federal Financial Statements, as 
amended. 

Our conclusions and the scope ofour work arc discussed in more detail beJow. 

OPINION ON FINANCIAL STATEMENTS 

We have audited the accompanying balance sheet of the RP as of September 30, 1998 and the 
related statements of net cost, changes in net positiOIlt budgetary resources, and fllUUlcmg for the 
year then ended. 

As described in Note I, these financial statements were prepan:d in conformity with the 
hierarchy of accounting principles and standards recommended by the principals of the Federal 
Accounting Standards Advisory Board. This hie"""hy is • comprehensive basis of accounting 
other than generally accepted accounting principles. 

98 



i I j I ) 
KPMGJllP 

In OUT opinion. the 1998 financial statements referred to above present fairly, in all material, 
respects. the financial position of the RP as of September 30.1998. and its net cost, changes in 
net position, budgetary resoW"Ces. and m:ontiJiation of net cost to budgetary obligations for the 
year then ended. on the basis of8l:Counting described in Note I 10 the fmancial statements. 

As discussed in Note 1 to the fmandal statements, the RP unplemented Statement of FedcraJ 
FiMncial Accounting Standards No.4. MantJgeria/ Cost AccOWl/ing Conce",s and Standards 
and No.7, Accoull1ing for Revenll< and Of"-r Financing Sources and Concepts for ReconCiling 
Budgetary and Financial Accounting, effective October I, 1997. 

The information in the Overview section eruitJed The Retirement Program is Dot a required part 
of the financial sllltemerns but is oth<T accompanying information required by OMB Bulletio 97· 
Ol~ Form and Conlefll 0/ Agency Financial S!alements. We have considem:t whether this 
information is materially inconsistent with the financial stalements. However, we did not audit 
the Overview of the RP. and accordingly. we express no opinion on it. The perfonnance 
information included in the Overview is addressed in the folJewing section of our report. in 
accordance with OMB Bulletin No. 98·08, as amended. 

. 
INTERNAL CONTROL OVER FINANCIAL REPORTING 

We noted certain matters. described in items 1 through 5 below, involving the internal control 
over financial reporting and its operation that we consider to be reportable conditions under 
standards issued by the American Institute of Certified Public Accountants and OMB Bulleti. 
No. 98*08, as amended. Om consideration of internal control over financiaJ reporting would not 
necessarily disclose all matters in the internal control over financial reporting that might be 
reportable conditions and, accordingly, wou1d not necessariJy disclose all reponabJe conditions 
that are material weaknesses. Reportable conditions are matters coming to our attention that 
represent significant deficiencies in the design or operation of internal control that, in our 
judgment, could adversely affect the RP's ability to reeord, process. summarize, and repon 
financial data consistent \\-1th the assenions ofmanagement in the financial statements. 

Material weaknesses are reponabJe conditions in which the design or operation ofone or more of 
the internal control components does not reduce to a relatively low level the risk that 
misstatements, in amounts that would be material in relation to the financial statements being 
audited, may occur and not be detected within a timely period by employees in the normal course 
of perfonning their assigned functions. However, we do not consider the reponable conditions 
deseribed below to be material weaknesses, as defined above. Th<: starus ofprior year findings is 
presented in Exhibit I. 

These conditions were considered In determining the nature, timing~ and extent of audit 
procedures to be perfonned in our audit of the RP~s 1998 fmandal statements. We also noted 
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other matters involving internal control over financial reporting and its operation that we have 
reported to the management ofOPM in a separotelette' dated Februm)' 23, 1999. 

]. 	Cash Management -Invatments 

OPM does not have adequate systems 10 effectively forocast and control investments. In 
addilion. the investmenl subledgetS "'" not always reconciled to the general ledger timely and do 
not provide evidence of supervisor review and approval. 

As noted in 011' prior year's n:port. OPM i. installing a new core fmancial managemenl syslem 
which includes a separate investment module, and has obtained the services of a contnlCtor to 
develop relatf"A policies and procedures. However, until implementation is < complete. we 
continue 10 r..:ommend OPM estabJisb interim procedures thaI provide for (l) the pu:paration of 
cash management schedules that support the amOWlt and timing of investment transactions, (2) 
dOCWllCfltatioll of reviews and authorizations. of investment tranS8~tiOns. and (3) verification of 
the accuracy of schedules and balances before amounts are invested. 

2. 	 EDP General Control Environment 

Our overall assessment of OPM's EDP control environment 8$ a reportable condition relates to 
thefollowing areas: 	 • 

(a) Entity.Wid. S""urity Prognm 

Cenain areas in OPM's entity-wide security program could be Slmlgthened. An entity-wide 
security program. including security policies and a re'atcd implementation plan. is the foundation 
of an entity's security canuol structure and a reflection of senior management's commitment to 
addressing seeurity risles. Without. well-designed prognun. security controls may be 
inadequate; responsibilities may ~ unclear. misunderstood. and improperly implemented; and 
controls may be inconsistent1y applied. Such conditions may lead to insufficient protection of 
sensitive or critical resoW'cC$ and disproportionately high expenditures for controls over lowarisk 
resowces. 

Weaknesses idenlified include the following: 

• 	 RlS' mainframe security policies and procedures do nol specifically address importanl. 
aspects of security and RlS' local area network does nol have formal documented security 
policies and procedures. . 

• 	 Weaknesses exist in the security monitoring process. 
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(b) A""... Control 

OPM's EDP access controls require modiflC8tion. ACcess controls should provide reasonable 
8$Sutan,,: that computer resoun:es (data files, application programs, and computer-related 
facilities and equipment) are protected against unauthori=! modification, disclosure, loss, or 
impairm,:nL These controls include controls over physical access to computer resources, and 
controls that prevent unauthorized access to sensitive files. 

Identified weaknesses include: 

• 	 Copies of data setsItapes were created and shipped to tlUrd parties without appropriate 
documented desk procedures. 

• 	 Ccnain user accounts have excessive privileges to mainframe resources. 

(c) Application Change CODtrollSystems Development 

Certain controls over the modification of application software programs are deficient. 
Establishing controls over the modification of application software programs helps to ensure that 
only authorized programs and authorized modifications 81e implemented. Without proper 
controls, there is a risk that security features could be inadvertently Or deliberately omitted or 
"tumed off" Of that processing irregularities or malicious code could be introduced. 

v 
As noted in oW" prior year report, examples ofweaknesses are as follows: 

• 	 A systems development methodology has not been developed for application sol'twm: and 
the cWTent "RSOD Retirement ADP Standards and ProcedUl"es" is missing critical chapters. 
mcloding data set design and allocation,' system developmerU procedures, testing and 
acct.-'"Ptance" and system software inst.aJJation and maintenance, 

• 	 A formal, comprehensive methodology for application change con""l has not been 
documented or implemented. For example, prognuns maintained by peripheral groaps, like 
the Office ofActuaries, have little or no change controls. 

(d) Service Continuity 

Losing the capability 10 process, ,.,meve, and protect information maintained electronically can 
significantly impact OPM's ability to accomplish its mission. For llris reason, an agency should 
have procedures in place 10 protect information resoun:es and minimize the risk of unplanned 
interruptions and a plan to recover critica1 operations should interruptions occur. To mitigate 
service: inte!TUptions, it is essential that the related controls be understood and supponed bY 
management and staff throughout the organization. 
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Weaknesses in OPM', controls affecting service continuity include thc following: 

• 'RlS bas not completed and tested a contingency plan for conducting operations should 
poruons of their Year 2000 remediation efforts fail. A draft plan is cu:m:nUy WJder 
development. 

• RlS' Local Area Network (LAN) room is not equipped with a smoke detector. dIy sprinkler 
system or fire alOlm. and deficiencies found during the computer room inspection by OSA 
are not consisteoUy reported, tTacked, and addressed in a timely manner. 

B<mmm.pd.tioD 

We recommend timt OPM develop a formal action plan to review and revise its EDP general 
controls. This plan should address eacb of the four areas discussed above as well as other areas 
timt impaCt the general £OP control environment. set forth appropriate cormotion aetion steps. 
assign responsibilities to employ .... and establish target completion dates for eacb aetion, This 
plan sbould be reviewed by the Office of the Inspector Oeneral and adopted by executive 
management of OPM and provide for periodic review of progress IOwards achievement of 
corrective actions. 

3« Annual Financial RtportilJg, Polides and Procedures 

, 

Agencies' requirements to provide complex. audited fmancia1 infonnation have increased and 
RlS', year-end financial reponing responsibilities bave become more demanding. To respond 10 
these demands, as soon as the ftsc:al year 1997 reporting requirements were met. RlS begnn 
analyzing the impact that OMB Bulletin No, 97-01 (Bulletin) would-bave on its 1998 financial ' 
reporting cycle. Out of their analysis, RlS produced policy statements timt provided formal 
documentation on baw the Bulletin would be implemmted. For instance. the policy statements 
described how the benefit plans' gern:mlledger accounts should combine 10 present the reporting 
fonnat required by the Bulletin, how certain financial statement lin. items are be C3tegoriztd 
under the Bulletin, Olld bow the 1998 fisc:al year fmandal statements should be displayed. 

These proactive efforts enabled RlS to produce complete and accurate fisc:al year 1998 fmandal' , 
stau:ments in accordance with the Bulletin. However, the Bulletin's complex reporting and 
disclosure requirements and RlS' staffing limitations affected the adequacy of their quality 
control function for annual financial reponing. As. result. the fallowing weaknesses were . 
observed: 

•
I 

! 

• Difficulty in producing compJete and accurate year-end financial statement drafts in a timely 
m8.JlJ1er,. " 

•. Cross-reviews of financial statements and footnote drafts were not performed timely by the 
Benefits Accounting Bnmch nnd Financial Policy, 
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• 	 Existing procedures did not require the Office of Actuaries to review the post"retirement 
benefit liabilities and disclosures presented in the financial SUltements. 

• 	 The Plans' draft financial SUltements and their ",lated footnotes contained differing fillllllcial 
SUltement line item captions, account classifications or basis of presentation. 

• 	 Reconciliations wen: nol petfonned 10 documenl the differences betwoen bndgClary amounts 
reponed in the draft (mancial statements and corn:sponding amounts n:porI<d on the year end 
Sf· 133 and Sf·2108 forms. 

R1S se,~aled its "'porting n:spo!lSibiUties between the Benefits Accounting Branch (BAH). 
who prepared the benefil plan fillllllcia] Slalements and Financial Policy, who P"'l'an:d the 
related footnotes, making regular commwrication and cross-reviews essential. 

RecommendaCion 

R1S should ..ek ways to s!lengthen the effectiveness of the financial "'POning cycle controls to 
prevent financial reporting errors and inconsistencies and to improve the timeliness of year-end 
fmandal statement preparation. We recommend RIS institute a formal yca.r-end financial 
statement preparation process, which requires BAD and Fiscal Policy to review and approve: each 
other's financial SUltement drafts and footnotes. Additionally, once the Office of Actuari<s (OA) 
has completed their work, RlS has posted the actuarial estimates and Financial Policy has 
prepan:d related fO"""'1e infonnation, the OA should ",view and provide concurrence with the 
financial statement amounts and disclosun:s. The ",view and approval process should be 
documented to provide evidence ofcontrol. . 

R1S should also review the senecal ledger crosswalks and financial statement preparation 
procedun:s for all the plans to assun: financial wonnation will accumulate correctly in future 
years. To accomplish this l we recommend RIS review the difficulties they experienced in 
preparing the 1998 (maneial SUltements and detmnine what additional controls, policies or 
procedures are necessary to make fiscal year 1999's process more effective. 

Prior to issuance of a new fmancial policy statement.. we recommend rus address the impact of 
thaI statement on the financial SUltement pn:paration proc.... BAH should actively meet with 
the financial PoliCY group on major policy issues and establish a dialogue, addressing what 
effects the new policy will have on their workload and systems capabilities. This action will 
allow BAB 10 bener plan for the implemenlation of new financial accounting standards and 
policies before they must be put in place. 

Also, management should realistically evaluale R1S' cumml staffing levels and processing 
methods to detenninc: whether more resou:ta:S or new procedures~ or both. are needed to 
accomplish the objectives sel forth in the preceding recommendations. 



4. 	Controls Over Benefit Payments Made To Annuitants 
, 

Despite the current controJs in place over benefit 9Bymcnts. errors continue to occur in benefic 
compu..tions for paymenu made 10 annuitants. A statistically based proje:tion was performed 
and we were able 10 determine from the resuJu 1halthe b8Jances in the fmancial SI8Iemenu were 
materially cot=I. The Office of Retirement Progyams (ORP) has not established tonSistc:nt 
procedun:s and training across all d""",tmenu 10 collect'da.. related to process annuitant benefil 
applications and the occum:n<:e of errors found during' the adjudication process. In addition, 
detail da.. of the results from adjudication (e,g., errors found as part of review of benefil 
specialists wort) performed throughout the year Bre nol accumulaled and reponed to 
management for analysis on a periodic basis. 

OPM should enhance con""ls over benefil paym..u made 10 annuitanu to reduce the likelihood 
of errors in benefit calculations. OPM should evaluate the accep..bility of error rates in benefit 
paymenl calculations and expaod proc:c:ssing reviews 10 reduce the number of errors, The 
processor shouJd review the accuracy of annuitant lUes. from the inception of an annuitants' 
retirement. not just from the Jast adjudication or post.adju~ication date. 

We recommend OPM create data coUection procedures to gather information on case 
adjudication. fmd determine causes for mars and whether proceduraJ changes will eliminate 
these errors, w~ recommend OPM collect., at a minimum, the tollowing data: 

• 	 number and deSCription ofa:rors foWld. 

• 	 cause oferrol'S (e.g.) keypunch, misinterpretation of legislation). 

• timing ofllle errors (e.g., initial adjudication, post-adjudication). 

Da.. analyses should include, bUI should nol be limiled 10, the following: 

• 	 identification of time periods ofla.rge or unusual error 0«:1.lI'TC1tCCS. 

• 	 an indication of whal stage of the process the errors occur (e.g., initial stage or during 
adjudication process). 

• 	 the types and frequencies oferrors. 

• 	 a determination of the underlying cause of the errors. 
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Error information. including suggestions to avoid future errors? should continue to be 
commuoitated 10 the bmefits pro«:Ssing specialist or ;"viewer who made the error. In addition, 
Ibe results of Ibe data analysis should be used to modify processing procedures and facilitate 
fuM training progmms. These training prognuru should ..inforce Ibe importance of thorough 
and 8CClllllte revi.... of retirement ..... flies and benefit paymenl calculations prior to Ibe 
paym"",t of benefits, and should include procedW'llS for ioforming reviewers of errors and 
necessary corn:etive actions. The content of the iiaining courses should include a refresher 
course on the application of new laws and regulations affecting !be adjudication ptOCCSS. The 
training program should also specify a ntinimlllll level of annual training for all benefit 
specialists and olbers involved in reviewing case flies and should be consistent acrOss all 
departments in Ibe ORP. 

S. 	 Controls Over AIIDuity OverpaymenU Made to AnDuitanU 

At September 30. 1998. The gross receivable for retirement benefit overpayments i. over $115 
million. The controls over calculating. recording. and collecting these amoWlts were defIcient in 
the following areas: 

• 	 ReconciliatIons between subsididary ledgers and the general ledger were not consistent. 
timety or performed at all in cenain areas. ' 

• 	 Intere.t and late charges on amounts due OPM wm: not computed in certain case•. 

• 	 Receivable balances were: not adequately supported. 

Where controls were determined to be def",ien~ we performed alternative procedw-es from 
which we concluded that the related financial statement balances were materially correct 

neco1!!.mendatiop 

We recommend OPM record interc:sl and applicable late cbarges, les. an appropriate allowance 
for doubtful collection, on all outstanding receivables in accordance with the adopted or requited 
policies and procedW'll' of OPM. In addition. we recommend OPM generate reports or other 
documentation which identify individual receivable amoWlts, !be length of time each is 
oUlStanding. the interc:sl and applicable late cbarges calculated against each receivable, and the 
anticipated collection amount. In FY99. OPM implemented a new core financial system, which 
!bey 1Il1ticipate will allow them to better manage their outstanding receivables. W. recommend 
OPM ensw-e the receivable mndule is fully integrated in the new financial system and that the 
system provide iofonnation sufficient to properly roport outstanding receivable. and compute 
interest and applicable late charges for all receivable. on a consistent basis. 
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I . OPM's finnncial management system docs.not suppM all program decision-making. 

I RJS has implemented a new con: fmandal management system to process financial transactions 

COMPLIANCE WIm LAWS AND REGULATIONS 

The results of our tests of compliance with the laws and regulations described .bove disclosed no 
iDstanceo of noncompliance that an: rtquired to be reported h"",in under Government Auditing 
Standards or OMB Bulletin No. 98'()8, as amended. 

Under FFMIA, we are rtquired to report whether RP's financial management systems 
substantially comply with (I) Federal flDlUlcial management system requirements, (2) Fedcrt>J 
acccunting standards, and (3) the United States Standard Gencrt>J Ledger at the transaction level. 
To meet this requirement, we performed tests of compliance using the implementation guidlmce 
for FFMIA inc.1uded in Appendix D ofOMB Bulletin No. 98-08, as amended. 

The results of ,>ur tests disclosed instances, described below, where RP', fmancial management 
systems did not substantially comply with the requirements discussed in the preceding 
paragraph: 

• 	 OPM has identified their core fmanciaJ management system as a material nonc:onfonnance in 
its FMFIA report because the system docs not !DCCt OMB Circular A-127 requirements for 
automated systems integration and tmnsaction--driven general ledger system capabilities. 

• 	 RlS docs not record transactions at the United States Government Standard Gencrt>J Ledger 
(SGL) level (Le., sub-ledgers do not process tmnsactions consistent with SGL account 
description and posting rtquirements). . 

beginning October I, 1998. OPM anticipates the new system will resolve the .bove fInancial 
management system compliance matters. 

RESPONSIBILITIES 


MaD.gemoDI'. Responsibility. Manag<:mcnt is responsible for: 


• 	 Preparing the financial statements in conformity with the comprehensive basis of accounting 
described in Note I to the fmancial Statements. 

• 	 Establishing and maintaining internal control over financial reporting. 

• 	 Complying with applicable laws and regulations. 
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In JUlfiliing this responsibility, estim.tes and judgments by management are required to asse.. 
the expect.:d benefits and rel.ted costs of internal control policies and "rocedures. The 
objectives of internal control of fmancial reporting 8re to provide management with reasonable, 
but not absolute, assurance that: . 

• 	 transactions .... executed in ~ wilb I ....... governing the use of budge. aulbority and 
with Ouu.- laws and reguI.tions that could have a direct and material effect on the financial 
statements, and cer1ain other laws, regulations,' and government-wide policies Identified by 
the OMB as awlieable to the RP; 

• 	 assets are sareguanled against lass from unaulboriud acquisition, use or disposition; 

• 	 transac,jons are properly recorded, processed, and summarized to penni! the "reparation of 
the firulncial statements in accordance with al'l'licable accounting "rinci"les described in 
Note 1 to the financial Stalements; and 

• 	 transaclions and other data that suppon reponed perfonnanee measures are properly 
recorded, processed, and summarized 10 permil the "reparalion of performance infonnation 
in accordance with criteria stated bY managemenl. 

Audilors' Responsibility. Our responsibility is to express an opinion on 'the RP financial 
statements as of and for the year ended September 30, 1998 based on our audit. We are also 
responsible for considering OPM's internal control over financial reponing related to the RP and 
testing OPM's compliance 'With certain provisions of applicable laws and reguJations related to 
the RP th., could have a direct and malerial effect on its 1998 financi.1 statements. 

To fulfill O,e.. responsibilities, we performed procedures such as the following: 

• 	 Examined, on a test basis, evidence supporting the amounts and disdosurcs in the financial 
statements. 

• 	 Assessed the accounting principles used and significant estimates made by management. 

• 	 Evaluated the overall financial statement presentation. 

In planning and performing our audit, we considered OPM's intemal control ovcr financial 
reponing by obtaining an understanding of the agency's significanl internal controls, determined 
whether these intemal controls have been placed in operation. ....ssed <:<mtrol risk, and 
perfonned tests of controls in order to determine our auditing procedures for the purpose of 
expressing oW' opinion on !he financia1 statements, and not to provide assura:nce on the internal 
control over fmanei.1 reporting. Consequently, we do not provide an opinion on intemal 
controls. 
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In addition, with respect to internal controls related to perfonnance measures determined by. 
management to be xey and reported in the Overview to the financial statements. we obtained an 
understanding of the design of significant intemaJ controls relating to the existence and 
completeness assertions, as r<:quir<d by OMB Bulktin 98..08, as amended. Our procedures wer<: 
not designed to provide assurance on internal control over n:ported perfonnance measU1'eS, and, 
according}y~ we do not provide an opinion on such controls. 

Because of inherent limitations in internal control. fraud may nevertheless occur and nol be 
detected.. Also, projection of an evaluation of inlCTllal control over fmancial !<:pOrting to !inure 
periods is subject 10 the risk that inlernal control procedures may become inadequate because of 
changes in conditions or that the effectiveness of-the design and operation of policies and 
pr~edures may deteriorate, 

As part of obtaining reasonable assurance about whether RP's financial statements are free of 
material misstatement, we performed tests of RP's compliance with certain provisions of laws 
and regulations. noncompliance with which cowd bave a direct and material effcct on the 
determination of financial statement amounts~ and cenain other laws and regmations specified in 
OMB Bulletin No. 98·08, as amended, including the requirements rrlerred 10 in the Federal 
Financial Management Improvement Act (FFMIA) of 1996. However. providing an opinion on 
compliance with certain provisions of laws and regulations was not an objective of our audit. 
Accordingly, we do not express such an opinion, 

We conducted OUI audit in accordance with generally accepted auditing standards, Government 
Auditing Slandards, issued by the Comptroller General of the United States and Office of 
Management and Budget (OMB) Bulletin No. 98..08, as amended. The standards ",quire thaI we 
plan and perform the audit to obtain reasonable assurance about whether- the financial statements 
are free of materia] misstatement An audit includes examining. on a test basis, evidence 
supporting the amounts and disclosUl"es in the financial statements. An audit also includes 
assessing the accounting principles used and significant estimates made by management, as well 
as evaluating the overall financial statement presentation, We believe that our audit provides a 
reasonable basis for our opinion. 
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Distribution 

This repeln is intended solely for the information and use ofOPM's management, OPM's Office 
of lb. I""""",or General. OMS and Ibe U.S. Congress and is not intended to be 8lId should not 
be used by anyone other IhaD these specified parties. " 

,Febnwy23,1999 

Washington, D.C. 
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INDEPENDENT AUDlIOBS' REPORT 

Director, U.s. Office ofPersonnel Ma!lag.",COlt: 

We have audited the accompanying 1998 ftnanCiaI stalcmCIIIS of the Health Bcndits Insurance 
Program (HBP), administered by the U.S. Office of Personnel Management (OPM) Rc\in::ment 
and InslllllnCt Service (RIS). In eonru:ctiOll with our audit and ill acc:ordanI:e with Govonmellt 
Auditillg SltmtiDrds, ..... also considered OPM's illu:mal tonl!t>ls over financial n:poi1ilIg rel8l<d 
to the HBP Ma tested OPM'. complionce with a:rtain prov;siOIlS of applicable laws and 
teguiations related to the HBP that could have a dizecI and material effect on ;1$ 1998 flIlllDCiaI 
S1atem"'l$. 

In our opinion, based on our audit and the repon of the other auditors. HBP's fiscal year 1998 
fmancial statements .... presented fairly, in ill material teSpeclS, in cooformity with the basis of 
accounting described in Note I to the fiDBDCiaI stalements. 

As a ",suit of our consideration of internal conl!t>1 oVer fin8l!Cial tq>Orting, ..... noled tq>Onable 
conditions in the fonowing areas. We consider the last condition, jinoncia/ reporting conIro/ 
environment, to be amaterial wcak:ness. 

I. Cash management - investments. 
2. EDP gen<nll conl!t>1 environment. 
3. AMusl fmencial "'POrting, policies end proccd..... 
4. Reconciliation of inter..program transactiom. 
S. Controls over program aaminiStnltioD by the health carriers, 
6. Financial "'POrting conl!t>1 cnvironmenL 

As • result ofour lesu of compliance with certain provisions of applicable laws and teguiations, 
we noted no inslances of reportabJe noncompliance \Vith laws and regulations we tested that an 
tequirtd to be ",paned under Government Auditing Standards and Office of Management and 
Budget (OMS) Bulletin No. 9g-1)8, Audit Requirements for Federal Financial Stalements. as 
amanded. . 

Out conclusions and the scope of 0", work .... discussed in mote detail below •. 

OPINION ON FINANCIAL STAIEMENTS 

We have audited the accompanying balance sheet of the HBP as of September 30, 1998 and the 
",Iated SUltements of net cost, chenges in net position, budgetary rc50tm:es, and financing for the 
yeas then ended. We did not audit !he financial S1aternCIIIS of the """"ri"""""rated health 
carriers, which statements rdle<:! assets constituling approximately 1% of toW.assets and 
substentially all of the toW benefits expense. Those statements wen: audited by other auditors 
whose n:pons have been furnished to ,.., and our opinion, insofar as it ",later 10 the amounts 
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included for or provided by the cxperi""",,-rated carrim, is based solely 011 the reports of the 
other auditors. 

As described in Not. I, these financial SlatC!nmts were prepared in conformity with the 
hierarcby of accounting principles end Slandards rec:om.mendcd by the principals of the Federal 
A=unting Standards Advisory Board. This bi=hy is a comprehensive basis of _ling 
other than generally accepted accounting principles. 

In our opinion, based on our audil and the repon of the other auditors, the 1998 financial 
statemer,ts referred 10 above present fairly, in all material respects, the financial position of the 
HBP as of September 30, 1998, and its net cost, changes in net position, budgeta.ry resources, 
and rec<mciliation of net cost 10.budgeta.ry obligatiOIl$ for !he year then ""dod, on !he basis of 
accounting described in Note 1 10 the financial statements. 

/ 

As discussed in Note 1 to the financial stalCmems, the HBP implemented Statement of Federal 
Financial Accounting Standards No.4, Managerial COJI Acc01lnllng Conc<pls and S/andtJrds 
end No.7, Accoun/ingjor Rew:nuJ! and Other Financing SollrCes and Concepts for Reconciling 
Budgetary and FinanciiJl A'ccounling, and Financial Accounting Standards Board Statement No. 
132, Employers' Disclosures abo'lll Pension and Other Postretirement Benefits. effective 
October I, 1997. 

The information in the Overview section entitled 1M Health Benefits in.nuonce Program is not 
• ""lui led pan of the financial statements but is other accompanying information ""Juired by 
OMB Bulletin 97-01, Form and Conlenl ofAgency Financial Slatements. Wc have 'considered 
....nether this infonnation is materially inconsistent with the financial sunements. However, we 
did nOl audit the Overview of the HBP, and accordingly, we express no opinion on it. The 
performance infonnation included in the OvcMeW is addressed in the following section of our 
"'port. in accordance with OMB Bulletin No. 98-08, as amended. 

INTERNAL COl\'TROL OVER FINANCIAL REPORTING 

We noted certain monm, described in items 1 through 6 below, involving the internal control 
over financial reponing and its operation that we consider to be n:portablc conditions WIder 
standards issued by the American Institute of Certified Public Accountants and OMB Bulletin 
No, 98-08, as amended, Our consideration of intemal control over financial reporting would not 
necessarily disclose all manm in the internal control over financial reporting that might be 
reportable condition, and, accoedingly, would not necessarily disclose all reportable cODditions 
that are material weaknesses. Reportable conditions .... monm coming 10 our anention that . 
"'Prese", significant deficiencies in !he design or operation of internal control that, in our 
judgmeni; could adversely affect the HBP's ability to record, process, stlItll1UI!ize, end report 
financiaJ data consistent with the assertions ofmanagement in the: financial statements. 
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Material weaknesses are reponable conditions in which the design or opmIuon ofone or more of 
the internal control components docs not roduco to • relatively low level the risk that 
ntisstlilements, in amounts that would be material in relauon to the financial statemonts being 
audited, may occur and not be detoctod within a timely period by employees in the nonnal course 
of perfornting their assigned functiOIl$. We consider the last reportable condition described 
below,fi1U11lcial r~pDT1i'lfg control ~mironmt7ll, t'!} be 8 material wcak.ness. Tbe status of prior 
ye...fmdings is prosetluod in Exhibit I. 

These conditions were considCred in detetmining the _ timing, and eXtent of IWdlt 
proced..... l0 be performed in our audit ofthe HeP's 1998 finan<ial statements. We also nouod 
other manors involving intemal control over fmarn:ial reporting and its opmItion that we have 
reported to the rilanagemCDI ofOPM in • ..".."te leiter dated February 23, 1999. 

1. Cash ManagemeDt - InveltJDGta 

OPM doe. not have adequate systems 10 effectively forecast and control invostments. In 
addition, the investment subledgm are not always recoru:iled 10 the general ledger timely and do 
nor: provide evidence ofsupervisor review and approval. 

Retommendatiop 

As noted in our prior ytar's repon, OPM is installing a new core financial management system 
which includes a separate 1nvest.rnent module. and has obtained the services of a c::ontractOT to 
develop "Iated polici.. and procedures. However, until implemenlatian is complete, we 
continue to recommend OPM eSlablish interim procedures that provide far (I) the prepan!tion of 
Cash management ",bodules that suppon the amount and timing of investment tnmsactions, (2) 
documentation of reviews and authorizations of investmenl transactions.. and (3) verific:ation of 
the accurn<y of..hedules and balances before amounu arc invesuod. 

2. EDP Genoral Control EDvironmeDt 

Our overall assessment of OPM's EDP control environmenf .. a reportable condition relates to 

the following ar...: 

(a) Entity-Wid. S••urlty Program 

Certain areas in OPM's entity-wide security program could be SIrongthened. An entity-wide 
security prognun, including security policies and a related irnplemenlation plan, is the foundation 
of an entity's security control strUctUre and a reflection of senior managemCD1's commi'll'tlent to 
acldressins security risks. Without a well.....igned. prognun. security controls may be 
inadequate; responsibilities may be unclear, misunderstood, and Improperly implemenuod; and 
contlOls may be inconsistendy applied. Such conditions may lead to insufficient pro_ af 
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sensitive or critical resource. and disproportionately bigh cxpendilW'eS for ""ntrels over low-risk 
resourccs. 

Weakr,e...,. identified include1he following: 

• 	 rus' mainframe security policies and procedum do Dot specifica.lly address imponant 
&Speas of security and rus' local a.tea netWork does not haw: formal documc:nu:d security 
policies and procedures. . 

• 	 Weaknesses. exist in the security monit6ring process. , 

(1)) A..... Control 

OPM's EDP access controls require modification. Access ""ntrols should provide n:asonable 
..surance that computer resources (data fil.., opplication prognIII1S, and computer-related 
facilities and equipment) are pro_ed against unauthorized modification, disclosure, loss, nr 
impairment These controls include ""ntrels over physical a«<55 10 computer resources, and 
control. that prevent unalllllorlzed ..,.... to sensitiw: files, 

Identified weakn..... include: 

• 	 Copies of data """tap'" wen: ere8ted and shipped 10 third parties without applOpriate 
doclUnented desk procedum. 

• 	 Certain user accounts have excessive privileges to. mainframe resources. 

Ie) Applieation Chaag_ ControllSYlleml Jltovelopm",,1 

Certain controls over the modif....tion' of application sofiware programs are deficient. 
Establishing controls over the modification of application software programs helps to ensun: thaI 
only authorized programs and authorized modifIcations are implernc:nu:d. Without proper 
""oools, there is a risk that se<:urity features could be inadvertently or delibetately omitted or 
"turned ofl" or that processing irregularities or malicious code could be introduoed, 

As noted in our prior year report. example. ofW<:8lmesses are .. follows: 

• 	 A systems development methodology bas not been dew:loped for application sofiware and 
the current "RSOD Retirement ADP Standards and Prooedures" is missing tritical chapters, 
including data set design and allocation, system development procedures, testing and 
acceptance, and system sofiware installation and maintt:lllln<:C. 

• 	 A formal, comprehensive methodology fnr opplication chanS. control bas DOt been 
documented or implemented, For example, programs maintained by peripheral sroups, like 
the Ollice ofActUaries, have liUle or DO change controls. 
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(el) Servi•• ContiDuity 

Losing the capability 10 prooess, retrieve, and prote<t information maintained electronically can 
significantly impact OPM~ ability 10 accomplish ilS mission. For this reason, an agency should 
haYe procedures in place to prolect infomatio. r..sources and minimiu the risk of unpllUlllCd 
inlerruptions and a plan 10 m:Over critical operatioas should immuplions occur. To mitigate 
.."..;.. intcmJptioas, it is essential that the related controls be understood and supported by 
managemcnl and S1aff throughout tho organization. 

W.akne.... in OPM's controls affecting .."..; .. c:ontinuity include the foHowing: 

• 	 RlS has not completed and u:sted a contingency plan for conducting operations should 
ponio.. of their Year 2000 remediation effOTlS fail. A droll plan is I!lllmItly under. 
dev.lopment. 

• 	 RlS' Local Area N.twork (LAN) room is not .quipped with a smoke d.,..,or, dry sprinkler 
sySl.... or fire alarm, and dcficienci.s found duriag the computer room inspection by GSA 
an:: not ;:onsiSlently reponed, hcked, and addressed in a timely manner. 

w. rceom.meod that OPM deYelop a formal action plan to review and revise ilS EDP general 
controls. This plan should address each of the four areas discussed above as well as otbcr areas 
that impact the gencraJ EDP control .nvironmen~ sCI forth appropriate correction action Sleps, 
assign responsibHities to employees" and establish target c:ompJction dates for each action. This 
plan should be reyiewed by the Office of the Inspector GencraJ and adopted by executive 
management of OPM and provide for periodic review or progress towards achievement of 
corrective actions. 

3. 	 Annual Fioaneial Reportiogt Policies and Proeedura 

Agencies' requimnenlS to provide comple., aodited financial information have inercascd and 
RIS' ycar-cnd fmancial reporting responsibilities have become more demanding. To respond to 
the.e demands, as soon as the'fiscal year 1997 reporting requirements were ~ RIS began 
analyzing the impact that OMS Bulletin No. 97-01 (Bulletin) would have on its 1998 financial 
n:ponin8 cycle. Out of their analysis, RIS produced policy stat.menlS thaI provided formal 
documentation on how the Bullctio wouli! be implemented. For inSIancc, the policy stalemcnts 
de.cribed how the benefit plans' general ledger accounts should combine to present the reporting 
format required by the Bulletin, how certain fmancial statement line items an:: be categorized 
wider the Bulletin, and how the 199B fiscal year financial stalemenlS should be displayed. 

The.. p'",.etive effoTlS enabled RIS to produce complete ~d accurale fIScal year 1998 fmanclal 
statements in accordance with the Bulletin. However, the Bulletin'S cOmple. reporting and 
disclosure rcquimnenlS and RlS' st:!ffing limitations affceted the adequacy of their quality 
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control fimclion for annual financial !<pOrting, As a result, the following weaknesses were 
observed: 

• 	 Difficulty in producing complete and aoeurate year-<:nd fmancial stalement drafts in a timely 
manner; 

• 	 Cross-reviews of fmancial stalements and footnote drafts ....,. ml performed timely by the 
Benefits AccOUllting SlIIlICh lind financial Policy: 

• 	 Exi,ting procedures did nol rc:qu;,., the Office of Actuaries 10 review the posI-retiremCllI' 
benefilliabiljjj.. and disclosures preSCllted in the fmancial statements, 

• 	 The Plans' drsft'financial SIaIements and their relaled footnotes contained differing fmancial 
Slal"""'ntline item captions, account classifications or basis ofpreSClllation. 

• 	 Re"'>Rciliations were not perfonned 10 documenl the differences between budgetary amounts 
reponed in the dnlft financial Slalements and corresponding amounts reponed on the year end 
Sf-I 33 and SF-2108 fonns, 

RlS segregated its reponing responsibilities between the Benefits Accounting Branch (BAS). 
who prepared the benefit plan financial Slalements and Financial Policy, who prepared the 
related footnotes, making regular communication and cross~revi.ews essential. 

Recommendation 

RlS should see. ways 10 strengthen the effectiveness ofthe financial reponing cycle controls to 
prevent financial reponing errorS and inconsistencies and to improve the timeliness of year-end 
nnancial statement preparation. We recommend RlS institute a fonnal year..end flnancial 
st<:uement preparation process, which requins BAB and Fiscal PoHcy to review and approve each 
other's financial statement drafts and footnOles, Additionally, once the Office of Actuari.. (OA) 
has completed their work, RlS has posted the actuarial eslimates and financial Policy bas 
prepared related footnote infonnation, the OA should review and provide Concwn::nce with the 
financial stalement amounts !'lid disclosures, The ..view and approval process should be 
documented to provide evidence ofcontrol. 

RlS shc.uld also review the general ledger crosswalks and financial stalement preparation 
procedures for all the plans to assure financial information "ill accumulate coln'ctly in filn= 
years, To accomplish this, we recommend RlS review the difficulties they experienced in 
preparing the 1998 financial statements and detennine whal additionaJ controls, policies or 
procedures arc necessary to make fiscal year 1999's process more effective, 

Prior to issuance of a new financial policy statement, we recommend RlS address the impact of 
thaI statomenl on the financial stalement preparation process, BAS should actively meet with 
the Financial Policy group on major policy issues and establish a dialogue addressing what 
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effects the new policy will have on their workload and systems capabilities. This action will 
allow BAB to better plan for the implementation of DeW financial accounting standards and 
policies before they mUSt be put in place. 

Also, management should realistically evaluate 'RIS' CUImlt staffing levels and processing 
methods to detemtine whether more resources or Dew proceduros, or both, are oeeded to 
accomplish the objectives set forth in the prea:ding recommendatio .... 

4. ReconciliatioD of lutcr..Program TranSamODS 

Health insurilr"e premiums are withheld from annuitant payments in the Retirement Program 
(RP), The RP is fC$JlOnsible for tnlnSferring the amounts to the HBP. However, the source 
information used 10 record the entry in the RP is not the same source information used to record 
the entry in the HBP, Although OPM has issued policy guidance as to bow these transactions 
should be recorded in the future, OPM has not identified the origin of the problem and' has not 
corrected existing balance differences, ' 

As noted in our prior fiscal years' 1996 and 1997 reports, we continue to recommend that OPM 
(I) determine what is causing the inter-program differences, (2) reconcile the ex..isting differences 
between the RP and HBP, and (3) assure procedures are in place that will prevent future out·of­
balance situ.:uions;, 

s. Controls Over Program AdministratioD By The HuUb Carrien 

RIS contracts with community-rated and expericnce..rated health carriers to provide claims 
processing functions for the HBP. These carriers administer the Program·s claims activity. 
which constititutes nsubstantial amount ofthe HBP's net costs. Because this activiry occurs ' 
outside of OPM', conlIol environment and the activify is significant to the HBP, RlS should 
assure that its monitoring of the c.an:iers is adequate. Areas where improvements should be made 
are described below, 

(D) Pr~l1Iillms o:p~nSl controls - coml1lllnil)t:,ated canien 

OPM remits preniiums it receives from federal Ag"",,;es 10 Communify-Rated Carriers (CRCs) 
twice a month. OPM's existing systems were not designed to centrally associate the monies paid 
as premiums to participating carriers with the enrollees for which they are being paid. 
Consequently, the potential exists for carriers to provide benefits to employees who are not 
cOvered by their plan at the time the services are rendered. To reinforce the need for effective 
enrollment reconciliations, OPM issued. payrollierter "'Quiring agency payroll offices 10 
provide carriers with the names ofenrollees and the """,unts withheld from pay for health 
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benefits, by carrier, on a quarterly basis. However, OPM does not have a regular monitoring 
program to determine whether payroll offices are complying with these requimnents and 
whether carriers are reconciling their enrollment m:ords regularly. 

Bg:ommendatioQ 

OPM plans to implement a centrnli2JCd enrollment system 10 resolve this imemaI control 
weakness. However, until the system can be developed, we recommend OPM establish more 
regular reviews ofcommunity llIled carrier enrollment reconcilialions. 

I 	 (b) MonilOTing 0/;nl.,.n.1 con/rolsnd con/Tsct complillnc. - D:p.,.Utn~/.d C4ni~r.s 

Beginning with fiscal yoar 1998, cxperience-1lIlod health carri .... wen: required 10 comply with 
the OPM Experience Rated Carrier (ERe) Audit Guide (Guide). Tho Guide requires ERes to 
submit annual audit and attestation repons to OPM relating to FEHB financial activity, internal 
controls and contract compliance. Those repons pnovide the basis for a matcrial portion of the 
HBP financial activity and also provide evidence ofthe condition ofthe related intcmal controls · i 

" 	
maintained by the carriers. " 

I RlS documented their conclusions about the resultS ofn:pons submitted by the experience tilted 
carriers and developed. monitoring plan for fiscal years 1999 and thereafter. However, the 

·. 	 results upon which RlS based their conclusions for fiscal yoar 1998 should be further . 
documented and the plan further developed. For instance, several carri .... reported findings and ..ii' 
sov"ral others did not comply with the Guide in a timely manner. Each instance has some 
.WIlUlative effect on the overall conclusion RlS made about the overall integrity ofcarrier data 
and the overall control environment that resides at the carri..... Tho cottsidcmtion of these 
separate effe<:t5 and how they were accumulated to arrive at the overa11 conclusion should be .. 

,.(ir' documented by RlS. 
.,· " ,
"f,. 	 In addition, tho ERe monitoring plan developed by RlS should be specific enough to implement 

quickly, since thero is a relatively shon time period between evalualirm of the prior year's 
findings and the end of the next fiscal yoar. For instanei:, the plan should target those specifIC 
finclings that were found to be common to many carriers (such as cash management), and those 
specific carriers who had findings ofconcern to RlS. Also, the monitoring plan does not specity 
wh.n tho ac:tions listed should be performed or by whom. 

Ret'ommendation 

We recommend RlS establish more detailed procedures and docuinentation for (I) reviewing anI 
evaluating the results ofrepons submitted by carriers who must comply annually with the Guide 
and (2) developing a monitoring plan thallMgelS those areas ofconcern resulting from the 
rev! ew and evaluation process. 
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6. 	 Fin••d.l Reporting COllt",l EIIviroDmCllt 

The Health Benefits Program gcneml k:dger system does DOl suppon Ibe fiscal y.... 1998 
financial statements. As a n:sult, RIS c:amot """'"'" linancial statements withOU1 the use of 
SlIbsidiery or manual k:dgers that do DOl alway,: agree to the comsponding general ledger 
accounts. RIS uses four diffen:ru trial balaru:cs :si compile linancial infonnation. These trial 
balances hay. diffCTCllt classifications and sets of /.ccounts for common data elements and = 
not integrated with other SlIbsidimy infonnation systems capturing financial dala, causing 
discrepaneies betwocn the general ledger accounts and the documentation supponing their 
activity. Accordingly, preparation of the 1998 .finallCiaI statements required more lime to 
reconcile these various data SO\IJ'Ca. 

In addition, RIS has not established an efficient transaction enay system to account for ERC 
activity. RIS uses two cost centers to record ElK .octivity, from whiCh duplicate activity must be 
eliminated f01 financial reponing purposes. HOW'I:Vet, standard elimination ~ntries have not been 
developed 10 prevent recording duplicate financial transactions relating 10 the same activity. 

Breornmcmdation 

W. recommend RIS: 

• 	 Establish eonunon data elements and st.a11dard data classifications for recording financial 
events related to ERC activity. 

• 	 Establish a conunGn transaction processing system to enable the ERC transactions to be 
rtp<>rted in a consistent nuinner. 

• 	 Establish internal control policies and procedure> over data enay, transaction proCessing. and 
reporting 10 ensure the validity ofinfonnation related to ERe activity. 

• 	 Establish an efficient transaction entry system 10 .Iintinate unnecessmy duplicalion of 
financial infonnation in the genemlledger. 

• 	 Eliminate the usc ofmultiple trial balances to account for HaP activity. 

RIS will continue to experience difficulty in preparing a""""'1e and timely financial Statements 
for the HBP unless the current general ledger system is redesigned and appropriate new 
procedure, for analyzing, processing and' recording data = developed. 
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,• 
i COMPLIANCE WITH LAWS AND REGULATIONS· · .,I 
I The results of our tests ofeomplian"" with the laws and regulations deseribed above disclosed. 

instances of noncompliance that an: m:juired to be reponed herein under aow""",m Auditi, 
~~andards or OMB Bulletin No. 98..(l&, as amended. I 

I 
Under FFMlA, we an: n:quired 10 report wbelher imP's financial lJIIIIIlIgmlCIIt syster. 
substantially comply with (I) Federal financial management system n:quimncnls, .(2) Fed.. 
'accounting standards, and (3) the United States Standard General Ledger at the lI'lIIlSat:tion lev< 
To meet this requirement, we perfonned tests ofcompliance using the implementation guidm 
for FFMIA includ.d in Appendix D of OMS Bulletin No. 98..(l8, as BlDCIlded. 

Th. results of our tests disclosed instances. dcserihed below, where HBP's fi~ manageme 
syst.ms did not substantially comply with the n:qui"""""ts discussed in the precediI 
paragraph: 

• 	 OPM has id.ntifled their core financial management system as a material nonconfonnance: 
its FMFIA repon because the system does nei meet OMB Circular A-127 m:juirements f. 
automat.d syst.ms integration and transaction-driven general ledger system capabiliti.s. 

• 	 RlS does not record transactions at the United Sillies Oovernm.nt Standard O.neral Ledg, 
(SOL) l.v.l (i .•.• sub-ledg.,. do not process tranSaCtions consistent with SOL "cow 
d.scription and poSling requirements). 

i 

II • OPM's financial management systetn does not support all program d.cision-making. 


RJS has implemented a new core financial management system to process financial tran.Saetior 
beginning October I. 1998. OPM anticipates the new syst.m will resolv. the above fmanci' 
management system compliance matters. 

RESPONSIBILITIES 


Management's Responsibility. Management is responsible for: 

.. 

• 	 Preparing the financial statements in confonnity 'With the eomprehensive basis of accountin 
: d.scribed in Not. I to the financial statements. 

• ESlablishing and maintaining internal control over financial reponing. 

• 	 Complying with applicable laws and regulations. 

In fulfiHing this responsibility, estimates and judgm~nts by management m required to asses 
the .xpected ben.fits and related costs of internal control polici.s and procedures. Th 
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objectives of internal control of financial reporting an: to provide management with reasonable, 
but not absolut., assurance that: 

• 	 transaCtion!; an: executed in accordance with laws governing the use of bu4get authority and 
will> other laws and regulations that could have a dim:! and material effect on the financial 
statements, and certain other laws, regulations, and government-wide policies identified by 
the OMB as applic:ablelO the HBP; 

• 	 assets an: safeguarded agaiJlSt loss from unauthorized acquisition, use or disposition; 

• 	 InInsactions an: properly recorded, processed, and summarized to pcrmlt the preparation of 
the fmancial statements in accordance with applicable accounting principles deseribed in 
Note I to the fUlllllCiaI statements; and 

• 	 InInsactions and other data that suppon reponed performanee measures an: properly 
recorded, processed, and summarized to permit the preparation of performance inform.tion 
in accordance with criteria stated by management. 

Audilon' Responsibility. Our responsibility is to express an opinion on ihe HBP financial 
statements as of and for the year ended September 30, 1998 based on out audit. We an: also 
responsible for considering OPM's internal control over financial reponing related to lI>e HBP 
and testing OPM's compliance with conaln provisions of applicable laws and reguiations related 
to the HBP that could have a direct and material effect on its 1998 financial statements. 

To fulfill the.. responsibilities, .., performed procedures such as)he following: 

• 	 Examined. on a test basis, evidence supporting the amourllS and disclosures in the fmandaI 
statements. 

• 	 Assessed the accounting principles used and significant estimates made by management. 

• 	 Evaluated the oVCTllIl fmanciaJ statement presentatio •. 

In planning and performing our audit, "'" considered OPM's internal control over fmancial 
reporting by obtaining an understanding of the agency'. significant internal controls, detmnined 
whether these internal controls have been placed in opcr:ation, assessed control risk, and 
performed teslS of controls in ordf!T to detcnninc our auditing procedures for the purpose of 
expr:ssing our opinion on the fmancial SUltements f and not to provide 8S$1Jl"3Jl,CC on the interna.J 
control over financial reponing. Consequently, we do Dot provide an opinion on intemal 
control •. 

In addition, with respect to internal controls related to perfonnance measures detcnrtined by 
management to be key and reponed in the Overview to the financial statements, "'" obtained an 
understanding of the design of significant inteTnal controls relating to the existence and 
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completeness assenions, as requiffil by OMB Bulletin 98.08, as amended. OUT procedures were 
i nO! designed to provide assumnce on in!cmal control over reponed performaru:e mcasUTCs, and, 

,I accordingly, we do not provide an opinion on such control.. 

Beaus< of inh<m1t limitations ill internal:contml, fraud may nevertheless occur and not be 
" detected. Also, projection of an ewluation of in!cmal control over financial RpOrting 10 1iItute 
I periods is subjeet to the risk that internal control procedUTOS may ~ inadequate beeause of 

change. in conditions or thet the effectiveness of the design and operation of policies and 

I proccdUTCS may deteriorate. 
" 

As part of obtaining reasonable II!ISUf1IllCO about whether HeP's f!ll8l1Cial stalements are free of 
mat.:rial misstatement, we perfonned Ie5IS of HeP', compliance with certain provisions of laws 
and regulations. noncompliance with which could have a dim:t and material effect on the 
detennination of financial statement amounts, and certain other laws and "'gulations specified in 
OMlj Bulletin No. 98-4)8, 'as amended, including the requirements m"""'" 10 in the Federal 
Financial Management Improvement Act (FFMIA) of 1996. However, providing an opinion on 
compliance with cenain provisions of laws and ..gulations was not an objective of our audit. 
Accordingly, we do not express such an opinion. 

We conducted our audit in accordance 'With generally accepted auditing standards, GOYel'nmehl ,, ' 	 Audiling Swntiords, issued by the Comptroller General of the United States and Office of , 
Management and Budget (OMB) Bulletin No. 98..08, as amended. The standards require that we 
plan and perform the audit to obtain reasonable assurance about whether the financial statements 
ate free of material misstatement. An audit includes examining, on a test basis, evidence 
suppnning the amounts and disclosures ill the financial statements. An audit also includes 
assessing the accounting principles used and signifi<:ant estimates made by management, as wen 

" ' 	 as evaluating the overall financial statement presentation, We believe: that our audit provides a 
reasonable basis for our opinion,

[I\i 

", 
, 

Distribution 

This report is intended solely for the information and us< ofOPM'. management, OPM', Office 
",, 	 of the Inspector General, OMB and the U.s, Congress and is not intended to be and should not 

be used bY anyone other than these specified parties. 

I 

,I 


I 
! ,, 
! 

I 
February 23,1999 

Washington, D.C. 
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l!'!DEPENDENT AUPITORS' mORT I,, ' . Direclor, U,S, Off"ce ofPetsoIlDel M~t: I 
i ; 

We have audited the aecompanying 1998 financi;" SIIIl<ments of !be Life Insurance Program I . 
(LP), administered by !be U.s, Office of Pmonnel Management (OPM) Retimnenl and 
InsUfll/lce Service (RlS), In COMeetion with our audit and in accorGance with Government I 
Auditing Slandords, WI: also considered OPM'. interoal controls over financial tepOf1ing related 
'" !be LP and tested OPM's compliance with certain provisiollS of applicable laws and 
"'gulations related", the LP ibat could have a direct and matc:rial effect on ilS 1998 financial 
$Ultements. 

In our opinion, based on our audit and !be report of the other auditors, LP's fiscal year 1998 
financial statemenlS an: presented fairly, in all material "'$POCIS, in conformity with the basis of , 

,accounting described in Note 1 to the financial statements. , , 
, ­

As. result of our consideration of internal conO'ol oVer fUllUlCial reporting, we noted reportable 
conditions in the fonowing areas: 

1. Cash management - investments. 

2, EDP genem! control environment, 

3, AMual financial reponing, policies and procedun:s, 

4. Reconciliation ofinter-program transactions. 

As a resuJt of our tests of compliance 'With certain provisions ofapplicable laws and regUlations, 
we noted no instances of reponablc noncompliance with laws and regulations we tested that are 
required to be n:poned under Governmenr Audiring Sto..oords and Office of Management and 
Budget '(OMB) Bulletin No, 98-08, Audit Requirement' for Federal Finanei,,1 Slaremenrs, as 
amended, 

Our conclusions and the scope ofour work are discussed in mo~ detail below, 

r
OPINION ON FINANCIAL STATEMENTS 

We have audited the accompanying balance sheet of the LP as of Sepl<mber )0, 1998 and the 
~I.ted staterDIOnts of net cost, changes in net pOsition, budgetary ","oun::cs, and financing for the 
year !hen ended, W. did not audit the financial SIIItemenlS of Meuopolilan Lif. Insurance 
Company's Office of Federal Employees Group Life Insurance Prognorns (OFEGLI), which 
statements reflect asselS constituting approximately 2% of the total asselS and substantially all of 
!be total benefit payments_ Those statements WI:~ audited by other audilors whose repon bas 
been furnished \0 us, and our opinion, insofar as il ",Iales \0 the amounlS included for OFEGLI, 
is bas.d solely on the "'pon of other auditors, 
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As described in Note 1, these fUl8lleiai Statements wen! ~ in conformity with the 
hie.......,hy of accounting principles and standards recommended by the principals of the Federal 
Accounting Standards Advisory Board. This hieran:hy is a comprehensive basis of accounting 
other than generally accepted accounting principles. 

In our opinion, based on OW" audit and the n:porI of the other audilO1'$, the 1998 fin8ncial 
statements ref=cd to above present fairly, in all motorial respecIS, the financial position of the 
LP as of September 30, 1998, and its net cost, cbangcsin nct position, hudgewy resoun:es, and 
reconciliation of net cost 10 hudgewy obligations for the year then ended, on the basi. of 
accounting described in Note I 10 the financial Statements. 

As discussed in Note I to the financial SOltements, the LP implemented Statement of Federal 
Financial Accounting Standards No.4, Managerial Cost AccounJ;"/! CO_pIS and Slandtzrds, 
and No.7, AccounJingfor Revenue and Other Financing Sources and Conc.pts for ReconCiling 
BudgetOf')' and Financial AceounJ;ng, effective October I, -1997. 

The information in the Overview scetion entitled- The Life lruurance Program is not a required 
pan of the financial Statements but is ollter accompanying information reqllin:d by OMB Bulletin 
97.01, Fe".,., and Content ofAgency Financial Statements. We have considered whether this 
information is materially inconsistent with the financial statements. HoWever. we did not audit 
the Overview of the LP, and accotdingly, we express no opinion on it. The performance 
information included in the Overview is addressed in the following scetion of our report, in 
accordance with OMB Bulletin No. 98·08, as amended. ­

INTERNAL CONTROL OVER FINANCIAL REPORTING 

We noted certain matters, described in items J through 4 below, involving the internal control 
over financial reporting and its operation that we consider to he reponable conditions under 
standards issued by the American InstilUle of Ccn.ified Public AccounlMts and OMB B ullelin 
No. 98-08, .. amended. Oar consideration of internal control over financial reporting would not 
necessarily disclose all matters in the internal control over financial reporting that might be 
reponable conditions and, accordingly, would not necessarily disclose all rrponable conditions 
that are material weaknesses. Reportable conditions are matters coming to our attention that 
repr...nt significant deficienci .. in the design or operation of imernaI control that, in our 
judgmen~ could adversely affect the LP's ability 10 record, process, summarize, and report 
financial data consistent with the assertions ofmanagement in the futancial statements. 

Material weakn..... are reportable conditions in which the design or operation of one or more of 
the internal control components does not reduce to a relatively' low level the risk that 
misstatements, in amounts that would he matcrial in relation 10 the fmancial statements heing 
audited, nlay occur and not he detected within a timely period by employees in the DOnna! caUl'S. 
of performing their ..signed functions. However, we do not consider the reponable conditions 
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described below to bO material weaknesses, as defined above. The Status of prior year fIndings is 
presented in Exhibit I. 

These conditions 'WCfe considered in determining the naturet timing. and extent of audit 
procedures to be perfonned in our audit of the U"s· 1998 finan<:ial statements. We also noled 
other matters involving internal control over fInancial reporting and its operation that WI! have 
n!pOned to the management ofOPM in. _teloner daled February 23,1999. 

1. Cash Man.gemeD' - IDvatm.b: 

OPM does not have adequate systems to effectively fore<:as! and control investments. In 
addition, the investment subledgers are nOt always reconciled to the gencralledgeT timely and do 
not provide evidence of supervisor review and approval, 

As nOled in our prior year's report, OPM is installing a new core financial management system 
which includes a separate inveStment module, and bas obtained the services of a contractor to 
develop related policies and procedures. However. uruil implementation 1s complete, we 
continue to recommend OPM establish interim procedures that provide for (l) the prep,,",!ion of 
cash management schedules that support the amount and timing of investment transactions. (2) 
documentntion of reviews and authorizations of investment trnnsactions. and (3) verification of 
the accuracy ofschedules ani:l balances before amounts are invested. 

2. EDP General ControJ EDvirobmenl 

·Our ovmll assessment of OPM's EDP control environment as a reportable condition relates to 
the following areas: 

(aJ Enlity-Wide Seean!)" Program 

Certain areas in OPM's entity-wide security program could be stn:ngthened. An entity-wide 
security program, including security policies and a related implementation plan, is the foundation 
of an entity's security contra) structure and • reflection of senior management's commitment to 
addressing security risks. Without a . well-desigoed program, security controls may be 
inadequate; responsibilities may be unclear, misund ..... ood, and improperly implemented; and 
controls may be inconsistently applied. Such conditions may lead to insufficient protection of 
sensitive or critical resources and disproportionately high expenditures for controls over low"risk 
resou.n;es" 

Weaknesses i~entified include the following: 
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• 	 RIS' mainframe security policies and proced=s do DOl specifically address imPOl1ant 
"';peets of .ecurity and RlS' local area network does not have formal documcntlld security 
policies and proced=s. 

• 	 Weaknesses ex;n in the security mOlliIDriug Ploccss. 

(II) A..... eoamJ 

OPM's EDP ..eess conm>J. require modification: A""""" conlrOl. should provide reasonable 
assurance !hal computer JCSOtm:e$ (dala files, application prognuns, and computer.",latlld 
facilities and equipment) "'" protected aBaiDs! unauthorized modific8tioll, disclosun:, 1oss, or 
impairment. These =1. include IXIlItrols over pby.ical ....,.. to computer """""""", and 
controls !hal prevent unauthorized ....,.. to SCIlSitive files. 

Identified weaknesses include: 

• 	 Copies of data setsltapes were creatIld and sbipped 10 thUd parties without appropriate 
documen.ed desk procedures. 

• 	 Certain user accountS have excessive priviJcges to mainfi'ame resowces. 

«) Applicadon Change CoatrollSY"ems Df:velopmenl 

Certain contrOls over the modification of application software programs arc deficient. 
Establishing controls o""r the modification ofapplication sOftware programs helps to ensure !hat 
only authorized programs and authori1.ed modiflCStions "'" implementlld. Without propel 
controls, there is a risk that security features could be inadvertently or deliberately omitted or 
"rurned off' or that processing irregularities or malicious code could be introduced. 

As nOled in our prior year report, examples ofweaknesses are as follows: 

• 	 A systems development methodology has not been developed for application software and 
the cumnt "RSOD Retirement ADP Standards and Procedures" is missing critical chapters, 
including data set design and allocation, sy",em de""lopment procedures, .oping and 
acceptance, and sy",em software inSlallation and mainlcnam:c. 

• 	 A formal, comprohensi"" methodology for application change conlrOl has no! been 
documented or implemented. For example, programs maintained by peripberal groups, like 
the Office of Actuaries, have little or no change CODIrOIs. 

(d) Sorvi•• Continuity 

Losing the capability 10 process, retrieve, and prolect information maintained electronically can 
signijicantly impact OPM's ability 10 accomplisb its mission. For this reason, an agency should 
baVe procedures in place '0 protect infonnBtion resources and minimize the risk of unplanned 
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intetruptions and a plan 10 m:ov... critical operations should in1<trUptions occur. To mitigate 
set'Vicc interruptions, it is essential that the related controls be u:nderstood and sopported by 
management and SUlff throughout the organization. 

Weaknesses in OPM's controls affecting set'Vice continuity iD<:lude the following: 

• 	 RlS bas oot completed and tested a conting:n<:y plan for conducting operations should 
portions of their Year 2000 ....edi.tion effOlU fail. A draft plan is curmnly under 
development. 

• 	 RIS' Local Area Network (LAN) room is not equipped with • smoke dereelor, city sprinkler 
system or lire alann, and deficiencies found during the comput ... 100m inspoction by GSA 
arc not consistently reponed, trBCked, and addressed in. timely mann.... 

BUOJJlDlcnd@tiop 

We recommend that OPM develop a fonpal action plan to review and ",vise its EDP gencml 
controls. This plan should address each of the four areas discussed above as well as other areas 
that impact the genctal EDP control environment. set forth appropriate corn:etion .etion Slcps, 
assign mponsibilities to employees, lind establish wget completion dates for each Betion. This 
plan should be n:viewed by the Office of !he Inspector Genctal and adopted by executive 
management of OFM and provide for pcrlodic review of progress towards achievement of 
corrective actions. 

3. 	 Annual Finantis) Rtportmg, PoIi<:ie:s Ind Proeedura 

Agencies' requirements to provide complex, audited financial information have i.ncreased and 
RIS' )'ear-end financial reponing responsibilities have become more demanding. To respoad to 
these demands. as soon as the liscal year 1997 reporting requin:ments w .... met. RIS began 
analyzing the impact that OMS Bulletin No. 97-01 (Bulletin) would have on its 1998 financial 
reponing cycle. Out of their analysis, RIS produced pOlicy statements that provided formal 
documentation on how the Bulletin would be implemented. For instance. the policy statements 
described bow !he benefit plans' seneralledger accounts should combine to present the reporting 
format required by the Bulletin. how certain fmancial statement line items arc be tategorizcd 
under the Bulletin. and how the 1998 fiscal year fmaru:ial statements should be displayed, 

The.. proactive effortS enabled RlS to produce complete and accurateliscal year 1998 fmaru:ial 
. statements in accordance with the Bulletin, However, the Bulletin's complex reporting and 

disclosure requin:ments and RlS' staffing limitations affe<:ted the adequacy of their quality 
. control function, for annual linancial reporting. As. "",u1~ the fo\lowing Weaknesses were 
observed: 
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• 	 Difficulty in producing complete and acCUIllle year-<md fmancial statement dzafts in a timely 
manner; 

• 	 Cross-reviews of fmancial statements and footnote dzafts were not perfonned timely by the 
Benefits Accounting Brancb and Financial PotiO)'. 

• 	 Existing procedures did not require the Office of Actuaries 10 ..mew the post-retirement 
benefit liabilities and disclosures presented in the fmanciaJ statements. 

• 	 The Plans' draft financial statements and their related footnotes contained differing financial 
statement line item captions, account classifications or basis ofpresentation. 

• 	 Reconciliations were not performed to document the diffen:nces between budgetary amounts 
reponed in the draft financial statements and col'TOSponding amounts reponed on the year end 
SF·133 and SF·210S forms. 

R.IS segregated its reporting responsibilities be_en the Benefits Accounting Branch (BAB), 
who prepared the benefit plan fmancial statements and Financial Poliey, wIlo prepared the 
related foolnotes, making regular communication and c:ross..n:vicws essential. 

~mmtnd.tion 

R.IS should seek ways to strengthen the effectiveness of the financial repoTling cycle control. to 
prevent fmancial reporting errors and inconsistenci~ and to improve the timeliness of ycar..cnd 
financi., statement preparation. We reconunend R.IS institute a formal y ....-<md financial 
statement preparation process, which requires BAB and Fiscal Policy to review and approve each 
other'. financial statement drafts and footnotes. Additionally, once the Office of Actuaries (OA) 
has completed their work, R.IS has posted the actuarial estimates and Financial Policy has 
prepared related footnote information, the OA should review and provide concurrence with the 
financial statement amounts and disclosun:s. The review and approval process should be 
documented to provide evidence ofcontrol. 

R.IS should also m-iew the general ledger crosswalks and financial statement preparation 
procedllT"s for an the plans 10 assure financial infonnation will accumulate. colTCClly in future 
years. To accomplish this, we reconunend R.IS ",view the difficulties they experienced in 
preparing the 1998 financial stalementS and determine wbat additional _Is, policies or 
procedures .... necessary to make fiscal year 1999's process more effective. . 

Prior to issuance of a new financial policy statement, we reconuncnd R.IS address the impact of 
that statomenl on the financial Statement preparation process, BAB should actively meet with 
the financial Policy group on major poliey issues and establish a dialogue addressing what 
effects dIe new policy will have on their workload and systems capabilities. This action will 
allow BAB 10 bener plan for the implementation of new financial accounting standards and 
policies before they must be put in place. 

157 



'. 

Also, management should realistically evaluate RlS' CW1'Cl1t staffmg levels and proussing 
methods 10 delenni.. whether more resources or new procedures, or both, "'" needed to 
accomplish the objectives sel forth in the preceding recommendatiODS. 

4. 	 Rc£onciliatioD orJnter ..Program Tnouctioal 

Life ins\llllllee premjwns "'" withheld bum annuitant payments in the Retirement Program (RP). 
The RP is responsible for tmnsfcrring the amounts to the LP. However, the source information 
used to record the entry in the Rl' is not the some source infonnation used 10 record the entry in 
the LP. Although OPM has issued policy guidance as 10 how these 1rIlnsactions should be . 
recorded in the IUture, OPM has not identified the origin of the problem and has not corrected 
existing ba1ance differences. 

RKQmmendatiop 

As noted in OW' prior fiscal years' 1996 and J997 reports, we co..inUt 10 recommend that OPM 
(l) detennine what is causing the inter-program differences, (2) rttoncile the existing differences 
between the RP and LP, and (3) assure procedun:s are in place that will prevent future out ... f­
bala.nc:e situations. 

COMPLIANCE WIllI LAWS AND REGULATIONS 

The results of OW' tests ofcompliance with the laws and regulations described above disclosed no 
instances of noncompliance that are required to be reponed herein under Government Auditing 
SlaMa,tis or OMB Bulletin No. 98-08, as amended. 

Under FFMIA, we are requin:d to report whether Rl"s financial management systems 
subStarltially comply with (l) Federal f,.ancial management system requirements, (2) Federal 
accounting standards, and (3) the United S18tes Standard General Ledger at the lnUlSaCIion level. 
To meet this requirement, we perfonned tests of compliance using the impJementation guidance 
for FFMIA included in Appendix D orOMB Bulletin No. 98-08, as amended. 

The results of our teSU disclosed inStances, described below, where LP's financial management 
systems did not substantially comply with 'the requirements discussed in Ibe preceding 
paragraph' 

• 	 OPM has identified their core fmandal management system as a material nonconformaru:e in 
its fMFIA report because the system does not meet OMB Cirrular A-127 requirements for 
automated systems integration and transaction-driven general ledger system capabilities. 
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• 	 R1S does not record transactions at the Unit.d States Government Standard General Ledger 
(SGL) I.vel (i.... sub-Iedg.... do not process transactions consistent with SGL ..count 
des:ription and posting n:quimm:nt.s). 

• 	 OPM's financial management system does not suppon all program decision·making. 

R1S hill' implement.d a new core fmancial management system to process financial transa.ctions 
beginning October I, 1998. OPM anticipates the new system will resolv. the above financial 
management system compliance matu:nl. 	 . 

RESPONSIBILITIES 

MB,nagemenf's Responsibility. Management is responsible for: 

• 	 Preparing the financial sta1ements in confonnity with the comprehensive basis of accounting 
d.scribed in Note I to the financial statements. 

• 	 Estabiishing and maintaining internal control over financial reporting. 

• 	 Complying with applicable laws and regulations. 

In fulfilling this responsibility, estimates and judgments by management are required to assess 
the expc:cted benefits and related costs of internal control policies and procedures. The· 
objectivt$ of internal control of financial reporting are to provide management with reasonable, 
but not absolute. assurance that: 

• 	 transactions are executed in accordance with laws govermng the use of budget authority and 
with other laws and regulations that could have a direct and material effect on the financial 
statements, and certain other laws. regulations, and government"wide policies identified by 
the OMB as applicable to the LP; 

• 	 assets are safeguarded against loss from unauthorized acquisition, use or disposition; 

• 	 tnlllSJ.ctions are properly recorded, processed. and summarized to pennit the preparation of 
the financial statements in accordance with applicable accounting principle, descnl>ed in 
Note 1 to the financial Slalenients; IUId 

• 	 transactions and other data that suppon reported pcrlonnance measures are ptoperly 
recorded. processed. and summarized to pennit the preparation of pcrlonnance infonnation 
in accordance with criteria stated by management. 
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Audit.n' Responsibility, Our =ponsibility is 10 ~ an opinion on the LP financial 

stalements as of and for the year and.d September 30, 1998 based on OlD' audit. W. are also 

n:sponsible for considering OPM's internal control over financial reponing rclated to the LP and 

testing OPM's compliance ..;th certain provisions of applicable laws and regulations related to 

the LP that could have a dilect and material effect on its 1998 financial SIlIIements. 


To fulfill these responsibilities, we performed procedures such .. the following: 

.I ,• Examined, on a lest basis, evidence supponing the amounts and disclosures in the financial 
•

Sllltements. I' 

• Assessed the accoWitiog principles used and significant estimates made by management. 

• Evaluated the oveeall financial SIlIICIDent presentation. 

In planning and performing our audil, we considered OPM's internal control over financial 
reporting by ob,"ining an understanding of the agency's significant internal controls. detennined 
whether these imernal controls have been placed in operation, ....ssed control risk. and 
performed 'tests of controls in order to determine our auditing procedures for the purpose of 
expressing our opinion on the financial statements. and not to provide assurance on the internal 
control over financial reponing. Consequently. we do not provide an opinion on internal 
controls. 

In addition, with respect to internal controls related to performance measures determined by 
management to he key and reponed in the Overview to the finanCial SI8\eDlCDts, we obtained an 
understanding of the design of significant internal controls rclating to the existence and 
completeness ...enions. as ""luire<! by OMB Bulletin 98,08, .. amended. Our procedlD'Cs w","" 

not designed to provide assurance on interna) 'control over reponed perfonnance measures, and, 
accordingly,'we do not provide an opinion on such controls. 

Because of·inherent limitations in internal control, fraud may nevertheless. occur and noi be 
detected. Also, projection of an evaluation of internal control over fmancial reporting to future 
periods is subject to the risk that internal control procedUlCS may become inadequate because of 
changes in conditions or that the effectiveness of the design and operation of policies and 
procedures may deteriorate. ' 

As part of obtaining reasonable assurance about whether LP's financial statements are fie. of 
material misstatement, 'we performed tests of LP's compliance 'll\ith cenain provisions of laws 
and regulations. noncompliance 'll\ith which could have a direcl and material effect on the 
determination offinancial statemcrn amOWltS, and cmain other laws and regulations specified in 
OMS Bulletin No. 98-08, .. amended, including the requirements referred \0 in \be Federal 
Financial Management Improvement Act (FFMIA) of 1996. However, providing an opinion on 
compliance with certain provisions of laws and 'regulations W3S no! an objective of our audit. 
Accordingly. wt do not express such an opinion. 
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We conducted our audit in accordance with generally accepted auditing standards, Government 
Auditing Standards, issued by the Comptroller General of the United States and Office of 
Management and Budget (OMB) Bulletin No. 98'()8, as ameoded. The standards require that we 
plan and perfonn the audit to obtain reBSOoable assUrance about whether the financial statements 
are free of material misstatement. An audit includes examining, 00 a test basis, evidence 
supporting the amounts and disclosures io the financial statements. An audit also includes 
assessing the accoWlting principles used and significant estimates made by management, as well 
as evalunting the overall fmancial statement presentation. We believe that our audit provides ;. 
reasonable basis for our opinion. 

Disrribu lion 

This rcpclrt is intended sole~y for the infonnation and usc ofOPM's management., OPM's Office 
of the Inspector General, OMB and the U.S. Congress and is not intended 10 be and should not 
be used by anyone other than the.. specified parties. 

February 23, J 999 

Washington, D.C. 
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INDEPENDENT AUDiTORS' REPORT 

DireClor.l).S. Office of Personnel Management: 
, 

We have audited the accompanying baiance sheet of the Retirement Program (RP), administered 
by the U.S. Office of Personnel Managemenl (OPM) Reliremenl and Insurance Service (ruS), as 
of September 30, 1999~ and the related statements of net cost, ehanges in net position. budgetary 
resources, and financing (hereinafter coUectively referred to as "financial statements") for lhe 
year then ended. The objective of our audit was to express an opinion on the fair presentation of 
these financial statements. In connection with our audit. we also considered OPM's internal 
control over financial reponing related to the RP and tested OPM's compliance with certain 

. provisions of applicable laws and regulations related to the RP that could have a direct and 
material effect on its financial statements. 

In our opinion. RP's financial statements as of and for the year ended September 30. 1999, urc 
presented fairly, in all material respects, in confonnity with generally accepted accounting 
principles. 

Regarding our consideration of internal control over financial reporting, we noled reportable 
conditions in the folloWing areas: 

I. EDP general control environment; 
2. Budgetary accounting structure, and 

3, Actuarial census data 


Regarding OUT tests of compliance with certain provisions of applicable laws and regulations, 
with the exception of the Federal Financial Managers' Integrity Act (FFMIA), we noted no 
instances of noncompliance with laws and regulations that are required to be reported under 
Government Auditing Standards issued by the Comptroller GeneraJ of the United Statest and 
Office of Managemenl and Budgel (OMB) Bulletin No, 98-08, Audit Requirements for Federal 
Financial SIGfements, as amended. 

Our conclusions and the scope of our work are discussed in more detail below. 

OPINION ON FINANCIAL STATEMENTS 

We have audhed the accompanying balance sheel of the RP as of September 30, 1999 and Ihe 
related statements of net cost. changes in net position, budgetary resources~ and financing for the 

" '. year then ended. 
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In Our opinion. the financial statements present fairly. in all material respects. tht.: fin:mcia! 
position of the RP as of September 30, 1999, and its net cost, changes in net position, budgetary 
resources, and reconciliation of net cost to budgetary obligations for the year then ended. in 
conformity \liith generally accepted accounting principles. 

Our audit was conducted for the purpose or forming an opinion on RP's financial Statements 
taken as a whole. The information included in the section entitled Managemenl Discussion and 
Analysis of the Reliremet1l, Health Benefils and Life Insurance Programs (MD&A) and the 
required supplementary information in the schedule entitled Relircmenl Program - ReqUired 
Supplementary Information is not a required part of the financial statements but is supplementary 
information required by Office of Management and Budget (OMB) Bulletin 97~Ol, Form and 
Coment Df Agency Financial SlalemenlS, as amended. Regarding the MD&A. we have 
considered whether this infonnation is materially inconsistent with the financial siatements. 
Regarding the required supplementary information, we have applied certain limited procedures. 
which consjsted principally of inquiries of management regarding the methods of measurement 
and presentation of the required supplementary infonnation. However. we did not audit the 
informalion in the MD&A section of the RP or the required supplementary information and 
accordingly, we express no opinion on it 

INTERNAL CONTROL OVER FINANCIAL REPORTING 

The objectives of internal controi over financial reporting are to provide management with 
reasonable. bUl not absolute, assurance that: 

• 	 transactions are properly recorded. processed. and summarized to permit the preparmion 
of financial statements in accordance with generally accepted accounting principles; 

• 	 assets arc safeguarded against loss from unauthorized acquishion, use. or disposition: 

• 	 transactions are executed in accordance with laws governing the use of budget authority 
and other laws and regulations that could have a dirt~et and material effect on the financial 
statements and certain other laws. regulations and government~wide policies identified by 

OMB, as applicable to OPM, and 

• 	 transactions and other data that support reported performance measures are properly 
recorded. processed, and summarized to permit preparation of performance information 
in accordance with criteria stated by management. 

Because of inherent limitations in internal eontrols, misstatements, (osses. and noncompliance 
may nevertheless oc~ur and not be detected, Also, projection of any evaluation of internal 
control over financial reporting to future periods is subject to the risk that lhe internal control 
procedures may become inadequate because ofchanges in conditions. or that the effectiveness of 
the design or operations of the policies and procedures may dCleriorate. 



We noted certain matters, described in items 1 through 3 below, involving the internal control 
over financial reporting and its operation that we' consider to be reportable conditions under 
standards issued by the American Institute of Certified Public Accountants and OMB BuHelin 
No. 98-08, as amended. Reportable conditions are matters corning to our attention that represent 
significam deficiencies in the design Or operation of internal conlfOl that, in our judgment, could 
adversely affect the RP's ability to record, process, summarize, and report financial daln 
consistent with the assertions of management in the financial statements. 

Material weaknesses are reportable conditions in which the design or operation of one or more of 
the internal contrell components does not reduce to a relatively low level the risk that 
misstatements, in amounts that would be material in rdation to the financial statements being 
audited, may occur and not be detected within a timely period by employees in the normal course 
of perfonning their assigned functions. However. we do not consider the reportable conditions 
described below to be m'aterial weaknesses. 

The status of prior year nndings is presented in Exhibit 1. We also, noted other maners 
inVOlving internal control over financial reponing and its operation that we have reported to 
Ibe management of OPM in a separate letter dated February 11, 2000. 

1. 	 EDP General Control Environment 

(a) Entity-\Vide Security Program 

Certain areas in OPM's entity-wide security program could be strengthened. As noted in our 
prior year report: 

• 	 OPM does not have an integrated enterprise~wide security program, and has distributed 
security functions and responsibilities throughout the organi:zation for data security. general 
support systems) application systems, and network operations, \\1flile different pans of the 
organization perfonn different functions.~ they share common hardware, software, and 
network platforms. and from a security perspeetive may be exposedlo similar or interrelated 
vul~erabilities, The current distribution of security functions and responsibilities does not 
adequateiy ensure coordinated procedures, risk assessments, and monitoring and response 
capabilities. In {:onlrast. the opportunity to leverage resources and realize opportunities may 
not be fully realized with the current decentralized security model. 

• 	 OPM has not perfonned a security risk assessment within the last three years. However, 
during that period OPM upgraded Ibe mainframe and networking platforms and 
implemented a new core financiaJ management system. While OPM plans 10 perform 
asscssmems, they have not been scheduled. 

• 	 OPM's draft Inf(lrmalion TechnololJY Security Policy addresses Ibe need for a cenificalion 
and accredit>tion process, but there is nOt one curremly in place. OMB Circular A-l30 
requires .. fhat agencies consider risk when delermining Ihe need for and selecting 
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compl.Jler~reitUed comrol techniques. This risk. assessment approach should indude tl 

consideration of the major faClors in risk managemenJ: fhe value of the system or 
application, threats. vulnerabilities, and the effectiveness of currenr or proposed 
safeguards." Compliance with OMB Circular A~130 is a critical compliance indicator for 
the Federal Financial Management Integrity Act. and performance of periodic risk 
assessments is a critical component of achieving, compliance with OMB C~rcuJar A-130. 

• 	 OPM does not have a fonnally established. integrated. and robust monitoring and response 
capability to ensu:-e adequate network and systems security. A limited penetration study 
found vulnerabilities that were not properly mitigated, 'OPM immediately responded (0 

these particular vulnerabilities, but does not have a mechanism 10 identify new risks or to 
verify thal implemented changes were adequate or operating as intended. 

• 	 There is no official method of tracking employees that are terminated andlor separated 
from OPM to ensure that systems security and physical access- privileges were 
appropriately revoked. 

An entity~wide security program. including security policies and a related implementation 
plan. is the foundation of an entity's security control structure and a reOection of senior 
management's commitment to addressing security risks. Without a well~designed program, 
security controls may be inadequate; responsibilities may be unclear, misunderstood, or 
improperly implemented; and controls may be inconsistently applied. Such conditions may 
lead to insuffident protection of sensitive or critical resources and disproportionately high 
expenditures: for controis over low~dsk resources, 

(b) Acce.s Control 

OPM's EDP access controls require modification. Access controls include physical controls and 
logical controls. Adequately controlling physical access to computer equipment is an example of 
a physicaJ control. OPM's physical access contro! system for the mainframe did not record all' 
security events. 

Logical controls indude security software programs designed to prevent or detect unauthorized 
access to sensitive files. We noted certain user account groups with excessive privileges to 
mainframe resources. which could potentially undermine proper segregation of duties, 

Access controls should provide reasonable assurance {har computer resources (data files. 
application programs, and computer~related faciliries and equipment) are protected againsl 
unauthorized modification. disclosure, loss. or impairment. The Objectives of limiting access 
are to ensure that (1) users only have the access necessary to perform their duties; (2) access 
to very sensitive resources, such as security software programs, is limited 10 very few 
individuals; a,nd (3) employees are restricted from performing incompatible funclions or 
functions beyond their responsibilities. 
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(c) Applic.tion Change Control/Systems Development 

Certain controls over the modification of application software programs are deficient. 
Establishing conlrols over the modification of application software programs helps 10 ensure 
only authorized programs and authorized modifications are implemented. Without proper 
controls, there is a risk that security fealures could be inadvertently or deliberately omined or 
"turned off' Or that processing irregularities or maliclolls code could be introduced, 

As noted in our prior year report, OPM has not developed a systems development methodology 
for application software, and the current "RSOn Retirement ADP Standards and Procedures" is 
missing critical chaplers, including data sct design and allocation, system development 
procedures, 'testing and acceptance, and system software installation and maintenance. 

(d) Service Continuity 

Losing the capability to process, retrieve, and protect information maintained electronically can 
significant1y impact OPM's ability to accomplish its mission. For this reason, OPM should have 
procedures in place to protect infonnation resources and minimize the risk of unplanned 
interruptions, as well as a plan to recover eritical operations should interruptions occur. To 
mitigate service interruptions, it is essential that the related controls be unders100d and supported 
by management and staff throughout the organization. OPM has several separate ongoing 
service continuitYMrelated initIatives and draft plans that need to be finalized, formalized, and 
properly coordinated so OPM C3f! ensure that critical functions win still be available in the event 
of a disruption. 

Recommendation 

We recommend that OPM develop a forma! action plan to review .and· revise Its EDP gcneral 
conlrols, This p1an should address each of the four areas discussed above as well as 01he-r areas 
that impact the general EDP control envirorunent. The plan should also set forth appropriale 
corrective aClion steps. assign responsibilities to employees, and establish target completion 
dales for each action. This plan should be reviewed by the Office of the Inspector General. 
adopted by executive management of OPM, and provide for periodic review of progress towards 
achievement ofcorrective actions. ' 

2. Budgetary Accountibg Structure 

RJS continues to find it cumbersome to produce aceurate and tirne1y year end financial 
statement~ for the benefit plans. In fiscal year 1999, RlS implemented a new core financial 
management system for benefit plan accoWlting. but did n01 implement the budgetary accounting 
structure in its general ledgers. As a result, RlS manually calculated the budget figures in its 
statements of budgetary resources and financing, and several recalculations were necessary to 
produce accw'ate statements. In addition. RIS did not perfonn reconciliations between the 
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budgetary amounlS reported in the financial statements and the corresponding amounts reported 
on the SF~133 and SF~2108 fOmls. Without a sel of self-balancing accounts 10 summarize 
budgetary activity. the risk of reporting inaccurate budgetary figures exists, The lack of a forma) 
budgetary accounting structure resulted in our conclusion that the RP did· not substantially 
confonn with the requirements of FFMIA. in accordance with the guidelines contained in OIlAB 
Bulletin No 98·08. as amended. 

ReC'ommendation 

We recommend RIS implement the budgetary accounting structure in the RP general ledger and 
begin recording budgetary accounting activity consistent with their policy stalements. This 
action wiU assist RIS in preparing accurate year end financial statements, 

3. Actuarial Census Data 

The Postal Data File (PDF) contains census data for United StaleS Post Office (USPS) relirees. 
and is used by OPM in the calculation of RP actuarial liabilities af September 30Ul. Audit 
pr=<lures performed on the PDF detennincd thai the PDF had not been updated since 
September II. 1998. the last submission by USPS before year end. However. a salary 
increase had occurred on September 12, 1998 and was not reflected in the PDF. While this 
salary increase was not large enough to materially affect the estimate of the actuarial liability 
for September 30, 1999. simi)ar hming differences, should they continue to occur, mayaffecl 
funlre years' estimations. 

Recommendation 

We understand USPS nonnally submits its year end data approximately two to three weeks prior 
to year end, We recommend OPM perfOml year end procedures 10 inquire whether systemic 
changes are made to the PDF database after the USPS submission, and to request an update to 
the PDF data if systemic changes have occurred, OPM should aiso consider whether other 
agencies may have similar procedures that could affect data in other databases used by OPM to 
cakulate year end actuarialliabiiities. 

OMB Bulletin No. 98~08. as amended, requires us to compare material weaknesses discloser 
•
during the RP audit with the material weaknesses reported by OPM in its Federal Managers' 
Financial Integrity Act (FMFlA) report for the audit period. As a result of this comparison. 
we noted that· the substantial nonconformance with FFM1A reponed in the Compliance wit} 

Laws and Regularions section of our report was not inCluded in OPM's fiscal year 19~ 
FMFlA report. 
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" COMPLlAI'CE WITH LAWS AN)) REGULATIO~SI. 

The results of our tests of compliance with laws and regulations, exclusive of fFMIA, performed 
as pan of obtaining reasonable assurance about whether the financial statements are free of 
malcrial misslalemenl, disclosed no instances of noncompliance required to be reported herein 
under Governmenl Auditing Standards and OMS Bulletin 98-081 as amended. 

Under FFMJA. RP's financial management systems are required to be in substantial 
conformance with (l) Federal financial management system requirements, (2) Federal 
accounting. standards. and (3) the United States Standard General Ledger (SGL) at the 
transaction level. 

The results of our tests of compliance with FFMIA disclosed instances. described below, where 
RP's financial management systems did not substantially conform with the requirements 
discussed in the preceding paragraph: 

I. 	 Federat Financial Management System Requirements, In accordance with OMB Bulletin 
No. 98-08, as amended, an agency must meet the following requirements to subsmntialiy 
confonn with FFMIA: Federal financial management system requirements: OMB Circular 
A-127 requiremene,; requirements published in JFMIP's Federal Financial System 
Requirements series~ and OMB Circular A-l30 security requirements. The systems 
supporting tile RP do not meet the following requirements; 

a. 	 Suppon the budget execution junclion and comply with exler1U1/ reponing requiremems 
- The budgetary account slructure for tile Federal Financial System (FFS), the core 
financial management system for the benefit plans. was not implemented as of 
September 30, 1999, This finding resulted in noncompliance with OMB Circular A­
127 oad IFMIP's Federal Financial Management Syslems Requirements for 
'Comparability aad Consistency.' • Application of the SOL al the Transaction Level."' 
• Financial Reporting."' and' Suppon for Budgeting and Perfonnance Reponing,"' 

b 	 Provide adequate Jystem security - OPM has not perfonned a security risk assessment 
within the last three years. However, during that period OPM upgraded the mainframe 
and networking platforms and implemented a new core financial management system. 
While OPM plans to perfonn assessments, they.have not been scheduled. In addition, 
OPM', draft in/omUlfion Technology Security Policy addresses the need for a 
ceniflcation and accreditation process, but there is not one curremly in place. 
Compliance with OMB Circular A-130 is a critical compliance indicator for the 
FFMIA. and performance of periodic risk assessments is a critical component of 
achieving compliance with OMB circular A-BO. 

2, 	 Federal Accounting Standards, OMB Bullerin No. 98-08, as amended, "ates that 
FFMIA requires financial infonnation used in me preparation of financial statemenlS to be 
adequately supponed by detailed financial records. Detailed financial records exiS! for all 
proprietary accounting information: however, the RP has not yet implemented an 
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accounting s{ructure to support budgetary amounts reponed in the 'RP Slatements of 
budgetary resourees and financing, The lack of a fonnal budgetary structure compromises 
RlS's ability to accurately surnmarize budgetary data in the RP financial statements. 

3. 	 SGL at the Transaction Level. OMB Bulletin No. 98:08, as.amended. states that FFMIA 
requires detailed information to be "captured and summarized so that it follows the SGL 
descriptions and posting rules and is captured at the level necessary to meeT OMB or 
Treasury reponing requiremenls and for preparing financial stalemenlS,'" While detailed 
records exist for all proprietary accounts, the RP has not implemented an accounting 
strucrure to support budgetary amounts reported in the~RP financial statements. 

Recommendation 

To achieve substantial conformance with FFMIA, RlS should implement the budgetary 
accounting structure of FFS. its core financial management system. RlS shouM also take 
actions to address the findings-related to systems security required by OMS Circular A~127 
and OMB Circular A-l30. The resolution of these findings should be a priority for fiscal year 
2000. 

RESPONSIIIlLITIES 

Management's Responsibility. The Chief Financial Officers (CFO) Act of 1990 requires 
federal agencies to report annually to Congress on their financial status and any other 
information needed to fairly present the agencies' financial position and resulls of operations. 
To assist aPM in meeting its CFO Act reporting requirements. annual financial statements arc 
prepared for the RP. Management is responsible for: 

• 	 preparing the financial statements in confonnity with generally accepted accounting 
principles; 

• 	 establishing and maintaining internal control over financial reporting; and 

• 	 complying with laws and regulations applicable to the RP, including FFMIA 

In fulfilling this responsibiHty, estimates and judgments by management are required 10 assess 
the expected benefits and related costs of internal control policies and procedures. 

Auditors' Responsibility. Our responsibility is to expr~ss an opinion on the RP financial 
statements as of and for the year ended September 30, 1999 based on our audit. We conducted 
our audit in accordance with generally accepted auditing standards; the standards applicable to 
financial audits contained in GO-"'errtmenl Auditing Standards, issued by the Comptroller General 
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ofthe United States: and OMB Bulletin No. 98-08. as amended. Those standards require that we 
plan and perform the audit to obtain reasonable assurance that the financial statements are free of 
material misstatement. We believe that our audit and the reports of other auditors provide a 
reasonable basis for our opinion. 

To fulfill these responsibilities. we performed procedures such as the following: 

• 	 examined, on a test basis, evidence supporting the amounts and disclosures in lhe financial 
statements; 

• 	 assessed the accounting principles used and significant estifhates made by management; and 

• 	 evaluated the overall financial statement presentation. 

We are also responsible for considering OPM' 5 internal control over financial reporting related 
to the RP and testing OPM's compliance with certain provisions of .applicable laws and 
regulations related to the RP that could have a direct and material effect on its 1999 RP financial 
statements. 

In planning and performing our audit. we considered OPM's internal control over financial 
reporting related to the RP by ohtaining an understanding of the agency's significant internal 
controls. determined whether these internal controls have been placed in operation, assessed 
coritrol risk. and performed tests of controls in order to determine our aUditing procedures for the 
purpose of expressing our opinion on the financial Statements. We limited oUr internal control 
testing to those controls necessary to achieve the Objectives described in OMB Bulletin No. 98w 

08, as amended, We did not test all internal controls relevant to operating objectives as broadly 
defined by the Federal Managers' Financial Integrity Act of 1982, such as those controls relevant 
to ensuring efficient operations. The objective of our audit was not to provide assurance on 
internal control over financial reporting. Consequently. we do' not provide an opinion on internaJ 
control. 

Our consideration of internal control over financial reporting would not necessarIly disclose all 
matters in the imernal control over financial reporting that might be reportable conditions under 
standards issued by the AI CPA and OMB Bulletin 98-08, as amended, and, accordingly. would 
not necessarily disclose all reportable coytditions that are material weaknesses. 

In addhlon, we considered the RP's internal control over the infonnation contained in the 
required supplementary information schedule entitled Retiremenl Program - Required 
Supplementary information by obtaining an understanding of the agency's internal controls, 
determined whether these internai controls had been placed in operation. assessed control risk, 
and performed tests of controls, as required by OMB Builetin 98-08, as amended. Our 
procedures were not designed to' provide assurance on internal control over the required 
supplementary information. and. accordingly, we do not provide an opinion on such controis. 
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With respect to internal controls related to performal1ce measures determined by management to 

be key and reported in the MD&A to the financial statementS, we obtained an understanding of 
the design of significant internal controls relating'to the existence and completeness assertions. 
as required by OMB Bulletin 98~08, as amended. Our procedures were not designed 10 provide 
assurance on internal control over reported performance meaSures. and, accordingly. we do nO{ 
,provide an opinion on such controls. 

As part of obtaining reasonable assurance atJPut whether RP's financial statements are free of 
material misstatement, we performed tests of RP's compliance with certain provisions of laws 
and regulations. noncompliance with which could have a direct and materiai effect on the 
determination of financial statement amounts. We also performed tests of RP's compliance 
with cenain other laws, regulations and government-wide poJicies identified by OMB, as 
applicable to OPM, including the requirements set forth in FFMIA. We limited our tests of 
compliance to these provisions and did nor test compliance with all laws and regulations 
applicable (0 the RP. However, providing an opinion on compliance with certain provisions 
of hlWS and regulations was nOi an objective of our audit Accordingly> we do not express 
such an opinion. 

Additionally, under FFMIA, we are required to report whether RP's financial management 
systems substantially conform with (1) Federal financial management system requirements, (2) 
Fed"ral accounting standards, and (3) the United States Standard General Ledger at the 
transaction level. To meet this requirement, we performed tests of compliance using the 
implementation guidance for FFMIA included in Appendix D of OMB Bulletin No. 98-08, a< 
amended. 

DISTRIBUTION 

This report is intended solely for the infonnation and use of OPM's management. OPM's Office 
of 'he Inspettor General, OMB and the U.S. Congress and is not intended to be and should not 
be used by anyone other than these specified parties. 

February 11,2000 

Washington. D.C 
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