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INDEPENDENT AUDITORS' REPORT

Director, U.8, Office of Personnel Management;

We have audited the accompanying balance sheet of the Health Benefits Program (HBP),
admimstered by the US. Office of Personnel Management (OPM) Retirement and Insurance
Service (RIS}, as of September 30, 1999, and the related statements of net cost, changes in net
position, budgetary resources, and financing (hereinafter collectively referred to as “financial
statements”) for the year then ended. The objective of our audit was 1o express an opinion on the
fair presentation of these financial statements. In connection with our audit, we also considered
QOPM's internal control over financial reporting related to the HBP and tested OFPM’s compliance
with certain provisions of applicable laws and regulations related 10 the HBP that could have a
direct and material effect on its financial statements,

In our opinion, based on our audit and the reports of other auditors, HBP's financial statements
as of and for the year ended Sepiember 30, 1999, are presented {airly, in all material respects, in
conformity with generally accepted accounting principles.

Reparding our consideration of internal control over financial reporting, we noted repontable
conditions in the following areas:

EDP general control environment;

Hudgpeiary accounting structure;

Reconciliation of inter-program transactions, and .
Controls over program administration for the communily-rated health camiers.

ol

Regarding our tests of compliance with certain provisions of applicable Jaws and regulations,
with the exceplion of the Federal Financial Managers’ Integrity Act {FFMIA), we noted no
instances of noncompliance with laws and regulations that are required 1o be reported under
Government Auditing Standords issued by the Comptrolier General of the United Siales, and
Office of Management and Budge: (OMB) Bulletin No. 98-08, dudit Requirements for Federal
Financial Statements, as amended,

Qur conclusions and the scope of our work are discussed in more detail below.
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QPINION ON FINANCIAL STATEMENTS

We have audited the accompanying balance sheet of the HBP as of Sepiember 30, 1959 and the
rejated statements of net cost, changes in net position, budpetary resources, and financing for the
year then ended. We did not audit the {inancial staterments of the expenience-rated health
carriers, which statements comprise 1% of otal assets reflected in the HBP balance sheet and
subsstantiaily all post-retirement benefits and current benefits reflected in the HBP statement of
net cost, The experience-raled carrier financial statements were audited by other auditors, whase
report thereon has been provided to us, and our opinion, insofar as i relates 1o the amounis
included for the experience-rated carriers, is based solely on the repon of the other auditors.

In our opinion, based on our awdit and the repont of the other auditors, the financial statements
presemt fairly, in all material respects, the financial position of the HBP as of September 30,
1999 and its net cost, changes in net position, budgetary resources, and reconciliation of net cost
to budgetary obligations for the year then ended, in conformity with generally accepied
accounting principies.

L

Our audit was conducted for the purpose of forming an opinion on HEP's financial statemenis
taken as a whole. The information included in the section entitled Mamagemer: Discussion and
Analysis of the Retirement, Health Benefits, and Life Insurance Programs (MD&4) and the
required supplementary information in the schedule entitled Heaith Benefits Program - Required
Supplememary Information is not a required part of the financial statements but is supplementary
wiformation required by Office of Manapement and HBudget {OMB) Bulletin 97.01, Form and
Content of Agency Financial Statements, as amended. Regarding the MD&A, we have
considerad whether this information is materially inconsistent with the {inancial staternents,
Regarding the required supplementary information, we have applied cenain limited procedures,
which consisted principaily of inquiries of management regarding the methods of measurement
and presemation of the required supplementary information. However, we did not sudit the
information in the MD&A section of the HBP or the required supplementary information and
accordingly, we express no opinion on it.

INTERNAL CONTROL OVER FINANCIAL REPORTING

The oblectives of intemal control over {inancial reporting are 10 provide managemen! with
regsonable, but not absoiute, assurance that:

» irapsactions are properly recorded, processed, and summarized to permil the preparation
of financial staternents in accordance with generaily accepted accounting principles;

« asseis are safeguarded against loss from unauthornized acquisition, use, or disposition;



s transactions are executed in accordance with laws governing the use of budgel autherity
and other laws and regulations that could have a direct and material effect on the financial
statements, amd certain other laws, regulations and governmeni-wide policies identified
by OMB, as applicable 10 OPM, and '

+ transactions and other data that support reported performance IEasures are properly
recorded, processed, and summarized o permit preparation of performance information
in accordance with eriteria stated by management!

Because of inherent limitations in inlernal controls, misstatements, Josses, and noncompliance
may nevertheless oceur and not be detected.  Also, projection of any evaluation of intemnal
control over financial reporting to future periods is subject to the risk that the internal control
procedures may become inadequate because of changes in conditions, or thal the effectiveness of
the design or operations of the policies and procedures may deteriorate,

We noted certain matters, described in items 1 through 4 below, involving the internal control
over financial reporting and its operation that we consider 1o be reportable conditions under
standards issued by the American Institute of Certified Public Accountants and OMB Bulletin
No. 98-08, as amended. Reportable conditions are matiers coming to our atiention that represent
significant deficiencies in the design or operation of intemal control that, in our judgment, could
agversely affect the HBP's ability 1o record, process, summarize, and report finanmal data
consistent with the assertions of management in the financial statements.

Matenial weaknesses are reportable conditions in which the design or operation of one or more of
the intemal control components does not reduce to a relatively low level the risk that
misstaiernents, in amounis that would be matenial in relation 1o the financial statements being
audited, may occur and not be detected within a timely period by employees in the normal course
of performing (heir assigned functions. However, we do nol consider the reportable condiions
desenbed below 1o be material weaknesses,

The status of prior year findings is presented in Exhibit 1. We also noted other matters involving
internal control over financial reporiing and its operation that we have reported to the
management of GPM in a separate letter dated February 11, 2000.

i, EDP General Control Environment

(a} Entity-Wide Security Program

nt
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Certain areas in OPM’s entity-wide security program could be strengthened. As noted in our
prior year report:

s OPM does not have an integrated enlerprise-wide security program, and has distribuled
security functions and responsibiinties throughout the organization for data security, general
support systems, applicalion systems, and network operations. While different parts of the
organization perform different functions, they share common hardware, software, and
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network platforms, and from a security perspective may be exposed to similar or interrelated

vulnerabiiities. The cument distribution of security functions and responsibiliies dogs not

adequately ensure coordinated procedures, risk assessments, and monitoring and response

capabilities. In contrast, the opportunity to leverage resources and realize opporiumities may
" not be fully realized with the current deceniralized security model.

¥

» OPM has not performed 2 security risk assessment within the last three years. However,
during that perind OPM upgraded the mainframe and neoworking platferms and
implemented a new core financial management system. While OPM plans o perform
assessments, they have not been scheduled.

s  OPM's drafl Information Technology Security Policy addresses the need for a certification
and accreditation process, but there is not one currently in place. OMB Circular A-130
requires “thar agencies consider risk when determining the need for and selecting
computer-related control technigues. This risk assessment approach should include a
consideration of the major foctors in risk management: the vaiue of the system or
application, threats, vulnerabiliies, and the effectiveness of current or proposed
safeguards.” Compliance with OMB Circular A-130 is a eritical compliance indicator for
the Federal Financial Mamagement Integrity Act, and performance of periodic risk
assessmenis is a critical component of achieving compliance with OMB Circular A-130.

» OPM does not have a formally established, integrated, and robust monitoring and response
capability to ensure adequate network and systems security. A limited penetration study
found -nulnerabilitics that were not properly mitigated. OPM itmmediately responded 1o
these particular vulnerabilities, but does not have a mechanism to mdentify new risks or to
verify (hat implemented changes were adequate or operating as intended,

» There is no official method of tracking employees thar are terminated and/or separated
from OPM 1o ensure (hat systems security and physical access privileges were
appropriately revoked.

An entity-wide security program, including security policies and a related implementation
plan, is the foundation of an entity's security control structure and a reflection of senior
management’s commiunent 10 addressing security risks. Without a weli-designed program,
security controls may be imadequate; responsibilities may be unclear, misunderstood. or
improperly implemented; and controls may be inconsistently applied.  Such conditions may
lead to insufficient protection of sensitive or critical resources and disproportionately high
expenditures for controls over low-risk resources.

{b} Access Control

OPM’s EDP access controls reguire modification. Access controls include physical controls and
logical controls. Adequately controliing physical access to computer eguipment is an example of
a physieal control. OFM’s physical access control system for the mainframe did not record all
security evenls,
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Logical controls include security software programs designed to prevent or detecl unauthorized
access 1o sensitive files. We noted cenain user account groups with excessive privileges 1o
mainframe resources, which could potentially undermine proper segregation of duties.

Access controls should provide reasonable assurance that computer resources (data files,
application programs, and computer-refated facilities and egquipment) are protecied agamsi
upauthorized modification, disclosure, loss, or impairment. The objectives of limiting access
are 1o ensure that (1) users only have the aceess necessary to perform their duties; (2) access
o very sensitive resources, such as security software programs, is limited 1o very few
individuals; and (3) employees are restricted fmm performing incompatible furnctions or
furctions bevond their responsibilities.

{c} Application Change Control/Systems Development

Certain controls over the modification of application software programs are deficient,
Establishing controls over the modification of applicauon software programs helps 1o ensure
only authorized programs and suthorized modifications are implemented.  Without proper
controls, there 15 2 risk that security features could be inadvertently or deliberately omitted or
“turned off” or 1that processing irregularities or malicious code could be introduced.

As noted in our prior year report, OPM has not developed o systems development methodology
for application software, and the current “"RSOD Retirement ADP Swandards and Procedures” is .
missing critical chapters, including data set design and allocation, system development
procedures, testing and acceptance, and system software instaliation and maintenance,
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{d) Se¢rvice Continuity

Losing the capability to process, retrieve, and protect information maintained electronically can
significantly impact OPM's ability to accomplish its mission. For this reason, OPM should have
procedures in place to protect information resources and minimize the nsk of unplanned
interruptions, as well as a plan to recover critical operations should ipterruptions oceur. To
mitigate service interruptions, it is essential that the related controls be understood and supported -
by management and staff throughout the organization. OPM has several scparate ongoing
service continuity-refated initiatives and draft plans that need to be finalized, formalized, and
properly coordinated so OPM can ensurz that ¢ritical functions will stll be available in the event
of a disruption,

:cFAPUNUREE, VI

Recommendation

We recommend that OPM develop a formal action plan to review and revise its EDP general P
controls. This plan should address each of the four areas discussed above as well as other areas :
that impact the general EDP control environment. The plan should also set forth appropriate
corrective action steps, assign responsibilities 10 employees, and establish target completion
dates for each action. This plan should be reviewed by the Cffice of the lnspector General,
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adopted by executive management of OPM, and provide for periadic feview of progress towards
achievement of corrective actions.

2. Budgeiary Accounting Structure *

RIS continues to find i cambersome to produce accurate and timely year end financial
statements for the benefit plans. In fiscal year 1999, RIS implemented a new core financial
managerrient system for benefit plan accounting, but did not implement the budgetary accounting
structure in ils general ledgers. As a result, RIS manually calculated the budget figures in its
statemenis of budgetary resources and financing, and several recalculations were necessary to
produce accurate statements, In addition, RIS did oot perform reconciliations between the
budgetary amounts reporied in the financial staternents and the corresponding amounts reperted
on the SF-133 and SF-2108 forms. Without a set of seif-balancing sccounts o summarize
budgelary activity, the risk of reporting inaccurate budgetary figures exists. The lack of a formal
budgewary accounting strueture resuited in our conclusion that the HBP did not subsiandally
conform with the requirements of FEMIA, in accordance with the guidelines contained in OMB
Bulletin No 98-08, as amended.

Recommendation

We recommend RIS implement the budgetary accounting structure in the HBP general ledger
and begin recording budgetary accounting activity consistent with their policy statements. This
action will assist RIS in preparing accurate year end financiai statements,

3. Reconciliation of Inter-Program Transactions

Health insurance premiums are withheld from payments made by annumanis to the Retirement
Program {RP}. The RF is vesponsible for transferring these amoumis 1o the HBP. RIS records
amoumnts for annuitant withholdings using data from an Annuity Roll Processing System
{ARPS}; report and records the offsetting pavment using information from the Monthly Income
Recap report. The reports originate from two different sources and do not reconcile. RIS has
recognized this, but because of respurce constraints, they have not taken appropriate action o
reconcile these transactions.

Recommendation

As noted in our fiscal year 1997 and 1998 reports, we continue 10 recommend that RIS {I)
request ADP services to gain extract data from the annuity roll system; (2) compare these
transactions 10 the manual vouchers fo determine what 15 causing the differences; and 3y
reconcile the cxisting differences between the RP and HBP. In addition, RIS should
implement procedures to prevent future out-of-balance sirvations.
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4. Controls Over Propram Administration For The Community-Rated Health Carriers

OPM remits premiums it receives from federal agencies to Community-Rated Carriers (CRCs)
twice a month.  As in prior years, OPM’'s existing systems were nol designed 1o centrally

associale the monies paid as premiums o participating carriers with the envoliees for which

they are being paid.  Conseguenily, the potential exists for carrigrs to provide bencfis
employees who are not covered by their plan at the time the services are rendered. To
reinforce the need for effective enrollment reconciliations, in 1998 OPM issued a payroll lener
requiring agency payioif offices to provide carriers with the names of enrolices and the
amounts withheld from pay for health benefits, by carrier, on a quarterly basis. " However,
OPM does not have adeguate controls in place to determine whether payroll offices are
complying with these requirements and whether carriers are reconciling their enroliment
- records regularty.

Recommendation

OPM has future plans to implement 2 ceniralized enrollment system to resolve this internal
control weakoess. Until the system can be develeped, we recommend OFM OIG make CRC
enroliment reconciliation reviews a priority in their annual audit planning.

= & ow @

OMB Bulletin No. 98-08, as amended, requires us 1o compare material weaknesses disclosed
during the HBP audit with the material weaknesses reported by OPM in its Federal Managers'
Financial Integrity Act (FMFIA} repon for the audit period. As a result of this comparison,
we noted that the substantial nonconformance with FFMIA reponed in the Compliance with
Lows and Regulations section of our report was not included in OPM’s fiscal year 1999
FMFIA report.

COMPLIANCE WITH LAWS AND REGULATIONS

The results of our ests of compliance with lJaws and regulations, exclusive of FFMIA, performed
as part of obiaining reasonable assurance about whether the financial statements are free of
material misstatement, disclosed no instances of noncompliance required to be repornied herein
under Government Auditing Standards and OMB Bulletin 98.08, as amended.

Under rFMIA, HBP’s financial management systems are required to be in substantal
conformance with (1) Federal financia!l .masapement system requirements, (2} Federal
accounting standards, and {3) the United States Standard General Ledger (SGL) at the
transaclion level.

The results of our tests of compliance with FFMIA disclesed instances, described below, where
HBP’s financial management systems did not substantially conform with the requirements
discussed in the preceding paragraph
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Federal Financial Management System Reguirements. In accordance with OMB Bulietin
No. 98-08, as amended, an agency must meet the following requirements to substanually
conform with FFMIA: Federa! financial management system requirements; OMB Circular
A-127 requirements; requirements published in JFMIP’s Federal Financial System
Reguirements series; and OMB Circular A-130 security cequirements.  The systems
supporting the HEP do not meet the following requirements:

a. Support the budger execution funcrion and comply with external reporting requirements
- The budgetary account structure for the Federal Financial System (FFS}, the core
financial manmagement system for the benefit plans, was not implemented as of
September 30, 1999, This finding resulted in poncompliance with OMB Circular A-
127 and IFMIP’s Federal Financial Management Systems Reguirements for
“Comparability and Consistency,” “ Application of the SGL at the Transaction Level,”
“Financial Reporting,” and “Support for Budgeting and Performance Reporting.”

b. Provide adequate system securiry - OPM has not performed a security risk assessment
within the last three years., However, during that period OPM upgraded the mainframe
and metworking platfors and implemented a new core financial management system,
While OPM plans to perform assessments, they have not been scheduled. In addition,
OPM's draft Informarion Technology Security Policy addresses the need for a
certification and accreditation process, but there is not one curcendy in place.
Compliance with OMB Circular A-130 is z critical compliance indicator for the
FFMIA, and performance of periodic risk assessments is 2 critical component of
achieving compliance with OMB Circular A-130,

. Federal Accounting Standards. OMB Bulletin No. 98-08, as amended, staies that

FFMIA requires financial information used in the preparation of financial statements o be
adequately supported by detailed fimancial records. Detailed financial records exist for all
proprietary accounting information; however, the HBP has not yet implemenied an
accounting struchire to support budgetary amounts reported in the HBP statements of
budgetary resources and financing. The fack of a formal budgetary structure compromises
RIS's ability 10 accurately summarize budgetary data in the HBP financial statemenis.

. SGL at the Transaciion Level. OMBR Bulletin No. 98-08, as amended, siates that FFMIA

requires detailed information 10 be “capiured and summarized so that it follows the SGL
descriprions and posting rules and is captured at the level necessary to meet OMB or
Treasury reporting requirements and for preparing financial statements " While detailed
records exist for all proprietary accounts, the HBP has not implemented an accounting
structure 3o support budgetary amounts reporied in the HBP financial statements.



Hecommendation

To achieve subsiamial conformance with FFMIA, RIS shoumld implement the budgetary
accounting structure of FFS, its core financial management system. RIS should aiso wke
actions to address the findings related to systems security required by OMB Circular A-127
and OMB Circular A-130. The resolution of these findings should be a prionity for fiscal year
1006,

RESPONSIBILITIES

Mansgement's Responsibility. The Chief Financial Officers (CFO) Act of 1990 requires
federal agencies to report annually to Congress on their financial status and any other
information needed to faily present the agencies” financial position and results of operations.
To assist OPM in meeling its CFO Act reporting requirements, annual financial statements are
prepared for the HBP, Management is responsible for:

» preparing the financial statements in conformity with generally accepled accounting
phinciples;

« establishing and maintaining internal control over financial reporting; and

« complying with iaws and regulations applicable 10 the HBP, including FFMIA,

In fulfilling this responsibility, estimates and judpments by management are required 10 assess
the expecled benefits and related costs of internal control policies and procedures,

Auditors’ Responsibility. Our responsibility is to express an opinion on the HBP financial
statements as of and for the year ended September 30, 1999 based on our audit, We conducted
our audit in accordance vAth generally accepled auditing standards; the standards applicable 1o
financial audiis contained in Government Auditing Standords, issued by the Comptroller General
of the United States; and OMB Bulletin No, 98-08, as amended. Those standards require that we
plan and perform the andit 1o obtain reasonable assurance that the financial siatements are free of
material misstatensent. We believe that cur audit and the reports of other auditors provide a
" reasonable basis for our opinion. ’

To fulfill these responsibilities, we performed procedures such as the following:

* examined, on 2 tesi basis, cvidence supporting the amounts and disclosures i the Tinancial
statements;

« assessed the accounting principles used and significant estmates made by management; and

« evaluated the overall financial stalement presentanion.
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We are also responsible for considering OPM’s internal controt over financial reporting related
1o the HBP and testing OPM’s compliance with certain provisions of applicable laws and
regulations related to the HBP that could have a direct and material effect on the 1999 HBP
financial statements.

In planning and performing our audit, we considered OPM’s internal control over financial
reporting related to the HBP by obtaining an understanding of the agency’s significant interal
controls, delermined whether these internal controls have been placed in operation, assessed
control risk, and performed tests of controls in order to determine our auditing procedures for the
purpose of expressing our opinion on the financial sidtements. We himited our internal control
testing to those controls necessary 1o achieve the objectives described in OMB Bullelin No. 98-
08, as amended. We did not test all internal controls relevant 1o operating objectives as broadly
defincd by the Federal Managers' Financial Integrity Act of 1982, such as those controls relevant
to ensuring efficient operations. The objective of our audit was not 1o provide assurance on
internal control over financial reporting. Conscquently, we do not provide an opinion on internal
control.

Qi consideration of internal control over financial reporting would not neeessarily disclose all
matiers in the internal control over financial reporting that might be reportable conditions under
standards issued by the AICPA and OMB Bulietin 98.08, as amended, and, accordingly, would
not necessarily disclose all reportable conditions that are matenal weaknesscs.

In addilion, we considered the HBP’s internal control over the information contained in the
required supplementary information schedule entitled The Health Benefits Program — Reguired
Supplementary Information, by obtaining an understanding of the agency’s internal controls,
determined whether these internal controls had been placed in operation, assessed control risk,
and performed tests of controls, as required by OMB Bulletin 98-08, as amended. Our
procedures were not designed to provide .assurance on internal contro! over the required
supplementary information, and, accordingly, we do not provide an opinion on such controls.

With respect to internal controls related 10 performance measures determined by management 10
be key and reported in the MD&A to the financial statements, we obtained an understanding of
the design of significant internal conirols relating 10 the existence and completeness assertions,
as required by OMB Bulletin 98-08, as amended. Our procedures were not designed (o provide
assurance on internal control over reported performance measures, and, accordingly, we do not
provide an opinion on such controls.

As part of oblaining reasonable assurance about whether HBP's financial statements are free of
material misstatement, we performed tests of HBP's compliance with cenain provisions of
laws and regulations, noncompliance with which could have a direct and material effect on the
determination of financial statement amounts. We also performed tests of HBP's compliance
with certain other laws, regulations and government-wide policies idemtified by OMB, as
applicable 10 OPM, including the requirements set forth in FFMIA. We limited our tesis of
compliance to these provisions and did not test compliance with all laws and regulations
applicable to the HBP. However, providing an opinion on compliance with certain provisions
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of laws and regulations was pot an objective of our audit, Accordingly., we do not express
such an opinion,

Additionally, under FFMIA, we are required to réport whether HBF's financial managemem
systems substantially conform with (1) Federal financial management system reguiremens, (2}
Federal accounting standards, and {3) the United States Siandard General Ledger at the
transaction level. To meet this requirement, we performed tests of compliance using the
implementation guidance for FFMIA included in Appendix [ of OMB Builetin No. 98-08, as
amended,

DISTRIBUTION
This report is intended solely for the information and use of OPM’s management, OPM's Office

of the Inspector General, OMB and the U.S. Congress and is not intended to be and should not
be used by anvone other than these specified parties.

KP e Lip

February 11, 2000
Washington, D.C.
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INDEPENDENT AUDITORS’ REPORT

Director, U8, Office of Personnel Management:

We have audited the accompanying balance sheet of the Life insurance Program (LP},
administered by the U.S, Office of Personnel Management (OFM) Retirement and Insurance
Service {RIS), as of September 36, 1999, and the related statements of net cosy, changes in net
position, budgetary resources, and financing {(hereinafter collectively referred to as “financial
© statements™) for the year then ended. The objective of our audit was to express an opinion on the
- fair presenation of these financial staterments. In connection with our audit, we also considered
OPM’s internal control over financial repornting related to the LP and tested OPM’s comphance
with certain provisions of applicable laws and regulations related to the LP that could have a
direct and material effect on its financial statements.

In our opinion, based on our audit and the reports of other auditors, LP’s financial statements as
of and for the year ended September 30, 1999, are presented fairly, in all material respects, in
conformity with generally accepted accounting principles.

Regarding our consideration of internal control over financial reporting, we noted reportabie
conditions in the following areas: -

1. EDP general control environment;

2. Budgetary accounting structure;

3. Reconciliation of inter-program transactions, and
4. Actuarial census data.

Regarding owr tests of compliance with certain provisions of applicable laws and regulations,
with the exception of the Federal Financial Managers' Integrity Act {FFMIA), we noted no
instances of noncompliance with laws and regulations that are required to be reported under
Government Auditing Standards issued by the Comptroller General of the United States, and
Office of Management and Budget (OMB} Bullﬁtm No. 98-08, Audit Requiremems for Federal
Financial Statements, as amended,

Our conclusions and the scope of pur work are discussed in more detail below.
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OPINION ON FINANCIAL STATEMENTS

We have audited the accompanying balance sheet of the LP as of September 30, 1992 and the
related statements of net cost, changes in net position, budgetary resources, and financing for the
year then ended. We did not audit the financial statements of Metropolitan Life Insurance
Company's Office of Federal Employees Group Life Insurance Program (OFEGLI), which
statements comprise approximately 2% of total assets reflected in the LP balance sheet and
substantially all current benefits reflected in the LP statement of net cost. Those financial
statements were audited by other auditors, whose report thereon has been provided to us, and our
opinion, insofar as it relaies to the amounts included for OFEGLI, is based solely on the report of
the other auditors.

It our opinion, based on our audit and the report of the other auditors, the financial statements
present fairly, in all material respects, the financial position of the LP as of September 30, 1999,
and its net cosi, changes in net position, budgetary resources, and reconciliation of net cost (o
budgetary obligations for the year then ended, in conformity with generally accepted accounting
principles. '

Our audit was conducted for the purpose of forming an opinion on LP's financial statements
taken as 8 whole. The information included in the section entitled Management Discussion and
Analysis of the Retiremert, Hedlth Bemefits, and Life Insurance Programs (MD&A) and the
required supplementary information in the schedule entitled Life fusurance Program - Required
Supplemerntary Fnformation is not a required part of the financial statements but is supplementary
information required by Office of Management and Budgel (OMB) Bulletin 97-01, Form and
Conteny of Agency Financial Statements, as amended  Regarding the MD&A, we have
considered whether this information is matenally inconsistent with the financial statements.
Regarding the required supplementary information, we have applied certain imited procedures,
which consisted principally of inquiries of management regarding the methods of measurement
and presentation of the required supplementary information. However, we did not audit the
information in the MD&A section of the LP or the required supplementary information and
accordingly, we express no opinion on it.

INTERNAL CONTROL OVER FINANCIAL REPORTING

The objectives of internal control over financial reporting are to provide management with
reasonable, but not absolute, assurance that:

» transactions are properly recorded, processed, and summarized to permit the preparation
of financial statements in accordance with generally accepted accounting principles;

» assets are safeguarded against loss from unauthorized acquisition, use, or disposition,
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« iransactions are executed in accordance with laws goveming the use of budget authority
and other laws and regulations that could have a direct and material effect on the financial
statements and certain other laws, regutations and government-wide policies identified by
OMB, as applicable to OPM, and

» trapsactions and other data that sup;xm; reported performance measures are properly
recorded, processed, and summarized to permit preparation of performance information
in accordance with criteria stated by management.

Because of inherent limitations in internal controls, misstatements, losses, and noncompliance
may nevertheless occur and not be detected.  Also, projection of any evaluation of internal
control over financial reporting to future penods is subject to the risk that the internal control
procedures may become inadequate because of changes in conditions, or that the effectiveness of
the design or operations of the policies and procedures may deteriorate.

We noted certain matters, described in items 1 through 4 below, involving the internal control
over financial reporting and iis operation that we consider to be reponabie conditions under
standards issued by the American Institute of Certified Public Accountants and OMB Bulietin
No. 98-08, as amended. Reportable conditions are matters coming 1o our atiention that represent
sigmficant deficiencies in the design or operation of internal control that, in cur judgment, could
adversely affect the LP's ability to record, process, summarize, and report financial data
consistent with the assertions of management in the financial statements.

Material weaknesses are reportable conditions in which the design or operation of one or more of
the ntemal control components does not reduce 1o a relatively low fevel the risk that
misstalements, m amounts that would be material in<relation to the financial statements being
audited, may occur and not be detected within a timely period by employees in the nornmal Course
of performing their assigned functions. However, we do not consider the reportabie conditions
described below to be material weaknesses.

The status of prior year findings is presented in Exhibit 1. We also noted other matiers
involving interna! control over financial reporting and its operation that we have reported 10
the management of OPM in a separate letter dated February 11,-2000.

1. EDF General Contrst Environment

{a) Entity-Wide Security Program

Ceriain areas in OPM’s entity-wide security program could be strengthened. As noted in our
prier year repomn:

s OPM does not have an integrated enterprise-wide security program, and has distributed
security functions and responsibilities throughowt the organization for data secunty, general
suppert systems, application systems, and network operations.  While different parts of the
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organtization perform different functions, they share common hardware, sofiware, and
network platforms, and from a security perspective may be exposed 1o similar or interrelated
vulnerabilities. The cwrremt distribution of security functions and responsibilities does not
adequately ensure coordinated procedures, risk assessments, and monitoring and response
capabilities. In contrast, the opportunity to leverage resources and realize opportunities may
not be fully realized with the surrent decentralized security model.

» OPM has not performed a security risk assessment within the last three years. However,

during that period OPM upgraded the mainframe and nerworking platforms and
implemented a new core financial management system. While OPM plans (o perform
assessments, they have not been scheduled,

»  OPM’s draft Information Technology Security Pelicy addresses the need for a certification

and accreditation process, but there is not one currently in place. OMB Circular A-130
requires “iar agencies consider risk when determining the need for and selecting
computer-related control technigues, This risk assessment approach should include a
consideration of the major factors in risk management: the value of the sysiem or
application, threars, vulnergbilities, and the effectiveness of curremt or proposed
safeguards.® Compliance with OMB Circular A-130 is a critical compliance indicator for
the Federa! Financial Management Imtegrity Act, and performance of periodic risk
assessments I§ a critical component of achieving compliance with OMB Circular A-130.

+ (OPM does not have a formally established, integrated, and robust monitoring and response

capability to ensure adequate network and systems security. A limited penetration smdy
found vuinerabilities that were not properly midgated. QPM immediately responded 10
these particular vulnerabilities, but does not have a mechanism o idemify new risks or to
verify that implemented changes were adequate or operating as intended.

» There is no official method of wracking employees that are terminated and/or separated
from OPM to ensure that systems security and physical access privileges were
appropriately revoked.

An entity-wide security program, including security policies and a related implementation
plan, is the foundation of an entity’s security comtrol structure and a reflection of senior
management's commitment to addressing security risks.  Without a well-designed program,
security controls may be inadeqguate; responsibilities may be unciear, misundersiood, or
improperly implemented; and controls may be inconsistently applied. Such conditions may
lead 10 insufficient protection of sensitive or critical resources and disproportionately high
expenditures for controls over low-risk resources.

{b} Access Control

OFM’s EDP access controls require modification. Access ¢ontrols include physical controls and
logical controls. Adequately controlling physical access to computer equipment is an example of
a physical control. OPM’s physical access control system for the mainframe did not record all
security events. Logical controls include security software programs designed to prevent or
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detect unauthorized access o sensitive files. We noted eertoin user account groups with
excessive privileges to mainframe resources, which could polentially undermine proper

sepregation of duties.

Access confrols shouid provide reascnable assurance that computer resources (dawa files,
application programs, and computer-related facilities and equipment) are protecied against
unauthorized modification, disclosure, foss, or impairment. The objectives of limiting access
are to ensure that (1) users only have the access necsssary o perform their duties: (2) access
1o very sensitive resources, such as security software programs, is limited fo very few
individuals: and (3) employees are restricted from performing incompatible Functions or

functions beyond their responsibilities.

(¢} Application Change Centrol/Systems Development

Ceruain controls over the modification of application software programs are deficient.
Establishing controls over the modification of application software programs helps to ensure
only authorized programs and authorized modifications are implemented.  Without proper
controls, there is a risk that security features could be inadvertently or deliberately omitted or
"turned off" ot that processing irregularities or malicious code could be introduced.

As noted in our prior year report, OPM has not developed a systems development methodology
for application software, and the current “RSOD Retirement ADP Standards and Procedures™ is
missing critical chapters, including data set design and allocation, systemt development
procedures, lesting and acceptance, and system software installation and maintenance.

{d) Service Continnity

Losing the capability lo process, retrieve, and protect information maintained electronically can
sigmficantly impact OPM's ability to accomplish its mission. For this reason, OPM should have
procedures in place to protect information respurces and minimize the nsk of unplanned
mterruptions, as well as a plan (o recover ¢riucal operations should interruptions occur. To
mitigate service interruptions, it is essential that the related controls be undersicod and supported
by management and siaff throughout the organization. OPFM has several separale ongoing
service conlinuity-related indtiatives and draft plans that need t© be finalized, Tormalized, and
property coordinated so OPM can ensure that critical functions will siill be available 11 the event

of a disruption.

Recommendation

We recomunend that OPM develop a formal action plan to review and revise its EDP general
controls, This plan should address each of the four areas discussed above as well as other areas
that impact the general EDP control environment. The plan should also set forth appropriate
comrective action steps, assign responsibilities to employees, and establish target completion
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dates for cach action. This plan should be reviewed by the Office of the Inspector General,
adopted by executive management of OPM, and provide for peniodic review of progress towards
achievement of correciive actions.

2, Bndgeiary' Accounting Structure

RIS continues to find it cumbersome to produce accurate and timely year end [inancial
statements for the benefit plans. In fiscal year 1999, RIS implemented a new core financtal
management systern for benefit plan aceounting, but did not implement the budgetary accounting

. structure in is general ledgers, As a result, RIS manually calculated the budger figures in us

statements of budgetary resources and financing, and several recalculations were necessary 1o
produce accurate siatements. In addition, RIS did not perform reconciliations between the
budgetary amounts reporied in the financial statements and the corresponding amounts reported
on the SF-133 and SF-2108 forms. Without a set of self-balancing accounts 10 summarize
budgetary activity, the risk of reporting inaccurate budgetary figures exists. The lack of a formal
budgetary ascounting structure resulted in our conclusion that the LP did not substantially
conform with the requirements of FFMIA, in accordance with the guidelines contained in OMB
Builetin No 98-08, as amended.

Reeommendation

We recommend RIS implement the budgetary accounting structure in the LP general ledger and
begin recording budgetary accounting activity consistent with their policy statements, This
action will assist RIS in preparing accurate year end financial statements.

~ 3. Reconciliation of Inter-Program Transaetions

Life insurance premiums are withheld from payments made 10 annuiiants by the Retirement
Program (RP). The RP is responsible for transferring these amounts to the LP. RIS records
amounts for annuitant withholdings using data from an Annuity Roll Processing System
(ARPS) report and records the offsetting payment using information from the Monthly Income
Recap report. The reports originate from two different sources and do not reconcile, RIS has
recognized this, but because of resource constraints, they have not taken appropriate action (o
reconcile these transactions.

Recommendation

As ooted in our Ascal year 1997 and 1998 reports, we continue to recommend that RIS (D)
request ADP services to gain extract data from the annuity roll system; (2) compare these
transactions to the manual vouchers to determine what is causing the differences; and (3)
reconcile the existing differences between the RP and LP. In addition, RIS shouid implement
procedures to prevent future out-of-balance situations.

4



4. Actvarial Census Data

'"The Postal Data File (PDF) contains census data for United States Post Office (USPS) retirees,
fand is used by OPM in the calculation of LP actuarial Habilities at September 307, Audit
procedures performed on the PDF determined that the PDF had not been updated since
September 11, 1998, ihe last submission by USPS before year end. However, a salary
"increase had occurred on September 12, 1998 and was pot reflected in the PDF. While this
salary increase was not large enough o materially affect the estimate of the actuarial lability
. for September 30, 1999, similar timing differences, should they continue 10 occur, may affect

future years® estimations.

Recommendation

We understand USPS normally submits its year end data approximately two to theee weeks prior

1o year end. We recommend OPM perform year end procedures to inquire whether systemic

changes are made to the PDF database after the USPS submission, and to request an update
the PDF daa if systemie changes have occumred. OPM should also consider whether other

- agencies may bave similar procedures that could affect data in other databases used by OPM 1o

A T e,

-

calculate year end actuanal habilities.

Ok ok ok %

OMB Bulletin No, 98-08, as amended, requires us 10 compare material weaknesses disclosed
during the LP audit with the material weaknesses reported by OPM in its Federal Managers'
Financial Integrity Act (FMFIA} repon for the audit period. "As a result of this comparison,
we noted that the subsiantial nonconformance with FFMIA reponied in the Compliance with
Laws and Regulations section of our repont was nof included in OPM's fiscal year 1999

FMFIA report.

COMPLIANCE WITH LAWS AND REGULATIONS

The results of our tests of complianee with laws and regulations, exclusive of the FFMIA,
performed as part of obtaining reasonable assurance about whether the financial statements are
free of material misstatement, disclosed no instances of noncompliance required to be reported
herein under Crovernment Auditing Stendards and OMB Bulietin 98-08, as amended.

Under FFMIA, LP’s financial management systems are required to be in substantal
conformance with (1) Federal financial management system reguirements, (2) Federal
accounting standards, and {3) the United Swates Mandard General Ledger (SGL) at the

transaction level,
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Consumer Bill of Rights and Responsibilities -
Report to the President of the United States

Prepared by Advisory Commission on Consumer Protection and Quality in the
Health Care lndustry, November 1997
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EXECUTIVE SUMMARY
Consumer Bill of Rights and Responsibilities

The Advisory Commission on Consumer Protection and Quality in the Health Care Industry was
appointed by President Clinton on March 26. 1997, to "advise the President on changes ocourring in the
health care system and recomemnend measures as may be necessary 10 promote and assure heaith care
quadity and vaiue, and protect consumers and workers in the health care system.” As pan of its work, the
President asked the Commussion 1o draft a “consumer bill of rights.”

The Commission includes 34 members and ts co-chaired by The Honorable Alexis M. Herman,
Secrerary of Labor, and The Honorable Donna E. Shalala. Secretary of Health and Human Services, [ts
members include individuals from a wide vanety of backgrounds including consumers, business. labor,
health care providers, health plans, State and local governments, and heaith care quality experts. The

" Commission has four Subcomminers: Consumer Righis, Protections, and Responsibilities; Quality
Mesasurement: Creating a Quality Improvement Environmen; and Roles and Responsibilities of Public
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and Private Purchasers and Quality Oversight Organizations. The Commission and its Subcommuineses
meet monthly, ,

Fallowing is 2 summary of the eight areas of consumer rights amd responsibjlities adopted by the
President's Advisory Commission ont Consumer Protection and Quality in the Health Care industry:

I. Information Discliosure

Consumers bave the right ta receive scourate, easily understood information and some require
r;.uistaace in making informed heaith care decisions about their health plans. professionais, and
aeilifies, "

This information should include:

* Hesith plans: Covered benefits, cost-sharing, and procedures for resolving compiaints: ficensure.
cerufication, and accreditation status: comparable measures of quality and consumer satisfaction;
provider network composition: the procedures that govern aceess to speeialists and emergency
services; and care management information. 7
Heailth professionais: Education and board certification and revertification: years of practice;
expericnice performing certain procedures: and comparatle measures of quality and consumer
- satisfaction.
Heaith care facilities: Experience in performing certain procedures and services: accreditation
status; comparable measures of quality and worker and consumer satisfaction: procedures for
resolving complaints: and community benefits provided.

L

Consumer assistance programs must be carefislly srructured to promote consurner confidence and to
work cooperatively with health plans. providers, payers and regulators. Sponsorship that ensures
mgnnmbzhty to the interests of consumers and stable, adequate funding are desirable characteristics of
such programs.

H. Choice of Providers and Plans

Consumers have the right to a cheice of hesith care providers that is suffieient to casure scress to
appropriate high-guaiity heaith care. ’

To ensure such choice, heaith plans shouid provide the following:

Provider Network Adequacy: Al heahth plan networks should provide access 1o sufficient numbers and
types of providers 10 assure that ail covered services will be accessibie without unreasonable
delay—including access to emergency services 24 howrs a day and seven days a week, If a heaith plan
has an insufficient number or type of providers to provide a covered benefit with the appropriste degree
of specialization, the plan shouid snsure that the consumer obtains the benefit cutside the nerwork at no
greaier cost than if the benefit were obained from participating providers. Plans also should eswbiish
and matntain adequate arrangements 1o ensure reasonable proximity of providers o the business or
personal residence of their members.

Access 1o Qualified Specialists for Women’s Heaith Services: Women should be able to choose s
qualified provider offered by a plan—~such as gynecologists. certified nurse midwives, and other
qualified health care providers-—ior the provision of covered care necessary to provide routine and
preventatve women's heabth care services.

Access 1o Specialists: Consumers with compiex or serious medical conditions who require frequent
specialty care shouid have direct access 1o 2 qualified specialist of their choice within a plan’s network o
providers. Authorizations. when required. shauld be for an adequate number of direct access visits under
an approved treamment plan.

Transitional Care: Consumers who are undergoing a course of treatment for a chronic or disabling
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condition (or who are in the second or third imester of & pregnancy) at the ume they involumarily
change health plans or at a time when a provider is werminated by a plan for other than cause should be
able w continue seeing their current specialty providers for up to 90 days (or through completion of
postpartum care} to aliow for transition of care. Providers who continue to eat such patients must
accept the plan's rates as payment in full, provide all necessary informaton to the plan for quality
assurance purposes. and prompuly transfer ail medical records with patient authorization during the
{ranstuon penod,

Public and private groap pure haxa;z shouid, wherever feasible, offer consumers a choice of
high-quality health insurance producis, Smail emplovers shouild be provided with greater
assistance in offering their workers and their familice a choice of heaith plans and predaces.

III. Access to Emergency Services

Consumers have the right to access emergency beaith care services when and where the need
arises. Hesalth plans should provide payment when » consumer presents to s emergency
department with acute symptems of sufficient severity-inciuding severe pain—-such that s
“prudent layperson'' could reasonahly expect the ahsence of medicai attention to resuif in piseing
that consumer's heaith in serious jeopardy, serious impairment to bodily functions, or serious
dysfanction of any bodily organ or part.

To ensure this right:

* Health plans should educate their members about the availability, location, and appropriate use of
erergency and other medical services: cost-sharing provisions for emergency services; and the
availability of care outside an emergency department, .
Health plans using a defined network of providers should cover emergency deparument screening
and stabilization services both in network and out of nerwork withowr prior authorization for use
consistent with the prudent lavperson standard. Non-network providers and facilitics shouid not
bill patients for any charges in excess of heaith plans' routine payroem arrangements,

Emergency department personnel should contact 2 patient’s primary cue provider or henith plarn,
as appropriate, as quickly as possible 1o discuss follow-up and post-stabilization care and promote
continuity of ¢care,

-

[V. Participation in Treatment Decisions

Consumers have the right and responsibility to fully participate in all decisions related 10 their
henith care. Consumers who are unabie to fuily participate in trestosent decivions have the right to
be represeated by pareats, guardians, family members, or other conservators.

In order 10 ensure consumers' right and ability to participate in treatment decisions, physicians and other
health care professionais should:

* Provide patients with sufficient information and opportunity to decide among treatment options
consistent with the informed consent process. Specifically,

o Discuss all treamment options with 2 patient in a cuituraily competent manner. including the
option of no treatment a1 all.

© Ensure that persons with disabilities have effective communications with members of the
heaith system tn making such decisions, ‘ ,

o Discuss alt curvent treauments a consumer may be undergoing, inciuding those altemative
treatments that are self-administered.

© Discuss ail risks, benefits. and consequences 10 treatment or nontreatment,

o Give patients the opportunity 1o refuse treatment and to express prefercnces about future
reatment decisions. -

* Discuss the use of advance direetives—both living wills and durable powsers of atorney for health
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o Care—with patiems and their designated family members.
* Abide by the decisions made by their patients and/or their designatad represeniatives consisent
with the informed consent process.

To facilitate greater communication berween patients and providers, heaith care providers, facilities, and
plans should:

® Disciose 10 consumers factors—such as methods of compensation. ownership of or interest in
health care facilities. or maners of conscience~that they know or shouid have known could
influence advice or treatment decisions. _

Ensure that provider contracts do not contain any so-cailed "gag ciauses” or other congactual
mechanisms that restrict health care providers' ability 1o communicate with and advise patients
abour medically necessary treatment options.

Be prohibited from penalizing or seeking remibution against heajth care pmfemenais or other
heaith workers for advocating on behalf of their patients.

V. Respect and Nondiscrimination

Consumers have the right to considerate, respeceful care frons sil members of the health care
system at all times and under sil circumstances, An mvtwamzem of muruai respect iz essential to
raaintaio 2 quality beaith care system.

Consumers must not he diseriminated agginst in the delivery of hesith care services consistent
with the henefits eovered in their policy or as required by law bazed on race. ethnicity, nationai
origin, religion, sex, age, mental or physical disability, sexual orientation. geaetic infoymution, or
source of payment.

Conyumers who are eligible for coverage under the terms and conditionys of a hesith plan or
Drogram or as required hy law must not be discriminated against in marketing and enroilment
practices based on race, ethoicity, navionai origin, religion. sex, age, mentai or physical ciimbumy,
sexual oricatation, genetic informarion, or source of payment,

V1. Confidentiality of Health Information

Consumers have the night to communicate with health care providers i confidence and 10 have the
confidenuality of their individually identifiable heaith care information protected. Consumers aiso have
the night to review and copy their own medical records and request amendments 1o their records.

In order 10 ensure this right:

* With very few exceptions, individually identifiable health care information can be used without
written consent for heaith purposes only, including the provision of health care, payment for
services, peer review, health promotion, disease management, and quality assurance.

In addition. disciosure of individually idemifiabie heaith care information without written consent
shoutd be permitted in very limited circumstances where there is a clear legal basis for doing so.
Such reasons inciude: medical or heaith care research for which a insticutional review board hag
determined anonymous records will not suffice. investigation of heaith care fraud. and public

, Nealth reporting.

* To the maximum feasible extens in ali situations, nonidentifiable health care information should
be used uniess the individual has consented to the disclosure of individuaily identifiable
information. When diselosure i3 required. no greater amount of information should be disclosed
than is necessary to achieve the specific purpose of the disclosure,

»

IL Complaints and Appeals

All consumers have the right to 2 fair and efficient process for resoiving differences with their
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heaith plags, health care providers. and the institutions that serve them. incloding a rigorous
system of internal review and an independent system of external review.

{ntemnal appeals systerns shouid include:

*

Timeiy written notification of 2 decision to deny, reduce. or terminate services or deny payment
for services. Such notification should include an explanaton of the reasons for the decisions and
the procedures available for appealing them.

Resolution of all eppeals in a nmely manner with expedited consideration for decisions involving
zzz‘aezgcngy or urgent care consistent with time frames consistent with those required by Medicare
{i.e., 72 hours). , -

A claim review process conducted by heaith care professionals who ars appropriately credenneled
with respect to the gramment invoived. Reviews shouid be conducted by individuals who were o
involved in the initial decision. ‘

® ‘Written notfication of the final determination by the plan of an internai appeal that includes

nformation on the reason for the determination and how a conswmer can appeal thay decision to an
externai entity, :

Reasonable processes for resolving consumer complainis about such issues as waiting times,
operating hours, the demeanor of heaith care personne!. and the adequacy of facilines.

External appeals systems should:

Be avaiiable only atter consumers have exhausted all internal processes {except in cases of

o UrEently nesded care).

*

Apply to any decision by a heaith plan 1o deny, reduce. or terminate coverage or deny payment for

services based on a determunauion that the treatment (s either experimental or investigational in

nanre; apply when such a decision is based on 2 determination that such services are not

medically necessary and the amount exceeds a significant threshold or the patient’s life or heaith is

Jeopardized (1).

Be conducted by health care professionals who are appropriately credentialed with respect to the

tresunent involved and subject (o conflici-of-interest prohibitions. Reviews shouid be conducted

by individuals who were not invoived in the initial decision.

’Fo_iéiw a stansdard of review that promotes evidence-based decisionmaking and relies on objective

evidence. ‘

Resoive all appeals in a timely manner with expedited consideration for decisions involving

?.mcr%?gy or )m-gem care consisient with time frames consistent with those required by Medicare
1.&., 72 houss).

{13 The right to exwemal appeals does not apply 1o denials, reductions, or terminations of coverage ot
denials of payment for services that are specifically excluded from the consumer's coverage as ‘
established by contract. RN

VIIL. Consumer Responsibilities

L

In a heaith care systen: that proieets consumers’ rights, it is ressonable to expect and encourage

their

consumers to assume reasosabie responsibilities. Greater individual invoivement by consumers in

care increases the fikeiihood of achieving the best outcomes and belps support 2 quality

improvement, cost-conscious eavironmens. Such responsibilities include:

»

Take responsibility for maximizing healthy habits, such as exercising, not smoking, and eating a
hegithy diet.

Become involved in specific health care decisions.

Work collaboratively with health care providers in'developing and carrving out agreed-upon
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treanmnent plans.
Disclose relevant information and clearly commuricate wants and needs.
Use the health plan’s internal compiaint and appeal processes to address concems that may erise.
Avoid knowingly spreading disease.
Recognize the reality of risks and limits of the science of medical care and the human failibility of
o the health care professional.
Be aware of a heaith care proviger's obligation o be reasomably efficient and equimble in
' roviding care to other patients and the community.
ecome knowledgeable about his or her health plan coverage and health plan options (when
available) including all covered benefits, limitatons. and exciusions. ruies reganding use of
network providers, coverage and referral rules, appropriate processes to seécure additicnal
o \Rformation, and the process to appeat coverage decisions.
Show respeet for other patients and health workers.
Make a good-faith effort 1o meet financial obligations.
Abide by administrative and operational procedures of heaith plans. health care providers, and
Government heaith benefit programs.
Report wrongdoing and fraud (o appropriate resources or legai authorides.

Renamn 10 Tabie of Contents

.
»

»

PREAMBLE

Consumer Bill of Rights and Respounsibilities

American consumers and their families are experiencing an historic transition of the U.S. system of
hesith care financing and delivery, In establishing the Advisory Commission on Consumer Protection
and Quality in the Health Care Industry, President Clinton asked that it advise him “on changes
occuming in the health care system and recommend such measures as may be necessary (o promots and
assure heaith care quality and vaiue, and protect consumers and workers in the health care system.” As
part of that effort, the President hag asked the Commission to draft a Consumer Bill of Rights and
Responsibilities,

This Commission includes 34 members from s wide variety of backgrounds including consumers,
business. |abor. health care providers, heaith plans (23, State and local governments, and heaith care
quality experts. We hope our diversity of interests and backgrounds will make our recommendations
more valuabie to those who consider them.

This i3 an appropriate time 1o reexamine and reconsider the methods by which our Nation and the heaith
care industry emablish and protect the righns and identify the responsibilities of those peopie who use the
health care system. The Commission befieves it is essential 10 preserve those eiements of the i
system that have s positive impact on the quality of care as well as the cost and availubiiity of health
insurance coverage.

Development of 2 Consumer Bill of Rights and Responsibilities is an tmportant step forward for all
those involved in the heaith care sysiem, Consumers, heaith care professionals, administrators of beaith
care factiities. and those who operate health plans will benefit from 2 clear set of unifying standards. The
Consumer Bill of Rights and Responsibilities can help to establish a stronger refationship of trust among
consumers, heaith care professionals. health care institutions, and health plans by heiping 1o sort out the
shared responsibilities of each of these participants in a system that promotes quality improvement.

The work of this Commission huilds on the «fforts of manay others. The Commission reviewed dozens of
proposals prepared and released by a variety of organizations {1} that have addressed the rights,
responsibilities, and protection of consumers. We have heard public testimony from dozens of
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irdividuals and organizations. We are grateful for their contributions.

The Consumer Bill of Rights and Responsibilities charis a course for the continued enhancement of
health systems and processes that serve to protect consumers and ensure guality. While the rights and
responsibilities included in this report are intended to apply to all consumers and participanis inthe

; the Commission recognizes tial the suength of these protections will grow over tme
as the capabilides of the health care industry become more sophisucated. Certain portions of the indusry
will require additional time 10 make these adjustments, but the Commission intends that the bulk of its
recommendations be put in place within the next 3 years.

The Consumer Bill of Rights and Responsibilities was first drafied by the Subcommines ¢n Consumer
Rights. Protections. and Responsibilities. The Subcomumittes met in open session on seven sepanate
occasions, and the Commission met six times during that same time period. The Subcommines
considered background papers on each topic, heard public testimony on most topics, and considered two
or three drafts of each chapter, At each point in that process, the Subcommintee briefed the full
Commission on its work and received feedback on those issues. The Commission 8iso has considered
draft chapters and revised drafts reflecting the input of its members. Throughout this process. the
Subcomsmittee and the Commission have operated on a consensus basis that has allowed any member to
piace an issue before the respective body for consideration, The list of issues was refined 1o reflect the
discussions of the Subcommivee and the Commission. The final product reflects the aress of overall
agreement expressed by Commission members.

{2} The term "heelth plans” is used throughout this report and refers broadly to indemnity insurers,

managed care organizations {including health maintenance organizations and preferred provider

organizations), setf-funded employer-sponsored plans, Tafi-Hanley trusts, church pians, association

m State and local government employee programs. and public insurance programs (i.c., Medicare
edicaid).

{3) The Commission examined proposals by organizavions ineluding: the American Association of
Heaith Plans, the American Association of Retired Persons, the American Hospital Association, the
American Medical Association. the Campaign for Health Security, Citizen Action, Families USA., the
Health insurance Association of Amenica, the Health Policy Tracking Service, Kaiser Pesmanente, the
Midwest Bioethics Centar, the National Association of Insurance Commissioners, the Nationai
Committee on Quality Assurance, the National Health Council, the Pubiic Policy and Education Fuad of
New York. the Service Employees International Union. the Utilization Review Accreditation
Commiittee, and many olhers,

- T ST ’ i 2

Objectives of a Consumer Bill of Rights and Responsibilities

The Consumer Bill of Rights and Responsibilities is intended 1o accompiish three major goals.

First, w swengthen consumer confidence by assuning the health care system is fair and responsive to
consuners' needs, provides consumers with credible and effective mechanisms o address their concems,
amxd encourages consumers (o take an active role in improving and assuring their health.

Seeond. to reaffirm the importance of a strong relationship between patients and their health care
professionals.

Third. 10 reaffirm the critical role consumers play in safeguarding their own heajth by esuablishing both
rights and responsibilities tor all participants in improving health status.

Guiding Principles for the Consumer Bill of Rights and Responsibilities

t21a1
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The work of the Comsuission was guided by the foliowing principles:

All consumers are creared equal. The work of this Commission in establishing a Bill of Rights and
Responsibilities must apply 10 all consumers. This includes al] beneficiaries of such public programs as
Medicare, Medicaid, the Department of Veterans Affairs. and the Department of Defense, as weil as
Federal, State, and local government crapioyees. i also inciudes all those who have private insurance.
inciuding those who purchase their own insurance. those who work for compantes that have self-funded
health pians. and those who work for companies that purchase insurance for their empioyees and
dependents. And. finally, to the extent possible, these rights should be accorded to those who have no
heaith insurance but use the heaith cate sysiem,

Quality comes first. The first question we asked owrseives in esch circumstance was: Will this improve
the quality of care and of the system that delivers that care? Sometimes this led us to reject policy
options that we believe could hinder the progress our Nation has made toward a heaith care system that
ts focused on improving quality through accountable orgumized systems,

Preserve what works, There are elements of managed care and of indemnity coverage that must be
changed ta protect the rights of consumers. But there also are elemennts of each sysiem thar have
improved quality and expanded access. We have tried 1o make sure that we preserve what works while
we address areas that can and should be improved. ,

{osts matter. Although a comprehensive cost-analysis was not performed for this Bill of Rights'and
Responsibilities, the Comrussion has sought to balance the need for soonger consumer rights with the
need to keep coverage affordable. but we recognize that. in some circumstances. these rights may create
additional costs for empioyers: health insurers and plans: Federal. State, and local governments: and
consumers. We aiso recognize that vittimately consumers bear these costs in the form of lower wages,
higher prices, higher taxes, or reduced benefits in other zress. The Commission belicves some
compornents of the Bill of Rigits may also enhance the efficiency and effectiveness of the health care
marketplace. While these efficiencies cannot be well calculatsd, these may help to offset some comt
increases. The Commmussion has anempted 1o weigh these factors carefuily and suppon recommendations
that may prompt additional spending in cases where such spending may represent an investment in
higher quality hesith care and better health outcomes. ‘

Goals for Consumer Protection in 1 Quality-Focused Health Care System

A Consumer Bill of Rights and Responsibiiities is. by its narure. a snapshot of whai is needed at a
particular time. The rights enumerated in this report are intended to move the health care system in 2
direction that is consistent with a System of heaith care delivery that is focused on obtaining the highest
quality and best outcome for consumers and their families. [n that light. the Commission has identified 2
series of goals for the continued reform of the American health care system that will maximize consumer
rights in a systern that focuses on guality.

Heaith coverage is the best conswmer protection. A health care system that leaves more than 41 miilion
Americans without health coverage cannot adequately protect the rigius of consumers and their families.
The fact that 30 many Amercans live dav in and day out without the security that health covernge
provides is intolerable. Recent trends reported by the U.S. Census Bureau that the number of unsnsured
Americans rose by one million between 1996 and 1997 are cause for grest concertt. Moreover, the
continued existence of & large group of Americans without health insurance increases the costs paid by
those who have insurance as uncovered expenses are shifted to other purchasers. Efforts by Federal and
State govemnments to expand the number of children who are insured are encouraging and should be
strengthened. Similar efforts should be extended to other segments of the population so that all
Americans are covered. :

Consumers faced with caiastrophic ifiness require assistance. Each year, an estmated 1,500 to 2,500
Americans lose their privare health insurance coverage because their medical expenses exceed & lifetime
fimit included in their health insurance policy. Many of these consumers must exhaust their family
savings before becoming eligible for Medicaid or other forms of public assistance, This creates 8
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tremendous hardship on these individuals and their families. Emplovers, health plans. and others should
sertously consider taking steps to ease this burden by (1) eliminating or increasing lifetime limits, (2)
¢xpanding the use of high-risk pools o provide immediate coverage at the Ume consumers reach 2
liferime limit. or (3) offering supplemental coverage for workers who wish 16 increase their [imits.

(Coverage must be made affordable for ail consumers. employers. and other purchasers. The recent
moderauon in health care costs is promising and has been a contributing factor in the slowing of
insurance coverage fosses. Empiovers, health plans, and Federal and State governments shouid be
applauded for their efforts w make coverage more affordabie for more Americans. Recent projections
for 1998 are iess favorable. History makes clear that we cannot assume that costs will remain

control without continued cost containment, )

Vulnerable groups require special awention. Many consumers are, for reasons beyond their control,
more vuinerable than others o josing their coverage or expeniencing significant gaps in their coverage.
Individuals with mental or physical disabilities, low-income individuals. children. non-English-spesking
consumers, and others require considerable attention by decisionmakers at il leveis of the system.
Enacmment of the Americans with Disabilities Act of 1990, the Health Insurance Portability and
Accountbility Act of 1996, and the Mental Health Parity Act of 1996 were important steps 1o protest
these consumers. Further steps can and should be aken.

Smaii purchasers need assistance. The owners of smail businesses, the seif-employed. and those who
purchase insurance in the individual market continue 1o have great difficuity finding and maintining
affordable health care coverage. For a variety of reasons, insurance premiums are higher for small firms
relative 1o the benefits they are able to purchase, and some small firms are unable w purchase insurance
at gil. In it final repont. the Commission intends 1o offer several recommendations o heip ameliorate
some of these eifects, including voluniary approaches for expanding insurance pools and for adjusting
payment sysiems to reflect the greater risk inherent in small group and individual markets,

Consumer participation in clinical research, The national investment in clinical ressarch has led to
breakthrough advances in diagnosis. prevention, and treatment of illness and disability that have
iengthened and improved the quality of life for miiltions of consumers while alo achueving significant
cost savings o the health care industry. Consumer participation in clinical research through their
inctusion in clinical trials is vitafly important not only 10 continued sdvancement and innovation in
medical care but to the often life-threatening nanws of the conditions affectng such consumers, The
Commission encourages the ongoing efforts by resesrchers, health plans. employers. public purchasers.
and others to resolve impediments to consumer participation in clinical wrials and urges participants to
reach agreement on an appropriate sharing of costs and responsibiiities related to such trials.

The Commission does not. in this report, speak to the issues of implementation or enforcement of the
Consumer Bill of Rights and Responsibilities. The rights enumerated in this repont can be achieved in

several ways including voluntary actions by health plans, purchasers, facilities, and providers; the effecis
of market forces; accreditation processes: as well as State or Federal legislation or regulation. In its final
report to the President. the Commission intends to speak to the opuimal methods for implementing and
enforcing these rights through one or more of thess approaches.

Finally, the Commission believes thal the American peopie should have access to heaith care that is of
high quality, evidenced-based, safe. free of errors. and is available to all Americans regardless of ability
to pay. Progress. over time, will require changes that must be made prudently, realistically, and with dus
regard to the needs of all stakeholders in the system. This Consumer Bill of Rights and Responsibilities
specifies improvements that we believe are achievable now and in the next several years. [t acquires
even more meaning in the context of a broader overarching commiiment to ensure that fuli access to
high-quality health care wiil eventually be available 1o all Americans.

Rewurn to Table of Contems
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Chapter One: Information Disclosure
Statement of the Right

Consumers have the right to receive aceurate. easily understood information snd some require
a::gimme in making informed hesith care decisions about their heaith piany, professionals and
facilities, .

This informanon should inciude:

- ¥ Health plans: Covered benefits, cost-sharing, and procedures for resolving complaints; licensure.
cernfication, and accreditation stanus; comparable measures of quality and consumer satisfaction:
provider network compositon: the procedures that govern access 10 specialists and emergsncy

- services; and care management information. _
Heaith professionsis: Education and board certification and recertificadion: years of practice;
experience performing certain procedures: and comparable misasures of quality and consumner

o Sausfaction.

Heaith care facilities: Experience in performing cenain procedurss and services: accreditation
status: comparable measures of quality and worker and consumer satisfaction: procedures for
resolving complaints: and community benefits provided,

Consumer assistance programs must be carefully suuctared 10 prmzé consumer confidence and to

- work cooperatively with health plans. providers, payers and regulators, Sponsorship that ensures
accountabiity 1o the interests of consumers and stable, adequate funding are desirable characteristics of
such programs,

Rationale

Vaiue-based purchasing ailows consumers 1o obtain greater value for their keaith care dollar by seeking

«  higher quality carc at the best price. To do this, consumers need accurase, reliable information that will
allow them to assess differences in the quality and cost of health benefits plans. the health care providers
who treat them, and the facilities and instrutions that house them. Active and informed decisionmaking
by consumers will improve the performance of the health care system, 43 providers seck 1o enhance their
quality and reduce their costs in order to be more atractive 1w vajue-seeking consumers.

A more basic reason for providing consumers with information is an ethical one. Heaith plans, facilities.
and professionals have an ethical obligation to inform consumers about how their actions can affect the
consumer’s life and health. Medical ethicists ground this obiigation in the principle of respect for
individual autonomy and individuals’ fight to make choices about how they receive medical care
{Beauchamyp and Chiidress, 1994). ,

This chapter provides a descnption of the types of information on heaith plans, health professionals, and
heaith care facilities that should be made available 1o consumers either routinely or upon request. The
Commission recognizes that much work remains to be done ifalf this information is to be readily
available and understandable to consumers, specifically:

* Detailed explanation is needed for certain types of information. Some types of information are
straightforward and require no further definition (e.g., the names, board certification status, and
geographic location of primary care providers in 2 plan's nerwork). Other types of information
would benefit from the development of more detaiied expianation. such as the care magagement
information on clinical protocois, practice guidelines, and preauthorization and utiiization review

. standards and procedures.

Standardized measures are needed for comparative purposes. For the information intended to
support consumer decisions regarding the choice of a heaith benefits plan, or choice of an
individual provider or facility, smndardized definitions will be needed to allow for "apples o

1 af1Y [§ P40 I BN
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apples” comparisons,

Ongoing development ond prowmuigaiion of standardized measurement seis and instruments are
needed for assessing satisfaction and quality. The Commission believes that some of the most
important types of information 2 consumer has a nght to receive fall into the categories of
consumer satisfaction ratings and clinical quality performance measures for health plans, heaith
care professionals. and factlities, For all consumers to exercise this right, processes must be put in
place 10 create standardized performance measures. In its final report. the Commission intends to
address how such a process might be sstablished so as to build on existing efforts. encourage
ongoing innovation in quality measurernent. and provide the best possible tnformation o
conswmers at atty given time 1o encourage quality improvemnent through market-based decisions.
Useful and appropriate reporting formais and processes are needed for consumers. Although the
Commission believes that consumers shoukd have access to pertinemt informarion. it recognizes
that caution must be taken 1o provide information to consumners in useful formats (e.g., summary
and detaiied reporws, printed copy, and Internet), at approprate times (i.e., decision points}, with
assistance for vulnerable groups {i.e., those who are heanng impaired or non-English speaking).
These issues also will be addressed in the Commission's finai report.

Consumers should be able to obtain other information upon request as cutlined beiow, Plans, providers,
and facilities should inform consumers that such information is available and describe how it can be
obtained,

Heaith Plan{]) Information

Many consumers face 2 choice of health pians such as an indemnity plan. an HMO, a point-of-service.
pian, or a preferred provider organization, Consumers’ choice of a health plan has a significant impsact on
consumers' ability to make other choices about facilities. health professionals, and treamment options.
Even in cases where consumers do not have a choice of plans. they require information on the plan in
which they are enwolied 10 use the available services effectively.

To the extent that a right to informauon creates disclosure requirements for health plans. these
requirements should apply equaliy 10 all types of plans (including indemniry, HMO, PPQ, and POS)
regardless of sponsor (e.g., such government programs as CHAMPUS, VA, FEHBP, Medicare, and
Medicaid and private plans including fully funded, partially seif-funded, or fully seif-funded plans). If
% spt:tiifig: information required for disciosure does not exist, or is unavailable, the consumer should be
informed.

The primary responsibility of providing consumenrs with hiealth plan informarion falls upon the plans
themsetves. in the case of seif-insured plans. this responsibility will rest with the plan sponsor uaiess it
is delegated or conracted to a third-party adminiscaler.

Within the category of heaith plan informaton. one can discern four principal subcategories of
informarion: (1) benefits, cost-sharing, and dispute resolution: (2) health plan characteristics and
performarnce information; (3) nerwork charmcteristics; and (4) care management information,

TR N m— e

(1} The term "heaith plan” is used throughout this repors and refers broadly to indemgnity insurers,
managed care organizations {including health maintenance organizations and preferred provider
organizations), sel{-funded employer-sponsored plans. Taft-Hartley trusts, church plans. association
plans. Siate zéuﬁ local government empioyee programs. and public insurance programs {i.c., Medicare
and Medicaid).

R H’“m

A. Benefifs, Cost-Sharing, and Dispute Resolution. Consumers should receive the following
information about & health benefits pian:
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*a gensral sumumary of all covered benefits, including:

© General limits on coverage, including any anpual or {ifetime lumits. 2s well as limyts
forspecific condidons.

© Whether preventative services are covered.

© Whether a drug formulary is used and. if so. how decisions are made pertaining to inclusion
of drugs, particularty new drugs (including a process (0 consider exceptions),

¢ How drugs, devices. and procedures are deemed expenimental.

* Enrollee cost-sharing, including employee or beneficiary premium contributions. deductibles.
o Sopaymenis, and coinsurance. 7
* Type and extent of dispute resolution procedures available in the event of a dispute.

B. Heaith Plan Charaeteristics and Performanee Informstion, Consumers joining or consz‘dz:iné
whether or not 10 join a health plan should receive information about:

* State licensure sttus, Federal certification. and private accreditation swrus (including publicly
o 8vailable reports).
o consumer satisfaction measures.
. Clinical quality performance measures.
Service performance measures te.g., waiting time to obtain an appointment with ptimary care
%mvzém and specialisis).
iserroliment rates (adjusted for mvoiwzzaw disenrotlment and other relevant faciors).

Additional information that should be made avatlable upon request includes: ,

* Number of years in existence,

Corporate form of the plan (i.e.. public or private; nonprofit or for-profit ownership and
mgcmmt}

%m the plan meets requirsments (State and Federai) for fiscal solvency.

® Whether the plan meets standards (State, Federai, and private dccreditation) that assure
confidentiality of medical records and orderly transfer to caregivers,

€. Network Characteristics. [t is imporant to provide consumers with information about the
characieristics of the nerwork and the procedures that govem its use, Consumers should receive:

* Aggregate information on the numbers. rypes. board certification status, and geographic
dmnbunon of prumary care providers and specialists,

* Detaiied list of names, board certification status. and geographic location of all contracting
primary carc providers: whether they are scoepting new patients; fanguage(s) spoken and
avmlahzizty of interpreter services, and whether facilities are accessible to people with disabilities,
* Provider compensation methods, including base payment (£.g., capitation, salary, fee schedule)

, 2nd addifional financial incentives {¢.g., bonus. withholds. etc.}.

Rulcs regarding coverage of out-of-nerwork services. and apphcabie rates of cost-sharing.

* Informauon about circumstances under which primary care referrad is required to access spectaity
o SHTE.

* laformation about what options exist for 24-hour coverage and whether ergoilees hnw: BCLLRS 10
UIGEnt CATC conters,

Additional information thar should be made available upor reques? inciudes:

Dcmicd list of names. board cenification stacus, and geographic location of all contracting

ialists and spwzaiw care centers: whether they are accepting new patients: language(s) spokes
aﬂd availahility of fitcrpreter services: and whether facilities are accessible to people with
o Uisabiiities.
® Detailed list of names. sccreditation status, and geographic location of hospitals. home health
agencies, rehabilitation and long-term care facilities: whether they are accepting new patients:
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language(s) spoken and availability of interpreter services: and whether they are accessible w
peopie with disabilities.

D. !C :;rr. Management Information. Information in this category that should be available xpon request
includes:

° Preawhorization and utilization review procedures followed.

Use of clinical protocols, practice guidelines, and utilization review standards peranent to a

tient's clinical circumstances.

ether the plan has special disease management programs or programs for persons with

disabilities. (This information should indicate whether these programs are voluntary o mandatory
o Of if 2 significant benefit differential results.)
* Whether a specific prescription drug is included in a formuiary and procedures for considering
» Fequests for patient-specific waivers,
Qﬁailﬁcauons of reviewers at the primary and appeals levels.

Heaith Professional Information

All consumers should receive information on:

* Whether the health gz*afcssmnai $ ownership or affiliation arrangement with a pwvzé:r group or
institution would make 1t more likely that a consumer would be “referred 1o particular specialists or
facility or receive a parucular service.

* How the provider is compensated, including base payment method (¢.g., capitation, salary, fee

schaduie) and types of additonal financial incentives (e.g., bonus, vmhhmlds) ,

Consumers should reeive uposn request the following information on health professionais:

: Educauon, board certification. and recertification status.
o Names of hospitals where physicians have mlmn% privileges.

. Years of practice as & physician and as a specialist {

»

$o identified.

Experience with performing cermin medical or surgical procedures (e.g., volume of can:f’mm
delivered), adjusted for case mix and severity.

o Consumer satisfaction measures,

Cizmca} quality performance measures.

* Service performance measures.

Accreditation starus (if applicable).

* Corporate form of the pracuice (i.c.. public or private. nonprofit or zor-pmﬁz. ownership and

o [panagement, sole proprietorship or group practice},

® The availability of mansiation or interpretation services for non-English speakers and pmpic with
comm&zmmon disabilides.

*® Any cancellation, suspension, or exciusion from participation in Federal programs or sanctions
from Federal agencies; any suspension or revocation of medical licensure, Federal contredied
substance lcense, or hospial privileges.

Health Care Facility information

Constumers should receive the following informaton from a health care facility:

* Corporate form of the facility (i.c.. public or private; nonprofit or for-profit. ownetship and

o Tanagement, affiliaton with other corporate entities).

Aacrcd:tauon stanis.

* Whether specialty programs meet guidelines established by specialty societies or a:hct appropriate
bodies (e.g., whether a cancer treatment center has been approved by the American College of

o Surgeons, the Association of Community Cancer Centers, or the National Cancer Instinge).

* The volume of cenain procedures performed at each facility.

Consunier satisfaction measures.
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- Clinical quaiity performance measures.
«. Service performance measures, o o )
o Procedures for registering 8 complaint and achieving resoiution of that complaint. ,
The availability of wansiation or interpretation services for non-English speakers and peopie with
o COmmunication disabilities, : ‘
Numbers and credentials of providers of direct patient care (¢.g., registered nurses, other licensed
roviders, and other cansgivers), ' )
ether the facility's affiliation with a provider network would make it more likely that a
consumer would be referred to health professionals or other organizations m that network.
ghcdcltha the facility has been excluded from any Federal health programs (i.e., Medicare or
Medicaid). : P

Consumer Assistance Programs

[mitia resuits indicate thar consumer assistance programs support consumer needs for informanon oa
heaith plans, providers, and facilities. A loose paichwork of consumer assistance services currently
exists in the public and private sectors. in the pubiic sector, 14 State- or iocally based Medicaid
programs now have established ombudsmen programs to assist beneficlaries with information needs.
Some Medicare beneficiaries and people with chronic health problems have access 1o consumer
assistance services through Informadon, Counseling, and Assistance (ICA) programs, long-term care
ombudsmen programs. and protection and advocacy programs.

in the private sector, heaith plans often provide consumers with assistance services through customer
and member service deparmments {Oxford Heaith Plans, 1997; Harvard Pilgrim Health Plan, 1997).
Large group purchasers and labor unions often provide their employees with consumer assistance by
organizing information on plans. educating employees abous their rights. and intervening when
employees have complaints about their plans (Darling, [997). : ‘

While there are a number of sources thar provide assisiance {0 consurners, most programs larget spesific
subpopuiations and have limited funds. and hence provide 2 limited range of services. There are ressons
to believe that consumers and other siakeholders would benefit from gremer avaiiability of consumer
assistance programs that

: Inapire confidence. Consumers want 1o know that they will be trested fairly.

Provide a safety valve. Even in the bes: of systems. there will be individuals who fall through the
cracks. Assistance programs provide a resource that can help such individuals resolve problems
quickly and efficiently, ofien bridging communication failures between the consumer and the

ysician or health pian.
aster coliaboration. Assistance programs should work with the arrav of available resources w
best meet the needs of consumers.

The challenge t crafting assisiance programs for health care consumers is to easure that such programs
are not duplicative, but rather that they suppiement and complement existing resources.

With regard to consumer assistance, the Commission has not addressed issues of impiementanon,
Specifically, this is not an endorsement or 2 requirement for any particular form of consumer assistance
programs, but lays out desirable characienistics of such programs,

Implications Of the Right

Obtaining the information iisted above and making it availeble 10 consumers wiil not. by itself, equip
consumers with the knowledge and abilities required to act on this information. Discussed below are
some basic considerations in making this information useful to consumers and the implications of this
for key segments of the heaith care mdustry.

loformation Should Be Useful to Consumers aad Cost-Effective to Obtain, Edgman-Levitan and
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Cleary (1996) have documented that consumers are able to evaiuate critical information shout quality.
However. research on how consumers use information 1o make decisions suggesis thatwomuch
information can be overwhelming. In its 1988 assessmem of methods for communicaning the quality of
medical care ta consumers. the Office of Technology Assessment's Expert Advisory Pane] concluded
that "limiting information to only a few indicaiars of quality wiil probably be necessary [beeause] people
can consider only a few items at any one tme. Information is processed as a unit or chunk—a person's
processing capacity has been esumated as being anywhere from four t0 seven chunks” (OTA, 1988}
Ongoing research must be conducted 1o determine what (s the most effective subset of information that
consumers can use. Finally, while consumers clearly have a right to information. it must be

" that there are costs associaizd with collecting and distributing 1. While providing information 10

© consumers generates significant benefits for both the consumers and the heaith system ag d'whole. it is

_ not necessarily inexpensive. Recognizing these costs. however, is not an argument for g "bare bones”

- approach to informadon disclosure. The failure to provide information also has costs. Well-informed

* consumers are the bedrock of an efficiently operating market Without meaningful information,

© consumers are more likely to make choices that can result in less than optimal outcomes for themselves
and there is less incentve for participants to strive for excellence. The challenge is 1o develop
coordinated approaches 10 information collection and dissemination that will provide consumers the
information they need 10 make decisions withowt imposing severe burdens on pians and providers.

Iovestments in Clinical Information Systemy and Workforce Education and Training Will Be
Needed. Greater investment in automated information systems will be necessary for heaith plans and
providers o satisfy these information disciosure requirements, especially ones peraining 10 product.
facility, and provider performance and quaiity. The Commission is cursently assessing barmiers or
impediments (0 investment in clinical information systems (e.g.. inadequate data coilection swandards:
confidentiatity concerns. magnitude of capital invesunents required) and plans to speak 1o this issue in
its final report. Responding to these increased information demands also has implications for the training
and education of the health care workforce. There will be greater demand by health care organizations
for individuals with partcular technical and anaiytic skills (e.g., computer programming, engincering,
data auditing, and statistics). Ongoing training and continuing educauon programs for practiioners and
other workers whose work involves recording, compiling, or manipulating clinical and administrative
data will aiso be needed 1o assure the completeness and accuraey of data and adherence 1o confidentalicy

sefeguards.
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Chapter Two: Choice of Providers and Plans
Statement of the Right

Consumers have the right 1o a choice of heaith care providers that is sufficient 1o ensure access 1o
appropriate high-quality heaith care.

To ensure such choice. health plans shouid provide the following:

Provider Nerwork Adequacy: All heaith plan networks should provide access to sufficient numbers and
types of providers to assure that all covered services will be zecessible without unreasonable
delay—-including access to emergency services 24 hours a day and seven days a week. if a health plan
has an insufficient number or type of providers to provide a covered benefit with the appropniate degree
of specialization. the pian should ensure that the consumer obtains the benefit outside the network at no
greater cost than if the benefit were obtained from participating providers. Plans also shouid establish
and mainiain adequale amangermnents o ensure reasonabie proximity of providers to the business or
personal residence of their members. :

[
1

Access to Qualified Speciaiists for Women's Health Services: Women should be able to chosse a
qualified provider offered by a plan——such as gynecologists. certified nurse midwives. and other

. qualified heaith care providers—for the provision of covered cane necessary to provide routine and
prevemianve women's heaith care services,

Access to Specinlists: Consumers with complex or serious medical conditions who require frequent
specialty care should have direct access 10 a qualified specialist of their choice within a plan's network of
providers, Authorizations, when required. should be for an adequate number of direct access visits undar
an gpproved treatnent pian. ‘

Transitional Care: Consumers who are undergoing a course of trearment for a chronic or disabling
condition {or who arc in the second or third wrimester of a pregnancy) at the time they involuntarily
change health plans or at a time when a provider is wrminated by a plan for other than cause shouid be
able to continue seeing their current specialty providers for up 1o 90 days (or through completion of
postparnum care} to allow for ransition of care, Providers who continue 1o treat such patients must
accept the pian’s rawes as payment in full, provide ail necessary information 1o the pian for quality
assurance purposes, and promptly transfer ali medical records with patient authorization during the
gansition period. _
Puablic and private group purchasers should, wherever feasible, offer consumers & choice of
bigh-guality heaith insurzoce produces. Small employers should be provided with greater
assistonce in offering their workers and their families a choice of heaith plans and produets.

Rationale

The ability of consumers 10 exercise choice in the health care marketplace is associated with several
desirable characteristics of 2 health care system.

* First, choice is associated with increased consumer satisfaction. In 2 survey of consumers
receiving Reaith care in both indemnity and managed care plans, individuals with a choice of
health producis repont greater satisfaciion with thetr pian and tend 1o rais both their heaith
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tnsurance product and their individual physicians of higher quality (Davis and Schoen. 1997).
Second. the ability of consumers 10 choose among competing products is a hallmark of a heaidhy
marketpiace. Individual consumers are responsible for 34 percent of all direer expendinures for
heaith cars in the United States {Cowan et al.. 1996). As the science of measuring and

accurate and vajid information on the quality of health plans, providers and facilities advances,
consumers can wield their purchasing power 10 create incentives in the marketplace for
inprovements in heaith care quality.

Third. consumers who have 3 role n the selection of their caregivers are likely to have greater
confidence in those practitioners and are, therefore, more likely 10 seek appropriate care in 5 more
timely fashion and follow agreed-upon care regimens. . »
Fourth, having a choice of providers allows consumers 10 take action & preserve congdnuity of care
within the health care system by selecting products and providers that atiow them o continue
provider relationships when contnuity of care is especially important (¢.g., prenatal care, care of
idividuals with compiex chronic or disabling conditions).

Thus, a health care marketplace that promotes satisfied conswmers. continuity of care, and continuous
improvements in quality requires that an array of choices be available to consumers. Without consumers'
ability 1o have and exercise choice, greater activities may need to be undermken by group purchasers and
rcéé[ulsmars 10 ensure that the health care marketplace responds appropriately to consumers' health care

3 « .

Consumer Choice of Health Plans or Products

During the last decade. there has been a marked increase in the number and types of heaith insurance
products avaiizble in most geographic markeis. Prior 1o the widespread development of managed care
plans. most Americans had limited choice of heaith insurance products. indemnity products dominated
ihe market with HMO and PPO producis available primasily in conain megopolitan areas, The past {0
years have seen a significam increase of insurance products with the expansion of many health plans into
new geographic markets and the development of multiple insurance product lines by indemnity insurers
and managed care organizations. As a result, with the exception of sparsely populated areas, most
communities now have available HMO, POS, PPO, and indemnity products offering consumers &
variety of options in terms of benefits, premiums, copayments, and heaith care delivery systems.

Atthe same time. there has been a steady migration from traditional indemnity plans 1o various managed
care products in both the public and private markets, Betwesn 1991 and 1995, the percemage of
American workers enrolied in indemnity plans decreased from 39 percent to 35 percent (EBRI, 1997). In
1997, more than 5 muilion Medicare beneficianies were enroiled in 336 managed care plans, an increase
of more than 100 percent since 1993, Under Medicaid, 13 miilion. or 3§ percent, of all beneficiaries -
have been enrolled tn madaged care plans. an increase of more than 170 percent since 1993, The
Balanced Budger Act of 1997 will increase those wends by expanding the tvpes of products available w
beneficiaries of those two public programs. ,

Although there is grester choice of heaith insurance producis available in most markets, it is iraportant to
note that this choice often is exercised at the jevel of the group purchaser instead of by individuai
consumers, Between 1988 and 1997, heailth plan offerings by moderate- and large-sized empioyers
dectined (Gabel, 1997). Those offering three or more plans declined from 35 percent to 32 percent, whils
those offering only one plan climbed from 41 percent 1o 44 percent over that period. Notably, the
percertage of employees in firms with 200 or more workers who were offered coverage of PPOs and
POS plans increased from 12 percent in 1988 (o 58 percentt in 997 (Gabel, 1997).

There also is evidence of variation in consumer preferences for various product characteristics. [n the
Kaiser-AHCPR survey (1996), 70 percent of survey respondents would prefer a high-cost product with a
wide range of benefits over a low-cost product with a more limited range of benefits (26 percent).
Respondents were more divided over ather health product decisions. Fifty-three percent said they would
pay more for unrestricted choice of physicians, while 43 pereent would opt for 2 lower-cost product that
limited choice to 2 List of physicians. Forty-six percent would pay more to have direct access 10 any
specialist, whereas more than half (51 percent) would choose 8 lower-cost pan that rexuaires a visit 1o the
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tfamiiy physician for a referrai {Robinson and Brodie. 19973,

The Commission is roubied by the {imited choice of insurance products made available to many
consumers through their employer group purchasers, Some of the reduction tn choice of plan and
product has resulted from conscious decisions by employers 10 seiect high-quality products at the best
price in the market. In other mstances, empiovers may be seeking 1o minimize administrative costs
associated with multiple offerings. Affording consumers greater choice of plans would allow consumers
10 select the product that best mees their individual preferences and would encourage health pians to be
responsive 1o consumers' expressed needs. However, the Commission recognizes that. for many
consumers. the availability of one plan 15 berter than no plan at all,

The Commission was unable to achieve congensus on creating 2 “right” to 8 consumer choice of health
plan or product but it is determined 10 find ways (o encourage and assist enpioyers and other group
purchasers in providing consumers with 2 meaningful choice of health plans and products. Consumer
choice of health plans is important and should be provided whenever possible and in 8 way that is
affordable both to empioyers and consumers. In its final report. the Commission wiil address policy
oplions to provide greater choice of heaith plans and products. including encouraging the development
of purchasing coalitions and ailiances to assist small employers who encounter the greatest difficuity in
of&m’ g multiple options.

Consumer Choice of Physicians and Other Health Care Providers

The shift from indemnity coverage 10 managed care arrangements can affect consumery’ choice of
physicians and other heaith care providers. In a 1995 study, 41 parcent of managed care enrollees who
changed health pians over the prior 3 years also changed physicians {Davis et al., 19%95). However,
netrly all covered workers can now choose a health pian that covers non-network providers. [n some
cases. however, the additional cost of these products or of the option to go our of nerwork cffectively
puts such choice out of the reach of some consumers.

[t also is clear that consumers value some degree of choice of physicians. The 1997
Kaiser/Commonweaith National Health Insurance Survey found that respondents with 2 choice of -
physicians registered the highest level of satisfaction with their plans (Davis and Schoen, 1997). A
Kaiser- AHCPR survey of consumers idemtified four reasons why consumers prefer a greater choice of
physicians and other health care professionals:

* "So you can ses whatever doctor you think is best qualified to treat a particular medical problem"
{43 percent);

“So you can change doctors if you become dissatisfied with the one you're seeing” {24 percent);
"So you can continue seeing your regular dostor” (20 percent); and,

*So it's easier 1o gee someone ¢ise if your doctor is not available for an appointment” (9 pevcent).

-
»
L

The most frequently cited reasons speak to consumery’ desire to use choice of physicians as a way to
obtain quality care. The third is directed toward maintaining relationships with physicians with whom
consumers have an existing relanonship. in other words, 63 percent of consumers surveyed waated o
choice of physicians so thai they can develop and maintain a reiationship with a physician they trust o
provide them high-quality care,

Therefore. it is important for ali health plans and products 1o maintain an adequate network of physicians
and other health care providers. 1o provide for continuity of care when consumers change plans, and to
aliow consumers with special health care needs to have adequate choice of physicians and other

care providers, This can iead to higher consumer satisfaction with providers and their heaith pians
without undermining the efforts of provider groups and heaith pians 1o develop organized delivery

systems.

The Comumission's recammendations seek to build on these trends toward providing greater choice by
taking several steps to ensure (1) network adeguacy; (2) greater access for women to gualified specialists
for women's health services: (3} ease of access 10 specialisis for consumers with compliex and sertous
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conditions: and (4) greater continuity of care for consumers who enroli in new health plans or sce their
provider dropped from a plan for other than cause.

Provider Network Adeguacy

When appropriately structured. 2 plan using 2 network of providers can improve the quality and
coordination of care delivered 1o consumers through carerui selection and credentialing of providers and
through coordination of care by primary care physicians amd those with speciaity tmining. The National
Association of Insurance Commssioners (NAIC, 1996) has developed standards for provider network
adequacy that have been adopted by several States, The Commission believes universal adoption of
{these standards wAll improve both the guality of care and consumers' satsfaction with their health plans
and their care. Because of its strong desire to maintain the integrity of health plan networks, the
Commission has rejected approaches © mandate the inclusion of providers into networks (i.e.. "any
wiiling provider laws) or 10 require pians (o allow enroilecs 1o go our of plan networks at will {i.c..
“freedom of choice” {aws). : .

Access to Specialists

Consumers with ongoing heaith needs often require reguar access to physicians and other heaith care
professionals who are spevially wrained fo serve those needs (Bemstein. Dial. and Smith, {995). This is
especially true of those consumers who have disabling or terminal conditons. In such cases. the
waditional “gatekeeper” approach used by some health plans can be an impediment o access 1o quality
care and resuit in unnecessary inconvenience to consumers. The Commission’s resommendations are
designed to promote consumets' access (o appropriately trained specialists while maintaining the
integriry of nerwork models of care. Consumers with complex and sertous medical conditions who
require frequent specialty care should have direct access to a qualified specialist of theirthoice withina
plan’s network of providers. Authorizations, when required. should be for an adequate number of direct
access visits under an approved treatment plan, -

Access to Qualified Specialists for Women's Health Services

Morbidity and mortality associated with breast cancer, cervical cancer, ovarian cancer, and sexually
aansmitted diseases in women can be significantdy reduced through the provision of preventive and
routineg gynecological services. The U.S, Preventive Services Task Force has issued recommendations
peruning 10 the provision of Pap smears, mammograms, and other preventive services for women.
Women shouid be abie 1o choose a qualified provider offered by a plan—inciuding gynecologists.
certified nurse midwives, and other quaiified health care praviders offered by a plan—for the provision
of routine and preventive women's health care services.

Transitional Care

Finally, consumers who are undergoing an extensive course of treatment (¢.g., chemotherapy or prenaral
¢are) at the time they join a new health plan should be able 0 continue to see their current providers for
a period of up to 90 days (or twough compietion of postparcum: care). Similarly, such consumers should
be ablc to continue 10 see a provider who is terminated from a plan's network for reasons other than
cause. Sudden interruption of care can compromise the quality of care and patient cucomes. Congnuity
of care has been shown to increase the likelihood that patients receive appropriate preventive services
(O'Malley et al., 1997). Appropriately transitiorung of care can protect the quality of thatcare and
nprove consumers' satisfaction with a new health plan or product. The Commussion’s recomendations
are designed to ease the impact of these vransitions from one health insurance product to another and

. changes in the composition of heaith plan networks while maintaining the integrity of nerwork models of
care. Consumers who are undergoing a course of reatment for a chronic or disabling conditon {or who
are in the second or third rimester of a pregnancy) at the time they involumarily change health plans or
at 8 time when a provider is termunated by a plan for other than cause should be able 1o conunue seeing
their current specialty providers for up to 90 days (or through corapletion of postparrum care} to allow
for transition of care. :

Lizisr
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Implications of the Right

Heaith plans wiil need to comply with nerwork adequacy standards, Because these changes are ‘
~ primarily to be carried out within existing networks, there shouid not be 2 significant increase in costs w©

health plans or enroliess. Many licensed plans alreadv mees these requirements as laid down by the )
National Association of Insurance Commissioners (NAIC) in its Managed Care Plan Network Adequacy
Model Act. Plans also wall need to develop processes to comply with requirements regarding continuity
of care and ease of access 10 speciatists within their network of providers.

Consumers will need to exescise their right to choice by using good judgment and ;zmvzdmg direct
feedback to plans about their level of satisfaction with the nerwork provided for them,

Quality Overvight Organizations will need to incorporate nerwork adequacy stmdarﬂs into their
review acrivities.
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" Chapter Three: Access to Emergency Services
Statement of the Right |

Consumers have the right (0 access emergency heaith care services when and where the need arises.
Heaith pians should provide payment when a consumer presents 10 an emergency department with acue
svmptoms of sufficient severitv—including severe pain--such that a "prudent lavperson” could
reasonably expect the absence of medical aitention to result in placing that consumer's heaith in serious
Jeopardyv. serious impairmen 10 dodily functions. or serious dysfunction of any bodily orgon or part.

To ensure this nght:

* Heaith plans shouid educate their members about the availability, location, and appropriate use of
emergency and other medicad services: cost-sharing provisions for emergency services; and the

o 2vailability of care outside an emergency department. ‘
Health plans using a defined nerwork of providers should cover emergency department screening
and stabilization services both in nerwaork and out of nerwork without prior authorization for use
consistent with the prudent layperson standard, Non-network providers and facitites should not
bill patients for any charges in excess of health plans’ routine payment arrangements. -
Emergency deparmment personnel should contact o patient's primary care provider or health plan,
as appropriates. as quickly as possible to discuss follow.up and post-stabilizadon care and promote
continwty of care,

Rationale '

In 1995, Amenicans paid an esumated 96.5 million visits 10 emergency deparmments. nearly 37 visits per
100 persons (Stussman. 1997}, By wadition, emergency departments (EDs) have handled a spectrum of
iliness. but have had the primary mission of oeating those with acutely serious. even life-threatening,
medical conditions. Emergency services can be defined as services that dre needed or appearto be .
needed immediately becanse of injury or sudden illness that threatens serious impairment of any bodily
functon. and/or serous dysfunction of any bodily organ or past. ’

Patients go to the emergency deparunent with nonurgent problems for various reasons. Economic and
geographic barriers 1o other forms of care, the lack of a reguiar provider. and other factors can and do
prompt patients to Turn to the emergency deparunent for primary and other nonurgent care. Apart from
lack of heaith insurance coverage, nonfinanciai barriers to primary care encourage patients 1o seek
evaluation and treatment in the ED. These include probiems with work schedules. aceess 1o
uransponation, and concerns about personal safery (Rask, Williams, Parker, et al., 1994). Physician
offices and primary care clinics often have limited howrs of operation. while EDs are open 24 hoursa
day. Medicaid beneficiaries, who have a history of limited aceess to reguiar providers. have pardcularly
strong relationships with EDs as the provider of first and fast reson. Nonurgent visits to the ED can be
costly, contribute to overcrowded waiting rooms, divert resources away from other hospital-based care,
and compromise the coordination and continuity of care.

But drawing the line berween urgent and nonurgent use of the ED is not an easy decision for providers,
health plans, and consumers. Criteria- both prospective and retrospective— for appropriate EL use are
in many ways inadequate. By one criterion. a patient's EIY vistt might be deemed appropriate. and by
another, not 5o {Lowe and Bindman. 1997). Health care professionals do not agree among themselves
about the need for urgent care among emergency department patients (Gill, Reese, and Diamond. 1996).
in & survey of 56 hospital EDs. 5.5 percent of pattents intuially classified by triage nurses as nonwrgent
wers later admined to the hospital from the ED (Young, Wagner, Kellerman. et al.. 1996). Studies
estimate that those presenting with nonurgent problems to the ED range from 6.3 percent (Cunningham,
Clancy, and Cohen, et al., 1995) 1o 34.2 pereent (Stussman, 1997) of ED visits.

To berter manage care and costs in the ED setting, indemnity and managed care plans use a range of
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tools that inciudes requirements tor prier authorization and imposition of higher cossharing for use of
oul-0f-neswerk emergency deparments, A 1989 survey of HMO medical diremors found coverage
policies for ED use across the HMO industry to be fairly eniform (Kerr, 1989). Unless the condition is
ife-threatening, patients must obtain pricr authorization before sseking emergency care services in 80
percent of the responding HMOs, and 38 percent limited their coverage to the EDs of selected nerwork
hospitais. A study undertaken by the Center for Heaith Policy Studies shows that private indemmnity
insurers have adopted many of these same practices in their {ee-for-service arrangements (PPRC, 1996).

A growing set of State and Federal laws and reguiations clanify and protect consumery’ access to
appropriaie emergency services. The Emergency Medical Treatment and Labor Act {(EMTALA) requires
all Medicare parucipating hospials 1o evajuate whether a patient has an emergency medical condition
and. if 50. to stabilize the panent The Balanced Budger Act of 1997 requires health plans participating in
Medicare or Medicaid o reimburse for emergency services using a “prudent [ayperson” standard.
Numerous States also have adopted this standard for access to emergency services, The Commission's
recommendation seeks 1o create uniformicy in all States,

[mplications of the Right

Heaith care providers, Heaith care providers will need 1o work 1w educates consumers about the
appropriate use of emergency depanmen: services while working 1w increase the hours and locations of
primary care ciinics and other sacilities 0 ease access o such services outside of emergency
depariments. Emergency depariment personnel need to make strong efforts 1 ensure the continuty of
care of emergency patents by communicating with patients’ primary care providers. Effons should be
made 1o assist consumers with language. communication, or other barriers.

Health pians. Heaith pians need to expand consumer education efforts and. when it is within their
control, expand howrs and location of primary care facifities to facilitate access to such services outside
of emergency deparmments. Plans need to ensure that their coverage and payment policies are consistent
wath the "prudent ayperson” standard.

Consumers. Consumers need to become more familiar with the location and hours of nonemergency
care seitings and strive 1 make preater use of such facilities when appropriate. Consumers should

communicate with their providers and plans 1o understand any restrictions on their access to emergency
services.
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Chapter Four: Participation in Treatment
Decisions |

Statement of the Right

Consumers have the right and respansibility 1o fully participare in all decisions related 1o their heaith
care. Consumers who are unable 10 fully participate in rrectment decisions have the right 1o be
represented by parents. guardians. family members, or other conservators.

In order o ensure consumers’ right and ability to partcipate in reaument decisions. heaith care
professionals should:

* Provide patients with easily undersiond informadon and epporounity to decide among treatment
options consistent with the informed consent process, Speceifically, '

¢ Discuss all treatment options with a paient in 3 culturally competent manner, including the
option of no treatment at all.

@ Ensure that persons with disabiiities have effective communications with members of the
health system in making such decisions,

© Discuss all current treatments a consumer may be undergoing, including those altematve
treatments that are seif-adminisiered, : '

* Discuss all risks. benefits, and consequences to treatment or nontreatment.
Give pasients the opportuniry to refuse weatment and 1o express preferences abow future trearment
decisions.

* Discuss the use of advance directives—both living wills and durable powers of attorney for hesith
o CArc—with patients and their designated family members. ‘
Abide by the decisions made by thetr patients and/or their designated representatives congisient
with the informed consent process.

To facilitate greater communication between patients and providers, health care providers, facilities, and
pians should:

® Disclose to consumers factors—such as methods of compensation, ownership of or interest in.

o [eaith care facilities, or matters of conscience—that could influence advice or treatment decisions,
Ensure that provider contracts do not contain auy so-calied “gag clauses® or other conractual
mecharusms that resirict heatth care providers' ability 1o communicaze with and advise patents

. 2bout medically necessary treaument aptions.

Be prohibited from penalizing or seeking remibution against health care professionals or pther
health workers for advocating on behalf of their patients.

Rationale

Consumers depend on health care professionals to provide them with expent consultation and advice on
how (o stay healthy or how (o cure or palliate their health and medical problems. Unlike many other
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sonsumer wansactons. the asymmerry of information between consumer and bealth care provider often
1S great, I)cczs:on;naks.qg also ofien oceurs at a time of illness, which can undermine the patent’s abulity
10 act most effectively in his or her own interest.

Patient and Provider Communication

Relauonships between consumers and health care professionals are most rewarding and likely to result
In positive putcames when they are characterized by open communication and active participation of
patients in the wreatment process. Patient participation in treaument is an essential part of complisnce. and
comphiance improves the sffectiveness of care and treatment. '

! .
The benefits of patient partucipauion go bevond just the anticipared therapeutic effect of the intervention
({Czajkowski and Chesney, 1990). For example, the Corunary Drug Project Research Group (1980),
which studied the efficacy and safety of several lipid-lowering drugs, found that even among patients
who only took placebos. good adherers had a much lower S-year mortality rave (15 percent) than did
poor adherers (24.6 percent).

Patient participation in weatmen: decision making also leads to improved satisfaction with care and
benter quality of life. For exampie. in a study of patierss with earfy breasr cancer. it was found that those
who beiteved they were more responsible for trearment decisions and had raore choice of teaurnent
reported higher quality of life than those who perceived themseives as less in control of the teamment
decisions {Streer and Voige, 1997).

To participate in decisionmaking about their care, consumers must have complete information about
treatment options— including the alterative of no intervention— as weil as the risks, benefits. amd
consequences of such options, Yet evidence suggests that clinical practice often falls short of these
expectations, A 1988 swudy of hospitalized patients found that phystcians discussed test or rreatment
rationaie in only 43 percem of cases and alternatives it 12 percent of cases (Wu and Peariman. 1988).
P}:y&icians shared with patients informaton abour benefits in 34 percent of cases and risks in [4 peyeent
of cases.

The continued development of communications technologiss to help consumers more fully understand
thetr rreatrnent options and to evaluawe the porenual risks and benefits of weannents should be
encouraged. for exampie. the use of videos 10 help men with prosuate cancer evaluate the risks and
benefits of surgery versus a “warchful waiting” strategy { Wennberg, 1995) and to help men with bextign
prostatic hypertrophy sott out options for reatment { Wagner =t al., 199%).

[ncreasingly, effecuve communication berween providers and patients demands some degree of cultural
competence, By the year 2000, nearly one-quarter of the U.S. population will be members of racial or
ethnic “minority" groups; this will grow to 47.5 percent by the middle of the next century. Cultural
competence refers to the “demonstrated awareness and integration of three population-specific issues:
heaith-reiated beliefs and cultural values, diszase incidence and prevalence, and trestment efficacy”
(Lavizzo-Mourey and Mackenzie. | 996). Effective communication for people with communication
disabilities may require health care providers 1o provide auxtliary aids and services and remove certain
communication bamers.

it also is imperative that providers be aware of and comply with their patents’ decisions with respest 10
advance directives. Once 2 patient makes a decision, the health care team should respect this treatment
choice. Yet there is clear evidence that this is not happening in far too many instances. Teno et al. (1995)
studied 4,301 patients hospitalized in 6 hospitals and found that physicians often wers unaware of their
patienty’ wishes. In 47 percent of cases. physicians reported that they did not know of their pauents’
expressed desire for 2 "do not resuscitare” order, [n another study focusing on nursing home residents
transferred to hosprials, Davis, Southerland, Garrent. et al, {1991} found that medical treatment was
consistent with advance directives in 75 percent of the 96 cases studied,

Orpanizational and Contracrual Issues
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There are 2 variery of organizational and contracnual factors that also may influence communication
between pauents and providers. These include financial arrangements and contracrual reswrictions or
sanctions that may inhibit the free exchange of information.

Much atrention has focused in reeent vears on the potential effects of providess' financial incentives on
ueatment, Methods of compensating phvsicians can be a powertul mechanism to change provider
practice. etther 1o improve the quality of vare provided to consurers or 1o reduce the costs of that care.
But poorly designed compensation arrangements aiso can resuit in inappropriae use (including both
sveruse.and underuse) and barriers 10 care,

Al methods of compensaung physicians and other health care providers create some form of ingentive
for behavior, Vartous approaches are used to offset the potential adverse erfects of compensation
arrangemens, For example, fee-for-service svsiems may use utilization review mechanisms 10 temper
incentives toward overutilization of health care servicss. Capitation systems may inCOIporate measures
of quality and consumer sausfaction 10 minimize incentives oward overudlization. Simitarly, salaried
arrangements may use bonuses to encourage higher provider productivity and exemplary performance.

I 1996, the Health Care Financing Administration promulgaied rules concermning the use of cenain -
rypes of financial arrangements on behalf of heaith plans serving Medicare or Medicaid beneficiaries.
These ruies stipulate that compensation arrangemen:s “may not include any direct or mdiract paymens

1o physicians or groups as an inducement o limit or reduce necessary services furnished 1o an individual
enroilee who is covered under the managed care organization's contract.” These regulations aiso require
disciosurs of information about arrangements that ransfer substantial financial nisk to the heaith care
provider. If the compensation methods used places the physician or phvsician group at substantial

financial risk, then the health plan must survey enrolices about acoess and satisfaction with the quality of
services, and insutute adequate and appropriate stop-loss protections. '

In addition to financial incentives, contract rules that restriet providers’ ability 1o advise patismts about
medically necessary trearment options have been the subject of much concern. Health care providers
must be able to advocate for their patients without constraint or fear of reprisal, A report by the General
Accounting Office (GAO, 1997) reported: “Of the 529 HMOs in our study, none used conmact clauses
that specifically restricted physicians from discussing all appropriate medical options with their patients.
Two-thirds of responding plans and 60 percen: of the conwacts submitted had a nondisparagement.
nonsolicitation. or confidentiality clause that some physicians might imerpret as limiting communication
about all treatment options. However. contracts with such business clauses often contained anti-gag
language stating that the physician should not misconstrue the contract of a specific provision as
restricting medical advice to patients or that the physician shouid foster open communication.” As of
mid-1997, 25 States had prohibited the use of such clauses in managed care contracts with physicians
and legisiation was pending in 23 other States (Health Policy Tracking Service, 1997}, In December
1996, HCF A banned the use of gag rules under the Medicare program and in February 1997, HCFA took
similar action regarding heakth plans’ participating in Medicaid.

Implications of the Right

Ceasumers must take a more active part in the treatmen decision process. Information can be
empowering, but navigaung the heaith care system reguires patienx effort. from completing advance
directives 10 preparing questions for an office visit. This requires that the conswmer ask quesuons,
understand and give informed consent. and becomne 2 fill partner in treatment decisions with his or her
health care provider.

Health care providers also have the centrai role in ensuring the patient’s participation iy reatment
decisions. inciuding compliance with informed consent. They will need to improve their skills in
providing information abowt the medicai and scientific evidence underfying different treaament opuons
to patients and their families: stive to overcome cultural and language and communication barriers; and
abreast of the iatest and best available reatment options, At the same tirpe, they will need to do a
better job of listening to their patients and following their decisions, including the decision 1o forgo
treatment Or certain tvpes of treatment. Health care providers should assume this responsibility well
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before a patient reaches g hospital door. To hold the trust of patients, providers will need to disciose
rinancial incentives that may introduse dias into reaument decisionmaking and to avoid such incengves
when the balance is tipped against the pattent. To be above any potential bias, providers must avoid
seif-referral arrangements that can cloud their professional judgment. And. finally, hesith care providers
are and shouid be the most eifective advocates for their patents' rights.

Heaith care facilities and plans must create and maintain an environment supportve of consumer
parucipation in treaument decisions. In the office practice, this means casuring adequare visit time for
patients and providing suppon for shared decisionmaking programs when questions about cane linger,
arise afier hours, or require further explanation. Heaith pians can piay & significant role in educaring
patients on how (o get the most out of their visit with a health care provider. They can arrangs for
transiator services for patients and continuing education courses for providers 1 assure cultural and

language competency. By sutute, health pians and hospitals have obligations to educare the public about ’

the use of advanee directives. As importantly, once advance directives are signed. these documents must
become pant of the patient's heahh record and must move with the patient from care setting to cane )
sering. In eswablishing provider compensation arrangements. heaith plans and facilities must be vigilant
in1 guarding apainst the unintended. negative consequences of financial incentives by implementing
programs to monitor quality of cane and patisnt satsfaction, The narure of these incentives ought to be
disciosed to patents and providers. In contracting with health care providers. plans and facijities shouid
not restrict the provider's ability to discuss treatment options with the patent and not take reprisal upon
the health care provider who serves as pauent advocate. ‘
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Chapter Five: Respect and Nondiscrimination
Statement of the Right

, '
Consumers have the right 1o corsiderare. respeciful care from all members of the heoith care system at
all times and under all circumstances. 4n environmens of murual respect is essential to maintain a
quality heaith care system. ~

Consumers must nor be discriminared against in the delivery of health care services consistent with the
benefits covered in rheir policy or as required by iaw based on race, erhmicity, narional origin, religion.
sex, age, mental or physical disabilitv. sexual oriemarion, genetic information, or source of paymer.

Consumers who are eligible for coverage under the terms and conditions of a heaith pian or program or
as required by law must not be discriminated against in markering and enroilmen pracrices based on
roce. ethmicire, narionat origin, religion. sex. age, memal or physical disabiiitv. sexual prienrarion,
gemeric information, or source of pavmen.

Rationale

Consumers want to be treated with respect and they want 10 be treated fairly. An environment of mumial
respect is essential to maintain a quality heaith care system. Incidences of discrimination-— real and
perceived-— mar the relationship between consurners and their heaith care professionals. plans. and
mstitetions. Multiple consumer surveys (Levinson et al., 1997; Davis ¢t al., 1995; Edgeman-Levitan and
Cleary, 1996) have found that many consumers' complaints about the current health care system have
their root in the perception that people believe they are not being wreated with respecs.

Respect has been defined as recognizing a "person's capacities and perspectives, including his or her
nght to hold cerain views. to make cerain choices, and 10 1ake certain actions based on personal values
and beliefs" (Faden and Beauchamp. 1986). Manifestations of disrespect in the heaith care sering
described by consumers in recent research (Levinson et al.. 1997) and interviews inciude: poor
communication with their doctor. feeling rushed or ignored. lack of dignity during examinations,
£Xpenencing exiensive waiting room delays, receiving inadequate explanations or advice, having
inadaguate time with the doctor during routine visits, feeling that complaints are not taken seriously by
providers, and fecling that providers are more converned with holding down the cost of medical care
than with giving the best medical care. Conversely, consurners defined respectful treaument as thas which
1akes into consideration the values. preferences, and expressed needs of the patient. In additon.
consumers wanted providers to communicate weil, to be respectfud of the patient's time, and to give
emotional support to alleviaw the patient's fear and anxiery.

In order to exsend consumers the respect they deserve, members of the health care industry should swive
to:

* Provide consumers with assurances that disrespect or discrimination of any kind is intolerable.
™ . . . N . .o vy wor "

Provide consumers with information regarding existing laws prohihiting disrespectful or
. Siscriminatory treatment. '

Provide consumers with an appropriate amount of time to fully discuss their concerns and
questions. o .
Provide consumers with reasonable assistance to overcome language (including limited English
. proficiency), culnural. physical or communication barriers. . .

rovide consumers with 2 timely notice and expianation of changes in fees or billing pracuces,



® Avoid fengthy delavs in seeing a patient: when delays oecur. expiain why they ooem.
appropriate. apotogize for such delays,

A key eiement of respectful and fair wreatment is protection against discrimination in the del-
health care services (and for those eligible for coverage under the terms and conditions of abx
or program or as required by law} based on race, ethnicity, nationa origin, religion. sex, age, .
physical disability, sexual orientation. genetic information. or source of payment.

Sex. Disparities in medical wearment based on sex have been documented in a number of areas.
including: diagnosis and treatment of coronary attery disease (Beery, 1993), kidney uanspiamatic,
dialysis, heart transplantation. cardiac catheterizaton. and diaguosis of lung cancer (AMA Councu
Ethical and Judicial Affairs. 1991). Researchers have found that women are less likely to have diag
testing, even when functionai disability and risk are higher. Women's complains are seen as less ure
and fewer referrals follow as a result of this belief {Tobin eral.. 1987). Disparities have also been 1ot
in the quality of the doctor-patient refationship, For exampie, one-quarter of women (cormpared with
percent of men) reporied thar they have been “talked down 10" or "treated like a child by a physician.
and 17 percent of women (compared with 7 percent of men) had been told that a medical condition it
experienced was "all in their head” (The Commonwealth Fund. 1993; Horton, 1995).

Race. cehuicity, nationai origin, and religiou. Discrimination on the basis of race. ethnicity, natona
orgin, or religion in the provision of health care has aiso been weil documented. There is evidence of
disparitics in the quality of care. access 10 heaith care (hecause of language or geographic barriersy, an
the amount of care given (o minorities as compared with others (Kahn ¢ al., 1994; Giles e al.. 1995
Rosenbawm et al.. 1997, Smoilar. 1988). In the case of facilities or individuals who accept Federal fun
Federal civil rights starutes prohibit the denial of services: the provision of a different service or servic
in a differems manner from thosz provided 10 others: and the segregation of or separate treatment of
individuals in any marer related to receiving services (Office of Civil Rights. 1990}

Age. Discrimination against consumers based on their age alss oceyrs in the heaith care industry
including: less aggressive weatment for elderly women with breast cancer and lower than average
refereal rates for mental heaith services in older people (Naninger et al., 1992; Osteen et al., 1992;
Ayanzan et al., 1993). The Age Discrinmination Act of 1972 also prohibits diserimination based onage i
any institution or health care provider who accepts Federal funds.

Sexual orientation. Gay and lesbian patients have received reduced care or have been denied care
because of their sexual otientation (AAPHR. 1994). Discrimination against gay/iesbian consumers hag
sometmes been compounded by fears of HIV,

Disability status, There {5 an extensive history of discrimination against people with disabilities and
chronic iilnesses that has led to action by Federai and State Government The landmark Americans with
Disabilities Act of 1990 (ADA) prohibits discrimination against individuais with real or perceived
disabilities in empioyment. public services, public accommodations, communtcations, and
employer-provided health insurance, The Health Insurance Porability and Accountability Act of 1996
prohibits the exclusion of an individual from the group insurance marker for more than 12 months based
on a preexisting medical condition. The Mental Health Parity Act of 1996 prohibits differential Lifenme
or anmual ¢aps on coverage for physical and mental illnesses in cortain sitvations,

Despite passage of these landmark laws. not all Americans living with disabilities or adverse medical
conditions have access 10 heaith coverage at a cost they believe is fair or affordable. This is particularty
true for consumets attempting to purchase coverage in the individual insurance market. Rescarch into
further refinements in the insurance market is neaded 1o assist these individuals. The Commission
strongly urges insurers, public and private purchasers, Staie and Federal Governments, and others o
explore all policy options (o make health coverage available and affordable to Americans who wish 1o
obtain it, especially those who are tiving with mentai or physical disabilities and chronic ilinesses.
Finaily, despite recent improvements. many health care facilities remain inaccessible to individuals with
disabilities (Savage, 1997). The Commission believes that elimination of physical and communization
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barriers in health care facilities should be a higher priority for government agencies charged with
entorcing the ADA, ' -

Source of payment. The health care systern currenidy is undergoing an historic ransformation in which
loweincome Medicaid benericiaries are being enrotled into private health plaas. While this is a positive
development in terms of access for traditionaily vuinerabie populations to high-quality care. it ts almost
certain o create additional tensions that could be manifest in discniminaton, Providers who agree ©
accept Medicaid beneficianies must provide equal access, care, and waiting times 1o those patients, It
wiit be vitally important for State and Federal agencies ro closely monitor the provision of care 1o
Medicaid benericiaries as they move ino new health plans.

Implications of the Right

g«

Consumers will need to be vigilant in reponting instances of disciminauon based on the factors
discussed in this chaprer. Consurmers also must extend the same levei of respect to health care providers
and others in the health care system that they demand of same. An environment of murual respect is
essential 1o a healthy relationship between consumers and those who care for them.

Heakth care professionals and other nealth workers have the most direct conuact with patients and,
theretore. have the greatest responsibiiity 10 treat health care consumers with respect and to ensure that
they do not discnminate. Providers have a responsitility to listen 10 patients and take their concemns and
compiaints seriously. Providers aiso have a responsibility 1o monitor their meatment of pauents o assure
they are treated with respert and nondiscrimination and to correct problems when they occur,

Health care facilities thar renovate existing facilities or construct new ones must meet 3 high standard

of access in order 10 avoid discriminating against persons with disabilities, While there is no ADA et
requirernent to "retrofit” existing facilities to make them accessible. there is a responsibility 1o remove
“readily achievable” physical and communication barriers. All health care providers should assess the

level of access in their medical facilities and take steps 10 provide effective communication and

unimpeded physical access to the maximum extent possibie.

Health plany will need to examine the standards and incentives that exist within their sysiems that may
inadvertently discourage providers from anending 1o the interpersonal aspects of health care quality that
can be manifest as disrexpect. Consumers enrolled in health plans with defined networks of providers
should have access 10 their plans’ participating providers, without regard to the source of their coverage
{e.g., Medicare. Medicaid, empioyer-sponsored plan).

Quaiity oversight erganizasions shouid utilize tools that atlow accurate measurement of dimensions of
health care quality that reflect consumer concems about being treated with respect. Public disclosure of
these findings, together with measuremers of clinicai quality of care, cost, benefit. and other salient
information can allow consumers 1o determine the retative importance they piace on such information
and make their purchasing decisions accordingly.

Heaith care worker educution and training programs need 10 recogaize and act upon the need for
improvements in communication skills by providers, Recetving inadequate explanations and advice,
having inadequate 1ime 1o receive answers 10 questions. and fathure 1o anend 1o the need for emononal
support can have adverse consequences on health outcomes (Bame et al., 1993; Patterson et al., 1991;
Juncos. 1990). Similarly, education and training programs need 10 develop and implement course  © -~
content addressing the significance of cultural atritudes on the effectiveness of health care and the PR
importance of being sensitive to the varving needs of people with disabilities, inciuding those with
sensory or cognitive disabilities. who often require auxiliary aids or extra ume and plain-language
explanation 10 ensure effectve communicarion, Health plans, hospitls. and other large instituional -
providers are encouraged (o have on-sie truerpreters for any language population that exceeds 2

. specified standard (¢.g., J percent or more) and telephone interpreter services for other language
minorities. Writen material provided 1o patients should also be translated for the larger linguistic

Zroups.
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Chapter Six: Confidentiality of Health
Information(1)

Statement of the Right

Consumers have the right to communicate with health care providers in confidence 2nd 10 have
the confidentality of their individually identifiable heaith care information protected. Consumers
aiso hiave the right to review and copy their own medical records and request amendmeniy to their
records, .

In order to ensure this right;

® With very fow exceptions, individually identifiable heaith care information can be used without
written consent for heaith purposes only, including the provision of health care., payment for

o Jervices, peer review, hralth promotion. disease management, and quality assurance.
In addition. disciosure of individualiy identifiable heaith care informarion without written consent
should be permitted in very limited circumstances where there is a clear Jegal basis for doing so.
Such reasons include: medical or health care research for which a institutional review board has

- determined anonymous records will not suffice. investigation of health care fraud, and pubiic

o Jealth reporting.
To the maximum feasible extent in aii situations, nonidentifiable heaith eare information Oshould
pe used uniess the individual has consented to the disclosure of individually idemifiable
information. When disclosure is required. no greater amount of information should be disclosed
than s necessary to achieve the spegific purpose of the disclosure. )

IR A L - R

{1} In the context of this chapter, health care information is defined as "any information. whether oral or
recorded. in any form or mediuwm. that is created or received by 2 heaith care provider, health plan, .
public heaith authority, emplover, life insurer. school. university, heaith care clearinghouse; and reiates
1o the past. present, or future physical or mental health or condition of an individual, the provision of
fm{;.gthdcua;f 1o an individual, or the past. present. or futare payment for the provision of health care w20
individyal.” -

R

Rationalé

The iegal right to confidentiaiity of health care information and its essential roie in the delivery of
quality heaith care has been recognized by the United States Supreme Court, lower Federal and State
courts, and Federal and State iawmakers, Similarly, a heaith care provider's obligation to protect the
confidentiality of health information is universally recognized. The assurance that consumers' health
izgf]ﬁmaimic;gg ﬂ% i remaia confidential is " fundamental to effective diagnosis, reatment and healing”

{ a .

At the same time, the quality of the health care systers aiso depends on the reguiar exchange of
information berween providers. employers. plans, public health authorities, researchers, and other users.
The changing structure of the heaith care svstem and rapid advances in information technology and
medical and health care research have increased the demand for and supply of health information among
raditional users such as the wreating physician, and new users, such as large networks of providers,
information management companies. quality and utilization review comminess, and independently
contracted service providers, Concems have been raised that, under the current system of information
exchange, various entities can access individuaily identifiable information without sufficient secunty
safeguards and consent requirements.
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Other activities undertaken o improve guality and effictency may present new risks to the
cottidentiality of health information. For example. quality oversight acuvites by plans. providers,
accreditation bodies, and regulatory agencies require detatied information aboul the treamment and
benetix starus of individual consumers. The growing role of emplovers in workforce heaith issues has
aiso conmbuted ) the condfidenuality debae,

Congress has made repeated anempts io enact a comprehensive Federal confidentiadity law but has. w0
date. oeen unsuccessful. The web of protections at the Federal and State level that has evolved in the
absence of a comprehensive law leaves many aspects of heaith information unevenly protected.
Specialized Federal protecuons afready exist tmough stanues that address substance abuse, Medicaid
beneficianies, public heaith, research, government records. and those living with disabilides.

Several States have enacted comprehensive laws and an effort is currently under way at the Nationai
Association of Insurance Commussioners 1o draft a Protected Hezith [nformation Model Act for States.
Other safeguards have evolved outside of the legislative arena. Accreditation bodies have incorporsted
requirements for confidentiziity policies and pauent consent (JCAHO 1996: NCQA 1997: URAC 1996)
and continue to cotlaborate on security and confidenuiality issues (JCAHO/MNCQA Joint Session, 1997}

The Health Insurance Ponability and Accouniability Act of 1996 (HIPAA) required the Secretary of
Heaith and Human Services 10 submit 10 the Congress detailed recommendations on: (1) the rights that
an individual who is a subject of individually identifiable information shouid have; {2) the procedures
that should be established for the exercise of such rights: and {3} the uses and disclosures of such
information that should be authonzed or requived (Public Law 104-181), On Sepiember 11, Health and
Human Services Secrewary Donna Shalaia presented those proposals 1o the Congress (Shaiala, [997).
Under the terms of HIPAA, if Congress fails to enact Federal confidentiality legislation by August 1999,
the Secrerary of HHS is required to promulgate reguiations sening confidentality standards.

The Secretary recommends a comprehensive Federal confidenuality law that would apply "floor
preemption.” meamng that the law would require thar all States comply with a minimum set of
confidentiality requirements but would not preempt stronger State laws,

Section 262 of HIPAA also requires the Secretary of HHS to adopt standards by February 1998 for
electronic ransmission of financial and administrative health care transactions (including tnformation
about claims, eligibility, payment. and injury), unique health identifiers (for individuals, employers,
plans, and providers), and security,

The Commission believes that it is essential 1o establish 2 comprehicnsive confidentiality framework and
encourages the Congress 10 move forward expeditousty.

Implications of the Right

Heaith pians, hesith providers, cmplovers, and other group purchasers should examine exisung
confidentality protections 1o safeguard against improper use or release of individually ideaufiable
information. The Commission does not intend 10 impede employers or providers from complying with
duries established by law. Health providers, facilities. and plans should develop procedures to ensure
thay when sensitive services (e.g., mentai health. substance abuse, reproductive services, or treatment of
sexually transminted diseases) are involved. standard administrative techniques do not inadvertentdy
disclose information to individuals other than the patient. This is not intended to create two standards of
nondisclosure—one for sensitive medical conditions and another for all others. [t is merely a recognition
that there may be high levei coneern abour confidentiality with certain medical conditions by some

patients,

Law enforcement officers, researchers. and puhlic heaith agencies should examine their extsting
policies to ensure that they access individually identifiable information only when absolutsly necessary
and provide proper safeguards (o assure confidentiaiity.

1173197 1A
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Consumers should become more aware of the content of their health records and pay particular anention
10 requests by pmyidcm plans, empiovers, or others 10 gain access 1o those records.

References and Selected Reading

Hurwit C. Citizen Action, Testimony before the President’'s Advisory Commission on Consumer
Protecuon and Quality in the Health Care industey. May 13, 1997

Joint Conmunission on Accreditation of Healthcare Organizations. Comprehensive accreditation manual
tor health care nerworks; 1996. -

Joimt Commission on Accreditation of Healthcare Organizarions and National Committee for Quality
g{s:smncc‘ Joim Sessgion on Security and Confidentiality of Patient Medical Information. Washingion.
1997,

Lowrance W. Privacy and health research: A report to the U.S. Seeretary of Health and Human Services:
Mayv 1997,

Natronal Association of Insurance Commissioners, [nsurance [nformation and Privacy Protection Model
Act tOctober 1992); Quality Assessment and {mprovement Model Act (July 1996} Utilizaton Review
Model A<t (Qctoder 1996).

Nauonal Commuttes for Quality Assurance (NCGA). Draft Standards for Accreditation: 1997,
Public Law No. 104-191, The Health [nsurance Portability and Accountabitity Act of 1996

Pyles JC. on behalf of the Nationai Coalition for Patient Rights. The night to medicai privacy: An
indispensable element of quality health care. Washington, DC: 1997,

Shalala Donna E. Secretary of Health and Human Services. Confidentiality of individuailv identifiable
health information: Recommendations pursuant to section 264 of the Health Insurance Portability and
Accounability Act of 1996. Submined (0 The Comminee on Labor and Human Resources and the
Commirtee on Finance of the Senate. and The Committee on Commerce and the Commines on Ways
and Means of the House of Representatives. September 11, 1997.

URAC National Network Accreditation Standards (April 19%6).
Return 10 Tabie of Contents |

Chapter Seven: Complaints and Appeals
Statement of the Right

All consumers have the right ta a fair and efficiess process for resolving differences with thesr health
plans. heaith care providers. and the institutions thai serve them. including a rigorous svstem of internal
review and an independent syseem of exiernal review.

Imternal appeals systems should inciude:

d Timely writen notification of a decision to deny, reduce, or terminate services or deny payment
for services. Such notification shouid include an explanation of the reasons for the decisions and
the procedures availabie for appealing them. L ]

® Resolution of all appeals in a umeiy manner with expedited consideration for decisions involving
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emrgﬁncy or urgent care consistent with time frames consistent with those required by Medicare

{i.e.. 72 hours),

A claim review process conducied by health care professionals who are appropriately credennaied

with respect 10 the twannent involved. Reviews should be conducted by individuals who were not

involved in the initial decision. S

Wrinien notification of the final determination by the plan of an imernal appeal that includes

information on the reason for the determination and how a consumer can appeal that decision o an

« Sxternal entity, : ,
Reasonable processes for resolving consumer complaints about such issues as waiting times,
operauing hours, the demeanor of health care personnel, and the adequacy of facilides.

»

External appeals systems should:

* Be available only after consumers have exhausted all intemal processes {except in cases of
. Benty needed carel. ' ‘
Appiy 0 any decision by a health pian 10 deny, reduce, of terminae coverage or deny paymewm for
services based on a determination that the wreatment is either experimental or investigational i
nature: apply when such a decision is based on a determination thas such services are not
medically necessary and the amount exceeds a significant threshoid or the patient's life or health is
» Jropardized (13, )
Be conducied by health care professionals who are appropriately credentialed with respect to the
treatment involved and subject 1o contlicr-of-intersst prohibitions. Reviews should be conductad
by individuais who were not invoived in the initial decision.
Fa%c;w a standard of review that promotes evidence-based decisionmaking and relies on objective
evidense.
Resoive il appeals in 2 dmelv manner with expedited consideration for decisions involving
a(:mm%%nﬁv or urgent care consistent with time frames consistent with those required by Medicare
8. curs), '

(1) The nght to external appeals doss not apply to denials, reductions. or terminations of coverage or
deniais of payment for services that are specificaily excluded from the consumer’s coverage as
esablished by contract ,

Rationale

Health care consumers, like other purchasers. have concerns about the service they receive. Unlike other

consumers. however, health care consumers have special interests at stake~the length and quality of

their lives. How consumer complaints are addressed has a significamt impact on the quality of heaith

ﬁm'ces provided and on the satisfaction of consumers with the individuals and instinations that provide
m,

Fair and efficient procedures for resolving consumer complaints about their health care serve many
purposes. First and foremost. enhanced internal and extemal review processes will assist consumers in
obtaining access to appropriate services in a timely fashion, thus maximizing the liketihood of positive
health outcomes. Second. they can be used to bridge communication gaps between consumers and their
heaith plans and providers. and to provide useful information to al] parues regarding sffective grament
and consumer needs. Third, the opporrunity for consumers 1o be heard by people whose decisions
significantly touch their lives evidences respect for the dignity of consumers 23 individuals and
engenders their respect for the integniry of the institutions that serve them.

Properiv structured complaint resolution processes should promote the resolution of consumer concems
as well as support and enharce the overall goal of improving the quality of health care. Internal and
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external compiaint and appeai processes shouid be:

. B -
Timeiv.
» v oy .
o [8irto ail parties.
o (dminismatively simpie.
o Obiective and credible.
Accessible and understandabie 1o consumers.
Cost and resource efficient,
Subject t0 quality review.

{nternai and external complaint and appeal processes should not imerfere with communication berween
consummners and their health care providers. For exampie. in instances where consurners and their
providers agree that a service should be reduced or terminated. no written notfication of such decisions
15 needed. Additionally, heaith care providers who participaia in the complaint and appeal processes on
behaif of patients should be free stom discrimination or retaliation, Likewise, consumers who filea
complaint against a provider or plan should be free from discrimination or retaliation.

For the purposes of this chupter. the fellowing definitions are used for the terms "compiaints” and
“appeais”;

Compiaint, A "complaint” is any expression of dissatsfaction to a health plan, provider. or facility by 2
conswmer made oraily or in wnung, This includes concems about the operatons of providers. insurers,
or health plans, such as waiting umes. the demeanor of health care personnei. the adequacy of faciliues
or the respect paid o consumers. and claims regarding the right of the consumer (0 receive services of
receive payment for services previously rendered. including the organization's refusal o provide services
the consumer believes he or she is sntitled 1. :

Appeat An "appeal” is a consumer’s request for a health plan. facility, or provider or other body 10
change an initial decision, An appeal process is 2 procedure for reconsideration of a specific
dewermination made by a health provider, facility or plan.

Current Resolution Processes

Curremiy, many different provedures are used by group purchasers, health plans, and provider
OrgRNIZILONS 10 respond W consumer complaints, Licensed heaith plans are subject 10 numerous State
and Federal laws, and many ziso comply with the standards of private accrediting bodies (e.g., NCQA.
1997, JCAHO, 19%6; AAHCC/URAC, 1996). Virnally ail private and public heaith plans provide
consumers with some form of complaint resoiution pracess. The Commission does not intend by these
recommendations 1o wesken existing consumer protecuions. These include:

State Licensed Insurance Products, Stawes traditionally have regulated the benefit soucnire. solvency,
rales, and claims process of indemmity insurance companies doing business in the State. Some State
insurance regufations require health insurers doing business in the State 1o provide certain complain
procedures (o enroflees (Abrahan. 1990). In addition. all 50 States have laws licensing or goveming
HMOs doing business in the State separate from their iaws regulating {ndemnity insurance products.
Many States’ laws are based on the model HMO law drafied by the National Association of Insurance
Commissioners (NAIC, 1996}, which requires HMOs to establish complaint procedures approved by the
State's insurance commissioner. An estimated 30 States have some specified compiaint procedures that
HMOs musi follow and at least 7 States now require an expedited appeal for denials of urgently needed
care.

ERISA Plans. All empioyers offering health benefits 1o their employses through managed care
organizauons or traditionai indemnity insurers must comply with requirements of the Employee
Retirement Income Secunty Act. ERISA regquires privale employer-provided health benefit plans 1o
diselose certain information w plan participants. 1o report information to the Federal government, and ©
pay benetits that are promised under ihe plan. ERISA regulations gencrally require empioyer health
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plans 1o approve or deny claims widiin S0 days and to approve or deny appeals of claims denials within
o0 days, Although ERISA health plans are required 1o establish and disciose complaing and appeals
procedures 10 participants. and to notify parucipams of claims denials, the pians are not required to
provide a pardcular compiaint procedure (Rutler and Polzer. 1996). An inermal reconsideranon of
demied claims is stipulated but appeals may be decided by the same plan adminisrators thas initially
dened the claim. Determinations must be in writing and state specific reasons for the deciston.

Medicare. Under the Medicare fee-for-service system, fiscal intermediaries and carriers must provide a
two-step internat review and notification of their final decision before a beneticiary is enuded to seek
reconsideration from the Social Security Administration’s payment division and the Health Care
Financing Administration (Kinney, 19961, Medicare provides a graded appeal process that inzludes a
hearing before an administranve law judge and administradve appeals council review for claims under
Part A (hospital coverage) if the amount in controversy is more than $100: and under Part B (physical
and outpatient coverage) if the ciaims are more than $500. Claims under Part A and Part B for more than
$1.000 are endiled to judicial review.

HMOs thar participate in Medicare are required 1o provide meaningful internal procedures for resolving
complaints about the quality of care. untimeiy provision of care. or the improper demeanor of heaith care
personnei (Stayn, 1994}, HMO decisions 10 deny coverage for certain treatment. referral outside a plan
ot reimbursement for emergency or out-of-area care are subject o an extemal review and administrative
appeal. HCFA has contracted with a privae organization, the Center for Health Dispute Resolution. 10
perform these reconsiderations{ Richardson. Phillips. and Conley, 1993). After external review. a
Medicare beneficiary enrotled in an HMO who is “dissatisfied by reason of his fatiure 1o receive any
health service 1o which he belisves he is entitled and at no greater charge than he believes he is required
(0 pay" has a right 1o Social Security administrative review for controversies more than $100

judicial review for controversies more than $1.000. '

Medicaid. The Federal Medicaid stanute requires State agencies to provide beneficiaries with a fair
hearing and an administrative appeal when their etigibility or requests for services are denied or not
acted upon within reasonable ime. These State agency determinations can be chailenged in State court
under State administrative procedure acis or in Federal cowrt. {n addition. HMOs that contract to serve
Medicaid beneficiaries must establish an internal complaint procedure thar will resoive disputes
promptly. These internal procedures are subject to review and approval by the State. Medicaid HMO
enroliees have the same rights to admindstrative appeal as do fee-for-service enrollees and no
recommendations are made concerning the changing of such rights,

Federai Empioyees Health Benefit Program, Federal emplovees and their dependents receive
coverage through private insurance carmiers, including more than 300 HMOs. Under the FEHBP
complaint regolution process. enrollzes may bring disputes conceming benefits or services 10 the Office
of Personnel Management for review after asking the plan to reconsider its inital denial and failing ©
receive a satisfactory reply. OPM seeks 1o determine whether the enrollee or family member is enutied
to the services or supply under the tzrms of the contract.

Other Approaches. The federal HMO Act requires that 1o be a "federaily qualified HMOQ.” 2 plan must
provide meaningful procedures for hearing and resoiving complaints betwesn Subscribers and the plan.
The written procedures must be eastly undersicod and provided upon request. HMQs are not requinsd ©
compiy with the Act's requirements but may do so to obtain favored status, Other apptoaches to
complaint resatution exist in the Department of Defense’s health programs, including the Civilian Heaith
and Medical Program of the Uniformed Services (CHAMPUS),

Implications of the Right

Assuring that all conswmers have access 10 both internal and externai processes that sausfy the
reguirements of this right will require action on virtually every level of the hicalth care industry.

Enbancing fnternai Review Systems. Health plans will need 10 examine their existing intemal review
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systems (o assure that consumers receive a timely. understandable notice of decisions to deny, reduce. or
terminate treatment or pay claims: notice of the reasons for thas determination and of the complaint and
appeals procedures avaitable to them: and expedited processes for cemain types of cases. While there do
not appear to be refiable data indicaung how many heaith pians currently provide internal comptaint
procedures, most appareatly do. Thus. implementa-tion of a general right to file internal complaints. 10
appeal within a heath pian. and 10 receive 2 response will not require a majority of heaith plags 1o
change their currem practices significamdy. it will be important for quality oversight organizations (State
licensure programs. Federal certification programs, and privawe accrediting bodies) (o assure thay their
5zimdards and review processes adequaiely address internai complaint and appeal processes of heaith
plans,

Establishing [ndependent External Appeals Systems. Additional analysis must be done to identify the
most effective and efficiem methods of establistung the independent external appeals function, [ssues
be considered include: mechanisms for financing the external review sysiem: sponsorship of the exuernal
review function: design of review processes to assure evidence-based decisionmaking; qualificarions of
revicwers; consumer cost-sharing responsibilities {¢.g., filing fees); and methods of overseeing and
holding exiernal appeais entities actountable. [t will aiso be important 10 establish an ongoing evaluation
mechantsm o assess the impact of the external appeals process on access [0 appropriate services, raes of
consumer disputes, iitigation ratas, consumer satigfaction, and costs. The evaluation mechanism shouid
also assess the tmpact of certin design charactensiics on the effectiveness and efficiency of the external
appeals process.

References and Selected Reading
Abraham KS. Insurance Law and Regulation 92-139:1990, , )

American Accreditation Health Care Commission/Utilization Review Accreditation Commission
{AAHCC/URAC). National Network Accreditation Standards. Washington. DC; April 1996

American Association of Health Plans. Health plans announce policies on appeals nights and emergency
care coverage. Washington, DC; January 1997, )

American Bar Association, Commission on Legal Problems of the Elderly, Roundtable on the resolution
of consumer disputes in managed care. Washingion, DC; 1997. ‘

American Hospital Association: State issues Forum. Designing consumer protection standards. Chicago;
1996,

American Psychiatric Association. Principles for the provision of mental health and substance abuse
treatment service: A bill of rights. Washington, DC; 1997,

Atkins G, Bass I and K. ERISA preemption: The key to market innovation in health sare. New York:
Corporate Health Care Coalition: 1995, ‘

Butler P, Polzer K. Private sector health coverage: Variation in consumer protections under ERISA and
state jaw. Washington. DC: National Health Policy Forum. George Washingion University; June 1996.

Citizen Action. Campaign for health security managed care principles. Washington. DC: January 1997,

Committee on Choice and Managed Care, Assuring public accountability and information. improving
the Medicare market: Adding choice and protections, Washington., DC: Institute of Medicine: 1996,

Dame L.. Woife SM. Serious problems for oider Americans in heaith mainenance organizations. Public
Citizen's Health Research Group; May 1995,

Famities USA. HMO consumers at risk: States to the rescue. Washington, DC; 1996, Update March

HA2L9T 6



Chapeer Six: Confidemiality of Heanith Informationt 1) htprruww aeduaiitycommission. gov/chonyehapd 7 bt

2 mf g

{997.

Joim Commission on Accreditation of Healthcare Organizations, 2996 Accreditation manual for
hospitals. Chicago; 1996,

é!i.'zaney ED. Resolving grievances in a managed care environment, Health Matrix 1996 winter:
:147-165.

Kinney ED. Protecting consumers and providers under health retorm: An overview of the major
administrative law issues. Health Matrix 1995:3:83-138.

Medicare Rights Center, Medicare appeals and grievances: Strategies for system szm;:i:ﬁcanon and
informal consumer zicczswumakmg New York: 1996,

Natonal Association of insmance Commissioners (NAIC). Health Carriers Grievance Procedure Model
Act. Ociober 1996.

National Committee on Quality Assurance (NCQA). Standards for members’ rights and responsibitities,
Survevor Guidelines: Aprii 1. 1997,

Physician Pavmemt Review Commission. Annual report ro Congress 1997, Washington. DC:
1997, Pubiic Policy and information Fund of New York. The managed care consumers’ bill of rights.
New York; October 1995,

Richardson DA, Phillips J. Conley D Jr. A snudy of coverage dental disputes between Medicare
beneticiaries and HMOs. Pittstord (NY): Center for Health Disputs Resolution, Network Design Group,
Ine.: Sepiember {993,

Rodwin MA. Managed care and consumer protection: What are the issues? Seton Hall Law Rcwm
Winter 1996;26:1007-1054.

Stayn SJ. Securing access to care in heaith maintenance organizations: Toward a uniform model of
grievance and appeals procedures. Coiumbia Law Review June 1994;94:1674-1720.

Bemurn o Table of Conters

F121BT 16


http:Assum.ce

ner Fight Consumer Responyibilities htpuiwwwr hrguaiirveammission. govcborrrehapiack. honsts

Chapter Eight: Consumer Responsibilities
Statement of Responsibilities '

{n 2 heaith care system that protects consumers’ rights. it is reasonable 10 expect and encourage
consuraers 10 assume reasonable responsibilities. Greater individual involvement by consumers in their
care mncreases the likelihood of achieving the best ouicomes and helps support a quality improvement.
cost-conscious environment. Such responsibilities include:

* gge responsibility for maximizing heaithy habits, such as exercising, not smoking, and eating 8
thy diet.
: Become involved in specific health care decisions. ’
Work coliaboradvely with health care providers in developing and carrying out agreed-upon
treatnent plans,
» Llisciose relevant information and clearly communicate wants and neexs. _
o st the hesith pian's intemal complaint and appesl processes to address concerns that may arise.
« Avoid knowingly spreading disease. .
Recognize the reality of risks and limits of the science of medical care and the human fallibility of
the heajth care professional. ;
Be aware of a health care provider's obligation o be reasonably efficient and equitable in
roviding care to other patients and the community.
ecome knowledgeabie about his or her health plan coverage and health pian options (when
available) inciuding all covered benefits, limitations. and exclusions. rules regarding use of
network praviders, coverage and referral rules, appropriate processes o secure additonal
o ‘nformation, and the process to appeal coverage decisions.
o Jhow respect for other patients and heaith workers.
o Make a good-faith effort to meet financial obligations,
Abide by administrative and operational procedures of health plans. health care providers, and
o Jovernment health benefit programs.
Report wrongdoing and fraud to appropriate resources or legal authorides.

Rationale

[n providing consumers with a set of rights and protections, the Comymission believes that individual
CONSUMETs must assume cerwin responsibilities. Responsibilities create benefitg not only for individual
consumers and their families but also for the health care system and sociery as a whole. [mproved heaith
status reduces medical costs for the palent, the payer, and society.

The Commission. however, does not intend to create a link berween an individual’s conduct in mecting
his or her responsibilities and the obligations of plans and providers to provide covered services.

Increased patient responsibility can improve consumers’ sense of self-worth, For exampile. increased
responsibiiity among individuals Jiving with disabilities has resulted in increased independence for that
ation (Rodwin, 1994; National Health Council, 1995). In fact, this is the principte behind the
pendent tiving movement, where people with disabilities live in their homes with mn&i GLTIE P o
services rather than in instirutions. Individuals report that increased responsibility for their health has led
1o improved self-esteem and 2 greater sense of empowerment.

Promuoting consumer responsibility is an essential component of the effort 1oward invoiving CORRIIErS
directly in decisionmaking about their heaith and medical care. Consumers ofters perceive that the
medical professionals who care for them are acting in a condescending or paternalistic maoner. They
resent being put in a position of dependence and being treated as if they are infandle and object to the
presumption that they are incapable of making choices themselves (Rodwin, 1994).

While the Commission believes that consumers must assume certain responsibilities. it also recognizes
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that reasonable accommodations must be made for numerous consumers with disabilities, For exampie.
some individuals with physical and mental disabilities require assistance with seif care: for some
individuals with menal disabilities. noncompliance with treatment regimes is a manifestation of their
disability; and some individuals with memal and physical disabilities are unable—due 1o their
disability--to clearly communicate their wants and needs and. therefore, rely on the assistance of 2
designated representative. In each case, the health care svstem must recognize these issues and
accommodate these needs. The Commission also recognizes that there are many other factors, such as
occupational hazards. Janguage, and income starus, that may pose significant barriers 10 consumers
meeting these responsibilities.

Consumers who are abie should take the oppormunity 16 educais themselves with respect to'the specifics
of their benefit coverage and to learn how (0 access the health care and services available 1o them asa
result of that coversge. This includes: :

: Reading and undersuanding written information thar explains benefit coverage
Reading and understanding informanion that describes health plan processes and procedurss ©
o follow when seeking care by a physician. hospital. or other provider. -
» Steking information or clanfication of information from the health pian as necessary.
Using the health plan's processes for addressing complaints or grievances when disputes with
providers or heaith plan procedures arise. -

Consumer responsibility is panicularly relevant to the broad right to information established in this
Consumer Bill of Rights and Responsibilities (see Chapier One). The Right 10 information requites the
disclosure of information to consumers cither directly or upon request on such things as benefits,
cosi-sharing, complaints and appeais processes. licensure. accreditation, and performance measures. The
Right 10 Information will improve heaith cutcomes only to the exient thar consumers have 2 choice of
heaith plans and use that informanion in exercising the choice.

Although there is significant value in promoting the consumers' participation in their own heaith care by
increasing their level of responsibility, it is important 10 set lizmits on the amouat of responsibility
expected. The patient's responsibility 1o comply with medical advice is limited by the principle of -
informed consent (Benjamin, 1985). The pauem retains the right to choose whether io follow medical
agvice or not, as long as he or she is willing 10 aceept the health outcome consequences that may result
{rom noncompliance. and the noncompliance does not adversely affect the public (Brock and Wartman.
1994).

Consurners do not have a duty 1o be subjected 1o a treamment regime they have good reason 10 ayoid-—{or
instance. one whose negative side effects ourweigh its benefits (Maver, 1992}, or when excessive
medicauon in an instintional sening 15 used 1o “control” residents. Most consumer responsibilities do
not extend to those who ars incompetent 1o make decisions, including infants, those who are judged to
bggmcn:aiiy incompeient, and comatose patients { Emson. 1995; Mayer, 1992; National Health Council,
1995

In addition. certain high-risk behaviors (smoking, illegai drug use) are addictive and cannot be )
considered fully under the volitional control of the individual consumer. Caution must be used to avoid
"blaming the victim.” For example. Baver (1996) notes that during the history of the AIDS epidemic,
“tha emphasis on personal responsibility was often associated with condemnation of those whose sexual
or drug-using behavior had exposed them o HIV, as weli as with calls for invasion of privacy and
deprivarions of liberty."

Compliance with agreed-upon treatmemt protocols is a particularly imporwant consumer responsibility.
Noncompliance with the 1aking of medication has particular implications for the health stats of
consumers. Noncompliance includes 1aking 100 much medication, taking medication not prescribed. not
taking medication prescribed. altering the prescribed dosage, or altering the time berween doses.

Finallv, it is important 1o recognize thar while consumers should seek 1o assume the responsibilities
discussed in this report. many factors influence consumers’ acceptance of medical advice. Some are
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reiated to the health care system itseif and others are refated to the patient's individual psychology.
Imanaka, Araki. et al, (1993) idenufied paden: dissausfaction with their health care providers and plans
as @ primary cause of patent noncompiiance. Severs! studies have identified inndequaie
provider-consumer comumunication as a contributing factor (imanaka. 1993: Ross. [991; Donovan and
Blake. 1992: Sluijs, Kok. et al.. 1993}, This leads 10 situations where:

: The paent and the preseriber have a different undersianding of what the patient 15 supposed 1o do.
o Lhe patient lacks information or understanding about the disease. pathology, or symptoms.
o Jhe patiens does not undersiand the correct purpose of the intervention.
The patient and the health care provider have insurficient time to discuss the fidl range of issues
concerning compliance. : 1

Noncompliant patients also may have underiving psychiatric disorders. Yeliowless and Ruffin {1989)
found that 40 percent of pauents who experience a lifeahreatening asthma episode have psychiamc
disorders. Patients often are rying to balance the requiremenis of their prescribed medical regimen with
other aspects of their life (Donovan and Blake, 1992). Finally, some patiems choose not 10 comply with
mexiical instrucdons as a way of expressing their atempis to cope with their disease: as a reaction to the
way they have been treaied by doctors: oras a way of fighting the svstem by breaking its "symbolic”
rales {Ross, 1991), '

Implications of the Responsibilities .

Consumers will have 10 play an active role in the treatment and management of their health. Consumers
will need to ask more questons of their heaith care providers, insurers. and insututions. They will need
1o express their wishes and desires cleariy 10 those who care for them and 1o their family members in the
event of incapacity; this should be done before an incapacity occurs. They wiil need to make sure that
they understand 4 reatment regimen that is prescribed for them before they agree (o follow 1t. Once they
have made such an agreement, consumers will need to make svery effort 16 comply and. if they cannot,
w notify their provider of their desire or need 1o change that regimen. Consumers will need to recognize
the financial and socieal impact of their heaith care decisions and their heaith care choices should reflect
this consideration. . :
Henlth care providers will need t0 communicate more clearly with their parients and their patients’
famnilies about diagnoses, treatment oprions, and treatment protocois. They will need 1© make greatwer
efforts to ensure that those marters are clearty understood and agreed to. They wiil need to work with
their patients 10 ensure that treaument regimens are possible 10 follow and that changes in oeaunent are
made when possible 10 meet padents’ needs or demands.

Health plans will need 1o consider ways 10 encourage greatsr communication between consumers and

health care professionals, including incentives for such communication and acceprance of treamment
regimens.
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