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INDEPENDENT AUDITORS' REPORT 

Director, U.S. Office of Personnel Management: 

We have audited the accompanying balance sheet of the Heahh Benefits Program (HBP), 
administered by the U.S, Office of Personnel Management (OPM) Retirement and Insurance 
Service (RlS). as of September 30, 1999, and the related statements of net cost, changes in net 
position, budgetary resources, and financing (hereinafter coUectively referred to as "'financial 
statements") for the year then ended, The objective of our audit was to express an opinion O'n tbe 
fair presentation of these financial statements, In connection with our audit, we also considered 
OPM's intemal control over financial reporting related to fhe HBP and tested OPM's compliance 
with certain provisions of applicable laws and regulations related to the HBP that could have a 
direct and material effect on its financial statements, 

In our opinion, based on our audit and the reports of other auditors, HBP's financial statements 
as of and for the year ended Seplember 30, 1999, are presented fairly, in all material respects, in 
conformity with generally accepted accounting principles. 

Regarding our consideration of internal control over financial r~porting, we noted reportable 
conditions in the following areas; 

I. EDP general conlrol environmenl~ 
2. Budgetary accQunting structure; 
J. Reconciliation of inter-program transactions, and 

4, Controls over program administration for the community-rated health camers. 


Regarding our tests of compliance with certain provisions of applicable laws and regulations, 
wi1h the exception of Ihe Federal Financial Managers' Integrity Act (FFMIA), we noted no 
instances of noncompliance with laws and regulations that are required to be reported under 
Government Audiling Standards issued by the Comptroller General of the United Slales, and 
Office of Management and Budget (OMB) Bulletin No. 98·08, Audit Requirements Jor Federal 
Financial SJOlt:mcms, as amended, 

OUf conclusions and 1he scope of our work are discussed in more detail below. 
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OPINION ON FINANCIAL STATEMENTS 

We have audited the accompanying balance sheet of lhe HBP as of September 30, ]999 and the 
related slatements of net cost, changes in net position, budgetary resources, and financing for the 
year then ended. We did not audit the financial statements of the experience~rated health 
carriers. which statements comprise I % of total assets 'reflected in the HDP balance sheet and 
suhstantially all pOS1~retirement benefits and current benefits reflected in the HBP statement of 
net cost. The experience~raled carrier financial statements were audited by other auditors, whose 
repon thereon has been provided to us, and our opinion. insofar .as it relates to the amounts 
included for the experience-rated carriers, is based solely on the repon of the other auditors. 

In our opinion, based on OUr ~udit and the repon of the other auditors, the financial statements 
presem fairly, in aU material respects. the financial position of the HBP as of September 30. 
1999, and its net cost, changes in net position, budgetary resources, and reconciliation of net COS! 

to budgetary obligations for the year then ended. in conformity with generally accepted 
accounting principles. 

Our audit was conducted for the purpose of forming an opinion on HBP's financial statements 
taken as a whole. The information induded in the section entitled Managemenl Discussion and 
Analysis of the Retirement. Heallh Benefits, and Life insurance! Programs (MD&A) and the 
required supplementary information in the schedule entitled Health Benefits Program - Required 
SupplemenlOry In/ormation is not a required part of the financial statements but is supplementar), 
information required by Office of Management and Budget (OMB) Bulletin 97·01, Form and 
Content of Agency Financial SlOlemenls, as amended Regarding the MD&A, we have 
considered whether thjs information is materially inconsistent with the financial statements. 
Regarding the: required supplementary information, we have applied certain limited procedures, 
which consisted principally of inquiries of management regarding the methods of mea."iurement 
and presentation of the required supplementary information. However, we did n01 audit the 
information in the MD&A section of the HBP or the required supplementary information and 
accordingly, we express no opinion on it. 

INTERNAL COI\'TROL OVER FINANCIAL REPORTING 

The objectives of internal control over financial reporting are to provide management with 
reasonable, but not absolute, assurance that: 

• 	 transactions are properly recorded, processed, and summarized to permlllhe preparation 
of financial statements in accordance with generally accepted accounting principles; 

• 	 assets are safeguarded against loss from unauthorized acquisition. use, or disposition; 
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• 	 transactions are executed in acc,!fdance with laws :goveming the use of budge\ authoril), 
and other lav.'S and regulations that could have a direct and material effect on the financial 
statements, and certain other laws. regulations and government-wide policies identified 
by OMB, as applicable to OPM, and 

• 	 transactions and other data that support'reported performance measures are properly 
recorded, processed, and summarized to permit p,reparation of performance information 
in accordance with criteria staled by management.' 

Because of inherent limitations in internal controls. misstatements, losses. and noncompliance 
may nevertheless oceur and 001 be detected. Also, projection of any evaluation of internal 
control over financial reporting 10 future periods is subject to the risk that the inlemaJ control 
procedures may become inadequate because of changes in conditions, or that the effectiveness of 
the design or operations of the policies and procedures may deteriorate, 

We npted certain matters. described in items 1 through 4 below, involving t~e intemal control 
over financial reporting and its operation that we consider to be reportable conditions under 
standards issued by the American Institute of Certified Public Accountants and OMB Bulletin 
J;lo. 98~08. as amended, Reportable conditions are matters coming to our anenlion that represent 
significant deficiencies in the design Or operalion of internal control that, in our judgment. could 
adversely affect the HBP's ability to record. process. summarize,' and report financial data 
consistent with the assertions of management in the financial statements. 

Material weaknesses are reportable conditions in which the design or operation of one or more of 
the internal control components does n01 reduce to a relatively low level the risk that 
misstatements. in amounts that would be maleriai in relation to Ihe financial statements being 
audited, may occur and not be detected within a timely period by employees in the normal course 
of perfonning lheir assigned functions. However, we do nOl consider the reportable conditions 
described below to he material weaknesses. 

The status ofprior year findings is presented in Exhibit 1. We also noted other matters involving 
internal control over financial reponing and its operation that we have reponed 10 the 
management of OPM in a separate letter dated February 11, 2000, 

1. 	 EDP General ControJ Environment 

(aJ Entity-Wide Security Program 

Certain areas in OPM's entity-wide security program could be strengthened, As noted in our 
prior year report: 

• 	 OPM does not have an integrated enterprise-wide security program, and has distributed 
security functions and responsibilities throughout the organization for data security, general 
support systems. application systems. and network operatjons, While different parts of the 
organization perform different functions. they share common hard\vare, software, and 
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network platforms. and from a security perspective may be exposed to similar or interrelated 
vulnerabilities. The current distribution of security functions and responsibilities does not 
adequalf.'ly ensure coordinated procedures. risk assessments, and monitoring and response 
capabilities. In contrast, the opportunity to leverage resources and realize opportunities may 
not be fully realized with the current decentralized security model. 

• 	 OPM has not perfonned a security risk assessment within the last three years. However. 
during lhat peri{\d OPM upgraded the mainframe and networking platforms and 
impiemented a new core financial management system. While OPM plans to perform 
assessments. they have not been scheduled. 

• 	 OPM's draft InforTlU11ion Technology Security POlicy addresses the need for a certification 
and accreditation process, but there IS not one currently in place. OMB Circular A~130 
requires "that agencies consider risk when determining the need for and selecting 
computer-related control techniques. This risk assessment approach should include a 
consideration of the mlJjor facrors in risk management: the vaille of the system or 
application. threats. vulnerabilities. and lhe effecliveness of current or proposed 
safeguards." Compliance with OMB Circular A~130 is a critical compliance Indicator for 
the Federal Financial Management lntegrity Act, and pertormance of periodic risk 
assessments is a critical component of achieving compliance with OMB Circular A~130. 

• 	 OPM does not have a formally established, integrated, and robust monitoring and response 
capability to ensure adequate network and systems securiry. . A limited penetration study 
found vulnerabilities that were not properly mitigated. OPM immediately responded to 
these particular vulnerabilities, but does not have a mechanis~ to identify new risks Or to 
verify that implemented changes were adequate or operating as intended. 

• 	 There is no official method of tracking employees thai are tenninated andlor separated 
from OPM to ensure that systems security and physical access privileges were 
appropriately revoked. 

An entity~wide securiry program. inclUding security policies and a related implementation 
plan, is the foundation of an entity's security control struccure and a reflection of senior 
management's commitment to addressing security risks. Without a weli~designed program, 
security controls may be inadequate; responsihilities may be unclear. misunderstood. or 
improperly implemented: and comrols may be inconsistently applied, Such conditions may 
lead to insufficient protection of sensitive or critical resources and disproportionately high 
expendirures for comrols over low~risk resources. 

(b) Acee" Control 

OPM's EDP access controis require modification. Access controls include physical controls an.d 
logical controls. Adequately controlling physical access to computer equipment is an example of 
a physical control. OPM's physical acceSs control system for the mainframe did not record all 
security events. 
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Logical conlrols include security software programs designed to prevent or detect unauthorized 
access IO sensitive files. We noted certain user account groups with excessive privileges to 
mainframe resources, which could potentially undermine proper segregation of duties. 

Access comrols should provide reasonahle assurance that computer resources (data files, 
applica[lon programs, and computer-related facilities and equipment) are protected against 
unauthorized modification. disclosure, loss, or impairment The objectives of limiting access 
are to ensure that (1) users only have the access necessary to perform their duties; (2) access 
10 very sensitive re::.ources, such as security software programs, is limited to very few 
individuals; and (3) employees are restricted from performing incompatihle functions or 
functions beyond their responsibilities> 

Ie) Application Change Control/Systems Development 

Certain controls over the modification of application software programs are deficient. 
EstabliShing controls over the modification of application software programs helps to ensure 
only authorized programs and authorized modifications are implemented. Without proper 
controls, there is a risk that security features could be inadvertenUy or deliberately omitted or 
"turned off' or that processing irregularities Or malicious code could be inlroduced. 

As noted in our prior year report. OPM has not developed a systems development methodology 
for application software, and the current "RSOD Retirement ADP Standards and Procedures" is 
missing critical chapters, including data set design and aHocation, system development 
procedures, testing and acceptance, and system software installation and maintenance. 

(d) Service Continuity 

Losing the capability to process, retrieve, and protect information maintained electronically can 
significantly impact OPM's ability to accomplish its mission. For this reason. OPM should have 
procedures in place to proteCt information reSOurceS and minimize the risk of unplanned 
interruptions, as well as a plan to recover critical operations should interruptions occur . To 
mitigate service interruptions. it is essential that the related controls be understood and supported 
by management and staff throughout the organization. OPM has several separate ongoing 
service continuily-related initiatives and draft plans that need to be finalized. formalized. and 
properly coordinated so OPM can ensure ihat critical functions will still be available in the event 
of a disruption. 

Recommendation 

We recommend that OPM develop a formal action plan to review and revise its EDP general, 
controls, This plan should address each of the four areas discussed above as well as other areas 
that impacl the general EDP control environment. The plan should also set forth appropriate 
correctIve action steps, assign responsibilities to employees. and establish target completion 
dates for each action. This plan should be reviewed by the Office of the Inspector General, 
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adopted by executive management of OPM, and provide for periodic review of progress towards 
achievement ofcorrective actions, 

2. Budgetary Accounting Structure 

RIS continues to find it cumbersome to produce accurate and timely year end financial 
statements for the be;tefit plans. In fiscaJ year 1999, RIS implemented a new core financial 
management system for benefit plan accounting, but did not implement tbe budgetary accounting 
structure in its general ledgers. As a result, RIS manuafly calcu)ated the budget figures in its 
sta1ements of budgetary resources and financing, and several recalculations were necessary to 
produce accurate statements, In addition. RIS did not perfonn reconciliations between the 
budgetary amounts reported in the financial statements and the corresponding amounts reported 
on the SF·1J3 and SF·2108 fonIlS. Without a set of self.balancing accounts to summarize 
budgetary activity, the risk of reporting inaccurate budgetary figures exists, The lack of a fonnal 
budgetary accoWlting strueture resulted in our conclusion that Ihe BBP did not substantially 
confonn with the requirements of FFMIA, in accordance with the guidelines contained in OMS 
Bulletin No 98·08, as amended . . 
Recommendatjon, 

We recommend rus implement the budgetary accounting structure in the HBP general ledger 
and begin recording budgetary accounting activity consistent with their policy statements, This 
action will a%lst RIS in preparing accurate year end financial statements, 

3. Reconciliation of Inter.Program Transactions 

Health insurance premiums are withheJd from payments made by aIUlUJtanls to the Retirement 
Program (RPj. The RP is responsible for transferring these amount' to the HBP. RlS records 
amounts for annuitant withholdings using data from an Annuity Roll Processing System 
(ARPSj report and records the offsening payment using information from the Monthly Income 
Recap report. The reports originate from two different sources and do not reconcile. RlS has 
recognized this, but because of resource constraints, they have not taken appropriate action to 
reconcile these transactions, 

Recommendation 

As noted in onr fiscal year 1997 and 1998 reports, we continue to recommend that RIS (I) 

request AD? services to gain extract data from the annuity roU system; (2) compare these 
transactions to the manual vouchers to determine what is causing the differences; and (3)' 
reconcile the existing differences between the RP and HBP. In addition, RlS should 
implement procedures to prevent future out-of-balance situations, 
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4. Controls Oyer Program Administration For The Community~Ratcd Health Carriers 

OPM remits premiums it receives from federal agencies to Community-Rated Carriers (eRes) 
twice a momh. As in prior years, OPM's existing systems were not designed to cemrally 
associate the monies paid as premiums to participating carriers with the enrollees for which 
they are being paid. Consequemly, the potemial exists for carriers to provide henefils to 
employees who are nOI covered by their plan al the time lhe services are rendered. To 
reinforce the need for effective enrollment reconciliations, in 1998 aPM issued a payroilicuer 
requiring agency paYlOiI offices £0 provide carriers with the names of enronees and the 
amounts withheld from pay for health benefits, by carrier. on a quanerly basis, ' However. 
OPM does nOI have adequate controls in place to detennine whether payron offices arc 
complying with these requirements and whether carriers are reconciling their enrollment 

. records regularly. 

Recommendation 

OPM has future plans to implement a centralized enrollment system to resolve this internal 
control weakness. Until the system can be developed, we recommend OPM OlG make CRC 
enroUment reconciliation reviews a priority in their annual audit planning. 

* • * .... 

OMB Bulletin No. 98-08, as amended. requires us to compare material weaknesses disclosed 
during the HBP audit with the material weaknesses reported by OPM in its Federal Managers' 
Financial Integrity Ac( (FMFIA) repon for the audif period. As a result of this comparison, 
we nOled that the substantial nonconfonnance with FFMIA reponed in the Compliance wilh 
Laws and Regulalions section of our repon was not incluqed in OPM's fiscal year 1999 
FMFlA report. 

COMPLIANCE WITH LAWS AND REGULATIONS 

The resuhs of our lesls of compliance with laws and regulations, exclusive of FFMIA, perfonned 
as part of obtaining reasonable assurance about whether the financial statements are free of 
.material misstatement, disclosed no instances of noncompliance required {O be reponed herein 
under Government Auditing Standards and OMB Bulletin 98~Og, as amended, 

Under FFMIA, HBP's financial management systems are required to be in substantial 
conformance with (I) Federal financial .management system requirements, (2) Federal 
accounting standards, and (3) the United States Standard General Ledger (SGL) at the 
transaction level. 

The results of our tests of compliance with FFMJA disclosed instances. described below. where 
HBP's financial management systems did not substantiaUy conform WIth the requirements 
discussed in the preceding paragraph: 
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1. 	 Federal Financial Management System Requirements. In accordance with OMB Bulletin 
No" 98-08, as amended, an agency must meet the following requirements to sUbstantially 
confonn with FFMIA: Federal financial management system requirements; OMB Circular 
A~ J27 requirements; requirements published in IFMIP's Federal Financial System 
Requirements series; and OMB Circular A-130 security requirements. The systems 
supponing the HBP do not meelme foHowing requirements: 

a: 	 Support the budget exeCUtiON jun.ction and comply v.:ith external reporting requirements 
.. The budgetary account Slructure for the Federal Financial System (FFS). the core 
financial management system for the benefit plans, was not implemented as of 
September 30, 1999. This finding resulted in noncompliance with OMB Circular A­
127 and JFMIP's Federal Financial Managemem Sysrems Requirements for 
"Comparability and Consistency," .. Application of the SGL at the Transaction Level," 
"Financial Reporting." and" Support for Budgeting and Performance Reporting." 

b. 	 Provide adeqwlfe system security - OPM has not performed a security risk assessment 
wilhin the last three years. However, during that period OPM upgraded the mainframe 
and networking platformS and implemented a new core financial management system, 
While OPM plans to perfonn .,se"menlS, they have not been scheduled. In addition. 
OPM's draft Information Technology Security Policy addresses the need for a 
cenificatlon and accreditation process, but mere is not one currently in place. 
Compliance with OMB Cjrcular A-130 is a critical compliance indicator for the 
FFMIA, and perfonnance of periodic risk assessments is a critical component of 
achieving compliance with OMB Circular A~130. 

2. 	 Federal Accounting Standards. OMB Bulletin No. 98-08, as amended, states ,hat 
FFMIA requires financial information used in the preparation of financia! statements to be 
adequately supponed by detailed financial records. Detailed financial records exiSt for ail 
proprietary accounting information~ however. the HBP has nm yet implememed an 
accounting structure to suppon budgetary amounts reponed in the HBP statements of 
budgetary resources and financing. The lack of a formal budgetary structure compromises 
RlS's ability to accurately summarize budgetary data in me HBP financial statements, 

3. 	 SGL at Ihe Transaction Level. OMB Bulietin No. 98-08. as amended, States that FFM1A 
re~uires detailed information to be "captured and summarized so that it follows the SGL 
descriptions and posfing rules and is captured at the level necessary to meel OMB or 
Treasury reponing requirements and for preparing financial statements." While detailed 
records exisl for all proprietary accounts. the HBP has not impiememed an accounting 
structure to support budgetary amounts reported in the HBP financial statements. 
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Hecommcndatlon 

To achieve substantial confonnance with FFMIA, RlS should implement the budgetary 
accounting strucrure of FFS, its core fmancial management system. RlS should also take 
actions to addrer.s the findings related to systems security required by OMB Circular A~127 
and OMB Circular A~130, The resolution of these findings should be a priority for fiscal year 
2000. 

RESPONSIBILITIES 

Management's Responsibility. The Chief Financial Officers (CPO) Act of 1990 requires 
federal agencies to report annually to Congress on their financial status and any other 
infonnation needed to fairly present the agencies' financial position and results of operations. 
To assisl OPM in meeting its CFO Act reporting requirements. annual financial statements are 
prepared for the HBP. Management is responsible for: 

• 	 preparing the financial statements in confonnity with generally accepted accounting 
principles; 

• 	 establishing and maintaining internal control over financial reporting; and 

• 	 complying with laws and regulations applicable to the HBP, including FFMIA, 

In 	fulfilling this responsibility. estimates and judgments by management are required to assess 
the expected benefits and related costs of internal control policies and procedures. 

Auditors' Responsibility. Our responsibility is [0 express an opinion on the HBP financial 
statements as of and for the year ended September 3D, 1999 based on our audit. We conducted 
our audit in accordance with generally accepted auditing standarosj. the standards appiicable to 
fmancial audits contained in Government Auditing Standards, issued by the Comptroller General 
of Ihe United States; and OMS Bulletin No, 98-08, as amended. Those standards require that we 
pilln and perfonn the audit to obtain reasonable assurance that the financial statements are free of 
material misstatement. We believe that our audit and the reports of other auditors provide 0: 

reasonable basis for our opinion" 

To fulfil! these responsibilities. we perfonned procedures such as the following: 

• 	 examined, on a lest basis. evidence supporting the amounts and disclosures in the financial 
statements; 

• 	 assessed the accounting principles used and significant estimates made by management; and 

• 	 evaluated the overall financiaJ statement presentation. 
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We are also responsible for considering OPM's internal control over financial reponing. rcl~ted 
to the HBP and testing OPM's compliance with certain provisions of applicable !;l\VS and 
regulations related to the HBP lhat could have a direet and material effect on the 1999 HBP 
financial statements. 

In planning and perfonning OUr audit, we considered opt>.rs internal <::ontrol over financial 
reporting related to the HSP by obtaining an understanding of the agency's significant internal 
controls. determined whether these internal conrrols have been placed in operation, assessed 
control risk. and perfonned tests of controls in order to determine our auditing procedures for the 
purpose of expressing our opinion on the financial stIi1ements. We limited OUf internal control 
testing to those controls necessary to achieve the objectives described in OMB Bulletin No. 98­
OS, as amended. We did not test all internal controls relevant to operating objectives as broadly 
defined by thc Federal Managers' Financial Integrity Act of 1982, such as those controls relevant 
to ensuring efficient operations, The objective of our audit was not 10 provide assurance On 

internal control over financia1 reporting. Consequently, we do not provide an opinion on internul 
control. 

Our consideration of internal contr.oJ over financial reporting would n01 necessarily disclose all 
matters in the internal control over financial reporting that might be reponable conditions under 
standards issued by the AICPA and OMB Bulletin 98·08, as amended, and, accordingly, would 
not necessarily disclose ali reportable conditions that are material weaknesses. 

In addition, we considered the HBP's internal control over the infonnation contained in the 
required supplementary information schedule entitled The Health Benefits Program - Required 
Supplementary In/ormation, by obtaining an understanding of the agency's internal controls. 
determined whether these internal controis had been placed in operation. assessed control risk, 
and performed tests of controls, as required by OMB Bulletin 98~08. as amended. Our 
procedures were not designed to provide ,assurance on internal control over the required 
supplementary Information, and, accordingly, we do not provide an opinion on such comrols. 

With respect to internal controls related to perfonnance measures determined by management to 
be key and reported in the MD&A to the financial statements, we obtained an understnnding of 
the design of sjgnificant inlernal controls relating to the existence and completeness assertions. 
as required by OMB Bulletin 98-08. as amended. Our p~ocedures were not designed 10 provide 
assurance on internal control over reported performance measures, and, accordingly, we do not 
provide an opinion on such controls. 

As part of obtaining reasonable assurance about whether HBP's financial statements arc free of 
material misstatement, we perfonned tests of HBP's compliance with certain provisions of 
laws and regulations, noncompliance with which could have a direct and material effect on the 
determination of fmancial statement arnounrs. We also performed tests of HBP's compliance 
with certain other laws, regulations and government-wide poliCies identified by OMB. as 
applicable to OPM, including the requirements set forth in FFMIA. We limited our tests of 
compliance to these provisions and did not test compliance with all Jaws and regula(ions 
applicable to the HBP. However. providing im opinion on compliance with certain provisions 
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of Jaws and regulations was not an objective of our audit, Accordingly. we do not express 
such an opinion. 

Additionally, under FFMIA, we are required to fC!pOn whether HBP's financial management 
systems substantially conform with (I) Federal financial man"gement system requirements, (2) 
Federal accounting standards, and (3) the United States Standard General Ledger at the 
transaction level. To meet this requirement. we performed tests of ,compliance using the 
implementation guidance for FFMIA included in Appendix D of OMB Bulletin No. 98-08, as 
amended. 

DISTRIBUTION 

TIlis repon is intended solely for the information and use ofOPM's management, OPM's Office 
of the Inspector General, OMB and the U.S. Congress and is not intended to be and should not 
be used by anyone other than these specified parties. 

February 11,2000 
Washington, D.C. 
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INDEPENDENT AUDITORS' REPORT 

Director, U.S. Office of Personnel Management: 
, ,We have audited the accompanying balance sheet of the Life ,insurance Program (LP), , 

administered by the U.S. Office of Personnel Management (OPM) Retirement and Insurance 
Service (ruS), as of September 30, 1999, and the related stalements of net cost, changes in net 
position. budgetary resource.c;, and financing (hereinafter collectively referred to as "financtal 1• 

. statements'') for the year then ended, The objective of our audit was to express an opinion on the 
. fair presentation of these financial statements. In connection with our audit, we also considered 
OPM's internal control over financial reponing related to the LP and tested OPM's. compliance 
with certain provisions of applicable laws and regulations related to the LP that could have a 
direct and material elTect on its financial statements< 

In our opinion, based on our audit and the repons of other auditors, LP's financial statements as ~ 
of and for the year cnded September 30, 1999, are presented fairly, in all material respects, in i;conformity with general1y accepted accounting principles. 

,fRegarding our consideration of internal control over financial reporting, we noted reponabJe 
1conditions in the following areas: 

1. EDP general control environment; I2. Budgetary accounting structure; I 

3. Reconciliation of inter·program transactions. and 
4. Actuarial censu:.; data. ! 

I 
Regarding our test:; of compliance with certain provisions of appJicable laws and regulations, i 
with the exception of the Federal Financial Managers Integrity Act (FFMIA), we noted no 
instances of noncompliance with laws .and regulations that are required to be reported under 
Government Auditing Standards issued by the Comptroller General of the United States, and 
Office of ManageOlent and Budget (OMB) Bulletin No. 98-08, Audit Requirements Jor Federal 
Financial Statements. as amended, 

OUT conclusions and the scope of our work are discussed in more detail below. 
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OPINION ON. FINANCIAL STATEMENTS 

We have audited the accompanying balance .heet of the LP a. of September 30, 1999 and the 
related statements of nel oost, changes in net positlon. budgetary resourcest and financing for the 
year th,en ended, We did not audit the finandal statements of MetropoHtan Life lnsurance 

. Company's Office of Federal Employees Group Life Insurance Program (OFEGLI). which 
statements comprise approximately 20/0 of total assets reflected in the LP balance sheet and 
substantially aU currenl benefits reflected in the LP . ,statement of net cost. Those financial 
statements were audited by other auditors l whose report thereon has been provided to us, and OUf 

opinion, insofar as it relates to the amounts included for OFEGLI. is based solely on the report of 
the other auditors. 

In our opinion, based on our audit and the report of the other auditors. the financial statements 
present fairly. in all material respects. the financial position of the LP as of September 30. 1999. 
and its net cost, changes in net position, budgetary resources, and reconciliation of net cost to 
budgetary obligations for the year then ended. in confonnity with generally aceepted accounting 
principles, 

Our audit \l(a5 conducted for the purpose of fonning an opinion on LP's finandal statements 
taken as a whole. The information included in the section entitled Management Discussion and 
Analysis of the Retirement, Health Benefits. and Life lns.ranee Programs (MD&A) and the 
required supplementary information in the schedule entitled Lifo Insurance Program - Required 
Supplementary Information is not a required pan of the financial statements but is supplementary 
infonnation required by Office of Management and Budget (OMB) Bulletin 97-01. Form and 
Conten' of Agency Financial Statements, as amended. Regarding the MD&A, we have 
considered ",nether this information is materially inconsistent with the financial statements, 
Regarding the required supplementary infonnation. we have applied certain limited procedures. 
which consisted principally of inquiries of management regarding the methods of measurement 
and presentation of the required supplementary information. However. we did not audit the 
information in the MD&A section of the LP or the required supplementary information and 
according;ly. we express no opinion On it. 

INTERNAL CONTROL OVER FINANCIAL REPORTING 

The objectives of internal control over financial reporting are to provide management with 
reasonable. but not absolute. assurance that: 

• 	 transactions are properly recorded, processed, and summarized to permit the preparation 
of financial statements in accordance with generally accepted accounting principles; 

• 	 assets are safeguarded against loss from unauthorized acquisition. use. or dispoSItion; 
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• 	 tmnsactions are executed in accordance with laws governing the use of budget authority 

and other laws and regulations that could h'ave a direct and material effect on the financial 
statements and certain other laws, regulations and govemment~wide policies identified by 
OMB, as applicable to OPM, and 

• 	 transactions and other data that support reported perfonnance measures are properly 
recorded. processed. and summarized to Pennit preparation of performance information 
in accordance with criteria stated by management 

Because of inherent limitations tn internal conlrols~ misstatements, losses, and noncompliance 
may nevertheless occur and not be detected. 'Also, projection of any evaluation of internal 
control over financial reporting to future periods is subject to the risk that the internal control 
procedures may become inadequate because of changes in conditions. or that the effectiveness of 
the design or operations ofllie policies and procedures may deteriorate. 

We noted certain matters, described in items 1 through 4 below, involving the internal control 
over financial reponing and its operation that we consider to be reportable conditions under 
standards issued by the American lnstitute of Certified Public Accountants and OMB Bulletin 
No. 98·08. as amended. Reportable conditions are matters coming to our attention that represent 
significant deficiencies in the design or operation of internat control that. in om judgment, could 
adversely affect [he LP's ability to record) process, summarize. and report financial data 
consistent with the assenions (If management in the financial statements. 

I 
Material weaknesses are reportable conditions in which the design or operation of one or more of 
the internal control components does not reduce 10 a relatively low ievel the risk that 
misstatements, in amounts that would be material in·relation to the financial statements being 
audited j may occur and not be detected within a timely period by employees in the nonnal course 
of pelforrning their assigned functions. However, we do not consider the reportable conditions 
described below to be material weaknesses. 

The status of prior year findings is presented in Exhibit L We also noted other matters 
involving internal control over financial reponing and its operation that we have reported to 
the management ofOPM in a separate letter dated February 11,"2000. 

I. 	 EDP General Contro1 Environment 

(aJ Entity-Wide Security Program 

Cenaln areas in OPM's entity-wide security program could be strengthened. As noted in our 
prior year repon: 

• 	 OPM does nol have an integrated enterprise~wide security program, and has distributed 
security functions and responsibilitieS throughout the organization for data security. general 
support systems.. appJication systems, and network operations. While different parts of the 
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organization perform different functions. they share common hardware, software, and 
network platforms, and from a security perspective may be exposed to similar or interrelated 
vulnerabilities. The current distribution of security functions and responsibililies does not 
adequately ensure coordinated procedures, risk assessmenls, and monitoring and response 
capabilities. In contrast, the opportunity to leverage resources and realize opportunities may 
not be fully realized with the current decentralized security modeL 

• 	OPM has not performed a security risk assessment,.within the la'sl three years. However, 
during that period OPM upgraded the mainframe aod networking pl'tfonns and 
implemented· a new core financial management system. While OPM plans to perfonn 
assessments, they have not been scheduled. 

• 	OPM's draft Information Technology Security Policy addresses the need for a certification 
and accreditation process, but there is not one currently in place. OMB Circular A- 130 
requires .. thar agencies consider risk when determining the need for and se/eeling' 
com.puJer-relaled canITal techniques, This risk assessment approach should include a 
coltSideration. of [he major jaaors in risk management: the value of the syslem or 
applicolion, Ihrears. vulnerabilities. and the effectiveness of current or proposed 
sajegUJ.!rd1;,· Compliance with OMB Circular A-l30 is a critical compliance indicator for 
the Federal Financial Management Integrity Act, and performance of periodic risk 
assessments is a critical component of achieving compliance with OMB Circular A-130. 

• 	OPM does not have a formally established, integrated, and robust monitoring and response 
capability to ensure adequate netwo'rk and systems security. A limited penetration study 
found vulnerabilities that were not properly mitigated, OPM immediately responded to 
these particular VUlnerabilities, but does not have a mechanism to identify new risks or to 
verify that implemented changes were adequate or operaling as intended. 

• 	 There is no official method of tracking employees that are tenninated andlor separated 
from OPM to ensure that systems security and physical aCCesS privileges were 
appropriately revoked. 

An entity~wide security program, including security poliCies and a related implementation 
plan. is the foundation of an entity's security control struCture and a reflection of senior 
management's commitment (0 addressing security risks. Without a well-deSigned program, 
security controls may be inadequate; resporuibiJities may be unclear, misunderstood. or 
improperly implemented; and controls may he inconsistently applied. Such conditions may 
lead to insufficient protection of sensitive or critical resources and disproportionately high 
expenditures for controls over low~risk resources. 

(b) Access Control 

OPM1s EDP access controls require modification. Access controls include physical controls and 
logical controls. Adequately controlling physical access to computer equipment is an example of 
• physical control. OPM's physical access control system for the mainframe did not record all 
security events. Logical controls include, security sofiware programs designed to prevent or 
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deteC1 unauthorized access to sensitive files" We noted certain user account groups Wl!h 
excessive privileges to mainframe resources, which could pOlentmlly undennine proper 
segregation ofduties. 

I ~ 

Access controls should provide reasonable assurance thaI computer resources (data files, 
application programs, and computer-related faciHties and equipment) arc protected against 
unauthorized modification, disclosure, loss. or impairment. The objectives of Hmiting access 
are to ensure !..hat (1) users only have the access necessary 10 perfonn their duties: (2) access 
to very sensitive resources, such as security software programs, is limited to very few 
individuals: and (3) employees 3fC restricted from perfonning incompatible functions or 
functions bey(md their responsibilities. 

(c) Application Change Control/Systems Development 

Certain controls over the modification of application software programs are deficient 
Establishing controls over the modification of application software programs helps to ensure 
only authorized programs and authorized modifications are implemented, Without proper 
controls. there is a risk that security features could be inadvertently or deliberately omitted or 
"turned off' or that processing irregularities or malicious code couid be introduced. 

I 
. As noted in our prior year report. OPM has not developed a systems development methodology 

for applic3tlcm software, and the cwrent "RSOO Retirement ADP Standards and Procedures" is 
missing critical chapters, including' data set design and allocation, SYSlem development 
procedures, iesting and acceptance. and system software installation and maintenance. 

(d) Service CODtinuity 

Losing the capability to process, retrieve, and protecl information maintained electronically can 
significantly impact OPM's ability to accomplish ilS mission. For this reason, OPM should have 
procedures in place to protect information resources and minimize the risk of unplanned 
interruptions, as well as a plan to recover critical operations should interruptions occur. To 
mitigate service interruptions, it is essential that the related controls be understood and supponed 
by management and staff throughout the organization. OPM has several separate ongoing 
service continuity-related initiatives and draft plans that need to be finalized. formalized, and 
properly coordinated so OPM can ensure that critical functions will still be available in the event 
ofa disruption. 

Recommendation., 

We recommend that OPM develop a formal action plan to review and revise its EDP general 

I controls, This plan should address each of the four areas discussed above as wetl as other areas 
that impact the general EDP control environment, The plan should also sel forth appropriate 1 
corrective action steps. assign responsibilities to employees, and establish target completion ! 
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dates for each action. This plan should be reviewed by the Office of the Inspector General, 
adopted by cKecutive management of OPM. and provide for periodic review of progress towards 
achievement of cortective actions. 

2. Budgetary Accounting Structure 

rus continues to find i[ cumbersome to produce accurate and hmely year end financial 
statements for the benefit plans. In fiscal year 1999, RI~ implemented a new core financial 
management system for benefit plan aceounting, but did not implement the budgetary accounting 
structure in its general ledgers, As a result, RlS manually calculated the budget figures in irs 
statements of budgetary resourees and financing, and several recalculations \\'ere necessary to 
produce accurate statements. In .addition. RlS did not perfonn reconciliations between the 
budgetary amounts reported in the financial statements and the corresponding amounts reported 
on the SF·D3 and SF-2108 fonns. Without. sel of self.balancing accounls to surrunarize 
budgetary activity. the risk of reporting inaccurate budgetary figures exists. The lack of a fonnal 
budgetary accounting structur_e resulted in our conclusion that the LP did not substantially 
confonn whh the requirements of FFMIA. in accordance with the guidelines contained in OMB 
Bulletin No 98-08. as amended. 

Reeommendation 

We recommend RlS implement the budgetary accounting structure in the LP general ledger and 
begin recording budgetary accounting activity consislent with their policy statements, This 
aCllon will assist RIS in preparing accurate year end financial statements. 

J. Reconciliation of Inter·Program Transaetions 

Life insurance premiums are withheld from payments made to annuitants by the Retirement 
Program (RP). The RP is responsible for transferring these amounts to the LP. RlS records 
amounts for annuitant withholdings using data from an Annuity Roll Processing System 
(ARPS) repon and records the offselting payment using infonnation from the Monthly Income 
Recap repon, The repons originate from two differem sources and do nol reconcile, RlS has 
recognized this, but because' of resource constraints, they have not taken appropriate aClion to 

reconcile these transactions. 

Recommendation 

As nOled in our fiscal year 1997 and 1998 reports. we conlinue to recommend Ihat RIS (1) 
request ADP services to gain eXtract data from the annuity roll system; (2) compare these 
transactions to the manual vouchers to detennine what is causing the differences; and (3) 
reconcile the eXisting differences between the RP and LP. In addition. RlS should implement 
proced~res to prevent future ouf..of-balance situations, 
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,4. Actuarial Census Data 

:The Postal Data File (PDF) contains census data for United States'Post Office (USPS) retirees, 
land IS used by OPM In the calculation of LP actuarial HabUities at September 30<1'. Audit 
procedures performed on the PDF determined that the PDF had not been updated since 
September 11, 1998, the last submission by USPS before year end. However, a salary 

! increase had occurred on September 12. 1998 and was not reflected in the PDF. While this 
' salary increase was not large enough to materiaHy affect the estimate of the acruarial liability 
; for September 30, 1999. similar timing differences. should they continue 10 OCCur, may affect 
; furure years' estimations. 

Recommendation 

We understand USPS normally submits its year end data approximately tWO to three weeks prior 
to year end. We recommend OPM perform year end procedures to inquire whether systemic 

I changes are made to the PDF database after lbe USPS submission~ and to request an update to 
the PDF data if systemic changes have occurred. OPM should also consider whether other 
agencies may have similar procedures that could affect data in other databases used by OPM to 
calculate year end actuarial liabilities. ' 

............ 


OMB BulletIn NQ. 98-08. as amended, requires us 10 compare material weaknesses disclosed 
during the LP audit with the material weaknesses reponed by OPM in its Federal Managers' 
Financial Integrity Act (FMFlA) repon for the audit period. ~ As a result of this comparison. 
we noted that the substantial nonconfonnance with FFMIA reponed in the Compliance with 
Laws and Regulations section of Our repon was not included in OPM's fiscal year 1999 
FMFIA report. 

COMPLIANCE WITH LA WS AND REGULATIONS 

The results of our tests of compliance with laws and regulations, exclusive of the FFMIA, 
performed as part of ob1aining reasonable assurance about whether the financial statements are 
free of material misstatement, disclosed no instances of noncompliance required to be reported 
herein under Go.....ernment Auditing Standards. and OMB BuUetin 98-08, as amended. 

Under FFMJA, LP's financial management systems are required to be in substantial 
conformance with (I) Federal financial management system requirements. (2) Federal 
accounting standards, and (3) the United StaleS Standard General Ledger (SGL) at lhe 
transaction level. 
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w.. • 

EXECUTIVE SUMMARY 
Consumer BiU of Rights imd Responsibilities 

The Adviso!}' Commission on Consumer Prot.ction and Quality in the Health Cano Industry was 
appointed by Prcsidellt Clinton on Marth 26. 1997. to "advise the President on changes occurring in the 
health care system and =ommend measures as may be necessary to promote and assun: health care 
quality and value. and prot.ct consumers and workers in the health cano system." As pan of its work. the 
President ask.d the Commission to draft • "consumer bill ofrights." 

The Commission includes 34 members and is <o<haired by The Honornbl. Alexis M. Herman. 
Secretary of tabor. and The Honorable Donna E. Shalala. Secretary of H.alth and Human Services. Its 
members includ. individual. 110m a wide variety "fbackgrounds including consum ..... business-labor. 
health care providers. h.alth plans. State and local governments. and health cano quality expens. The 

. Commission has four Subeommittees: ConSumer Rights. Protections. and Responsibiliti.s; Quality 
Measun:ment: Creating a Quality Improvement Environment; and Roles and R.sponsibilities ofPublic 
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and Privata Purchase ... and Quality Ov.... ight Organizations. The Commission and its Subcomminees 
meet monthly. 

Following is .s!llllll1M)' afthe eight areas of consumer righlS and responsibilities adopted by the 
President's Advisory Commission on Consumer Protection and Quality in the Health Cate Industry: 

I. IDformatioD Disclosure 

Consumen bave tbe ript to receive aeGunte. easily uDdenrood information and some require 
:wislaUte ill making informed heallh ca.., decisio ... aboullheir heallh piau .. prof...ionals. ."d 
faeWn... 	 .. 

This information should include: 

• 	Hallh pia..., Covered benefits. cost-sharing, and procedures for resolving complaints; lit::eElSllR'. 
certification. and aa:rcditation status; compamble measures of quality and consumer ••risfBcrion: 
provider netWorit composition: the procedures Iha1 govern ac .... 10 speeialists and emergency 

• 	 services; and care man.agemcnt information. / / 
Healtb prof_ionall: Education and board certification and recertification; year.; of practice; 
experience performing certain procedures: and compamble measures ofquality and consumer 
satisfaction . 

• 	 Heallb care facilities! Experience in performing cenain procedures and services: accreditation 
status: comparable mc.a.surcs ofquality and worker and consumer satisfaction: procedures for 
resolving complaints: and community benefits provided. 

Consumer assistance programs must be carefully structured. to promote consumer confidence and to 
wodc coopmmvely with health pions. provid ..... paym and regulators. Sponsorship Iha1 e_ 
""""""lability to the imeresu of consumm and stable. adeqll8llO fimding ate desirable charal:teristics of 
such progmms. 

lL Cboice of Providers and Plans 

CODsumen bave tbe right to a cboice of health care providers tbat is sufDeicot to edlUR access to 
appropriale high-<juality health ca..,. ' 

To ensure ,uch cheice. health plans should provide the following; 

Pn",;w Network Auqwu:y: All health plan networks should provide access 10 sufficient numbers and 
types of provi<icrs to assure Iha1 all covered services will be accessible withoul UIll'eosonable 
delay-including access to emergency services 24 hours • daY and seven days a week, If. health plan 
has an insufficient number or type of provid .... 10 provide" covered benefit with the approprialll degree 
of speciali:talion. the pbm should ensure that the COIlSUlDl:t' obtains the benefit outside the nerwodc B11lO 

greater COsl than if the benetit were obtained from participating provi<icrs. Plans also should establUh 
and maintain adeqll8llOarrangements to ensure reasonable proximity ofprovid.... to the business or 
P""'onai ~idence oftheir membe ... , 

,,~ 10 Q/IIlJifled Sp..Wim for W .....n '. H...uh Suvicor. Women should be able to choose • 
qualified provider offered by • plan-<uch as gynecologists. certified nurse midwives. and other 
qualified health Cate providers-for the provision of covered care necessary to provide routine and 
preventative: women's health care services. 

" ........ to Sp..iaiisa: Consume ... with complex or serious medical conditions whe "'quire freqUt:llI 
specialty care should have direct access to a qualified specialis, of their choice within a plan's netWOti< 01 

provide .... AuthorizationS. when "'quired. should be for an adeqll8llO number of din:<:t ac.... visits under 
an approved treatment plan. 

TrtllISitionDi Care: Consumers who are undergoing a course of treatment for a chronic or disabling 



.:ondition (or who are in the second or r.h.i.rd trimester of a pregnancy) at the tune they involuntarily 
change health plans or at a time when a provider is terminated by a plan lOr other than cause should be 
able to rontinue seeing their current specialty providers for up to 90 days (or through rompletion of 
po.tjlartum care) to allow for transition ofcare. Providers who continue to tn:a1 sw::h patients must 
a«ept the plan's rates as payment in full. provide all necessaiy information to the plan for quality 
ass=e purposes. and promptly transfer ail medieal records with patient authorization during the 
transition period. 

Public and private group parcbsser! should. wberever feuible.. offer consumen a choice of 
bigh-quality health illlura .... pradoeis. Small.mploy .... should b. provided wilh greater 
assistance in oll'eriag their worke ... and th.ir famili.. a choice ofhealth plaDs and pl'llduets. 

ID. Access to Emergency Services 

Con,umen hav.lh. righl to ace ... em.rgency beallh ca.....rvices wben IUId wh.... th. aeed 
arises. Heallh pia ... should ,,!'lIVid< paym.nt wb.a • <Olllum.r p ......llio an .m.rg.ncy 
depanmcac with Bcafe symptoms of sufficieDt severity......o.dudiDg severt paiD--sucb that a 
"pradnn layptnoD II c:o~ld reasonably expect tbe absence of mediW sHeaRon co raale la plac.iag 
that coBsumerls health ic .mous jeopardy, serious impairmeat to bodily fUQcrio~ or serious 
dysfuD<tion of aay bodily organ .r pan. 

To msu.re this right: 

• 	Health plans should educate their members about the availability, locaUon. and appropriate use of 
emergency and other medical services: cost-sb.aring provisions for emergcncy servic:cs; and the 

• 	 availability of care outside an emergency dcpan:ment. 
Health plans using • defined networil: of providers should cover em<:'lgency dcpanmem scm:ning 
and stllbilil3tion services both in networil: and OUt of nerworil: withom prior authorization for .... 
consistent with the prudent layperson standard. Non·netwOrk providers and f""ilities should not 

• 	 bill pauents for any charge. in exteSS of health plans' routine payment arrangements. 
Emergency depanmcnt personnel ,bould conllltt a paticn(s primary can: provider or health plan. 
.. appmpriate, as quickly as possible to discuss follow.up and post-stllbihzatton can: and promote 
continuity ofCIItC. 

IV. Participation in Treatment Decisions 

Cousumen have the riglle and responsibility to fully participate in aU decisions related to their 
healtb care. CODlumcn who are unable to fully pa.rricipaee in tresemall decisions bave the right to 
be reprtseDted by paRDts. guardiaas" family members. or other CODltnraeon. 

In order to ens.... consumers' right and ability to participate in treatment decisions. pbysicians and other 
health care professionals should: 

• 	Provide patients with sufficient information and opportunity to decide among treatment options 
consistent with the informed consent proccss. Specifically, 

o 	Diseuss all treatment opuons with. patient in • culrurally competent manner, including the 
option ofno treatment al aiL 

o 	Ens.... that persons with disabilities have effective communications with members of the 
health system in making such deCisions. . 

o 	Discuss all cum:nt treatments a consumer may be undergoing. including those altomalive 
treatments t.Iuu are self-administered. 

o 	Discuss all risks. benefits. and consequences to treatment or nontreatment. 
o Give patienlS the opponunity 10 refuse tre8tmenl and to express p",forences about funm: 

treBUncnc dcc:islOns.' 

• Discuss the use of adva.nee dircctives--both living wills and durable powers of attorney for health 
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• 	 care-with patients and their designated family members. 
Abide by the decisions made by their patientS and/or their designated rc:pn:sentatives consisu:nt 
with the informed consent process. 

To facilitate greater communication between patients and proVidm, health catC providers, facilities. and 
plans should: 

• Disclose to conswners fac"'",-.uch as methocb ofcompensation. ownership of Or interest in 
health care facilities, or mane", of conscience-<hat they know or should have known could 

• 	 infiuence advice or treatment decisions.' . 
Ensure thai provider contracts do not contain any so-called "gag clauses" or other conaactual 
meehauiSlllll thai. restrict health catC providers' ability to communiC81C wi'" and advise plllieuls 

• 	about medically !lC'CCSSa1'y rreatment options, . 
Be prohibited from penalizing or seeiting retribution against health care professionals or other 
health workm for advocating on behalf oftheir patients. 

V.. Respect and Nondiscrimination 

CODsumers bav. tb. rigilt to coosid • .,.... resp..cful care f"'''' aU "'.mb.... of tbe bealtb """ 
system al aU times and UDder all circumstances. All environment of mumaf respect is essential to 
maintain a q~lIlity health can system. 

CODJumen must DOl be diRrimioated against in 'be delivery of beaJlb care services cOlllistelll 
wi.b .b. beoolits eov.ned ill.boir policy or as requined by law baaed 011 ..e.. e.bllieity, national 
origin. religion, sel, age, mental or physical disability, sClUal orientation. genetic iaformatioD., or 
louree of payment. . 

CODlU"'.... who are .ligible for coverap under Ibe lerms and eolldilioDl ofa beal.b plan or 
program or aa requined by law lOust no. b. discri",;"a.ed apiDa. iD marketing and ODfIIUmen. 
practices based on race, erhaicity, nationa' origin. religion. sex, age. mental or pb),!ica' cUsability, 
suuai ~riCDta~on. genetic informarion~ or IOUrce of paymeDt. 

VI. Confidentiality nfHealth InformatioD 

Consumers have the righl to communicate with health eare providers in eonfidence and '" have the 
confidentiality oftheir individually identifiable health care Information protected. Consumers also have 
the right to review and eopy their own medical recorcb and request amendments to their record$, 

In order to ensure this right: 

• 	With very few exceptions, individoally identifiable health care information can be used without 
wrincn consent for health purposes only. including the provision ofhwth care. payment for 

• 	 services. pect review, health promotion, disease IIUIDlII!cment, and quality itsSUrlIIlCC. 
In addition. dl.sclosure ofindividually identifiable health catC information wi"'out written eo"""", 
should be permitted in very limited tin:ums""""", where there is • clear legal basis for doing so. 
Such reasons include: medical or health eare .... carch for which a institutional review board bas 
determined anonymous record$ will nO! suffice, investigation ofhcalth care fraud, and public 
health reporting. 

• 	To the maximwn feasible extent in all situalions. nonidentifiable heal'" catC information should 
be used unless the individnal has consented [0 the disclosure of individoally identifiable 
information. When disclosure is required, no greater amount ofinformation should be disclosed 
than i. necessary to achieve the specific purpose of the disclosure. , 

IL Complaints and Appeals 

All con'U"'e" bay. the rigb••o a fair aDd efficient p"'.... for ......IvIDg diff.rences witb tbeir 
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h...ltb plana.. b ..ltb care provide". and tb. institntiollll tbat .eM'e tb..... iIIeIading a rigoroUI 
system of iatema' review aDd an independent system of external review. 

Internal appeal. SYSlemS should include: 

• Timely written notification of ~ decision to deny~ reduce. or termimu.e services or deny payment 
tor services. Such notification should include an explanation of the reasons for the decisions and 

• 	 the proced""" available for appealing them. 
Resolution of all appeals in a timely manner with expedited considom.tion fur decisions involving 
emergency or urgent care consistent with time frames consistent with those required by Medicare 
(i.e.• 72 hours). 	 " . 

• 	A claim review process conducted by health care professionals who are appropriately credentialed 
with respeclto the ttcaanent involved. Reviews should be conducted by individuals who were Qol 

• 	 involved in the initial decision. 
Written notification of the filial determination by the plan of an inremal appeal that includes 
information on the reason for the determination and how. consumer can appeal that decision to an 
extema! entity. ' 

• 	Reasonable processes for resolving consumer compiaints aboul such issues as waiting times.. 
operating hours. the demeanor of health care personnel. and the adequacy of facilities. 

External.ppeals systems should: 

• Be available only after consumers have exhausted aU internal processes (~xcept in cases of 
• 	 urgently needed care). 

Apply to any decision by • health plan to deny, reduce. or terminate coverage or deny payment for 
services based on a determination that the treatment IS eIther cKperimemal or investi~ationaJ. in 
nawre: apply whet! such a decision is based on a detemtioation that sucl! services are not 
medieally necessary and the amoWlt exceeds a significant throshold or the padent's life or health is 

• jeopardized ill. 
Be cond""ted by health care professionals who are appropriately credentialed with respect to the 
treatment involved and subject to eonfiiCl-of.intemlt prohibitions. Reviews should be condUCled 
by individuals who were not involved in the initial decision. . 

• 	Follow a standard of review that promotes evidence·based decisionmaking and relies on objective 
evidence. 

• 	Resolve all appeals in a timely manner with expedited consideradon for decisions involving 
emergency or urgent care consistent with time frames consistent with those required by Medicare 
(i.e•• 12 hours). 

(i) The rigbt to external appeals does not apply 10 denials. reductions. or terminations ofcoverage or 
denials of payment for semce. that are specifieally excluded from the consumer's coverage as . 
established by contract. 

VIII. Consumer Responsibilities 

In a healtb Can: system tbat proteeu tonlumen' rigbtl, it is reuoDable to expect aad encoRl"Blc 
conlumen to 8.$Sllme reasonable responsibilities. Greater' individual iavotvemcnt by CODlllmen in 
Iheir eaR ioCl'tllles the likelihood of achieving the best oute.mes and belps support a quality 
improvement. cost-coDscioUI environment. Such respoDsibilities inelude: 

• 	Takt responsibility for maximizing healthy habits. such as exercising, not smoking, and eating a 
healthy die!. 

• 	Become involved in specifIC health care decisions. 
• 	Work cOllaboratively with health care providers in developing and carsying Qut agreed·upon 
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• 	 _tment plans.
• Disclose relevant information and clearly commWlicate WantS IUld needs. 
• Use the health plan's iruemal complaint IUld appeal processes to addre:ss ""neems that may arise. 
• 	 A void knowingly spn!llding dis..... 

Recognize the reality of risks IUld limitS of the science ofmedical care IUld the hwnan fallibility of 
the health care professional, 

• Be aware of a health Care provider's obligadon to be reasonably efficiem and equitable in 
• providing care to other patientS and the commWlity, 

Become knowledgeable about his or her health plan coverage and health plao options (wbotl 
avallahle) including all covered benefitS. limitations, and exclusions. rules regarding use of 
nClWOrk providers. coverage IUld referral rules. appropriate pro...... to secure additional 

• 	 informerion. and tho process to appeal coverage decisions. 
• 	Show respect for other patientS and health work= 
• 	Make. good-faith effort to meet financial obligations. 

Abide by adminimativolUld operational procedures ofhealth plans. health care providcrs..1Uld 
• Govenunent health benefit programs, 


Report wrongdoing and fraud to appropriate reso""'os or legal authorities. 


~lllID to Table OCCQWMts 

PREAMBLE 
Consumer Bill of Rights and Responsibilities 
American consume,. IUld their families are experiencing an historic transition ofthe U.S, system of 
health care financing and del,ivery, In establishing the Advisory Commission on Consumer Protee<ion 
and Quality in the Health Care lndusuy, President Clinton asJo:d that il advise him "on changes 
oc:cwring in the health care system and recommead .uch measures as may be n.....ary 10 promote and 
assure health care quality and value. and protect consumers and workers in the health care .ystem." As 
part of that effort. the President has asked the Commission to draft • Consumer Bill of Rights and 
Responsibilities. 

Thi. Commission inclades 34 members from • wide variety of backgrounds including consumers, 
busines•• labor. health care providers. health plans ll.l. State and loea! governments. and health care 
quality expertS. We hope our diversity of interestS and backgrounds will mai<J: our recommendations 
more valuable to those who consider them. 

This i. an appropriate time to reexamine IUld reconsider the methods by wbleh our Nation IUld the bealth 
care industry establish and protecl the rightS and identify the responsibilities of those people who use the 
health care system. The Commission believes it i. essential to preserve those elements of the emerging 
System that have. positive impact on the quality ofcare as well as the Cost and availahility ofhealth 
ill5U1'3llce coverage,' 

Development of a Consumer Bill of Rights and Respousibilities is an imponant step forward for all 
those involved in the health care .ystem, Consume ... health care professIOnals. adminisumo,. ofhealth 
care facilitie.. and those wbo operate health plans will benefit from a clear set of Wlifying standards. The 
Consumer Bill of RightS and Responsibilities can help to establish a stronger relationship ofttUSI among 
consumers. health care profeSSionals, health.care institutions. and health plans by helping to sort Out the 
shared responsibilities of each of these participantS in a .ystem that promoteS quality improvemcnL 

The work of this Commission builds on the effortS ofmaay others. The Commission reviewed dozens of 
proposals prepared and released by • variety of organizations Ul that have addeessed the rights. 
responsibilities. and proteclion of consumers, We have heard public testimony from dozens of 



individua.l.s and organivnions. We are grateiUl for their 'contributions. 

The Consumer Bill of Rights and ResponsIbilities charis a course for the contin.,..; enhancemenl of 
health sy"ems and processes thaI serve 10 consumers and eosuze qualily. While the filli'IS.­
responsibilities included in Ibis repon . 
Il=itb care S)!Stem, the Commission grow over time 
as the capabilities of the health care indusuy become mon: sophisti""",d. of the indusuy 
will requUe additional lime to make these adjustments, but the Commission that the bulk. of its 
recommendations be pot in place wilbin the next 3 ye.... 

The Consumer Bill of Rights and Responsibilities was. first drafted by the Subcommittee en COll3llIllOr 
Rights. ProlOCtions. aruI Responsibilities. The Subcommittee met in opeD session on seven sop"""" 
a<:ClISions. and the Commission met six times during that same time period. The Subcommittee 
considered background papers on each topic, heard public testimony on ma" topics. and considesed twO 
or three drafts ofeach chapter. At eaeh point in that proceos, the Subcommiuar briefed the full 
Commission on ilS work and received feedbae.lc on thOse iSSU<:$. The Commission also has considered 
dr.!ft chap_ and revised drafts reflecting the input of its members. Throughout this process. the 
Subcommittee and the Commission have operated on a consensus basis that has allowed any member to 
place an issue before the respective bod~ for considemion. The list of issues was reli""; to reflect the 
discussions of the Subcomminee and the Commission. The final product re/lects the areas of overall 
Jgreement expressed by Commission members. 

(2) The term "health plans" is used throughout Ibis repon and rerm broadly to indemnily insurers. 
managed care organi""tians (Including health mainlCnaoce organizations and preferred provider 
argani<ations), self·funded employer·sponson:d plans. Taft·Hattley trusts, church plllll$. associaIioo 
plaits. State and local government employee programs. and public insu:a.uce progr.mt.S (I.e., Medicare 
and Medicaid). 

(3) The Commission examined proposals by organizations including: the American Association of 
Health Plans. the American Association of Retired Persons, the Americatl Hospital Association. the 
American Medical Association. the Campaign for Health Secu.rily, Citizen Action. Families USA. the 
Health Insurance Association of America. the Health Policy Tratlting Service, K.e.i.ser p."...nente. the 
Midwest Bioethics CenlCr. the National Association of lnsumnce Commissioners. the National 
CORUDin.. on Quality Assurance. the National Health Council. the Public Policy and Education Fund of 
~ew York. the Service Emptoye.. [ntern.tional Union. the Utilization Review Accn:ditation 
Comminee. and many othm. 

s. a_, Q .,,." . ., ..= • 

Objectives ofa Consumer Bill of Rigbts and Responsibilities 

The Consumer Bill of Rights and Responsibilities is intended to accomplish three mJljor goals. 

First. to sucngthcn conswner confidence by assuring the health care system is fair and responsive to 
consume"" needs, provides consumers with cn:dible aruleffective mechanisms to address their concerns. 
and encourages consumers to take an active role in improving and assuring their health. 

Second. 10 n:affirm the imponance of a 'trong relationship between patients and their health c"", 
professionals. 

Third. to n:affirm the critical role consume", play in safeguarding their own health by establishing both 
rights and responsibilities ior all panicipants in improving health ,latUS. 

Guiding Principles for the Consumer Bill of Rigbts and Responsibilities 
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.ConsuD}eT Sill or Rights w R.aponsibilitics 

The work of the Commission was guided by the following principles: 

All consumers (JJ'e created equai. The work of this Commission in establishing a Bm of Rights and 
Responsibilities must apply ,0 all consum"",. This includes all beneficiaries of such public progmms as 
Medi=. Medicaid. the Department of Veterans Affairs. and the Department ofDefense. as weU as 
Federal. State. and loeal government employees. It also includes all those who have private insurance. 
including those who puzehase their own insuraru:e. those who work for companies lha1 have self·funded 
health plans. and those who work for companies lha1 puzehasc insumru:e for their employe .. and 
dependents. And. finally. to the extent possible. these rights should be accorded to those who have no 
health Insurance but use the health care system. .. 
Quality com..first. The rim question we asked oUl$elves in each cirr:umstanee was: Will this improve 
the quality of= and of the system that delive .. lha1 care? Sometimes this led us to rejec, policy 
options lha1 we believe could hinder the progress our Nation has made toward a health care system that 
is focused on improving quality through accountable organiz.ed systems. 

Preserve w/raJ worJcs. There are elements of managed care and of indemnity covemge that must be 
changed to protect the rights ofcons=. But there also are elementS of each system lha1 have 
improved quality and expanded ..cess. We have tried to "'"'" sure lha1 we preserve what works wNle 
we address ....... lha1 can and should be improVed. 

Costs mailer. Although a comprehensive cost·analysis was not performed for this Bm of Rights'and 
Responsibilities, the Commission has sought to balance the need for stronger consumer rights witlt the 
need to keep coverage affordable. but We recognize thaL in some cin:t.unstan<:l:S. these rights may c","", 
additionalcoSlS for emploY""': health insurer.; and plans: Federal. StalC. and local governments: and 
consumers. We also recognize that uhimaEcly consumers bear these costs in the form of lower wqes. 
hlgber prices. higher taXes, or reduced benefits In other amIS. The Commission believes some 
components of the Bill of Rights may also enhance the efficiency and effectiveness ofthe health care 
1IIIIrkeq>1""". While these efficiencies cannot be "'ell calcularcd. these may help to offset same coSt . 
increases. The Commission has a"empted to weigh these factors carefully and suppon recOllllllCl>daDons 
that may p~mpl additional =.ding in cases where such spendtng may represent BIt investment in 
higher qualtty health care and better health outcomes. . 

Goals for COl1llumer Protection in a Quality-Focused Health Care System 

A Consumer Bill of Rights Bltd RespOnsibilities is. by its nature•• snapshot of what is needed at a 
particular time. The rights enumerated in this report an: intC'llCied to move thc health care SYSEem In a 
dim:tion that is consistent with a system of health care delivery that is focused on obtaining the higbcst 
quality and best outcome for consumer:! and their families. In lha1lighL the Commission has idenlified a 
series of goals for the continued reform of the American healtlt care system that ..ill maximize coosumer 
rights in a system lha1 focuses on quality. 

Health cOYerage is the best coltSumer protection, A health c.;:ue system that leaves morc than 41 million 
Americans without health coverage cannot adequately protect the rights ofconsumers and their families. 
The fact lha1 so many Americans live day in and day out without the security that healtlt coverage 
pmvides i. intolerable. Recent tmlds reponed by the U.S. Census Bweau lha1 the number of wtinsured 
Americans rose by one million between 1996 and 1997 are cause for great concern. Moreover. the 
continued existence ofa large group of Americans without healtlt insurance incmlSes the costs paid by 
those who have insurance ..,uncovered expenses are shifted to other purchasm. Efforts by Federal and 
State governments to expand the number of children who are insured are ern:ournging and should he 
strengthened. Similar efforts should be extended to other segments of the population so that all 
Americans arc covered. 

Consumers faced with CQlastrophic ill",,.. require assistance. EaCh year. an estimated 1.500 to 2.500 
Americans lose their private health insurance coverage because their medical expenses exceed a lifetime 
limit included in their healtlt insurance policy. Many of these consumers must exhaust their family 
saVlOgs before becoming eligible for Medicaid or other fonns of public ass;,,,,,,,,e. This CreaICS a 
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tremendous haniship on these individuals and their families. Employers. hco.ith plans. and others should 
seriously consiDer taking steps to ease lhis burden by (I) eliminaUng or inen:asi:ng lifetime limits. (2) 
expanding the use of high-risk pools to provide immediate coverage at th. tim. consumers rea.ch. 
lifetime lintit. or (3) offering supplemental coverage for work.... who wish 10 increase their limits. 

Coverage mWi be made affordable for aJ! consumers. employers. and OTher purchasers. The recent 
modemtion in hco.ith can: <:ostS is promising and has been. contributing f= in the slowing of 
insurance coverage losses. Employe .... hco.ith plans. and Federal and Stale governments should be 
applauded for their effurts to make coverage more affurdabie for more Americans. Recent projeetions 
for 1998 are less favorable. History makes clear that we cannot assume that costs will remain under 
control without continued cost containment. . 

Vulnerable groups require special olfention, Many consumers are~ for reasons beYond their conlf'OL 
more vulnerable than others to losing their coverage or experiencing significant gaps in their coverage. 
Individuals with meow Or physical disabilities. low-income individuals. children. non-English-speaking 
COIlSUlller.S. and others mpurc considerable attention by dei:isiooroakers at all levels of the system. 
Enacanent of the Americans with Disabilities Act of 1990. th. Hcalth Insurance Portability and 
Acoountahility Act of 1996. and the Mental Hcalth Parity Act of 1996 were imponant stepS to protect 
these consumers. Further stepS can and should be taken. 

Smaii purchasers need assistance. The owners of small businesses. the se1f..employed. and those who 
purchas. insurance in the individual market continue 10 have greal difficulty finding and maintaining 
affordable hcalth care coverage. For. variety of reasons. insurance premiums are higher for srnaJl firms 
relative to the benefits they an! able w purchas•• and some small firms are unable to purchase illSWllllCC 
at ail. In its tinal report. the Commission intends to off.r sevensi recommendations to h.lp amelionue 
some of these effects. including voluntary approaches for expanding insuranc. pools and for adjusting 
payment sys"""" to refle<:t the greater risk inherent in small group and individual mark.ts. 

Consumer partiCipation in clinical research. The national invesunenl in cliDical research has led to 
breakthrough .dVlUlCeS in diagnosis. prevention. and """""ent of illness and disability that have 
ICDgthened and improved the quality of lif. for millions of consum .... while also achieving signifiwl! 
cost savings to the health can: industry, Consumer participation in clirtical =h through their 
inclusion in clinical trials is vitafly important not only to continued advancement and iMovation in 
medical can: but to the often Iife-thro ...ning narure of the conditions affecting such consumers. The 
Commission encourages the ongoing .fforts by re....-cllcr.s. hcalth plans. employers. public purchasers. 
and others to resolve impediments to consumer participation in clinical uials and urges participants to 
reach agreement on an appropriate sharing ofcosts and responsibilities related to such trials. 

The Commission does not. in this repOrt. speak to the issues of impiemcnWlon or enforcement of the 
Consumer Bill of Rights and Responsibilities. The rights entl.tllCt3led in this repon can be achieved in 
several ways including voluntary actions by h.aith plans. purchasers. facilities. and provide ... ; the effects 
of market forces: aecmlitalion proc.sses, as well .. State or Federall.gislation or regulation. In its final 
repon to the President. the Cotnntission intends to speak to the optinW methods for implementing and 
.oforcing these rights through on. or more of these approaches. 

finally. the Commission b.lieves thaI the American people should have access to health care that is of 
high quality. evidenced-based. safe. free of errors. and is availabl. to ail Americans regardless ofability 
to pay. Progress. over time. will require chang.s that musl be made prudently. realisticaily. and with d"" 
regard to the needs of ail stakeholde ... in th. system. This Consumer Bill of Rights and Responsibilities 
specifies improvements that we believe are achievable now and in the next seveml years, II acquin:s 
even more meaning in the context of a broader overarcrung commhment to ensure that full access to 
high-quality hcalth care will eventually b. availabl. to ail Americans. 

Return to Table of CQn~Dt' 
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Chapter One: Information Disclosure 
Statement of the Right 

CODtUmen have tbe right to reuive accurate. easily undemood imOl"llllrion and lome require 
.....tance in makiDg informed health care decisions abou ••beir health plans. prof ...ion ..... aDd 
facilities. 

This information should include: 

• 	H••lth pin.: Covered benefits. cOSl-sharing. and prooedW'CS for """'lYing comp1alnls; 11=. 
certification, and aa:rediwion starus; comparable measures of quality and consumer satisfal::lion; 
provider netWOrk composition: the procedures Iha1 govern access to specialists and emergency 
services; and care lI'lllDagCI11en. information. 

• 	Health prof_i.nab: Education and board certification and ree=nification: y08lll ofpractice: 
expcnence performing c.nain proced=: and comparable measures of quality and consumer 
satisfaction. 

• 	Health care faeilities: Experience in performing cenain procedures and s.rvices: ........uwion 
SllmlS: comp....bl. mca.surcs of quality and worker and conswner saUsfaction: proc.dures fur 
resolving complaints: and community benefits provided. 

Consumer assisrance programs must be carefully stnlCtW:"Cd to promote consumer confidence and to 
woric cooperatively wilh heallh plans. providers. pay.rs and regulators. Sponsorsrup Iha1 ensures 
accowlIability to Ihe in..,.,ts of consumers and stable. adequate funding an: desirable chara<:tcristics of 
sucb programs. 

Rationale 

Value-bascd purchasing allows consumers to obtain greater value for Iheir health can: dollar by sedting 
higher quality can: at the best pric •. To do this. consumers need acco.t.rate. reuabl. information Iha1 will 
allow them to assess differences in the quality and cost ofhealth benefits plans. the health can: providers 
who ueat them. and the W:ilities and institutions Iha1 house them. Activ. and informed decisiOllJllaking 
by conswncrs will improve the performance of the health can: system. as providers seek to enballce!heir 
quality and n:ducc their cost$ in order to be more attractive to value-seeicing consumers. 

A more basic .....on for providing consum.rs wilh information is an ethical one. Health plans. facilities. 
and professionals have an ethical obligation to inform COIlSUlllerS about how their actions can affect the 
consumers lif.1It:Id health. Medical ethicists ground this obligation in the principle of respect for 
individual autonomy and individuals' right to make choices about how they receive medical can: 
(Beauchamp and Chlldrcss. 1994). . 

This chapter provides a description of the type. of information on heallh pi..... health professionals. and 
heallh care facilitieslha1 should b. made available to consumers either routinely or upon request. Th. 
Commission recosnizcs thal much work remains to be done ifall this information i. to be n:adily 
availabl. and understandable to consumers. specifically: 

• 	 Delalled ezplanulion is neededfor cerrain types ofin/ormmion, Some types of information an:: 
saaightforward and require no further definition (e.g., the names. board ccnification status. and 
geographic location of primary can: providers in a plan's nerworic). Other types of information 
would benefit from the development of more detailed ""pi""""o .. sU<:b as Ihe can: llllUIagCIDent 
information on clinical protocols. practice guidelines. and preauthorization and utililation review 
slalldards and procedures. 

• 	Standordized measures are neededfor comparative purposes. For the infurmation illll:lldcd to 
suppon consumer decisions regarding the choice of. health benefits plan. or choice of all 
individual provider or facility. standardized definitions will be needed to allow for "appl.. to 
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apples" comparisons. 
• 	Ongoing development and promulgation ofstandardized measurement selS and inrlMlmenll are 

needed lor assessing sQlis.,faclicJN and quality. The Commission believes that some of the most 
important typ.. of infmmation a ""nsurner has a right to receive fall intO the catesori.. of 
consumer satisfaction mtings and clinical quality performance mc:asurcs for health plans. health 
care professionals_ and facUities. For aU consumers to exerelse this right. processes must be put in 
place 10 c"",te standardized performance measures. In its final report. the Commission intends to 
add.to3s how such. process might be established so as to build on existing effons. encourage 
ongoing innovation in quality measurement. and provide the: best possible information to 
consumers at any given time to encourage quality improvement through market-based decisions . 

• 	 Useful and appropriate repertingfarma" and pro ••ss.. are needed for cotUUmers. Although the 
Commissinn believes that consumers should have access to pertinent infonnatioll. it recogni:z.es 
that CautiOn must be taken to provide information to conswners in useful formats (e.g., summary 
and detailed repons. printed copy, and Internet). at appropriate times (i.e •• decision points), with 
wistallCe for vulnerahle groups! i .... those who arc hearing impair10d or non-English speakiog).
These issues aJ.to will be addressed in the Commission's final ropan. 

Consumers should be able to obtain other information upon request as outlined below. PI""", providers. 
and facilitie. should inform consumer.; that such information is available and describe how it ca.a be 
obtained. 

Health Plan(ll IDformalion 

Many consurn... face a choice of health plans such as an indemnity plan. an HMO. a point-of-sesvicc; 
plan. or a prefemd provider o!,\!anization. Consumers' choice of a health plan has • signiflca.at impact on 
consumers' ability to make other choices about facilities. h.alth professionals. and treatment opUons. 
Even in ..... wItcre consurn.", do not havo a choice of plans. they require information on the plan in 
which they "'" enrolled to use the available services effectively. 

To the extent that a right to information cn:ates disclosure requirements for health plans. th""" 
requlrements should apply equally to all types of plans (including indemnity, HMO. PPO. and POS) 
mgardl= of sponsor ( •.g.. such gOVernment programs as CHAMPUS, VA. fEHBP, Medicare, ODd 
Medicaid and private plans including fully funded. partially self·fUnded. or fiI1ly self·funded plans). If 
the specific information required for disclosure does not exiSt. or is unavailable. the consumer should b. 
informed. . 

Th. primalyresponsibility of providing consumers with health plan informanon falls upon the plans 
themselves. In the case of self-ins=<! plans. this responsibility will rest with the plan sponsor unless it 
is del.gated or comraeted to a third-party administrator. 

Within the category of health plan information. one can discern four principal subcategories of 
information: (I) ben.fits. COSt-sharing, and dispute resolution: (2) health plan characteristics ODd 
performance information; (3) nerwori< characteristics; and (4) can: ltlaDlI!lement information. 

(I) Th. term "health plan" is used throughout this repon and refers broadly to indemnity imums. 
managed care organizations (including health maintenllJlCC organizations and preferted provider 
organizations), self-funded employer-sponsored plans. Taft-Hanley trusts. church plans. association 
plans. State and local government employe. programs. and public insurance progrerns (i. •.• Modican: 
and Medicaid). 

_cu. • 

A. Ben.fils, COII...sharing. and Disp ... Resoll/lielL Consum ... should receive the following 
information about a health ben.fits plan: 

http:signiflca.at
http:recogni:z.es


• 	 A general SUIIIIlWY of all coven:d benefits. including: 

o General limits on coverage, including any annual or lifetime limits~ as well as limits 
forspe<:ilic conditions. 

o 	Whether preventative services are covered. 
o 	Whether a drug fannul"'1' js used and. ifso. how decisions are made penaining to inclusion 

ofdrugs, particularly new drugs (including a process '0 consIder exceptions). 
o 	How drugs, devices. and procedw-es are deemed experimental. 

• Enrollee cost-sharing, including employee or benofici"'1' premium contributions. deductibles. 
copaymenlS" and coinsurance. 1· 

• 	Type and exten' ofdispUII: resolution procedures available in the o ..nt ofa dispuII:. 

B. Healtb PI." Cbaraet.rutia aad Performance informalieD. Consume", joining or considering 
whether or not 10 jam a health plan should receIve infonnation about: 

• Stale licensure sWUS. Fede<al c.nification. and priVllll: accreditation SWUS (including publicly 
• availabl. reports). 
• 	 COI1.SUlIle!' satisfaction measures. 
• Clinical quality perfonnance measures. 	 . 

Service performance measures (e,g .• waiting time to obtain an appoinuncnl with primary care 
• 	 provide.. and specialists I. 


Disenrollmem rates (adjusted for involuntary disenrollment and other relevant fileto",). 


Additional information thaI should be mad. available upon request includes: 

: 	 Number of years in exiSll:ncc. . 

COrpDfllII: fonn of the plan (i.... public or priVllll:; noopeolit Or fur-profit ownmhip and 


• 	 llIOllBgoment).
• 	Whether the plan meets requirem.nts (Sail: and Fedend) for fiscal solvency. 


Whether the plan meets standards (Stale. Federal. and privall: accrediUltion) thaI assure 

OODfidemiaiity of medical records and orderly !1lIDSfer to caregtv.... 


C. Networlt Characteristics. It is impolWlt 10 provide consum.", with infonnation about the 
characll:ristics of the netWOrk and the procedw-es thaI govern its use. Consumers should ret.iv.: 

• 	 Aggregall: infonnalien on the numbers. types. board c.rtification stan!S. and g.ographic 

distribution of pnmary care provid.rs and specialists. 


• 	Detai~ list of IIlIlIICS, board c.nitication swus. and geogrnphic location of all contracting 
primary can: providers; whether they are acceptiDg new patients; lungu.age(s) spoken and 
availability of interpreter s.",ices; and whether facilities are accessibl. to people with disabilities. 

• 	Provider compensation methods. including base payment (e.g., capiation. sal"'1'. fee schedule) 
and additional financial incentives (e.g .. bonus. withholds••tA:.). 

• 	Rules regarding COV.nI!!C of out-of-network s.rvices. and applicabl. rates of COst-sharing. 
• 	 IDionnation about circumstances under which primary care referral is required to access specialty 

care. 
• 	 IDionnation about what options .xist for 24-bour coverage and whether .nrollees ha.. ..:ee:ss 10 

'\U8Cllt care conte"" 

Additional Wannation thaI should be made available upon request includes: 

• 	 Detailed IiSlOCnames. board cenification stanIS. and geographic location ofall conttacting 
~.i.alists.and specialty care c.nt.rs: wh.th.r th.y are accepting new pati.nts: language(s) spoken 

aiiiI availability of int.rpret.r ..",ices: and wheth.r facilities are accessible to poople with 
disabiliti... 

• Detailed list of nam.s. accrediUltion sta1US. and geographic location of hospitals. home health 
agencies. rehabilitation and long~lcnn care facilities; whether they are accepting new patientS: 
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liIIIgtJagC\s) spoken and availability of interp= .ot"Viees: and whether they .... areeosible to 
people with disabilities. 

D. Ca.. M.....gemenl Information. Information in this clIlCflory thal should be available upon requ<s, 
includes: 

: 	 Preautho~on and utilizatio~ revie,w p.f'Ocedures f~~lowed. , . 
Use of cillllcal protocols. pracoce gUldehnes. and uuhzalion "mew sWldanis pertment 10 a 

• 	paticnt1s clinical cm:umsumccs. 
Whether the plan has special disease management programs or programs for persons with 
disabilities. (This information should indi= whether these programs are volUllW")' or mandatory 

• 	or if a signifiCIIIII benefit differential results. \ 
Whether a specific prescription drug i. included in a formulary and procedwt:s for considering 
requests for patient-specific waivers. 

• 	 Qualifications ofrevj""""" at the primary and appeals levels. 

Health Professional Information 

All consumers should receive information on: 

~ Whether the health professional's ownership or affiliation arrangement with a provider group or 
instirution would make it more likely that a consumer would be referred to parneul.. specialists or 
facility or receive a parucular service. 

• 	How the provider i. compensated. including base payment method (e.g., capitation. salary, fee 
schedule) and typeS ofadditional financial incentives (e.g., bonus. withholds). 

Consumers should receive upon requeSt the following infornuuion on health professionals; 

: 	 Education. board certification. and recerrifu:ation status.. 

Names ofhospitals where physicians have admitting privilege •. 


• 	Years ofpractice as • physician and as a specialist if so identified. . 
• 	 Experience with performing certain medical or surgical procedures (e.g., volume ofcazel.savlces 

delivered), adjusted for case mix and severity. 
• 	Consumer satisfaction measures. 
: 	 Clinical quality pMformance measure,. 


Service performance measures. 

• 	 Actredillltion staNS (if applicable). 
• 	 Corporate form ofthe practice (Le.. public or private. nonprofit or for'profiL ownership aod 

management. sole proprietorship or group practice). 
• 	The availability oitranslation or interpretation services for non-English speakers:!lld people with 

communication disabilities. ' . 
• 	Ally caceeUation. suspension. or exclusion fiom panicipalion in Federal programs or sanctions 

fiom Federal agencies; any suspension Or revocation ofmedical licensure. Federal conuolJed 
subSW!ce license. or hospital privileges. 

Health Care Facility InformatioD 

Consumers should receive the follOwing information from • health tare facility: 

• 	 Corporate form of the facility (i.e .. public or private; nonprofit or for-profiL ownership and 

management. affiliation with other corporo"e entities). 


• 	Aceredillltion staNS. 
• 	Whether specialty programs meet guidelines established by specialty societies or other apptopliate 

bodies (e.g., whether a cancer treatment tenter has been approved by the American College of 
Surgeons. the Association of Commwtity Cancer Centers. or the National Cancer InstillllC). 

• 	The volume of cerutin procedwes performed at each facility. 
• 	Consumer satisfaction measures. 



: 	 Clinical quality performance measun:s. 
• 	Service performance meas~.· . 
• ' Procedures for registering a complalal and .cbieving ",,"Iution of that complaloL . 

The availability of translation or in"""""tation services for non·Englisb spea.Icm and people WIth 
• communication disabilities. 	 . 

Numbers and credenuals of providers ofdirect patient care (e.g., regist-...d nurses. other licensed 
providers, and other ean:g1versi.' . 

• Whether the facility's affiliation with a provider netWOric: would makI: it more likely that a 
consumer would be referred to health professionals or other orgBnizarions in that networt. 

• Whether the facility has been excluded from any Federal health prognuns (i.e .. Medi= or 
Medicaid). 	 : , 

CODsumer Assistance Programs 

Initial results indiCllle that consumer assistance prognuns sappan oonsumer needs for infomwion on 
health plans.. providers. and f""iliti ... A loose pau:bwork of consumer assistance services cum::mly 
exists in the public and private sectors. In the public seclOr, 14 State- or locally based Medicaid. 
prognuns now have established ombudsmen programs to assist beneficiaries with infomwioD needs. 
Some Medicare beneficianes and people with chronic health problems have access to consumer 
;wistan.. services through Infomwion. Counseling, and Assistance (leA) prognuns.long·temt care 
,)mbucismen programs. and protection and advocacy programs. 

In the private sector. health plans often provide consumers with assiSUlnce services ihmugh customer 
and member '''''''ce depanments (Oxford Health Plans. 1997: Harvard Pilgrim Health Plan. 1991). 
Large group pwdlasers and labor unions often provide their employees with consumer assistance by 
organizing infurmation on plans. educating employees about their rights. and inteIvening when 
employees have complalots about their plans (Darling. 1997). . 

While there are a number ofsources that provide assisumce to conswners. most programs target spcc:ific 
subpopulations and have limited funds. and hence provide a limited range of '''''''ces. There are taOOIlS 
to believe that consumen and olher !{who/den would benefit from greater availability of consumer 
assiSUInCC prognuns that: 

: 	 IDipire confidenc .. Consumers wan••o know that they will be ttea.tt:d fairly. 
Provide a safety val ... Even in the best of systems. there will be individuals who fall through the 
cracks. Assistance prognuns provide a ",,"W'CC that can help such individuals resolve problems 
quickly and efficiently. ofien bridging communication failun:s between the consumer mid the 
physician or health plan. 

• 	 Foster collaboration. Assistance programs should work with the array ofavailable r ... Oun:es to 
best meet the needs ofconsumers. 

The challenge to crafting assistanCe programs for health care consumers is to ensure that such prognuns 
are not duplicative, but rather thaI they supplement and complement existing resources. 

With regard to consumer assis!llJlCe. the Commission has not addressed issues ofimplementaliOll. 
Specifically, this is not an endorsement or a requirement for any particular form ofconsumer asslSla!lCC 
programs. but lays out desirable ehara<teristics of such prognuns. 

Implications Of the Right 

Obtaining the information listed above and making it available to consumers will noL by itself, equip 
consumers with the knowledge and abiliti ... required to oc. on this information. Discussed below are 
same basic considerations in making this information useful 10 consumers and the implications of this 
for key segments of the health care industry. 

Information Sbould Be Useful to Co ••umers and COSl-Effe<tive.o Oblllin. Edgman-Levitan and 
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Clearv (1996) have documented that consumm an: able to evaluate critic:allnfurmation about quality. 
However. research on how COnsUl1lCf'S use infonnation to make dCClsions suggests that tOO much . 
information can be overwhelming. In its 1988 assessmenl of methods for commumcaring the quality of 
medical can: 10 conswners. the Office ot Technology AsseS$lllCltl's Expcn: Advisory Panel concluded 
that "limiting information 10 only a few indiClUors ofquality will probably be nc=sary [beawsc] people 
can consider omy a few items at anyone «me. Information is processed as a unit or chWl.k-a person1s 
processing capacity has been estimated as being aoywbere from four to seven clnmb" (OTA. 1988). 
Ongoing research must be conducted to determine what is the most effective subset of infonnation tbaI 
consumers cao usc. Finally, while cons\lJIlCrS clearly have a right to information. it must be UItdcrstDOd 
that there are costs associated with collecting aod diStributing it. While providing infOrmation to 
consumers genemICS significanl benefits for both the consum." and the health system as a'whole. it is 

, not necessarily inexpensive. Recognizing these cos .... however. is not an argumem for a "bare bomoI" 
, approach to information disclosure. The failure 10 provide information also bas costS. Well-informed 

consumers an: the bedrock of ao efficicndy operating market. Without meaningful inlilrmation. 
consuntcrs are more libly to make choices tbaI can result in less than optimal 0_" for themselves 
and there is less incentive for panicipants 10 strive for excellence. The chaJlenge is 10 develop 
coordinated approaches 10 information collection and disserninalion tbaI will provide consumm the 
information they need to make decisions without imposing severe bunlens 00 plans aod providers. 

lav..' ........ m Clinicallnronno.mn Sy"e... s and Worldo",e Ed....riOD and Trommg wru Be 
:>Iced.d. Greater investment in automated information systems will be necessary for health plans and 
providers to satisfY these information disclosure requirements. especially ones pertaining to product. 
facility. and provider perfunnance and quality, The Commission i. currently assessing bani"", or 
impediments 10 investment in clinical information systeIIIJI (e.g. inadcquarc daIa collection Sl8ndards; 
confidentiality concerns: magnitude of capllJ1l investments requm:d) and plans to speak to this issue in 
its final report. Responding to these increased information demands also has implicationS for the training 
and education ofthe health care worid'orce. There will be greater demand by hcallh can: orgallizarioos 
for individuals with particular technic:al and analytic skills (e.g., comptltlO' progmmming, engineering, 
dalaauditing, and statistics). Ongoing training and continuing education progr.uns for practitiOl!Cr\l and 
other workers whose work involve, recording, compiling, or mallipuJating clinieal aod administrative 
daIa will also be needed to assure the completeness and accumey of daIa and adherence to confidentiality 
safeguards. 

- _. ••• =et,_ 
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B:nmt to Table of ComcnlS -
Chapter Two: Choice of Providers and Plans 
Statement of the Right 

Consumers have Ih~ right to a choice ofhealth care providers that is sujJictem to ensure accus 10 
approprilJle higiMjualilJ! heaiJh care. 

To e",",", sueh choice. health plans should provide the following; 

ProvuJ" Network Adequacv: All health plan nClWOru should provide access to sufficient nUlllbm !IIId 
types of providers 10 assure that all covered servic .. will be accessible without unreasonable 
delay-including accCS$ 10 C!IlCTgency scrvi... 24 haUls a day and seven days a week. if a health plm 
has an insufficienl number or type of PIOVlders 10 provide a cove",d benefit with the approprilllC degree 
of specialization. the pi"" should ensure Ihal the consumer obtains the benelil outside the netWOrk al no 
greater COst than if the benefit We", obtained from participating providers. PlattS also should establish 
and maintain adeqUlllC amtngerncms 10 ensure "","onable proximity of providers 10 the business 0' 
personal ",.idence of their members. 

• 
A..... 10 Qualilicd SpedatistJ for Women's Heallb Services: Women sbould be obleto choose a 
qualified provider offemi by • plan ..... uch as gynecologists. certified nurse ntidwive •• and other 
qualified health care providers-for the provision ofcovered can: neccssaty to provide routine and 
preventative women', health can: services. 

A....s 10 Spocialloll: Consumers with complex or serious medieaJ conditions who require freq.....t 
specialty care should have direct access 10 a qualified specialist of their choice within a plan's netWOrk of 
providers. Authorizations. when required. should be for an adeqU3lO number ofdirect accesS visi!$ under 
an approved trealtDenl plm. . 

Tra...irioaal Care: Consumers who arc undergoing a course of treatmenl for a chronic or disabliat! 
condition (or who .... in the ,econd or third trimesterofa pregnancy) at the time they involumarily 
change health pi""" or al • time wben a provider is terntinalcd by • plan for other than cause should be 
able to continue seeing their Currenl specialty providers for up to 90 days (or through completion of 
postparrum care) 10 allow for trlInSilion of care. Providers who continue to tteaI such patients mUSl 
accept the pl...'s raJa as payment in full. provide all n....saty information to the plan for quality 
wurance purposes, and prompdy trattSfer all mcdieaJ rr:eonIs with patient authorization during the 
trIIIISitinn period. . 

Public and prival. group pun:b .......bould, wb......r feasible, oa.r co...um.... a cbol .. of 
bigb-quality beallh i ...uraace produc ... Small.mploy.... should b. prvvidcd wilb grealer 
...istaDC. in Orr.riDg Iheir wOrUn and Ib.ir families a cboi .. of bealtb plans aDd prvduCU. 

Rationale 

The ability ofconsumers to exercise choice in the health care marketplace is associated with several 
desitable characterislics of. health care system. 

• First. choice is associated with increased consumer satisfaction. In a survey ofconsumers 
receiving health care in both indenntity and managed can: plattS. individuals with a choice of 
health prodUCts rcpon grealer satisfaction with their plan and tend 10 tate both their health 
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insurance product and their individual physici ... ofhigher quality (Davis and Schoen. 1991). 
• 	Second. the ability ofconsumm to chaase among competing plOd""", is a ballmarli:. ofa healthv 

marlr.etplace. Individual conswnm are responsible for 34 percent of all din:et expenditures for 
health care in the United SIaICS (Cowan .. ai•• 1996). J\.s the sciCIItC afmea5lll"iD; and !l<"l"'1II1lIS 
accurate and .valid information on the quality of health plans. plOviders and facilities advmu:es. 
canswnm can wield their purcbasing po .... r to create incentive, in the ltIlUt.tptacc far 

• 	 impmvemCltlS in health care quality. 
Third. COltS1lltlml who have. role in the ,election of their caregivm are likely to have grcatI:r 
confidence in tho,", practitioners and are. therefo .... more likely to sccI: appropriate care in a more 

• 	 timely fashion and folio... agreed-upon care regimens. '.' 
Fourth.. having a choice of providers allows consumers to take action to p!eSClVe continuity of care 
within the health care system by selecting products and providers that allow them to coltti!we 
plOvidcr relationships when continuity ofcan: is especially imponam (e.g., prenatal care, care of 
individuals with complex chronic or disabling conditions). 

Thus. a health care mark.etp!acc that plOmotes satisfied conswners. continuity of care, and continuous 
impmvements in quality requires that an anay of choices be available 10 collS)llller8. Without consumers' 
ability to have and exercise choice. greater activities may need to be IllllIenai:en by group purchasers and 
regulators to ensw-e that the health Can: marke'P!acc responds awmpriately to consumers' heallh care 
needs. 

Consumer Cboice of Health Plans or Products . 

During the last decade. Ihere bas been a marked incre ..e in the number and typclI of health insur.mce 
pmd""", available in most geographic markets. Prior to the widespread development of m:ltlaged care 
plans. mOSI Americans had limited choice of health insW"lllll:e products. Indemnity products domin.red 
the lttlllb:t with HMO and PPO products available primarily in certain metropolitan ....... The put 10 
years have seen a sipifi.....1 increase of insurance products wilh the expaIISion ofmany health plans into 
new geographic madcets and the development of multiple insUI"IIIICe pmductlines by indemnity insurers 
and managed can: orgnninuions. As a resul~ with the exception ofsparsely populated areas. most 
communities now have available HMO. pas, PPO, and indemnity products offering consumers a 
variety ofoptions in tenos of benefits. premiwns, copcyments, and health care delivery systemS. 

At the same time. there bas been a steady migration from uaditionol indemnitY plans 10 various managed 
can: products in hath the public and private markets. Br:tWeCn 1991 and 1995. lite percenlllll" of 
American workers enmlied in indemnitY plans decreased from 59 percent to 35 percent (EBRI. 1991). In 
1997, man: than 5 million Medicare beneficiaries were enmlled in 336 managed = plans. an increase 
of mare than 100 porcenlSincc 1993. Under Medicaid. 13 trulIion. 013 5 percen~ ofall beneficiaries 
bave been enmUed in managed care plans. an increase of more than 170 percent since 1993. The 
Balanced Budget Act of 1997 will increase those ttends by expanding the typeS ofproducts available to 
beneficiaries of those two public programs. . 

Although there is greater chaice of health insurance products available in most marli:.elS. it is inspo!1aDt to 
note that this choice often is exercised at the level of the group p"",baser itlSlt'8d of by individual 
consume",. Between 1988 and 1997. health plan offerings by moderate- and large-sized employers 
declined (Gabel, 1997). Those offering three or more pi... declined from 35 percent to 32 pen::CDt, while 
those offering only one plan climbed from 41 percenl to 44 percent over that period. Notably. the 
percentage of .mployees in fums with 200 or more wodcer:s who wen: offered coverage of PPOs and 
POS plans increased from 12 percent in 1988 to 58 percent in 997 (Gabel. 1991). 

There aiso is evidence of variation in consumer preferences for various pmdw:t characteristics. In the 
Kaiscr-AHCPR swvey (1996).70 percent of swvey respondents would prefer a high-cost product with. 
wide range of benefits over a 10w<0S! product with. more limited range ofbenefits (26 percent). 
Respondents w .... more divided over other health product decisions. Fifty-three pen::ent said Ihcy would 
pay more for unrestricted choi.e of physicians. while 43 pore""t would Opt for .lower<ost product that 
limited choice to a list of physicians. Forty-si .. percent would pay mare to have direcl access to any 
specialis~ whereas more than half(5 I percenl) would choose alower-cost plan that requites a visit to the 
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famiiy physician for a referral (Robinson and Brodie. ! 997), 

The Commission is lIOubled by !he limiled choice of insllr.lllel> produClS mazlc available 10 lIUlIIy 
consumers Ihrough !heir employer group purchasers, Some of!he reduction in clIoice ofplan and 
produel has reSlJited from conscious deeisions by employers 10 select high-quality pmduclS at the best 
price ln the market. In other instanccs. employers may be seeking to minimize administrative COstS 
ossociated with multiple offerings, Affording consumers gseatCr choice of plmi would allow COIISIIIII<tS 
to select !he product thaJ best m .... their individual preferences and would =umge health plans to be 
responsive to consumers' expressed needs. However. the Commission recognizes: that. for many 
consumers, !he availability ofone plan is bener !han no plan at all. 

The Commission was unable to achieve COnsensus on ~. "right" to a aJIlS1IIDer choice ofhealth 
plan or produc, but it i. detemrined to find ways to encoW'llie and assiSI employers and orher group 
pun:hasers in providing consumers "'ith a meaningful choice of health plans and pmdUCIS. COI1SIIDII:r 
choiae ofhealth plans is imponant and should be provided whenever possible and in a way thaJ is 
affordable both to employers and consumers, In ilS fllllll report. !he Commission will address policy 
options to provide gretIII:r choice of heal!h plans and pmdUCIS. inclnding cncoumging !he d...,u,pment 
of pun:hasing coalitions and alliances to assist small employers who encoUll1l!l'!he gre..... difficulty in 
offering muldple options. 

Consumer Choice of Physicians and Otber Healtb Care Providers 

The sltift from indenmity coverage to managed c .... I!It'8rIgernems """ affecl consumers' choice of 
pbysicians and o!her health c .... providers, In " 1995 study, 41 percent of managed c .... enroll..,. who 
changed heal!h plans over !he prior 3 years also changed physicians (Davis et aI.. 1995), Hnwevcr. 
nearly all covered woricers can now choose a heald! plan thai. cavers non-network providers, lit some 
...... however. !he additional ""'" of !hose prodUCIS or of!he option 10 go Out of network effectively 
pUIS such choice out of the reach of some consumers, 

It aJso is clear thai. consumers value some degree ofchoice ofphysicians. The 1997 
KaiseriCommonweald! National Heal!h lnsuraru:e Survey found thai. rospottdems wi!h a choice of . 
physicians regisIercd !heltighest level ofsatisfaction with their plans (Davis and Schoen. 1997), A 
Kaiser-AHCPR survey of consumers identified four reasons why consumers prefer a greater choice of 
physicians and o!h.,. health care professionals: 

• 	 ·So you can see wluuever doclor you think is besl qualified to treat a particular medical problem" 
(43 percent); 

• 	·So you can change doctors if you become dissatisfied wid! !he one you're seeing" (24 percem); 
: 	 ·So you can conliD.. seeing your regular doctor" (20 percenl); and, 

"So ll'S easier to see someone else if your doctor is not available for an appointment" (9 percent), 

The most fu:qu=rtly cited n:asons speak 10 consumers' desire 10 use choice of physicians as a way 10 
obtain quality ....., The third is directed toward mainWning relationships wid! physicians wid! whom 
cODS1.tmers have lilt existing relationsltip. In o!her words. 63 percenl ofconsumers surveyed WIIII1Cd. 
cboice of physicians so thaJ!hey """ develop and maintain a relationship wi!h a physician !hey tn1St 10 
provide !hem higb-quality c ..... 

Therefore. il is importanl for all heal!h plans and produelS to maintain an adeqUate nelwork of physicians 
aad o!her heal!h care provide ... to provide for conliDuity of c.... when consumers change plans. and to 
allow consume'" wi!h special heal!h care needs to have adequate choice ofphysicinns aad other health 
care providers. This can lead to high.,. consumer satisfaction wi!h providers and !heir heal!h plans 
witheUI undmnining the cftbrts o(provider groups and health plans to develop organized delivery 
systems. 

The Commission's recommendations seek to build on !hose trends IOward providing greater choice by. 
taltittg scvcraistepS to ensun: (J) netwOrlr. adequacy; (2) gretIII:r access for wom.. 10 qualtfied spectallStS 
for women's heal!h services; (3) ease of access 10 specialiSts for consumers wi!h complex and senous 
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condiuo"", and (4) greater continuity of care for consumers who enroll in new health plans or .ee II!cir 

provider dropped from a plan Ibr other than cause. 


Provider Network Adequacy 

Wben appropriately strUctured. a plan using a network of providers can improve the quality and 
coordination of care delivered to cOnsumers throwzh carelill selection and credentialing of providers and 
'hrough coor<lination of care by primary care physicians and those with speeialty training. The National 
Association oil""utallce CommISsioners fNAlC. 1996) has developed SIaI1dards for provider nClWOrk 
adeqtw:y thai have been adopted bv several States. The Commission believes universal adoption of .,hes. standards will improve both the quality of care and consumers' satisfaction with thejr health plans 
and their care. BecallSlO of ilS strong desire to maintain the integrity of health plan networks. the 
Commission has rejeeted appro..hes 10 mandate the inclusion of providers into networks (i •••• '"""Y 
willing provider" laws) or to require piam 10 allow e"",llees to go OUt of plan networks at will (i.e •• 
'"freedom of choice" laws). . , 

Access to Specialists 

Consumers with ongoing health n.eds oft.n require regular access to physicians and oth.r health tare 
profeSSionals who are spcoially train.d to serve those needs (Bemstein. Dial. and Smith. (995). This is 
I!spccia11y true oC those consumers who have disabHng or terminal conditions. In such cases. the 
traditional" .aIek.eper'" approach used by some health plans can be an impediment to access to quality 
Cill'e and rcsuh in unnece:ssary inconve:nience: fO consume:rs. The Commission's n:commendations are 
designed to promote co""umers' access to appropriately tnoined SpcoialislS while maimaininll the 
integrity ofnetwork models of care. Consumers with comple. and serious medical conditions who 
require frequent specialty care 'hould have direct access to. qualified specialist of theiri:hoice within a 
plan" netwOrk of prnviders. Authorizations. when required. should be for an adequate number ofdirect 
accc:ss visits under an approved trcaUflent pian. 

Access to' QualifIed Specialists for Women's Health Services 

Morbidity and monality associated with breast cancer. cerncal cancer. ovarian cancer. and sexualiy 
transmined diseases in women can be significantly reduced through the provision of preventive and 
routine gynecological sernces. The U.S. Preventive Sernces Task fo",e has issued recommendations 
pertaining to the provision of Pap smears. mammograms. and other preventive services for womea. 
Women should be able to choose a qualified provider offered by a plan-including gynecologists. 
certified nurse midwives. and other qualified health care providers offered by a plan-for the provision 
of routine and preventive: women's health care: services. 

Transitional Care 

Finally. consumers who are undergoing an eXlClwve course of """tmem (e.g .• chemotherapy or p!OIIIW!I 
tare) al the lime they join a new health plan should be able to contioue to See their cum:nt providers for 
a period of up to 90 days (or through complelion of postpartunl care). Simllarly. such consumers should 
be able to cantioue to see. provider who is Imninated from a plan's 0CIW0ri< for reasons other thaD 
cause:. Sudden interrUption of can: can compromise: the quality ofcare and patient outcomes. Continuity 
of care has been shown to increase the likelihood that patienlS receive appropriate preventive sernces 
(O'Malley et al.. 1997). Appropriately trnnsitioning of care can protect the quality of that care and 
improve consumers' satisfaction with a I1CW health plan or product. The Commission's recommendations 
are designed to ease the imp..t of these traIISitio"" from one hcalth insurance product 10 another and 
changes in the composition of health plan netwcri<s while maintaining the integrity ofnetwOrk models of 
care. Conswncrs who arc undergoing a course: oftreaunenr for a chronic or disabling condition (or who 
are in the second or third trimester of a pregnancy) at the time they involuntarilY change health plMS or 
at. time when a prnvider is tertntnated by a plan for other than cause should be able to continue seeing 
their cum:nt spcoialty providers for up to 90 day, (or through completion ofPD'tparnul1 care) to allow 
for transition of care. 

llI:nm, 
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Implications of the Right 

Heallb plans wiD need to comply with netwOrk adcqwu:y standards. Beca"",, these changes "'" 
primarily to be cturied out within existing netWorks.. then: shouid not be a significant increase in cosu: to 
health plans or enroll.... Many licensed plans alreadv mee. these requirements as laid down by lbe 
National Association of1l15UIallce Commissione", \NAIC) in its Managed Cm: Plan Network Adequacy 
~odel ACl Plans also will need to develop processes to comply with requirements n:garding continuity 
ofcare and ease of access 10 specialists within their network ofproviders. 

Consume.. will need to exercise their right to choice by using good judgment and providlng di.n:ct 
feedback to plans about their level of satisfaction with the netwOrk provided for them. 

Quality Oven/gill Organization. will need 10 incorporate netwOrk adeqwu:y standards into their 
review activities. 
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Chapter Three: Access to Emergency Services 

Statement of the Right 

COl1SUmers have the rignllo access emergency heallh care services when and where ehe need arises. 
Heairh pians should provide payment when a consumer presenrs to an emergency deparlmenr with aCUlI! 

symproms ofsufficient severity-including severe pain-:-such that a "prudent layperson" couid 
reasonably expeer lhe absence ofmedical anemian to result in placing rhat consumer's health in seriow 
jeopardy. serious impairmenr 10 bodi'.V funcuom, or ser,iow d..vsfunt;tion ofarty bodily orgcrlJ or {lart. 

To ensure this right: 

• Health plans should educate their members about the availability, location. and approprialc usc of 
emergency and other medieal soIViceo: cosl-.hariog provisions for emergency services: and !he 

• availability of care outSide an emergencv depanment. < 
Health plans using. defined netWOrk o(providers sbould cover emergency department s=ing 
and stabilizalion services both in nelWOrl< and out of network withoUl prior authorization for usc 
consistent with the prudent layperson standard. Non-netWork providers and f""iliaes should not 

• 	 bill patienrs for any charges in excess of health plans' routine payment ammgemenrs< < 
Emergency depanment personnel sbould con"",t • pmienf s primary care provider or health plan. 
as appropriau:_ as quickly as possible to discuss follow-up and post-stabilization care and promote 
continuity of care. 

Rationale 

In 1995, Americans paid an estimated 96.5 million visirs to emergency departments. n ....ly 37 visits per 
100 persons (Snt,..ma" 1997). By tradition. emergency departmenrs (EDsl bave handled a spcctnlm of 
illness. but bave had the primary mission of trl!ati.ng those with ""utely serious. even life-du'C8Iening, 
tnedical conditions. Emergency services can be defined as services that are needed or appear to be < 
needed immediately because of injury or sudden illness that tbreatcns serious impairment of any bodily 
timction. ondtor serious dysfunction of any bodily organ or pan. 

Palients go to the emClllency depanment with nonurgent problems for various reasons< Economic and 
geographic barriers to other forms of care. the lack of a regular provider. and other factors can and do 
prompt patienrs to rum to the emergency depanment for primary and other nonurgcnt care. Apart from 
l..::k of health insurance coverage, nonfutancial barrie", to primary can: encourage pmenrs to seels: 
evaluation and _em in the ED. These include problems with work scbedules. aa:ess to 
trmsponaaon. and concerns abOUt personal safety (R.uk. Williams. Parl<er. ct al_ 1994). Physician 
offices and primary can: clinics otien have limited hours of operation. while EDs.,. open 24 hours a 
day. Medicaid beneficiaries. who have. history of limited access to regular providers. bave particularly 
strong relationships with EDs as the provider of tim and I"'t reson. Nonurgcnt visirs to !he ED COlI be 
costly, t;:antributc [0 overcrowded waiting rooms. divert resoW'Ccs away from other hospita.l*bascd eart. 
and compromise the coordination and continuity of carc. 

BUldrawing!he line betWeen urgent and nonurgent usc of the ED is not an easy decision for providers. 
hca.lth plans. and consumers. Criteria- both prospective and retrospective- for appropriate ED usc are 
in many ways iandcquale. By one criterion. a pati.nt's ED visil mighl be deemed appropriate. and by 
aoother. not so (Lowe and Bindman. 1997). Health care professionals do nOI agree among themselves 
about the need for urgent care among emergency department paticnrs (Gili. R..... and Diamond. 1996). 
I" a survey of 56 hospital Ens. 5.5 percent of patienrs initially classified by triage nurses as nonurg.nt 
were later admim:d to !he hospital from the ED (Young, Wagner. K.llerman..1 al" 1996). Studi~ 
estimate that !bose presenting with nonurs.nt problem.t to the ED range from 6.3 percenl (Cunrungham. 
Clancy. and Cohen..t al.. 1995) to 54.2 percent (Stussman. 1997) of ED visits. 

To b.ner manage care and COSTS in the ED sening, indemnity and managed care plans use a rang. of 
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100is thaI inciudes requiremetus tOr prior authorization and imposition ofhigher COS't«Sbarirtg for usc of 
out-oi-netwark emergency depanmcnts. A 1989 survey of HMO mcdica.l dim:Iors found covexage 
policies for ED use .cross the HMO industry 10 be fairly tmiform !Kerr_ 1989). Val... the condition is 
lifcAhrcaxening, patients must obtain prior authorization before seeking emergency care services in 80 
percent of the responding HMOs. and 38 percent limited their covexage to the ED. ofselected DCtWOd< 
hospitais. A srudy undenaken by the Center for Hca.lth Policy Studies shows that private indemnity 
insurers have adopted ma.ny of these same practices in their fec--for-service ammgcments (PPRC. (996) . 

.-\ growing set of State and Federal laws and regulations clarify and protl!Ct consumm' ...... to 
appropriate emersency services_ The Emergency Medical Treatment and Labor Act (E.".1TALA) requin::5 
all Modi""", participating hosPltaiS to evaluate whether a patient has an emergency medical '.,onditioo 
and. if so. to stabilize the patient. The Balanced Budget Act of 1997 requlrcs health plans participating in 
Medi""", or Medicaid to reimburs. for emergency services using a "prw:!ent laypet$On" standard. 
Numerous Stales also have adopted this Standani for access to .merg.ncy services. The Conunissioo's 
recommendation seeks 10 Cr=Ie unifonnity in all States. 

Implications of the Right 

H.alth c.... provide .... Health care providers will need to work to .ducate consumers about the 
;lppropriate use of emergency dcparnncnt services while working to increase the hows and locations of 
primary care clinics and other facilities to ease access to such services outside of emergency 
deparnnems. Emergency depanment persoMei need to make St:rl)t1g: effortS to ensure the continuity of 
care ofem.rg.ncy patients by communicating with patients' primary care provid.rs. Efforts should be 
made to assist consumers with language. contmWlieation. or other barriers. 

H ... ltb pl ..... Health plans need to expand consumer education .ffons and. wh.n it is withIn their 
control•••paad hows und location of primary care facilities (0 f""iliwe ...... to such services OUISidc 
ofemergency departments. Plans necci to ensure that their COVerIiC and payment policies are consisumt 
witb the "prudcntlaypmon" standard. 

Coasumen. Consumers need to become more familiar with the location and boutS of nonemcrgcncy 
care settings and strive to make greater use of such facilities wh.n appropriate. Consumers should 
commun.icatc with their provider.; and plans to understand any restrictions on their access to emergency 
smices. 
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Chapter Four: Participation in Treatment 

Decisions' ' 

Statement oftbe Right 

Consumers have the rig'" and responsibility 10 fully panicipme in all decislolU related to their health 
care. Consumers. who art unable to fully participate in trearmenl decisions have the dgn/lo be 
represented by parents. guordiaru, fami~v members. or other conservators. 

In order to ensure consumers' right and Olbility to participate in treatment decisions. heaith care 
proieSSlonals should: 

• 	 Provide patients with c::t.Sily understood iruonnation and opporruniry to decide among ~ent 
options consistent with the informed consent process. Specifically, , 

a Discuss all treatment options with a patient in a culturally competent manner. including the 
option of no =ent at all. 

a 	Ensure that pernms with disabilities have effective communications with memb.... of the 
health system in making such decisions. 

o 	Discuss all current treatments a con.sum~ may be undergoing:. including those alternative 
InIalmenl$ t.Iw an: self·adminiSlered. 

• Discuss 311 ris.k.s~ benefits. and consequences to treatment or nontre:attnenL 
• 	Give patients the: opportUnity to refuse treatment and to express preferences about furun: t::reaUDent 

decisions.. 

• Discuss the use of advance di"",tives-hoth living will. and dw:able powers ofanorney for health 
care--with patients and their designated family member.;. 

• 	 Abide by the decisions made by their patients andIor their designated representatives cOMistent 
with. the infonned consent process. 

To facilitate greater communication between patientS and providers. health care providers, facilitiC$~ and 
plans should: 

• 	 Disclose to conswners {OlC1ors-such as methods of compensation. ownership of or intereSt in 
health care facilities. or matters ofconscic:nce--that could influence advice or tr=.tmc:nt decisions. 

• 	 Ensure t.Iw provider contt3Cts do not contain any so-called "gag clauses" or other contraClWll 
mechanisms that restrict bealth can: provider.;' abilitY to cotlUOuniclW: with and advise pan.., .. 
about medically necessarY treatment options. 

• 	 Be prohibited from penalIzing or seeking retribution against bealth Can: professionals or other 
health wort"" for advocating on behalf of their patients. 

Rationale 

Consumers depend on health core professionals to provide them with e.pen consultation and advice on 
how to Stay healthy or how to cure or palliate their health and medical problems. Unlike many other 
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\:onsumer transactions~ the asymmetry of infotmation between consumer and health care provider often 
15 great. Decisionmakiog al.so otten OCCW'3 at a time of illness. which can undermine the patient'S ability 
[0 act most effectively in his or her own interest. 

Patient and Provider Communication 

Relatiorushlps between corusurn.rs and health can: professionals are most mvaming and lik<:ly to mull 
in positive outcOmes when they are ch3rac:terized by open commwtication an:d active participation of 
patients in the treatment process, P:llient participation in treatment is an essential pan. of compiiance. and 
compiiance improves the effectiveness ofcare and tteatmenl. 

I 
The benefits ofpatienl ponicipation go beyond just the andcipau:d therapcw:ic effect of the inter\'ODti01l 
(Czajkowski and Chesney, 1990). For example. the Coronary Drug Projecl Resean:h Group (1980), 
which studied the efficacy and safety ofseveral lipid-lowering drugs, found thai even among patients 
who only look pl_bos. good ad.lu:n:rs had 0 much lower 5-year mortality rau: (15 percenl) tlwI did 
poor adherers (24.6 percent). 

Patient ponicipation in m:aanen' decision malting also leads to improved satisfuction with c .... and 
better quality of life. for example. in 0 srudy of patients with early breasl cancer. it was found thai those 
who believed they were more responsible tor tre::ument decisions and had. more choice of tn:amtent 
reponed higher quality oi life than those who perceived themsejves as Jess in contrOl of the treatment 
decisions (Street and Voigt, 1997). 

To participau: in decisionmaking about Iheir em:. consumers must have complete information about 
treatmenl options- including the allernatlve of no intervention- as well as the risks. benefits. and 
consequences of such options. Yel evidence suggests that clinical pracuce o~n falls shon of these 
expa:tations. A 1988 srudy ofhospitalized patients found that physicians WsC1.lSSed lest or ,,",,1m"'" 
rationale in only 43 percent of cases and alternatives in 12 percent of= (Wu and Pearlman. 1988). 
Physicians sbared with patients information abOUI benefits in 34 percent ofcases and risks in 14 percenl 
of eases. 

The continued developmenl of commurucations lechnologies t~ hell' consumers more fully UlldeMand 
their treatment options and 10 evaluate the pOlential risks and benefits of treaJlIIents should be 
encouraged. for example. the use of videos 10 help men with proswe cancer evaluate the risks and 
benefits ofsurgery venus 0 "watehful wailing" slrategy (Wennberg, 199~) and to help men wilh bcIIign 
proSlatic hypertrophy son OUI options for lroaunent (Wagner et al.• 199~). 

Increasingly, effective communiCltion between providers and patients demands some degree ofcullTm11 
competence. By the year 2000, nearly one"loaner of the U.S. population will be members ofractal or 
ethatc "minority" groups; this will grow 1047.5 percenl by the middle of the next cenlllry. Culnni 
compelence refers to the "demonstrated awareness and integration of three population-specific iss"",: 
health-related beliefs and cullTm11 values. di...... ineidence and prevalence. and treaJlIIent efficacy" 
(Lavizzo-Mourey and Maokenzic. 1996). Effective communication for pcnple with communication 
disabilities may require health can: providers to provide auxiliary aids and services and remove ccnaio 
communication barriers. 

It also is imperative that providers be owan: of and comply with their patients' decisions with respect 10 
advance directives. Once a patient makes a decision. the health can: learn should respect this ueotm"'" 
cboice. Yet there is cl.... evidence ,hat this is not happening in far toO maay instances. reno et al. (1995) 
,rudied 4.301 patients hospiudized in 6 hospitals and found thaI physiCians often were unaware of their 
patients' wishes. In 47 percenl ofeases. physicians reponed thai they did not know oftheir paticms' 
expressed desire for a "do not resuscitate" order. In another study focusing on nursing home residents 
transfem:d to hospitals. Davis. Southerland Garrett. el 01. (1991) found thai medical treatment was 
consistent with advance direclives in 75 percent of the 96 eases studied 

Organizational and Contractual Issues 
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There are a variety oforganizational and contraet'l.laJ factors that also may influence commtmicaw:m 
between patients and providers. These include financial ammgements and coru::ractuai rcsuictions or 
sanctions that may inhibit the free exchange of information. 

\o!uch attention has focw:ed in recent years on the potentia! effects ofprovidm' financial incentives an 
treatmenL Methods of compensating physicians can be a powerful mechanism to change provider 
practice. either to improve the quality of care provIded to consumers or to reduce the COSts ofthat care. 
But poorly designed compensation arrangements also can result in inappropriate use (including both 
overuse.and underuse) and barrie", to care. 

All methods ofcompensaung physicians and other health care provider.s Cn:aIC some form of incentive 
for behavior. Various approaches an: used to offset the potential adverse eifeclS of compensation 
JJl'3ngements. For example. fee·for...service systems may usc utilization review mechanisms to temper 
incentives toward overutilization ofhcalth care services. Capitation systems may incorponue measu.res 
of quality and consumer satisfaction [0 minimize incentives toward overurilization. Similarly, salaried 
amngements may use bonuses [0 encourage higher provider prodnctivity and exemplary pcrforrmmcc. 

In 1996. the Health Care Financing Adrninistrauon promulgau:d rules concerning the use ofccnain 
rypes of financial arrangements on behalf of health plans serving Medic .... or Medicaid beneficiaries. 
These rules stipulate that compensation arran~ements "may not include any direct or indirect paymentS 
to physicians or groups as an inducement to limit or reduce necessary services tUmished to an individual 
enroHee who is covered under the tnanalZcd care orlZanization's contraCt." These regulations also requirt: 
disclosure of information about arrangements that iransfer substantial financial risk to the health c .... 
provider. If the compensation methods used places the physician or physician group at SUbstantial 
tinancial risk. then the health plan must survey enrollees about access and satisfaction with the quality of 
services. and instirute adequate and appropriate stop.. loss protections. ' 

In addition to fillllDcial incentives. conttaet rules that restrict provider.s' ability to advise pati.1lIS abou! 
medically neceosary treamtent options have been the subject of much concern. Health care providers 
must be able to advocalC for their patients without constraint or fear of reprisal. A report by the Geacnl 
Accounting Office (GAO. 1997) reported: "Of the 529 HMO. in. our srudy. none used con!IaCt clauses 
that specifically resaricted physicians from discussing all apprepriate medical options with their patients. 
Two-thirds ofresponding plans and 60 percent of the contracts submitted had • nondispantgement. 
nonsolioiwion. or confidentiality clause that some physicians might interpret as limiting communication 
about ali treatment options. However~ conuacts with such business clauses often contained anti..gas 
language stating that the physician should not misconstrue the contract of. specific provision as 
restricting medical advice to patients or that the physician shouid foster open communication." As of 
mid-1997. 25 States had prohibited the use ofsuch clauses in managed care conttacts with physicians 
and legislation was pending in 23 other Staies (Health Policy Tr.u:king Service. 1997). In December 
1996. HCFA haoned the use of gag rules Wlder the Medicare program and in February 1997. HCfA took 
similar ..tion regarding health plans' participating in Medicaid. 

Implications or the Rigbt 

COllsumen must take a more active pan in the treattnenl decision process. Information can be 
empowering, but navigating the health care system requires patient effort. frnm completing advance 
din:ttives to preparing questions for an office visit. This requires that tbe conswner ask questions. 
understand and give infonned consent. and become a full partner in treaunent decisions with his or her 
health care provider. 

Health can: providers also have the centra! roJe in ensuring the patient's participation in treatment 
dccisions_ including compliance with informed consent. They will need to improve their skills in . 
providing information about the medical and scientific evidence underlying dIfferent tteaanent opoons 
to patients and their f:unilies: strive to ove",ome cultwal and language and communication harrier.s, and 
keep abreast of the latest and hest available t"",unent options. At the same time_ they will need 10 do • 
betlCr job of listening to their patients and following their decisions. including the decision to forgo 
treaunent.or certain types ofueaunont Health cOIe provide", should assume this responsibility well 
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before a patient reaches a hospital door. To hold the trUSt of patients. provid=! wiD I1I!Oid to disclose 
financial incentives that may introduce bias into treatment decisionmaking and. to avoid such inccmives 
when the balance is tipped against the paueot. To be ahove any potential bias. providers must avoid 
seif'relerraJ ammgements thaI can cloud their professional judgmenL And. futaIly. health c:are providers 
are and shouid be the most effective advocates for their patients,! rights. 

Heahb care facilities and plans must create and maintain an environment supportive ofconsumer 
pani<ipatioo in treatment decisions. 10 the office practice. this means ensuring adt:qWlU! visit time for 
patients and providing support for shared decisiorunalcing programs when qw:s'tions about c:are linger • 
.mse after hours~ or require further expianation. Health plans can playa significant role in educating 
patients 00 how to get the most out of their visit with. health c:are provider. They can ammg~. for 
translator services for patients and continuing education courses for providers to assure cultural and 
language compe..ncy. By statute. health plans and hospitals have obligations to educate the public about 
the use ofadvance directives. As importantly, once advance directives an: signed. these documenm must 
become part of the patient" health "",oro and mUst move with the patient from c:are sotti.ug to c:are 
setting. In establishing provider compensation ammgements. health plans and fadl.ities must be vigilan1 
in guarding against the unintended. negative consequences of filllUltial incemives by implememitlg 
programs to monitor quality of can: and patient satisfatalon. The rumm: of these incentives ougbt to be 
disclosed to patients and providers. In <onlracting ..ith·health can: providers. plans and faciliti= should 
not restrict the provider's ability to discuss treatment options with the patient and not take reprisal upon 
the health cm provider who serves as patient advocate. . 
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Chapter Five: Respect and Nondiscrimination 
Statement of the Right 

\ . 
Consumers have the right Ie cOMideFore. respec(ful cart from all members a/the heailh eMf! spltm 01 
all rimes and under ail cirCU11UuJncts. An errv'ronmenl o/m'Uluai respect is essential to JnQinttUn Q 

qualiry heailh care system, 	 ' 

Consumers must nol be discriminated agaimt In the delivery 0/health cart services consislenJ wilh the 
benefits coverea' in their policy or as required by law based on race. erhnicity, nfllionai origin. religion. 
sex. age, mental or physical disability, sexual orientaticn. genetic in/ormation. or source a/payment. 

Consumers who are eligible lor coverage under the terms and conditions 0/a health pian or program or 
as required by law must nOI be discI:rminaled against in marketing and enrollment practices bared on 
roce. etitnicir:.-~ narionalorigin. religion, ser. age. menial or physical disability. sexualorientarton. 
generic in/ormation. or source a/payment. 

Rationale 

Consumers want to be tn:aIed with =pect and they want to be uea!ed fairly. An environment ofmuwal 
_t is e.,,,,,tial 10 maintain a quality h¢th care systern.lncidences ofdisct:imi:oation- real a.od 
pcrccived- mar the ",Iationship between consumers a.od their health c .... professionals. plans. a.od 
InstitutiOns. Multiple consumer survey, (Levinson .. al.• 1997; Davis .. al•• 1995; Edgeman-LevilllD a.od 
Cleary. 19%) have found that many conswners' complain .. about the CUlTCllt health can: system have 
their root in the perception that people believe they an: not being tn:aIed with "'pecL 

Respect has been defined as reeognizing a "pmon's capacities and perspectives. including his or her 
right to hold cenain views. to make cenain choices. and to !alec certain actions based on pmonal values 
and beliefS" (Faden and Beauchamp. 1986). Manifestations ofdlmspc:ct in the health c .... selling 
described by conswners in =ent rcse"",h (Levinson .. al.. 1997) acti iruerviews include: poor 
communicarion with their doctor. feeling rushed or ignored. lack ofdignity during examinations. 
experiencing extensive waiting room delays. receiving inadeqU31e explanations or advice. having 
inadequate time with the dector during routine visits. feeling that complain.. an: not taken seriously by 
providers. and feeling that providers an: mo", com:emeil with holding down the cost ofmedical care 
than with giving the best medical c ..... Conversely. consumers defined respc:ctfuI treatment as tbat whicb 
tal= into considcmlion the values. preferences. and expressed needs ofthe parient. In addition. 
conswners wanred provide" to communica1e well. to be _tfuI ofthe patient" time. and to give 
emotional support to alleviate the patient', f .... and anxietY. 

In order to ....nd conswners the =pect they deserve. members ofthe health can:: industry should strive 
to: 

• 	 Provide consumers \Vith assw-ances that disrespect or discrimination ofany kind is intolerable. 
• 	 Provide consumer:! with information ",gartling existing laws prohibiting disrespectful or 


discriminatorY t1"'='atment. 

• 	 Provide consUmers with an appmpriatcamount oftime to fully discuss their concerns ...d 


que!lions. 

• 	 Provide c;onswners with ~asonabJe assistance to overcome language (including limited Engt;sb 

proficiency). cuilUrill. physical or communication baniers. . 
• 	 Provide consume" WTth a timely notice and explanation ofchanges in fees or billing p"""'.... 



• 	 Avoid iengthy delays in seei~ a patient: when delays occur. explain wnythey ~ 

appropriate.. apologize for such delays. ' 


A key clement ofrespectful and fair treatment is' protection against discriminatio!,!-~ the ddi­
health can: SeMces (and for those eligible for coverage under the lerms and c?ndiaollS ofa'" 
or program or as required by law) based on race: ethnicicy. national origin, reilgton. sex. age..::::.. 
physical disability, sexual orientation. genetic information. or source of payment. 

Sex. Disparities in medicaJ. trcaunent based on s~x have been ~ocwntnted in a. number ofan::as. , 
including: diagnosis and treatmenl of coronary artery disease (Beery, I 99S), kidnc~ ~c: 
dialvsis. heart tr3!lSplantation. eartllae eathetertzztion. and diagnoSIs of lung cancer (AMA CoUDCU 
Ethical and Jndicial Affam. 19911. Researchers have found that women an: less likely to have diagl 
restinJZ, even when functional disabiHtv and risk are higher. Women's complaints are seen as less UI"5: 
and fewer n:ferrals follow as a resull o'f this helief (Tobin el aI.. 1987). Disparities have aLso been lin 
in the quality ofme doctor-patient relationship. E or example. one-quaner of women (compared .Mth 
percent ofmen) "'Poned that they have been "talked down 10" or "uoauod like a child by a phystClall­
and 17 percenl ofwomen (comparod Mth 7 percent ofmen) had been lold that a medical condition II: 
."""rieneed was "all in their head" (111e Commonwealth Funa. 1993: Honan. 1995). 

RaCt. f!thuicity, nadonal origie. and religion. DiSCrimination on the basis of rm:.e. ethniciry. nariona 
origin. or religion in the provision of health care has also betn well documented. Then: is evidence of 
disparities in the quality ot care. access to heai.th C:1re (because of language or geographic barricrs).llJl 
the amowlt of care givcn to minorities as compared with others (Kahn ct aL~ t 994~ Giles Ct ai•• 1995: 
Rosenbaum et al.. 1997; Smoliar. 19881. In the case of facilities or individuals who ....pt Federal fun 
Federal civil rights statutes prohibit the dctlial of services~ the provision ofa different service or servic 
in a different manner from those provided to others; and the segregation ofor separaie treUtment of 
individuals in any maner ",Iated to receiving services (Office ofCivil RighlS. 1990). 

Age. Discrimination against constuners based on their age also oce-urs in the health care: industry 
including: less al!8""'sive treatment for elderly wmnen Mth breast cancer and lower than average 
",femti rates for mental health services in older people (Naainger et aI.. 1992; Osteen et aI.. 1992; 
Ayanian et al .. 1993). The Age Discriminalion Act of 1972 also prohibilS dlstriminalion based on age I 
any institution or health care provider who acceprs Federal funds. 

Suua~ orielllariolL Gay and lesbian patients have received reduced care or have been c1cnied can: 
because of their sexual orientation (AAPHR. 1994). Discrimination against gay/lesbian consumers has 
sometimes been compounded by fears of HlV, 

Disability scatu •• There is an extensive history of discrimination against peopJe with disabilities and 
chronic illn ..... tha1 has led 10 action bv Federal and Slate Govemmet1~ The landmark Americans with 
Disabilities Act of 1990 (ADA) prohibitS diseriminalion against individuals Mth real or perceived 
disabilities in empioyment..,pubiic services. public accommodations. communications.. and 
employer·provided health insurance. The Health Insurance Portability and Accountability Act of 1996 
prohibilS the exclusion ofan individual from the group imurance rna.tkel for mon: than 12 months based 
on a preexisUog medical condition. The Mental Health Parity Act of 1996 prohibits diffcn:ntiallifelimc 
or annual caps on coverage for physical and mental illnesses in certain situAtions. 

De.pite passage of these landmark laws. not all Amerlcansliving with disabilities or adv .... medical 
conditions have access to health coverage at • coS! they believe is fair or aIlOrdable. This is particularly 
true for consumers attempting to purchase coverage in the individual insurance market.. Researcb ima 
further refinements in the ill.SW'31lce market is needed [0 assist these individuals. The CommissiOll 
strongly Uf\les ins"""". public and private purchasers. Stall! and Federal Governments. and oll=ls 10 
explon: all policy opuons 10 make health coverage available and affordable 10 Americans who Mab 10 
obtain it. especially these who"", living with mental or physical disabilities and chronic illDCSVL 

Finallv. despite rocen! improvernenlS. many health can:: facilities remain inaccessible 10 individuals with 
disabi"lities (Savage, 1997). The Commission helieves that eiimination ofpbysical and cotnl1l1lJlicalio 



b::uners in health care f::tcilities should be a higher priority for government agencies charged with 
,nll>r<:ing the ADA. . 

Source of payment. The health care system cumntly is undergoing an histOric tranSfon:n.ation in which 
low"income Medicaid bencliciaries are: being enrolled into private health pl:ms. While this is a positive 
Jevelopment in lemlS ofaccess for tr.1ditionally vulnerable populations to bigb·quaJiry Clll'C.. it is almost 
':I:na.in to create additional tensions that could be m;miiest in discrimination. Providers who agree to 
.lccept Medicaid beneflciaries must provide equal access. Clll'C. and waiting times to those patients. It 
w111 be vitally imponaru for State and Federal agencies to closely monitor the provision of care to 
Medicaid beneficiaries as they move into new health plans. 

Implications of the Right 

COMumers will need to be vigilant In reponing instan.Ces of discrimination based On the factors 
discussed in this chapter. Consumers also musl e"",nd the sam<: level ofrespect to health care provid ... 
and other.; in the health c ..... svstem IMI thev demand of same. An environment of mutUal ,espect iJ 
essential to a healthy ,elalionship helween consumers and those who care for them. 

Health care professionals and other health workers have the most direct eontaCt with patients and. 
(hereiote'. have the greateSt responsibility to treat health Clll'C consumer:s with respect and to ensure that 
they do not discriminate. Providers have a responsibility to listen to patients and take their concerns and 
..;omplaints seriously. Providers also have a responsibifity to monitor their treatment of pauents to assure 
they are treated with respect and nondiscrimination and to COrTCCt probJems when they oeeW'. 

Health care facilities [hat renovatel:xisting facilities. or constrUct new ones mUSt meet a hjgh Standard 
of access in order to avoid discriminating against persons with disabilities. While there is no ADA 
requirement to "retrofit" existIng facUities to make them accessible. there is a responsibility to remove 
"readily acbievabl." physieal and communication boniers. All health care providers should as.... the 
level of access in their medical facilities and take steps to provide effective oommwtication and 
UDimpeded physic:ai aa:= 10 the maximum extenl possible. - - -. 
HeaJtb plan, wiU need to examine the stand.an1s and incentives that exist within their sYStems thaI may 
inadvertently discourage providers from attending to the interpc:r.ronal ..pects of health care qualit)' thai 
can be tnattifeSl as disrespect Consumers enrolled in health plans with defined networks of providers 
should have access to their plans' panicipating providers. without regard to the source of their coverage 
(e.g., Medicare. Medicaid. employer·sponsored plant 

Quaiity ovenipt orga.nwuioru shOUld utHizc tools dw allow accurate measurement of dimensions of 
health care qualit)' that reflocl consumer concems about being """led with respett Public disclosure: of 
these findings. together with me..uremenlS of clinical quality of care. COSL henefiL and other salienl 
information can allow conswners to determine the retative importance they place on such informauon 
and make their purchasing deeisions a<:cordingly. 

Health care worker eduauion and tnining prOgrams need to recognize and ""I upon the need for 
improvements in communication skills by providers. Receiving inadequate explanations and advi.=. 
Mving inadequ.ate IUne 10 receive answers to questions. and failure 10 anc:nd to the need for emononal 
support can have adverse consequences on health ouu:omes (Bome el al.• 1993: Panerson el al•• 1991; .. 
Juncos. 1990). Similarly, educalion and lralning prognuns need 10 develop and implemenl course ' .. ~ 
Contenl addressing Ibe significance of cultural attitudes on the effestiveness of health care and the '.' ./ 
importance of being sensitive to the varying needs of peop~e with disabilities. incJuding those with 
sens"orv or cognitive disabilities. who often reqwre auxiliary aids or extra time and plainwlanguage 
expIWtion 10 ensure effective communication. Healtlt plans. hospitals. and other large institutional 
providers are encouraged to have on"slte interpreters for any language population that exceeds a 
specified srandwd (e.g., Spercenl or more) and lelephone interP"'ler services for other I~e 
minorities. Written material provided 10 patients should also be trnnsIated for the larger lingulSUC 
groups. 
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Chapter Six: Confidentiality of Health 

Information(ll 

Statement of the Right 

Consumers ~ve the right to communicate with health care providers in confidence and to have 
tbe confidentiality oftbeir indjviduaUr identifiable health can information proteded. COllIumen 
also bave the right to review and copy their own medica' records and request amendmenu to their 
record!. 

In order to ensure this right: 

• 	 With very few exceptions. individullUy identifiable health car< informaDon can be used without 
written consent for health purposes only. including the provision ofhealth can:. payment for 
services. peer review. health promotion. disease rnanagemen~ and qualitY assurance. 

• 	 In addition. disclosure of individuallv identifiable heallb ""'" informaDon without written COll$l!l1t 
should be permitted in very limited circumst.allCes where there is • clear le,a1 basis for doing so. 
Such reasons include; medieal or health care research for which a institutioual review board has 

. detemtined anonymous records will not suffice. investigation ofhealth car< fraud. and public 
health reporting. 

• 	To the maximum feasible exten, in ali situations. nonidontifiable health care information Oshould 
be used unless the individual has consented to the disclosure of individually identifiable 
information. When disclosure is required. no greater amount of information should be disclosed 
than is necessary to sclUeve the specific purpose of the disclosure. . ._­

{I lin Ibe conte.t of this chapter. health Car< information is defined as "any information. whether oral or 
recorded. in any fOlm or medium. that is created or received by aheallb care provider. heallb plan. . 
public health authority, employer. life insurer. school. univmitY. health care clearinghouse; aad rehucs 
to llIe past. present. or fu= physical or menw health or condition of an individual. the provision of 
health can: to an individual or the pas~ presen~ or future payment for the provision of health care to an 
individuaL" 

Rationale 

The iegal right to confidentiaiitY ofhealth care informarion &ad its essential role in the delivery of 
qualitY health can: has been recognized by the United SlaW Supreme Court. lower Federal &ad Stale 
courtS. &ad Federal nod Stale lawmakers. Similarly. aheallb care provider's obligation to proteCt the 
confidentiality of health information is univ."a11y recognized. The assumru;e that consumers' heallb 
inform.tion will remain confidential is "fundllrnental to effective diagnosis. treatment nod healing" 
(Sbalala. 1997). 

At the same lime. the qualitY of the health care syStem also depends on the regular exchange of 
information be!W_ providers. employers. plans. public health authorities. researchers. nod other users. 
The changing structure ofthe health """ system &ad rapid advances in infOrmation ,,:chnolosr &ad 
medical nod health can: research have increased the demand for &ad supply of health tnfomuwon among 
uaditional users such as the treating physician. nod new users. such as large netwOrks of providm. 
information management companies. quality and utilization review committees. and independentl~ 
contraCted service providers. Concerns have b_ raised ~ under the cum:nt system of infotmlll!on 
exchange, various entities can access individually identifiable information without sufficient security 
saiioguards &ad consen[ requirements. 



Chaplet ::i:\: L!lnfidcntiatily oiHeallh Infonn8uoPlI), , 

Other activities underta.k.en to improve qua1ity and efficiency may present new risks [0 the 
canrldenliality ai health information, for e"""'ple, quality aversigbt activities by plans. providers. 
accreditation bodies. and regulatory agencies require detailed information aboUI!be tt'CSWIenl and 
bene-Itt $tw:us ofindividual consumers. The growing role ofemployers in workforce health issues has 
also contributed to the confidentiality debate. 

Congress has made rcpcau:d .nomplS 'a enacl a comprehensive F edcriU confidentiality law but has. to 
date. been unsuccessful. The web of prolections al the Federal and State level that has evolved in the 
absence: of a comprehensive law leaves many aspects of health infonnation unevenly proteCted. 
Specialized Federal protections aircady exist through Stanl1CS !hal address subSlallcc abuse. Mt-dicaid 
ben<11ciaries. public health. research. government records. and those living with dUabilitics. 

Several StaleS have enacted comprehensive laws and an effon: is currently under way at the National 
Association of IDSlnI1cc Conunissionm to draft a Pro=d Health Information Model Act for StaleS. 
Other safeguards have evolved outside of !be legislative arena. Acc:.n:djtation bodies have incozporat.ed 
requ.irements for confidentiality policies and patient consenl (JCAHO 19'16: NCQA 1997: URAe 19'16) 
and continue to collaborate an security and confidentiality issues (JCAHOINCQA Join! Session. 1997). 

The Health InsW'llJlce Portability and Accountability Act of 1996 (HlPAA) required the Secretary of 
Health and Human Services to submit to the COO2resS detailed recommendations on: (I) !be rights !hal 
"" individual who is a subject of individually identifiable inform.tion should have: (2) !be procedures 
that should be established for !be exerci", of such rights: and (3) the uses and disclosures of such 
information !hal should be authorized Or requ.ired (Public Law 104-191), On September 1 I. Health and 
Human Services Secretary Donna Shalala presented those proposals to !be Congn:ss (Shalala. 1997). 
Under the terms of HlPAA. jf Congress falls to enact Federal confidentiality legislation by AugUSt 1999. 
!be Secretary ofHHS is required to promulgate regulations setting confidentiality starldards. 

The Secretary recommends a comprehensive Federal confidentiality law !hal wouJd apply "floor 
preemption." meani.ng !hal the law would require !hal all States comply with • minimwn set of 
confidentiality requirements but would not preempt stronger Stall: laws. 

Seetion 262 ofHlPAA also requ.ires the Seetetary ofHHS to adopt standards by February 1998 for 
electronic transmission of financial and administrative health care transactions (including infomuuion 
about clam... eligibility. paymenL and injury). unique health identifiers (for individuals. employers. 
plans. and providers), and security, 

The Conunission believes that it is essential [0 estabiish Xl comprehensive cOnfidentiality framework and 
encourages the Congress to move forward expeditiously. . . 

Implications of tbe Rigbt 

H..ltb pia .... bealtb providers, employen, and otber group pun:basen should examine. exisIiDg 
confidentiality protections to safeguard against improper use or release ofindividually idenufudlle 
information. The Commission does not intend 10 imPede employers or providers from complying with 
dwies e,udllished by law. Health providers. ra<:ilities. and pi.... should develop procedures to ensun: 
that when sensitive services (e,g .• mental health. substance abuse. reproductive services. or tmIIII1C1It of 
sexually transmined dis .....) are involved. standard adminiStrative techniques do not inadvenemly 
disclose information to individuals other than thep.tient. This is not intended to cre.te two s~ of 
nondisclosu.n:-one for sensitive medical conditions and another for all others. It is merely a recogruuon 
that th.... may be high level concern about confidentiality with certain medical conditions by ,orne 
patients, 

La" enforcemenl omcen, researcbers. and public beailb agenei .. should examine their e"isting 
policies to ensun:: !hal !bey ..c... individually identifiable information only when absolutely neee:ssary 
and provide proper safegwinis to assure confidentiality. 
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Consume.. should become more .w"", ofthe content of their health "",ortis and pay particular ancntion 
10 ~uests by pro~iders. plans. employers. or others to gain acceSS to those records. 
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Chapter Seven: Complaints and Appeals 
Statement of the Right 

All consumers have rhl! right to a fair and efficie1ft process for resolving dijftrelfces with their het;hh 
plans. health care providers. and the imritutions Ihal serve them. including a rigorous s.vstem ofInternal 
review and an independent system ofexternal review. 

Internal appeals systems should include: 

• Timely written notification of a decision to deny, reduce. or terminate services or deny, ~ayment 
fot' services. Such notification should inelode an explanation of the reasons for the dectSlons and 
the procedures a,ailabl. for appealing them. . . . 

• Resolution of aU appeals in 11 timeiy manner with expedited consideration for decisIOns involVIng 
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emergency or urgent care consistent with time frames. consistent with tb.ose required by Medicare 
( ' -, h ' • 	 i.e.. }_ oW'S J. .. 
A claim review process condUCIed by health care professionals who are approprillICly credentialed 
with respecllo the treatment involved, Reviews should be conducted by individuals who were no. 

• 	involved. in the initial decision. ' " 
Wrim:n notification of the iinal determination by the plan of an internal appeal that includes 
infonn.ation on the reason for the detennlnation and how a consumer can appeat that decision to an 

• 	external entity, , , 
Reasonable processes for resol vin! consumer complaints about such issues as waiting IUnes. 
operating hours. the demeanor of health care persoMei. and the adequacy of f""ilities. 

Extemal appeals systenlS should: 

• 	Be available only after consumers have exhausted all internal processes (except in eases of 
• 	 urgently needed ,"",,). '. 

Apply.o any decision by. health pian 10 deny, reduce. or terminate covet'lll!e or deny payment for 
services based on a delmnination thaI the treatmenl is either experimeotal or investigational in 
ruuure: apply when such. decision is based on • determination that such services are no. 
medically necessary and the amount exceeds a significanl threshold or the patiem's life or health is 

• jeopardized (J.l. ' 
Be conducted by health care professionals who are appropnately credentialed with re'peello the 
treatment inVOlved and subject to contljct~of~intcrest prohibitions. Reviews should be conduc:ted 

• 	 by individuals who were not involved in the initial decision. 
Follow a standard of",view lha. promotes evidence·based decisiorunaking and relies on objective 
evidence. 

• 	Resolve aU appeals in a timely manner "With expedited consideration for decisions involving 
emergency or urgent care consistent with time frame! coosment with those required by Medicare 
(i.e.. 72 hours). 

i •• __ •*. ¥ 	 = - • • I ==" 

(I) The righ.1O external appeals does nOI apply 10 denials. reductions. or tenninarions of covOl'ilge or 
denials of paymenl for services that are specifically excluded from the consumer's covenge as 
established by conttllCl 

-------------,,~.----------------------_Q,~..--.------~.-.--_#_..~.. ------,-.--.-._._.-----. 
Rationale 

Health care consumers. like other purchasers. have concerns aboUI the service they ....eive. Unlike other 
consumers. however. health can: consume", have special inlereslS al stake-the lenglh and quality of 
their lives. How consumer complainlS are addressed has • significanl impa<:! on the quality ofhealth 
services provided and on the salisf""'!on of consumers with the individuals and institutions that pmvide 
them. 

Fair and efficient procedu.r= for rc:solving consumer compiaincs abOUt their health care serve many 
purposes. first and foremost. enhanced internal and external review processes: 'Wiil assist consumcn: in 
obtaining access 10 appropriate sCIVices in. timely fashion. thus maximizing the likelihood ofpositive 
health oulcomes. Second. they com be used to bridge communication gaps bcrween consumers and thetr 
health plans and providers. and 10 provide useful infonnation 10 all parne, regarding effective ttcam!CIII 
and consumer needs. Third. the opportunity for consumers 10 be heard by people whose decisions 
significantlv touch their lives evidences respecl for the dignity ofconsumers as individuals and 
engenders their respect for the integrity of the institutions that serve them. 

Properly stlUaurcd complaint rc:soJution processes should promote the resolution ofconswner conce:ms 
as well as SUpport and enhance.he overnil goal of improving the quality of health care. Internal and 
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I!'xtemal complaint and appeal processes shouid be: 

• Timelv. 
• Fair 10 all parties. 
• 	 Administratively simple. 
: 	 Objective and credible. 


Accessible and undemandable !o consume",. 

• 	 CoSt and I'CSOw-ce eff'icien:t. 
• 	SUbject. to quality review. 

Internal and """,mal complalo! and appeal proce ..es should no! interf.re "itil commuruta'ion belW<Cl1 
consumm and Ill";" heallll care providm. For example. in instances wh= consumm and Illeit 
providers agree that a service should be reduced or terminated. no written notificatit?n of such decisions 
is needed. AdditionalJy, health care providm who participate in 1he complaint and appeal proc ..... on 
behalfofpatiems should be free from discrimination or n:taliation. Likewise. consumm who file a 
complaint against a provider or plan should be iree from discrimination or maliation. 

For the purposes of this chapter. the follow1Og definitions a.re used for the teons "complain .." and 
~appeais": 	 ' 

Complaiot. A "complaint" is any exprcssl0n ofdissatisfaction to a health plan. provider. or facility by a 
conswner made orally or in 'Writing. nus includes concerns about the operations of providers. insurers. 
or health plans. such as waitiog times. the demeanor ofheallll care pe",onne!. Ille adeqwu:y of facUities 
or the respect paid to consumers. and claims regarding the right ofthe consumer to receive services or 
receive payment for services previously rendered. inc:luding the organization's refusal (0 provide services 
the conswner believes he or she is entitled to. 

App.aL Ao "appeal" is a consumer's request for a health plan. facility, or provider Or other body to 
change an initial decision. An appeai process is a procedure for reconsideration of a. speciflc 
detI:mtioation made by a health provider. facility Or plan. 

Current Resolution Processes 

C""""t1y. many different procedures are used by group purehaser.i. health plans. and provider 
organizations to respond to consumer complaints. Licensed heaith plans are subject to numerous State 
and Fedemllaws. and many also comply with the standards ofprivate accrediting bodies (e.g., NCQA. 
1991; JCAHO. 19%; AAHCC;URAC. 1996). Vinually all private and public health plans provide 
consumers with some form ofcomplaint resojution process. The Commission does not intend by these 
recommendations to weaken existing conswner protections. These include: 

Slate Li ......d Insurante Products. States traditionalJy have regulated the benefil suucWte. solvency, 
nw:s. and claintS process ofindemnity insurance companies doing bu.iness in the State. Some Stale 
irIsunlnce regulations requite health i=doilll! business in 1he Stale to provide certain complaim 
procedures to enrollees (Abraham. 1990). In addition. all SO Stales have laws licensing or go'lCfltiog 
HMOs doing business in 1he State separate from their laws regulating indemnity insurance prodUdS. 
Many Stales' laws are based on the model HMO law drafted by the National Association of IIlSLU1IIICe 
Commissioners (NAIC. : 9%), which requires HMOs to establish complalo, procedures approV«! by the 
Stale'S insurance commissioner. Ao estimated 30 Stales have some specified complalol procedures thai 
HMOs must follow and at least 1 Stales now require an expedited appeal for denials of orgently needed 
care. 

ERISA PI,..... All employers offering health benefits to 1heir employees thmugh managed care 
organizations Or traditional indemnity insure", must comply with requirements of the Employee 
Retirement Income Security Act. ERISA requires private employer.provided health benefit plans to 
disclose certain information 10 plan panicipants. to report information to the Federal government. and to 
pay ben.lits that arc promised under the plan. ERISA regulations generally require employer health 
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plll!l5 to approve or deny claims within 90 days and to approve or deny appeals ofclaims denials within 
60 days. Although ERISA health plans are required to establish and disclose complaint and appeals 
proce<iW'Os to participants. and to notify paruciparus of claims denials. the plans are not required to 
provide a particular complaint procedure I Butler and Polzer. 1996). All inwml reconsiderauon of 
denied claims is stipulated but appeals may be decided by the same plan administratol'5 that initially 
denied the claim. Determinations must be in writing and state specific reasom for the decision. 

~1edicare. Under the Medicare fce~for~service svsu:m. flseaJ intermediaries and carriers must provide a 
two-step internal review and notification of their final decision before a benenciary is entitled to seck 
reconsideration from the Social Sc(:w1t)' Administration's payment division and the Health ~are 
FinanCIng AdminisJration (Kinney. 1996t Medicare provides a graded appeal prot... that in:ludes a 
hearing before an administrative law judge and administrative appeals council review for claims UIIdcr 
Part A (hospital coverage) if the amount in controv .... y is more than SIOO: and under Pan B (physieal 
and outpatient coverage) if the claims are more than $500. Claims under Pan A and Pan B for more tIwt 
S1.000 are entitle<i to judicial review. 

HMOs that participate in Medicare are required to provide meaningful internal procedures for resolving 
complaints about the quaJity of care. umimeiy provision ofcare. or the improper demeanor of hcaitb care 
peI'5Onnel (Sta)'n. 1994): HMO deeisions to deny coverage fur cerudn treatment. referral outStde a plan. 
uf reimbursement for emergency or out~of-area c..u:: are subject to an external review and administrative 
app!!aL HCFA has contracted wllh a private organization. the Center for Health Dispute Resolution. to 
pertorm these reconsiderationHRicharrison. Phillips, and Conley. 1993). After e.ternai review. a 
),{e<iicare beneficiary enrolled in an HMO who is 'dissatisfied by reason ofrus failure to receive any 
health service to which he believes he is entitled and at no greater charge tIwt he believes he is requized 
10 pay" has a right to Social Security administrative review for controversies more than 5100 and. 
judicial review for controversies more than 51.000. I 

Me<iicaid, The Federal Medicaid starute requires State agencies to provide beneficiaries with a Wr 
hearing and an administrative appeal when their eiigibiliry or requests for services are denied or not 
acted upon within reasonable time, These State agency dctenninations can be cItallenged in State cowt 
under State administrative proce<iure actS or in federal coUlt. In addition, HMOs that contract 10 serve 
Medicaid beneficiaries must establish an internal complaint procedure that will resolve dispuu:o 
promptly. These internal procedW'Os are subject to review and approval by the State. Me<iicald HMO 
enrollees have the same rights to admlrUstrative appeal as do fce--fof-service enrollees and nO 
recommendations are made concerning the changing of such rights. 

Fed.",l Employe.. Healtb a•••fil Program. Federal employees and their dependents receive 
covernge through private insUlllllce c:u:ri.... , including more tIwt 300 HMOs. Under the FEHBP 
complaint resolution process. enrollees may bring disputes concerning benefits or services to the Office 
of Pomnnel Management for review after asking the plan to reconsider its initial denial and flliliDl! to 
receive a satisfactory reply. OPM seeKS to determine whether the enroll .. or family member is enutled 
to the services Of supply under the terms of the contraCt. 

orb•• Approacb... The federal HMO Act requines that to be. 'federally qualified HMO," • plan must 
provide meaningful procedures for hearing and resolving complalms between subscribers and the'pLan. 
The ...,rinen procedures mUSt be easily understood and provided upon request. HMO, are nO! requized to 
comply with the Act's requirementS but may do so 10 obtain favo"'; 5taIUS. Other approach .. to 
complaint resolution exist in the Depllnmem of Defense', health programs. including the Civilian Health 
oed Me<iical Program of the Unifonned Services (CHAMPUS). 

Implications of the Right 

Assuring that aU consumers have access to both internal and extemai processes that satisfy the 
requirements of this right will require action On vinually every level of the health care industry. 

Enhal1cing iDeenai Review Systems. Health pJa.ns will need to examine their existing internal review 
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systems to assure that consumers receive a timely. Wldemandabie notice of decisions 10 dc1l.y~ reduce. or 
terminate treatment or pay claims: notice oithe reaSons for thai detennination a.a.d of the complaint and 
appeals proced= available to them: :md expeailtd processes far cmain typeS afcases. While thete do 
nOI.pp.... 10 be reliable data indicatillg how many heallh plam cumntly provide inlCfDlli coml'Wru 
procedugs. maSl'pl'"",ntly do. Thus. implementa-uan of. general righllO tile inu:mal camplamfS. 10 
appeal ..ithln a health plan. and to receive a response will nOI require a majoriry of health plam to 
change their currenl practices significantly. it will be imponam for qualitY oversight organjzations (State 
licensure programs. Federal certification programs.:md priva .. accrediting bodies) to = that their 
sra.odartls and review pmcesses adequarely address imemal complaint and "1'peal processes ofheallh 
plans. 

E.tabli.hing lndep ••d••, External Appub System•• Additional analysis mllSt be done to identify the 
most effective and efficient melhods of establishing the independent extemal .ppeals function. Issues 10 
be considm:d include: mechanisms for fmancing the external review sYSlem: sponsorship of the cxu:ma! 
review fwlction; design ofnmew processes to assure evidence-based dec:isionmaking; qualifications of 
reviewers; consumer cOSI-sbaring responsibilities ,e.g., filing fees); :md methods of overseeing and 
holding eXlemai appeals entities accountable. [t will also be importaol to esiabliBh an ongoing cvaiual:ian 
mechanism to assess the lmpact of the external appeals process on access to appropriate services. nm::s of 
consumer disputes~ liligation rates. conswner satisfaction. and COSts. The evaluation mechanism sbould 
l1sa assess the impact of c.enain design characteristics on the effectiveness and efficiency of the external 
nppc:31s process. 
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Chapter Eight: Consumer Responsibilities 
Statement of Responsibilities 

In a health can: system that protects cansumelS' rights. it is reasonable to expect and encaumge 
conswners to assume reasonable responsibilities. Gremcr individual involvement by consumers in their 
oan: increases the likelihood ofachieving the best auu:ame. and helps supJlo!' a quality improvement. 
cost-conscious envitc?nment. Such responsibilities include: 

, 

• 	Take responsibilitY for maximizing healthy habits. sud! as exereising. not smoking. lind eating a 
• 	 healthy diet. 
• 	Become involved in specific health can: decisions. . 

Work collaboratively with health care providelS in developing and emying out agreed.upon 
treamleDl piaDs. 

: 	 Disclose relevnnt infomuuion and clearly communicate wants and needs. 
Use the health plan's intemalcomplaint and appeal processes to address concerns that may arise, 

: Avoid knowingly spreading disease. 
~ogniz.c the n:ality ofrisks and limits of the science ofmedical care and the human fltllibility of 

• 	 the health care professional. . 

Be aware of a healllt Care provider's obligation to he reasonably efficient and equitable in 


• 	providing care to other patients and the community, 
Become knowledgeable about his or her health plan coverage and health plan options (when 
available) including all covered benetl ... lintiunions. and exclusions. rules regarding use of 
netWOrk providers. coverage and referral rules. appropri... processes to secun! additional 

• 	 information. and the process to appeal coverage decisions. 
• 	Show respect for other padems and health workers. 
• 	Mala: a good-faith effort to meet financial obligations. 

Abide by administrative and operational procedun!5 of health plans. health care provid .... and 
• 	Government health benefit programs.


Report wrongdoing and tiaud to appropri... resources or legal authorities. 


Rationale 

In providing consumers with a set of rights and protections. the Commission believes that individual 
consumers must assume certain responsibilities. Responsibiiities Create benefits not only for individual 
consumers and lIteir families but also for the health care system and society as a whole. [mproved health 
status reduces medical costs for the pauenL the payer, and society. 

The Commission. however. does not intend to creat<: a link berween an individual's condue. in meeting 
his or her responsibilities and the obliganons of plans and providers to provide covered services. 

l.......ed patient re:lponsibility can improve consumers' sense of self-worth. For example. iru:n:ased 
rosponsibility among individuals living with disabilities has resulted in increased independence for that 
l'OPUiation (Rodwin. 1994: National Health Caw:t<:il. (995). In faeL this is the principle b.bind the. 
independent living movemenL where people with disabilities live in their home. with p=onal asstSlllllt 
services rallter than in institutions. Individuals repon that increased responsibility for their health has led 
to improved self-esteem and a greater sense of empowennenL 

Promoting consumer responsibility is an essential component of the effort toward involving COllSWtters 
dize<tly in decisianma.l<ing about their health and medical care. Conswners often """,ei"" thai the 
medical professionals who care for litem are acting in a candesceading or p ...rnalistic "",,,,?er. They 
resent being put in a position ofdependence and being """",d as if they are infantile and object to the 
presumption that they are incapable of making choices themselves (Rodwin. 1994). 

While the Commission believes that consumers must assume certain responsibilities. it also recognizes 
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that reasonable accommodations must be made for numerous consumers wim disabilities. For exampie. 
some indh-;duals \Vitb physic.a1 and mental disabilities requite assistanCe with seJi care: for some 
individuals wid! mental disabilities. noncompliance with t:n::amlent "'gim<s is. manifesmrion of their 
disabilily; and some individuals wi!h mental and physical disabilities are unable-<luc to their 
disability--€o clearly communicate their wants and needs ana. therefore. rely on the assiStance of a 
designated representative, in each CllSc. the health can: system must recog.nize these: issues and 
acconunodate !hose needs. The Commission also recognizes that the", an: maIIy o!her factOrs. such as 
occupational h.a:zards. language, and income StatuS. that may pose significant barriers to consumers 
meeung these responsibilities. 

Conswner. who are able should take the opporrunity to educate themselves with "'spect to'the specifics 
of their benefit covetlll!l' and to learn how to access the hcalth can: aod services available to !hem as • 
....wt of that covensge. This includes: 	 . 

: 	 Reading and undemanding written information that e~plains benefit coverage 
Reading and understanding infonnation that describes health plan processes and procedW1':S to 
follow when seeking care bv • physician. hospital. or o!her provider. . 

• 	Seeking information or clarification of information from the health plan as n""essary . 
• Using the health plan's processes ior addressing complaints or grievances when disputes wid! 

providers or hoal!h plan procedures arise. . 

Conswner responsibility is panicularly relevant to !he broad right to inforotation established in this 
Consumer Bill of Rights and Responsibilities (see Chapter One). The Right to InformatiOn requites !he 
disclosure of information 10 conswners ei!her directly or upon reqUCS! on such things as benefits. 
,oSl-sharing, complaints and appeais processes. licensure. acereditation. and performance I"easures. The 
Right 10 Information will improve healL'! outcome, only to the ..'tenl that consumers have a choice of 
heaI!h plans and use that information in excn:ising !he choice. 

Allhougb there is significant value in promoling !he consumers' participation in their own Itealth care by 
inc:re::lSing their level of responsibility, it is important 10 SCI limits on the amoWlt of responsibility 
Cl<poCted. The pllliont's responsibility to comply wi!h medical advice is limiled by !he principle of . 
infonned consent (Benjamin. 1985). The patienl relains the right 10 choose whether 10 follow medical 
advice or no~ as long as he or she is wiUing to accept !he heal!h ouu:ome consequences that may resull 
Iiom noncompliance. and !he noncompliance does nOI adversely affect the public (Brock and Wonman. 
(994). 

Con.sumen: do not have a duty to be subjected to a trean'flCnl regime they have good reason 10 avoid-for 
instancc. onc whose negative side effects outweigh its benefits (Mayer. I992)~ or when excessive 
medication in an i.nstitutional setting is used 10 "conrrol" residents. Most COnsumer responsibilities do 
not extend to Ihose who are incompetent 10 make decisions. including infants. !hose who an: judged to 
be mentally incompelen~ and comalose patients (Emson. 1995: Mayer, 1992: :-IlIIionai Health Co"""ii.. 
(995). 

In addition. cCl:'lllin high-risk behaviors (smoking, illegal drug use) an: eddictive and cannot be 
considered fully under !he volitional control of !he individual consumer. Cawion must be wed 10 avoid 
"blanting the victim:' For e~pl.. Bayer (1996) notes that during !he history of the AIDS epidemic. 
"the emphasis on pessonal responsibility was often nssocia!ed with condemnation of!hose whose sexual 
or drug·using behavior had e~sed !hem to HIV, as well .. wi!h calls for invasion of privacy and 
deprivarions oflibmy." 

Compliance with agreed-upon treatmenl prolocols is a particulariy impol""lt conswner responsibility. 
Noncompliance with !he taking of medication has particular implications for !he heal!h SIl!1US of 
consumers. Noncompliance includes taking tOO much medication. taking medication not pfC$cribed. not 
taking medication prescribed. altering tho pre$Cribed dosage, or altering !he time berween dos ... 

Fmally, it is important to recogrtizo that while consumers should seek 10 assume !he resportsibiJiti .. 
disc:us.sed in this repon. maoy factors influence consumers' acceptance ofmedica! advice. Some are 
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reiated to the health care system itself and others an: reh;ted to the patient's individual psychology. 
;manakn. Arai<i ct al. (1993) identified patient dissatisf""tion with their health care providers and plans 
J.S • primnry cause of patient noncompliance. SevemJ stUdies have identified inadequate 
ptoVlder-consumer communication as a contributing fuctor (lmanakn. 1993: Ross. 1991: Donovan and 
Blake. 1992: Sluij•• Kok. et al .. 1993). Thi. leads to situations where: 

• The patient and the prescriber have a differen, understanding of what the patienl lS supposed to do. 
o The patient laclcs information Or understanding .bout the disease. pathclogy, or symptoms. 
• The patient docs not wtdemand the correct purpose of the intervention. 
• The patient and the health care provider have insUfficient time 10 discuss the full range ofissues 

concerning compiiance. 1­

:-ioncompJianl patients also may have Wlderlying psychiatric disorders. YeUowless and Ruffin (1989) 
found that 40 percent of patients who experience a life,threatening asthma episode have psychiatric 
disorders. Patients often are trying to balance the requiremenlS of their prescribed medical regimtm with 
other aspects of their life (Donovan and Blake. 19921. finally. some patient:! cbOose not to coinply with 
medical instl'llCtions as a way of exp.... sing their attempts to cope willi llleir disease: as a reaction to the 
way they have been treJUCd by doctors: or as • way of lighting the system by breaking its "symbolic" 
rules (Ross. 1991). 

[mplications of the Responsibilities 

Consumen wiU have 10 play an active role in the treatment and management of their health. Consumers 
will necd to ask more q_tions of their health core providers. insurers. and institutions. They will net:d 
to express their 'Wishes and desires clearly to those who care for them and to their famiJy members in me 
event of incapacity; this should be done bejore an incapacity occurs. They will need to make sun. that 
!hey understand a treatment regimen thai is prescribed for them before they agmo to follow it. Once !hey 
have made such an agmoment. consumers will need to make every effon 10 comply and. If!hey cannot. 
to notify their provider of their de.ire or need to ,hange that regimen. Consumers will net:d to n:<:Ognize 
the financial and societal impact of their health care decisions and their health care ,holce. should refiect 
this consideration. . 

Heallb care providen will net:d to communi..te more clearly with their patienrs and their patients' 
fantilies about diagno.... treallll<nt options. and Ire.llllent protocols. They will net:d to make Il""":"'" 
effons 10 ensure that those matters are clearlv undemood and .=«1 to. Thev will necd to wori< with 
their patients: to ensun: that treatment regime'ns arc possible to fanew and th3t changes in a-cacment are 
made when possible 10 meet patients' needs or demands. 

Hallb plans will need to consider ways to encourage greater communication between cons""'''''' and 
health care professienai.s~ including tncentives for such communication and acceptance of treaanem: 
regimens. 
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Weinberg, and Kathleen Yosko. '. 

Finally, the Commission and its staffare gnttelitl to the following individuals for their ...islmlce: Amy 
Anderson. Cannella Bocchino. Phyliis Bom. Peggy Connenon. Carol Cronin. Geri Dallek. Dialla 
Dennett. Paw Donncn. Lee Goldberg, Kevin Haugh, Ann Kempke. Jim KIciD.ludilh LichtmaID. Brian 
Lindbet1. Marjorie MaGinn. Mary JO Malon.. Kalhleen McGinley. K.aren PoIliIZ. Karl Pol=. Jim Ray. 
Carol Regan. John Rother. Charies Sabatino. Nicole Tapay. Bruce Taylor. Mark Ugomz. Andrew 
Webher. and many others. 
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