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Statement at Senate
Confirmation Hearing

Secretary-Designate Christopher

Statement baefore the Senate Foreign Relations Cammittes,

Washington, DC, January 13, 1983

I

r. Ghairman: it isa great

hgnor to sppesar before you as

Prezident-elect Clintons
aomines for Secratary of Btate, This
hearing room is a long way from
Beranton, North Daketa, population
360, where [ was born and raised, and [
am dzepiy moved by being herein
these circumstances.

You and the members of this
commitiee have contributed much
lendership and wisdom to our sation's
foreign policy over the past decade.
Lsl me say af the outset that I look
forward Lo & close and cooperalive
relationshiz with you. 1 alse look
forward to your questions and will try
to answer them with the mithless
eandor for which diplomats are famoun,

In the 3 weeks sinve Presidant-elest
Clinton agked me to serve as his
Secretary of Stats, | have received

about a3 much commiseration ay
gongratulation. Friends point to this
new world's raw conflicts and stress
our own limited resources. They teli
me I have drawn an important bat
unpleasant assignment.

I appreciate thelyr concern, But i
dispute their sssessment. [ believe we
have urrived at a uniquely promising
moment. The signature of thigera iy
changs, and I believe many of the
shanges work is eur faver. The Cold
War i over. Forty years of sustained
effort an behalf of collective security
and hurman digaity have been re.
warded, MUlions whe lived under the
stultifying yoke of communism are free.
The tide of demseratic aspirations ia
rising from Tibet to Central America.
Freer markets are expanding the reach
of prosperity. The nuclear nightmare is

new world, Togsther with our frignds
and allies, we will work to zhape
chang lest it engulf us. Wher our vital
interesis are challenped or the will and
conacience of the internutionsl comma-
nity is defied, we will gotewwith
peaceful diplomacy whenever possible,
with foree when necessary,

The brave Americans serving our
nation today in the Persian Gulf, in
Somalis, and wherever else thay siand
are testament to our resslve. But gur
greatest strength is the power of our
ideas, which are still new in many
Janzis, Across tha world, we see them
smbraced, and we rejoive. Qur hopes,
aur hearts, our hands are with those on
every continent who are huilding
democracy and freedom. Their canse ia
America'scouse. ... M

recading, and I want te congratulate
President Bush and [(Russian] Presi.
dent Yeitsin on thelr succassful
regotiation of the BTART {I Treaty
{Strategic Arms Reduction Treatyl.
We now have the opportunity Lo cveats
g new strategy that directs Amerieas
resources st something other than
superpower confrantation.

Periig of the New Era

Neither President-slect Clinton nor
have any ilinsions about the perils that
ok in many of this ara’s changes, The
end of the Cold War has lifted the lid on
many cauldrons of long-simmeving
conflict. Tha bisody results sre evident
{5 the former Yugesiavia snd elae.
where. Nor will this era lack for
ruthless and expansionist despots;
firayl President] Saddam Hussein
confirmed that fact. Yetit s alss true
that we sre now relatively more
powerful and physicaily moere secure,
Bo while we sre alert Lo thisera's
dangers, we nonetheless approach it
with an underlying sense of eptimism,
Mot gines the late 19408 has our
nation faced the challenge of shaping an
entirely new foreign poliey for a workd
that has fundamentaily changed. Like
our connterparts then, we need to
design s new atrategy for protecting
American interests by laying the
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ndations for a more st and stable
id, That strategy must reflect the
mndamental changes thot charucterize
this era

* The suriaeing of long-suppressed
sthnie, religious, and sectionsl conflicts,
eapecially in the former Soviet bloe;

* The gichalization of commerce
and capital;

= A worldwide demoeratic revelu.
tion, fueled by new infarmation
tsehnologias thet amplify the power of
ideas;

¢ New and old human righis
challenges, includiag protecting ethnic
minoriliea as well as political dissi-
dents;

* The rise of new security thraats,
especially terrorism and the spread of
advanesed weaponry and weapons of
mass destruction: and

+ Global chatlenges including
gverpopulation, farsine, dronght,
refugees, AIDS {sequired immuznio.
deficiency syndrome}, drig-traffivking,
and threats to the earth's envireonment,

To adapt our foreign polisy goals
d ingtituiions to these changes,
‘m’dent-eleﬁz Clintor has stressed
at our effort must rest on three
pillars:

First, we must elavate America's
ecpnamic sacurity as a primary goal ¢f
our foreign policy.

Socond, we must preserve our
military strength a8 wa adapt our
farces to new sscurity challenges.

Third, we must organize cur foreign
policy arcund the goal of promating the
spresd of demoeracy and moarkets-
abroad.

As we sdapt te new conditions, it ia
worth underszoring the essential
continuity in American foreign policy.
Desgpite a change in sdministrations,
our poliny in many spacific instances
will remuain constant and will seek to
butid upon the arcomplishmenis of our
predecessars. Examples inglude the
Middle East peacs process, firm
enforcement of the UN sanctions
against Ireq, ratification and implemen-
tation of the BTART il Treaty, and the
continuing need for US power to play a

te in promoting stability in Burope
d the Pacifie,
Nevertheloss, our Administration

inherits the task of dafining a sirategy
for US leadership after the Cold War.

We cannot afford to careen from crisis
o ovisis, We must have a new diplo-
macy that seeks to anticipate and
prevent crises, like those in irag,
Bosnia and Somalia, rather than _
simply to manage them. Dur support
for democratic institutions and human
rights can help defuse political corn-
filets. And our support for sustainable
development and global environmental
protection can help prevent human
suffering on & scale that demands our
intervention, We cannot foregee every
crisis. But preventive diplomacy can
froe we o devols more time and effort
to problems facing us at home,

It is not encugh to sriiculate a new
strategy; we must also justify it to the
American people. Today, foreign policy
makers cannot afford to ignore the
public, for there i3 4 real danger that
the public will ignoye foreign policy.
The unitary goat of containing Soviet
powser will have o be repdaced by more
complex justificationg to it the new
era. We need to show that, in this ers,
foreign policy is no longer foreign.

Practitioners of stutacrafl some-
times forget [thai] their ultimate
purpose i3 to imprave the daily Hves of
the American people, They assume
foreign policy is tos complex for the
public 10 be invelved in ita formation.
That iz 4 coutly eonceil, From Vietnam
o fran-conlra, we have too nfian
witnessed the disastrous sffects of
foreign polictes hatched by the experts
without proper candor or songultation
with the public and their representa-
tives in Congress,

Mare than ever balore, the State
Department cannob afford to have
“clientitis,” a malady characterized by
ungdue defereacs Lo the potential
reactions of other countrizs. | have
lsng thought the State Depariment
needs an “Americs Desk.” This
Administration will have one—and T'll
be aitting behind it.

Guiding Principles
For Fargign Policy

I will not altempt toduy to fit the
foreign policy of the next 4 years inta
the siraightiscket of some naatly
tailored doctrine. Yet, Americas
actions In the world must be guided by

; N
cansistent principies. As | have noted,
[ believe there are three that should
guide foraign policy in this sew era,
H

First, we must advance America's
esonnrmic security with the same
energy and resourcefuliness we devoted
to waging the Cold War, The new

" Administratien will shortly propeae an

economic program to empower Ameri-
ean firms and workers to win in world
rarkets, reduce our reliance on foreign
borrowing, and Incyrsase our ability to
sustain ferezg'z mmm:tmema Despits
our gronemic wees ! we remals the
world's greatast traciir g nation, s
largest market, and its leading ex-
porter, That is why we must utilize ali
the tools at our disposal, inchuding &
new GATT [Genera!l Agreement on
Tariffs and Trade] agreement and a
North American Free Trade Agree-
ment thal serves the interests of
American firms, wcrkers, and comms-
pities.

15 an era in which #eonomic
compatition is eclipsing ideoingieal
rivalry, it is time for diplomacy that
seeks 1o assure access for US busi-
nesses o expanding giohal morkets,
This does not mean that our commsr.
cial goals will trump other important
conearns, such as non-proliferation,
human rights, and sustainable develop-
ment i the Third World. Bat for too
lorg, we have made sconomics Lie poor
consin of cur foreign policy, For
example, In nearly ail the countries of
the former Easters bloc—nations
whose economies and markets are on
the thresheld of growthw-we have for
years asaignad only one Foreign
Service offiver to assist US companies.
In the case of Kussia, that means one
cammercial officer for a nation of
150 railtion people, Other economic
powers, such as Germany and Japan,
devote far more personngl io promol.
ing their firms, industries, aad
geonomic onserns;

The Clinton Administration intends
to harness cur diplomacy to the neads
and opportunitizs of American induge
tries and workers.; We will nol be
bashfisl about liniing our high diplo-
macy with our economiz goals. We will
ask our foreign missions to do mare to
guther crucial information about
market opportunitias and barriers and
aetively sssist Amérioan companies
seeking to do husiness abroad.
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Second, we must mainiain s strong

fense as we adapt our forces 1o new

d enduring security challenges. Asa
resull of efforts bogun in the late 19703
by President Carter and continued
under Prasidents Reagan and Bush,
sur Administration inherita the hest
fighting foree in the world, But the
warld has changed,

We face & paradox, The collapse of
the Soviet Union enables ug to vaduce
our Cold War military forces. Bul it
slso leaves Ameriean power as the
malo ballast for an unstable world, Our
ability to manags the transition to a
mare stable system of international
relations will depand on tesacious
diplomagy backed by credilie strengih,
The President-elect and Secretary {of
Defense -designate Aspin have de-
seribed how we must adapt our armed
forces to new missions. And i agree
with President-elect Clinton's state-
mant that we wilf resolve constaniiy to
deter, sometimes to fight, and always
to win.

{ have spent a good portion of my
life practicing various fsrms of diplo-
macy, negotistion, and problem

iving—&oni the effort to secure the
‘éease of the American hostages in

7, to reaponses to urhan unrest and

police brulality, to the practice of law
over 4 desades. [ have srgued and stiil
believe that diplamacy s a neglected
imperative. | believe we must spply
new dispute resglution tachniques and
forms of international arbitration to the
conflicts that plague the world,

1 also know from experience that
nations do not negetinte on the hasis of
goodwill alone; they negotiate on Lthe
hazis of interests and, itherefore, on
calculations of power. As [reflecton
our experieace in the Cold War, it is
¢clear that our success flowed from our
ability to harness diplomacy and pawer
together--both the modernization of
sur foress and negotintions for arms
control; both advocacy for human
rights and covert and overt apposition
te Soviet expansionism,

inthe years to come, Americans
will be confronted with vexing ques-
ticns about the use of force—decisions
aboul whether to intervene in berder
disputes, civil wars, outrighi invasions,

d in cases of posaible penocide; about
ather to intervene for purposes that

are guite different from the traditional
missiong of cur armed forcas—pur.
puses such as peace-keeping,
peace-making. humanitarian assistance,
svacuation of Americans abroad, and
efforts to combat drug smuggling and
terrarism. While there is no magie
formula Lo guide stich decisions, | do
belinve Lhat the disrrest and careful
age of force in cartain circumstasces—
and its credible threat in genersl—will
be essential to the success of our
diplemacy and foreign poticy. Although
there will always be differences at the
margin, { believe we can—and must—
eraft 2 bipartisan cansensus in which
these guestions coneerning the uge of
forze will no lonper divide our nation as
they once did.

Howsver, we cannot respond o
svery alarm. {wanttoassure the
Amarigan people that we will not turn
thasiy bicod and tressure info an open
aceount for use by the rest of the world,
We cannot 18t every crisis become a
choice betwesn inaction or American
intepvention. 1t will he this Admin.
iatration's poliey to encourage other
nntions and the institutions of collective
security, eapecinlly the United Nations,
to do more of the world’s work to deter
aggression, relieve sulfering, and keep
the pence, In that regard, we will work
with [UN] Becretary General Boutrog.
Gheli ared the mersbers of the Seaurity
Counmi tg ensura [that] the United
Nations has the means to earry out
such tasks.

The United Nations hasg recently
ghown great promise in mediating

-disputes and fulfilling its promise of

eollective security-in Namibia,
Cambodia, i Salvador, and elsewhsre.
But the United Nationa eannot bs an
sffective instrumest for sharing cur
globat burdens unless we share the
burden of supperting it. I will work to
ensure that we pay our sutstanding
abligations.

Ultimately, when our vital interests
are at stake, we will always reserve cur
option to st slone. As the President-
elect has ssid, our motto in this era
should bi: Together where we can; on
aur own whers wa must.

One of the main sesurily problems
of thig era will be the prolifaration of
very deadly wesponz—nucisar,
chemical, blological, and enhanced
conventional weaponsw-a3 well as their
delivery systems, The [Persian] Gulf

i
war highlightad the problem of a
fanatical sggressor developing or using
waapns of mass destruction. We must
work assidususly with othar nations to
discourage proliferation through
improved mieiézgeqce export controls,
incentives, sanctions, and even force
when necessary. Overall, this Adminiz-
tration will give high priority to the
prevention of proliferation as we enter
& new and excee&mgly dangersus
period.

Third, our new diplomacy will
encourage the global revalution for
democraty that is transforming our
world, Promoting democracy does not
imply a crusade 1o remake the werld in
aur image. Rather, support for democ-
racy and human rights abroad ¢an and
should be & eentral strategic ienet in
improving sur own security. Demo-
cratic movements and governments are
not anly more likely to protect homan
and minority vights, they are also more
fikely to resolve ethnic, religious, 2nd
tervitorial disputes in & peaceful
manner and Lo be reliable parinerein
diplomacy, trade, arms accords, and
global environmental protection,

A strategic approach to promating

" demoeracy requires that we coordinate

alt of our leverage, inchiding trade,
economic and securily assistance, and
debt relief. By eniisting international
and reglonal mstztmicns in the wark of
promoting de moerae}n the United
States can leverage our own limited
resources and avoid the appearance of
trying to dominate others, In the
information age, public diplomacy takes
on special 1mpcr£am@»~and that is why
we will aupport zhe eraation of a Radio
Free Asis to ensure that the people of
al] Asian nations have access fo
uncensored irzférm:ation about thelr
societies and about the world,
Demacracy cannot be imposed from
the top down but rnzzst be built from
the battom up. Our poliey should
encourage patient, sustained efforis to
help others build the institutions that
make demogracy poaszhle pollzzc:z}
parties, free media; Jaws that prote
property and individual rights, an
impartial judiciary! labor unfons, and
voluntary associations that stand
between the individual and the state.
Ameriean private and civie groups are
particularly well suited to help. [n this
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.rd, we will mova swiftly to estab.
the Democracy Corps, to put
experignced Americans in contaet with
foraign grassroots democratic leaders,
and to strangthen the bipartisan
National Endowment for Demosracy.

We nyust alse improve our institu-
tlenal capaeity to provide vimely and
effactive aid to people struggling to
establish demoeracy and free markets.
Te ihat end, we need to overkaul the
US Agency for International Develop.
ment {USAIDL The sgency neads to
take on fewer missiona, narrow tha
seope of it9 operations, and make itself
less bureaueratie, Asa matter of
gnlightened seif-interest as well as
compassinn, we need i extraci lessona
from USAIT)s pass successes and
faflures Lo make its future efforta
siranger.

In al this work, we must ensure
that the pecple who carry out our
nation's foreign poliey have the re-
sourees they nead todo the job. I want
to work with you to ensure they have
adequate facilities, training, informa-
tinn systems, and security, Wealso

d to take a new look at the way our

te Department is organized and our

tioy ia formulated. In the coming
weaks, I intend to streamiine the
Department of State to enhanes aur
enpabilities to deal with {ssues that
transcend niutional bonndaries and to
imprave the international competitive.
ness of Amaricap business.

The Clinton Administration will pus

America back in the forefront of global
efforts 1o achisve sustainuble develop-
ment and, in the process, Jeave our
children a batter world, We believe
that sound environmental policies are 2
pravondition of economic growth, net a
brake on it

Thasge thrae pillars {or cur foreign
policy--granoniic growth, military
strength, and support for demacragy—
are mutually re-enforeing. A vibrant
econcmy will strengthen America’s
hand ebroad, while permitting us to
maintain g girong military without
snerificing domestie needs. And hy
heiping sthers o forge demoeracy ol
of the ruing of dictatorship, we can
pacify old threats, prevent new ones,
nd create new markets Hr US trade
d investment.

Pringipal Chalienges
Tg US Security

liet me taks a few moments to consider
kew this strategic approach applies to
the principal sesurity challenges that
America faces in the 1550, None s
more important than helping Russia
demilitarize, privatize, invigerste itd
economy, and develop represeniative
politieal instituiions. President
Yeitsin's courageous econormic and
political raforms ®tand 43 our best hope
for reducing the still-formidable
arsenal of nuclear and convantional
arms in Russia and other states of the
formar Soviet Union, and thiz, in turn,
permits reductions in our own defense
apsnding. A coliapse of the Bussian
economy, which contracted by 20% iast
year, sonid fatally discradit demoeracy,
not only in the eves of the Russiana but
in the eyes of their neighbors as well
Qur Administration will join with our
G-7 [Group of Seven ieading industrial-
{zed nations) partners to increase
support for Russia’s economie reforms.
That sid must be conditioned on the
willingness of Russia ta continue the
difficult bl esnential sleps necessary
to move from & command economy to &
mere market-orienisd ane.

We shall alse placa high priority on
direct and lechnicy] assistancs for
Russia's efforts to dismantie its
weagens and properly dispose of its
nuclear materials, 1o provide clvilian
amployment for defense technicians,
and i house its demaobilized forges,

Wz must say to the democratic reform.
ers in Russis that the democratic
nations atand with them and that the
worlid's experience in coping with
similar pmb:ems is available to tham.
Wae should also orchestrate similar
international action to help Ukraine,
the other Cammuonwealith [of indepens
dent] Riateg, the Baltics, and the
nations of Easiern and Central Europe,

In Europe, we remsin committed to
NATG, histery's most successiul
milifary and political alliance, even as
we gupport the evelution of new
security arpangalnents that incorporate
the emerging democracies fo the enst.
(ur Administration will support efforts
hy tho Conference on Security and
Cooperation in Evrope to promote
human righis, democracy, free elec
tions, ang the historie re-integration of
the nations of Eastern and Western

Eurepe. 1can slso asaxzre you that this
Administration will vigorously pursue
concerted action with our Europeas
allies and internationa hodies to end
the slanghter in Rasnia—a slaughlier
that has ¢laimed tens of thouaands of
lives and that threatens to spread
throughout the Balkans. Europe and
the world community in general must
bring real pressures, economic and
military, to bear on the Serbian
leadership to halt its savage policy of
ethnie cleansing.

in Asla, we confroni many chal
lenges and opportunities. In particular,
as President-slect Clinton stressed
during the campaign, a complex blend
of new and old forces requires Us to
rethink sur poliey toward China, On
tha# one hand, there ia a booming
sconomy based zrzereaﬁmgiy on free
market prigsiples, w%z;eh Ia giving
hundreds of mi! tHons of Chinese citizens
an unprecedented degz*ee of pmspe rity
and athirst for eeenemlc a3 weil ug
palltami reform, ﬁn the sther hand, we
cannot ignore centmumg reports of
Chinese exporta of sensitive military
technology to troublad aress, wids-
spraad viclations of human rights, or
abugive practices that have contribufed
to & $17-billion trade imbalance be-
twaen our two nations, Our policy will
seelt to fwvilitate s peaceful evolution of
Ching frem communism to democracy
hy encouraging the forces of econemic
and poiitical %i‘bemlizazz'ﬁn in that grent
country,

Elsawhers in M‘Ia the gountries of
the Pacific Rim are bezoming a globa!
eenter of economic dynamism, In 1891,
our trans-Pacific trade excerded
3316 billion, dwarfing our $223-billien
trade with Westarn Europe, We must
devote particular attention to Japan.
Japan hag recently, taken imporiant
steps to meet more of ia international
security responsibilities, such ns
assisting in peace-lieeping afforts from
Cambodia 1o Somalia, Now it must do
mord o meat its sgonomis responsibili-
ties g well-wio lower trade barriers
more guickly and tfs apan its economy
to competition. *Z‘ogehher, Japan and
the United Biates &ce&unt for a third or
more of the glohal economy, That
obligates us both to steer clear of the
reefs of recrimination and the rise of
regional trading blocs that could sink
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Qc@pecta for global growth, But we

s¢ have an oligation to America’s
rms and workera to ansure {that] they
are able to henafit from the growh of
Japan's economy, just a3 the strength
and openness of the U8 ecanomy has
helped fuel Japan's prosperity over
many devades.

In South Keres, we will continue to
maintain our military presence as long
as North Korea poses a threat to that
natien. And on Asia's subcontinent,
our interests include combating nuclear
profiferation; restoring peace 1o
Afghanistan; seeing an end to commu-
nal strife that threatens India's
democracy; and promoting human
rights and free elections in Burma,
Pakistan, and elsewhere,

In the Middis East, we must
maintaln the momentum behing the
current aggntiations over peace and
regional issnes. Pregident Bush and
former] Secretary of State Baker
deserve great credit for bringing Arabs
and Israelis to the bargaining table,
and the Clinton Administration is
committad to building on that historie
reakihrongh, Qur democracy-
atered policy underscores our zpeml
iationship with Israel, the region's
only democracy, with whom we are
tommitied to maintaining & strong and
vibrant strategic relationship. Wealso
believe that America's unawerving
commitment to Israel’s right to exist
behind secure borders is essential to s
Just and laating peace. We will con-
Linue our efforts with both Ierae! and
aur Arab friends to address the full
range of thai region’s chullenges.

Throughont the Middle Rast and
the Persian Gulf, we will work toward
new arms conirel agreements, partiou-
‘arly concerning weapons of mass
destruction, We will assume a vigilan,
stance toward both Irag and Tran,
wiich seem determined to sow viclence
and disorder throughout the region and
sven bey&m& Inthiy region, as well,
we will champion econamic refors,
;e secountable goveraance, and
inereased respect for human righta.
And following a decade during which
over 1,000 Americans were killed,
mjured, or kidnaped by parpetrators of

o ternational terroriam, we will give no
arter 1o tervorists or the states that
‘@ﬁser their erimes against humanity.

Nowhere has the march against
dictators and toward democracy hesa
mote dramatic than in our own heri-
sphere. 1L is in gur self-interest to help
Latin America eonsolidate 4 decade of
nard-won progress, In Lthe past several
years, as democracy has spread in the
region and market sconomies Rave
been liberalized, our exparis to Latin
Americs have doubled, Ir close
gartnership with sur hemispheric
partners, Canads and Mexivo, we
should explore ways t6 extend free
trade agreements io Latin American
nations that are opening their econe-
mies snd political systems, ASthe
game lme, we expect 1o complete
urderstandings regarding the North
Armarican Free Trude Agreement as
outlined by President-elect Clinton.

We also nsed to make the Organization
of Amarican Blates [OAR] 2 more
effective forum for addressing our
reginn's problems. {n Haitj, we
strongly support the international
effort by the UN and the DAS
restore democracy. In Caba, we will
maintain the embarge to keep pressurs
on the Castro regime. We will strongly
suppart national veconciliation and the
full Implementation of peace scsords in
Kl Salvador and Nicaragua, And inthe
Andean countries, the power of the
drug lords must be broken (¢ free their
peopie and ours from the eosrupting
influence of the narcoties irada,

In Africa, ae well, a new generation
is demanding the apportunities that
flow from multi-party democracy and
open economies. They degarve our
understanding and support, We need
to assist their efforts to build ipstitu-
tions that can empower Africa’s people
to hushand and benefit from the con-
Hinent’s vast rescurces; deal with its
economic, sesial, and envirearmental
problems; and sddress its underiying
causes of pohtical instability, We will
be equally committed to working with
Congress to redirect our foreign
assistance programs Lo promota
sustairable development and private
gnterprise in Africa. In Southk Afries,
we shall work actively Lo support thosa,
black and white, who are striving to
dismantis the hateful machinery of
apartheid and working with determina-
tion 1o buiid & mmitiracial demacracy,

!
The Teiumpt of Freedom

As [ sald on the éai.y President-slect
{}}mmn nominated me to be Secratary

of State, back w]’*etz [ was in law sehool,
twi of my heroes v wera {former Secre-
taries of State] Cen. George Marshall
and Dean Acheson. And [am enor
mously honored by the opportunity io
otexpy the post hekd by them und by
many of the most Fevered names in our
nation’s bzstﬁry Marshai% and Acheson
were visionaries who recognized at the
dawn of the Cald War that America
could sat remain s&fe by standing aleof
from the world, Md ihe trumph of
freedom in that great struggle is the
legacy of the aetivist foreign pofiey
they shaped to project sur vuhies and
pmzect our interests,

Now, a8 in their day, we face a new
erd and the chal lenge. of developing a
new foreign policy! Its activism must
be grounded in America’s enduring
mtemetq It must be informed by s

aligtic estimate of'the dangers we
face Itmust be shap&zd by the demo-
eratic conviclions we share. And,te
command respect abroad, it must reas
on a sturdy, D;pamzarz consensus here
at home.

The ultimate test of the serurity
strategvi have outlined today will he
in the benefils it delivers to the
American puople. Its worth will be
measured not by ats thegretical el
egénve bul by its msu,as Ifit makes
our people more proﬂpereus and
increases thelr safety abroad: if it helps
axpand the stabilizing and ennobling
reach of democratic institutions and
freer markels; if it helps protect the
global environment for our ehildran—.if
it ackieves these kinds of benefits, then
we will have diiﬁ:i‘i&l’ged OUY responst.
tilities to our generation as Marshall,
Acheson, and the other archilects of
the post-war world dm»::?zaz*ged theirs.

They have gzven ug & high standard
to emulate as we défine anew the
reguirements of US global leadership.
Ulook forward to working with both
parties in Uongress to construct 4 new
framewark for that leadership, a frame-
work within which haalthy debate will
oeeur but within which we can also
uild & sirong comefzms that will heip
us ¢conperatively purszze tha pational
interest at home and abroad.
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Migdfe East

‘.Juilding the Structures of Peace and

Prosperity in the New Middle East

Secretary Christopher

Remarks at the Royal Palace, Casablanca, Morocco, October 30, 1994

xcellencies, ladies and gentle-
E men: On behalf of President.
Clinton and the American people,
I am delighted to attend this historic
Middle East/North Africa Econemic
Summit. We all owe King Hassan our
deepest gratitude for hosting this
unique event. Building on his vision of
Middle East peace, the King has
brought us together to remove walls
and build bridges between the people
of the Middle East and the world.
President Clinton and the United
States are pleased to be co-sponsoring
this summit together with President
Yeltsin and the Russian Federation.
Let me express our appreciation to Les
Solb and the Council on Foreign Rela-
s and to Klaus Schwab and the
1d Economie Forum for their out-
standing efforts to structure and
organize this important gathering.
This summit convenes at an ex-
traordinary time. | have just
accompanied President Clinton on his
recent trip to the Middle East. et me
share with you our assessment. The
Middle East is undergoing a remark-
able transformation:

* Jordan and Israel have signed a
peace treaty;

¢ The Israeli-PLO Declaration is
being implemented,;

* Morocce and Tunisia have estab-
lished ties with [srael;

* Israel and Syria are engaged in
gerious negotiations; and

¢ Arab nations are taking steps to
end the boycott of Israel.

These monumental events mean
that the Arab-Israeli conflict is coming
to an end. The forces of the future can,
they must, they will succeed. The
peacemakers will prevail.

Securing the future is what brings
us here today. Our mission is clear:
We must transform the peace being
made between governments into a
peace between people. Governments
can make the peace. Governments can
create the climate for economic growth.
But only the people of the private sec-
tor can marshall the resources
necessary for sustained growth and de-
velopment. Only the private sector can
produce a peace that will endure.

Three years ago to the day, nations
gathered in Madrid for a conference
whose significance grows with each
passing month. As we realize now,
Madrid opened the pathway to peace.
Here, this week, let us declare that the
Casablanca conference will open the
pathway to economic ties and growth.
Madrid shattered taboos on political
contacts between Israel and its Arab
neighbors. Let us ensure that
Casablanca shatters taboos on private
sactor cooperation.

Let this summit send a message to
the world: The Middle East and North
Africa are now open for business.

Over the course of the 20th century,
the world has learned a powerful les-
son: Peace cannot be sustained when
there is widespread suffering and mis-
ery. Following World War 11, wise

leaders applied this lesson to the recon-.

struction and integration of Western
Europe. They built structures of coop-
eration, beginning with economie ties,
to lessen the likelihood of conflict
among nations. Our purpose in
Casablanca is to apply that same lesson
to thia region, as we work to create a
more peaceful and secure Middle East.
On Wednesday night in Jordan,
President Clinton became the first
American President to address an Arab

parliament. There, he underscored the
importance of generating the economic
benefits of peace. As he said:

If people do not feel these benefits, if
poverty persists in breeding despair
and killing hope, then the purveyors
of fear will find fertile ground. Cur
goal must be to spread prosperity and
security to ali:

The Madrid conference of 1991
started us on the way. It not only
launched a series of bilateral negotia-
tions to resolve the region’s political
disputes; it also created a framework of
meaningful multilateral talks among
some 40 nations to promote Arab-Is-
rael cooperation on a region-wide
scale. Joint projects are already under-
way to check the spread of the desert,
to quench the region’s thirst for water,
and to protect the environment from oil
spills. Under the leadership of the Eu-
ropean Union, the working group on
economic development has drawn up a
list identifying priority sectors for eco-
nomic cooperation.

Israel, Jordan, and the United
States are working together to create
opportumtles for private sector invest-
ment in areas that were unthinkable
only months ago! An ambitious master
plan for the development of the Jordan
Rift Valley has been completed. Joint
efforts to promote tourism in the Red
Sea ports of Agaba and Eilat are al-
ready attracting millions of doltars of
investment in hotels, infrastructure,
and tourist facilities.

Progress toward Arab-Israeli peace
has opened the door to economie coop-
eration in support of peace. Now,
together, we must take a bold step
through that door. We must form a
public sector-private sector partner-
ship for government and business to
bring their political and economic

power jointly to bear.

[ have seen the situation from both
sides—from the private sector, where
have spent most of my career, and from
the public sector during my three tours
in government. I have also been
heavily involved in the affairs of the
Middle East for the past two years.
Let me offer a challenge and a predic-
tion: If the forces of peace prevail and
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if ments here adopt free market
re',he Middle East and North
AfY Ut enjoy an era of economie
growth that exceeds anything they
have seen in this sentury. Thare (s no
reasan why Lhe economic miracies that
are transforming parts of Asia, Eastern
Eurepe, and Latin Amerisn snnot alss
iransform this region. can foreses s
day when the 300 million people of the
Middle East and North Afrien, 3o long
hald huek by strife and hatred, can
finally ivin the mainstresm of interng.
tional commerce,

The presence here in Camablanes of
alrmost 1,000 of the world's buniness
teaders ia proof that you undersiand
the vast potential of this reginon. 1 sa-
hite your vision. But I also know that
you are hard-nozed realists, ‘The new
Middle East halds no monopoly on at-
tracting your attention or your capital.

That is why the Middle Baas, even a
Middle Fast at peace, cannot be com-
placent; it must sompete. The world
must know that the Middle Eagt {s not
only at peace but committed te long-
warm reform if world-class companies
are to invest in this region.

t 150 American fBrms are
he blanca. They are well
pot take advantage of the
opporiunities this region presents,
American companies do vot fear visk;
they thrive on it. But like serisus com-
panies everywhere, they need
confidence—confidenice in s businesy
envirgrment that makes it posaible to
do business.

To create a climate for economic
growth and development, we need com-
mitment and action by governments
inaitle the region as well as thuse out-
side, For decades, governments
deminated economis devalopment here,
building infrastructure and national (n-
dusiries. in the peoesss, they ineurred
massive foreign debts. Since 1979, the
conntries of the Middle East kave bor-
rowed more than $93 billion from
abrogd. Over 86% of this borrowing
was gbserbed by the public secior,
whera 1t was toc often steered loward
the militury or inefficient state enter
prises,

Neot surprisingly, private capital
and the private entrepreneurs that

weliR] i fled the region. In the last
20 apital outflows from the

Middle East and North Africa have ex-
ceeded $180 billion. This capital flight
has had enormous practical conse-
quences.

We must work to reverse this de-
struntive trend. [$ is time for the
region's private sectors Lo invest in
their nations, in theitr peoples, and in
their futyres. They must bring their
gapital home, But i they are to dg 3o,
goveraments must take steps {o oreate
a favorable economic environment,
How oan you expect loreigners (o i
vest here when citizens of the Middie
East do not invest?

{Goveramenis here must undertake
serious economic reform. Moroces has
begun that process. Privatization is
proceeding, stock market capitalization
is rising, foreign investment. is expand-
ing, and growth is taking off. Other
countries in the region, such ss Tunisia,
tarael, Egyot, and Jordan, have also be.
gun Lo take similar steps.

But more must be dane, Cavern-
ments nead Lo end trade restrictions
and oversome other barriers Lo trade
and jnvestment. They must reform and
modernize thelr Lax systems and com-
mereiat dispute mechanisms, They
seed 1o ensure predictable, transpar-
ant, and falr legal systems and business
practices. They need privaie financial
markets. They must 1ift the heavy
hard of gevernment regulation that
atifies entrepreneurs,

An impartant political step to make
the region’s environment more sitrac.
tive to global companies must be taken
as wedl. The last rempants of the boy-
cott aimed against Israel must be
gliminated. Last month, Saudi Arabia
and its partners in the Guif Coopera-
tion Council anncunced an end to the
aecondary and tertinry boycotts. This
maEans n0rmous oppartunities for in-
vestment and trade. Now it is time for
other Arab leaders ts foliow the GCCs
example. Indeed, itis time for the
Arab Lesgue to dismantle the boyestt
entiraly.

Governments outside the Middle
East and North Afries must also do
thelr part fo ereate a dimate conducive
to economic growth. They can take
steps 1o encourage thelr companies 1o
invest in the joint ventures that will be-
eoma the atuff of Middle East peace.
They van provide incentives and reduce

risks for foreign investora. They can
enceurage trade by reducing barriers,
’I‘hey can ereate the financial macha.
nigms that will help mobilize capital for
regionsl projects. '

The United States is already taking
concrete sieps in all these areas:

¢ Through our Overseas Private
investment Uorporativn, we have es.
tablighed 4 $75 million Regional
Investment Fund 1o ezzcsazrage invesi-
ment in reg%om] projedts like those
entvisaged in the Jardan Rift Valiey de-
velopment plan.

* We have also used OPIC goarun-
tees Lo help a group of Ameriean
buainess leaders from the Arab and
Jewish communities foster Palestinian
sconomic developmant. These builders
for peace have already launched five
OPLC-backed private sector projects in
the West Bank and Gada,

» We are axploring practical means
of expamiiﬁ i trade and investment op-
poriunities, including | mt.zzr,wes to
lessen barriors .o trade and bilateral

- investment treaties,

= President Clinton, in sonsaltation
with intarested governments, has de-
sided that the U.S, will take thelead in
supperting & Middle East and Nerth
Africa Bank for {Eeop-aratm and Devel

npment. :

Other governments outaide the re-
glon are engaged In similar efforta to
support the involvement of their pri-
vate sectors in the development of the
Middle East and North Africa, But we
all need to do more. This is the oppor-
tunity pregented by the Casablanea
sammit. We must selze it

Here in Caaablanea}our foeus must
be practical, Cur work vmsz not be lm-
ted to exhoriation, We' must generate
specifie outcomes, with mechanisms o
act on dur proposals. |

Specifieally, in this conference the
United States will eall t‘?r the following:

First, adoption of principles leading
e the free movement of poods, capital,
ideas, and labor across the borders of
the Middle East and North Afries

Bocend, the establishment of &
Middle Bast and North Afriea Bank for
Cooparation and Davelopment. A
bank, properly structured, can serve as
o financing machaniam for viable re-
gional projects, Jtshould be available
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he private sector as well as the
‘ sector, and should facilitate a re-
al seonomie dialogue.

Third, the creation of a regional
tonrism board. Touriem is one of the
clearest and quickest ways Lo generate
hard currency revenues. The Middle
Eastand North Afriea shound with in-
eredibie archeologieal and religious
sites. Millions of tourists wili flack to
visit a8 packag® tours across previously
closed borders become available,

Fourth, the development of a ve-
gianal husiness council—a chamber of
commeree, i you will. Tids entity will
promote intraregionsat trude relations
and commercial opportunities.

To move expeditiously on each of
thess proposals, this canference must
establish two on-going bodies: firat, 2
steering committee, {o meset within one
month; seeond, an execulive saores
tariat, located in Morocco, that will
serve as a cleariag house of informa-
than, 15 will be an “addrens” for the
private sector by sharing data, promot-
ing coniracis, and furnishing project
information.

Finalty, the United Statas will call
ollow-on conference in Amman in
Casablancs represents the
ing of a pravess {6 promote re-

gionul econotric devetopment and
gooperation. Amman will represent the
next milestone and point ali i us to
saeking very tangible accomplishments
by the 1995 conlerense,

15 5 golden age aver a millennium
ago, the Middle East was the commer-
cial and enlturs crossroads of the
world. Harkening back to the glorious
econamic and cultural history of the old
Midele East, this summit heralds & new
Middiz East in the heart of the global
sconomy ones again, We have the op-
portunity—and the responsibility-to
build a more pezceful, more prosper-
ous, and more integratad Middle East
and world Working together in a pubs
lic-private sndeavor, let us dedieate
surselves to making that visios a real-
iy,

if I may borrow the famous
Humphrey Bogurt line, this conference
couid be the beginning of # heautiful
friendship,

Thank vou very mich, B

Casablanca Declaration

Halsased at the Middie EastNorth
Africa Econgnic Surnmit, Casablanca,
Morocon, October 30-November T,
18a4.°

1. At the invitation of His Majesty
King Hassan 11 of Marscee and with
the suppert and endorsement of
Presidents Bill Clinton of the United
Htates and Borig Yeitain of the Russian
Federntion, the representatives af 81
countries and 1114 business leaders
from all regiens of the world, gathered
for a Middle East/North Africa Eeo.
nomic Summit iy Cazablanes from
Gezober 30 to November 1, 1994, The
participants paid tribute to His Maj-
esty, King Hassan 11, in his capacity as
President and Host of the Canference
and prajsed His eole in promoting
diglogue and understanding betwsen
the parties in the Middle East confiiet.
They also expreased their appreciation
to the Government and people of
Morueco for their hospitality and
efforts to ensure the success of the
Bummit.

2. The Summit leaders feel united
behind the vision that brought them to
Casabiancs, that of 2 comprehensive
peace and 4 new partnership of busi-
ress and governmen? dedicaied to
furthering peace hetween Arabs and
Israeiin,

3. Govertiment and businesy
tenders entered inlo this new partner-
ship with a deeper understanding of
their mutusl devendence and commen
goals, Business leaders recognized that
governments should continue to forge
peges Agreements and ereate founda-
tions and incentives for trade and
investiment. They further resugnize
the responsibility of the private secter
to apply its new international influence
ta advanve the diplamacy of peaca in
the Middie East and bayord. Govern-
ments affirmed the indispensability of
the private sector in marshailing,
quickly, adeguate resources to demon-
sirate the tangible benefits of peace.
Togethar, they pledged 10 show that
business can do business and eontribute
to peace as well; indeed, to prove that

;}r{}f‘t.ability contribuies mightily Lo the
geanomic scaffolémg far a durable
Degee,

4 The Summlt commended the
historic political transformation of the
Region 28 2 eonsequence of significant
steps towards a just, lasting and
comprehensive peace, based on (LN,
Becurity Couneil Resolutionn 242 and -
338, & process that began with the 1979
Treaty of Peace between F.gypt and
Tsrael and eniarged dramatically by the
Madrid Peace Confersnre, three years
ago. That process has horn fruit in
[sraei-Palestine Liberation Organiza-
tion Declaration of Prirciples. The
recent signing of the Treaty of Peace
hetween Iarae] and Jordan guve 2 new
dimension to the procssa. The deci-
atons of Morocco and Tunisia to
establish, respectively, laison offices
and liaison channels with [sraal
constituted another new positive
development. These accomplishments
and the next stages of rapid movemant
toward 4 cemprehgnswﬁ: peare in the
region, including Syria and Lebanon,
need to be powarfully reinforced by
solid economic growth and paipabls
improvement of the life and security of
the peoples of this region. The Bummit
stressed that Syria and Lebanon have
an important role to play in the devel-
opment of the region. The Summit
expreased a strong hope that they
will suon be able (o join the regisnal
eonnomic effort.

5. Inthis connection, the partici-
pants noted that the urgent need for
economic development of the West
Bank and Gaza Strip requires special
attantion from the international
sommunity, both public and private, in
order %o support the [srael-Palestine
Liberation {E'rganmtmn Deslarstion
of Principles and subsequent imple-
menting agreements 1o enuble the
Palestinian people to participate on
aqual bases in the regional develop
ment and cooperation. They | siressed
the equal importance of moving ahead
on Jordanian- Jaraeli projects as well ag
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0 rative projects between larael
an in order to advance the
4 ian-lsraell Treaty of Peace,

6, The particlpants meognized the
seonamio potentisl of the Middis East
and Merth Africa and explored how
best to accelerate the development of
the Reglon and overcome, a8 soon g8
possiita, obatacles, including boyootls
and all barriers to trade and invest.
ment. Al agreed thal there s 4 vesd
1o promote increased invesiment from
inside and outside the RHeglun, Thay
noted that such Investment requires
free movement of goads, eapital and
inbour across borders In accordancs
with market forces, technical coopara-
tion based on mutual Interast, openness
to the international esonomy and
3;};}1«(};}&32& institutions Lo promote
economie interaction. They also poted
that the free fow of ideas and in-
creased dizlogue, sspeelally among the
business communities in the Region,
will strengthen economic activity, In
this context, the participants noled
favourably the decision of the Council
for Cooperation of the Gulf Stazes
regarding the iifiing of the secondary

terilary aspects of the boyeott
¢ .
ased on the agreemants
between Israel and the PLG, it i3
important that the borders of the
Palestinian Territories be kept open for
labnr, tourism and trade to allow the
Palestinian Authority, in partnership
with itz neighbours, the opportunity teo
huild a viable sconomy in peace.

8. The participants paid tribute to
the mulilateral negotiations initiated
in Moscow in 1992 which have signifi-
cantly advanced the objectives of the
pence process. The governmenta
represented af Casablanca will exam-
ine ways to enhance the rele and
activittes of the multiiateral negotia-
sions, including examining regional.
institutions which sddress econemic,
humzaitarian and securily issues. The
participants noted that the progresses
made in the peace process should go
along with a serious consideration of
the soeio-economic disparities in the
Regior and reguire to address the idex
of security in the Region inall s
dimensions: social, economic and

1. 1n this contexi, they agreed
ae issues nead to be addreased
the frarnawerk of 2 glabal

approach encompassing socio-economic
dimensions, safety and welfare of
[ndividuals and Natiens of the Region.

9. The participanta recognized that
thers must be an ongoing procesa to
translate the deltherations of
Casablanes inlo sonevete steps Lo
advanes the twin goals of peace and -
ecanomic development and to {natitu-
tionalize the new partnersnip between
governments and the business commu-
nity. Tothisend:

#} The governments represented at
Casablancs and private sector repre-
sentatives stated thelr Intention to take
the following steps:

-~ iuild the foundations fora
Middie East and Narth Afries Eco-
namic Community which involves at a
determined stage, the free flow of
gaods, capital and lgbour throughout
the Reglon.

'L BHIRG It aocaunt the recom-
mendations of the regional parties
during the meeting of the sub-commis-
tee an finances of the REDWG
monitoring commiitee, the Cassbianes
Summit ealls for a group of experis to
examing the different options for
funding mechanisms including the
creation of 2 Middle East and North
Afriea Development Bank. This group
of experts will report, on its progresa
and conelugions within aix months in
the light of the follow on Summit to the
Casablanca Conference,

wuThe funding mechanism would
include appropriste bodies to promote
dialogue on economic reform, regionsi
conperation, technical asslstance and
long-term development planning.

—Estabiish a reglonal Tourist
Beoard 1o fasilitate touriam and promote
the Middle East and North Africaaza
unique and atiractive tourist destings
tion.

—Encourage the establishmentof g
private sector Reglonal Chamber of
Commerce and Business Counell fo
facllitate Intrawregional trade relations,
Such organizations will be instrumental
in solidifying ties betwenn the private
and publie sectors of the varisus
economies,

b} The partivipants alse intend to
greate the follswing mechanisns 1o
implement these understandings and
embody the new public-private coliabo-
ratiom

i

—A Bteering Committes, com-
prised of government repreaemativea.
including those represented in the
Steering Committae of the multilateral
group of the peace process, will be
eatrusted with the task of following up
all issues arising ont of the Summit sad
coordinating with existing multilateral
structures such as the REDWG and
other multilateral worldng groups. The
Steering Committee will mest within
ong manth follswing the Casablanca
Summit to consider follow on mecha.
nisms. The Committee will consult
widely and regularly with the private
zecior. H

—An executive Secratarial to assist
the Steering Committes, lncated in
Moroceo, will work for the enhance-
ment of the new economic development
pattern, thus, contributing to the
consclidation of the global security in
the Region. The becretaﬂat will asaist
in the organization of a Regional
Chember of Commeree and & Business
Council. It will work to advance the
publiv-private partnership by promoi-
ing projects, sharing data, promoting
contaects and fostering private sector
investment in the Region. The Secre-
tarist will asaist in the amp]ementa*-an
of the various bodies referred to it the
present Declaration. The Steering
Committee will be responsible for the
funding arrangements, with the
support of the prwabe ‘sectot,

10. The participants welcomed the
establishment of 2 Middle East/North
Africa Economic Strategy Group by
the Counedt on Foreign Helations. This
private seetor group will recommend
strategies for regional sconomic
zooperation and ways Lo avercome
ohsincles Lo trade and privafe inveat-
ment. It will operate in close asso-
clation with the Secretariat and submit
s recommendations to the Steering
Commities.

1%, The participanis aiso weicomed
the intention of the Warld Economic
Forum o form s business interaction
group that will foster wreased
zontacts and exchanges among busi-
ress communities and submit its
recommendations Lo the Steering
Conmmittes,

12, The panticipants in the
Cassblanes Summit pladged 1o trans-
form this event into lasting inste
tutional and individual ties that will
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Secretary of State Madeleine K. Albright li
~ Remarks at signing of Memorandum of Understanding with Small

Business Admimistration

Washington, D.C., March 15, 1999

As released by the Office of the Spokesman

LS. Department of Siate

e

Page 1 of 2

- |

SECRETARY ALBRIGHT: Let me welcome you to the State Department, I€'s ia great

pleasure for me because if's not often that [ get a chance 10 appear with my good friend,

Aida Alvarez. It's a pleasure. We see each other at meetings. but we haven't done'this kind

of thing. And it's not often enough that | have the chance to spotlight the contributiong
women are making in all argas of American diplomaey.

There was a time not lang ago when the State Department was an entirely male bastion.

The

first woman with ambassadorial rank was not appointed until 1949, and wntil (972 female

foreign service officers had to resign when they got married. Until 1977 there wcre no

women assistant secretaries of state. S%zoz':iv after | became Secretary, | was cengmaiawd

by Henry Kissinger, who welcomed me to the raternity.

{Laughter.) .

I
I had to tell him, Henry. it's not a fraternity anymore. That applies not only to the
Secretary's office, but to the entire Department of State and 1o thoge with whom we do
business. :

i

Today’s seniar dzpi(}mal may sit in a conference room designed and built by a ?ema%

architectural engineer. She may read mail delivered thanks to the woman whose company

supports our diplomatic pouch program. If the pipes burst or the roof leaks, she will be

locking for support from the woman whose firm holds the Sute Department comz*acz for

worldwide maintenance: and she will get it I

This Memorandum of Understanding builds on the good work women erzzrepreaez}rs nre
already doing at the Department of State. It reflects our conviction that supporting women's
small businesses will help the Department do business beuwer around the world. [t w;[i also

promote one of gur most cherished goals, which is to help women be full and equai
participants in the econom:c and political life of this and every society. 1

This Memorandum commits us to awarding 5 percent of our federal procurement dailar*: 1o
wommen-owned small businesses, We believe that we met that goal last year. and we intend
to 1ake this agreement as a challenge to do even better. That shouldn't be difficult. Women-

owned small businesses are the fastest growing segment of the American economy. and
they aiready hold some of the most critical contracts this Department awards. %

i
Supporting them is clearly the smart thing to do. but it is also the right thing. It's right

beeause when we encourage women 10 go into business, we are helping to create growth

and dynamism for the sconomy as a whole. It's'right because when we treat women as
valued participants, they gain the confidence they nced 1o be full and valuable parmem
o put it better, we pain the contidence we need to be full and valuable partners,

hitp:/isecretary state. gov/www/sigtements/ 1999/9903 1 S him!

Or

LG



-

371549 Albright signing of small business memeo : Page T of 2

i
-

It's right because when we show young women they can do anything they wani t(} be, they
. will go owt arzé help America be all the things that it needs to be.,

¢
1

8o {'m proud that the Siate Depar{menz ts amaong the first government agencies o make this
commitment. and I'm grateful to everyone who has worked 50 hard to get us this far, I'm
confident that the results will be good for women entrepreneurs, good for our dlplomzzcy
and good for America. . t

Thank you,

fFad of Degumens}

VP

|
L]

. Return to the Secretary’s Home Page. Return to the DOSFAN Home Page.
This ig anofficial U S, Government source for information on the WWW._ Inclusion of rzorvU 5.
Government links does not imply endorsement of contents, *
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Mr, Chairman and Members of the Committee:
]

Thank you for the opportunity to testify before your commitiee on the
internaticnal implications of the Ygar 2000 (Y2K) computer problem, The Y2K problem
iz one of the most challenging project management and svsiems conversion efforts ever
faced by the world community. As you know, the Depariment’ s challenge in addressing
Y 2K exiends well beyond its Washington headquarters, because fatlure of systems in
countries hosting U.S. Government organizations has the potential to disrupt this
country’s ability to carry out our foreign affairs agenda and protect 118 interests abroad
in the year 2000, §

SUMMARY z_
i

My office has been actively engaged with the Department of State and {Eur
embassies overseas to assist them in meeting the millennium challenge. Of particular
interest 10 your Commitiee, my office is also assessing the Y2K readiness of host
countries where the United States maintains a diplomatic presence. Qur work to date
assessing host country readiness has revealed some kev themes:; !

¢ Indusirialized countries are well ahead of the developing world; however, some of
those tocations are af risk of having Y2K-related failures because they were late tn
establishing Y2K programs at the national level, and because they are heavily reliant
on computer technology in key sectors: ‘

+  Developing countries generally are lagging behind and are struggling o f‘zz&éﬁ the
financinl and technical resources needed to resolve their YIK probiems; sull. the
relatively low leve! of computerization in key sectors (utilities, telecommunications,
and transponation) may reduce the risk of prolonged infrastrusture faiinms;ii

o+ Former Eastern bloc countries are late in getting started and are”generally upabie to
provide detailed information on their YZK remediation programs: I "

s Problems related 0 Y2K readiness in the healih care sector are apparent in the
majority of countries gvaluated; and, , §

* An effective Y2K policy framework is needed to ensure that U.S, strategic interests
are not adversely affected by Y2K-related fatlures on January 1, 2000. :
This starement will address OlG's oversight of Y2ZK remediation cffarzg; by
countries that host pur embassies and consulates and by the US. Department of State and
the United States Information Agency (USIA}L

[3*]
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On January 1. 2000, many computer systems may malfunction or produce
inaccurate information simply becpuse the date has changed. Unless prevented. iihese
failures will adversely affect organizations and individuals around the world, F axiure to
resoive the Y2K problem or to create adequate contingency plans could create havoc in
the foreign affairs community by disrupting messaging systems, hindering visa and
passport processing at embassies and consulates, and shutting down administraive
functions such as payroll and personnel actions processing. Good contingeney planning
backed by adequate resources may overcome most of these problems, |

The Department’s global presence at more than 260 locations worldwidé increases
its challenge to continue funetioning effectively in the vear 2000, The Departmiam's
nosts, U.S. businesses, and millions of Americans living and working abroad rcly on their
respective host countries’ infrastructures to provide essential power, water, and'
teleconumunications services. iy many countrigs, these services could be dzsz‘upi@é if
critical components and comrol systems of their infragiructure are not made Y’?K
compliant. f

Efforts to solve YIK problems generally should follow a phased meth@éalogy
with each phase representing a major Y2K segment, as described below, i
!
» Awareness — Define the Y2K problem, obtain executive support for a Yﬁé prograrm,
establish a program team. and develop an overall Y2K strategy. Ensure zhaz gveryone
in the organizaton 15 fully aware of the issue. f
+  Assessment — Assess the potential impact of Y2K on the enterprise. izzvmmz’} and
analyze svsiems supporting core business areas and processes and establish’ ‘privrities
and contingency plans for their conversion or replacement. Secure the resources
needed for renovation, validation, and implementation. |
» Renovation — Convert, repiace. or eliminate systems or components that are not
Y2ZK compliant. Modify imerfaces as necessary. ' ' .
»  Validation — Test and verify the performance. functionality, and mzegranon of
converted or replaced systems or components in operational eavironments. | |
s Implementation — Put the validated systems or components into production,
Implement necessary contingency plans. ' ;
According to this methodology, the assessment phase should have been completed
by mid-1997 to allow sufficient time for renovation, validation and 1mple:m*matxon
Further, testing will account for around 30 percent of the time needed to correct & YK
prablern. ‘

In addition. a Presidential Executive Order. dated February 4, 1998, requires
agency heads to ensure that the Y2K efforts of their agencies get the highest priority, that

|

1

|
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critical Federal programs are not distupted because of the Y2K problem. that their
agencies cooperate with operators of critical national systems in addressing the YK
problem, and that they communicate with their foreign counterparts to raise awareness

and generate cooperative international arrangements to address the Y2K problem.
= " |

The State Department has recognized that the potential for Y2K vulnerability is
not restricted 10 1ts domestic operations and has implemented measures to assass the Y2K
readiness of all countries where the United States has a diplomatic presence. n
November 1998, the Department sent a cable to all of its embassies instructing zhﬁsm 1
complete a YIK survey of their respective host country’s Y2K efforts. With the survey
instrument, the posts were expected to collect information on a wide array of subjects.
including the effectiveness of the countries’ YZK program, vulnerability to short-term
economic and social turmoil, reliance on technology in key infrastructure sectors, and the
status of 2K correctional activities, l

;

As of February 18, 1999, the Department had received responses from ;}f{}sts n
132 countries. The information from this survey, as well as from other sources. such a3
the World Bank, USIA, and this office as well, is being analyzed by staff underithe
direction of the National Intelligence Counail (NIC), The NIC is providing its analysis to
staff in the State Department’s Intelligence and Research Bureau. Based on these
analyses the Department will determine whether it needs to issue travel warr*ings
concerning panticular countries or develop drawdown or evacuation plans for areas where
the Y2K problem may pose a risk to Americans living abroad, :

Toward that end. on January 29 1999 the Department issued a worléwiide public
announcement on the Y2K problem o inform ULS. citizens of the potenual for problems
throughout the world because of the millennium “bug.” The notice cited specific areas of
concern, including transporiation systems, financial institutions, and medical care. as
activities that may be disrupted by Y2K-related failures. This announcement ﬁ:rzher
warns that all U.S. citizens planning 1o be abroad in late 1999 ar varly 2000 snouicf be
aware of the potential for problems and stay informed about Y2K preparednesstin the”
location where they will be traveling, -

|

OIG has been active in international Y2K issugs through our efforts 1o engage
host country representatives and 1o establish venues for information sharing and
couperation, as well as through work performed by O1G staff to collegy zafermazmn on
the Y2K readiness of countries where the U.S. Government maintains a presence. We
analvzed Y2K host country assessments submitted over the past two months by U.s,
embassies in 74 countries: 42 in the developing world. 11 from developing/former
Eastern bloc. and 21 from industrial countries. In addition, since September 1%‘98, Ol1G

International Y2K Efforts: Host Country Preparedness



has conducted an aggressive effort to collect and analyze information on Y2K éfﬁ}z‘zs in
20 of the countries cited above. See Appendix [ for 4 complete list of the 74 cmmms
agsessed for this statement,
. . - !

{n addition to consulting with embassy. personnel, OIG met with host country
Y2K program managers: representatives from key infrastructure sectors, such as utilities.
telecommunications. and transportation; and private seetor officials to discuss thcxr
respective Y2K programs and to share information. A summary of OIG international
¥ 2K siie visits is provided in Table 1. ;

|

i

The information we collecied about host country readiness provides general
insight into a host country’s efforts 1o reduce the impact that Y2K-related faiiures migin
have. However, [ caution that this information represents the situation at a particular
point in time. OIG visits began § months ago, and the situation in some of those
locations may have changed. Generally, embassies’ host country Y2K assessments were
completed from December 1998 through Jasuary 1999, ;

Date of Visit Locations Visited .

{

September 1998 Mexico City & Monterrey, i
Mexico

Santiago, Chile
Panama City, Panama i
October 1998 Pretoria & Cape Town, South | .
Africa i

|

Libreville Gabon
Yaounde, Cameroon
Addis Ababa, Ethiopia

October/November 1998 - Hong Kong | ‘
Bangkok, Thailand
R Singapore I v
Manita. Philippines
December 1998 Mumba: & New Delbi, India I
January 1999 London, United Kingdom

Moscow, Russia
Kiey, Ukraine
Warsaw, Poland
Paris. France
Rome, [taly
Athens, Greece
Frankfurt. Bonn, & Berlin, |
Germany




(1G has provided information summaries on aach of these countries to
appropriate State Department staff. the President’s Year 2000 Conversion Council, USIA,
Congressional committees. and 1o.other foreign affairs organizations. Gerlerall), the
infarmation we’ve collected aboufspecific countries iz considered to be sensitive, with
disclosure of such information intended to be made only to other governments, l
international organizations. and other entities which the Department determings’ ;may
benefit in connection with their own Y2K activitics. :

(14 is alse engaged in other international Y2K efforts. In accordance with a
Memorandum of Understanding signed by the Secretary of State and Chile’s Minister of
Foreign Affairs, O1G has begun a cooperative effort o work with the Chilean
(Government on 2 number of internal audit issues. In September 1998, OIG auditors met
with Chilean Goverrynent representatives o exchange ideas on addressing and crzhzzzzcmg
Y 2K~related andit methodologies. ;

. Alse, in coordination with the Organizaiion of American States (QAS) a:ﬁd USiA,
OIG has initiated a series of USTIA Worldnet [ntersctives with Latin America and Canada
1o provide a high-technology forum for information sharing on timely contingency
planning and Y2K compliance in the sectors of energy and financial institutions. In
coordination with OAS and USIA. these interactive programs have been broadeast hive
throughout this hemisphere and worldwide via the lntemer. The programs have explored
problems. strategies. and solutions in YZK readiness and have been widely meweé and
well recefved. | §

-

Results of OIG International Assessmentis

Based on our work in the countries cited above and on our assessment of other -
information provided by the State Department. a pumber of themes have emerged relating
to the potential impact the Y2K problem may have in the global arena. We arebasing our
assessment of host country effons to solve Y2K problems on the countries’ coripliance
with the phased appreach discussed earlier. The phases include awarengss of the
;32‘:}1‘3%6;23 at the hzghesz levels. gssessment of the impact of the Y2K problem,

ire emment of noncomphiant systems., validation of renovated/replaced
sysiems. ,,tfzii izzzai y implementation of the revised system. |

¢ is critical 1o note that. in terms of measuring the timeliness of different Y2K
stages. the gssessment phase should have been completed by mid-1997 w0 alimt&’
sufficient time for renovation. validation and implementation. Further. testing will
account for around 50 percent of the time needed 10 correet a Y2K problem. As
discussed below, however, many countries, especially in the developing world, remain in
the assessment phase for Y2K and face increasing risk from Y2K-related failures on
January 1. 2000, f

i

| | |
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Generally. because of the sensitive nature of the information collected, aii‘zis
statement does not identify specific countries. except where information has previously
been discussed in the press or other public venues, Qur wark has resulted in the
following findings: : :

|
Most of the 21 industrialized countries we evaluated (7 of which we visited} were

making good progress in their Y2K remediation programs. For example, as the table
below shows, only § countries were still in the assessment phase for the c%ez:tz‘iz:lity secior,
ardd just a scattered fow remained in the assessment phase in the other critical sectors.
However, a few countries wera nol consisiently fovused or effective in their Y2K offors.
Governments in several countries. for example, had started Y2K programs in mid-1998,
but some of those programs were making only minimal progress. Because countries in
the industrial world are highlv dependent on computer technology in every sector, the
potential impact of Y2K-related failures is much higher in these countries than ia the
developing world. Some examples of problems found in our evaluation of industrialized
countries Y2K programs are as follows: ’

. . . i
» In one European country, the government did not recognize the serious nature of the
Y 2K problem and had vet to establish a formal Y2K budget. In addition. government
officials in this country were not willing to provide detalled information onitheir Y2K
{”’ ut g
ernrs.

s Inanother European country, which expects a huge influx of tourists for Y2K-related
events. the government had established a Y2K commiitee in August 1998 but did not
hoid the first meeting on YZK until January 1999, :

.. i .
« In vel another European country. the Y2K issue was viewed as a technical problem by
the government and was given low priority, Public apathy was widespread, sccording
10 the embassy’s report, as no government ieaders were willing 1o take ug the 1ssue.

According 10 embassy reports, a number of middle eastern countries are at riskenot only
because of possible disruptions in the oil industry-but because of possible Y“K
problems in their desalinization plants, These countries recetve all of their fresh water,
from desulinization plants and would face grave health problerus if they were 1o shut
down because of power or ptant system failures,

E
H

00000000t S B
Y2K PhaseiSector Electricity § Banking | Telecommunications § Air |
Travel
" - W
Assessment 3 ] 2 il
Renoevation/Validation 12 15 13 17
Implementation 4 5 & .

+
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See Chart | in appendix I for a visual depiction of Y2K status in key seciors in 21
industrialized countries, |

£
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Developing countries were struggling to make headway in solving their Y2K

sroblems. These countries were generally in the assessmem phase toward the end of

1998, as they enddeavored to develop effective remediation plans and to address the
difficuls task of finding adequate financial and technical resources to resolve Y2K issues
or 10 develop contingency plans. The governments of some developing comtriés did not
regard Y2K as a priority and thus had not established committees or task forces to
address Y2K on a national basts. In these locattons, the risk of {ailure in such key sectors
as utilities and telecommunications will depend on the extent to which they rely,on
computers and embedded devices. In addition. these countries are generally experienced
in dealing with shori-term power and telecommunications nutages. The qzzcstia%z
remmains, however, as to how well they can handle long-term disruptions in numerous
sectors that may concurrently ocour because of Y2K-related failures, Examples of some
specific probiems facing developing countries are as follows: .

< - r - u . i
« A country in Africa established 2 Y2K committes in September 1998, to conduct an
overall assessment and increase-public awareness, but allocated only $126,000 for its

Y2K budget. A local newspaper headline read “Qne Benefit of Being a Backward
Country; No Y2K Disaster Expected fhere)”. which oversimplifies the issue. In

fact, in this country, ctitical services such as pawer, telecommunications, and aviation
are at risk. :

» Officials in another African country iold us that their power generation system was
Y2K compliant; howaver, they noted that the automated systems used by zhe
municipalities for power distribution and billing were not compliant, and zhaz there
was [ittle money available to fix them. The power company has threatened to cut off
power to those municipatities whose distribution and billing systems have not been
fixed. :

« Inone African country, where one-third of the workforee was employed by ;the
government, as of January 1999 there was still no Y2K commitice or point person ta
marshall government efforts, There were increasing concerns that social unrest could
occur should the government be unable to pay government workers. Inanefforto
persuade the government to focus attention on the Y2K problem, the US.
Ambassador there met with the country’s President 1o explain the Y2K pwbiem

« One Asian country we visited in late 1998 was just beginning a national Y2K
program at the governmental level, Government officials told us that, althéugil thetr
country possessad significant software development expertise, this talent was largely
being used for oif-shore Y2K projects. They lamented that they could not afford the
Y 2K services of sofiware companies in their own counry, |



pr————

» Officials in another Asian country told us they'd gouen off to such 4 late stan last
vear that they d decided to go directly into contingency planning. These same
officials informed us that efforts 1o remediate air raffic control systems were not
progressing well and that they were developing plans to shut down the country’s main
airport on December 31, 1999shouid the situation warrant such a move, i

» Both the Panama and Suez Canals face the risk of disrupted operations should their
rraffic management systems fail because of Y2K, or should ships traversing :either
canal fail because of Y2K problems in their engines and/or stzering svstems. Panama
Canal officials told us they will not allow any ships into the Canal's locks on
December 31, 1999, they further asserted that, while they were making pmmess
toward {Exmg their automated ship traffic management system, they caa revert to
marnual raffic management operations should it be necessary. According 10'Suez
Cuanal suthorities, their traffic management sysiem is not Y2K ready; however, the
vendor, 2 Norwegian firm, is working on the sysiem, and plans 1o have it fixed by
August 1999, We are not aware of any other plans by the Suez Canal Authority
address Y2ZK-related contingencies,

Table 3 V2K Sratus in Key S 1 42 Developing C :
Y 2K Phase\Sector Electricity | Banking { Telecommunications | Air |

. Travel
Assessment 23 9 20 19
Renovation/Validation 14 27 V4 18
Implementation 3 8 8 4

See Chart 2 in appendix [ for a visual depiction of Y2K status in key sectors intd2
developimg counines, i
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Developing countries that were part of the “Eastern bloc™ (including countries that
were part of the former Soviet Union) were also late in getting started and generally were

still in the assessment phase at the end of 1998, Nearly ail of the Eastern bloe countries

evaluated are at feast partially dependent on computers for such key sectors as finance,
wiscommunications, utilities, and transpoctauon, Further, because the governments of
these countries had not completed therr Y2K assessments, we found it difficult w obtain
detailed information about the Y2K programs in these couniries, thus hindering owr
ability to effectively analyze the progress being made. Sull. we were able to obtain some
key information concerning telecommunications in Russia and power genemzwn in both
Rassia and Ukraine. Specifically,

o [nformation technology experts in Russia told us they believe the ielecommunications
sector there 15 a major risk. Specifically, they told us that most of the local relephone

0 |
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exchanges use noa-Y2K-compliant switches that were made in 2 former Soviet
factory that is now defunct, Withou! replacement with Y2K-compliant switches,
there likely will be disruptions in local telecommunications capabilities.

During our visit to Russia, officials told us that the safety systems used in their
nuclear power plants were badhd on analog electronic components and thus x%are nt
susceptible 10 the Y2K problem. They stated that other management information
systems used by the plants might be affected. b they were still running tests: still,
they indicated that these systems were not essential to continued plant operations,

These officials were not sure whether there were any embedded devices in the nuciear

power plants that would affect operations,

According 10 embassy reports and our discussions with the Ministry of Eneréy and
other experts, Ukraine’s power sector may be at serious risk as a result of Y2K.
Ukraine’s power grid is currently fragile due o, among other things, 2 lack of funds
1 pitrchase much needed dnd expensive fossi! fuel w power old and ineffi cient
thermal heat and electricity plams. One weakness in the power grid is obsolete
hardwure and software systems: only two of the eight electricity management
computer systems are Y2K compliant. Further, the Government of Ukraine does not
at this point seem prepared to handle a long-term power outage during the mjddle of
winter, if the electricity gnid collapses. Another concern'is whether or not the nuciear
power plants will have enough fuel reserves to sustain a safe shut-down mode of
operation during a long-term power outage caused by a power grid c:t:)llapsc.1

In addition. assessing the Y2K progress of Eastern bloc countries is difficult
because of apparent widespread use of pirated software, often the result of a lack of
adequate financial resources. For example, officials from the epergy ministry of one
country told us they used mainly pirated software applications and thus could not receive
YK remediation services from the software manufacturers, Further confusing the
situationis the lack of information on when and where computer equipment and software
were obtained in the first place,

Y2K Phase\Sector Electricity | Banking | Telecommunications | Air |

. Travel
Assessment 10 6 B 6 7
Renovation/Vahdatuon ] 41 41 4
Implementation g } t 0

11 developing/eastern bloc countries.

!

* +

See Chart 3 in appendix I for a visual depiction of Y2K status in key segctéz‘s 11
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V2K readiness in the health care sector appeared 1o be at risk in nearly every
location evatuated. The failure of an information system or 2 medical device in a elinic .
or a hospital can put lives at risk. -For example, it is conceivable that 2 computer migit
cut off important life support svstéms after the date change because it assumes the
matnienance interval has been exceeded by one hundred vears, In most of the countries
wa visited, efforts to assess the impact of Y2K on hospital svsiems and medical deviees
did not get under way unul mid-1998, leaving very little time w remadiate and/or replace
noncompliant software and devices. As Table 3 shows, the majority of 74 \.{}umrzes
evaluated were still in the assessment phase for the health ¢are sector.

!
|
[
|

Y2K PhaserCountry Industrialized | Developing | Developing/

Category Eastern Bloc f
Assessment : 14 36 tH !
Renovation/Validation 6 4 0
Tmpiementation 1 5 5 |

|

See Chart 4 in appendix 11 for a visual depiction of YZK status in the health caré sector in
74 countries,

H
i

Over the past vear, different elements of the U S, foreign affairs community have
taken the mitiative (o promote Y2K awareness and estabitsh venues for information

1

sharing and cooperation. For example. | .

. ) ) ) .
e In August 1998, the United Suates Information Service (USIS) sent a team. of Russion
officials 1o the United States 1o be briefed on U.S. Y2K efforts, obtain mformauon on

Y remediation strategies, and discuss issues of mutual interest. !

+ The United Natons sponsored a global conference on Y2ZK in December 1998,
sttracting delegates from 120 countries, including representatives from USE& and the

State Department,

s - In February 1999, National Year 2000 Coordinators from the Untted $ta‘tesl Canada.
and Mexico met here in Washingion. to discuss cross-border tssues related 10 the
trangition,

»  Also last month, following an O1G site visit the US. Embassy in Paris ragxzmﬁé ona
proposed series of bilateral Y2K efforis with the French Governmen. including an

-
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exchange of Y2K cxperts between the two countries, initiation of discussions on Y2K
health care issues, and development of policy proposals 10 support an international
Y2K effort in Africa. oo

* Finally, also in February 1999, Nattonal Year 2000 Coordinators reprasenzizi!g over
120 countries established the Bitemational Y2K Cooperation Center, an organization
of senior executives that will support regional and sectaral efforts to address' the YIK
computer problem, The Center will be funded through voluntary contributions to the
World Bank and supported by in-kind contributions from Qiﬁﬁr aations, ;

Despite these efforts, it 15 clear that a more cohesive framework is neeée:ci for the
development and implementation of U.S. policy concerning the YK problem. Inour
visits to developing countries we were repeatedly questioned about whether the United

States would be making funds available to support individual countries” Y2K remediation |

programs and for developing contingency plans. The primary arena for ﬁmdmb YK

projects has been the World Bank, which has millions of dollars in grants and loans
available for developing counties. However. the World Bank itself has stated zhat its
funding 13 insufficient and that the industrialized countries will need to step in with
financial and/or technical assistance.

Presently, there is no official U.S. pelicy on providing intermnational finazgaciai and
technical support for Y2K. The Department is moving in that direction, however, by
establishing a Y2K policy planning group, which will be responsible for assessing the
global Y2K situation and recommending any policy actions deemed vital to US, strategic
interests. The first meeting of this planning group is scheduled w occur in early March.

From our standpaint, and from the standpoint of many countries that are!looking
for U.S. leadership on the Y2K problem, this Y2K planning group needs to move quickly
iy making any policy determinations of where resources shouid be applied. Iti 1s
becoming incressingly clear that there will be YIK-related failures in every comer of the
gk}be sowme of which could prove harmful to U.S. interests. As such, it would be prudent
for the United States to decide what actions will be necessary 1o prevent Y2K- zcia:f:é
probiems before December 31, 1999, =

% -
- L

_ ) |
OLG work within the Department of State and USIA N

. OIG is also playing a significant role in assisting the Deparunent and USIA to
meet the millenniurn challenge facing their respective information wechnology !
infrastructures, inchuding computer software, hardware, and embedded devices, The
Department has recognized that it is vulnerable 16 the Y2K problem and, over the past
two vears. has taken steps to remediate its svstemns and infrastructure to prevent
disruptions to its critical business processes. ' i ]
The Departient has established a Program Management Office, which is
responsible for the gverall management of the Y2K program within the Z)epa:'zmem The
office’s responsibilities include tracking and reporting on the progress being made by
Deparument bureaus in remediating svsterns, providing technical advice and assistance,

st
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issuing comingency planning guidance, and centifving systems for Y2K compliancy, As
of March 1. 1999, the Department reported that 66 percent of its 59 mission-critical
svstenns had been implemented. and it expects that 90 percent will have been
implemented by March 31, 1999,

.4

OIG's first series of reviews forused on assessmg internal aspects of the

Department’s program to ensure that 118 svstems and devices are Y2K compliant. and we
highlighted a number of key Y2K issues, Theseincluded the need for better xracln.mn of
appiications, greater focus on the computer networks that support Department (}perazz{ms
more specific attention to the vulnerabilities of the Department’s overseas mmputer
networks, and more timely issuance of critical Y2K guidance.

[n addition. my office has assisted in establishing 2 process through wh%%;?z the
Department can certify the YZK compliancy of its mission-critical systems. The purpose
of this process, which we understand is one of the most rigorous in the Federal ‘
Government, is to provide the Deparmment’s senior management with assurance that
every feasible step has been taken to prevent Y2K-related failures on January 1, 2000,
We assisted in writing detatled guidelines that each bureau must use in deveiapi;n g
application centification packages for submission to the Y2K Project Management Office.
[n addition. through an agreement with the Under Secretary of Swate for Management,
OIG is reviewing the adeguacy of all certification packages for mission-critical systems
before they are provided 1o the YK centification panel. Thus far, we have e\«aluated and
provided our comments to the Departinent on seven application certification packages
and two of those i‘iave bean officially certtfied.

® L] L * i
Ia summary. Mr. Chairman, our assessments of Y2K efforts in 74 couniries over
the past 5 months have provided a mixed picture of international Y2K readiness. In some
places, we found convincing evidence that ¢ffective programs were in place in both the
public and private sectors. In other places however, the picture was either grim with no
program in place and little progress being made. or inconclusive because the xaf{}rmaimn
provided did not contain sufficient detail 1o develop a reliable assessment.

Faced with a relentless and unforgiving deadline, countries have to ma.ix:ie difficult
‘decisions concerning the use of scarce resources to fix a problem that has not vet
occurted. As such, over the coming months, the Swate Department and other L. g,
Government agencies will need w revisit the information and the issues presented here in
order to gain a better understanding of the potential global impact of Y2K. Only a
concerted and consistent effort o collect and analvze the best information available will
aliow the U.S. Government and its overseas partners 10 adequately predict and prepare for
those Y2K-related failures that occur after December 31, 1999, and to take the actions
needed to protect global ULS, interests. “ |

|
|
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. This cancludes my statement. 1 would be-pieased to answer any questions you may have,
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Algeria, Cameroon, Cote d'Tvoire, Egypt. Ethiopia, Gabon. Ghana, Kenya, Madagascar.
Morocea, Namibia, Senegal, South Africa. Tunisia, Zambia

\sia/Pacifi

Australis, Bahrain, Bangladesh, China, Hong Kong, India, Indonesia, Jordan,
Kazakhstan, Kuwait, Lebanon, Malaysia, New Zealand, Oman, Pakistan, Philippines,
Saudi Arabia. Singapore, South Korea, Thailand, Turkmenistan, Uzbekistan. Vietnam.
Yemen ;

Ausiria. Belarus, Betgium. Bulgaria, Deamark, Finland. France, Germany, {}z‘eez:e.
Hungary, lreland, Italy, Poland, Portugal. Romania, Russia, Serbia-Momenegro, Spain,
Sweden, Turkey. Ukraine, United Kingdom
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Argenting, Bolivia, Brazil. Chile. Columbia, Ecuador, Guatemala, Panama, Peru
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Canada, Jamaica, Mexico
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Mr. Chairman and Members of the Committes:

Thank you for the opportunity to testify before your committee on the results of
our most recent analysis of global Year 2000 (Y2K) preparedness and the potential
impact Y2K failures may have in the international arena. The Y2K problem is one of the
most challenging project management and systems conversions efforts ever faced by the
world community. Although no one can accurately predict what will happeniover the
date change, we must recognize the potential for disruption both here in the United States
and abroad. As you know, failures of systems in countries hosting our embassies and
consulates, non-government organizations, and U.8. businesses have the potential to
affect the US. Government’s ability to carry out its foreign affairs agenda and protect
U.8. wnterests abroad in the year 2000. This statement will address OIG’s oversight of
YZK remediation efforts by countries that host our embassies and consulates and by the
U.8. Department of State, i

SUMMARY i
My office has been actively engaged with the Department of State anii our

embassics gverseas o assist them in meeting the Y2K challenge for the last year and a

half. Of particular interest my office has been assessing the Y2K readiness of host

countries where the United States maintains a diplomatic presence. Qur work:to date has
revealed some key themes: -;

!

o Industrialized countries are well ahead of the developing world; however some of
those locations are at risk of having Y2K related failures because they were late in
establishing Y2K leadership at the national level, and because they are heavzly reliant
on computer technology sectors;

1

¢« Developing countries are generally lagging behind and are struggling to & né the

financial and technical resources needed 1o solve their Y2K problems;
:

« Similar 1o the developing world, key sectors in the Newly Independent States and
other former Eastern bloc nations, are a concern because of the relatively hl gh
probability of Y2K related failures; and |

¢ Problems related to Y2K readiness in the health sector are apparent in the rlxajorizy of
countries evaluated. E

Qur assessment suggests that the global community will likely experience varying
degrees of Y2K related fatlures in various sectors, in any region, at any conomic level.
At this point with less than 80 days t go before the transition, the Department and the
global community need to guard against complacency. Although much progress has been
made and the risk of major failures appears to diminish every day, much work remains to
be done in contingency planning, and identifying foreign locations of high risk.! The
Department must continue its leadership rele with other federal agencies such 43 the

2
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Departments of Commerce, Energy, Transportation, and the Federal Emergency
Management Agency, and continue working closely with international ergamzanom,

industry, consumer organizations and other groups that have active Y2K outmacﬁ
activities. : ~

BACKGROUND

;
:

On January |, 2000 many computer systems may malfunction or pmdﬁum
inaccurate information simply because of the date change. Unless preventeéi these
failures will adversely affect organizations and individuals arcund the world.; Failure of
host countries to resolve the Y2K probierm or to create adequate contingency ;}Ians couid
affect the foreign affairs community if eritical components and control systems of their
infrastructure are not made Y2K compliamt,

f H
"Efforts to solve Y2K problems generally have followed a phased metﬁadeiagy
with each phrase representing a major Y2K segment as deseribed below: ’

%

¢ Awareness — Define the Y2K problem, obtain executive support for a Yzii program,
establish a program team, and develop and overall Y2K strategy. Ensure that
everyone in the organization is fully aware of the issue. :

»  Assessment - Assess the potential impact of Y2K on the enterprise. invmi{}r} and
analvze systems Suppomng core business areas and processes and establish priorities
and contingency plans for their conversion or replacement. Secure the resources
needed for renovation, validation, and implementation. §

» Renovation - Convert, replace, or eliminate systems or components tha :zra not Y2K
compliant. Modify interfaces as necessary. ;

» Validation -~ Test and verify the performance, functionality, and mzegrazzon of
converted or replaced systems or components in operational environments!

+ Implementation — Put the validated systemns or components into produgtion.
Implement necessary contingency plans, |

Under this methodology, the ecarliest phase, assessment, should have been completed
two years ago, allowing sufficient time for renovation, validation, and implementation to
prevent disruptions 1o critical business processes. |

i
Department of State International Y2K Efforts l

The Department has recognized that the potential for Y2K vuinerablilty is not
restricted to 1ts domestic operations and has implemented measures to assess lhe YK
readiness of all countries where the United States has a diplomatic presence. These
measures include the following: |

3
« In November and December 1998, the Department’s embassies and consulates used a
standard survey to collect information on the effectiveness of the host country’s YK
program, vulnerability to short-term economic and social turmetl, reliance on
technology 1n key infrastructure sectors, and the status of Y2K correctional 1act1vi1ies.

S
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Staff under the direction of the National Intelligence Council analyzed the
information from this survey, as well as from other sources, such as the Warid Bank,
the United States Information Agency, and QIO :
On January 29, 1999, the Department issued a Worldwide Public Announcement on
the Y2K problem to inform U.S. citizens of the potential for problems throughout the
world because of the millennivm “bug.”™ The notice cited specific argas of concern,
including transportation systems, financial institutions, and medical care, as activities
that may be disrupted by Y2K-related failures. Further, this announcement warned
all LL.S. citizens plannmg to be abroad in late 1999 or early 2000 1o be awme of the
potential for problems and to stay informed about Y2ZK preparedness in zke location
where they will be traveling. In addition, the Department cstablished a special Y2K
wehsite for American ¢itizens traveling or residing abroad with links 10Y2K websites
for foreign govermnments, international organizations, private orgamzatzeas! and
commercial enterprises at htip:/firavelstatesgvicay 2k, 2

In February 1999, the Department provided all of its embassies and cmnsuiaﬁes with a
Contingency Planning Toolkit. The posts were instructed to use the toolkn o assess
the probability that Y2K.celated failures might occur in key infrastructure sectors,
including finance, telecommunications, transportation, energy, and water/wastewater
treatment, Based on this assessment, posts were 1o develop contingency plans and
identify the resources (generators, radios, etc) needed to handle Y2K-related
&mez‘gemies As of the end of June 1999, nearly all of the Department’s posts had
completed their host country infrastructure assessments and developed draft
contingency plans. |

in June 1999, the Department provided instructions to its embassies and consulates on
how they should approach host governments concerning Y2K issues. Posts were
asked to discuss with the host government is assessment of Y2K readinesslin the
country; gain a deeper understanding of the local authority’s remedial actions and
contingency plans; and inform the host government that the Department has a
responsibility to notify American citizens if it'is aware of credible and specific threats
to thelr safety and security, including Y2K problems in critical sectors. The
Deparunent hopes that approaching all countries now with this mfarmatzon;wzli spur
them o either correct the problems or develop contingency plans, i
O July 26, 1998, the Department issued a revised Worldwide Public Announcement
on YZK highlighting the need for personal preparedness on the part of private
Americans and noting the inability of embassies and consulates 1o directly provnde
food, water, and shelter to the millions of U.S. citizens abroad. The Public | |
Anncuncement also apprised the public of the measures the Deparument was taking to
keep embassies and consulates functioning. \ !

On September 9, 1999, the Department conducted a worldwide test of s host country
Y2K reporting system. The Department used this date because of the potenﬁal that
computer systems might fail if they interpreted the 9/9/99 date as an error or as the
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International Y2K Efforts: Host Country Preparedness
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end of a file. The test was very successful; as all posts scheduled to report did so.
Further, approximately 75% of posts reported on this within an hour of their assigned
reporting time. The Department plans to use this reporting system during the critical
Year 2000 transition at the end of December.

On September 14, 1999, the Department released updated consular information sheets

contmning Y2K information for 196 countries. These sheets provide the f

Department’s official assessment of the potential disruption, if any, Y2K nghz cause.
i

i

OIG Year 2000 OQversipht Efforts :

Results of Recent O1G Y2K Visiis

i
i
i
i
I

My office has continued its efforts in international Y2K issues by engaging host

country representatives in discussions and establishing venues for information sharing
and cooperation. Over the past vear, we have visited 31 countries, held meetings with
host country Y2K program managers, represematives from key infrastructure sectors, and
private sector officials to discuss their respective Y2K programs and shared mt@rmanon

I will summarnize below the results of our most recent visits to Indonesta, Chma, Saudi
Arabia, Egypt, Nigeria, South Africa, Brazil, and Venezuela. |

|

Indonesia: Indonesia is generally not heavily reliant oo computerized sys{ems,
however, some urban centers are dependent on information technology for |
telecommunications and banking. Overall, the country got a late sttt on Y?i(
remediation and does not appear to be fully prepared to deal with the Y2K g}:@&:}
Consequently, there is 2 moderate risk of Y2K disruptions across Indonesia;
specifically in the key sectors of telecommunications and banking and finance.
Telecommunications appears 1o be the sector most vulnerable to polemtial Y2K
dismpzions Further, the banking sector's heavy reliance on telecommunications
increases the risk that it may face Y2K-related disruptions. The state electr cal utility
has taken steps 1o effectively address Y2K issues; according to utdity officials, they
have nearly 80 percent excess power generation capacity, thus making a power grid
failure unlikely, Finally, the government has established a separate entity that will
provide Y2K centification/verification assessments (0 sysiems owners. |

|
China: Major cities in the most developed region of the People's Republic of China
{essentially a strip running 100 miles or so deep along the coast) are moderately
reliant on computerized systems. Chinese Y2K remediation and comtingencey
planning efforts have focused on critical infrastructure systems in these cities, which
are gener&liy well prepared 10 deal with the Y2K problem. Ninety percent of U.8.
citizens in China live in these major cities. Little information is available concerning
the Y2K readiness of China’s interior provinees; still, we were told that m%;ance on
computmzed systems is much lower in these areas, and thus Y2K will ilkeiy have a
low impact. China's power grid passed a Y2K test in early September, 1999, during
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which power generating and transmission companies rofled through all the Y2K
critical dates. Chinese authorities expect that any potential disruptions mll be
concentrated m small- and medium-sized enterprises, and that there is a mode rate risk

of disruption in freight-forwarding and distribution networks.
|

Saudi Arabia: The Kingdom of Saudi Arabia has implemented a C(}mprehlmsivc

¥ 2K effort across all of its ministries. According to the July 1999, assessment by the
Saudi Arabian Y2K National Committee, 100 percent of systems in the financial
services, clearing/settlement, and government sectors were Y2K compliant. Basic
utilities were 96 percent compliant, transportation systems were at 95 percent, and
telecommunications at 90 percent. The Saudi petroleum sector began its Y2K efforts
in 1994, and has since completed remediation, testing, and certification of is systems,
except for a few medical devices used in its hospitals. The electric power azzi;zy 15
nearly 100 percent compliant, and in any event will have 25 percent excess capacity
in January 2000 because of lower usage. In the water sector, the Saline Water
Conversion Corporation has 23 plants at 13 locations around the country, producing
700 million gallons of water a day. Most of the process control devices used in these
plants are analog, some neariy 30 vears ofd, and which do not have Y2K i zssucs

Saudi Arabia has one of the most advanced telecommunications systems m the world,
and it will be 100 percent compliant by October 31, 1999, Finally, accordmg ¢
officials at the National Committee, the health care sector has the most significant
Y2K-related problems, with the government-run hospitals being the f’unhcst behind.
They are currently concentrating on contingency planning.

Egypt: The Government of Egypt has implemented a centrally directed, well-
organized and comprehensive Y2K effort across all civilian ministries. The
ministries of Interior and Defense have separate programs. The Central Bank of
Egypt and the country's 34 commercial banks have completed their remediation and
testing for all critical dates, including international clearing, The Egyptzzm Electric
Authority states that it has a high level of confidence in its Y2XK readiness beeauae it
has fixed and tested all critical systems and embedded devices. Public hospitals,
which do not expect to be compliant, are implementing a thotaugh risk management
and staff training initiative to prepare for contingencies. The telecommunications
sector is 85 to 90 percent Y2K-ready and is pursuing an ongoing Y2K program.
Water and sewage treatment appear to be mostly mamusal operations; the embassy in
Cairo is continuing to assess these and other seciors, such as natural gas and
hazardous materials, In addition, our embassy in Cairo is strongly sag;pmmg the
Egyptian Government's Y2K program. This effort includes $15.75 million in U.&.
assistance targeting, among others, the power, telecommunications, health, water,
wastewater, and civil aviation sectors. Finally, the Suez Canal Authority states that it
will keep the Canal clear of ships from around 11:00 p.m. on December 3171999,
through the early morning hours of January 1, 2000, During this transition period,
canal pilots will inspect shipboard navigation and other systems of transiting vessels,
The Suez Canal Authority will also be checking the status of its own sysiems.
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+ Nigeria: Generally, the Nigerian infrastructure is not heavily dependent on

computers, and thus is not at risk of failure due to Y2K. For example, exc¢ept for the
Ministry of Finance, the Government of Nigeria generally uses manual systems for
day-to- da}' activities. Much of the emphasis on Y2K remediation in Nigeria has
centerad on the banking and petroleum sectors. The Central Bank of Nigeria has
taken some actions to assure banks continue to operate on and after December 31,
1999, 1t has issued guidelines on Y2K compliance, hired inspectors and independent
auditors 10 review bank Y2K preparations, check compliance and certify the banks as
Y2ZK compliant. However, the Central Bank is reported not to have a wntzngwcy
plan but will maintain extra treasury bills during the period for liquidity purposes.
The petroleum sector appears to be the most well-prepared. The major il
companies—Mobil, Chevron and Shell—operate completely separate from the
Nigerian infrastructure, and each of these companies has implemented vigorous Y2K
remediation programs. For example, Chevron Nigeria's infrastructure includes two
hospitals, three clinics, water/sewage plants, power facilities, office and housing
compounds, drilling, pumping and docking facilities and other structures located
generally on the Nigerian coast line. Chevron’s entire infrastruciure was ghecked for
Y 2K compliance, and system-wide testing was completed on September 9, 1999,
Mabit Ol representatives told us that they have tested all of their systems and
replacement of non-Y2K compliant systems has taken place within the tast YEar,
They also stated that all of the plant equipment and embedded systems in ¢ach of
their Nigerian locations has been tested and systems not meeting Y2K compliance
requirements have been replaced. Other key sectors, such as electricity, |
telecomrnunications, and air traffic control are routinely plagued with technical
ghitches and failures, and Y2K may only exacerbate those problems.

South Africa: South Africa is the most developed nation on the African eontinent

* and relies on computers and other automation in nearly every aspect of daily life. It is

spending an estimated $4 billion on its year 2000 program and related contingency
measures, Under the auspices of the National Y2K Decision Support (.,emen South
Africa is focused on six potentially high-risk areas: Electricity, Water,
Telecommunications, Health Services, Transpottation and Emergency Services.
Currently, based on the reported progress made so far, the government reports the risk
factor in all six areas as “low to extremely low'™", and as a result South Africa should
experience only limited disruptions through the rollover event. In the power sector,
for example, Eskom, South Africa’s electrical producer, generates more than sixty
percent of Africa’s power. Failure due to Y2K is unlikely for the following reasons:
1) the Y2K rollover occurs during the summer season in South Africa - traditionally a
low demand season; 2} most of the unit control systems at main base-load stations, as
well us the country’s one nuclear power station utilize analogue controls; and 3) local
distribution systems are electro-mechanical and do not use embedded logic systems.
In addition, the financial sector should continue operations without any major
disruptions, The country’s sixty registered banks are required to make regular
progress reports to the South African Reserve Bank's (SARB) Bank Superv:smn
Department, which has been monitoring Y2K preparations since September 1996,
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SARB has cautioned that non-Y2K compliant banks could be removed from the
payment and settlement system so that they do not affect other participants. Finally,
SARB plans to release an extra 7.6 billion Rand banknotes into the banking system to
meet expected increased cash demand. The health sector is lagging behind, with
remdiation programs expected to run through February 2000. Asa result
contingency plans in this sector include the suspension of outpatient serv1ces from
December 1999 through January 2000. Finally, the greatest risk to South Africa is
external, in that Y2K-related disruptions in neighboring countries, such as Zimbabwe,
Botswana and Mozambique might result in a situation where mass 1mm1grat10ns and
border control problems place a severe strain on the South African mfrastructure

!

!
e Brazil:

s Venezuela:

Host Country Y2K Infoermation Flow Needs to Continue

As discussed earlier, the Department’s embassies and consulates have been
reporting on their respective host countries’ Y2K readiness since late 1998. This
information has been used to develop contingency plans for post staff, and to inform the
public of where Y2K-related failures might occur. Further, the Department, including
my office, has used this information to develop worldwide assessments of the potential
impact of the Y2K problem on key infrastructure sectors (energy, transportation,
communications, etc.). At the Committee’s July 1999 hearing on Y2K Readiness and
Global Trade, based on embassy information and our own visits, we discussed|the
relative risk that Y2K-related failures might occur in key sectors of the world’s industrial.
developing, and eastern bloc countries.

|

Because the Y2K global landscape is constantly changing, it is essential that the
Department continue to collect Y2K readiness information from its overseas posts and
other sources. Posts are continually providing updated country assessments, and these
are provided to other U.S. government agencies and to the National Intelligence Council.
which is responsible for maintaining a global Y2K database. As we enter the final 90
days of 1999, it is ¢ritical that the National Intelligence Council keep this 1nforrnat10n
updated in order to facilitate decision-making on Y2K issues by U.S. govemment
officials both here and abroad, and in order to keep the public informed of potential
global Y2K problems. ll

More Detailed Y2K Readiness Information Needs to be Released |

As discussed earlier, the Department has issued Consular Information Sheets for
196 countries describing Y2K readiness and the potential for Y2K-related disruptions.
This ambitious and noteworthy effort to inform the public about potential disruptions
abroad has focused public attention on a worldwide problem. However, based on a

]
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review of 29 information sheets, we have concerns about their adequacy. Thirteen of the
29 contained adequate Y2K information that was correct and specific enoughlito enable
someone to make an informed decision about whether (o travel to those countries. The
other 16 Consular Information Sheets did not contain adequate assessments because the
YZK information provided was too vague. The Department, in its on-going process of
updating consular Y2K information, is continuously reviewing Y2K information for all
countries. In particular, the Department is now focusing on possible revision of current
consular information for some countries. !

Some specific examples of consular information sheets that can be 1mpw'v ed are.
as fz}ilnws ;

Czech Republic: The information sheet an the Crech Republic notes that “greater
progress in remediation efforts and contingency planning in rail service, electricity
generation, water supply, and health care will help lower the risk of pmenzzai
disruption.” It would be more useful if the Department stated whether there was any
evidence that such progress was being made, and whether it would be madﬁ: ina
timely manner. t
Indonesia: The Department’s advisory notes that there is a moderate risk of Y2K
disruptions across Indonesia, specifically in the key sectors of health, '
telecommunications, and banking and finance. However, the sheet goes ozz 1o wam,
“A long-term disruption of electrical power in Jakarta and other major czzzes i5a
poteritially serious Y2K problem.” This sentence is inconsistent with information
collected during our visit with Indonesian power industey officials in August 1999,

" where we were briefed on their extensive efforts 1o remediate Y2K problems inthe
pOWer sector, I
Italy: The information sheet is largely boilerplate and provides vague information. It
should be updated to reflect more specifics regarding the current state of ¥2K
remediation and contingency planning to ensure that millions of travelers considering
a visit to {taly for any of the planned millennium celebrations have timely,:
comprehensive information. *

*
H

Russia and Ukraine: The information sheets on these two ¢ountries contain strong
language about the high risk of potential YZK problems, which is generally consistent
with the information contained in the embassy assessments. However, despite this
recognized high risk, the Deparument ouly provides a vague wammg to travelers,
suggesting that they “take into account fully the information in this document in
planning their travel and its timing.”

!

Dver the past year the Departiment’s embassies and consulates have pmfvided
thousands of reports 1o Washington conceming Y2K efforts in their respectiverthost
countries. A number of embassies, such as the U.S. Embassy in Betjing, China, have
made their Y2K reporting available to the public through their public web sztes These
are finked 1o the Department's Y2K website at htip//tcovel state gov.cavik. 'Z‘he British
Foreign and Commonwealth Office’s travel website contains detailed, sector-specific

!
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(energy, water, etc.) Y2K information collected by British embassies in dozens of
countries. These assessments and other analyses by host governments are also available
via the Department of State’s website links. !

|

Some of the Department’s recently issued Consular Information Sheets do not
fully capture the scope and content of theY2K information collected by its overseas staff,
and may not, in all cases, be as useful to the American public as they could be While
country-specific Consular Information Sheet Y2K language was approved byithe
respective U.S. embassy, in some cases it reflected more recent, updated information than
that contained in the post's formal assessment reports. In such cases, posts’ Y2K country
assessments should be revised to reflect the changes made during the final mformatlon
sheet drafting process. |

We recognize that in many countries information concerning the level'of Y2K
readiness is sensitive, given the potential impact that Y2K might have on the country's
economy, its reputation, or even its internal political stability. Nonetheless, so Americans
can make reasoned, informed decisions about where they plan to be on December 31,
1999, we recommend that the Department release additional information as it becomes
available on international Y2K readiness. '

OIG Work within the Department of State |

OIG 1s also assisting the Department to meet the millennium challenge facing its
respective information technology infrastructures, including computer software
hardware, and embedded devices. The Department has recognized that it is vulnerable to
the Y2K problem, and over the past 2 years has taken steps to remediate its systems and
infrastructure to prevent disruptions to its critical business processes. ;

The Department has established a Program Management Office (PMO) that is
responsible for the overall management of the Department’s Y2K program. The PMOQO’s
responsil)ilities include tracking and reporting on the progress being made by the bureaus
in remediating systems, providing technical advice and assistance, issuing contmgency
planming guidance, and certifying systems for Y2K compliancy. As of |
May 15, 1999, the Department reported that 100 percent of its mission-critical’ systems
had been implemented.

My office has assisted in establishing a process through which the Department
can certify the Y2K compliancy of its mission-critical systems. The purpose of this
process, which we understand is one of the most rigorous in the Federal Govemment 18
to provide the Department’s senior management with assurance that every feasible step
has been taken to prevent Y2K-related failures on January 1, 2000. We assisted in
writing detailed guidelines that each bureau must use in developing applicalion
certification packages for submission to the Y2K Project Management Office. |ln
addition, lhrough an agreement with the Under Secretary of State for Management, OIG
is reviewing the adequacy of all certification packages for mission-critical systems before
they are provided to the Y2K certification panel. Thus far, we have evaluated and
provided our comments to the Department on 27 application certification packages, and

l
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14 of those have been eﬁ‘iczaiiy certified. Ancther nine certification packagcs are in the
pipeline, and we expect to review them shortly, i

Finally, in April 1999, the Department initiated planning for end-to-end testing of
its core business functions. The purpose of end-to-end 1esting is to ensure that the
Department ¢an maintain ifs core business functions on and beyond the roilover to the
Year 2000, The Department’s end-to-end test is a test of the ¢ritical transaction flows
through the organization across the major business functions, applications, and vendor
products that support these transactions. State has organized its end-to-end testing
around five clusters, each of which combines a number of refated business functions. For
example, the Business Management Cluster includes such processes as pezsczmei actions,
financial management, and logistics. The other four clusters are Consular, E-mall,
Command and Control Communications, and Security. As of September 30, 1999 the
Department had completed end-to-end testing of four clusters, and plans to complete
testing on the fifth cluster {Business Management} by October 31, 1999,

i

t

After Y2K: What Have We Learned?

Before closing, 'd like to tum the committee’s attention to the matter of what
happens after Y2K, assuming the worst case scenarios do not come o pass. By January
1, 2000, organizations around the world will have spent hundreds of billions of dollars 1o
resolve the YZK problem. Further, organizations will spend billions more in the year
2000 and beyond on systerns that were not fixed in time or on sysiems that were thought
to be fixed, but still failed, There wiil also be the cost of post-Y2K clean up, for
conducting repairs in countries that experience major ocutages—which we gxpect to be
few and far between, !

Some experts estimate that the iotal worldwide cost for Y2K, excluding litigation,
will exceed $t trillion. (iven this cost, and the dzswpnaz‘z that Y2K has produced over
the past 2 years, the question that naturally arises is, what have we gained from this
investment, aside from the ability to continue operations as usual? The other quesnon is
how can we avoid the next Y2K-ike technology glitch? .

L

I would suggest that we have much to learn from the Y2K experience. {&ccmding
to the Gartner Group, leading organizations encourage a post hoc analysis of projects in
order {0 establish lessons and 1o medify the organization’s future behavior. Indeed, the
collective efforts of both public and private sector organizations worldwide to resolve the
Y2K problem may provide some important lessons, including best practices that may be
applicable to government agencies and to private sector organizations as well. i‘cr
example, the Department’s project management approach 1o Y2K may be zzsefzzi in
addressing other agency-wide issues, such as information security. In addition, through
the laborious Y2K assessment process, the Department now has a detailed inventory of
its information technology infrastruciure, information that is needed for effective
information resources management. Further, there are potential uses for the information
collected by the Department, my office, and others on global Y2K readiness; in']

]
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particular, we now have more information than ever on the extent to which countries

around the world are becoming reliant on information techoology.
|

1

Taking a retrespective look at Y2K may provide valuable information on what
went right, what went wrong, and what we need to do in the future to either prevent
another Y2K-like glitch from happening, or to be better prepared when it does happen.
My office is planning to address these issues over the coming year, and we would
welcome any suggestions or ideas from the commitice as we proceed, '

LN N ]

In conclusion, over the next 75 days or so, the Department faces the difficult
challenge of maintaining the momentum it has developed, and keeping the world focused
on the Y2K problem. While much progress has been made by a large part of the
international community to prepare for Y2K and to develop contingency plans, much of
this effort will be for naught if complacency is allowed to take hold, The Departinent has
a ¢lear and unequivocal role to play over the next two months, through its efforis to
contimie 1o fine tune its own contingency plans, to collect information on host country

Y2K activities, and to assure the American public is adequately informed about global
Y2K readiness.

12



ALI-ABA Presents a Timely Course of Study on

Where Do We Stand on the
Eve of the New Millennium?

4.

Thursday-Friday

December 2-3, 1999
Wyndham Washington Hotel
Washington, D.C.

Score aAND PURPOSE .

january 1. 2000, s coming and the deadline cannot be extended,
Whatever remxdiation, testing, and contingency planning that is going
o he done has been done. At this poing, there is finle to do except
anticipate wihat may go wrong. When things go wrang in Armerica,
lzgal probiems ensue. The purpose of this course of study is to help
atterneys and others with legal responsibilities understand how o
advise clients and companies when the inevitable YZK {Year 2000)
problems hit,

This timely course addresses issues such as tikely defendams,
breach of wacranty and professional liability claims and defenses,
securities disclosure claima, and insurance. The course also provides
an overview of the Y2K problem and the current status of efforss to
deal with it, 10 help pracritioners anticipate last-minute guestions and
subsequent developrmants,

Timne is reserved throughout the program (o address registrants’
writtern questions,
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Pianning CHAalrs

Richard P. Swanson, Thelen Reid & Priest LLP, New York
Dean A, Morehous, I, Thelen Reid & Priest LLP San Franchco

Facuity
Steven Brower, Cinsburg, Stephan, Oringher & Richman, P.C.,
Costa Mesa, Califormia .

Steven L, Hock, Triaxsys Research LLC, San Francisco

Jeff Jinnett, LeBoeuf, Lamb, Creene & MacRae LLE New York

Reed R. Kathrein, Milberg Weiss Bershad Hynes & Lerach ULP
san Branciscy

Kerry A. Xearney, Reed Srith Shaw & McClay LLP Pitsburgh

foseplt £ Monteleone, Senior Vice President anc Claims Counsed,
Reliance National, New York

Mark Mentgomery, Director for Critical infrassruciure, Matonsl
Security Council, Washingon, 0.0,

ot} Nx{tm;, Nathan & Velwz, PA,, Franklin, Massachusens

HMoward L. Nations, Howard L Natons PC, Houston

Rhanda D, Orin, Anderson Kill & Click, LLP, Washington, D.C.

john L. Seed, Blank Rome Comisky & McCauley LLF Wimington,
Deiaware

Broc M. Romanek, Lockhesd Martin Cerp., Bethesda, Marviand

Casid A, Stampley, Thelen Reid & Priest LLP, New York

facguelyn Williams-Beidgers, InspeciorCenaral, U.5. Degartment of
Stare, Washiegron, 0.0,

Procram

Thursday, December 2, 1999

8:00 a.m. Reglstration and Continental Breakfast

G:00 a.m, Y2K: Where {lo We Stand on the Eve of the New
Millennium3—Adr. Morehous

330 a.m. YIK Status Update—Mr. Hock
An interdisciptinaey overview of the legal, organizatonal, technical,
and economic dimensions of the problem, including 3 summary of
U8, industry and worldwide progress and challenges

1018 a.m, Colffee 8mak

1030 o.m. Legislation Update—Mr. Stampley
wWhat has been the effecs of e Federal Information Readiness and
Uisciosure Agt and the Yesr 2000 Readiness and Responsibility Aci?
What state legislation may affect you?

1100 a.m, Current Y2K Litigation —AMr. Stamgpley
What has developed in the past year, and what are the principal
liability theories?

11:30 a.m. Paned ont Y2K #Defect” Litigation: Theories of hab:i:t«y,
Defenses, and Discovery Objectives in Y2K Defecf Warranty, and
Consumer Litigation—Aodgieramr: Mr. Swarnison: Panelists: Messrs.
Brower, Morehous, and Mations and Ms, Crin
What are the new developments in wha is being sued, such as
hardwire and sofbware manufaciurers, systems maintenance
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cormpanies, subsidiary comparnies, and Y2K “fie-it” ccmgzitants?
What issuess will peactitioners face in asserting new defenses created
by Fedaral and sate legistation? -
12 noon Lunch Break

1:30 pom. Litigation issves {continued)

2:30 pumy, Interntional Issues
e The Honorahie Jacquelyn Williams-Briddgers
What are the international implications of the Y2K preblern?

3:00 om. Coffes Biegk

3:15 pm, hvsurance and Y2K Labiity Coverage ssues—Messrs.
Monteigone and Nathan and Ms. Ocin
What are the new developments in poticiest What do we learn
from recent litigation akoyt a party'sability to recover insurance
benefits for Y2K compliance costs, the “sue and 'abor” lawsuits,
and various defenses that insurers are assering?

415 pom. Questions and Answers

430 pom. &dgaurnmnt e the Day; Recepz;an for Regzﬁzraﬁzs and

Faguky - y : 1

PROCRAM (Contimaed ‘1
!

friday, December 3, 1995
806 a.m. Continental Breakfast -
8:30 a.m. SEC Oevelopments and Securities Disclosure Z.;t:ga!:aen
~—Ms, Kearney ancf Messrs. Reed, Romanek, and Swanson
What has the past year shown about filing requirements and how
companies fulfill them, the usefuiness of Y2X discicsures,
shareholder actions for nandisclosure, and board fduciary issues?
1000 3.m. Risk Managemnt and Creating 2 Summary Due t}zizgeuce
Document—ade, finnett
How to create a summary due diligence docurnent that can be
annctated to regulatry agency standards, rads association
guidelines, industsy expert white papers, and other “external
validaters” in arder to establish that 3 Y2K project follows industry
stanciards and “hest practices”
1(:45 a.m. Coffee Break
11:00 a.m. The Plaintiff's Perspective on Y2K Litigafian-~r. Kathrein
How does the final countdown affect individual and ¢lass action
claims?
11:30 a.m. Hackiog and Cyﬁeﬁemnﬁnw&dr Mentgomery
How is the date change an opan window of epportunity for
cybexriminais and cybertarrorists? How might your company be
affecred, ewen if not divectly hig?
12 noon Strategies in Adwsmg the iia;:repamd Compaay
-t Starnpley
Lastwrninute advice on risk management and Hability containement
for lawyers advising c%earty unprepared cllens
12:3¢ pem. The Ongoing Chaiimge 4
wWhat are the key operational issues that will pessist aven after the
century date chnrgﬁ? What residual contingency glanming and
business recumption issies will campanics face?
1:00 p.m. Adioutnment '
Total 60-minute hours of instruction: 9.75
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Tuiton for his course 5 3635, Tuition entitles regisrs W admission @ all sessions,
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ply i the form provided, with payment of register with a valid eredit card by:
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DISCOUNTED AIRFARES
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TUITION ASSISTANCE
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applicaton foem Tuition Assimancs, Alexander Marm, ALLABA, 4025 Qw:sztm Suwet,
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$28 rnwefundable processing fee Hvaivesd for faw srudens),

MAMDATORY CLE AND CPE CREDIY
Vimaly s ALLABA Coures of Study are fully accredited in mandatery cantinuing
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ALLABA courses 2l qualify & CPE credis granted by siatd Boards of Accouniancy,
Yo obtain specific infortavon ¢ Cif, CPE, or ather pretessionsl acereditation of this
eourse, please wiite 10 Mandatery CLE Cremit, ALLABA, 4028 Chestsut Street
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ADCITIONAL INFORMATION

Far turmer infroistion write Algxancer Har Divecilar Goveses of Siudy, ALLABA,
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JOIN AILTO ANKE SAVE!
The American Institute for Law Training within the Cffice (AILTO), & pro=
ject of ALLABA in cooperation with the ABA Standing Committee on
Continuing Education of the Bar, helps law offices provide inhouse train-
ing to their lawyess, Attorneys from AILTO member offices save 15%% off
the tuition for all ALI-ABA Covrses of Sidy {typically $100 or mare per
course registration), © well a3 13% off the price of course audictapes
and study mraterials. if your office is a member of AILTO, please newe
where indicated on the stachad regisiration form. if you would ike maore
infarmation about AILTO, please note where indicated on the attached
segisration Rem and send the form 10 AILTO, 4025 Chestrut Strest,
Phitadelphia, PA 19104-3094, or calt 215) 243-1614 or (800) CLE-NEWS

253-6337), ext. 1614 toil-free, U.S. and Canada).

Suggested Prevequisiter Limited experignce in general legal practics or com.
phwtion of CLE Orenation Course

Educafianal QObjectives: Acguisition of knowiedge anc skitls l'develop profis
gienty as 2 pracitions; provision of information an recery legal develop-
qents S

AUDHOCASSEYTE TAPES of this course {December 1998 presents-
foni, including the 1598 course materials, sre avaiable for 3275, Te
order, plesse sea the form.
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AL-ABA’S Web site-inchades our cuwnt course calendar, our pubdica-
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cpaterizls, m—haus& programs, and'the American Law Network, Complete
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OTHER ALI-ABA COURSES OF STUDY
Civit Practice and Litigation Techaiques in Federal asd State Courts
Qecernber 9-11, 1999, Philadelphia
nsurance Coverage in the New Millennium
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Biotech 2000 (Biotechnology Law)
Agxil 13-4, 2000, Basion
Conference on Life Insurancé Litigation
May 11-12. 3000, New York

Secorities Litigation: Hanmng wrdd Strategies for e !'«cw Si iimmum
May 1112, 2800, Boston

215t Contury Litigation: Trial and Pretrial
e 12, 2000, Mew York
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- ln Mid-1998, We Expanded Our Role to

B

Inciude Engagement with Host Country
Representatives on Y2K Issues
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- Setin Motion a Series of Efforts to Collect
Information on Global Y2K Readiness
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+ Global Community Likely to Experience

Varying Degrees of Y2K-Related Failures in
ki Every Sector, in Every Region, and at Every
' Economic Level
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- Risk of Disruption Extends to the
International Trade Arena, Because of Y2K's_.
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- 01161 Countries Assessed, More Than Half
Are ai Medium to High Risk of Y2k-related
Failures in Teiecom, Energy And/or
Transportation Sectors

« Industrialized Countries Generally at Low

~ Risk, Barlicularlv In Finance
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« Much of the Developing World is at Medium
and/or High Riskin Telecom, -
Transportation, & Energy Sectors

. ;

- Eastern Bioc Countries (Including Former |
Soviet Unionl are a Concern, Becauseof =
’ High Probability of Y2K-Related Failures_
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* The 161 counmes analvzed Were !]I'ﬂ“llell

-39 Industrialized Countries
— 98 Developing Countries
— 24 Eastern Bloc & Newly Independent States
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RISK OF Y2K-RELATED FAILURES IN KEY
SECTORS WORLDWIDE
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« Low risk of Y2K-Related Failures in I‘Mst
lmlusmallzen Countries

- However, Heavy Reliance on Information
Tﬂﬂhnﬂlggv Increases the Yulnerahility of
These Countries to Y2k-related Problems
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- Finance, Electric Utilities, | .
~ Telecommunications, & Transportation
schrs Appear to Be Ready s

. Waler Health Sectors Questionable

« Millennium Celebrations and Y2K Mav Tax
Kev Secmrs
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V2R Fisi Assessm
Deneloming m%’ iy

......

« Higher risk of Y2K-Related Failures in
. Deveioping Countries. -

* Impact of lale start, Lack ol ﬂllllls Lack of
Leadership.

* Y2K impact Mitigated by Far Less Reliance
on Compiters -
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« Unreliable Infrastructure Negates Y2K
Imuact

- Government nnnrouetl $300 Million mr V2l(
But Money Likely Diverted

- No Viable Air Traffic Control System

 Petroleum Sector is Self-Reliant, and Most
mlvam:ml [cneurnn Shell, &1 mmlllﬁ
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- Most Developed and Heamlv Automated i in
Africa -~ -

- Effective Y2K Efforts Focused on Key
Sectors (Telecom, Transport, etc}

. Some Goncern Ahout Potential Impact of
Y2K I‘allures in Neighboring Countries
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. Moueratelv Ileuemlem on Computers in
Intrastructurelicnnomv .

- Good Progress Addressing Y2K Banlung,
Finance, Electricity, Telecommunications

» Small/Medium-sized Businesses Started
Y2K Efforts Late and are at Risk |
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- Now Cautious Optimism, Compared to the
Situationa Few MonthsRgo. = -

- Chinese Government Conducting Y2K
 Triage, Focusing Resources on Critical
 Public Utilities.

- Coastal Areas (Beijing/Shanghail Appear

Less at Risk vs. Inland Provinces
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« Likely to Remain Ilnen on December
3‘illanuarv1 S -

« Ships Entering Will Have to Provide
Jocumentation Showing How Their
Systems Have Been Made Compliant.

« Ships May Be Kept Out of the Locks During
lhe NE\M Year Transnmn
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- Hussia Remains a Concern, Despite necent
- Efforts iy the Gnvemment Making Y2K a
Priority -

. Nuclear Power Plant Safety Svstems m
REssia aml By ame Appeario Be comnnam

- US Citizens Warned to Defer Travel to
Renssia, Ufwanme, Moldown, o Belares

*

33



%
e

—

o

(-1

o

&N

=

& @
& |
£ 3
o~

S =

~ — ,§~
,%x E!
-
% S £

D = =

l—

= = =
® & ®

e et o o e o ——

e

LE
i

« New Independent States

 European
_o_fisiatic- - -
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Sewional Y2H-: Fnergy Sector

- Mirica: 32/42 countries (76%] at
medium/high risk of failure -
- Eastorn Bioc: 7/11 countries [64%) at.
medium/high risk of failure
-~ Wesiem Hemisehere: 17/30 countries
- [57%) medium/high risk of failure
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~ Morih Ririca/Middie Ezas&: 8/15 countries

i
P

- [53%]) at medium/high risk of failure -

¥ . -
£ e .

™

b
- . “ .
4 L

S

- Regional assessment demonstrates the
uenerallg higher risk and higher potential .
for humanitarian crises in the developing
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W2 SRR, PR WEW&[EME it

- [it State, Host Country Assessments are
Continuing, and Information Has Been
Provided to the Public Through Consiilar
Information Sheets in September 1999

» Y2K Updates are Being Produce (Travel
Warnmgs Inr Russ:a llkrame etc] |
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« State Department’s Operations Center in
Washington is Gearing Up for 24 Hourlnav
 Glohal V2K Monitoring

* First Snansnm Reports Due hy 8:00 a.m. on
December31, 1999 (EST), from Embassies i

i1, Marshall Islands, & New Zealand, So-
callell wﬂatnervane HBI!III‘IS

a0
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- Rs Y2K Transition Moves East, Weathervane
Reporting Volume Will Increase -

— Peaking-at 7 P.M. EST on December 31, 38 Posts
s(:nelluleﬂ to Report (Mainly Europe)

— Foliowed hy Detailed Reporting From All Pos&s
Through 6:00 P. M ] lanuarv‘l 2000
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- Policymakers Will Use Embassy Reporting
and Other Information to Determine What

Interests ™ |

+ Possihle Actions Range From Technical
SWAT Teams to Full-fledged Humanitarian

_ ,nssisf‘a‘nee__ S e

Actions, It Any, Are Necessary to Protect US.
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. Mommring Should Continue Throughthe
First Two Weeks of January 2000, As People
Return tc Work, and Computer Systems
Reach Normal Operating Level |

 Next Critical Rﬂ“ﬁ\lﬂf Will Be February 28-
29, and Fehruary 29-March 1, Requiring
—— - —AnotherRound of Monitoring——  ——— -
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VI PRECATTIGNS .
. Many Hights Ganceled/Grounded Uapan

Airlines Has Canceled all Flights te Europe)

- Some Japanese Banks will halt ATM
| Transfactin'ns‘at'ﬁl’wlon J1st

de

- Venezuela Will Halt Oil Tanker Loading for

10 Ilours Startmg Before Midnite 12/31
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. Wl“'l |BSS than a month to go, the global VZK
picture remams a cause for concern-

+ Impact will vary--from mere annoyances
[credit card terminal] to full-fledged nower
outages

- Two Difierent Challenyes: Complacency vs.

PreventingPanic. = _
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