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MT. Chairman: It isagreat 
hMor to appear before you as 
President-elect Clint,on's 

nornill~ for Secretary ,)f State. This 
hearing room :s a long way from 
Scranton, Korth Dakota, population 
300, where I was horn and raisoo, and I 
am deepiy moved by being here in 
these circumstances. 

You and the member.! of this 
committee have contributed much 
leadership and wladom to nul" nation's 
foreign polley OVal" the past decade. 
Let me say at the outset that I look 
forward to a dose and cooperative 
re!atlonship with you. I alscdook 
forward t.o your questions. and will try 
to answer them with the ruthless 
candor for which d:p\omats are famous. 

In the 3 wi')eks since President-elect 
CHnton .asked me to serve as his 
Secretary n{State, 1 hne received 

about as much commtseratlnn as 
congratulation, Frienda point to this 
new world'& raw conflict.s and str~s 
Qur own limited resourees. They tell 
me I have drawn an important hut 
unpleasant ass.lgnment. 

I appreeiate their roncern. But I 
dispute their assessment, r believe we 
have liI"'ri\'ed at. a uniquely promising 
moment. The signature of this era is 
change, and I believe many of the 
changes work in our favor. The Cold 
War ill over, Forty years of sustained 
effort on behalf of colledive security 
and human dignity hav1!! been re
warded. MUlions who lived under the 
stultifying yoke of communism art free. 
The t:de of democratic a~pirations is 
rising from Tibet to Centrai Ameriea, 
Freer markets are expanding the reach 
Gfprosperity. The nuclear nightmare is 

Neither ~sident-e{e<:t Clinton nor r 
have any illusions aoout the perils that 
turk in many orthis era's changes. 'lne 
end of the Cold War haa lifted the lid on 
many Clluldrona oflqng-simmering 
conflict. The bloody results lOre evident 
In the former Yugoslavia lind else-. 
where. Nor will thiS IJra lack for 
ruthless and eXprulsionlst despots; 
{Iraqi President] S;J,ddam HUMein 
confirmed that fact. Yet it IS al$O true 
that we are now relatively more 
powerful and physic311y more secure, 
So while we are alert to this era's 
dangen, we nonetheless approach it 
with an underlying "nile ofoptimism, 

Not since the late HMOs hllS our 
nation faced the chaUenge of shttpingan 
enti:rely new foreign policy for a world 
that has fundamentally changed. I,ike 
o.ur counterparlli then, we need to 
design a new ltr.ategy for protecting 
American interests by laying the 

Statement at Senate 
Confirmation Hearing 
Se,cretar'y-D!esilgnclte Christopher 

Sta,ter"e", before the $e118te Foreign Relations Committee, 
waS!1:ngtOfl, DC, January 13, 1993 

new world. Together with our friends 
and allies, we will wnrk to ahape 
change lest it engulfu3. When our vila! 
Interests are challenged or the will and 
eoftBclenee of the international commu
nity is defied. we v.ill act-with 
peaceful dip!omaey whenever possible, 
with force when necessary, 

The brave Americans serving our 
nation t.cday in the Persian Gulf, in 
Somalia, nnd wherever e!tJ(J they stand 
are testament to our resolve. But QUr 
great-e3t strength ill the powerof Ollr 
ideas, which are still new in many 
landa. Across the world, we Bee them 
embraced. and we rejoice, Our hope-B, 
our hearts, f)ur hands are with those on 
every continent who aTf~ building 
democracy and freedom. Their cause is 
America's eause. , " • 

receding, and I want to congratulate 
President. Bush and (Russianj Prest· 
dent" Yeltsin on their suc~S$ful 
negotiation of the START It Treaty 
[Strategic Arms Reduction Treaty!. 
We now have the opportunity to create 
a new strategy that dire.:ts America's 
resourees at something other than 
superpower confrontation_ 

Perils of the New Era 
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_________________~GIc::oa{ Leadersh'P 

,d"ti.n.r.r a more jU!lt and s~::l.b!e 

OJ 
'J'.mTh,;~l.;tl strutegy must reflect. the 

changes tn3t characterize 
thIs era: 

" The wrfadng oi long-suppressed 
ethnic, religious, and sectional eonfHets. 
es~ia!ly in the former Soviet hloc· 

" The globalization of eommeTc~ 
nnd capital; 

• A worldwide democratic revoluw 

tion, fueled by new information 
~echnologies thut amplify the power of 
,uuus; 

" New and old human rights 
ch.alle~~es, including protecHng ethnic 
mmont.ms as well as poliEcu\ fH531~ 
dents; 

• The ri~\I; of new weudy threats 
espcciall, terrorism and the spread of 
udvunceU weaponry and weapons of 
mass de&tt'Uction; and 

• Global challenges including 
Qvel1hlPuJatkm. famine, drought, 
refugees. AIDS {acquired immuno
deficiency syndrome), drug-traffickmg, 
and thrwts to the earth's environment, 

~o ~3p~ our foreign policy goals 
mstltutlOns to these <.:hanges, 

I Clinton hus stressed 
effort must rest on three-

pillars: 

First, we must elevAw America's 
economic security as a primary goal of 
our foreign poli{'y. 

Second. we must pre5trve our 
mmtnry strength as we adapt our 
f"rees to new St;Curity challenges. 

.Thlrd, we must organize our foreign 
policy around the goal <jf promoting the 
spread of democracy and markets
abroad, 

As we adapt to new conditions, it is 
worth underscoring the (:ssent.ial 
conti~uity in American foreign poJicy, 
Desplte a change [n administrations 
our policy in many spaeific jnstance~ 
will remain (''Of\Stant and wlli seek to 
build upon the aceon:plishments of our 
predecessors. Examples include the 
MIddle East peace process, firm 
enforcement of the' UN 5anctiuns 
ag.ainst Irt.q, ratiflcation and implemen
tation (lithe START n Treaty,and the 
cont~nuing need for US power wplaya 

In promoting stabilit y in Europe 
the Padfie. 

Nevertheless,. our Administration 
inherits the tas.k or defining a strategy 
for US leadership after the Cold War. 

We cannot afford to <:areen from crisis 
to crisis. We must nave a new diplo* 
maey that seeks to anticipate and 
prevent cri5€l!, like those in Iraq 
Bosnia, and Somalia. ratht'lr th:m' 
simply to manage them. Our- support' 
for democratic instit.utions and human 
rights can help defuse political c'on
meta. And our support for sustainable 
developlr.cntand global Mvironmental 
protection can help prevent human 
suffering on a scale that demands our 
in~e:ventian, We cannot foresee every 
cnsls. But preventive ,EpJomncy -can 
free us ~o devote mn:r€ time and effort 
to problems fll\:ing us at home, 

It is not enough to artiCUlate a new 
strategy; we must nlso justify it to the 
American people. Today, foreign policv 
makers cannot afford to ignore the • 
puhlic, far there is a real danger that 
the public .....in ignore foreign policy. 
The unitary goal of containing Soviet 
power wiU have to be r¢p!acoo by more 
complex justifications to fit the new 
era. We need to show that, in this era 
foreign policy is no longer foreign. ' 

PractitiOMI"! ofst.. tet:raft 8Qme~ 
times forget (thatl their ultimate 
purpose Ii! to improve the daily lives of' 
the American people. They assume 
foreign policy is too .complex for the 
public w (x> involved in it$ formation. 
That is. a CQ5t!y coneei:, From Vietnam 
to han-contra, we hnve too ofl,en 
witnessed the disastrous effects of 
foreign poHcies hatched by the experts 
WIthout pr0P'!"t candor or consultation 
with the public nnd their representa· 
tives in O:mgress. 

More than ever before, the State 
Department cannot afford to have 
"elientitis," a mtltady characterized by 
undu~ deference to the potential 
reactions {)of other countries. I have 
long thl}ught the State Department 
needs an "America Desk." This 
Administration will have one-and )'ll 
be sitting behind it.. 

GuidIng Principle. 
For For&lgn Policy 

I will not attempt today to fit the 
roreign policy of the next 4 years into 
the straightjacket ofsor.'le neatly 
lailored doetrine. Yet, America's 
actions In the world must be guided by 

consi!iltent principle1s. As I have noted 
I believe there are three that should . 
guide fotE'ign policy, in thiS new era. 

First, we must !Ulvan~ Amenea's: 
economic security with the same 
energy and re30u~fulness we devnted 

, to waging the Cold ,War. 'The new 
Admini~tration will shortly propose an 
economiC program ;0 empower Ameri
can firm!> and workers to win in world 
market~. reduc~ tr<.lr :r€liar.ee on foreign 
oolTOwmg, and mcrease our abi:ity to 
sustain foreign eom;mitments, O~p!!e 
our economic woes,-we remain the 
world's grea:est trad!r.g nBtlon: its 
largest market, and its Jeading ex
porter, That is why we n:ust utilize all 
the tools at our disposal, including a 
new GAIT [~nera! Agreement on 
Tariffs and Trade] agreement :lnci a 
North American Free Trade Agree
men¢, that serves the interelillS of 
American firms, workers, and commu
nities. 

In an era in which e<'onomic 
C?mpetitlM is eclipsing ideological 
rIValry, it is time for diptomacv that 
seeks to assure acces!> for US bm,i· 
nesses to expanding global markets. 
This does not mean that O'.l.r commer
cial goals will trump other important 
conC<:lrnS, sueh M non~proliferat1on 
human rights, and sustainable dev;lop
ment in the Third World. But for too 
lor.g, we have made eeonom:cs ~he poor 
cousin of our fOreign policy, For 
example. in nearly all the countries or 
the former Eastern bloc-nations 
whose economies and markets are on 
the threshold of growth-we have lor 
years assigned only Gne Foreign 
Serv!~ oificer to. assist US companies. 
In the cafre of Russia, that means one 
commercial officer for a nation of 
150 mlllion people.: Other economic 
powers, such as Germany Aod Japan, 
?evote .far more. personnel to promot
mg thel~ firms, Industries, and 
economIc concerns; 

The Ciinton Administration intends 
w harness ottr diplomacy to the needs 
and opportunities Or American ind;.;s~ 
tries and worker5, iWe will not be 
bashful aoout lini<ing our high dip;o
macy with our eco~-omie goals. We will 
ask our foreign miSslons to do more to 
gather crucial information abo\l~ 
market opportunities and barr1\!fS and 
actively assist American cr>mpanies 
seeking tu do businen iobroad. 
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Global leadership 

Second, we musfmaintain.a strong 
as we adapt our forees to new 

enduring security challenges. As a 
r(!sult of efforts begun in the late 1'9703 
hy President Carter and continued 
under Presidents Reaga.'t and Bush. 
our Administration inherIts the best 
fIghting foree in tht!' wClrld. But th" 
world has changed. 

We faoo a paradox. The collapse of 
the SClviet Unt{1n enables us to reduce 
our Co!d War military forees. But it 
also lea v~ American power as the 
main ballast for an unstable w{)rld, Our 
ability to manage the transition to a 
more stable system of international 
relat:ons will depend on tenacious 
diplomacy backed by credible strength, 
The Pres!dent~Ject and Secretary Cof 
Defense ]-designate Aspin have de
scribed how we must adapt our armed 
forces to new missions. And 1 agree 
with President-elect Clinton's state
ment that we wili resolve constan:.ly to 
deter, sometimes to fight. nnd .always 
to win, 

I have ofmy 
forms ofdiplo

•and problem 
the effort to secure t.he 

of the American hostages In 
to responses t.o urhan unrest and 

pollc~ hrutality. to the prac~:ce of law 
over 4 decades., I have argued ar.d still 
believe that dipiomacy ii. a negllM:ted 
im~rative, rbelieve we must apply 
new d:spute resolution t<H!hniquea and 
forms of international arbitration to the 
con:Ects that plague the world. 

1 also know from experience that 
nations do r:ot negotiate on the basis. of 
goodwill alone; they neg.:.t.iate on the 
basiS of Interests and. therefore. on 
calculations of power. A'JI rreflect on 
ourexpf!rience in the Cold War, it is 
dear that our suc<:ess flowed from our 
~bility to harness diplomacy and power 
together-both the mO(.\et'niUltion of 
our forces and negotiations for arrr.s 
C<lntrol; both advoc<Icy for human 
rights and COVi:rt and OIIurt opposition 
to Sovil!t expansionism. 

In the years to come, Americans 
will be confronted with vexing que8~ 
tions about the use of t'hrce-decisions 
about whether to intervene in border 
disputes, dvil wars, outright invasions. 

in cases of pos3ible genocide; about 
,.thelclo intervene for purposes that 

are quite different from the traditionsl 
mission8 of our armed !orce&-pur~ 
poses such Jl$ peace-keeping, 
peace-making, hurr.anitarian asosistance. 
evacuation of Americans abroad, and 
efforts to combat dl"Ug smuggling and 
teM\}rISm, While there Is no magic 
formula to guide such dedsionB, I do 
believe that the dtscroot and careful 
use of force in cermin circumstn.nees-
and ita credible threat in general-v.·m 
he essential to the succeSs of our 
diplQmacy and foreign poliey, Although 
there will always be differences at the 
margin. [ believe we ean-{lnd must
crnft a bipartisan consensus in which 
these questions concerning the use oC 
force will no longer divide our nation as 
they once did, 

However. we cannot respond to 
every alarm, i want to assure the 
Americsn people that we will not turn 
their blood and treasure into an c~n 
aeeount for use by the rest of the world. 
We cannot 14:t every crisis beeome a 
choice between inaction Qr American 
interventiun. It wia he this Admin
!atration's policy to encourage -other 
nations and the institutions of collective 
security. especiully the United Xations, 
to. do more oftne world's work to deter 
aggresaion, relieve saffering, and keep 
the peace. In that regard, we will work 
with [UN1 Secretary General Boutros-
Ghali and the membera of the Se~urity 
Council to ensure [th"t1 the United 
Nations has the means to carry out 
aueh tasks, 

The United Nations has recer.tly 
i!town great promise in mediating 

·disputes and lbltilling :ts promise of 
eollective security-in Kamibia. 
Cambodia, EI Salvador. and elsewherE. 
But the United Nations cannot he an 
effective instrument for sharing our 
global burdens unless we ahare the 
burden ohupporling it. t;will work to 
ensure that we pay our Q'Jt5!anding 
ilbligations. 

Ultimately. when our vital interests 
are at stake. we wHi always reserve our 
i1pt!{m to act alone. As the President~ 
e!ect has said. our motto in thiS era 
should be: Together where we can; on 
our own where We must. 

One of the main sec~ri~y problems: 
of thia era will be the proliferation of 
very deadl)' weapons-nudear. 
chemical, bloiogical, and enhanwl 
conventional weapons-as well as their 
delivery systems. The (Persian] Culf 

I 
war highHghtoo the problem of a 
fanatical aggressor de ....;loping or using 
weapons;)f mass de$truction, We must 
work assiduously with other nations to 
discouragf! proliferation through 
improved intelligence. export controls, 
incentives, sanctions, and even fone 
when neees::>ary. Overall. this Admir.is
tration will give high priority to the 
prevention ofproHferalion as we enter 
a new and exceedingly dan~rous 
penvu."." I, 

Thfrd, our new diplomacy v.rill 
encourage the global revolution for 
democracy that is 'transfnrming our 
world. Promoting democracy does not 
imply a crusade to remake the world in 
our image. Rather, support for demoe· 
racy and human r:ghts abroad can and 
should be a central strate:gic tenet in 
improviogourown security. Demo
cratic movements and governments are 
not only more likely to protect human 
and minority rights. they are also more 
likely to reaolve ethnic, ~Iigiou!l, and 
territorial disputes in a peaceful 
manner and to be reliable partners 1n 
diplomacy, trade. arms acc()rcis, and 
global environmen,tai protection. 

A strategic approaeh to promo~ing 
democracy requires that we coordinau, 
all of our leverage, inch:ding trade, 
economic and seeurity assistance, and 
debt relief. By enlisting internationa.l 
and regional institutions in the work of 
promoting demoeracy, the- United 
States can leverage o:.:rown limited 
resources and avoid the appearance of 
trying!.-O dominate' others. In the 
informatinn age, publk diplom9CY takes 
on special importance-and that :s why 
we will support the creation of a Radio 
F'I'1!e: A3ia to ensur'e that the people of 
all Asian natiotl$ have aceess to 
uncensored information about their 
SQC"ieties and about the world, 

Demooracy <,annat be imposed from 
the top down but mUSt he built from 
the bottom up. Our polley should 
encour2.ge patient:s:ustaioed efforts to 
help others build the institutions that 
make demO<:nlcy possible; poUlien! 
parties.. free media: laws that protect 
property and individual rights. an 
impartial judiciary; labor unions, and 
voluntary associations- that stand 
between the individual and the state, 
Am~rican private and civic groups are 
particuLarly well sll:lted to help, In this 
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,GIoool Leariersnip , 
we will move !<wiftly to est.ab~ 
~mocracy Corps. to' put 

experienced Amerieansln contaet ~'ith 
fl),cign grassroots democratic leaders. 
and to strengthen the bipartiun 
National Endowment for Democracy, 

We must also improve cur institu
tiQnal capacity to provide timely and 
effecti~'e aid to pe(lple struggling to 
establish democracy and fr~ markets. 
To that end. we need to overhaul the 
US Agency for International Develop
ment [USAIDj. The agency needs to 
take on fewer missions, narrow the 
scope of it!! operaLioM, and make itself 
less bureaucratic. As a matter of 
enlightened self-interest as well as 
compassIon, we need to (!-};trllel lesson!! 
from USA) D's past \Iuecesses and 
failures \.() make its future efforts 
stronger. 

rn all this work, we must enSUl'e 
that the peop!e who carry out our 
nation's foreign polley have the re
sources they need to do the job. I want 
to work with you to ensure they have 
adequate faci\!ties, training, inform.... 

systems, ar,d security. We abo 
to take a new 100/1; al the way our 
Department is organized and our 
is formulated. In the coming 

I Intend to streamline the 
Department of State to enhanee nur 
capzhilitles to deal with i~sues that 
transcend national boundaries and to 
improve th<'! international competitive.. 
ness uf American businc!>8. 

The Clinwn Administration wltl put 
America bru;k in the forefront of global 
efforts to achieve sustainable develop
ment and, in the proeel!S, leave our 
chlldrefl a better world. We believe 
that $Qund environmental policies are II 
pr.wondition of economic growth, not a 
brake on it, 

These three pillars for our fureig:'l 
policy-economic growth, military 
strength, and support, for demQcracy
ure mut'J:ally re-enfordng. A vibrant 
economy will ~tre%rthen Amer.C3's 
hand abroad, whn~ permitting us to 
maintuin a !Strong miliwry without 
sucrifidngdomestic needs, And hy 
helping others to forge democf::'cy om 
of the ruins ordictatorship, We -can 

old threats, prevent new (loeB. 
create new markets for US trnd;: 

Principal Challenges 
To US Security 

Let me take II few moments to iXlnsider 
how this strategic approaeh applies ttl 
the principal security ehallenges that 
America (aces in the 19905. None is 
more important than helping Russia 
demilitarize. privatize, invig<>r3te its 
economy. and develop representative 
political inst!tut-ions, President 
Yeltsin's eoar<lgeous eeonomic and 
political refort::u. stand as our best hope 
for redudngthe still-rbrmidahle 
arsenal of nuclear and conventional 
arms in Russia and other statt's of the 
former Soviet Union, and ~hls. fn turn, 
perrniLs reductions in our!}\.m defense 
spending. A colla pSii' of the Russian 
eoonorr.y, whic!l contracted by 20% :llst 
year, cou:d fataH)' discre<l;t democracy. 
not only in the eyes of , he Russians but 
in the eye$: of ~heir neighbors as well. 
Our Administrntion win join with our 
G-7 [Group ofSeven ;eadbg industria;
ized nations Ipartners to increase 
support for Russia's economicre!orr.'ls. 
That aid must be eonciitioned on the 
willingness of Russia to continue the 
difficult hut essential steps necessary 
to reove from a command economy to a 
more market-orienterl one. 

We shallaiso place high priority on 
direct and technic',1! assistance for 
Russia's efforts to dismantle its 
weapons and properly dispose or its 
nudear materials, t{) provide civilian 
employment for defense technicians, 
and VJ house Its demobilized [orees. 
We must say to the democratie reform
ers in Russia that the democratic 
nations $tanQ with them and that the 
world's experience in coping with 
similar problems is available w them, 
We snnuld aiso or~hestrate simOar 
international action to help Ukrtline, 
the other Commonwealth f{)f Indepen
dent] SUites, the Baltics, and the 
nations of Eastern and Centra! Europe. 

In Europe, we remuin eornmitted to 
NATO, history's most successful 
military and political alliance. even as 
w<: support the <1v!)lutior: of neW 
security amqngements that incorporate 
the emerging democracies to the east. 
Our Administration wm 8upport efforts 
hy the Conference on Securi:y aod 
Cooperation In Europe ~o promote 
human right.., democracy, frCi! elec
tions, and the hlaloric re-integratiofl of 
the nations of Eastern and Wes:ern 

Europe. I can alw a35ure you that thiS 
Administrntlon wit! vigorously pursue 
COr1cert~d action with nur Euro~an 
allies and international bodies to .end 
the :slaughter in Bosnia-a slaughter 
that has daimed tens ofthousanda of 
!ivail and that threatens to spread 
throughout the Balkans. Europe and 
the world community in gene-ral must 
bring real pressures, I!{:onomic and 
militnry, to bear On the Serbian 
leadership to halt its Sin-age policy of 
ethnic dliansing. 

In Asia. we confront many chal
lenges and opportunities, In particular, 
as President-el.ed Clinton stressOO 
during the ..:ampaigD. a complex blend 
of new and old forces requires \IS to 
rethink our ;Yilicy toward Chino. On 
the one hand, there is a booming 
economy based increasingly on free 
market principles, which is giving 
hundreds ofmt:lions o.fChlnese citizens. 
an 'J.npretedentw degree of pr(jsperity 
and a thil'$t for ccOllomic us weil us 
politienl ~fol'm. On the other hnnd, we 
cannot ignore continuing reports Ilf 
Chinese exports of sensitive military 
technology to troubled areas. wlde· 
spread violatIons of numan rights, or 
abusive practices that huve contributed 
to a Sit-billion trade 1mbulunce be
tween our two nations. Our policy will 
sooK to facilitate Ii pea~f~l ev{)lution of 
China from communism to democracy 
by encour-aging the forces of economic 
and poEtkallibera!ization [n that grent 
country, 

Elsewhere in Asia. tlte countries o( 
the Pacific Rim nre hecoming a global 
center of economic dynamism. In 1991, 
our trans-Pacific trade exceeded 
$316 billion. dwarfing our $221-bi!lion 
trade with Western Eurooo. We rr.ust 
devote particular tineotio"n to Japan. 
Japa."l haS recently, taken impor~ant 
steps to meet more of ita international 
security responsib1lities, such !Ill 
assisting in peace.keepingefforts from 
Cambodia to Somalia. ~ow it rr.ust do 
mora to rr.eet its eoonumic responsjbi!i~ 
ties as well-to lo~cr trade barriers 
more quick:y and ~o open its economy 
to competition. Together, Japnn and 
the United Sta.tel:l'acrount for a third or 
more of the globll(tlConomy. That 
obligates us both ~o steer cleltr of the 
reefs of recrimination and the r:se of 
regional trading blocs that could sink 

---~.~---------------------7,---
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'WI""''' for global growth. But we 
,an oo.ligation to America's 

and workers to enmiro [that) they 
8Nl able to benefit from the growth of 
Japan's econor.;y, just &3 the strer.gth 
and openness uftne US eeanomy has 
he!ped fuel Japan's prosperity over 
many QeG'ades. 

In South Korea. we will .continue to 
maintain our military presence all long 
as North Korea poties a threat to that. 
nntko. And on Asia's subcof:tiMnt, 
OUT interests include combating r.udest' 
proliferation; restoring f'Bace to 
Afghanistan; seeing an end to commu. 
::Jal strife that threatens India's 
democracy; and pron:oting human 
,ights and free eiections b Burma, 
Pakistan, and elsewhere, 

In the Middle East, we must 
maintain the momentum behind the 
current negn:iations over peace and 
regional issues.. Presiden: Bush and 
[former1SecretAry Q! Stat-e Baker 
de5f:rve great credit for bringing Arans 
and Israelis to the harga:ning table, 
a:td the Clinton Ad~inistration is 
committed to building on that hisLorie 

Our demoITacy

!~I~~~~~~;u~;~n~d~e~r5cores OUt' specialIsrael, tr.e region's 
wnorr. we ure 

committed to maintaining a strong and 
vibrant strategic relationship, We also 
belleve that America's unswerving 
commitm£'nt lo Israel's r:ght toex;'at 
behind secure borders is essentiill to a 
j'..lst and lasting peace. \Ve will COI1
~inue our efforts with both Israel and 
our Arab friends to addn!ss the full 
rnnge of that region's chttlleng¢s. 

Throughout t.he Middle East ar.d 
the Persian Gulf, we wm wc·rk toward 
new arms control agreements, parlieu. 
:arly concerning weapons of mass 
destruction, We will assume a vigilant 
stance toward both Iraq illld Iran, 
which ~I!i determbeil to sow viole"ce 
and dlsorder throughout the reg-:on and 
even beyond. In this region. as wei!, 
we wi!! cnarr..pion e<;QrlOmic reform, 
moro accountab:e guvernance, and 
i!lereaseci l"egpeet fnr human right.a. 
And rollowing a decade during which 
over 1,000 Americans were killed, 
injured, or kidnaped by perpetrators of 
!	"""'lti<,"al ",rrori,';', we will give no 

to terrorists or the states that 
their crime," against humanity. 

Nowhere has the mareh against 
dictators and t\)ward dereocraey beM 
more dramatic than in OUT' own hemi
sphere. !t is:n our self~interest to help 
Latin America cor.soJidate a decade of 
'nard-won progress. In the past several 
years. as democracy has spread in the 
region ar,d mllrket eoonomles !i.ave 
been lilwralized, our exports tl) Latin 
America have dO:lbled. In close 
partnership with our hemispberic 
partnef3, Canada and Mexico, we 
l!.hould explore ways to il){ter.d free 
trade agreements ~o Latin American 
nations that are opening lheir econo
mies and political systems. At the 
sane ~ime, we expect to comp~ete 
understandings regarding the North 
Amedcan Free Trade Agreement as 
outlined by President-elect Clinton. 
\Ve also nBed to make the Organila:i(m 
of Arr.eriean States {OAS) a more 
eft'ective forum for addressing our 
region's problems. fn Haiti, We 
strongly suppert the internatiClUIl 
effort by the UN and the OAS to 
T'estore democracy. b CUba, we wiil 
maintain the embargo to keep pressure 
on the CUlItro regimft. We wEI strongly 
sup}.'Ort nl1tior,al recondEation and the 
fulllmpiernentation of peace uceords in 
E: SalvadoT' and Nicaragua, And in the
Andean countries, the power orth.e 
drug lords m\!\l.t be broken to free their 
people and out'S from the corrupting 
influence of the narcotics trade, 

In Africa. as well, a new generation 
is demanding the oppor~unities ~hat 
flow from multi-party democracy and 
open economie-s. They deserve our 
underst:mding aOld support. We need 
to assist their efforts to build institu
tions that can empower Africa's ~ple 
to htlshand and benefit from the eor.
tbent's vast resources; de ..l with its 
Il:conornic, soeiaL and environmental 
problems; and address its underlyir.g 
causes ofpoli:ical instability, We will 
be- equally committed :0 working with 
Congress to redirect our foreign 
ass)stlir.ce programs to promote 
sustainable development and private 
enterprise bl Africa. In South Africa. 
we shall work ncti ve!y to support those, 
black and white, who are striving to 
d;smant!e the hateful machinery of 
apartheid and working with deterrr.ina
Won ~o burd a mult;·racial democracy. 

! 
The Triumph 01 Freedom 

A~ r Said on t~ ~y r~siden!_elect 
Chnton nominated me to. he SecN!tary 
of State, back whe'n I WaB in law sehool, 
two or my heroes. were {tormer Secre
taries (ffState] Gen. George M~h1l!l 
and Dean Acheson, And I ar.'l enor
mously honored by the opportunity to 
occupy the pOst held by them and by 
ma::;y of the- most rev-ered names in our 
nation's history. Marshall and Acheson 
were visionaries >A:ho recognIzed at thll: 
dawn of the Coid War that America 
could not remair. sare hy standing 1l1oof 
from the world. And the triumph of 
freed{}m in that great. stmggle is the 
legacy of the activ{st foreign policy 
they shaped to preJect. our values and 
protect our interests, 

Now, as in their day. We (;lce a new 
era ~md the cha!lenge of developing a 
new foreign pollcy~ Its activism must 
he grounded in Amill'iea's endurillg 
interests. [t must be informed by a 
realistic estimate 6fthe dangers we 
fac.;, It must be Shaped hy the rlemo~ 
cratic convietions":"e share. And, to 
command respe;!t abl:*Oad, it must reat 
on a sturdy, bipartisan consensus heN! 
at heme, I . 
. The ult:mate U~st{)fthe se('\;rity 
strategy I have outlined todH,Y wi] be 
1n the benefits it delivers t.o the 
Am€-rican people. Its worth will be 
!Tleasured not by itS theoretieai el
egance but by its reau;t3. If:t makes 
our pwple mort: prosperous and 
increases ...helr s&f~ty abroad; if it helplI 
expand the stahilizing and ennobling 
N!acr. ofdemocratic institutions a!1d 
freer markets; if it ,helps pro:ect the 
global environment for our children_if 
it achiilVel! these kinds of benefits, the!l 
we will have dls.:harged our responsi. 
bilities to our ,!,renefation.as Marshall, 
Acheson, and the oUwr ill'chitects of 
the post-war world'discharged theirs. 

Tney have giver us a high standard 
memulate as we diltine anew the 
requirements or us glo~a! leadership. 
r look forward to wprking with both 
pani~s in CongreSii tu construct a new 
framework for that' leadffrsi:ip, a frame
'",-orkwithin which h.:oalthy debate wi!! 
ottUr but within which we can !llso 
build a s:rong consensus that will help 
us coop€rat:vely pUrsue the national' 
interest at home and abroad.• 
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Mldcle East 

the Structures of Peace and 
Prosperity in the New Middle East 
Secretary Christopher 

Remarks at the Royal Palace, Casablanca, Morocco, October 30, 1994 

E
xcellencies, ladie~1 and gentle

men: On behalf of President. 
Clinton and the American people, 

I am delighted to attend this historic 
Middle East/North Africa Economic 
Summit. We all owe King Hassan our 
deepest gratitude for hosting this 
unique event. Building on his vision of 
Middle East peace, the King has 
brought us together to remove walls 
and build bridges between the people 
of the Middle East and the world. 

President Clinton and the United 
States are pleased to be co-sponsoring 
this summit together with President 
Yeltsin and the Russian Federation. 
Let me express our appreciation to Les 

and the Council on Foreign Rela
and to Klaus Schwab and the 

Economic Forum for their outI 
,"m,Hog "m,,:,s to structure and 
organize this important gathering. 

This summit convenes at an ex
traordinary time. I have just 
accompanied President Clinton on his 
recent trip to the )liddle East. Let me 
share with you our assessment. The 
Middle East is undergoing a remark
able transformation: 

• Jordan and Israel have signed a 
peace treaty; 

• The Israeli-PLO Declaration is 
being implemented; 

• Morocco and Tunisia have estab
lished ties with Israel; 

• Israel and Syria are engaged in 
serious negotiations; and 

• Arab nations are taking steps to 
end the boycott of Israel. 

These monumental events mean 
that the Arab-Israeli conflict is coming 
to an end. The forces of the future can, 
they must, they will succeed. The 
peacemakers will prevail. 

Securing the future is what brings 
us here today. Our mission is clear: 
We must transform the peace being 
made between governments into a 
peace between people. Governments 
can make the peace. Governments can 
create the climate for economic gro ....'th. 
But only the people of the private sec
tor can marshall the resources 
necessary for sustained growth and de
velopment. Only the private sector can 
produce a peace that will endure. 

Three years ago to the day, nations 
gathered in Madrid for a conference 
whose significance grows with each 
passing month. As we realize now, 
Madrid opened the pathway to peace. 
Here, this week, let us declare that the 
Casablanca conference will open the 
pathway to economic ties and growth. 
Madrid shattered taboos on political 
contacts between Israel and its Arab 
neighbors. Let us ensure that 
Casablanca shatters taboos on private 
sector cooperation. 

Let this summit send a message to 
the world: The Middle East and North 
Africa are now open for business. 

Over the course of the 20th century, 
the world has learned a powerfulles
son: Peace cannot be sustained when 
there is widespread suffering and mis
ery. Following World War II, wise 
leaders applied this lesson to the recon- . 
struction and integration of Western 
Europe. They built structures of coop.
eration, beginning with economic ties, 
to lessen the likelihood of conflict 
among nations. Our purpose in 
Casablanca is to apply that same lesson 
to this region, as we work to create a 
more peaceful and secure Middle East. 

On Wednesday night in Jordan, 
President Clinton became the first 
American President to address an Arab 

I-Z 

parliament. There, he underscored the 
importance of generating the economic 
benefits of peace., As he said: 

If peoplll do n6t feel these benefits, if 
poverty persists in breeding despair 
and killing hope, then the purveyors 
of fear will find fertile ground. Our 
goal must be to spread prosperity and 
security to a11~ 

The Madrid conference of 1991 
started us on the way. It not only 
launched a series of bilateral negotia
tions to resolve the region's political 
disputes; it also c'reated a framework of 
meaningful multilateral talks among 
some 40 nations to promote Arab-Is
raeli cooperation on a region-wide 
scale. Joint projects are already under
way to check the spread of the desert, 
to quench the region's thirst for water, 
and to protect the environment from oil 
spills. Under th~ leadership of the Eu
ropean Union, the working group on 
economic development has drawn up a 
list identifying priority sectors for eco
nomic cooperation. 

Israel, Jordan, and the United 
States are working together to create 
opportunities for private sector invest
ment in areas that were unthinkable 
only months ago.1 An ambitious master 
plan for the development of the Jordan 
Rift VaHey has been completed. Joint 
efforts to promote tourism in the Red 
Sea ports of Aqaba and Eilat are al
ready attracting millions of dol!ars of 
investment in hotels, infrastructure, 
and tourist facilities. 

Progress to~ard Arab-Isr-aeli peace 
has opened the door to economic coop.
eration in support of peace. Now, 
together, we must take a bold step 
through that door. We must form a 
public sector-private sector partner
ship for government and business to 
bring their political and economic 
power jointly to bear. 

I have seen the situation from both 
sides-from the private sector, where I 
have spent most"of my career, and from 
the public secto~ during my three tours 
in government. I have also been 
heavily involved in the affairs of the 
Middle East for the past two years. 
Let me offer a challenge and a predic· 
tion: If the forc~s of peace prevail and 

I 
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here adopt free market 
Middle EWlt and N(}rth 

enjoy an era of economlc 
growth that exceeds a.nything they 
have seen in this century. There is no 
reason why the economic min:u:les that 
are transf()rming parts of Asia. Eastern 
Europe. and Latin America cann(}t'aiso 
transform this region. I enn foresee a 
day when the:roo million people of the
Middle Ea.<;tand North Arrlc:l, $0 long 
held back by strife and hatred, can 
finally jOin the mainstream Qf intel'fla~ 
tional commerce. 

The presence here in Casablanca of 
almost 1,000 of the world's busines$ 
leaders is proof that you und(Jrst.and 
the vast potential of this regil)n. I sa.
lut.e yOUl' visiun. But I also know that 
you are hard-nosed realists. 'f1le new 
Middle East holds no m(}nopoly on at~ 
tracting yool' attention or your capital. 

That. is why the Middle P"'l$t. even a 
Middle East at peace, cannot be com
placent; it must compete. Thn world 
must kn(}w that the Middle East is n(}t 
only at peace but committed to long~ 
terr:l reform if world-class companies 

to_in'.,! in this region, 
150 American firms AN 

"",b,lan,,.. They are well· 
advantage of the 

"pportunities this region presents, 
American comJY.UIies do (jOt fear risk; 
they thrive on:L But like serious eom* 
panies ~verywheN'. they need 
confidenee-<!onfidenre in a business 
environment that makes it pGiSible to 
do business. 

To create a climate fur eeonomic 
growth and development, we need com w 

mitment and action by governments 
inside the region as well as lh')8e out~ 
side, ~'or decades, governments 
dominated ecunomic development here, 
'building infrastructure and nationalln w 

·dustrfes. In the process, they ineurred 
mas&~\'e foreign debt.s. Since 1lYiO, the 
countries of the Middle East have bor
rowed more than $00 hiUion from 
abroad. Over 90% of this borrowing 
was absorbed by the public sector, 
where it was too often stkered toward 
the miHtary or inef'fic:ent stat<l enter~ 

S~~;~i~~:I:;:~pn:':V':"'~':;C3P!tru
fl that 

the region. In the last 
! outflows froorn the 

Middle East and North Africa have ex~ 
ceeded $180 billion. This capital flight 
has hud enormous practical conse
qUe-flees. 

We must work tf) reverse this de~ 
structjv"", trend. It is time for the 
region's private sec-tors w invest in 
thea natlofls, in their peoples, and in 
their futuTelJ. They must bring their 
capital home. Hut if they aN! tn do so, 
governments must take steps to create 
a favorable economic environment. 
How can yoo expect. foreigners to In· 
vest here when citizens of the Middle 
East.j.o not invest! 

Governments here must undertake 
serious eennnrpie reform, Morocoo hag 
begun that process. Privatization is 
proceeding, stock market capitalization 
is rising, foreign investment 1s expand~ 
lng, and growth is taking off. Other 
countries in the region, such as Tunisia. 
Israe!, Egypt, and Jordan. have also ~. 
gun to take similar steps. 

But more must be do-ne. Govern
ments need to end trade restrictions 
and overcome other barriers to- trade 
and investment. They must reform ntd 
modernize theu- tax systems and oom~ 
mereiai dIspute mechanisms, They 
n~ to ensure predictable. u-anspar~ 
cnt. and fair legal systems and business 
practices.. They need private financial 
markets. They must lift the heavy 
hnnd uf government regulation that 
stifles entrepnmeurs. 

An imptlrtant PQiitical step to make 
the region's environment more attrne~ 
tlve to global companies must be tak.m 
as well. The last remnants of the boy~ 
cott aimed against Israel must be 
eliminated. Last month, Saudi Arabia 
and its partners in the GulfOJOpern~ 
tion Council announced an end to the 
seeondary and tertiary boycotu.. This 
means. enQrmQUS opportunities for in
vestment and trade_ Now it is time for 
other Arab leaden to follow the GCe's 
example, Indeed, it is time for the 
Arab League to diamantle tht< ooyoott 
entu-ely. 

Governments outside the Middle 
East llnd North Africa must also do 
their part to ereate a dimate conducive 
to ecom>m!i! growth. They can ta.ke 
steps to encourage their companie.s to 
inve$t in the jnint ventu~s that will be
come the stuffof Mi~dle East peace. 
They;:an provide incentives and rnduce 

risks for foreign investors. They can 
encourage trade by re4udng barriers.. 
They can create the financial reecha
nisms that wUl help mobilize capb.l for 
regional projects. 

The UniOOd States is already laking 
concrete !Jtcpa in all the~ areas: 

• Through our Overseas Private 
Investment Corporation, we have es.
tablished a $75 mmion Regional 
Investment Fund to enwurage in\'est~ 
ment in regional projects like thore 
flnvieaged in the Jordan Rift Valley de
velopment plan. 

• WehavcalSQusedOPICguaran· 
~ees to help a group of American 
business leaders from the Arab and 
Jewish communities foster Palestinian 
economic dllv(llooment.1 These builders 
for peace have already launched nve 
OPIC-backed private sector projects In 
the West Bank and Gaza. 

• We are exploring practical means 
of expundingtrade and investment o.po 
portunlties. incbdbg lr.itiatfves to 
lessen 'oorriers :.0 trade' and bi:ateral 
investment treaties. ! 

., ?resident Clinton, in consultation 
with interested gQvernmentB. has de~ 
eided that the U,S. will take the lead in 
supportIng a. Middle East and North 
Africa Bank fQr Coope1'!ltion and Devel~ 
opmenL \, 

Other government...~outaide the re· 
gion are engaged :1'1 s:m_:lar effons to 
s~pport the in volvement of their pri
VAte sectors in the development orene 
Middle East and North Afrka. But we 
all need to do more. This is the oppor
tunity presented by the' Casablanca 
summit. We must seize it. 

Here in Cnsablanca,!our focus must 
be practical. Our work ffl:.lst not be :im~ 
i!.ed to exhortation. We' must generate 
specific outoomes, with meehan:sms ~o 
aet on our propoa.als. I 

SpecifieaUy, in this conference the 
United SUltes \\.;11 call for the follouring:, 

First, adoption of prindplll3 leading 
to the he movement of goods. capital, 
ideas., and labol'.aero" the borders of 
the Middle East and North Afriea. 

Second. the establishment of a 
Middle East snd Nnrth Africa Bank fur 
Cooperation and Development. A 
bank, properly strud~, can serve as 
a financing mechanism ~r viable re~ 
gional proj€1!ts, It should be avallqble 

I 
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priVAte seetor as welt as the 
sector. and should facilitate a re
eeonomic dialogtw. .. 

Third, the creation of a regional 
touri4m board, Tcmrism is one ofthe 
cle:.orest and qUlckest ways to ~nerate 
hard currency revenues. The :\fiddle 
t~ast;j,nd North Amcaahound with in· 
erlHlibie ll."'{':wologicul and religiolls 
sites. Millions of tourist!' wilt flock to 
vi::.lt as package tours. ac)'Oss previously 
dosed borders oocome available. 

Fourth, ~he development ofa re.
gional business counclJ-a ehumber of 
commerce,:f you " ..ilL This er.tity will 
promote intraregiona! t!"lIde relations 
and oommerdal opportunities. 

To move expeditiously on eaeh of 
the~ proposals, thiS conference must 
esiabl:S!J two on-going booies: Trrst. a 
!lteeringoommitt~, to motet within OM 
month; seeond, an eXecutlve seere~ 
lariat, locaterlitl Morocco, that will 
serve as a clearing hnuse nf informa
tlQn, It \'.111 be an "oodreml" for the 
private sector by sharing aata, promot
ing contracts, and fur-nishing p~.ject 
infor-mation, 

Finally. the United States will call 

:~~:::'i~~,,~co~nferonce in Amman in 
I~ represents the 

of a pNceS$ to promote r~ 
gionai eeonomic development and 
cooperation, Amman \o\ill represent the 
next milestooc and point all ofus to 
seeking very tangible a.ccompl:shments 
hy the 1995 conference. 

In a golden age over a millennium 
ago, the Middle East was the commer
cial and cultur-ai crossroads of the 
world. Harkening back to the gloriOUS 
eronomic and cultural hiswry of the old 
Middle East, this summit l':.eralda a new 
Middle East in the he41rt oithe glob.a1 
ecuMmy once again. We have the oj>
portunity-and the resp<lnsibility-Lo 
build a more pe~eful, more prosper
ous, and more int-egr.lted Middle East 
and world. Working toget-heT in a pub~ 
He-private endeavor, let us dedicate 
ourselves to making that vision a real
ity. 

I( I may bol'TOw the famous 
Humphrey Bogart line, this confercfle<! 
couid be the beginning of a beautiful 

n.... "vu very much, • 

Casablanca Declaration 


Re/Qased at the Middl8 EaSt/North 
Africa Economic Summit, Casablanca. 
Morocco, October 3~-November T, 
1994.' 

1. Atth~invitationofH':sMajesty 
King Hassan II of Mnrocoo and with 
the support and endol"$ement of 
Presidents Bill Clinton of the United 
States and Boris Yeltsin of the Russian 
Federation, the ~present:J.tives of61 
oountrles and 1114 business lead~rs 
frDm all regions oIthe world, gathered 
for a Middle EastlNorth Africa Eco
nomic Summit in Cagablanca from 
October 30 tn November 1, 1994, The 
participants paid tribute to His Maj
esty, King HasSlln II. in his capacity as 
President and Host of'the Conference 
and praised His role in promoting 
dialogue and underntanding betwe&n 
the parties in the Middle East conflict. 
They also expressOO t.heir appreciation 
tQ the Government and people of 
Morocco for the-ir hospitality and 
efforts to ensure the auccesa of the 
Summit. 

2. The Summit Jeaders f~l united 
behind the vision that hrought them to 
Casablanca. that (Jf a comprehensive 
peace and a new partnership of busi
ness and gcvernment dedicated to 
furthering peace between Arabs and 
Israeli$. 

3. Government and busine» 
leaders entered into this new partner
ship with a deeper undel'$tanding Ctf 
their mutual dependence and common 
goals. Business leaders reeognized that 
governments should continue to !orge 
peace Agreements and crente founda
tiCtM and incentives for trade and 
investrr.ent. They further rerogniu. 
the- responsibility of the private secwr 
to apply its ne-w international influence 
to advance the diplomllCj' of peace in 
the Middle-East and beyond. Govern
menta affirmed the indispensability. of 
the private t>eewr in marshalling, 
quickly, adequate resources ttl demon
strate the tangible benefitll of peace. 
Together. they pledged to show that 
buainess can do business and rontribute 
to peace as wen; indeed, to prove that 

profitabUity contributes mightily to the 
economic scaflhlding for a durable 
pe.ace. : 

4. The Summit commended the 
historic politteal trnnsformation of the 
Region as a consequence of signifieant 
steps towards a just, lasting and 
oomprehensive~, lmsed on U.~, 
Security Councll RcsolutionJl. 242 and 
338, a process. that began with the 1979 
'lreaty of Peace between Egypt und 
Israel and enlarged dramatically'hy the 
Madrid Peace Conference, three years 
ago. That pro~ has born fruit in 
Israel-Palestine Liberation Organiza
tion Oedaration of Principle~ 'The 
recent signing of the Treaty oi Pe~l!e 
between Israel and Jordan gave a new 
dimension to the pl"OCes," The d-eei
sions of Morocco and Tunisia to 
establish, respectively, liaison offices 
and liaison channels with Israel 
constituted another new positive 
development. These a.ccomplishmenls 
and the next stages of rapid movement 
toward a comprcheiu.!ve peace in the 
region, including SYria and Lehanon, 
need to be powerfully reinforced by 
solid ecoMmi<! growth and palpable 
improvement of the life and seeunty of 
the peoples of this: region. The Summit 
stressed that Syria :and Lebanon have 
an important role to play In t.he devel
opment of the region. The Summit 
ex:p~ssed a strong hope that they 
will liIQ()n be able to jom the regional 
economic effort. 

S. In thia ctmneetion. the partici~ 
pantB noted that the urgent nero for 
economic development o(the West 
Bank and Ga1.a Strip requires spei:ial 
attention from the international 
community, both ptlplk and private, in 
order to support the: Israel- Palestine 
Liberation Organization Declaration 
of Principles and subsequent imple· 
menting J'.I.gI"Reml:l'tta to enable the 
Palestinian people to participate on 
equal bases in the regiQ1lal develo!>, 
ment and oooperation. They stressed 
the equal importance of moving ahead 
on Jordanian- Jsraeli-projeets as well as
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projects between Israel 
in order to advance the 

Tt'(!llty of Peace, 
S, The participants rce~)gn:zed the 

ee<momlc potential ofthe Middle East 
and North Africa and explored h<)w 
i;e-st to accelerate the deve!npment Of 
the Region and Qvet'('»me, as soon as 
poggihlt!. ob8:.acies, ir.c:udlng boycotts 
and all barriers to trade and invest~ 
ment. All ~ that theN! Is a need 
to promote increased invesl"ment !rom 
inside a.r:d outside the Regl'ln. They 
noted that such investment requirEs 
free movement of goods, c1I.pitaiand 
labour across: borders in aecordance 
with market forces, technical coopera~ 
t.ion based on mutual intere:lt, openness 
to the international ~on<imy and 
appropriate institutions to promote 
economic inteYaCtlon" They al$l.} ootoo 
that !he free flow of ideas and in~ 
creased dialogue, cspedally among the 
business rommunities in the Region. 
will slrengthen ~oliOmic .activity. In 
this context, the par..icipants noted 
favourably ~he decision of the Council 
for of the Gulf Statea 

lifting of the ~econdary 
of the boycott 

la,"'", the agreemlmtS 
between Israel and the PLO, it is 
important that the borders of the 
Palestinian Territories be ki!pt open for 
lub(lr, tourism and trade to allow the 
Palestinian Authority, in paJ·tnership 
with its neighbours, the opportunity to 
build a viable economy in peace, 

B. The part[c~pants paid tribute UJ. 
the mul:ilateral negotiations fnitiatea 
in ~toscow in 1992 which naq! s[gnifi~ 
candy advanced the obje<:tives Gfthe 
peuce process. The governments. 
repre~nted at CasabJanea wm exarn
;ne ways t,o. enhance the role and 
activities of the multilateral negotia· 
tions. induding examining regional, 
in"stitutiGr.s which address e<:onomic. 
humanitarian and security issues. The 
participants noted that the progresses 
made in the pe~ proc$S$ should go 
along with a serious consideration of 
the soclo-eeonomic disparities in the 
Region ann require to addrells the idea 
of seeurity in the fW:gion in an its 

, social, ewnomic and 
In ..his oont-ext, they ~ 
tssues need to be addressed 
framework of a global 

approach encompassing sodo-economic 
dimensions. safety and welfare of 
Individuals and Nations of the Region. 

9. The participants- rerognized that 
there must be an oogoir.g process to
translate the deliberations of 
Ca.$,ablancn int.:! concrete steps w 
advance the twin goals of peace and· 
economt.:: develo.pment and tD institu~ 
tior,atize the new partnership between 
governments and the business commu
nit;'. To this end: 

a) The governments represented at 
Casablanca and privute seewr repre
SEntatives stated t.heir intention to take 
the following steps: 

-Build the fQundat!Qns for a 
Middle East and North AfriC<l Eeo~ 
nomic Community which involves, at a 
detarm:noo stage. the free flow of 
goods., capital and labour throughout 
the Region, 

-Taking into aceount the t'E:eom
mendatlons of the regional parties 
during the mooting Of the sub-oommit-. 
too on finanees of the REDWG 
monitoring committee. the Casabianca 
Summit calls for:t group of experts w 
examine the different options for 
funding mechanisms including the 
creation of a Middle East and North 
Afriea Development Bank, This group 
of experts will t'E:port on its progresa 
and conclusions within six months in 
the light of the follow on Summit to the 
Casablanca Conference. 

-The funding mechanism would 
include appropriate bodies to promote 
dIalogue on ecor.crntc reform. regionai 
cooperaticm, teehniealasslstance and 
long-term development planning, 

-Establish 11 regional Tourist 
Boord to facilitate tourism and promote 
the M:ddle East and North Africa as a 
unique and attractive touris~ de.stina
tlott. 

-Encourage the establishment uf Ii 
private secwr Regional Chamber of 
Commeree Rnd Business Council to 
fadlitate intra-t'(!glonal trade relations. 
Such organizations will be instrumental 
in solidifying ties between the: private 
and publie MctOrs of the various 
economies. 

b) The participants also intend to 
create the folluwlng meehaniSm$ to 
implement theSE understandings and 
embody the new public~private collabo.
ration: 

-, 


I 
-A Steering Committee, com

prised ofgovernment representatives. 
including those l'eore:sentea in the 
Steering Corr.mfttee of the multilateral 
group of the peace proceu, win be 
"entrusted with the taak or follo....ing up 
all issues arising out of the Summit ..nd 
coo-rdbating w!th ex!~ting multilateral 
structures such as the REDWG and 
other multilateral working groups. The 
Steering Committee will meet ....ithin 
one month following the Casablanca 
Summit to eons:der follow on mecha· 
nisms. The Committee will consult 
widely and regularly ~ith the private 
~tor. 

-An executive Seeretariat to assist 
the Steering Committee, located in 
Morocco, will work for the enhance
ment of the new eeonomic development 
pattern., thus, contributing to the 
consolidation of the globalseeurity in 
the Region. The Secretariat w'Hl asslst 
in the organization ofaRegional 
Ch,prober o(Commerce and a Business 
Council. It will work to advance the 
pUblic-private partnenhip by promot
ing projects" sharing data, promotir.g 
contacts and ~ostering private sector 
investment in the Region. The Secre
tariat will assist in the implementation 
of the various bodies referred to in the 
present Lredaration. The Steering 
Committee will be responsible for the 
funding arrangements, with the 
support of the private 'sector, 

10, The participants welcomed the 
establishment of a Middle EastJNGrth 
Afr.ca Eronomie Strategy Group by 
the Council on Foreigrl Relatlons. This 
privata sector group will recommer.d 
strategies 10y N!gional'eeonomi~ 
cooperation and ways to overcome 
obstacle! to trode and private invest
ment. It will operate in close asso~ 
daticn with the SeCTetanat ar.d !3ubmit 
its recommendations: to the Steering 
Committee. 

11, The participants ruao weJCQmed 
the intention ofthe WOrld Economic 
Forum to 10rm a bU3ine!l6 !ntera<:,Jon 
group that will foster increased 
contacts and exchanges among busi
ness eommunitles and submit its 
rerommendations to th'e Steering 
Committee. 

12, The participants in the 
Casablanca Summit pliildged to trans
~orm this: event Into lasung insti~ 
tutional and Individual ties that will 
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Jf- I
Secretary of State Madeleine K. Albright 
Remarks at signing of Memorandum of Understanding with Sm~l1 
Business Administration 
Washington, D,C" ~Iarch 15, 1999 
As released by the Office of the Spokesman 
U.s, Department of State 

SECRETARY ALBRIGHT: Let me welcome you to the State Department. 1(5:a great 
pleasure for me because it's not often that [ get a chance 10 appear \'\'ith my good friend, 
Aida Alvarez. It's a pleasure. We see each other at meetings, but we haven't done'lhis kind 
of thin"g. And it's not often enough that I have the chance to spotlight the contributions 
women are making in all areas of American diplomacy, I 

There was a time not long ago when the State Department was an entirely male bastion, The 
first woman with ambassadorial rank was not appointed until 1949, and until [972 female 
foreign service officers had to resign ",,:heh they got married. Until 1977 there we~e no 
women assistant secretaries of state. Shortly after I became Secretary, I was congratulated 
by Henry Kissinger, who welcomed me to the fraternity. 

(Laughter,) 

I 
J had to tell him, Henry. it's not a fraternity anymore. That applies not only to the i 
Secretary's office, but to the entire Department of State and to those with whom we do 
business. 

i 
Today's senior diplomat may sit in a conference room designed and built by a female 
architectural engineer. She may read mail delivered thanks to the woman whose company 
supports our diplomatic pouch program. lfthe pipes burst or the roofleaks. she wjll be 
looking for :>upport from the woman whose firm holds the State Department contract for' 
worldwide maintenance: and she will get it i 

, 
Tbis Memorandum of Understanding builds on the good work women entrepreneurs are 
already doing at the Department of Stare. It reflc<;(s our conviction that supporting \'\'omcn's 
small businesses will help the Department do business better around the world. It wi!! also 
promote one of Our most cherished goals. which is to hetp women be full and equdi 
participants in the economic and political life of this and every society. I 

This ~v1emorandum commits us to awarding 5 percent of our federal procurement dollars to 
women-owned small businesses, We believe that we met that goal last year. and We intend 
to take this agreement as a challenge to do even beEter, That shouldn't be difficulL :Women
owned small businesses are the fastest growing segment of the American economy, and 
they already hold some of the most critical contracts this Department awards. 

Supporting them is clearly the smart thing to do. but it is also the right thing. (t's right 
because when we encourage women to go into business. we: are helping to create gro ....1h 
and dynamism for the economy as a whole. It's'right because when we treat women as 
valued participants, they gain the confidence they need to be full and valuable partners, Or 
to put it bettt'r. we gain the contidence we need to be full and valuable partners. ; 

1114/01http'//sccretary.state.gov/wv.rw/statements/1999J990315,htmJ 
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•, 
It's right because when we show young women they can do anything they want to. be, they 
will go out and help America be all the things that it needs to be. ,, 
So I'm proud {hat the State Department is among the first government agencies to make this 
commitment. and I'm grateful to everyone who has worked 5.0 hard to get us this far. I'm 
confident that the results will be good for women entrepreneurs. good for our dipJomacy 
and good for America. i 

Thank you, 

RelUfl1 to the Secretary's Horne Page. lie::turn to the DOSFAN Home Page. 
This is an.officia!J':,.s,_Goxernmcnt.sourc:c for information on the WWW. fnclusion of non~U$_ 
Government links does not imply endorsement of contentS. : 

http;!!secretary.state.gov!www!statementsl1999/990315.html [114101 
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Mr. Chairman and Members of the Committee: 

Thank you for the opportul!i-.:.y to testify ~efore your committee on the I 
i:nernaticr.aJ ir!lplications OftlH~ 'l&u!' 2000 (Y2K) computer problem. The Y2K problcr:1 
is one of the most challenging project ma."1agement and systems conversion efforts ever 
faced by the world community. As you know, the Departr:1enf s chaUenge in aq:dressing 
Y2K exteods 'well beyond its Washington headquarters. because failure of systems in 
countries hosting U.S. Government organizations has the potential to disrupt this 
country's ability to carr), out our foreign affairs agenda and protect U.S. interes!s abroad 
in the year 2000, I 

,SUMMARY 
I 
I

:\1y office has been actively engaged with the Department of State and our 
embassies overseas to assist them in meeting the millennium challenge, Of particular 
interest to your Committee. my office is also assessing the Y2K readiness of host 
countries where [he United States maintains a diplomatiC presence, Our work to date 
assessing host country readiness has revealed some key themes: . 

• 	 Industria!ized countries are well ahead of the developing world; however, sbme of 
those locations are at risk ofbaving Y2K-related failures because they were late tn 
cstnbiishing Y2K programs at :he national level. and because they are heavi'ly reliant 
on computer technology in key sectors: ' 

• 	 Dcvelo;;ing countries generaHy are lagging behind and are struggling to fin~ the 
financial and technical resources needed to resolve their Y2K probJems~ still. the 
relatively low leve! of computerization in key sectors (utilities, telecomm~ications. 
and transportation) may reduce the risk,ofprolonged infrastructure faiiures;j 

• 	 FOIT!1er Eastern bloc countries are late in getting stanee and are~generally u~able to 
provide detailed info:mation on the!: Y2K remedia~ion programs: I 

• 	 Problems related to Y2K readiness in tbe health care sector are apparent in the 
majority of countries evaluated; and, 1 

• 	 An effective Y2K policy framework is needed to ensure that U.S. strategic interests 
are not adversely affected by Y2K·related failures on January 1. :2000. , ~ 

This statement will address OIG's oversight ofY2K remediation efforts by-	 , 
countries tMt host our embassies and consuhltes and by the u $, Department of State and 
the Cnlted States Information Agency (USIA). I 

2 
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On January 1. ::WOO, many computer s},st,ems may malfunction or produce 
inaccurate infonnation simply, beQlluse the date has changed. Unless prevented.lthese 
failures \vill adversely affect organizations arid individuals around the world, Fhiture to 
resolve the Y2K problem or to create adequate contingency plans could create Havoc in 
the foreign affairs community by disrupting messaging systems. hindering v'isa and 
passport processing at embassies and consulates. and shutting dO\vn administrat,ive 
fcnctio:ls such as payroll and persofJiel actions processing. Good contingency planning 
backed br adequate resources may overcome most of these problems. 

The Depa..'1ment's global presence at more than 260 locations worldwide increases 
its challenge to continue functioning effectively in the year 2000. The Departm~ent's 
posts, U.s. businesses. and millions of Americans living and working abroad rely on their 
respective host countries' infrastructures to provide essential power, water, and t 
telecommunications services, In many countries. these services could be disfUp,led if 
critical components and control systems of their infrastructure are not made Y2K . 	 ,

complJanL 	 : 

, 
EJTons to solve Y2K problems generally should follow a pbased methodology 

with each phase representing a major Y2K segment. as described below. 

• 	 Awareness - Define the Y2K problem. obtain executive support for a Y2~ program. 
establish a program team, and develop an overall Y2K strategy. Ensure iha,! everyone 
;n the organization is fully aware of the issue. 

~ 	 Assessment - Assess the potentia! impact ofY2K on the enterprise. [nventoryand 
analyze systems supporting core business areas and processes and establish~prioriries 
and contingency plans for their conversion or replacement. Secure the resources 
needed for renovation, validation, and implementation. ! 

• 	 Renovation - Convert, replace. or eliminate systems or components that are not 
Y2K compliant Modifv interraces as necessarv.· I 

• 	 Validation - Test and ~'erify the performance.' functionality. and integrati9h of 
convened or replaced systems or components in operationai environments. i 

• 	 Implementation - Put the validated systems or components lnto production, 
implement necessary contingency plans, I 

According to this methodology, the assessment phase should have been: completed 
by mid~ 1997 to allow sufficient time for renovation, validation and implernent~tion. 
FU:1her. testing will account for around 50 pe:ce:1t of the time needed to correct a Y2K 
~~. 	 . 

In addition, a Presidential EXe<:utive Order. dated February 4. !998. requires 
agency heads to ensure that the Y2K efforts of their agencies get the highest priority, that 



critical Federal programs are not disrupted because ofl,he Y2K problem, that thJir 
agencies cooperate with operators of >critical national systems in addressing the Y2K 
problem. Hnd that they communicate with their foreign counterparts to raise awareness 
and generate cooper~ttve internalional arrangements to address the Y2K problem. 

.' I.. 
State Department Internatjonal Y2K Efforts 

The State Department has recognized that the potential for Y2K vulnerability is 
not restricted to its domestic operations and has implemented measures to assess , the Y2K 
readiness of all countries where the United States has a diplomatic presence. fn 
~ovember 1998, the Department sent a cable to all of its embassies instructing them to 
complete a y:.:K survey of their :espective host country's Y2K efforts. With th~ survey 
instrument. the posts were expected to collect information on a wide array ofslIbjects, 
including the effectiveness of the countries' Y2K program, vulnerability to shortRterm 
eeonomic and social turmoil. reliance on technology in key infrastructure sectors, and the 
status of Y2K correctional activities. I 

I 

A:i of February lS, 1~99, the Department had receIved responses from ~sts in 
132 countries. The information from this survey. as well as from other sources. such as 
the World Bank, USIA, and this office as we!!, is being analyzed by staff under;the 
direction of the National ImeJligenc.e Council (NIC), The NIC is providing its analysis to 
staffir. the State DepartF.lent's Intelligence and Research Bureau. Based on the~e 
analyses tbe Department will determine whether it needs 10 issue travel warnings 
concerning particular countries or develop drawdown 'or evacuation plans for areas where 
the Y1K problem may pose a risk to Americans living abroad. ,~ 

, 
. I 

Toward thut end. on Januaf}' 29. 1999. the Department issued a worldwide public 
announcement on the Y1K problem to inform US, citizens of the potential for problems 
throughout the world because of the miliennium "bug, '; The notice cited specific areas of 
concern. including transportation systems. financial institutions. and medical care. as 
activities that may be disrupted by Y2K~re1ated failures. This annquncement ~rther 
warns that all U.S. citizens planning to be abroad in late 1999 or early 2000 sh~uld be 
aware of the potential for problems and stay infonned about Y2K preparednessHn the'" 
location where they will be traveling. 

OIG Vear 2000 Oversight EffQrt, 

International Y2K Efforts: Host Country Preparedness 

OIG has been active in international Y2K issues through our efforts 10 ~ngage 

host country representatives and to establish venues for information sharing an~ 
cooperation. as well as through work performed by OIG staff to collect inform<;-tion on 
the '{2K readiness of countries where the U.S. Government maintains a presence, We 
analyzed Y2K host country assessments submitted over the past two months by U.S. 
emb~ssies in 74 countries: 42 in the developing world. 11 from developingiforTner 
Eastern bloc. and 21 from industria! countries. In addition. since Sentember 1998, 010 . I 
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has conducted an aggressive effort to collect and analyze infonnation on Y2K efforts in 
20 of the i;ountries cited above, See Appendix [fo: a complete list of the 74 cohntries 
assessed for this statement 

I 
In addition to consulting vcjth embassy personnel, OIG met with host country 

Y2K program managers: representatives fram key infrastructure sectors, such as utilities. 
telecommunications. and transportation: and private sector offic"ia!s to discuss their. 
respectIve Y2K programs and to share information. A summary of OIG interna'tional 
Y2K site visits is provided in Table 1. 

The information we collected about host country readiness pro\'ides general 
i:lsight inlo a host country's effbrts to :educe the ir:1pact that Y2K-related failur:es might 
have. Howeve!". [ caution that this information represents the situation at a particular 
point in time. orO visits began 5 months ago, and the situation in some ofthase 
locations may have changed. Generally, embassies' host country Y2K assessmfnts we~e 
completed from December 1998 through January 1999, 

T abl~ 1• Summao:: !lrOlG IDt~[Oa f)QOBI Y2K S'tI ~ ASS!::5:5m~nIIi 

Date of Visit Locations Visited 

September 1998 .tv1exico Ci~' & Monterrey, 
Mexico 

Santiago, Chile ,I ,,Panama City, Panama , 

October 1998 Pretoria & Cape T O\\,TI, South 
, Africa 
I Libreville. Gabon 

,Yaounde. Cameroon ,, 
Addis Ababa, Ethiopia 

,OctoberlNovember 1998 Hong Kong.> 
Bangkok, Thailand . ,"- Singapore 

Manila, Philippines 


December J 998 
 Mumba: & 1\ew Delhi. india 

January J999 London. United Kingdom 
,, Moscow, Russia ,,, Kiev. Ukraine 

Warsaw, Poland , 
Paris. France I 

Rome, Italy 
Athens, Greece 

F=kfurt, Bonn, & Berlin, IGermany 
I 
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01G has provided information summaries (IIi each of these countries to I 
appropriate State Department staff. the President's Year 2090 Conversion Council, USIA. 
Congressional committees. and (O.other foreigr. af:airs organizations, Generally, the 
information \\>'e've collected aboutlspecific countries i:: considered to be sensitiv'e. with 
disclosure of such mfonnalion intended to be made only to other governntcms, I 
international organizations. and other en:ities which the Department detennines:may 
benefit in cO[l."1ection with their O\\'TJ Y2K activities. I 

I 

01G is also engaged in other international Y2K efforts. In accordance v.;ith a 
Memorandum of Understanding sig!1ed by the Secretary of State and Chile's Minister of 
Foreign Affairs. 01G has begun a cooperative effort to work with the Chilean ; 
Government on a number of internal audit lssues, In September 1998. OIG auditors met , 
with Chilean Government representatives to exchange ideas on addressing and enhancing 
Y2K~rela!ed audit methodologies. 

Also, in coordin;:ltion with the Organization ofAmerican States (OAS) ~d USIA, 
010 has initiated a series of USIA Worldnet Inreractlves with Latin Amtnca and Canada 
to provide .l high~tecfUloJogy forum for information sharing on timely contingency 
planning ilnd Y2K compliance in the sectors of energy and financial institutions. In 
coordination with OAS and USIA. these interactive programs have been broad~ast live 
throughout this hemisphere and "\.vorldwide via the Internet The programs have explored 
problems. strategies. and solutions in Y2K readiness and have been widely vie'fed and 
well received. . I . , 

Results of OIG International Assessments 

Based on our work in the counL";es cited above and on our as&essme:lt oJ other 
information provided by the State Department. a number of themes have emerged relating 
to the potential impact the Y2K problem may have in the global arena, We are:basing our 
assessment efnosl country effortsJo solve Y2K problems on the countries' compliange 
with the phased approach discussed earlier. The phases include awareness of the 
problem at the highest levels. assessment of the impact of the Y2K problem .. ~ 
rCDoyationfreulaeement of noncompliant systems. validation of renovated/replaced 
systems. and finally, implementation of the revised system. , 

, 
It is critical to note that. in tenns of measuring the timeliness of differe~t Y2K 

stages. the assessment phase should have been completed by mid~ 1997 to allow 
sufficient time for renovation. validation and implementation. Further. testing ~ill 
account for around 50 percent of the time needed to correct a Y2K problem. As 
discussed belov ..·. however, many countries, especially in the developing world, remain in 
the assessment phase for Y2K and face increasing risk from Y2K~related failures OIl 

January L 200Q, 
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I 
Generally. because of the smsit.ive natcre oflhe infonnation collected. this 

statement does not identify specific countries. except where infonnation has previously 
been discussed in the press or other public venues. Our work has resulted in the 
foJlowing fi:1dings: I 

lilCQosistent PrQ,Cress in lzrt!ustrialized CQuotri~s 	 ! 
I 

r.,10S1 of the 21 industrialized countries we evaluated (7 of which we visited) were 
makbg good progress in their Y2K remed:ation programs, For example. as the table 
below shows, only 5 countries \vere stili in the assessment phase for the c1ectriclity sector, 
und just a scattered fe'.v remained in the assessment phase in the other critical sectors. 
However, a few countries were not consistently focused or effective in their Y2K efforts. 
Governments in several countries. for exat:1ple, had started Y2K programs in m.id~1998. 
b'.lt so::ne of those p:ograms were making only minimal progress. Because couTllries in 
the industrial world are highly dependent On computer technology in every sect~r, the 
potentio'l impact of Y2K~related failures is much higher in these countries than in the 
developing world. Some examples of problems found ill our evaluation of industrialized 
countries' Y2K programs are as fotlows: ' 

• 	 In ont: European country, the govem.-ncnt did not recognize the serious m:tt~re of the 
Y1K problem and had yet to establish a formal Y2K budget. In addition, government 
officials in this country were nO.t \l.llling to provide detailed information on:their Y2K 

C" 	 Ie.lOrts, 

• 	 In IlnNher European country, which expects a huge influx of tourists for Y~K~related 
events, the government had established a Y2K committee in August 1998 hut did not 
hold the first meeting on Y2K unti! January 1999" , 

• 	 In yet another European country. the Y2K issue was viewed as a technical Jroblem by 
the government and was given low priority. Public apathy was widespread. according 
LO the embassy's report as no government leaders were wilting to take u;; the issue. 

According 10 embassy reports, a number o( middle easten) countries are at risk-Inot only 
because rif possible disruptions in the oil industry~but because ofpossible Y2K 
problems in their desaiinizatioQ pilIDts: These countries receive all oftheif fresh wale.c 
from desalinization plants and would face grave health problems if they were to shut 
daVIn because of power or peant system failures. ' I 

I 

< K S < I d -'IT ble: 7...: Y?K S - l;UYS: In ....l:~ ~!.:lQrs 10 n L!:iloarI~deQUOlC~S 

Y2K Phase\Sector Electricity Banking Telecommunications Air i 
Travel 

Assessment 5 I , 2 ;1, 

RenovationNalidation 12 IS 1 13 17 
Implementation , 41 <, 6 ", ~ I ,> . 
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See Chart I in appendix II for a visual depiction of Y2K status in key sectors in 21 
industrialized countries. i 

Many Developing CQumr~ Lack Ad~gurue Resources 
, 

Developing countries were struggllng to make headway i:1 solving their Y2K 
problems. These countries were generally in the assessment phase tov·...ard the end of 
1998. as they endeavored to develop effective remediation plans and to address the 
di:ficu[r task or finding adequate financial a.'1d technical resources to resolve Y2K issues 
or to develop contingency plans. The governments of some developing countri~s did not 
regard Y2K as a priority and thus had not established committees or task forces ,to 
address Y2K on a national basis. In these locatIOns., the risk of faiiure in such key secto:'S 
as utilities and telecommunications wiE depend On the extent to which they rely:~n 
computers a!ld embedded devices. [n addition. these countries are generally exPerienced 
ir. dealing with short~term power and telecommunications outages, The question, 
remains, however. as to how well they can handle long-term disruptions in numerous 
sectors that may concurrently occur because of Y2K~related failures, Examples, of some 
specifk problems facing developing countries are as follows: ,
• 	 A country in Africa established a Y2K committee in September 1998. to conduct an 

overall assessment and increase·public awareness, but allocated only $126,0,00 for its 
Y2K hudget. A local newspaper headline read "One Benefit QfBeine a Ba'ck-ward 
CoUntO'; NQ Y2K DisasterExnected (here)". which oversimplifies the is~ue. In 
fact. in this country. critical services such as power, telecommunications. an'd aviation 

are'H risk. 

• 	 Officials in another African country told us that their power generation systbm was 
Y2K compliant; however, they noted that the automated systems used by the 
municipalities for power distribution and bilHng were nOt compliant. and th~t there 
was little money available to fix them. The power <:ompany has threatened ~o Cut off 
power to those municipalities whose distribution and-billing sy~tems have not been 
tIxed. 	 . - ' 

• 	 In one African country, wh~re-one~third of the workforce was employed by the ~ 
government. as of January 1999 there was still no Y2K committee or point berson to 
marshall government efforts. There were increasing concerns that socia! unrest could 
occur should the government be unable to pay government workers, In an effort to 
persuade the government to focus attention on the Y2K problem, the U.S. l 

Ambassador there met with the country's President to explain the Y2K problem. 

• 	 One Asian country we vislted in latc 1998 was just beginr.ing a national Y~K 
program at the governmental level, Government officials told us that. although their 
country possessed Significant software dcve:opment expertise. this talent was largely 
being used for off-shore Y2K projects. They lamented that they could not Afford the 
Y1K services of softwate companies in their o\vn COUntry. I 
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• 	 Offidals in another Asian country toid us they'd gotten off to such a late stah last 

year that they'd decided to go directly into contingency planning. These same 
officials informed us that efforts :0 remedia!e air tmffic cont:ol sys~erns: we;c not 
progressing well and that they were developing plans 10 shut down the country's main 
airport on ~-ecembet 31. 1999~shouid the,~ltuatio~ warrant such a move, 

• 	 Both the Panama and Suez Canals face the risk of disrupted operations should their 
traffic management systems fail because of Y2K, or should ships traversing ,leither 
canal fail because of Y2K problems in their engines andlor steering systems. Panama 
Canal officials told us they will not allow any ships into the Canal's tacks on 
December 3 J. 1999; they further asserted that. while they were making progi-ess 
toward fixing their automated ship truffic management system, they can revt;rt to 
manual traffic management operations should it be necessary. According to1Suez 
Canal authorities. their traffic management system is not Y2K ready; however, the 
vendor, a Norwegian firm, is working on the system, and plans to have it fix,ed by 
August 1999, We are not aware ofany other pians by the Suez Canal Authority to 
address Y2K~related contingencies, ' 

< 	 <T bl ' "?K S K S t 4? D a 	~ "'; i ... HH]J~ In ~):' /i:!; Q[~ Itl • ~~!I: Q~IDI: cQ!Jot[I~S 

Y2K Phase\Sector Electricity Banking Telecommunications Air I 
Travel 

Assessment 0'.0 9 20 19 
RenovationlV ulidation 14 27 ;4 : 19 
Implementation 5: 6 81 4 

See Ch<lrt 2 in appendix U for a visual depiction of Y:2K status in key sectors In'42 
developing countries. 	 I 

I 

Qifficultv tn Assessin~ _Ea:tem Bloc e[Q~ress 
i • 

Developing c(1untries that were part of the "Eastern bloc" (including countries that 
were part of the former Soviet Union) were also late in gening started and generally were 

,still in the- assessment phase at the end of 1998, ~early all of the Eastern bloc c:ountries 
evaluated are at least partially dependent on computers for such,key sectorS as finance. 
telecommunications, utilities. and transporIation, Further, becimse the governments of, 
these countries had not completed their Y:2K assessments, we found it difficult ~ obtain 
detailed information about the Y2K programs in these countries. thus hindering our 
ability to effectively analyze the progress being made. StilL we were able to obtain some 
key information concerning telecommunications in Russia and power generation in both 
Russia and Ukraine. Specifically. I " 
• 	 Inforrnation technology experts in Russia told us they believe the telecommunications 

sectOl there is u major risk Specifically, they told us that most of the local ,telephone 
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exchanges use non-Y2K-complian: switches that were made in a former Sov~e( 
factory that:5 now defunct Withou~ replacement with Y2K-compliant switches. 
there likely \vill be disruptions in locat telecommunications capabilities. i 

• 	 During our visit to Russia, officials told us that the safety systems used in their 
~ ,

nuclear power plants were bastd on analog electro:tic components and thus were not 
susceptible to the Y2K problem. They stated that other management infotm~tion 
systems used by the plants n:.ight be affected, but they were still running les~s: stilt 
they indicated that these systems were not essential to continued plant operations, 
These officials were nor sure \vhether there were any embedded devices in t~'e nucieur 
power plants that would affect operations, I 

• 	 AccDrding to embassy reports and our discussions with the Ministry ofEner~h and 
other experts, Ukraine' s powe: sector may be at serious risk as a result of Y2K, 
Ukraine's power grid is currently fragile due to. among other things, a lack of funds 
to nurchnse much needed and expensive fossil fuel to power old and inefficient 

~ 	 ~ , 
thenna! heat and electricity plantS. One weakness in the power grid is obsolete 
hardware nnd software systems: only two of the eight electricity management 
computer systems are Y2K compliant. Funher. the Government of Ukraine aoes not 
at this poim seem prepared to handle n long~term power outage during the m}ddJe of 
wintert jf the electricity grid collapses. Another concern'is whether or not to,e nuclear 
power plants will have enough fuel reserves to sustain a safe shut~down moqe of 
operation during a long-term power outage caused by a power grid collapse. 

I 
In addition. assessing the Y2K progress of Eastern bloc countries is difficult 

because of apparent widespread use of pirated software. often the result of a lack of 
adequate financial resources. For exa..nple. officials from the energy ministry of one 
country told us they used mainly pirated software applications and thus could tiot receive 
Y2K rcmedilltion services from the software manufacturers. Further confusing the 
situationis the lack of information on when and where computer eqillpment and software 
were obtained in the first place. " I 

Table 4: Y2K Status in Kev Sectors In 1J DeveJQRin~fEastern Bloc Countries 

Y2K Phase\Sector Electricity Banking Telecommunications Air 
, 
, 

Tmvel 

Assessment 10 6 6 7 
RenovationIValidation 1 4 4 :4 
Implementation 0; I 1 10 

;ee Chart 3 in appendix n for a visual depiction of Y2K status in key sehtors in 
11 developing/eastern blOC countries. 
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Overall Lack of Y2K Readiness in the Health Care Sector 

Y2K readiness in the health care sector appeared to be at risk in nearly e~cry 
locmion evaluated. The failure of an information system or a medical device in ~ clinic 
or a hospital can put lives at risk. -For eX;l.'11ple.Jt is conceivable that a computet might 
cut off important life support systtms after the ciate change because it assumes the 
maintenance interval has been exceeded by one hundred yenrs, In most of the countries 
we visited. efforts to assess the impact ofY2K on hospit31 syslems and medical 'devices 
did not get under way until mid-1998. leaving very little time to remediate andlor replace 
noncompliar.t software and devices. As Table 5 shows, the majority 01'74 countries 
evaluated "\'ere still in the assessment phase for the health care sector. ~ 

I 

T bl 5 YOK Stat . H ruth C S! . 74 C a 	~ , lJ,s III ~ llll:: ~&;..Qr lD Qua tl~S• 

Y2K PhaselCoun,TY Industrialized Developing Developing! 
Category Eastern Bloc 
Assessment 	 14 I 36 II 
RenovalionNalidiltion 6 ' 4 0 ,Implemenlation I . 0 

I 
See Chart 4 in appendix II for a \'isual depiction ofY2K status in the health care sector in 
74 countries. I 

CQhcsh'c U.S. Pollc)' FnmewQrk for Global YZK 

Effort!' 1'\01 Yet Established 

Over the past year, different eJemeI)ts of the U.S. foreign affairs community have 
taken the initiative to promote Y2K awareness and estabHsh venues for infonnation 
shanng and cooperation, For e,xample. I 

• 	 In August 1998. the United States Information Service (lJSIS) sent a team.6fRussi:m 
officials to the United States to be briefed on U.S. Y1K efforts. obtain information on 
remedlation strategies, and discuss issues of mutual interest. 

• 	 T~e United Nations sponsored a global conference on Y2K in December 1998, 
attracting deleglues from 120 countries, including representatives from US1A and the 
State Department 

• 	. In February 1999. Na~ional Year 2000 Coordinators from the Unhed Statesl Canada, 
and Mexico met here in Washington. to discuss cross-border issues. related Ito the 
transition. 

• 	 Also !as.t month. following an OIG site visit. the U.5, Embassy in Paris repOrted on a 
proposed series of bilateral Y2K effons with the French Government. inclu~ing an 
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, 
exchange of Y2K experts between the two countries. initiation of discussions on Y2K 
health care issues. and development of policy proposals to support an international 
Y2K effort in Africa. 	 I 

• 	 Finally, also in February 1999... National Year 2000 Coordinators representiri;g over 

120 countries established the rftternational'Y2K Cuoperation Center. an organization 

of senior executives that will support regional and sectoral effortS to address: the Y2K 

computer problem, The Center will be funded through voluntary contributions to the 

World Bank and supported by in-kind contributions from other nations. 


Despite these efforts, it is dear that a more cohesive framework is needed for the 
developmen: and implementation of U.S. policy concerning the Y2K problem. ~n our 
visits to developing countries we were repeatedly questioned about v.hether the ,United 
States would he making funds available to support individual countries' Y2K remediation. 
programs and for developing contingency plans. The primary arena for funding' Y2K 
projects has been the World Bank which has millions of dollars in grants and loans 
available for developing counties. However. the World Bank itself has stated that irs 
iunding is insufficient and that the industdalized countries will need to step in \.~'ith 
financial and/or technical assistance. 

Presently, there is no official U.S. policy on providing international finabcial and 
technical support for Y2K. The Department is moving in that direction. however, by 
establishing a Y2K policy planning group, v,'hich wilt be responsible for assessirtg the 
global Y2K situation and recommending any policy actions deemed vital to U.S. strategic 
interests. The first meeting of this planning group is scheduled to QCcur in early ~arch. 

From our standpoint, and from the standpoint of many countries that are!looking 
for U.S. leadership on the Y2K problem. this Y2K planning group needs to move quickly 
in making any policy determinations of where resources should be applied. It is 
becoming increasingly clear that !.here will be Y2K-related failures in every co~er of the 
globe, some of which could prove harmful to U.S. interests, As such, it would be prudent 
for tbe United States to dedde what actions ,will be necessary to prevent Y2K-reJaled , 	 , 
problems before December 31,1999. 	 ". 

OIG work within the Department of State and USIA 

. OIG is also playing a significant roie in assisting the Depanment and USIA to 
meet the miUennium challenge facing their respective information technology ! 
infrastructures. including computer software. hardware, and embedded devices., The 
Depanmem has recognized thai it is vulnerable to the Y2K problem and. over the past , 
two years. has taken steps to remediate its systems and infrastructure to prevent 
disruptions to its critical business processes. 	 . 

The Department has established a Program Mana.gement Office, which is 
responsible for the overall management of the Y2K program within the Depa.-unent. The 
office's responsibilities include tracking and reporting on tbe progress being mkde by 
Department bureaus in remediating systems, providing technical advice and as~tstance. 

! 
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" , I' 'd d' '[y' , y.1lssumg contmgency p anl'ung gUl a.'1ce, an cert!. mg systems lor ..!K camphaney, As 
of March I. 1999. the Department reponed that 66 percent of its 59 mission-<:ritical 

systems had been implemented. and it expecls that 90 percent will have been 

implemented by March 31, 1999 . 
.. 

OIO's first series of reviC:\.vs focused on assessing· internal aspects of the 
Department'S program to ensure that its systems and devices are Y2K compliant. and we 
highlighted a number of key Y2K issues. These'included the need for better tracking of 
applications, greater focus Dn the computer networks that support Department 6perations. 
more specific attention to the vUlnerabilities of the Department's overseas computer 
net\yorks, and more timely issuance of critical Y2K guidance. ' 

In addition. my office has assisted in establishing a process through which · the, 
Department can certify the Y2K compliancy of its mission-critical systems. The purpose 
of this process, which we understand is one of the most rieorous in the Federal' 

, 
Government, is to provide the Department's senior management witb assurance dun 
every feasible step has been taken to prevent Y2K-re1ated failures on January l~ 2000. 
We assisted in wTi:iog detailed guidelines that each bureau must use in developing 
application cel1ification packages for submission to the Y2K Project Managem~nt Office. 
In addition. through an agreement with the Under Secretary of State for Management. 
OIG is revievling the adequacy of all certification packages for mission~critical ,systems 
befoTe they arc provided 10 tbe Y2K certification panel. Thus far. we have evaluated and 
provided our comments to the Department on seven application certification patkages. 
and two of those have been officially certified. 

'" . . . 
1:1 summary. Mr. Chainnan. our assessments ofY2K efforts in 74 coun~ies over 

the past 5 months have provided a mixed picture of international Y2K readiness, 1n some 
piaces, we found convincing evidence that effective programs were in place in both the 
public 31ld private sectors, In other plnces:'howe.ver. the picture was either brri~ with no 
program in place and little progress being made. or inconclusive because the in(ormarjgn 
provided did not cont!lin sufficient detail to develop a reliable assessment ~ 

Faced with a relentless and unforgiving deadline. countries bave to makf difficult 
'decisions concerning t.'le use of scarce resources to f:x a problem that has not y~t 
occurred. As such, over the coming months, the State Department and other U,S, 
Govenunent agencies wiU need to revisit the infonnation and the issues presented here in 
order to gain a better understanding of the potential global impact of Y2K. Only a 
concerted and consistent effort to collect and analyze the best infonnation available will 
allow the u.s. Government and its overseas partners 10 adequately predict and prepare for 
those Y2K-related failures that occur after December 31. 1999, and to l<l.ke the actions 
needed to p:otec~ global U.S, interests. I 

! 
,I 
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This concludes my statement. l wO'Jld be· pleased to answer any questions you ~ay have. 
I 


: 

I 

I 

I 
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APPENDIX 1 

l'2K Host Counto· Assessments; List of Countries 

Africa 

Algeria. Cameroon, Cote d'Ivoire, Egypt, Ethiopia, Gabon. Ghana, Kenya, Madagascar, 
tv1orocco. Namibia, Senegal, South Africa. Tunisia, Zambia : 

Asialfaelfic 

Australia. Bahrain, Bangladesh, China. Hong Kong. lndla. Indonesia. Jordan, 
Kazakhstan, Kuwait, Lebanon. Malaysia. New Zealand, Oman, Pakistan, Philippines. 
Saudi Arabia. Singapore, South Korea, Thaila.'1d, Turkmenistan, Uzbekistan. Vi~tnam. 
Yemen 

Eumpe 

Austria. Belarus. Belgium. Bulgaria, Denmark, Finland. France, Germany, Gree~e. 
Hungary, Ireland, Italy, Poland, Portugal. Romania, Russia. Serbia~.\1ontenegro, Spain. 
Sweden. Turkey. Ukraine, United Kingdom I 

Ccntral/SQuth America , 
1 

Argentina, Bolivia, Brazil. Chile, Columbia, Ecuador. Guatemala, Panama. Peru. 
Venezuela I 
NQrth America I 

Canada, Jamaica. Mexico ; 

I 

I 
I 
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Mr. Chllinnan and Members ofth!! Committee; 

Thank you for the opportunity to testify before your committee on the results of 
our mo,t recent analysis of global Year 2000 (Y2K) preparedness and the pOfential 
impact Y2K failures may have in the intemationaillrena. The Y2K problem is one of the 
most challenging project management and systems conversions efforts ever faced by the 
world community. Although no one can accurately predict what wilI hnppcnlover the 
date change, we must recognize the potential for disruption both here in the United States 
and abmad. As you know, failures of systems in countries hosting our embassies and 
consulates, non~govemment organizations, and U.S. businesses have the pote:ntial to 
affect the U,S, Government's ability to carry out its foreign affairs agenda and protect 
U,S, interests abroad in the year 2000. This statement will address OIG's oversight of 
Y2K remediation efforts by countries that host our embassies and consulates and by the 
U,S, Department o[State, 

SllM!\-IARY 

My office has been actively engaged witb the Department of State and our 
embassies overseas to assist them in meeting the Y2K challenge for the last y~ar and a 
balf. Of particular interest my office has been assessing the Y2K readiness of; host 
countries where the United States maintains a diplomatic presence. Our work'to date has 
revealed some key themes: 

• 	 Industrialized countries are well ahead of the developing world: however some of 
those locations are at risk of having Y2K related failures because they were late in 
establishing Y2K leadership at the national level, and because they are heavily reliant ,
on computer technology sectors: 

, 
• 	 Developing countries are generally lagging behind and are struggling to find the 

financial and technical resources needed 10 solve their Y2K problems: ' 
I 

• 	 Similar to the developing world, key sectors in the Newly Independent Sta~es and 
other fonner Eastern bloc nations, are a concern because of the relatively high 
probability ofY2K related failures; and ' 

• 	 Problems related to Y2K readiness in the health sector are apparent in the ~ajorjty of 
countries evaluated. 

Our assessment suggests that the global community will likely experience '(arying 
degrees of Y2K related failures in various sectors, in allY region, at any economic level. 
At this point with less than 80 days to go before the transition, the Department and the 
global community need to guard against complacency, Although much progre~s has been 
made and the risk ofmajor failures appears to diminish every day, much work remains to 
be done in contingency planning, and identifying foreign locations of high risk' The 
Department must continue its leadership role with other federal agencies s.uch as the 
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,, 
Departments of Commerce, Energy, Transportation, and the Federal Emergency 
Management Agency, and continue working closely with international organizations, 
industry, consumer organizations and other groups that have active Y2K outfeach . . . 	 ,
activIties. 

BACKGROUND 
, 

On January I, 2000 many computer systems may malfunction or produce 
inaccurate infonnation simply because of the date change. Unless prevented,1 these 
failures will adversely affect organizations and individuals around the world.i Failure of 
host countries to resolve the Y2K problem or to create adequate contingency plans could 
affect the foreign affairs community if critical components and control systems of their 
infrastmcture are not made Y2K compliant. I , 

, 
'Efforts to solve Y2K problems generally have followed a phased methodology 

with each phrase representing a major Y2K segment as described below: i 

I 
• 	 Awareness - Define the Y2K problem, obtain executive support for a Y2K program, 

establish a program team. and develop and overaJl Y2K strategy, Ensure hun 
everyone in the organization is fully aware of the issue, , 

• 	 Assessment - Assess the potential impact of Y2K on the enterprise. Inventory and 
analyze systems supporting core business areas and processes and establish priorities 
and contingency plans for their conversion or replacement. Secure the resources 
needed for renovation, validation. and implementation, . ,I 

• 	 Renovation - Convert, replace, or eliminate systems or components that are not Y2K 
compliant. Modify interfaces as necessary. i 

• 	 Validation - Test and verify the performance, functionality, and integratio~ of 
converted or replaced systems or components in operational environrnents~ 

• 	 Implementation - Put the validated systems or components into production. 
Implement necessary contlngency plans. I 

,, 
Under this methodology, the earliest phase, assessment, should have been completed 

two years ago, allowing sufficient time for renovation, validation, and implementation to 
prevent disruptions to critical business processes. i ,, 

Department ofState International Y2K Efforts 

The Department has recognized that the potential for Y2K vulnerability is not 
restricted to its domestic operations and bas implemented measures to assess the Y2K 
readiness of all countries where the United States has a diplomatic presence. T.hese 
measures include the foHowing; 

• 	 In November and December 1998, the Department's embassies and consulates used a 
standard survey to collect infQnnation on the effectiveness of the host country's Y2K, 
program, \'Ulnerability to shof1-terrn economic and social tunnoH, reliance Slfi 
technology in key infrastructure sectors, and the status of Y2K correctional1activities. 
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Stoff under the direction of the National [nteUigence Council analyzed the 
information from this survey, as well as from other sources, such as the World Bank, 
the United States Information Agency, and O[G. I 

• 	On January 29, [999, the Department issued a Worldwide Public Announcement on 
the Y2K problem to inform U.S. citizens of the potential for problems thr6ughout the 
world because of the millennium ·'bug." The notice cited specific areas of concern. 
including transportation systems, financial institutions. and medical care, as activities 
that may be disrupted hy Y2K-related failures, Further, this announceme* warned 
all U.S. citizens planning to be abroad in late 1999 or early 2000 to be aware of the 
potential for problems and to stay informed about Y2K preparedness in the location 
where they will be traveling. In addition, the Department established il sp~cial Y2K 
website for American citizens traveling or reSiding abroad with links toY2K websites 
for foreign governments. internationai organizations. private organizations', and 
commercial enterprises at http://travcLstate.gov!cay2k. 

In February 1999, the Department provided all of its embassies and consulates with a• 	 , 
, 

Contingency Planning Toolkit. The posts were inslrucled to use the toolkit to assess 
the probability that Y2K~related failures might occur in key infrastructure sectors. 
includjng finance. teleeommunications, transportation, energy, and water/wastewater 
treatment. Based on this assessment, posts were to develop contingency plans and 
identify the resources (generators, radios, etc) needed to handle Y2K~related 
emergencies. As of the end of June 1999, nearly all of the Department's pOsts had 
comp[ete'd their host country infrastructure assessments and developed draft 
contingency plans. 	 i 

• 	 In June t999, the Department provided instructions to its embassies and co~sulates on 
how they should approach host governments concerning Y2K issues, Posts were 
asked to discuss with the host government its assessment of Y2K readinesslin the 
country; gain It deeper understanding of the local authority'S remedial actions and 
contingency plans~ and infonn the host government that the Department has a 
responsibility to notify American citizens if if!s aware of credible and specific threats 
to their safety and security, including Y2K problems in critical sectors, Th~ 
Department hopes that approaching aU countries nOW with this informationjv,.-m spur 
them to either correct the problems or develop contingency plans, j 

• 	 On July 26. 1999, the Department issued a revised Worldwide Public Annoim-cemenr 
on Y2K hjuhlighting the need for personal preparedness on the part of private 
Americans and noting the inability of embassies and consulates 10 directly provide 
food. water. and shelter to the millions of U.s, citizens abroad. The Public I 
Announcement also apprised the public of the measures the Department was taking to 
keep emba')stes and consulates functioning. 

• 	 On September 9, 1999. the Department conducted a worldwide test of its h~st country 
Y2K reporting system. The Department used this date bec.use of the potential that 
computer systems might fail if they interpreted the 9/9/99 date as an error o~ a.Il the 
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,, 

i 
end of a file, The test was very successful: as all posts scheduled to report did so. 
Further, approximately 75% of posts reported on this within an hour ofthe:ir assigned 
reporting time, The Department plans to use this reporting system during 'the critical 
Year 2000 transition at the end of December. 1 

I 
• 	 On September 14, 1999, the Department released updated consular inforrrtation sheets 

containing Y2K infonnation for 196 countries, These sbeet~ provide the: 
Department's onida] assessment afthe potential disruption, if any, Y2K ~ight cause., 

OIG Year 2000 Oversight Efforts 

International Y2K Efforts: Host Country Preparedne .. 

Results of Recent OIG Y2K Visits 

My office has continued its efforts in international Y2K issues by engaging host 
country representatives in discussions and es.tablishing venues for infomlation sharing 
and cooperation. Over the past year. we have visited 31 countries. held meetings with 
host country Y2K program managers, representatives from key infrastructure s~clors, and 
private sector officials to discuss their respective Y2K programs and shared information. 
I will summarize below the results of our most recent visits to Indonesia, Chin&, Saudi 
Arabia, Egypt, Nigeria, SQuth Africa, Brazil, and Venezuela. I 

I 
• 	 Indonesia: Indonesia is generally not heavily reliant on computerized systems; 

however, some urban centers are dependent on information technology for: 
telecommunications and banking. Overall, the countrY got a late start on Y2K 
remediation and does not appear to be fully prepared to deal ""ito the Y2K problem. 
Consequently, there is a moderate risk of Y2K disruptions across Indonesia, 
specifically in the key sectors oftelecornmunications and banking and finance, 
Telecommunications appears to be the sector most vulnerable to potential Y2K 
disruptions. Further. the banking sector's heavy reliance on telecommunica~ions 
increases the risk that it may face Y2K~related disruptions, The state electrical utility 
has taken steps to effectively address Y2K issues; according to utility officidls, they 
have nearly 80 percent excess power generation -capadty, thus making a po~er grid 
failure unlikely. Finally, the government has established a separate entity that will 
provide Y2K certification/verification assessments to systems Ov.llefS. \ 

• 	 China: Majorcitjes in the most developed region of the People's Republic 6fChina , 
(essentially a strip running 100 miles or so deep along the coast) are moderafely 
reliant on computerized systems. Chinese Y2K remediation and contingency 
planning efforts have focused on critical infrastructure systems in these citie~t which 
are generally well prepared to deal with the Y2K problem. Ninety percent ofU,S. 
citizen:; in China live in these major cities. Little information is available concerning 
the Y2K readiness of China's interior provinces~ still, We were told that reliance on 
computerized systems is much lower in these areas, and thus Y2K will likely have a , 
low impact. China's power grid passed a Y2K test in early September, 1999,	,during 
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which power generating and transmission companies rolled through all the' Y2K 
critical dates. Chinese authorities expect that any potential disruptions \vu'l be 
coneentrated in small- and medium-sized enterprises, and that there is a m~derate risk 
Q.f disruption in freight-forwarding and distribution networks. . 

,I 
I 

• 	 Saudi Arabia: The Kingdom of Saudi Arabia has implemented a comprehensive 
Y2K effort across all of its ministries. According to the July 1999, assessment by the 
Saudi Arabian Y2K National Committee, 100 percent of systems in the financial 
services, clearing/settlement, and government sectors were Y2K compliant Basic 
utilities were 96 percent compliant, transportation systems were at 95 perdmt, and 
telecommunlcations at 90 percent. The Saudi petroleum sector began il~ Y2K efforts 
in 1994, and has since completed remediation, testing, and certification of its systems, 
except for a fe\v medical devices used in its hospitals. The electric power ~tility is 
nearly 100 percent compliant, and in any event will have 25 percent excess capacity 
in January 2000 because of lower usage. In the water sector, the Saline Water 
Conversion Corporation has 25 plants at 15 locations around the country, producing 
700 million gallons of~ter a day. Most of the process control devices used in these 
plants are analog, some nearly 30 years old, and whkh do not have Y2K is~ues, 
Saudi Arabia has one of the most advanced telecommunications systems in the world. 
and it will be 100 percent compliant by October 31, 1999. Finally, according to 
officials at the National Committee. the health care sector has the most significant 
Y2K·related problems, witb the government·run hospitals being tbe furthest behind. 
They are currently concentrating on contingency plan:ning, 1 

• 	 Egypt: The Government of Egypt has implemented a centrally directed, w~lI· 
organIzed and comprehensive Y2K effort across all civilian ministries. The 
ministries of InteriQr and Defense have separate programs. The Central Bank of 
Egypt and the country's 54 commercial banks have completed their remedi~tion and 
testing for all critical dares, including international clearing, The Egyptian 'Electric 
Authority states that it has a high level of confidence in its Y2K readiness tiecause it 
has Jixed and tested all critical systems and embedded devices. Public bospitals, 
which do not expect to be compliant, are implementing a thorough risk management , 
and staff lraining initiative to prepare for contingencies. The telecommunications 
sector is 85 to 90 percent Y2K~ready and is pursuing an ongoing Y2K prog'ram, 
WaleJ' and sewage treaunent appear to be mostly manual operations; the embassy in 
Cairo is continuing to assess these and other sectors, such as natural gas an~ 
hazardous materials. In addition, our embassy in Cairo is strongly supporti~g the 
Egyptian Government's Y2K program. This effort includes $15 75 million 'in U.S. 
assistance targeting, among others, the power, telecommunkations. health, water, 
wastewater, and clvi! aviation sectors. Finally, the Suez Canal Authority states that it 
will keep tbe Canal clear of sbips from around 11 :00 p.m. on December 31} 1999, 
through the early morning hours ofJanuary i, 2000. During this transition period, 
canal pilots will inspect shipboard navigation and other systems of transiting vessels. 
The Suez Canal Authority will also be checking the status of its 0\\11 systems, 
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• 	 Nigeria: Generally, the Nigerian infrastructure is not heavily dependent ~n 
computers. and thus is not at risk of failure due to Y2K, For example, except for the 
Ministry of Finance, the Government of Nigeria generally uses manual syStems for 
day~tomday activities. Much of the emphasis on Y2K remediation in Nigerja has 
centered on the banking and petroleum sectors. The Central Bank of Nigeria has 
taken some actions to assure banks continue to operate on and after December 31. 
1999, It has issued guidelines on Y2K compliance, hired inspectors and ihdependent 
auditors to review bank Y2K preparations. check compliance and certify t~e banks as 
Y2K compliant. However, the Central Bank is reported not to have a contingency 
plan but will maintain extra treasury bills during the period for liquidity purposes. 
The petroleum sector appears to be the most well-prepared, The major oii 
companies-Mobil, Chevron and Sheli-operate completely separate from the 
Nigerian infrastructure. and each of these companies has implemented vigorous Y2K 
remediation programs. For example, Chevron Nigeria'$ infrastructure includes two 
hospitals. three di~ics, 'A'aterlsev;age plants, power facilities, office and housing 
compounds, drilling, pumping and docking facilities and other structures located 
generally on the }.;igeriun coast line. Chevron's entire infrastructure was checked for 
Y2K compliance, and system.wide testing was completed on September 9', 1999, 
Mobil Oil representatives told us that they have tested aU of their systems and 
replacement ofnon~Y2K compliant systems has taken place within the last year. 
They also stated that all of the plant equipment and embedded systems in each of 
their Nigerian locations has been tested and systems not meeting Y2K con~pliance 
requirements have been replaced.. Other key sectors, such as electricity, ~ 
telecommunications. and air traffic control are routinely plagued with technical 
glitches and failures, and Y2K may only exacerbate those problems, , ~ 

I 
,I 

• 	 South Africa: South Africa is the most developed nation on the African continent 
and relies on computers and other automation in nearly every aspect of daily life. It is 
spending an estimated $4 billion on its year 2000 program and related contingency 
measures, Under the auspices of the National Y2K Decision Support Centt:f, South 
Africa is focused on six potentially high-risk areas: El~tricity. Water. 
Telecommunications. Health Services, Transportation and Emergency Services. 
Currently, bao;;ed on the reported progress made so far, the government rep?rts the risk 
factor in all six areas as "low to extremely lo\~·''. and as a result South Afri~a should 
experience only limited disruptions through the rollover event. In the power sector, 
for example, Eskom, South Africa's electrical producer, generates more than sixty 
percent of Africa's power. Failure due to Y2K is unlikeIy for the following reasons: 
1) the Y2K rollover occurs during the summer season in South Africa ~ traditionally a 
low demand season; 2) most of the unit control systems at main base~load stations. as 
wen as the country's one nuclear power station utilize analogue controls; and 3) local 
distribution systems are electro~mechanical and do· not use embedded logic' systems. 
In addition. the firnmcial sector should continue operations without any major 
disruptions. The country's sixty registered banks are required to make reg~lar 
progress reports to the South African Reserve Bank's (SARB) Bank Supervision,
Department, which has been monitoring Y2K preparations since Septembe~ 1996. 

I, 
7 



SARB has cautioned that non-Y2K compliant banks could be removed from the 
payment and settlement system so that they do not affect other participants. Finally, 
SARB plans to release an extra 7.6 billion Rand banknotes into the banking system to 
meet expected increased cash demand. The health sector is lagging behind, with 
remdiation programs expected to run through February 2000. As a result, I 
contingency plans in this sector include the suspension of outpatient servi6es from 
December 1999 through January 2000. Finally, the greatest risk to South Africa is 
extemal, in that Y2K-related disruptions in neighboring countries, such as Zimbabwe, 
Botswana and Mozambique might result in a situation where mass immigrations and 
border control problems place a severe strain on the South African infrast~cture. 

• Brazil: 

• Venezuela: 

Host Country Y2K Information Flow Needs to Continue 
,, 

As discussed earlier, the Department's embassies and consulates have been 
reporting on their respective host countries' Y2K readiness since late 1998. This 
information has been used to develop contingency plans for post staff, and to inform the 
public of where Y2K-related failures might occur. Further, the Department, iricluding 
my office, has used this information to develop worldwide assessments of the potential 
impact of the Y2K problem on key infrastructure sectors (energy, transportatio.n, 
communications, etc.). At the Committee's July 1999 hearing on Y2K Readiness and 
Global Trade, based on embassy information and our own visits, we discussedithe 
relative risk that Y2K-related failures might occur in key sectors of the world's industrial. 
developing, and eastern bloc countries. 

I 

Because the Y2K global landscape is constantly changing, it is essential that the 
Department continue to collect Y2K readiness information from its overseas posts and 
other sources. Posts are continually providing updated country assessments, and these 
are provided to other U.S. government agencies and to the National Intelligence Council. 
which is responsible for maintaining a global Y2K database. As we enter the ~nal 90 
days of 1999, it is critical that the National Intelligence Council keep this infoquation 
updated in order to facilitate decision-making on Y2K issues by U.S. government 
officials both here and abroad, and in order to keep the public informed of poteritial 
global Y2K problems. 1 

More Detailed Y2K Readiness Information Needs to be Released 

As discussed earlier, the Department has issued Consular Information Sheets for 
196 countries describing Y2K readiness and the potential for Y2K-related disruptions. 
This ambitious and noteworthy effort to inform the public about potential disruptions 
abroad has focused public attention on a worldwide problem. However, based on a 

8 



• 
 , 
review of29 information sheets, we have concerns about their adequacy_ Thirteen of the 
29 contained adequate Y2K information that ..vas correct and specific enoughlto enable 
someone to make an informed decision about whether to travel to those countries. The 
other 16 Consular Information Sheets did not contain adequate assessments because the 
Y2K information provided was too vague. The Department, in its on-going process of 
updating consular Y2K information, is continuously reviewing Y2K information for all 
countries. In particular, the Department is now focusing on possible revision :of current 
consular information for some countries. : 

Some specific examples of consular information sheets that can be improved are 
as follows: i 

Czech Republic: The information sheet on the Czech Republic notes that, "greater 
progress in remediation efforts and contingency planning in rail service, eJ,ectricity 
generation. water SUPPJYl and health care wi!! help lower the risk of potentiaJ 
disruption." It would be more useful if the Department stated whether the}e was any 
evidence that such progress was being made, and whether it would be made in a 
timely mmmer, ' 

Indonesia: The Department's advisory notes that there is a moderate risk ofY2K 
disruptions aCross Indonesia, specifically in the key sectors of health, : 
telecommunications, and banking and finance. However, the sheet goes of! to warn, 
"A long~tenn disruption of electrical power in Jakarta and other major cities is a 
potentially serious Y2K problem." This sentence is inconsistent with infotmation 
collected during our visit with Indonesian power industry officials in August 1999, 
where we were briefed on their extensive efforts to remediate Y2K problems in the.power sector. 

• 
Italy: The infonnalion sheet is largely boilerplate and provides vague information. It 
should be updated to reflect more specifics regarding the current state of Y-2K 
remelji3tion and contingency planning to ensme that millions of travelers c,onsidering 
a visit to italy for any of the planned millennium celebrations have timely,: 
.comprehensive information. 

Russia and Ukraine: The information sheets on these two countries contain strong 
language about the high risk ofpotential Y2K problems, which is generally consistent 
with the information contained in the embassy assessments. However, despite this 
recognized high risk, the Department only provides a vague warning to travelers, 
sugg~:sting that they "take into account fully the infonnation in this docum~nt in 
planning their travel and its timing," 

I 
Over the par.;t year the Department's embassies and consulates have pr~vjded 

thousands of reports to Washington concerning Y2K efforts in their respective1host 
countries. A number of embassies. such as the U.s. Embassy in Beijing, China. have , 
made their Y2K reporting available to the public through their puhlk web site~. These 
are linked to the Department's Y2K website at http://tmvd.state,gov.cav2k. The British 
Foreign and Commonwealth Office's travel website contains detailed. sector~spedfic 
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(energy, water, etc.) Y2K information collected by British embassies in dozeris of 
countries. These assessments and other analyses by host governments are also available 
via the Department of State's website links. 

, 
Some of the Department's recently issued Consular Information Sheets do not 

fully capture the scope and content of the Y2K information collected by its overseas staff, 
and may not, in all cases, be as useful to the American public as they could b~. While 
country-specific Consular Information Sheet Y2K language was approved bYithe 
respective U.S. embassy, in some cases it reflected more recent, updated information than 
that contained in the post's formal assessment reports. In such cases, posts' Y2K country 
assessments should be revised to reflect the changes made during the final infonnation 
sheet drafting process. I 

, 

We recognize that in many countries infonnation concerning the levellof Y2K 
readiness is sensitive, given the potential impact that Y2K might have on the ~ountry's 
economy, its reputation, or even its internal political stability. Nonetheless, s9 Americans 
can make reasoned, infonned decisions about where they plan to be on December 31, 
1999, we recommend that the Department release additional infonnation as it becomes 
availablt: on international Y2K readiness. I 

OIG Work within the Department of State 

OIG is also assisting the Department to meet the millenniwn challenge facing its 
respective infonnation technology infrastructures, including computer software, 
hardware, and embedded devices. The Department has recognized that it is vtilnerable to 
the Y2K problem, and over the past 2 years has taken steps to remediate its systems and 
infrastructure to prevent disruptions to its critical business processes. ' 

The Department has established a Program Management Office (PMO) that is 
responsible for the overall management of the Department's Y2K program. The PMO's 
responsibilities include tracking and reporting on the progress being made by t)1e bureaus 
in remediating systems, providing technical advice and assistance, issuing contingency 
planning guidance, and certifying systems for Y2K compliancy. As of ! 

May 15, 1999, the Department reported that 100 percent of its mission.critical'systems 
had been implemented. 

My office has assisted in establishing a process through which the Department 
can certify the Y2K compliancy of its mission-critical systems. The purpose o,fthis 
process, which we understand is one of the most rigorous in the Federal Goveriunent, is 
to provide the Department's senior management with assurance that every feasible step 
has been taken to prevent Y2K·related failures on January 1,2000. We assisted in 
writing detailed guidelines that each bureau must use in developing application 
certification packages for submission to the Y2K Project Management Office. iIn 
addition, through an agreement with the Under Secretary of State for Management, OIG 
is reviewing the adequacy of all certificatio'n packages for mission·critical syst~ms before 
they are provided to the Y2K certification panel. Thus far, we have evaluated imd 
provided our comments to the Department on 27 application certification packages, and 

I 
I 
, 
1 10 

. , 



14 aftnose have been officially certified. Another nine certification package~ are in the 
pipeline. and we expect to review them shortly. 

Finally. in April 1999, 'he Department initiated planning for end-ta-end te'ting of 
its core business functions. The purpose of end-to-end testing is to ensure that me 
Department can maintain its core business functions on and beyond the rollover to the 
Year 2000. The Department's end-to-cnd test is a test of the critical tr.ansacti~n flows 
through the organization across the major business functions. applications, and vendor 
products that support these transactions. State has organized its end~to~end testIng 
around five clusters, each of which combines a number ofrelated business functions. For 
example, the Business Management Cluster includes such processes as personnel actions, 
financial management, and logistics. The other four clusters are Consular, E~inail, 
Command and Control Communications, and Security. As of September 30, i999. the 
Department had completed end-to-end testing of four clusters, and plans to complete 
testing on the fifth cluster (Business Management) by October 31, 1999. 

After Y2K: What Ha\'e We Learned? 

Before closing. r'd like to tum the committee's attemion to the matter of what 
happens after Y2K, assuming the worst case scenarios do not come to pass, By January 
1,2000, organizations around the world will have spent hundreds of billions of dollars to 
resolve the Y2K problem. Further! organizations will spend billions more in the year 
2000 and beyond on systems that were not fixed in time or on systems that were thought 
to be fixed, but still tailed. There will also be the cost of poSt-Y2K clean up, for 
conducting repairs in countries that experience major outages-which we expect to be 
few and far between, 1 

. 
Some experts estimate that the total worldwide cost for Y2K, excluding litigation, 

\'vil1 exceed $1 trillioa. Given this cost, and the disruption that Y2K has produced over 
the past 2 years, the question that naturally arises is, what have we gained from this 
investment, aside from the ability to continue operations as usual? The other question is 
how can we avoid the next Y2K-like technology glitch? . 

i 
t would suggest that we have much to learn from the Y2K experience. According 

to the Gartner Group, leading organizations encourage a post hoc analysis of projects in 
order to establish lessons and to modify the organization's future behavior. fndeed, the 
collective efforts of both public and private sector organizations worldwide to resolve the 
Y2K problem may provide some important lessons. including best practices that may be 
applicable to govenunent agencies and to private sector organi7.ations as well. For 
example, the Department's project management approach to Y2K may be usef~1 in 
addressing other agency~wide issues. such as information security. In addition~ through 
the laborious Y2K assessment process, the Department now has a detailed inventory of 
its information technology infrastructure. information that is needed for effectiye 
information resources management. Further, there are potential uses for the in~ormation 
collected by the Department, my office, and others on global Y2K readiness; in, 
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particular. we now have more information than ever on the extent to which countries 
around the world are becoming reliant on information technology, I 

I , 
Taking a retrospective look at Y2K may provide valuable information on what 

went right, what went wrong. and what we need to do ~n the future to either prevent 
anotber Y2K-like glitch from bappening, or to be better prepared when it does happen. 
My offi.:e is planning to address these issues over the coming year, and we would 
welcome any s~ggestions or ideas from the committee as we proceed, i 

.. * .... 

I 
In conclusion, over the next 75 days or so! the Department faces the difticu(t 

challenge of maintaining the momentum it has developed, and keeping the world focused 
on tbe .y2K problem. While much progress has been made by a large part of the 
international community to prepare for Y2K and to develop contingency plans, much of 
this effort will be for naught if complacency is allowed to take hold. The Department has 
a clear and unequivocal role to play over the next two months, through its efforts to 
con1inue to fine tune its own contingency plans. to collect information on host country 
Y2K activities, and to assure the American public is adequatcty informed about global 
Y2K readiness. j 
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JOIN AILTO AND SAVE! 

The American ~ (or Law Training within the Office (AILTOl, a pro. 
iea of All-ABA in ~tion with the ABA Standing Committee on 
Cont;il"luing Educ'I~on d the Sar, helps law oiffCeS provide in-house: train~ 
iflg to Itlerr fil~ Attomry5 from AILTC UHetI.per officm lliiilW 'S~ off 
t~ tuilioo tor ad "U-ABA Coor5li!'S af SkJdy ~y $100 or mpre per 
COUt51t n:gi:str.Itiopj. as wal as 1S~ off the: price of ~ auqiOQPes 
.and SflIdy rnateriak. If 'yCur office is il member of AlLTO; pfe.as.e nOle 
where indicated on !he a~ rq:iscrafion fcM_ )f you wOOld' like more 
infotmatlon about; AIlTO. pleas.e flOf)! where Indicated on the atuched 
re-gismnion form and $end the ftym to AllTO. 4025 Chestnut Stseet 
Philadelphia, PA 1910+3099. "",.n (215) 243·1'614 '" (8001 aE·N<w5 
1153-<i3971, ext. 1614(toll.r,..., C.5, .,.;unada), 

Sotgge5'tt'd Pr~te: Limited ~r;~nce in general rEgal practice or com. 
pi!J!l:iQn of Cl.E OrictHarion COlJrse 

Ed~onaj Objective: .Acqui$iti"n ~i Mowledge aile: skills to~d~elop profi· 
(:i~cy ati l prac:itioner,: p1'O...i:ikl~ of information on feCef!\ legal, develop
~ent$ 
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Imemet W:at.~~: yj'Jit Q\Jr,Wcb site at ~.aJ;:~aoa.org. 

OTHER ALI-AliA COURSES OF STUDY 
dvH Practio:: and l.i:t.iprion Techniqun in federal ami Stall!: Courts 

0«r::mber9-l1, 1999. Philadelphia 

lnsur:anct C~ in the ~ew M,illertnium 
Jan:Jary 13~14. 2000, Was~lngtOn, D.C 

Sioted't 2000 (Siotedtnoiog)" law) 


Aptil 13.; 4, 2000, ~Q~on 


Con{~ on life l"!iun~e litil?tion 

M.1Y 11·12. ;000, New YetI.:: 
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May 11 -12. 2000, Boston 
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DNTtRODUCTNON 

• In Mid-199a, We EKPanded Our Role to 
.' 

, " 

Include:Engagement With Host Country • 

[j Representatives on Y2K Issues. .;~:?;j1I~\"S 
, ' - -.," 

,> 

-;. - " 

• Set in Motion aSeries of Enorls to Collect ' 
Information on Global Y2K Headlness 

., 
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• Global Communitv likelv to Experience
11 

~ Varving'Degreesof Y2K-Related Failures in 
f~ ;,~. 
"1:1 Everv Sector, in EvervRegion, and at Everv 

. .' 

Ecollomic Level' 

." 

• Risk of Disruption Extends to the 
. Illlerl1atiOllal Trade_Arena, Becauseof-Y2K's--- .. ----_._------- -_. 

Potential Impact 011 the Supplv Chain 

10·" 



g..•)'\1':"
~' ", "'" 

, '. -",' 

rl 

-~., - ---- - --

" 
" 

Wl~U ID;ilc'lli\ll1jnllUtr~~ fJ'UIC ~I)I illDftlll 11lfl111:11111:,"\\ ;It) ~~2fJj~'~tlI~1~it1:~1\~~.~ ~~ ~~a; QLUUMlL ·&R~\I\I 

• Of 161 Countries Assessed, More Than Half 
;1 • 

Are at Medium to High Risk of Y2k-related 

Failures in Telecom, EnergvAnd/or 

Transportation Sectors 


; "f 

• Illdustrialized Countries Generallv at low . 
. Risk, Particularlv in Finance ... ....... .__ 

------ .- -
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lf2m( ~WCff~D~tafESS: iUE GLOBAL VIEW 

• Much o~i~he D~ve~OPing World is at 
and/or High Riskin Telecom, 
Transportation, & Energv Sectors . 


" 

~ ..' 

• Eastern Bloc Countries [Including Fortner 
Soviet UII.onl are aConcern, Because of 

-----=.::.:Hi_gh._r'oba_billtv_of Y2K..RQlated_failure.s_ _ - 
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000$1 C[DU~1fIRY PREPAREDNESS 


i ; 
analvzed were grouped• The161 

" 

....": . ' .. \"\ .'" .. as follows: 
- 39 Industrialized Countries -">' 

~.', 

- 98 Developing Countries 
, 

- 24 Eastern Bloc 
., 
& Newlv Independent States 

., 
--_._. __ .- ,---_._--_.. .-- _. .._-_.
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-Brazil -Egypt -Taiwan ' 

"j£~ -Chile :,. . -India . -Thailand 


~ ~~ -Mexico ., -Saudi Arabia -Vietnam '" 

~t~~~ -Panama ." -China -France 


" 

.. :, -Venezuela -Indonesia -Germany': 
-Cameroon' " -Japan -Greece 
-Gabon ..' -Malaysia -Italy 
-Ethiopia -Philip'pilles -Polalld 

__ ,~~NigQria .. ,~_._,_-Singapor,e,_. . -Russia........ ,__ __~ 
-South Africa. -S. Korea 

-United Kingdolll 11
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HISK OF Y2KmRElATEO fAilURES IN KEY 

SECTORS WORlDWIDE 
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~(NHUU19$1f~mAl COUNTRIES 

• low risk of Y2K-Related Failures in 

Industrialized Countries 

.... 


.., .. 
,> 

• However,Heavv Reliance on Information 
Technolouv Increases the Vulnerabilitv of 

;.t. 

These Countries to Y2k-related Problems 

., 
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• .Italian Gover.lment Got alate Start with Y2K 
' ~. • co, Electric Utilities, .... . . 
,~j Telecoml1lunications, &Transportation:J ~fl'; "!./qHt,:.. . Sectors Appear to Be Readv ':'" 

• Water, Health Sectors Questionable 
• Millennium Celebrations and Y2K Mav Tax 

Kev Sectors . 
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• Higher risk of Y2K-Related Failures in 
. 

, , 

, Developing countrles~ , ... 
. ' '. 

• Iinpact oflate Slart, lack of Funds, lack of 

- ~ 

leadership~ 
. " ., 

• Y2K Iinuact Mitigated bV Far less Reliance 
011 COIHuuters' 

" 
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• Unreliable Infrastructure Negates Y2K 
cti 

~• 01"'" ::;-)~ . 
,~' "i&"" • ~ l,.~ .',~' 

• Government Approved $500 Million for Y2K"J .... ".-'",'".,>,~" 

" BufMonev likelv Diverted" '. 
• NO Viable' Air Traffic Control Svstem . 

• Petroleum Sector is Self-Reliant, and MoSI 

Advanced (Chevron, Shell, & 
--- -~ -- -------- -- - -- -.---. -.-----
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• Ellective Y2K Ellorts 
, 

Focused on Kev,
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Sectors (Te,lecom, Transport, etc)
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• Some Concern About Potential Impact of 

Y2K Failures in Neighboring Countries 


, 
----_.__. -- --_._--_.. - ------- -- --- -- ----- ~----

,
" 

" 26 



" 
" 

r,ij~ 11!l1ll ~~TI'~'I' I·]L.". ·1 .J\ !.I!' ,., - , 

• ModeraJelv Dependent on Computers 
. 

"Infrastructure/Economv ,. 
• Good Prooress Addressing Y2K Banking,

.';.. 

Finance, Electricitv, Telecommunications
, , 

• Small/Medium-sized Businesses Staned 
;,

Y2K Ettorts late and are at Risk 
> 
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• Now Cautious Optimism, Compared to 
. 

the 
Situation aFew Months Ago.. .a 

. . 

• tilllllUSU Government Conducting Y2K . 
~ ~. 

Triage, Focpsing Resources on Critical 
. Public Utilities. 
• Coastal Areas (Beijing/ShanghaiJ Appear 

Less at Risk vS.lnland Provinc_e_s_ ~ .._---,-_ 
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• likelv to Remain Open on Dece. -.' . 
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. 31/Januarv 1 .. 
• ~··"lsEntering Will Have to Provide . 

-> 

ntationShowing How Their 
~ ~ 

Svstems Have Been Made COlnuliant. 
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• Ships May Be Kept Out 01 the locks Durillg 
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.. IUlssia Remains aConcern, Despite Recent 
, Ellorts hv the Governlnent Making Y2K a 

Prioritv .,", 
-• Nuclear pOJNerPlanl Safetv Svste In 
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fmulSSHall ani." UUUfallHHne Appear to Be 
• US Citizeils Warned to Defer Travel to 
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lfieg~ij~~~n Y2m«: [nerov Sector 

til AfIl'DO!afl: 32/42 coulltries 116%) at 
,

';i~ 
~ edium/high risk of failure .. 
f,i 

i, . .... '.1':,v.,..• '.<.rJ "<r"<'\H~ ... Easton. BlOc: 1/11 coulltries (64%] at 
,> 

medium/high risk of fail 
-\ ~ 

~ Westc~Rn Hcnnisillocre: 11/30 
(51%1 me'dium/high risk of failure 
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Reglomnal Y2K: Eofteruv Seclor 
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"' !Me.'IMn BUrIca e East: 8/15 countries 
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. (53DfoJat. 
 umlhigh risk of failure .. 
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.... •. He.gional assessment demonstrates the 
generallv higher risk and higher potential . 
for hUlnanitarian crises in the developing 
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Contlnning, and Inlormalion Has Been 

provido'd..IO !he "'Ubl~C Through ConsDlar 

Informallon Sheets In Sentember 1999 
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• Y2K Updates are 
. 
Being Produced (Travel

" ~ 

Warnings lor Russia, Ukraine. etc] 
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'f2~~ r-mmlJ[;Ll~~~rE~ mt{JH~~mlffff.Hm~~~~ . 
• State Department's Operations Center in 

Washington is Gearing Up lor 24 HourIDav 

. Global Y2K Monitoring 

. ~ .. '. 

• First Snapshot Reports Due bv 8:00 a~m. on 
December·31, 1999 lEST), from Embassies in 
Fiji, Mars.hallisiands, &New Zealand, So

,>, 

Called Weathervane Reports 
----~ -- ._-- - --,"--' ---,-- - - -- ---,- - - '---. - -- - - --- - ~ -_., --- -'--------..--
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• As Y2K Transition Moves East, Weathervane'1'~";I>l'.0): ""r!..)~.,.," 

'. .J ;~,:, 
 Reporti~g Volume Will Increase f. 'u :',~t';j

".1".:; ,.'~"Ht!: ':;:: '\'\.": 
(, ~i',;,,::.t.;.l
'" ·,1 "'J,:\"'~".'-. :/1' :ii~l'''',
:', ~'I.' - - Peakillg,at 1P.M. EST on December 31, 38 Posts 

, . .~~ 

Scheduled to Report (Mainlv Europe)' 
- followed"v Detailed Reporting From All Posts . 

Through 6:00 P.M. On Januarv 1, 2000 

., 
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Y2K Rtmlt[OIlEIm MHDlNITORING. . 

• Policvmakers Will Use Embassv Reporting . 
and Other Information to Determine What 
Actions>11 Anv, Are Necessarv to Protect U.S. 
Interests.,,' .... 

. . 

• Possible:.Actions Range From Te 
" ~'1 

SWAT Teams to Full-fledged Hu 
A -" .. - --.·ssistanee---- -- -- ------- --. .-- -- . -- .. --
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• Monitoring Should Continue Through the. 

First Two Weeks 01 Januarv 2000, As People 
Return to Work, and Computer Systems 
Reach No'fmal Operating level' .: 

• Next Criti.cal Rollover Will Be Februarv 28
." .. 

29, and February 29-March 1, Requiring 
..· .. ---Allother-Roulld ol·Mollitoring-"---· ..--- --.- ... 
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• 	 MUIIV Flights C (Japan 
Airlines,, Has eled all Flights 10 Europe)

tit' 	 ' 

.", 

~ , -' 

• Some Japanese Banks will hall ATM 
Transactions at 5PM on 31st 

:1" 

• Venezuela Will Halt Oil Tanke, L.oad_ingJOI ___.__ 
_ ____ .'_ _ 	 ~"_ w~. ' __ •.•__ -- -'"- ---' - 

10 Hours Starting Before Midnite 12/31 
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~ ~'- ~" • With less than amonth to go, the global Y2K 

~ ~\~~~ • Impact will varv--from mere annoyances
, . ,~. 

[credit car.. terminalJ to full-fledged power 
~ -~ 

outages 
• 'Two Diffe:rellt Challellges: COlllPlacencv vs. 

. --- -- - --Preventing_~allic_. ___ .___ __ __ __ ______________.___ 
", 

" 46 



I 


" • 
~ 

~ 

§ = 
,"" ~', 

~. 

2 
.. . 

~ It:'&:/" C:::S'i~~ 
~-.~ 
~,. 
~. 

~ " ",' ~ 

~ 


€!a. 
r <:';<i~' 

I,t;"f, ... 
~ 
~ 
[:;; ..$':

~ 

/ 

, 


., 
:~ 

-. f· 

~ 



=
... 


(i1:i::';; 
~ 

t:'c:::S
~,' 

r.:;:;;:::: 
L~lC':;: 

I 
, 

• _,*'''·1
t '-,41.
r=»$Z I 
~ ,/.,':" I, "•t::::?::.-:-:.":'.

!~ 
,,:.-.-,/' 
1..,

.. I 
I 

, I , 

, 
I 
I 

" 

I 



• 


. , 




,/ 

... . 

t- ::- J ;(. 



• • 

-
"" 


en 

CfJ 

!dd 
Z 
eg:ml 

= 
== 
fmW = 
= 
= 
=t 

N 


. t"!:":'3~ 

~ 

&rd' 

>= 

r""'_'X 

~ 

"", :,-'j~ 

~ 

~! 

~ 


" t , :', 

, 

• 
, ' 

en " 
,,- =: r~ --" 

• 

.. ,.-...= 
~ 

en r " 

CD = =' 
• 

'. '. 



•• 

,, , N 
I 

I 
I '" 
, 
j 

N =-= ••
a.....,>- .-en 
.== a
;:....., 

.~~ a=.. II: 

.-.:- e 

I= .....,.. = = 

= a' = 

.....,m:= a 

= = S

~II. = en.......". = • 


=.,= 

•
a
....., 


....., 
= 

-.. 
en 

@) 


a
-
-a

',,= 

f·.-• 

= 
Ii 
....I 

=
-
= 

• 


«= 
«= 

CD 

N•
IIi!:I' = 
N 


I 

~ «=
,... 

a
-
-
= 
-= 
1:1. 


= 
«=
• 


! ' 

I 

I,
, 

I 


I 
I .' 

' I 


