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JI[-,l 

Secretary QfStare Madeleine K, Albright and 
Secretary of Oefense Vt'imam Cohen 
Press Bticring on Land Mine Policy 
Washington, D,C" October 31, 1997 
As released by the Office of the Spokesman 
U,S. Department of Statc 

SECRETARY ALIlRIGHT: Good afternoon, I wanl to begin by wishing each and every 
one of you it Happy Halloween. 

I am very pleased today to be here with Secretary of Defense WiHiam Cohen, to announce a 
major new United Stales initiative on a subject of widespread concern in America and around 
the globe. 

The Uniteu Slales is today Slotting the goal of eiin.inatiilg the threat posed by land mines to 
civilians everywhere on the face of the Earth by the end of the next decade. 

This c<tll for a concerted effort by the international community is based on the premise thut 
the best way to protect civilians from land mines is to pull mines from the soil like the 
noxious weeds that Ihey are, There i:lre currently an estimated 100 miltion mines in more tharl 
five dozen countries. At the current mte, we will still be removing mines laid in this century . ' many decades mto the next. 

The Unilcd~S[a[es is far and away the world's leader in humanitarian demining. Since 1993, 
we have dcvO[ed $153 million to this purpose. Our expert;;. are helping to remove mines in 14 
nations, They have trained and equipped about one quarrer of those engaged in dernining 
around the world; and we are continuing to increase our commitment. But still. there is much 
more that we and others in the international community can und must do. 

The President's l.nitiative, which we are calling "Demining 2010", has several elements; 

First, the Administration has asked Assistant Secretary of State Karl F. "Rick" Inderfurth to 
serve as the new U.S. Special Representative of the President and Secretary of State for 
Global Humanitarian Dcmining, Of course. he will also continue in his present job as 
Assistant Secretary for South Asia, a region that has itself been scarred by the land mine 
crisis, most tragically in Afghanistan, 

Over the past five years, while serving at the US Mission to the UN in New York, 
Ambass;ldor Inderfurth became n leader in generating international support for efforts to halt 
the export or transfer of land mines, to est<tblish the goal of their eventual elimination, and to 
incrensc dcmining. He- is decply committed 10 fUJ1bcr progress on lhese issues and I mn 
grateful for his willingness to t.;'1kc on this new and additiot\nl responsibility. Assistant 
SecrclUry Inderfurth will be assisted by a deputy, who will be named by the Department of 
Defensc in the days abead, 

The job of the Special Reprcsentfllive will be to work in cooperation with other nations and 
organizations to coordinate nnd accelerate international dcmining effons, and to luCre-aS!! by 
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roughly a factor of five~-to $1 billion a year~~the public and private resources devoted 
worldwide to identifying and clearing mines, promoling public uwareness about mines. and 
improving the means of detecting and removing mines. 

SeCond. 'it panel of distinguished Americans will be appointed to provide advke and help 
mobHize support for this global initiative. Third, we will host a conference here in 
Washington to develop speclnc strategies for achieving the goal of elimInating, by 2010, the 
threat to civilians posed by land mines already in the ground, A broad cross section of public 
and private donors, de~miners, recipient nutions. NGGs llnd technical experts will be invited. 

Fourth, we wiH continue to ramp up our O\vn financial commitment to globaJ demining. In 
1997, the lJS Humanitarian Dcmining Prognun contributed $40 million. In 1998, we will 
contributt.~ close to $80 million. And we will seek to cominue to expand our commitment in 
1999 and beyond. 

As Secretary of State, I welcome the President's Initiative for several reasons. Accelerating 
mine clearance will help nations struggling to recover from war to replant their fields, rebuHd 
their economics and re-seule their refugees. It will reduce the long term humanitarian costs 
of curing for the victims of land mines. It will underline the message that we join with other 
nations around the world in sending~~l.hat it is wrong to endnnger civilians through the use of 
land mines. And above all. it will prevent the killing or maiming of thousands of innocent 
people every year. 

f want to emphasize that the US effort will be conducted in coordination With. not as a 
substitute for, the work being done by others. We recognize the leadership that has been 
provided by the United Nations and the commitment that has been made to demining hy 
nations suclras Canada, Gennany. Norway, South Arlicn and the United Kingdom. We 
appreciate the contribution that the Nobel Prize-winning Intem::nional Campaign to Ban 
Land Mines has made to increase awareness about the dangers land mines pose. We also 
respecllhe Ottawa process and want to continue working with it. although our nation's 
unique responsibilities for international security have not permitted us to sign the treaty 
negotiated 3t Oslo. 

!n the meantime, Assistant Secretary Indcrfurth will be attending the Ottawa Conference in 
December. \Ve will also ask those in attendance at Ottawa to join us in pushing at the 
Conference on Disarmament for an immediate, comprehensive and global ban on exports and 
transfers of anti~personnel1and mines. 

Thirty-six years ago, President Kennedy Set for our nation the goal of enabling a man to walk 
on the moon, Today. President Clinton is reaffirming rhe goal of enabling people everywhere 
to walk safely on the Earth. Together, our nation answered Presidents Kennedy's call. I am 
confident that together with friends from around the globe, we will achieve President 
Clinton's vision, as welL 

It's now my pleasure to introduce my colleague, Secretary Cohen. 

SECRETARY COllEN: ll13nk you very much, Secretary Albright. I am pleased 10 join 
with YOli today to announce this new US initiative to invigorate international efforts to end 
the humanitarian tragedy of civilians being maimed and killed by land mines. This is the 
most recent in n series of initiatives through which the United States, under President 
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Clinton's leadc('$hip, has led the world in efforts 10 eradicate this scourge of humanity, 

Over three years ago, President Clinton stepped forward as the first world leader to call for 

the elimination of anti-personnel land mines. Under the President, the US unilaterally banned 

the export of these weapons, We have already destroyed 1.5 million of these weapons, and 

we will destroy another L5 million within the next year and a half. 


Under President CHnton, the Department of Defense has greatly expanded the humanitarian 

demining efforts around the world, Secretary of State Albright just mentioned some of these 

numbers, but let me re-emphllsize. We are primarily the country responsible for providing the 

humanitarian demining assistance to the rest of the worl.d, We provided more than the entire 

rest of the world combined; all of the nations who have signed, for example, the Ottawa 

Treaty have not contributed as muc~ combined as [he United States has done on its own, 


One-quarte~ of all the active humanitarian deminers in the world were trained by the United :'J. 

Slates mihtury. There are tangible results that have benel1ted untold millions - numbers of 
people - of innocent civilians across the globe have benefited as a result of this. In Namibia, 
for example, there's been a 90 percent drop in the casualty ratc. In Angola, 100,000 people 
have returned to land that has becn cleared of a quarter of a miUion mines. In Cambodia the 
lund mine death f<lte has dropped nearly a third, But we believe, as the Secretary said, that 
much morc needs to be done, So today we arc launching this new initiative. 

What we want is for the other countries to follow the United States' lead: to stop being part of 
lhe problem and to start being part of the solution. The United States has stopped and been 
the leader in stopping bcing part of the problem. We are the ones who. in fact, have 
developed systems which do not injure innocent individuals. 

Nonetheless, the President went forward beyond our systems which we have speru millions 

of dollars to develop and said we will eliminate those and go forward with our anti-tank 

mines, which we believe are absolmely essential to protect our troops. The President made a 

very principled decision that we need to have force protection for the young men and 

women, our sons and daughters, who are serving in the military all across the globe. We call 

do so in a way that nonetheless protects the lives of innocent people all across the globe. 


We have been the leader in being part of the solution, What this initiative is, is to ask other '. 
countries to join with us in becoming parl of the solution. as well. So, Madame Secretary, I'm 
pleased to be here and we wiH answer any questions that might come our way, 

QUUSTION: Madame Secretary, it sounds like you're saying that the ban negotiated a 

month ago really is not the appropriate way to go wiih this problem and lhat the way to go is 

the clearing of mines; is that correct? 


SECRETARY ALBRIGHT: Well, I think there arc two parts to this, ! think obviously it is 
very importHllt to do what we can to ban unti-personnel land mine.,'i. We arc working On thai 
process, as. Secrcl<lry Cohen has said, as we have said, through a variety of vehicles. We want 
to see the Conference on Disarmament take up its appropriate role in this. We are working on 
getting Congressional treaty rutification of the convention on conventional mine protocol, 
which will also create some norms on all this. 

BUl we do believe thal it's important to work toward the eventual elimination. As Secretary 
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has said. we have laken a lcading role in that. and will continue to do so, commensurate wilh 
our responsibilities as the sole superpower. where we have some very special responsibilities, 
At the same time, we consider that it is absolutely essential to move more rObustly in the area 
of dcmining because of the hundreds of thousands of mines that are in tbe ground now that 
need to be ren~oved. and that we ought to do more in terms of trying to (rain people 10 

demine, develop new technology so that the demining operations themselves are more 
so.phisticated than what exislS now, where basically the tool fordemining is a person walking 
around with one kind of a demining instrument. 

Qt;ESTION: Secretary Cohen, is there any hope that technology will come to the rescue? 
We keep hearing about new designs of minefield clearers, new plastic foams, Do you see any 
bope that that will be a solution? 

SECRETARY COHEN: Well, we're always looking for .eehnology to help deal with this 
particular problem, We have a number of research efforts underway -President Climon, as a 
matter of fact, has asked for us 10 develop ulternatives, for example, to Korea. where we have 
mines in pl<.lce in storage that can be used in specific mine fields, The President has even 
gone forward, because we have such a clear rcsPQnsibiJity to protect our troops there, to see 
if we can't develop alternatives to those systems currently there, 

So we are constantly looking for technology to help deal with force protection, obviously, 
but also to deal with the humanitarian aspect of this. 

QUIlSTlON: Ofr the subject, but I wonder if you'd en.erta;n a queg.;on about Iraq, and what 
has transpired in the 24 hours since the subject last carne before someone in the US 
Govemment to talk about iL I guess the Iraqis are now saying that while they don't want a 
cantliet, they stand ready forit. I'm wondering iflhere"s anything sub rosa on all oftlmt that 
you could report to us - any new developments In the stand-off there. 

SECRETARY ALBRIGHT: Well, let me start, and then perhaps you'll continue. I think 
that we are Obviously concerned about this and we have an approach that we want to take 
through {he United Nations where, in effect, this is an at!empt by Saddam Hussein to 
undercut a very important United Nations approach to this through the monitoring 
UNSCOM -through that committee. Thni is their set-up, as a United. Nations instrument, 10 

make sure that the obligations thilt Iraq has 10 take up as a result of Security Council 
resolutions are carried out.·It is impossib1e for Iraq to pick and choose as to who is going to 
be on this monitoring commission. 

There is unanimity among the Security CQuncii members. Many statementS have been made 
about the imporlance of Saddam Hussein not misintcrpreling last week's VOle, which was 
only a tactical difference. There is always the unanimity of the Council about the importance 
of following up on what UNSCOM needs to do. And that has been made very clear to 
Saddam Hussein. lind I think will continue to be made so thruugh the UN. 

SECRETARY COHEN: Let mejust add to tout. The United Nations is not looking for 
confrontatiun, hut insisting upon compliance. To that extent, the United Nations will insist 
upon tbat. As we have indicated before. nothing has been ruled in and nothing ruled out. But 
we would expect Saddam Hussein to continue complying with the mandates and insist 
strictly upon that compliance. 
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QUESTION: Have you set any time limit yet to when you might look at this again and do 
something differenllhan standing and watching and waiting for furthcr response? 

SECRETARY COHEN: We are carrying on normal operations as we spcak. Nothing has 
ctmngoo a1 this point. 

QUESTION: One more, slightly off the subject, Madame Secretary, if you would. Do you 
care to comment on reports of secret meetings between Israel and Syria, under Dennis Ross' 
auspices here in Washington the last several months? 

SECRETARY ALBRIGHT: No, I have no comment on that. 

QUESTION: One more, if I might Just to clarify if ~ does the Secrelary consider that they 
are going to try to put new technology 10 protect the troops. Is Ihnt the case for Cuba? I 
mean, the Guanlanamo Base and the Cuban territory has a lot of mines. 

SECRETARY COHEN: Tbere is In fact every attempt to remove the mines that arc not 
self-destruct types of mines in that area. So those We expecllO remove in the near future. 

But I should make clear once again that the President has indicated (hat mixed systems are 
going to remain in order to provide adequate force protection for forces that are dispersed all 
across the globe. That's something that the Presiderit feels very strongly about - that we in 
fact need to have the mixed systems for force protection. But our systems are designed in a 
way that \vilt also promote humanirnrian objectives; and that is to not injure innocent women, 
children, farmers. Our systems will not do that 

B.ct~J]l to the Secretary's Home Page. R~,t!,J(n to the DOS FAN Home Page. 

This is an offici:\! ~J~~~~mmcnt source for information on the W\VW, Inclusion of non~ 
U.S. Govelllment links does not imply endorsement of contents. 
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The While House 
CUITem as of: June 24. 1996 
Crealed May 16. 1996 

u.s. ANNOUNCES ANTI-PERSONNEL LANDMINE POLICY 

People in 64 countries, mostly in the developing world, face a daily threat of 
being killed or maimed by the estimated 100 million landmines in place today. 
Antj~Personnel Lundmines (APL) claim more than 25,000 casualties each year, 
obstruct economic development and keep refugees from returning to their 
homeland. As more than a mHIioll mines are still being laid each year, they wiU 
remain a growing threat to civilian populations for decades unless action is taken 
now. 

The U.S. initialive sets out a COncrete path to a global ban on APL but ensures 
that as the United States pursues this ban, essential U.s. military requirements 
and commitments to oUf allies will be protected. 

International nan~The United States will agrcssively pursue an intcrnational 
agr~emenl to ban usc, stockpiling. production, and transfer of anti-personnel 
landmincs wilh a view to completing the negotiation as soon as possible. 

Korea l£xceptioI1-The United Slates views the security situation on the Korean 
Peninsula as a unique case and in the negotiation of this agreement will protect 
our right to use A"PL there until alternatives become available or the risk of 
aggression has been removed, . 

Ban On Non-Self-Destructing APL-Effective immediately, the United States 
will unilatcral1y undertake not to use, and to place in inactive stockpile status 
with inl.ent to demilitarize by the end of 1999, aU non-sc1f~dcstructing APL not 
needed to (a) train personnel cnguged in dcmining and countcnnining operations, 
or (b) defend the United States and its allies from armed aggression across the 
Korean Demilitarized 7..one. 

Self·Destructing AJ>I..-Between now and tile time an international agreement 
takes effect. the United States will reserve the option to use sctr-destructlllg/self
deactivating APL. subject to Ihe reslrictions the United States has accepted in the 
Convention on Conventional Weapons, in military hostilities to safeg~ard 
American lives and hasten the end of fighting. 

Annunl Report-Beginning in 1999, the Chairman of the Joint Chiefs of Staff 
\"ill submit ;In annual report to the PreSident and the Secretary of Defense
omlining his assessment of whether there remains a military requirement for the 
exceptions noted above, 

Program to Eliminate-The President has directed the Secretary of Defense to 
undcrtake a program of research, procurement, and other lt11!asures needed to 
eliminate the requirement for these exceptions and to permit both the United 
States and our allies to end reliance on APL as soon ns possible. 
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Expanding Demining l':fforts~The Department of Defense will undertake a 
substantial program to devdop improved mine detection and clearing technology 
and to share this improved technology with the broader international community. 
The Department of Derense wm also significantly expand its humanitariun 
demining program to train and assist other countries in developing,effectlvc 
demining programs. 
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TIC--sSECURITY ASSISTANCE LEGISLATION AND POLICY 

New U.S. Conventional Arms Transfer Policy 

[The following is a reprint ofSecretary of State message 180317Z Feb 95, subject Conventional 
AmlS Transfer Policy, This message includes the following: paragraphs 1 *3, Department ofSutte 
comments; paragraph 4, White House Press Secretary Statement of 17 February; paragraph 5. White 
House Fact Sheet on Conventional Arms Transfer Policy, 17 February; and paragraph 6, White 
House Fact Sheet on Criteria for Decision-Making on U.S. Arms Exports, 17 February, The final 
item in this group ofdocuments is a related 17 February press briefing by Eric Newsom. the Principal 
Deputy Assistant Secretary of State, Bureau ofPolitical-MiHtary Affairs. This is the first release of a 
formal policy statement on conventional arms transfers since the announcement by the Reagan 
Administration of its Conventional Anns Transfer Policy on 8 July 1981.] 

I. The President recently approved a new policy on convcn{ional arms traasfcl'S. TIllS policy wil! 

affcct future arms transfer issues involving many posts' host govcmmellts. Posts arc requested to 

draw on the White House statement and faet sheets in paragraphs 4-6 and present this information to 

host governments as the Chiefof Mission sees appropriate. 


2. Introduction-On February 17, the Administration announced its Presidential Decision Directive 

(PDD-34) on Conventional Arms Transfers. It is the Administration's view as in prevIous

administrations, that sales of conventional weapons- arc a legitimate instrument ofU.S, foreign 

policy, enabling allies and friends to better defend themselves, as well as help support our defense 

industrial base, The Administration is detennined to ensure a balanced approach, supporting 

legitimate transfers while restraining those which could threaten our foreign poHcy and national 

security interests. 


3. At the same lime, it is dear that defens.e exports have important foreign policy and national 

security implications that diner dramatically frori1 strictly commercial exports . 


.. PDD~34 should be seen as a summation and codification of this administration's decision-making 
in the arms transfer areoo, rather than a dramatic departure from previous practice. The policy--now 
in one document-has been retlected in the decisions we have made on aons transfers and efforts at 
restraint over the past lwo years, 

.. While the policy docs not represent a radical departure from our historic approach to arms transfers 
issues, we are giving increased weight-in the changed environment of the JXJst-cold war era--to' 
specific conditions within each region. Just as in our broader defense and non-proliferation strategies, 
arms transfer policy must be conducted with a focus on the dynamics ofregional power balances and 
the potential for destabilizing changes in those regions. 

4. StalcniCnt by the White House Press Sccrctary-Convcntional Arms Transfer PolicYl February 17, 

1995: 


The President has approved a comprehensive policy to govern transfers of conventional anns. This 

policy, as detailed in the attached fact shccts~ serves our nation's security in two important ways. 
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First, it supports transfers that meet the continuing security needs ofthc United States, its friends, 

and allies, Second, it restrains am)s transfers that may be destabilizing or threatening to regional 

peace and security, 


This policy reflects an approach towards aons transfers that has guided the Administration's 

decisions over the last two years. Specifically. the United States continues to view transfers of 

conventionul arms as a legitimate instrument or U.S. foreign policy-<icserving U. S, government 

support-when they enab\c us to help friends and allies deter aggression, promote regional security, 

and increase interopcrability of U.S, forces and allied forces. Judging when a specific transfcr will 

meet that test requires examination of the dynamics of regional power balances and the potential for 

destabilizing (:hangcs in those regions. 111(;: criteria guiding those case-by~case examinations are set 

forth in the attached guidelines for U.S. dccisionmaking on conventional arms transfers. 


The centerpiece of our efforts to promote multilateral restraint is our initiative to work with allies and 
friends to establish a successor regime to COCOM [Coordinating Committee for Multilateral Export 
Controls]. The new regime should establish effective international cOlltrols on arms sales and the 
transfer ofsensitive technologies-particularly to regions of tension and to states that pose a threat to 
international peace and security. While pursuing multilateral restraint through this and'other 
mechanis~s sllch as the UN convention,lt (lrms register and regional initiatives, the United States will 
exercise unilateral restraint in cases where overriding national securilY or foreign policy interests 
require us to do so, 

5. White House Fact Sheet on Conventional Anus Transfer Policy. February 17~ 1995, 

U. $, conventional arms trunsfcr policy promotes restruint. both by the U.S. and other suppliers, in 
transfers ofweapons systems that may be destabilizing or dangerous to intemalional peace. At the 
same time. the policy supports transfers that meet legitimate defense requirements of our friends and 
allies, in support of our national security and foreign policy interests. 

Our record reflects these considerations, U,S. arms sales: during this period have been close to our 
historical average-approximately $13 billion ill govcnnncnHo-govemment sales agreements in FY 
1994. U.S. arms deliveries have also remained flut These sales have been prbnurily to allies und 
major coalition partners such as NATO member states and IsraeL 

U.S. Goals 

The policy issued by the President will serve the following goals: 

1) To ensure that our military forces can continue to enjoy technological advantages over potential 
adversarie...:;, 

2) To help allies: and friends deter or defend themselves against aggression, while promoting 
intcrop..:rability with U,S. lor~es when combined operations are required. 

3) To promote regional stability in areas critical to u.S. interests. while preventing the proliferation 
of weapons of mass destruction and their missile delivery systems. 

4) To promote peaceful conflict resolution mld arms control, hum{m rights, democratization, and 

other U,S, foreign policy Objectives. 
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5) To enhance the ability orthe U.s, defense industrial base to meet U. S. defense requirements and 
maintain Jong~tcrm miliUlry technological superiority at lower c.()sts. 

Supporting Arms Control and Arms Transfer Restraint 

A critical element of U,S. policy is to promote control, restraint, and transparency of arms transfers, 
To that end, tl~e U.S. wil! push lO increase participation in the UN Register of Conventional Anns, 
We will also take the lead to expand the Register to include military holdings and procurement 
through national production, thereby providing a more complete picture of change in a nation's 
military capabilities each year, 

The U.S, will atso support regional initiatives \0 enhance transparency in conventional anus such as 
those being examined by the OAS (Organization of American States] and ASEAN [Association of' 
Southeast Asinn Nations], and will continue to adhere to the London and OSeE [Organization' for 
Security and Cooperation in Europe] guidelines, while promoting adherence to such principles by , 
others. 

The United St;ltcs will continue its efforts to establish a successor export control regime to the Cold
War era COCOM, Our goals for this regime arc to increase transparency of transfers ofconventional 
arms and related technology, to establish effective international controls, and to promote' restraint
particularly to regions of tension and to slates that arc likely to pose a threat to international peace 
and security, 

The United States will also continue vigorous support for current arms control and confidencc~ 
building effort:; to constrain the demand for destabilizing weapons and related technology. The 
United States recognizes that efforts such as those under way in the Middle East and Europe bolster 
stability in a variety of ways, ultimately decreasing [he demand for arms in these vital regions. 

'i'ne United Stales will act unilaterally to restrain the flow of arms in cases where unilateral action is 
effective or necessitated by overriding national interests. Such restraint would be considered on a 
case-by-case basis in transfers involving pariah states or where the U,S. has a.very substantial lead on 
weapon technology, where the U.S. restricts exports to preserve its military edge or regional stability, 
where the U.S. has no fielded countenncasures, or where the transfer of weapons raises issues 
involving human rights or indiscriminate casualties, such as anti-personncllandmincs. 

FinaHy, the U.s. will assisl other suppliers to develop effective export control mechanisms to support 
responsible export pol ides. The United States will also continue to provide defense conversion 
ass.islance to the stales of thc fonner Soviet Union and Central Europe as a way of countering 
growing pressures to export 

Supporting Responsible U.S. Transfers 

Once an >Jpprovu! for H tran$lcr IS made, the U,S. Oovcnuncnt will provide support ror the proposed 
U.S. export. In those cases the United StaleS wiil take such steps as tasking our overseas mission 
personnel to support overseas marketing efforL'> of American companies bidding on defense 
contracts, actively involving senior government officials in promoting sales ofparticular importance 
to the United States. and supporting official Department of Defense participation. in international air 
and trade exhibitions ..."hen the Secretary of Defense, in accordance with existing iaw, detcnnincs 
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such ptlrticipalion to be in the national interest and notifies Congress. 

Decision-Making on U,S, Arms Exports: Criteria and Process 

Given the complexities of arms transfer decisions and the multiple U.S. interests involved in each 

arms transfer decision. decisions will continue to be made on a casc·by~case basis, 1llcse case-by

case reviews will be guided by a set ofcriteria that draw the appropriate balance between legitimate 


. anns sales to support the national security ofour friends and allies, and the need for multilateral 

restraint against the transfer of arms that would enhance the military capabilities of hostile states or 

that would undermine stability. 


6. White House Fact Sheet on Criteria for Decision~Makjng on U.S. Arms Exports, February 17. 

1994, 


Given the complexities of arms transfer decisions and the multiple U.S. interests involved in each 
arms transfer decision, the U.S. Government will continue to make arms transfer decisions on it case~ 
by~casc basis. These ease~by-case reviews will be guided by the criteria below. 

General Criwria 

All arms transfer decisions will take into. account the following criteria: 

• Consistency with international agreements and arms control initiatives. 

• Appropriateness of the transfer in rc~ponding to legitimate U.S. and recipient security necds. 

• Consistency with U.S. regional stability interests, especially when considering transfers involving 

power projecti<m capability or introduction of a system which may foster increased tension or 

contribute to an anus race, 


• The degree to which the transfer supports U,s. strategic and foreign policy interests through 

increased access and influence, allied burdensharing, and interoperabilhy.. 


• The impact of the proposed transfer on U.S. capabilities and teehnotogical advantage) particularly 
in protecting sensitive software and hardware design, development. manufacturing,. and in~cgratjon 
knowledge. 

• The impact on U.S. industry and the defense industrial base whether the sale is approved or not 

• The degree of protection afforded sensitive technology and potential for unauthorized third-party 

transfer. as well as in-country diversion to unauthorized uses, 


., Thc risk ofrc\'caling system vulnerabilities and adversely impacting U.S. operational capabilities in 
the event ofcompromise. 

• The fiSk of adverse economic, politicul~ Of social impact within the recipient nation and the degree 
to which securilY n~eds can be addressed by other means. 

• The human rights, terrorism, and proliferation record of the recipient, nnd the potential for misuse 
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of the export in question. 

• The availability of comparable systems from foreign suppliers, 

.. The ability ufthe recipient effectively to field, support, and appropriately employ the requested 
system in accordance. with its intended cnd~usc. 

Upgrade Criteria 

Upgrades of equipment-particularly that of former Soviet~bloe manufacture-is a growing segment 
of the market. The U.s, government should support U.S. finns' participation in that market segmcnl 
to the extent consistent with our own national security and foreign policy interests. In addition to the 
above general criteria, the following guidelines witl govern U.S. treatment ofupgrades ; 

• Upgrade programs must be wel1~defined to be considered for approval. 

• Upgrades should be consistent with general conventional anns transfer criteria outlined above, 

• Thcr~ will be 11 presumption or denial ofexports to upgrade programs ihat lead to a capability 

beyond that which the U.S. would be willing to export directly. 


• Careful review of the tota! scope ofproposed upgrade programs is necessary to ensure that U.S, 

licensing decisions arc consistent with L' .S. policy on transfers ofequivalent new systems. 


• U.S. contributions to upgrade programs initiated by foreign prime contmcwfS should be evaluated 

against the same standard . 


.. Protection of U.S. technologies must be ensured because of the inherent risk of technology transfer 
in the integration efforts that typically accompany an upgrade project, 

• Upgrndes will be subject to standard USG written end usc and rctransfcr assurances by both the 

integrator and final cnd user, with strong and specific sanctions in place for those who violate these 

conditions. 


• Benchmarks sbould be established for upgrades ofspecific types of systems, to provide a policy 

baseline against which individual arms transfer proposals can be assessed and proJKIscd departures 

from the policy must be justified. 


U.S. Conventional Arms Transfer Policy: . . 

Press Briefing 

by 
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. Eric Newsom 

Principal Deputy Assistant Secretary ofState 


Bureau of Political-Military AITairs 


As you know, the White House has announced the release of the Administration's policy on 

conventional arms transfers. I'd like to make a short presentation on the Administration's poiicy. 

Presidential Decision Directive (POD 34). 


• The POD codifies policies that the Administration has been following in this area for the past two 

years for decisions on individual anns lnmsfcrs. 


• Does not represent a new dcpanure from our current national security and foreign policy goals, 

First, the conventional arms transfer policy, defined in PDD-34. is based on two fundamentni 

emphases: 


• We seek to promote restraint, both by the U.S. and other suppliers, in transfers ofweapons systems 
that may be destabilizing Or dangerous to international peace,' 

• At the same time, we approve transfers to meet legitimate defense requirements that support our 

national security and foreign policy interests abroad. 


• The Adminislration's record in the past two years reilects these two cmphases. 

This policy also is predicatcd ot11he reality that the end of the CQld Wur has not meant the end of 

dangers to the U,S" or to our interests abroad. 


• In this still insecure world, conventional weapons remain legitimate instruments for self-defense 

and important elements ofU,S. national security policy . 


.. Because not every state can produce the full range of weapons necessary fodegitimate defense 
needs, trade in wcapons is inevitable. 

Our policy also recognizes thnt convl.!mional weapons. particularly with the advances of modern 
technology. can do enormous hann in the hands or hostile states or groups, and appropri9lc restraint 
measures can serve our national security interests, 

• Unneeded or destabilizing weapons can also exacerbate tensions and plac~ significant economic 

burdens at) some states that seck lo obtain and support large militaries. 


• These faCts argue for continued regulation and restraint in the transfer of weapons and related 

technology. 
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Reflecting th{~ continued role ofconventional arms transfers for U,S, national security interests, our 
approach reflects continuity with past arms transfer policy. However, this. Administration has given a 
new emphasi:,~in its foreign and national security policies-to regional security and stability, 
Examples: 

• Our nonproliferation efforts, which urc focused on regions of particular tcnsion~ 

• OUf defense strategy. which is based on planning for two major regional contingencies. 

We will be plaCing the same type of regional emphasis and focus on our conventional arms transfer 
decisions. 

U.S. Goals 

The major goals which our conventional arms transfer policy will serve arc: 

I) Ensuring thut our military forces can continue to enjoy technological advantages over potential 
adversaries, 

2) Helping allies and friends deter, or defend against, aggression while promoting interoperability 
with US. forces when combined operations are called for. 

3) Ensuring rt!gional stability in areas critical to U.S. interests while preventing the proliferation of 
weapons of mass destruction and tbeir missile delivery systems. 

4} Promoting peaceful conflict resolution and anus control, supporting regional stability, avoiding 
human rights violations, and promoting other U.S, foreign policy objectives such as the growth of 

-democratic states, . 

5) Supporting the ability of the U.S. defense industrial base to meet U.S. defense requirements and 
maintain long-term military technological superiority at lower costs, 

TIle Global Arms Transfer Market 

This Administration's record in transfers reflects an understanding of the need for restraint coupled 
with the realization that transfers to allies and friends bolster our own security. Let me now briefly 
review basic trends in global arms transfers, to give you the context for our conventional arms 
transfer policy. 

L".S. government arms sales agreements under this Administration have returned' to levels below our 
hii:<lOricai average-approximately S12 billion a year. 

Meanwhile; U.s, HrlnS deliveries have remained basLcally fiat, a trend we c."pect to continue . 

• Sales during this Administration have been primarily to NATO allies and other major friendly states 
such as Jsracl. 

,. U.S, market share has grown not because the C .S. is se-Iling more weapons but because other 
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suppliers-notably the Soviet Union-have disappeared from the market. 


« The global market Cor anns has also shrunk because domestic procurement budgets have decrcas.cd. 


«We expect that demand for U.S. arms will remain steady through the remainder of the decade. 


The central fact in the international trade in anns is that the global market in conventional anns

measured in deliveries-has declined dramatically. 

• Especially notahle is the dropoff in sales by the states of tile Cormer Soviet Union, 


« Over this same period. U.S, conventional arms deliveries stay?!d relatively steady. 


Arms Transfer Policy Criteria 


This Administration will allow a sale only ifit meets a set of rigorous criteria. The list is rather long. 

but some of the most important arc; 

• consistency \\'ith International agreements and arms control initiatives; 

• l~e appropriateness of the transfer as a response to legitimate U.S, and recipicnt-country security 

needs; 


• the transfer must be consistent with the U.S. interest in regional stability; 

~ a transfer must afford protection to sensitive technology, as well as protecting against unauthorized 
transfer to a third pnrty~ 

• we will examine closely the human rights; terrorism and proliferation-related record of the 

recipient, and the potential for misuse of the export in question; and 


• we will ulso examine closely the impact of any proposed transfer on U,S, military capabilities, and 
on the technological advantage enjoyed by U.S, forces, 

. Support for U.s, Industry 

Our arms transfer'decisions will not be driven by commercial considerations. However. once a 

decision has heen made on national security grounds to approve a transfer. it is important that U.S. 

linns receive the support of this government tu make the sale, The Administration will provide the 

following support to V,S, industry; 


~ task our OVC'Tscas mission personnel to support marketing efforts of American companies bidding 
on defense contracts; 

- support official Department of Defense participation in international air and trade exhibitions; 

• actively involve senior U's,G. officials in promoting sales of particular importance to the United 

States; and 
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• 

• seek legislation 10 repeal the statutory rcquircmenno recoup nonrecurring costs on govcmmcnt-to~ 
government sates, and align retransfer restrictions applied to govcmment-tQ~ government sales with 
those now applicable to commercial sales. 

A fundamental point here is that we see support for a strong., sustainable U.S. defense industrial base 
as a key national $ccurtty concern orthe United States, rather than a purely commercial maUer. 

Maintaining this industrial base against the uncertainties of future international" development is a 
necessary investment in America's security, 

Arms Conlrol and Restraint 

At the same time, a critical part ofOUT policy is the control and restraint of arms and their transfer. 
We also seek to increase the transparency of arms transfers. 

• Restraint and ~ransparency are not ends in themselves. 

• They are tools to help reduce mistrust, tension, instability, and ultimately. the destructive cost of 
conflicts when they occur. 

We have made and conlinue to work on a number of initiatives to establish a new, global pattem of 
. restraint on transfers-of conventional arms; 

• We will continue to negotiate the COCOM successor regime. 

• On transparency, the U.S, will also push to increase participation in the UN Register of 

Conventional Arms. 


• Since the categories of weapons contained in the Register may nol be the most relevant to some 
n;gional situations, the U.S. will also support regional initiatives to enhance transparency in 
conventional arms. 

• We will also l;;ontinue to expand our successful programs in export control assistance to Central and . 
Eastcrn Europe. 

• Finally; we will continue our efforts with new emerging suppliers such as South Africa, to provide 
them with infonnation on how to adopt and apply responsible anus transfer policies. 

Supporting Responsible U.s. Transfers 

The U.s. system orreviewtng and considering arms trnllsfers is the most rigorous and QPcn in the 
world. 

Arms transfers ..viti continue Lo be made on a casc-by-casc basis. 

We believe thut the Administration's conventional arms transfer policy will achieve all of these 
goals, in the servicc cfV.S. national security and foreign policy objectives. 
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U.S. Comprehensive Initiative on Small Arms 
and Illicit Trafficking 

This r&el ~(wu I.ssuro :uts,'OO by lbe t:s... DCllllrtmwt IASiaie 

The United States is taking a wide range of steps to address growing 
intcmational concern about trafficking in small arms and light weapons, 
U.S. efforts are imendt..'tl to promote regional security, pence and 
reconciliation in regions of conflict and to make the world safer by helping 
to shut down illicit arms rnarkels that fuel the violence associated with 
terrorism and international organized crime, 

As Secretary Albright told the United Nmions in September 1999, "The' 
international community must develop an integrated, comprehensive 
response MM in countries of origin and countries of connict. among buyer::., 
sellers and brokerS, and with governments as wen as international and 
non-governmental organizations." 

The United Stales is laking a wide range of steps to address growing 
international concern about trafficking in small arms and light weapons, 
U,S. efforts are intended 10 promote regional security, peace and 
reconciliation in regions of conflict and to make tbe world safer by helping 
to shut down illicit arms markets thot fuel the violence associated with 
terrorism and international organized crime. 

As Secretary Albright told the United Nations in September 1999, "The 
international community must develop an integrated, comprehensive' 
response -- in counl~ies of origin and countries of co.nnict, among buyers, 
sellers and brokers, and with governments as well as international and 
non~governmental organizations." The U,S. contribution to this effort is 
summarized below. 

OAS Convention Against Illicit Firearms Trafficking. The United 
States was a lender in concluding in 1997 the "Inter-American Convention 
Against the midt Manufacturing of {lod Trafficking in Fireunns," the first 
international agreement designed to prevent, combat, and eradicate illicIt 
trufficking in firearms, ammunition. and explosives. Fil1't proposed by 
Mexico and negOiiuted in just seven months, this agreement strengthens 
the ability of the OAS nations to eradicate illicit amlS trafficking. while 
protecting the legal trade in firearms. Key provisions include requiring an 
effective licensing or authorization system fOl' tbe import, export, and in-
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transit movement of firearms, an obligation to mark firearms indelibly at 
lhe time of manufacture nnd import to help track the sOurCes of illicit guns, 
and requiring states parties to criminalize the illicit manufacturing of and 
illicit trafficking in firearms. 

lnternational Protocol Against Illicit Firearms Trafficking, The United 
Stotes is working toward completion of the United Nations "Protocol to 
Comhat the Illicit Manufacturing of and Trafficking in Firearms, Their 
Parts and Components" by the end of 2000. This. protocol would build on 
and globallze the standards incorporated in the precedent-setting OAS 
Convention. The protocol is currently under negotiation in the UN Crime 
Commission in Vienna as part of the negotiat!ons to conclude the 
Convention Against Transnational Organized Crime. 

Arms Drokcring Legislation. The President signed legislation in 1996 
amending the Anns Export Control Act to give the State Department 
greater authority to monitor and regulate the activities of anns brokers. 
Cornerstones of the brokenng proviSIons are the requIrements thm brokers 
must register with lhe Department of State. must receive State Departmenl 
aurhorlmtion for their brokering actlvlties. and must submit annual reports 
describing such activities. The United Stales is. one of the few countries to 
have instituted such legisla[ion. and we are working to promote adoption 
of similar laws by olher nations and to incorporate such a provision into 
the prolocol being negotiated in Vienna. Law enforcement officials made 
the first seizure or munitions under the provisions of the new legislation in 
November 1999. 

Greater Accountability, The United State.~ maintains the world's most 
open arms export procedures, and is promoting greater openness in the 
practices of other nations. In 1996, the President signed legislation 
amending the Foreign Assistance Act of 1961 to require the annual 
publication of information about arms amhorizoo for commercial CXpOl1 

by the United States {hat faIl below the previously existing reporting 
thresholds for US. anns transfers. The report includes detailed, country· 
by·country infonnation on the numbers of fireanns, ammunition, and other 
"small·tickeC defense items authorized by the United Stutes for export, 
setting a world standard for transparency. The United States has presented 
this report as a possible model of tmnsparency to the :n~nation Wassenaar 
Arrangement, which promotes restraint in the export of conventional arms. 
The United States also publishes reports on arms flows to regions of 
conflict in order to raise public awareness of the issue, Last July, for 
example, the State Department released Arms a!!d_(mlfllcJjn_~f~iy"a, 

Careful Scrutiny of Export Licenscs. If ,mns exporlliccnsc applications 
exceed the normal. reasonable domestic needs of a given importing 
country or show other abnormalities, the United States will audit and. if 
necessary, cut off exports to (hat country. On (hat basis, the United States 
has suspended exports to Paraguay since 1996. In addition. U.S. law 
prohibits am1s and munitions exported from the United Slates to be re~ 
transferred by the recipient without prior U.S. upproval, audits are 
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conducted if diversions or transshipments are suspected. 

Destroying Excess Weapons. Helping other nations destroy seized or 
excess firearms can be an important element in securing a lasting peace in 
conflict regions. The United Stales has contributed experts and funds to 
destroy small arms, light weapons and ammunition in Liberia, Haiti, and 
lhe former Yugoslavja. The United States recently <lgreed with 10 nations 
of southeasl Europe On a program to destroy Hlidt arms in the region. Tbe 
United States is uiso working with the Euro-Atlantic P,annership Council 
(EAPC), to prevent illicit weapons shipments to the Balkans and central 
Africa, and to improve security of weapons holdingll. 

Cracking Down on Financing of Illicit Arms. Hlicit markets in valuable 
commodities such as diamonds have helped finance arms flows, 
particularly to embargoed groups and nations. The United Stales and other 
concerned countries are identifying ways (0 track and intercept illicit 
trafficking in precious gemstones used in financing conflicts in Africa. 

, One possibility is legislation that would require each diamond to be sold 
with a certificate of origin guaranteeing its legality. Such uo initialive 
would require continued close cooperation with the diamond industry. 
whose participation is essential for any dependably effective regime. 

Embargo Enforcement The United Sta.tes carefully observes sanctions 
and embargoes established by the United Nations. U.S, laws permit the 
prosecution of those who violate embargoes. \Ve urge other.s also to 
criminalize such violations. We recommend that governments find ways to 
exchange information on violations to truly globalize embargo 
enforcement. In addition, the United States does not authorize comnlercial 
or government-to·govcrnment weapons transfers to conflict areas such as 
the Democratic Republic of the Congo, E(hiopia, Eritrea l and Angola j 

whose governments. are not subject 10 UN embargoes. We encourage other 
governments to announce and observe such voluntary moratoria, 

Vigilance nt the Borders. The Administration has made the prevention of 
illicit arms trafficking across our borders it high priority. The Bureau of 
Alcohol, Tobacco, and Firearms and the United Stales Customs Service 
have intensified their interdiction and investigative efforts. The Attorney 
General has directed United Slates Attorneys along lhe southwest border 
to make a dedicated effort to prosecute tmffickers, large and smaIl. caught 
attempting to smuggle firearms. 

Africa Focus. Arms transfers and trafficking and the conflicts they feed 
arc Imving a devastating imp.act on Sub·Sahardn Africa. Some of the 
programs we arc pursuing, include: 

• 	 Afriea Baseline Survey. Support to the United Nations African 
Institute for the Prevention of Crime and the Treatment of Offenders 
(UNAFRJ) to survey the small arms legislation, regulations, and law 
enforcement capacities of African countries to provide a benchmark 
for future work. . 
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• 	 The \-Vest African Small Arms Moratorium. Technical assistance 
for the 1998 Economic Community of West African States 
(ECOWAS) moratorium on the import, export and manufacturing of 
small arms in West Africa. We are also seeking congressional 
approval to re!e~se modest funding for the moratorium, which was 
included in the Fiscal 99 Foreign Authorizations Act 

International Diplom<1cy. The United States is working with many 
notions and international organiz.ations on the problem of illicit small 
arms. 

• 	 U.S.- EU. At their December 1999 summit in Washjngton, the 
United States and the European Union released a statement of 
"Common Principles on Small Arms and Light Weapons," in which 
they pledged to observe lhe "highest standards of restrnint" in their 
small arms export policies, and look further steps to harmonize their 
export practices and policies. They approved a lO*point "Action 
Plan," and established a formal working group through which they 
will continue their activities. 

• 	 United Nations. The United Slates- was an active paniciprmt and 
strong supporter of the recommendations of the J997 Report of the 
UN Panel of Governmental Experts on Small Arms, The United 
States wit! also take active part in preparations for the international 
conference in 2001 on the "Illicit Arms Trade in All its Aspects." 

• 	 Norway. The United States has worked closely with a group of1ike~ 
minded nations led by Norway that is helping to set the international 
agenda for addressing the problem of small arms proliferation. The 
statement released by the t8 countries auending the last such 
conference in Oslo in December 1999 focused special attention on 
the imponance of regulating the. activities of arms brokers. President 
Clinton and KorwcgiiJlI Prime Minisler Bondcvik also announced a 
bilaleral task force on small arms and light weapons. focusing on 
efforts to des(tOy surplus sm:!.11 arms in conflict zones. 

(Distributed by the Office of Intcrnationallnfonnation Programs, U.S. 
Department of Slate. Web site: l)l)jQf9.&~~lil.gov) 
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" " .. , ··'07"·-··"-'&W· 

http://www.usinro.st.1te.gov/topicaUpol/armslstoricMOOO22301.htm 	 1I16!OO 

http://www.usinro.st.1te.gov/topicaUpol/armslstoricMOOO22301.htm
http:l)l)jQf9.&~~lil.gov


.. Agreen.lent Signed for Destruction of Albanian Small Arms Page I of2 

'; . ".' 

~MCLASSlflEO 
IU.S. DEPARTMENT Of STATE liP Home lad.. to 51tt I Arthlwes I Sellrch 

IINTERNATIONAL INFORMATION PROGRAMS..", 
(f\ .'" 
Washington File 

7 Seplember 2000 

Agreement Signed for Destruction of Albanian Small Arms 

The Unite-d States, Norway, Germany and Albania have signed a memorandum of 
understanding on the destruction of over 130,000 small arms and light weapons iii Albania. 

u.s. ~lIrport for small arms and light weapons deslruclion 1n Albania sIems originally from 
work done within the Stability Pact for Southeastern Europe. In u 1999 declar • .ttion on small 
arms and light weapons, Albaniu. along with nine olher countries of Smuheastcl1l Europe, 
committed to the destruction of collected illicit weapons and surplus military stocks. 

At the signing of the memorandum of understanding September 7; Assistant Secretary of 
State Eric Newsom praised Albania, staring that it "wilt sel an exnmpte for other countries 
in (he region 10 deal with (be problem of smallllrms." 

Following is fhe text ofthe Slate Deparlment release: 

U .8. nep.rlmeDt ofSiale 

\Vasbington, D.C. 

U.S. Signs Memorandum with Albania 

To ne,'roy Over 130,000 Small Armsllighl Weapons 


On September 7, 2000, Assistant Secretary of State for PoliticnlRMiliwry Affairs Eric 
Newsom joincd Albania's Minister of Defense, Hir Gjoni, as well as Nurwegian and 
German diplomats to sign a memorandum of understanding on the destruction of over 
130JX)() small arms Hnd light weapons in Albania. According to !he memorandum, Atbania 
will deslroy. with the help of the United Slates, Norway, and Germany, all weapons 
collecteu from the civilian population in the aftermath of the 1997 crisis by [he end of 2000, 
In addition 10 the 130,000 weapons currently held by the Alb'Hlian govcrnmcnl. all 
we'qx)ll!l collected in the future along with surplus military stocks of small anns alhQ will 
be destroyed, 

Albnnia's sm,1l1 arms problem stems from the crisis of March 1997, during which time 
nenrly 600,00{) small arms and light weapons and hundreds of Itms of ammunition were 
looled from government military arsenals around the country. In addition to contributing to 
a wave of violent crime in Albani'l, extensive reporting by the United Nations Development 
Program (UNOP) and independent observers indicates that many of thesc wcapons wcre , 
smuggled into Kosovo, helping to ignite the conflict there. Since May 1998, the Albania 
govcrnmenl has bolstered effOl1S to collect weapons circulating in the civilian popu}{tlion, 
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both through legislUi10n and incfC:u~cd law enforcement measures" This effort was as!)iSled 
in 1999 by the initiation of a UNDP "Weapons in Exchange for Development" pilot 
program (originally targeted at the Albanian district of Gramsh, recently extended to 
Elbasun and Dirba). Cnder the UNDP program, ulim.ited number of collected we:.Jpons 
have also been destroyed. 

U.S. support for small arms and light we:.Jpons destruction in Albania stems originally from 
work dom~ within the Stability Pact. In u November 17, 1999 declaration on small arms and 
light weapons. Albania, along with nine other countries of Southeastern Europe committed 
to the des!ructiol1 of collected illicit weapons and surplus military stocks. The United Stutes 
and Norway. which have cooperated in supporting small arms destruction efforts globally 
since the October lS. J999 Summit between President Clinton and then Prime Minister 
Bondevik. sent a joint Icchnical assessment leam 10 AIt"lnia last May. At the signing of the 
September 7 Memorandum. Assistant Secretary of State Newsom praised Albania. stating 
that they "will set an example for other countries in the region to deal witb the problem of 
small arms." 

MinIster of Defense Ilir GjOtll stated Ihal signing the memorandum "(was) a concrete step 
that will have an impact first on our d.liiy lives -- we are all conscious of the backlash of 
these arms ill the hands of civilian popul:.nion, but also because we will offer a concrete 
example o(how we should work to achieve one of the Stability Pact Objectives." . 

U.s. sllppnrl for destruction of surplus and illicit smull nom, and light weapons is intended 
to promOh! regional s(..'Curity, peace. and l'econci[iution in regions of conflict and to make 
the world safer by helping shut dowt\ illicit arms markets that fuel violent insurgent groups, 
terrorists, and inlemational organized crim\!, 

(Tho Washington file Is a product of the Office of International Information Programs, U.S. ilepartment 
of State, Will> sit41 http;//us,info.state.gov} 
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The following fact sheet on Presidential Decision Directive 62 was 
released by the White House in May 1998. We have mirrored this 
release here at the CIAO Web site to facilitate access to 
information about the directive. 

THE WHITE HOUSE 

Office of the Press Secretary 

For Immediate Release May 22, 1998 

COMBATING TERRORISM: PRESIDENTIAL DECISION 

DIRECTIVE 62 


Since he took office, President Clinton has made the fight against 
terrorism a top national security objective. The President has 
worked to deepen our cooperation with our friends and allies 
abroad, strengthen law enforcement's counterterrorism tools and 
improve security on airplanes and at airports. These efforts have 
paid off as major terrorist attacks have been foiled and more . 
terrorists have been apprehended, tried and given severe prison 
terms. 

Yet America's unrivaled military superiority means that potential 
enemies -- whether nations or terrorist groups -- that choose to 
attack us will be more likely to resort to terror Instead of 
conventional military assault. Moreover, easier access to 
sophisticated technology means that the destructive power 
available to terrorists is greater than ever. Adversaries may thus 
be tempted to use unconventional tools, such as weapons of mass 
destruction, to target our cities and disrupt the operations of our 
government. They may try to attack our economy and critical 
infrastructure using advanced computer technology. 
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President Clinton is determined that in the coming century, we will 
be capable of deterring and preventing such terrorist attacks. The 
President Is convinced that we must also have the ability to limit 
the damage and manage the consequences should such an attack· 
occur. 

To meet these challenges, President Clinton signed Presidential 
Decision Directive 62. This Directive creates a new and more 
systematic approach to fighting the terrorist threat of the next 
century. It reinforces the mission of the many U.S. agencies 
charged with roles in defeating terrorism; it also codifies and 
clarifies their activities in the wide range of U.S. counter-terrorism 
programs, from apprehension and prosecution of terrorists to 
Increasing transportation security, enhancing response capabilities 
and protecting the computer-based systems that lie at the heart of 
America's economy. The Directive will help achieve the President's 
goal of ensuring that we meet the threat of terrorism in the 21st 
century with the same rigor that we have met military threats in 
this century. 

The National Coordinator 

To achieve this new level of integration in the fight against terror, 
PDD-62 establishes the office of the National Coordinator for 
Security, Infrastructure Protection and Counter-Terrorism. The 
National Coordinator will oversee the broad variety of relevant 
polices and programs including such areas as counter-terrorism, 
protection of critical infrastructure, preparedness and consequence 
management for weapons of mass destruction. The National 
Coordinator will work within the National Security Council, report to 
the President through the Assistant to the President for National 
Security Affairs and produce for him an annual Security 
Preparedness Report. The National Coordinator will also provide 
advice regarding budgets for counter-terror programs and 
coordinate the development of guidelines that might be needed for 
crisis management. 

Page last edited: March 10, 200Q 
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\\,hitc Paper: Clinton Administration's \ 

Policy; Critkallnfrastructure Protection 

WHITE PAPER 


The Clinton Administration's Policy on 

Critical Infrastructure Protection: 

Presidential Decision Directive 63 


May 1998 

This While· Paper explains key elements of the Clinton 
Administration's policy on critical infrastructure 
protection. h is intended for dissemination to all 
interested palties in both the private and public 
sectors. It will also be used in U.S, Government 
professional education institutions, such as the 
National Defense University and the National Foreign 
Affairs Training Center, for coursework and exercises 
on interagency practices and procedures, Wide 
dissemination of this unclassified White Paper is 
encouraged by all agencies of the U.S. Government 

L A Growing Potential Vulnerability 

The United Stales possesses both the world's strongest 
military and irs largesl national econo'my. Those two 
aspects of our power are mutually reinforcing and 
dependent. They are also incremoingly reliant upon 
certain critica~ infrastructures and upon eyber-based 
information systems, . 

Critical infrastructures are those physical and cyber
based systems essential to the minimum oper.ations of 
the economy and government. They include, qut are 
not limited to. telecommunications, energy, banking 
and finance, transportation, water sys.tems and 
emergency services, both governmental and private, 
Many ortbe nation's critical infrastructures have 
historically been physically and logically separate 
sys(ems that had liule interdependence. As a result of 
advances in information technology and the necessity 
of improved efficiency, however, these infrastructures 
have be-eome increaslngly :mtomated and interlinked. 
These same advances have created new vulnerabilities 
to equipment fnilures, human error. weather and other 
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natural causes, and physical and cyber attacks, 
Addressing these vulnerabilities will necessarily 
require tlexible, evolution'lry approaches that span 
both the public and private sectors, and protect both 
domestic and international security. 

Because of OUf military strength, fUlUre enemies, 
whether nations, groups or individuals, may seek to 
hann us in non-traditional ways including attacks 
within the United States. Our economy is increasingly 
reHant upon interdependent and cyber~supported 
infrastructures and non~traditional attacks on OUf. 
infrastructure and irifonnalion systems may be capable 
of significantly harming both our military power and 
our economy. 

II. President's lntent 

It has long been the policy of the Ufiited States to 
assure the continuity and'viability of critical 
infrastructures. President Clinton intends that the 
United States will take all necessary measures to 
swiftly eliminate any significant vulnerability to both 
physical and cyber attacks on our critical 
infrastructures. including especially our cyber systems: 

1II. A National Goal 

No later than the year 2000, the United States shall 
have achieved an initial operating capability and no 
later than five years from the day the President signed 
Presidential Decision Directive 63 the United Slates 
shall have achieved and shall maintain the ability to 
protect our nation's critical infrastructures from 
intentional acts that would significantly diminish the 
abilities of: 

• 	the Federal Government to perform essential 
national security missions and to ensure the 
genera1 public health and safety; 

• 	 slate and local government.,. to maintain order 
and to deliver minimum essential public 
sefVlCCS; 

• 	 the private sector to ensure the orderly 
functioning of the economy and the delivery of 
esscntiallclecommunications, energy, financial 
and transportation services. 

Any interruptions or manipUlations of these critical 
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functions must be brief, infrequent. manageable, 
geographically isolated and minimally detrimental to 
the welfare of the United States. 

[V, A Public-Private Partnership to Reduce 
. Vulnerability 

Since the targets of attacks on our critical 
, infrastructure would likely include both facilities in the 

economy and those in the government, the elimination 
of our potential vulnerability requires a closely 
coordinated effort of both the public and the private 
sector, To succeed, this partnership must be genuine, 
mutual and cooperative, In seeking to meet OUf 

national goal to eliminate the vulnerabilities of our 
critical infrastructure, therefore, the U,S. government 
should, Lo the extent feasible. seek to avoid outcomes 
that increase government regulation or expand 
unfunded government mandates [0 the private seClOJ'. 

For each of the major sectors of our economy that are 
vulnerable to Infrastructure at~ck, the Federal 
GovernmclH will appoint from a designated Lead 
Agency a senior officer of that agency as the Sector 
Liaison Official to work with the private sector. Seclor 
Liaison Officials, after discussions and coordination 
with private sec lor entities of their infrastructure 

. sector, will identify a private sector counterpart 

(Sector Coordinator) to represent their sector. 


Together these two individuals and the departments 
and corporations they represent shaH contribute lo a . 
sectoral National infrastructure Assurance Plan by: 

• 	 assessing the vulnerabilities of the sector to 
cyber or physical auacks; 

• recommending a plan to eliminate significant 
vulnerabilities; 

• 	 proposing 3 system for identifying and 
preventing auempted major attacks; 

• developing a plan for alertiug, containing and 
rebuffing an attack in progress and then, in 
coordination with FEMA as appropriate, rapidly 
reconstituting minimum essential capabilities in 
the aftermath of an attack. 

During the preparation of the sectoral plans, lhe 
National Coordinator (see section VI). in conjunction 
with the Lead Agency Sector Liaison Officials and a 
representative from the National Economic Council, 
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shall ensure their overall coordimltion and the 
integration of the various sectoral plans, with a 
particular focus on interdependencies, 

V, Guidelines 

In addressing this potential vulncr.Jbility and the 
means of eliminating it, President Clinton wants those 
involved to be mindful of the following general 
principles and concerns. 

• 	 We shall consult with, and seek input from, the 
Congress on approaches and programs to l1leet 
the objectives set fonh in this directive, 

• 	 The protection of our critkal infrastructures IS 
necessarily a shared responsihility and 
partnerShip between owners. operarors and the 
government Furthermore, the Federal 
Government shall encourage In!emational 
cooperation to help manage this increasingly 
global problem, 

• 	 Frequent assessments shall be made of our 
critical infrastructure~' existing reliability, 
vulnerability and threat environment because, as 
technology and the nature of the threats to our 
critical infrastructures will continue to change 
rapidly, so mtL<;t our protective measures and 
responses be robustly adaptive. 

• 	 The incentives that the market provides are the 
first choice for addressing the problem of critical 
infrastructure protecli{m; regulation wiH be used 
only in the face of n O1l:llcrial failure of the 
market to protect the health, safety or well-being 
of the American people. In such cases, agencies 
shall identify and assess availnble alternatives to 
direct regulation, including providing economic 
incentives to encour.Jge the desired behavior, or 
providing information upon which choices can 
be made by the private sector. These incentives. 
along with other actions, shall be designed to 
help harness the latest technologies, bring about 
globnl solutions to international problems. aod 
cl'wble private seciorowners and operators to 
achieve and maintain the maximum feasible 
security, 

• 	 The full authorities, capabilities and resources of 
the government, including low enforcement, 
regulation, foreign intelligence and defense 
preparedness shaH be available, as appropriate. 
to ensure that critical infrastructure protection IS 
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achieved and maintained. 
• 	Care must be taken to respect pnvacy rights. 

Consumers and operators must have confidence 
that information wilt be handled accurately, 
confidentially and reliably. 

• 	 The Fcdernl Government shall, through its 
research, development and procurement, 
encourage the introduction ~f increasingly 
capable methods of infrastructure protection. 

• 	 The Federal Government shall serve as a model 
to the private sector on how infrastructure 
assurance is best achieved and shaH, to ihe 
extent feasible, distribute the results of its 
endeavors. 

• 	 We must focus on preventative measures as well 
as threat and crisis manageme,nt. To that end, 
private sector owners and operators should be 
encouraged to provide m!tximum feasible 
:-;ecurhy Cor the infrastructures they control and 
to provide the government necessary 
information to assist them in that task. In order 
to engage the private sector fully, it is preferred 
that participation by owners and operators in a 
national infrastructure prolection system be 
voluntary, 

• Close cooperation and coordination with Slale 
and local governments and first responders is 
essential for a robust and flexible infrastructure 
protection program. All critical infrastructure 
proteclion plans and actions shall take into 
consideration the needs, activities and 
responsibilities of state and local governments 
and first responders. 

VI. Structure and Organization 

The Federa1 Govemment will be organjzed for the 
purposes of this endeavor around four components 
(c!uborated in Annex A). 

1. 	 Lead Agencies for Sector Liaison: For each 
infrastnlcture sector that could be a target for 
significnnl cyber or physicnl attacks, there will 
be a single U.S. Govemmcnt department which 
will serve as the lead agency for liaison. Each 
Lead Agency will designate one individual of 
Assistant Secretary rank or higher to be the 
Sector Liaison Official for that area and to 

cooperate with (he private sector representjjtIves 
(Sector Coordinators) in addressing problems 
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2. 

3. 

related to critical infrastructure protection and, 
in pankular, in recommending components of 
the National Infrastructure Assurance Plan, 
Together, the Lead Agency and the private 
seelor counterparts will develop and implement 
a Vulnerability Awareness and Education 
Program for their sector. 

Lead Agencies for Special Functions: There 
are, in addition, certain functions related to 
critical infrastructure protection that must be 
chiefly petforrncd by the Federal Government 
(natinna] defense, foreign affairs, intelligence, 
law enforcement), For each of those special 
funclions, there shan be a Lead Agency which 
will be responsible for coordinating aU of the 
activities of the United States Government in 
that area. Each Jead agency wi1l appoint a senior 
umcer of Assistant Secretary rank or higher to 
serve as the Functional Coordinator for that 
function for the federal Government. 

Interagency Coordination: The Sector Linison 
Officials and Functional Coordin(}lOrs of the 
Lead Agencies, as well as representatives from 
other relevant departments and agencies, 
including the National Economic Council, will 
meet to coordinate the implementation of this 
directive under the auspices of a Critical 
Infrastrll:cture Coordination Group (CleG), 
chaired by the National Coordinator for 
Security, infrastructure Protection and Counter
Terrorism. The National Coordinator wHJ be 
appointed by and report to the President through 
the Assistant to the President for National 
Security Affairs, who shall assure appropriate 
coordination with the Assistant lo the President 
for Economic Affairs. Agency representatives to 

, lhe CICG should be at a senior policy level 
(Assistant Secretary Or higher). Where 
appropriate. the CleG will be assisted by extant 
policy structures, such as the Security Policy 
Board,.Security Policy forum and the National 
Security and TelecommunIcations and 
Information System Security Committee. 

National Infrastructure Assurance Council: 
On the recommendation of the Lead Agencies. 
the National Economic Council and the National 
Coordinator, the President will appoint a panel 

4, 
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of major infrastructure providers and stale and 
local government officittls to serve as the 
Nationttl Infrastructure Assurance Council. The 
President will appoint the Chairman. The 
National Coordinator will serve as the Council's 
Executive DjrectoL The National Infrastructure 
Assurance Council will meet periodically to 
enhance the partnership of the public and pri vate 
sectors in protecting our critical infrastructures 
nod will provide reports to the President as 
appropriate. Senior Federal Government 
officials will participate in the meetings of the 
National Infrastructure Assurance Council as ' 

- appropriate. 

VII. Protecting Federal Government Critical 
Infrastructures 

Every department and agency of the Federal 
Government shaH be responsible for protecting its own 
critical infrastructure, especially its cyber-based ' 
systems. Every department and agency Chief 
Information Officer (CIO) shall be responsible for 
infunnation assurance. Every department and agency 
shall appoint a Chief Infrastructure Assurance Officer 
(CIAO) who shall be responsible for the protection of 
all of the other Mpects of that department's critical 
infrastructure, The CJO may be double-hatted as the 
CIAO at the discretion of the individual department. 
These officials shall estabJish procedures for obtaining 
expedient and valid authorizations to allow 
vulnerability assessments to be performed on 
government computer and physical systems. The 
Department of Justice shall establish legal guidelines 
for providing for such authorizations. 

No Inter than 180 days from issuance of this directive, 
every department and agency shall develop a plan for 
protecting its own crilical infrastructure. including but 
not limited to its cyber-based systems. The National 
Coordinator shall be responsible for coordinating 
analyses required by the departments and agel1cies of 
imcr-govemmcntal dependencies and the mitigation of 
those dependencies. The Critical Infrastructure 
Coordination Group (CICG) shall sponsor an expert 
review process for those plans, No later than two years 
from today, those pJans shaH have been implemented 
and shall be updated every two years. In meeting this 
schedule, the Federal Government shan present a 
model to the private sector on how best to protect 
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critical infrastructure. 

VIII. Tasks 

Within ISO days, the Principals Comminee should 
submit to the President a schedule for completion of a 
National Infrastructure Assurance Plan with 
mileslOnes for accomplishing (he following 
subordinate and related tasks.. 

I. 	 Vulnerability Analyses: For each sector of the 
economy and each sector of the government that 
might be a target of infrastructure auack 
intended to significantly damage the United 
States, there shall be an initial vulnerability 
assessment, followed by periodic updates, As 
appropriate, these assessments shall also include 
Ihe detennination of the minimum essential 
infrastructure in each sector. 

2. 	 Remedial Plan: Based upon the vulnerability 
assessment, there shall be a recommended 
remedial plan. The plan shall identify timelines 
for implementation, responsibilities and funding, 

3. 	 Warning: A natlonal center to warn of 
significant infr.lSlructure attacks wiH be 
established immediately (see Annex A). As soon 
thereafter as possible, we will put in place an 
enhanced system for detecting and analyzing 
such attacks, with maximum possible 
participation of lhe private sector. ' 

4, 	 Response: A system shall develop a system for 
responding to a significant infrastructure attack 
while it is underway. with the goal of isolating 
and minimizing damage. 

5. 	 Reconstitution: For varying levels of successful 
infrusuucture attacks, we shall have a system to 
reconstitute minimum required capabilities 
rapidly, 

6. 	 Education alJd Awareness: Tbere Sh~ll! be 
Vulnerability Awareness and Education 
Programs within both the government and the 
private sector to sensitize people regarding the 
importance of securily and to train them in 
security standards, particularly regarding cyber 
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systems. 

7. 	 Research and Development: Fedcral1y~ 
sponsored research and development in support 
of infrastructure protection shall be coordinated, 
be subjeclLo multi-year planning, take iOlO 
account reivate sector rescal'Ch, and be 
adequately funded 10 miolmize our 
vulnerabilities on a rapid but achievable 
timetable. 

8. 	 Intelligence: The lntclligence Community shaH 
develop and implement a plan for enhancing 
collection and analysis of the foreign threat to 
our national infrastructure, to include but not be 
limited to the foreign eyber/information warfare 
threat. 

9. 	 International CoopcnHion: There shall be a 
plan to expand cooperation on critical 
infrastructure protection with like~mjnded and 
friendly nations, international organizations and 
multinational corporations., 

10. 	 Legislative and Budgetary Requirements: 
-There shall be an evaluation of the executive 
branch's legislative authorities and budgetary 
priorities regarding critic131 infrastructure, llnd 
ameliorative recommendations shall be made to 
the President as necessary, The evaluations and 
recommendations, if any, shaH be coordimlted 
with the Director of OMB. 

The CICG shall also review and schedule the taskings 
listed in Annex B. 

IX. 	Implementation 

In addition to the 180-day report. the National 
Coordinator, working with the National Economic 
Council, shall provide an annual report On the 
implementation of this directive to the President and 
the heads of departments and agencies, through the 
Assistant to the President for _National Security 
Affairs, The report should include an updated threat 
as.sessment. tt status report on achieving the milestones 
idcmitied for the Nafional Plan and additional policy, 
Icgi$l~tive and budgetary recommendations. The 
eVllfuatl0ns and recommendations. if any, shall be 
coordinated with the Director of OMS. [n addition. 
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following the estublishment of an initial operating 
capability in the year 200Q, the National Coordinator 
shall conduct a zero-based review. 

Annex A: Structure and prganization 

Lead Agencies: Clear accountability wilhin lhe U.S. 
Government must be designated for specific sectors 
and functions. The following assignments of 
responsibility will apply. 

Lead Agencies for Sector Liaison: 

Commerce Information and communications 

Treasury Banking and finance 

EPA Wo,er supply 

Tmnsportation A viarion 
Highways (inclu~ing trucking and 
intetJigent transportation systems) 
Mass transit 
Pipelines 
Rail 
Waterborne commerce 

JusticcIFBI 
Emergency law cnforcement 
servkes 

FEMA Emergency fire service 
Continuity of government services 

HHS Public health services. including 
prevention, sUr\'eillance. 
laboratory services and personal 
health services 

Energy Elcctri~ power 
Oil and gas production and 
storage 

Lead Agencies for Special F'uudi(ms: 

Law enforcement and internal 
JusriceJFBJ 

security 

CIA Foreign intelligence 
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Stale Foreign affairs 

Defense National defense 

In addilion, OSTP shall be responsible for 
coordinating research and development agendas and 
programs for the government through the NationaI 
Science and Technology Council. Fmthe:nnore. while 
Commerce is the lead agency for information and 
communication, the Department of Defense will retain 
its Executive 'Agent responsibilities for the National 
Communications System and support_of the President's 
Nationul Security Telecommunications Advisory 
Committee. 

National Coordinator: The National Coordinator for 
Security, Infrastructure Protcctio"n and Counter
Terrorism shall be responsible for eoordin:ning the 
implementation of this directive. The National 
Coordinator will repon to the President through the 
Assistant to the President for National Security' 
Affairs. The National Coordinator will also participate 
as a full member of Deputies or Principals Committee 
meetings when they meet to consider infrastructure 
issues. Although the National Coordinator will not 
direct Departments and Agencies, he or she will ensure 
interagency coordination for policy development and 
implementation, and will review crisis activities 
concerning infrastructure events with significant 
rorcigll involvement. The National Coordinator will 
provide advice, in the context of the esHlblished annual 
budget process, regarding agency budgets for critical 
infrastructure protection. The National Coordinator 
will chair the Critical infrastructure Coordination 
Group (CICG), reporting to the Deputies Commillee 
(or. at the call of its chair, the Principals Committee). 
The Sector Liaison Officials and Special Function 
Coordinators shall attend the CJGC's meetings. 
Departments and agencies shull each appoint to the 
CJGC a senior official (Assislanl Secretary level or 
higher) who will regularly attend it~ meetings. The 
National Security Advisor shall appoint a Senior 
Director for Infraslructure Protection on the NSC staff. 

A Nutional Plan Coordination (NPC) staff will be 
contributed on a non~reimbursable basis by the 
departments and agencies, consistent with law. The 
NPC staff will integrate the variolls sector plans into a 
Natiomllinfrastructure Assumnce Plan and coordinate 
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analyses of the U.S. Government's own dependencies 
on critical infrastructures, The NPC staff will also help 
coordinate a national education and awareness 
progrant. and leg~slative and public affairs. 

The Defense Department shall conlinue to serve as 
Executive Agent for the CommIssion Transition 
Office, which will form the basiS of the NPC, during 
the remainder of FY98. Beginning in FY99, the NPC 
shall be an office of lhe Commerce Department. The 
Office of Personnel Management shall provide the 
necessary assistance in facilitating [he NPC's 
operations. The NPC will termin3!e at the end of 
FYOl. unless extended by Pre.<;idential directive, 

Warning and Information Centers 

As part of a national warning and information hlmring 
system, the President immediately authorizes the FBI 
to expand its current organization to a full scale 
Natio.nallnfrastructury Protection Center (NIPC). This 
organization shall serve as a national critical 
infrastructure thrent assessment, warning. 
vulnerabllity, and law enforcement investigation and 
response entity. During the initial period of six to 
twelve months, the President also directs the NationaJ 
Coordinator and the Secler Liaison Officials, working 
together with the Sector Coordinators, the Special 
Function Coordinators and repre..'1entatives from the 
National Economic Council, as appropriale, to consult 
with owners and operators of the critical 
infrastructures to encourage the creation of a private 
sector sharing and analysis center, as described below, 

Nalionaiinfras!ruc!"re Protection Center (NIPC): 
The NIPC will include FBI, USSS, and other 
investigators experienced in computer crimes and 
infr,dstructure protection, as well as representatives 
detailed from the Department of Defense. the 
Intelligence Community and Lead Agencies. It will be 
linked electronic.ally to the rest of the Federal 
Government, including other warning and operations 
centers. as well as any private sector sharing and 
analysts centers. Its mission will include providing 
timely warnings of intentional threats. comprehensive 
analyses and law enforcement investigation and 
response, 

All executive departments and agencies shall 
coopemtc with the NIPC and provide such assislance. 
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information and advice that the NIPC may yrequest. to 
the extent permitted by law. All executive departments 
shall also share with the NJPC information about 
threats and warning of attacks and about actual attacks 
on critical government and private sector 
infrastructures, to the extent permitted by law. The 
r-;IPC will include elements responsible for warning, 
analysis, computer investigation, coordinating 
emergency response, training, outreach and 
development and application of technical tools. In 
addition. it will establish its own relations directly 
with others in the private sector and with any 
information sharing and analysis entity thut the private 
sector may create~ such as the Information Sharing and 
Analysis Center described below. 

The N[PC, in conjunctioQ with the information 
originating agency, will sanitize law enforcement and 
intelligence infoonation for inclusion into analyses 
and reports that it will provide, in appropriate form, to 
relevant federal, state and local agencies; the relevant 
owners and operators of critical infrastructures.; and to 
any private sector information sharing and analysis 
entity. Before disseminating national security or other 
infonnation that originated from the intelligence 
community, the NiPC will coordinate fully with the 
intelligence community through existIng procedures. 
Whether as sanitized or unsanitized reports, the NIPC 
will issue attack warnings or alerts to increases in 
threat condition to any private sector information 
sharing and analYSIS enlity and to the owners and 
operators, These warnings may also include guidance 
regarding additional protection measures: to be taken 
by owners and operators. Except in extreme 
emergencies, the KIPC shaH coordinate with the 
National Coordinator before issuing public warnings 
of imminent attacks by international terrorists, foreign 
slales or other malevolent foreign powers. 

The NIPC will provide HIllltional focal poillt for 
gathering infonnation on threats to the infrastructures. 
Additionally, the NIPC will provide the principal 
means of racilitaling and coordinating the Federal 
Government's response to nn incident. mhigating 
aUacks, investigating threats and monitoring 
reconstitution efrorts. DependIng on the nature and 
level of a'foreign threat/attack, protocols established 
between special function agencies (DOl/DOD/CIA), 
and tbe ultimale decision of the President. the NIPC 
may be placed in a direct support role to either DOD 
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or thc Intelligence Community. 

Information Sharing and Analysis Center «(SAC): 
The National Coordinator, working with Sector 
Coordlnutors, Sector Liaison Officials and the 
National Economic Council, shall consult with owners 
and opemtors of the critical i,i'rraslructures to strongly 
encourage the creation of a private sector information 
sharing and analysis cemer. The actual design and 
functions of the center and 11$ relation to the NIPC will 
be determined by the private sector;in consultation 
with and with assistance from the Federal 
Govemment. Withip 180 days of this directive. the 
National Coordinator. with the assistance of the cleo 
including the National Economic Council, shat! 
identify possihle methods of providing federal 
assistance to facilitate the startup of an ISAC. 

Such a center could serve as tbe mechanism for 
gathering, analyzing. appropriately sanitizing and 
disseminating private sector information to both 
industry and the NIPC. TIle center could also gather, 
unalyzc and disseminate information from the NIPC 
for further distrihution to the private sector. While 
crucial to a successful govemment-industry 
partnerShip, this mechanism for sharing important 
information about vulnerahilities, threms, intrusions 
"nd anomalies is notlo interfere with direct 
information exchanges between companIes and the 
government. 

As ultimutely designed by private sector 
representatives, the ISAC may emulate particular 
aspects of such institutIons as the Centers for Disease 
Control and Prevention that have proved highly 
effective, particularly its extensive interchange. ... with 
the private and non-federal sectors, Under such a 
model, the (SAC would possess • large degree of 
technical focus and expenise and non~regulatory and 
non-law enforcement missions, Jt would establish 
baseline statistics and patterns on the various 
inrra!>tructures, become a clearinghouse for 
information within and among (he various sectors, and 
provide a libmry for historical data to be used by the 
private sector and, as deemed appropriate, by the 
lSAC, by the government. Critical to the success of 
such an instilution would be its timeliness, 
accessibility, coordination, flexibility, utility and 
acceptability. 
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Anne. 8: Additional Taskings 

Studies 

The I\ational COQrdinator shull commission studies on 
the following subjects: 

• 	 Liability issues arising from participation by 
private sector companies in the information 
sharing process. 

• 	 Existing legal impediments to information 
sharir:'g. wilh an eye to proposals to remove 
these impediments. including through the 
drafting of mode! codes to cooperation with the 
American Legatlnslitute. 

• The necessity of document and information 
classification and the impact of such 
classification on useful dissemination, as well as 
the methods and infonnation systems by which 
threat and vulnerability information can be 
shared securely while avoiding disclosure or 
unacceptable risk of disclosure to those who will 
misuse it 

• 	 The improved protection, including secure 
dissemination llnd infonnation handling 
systems, of industry trade secrets and other 
confidential business data, law enforcement 
information and eVidentiary material, classified 
national security information, unclassified 
material disclos.ing vulnerabilities of privately 
owned infrastructures and apparently innocuous 
informa6on Ihat, in the aggregate, it is unwise to 
disclose. 

• The implications of sharing information with 
foreign entities where such sharing is deemed 
necessary to the security of United States 
infrastructures. 

• 	 The potential benefit to security standards of 
mandating, subsidizing, or otherwise assisting in 
the provision of insurance for selected critlcal 
infrastructure providers and requiring insurance 
tie-ins for foreign critical infrastructure 
providers hoping to do husiness witb the United 
States, 

Public Outreach 

In order to foster a climate of enhanced public 
sensitivity to the problem of infrastructure protection, 
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the following actions shall be taken: 

• 	 The White House. under the oversight of the 
National Coordinator, together with the relevant 
Cabinet agencies shall consider a series of 
conferences: (1) that win bring together nalional 
leaders in the public and private sectors to 
propose programs to increase the commitment to 
information .security; (2) that convoke academic 
leaders from engineering. computer science, 
business and law schools to review the status of 
education in information security and will 
identify changes in lhe curricula and resources 
necessary [0 meet the national demand for 
professionals in this field; (3) on the issues 
around compuler ethics as these relate to the K 
through 12 and general university populations. 

• 	 The NmiQnal Academy of Sciences and the 
National Academy of Engineering shall consider 
a round table bringing.together federal, state and 
local officials: with industry and academic 
leaders 10 develop national strategies for 
enhancing infrastrucwre security. 

• 	 The intelligence community and law 
enforcement shall expand existing programs for 
briefing infmstructure ownerS and operators .md 
senior government officials. . 

• 	The National Coordinator shall (1) establish ;t 
program for infrastructure a$.surunce simulations 
involving senior public and private officials, (he 
reports of which might be distributed as part of 
an aWill'cneSS campaign; and (2) in coordination 
with the private sector, launch a continuing 
national awareness campaign, emphasizing 
improving infrastructure security. 

J pternal Federal Govermncnt Actions 

In order for the Fedeml Government to improve its 
infrast11lcture security, these immediate steps shall be 
taken: 

• 	 The Department of Commerce, the General 
Seryicc-s Administration, and the Department of 
D:;fense shall assist federal agencies in the 
implementation of best practices for' information 
nS5urnnce within their individu;)l agencies. 

• 	 The National Coordinator shall coordinate a 
review of existing federal, stale and tocal bodies 
charged with infomw1ion assurance lasks, and 
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provide recommendations on how these 
institutions can coopcmte most effectively. 

• All fedeml agencies shaH make clear 
designations regarding who may authorize 
access to their computer systems. 

• 111e Intelhgence Community shaH elevate and 
formalize the priority for enhanced collection 
and analysis of information on the foreign 
cyber/infonnation warfare threat to our critical 
infrastructure. 

• The Federal Bureau of fnvestigalion, the Secret 
Service and other appropriate agencies shall: (I) 
vigorously recruit undergraduate and graduate 
students with the relevant computer~rclated 
technical skins for full-time employment as well 
as for part-time work with regional computer 
crime squads; and (2) facilitatc the hiring and 
retention of qualified personnel for technical 
analysis and investigation involving cybcr 
attacks, 

• The Department of Transportation, in 
consultation with the Department of Defense, 
shall undertake a thorough evaluation of the 
vulnerubitity of the national transportation 
infrastructure that relies on the Global 
Positioning System. This evaluation shaH 
include sponsoring an independent, integrated 
assessment of risks to civilian users of GPS~ 
based systems. with a view to basing decisions 
on the ultimate architecture of the modernized 
NAS on these evaluati-ons, 

• loe Federal Aviation Administration shall 
develop and implement a comprehensive 
National Airspace System Security Program to 
protect the modemized NAS from information . 
based and other disruptions and attacks, 

• GSA shall identify I;lrge procurements (such as 
the new Federal Telecommunications System, 
FrS 20(0) related to infrastructure assurance, 
study whether the procurement process- reneels 
the importance of infrastructure protection and 
propose, if necessary, revisions to the overall 
procuremellt process to do so. 

• OMB shall djrect federal agencies to include 
assigned infrastructure assurance functions 
within their Government Pcrfonnance nnd 
Results Act slrntegic planning and performance 
measurement framework, 

• The NSA. in accordance with its National 
Manager responsibilities in NSD~42. shall 
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provide assessments encompassing 
examinations of U,S. Government systems to 
interception and exploitalion; disseminate threat 
and vulnerability jnformation~ establish 
standards; conduct research and development; 
and conduct issue security product evaluations. 

Assisting the Private Sector 

In order to assist the private seclor in achievlng and 
maintaining infrastructure security: 

• 	The National Coordinator and the National' 
Infrastructure Assurance Council shall propose 
and develop ways to encourage private industry 
to perform periodic risk assessments of critical 
processes, including information and 
telecommunications systems. 

• 	111C Department of Commerce and the 
Department of Defense shaH work together, in 
coordination with the private sector, to offer 
their'expertise to private owners and operators 
of critical infrastructure to develop security
related best practice standafds. 

• The Departmclll of Justice and Department of 
the Treasury shaH sponsor a comprehensive 
study compiling demographics of computer 
crime. comparing state approaches to computer 
crime and developing ways of deterring and 
responding to computer crime by juveniles. 
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Summary of POD 62 and POD 63 
The following summary of Presidential Decision Directives 62 and 63 was released by the White 
House in May 1998, We have mirrored this release here at the CIAO Web site to facilitate access to 

information about these directives, . 

THE WHITE HOUSE 

Office of the Press Secretary 

For Immediate Release May 22, 1998 , 

SUMMARY OF PRESIDENTIAL DECISION DIRECTIVES 62 and 63 

President Clinlon today ordered the strengthening of the nation's defenses aguinst emerging 

unconventional threats to the United States: terrorist acts, use of weapons of mass destruction. 

assaults on our critical infrastructures and cyber-nuacks. 


The 'Combating Terrorism directive (PDD-62) highlights the growing threat of unconventional 

attacks against the United States. It details a new and more systematic approach to fighting terrorism 

by bringing a program management approach to U.S. countcr~terrori$m efforts. 


The directive Dlso establishes the office of the Nntional Coordinator for Security, Infrastructure 
Protection and Counler-Terrodsm which will oversee a broad variety of relevant policies and 
programs including areas such as counter~terrorism, protection of critical infrastructure, preparedness 
and consequence management for weapons of mass destruction. 

The Criticallnfraslructure Protection directive (PDD~63) calls for a national effort to assure the 
security of the increasingly vulnerable and interconnected infrastructures of the United States. Such 
infrastructures include telecommunications. banking and finance. energy. transportation, and 
essential government services. The directive requires immediate federal government action induding 
risk assessment and planning to reduce exposure to attack. It stresses the critical importance of 
cooperation bctween the government and the private sector by linking de~igna(ed .agencies with 
private sector rcpresentatives. 

For more detailed ioformmion on Presidential Decision Directive 63, contact the Critical 

Infrastructure Assurance Office at (703) 696·9395 for copies of the '\Yh!tcJ:apcr_on_Critic~.t1 


llJflll!oi1 ru_cJl1[eJ~(oteptiQn . 
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WHITE PAPER 

The Clinton Administration's Policy on Managing Complex Contingency Operations: 

Prcsidenthll DecisiQIl Directive - 56 


May 1997 

This White Paper explains key elements of the Clinton Administration's poHey on 
managing complex contingency operations. This unclassified document is promulgated 
for use by government officials as a handy reference for interagency planning of future 
complex contingency operations. Also, it is intended for use in U.S. Government 
professional education institutions. such as the National Defense University and the 
National Foreign Affairs Training Center, for coursework and exercises on interagency 
practices and procedures. Regarding this paper's utility as representation or the 
President's Directive, it coni~lins all the key clements of the original PDD Ihat are needed 
for cffc;;livc implementalion by agency officials. Therefore, wide dissemination of this 
unclassified White Paper is encouraged by all agencies of the U,S, Government. Note 
that while this White Paper explains Ihe PDD, it does not override the official PDD, 

Background 

In the wake of the Cold War, attention has focused on a rising number or territorial 
dispute.<;, armed ethnic conflicts, and civil wars that pose threats to regional and 
international peace and may be accompanied by natural or manmade disasters which 
precipitate massive human suffering, We have learned that effective responses to these 
situations may require rnuhi~dimensional operations composed of such components as 
political/diplomatic, humanitarian, intelligence, economic development, and security: 
hence the (con compfex contingency operations, . 

The PDD defines "complex conlingency operations" as pence operations such as the 
peace accord implementation operation conducted by NATO in Bosnia (l995-present) 
and the humanitarian interveution in northern Iraq cal1ed Operation Provide Comfort 
(1991); and foreign humanitarian aSSistance operations. such as Operation Support Hope 
in central Africa (1994) and Operalian Sea Angel in Bangladesh (1991). Unless 
otherwise directed, this PDD does not apply to domes.tic disaster relief or to relatively 
routine or sm.atl~scale operations. nor to military operntions conducted in defense of U.S. 
citizens, territory. or property, including counter-terrorism and hostagc~rescue operJ.tions 
and international armed conflict 

III recent situations as diverse as Haiti, SO!1wlb, Northern Imq, ~\lld the former 
Yugoslavia, the United States has engaged in complex contingency operations in 
coalition, either under the auspices of an international or regional organization or in ad 
hoc, temporary coalitions of like·minded states, While never relinquishing the capability 
to respond unilaterally, the PDD m:Sumes that the U.S. will continue to conduct future 
operations ill coalition whenever possible. 
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We must also be prepared lo manage the humanitarian, economic llnd pOlitical 
consequences of a technological crisis where chemical. biological, and/or radiological 
hazards muy be present. The occurrence of anyone of Ihese dimensions could 
significantly incl'ease Ule sensitivity and complexity of a U.S. response: to a technological 
crisis. 

In many complex emergencies fhe appropriate U.S. Government response will incur the 
involvement of only non~military assets. In some situations, we have learned lhat military 
forces can quickly affect the dynamics: of the situation and may create the conditions 
necessary to make significant progress in mitigating or resolving underlying conflict or 
dispute. However. we have also learned that many aspects of complex emergencies may 
nOl be best addressed through military measures. Furthennore, given the level of U.S. 
interests at stake in most of these situations, we recognize thal U.S. forces should not be 
deployed in an operation indefinitely. 

It is essential [hat the necessary resources be provided to ensure that we are prepared to 
respond in a robust, effective manner. To foster a durable peace or stability in these 
situatiolls and to maximize the effect of judicious mHit:.lry deployments, the civilian 
c.omponents of an operation must be integrated closely with the military components. 

While agencies of government have developed i,ndependenl. cap~cities to respond to 
complex emergencies, military and civilian agencies should operate in a synchronized 
manner through effective interagency management and the use of special mechanisms.to 
coordinate agency efforts, Integrated planning and effective management of agency 
operations early on in an operation can avoid delays, reduce pressure on the military to 
expand its involvement in unplanned ways, and create unity of effort within an operation 
that is essential for success of the mission. 

Inlenl of the PDD 

The need for complex contingency operations is likely to recur in future years, 
demanding varying degrees of U,S. involvement. The PDD calls for all u.s. Government 
agencies to institutionalize what we have learned from our recent experiences and to 
continue the process of improving the planning and management of complex contingency 
operations. The PDD 1S designed to ensure that the lessons learned -- including proven 
planning processes,and implementation mechanisms -- will be incorporated into the 
interagency process on a regular basis. The PDD's intent is to establish these management 
practices to achieve unity of effort among C.S. Government agcncie.'\ and internati.onaI . 
organizations engaged in complex contingency operations. Dedicated mechanisms and 
integrated planning processes arc needed. From our recent experiences, we have learned 
that these can help to: 

• 	 identify approprh.ltc missions and tasks, if any, for L.S. Government agencies in.\ 
U,S, Government rcsponse~ 

• 	 develop strategies fDr early resolution of crises, thereby minimizing the loss of life 
and estubHshing the basis for reconciliation and reconstruction; 

• accelerate planning Hnd implementation of tbe civilian aspects of the operation; 
intensify action 011 critical funding and personnel requirement<; carlyon; 

• 	 integrate all components of a U.S. response (civilian, military, ponce. etc.) ut the 
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policy level and facilitate the creation of coordination mechanisms at the 
operational level; and 

• 	 rapidly identify issues for senior policy makers and ensure expeditious 
implementation of decisions. 

The PDD requires all ugencies to review their Jegisltltive and budget authorities for 
s'upponing complex contingency operations and, where such authorities are inadequate to 
fund an agency's mission and operations in complex contingencies, propose legislative 
and budgetary solutions. 

Executive Committee 

The PDD calfs upon the Deputies CommIttee to establish appropriate interagency 
working groups to assist in policy development, planning, and execution of complex 
contingency operations. Normally. the Dcputles Committee will form an Executive 
CommiLtee {ExCom) with appropriate membership to supervise Ihe day-to-day 
management of U.s, participation in a complex contingency operation, The ExCom will 
bring together representatives of nil agencies that might participate in the operation, 
including those not normalty parl of the NSC structure. When this is the case, both the 
Deputies Committee and the ExCom will flonnally be augmented by participating agency 
representatives, In addition, the chair of the ExCom will normally designate an agency to 
lead a It~gal and fiscal advisory sub-group, whose role is to consult with the ExCom to 
ensure Ihat tasks assigned by the ExCom can be performed by the assigned agencies 
consistent with legal and fiscal authorities. This ExCom approach has proved useful in 
clarifying agency responsibilities, strengthening agency accountability, ensuring 
inlcragcncy coordination, and developing policy options for consideration by senior 
policy makers, 

The guiding principle behind the ExCom approach to interagency management is the 
personal accountability of presidential appointees, Members of the ExCOJll effectively 
serve m: fun,ctional managers for specific dements ofche U.S. Government response 
(e,g., refugees, dcmobilii:;:llion, elections, economic assistance, police rerorm. public 
information, etc.). They implement the strategies agreed to by senior policy makers in the 
interagency and report to the ExCom and Deputies Committee on <tny problems or issues 
that need to be resolved. . 

In futule complex contingency operations to which the United Slates contributes 
substantial resources, the PDD calls upon the Deputies Committee to establish 
organizational arrangements akin to those of the ExCom approach, 

The PQlitieal-~lilitary Iml)lcmentation I~an 

The'PDD requires that a polilical-mi!itary implementation plan (or "pol-mil plan") be 
developed as all tntegr:w.:.d plannilig tOol for coordinating l.J ,S, govcmmCnl actions in a 
complex contingency operation, Tbe pol-mil plan will include a comprehensive situation 
assessment, mission statement, agency objectives, and desired endstatc. it will outline an 
integf'Jtcd concept of opcmtions to synchronh.e ugcncy efforts, The plan will identify the 
primary preparatory issues and tasks for conducting an operation (e,g" congressional 
consultations. diplomatic efforts, troop recruitment,legal authorities, funding 
requiremenls and sources, meditl coordination, etc"), It will ~tlso address mnjor fUTlctiontl! 
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I mission area tasks (e.g., political mediation / reconciliation, military support, 
demobilizalion, humanitariail assistance, police reform, basic public services, economic 
rcstomtion. human righ15 monitoring, social reconciiiatiofl, public inrormation, elc,). 
(Annex A contains an illustrative oUlline ofu pol-mil plan.) 

With the use of the pol-mil plan. the interagency cao implement effective management 
practices, namely, to centralize planning and uecentwlizc execution during the operation. 
The desired unity of effort among the various agencies thut is crealed tlH'Ough the usc of 
the pol~mil plan contributes to the overall success of these complex operations, 

When a complex contingency operation is contemplated in which the U,S. Government 
will playa substantial role, the PDD calls upon the Deputies Committee to task the 
development of u pol-mil plan and assign specific responsibilities to the \appropriate 
ExCom officials. 

Each ExCom official will be reqUired to develop their respective part of the plan, which 
will be fully coordinated among all relevant agencies. This development process will be 
t:u-nsparcnt and analytical, resulting in issues being posed to senior policy makers for 
resolution. Ba.sed on the resulting decisions, the plan will be finalized and widely 
distributed among relevant agencies, 

The PDD also requires that the pol~mil plan include demonstrable milestones and 
measures of success including detailed planning for the transition of the operation to 

'activities which might be performed by a follow-on operation or by the host govemment. 
According to the PDD, the pol~miJ plan should be updated as the mission progresses to 
reflect milestones that are (or arc not) met and to incorporate changes in the situation on 
lhe ground. 

Interagcnty ])ol-Mil Plan Rehearsal 

A critical nspect of the planning process will be the interagency rehearsal/review of the 
pol~mil plan. As outlined in the PDD, this activjty involves a rehearsal of lhe plan's main 
elements, with the appropriate ExCom official presenting the elements for which he or 
she is responsible. By simultaneously rehearsing/reviewing all elernenrs of the plan, 
diffen~nces over mission objectives, agency responsibitities, dming/synchronization, and 
resource allocation can be identified and resolved early, preferably before the operation 
begins, The interagency rehearsal/review also underscores the accountability of each 
program manager in implementing their as.signed area of responsibility. During 
execution, regular reviews of the plan ensure that milestones are met and that appropriate 
adjustments arc made. 

The PDD calls upon the Deputies Committee to conduct the interagency rehearsaUreview 
of the pol-mil pl:UL Supporting agency plans are to be presented by ExCom offiCials 
before a complex cOHlingency operalion is launched (or as early as possible once tbe 
operation begins). before a subsequent critical phase during the operation. as major 
changes in the mission occur, and prior to an operation's termination. 

Afte..~Action Review 

After the conclusion of each operation in which this planning process is cmployed, the 
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PDD directs the ExCom to charter an after~action review involving both those who 
participated ill the operation and Government experts who monHored its execmlon, This 
comprehensive assessment of interagency perfonnance will include a review of 
interagency planning and coordination. (both in Washington and in the field), Jegal and 
budgetary difficulties encountered, probtems in agency execution, as well as proposed 
solutions, in order to capture lessons learned and to ensure their diss.emination to relevant 
agencle.<;, 

Training 

The U.S. Government requires the capacity to prepare agency officials for the 
responsibilities they will be expected to take on in a planning and managing agency 
efforts in a complex contingency operation. Creating a cadre of professionals familiar 
with this integrated planning process will improve the USG's abillty to manage future 
operations, 

[n the interest of advancing the expertise of government officials, agencies are 
encouraged to disseminate the Handbook for Interagency Management of Complex 
Contingene)' Operations published by OASD(S&R) Strategy at (703) 614-0421. 

With the suppon of the SL'te and Defense Departments. the PDD requires the NSC to 
work with the appropriate U.S, Government educationa1 institutions--including the 
Nationnl Defense University, the National Foreign Affairs Training Center and the Army 
War College~~to develop and conduct an interagency training program. This program, 
which shou1d be held at least annually, willlrnin mid-level managers (Deputy Assistant 
Secretary level) jn the development and implementation of pol~mH plans for.complex 
contingency operations. Those participating should have an opportunity to interact with 
expert officials from previous operations to learn what has worked in the l)3s[. Also, the 
PDD calls upon appropriate U.S. government educational institutions to explore the 
appropriate way to incorporate the pol-mil pianning process ioro their curricula, 

Agency RCl'ic\v .md Implementation 

Finally, the PDD directs each agency to review the adequacy of their agency's structure, 
legal authorities, budget levels, personnel system. training. and crisis management 
procedures to insure thal we, as a government, are learning from OUf experiences with 
complex contingency operations and institutionalizing the lessons learned, 

Annex A: Illustrative Components of a Political-Military Plan for a Complex 
Contingency Operation 

• 	 SilqpJiQJLA:-.sc!!!!.mcm. A comprehensive aSsessment of the sitllution to durify 
essenti~tl information that, in the aggregate, provides a multi-dimensional pictufC of. 
the crisis. 

• 	 U.S,J.nl~csts. A statement of U.S, iuterests at stake in the crisis and the 
requirement to secure those interests. 

• 	MiSSIon Statemc.mJ. A dear stntcmenl'of the USG's strategic purpose for the 
opcnltion and the pol-mil mission. 

http://www.pdd56.comlhandbook_docs/apjicndjx~.A.htm 1116100 

http://www.pdd56.comlhandbook_docs/apjicndjx~.A.htm
http:Statemc.mJ


APPEr>DIX A 	 Page 6 ofG 

• 	 Objc~c:tj.Y.e:~. The key civil-military objectives to be accomplished during [he 
operation. 

• 	 Dq§.iJ1~d Pol~MiI J~nd State. The conditions the operation is intended to create 
before the opera lion transitions to a follow-on operation andlor termimncs, 

• 	Ql!1~.¢Pj of ~he OR.~mtion, A conceptual description of how the various instmmcnts 
of usa policy will be integrated to get the job done throughout all phases of the 
operation. 

• 	 Lc1!~tAgencyJS.~RQnsibilitie$.. An assignment of responsibilities for partiCipating 
agencies. 

• 	 TransitionlE~.it Strategy, A strategy that is linked to the realization of the end state 
described above, requiring the integrated efforts of diplomats. military leaders, nod 
relief officials of the USG and the international community. 

• 	 O(ganiZl!tiona! Con~~pl. A schematic of the various organizational structures of the 
operation. in Washington and in theater. including a description of the chain of 
aUlhority and associated reporting channels. 

• 	 PreRar;1!ILt)' T~iiks. A layout of specific tasks to be undertaken before the operation 
begins (congressional conSUltations, diplomatic efforts, troop recruitment, leg;:!1 
authorities, funding requirements and sources, media coordination, etc,), 

• 	 EPJ19JjQmd or.MI8i~jQn A[C_'LrnstsLAg~rr~yJ:!£\!lS, Key operallonal and support 
pl~ns written by usa agencies that pertain to critical parts of the operation (e.g, • 

. political mediation/reconciliation, military support, demobilization, humanitarian 
assistance, police reform, basic public services. economic restoration, human rights: 
monitoring, social reconciliation, public information, etc.), 
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Extraditions and Renditions of Terrorists 
to the Un ited States 

1993-1999 
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1995 
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1995 
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, 
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, 
, 
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October 1999 

Name of Extradition or From 
Event

Terrorh.:t Rendition (Country) 

MahmoudAhu , February 1993 World 
Halima 

! Extradition Not dtsclosed 
Trade Ceftter bomhing , 

Mohammed Ali November! 985 
Rendition Nigeria Hijm::king of Egypt Aj(

Rezaq 648 
, 

. , 
January 1995 Far Em,!, , 

Ramzi Ahmed 
, 

bomb plot. FcbnlHry Extradition P<lkistan 
Youse!" 1993 World Trade 

Center bombillg 

Abdul Hakim , 
Philippines Junlln£), 1995 Faf Easl

i Rendition , 
Murad , ! bomb plot , 

Eyad fV1abmoud 
; Extradition Jordan 

: Fehruary 1993 World 
fSlllnil Najil11 , : Trade Center bombing 

, 
Wali Khnn Amin II~endition Country not I Janunry 1995 Far East 
Shah , disclosed : bomb plot , 

Tsulomu Shifosaki : Rendition 
Country not May! 986 attack on US 

, disclosed Embassy JakurtH 
, 

Country no! 
January 1993 Shooting 

Mir Aimnl Kansi Rendition outside CIA
disctosed hcadqunrters 

; Mohanll1li..'d Rashid Rendition 
Country not Aug.ust !982 Pan Am 

, disclosed bombing 

! Mohamed Rashed 
August 1998 U.S, 

, Rendition Kenya Emoa,;sy bombing inDaoud AJ~Owllalj 
Kenya 

Mohamed Sadeek 
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Odell Rendition Kenya Embu5sy bomhing ill 
KenYlI 

.. , 
Mamdouh Mahmud 

EXlrodirion : Genn::mv August 1995 East 
Salim . . Africa bombings 

Khalfim KllfImis August 1998 bombing 

Mohamed 
Rendition South Africa of U.S. Embassy in 
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]f-IO 
Secretary of State Madeleine K. Albright 
Remarks With Questions and Answers at T o\\'n Hall Meeting on 
Security 
Dean Acheson Auditorium 
Washington, DC. May l, 2000 
As released by the omce orthl: Spokesman 
U.s. Department {1fState 

SECRETARY ALBRIGHT: Thank you. Goad morning. Good morning to all of 
you, both here in Washington and those who may be watching overseas. r want to 
begin by saying "thank you." This is an incredibly busy time for us all. And we arc 
at a pivotaJ points almost everywhere. from Colombia to China, and from Korea to 
Kosovo. 

This translates into hard work and long hours, For most, the personal and 
professional pressures arc great> the rewllrds are modest) the victories rareJy final. 
And in many overseas posts, there are often other hnrdships, including risks to life 
and limb. 

But this is the nature of the business we have chosen -- American foreign policy-
and I feel incredibly privileged to have the opportunity with you to represent our 
country UrQund the world. [n fact, 1 am jealous that many ofyou will get to do this 
for your whole careers, while I will not -- at least not in government service. You are 
the real..:ustodians ofour foreign policy. 

When I travel now. I am often asked whether there will be major changes in policy 
after the November election. And 1 reply that~ of course there will be some changes, 
whichever party wins, but our fundamental direction is unlikely to shift very much. 
Overall, there will be continuity, due in large measure to the experience and wisdom 
provided by you, our Foreign Service, Civil Service and Foreign Service National 
personnel, 

But I didn't come here this morning jus.t to thank you. 1 also want to discuss 'with 
you two issues that have concerned me since the day I took office. The first is 
resources. America bas lhe world's largest and strongest economy. We are the only 
cDunlry whose interests and capabilities arc truly glohaL And yet, due to a shortage 
of resources, we are not able to do nearly as much as we should 10 shape the political 
and security environment of the 21st Century, This is a potentially tragic error. 

Vv'hcn adequately funded, our diplomacy is a remarkable tool for preserving peace, 
preventing crises, promoting prosperity and providing the answer to global threats. 
In any rational system Qf priorities, we would have more to invest in programs, and 
far more to invest in recruiting. training, equipping, and protecting those who work 
in our diplomatic posts. 

This is why we have launched a strong effort within the Administration, on Capitol 
Hill and in the country to explain how what we do here at the Department has direct 
and beneficial impact on the lives ofour citizens. We have greatly expanded our 
educational outreach to key constituency groups. And we have made some headway. 
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International affairs has been fI $ignificant priority in cndgarnc budget negotiations 
the past two years. Most of our 1998 and 1999 supplcrnenlal requests have been 
honored. Our personnel accounts have stabilized, We are going ahead, although stilL 
not as rapidly as we should, with construction and repairs overseas. 

Still, like Sisyphus, we hnvc to keep rolling the stone up the hill, This year, 
Congress passed a budget resolution that would slash twelve percent rrom the 
President's request And our emergency supplemental requests for Colombia and 
Kosovo and other urgent needs have not been approved. 

[11 my testimony this year, I have repeatedly made the point that most of the funds 
we are requesting for Fiscal Year 2001 will be SJiCllt next year, under a new 
Administration. So our requests have nothing to do with political parties or 
individual personalities, Their sole purpose is to advance the interests and values of 
the United States. 

And I pledge to you today thut as long as I nm Secretary ofStnte, I will fight for our 
budget; nnd that as long as I draw breath, I will do alii can to help you get tne 
resourccs you need to do your jobs well~ and thereby keep America secure, 
prospcrous and strong. 

The second and main topic I wam to disellss will come as no surprise; that is 
security, In 1997t when I arrived on the 7th floor, coming from New York where I 
was a chief of mission, [ \vas concerned gClicrjlly about our security procedures and 
1also wanted to enhance the morale of our security personnel, improve recruitment, 
and increase resources, To he~ld this effort, we brought in David Carpenter, the first 
career law enforccn1ent officer ever to lead the Diplomatic Security Bureau. 

Spurred especially by the tragic embassy bombings in 1998, 1 think we have made 
real progress. We developed u global risk management plan, enhanced perimeter 
security, hired more guards l adopted a rigorous escort pollcy, strengthened comput.:r 
protections, provided hundreds of security hriefings, and began a new surveillance 
detection program at most posts. 

:\fore recently, J asked Assistant Secretary Carpenter to conduct a top· to· bottom 
review of the Departmeni's security practices. This review was assisted by experts 
from the CIA. DOD, PI3f and Secret Service, and is almost complete. r havc also 
asked the Assistant Secretary to serve as my special adviser on security affairs, 
\\'hile we work with Congress to establish the position of Under Secretary for 
Security. Counter-terrorism and Law Enforcement Affairs. 

I will be frank and say that some of these reforms have been resisted. Today, 1 want 
10 make it clear that 1 am asking for, and expecl, your full support. . 

Because we cannot and should not accept a culture within the Department that 
resist'} paying full attention to Ollr security responsibilities. We cannot and should 
not suggest that those responsibilities somehow interfere with the performance of 
our jobs. For. in truth, this is not possible. Security is an inherent, inextricable. and 
indispcnsnble component of all our johs. 
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As YOll wdl know. a laptop computer cotHnining sensitive information disappeared 
recently from one of the most :-;ccure arctls of the Department. Combined with the 
7th l100r bugging incident, lhis demonslrates that more efforts on our part are 
needed. And these events have raised questions 'within Congress and the public 
about our commitment to security. 

You may have seen reports indicating thm I am furious about lhese incidents. Wei!. I 
am, and hope you are, 100. Failures to observe basic procedures put our nation's 
secrets at risk 'I1H;'Y damage the credibility and reputation of the Department and 
everyone who works here, They are intolerable and inexcusable. And together> we 
must strive to make their rcp!.!iition unimaginable. 

Let me stress n few points, First. I repeat: security is a core component of the job of 
each and every person in this fO{)nl, and those listening to us outside. 1 don't care 
hov.' skilled you arc as u diplomat. how brilliant you may be at meetings, or how 
creative you "lfC as an administrntor; ifyoll arc not professional about security, you 
are a failure. 

Every personnel fCview should include an evaluation of how well security-related 
responsibilities are fuHliled, And every employee \vho handles or safeguards 
clussificd or scnsitive information must attend the Department's annual security 
briefings, GcHing security right requires not just a short burst of attention. It 
demands a pennancnt commitment 

Sccond~ the vast majority of Stnte Department employees already take their security 
duties w.'ry seriously. I cmft emphasize that enough. 1t is the few who neglect or 
\\'ho are casual about their duties who create problems for all of us, So this is one 
area wh(,~re we must each be our neigbbor's keeper. If you sec a violation, don't look 
the other way, Correct it, report it, and ensure it doesn't happen again, 

Third, forget thut the Cold War ended. Spy novelists may be having trouble thinking 
up plots, but our nation stilt has enemies; our secrets sltllneed protccling~ and the 
threats \Vc face are more varied and less predictable ,han ever. Jefferson had it right 
when he said that liberty's price is "eternal Vigilance." 

Fuurth, don't le1 where you scrve affect the precautions you take. It mny seem Jess 
nccessary to gn the extra mile for security here than in a sensitive overseas post, It is 
not The imperatives ofday~to~day security do not change whether you live in 
Bethesda or Beijing. 

Finally, don't rely on memory alone: Develop and follow procedures. I have to telt 
you that when I ny on a plane that says the United State.s of America, with our 
trained pilots who have flown tbousands of hours, and I watch them in the cockpit, 
they sit there with a manual and lhey go through every step by step, making sure that 
they do the right things In flipping switches and moving various gidget:. around. 
And 1 ani so impressed at the discipline that they take in doing that. And they do it 
because they don't want to go down. And we don't \-vant to go down either. We 
should do the sume kind of procedures every day before we go home. 

Let me emphasize again that, in responding to this challenge, there is no "us" or 
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l'thcm'" only "we'!. We all have an interest in seeing that Jhose who need highly 
sensitive information in their jobs have a{;cess to ii, on a tonvcnicnt and timely 
basis. We all have an interest in guaranteeing the security of that inronnatiotl, ror 
without that guarantee, the information will be compromised and access to similar 
data in the future will be in doubt 

We all have a stake in safeguarding the interests of our nation. tlnd ill $ceing that 
within our Department, there exists a climate and culture which ensures that security 
is u top priority for every employee, every day. This is essential [{} the future ofIhe 
US Department of State, and critical, therefore, to the future our country, because 
American diplomacy is our first line of defense, rmd together. we have vital work to 
do on behalf of democracy, ill support of peace. in service to our citizens, and in 
rul lillmcnt of our nation'S unique global role. 

1 have never been prouder than to scrve with all of you. And I am confident that we 
will respond appropriately now, and proceed with America's work at a level of 
excellence unmatched hy any comparable institution anywhere in the world. 

Thank you very much, and 1'/1 now be happy to take your questions, 

QUESTION: Good morning, Madame Secretary. My name is Gary Galloway and 
I'm proud to serve as Agency Vice President for the American Federation of 
Government Employees, representing more than 6,000 bargaining umt cmployf.-cs in 
the Department. 

H's been our experience that, in the past, when security violatiolls have been 
observed by ci vii service employees, reponing or these violations has resulted, in 
some cases, in no action ~~ and, in the ,vms! cases, retaliation or reprisal against 
employees. 

What we'· would like to know is what new meusures will be taken to ensure that these 
Issues will be addressed without negative consequences to employees, 

SECRETARY ALBRIGHT: Well. first of all, let me say that what is very' 
important is that We aU understHnd this is a responsibility for everybody equally -
Foreign Service, Civil Service and Foreign Service nationals, as I have said. And 
that what has to happen, we have to understand thut we all have ajoint responsibility 
for this and no one's career will suller unjustly and no one's, on this most recent 
ineident, has. People have been moved but their investigation is ongoing. 

And I believe that the procedures that will be in place will be sueh that people will 
be treated fairly, that their righl~ \\lill be rcspccled. and toot no one will be in any 
way demeaned or punished for something before there is a full investigation. I do 
think it is important, however. that we take the kinds of measures immediately that 
make it possible for investigations to go forward. 

QUESTION: Madame Secrch1ry, Marshall Adair, President of the American 
Foreign Service A:;sociation. 
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First of all, I would like to cOlllmend you for your work on lhis issue, not only the 
issue of security of information, but also security of personnd. Both of them we 
rccognize are critical to the management ofeffective foreign policy. 

I think that we also - we need 10 point out that information of security overall has 
been managed very well, particularly at our overseas posts, It is more diffie"lIlt here 
al1he Department orState. '111C challenge is substantially more -difficult. It is" hlrger 
inslitutij)n~ it is more diverse and it also has a commitment, reinforced by this 
Administration. correctly so, to muintnin openness to the public. That makes things 
far more difficult. 

As you pursue your efforts to improve security hen: at the Department or Slate, 1 am 
sure that the Foreign Service and certainly the Foreig.n Service Association will 
work very hard together with ),OlL We would appeal -- we would make several 
appeals Lo you, however. 

First of all, that you concentrate resources on security problem itself and not be 
diverted by re:-;:ponding to the critks, as OPfKJs('!u to the problem. Secondly, do as you 
have just done today; Seek the cooperatIon of those working here, rather than 
seeking to apportion blame. And, third, seek more resourtes. And I would commend 
you for your comments today in that regard and certainly for your efforts over the 
last scvC',ral years to improve the foreign affairs budget here, because we emft do 
anything without more resources, The budget of the Department of State rigbt now 
is appallingly low. 

As r say, we will certainly work with you in this regard. My question here WQuid be: 
Have you made an estimate now of the kinds of resources it will take to substnntiaHy 
improve this kind of security at fhe Department ofStak? 

SECRETARY ALBRIGHT: First of all. thank you very much for your words of 
support and YOUf understanding that we are all in this together. I feel that very 
strongly and, as I look around this room and sec the many people that I have had 
contnct with. whether it's in my office or in tht.: cafeteria, yot! arc all amazing people 
wii() are incredibly dedicated to this country. And. as I have said, I am very grutcful 
for the privilege of serving \.... i1h you. 

But I think what we have to understand is how serious this is and how one, in fact, 
balances what you said, Marshall, about the openness of our society and our need to 
carry on work" And ,>ve arc going to try 10 find that balance. 

Dave CarPenter, as I said, is going through thiS top-to-bottom and bottom-to-top 
review with his other law enforcement colleagues. He has given me a preliminary 
report; but \'lie haven't done YClthe assessment on the resources. 

Where 'NC have a problem is when I've gone to testily -- and we are increasingly 
conscious of security issues bl....callse of the terrible bombings -- or how not to have -
and this is more ora building issue ~~ how not to have just secure buildings with 
nobody in them with no programs. or people who are exposed in places. and 1've just 
visited some really miserable locations when.: our embaSSies, the strllchlrcs 
themselves, where they are located, where lhe)' have programs and tbey nrc not 
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:'iccure. 

So we arc \\'orking with Congress and with each other to try [0 develop a good 
balance. BUl I do think that we are in an unfortunate era where we have to be much, 
much morc concerned ahout security ~ as [ said in my remarks. as a ;,:ore issue. But 
we arc working on the balance and Dnvc is working on providing me with estimates 
of resources that we will need and also outlining the various procedures that have to 
bappen here in temlS of going to the security reviews and having people come inlo 
each part oftne Department to go over the security procedures, making sure that the 
right people arc working on the problem, and that it really is a n.lsponsibility of 
everyone. 

All J can do is give you a kind ofhomc analogy. Everybody, when they leave a 
house, is rcsJX>nsibk for locking the door, It isn't up [0 just one member whose joh it 
is to lock the door. And that is where we have to act together. 

QUESTION~ Good morning. My name is Karen Saxe, r am a regional computer 
security ofliccr in charge of the United States, Canada and the NEA, one of two. 
And I wan! to say thank you for your strong words of support for security_ We 
appreciate it greatly. We can use il with our briefings With ambussudorS, POSlS, 

bureaus nnd so forth. 

I did h3ve a question, This is more computer security relnted, given the issue with 
the I:'-JR laptop and because thut concerns me personally, DOlllcstkalty, and I know 
you just arc beginning io work with Ihe Under Sccrew.ry for Security, domestically 
with computer security iS$ues. have you given any thought to strengthening 
domestic policy for computcr securi1Y? We're vel)' weak in that area. Any work in 
that area would be of grcat use to us 10 help us whcn we go and do evaluations of 
burcau$ and such to be Ilbl(.! to have something to ptnnd on to say to people that this 
isn't secure for this reason and you should do these things. Right now~ we don't have 
tho! backing. . 

SF:CRI~TARY ALBRJGIIT: Absolutely. Let mcjust make the following point.l 
think this is not true of evcryone 1n this room, but J think we arc all into a new 
technology em where -~ wc were saying this the other day -- that i( in fact. there had 
bcen 5,000 pieces of paper on Ii desk and they disappeared, you'd kind afbe aW~lTe 
of the fact thnt they \vere gam'!, And especially if they were marked with all the 
appropriate markings, 

And the problem here is that) as computer literate as many people are, they Slill 

don't, I think. fully understand what it is that happens with a laptop computer and 
hard dl'iyes and CD~ROMs and various aspects of them. And 1 think that \'ole just 
need to he ktter about understanding. 

Yesterday. I was wilh the Wall Street JOllrnal Editorial Board and they were, as you 
can imagine, asking me about this:. And I think tbat it is a question of technology 
and how people understand and hundle it And you will have, as a result of the 
procedures t!wt we're scHlng up, a much more spccilic set of guidelines that I think 
will help you in order for the rest of the people here [0 understand the security and 
sanctity of a laptop or any computer. given the transler of information that way, 
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QUESTION: Bruce ~atthews, l am a security engineering oHicer with our 
Diplomatic Security Training Center at the moment 1) too, appreciate your 
comments. 1am already lamenting the facl that many of our colleagues will read 
them only in words on paper. rdon't think they can appreciate the honesty with 
which you delivered them. I do appreciate that. 

SECRFTARY ALBRIGHT: We'll make a video. 

(Laughter. ) 

Q{;-ESTION: There you go, Modern technology helps.. 

I do ha\c an appeal, though. I think onc of the issues th;it we need to deal with 
fundamenl.ally in the Department is our luck of classification guidelines. It is hard to 
hold anyone accountable or have an accounlability structure that's effective without 
something to state when that aecountabil1ty needs to be put in place. And other 
agencies do have classification guidelines and, to my knowledge, we don't have a 
well-eslablished set within the Department to the detail required for the average user 
who's writing and creating documents and material to have a solid guidance of \V,hen 
the), should classify and to what level 

And so my appeal to you is to siart an effort, if we can) to either better publish them 
jf they t:xist or to create them if they don!t. 

SECRETARY ALBRIGHT: lthink you have a very important point and [ think 
that there are a lot ofpeople who aetuaHy hdieve that documents are over-classified 
or they are classified incorrectly, and kind uf a sense that ifa cable comes in 
classified, that the response also has to be c1assitied, and a number of questions that 
people have. I think that this is an issue that also does need clarification and will be 
clarified, because itts an lmpOl1ant part of the process. 

Let me say that, you know, J do r~ot in any way wish to underestimate what has 
happentd here: it is huge and tenible. But r hope that we can use this not only as 
something 1hat hns made us realize the importance of what we're doing but to tum it 
into a g.)od ICHrning lesson about questions such as you're raising, where people 
kind of go along with wbat they think is the process without fully understanding it. 
And so we ~\rc going to look at not only what you asked about the guidelines 1'01' 

comput..:rs, but just how to do things better. And Dave is going to. work on that Hnd. 
Skip. you are going to get involved in a lot of these aspects. 

And [ must say that we're getting tremendously good cooperation from the Agency 
and Director Tenet and 1 have been talking and '.vill continue to talk about how to 
improve variuus parts orthis, And I think people -- Ambassador Gnehm has told me 
that you all have cards and things that we hope very much that you will not only 
have questions on that we can answer later but also suggestions and things that you 
believe ought to be looked at. 

[can't empha...;;ize enough the "we" part ofthis. f fed very strongly about tbis, as is 
evident, but J can't do this alone. I am the ultimate person that is responsibJe for this 
and I take that responsibility on" But all ofyou have to be a part of this, and I think 
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suggestions of various kinds will be very helpful. 

QUESTION: Madame Secretary, my name is Kern Eggspuehler and 1am a 
computer security specialist with Diplomatic Security, And one of the things that 
Assist.ant Secretary Carpenter has been very supportive of is our efforts in computer 
security, And \VC travel on teams that do assessments of our computer systems 
worldwide, And one of the things that 1 think has not been addressed is that our 
upper level management - first of all, many times when I brief an ambassador, a 
DCM or a consulate general, they tell me this is the first lime they've i.:vz:r had a 
computer security briefing in their entire careers. And many times, you know. 
they're very upset about this, 

But I have nlso been confronted with senior management who basic<illy &'\y, I don't 
have to deal with this, this isn't my problem. And a lot of limes. computer security or 
any security is going to come from the top down. So 1 appreciate your comments on 
this. ant.! I was wondering how we arc going to educate our senior management to 
takc this seriously and to recognize it because it's not ju~t a matt<.:r ol~ you know; the 
individuals doing it but really our senior rn.magemcnt making a commitment to this. 

SECRETARV ALBRIGHT: I believe we all have to make that commitment. And 
it's a little bit -- I think it may be that some of the senior people ~lre embarmsscd to 
admit that they don't know anything about it> you know. So people should fcel free 
to as.k all the questions they always wanted to know about computers. And> you 
know, it's a generation problemJ f can assure you. 

(Laughter.) 

But I think that we need to do that, and people should not be embarrassed to ligurc 
out how to even turn on their computer, So I urge everybody and Dave is working. 
We arc going to have a PfQgram here that requires people to go to various sessions, 

. where all of you will be going around even on n mOre frequent basis to make these 
kinds of explanations. And if people W'dnt to talk to you privately, they can do that. 
Btl! I really do believe that you're absolutely right: it has to come from the top down, 

QUESTION: I mean. this is twofold, 1 menn, when you were talking carlier about 
acemmlabillty, because that's one of the things. too, We've briefed IhentHy almost 
10,000 pl!up!e in the last two years, But it's one of those things lh~H. i fihey aren't 
held uccounlablt.! for their uctions j then why do we even do the work that we do? 
And the gentleman that first that was speaking was saying. yot! know, I hope careers 
aren't inllllenccd by this, But I think they should be, if they have flagrant disregard 
for security in every aspect. So I think accountability is a key issue and part of thaI. 

SECRltTARY ALBRIGHT: I agree with that. Which is why. in my remarks, I said 
that as there arc evaluations: arc being made of people as to whether they arc 
perfonning their jobs ..<..el!, ho\\' they are accountable on security IsslIes is going to 
be a part of that. I think that that is essential. And I must say, I am vcry glad you 
raised the question ofaccountHbility There is a little bit too much ofthi5 going on. 
and "I didn't sec it" or "I didn't do it" or "It wasn't my responsibility." And this goes 
back to, you know, everybody is responsible for locking the rront door. 
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I think people in u bureaucracy, any bureaucracy 1 have n tendency to say somebody 
else did it. And we can't have that kind of culture. I'm kind of -- you know, I was 
call1ng mcmbers of Congress up ahout this, which was not a great, fun activity ~
(laughter) -- and SOme oflhcm said, \vell, it's just the culture of the State 
Department, That's embarrassing. I don't want to anSWer I{)f that. I don't want to be 
humilint{...u Of embarrassed on our behalf, I want to be proud, as we j~lstly sho~"d be, 
of many -- all, mostly -- fantastic people here. And you have to take ';l(;:t;:Ollnt~lbility. 
And you're absolutely right. 

Thank you all very much. 

LEnd of DOCUIllCllti 
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Disposition of Weapon-Grade Plutonium Designated as No Longer Required 
for Defense Purposes and Related Cooperation, Moscow, June 4,2000; I p. 

IV-5 Joint Statement of the United States and the People's Republic ufChina: 
Missile Proliferation, Washington, October 4, 1994; I p. 

IV-6 Department nfState Fact Sheet: Joint United States-People's Republic of 
China Statement: Missile Proliferation and Joint Uniled States~Pcople's 
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IV·12 	 Letter from President Clinton to the Senate of the United States transmitting 
for advice and consent to ratification the Convention on the Prohibition of 
the Development. Production, Stockpiling and Use of Chemical Weapons 
and on their Destruction. Washington. November 23. J993~ 19 pp. including 
attachments. 
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:;re- I
Cre"ted December 9.1996 

New York, 17 April-12 May 1995 NPTICONF.1995/32IDEC I 

Decision 

STRENGTHENING THE REVIEW PROCESS FOR THE TREATY 

1. The Conference examined the implementation of article VIII.3, of the Treaty 
and agreed to strengthen the review process for the operation of the Treaty with a 
view to assuring that the purposes of the Preamble and the provisions of the 
Treaty are being reillized. 

2, The States party to the Treaty participating in the Conference decided, in 
accordance with anide VJII,3, oillie Treaty. that Review Conferences should 

. continue to be held every five years and that. accordingly, the next Review 
Confu"",.. should be held in the year 2000. 

3. The Conference decided that. beginning in 1997, the Preparatory Committee 
should hold, nonnaUy for a duration of to working days. ameeting in each of 
the three years prior to the Review Conference, If neceSsaryt a fourth preparatory 
meeting may be held In the year of the Conference. 

4. The purpose of the Preparatory Committee meetings would be to consider 

princi p'les, objectives and 'Ways in order to promote the full implementation of 

the Treaty, as well as its universality, and to make recommendations thereon to 

the Review Conference. These include those identified in the Decision on 

Principles and Objectives for Nuclear Non-Proliferation and Disarmament 

adopted on 11 May 1995. These meetings shouJd also make the procedural 

preparations for the next Review Conference. 


5. The Conference also concluded that the present structure of three Main 

Committees should continue and the questlon of an overlap of issues being 


. discussed in more than one Committee should be resolved in the General 
Committee. which would coordinate the work of the Committees so that the 
substantive responsibility for the preparation of the report with respect to each. 
specific issue is undertaken in only one Committee. . 

6. It was also agreed that subsidiary bodies could be established within the 

respective Main Committees for specific issues reievant to the Treaty, So as to 

provide for a focused considered of such issues. The establishment of such 

subsidiary bodies would be recommended by the Preparatory Committee for 

each Review Conference in relation to the specific objectives ofllie Review 

Conference. 


1, The Conference agreed further that Review Conferences should look forward 
as well as back, They should evaluate the results of the period they are 
reviewing. including the implementation of undertakings of the States parties 
under the Treaty, and identify the areas in which, and the: means through which. 
further progress should be sought in the future. Review Conferences should also 
address specifically what might be done to strengthen the implementation of the 
Treaty and to achieve its uruversaiity. 
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Created December 9> 1996 

New York, 17 April·12 May 1995 NPTiCONF,1995/321DEC.2 

Decision 

PRINCIPLES AND OIUECTlVES FOR NUCLEAR 
NON-PROLIFERATION 

. AND DISARMAMENT 

Reaffirming the preambie and articles of the Treaty on the 
Non~Prohferation of Nuclear Weapons, 

Welcoming the end of the cold war. the ensuing easing of international 
tension ana the strengthening of trust between States. 

Desiring a set ofprinciples and objectives in accordance with which 
nuclear non..proliferation. nuclear disarmament and intematio~al:cooperation in 
the peaceful uses of nuclear energy should be vigorously pUrsued and progress, 
achievements and shortcomings evaluated periodically within the review process 
provided for in article VIU (3) of the Treaty, the enhancement and strengthening 
of which is welcomed, 

Universality 

1" Universal adherence: to the Treaty on the Non~Proliferatioo ofNuclear 
Weapons is an urgent priority, All State. not yet party to the Treaty are called 
upon to accede to the Treaty at the earliest date, particularly those States that 
operate unsafeguarded nuciear facilities. Every effort should be made by aU 
States parties to achieve this objective. 

Non-proliferation 

2. The proliferation of nuclear weapons would seriously increase the danger Qf 
nuclear war. The Trea.ty on the Non~Proliferation ofNuclear Weapons has a vital 
role to play in preventing the proliferation of nuclear weapons. Every effort 
sbould be made to implement the Treaty in all its aspect. to prevent the . . 
prolifi:rntion of nuclear weapons and other nuclear explosive devices. without 
hampering the peaceful uses of nuclear energy by States parties to the Treaty. 

Nuclear disarmament 

3. Nuclear disarmament is substantially facilitated by the easing of international 
tension and the strengthening of trust between States which have prevailed 
following the end of the cold war, The undertakings with regard to nuclear 
disarmament as set out in the Treaty on the Non-Proliferation ofNuclear 
Weapons shQuld thus be fulfilled with determination, In this regard, the 
nuclear-weapon States reaffirm their commitment, as stated in article VI. to 
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pursue in good faith negotiations on effective measLUt'.:s relating to nuclear 
disannament. . 

4. The achievement of the following me8.Sm-cs is important in the fun realization 
and effective implementation of article VI. including the programme: of action as 
reflected beLow: 

(a) The completion by the Conference on Disarmament of.the negotiations 

on a universal and internationally and effectively verifiable 

Comprehensive Nuclear~Test-Ban Treaty no later than 1996, Pending the 

entry into force,of a Comprehensive Test~B'an Treaty. the nuclear-weapon 

States should exercise utmost restraint; 


(b) The immediate commencement and eady conclusion ofnegotilltions on 

a non-discriminatory and univcn;ally applicable convention" banning the . 

production of fissile material for nuclear weapons or other nuclear 

explosive devices, in accordance with the statement of the SpeCial, 

Coordinator of the Conference on Disarmament and the mandate 

contained therein; 


(c) The detennined pursuit by the nuclear-weapon States ofsystematic and 

progressive effort5 to reduce nuclear weapons globally, with the ultimate 

goals of eliminating those weapons, and by an States of general and 

compJete disarmament under strict and effective intel1,lationai control. 


N\!.cJear.~eapotl-free zones 

5. The conviction tlmt the establishment of internationally recognized 
nuclear-weapon:~free zones, on the basis of arrangements freely arrived at among 
the States of the region concerned. enhances global and regional peace and 
security is reaffinned. . ~ 

6. The development ofnuclear~weapon-free zones, esp<x::ially in regions of 
tension, such as in the Middle East, as well as the establishmenr of zones free of 
all weapons ofmass destruction should be encouraged as a matter of priority> 
taking into account the specific characteristics of each region, The establishment 
of additional nuclear~weapon-free zones by the time of the Review Conference 
in the year 2000 would be wekome. 

7. The cooperation ofaU the nuclear-weapon States and their respect and support 
for the relevant protocols is n~essary for the maximwn effectiveness ofsuch 
nuclear..weapon-free zones and the relevant protocols: 

Security assurances 

8, Noting United Nations Security C,ounciJ resolution. 984 (1995), which WllS 
adopted 1.lllllJlimously on II April 1995, as well as the declarations by the . 
nuc[ear~weapon Sates concerrung both negative and positive security assuranccs, 
further steps should be considered to assure non--nuclear-weapon States party to 
the Treaty against the use or threat of use of nuclear weapons. These steps could 
take the form of an internationally legally binding instrument. 

Safeguards 

9, The International Atomic Energy Agency (lAEA) is the competent authority 
responsible to veriJ'y and assure, in accordance with the statute of the lAEA and 
the Agency'. safeguards system. oompliance with its safeguards agn:ements with 
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Stales parties undertaken in fulfillment of their obligations under article III (\) of 
the Treaty, with a view to preventing diversion of nuclear energy from peaceful 
uses to nuclear weaPQns or other nuclear explosive devices. Nothing should be 
done to undermine the authority of the lAEA in this regard. States parties that 
have concerns regarding non~compliarice with the safeguards agreements of the 
Treaty by the States parties should direct such concerns, aiong with supporting 
evidence and infonnation. to the lAEA to consider. investigate, draw 
conclusions and decide on necessary actions in accordance with its mandate. 

. 10. All States partiesrequired by article III of the Treaty to sign and bring into 
force comprehensive safeguards agreements and which have not yet done so .' 
'shouJd do so without delay. 

11. IABA safeguards should be regularly assessed ~d evaluated. Decisions 
adopted by its Board of Governors aimed at further strengthening the 
effectiveness of lAEA safeguards should be supported and implemented and the 
IAEA1s capability to detect undeclared nuclear activities should be increased.. 
Also States not party to the Treaty on the Non-Prolifetation ofNudear Weapons 
should be urged to enter into comprehensive safeguards agreements with the 
lAEA, 

12. New supply arrangements for the transfer ofsource or special fissionable 
material or equipment or material especially designed or prepared fur the 
processing, use or production of special fissionable material to 
non-nuclear-weapon States should require; as a necessary precondition, 
acceptance ofIAEA full-scope safeguards and internationally legally binding 
commitments not to acquire nuclear weapons Ot other nuclear explosive devices. 

13. Nuclear fissile material transferred from military use to peaceful nuclear 
activities should. as soon as practicable, be placed under lAEA safeguards in the 
framework of the voluntary safegllilfds agreements in place with the 
nudear~weapon States, Safeguards sho~lld be universally applied once the 
complete elimination of nuclear weapons has been achieved. 

Peaceful uses of nuclear energy 

14. Particular importance should be attached to ensuring the exercise of the 
inalienable righ~ of all the: parties to the Treaty to develop research, production 
and use of nuclear energy for peaceful purposes without discrimination and in 
conformity with articles I, II as well as III of the Treaty. 

15. Undertakings to facilitate participation in'the fuHest possible -exchange of 
equipment, materials and scientific and technological information for the 
peaceful uses of nuclear energy should be fully implemented. 

16. In all activities designc:d to promote the peacef!,d uses of nuclear energy. 
preferential treatment should be given to the non-nuclear~weapon States party to 
the Treaty. taking the needs of developing countries particularly into account. 

17. Transparency in nuclear-related export controls should be promoted within 
the framework of dialogue and cooperation among all interested States: party to 
the Treaty. 

18. AU 8ta!e$ should- through rigorous national measures and international 
cooperation, maintain the highest practicable levels of nutlear safety, including 
in waste management, and observe standards and guidelines in nuclear 1DlIlerial. 
accounting, physic.u protection and transport of nuclear materials. 
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19. Every effort should be made to ensure that the IAEA has the financial and 
human resources neCtlSsary in order to meet effectively its responsibilities in the 
areas of technical cooperation. safeguards and nuclear safety, The lAEA should 
also be encouraged to intensify its efforts aimed at finding ways and means for 
funding technical assistance through predictable and assured resources. 

20. Attacks or threats of attack on nuclear facilities devoted to peacefuJ purposes 
jeopardize nuclear safety and raise serious concerns regarding the application of 
intemationallaw on the usc of force 1n such cases, which could warrant 
appropriate action in accordance with the provisions of the Charter of the United 
Nations, . 

The Conference requests that the President of the Conference bring this 
decision. the Decision on Strengthening the Review Process for the Treaty and 
the Decision on the Extension of the Treaty to the attention of the heads of State 
or Govermnent ofall States and seek their full cooperation on these uocwnents 
and in the furtherance· of the goals of the Treaty, 

'.' 
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