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. Goal 3: Strengthening Partnerships With State and Local Governments 
to Fi~=ht Money Laundering Throughout the United States 

The 1999 Strategy identifies the growing interest and importance of state and local governments 
in money laundering prevention, detection, and enforcem,ent. Increasingly, state and local 
governments have recognized that the illegal and often violent acts financed by money 
laundt:ring are at the heart of their traditional law enforcement concerns. 

Local enforcement and regulatory officials -- working with federal officials in their areas -- are 
well-positioned to recognize potential money laundering activity and to adjust enforcement and 
regulatory parameters to local conditions. For this reason, both Congress and the 1999 Strategy . 
called for the establishment of federal grant program to provide seed capital for emerging state 
and local counter-money laundering enforcement efforts. Since the issuance of the 1999 
tratf:gy, progress has been made in the ·development of such a program. e upcomi ar, 

~~ r.", the Departments of the Treasury and Justice will implement the pilot hase . gram 
1. " _ ) and begin dispersi.ng funds to eligible state and local recipients.. I . 200 , he Departme.nts of the 
~" ~:Treasury and Justice will establish the grant program on a long-term aslS, and continue to seek 
;':;"'1 to en(!ourage state: and local. efforts through training, information exchange, and technical 
pLvr assistance. Finally, the Departments of the Treasury and Justice will conduct a campaign to 

I,..)....>{ reach out to state and local partners for general input on the Strategy to ensure that the federal 

~1..1",-h-- priorities and programs outlined herein are fully supportive of their needs. 


I 	 . 
~ ...... ~. 

Objective 1: P,'ovide Seed Capital for State and Local Counter-Money Laundering 
Il. I Eliforcement Efforts . .onrnS,nj . 

Action Item 3.1.1: The Department of the Treasury will complete the pilot phase of .trPUKS 
the Fnnallcial Crime-Free Communities Support Program and establish the ~ toi- pn>jt4.IV' 
framework for the longer-term program phase.,: U\"e. lr'l 

~oo,~ 	 Sub-Action Item 3.I.l.a: The Department of the Treasury wUl complete a 
Memorandum of Understanding (MOU) with the Department of Justiceconceming~-4e.-V", 
the Opel'8tion and Administration of the C-FIC Program.'ioaf"tUVt 

1\ (iO()O ~ 
Lead: [this seems too hillhl Under Secretary for Enforcement, Department ofthe 

. Treasury 
Deputy Director, Bureau of Justice Assistance and Office ofJustice 

. Programs, Department ofJustice 

!;oals for 2000: Execute an MOU with the Bureau of Justice Assistance (BJA) 
and Office of Justice Programs (OJP) to cover both the pilot phase of the C-FIC 
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. \ 
program and the longer-term program phase. 

Milf~stones: By April, the Department of the Treasury will sign an MOU with 
BJA and OlP governing t,h.e pilot phase and program phase of the C-FIC grant 
program and finalize the application process for the pilot phase. 

[Need Text - incil.rding explanation ofwhy BJA will administer.' 

Suh·ActiOll Item 3.1.1.h: Tbe Treasury Department will complete the pilot pbase of 
the C-FlC Program and Award Grants. 

Lend: 	Under Secretary for Enforcement, Department ofTreasury 
Deputy Director, Bureau ofJustice Assistance and Office ofJustice 
Programs, Department ofJustice 

Go-lis for 2000: Award C-FIC grants to successful candidates' t ur 
HI1FCAs. Publish the details or ow to apply for C-FIC funds in an appropriate 

. publication and on the Internet web sites of the Department ofTreasury and BJA, .. 
and publicize the availability of pilot phase C-FIC grant funds. 

Milestones: By April •.the Treasury Department will·finalize the application· 
process for the pilot phase of the C-FI C program and publish the application on its 
Internet website and on BJA's website. Beginning in April, the Treasury 
DI!partment will evaluate pilot phase C-FIC applications and award pilot phase C
FIC grant monies. 

The Financial Crime-Free Communities Support (C-FIC) program, was authorized by Congress 
in 1998. Congress appropriated $2.9 million in FY 2000 for the commencement ofthe C-FIC 
program. The pri>gram will provide techIlical assistance and training, information on best 

-pracuces, and grants to support state and local law enforcement efforts to detect an'.Ulrevent . 
money launderiltg and related financial crimes, whether related to narcotics or other ~deriyhig 
'~nses. . 

The Treasury Dc!partment, after consulting with the Department ofJustice, has divided the C-FIC 
program into two phases -- a one-year pilot phase followed by a longer-term program phase. ,The· 
program phasi\¥ilITast for the duration of any Congressional appropriations for the C-FIC 
program. I~ 1Iot has -FIe grants will be awarded 0 eligible candid tes within the 

@rHIFCA)dc:signate by the 2000 trategy. During the,.program phase of the C-FIC program. 
whiC1i"Wi1I'be in place prior to the release of the 2001 Strategy, assistance will also be available 
under the program t~Leligible candidates outside of HIFCA areas. Even in the Program Phase; 
there will be some coordination between the HIFCA and C-FIC programs since. by definition, 
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HIFCAs are areas where money laundering and related financial crimes are a serious law 

enforcement concern that merits an increased focus of federal, state, and local counter-money 

laundering efforts. Thus, state and local programs within HIFCAs will continue to be· 

particularly appropliate grant candidates in the Program Phase. 


C-FIC grants are to be used as seed money for state and local programs that seek to address 
money laundering !;ystems within their areas. for exam Ie, grant funds could be used to 
ltifiKlC~eXPand a: fmaocial intelligence c~ e=state or localle~r to purchase -_.' 
'computer hardwm: and software for us~ in financial investigative aIlMyS1S. Foods coUld also be 
used to train state Emd local law enforcement officers to detect indicia of mon.ey laundering or to 
train and hire auditors to monitor the money flows and recordkeeping of certain types of 
businesses, such an money transmitters. 

C-FIC's success rrlUst not bejudgeCl simply by the amount ofmoney it awards in grants. By 
making available information and analytic resources, and providing training for state and local 
officers, the program can reduce the need for state and local agencies to reproduce the . 
infrastructure, or independently acquire the knowledge, necessary to investigate financial crime. 
Thus, for exampl€:, a state police intelligence center could use grant funds to commission a study 
of cash flows or rdated indicia of possible money laundering in the state. ! . , . 
Pilot Phase Eligibility. Any state or local law enforcement agency or prosecutor's office in an 

. area designated as a HIFCA in the 2000 Strategy is eligible to apply for a C-FIC grant. 

Pi/ot Phase Contact Person. An eligible state or local law enforcement agency or prosecutor's 

office can contact the Department of the Treasury's C-FIC Pilot Phase Coordinator with any 

questions at (202) 622-0300. 


Pilot Phase Criteria/or C-FIC Grant Awards. The following criteria will be used to evaluate· 
applications for C-FIC grants in the pilot phase.;), 

Criterion One: Demonstration of Problem or Threat 

A grant applicant must demonstrate that it is focusing on a significant money laundering problem 
or risk, in a manner consistent with the National Money Laundering Strategy. Each application 
should include III preliminary threat assessment that identifies the most significant money 
lawldering risks the applicant is proposing to address using C-FIC grant funds. 

, . 

Criterion Two: HIFCA Collaboration· 

A pilot phase grant applicant must demonstrate how it plans to collaborate with other law 

enforcement agenCies or prosecutor's offices within the HIFCA. For example, an application 
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could outline how the applicant proposes to coordinate its activities with any relevant HIDTA 
and OCDETF efforts, and indicate whether the applicant is prepared to refer appropriate cases to 
these groups. 

Criterion Three: Focus on Money Laundering as Such 

C-FIC grants should help enable state and local law enforcement officials and prosecutors to 
understand, investigate, disrupt, and prosecute those who run money laundering systems. The 
grants should not be used to fund investigative efforts focused primarily on the predicate crimes 
that generate launderable proceeds. 

CriterIon Four: Effectiveness and Perfonnance Measures. 

Each applicant must submit an analysis of how it will target the problem that it seeks to address. 
Effectiveness need! not be measured in tenns of immediate arrests or cash seizures, although such 
statistics may be I'l!levant. 

Criterion Five: Lasting Effect 

e:'FIC pilot phase applicants should describe how the use ofthe C-FIC award funds can generate 
progrtess against Dloney laundering activity that will continue after the grant award period has 
expired. 

Pilot Phase Grant Awards and Conditions I Pilot phase grant awards will be made by the 
Secretary ofthe Treasury in consultation with the Attorney General. "In general, a pilot phase 
C-FIC award will not exceed $300,000.n . 

Accountability. Each successful pilot phase applicant must establish a system to measure and 
report the results of the use ofthe grant funds; The reporting system should include biennial 
surv«~ys to measuxe progress and effectiveness. As part of its reporting obligations, the grant 
recipient must also agree to assess the level ofcooperation between it and the federal. state, and 
local law enforct:ment agenCies and regulators involved in fighting money laundering and related 
financial crimes. 

Administration ofthe Pilot Phase C-FIC Program. The Treasury Department, in consultation 
with the Departrnent of Justic~, will set C-FIC program policies and oversee the evaluation and 
ranking of grant applications. Treasury will execute a Memorandum ofUnderstanding with the 

II [Is tkb; footnote necessary?, Federal law requires that any recipient ofa C-FIC grant agree to 
return C·FIC grant monies awarded to the extent that monies are received by the grantee via asset 
forfeiture as a result of efforts funded by the grant. 31 U.S.C. 5352(cXl). 
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Bureau ofJustice Assistance (BJA) and Office ofJustice Programs (OJP) who will administer 
the pilot phase of the C-FIC grant program. BJA and OJP will disburse the grant funds and 
maintain and operate all necessary data and reporting systems for pilot phase grant applications 
and disbursements, and oversee the audit of pilot phase grant awardees. . 

Sub·Action Item 3.1.1.c: The Treasury Department will complete the framework 
for the Program Phase (phase II) of the C·FIC Program. 

~.~iN~ Lead: Deputy Assistant Secretary for Enforcement Policy, Department of 
~~~. c.rJ ~ Treasury . . . . 
k., ~~ .., Deputy Director, Bureau ofJustice Assistance and Office ofJustice 

, Programs, Department ofJustice 

(5;oals for 2000: Complete the framework for the program phase II of the C-FIC 
program and publish the details for how to apply for C-FIC funds and who to 
contact for information in an appropriate publication and on Internet web sites. 
Publicize the availability of C-FIC grant funds. 

~1Ii1estones: By October, the Treasury Department will complete the framework 
. for how to operate the program phase portion of the C-FIC program, publish the 

I,rogram phase application criteria in an appropriate publication, and begin an 
outreach on the progrdlIl phase. Subject to Congressional appropriations, program 
{)hase funds will be awarded by the end of the year. 

Thl~ application evaluation criteria for the pilot phase of the C-FIC program has been described 
above. By October, the Treasury Department and BJA will develop the application package and . 
evaluation criteria for the competitive program phase. This information will be published in an 
appropriate publication (such as the Federal Register) and will be posted on the BJA website 
(www. ) .. 

When the program phase framework has been cOPlpleted, the Departments of the Treasury and 
lusticewill work'to conduct outreach efforts to publicize how eligible candidates can apply for' 
C-FIC grants. 

Objective 2: Promote Joint Federal, State, and Local Money Laundering Investigations 

Action' Item 3.2.1: The ,Departments of the Treasury and Justice will promote state 
and 101!al enforcement efforts that bridge state boundaries. 

Lead: Assistant Secretary for Enforcement, Department ofTreasury 
Assistant Attorney General, Criminal Division, Department ofJustice 
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Goals for 2000: Focu& efforts in bulk cash smuggling sector HIFCA and New 
York-New Jersey HIFCA to encourage cooperation in non-federal investigations 
that cross state and local jurisdictions. 

Milestones: By May, the Assistant Secretary and the Assistant Attorney General 
will meet with HIFCA action team heads in the bulk cash smuggling sector 
HIFCA and New York-New Jersey HIFCA to discuss strategies for state and local 
cooperation in money laundering and related financial crime cases which cross 
jurisdictions. These two HIFCA action team heads will report in September 2000 
to the Assistant Secretary for Enforcement and Assistant Attorney General about 
the steps that have been taken within the HIFCAs to create opportunities for 
multi-jurisdiction investigations. The Assistant Secretary and the Assistant 
Attorney General will issue report by January 2001 to the Money Laundering 
Strategy Steering Committee about the HIFCA's experience promoting state and 
local enforcement efforts that bridge state boundaries in the first year, identifying 
areas for improvement and recommendations for how to do so. 

State and local financial enforcement efforts often encounter djfficultjes becanse the ~al 
enterprises involved cross state boundaries. Federal artici ation in multi-state investi ations 

--can alleviate S'Oi e Jun lctional problems, but so can coordinated state investigations. One goal 
otthe HIFCA and C-FIC Programs IS to expand ways In which authorities from different states 
can share inteUitgence and plan joint investigative efforts. 

The two HIFCAs that cross state lines - the New YorklNew Jersey geographic HIFCA and the 
bulk cash smuggling sector HIFCA -- serve as ideal laboratories to discover how effectively the 
relevant state and local agencies cooperate with each other to achieve this goal. 

- In addition to meeting with the federal, state, and regulatory officials who take part in the two 
multi-:state HIFCA action teams, the lead officials will also meet with representatives ofthe 
National AssoC:iation ofAttorneys General, National Association ofDistrlct Attorneys, and State 
regulatory officials to solicit their input. 

Ol)jective 3: 	 Promote the Free Flow ofRelevant Information Between State and Federal 

Enforcement Efforts 


The 1999 Strategy identifies<E;tE~:;Gatewa~ as a key tool for,enhancing the access 
ofstate and 101;allaw enforcement to the valuable BSA infonnation maintained by the federal 
_~Jvemment. '[be Action Item in this section represents our continued comniitment to expanding 
the Gateway Program, and ensuring that the state and local law enforcement have the maximum 
appropriate access to the information they need to fight money laundering. 
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Action Item 3.3.1: The Departments ofthe Treasury and Justice wiD reach out to 
state and local authorities broadly for contributions to the National Money 
Launderin:g Strategy, toensure.that federal priorities are consistent with and 
complementary of state and local strategies. 

Lead: Assistant Secretary for Enforcement, Department of the Treasury 
Assistant Attorney General, Criminal Division, Department of Justice 

Goal for 2000: Devise and implement a comprehensive outreach strategy to 
obtain input from state and local regulatory and enforcement agencies. 

Milestones: The Assistant Secretary and the Assistant Attorney General will hold 
. a s.eries of meetings with state and local authorities to discuss the National Money 
Laundering Strategy. By November, they will report proposals on the Strategy to 
thl! Money Laundering Steering Committee. 

Expanded state and local participation in the development of the Strategy is required for It to be 
truly "national." To date, though there have been consultations, there has been no systematic 
outreach to state and local authorities. In the corning year, the Departments of the Treasury and 
Justice will institute an outreach effort to ensure that the contribution of state and local moneY' 
laundering authorities to the Strategy is maximized .. 

.. . 

Action "em 3.3.2: The Department of the Treasury wiD promote the use of 
FinCEN's Gateway Program so that it can become a vehicle for two-way 
informaUon exchange and joint state:.rederal financial analysis projects. 

Lead: Director, FinCEN, Department of the Treasury 

C:oaJ for 2000: Enhance the current Gateway access processes by developing and 
ir·nplementing a new memorandum ofagreement [aereement or understandine?J 
Uhe mou would be between whom?/. Additionally, begin the transition of 
current Gateway users to the new Secure Web System, and institutionalize the 
b'aining program and sponsor a State Coordinators Conference. 

~ilestones: By June, FinCEN. in concert with state representatives from New 
Jersey, .will establish a new training program and process that will be used to 
enhance the utility of the data via Gateway: In addition, the FinCEN Office of 
ChlefCounsel will complete the MOU [or MOA?l. During the Summer, FinCEN 
will host the State Coordinators Conference. 

Federal, state, and local law enforcement officials are beginning to realize the importance of 
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"following the money" and in particular utilizing the financial data available through FinCEN. 
The Gateway program originally permitted a central coordinator in each state to access FinCEN 
databases. However, demand for access to Gateway data has vastly increased, both amorig state 
and f(:derallaw enforcement. ~Bringing the state and federal users together under Gateway 
~ffords the investi&.ators the opportunity to not only get direct, online access to FinCEN data, but 
.~o be networked with other federal, state and local authorities through an "alert" program. In 
. September 1999, ~FinCEN hosted a meeting with state law enforcement and regulatory 

/;v1",j /-010 representatives to assess their needs, and.it ,,:as det~rmined that Gateway us~rs sought a se~ure . 
S'1..t ~~:ySte~for data access and communlcatlQn. FmCEN has acted upon thIS need, and the .. 
1 ' preliminary technological links between FinCEN and the IRS Detroit Computing Center that will 'fW'-ri d- allow for secure data access and retrieval have been installed and are being tested. 

~? 
• Obje4:tive 4: Eli/courage Comprehensive State Counter-Money Laundering and Related 

oho..b ,~ Legislation . . 
~~~f . 
1(1; c:Ju...r S Action Itt~m 3.4.1: The Departments of the Treasury and Justice will provide 
"\ technical assistance for enhanced state laws against money laundering. . 
rrom 
~ t,"",~ .,Lf!ad: Assistant Attorney General, Criminal Division, Department ofJustice
U:: 4-tU~. 

GI!)al for 2000: Convey to state authorities the federal government's interest in 
helping states to enhance laws against money laundering, and respond to requests 
from state authorities seeking assistance. 

Milestones: By June, the Justice Department will issue a letter to governors 
encouraging reviews and enhancements, where necessary, ofstate anti-money 
laundering laws. By No~ember, the Assistant Attorney General will report to the 
Money Laundering Steering Committee on the extent. of assistance required and 
OIl plans to meet this need. . 

At last count, ~~teen states have still not made money laundering a state crime, and some state 
laws against mOIley laoodering have serious gaps to cover. These weaknesses should be speedily 
CIOsi~. State me,ney laundering statutes are essential if states are to be full partners in the 
national counter-money laundering elIort, and the federal government Will make its resources. 

, available to facilitate that partnership. . 

The Department of Justice will issue a letter to the governors of the fifty states encouraging them 
t;;-review their state's laws against money laundering and offering assistance in enhancing state 
anti -money laundering statutes. To facilitate this review. experts at the Departments of the 
Treasury and Justice will assist states that are considering enacting or revising statutes dealing 
with money laundering or financial reporting and recordkeeping. Assistance can take the form of 
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prod.ucing information about the pattems of money laundering encountered in a state, or 
providing drafting or related advice about the terms of the necessary statutes themselves or 
related legal issues. The Administration also will encourage states to enact legislation licensing I 

and regulating appropriate money services businesses and diOse engaged m the:busmess of 
,--. . 	 " 

tral!!;portmg cunencx· . 	 ' 

Objective 5: Support Enhanced Trainingfor State and Local Investigators and Prosecutors 

Action Hem 3.S.1: The Departments oftbe Treas~ry and Justice will complete 
revision of a model curriculum for a financial investigations course for state and 
local law enforcement agencies, hold "Train tbe Trainer" national conferences, and 
distribute the curriculum. 

X,ead: 	[Deputy?} Assistant Attorney General, Criminal Division, Department of 
Justice 
Deputy Assistant Secretary for Enforcement, Department of the Treasury 

Goal for 2000: Revise and distribute a model curriculum . 

. Milestones: By June, the new curriculum will be finalized and distributed. 
Additionally, by the end of the year, the Department of Justice will conduct a pilot 
course using the model curriculum and obtain feedback for making final <;hanges 
tlO the curriculum. . 

.~iningjn financial investigations is no less essential for state and local enforcement 

~o~ssionals than for their federal counterparts. Indeed, organizations such as the National 


. Association of Attorneys General and the National District Attorneys Association have in the 
past produced slOme of the most comprehensive money laundering training and resource 
materials available. . 

To help meet the needs of state and local law enforcement agencies for up to date training 
materials, the nlew Asset Forfeiture Financial Investigations Curriculum will be distributed in the 
summer of2000. In addition to Training Coordinator Guides, Instructor Guides, and Participant 
Guides, the materials include supplementary power point presentations on CD, and two 
motivational and informational videos which focus on the goals of the asset forfeiture program. 
Also included are six videotapes which follow the hypothetical investigation upon which the 
curriculum is based, and which serve as a learning tool for course participants as they analyze the 
dec:isions made and actions taken by the characters in the videotapes. 
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Goal 4: Strengthening International Cooperation to 

Disrupt the Global Flow of Illicit Money 


Financial crime: havens and underground financial markets around the world are acritical part of 
a global system for hiding criminally earned profits. For this reason, efforts to counter 
international financial crime have been placed squarely on the national security agendas of the 
United States and its allies. The 1999 Strategy articulated an aggressive international agenda 
designed to improve international cooperation through diplomatic efforts, policy development, 
regulatory oversight, practical enforcement, and the provision of training and techirical 
assistance. 

A number ofiD):Qortm'lt~~have been taken in was 
relc~ased. Interllgency working groups have conci eview ofcorres ondent banking 
relationships with certain types of institutionsl and outlined oncrete agenda to involve the 
intl!rnational financial institutions more actively in the fight gainst money laundering. At the 
same time, the Financial Action Task Force ( . . . ressby welcoming 
new members, fostering the creation of regional sister or izations, and identifying "non
cooperative" jurisdictions. Ne otiations toward aUnite' . transnatio tal 

,2!B'@lized crime continue to show promise. The G-8 j tice ministers issued an important 
communique covering financial crime issues. And pra tical law enforcement and regulatory 
cooperation continues, but with an intensified sense 0 urgency, in the face ofthe explosion of 
globalized fina:ncial services. ' 

In many important respects, our strategy this year is continuation of last year's efforts. But this 
year promises to be auspicious in a couple ofrespect .~the.!:ill. is expected to issue a 
report on non-c:ooperative jurisdictions, the DECD II issue a re rt on i 
COmpetition pJoject, and the G-7 FiIi"'ancial Stability orum will conclude a re ort that will 
~s, inter ~I la, tee ec 0 0 1 nterson lobal fmancial stability. Thus, we 
wiAl have a unique opportunity to explore the nature f the ties between the distinct but related 

, "s.. lP reaJms of mom:y laundering, taxation, and prudentia oversight of fmancial institutions. . 
~ +"$ __ Hopefully, real progress can be made in policy disc ssions to articulate these connections. and to 
~ ~onvince ~e internat~onal cO.m.n:unity of the need fi r continuing cooperation among officials 
1M !t\S\m-t mvolved m these varIOus actIvlties. .. . 

YVjt.,;If.--IL- ... ~ .. . 
. . '"~'~r:ven more important, events over the p six monili have convinced us of the need for new· 

~.~ legislation to deal with international money g issues. As described [in goal _. above, 
andlor in objective _, below], the Treasury needs additional tools to ensure that appropriate 
steps can be taken with respect to money laundering havens. And these tools are needed now, so 

. that the United States can respond effectively to emerging threats, and to lead the international 
) V{ / . '/~mmunity in multilateral forums. A number of members of Congress have proposed legislation 

. .~r. ~ -- . . 

~"~4J~ . 
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on these issues, as well. We look forward to working closely with interested members to pass a 
"'--:-::-:-;-":,,,,":-,~--

strong bill this year. 

Objective 1: 	 Seek Legislation Enhancing the Government's Ability to Protect U.S. 
Institutions and the U.S. Financial System/rom International Money 
Laundering. 

The United States already has powerful statutory tools to combat money laundering. However, 
loopholes and missing pieces remain in our counter-money laundering structure. In the next 
ye:ar, the Administration will be supporting at least two bills that would give the Secretary of the 
Treasury powc:rful new authority to protect the U.S. financial system from international money 
laundering and financial crime havens, and would provide law enforcement with enhanced 
weapons to combat money laundering at home and abroad. 

ActiOlil Item 4.1.1: The Administration will seek enactment of the International 

k f Z 3. t<~ Money Laundering Act of 2000. 

~~ c.-Il Lead: Assistant Secretary for Legislative Affairs (Department of the Treasury) 

c4..J'IW'~' ~ tr(, 1-: 
~~; l Goal for 2000: Enactment of the International Money Laundering Act of 2000. 

SeA.. pa~~~. Milestones: Introduction ofthe bill by April 1. 

u~ ~ ()t A significant loophole exists in the authority of the Secretary of the Treasury to protect the U.S . 
..b~l..{,t .,t... financial systc:m from being abused by money launderers opemting through international 
~ i+-h 	 financial crime havens. New authorities would give re!ary the a~ take targeted and 
bme.S.-h' v 	 pl~ional ac~ against these havens, and would 111 the vacu th~es the ~~ors 
,ie.t....t... ...:::: 	 Ci!!!ently avai:~ i 'onnational advlsone to .S. b out specificjurisdictions, w ch 

encoumge additional scrutiny; an conian IEEP A sanctio which block transactions to 
dc!signated entities inajurisdiction. ~,.,...,.........,......,...,~=~:;;, 

• barring U.S. financial institutions from having correspondent relations with all or selected 
financial institutions in a specified financial crime haven; 

• 	 requiring U.S. financial institutions to ascertain the identities ofpersons in a specified 
financial crime haven who are pennitted by foreign financial institutions to use U.S. 
payable-through and correspondent accounts; 

'. 	 requiring U.S. financial institutions to ascertain the beneficial owners of accounts from all 
or selected non-publically traded corporations or trusts in specified financial crime 
havens; 
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• requiring: mandatory reporting from u.s. financ~titutions of all individual·· . 
transactions above a certain dollar amount,@~ a case-by-case basis, involvirig all or 
selected :individuals, companies, and/or financial institutions in a specified financial 
crime haven; and 

• requiring U.S. fmancial institutions to provide special reporting ofaggregate transactions, 
or classes of transactions, with all or selected entities and/or financial institutions in a 
specified financial crime haven. =Hem 4.1.2: The Administration will see nactment of the Money , 

undel'ing Act of 1999, a powerful bill addressing domestic an mternational 
money lilundering enforcement. 

Lead: 	Assistant Attorney General, Office of Legislative Affairs (Department of 
Justice) 

Goal for 2000: Enactment of the Money Laundering Act ofl999. 

. Milestones: Introduction of the bill in the Spring of 2000, and a floor vote in Fall 
of2000. 

On November 10, 1999, the Administration submitted to Congress the Money Laundering Act of 
1999, which seeks to enhance the ability of law enforcement to investigate and prosecute money . 
laundering, occurring both domestically and internationally. Among the more important 
provisions addressing international money laundering enforcement are th.e following: 

• Expanding the list of money laundering predicates to include numerous foreign crimes -M _,.,.....,.,,.,,,J includmg arms frafHcktng, puphc corruptIOn, fraud. and crimes ofviolence -- that arellot 
L ),f /;.. y . currently covered by the money laundering statut~. At present, for example, a foreign 

7. .p..ublic official who accepts bribes or embezzles money and then launders the procee~ . 
~ . through"3 U.S. bank is not subject to a U.S. money laundering prosecution: The new 

ShbWci. wi. prQvislOn WIll close that loophole, which severely limits the ability ofthe United States to 
no w Q. .. l...,. investigate and prosecute thelaundering of foreign criminal proceeds through financial 
\1..", cwasiC1Yl ~ institutions in the United States. 

• 
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M,aking .tt illegal to launder criminally derived proceeds through foreign banks. This 
provision would, for example, make it ill~al for a person in the United States to send 
~rimirial proceeds abroad and launder them in. a Mexican bank . 

• . Giving federal prosecutors greater access to foreign business records located in bank 
~JJrlsdicfions by :provulmg sancfions when individuals in certain circumstances 

_hide' behjnd such foreign la\,\!s. 

Objective 2: 	 Apply increasing pressure to jurisdictions where lax controls invite money 
Laundering• 

.J 

The: J..S)99 St~Kl. called for the fonnation ofan interagency working group to explore whether 
measures -legiiilative, regulatory, or in anintemational context - should be adopted to~t 
flll.....ancial institutions in the, United States from 0 nin or maintainin so'ng 

J!££.Ounts for foreIgn ~@ that are organized in jurisdictions in which they do not offer 
ha!!king services to residents an(@that United States banking authorities determine are not 
suqject to adeQlllate supervision by home country authorities. Although this group must continue 
to study precise:!y the way correspondent banking relationships have been and may be abused, it 
has made considerable progress in addressing these issues. The !!!.~t important developments in 
this respect are 41 new rocess to identi mone launderin threats and v s discu sed 
imnlediately below, an it the legi~tive proposal discussed abQ'Ve. 

Action Item 4.2.1: Identify jurisdictions that pose a money laundering, threat to the 
U.S. 

.I"ead: 	 Senior Advisor to the Under Secretary fot Enforcement. Department of the 
Treasury 

(;oal for 2000: Implement, through an interagency working group, a new 
methodology to categorize jurisdictions based on the level ofour concern about 
their (inancial crime problem. as well as the degree to which they have taken 
constructive steps - orare willing to take such steps - to address the problem. 

~flilestones: The State Department will publish the 2000 International Narcotics 
Control Strategy Report (INCSR). in March. The interagency working group formed to conduct 
the 90-day review ofcorrespondent b3.nking relationships will identify priority jurisdictions for 
JJ..S attention. and ontline specific strategies with respect to eacnofthem, by Aprtl. By the end 
of May, assessments will be revised, as necessary, to respond to changes observed in response to 
the FATF non-cooperative jurisdictions work. By October, country strategies will be revised 
agai.n. to prepar(! for a second round of FA TF analysis. The working group will report to the 
Money Laundering Steering Committee on results and actions taken. 
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The interagency working group will measure countries against the following factors: 

----~-------------~' . 

• 	 Does the country have a money laundering problem that the U.S. considers important? 
This dete:rmination tracks the decision made in connection with the preparation ofthe 
money laundering annex to the State Department's annual International Narcotics Control 
Strategy Report ("INCSR"). . 

• 	 Is the cmmtry primarily a source of criminal funds, or is it primarily a destination/transit 
point Co; such fimds? This distinction is intended to facilitate targeted application of 

different countermeasures to different types ofproblems. 

• 	 92.es the country have an adequate anti-money laundering regime? This determination 
will be based on the country's laws and implementation, including law enforcement and 
regulatory cooperation with the U.S., with §pecific reference to the FA TF 40 
!:..ecomme~dations, and the FATF 25 criteria for determining non-cooperative countries 
and territories (See Annex ->. 

• 	 Jf.the countrY does not have an adequate anti-money laundering regime, are its laws 
and/or its implementation of anti-money laundering laws being improved? 

• If,!he country's laws and/or implementation oflaws areetimproving, is this primarily 
,. . due to a lack ofpolitical will, or is it reasonable to expect an improvement during the 
:>houlcl wit,..· penod un@r reyjew? 
~o..Lt.. +0,.)(. .was'u::rn 
... r'l2.A...l u:t.L' In addition, the analysis will incorporate the interplay between ~~vasion and Q'loney~ 0.7~~· . laundering, and emphasize this fact in our public diplomacy. It is clear that many of the 
.QUI"'C ~. saine factors that make a country attractive as a tax haven make it attractive as a money 


/ laundering haven, and ~ion is a significant international crime problem. 

1)}'f~~;- ~ .. 


~~ .) Action Item 4.2.2 Continue to exa ine the nature of correspondent banking 
r,-. - accounts and at gUl ulatory action would be appropriate to enhance 

he scru '. of such accounts iDl the United States maintained by certain offshore 
an eJ' financial institutions that pose money laundering risks. 

. 	 .?
/ Lead: Senior Advisor on International Money Laundering to the Under Secretary 

t-V,/I .4.. ~ c.f ""~~ for Enforcement (Department of the Treasury) 

k.t. I;,..-..N. df-~ ? Goal for 2000: To have a complete understanding ofcorrespondent banking 
U. \l 10 S.Q.JUI\· aCI;ounts, how they are abused by criminals, and investigate and implement 

t _) ...~ ~ L appropriate countenneasures, in tandem with multilateral partners, to halt this 
L. S. vJ ~ • W abuse. . 

)lZ;. N\ 0rt.. clt2.A'n; h'Wl ~) 
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Milestones: Meet with private sector to understand the nature of correspondent 
. banlc accounts, begin discussing multilateral responses that could be undertaken 
jointly with our G-7 partners, approach our G-7 colleagues and discuss joint 
measures. 

Correspondent banking relationships are an important feature of the international banking 
~ But tboserelationsbips can he abused by money launderers. and care must be taken to 
assure that only legitimate institutions, and legitimate transactions, are pennitted access t9 
CoiieSi,ondeot ac~)unts at United States financial institutions. A potential vehicle for money 
laundering, correspondent account practices should continue to be examined, and ways of 
addressing potential abuses without disrupting legitimate economic activity must be identified 
and employed. 

Action Ite:m 4.2.3: Support the on-going efforts of the FATF to identify non
oooperatin jurisdictions based upon its twenty-five criteria. 

Leild: 	Senior Advisor to the Under Secretary for Enforcement, Department ofthe 
Treasury. . 

Goal for 2000: The U.S. will work with its FATF colleagues to ensure that the 
. 	 

£ATF Ad Hoc Group on Non-Cooperative Countries or Territories (NCCTs) 
"holds to its schedule to identify, review, and name non-cooperatiyejurisdictions 
by June, 2000. 

Milestones: The U.S. will participate in multilateral groups that will research and 
analyze the laws, regulations and practices ofjurisdictions nominated for review, 
to determine the extent to which they meet the FA TF criteria defining non
co')peration, by May 2000. A report is to be completed on each of the high 
priority jurisdictions and submitted to the June 2000 FATF Plenary. It is expected /h;kt ~c..t! 
that the F ATF will identify and name specific non-cooperative jurisdictions in 

t11~s i ~ cr'd11u.i 1 June 2000. In October" the FATF will begin a second round ofanalysis. 

Coordinated, multilateral efforts to address issues raised by jurisdictions that offer excessive· 
banking secrecy or otherwise fail to cooperate in international law enforcement and regulatory 
efforts can be particularly effective. Over the past year, th~ has been "YQ..r1dng t9.,define 
~cUds!.ntify non-cooperative jurisdictions, as well as to articulate steps FA TF members can take 
~omote progr;;lss by such jurisdictions. During the year, the Ad Hoc Group finalized the 
criteiia for non-cooperative jurisdictions and has begun to discuss the process of identifying 
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those l:ountries. 12 Many international organizations and countries around the world are looking 
to the FATF to complete its work. U.S. law enforcement and regulatory agencies will need to 
devote substantial attention to the work of the F ATF Review Groups to ensure a timely and 
accurate list of nOll-cooperative jurisdictions. 

1(. J... --r Action Item 4.2.4: Support related efforts aimed at effective fiscal enforcement~(~",t~. 
FI t.v""'-- I h-IC ~ -7 .' . 

Le:ld: Assistant Secretary for Tax Policy, Department of the Treasury. O.t- +a.)(. 
ha..ul..tt~

Goal for 2000: Publication of a list ofjurisdictions classified as "tax havens" 
under the criteria established by the OECD, and a rapid and successful conclusion 
of the OECD's work on bank secrecy. 

Milestones: The U.S. and its OECD colleagues have completed a technical 
review ofjurisdictions that may be classified ~under the criteria 
provided for in the OECD Report on Harmful tion, and a list oC'tax 
havens" is expected to be published after receiving approval from the OECD. 
Council in June 2000. The Committee on Fiscal Affairs is currently considering a 
~Iort on access to banK'Tnformation for tax pwposes. I he O.S. wtll remain an . 
active participant in the discussions on this report . ., he Committee is expected to 
make a final decision on the report in March 2000. 

Although tax eva!iion and money laundering are distinct crimes, they share man common 
Eharacteristics. including tbe lise QfprIWtlces eSlgne to conce mancial assets and 
transactions from, the appropriate government authoriti~s. As a result ofthis close connection 
be~~en money ltmndering and tax evasion!..!!l0ney launderers are often guilty of tax fraud or 
other fiscal crimes, and they will generally seek to avoid scrutiny oftheir activities b tax 
.~lUthc;nties to minimize their risk of prosecution or tax evasion. . 

U:nlike tax administrations, which can generally act only within their national borders, those who 
seek to avoid or evade tax or commit other financial crimes can i!!£reasingly operate in a . 
"borderless" worl.d. As a result, tax svstems are more vulnerable than ever before to fiarmful tax ---' .practices engaged in by other countries, ancltax administrators around the world are increasiJ1&!y 
recognizing the n.eed to obtain information with respect to accounts and activities of tax a ers in 
f9iign jurisdicti(ms. The U.S. has long een a leader in advocating increased access to 
~mation for UIX purpos~. For several years, Treasury has had a firm policy of refusing to 
enter into new true treaty relationshIps with countries that are unwilhng to engage in information 

12The criteria are included at Appendix _. FATF papers describing the criteria and the process 
used by FATF to review particular jurisdictions are posted on the F ATF' s website at www.oecd.orglfatf. 
[chec:k this cite] 
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exchange. As a re:sult ofthis policy, the United States has succeeded in convincing some 
c~i1es to modify their laws and practices to allow U.S. tax authorities access to financial 
information, even though such countries had not previously engaged in infonnation exchange 
withother countries on tax matters. 

Action Item 4.2.~!: Support efforts of the Financial Stability Forum (FSF) and other 
fJ/ . multilateral forlfin urging countries and jurisdictions to adopt and adhere to international 

cI"" f J anti-money laundering standards.. . 
v,...h~ .
rS ~,.::... ~ L,,'W L(!ad: Director, Office ofInternationallnstitutions (Department of the Treasury) 

J~-t 
Goal for 2000: Increased efforts by the FSF to identify and assess non-compliant 

~~S offshore financiat}Ui'isdictions (OFGs)? idemify appropriate incentives and 
sanctions to apply to those jurisdictions. and work on enhancing their financial hiIF. .~-\ 
regulation and supervision. . 

7 	 Milestones! Release multilateral list of non-compliant OFCs by the FSF 
"'~king Group on Offshore Financial Jurisdiction~. Continue work of the FSF 
and other multilateral organizations to identify incentives and sanctions to apply 
to the identified OFCs. 

~ 
0- is' ~ FSF WorkiIlg Group on Offshore Financial Centers this spring/summer will report the 
.MA-c..l..t..U results ofits wOl~k to identify non-compliant OFCs. Ensuing assessment of the selected OFCs 
n~ ~ cOmmence. ," ctions to a ly will be considered by the FSF, as 
~5~ · ~I as bl other multilateral organizations contempo~aneously. Such e . orts are.a continuation 

r IS· and enhancement of the effort to encourage OFCs to unplement prudential and disclosure 
~ . k GW standards, and comply with international agreements on the exchange of supervisory infonnation 
... and infonnation relevant to financial fraud, tax fraud, and money laundering. The Coinmittee on 
(.t.to.::te..S Hemispheric Financial Issues (CHFI) and the Asia Pacific Economic Cooperation (APEC) are at 
+t>. work to enhancl! financial regulation and supervision in their regions, which incorporate anti
;trY'1 ((')....t" money laundering initiatives. 

,.., GYk. bj Objective 3: Continue to Work with Nations to Adopt and Adhere to International Money 
~I'F- • Laundering Standards 

The United States will continue its active support of the full range ofmultilateral groups, 
international organizations, and international financial institutions involved in the fight against 
money laundering. The policies, standards, and practices of international cooperation they have 
adopted and arl! working to implement articulate a coherent and increasingly comprehensive set 
of counter-money laundering measures; 

( 
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Action Hen] 4.3.1: Work toward universal implementation ofthe FATF 40 
Recommendations. 

Lead.: 	 Senior Advisor to the Under Secretary for Enforcement, Department of the 
Treasury. 

Got.) for 2000: The United States will maintain its leadership role in the FATF 
and existing FATF~styre regional bodies. It will seek expansion of membershipto 
. additional apprOpnate governments, and support FATF outreach efforts to 
encourage implementation of the FATF 40 Recommendations by non-member 
jurisdictions. 

Mi.1lestones: An interagency working group will analyze available information on 
potlential candidates for FATF membership and determine - in advance of the 
June meeting of the FATF -- appropriate nominations to be made based on FATF 
criteria for new membership. New FA TF observer members -- Argentina, Bn¢.l, 
and Mexico --should complete the necessarY steps to meet iijI the requirements to_ 

':-Eec:ome full members ofFATF by the end of the year. The U.S. will encourage 

the completion of first round mutual evaluations of Gulf Cooperation Council 


.. states by the end of the Year. Also by year's end, the FATF should conduct at 

least three high level missions or seminars to raise awareness and encourage 

.eXPaIlded implementation of the 40 Recommendations by non-members. 

More than ten yeaLl'S after its creation, the F ATF remains the premier multilateral body devoted to 
countering money.laundering. Membership of the FATF comprises 26 industrialized nations and 
two r~ional organizations~13 Amajor component of the FATF' s work involves ongoing peer.-review of each ml~mber's nationaI counter-money laundering measures by one another, bas~d on 
tIleFATF 40 Recommendations. Members ofthe FATF have made significant advance§. in 
artlculatmg the measures necessary to combat money launderin2 effectively. as outlined in the 40 
Reco:mmendations, and in implementing those measures domestically. 

The FATF is exte:nding its message. One aspect of this effort is expansion of the FATF's 
membership. Lai;t year, the FATF welcomed Argentina, Brazil, and Mexico as observers and, 
this year, it will conduct a peer review of those countries' money laundering controls. The Gulf 
Cooperation: Council (GeC) is a member of FATF, although Geemember states are not. Last 

I) Originally, the FATF consisted of 15 members, and the European Comrilission. Currently, the. 
member countries of the FATF are: Australia, Austria, Belgium, Canada, Denmark, Finland, France, 
Gennany, Greece, Hong Kong (China), Iceland, Ireland, Italy, Japan, Luxembourg, the Netherlands, New 
'Zealand, Norway, Portugal, Singapore, Spain, Sweden, Switzerland, Turkey, the United Kingdom, and 
the United States. The European Union and the Gulf Cooperation Council are also members. ,. 	 , 
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year, for the first time, five GCC member states (Bahrain, Kuwait, Oman, Qatar, and United 
Nab Emirates) (!greed to undergo FATF-style mutual evaluations .. These evaluations are 
anticipated to be completed during 2000. 

Action Itein 4.3.2: Promote the development ofFATF-style regional bodies. 

Lea\!!: 	 Senior Advisor to the Under Secretary for Enforcement, Department of the 
Treasury. 

COllI for 2000: Consolidation of recently created F ATF-style regional bodies, and 
eswLblishment ofsuch bodies where they do not yet exist, such as in South 
America. 

( . . --MiJ sones: AP Win be encouraged to develop a mutual evaluation program 
':>jJlud -~k1~ ..., by lhe end of the . The U.S. will continue to provide qualified examiners to 

I murual evaluation programs of the other regional bodies, as well as the Offshore 
..au:1llP of Banking Supervisors (OGBS). The U.S. will encourage the two newly 
crellted FA TF-style bOdies in Africa to become operational by the end of the year. 
Tht: U.S. will encourage Argentina and Brazil to establish an FATF-style body in 
South America also by the end of the year. 

FATF-style regional bodies -- which endorse the 40 Recommendations and have established a 
~i.S. of mutual evaluation -- already exist in the Caribbean and£?art of Latin America-l...as well 
~:en1:Ill and Eastern Europe. In addition, the OGBS, though not a regional Qody, has--
endorsed the FA TF 40 Recommendations and has. embarked upon a process of peer review to 
assess its members'implementation of these standards. 

Several other regional counter-money laundering groups have been established arid are in 
varying stages of cJ.evelopment. Last year at its annual meeting, the APG agreed in principle ~o 
establish a mnblai...eYaluation process for its members based on the FATF 40 RecoJlU]1endations. 
These developments are encoura in . althou h overall progress has been slow. In Africa, two 
newrc~gional anti-money laundering bodies were establis e . ast year. In November 1999, 
representatIves ofseven nations sigIled the EaStern and Southern Africa Anti-Money Laundering 
Group's Memorandum ofUnderstandingI 4. In December 1999, the Groupe Intergouvernemental 
D'Aclion Contre Ie Blanchirnent de L'Argenten Afrique was officially fonned by 15 countries 
of Westem Africa. from Mauritania to Nigeria Neither of these groups has yet tobecome 
operational, however. 

14 The signatories to the MOU included Malawi, Mauritius, Mozambique, Namibia, Seychelles, Tanzania, 
and Ug,anda. 
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{Insert outcome ofCHFI/ 

Action Item 4.3.3: Negotiate strong anti-money laundering provisions in the. 
pending United Nations Convention Against Transnational Organized Crime. 

Lead: 	Deputy Assistant Secretary, International Narcotics and Law Enforcement 
(Department of State) 

G(lal for 2000: Inclusion of strong anti-money laundering provisions within the 
Convention, to include a requirement for governments to criminalize non-drug
related money laundering, and to institute comprehensive anti-money laundering 
regulatory regimes. 

Milestones: The United States will send high level representation to U.N. 
negotiation sessions in February. The State Department will coordinate 
diplomatic outreach to solicit commitment by other governments to support strong 
anti-money laundering language. Coordinated positions will be encouraged at. 
each relevant meeting ef the FATF and the G-8 as negotiations proceed: 

~Jnited Nations has not concluded a convention that addresses money laundering since the 
1988 Vienna Convention The Vienna Convention requires signatories to criminalizcrdiUg') - .. 
mom:y laundering, but does not address regulatory controls. The current negotiation of a 
Convention Against Transnational Organized Crime presentS an opportunity fur the international 
community to re<wire nations to criminalize the laundering of proceeds of serious. organized 
~;-and to adopt a range of regulatory measures to protect financial institutions from abuse by . 
launderers. In spite ofdifficult negotiations to date, the United States will continue to seek anti
m~~y laundering provisions that will maintain the integrity of the existing international 
standards. Successful conclusion of the Convention, with a specific commitment by all State 
Parties to develop anti-money laundering regulatory and supervisory regimes based on the F ATF 
40 Recommendations, would represent an important advance in the effort to ensure global 
adoption and implementation of comprehensive money laundering controls. 

Action Hem 4.3.4: Continue to promote the G-7 Ten Key Principles on Information 
Exchange for the Improvement of International Cooperation Regarding Financial 
Crime alld Regulatory Abuse 

Lead: 	Director, Office of International Banking and Financial Institutions, 
Department of the Treasury. 

Goal for 2000: Inclusion of the 0-7 Ten Key Principles among the international 
standards in the Financial Stability Forum's Offshore Working Group's finai 
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report.. 

Milestones: The FSF report is expected to be issued in the spring or summer 
before the Okinawa economic summit. 

The TI~n Key Principles for the Improvement of International Cooperation Regarding Financial 

Crime and Regulatory Abuse were developed as a result of a process initiated at the 1997 Denver 

Economic Summit. The Ten Principles call for countries to ensure that their laws and systems 

provide for maximum domestic cooperation and the sharing of information between financial 

regulators and law enforcement agencies, as well as providing for accessible and transparent 

channels for coopf:ration and exchange of information at the international level. Inclusion of the 

Ten Key Principles among the international standards recognized by the Financial Stability 

Forum will ensure their status as a reference point for the global community .. 


Action Item 4.3.5: The Treasury Department will continue to urge the international 
financial institutions (lFIs). to encourage countries, in the context of financial sector 
reform programs, to adopt anti-money laundering policies and measures. 

Lead: 	Director, Office oflnternational Banking and Financial Institutions, 
Department of the Treasury. 

Goal for 2000: Inclusion of assessment ofadherence to mone laundering 
~~dards as a more routme p 0 manclal sector refonn program~.and reviews. 
Focused G-7 discussion ofanti-money laundering efforts by IFls. 

Mnlestones: Discussion with IFIs.on policy, program design and assessment, as 
well as enhanced potential engagement relating to technical assistance focused on 
anti-money laundering. Additionally, the U.S. will seek an IMF study on the 
scqpe ofdistortions to global financial flows from money laundering havens. 

The IMF, the Wo. the re' ional develo ment banks are increasingly sensitive to the 

':eroblems of international money laundering. In recent years they have provided structur 

reform assistance to help selected countries strengthen their banking supervisory capacity, 

improve corporate governance and transparency , and adopt financial sector reforms. In 1999, the 

Unitt:d States andt the IF Is shared views on anti-money laundering policies, programs and 

progress. The United States supports proposals to further engage the IFIs in efforts to deter 

mom~y laundering as part of the multilateral effort. In addition, the United States will discuss 

with our 0-7 partner countries how best the IFIs might promote . f anti-money 

iauruIering Illeas( es 1 on ex 0 manci sector program design and assistance, where 

appropriate (Le., in those cases where money laundering is identified as a particular vulnerability 

or risk). The Uni.ted States will convey the importance ofmultilateral and bilateral, as well as 
, 	 , 
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individual country,. anti-money laundering measures at the Economic Summits, the meetings of 
G-7 Finance Ministers and Central Bank Governors, and the annual meetings of the IMF and 
World Bank. . . 

Action Itelm 4.3.6: Continue to provide training and assistance to nations making 
efforts to implement counter-money laundering measures. 

Le:ld: Deputy Assistant Secretary ofState, International Narcotics and Law 
Enforcement, and Director, Office of International Banking and Financial 
Institutions. ' 

Goals for 2000: Providing a comprehensive and coordinated program of training
and technical assistance to nations seeking to implement comprehensive 
intc~rnationally-recognized money laundering courater-measures. Expand the use 
ofmultilateral organizations and International Law Enforcement Academies 
(lLEAs). Ensure that staff of relevant International Financial Institutions are 
prepared to incorporate anti-money lauradering considerations in their training and 
technical assistance programs. 

Millestones: Programs of the Departments of the Treasury, State, and Justice, and 
the: federal financial regulators all provide such assistance and will continue. 
Coordination with other donor states and organizations will take place on a 
continuing.basis to ensure most effective use of limited resources, and to avoid 
duplication ofeffort . 

. The United States Government is committed to offering training and technical assistance to 
nations seeking to implement comprehensive internationally-recognized money lauradering 
controls. Programs of the Departments ofState, Justice, the Treasury, and the federal financial 
regulators all provide such assistance. These efforts must continue to be supported if they are to 
succe:ed. 

The State Departlnent coordinates requests from U.S. embassies for law enforcement training 
with the agencies responsible for delivering assistance, and, as much as possible, and coordinates 
the delivery of such programs with other donor states and international organizations. During 
1999, the U.S.gc1vernment organized over 70 financial crime and money lauradering courses and 
seminars in 40 countries. It has been particularly difficult in the past to ensure that training and 
technical assistance efforts are properly coordinated, and that resources are appropriately 
allocated, through the various international organizations through which the United States 
prov;ides much of its international training. 
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Training in finandal supervision are coordinated through Treasury's office of international 

banki.ng and financial institutions. Many of the IFls have extensive technical assistance 

programs in the area of financial sector refomls in bank supervision and regulation, legal and 


. commercial law, and other financial system infrastructure. Discussion with the IF Is has 
indicated their willingness to work with the US (and other member countries) to identify how to 
better focus on money laundering in the context of financial sector refonn programs. An issue is 
the source of the resources/funding to implement technical assistance focused on anti-money 
laundering as part of financial sector refonn programs. . 

Action Item 4.2.7: Support and expand membership of the Egmont Group of 
financial intelligence units 

L.~ad: Director, FinCEN. 

Goal for 2000: Expanded membership and participation in the Egmont Group. 

Milestones: FinCEN expects to assist four new units to become operational by 
the end of2000. FinCEN will reach out to new Egmont Group members and 
el'even priority co'imtries to encoura,..ge the introductjon of anti-mODeJ' latmdeIillg 

'.' le:gislation, and support the development of financial intelligence units in these 
coimtrIes. FinCEN will expand by _% the number of investigative infonnation 

'--e1~chaIlgeS yia tI~ network consistent with the Egmont Group principles. 
Fi.nCEN will comp ete upgrades of the Egmont Secure Website to further support 
infonnation exchanges and other communications between and among FlU 
members of the Egmont Group. 

One ofthe mos,", mportant developments in the implementation of international counter-money 
laundering standat6.s has been the successful c00peration between and among financial . 
intelligence unit:, (FlUs). These agencies are created to receive their own domestic suspicious 
activity reports (required under their respective internal laws), analyze.financial infonnation . 
related to law enforcement activity, disseminate infonnation to domestic enforcement agencies, 
and exchange infonnation internationally. 

Cun~ently, 48 financial intelligence units participate in the Egmont Group. As an active 
participant, FinCEN coordinated a total of217 infonnation exchanges in 1999. Since October 
1999,50 reques1:s for infonnation have been transmitted via the FlU network on behalf.of 
domestic law enforcement and the foreign FlU community. It is imperative to encourage the 
continued and e"panded use of this network for case development and investigations by domestic 
law enforcement FlUs can playa critical role in ongoing investigations and in the effective 
implementation of anti-money Jaundering measures. The U.S. law enforcement community 
should take every opportunity to exploit the infonnation available from other FlUs to support 
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U.S. investigations. 

Objective 4: Devl!l()pand apply incentives to ensure progress by non-cooperativejurisdictions. 

A wide range of measures can be employed _.across the realms of enforcement, regulatory 
oversight, diplomacy, and policy development - to address the different types of money 
laundering problems presented by different countries. Generally, these problems can be 
categorized as foHows: 

• 	 First, in developed economic and financial centers, money laundering takes place o!,! a . 
scaIe'pto]iOrtlonate to the size of the economy. De..velopedjurisdictions for the mQst part 
~coIll.Iriitted to ongoing processes, both domestically and internationally to combat the 
problem -- through the F ATF, mutual legal assistance arrangements, bank supervisory 
information exchange arrangements, the Egmont Group of financial intelligence units, 
and other existing mechanisms. These countries are our allies, and we will continue to 
work with them as best we can, through as many meChanisms as possible. . 

• 	 S,econdt large scale, developing economies are often struggling with domestic cri!!!!Land 
corruption problems that make them a source of ille all earned roceeds tha.t are 
la:under~~oug out the world. mcluding in the I Toited States. These countries operate 
on the margins of the developed international community, and often face continuing 
problems of political will and capacity in dealing with what are, at root, domestic 
problems of cnme and corruptIon. We will work to help address the.underlymg problems 
liitheSeC:ountries, while taking steps to protect the U.S. financial system from criminal 
fund flows from such countries. 

• 	 'Third, mimy jurisdictions are neither full artici atin in international efforts to combat 
money hiunderin an manCI crime suffering from relatively large scale domestic 
crime and corruption problems. Rathert these jurisdictions tend to provide un er- . 
re'&ylat~: offshore financjaJ services, embrace excessive bank secrecy, and thus act as 
f~ancial crime havens by intentionally attracting the proceeds ofcrime committed 
abroad. Such jurisdictions have either deliberately not embraced international efforts to 
oo;bat financial crime, or irresponsibly undertaken steps to diversify their economies 

. without putting in place the necessary regulatory safeguards. 

'I.f~ or 
In considering appropriate countermeasures from the options set f1 rth below, these {I ~e.c..t..Ss.(1..t 
considerations vnll be foremost in mind. Moreover, the United ates generally prefers ~ 
multilateral action, but we are prepared to take unilateral action, oth to ensure that multilateral 
determinations are meaningful, arid to demonstrate international leadership. Thus, we may 
employ a range of countermeasures, including bilateral·negotiation or quiet alplomacy, training 
~ tecfu1ical assistance, and public statements. The spectrum ofunilateral actions available to 
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the U.S. could be tLxpanded significantly if Congress passes the International Money Laundering 
7' 

Act of2000 (See Action Item 4.1.1.) Any unilateral actions must be taken with the concurrence" 
, ;ftheTreaSury Department, the ~tate Department's Bureau ofInternational Narcotics and Law 

Enforcement, and the Justice Department's Criminal Division. 

Action Item 4.4.1: Consider findings of all relevant multilateral efforts. 

Lead: Senior Advisor to the UnderSecretary for Enforcement, Department of the 
'Treasury. ' 

Goal for 2000: Ensure that countenneaSllres are consisteDt wjth the policies' and 
findings of the DECO Haonful Tax Competition initiative and the Financial 
Stability Forum (FSF), as well as develo ments in FATF regional-style bodies 

.'"SimI ar y, ensure that the findings and follow~on steps of those two multilateral 
eJTorts are consistent with and complementary to the work of the FATF. 

Milestones: By the July economic summit in Okinawa, the FATF, the bECP 
and the FSF will all have released reports. The FA TF will take into account 
uiterim developments within regional FATF -sty Ie bodies - especially the results 

, ofpeer review conducted by the membership ofsuch bodies. Steps taken by the 
U.S. and its allies with respect to particular non-cooperative jurisdictions will take 
into account the results of the OECD and FSF work. The FSF is expected to 
include FA TF anti-money laundering standards in its compilation of international 
standards relevant to adequate supervision ofoffshore financial services. 

Aspects of the OECD Hannful Tax Competition initiative and the Financial Stability Forum's 
Working Group on Offshore Financial Centers relate to the work of the FATF's Ad Hoc Group 
on Non-Cooperative Countries and Territories. Each initiative involves identification of 
jurisdictions that may pennit abusive financial practices or offer safe havens for criminally
derived funds. International standards to be promoted and criteria used as the .basis for 
identifying jurisdictions in the various initiatives must be coordinated within and between the 
multilateral initiatives. The United States Government will seek to ensure that this occurs, as 
well as to ensurl! that coordination occurs internally to maintain consistent U.S. positions within 

, each ofthe related initiatives, particularly in terms of high priority jurisdictions identified by 
each ofthese bodies. 

Action Item 4.4.2: Coordinate countermeasures with allies. 

]...ead: 	Senior Advisor to the Under Secretary for Enforcement, Department of the 
Treasury. . 
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Goal for 2000:, Agree within the FATFupon a range ofco~nneasures that can 
be taken with respect to jurisdictions found to be non-cooperative by the F ATf, 
.alla""'6egm to Implement ap~ countenneasures in a coordinated fashion. 

Millestones: With the FATF's publication in June ofa list ofjurisdictions that are 
non-cooperative according to its criteria, the FATF should also articulate a range 
of appropriate countenneasures that may be applied. By the F ATF's September 
plenary, it should begina coordinated plan to implement ~ppropriate 
countenneasures with respect to priority jurisdictions. 

The objective of the FA TF initiative on identifying non-cooperation is to promote improved 
laws. :regulations, ,and practices to ensure the integrity offinancial systems, providing safeguards 
from <:riminal financial abuses. While the review process itself will likely prompt some 
jurisdictions to ins.titute the necessary changes to bring them in line with international anti
money laundering standards, it is also likely that more concerted action will be neede~ to 
eucpurage othel' jurisdictions to make changes, partIcularly where pohtlcal wlliisat ISSU~. 
Coordinated 'actiOil by FATF members in developing and implementing countermeasures will be 
most effective and expedient in producing an improved global financial environment. . 

Action Item 4.4.3: Issue bank Advisories when appropriate. 

Lead: 	Senior Advisor to the Under Secretary for Enforcement, Department of the 
Treasury. 

!ina. for 2000: The U.S. will identify jurisdictions where the issuance ofbank 
advisories would bring about positive change in that government's policies 
regarding financial crime. . 

l~ , Milestones: By July, the U.S. will identify which countries that are the potential 
fftrW; ~.ts..,:l~ subject ofadvisories, and what those advisories should state. 
~/¥1- ,(Arr. -h.... . , . 

~AJ. 	 J... In some cases, unilateral action can take the fonn of a warning to US. financial systems about 
1f~ transactions involving particular financial systems. In April 1999, for example, after years of 
(~ 	 bilateral negotiations between the United States and the Government ofAntigua and Barbuda 
~	failed to produce meaningful progress. Treasury issued an Advisory alerting b8.n:Ks and oilier 
hJ.-.? 	 financial institutions in the United States to give enhanced scrutiny to all financial transactions 

routed into or out of Antigua and Barbuda. The result of this Advisory included changes in the 
structure ofthe financial supervisory regime to address some of the concerns voiced in the 
Advisory. Indeed, the Advisory may be an extremely valuable tool that may not only be used . --- . 	 . 
. . 

ShouJ..t.L \AJ ~l 1nc:lAc.i:J...£ Wt...· 
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with respect to particular jurisdictions, but also certain types of finanCial transactions. 

Action Iteirn 4.4.4: Promote adoption of appropriate supervisory and regulatory 
, actions (to include, for example, increased regulatory reporting, increased external 
and intefJlial audits, differentiated risk weights) in response to specified jurisdictions 
that fail to make progress in implementing effective international standards relating 
to money laundering. 

Le;ad: Director, Office ofInternational Institutions (Department ofthe Treasury) 

Goal for 2000: As appropriate and as part of the bank regulation and supervision 
process, US bank regulatory agencies will consider additional su erviso d 
rc:gulatory feme les or operations or exposure of US banks in specified 
jutisdictions. 

Milestones: Increase focus on and discussion of further actions that can be taken 
by supervisory authorities with respect to identified problem jurisdictions., 

Treasury and the US financial supervisory authorities continue to strongly advocate efforts in 
various international fora to encourage offshore centers to strengthen financial supervision and 
prudential supervision. We have worked in multilateral bodies such as the Basel Committee on 
Banking Supervision to introduce the concept ofadditional supervisory actloYis that can betaken 
when baIlkmg supervlsors encounter difficulties in supervising their institutions across borders, 
illcruchng Wifhinotrshore Junsdlctions. Additional supervisory actions will be considered and 
the various sets of incentives being developed by the international financial community will be 
reviewed. The US banking supervisory authorities Will continue to play an active role in these 
initiatives. 

Action Hem 4.4.5: Promote adoption of higher risk-weighted lending - which 
increases lending cos.ts - to institutions in offshore jurisdictions that do not make 
progress in implementing effective international standards, including those relating 
to money laundering. 

/1:!1!TE: The following contrasts the 1999 Action Item entry with what has been received as 
the 2000 entry./ 

1999 Entry: 
Treasury is pushing efforts in various international forums to encourage offshore centers t.o 
strengthen finanCial supervision and prudential standards. In this context, we will work in the 
appropriate forums, including the Basel Committee, to promote adoption ofa higher risk
weighting for bank loans to counter-parties operating in offshore jurisdictions that do not make 
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progress in implementing international standards suchas the Basel Core Principles on Effective 
Supervision, .including those principles related to money laundering. Such higher risk-weights 
would increase costs oflending to such jurisdictions. 

2000 SubmissioTl!,!. 

L! Promote e..doptioJ'l ofappropriate supervisory and regulatory actions (to include, for example, 
/ 1lJ-f ~- .increased regulatory reporting. increased external and internal audits. differentiated risk 
~ weights) in response to specified jurisdictions that fail to make progr:ess in implementing 

ective international standards relating to money laundering. 
4- ) . . 

. ?(..r....<. ( 
~~ LeadAgen~: US Banking Agencies 

U II ~' for 2000: Asappropriate and as parI ofthe bank regulation/supervision process, US bank 

11. regulatory agencies will consider additional supervisory and regulatory remedies for operations 
44-) or e:J.posure ofus banks in specified jurisdictions. ' . . 

:-ht ~ • Milestones .: Increase focus and discussion on further actions that can be taken by supervisory 

.t"\~ • 111\' authorities with respect to identified problem jurisdictions. . 

~~~. . .. 


I~ fUMt.A.liJiscussion: Tre(Jsury and the US financial supervisory authorities continue to strongly advocate 

; , t\ c....t- elfo, ts in various international forums to encourage offshore centers to strengthen financia[. . 

I"qor ? supervision andprudential supervision. ,,!: have worked in multilateral forums such as th,e 


• Base'l Committee· on Banking Supervision to introduce the concept ofadditional supervis0!2' 
fhlS .actions that can be taken when banking supervisors encounter difficulties in supervising their
~O\L.K.d..s. iTl.!titutions across borders, including within offshore jurisdictions. Additional supervisory 
I k..t. a.. -actions will be considered and the various sets ofincentives being developed by the international 
'~~+HitN\financial community will be reviewed. The US banking supervisory authorities will continue to 
,f. Iq,q. play an active role in these initiatives.· . :p . . 

Action l1tem 4.4.6: Consider the feasibility of invoking IEEP A powers in 
appropriate circumstances. 

Lead: DireCtor, Office of Foreign Assets Control (Department of the Treasury) 

Gloat for 2000: The U.S. will consider invoking the powers ofIEEPA where 
ciircWTIstances call for aggressive measures. 

Milestones: The working group formed to make determinations regarding 
implementation of the provisions of the new IEEPA legislation will incorporate 
information about money laundering havens. An interagency group will 
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subsequently meet to determine whether it would be appropriate to issue IEEPA 
sanctions with respect to any particular individuals, entities, ,or jurisdictions this 
year. 

A powerful tool that the United States Government has used against narcotics traffickers and 
terrorists during the last four years is the imposition of International Emergency Economic 
Powers Act (IEEPA) sanctions. As required by PDD-42L IEEPA sanctions bar U.S. p~s 
frQ!n having any property transactions or commercial transactions with individuals and 
b~inesses acting as fronts for significant narcotjcs traffickers centered in Colombia (Executive 
Order 12918, October 21, 1995). In addition, the Order blocks the assets ofsuch' individuals and 

. b~inesses held in the Unites States or by U.S. ~s overseas; These actions not only prevent 
U.S. persons ttc)m being unWitting aiders and abettors, and potential victims, of narcotics 

traffickers, but also protect the integrity of our financial institutions and deny criminals the 

ability to operate as legitimate businesses. 


IEEP A sanctiOllS could be used to target additional narcotics violators in the future. Options to 
be explored include using IEEPA sanctions independently, or in conjunction with other 
enforcement efforts against mternational narcotics-related crime, when the President de~ermines 
that the subjects pose an extraordinary threat to the foreign policy. national security, or economy 
oflhe United States. . 

ObJective 5: ,Develop and support additional multilateral efforts to facilitate information 
;~haring. 

{introduction to follow} 

Action Item 4.5.1: Urge the G-7 nations to consider an initiative to harmonize rules 
relatinl~ to international funds transfers so that the originators of the transfers will 
be identified. 

Lead: Senior Advisor to the Under Secretary for Enforcement, Department of the 
Treasury. 

-
Goal for 2000: Include in a report fromthe.G-1 Finance Ministem to the Hea.?s 
ofState a recommendation to harmonize the rules to identify the ori inators of 
international funds transfers within e G-1 to encourage other 
nations to do the same. 

Milestones: In February, the U.S. presented to an informal working group ofG-1 
delegates to the FATF, a paper on the harmonization ofrules regarding 
international funds transfers. This paper will be discussed by the group and sent 
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to the G-7 Deputies to be incorporated into a final report from the Finance 
Ministers to the Heads by the Okinawa Summit. 

Each G-7 country shou1d have rules that require international fimds transfer messages to include 
the identity of thl! originator. liannonized nIl~s of this sort would add great effect to each 
jurisdiction's own rules on fimds transfers andwou1d limit further the ability to dodge detection 
thrQ,ugh cross-border fimds transfers. Such a step is essential to permit effective detection of _ .. 
irlfemational'money tal mdeciIlS actjYi1ies. ' 
10:.. . 

To facilitate the Iharmonization of these rules, G-7 countries should engage their fmandal 
institutions in a dialogue about steps needed to ensure that their record-keeping requirements can 
be made to harmonize with legitimate concerns regarding privacy, commerce, and the security of 
infoJrInation bein.g provided. That dialogue must be deepened and intensified. As payments 
systl~ms ofall types are developing ever more rapidly, and as a premium is increasingly placed 
on the efficiency and speed ofpayments systems, these developments oUght not to provide a 
respite from the need by all fmancial institutions to be vigilant toward those who would attempt 
to secrete funds derived from illegal sources. ' 

Action Item 4.5.2: The Departments of the Treasury and Justice, and the Federal 
Reserve will establisb a Study Group to examine wbether financial institutions 
outside lthe U.S. sending wire transfers to or through the U.S. sbould be required to 
identify tbe beneficial owner-'of tbe funds being wired. 

. 	 . 
, l-ead: Assistant Attorney General, Criminal Division (Department ofJustice) 

Goal for 2000: Determine what actions the U.S. should take to block wire 
t:J~§fersthat dooot have adequate identifying information. and whether to require 
tlQe identification of beneficial ownership offimds related to wire transfers that are 

. ttansmitted into or through the U.S. in any commercial message system. 

Milestones: ___---.:.___ 

[Action Item illiserted at request ofDOJ. Require milestones and descriptive text.] 

Action ][tem 4.5.3: Expand law enforcement information excbange and judicial , 
cooperation cbannels. 

l:"ead: 	[Deputy] Assistant Attorney General, Criminal Division (Department of 
Justice) 
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Goal for 2000: Create new mutual legal assistance treaties, tax information 
exchange agreements, and other sharing agreements. 

Milestones: Conduct a mid-year review ofprogress in creating new agreements . 

. The Departments ofthe Treasury, Justice, and State will continue to identify priority countries 

. where Mutual Le:gal Assistance Treaties, Extradition Treaties, or Financial Intelligence Unit· 
I . 

memoranda ofwlderstanding concerning information exchange should be negotiated or enhanced 
to support money laundering investigations, prosecutions, and forfeitures. During the SUOlIDer of 
2000, the Departments of Justice, Treasury, and State will review progress in creating new 
mutual legal assistance treaties, tax information exchange agreements, and other sharing 
agreements. Thf:se agreements are essential components of money laundering investigations, 
prosecutions, and forfeitures. 

Action Item 4.5.4: Promote joint analysis of information developed in multilateral 
investig~dions. 

[NOTE: To be :tubmitted bv Treasury} 

Money brought .into the United States (as proceeds o/crimes committed elsewhere, or in the. 
lattt~r stages ofthe laundering ofproceeds ofcrimes ~ommitted in the United States) must be 
recognized and traced effectively to andfrom its origins. 'Until the entire cycle is more clearly 
understood, it will be difficult to design measures aimed at the entire money laundering process 
or to understand the extent to which launderedfunds play a continuing role in the economies of 
particular countries. 

Information de1!eloped in ongoing investigations or in after-action analyses should be made 
available. where appropriate, for joint analysis by participating nations to allow the full picture 
to emerge. 

Action ]Item 4.5.5: Create an inter-agency team from FinCEN, the Federal Reserve 
Board, 'the Departments of the Treasury and Justice, and other appropriate 
agencies, to review currency flows and Suspicious Activity Report information. 

{liJJTE: To be submitted by Treasury} 

ThE? analysis olinternational currency flows in combination with information about suspicious 
activity can provide importilnt information to investigators. But such data requires multi
disciplinary analysis before it becomes useful. The Treasury Department will create an inter- f 

agency team to review information from Suspicious Activity Reports and currency flow and other 
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economic data on a regular basis to assure that the potential implications ofthose reports are 
understood andpassed quickly to appropriate investigators. 

Objt~ctive 6: Improve coordination and effectiveness ofinternational enforcement efforts. 

IJ!1lTE: Intro ti!eed rewrite' 

I~ternationallaw enforcement and security cooperation increasingly depend upon transnational 
arrangements for the detection andprosecution ofcriminal activity. Flexible and reciprocal 
transnational arrangements can directly benefit Us. enforcement efforts. Harmonized policies 
canfaciUtate ef)~ctive international enforcement efforts andfurther specific domestic 
enforcement priorities. . 

Action Item 4.6.1: Promote bilateral and multilateral enforcement teams ·to attack 
priority targets. 

llY11TE: To be submitted by Treasu1J!.1 

US. investigative efforts alone cannot cut offsignificant international channels used by the 
money launderers. Coordinated investigative action with agencies ofcooperating nations can 
pay significant dividends. Multinational pressure on em offshore center, a financial institution,· . . 

or a particular criminal organization can be extremely effective. It can also produce joint 
information about the way money is laundered and can build the trust that leads to additional 
cooperation in the future. 

The United States is actively pursuing a number ofmoney laundering investigations that reflect 
the prioriliesstllted in the President s International Crime Control Strategy. These efforts will. 
be pursued simultaneously through informal international police exchanges, through ongoing 
multilateral initiatives, and in the context offormal, bilateral initiatives such as the Bi-National 
Commissions and, Law Enforcement Working Groups that the United States has established with, 
for example, Brazil, China, EI Salvador, Mexico, Russia, Taiwan, and Ukraine.· The specialized 
units created to support and coordinate money laundering and related investigations within the 
United States should contribute to these international efforts wherever feasible in light of 
security and related considerations. 

Action litem 4.6.2: Urge other nations to make public corruption a predicate offense 
under tilleir own counter-money laundering statutes. 

ll:LOTE: To be submitted by Treasury' 
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The proceeds oflarge-scale public corruption -- in the/orm ofbribes or embezzlement must, 
like any other ill-gotten gains, be laundered ifthey are to be secured and enjoyed by corrupt 
officials. 

As part ofthe battle against public corruption, the international community has begun to address 
the importance ofmoney laundering controls to the effective implementation ofanti-corruption 
measures. For example, an OEeD working group has reported that it considers bribery a 
serious offense for the purposes ofmoney laundering legislation and has asked the FATF to 
review the issue with its membership. The United States will advocate that other nations include 
bribery as a serious offense for the purposes oftheir own anti-money laundering legislation. 

Action W~m 4.6.3: The Departments of the Treasury, State, and Justice will work 
together Ito enhance information sharing on known or suspected alien money 
launderers to facilitate the denial or revocation ofvisas held by such aliens. 

Lead: Assistant Attorney General, Criminal Division (Department ofJustice) 

Goal for 2000: Increased information exchange to ensure that the names of 
known or suspected money launderers are entered into the visa lookout system, 

. and the establishinent ofa centralized process for collecting and passing of future 
n:unes. Additionally, the Administration will seek new legislation enabling the 
State Department to deny or revoke visas held by aliens engaged in racketeering 
aetivities, including money laundering. 

~filestones: By the end. of the first quarter of2000, the Departments ofJustice 
and State will implement an agreement on the modalities for the passing to the 
State Department ofnames and biographic data of know or suspected money 
launderers to ensure that the names are entered into the visa lookout system. [Do 
lYe need to include somethinr on lerisiation?J 

Money laundering is a national security threat. Vnder existing law, aliens who knowingl~ 
, ...

eng~the laundering of drug proceeds are ineligible for United States visas. To assist in the 
. enforcement of these visa laws, law enforcement agencies regularly share information on drug 
traffickers and drug money launderers with State Department consular offices abroad, both 
through existing' information exchange systems and on an ad hoc basis. In late 1999, the 
Departments ofJustice and State held preliminary meetings to enhance information sharing on 
drug money launderers. These efforts will lead to additional entries in relevant lookout systems 
to help ensure that such individuals do not obtain U.S. visas. Moreover, new proposed 
legislation aiJDl~d at aliens engaged in racketeering activities (including money laundering) would 
further enable ,~onsular officers to deny or revoke the visas of money launderers, regardless of 
whether the latmdering involved drug proceeds. 
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Objective 7: .Build Knowledge and Understanding 

.	There are a great many issues concerning money laundering and its broader economic effects 
about which we need much better knowledge. 

Action Hem 4.7.1: Work w'ith the international community to understand the 
interplay between underground financial markets and international trade. 

l1:!!:JTE:To be submitted bv 'Treasury] 

The emerging uiulerstanding ofthe Black Market Peso Exchange has highlighted the interplay 
beMeen money laundering and international trade involving Colombia and the United Stales. 
But there is little reason to think that the use ofillegally obtained funds - which can be 
discounted below normal market premiums - to finance trading relationships is limited to one 
set ofbilaterall'radejlows. An examination ofthis issue, involving officials from the United 
States, Aruba, Curacao, Colombia, Panama, and Venezuela can produce additional important 
information about these links, but the perspective gained from such discussions should be 
applied to tradejlows around the world in considering the possible use ofcriminal funds to 
finance trade. 

Action ,Item 4.7.2: Enhance understimding of alternative remittance systems. 

mOTE: To b~~ submitted by Treasury' 

Our money laundering models -- as preliminary as they are - are based primarily on' experience 
with the movement offunds between the United States, Europe, and South America and on 
assumptions derivedfrom the operation ofthe banking andpayments systems in those regions of 
the world. 

TJ!g Asia Pac~r,c Group on Maney Laundering @!Q) has generally endorsed the F ATF 40 
Recommendations, but a number ofits members have expressed concern that the FATF 
Recommendations are ear d to we tern-s Ie bankin stems. Asian economies are largely 
currency-based and rei heavil used arallel remittance systems -- hawa a, used 
by South Asian nations and nationals, andfeng shui, or jlying money. use ~ Chinese and 
Southeast Asian nationals. ,,These S)t'item£ do not make use ofmainstream financial 
intermediaries at all. ' 

:.------'--~-

PJ;ll1lllel remittance i a slm Ie idea: someone accepts funds in one coun and arranges for a 
pJ}rtner to make the same amount avai/a !e 10 a named recipient in another countn': (Payments 
are made through what are technically offtetting balancq rather than individual or bulk 
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transmissions.) This s stem leaves little in the way ofa financial trail and, according to United 
States and United Kingdom experts, is becoming increasmg y prev 

The United Slates should work with the APG to focus international attention to the enforcement 
.and regulatory issues caused by parallel remittance systems. 

Action Itelin 4.7.3: Enhance understanding of the relationship between money 
launderlnl~, ilIega) capital flight, and transfer pricing practices• 

. Leild: Office of the General Counsel (Department of the Treasury) 

Goa) for 2000: Increase understanding ofthe relationship between money 
laundering, illegal capital flight, and transfer pricing, and, if appropriate, 
recommend action to be taken. 

Milestones: Assemble a study group that will deliver a report to the Money 
Lalmdering Steering Committee by November 1, 2000. 

It has been said that "[t]he combination of criminal money laundering arid illegal flight capital 

constitutes the big st 100" hole in the free-market system ... Neither the United States nor any 

~' . Wi'v .. "IS A 


potentially i ant ractice that fa . . sfer ncm ,in which 
@VOi.~· ppces are manipulated in the course of intematiol!81 commercial transact' . Little . 
attention baS been given to the tE@ionship between transfer pricing and money laund~ and 
illegal capital flight, and whether action in this area is appropriate. The Department of the . 
Treasury will establish a study group to examine this issue. 

Action Item 4.7.4: Continue to advance the work on estimating the magnitude of money 

laundering. 


Lead: Assistant Director for Strategic Analysis, FinCEN 

Goal for 2000: 

Milestones: 

ftext to follow from FinCEN} 

U Raymond W. Baker, The Biggest Loophole in the Free-Markei System, THE WASHINGTON 
QUARTERLY, Autumn 1999. 
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[Add CHFI agreement on IMF studv] 
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Appendix 1: Federal Money Laundering Laws and Enforcement 

I. Federal Money Laundering Laws and Regulations 

The Money Laundering Control Act'6 and the Bank Secrecy Act,17 along with th~ regulations 
issued by the Secretary ofthe Treasury to implement these laws, are the foundation of the federal 
counter-money laundering legal regime. 

Money Laundering Control Act 

In 1986, Congress enacted the Money Laundering Control Act (MLCA), whic 
Ill'mey launqering as an independent federal offense, punishable by prison sentences 0 

years. The int!mt of the MLCA is: 

[t]o create a Federal offense against money laundering; to authorize forfeiture of the 
profits earned by launderers; to encourage financial institutions to corne forward with 
infonnation about money launderers without fear ofcivil liability; to provide Federal law 
enforcement agencies with additional tools to investigate money laundering; and to 
enhanc,e the penalties under existing law in order to further deter the growth of money 
launderingY'. 

The provisions of the MLCA criminalizing money laundering are codified. at 18 U.S.C. 1956 arid 
1957. 

Section 1956 

Section 1956 includes three different types ofmoney laundering ~ffenses. 
• .. .10 

Section J956(a)(J). This subsection makes i~ unlawful to knowingly engage in a financial 
..transaction with the proceeds ora specified lwlawfid actiyjtyl!l under the following four 
circumstances: 

16 Pub. L. 99-570,Titlel, Subtitle H, Sections 1351-67, 100 Stat. 3207-18 through 3207-39 (1986). 

17 Pub. L. 91-508, Titles I and 11, 84 Stat. 1114 (1970). 

18 S. Rep. No. 433, 99th Cong., 2d Sess.1 (1986). 

19 The term "sp1ecified unlawful activity" incJudes a broad range of criminal offenses, including 

narcotics trafficking, fraud, violent crimes, terrorism, and other offenses typical oforganized crime .. 

These predicate offenses are listed at 18 U.S.C. 1956(c)(7). 
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• 	 l!!!f~promote specified unlawful activlii Section 1956(a)( 1)(A)(i) prohibits . 
con uctmg a nanela ansactlOn mvo vmg illegal proceeds with the intent to promote 
specified unlawful activity. Such transactions include the reinvestmeI'!t of the proceeds of 
crime i!!!o a criminal organization. 

• 	 ~violate certain tax laW:gection 19S6(a)(1)(A)(ii) prohibits conducting a 
financial transaction involving illegal proceeds with the intent to engage in conduct 
constituting a violation of sections 1201 or 1206 of the Internal Revenue Code. 

• 	 ~nent ofcriminalp~~tion 1956(a)(1)(BXi) makes it an offense to 
conduct :i financial transaction "knowing that the transaction was designed in whole or in 
part ... to conceal or disguise the nature, the location, the source, the ownership, or the 
control of the proceeds of specified unlawful activity." This prong ofthe statute 
addresses activity that is.!!lost commonly associated with money laundering, for example, 
~Ig proceeds to purchase stock in the name of a third party, or purchasmg and 
mistitlini~ automobiles to conceal the fact that the true owner of the vehicle is a (frug
dearer:

• -~voidance ofReporting Requirements, Section 1956(a)(1 )(B)(ii) makes it an offense to 
conduct Ii financial transaction in.order to avoid a state or federal reporting requirement. 
For eXarIlpie, such conduct would include intentionally structuring bank deposits in 
numerous $9,000 increments in order to avoid the Bank. Secrecy Act's requirement that 
banks report currency transactions of more than $10,000. 

Section J956(a)(2). This subsection involves theinternational movement of illicit proceeds into, 
out Qf, ortbrou.ghJbe United States. It makes it unlawful to transport, transmit, or transfer a 
monetary instrument or funds into or out of the United States: 

• 	 with the intent to promote the carrying on of specified unlawful activity; or-;;·· 

• 	 where th.: defendant knows that the funds represent the proceeds of some form of 
unlawful activity and that the transportation or transfer is designed to conceal or disguise 
the nature, location, source, ownership, or control of the proceeds of specified unlawful 
activity or to avoid a transaction reporting requirement. . 

Section J956(a)(3). This subsection enables law enforcement to conduct undercover "sting" 
operations. It makes it unlawful to engage in a financial transaction with property represented to 
be proceeds of specified unlawful activity. The funds in section 19S6(a)(3) cases are not actually 
derived from a n~al crime; they are funds provided to money launderers by undercover law 
enforcement agents. 
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Section 1957 

This gction mak s it unlawful to knowingly conduct a mone transaction in criminally 
~ed property in an amount greater than $10 fact constitutes procee s ofa 
sp~fied unlawftll acttvl . uch mone transactions must be conducte y, oug, or to a 
fi~cia1 instituti~. However, for the purposes of this section, financial institutions mc u e not 
only banks, but also other entities such as currency exchangers, securities brokers, insurance 
co~panies, dealers in precious metals, real estate brokers, casinos, and car, boat, or airplane 
deal()rs. ,In other words, this section makes it unlawftll in many circumstances to spend large 
sums ofknown criminal proceeds.2o. 

Bank Secrecy Act 

Congress enacted the Bank Secrecy Act (BSA) to counteract the use of financial institutions by 
criminals to launder the proceeds of their illicit activity.21 It authorizes the Secretary ofthe 
Treasury to issue regulations requiring financial institutions to keep certain records and. file 
certain reports, and to implement anti-money laundering programs and compliance procedures. 
The title of the Act is misleading, as the BSA's main purpose is to limit, rather than to enhance, 
secrecy regarding certain financial transactions. A willful violation of the BSA may result in a 
criminal fine ofup to $500,000 or a ten-year term of imprisonment, or both. A violation of the 
BSA also may result in a Civil penalties. 

Two major statutes amending the BSA were enacted during the 1990s. 

• 	 The Annunzio-W lie Money Laundering Act added several significant provisions to the 
BSA.22 The most important 0 ose prOVlSlOns authorized the reporting of suspicious 
1Jansactions. (SARs). It also allowed for the promulgation of rules for minimum anti
money Immdering programs atfinancial institutions. added a BSA civil penalty for 
negligence, and created a BSA Advisory Group of government and private-sector experts. 
Annunzio-Wylie also amended the MLCA to make the operation ofan illegal money 
transmitting businesses a crime (this provision is codified at 18 U.S.C. 1960), and added 

20 There ate three important distinctions between section 1957 and section 1956. f:irst, section 1957 has 
a $10,000 threshold requirement for each transaction. There is no threshold requirement for section 
1956.. Second, section 1957 simply requires that a monetary transaction occur with proceeds known to 
be of criminal origin. Unlike section 1956, there is no requirement that the transaction occur with the 
intent to promote a. specified unlawful activity 'or to conceal the origin ofthe proceeds. Third, unlike 
section 1956, section 1957 requires that the transaction be conducted through a financial institution. 
21 Pub. L. 91-508, Titles I and II, 84 Stat. 1114 (1970). 
22 Pub. L. 102-550, Title XV ofthe Housing and Community Development Act of 1992,106 Stat. 3672, 
4044-4074 (l992). . 
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provisions to the federal banking laws that required agencies to formally consider the 
revocation of the charter of any depository institution convicted of money laundering. 

• 	 The Monl~y Laundering Suppression Act (MLSA) expanded upon the policies set forth in 
AIu;~-Wylie.23 The most noteworthy provisions of the MLSA required the 
des~m of a single agenc as the reci ient of Sus icious Activi Re 0 s, expanded 
the authoirity to require e reporting of cross-border transportation of certain negotiable 
instruments, and required registration with the Treasury Department of certain non-bank 
financial institutions, such as money transmitters and check cashers. 

BSA reporting requirements 

As noted above, Ithe BSA authorizes the Secretary of the Treasury to promulgate rules requiring 
finan.cial institutions to file certain reports of financial transactions'. In accordance with these 
regulations, certain financial institutions must file: Suspicious Activity Reports, currency 
transaction reports, reports of cross-border currency transportation, and reports relating to foreign 
bank and securities accounts. 

Banks are requin:d to file, in accordance with 31 CFR 103.21, reports of suspicious transactions 
conducted or attempted at their branches. and involving or aggregating at least $5,000. A bank 

I 	 must fil~;:ious Activity Report (S . it knows, suspects, or has reason to suspect that a 
transact~on-wie6es 0 ans .. 1 legally-derived funds, is designed to evade BSA 
requirements, or has no business or apparent lawful purpose. Banks are specifically prohibited 
from notifying any person involved in a transaction reported as suspicious that a ~AR has been 
filed.. Banks enjoy a safe harbor from civil liability for any disclosure contained in a SAR. 

The currency transaction reporting rules at 31 CFR 103.22 require a financial institution24 to file 
atClifrency transaction report,(c~or each deposit, withdrawal, currency exchange, or other 
p3:ynrent or Hans.fer conducted b or through the financial institution in an amount exceeding 

./ 

23 Pub. L. 103-325, Title IV of the Riegle Community Development and Regulatory Improvem~nt Act of 
1994 (1994). 
24 Under the BSA, the Secretary of the Treasury has the authority to define the term "financial 
institution" very bJrOadly. At present, however, the implementing regulations restrict the scope of this 
term (for purposes of the BSA) to mean each agent, agency, branch, or office within the United States of 
any person doing business as a bank, a broker or dealer in securities, a money services business (defined 
to inc.Iude a check casher, a currency exchanger, an issuer, seller, or redeemer of travelers' checks, 
money orders or stored value, a money transmitter, and the U.S. Postal Service), a telegraph company, a 
casino, a card club, and a person subject to supervision by any state Or federal bank supervisory 
authority. 
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$10,000.25 This requirement also applies to casinos, which must file reports of currency 
transactions involving more than $10,000, as well as the Postal Service which must file reports of 
cash purchase~ of postal money orders and other mo ices products worth more than 
$10,000. Multi Ie transa . ~ ust be aggre ated for 
purposes of reru:hing the $10,000 threshold if the financial institution knows that the transactions 
are conducted by or on behalf of the same person. In accordance with exemption procedures 
issued by the S(~retary of the Treasury, banks may exempt transactions with certain customers 
from the requin:ment to file a CTR. 

A currency or monetary instrument report (CMIR) must be filed, in accordance with 31 CFR 
103.23, by all persons physically transporting currency or monetary instruments in amounts 
exceeding $10,000 across the U.S. border, and by all persons receiving a cross-border shipment 
of (:urrency or monetary instruments in excess of $1 0,000 for which a CMIR has not been filed. 
Failure to file such a report can lead to seizure of the funds attempted to ~e transported.--_._-----. 
(!';eign bank account report ~) must be filed, in accordance with 31 CFR 103.24, by U.S. 
resIdents and clfizens, as well as persons in and doing business in the U.S.,,[egarding acco~ts 
m..aintained witldbreign banks or securities brokers or dealers. Such reports~with 
the Commissioner of the Internal Revenue Service for each year during which the foreign 
account is maintained. 

BSA recordlceeping requirements 

The BSA also authorizes the Secretary of the Treasury to promulgate rules requiring fmancial 
institutions to tIlaintain certain records pertaining to financial transactions. In some instances, 
records must be maintained in conjunction with the filing ofa report. For example, if a bank 
decides to file a SAR, it must keep a copy of the SAR and supporting documentation in its 
records. There are additional recordkeeping requirements not attached to the duty to file a report. 
Examples of such independent recordkeeping requirements include the monetary instrwnent 
identification or "log" requirement and the funds transfer rules, described below. Financial 
institutions mus,t keep a copy of required records for five years, and the copy must be filed or 
stored in such a way as to be accessible within a reasonable time, in accordance with 31 CFR 
103.38. 

2S Ihe Secretary of the Treasury may, pursuant t031 CFR 103.26, lower an applicable reporting or 
rec(.rdkeeping do))ar threshold when issuing a geographic targeting order (GTO). To issue a Gro, the 
SecJ!'etary must d.;:termine that reasonable grounds exist for concluding that additional record keeping and 
reporting requirements are necessary to carry out the purposes and prevent evasions of the BSA. A GTO 
may be issued with regard to a specific financial institution or group of financial institutions within a 

. geographic area. 
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The logrequirement, found at 31 CFR 103.29, requires financial institutions to maintain records 
of the sale of bank checks or drafts, cashiers' checks, money orders, and travelers' checks 
purchased with currency in amounts of $3,000 - $10,000, inclusive. In complying with this 
requirement, financial institutions must obtain and record identifying information with respect to . 
the purchaser and the instrument purchased. 

Financial institutions must keep records with respect to most classes ofcustomer transactions. 
One important class of recordkeeping requirements relates to funds transfers of $3,000 or more, 
as provided by 3] CFR 103.33. The exact nature ofthe funds transfer recordkeeping requirement 
varies depending upon the role th~ financial institution plays in the transaction stream, but 
generally requires financial institutions to maintain a copy of the payment order, payment 
instructions received, and, in certain circwnstances, information relating to the originator, 
beneficiary, and intervening financial institutions. 

II. 	 Federal MQney Laundering Enforcement and Compliance. 

The l1~sponsibility for enforcing our criminal money laundering laws, and ensuring compliance 
with the BSA's recordkeeping and reporting requirements, is shared among several federal 
agencies. 

Law Enforcement 

The Department of the TreasUry and the Department ofJustice are t ke federal agencies 
. responsible for enforcing the criminal prohibitions of money laui1de~ found in 18 ..S.C. ] 956 
&l~~ 	 . 

The Uepartment ,of the Treasury 

The SI:cretary of the Treasury, through the Under Secretary (Enforcement), oversees the money 

laundering enforcement efforts of the Treasury. Treasury bureaus involved in enforcing the 

counter-money laundering laws include the Financial Crimes Enforcement Network (FinCEN), . 

Internal Revenue Service-Criminal Investigative Division (IRS-CID), the United States Customs . 

~ervice (Customs), the United States Secret Service (USSS), and the Bureau ofAlcohol, 

Tobacl:o and Firea;rms (ATF). 


• 	 FinCEN eSl~blishes, oversees and implements policies to prevent and detect money 
laundeting. As its name implies, FjnCEN is a network link among the law enf~rcement, 
[mandaI and re ulatory communities. Using the information reported under ffie BSA by 
banks and other financl ms I non, FinCEN serves as the nation's central clearinghouse· 
fQrbro",d-base<l.int~II~&.ence..~~ .. ~~~~ation_~Eafing-olllIlOlley iaWlderin[!baf'l1eIpS-
illuminate the financial trail for investigators to follow as they track criminals and their 
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assets. r1nCEN alSQ..Erovides tactical intelligence and analytical support tQ..law 
enforcement. It combines infomiation reported under the BSA with other government 
and'pu6Hc infonnation that is provided to the law enforcement community in the form of 
intelligence reports. These reports assist law enforcement in building investigations and 
planning new strategies to combat money laundering. 

• 	 !h~~~nal_~.ser.vjC€~ i~ primarily responsible for investigating criminal and civil 
mC5fllry""launderinga:ffitCurrenC¥rePorting violations undeF t:he:.eriminal arul:financial---, 
~5LQ~ of Titles 18 and 31. IRS-CID has primary investigative jurisdiction for money 
laundering crimes involving banks and other financial institutions. IRS-CID also has 
joint investigative jurisdiction of money laundering violations contained in the criminal 
code ofTitle 18. This authority is often shared between IRS-CID and the federal law 
enforcement agency with the investigative authority over the predicate crime. if such . 
crime is outside the investigative jurisdiction ofIRS-CID. 

• 	 .~ primary anti.money laundering role is to conduct illegal drug and currency 
i.nterdictiEm-at-B:S-.-borders-;..,. Cu~!gms.aJso erilor~~the-repo~ncy and '. 
monetary-instruments brought into or removed fromlEe I [oited StaleS, as requited by the 
BSA. Customs has a broad grant ofauthority to conduct international financial crime and 
money lalmdering investigations and initiatives within its role as a border enforcement 
agency. This jurisdiction is triggered by the illegal movement of crimina] funds, services, 
or merchandise across national borders. Customs enforcement efforts focus on 
international criminal organizations whose corrupt influence often affect trade; economic 
and financ:ial systems on a global basis. 

. 	 . 

• 	 The Secrelt Serv!£.~_~d ATF both investigate money laundering caS~as part of their . 
traditionl!lJaw enforceIl'l1m! func~Qns.... The jurisdiction of the Secret Service is especially 
relevant because it includes computer crimes, counterfeiting and many crimes involving 
!he misuse of national banks-~artereathrift InstitUtIOns. j;-----.--.---.--..-...--.. --.-.--.--~ ~-

The J)epartment of Justice 

The Attorney General, as the chief law enforcement officer ofthe United States, is responsible 
for th(! enforcement of all federal law. Through the Deputy Attorney General and the Assistant 
Attomey General for the Criminal Division, and in conjunction with the 94 United States' 
Attomeys, the Attorney General oversees prosecutions for money laundering offenses. The Asset 
Forfeiture and Money Laundering Section (AFMLS) ofthe Criminal Division, and the Federal 
Bureau oflnvestigation (FBI) and the Drug Enforcement Agency (DEA) are the principal Justice 
Department components engaged in the investigation and prosecution ofmoney laundering. 
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• AFMLS participates in domestic and international money laundering investigations and 
prosecutions, and supervises and approves certain money laundering prosecutions. The 
Section also provides legal advice to U.S. Attorneys' offices and investigative agencies 
on money laundering and asset forfeiture matters. Working closely with the various law 
enforcement agencies, AFMLS aids in the coordination of multi-district and 
internationally based money laundering investigations.· 

• The FBI has investigative authority over more than 200 violations of federal law, 
including money laundering offenses, whether the laundering is related to drug 
trafficking, terrorism, bank fraud or espionage. The FBI gathers and analyzes intelligence 
data to identify and target the major international and domestic money laundering 
organizations. In addition, long-term complex undercover money laundering operatiOns 
are conducted to target the criminal money launderer as well as the underlying criminal 
activity. The FBI considers money laundering as an ancillary violation that is pursued in 
all FBI investigations. 

• The DEA .is a specialized bureau of the Department of Justice whose sole mission is the 
enforcement of the U.S. drug trafficking laws. DEA places emphasis on the financi~ 
aspects of drug trafficking and works closely with federal, state, local and county law 

. enforcement agencies in money laundering investigations. 

Department ofState· 

The Department of State is responsible for day-to-day liaison with foreign governments on 
policy matters, induding money laundering. Primary responsibility for money laundering 
matters is vested in the Department's Bureau oflnternational Narcotics and Law Enforcement 
Matters, which participates in anti-money laundering initiatives in a variety of ways, including 
publishing an anniual report on international money laundering, helping to coordinate with other 
agencies intelligence and training and technical assistance on money laundering, and providing 
considerable funding for international anti-money laundering training. 

United States Postal Service 

The Postal Inspection Service is the investigative arm of the U.S. Postal Service. It has 
investigative jurisdiction for money laundering in connection with Postal related predicate 
offences, such as mail fraud. The Postal Inspection Service also investigates money laundering 
involvingthe,cash purchase ofpostal money orders, which are often used by money launderers to 
tnplSport value out ofthe country. 

Regulatory Compliance 
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The record-keeping and reporting requirements of the BSA are a critical component of the 
counter-money laundering regime. Ensuring tha~ finarlcial institutions and other covered persons 
and entities comply with these regulatory requirements is the responsibility of a broad range of 
executive branch and independent agencies including the federal banking regulators, the 
Secwities and Exchange Commission, the Internal Revenue Service's Examination Division, and 

. the Commodities Futures Trading Commission. 

Fedelral Banking Regulators 

The periodic compliance examinations conducted by the federal banking agencies and regul~tors 
- i.e., the Office of the Comptroller of the Currency; the Office ofThri1;t Supervision; the Board 
of Governors of the Federal Reserve System; the Federal Deposit Insurance Corporation; and the 
National Credit Union Administration - constitute a very significant deterrent to money 
laundt!ring. These! regulators ensure that their member banks have in place adequate internal 
controls and compliance programs to protect against money laundering, detect suspicious 
transactions, and file appropriate currency transaction and suspicious activity reports. If, in the 
course ofa compliance review, a federal banking regulators detect a money laundering scheme,· 
it reports its findings to the appropriate law enforcement agencies. In addition, when a regulator 
determines that a bank has failed to comply with the reporting requirements of the BSA, it may 
refer the case to FinCEN for possible civil pen.ahies. And ifa hank fails to file reqtrifed SAR 
reports, the regulator can initiate a SAR report on its own and also may institute civil money 
penalties or other e:iiforcement measures under the authority provided by 12 USC 1818. 1 
The Securities and. Exchange Commission 

The Securities and Exchange Commission (SEC) regulates ofthe domestic securities markets 
and market participants. The SEC's chief responsibility with respect to money laundering is 
ensuring compliance with the BSA's reporting, recordkeeping and record retention obligations 
by securities brokers and dealers. Much of the examination, investigation and enforcement 
responsibility for brokers and dealers is effected by self-regulatory organizations (SROs) over 
securities exchanges. SEC ~d SRO staff engage in sophisticated review of securities firms' 
financial and customer data related to compliance with the federal securities laws, and conduct 
their reviews mindful of the need to refer to the appropriate civil or criminal authorities 
information that may evidence money laundering. 

Internal Revenue Service 

The Internal Revenue Service's Examination Division (IRS-Exam) has regulatory authority for 
civil compliance with the BSA for many non-bank financial institutions (NBFI) such as currency 
dealers or exchange:rs, check cashers, issuers and sellers or redeemers of traveler's checks/money 
orders or similar monetary instruments, licensed transmitters of funds, telegraph companies, 
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certain casinos and agentslagencieslbranches or offices within the United States of banks 
organized under foreign law. IRS-Exam conducts on-site BSA compliance exams'to ensure that 
NBFls are in compliance with the reporting, recordkeeping and compliance program 
requirements of the BSA, and is also responsible for examining and monitoring compliance with 
the currency reporting requirement on trades and businesses 

Commodities Futures Trading Commission 

The Commodity Futures Trading Commission (CFTC) is charged with the administration and 

enforcement of the federal futures and options laws. Although money laundering is not a 

violation of the laws enforced by the CFTC, it may be accomplished through acts that separately 

violate these laws - such as wash sales, accommodation trades, fictitious transactions and the 

filing of false reports - and therefore could result in a CITC enforcement action. 


III. State and Local Counter-Money Laundering Efforts 

The nmge of activities undertaken at the state and local level to combat money laundering is 

extem;ive . 


. On the! enforcement side,)4 states have laws makin&J]lQDey laundering a crime. Many of these 
state laws incorporate, to avarymg degree, similar ~r parallel aspects of fedeuli. counter-money 
laundt:ring laws, including lengthy prison sentences for money laundering (often in the range of 
10 to 20 years) and significant criminal fines ~ three times the value ofthe property involved 
in the transaction). In recent years, there has been an increased focus on investigations involving 
money laundering and its predicate offences. Several states have prosecution units that focus on 
state money laundt~ring prosecutions. These l:iiiitniIe composed of a dIverse staff including -- . 

, a.ttoilie~rs;-accoiiilt3nts: analysts and computer specialists who have significant ' 
expertise in financial investigation techniques and laws relating to money laundering/asset 
forfeiture. In addition, there are law enforcement task forces in many parts of the country that 
combine the resources of fedel1l1, state and local agencies in combating money laundering and 
related predicate offences. 

States are also actively engaged in the regulation and supervision of financial institutions. 
Enforcfment agencies in all 50 states participate in FinCEN's Project Gateway, which allows 
authorized users in state law enforcement agencies direct, on-line access to all BSA reports. This 
program allows states to access individual BSA reports filed anywhere in the country, rather than 
limiting access to those filed in one particular state. Moreover, several states have enacted 
currency transaction reporting requirements for bank and non-,bank financial institutions that 
mirror the BSA as a means of collecting data, while several other states receive copies of federal 
CTRs filed by institutions. in their state~ And, of course, state banking agencies engage in routine 
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supervision and compliance audits ofstate-chartered banks, which often includes a review of a 
bank's counter"money laundering efforts. 

102 



'. 	 DEPARTMENT OF THE TREASURY 
WASHINGTON 

March 8, 2000 	 ACTfON 
ASSISTANT SECRETARY 

MEMORANDUM FOR SECRETARY SUMMERS 

FROM: 	 Ted Truman1ttit ~ 
Assistant Secretary 
International Affairs 

Will 'Wechsler ~~ 

Special Advisor for Money Laundering 


SUBJECT: 	 Letter to 1 st Deputy Prime Minister Kasyanov urging Russia to enact 
anti-mom~y laundering legislation. ' 

Background 

The attached letter notes Prime Minister Putin's commitment last October to work with the 
Duma to enact quickly comprehensive anti-money laundering legislation and urges vigorous 
action to fulfill this promise. The letter emphasizes the positive signal that enactment of an anti
money laundering law would send, including at the Okinawa Summit. If Russia passes its law, 
the letter offers to provide technical assistance to speed implementation of the anti-money 
laundering regime and to assist with Russian application for membership in the FATF. 

The timing ofthis letter is intended to keep money laundering at the top the new government's 
legislative agenda following the March 26th elections. 

Recommendation 

That you sign th~tached letter. 

/Agree __,____, Disagree ______ Let's Discuss 

Attachment: Letter to Kasyanov 



DEPARTMENT OF THE TREASURY 
WASHINGTON. D.C. 

SECRETARY OF THE 'rREASURY 

March'S,2000 

Mr. Mikail Kasyanov 

First Deputy Prime Minister 

The \\'hite House 

Krasnopresnenskaya Naberezhnaya 2 

Moscow, Russia 


Dear Minister Kasyanov: 

I write on a subject that I know both of us take very seriously, money laundering. Last 
September this issue was identified as .a priority in the G-7 Finance Ministers Communique, ,md 
in October it was i, key agenda item at the G-8 Crime Ministerial in Moscow. Money laundering 
has also been at the forefront of diplomatic and law enforcement discussions between our two 

. nations. 

In October, the G-8 Ministerial participants warmly welcomed Prime Minister Putin's 
commitment to achieve enactment of a comprehensive anti-money laundering law and discussion 
of the steps Russia proposed to take to put into place an anti-money laundering regime.' 
Attorney General Reno, responding to a Russian request, presented Prime Minister Putin with 
our comments on the draft legislation that had been provided to us by the Presidential 
Administration. We understand work on the draft continues, and we urge the Russian 
Governmentto prl)ceed with all delibelrate speed to fulfill Prime Minister Putin's October 
commitments, most notably enactment of comprehensive anti-money laundering legislation in 
confonnity with international standard:;. 

The United States and the international community attach great importance to this issue . 
. Enactment would help improve Russia's business climate and would be a fundamental step in 
Russia's critical fight against crime and corruption. The new Duma and Presidential 
Administration can send a positive signal by making passage of a strong money laundering law, 
ideally before the Okinawa Summit, one of their top legislative priorities. The prompt enactment 
and thorough implementation of such a law would also be warmly received within the 
international banking community. In contrast, the continued absence of progress on this matter 
would send a negative signal to the international community. 

The United States stands ready should Russia desire further consultations during the drafting of 
new money laundering legislation. The consultations we have already begun, including those 
with the Council of Europe, are an important start. In addition, the Financial Action Task Force 
could review new draft legislation for adherence to international standards, if such assistance 
would be helpfuL Enactment of such a law would also improve the receptivity of the Financial 



Action Task Force: to a Russian application for membership. Once a law is enacted, the United 
States would be prepared to offer assistance to help speed implementation, including assistance 
in establishing a Russian ·financial intelligence unit. 

I look forward to a continuing dialogue with you on this issue and to working with you to help 
stem money laundering activities in Russia, the United States and throughout the world. 

Sincerely, 
I I . 

,/ J;'- .A : .~/ . I .' "'L C-'" w-l,/<rL.. t.-·r\....-'vJ I' L __ 2' .../("-/~/....V\.."' ,..\•.... _>_... 

Lawrence Summers 
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" 	 DEPARTMENT OF THE TREASURY 

WASHINGTON 

March 8. 2000 

MEMORANDHM FORSECRETARY SUMMERS 

FROM: 	 Ted Truman 1MJt f", 
Assistant Secretary 
International Affairs 

WiUWechsler'r=e~ 
Special Advisor for Money Laundering: 

SUUJECT: 	 Letter to 1 st Deputy Prime Minister Kasyanov urging Russia to enact 
anti~money laundering legislation. ' 

BackgroUD~ , 

The attached letter notes Prime Minister Putin's commitment last October to work with the 
Duma to enact ejuickly comprehensive anti-money laundering legislation and urges vigorous 
action to fulfil11:his promise. The letter emphasizes the positive signal that enactment of an anti~ 
money laundering law would send, including at the Okinawa Summit.. IfRussia passes its law, 
the letter offers to provide technical assistance to speed implementation ofthp anti-money 
laundering regirne and to assist with Russian application for membership in the F A'.[f:

' . .... ..... ~~. 

The:timing of this letter is intended to keep money laundering at the top the new government's 
legislative agenda following the March 26th elections. ' 

I 
'Re<:ommendatiion 

ThJ:lt you sign the attached letter. 

____ Agree ______ Disagree ______ Let's Discuss 

Attachment: Letter to Kasyanov 

- ----~:.......-;;;,.. ..:.:... 
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DEPARTMENT OF THE TREASURY 

WASHINGTON. D.C. 


", :'S£CRETARY'OF THE TREASURY 


.:. 
 " 

ML Mikail Kasyanov 
. First Deputy Prime Minister 

The White House 

Krasnopresnenskaya Naberezhnaya 2 

Moscow, Russia 


Dear Minister Kasyanov: 

I Wlite on a subject that I kno~ both of us take very seriously, money laundering. Last 
September this issue was identified as a priority in the G-7 Finance Ministers Communique, and 
in October it was a key agenda item at the G-8 Crime Ministerial in Moscow. Money laundering 
has also been at the forefront ofdiplomatic and law enforcement discussions between our two, 

1 nations.J ; ,,(
1 \ t, '. ~In'C)ctober, the G-8 Ministerial participants warmly welComed Prime Minister Putin's 
j , 

conlmitment to achieve enactment of a comprehensive anti-money laundering law and discussion 

of the steps Russia proposed to take to put into place an anti-money Jaunderingregime. 

Attorney General Reno, 'responding to a Russian request, presented Pnme Minister Putin with 

our comments on the draft legislation that had been provided to us by the Presidential." 

Administration. We understand work on the draft continues, and we urge the Russian ", ,~. 

Government to proceed with all d/!liberate speed to fulfill Prime Minister Putin's October 

commitments, most notably enactment of comprehensive anti-money laundering legislation in 

conformity with international standards. 


The: United States and the international community attach great importance to this issue. 

Ena.ctment would help improve Russia's business climate and would be a fundamental step in 

Rus.sia's critical fight against crime and corruption. The new Duma and Presidential 

Administration can send a positive signal by making passage of a strong money laundering law, 

ide<tlIy before the Okinawa Summit. one of their top legislative priorities. The prompt enactment 


, and thorough implementation of such a law would also be warmly received within the 

international banking community. In contrast, the continued absence ofprogress on this matter 

would send a m:gative signal to the international community. 


The; United States stands ready should Russia desire further consultations during the drafting of 

new money laundering legislation. The consultations we have already begun, including those 

with the Council ofEurope, are an important start. In addition, the Financial Action Task Force 

could review new draft legislation for adherence to international standards, if such assistance 

would be helpful. Enactment of such a law would also improve the receptivity of the Financial 




Action Task Force to a Russian application for membership. Once a law is enacted, the United 
States would be prepared to offer assistance to help speed implementation, including assistance 
in establishing a Russian fmancial intelligence unit. . 

Hook forward to a continuing dialogue with you on this issue and to working with you to help 
stem money laundering activities in Russia, the United States and throughout the world. 

i . / 

Sincerely, 

. Lawrence Summers 
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,~ 2000-SE-OO,5851 
DEPARTMENT OF THE TREASURY'. ,a WASHINGTON, D.C. 20220 

June 1,2000 

MEMORAN1[)UM FOR: DEPUTY SECRETARY EIZENSTAT 

FROM: WILLIAM WECHSLER WIA ( 
SPECIAL ADVISOR ON Mb~y LAUNDERING 

RE: Money Laundering Provisions ofthe TranSmitionai Organized Crime· Convention 

Over the past two years, the United States has participated in the negotiationS of the United 
Nations Conv(mtion Against Transnational Organized Crime. The goal 'Of the Convention is to 
enhance international cooperation on a variety of issues related to transnational organized crime 
- including extradition, mutual legal assistance, firearms trafficking, and money laundering. Of 
particular interest to Treasury have been the Convention's two articles relating to money 
lalmdering -- Article 4 and Article 4 bis -- and the Firearms Trafficking Protocol. I Regarding 
th(~ money lauildering provisions, it has been the U.S. goal to use the Convention.to advance both 
the international obligation to criminalize money laundering and to elevate the i~ternational 
status of the FATF. ' 

The Justice De:partment has had the leadin negotiating Article 4, which deals with money 
laundering criminalization. The Treasury Department has had the lead in negotiating Article 4 
bis, which seeks to require countries to implement counter-money laundering regulatory regimes 
based on the FATF 40. However, certain countries -- particularly in the Arab Group -- are 
seeking to undermine the FATF by supporting language that could create a weaker, nlternarive 
international standard to the FATF 40. 

The Convention negotiations are scheduled to conclude this year, with a signing event set for 
Palermo, Italy on December 11, 2000. The next round ofnegotiations is scheduled in Vienna, 
Austria for June 5 - 16. Article 4 bis is scheduled to be discussed during the second week ofthe 
negotiations, probably on June 13 or 14. This round is likely to be the final opportunity to ensure 
ac(:eptable money laundering language. It is unlikely, however,. that the significant outstanding 
money laundering issues can be resolved in the short time allotted to them in Vienna next month 
absent high-level capital-to-capital outreach to the countries that have represented the most 
significant obstacles. Failure to achieve acceptable language on Article 4 bis would represent a 
significant setback in U.S. international money laundering policy. 

1 The Firearms Protocol to the Convention is not the subject ofthis memorandum, 
1hough Treaswy has taken the lead in its negotiation. Separate briefing papers can be prepared 
for you on this matter if you wish. 

http:Convention.to
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R(!commendation: 

Prior to the next round of negotiations, you place calls to the Finance Ministries of Lebanon, the 
United Arab Emirates, andKuwait, emphasizing the importance of this issue to the United States' 
and the reasonableness of our position. (Talking points are attached) . 

. Lebanon: 
Minister ofFinance Georges Corm 
Tel: 011-961-1l-642-720 

U.A.E.: 

Ministry of Finance and Industry Hamad bin Rasllid 

Tel: 011-971-2-726-000 


Kuwait: 

Minister of Finance Ahmad A. AI-Sabah 

Tel: 011-3965-248-0000 


Discussion: 

The Treasury Department has led the negotiations ofArticle 4 bis, which seeks to require 

countries to implement effective counter-money laundering su~rvisory and regulatory regimes. 

Initially, our effort in Article 4 bis was to require countries to adopt and adhere to the FATF 40 

Recommendations. Achieving intemational consensus around this position -- particula;-ly from 

th€: G-77 - proved impossible, due largely to reluctance by many countries to commit formally 

to the FATF 40 Recommendations. Consequently, the U.S. position has gradually' softened, 

though our bottom line has remained as follows: 


• 	 a requirement to implement effective supervisory and regulatory counter-money' 

laundering regimes, and 


• 	 an acknowiedgmellt of the F ATF 40 as the premier international money laundering 

. standards, not as one set of standards among many. 


At the last rowld of negotiations on this matter in February, delegates from the G-8 crafted 

compromise language to accommodate G-77 concerns. The operative language is as follows: 


"consistent with its fundamental legal principles, and without prejudice to any 
other article of this Convention, each State Party shall, within its means, develop 
the domestic regulatory and supervisory regime under the terms of this article on 
the basis 'ofthe 40 Recommendations ofthe FATF and other relevant initiatives 
such as ...." 
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This language is consistent With the goals the U.S. seeks to achieve, and at the same time. 
accommodates: many G-77 concerns. Unfortunately, at a late stage in the negotiations, the Arab 
Group objected to the compromise text, insisting that the phrase "ifappropriate" be used to 
modify the obligation to develop a regime based on the F ATF 40. In other words, the Anib 
Group sought to remove any obligation to base regimes on the FA TF 40, thereby reducing the 
FA TF 40 from the premier standard to one standard among others to which countries can look. 

Lebanon has utken an unofficial leadership role among the Arab countries present at the 
negotiations~ Therefore, Lebanon's cooperation is vital to bringing the negotiations to a 
successful conclusion. As you know, Lebanon is likely to be named as a non-cooperative 
jwisdiction by FATF this month. This fact presents both an obstacle and an opportunity. While 
Lebanon will certainly not be anxious to endorse a body that is in the process ofpublicly 
criticizing it, endorsement of Article 4 bis could be presented as a first step that Lebanon can take 

. to remove itself from the F ATF list. . 
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Talkin& Point on Article 4 bis 

• 	 I am pleased to learn that your country has taken an active role in the negotiations ofthe 
U.N. Transnational Organized Crime Convention. We value our cooperation with you in 
thatfotum, 

• 	 One issue that is ofparticular concern to the United States is Article 4 bis, which seeks to 
. require countries to establish effective counter-money laundering regimes. The United 
States (:onsiders this to be one of the most important provisions in the Convention. 

• 	 As you may know, this Article will be discussed in Vienna in early June, and. that may be 
our fillill opportunity to ensure acceptable money laundering language. 

• 	 A proposal has been put forward that would require countries to establish comprehensive 
counter-money laundering regimes -- consistent with their fundamental legal principles 
and within their means -- that are based on the FATF 40 Recommendations, and on other 
relevant standards. 

• 	 We understand that countries that are not FATF members are sensitive to agreeing to 
follow fhese recommendations, but I must emphasize two points: 

• 	 We are not seeking to incorporate the FATF 40 as binding obligations in the 
Convention, as they are not even legally binding on FATF members. We are 
simply seeking to countries to commit to developing regimes based on the FATF 
40. 

• 	 However, we do believe that the F ATF 40 must be acknowledged as the leading 
international money laundering standard, and the one on which regional efforts 
throughout the world have been based. . 

• 	 The FATF 40 have been embraced by over 60 countries in all regions, and serve as the 
basis for the developing international system to combat money laundering. This is why I 
was troubled to learn that your country has objected to the proposed language, and is 
instead seeking language that would make it optional for countries to base their counter
money liaundering systems on the FATF 40. 

• 	 If your country has concerns about the current money laundering proposal, I would like to 
know about them and to try to work them out so we can move this issue forward in a· 
spirit ofcooperation. 

• 	 [This point only for Kuwait and UAE] I understand that your country is seeking to join 
the intemational fight against money laundering, but I m\lst emphasize that the United 
States considers acceptance ofthe F ATF 40 as the premier international standard to be an 
indisperlsable foundation of any country's money laundering policy. 

4 
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• (This I,oint only for Lebanon) I understand that Lebanon is being reviewed by FATF in 
. its evaluation of non-cooperative jurisdictions and is likely to be listed as non

cooperative. Though I cannot promise any outcomes in that process -- as the U.S. is only 
one country within FA TF -- I can say that support and implementation of this language 
would be a good first step to joining the international fight against money laundering and 
removing Lebanon from the non-cooperative list. I therefore urge you to examine the 
reasonable text that has been proposed in this matter, and to support this text at the 

, upcoming negotiations in Vienna in early. June. 
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DEPARTMENT OF THE TREASURY 
WASHINGTON, D.C. 

June 7, 2000 
SECRETARY,OF THE'. TREASURY 

The Honorable James Leach 

Chaimlan 

Committee on Banking and Financial Services 

U.S. House ofRepresentatives 

Washington, D.C. 20515 


bear Mr. Chainnan: 

I write to express the Administration's strong support for H.R. 3886, the International Counter
Money La~nderingAct of 2000. This bipartisan bill will greatly improve our ability to combat 

, international money laundering. 

International monf:y laundering is an enonnously important issue. Fonner IMF director Michel 
Camdessus has estimated the global volume oflaundered money at 2-5 percent of annual global 
GDP ..- $600 billion at the low end. The laundering of this money allows terrorists, drug cartels, 
organized crirnF groups, and corrupt foreign government officials to profit from their illegal 
activities and finance new crimes. , 

Recent developments have made it easier for international criminals to launder their funds . 
. Glob.!lization and advances in communications and banking technologies allow criminals, like 
, everyone else, to move their funds faster and farther than ever before. And the Internet now 
, allows almosteve:ry bank in the world, well regulated or not, to be easily accessed. The result 
has b(~en a proliferation in just the last few years of international money laundering havens. 
These are countries - some of them small, remote islands - that have recently passed laws 
providing excessive bank secrecy, anonymous company incorporation, economic Citizenship, and 
other provisions that directly conflict with well-established international anti-money laundering 
standards. Many blatantly advertise their no-questions-asked banking services. Some have 
actually made this part of their official development programs. 

, 'The International Counter-Money Laundering Act of20oo would provide the1tools we need to , 
, crack down on international money laundering havens and protect the integrity of the U.S. 

financial system from the influx of tainted money from abroad. The bill provides for actions that 
, ' . 

will be graduated, discretionary, and targeted, so we will be able to focus our attention on 
international transactions involving criminal proceeds, while allowmg legitimate international 
commerce to continue to flow unimpeded. ' 

This bill would allow the Secretary of the Treasury to take two steps. First, after careful. 
consultations with all relevant government officials including the Chainnan ofthe Federal 
Reserve, the Secretary could designate a specific foreign jurisdiction, foreign financial 
institution, or class ofintemational transactions as being of"primary moriey laundering 



concern." The Secretary's consultations would ensure consideration of all relevant facis, 
including the specific type of money laundering threat we confront, the degree of cooperation we . 
expect from our allies, and the possibility that inappropriate burdens or anti-competitive 
ramifications may result for domestic financial institutions. Second, after' another round of· 
consultations, the Secretary could take action to help prevent laundered money from slipping 
undetected into the U.S. financial system and, as a result, increase the pressure on that foreign 
jurisdi(;tion to improve its own counter-money laundering efforts. The bill includes provisions 
for record-keeping and reporting, the identification ofbeneficial owners and those using 
correspondent or payable-through accounts, and for restricting correspondent relationships with 
money laundering havens and rogue foreign banks in certain circumstances. 

This Act Will complement our .other anti-money laundering initiatives as detailed in the National 
Money Laundering Strategy for 2000, released earlier this year. Internationally, we have 
successfully worked with the 26-nation Financial Action Task Force to identify nations that have 
failed to cooperate with the international fight against money laUndering. The F ATF report, the 
first of its kind, is due later in the month. The issue will also be high on the agenda ofthe G-7 
next month. Domestically, we have worked to focus federal law enforcement as never before. 
For example,. worlrjng with the Congress we have identified the first four high-intensity financial 
crime areas and have begun a new grant program to help boost state and local law enforcement 
efforts. 

We have foun~that the only way to combat this problem effectively is through coordinated 
efforts on all fronts: law enforcement, international cooperation, and regulatory oversight. Each 
of these are interdependent. Without anyone, our efforts would be ineffective. For instance, if 
U.S. law enforcement is unable to penetrate foreign bank secrecy regimes, or if U.S. law 
enforc.ement did not have access to suspicious activity reports by banks, they could not 
successfully combat money laundering. Therefore, by improving our international efforts, we 
will not only achieve greater success in that area, but will improve federal, state and local law 
enforc:ement as well, while better protecting the integrity of the U.S. financial system. 

The Administration strongly supports H.R. 3886, and urges its adoption by the Congress. 

Sincerely, 
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DEPARTMENT OF THE TREASURY 
WASHINGTON, D.C. 

SECRETARY OF THE TREASURY June 7, 2000 

The Honorable J01m Lafalce 
U.S. House of Representatives 

Washington, D.C. 20515 . 


. Dear Mr. Lafalce: 

I write: to express lhe Administration's strong support forH.R. 3886, the International Counter
Money Laundering Act of 2000. This bipartisan bill will greatly improve our ability to combat 
international mOfl(!y laundering. 

International money laundering is an enormously important issue. Former IMP director Michel 
Camdessus has estimated the global volume oflaundered money at2-5 percent of annual global 
GDP ..- $600 billi()fl at the low end. The laundering of this money allows terrorists, drug cartels, 
organized crime groups,and corrupt foreign goverinnent officials to profit from their illegal 
activilies and flllaJrlce new crimes. 

Recent developm(':nts have made it easier for international criminals to launder their funds. 
Globalization and advances in communications and banking technologies allow criminals, like· 
everyone else, to move their funds faster and farther than ever before. And the Internet now 
allows almost every bank in the world, well regulated or not, to be easily accessed. The result 
. has been a proliferation injust the last few years of international money laimdering havens, 
These: are countries - some of them small, remote islands - that have recently passed laws 
providing excessive bank secrecy, anonymous company incorporation, economic citizenship, and 
other provisions that directly conflict with well.;.established international anti·money laundering 
standards. Many blatantly advertise their no-questions-asked banking services. Some have 
actuaUy made this part of their official development programs . 

. The International Counter-Money Laundering Act of2oo0 would p·rovide the tools we need to 
crack down on international money laundering havens and protect the integrity of the U.S . 
. financial system trom the influx of tainted money from abroad. The bill provides for .actions that 
will be graduated, discretionary, and targeted, so we will be able to focus our attention on 
international transactions involving criminal proceeds, while allowing legitimate international 
commerce to continue to flow unimpeded. 

This bill would allow the Secretary ofthe Treasury to take two steps. First, after careful 
consultationS with all relevant government officials including the Chairman of the Federal 
Reserve, the Secretary could designate a specific foreign jurisdiction, foreign financial 
institution, or class of international transactions as being of"primary money laundering 



concern." The Secretary's consultation~ would ensure consideration of all relevant facts, 
including the specific type ofmoney laundering threat we confront, the degree of cooperation we 
expect trom our allies, and the possibility that inappropriate burdens or anti-competitive' ' 
ramifications may result for domestic financial 'institutions. Second, after another round of 
consultations, the Secretary could take action to help prevent laundered money from slipping 
undetected into the U.S. [mandaI system and, as a result, increase the pressure on that foreign 
jurisdiction: to improve its own counter-money laundering efforts. The bill includes provisions 
for record-keeping arid reporting, the identification ofbeneficial owners and those using 
correspondent or payable-through accounts, and for restricting correspondent relationships with 

, money laundering havens and rogue foreign banks in certain circumstances. 

This AGt will complement our other anti-money laundering initiatives as detailed in the National, 
Money Laundering Strategy for 2000, released earlier this year. Internationally, we have 
successfully worked with the 26-nation Financial Action Task Force to identify nations that have 
failed to cooperate with the international fight against money laundering. The F ATF report, the 
first of its kind, is due later in the month. The issue will also be high on the agenda of the G-7 
next month. Domestically, we have worked to focus federal-law enforcement as never before. 
For exmnple,.working with the Congress we have identified the first four high-intensity financial 
crime areas and have begun a new grant program to help boost state,and local law enforcement 
efforts.. . 

We have foundetha.t the only way to combat this problem effectively is through coordinated 
efforts on all fronts: law enforcement, international cooperation, and regulatory oversight. Each 
of these are interdc:pendent. Without anyone, our efforts would be ineffective. For instance, if 
U.S. law enforcement is unable to penetrate foreign bank secrecy regimes, or ifU.S. law 

enforcement did not have access to suspicious activity reports by banks, they could not 

successfully combat money laundering. Therefore, by improving our international efforts, we 

will not only achieve greater success in that area, but will improve federal, state and local1aw 

enforcement as well, while better protecting the integrity ofthe U.S. financial system. 


, The Administration strongly supports H.R.3886, and urges its adoption by the Congress. 

Sincerely, 

h~i-Ld~ 
Lawrence H. Summers 
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From: Ronald Levy 
To: ComstockN 
Date: 6n1006:42pm 
Subject: HR-3886 Sec. letter to OMB for clearance.: withdrawn(?) 

Neal: 

In furtherance of a conversation we started 

I serlt the Sec. lettElr on H.R. 3886 to OMB/LRD because of the squabble we had with the Ju~tice report on, and 
amendment to, H.FL 3886. While we were speaking OMB/LRD called and. among things. advised that Justice has 
withdrawn its letter 

I called Will Wechsler to confirm. Eric Holder and the Leg. Affairs folks at Justice did in fact agree to withdraw their 
letter. This then le·ft the question of what to do with the Sec. letter I sent to OMB/LRD just a few minutes earlier for 
clearance. 

Per the conversati()O with Will. I left a message for OMB/LRD to take the Sec's letter out of the clearance process as 
an unnecessary process -- the letter supported an Administration bill. did not comment on that bill, and did not 
propose to add to or subtract from that bill (in contrast to the Justice letter). In a follow up conversation with 
OMB/lRD. I was told that they would send the letter to the policy folks (Alan Rhinesmitn, or'someone in his office) 
as a fait accompli. 

Ron 

cc: LLR. WechslerW. carror 

. f 

..............................._----_....._-------------
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(8 DEPARTMENT OF THE TREASURY 
WASHINGTON, D.C. 20220 

MEMORANDUM 

To:' 	 Money Laundering Strategy Steering Committee 

From: 	 Stuart EizeIlstat, Deputy Secretary of the Treasury 
Eric Holder, Deputy Attorney General 

Re: 	 ImplemenUltion ofthe National Money Laundering Strategy for 2000 and Drafting of the 
National Money Laundering Strategy for 2001 

Date: 	 November 16, 2000 

It is tillie again to describe what we have done so far on each action item in the current National 
Money Laundering Strategy (NMLS), and to draft the NMLS for 2001. 

Attached is a spreadsheet that lists the status for all the action items in the 2000 NMLS. In general, 
the Ste:eringCoItUllittee has done a good job of implementing the current Strategy. Everyone should 
feel proud of the progress made in one year. As the attached spreadsheet reveals, however, there are . 
several significant holes that need to be filled. Please review the attached spre~dsheet and provide us 
with the status of a.ll incomplete action items for which you hold the lead or partial responsibili~y. 

The 2001 NMLS should be a follow-up to the 2000 NMLS. In drafting the submissions forthe 
2001 :NMLS, each working group should consider what has been accomplished and what further 
steps are logical. Ofcourse, new ideas and initiatives are welcome. The Treasury Department will . 
take the responsibility for consolidating the drafts from each working group. Submissions for each 
action item are du(: by December 15.2000. The target date for publication is February 1,2001. 
Because our timetable is so tight, it is extremely important that submissions are made by the 
December 15th deadline: Assuming that all the submissions will be timely, we will circulate a draft 
to the Steering COlnmittee by January 5,2001, and will prepare a fmal draft by January 22,2001. 

Also attached is a template for submissions. Most submissions should not be longer than a page or 
two, although yow: submission may be longer if necessary. The chairs of the subgroups ~e . 
responsible for submissions for their action items (and will likely need to include longer . 
submissions, giverl thy priority attached to their action items). Treasury (Enforcement) and Justice 
(Criminal) are responsible for submissions for the action items that are under their direction. 

Please e-mail your submissions to David Aronberg, the White House Fellow for the Treasury 
Depar1ment, who win be the point of contact for the 2001 NMLS. His e-mail address is 
david.aronberg@do.treas.gov and his telephone numbers are 202-622-2143 (office) and 202-622
2751 (fax). If any agency has ideas for new action items or additio~al money laundering-related 
activities that were overlooked in the drafting ofthe 2000 NMLS, please send them to David 
Aronberg as well. Our intention is to provide the Congress and the public with another 
comprehensive collection ofthe Administration's actions to combatm6ney laundering. 

mailto:david.aronberg@do.treas.gov
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DRAFT -- ACTION ITEM LIST 
NATIONAL MONEY LA\JNDERING STRATEGY 

Updated Draft 11/8/00- Sort by date 
Action Item Lead Agency DueDa' Milestone Status 

4.2.1.d-1 Talisman Treasury Mar-OO OECO committee deCision on access to bank 
info for tax purposes report 

Report completed and published Spring 2000. 

4.4.3-1... Truman Treasury Mar-OO Coordinate interagency Foreign Official 
Corruption Working Group 

Completed; report drafted. ~ 

4.6.1 Robinson Justice Mar-OO Justice and State implement an agreement on 
the modalities for passing to State the names 

.. .. .  .. ... and :bios .of knoYm or suspet;:ted money 
launderers for entry into the visa lookout 

.. , .. ... ,- -

1.5.2-1 Varrone Customs Apr-OO DEA, IRS, FBI, OFAC participate in MLCC 
and deconfliction center available to all 

DEA placed an agent at MLCC for 60 days.on trial basis, and the 
agent is still there; IRS will be meeting with MLCC in near future; 

~. 

OFAC and US Postal Inspectors are participating on an part-time 
basis; a formal agreement between the MLCC and RMCP is pending; 
Inn frnm FRT vP.t 

1.6.1-1 Hicks 
McDowell 

Treasury 
Justice 

Apr-OO AG, Depty Seety & Depty AG meet with 
companies whose products are vulnerable to 
BMPE.. ID major trade associations & 
schedule BMPE presentations at annual mtg. 

Completed. Meeting took place in June 2000; a follow-up meeting 
will occur in DC in November 2000. 

1.6.2-1 Varrone Customs .1 Apr-OO MLCC analysis identifies common methods for 
placement of narco proceeds into the financial 
system 

Ongoing. MLCC continues to track wire transfers of accounts for 
which a suspected violator is involved; the account information is 
used to identify the recipient of the funds; MLCC staffhas been 

4.2.1.c Sobel Treasury Apr-OO Report to the Financial Stability Porum on the 
Offshore Financial Center Wkg. Group's 
conclusions regarding recomrnendations for 
assessing compliance and ensuring incentives 
to encourage such compiiance 

Completed 

1.4.1-1 Talisman 
Junghans 
Robinson 

Treasury 
Justice 
Justice 

May-OO 
. 

COhvene a study group to consider expanding 
the list oiML predicates to include tax 
offenses. 

In process; meetings took place on 8/11, 9/6 and 9/25; no conclusions 
yet. 

Treasury MLS - 1 - . 11/17/00 



May-OO List of 23 top businesses identified as being suspected of accepting 
documenting alleged BMPE violations 

1.6.2-2 , Varrone Customs MLCC completes analysis of BSA info 
BMPE dollars is completed; additional information is being 

researched; list will be available in near future. 


1.7.2-1 
 May-OORobinson Justice Convene a wkg. Group to review available 

technologies and determine utility of 


. developing a uniform procedure for 

conducting document exploitation 


2.3.3-1 
 Completed on time 

Baer 


Treasury May-OO Identify existing training programs for federalBresee 
Treasury financial investigators and bank examiners 


2.7.1-1 
 Wolin Treasury May-OO Complete detailed description of existing legal 
protections for personl!l info provided to the 

-
government pursuant to the BSA 

May-OO4.2.1.a Johnson Treasury Report to the steering committee on results. and Report submitted 
actions taken regarding review of 
correspondent banking relationships and 
identification ofpriority jurisdictions for US 

4.2.I.b-1 May-OO 15 jursidictions were identified as non-cooperative territories at the 
researching and analyzing laws, regs and 

Treasury US participates in multilateral groups Johnson 
FATF Plenary in June; advisories were issued on alliS jUrisdictions 

practices ofjurisdictions thought by FATF to in July; second round of review began in October. 
be potentially non-cooperative 

Interagency meetings ongoing; MLCC manual has been developed 
enhance procedures and protocols 

I.S.2~1 Varrone Customs Jun-OO MLCC establishes a wkg. Group to review and 
and is undergoing revision; several presentations/training sessions 

have been made to outside agencies on the use ofthe MLCC. 


1.6.1-2 
 Treasury Jun-OO MLCC develops programto ID vulnerable US Reno and Eizenstat met in June with business leaders; in September, 
McDowell 
Hicks 

representatives from Treasury, Justice and Customs met again with 
the business leaders as a follow up; Customs has since identified 
more companies to invite to the next outreach meeting. 

1.6.4-1 

Justice exporters to focus outreach & education 

First meeting of the BMPE task force took place in Port of Spain, 
ITrinidad iit March 2000; a second meeting is scheduled for October 

Treasury Jun-DO. First mtg ofBMPE task force occursIv1edL'la 
I 

Treasury MLS - 2- 11/17/00 



2.2.1 Sloan FinCEN Jun-OO Contract in place for MSB registration and Completed; the contract for outreach and education of MSB SARS 
industry idet;ttification & education on SARs was awarded to Burson-Marsteller in June; the first work order issued 

is for the vendor to provide a blueprint for the entire outreach and 
public education campaign; Burson-Marsteller presented a plan to 
FinCEN on August 4; the contractor began research into MSB by 
meeting with representatives from the industry; a series of focus 
group meetings was held in Chicago, Los Angeles and New York 
Idnrinp" AlII.Tmlt 

2.5.2-1 McDowell Justice Jun-OO Intcragency working group proposes 
preliminary recommendations to the steering 
committee re enhanced professional education, 

-rules or legislation for lawyers and accountants 

Sloan2.6.1 FinCEN Jun-OO Publish a comprehensive survey of The e-Commerce Report on stored value, internet banking and 
r 

developments affecting stored value products, gaming is completed and approved, pending several last minute 
"' .~. internet banking operations and internet changes; the report has gone to the printer and will be distributed by 

gaming activities the beginning of September; it is a report on electronic cash, 
electronic banking and internet gaming, and addresses key 
commercial developments with respect to these components of 
electronic commerce, as well as associated regulatory issues and 

~L l11W t' llction s. 
Sloan . FinCEN Jun-OO3.2.2-1 Establish a new training program and process Completed. FinCEN & the New Jersey Division of Criminal Justice 

to be used to enhance the utility ofdata made have developed training modules for Gateway users that facilitate 
available via Gateway using the system and also show ho'Y the data obtained from Gateway 

can be used successfully in Gateway training classes; FinCEN's 
Office ofLegal Counsel continues to negotiate MOUs between 
FinCEN and Gateway users; new MOUs have been drafted which 
will be used for states with specific requirements; FinCEN will 
continue to assess the needs of each state and tailor each MOU on a 

.1. .1. 

3.3.1-1 ·P,-obir...scn Justice lun-OO Issue a letter to governors ·encouraging revie\"s The ·letters ·have ·been ·drafted and ~e -in t ..~e ·precess of-being reviev{ed· 
and enhancements to state anti-ML laws for approval by the Attorney General's deputies. 

Jun-OORobinson Justice Finalize and distribute a new model curriculum 3.4.1 The model curriculum is nearly completed and is expected to be 
for a financial investigations course for state. shipped to the states by January 2001. 
and local law enforcement 

Treasury MLS -3 11/17/00 



4.2.1.b-2 Johnson Treasury Jun-OO Report on each high priority jurisdiction 
submitted to the FATF Plenary 

Completed. Reports were submitted in June 

4.2.l.d-2 Talisman Treasury Jun-OO Approval of OECD Council for publishing its 
list of tax havens 

Completed June 2000 . 

4.2.2.d Newcomb Treasury Jun-OO Implement Kingpin Act requirement to report 
to Congress and impose sanctions 

Completed June 1,2000. (This is arecurring annual requirement). 
On June 1, President Clinton named 12 foreign individuals as 
Significant Foreign Narcotics Traffickers (6 in Mexico, 2 in Asia, 2 in 
Africa, 2 in the Caribbean); on JulyS, the President submitted 
background on these 12 foreign drug kingpins to the Senate Select on 
Intelligence and the House Permanent Select Committee on 

4.3.1 Johnson Treasury Jun-OO Interagency working group analyzes info on Evaluations on potential candidates were prepared and reviewed; as a 
potential candidates for FATF membership and result, Argentina, Brazil and Mexico were initiated as new members 
determines appropriate nominations of the FATF at the June Plenary. 

4.4.3.a Wolin 
Andrews 
Moss 

Treasury 
State 
Justice 

Jun-OO Subgroup reports its findings to the Foreign 
Official Corruption Working Group 

Completed 

4.4.3-2 Truman Treasury Jun-OO 

.

The interagency Foreign Official Corruption 
Wkg. Group will devise appropriate policy 
initiatives and report its preliminary results to 
the steering committee 

Completed 

-... 

4.5.1 Johnson 
Roseman 

Treasury 
FRB 

. 

Jun-OO Discuss paper on the harmonization of rules 
regarding int'l funds transfers and incorporate 
into a final report from the fmance ministers to 
the G-7 Heads by the Okinawa Summit 

Completed. Proposed and accepted in June on G-7 initiative; U.S. to 
host international meeting by January 2001. 

.•...... ~-

1.6.1-3 Medina 
McDowell 

Treasury 
Justice 

Jul-OO BMPE wkg group develops & implements 
business/govt partnership program for 
awareness of and insulation from BMPE 

: 

On July 24, 2000, the BMPE interagency working group held the first 
business/government partnership meeting to establish best practices 

. guidelines to avoid BMPE transactions; a follow-up meeting is 
scheduled for November 8-9, 2000; the work of this group will be 
concluded in a third meeting tentatively to be scheduled in the first 

4.2.2.c Johnson Treasury Jul-OO US identifies countries that are potential 
subjects of advisories 

Completed in July 2000. Advisories issued for 15 jurisdictions. 

.: .. 
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4.5.2 Andrews 
Robinson 

State 
Justice 

Jul-OO Conduct a mid-year review of progress in 
creating new agreements such as MLATs, tax 
info exchange agreements and others 

State has provided information on the updating ofMLATS.and has 
submitted findings to Justice for review; coordination is in process 
with Treasury to obtain information concerning tax information 
exchange agreements. 

4.7.1 Sloan FinCEN Jul-OO Contract awarded for the development ofa 
methodology to estimate the magnitude of 
money laundering. Also continue coordinating 
FATF efforts to develop an estimate of drug 
ML in FATF members. 

Completed. FinCEN awarded a research contract on August 8, 2000 
to Abt Associates; this is a "time & materials" contract that will begin 
Sept. 1, 2000; the vendor is to establish a methodology and develop a 
model to estimate the domestic and international magnitude of money 
laundering; Phase I will identifY key soUrces of data, collect, and 
evaluate it and develop a methodology to estimate the magnitude of 
money laundering. 

4.7.3 Johnson Treasury Jul-OO A study group will consult with private sector 
representatives to discuss correspondent bank 
accounts and other int'l finanCial mechanisms 

Completed. 
-, ., 

1.1.2 Bresee 
Robinson 

Treasury 
Justice 

Aug-OO Post on FINCEN's website the process by 
which localities can apply for HIFCA 
designation. 

Completed. The prOCess is posted on the FinCEN website; the 
HIFCA Interagency Working Group is also evaluating two additional 
requests for HIFCA designations. It is expected that 
recommendations regarding these requests will be forwarded to the 
Steering Committee shortly. .

1.6.2-3 Varrone Customs Aug-OO MLCC identifies geographic areas that receive 
bulk ofBMPE dollars 

Completed. South Florida has been identified as the area receiving 
the bulk ofBMPE dollars. 

" 

1.6.3 Varrone Customs Aug-OO BMPE wkg group establishes interagency 
protocols for developing and forwarding 
potential BMPE investigative leads 

Not completed. Other agencies have not participated in the MLCC 
information-swapping process, so all the information has come from, 
the Customs Service. 

2.2.2-1 Sloan FinCEN Aug-OO Final rule issued for reporting of suspicious 
activity by casinos and card clubs 

A decision was made to reopen the comment period for Casino SA.RS 
for a period of 60 days; this is to permit interested parties an 
opportunity to provide comments on tht: aspt:l,;lS of suspicious activity 
that are unique to the gaming industry, and specifically, on the 
gaming floor; the announcement for the federal Register is drafted 
and is still pending clearance by the Treasury Department. 
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2.2.4-1 Wilson IRS Aug-OO Meeting with IRS to review IRS program of 
conducting BSA exams of MSBs and casinos 

1.7.1 Johnson 
Robinson 

Treasury 
Justice 

Sep~OO Report to steering committee on how each 
bureau provides feedback to FinCEN on use of 
BSA info, problems/issues of the bureaus and 
methods to resolve identified problems 

A meeting of senior representatives of the law enforcement bureaus 
was held in September 2000 to review the process to report feedback 
on the use of BSA information, particularly SARs; a report to the 
steering committee identifying issues/problems and the results of that 
meeting is currently being prepared. 

1.9.1 Ross 
Colgate 

-

Treasury 
Justice 

Sep-OO Identify priorities and relevant information re 
ML to be used in formulating the President's 
FY02 budget 

- -

, 

On September 7, 2000, Treasury met with OMB and Justice; it was 
agreed that OMB will schedule three meetings with departmental and 
bureau budget personnel as well as policy and operatinal experts; one 
meeting will.be held with law enforcement, one with regulators and 
one with intelligence; the purpose of these meetings is to develop 
criteria that OMB will send to agencies to ensure interagency 
consistency when developing the baseline; they will include 
definitions of anti-money laundering programs, examples "of common 
problems when considering budgetary issues of anti-money 
laundering programs, methodologies for developing guidelines for 
bUdgeting, and directives for all agencies to include the resulting 
numberS in their final budget justifications; OMB will have criteria 
paper drafted by October and send it in final form to agencies in early 
November with a due date of December 15; in January 2001, the 
submissions will be reviewed and the final cross-cut will be included 
in the 2001 Strategy by February 2001. 

2.5.1 Sloan FinCEN Sep-OO Report to the steering committee on progress to 
develop approaches to ML that can be 
integrated into the work of accounting 
professionals 

A study group (reps fromTreas., DOJ, SEC and FinCEN) met on this 
item and reviewed whether the audit risk alerts for banks and 
depository institutions, broker dealers and mutual funds should be 
revised; new revised audit risk alerts are in the process Of being 
finalized for the following industries: investment companies, broker 
dealers of securities, banks & other depository institutions· and the 

3.1.1 Medina 
Gist 

Treasury 
Justice 

Sep-OO Award initial C-FIC grant monies Expected in October. 

, 
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Sep-OO3.2.2-2 Will have hosted state coordinators conference The Gateway conference cannot be held until the end of the year due 
to difficulty in identifying a location for a conference; also, before 

Sloan FinCEN 

\ 
hosting a national conference, it is desirable to select and bring on 
board the new Gateway manager; FinCEN's Office of Legal Counsel 

, continues to prepare MOUs between FinCEN and the Gateway users; 
new MOUs have been drafted which will be used for states with 
specific requirements; FinCEN will continue to assess the needs of 
each state and tailor each MOU on an state by state basis. 

4.2.2.a Sep-OO FATF will have discussed a plan to implement Completed. Recommendation 21 was issued warning fmancial 
appropriate countermeasures with respect to 

Eizenstat Treasury 
institutions to use enhances scrutiny; on July 8, 2000, the G-7 

non-cooperative jurisdictions . announced advisories; the IMF and World Bank are reviewing how to 
incorporate the FATF criteria as part of their ongoing programs. 

4.3.5-1 Sep-OO At annual meeting of int'l organizations and The annual meeting has not occurred; not clear when or if it will be 
donor countries, US will share info about our 

Beers State 
scheduled. 

programs and consider other info in 
formulating coming year's priorities. 

4.5.3-1 Sep-OO Interagency team creates an action plan to The Interagency Working Group will meet in mid-September to. 
develop information about illicit currency 

Sloan FinCEN 
finalize an action plan for implementing a coordinated, multilateral 

movements using existing information effort to develop information about the movement of criminal 
exchange arrangements proceeds to and from the u.s. and other at-risk nations; the Action 

Plan will finalize agency responsibilities in four core areas: (1) Data 
Analysis: adaptation and application of the FinCEN Russia Currency 
Flow Project methodology to other at-risk nations, expanded use of . 
Federal Reserve Currency Flow data and continued support for CIA's 
International Migration of U.S. Currency Project; (2) Law 
Enforcement Investigation Analysis: case and post takedown 
information sharing and analysis; (3) Financial Industry Outreach: 
development ofa process to seek input from the nation's financial 
institutions with respect to their perspective on the movement of . 
criminal proceeds (possible through the BSA Advisory Group); and 
(4) International Outreach: finalization of agency responsibilities for 

',-ujfreafih ihroneh exisiing in;efoatlnnal io(nnuHiiuIl 'ixrbijPve 
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1.6.4-2 Medina Treasury Oct-OO BMPE task force fully operational The multilateral BMPE Task Force is fully operational; on August 29, 
in Bogota; Undersecretary Johnson and his counterparts from 
Colombia, Aruba and Panama concluded a Directive formally 
establishing this group and scheduling its first meeting for October 
2000; Venezuela has submitted a Declaration of Intent, signaling its 
intention to join the working group in this initiative; a meeting is 

2.2.2-2 Sloan FinCEN Oct-OO Revision of final form and instructions 

2.4.1 Sloan FinCEN Oct-OO Design' a system to improve identification of In conjunction with law enforcement uses, FinCEN is designing a . 
law enforcement uses of SAR info & share this system to capture results of all SAR usage by law enforcement; 
with the banking community working group meetings on this issue are held regularly; on October 

30, the first new letter from the BSA-AG working group to financial 
institutions will be unveiled at the ABA-ABA conference. 

4.2.1.b-3 Johnson Treasury Oct-OO F ATF begins second round of analysis In process and on schedule; update expected June 2001. I 

1.2.1 Bresee 
Robinson 

Treasury 
Justice 

Nov-OO Report progress on field implementation of the This was discussed at BreseelRobinson meetings. Will also be 
uoint memorandum's recommendations. discussed district by district at National Money Laundering 

1.4.1-2 . Talisman 
Junghans 
Robinson 

Treasury 
Justice 
Justice 

Nov-OO Report findings of study group on expanding Study group will continue to meet and hopes to have 
tax as a predicate offense to steering committee recomniendations presented by due date. 

1.5.1 Robinson Justice Nov-OO Report to the steering committee on how SOD SOD is working, but a report on its activities still needs to be 
is enhancing its contributions to financial completed. 
investigations in narcotics cases 

1.5.3 Robinson Justice Nov-OO Report to steering committee. results of review A report still needs to be completed. 
of effectiveness of revised OCDETF forms ML 
presentation at three OCDETF regionai 
conferences 

1.5.4 Bresee Treasury Nov-OO Action teams report to HIFCA Wkg. Group on The HIFCAs are currently identifying the money laundering threat in 
appropriateness of GTOs for their areas. their areas. At this point, thcy have not identified a need for a GTO. 
l-Jrnr A VJ1..o nT(mne: TPnnrt TPe:ll1te: tn ~p('tv Hnwpvpr "e: thp intlivitlll"1 HTF Are: rphnp thp;T nTn"pe:" thp........... '-'''' ... Y'" .Io."-ba '-" .............y .... ... ""'.t'-& ..... "' ................... ...., "-I,--""J. 1.&. ..."· .. _ .......... , ...........  .................. ___JI. ..... ..&..&. ..... a. .............................., ............... 1".. __............ , ........... 

. lappropriateness of GTOs will emerge. .I 
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1.7.2-2 Robinson 

1.8.1 Bresee 
Robinson 

2.1.2 Sharpe 

Justice Nov-OO Report to the steering committee on the 
progress of the working group to review 
available technologies and determine the utility 
of developing a uniform procedure for 
conducting document exploitation. 

Treasury Nov-OO Hold a national money laundering conference 
Justice 

OCC Nov-OO Each federal bank supervisory agency will 
report on actions taken regarding review of 
exam procedures and the OCC will prepare a 

The working group has met, but still needs to complete a report. 

Completed; successful conference took place on Oct. 24-26 in D.C. at 
the Doubletree Pentagon City. 

OCC has completed review of existing BSAJanti-money laundering 
exam procedures and made revisions to make them more risk-focused 
and to allow for more transaction testing. Revised procedures are 

.. . - summary report for the steering committee currently under agency review and expected to be issued in near 
, 

2.2.4-2 Wilson 

2.3.2 Bresee 
Baer 

IRS Nov-OO Based on meeting, IRS identifies for the 
steering committee priorities and concerns and 
makes resource recommendations 

Treasury Nov-OO In conjunction with the Fed, report to steering 
Treasury committee on progress made in expanding the 

number of districts where enforcement and 
regulatory officials meet regularly. 

I";,t"r,; 

On schedule. Fed. Reported at last BreseelBaer meeting that a 
number. of districts are already holding meetings. Will report back to 
BreseelBaer. 

2.6.2 Wolin 
McDowell 

Treasury Nov-OO Report to the steering committee whether 
Justice current law needs to be amended to address 

potential use of stored value cards in ML 

FinCEN's study is in its final stages and is about one month away 
from-being available. 

2.7.1-2 Wolin Treasury Nov-OO Recommendations to the Treasury Secretary 
for regulatory/legislative action to enhance 
protection of personal financial information 

3.2.1 Bresee 
Robinson 

Treasury Nov-OO Report to steering committee on the results of 
Justice outreach to state and local officials to discuss 

the Strategy 

Bureaus reported at the BreseelRobinson meeting in June that they 
are keeping track of outreach to State and locals; State and local 
officials were invited to the October National Money Laundering 
Conference; in October, Bresee sent a memo to bureau heads asking 

3.3.1-2 Robinson Justice Nov-OO After letters are issued to governors re: reviews 
of state anti-ML laws, report to steering 
committee on the extent of assistance required 

No letters have been sent, so no report has been issued. 

I I I 
and plans to meet this need 

I I . 
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4.3.5-2 Beers State Nov-OO Report to the steering committee on the status 
of int'l Mt training and assistance 

The annual meeting of international organizations and donor 
countries has not occurred, and it is not clear when or if it will be 
scheduled; as such, no report has been made. 

1.1.1 Bresee Treasury Dec-OO Report progress made in first four designated 
HIFCAs to the steering committee. 

The initial four HIFCA Action Teams have been formed and are at 
various stages of development; vacancy announcements for the 
FinCEN analyst positions in each HIFCA are closed and FinCEN is 
in the final selection process; it is anticipated that anaysts will be in 
each HIFCA by January 2001; interim analysts at each HIFCA are 
currently being trained; training was held for the Southwest Border 
HIFCA in September 2000; a report on all HIFCA activity will be 

.J fA th, n ·h,. n, 'l{){){) 

1.3.1 Raben JustiCe Dec-OO Enactment of Money Laundering Act of 2000 " 
(domestic enforcement) 

The Bill (domestic enforcement) failed "in Congress: 

1.3.2 Statler Customs Dec-OO Seek legislative authority for Customs to search 
outbound mail. 

In:'house group established to look into disparate treatment between 
U.S. Mail and private carriers; testimony before Congress was 
offered, and in FY2001 the Treasury-Postal Appropriation Bill 
reqy.ires the Postal and Customs services to develop a joint approach 
to correcting the outbound mail I money laundering problem. 

2.l..1 Eizenstat Treasury Dec-OO Outreach program to seek the views of 
banking, financial services industry, privacy 
advocates, law enforcement and Congress to 
help shape enhanced scrutiny guidance 

-... 
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2.2.3 

oJ 

Dec-OOSloan FinCEN issues propos,ed rule, draft SAR-S For the past several years, FinCEN has met with the SEC, the 
form & industry compliance guidance for SAR 

FinCEN 
securities industry's self-regulatory orangizations (e.g. NY Stock 

by brokers & dealers in securities Exchange, Natl. Assoc.ofSecurities Dealers) and reps from the -. securities industry to discuss issues associated with the establishment 
of a SAR program similar to that required of banks; in preparation 
for the publication of the proposed SAR rule at the end of the year, 
FinCEN recently met with officials of the SEC to discuss severaled 
related issues associated with the draft rule; as a result, FinCEN is 
preparing a draft rule to be shared with SEC staff and policymakers to 
determine if there are any remaining significant issues that need· 
further discussion; FinCEN is also preparing an "issues" paper that 

, .. - .,. addresses some of the poteritial policy ;md operational distinctions 
between a SAR program for broker-dealers, as opposed to depository 
institutions; in addition, FinCEN has prepared a draft SAR form for 
broker dealers which addresses potential money laundering 
vulnerabilities of the securities industry and describes a number of 
securities-related transactions which may be suspicious in nature; the] 

Sloan Dec-OO Study group examines actual and potential2.2.5 FinCEN In October 2000, FinCEN will convene an interagency group of 
abuses of financial industry sectors not representatives from the law enforcement community, state insurance 
otherwise addressed in the Strategy and reports regulators and federal financial institution regulators to evaluate the 
fin~ings and recommendations to the steering need for the establishment of new anti-money laundering controls to 
committee address actual and potential money laundering money laundering 

" abuses of industries not currently subject to BSA regulatory controls. 
This group is likely to focus on the feasibility and need to apply BSA 
controls to investment companies, the insurance industry and other 
businesses for which statutory authority to impose anit-money 
laundering rules already exist under the BSA. 

Bresee Treasury Dec-OO Joint memorandum identifying measures on ' On schedule, -but cleara'1ce ,,,il! -be diffi~u!t. 


Baer 

2.3.1 

Treasury enhanced information sharing between law 
enforcement and regulatory authorities 
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2.3.3-2 Bresee Treasury Dec-OO At least tWo training sessions (for federal 
. financial investigatiors and bank examinoers) 
will have been conducted. 

On schedule. (See also Action Item 2.3.3.1 with due date of May-OO). 

.2.5.2-2 McDowell Justice Dec-OO Final recommendations issued to the steering 
committee by the interagency working group 
re: enhanced professional education, rules or 
legislation for lawyers and accountants 

4.1.1 Thomas Treasury Dec..()O Enactment of Intemational Counter-Money 
Laundering Act of 2000 

4.2.2.b 
" 

-

Sobel Treasury Dec-OO Bank regulatory agencies consider additional 
supervisory and regulatory remedies for US 
banks in specified jurisdictions Discussions with bank regulators are underway and are ongoing. 

4.3.2 Johnson Treasury Dec-OO Encourage consolidation of recently created 
FATF-style regional bodies and establishment 
of such bodies where they do not yet exist On schedule. GAFISUD has been created and.a ministerial meeting is 

4.3.3 Beers State Dec-OO Seek to complete negotiations on strong anti-
ML provisions in the UN Convention against 
Transnational Crime Negotiations completed; agreement on provisions; other aspects of tre. 

4.3.4 Sobel Treasury Dec-OO program design and assessment, as well as 
enhanced potential engagement relating to 
technical assistance focused on anti-money 
laundering. Extensive discussions have occurred and are ongoing. 
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4.3.6 Sloan FinCEN Dec-OO Expanded membership and participation in the Completed. FinCEN assisted five new Fills to become operational 
Egmont Group and recognized by the Egmont Group in May 2000; with the addition 

of these units, there are now 53 financial intelligence units 
participating in the Egmont Group; FinCEN is currently in the 
process of arranging training initiatives with many of the new FlUs 

- and is taking a lead role in the first Egmont sponsored training 

4.4.1 


4.4.2 


, 4.5.3-2 


4.7.2 


Raben 

Johnson 
--

Beers 
Robinson 
Sloan 

McDowell 

Justice 

Treasury 
State 
Justice 
FinCEN 

Justice 

Dec-OO 


Dec-OO 


Dec-OO 


Dec-OO 


Enactment of Money Laundering Act of 2000 
(International Enforcement) 
Bribery as a predicate offense is on the agenda 
of the next FATF presidency & is raised in 
other int'l negotiations related to corruption 
Members of the team seek to implement the 
action plan through various int'l fora 

Study group reports to the steering committee 
on how offshore fmancial instituitions use the 
Internet to offer ML services and how this has 
fac~litated ML by persons in the US 

seminar to be held in January 200 I; FinCEN is also currently working 
with twelve additional countries to encourage the introduction of anti-
money laundering legislation and support the development of 
financial intelligence units in these countries; to date, FinCEN has 
coordinated 159 exchanges in 2000 via the Fill network; FinCEN has 

,,connected 30 Fills to the EgmontSecure Web and is currently 
working with seven additionalFIDs to have them on line as soon as 

,no a.1 

The Bill (international enforcement) failed in Congress. 

On schedule. Review of40 Recommendations undertaken for FATF I 
In process. (See Action Item 4.5.3-1 with due date for September 
2000 for detailed explanation). 

No progress. 
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Generic Format for Action Items in the 2000 National Money Laundering Strategy 

Action Item: State what will be accomplished in clear, concise language. Some action items 

may be the same as those listed for the 2000 Strategy. 


Lead Ageincy: State the agency and office that will be responsible for leading the 
. executive: branch's implementation ofthis action item. 

Goal for 2001: State what concrete action(s) that the office expects to accomplish over 
the coming year. 

Milestones: List some of the key milestones that the office expects to reach in the 
process of meeting that Goal for 2001, and the approximate time frame for reaching those 
mi1estonl~s. 

. ' 

Then, ifappropriate, include text to further describe the action item, outline what was 

accomplished last year, give some background, etc. For some action items, much of the 

language for the text can be copied from the language in the 2000 strategy. 


Example: 

Action Item: Support the ongoing efforts of FATF to identify non-cooperative jurisdictions 

based upon its twenty-five criteria. 


Lead Agency: Treasury 

Goal for 2001: Completion by June of the secondrouncl of the FATF Ad Hoc Group on 
Non-Cooperative Countries or Territories (NCCTs) project to identify, review, and name 
non-cooperative jurisdictions. . . 

Milestones: The U.S. will participate in multilateral groups to research and analyze laws, 
regulations and practices ofjurisdictions thought by FATF to be potentially non
cooperative . 

. In 2000, 15 jurisdictions were identified as non-cooperative territories at the F ATF Plenary in 
June. Advisoril~s were issued on a1l1S jurisdictions in July, and the second round of review is 
scheduled to begin in October. 
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DEPARTMENT OF THE TREASURY. .,. 
WASHINGTON, D.C. 

UNDER SECRETAFlY 

MEMORANDUM FOR SECRETARY RUBIN 

THRU: 

, , 

DEPUTY SECRETARY NEWMAN WAf 
r 

FROM: RONALD K. NOBLE~ ~ INFORMATIOfl 
UNDER SECRETARY (ENFORCEMENT) 

SUBJECT: OKLAHOMA CITY EXPLOSION 

At approximately 9:55 EST (8:55 CST), there was an explosion at a federal building in 
Oklahoma City, Oklahoma which caused severe damage and numerous deaths and casualties. 
The building houses the offices of federal judges and federal agencies, including the Bureau 
of Alcohol, Tobacco and Firearms (ATF), the Secret Service and the Customs Service. 
Thirty-three Treasury Enforcement employees from the aforementioned bureaus work in the 
building. Treasury employees from the Internal Revenue Service and the Federal Savings 
Bond program have been known to use the facilities in the. building as well. Other federal 
agencies with offices in the building include the Social Security Administration, the 
Department of Veterans Affairs, the Federal Employee Credit Union, the U.S. Army 
recruiting office, the Department of Agriculture and the Drug Enforcement Administration. 
In addition, a day care center operated within the building. . . , 
Initial reports suggest that the origin of the explosion was a car bomb. Neither suspects nor 
a motive have been identified. However, Treasury and Justice law enforcement agencies 
have not dismissed a possible connection between the explosion and the fact that today is the 
second anniversary of the fire that consumed the Branch Davidian compound in Waco, 
Texas. 

At this juncture, we have been unable to ascertain the full extent of the casualties resulting 
from the explosion. Preliminary reports indicate that the damage has been extensive and 
casualties significant. Precise figures regarding the number of deaths are unavailable as of 
yet, though reports are that there have been many -- including several children. We have 
confirrn.ed that of the approximately 550 people believed to be employed in the building, 100 
have been reported injured and 250 have been accounted for. Currently, six Secret Service 
employees and one Customs employee are missing. All ATF employees have been 
accounted for. Two Customs and two A TF employees are hospitalized; two ATF employees 
have been treated and released. Treasury Enforcement offices were virtually destroyed by 
the blast. 

FOR OFFICIAL PURPOSES ONLY 

EXECUTIVE SECRETARIAl' 

http:confirrn.ed


At approximately 12:30 PM EST, I attended a meeting called by;White House Chief of Staff 
Leon Panetta to review the situation and to coordinate the federal: government's response. 
Present at the meeting were George Stephanopolous, Mark Gearan, Mike McCurry, as well 
as representatives from the Vice President's office, the Department of Justice, the Secret 
Service, the National Security Council, and the Federal Emergency Management Agency 
(FEMA). Each agency provided a briefing about what it knew, how it was mobilizing in 
response to the incident, and the resources at its disposal. At the conclusion of the briefing, 
a two-pronged strategy was developed to address the emergency: one dealing with law 

. enforcement; the other with medical, logistical and humanitarian support. . 

With respect to law enforcement, Justice and Treasury reported that emergency response 
teams, including the: nucleus of the explosives teams that investigated the World Trade 
Center bombing, had been dispatched to Oklahoma City. Strategic operations also are being 
coordinated in Washington, D.C. among the affected agencies, with Justice acting as the 
primary point of contact. The Customs Service has an Air Command Center in Oklahoma 
City in close proximity to the blast site and has offered the use of the facility as a command 
center by all law enforcement response teams. 

With respect to humanitarian and logistical support, FEMA and other federal agencies have 
dispatched their own response teams, including emergency medica:! units. FEMA will serve 
as the point of contact both in Washington and in Oklahoma for all issues unrelated to law 
emorcement. The President has directed James Lee Witt, Director of FEMA, to travel to 
Oklahoma City to oversee local efforts. 

Since news of the explosion first broke, bomb threats have been received at federal buildings 
around the country, including FBI headquarters. None of the additional threats have proven 
valid. Nevertheless, extra security precautions are being taken at the White House 
compound, Main Treasury and federal buildings nationwide. 

At approximately 5:00 PM EST, President Clinton gave a press briefing on today's events 
and our efforts to respond. The President's press conference was follow~d by a statement by 
the Attorney General. Treasury is deferring to Justice on all questions relating to the 
investigation. 

FOR OFFICIAL PURPOSES ONLY \ 
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DATE:__4.;.../1_9..;.../_95_ 

,. 
MEMORANDU1\-1 FOR: [J SECRETARY 0 DEPUTY SECRETARY 0 EXECUTIVE SECRETARY 

o ACTION OBRIEFING 0 INFORMATION 0 LEGISLATION 
o PRESS RELEASE 0 PUBLICATION ',0 REGULATION 0 SPEECH 
o TESTIMONY 0 OTHER ________ 

FROM: -Bonaltl KNob] e, Under Secretary (Enforcerrent) 
111ROUGH:, Deputy Sectetaty NetNInal1 
SUBJECT: Oklahana CJ.ty Explosion 

REVIEW OFFICES (Check when office clears) 
o Under Soo:etary for-Finan~ o Enforcement o PoUc:y Management 

o Domestic Fillance DATI' , 0 Scheduling 
(J Economic Policy o Customs o'PubUcAff~n 
o FIScal o FLETC o Tax PoUc:y
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DEPARTMENT OF THE TREASURY . .,.. 
WASHINGTON, D.C. 

UNDER SECRETARY 

MEMORANDUM FOR SECRETARY RUBIN 

FROM: Ronald K. Noble ~~ar 

SUBJECT: Oklahoma City Bombing Update 

Personnel· 

The Secf(~t Service h.as confinued internally the death of Special Agent Donald Leonar~, age 
50, bringing the total number of confrrmed deaths from the Secret Service's Oklahoma City 
office to five; Office Manager Linda McKinney, 47, remains missing . 

. The Customs Servic(~ reports that two employees, Senior Special Agent Paul Ice, 42, and 
Senior Special Agent Claude Medearis, 41, are still unaccounted for. Investigative Assistant 
Priscella Salyers, 44, has been released from intensive care and her condition has been 
upgraded from "poor" to "stable." 

Two children of IRS employee Kathy Graham have been confinued dead. Several relatives 
ofIRS employees are still missing, including Carol Reiswig's sist~r, Mildred Payton's 
cousin, Anita Holmes' sister, and Marilyn Glad's ex-husband. Also Anna Coulter's niece 
(who served as the Director of the Day Care Center) and her child were in the center at the 
time of the bombing and are considered missing. Nancy Ingram is hospitalized recovering 
from a broken hip. 

Intelligence 

As of 3:00 pm (EST), ATF reports that ATF and FBI agents are preparing to execute a 
search warrant at the Herrington, KS home of Terry Nichols. Nichols is one of two 
brothers believed to have ties to Timothy McVeigh, the first suspect arrested in the 
investigaJ:ion. ATF reports that barrels possibly used to store explosive materials are 
suspected to be recovered from Nichols' home,among other evidence. 

, ' - ' 

An eye witness has positively identified McVeigh and placed him ilt the scene of the blast in 
an old Mercury with another white male. 
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ATF and Secret Senice Command Posts " 
)\ 
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The ATF and Secret Service command posts are'the centrall~oordination points for all 
investigative -- and, in the Secret Service's case, relief -- operations. 

, , .. ':1 ' " 
, ; . 

At the ATF command post, a staff of N~tional Response Team me~bers, Special Agents, 
explosives experts, c.hemists, arsonlexph;>sives profilers, int~lligence analysts and support 
personnel are charged with tasking and monitoring the activfties of the more than 50 Special 
Agents and investigators who are out in jthe field. The corrupand post also is the situs for 
analysis and processing of leads and evi<;lence, interfacing ~~th the FBI and, other federal, 
state and local authorities, and coordinating the work of Sp~cial Agents supporting the 
investigation in other parts of the countrY. The post is under the charge of the Scene ' 
Commander, who is assisted by four Special Agents in Cha~ge. It is located at a Customs 
air facility approximately five miles from the Murrah Feder~l Building. 

, , 

The Secn!t Service command post is the icentral coordinatioJ! point for the approximately 50 
Special Agents, communications technicians, explosives experts and support personnel that 
have been dispatched to Oklahoma City. i A significant com~onent of those resources are 
devoted to supporting the families of the! six employees whoi!were trapped in the explosion. 
Peer support teams are in place and are provig.ing psychological, financial and ,logistical 
assistance. Their activities are coordinated through the comthand post. In addition to its 
support activities, the Service is contributing to the interageJcy investigation, providing 

'explosives technology and computer support, and pursuing l~ads in'the field. The command 
post, which is located in IRS office space, is being converte~ into a temporary field office to 
house the Service's Oklahoma City staff ;at the conclusion ofiithe bombing investigation. 
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UNDER SECRETARY 
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MEMORANDUM FOR SECRETARY RUBIN Ij 
: ·:1 

THRU: FRANK NEWMAN /' i~. 
DEPUTY SECRETARY 'r'"j\./'.Jt/1

I . 	 :1 

FROM: 	 ,RONALD K. NOBLE ~~ Ii . 
UNDER SECRETARY (ENFORCEMENT) 

" 
. I II, 

SUBJECT: OKLAHOMA CITY BOMBING -.!.\ UPDATE . . 	 ii, 
Today at 9:30 AM, I attended a meetihg called by White house Chief of Staff Leon Panetta 
to review the ongoing investigation in~o the Oklahoma CitY bombing and the . 
Administration's response. Those in ~ttendance included tIarold Ickes, Erskine Bowles, 
George Stephanopolous, Mike McCurry, Cabinet Secreta~ Kitty Higgins, Deputy Attorney 
General Jamie Gorelick, as well as representatives from Secret Service, ATF, the FBI, the 

II . 

Federal Emergency Management Agency (FEMA), the Government Services Administration, 
and the National Security Council. ; :I 
As of 12:30 PM today, official reports are that 32 peopleliare dead and 467 injured. As a 
result of the blast, fatalities may be as high as 200. At l~ast 80 bodies had been counted in 
the building as of 10:00 AM. '. il' 

, 	 I 
, I 	 , 

Thirty-three employees of the Departrhent of the Treasury! work in the building (ATF 14, 
Secret Service 13, Customs 6). The Secret Service repor;t;s that two employees, an agent l!nd 
an administrative assistant, perished in the bombing. Thylir deaths have not been officially 
collfirmed, as of 11 :00 AM, and no p,ublic statements ha~e been made. Six additional 
Treasury employees are unaccounted for, two from Customs and four from Secret Service. 
One Customs emI,loyee is hospitalized and in critical con~ition. One ATF agent was 
hospitalized over night and is expected to be released today. Neither Secret Service nor 
Customs believe that dependents of their employees werdlamong the children that perished. 
One IRS employee, who did not work in'the building, Jay have lost two children. The IRS 
also indicates that several spouses of IRS employees may,llbe missing. (

I . . 	 q 
A TF, Secret Service, and Customs have sent peer suppott teams to provide counseling, and 
to assist with medical needs, funeral arrangements, the tr~vel of family members to 
Oklahoma City, and the processing of forms required for: receipt of benefits. The FBI has 
asked agencies not to send high-rank,ng officials to thes~ene until the situation has 
stabilized. The White House is' consfdering the possibilitY of sending The First Lady and 
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Tipper Gore to visit survivors once it is! appropriate. 
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Neither suspects nor a motive have been identified and we ~re cautioning the White House 
that the investigation may take time. White House Press of;ficialsare encouraging reporters 
to respect federal investigators' need for space and patienc~~ 

; I' 

ATF has sent 89 additional investigative, technical, and adthinistrative personnel to support 
the Justice investigation. The Secret Service has also sent fifty inspectors and technicians to 
Oklahoma City. ATF and FBI will hold daily briefings onithe investigation at 7:30 AM and 
7:30 PM. : Ii 

I; 

In the next few days, the White House ;intend to brief Sen~tors Dole and Daschle, and 
Representatives Gingrich and Gephardt,on the recovery effRrts and the criminal investigation. 
I expect to participate in those briefing~. The White Hou~e plans to ask Congress to defer 
hearings on the tragedy until the crimi~l investigation is c;?mplete; , 
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