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PROM: 	 EDWARD S. KNIGwr f'cf!wtJv.I./, ~vi{ 
SUBJECT: 	 Waco Hearings' Excerpts Discussing Transfer of ATF 

to DOJ/FBI 

Please find uttached transcript portions of yesterday's Waco 
Hearings con1:aining exchanges between Director Magaw and 
Representatives Brewster and Bereuter on the subject of 
transferring the Bureau of Alcohol, Tobacco and Firearms from 
Treasury's jurisdiction to the DOJ/FBI's jurisdiction. 
Undoubtedly, this subject will arise again in the future. 
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MR. NOBLE: I didn't feel uncomfortable, I just didn', t have the 
authority. 

:" 
REP. BEREUTER: Okay, then did you bounce it up to whomever did 

have the authority? 

MR. NOBLE: That's what I'm saying, is the person who had the 
authority, his name is John Simpson, he was the Acting Assistant 
Secretary for Enforcement. He's the person whom I advised about all 
the concerns I had. 'He's the person with the de sera and de facto 
authority to have called off the raid or permit the raid to proceed. 

REP. BEREUTER: All right. Whatever your gut reactions. were, I 
salute you. I've got about 19 years of military background and with 
regards to the tactics and planning, it was very, very poor. Part of 
Mr. Brewster's question that he asked you, Director -- I'm not sure if 
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I'm in agreement with your response. Because as I sit through these 
hearings I'm asking about the legitimate roles of government and our' 
oversight functions and I agree with you when you said ATF is an 
agency that needs: close oversight. I mean not only within Treasury 
but that's our purpose and function constitutionally. And I have been 
bothered that -- I guess from the Watergate hearings, it's almost laid 
down the marker in this town that if you have a Congressional 
oversight hearinsr that there must be a smoking gun. And I don't think 
that's necessarily true either. So I want you to know that. )I'm 
b~ing upfront wit.h you. 

'And I also that's not ~ question. 

MR. NOBLE: I just appreciate it. 

S\-d'+ h~rt.. 
. REP. BEREUTBR: . I also though know all the political garbage 

that's going on in the town too, back and forth, back and forth, and I 
wish we could just get on with the business. But part of the 
questions that I go through is is there a future· for the ATF, that's 
what I am asking myself. And if there is a future for the ATF, what 
kind of future is it? Or do we go back to the don't call them ATF, 
call them revenUE:rs again I guess. And moving firearms to FBI. I 
mean I've been asking that question. I think Mr. Brewster's question 
was very good. .i\nd when you say well let's not really do that because 
wouldn't that make them just a federal police force. Well isn't that 
what ATF is now? would you help me answer that question. See I 



disagree with that. 

MR. MAGAW: ATF has fairly limited jurisdictions. Firearms -- we 
don't get into financial institution fraud, we don't get into bank 
robbery, ,any of. those things. And so the firearms, by the fact that 
it' sa regulatory industry, it's also tax collected on that" it all 
fits very well in the Treasury scheme. And because firearms are so 
controversial and, there's so much passion throughout the country pro 
and con for them, I believe that you leave them in an agency like this 
where you have the close oversight. And that', s strictly my opinion 
and my judgment. 

REP. BEREUTER: All right, well we're going to keep on that issue 
because that will be some of the carry overissues after this hearing. 
Right now I am going to yield the balance of my time to Mr. Ehrlich. 

REP. MCCOLLlm: Mr. Ehrlich, you will be recognized. I don't , 
think we have sOTIlebody else on this side of the aisle that wants, to go 
right now anyway., So you have the 30 seconds plus your own time, so 
go ahead. 

REP. EHRLICH: Thank you, Mr. Chairman. Please indulge me for a 
second. We're ta.lking about political garbage, my colleague to my 
right used the phrase political garbage, and a lot of us on both sides 
of the aisle were actually trying to get facts. We appreciate your 
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testimony here today. The source of my utter frustration with this 
town, being here six months, is comments like'the following that were 
made at the White House press briefing today. 

In answer to a question to Mr. McCurry, how specifically are the 
Republicans trashing law enforcement, this answer was elicited. By 
implying to the ;~merican people that somehow or other the conduct that 
they are looking at in Waco is representative of the way law 
enforcement officers behave. And the President isoing to stand 
forthwith with law enforcement officers,four square with law 
enforcement 'officers. He is standing up for the law enforcemeht 
officers in this country who put 'their lives on the line while this 
Republican majority and this committee attempt to undermine confidence 
in law enforcement officers. 

I assure you both, that's not my purpose, and I have a couple of 
very specific questions for you. Mr. Noble, revisiting hopefully for 



different tack in some of the questions, it's my understanding from 
some discussions I've had that the Texas Rangers felt they were not 
treated well at all during the siege time at Waco. Are you aware of 
that feeling? . 

MR. NOBLE: Sir, I say this with all due respect to the question, 
I very much would like to leave this hearing not saying anything bad. 
about any law enforcement component unless necessary. I know having 
been with the FBI's hostage rescue team that when they come into an 
operation they take over. And I've been with other law enforcement 
officers when that happens and .it is not something that makes 
enforcement officers who believe they are able happy. That's 
way it is. 

law 
just the 

REP. BREWSTER: Was that 'a,yes? 

MR. NOBLE: Yes. 

REP. BREWSTER: Okay. Along that same· line, it was my 
understanding that Koresh at one point asked to negotiate with the 
Rangers and they at one point asked to negotiate with him. Is that 
correct? If ~e could make it shorter, I don't have a lot of time. 

MR. NOBLE: Okay, this is going to be fast. I saw it on TV, yes. 

REP. BREWSTER: lim sorry. 

MR. NOBLE: I saw the Texas Rangers interviewed on TV where they 
said that, so that's the source of my information. 

)\-urj.. ~tre.. 
REP. BREWSTER: Okay, I haven't seen that. Mr. Magaw, I'm 

certainly impressed with the discussion you and I have had previously 
and also with your discussions of the many things that went wrong here 
and how you feel that you are making progress and keeping it from 
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happening again that way. Also I think you've been very straight up 
in talking about the fact that the tactital intelligence was not good, 
that. you changed the press (ph) structure, that you've made many 
changes in ATF. 

On that same line, and I am just asking a rhetorical question, 
why would we not be better served for ATF to be part of FBI and FBI do 
the intelligence part, ATF do the firearms part? 



the alcohol and the tobacco industry over the years, not so good a job 
interfcilcing with the firearms industry, and we're going to do a better 
job at that. 

MORE 
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Mr. Secretary: 

Per Sylvia Mathews, here are 
suggested talking points regarding 
possible Congressional hearings on 
the Waco events. 

These are for your 7:30 a.m. 
meeting on 'Monday. 

A transcript of the Attorney 
General's interview on Meet the 
Press today is included. 

Chris Brown/Enforcement 
Chris Peacock/Public Affairs 
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Q. 	 Do you think Congressional hearings to examine the actions 
of federal law enforcement at Waco are appropriate? 

A. 	 We respect Congress' prerogative to examine events at Waco, 
and we'll cooperate if that happens. But as Attorney 
General Reno said Sunday on Meet the Press, "I think tb link 
Waco with what happened in Oklahoma City is wrong, because 
there is absolutely no excuse for what happened in Oklahoma 
City." I would hope that any such inquiry won't distract us 
from bringing to justice the people who blew up the federal 
building filled with more than 500 men~ women and children. 

ATF's,'actions at Waco have already been subject to extensive 
scrutiny. In September 1993 a Treasury review team, 
supervised by an independent panel, analyzed ATF's 
investigation and its attempt to serve lawful warrants at 
the' Branch Davidian compound on February 28, 1993. Both 
parties and the press praised the report for its candid, 
impartial evaluation of those events. 

Treasury acted swiftly. Secretary Bentsen installed new. 
leadership at ATF, including the appointment of John Magaw, 
the previous director of the Secret Service, as director. 
The two raid commanders are no longer authorized to carry 
firearms or lead raids .. ATF personnel have received 
extensive training in crisis management since the inc;:ident. 

Frankly, ATF does a good job. It found the key evidence in 
the World Trade Center bombing. In the past ten years 
lawsuits charging ATF with constitutional violations have 
been 	filed in less than half a percent of all cases. Not 
once 	has a court ruled against ATF.. 

Background: 

In the last ten years ATF investigated more than 50,000 
cases involving nearly 80,000 suspects and served more than 
10,000 federal warrants. 
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PL.EASE CREDIT RNY QUOTES OR EXCERJ:'TS FROM THIS NBC ~'ROGRAM TO "NBC'S 
MEET THE PRESS." 

MR. RUSSERT: AMd with us now~ the attorney general of the Uni~ed 
States, Janet Reno. Madam Rttorney General, weleome. 

What is the lat~st on Oklahoma City? We hawe ~26 dead, including 
15 ehild'("en~ Are we any closer toeapturing John Joe -- John Doe II? 

ATTORNEY GEN. R~NO:Obwiously, as I hawe said on many oceasions, 
to ~iseuss just what is happening would be eounterproduetiye to the . 
investigation, but FBI agents, ATF agents across the eountry are 
pur~uing every lead. The U.S. attorneys in various distriets are 
working elosely with the FBI. 1 am in eonstant touch with Director 
Freeh, and I feel very good about the way the investigation is 
pt"oceed i ng. 

MR. RUSSERT: The~e are about a thousand law en~o~eement 
offieials involved in .the inwestigatian, I'Ye read. How long ean you 
maintain that inten5ity.of thi~ manhunt? 

ATTORNEY GEN. RENO: I think it Is important that we do 
everything humanly p055ible to bring the people responsible fOr this 
tragedy in Oklahoma City to justiee, and wetre going to eontinue that 
effo""t. 

MR~ RUSSERT: Timothy MeVeigh, who has been eaptured,has been 
told by everyone from the president on down that he's going to get the 
death ~enalty, if eonwicted. Would it be appropriate to .ay· to him, 
·'L.is-een, talk to U5. Tell us who was involved iTl this bombing,. in 
this eonspiracy~ come elean, andperhap5 we' 11 give you life 
illprisonlllent"? 

ATTORNEY GEN. RENO: In all of ~"e5e 5it~ations, we looket the 
iSlaues all they· do",eloiP, and wt;- dar.' t deal with "what ifs.'· 

MR. RUSSERT:· So there'S no possibility we would plea bargain 
with M~. McVeigh? 

http:inten5ity.of
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5 to how to p~o~eed with cooperation or any other f~cto~ based on the 
"idence .that is availilble .t 'thl\" time, but to spec·.tlate would not bli' 
i.e. 

~R. RUSSERT: But ~e'& a wealth ofinform.tion as to what 

appaned. 


RTTORNEY GEN. RENel: Again, you h.ve to con.iderthe whole effort 
n the conteMt of the in'or~ation we have, the evidence we have, and 
ou've got to .ake a judgment based on the whole cont~~t and where the 
nV9stlgation leads us. 

MR. RUSSERT: One of the more interesting things to me, Madame 

ttorney General, is the lIIoney •. We have Mr. McVeigh rent a trUCk, 

ent hotel rooms, acqujre fertilizer, spending probably close to 

10,000 over a two-week period. Where did he get the money? He was 

nemployed. 


ATTORNEY GEN. RENO: Obviously, this is one of the. issues that 

ill be pursued as thi. investigation unfolds. 


MR. RUSSERT: And you know nothing else at this point? 

ATTORNEY GEN. RENO: Again, as you well know, it wouldn't be wise 
. or me to talk about What 1 know as we're pursuing the investigation 
'0'1'" fear of disrupting the investigation. 

~R. RUSSERT; Let me t~lk ab~ut some of the rhetoric that has 
leen ~sed over the last ~ouple months about your agency. The head ~f 
he NRA, who will be our guest later in the pr~gram, has said the 
'ollowing: uYou can s~e it when jack-booted government thugs wearing 
llack, armed t~ the te.th, break down a door. open fire with an 
.~t~matic weapon, and kill o~ mai~ law-abiding citi%en~. In Clinton's 
'.dllli n i strat i Ort, if )IOU have a badge, . you have the government's. go
~ead to harass, intimidate, even murder law-abiding clti~ens." 

Wh.t's your reaction? 

ATTORNEY GEN~ RENO: I think the best reaction Isto say, ~Gjve 
JS th9 ~peeifi~s. Let us look at 1t.p &ecause what we want to do is 
·0 make sure that law enrorcement holds people accDuntable when they 
:ommlt a c~1me, when they have engaged in violent acts, but we want to 
jo 50 a~co.,..di ng to theConst i tut ion, according to princi pI e i or dl.te 
'roc.s~, without rhetoric. 

I think the most damaging thing that we can do in the country is 
:0 talk in generalitie~; or in picturesque terlDS. I think it i5 
L.port~nt that we talk based on the evidence ~nd the law and, that we 
Inforce th~ law the ~ight way, firmly, 'ai~lYt holding people 
acco unt CIIb 1 e. 

MR. RuSSERT: Congrosawoman H.l~n Chonoweth of Iowa -- Idaho is 
Introducing legi~latio~ which s~y£ th~t a federal agent will have to 

.ETX 
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register hi. fir~arm with ~ local sheriff ~nd beco.e deput1:ed before 
he can carry out his duties. What would ~ou think of th~t 
legi.l_tion'? 

ATTORNEY GEN. RENO: J don't tnink that, that legislation could be 
productive to really a proper enf~rcement of the law consistent ~itH 
due proce$s,' consi.te"t ~ith.the Constitution. 1 think clearly there 
are principles of,.ed~ralism that apply here, and I think we Should 
talk together about how w~d~velop the partnerShip bet~een federal and 
state law enforcement.. We've been working with law enforcement across 
this country to make sure that we work together, respecting each 
agencY's'role in the ultimate, proper enforcement of the laws. 

MR. RU55ERT; And finally. let me aSk you about G. Gordon Liddy. 

~e is someone wh~, say; he'~ using pictur~s of the president and the 

=irst L.ady fol""" target practice and that if an ATF Dr FBI agent comes 

~ohis house, "I advise shooting them in the head, because they wear 

flak jackets. Shoot them twice in the body. If that doesn't work, 

sMoot them in tne groin." 


ATTORNEY GEN. RENO: Again~ I think it is so important for ~llof 
:his nation to talk in mea~ured, rea.oned te~ms about how we prevent 
;iolence, about how we bring this nation together. 

Something special is happening in Los Angeles, I think today and 
~his weekend. Three years ago, Los Angeles erupted in ~iots, but 
~oday Los Rngeles is coming together. Communities across America are 
~orkin~ together to bring groups that h~¥e engaged in conflict 

,:ogether peacefully 50 that we can address the ultimate problems o. 
~h1s nation. 

MR. RUSSERTI . David? \ 

MR. BRODER: General, you referred to the princi~les of 
federalism when answer'ing' Tim's question. The Supreme Cou!"'t this week 
~nocked out a federal law banning guns within a thousand feet of any 
~chool, said ~hat was just too much of a stress of the interstate 
:::Ollllierce clause. 

Th~ ~resident has told you to firid some way around that decision. 
~hat I'm curious about is why, ~inc9 we have 4~ state law5 banning 
~un5 from schools, why do we need a federal law, except to giv~ so.e 
fed~ral ~fficial political ~ymbollsm credit for passing it? 

ATTORNEV GEN. RENO: I don't think it's political symbol~sm. I 
:hlnk what we're trying to do is to ma'e sure that we have laws that 
~ddress the issue that we confront. Having been Z~0 miles down a 
;tate far !"'emo ......d f"'om other states' borders, I'11I not as sensitive to 
:nose issues wMere pr~~lems develop becaus~ of crime~ that cross 
~istrict lines D~ stat~ lines, and I think, as we addr~~s the 
~eg151~tion in tMis next week ~nd thoughtfully work t~gethe~, I think. 
~e can coro~ up with legislation that adheres to the principles of 
~~deralism while at thO &ame time provides the neces$ary protection 
~or our children. ' . 

ETX 
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MR. BRODER: But i~ it's already ~ crime in 42 states, how will 
any child be safer by Congress ~as~ing such a law? 

ATTORNEY GEN. REN.O: Qgain, the'!"e lIIay be situations whel'e that 
crime lIlilV be thQ iact;o'r that ean eonable the federal government to take 
action against a 9an~ or ~thers that eross state lines. 

It is so impo'l"tant for the states that don't have it, for those 
that do that may have li~ited reSources that we wo~k with t~em in a 
true partnership, focusing on what the federal government should be 
doing in partnership with state and local goyerriment. 

MR. BRODER: Now,FBI Director Freeh gave some testimony this 
week that was pretty startling. H. said for two decades, the FBI has 
been at .n extreme disadvantage with regard to domestic groups which 
advocate wiolence. W~ have no intelligenc. or Oaekground i~formation 
on them until they're violent talk beco~es deadly action •. 

Is that an aCCl.lrate de!i>cription of the situation? 

QTTORNEY GEN. RENO: When I took office, I was confront~d with 
the guidelines. I had not dealt with the guidelines as a local 
pro.ecutor~ and when Director Freeh took office, he, I think, found 
the same concern that I had, that people had interpreted the 
guidelines in a \lery limited way_ I~ you rl!adthe guidelines, I think. 
they give the FSI the tools to do the Job, and we've been working and 
hope to work in consultation with Congress on how these guidelines 
Iihol.lld be interpreted to give them .the full effect that 'will 'provide 
the protecti~ns the guidelines were. designed to provid~t butt at th. 
~ame time, not shackl~ the FBI in its duty to pursue legitimat~ly and 
properly any lead that is -- leads to violence. 

MR. SRODER: eut Di~eetor Freeh also !i>aid t6 Senator ~hompson of 
Tenne~~ee'that if the guideline!i> th~t you inherited were interpreted 
broadly, rather than defensively -- that's his language -- that he 
could haye dealt with.a situation like, hypothetically, the Michigan 
IIi ntia•. 

You've been there two years. Why hayen'.t the guidelines been 
interpreted In a way that gave you that authority? 

ATTORNEY GEN. RENO: Again, wher. 1 took office, I looked at them 
and concluded that th~ interpretation had been limiting. 

It was faSCinating, because one agency would say -- or one agent 
wOIJld 5ay, "Yes, I car', do it... Another wOIJld say, .. I can't... We 
wanted to work carefull.y throu~h tni$ iS6U&, and Direetor Freeh ~nd I 
have been doing s.o. 

MR. SRaDER: As )'Oll know, the 't'eason that the glddelines were pI.lt 
in place was that, ~l~o~t 20 yea~s ago, the Sen~t& committee 'ound 
that the FBI and other 1",11'1 en1'orcellumt agencifi'$ Mad been engaging in 

_ ETX 
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what they called a pettern of conseiou$ly and rgpeatedly violating the 
law~ and ebnstltutions by investigating the political activit~es of 
hundr.d~ of thousands of American citizen5 1 and the report said that 
was done without the knowledge of pre~idents or attorney generals •. 

,~ 

Now, ,if you~re going to expand the authority of the F8I to 
infiltrate these org~ni;ationSt What aSSurance is there that we wontt 
run into exactly this prOblem again? 

ATTORNEY GEN. RENO: I think what we need to do is to make sure 
that the guidelines are u.ed not to investigate political reaction, 
but to l~yestigate any.lead that results in .~idence that would lead 
us to violence and lead us to efforts to prevent violence. t think 
that can be done under the guidelines as they have been announced over 
these 20 years, and what we want to do' 15 to work with Congress to 
make sur~ that they understand how we are iriterpreting the guidelines, 
now we are taking step. t6 avoid the abuses that the guidelines were 
designed to prevent. 

MORE 

.ETX 
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MR. NOVRK: Madame Rttorney General, the bombing in Oklahoma City 
came on the ~@cond anniversary 0' the burning of the Branch Davidian 
compound in ~aco, Texas. Thomas -- Timothy McVeigh, the suspect, ~as 

apparently en~aged by Waco, visited Waco. In the aftermath of the 
bOlllbing, "it tut"'ns out there a~e a lot of people in this country who 
aresti!l .immering over and burning over the attack on Waco. 

Do you think "ow. iri the interests of a national reconeiliation, 
it is time for you for the firs~ time to admit that you made a mistake 
in ordering the federml assault at ~aco? 

ATTORNEy GEN. RENO: First of all, I think to link Waco with what 
nappened in Oklahoca City is -- is w~ong, because there is absolutely 
no excuse whatsoever for what happened in Oklahoma City. Let us 
address Waco 5~pa~ately., 

In any situa_ion where the li¥es of officers who were executing a 
lawful warrant were taken ~- four officers~ four agents, were killed! 
lE:> were ko\,mded ina 45-mi nut e gun batt leo Tnat' S khen I eame in., 

~e didn't attack. We t~ied to e~e~cis@ evervrestraint possible 
~o avoid the violenee. ~e t~ied, based on whst we knew st the time, 
to negotiate, to work through~ to try to under~tand what we could do 
~o resolve that situation sh~~t o. ~iolenee. 

When the decision ""as lIIade that something had to be done becaus,e 
it was g~ing to go on~nd it could not be peacefully resolved, we 
~ried t~ do everything we could. Not one FBI shot was fired. 

In the end, independent people eame in, independent fi~e experts 
=ame in and concluded ,that that fire was not set by goYernment, it was 
set by David Koresh and his followers. 

The important thing, Mr~ Novak, is that we hold people 
3ccountable for thejr, violence, that law enforeement work with 
~v9rybodv eoncerned to do everything they ean to bring people who ere 
!iolent to account, but that we do 60 trving to learn from every 
~)(peri ence WP. can how "',e can' do so without vi 0 1enee to those who ,a're 
lot ~~,.H.pons.i bl e. 

MR. NOVAK:, But since thore al"'e other Pliople. Madame ~ttol""1"\ey 


leneral, wh~ disagree with that inte~p~etation of khat happened in 

Jaco, would you kelcome a eongro,sional ,1nves~igation by the House, 

he S~nate, or both-to finally an~~er the unanswered Questions about 

;oiICO'? 

ETX 
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ATTORNEY GEN. RENO: Wh~t "'~ have ,5aid f~om the beginnln~ -~ and, 
ali you ~now, I hOlye ies.t 1 fi ed and I have. said that we welcome' every 
effort i~~g1nable to figure out how we hold people accountable for 
their violent acts. ' 

You cannot walk .way from the death of four agvnt5 .nd 16 Qeople 
wound~d end say, "Too bad. W.'r. not going to go after 'them. " We've 
got to do it in a 'air, thoughtful way, and I would ",elcome, e~ 1 
have, vvvry effort to unders.tand how we hold people accountable while 
.inimi:lng lhe violence. 

MR. NOVAK: Let me ask you one unan5wer.d Queltlon t and that i& 
th~t you haye n.Yv~ answered -- end that is. 'or your decision that 

lead to the death of 81 people at Waeo, who told you that there was. 
5ex'JalIllOles.tation going on there, .loIhich you now 5i\y was an incorrect 
information? A lot of people 1oI0nder wher. did you get that 
inforlllation? 

ATTORNEY GEN. ,RENO: S1r, one of the problem!!. is. that you all in 
the media take something that somebody said and throw it out. What I 
will do -- I do not have the Waco files. with 1ft., but loIe will get that 
information to you to show you the evidenc90f ••xual .olest~tion th~t 
W~D available to us. And it is important that as we review Waco that 
partie'.llarl), all of yoiJ in. thll media, e.~ we r.view WacO"t reylew it 
care~ully, baSed on the eYid~nce, based on the record, 60 that we do 
not contribut* to the misinformation that so Ob$Cure~ the issues that.. 
• e'~o got to confront in this n~tion. 

~R. RUSSERT; ~adam. Attorney General, do you have any doubt that 
vou'll capture John Doe It? 

~TTORNEY GEN. ~ENO: One of the things that I'Ye learned 15 that 
we are going to do eyerything 101. ean to make sl.Ire that that lIIan is 
Qrought to jU5t1ee, and b.... ed on what the FBI.nd federal law 
enforcement and local 1.", ~nforcelllent working together have bllen able 
:0 do, I think N,,' re g01n; to do' it. 

MR. RUSSERT~ W~ thank you for Joining us thi$ .orning. 

ATTORNEY GEN. RE~NO: Thank you. 

END 


ETX 
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MEMORANDUM FOR SECRETARY BENTSEN ~ A ~IL_Z )or!' 


o . r t.,..-l,) ~-e...;r;/~ J'~ 
FROM: Ronald K. Noble n l'-t\l • ~ ~._.. ,~-L...... ~,... 

SUBJECT: Investigation of ATF Waco Operatio .~'\..A/~ . 

ACTION FORCING EVENT: 'V~ "

As a result of our meeting this morning, we nave decided to seek 
the advice of House and ,Senate Committee Chairmen who have 

,oversight of the Treasury Department with respect to a proposal 
for reviewing ATF's actions in Waco, Texas. 

1/ I.r . ,,'. r- .. 

RECOMMENDATION/ 0.- /0'- ./ (/·;f.-lC ;;," 


That you ma¥l;:>hcne c~ to Ch~irmen Moynihan, Deconcr;::, y~;" "t'i:;:;' .:.:. ';;.:..;;. 
RostE}:r::tkOWS~i and Hoy€r seeki.ng, their .. advLce_.on_.the 'proposed plan. ' 1-' 

~-- ·t,·,...9 
1) 

Agree Disagree Let's Discuss-
3p.CKGROUND: 

At today's meeting, it was recommended that I, Ronald K. Noble, 

be charged with responsibility for conducting the Treasury 

Deoartment's rl:view of ATF's action in Waco, TX. I would oversee' 

an-investigation conducted on a day-to-day basis by experts such 

as former Assistant U.S~ Attorneys and supplemented by' 

investigative assistance from Treasury la~ enforcement components 

and the General Counsel's office. 


I was an Assistant U.S. Attorney in Philadelphia, for four years, ' 
where I investigated and prosecuted, complex white collar and 
political corruption cases. I was,also the Deputy Assistant 
Attorney Generiil for the Criminal Division at the Department of 
Justice, and in that capacity was involved in reviewing a number 
of high profil,: and extremely complex criminal cases. I am 
presently Associate Professor of Law at New York University Law 
,School and am the President's choice for Assistant Secretary 
(Enforcement.) at the Treasury Department. 

Your calls to the .:hairman of Treasury committees is for the 
purpose of consulting with them about this proposal, seeking 
their advice. 

Attachment: 

Talking Points 

CERT1FIED 'TO BE A'TRUE COPl 
OF TH~ Q.RI91~AL D9.GUM~T: .. . ...~~ 

http:seeki.ng


' .... 
','.. r .' ;;;."~ 

Talking Points: 

o Mr. Chairman, we have been closely monitoring the situation in 
Waco, TX, since Sunday, February 28th. And, as you may know, the 
Deputy Secretary himself went down there last week. 

o We have also discussed among ourselves the most appropriate, 
objective method for Treasury to review the sequence of events 
which led to t:he Davidian cult standoff. ' This is not merely to 
second guess A,TF. We are convinced that there are lessons to be 
learned that can benefit Treasury and other law enforcement 
agencies in our'thorough review of this situation. 

o The circwnstances of the law enforcement action led to genuine 
tragedy and I think that we should, do everything that we can to 
determine whet.her or not there are alternative, or additional ' 
pr,ocedures to avoid similar' situations in .the future. 

o ' ' A propos.3,.l-w.e-..are._cor!side,r.:.:i..D,g_",and. about-which "I WOUld, \lj.lce, ',' 
your thoughts and advice is the following: Ronald K. Noble is the 
President's choice for the Assistant Secretary (Enforcement) post 
here at T~easu:cy. ,He's also our choice to head up the A~F inquiry. 
Noble's Just come to Treasur,;f,and hasn't' been conf1.rmed yat:.. 
Would his' inve,lvement with the ATF review cause him a problem on 
the Hill in terms of confirmation? ' 

Noble is an experienced federal prosecutor, and a former 
De.p"l;.ty Assistant Attorney, General in the Criminal Division at 
Justice. It has 'been recommended that Mr. Noble head uP' a ' 
comprehensive review of the Waco standoff. As a practical matter, 
his leadership could mean hiring experts, such as former Assistant 
u.S. Attorneys to handle the investigation on a day-to-day basis, 
subject to Mr. Noble's oversight. 

o Mr. Noblt~ would' also avail himself of expertise' from the 
Department of Justice, Defense and other state and federal law 
enforcement entities. At this time, 'we have not identified a 

,specific individual. 

o We would hope that the investigation could be completed within 
120 days after all resources have been brought on board. We will, 
of course, keep you advised of such a review and its results., 

http:De.p"l;.ty


Departnlent
/1 "" .. 

of the Treasury to: DISTRIBUTION' 
Executive Secret~;'-JY-

, and Senior Adviser 
room: qate: 	 3/23/93 to the Secretary 

SUBJECT: ATF Waco 	Operation Investigation' 

Attached is a copy of Ron Noble's memorandum 
to Secretary Bentsen regarding the·above 
sUbject. The comments are those of the 
Secretary. 

Any questions, please contact me. 

Attachment 

:~-..., DIC?TRIBUTION: 	 Jack Devore 
Mike Levy 
Ron Noble 
Josh steiner 

Edward S. Kni!Jht 

, room 3408 
nhnnA h??-()()?7 

I - -' ,.•r"'" 

Department 
of the Treasury to: _'---_ 
Executive Secretary 
and Senior Adviser 

. "". to the Secretary :n !1 room:' --- _ date:' ,- 

3/23/93 /\ () QC/'j.'~~ J 
l,L..V 1. fL ..""" e.o~ J;l 

Gay: 	 A ~.(.,L --:-. A) 
__.L.. .- • ~V~\ 

My 'understand1ng 1S that there ..~ 
still is a need for the Secretary 
to make these contacts. The 
situation in Waco .could resolve 
itself shortly. Then, the white 
House in conjunction with Treasury 
would announce,the initiation of a 
study i~d by Ron Noble. This 
assumes none of the key members 
object. . 

~_ AAYO'V'
ED t~ 

O/d ~CA ~~r 
_~J~~£) --h_ .h.-'\..

'I' ;~ 

Edward S. Knight 

room 3408 
nhnno gIJIJ1\(VJ7 
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DEPARTMENT OF: ~HE TREASURY 
WASHINGTON 

ACTIOff 
ASSISTANT SECRETARY SEP271993 

MEMORANDUM FOR SECRETARY BENTSEN 


FROM: 
 Ronald K.NOb14~ 
Assistant Secretary 
(Enforcement) 

SUBJECT: Waco Taiking Points for president 

ACTION FORCING EVENT: 

'The Treast~y Review of ATF's involvement in the 
investigationclf David Koresh, culminating in the raid on the 
Camp Davidian c:ompound last February 28th, is due on Thursday, 
September 30th. 

RECOMMENDATION: 

That you :review, the proposed talking points for 

apprQpriateness.

b'> ;/)

~rJ/'t/ \l~·igree______,:",-_'DiSagree---:...._____Let' s Discuss 
I 

BACKGROUlID/ANAI,YSIS: 

The White House has requested information related to the 
forth~oming Tre:asury report. 

ATTACHMENTS: 

Talking Points 



THE WACO ADMINISTRATIVE REVIEW 

TALKING POINTSI FOR S,ECRETARY BENTSEN'S KEETING WITH THE PRESIDENT 

The Process 

-Mr. Pres:ident" we will be releasing the report of our 
, inquiry of the~ events leading to the tragic raid near Waco,' 
Texas, February 28, 1993 on Thursday, September 30. 

-The roug'hly SOo-page report outlines in great detail the 

actions that A',TF took in planning for and executing the raid as 

well as ATFls conduct following the raid. 


-The Department of Justice will release its report on the 
siege followin,g the raid and the decision to try to conclude it 
in a few days. We have been coordinating with Justice throughout 
the process. 

-The Review has relied upon agents from Treasury's law 
enforcement bureaus other than ATF to conduct ,the investigation, 
and outside reviewers and experts have monitored the inquiry, 
including Chief Willie Williams of the Los Angeles Police 
Department. The reviewers have made independent assessments and 
they commend both the integr;Lty and ,:~ ~'Compr~hensive nature' of 
the review • L:f c\.- ~ C; c..~ - t:r~~~~ {~--:-'bL~

71'2< ~ ;F~tl( - I-~A/~..a..-u.., J~~ . ' 
, -Efforts are underway to consult w1th the H111 pr10r to the 

announcement, and we can brief anyone on your staff if you wish. 

The Findings of the Report 

The report assesses ATF's actions in a number of areas: 

-Despite certain public claims to the contrary, .ATF properly 
investigated Ko~esh for federal firearms and explosives 
violations and properly sought arrest and search warrants;, 

-The tactical plans for carrying out the raid were flawed in 
several respects, including the absence of careful consideration 
of potentially less dang~ous options and a lack of adequate 
contingency plansj 

'-Most of ' the Review's tactical experts agree that the raid 
plan had a reasonable chance of success if all of the planners' 
major factual assumptions had been correct. However, ATF's 
development and use of intelligence was inadequate. As a result" 



, " 


the key factua,l assumptions upon which the plan was built were 
inaccurate; 

-There we:re problems with the 'command structure and the 

positioning of' the raid commanders during the execution of the 

plan; 


-ATFlost, the element of surprise and the raid commanders 
knew it. Nevertheless they went forward with the raid, despite 
clear instruct,ions from' both Treasury and ATF I s top management 
tha't they not proceed if the secrecy of the raid were ' 
compromised; 

-After the raid, some top ATF officials misled'the public 
and Treasury regarding their knowledge of the loss of the element 
of surprise. In addition, the two principal ATF raid commanders 
misleadingly 'altered the written raid plan after they were asked 
to produce it, and when confronted with the alterations, lied 
about their conduct. 

Actions Following the Report 

-New lead.ership is necessary to recover ,from this tragedy 
and lead ATF forward, regardless of whether parts of ATF are 
later folded into the FBI. ~ 

-ATF Director steve Higgins has submitted his retirement 
effective October 30, 1993. He has had a long career and 
contributed mu,ch to ATF,' but in light of many, factors, I agree 
with his assessment that we need new leadership at this time,. 

-I have selected John Magaw, the Secret Service Director, to 
become the ne~' Director of ATF. He is well regarded in the 
federal law en.forcement community and by line agents. He will 
bring fresh and professional leadership to the troubled agency. 

-The Depu.ty Director of the Secret service (Guy Caputo) will 
serve as its a,cting Di,rector while we review candidates to 
replace Magaw. This should not adversely affect the Secret 
Service or its; mission. 

-I intend to,put the Associate Director for Law Enforcement 
(Hartnett) and his Deputy (Conroy) on immediate administrative 
leave with pay- I expect they will retire shortly. If not, they 
will be reassigned and personnel actions against them will likely 
be taken. 

- I have s:elected, the ATF Special Agent in Charge from New 
York (Charles Thomson) to become the new Associate Director who 
will oversee alII ATF law enforcement operations _ A career ATF 
employee, ThoDlson is well regarded throughout the agency and led 
his office I s siuccessful investigation of the World Trade Center 
bombing. 



-In addition, I am replacing ATF's head of Intelligence and 
the Special Ag.ent in Charge in Houston and his deputy. They all 
made material :~isrepresentations 'following the dis~ster. They 
will be put on administrative leave with pay, pending personnel 

. actions. Maga'W' and Thomson will be making recommendations .to me 
in the next few days of candidates to rePlaCethesj individuals. 

I 
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August 13, 1996 ~llSFIl,ED DOCUMENf 
I REFILED BY 

CLINTON LIBRARY STAFF 

MEMORANDUM FOR SECRETARY RUBIN 
~:rG£DATE~05 

FROM: EDWARD S. KNIGHT~f 
I 

SUBJECT: FIFTH CIRCUIT AFFIRMANCE OF WACO DEFENDANTS' 
CONVICTIONS 

I 
I 

On Friday, August 2, the Fifth Circuit issue~ its opinion in 
united states v: Branch, the appeal by six Branch: Davidians of 
their convictions arising out of the Waco firefig~t on February 
28, 1993. In a 2-1 decision, the panel affirmed the defendants' 
convictions; vacated the sentences on one count ahd remanded for 
additional findings and resentencing; and affirmeh the rem~ining 
sentences. The panel held the mandate pending the en banc . 
decision in United states v. 'Kirk on the constitutionality of 18 
U:S.C. § 922(0), criminalizing possession of mach~ne guns, under 
which one defendant was convicted. This memo briefly summarizes 
the highlights of the lengthy decision. ! 

Excessive F.orce 
i 

. I 

The defendants claimed that the district court erred in 
denying an instruction on self-defense on volunta~y manslaughter. 
The appeals court held that to entitle defendantsi to a jury 
instruction on self-defense, the evidence that the defendants 
were entitled to defend themselves must be suffic~ent in light of 
all the other evidence to create a reasonable dou~t on the issue. 
In this context, the court held, there must be SUfficient 
evidence from which a reasonable juror could conc1ude either 
that: (1) the defendants did not know-the ATF agebts were law 
enforcement officers, or (2) that the ATF agents': use of'force 
was unreasonable. The court reviewed the record and rejected the 
first possibility and, on this issue, the dissenti did not 
disagree. . : 

Reviewing the record at length, the majOritJ also rejected 
the defendants' three arguments with regard to un~easonable use 
of force: that the ATF agents fired first, that t~e ATF agents 
fired indis.criminately, and that excessive force ~as inherent in 
the raid. On the key last point, the court held ~hat the 
decision to execute a "dynamic entry" raid using some 70 agents 
was not excessive. in light of ATF I S knowledge of ithe arsenal at 
the Davidia.n compound: "Surely a citizen may not iinitiate a , 

i 
I 

I 
I 
I 

! 

! 
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firefight sQlely on the ground that the police se~t too many 
well-armed officers to arrest him." In response, [the dissent 
argued that the majority's test of excessiveforc~ provides no 
outer boundary: II[UJnder the court's sweeping rationale, it would 
'have made rio diffeience if the agents had been supported by 
armored personnel carriers, or by tanks, or by su~pression fire 
from aircraft. II 	 'j 

I
Pending Challenge to Section 922(0)/ stay of the 	Mandate 

I 

One defendant was indicted under 18 U.S.C. 11922(0) for 
possessing a machine gun. He moved to dismiss the indictment on, 
the ground 'that the section, which contains no requirement that 
the gun havle been in interstate commerce, exceeds I'congress , power 
under the C,ommerce Clause, as the Gun-Free School Zones Act was 
held to do in united states v. Lopez. The Fifth 9ircuit stayed 
the mandate in this case pending resolution of th~ Lopez 
challenge to § 922(0) in a separate en banc case, IUnited States 
v. Kirk. The stay of the mandate will probably delay any further 
efforts 	to seek review in this case. I ' 

I 
Remand of Sentences under 1 924(c) (1) for Additional Findings

I 
, ' I 

Several of the defendants were convicted und~r 18 U.S.C. 1 
924(c) (1) for using a firearm during the conspirat:y. In a 
decision after the trial in this case, the Suprem~ Court held 
that 1 924(c) requires "active employment" of a firearm by the 
defendant, not j~st possession. Bailey v. Unitedl states (1995). 
The court upheld the convictions of the defendant~, finding that 
the evidence was overwhelming that each of them actively used a 
gun during the firefight. However, the court remanded the 
sentences of the defendants on this ground for th~ di,strict court 
to make specific findings about "active employmen~" in imposing 
sentences on this count. i 

The court also rejected the defendants' argu~ent that 
§924(c) requires the indictment to charge and the: jury to find 
each defendant had used a machine gun in order for the court to 
impose a sentence under the section's machine gun I provision. 
Reviewing the section's legislative history and s~atutory 
structure, the court concluded that the machine g~n provision 
does not create an independent statutory offense put is merely a ' 
sentence-enhancement provision. Thus, the determination that 
each defendant used a machine gun lies with the cpurt at 
sentencing, not -- as defendants argued -- with the jury at 
trial. Again, the dissent did not dispute the ma~orityls rulings 
on this issue. I 
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DEPARTMENT O~ T~E TREASURyj 

WASHINGTON, D.C. ! 
I 
I 

GENERAL COUNSEL 	 September 25. 2000 

I 
IMEMORANDUM FOR THE SECRETARY 

THE DEPUTY SECRETARY 

FROM: 	 NEAL S. WOLIN~ 

SUBJECT: The Waco Litigation 

On September 20, 2000, the United States District Court in Waco, TexJs,adopted an advisory 
jury verdict and issued a favorable decision in Andrade v. United State~. The decision resolves 
nine civil lawsuits filed on behalf of deceased Branch Davidians and their relatives, as well as by 
some survivors of the fire at the Branch Davidian compound. These ar~ the last of the cases 
arising from ATF's attempt to serve a search warrant on the Branch Da{ddian compound outside 
Waco and the gun battle and siege that ensued. 

The district court made the following findings with respect to the event~ involving ATF on 
February 28, 1993: : 

• 	 The Branch Davidians initiated a gun battle when they fired from mhltiPle locations at ATF 
agents who were attempting to serve lawful warrants; I 

• 	 No A TF agent fired any shot nor used any force against residents ofI' the Compound or the 
Davidians that was unprovoked; I', 

• 	 A TF agents returned gunfire to the Compound in order to protect themselves and other 
agents from death or serious bodily injury; , ! 

, 
• 	. At all times, the A TF agents' gunfire was directed at those areas of the Compound where they 

perceived deadly threats; 

• 	 ATF agents were prevented from serving the lawfully issued arrest apd search warrants by 
the Davidians' superior fire power and defensive position; and : 

• 	 ATF agents complied with 'the law, including identifYing themselveJ and the~r purpose at the 
outset, in attempting to execute the arrest and search warrants at the bompound. 

I 
I 

Because the ATF agents did not fire without provocation or in an indisciiminate manner, the 
, 	 I 

court concluded that the use of force by ATF agents was reasonable urid~r the circumstances and 
could not result in liability. . I 
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With respect to the FBI's actions on April 19. 1993. the district court flnd: 
, 	 I 

• 	 The FBI did not prevent or hinder any Plaintiff from leaving the bui:lding; 

• 	 Although the FBI fired three so-called "military" CS tear gas roundl at approximately 
8:00am on April 19, 1993, at the "tornado shelter," no such rounds -<.vere fired into the main 

. 	 I 

wooden structure. No Plaintiff was injured by the firing of these rolm ds, and they had no 
causal relationship to the fires which broke out shortly after noon; .

l 
• 	 The fires where started intentionally by Davidians; .. I 
• 	 The fires were neither caused nor contributed to by any act of the United States; and 

1 
I 

• 	 Davidians inside the Compound generated the only gunfire on APril[19, 1993. There was no 
gunfire from any employee of the United States that day. 

I 
I 

As with ATF, the district court concluded that the actions ofFBI could not result in liability. 

The plaintiffs have 60 days from the date ofthe decision to appeal to thJ United States Courtof 
Appeals for the Fifth Circuit. Plaintiffs have indicated they will appeal. ! 

I 
cc: 	 Under Secretary Johnson 

Assistant Secretary Bresee 
\ 

I 

2 
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. I() 	 MEMmRANDUM 

I 
Comptroller of the Currency 
Administrator of Nfltional Banks 

Washington, DC 20219 

To: 	 Secretary Rubin 
Deputy Secretary Summers 

From: Eugene A. Ludwig 

Date: August 21, 1997 

Subject: Digital Signatures 

. . . I . 
. . . 

'11 b· . d . I .. . d' d")'ThIS ' memo WI rmg you up to ate on congresslOna activities regar 109 Iglta signatures, 
and summarize some important issues raised by the debate over whether la federal pre-emption 
of state law is needed in this area to promote electronic commerce. The Isubject is of broad 
interest to Treasury because it poses policy questions that affect all participants in retail 

I 
electronic commerce, and it is relevant to the president's request that Treasury see that 
government flexibly accommodate the needs of emerging electronic pay~ents systems. In 
addition, the oce just received its first application to issue and store digital signatures from 
Zions First National Bank in Utah. Financial firms are seeking federal legislation to establish 
legal certainty for electronic contracts and uniform operating requiremedts. They also may be 
looking to bypass what they see as unduly burdensome provisions in socie state digital 
signature laws. 

The term "digital signature" usually refers to an electronic communicati9n that can serve three 
functions: It tells the recipient of an electronic message the identity of the sender 
(authentication), that the message has not been tampered with (integrity)! and that the identified 
sender is, in fact, the person who sent this message (nonrepudiation). ebrrently, the only way 

I 
to accomplish al1 three functions in a secure transmission is through the }lse of cryptography. 

In the future, biometric techniques using fingerprints, for example, may:well perform the 


I 

authentication and nonrepudiation functions. But the message, itself, will still be encrypted. 
. '. 	 I 

To make this digital signature system work, experts say that designated i'trusted third parties" 
must be authorized to certify that a digital signature is genuine. These are commonly called 
"certificate authoi'ities." In one sense, these certificate authorities play ~ similar role to that of 
notaries publ ic today. Banks and other financial institutions and technolbgy companies are· 
actively pursuing aspects of these business opportunities, as issuers and hsers of certificates for 
Internet and other electronic transactions. 

( 
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The White House, Congress. a number of state legislators, and' federal agencies are 
considering how to adapt current laws premised on a paper-based transastions system to one 
that uses electronic media. The Administration's recent Framework for Global Electronic 
Commerce, prodUl;ed by Ira Magaziner. calls for the promotion of it decJntralized, contractual 
basis of law for electronic commerce. To date, 39 states have approved~r are considering . 
digital signature/digital authentication legislation,although manY.states ate taking significantly 
different approaches to the issue. As federal and state initiatives move ahead in the coming 
months, some may be at odds with each other, reflecting their differing ihterests. 

It is not surprising then that some banking and financial companies interLted in the digital 
signature and certificate authority business have turned to Congress to sebk relief from this 
patchwork of state laws. Several large banks this summer offered, draft l~gislation to House 
Banking Domestic and International Monetary Policy Subcommittee Chairman Mike Castle and 
Senate Banking Financial Institutions and Technology Subcommittee Chiirman'Bob Bennett. 
The banks proposed to pre-empt state law only for depository institutiond, and to authorize the 

I 

Federal Reserve to oversee these activities. Bennett's staff savs that the Senator wants to 
, introduce a bill similar to this one in September. . I 

Castle held a hearing on this issue last month, and his s~ff is preparing 1broader bill that 
would pre-empt state law for banks and nonbanks, thus requiring approvkl by the Commerce 
Committee as well. Drafts we have seen of the proposals being considerbd by Castle and 
Bennett both include certain limitations on liability for certificate authorities. This provision 
might put the legi!;lation in conflict with the Administration's encryptionlpolicy, which 
proposes liability caps as an incentive to certificate authorities that volunteer to participate in a 
"public-private key escrow" system when using high powered encryptiorl for domestic 
messages. The policy is intended to give law enforcement officials the obportunity to seek 
access to these messages. They already would have access to messages ~ent overseas using 

. .' I 

high powered encryption, because the Administration would require the fey escrow system be 
used for exported encrypted products. This policy is reflected in Sen. John Kerry's bill to 
amend the Export Control Act, which awaits floor action in the Senate. 

To date, banks and other financial institutions have largely escaped the acrimonious debate 
.' . \. I 

over the requireffil:mts of a key escrow system, because the Kerry bill and other bills before 
I 

Congress would exclude banks from this provision when they are using digital signatures 
attached to financial payments and payments information. However, fidancial institutions 
interested in hecoiningcenit1cation authoriiies that provide digital signatiues for their 
customers' messages, or thaI are interested in storing digital signatures, ~s key recovery 
agents, would not escape the escrow provisions of the legislation. I . . 

I 
Right now, only a handful of banks are interested in becoming certificatd authorities or getting 
into the messaging business. But, as their business evolves over time, dany banks !11ay find 
that they need to link messages with payments to satisfy customer needs. I A further 
complicating factor regarding messaging is determining, as a matt~r of law, the point at which 
payment informatiop becomes a message. For example, it is unclear whbther a letter of credit 
or the loan documentation that often accompanies a loan payment or payfuent receipt would 
constitute payment information or a message. 
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As with all electronic commerce issues, the timing of government actions is often a balance 
between public policy goals and the nurturing of new markets. At the O;CC, we are 
conducting our own analysis and working with staff of the Congress to closely monitor 
legislative developments. I also will raise the issue of digital signatures :and related 
congressional activities at next month's e-money coordinating meeting of the bureaus. I 
believe that our discussion will lead to a comprehensive understanding of Treasury interests in 
this area, and will allow us to develop a coordinated response to the legi1slative proposals. 

I 
I 

cc: 	 Under Secretary Hawke 
Under Secretary Kell y 
Assistant Secretary Carnell 
Senior Deputy Assistant Secretary Geithner 

I 	 Deputy Assistant Secretary Rostow 

Treasury Bureau E-Money Coordinating Group 
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DEPARTMENT OF THE TREASURY 
WASHINGTON, D.C. 20220 

March 14, 1997 

MEMORANDUM FOR DEPUTY SECRETARY SUMMERS 

FROM: JOSEPH H. GUTTENTAM( 

INTERNATIONAL lA~~1JuNSEL . 
THROUGH: DONALD LUBICK } I t V 

ACTING ASSISTAN'tjSECRETARY (TAX POLlCY) 

. I . 
SUBJECT: STATE TAXATION OF ELECTRONIC COMMERCE 

i 

. j I ". 

You asked for advice as to the role of the Treasury Department regarding the state 

laxation of electronic commerce. After meetings with representatives of the! Multistate Tax 


. . I 

Commission and consultation with the Office of Public Liaison~ we are recommending that at 
present, Treasury play an active, but solely advisory role in helping the state's reach a consensus 
on these issues without any federal intervention. However, Treasury should ktress that if the 
slates cannot resolve these issues on their own within some reasonable time ~eriod, then it will 

. be necessary for the federal government to act. I 

In general, although Treasury's paper specifically stated that it was limited to federal 
income tax issues, state taxation of electronic commerce should be guided by the same general 
principles that we have proposed for federal taxation. Tax laws should be ne~tral with respect to 
whether commerce: is conducted by conventional or electronic means and no: new taxes should be 
applied to electronic commerce. A uniform method of allocating income der~ved from electronic 
commerce among the states should be devised in order to avoid double taxation and uncertainty. 

. I 

However, the implementation of these principles at the federal level may differ from their 
implementation at the state level, where there has traditionally been greater reliance on indirect 
lax.es. I 

i 

I 
At present, attempts are being made at both the federal and state level to address the state 

taxation of electronic commerce. At the fedemllevel, Ira Magaziner, while a'cknowledging 
Treasury's responsibility for tax policy issues, has stated that uniform state iaxation is necessary. 

I 

fn addition, yesterday Senator Wyden and Representative Cox introduced a bill, the "Internet 
Tax Freedom Act," addressing state taxation of electronic commerce. A sunimary of this bill is 

. I 

attached. (n general, it would impose a moratorium on subnational taxation Of the internet or 
electronic commerce, other than generally applicable income or sales and us~ taxes, and would 
require the adminbtration to submit a comprehensive plan to address these issues. Thisbill will 
be very controversial and may raise Constitutional questions. For example, dspokeswoman for 
the National Governor's Association was reported as saying that they regard1any federal pre
emption of state and local taxes as an unfunded federal mandate. However, industry 
representatives have publicly supported the bill. 



----

· At the state level, the states are attempting to develop a uniform method to tax electronic 
commerce. This will take place under the auspices of the National Tax Ass6ciation (NTA) 
which will act as a neutral overseer. A preliminary meeting to discuss the s~ope of this work was 
recently held. 

Since any federal pre-emption of state taxation is politically sensitive. we recommend 
that Treasury encourage and assist the states in developing a uniform meth6d of taxing 
electronic commerce by participating in the NTA's project solely as an advi~or. However, 
Treasury should make it clear that this is an important sector of our econom~, whose growth will 
not be impeded by state tax rules. If the states calIDot develop and implemerh a rational and 
consistent method of taxing this income within a reasonable period of time, Ithen it may be 
necessary for the federal government to act and that in the interim, the states should voluntarily. 
adopt a moratorium on the imposition of new taxes on the Internet or electr6nic commerce. We 
recommend that you announce this policy in an appropriate public forum, pkrhaps a meeting Of 
the NTA Consistent with this approach, the Administration should announde that it does not 
support the Cox-Wyden bill at this time, although its supports its ultimate gbals. 

Rcco m mendatiOlls: 

1. 	 Participate: as an advisor in the NTA project on uniform state taxation of electronic 
commerce and continue to participate in oth.er U.S. and state agencYl1 initiatives in this 
area. This policy is to be announced at an appropriate public forum,with the caveat that 
Treasury will recommend that the federal government act if the states are not able to 
develop and implement uniform rules and that in the interim, the sta~es voluntarily adopt 
a moratorium on the imposition of new taxes. Accordingly, the Ad.rriinistration will not 
support the Cox-Wyden Internet Tax Freedom Act at this time, alth~ugh we support its 

goals. . I 

. 	 Disagree Let's Discuss I 

2. 	 Add a statement along these lines to the tax section of Ira Magaziner's paper, "A 
Framework for Global Electronic Commerce." 

____ Disagree Let's Discuss 

- 2 . 



Summary of the "Internet Tax Freedom Act" 

as introduced by Senator Wyden and Representative Cox on March 13, 1997 


I. Imposes an indetinite moratorium of subnational taxation of the Internet, interactive computer 
services, and elecl:ronic commerce, except for: . 

- income taxes, 

3. Declares that it is the sense of the Congress that the President should seek bilateral and 
I 

multinational agreements to establish that "activity on the Internet and interiactive computer 
services is free from tariff and taxation."· 

- 3 



.'. 	 )l'9 97 ~ SE~ - 0 0 8 970 

• 

DEPARTMENT OF THE TREASURY 
 I"FORMATION 

WASHINGTON, CI.C. 20220 

August 13, 1997 
\ 

MEMORANDUM FOR: 	 SECRETARY RUBIN 

DEPUTY SECRETARY SUMMERS 


FROM: 	 JOSEPH H. GUTTENTAG, Is / . 

INTERNATIONAL TAX COUNSEL 


SUBJECT: 	 PRESIDENTIAL DIRECTIVE ON ELECTRONIC COMMERCE 
. . 	 I 

. When the Administration's A Framework/or'GiobaIElectronic c'ommerce was released on 
1July 1st, the President directed Treasury "to work with State and local gOVernments and with foreign 

governments to achieve agreements that will ensure that no new taxes are imposed that discriminate 
against Internet commerce; that existing taxes should be applied in ways that avoid inconsistent 
national tax jurisdictions; and that tax systems treat economically similar tbnsactions equally, 
regardless of whether such transactions occur through electronic means ot through more 
conventional channels of commerce," 

l 

You have: asked the Office of Tax Policy to report on how Treasury intends to implement this 
Presidential directive. 

The tax section, attached, of the Framework paper was written in conjunction with the Office 
of Tax Policy and it reflects Treasury's overall policy on the taxation of elbctronic commerce, as 

I . 
previously set fOIth in Treasury's November 1996 paper, Selected Tax Policy Implications o/Global 
Electronic Commerce. Treasury's basic policy is neutrality, which require~ that the tax system treat 
economically similaHransactions equally, regardle:ss of whether such trankctions occur through 
. electronic means or through conventional channels of commerce. The best means to achieve 
neutrality is through an approach which adopts and adapts existing princi~les, including those found 
in our present bilateral treaty network - in lieu of imposing new or additi'onal taxes. The 
Framework does not refer to the need for any new agreements. 

An approach based on adapting existing principles has been adopted for a number of reasons. 
It is the best means to achieve neutrality between ,electronic and conventidnal commerce since all 
types ofcommerce will be subject to the same rules. Although one could Attempt to design a new set 
of tax rules for electronic commerce that would have the same economic Jffect as current rules have 

. 	 I 

in the case of conventional commerce, this is not likely to be successful. Also, existing international 
taxation principles, as contained in our network of bilateral tax treaties, e~body a preference for 
taxation by the country where the person earning ':he income is a resident tather than by countries in 
which the income has its source. This approach is generally supported by U.S.-based companies, 
most of whom are the world leaders in their industries. \ I . . 

Consistent with this approach of adapting existing principles, we db not believe it is necessary 
at. this time to negotiate any new international agn~ements on the taxation br income derived from 
electronic commerce. International tax issues, witll limited exceptions, shduld be dealt with in 
bilateral tax agreements under the control of Trea.~ury. There may be pres~ure in the future to enter 
into international agreements dealing with electronic commerce and it maY, be in the interests of the 
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United States to do so, but, with the possibility oflimited exceptions, thoSe agreements should not 
deal with tax issues. • 

Instead. our existing tax rules and tax treaties should be reinterpreted in light of 
developments in electronic commerce. For example. sale of goods transactions are subject to 
different tax rules than intellectual property licensing transactions. Howevk it can be difficult to 
distinguish between these two types of transactions when a computer pro~ram is transferred over the 
Internet. TherefiJre, it is necessary to adapt existing principles to categorite such electronic. 
transactions within the framework of our current tax treaties. . . I . 

Treasury has been actively involved in devt:1oping the tax principles required by electronic 
commerce both by developing internal guidance and by raising these issue~ with our tre.aty partners. 
The Office of Tax Policy has been working in the OECD to develop a con~ensus on these issues to 
be used in interpreting our tax treaties with other OECD members. We ha~e also been discussing 
these issues with our individual treaty partners. Although the discussions +garding these issues are at 
various stages, where a consensus has been reached we have generally been able to agree on rules 
that are acceptable. . 

Issues al1;o arise in the value added tax (VAT) area. Although the same general neutrality 
principle applies to value added taxes, this principle may be difficult to adrhinister because consumers 

I 
can directly import electronic goods (such(j!\S computer software downloaded from the Internet) 
without the tax being imposed at the border. Attention is only beginningt6 be paid to the VAT 
issues raised by electronic commerce and it is premature to state whether 4ny new agreements will be 
necessary. Value: added taxes are subject to GATT and other intemational!trade agreements and any 
issues that arise may be capable of resolution through these agreements' dispute settlement 
procedures. At present. the issue has only arisen in the context of certain tblecommunications 
services in the EC and the solution adopted by the EC was satisfactory. Tieasury, in conjunction with 
USTR, will continue to monitor developments in this area. 

The Office of Tax Policy has also been implementing the Presidential directive at the state 
level. The current focus of activity involves the Cox-Wyden "Internet TaxlFreedom Act" which 
would bar new state-level taxes on electronic commerce. It would also require that the 
Administration submit to Congress policy recommendations on domestic and international taxation 
of electronic conunerce. The Act is consistent with the principles containea in the Framework and 

. I . 

the Administration supports the goals and objectives of the Act. Deputy Secretary Summers testified 
at the Senate hearing on the bill and Treasury submitted written testimonylfor the House hearing. We 
have also been in frequent contact with state and local government orgariizations to address their 
concerns regarding the bill's tax moratorium and have been working with the Hill staff to improve 
the text of the bill. In addition, an Office of Tax Policy representative recehtly spoke at the annual 
meeting of the Multistate Tax Commission, an influential' organization of s~ate tax officials,and 
convinced them to take a more moderate position {m the bill and to work ~ith us on this issue. 

. I 

To give you an idea of the nature, diversity and amount of~ork wb are doing in this area. 
attached is a schedule of forthcoming international meetings with respect tb taxation of electronic 
commerce. 

-:2 .
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Tax 	Section of 

A Framework for Global Electronic Cbmmerce 

I. 	 Financial Issues 

l. . 	 .cUSTOMS AND TAXATION 

For over SO years, nations have negotiated tariff reductions because they have recognized 
that the economies and citizens of aU nations benefit from freer trade. Gi+n this recognition, and 
because the Internet is truly a global medium, it makes little sense to introduce tariffs on goods and 
services delivered over the Internet. 

Further, the Internet lacks the clear and fixed geographic lines of transit that historically have 
characterized the physical trade ofgoods. Thus, while it remains possible Ito administer tariffs for 
products ordered over the Internet but ultimately delivered via surface or air transport, the structure 
of the Internet makes it difficult to do so when the product or service is dJlivered electronically. 

Nevertheless, many nations are looking for new sources ofrevenu~, and may seek to levy 
tariffs on global e:lectronic commerce. . I. 

Therefore, the United States will advocate in the World Trade Organization (WTO) and 
other appropriate international fora that the Internet be declared a tariff-frbe environment whenever it 
is used to deliver products or services. This princilple should be establishe~ quickly before nations . 
impose tariffs and before vested interests form to protect those tariffs. . 

In addition, the United States believes that no new taxes should be imposed on Internet 
commerce. The taxation of commerce conducted over the Internet should be consistent with the 
established principles of international taxation, should avoid inconsistent n~tional tax jurisdictions 
and double taxation, and should be simple to administer and easy to underhand. . 

Any taxation oflntemet sales should follow these principle,': I .. 
• 	 It should neither distort nor hinder commerce. No tax system should discriminate 

among types of commerce, nor should it create incentives that will change the nature 
or location of transactions. . , 

• 	 The system should be simple and transparent. It should be capable of capturing the 
overwhelming majority of appropriate revenues, be easy to iimplement, and minimize 
burdensome record keeping and costs for all parties. 

- 3 
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; . 	 ' I· . 
• 	 The system should be able to accommodate tax systems used by the United States and' 

our international partners today, 

Wherever feasible, we should look to existing taxation concepts ana principles to achieve 
these goals. ' 

Any such taxation system will have to accomplish these goals in the context of the Internet's 
special characteristics -- the potential anonymity ofbuyerand seller, the ca'pacity for multiple small 
transactions, and the difficulty of assoCiating oo1io<: activities with physically defined locations. 

'. . . 	 I· 
To achieve global consensus on this approa,ch, the United States, tfuough the Treasury 

Department, is participating in discussions on the taxation of electronic cofumerce through the 
Organization for Economic Cooperation and Development (OECD), the primary forum for 
cooperation in international taxation. . 

The Administration is also concerned about possible moves by state and local tax authorities 
to target electronic commerce and Internet access. The uncertainties assodiated with such taxes and 
the inconsistencies among them could stifle the development of Internet co1mmerce. 

. The Administration believes that the sa~e broad prinCiples apPlicaJle to international 
taxation, such as Ilothindering the growth of electronic commerce and neutrality between 
conventional and electronic commerce, should be applied to sub federal tax~tjon. No new taxes 
should be applied to electronic commerce, and states should coordinate thJir allocation of income 
derived from'electronic commerce. Ofcourse, implementation of these priinCiples may differ at the 
subfederallevel where indirect taxation plays a larger role. 

. . Before any further action is taken, states and local governments should cooperate to develop 
a uniform, simple approach to the taxation of electronic commerce, based 6n existing prinCiples of 
taxation where fe'lsible. . 

-4;;. 
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Forthcomi~g International Meetings Involving Taxation of Electronic Commerce 

This is only a partial list to demonstrate the extensive interest in this subject and does, not 
include bilateral tax'treaty negotiations at which these issues will be considered. 

September, 1997 	 Bamberg, Germany: Meeting of G-4 (US delegatil headed by Acting' 
Assistant Secretary Lubick) ~ Discussion ofInfonhation Technology lead by 
IRS including compliance issues raised by electro nib commerce 

. 	 I 
September, 1997 	 Paris, France: Meeting of tax treaty group ofOECID to consider tax treaty 

issues including electronic commerce . I 
October, 1997 	 New Delhi, India: Meeting .:.>f the International Fischl Association 

Discussion of income tax treaty issues raised by ele~tronic commerce 

November, 1997 ' 	 Turku, Finland: OECD Conference "Dismantling Blmers to Electronic 
Commerce" -A precursor to the proposed 1998 bonference in Vancouver 
and includes one-half day devoted to taxation in con~unction with the business Ii, 

community. 

1998 	 Vancouver, Canada: Proposed OECD Conference i"A Borderless World
Realizing the Potential of Global Electronic Commerce" 

- 5 
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.JEPARTMENT OF T:-!E TRE":'.5URY: 

WASHINGTON. C.C. 2022C 

August 22. 1997 

MEMORANDUM FOR: ) SECRETARY RUBIN 
DEPUTY SECRETARY SUM:-'1ERS 

. 
FROM: TIM GEITHNER 1'0" 
SUBJECT: A FRAMEWORK FOR GLOBAL ELECTRONIC COMMERCE: 

I 

PRESIDENTIAL DIRECTIVE ON ELECTRONIC 
COMMERCE : I· 

You asked for a report on h~w we intend to implement the Presidential directive on 
electronic commerce with respect to electronic money. . 

In the Administr'ati(ln's Framework for Global EleclTCmic Commerce, released on July 
Ist, the President directed the Department of the Treasury" to cooperate! with foreign 
governments to monitor newly developing experiments in electronic payments systems; to 
oppose attempts by governments to establish inflexible ana highly presc+ptive regulations 
and rules that might inhibit the development of new systems for electronic payment; and as 
electronic payment systems develop, to work closely with the private sebtor in order to keep 
apprised about policy development and ensure that governmental ,activities flexibly 
accommodate the: needs of the emerging marketplace. " 

The electronic money section of the Framework paper was writtrn in conjunction with 
the Office of the Comptroller of the Currency and with the help of the Office of the Assistant 
Secretary for International Affairs. The recommendations in the:paper kre consistent with 
Treasury and OCC's prevIous policy initiatives in the area 'of electronic! payment systems. 

I • 

Treasury an~ acC's view is that the emerging nature of new p~~ments systems
requires a tlexib\e approach and that early regulation would be prematu1re. Treasury is also 
committed to opposing attempts by governments to establish inflexible ~nd overly restrictive 

• I 

regulations and rules that might inhibit the development of new system~ for electronic 
payment. for example, Treasury has taken the position that non-bank~ should not be 
prohibited from issuing ekctronic curren~y. . .. I -

Wi thin Treasury, ()CC has taken the lead on the issue ofe-monley. However, within 
[he context of the G-IO process, last year, on behalf of Treasury, I chaired and Jed a 
delegation to a G-lO Ministers and Goyernors Working Party on Electt:onic Money which 
completed and issued a report. The conclusions of this report were adbpted by the Ministers 
at the Denver Summit of the Eight. . 

Looking ahead, the most active forum for carrying out the President'S directive will 
be the Basle Committee on Banking Supervision where Treasury is re~resented via the 
Comptroller of the Currency. Comptroller Ludwig co-chairs the electt'onic money sub
committee of this group. However, a number of other fora may also bffer the opportunity to 
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pursue appropriate po;icy inlliatives as well. Ti1ese are de~cribed in the' accompanying memo 
lwhichOCC has prepared. 

, I 
[n OCe's view. the fora described in this memo wi:1 provide ad~uate means to fulfill 

tbe President's directive "to cooperate with foreign governments to mOrlitor newly developing 
~xperiments in eli!ctronic payments systems" and "to oppose attempts b~ governments to 
establish inflexible and highly prescriptive regulations and rules that might inhibit the 
development of new systems for electronic payment. ", r 

. INevertheless. il may prove necessary to explore these issues in lther fora. OASIA 
and OCC wilL monitor developments and, if necessary, raise these issu~s wherever 
appropriate. 

The second element of the President's directive is that Treasury "work closely with 

the private sectot in order 10 keep apprised about policy development and ensure that 

governmental activities flexibly accommodate the needs of ~he emergin~ marketplace." . 


The primary existing mechanism for formalized in!)ur from the ~rivate sector is the 
Consumer Electronic Payments Task Force. Composed or the Board ~f Governors of the 
Federal Reserve System, the Federal Reserve Bank of Atlanta, the FDIC, the FTC and, 
within Treasury, the FMS, the OCC and the OTS, and chaired by Corltptroller Ludwig, this 
group has conducted informal exchanges with industry officials and h~ held public meetings. 
The task force will prepare a final product on these matters by the first quarter of 1998. 

In addition to this forum, staff of OCC, FinCEN, the Secret sJrvice and other 
bureaus have regular informal contact with industry officiais. TreasurY staff will continue to 
hold informal meetings with industry officials from time to time and sehedule meetings with 
senior officials and indusr.ry leaders to keep abreast of the emerging m~rketplace. 

I 
The attached memo from the Office of the Comptroiler of the Currency describes 

each of the fora in which international cooperation is currently ,undenJay and 'the current and 
planned activities in each. . 

,.., 
- I.. 
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',ecnnoiogic::!i en\'i~ol1f:1~~t:s ,c:1:lOging ~JPlcii:: ::, ':vouiJ C~?~::.i to ci~\ei?plpOiiC~';;:lt is b~th 
::me\\' :;;'Cl JOprOpmHe, :: _'r tn~se re::l.sons. 1:::::::;';'lOle ::mJ ::Ignl:, ~;esc:-:::tl\'ei reguHltl~nS <lI1G 

• .. 1,... .. ~lr' • ..... r) . , .,"""'...; ,. '''"j"' i ... , 1'.,; "1. h .. ' , ..... fh - ""r te""""'" ""'l~e 'D\' c~·~~.' ... :i ...... ,,,~;JpropnJte _.~ OOLntl~l \ 1,_IT.:1,~., .', ...t e ... ,..dC .. ~_ ...... __ - " .:.;:\; 

::10n1l0r::1~ or' ~iec(r()n:c ;:-~,~/m·.!nt ~~~er!mc:"!!s :i ~re!·e:T~:.!" 

rrorn' a :on!!e~ tcrmpersoectl\'e. n.owe\'er. the marK-en::!:!:;;::: ::tnt! industry seii-re~uiation 
:.Ilone mJV not Iull~ acicress' aii j'ssues, For examoie. !!o\'e~e;:: :lctton m:::J be neces;arv to 

ensure th~ safety a'nd sOW1dness or electronic p:!);men~ systems. to protect cbnsumers. or 't~ 
respond to important bw enforcement objecti\'es. 

The united States. through the Depanmem of the Tre::lSury. is workfng with other 
:lovemmems in intem::.tional tora to study the dobal imoiicmions of ememim! electronic 
;avment ~;"'stems. ,\ nwnber 'Jt orl:l:aniza'tions ~e alread\' \vorkin!! on imodrr~t asoects of 
~!;ctromc 'omkint! and O:lVml'nts.o... -Their anaivses will . c~ntributeto :l be~eir W1der~~J.."1dinlr-of 

-.. . 

:;ow eic:::lronic payment systems will affect g!obo.l commerce :::'!'::.i bank.ing. 

TI1e Econornic C,):nmunique issued::it the Lvon 5umm:: bv tne G-i Heads or'Statecalled 
tor a cooDerativestudy or the implicmions or' new. ;ophistic;lteci r~taii elec~ronic payment 
systems, In response. ,::e G-; 0 deputies formed a Working P::!...'lV. with re~resemation from 
finance ::llnistries and ce:mai bmks (in consuitation with law enforcement ::l.uthoritiesl. The 
Working P::trty is t;ho.treci by l representative trom the U.S. Tre::lSur)' DeparmenLr.d tasked to 
produce :l report that identirit:s common policy cibjectivcs among the G- i qcountries md-'"!". :.maiyzcs the n:ltional appro/aChes to electronic commerce taken to date. I 

.\s electronic p:lyme:1t systems develop, governments sflOuJd \Voric closely with the 
private sector to i'nfonn policy development. md ensure th:lt go\'emrnendl activities r1exibly 
Jccomrr.ociate the net!cso:' the emerging marKetplace. 

" E,g,. the COr.1m;nee on Payments 'anci Settlement Syster.1s of the Bank: tor Intem:ltIonal Settlements. the 

Basle Ccmmlltee un Banking Supervision.,:mQ the Financiai Action [ask Force. 

http:Syster.1s
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U.S. Particitlation and Interests in In[ernational Initiative! on Electronic Psvmenrs 

The United State~ government is represented in a number of :::te~ational ~ora deal~ with 
eiectronic payments. Those efforts deal with the safety and soundness ofllie payment syst~m, 
iaw enforcement issues. consumer protection issues, and cross-border issties. The most active 
arena currently is the Basie Comminee on Banking SupervisIon. Other fo;ra in which U.S. 
government reptE:sentatives participate are foilowing up on initiativestak~n last year. 

I . 
The Treasury department and other agencies also monitor electronic pa~ents issues in other 
international fora. in which the U.S. goveniment is not a participant. but vJhich directly affect 
U.S. interests. The European Monetary Institute and the European Com.rzhssion are particularly 
imponant, and bQthare actively engaged in pursuing electronic payments/initiatives. 

Basle Commitree on Banking Supervision. The Treasury Department is represented via the 
Office of the Comptroller of the Currency on the Basle Comminee on B$k.m.g Supervision. 
Supervisory offidals from the Federal Reserve ami the FDIC are also meinbers. At the urging of 
Comptroiler Ludwig, the Basle Commmee has established aworking sro;up which is in the . 
process of analyzing risks for b~ associated with the provision 'of electronic money and 
electronic banking services. The working group will soon compose sen¥ guidance supervisors 
should consider in managing those risks. The working group plans to submit a report to the 
Basle Committee in November 1997, and the report is scheduled to be fiklized by year-end 
1997. The next meeting of the workinS group is planned for the sprins df 1998. 

G-JO Ministers and Governors Working Party on Electronic Money. rJasury chaired, and sent 
a delegation to, a G-10 Working Party which reported on consumer prot~ction,law enforcement, 
supervisory, and cross-border issues related to electronic money. The \\forkins Party's work was 
completed with the presentation of its report to theG-l 0 Ministers and Governors. The report 
was also releas~;d to the public. 'I, , 
Bank/or Internarzonai Sertlemenrs. The Federal Reserve is a member of the Governors of the , 
G-IO Central Banks under the auspices of the Bank for International Settlements. In 1996, 
groups reporting to the G-1 0 Governors produced a series of five studie~ on various aspectS of 
retail electronic: money. Topics covered include security, regulatOry, le~alt law enforcement, and 
monetary policy issues. Currently, in accordance with recommendations in those stUdies, the 

I 
. G-IO GOVerDOlS are mOnitoring and gathering information on electronic money developments. 

In that vein, thl: G-l 0 Governors have produced the first of their semianhual surveys on' 
electronic money developments in the G-l 0 and other countries. ' The n~xt survey is due in the 
fall of1997. . 

Financia! Acti(m Task Force (FATF). Treasury iaw enforcement authorities represent the U.S. 
on the FATF, an inter-governmental body created by the G· 7 countries ~o develop ,and promote 
policies to combat money-laundering. In June 1996, FATF revised its ~ti-money iaWldering 
recommendations to include a specific recommendation encouraging c6untries to pay special 
anention to money laWldering threats inherent in new payment technolbgies. Late in 1996, 
FATF membe:rs met with industry representatives to discuss law enfortement concerns. and how 

I 
I 

I 
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:.he industry could respond to FAIT recommendations. TIlose ciiscussionsjled to the commio:nem 
by FATF :::embe'rs to continue a dialogue with industry representatives. re next meeting with 
industry re;:resentatives 'Wiil be in the spring of 1998 and e-money will be1among the topics of 
discussion. . . • 

Internallonal initiatives on eiectronic paymen~ in which the US. has a ~jliCY inreresT. Both the 
European Yfonetary Institute (EM!) and the European Commission (EC) ire considering 
proposals to menlber countries that issuance of electronic money not be c6n:fined only to credit 

I 

institutions. and -U:at,nanb~ issuer,S n,at besuoject ta the full panoply oflbanki~ ~gu1ations. 
Those recommeliaattons Slgnal a shift m regulatory posture away from more restnctlve measures 
which many European nations had enacted or contemplated, to regulatoryl regimes that may make 
it less difficult fClr U.S. finns to exploit competitive advantages in new payments technologies. 
The EWtask force dealing with these issues hopes to make conc~te recdmmendations by 
year-end 1997. The EC intends to draft a proposal by late 1997 or' early t998 for a directive on 
e-money iS5uanc:e. Prior to issuing the draft, the EC will be seeking infortnal input from the 
oce, Federal Reserve Board. and inciustrV reoresentatives in the U,S. and abroad..

". I 
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INFORMATION 


MEMORANDUM FOR SECRETARY RUBIN 


THROUGH: John D. Hawke, Jr. ~. • 
Under Secretary for ~o~estic Finance 

FROM: . Richard S. Carnell ~ 
Assistant Secretary for Financial Institutions 

GregoryA. Baer~ 
Deputy Assistant Secretary for Financial Institutions Policy 

Meg Lundsager 1't1'A 
Deputy Assistant Secretary for Trade ,& Invrstment Policy 

SUBJECT: Data Privacy Issues in Electronic Commerc~ and Banking 

Introduction: 

Although privacy issues have always been with us, the rapid expansiofl of electronic 
commerce has ht:::ightened concerns about who can access information \that one would 
prefer to keep confidential. We met with Deputy Secretary Summers yesterday to discuss 
these issues. Set out below is a summary of where we are and where We'd like togo. 

Status: 

On the domestic front, as part ofthe White House's electronic commer.ce initiative, 
headed by Ira Magaziner, Treasury has been assigned responsiblIity fot the issues of 

I . 

internet taxation and electronic payment systems. Under the same init~ative, the President 
directed the Commerce Department and OMB to encourage private industry and privacy 
advocacy groups to develop effective codes ofconduct, industry devel~ped rules, and 
technological solutions to protect privacy on the Internet. Commerce ~xpects to submit a 
report on privacy by July 1. ' 

• 	 Commerc~: has developed a "discussion draft" ofprivacy 'princifJles and 
enforcement tools for self-regulatory regimes. Ira Magaziner, Sbcretary Daley, 
and other Commerce officials are seeking industry conformancd to these 
principles. 

http:commer.ce
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• Separately, Sally Katzen, now at the NEC, is exploring the idea of establishing a 
privacy office. An interagency working group has been forme~, but the existence, 
scope, and location of the office are still to be determined. 

On the international front, the European Union Privacy Directive takes effect in October, 
and is intended to restrict European data flows to any nation that doe$ not provide . 
"adequate" privacy protections. European national law and th~ Priva'cy Directive provide 
a higher degree of protection for European citizens against the unautfuorized collection, 
use and transmission ofpersonal data than is provided under U.S. la~. The Europeans 
take a centralized, comprehensive approach, whereas U.S. tradition favors 
decentralization. 

• 	 Stringent, literal-minded enforcement of the Directive would seriously disrupt data 
flows to the United States, but no one expects such hard-line ~nforcement. On the 
other hand, no one expects the EU to disregard its own directik'e. 

• 	 Commerce staff has initiated negotiations with EU officials, Lggesting industry 
adherence to Commerce's privacy principles as a potential cdmpromise. 

Concerns: 

Numerous financial services groups and providers -- ABA, Consumer Bankers 
. 	 I ~ 

Association, Securities Industries Association, Chase, Citibank, the Coalition of Service 
. 	 I . 

Industries -- have told us of their concern that the financial services industry is. not 
adequately represented in the CommercelMagaziner process and th~t Commerce's one
size-fits-:-all privacy principles are a poor fit for the financial service~ industry. . 	 '. I . 
Practically spt~aking, no one really knows what the Europeans will do, including the 
Europ~ans. (One possible scenario is limited enforcement against dnly those firms or 
industries with the worst practices.) Given this uncertainty, we hav~ some concern that 
Treasury's interests could be compromised by Commerce discussiohS of its draft 
principles with EU officials without prior consultation. 

Objectives: 

. Our objectives at this time are to: '11) ensure a separate "carve out" for financial services in 
the policy process, with Treasury taking the lead in this area; 2) urge the EU to recognize 
the uniqueness of the financial services industry; and 3) signal to inidustry the need for 
urgent and concerted effort to address the electronic personal data ~rivacy concerns of 
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domestic consumers and international governmental authorities. Although some 
industries, such as banking, have some protections in place, others do! not. 

Next Steps: 

• 	 Undersecretary .Hawke will encourage Sally Katzen to confer with Ira Magaziner 
about establishing a more formal NEC (or perhaps DPC) proc~ss around the 


. privacy issue, with Treasury having the lead for the financial slervices industry. 

l

Mr. Summers's staff representative at the Magaziner meetings, Michael Moynihan, 
broached the subject ofTreasury's leadership in financial servkes yesterday with 
Mr. Magaziner, who seemed amenable to the idea. Treasury s;taffwill meet with 
Commerce officials directly to discuss how we can facilitate the process. 

• 	 following consultation with industry representatives and finaJcial regulatory 
. agencies, Treasury will develop a position on the adequacy of[ personal data 

protection in financial services. The position will reflect the unique characteristics 
of the trust-based industry and its highly regulated environmeht. . 

• 	 All efforts will proceed with a recognition that Treasury can slrve most effectively 
as a shepherd, rather than director, of effective and efficient pfotection of personal 
data by financial services firms. U.S. firms' strategic leadership in electronic \ 
commerce is at stake. Preemptive action may also forestall undesirable legislative 
action. 

• 	 Once we have a clearer idea of the appropriate balance to strike between 
, 	 I 

consumers' interest in a more dirigiste approach to personal data privacy and 
industry's satisfaction with the generally laisser-faire status quo, we may want to 
encourage industry action. This could be done through public expressions of 
Treasury's position in selective fora. 

• 	 A USll{-led interagency group is examining the possibilities for sectors and 'issues 
that the United States would suggest including in Sir Leon Btittan's Transatlantic 

. 	 I . 

Initiative (ifwe and the EU decide to launch this initiative th,s spring). Treasury 
will suggest that we should include our concerns about how the EU privacy 
directive might be enforced. ' 

cc: Deputy Secretary Summers, David Medina, Penny Rostow, Michael Moynihan, 
Ben Jones, Joan Affleck-Smith, Susan Hart, Sara Cavendish 
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The Deputy Secretary. of the Treasury! 


October 18, 1999 

NOTE FOR KAREN KORNBLUH 
Senior Advisor to Deputy Secretary 

FROM: 	 STUART E. EIZENSTAT 
9. 

SUBJECT: 	Treasury Electronic Commerce 

Your memo on e-commerce is excellent. See 

comments. I would like to really get ontop of this 

issue. 


Is there anything I can do to get into the banking 

area given the working group? The SEC seems to 

have full control over trading. 


The question, with all the actions involved and the 
BeierlKatzen task force, is where there is room tol 
get into this. 

Comments: 	ok. 
ok, but I cannot personally attend each 
week. 
ok-KK.,you do 
Yes. 
No. . I 

. This could be held out for the futureJ 

\
Attachment 
cc: Carolyn Keene I 

iRoom 3326 	 ·622-1080 . I 
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MEMORAND1[JM 	 11;, efh . L
TD: S}lli &;;:::::l;;j Jdl:jlVdJ-. 
FROM: }eLaren I C.Al- '- ,L ./ 
SUBJECT: Treasury Electronic Commerce Activities and Agenda Devlopme~ 'r'7 A-(J , 

' . f h . " ... I T ~M-.A.. J~"-.tr
Per your request, be ow I IS a summary 0 t e major e-commerce actiVities at reasury. ostofd IA 
this information has been garnered from the Office ofTax Policy and Doniestic Finance, which.are 
working on thes,eactivities directly. ~i 4--.~11. 

As this incomplete list illustrates, Treasury offices and bureaus are working on a broad array of~. ~? 
commerce policy issues central to Treasury's mission and to the broader ~ebate on the /f.- ~;;'7 (J .f. 

' governance oftlhe digital economy. However, many ofthese activities have not risen to the leve~ -&..... 
of even Asst Secretary-attention, let alone Deputy Secretary or Secretary.1 The danger is that ~ / rI# . 
without more hi,gh-Ievel attention, Treasury's policymaking suffers from l~ck oran integrated ~ 
p~pectlve and~ur interes~s are not pres?rved in debates Wltfrin the Ad~n1stra~ion, Wltn-. J." i 
CQngress, and With the busmess commuru!y. Just thls week, OTP and Econ Pobcy were each ~:Aj: 
poised to raise (;oncerns with the Administration's proposed "broadband"linitiative -- without;L~. .A 
knowing the other had similar concerns and so without the help of the oth'er's arguments. 14{ 

-	 I ~ ,.

'Il ...4 
My recommendation, for what it's worth, would be that: ."""~~!l 

• 	 Those e-cornmerce issues listed below be_added to relevant weekly meeting discu~sions.so ~ Ibf.. 
,that you and the Secretary can provide input and a sense of impgrt; I ~~ ~ 

~ l:tJ • you endors.e (by mentioning it at the various weeklies) David Wilcox':s idea ofhotding a ~~':-J 

, 'f~. weekly seminar with outside experts (e.g., Joe Farrell, former FCC CijiefEconomist and ~ /.., ' 
.''77 '/., expert in telecommunications regulation, Craig Mundy, Microsoft's point manon the merging fJ<-ri A1 


t. tfl.;..I. !?fJ/\ of the TV and the Internet industries) which will serve as an.informal1nethod ofbringin,g I}-;. 

~ . ,~gether different interested offices within Treasury; 

--_._-_. 

http:discu~sions.so


~ ------------------Internet Freedom Act Commission 

Background 

Issue 

([he Internet Freedom Act, endorsed by the President, imposes a moratoJium on new In~rnet 
taxes until November 200 I,. In the meantime, It calls for a Commission c9mposed of 18 members 
.::mcluding on~~ member each from Treasury, Commerce and USTR -- tol report to Congress by 
May 2000 on possible solutions. The Commission as its Chair selected Virginia Governor 
Gilmore. 'Treasury is the lead agency within the Administration and is rep,resented by Joe 
Guttentag, the Treasury (and Administration) expert on Internet t~es. However, the White 
House is heavily involved because ofthe delicacy of the subject matter arid there is no agreement 
yet on a strategy to promote any given recommendation or to prevent befug scapegoated if the 
Commission deadlocks, as it well might. 

The most likely outcomes at this point: . 



• 

~ationa) . 	 . I · . 

Joe Guttentag and his team, notably Mike Mundaca, through persistent w9rk especially with the 
OECD have achieved general acceptance for Treasury's principle of non-discrimination and 

'P' 	 I 

transparency in taxation. 
~---":"-""--:'------

.'. ------
Internet Banking ) 
~--------

Background 

Wernet banking allows a consumer with access to the Intemet to access the bank's Web site. and 
- after providing his ID and password  to access his account in order to qbtain account 
information, move money amon accounts, ge an 0 - me an s 
insurance, mutual nd and other services. 0 deve} in smart Cards onto which a 
~~~lIel couh:hransfcr "withdrawals" electronically at his computer. _(C~ecks will still need to 
be deposited by mail or band.) PC bariking, an older techrioiogy tbat requires a customer to load 
special software onto his computer, is still widely used but expected to be ~eplacedby Internet 
banking. I .. 
Treasury's Office ofFinancial Institutions Policy has collected data on the growth ofInternet 
banking: 

• 	 In December 1995, only 245 institutions had Web sites and only one ~as transactional 
(allowed cllS,tomers to transfer funds or make payments.l:..»y June] 999, more than 5,100 
institutions offered online banking, and about 25 percent oftheir sites ,were transactional
«i)\() . -	 1 

I 

• 	 Approximat4~ly three to four percent ofUS households currently use ohune banking. 
(Goldman SilChs) Analysts prechcl that onlIne banking ~ grow to tvielve to twenty percent. 
ofUS households in the next three years.. 

• 	 More than 40 percent of the largest consumer banks offer Internet sel"'{ices. Wells Fargo has 
offered Intetnec banking since May 199., and says that it has 840,000 Internet banking 
customers, which is the largest number ofInternet banking customers ~t one bank. First 
Union says that it is openin.8.~,OOO to 4,000 online accounts a day and Ithat twenty percent of 
those arecui;tomers new to the bank .. 

3 



In addition to existing banks that provide Internet banking services, Internl-onlY banks are 
,cropping up, There are six so far. There is some dispute about whether Of not branchless 'Danks 
enjoy lower overhead than traditional banks. They claim they do and the (i)ffice ofFinancial 
Institutions Poli(;y reports that NetBank's non-interest expenses in fourth quarter 1998 were 1.6% 
of earning assets vs. the 4.4% average for similarly-sized traditional banks{ However.OTS 
reports that in general Internet bank overhead is not lower. They do offer 1>etter rates,.and lower 
fees. Telebank, the largest Internet-only bank, says it has more than 700,000 customers. The 
lJaiiK'reported that it topped $2 billion in total assets in the fourth quarter 9f 199,8, making it one 
of the 50 largest savings banks. Telebank was recently bought bY'E-Trade group Inc., the second 
largest securitie!1 broker on the Internet. . ' 

In i'0ur meeting with Ellen Seidman, she shared her concern that Internet ~anks have'a short-term 
focus unhealthy for the safety and soundness ofthe system. OTS sees three factors that gIve rise 
fo this concern: 1 ey ee t a a ns asse ase IS a most a 'ven for ~ Internet bank which. 
cannot originate loans t ey argue that origination requires in-pers n contact) and so ~urchases , 
'shoner-tenn assets such as loan packages or securities. (2 It so h pens thatmany of the 
investors entenrig the Internet bat1K.1ng field are using1he Internet busmess mo e 0 ocusing on 
bl;llramg market .share rather than profitabIlIty and so ofter rates that do no~ cover their costs (in 
contradiction of their claims that their rates reflect lower costs). (3) Other; investors are" looking 
to show a quick profitability in order to sell the bank and so "reach for yield," . or seek assets with 
quick, high retui:ns, to make up for the low rates they offer. 

Issue 

~~ b~ng r~~lators have formed an Internet Banking task force through the FFIEC and 
c aIred by OTS. They are contemplating a new guidance laying out what they will look for in a 
charter application. Ihey may need policy guidance to balance the need tol safeguard the deposit 
insurance system on the one hand and the goal ofencouraging innovation in the banking industry 
on the other .. Tl.!.ey are leaning towards requiring Internet banks to hold f~ more capital than 
brick-and-morter banks and a to have a business plan built aronnd obtaining.a stable asset base. 
They may also layout concerns about existing banks allowing investors to; set up Internet banking 
businesses under their charters - allowing the circumvention ofthe charte~ process. Such 
requirements wC)uld certainly constrain experimentation in this industry more than it has been in 
non-regulated industries. i 
Bank regulators may need policy guidance as they begi~g to discuss how ~arious existing financial 
laws, such as laws regarding consumer protection, CRA and safety and sohndness apply to 

/ Internet banking. HR.lO would require the federal baruang agencies to cOdduct a study and report 
to Congress on adapting existing requirements on the delivery of financial services to' online 
banking and lending. 

4 



'-;emet·~~~d~~g 
'~--' 	 .!here are more than 100 firm' ecificall devoted to online trading, up fi;om none in 1994. Full 
service brokerage firms have started offering online trading as well. The l~gest 0 me ro erage, 
Charles Schwab, has a 28 percent market share and handled 61 percent of. all its custemer trades 
on the Web last year. Low commissions (the top ten online firms charge 6n average $15.75 per 
trade, compared With a minimum fee ofipproximately $50 for traditional brokerage firms) and 
ease ofaccess have led to a rapid growth in use: . .. I 

• 	 The more than 7 million online brokerage accounts in the U.S. represent approximately 20 
~~ent of all accounts. That percentage is expected to double m two years. In the last year, 
online customer assets have doubled to $420 billion 

• 	 Online stock trades increased to an average of496,074 a day in the last quarter of 1999-up 
49 percent from the last quarter of 1998. (NASD) . 

Is;;;;-' 
/ ..",,"_. I . 

C Treas\lry haslatgely left. this issue to the SEC which has focused on the execution of trading 
. orders, disclosing trading risks and Internet fraud. The SEC is studying lritemet trading and SEC 
. Chairman Leavitt has spoken on the issue. He has.announced plans to do~ble the staff ofits 
"Cyberforce," which searches for Internet fraud, but has said that the SEC has no immediate plans 
to propose regulations on online investing.. 

~=:-. '
~ 

I 

Background 
I 

Last year the Vice President called for an Electronic Bill ofRights givin ~ustomers the right to 
clmose wheth~ . . h 'fthat ormation is 
,used; and to see· the information themselves, I 

5 




However, the Federal Credit Reporting Act only requires "opt out" for ShLng of certain 
iniGnnatjon WIdl certam types of entities: 

Affiliate Third Party Credit Agencies 

Transactional Info Permitted Permitted Permitted 
• 

Other Nonpublic 

Personal Info (e.g., Notice & opt-out If on a regular basis, Notice, access, 

income, credit history) required notice, access, 
 verification & 

verification & opt-out 
opt-out required required 

~nly the Fed can issue "interpretations" ofFCRA. 

Issue 

The President in May called for amendments to existing law requin'ng institutions to give 

customers the right to "opt out" of sharing of transactional and non-transJctional personal 

infonnation with third parties or affiiiates and prohibiting institutions frorti sharing medical 

infonnation. ' ' 


, HR 1 0 ~acy provisions do not go as far as the President requested. Th~ bill would require 
financIal opt-out rights for non-transactiona.I persona.I irifonnatlOn shared vnth third partIes -It 
does not apply toirif'onnatlOn shared With aHihates or non-transactional infonnation. The bill also 

-Would remove prohibitions in the FCRA against rulemaking by federal bariking agencies and 
eliminates constraints on the regulators' ability to examine financial institutions for compliance 
with the FCRA. It also would require Treasury to report to Congress on ibronnation sharing 
practices among fiDlmcial institutions and their affiliates and includes prete~ calling provisions. 

Senator Sarbanes, Senator Leahy and Congressman Markey have each inJoduced legislation that 
~ further and Gary and Secreiiiiy1)ummers-have--endOrsectopt:outTor ~omeslla[IDg or - 
transactional information with affiliates. ' '" I 

Meanwhile, more voluntary efforts are underway. The OCC has issued ~idance to national 
banks on Web site privacy statements. The guidance provides national banks with examples of 
effective practices for information consumers who access bank Internet sitbs about bank privacy 
policies for the collection and use of personal infonnation. The guidance ~so discusses examples 
of effective practices for the development ofbank privacy policies and forlensuring adherence to 
those policies., I 

The FTC in a report to Con ress this Jul on overall Internet privacy enddrsed industry self-----=-- I 

r .." '.' ur cor s or In us ry to 
follow voluntarily: tifying Int,ernet users of a site's practi es; permitting consumers a choice 
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abouUhe use of data collected from them; giving 4sers access to that information an a chance to 
. Chalie!!,Se it; il!ld taking reasonable steps to ensure that jnrormation comp~ed In' a Web site is 
accurate and secure from unauthorized use. A poll of the most popular Web sites shows 81 

. I 

percent post privacy poliCies, yet orily 10 to 20 percent follow all four FTC guidelines. 

fI' . freet on Econ~ 
. ..-. 

C1tr?adband Dxgloyment. Access & Competition 

Background 

The regional Belloperating companies are forced b re lations im lementing the 
TelecommunicatIOn . sin brdcr to enter Ion 
'distanc; ~. argue that their regulato burdens mak i n rofit Ie fbr them t de 10 the 
Ulfrastructure tEat a1 ows fast transmission of large amounts of data ("broadband") to rural areas. 
Two of the coIT.lpanies commissioned a study showing that the rural state~ with the lowest 
broadband penetration were those with the most stringent regula ion. TWFnty Senators, 
persuaded by their argument have asked the White House to back regu a Ii> • Competitive 
local phone companies argue that the competition the Act spawned is driving competition and 
relief for the Bells would slow deployment. Senator Daschle is holding ari event with the 

. competitive providers and others to demonstrate the advantages of comp~tition for rural 

deployment. I 
. ' 

I . 
AOL joins the Bells in arguing that the are st mied from offerin rural a~cess and in addition 
argues that AT1~ and other ca Ie companies will be the only provider ofbr)oadband in these rural 
areas. They go on to argue that because the law and regulation impose no requirement on cable 
to be a "common carrier" these cable companies will limit access to Intem~et service providers and 
content produ~1rs with whom they have financial arrangements - stifling the competition the ISP 
market and ther.eby stifling the openness of the Internet. I 

Ihe FCC has is~jued one study on deployment makin a case ainst e nbed for overnment 
ac~. . ea p ans 0 reView deployment annu y. It also demurred from 
regulating "ca61e open access" arguing that it is too soon to tell ifthere is br will be a problem. 
Instead, the Commission laid down a marker to the industry that it will step in if it sees problems 

• I 
emergmg. 

The FCC is also in the process of reforming universal service - the vast syktem of 
1electimmlloications cOOss wesidies chat suppeR a..ress hy BlIm WId loW-ul.oome users and 
scl;1oQIs and libraries through fees on all phone seryj~e. There is some talk! of adding broadband to 
the list of subsidized services - which would necessitate increasing the cost ofall phone service 
dramatically ifnot accompanied by an effort to target the recipient pool nab-OWly. 

I 
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Productivity Increases ' 

The Internet is changing the structure and behavior ofAmerican companies and industries 
whether or not they are in the electronic industry. Among other factors, itl has changed 
distribution and has improved communication within companies and betwJen companies. their 

I 

suppliers and their customers. Econ Policy has been following the data and the debate on the 
effect oftechnology on productivity. This issue is of course central to und~rstanding issues 
effecting the sto<:~k market and the overall working oftoday's economy.. ' , 

~ Bac'k-;gr-ou--.-----

Treasury was charged by the President a year ago with monitoring develo~ments in electronic 
payments and working to ensure that the goals ofconsumer protection and prevention offraud 
were met:~ payments today are made by credit card. However, much~ discussed for future 
use is "electronic: cash"-a met 0 or tr n moneta v ue 10 r time usmg a smart card 

, or an electronic W!lW, It requires sophisticated encryption and authentication techno ogy u can 
I 

result in lower authentication ,costs over time. "Electronic checks" are an IOU with room for 
detailed transactional information for recordkeeping. 

FMS is running a number of pilot projects to experiment with a number oftechnologies, vendors 
and processes for federal government electronic payments: 

• 	 @easury/FMS is the largest supplier of"stored value" smart cards in the world. The Army 
and Airforce already use for payroll at all Army training centers and V ~medical centers 
provide cards: to patients. Reloadable smart cards are issued to the indi'iiduals who can load 
value on the cards at ATMs and use them at terminals in cafeterias, re~l stores and vending 
machines.' Smart cards work well in closed environments to eliminate p'aper processes. ' 

FMS is conducting one test in Bosnia to see if it can reduce the cost of lhiPPing, securing and 
accounting for coin and currency in the region; increasing usage ofthe 60nvertible mark in 

, 	 I 
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Bosnia; and. reducing the use of US currency for black market and gambling activities. 
. . '. 	 I . 

• 	 FMS working with Citibank to provide 30 comparues electronic wallets they can use to 
purchase technical documents from Commerce "electronic cash." 

• 	 FMS is using electronic cash to pay selected vendors . 
• 	 FMS is testing the e-check as a Federal disbursement mechanism for vendor payments. DOD 

is using ele(~tronic checks to pay :SO contractors I.· 
• 	 Customs, INS, VA and BEP are piloting digitally storing and processing paper checks 
• 	 FMS encouraging agencies to conduct financial transactions with the public online via credit 

card. BEP, BPD, and Mint are selling products by credit card from Weleb sites. FCC and 
Patent Offic:e allow payment offees by credit card over the Internet 

• 	 FMS leads 'ill inter-agency team to implement use of a Government Purchase Card for making 
retail paym€mts between Federal entities. Settlement for these transactions Will occur within 
the Treasury's General Account. I 

The IRS has cn!ated an electronic tax administration (ETA) to spearhead !electroniC filing and 
payment. Taxpayers can now file electronically, paying their taxes using a credit cards and even 
using a PIN code so that they need not also file a separate signed paper dbcument. 

I 
The EU has issued a directive on e-money requiring issuers to retain reser1ves and the Basle 

. supervisors Sm.lIl Group is discussing the issues surrounding e-payments. The OCC has issued a 
guidance alertin.g banks to the risks of such payments. 

Issue 

reasury may want to think about how to draw lessons from FMS' various experiments and 
w et er an ow to disseminate these within the government and to the private sector Because 
of Treasury's huge presence in the market, our urchasin decisions will·ituIuence development 
'~d use oftec~lo ogy. . 	 I 

Other issues that might be worh exarnininginclude the effect oran in incrbtse in e-payments on 
neta u ly and broad safety and soundness issues. 
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now 

,~ 

(Jigital Signature/Authentication ofDigital Transactions, 

-------------------------------~ 
Background .. \ I . . 

"Di ital si ./"~~ identify of an electronic ~r arid are ~or 
nSltive transac~e.g.• making payments, agreeing to contracts, makirgorders). In January 

1928, the Ccapproved an application by Zions First National Bank to be the first financial 
institution to serve as a "certification authority," offering digital signatureS for different uses, and 
there are now a number of such certification authorities. • 

Treasury has been work with OMB to develop a digital signature policy ld st~dards of 
electronic authentication for the entire federal government. I 

FMS (which handles approximately 85 percent ofgovernment payments) is also conducting a 
pilot study with the Fed that gives government financial officers the auth6rity to make wire 
transfers for electronic payments .. FMS would be the certificate authorityl In addition, selected 
agencies now have the option ofusing digital signatures' for financial doc~mentation and intra
agency payments. The IRS also has a pilot in which tax preparers can issue PIN numbers to 
taxpayers filing electronically -- so that they need not send in a hard copy !of a signed return even 
when filing over the Internet. I 

ls~e i 
'egislation repc)rted out ofboth the Senate and House Commerce Co~tt s would preempt 

state laws invalidating electronic signatures in e-commerce transactions. he Sena bill would I 

withdraw the pl:eemption for states adopting laws based on the National Conferenc~ of 

mmlsslonerofUniform State Law's model Uniform Electronic Transactions Act. The 

ministration opposes the House bill -- which takes a more heavy-handed approach to the 


reemption and prescribes appropriate technologies -- and supports the Senate bill. Both bills are 
e up lconsumer group concerns that the bills would increase the burden on consumers 

r to prove that a transaction was invalid but may move to the floor if consuiners are carved out of 

the bill', provisiol!S. . I 

The banking regulators have a serious concern that the House legislation Will compromise their 
ability to regulate in this area as safety and soundness concerns arise. Th~se concerns were 
reflected in the letter opposing the bill send by the Commerce Dept to Ch~irman Bliley however 
the amendment the OCC and other banking agencies drafted has only beeA offered to Commerce 
- the lead agency on this legislation - and has not gone to the Hill. ! 
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8 
Background I 
r~ I 

Encryption is t1 sHows users to secure messages e.g., the transmission of 
bahmce infonnation between a bank central office an an A and authbnticate them (e.g., 
throughconstmction of a digital signature system). As more of the financrw industry.!lIld the 
economy rely on electronic transmissions critical sectors of the economy Ibecome more vulnerable 

electronic int.erception. Stronger and stronger encryp~lon IS necessary 0 secure ese 

ransmissions and enable to growth of electronic commerce. 


IssUe 

There are~ns among the economic agencies and the national securityllaw enforcement 
agencies over how much to constrain exports of encryption technology arid how much access 
'encryption technologies must allow the federal government to have to priyate communications. 
The Secretary has asked Econ Policy, Domestic Finance and Enforcement to develop a Treasury 
policy position so that Treasury can more fully engage in this debate. 

" " 

Cyber-Terrorisf/ 
...

Bn-ac-'-gr--'ou-nd' 

\ 
In laying out thtl Administration's policy on protecting critical infrastructure, President Clinton 

cted Treasuiyto work with the ban.1Qng and fiaal1ce sector to dCYeIap la plan to: assess the d' 
industries' vulnerabilities to cyber attack; recommend a plan to eliminate significant 
vulnerabilities; propose a system for identifying, preventing, and respondWg to attacks; educate 

I . 

the industry; and develop a research agenda. Initial implementation must be complete by the end 
of2000. 

Issue 

Treasury has convened industry representatives to an all-day meeting and created an industry 
coordinating committee, which has begun work. An industry infonnation! sharing and analysis 

'ttee, expected to open for broad industry membership this Fall, would serve as an 
infonnation clearinghouse in the event ofY2K difficulties and for cyber t~eats thereafter. 
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overnment Da" 	 . . 

. ~ .. ki ak d th' d d' I.. ffi . Treasu fler agencies IS wor ng to m e ata ga enng an IssemmatlOn as e clent as 
possible. A number of projects rely on streamlining and electronic comm4nication: 

. 	 I 
• 	 The IRS is providing access to infoI1I1ation, fOI1I1s and taxpayer records. It has c,eated a 

locator service for finding e-ftling practitioners by entering zip code. It is also encouraging 
electronic filing. This year, a new program in Ohio and Kentucky al1o~s taxpayers to use the 
telephone to file both Fel;ieral and state returns at the same time. The tIts has rolled out a 
fOI1I1 a1lowiflg easy electronic payroll filing for small businesses' and is piloting electronic :filing 
ofboth Fed(:ral and state payroll and unemployment data with IRS. I 

I 

• 	 The International Trade Data System (ITDS)is a NPR-endorsed proj~ct to streamline the 
various requests agencies across the government (e.g .• FDA. EPA. Ag, Customs) make of 
importers. Pilots are scheduled to be rolled out this year. In FY 20011 Customs is slated to 
take over ITDS and integrate it with ACE. . I' .. 

• 	 Treasury is participating in interagency projects to increase citizen access to government data 
including through "computer kiosks." 

Internet Crime 

The President re:cently directed a number of agencies, including Treasury, to form a task force and 
issue a report on Internet-related crime. The Attorney General chairs the task force... .. 
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1-991- SE - 0 1355 One Deputy Secretary o~the 'freasury 
i 
I 

I 
December 14, ,1999 

NOTE FOR JOE GUTfENT~G 

I 
KAREN KORNBLUB 
Senior Advisor td Deputy Secretary 

. . I 

FROM: STUART E. EIZENSTAT 

SUBJECT: E-Commerce colmi~sion - Federal 
Excise Tax 

Regarding your November 24 rpemo on the FET, 
while I have sympathy with yotp" points, Secretary 
Summers is strongly against re~ on budget grounds, 
As you know, Podesta's guidarlce is somewhat more 
positive,· I 

Attachment. 
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.... . 
I> .... , 

From: Joseph H. Guttentag 
To: ilcombluhk 
Date: 11/24/992:35pm 
SUbject: :~~'C6mssiOn'~'Feaeran~xCiseTax' , 

. r ~"f4t£J,/V'7 & ~ 
You have said the Stu wanted my views on the importance of the FET to the Ecommerce . I 7. 

commission and its report, I had sent a similar though not as detailed mem6 to Sheryl earli{ltilf ~ l "" ..:> 

today. c>N-IZ., F[T
t.rli.t J:" t.bV- ' 

We have been t;lying to avoid focus on the FET as we know repeal creates major revenue ..s; /I-~ ~ 
problems. We were hoping that the Adminsitration could find a way to deM with the problem ('I 

_either by outright repe or ifnot by reduction immediately, or spread out pver ape!i0cL o(time...~ /ft.. ,"-'{ 
~!Jeast a recogl!t!Q!!,-_._.carmQ!~p. ___ ~!._~~!:..~~~I.!~~~~!___1!_~~~c:~t!!ey ""ould say LHf ;:c 

~:h:geted exc:ise t~:s_~e ~~~heir favo~t~~ay.:.~~_~.: :~~~e: I re~y:think tlley wouJd go 5ixI:JN1 ~ . 

~ 'I d_ I . h hi ' "II h . affi h Ad ,.. I. ',,100.;1;+«, ~ ~1S-(1'-.;/tA(~""Fat ure to ea Wit s s ls~ue WI ave a negattve ect on t e mJlrustratlon s.~to lorge a ?wy0 .... 

consensus am..s>ng the Commissioners supporting the postion that we haveladopted: i.e. ~,..j~: 
simplification and no change in nexus. . . . I .' 1+r7"'" (w_ 

It is essential that we get business support on the Commission. We may have Leavitt, Krrk, p....:f..r&.~ I .. ·/~---. 
Locke, and possibly Lebrun and more remotely Jones., that gives us eight lout of the necessary It' 5:.Ht"~/.... 
13. Among the business community we should be able to get Gateway, hbpefWly Schwab and we /(<4'\ 

need Mel, AT&T, and Time Warner. Mqand AT&T are most concern'ed about state and local!l-f,,,c,.., 

telecommunication taxes andadmitedly less about the FET. We intended :to leverage our action 


. I 
with respect to the FET to get the states to agree to do something to rationaloize their . 
horrendously complicated and burdensome taxes. ,I 
As you can see, getting a consensus rnay be a long shot and a similar longlshot for the "other side" 
but the FET would definitely help and its absen~.~urtsus and rnay cause fur other' . 
Ad~nernbers to take a lower profile and look for some other ."ay out. ~s, 
possibly in a moment ofpique, said he would be unable to call bu~iness rnernbers fo~ support jfwe. 
didn't tackle the.fliT, We can always rnake those calls, and maybe he will be persuaded 
otherwise. I . 

So loss of this card to.J!tC!yis m()st§.~riQus. _How serious it is hard to say ~t this.,pQmL.Gilmore 
has proposed repealing the FET over time and while it still exists using th~ dollars for revenue 
sharing with the states to make up for the ecommerce revenue that hisprJposal would cause them 
to lose. This proposal mearis that the FET is visibl,e and on table. II . 

I think this is a fair presentation ofthe issues. If the decision .!>.1'.Tre~~!:!D:'jH!1at w~ ~.t~trord 
any compromisE: on this tax, then ~~ sh~.!!IE rio!.p!QI!2~fu.I!h~!.J!1.'Q.~!'!~4JQ~,Jfwe feel there is a 
compromise out there somewhere, which I would hope there is, let's keep: the ball in play 

cc: talismanj, bunnanl, friedmanj, mundacam, sandbergs I 



THE DEPUTY SECRETARY OF THE TREASURY 

WASHINGTON 

December 22, 1999 

MEMORANDUM FOR SECRETARY SUMMERS 

FROM: Stuart E. Eizenstat .A 
SUBJECT: E-Commerce 

Attached is an overview of e-commerce issues in treasury that 
Karen prepared for me several months ago and that

I 
I understand 

you wanted to see. At this point in time, I thibk that we 
j

should focus our e-commerce efforts on three policy issues: 

Internet Tax. As you know, the politics of thislWill only· 
increase. I am keeping on top of the issue thro~gh Joe 
Guttentag and meetings that David Beier holds with the agencies. 
I will continue to keep you informed. I 
Internet Banking. The banking regulators have formed a task 
force headed by OTS and one option they are contkmplating is 

. . 	 I 

requiring higher capital standards for Internet. banks. There 
. 	 j 

are also eRA issues as well as implications for the future 
structure of the industry. I plan to meet with Gary Gensler,

I
Ellen Seidman and Jerry. Hawke to get briefed on the issue and 
scope out what initiatives or study are advisablb and will 
report to you my findings. . I 

Facilitating the Growth of E-Commerce!Implementing Executive 
Memoranda (EM). The President has issued a numb~r of executive 
memoranda over the past month on e-commerce. sh1eryl has 

. 	 I
suggested and I agree that I should call a meeting of the 
various Treasury offices, perhaps led by Economib Policy, to 
kick-start: a process to devise a comprehensive ~genda of 
critical policy changes needed for Treasury to e1nhance the 
growth of e-commerceand increase access. I 

• 	 EM all Facilitating the Growth of Electronid Commerce 
inst:ructs all agencies to identify any pro~ision of law or 
regulation administered or issued by them that may impose a 
barrier to electronic transactions or othetwise impede the 



conduct of e-commerce and to recommend how such laws or 
regulaltions may be revised.· 

• 	 EM on Use of Information Technology to Imprqve our Society 
directs you along with other agencies to "i4entify policy 
initiatives that promote greater access to financial 

I
servi(:es through the use of information technology."

. 	 . I . 

• 	EM on Electronic Government directs you aloJg with heads of 
other agencies "to assist agencies in the development of 
private, secure, and effective communicatio~ across 
agencies and with the public, through the use of public key 
techn()logy~ In light of this goal, ag~ncieJ are encouraged

I 	 . 
to is'!me, in coordination with the GSA, a Government-wide 

I 	 . 

minimum of 100,000 digital signature certificates by 
December 2000. 11 Don Hammond has been working on this with 
OMB. . I 

Other issues:· 

• On Digital Signature, I understand that Sheryll is doing a 
superb job managing a process with Ge, Domestic Finance and 

. Enforcement that is bringing coherence to our internal 

position. 


• 	 In the CiLrea of electronic payments, I understa,nd FMS is doing 
some of the most innovative work in the counti;y. I plan to go 
out t~e:!:'e and learn more. I will report to ~ou if there. is 
an eVlodemt way for us to share the lessons th~y are learnlong 
and get Treasury some credit for the innovatiqn at the same 
time. 	 I 

• 	 David Wilcox is planning to start research into the issue of· 
broadband deployment -a potentially critical lissue to future 
economic growth and an issue of great controversy between 
cable companies and AOL at this time. 

Attachment 
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TI>: tt kIl
RANDUM FOR DEPUTY SECRETARY EIZENSTAT 

r:; Jv ,
PROM: Karen 

/c-~J~". 
SUBJECT: Responset Agenda Questions N".....l~f~~. ,f£"~:X:IA .j.1~f"J:

("~ . 

"~.""'''''''11~·~& tas ~__ 

There should be no tulfproblem for three reaso~~) 
(1) s mandate is to among the agencies, notto initiate e-commerce ~~ 

policies within t.he agencies' jurisdictions; (2) Treasury has primary responsibility for'taxand "'" ttL_ 
financial institutions; we share responsibility only with OMB on government payments; and we ~ 
have a major role to play in Administration economic and trade policy setting; and (3) on all these~ 
issues we have already been active -- although mostly through our bureaus (e.g., OCC and OTS . ,J4>J 
on Internet banking; FMS on electronic payments). ,. . I 

~-;,.. 

c.ullh~ . 

you and 
JlJeimO]rlstr'atulg to importance you attach to these issues would help 

them to focus and frame challenges they may be ignoring today. 

emet Tax. The first step is to let it be known that you are the point person on this issue. 
o tions: (1) LIt; out the Stakes in our TEl speech; 2)touch base yourself with som e key 

CEOs (e.g., St . vemors Gilmore an Leavitt to see where the ':> 

Commission could come out; (J) as we approach the December OmmlSSlOn meeting, touch base / 

with Jlep. Cox and S~tQr W'fden, the sponsors ofthe Intemet "Tax Freedom Act. 


~temet BaBIC,iBg. Call a meetin with Ellen Seidman, Jerry Hawke to talk a1.>out what the 

agencies are plaruung on Internet banking and what ey see as the major ISSUes. . appropriate, 

ask that they come,!>ack with a rollout plan on educating the industry and consumers. 


ec:tronic PaymeBts. FMS 'Will .\ie ou' a presentation on their pilots during your visit there. "" .' ' 
o ow-up by a.<lking Gary and Don Hammon 0 war Wl S on 


an agenda for e'ncouraging deployment ofelectronic payments, Treasury may put out for 

comment the di,gital signature technology we propose to use for government payments. Ask Gary 

8.lId Don to consider a forum in which FMS describes lessons learned from its pilots, planJ for 

future pilots, announces the digital signature propo~ and seeks industry comment. 


---------.--.--- - -
. <C;'ber-Terrorism. Greg Baer has formed an industry group working in Y2K and other cyber
~Sln issues sfimportance to the financial services industry. Perhaps this group could share 
"best practices" with financial services industries in other countries under your leadership. 

.-~ 

". ' 



.\YfO. E-ComllDeree. David Beier has taken the lead along with USTR on this issue. But you 
coUlobe the pi1fiC'iPaispokesperson for the.importance oftariff·free e.commerce in Seattle ifSue 
Essennan agrees. __r-__ 

Importance to tbe Economy. David Wilcox has begun a seminar series in order to educate 
himself on e-commerce issues. When the budget battle is over, he plans to tum his attention to. a 
project on deployment ofbroadband inftastructure(fat pipes for fast Internet access) throughout 
t~ c~lIntry and~he openness Of~¥wm be ! eombUled ~.ternet:telet:I~iv;, ~8tem .... 
~ecting the entire econom . This is a very big, very senSitive philosop Issue emg fought 
three ways arru'mg AOL, ATT an the u cou wor Wit aVi and t e In ustry .&bY !ii' 
to ensure that any paper he writes is sensitive to concerns from all parties and articulates sound 
policy. 

......._.__ .•.•..._---_._-------



The Deputy Secretary of the Treasury 

October 18, 1999 

' ....•. ... 'U ...... u~ .•IU· 
NOTItFOR~N~~~~~ 

. Senior Advisor to Deputy Secretary 

FROM: 	 STUART E. EIZENSTAT 

SUBJECf: Treasury Electronic Comme~ 

Your memo on e-commerce is excellent. See 
. comDlents. I would' like to really get on top ofthis 

issue. 

Is there anything I can do to get into the banking 
area given the working group? The SEC seems to 
have fun control over trading,,:~' . 

The question, with all the actipQS involvedahdthe 
'. Beier/Katzen task force, is where there is room to 
g~t into this. 

Comments: 	ok. 
ok, but I cannot personally attend each 
week. 
ok-KK, you do 
Yes. 
No. . 

. TIlis could be held out for the future. 

Attachmenl 
cc: Corolyn Keene 

Room 3326 	 622-1080 . 
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MEMORAN1JIUM '. 1; tfJ. . / . '. . 
" ~ L-~.c....J.. A~JSEE' . . ~.... ~Ji--- ~.. 

~~M . Karen ~~JAU/~ 
SUBmCT: 'Treasury Electronic Commerce Activities and Agenda Devlopmei/ 71/L.a£,. 

. . "';4..A~··. 
Per your requelJt, below is a summary of the !J18jor c-commerce activities at Treasury. Moil o(~j:¥
this information has been garnered from the Office ofTax Policy and Domestic Fmance. which are 
.working on these activities directly. . . ~~I""-!L 

As this incomplete list iIIuatratea. Treasury offices and bureaus are working on a broad array of~1!f'-1. 
commerce polk:y issues central to Treasury's mission and to the b,roader debate on the n iii;;'7 . 
governance of1he digital. economy. However, many ofthese activities have not rison to. the lovel./ 
ofeven Asst Secretary-attention, let alone Deputy Secretary or Secretary, Tho danger is that ~.fJ!I 
~thout more h~sh-Ievel attention, TreasurY's policymaldng suft'ers from lack of an'in~ ~ 
PQtsj)!Ctive and our.iIit@tS are not.preserv~ in ;,tt:tthihme ~on;With. i . i 
Congress. and With the businesS ~. ust t I OTP andEcon Policy were each '""""~ 
poised to raise ~X)ncema with the Admiriistration's proposed "broadband" initiative - without 7J . If 
knowing the otber had similar concerns and so without the help ofthe other's arguments. Ilvr:-'~ .A. 

. -<01L.4 
My recommendation, for what it's worth, would be that: . .c.,..~~II 
• . Those o-commcrce issues listed bel~w ~-:-added to relevant~.meeting diswyinns.so ~ Ibf.. 


~ . that you a",d the Secretary can proVIde mput ana a sense ofUPpDrt; . .~~" A., . 


~ ltJ · youendo~<b:u.aentio$Sitatthevariou!wec;kIj~)DavidW_'~,i.:,ofho!tfiMa ~~~ 
. -r Urc...1I.. weekly semmar With outside C!XJ?e!!S (e.g., Joe Farrel~ former FCC ChiefBconomtst and ~~ . .
'd )~.1 / expert in telecommum.. 'cati.'o~ ~ation, ~ai~MundYI Mi~soft~s poilltmanon'ili.e ~ng foIf.rJl-ll-: 
e.~ MVlA of_TV aDd. Intemet.induatriea)wlUGhwiU·18IV8 uaIldnfenna!mfthod otbnft8U1JJ • 
~~ .!!>gether diii1i:irent interested offices within Treasury, . . . 

. • Q andfor the S~ . the vauioua om 0 mit.thek o-commerce end d then 

0\- - 11{( "",.'ia?o IOlD8Olrle~~Secretary' convene alllflCltina to produce a Treasw;y


L-'" ! 0 Ii enda.· can be articulated in a . eec' ou or' . .. ~... __ ~ cy~, ............ _ .. '. .. ...!2 .... Y . . .. . 
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Internet Freedom Act Commisajoo 

Background 

This state ofafl8in became a great cause for conceni among the states and localities as projected 
growth in e-coriunerce ~ dramatic,cUts in their revenue (estimates vary widely). They 
began to conternpiate and in some cases impose Internet taxes. The e-commerce COIllII1UIUty went 
to Congress. 

Issue 

@eIntemet F~!lCdom Act; endorsed by the President, imposes a moratorium on new In et 
~~unmN() , ' . • JIJeantirne, It. .. 8 or a ,mnuasaon compo of 18 members 
.:..-mcluding one member each from Treasury, Commerce andUSTR. -:- to report to Congress by 
May 2000 on possible solutions. The Commission as its Chairselocted Vupua GoVemQf 
Gilmore, TreaIwy is the lead agency within the Administration and is repreSented by Joe 
Outtentag, the treasury (and Administration) expert on':{ntemet taxes. However, the White 

, , .. 	 H()u.scishea'vilY inyolval,beaausC,ofthedeJiCacy.an~,JUbject matter and thare is no agr1iement 
yet on a strategy to promote Q.y given recommendation or to prever1t being scapegoated'ifthe 
eammission deadlocks. as it well might. ' 

The most likely ~mes at this point: 

.~_diOsoCODimililoneiilb GrOver'Norquist WhobeUevo that thO Internet ' 
should be a tax-ftee zone and those state and localgovtimment representatives who insist that 
e-cammercc' be subject to tho same taxes as all ather commerce. 



" 

elsewhere bave rejected this option but perhaps it holds promise for the future. 

• 	 =ssiOIIl could agree to principles for . I' live action. Prio' .' .. that 
ote I . er on emet or &om cata10 treated sam ;aini~cation should 

be .premqui . . o~ temet should ~be tax haven n@ahould it " 
.dimroportiiOnate burden, etc. . . 

~. 	
.. 


. 
Joe Guttentag Imci his team, notably Mike Mundaca, through persiStent work especially with the 
OBCD have achieved general acceptance for TreasUry's principle ofnon-discrimination and 
~parency in taxation. . ,~ • ." . 

. 	 . 

mtemot bankinS allows a cOnsumer with acqm to the Intefnct to access the bank'. Web site, and 
- 8fter providitl8 his ID and password - to access his account in order to obtain account 

. infoimation, ~ve money among accou'n~ !~~~tb:~fi fOriii~ . 
insurance, mut1w fund and otherservices.lCd= evei j cards onto)YbicILi= .	"hel couiiJ tftIftSfer "witbdfi'Wili"' emctronically at his computer. JChecks will still need to . 
be deposited bJr mail or hiiiiI.) PC6iJ1lafi& an older tccnnology th8t requires a customer to lOad 
special software onto his computer, is still widely used but expected to be replaced by Internet 
bankiDg. '. 	 . 

Treasury's Office ofFinancia1 Institutions Policy has collected data on the growth ofIntemet 
banking:" 	 . 

.• In December 1~5, only 245. inltituti()ns had Web aites 8lld only One was ~ 
.(at!~~ custoJner:s.~.~~~~6.!~~~! By •. rm. more than S.lOO 

inltitutions offered online banking. and about 2S percent ofthcir sites were transactional 
(GAO) -, 

• 	 Approximately three to four percent ofUS households cumntly use onlino ...,Jdng. . ' 
(G01dJDIiiliC1iSJ AJilYiU Jili.CQafhit oii1ilii6iftkiiii ...pytto twelve to,t.Wii&.peioent . 

_..._ .._-"",........ . ofUShowdloida. in the next thr.·,.... 

•. 	More than 40 percent Ofthe Iatpst COJlSUlll« baab oft'et:Intamet services. WoU. FlIP bas 

oftl:lied"bmsuet banting sbice :May. I'" and liYi tliit It.. 840,000 lriterilet banking 
.customers, which is the Iarpst I1WiIbcr ofJntornet banking customers at one bank. YII'It 
Union says that it is openigg,~,OOO to 4,OOOonHnc accounts a day and that twenty percent of 
those are clIstomen new to the bauk. 
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. . 

In addition to existing banks tbat provide Internet banking servi~ Intemet-onlt banks are " 
cropping up. 1bere are six so Dr. there is some dispute about whether or not ranChIeuianb 
enjoy loweroviil'head than traditioiud banka. They claim they do and the Oftice ofYmancial 
Institutions Policy reports that NetBank's non-inlere$t expenses in fourth quarter 1998 were 1.6% 
ofearning a&SeIis va. the 4.4% average for similarly-sized ,traditional banks. However. OTS 
reports ,that in Jleneral Internet bank overhead is not lower. They do offer better rateynd lower 
fees. Teleb~ the Jar est Intemet-o a it has more than 700 000 customers. the 

, liiiiltrCPortedl it topped S2 billion in total assets in the fourth quarter of 199 'it 
ofthe SO largeSt savings banks. Teleb8nk was recenily bought by B-Trade group Inc., the second 
largest securities broker on thelnternet. 

Issue 
, , 

The b~ regulators have formed an Internet BanIqng task force through the PFlBCamd 
~by OTS. They,are .ct>.~~~.!8ag~~~ laying out what, they will:Jaok {of in a I 

charter applicardon. Th.tw QlIYneod pog'guidaltce to balance the' need to safeguard the depoIit 
insurancesyste'm on the one had ind the goal ofencouraging innovation in the banking industry , 
on the other. 'l~ 'I ' '" . 'da~ 'baokI lhol.d far more 'tal thaD
brlck-aod-mon;t;!iA=:t:;~=~D8 Aldiiit:'i. lise. . ,They may also layoUt OOnCemiabout existing bankaallowing investors to set uplntlrlietiUlans 
,businesses under their cbartcn'~aJlowing the circumvention orthe dwter proceaa. 'Such 
requirements would certainly constrain experimentation in this industry more than it baa 'been in ' 
non-regulated industries., I Bank regutaiors miy need poley SQidancc u they begiDg to discuss how Various axistina ~ 

'~-~'_~.'_._:. ,.1awI..atch.u liM reprding tonIlIIII«. ptatactiOD, CRA and afety Ind soundaeaI apply to " ' 
" ,'.. ' , Intomet blnraS. HIlIO ~ require tII8 f'edeHI banking-ageaoies to ooaduct a-afu~aad-roport 

_ ' to Congreaa Olll adaptina exiltiDgroqWrOments on the deUvery offinanciaJ services to onHne ' 
banking and lei~ , 
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devoted to online tradin u ftom none in 1994. FUn 
aervi~ brokerage firms have started offering online trading as . The est 0 erase, 
Charles Scliwab, baa a 28 percent marlcet share and handled 61 percent ofall ita cust.mer trades . 
on the Web lailt year. !,.ow commj.mol!.(the top tClt online firma charge on average SIS.7S per 
trade, compared With a minimum fee Ofapproximatdy SSO for traditional brokerage firms) and 
ease ofaccess have led to a rapid growth in use: '. 

• 	 The more 1tban 7 million online brokerage accounts In the u.s. represent ap'. 20 
PQ!¥t of percentage IS. expect to au e mtwo years. In the last year. 
online CU$tomer assets have doubled to $420 billion 

• 	 Online stoc:k trades increased to an average of496.074 a day in the last qu8rterof 1999-up 
49 percent ftom the last quarter of1998. (NASD) . 

'l~ 
"......,.,--. 	 . . . 

C. Treuuty baa J..rgeiy loft; thia issue to the SEC which bas fo~ on the ex~tion oftradins 
orders, discloitng trading risks and Internet fraud. The SEC is studying Internet trading and SEC 
Chairman Leavitt baa spoken on the issue. He has announced plans to double the staffof its . 
"~" which searChes for Intemet fraud, but has said that the SEC has no immediate plans 
to proposc regulations on online investing. . 

~~. 
Background 

last year the Vice.,reaident cal1cdfor an Electronic Bill of:Blghts m~ the riaht to 
.C&w>se WJif!ith¢i Sr;riffiiriiitjnn 11 diidniM; how. When arid liiji'~ ~onnatiOil is 
.um; and to sCa= thOinf9imiiliOil ~es:-p .. ... ... . 

S 




~owever. the ]Pederal ~~rting Act only requires "opt om-' for sharing ofcertain 
infQnnadon mill certijn 1¥PM_tities: . 

AftjUMe Third PartY ' . Credit Aaencies 

Transactional ][nfo Permitted .Permitted Permitted 
,. 

Other NonpubUc 
Personal Info (e.g., Notice & opt-out Ifon a regular basis, Notice, accesa. 
income, crsdit history) required notice,· access, verification " 

verification & opt-out 
opt-out required required 

~only the ~'ed can issue "interpretations" ofFCRA. 
-


ISSIle 

The President in May called for amendments to. exiSting law requiring inititutions to give . 
customers the lright to "opt out" ofsharing oftransactional and nQn-ti'ansactionai personal 
information with third parties or affiliates andprorubiting institutions from sharing medical 
information. 

Meanwhile, more voluntary efforts are underway. The OCC baa iuuod~dance to natioaal 
banks on Web rdte Pri~. The guidance prOvidea natlolill with eamples.of 
etfe01i.VO p~ for . CODlUD1CI'I who .lCCCtJIbank ~ lites about·bank ~.. 

--~-.-··_·-poIieieefor the coIleetkm ...uso-ofpencmal ~'. ·1'bttauidmce· abo ~81e8 examples.• · 
. . oftdlbc:tiYOcticea fbr the development ofbaDt ~ polletolfand-for-"- ...... 8d1ii'ii1Geto ... .Pf8 . .. . .... ... .' .. .. . enaunng 

those policies. 
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,~ the use of data collected from them; giving users access to th$t information an a chance tocbaIl, it; ~ taking reasonable Btg>s to ensure &1 irif9QliiijOn m.m.tillld by a Web g is 
accurate and secure from unauthorized use. A poll ofthe most popular Web sites shows 81 
percent post pnvacy poliClC8, Yet oriIY 10 to 20 percent foUow an four FTC guidelines. 

~ed by _heir argument have asked the W)1ito House to backfOjjUJitory reIIet Competitive 

.<iiect. OD F;~ 
c:i;aband Deployment, Accesa & Conmmtion 

.. 

Background 

The n:s!onal ~!JeU operating compAnies are forced 
Tdecommunicati 
distaJlce. ~ 

Two oftho companies commissioned a study aho~g that tho rural states,with'the lowest 
broadband peIlletration were those with,tho most strin8ent rcgulaton~ twenty Senators, 

' 
, 

rphOne cOmpanies arguo thit tho competition the Ad spawnCd is dHVlrii competition and 
relieffor the Bells would alowdeployment.SenatorDaiChle is holding an event with the 
COl1,lpetitive providers and others to demonstrate the, advantaps ofcompetition for rural 
deployment. 

AOL jow the.BeIls in @Uing that are. .ed from oft'erin rural access and in addition 
argues .! otljer CibtecomPlOios wiD be tboo. provider ofbroadband in theao ani 

, arca.t, 'l11oy Ie, QIl,tO,atjue.tbit becausc~.aDdi'eauJ.ation impose no requiFemeat on cable 
i06i'a "common carriei' these cable companies will limit access to :{ntcritet service providers and 
conteDt produ(:er& with whom they have ~~ - stifting the competition tho ISP 
market and tbereby stifling the openness ofthe Internet.' 

er 1 
...~e that their regu~burdena==fit~l~em~4rthe

¥JiiSiiUcture @ i110wl faSt transmt~ofJli&e=8ftkt; '1L =""0ruratareas. 

, " 

-----'--,'fhHllla.llOOitalo in-tho preee8I otlafhrmina ~~- tho \'lit ayatem of 
li1."Ii@ilO~dli"i ii.. • ~,.j!4U,",--·bj Iwllljitto"oimp·iDAWI"IDil'" ........ -+,.. 

schooJa anclllibrarill'throuab fiN QD III phone,'accvipe. Tbcrc is some talk ofaddins broadband to 
the list 'ofsubsidized services - which wawd IK'lCleSsitatc increuiDa the cost ofall phone service 
dramatically ifloot accompanied by an eftbrt.to target the recipient pool narrowly_ 
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Issue 

to 

The IntetnQt is changing the stI'\lctUre and behavior ofAmerican companies and industries 
. whether or not tbey ate in tho electronic industry. Among other factors. it hu chqg4Xl 

distribution and baa improved coinnlUnication within companies and· between conapames. their 
suppliers and their customers. Boon Policy has been fonowing the data and tho <teb. on the 
effect oftecbn(llogy on productivity. This issue iaofcourse central to understanding issues . 
eft'ectingtbe stock market and the overall working oftoday's economy. . 

~--. 

~. 

Btdi"iiiiiiil--

Treasury was charged by tho President a year ago with monitoring developtnel'lh in electronic 

. a entl ...... · .. ..w...... ··that·..... ·· I of' ..... teCtion and rcVemio f·~··d·
It.YIn _.... __,9UY W9U"\II...to..~. .' ". I,IAigoLs COI1SUPlCI' pro . p n 0 lUlU 

were met~1t . today are ma4e by credit card. However, mucb4~fbr1bture 
use is "electroJilic .. . . mo. m tilne .' . - a.smut card 
. or an C1ectrOJli(~ iYaUOt. It ~ sophiStiCated encryptio~ and authentication' .0 c) . . . can 
result in lower auth6lltication costa over time. "Blectronic cbecki~ are anIOU with room for 
detailed transac:tioJill ~~~~_~rrecordk~;' . . 

FMS is running a munber ofpilot projecta to experiment with a number oftechnologies. vendors 
and proceases tbr federal govemment·el:ecinmie payments:, 

· ~~-=.:::r:"sr,glvaba!"amart~int.:t" n.~.,.-' . 
" .' ',: .... .' .... AnDy ~cent.. . V . . c.d CCIIitIn.. 
p~vide c:adl to pati~~ ~I;I~~ c;ants $tO __to.~'WfiOCimJ0i4 .. 
value on tMcan:I.,atATMaIild·ut!IO than at terminals incatet.Ju. mtail atoresilid voodins 
machines. Smart carda work well in closed environments to eliminate paper Ptoee888l. 

FMS is COfIductina OlIO test in Bosnia to See ifit can reduce the cost ofshipping, IIOCUrioa and 
acc;:ountina for coin and aarreacy in the region; increasiDs usage ofthe convertible mart in. 

S 

http:incatet.Ju


'. 

. . 

Bosnia; and reducing the use ofUS currency for black. market and pmbling activities. 

• 	 FMS working with Citibank to provide 30 companies electronic wallets they can US8 to 
purchase Uicbnical d~ts from Commerce "electronic cash." . 

• 	 FMS is usimg electronic cash to pay selectod vendon 
•. 	FMS is test.ing the o-check as a Federal disbursement mechanism for vendor payments. DOD 

. is ~ electronic checb to pay SO contractQn . • 
• 	 Customs, IN'S, VA and BEP are pUoting digitally storing and processing paper checb 
• 	 FMSencotlf88ios agoncies to conduct financial tnmsactiODl with the pubfic online via credit 

card. BEl', BPD, and Mint are selling products by credit card from W. sites. FCC and 
. Patent OftiIOO allow payment of fees by credit card ove.-the Internet 

• 	 FMS leads an inter-agency team to implement use ofa Government Purchase Card for making 
retail payments between Federal entities. Settlement for these transactions wiIl.occur within 
the Treasw'Y's General Account.' 

The IRS· has created an electi'oDic tax. administration (BTA) to spearhe8.d a_onic filing and 
payment. TaxtllYers C8Dnow file electronically, paying their taxes using a credit carda end wen 
using a PIN code So that they need not also file aseparat~ signed paper document. 

The BU has iUuecla directive'on o-money reQumns lssuers to retain reserves and the BasIe 
supervison Small Group is discUssing the iSBUes surrounding e-paymeo.ta. The acc baa issued a 
guidance alerting banka to the risks ofsuch payments.. 

Issue 

~ issues tlullll)iabt.'. be.WOrh exaQlining.include the effect.. ofan in increaso in.o-paymonts on''.' 
. . J1etlly lIlIW!yand broad safety and soundness igyQ$, . ' . 
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. ~DgfJ>isitalTransactioJg~ 
Background 

~' 'tal Ii . the idcn . ofan electronic e's au r and are ~r 
tiVe trans~e.g., paymonta, agreeing to contrJCts, making orders). In January 

, .... . !pproved an aRPJjcatiQn byZioDS F'1flt NatiQD1l1 Baokto be tho first financial 
iamb.tion to liaYe M a -certification authority,· offenDa _tal Signatures for different ~ and 
there are now a number of such certification authorities.' . 

Tre8sury has been work with OMB to develop a digital signature policy and standards of ' 
electronic authentication for the entire federal government. 

FMS (which bandies approximately 85 percent ofgovernment payments) is also conducting a 
pilot study with the Fed that gives government financial oflicen the ...,rity to IIlIke ~ . 
transferS for electronic payments. FMS would be the certificate autholity..In addition, selected 
agencies now have the option ofosing digital signatures for financial documentation and intra
agencypayments. The IRS also has a pilot in which tax preparers can isSUe PIN numOOrsto 
taxpay~ :filin8 electronically - so that they need not send in a hardcopy ofa signedretum even 
when filing over the Internet. 

IsSue 

, The banking regulators have a serious concern that the HoUse 1000000000n will compromise their 
. ability to regulate in this area as ~ U14 soundnesaconcems arise. These concerns were , 

........--., ..... ,. '. teftected mtbD lettar nnnn8llJ8' thebiU icnd thO ConlmarCti 'n.- to ChaUman BlileyhfJ\\"CYeI'
. ~ 
-----'----iiiO-alMRdmerit .the"OCC~...·~-~es dnftecI ~been offeledto"Commerce'~ H 

- the lead asency on thialegialation .:.. .....··hIs not gone' to the HiD. 
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, IJackground 

~pn iu UBCQ to secure e.g., the traDsnuuion of 
, balance information between a bank central office an an 'and authonticate them (e.g., 

through constrllction ofadigital, sipature system). As IIlQre oftile " ~ the 
, economy rely (,n electronic transmissions(critiCid sectors ofthe economy become more w1nerable 
~::,niC interception. Stronger and stronger en~on is necessary to secure these 
~onS and enable to growth ofelectronic commerce. , 

Issue 

There ~it)nsam~ the economic agencies and tho nationalsecurityJIaw entb~ont , 
asenciels over hOw muto constrain exports ofencrypdon tochnolosy and how much aecess 
eicryptlon technologies must allow the federal government to have to private coDUmlnicatio.. 
The 'Secretary has asked &on Policy, Domestic Fmancc 'and Bnforccment to develop a Treasury 
policy position so that Treasury ~ more fuUyenpge in this debate. 

Cyber-Terrorism" / 

.BtiC 

ying out the Administnltion's poliqy on protangcritical inftaatructure, President Clinlon 
Tr~to wade with tbe "aldils_ tiD.nee SP£it1t to devdop • plao to; aaaep the 

of2000. 

mdustrics' wlnerabilities to cyber attack; recommend a pJimto eliminate significant ' 
~~ea; I'ropose a system for identit)in& preventing. and responding to attacks; educate 
the industry; and develop a research asenda. Initial'implemcntation niust be complete by the end 

Issue J .c=- cOIiveOed indusIJy ~ to an oJI.day meeting and cruted an indusIJy 
Coordinating committee, which bas begun work. An industry information sharing and ~s 

. . , expected to open for broad industry membcrlhip ,this Pall, would serve as an 
information clearinghouse in the event ofY2K difficulties and for cyberthreats thereafter . 

. .. ,.. ~ ."'~-~.-.--.~---.-~-~----'~': 
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---"-~ 	 .".~:D__ ... 	 . .... 
'. 	 T .' ~agenCies is working to make data gathering and disaomination u efficient u 

possible. A number ofprojects rely on streamlining and electronic comnwnication: 

• 	 The IRS iii providing access to information, forms and taxpayer records. It bQ~od a 
locator seliVioo for finding o-fWns practitioners by entering zip code~ It is also encouraaing 
electronic filing. This year. a new program in Ohio and Kentucky aDows taxpayers to use the 
telephone to file both Federal and state returns at the same time. The IRS hu rolled out a 
form aIlowing'euyelectronic payroll filing for small businesses and is pUoting electronic filing 
ofboth Federal and state payrolland unemployment data with IRS. . 

. • 	 The International Trade Data System (ITDS) is a NPR-endoned project to streamlinothe 

various r"'luests aptCies across the govenunent (e.g.• FDA, EPA. As. Custoa) make of 

importers. Pilots arc scheduled to be rolled out this year. In FY 2001, CustoftlS is slated to 

take over ITDS andintcgrate it with ACE. 


• 	 Treasury is participating in interagency projects to increase citizen access to governmolit dati 
including through "computer tdoski.;' 

Internet Crime 

The President l~ditecIed a number ofaiencies, including Treasury. to form a WIt force and 
issue a report on Internet-related crime. The Attorney General chairs the task foree. 
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THE DEPUTY SECRETARY OF THE TREASUR,y 
WASHINGTON 

March 6, 2000 

MEMORANDUM'FOR UNDER SECRETARIES 

GENERAL COUNSEL 

ASSISTANT SECRETARIES 

BUREAU HEADS 


FROM: STUART E. EIZENSTAT j 
SUBJECT: Reducing Barriers to Electronic Commerce 

mentioned 'aTtheJatiuary-Zl'Bureau"Heacls'meeting, on November 29:-1999,President-------· 
Clinton signed the attached memorandum on "Facilitating the Growth of Electronic Commerce." 
In the memorandum, the President notes the great promise that electronic commerce holds for the 
American people, including significantly greater choice and convenience as well as enhanced . 
competition. 

The President's memorandum also highlights the need to update our laws and regulations that 
may have the unintended effect of impeding business-to-business and business-to-consumer 
online transactions .. To accomplish this, the President directs each Federal agency to identify 
laws and regulations administered by the agency that may impose barriers to electronic 
commerce and to recommend how such laws or regulations may be revised to allow electronic 

. commerce to proceed while maintaining protection of the public interest. 

This effort is very important, and I know that many of you already have spent considerable time 

successfully adapting e-commerce to some of the programs administered by your offices. I want 

to emphasize, however, that the President has directed us to cast a \vide net in identifying barriers 

to e-commerce. This means that each and every Treasury office and bureau should look beyond 

purely technical issues to t,he full set 0 f policies, procedures, regulations and statutes that it has in 

place, and analyze those thoroughly. 


I ask each ofyou who have not already done so to designate as soon as possible someone in your 

office to be the contact person on this topic. This person should be a policy or legal official, as 

opposed to infOlTI1ation technology (IT) staff. We have designated Michael Beresik, Deputy 

Assistant Secretary for Financial Institutions Policy, and Tom McGivern, Counselor to the 

General Counsel, to coordinate this project in the Department. Please provide the name of your 

office's contact directly to Michael (michael.beresik@do.treas.gov or 202-622-2600) or Tom 

(tom.mcgivern@ do.treas.gov or 202-622-2317). ChiefInformation Officer Jim Flyzik and his 

organization, working with your IT staff, also will play an important role, providing technical 

and other assistance as the process of identifying barriers to e-commerce, and solutions for 

eliminating those barriers, moves forward. 


http:do.treas.gov
mailto:michael.beresik@do.treas.gov
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In the November 29 memorandum, the President also directed the Administration's Working 
Group on Electronic Commerce to establish a subgroup led by the Commerce Department: (l)to 
identify Federal, State, and local laws and regulations that impose;barriers to the growth of 
electronic commerce, and (2) to recommend how these laws and regulations should be revised to 
facilitate electronic commerce whill! also ensuring that protection of the public interest, including 
consumer protection, is equivalent to that provided with respect to offline commerce. 

The Sub-Group met inJanuary to discuss its first project, a Federal Register notice that was 
issued on February 1 and that invites the public to identify laws or regulations that may obstruct 
or hinder electronic comri:1erce (attached). To assure that we receive comments on this notice 
from members of the public that your agencies deal with on a daily basis, I would like you to 
think of creative: methods of informing them ofthe notice, such as highlighting it on your web 
site. -Finding ways to assure that we receive comments focused on the statutes and regulations 
your offices oversee will help us identify the e-commerce barriers that are ofgreatest interestto--
the pUblic. 

Our goal in this effort is to identify additional significant actions that the Department will take to 
eliminate barriers to- e-commerce. As I mentioned at the Bureau Heads meeting, I would like 
each office and bureau to develop an initial list of actions they plan to take over the next 30 days. 

Thank you for your assistance. 

Attachments 

cc: Secretary Summers 
Sheryl Sandberg 
Neal Comstock 
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THE WHITE HOUSE 


Office of the Press Secretary 


For Immediate Rei.ease November 29, 1999 


November 29. 1999 

MEMORANDUM FOR Tfffi HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES 

SUBJECT: F<lcilitating the Growth of Electronic Commerce 

The rapid growth of the Internet and its increasing use throughout the 
world for electrcmic commerce holds great promise for American consumers 
and for the Nation. Consumers will have significantly greater choice 
and "md will benefit from enhanced competition for their 
businesS/'es. 

,,'~.'~ .. ~----- . _. ---------- .. _-_._ .. -- .." 

It, is essential for consumers and the health of the economy that 
government facilitate not only retail activity, which has increased 
substantially, but also the movement to the online environment of other 

,of transactions. We must update 'laws and regulations 
before the advent of the Internet that may have the unintended 

of impeding business-to-business and business-to-consumer online 
transactions. Impediments may include regulatory or licensing 

and technical standards and other policies that may hinder 
commerce in particular goods or services. While some of 

these legal restrictions are the subject of pending legislation, other 
potential barriers are outside the scope of those'legislative proposals. 

Under the Govermilent Paperwork Elimination Act, Federal agencies are 
addressing issues regarding electronic transactions within the Federal 
Government and between the Federal Government and other parties. We 
should for similar consideration of laws and regulations 
governing electronic commerce in the private sector. 

In adapting and regulations to the electronic environment, it is 
critical that consumers and the public at large be assured of a level of 
protection in electronic commerce equivalent to that which they now 
enjoy in more tra,di tional forms of commerce. Any disparity in 
protection may undermine consumer confidence in electronic commerce and 
impede the' growth. of this important new trade medium. At the same time,' 
we must recognize that different media may require different approaches 
and that public interest protections designed for the physical world may 
not fit in the electronic commerce arena. We should attempt to develop 
an equivalent level of protection, recognizing that different means may 
be necessary to accomplish that goal. 

The United states Government Working Group on Electronic Commerce (the 
Working Group) shall establish a subgroup, led by the Department of 
Commerce, to: (1) identify Federal, State, and local laws and' , 
regulations that impose barriers to the growth of electronic commerce, 
and (2) recommend how these laws and regulations should be revised to 
facilitate the development of electronic commerce, while ensuring that 
protection of the public interest (including consumer protection) is 
equivalent to that provided with respect to offline commerce. This 
subgroup shall carry out the responsibilities.identified below on behalf 
of the Working Group, with the exception of reporting to the President. 

Within 60 days of the date of this memorandum, the Working Group shall 
invite the public to identify laws or regulations that may obstruct or 
hinder electronic commerce, including those laws and regulations that 
should be modified on a priority basis because they are currently 
inhibiting electronic commerce that is otherwise ready to take place. 
The Working Group also shall invite the public to recommend how 
governments should adapt public interest regulations to the electronic 
environment. These recommendations should discuss ways to ensure that 
public interest protections for online transactions will.be equivalent 

'. 
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to that now provided for offline transactions; maintain technology 
neutrality; _minimize legal and regulatory barriers to electronic 
commerce; and ta~~e into account cross-border transactions that are now 
likely to occur electronically. 

The Working Group shall request each Federal agency, including 
independent regulatory agencies, to identify any provision of law 
administered by :3uch agency, or any regulation issued by such agency. 
that may impose ,1 barrier to electronic transactions or otherwise impede 
the conduct of commerce online or by electronic means, and to recommend 
how such laws or regulations may be revised to allow electronic commerce 
to proceed while maintaining protection of the public interest. 

The Working Group shall invite representatives of State and local 
governments to identify laws and regulations at the State and local 
level that may impose a barrier to electronic transactions or otherwise 
to the conduct 01: commerce online or by electronic means, to discuss how 
State and local 90vernments are revising such laws or regulations to 
facilitate electronic commerce while protecting the public interest. and 
to discuss the potential for consistent approaches to these issues. 

The Working Group shall report to the President in a timely manner 
- identifying: 

..-..:---.----.- .. --.----- (ij---laws --and-regulat ions that- impose -barriers' to electronic --.... _ ......... -- .._-
commerc:e or that need to be amended to facilitate electronic 
commerce, and 

(2) 	 recommE~nded steps for addressing the barriers that will' 
facilitate the growth of electronic commerce and will ensure 
continued protection for consumers and the public at large .. 

WILLIAM J. CLINTON 

II II II 
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DEPARTMENT OF COMMERCE 

Office of the General Counsel; Laws or 
Regulations Posing Barriers to 
Electronic Commerce 

AGENCY: Department of Commerce. 
ACTION: Notice: Request for public 
comment on laws or regulations posing 
barriers to electronic commerce. 

SUMMARY: The Department of 
Commerce, on behalf ofthe Subgroup 
on Legal Barriers to Electronic 
Commerce ("Legal Barriers Subgroup") 
of the U.S. Government Working Group 
on Electronic Commerce. requests 
public comments and suggestions 
concerning policies, laws or regulations 
that need to be adapted in order to 

,eliminate barriers tO,and promote 

electronic commerce, eIE,ttronit: 


'--·services, and electronic transactions. 
DATES: Comments are requested by 
March 17. 2000. 
ADDRESSES: Comments may be 
submitted via the Web al: http:// 
www,ecommerce. gov!ebarriers! 
respond. Alternatively, electronic 
submissions may be sent: as documents 
attached to E·mail messages addressed 
to ebarriers@ita.doc.gov. Submissions' 
made as E·mail attachments or 
submitted on floppy disks should be in 
WordPerfect. Microsoft Word or ASCII 
format. Diskettes should be labeled with 
the name of the party and the name and 
y-ersioll of the word processing program 
used to create the document. Paper 
submissions may be mailed to the 
Subgroup on Legal Barriers to Electronic 
Commerce. U.S. Department of 
Commerce, 14th Street and Constitution 
Avenue. N.W.. Room 2815, Washington 
D,C, 20230. If possible. paper 
submissions should include floppy 
disks in WordPerfect. Microsoft Word or 
ASCII format. Except for floppy disks 
with paper submissions, duplicate 
copies should not be submitted. 
FOR FURTHER INfORMATION CONTACT: 

Kenneth Clark. phone: 202-482-3843: 
E-mail kclark@doc.gov. 
SUPPLEMENT ARY INfORMATION: 

Background 
On November 29. 199B. President 

Clinton issued a Presidential . 
Memorandum to the Heads of Executive 
Branch Departments and Agencies 
entitled '~Facilitatingthe Growth of 
Electronic Commerce." The President 
noted that the rapid growth of the 
Internat and its increasing use 
throughout the world foi' electronic 
commerce holds great promise for . 
American consumers and for the Nation. 
Consumers will have significantly . 
greater choice and convenience and will 

benefit from enhanced competition for Notice and Request for Comment 
their business. To realize this promise. implements those directives. 
the President said. it is essential that Scope ofThis Request government facilitate "not only retail 
activity, which has increased Areas ofFocus for the Working Group 
substantially, but also the movement to : Electronic Transactions the online environment of other 
categories of transactions." These include business·to·business 

The President noted that laws and and consumer-to-business transfer of 
regulations developed before the advent information. money, or other resources. 
of el,actronic commerce may (Note that transactions between 
significantly impede consumers and government agencies and the public are 
businesses in conducting various kinds excluded from this review because they 
of transactions electronically. These are being addressed as to federal 
impediments can involve requirements agencies pursuant to the Government, 
that particular types of transactions be Paperwork Elimination Act.) 
conducted on paper or in person. or that Merchandise Sales records be maintained or provided in 
written form. They may also include The Legal Barriers Subgroup is 
regulatory. statutory or licensing interested in all types of policy, legal 
requirements. or technical ?tandards. ·and regulatory: impet;iiments tei 
and other.policies, that hinder ..., ......... . electronic commerce and invites 
electronic commerce or otherwise "comment on any that may be identified. 
require business or transactions to be Conducting business in the sale of goods 
conducted in a way that discriminates on the Internet may involve a wide 
against the online environment. range of issues besides the actual 

Such requirements and policies must transaction, from incorporation and 
therflfore be reviewed and, where notice requirements to warranty or 
appropriate. adapted to the new liability policies. Respondents are 
electronic environment. But the invited to comment on such issues and 
Presi.dent noted that in making these to identify poliCies. laws or regulations 
adaptations. it is essential to ensure that that may impede the offering of goods 
electronic commerce is as safe for for sale electronically. Comments are 
consumers as traditional forms of also requested concerning how such 
commerce. barriers could be removed while 

To implement these objectives, the ensuring that equivalent consumer 
Presi.dent mandated that the United protections to those guaranteed in 
States Government Working Group on traditional commerce will apply to the 
Electronic Commerce: (1) Identify laws sale of goods online. 
imd :regulations that impose barriers to 

Offering Services the growth of electronic commerce. and 
,(2) rocommend how these laws and Comment is also invited concerning 
regulations should be revised to the provision of professional or other 
facilitate the development of electronic services by electronic means. Such 
commerce, while ensuring that services differ from industry to industry, 
protuction of the public interest but may be dependent on certain 
(including consumer protection) is statutory or regulatory frameworks. 
equivalent to that provided with respect Respondents are invited to comment on . 
to offline commerce. The President whether these frameworks discriminate 
mandated that the Commerce against the provision of sl~rvices by 
Department lead a subgroup to electronic means or make electronic 
implement this work. and the Subgroup: provision of services more difficult. 
on L'9gal Barriers to Electronic Respondents are also invited to discuss 
Commerce has been formed to carry out' how best to adapt these frameworks 
those responsibilities. . appropriately to the online 

The President directed the Subgroup environment. 
to invite the public to participate in this 

Multiple Party Regulation effort by identifying laws or regulations 
that :may obstruct, hinder or The Committee is espedally 
discriminate against electronic interested in comments on regulations 
commerce, including those that should governing the relationship or exchange 
be modified on a priority basis. The of information between different 
Subgroup was also charged with . categories of private parties (e.g., 
inviting public comment on how such between banks and students or . 
laws and regulations could be adapted insurance companies and doctors). 
to the electronic environment while Respondents are invited to comment on 
ensuring that public interest protections regulatory provisions that address 
will be equivalent to those now communication between parties. 
provided in offline commerce. This wheth.er these provisions impede 

http:wheth.er
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electronic commerce due to 
requirements for written documentation 
or other actions that create a 
disincentive to electronic information 
transfer, and how such impediments 
could be removed while still protecting 
the public interest. 

Independent Agencies Induded Within 
the ScoRe of the Inquiry 

This request invites comments 
concerning laws .:>r regulations 
administered by any federal agency, as 
the President's Memorandum invites 
participation in the Working Group by 
independent agencies concerned with 
its work. Any comments c:oncerning 
laws or regulations administered by 
independent agencies will be forwarded 

. to those agencies for their consideration. 

Areas of Law and Regulation Excluded 
request forcornmeni"focuses on 

domestic laws or regulations that may 
adversely affect electronic: commerce 
(although the potential effects of such 
laws or regulations on cross-border 
commerce are relevant to this inquiry 
and may be included in any response). 
However, the Legal Barriers Subgroup 
will .refrain from reviewing laws and 
regulations in areas where 
comprehensive activities are already 
underway to remove regUlatory or legal 
barriers to electronic commerce. Areas 
excluded from this inquiry include the 
following: 

(1) Treaties, international laws, 
conventions or agreements, or the laws 
of countries other than the United 
States. 

(2) Tax laws or regulations. 
(3) The following consumer 

protection regulations, which are 
subject to current rule making 
proceedings of the Board of Governors 
of the Federal Reserve: Regulation B. 
relating to the Equal Credit Opportunity 
Act; Regulation E, relating to the 
Electronic Fund Transfer Act: 
Regulation M, relating to the Consumer 
Leasing Act; Regulation Z, relating to 
the Truth in Lending Act;.and 
Regulation DD, relating to the Truth in 

. Savings Act. . 
(4) Issues being address!~d pursuant to 

the Government Paperwork Elimination 
Act, which mandates step:~ to be taken 
by the Federal Government to remove 
barriers to electronic communications 
with and within the Federal 
government. 

Note concerning State or local laws and 
regulations: Barriers to electronic commerce 
may arise simply from a lack of uniformity 
in policies, laws, standards or codes among 
different jurisdictions. Althol'.gh we do not 
request comments about individual state or 
local laws or regulations. respondents may 

wish to identify general areas in which 
harriers to electronic commerce result from 
Stale or local policies. laws, or praclices;·or 
from differing Stale and federal poliCies.
laws; licensing requirements. standards or 
other practices. Respondents also rna}' wish 
to comment on whether increased 
coordination is needed between the Federal 
and Slate governments to avoid unnecessary 
impediments to electronic commerce. 

Basic Questions for Public Comment 

Comments on any issue within the 


scope of this inquiry are welcome. 

Howe,ver, responses to. the following 

specific questions would be most 

helpful to the Working Group. 


1. Does any federal agency-
administered law or regulation impose 
an impediment to the conduct by 

. electronic means of commercial 
transactions between you or your firql, 
company.or organization and any other_ 
non-government party or parties? (Be as 
specific as possible in citing or 
otherwise identifying the law or 
regulation.) 

2.lf so; 
(a) What is the degree of the 

impediment? (For example. does it 
completely bar the transaction from 
occurring electronically, or does it make 
the transaction more difficult, 
·expensive. or time'-consuming without 
barring it altogether?) 

(b) What is the nature of the 
impediment? (For example, is it a 
recordkeeping requirement. a "written 
noticn" requirement. or some other type. 
of requirement?) 

(c) Can you prOVide information as to 
the costs that are associated with or 
result from the legal or regulatory 
impediment? 

(d)VVhat do you understand to be the 
reason for imposing the requirement 
that causes the impediment? 

(e) Can you suggest alternative ways, 
other than through the requirement that 
causes the impediment. by which the 
agency could achieve the goal of the 
requirement? (Most helpful would be 
examples that work in other contexts.) 

(f) Can you suggest ways in which the 
requirement can be modified to remove 
or reduce the impediment while 
continuing to provide consumer 
protections for electronic transactions 
that a:re equivalent to those that exist for 
offlin'~ transactions. 

. 

Additional Issues or Questions for 

Public: Comment 

3. Do federal laws or regulations in 

any particular field or area generally 

impm.e significant impediments to the 

conduct of commercial transactions by 

electronic means? Ifso, please indicate 

how they result in such impediments 

and provide any suggestions you may 


have to remove or reduce the 
impediments, while achieving the 
purposes of the laws or regulations and 
maintaining equivalent consumer 

protections. 
4. Are there particular federal laws or 

regulations that should be modified on 
a priority basis because they currently 
inhibit electronic commerce that is 
otherwise ready to take place? In 
responding to this and other questions, 
you are urged to take into account cross-
border transactions that are now likely 
to occur electronically. 

5. Are there federal laws or 
regulations that should be clarified to 
facilitate electronic commerce by 
preserving important public interests in 
the area of online commerce such as 

. consumer protection.,civil rights or law 
ep.forcement? ... 
. 6. Are there federal laws or 

··regubiio·nsthat constitute 
disproportionate or particular barriers to 
electronic commerce for small 
businesses? If so, are there changes or 
solutions you can suggest that would 
enable small busi.nesses to engage more 
easily in electronic commerce? 

7. To the extent that the adaption of 
laws or regulations to the electronic 
environment requires electronic notices· 
or disclosures, can you offer specific 
suggestions as to formatting or other 
requirements for such notices or 
disclosures to ensure that they are 
conspicuous and will be received and 
understood? 

8. From the standpoint of consumers, 
are there federal laws or regulations that 
have already been adapted to the 
electronic environment in a manner that 
has resulted in a lessening of consumer 

. protections-including protections 
against fraud, or against over-reaching 
by unscrupulous or exploitative 
entities? If so, what is the degree of the 
harm involved, or the amount of cost 
imposed? 

9. Are there federal laws or 

regulations that have already been 

adapted to the electronic environment 

in a manner that has resulted in a 

lessening of other public·interest 

protections, such as those involving 

health. safety or the environment? 


10. Have you encountered areas in 

which barriers to electronic commerce 

result from: (a) Particular ~ubject areas 

or types of State laws; (b) a lack of 

uniformity. or conflicts. among State 
·laws; or (c) differing or conflicting State 
and federal laws? 

11. Have you encountered 
impediments toeled!onic commerce 
that stein from licensing requirements. 
technical standards, codes, or other 
poljcies? If yes, what are they and how. 
could they be removed? 

http:company.or
http:Althol'.gh
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12. Have you encountilred on carbon steel ~ire rod from Argentina description of the scope of the 

impediments to electronic commerce (64 FR 63283). We preliminarily . proceeding is dispositive. 

that stem from a lack of uniformity in determined that sales of the subject 
 Final Results ofReviewsuch requirements, standards, codes, or merchandise were made below normal 
other policies among State or local valw~. This review covers one As a result of this review, we have 
governments or between them and the manufacturer/exporter of the subject . determined that the following margin 
Federal Government? merchandise to the United States, exists for the period November 1. 1997 

Acindar Industria Argentina de Aceros through October 31 .. 1998:
Specificity of Responses and Comments 

SA C'Acindar") and the period 

Comments and responses to the November 1, 1997 through October 31, 
 Manufacturer/e)(porter

questions posed in this notice will be 1998, . 

most helpful if they are specific in (1) W,~ gave interested parties an 
 Acindar Industria Argentina de
identifying federal laws or regulations opportunity to comment on the Aceros S,A ............................ 2.63 

imposing impediments to electronic preliminary results. No comments were 

commerce. and (2) estimating costs received. We have made no changes tor h
assocl'ated wl'th th ' d' t 	 J.I T e Department shall determine, and 

ese Impe Imen s the final results, We have determl'ned · 	 the U.S. Customs Service shall assess,. through reduced sa Ies or busmess. that Acindar has made sales below efficiency The Wo lei G Id 	 antidumping duties on all appropriate 
. r ng roup wou normal value during the period of . appreciate receiving u g t' f 	 entries. For assessment purposes, the 
. s g es Ions or reviE;w. Accordin"oly, we will instruct modifying the law e I t' I' 	 duty assessment rate will be a specific ,r gu,.a Ion or po ICY the U,S, Customs Service to assess

to reduce or remove the impediments, 'l 	 amount per metric ton. The Department 
. h' 	 an,tic urn,ping duties on entries subJ'ectto wl'III'ssue appr p 'ate p' t 

... I 	 th '. 0 rI a pralsemenor a,tern~t~vEl",,~ys(ot yr.t~an through
the prOVISIOn at Issue) by which the ... Inev.lew... .... .... . .. ' .. instructions directly to the Customs ......... 
agency could achieve the goal of the EFFECTIVE DATE: February 1, 2000. Service. Further, the following deposit 
provision while maintaining consumer FOR I:URTHER I~FORMATION CONTACT: ' requirements shall be effective for all 
and public protections equivalent to Helen M. Kramer or Linda LudWig, shipments of the subject merchandise 
those provided for transactions taking Import Adrpinistration, International from Argentina that are entered, or 
place by non-electronic means. Trade Administration, U.S. Department withdrawn from warehouse, for 
Questions 1 and Z, above, provide an of Commerce, 14th Street and . consumption on or after the publication 
example of the degree of detail in Constitution Avenue, N. W.. date of the final results ofthis 
responses t?at would be most helpful. Washington, D.C. 20230; telephone' administrative review, as provided for 
Publication (2021482-0405 or 482-3833, by section 751(a)(1) ofthl~ Act: (1) The 

resp l3ctively. 	 cash deposit rate for Acindar will be the 
Comments will be published online at Applicahle Statute and Regulations rate established above in the "Final 


http://www.ecommerce.gov/ebarriers/ Results of Review" section; (2) for 

review. Respondents should not submit Unless otherwise indicated, all previously investigated companies not 
materials that they do not desire to be citations to the Trade and Tariff Act of listed above, the cash deposit rate will 
made public. 1930, as amended (the Act) are continue to be the company-specific rate 

Authority: Presidential Memorandwn. references to the provisions effective published for the most recent period; (3) 
"Facilitating the Growth of Eloctronic January 1, 1995, the effective date of the if the exporter is not a firm covered in 
Commerce," dated November 29.1999. amendments made to the Act by the this review, or the original investigation, 

o 	 d Uruguay Round Agreements Act of 1994 but the manufacturer is, the cash 

ate: January 27. 2000, (UR.t\A). In addition, unless otherwl'se d' '11 b th bl
Andrew J. Pincus, 	 epos1t rate WI e e rate esta ished 

indicated, all references to the for the most recent period for the 
General Counsel, Department o/Commerce. Department's regulations are to 19 eFR manufacturer ofthe merchandise; and 
[FR Doc, 00--2198 Filed 1-,11-00; 8:45 aml Part 351 (1999). (4) the cash deposit rate for all other 
BILLING COCE 351()-BW-\J SUPPLEMENTARY INFORMATION: manufacturers or exporters of this 

merchandise will continue to be 119.11 
Background percent, the "All Others" rate made 

DEPARTMENT OF COMMERCE The Department published the effective by the LTFV determination. 
preliminary results of this review on These requirements, when imposed, International Trade Adnlinistration Novllmber 19, 1999 (64 FR 63283). We shall remain in effect until publication 

[A-3S7-007] recei.ved no comments from interested of the final results of the next 
parties. The Department has now administrative review. 

Carbon Steel Wire Rod From completed this review in accordance . This notice serves as a final reminder 
Argentina: Final Results of with section 751(a) of the Act. We made to importers of their responsibility 

. Antidumping Duty Administ~ative no changes in the calculation under 19 CFR 351.402(f) to file a 
Review methodology from the preliminary certificate regarding the reimbursement 

results. of antidumping duties prior to . AGENCY: Import Administration. 
liquidation of the relevant entries Internatipnal Trade Adnlinistration, Scope of the Review during this review period. Failure toDepartment of Commerce. 

The product covered by this review is comply with this requirement could 
ACTION: Notice of final fllsultS of 

carbon steel wire rod. This merchandise result in the Secretary's preswnption antidumping duty administrative 
is currently classifiable under HTS item that reimbursement of antidumping review. 
numbers 7213.20.00, 7212.31.30, duties occurred and the subsequent 


SUMMARY: On November 19; 1999, the 72113.39.00, 721113.41.30, 7213.49.00, assessment of double antidumping 

Department of Commerce published the and 7213.. 50.00. These HTS subheadings duties. 

preliminary results of the administrative are provided for convenience and U.S.' This notice serves as the only 

review ofthe antidumping duty order Customs purposes. The written reminder to parties subject to 


." .. ' 
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