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Findings and purpose section, i.e., that there is
inadeguate public disclosure of paid Zbeyzng
activities, _

This section provides definitions.

#client® includes anyone or any organization that hires
or retains someone to engage in influencing activity on
its behalf {including in-~house employees}.

reovered executive branch officials” include the
Prezident, the Vice President, any EXOP employee {other
than clericals), all PAS appointees, all SES
appointees, all Schedule C's, and all military officers
above grade 0~6.

"Covered legislative branch officials" include any
Member or employee of the House or Senate (including
Joint Committees, but excepting clerical employees).

The term "lobbying contact™ means any oral or written
communication with a covered official with regard to
the formulation, modification or adoption of Federal
1agislatiun, rules, regulations, Executive Orders, or
her program, policy or position of the United
Statas Government . However, the term specifically
excludes lobbying by public officials acting in their
official capacity, the giving of Congressional or
similar public testimony, providing information to a
covared official in response to a specific written
requast from that official, a request made in
conjunction with a judicial or quasi-judicial
proceeding, or communications made on behalf of an
individual with regard to such individual's benefits,
employment, or other perscnal matters involving only
that individual. fThe term also excludes responses to
notices that appear in the Federsal Reagister, Commerce
Business Daily and similar publications, but only if
the communication is directed to the official
specifically designated in the notice to receive such
comminications (substitute officials are not
permitted) .

"Lobbyist” is defined as ope who is retained for

financial or other compensation to perform lobbying

activities, but does not include lobbying activities
that are %only incidental to, and not a significant

part of, the services provided by such individual to
the client.¥ In essence, this definition defines
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lobbying as any type of nonexempt influencing activity,
but then provides that influencing is not lobbying, if
the communication is "only incidental to, or not a
significant part of the services" rendered to the
client.

Registration provisions. Provides that lobbyists must
register with the Office of Lobbying Registration and
Public Disclosure, Department of Justice, within 30
days after first making a lobbying contact of a covered
official on behalf of a client. Provides an overall
exemption for lobbyists whose receipts in connection
with covered activities do not exceed $1,000 in a semi-
annual period (with respect to a specific client).

Provides for contents of the registration statement to
be filed by lobbyists, including the name of any
organization (other than the client) that contributes,
participates in, or has a significant interest, with
respect to matters on which lobbying is being
conducted.

,brovides for disclosure of the general issues on which

lobbying is being conducted on behalf of the client.
Also provides for disclosure of the name of each
lobbyist, and whether that individual has served as a
covered Executive or lLegislative branch official within
the previous 2 vears. Also regquires that for
registrants representing more than one client, that a
separate registration be filed for each client-“(further
provides that a single lobbying organlzatlon max)flle
only one registration statement for all its employees)

Reports by registered lobbvists. Provides for
semiannual disclosure of lobbying activities by
registrants, including, but not limited to, a list of
"significant lobbying activities" and references to the
issues which the lobbyists(s) covered.

For the Leqislative Branch, disclosure must be of the

name of the Chamber lobbied, i.e., "House"™ or "Senate,"
or the name of the Commlttee of Congress that was
lobbied (in the case of Committee lobbying).

For the Executive Branch, disclosure must be of the

"agency" lobbied. Note: The term "“agency" as used in
the definitions section of this bill includes any
"authority" to undertake action. This means that the
name of the Executive branch "agency" being disclosed
must correspond to the authority for undertaking the
action on which lobbying was conducted, e.g., the
Office of Federal Procurement Policy, the Office of
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Nuclear Energy - DOE, the Office of Fair Housing - HUD,
or any one of hundreds (potentially thousands) of
*authorities" by which official Executive branch action
is undertaken.

An estimate of income or expenses incurred by the
client must be disclosed based upon a set of dollarx
ranges specified in the bill.

8ec. & ~ A¢y2;i:ﬁmg_;a§mwMjmfﬁ of the Office of Lobbying
Registration s 1
overall aémxnz&tratzv& f&ﬁ&tlaﬁ$ of this new coffice
within the Department of Justice. The main function of
the office would be to receive lobbying registration
and disclosure yeports, and to make such information
available {(including in electronic form) to Congress

and the public. The 0ffice would bhe headed by a PAS

;v.

gocs.

7, 8 & 9~
This ﬁﬁ&tlﬁnhﬁpﬁalfleﬁ “due proceass® procedures“ﬁerﬁ
undertaking informal resolution of disputes concerning
noncompliance with the provisions of the Act,

Bec. 10 - This section provides for judicial

review of the decisions of the Director by the
appropriate United States Court of Appeals. Provides
that penalty assessments shall be stayed during the
pendency of an appeal.

Bec. 11 - Rules of construction. Provides {among cther things)
that "Nothing in this Act shall be construed to grant
general audit or investigative authority to the
Director, or to authorize the Director to review the
files of a registrant ...* Query: ] the

Directar sngyre appropriate compliance with the terms
of the statute in guestionazblie cases’

» Foreign Agents

Bec, 12 =~

raing amendments to "Bvrd Amendment." This
aaatz&n alimxnatﬁa the dis¢1osare provisions of ths
Byrd Amendment, but does not strike the "no use of
appropriated funds language” or the certification
requirement provided under 31 U.S.C. § 1352.

Bog., 13 =

rer : 14 This saction
r&p@als noncanfcrmlng sections of the Federal
Ragulation of Lobbying Act, the provisions relating to

Beg. 14 ~
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&ou$ing Lobbyists Activities, and the Registration
Requirement Relating te Publie Utility Lobbying.

Provides for nescessary conforming amendments to related
gtatutes,

; 28 fective dates for the Act. Most of the
gan@ral pravlsians of the Act would take effect one
vear after the date of enactment, with proposed
regulations to be published within 270 days after the
date of enactment.
kS
|
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'Interest Groups. and Lobbying:
Selected References, 1987-1989

Jean Bowers
Bibliographer, Government and Law
“Library Services Division

-March 1989
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ALLIANCE FOR JUSTICE
BACKGROUND ANALYSIS OF
THE LOBBYENG DISCLOSURE ACT

The Lobbying Disclosure Act of 1993, §. 349/H.R. 832, introduced
by Senator Car] Levin {D-Mich.) and Representative John Bryant (D-Tex.},
is intended to reform disclosure rules concerning lobbying activities at the
federal level. The legisiation arose from the Wedtech scandal and other
business abuses, The Senate Governmental Affairs Commitiee reported the
bill on February 25, House hearings are scheduled for March 17,

While the Alliance for Justice supports the concept of disclosure,
certain provisions are 3 threat to public interest advocacy. The bill
infringes on one of the central tenets of the First Amendment.-
guaranteeing the rights of citizens and organizations to petition their
government. The points below explain how the Levin/Bryant bill will
erect a barrier o the kind of organized, informed citizen involvement that
is essential to democratic self-government,

2. The Act Will Chill Public Interest Advocacy By Expanding
Record-Keeping, Accounting and Reporting Burdens To Include
Executive Branck Communications and By Reguiring Disclosure
of the "Specific Issues™ Addressed By Lobbyists.

Unlike current lobbying disclosure rules which apply only to the
relatively discrete activity of lobbying Congress, the Act would require
public interest organtzations 1o record and report every occasion on which
they communicate with high-level federal administrative officials on any
matier, a potentiaily enormous burden for many nonprofit and other citizen
organizations. The Act thereby disrupts the carefully constructed balance
under existing law, under which efforts to influence federal policy are
unfettered while efforts to obtain federal funds in the form of grants,
contracts and loans, are subject to disclosure through the Byrd Amend.-
ment. This scheme was put in place by Congress only three years ago,
and there is no evidence that it does not adeguately protect the public
against abusive lobbying practices. Broader proposals 1o expand disclosure
rules to include nonprofits’ executive branch communications previously
have been rejected by Congress as unnecessary.



For both legislative and executive lobbying coniacts, registered lobbyists are required
under the Act to report the "specific issues™ upon which the registrant engaged in
"significant™ lobbying activities, including a list of bill numbers and references to “specific
regulatory actions, programs, projects, contracts, grants and loans.” In many cases,
disclosure of sach details will be tantamount fo disclosure of the persons with whom the
lobbyist had mzzzzcz and possibly even the nature of the contact. Public disclosure, or the
threat of disclosure, of such information could interfere significantly with the willingness of
legistative and executive branch officials to communicate with outsiders and could deter
many ¢itizen lobbyists from undertaking activities in the public interest.

2. Cham:;b!e, Religious and Educational Organizations Would be Subjecied to
Overlapping Regulatory Schemes and Redundant Enforcement Mechanisms.

Charitable, religions and educational organizations exempt from taxation under section
5C1(c)(3) of the Intemal Revenue Code are already subject to several comprehensive
requirements which not only provide adequate disclosure of their activities but restrict the
amount of lobbying that such organizations may conduct. Under a provision enacted in
1876, charities may not spend more than 20 percent of their hudgets on lobbying activities
and they must report all expenditures for direct and grassroots lobbying on their annual IRS
returns,  Charities not electing to follow the 1976 provision are subject o even more
stringent limits on their lobbying and must disclose more detailed information on their
lobbying activities. All charities must allow public inspection of their IRS retums.
Organizations such as trade associations and corporations that Jobby on behalf of business are
not subject to comparable restnictions or disclosure rules.

The IRS regulations implementing these requirements fill more than 40 pages, and
there are a growing number of rulings and other related materials of which charities must
also be aware, It is unreasonable to expect these organizatiems 1o master yet another body of
rules in order to engage in advocacy acuvities. 1t is also unreasonable to sab;ecz charitable
Orgamzazmns to & multiplicity of enforcement procedures.

3 Citizen Lobbying Activities Protected By The First Amendment Should Not Be
Subject To The Type of Intrusive Regulatory Controls Contained in the Act.

The burdens of the Act cannot be measured by looking only at its record-keeping and
reporting requirements alone. In a classic example of regulatory overkill, the Act establishes
a new federal agency within the Department of Justice, the Office of Lobbying Registration
and Public Disclosure, with the power to assess civil penatties of up to $100,000 per
violation against lobbying entities that fail to report in a timely fashion or that file incomplete
or inaccurate reports. The power to investigate and punish violations of the Act gives the
new agency virtually unlimited authority o intrude into citizens’ constitutionally protected
lobbying activities under the guise of seeking to determine whether 2 violation has occurred.

+
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Consider, for example, an organization which does not report a lobbying contact
because it is believed to come within one of the Act’s exemptions. If the Department of
Justice, acting in response 0 an anonymous tip, a news story, or some other source of
information, demands 10 know why the organization did not include this activity, how can
the organization defend itself without disclosing the very communications and contacts which
it feels are protected from disclosure? And, if the organization does agree to reveal the
details of the lobbying contact, will not the agency investigators immegdiately approach each
individual involved in order to verify the truth of the organization’s responsg?

The problem of intrusive investigations will be compounded for organizations that do
not register and report their lobbying activities because they are not covered by the Act’s
provisions. A lobbying organization need not register under the Act if it does not incur at
least $1000 in expenses on lobbying activities during 2 six month period. In addition, an
arganization will not have to report if none of its employees engage in lobbying as a
“significant” part of the services for which they are paid.  Any non-reporting organization
which relies on either of these provisions must be prepared to have all of its activities
scrutinized by the Department of Justice if its failure to report is challenged. The
Department of Justice will have no other means of verifying that the organization falls under
the $1000 threshold or that all of its employees satisfy the “insignificant® test.

Nenprofit organizations have in recent years experienced firsthand the ¢hilling effect
on protected advocacy activities resulting from the heavy-handed intrusion of federal
regulators. Federal granteses subject to audit under OMB Circular A-122, grantees of the
Legal Service Corporation who are subject to especially stringent lobbying restmictions, and
the women's rights and ¢ivil rights organizations who were targeted by the Senate’s special
counsel in the aftermath of the Thomas/Hill hearings can all testify to the agony caused by
these zmcszzgazwns The Act will widen considerably the organizations and individuals who
will face similar intrusions into their constitutionally protected lobbying activities.

4. The Act Leaves Inappropriately Wide Latitude For Regulators To Expand The Scope
of Mandatozy Disclosure And Increase The Burden On Citizen Advocacy.

The Acz grants virtually unlimited authority to the Office of Lobbying Regzsu'anon
And Public Disclosure to promulgate regulations having the force of Jaw and 1o issue other
binding pronouncements which will inevitably expand the reach of the Act's requirements.
In addition, gaps in the Act's scheme and-the vagueness of many of its terms leave room for
overzealous regulators 1o impose their own notions of the information o be disclosed.
Among the critical issues delegated to the agency to resolve are:

- how are lobbying activities conducted by affiliated organizations to be treated?

- when does research constitute reporiable “efforis in. support of ™ lobbying, and
when are grassroots lobbying activities "in direct support”™ of direct Iobbying

contacts?
H
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e how are multi-purpose expenditures o be allocated between lobbying and
nonlobbying accounts?

-- what "agencies™ will lobbying organizations have to identify in their reports?

- how are lobbyists 1o report w:ziaz:is with members of Congress who are not
members of a Committee to which legislation has been assigned?
. .

-~ how are “significant” and “minor” viclations to be defined?

- must churches and other religious orgamzatwns that do not currently report
:hezr lobbying activities to IRS file reports under the Act?

e which agency officials must request information in order for the Act’s
technical assistance exemption to apply?

- to what degree of detail must registered lobbyists describe the "specific issues”
upon which they have engaged in lobbying activities?

we what records must organizations maintain in order to demonstrate that they
have made a "good faith estimate® of their lobbying expenditures?
H

- who is an “independent contractor of agent” whose actzvz:zes do not have to be
te;xmed”

It is inapg;mgmze, if not dangerous, to grant to any federal agency such unbridied
authority to control the constitutionally protected activities of citizens.

5. The Regulation of First Amendment Activities Should Not Be Entrusted to u Law
Enforcement Agency.

The Office of Lobbying Registration And Public Disclosure was placed within the
Depariment of Justice, according o the 1992 Senate Report, because of the Department’s
prior invoivement in enforcing the Foreign Agents Registration Act (FARA). The selection
of DOJ as the enforcement agency for the new lobbying disclosure requirements gives rise to
VEPY Senous contems,

FARA has been enforced by the Internal Security Division, an agency which has also
had responsibility for enforcing McCarthy era lovalty requirements, The same Senate
Subcommitiee which developed the Act reported that the Internal Security Division interpreis
FARA far more broadly than was ever intended, requiring registered organizations to detail
activities that are wholly unrelated 10 their registrations.
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DOJ is'the chief law enforcement agency of the federal povernment, with full access
to the investigatory resources of the FBL. While the Act itself contains no explicit criminal
penalties for violating its provisions, there are numerous provisions of the United States
Criminal Code, including the RICO and civil conspiracy provisions, which could be brought
to bear by aggressive prosecutors. The Act contemplates that the new agency may share
information which it receives with othes divisions ‘within the department, an especially
pernicious practice if it is the Depariment’s own actions or policies that are the subject of an
organization’s lobbying activities.

When, after years of study, Congress created 2 comprehensive regulatory scheme for
federal political campaign activity, it assigned enforcement responsibility to the Federal
Election Commission, an independent agency outside of the executive branch which is
governed by a bipartisan commission. Numerous other areas of federal regulation ~-
environment, securities, communications -- have similarly been insulated from the political
ferces in the Department of Justice, It is inappropriate for the First Amendment activities of
ordinary citizens to be made subject to review by the prosecutors and investigators of the
Department of Justice.

6. The Pr%}pased' Enforcement Procedures Are Basily Susceptible to Harassment.

Experience under the Federal Election Campaign Act and the Jobbying and political
activity strictures of the Internal Revenve Code demonstrates that advocacy organizations
frequently file complaints against their ideclogical adversaries for no reason other than o
disrupt their activities. The Act containg none of the protection needed to reduce the
opportunities for such harassment.

The new enforcement agency may take action in response fo information provided by
any outside source, even anonymous or unsworn complaints. There 15 no requirement that
complainants even provide facts to substantiate their allegations.

The Act also grants reguiators virtually full reign to carry out intrusive, bad faith
investigations, Regulators may initiate proceedings no matter how long a period has elapsed
since a report was or should have been filed. Investigators are not subject to review before
they determine to go forward in response 1o complaints. The new Office of Lobbying
Registration and Public Disclosure has apparent authority to demand access to the work-
product of attommeys and other confidential materials such as personnel files and accountants’
workpapers, The Office also has apparent avthority to demand the appearance of witnesses
to testify under oath without any safeguards to limit abuses in this area. There is no
procedure by which a lobbying organization may challenge overly broad demands for
information. -

Although some respondents are entitled 1 adjudicatory hearings before being
penalized, respondents charged with "minor noncomphiances,” a term left entirely o the
regulators 1o define, are only entitled to “an oral hearing,” and then only if the regulators



themselves decide to aliow it. If a lobbying organization does not object to a penalty, it
cannot raise any challenge to it in court.

i
8 By Exempting Public Qfficials Who Lobby, The Act Raises hnportant Issues of

Faime;s& . ‘

State and local public offictals are exempt from the reporting requirements of the Act
even though they routinely engage in a broad range of activities to influence pelicies of the
legislative and executive branches of the federal government. A large number of states and
local governments maintain offices in the District of Columbia for this very purpose. On
many issues of importance to the public, including regulation of the environment,
adrmunistration of social welfare programs, and the appropriation and distribution of federal
funds, state and Jocal officials represent 4 narrow point of view which does not always
coincide with the public interest.  The lobbying activities of state and local public officials
should be subject to the same requirements as other persons seeking to influence federal
legislative and executive policies,

- . . " JRGTLF P RO L VS



"Highly ethical conduct cannot be secured by legistation alone...” (Common Cause, 1989)

LOBBYING LAWS

The provision of federal law with the broadest applicability 10 federal employees is a criminal statute, codified at {8
U.S.C. Sec. 207 which may work to restrict 9r regulate some private "representational” or lobbying type of activities
by employees in the executive branch afler leaving government service,

Current law regarding post-employment lobbying includes the following:

k.

A lifetime ban on "switching sides.” All former executive branch employees are permanently banned from
lobbying anywhere in the federal government on behalf of another person, on a matter in which they were
personally and substantially involved.

A two-year ban on "switching sides” on a somewhat broader range of matiers which were under (he
employees official responsibility. Former executive branch employees are barred for two-years from lobbying
anywhere in the federal government on behalf of another person, on a matter involving specific parties which
the employees know or should know was pending under government service, and in which the United States
has a direct and substantial interest.

A one-year restriction on assisting others on certain trade or ireaty negotiations. Any former executive or
legisiative branch employee or Member of Congress, who was personally and substantially involved In an
ongoing trade or treaty negotiation on behalf of the United States within thelr last year of government service
is barred for one year from representing aiding or advising any other person on the basis of that information
concerning such ongoing negotiation.

A one-vear ban on senior level emplovees of the executive branch representing or advising foreign
governments or foreign political parties.

A one-year cooling off period for certain high level officials barring representational communications back
before others in government. All former executive branch employees paid at the GS-17 salary level or above,
and comparable military officers, are barred for one year from lobbying their former agency on behalf of
another person, on any matter on which such person seeks official action by such agency.

A one year ban on former Members of Congress lobbying anywhere in the legislative branch, Elected
officees of each House are barred from lobbying any Member, officer or employee of a legislative office for
one year after Jeaving Congress.

Members of Congress who worked personally and substantially on a treaty or trade negotiation are restricted
from using such information for the purpose of aiding, assisting, advising or representing anyone other than
the United States for one year after leaving the government.
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. Members and senior level legislative branch employees covered by the one-year cooling off perior are also
prohibited for a year after leaving office from representing an official foreign entity with intent io influence
any decision of an agency or employee of the United States Government.

. A Member of Congress may not accept a civil office before the end of his or her term if that office was
created or the salary for that office was increased during the Members current term.

. All former Senate staffers are prohibited for one year afler leaving the Senate from lobbying the Senator for
whom they used to work or the Senator’s staff; or commiitee staff if relevant.,

The Ethies Reform Law of 1989 expanded lobbying prohibitions to Members of Congress, and top congressional
staff, and barved very senior executive branch officials from lobbying all other top officials in addition to their own
agency,

The principal federal conflict of interest law Title 18, Sec. 208 provides that once any federal employee or officer
in the executive branch begins "negotiating” subsequent employment with a private employer that he muast disqualify
himself from any official governmental duties which affect the financial interests of that potential private employer,

Procurement Officials

P.L. 100-679 established post employment revolving door restrictions by those who had certain procurement
functions. These provisions were suspended by the Eihics Reform Act of 1989 and only recently became effective
(June 1, 1991),

4 A two year ban on representational activitics or negotiations for procurement officials who had participated
personally and substantially i the awarding of such contract.

» A two year ban in participation in performance of a contract in which the federal officer or employee had
participated “personally and substantially in procurement,” or had "personally reviewed and approved the
award,”

. Procurement officials are banned from engaging in discussions about future employment or business

apportunity with a competing contractor,
THE 1946 LOBBY ACT

Widely seen as ineffective and poorly drawn, the Act was called “a phantom law" by Senator Carl Levin during 1991
Senate hearings. .

The statule requires that lobbyists register and file quarterly reports with the Clerk of the House and the Secretary
of the Senate. Lobbying is interpretad to mean only direct contact between a member of Congress where the member
advocales spectfic legislation,
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Neither grass roots lobbying, staff contacts, or communications or even telephone communications between a member
and a lobbyist are considered lobbying contacts for the purpose of the Act. Reports received by the Clerk and the
Secretary of the Senate are not checked for accuracy or completeness. Lobbyists have wide latitude in interpreting
the nature and extent of their reporting.

The Act includes both civil and criminal penalties but according to Congressional staffers no one has ever been
successfully prosecuted.

According to Senator Carl Levin, almost 10,000 of the 13,500 individuals and organizations listed in the book
Washington Representatives are not registered under the Federal Lobbying Regulation Act and three quarters of those
unregistered representatives contacted by the GAQ said that they routinely contact Members and staff, deal with
Federal legislation, and seek to influence actions of either Congress or the executive branch.

Most executive branch lobbying is not covered by any disclosure statute and even the Byrd Amendment -- which
requires the disclosure of lobbying on contracts, grants, and loans, -- resulted in fewer than a dozen disclosures in
a year.

THE LOBBYING DISCLOSURE ACT OF 1992

Senator Levin’s legislation, S.2279, The Lobbying Disclosure Act of 1992, which the Washington Post called a
"sweeping new bill" and the "most comprehensive law governing lobbyists in more than four decades,” would replace
the broad 1946 Lobby Act, make substantial changes to the 1938 Foreign Agents Registration Act (FARA) and amend
or repeal two other statutes.

S.2279 covers executive branch staff, grassroots lobbying, lobbying congressional and executive branch staff,
substantial coalition lobbying, and certain aspects of foreign interest lobbying.

® Lobbyists and interest groups would be required to register with the Office of Government Ethics within 30
days after making a "lobbying" contact with a federal official, lawmaker, or lawmakers aide and to report
the interests they represent.

L The registrant must also state the approximate percentage of equitable ownership (if any) in the client held
by a foreign interest, and any other foreign affiliate of the client.

. The OGE is charged with setting regulations, reviewing submissions for completeness and accuracy,
developing systems to analyze lobbying submissions and disseminating the information.

. Lobbyists would be required to report twice a year (as opposed to quarterly in current law) on who they
contact, what issues they have lobbbied on and how much money they have spent.
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» Establish fines for non-compliance. Late filers would be penalized $200 a week and bigger violators could
be fined as much as $100,000. Again, according to staffers no lobbyist has ever been punished for a violation
of current law,

. Reform lobbying by clevating the occupation and recognizing lobbying as a legitimate activity thus
encouraging greater disclosure and accountability.
{
L Makes greater use of administrative actions and fines rather than criminal penalties 1o resolve problems of
non compliance and other enforcement questions,

® Streamiines disclosure requirements, combining several lobbying statutes in a2 single authorily (one-stop
shopping) and provides for semiannual rather than quarterly reporting.

Note: Currently those who lobby on domestic and foreign issues must register and report to the Clerk of the
House or the Secretary of the Senate, those who lobby on foreign interests register with the Dept. of Justice
and, under the Byrd Amendment, lobbyists register with the Depariment or agency from which they seek a
grant, loan, or contract and lobbyists seeking to influence HUD policies must register at HUD. 8.2279
consolidates the location for these registrations and reports under OGE,

CONSTITUTIONAL ISSUES

The American Civil Liberties Union testified on April 27, 1989 before the House Subcommitiee on Administrative
Law and Government Relations. They expressed concern about post-employment lobbying restrictions saying
"Former government employees do not lose their rights as a result of government employment.” They assert that
limits on free speech must meet "the more stringent standards of compelling state interest and least intrusive
alternative traditionally applied by the Court."

They agree that "the state has a right to protect itself from improper activities by former government officials.
Current statutory limits on post-cmployment political activity are, in our view, within the limits sanctionned by the
Supreme Court rulings. But further expansion of that statute must be based on a documented record the the current
law js inadequate to alleviate these harms...®

At this time, the ACLU opposed extending coverage to members of Congress a provision which, at least in part, was
ultimately retained in the legislation as enacted.

They also opposed the one-year ban on foreign lobbying because "the proper focus of ethics laws 18 misconduct not
clients.™ They asseried that it does not follow that activities on behalf of foreign entities should be treated
differently than activities on behalf of domestic groups.” Notwithstanding these objections, this legislation was also
adopied,
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Most recently the ACLU testified on $.2279 that they are in general agreement with the overall structure of the bill.
They support the unified registration and semiannual reporting; the reporting of aggregate receipts and expenses, (he
elimination of the requirement in current law that contributors over $500 be reported and are comforiable with the
test provided for disclosure of coalition membership.



PROPOSAL FOR CLINTON LOBBYING REFORM AGENDA

Completely overhaul, revise and consolidate current laws goverming lobbying, Current law is completely
meffective in enforcing disclosure, encouraging compliance or preventing abuses. No one has ever been
successfully prosecuted for violations of lobbying laws??

Create a clearinghouse such as the Office of Government Ethics for the disclosure of lobbying information
{in accordance with Senator Levin's legislation). 'This clearinghouse will collect, analyze and disseminate
lobbying information similar 1o the way the Federal Elections Commission (FEC) does.

Extend current bans on "swiiching sides" currently two-years or less © five years?7??  {Perot has proposed
five years. It is unclear to me whether extending the Jength of the ban increases First Amendment problems. )

Endorse general proposals contained in Senator Card Levin’s legislation 8$.2279 which covers executive branch
staff, grassroots lobbying, lobbying congressional and executive branch staff, substantal coalition lobbying,
and certain aspects of foreign interest lobbying. The following are key provisions:

. Require lobbyists and interest groups to register with the Office of Government Ethics within 30 days
after making a "lobbying” contact with a federal official, lawmaker, or lawmakers aide and to report
the interests they represent. The OGE would set regulations, review submissions, develop systems
to analyze submissions and disseminate information. Require lobbyists to report twice 2 year (instead
of four times) on who they contact, what 13sues they lobbied on and how much money they spent.

]

. Require the registrant to state the approximate percentage of equitable ownership (if any) in the client

held by a foreign interest, and any other foreign affiliate of the client.
(

» Establish fines for non-compliance. Late filers could be penalized 5200 a week and bigger violators
could be fined as much as $100,000. According to staffers no lobbyist has ever been punished for a
violation of current law.

4 Whenever possible, utilize administrative actions and fines rather than criminal penalties to resolve
problems of non compliance and other enforcement questions.

4 Streamline disclosure requirements, combine several lobbying statutes in a single authority {one-stop
shopping) and provide for semiannual rather than quarterly reporting.  Currently those who lobby on
domestic and foreign issues must register and report to the Clerk of the House or the Secretary of the
Senate, foreign interests must register with the Dept. of Justice and, under the Byrd Amendment, with
with the department or agency from which thoy seek a grant, loan, or contract and those lobbying
HUD policies must register at HUD. 5.2279 consolidates the location for registrations and reporis
under OGE.



Foreign Lobbying

According to the Center for Public Integrity, since 1974, nearly half -- of former senior USTR officials have
personally registered or their firms have registered with the Justice Department.

In a Clinton Administration we would:
® Impose a lifetime ban on the President, Vice President, former trade representatives, members of Congress,
or certain senior level government officials who have participate substantially in trade negotiations from

lobbying on behalf of foreign governments,

. Prohibit PAC contributions by corporations controlled by foreign interests whose percentage of foreign
ownership exceeds 50%.

A Clinton Administration "Code of Ethics"
™ i



PERQT POSITIONS

Competition with Japan: A central Perot theme is that Japan is a formidable economic competitor and that
the Reagan and Bush administrations have aliowed themselves 1o be out-negotiaied and out-hustled by Japan
and other allies in international trade negotiations.

Washington’s revolving door:  Perot's third theme is that decisions in Washington -- particularly those
involving foreign trade disputes - are being improperly influenced by lobbyists who used to work for the U.S.
government but now are paid by foreign interesis.

If he were elected President, Perot said, "I would ask for a law immediately from Congress that anybody that
participates in this (trade talks) can't go over to the other side later. They can’t cash in on having been around
"

{Harsh views on Japan may help fue] Perot Campaign, Los Angeles Times, June 11, 1992)

In the best anti-Establishment tradition, he would prohibit former federal employees from " revolving door”
lobbying for five years after leaving office and ax all "freebies and perks” for both Congress and Cabinet
officials. He would even make the vice president fly on commercial airlines, {Angry voters see Perot riding
in like cavalry, Los Angeles Times, March 22, 1992)
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EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, ©,8. 20503

THE DIRECTOR . e B i
Oetoper 4, 14883

The President
Tne White House

Dear Mr. President:

I am pleased to subnit for your approval the biennial
report ¢f the President on the executive agencies’ activities
under the Privacy Act of 1374, as amended. The enclosed report
covers calendar years 1980 and 1991 in detail. It also provides
historical data-and discusses Key trends,

The report covers activities of the 0ffice of Management
and Budget (OMB) to oversee the agencies’ implementation of the
Act and to issue formal guidance. As the ACt requires, the
report also describes the actions of the agencies in carrying
out their responsibilities. These include publishing required
Privacy Act notices and helping record subijects gain access to
their records. The report also details the efforts of agencies-
to train their employees to carry out the Act’s provisions.

OMB will continue to monitor the agencies’ activities in
the coming years.

Fully submitted,

Panatta

Enclosure



THE WHITE MOQUSE

WABMINGTON

Dear Hr. Speaker:

I am pleased to forward the enclosed report on the Federal
agencies' implementation of the Privacy Act of 1374, as amended
(6 U.8.C. 552a). The report covers calendar years 1980 and
1991,

In addition to the data required to be reported by the statute,
the report also descrikes agencies' efforts in training their
enployees to carry out the provisions of the Privacy Act
respensibly and reliably.

While agencies continue teo meet their responsibilities under
the Act, they are becoming increasingly concerned about how
the Act's provisions will work in a computerized environment.
A c¢hallenge for the years ahead will be {¢ harmonize the pro-
visions of the Privacy aAct with the technelogies that are now
coming into play.

Sincerely,

- EVT oo

The Honorable Thomas 8. Foley
Speaker of the

House of Representatives
Washington, D.C. 20818



THE WHITE HOQUSE
WASHINGTON

Dear Mr. President:

I am pleased to forward the enclosed report on the Federal
agencies® lmplementation of the Privacy Act of 1974, as amended
{5 U.S.q, 5%2a)}. The report covers calendar years 1990 and
1991.

In additlon to the data regquired to be reported by the statute,
the report also describes agencies' efforts in training their
employees to carry out the provisions of the Privacy Act
responsibly and reliably.

While agencies continue to meet their responsibilities under
the Act, they are becoming increasingly concerned about how
the Act’s provisions will work in a computerized environment.
A challenge for the years ahead will be to harmonize the pro-
visions of the Privacy Act with the technologies that are now
coming into play.

Sincerely,

The Honorakle Robert &, Byrd
President pro tempore

of the Senate
Washington, D,C. 208514



Foreword

This report describes the activities of OMB and the agencies for the period

1990-1991, Section {r) of the Privacy Act of 1974 (5 U.5.C, 5524, as amended)
~ contains the reporting requirements for the President’s biennial report to the Congress.
These are: .

A description of the activities of the Office of Management and Budget
(OMB) in carrying out its responsibilities under the Privacy Act. Those
responsibilities are listed in Section (v) of the A¢t, They include
developing guidelines and regulations to help agencies carry out the
Act's provisions and overseging agencies' implementing activities,

A listing of changgs agencies have made fo their published systems of
records during the period of the report,

A description of how individuals® have exercised their rights to see and
correct records about themselves.

Any other information that would help the Congress in reviewing the
effectiveness of the Privacy Act.

Besides the information the Act specifically requires o be reported, this report
describes in detail three areas of agency activity:

»

Agcnr;zes use of "call detail records” (CDR) to monitor employees’ use of
telecommunications resources.

i

 Agencles’ specific proce:izzres in providing record subjects access to their own

records.

Agencies’ efforts to train employees about their Privacy Act responsibilities.
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I. Activities of the Office of Management and Budget.

A, The Computer Matching and Privacy Protection Act of 1988, Public
Law 100-503, The Computer Matching and Privacy Protection Act of 1988 (CMPPA),
amended the Privacy Act of 1974 1o rcgzzlaza Federal, State and local agencws sharing
of computerized Privacy Act {iaia for two primary purposes:

. Mgkmg decisions about applicants’ eligibility for Federal benefits programs;
» Recovering payments and delinquent debts under such programs.

An additional purpose was to regulate computer matchmg of Federal amployee
personnel and payroll records for non-routine purposes.

The effective date of these provisions was changed by statutory amendment in
1989 1o permit agencies operating matching programs in existence before June 1, 1989,
to delay compliance until January 1, 1990, OMB issued guidance on both the basic
provisions of the CMPPA and the amendment extending its implementation date.

B. The Computer Matching and Privacy Protection Amendments of 1990,
In 1990, Congress passed the Computer Matching and Privacy Protection Amendments
(Amendments). The changes made by the amendments addressed agencies’ problems
in implementing the due process provisions of the CMPPA (see 5 U.8.C. 552a(p},
“Verification and Opportunity to Contest Findings”). Under the 1988 provisions,
before taking an adverse action, an agency was required to verify independently any
information developed through a maiching program that indicated ineligibility for a
benefit program. The agency was also required to notify the individual of any
proposed action and wall thirty days for the individual to respond. These provisions
were intended to ensure fairness in the process of determining benefits.

As agencies implemented the CMPPA, it became apparent that in some
instances, the due process provisions conflicted with existing protections that had been
working well prior to the CMPPA, This was especially true in programs such as Food
Stamps, Aid to Families with Dependent Children, and Mcdicaid, all of which had
well-established due process fraditions provided by statute, regulation, or both,

The consequence of providing individuals with thirty days to respond o a notice
of adverse finding was to automatically overpay some beneficiaries. Indeed, as they
implemented the CMPPA, agencies discovered instances where strict adherence to the
independent verification requirement could have serious financial and administrative
implications for the management of their programs,

The Amendments of 1930 changed both the independent verification and 30-day
notice due process protection provisions, They authorize agencies that have in law or



regulation a'different time period for notification than 30 days 1o substitute that other
period. Agencies without alternative periods must wait 30 days. The Amendments
also authorize an agency's Data Integrity Board to waive the independent verification
procedures i;vhen it finds 2 high degree of confidence in the accuracy of the data,

C. OMB Guidance. Section (v) of the Privacy Act of 1974 (5 U.S.C, 552a)
charges ()MB with overseeing agencies’ implementing activities and issuing regulations
and guzﬁcimes The CMPPA and the Amendments increased the Privacy Act oversight
responsibilities of OMB. The CMPPA required OMB to issue guidelines on computer
matching, to provide continuing assistance and oversight to the agencies on matching
activities, and to provide a consolidated report to the Congress. OMB issued
comprehensive guidance on imiplementing the CMPPA's provisions on June 19, 1989,
(see 54 FR at 25818). The Amendments of 1990 required OMB to provide further
guidance on'their implementation.

On April 23, 1991, OMB issued proposed guidance on the Computer Matching
and Privacy Protection Amendments of 1990 and requesmd interested parties to
comment. ;

This guidance, if adopted, would allow, where 3 statute is silent or permits,
agencies to estblish notification periods shorter than 30 days through 2 rulemaking
which allows public commeni. Agencies would have {o ensure opportunity for
meaningful notice and sufficient opportumty for individuals to respond if a notification
pemd shorter than 30 days were adopted. In addition, the guidance would require
agencies to glsc!nse not only that they have information that indicates ineligibility, but
what that information is, so that individuals could respond meaningfully.

The guidance would also allow program officials to petition the Data Integrity
Boards of recipient agencies {in the case of Federal matching programs) or the Federal
SOUFCe agerzcy (in the case of a Federal/State matching program), to waive the
mdependent ‘verification requirement. However, program officials would have to
identify the type of matching data eligible for the waiver and conduct thorough
detcrminaticjms of data accuracy before making such a petition,

D. Qurrent Activity, OMB is currently working 1o complete its proposed
guidance azzfi 1o issue guidance to agencies on conducting cost-benefit analyses in
support of i%}ezr decisions to use computer matching techniques to make eligibility
determinations about Federal beneficiaries.



1I. Federal Agencies' Implementing Activities.

This report provides both an aggregate and a detailed Jook at Federal agencies'
implementing activities. Its approach is based on analysis that shows that 22 agencies
account for over 95 percent of the Federal systems of records inventory and thata
subset of 14 of these agencies account for 98 percent of all access and amendment
requests agencies receive, For purposes of the detatled look, only the 22 and the subset
are examined. The aggregate section includes the activities of all Federal agencies.

A. Federal Government as a Whole. The following are aggregations of data
about the publication and access and amendment activities of the Federal agencies.

1. Changes In systems of records. As the chart below shows, there
has been little change over the past four years in total numbers of systems of records
maintained. For 1990, total systems of records and total exempt systems of records
were 4,771 and 814, respectively, For 1991, the totals were 4792 and 826, The
raodest growth in exempt systems reflects additions made by newly created Inspector
General offices al many of the smaller agencics. Appendix I contains more detailed
information on selected agencies.

All Agencies' Systems of Records Inventories

)= Tortal
—— Total Exeropt

2. Access Requests Processed. Most agencies process first-party
access requests under provisions of both the Privacy Act and the Freedom of
Information Act. The effect of this dual processing is to give the requester the




maximum information available, regardless of which Act was cited.  As the table
below shows, the ratio of requests granted to requests denied has not appreciably
changed over the past four years. Most requesters are granted access, in whole or part,

to their records.

Access Reguest 'I'ota‘ls
JAll Agency Totels 1988] - 1989 1991
Tutal arcess requests $55,039) 184,270 161,135
Grantediniwhaigioniparty 13583244 655112188 1191531
|Denied in whole 3,084 2,803 2,127
Table 1
B Total Access Requests
00
2000 O Granted
180000 B Denied
180000 -i»
148000 4
120000
100000 + A—
20000 - i
$0000 o —
45000 -
20000 - ——
O }
1988 1989 1580 1991

Chart 2

3. Amendment Requests Processed,  While the number of amendment
requests in 1950 and 1991 increased by more than double the number in 1988 and
1989, the number of requester seeking to amend records is very small compared to
those secking access. As in earlier reports, a requester who makes an amendment
request generally succeeds in achieving all or part of his or her goal.



Total Amendment Requests
1888 1889 1880 1291

Total amandmant requests 1,884 12190 14,423 14665
Granted #niwhblator: part: SR T6370010,83705:14:108 114,382
Denied in whole 184 277 308 273

Yahie 2

T B Total Amendment Requests
4500 - O Granted
o Denied

1968 1848 1950 14981

Chart 3
B, Selected Agencies® Activities.

1. Changes in Systems of Records. The following agencies maintain a
very significant portion (83 percent) of the total number of systems of records:
Depantment of Agriculture, Department of Commerce, Department of Defense,
Department of Education, Department of Energy, Department of Health and Human
Services, Department of Housing and Urban Development, Department of the Interior,
Department of Justice, Department of Labor, Department of Siate, Department of
Transportation, Department of the Treasury, Department of Veterans Affairs, Central
Intelligence Agency, National Science Foundation, Office of Personnel Management,
Panama Canal Commission, Securities and Exchange Commission, Small Business
Administration, United States Information Agency, and the Uniled States Postal
Service. Appendix I contains a detailed description of the publication activities of these
agencies for CY 1990 and CY 1951,
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iDepariment of Agriculture : 1988 1889 18990 1891

Al Svawms 241 249 245 248
Deament of Commerce 1988 19890 1990: 1899
Al Systems 69 70 70! 70}

Exempt Systems

{Dapartment of Defense

All Systems 12620 12200 1231 1227
£xemt$ stems __ 123 113 118 . 127
Departmuont of Educattcﬁ ' 1991
All Systems 89 83 82 96
Exempt Systems - .. a 4 4
Department of Energy 1088|1989 1990] 1991
All Sygtems 76 76, 77 i
Exermpt & stems _ _ ‘i{)_ . 1()__ "ii}__\ 1 _
Department of Health and Humen Resources | 1988 1989  1390]  1491]
All Systems 347 ana 364 270

|Exempt Systems

Desartment of Housing and Urban Dev
All Svsiems &6 £5 56 57

[Exempt Systems I NN N

lnaganmem’ of the !mar‘i‘af
All SBysterns
Exempt Systams
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Department of Jystice

Al Systems
Exempt Systems

j N\w»w\ - i : SR e T S Mradnaining
{Depariment of Labor 1988 1989 18901 1591
All Bystemns
Exernpt Systems

Denartment of Stotg T
All Systems
Exempt Systems




4

TR R A e e, ml T

iDepartment of Transportation 1988| 1988/ 1990) 1881
All Systoms 210 211 214 214
Exempt Bvstems 28 29 a0 3
S S 5 i ' i
Depariment of the Treasury 1888 1989 1590 1951
All Systems ' 350 372 374 283
Exampt 5 tems 123 125 127 f?.?’
bépamam of Veterans Aﬁaim ) 198&: 18989 193{3 1891

All Systems

1 oantra) intelligence Agency

All Sw;s:ams

Exemnpt Svstems

Mational Science Foundation

!&JZ Systems 81 51 52 48§
Exampt Systems 3 3 5 bt

Oitice of Personnel Mansgement 1988] 1888 1990, 1831

All Systams 35 35 35 3%

Exempt Systems 8 8 i

Panam

All Svstems

3

Ther

Small Business Administration

Al Systems

All Systems 61 58 58 £8

Exempt Systems 11 2 12 12

v B ol o R e S .

i1.8. Pagtal Service 1988 1988 1880 1991

ALl Svstems 21 85 87 88

jExempt Systems - 8 8 8 8
Tuble §
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2. Access and Amendment Requesis Processed. A subset of 14 of the "
agencies listed above processes 98percent of all access and amendment requests. These
agencies are all of those listed in the systems of records publication section except for
the Panama Canal Commission, Securities and Exchange Commission, Small Business
Administration, United States Information Agency, and the United States Postal
Service. The table on the following pages shows their activities. Appendix IT
describes these requests in more detail, including the results of appeals of denials of
access and amendment requests. Appendix II'also describes in detail how agencies
process acsess requests. It indicates that most agencies process first party requests
under both the Privacy Act and the Freedom of Information Act, giving the requester
the benefit of both Acts.

Access and Amendment Activities of Selected Agencies

[Gept of Agricutture ] 1sgs| 1989 1990] 1891
Total accass taquests 3,501 6,018 3,688] 3822
Granted in whaolg or part 3,360 57731 3230 3583
Denied in whole : 100 5 127

Totat amandment retuasts

KGranted in whole or part

; Y
tDept of Commerce

Total accass reguests 63
1Granted in whols or part 47
IDenied in whale 8

whanae e TR Wity :

Total amendment requests

Granted in whols or part
Denied in whole

ARRY I RN SRR
o i R
o R

Dent of Defense - 1988] 1989 1980

1991
Toia! access requssts 58,486: 87 891 51,340 75,081
iGramted in whols or part 52,588 63,054 47,627 69,283

Daried in whols 379
Total amendment reguests
1Granted in whole or pant
Qenied in whole

Totdl a¢6ess requests
iGranted in whale or pary
[Denied in whole




Total 'a‘mendment faguests

Tatal ancess roguests

IGranted in wholg or part «

IDenied in whole

[Total gmendment tsquﬁgts 2 &
Granted in whole or part 2 2 2 0
D&nzed in wholg 0 2 O O
N Sy SRR P iR o
Daot of Heatzh and Human Svcs 1988 1883 1890 1991
Total access requests 2,107 3,366] 1.259] 1,326
[Granted in whols or part 2,037] 3,281 1,174] 1,248
IDenEet’.! inwhole T4 48 1

e, A,

i %Mé&?” e

Total amendment t&quasrs

[Granted in whole or part

| Toial aEoess requests

|Granted in whole or part

Denied in whole

et e "

Ny

Total amendment requests

Granted i whole or part

{Denied in whole

A

[bept of the Interior 1988 1989] 1990
Total agcess requests 144 1322 £53 KA E S
Granted in whole or parl 115 104 B40| 3,742

Denzed m whole

?ezai amendmeaﬁ wquests

3ranted in whole or gart

ﬁemed wbaie _

Dept of Jz:s:tice 1988 1989 1990 1991
Tolal scoess raquests 23,453] 18883 21002) 21335
Granted in whole or nart g88Q] 8446 83341 12714
1Denied in wholg 8851 1,119 828 397




Total amendment requests 14 28 32 58]
Granied in whole or part 2 4 P 53
{Jonied.in who!s 12 22 15 13
R e S Rt T
. Bept of wbat 1988 1989 1230 1991
Total ageess requests 36731 3336 o58] 1,376
Granted in whole or part 2882 2,757 P28] 1,275
l}enzed in wftote . 132 86 10 13
'faza amendment reqaems . 27 0 2 5
i1Granted In whole or pad 28 G 1 0
2 1 4
1988 1958 1990 1991
Tatal access requests 7891 57 843 732
iGranted in whole or part 780 757 548 698
k

IDenied in whole
iH gt ; 3 :

Tolal amendment requests Vi (] 6 Z

Granted in whole or pant 25 g

Tolal access wauesls 33,854 41,683 18265 17,981
IGranted in who'e or part 33.910] 41,038 14,550 12,736
Denzed m wholo § 22 11 G
Te{a amendment maes‘i 368 3491 3083 3085
Granted in whole or part 308 3341 3078] 3,078
Deriedin whole _ o 18 [ 7
Dept ;i-t-he ”:'f;aswy """"""""""" - 19'38 ' 1985 ’ 1500 ééﬁ‘t
Totel access reguests 3412 2887 31141 4822
(3ranted in whole or par! . 4,847 1,585 1,818 23000

iDesiad in who 451

Yotal amendment requssts 36 22
iBrarnted in whote or part 11 5
{Denied in whole 7 &

10



b M i L e aaat o s

Dept of Veterans Atfairs 1988 1989 1990] 1491
Total access requests 23.565| 31,8181 19,205 18,775
Gram&é irs whole or part . 23,046 30,178 18,611 18.105
298 73 102

Total amendmem requests 188 1789 174 1931
Granted in wholg or part - 170 151 126 148

Central intolligence Agency 1988 1983 19806] 1991
Total sccess requests 1.8231  1,958) 1.BES 1 B4G
iGranted in whole ¢r part 9201 1,22b0 1,387 1,237
ied | whoia 125 1261 112 146)
Tatal amendment req uem O 1 2 1
Grantad in whole or part Q 1 2 1

{}ifwa of Personnel Management
Total prcess requests 4,.2821 5,784
Granted in whoie or part 40791 5257
Denied in whol

Total amendment requests

G3ranted in whole or part 56 BY
I0enied in whole 23 11
Table 4
All Agency Totels 1988 1989 1990 1991
Total access requests 158,638 184,270 129,280 161,135
fGrantad in whole or part 135,324 165,112 106,430 119,531
Denied in whole 3 084 2,803 2.2a 2 122
e L |7 Nl s B R e
Toaaz amendmem FRQUESIS 1,884 2,190 4,429 4,865
1Granted in whaole or nart 1,637 1,837 4,108 4,362
IDgsied in whols 184 277 308 273
: Table 8

HI. Other Information to Help the Congress in its Oversight Role,

A. Agencies' Use of Call Detail Records (CDR}). As presented in the last
report, OMB developed guidance on how the recordkeeping provisions of the Privacy
Act affect agencies' programs (50 called "call detail programs”) to collect and use
information about their employees’ use of the Federal long distance telephone system to
reduce or eliminate abuse of this resource, Final guidance was issved on April 20,



1987 (52 FR 12590), in conjunction with technical guidance on call detail records
published by the General Services Administration.

, As the guidance noted, CDR present something of a dilemma for Privacy Act
recordkeepers. Because, in many instances, CDR are neither filed nor retrieved by an
employee’s name or other identifier, the records are not clearly Privacy Act records.
Indeed, the guidance opines that a telephone number, by itself, is not & Privacy Act
record., :

Nevertheless, some ageneies collect CDR expressly to discourage employees
from improperly using the agency's telecommunications resources and to identify
employees who are gbusers. For employees who are found to be abusers, the
consequences ¢can range from monetary fines fo disciplinary action. For agencies that
are operating such Call Detail Programs, therefore, faimess suggests that they 1ake 2
broader view of the scope of the Act and create systems of records in which to maintain
CDR that is used to make a determination about an employee.

. For the current report, OMB survey agencies to determine how they treat CDR,
The results of that survey are shown below in Table 5. As the responses indicate, there
are several distinct possibilities. An agency may simply not collect CDR. Or it may
collect CDIR, but never associate it with an employee, i.e., it is used exclusively for the
technical management of the agency's telecommunications services. Or it may collect
the data and associate it with an employee, but never retrieve using the employee's
name or a {elephone number that is linked with the name. In this latter case, the
agency is maintaining Privacy Act records, but not operating a system of records, and
the Act's protections do not come inte play. Finally, in some instances an agency may
collect the data, associate it with a name and maintain the data in 3 system of records.

As the data show, few agencies reported treating CDR as covered by the
Privacy Act. Departments were more likely than the smaller agencies to keep CDR in
systems of records. Fully half of the 14 reporting Departments did so, Moreover,
some Departments that reported not coliecting CDR were moving to establish Call
Detail Programs and were considering the effect of the Privacy Act on their practices.
By contrast, only 10 out of 49 reporting smaller agencies indicated that they maintained
CDR in systems of records, although several reported moving in that dirsction.

OMB does not consider this snapshot of agencies’ CDR practices definitive, and

will continue to monitor agencies’ practices to determine whether further guidance is
needed.
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Collects COR Treat As Kegp in
Privacy Act System of
Records _Records
iDepartments BRI R R
 Agricuiture No
Commerce Yes Yeg Yag
Dafense * Yes No b
Education Ko No No
Energy Yesg Yes Yos
Hpaith and Human Services No No Nao
Housing and Urban Davelopment Yes Yes Yes
interiar Yo Yes Yeg
Justice Yeg No No
Labor ! 8o No No
State Yes No Ng
Transporation Yes ¥gs Yes
Treasury Yeog Yas Yoy
Veterans Affairs Yes Yos No
TAgenciesy i : ; O
 Agency for International Qevaicpmem Yeas Yes Yoy
Central Intelligence Agency No No Ng
Commission of Fing Arts No No No
Committee for Purchase from the Blind No No No
Commodity Futures Trading Commission b No Nog
Consumar Product Safety Commission to No No
Environmental Protection Agency Yoy Yas Yoy
Enual Employment Opportunity Commission Yas Yes Yes
Export-import Bank No No No
Farm Credit Administration Yog Ne No
Federal Communications Commission Yas Yes Yes
Foderal Deposit Insuranee Commisgion Yes Yes Yes
Faderal Election Commission N No No
Federal Emergency Management Agency Mo No No
Fedaral Energy Reguiatory Commisgion Yes Yos No
Federat Labor Relations Authority Yos No Na
Federal Maritime Commission No No No
Federal Regerve Sysiem Yoy No No
Gensral Services Admirdstration Ng No No
Inter-American Foundation Yoz Ng No
Interstate Commerge Commission Yo3 No o
international Trade Commigsion . No No No
Joint Board for the Enrdliment of Actuaries Mo No Np
KMerit Systems Protection Board No No No
Netinnal Aeronautics and Space Administration Yes No No
National Archives and Records Adminisiration Yoy No No
Mationat Cagital Planning Commission Yes No No
Hational Credit Union Administration Np No Mg
National Endowmaent for the Humanities ho fNo HNo
National Labor Relations Board Yeg No No
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Nuclear Regulatory Commission

Yas Yay Yoy

Mationsl Science Foundation Yes Yes Yoy
(ice of Administration Yag No No
 Ottice of Government Ethics No No No
Office of Persennel Management Yag No Ko
{veargaas Privata Investment Corporation Mo No ko
Cftice of the Speciat Lounsel . < No No No
Panama Cana! Commisgion Yes Yes Yes
Paace Corps Mo No No
Pension Benefit Guaranty Corporation ¥og Yoz Yes
Postal Bate Cammigsion No No No
Railrpad Retirement Board Yo No No
Securities and Exchange Commission Yes No No
Selective Servica System Yes No Mo
Smafl Business Administration Ko hNp No
Tannesgee Vailoy Authority Yes Yoy Yes
U8, Information Agency Yes No Mo
U.S. Postal Service No No Na
Mo Mo No

£1.8. Trade Hepresentativg

Tuble €

B. Apencies' Privacy Act Training Activities. Agencies’ txaining practices
vary widely. Some agencies conduct regular, formal trzining: the Departments of
Defense and Energy, for example. Others have no formal agency program, but
conduct training as part of new employee orientation and give on-the-job training to
employees who are involved in handling records containing individually identifiable
data. Still others send employees to formal training courses provided by the USDA
Graduate School, the Depariment of Justice, the American Society of Access
Professionals or the Office of Personnel Management, among others. A description of
the training activities of selected agencies is at Appendix HL
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Appendix 1
. Systems of Records Publication Activity
. 19751991
g

-

' i

Department of ASHCUHUIE .vvvviveveeeennnns cenreedrereenrenrann cecennrreneeens F2
Department of COMMEICE ......corvvvrereurerens reteerrissarvanenes crvsrrsennvuns I-3
Department of Defense .............. ereorrnesrrnnnnae bexetoanesesiarsernas I o
Department of EAucation .......euerneeen. eraersasareraraes coerreservareneencn . 2
i?epaﬂmentaf}}:iw:gy Ceraraaraviaarsares rerevarevvirannanse crrsrerrenrernnserens I8
Department of Health and Human Services.....ccvveerrvnnneens cemsarnsennes 19
Department of Housing and Urban Development.....oooerrniiini, w310
Department of the INErior. ..uveee vverscnnisseerreenanes RSUUUUSUURTRPIIUROR 5 § |
Department of.'fuszzce ..... eerreenvetnenerers 13
Department of Labor............... Cermtereenarratiaaiornararenartsinns rrnennes 120
Department ofS%ata ......... UPCUPIURIRURIPT £ 3 |
Department of Transpontation............ ciiietrianne e chveakinetarensnans v 122
Depariment of the Treasury v v cmanriiniiannn. rrverrararearsuesnanes 124
Department of Veterans Affairs ................ crvacenss NOTR vecorniiness 125
Central Inzeiiigez}ce Agency........... earterierreaseinry cenbrrriareeny crevnanenn 127
Nationa! Science Foundation............. berriravaainraces versacssorsivensenrarss J728
Office efi’crson:nei MEOAZEMENL. ... cevverecrrvennrrsiransen receerinneaes e 129
Panama Canal CoOmmISSION ...ovivveesvrinrmmmrsrenssrasras sirvrresesaesennes F30

United States Information Agency ....cooccvvnvann.s berreenraes sxevsanasieenees 1233
United States Postal Service. ..o cneccinniinnnnnc cxrreavarraesnnnes 134



Department of Agriculture

Systems of Records Publication Activity
’ 1975-1991 ‘
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During the two-year peried, USDA published an average of six public notices a year,
covering four new systems of records, a like number of new routine uses, and the deletion of a
number of other uses.

Agency received no comments on any of its systems or other Privacy Act implementing
activities
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Department of Commerce

Systems of Records Publication Activity
1975-1991
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While Commerce had no publication activity during the reporting period, special
attention was directed at identifying additional groups of records, e.4., grants, procurement,
and bank card records that have the potential for coverage under the Privacy Act. Specifically
at issue was whether or not certain records qualified for new systems establishment, or
possibly merging into existing Department systems versus government-wide coverage., At the
end of calendar year 1991, action was well underway to establish three additional Privacy Act
systerns of records.
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Department of Defense

- Systems of Records Publication Activity
1975-1891
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During 1990, in addition to the figures in Item §, DoD published 66 amendments
and/or alterations to systems of record notices. DoD published updaies to seven DoDd
Component's Official Maiting Address Directories which are used by individuals to address
Privacy Act inquiries, The Department of the Army published changes to &l the system
identification numbers to its systems of records notices in accordance with the Modern Army
Recordkeeping System which the Army is now using,

During 1991, in addition 1o the figures in em 3, DoD published 199 amendments
and/or aligrations to systems of record notices. DoD also published revisions to six Dol
Component’s introductory indexes which appear before their compilations. These indexes help
individuals identify and locate a particular system of records within 2 DoD Component.  Also,
DoD deleted system identification numbers from system names of four DoDx Components.

i

14



During the reporting period, Dol conducted a review of its Component's exemption
rules and has published amendments to those rules that were discovered to be deficient and/or
incomplete. This office will continue to review its DoD Component's exemption rules and
make changes where necessary.

i

The Department of Defensereceived no comments from the public on its

implementation of the Privacy Act of 1974,
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Department of Education

Systems of Records Publication Activity
1975.1991
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In 1950 the Department added the following three systems of records to its inventory of
systems of records:

« ED/OIG Non-Federal Auditor Referral File, (55 FR 578-80);
+ NCES Affidavits of Nondisclosure, (85 FR 2134); and
« NCES Lengitudmal Studies and the School and Staffing Surveys, (55 FR 2132)

Also in 1990, the Department amended the following two existing systems of records
notices:

« Department or Suspension Proceedings vnder Executive Order 12549 and the Drug-
- Free Workplace Act. This amendment added an additional systers manager and system
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location, (55 FR 2131-31). Another amendment consisted of 3 name change, (55 FR
8168-69)

Federal Student Aid Application File, (55 FR 38833-36). This amendment consisted of
a pame change, a new routine use and other technical changes.

In 1991, the Department added the four followmg systems of records to its inventory of

systems of records:

National Center for Education Statistics National Assessment of Educational Progress,
{56 FR 15866-69);

America 2000: An Education Strategy Toll-Free Telephone Line and Database, (56 FR
18808-10);

National Science Scholars, (56 FR 51885-88); and

Jacob K. Javits Fellows System (56 FR 56991-93).

Also in 1991, the Department amended the following existing system of record notice:
Guaranteed Loan Program-~Loan Control Master File, (56 FR 19646-47). This
amendment added a new routine use for the purpose of permitling disclosure to the
Intemmal Revenue Service for the purpose of determining whether student loan
defaulters were also delinguent with regard to Federal tax obligations,

No comments were received on the published Privacy Act systems of records.



Departmeﬁt of Energy -

Systems of Records Publication Activity
1975-1991
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In 1990, the Department of Energy published 2 proposed new system of records, The
system, DOE-80, "Quality Assurance Training and Qualification Records™ was to maintain
training and qualification records of DOE and contractor employees in order to satisfy the
requirements of 10 C.F.R. part 54, Appendix B, 10 C.F R, part 60, subpart G, and the
Nuclear Regulatory Commission Review Plan for High-Level Waste Repository Quality
Assurance Program Deseriptions, This notice was published August 8, 1990, On August 14,
1990, DOE also published a proposed revision 1o an existing system of records. The title of
DOE-TS was amended from DOE-73, "Savannah River Telephone Call Account System” to
DOE-7S8, "Call Betanl Records.” This change included all DOE locations rather than the
previous system which allowed collection of data at Savannah River only,

In 1991, ;he Department of Energy published a proposed amendment to an existing
system of records. DOE-54, “Investigative Files of Inspecior General™ was revised 1o reflect
the change in storage of investigative data to include storage on floppy and hard computer
disks. This system was published in final on April 10, 1992,
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Department of Health and Human Services

Systems of Records Publication Activity
1975-1981
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In 1990, the Department added 13 new non-exempt systems of records. It also added
19 new routine uses.

In 1992, the Department added 10 new systems of records and 4 new routine uses.

The Social Security Administration received a letter from the National Senior Citizens
Law Center regarding the establishment of the Privacy Act system of records "Master
Representative Payee File," The thrust of the comments was for greater and more direct access
to information in the file by beneficiaries and other individuals to whom the information
pertains. This was the only public comment received by the Depariment in response 1o 2
published system of records notice. '



Department of Housing and Urban Development

Systems of Records Publication Activity
19751991
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In 1990, the Depariment published four notices in the Federal Register relating to Its
Privacy Act System of Records:

s A new systems of records, HUD/Dept-81 Ethies Filings, and three amendments:

+ Amendment to HUD/Dept-2, Accounting Records;

s Amendment to HUD/Dept-32 Delinquent/Defanlt/Assigned/Temporary Mortgage
Assistance Payments (TMAP) Program; and

» Amendment 10 HUD/H-Il Multifamily Tenant Characteristics Data,

In 1991, two notices were published in the Federal Regisier:

«  Amendment to HUD/Dept-81 Ethics Filings; and
+ New system, HUD/Dept-82 ADP Security Clearance Information System,
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Department of the Interior

Systems of Records Publication Activity
1975-1991
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During 1990 and 1991, the Department published seven and five notices respectively.
During this two vear period, the number of systems of records notices maintzined by the
Department of the Interior {DO1) decreased from 223, at the end of calendar year 1989, to
221, at the end of calendar year 1991, This decrease was the net result of the establishment of
three new systems of records notices, and the deletion of five other systems of records notices.
One new system of records notice pertains to 4 system of records maintained on individuals
associated with surface mining operations, who are Federal violators or have unpaid penalties;
and the other two new systems of records notices periain to two systems of records maintained
on individuals associated with the land and minerals program, The five deleted systems of
records notices included three notices that pertained to records previously maintained on
individuals associated with the langd and minerals program. These three notices were replaced
by two of the new systems of records notices. In addition, the deletions also included one
system of records notice concerning records no longer maintained on individuals associated
with certain correspondence files, and one system of records notice that had been determined
10 be repetitive of a Department-wide system of records notice pertaining to administrative
operations.

i
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Six of the eight routine use additions published in 1990 pertain o four record systems
concerning Indian social service and law enforcement programs, and expanded and clarified
existing routine uses to include the release, for the purpose of protection of a child, to the
appropriate Federal, State, local or tribal government agencies and appropriate persons
responsible for the protection of 4 child. One additional routine use pertains to the disclosure
of financial information to another Federal agency for the purpose of collecting a debt owed
the Federal government. One additional routine tise pertains to the disclosure to employees
and contractors of DOE and the Nuclear Regulatory Commission, in the conduct of audits of
DOI programs, including the employment records for those employees whose work is related
to high level nuclear waste. The Department did not publish any changes to routine uses in
1991.

In 1990 and 1991, the Department did not receive any public comments related to any
of its systems of records or other Privacy Act activities.
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Department of Justice

", Systems of Records Publication Activity
1975-1991
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In 1990, the Department deleted one and added four non-exempt systems. DOJ also
added two and deleted six routine uses.

p Specifically, on February 13, 1989 (54 FR 6626), the Criminal Division removed a
system which originally had been established to assist the United States Attorneys in locating
persons whose addresses were unknown and who had outstanding and uncollected Federal
¢riminal fines or Federal bond forfeitures. (The system was entitled "Records on Persons Who
Have Qutstanding and Uncollected Federal Criminal Fines or Federal Bond Forfeitures,
Justice/CRM-016.") However, because the Criminal Division no longer provided this
assistance and the records refention period established by the National Archives and Records
Administration (NARA) for these records had expired, the records were destroyed in
accordance with the appropriate General Records Schedule (GRS},

The Office of Justice Programs published a new system entitled "Denial of Federal
Benefits Clearinghouse System (DEBAR), Justice/OIP-013," (55 FR 31459), The system
covers individuals convicied of Federal or State offenses involving drug
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trafficking or possession of a controlled substance who have been denied Federal benefits by
Federal or State courts pursuant to Section 5301 of the Anti-Drug Abuse Act of 1988, The
President’s report {issued pursuant 1o the statute} sets the Department of Justice up as the
*clearinghouse for the judiciary” and, as such, requires the Department to *maintain records of
all information received from Federal and State court officials, and [to] forward such data to
the General Services Administration (GSA) for inclusion on the *Lists of Parties Excluded
from Federal Procurement or Non procurement Programs® (Debarment List),” (In turn, GSA
is tasked with keeping this list current and making it available to other agencies.)

The Justice Management Division published a system of records entitled *Employee
Agsistance Program (EAP} Treatment and Referral Records, Tustice/TMD-016," on April 2,
1990 (33 FR 12296). Subsequently, on October 1, 1990 (55 FR 40020) a new routine use was
published; on November 26, 1990 (55 FR 49149}, a complete description of the system,
including the new routine use, was published in the annual compilation of minor changes.
CGenerally, the system covers current and former employees of the Department's Offices,
Boards, and Divisions; however, it may occasionally cover current and former employees of
other Department organizations. The EAP is 3 voluntary program designed to assist the
recovery of employees whe are experiencing one or more of a variety of personal or
behavioral problems {e.g., marital, financial, substance abuse). Records are maintained to
document referral and participation in the EAP program; the mature and effects of the
employee's personal or behavioral problem(s); efforts to counsel, treat, and rehabilitate the
employee; and progress made in attaining his/her full recovery. Records may be used to track
compliance with agreements made to mitigate discipline based upon treatment {abeyance
agreements),

The Immigration and Naturalization Service (NS} published two systems of records.
The “Security Access Control System (SACS), Justice/INS-014" (published on May 10, 1950
{55 FR 196743} covers INS employees and is used o improve the security of Federal records
and property {and the safety of INS employees) by instituting 8 more effective means by which
to detect unauthorized entry into INS buildings. The "Port of Entry Office Management
Support System (POMS), Justice/INS-015" (published on June 14, 1990 (35 FR 24167))
covers INS emplovees assigned inspection duties at U.S. ports of entry and is used to assist
management in scheduling leave, assigning and controlling overtime, accounting for use of
overtime funds, and in the overall management of resources at the various ports of entry.

A routine use was added to the "Depariment of Fustice (DOJ) Controlled Parking
Records, Justice/IMD-017* on October 2, 1990 (55 FR 40245). The routine use permits the
disclosure of relevant information about parking assignments 1o other Federal agencies to
enable DOJ, as well as the recipient Federal agencies, to ensure fairness in agency parking
programs. {Agency parking spaces may be assigned according to 2 variety of established
priorities among Federal agencies, and in some instances, according to specific criteria, .g.,
carpoals with the greatest number of participants (except in a tie}.)
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One routine use was added and four were deleted from the “Employee Assistance
Program 40020). The new routine use was added to permit disclosure 10 the extent necessary
to prevent an imminent and potential crime which directly threatens loss of life or serious
bodily injury. The four were deleted because the Privacy Act already provided the necessary
and appropriate authority for the proposed disclosures.

Two routine uscs were deleted from the "Deportable Alien Control System (DACS),
Justice/INS-012” on November 26, 1990 (35 FR 49181). The DACS system provides INS
with an automated data base which assists in the arrest, deportation, or detention of aliens in
accordance with immigration and nationality laws, It also serves as a docket and control
system by providing management with information concerning the status and/or dispesition of
deportable aliens. A routing use permitting release to the alien {or to hissher attomey or
representative} in connection with any procseding before INS was deleted. Such a routing use
is unnecessary where the alien is subseguently "lawfully admitted for permanent residence”
{(and thus an “individual® under the Act)--unnecessary because the information in a non-¢xempt
" system cannot be withheld from the individual covered by the system. Similarly, with the
alien's written consent, the information cannot be withheld from the alien's attomey or
represeniative. INS also determined that it would not need a routing use allowing disclosure to
the news media and the public pursuant to 28 C.F.R. 50.2 (i.e., allowed unless it were
determined that release of the specific information in the context of a particular ¢ase would
constitute an unwarranted invasion of personal privacy).

Finally, on November 26, 1990, the Department published its annual compilation of
minor changes (o systems of records for calendar year 1590

In 1991, the Department delefed three non-exempt systems. In addition, DOJ added
threc non-exempt systems and two exempt systems. Finally, the agency redescribed an
existing systems. Major changes to the system included the removal of & routing use and the
promulgation of exemptions.

Specifically, INS deleted the fellowing systems of records on March 5, 1991 (56 FR
9234): Application/Petition Tracking System {APTS), Justice/INS-002; Top Priority
Program (TPP), Justice/INS-004; and Case Control System, Justice/INS-003.

APTS records had been incorporated into a new Privacy Act system of records of much
broader scope entitled "Fees Application Receipt and Entry System (FARES), Justice/INS-
013.” TPP records had been established as temporary records and were destroyed in
accordance with an appropriate GRS one vear after the individual or organization ceased to be
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an active subject of the system. The TPP program had not been active since 1980, and no rew
records were being added fo the system. To the extent that records of a similar type exist in
INS official files, they may now be accessed from a system entitled "Immigration and
Naturalization Service (INS) Alien File {(A-File) and Central Index System {CIS), Justice/INS- .
0O01A.* Case control records were found to be duplicative of those either in the CIS system or
in the DACS system, Accordingly; the case ccmtroi records were deiezed in accordance with
the approprate GRS,

INS published two non-exempt systems of records. “The Secondary Verification
Automated Log (SVALY}, Justice/INS-016” (published on August 12, 1991 (56 FR 38157)) was
established to maintain records of a second attempt by entitlement agencies to verify
immigration status by comparing paper documents {known as the “secondary verification™).
Secondary verification is conducied where alien eligibility for certain bencfits was not or could
not be confirmed through direct access to an INS automated data base entitled ~Alien Status
Verification Index (ASVI)}, Justice/INSO09" (known as the "primary verification*), The
SVAL system is used to track the interim and final disposition of the second request to verify
eligibility which may require referral to an INS district office. The "Priority Automated
Commuter Entry Systems (PACES), Justice/INS-017* (published on June 11, 1991 (56 FR
26836)) was established to maintain records of the adjudication of applications to travel in
commuter lanes which have been provided at certain land border entry points into the United
States. The lanes have been provided to reduce border delays by allowing low-risk frequent
border crossers, who have beéen pre-screened and pre-authorized, to travel across the border
subject only to random border inspections.

The Antitrust Division published the “Civil Investigative Demand (CID) Tracking
System, Justice/ ATR-014" on November 6, 1991 (56 FR 56664), The system is used (1) to
determine whether a party has been the recipient of a CID during a previous investigation(s),
{2) to identify the title (or nature) of that investigation{s), and (3) to determine whether that
individual should be issued a CID in an ongoing investigation(s). {CID's require the
production of documents and/or answers to written interrogatories, or oral testimony, in
coonection with certain ¢ivil Investigations.)

The Office of the Inspector General published two exempt systems of records. The
*Office of the Inspector General Records Index System, Justice/OIG-001" (published on
September 25, 1991 (56 FR 48378)) was established {o enable the Inspector General to cary
out his responsibilities for auditing, inspecting, and investigating Departmental programs and
operations with an objective to promote economy, efficiency, and effectiveness of such
programs and operations, and to prevent and detect fraud, waste, and abuse in such programs
and operations. The "Office of Inspector General, Freedom of Information/Privacy Act
{FOTA/PA) Records, Justice/OIG-003" (published on October 9, 1991 (56 FR 50947)) was
extablished to enable the OIG to process requests for access to its records under the FOIA/PA,
Thig system may contain investigative records that were withheld pursuant to a request for
access to Justice/QIG-001.
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The United States Marshals Service (USMS) published its "Prisoner Transportation
System, Justice/USN-003," on September 6, 1991 (56 FR 44101) to more clearly describe the
records of the system and to identify the tecords as those relating only fo the inter district
movement of prisoners, The USMS also exempted the system from certain Privacy Act
provisions and deleted an unnecessary routine use.  The exemptions were promulgated to
protect the security of prisoners, informants, and law enforcement personnel; and 1o prevent a
serious threat to law enforcement communications systems. Since the USMS is a non
litigating agency, the routine use permitting it to disclose records directly to adjudicative
bodies or to the courts during litigation was removed.

On November 19, 1991 (56 FR 58399), the Department published notice of the
reassignment of responsibilities affecting three of its systems of records. Publication of the
notice was accompanied by a final rule document 10 make appropriate changes to Title 28 of
the Code of Federal Regulations (28 C.F.R.), Appropriate changes were made to both the
notice and 10 28 C.F.R, 1o reflect (1) reassignment of responsibility for drug enforcement task
force evaluation and reporting records from the Office of the Associate Attorney General to
the Office of the Deputy Attorney General and (2} reassignment of responsibility for Assistant
United States Attorney applicant and personnel records from the Office of the Deputy Attomey
General to the Exccutive Office for United States Attorneys. The changes affected internal
management responsibilities only and did not have any effect on the public,

Finally, on March 10, 1992 (57 FR 8473), the Department published its annual
compilation of minor changes to systems of records for calendar year 1991,

The Depariment received comments about Privacy Act systems on four occasions-on
thres occasions from the Chairman of the House Committee on Government Operations, and
on one occasion from a private citizen,

» By letter dated March 30, 1990, Chairman Bob Wise, House Commitiee on
Government Operations, objected to certain routine uses as outlined in the new EAP
system. The Chairman objected generally on the basis that other provisions of the
Privacy Act already provided authority for necessary and appropriate disclosures. The
Departrment responded on January 29, 1991, and agreed to remove the routine uses.

» By letter dated September 16, 1991, the Chairman requested that the Department
review and reconsider the application of the (J}(2) exemption to the “Office of the
Inspector General Record Index, Justice/OIG-001" system of records, He objected on
the basis that the (5)(2) exemption is only available for a system of records maintained
by an agency or component thereof which performs as its principal function any
activity pertaining to the enforcement of criminal laws.
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+ In a letter dated December 17, 1991, the Department responded that the system is
indeed an investigative record system and is maintained by the Investigations Divigion
of the Department's Office of the Inspector General {i.e., an identifiable ¢riminal
investigation subunit} in which other OIG divisions play a limited, or subsidiary, part.
In a letter dated December 19, 1991, the Chatrman accepted this explanation for the
application of ()(2) to this system,

» In a separate letter, dated October 2, 1991, the Chairman cbjected on the same basis 1
the application of (}(2) to the FOIA/PA records system. He also objected to 2 routine
use whxch would permit the disclosure of information to the news media and the public
pursvant to 28 C.F.R. 50.2. He argued that the effect of the routing use, combined
with the exemption, was to deny individuals any right to see records pertaining to
themselves while reserving the right to make the same information public,

» In 2 separate letter, also dated December 17, 1991, the Department explained that this
system is largely derivative of other, underlying, record systems and contains few
original materials, and that the exemption i$ necessary to prevent the requester from
cbiaining the same previously-withheld materials merely by making a subseguent
request for access 1o this system. The Department cited recent case law which, in
principle, supported this position. In addition, the Department explained that the
purpose of the routine use was to permit disclosure to the public of such information
protecied by the Privacy Act as could not be withheld under the FOIA, The routine
use would allow the Department to make such disclosures whether or not it has an
FOIA request physically in hand. {See Bartel v, FAA, 725 ¥.2d 1403, 1411 - 13
(D.C. Cir. 1984}

In his letter of December 19, 1991, Chairman Wise continued to object to the
application of (1)(2) to this system, contending that regardless of its contents, the system did
not meet the law's threshoid requirement (i.e., that (3(2) can be applied only to 2 system of
records maintained by an agency or component thereof which performs as its principal
function any activity pertaining to the enforcement of criminal laws). He accepted the
Depariment’s explanation for the routine use with a caveat that the routine use language shouvld
be more narrowly construcied to reflect the Department's intent, 1.¢., himited to disclosures
that are required under the FOIA.

In conclusion, the Department determined that the {){2) exemption was properly
claimed for both of these systems and the routine use was both necessary and proper.
However, the "Office of the Inspector General Index System” was renamed 1o *Office of the
Inspector General Investigative Records” to more clearly reflect the nature of the system (37
FR 8476).

1-1%



o ‘The Department received undated comments from a private citizen who favored the
exemption of the “United States Marshals Service Prisoner Transportation System,
Justice/USM-003,H but expressed concern about the proposed routine uses, The

routine uses would permit disclosure 10 ihs news media and the public; 1o Members of '

Congress; and to NARA,

By Ieiter dated November 18, 1991, the Departmem explained that where appropriate,
and within the limitations defined by the Privacy Act, the Privacy Act permits disclosure if 30
days notice thereof has been published in the Federal Register. The specific routine uses were
explained generally as follows: The routine uses would permit disclosure to the news media
only 1o the extent that such disclosure would not constitute an unwarranied invasion of privacy
and only to the extent such disclosure is required by the FOIA; t0 a Member of Congress only
where he/she has requested the information on behalf of and at the request of the individual,
and only to the extent that the FOIA requires disclosure to the individual {(notwithstanding the
exemption) were he/she 1o make hisfher own request; and to NARA only to perform a
statutorily required government function,

1-1%
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On February 28,1990, the Department published a 93 page document in the Federal

Regisrerwhich republished, in full, all of its systems of records. This republication
updated an earlier July 13, 1982 publication. The 1990 publication listed 97 systems,

In 1991, no changes to the systems of records were made or published, but the

Department is currently preparing 2 new republication, in full, in order to update the 1990

document.

The Depantment received only one letter of comment regarding the February 28, 1990
publication, this being from Congressman Robert E. Wise, Jr., Chairman of the Government

Information, Justice and Agriculture Subcommittee of the Commitiee on Government

Operations. By letter dated April 5, 1990, Congressman Wise commented that some of the
proposed routing wges and some of the exemptions were inappropriate. By letter dated October
18, 1990, the Solicitor of Labor, Robert P, Davis, responded to these comments, essentially
by explaining the basis for the exernptions, However, the Department did agree to amend

certain of the routine uses, as was recommended by the Congressman,
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Department of State

Systems of Records Publication Activity
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On February 21, 1991, the Department published a comprehensive revision of the
records of the Office of the Inspector General (STATE-33) which included changes 1o the
name location, categories of individuals and of records, authority, routine uses, retrievability,
safeguards, retention, and disposal.
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In January 1990, the U.8. Coast Guard amended DOT/CG-634 (Child Care Program
Record System) to cover all records maintained by the U.8. Coast Guard pertaining to children
of active duty members of the Uniformed Services and other Federal employees who are
enrolied in a 1.5, Coast Guard child care program.

In February 1990, the U.8. Coast Guard amended DOT/CG-571 (Physical Disability
Separation System) to revise the system's location, policics and practices for storing,
retrieving, accessing, refaining, and digposing of records in the system.

In April 1980, the Federal Aviation Administration amended DOT/ FAA-815
(Investigative Record System) to expand the categories of records to include information
regarding illegal drug trafficking by pilots, aircrafi owners, and aircraft mechanics, and by
adding computer system hardware and software.

In September 1990, the Depariment of Transportation revised its General Routine Use
regarding use of Privacy Act records in litigation to conform with Office of Management and
Budget advice,
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In November 1990, the Research and Special Programs Administration established
three new systems of records, DOT/ RSPA-0S (Hazardous Materials Incident Telephonic
Report System); DOT/RSPA-10 (Hazardous Materials Incident Written Report System; and
DOT/RSPA-11 (Hazardous Materials Information Requests System), to cover records
maintained in connection with the collection and dissemination of information related to the
release of hazardous materials durisg transportation (including transportation by pipeline).

In Janvary 1991, the U.S. Coast Guard established a new system of records,
DOT/CG-577 (USCG Federal Medical Care Recovery Act Record System), to cover all
records on claims pursued under the Federal Medical Care Recovery Act.

In April 1991, the Office of the Secretary established a new system of records,
DOT/ALL-?, for the Departmental Accounting and Financial Information System maintained
in connection with the accounting for and maintenance of financial information for the
agencies within the Department of Transportation. ‘

In May 1991, the Saint Lawrence Seaway Development Corporation (SLSDC) deleted
DOT/SLS-155 (Emergency Operating Records) because it is no longer in existence. The
SLSDC alsoc amended three systerns of records, IDOT/SLS-151 (Claimants under Federal Tort
Claims Act); DOT/SLS-152 {Data Automation Program Records); and DOT/SLS-153
(Employees' Compensation Records), o revise the systems’ locations and change the name
and address of the systems manager for each,

In August 1991, the Office of the Secretary amended two systems of records,
DOT/OST-024 (Parking Permit Application File and Vanpool Application File); and
DOT/OST-025 (Parking Permit Management System), to include, as a routine use of the
information contained in each system, matching of applicants for the purpose of creating or
adding to carpools and vanpools and the distribution of information concerning applications by
individuals to other Federal agencies as part of a matching program designed 1o expose
fraudulent applications,

In November 1981, the Office of the Secretary established a new system of records,
DOT/ALL-R (Employee Transportation Facilitation), to reflect the data collected for ride
sharing, parking permit application files, vanpool application files, and transit fare subsidies.
DOTHOST-024 {Parking Permit Application Files and Vanpool Application Files) was deleted
and merged with the new DOT/ALL-Z system of records for better management and control.

The agency received no comments on any of its publications.
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Systems of Records Publication Activity
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In CY 90, the Department of the Treasury published one non-exempt system of records
notice; one exempt system of records notice; and on¢ notice amending 2 routine use for a
system of records.

As a result of the Financial Institutions Reform, Recovery and Enforcement Act of
1989 (FIRREA), the Federal Home Loan Bank Board (FHLEBB) was terminated and part of its
functions were assigned to the Office of Thrift Supervision (OTS), which became a component
of the Department of the Treasury. A notice was published on August 2, 1990, to correct the
disclosure regulations published by OTS (November 1989) by adding the regulation exempting
a system of records from certain provisions of the Privacy Act. The Department of the
Treasury published a notice adopting the FHLEBB's systems of records on October 29, 1990,

In CY 91, the Department of the Treasury added nine new non-exempt systems of
records to its inventory of Privacy Act syslems of records. Three systems of records notices
were altered; two of those alterations involved the addition of new routine uses. No comments
were received on any of the Department's publication or other Privacy Act implementing
activities. ‘
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Department of Veterans Affairs

Systems of Records Publication Activity
1975-1991

70

B e s e e e A

a0 ” . : o e AL
e fB— Exampt

20

1 e somme s - -

1076 192¢ 15¥Y 1574 1979 1HE0 1981 1882 1583 1992 198G 1589 1987 1288 1080 1890 14M1

In 1999, the publication activities of the Veterans Health Administration (VHA)
primarily related to the credentialing and privileging of clinicians, and reports to, and requests
for information from the National Practitioner Data Bank. A new system of records was
¢stablished to house the records that relate to these programs. In addition, 2 routine uscs were
added 1o the notices of 17 systems of records (6 VA systems notices) to address activities
related to the National Practitioner Data Bank, In 1991, VHA publication activities included
the following:

» The notices for § systems were amended 10 more accurately describe the information
that is maintained in the records.

» The notices for 3 systems of records were deleted where the records are no longer
maintained or the information is included in another system of records.

+ A new system of records was established for information that is mzintained in the
Decentralized Hospital Computer Program.
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The notice for the Health Care Provider Credentialing and Privileging Records System
was republished to announce some changes to the system notice, to address the public
comments that were received which addressed some of the routine uses, and to change
the title of the system to Health Care Provider Records.

Public comments were received concerning a new system of records (77VAl, Health |

Care Provider Credentialing and Privileging Records-VA}Y which was published on July 27,
1990 (55 R 30790). Seventeen routine uses were proposed for the system of records. Since a
number of public comments were received, on October 30, 1990 (85 FR 45716) the public
comment period was exiended unitl Novemnber 28, 1990, The comments were addressed in a
republication of the system notice on June 13, 1991 (56 FR 27292). Comments were received
from 12 individuals or groups of individuals:

Nine commenters erroneously interpreted a routine use to permit the disclosure of
medical quality assurance information that is protected from disclosure by 38 U.8.C.
5705,

Two commenters misinterpreted a routing use which provides for disclosures to
congressional offices when an inguiry is made on behalf of the subject of the records.

Two commenters also misinterpreted a routine use that permits the disclosure of certain
information to labor organizations.

Eleven comments concerned a routine use which proposed the disclosure of certain
information concerning health care providers {o patients when the information was
needed by the patient to make a decision regarding treaiment. The routine use was
revised as a result of the comments.

Fina! Regulations and Rules of Practice were published in the Federal Register on

February 3, 1992 (57 FR 4088), for the Beard of Veterans” Appeals’ System of Records,
BIVAQIL, Attorney Fee Schedules, which became effeciive on March 4, 1992, Although there
were comments registered with respect (o that publication in the Federal Register, none of the
comments concemned the Board's system of records or implicated the Privacy Aci, even though
subpart G of 38 C F_R. Part 20 involves representation.
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Central Intelligence Agency

Systems of Rec;irds Publication Activity
1975-1991
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The Central 1ntc§1§gezzcé Agency (CIA) had no publication activities in 1950 and 1991
concerning its Privacy Act Systems of Records,
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National Science Foundation

Systems of Records Publication Activity
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NSF received comments from Congressman Robert E. Wise, Ir., objecting to NSF's
use of the (k}(5) exemption for investigatory material which would identify persons supplying
evaluations of NSF applicants and their proposals.

NSF agreed that reviewers should be aware of the possibility that their identities could
be released. Tt current Privacy Act notice to reviewers states that (i) reviewer identities will be
kept confidential to the maximum extent possible, and (1) NSF considers reviews to be exempi
from disclosure but cannot guarantes that it will not be forced to release them, In response fo
Congressman Wises’ concerns, NSF agreed to amend #s notice to make more explicit the
possibility that NSF might be required to release veviewer identities under the Privacy Act.
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Office of Personnel Management
Systems of Records Publication Activity
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On February 5, 1990, OPM published in the Federal Register, in their entirety, all
OPM systems of records. No comments were received regarding any of the changes made to
the notices (e.g., new routine uses).

An exemption to one system of records, OPM/GQOVT-6, Personnel Research and Test
Validation, system was proposed on February 26, 1991, at §6 FR 7819. The exemption
proposed, (k)(4), was adopted on May 16, 1992, at 57 FR 20956 when the accompanying
regulatory change became final,
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Panama Canal Commission

Systems of Records Publication Activity
1975-1991
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The Panama Canal Cdmmission had no publication activities during 1990 and 1991.
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Securities and Exchange Commission

Systems of Records Publication Activity
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In 1990, the Commission conducted an extensive review of its published systems of
records notices. During the course of this review, numerous notices covering systems of
records no longer used or maintained by the Commission were identified. For the most part,
publication activity focused primarily on the deletion of these obsolete notices. In addition, the
Commission consolidated several system notices that were redundant. Prior io the
consolidation, the Commission maintained more than twenty descriptions of systems of records
for its enforcement files. The consolidation was intended to refiect the actual practice of
requesters and Commission staff of treating such files as falling into a single system of
records, and to bring the congolidated descriptions up to date.

In 1991, the Commission continued its review of published systems of records notices
and identified ten notices that required minor alterations, For the most part, these alterations
involved updating Commisgion addresses, but included revised system names, & revised system
manager, corrected C.F. R, citations, and a revised retention and disposal period.
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Small Business Administration

Systems of Records Publication Activity
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There were no publication activities in 1990,

On February 26, 1991, the SBA's complete Systems of Records was published in the
Federal Register s a Revision of Privacy Act Systems of Records. A correction was published
on March 13, 1991 to include routine uses for a particular system which were omitted as a
result of a typographical error.
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United States Information Agency

Systems of Records Publication Activity
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USIA's Privacy Act Notice of Systems of Records was entirely updated and
republished in the Federal Register, August 6, 1990 (Vol. 55, No. 151).

No updates were determined to be necessary in 1991,
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In 1980, the Postal Service published notice of a new computer matching program and
related routine use; two new systems of records; and, editorial corrections and revisions to
several systems of records. Each notice 18 discussed briefly below:

« Notice of the matching program.  On May 17, 1990 (838 FR 20554}, the Postal
Service published notice of a new maiching program that compared postal employes
data with the Colorady Burean of Investigation's arrest and fugitive data. The same
publication contained notice of a new routine use permitting disclosure of limited
payroll information to accomplish that program. The program is further described
below,

« Notice of two new systems of records. On October 10, 1990 (55 FR 41282}, the Postal
Service published notice of two new systems of records. New system USPS 150,030,
Records and Information Management--Computer Logon ID Records collects
information linking a user of a Postal Service computer (0 an assigned computer logon
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1991

1D for the purpose of controlling access to computer data and/or files. New system of
records USPS 040.040, Customer Programs--Customer Holiday Address List File
collects names and addresses of customers who elected to submit their holiday mailing
lists for conversion to pre-bar-coded mailing labels as part of a limited test. This sysiem
is further described below.

Notice of editorial corrections and revisions to several systems of records. On October
11, 1890 (35 FR 197}, the Postal Service published notice of editorial corrections and
revisions to six systems of records. The changes corrected an earlier publication typo
and clarified system descriptions, but did not alter the nature, characteristics, or
purposes of the involved systems.

The Postal Service published notice of editorial changes to a sysiem of records; a new

routine vse to an existing system of records; expansion of the categories of individuals and
records covered within an existing system of records; a new system of records and
modification to an existing system of records clarifying the types of information collected;
expansion of the categories of individuals within an existing system of records; and
amendment of an existing routine use. Each publication is discussed briefly below:

*

Notice of editorial changes to a system of records. On March 20, 1991 (56 FR 11798%)
the Postal Service published notice of editorial revisions to its existing system of
records USPS 080,010, Inspection Requirements--Investigative File System. The
revisions were extensive, but did not aher the character or use of information contained
in the system. For example, a generic description of investigative records was replaced
with a listing of the 229 statutes under which the Inspection Service has investigative
and enforcement authority, with the objective of enabling an individual fo better
determine whether records about him/ber may be contained within the system.

Notice of a new routine use to an existing system of records. On April 2, 1991 {56 FR
13505), the Postal Service published notice of the addition of a new routine use to
USPS 050.020, Finance Records--Payroll System to permit disclosure of limited
employee data to the Internal Revenue Service for computer maiching purposes. The
computer match compared postal employee and IRS delinguent taxpayer files to
identify postal employees owing delinquent federal taxes and returns and, if necessary,
10 levy their wages to collect the taxes, Since it was conducted for "tax admimistration”
purposes, the matching program was excluded from the computer matching provisions
of the Pr’igacy Act {5 USC 552a(a)(B)(B)(v)(113).

Notice of the expansion of the categories of individuals and records covered within an
existing system of records. On May 8, 1991 (56 FR 21386}, the Postal Service
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published advance notice of modification to USPS 120,140, Personnel Records-
Employse Assistance Program Records. The categories of individuals and records
covered were amended to reflect that records and information about one group of
individuals (applicants for EAP counselor positions) were no longer being kept while
those about another group {employee family members seeking referrals) were being
added. i

+ Notice of a new system of records and of modification to an existing system of records
clarifying the types of information collected.  On May 20, 1991 (56 FR 23(93), the
Paostal Service published notice of a new system of records. The new system, USPS
130.050, Philately--United States Postal Service Olympic Pen Pal Club, collects
information provided by children who register to be matched with a pen pal. In the
same notice, USPS 130.040, Philately--Philatelic Product Sales and Distribution was
renamed Philately--Postal Product Sales and Distribution and amended to make clear
that the system collects information about sales of postal products under promotion
programs as well as of philatelic items.

» Notice of expansion of the categories of individuals within an existing system of
records. On June 19, 1991 (56 FR 28181), the Postal Service published notice of
modifications to its system USPS 120.070, Persennel Records—~General Personnel
Folder {Official Personnel Folders and Records Related Thereto). The Federal
Emplovees Health Benefit Program (FEHB) requires the Postal Service to maintain
information on certain former spouse and family members who may be eligible for
health benefits coverage under the FEHB program. The category of individuals section
of the system description was amended to include former spouse and family members.

+ Notice of amendment of existing routine use. On July 28, 1991 (56 FR 35880), the
Postal Service published notice of its intent to amend system USPS 010,080, Collection
and Delivery Records--Rural Carrier Route Records. A routine use permitting
disclosure of name and address information to local governments or planning
authorities for the limited purpose of address conversion {for the 911 emergency
system} was amended to permit disclosure to agents under contract to those local
govermnments or planning authorities,

During calendar year 1990, the Postal Service received two comments, one in response
to its notice of a matching program and the cther in response to jts establishment of a new
system of records. None were received during calendar year 1991, Following is a brief
discussion of those received in 1990.

« The Maiching Program - The Postal Service published notice of its intent to conduct a

matching program that compared postal employee data with the Colorade Bureau of
Investigation's arrest and fugitive data. The objective of the program is to identify any
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which potentially relate to postal offenses, to locate fugitives, and to identify amployéés
who have engaged in criminal activities {e.8., narcotics use, theft, forgery) that may
make them unsuitable for postal employment,

Senator David Pryer's written comments questioned the program’s utility; the
possibility of any adverse actions against employees based on an arrest as opposed to a
conviction; the claimed benefit of deterrence; and the accuracy of arrest records used in the
match. The Postal Service responded to his specific questions at that time and recently sent a
follow-up letter discussing matching results to date. The USPS described to Senator Pryor the
extraordinary measures being taken to ensure that hit information is accurate and conclusive,
the nature of offenses identified, and how those offenses correlate to on-duty conduct that
could threaten postal revenues, mail security, and employee safety.

» The New System - The Postal Service published notice of its intent to establish a new
system of records collecting the names and addresses of customers who chose to submit
their holiday maiting lists for conversion to pre-bar-coded mailing labels as part of a
limited test in the Akron, Ghio area. During the holidays, there is a large increase in
handwritten envelopes which are not machine-readable and must be handled through
mote costly mechanized and manual processing. The cellected names and addresses
would ba converted to pre-bar-coded mailing labels permitting automated processing,

Congressman Bob Wise expressed his writien concerns that the Postal Service would

monitor the mailing practices of its customers by maintaining permanent lists of mailers and
' recipients of personal mail, The Postal Service assured Congressman Wise that it had no
interest in such monitoring and that the program was designed to increase the amount of
machine-readable mail during the Christmas mailing period, Congressman Wise was further
assured that the project in Akron would test the cost-effectiveness of the program and the
results would dictate 18 continuance.
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f Appendix 11

Sel&cte:d Agencies' Access and Amendment Activity

1990-1991
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Department of Agriculture
Access and Amendment Activities

Access Requests

. 1990 1991

MNumber of requests 3.698 3,822
Number granted in whole or part 3,430 3,583
Numbaer daniad in whole 127 141
Number for which no record was found 141 Be

Amendment Requests

1980 1491

Number of roeguests 495 530
Number granted in whole or part 458 474
Number denied In whole 37 &1

Appeals of Denials

1430 1891

Number of stcess denials appealed 3 8
Number in which denia! was upheld 2 3
Number of amendment denials appealed 4 1
Number in which denial was upheld 4 1

H .

Rexquests are processed under both Acts to provide the broadest possible access
and assistance, Requests are generally processed within 10 working days. Requests
are referred to other agencies only when the information requested is maintained by
those agencies, In instances where the information requested eatails USDA and
another Federal agency, USDA will consult with the other agency and attempt 10 reach
agreement on which agency should respond to the request. At present, there is no
backiog, '
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Department of Commerce
Access and A_mendment Activities

E Access Requests

. 1950 1981

Number of requests a3 83
Numbar granted in whole or part 75 A7
Number denied in whole 8 8
Number for which no record was found 7 7

Amendment Requests

1990 1891

Kumber of recuasts k| £}
Number granted in whole or part 0 0
Number denled in whale 1 )

Appeals of Denials

1990 1961

Number of access denials appealed Q G
Numbaet in which denial was upheld ( ¥
Number of amendment denials appealed { ¥
Number in which denial was uphald g 4

Requests for access to records under the Privacy Act rose by 30 percent from
the previous reporting period; requests to amend records remained nearly constant,
with no significant change from the previous reporting period.

There were no appeals based on access or amendment denials during the
reporting period,

The Department's policy for processing access and amendment requests under
both the Freedom of Information Act and the Privacy Act is based on the requester's
preference. In cases where the requester has not indicated either statute, the agency
uses both Acts. -
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Most of the requests are processed within 10 days. Because the Department
receives such a low volume of requests under the Privacy Act, there has never been a
backlog. Requests are referred 1o other agencies when it is determined that the referral
agency has jurisdictional interest in the responsive records,

In addition to the breakdown of activity as reported above, one request was
referred to the Office of Personfiel Management; and one request was canceled during
CY 1990, For CY 1991, one request resulted in no response from the requester when
the agency attempted to obtain additional identifying information,
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Department of Defense
Access and Amendment Activities

i

. Access Requests

1890 1991

 Murmber of requests 51,340 75,081

Number granted in whole or part 47,627 69,263

Number denied in whole 378 511

Number for which no record was faund 2,623 4,687

Amendment Requests

1980 1891

Humber of requasts 470 832

Number grantad in whols or part 338 824

Number deniad in whole 132 108
[

Appeals of Denials

' 1890 1991

Number.of access denialg appealed 78 58

Nymber in which denigl was upheld &0 J0

Number of srmendment denials appealed 28 25

Number in which denial was upheld 27 17

The DoD's procedures for accessing and/or amending records contained in a
system of records are outlined in each DoD system of records notice. The notice

provides the individual with an address and the information required to do a search for

records or to grant access. DoD 5400.11-R, Chapter 3, provides guidelines for DoD
Components in processing amendment or access requests. Each Component has

implemented DoD 5400.11-R through 2 regulation or instruction.

Requests that specifically cite or reasonably imply that the request is made under

the Privacy Act (PA) are processed under the PA. Requests that specifically cite or
reasonably imply that the request is made under the Freedom of Information Act
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(FOIA) are processed under the FOIA. Requests that ¢ite both the PA and the FOIA |
are processed under the Act that provides the greater degree of access,

The majority of requests are acknowledged within 10 working days and
answered within 30 days, The exception is the Defense Investigative Service where it
takes 45-50 days because requests for access to ongomg investigations are held until the
mvcszzgaﬁan is closed.

Reqzzeszs for records that are under the cognizance of another agency, are
forwarded to that agency for a response. The individual is notified of the referral
action.
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Department of Education
Access and Amendment Activities

Access Requests

18950 1991
Mumber of regupsts 94 109
Number eranted in whols or pant 74 83
Number denied in whole 2 2
Number for which no record was found 8 24

Amendment Requests

1980 1951
Number of requests ‘ 1 1
Number granted in whale ar part 1 0
Number deniad in whole 4] 1

Appeals of Denials

19490 1881
Number of secess deniply aonealed £ 0
Numboer in which denisl was upheld £ [t
Mumber of smendment dendals appealed 0 QO
Number in which denial was upheld Q 0

The Depariment processes requests for access to individuals® records under both
the Freedom of Information Act and the Privacy Act. In most cases, a requester may
request access to records pertaining o himself or herself under the Freedom of
Information Act or they do not cite either Act.

In the !case of payroli and persennel records, Department employees requesting
information about themselves do not cite the Privacy Act or the Freedom of
Information Act, These records are made available to employess upon request after
presenting their identification badge. Amendment to employee personnel records is
either by an official Personnel action or specific submission from the employee (i.e.,
name change), QOther requests for access or amendment 1o records follow the ¢riteria
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set forth in the Department's Privacy Act regulations at 34 CF R, Part 5b.

On an average, it takes 3-10 days to process a request once the request reaches the
office maintaining the responsive records. If the responsive records are on microfiche
or are stored at the Federal Records Center it may take one to two weeks to process the
request. There are no reported backlogs of Privacy Act requests.

The Department refers réquesters to other agencies under the {ollowing
circumstances: (1) Requests from former employees who request access 1o information
in their Official Personne! Folder are referred to the Office of Personnel Management;
and (2 Requests that are re-directed to another agency 25 2 result of the subject of the

request,
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Department of Energy

Access and Agnendment Activities

Access Requests
] 19380 1891
Number of requests 1,238 2,382 |
Number granted in whole or part 1,175 2,333
Number danied in whole 14 20
Numbaer for which no record was found 24 11
Amendment Requests
1990 19481
Humber of recuests ' K] Q
Number pranted in whole or pant 2 0
Number denied in whole 4] ]
! Appeals of Denials
]
1990 1991
Number of a¢cese denizls appealed 9 &
Number in which denial was uphsid g 3
Number of amendment denials apnealed G ]
Number in which denial was upheld O O

* 3 Appeals were dismissed

At Heéda;&zaﬁcrs, the Privacy Act {PA) Office and the Freedom of Information
Act (FOIA) Office are the same, however in some field locations the offices are
separate. DOE refers requesters 1o other agencies when the documents they are
requesting originated in an agency other than DOE (i.e., sccurily clearance
investigation files). In addition, if records are located that belong to another agency,
DOE refers review of those documents to the appropriate agency for a release
determination,

Requesters must provide proof of identification before a request will be
processed. In locations where the FOIA and PA are operated from two different
offices, the PA (ffice forwards requests to the FOIA Office when it is appropriate. On
average, DOE is able to process PA requesis in 60-90 days.
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Department of Health and Human Services
' Access and Amendment Activities

Access Requests

1900 1981
Number of requests 1,258 1,328
Nurmber gpranted in whols or part 1,174 1,248
Number denied in whale k) 1
Number for which na record was found 54 77

Amendment Requests

1990 1981
Number of requests 28 18
Number granted in wholg or pact 20 13
Number denied in whole & i

Appeals of Denials

1990 1591
Number of access denials appealed - 1 0
Number in which denial was uphseid 0 D
Number of amendment denials anpealed 1 O
Number in which denial was upheld O Y

The Operating Divisions of the Department (Administration for Children and
Families, Health Care Financing Administration, Public Health Service, and Social
Security Administration)} process access and amendment requests separately m
accordance with the published HHS Privacy Act Regulations, as supplemented by
Operating Division implementing instructions and guidelines, The Department policy
is to process under whichever Act (FOIA or Privacy Act) provides the most
information to the requester regardless of the statute cited in the request. Requests are
referred to other Federal agencies only if there is evidence that another agengy, such as
OPM, might be maintaining the requested records, or there is some indication that this
Department does not have the legal authority to release the records, Reguests are
generally processed by Department components within 10 days without creating a
backlog. Occasionally, complicated requests take mare time; for example, if requested
records must be collected from widely scattered locations in the Department.



1

Department of Housing and Urban Development
Access and Amendment Activities

Access Requests

1990 1991
Number of requests 23 35
Number granted in whole or part 23 31
Number denied in whole 0 3
Number for which ne record was found 0 1

Amendment Requests

1990 1991
Number of requests 1 1
Number granted in whole or part 1 1
Number denied in whole 0 0

Appeals of Denials

1990 1991
Number of access denials appealed 0 0
Number in which denial was upheld 0 0
Number of amendment denials appealed 0 0
Number in which denial was upheld 0 0

While there are two separate offices responsible for the Freedom of Information
Act and the Pnivacy Act, all incoming requests are initially reviewed to determine the
applicability of both Acts. Those actions applicable to both Acts are processed
accordingly in order to allow the inquirer the maximum opportunity to obtain the
requested information, This applies regardless as to whether the requester indicates
that the request is being requested under the Freedom of Information Act or the Privacy
Act. As you know there are statutory deadlines for responding to Freedom of
Information Requests; every effort is made to meet those deadlines. Generally, Privacy
Act requests are responded to within five working days; there is no backlog of requests.

Privacy Act requests are referred to other agencies only when the information

being requested originated with another agency or documents contain information that
originated with another agency. The general practice is to refer any requested
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documents originating with other agencies to those agencies for processing and direct
response to the requester; documents containing information that originated with other
agencies are referred to those agencies for consultation regarding the release or
withholding of the information. The requester is provided an interim response

indicating that the request has been forwarded to the originating agencies for a direct
response.
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Department of the Interior
Access and Amendment Activities

Access Requests

- 1980 1951

Number of requests 853 3,771
Number granted in whaols or pac 840 3,742
Number denied in whola Y .18
Number for which no record was found 8 13

Amendment Requests

19943 1991

Number of requests A% 10
Number granted in whole or part ) 8
Nurnber deniad in whols 1 2

Appeals of Denials

1880 1901

Number of sccess denipls apneated { 8
Number in which denial was upheld . 0 &
Number of smendment denials appealed 1 2 ]
Number in wbich dendal was upheld & 2

During the last four vears, the Department has experienced an increase in the
number of access requests. In 1988, the Department received 144 access requests,
compared 1o 3,771 access requests received in 1991, The Bureau of Indian Affairs
(BIA) received scventy-cight percent (78%) of the Department’s access requests during
1991,

In 1991, the DO conducted a Department-wide Privacy Act training program.
In addition, numerous bureaus and offices, in particular, the BlA held Privacy Act
training sessions. As a result of this training, the Depariment experienced a significant
increase in the number of access requests, particularly concerning BIA Indian
enrcliment and land records systems.

The Department maintains a decentralized Privacy Act program consisting of 24
bureau and office components.  Access requests received by the Department are
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processed under both the Privacy Act and the Freedom of Information Act. Records
are provided to the requester under either Act that provides the greater access to
records requested.

Privacy Act requests are usually processed within 10 working days. There is
currently no backlog of requests.

Privacy Act requests are referred to other Federal agencies when it is
determined that the requested records are maintained by that agency. The requester is
then informed of the referral action. In instances where the requested records are
determined to be maintained by an entity outside the Federal government, the requester
is told to submit a request directly to that entity.
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. Department of Justice
Access and Amendment Activities

Access Requests

P

1890 1991
Number of requesis 21,002 21,32%
Number grantad in whole or part 8,394 12,714
Number denied in whole 928 392
Number for which no record was found 5.404 3,695

Amendment Requests

1886 1891
Nurmber of mauosts 32 B85
Mumber granted in whole or part 2 53
Number denied in whaig 18 13

Appeals of Denials

1880 1991
Number of access denials appealed 347 274
Number in which denial was unheld 145 105
Number of amendment denials appesled 0 1
Number in which denial was upheld { 1

Sections 16.41 through 16.50 of Title 28 of the Code of Federal Regulations
provide a detailed description of how the Department processes Privacy Act requests

for access and amendment.

First party reguests are processed under the Privacy Act and the FOIA; third

party vequests are processed under the FOIA,

The length of tima it 1akes to process a request will vary significantly--often
within a Department component and more frequently among the components,
depending upon a wide range of variables, €.g., the nature of & request; whether

records are located and, if located, the number and type of responsive records located;
whether consultations with other Depariment components or agencies are required; and
whether field office locations must be searched, etc. Generally, components provided
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an “on average" estimate to process a request that ranged from 30 minutes to 105 days.
Two components provided estimates that exceeded a year. However, one of these
components, the Federal Bureau of Investigation (FBY), indicated that it does not track
separately the time it takes {0 process a Privacy Act request and gave an average
turnaround time of 451 days for responding to FOIA/Privacy Act requests (for which
records are found). In general, components who have field offices and/or those with
major law enforcement and litigation responsibilities reported longer processing times.

At the close of business on December 31, 1991, the Department had 8,024
unprocessed Privacy Act requests on hand,

Section 16.42 of 28 C.F.R. discusses the circumstances under which requesters
are referred to other agencies.
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Department of Labor
Access and Amendment Activities

Access Requests

; 1990 1991

Number of raguesis ) 868 1,326
Number granted in whols or part 828 1,278
Mumber denied in whols 27 33
Number for which no record was found 10 1.3

Amendment Requests

18980 1951

Number of requests 2 5
Number grented in whole or part \ 1 g
Number denied in whols 1 g3

Appeals of Denials

1950 1981

Number of aceess doenials appealed 29 )
Number in which denial wag upheld 22 16
Numbor of amendment denials appesied B 8
Nurmber in which dandal was ypheld 5 5

The Department processes requests for access under both the Freedom of
Information Act and the Privacy Act. This procedure is designed to permit a broader
release of Departmental records.

In this. Department, the majority of Privacy Act requests are processed within
30 days. Only one sub-agency has developed a backlog. The Office of Workers'
Compensation Programs, within the Employment Standards Administration, averages
approximately 1,000 requests per year, and therefore, their backlog varied from a very
small number to several hundred.

The Department refers requesters 10 other agencies whenever the other agency is
the custodian of the records that have been requested,

N7



Department of State
Access and Amendment Acfivities

Access Requests

* 1990 1991

Number of requests 843 732
Number granted in whols or pant 543 €38
Numbsr donied in whols Z 2
Numbar for which no record was found 118 T 88

Amendment Reqguests

1888 18481

Number of reguests & 25
Number pranted in whole or part 8 9
Numbasr denied in whaola i) 2

Appeals of Denials

1990 1991

Nurnber of access denisls apoealed 8 14
Numbaer in which denial was upheid 3 3
Number of amendment denials sppealed i g
Nymber in which denial was upheld o 0

Over a decade ago, the Department established a centralized approach 0
responding to all requests from the public under the Freedom of Information Act

(FQIA)Y, Privacy Act, Executive Orders No. §23§6 and 12600, Ethics in Government

Act, and referrals from other agenmcs

Basically, there are four stages in the Department’s processing of requests for

access under the Privacy Act or the FOIA:

+ Receipt and acknowledgment of the reguest;

» Search for and retrieval of the responsive documents;

« Review of the responsive documents; and
« Response and release to the requester,

The Department’s policy is that, within each stage of processing, a request
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proceeds on a first-in, first-out basis, unless a formal determination is made to
expedite. Because many requests necessitate multiple searches, different segments of
the same case may be at different levels in each of the queves simultancously. As a
result, parts of the response may be processed more quickly than others, That is,
following receipt and acknowledgment, it first goes 1o the bottom of the search queue
in the tasked location and works its way o the top, at which point the search is
undertaken and completed; that-segment of the request then moves to the bottom of the
review queue and works its way to the top, af which point the review of that segment is
undertaken and completed; then the segment moves to the bottom of the out-processing
queue and works its way to the top, at which point that segmeat is completed and the
requester is so advised of the results. Thus, simple requests, such as those for
identifiable documents that can be quickly located in one location with a small queve
generally will be processed more quickly.

The following are the Department’s statistics on average processing time:

1990 19891
Ditoct Requests 242 Days 381 Days
Privgey Referral 185 Days 380 Davs

The following are the Dcﬁaﬂmeni‘s backlog statistics:

1990 1981
Direct Requests 829 533
Heferrals 60 41
Access Appeais 15 23
Amendments 18 27
Apnosls of Amendment Danisly 4 5
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Department of Transportation
a Access and Amendment Activities

Access Requests

- 1880 1891

Number of requasts 16,265 17.881
Number granted in whole or part 14,550 12,736
Number denied in whole 11 g
Nuymber for which no record was found 1,204 5,236

Amendment Requests

1890 1941

Numbar of requests 3,008 3,085
Mumbee granted in whole or part 3,078 3,078
Numbaer denied in whole 23 7

Appeals of Denials

1980 1921

Number of access denials appealed 1 3
Number in which denial was upheld 1 3
Number of smendment denials appealed 3 pa
Number in which denial was upheld 3 2

A request by the subject of the information for access to or amendment of
information in a Privacy Act system of records is directed to the manager of the
system, irrespective of whether the request invokes the Privacy Act or the Freedom of
Information Act. The manager has the authonty to grant the request; a denial requires
legal staff concurrence.

A request by other than the subject of the information for access to information
in a Privacy Act system of records is denied if the request invokes the Privacy Act, and
the requester is advised that only the subject of the information has access rights under
the Privacy Act. A request by other than the subject of the information for access to
information in a Privacy Act system of records that invokes the Freedom of
Information Act is evaluated as is any other Freedom of Information request. The fact
information is in 2 Privacy Act system of records is considered in determining whether
disclosure would be an invasion of privacy, )
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Appeal of a decision to deny a request in any part is directed 1o the head of the
agency or histher delegate, irrespective of whether the initial request was treated under
Privacy Act or Freedom of Information Act. (For instance, for records maintained by
the Office of the Secretary of Transporiation (0OST), the General Counsel has been
delegated the authority to decide both Privacy Act and Freedom of Information Act
appeals.) The decision on appeal is administratively final, Decisions by any part of
DOT other than OST must have’ the concurrence of the Department’s General Counsel.
A senior attorney in the Office of the General Counsel reviews proposed denials for the
General Counsel.

The average time for processing a Privacy Act request is 10-12 working days. If
a delay is anticipated, the requester is sent an interim reply. The Depariment of
Transportation has no backlog of reguests to report,

Requesters are occasionally referred to other agencies where the requested files
are known o be maintained. When a reguest is referred, the requester is notified by
letter of the agency the request has been transferred to. If the information maintaingd in
" one of the agency’s system of records was originally provided by another agency, the
Diepartment requests that the originating agency review the record and approve release,
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Department of the Treasury
Access and Amendment Activities

Access Requests
) — 1990 1991 |
Numnber of requests 3,114 4,822
Numbser granted in whole or part 1,818 3,300
Numbaer denied in whole 808 865
Namber for which no record was found 387 426

Amendment Requests

1

18380 1581

Number of reguests 17 13

Number granted in whole or part 0 o

Nymbgr denied in whols 17 17
Appeals of Denials

1590 1991

Number of sccess denials appealed <) 11

Mumber in which denial was upheld B

 Number of amendment denizls appsaled 0 C
O

MNumber in which denial was upheld

Privacy Act requests received by the Department of the Treasury are processed
in accordance with Treasury Department disclosure regulations published at 31 CLF.R,
Part 1, Subpart C; Directive TD 25-04, “Implementation of the Privacy Act of 1874,
as amended”; and the "Privacy Act Handbook,™ The regulations set forth the general
procedures to be used by an individual to gain access to his or ber records, and list the
exemptions that may exist under 5 U.8.C. 852a (j) and (k). The procedures also
descnibe the required format of the request and any special requirements for access,
including access to medical records.

The procedures for the amendment of records pertaining to a requester are also

contained in Treasury regulation 31 C.F.R. Part 1, Subpart C. The procedures set out
the general requirements for making a request for amendment of records, describe the
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required format of a request, explain the procedures a responsible official is to use to
conduct & review for amendment of a record and what to include in the response to a
request for amendment when the request is denied, The appendices to the regulation
more specifically describe each Treasury component’s requirements for requesting
notification, access to and amendment of records.

To ensure maximum disclosure, the requests are processed under both the
Privacy Act and the Freedom of Information Act.

Privacy Act requests are in most cases processed within 10 days of receipt. In
others, the processing of a Privacy Act request has taken up to 5 months from the date
of receipt depending upon whether the records are law enforcement records, the need to
perfect the request, the scope and magnitude of the search, and the workload of the
program office, Department of the Treasury components that have backlogs report an
apgregate backlog of approximately 436 Privacy Act reguests.

The Department of the Treasury generally does not refer Privacy Act requests to
other agencies. Privacy Act requests and the associated documents have been referred
to other agencies when:

« The request should have been addressed to another agency; or
» The documents originated with another agency; or

» The request and associated records concern a joint training program and the
materials are divided between the Federal Law Enforcement Training Center
and another agency; or

» The record requesied was created by an agency other than the Department of the
Treasury and has been ¢lassified or otherwise restrictively endorsed by the
originating agency, and a copy is in the possession of the Treasury Department.
That record is referred 1o the originating agency for determination as to all
issues in accordance with the Privacy Act,
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 Department of Veterans Affairs
Access and Amendment Activities

Access Requests

“ 19460 | 199%

Number of requests 18,205 18,775
Number pranted in wholg or part 18,811 318,108
Number denied in whaole 73 102
Kumber for which no record wag found 521 by eis]

Amendment Requests

1980 189391

Number of requests Y74 193
Number granted in whole or part 126 145
Number deniad in whole 48 48

} Appeals of Denials

1880 1591

Number of access denials appealed 54 33
Numbaer in which denial was upheld g 7
Number of amandment denials appagled 3 23
Number in which denial was upheld 18 18

Access and amendment requests are handied on a case-by-case basis and may be
pracessed under the FOIA, the Privacy Act, or both, depending upon the statute ¢ited
in the request. VA follows the procedures set forth in the applicable VA regulations (38
C.F.R. 1.550 through 1.584) and VA Policy Manual, MP-1, Part II, Chapter 21,
*Access to Veterans Administration Systems of Records Under the Privacy Act of

1974.7

When a request for access involves a medical record which includes potentially
“sensitive information,” the record is reviewed by a designated physician at the health
care facility to determine if disclosure of the information would have a serious adverse
effect on the individual’s mental or physical health if disclosed to the individual, These
procedures follow the provisions established in 38 C.F.R. 1.577(d). A request for
amendment of a record is normally reviewed by the System Manager for a
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determination as 1o whether or not the record should be amended. A request that
involves amendment of a medical record is reviewed by a designated physician at the
health care facility.,

A response to a request is prepared in accordance with the time limits set forth
in the VA regulations. Requests are normally acknowledged within 10 days of receipt
in the office having custody of the records, excluding Saturdays, Sundays, and legal
public holidays. If the request is made under the FOIA, the acknowledgment includes
the Department’s determination to comply with the request. If the record cannot be
released within 10 days, it is released as soon as possible thereafter. If the request is for
amendment of a record covered by the Privacy Act, the action 10 amend or refuse the
amendment is normally taken within 30 days, and the requester is promptly notified of
that action. The average time o process requests for access to records covered by the
Privacy Act, that is, to release the information, varies between 7 and 30 workdays for
different VA components; to process requests to amend records varies between 13 and
30 workdays.

At the present time VA, has no reporied backlogs of reguests for access to or
amendment of records covered by the Privacy Act.

A request is referred to another agency when the other agency is the custodian
of the records.
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Central Intelligence Agency
Access and Amendment Activities

Access Reqguests

oA A L o sk b e e

1990 18991
Number of requests 1,886 1, 848
Number granted in whole or parnt 1,387 1,237
Number denied in whola 112 148
Nymber for which no record was found 334 303

Amendment Requests

1990 1981
Humber of requests 2 1
Number granted in whole or part 2 1
MNurnber donisd in whole 0 g

Appeals of Denials

19980 1991
Numbaer of access denials appealed 30 18
Number in which denlal was upheld 24 pit]
Nyumber of amendment denials appealed 0 0
Number i which denial was uphaeld 0 [¥]

Y

During CY 1990, the CIA processed own file requests only under the Privacy
Act. Beginning in CY 1991, if the requester 50 requested, the CIA processed own file
requests under both the Privacy Act and the Freedom of Information Act (FOIA).
Requests for amendments are processed on a case-by-case basis. The CIA receives very

few requests for amendments of records.

In CY 1990, the average processing time of a Privacy Act request was 3.1
months; in CY 1991 average processing time was 1.7 months. The backlog of Privacy
Act requests as of 31 December 1990 was 636; as of 31 December 1991 it was 754,

A requester will be referred to another U.S. Government agency only i it is
clear that what he or she is requesting would not be included in any records retained by
this Agency; i.e., a request for Naval personnel records weuld be referred to the U.S.

Department of the Navy.
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Office of Personnel Management
Access and Amendment Activities

Access Requests

“ 1990 1991
Nymbaer of requests ' 6,431 7,728
Number grantsd in whole or pary 5,874 7,222
Number denisd In whole - 11 g0
Numbser for which no recgrd was found 288 301

Amendment Requests

1940 1951

HNurnber of requests 90 63
Number granted in whole or part : 64 51
Numbaer denisd in whole 18 18

Appeals of Denials

_ 1880 1991

Number of scoess denials appsaled 1 3
Number in which denial was upheld 0 1
Number of smendment denials appealed 5 15
Number in which denial was uphatd 4 10

OPM processes under both Acts in order 1o provide maximum access to first
party requesters. The normal response time 15 10 working days. Currently OPM has no
backlog.

If the record is created and maintained in a syétcm of records by the other agency and

does not become part of an OPM system of records, QPM will refer the requester to
the originating agency,

127



; Appendix 111
Selected Agencies' Privacy Act Training Programs

Department of AZHCUIUTE ..o..v.v v+ eveserereeecressesessesssesssmesnseeseesenns TI2
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Depariment of Education....... cretatttrserraens eerevecnnaans ernessavaeeancs 113
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Depariment 0f the Interior .o ovvvrivnesiniiricnsionievisessss I1=3
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Office of Personnel Management ... Ceereteatasrcaiver i cias Hi-8

Hi-§

A =



Department of Agriculture
Privacy Act Training Program

The program congists of formal {raining through workshops, symposia, and seminars
sponsored or conducted by the Office of Management and Budget, Department of
Justice, Offie of Personnel Management, and the American Society of Access
Professionals. In-house training is provided on an ad hoc, ongoing basis through
directives, discussions, consultations, presentations by the primary legal and
administrative offices, as well as by individual agency officers.

Department of Commerce
Privacy Act Training Program

Although Commerce does not have a formal Privacy Act training program, all employees are
informed of their responsibilities under the Privacy Act during orientation for new employees.
Additionally, employees are given a congise list of do's and don'ts at the job site. Privacy Act
practitioners throughout the Department rely on the Department's Privacy Act handbocok as
well as on advise from the Departrment's legal and senior administrative specialisis.

Department of Defense
‘Privacy Act Training Program

All DoD Components have availed themselves of the DoD training film, "The Privacy Act
of 1974, produced by the Defense Privacy Office. The Defense Privacy Office conducts
an individualized training session for new DoD Component Privacy Points of Contact, as
do several of the Dol Components for individuals handling or creating systems of records.,
Components also take advantage of the Privacy Act courses offered by OPM and USDA,
and they participate in seminars given by the American Society of Access Professionals.
The Defense Privacy Office does put out a training manual for use by DoD personnel.

The Department of the Air Force publishes an Air Force Pamphlet 1241, "Privacy Act
Training” which is a self-paced training course and is designed to assist personnel who
create systems of records, disclose information from records or process requests. The Air
Force alse publishes "What You Should Know About The Privacy Act” that highlights the
key provisions of the Act. The Department of the Navy includes in Secretary of the Navy
Instruction 5211.5 a training package for use at local command levels, DCAA publishes an
Employee Guide to Privacy, and DIA holds a training class approximately twice a year
where the DIA Privacy Act Officer i3 available to answer guestions and provide materials,

i



Department of Education
Privacy Act Training Program

The Privacy Act Staff continually provides guidance and advice by telephone or in
person to ED employees seeking this service. The Department’s Admiinistrative
Communications System Directive on the Privacy Act provides instructions for system
managers and Department employees on Privacy Act requirements.

The Department's Privacy Act coordinators are encouraged to attend training
workshops and symposiums sponsored by the American Society of Access Professionals
-{ASAP).

Department of Energy
Privacy Act Training Program

The Freedom of Information/Privacy Act Office conducts a formal training seminar
approximately every other year. The seminar provides guidance in both the Freedam
of Information and Privacy Acts. In addition, the office conducts briefing meetings for
" offices which are in the process of revising a system notice. In the field, the Privacy
Act Officers give briefings for new employees on privacy issues. Some field offices
show a video tape which demonstrates situations involving privacy issues that may
occur in the workplace for new employees. Additional waining/guidance is provided
during reviews of field offices conducied by Headguarters and a modular training can
be prasenied, upon request, by Headquaniers staff.

Department of Health and Human Services
Privacy Act Training Program

In the office of the Secretary, most Privacy Act training is conducted either individually
or in small groups. Typically this takes place when individuals are involved in some
aspect of Privacy Act activity, such as drafting or updating a Privacy Act System Notice,
or attempting to respond to correspondence that relates to the Privacy Act. The HHS
Privacy Act Officer serves as the frainer or expert resource in such cases and provides
training materials and examples as appropriate. He also serves as a resource to the
Privacy Act Officers in the Operating Divisions where most of the systems of records are
maintained and where most of the Privacy Act correspondence is handled. Sometimes
the OGO Privacy Act Attorney pasticipates in such sessions in addition 1o briefing all
new attorneys on the Act and Deparimental policies and procedures relating to privacy.

H
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The Privacy Act Officers in the Operating Divisions provide both individual and group
Privacy Act training to employees. For example, the HCFA Privacy Act Officer works
closely with the HCFA Training Officer to ensure that all supervisors receive training in
Privacy Act matters. He also holds periodic training sessions for HCFA's Systems
Security Gfficers.

The Social Security Administration provides Privacy Act training during the Claims
Representative and Service Representative training classes. In 1991, SSA conducted a
Privacy Act conference for all Regional and Program Service Center Coardinators.

The Privacy Act Officer of the Public Health Service has developed a structured training
program for Washington Area personnel that includes a specific number of training hours
in such sesstons as: an Overview of the Act; Privacy Act amd Records Management; The
Impact of Privacy Act/Records Management on Information Resources Management;
Privacy, Act Considerations in Contracts for Electronic Records Systems. In addition,
the separaie agencies of the Public Health Service provide training tailored to particular
program needs. For example, each year the Epidemic Intelligence Service (EIS) of the
Centers for Disease Control {CDC) hires approximately 60 new medical officers who are
assigned to CDC's various organizational components. CDC Privacy Act staff provides
appropriate training for these officers during the summer or fall training classes for EIS
officers.

Department of Housing and Urban Development
Privacy Act Training Program

The Department's Privacy Act training program is an ongoing initiative. Departmental
policies and procedures pertaining to the Privacy Act are provided in Handbook 1325.1
Privacy Act. Day-to-day guidance is provided by the Departmental Privacy Act
Officer, as needed, through direct communication with a network of privacy laison
personnel. In addition, HUD provides privacy training to individual offices or groups
expressing a need for such training, The Department recently provided a Privacy
overview 10 a group of financial managers from Field offices. Generally, HUD tries to
conduct a Department-wide training program annually. The next training session is
scheduled for FY 1993,
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Department of the Interior
Privacy Act Training Program

In November 1991, the Department conducted a two-day training program covering
both the FOIA and the Privacy Act. Approximately 200 Department FOIA and
Privacy Act employees participfted in this training program. In addition, the
Department conducted Privacy Act training programs at individual bureaus and offices.
The Departmental Privacy Act Officer participated in many of these programs.

Department of Justice
Privacy Act Training Program

Training is provided by the Department’s Gffice of Information and Privacy, the
Department's Legal Education Institute, the Attorney General's Advocacy Institute, the
U.S. Marshals Training Academy, thé FBI Training Academy, and internally by
Department components. In addition, personnel attend training courses provided by
outside entities such as the American Society of Access Professionals, the Office of
Personnel Management, and the Department of Agriculture Graduate School.

The objective of the Department's training program is 1o train both generally and
specifically. The training program is designed to provide a general averview of the Act,
e.g., purpose, sanctions, exemptions, and agency requirements; and it is also tailored to
respond 10 specific job needs, e.g., those of the access professional and the litigator,
Training generally covers systems of records, routing uses, employee access, litigation
and appeal procedures, restrictions on disclosure, and disclosure accounting, as well as
any Privacy Act provisions which specifically relate to law enforcement activities.
Further, it vsually covers the “interface” of the FOIA with the Privacy Act. However,
for the benefit of DOJ access professionals and litigators, special emphasis is placed on
the disclosure restrictions and on how 1o avoid viclation of the Privacy Act during
litigation and civil discovery proceedings.

Department of Laber

Privacy Act Training Program

The Department seeks to train all employees who have been employed for two years or
less. This training is publicized through DOL Privacy Act coordinators. These three-
hour sessions are conducted approximately three times a year with an atiendance of
roughly 250 persons. Atiendance is taken, and certificates are presented to those who
attend, The Department also provides specialized training for specific groups such as
personnel managers, timekeepers, contract employees and employees of Job Corps
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centers. DOL thinks it reaches 60 percent of nationa! office employees with this
training, The Department also conducts training at its regional offices at their request.
All of the above training is conducted by the Office of the Solicitor,

Department of State
Privacy Act Training Program

Training at the Department of State is under the direction of the Foreign Service
Institute (FSI) and is conducted in conjunction with those officials who have a
recognized expertise in the subject matter, The Department’s Information and Privacy
Coordinator is called upon by FSI to participate in training programs that are, for the
most part, tailored 1o functional and operational areas of responsibility and include
automated systems managers, administrative officers, consular officers, ambassadors,
personnel specialists, principal officers, mid-level and junior Foreign Service officers,
etc. Training is provided on an individual basis to all new managers of systems of
records subject to the Privacy Act. In 1980, copies of Privacy Act Guidelines {copy
previously provided to OMB) were distributed to all Departmental offices, domestic
field offices, and overseas posts; the Guidelines are relied upon as a reference source
for privacy-related issues,

In conjunction with the Department of Agriculture’s Graduate School, the Department
spansored an on-site two-day seminar, Aprit 17-18, 1991, entitled “Implementation of
the Freedom of Information and Privacy Acts.” The seminar was open {o all
Department employees and was recommended for those having Freedom of Information
Act and Privacy Act responsibilities.

Officers in the Office of Freedom of Information, Privacy and Classification Review
attend conferences sponsored by the American Society of Access Professionals annually
and by other professional associations. These conferences offer an opportunity for
Depariment officers 1o become apprised of changes to legislation affecting the Privacy
Act as well as to participate in round-table discussions with other agencies regarding
their policies and procedures.

Department of Transportation
Privacy Act Training Program

€

A Privacy Act briefing 1s provided 10 new employees as part of their orientation
program. Individual Operating Administrations provide additional guidance to staff
whe have specific job-related Privacy Act responsibilities. The Office of the Secretary
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gives technical briefings to personnel when needed. In addition, the Department uses
the training programs provided by the Depantment of Justice, Department of
Agriculture, and the Office of Personnel Management. Agency personnel who either
directly or indirectly process Privacy Act and/or Freedom of Information Act requests
are sent to a two-day workshop covering both Acts.

-

Department of the Treasury
Privacy Act Training Program

The Department of the Treasury and its components provide training 10 their employees
on sgveral levels. Privacy Act training is provided to employees as part of monthly
briefings; as part of crientation packages prepared for new employees; as part of
executive staff meetings, secretarial or administrative personnel training sessions, or as
part of special training sessions on the disclosure of medical records. Certain other
employees receive Privacy Act training as part of their regular training for new
positions to which they have been appointed. The Internal Revenue Service has a
Privacy Act training course available on its Nationwide Avtomated Training System
(ATS), and the Privacy Act Officer at the Bureau of the Public Debt writes a regular
column in the employee newsletter on Privacy Act issues. In addition, the Depariment
of the Treasury published its Privacy Act Handbook in 1991, which is made available
to Privacy Act officers, system managers, office directors, and other employees.

The Department's Privacy Act officers and other responsible officials regularly take
advantage of the training offered by the Department of Justice, the Office of Personnel
Management, Unitexd States Depariment of Agriculture's Graduate School, and the
American Society of Access Professionals (ASAP).

Department of Veterans Affairs
Privacy Act Training Program

DVA has no formal in-house Privacy Acl training program; however, information on
various training opportunities available to Federal employees is distributed. Employees
are encouraged to participate in training opportunities provided by other Federal
agencies, such as the Interagency Training Center, General Services Administration;
the Graduate School, 1.5, Depaniment of Agriculiure; the Office of Information and
Privacy and the Office of Legal Education, U.S. Department of Justice; and the
regional training centers of the Office of Personnel Management. In addition,
information is disiributed to the administration and staff office Privacy Act Officers to
advise them of training offered
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by private professional organizations and assoclations, such as the Society for Access
Professionals,

VA's Office of the General Counsel ;}aﬁoéica}iy provides a 4-day course on
Information Law for VHA field personnel and the District Counsels, and other VA
employeecs may attend on a space-available basis.

Guidance and assistance are provided by the Office of General Counsel and the Office
of Information Resources Management. In addition, instructional materials, such as
DOI's updated Overview of the Privacy Act of 1974 and Freedom of Information Act
Case List {(which contain Privacy A¢t information) are distributed.

Central Intelligence Agency
Privacy Act Training Program

The CIA conducts a FOIA/Privacy Act Seminar that 1s required for employees dealing
with these Acts and available to others on request. This seminar is the primary training
vehicle for Privacy Act processing and is an intemal training course conducted at least
once & year, as needed. It is a fairly intensive two-day course for all levels of personnel
and includes lectures on CIA obligations under the Privacy Act, use of exemptions, the
basics of Privacy Act processing, and 2 hands-on exercise in sanitizing and processing
documents responsive o a Privacy Act request.

Agency employees also attend external seminars/symposiums on the Freedom of
Information Act and the Privacy Act held by other Government agencies, the American
Society of Access Professionals, etc.

Office of Personnel Management
Privacy Act Training Program

All personnel involved in Privacy Act release of information have received either on-

the-job training or formal training (when formal training is 2 job requirement) to enable
them to meet the requirements of the Act,
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Appendix IV
Listing of Agency Privacy Act Officials
As Of December 31, 1991
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Department of Agriculture

Senior Official ) Privacy gei Officer
Roger Runningen Milton E, Sloane
USDA, Office of Public Af?airs Washmgian, Department of Agriculture
D.C. 20250 . Office of Public Affairs
-1 Room 536A

Washington, DC 20250
Department of Commerce
Senlor Official Privacy Act Officer
Preston Moore Geraldine P. LeBoo

U.S. Department of Commerce
14th St., & Pennsylvania Ave. NW
Room H5830

Washington, D.C. 20230

-1 14th 8t., & Pennsylvania Ave., NW

U.S. Department of Commerce

Room H6020
Washington, D.C. 20230

Department of Defense
Sentor Official Privacy Act Officer
P.0O, Cooke Aurelio Nepa, Jr,

Director for Administration and Management
Office of the Secretary of Defense
Washington, D.C. 20301-1500

Director, Defense Privacy Office
400 Army Navy Drive

Room 20§

Arlington, VA 22202.2884

Department of Education

Senior Official Privacy Act Officer

Cary Green Chiquitta Thomas

400 Maryland Avenue, S.W, Privacy Act Specialist
ROB-3, Room 4682 400 Maryland Avenue, S. W,

Washington, D.C. 20202-4135

Wasbingzen; D.C. 202024133
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Department of Energy

Senior Official

Dolores L. Rozzi

Director of Administmation and
Human Resource Management

U.8 Department of Energy

1000 Independence Ave., S.W.

Washington, D.C. 20385

-

Privacy Act Officer
John H. Carter
Chief of FOI and Privacy Acts

1 U.S. Department of Energy

1000 Independence Ave., S.W.
Wagshington, D.C. 20585

Department of Health and Human Services

Senior Official

John Gibbons

Acting Assistant Secretary for
Public Affans

638E Humphrey Building

Privacy Act Officer
Thomas E. Donnelly
OASPA

645F Humphrey Building
Washington, D.C, 20201

Washington, D. C. 20201

Department of Housing and Urban Development

Senior Qfficial

James E. Tarro

451 7th St., S.W,

Room 10110
Washington, D.C. 20410

Privacy Act Officer
Jeanette Smith

451 7th St., S.W.

Room 4178

Washington, D.C. 20410

Department of the Interior

Senior Official .

Oscar W. Mueller, Jr.
MS-2242 (PMD) .

1849 C Street, NW,
Washington, D.C, 22040

Privacy Act Officer
William W. Wolf
MS-2242 (PMI)

1849 C Street, N'W.
Washington, D.C. 22040
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Department of Justice

Senior Official

Paul J. McNulty

Department of Justice

10th and Constitution Ave., N.W.~
Washington, D.C. 20530

Privacy Act Officer
Richard L. Huff
Office of Information and Privacy

.| Department of Justice
'| 10th and Constitution Ave., N.W,

‘Washington, D.C, 20530

Department of Labor

Senfor Official

Thomas C. Komarek

Assistant Secretary for
Administration and Management

Department of Labor, Room §-2514

200 Constitution Ave., N.W.

Washingion, D.C. 20210

Privacy Act Officer
Marshall J. Breger

Solicitor of Labor

U.S. Department of Labor
Room §-2002

200 Constitution Ave., N.W,
Washington, D.C, 20210

Department of State

Senior Official

Frank M. Machak

Acting Director, Office of
Freadom of Information

Room 1236 .

Washingion, D.C. 20520-1512

Privacy Act Officer

Margaret P. Grafeld

Acting Chief, Privacy, Plans and
Appeals Division

Room 1239

Washington, D.C. 20520-1512

Department of Transportation

Sentor Official

Ton H. Seymour (M-1)
400 Seventh 8t., S.W.
Washington, D.C. 20580

Privacy Act Officer
John W, Chandler (M-34)
400 Seventh St., S.W.
Washington, D,C, 205%)
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Department of Treasury

Senior Official

David M. Nummy

Assistant Secretary of the
Treasury (Management)

Department of the Treasury

Room 2426-MT

1500 Pennsylvania Ave., N.W,

Washington, D.C. 20220

Privacy Act Officer

1 Alanz Johnson

Departmental Disclosure Officer Department of

.+ the Treasury
" Room 1054 - MT

1300 Pennsylvania Ave., N.W. Washington,
D.C. 20220

Department of Veteran's Affairs

¥

Senior Official

S. Anthony McCann
Department of Veterans Affairs
810 Vermont Ave., N.W.
Washington, D.C, 20420

Privacy Act Officer

B. Michae! Derger

Records Management Service (723)
Department of Veterans Affairs
210 Vermont Ave., NW,
Washingion, D.C. 20420

Agency for International Development

B fe R

Senior Official

Stephen Hayes

320-21st St., N.'W,
Room 4889

Washington, D.C. 20523

Privacy Act Officer
James L.. Harper

320-21st 8., N.W.

Room 2884N58
Washington, D.C, 20523

Central Intelligénce Agency

E_wacfé r:.»:]
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U.S. Commission on Civil Rights

Senior Official

Emma Monroig

121 Vermont Ave.,, NW,
Suite 600

Washington, D.C, 20428

Privacy Act Officer
Same as Senior Official

Committee for Purchase from the Blind
and other Severely Handicapped

Senior Official

Beverly L. Milkman

1735 Jefferson Davis Highway
-Suite 403

Arhington, VA 22202-3461

Privacy Act Officer
Connie S. Corley

1738 Jefferson Davis Hwy,
Suite 403

Atlinpton, VA 22202-3461

Commodity Futures Trading Commission

Senior Official

Joanne T. Medero

2033 K St., N.W,

Room 729

Washingten, D.C. 20581

Privacy Act Officer
Edward W. Colbert

2000 L. St., N.W. Room 821
Washington, D,C, 20581

U.S. Consumer Product Safety Commission

Senior Officiat

Joseph F. Rosenthal

5401 Westbard Ave.
{Bethesda, MD)
Washington, D.C. 20207

Privacy Act Officer
Todd A. Stevenson

2401 Westhard Ave,
{Bethesda, MD)
Washington, D.C, 20207

IVwg




U.S. Environmental Protection Agency

i

H

Senjor Official

Daiva Balkus

(PM-211D)

401 M 51, S.W. .
Washington, D.C. 20460

Privacy Act Officer
James M. Keys
(PM-211-Dy}

401 M St., S.W.

-1 Washington, D.C. 20460

US. Equal Employment Opportunity Commission

Sentor Official
Thomasina V. Rogers
1801 L. 5t., N.W.
Washington, B.C. 20507

Privacy Act Officer
Nicholas M. Inzeo

1801 L. St., N.W.
Washington, D.C. 20507

Executive Office of the President

Senior Official

Paul W, Bateman

728 17th Streer, N W,
Washington, D.C, 20303

Privacy Act Officer
Stacia L. Cropper

725 17th Street, N.W.
Wagshington, D.C. 20503

Export-Import Bank of the U.S.

Senior Official
Helene H, Wall
811 Vermont Ave,, N.W,
Washington, D.C. 205871

Privacy Act Officer
Same as Seniar Official
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Farm Credit Administration

Senior Official

Harold B. Steele

1501 Farm Credit Drive

McLean, VA 22101-5090 _

Privacy Act Officer
Ronald H. Erickson

1501 Farm Credit Drive
McLean, VA 22101-5090

Federal Communications Commission

Senior Official

Andrew S. Fishel

1919 M St., N.W.
Washington, D.C. 20554

Privacy Act Officer
William A, Cline

1919 M St., N'W,
Washington, D.C. 20554

Federal Deposit Insurance Corporation

Senior Official
Hoyle L. Robinson
550 17th St., NN'W.

Privacy Act Officer
Robert E. Feldman

550 17th St., N.'W,
Washington, D.C. 20429

Washington, D.C. 20429

Federal Election Commission

Senior Official

John C. Surina

999 E St., N. W,
Washington, D.C. 20463

Privacy Act Officer
Christina H. VanBrakle
999 E St., N.W.
Washington, D.C. 20463
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Federal Emergency Management Agency

Senior Official Privacy Act Officer
Wallace E. Stickney Same as Senior Official
560 C 8, S.W.

Room §28 ‘ .

Washington, D.C. 20472 —

Federal Energy Regulatory Commission

Senior Official Privacy Act Officer
George L. B. Pratt Julia White, Esq.

823 N. Capitol St., N.E. 825 N. Capitol §t., N.E.
Room 5106 Room 8004-B

Washington, D.C. 20426

Washingion, D.C, 20426

Federal Labor Relations Authority

Senior Official

Solly 1. Thomas, Jr.

500 C &t., S.W.

Room 232

Washington, D.C. 20424

Privacy Act Qfficer
Willlam E. Persina

500 C 81, §.W.
Washington, D.C., 20424

Federal! Maritime Commission

Senior Official |

Christopher L. Koch

800 North Capitol Street, N.W,
Washington, D.C. 20573.0001

Privacy Act Officer

Joseph €, Polking

800 North Capitol Street, NW,
Washington, D.C, 20573-0001
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Federal Mediation and Conciliation Service

Senior Official

Dan W. Funkhouser
I K §i., NW.
Washington, D.C. 20427

Privacy Act Officer

Vonnie Lindsay
2100 K 51, NW,
Washington, D.C. 20427

Federal Mine Safety & Health Review Commission

Senior Official |

Ford B. Ford

I7T30 K 8§, NW.,

&th Floor

Washington, D.C. 20006

Privacy Act Officer
Richard L. Baker

1730 K &1, N.W.

&th Floor

Wagshington, D C. 20006

Federal Reserve System

Senior Official

Elaine Boutilier

20th and C S§t., N.W.
Mail Stop 4

Washington, D,C. 20551

Privacy Act Officer
Same as Senior Official

Federal Trade Commission

| Senior Official

Christian §. White

Assistant General Counsel for
Legal Counsel

Office of the General Counsed

6th 8t, & Pennsylvania Ave,, NW

Washington, D.C, 205380

Privacy Act Officer
Same as Senior Official
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Commission of Fine Aris

Senior Official

Charles H. Atherton

Pension Building .
441 F St. N.W., Suite 312
Washinston, D.C, 20001

Privacy Act Officer
Donaid B. Myer

Yension Building

1 441 F St. N.W., Suite 312
Washington, D.C. 20001

General Services Administration

Senior Official

Thomas 1. Buckholtz

Commissioner, Information
Resources Management Service

18th and F Street, N'W.

Washington, 3.C, 20405

Privacy Act Officer

Mary Cunningham

GSA Privacy Act Officer (CAIR)
I8th and F Street, N.W,
Washington, D.C, 20405

Office of Government Ethics

Senior Official -

Donald E, Campbell

Office of Government Ethics
1201 New York Ave,, N.W,
Suite 500

Washington, D.C. 20003-3917

Privacy Act Officer

William E. Gressman

Office of Government Ethics
1201 New York Ave., NW.
Suite 500

Washington, D.C, 20005-3917

U.S. Information Agency

Senior Official Privacy Act Officer
Alberto J, Mora Lola L. Secora

301 4th §t., S.W. 301 4th St., S.W.

Room 700 Room M-10

Washington, D.C, 20347 Washington, D.C. 20347
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Institute of Museum Services

Senior Official

Daphne Wood Murray

1100 Pennsylvania Ave., NW.
Room §10

Washington, D.C. 20506

Privacy Act Officer

Mamie Bittner

1100 Pennsylvania Ave.,, NN'W,
Room 510

. Washington, D.C. 20506

i

Inter-American Foundation

Senior Official

Bill K. Perrin
Inter-Amencan Foundation
901 N. Stuart Street
Arlinaton, VA 22203

Privacy Act Officer
Charles M, Berk
Inter~-American Foundation
901 N. Stuart Street
Arlingion, VA 22203

Advisory Commission on Intergovernmental Relations

Senior Official

John Kincaid

1111-20th §t., N.W,
Washington, D.C. 20575

Privacy Act Officer
Franklin A, Steinko, Jr.
1111-20th St., N.W.
Washington, D.C. 20575

International Boundary and Water Commission

Senior Official

Reinaldo Martinez

4171 N. Mesa, Suite C-310
El Paso, TX 79902-1422

Privacy Act Officer
Same zs Senior Official
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.8, International Trade Commission

Senior Official

Lorin L. Goodrich

SO0 E 81, 8.wW, “
Room 715

Washington, D,C. 20436

Privacy Act Officer
Micheal Hillier
S00E. S, S.W. Room 314

- Washington, D.C. 20436

Interstate Commerce Commission

Senior OGlficial
8. Amold Smith
Intersiate Commerce Commission

Privacy Act Officer
Same as Senior Official

Washirz&im, LG, 20423

Joint Board for the Enrollment of Actuaries

Senior Official 4

Leslie 8. Shapiro

Joint Board for the Enroliment
of Actuaries

c/o Department of the Treasury

Wash%ngwn, D.C, 20228

Privacy Act Officer

William H. McVetta

Joint Board for the Enrollment of
Actuaries

¢fo Departnent of the Treasury

Washingion, D.C, 20220

U.S5. Merit Sygtems Protection Board

!

Sentor Official

Rotert E, Taylor

1120 Vermont Avenue, NW.
Washington, D.C, 20419

Privacy Act Officer

Michael H. Hoxie

1120 Vermont Avenue, N.W.
Washington, D,C. 20419
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National Aeronautics and Space Administration

Sendor Official

Benita A. Cooper .

Associate Administrator for .
Management Systems & Facilities
NASA HQ., Code !

Privacy Act Officer
Wallace O. Keene
NASA HQ., Code IT
Washinglon, D.C. 20546

Washington, D.C. 20346

National Archives and Records Administration

Senior Official

James C. Megronigle

7ih and Pennsylvania Ave., N.W,
Washington, D.C. 20408

Privacy Act Officer

Iohn A, Constance

Hh & Penn., Ave,, NW,
Washington, D.C. 20408

National Credit Union Administration

Senior Official

Hattie Ulan

1776 G Street N.W.
Washington, D.C. 20456

Privacy Act Officer
Beeny R. Henson

1776 G Street NNW,
Washington, D.C. 20456

Nationa! Endowment for the Humanities

Senior Official
Thomas Kingston
1100 Pennsylvania Ave., N. W,

Privacy Act Officer
David C., Fisher, Ir.

1100 Penn. Ave., NNW,
Washington, D.C, 20506

Washington, D.C. 20506
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National Labor Relations Board

Senior Official

Gloria Joseph

National Labor Relations Board
1717 Pa Ave.,, NW,
Washington, D.C, 20570

Privacy Act Officer
Timothy Mullen
National Labor Rel. Board

1717 Pa Ave,, NW.,

Wa&hingzm, D.C, 20570

National Science Foundation

Senior OfTicial

Constance X. McLindon
National Science Foundation
1800 0 S, NV,
‘Washington, D.C. 20550

Privacy Act Officer
Herman G. Fleming
National Science Foundation
1800 G 8t., N.W.
Washington, D.C. 20530

U.S. Nuclear Regulatory Commission

Senior Official

Patricia A. Norry

Nuclear Regulatory Commission
Washington, D.C, 205588

Privacy Act Officer
Donnie H, Grimsley
Nuclear Regulatory Comm,
Washington, D.C. 20853

Occupational Safety and Health Review Commission

Senior Official

Jan 8. Williams
1825 K Strect, NW,
Em4llA

Privacy Act Officer

Earl R, Ohman, Jr.

1825 K Street, N.W.

Rm 4024

Washingion, D.C. 20006-1246

Washington, D.C. 20006-1246
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Overseas Private Investment Corporation

Senior Official

Jeffrey D. Caplan

Overseas Private Investment
Corporation

1615 M St., N.W., Room 312

Washington, D.C. 20527

-

Privacy Act Officer
Same as Senior Official

f

Panama Canal Commission

Senior Official |
Joseph J. Woeod
APQ Miami, FL 34011-5000

Privacy Act Officer
Carolyn H. Twohy
APO Miami, FL 34011-5000

Peace Corps

Senior Official

Collins Reynolds

1990 K St., N.W.
Washington, D.C. 20526

Privacy Act Officer

Jack Maykoski

1990 K St., N.W.
Washington, D.C. 20526

Pension Benefit Guaranty Corporation

Senior Official -

Jon Baake :

Pension Benefit Guaranty Corp.
2020 K Street, N.W.
Washington, D.C. 20006

Privacy Act Officer

E. William FitzGerald

Pension Benefit Guaranty Corp.
2020 K Street, N. W,
Washington, D.C. 20006
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Office of Personnel Management

Senior Official

Patriciza W, Lattimore

Associate Director for “
Administration

U.S. Office of Personngl
Management

1800 E St., N.W,

Rm. 5542 ‘

Washington, D.C. 20415

Privacy Act Officer
William C. Duffy

) Plans and Policies Division

Administration Group -
U.S. Office of Personnel Management
1900 E St., N.W,
Rm. 6410
Washingion, D.C. 20415

Postal Rate Commission

Senior Official

Charles L. Clapp

1333 H St., N.w,

Suite 300

Washington, D.C. 20268-0001

Privacy Act Officer

David F. Stover

1333181, N.W.

Suite 300

Washington, D.C. 20288-0001

United States Postal Service

Senior Official
Vacant

Privacy Act Officer

Betty E. Sheriff

USPS Records Qfficer

475 L'Enfant Plaza $.W. Room 814}
Washington, D.C. 20260-5010
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Railroad Retirement Board

Senior Official

Dale G. Zimmerman

Railroad Retirement Board

844 Rush Street *
Chicago, IHiinols 60611

Privacy Act Officer
LeRoy Blommaert
Railroad Retirement Board
844 Rush Street

| Chicago, Nlinois 60611

Securities and Exchange Commission

Senior Official

George Brown

Assistant General Counsel
450 5th St., N.W.
Washington, D.C. 20549

Privacy Act Officer

Gayla D, S¢ssoms

{xfice of Consumer Affairs and
Information Services

Stop 2-6

450 5th St., N.W.

Washington, D.C. 20549

Selective Service System

Senior Official

. § Cpt. James R. Comerford
1023 31ist Street, N.W,
Washington, D.C. 20435

Privacy Act Officer
Paula D, Sweeney

1023 31st Stregt, NJW,
Washington, D.C. 20435

.S, Small Bx;siness Administration

Senior Official

John H. Bamett

Asst. Administrator

Office of Hearings & Appeals
1441 L S1,, N.W,
Washington, D.C. 20416

Privacy Act Officer

Beverly K. Linden

(Chief, Freedom of Information
Office

1441 L. St., N'W.

Washington, D.C. 20416




Office of Special Counsel

Senior Official

Wiiliam E. Reukauf

1120 Vermont Ave, NW Suite 100
Washington, DC 20005

Privacy Act Officer
Same as Senior Official

Tennessee Valley Authority

Senior Official

William F. Malec

400 West Summit Hill Drive
Kroxville, TN 73%02-149¢

Privacy Act Officer

Michael L. Scalf

1101 Market Street
Chattanooga, TN 37402-2801

U.S. Trade Representative

Senior Official

Layra B, Sherman

600 17th St., N,W.
Washington, D.C. 20506

Privacy Act Officer
Dothie Baiaban

600 17th St., N.W.
Washington, D.C. 20506
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