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The information colltaincd in this, facsimile is g~vemment privileged and confidential infonnation intended only for t:he use of the , 
adJressee{s) listed on this coversheet. lf the reader of this message is 1,10t tb,e intended recipient(s). you are hereby notifi¢d that any , 

, dis:;etniruHloil, distribution or copying of the tekcopy is, strictly" proh.ibi[~ If you have received this facsimile in error, pkase 
im::ncdiately nOtify the sender at the tckpbone number listed on- this eow:rsheet and the original facsimile must be. returned via the United 
States Postal Ser-.ice to lhc address above. Thank you. 
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DATE: December 18, 1997 
' ·TO: . Ira,. Magaziner 

of: EOP 
I 

Fax Number: . · (202)456-5557 

FROM: Christopher J. Kelly 

.. 
Pages Sent (including this sheet): 6 

' ___ Remarks: -".Brian. Kah'in.asked-me to fax: you-the attached tnemo, ·which .. conta.ins the 
. " 

Antitrust Division's advice to the DNS working group on the desirability of a · 

transition to co:rnpetition in domain ~arne registration s"ervices. I'm looking 

forward to-seeing you and Becky Burr tomorrow morning at 9:00. 

Chris Ke!lY 
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r..IEM ORAJ\1) UlVI 

TO: Domain Name System Interagency Working Group 

FROM: Antitrust Division. U.S. Department of Justice 

RE: · Competition in Internet Domain Name Registration Services 

Summary 

Unlike several other functions related to !Pe governance and operation of the Internet 
Domain Name System (DNS), the registration ofsccond-level domain (SLD) names can be 
perf6nned efficiently on a competitive basis.' This cannot happen, however, if Lhe Cooperative 
Agreeynent betv.·.een the National SCience Foundation (NSF) and Network Solutions, Inc. (NSI) 
is simply allowed to expi~e. In that case, NSI \\ill be left in exclusive control of the generic top 
level domains (gTLDs) it has ad.mirustered pursuant to the Cooperative Ag:Teement, with no 
incentive. to loosen its grip. Even if it were to allow other firms to register SLD names in those 
gTLDs, its unfettered conrrol over.the gTLD registries, to which the new registrars will nec<.l 
eqU3l access, wouhl render this new competition meaningless. Therefore, the Government 

. should act to effect a transition from the curr~nt administration of the .gTLDs to an environment 
.in -v.'hich the gTLDs' registries are operated·on a nondiscrirnmatory, equal•access oasis. so that 
competition among registrars can thrive ona kv~l pla)ing field, to the benefit of Internet users. 
To ensure the transition's e.ffectiveness, NSF rnust request that NSI inc1ude in its final report 
pursuant to the Cooperative Agreemettl copies of aJI software and data generated pursuant to the 
'Cooperative Agreement so':tbJt thi~ material will be equally. available lOa II competing registrars 
. through the new managers of the gTLD registries. · · , · 

Discussion . . . . . . 
. Currently, all InternetDomain Nnnie System (DNS) functions, from Intemetrulemaking . 

. to the registration of individuaJ second-level domain (SLD) names, are performed on a 
monopoly basis. In ad\,ising the Working Group, the Antitrust Divi~ion has focused on the 
question of which of these BNS functions are true natural monopolies and which would be more 
efficiently provided in a market setting that allowed competition among multiple entiti~s. The 
need for interoperability requires that some functions, such as ruiemaking, tbe operation of the\ 

' ' 
. 

11be legal advice contained in this memorandum is provided in connection with the 
deliberations of the interagel)cy DNS working group. Consequently, it is expected that thls 
memorand~ is subject to. both the anorney-client privilege and the deliberative process . · 
privilege and, as such; is exempt from disclosure pursuantto the Freedom ofinfori1Ultion Act. 
~ 5 U.S.C. § 552(b)(S). 

· .. ·CLINTON LIBRARY PHOTOCOPY 



-~-.,.,-----=:-=--:-:::-:::J;:;~;:;----------:--:-----~(~T~h:mJ 11!. 1 3' 9 7 18 : 23 I ST. 1 3 : l2 IN 0. 4 "L 6 U 'J~ ., 11 j o r. :! 
FROM~ DDj ATR OPS/DAAG 

Privileged and·&udit:ktdiat' · 
·Deliberative Attorney-Client Communication .. 

. . 

root serv.er: and t?e op~ration of the reg15:try for ~ach :op I eve~ domain (TLD),2 ?c perfo~ed on J t 
a centrahzed bas1s. It 1s clear, however, that retpstratwn serv1ces could be provided efficiently 

. through market-based competition. A competitive environment~ in which registrars could 
compete for the busines~ of r~gistrants on the basis not only of prit.:e, but also related value­
added services, is necessary to prevent the rubitrary and exploitative conduct, as well as 
inefficiency and unresponsiveness; associated with r:1onopoly power. 

Moreover~ giv~ the realities of the DNS today, only registrar-lev~! competition is likely .} 
. t6 be effective, at least in the near tenn. Evenll.Ullly, new TLDs may establish a foothold as 

·alternatives to the .com generic TLD for businesses that desi~e a presence on the lntemet. The 
information gathered by the Working Group, however, suggests that this is extremely unlikely in 
the near term. The power of .com 1S such right now that it is implausible that businesses would 
risk becoming less visible or accessible on the Internet by switching to an upstart TLD, even in 
response to a signiiicant increase in .com registration fees. Consequently, while the creation of 
new TLDs may hold out significant promise in the long te.nn, as .com slowly succumbs to the 

·Jethargytba[ ultimately overtakes monopolists, in the near ·term, those new TLDs will not offer a 
competitive solution. 

It is no criticism of the agencies that entered into the contracts that established the current 
DNS to say that those. cmitracts created monopolists. Any Government contract or award that · 
fundS someone to do something new carries with it the possibility that the activity may overtake 
an existing market, or create. an entirely new market of ils own, in which the contractor or 
awardee has market power over customers .. Given ,the experimental nature of such activities, this 
outcome will be rare. When it happens·, however, as in the present mstance. the Government 
must be alert to ell$ure that consumers :md the economy are not banned needlessly as the 
contractor or awardee moves out of the oversight of £he Government In particular, the · 
Government needs LO consider whether it has entrenched a monopolist, secure from competitive 
challenge, to tbe lon¢Hem1 detriment of consumers, or whether the market ·will bring about swift 

. and effective competition: · 

. . . Here, it seems clear that the market wiil not be able to provide competition for NSI in 1\ 
registration services without action by the Government. Once the Cooperative Agreement 
expires, NSI v.11l be in sole control of the domains it had maintained as a contractor, with none 

. of the explicit and implicit con:ma·ims impo"sed by GO\'etnment oversight It will be free to 
exercise its monopoly po\\~er at the expense of consumers, subject only to the possibility of 

· .
2 A registry. as refeired to here, maintains a TLD;s z~Iie files, which contain the name of · 

each-SLD in that TLD; each SLD name's correspon<ling IP number; and a pointer io each SLD's 
registrar. A registrar acts as an interface between domain-name holders and the registry, 
providing registration and value-<idded services. It submits to the registry 2one file information 
and othe~ data (including contact infonnation) for each of lts SLDs. 

2 
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. antitrust enforceinene Even ifNSI deigned to allow oili;erfinns to serve as registrars for the 
giLDs, its control over the giLD registries would allow it to act as a monopolist towards them, 
imposing costs that would ultimately be borne by Internet users. . 

Accordingly. before the Cooperative A~eement expires and the giLDs managed by NSI 
irretrievably leaYe the Government's conti~l. the Government should act to effect a transition 
from the curn!ntmonopoly registration of SLD names in those gTLDs to a competitive, market­
oriented system that, to !he ex lent practicable, V.·ould not i.mfairly favor or handicap a1.1y 

· particular registrar. The transition could be carried out pursuant to contracts, awarded in 
response to competitive bids, covering. among other things: (1) management, on a 
nondiscriminatory, equal-access basis, of shared TLD registries; (2) testing and implementation 
of shared registration systems, including. the development and debugging of software ensuring 

·orderly registration by multipl~ rc!,-istrars in a single TLD;~ (3) establishment of minimum 
technical and fumncial st..1.ndards for registr~rs; and ( 4) evaluation, of registrar applicants in 
accordance 'hitb tbosest.indards. The term ofihis transition should beno longer than necessary 
to guarant~e that a technically viable system i.sin place to·support competition in registration 
servtces. 

· As noted above, the presence of even several regis~ars for a single gTLD will be 
competitively meaningle&s if the operator of the registry for that gTLD is itself an unconstrained · 
monopoliSt that ca'n dit:t.ate the terms on which registrars get ac~ess to the registry. Tb,us, as long 
as the Internet is not characterized by competition among TLDs, entities that operate the gTLD 
registries must conduct iliems'elves in tbe manner of open, responsive and nondiscriminatory 
standard--setting bodies ral.he.rthan as proprieta.rypront·ma.ximizers. The transition should 
·ensure that, upon its .conclusion, whatever entities run the gTLD registries exhibit procedural 
safeguards that ensure that they will not be manipulated to serve the proprietarY interests of a 
few at the expense of many. In addition, all transition contracts should provide unambi.!:,ruously 
for access by allregjstfarsto whatever software, databases, and interfaces the contractors create 
pursuant to the contract, where access to such material is essential in order to provide 

.... · 
3Even then, NSI c&~·claim that it is o~y exercising;monopoly power that was bestowed 

on it by the Government. .While this argument would not be an iron-clad defense, especially . 
against further acts to cement its power, it may well make NSI somewhat more impervious to 
antitrust challenge than th(! average monopolist. · · 

, . . . . . 

·. 
4Most of the information gathered by the Working Qroup indicates that there are no 

insuperable technical obst4clcs to competitive registration, put it appears that the optinial 
software for such a system may not yet exist. A. transition solicitalion seet;ns like the most 
effectiv~ means of ensuring thtH the software is developed. ~Absent a clear comrn,itment to the . 

· . establislunent of a competi~ive shared-registry system; it is unlikely that anyone would invest 
substanti~J resources in dt!Yeloping such software. 

{lltdi t>f";:ffl . 

ti/f~' 
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. Even with equal access to this infonnatiori, op;ning up the .com gTLD to competition 
will not ben cure-all. As long as NSI is eligible to be a registrar for .com, and especiaHy if it 

. remains the registrar for its existing customers, it will have significant advantages over new 
rivals, in terms of both operating costs and in reputation·:~ Moreover, ifNSI were to continueto 
manage any of the gTLD registries during or after the transition, its incentive to exploit these 
advantages would be even more problematic. IfNSI contends that the interfaces with the gTLD 
registries it has maintained :lre proprietary, and refuses to give registrants access to those 
interfaces, or unfairly exploils its superior familiarity v,itb them, competition will be stillborn. 
V·lboever controls the registry, new registrants will need access to enough of the registry 
.dam bases NSI has maintained to enable them to contact registrants to offer their services. Over 
time, rivals may innov:lte, developing fasr{'r, more reliable registration or billing software, 
providing better service. or creating new products or services to offer registrants along with mere 
Internet registration. This can happen only by leveling the. playing field;.. by ensuring that new 
registrants have registry access that is equal to what NSI enjoys. · 

The Government can ensure that this happens. Pursuant to the Cooperative Agreement 
·between NSF and NS(NSF has the right to require NSI to. in,clude in its final report "a copy and I i 
documentation of any and' all software and data generated'' pursuant to the Cooperative 
Agreement "in such fonn and suffic-ient detail as to permit replication of the work by a 
reasonably knowledgeable. party or organization." In other words, the Cooperative Agreement 
contemplates its own termination, the assumption ofNSI's·work under the Agreeme.rit by 
someone else, and that NSI will give NSF tbe infommtion, 1nchiding software and data, 
necessary to continue the work elsewhere .. It is inconceivable th~ra new registry operator and . 
new registrars could function \J.·itbout ~cess to this information~ Thus .. until the Government is 
able to convey this information to others, there will not be competition in gTLD registration. 

NSI, boweyer, is not required to submit the software and data unless requested to do so 

. 
5lt would be most efficient for the contra~tsto provid~ registrars with royalty-free access 

to such materials. However, royalties would not necessarily be objectionable if they were · 
nondiscriminatory, sufficiently low so as not to present an entry barrier to otherwise financially 
qualified registrars, and not: saddled with other potentially anticompetitive requirements akin to 
tying agreements. Still, tbe'difficulty ·of evaluating such licensing tcnns n1ay make it preferable 
simply' to negotiate dedicati9n of any intellectti.al property developed pursuant to these contracts 
tothe public domain. · · . · 

. . . 

6Tbis advantage could be even greater ifNSI were to.win the transition contract to 
·manage the TLD registries .. This points up the importance of ensuring that the TLD manager 
acts on a nondiscriminatory basis that ensures equal access to all qualifiedregistars. 

4 
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by NSF, and we understand that it nas sent somewhat mixed signals about its willingness to do 
· so absent such a request. Further, NSF itself has indicated some reluctance to make the request­
-or at least to assure the Working Group that it would make that request. A failure to make the 
request at the conclusion oflbt! Cooperative Agreement will leave NSI in sole control ofthe 
mfonnation that is critical to bringing about competition in gTLD registration, a.nd will render 

· futile the Government's efforts to launch the DNS into lhe private sector in a state that will 
reflect robustriess, efficiency and dynamism. NSF must inake this request, with a view towards 

1 providing the requested material to whatever entities manage the gTLD registriespursuant to the 
transition, so that they may, in tum, offer eqUal access .to lhe competing registrars. . 

.s CLiNTON LIBRARY PHOTOCOPY 


