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B4 Release would disclose trade secrets or confidential commercial fmancml information

. B6 Release would constitute 2 clearly unwarrantcd mvasron of
B7 Release would disclose information cormpiled for law enforce-
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Antztmst Dmsmn

Rm 33’12 Maln Bmldmg
~ Washington, DC 20530-0001 -
" Fax Number: (202) 616-2645
‘Voice Number: (202) 514-8348

The information contained in this facsum!e is govemment pnwlcged and confidential information mtcnded only for the use of the
- addressee(s) listed on this coversheet. If the reader of this message is not the intended recipient(s), you are hereby notified that any -
- dissemipation, distribution ‘or copying of the telecopy is- stricily prohibited. If you havc received this facsimile in error, plesse
immcdiately notify the sender at the wlepbone number listed on this covexshe:et and the ongmal facsimile must be returned via the United
States Postal Service to the address above. Thank you. :

" FAX COVER SHEET -

DATE:  Decomber 18,1997

TO Ira Magéziner |

dﬁ,v; '}‘EQP o

FaxNumber:  (202)456-5557

FROM:  Christopher J. Kelly
Pagés Sent (including this sheet): 6

. Remarks: - Bnan Kahm asked-mé to fax you the attached memo, which’ contams the
Antitrust Dmsmn $ adwoe o the DNS working group on the deblrablhty ofa
transition to competmon in domain narne registration services. I'm Iookmg
fonvard 10: seemg you and Becky Bun' tcmorrow morning at 9:00.

' Chris Kelly "
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Privileged and-€onfidential—

» - Deliberative Attorney-Client Communication
MEMORANDUM -
TO: -+ Domain Name System Interagency Working Group
* FROM: Antitrust Division, U.S. Department of Justice
RE: - Competition in Intérnet Domain Name Regisfgation Services
‘Summary |

Unlike several other functions related to the governance and operation of the Internet

Domain Name System {(DNS), the regxstranon of sccond-level domain (SLD) names can be
performed efficiently on a competitive basis.' This cannot happen, however, if the Cooperative
Agreement between the Nahonal Science FaundauOn (NSF) and Network Solutions, Inc. (NSI)
is simply allowed to c}xp!rc In that case, NSI ml I be left in excluswe control of the generic top -
level domains (gTLDs) it has adm inistered pmuunl w the Cooperative Agréement, with no

* incentive to loosen its grip. Even if it were fo allow other firrns to register SLD names in those
¢TLDs, its unfettered control over the gTLD registries, 1o which the new registrars will need
equal aceess, would render this new competition meaningless. Therefore, the Government
“should act to effect a transition from the current administration of the gTLDs to an environment
.in which the gTLDs’ registries are operated-on a nondiscriminatory, equal-access basis, so that
competition among registrars can thnive on a level playing field, to the benefit of Internet users.
To ensure the transition’s efTectiveness, NSF must request that NS include in its final report

~ pursuant to the Cooperative Agreement copies of all software and data generated pursuant to the
‘Cooperative Agreement soithat this material will be cqually: avaxlable o all compemng regxstrars
(mroug,h the new managers of the gTLD registries. -

‘stcu ssion ‘ ‘ -

- Currently all Internet Domain Name System (DNS) funcnons from Intemet rulemalong
to the registration of individual second-level domain (SLD) names, are performed on a

- monopoly bssis. In advising the Working Group, the Antitrust Division has focused on the
question of which of these DNS functions are true natural monopolies and which would be more
efficiently provided in a market setting that allowed competition among multiple entities. The
need for interoperability requires that some functions, such as rulernaking, the operation of the \

‘The Icgal advice contamed in this memorandum is prowded in connection with the
deliberations of the interagency DNS working group. Consequcnﬂy, it is expected that this
memorandum is subject to both the attomey-client privilege and the deliberative process
privilege and, as such, is exempt from dlsclosurc pursuant to the Frcedom of Information Act.

- See5US.C.§ 552(b)(>)

IS - o CLENTON LIBRARY PHOTOCOPY
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root server, and the operanon of the registry for each top level domain (TLD),2 be perfonned on } \
a centralized basis. It is clear, however, that registration services could be provided efficiently

. through market-based competition. A competitive environment, in which registrars could

compete for the business of registrants on the basis not only of price, but also related value-

~ added services, is necessary to prevent the arbitrary and exploitative conduct, as well as

inefficiency and unrecpomweness assomaled with monopofy power

- Moreover, given the reahnes of the DNS ioday, only re'glsrrar-levél competitionv is likely

6 be effective, at least in the near term. Eventually, new TLDs may establish a foothold as

‘alternatives to the .com generic TLD for businesses that desire a presence on the Internet. The

information gathered by the Working Group, however, euggests that this 1s extremely unlikely in
the néar term. The power of .com is such right now that it 1s implausible that businesses would
risk becoming less visible or accessible on the Internst by switching to an upstart TLD, even in
response o a significant increase in .com registration fees. Consequently, while the creation of
new TLDs may hold out significant promise in the long 2 term, as ,com slowly succumbs to the

‘lethargy that ultimately overtakes monopoh<is in the near term, those new TLDs will not offer a

competmve solution.

: It is no criticism of the agencxes that entered i mto the contracts that establishcd the current
DNS to say that those contracts created monopolists. Any Government contract or award that
funds someone to do somcthing new carries with it the pombxhty that the activity may overtake
an existing market, or create an éntirely new market of its own, in which the contractor or
awardee has market power over customers. Given the experimental naturc of such activities, this
outcome will be rare. When it happens, however, as in the present instance, the Government
must be alert to ensure that consumers and the economy are not harmed needlessly as the
contractor or awardee moves out of the oversight of the Government. In particular, the
Government needs 1o consider whether it has emrenched a monopolist, secure from competitive
challenge, to the long-term detriment of consumers, or whether the market will bring about swxﬁ

“and effeclive compeunon

Here, it seems clear that thc mmket will not be able to prowde competition for NSI in 11
registration services without action by the Government. Once the Cooperative Agreement

- expires, NSI will be in sole control of the domains it had maintained as a contractor, with none -

‘of the exPhcu and mehc;t constraints lmpcscd by Government oversight. It will be free to

exercise its monopoly power at Lhe e:cpense of consumers, Subjcut only to the possibility of

. M

- 2A registry, as refeifred to here, maintains a TLD's zone files, which comtain the name of -~
each-SLD in that TLD; each SLD name's corresponding IP number; and a pointer o each SLD's
registrar. A registrar acts as an interface between domain-name holders and the registry,
providing registration and value-added services. It submits to the registry zone ﬁlc mforrnanon

and other data (incl udmg contact mformauon) for each Ofns SLDs.

2
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_ antitrust enforcement.” Even if NSI deigned to allow other ﬁrms to scrve as rcglstrdrs for thc :

gTLDs, its control over the gTLD registries would allow itto actas a monopohst towards them,
imposing costs that would ulhmately be bome by Intemet users,

Accordmg]x before the Cooperatwe Agreement expires and the gTLDs managed by NSI

from the current monopoly registration of SLD names in those gTLDs to a competitive, market-
oriented system that, to the extent pmctlcabie would not unfairly favor or handicap any

 irretrievably leave the Government's control, the Government should act to effect a transition } .

K partxcular registrar. The transition could be carried out pursuant 1o contracts, awarded in

response to competitive bids, covering, among other things: (1) management, on a
nondiscriminatory, equal-access basis, of shared TLD registries; (2) testing and implementation
of shared registration systems, including the development and debugging of software ensuring

“orderly registration by multiple registrars in a single TLD;" (3) establishment of minimum WTEpTIA

J “ : . . T i . . . .. IV fprrids
technical and financial standards for registrars; and (4) evaluation of registrar applicants in ‘

accordance with those stindards. The term of this transition should be no Ionger than necessary
w guaramce thata tcthcs ly viable system is in place to'support compeunon In registration
services. : . L

" As noted above, the presence of even several regiserars for a single gTLD will be
competitively meamnglcss if the operator of the regxstry for that gTLD is itself an unconstrained

‘monopolist that ¢an dictate the terms on which registrars get access to theregistry. Thus, aslong
as the Internet is not characterized by competition among TLDs, entities that operate the gTLD

registries must conduct themselves in the manner of open, responsive and nondiscriminatory
standard-setting bodies rather than as propnetary profit-maximizers. The transition should

- ensure that, upon its conclusion, whatever entities run the g TLD registries exhibit procedural

safeguards that ensure that they will not be manipulated 1o serve the proprietary interests of a
few at the expense of many. In addition, all transition contracts should provide unambiguously
for access by all registrars to whatever software, databases, and interfaces the contractors create
pursuam 10 the contact, where access to such material is essenua} in order to provide

"Even then, NSI can cIalm that it is only exercising monopoly power that was bestowed

onit by the Government. While this argument would not be an iron-clad defense, cspecmlly

against further acts to cement its power, it may well make NSI somewhat more impervious 0
antitrust challcnge than thc average monopolist. :

‘Most of the mformanon gathered by thc Workmg Group mdxcates that there are no

insuperable technical obsmclcs to competitive registration, but it appears that the optimal

software for such a system'may not yet exist. A transition solicitation seems like the most -
effective means of ensuring that the software is dev::loped 1Absent a clear commitment to the

- establishment of a competitive shared-registry system; it is unhkcly that anyone would invest
substantml rgsources dcv@mpm g such sottware

SR CLINTON LIBRARY Pﬁ(mcow
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 registration services;5

_Even with cquai access o t}ns information, opcmng up the com gTLD to compeunon

‘ will not be a cure-all. As Iong as NSI is eligible to'be a registrar for .com, and especially if it

remains the registrar for its existing customers, it will have significant advantages-over new
rivals, in terms of both operating costs and in reputation:* Moreover, if NSI were to continue to
manage any of the gTLD registries during or after the transition, its incentive to exploit thcse

. advantages would be even more problcmauc If NSI contends that the interfaces with the gTLD -

registries it has maintained are pro;onctary and refuses to give registrants access to those
interfaces, or unfairly exploits its superior familiarity with them, competitdon will be stillborn.
Whoever controls the registry, new registrants will need access to enough of the registry
databases NST has maintained to enable them to contact registrants to offer their services. Over
time, rivals may innovate, de\’élopmg faster, more reliable registration or billing software,
providing better service, or creating new products.or services to offer registrants along with mere
Internet registration. This can happen only by leveling the playmg field -- by cnsurang that.new

-+ registrants bave registry access that is eqx,al to what NSI enjoys.

The Govemment can ensure that this happcns Pursuant to the Cooperauve Agreement

between NSF and NSI, NSF has the right to require NSI to include in its final report "a copy and || -

documentation of any and:all software and data generated" pursuant to the Cooperative:
Agrecment “in such form and sufficient detail as to permit replication of the work by a
reasonably knowled geable party or organization.” In other-words, the Cooperative Agreement
contemplates its own termination, the assumption of NSI's'work under the Agreement by

* someone else, and that NSI will give NSF the information, including software and data,

nccessary (o contipue the work elsewhere. . It is inconceivable that'a new registry operator and .
new registrars could function without access to this information. Thus, until the Governmeant is
able to convey this information to others, there will not be competition in gTLD registration.

NSI, bowever, is not réQuiréd to submit the soﬁ'é-{arc and data unless requested to do so

Bt would be most efﬁcxem for The contracts 10 prowde regxstrars with royalty -free access

to such materials. However royalties would not necessarily be objectionable if they were

nondiscriminatory, sufficiently low so as not to present an entry barrier to otherwise financially

- qualified registrars, and not:saddled with other potentially anticompetitive requirements akin to

tying agreements. Still, the'difficulty of evaluating such licensing terms may make it preferable
simply to negotiate dedication of any mtellectual property developed pursuant to these contracts
to the public domain. . «

",This advantage could be even gréater if NSI were to';win the transition contract to

“manage the TLD regjstries. This points up the importance of ensuring that the TLD manager

acts on a nondiscriminatory t ba51s that ensures equal access to all qualified rchstars

A CLINTON LEBRARY PHOTOCOPY
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by NSF, and we understand that it has sent sornewhat rmxed signals about its willingness to do
' so absent such a request. Further, NSF itself has indicated some reluctance to make the request -
- or at least (o assure the Working Group that it would make that request. A failure to make the
request at the conclusion of the Cooperative A greement will leave NSI in sole contro! of the
information that is critical to bringing about competition in gTLD registration, and will render
futile the Government’s efforts to launch the DNS into the private sector in a state that will
retlect robustness, efficiency and dynamism. NSF must make this request, with a view towards
' providing the requested material to whatever entities manage the gTLD registries pursuant to the
rransmon so that they may, in tumn, offer equal access Lo the competing Tegistrars. :
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