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FOR THE SYSTEM NATIONAL SECURITY COUNCIL

WASHINGTON, D.C. 20504

July 23, 1998
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SUBJECT: Game Plan for the Open Door +4)¢ulAn¥Ck
ZAPC b ’

With the Solana and Constantinescu meetings behind us, we wan

to use the next few weeks to reach decisions on our policy andUJaruL44”
tactical approach to the Open Door element of the summit. We ¥

have scheduled a Restricted Small Group at Jim’s level for JulyAp‘jA;ﬁc,
29 and plan to move quickly thereafter to place the issue befor?k%*v].“
Principals. We would appreciate your reactions to the approacen WL

INFORMATION

MEMORANDUM FOR SANDY BERGER

that follows.

W?. Weo
I. The Policy Setting ,U?/ L'eun

As you know, there is a widespread (but not unanimous) ngbl Lz@u}ﬁﬁ

the interagency, strategic community and among allies that nonéwu

of the self-selected aspirants will be ready for an invitation

by April "99. As we saw with President Constantinescu, even th

most vocal aspirants sense this mood and are lowering 3
expectations at home. Over the past months we have been YY”uQﬂ
insistent that the President’s prerogative to make the decision

on second round and open door policy be respected and preserv?9% 6/£Uﬂm.
Sustaining that message became more difficult after the POTUS

Prodi discussion (which resonated in Washington and around the’ﬁm"m’*xb
alliance), but Don and Marc reaffirmed that message in June

consultations with key allies. Uu4?n414NMUL
' !

Over the past month, Strobe has promoted the idea that POTUéan’au)weu?kﬁ)
signal to Yeltsin on September 1 that there will be no new A4 qjﬂ§§a°
invitations at the Washington summit. Per our earlier notes <

you, his rationale is that this would have a positive impact og$%:40L
relations with Russia at a sensitive juncture, and greatly W
increase prospects for an early (e.g., December) CFE framework1 A &J&
agreement. However, at Jim’s last restricted meeting no one b b
thought we could do all we would need to do - hold a restr1cte£ﬁ

group session and Principals meeting (or two), get POTUS’ Cqu
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THE SECRETARY OF STATE
WASHINGTON

DECLASSIFIED

PER E.O. 13526
2o15-004/-M (1.0%)
o/i)azs N

DECL:
MEMORANDUM FOR THE PRESIDENT
FROM: Madeleine K. Albright (JuA

SUBJECT: Night Note: Recent Results of Your Foreign Policy
Intervention

We are observing first-hand how your decisive personal
involvement in foreign affairs achieves quick results in
resolving some of our most challenging problems. I have seen
evidence this week of how your trip to China and your meetings
last month with French Prime Minister Jospin have made specific
positive impacts.

EU Commission officials have said that your visit to China has
changed international perceptions of that transforming country
and highlighted the beginnings of a major power shift in the
Asia-Pacific region. They believe you have succeeded in changing
the discourse on China, which is no longer viewed as the last
vestige of the Cold War, but is now seen as a newly emerging
power moving gradually in the right direction. EU officials are
already beginning to reassess the European approach to China in
light of your’historic trip.

Similarly, your engagement of French Prime Minister Jospin during
his Washington visit has led his aides to make glowing comments
about the excellent rapport you established with the Prime
Minister. The French side was struck by your wide awareness of
various issues, your interest in their views, and your attention
to European affairs, particularly social policy. Jospin aides
extolled your excellent personal rapport with Jospin and
described you as a leader possessed of understanding and
initiative, who conducts a careful and balanced policy. The
French feel they accomplished their primary objective during the
visit -- to enhance mutual understanding. This improved
bilateral atmosphere and the personal relationship you developed
during his visit will no doubt prove invaluable as we .work with
France on Iraqg, NATO, and other potentially difficult issues.

Your personal attention to these strategically important
relationships is paying real dividends.

R
Classified by: Secretary Madeleine K. Albright
Reason: 1.5 (B) and (D)
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Meanwhile, we have engaged the Egyptians to discuss a gradual,
though not total, cut-back in Egyptian ESF. (Ideally, we would
begin with a $100 million cut in FY99, maintaining the 2/3 ratio
of Egypt/Israel ESF.) We have emphasized the need for Egypt to
match Israel in articulating a coherent rationale for
restructuring our aid program. So far, Egyptian thinking has
not advanced beyond waiting to see what Israel gets and then
asking for the same. They now realize that Congress is unlikely
to approve any increase in Egyptian FMF, but they still argue
for at least a token increase.

The phase-down of ESF will greatly increase our foreign aid
flexibility in the out-years. However, it is in FY99 that we
face the greatest crunch, as we seek to increase aid to Jordan
(from $25 to $150 million in ESF, without the complicated “give-
backs” from Egypt and Israel), the Palestinians (from $75 to
$100 million) and the Middle East North Africa Bank ($52.5
million for our first installment of capitalization).

We will not be able to meet those priorities without a more
front-loaded reduction in Israeli ESF than Ne’eman says he has
worked out with the Congress. 1If we don’t get that, we will
either have to reduce Egyptian ESF by more than the Israeli cut,
or give up on our other priorities in.the Middle East. These
priorities are sufficiently important that we should not simply
accept Ne’eman’s terms without arguing strongly for our
preferred approach.

Key members are ready to front-load the reductions if we reach
an agreement with Israel, but are not willing to expend any
political capital to convince Ne’eman to go along with us.
Ne’eman believes he can get more working the Hill than
compromising with us, although he faces skepticism about his
requests for a costly debt repayment scheme, relief from their
promise of $50 million for Jordan, and permission to spend FMF
outside of the United States. In turn, we need to communicate
clearly our preference for a more front-loaded approach and get
the Congress to recognize clearly the effect on other Middle
East aid programs of the Israeli approach. This may gain us
some additional flexibility for meeting our other aid
priorities.

We have proceeded cautiously so far in order to avoid giving
credence to Israeli press claims that we have’ tied this issue to
our disagreement with Netanyahu over the peace process. We
should soon, however, present our ideas formally to Congress.

Tab A PDB Article: [1iii/
[F7 E0'13526 1:4c, 1.4(d
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THE WHITE HOUSE
WASHINGTON

DECLASSIFIED
PER E.O. 13526
215-00)-m (L.1g)
6/1)w23z vL
MEMORANDUM FOR THE PRESIDENT
FROM: SAMUEL BERGER
SUBJECT: Pressing Blair for Actions Against Usama Bin

Laden Associates in the United Kingdom

Because of the peculiarities of British law, the United Kingdom
has long been a relative safe haven for supporters and
associates of Middle East terrorists. 1In the weeks since the
embassy bombings, both President Mubarak and Crown Prince
Abdullah have asked us to urge the British to take action
against terrorists operating from their soil.

By the time you meet with Tony Blair, he is expected to have
pushed a new anti-terrorism law through an emergency session of
parliament. The Queen is expected to approve it on Saturday.
Although the new law’s focus is on Northern Ireland, it also
includes measures that will give the government new authorities
to combat global terrorism. Most significant is the provision
that makes it illegal to conspire to commit terrorism abroad.

In your meeting with Blair, you should strongly encourage him to
immediately begin using this new provision against associates of
Usama Bin Laden and other Islamic extremists. We have strong
evidence that Bin Laden cells exist in London, that they are
actively engaged in conspiracies abroad, and that they often use
British financial institutions to move money destined to assist
terrorists. Talking points are at Tab A.

On a related matter, we are beginning to make progress on
implementing your executive order blocking the assets of Usama
Bin Laden and his associates held in U.S. banks. Bank of
America has identified and frozen a number of accounts under the
control of Salah El Din Idris, the present owner of El-Shifa
Pharmaceutical Industries Company, at their London and Jersey
(Channel Islands) branches. When these accounts were first
blocked last week, they held slightly over $10 million. Since
then, additional deposits have been made to bring the total

ZoP~-SECRET - cc: Vice President

Reason: 1.5 (c) (d) Chief of Staff
Declassify On: 09/02/08 .
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blocked up to about $25 million. It seems that Idris has not
attempted a withdrawal and therefore may not yet be aware that
his funds have been blocked.

It is unclear what will happen when Idris becomes aware of this
blocking action. The most problematic scenario involves him
taking legal action against our blocking order in British
courts, where there is little legal precedent for such a case.
While Treasury urges that you not discuss this specific matter
with Blair, we have included general talking points on the need
for the UK to cooperate fully with our efforts to freeze
terrorists’ financial assets.

Attachment
Tab A Talking Points for your Meeting with PM Blair

FOP-SBEEREE-
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personal privacy [(a)(6) of the PRA]

C. Closed in accordance with restrictions contained in donor's deed
of gift.
PRM. Personal record misfile defined in accordance with 44 U.S.C.
2201(3).
RR. Document will be reviewed upon request.
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Freedom of Information Act - [S U.S.C. 552(b)]

b(l) National security classified information [(b)(1) of the FOIA|

b(2) Release would disclose internal personnel rules and practices of
an agency [(b)(2) of the FOIA]

b(3) Release would violate a Federal statute [(b)(3) of the FOIA]

b(4) Release would disclose trade secrets or confidential or financial
information [(b)4) of the FOIA]

b(6) Release would constitute a clearly unwarranted invasion of
personal privacy {(b)(6) of the FOIA]

b(7) Release would disclose information compiled for law enforcement
purposes [(b)(7) of the FOIA)

b(8) Release would disclose information concerning the regulation of
financial institutions [(b)(8) of the FOIA]

b(9) Release would disclose geological or geophysical information
concerning wells [(bX9) of the FOIA]
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MEMORANDUM FOR MEMBERS OF THE SPECIAL COORDINATION GROUP ON
INTERNATIONAL CRIME

FROM: RICHARD A. CLARKE*L&F
SUBJECT: SCG Meeting Rescheduled

SCG Rescheduled: The SCG meeting postponed on Tuesday, September
1, 1998 has been rescheduled and will be this Friday September
4, 1998. Please note that the Money Laundering Sub-Group report
to the SCG originally scheduled for this SCG will not take place
at this time. The agenda, meeting time, location, and topics
are as follows:

SCG Agenda for Friday, September 4, 1998 10:00-12:00
Where: OEOB, Room 552

Participants: SCG Members (plus one)

Agenda: 10:00 Opening - Richard A. Clarke

10:05 Continued Diplomatic Initiatives &
Institutional Development Sub-Group Report:
Corruption Brief/VP Conference (State)

10:35 Update on Russia/CIS Policy Paper (State/Justice)
10:50 Briefing on the status of [(HEC 13526 AC L) BIDeT]
11:05 Nigeria/Africa Sub-Group Report (State/Justice)

11:50 Other Business/Closing Remarks -
Richard A. Clarke

All participating agencies are reminded that they should arrange
access to OEOB for all of their participants by providing their
full names, DOBs and SSNs NLT 3PM the day prior to the session
to Ms. Carolyn Dollar at 202-456-9361.

Questions concerning the items above may be directed to Director
William Wechsler at 202-456-9351 or Director Fred Rosa at
202-456-9361.

Copy: SCG Sub-Group Chairs; Departmental SCG Coordinators

CLINTON LSBRREY PHOTOCOPY
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THE WHITE HOUSE
WASHINGTON

September 8, 1998 DECLASSIFIED
PEREO.13526 . .
INFORMATION Zor14-0 ¥4SM (j.0v)
227 27w
MEMORANDUM FOR THE PNJSIDENT 2o15=o0d1-m (£30)
FROM: SAMUEL BERGEg/
SUBJECT: Taliban Guarantees Regarding Usama bin Ladin

You asked about a report that the Taliban had gotten Usama bin
Ladin to agree not to stage additional attacks from Afghanistan.

The Taliban have repeatedly assured the United States and Saudi
Arabia that they would restrain bin Ladin from attacking us or
the Saudis from his base in Afghanistan. These assurances came
after bin Ladin’s move to Qandahar in early 1997, after his late
1997 interview in which he threatened the United States, and in
May 1988 after his speech broadcast from Khost. The Taliban
also claimed to have extracted a promise from bin Ladin not to
attack in a letter from him late last year. Despite these
assurances, UBL continued to plan attacks, surveil targets,
deploy attack teams, smuggle and stockpile weapons and
explosives while a "guest" of the Taliban.

Until now, the Taliban had little incentive tc enforce
restrictions on bin Ladin, since they share his ideology and
rely on his resources. This said, it is not clear that the
Taliban leadership understands the full reach of bin Ladin’s
operational capabilities, despite the fact that he has used
Taliban communications now and then to contact his operatives;
they may believe that by keeping him in Afghanistan they are
actually constraining his ability to attack.

The attacks against Khost, however, clearly caught the Taliban’s
attention. On August 22, Mullah Omar joined a phone call
initiated by one of his subordinates to a mid-level State
Department official, in which Omar proposed a dialogue regarding
bin Ladin. We accepted, sent them a paper on bin Ladin, his
terrorist network and the threat he poses to U.S. interests, and
are now waiting for his emissary to meet our people in
Islamabad. Although the dialogue is not likely to result in
Taliban action against bin Ladin, Omar’s interest in it might

BECRET— cc: Vice President
Reason: 15 ief of Staff
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reflect tensions within the Taliban on the issue of haven for
bin Ladin.

In any case, the Taliban track record on assurances makes their
latest assurances unpersuasive. Mullah Omar remains in firm
control of the movement and continues to refer privately to bin
Ladin as a “water jar,” (i.e., a life giving force). Thus, he
would not be inclined, at this point, to do what we require:
expel bin Ladin to us or the Saudis.

Attachment
Tab A August 25 Morning Summary

CLINTON LIBRARY PHOTOCOPY
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MEMORANDUM FOR THE PRESIDENT

/ ,
FROM: SAMUEL BERGER // dzw @/

o
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SUBJECT: Taliban Guarantees Regardlng Usama bin Ladin

You asked about a report (Tab A) that.the Taliban had gotten Usama
bin Ladin to agree not to stage additional attacks from
Afghanistan. J
The Taliban have repeatedly assurad the United States and Saudi
Arabia that they would restrain b:n Ladin from attacking us or the
Saudis from his base in Afghanistan. These assurances came after
bin Ladin’s move to Qandahar in early 1997, after his late 1997
interview in which he threatened the United States, and in May 1988
after his speech broadcast from Kaost. The Taliban also claimed to
have extracted a promise from bin Ladin not to attack in a letter
from him late last year. Despite these assurances, UBL continued
to plan attacks, surveil targets, deploy attack teams, smuggle and
stockpile weapons and explosives while a "guest" of the Taliban.

Until now, the Taliban had little incentive to enforce restrictions
on bin Ladin, since they share his ideology and rely on his
resources. This said, it is not clear that the Taliban leadership
understands the full reach of bin Ladin’s operational capabilities,
despite the fact that he has used Taliban communications now and
then to contact his operatives; they may believe that by keeping
him in Afghanistan they are actuelly constraining his ability to
attack.

In any case, the Taliban track record on assurances makes their
latest claims unpersuasive. Mullah Omar, who is in firm control of
the movement, continues to refer to bin Ladin as a “water jar,”
(i.e., a life giving force) and will not do the only thing he can
to prevent renewed attacks launched essentially by phone calls:

/ expel bin Ladin to the United States or the Saudis.

Attachment
Tab A August 25 Morning Summary
-CECRESF DECLASSIFIED cc: Vice President

Reason: 0. 13526 Chief of Staff
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THE WHITE HOUSE
WASHINGTON

INFORMATION

MEMORANDUM FOR THE PRESIDENT
FROM: SAMUEL BERGER /

SUBJECT: Taliban Guarantees Regarding 9é£;a bin Ladin
<//I‘

You asked about a report that the Taliban/had gotten Usama bin
Ladin to agree not to stage additionalxéttacks from Afghanistan.

A _ St out
The Taliban have repeatedly assured, the .S, and Saudi Arabia,—--
that they would restrain bin Ladin/from attacking us or the }Sﬁdﬂ
Saudis from his base in Afghanistén. These assurances came \\fgiv
after bin Ladin’s move to Qandahar in early 1997, after his late/
1997 interview in which he threatened the %:EZZ_an3=Tﬁ_M5Y‘T§88
after his speech broadcast from Khost. The Taliban also claimed
to have extracted a promise-from bin Ladin not to attack in a
letter from him late last .year. Despite these assurances, UBL
continued to plan attacks, surveil targets, deploy attack teams,
smuggle and stockpile weapons and explosives while a "guest" of
the Taliban.

Until now, the Taliban had little incentive to enforce
restrictions on bin Ladin, since they share his ideology and
rely on his resources. This said, it is not clear that the
Taliban leader$hip understands the full reach of bin Ladin’s
operational cépabilities, despite the fact that he has used
Taliban communications now and then to contact his operatives;
they may bélieve that by keeping him in Afghanistan they are
actually_éonstraining his ability to attack.

The aptacks against Khost, however, clearly caught the Taliban’s
attention. On August 22, Mullah Omar joined a phone call
initiated by one of his subordinates to a mid-level State
Debartment official, in which Omar proposed a dialogue regarding
Bin Ladin. We accepted, sept ;Pem a paper on bin Ladin, his
terrorist network and the iﬁﬁgQ e poses to U.S. interests, and
are now waiting for his emissary to meet our people in
Islamabad. Although the dialogue is not likely to result in
Taliban action against bin T.adin, Omar’s interest in it might
SEEREE WL ip—FeeT—¢
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FROM: SAMUEL BERGER
SUBJECT: Taliban Guarantees Regarding Usama bin Ladin
(Tob #)

You asked about a reportAthat the Taliban had gotten Usama bin
Ladin to agree not to stage additional attacks from Afghanistan.

The Taliban have repeatedly assured the(ijé) and Saudi Arabia
that they would restrain bin Ladin from acking us or the
Saudis from his base in Afghanistan. These assurances came
after bin Ladin’s move to Qandahar in early 97, after his late
1997 interview in which he threatened the ﬂiég, and, in May 1988
after his speech broadcast from Khost. The Tallba€§gﬁa1med to
have extracted a promise from bin Ladin not to attack in a
letter from him late last year. Despite these assurances, UBL
continued to plan attacks, surveil targets, deploy attack teams,
smuggle and stockpile weapons and explosives while a "guest" of
the Taliban.

Until now, the Taliban had little incentive to enforce
restrictions on bin Ladin, since they share his ideology and
rely on his resources. This said, it is not clear that the
Taliban leadership understands the full reach of bin Ladin’s
operational capabilities, despite the fact that he has used
Taliban communicéations now and then to contact his operatives;
they may believe that by keeping him in Afghanistan they are
actually constraining his abilityv to attack.

In any case, the Taliban track record on assurances makes their
latest cla;ms unpersuasive. Mullah Omar, who is in firm control
of the moweme t continues to refer to bin Ladin as a “water
jar,” Ehﬁt—ts—Lé life giving force)and will not do the only
thing he can to prevent renewed attacks launched essentially by
phone c¢alls: Asxpel bin Ladin to p& or the Saudis.
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FROM DEPARTMENT OF STATE 4A

United States Department of State

Washington, D.C. 20520

QJJ&\\

DECLASSIFIED E.O. 13526

Department of State Guidelines, November 6, 2015

By. |12 NARA, Date_b/!/ 2027

-GONEIDENTIAL W 1% 004) -
Decl. 2/16/03

February 17, 1998

TO: DOJ Jim Reynolds
FBI - Dale Watson

NSC - Steven. Simon
FAA - David Leach
FROM: S/CT - Kenneth McKune, Acting \"/

SUBJECT: Meeting of Counterterrorism Experts of the Eight in London
March 5-6

The USG delegation to the March 5-6 Meeting of Counterterrorism
Experts of the Eight in London will be led by Gordon Gray of this
office. I invite you or your nominee to take part in the delegation.
Since the Lockerbie issue is the only agenda item on aviation, I would
appreciate it if Embassy London’s CASLO, Elizabeth Mullikan, could
attend that portion of the discussion.

A UK-provided draft agenda is attached.

S/CT will hold a delegation preparatory meeting in Room 2507 on
Friday, February 27 at 11 am.

Please advise John Spiegel at 647-8941 who will attend the preparatory
meeting; we need the social security number and date of birth for
those without a State Department building pass. For those traveling
to London, we need passport numbers and hotel reservation requests for
the country clearance cable. Please reply by noon on Friday,

February 20.

I am looking forward to seeing you at the delegation meeting on
February 27.

CLINTON LIBRARY PHOTOCOPY
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D AGENDA

‘approximate timings to be inserted later)

" Introdugticy

* Chairman’s welcome
* Approval cf agenda

Interpational terrorist trepnds

* Recent incidents
* Current trends

Progress reports and possible future action

Progress cn the 25 Points

Developmerits in national legislation

Report frcm the G8 Crime Experts’ Group

Promotion of cooperation in regional and other fora
Counter-terrorism Technology Conference, 11-12 December
Seminar cn Terrorist Arms Trafficking, 9-10 February
Seminar on Chemical & Biological Terrorism, 23-24 March
Directory of Counter-Terrorism Competerices: wider use

L 2 B B B 2 A )

Instruments against international terrorism

* Ratificat:on of 11 international conventions on terrorism
(includinc UN Convention on the Suppression of Terrorist
Bombing, cpened for signature on 12 January)

Draft nuc.ear terrorism convention

Aviation security: ‘ten years on from Lockerbie’ (ICAO
measures) - presentation by Transec

+

Gé coordirazad action

Action agz:nst terrorist fund-raisirg - presentation by TFF?
National terrorist crisis management procedures

Zuidelines o handling hostage incicdents and ransom demands
zespcrnse :tI nultinational hostage incidencs

ZXpor: ccn.irols on explcsives and terrorism-related items -
sresentatiics Ty DI

* Meeting oI 38 counter-terrorism practir:zners - possible
themes iec :errorist fund-raising)

* % ot % %

YWlr=p-20D

* Zhairman’s ccnciusions

* Discusgsicn zZI craft repcr: for G& Fcreign Ministers
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THE WHITE HOUSE
WASHINGTON

February 17, 1998

MEMORANDUM FOR THE VICE PRESIDENT
THE SECRETARY OF STATE
THE SECRETARY OF DEFENSE
THE ATTORNEY GENERAL
THE SECRETARY OF ENERGY
DIRECTOR OF THE OFFICE OF MANAGEMENT AND BUDGET
CHIEF OF STAFF TO THE PRESIDENT
DIRECTOR OF CENTRAL INTELLIGENCE
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
DIRECTOR OF THE FEDERAL BUREAU OF INVESTIGATION
DIRECTOR OF THE NATIONAL SECURITY AGENCY

SUBJECT: Possible Information Warfare Attack
Summary: As some of you know, an unusual computer hacking effort

has been underway against the Department of Defense. FBI now
believes that it has identified the source of at least one of the
intrusions and has an active law enforcement investigation
underway. As for the rest of the intrusions, we do not yet know
whether they are simply pranks or a foreign intelligence service
preparing for a serious destructive attack. They do, however,
highlight the need for a major effort at cyber protection. As
the President has requested, we will shortly be sending him the
comprehensive Presidential Decision Directive we have all been
working on to begin that process.

What Happened: Beginning on February 3 and accelerating over last
weekend, DoD discovered that computer systems of various military
installations had been probed and compromised. While all
intrusions were not identical, there were some similarities. In
many instances, the computer systems were manipulated, possibly in
an attempt to conceal the origin and nature of the intrusions, and
“back doors” were planted so the intruders could return undetected.
In some cases, they also planted “sniffers” that could monitor
traffic on the system and potentially steal log-ins, IDs, and
passwords of legitimate users. This level of control was not
achieved for all affected systems. The intruders may have obtained
passwords associated with the Air Force network that carries
critical, though unclassified, logistics information.

These intrusions are still continuing and, to date, DoD has
identified eleven systems as compromised. These include air base
computer systems at Andrews, Columbus, Kirkland, Maxwell, Kelly,

SEERER-
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Lackland, Shaw, and MacDill (the headquarters of Central Command
and Special Operations Command). The Air Force, having been the
first to discover the intrusions, worked with the other services
to identify similar intrusions at Pearl Harbor and Okinawa. 1In
the experience of DoD, this level of activity is highly unusual.

Based on inquiries from DoD, it appears that similar activity has
taken place in the publicly-accessible web server servicing the
Israeli Parliament. An internet service provider in the United
Arab Emirates also appears to have been compromised, and was
probably used in attempts to access DoD sites. Numerous
university computer sites in the United States appear to have
been exploited in similar fashion. Internet service providers
near those universities also appear to have been exploited.

Significance of these Events: FBI has made great progress in the
last few days and now believes it has identified the source of at
least one of the intrusions. However, it is far too early to
come to any firm conclusions about the nature of all of the
intrusions. Our information and evidence is spotty and our
intelligence is only developing. It may be that all of the
intrusions are no more than the activities of a few hackers with
trivial intentions.

However, we cannot dismiss the possibility that at least some of
the intrusions may be part of a structured and coordinated
information warfare campaign. Indeed, the specific type of
targets and activities discovered so far are very similar to
those we might expect prior to a serious attack against key U.S.
military information systems. 1If the worst-case scenario unfolds
and the military’s information systems become seriously
compromised and are then fully exploited by perscns with hostile
intentions, the resulting cyber attack could significantly
degrade the capabilities of the military’s transportation,
finance, medical, personnel, and logistics systems. DoD assures
us, however, that even under such a worst-case scenario the
effect of such attacks on our military capabilities in Southwest
Asia would not be debilitating.

What Steps We Have Taken: An intensive interagency process 1is
being coordinated by NSC to identify the sources and scope of
these intrusions, to learn the intentions of the intruders, and
to assess more carefully the potential consequences of these
activities. DoD is intensively monitoring its systems and has
taken certain remedial actions to safeguard the integrity and
availability of their systems; Justice is assisting DoD with
legal advice and operational support; and the Intelligence

CLINTON LIBRARY PHOTOCOPY
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THE WHITE HOUSE
WASHINGTON
February 16, 1998
INFORMATION

MEMORANDUM FOR THE PRESIDENT

FROM: SAMUEL R. BERGE%@,
SUBJECT: Possible Information Warfare Attack
Summary: As John Hamre mentioned to you the other night, an

unusual computer hacking effort has been underway against the
Department of Defense. FBI now believes that it has identified
the source of at least one of the intrusions and has an active
law enforcement investigation underway. As for the rest of the
intrusions, we do not yet know whether they are simply pranks or
a foreign intelligence service preparing for a destructive
attack. 1In any case, they highlight the need to improve cyber
protection. We will shortly be sending you a comprehensive
Presidential Decision Directive to begin that process.

What Happened: Beginning on February 3 and accelerating over
last weekend, DoD discovered that computer systems of various
military installations had been probed and compromised. While
all intrusions were not identical, there were some similarities.
In many instances, the computer systems were manipulated,
possibly in an attempt to conceal the origin and nature of the
intrusions, and “back doors” were planted so the intruders could
return undetected. In some cases, they also planted “sniffers”
that could monitor traffic on the system and potentially steal
log-ins, IDs, and passwords of legitimate users. This level of
control was not achieved for all affected systems. The
intruder (s) may have obtained passwords associated with the Air
Force network that carries critical, though unclassified,
logistics information. These passwords have subsequently been
changed.

Intrusions are still continuing and, to date, DoD has identified
eleven systems as compromised. These include air base computer
systems at Andrews, Columbus, Kirkland, Maxwell, Kelly,

Lackland, Shaw, and MacDill (the headquarters of Central Command

and Special Operations Command). In the experience of DoD, this
level of activity is highly unusual. The Air Force, having been
-SEERET-
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-CONFIDENTIAD NATIONAL SECURITY COUNCIL 20132
WASHINGTON. D.C. 20504
February 13, 1998
MEMORANDUM FOR
MR. LEON FUERTH MS. MONA SUTPHEN
Assistant to the Vice Executive Assistant to the
President for National Representative of the U.S.
Security Affairs to the United Nations
MR. WILLIAM J. BURNS DR. GORDON ADAMS
Executive Secretary Associate Director for
Department of State National Security and
International Affairs
COL. JAMES N. MATTIS Office of Management and
Executive Secretary Budget

Department of Defense
MR. JAMES E. STEINER
Executive Secretary
Central Intelligence Agency

SUBJECT: Iraqi Access to Information

At the recent Principals’ Committee meeting on Iraq, a question
was raised about access by Iragis to news and information. 1In
response to that query, we provide the following information,
which has been provided by CIA.

Freedom of speech and press in Iraq is severely curtailed. The
media - print and electronic - is government owned and
controlled. Government censorship is extensive. Iraqgis listen to
domestic and foreign radio and television programming - almost
50 percent domestic and fifty percent foreign. Iraq’s 22 million
people are served by 16 AM and one FM radio stations, and by 13
television stations. There are an estimated 4.5 million radios
and 1.5 million televisions in use in Iraq.

Iragis usually tune in to Iraqi radio and television primarily
for music and cultural programming. For news, they listen to one
of three foreign Arabic language radio stations - the Voice of
America, the BBC, or Radio Monte Carlo. Many Iraqgis view VOA as
trustworthy, objective, and credible. Many Baghdad residents
also listen to an Israeli-Arabic radio station. The favorite

-CONEIDENT IAL.
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also listen to an Israeli-Arabic radio station. The favorite

television station appears to be the Quatar-based al-Jazirah
Television.

Government officials, ruling elites, and middle class Iraqis
have satellite dishes and are able to receive CNN and Russian
television broadcasts. Possession of satellite dishes is
officially illegal in Iraq, though selected regime officials and
those with connections to the regime reportedly have access to
satellite broadcasts. Many dishes are presumably hidden.

Glyn”T. Davies
Executive Secretary

SREEEEECLINTON LIBRARY PHOTOCOPY



ﬁoole, Jennifer C.

From: Marty, Joseph H.
Sent: Thursday, February 12, 1998 8:54 PM
To: Poole, Jennifer C.; @NESASIA - NE/South Asia
Cc: Metzl, Jamie F.; @CROSS - Cross Hatches [:C; (‘j‘_l .
Subject: RE: Clearance requested on Package 20132 {CONEIBENTHAL]-
Clear
—Original Message—
From: Poole, Jennifer C.
Sent: Thursday, February 12, 1998 8:34 PM
To: @NESASIA - NE/South Asia
Cc: Metzl, Jamie F.; @CROSS - Cross Hatches
Subject: Clearance requested on Package 20132 {GONFIBEMNTIAL]- E O C/\-' A]

NESA: Your clearance is requested on the attached package. If you make changes, please use the Track
Changes function. Thank you.

<< File: 1056 - IPI Iraq Davies memo to PC drafted mmetzl.doc > <« File: 1056 - IPI Iraq memo to Davies on
Iraqi info - metzl.doc » <« File: 1056 IPI Iraq - Davies memo to PC by mmetzl.doc >

DECLASSIFIED
E.0. 13526
White House Guidelines, May 16, 2017
By VL NARA, Date_t/L) 0073
Zois-0otl-m
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FROM DEPARTMENT OF STATE

-CONHFDENTHAL

COALITION UPDATE

2/13/98 18:39

TIER ONE COUNTRIES
(MILITARY SUPPORT PENDING)

COUNTRY REQUEST
Bahrain DOS/DOD

Czech Republic DOS/DOD

Germany DOD/DOS
Netherlands . DOS/DOD/POTUS
Norway DOS/DOD
Romania DOS

e/pmisp/jonesslirag/coalit.xls

RESPONSE/CONTRIBUTION

Strong support of bed-down requirements. With USG on
most issues. No public announcement

Very strong support from Czech govemmente. Expect
formal commitment by 2/17. Looking at decon teams.

No response to request. Public announcement that
German bases could be used for strikes. German Secruity
Advisor scheduled to meet with P and NSA on 2/12.
Specific requests being put forward with OSD input.

Cabinet discussions ongoing. Dutch frigate enroute to
Alexadria, Egypt to await further orders. Embassy urges
low profile until government debate over.

Parliment debate in progress. MOD discussing potential
contributions with DATT

Informal offer of field hospital, NBC unit, auxiliary forces or
smaller, symbolic forces.

Produced by PM/ISP
POC is S. Jones
202-647-4059

BED-DOWN

N/A

T8D

78D

At Sea

T8D

T8D

CLINTON LIBRARY PHOTOCOPY



4

7500 P

-
2
>

4A (FR1) 2.13'98 19:39/ST. 19:39/N0. 37606

FROM DEPARTMENT OF STATE

COALITION UPDATE

2/13/98 18:39

TIER TWO COUNTRIES

{MILITARY SUPPORT APPROACH BEING EVALUATED)

COUNTRY REQUEST

Bangladesh PENDING

Belgium PENDING

France PENDING
Honduras PENDING

ltaly NOT MADE
Portugal PENDING
Senegal PENDING

Spain PENDING/POTUS
Ukraine PENDING

o:/pmisp/jonesslirag/coalit.xs

RESPONSE/CONTRIBUTION BED-DOWN
Mercenary troops in Kuwait now. Post feels a request has TBD

a good liklinood of acceptance. PM/ISP working approach

to country.

Public divided on resopnse TBD
MOD Studying potential military options.

Sent troops in Gulf War. T8D
Overflight issues manageable. May be a growing 8D

consensus that military strikes are inevitable. Some reports
that ltaly preparing to send military forces, to include a

trigate.

Blanket overdlight clearances granted. TBD
Studying approach options T8D
Blanket overflight clearances granted. POTUS wants to TBD

make a phone call thanking Spain for overflight rights.

Expectthat on 2/12.

Informal offer of heavy lift (aircrait) support. Evaluating TBD
nature of offer.

Produced by PM/ISP
POCis S. Jones
202-647-4059

s O

-CONFDENTIAL
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4A

FROM DEPARTMENT OF STATE

‘CONFIDENHAL
COALITION UPDATE 2/13/98 18:39
TIER THREE COUNTRIES
(MILITARY SUPPORT DOUBTFUL)
COUNTRY REQUEST RESPONSE/CONTRIBUTION
Brazil DOS Public Support only. No combat troops.
Chile DOS Chile not expected 1o contribute
Ethiopia DOS Public Support only. No troops. AF/E working on letter to
PM from SecState to thank for palitical support and press
again ftor a contribution.
Produced by PM/ISP
POC is S. Jones
e:/pmispljonesslirag/coalil.xls 202-647-4059

BED-DOWN
N/A
TBD
TBD

-CONFIDENTIAL
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FROM DEPARTMENT OF STATE

CONFDENTAL

COALITION UPDATE

2/13/98 18:39

BASING AND OVERFLIGHT COUNTRIES

COUNTRY BASE/OVRFLT

Bahrain BASE/OVRFLT
Egypt BASE
Germany BASE/OVRFLT
Iceland BASE

ltaly OVRFLT
Kuwait BASE/OVRFLT
Oman BASE/OVRFLT
Portugal OVRFLT

Saudi Arabia BASE/OVRFLT
Spain OVRFLT

UAE BASE/OVRFLT

e:/pmisp/jonesslirag/coalit.xis

DESCRIPTION OF SUPPORT
Bed-down of AEF, NAVCENT, and other support forces
Logistics staging

Use of airbases

Use of airbases

Overflight -- possible airbases
Significant bed-down

Basing and overilight

Blanket overiight

Bed-down of support forces

Blanket overlight

Basing of tankers and overtflight

Produced by PM/ISP
POC is S. Jones
202-647-4059

-CONFIDENTIAL-
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‘CONPEDENTEAE~
COALITION BUILDING

PM/ISP Status as of 02/13/98 7:08:01 PM

(BOLD updates indicate recent additions)

NOTE: SEVERAL POTENTIAL PARTNERS HAVE INQUIRED REGARDING THE AVAILABILITY OF ANTHRAX
VACCINE BEFORE THEIR TROOPS ARE SENT TO THE REGION. CANADIAN STATEMENTS IN
PARLIAMENT INDICATE THAT THEIR TROOP WILL NOT/NOT BE DEPLOYED WITHOUT PROTECTION.
OTHER NATIONS, INCLUDING CZECH REPUBLIC AND POLAND, HAVE ALSO ASKED ABOUT THE
VACCINE. OSD/JCS HAVE BEEN NOTIFIED AND REQUESTED TO WORK TRIS PROBLEM AS
EXPEDITIOUSLY AS POSSIBLE. THE FEAR IS THAT ALL PARTNERS AND POTENTIAL PARTNERS WILL
SEEK VACCINE BEFORE DEPLOYING TROOPS AND WE MUST BE PREPARED TO QUICRLY ASSURE THEM
IN THIS REGARD OR FACE EMBARRASSMENT.

PARTNERS :

Argentina:
e Strong statement from FM on support for international forces.
® Expect maedical and sanitation teams.

Australia:
e POTUS Phone Call to PM on 6 Feb.
e Australia committed to sending 2 707 tanker aircraft, SAS, Intel teams.
e Close ongoing liaison between OSD/CENTCOM. Australian LNO at CENTCOM.

e Press statements out indicating active Australian support of military
action.

e PM has agreed to make calls to garner coalition support.

e CINC has accepted Australia. Baed-down of 707’s planned in Oman, SAS unit in
Kuwait.

Canada:
e Committed to send frigate HMCS TORONTO from the Med and 2 KC-130 aircraft.
e Working closely with DATT/OSD to coordinate offers. CENTCOM liaison made.
e Public announcement made.
e Canadian KC-130 would probably go to Bahrain. (tentative)

e Canada approached us regarding anthrax vaccine. (About 400 needed) They
will not/not deploy forces to the region until their people are inoculated.

Denmark :
e Strong, positive response to our request. News conference received major
play in the country where DA announced their commitment.
e Working details of military forces. Possible contributions include fighter
alrcraft, C-130, corvette, fisheries inspection vessel, minesweeper.
Special ops unit, chemical detection unit.

Hunga
e MFA announced ready to join other countries in international action to force
Iraqi compliance.
e MOD preparing draft resolution for 16-18 Feb parliamentary discussions to
support USC position.
Kuwait :

~-CONPIDENT AL

Prepared by PM/ISP--POC is S. Jones 202-647-4059
e:/pmisp/jonessl/irag/coalupd.doc
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-CONFIDENTIAL-
Ongoing significant buildup in Kuwait.

No specific response to request for active force participation but it is
assumed.

Working bed-down coordination issues.
Strong support issued.

New Zealand:

Poland:

New Zealand agrees to send forces to include 2 P-3 aircraft, SAS forces,
HMNZ ENDEAVOR. .

Polish liaison with DOD has already started.

We need to be sensitive to Polish concerns regarding their position of
taking care of American interests in Baghdad. 11 dependents in Baghdad that
will have to be taken out at the right time, preferably (from the Poles) in
phases; 61 AMCITs total.

Poland seeking SATPHONES and advance warning to evacuate Baghdad.

Have told military at OSD that they will send a SAR rescue ship and decon
unit. They will probably need lift for the decon unit.

They want anthrax vaccine.
Issue of payment under review; is SOFA needed?

Parliamentary approval for deployment needed with two weeks advance
notification required.

United Kingdom:

Strong support
Carrier in the Gulf

Urging Washinrngton embassy to initiate parallel coalition building
discussions.

UK expected to begin active lobbying of EU countries for military support
begining week of 2/16.

FIRST TIER COUNTRIES
(Military Support Pending)

Significant build up ongoing

AEF + 3 B-1 Bombers

Home port for NAVCENT

CENTCOM temporary office in Manama

No response on request for additional forces

Still looking for legal cover --- sensitivity to sovereignty concerns.

Czech Republic:

Germany:

Czechs have asked for anthrax vaccine through mil-mil channels.

Strong statements of support from MPA and will geek approval of parliment to
deploy forces week of 2/16.

Expect decontamination and medical teans.

No specific response to request

-CONFEBENTEAR-

Prepared by PM/ISP--POC is S. Jones 202-647-4059
e:/pmigp/jonessl/iraq/coalupd.doc
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“CONPEDENTIAL-
Over the weekend, Germany announced that bases in Germany could be used for
strikes against Iraq. (Unlikely)

P and NSA meeting with German NSA on 2/12. Meeting will seek direct German
participation in coalition. A

Netherlands:

Romania:
L J

POTUS phone call to PM 8 February.

Mil-Mil discussions indicate possibility of F-16 aircraft, C-130 aircraft,
KC-10 tanker aircraft, and a Patriot or Hawk battery.

Dutch sending a frigate to wait further orders in Egypt.

Debate in Dutch cabinet on use of force on 13 Feb; parliament to be informed
of decision over the weekend --no significant opposition expected.

Embassy urges low profile until official government position reached.

GON has “not ruled out” use of force.

MOD prefers to back US military efforts. MOD has discussed potential war
reserve material, hospitals, and 1-2 C-130's. Ground troops unlikely.

GON wants specific request. Working with OSD/CENTOM to develop menu
package.

Parliament expected to authorize military support.

Damarche made on USG request to provide forces on 2/12.

Chief of General Staff made tentative offer of non-combatant forces. =---
medical field hospital, NBC unit, auxiliary forces.

Or offer of smaller, symbolic forces.

Second Tier Countries
(Military Support Approach Being Evaluated)

Bangladesh:

Belgium:

France:
°

Bangladesh already has about 1400 mercenaries in Kuwait.

Informal probing by post indicates GOB may be sympathetic to a request for
forces.

Preparing demarche.
OSD evaluating whether it desires an approach for military support.

Public opinion on Irag is “mixed”, making overt support for military action
difficult.

MPA expected to authorize overflights and transit flights.
Seeks UN statement that military force is only reasonable option.

If all else failg, military will be ready to join coalition once political
decision is made.

GOF continues to be focused on a diplomatic solution.

DATT reports that French MOD are considering options to include French
aircraft already on the ground in SWA, deploy additional aircraft to the
region to support possible military action.

~CONF IDENT TAL-

Prepared by PM/ISP--POC is S. Jones 202-647-4059
e:/pmigp/jonessl/iraq/coalupd.doc
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-CONFEDENPIAL
Italy:
e Prefers diplomatic solution but has yet to reach GOI position on use of
force and sending troops.
e Ongoing sensitivity from gondola accident.
e Overflight issues are “manageable.”
e Emerging consensus that Italy may soon be asked to participate and that
military strikes may be necessary if diplomatic efforts fail.
e Post sees increasing likelihood that Italian bases can be used.
Portugal :
e Although not formally approached, GOP looking at ways to “facilitate”
movement of military forces to Gulf.
e GOP favors diplomatic solution
e Press accounts depict Portugal as part of the “hard core” military group.
e MFA grants blanket overflights and landing rights for Operation SOUTHERN
WATCH aircraft during the next 90 days.
Senegal :
e Country desk thinks Senegal might be responsive to a request. Vetting idea
with 0OSD.
¢ Preparing demarche for post.
SEain:
e DATT liaison indicates strong interest.
e Spain has given umbrella permission for flight operations through Rota and
Moron Zor Iraq contingency operations.
Ukraine: 2
¢ Informal reporting from post after high-level meetings from visiting DoS
delegation indicate Ukraine is offering heavy 1lift air transport to the
operation.
¢ Perhaps lift could be used to bring Eastern European contingents to the
area.
THIRD TIER COUNTRIES
(Military Support Doubtful)
Brazil:
e Wants a diplomatic solution.
e Will not send forces to region.
¢ Constitutional problems hinder ability of Brazil to send forces overseas.
Chile:
¢ Chile is not expected to respond favorably to our request for military
support.
Ethiopia:

e PM promises political and diplomatic support but will not/not send a troop
contingent. Concern about reaction in the Arab world cited.

¢ Working a letter to PM from SecState.

~CONFIDENTIAL—~

Prepared by PM/ISP--POC is S. Jones 202-647-4059
e:/pmisp/jonesel/iraq/coalupd.doc
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TALKING POINTS FOR POTUS-PM BLAIR MEETING

Security Council Expansion

Background: We are working with the P3&2 Group (US, UK, FR &

Japan, Germany) in New York to hammer out a framework resolution
for Security Council reform in 1998. There are two contentious
issues. First, size of expansion - we are holding at 21 seats,
while everyone else wants 24. Second, veto for new permanent
members — we are firm that the veto question should not be
considered until the new Council membership is determined. On
the home front, we do not want action on Security Council reform
to jeopardize timely Hill action of UN arrears legislation this
Spring.

On the 24 seat debate, the UK is concerned that without progress
this year, Germany will join Italy in pushing for one or more
rotating seats for the EU—a move that threatens Britain’s
permanent seat on the Council. UK is pressing us to accept a 24
seat expansion.

On the veto issue, the UK agrees with us on deferring this
question until the Council’s new members have been determined.

Talking Points:

I am determined to maintain momentum on Security Council
expansion .this year. However, early action on Council
expansion in New York, especially if it is controversial with
Congress, would jeopardize passage of UN arrears legislation
this Spring. Nonetheless, I do not intend to allow this
initiative to lead to a dead end.

Therefore, we need to slow down the P3&2 process, giving us
time to pass UN arrears legislation this Spring. This must be
done without inducing any adverse action on Security Council
reform, especially among EU members. The process is
manageable, and we will collaborate with you over the coming
weeks to orchestrate our efforts.

Regarding the 21 seat limitation, I recognize we face
opposition to our firm stand to preserve the Council’s
efficiency. However, as we see in the continuing Iragi-UNSCOM
crisis, Security Council efficiency is a decisive factor in
responding to threats to international peace and security.

CLINTON LIBRARY PHOTOCOPY
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to advise on non-proliferation of WMD, including issues related
to terrorism, arms control, and international organized crime,
and to coordinate nonproliferation research efforts.

Senior Administration Officials: The Attorney General,
Secretary of Defense, and others have addressed this issue:

“The front lines are no longer overseas; it can just as well be in any American city.”
William Cohen, 25 November 1997

“The evolving security environment has significant implications for how the national
securnity apparatus operates. The distinction between foreign and domestic policies are
less pronounced than in the past. The United States faces a panoply of threats that
require smooth interaction among diplomatic, military, law enforcement, and
consequence management organizations. Our national security apparatus must be
flexible and responsive to meet the kinds of challenges this nation will face in the
foreseeable future.” William Cohen, 15 December 1997

“We will develop an effective capability to detect, prevent, defeat and manage
consequences of nuclear, biological and chemical material and weapons used by
terrorists. Let me explain briefly some of the means by which we seek to accomplish
these objectives....A Presidential Commission on Critical Infrastructure Protection has
been created....as part of this effort, an Information Protection Task force has been
created. It is a multi-agency effort to identify and coordinate existing expertise and
capability, in the government and the private sector, relative to critical infrastructure
protection” Janet Reno, 13 May 1997

Panels and Commissions: There have been numerous reports, both
within and outside of the government, that have addressed these
issues and recommended additional efforts, coordination and
integration:

o The December 1997 report of the National Defense Panel
which stressed the need for increased emphasis, comprehensive
planning, and interagency coordination on homeland defense,
focusing on the interrelated dangers of terrorism, weapons of
mass destruction and consequence management, and information
warfare and attacks on critical infrastructures.

o The October 1997 report of the President’s Commission on
Critical Infrastructure Protection (Marsh Commission)
recommended that the administration coordinate critical
infrastructure protection through an office in the NSC, create a
interdepartmental support office located in Commerce, formalize
a “lead agency” management process, and create a public/private
information sharing and analysis center.
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o The March 1997 report of the Livermore Study Group on
Terrorist Use of Weapons of Mass Destruction (Woolsey-Nye
report) called for a National Coordinator reporting to the Vice
President and supported by a planning staff.

o The Brown Commission on U.S. Intelligence for the Twenty-
First Century recommended the creation of a coordinator on the
NSC and a permanent support staff to address terrorism, WMD
proliferation, narcotics trafficking, and international
organized crime.

o The 1996 report of the Defense Science Board Task Force
on Information Warfare-Defense recommended establishing a center
for intelligence, indication and warning, and threat assessment
within the Defense Department and also recommended possibly
establishing an additional public/private center for indications
and warning.

o0 The Commission on the Roles and Missions of the Armed
Forces recommended that the office of the Vice President be
charged with integrating the nation’s response capabilities and
that a permanent multiagency planning staff be established.

2.0 Proposed Directives and Structure

2.1 The PDDs: A pair of Presidential Decision Directives
have been drafted in response to these concerns and proposals:

o PDD-XX: The purpose of this directive is twofold. First,
it is a vehicle for the President to re-emphasize the importance
he personally attaches to addressing the unconventional threats
to the homeland and to Americans abroad. Second, the directive
establishes an improved system for interagency coordination and
accountability, by strengthening the Lead Agency approach and
specifying ten program areas. There would be clear
responsibility for policy development and implementation for
each program.

o PDD-YY: This directive elaborates policy on one of the
ten program areas, the protection of critical infrastructure. A
separate Directive is required because no Administration has
ever enunciated a comprehensive and detailed policy and program
in this area. The Directive incorporates the work of the Marsh
Commission. The central concept incorporated in this PDD is
that of a Public/Private Partnership leading to the greatest
possible voluntary cooperation between the government and the
private sector to reduce vulnerabilities. Two other key
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assignment, the PDD would seem to treat the Critical
Infrastructure issue exclusively as a national security/law
enforcement problem.

The Alternative Approach would rely upon the only large
infrastructure staff in the USG to perform these roles for the
rest of the government, i.e. the FBI’'s IPC. In addition 3-4 NSC
staffers would be reassigned from their current duties to work
with the IPC and the Interagency Working Group. The IPC would:

o Coordinate the portions of the National Plan initially
drafted by each of the Departments with a Lead Sector liaison
function;

o Review the individual department and agency’s cyber
security and protection plans for there own internal operations.

3.3 Extension of Executive Order: Whether the NPC support
staff is created or the FBI’s IPC takes on that role, there is
the separate issue of whether to extend the Commission
Transition Office and the current Advisory Committee while the
new PDDs are coming into effect. The Staff Director has
proposed that the Executive Order creating these organizations
be amended to have an end date of September 30. This amendment
would permit the staff to conclude the classification and
distribution of their voluminous files and report, finalize on-
going contract research, and respond to the numerous requests
for information and briefings on the Commission. It would also
extend the Advisory Committee until new appointments could be
completed.
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