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THE WHITE HOUSE
WASHINGTON

April 28, 2000

MEMORANDUM FOR THE SECRETARY OF DEFENSE

SUBJECT: Direction to Discontinue the Use of Selective
Availability

The Department of Defense is directed to set the Selective
Availability level on all GPS satellites to zero. These changes
will take effect no earlier than 0001Z on May 2, 2000 and no
later than 1000Z on May 2, 2000. Anti-Spoof will remain
operational on all GPS satellites. The Department should take no

action which would prevent Selective Availability from being
reactivated in the future.
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THE WHITE HOUSE
WASHINGTON

April 28, 2000

_ DECLASSIFIED
ACTION PER E.O. 13526
/ 2015 - 65 171- M (Lof)

MEMORANDUM FOR THE PREMLDENT y; /12018 H@n
FROM: SAMUEL BERG

NEAL LANE
SUBJECT: Recommendation to Discontinue Use of Selective

Availability on the Global Positioning System

(GPS)
Purpose

Obtain your decision regarding discontinuation of Selective
Availability (SA) on GPS.

Background

GPS is a dual-use satellite system pfoviding highly accurate
location and timing data to users. The SA capability was
designed into GPS to provide a military advantage by reducing
the accuracy of the signal to civil and commercial users
worldwide.

Following the objectives established by your March 1996
directive (PDD/NSTC-6), Secretary Bill Cohen assessed SA and
concludes that “it provides minimal military utility that is far
outweighed by the economic and international benefits of
improved civil GPS.” For this reason, he recommends that SA be
discontinued at the earliest opportunity (Tab B). Bill states
that the risk of GPS exploitation by adversaries is low and DOD
has the capability to block GPS signals on a regional basis

- should an unexpected threat emerge.

GPS benefits civil and commercial users around the world in many
different applications, including air, road, marine, and rail
navigation, telecommunications, emergency response, o0il
exploration, mining, and many more. Civil users will realize up
to a ten-fold improvement in GPS accuracy with the
discontinuation of SA. This accuracy increase will allow new
GPS applications to emerge and improve the lives of people in
the U.S. and around the world.

SEESRET cc: Vice President
Reason: 1.5 (a) (b) (d) Chief of Staff
Declassify On: X1 '



It is in our best interest to provide the highest accuracy GPS
signals for civil and commercial use, and field selective denial
capabilities to handle our potential adversaries. Our allies
are supportive of this action. A SA decision now may be useful
to influence the Europeans who are weighing whether to pursue
development of the Galileo satellite navigation capability. We
hope to discourage Galileo’s development.

Your implementation letter directs Bill to discontinue use of
SA, but maintains the capability on the GPS system. Removal of
SA is costly and SA may be useful in the unlikely event of a
rapidly emerging unanticipated threat. Your letter also directs
that the Anti-Spoof capability for GPS remain operational.
Anti-Spoof capability is part of the SA module that protects the
system from malicious intrusion.

RECOMMENDATION

That you sign the letter to Bill directing DOD to discontinue
use of SA on GPS.

Attachments
Tab A Implementation Letter to Secretary Cohen
Tab B Incoming Correspondence from DOD
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MEMORANDUM FOR ASSISTANT TO THE PRESIDENT FOR SCIENCE AND

TECHNOLOGY POLICY

ASSISTANT TO THE PRESIDENT FOR NATIONAL

SECURITY AFFAIRS

SUBJECT: (U) Recommendation to the President on Discontinuance of Global

Positioning System Selective Availability
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(U) This recommendation has been coordinated with the Secretary of State,
Secretary of Transportation, Secretary of Commerce and Director of Central Intelligence. -
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THE WHITE HOUSE
WASHINGTON

ACTION

- DECLASSIFIED

MEMORANDUM FOR THE PRESIDENT PER E.Q. 13526

2o15- o511- M (_\.053

FROM: SAMUEL BERGER 5/\\/10\% KGH
NEAL LANE

SUBJECT: Recommendation to Discontinue Use of Selective
Availability on the Global Positioning System
(GPS)

Purgose B

Obtain your decision regarding discontinuation of Selective
Availability (SA) on GPS.

Background

GPS is a dual-use satellite syst:m providing highly accurate
location and timing data to users. The SA capability was
designed into GPS to provide a military advantage by reducing

the accuracy of the signal to c¢ivil and commercial users «
worldwide. as SA and concludes ot

Provtdes munimad At wtlly St 4s
Following the objectives estapliched by your March 1996 v

directive (PDD/NSTC-6), Bill/reccmmends that SA be discontinued OVhOQ&UJ
at the earliest opportunity (Tab B). S j ' ' Lq4&l

CCaMIC

5
- 7 ’/

|
nettorarsecurity. T £ |

utrttty—cf—eentLnuad4y¥4Hﬁrbeg&%a*ﬁg—%h+s+ﬁ&n§?'Blll states t2§$g§¥W&

that the—mt%t%arTﬂHH&&%y—&‘ﬁﬁttszgigrtaﬁﬁﬁmﬂ{he risk of GPS 1
exploitation by adversaries is low DOD has the capability to C€

block GPS signals on a regional basis should an unexpected i
threat emerge. . cub GPS

vaWueﬁ L
GPS benefits civil and commercial users around the world in many ’
different applications, including air, road, marine, and rail w{ig
navigation, telecommunications, emergency response, oil

exploration, mining, and many more. Civil users will realize up
to a ten-fold improvement in.GPS accuracy with the
SEERESF cc: Vice President

Reason: 1.5 (a) (b) (d) Chief of Staff
Declassify On: X1 ' '
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discontinuation of SA. This accuracy increase will allow new
GPS applications to emerge and improve the lives of people in
the U.S. and around the world.

It is in our best interest to provide the highest accuracy GPS
signals for civil and commercial use, and field selective denial
capabilities to handle our potential adversaries. Our allies
are supportive of this action. A SA decision now may be useful
to influence the Europeans who are weighing whether to pursue
development of the Galileo satellite navigation capability. We
hope to discourage Galileo’s development.

i p‘_ ( = Y on/tkab eveunt of
Your implementation letter directs to discontinue use~f SA,
but maintains the capability on the GPS ASystem. Removal of SA
is costly and SA may be useful i ' i
t Your letter also directs that the Anti-Spoof
capability\ for GPS remain operational. Anti-Spoof capability is
part of thed SA module that protects the system from malicious

intrusion. /b A n:Pui[y (,Wbll;\s umanhW%md.

That you sign the letter to Bill directing DOD to discontinue
use of SA on GPS. :

RECOMMENDATION

Attachments
Tab A Implementation Letter to Secretary Cohen
Tab B Incoming Correspondence from DOD
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SUBJECT: Recommendation to Discontinue Use of Selective

Availability on the Global Positioning System
(Gps) (&) .

PUI‘EOSE

v
JIé'égtaln your decision regardingd dlscontlnuatlon of the use of

Selective Availability (SA) on GPS. Qﬁ
A

‘

Background
i;) The Ggeba}_Posieé%giag—syeeem ie a dual-use satellite system

providing highly accurate location and timing data to users.
The SA capability was designed into GPS to provide us—with a >
military advantage by reducing the accuracy of the signal to _t LAri
civil and commercial users worldwide. (U) g

‘Prm

+e Riain—our—rnttomrat—secur+ey—while at the

Ei?i;iéggJencourag:ng acceptance and integration of GPS intgd

Tivil, commercialf’)and scientific applications worldwidd " AS part
Teving thege goals, the PDI $€urther called for— 7

discontinuing the use of SA no later than 2006 and required a
yearly assessment of the utlllty of contlnued SA use beginning

csmut Ll,’ (99

D/Ns SJ Bl hees g«r '
nt—(Fab-B}ahkd recommends
that &he—uoe—of SA be dlscontlnued at the earllest opportunlt%f

mmendatlon 1s—based—eﬁ—the—a* that the military
utility of SA is limited and tha” the risk of GPS exploitation
by adversaries threugh—200% is luw.:DOD has dewmenst¥rated the
capability to block GPS signals cn ‘a regional basis should an

P
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’ ' unexpected threat emerge. Alsc—there—are many augmentation .

‘-GPS signals for civil and commercial use, and field selective
denial capabilities to handle our potential adversaries.fuﬂ

GPS benefits civil and commercial users around the world in many
different applications, including air, road, marine, and rail
navigation, telecommunications, emergency response, oil
exploration, mining, and many more. JThese £ivil users will
realize up to a ten-fold improvement in GPS accuracy with the
discontinuation of SAfﬁThisJTﬁEf€§§§T}n-accuracy ill allow new
GPS applications to emgrge and -eonttmre—to 1mprove the lives of
' and around the world.?(U) sA

A */{D(nglm asw WAy o
Aur alliesg are vseSel

supportive of this acti : Lo—meke—the SA
decision as-we—hepe—to influence the Europeans who are weighing

whether to pursue development of "&.satellite navigation
capability. crf—therr"cwn_c*a‘rred We hope to discourage

2
c-h?—frcm*prots;ﬂtn (2
Atlto's Dr-shpmr. g A

&%@himplgggn ation letter directs DOD to discontinue use of SA, I A v
Y . . i
but M—% She the capability-£x8m the GPS system. High P,-,,.,,A./75‘ 't

Goste—are—associated—with It removal,and—we-want—topreserve fb’ hﬁz;
’ehe—a-b-l—lart;-y—t.o us% SA 1fmour national™int tened.

lette;Adlrects that

th systeﬁk) ‘
A 1-5p®T Chonsr fé . / |

RECOMMENDATION

\
B
That you sign the letter to Sgc:éé:;y:@ahen directing DOD to

discontinue use of SA on GPS. (U)

A a7

Attachments
Tab A Implementation Letter to Secretary Cohen
Tab B Incoming Rackage from DOLC
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THE WHITE HOUSE
WASHINGTON

MEMORANDUM FOR THE SECRETARY OF DEFENSE

SUBJECT: Direction to Discontinue the Use of Selective
Availability

The Department of Defense is directed to set the Selective
Availability level on all GPS sacellites to_zero. These changes
will take effect no earlier than 0001Z on\giMa 2000 and no later
than 1000Z on 2/ May 2000. Anti-Spoof will remain operational on
all GPS satellités. The Department should take no action which
would prevent Selective Availability from being reactivated in
the future.

7 RS

A1 R '-/ ~ A
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MEMORANDUM FOR THE PRESIDENT 2015- o511 M () 3
3y 208 148U
FROM: SAMUEL BERGER
NEAL LANE
SUBJECT: Recommendation tc Discontinue Use of Selective
Availability on the Global Positioning System
{(GPS) )
Purpose

Obtain your decision regarding discontinuation.sé;éhe—neé):g

Selective Availability (SA) on GPS.
Background

GPS is a dual-use satellite system providing highly accurate
location and timing data to users. The SA capability was
designed into GPS to provide a military advantage by reducing
the accuracy of the signal to civil and commercial users
worldwide. \> )

Following thg[objec ives established by your March 1996
directive (PD7/NST , Bill recommends that SA be discontinued
at the earliest opportunity (Tab B). Such action will encourage
acceptance and integration of GPS into civil, commercial, and

scientific applications worldwide without negative, impact to
national security. mﬂtnﬁhekm Zhe PDD
called for discontinuing the use of SA no later than 2006 and
required a yearly assessment of the utility of continued SA use
beginning this year. Bill states that the military utility of
SA is limited and the risk of GFZ exploitation by adversaries is
low. DOD has the capability to pblock GPS signals on a regional
basis should an unexpected threa! emerge. '

GPS benefits civil and commercial users around the world in many
different applications, includinyg air, road, marine, and rail
navigation, telecommunications, @&mergency response, oil
exploration, mining, and many more. Civil users will realize up
to a ten-fold improvement in GPS accuracy with the

~SEERET- , cc: Vice President
Reason: 1.5 (a) (b) (d) Chief of Staff

Declassify On: X1
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discontinuation of SA. This accuracy increase will allow new
GPS applications to emerge and improve the lives of people in
the U.S. and around the world.

It is in our best interest to provide the highest accuracy GPS
signals for civil and commercial use, and field selective denial
capabilities to handle our potential adversaries. Our allies
are supportive of this action. A SA decision now may be useful
to influence the Europeans who are weighing whether to pursue
development of the Galileo satellite navigation capability. We
hope to discourage Galileo’s development.

Your implementation letter directs DOD to discontinue use of SA,
but maintains the capabilit%ko%uﬁgngPs system. Removal of SA
is costly and we—may—aee-saﬁlf 0 national interests are
threatened. Your letter also directs that the Anti-Spoof
capability for GPS shoudd remain operational. Anti-Spoof
capability is part of the SA module that protects the system
from malicious intrusion.

RECOMMENDAT ION

That you sign the letter to Bill directing DOD to discontinue
use of SA on GPS.

Attachments
Tab A Implementation Letter to Secretary Cohen
Tab B Incoming Correspondence from DOD
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MEMORANDUM FOR THE PRESIDENT 5/|\/’LO\8 KBH
FROM: SAMUEL BERGER |
NEAL LANE
SUBJECT: Recommendation to Discontinue Use of Selective
Availability on the Global Positioning System
(GPS)
Purpose

Obtain your decision regarding discontinuation of Selective
Availability (SA) on GPS.

Background

GPS is a dual-use satellite system providing highly accurate
location and timing data to users. The SA capability was
designed into GPS to provide a military advantage by reducing “&;M,’
the accuracy of the signal to civil and commercial users Q?yﬁ,
pct

worldwide. SLW’ w C_o \\L._— Uu'a"% |

Following the objectives established by your March 19896 ﬁJ”}T3;;f\
directive (PDD/NSTC-6),—Bt}¥l assessed SA and concludes that “it Le/
provides minimal military utility that is far outweighed by the

economic and international benefits of improved civil GPS.” For

this reason, he recommends that SA be discontinued at the

earliest opportunity (Tab B). Bill states that the risk of GPS
exploitation by adversaries is lcw and DOD has the capability to

"block GPS signals on a regional basis should an unexpected

threat emerge.

GPS benefits civil and commercial users around the world in many

different applications, including air, road, marine, and rail

navigation, telecommunications, emergency response, oil

exploration, mining, and many more. Civil users will realize up

to a ten-fold improvement in GPS accuracy with the

discontinuation of SA. This accuracy increase will allow new

GPS applications to emerge and improve the lives of people in

the U.S. and around the world. ' \

SECRET cc: Vice President
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Gray, Wendy E. (NSA)

From: Binnendijk, Johannes A. (Hans) (DEFENSE)
Sent: Thursday, April 27, 2000 12:53 PM
To: Gray, Wendy E. (NSA)

Subject: RE: package 2839 - SA for GSP {SECRET}

Wendy, Betsy and | have read the changes and we both concur. Thanks. Hans

Original Message—— DECLASSIFIED
From: Gray, Wendy E. (NSA) ) E.O. 1_352§, Sec.35(b
?ent: iT:hursc:a , BA;;nI 23 . (zggg E1 El:gg)PM White House Guidelines, September 11, 2606
o: imentel, Betsy J.
Cc: @DEFENSE -)befense Policy; @EXECSEC - Executive Secretary BYMNAM Datej/_l.l,LZDlﬂ
Subject: package 2839 - SA for GSP [S%RET} 20\%5 - 0511- ™M

Importance: High
Hello Betsy!

The subject package, attached below, has been significantly edited by Brooks and Mara. Before going any
further we want to be sure we've made no substantive errors.

Thanks!

« File: 2839 Implementation letter to SECDEF.doc » <« File: 2839 POTUS Decision Memo on SA.doc » <<
File: 2839 SRB Memo on SA.doc »
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THE WHITE HOUSE
WASHINGTON

April 28, 2000

MEMORANDUM FOR THE SECRETARY OF DEFENSE

SUBJECT: Direction to Discontinue the Use of Selective
Availability

The Department of Defense is directed to set the Selective
Availability level on all GPS satellites to zero. These changes
will take effect no earlier than 0001Z on May 2, 2000 and no
later than 1000Z on May 2, 2000. Anti-Spoof will remain
operational on all GPS satellites. The Department should take no

action which would prevent Selective Availability from being
reactivated in the future.
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THE WHITE HOUSE

WASHINGTON

April 28, 2000

DECLASSIFIED
S— \Jy ﬁ% ’ PER E.O. 13526
MEMORANDUM FOR THE PRE 10\5-05\1~m(\.\3)

;A»lﬁp\s w3

FROM: SAMUEL BERG
NEAL LANE

SUBJECT: Recommendation to Discontinue Use of Selective
Availability on the Global Positioning System
(GPS)

Purpose

Obtain your decision regarding discontinuation of Selective
Availability (SA) on GPS.

Background

GPS is a dual-use satellite system providing highly accurate
location and timing data to users. The SA capability was
designed into GPS to provide a military advantage by reducing
the accuracy of the signal to civil and commercial users
worldwide.

Following the objectives established by your March 1996
directive (PDD/NSTC-6), Secretary Bill Cohen assessed SA and
concludes that “it provides minimal military utility that is far
outweighed by the economic and international benefits of
improved civil GPS.” For this reason, he recommends that SA be
discontinued at the earliest opportunity (Tab B). Bill states
that the risk of GPS exploitation by adversaries is low and DOD
has the capability to block GPS signals on a regional basis
should an unexpected threat emerge.

GPS benefits civil and commercial users around the world in many
different applications, including air, road, marine, and rail
navigation, telecommunications, emergency response, oil
exploration, mining, and many more. Civil users will realize up
to a ten-fold improvement in GPS accuracy with the
discontinuation of SA. This accuracy increase will allow new
GPS applications to emerge and improve the lives of people in
the U.S. and around the world.

SEEREF PHOTOCOPY cc: Vice President
Reason: 1.5 (a) (b) (d) WJC HANDWRITING Chief of Staff
Declassify On: X1



It is in our best interest to provide the highest accuracy GPS
signals for civil and commercial use, and field selective denial
capabilities to handle our potential adversaries. Our allies
are supportive of this action. A SA decision now may be useful
to influence the Europeans who are weighing whether to pursue
development of the Galileo satellite navigation capability. We
hope to discourage Galileo’s development.

Your implementation letter directs Bill to discontinue use of
SA, but maintains the capability on the GPS system. Removal of
SA is costly and SA may be useful in the unlikely event of a
rapidly emerging unanticipated threat. Your letter also directs
that the Anti-Spoof capability for GPS remain operational.
Anti-Spoof capability is part of the SA module that protects the
system from malicious intrusion.

RECOMMENDATION

That you sign the letter to Bill directing DOD to discontinue
use of SA on GPS.

Attachments
Tab A Implementation Letter to Secretary Cohen
Tab B Incoming Correspondence from DOD
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DECLASSIFIED IN PART

THE SECRETARY OF DEFENSE FERE. 013526
1000 DEFENSE PENTAGON
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31Y20'8 WKBHY

APR 2 6 2000

MEMORANDUM FOR ASSISTANT TO THE PRESIDENT FOR SCIENCE AND
TECHNOLOGY POLICY
ASSISTANT TO THE PRESIDENT FOR NATIONAL
SECURITY AFFAIRS

SUBJECT: (U) Recommendation to the President on Discontinuance of Global
Positioning System Selective Availability

EO 13526 1.4a




SECRET NOFORMN

EO 13526 1.4a

_ (U) This recommendation has been coordinated with the Secretary of State,
Secretary of Transportation, Secretary of Commerce and Director of Central Intelligence.
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CLINTON LIBRARY PHOTOCOPY




SECRET-NOFORN

NATIONAL SECURITY COUNCIL
WASHINGTON, D.C. 20504

April 26, 2000

ACTION

MEMORANDUM FOR SAMUEL BERGER

NEAL LANE
THROUGH : HANS BINI\IENDIJK\"‘6 DECLASSIFIED
DUNCAN MOORE AV PER E.O. 13526
20\ - 0517- ™ (Hﬂ
FROM: BETSY PIMENTEL ﬂ( S/Il/ 20\8 K8H
CHARLES HUETTNERC} '
SUBJECT: Presidential Decision on Selective Availability

for the Global Positioning System (GPS) (&7

DOD has forwarded a recommendation (Tab B) to discontinue the
use of Selective Availability on GPS. This recommendation is
part of our overall GPS initiative under PDD/NSTC-6 to provide
the best possible GPS capability to the world free of charge.
The recommendation has been coordinated within the interagency
and all support the recommendation to discontinue SA use. 979

The decision is not risk-free, but the recent threat assessment
shows that adversary systems using GPS for targeting have not
materialized as expected. In addition, new capabilities have
been demonstrated to allow us to block GPS on a regional basis
if it is in our national security interest to do so. The
interagency&is unanimous in recommending that the risks are
acce?;?ble given the huge benefits realized from discontinuing
SA. ( '

Concurrence by: Anderson, DeRosa, Yee
‘Pa«&x \Paﬁﬁx \“Adgx
RECOMMENDATION

That you forward the memo at Tab I to the President for a
decision.

Attachments

Tab I Memorandum to the President
Tab A Implementation letter to the Secretary of Defense
Tab B DOD Recommendation to the President

SECREFNOFORN

Classified by: Betsy Pimentel
Reason: 1.5 a,b,d

Declassify On: X1




SECRET 2839

THE WHITE HOUSE
WASHINGTON

ACTION
- DECLASSIFIED
MEMORANDUM FOR THE PRESIDENT PER E'O' 13526
:k»s-ojrprﬂ (\JQ\
FROM: SAMUEL BERGER 5/\\/ 2013 WKaH
NEAIL LANE
SUBJECT: Recommendation to Discontinue Use of Selective
Availability on the Global Positioning System
(GPS)
Purpose ' e

Obtain your decision regarding discontinuation of Selective
Availability (SA) on GPS3.

Background

GPS is a dual-use satellite syst:m providing highly accurate

location and timing data to users. The SA capability was

designed into GPS to provide a military advantage by reducing 1
the accuracy of the signal to civil and commercial users

worldwide. as SA- a_p,D( cmcluofz} \‘gz{-((‘.(- |

rovides minimad Aalg
Following the objectives estjp{ZLhed by your March 1996
directive (PDD/NSTC-6), Bill/reccmmends that SA be discontinued OVhUQ&QJ
at the earliest opportunity (Tab B). S i ! 4&4

. . bﬂ
Feeceptance—and—integraticnef GRS —into—eivily—commercia;—and l

na%&onat*secuséty; T f

utrtrty—o-ﬁ-eentJImed_SA—u&e—-be-g—bH&ﬁg—ems—yea-s?/Blll states W

that the—mi%t%ary—e%&4&%ﬁhf#hfﬁrtazgigtteﬁ—aﬁthhe risk of GPS
exploitation by adversaries is low DOD has the capability to

block GPS signals on a regional basis should an unexpected NM
threat emerge. _ am‘ GPS

_ _ acamej,"
GPS benefits civil and commercial users around the world in many
different applications, including air, road, marine, and rail Yiig
navigation, telecommunications, emergency response, oil VeakW7IML
exploration, mining, and many more. Civil users will realize up /
to a ten-fold improvement in GPS accuracy with the

SECREE cc: Vice President
Reason: 1.5 (a) (b) (d) Chief of Staff
Declassify On: X1



SECREE- 2

discontinuation of SA. This accuracy increase will allow new
GPS applications to emerge and improve the lives of people in
the U.S. and around the world.

It is in our best interest to provide the highest accuracy GPS
signals for civil and commercial use, and field selective denial
capabilities to handle our potential adversaries. Our allies

are supportive of this action. A SA decision now may be useful

to influence the Europeans who are weighing whether to pursue
development of the Galileo satellite navigation capability. We

hope to discourage Galileo’s development.

d ’ p((( (2 Mo cml(l(.ab eveut of
Your implementation letter directs to discontinue use~of SA,

but maintains the capability on the GPS Aystem. Removal of SA

is costly and SA may be useful i t T
t Your letter also directs that the Anti-Spoof
capabilitw for GPS remain operational. Anti-Spoof capability is
part of thd SA module that protects the system from malicious

intrusion. /b A r.?"i[y ‘”“'5“;‘5 VWQKUW%VC&-{“.

That'you sign the letter to Bill directing DOD to discontinue
use of SA on GPS.

RECOMMENDATION

Attachments
Tab A Implementation Letter to Secretary Cohen
Tab B Incoming Correspondence from DOD
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i éncouragrnrg acceptance and integration of GPS into
civil, commercia}jand scientific applications worldwidd:”
leving thege goals, the PDI) further called IoT

. y
4¥QGRE$1NOEQR§ 2839

THE WHITE HOUSE
WASHINGTON

ACTION DECLASSIFIED
PER E.O. 13526
MEMORANDUM FOR THE PRESIDENT 2015- osv1- ™M ( 1.1\3
5/\\/ 018 K8
FROM: SAMUEL BERGER
NEAL LANE
SUBJECT: Recommendation to Discontinue Use of Selective

Availability on the Global Positioning System
(Gps) (&) _

Purpose

P é%taln your decision regarding dlscontlnuatlon of the use of
Selective Availability (SA) on GPS. gn

1

Background
pS
The Ggebak_Pesifé%g;ag—syeEem ic a dual-use satellite system

providing highly accurate location and timing data to users.
The SA capability was designed into GPS to provide us—with a
military advantage by reducing the accuracy of the signal to
civil and commercial users worldwide. (U)

-=e intain—our—rrrttomat DC\.ULLtI' ”]'”19 at the

discontinuing the use of SA no luter than 2006 and requlred a
yearly assessment of the ut111ty of contlnued SA use beginning

gU Giplicked L‘mw

n;—#%ﬂsA;LiH&Lrecommends

mmendation-is—based-on—the—asis that the mllltary
utility of SA is limited and thaT the risk of GPS exploitation
by adversaries threugh—200% is lmw.:DOD has demorstxrated the
capability to block GPS signals cn ‘a regional basis should an

SECRBTNOEQRN—<2—— cc: Vice President

G%ass%fied—bYT*MSaTaelmBergerfé_“ Chief of staff

Reason: l.S{e,b,d

Declassify On: X1



unexpected threat emerge. Alsc, there are many augmentatiocp—
mathodsTor—GPs—that—attew—wery precise—aeeuracy evernr—witih—SA M
: .
mentatieng—are-difficuit—to—ecircumvent . EIG—;ST 4‘hq‘£tig |

2 in our best interest to provide the highest accuracy
~GPS signals for civil and commercial use, and field selective
denial capabilities to handle our potential adversaries.f}Sﬁ

GPS benefits civil and commercial users around the world in many
different applications, including air, road, marine, and rail
navigation, telecommunications, emergency response, oil
exploration, mining, and many more. JThese Livil users will
realize up to a ten-fold improvement in GPS accuracy with the
discontinuation of SAfﬁThisolncrease,zn’accuracy ill allow new
: . A . :
GPS applications to emerge and -eemntinue—t® 1mprove the lives of
in the U.S. and around the world."(U) s4
. A A»A'Dmsur\ WWAIM

Zhr allleSf

supportive of this actio _.;I meke—t1E SA !
decision as-we-hepe~to influence the Europeans who are weighing i

whether to pursue development of "&.satellite navigation
capability. o-f—t'l'rerr‘UVﬁT—Y:’a'I'TEd We hope to discourage

% ;m’s Drr n(,,;mr,vﬁ,

E%éklmplgmpn ation letter directs DOD to discontinue use of SA, I A
but mﬁ&ﬁ% ‘Sce the capability-£x8m the GPS system. High P"Nv? 7::0“/"_'
Gosts—are—associated-with—TtsTremovais— e--want—to -preserve o may

ehe—a-b-l-l—;rq;t.o us% Sa 1§ our national int atened.

lettepAdlrects that

: : : : St prot th systeﬁ?)
by T densll / :

RECOMMENDATION . |

\

B¢
That you sign the letter to Sgc:éé§¥y=€che§ directing DOD to
' J

discontinue use of SA on GPS. (U)
A

Attachments
Tab A Implementation Letter to Secretary Cohen
Tab B Incoming Rackage from DOL
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THE WHITE HOUSE
WASHINGTON

MEMORANDUM FOR THE SECRETARY OF DEFENSE

SUBJECT: Direction to Discontinue the Use of Selective
Availability

The Department of Defense is directed to set the Selective
Availability level on all GPS satellites to ro. These changes
will take effect no earlier than 0001Z on\;fMa 2000 and no later
than 1000Z on 2 May 2000. Anti-Spoof will remaln operational on
all GPS satellf¥E&s. The Department should take no action which
would prevent Selective Availability from being reactivated in
the future.

3 - TReE
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SFERET 2839

THE WHITE HOUSE

WASHINGTON

ACTION

_ DECLASSIFIED
MEMORANDUM FOR THE PRESIDENT PER E'O' 13526
2015- 0517 0 (1.23))
FROM: SAMUEL BERGER 5/ 2013 Ker
NEAL LANE
SUBJECT: Recommendation tc Discontinue Use of Selective
Availability on the Global Positioning System
(GPS)
Purpose

Obtain your decision regarding discontinuation.oé—%he—nsé):g

Selective Availability (SA) on GPS.
Background

GPS is a dual-use satellite system providing highly accurate
location and timing data to users. The SA capability was
designed into GPS to provide a military advantage by reducing
the accuracy of the signal to civil and commercial users
worldwide. \> -

Following thg[objec ives establiszhed by your March 1996
directive (PD7YNST , Bill recommends that SA be discontinued
at the earliest opportunity (Tab B). Such action will encourage
acceptance and integration of GPS into civil, commercial, and

scientific applications worldwide without negative, impact to
national security. As—pﬁrt—u-&aeh*em—bhekm /{he PDD
called for discontinuing the use of SA no later than 2006 and
required a yearly assessment of the utility of continued SA use
beginning this year. Bill states that the military utility of
SA is limited and the risk of GF3Z exploitation by adversaries is
low. DOD has the capability to block GPS signals on a regional
basis should an unexpected threa! emerge.

GPS benefits civil and commercial! users around the world in many
different applications, including air, road, marine, and rail
navigation, telecommunications, emergency response, oil
exploration, mining, and many moxe. Civil users will realize up
to a ten-fold improvement in GPS accuracy with the

SEERET cc: Vice President
Reason: 1.5 (a) (b) (d) Chief of Staff
Declassify On: X1 -



—EGREL 2

discontinuation of SA. This accuracy increase will allow new
GPS applications to emerge and improve the lives of people in
the U.S. and around the world.

It is in our best interest to provide the highest accuracy GPS
signals for civil and commercial use, and field selective denial
capabilities to handle our potential adversaries. Our allies
are supportive of this action. A SA decision now may be useful
to influence the Europeans who are weighing whether to pursue
development of the Galileo satellite navigation capability. We
hope to discourage Galileo’s development.

Your implementation letter directs DOD to discontinue use of SA,
but maintains the capabilit¥Mo%u§§§;FE€ system. Removal of SA
is costly and we—may—aee-saﬁlf 0 national interests are
threatened. Your letter also directs that the Anti-Spoof
capability for GPS sheuld remain operational. Anti-Spoof
capability is part of the SA module that protects the system

from malicious intrusion.

RECOMMENDATION

That you sign the letter to Bill directing DOD to discontinue
use of SA on GPS.

Attachments
Tab A Implementation Letter to Secretary Cohen
Tab B Incoming Correspondence from DOD



SECRET- 2839

THE WHITE HOUSE
WASHINGTON

DECLASSIFIED
ACTION PER E.O. 13526

MEMORANDUM FOR THE PRESIDENT
ALY 2A0\8 K@Yy

FROM: SAMUEL BERGER
NEAL LANE

SUBJECT: Recommendation to Discontinue Use of Selective
Availability on the Global Positioning System
(GPS)

Purpose

Obtain your decision regarding discontinuation of Selective
Availability (SA) on GPS.

Background

GPS is a dual-use satellite system providing highly accurate
location and timing data to users. The SA capability was

designed into GPS to provide a military advantage by reducing *WEDA,

S
U

the accuracy of the signal to civil and commercial users an”v

worldwide. SLWJ w Co k\L.._"

Following the objectives established by your March 1996 ﬁJJ%ti
directive (PDD/NSTC-6),—Bt¥l assessed SA and concludes that “it Le

provides minimal military utility that is far outweighed by the
economic and international benefits of improved civil GPS.” For
this reason, he recommends that SA be discontinued at the
earliest opportunity (Tab B). Bill states that the risk of GPS
exploitation by adversaries is lcw and DOD has the capability to
block GPS signals on a regional basis should an unexpected
threat emerge.

GPS benefits civil and commercial users around the world in many
different applications, including air, road, marine, and rail
navigation, telecommunications, emergency response, oil
exploration, mining, and many more. Civil users will realize up
to a ten-fold improvement in GPS accuracy with the
discontinuation of SA. This accuracy increase will allow new
GPS applications to emerge and improve the lives of people in
the U.S. and around the world.

SEEREE cc: Vice President
Reason: 1.5 (a) (b) (d) . Chief of Staff
Declassify On: X1
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Gray, Wendy E. (NSA)

From: Binnendijk, Johannes A. (Hans) (DEFENSE)
Sent: Thursday, April 27, 2000 12:53 PM

To: Gray, Wendy E. (NSA)

Subject: RE: package 2839 - SA for GSP [SEGREH

Wendy, Betsy and | have read the changes and we both concur. Thanks. Hans

--—--Original Message-——

From: Gray, Wendy E. (NSA)

Sent: Thursday, April 27, 2000 12:43 PM

To: Pimentel, Betsy J. (DEFENSE)

Cc: @DEFENSE - Defense Policy; @EXECSEC - Executive Secretary
Subject: E'ackage 2839 - SA for GSP [-S&REI]

Importance: High

Hello Betsy!

DECLASSIFIED
E.0. 13526, Sec. 3.5 (bg
White House Guidelines, September 11, 2636
B NARA, Date 13
}_—K%‘s_ - o517 I\’%u/b

The subject package, attached below, has been significantly edited by Brooks and Mara. Before going any

further we want to be sure we've made no substantive errors.

Thanks!

<« File: 2839 Implementation letter to SECDEF.doc » <« File: 2839 POTUS Decision Memo on SA.doc » <«

File: 2839 SRB Memo on SA.doc »>



-SECREF 2839

THE WHITE HOUSE

WASHINGTON

DECLASSIFIED |
ACTION
—— PER E.O. 13526 |
MEMORANDUM FOR THE PRESIDENT X015 - 05\ M (,"7‘7) ‘
5/M/ 308 K8 |
FROM: SAMUEL BERGER ‘
NEAL LANE |
. |
SUBJECT: Recommendation to Discontinue Use of Selective
Availability on the Global Positioning System
(GPS)
Purpose o T

Obtain your decision regarding discontinuation of Selective
Availability (SA) on GPS.

Background

GPS is a dual-use satellite systsm providing highly accurate

location and timing data to users. The SA capability was

designed into GPS to provide a military advantage by reducing

the accuracy of the signal to civil and commercial users i«

worldwide. cludes \(-%‘a ot
%iad‘e{”aﬁgﬁaZ§V&ﬁT ( uidv7 ﬂhaP'S

Following the objectives estalliched by your March 1996

directive (PDD/NSTC-6), Bill/reccmmends that SA be discontinued gvhug&uj

at the earliest opportunity (Tab B). Swuch action will-—eneocurage qu&t

. . L .. - .
aecertamree—and—integraticn—of CRidnteo—eivil—commerciat;—and
; y e g . . _

e ‘ . .:J.a ypnTTy nccossg.n of—the— Uﬂ@WY&MN&
wtttity—ofeontinued SA-use-begirning—this veany Bill states (
that the—mititary—wbitity—ofSi—io—mited ardlihe risk of GPS L(VQQW3
exploitation by adversaries is low DOD has the capability to

block GPS signals on a regional basis should an unexpected 'W?“WYZA

threat emerge. . C(U]‘ GPS

aaxyaeg"'
GPS benefits civil and commercial users around the world in many
different applications, including air, road, marine, and rail Ylig
navigation, telecommunications, emergency response, oil VE&R%7l“L
exploration, mining, and many more«. Civil users will realize up /
to a ten-fold improvement in GPS accuracy with the

SECREE cc: Vice President
Reason: 1.5 (a) (b) (d) Chief of Staff
Declassify On: X1



discontinuation of SA. This accuracy increase will allow new
GPS applications to emerge and improve the lives of people in
the U.S. and around the world.

It is in our best interest to provide the highest accuracy GPS
signals for civil and commercial use, and field selective denial
capabilities to handle our potential adversaries. Our allies
are supportive of this action. A SA decision now may be useful
to influence the Europeans who are weighing whether to pursue
development of the Galileo satellite navigation capability. We

hope to discourage Galileo’s development. - -
12 o onlilee event of

Your implementation letter directs ! to discontinue use~of SA,
but maintains the capability on the GPS Aystem. Removal of SA
is costly and SA may be useful i i i
t Your letter also directs that the Anti-Spoof

capabilitw for GPS remain operational. Anti-Spoof capability is

part of thd SA module that protects the system from malicious

intrusion. /lg A n?d& ""‘”5“;‘5 u«/\ac«bw\/@tmﬂt.

That you sign the letter to Bill directing DOD to discontinue
use of SA on GPS.

RECOMMENDATION

Attachments
Tab A Implementation Letter to Secretary Cohen
Tab B Incoming Correspondence from DCD



THE WHITE HOUSE
WASHINGTON

ACTION

MEMORANDUM FOR THE PRESIDENT

2839

DECLASSIFIED
PER E.O. 13526
2013- 0517- M (1-2)
3/ 208 KeH

FROM: SAMUEL BERGER
NEAL LANE
SUBJECT: Recommendation to Discontinue Use of Selective

Availability on the Global Positioning System

(GPS) (&) _

Purpose

_}69g£taln your decision regarding discontinuation of the use of

Selective Availability (SA) on GPS. ”127

I8
Background
es
Ihe—G%eba&—?esi%é%ﬁ}ag—Sys%em ie a dual-use satellite system
providing highly accurate location and timing data to users.

The SA capability was designed into GPS to provide us—with a
military advantage by reducing the accuracy of the signal to
civil and commercial users worldwide. (U)

' encouragrrg acceptance i j '
civil, commerciazaand scientific applications worldwidd.”
chieving thege goals, the PDl Further called Y

discontinuing the use of SA no luter than 2006 and required a
vearly assessment of the utlllty of contlnued SA use beginning

this year. 4]

ollawt
. &mchmwypob/ﬂs
ElAhas fQruasses.

s caachked by by

nt—44%%béﬂuinai recommends
that &£khe—age—ef SA be dlscontlnu d at the earllest opportunlt%/

by adversaries ;hamgﬁ+éumﬁrls ljw

€ -fs : muel Berger =+
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utility of SA is limited and t Be risk of GPS exploitation

DOD has demerstxated the
capability to block GPS signals «n a regional basis should an
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| unexpected threat emerge. Also,-—-there are many augmentationp—
methods—for—GRs—that—allow very precise aceuracy evern with—SA— M 45—
- CEEE;).Ihese-l;3¢-ﬁEaE%eﬁs—aremdifficu%t-te—eé%sumveat.F;G—LST 4&#15é=§_-
= hors . re-= in our best interest to provide the highest accu%écy"
—f GPS signals for civil and commercial use, and field selective
[ denial capabilities to handle our potential adversaries.f@g)

<

GPS benefits civil and commercial users around the world in many
different applications, including air, road, marine, and rail
navigation, telecommunications, emergency response, oil
exploration, mining, and many more. .These £ivil users will
realize up to a ten-fold improvement in GPS accuracy with the
discontinuation of SAFPThisolncrease,&ﬁ"accuracy ill allow new
GPS applications to emérge and -esntinwe—to 1mprove the lives of

# .
people_in the U.S. and around the world. " (U) s4
' . N A—A'Bmglm now) ARy e

ey —— e o
supportive of this action. This—i 5od timd te—meke—tTESA

decision as-—we-hepe—~to influence the Europeans who are weighing
whether to pursue development of &, satellite navigation
capability. ecft—tieTr ov;{r}n, CaJ.lPd We hope to discourage
Eh%?rfitmrpIOC ding. ¥ (Z)

z0's Dr-x(,ﬂmrs:?, /\;Zj

¥€ implementation letter directs DOD to discontinue use of SA, .
but 7z \Sve the capability £x8m the GPS system. High Bemort]9 SA 13
Gosts—are—associated—with—Ttsremovals) e-want—to-preserve ces hﬁ;;
the—ability Lo usg, SA %S“Pur national int a atened.

W‘letter/\directs that
for GPS, ' TLS th,

system

3

discontinue use of SA on GPS.A(U;

RECOMMENDATION |
\ %@% ,
3
That you sign the letter to Sgcréé§¥y=€she§ directing DOD to A4 /24 Ql

Attachments
Tab A Implementation Letter to Secretary Cohen
Tab B Incoming Rackage from DOD

Corrtjpw




THE WHITE HOUSE
WASHINGTON

MEMORANDUM FOR THE SECRETARY OF DEFENSE

SUBJECT: Direction to Discontinue the Use of Selective
Availability

The Department of Defense is directed to set the Selective
Availability level on all GPS satellites to _zero. These changes
will take effect no earlier than 00017Z on\grﬁgg 2000 and no later
than 1000Z on 2] May 2000. Anti-Spoof will Temain operational on
all GPS satellites. The Department should take no action which
would prevent Selective Availability from being reactivated in
the future.

s F 008



SECRREF- 2839

THE WHITE HOUSE

WASHINGTON

DECLASSIFIED
ACTION
ACTION PER E.O. 13526
MEMORANDUM FOR THE PRESIDENT 2015- 0511- ™M ("3‘3
: 5/\\/ 20\8 WB8W
FROM: SAMUEL BERGER
NEAL LANE
SUBJECT : Recommendation toc Discontinue Use of Selective
Availability on the Global Positioning System
(GPS)
Purpose

Obtain your decision regarding discontinuation.gé—%he—usé)Z;

Selective Availability (SA) on GPS.

Background

GPS is a dual-use satellite system providing highly accurate
location and timing data to users. The SA capability was
designed into GPS to provide a military advantage by reducing
the accuracy of the signal to civil and commercial users
worldwide. \> "

Following thglobjecvives established by your March 1996
directive (PD7NST @ ;, Bill recommends that SA be discontinued
at the earliest opportunity (Tab B). Such action will encourage
acceptance and integration of GPS into civil, commercial, and
scientific applications worldwide without negative, impact to
national security. &As—part—oftwchiering thb*ﬁi&EEQEE he PDD
called for discontinuing the use of SA no later than 2006 and
required a yearly assessment of the utility of continued SA use
beginning this year. Bill states that the military utility of
SA is limited and the risk of GF35 exploitation by adversaries is
low. DOD has the capability to nlock GPS signals on a regional
basis should an unexpected threa! emerge.

GPS benefits civil and commercial! users around the world in many
different applications, includinyg air, road, marine, and rail
navigation, telecommunications, emergency response, oil
exploration, mining, and many moxe. Civil users will realize up
to a ten-fold improvement in GPS accuracy with the

SEERES cc: Vice President
Reason: 1.5 (a) (b) (d) Chief of Staff
Declassify On: X1
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discontinuation of SA. This accuracy increase will allow new
GPS applications to emerge and improve the lives of people in
the U.S. and around the world.

It is in our best interest to provide the highest accuracy GPS
signals for civil and commercial use, and field selective denial
capabilities to handle our potential adversaries. Our allies
are supportive of this action. A SA decision now may be useful
to influence the Europeans who are weighing whether to pursue
development of the Galileo satellite navigation capability. We
hope to discourage Galileo’s development.

Your implementation letter directs DOD to discontinue use of SA,
but maintains the capablllt%'on th GPS system. Removal of SA
is costly and we—ﬁaﬁhﬂee—SA ¥ oﬂ?i%atlonal interests are
threatened. Your letter also directs that the Anti-Spoof
capability for GPS showld remain operational. Anti-Spoof
capability is part of the SA module that protects the system
from malicious intrusion.

RECOMMENDATION

That you sign the letter to Bill directing DOD to discontinue
use of SA on GPS.

Attachments
Tab A Implementation Letter to Secretary Cohen
Tab B Incoming Correspondence from DOD



~SECRET- 2839
THE WHITE HOUSE
WASHINGTON
ACTION DECLASSIFIED
— PER E.Q. 13526
MEMORANDUM FOR THE PRESIDENT 20\§ - O511- ™M C\.33)
S/m/ 203 W8H
FROM: SAMUEL BERGER
NEAL LANE
SUBJECT: Recommendation to Discontinue Use of Selective
Availability on the Global Positioning System
(GPS)
Purpose

Obtain your decision regarding discontinuation of Selective
Availability (SA) on GPS.

Background

GPS is a dual-use satellite system providing highly accurate
location and timing data to users. The SA capability was

designed into GPS to provide a military advantage by reducing —kzl‘,’

the accuracy of the signal to civil and commercial users

worldwide. S‘ij w CO (NL—._' l;{é(")

o <
o and

Following the objectives established by your March 1996 AJJ}TDZJf\

directive (PDD/NSTC-6),—BtT¥l assessed SA and concludes that “it
provides minimal military utility that is far outweighed by the
economic and international benefits of improved civil GPS.” For
this reason, he recommends that SA be discontinued at the
earliest opportunity (Tab B). Bill states that the risk of GPS
exploitation by adversaries is lcw and DOD has the capability to
block GPS signals on a regional basis should an unexpected
threat emerge.

GPS benefits civil and commercial users around the world in many
different applications, including air, road, marine, and rail
navigation, telecommunications, emergency response, oil
exploration, mining, and many more. Civil users will realize up
to a ten-fold improvement in GPS accuracy with the
discontinuation of SA. This accuracy increase will allow new
GPS applications to emerge and improve the lives of people in
the U.S. and around the world.

SECREE cc: Vice President
Reason: 1.5 (a) (b) (d) Chief of Staff

Declassify On: X1
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Gray, Wendy E. (NSA) \

From: Binnendijk, Johannes A. (Hans) (DEFENSE)
Sent: Thursday, April 27, 2000 12:53 PM
To: Gray, Wendy E. (NSA)
Subject: RE: package 2839 - SA for GSP [SEGREH
Wendy, Betsy and | have read the changes and we both concur. Thanks. Hans DECLASSIFIED
. E.0. 13526, Sec. 3.5 (bge
----- Original M : ixge’
Froml;lglna e%zggfgvengy EIZ(;ISZ%%)O 1243 P White Honse Gmdelmm, Septem r 11, 2006
Sent: , April 27, : y KW
Tor Pimentel Beagy J.' (DEFENSE) B NARA, Date J/1)/ 203
Cc: @DEFENSE - Defense Policy; @EXECSEC - Executive Secretary 2015-0517- ™M
Subject: package 2839 - SA for GSP [BEEREF

Importance: High
Hello Betsy!

The subject package, attached below, has been significantly edited by Brooks and Mara. Before going any
further we want to be sure we've made no substantive errors.

Thanks!

<« File: 2839 Implementation letter to SECDEF.doc > <« File: 2839 POTUS Decision Memo on SA.doc > <«
File: 2839 SRB Memo on SA.doc >>



