
Case Number: 2014-0838-M 

MR 
MARKER 

This is not a textual record. This is used as an 
administrative marker by the Clinton Presidential 
Library Staff. 

Original OA/ID Number: 
574 

Document ID: 
9502466 

Row: Section: Shelf: Position: Stack: 
44 6 2 2 rv 



Withdrawal/Redaction Sheet 
Clinton Library 

DOCUMENT NO. 
AND TYPE 

SUBJECT/TITLE DATE RESTRICTION 

001 a. report re: The PCAST Panel's Findings in Summary (10 pages) 03/29/1995 Pl/b(l)'l0£, 7 /\o!/1100. \ 
~~, ?Cl'< \--\CA\ v"e LQO-.se, 

001 b. report re: Securing Weapons-Usuable Nuclear Materials in the Former Soviet 03/28/1995 Pl/b(l))(DE, 1/,;i/~oa I 
+-blo; Union (50 pages) p:lv'ki'Cl.\ r€(Ra.K 

COLLECTION: 
Clinton Presidential Records 
NSC Records Management 

([FSU and Nuclear]) 
OA/Box Number: 574 

FOLDER TITLE: 
9502466 

2014-0838-M 

rsl088 

RESTRICTION CODES 
Presidential Records Act - [44 U.S.C. 2204(a)) 

Pl National Security Classified Information [(a)(l) of the PRAJ 
P2 Relating to the appointment to Federal office [(a)(2) of the PRAJ 
P3 Release would violate a Federal statute [(a)(3) of the PRA) 
P4 Release would disclose trade secrets or confidential commercial or 

financial information [(a)(4) of the PRA) 
PS Release would disclose confidential advice between the President 

and his advisors, or between such advisors [a)(S) of the PRAJ 
P6 Release would constitute a clearly unwarranted invasion of 

personal privacy ((a)(6) of the PRA] 

C. Closed in accordance with restrictions contained in donor's deed 
of gift. 

PRM. Personal record misfile defined in accordance with 44 U.S.C. 
2201(3). 

RR. Document will be reviewed upon request. 

Freedom of Information Act - [5 U.S.C. 552(b)I 

b(l) National security classified information [(b)(l) of the FOIAJ 
b(2) Release would disclose internal personnel rules and practices of 

an agency [(b)(2) of the FOIAJ 
b(3) Release would violate a Federal statute [(b)(3) of the FOIAJ 
b(4) Release would disclose trade secrets or confidential or financial 

information [(b)(4) of the FOIAJ 
b(6) Release would constitute a clearly unwarranted invasion of 

personal privacy [(b)(6) of the FOIAI 
b(7) Release would disclose information compiled for law enforcement 

purposes [(b)(7) of the FOIA) 
b(8) Release would disclose information concerning the regulation of 

financial institutions [(b)(8) of the FOIAJ 
b(9) Release would disclose geological or geophysical information 

concerning wells [(b)(9) of the FOIA] 



TO: PONEMAN 

FROM: LAKE 

~iCIUiT 
NSC/RMO PROFILE 

RECORD ID 502466 
RECEIVED: 2 R 95 17 

DOC DATE: 29 MAR 95 
SOURCE REF: 

KEYWORDS: NUCLEAR SAFEGUARDS ARMS CONTROL 

PERSONS: 

SUBJECT: REQUEST REVIEW OF RPT FM PANEL ON US - FSU COOPERATION TO PROTECT/ 
CONTROL/ & ACCOUNT FOR WEAPONS USEABLE NUCLEAR MATERIALS 

ACTION: SEE 9503221 FOR FINAL ACTION 

STAFF OFFICER : PONEMAN 

FILES: WH NSCP: 

DUE DATE: 01 APR 95 STATUS: C 

LOGREF : 9503221 

CODES: 

D O C U M E N T D I S T R I B U T I O N 

FOR ACTION 

COMMENTS: 

FOR CONCURRENCE FOR INFO I 
NSC CHRON 

DISPATCHED BY __________ DATE _____ BY HAND W/ATTCH 

OPENED BY: NSDRS CLOSED BY: NSDRS DOC 1 OF 1 

DECLASSIFIED 
E.0.13526 

White House Guidelines, May 16, 2017 
By~ NARA, DateJ!tU.301«\ 

~01'4 - Q'l?.,,~-,.., 



DOC ACTION OFFICER 

001 PONEMAN 
001 

-SEGRET RECORD ID: 9502466 
ACTION DATA SUMMARY REPORT 

CAO ASSIGNED ACTION REQUIRED 

Z 95032917 APPROPRIATE ACTION 
X 95050414 SEE 9503221 FOR FINAL ACTION 

SECRt!'f 



TO: PONEMAN 

FROM: LAKE 

SEGRE'f 
NSC/RMO PROFILE 

RECORD ID: 9502466 
RECEIVED: 29 MAR 95 17 

DO.C DATE: 29 MAR 95 
SOURCE REF: 

KEYWORDS: NUCLEAR SAFEGUARDS ARMS CONTROL 

PERSONS: 

SUBJECT: REQUEST REVIEW OF RPT FM PANEL ON US - FSU COOPERATION TO PROTECT/ 
CONTROL/ & ACCOUNT FOR WEAPONS USEABLE NUCLEAR MATERIALS 

ACTION: APPROPRIATE ACTION 

STAFF OFFICER: PONEMAN 

FILES: WH NSCP: 

DUE DATE: 01 APR 95 STATUS: S 

LOGREF: 

CODES: 

D O C U M E N T D I S T R I B U T I O N 

COMMENTS : 

FOR CONCURRENCE 
PIFER 

...R01H 
.,W·FfKOw SR'£ ~ 

FOR INFO 
ANDREASEN 
AOKI 
BELL 
SESTAK 
WALES 

DISPATCHED BY __________ DATE _____ BY HAND W/ATTCH 

OPENED BY: NSDRS CLOSED BY: 

S£GRET 

DOC 1 OF 1 

DECLASSIFIED 
E.0.13526 

White House Guidelines, May 16, 2017 
By..lli,NARA, Date~o•~ 

3.0 l'f • O'i':\'i•M 



THE PCAST PANEL'S FINDINGS IN SUMMARY 
Natl sec Advisor 

has seen 

: 1 LARGE AMOUNTS OF Pu AND HEU IN THE FORMER SOVIET UNION.ARE 

' INADEQUATELY SAFEGUARDED. 

11 
t :i 

~;j 
~ THESE MATERIALS REPRESENT AN IMMEDIATE AND SERIOUS THREAT 
t; 
I• 

~ TO U.S. & WORLD SECURITY. 
~ DECLASSIFIED IN PART 
1, PERE. 0. 13526 

2014-0838-M (1 .01) 07/12/2021 KDE 

COOPERATIVE US-FSU PROGRAMS TO REDUCE THIS THREAT EXIST 

AND RECENTLY HAVE BEGUN TO MAKE PROGRESS . . 

THESE PROGRAMS HA VE BEEN AND CONTINUE TO BE HAMPE,RED BY 

INADEQUATE RESOURCES AND.OTHER DIFFICULTIES IN :QOTH THE 

UNITED STATES AND THE FSU. 

.) 

SUBSTANTIAL FURTHER STEPS ARE NEEDED AND ATTAINABLE, 

BUT WILL REQUIRE PRESIDENTIAL LEADERSHIP. 

THE MONETARY AND POLITICAL COSTS -OF THE NEEDED 

PREVENTATIVE MEASURES ARE FAR LESS THAN THOSE LIKELY TO 

RESULT FROM FAILURE TO ADDRESS THIS PROBLEM ADEQUATELY. 



~ 
,, 
.;; 
;; 
:I 
:1• :j 

~

jl 

. 

··1r :? 
··1 

. '\ 

... . , 
.: :_:, 

·1 

t 
i 

' i 

. 

LARGE AMOUNTS OF Pu AND HEU IN THE FORMER SOVIET UNION ARE 

INADEQUATELY SAFEGUARDED. 

ALTOGETHER THERE ARE ABOUT 170 TONS :OF Pu AND ABOUT 1000 TONS 
. . . . . . . ·. . . -· . . :~ : . - , . . 

. ... .- -

OF HEU IN THE :FSU. ABOUT HALF OF THIS :MATERIAL IS IN NUCLEAR 
. . . . -.._: .. . ··::·: . ·-:· --

•.:.· ·.· -- ' : 

WEAPONS AND IS WELL GUARDED IN THE (~USTODY OF.TH~ MINISTRY 
., 

. . -

. ·OF DEFENSE. THE REST IS NOT IN WEAPONS, IS SPREAD AMONG SOME 

100 NON~MOD SITE~~ AND' IS' iNADEQUATELY-~GUARDED. 

PREVIOUSLY, PROTECTI01'_J OF THIS MATERIAL FROM THEFT DEPENDED 

HEAVILY ON THE CLOSED CHARACTER OF SOVIET SOCIETY AND THE 

PERVASIVE_ OVERSIGHT BY THE KGB OF NUCLEAR MA.JJERIALS AND 

PERSONNEL. NEITHER OF THESE CONDITIONS HOLDS·TODAY. 

. . . . -· . . . . . 

MUCH OF THE Pu .AND HEU is STORED IN ORDINARY LABORATORY 

BUILDINGS AND STORAGE SHEDS, WITHOUT ADEQUATE FENCES, 

INTRUSION DETECTORS, PERSONNEL-ACCESS RESRICTIONS, ALARMS, 
, , , 

PORTAL MON:f[ORS, OR GUARD FORCES. · RUSSIA HAS NO NATIONAL 

SYSTEM OF NUCLEAR MATERIALS CONTROL & ACCOUNTING, AND 

NO NATIONAL INVENTORY OF THESE MATERIALS EXISTS. · 
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THESE MATERIALS REPRESENT AN IMMEDIATE AND SERIOUS THREAT 

TO U.S: & WORLD SECURITY . 

. .. _ I,.iMITEJ? ACCESS TO Pu & fil?U HAS BEEN. THE PRINCIPAL TECHNICAL 
··. ' ·. 

· . . 
B~ER AGAINST THE SP~AD OF NUCLEAR-WE~?NS CAPABILITIES 
. . . . 

TO ADDITIONAL COUNTRIES AND SUBNATIONAL GROUPS. 

EO 135261.4h, 6.2(a), (b)(3) 

· ECONOMIC DEPRIVATION, INSmUTIONAL DISARRAY, AND THE . . . 

EXPLOSIVE GROWTH OF ORGANIZED AND DISORGANIZED CRIME IN 
v 

RUSSIA - PLUS INTENSIFIED INTEREST IN WEAPONS OF MASS 
. / 

DESTRUCTION IN 3rd-WORLD COUNTRIES & TERRORIST ORGANIZATIONS 

. - HAVE GREATLY INCREASED THE DANGER OF NUCLEAR THEFf. 

ALREADY THSRE HAVE BEEN MULTIPLE SEIZURES, BY AUTHORITIES IN 

RUSSIA AND,ELSEWHERE, OF KILOGRAM QUANTITIES OF STOLEN HEU 

AND OF HUNDREDS OF GRAMS OF Pu. THERE IS NO WAY OF KNOWING 

HOW MANY THEFfS HAVE GONE UNDETECTED, OR WHETHER STOLEN 

' 
MATERIAL IS ALREADY IN THE HANDS OF POTENTIAL PROLIFERATORS. 
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COOPERATIVE US-FSU PROGRAMS TO REDUCE THIS THREAT EXIST 

3 PRINCIPAL PROGRAMS: 

• GOVERNM~NT-TO-GOVERNMENT, CHANNELED THROUGH ' 

,MJNATOM 

FUNDING: 

J 

FY92-FY95: $30 MILLION FOR RUSSIA 

$22.5 .MILLION FOR.lJKRAINE . . . . 

-_ · FY96: 

J 

$20 MILLION FOR K.AZAKHST AN 

$20 MILLION REQUEST . . 

~JlANSITIONING FROM NUNN-LU_GAR TO _DOE 

• LAB-to.:LAB 

FUNDING: 

FY92-FY95: . - $17 MILLION 

FY96: $40 MILLION REQUEST (DOE) 

• COOPERATION WITH GAN (RUSSIAN NUCLEAR REGULATORS) . 

· FUNDING: 

FY92-95: $300,000 

FY96: $10 MILLION REQUEST .(DOE) 

TOTAL FY96 REQUEST: $70 MILLION (DOE) 



THE COOPERATIVE PROGRAMS HAVE RECENTLY BEGUN TO MAKE 

I j PROGRESS 
II 

fi 
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·--~ ~·· _., 
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. . 
• IN MID-1994 AN NSC-LED INTERAGENCY FISSILE-MATERIALS-

. WORKING GROUP ·w AS FORMED; AN MPC&A SUBGROUP 
. ... . . 

REPORTING TO THIS GROUP WAS FO~ED IN ~ALL 1994. 

• AT THEIR SEPTEMBER 1994 SUMMIT, PRESIDENTS CLINTON AND 

• 

• 

· YELTSIN ENDORSED CONTINUED U.S.-RUSSIAN COOPERATION ON 

MPC&A . 

• AGREEMENTS REACHED IN LATE 1994 AND EARLY 1995 IN THE 

GOVERNMENT-TO-GOVERNMENT AND LAB-TO-LAB PROGRAMS 
• I 

PROVIDE FOR COOPERATIVE EFFORTS TO IMPROVE SECURITY & 

ACCOUNTING FOR TONS OF MATERIAL AT SEVERAL SITES OVER 

THE NEXT YEAR. 
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THESE PROGRAMS HA VE BEEN AND CONTINUE TO BE HAMPERED BY 

. . 

· INADEQUATE RESOURCES AND OTHER DIFFICULTIES IN 

-
BOTH THE UNITED ST A TES AND THE FSU 

r ..• ·. 
· .... 

• HUNDREDS OF TONS OF MATERIAL AT SCORES OF SITES-MUST BE 

PROTECTED AND .ACCOUNTED FOR, ATASK FOR WHICH THE 

RESOURCES NOW AVAILABLE ARE·CLEARLY INSUFFICIENT. 

• 

• 

WHILE~.TJ:IESE PROGRAMS: HA VE BEEN :~c.OOJ?ERA TI ON-LIMITED", 

THEY·AJIB NOW CLEARLY·-'.RESOURCE~LIMITED. WE HA VE . 

ALREADY HAD TO POSTPONE VALUABLE PROJECTS , WHICH THE 

RUSSIAN SIDE WAS WILLING TO DO, BECAUSE THE FUNDS AND. · · 

PERSONNEC WERE NOT AVAILABLE. 

_/ 

IN RUSSIA, BOTH MINATOM:-AND THE FINANCE MINISTRY REFUSE 
. . 

TO DNERT SIGNIFICANT RESOURCES FROM OTHER PRIORITIES TO 

ADDRESS THIS ISSUE, DESPITE ORDERS FROM YELTSIN AND 

CHERNOMYRDIN. TURF DISPUTES AMONG THE RELEVANT 

RUSSIAN AGENCIES ARE FURTHER HOBBLING PROGRESS. 

• IN THE UNITED STATES, LONG-STANDING INTERAGENCY 

DISAGREEMENTS ABOUT THE TERMS OF U.S.-FSU COOPERATION 

ON THIS ISSUE - ESPECIALLY ABOUT THE CONDITIONS TO BE 

ATTACHED TO U.S. FUNDS - HAVE NOT BEEN FULLY RESOLVED. 

-(!:C'PB)C"T 
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SUBSTANTIAL FURTHER STEPS ARE NEEDED AND, WITH PRESIDENTIAL 

LEADERSHIP, ATTAINABLE. WE RECOMMEND THAT THE PRESIDENT: -

• ISSUE A DECISION DIRECTIVE DESIGNATING COOPERATION 

. WITH THE FSU ON MPC&A TO BE AN URGENT NATIONAL­

SECURITY PRIORITY OF THE UNITED STATES 
. . . 

• APPOINT A SENIOR ADMINISTRATION OFFICIAL-TO TAKE 

. FULl) rIME RESPONSIBILITY FOR IMPLEMENTATION OF THIS 

COOPERATIVE EFFORT 

• ESTABLISH UNDER THAT OFFICIAL'S LEADERSHIP A STRONGER 

ANtfMORE FOCUSED INTERAGENCY PROCESS DESIGNED TO BRING · 

THE TALENTS OF ALL THE RELEVANT AGENCIES TO BEAR 

• DIRECT THATADEQUATE FUNDS·& PERSONNEi: BE ALLOCATED 

SPECIFICALLY FOR MPC&A COOPERATION, AND THAT HIGH . 

PRIORITY BE GIVEN TO PROTECTING THESE FROM CUTBACKS 

• MAKE EFFECTIVE MPC&A AN IMPORTANT FACTOR IN U.S. 

RELATIONS WITH THE STATES OF THE FSU, AND USE THE 

-
OPPORTUNITY OF THE UPCOMING SUMMIT TO GAIN AGREEMENT 

ON SPECIFIC NEW STEPS TO IMPROVE MPC&A 

~ r::'f' n r:--r 



. . ~ . . . . . . . 

_.:~:~j t:~ t,~; t.-,{ t;:, f 
THE PANEL RECOMMENDS THAT THE PROGRAM IMPLEMENTERS 

• ADOPT THREE GUIDING PRINCIPLES FOR THE PROGRAM: 

• 

. - ;.: FOCUS ON HIGHEST PRIORITIES 

.· ~: FOSTER INDIGENOUS CAP ABILITIES 

. . / -- 'BUILD TOWARD NATIONAL SYSTEMS 

DEVELOP A PRIORITIZED ACTION PLAN BASED .ON A SPECIFIC SET 
i . . ·- . 

. . 

oF NEAR-TERM, ·MID-TERM~ AND LoNG~rERM GOALS .. 
· • •. '!. -=- ;·· .· .. 

• CONTINUE TO ,TAJ(E~A FLEXIBLE,' .MULTI.;;PRONGED APPROACH, 

WITH BOTH GOVERNMENT-TO-GOVERNMENT AND LAB-TO-LAB 

COMPONENTS 

• 

. • '· , • 

· .. ' .: ·:· ·•,•· ~· .. :' 

MAKE A COMPREHENSIVE EFFORT TO ANALYZE AND DEAL WITH 

RECIPIENT:.STATE·SENSITIVITIES AND INCENTIVES 

-~ CONFIDENTIALITY 

--- COOPERATION, NOT ASSISTANCE 

-- RECIPROCAL ACCESS 

- INDIGENOUS EQUIPMENT 

• CONTINUE TO FOCUS PROGRAMS ON SPECIFIC DELIVERABLES, TO 

ENSURE FUNDS ARE SPENT FOR THEIR INTENDED PURPOSES 

SEGRE-T 
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SPECIFIC, NEW NEAR-TERM ACTIONS RECOMMENDED BY THE PANEL 

INCLUDE: 

.. • .:~EST AJ3{.ISH RUSSIAN MPC&A ASSESSMENT & IMPROVEMENT TEAMS 
. . -,., :•:• 

. . -·. . - . 
• ESTABLISH RUSSIAN NUCLEAR MATERIAL INVENTORY TEAMS 

j • INITIATE A PROGRAM TO PROTECT & ACCOUNT FOR RUSSIAN + .. 
. I NAVAL & ICEBREAKER FUEL 

.. BEGIN DISCUSSING CONSOLIDATION OF MATERIALS AT FEWER 
'--.. . 

LOCATIONS 

• FORM "QUICK RESPONSE" TEAMS 

. ·. . - . 

• STATION A SMALL CADRE OF FULL~TIME U.S. PERSONNEL IN 

MOSCOW TO FACILITATRTHESE PROGRAMS 

• PROVIDE TO THE RUSSIANS A FRANK AND DETAILED BRIEFING. ON 

PAST U.S. MPC&A PROBLEMS, AND RAPID UPGRADE MEASURES 

THAT ADDRESSED THEM 

-8E6RET 
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PREVENTATIVE MEASURES ARE FAR LESS THAN THOSE LIKELY TO 

l . • 

._RESµLT FROM Ei\I~URE TO ADE9UATELY ADDRESS THE PROBLEM. 

• THEFf OF EVEN A TINY FRACTION OF THE MATERIAL NOW 

INADEQUATELY· PROTECTl!b COULD LEAD TO NUCLEAR WEAPONS 
. . -. . . - . . . 

. IN THE HANDS OF TERRORISTS OR ROGUE STATES. 

; .. • SUCH PROLIFERATION Ca°ULD POSE DEVASTATING NEW THREATS 

WITH VIRTUALLY NO WARNING. 

• IT COULD SERIOUSLY CONSTRAIN U.S. OPTIONS IN FUTURE 

CRISES . . 

• 

• 

<,; 

THE COSTS OF DEFENSE-OR .PRE-EMPTION AGAINST PROLIFERATED 

NUCLEAR WEAPONS WOULD BE EXTREMELY HIGH, WITH 

UNCERTAIN PROSPECTS OF SUCCESS. 

ACTION NOW IS A PRUDENT AND NECESSARY INVESTMENT TO 
,· I -

AVOID HUGE COSTS AND RISKS LATER. 
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Securing Weapons-Usable Nuclear Materials in the Former Soviet Union: 
Urgent Measures to Prevent Nuclear Proliferation 

Executive Summary 

A Grave Security Threat 

• Grossly inadequate safeguards and security for nuclear materials in the former Soviet Union 
pose a clear and present danger that the essential ingredients of nuclear bombs could fall into 
the hands of terrorist groups or rogue states. 

o This is among the most serious and urgent threats to national security the United St.ates faces io 
the coming decad~an unprecedented crisis on the "supply side" of nuclear proliferation. 

• AJready, there have been multiple seizures of · · · · 
stolen from nuclear fa · · · in the former Sovi 

• 

• While there is no evidence that such materials have yet fiillen into the hands of potential 
proliferators, we do not know what has not been detected. Such a proliferation disaster could 
occur at any time. 

Urgent Presidential Action Needed 

U.S. programs to cooperate with the states of the former Soviet Union in reducing this 
threat are beginning to make progress after a slow start, and deserve strong support. 

The Panel recommends that the President should: 

• issue a decision directive designating the effort to control and account for fissile material as a 
critical and urgent security priority of the United States, and direct that it be given 
commensurate resources and top-level attention; 

• appoint a senior Administration official to take full-time, personal responsibility for ensuring 
that cooperative programs with the former Soviet states to control fissile materials are being 
effectively implemented; 

• establish, under the leadership of that senior official, a stronger and more focused interagency 
process designed to bring the talents of all critical agencies to bear in addressing this problem; 

• direct the senior official responsible for these programs to prepare a prioritized nuclear oi,aterial 
security and accounting action plan within 60 days, specifying near-term, mid-term,- and long­
term goals and objectives, and the resources needed to accomplish them; 
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• direct that adequate funds and personnel be allocated specifically for nuclear material security 
and accounting cooperation, and that a high priority be assigned to protecting these resources 
from cutbacks; 

• direct the senior official responsible for these programs to develop and implement a plan to 
secure needed legislative and public support; 

• make effective security and accounting for weapons-usable material an important factor in U.S. 
relations with the states of the former Soviet Union, and use the opportunity of the upcoming 
summit to gain agreement on specific new steps to improve security and accounting for nuclear 
materials; 

• direct that hi 

• designate efforts to enhance security and accounting for nuclear materials worldwide as a key 
mission of the national laboratories. 

In addition, the Panel provides a wide range of specific recommendations for those 
implementing these programs. Especially important among these recommendations are that these 
programs: 

• follow three guiding principles, namely: focus on the highest priorities; foster indigenous 
capabilities in the former Soviet states; and build toward national systems in those states; 

• continue to take a flexible, multi-pronged approach, with both government-to-government 
and lab-to-lab components; 

• make a comprehensive effort to analyze and deal with recipient-state sensitivities and 
incentives, including: maintaining confidentiality; emphasizing cooperation, not assistance; 
offering reciprocal access to facilities; and using equipment produced in the former Soviet 
states; 

• continue to focus on specific deliverables, to ensure that funds are spent for their intended 
purposes. 

Further, the Panel suggests a specific set of near-term, mid-term, and long-term objectives, and a 
specific set of near-term recommended actions, spelled out in the body of the report. 

Cost-Effectiveness of Fnrly Action 

'• 

The cost of ensuring adequate security for these weapons and materials, while not 
insignificant, is dwarfed by the potential costs of the necessary defense responses, and the 
potential threats to U.S. security, should theft of these materials result in uncontrolled nuclear 
proliferation. Thus, a decision not to take available steps that could substantially reduc; these 
proliferation risks would be a strategic misstep of profound proportions. In this area as in 
others, an ounce of prevention is worth a pound of cure. 
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I. INTRODUCTION 

Nothing could be more central to U.S. security than ensuring that plutonium and higbly­
enriched-uranium (HEU) do not fall into the hands of potential proliferators. These materials are 
the essential ingredients of nuclear weapons, and access to them is the primary technical barrier to 
nuclear proliferation in the world today. Gaining access to such materials could shorten a third­
world bomb program from a decade to months, or even days if other preparations had already 
been made. 

With the collapse of the Soviet Union and the ensuing political, economic, and social 
turmoil in the former Soviet states, the world is faced with an unprecedented crisis on the "supply 
side" of nuclear proliferation. Never before has the world dealt with the phenomenon of breakup, 
rapid political and economic transformations, and internal disarray in a nuclear superpower with 
tens of thousands of nuclear weapons and hundreds of tons of weapons-usable material. Nuclear 
material security systems that once relied on the Iron Curtain and the iron hand of the KGB are 
grossly inadequate for the new environment. 

Under current co11;ditions, virtually all of the weapons-usable material in the former Soviet 
Union (FSU) is potentially at risk. Already, there have been multiple seizures, by authorities in 
Russia and elsewhere, of · · · s of stolen wea · 

of wea ons-usable O 1 
EO 1 

Such a pro eratlon 1saster 
---.--,---cc ___ u_r_a~t_an_ y_t~tm- e-. -.,,.,.....--.-r,.......----,......,,.r----:-.,....,....,........---- ong the most serious and 

urgent threats to national security the United States faces in the coming decade. 

The cost of ensuring adequate security for these weapons and materials, while not 
insignificant, is dwarfed by the potential costs of the necessary defense responses, and the 
potential threats to U.S. security, should theft of these materials result in uncontrolled nuclear 
proliferation. Thus, a decision not to take available steps that could substantially reduce these 
proliferation risks would be a strategic misstep of profound proportions. In this area as in 
others, an ounce of prevention is worth a pound of cure. (See "The Consequences of Failure to 
Act," p. 2.) 

Recognizing this danger, and the critical role that science and technology must play in 
resolving it, the White House, in the winter of 1994-1995, requested the President's Committee 
of Advisors on Science and Technology (PCAST) to form a panel to conduct an urgent 
independent review of U.S. programs to cooperate with the states of the former Soviet Union in 
reducing these proliferation risks. The charge to the Panel was to prepare a report fur the 
President on the status and effectiveness of U.S.-FSU cooperation to enhance sec~rity and 
accounting for nuclear materials-what is working, what is not working, and wliat further action 
by the President and by others might be needed. This report summarizes our findings. 
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_The primary focus of the review was on cooperation with the states of the former Soviet 
Union in enhancing security and accounting for weapons-usable nuclear materials-known 
formally as material protection, contro~ and accounting (MPC&A). The principal MPC&A 
programs on which this review has mainly focused include: the government-to-government 
MPC&A programs (funded through FY95 from the Nunn-Lugar program, and after that in the 
DOE budget); a U.S.-Russian laboratory-to-laboratory MPC&A program, initiated in April 1994; 
and expanding cooperation with nuclear regulatory bodies, particularly GAN, the Russian 
counterpart to the U.S. Nuclear Regulatory Agency. (See Table 1.) 

Two further kinds of activities were considered more briefly in the Panel's review: 
smaller-scale MPC&A support activities such as the safeguards projects funded by the 
International Science and Technology Center in Moscow (ISTC) and safeguards assistance to 
former Soviet states other than Russia, Kazakhstan, and Ukraine, 1 and a wider range of related 

1These programs are carried out in coordination with other donor countries and organizations, with tl).e efforts 
partly coordinated through the International Atomic Energy Agency (IAEA). A nwnber of donor countries and 
organizations, including Japan, EURA TOM, Sweden, and the United Kingdom, among others, have established 
programs designed to assist the former Soviet states in upgrading MPC&A, focusing in most cases on the non­
Russian states, though no other donor country has yet established an MPC&A assistance program of comparable 
scale to that of the United States. Japan, France, and the United Kingdom have programs valued in the tens of 
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programs that, while not directly focused on MPC&A, are related to the management of nuclear 
weapons and nuclear materials in the FSU. Initiatives in this latter category include: cooperation 
to improve security for assembled nuclear weapons (as opposed to materials outside of weapons); 
purchase~ of nuclear materials (such as Project Sapphire); assistance (under the Nunn-Lugar 
program) in construction of a safe and secure storage facility for plutonium and HEU from 
dismantled weapons; cooperation in combating nuclear smuggling (including police, intelligence, 
and customs cooperation); proposals to increase openness and transparency related to nuclear 
stockpiles, including exchanges of data and reciprocal visits; proposals and agreements to end 
further production of materials for weapons (such as the June 1994 plutonium production 
cessation agreement); and · disposition efforts designed to transform some of these · nuclear 
materials into forms that pose much lower security risks (such as the HEU purchase agreement, 
and the recently inaugurated joint study of options for plutonium disposition). (See Table 2.) 

,.J 

millions of dollars for purposes similar to those of the U.S. Nunn-Lugar program. and Gennany, Italy, Canada, 
Norway, and Sweden, among others, have smaller programs. While a few of these programs include modest 
investments in MPC&A in the non-Russian states, none of them other than a modest EURATOM program involve 
significant contnbutions to MPC&A in Russia. 
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Table I Principal U.S.-FSU MPC&A Programs 

• Government-to Government 
(Transitioning from Nunn-Lugar to DOE) 

Funding: 
FY92-FY95: $30 million for Russia (focused on MINATOM facilities) 

$22.5 million for Ukraine 
$20 million for Kaz.akhstan 

FY96: $20 million r~ (DOE) 

• Lab-to-Lab 

Funding: 
FY92-FY95 
FY96: 

$17 million 
$40 million request (DOE) 

• GAN Cooperation 

Funding: 
FY92-FY95: $300,000 
FY96 $10 million request (DOE) 

Total FY96 request: $70 million (DOE) 

Note: In addition to these principal programs, there are modest efforts funded by the International Science and 
Technology Center, and by DOE program funds. DOE program funds for states other than those listed include 
$100,000 for Belarus, and $300,000 for all of the other former Soviet states. The $300,000 listed for GAN 
cooperation in FY92-FY95 is complen;iented by regulatory support funds from the $30 million allocated to Nunn­
Lugar MPC&A programs in Russia. 
UNCLASSIFIED 

The Panel believes that all of these related efforts are important ( and in many cases 
synergistic with efforts to improve MPC&A), and a number of recommendations related to them 
can be found in this report. Nevertheless, they were not the principal focus of this review, which 
centered on the establishment of effective security and accounting systems at the wide range of 
sites where such materials are held. This is the most fundamental requirement for success in 
reducing the proliferation risks from possible theft of nuclear materials. 2 

In conducting its review, the Panel discussed the problem and current programs to address 
it with representatives of the White House, including the National Security Council and the Office 
of Science and Technology Policy; the Central Intelligence Agency and other intelligence 
organizations; the Departments of Energy, State, and Defense; the Nuclear Regulatory 
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Table 2 Related U.S.-Russian Fissile Material Management Programs 

Securing Nuclear Materials 
• Nunn-Lugar Storage Facility 
• OoD-MoO Nuclear Weapons Security Talks 
• Combating Nuclear Smuggling 

Building Confidence Through Openness 
• Safeguards, Transparency, and Irreversibility Talks 
• Reciprocal Nuclear Stockpile Declarations 
• Reciprocal Inspections of Material From Dismantled Weapons 
• IAEA Safeguards on Excess Materials 
• Nunn-Lugar Storage Facility Transparency 
• HEU Purchase Agreement Transparency 

Halting Accumulation of Excess Stocks 
• Plutonium Production Cessation Agreement 

- Monitoring 
- Alternate Energy for Production Reactors 

• Fissile Material Cutoff 
• Reduced Enrichment for Research and Test Reactors 

Disposition of Excess Material 
• HEU Purchase Agreement 
• U.S.-Russian Plutonium Disposition Options Study 
UNCLASSIFIED 

Commission and the Arms Control and Disarmament Agency; the national laboratories; and 
outside experts. In addition, the chairman of the Panel and the principal staff member traveled to 
Moscow and discussed these issues with representatives of the Russian Ministry of Atomic 
Energy (MINATOM); the Federal Nuclear and Radiation Safety Authority (the Russian nuclear 
regulatory agency, known by its Russian acronym, GAN); the Federal Counterintelligence 
Service (FSK); Arzamas-16, one of Russia's two principal nuclear weapons laboratories; and the 
Kurchatov Institute (where the new MPC&A system recently installed at Building 116 with U.S. 
assistance was also reviewed). Appendix A provides a list of the principal briefings the Panel 
received. 

Given the urgency of the problem, the Panel was forced to conduct its review in a very 
short period, and the level of detail we were able to pursue was necessarily limited. We 
recommend that mechanisms be established for further, ongoing review of the implementation of 
these programs. 

Before going further it is important to emphasize the sensitivity of this issue in the former 
· Soviet Union. While grave problems exist with security and accounting for nuclear materials in 
these nations, . it is unwise for official statements to say so. Unguarded P.Ublic statements 
suggesting that these nations are unable to effectively control their nuclear materials can quickly 
poison the atmosphere for cooperation. Such statements are already feeding Russian paranoia 
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concerning U.S. intentions; Minister of Atomic Energy Victor Mikhailov expressed a widely-held 
view in a recent interview when he said that the West was whipping up fears of nuclear smuggling 
in order to suggest "that Russia is unable to handle its nuclear industrial complex and the West 
should take control over it into its own hands. "3 After some stories that have appeared in the 
Western press, individuals who have been open and cooperative with the United States on MPC&A . 
matters have been sternly warned by the FSK 4 Sensitivities about cooperation in this area also exist 
in the other former Soviet states. Hence, extreme care must be taken to avoid incautious public 
statements and sensationalized press reports. As one official from the U.S. Embassy in Moscow 
put it to the Panel: "Trust that took thousands of hours to build can be destroyed in a ten-minute 
speech." 

In the remainder of this report, we begin by describing in more detail the scope and nature 
of the deficiencies in security and accounting for weapons-usable nuclear materials in the former 
Soviet Union. We then discuss the U.S. response to this problem to date, and outline some key 
lessons learned from the experience so far. We then conclude with a series of recommendations 
for next steps, including actions we believe the President should take and actions that should be 
taken by the program's implementers. 

.., 
3Interviewcd in the new Russian journal Yaderny Kontro/ (Nuclear Control), translated in The Monitor: 

Nonproliferation, Demilitarization, and Arms Control, University of Georgia, Center for BastrWest Trade Policy, 
Febroazy 1995. 

4See Moscow 001888, January 1995, "Holes in the Fences: Protecting Nuclear Materials in Russia's Closed 
Nuclear Cities," (Secret). 
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II. THE PROBLEM 

The Soviet Union bad a nuclear materials security system that was highly effective for 
decades. But the threat, and the environm~nt, have changed. Today, this system, once effective, 
has become grossly inadequate. 

The system that is still in place was designed almost exclusively to counter an "outsider'' 
threat-such as American spies getting into nuclear facilities. 6 The "insider" threat-workers 
within a facility who might steal materials-was virtually non-existent, because of the location of 
most of the materials within closed cities or at least closed facilities, the extensive monitoring of 
personnel within these cities and facilities by the KGB, and the limitations imposed on the 
operation of black markets (whereby stolen materials might be transported out of the country) by 
the characteristics of the closed, authoritarian society. 

With a burgeoning black market, ever-increasing corruption, porous borders, and severe 
economic distress for nuclear workers, the "insider" threat has grown astronomically, and the old 
system is simply unable to cope. The nuclear cities that once received the best the Soviet 
economy had to offer are now stricken by genuine poverty. At many sites, workers go unpaid for 
months; several strikes and other labor actions at major nuclear sites have occurred. With 
nuclear workers struggling to feed their children, the temptation to steal could be overwhelming. 
Already, there have been many cases of insiders at nuclear facilities stealing nuclear materials for 
possible sale. 

The systems in place to protect nuclear materials were never designed to deal with the 
insider threat that is now predominant. The facts are stark: 

Given that this was a key threat around which Soviet security systems were designed, it is not surprising that 
it has been difficult to convince Russian security officials that Americans in Russian nuclear sites are part of the 
answer, not part of the problem. 
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• In several known cases, individuals have simply "walked off" with kilograms of weapons­
usable materials, and no one noticed until long after the materials were gone . 

• 

• 

• 

• 

• While in theory.there is a "two-man-rule" barring any individual alone from getting access 
to nuclear material, this crucial safeguard is widely ignored. · 

• 
0 

• Guards at some facilities are not properly paid, equipped, or trained. At one facility with 
weapons-usable materials, for example, a fence around the guard house is intended to 
prevent the guards from stealing bread from the bakery next door. 

Two aspects of the Soviet economic system have exacerbated the problem. First, under 
the quota system, if a particular facility produced more than central planners had demanded in a 
given year, there was a considerable incentive to set the extra material aside in a secret stock, to 
make up any shortfalls that might occur in subsequent years. Thus many facilities have se_cret 
"honey pots" potentially representing hundreds of kilograms or even tons of nuclear material, 
unknown to central authorities. 

Second, since HEU was difficult to get, research institutes typically would try to acquire 
substantially more HEU than was needed for their immediate purposes, so as to have enough 
available to do further experiments. Since HEU might come in handy later, arid there were no 

7"Holes in the Fences," op. cit. 
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EO 135261.4c 

regulations requiring expensive protection for such material, there was no incentive to send any 
"leftovers" back to central authorities. In some cases, it has been found that leftover HEU was 
simply forgotten when researchers retired or moved on to other projects: there have been. a 
number of recent instances in which facilities have discovered stashes of HEU that they did not 
know they had. 

EO 135261.4c, 3.3(b)(1), 3.3(b)(6) 

EO 13526 1.4c, 3.3(b)(1), 3.3(b)(6) 

EO 13526 1.4c 

9See, for example, Moscow 032874, "Overview of Nuclear Material Protection, Control, and Accounting in 
Russia," November 1994 (Secret). 
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Fortunately, there is as yet no evidence of a substantial "market" of agents of proliferating 
states looking to buy such materials: the very large number of scams being run by con artists 
claiming to be selling valuable weapons-usable material appears to have spooked some of the 
potential buyers. Nor is there any evidence, as yet, of the involvement of organized crime in 
thefts of weapons-usable nuclear materials. Here too, however, we simply cannot know what 
may be happening that we have not detected. 

10sec note 2. 
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4. Naval Fuel. A substantial quantity of HEU ranging from 20-90 percent enrichment 
exists in the naval complex, including fuel for submarines, surface combatants, and civilian 
icebreakers. Much of this material is in the lower range of enrichment, and is therefore less 
attractive as bomb material, but more recent vessels (including icebreakers) use enrichments ofup 
to 90%. Naval fuel storage sites (such as the one at Murmansk where several kilograms of fuel 
was recently stolen) are controlled by the Navy. Despite being controlled by the military and its 
contractors, naval fuel sites appear to be startlingly insecure. In the Murmansk case, for example, 
a single thief simply walked through one of the many holes in the fence, sawed off the padlock on 
a shed holding naval fuel, pried open the door (using a pole he found at the site), broke open 
several fuel elements, poured the material into his bag, and retraced his steps. While the theft was 
detected within hours, the thief was not arrested until six months later, when he began trying to 
market the material. The prosecutor concluded publicly that in Russia it is easier to steal nuclear 
material than to steal a sack of potatoes . 

. 5. Beyond Russia. When the Soviet Union collapsed, Russia was left with more than 95% 
of the weapons-usable nuclear materials that were not in nuclear weapons. Operation Sapphire, 
which airlifted 600 kilograms of HEU from Kazakhstan to safe storage at Oak Ridge, eliminated 
the largest known stock of weapons-usable material remaining outside Russia. The other material 
of concern outside the Russian Federation is at a small number of research institutes, in Ukraine, 
Kazakhstan, Belarus, Latvia, Georgia, and Uzbekistan. As with the research institutes in Russia, 
these facilities have minimal physical protection or material accounting, and pose high 
proliferation risks. It appears possible, however, that sufficient funds will be made available by 
the United States and other donor countries to greatly improve security and accounting for all 
sites outside Russia with weapons-usable materials during 1995-1997. 

In short, the problem is a gigantic· one: hundreds of tons of material, at scores of sites spread 
across the 11 time zones of the former Soviet Union, in weapons, production facilities, and 
research institutes. 

The governments of the region, faced with a wide range of other urgent priorities in a 
wrenching time of transition, have failed to devote the attention and resources needed to solve 
these problems. In Russia, while President Yeltsin and Prime Minister Victor Chemomyrdin have 
both issued orders and decrees calling for urgent programs to upgrade security for nuclear 
materials, interagency disagreements and conflicting budget pressures have ~mied effective 
action. 
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The Ministry of Atomic Energy (MINATOM), which controls most of the nuclear 
materials in Russia, continues to tell Russian authorities and the world at large that there is no 
problem, that it is impossible to steal nuclear materials in Russia, and that they know for certain 
that every gram of material is in its proper place. Nothing could be farther from the truth-as 
other ministries, such as the Federal Counterintelligence Service (FSK) and the Ministry of 
Internal Affairs (MVD) are beginning to point out within the Russian government. 

But from MINATOM' s perspective, the whole issue represents a profound economic 
threat: admitting that there is a problem would mean admitting that substantial resources should 
be diverted from favored MINATOM projects to address it. (As an indication of the scale of 
resources involved, the United States spends some $800 million every year on safeguards and 
security in the DOE complex.) And MINATOM's budget is already stretched extremely thin, as 
Minister Mikhailov attempts to maintain his million-person empire even after its Cold War mission 
is over. Moreover, acknowledging that there were problems controlling nuclear materials where 
they are now would be a fundamental challenge to MINATOM's vision of a future in which 
reactors running on weapons-usable plutonium fuel would be spread throughout the Russian 
Federation. 

Just as the Russian government is not a monolith, however, MINATOM is not a monolith. 
Many of the institutes and facilities involved in :MPC&A cooperation with the United States are 
developing an acute understanding of the problem and considerable enthusiasm for continued 
cooperation. Tension between MINATOM headquarters' efforts to go slow and :MINATOM 
facilities' desire to move forward is building. 

While decrees signed by Yeltsin have given the nascent nuclear regulatory agency, GAN, 
authority to regulate security and accounting for both civilian and military materials, GAN has 
only recently begun to gain the real authority needed to implement that mandate. GAN is a tiny 
organization with few staff and fewer resources, trying to regulate some of the most powerful 
ministries in Russia. During 1993 and most of 1994, GAN was effectively barred from 
:MINATOM facilities handling military materials, and from Ministry of Defense facilities-both of 
which Yeltsin had decreed GAN should regulate. 

In September 1994, however, Yeltsin issued a decree calling for an interministerial 
commission, chaired by GAN, to make recommendations for urgent steps to be taken to improve 
security for nuclear materials. Working closely with MINATOM, and with support from the FSK 
and the MVD, GAN succeeded in securing agreement of all ministries on a report to Yeltsin, and 
later on a government order that was signed by Chemomyrdin in January of 1995. A new Atomic 
Law which will provide the legal foundation for GAN' s regulation of :MPC&A is expected to be 
approved by the Duma this spring. Nevertheless, despite explicit instructions in Chemomyrdin' s 
order that funding should be made available, the Ministry of Finance has failed to provide the 
roughly $4 million that GAN and MINATOM agreed was needed to implement the "most urgent" 
steps called for in the order. ·' 

In short, while this issue has come to the attention of the very highest levels of the Russian 
government, no comprehensive plan of action is yet being implemented in response, and 
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MINATOM headquarters continues to deny even the existence of a problem. For the other 
former Soviet states, the situation varies from one nation to another-but none of them has 
undertaken a comprehensive program to do what needs to be done. Indeed; in Ukraine, the main 
organization which had been in charge of security and accounting for nuclear materials-and with 
whom the United States had signed agreements calling for joint work on upgrades-has recently 
been abolished, with its responsibilities folded into a new ministry headed by a leading opponent 
of Ukraine's accession to the Nonproliferation Treaty. 
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ill: THE U.S. RESPONSE TO DA TE 

U.S. programs· to enhance security and accounting for weapons-usable nuclear materials in 
the former Soviet Union got off to a slow start, but they are now beginning to show solid 
achievements and appear likely to make additional progress during 1995. 

A Slow Start: 1991-1993 

In the years immediately following the collapse of the Soviet Union, efforts to improve 
security and accounting for weapons-usable materials in the former Soviet states made little 
progress-hobbled by lack of priority, lack of policy coherence, and lack of top-level attention in 
both the United States and the FSU, and by the extreme sensitivity on the FSU side about the 

· issue of security at nuclear sites. Indeed, until early 1993, U.S. experts had not recognized the 
full scope and severity of the MPC&A problem that existed in the former Soviet Union. 

As early as 1991, when Congress voted to establish the Nunn-Lugar program and provipe 
$400 million for its first year, preventing proliferation and securing nuclear weapons and materials 
were designated as key priorities. Material protection, control, and a~counting (MPC&A) .was 
one of the seven areas of cooperation agreed to by Secretary of State James Baker and his Soviet 
and Russian counterparts in late 1991 and early 1992. Nevertheless, this issue received little 
priority on either side, and a variety of interagency conflicts delayed progress. In retrospect, 
setting up a program in which the Department of Energy was to spend the Department of 
Defense's money was a recipe for interagency conflict (some of which has continued to this day). 
In addition, acting on a strict interpretation of Congressional direction, DOD decided that the 
Nunn-Lugar program must "buy American," using normal DOD procurement regulations, for 
essentially all goods and services procured (so that only a tiny fraction of the money flowed to the 
former Soviet states). DOE's pace and priorities were criticized by other agencies as oriented 
more toward discussion than action. No one of sufficient authority in the White House or 
anywhere else brought such issues to closure to move the program forward. 

It took until September 1993-a year and a half after the inception of the program-to 
complete a very simple implementing agreement providing the legal basis for MPC&A 
cooperation at Russian facilities handling civilian nuclear materials. (During this period, however, 
initial technical contacts were established that were to prove fruitful later, principally through 
conferences and the joint effort to design the MPC&A system for the proposed Nunn-Lugar 
storage facility for fissile materials from dismantled weapons.) 

At that time, because of Russian sensitivities and resource constraints, MPC&A 
cooperation plans were limited to extremely modest steps. The approach was to establish a small 
number of "model" facilities with highly effective MPC&A systems, with the idea that Russia 
would then apply the lessons learned at these facilities more broadly. The schedule was leisurely: 
initial plans called for the "model" facilities to be established over a period of year~, with 
implementation at other sites requiring years beyond that. A similar "model (acility''. approach 
was taken with Ukraine and Kazakhstan. (No Nunn-Lugar agreement on MPC&A has yet been 

S~CRET 

\ 



.. 
SECRET 15 

concluded with Belarus; other former Soviet states are not eligible for Nunn-Lugar assistance. 
See "MPC&A In the Non-Russian Former Soviet States," p. 15) 

The Russian side insisted that the initial "model facility'' efforts be limited to low-enriched 
uranium (LEU) facilities, even though these facilities posed virtually no proliferation risk­
arguing that the two sides had to take "one step at a time," and needed to build confidence before 
working on more sensitive materials. In addition, although the U.S. side proposed cooperating in 
the development of national standards for MJ>C&A, MINATOM negotiators declined: national 
standards were now to be developed by the Russian nuclear regulatory agency, GAN, whose 
regulatory interference l'vllNA TOM was seeking to minimize. 

Thus, as of January 1994, the only significant effort undeiway to cooperate with Russia to 
improve security and accounting for nuclear materials was focused on modest upgrades at a' single 
low-enriched uranium fuel fabrication facility at Elektrostal. Ten million dollars of Nunn-Lugar 
funding was then available for MPC&A in Russia, with modest additional funds for Ukraine and 
Kazakhstan. 
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New Initiatives: January-October 1994 

It was clear that different approaches were needed, which would focus on the most urgent 
upgrade needs and attempt to address Russian sensitivities. The United States therefore launched 
two new initiatives: a concept in the Nunn-Lugar MPC&A program that came to be called the 
"quick fix," and a separate U.S.-Russian lab-to-lab MPC&A program. Later in the year, the 
United States also decided to undertake a third initiative-a greatly expanded effort to cooperate 
with the Russian nuclear regulatory agency, GAN. 

The "Quick Fix" 

· The idea of the "quick fix," which was modeled on steps the United States had taken to 
upgrade MPC&A in its own weapons complex years before, was for the Russian government to 
form a series of teams to inspect Russian nuclear sites, determine what MPC&A upgrades were 
most urgently needed, and provide a prioritized list to the U.S. side, which could then be the basis 
for discussions of assistance and cooperation. 

The United States proposed that a Russian team should come to the plutonium storage 
site at Hanford to observe U.S. MJ>C&A approaches and means of assessing upgrade needs; this 
would be followed by a U.S. visit to the Russian civilian plutonium storage facility at Mayak 
(chosen because of its civilian character, the large amount-nearly 30 tons-of material there,.and 
a Soviet-era government report that had called attention to poor security there). That visit would 
in turn be followed by Russian-led assessments of MPC&A upgrade needs at Russian nuclear 
sites, beginning with 10 facilities in 180 days. To fund the high-priority upgrades (and to fund a 
proposal, made at the same time, to upgrade MPC&A at the Yekaterinburg blending facility for 
the HEU purchase agreement), the United States indicated it would be willing to increase the 
amount of Nunn-Lugar funding available for MJ>C&A from $10 million to $30 million, and to 

. expand the Nunn-Lugar MPC&A agreement's scope to cover military as well as civilian materials. 

The Russian side accepted the reciprocal visits to Hanford and Mayak (which were 
conducted successfully in July and October of 1994), but declined the idea of a broad-based 
"quick fix'' approach, preferring instead to limit cooperation to a small number of specific sites. 
The Russian side also rejected the proposal to expand cooperation to include military materials, 
and declined the specific proposal to upgrade MJ>C&A at the Yekaterinburg blending facility 
(arguing that MPC&A there was already adequate, and that any upgrades that might be needed 
could be carried out in the context of the ongoing negotiations concerning transparency for the 
HEU purchase agreement). 

By late 1994, however, a number of factors were converging to change attitudes regarding 
the importance of ensuring that nuclear materials were secured and accounted for. A series of 
seizures of weapons-usable material in Europe culminated in August 1994 with the seizure of350 
grams of plutonium (in some 560 grams of material, including uranium) on a plane from Moscow 
to Munich, provoking widespread press coverage and public concern. A top-level German·bfficial 
flew to Moscow and reached an agreement to cooperate in stopping nuclear _smuggling. The 
issue was unavoidably on the international agenda, and, within Russia, there was considerable 
discussion of the issue in the public press. On September 15, President Yeltsin issued a decree 
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establishing an interagency commission to report to him within one month on urgent measures to 
improve security and accounting for nuclear materials; later that month, Presidents Clinton and 
Yeltsin endorsed continued cooperation in this area at their Washington summit. At the same 
time, the less formal U.S.-Russian lab-to-lab program (described below) was beginning to make 
real progress, helping to establish U.S. bona fides. 

Thus, during November and December 1994, the Russian side agreed to MPC&A 
cooperation at half a dozen sites, all of them high-risk facilities with hundreds of kilograms of 
weapons-usable material. These included every single one of the sites listed by the JAEIC as "most 
seriously deficient," except for the Kurchatov Institute, which was covered in the lab-to-lab program. 
Compared to the situation only a few months before, when cooperation was limited to protecting 
only LEU, this represented a major breakthrough. In addition, by that time the two sides had 
reached agreement that the United States would help establish an MPC&A training center at 
Obninsk-a critically important project, if a new "safeguards culture" is to be developed in 
Russia. Based on these agreements, the United States agreed to sign an amendment to the Nunn­
Lugar MPC&A agreement increasing the available funds to $30 million, without insisting that the 
agreement also expand cooperation to include military materials. 

Funding currently available for the government-to-government program includes s9me 
$30 million in FY94 and prior year Nunn-Lugar funds. While only a small fraction of that amo!Jllt 
has yet been spent, the recent agreements on specific sites are expected to enable a significant 
acceleration of the effort. In late 1994, an interagency decision was taken to remove MPC&A 
from Nunn-Lugar and consolidate both the government-to-government and lab-to-lab MPC&A 

· programs in DOE's budget request. DOE's FY96 request includes $20 million to continue the 
government-to-government programs channeled through MINATOM. 

The Lab-to-Lab Initiative 

In April 1994, Undersecretary of Energy Charles Curtis, in collaboration with the national 
laboratory directors, decided to establish a lab-to-lab MPC&A program, building on the lab-to-lab 
relationships that already existed in other areas. A total of $2 million was moved from other 

· projects to kick off the program in FY94. 

The U.S. laboratories quickly began meeting among themselves and with their Russian 
counterparts to discuss possibilities for cooperation. By the summer, the U.S. side was drafting a 
rough plan for cooperation, and contracts for initial steps were being signed. Los Alamos was 
designated as the leader of a multi-lab team on the U.S. side. On the Russian side, one group of 
participants was a team of laboratories designated by :MJNATOM, led by Arzamas-16, one of 
Russia's premier nuclear weapons laboratories. 11 This group also included the Institute of Physics 
and Power Engineering at Obninsk, which was expected to play an important role in MPC&A for 
civilian MINATOM facilities. At the same time, a parallel lab-to-lab effort was undertaken at the 
Kurchatov Institute, the largest nuclear institute independent of:MJNATOM, which had long been 
an advocate of improved MPC&A in Russia. · 

11 Sometimes known by its Russian acronym, VNIIEF. 
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From its inception, the lab-to-lab program was implemented in a different and more 
flexible way than the Nunn-Lugar MPC&A program, and was able to move more quickly. (For 
details, see "Lessons Learned,"p. 22.) 

In October of 1994, Undersecretary Curtis traveled to Russia and provided a copy of the 
draft cooperation plan that had been prepared by the U.S. laboratories. Within weeks, the 
Russian laboratories had responded with a plan of their own, covering a wide range of activities. 
Moreover, while the Russian side in the government-to-government MPC&A effort had 
consistently rejected proposals to cooperate on MPC&A for military materials, in the lab-to-lab · 
program weapons laboratories and weapons facilities were included from the outset. The lab-to­
lab program also provided an opportunity for reaching outside MINATOM to independent 
institutes such as Kurchatov, which had been beyond the scope of the Nunn-Lugar MPC&A 
agreement, which was channeled through :MINATOM. 

A total of $15 million has been budgeted for lab-to-lab MPC&A cooperation in FY95. 12 

The FY96 DOE budget includes a request of $40 million for this purpose. 

Expanding GAN Cooperation 

For some time, the NRC has been cooperating with GAN, its Russian counterpart, on 
development of a new MPC&A regulatory structure for Russia. In mid-to-late 1994, GAN and 
U.S. officials began discussing broadened cooperation, including the provision of training and 
equipment. During Undersecretary Curtis' trip to Russia in October 1994, he signed a DOE­
GAN memorandum of intent for expanded cooperation. Three main areas were identified as 
particularly promising: 

• equipment and training for GAN MPC&A inspectors (GAN provided a list of 
requested equipment in mid-1994); 

• establishment of a national computerized material accounting system (Russia does not 
have such a national accounting system at present); and 

• MPC&A at non-r....fINATOM, non-MoD sites (where GAN could serve as the single 
point of contact for facilities controlled by a wide array of different agencies and groups). 

Current funding specifically targeted for cooperation with GAN on MPC&A is only a few 
hundred thousand dollars, channeled through the NRC. DOE's FY96 budget request includes 
$10 million for this purpose (out of the total of $30 million for government-to-government 
MPC&A programs). 

.J 

121n late 1994, an interagency decision was taken that these funds would be provided .from DOD's FY95 
Nunn-Lugar funding. At the time of the Panel's review, however, while a substantial fraction of these funds had 
already been spent or committed (borrowing from other DOE programs), DOE and DOD had not yet reached 
agreement on the terms and conditions for this transfer. 
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Demonstrable Progress: November 1994-Present 

By late 1994, the U.S. government had established a multi-pronged approach to MPC&A 
cooperation with Russia, including three principal programs: 

• government-to-government (funded through FY95 from Nunn-Lugar, but transitioning to 
DOE funding in FY96); . 

• lab-to-lab; 

• expanded GAN cooperation. 

During late 1994 and early 1995, these programs began to make demonstrable progress on 
the ground. Until late 1994, it was still correct to say (as critics sometimes did) that there was not 
a single kilogram of weapons-usable material for which security had been improved as a result of 
U.S.-FSU cooperation efforts. This is no longer true. Recent successes include: 

Project Sapphire . 
This well-publicized operation airlifted 600 kilograms of HEU from Kazakhstan to safe 

storage at Oak Ridge in November 1994, at Kazakh request. This represented a key 
nonproliferation success, born of complex and intensive interagency cooperation. Given the 
politics of bringing foreign nuclear material into the United States, however, such an approach 
will probably only be applicable in a limited number of cases. The Administration should continue 
to examine expedited options for achieving similar objectives in the future (see "Project 
Sapphire-and Beyond," p. 25). 

The Kurchatov Institute 

In the course of just two months, in November and December 1994, a radically improved 
l\1PC&A system was installed at Building 116 at the Kurchatov Institute in Moscow-home to 
two critical assemblies fueled with over 100 kilo ams of HEU. 

3526l.31> 6 
'3. {b)(6} Built for less than $1 million, the system includes 

almost exclusively Russian equipment, though the design was a cooperative effort between U.S. 
and Russian laboratories. This was the first site where major improvements in l\1PC&A were 
actually implemented as a result of U.S.-Russian cooperation. Similar upgrades are planned for 
two other buildings at the Kurchatov Institute housing substantial quantities of HEU. Largely 
because of the use of Russian equipment, the Russian participants (Kurchatov and Eleron, a 
principal Russian producer of security equipment affiliated with MINATOM) have become 
enthusiastic backers of the approach, and are actively working to sell similar systems to other 
facilities. GAN, the Russian nuclear regulatory agency, has publicly advocated installing similar 
systems at nuclear facilities throughout the Russian Federation. 

. ' 
. Government-to-Government and La.b-to-Lab Agreements 

In addition to these specific successes in securing materials at particular sites, agreement 
has been reached on next steps for both the government-to-government and lab-to-lab programs. 
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As noted earlier, in November-December 1994, agreement was reached to expand Nunn-Lugar 
MPC&A cooperation to include a half-dozen key, high-priority nuclear sites, including the key 
facilities listed by the JAEIC as "most seriously deficient." After a brief effort by MINATOM to 
walk this agreement back, agreement was reached in March 1995 to proceed with implementation 
ofMPC&A upgrades at 5 of these sites. Major upgrades are expected to be implemented during 
1995 and early 1996. 

Similarly, in January 1995, the U.S. and Russian multi-lab steering groups reached 
agreement on a plan calling for a wide array of activities at a variety of Russian nuclear sites. 
Upgrades at Kurchatov will continue; at Arzamas-16, a demonstration MPC&A system has just 
been installed, and analyses of U.S. and Russian MPC&A equipment are continuing; at Obninsk, 
a complete MC&A system for two major facilities is expected to be installed by June of 1995; at 
the Tomsk-7 facility where HEU from weapons will be converted to oxide, tentative agreement 
(pending MlNATOM approval) was reached to implement an MC&A system by late 1995 or 
early 1996; and a similar system will be installed for Site 20 at Chelyabinsk. 

Remaining Issues 

Despite these successes, a number of key issues remain: 

• Only a tiny fraction of the job is yet done: most of the work remains before us. 
Cooperative l\tfPC&A programs must continue and must receive high priority and 
commensurate resources, if th~ grave proliferation risks that now exist are to be 
substantially reduced. 

• The Russian government remains a cautious partner. MINATOM continues to exclude 
military materials (the majority of the weapons-usable materials in Russia) from 
government-to-government cooperation, and to seek to limit the number of sites where 
such cooperation proceeds. MlNATOM is also seeking to exert greater government 
control over the lab-to-lab program (a request which should be resisted). Despite decrees 
from President Yeltsin and an order signed by Prime Minister Chemomyrdin, MINATOM 
and the economic ministries are still giving MPC&A low priority. As noted earlier, . the 
Ministry of Finance has refused to provide the roughly $4 million that GAN and 
MINATOM agreed was necessary to implement the "most urgent" steps in the Russian 
government's MPC&A plan, signed by Chemomyrdin. ' 

• Within the U.S. government, interagency squabbles continue. While some important steps 
have been taken to resolve these issues (such as establishing an NSC-led interagency 
coordinating group, and consolidating MPC&A funding in the DOE budget, rather than 
leaving it split between DOE and Nunn-Lugar), some disagreements remain unresolved. 
As one indicative example, DOE and · DOD have been disagreeing for weeks over the 
specifics of how $15 million will be transferred from DOD Nunn-Lugar accounts to DOE 
to fund the FY95 lab-to-lab program, and this disagreement has now been allowed to spill 
over into discussions with congressional committees, potentially imperiling the viability of 
the FY95 lab-to-lab program. 

• Resources remain limited. In a number of cases, particularly in the lab-to-lab program, the 
United States has had to put off Russian proposals for further cooperation, because 
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sufficient funds and personnel were not available to carry them out. In other words, while 
MPC&A programs through mid-1994 were primarily "cooperation-limited"- that is, 
available funds could not be spent because sufficient cooperation had not yet been 
achieved-these programs are now clearly resource-limited. 

• Currently the critical managers of the MPC&A effort at DOE are burdened with many 
other responsibilities. Additional, qualified, full-time personnel are needed at all levels to 
implement DOE's expanding program. The team of qualified people at the implementing 
level at DOE and the laboratories also needs to be expanded. 

• There is insufficient coordination with other related efforts, such as various transparency 
initiatives, the HEU purchase agreement, and plutonium disposition. 

., 
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IV. LESSONS LEARNED 

The United States, in its attempt to assist the former Soviet states in remedying 
weaknesses in the system to protect, controL and account for nuclear materials inherited from the 
former Soviet regime, has been faced with a daunting task. Never before has one nation, in so 
short a period of time, attempted to assist a former adversary to meet such security needs. Never 
before has the United States been faced with the delicate task of providing assistance of this sort 
while being sensitive both to the democratic evolution of its former adversary and to the 
significant security dangers that remain in the transition. The short history of this program 
suggests a number of important lessons, and these lessons must be applied if the assistance effort 
is to produce maximum benefits in the future. 

1. An effective program requires sustained top-level leadership, including positive direction 
and support by the President and active, personal participation by cabinet-level officials. 

The history of these programs unfortunately makes clear that if working-level agency 
officials are allowed to let their disagreements block ad.ion. that is precisely what will happen. 
Leadership by top-level officials is required to break through such logjams. The priority of this 
issue within the Executive Branch must be increased if the program is to succeed. The program 
requires clear lines of authority from President, and a strong interagency focal point. 

Top-level leadership is also required to mobilize opinion within the Executive Branch, the 
Congress, and the public, to support the modest costs required for these crucial programs. This is 
particularly important when the assistance is for programs that are often misunderstood, such as 
those in the nuclear area. 

2. Maximum progress requires maximum flexibility. 

Experience demonstrates that the best way to make progress is to push forward on several 
fronts at once, while constantly searching for new ways to get around obstacles that arise. 

Faced with multiple actors on the Russian side with differing (and sometimes conflicting) 
responsibilities and interests, the United States has taken a multi-pronged approach, cooperating 
with :MINATOM, with GAN, and with individual laboratories and institutes. This flexible 
approach has proved its worth and should be continued. 

To date, the DOE's lab-to-lab program has achieved greater successes and moved more 
rapidly than has the portion of the Nunn-Lugar program devoted to securing nuclear materials. 
The flexibility of the lab-to-lab program is a large part of the reason for this difference. In 
particular, explanations for this success include: 

• basing the program on direct collaborative efforts between scientists and engineers 
focused on common goals, bypassing detailed negotiation by governm.en~s; 

• a willingness to provide a substantial portion of the funds for direct purchase of equipment 
and services from entities in the former Soviet states, giving the Russian laboratories 
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strong incentives to participate and to assign personnel to this task (rather than providing 
only U.S. equipment and excluding payment of recipient-state salaries, as has been the 
case in Nunn-Lugar); and 

• the absence of some Nunn-Lugar requirements, including the need to follow all DOD 
procurement regulations and the need for the U.S. to insist on the "audit and examination 
rights" called for in the Nunn-Lugar implementing agreement. 

In particular, the willingness to use Russian equipment in those cases where suitable 
equipment is available (which is not the case in all areas ofMPC&A) increased Russian incentives 
to cooperate; lowered costs; and resulted in equipment that was easier for Russian personnel to 
operate, maintain, and replicate at other sites. 

This flexibility has been achieved without sacrificing protection for the taxpayer. Instead 
of the "audit and examinations" called for under Nunn-Lugar, for example, the laboratories have 
been contracting for specific deliverables at specific prices, with a full demonstration required of 
each system paid for under the program. 

3. Responsiveness to recipient-country concerns is essenti.al 

The effort to protect, control, and account for fissile material in the former Soviet states is 
ultimately the responsibility of those states. Hence U.S. efforts will not be successful unless 
undertaken cooperatively. To build a continuing basis for cooperation, there must be a constant 
effort to understand how the various states (and the various actors within those states) view the 
problem and the cooperative program, to respond to their concerns, and to provide incentives for 
cooperation. 

Failing to be sensitive to recipient country concerns can greatly damage prospects for 
gaining cooperation in upgrading MPC&A As noted, some key officials have already been warned 
about excessive cooperation with the United States, after sensationalized stories appeared in the 
Western press. The concerns that must be addressed fall into four main categories: confidentiality · 
and limiting negative press commentary, a focus on conceiving of these programs as cooperation, 
not as assistance; reciprocal access to U.S. facilities; and the use of indigenous equipment and 
expertise. The first and last of these appear to be concerns shared by many of the recipient states, 
while the middle two primarily apply in the case of Russia: 

i. Confidentiality. Cooperation will not be forthcoming if, whenever Russia opens · a 
nuclear site to the United States, the press is then filled with stories about the inadequacies of the 
security and accounting at that site. Extreme care must be taken to protect information:the 
recipient states consider confidential. Efforts should be made to avoid sensationalized press 
accounts of the state of MPC&A in the former Soviet Union. Public statements that Russian 
l\1PC&A systems are inadequate, that seizures of nuclear material in Eurnpe and elsewhery came 
from Russia, or that Russian technology is inferior to Western technology should be avoided. 

ii. Emphasize Cooperation, Not Assistance. Particularly in Russia, which conceives of 
itself as an advanced nuclear power on a par with the United States, it is very important that these 
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programs be presented as joint cooperation to mutual benefit-not as ari assistance program for 
countries incapable of properly managing their nuclear materials by themselves. Public statements 
should emphasize that this is a global problem, not just a Russian one, and that programs to 
cooperate with the FSU states in addressing the problem represent cooperation on mutual 
problems to mutual benefit, not assistance. 

iii. Reciprocal Access. Given Russian sensitivities, gaining necessary access to the wide 
range of facilities in Russia requiring MPC&A upgrades will inevitably require offering similar 
access to U.S. nuclear sites. There is little doubt, for example, that the U.S. decision to give a 
high-level Russian team a detailed look at the security and material control systems in place at the 
Hanford plutonium storage site was a critical factor in the Russian decision to allow cooperation 
to begin at similar sites with weapons-usable material in Russia. Indeed, the Russian official who 
led the U.S. return visit to the Mayak plutonium storage site informed the group that his 
instructions were to provide exactly as much access as the Russian group had received at 
Hanford-no more, and no less. Thus, the Clinton Administration's decision to offer reciprocal 
transparency measures-in contrast to the Bush Administration's "pay per view'' approach, which 
demanded unilateral Russian transparency in return for Nunn-Lugar assistance-is critical ·to 
continued success. · 

iv. Indigenous Equipment. As already mentioned, making use of equipment produced in 
the former Soviet states themselves, rather than using only American equipment (as has been the 

I• 

case to date in most of the Nunn-Lugar program, including the Nunn-Lugar MPc&A program) is 
critically important to addressing recipient-state sensitivities. One official of the Russian security 
service told the Panel bluntly that if the United States insisted on using its own equipment, 
cooperation would go no further. 

4. There is no substitute for a strong ma.nagement team to lead these programs. 

Particularly in a complex, multi-pronged program such as this one, effective management 
is essential to keep the programs focused on the central goal of achieving the largest possible 
reductions in proliferation risk per dollar spent, as quickly as possible, and to keep participants 
focused on a prioritized plan of action. In both Russia and the United States, participants in these 
programs have a variety of interests (including financial interests in receiving as large a fraction of 
the program's funds as possible) in addition to their interest in reducing proliferation risks. This is 
not to criticize any of the participants: it is simply a fact of human nature, which must be kept in 
mind. Given that situation, strong managers, aware of these different and sometimes conflicting 
interests, are essential to keep the program on track. 

5. Public support in the United StaJes, the former Soviet Union, and among thei.r preseni and 
former allies is needed. 

• I 
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_,, 
The cooperative MPC&A program is difficult to describe to the public because of the 

obvious sensitivities involved, described above. Support from the public sector is" required, 
however, if the program is to maintain adequate funding from the United States and benign 
cooperation, at least, from others. A difficult balance must be drawn between providing sufficient 
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information to make a public case for the importance and urgency of these programs, and 
maintaining sufficient confidentiality to ensure continued recipient-state cooperation. A proactive 
approach under Presidential leadership is essential . 

. The need for such leadership is particularly acute in those cases where cooperation is 
perceived to have a negative impact on the interests of segments of the U.S. public. For example, 
the HEU purchase agreement has the potential to displace U.S. jobs in uranium mining and 
enrichment. Project Sapphire required bringing foreign nuclear material to Tennessee, where 
local residents believe they are carrying a big enough nuclear burden already. Purchasing 
MPC&A equipment produced in the former Soviet states will mean that the money will not go to 
American contractors. In all these cases, the public and the Congress need to understand the 
substantial security benefits from the modest sacrifices called for. 

6. Effective collection and analysis of information is essential 

Analysis by experts of data available to the U.S. Government to ensure adequate 
understanding of the true situation is crucial. Important information can be gained from . the 
existing analytical resources of the intelligence community if it is properly tasked and focused. 
Since information rel~ted to accounting and control procedures within particular facilities is not 
available through national technical means, however, much of the most important informatiop is 
coming not from the intelligence agencies, but from U.S. MPC&A experts who have visited niany 
of these facilities. Increased attention needs to be devoted to ensuring that information available 
from individuals who have worked at or visited these facilities is collected and integrated with 
other information. 

.J 
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V.RECOMMENDATIONS 

Our recommendations fall into two categories: recommendations for Presidential action, 
;: and recommendations for those who will implement the policies pre&cribed by the President. 

Recommendations for Presidential Action 

. I. The President should issue a decision directive designating the effort to protect, 
control, and account for fissile material as a critical and urgent security priority of the United 
States, and directing that it be given commensurate resources and top-level attention. 

The nuclear proliferation threat posed by inadequately secured nuclear materials in the 
former Soviet Union is among the most serious and urgent threats to national security the United 
States faces in the coming decade. Only Presidential action can firmly establish efforts to reduce 
this threat as a top priority. The directive should clearly establish the Administration's policy and 
outline a coherent approach to implementing that policy throughout the government. · · 

2. The President should appoint a senior Administration official to take full-time, 
personal responsibility for ensuring that cooperative programs with the former Soviet states to 
control fzssUe materials are being effectively implemented, and should give that individual 
clear authority w get the job done. · 

Security and control for nuclear materials, as one of the preeminent security challenges 
facing the United States, is an issue that requires sustained top-level leadership. The gigantic 
scope of the challenge of managing these materials-involving hundreds of tons of materials at 
scores of sites in the former Soviet Union and the United States-has spawned a wide array of 
initiatives, ranging from securing nuclear materials (the primary focus of this report), to' mutual 
reciprocal inspections of storage sites, to providing alternative energy sources to replace 
plutonium production reactors (see Table 2). A dozen or more interagency groups have been 
established to coordinate various aspects of these efforts. To maximize the prospects for success, 
these initiatives require a single coordinator, not burdened with other responsibilities, with the 
responsibility and the authority to ensure that these programs receive adequate resources and are 
effectively implemented, to resolve interagency disputes, and to coordinate these efforts with 
related programs. Such a role will allow the coordinator to balance priorities among these 
initiatives and ensure that key synergies are pursued. 

3. The President should establish, under the leadership of the senior official just 
described, a stronger and more focused interagency process, with clearly defined lines of 
responsibility, authority, and organizational roles, designed to bring the talents of all critical 
agencies to bear in addressing this problem. _, 

U.S.-FSU cooperation to reduce the risk of theft of nuclear materials is a broad problem 
that requires the expertise of many agencies. DOE is now the principal implementing agency, 
though NRC continues to play an important role. DOE is well-suited for this role: it has 
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expertise in fissile materials; it has the responsibility for most U.S. domestic MPC&A; it has 
good working relations with Russians involved in this effort; and, most important, it has a top 
leadership which is committed to this program and assigns substantial priority to getting the job 
done. (As noted below, however, DOE needs to assign additional capable, trained staff to 
manage and implement these programs.) 

Other agencies can and must make critical contributions. The State Department and the 
Arms Control and Disarmament Agency will continue to have important roles to play, in 
interacting with other countries (both the former Soviet states and other donor countries) and the 
IAEA, and in providing additional safeguards expertise. The contri~ution of the intelligence 
agencies will also be important. The Defense Department's On-Site Inspection Agency (OSIA) 
has considerable expertise in quickly organizing visits to sites in the former Soviet Union, 
arranging interpretation services, and the like; this expertise could provide key support to the 
MPC&A cooperation program, and should be utilized where appropriate (though sensitivities of 
the recipient states regarding the participation of an "inspection" agency in this endeavor must be 
kept in mind). . ... 

As noted above, a large number of interagency groups have been established to coordinate 
various parts of the effort to cooperate with the states of the former Soviet Union in managing 
fissile materials. In mid-1994, the National Security Council staff established a central 
coordinating group for issues related to fissile materials in the former ~oviet Union. Interagency 
groups on MPC&A, transparency, and plutonium disposition all report to this overall coordinating 
group. Using that mechanism and others, in late 1994, the Nation~ Security Council staff 
successfully brought the interagency process to agreement on significantly increasing the funds 
available for MPC&A in the FY96 budget request (as well as arranging for additional funds for 
FY95 activities that were then beginning). 

These are important steps in the right direction. Neverthele_s_s, to bring the talents of all 
agencies to bear in moving this program forward, a stronger · ancf ·more focused interagency 
process is needed, under the leadership of a senior official with clear authority from the President, 
who is not burdened with other responsibilities. 

4. The President should direct the senior · o./Jicial resp_o~ible for these programs to 
prepare a prioritized MPC&A action plan within 60 days. This plan should identify specific 
near-term, mid-term, and long-term goals and objectives, and resources needed to accomplish 
them, and it should be updated regularly. 

The importance of a such a plan to any effective program can hardly be overemphasized. 
DOE has much of the basis for such a plan in place, in its lab-to-lab action plan and the list of 
initial sites for government-to-government cooperation that has been agreed with Russia. 

The fundamental goal of this program must be to achieve the maximum reduction in 
proliferation risk per dollar spent, as quickly as possible. Note that this is .not the same as 
protecting the maximum total quantity of material (since some large stockpiles of material may 
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already be substantially better protected, and thus pose lower proliferation risks, than some small 
stockpiles) or protecting the largest possible number of sites. 

Achieving such a goal will require a systems engineering approach-one that includes all 
aspects of the problem and looks for the maximum return for the marginal dollar. It will also 
require a set of guiding principles around which to organize the plan, and a set of specific 
objectives deriving from those principles. (Some specific suggestions regarding the .content of 
this action plan are offered below.) 

5. The President should di.rect that adequate funds and personnel be allocated 
specifically for MPC&A cooperanon, and that a high priority be assigned to protecting these 
resources from cutbacks. 

Funding should be provided that is sufficient to meet a clear set of objectives, rather than 
tailoring the objectives to fit within a pre-determined funding ceiling. It would be a serious error 
to fail to provide the funds for actions that could greatly reduce serious proliferation risks for 
modest costs. 

It is essential that adequate funds be appropriated specifically for this purpose, rather than 
simply "taxing" funds otherwise provided to various agencies, or expecting agencies to fund this 
cooperation by taking funds from other programs in their budgets. 

This program is now funded primarily in the Department of Energy. The probability of 
further reductions in DOE's budget appears high. Given the priority of the l\1PC&A effort, the 
President should direct that its funding be protected in allocating budget reductions (as has been 
directed, for example, in the case ofDOE's stockpile stewardship program). 

6. The President should direct the senior official responsible for these programs to 
develop and implement a plan to secure needed legislative and public support 

The crucial effort to build support for these programs must maintain a difficult balance 
between providing sufficient information to make a public case for these programs and 
maintaining sufficient confidentiality to avoid poisoning the well for cooperation with the recipient 
states. Bipartisan support for the l\1PC&A program on Capitol Hill is essential. Any DOE 
program whose budget is increasing will inevitably come under close scrutiny-particularly if, as 
in this case, it appears to involve ''Russian aid." The Administration must develop and execute an 
effective legislative and public information plan to win the support these programs deserve. 

As noted in the lessons learned, a proactive approach to building public support for these 
programs, under Presidential leadership, is needed-particularly in cases where the actions 
required in the interest of national security have conspicuous economic or other costs. 

7. The President should make effective security and accounting for. weapons-usable 
material an important factor in U.S. relations with the states of the former-Soviet Union. In 
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particular, the President should seize opportunities such as that afforded by his upcoming 
summit with President Yeltsin to gain agreement on specific new steps to improve MPC&A. 

Nonproliferation policies are already central to our relations with the former Soviet states, 
as the current crisis in relations with Russia over the proposed sale of reactors to Iran illustrates. 
The single most essential step the former Soviet states must take to prevent nuclear proliferation 
beyond their borders is to protect the nuclear weapons and weapons-usable materials on their 
territories. That issue, therefore, deserves a central place at the diplomatic table in discussions 
with these countries. 

At their January 1994 summit, President Clinton and President Yeltsin identified 
cooperation in this area as a "high priority." The issue was highlighted again at their September 
1994 summit. The issue has also been discussed seriously in the Gore-Chemomyrdin 
Commission. At the next summit, the United States should seek more detailed commitments to 
take specific new steps by agreed deadlines. 

For ·example, the two Presidents could agree: 

• to endorse the cooperation already underway, including the government-to-government 
effort channeled through l\.1INATOM, the lab-to-lab effort, and the expanding GAN 
cooperation(giving each of these efforts Presidential authorization); · 

• that Russia would carry out a series of fast-paced inspections of its own fissile materials 
sites, to identify and prioritize needs for MPc&A improvements, and that the United 
States would contribute to defraying the cost of this survey and of implementing the 
highest-priority improvements identified; 

• that l\1PC&A cooperation would be extended to include materials in military use 
(including naval fuel) as well as civilian materials, with appropriate measures to protect 
secrets that remain important to the security of each side; 

• that MPC&A cooperation would be extended to additional sites beyond those already 
agreed to, including, for example, the major bulk-handling facilities at Tomsk-7 (Seversk), 
Krasnoyarsk-26 (Zeleznogorsk), Chelyabinsk-65 (the Mayak plant), and Sverdlovsk-44 
(Yekaterinburg); 

• that the two sides will exchange lists of major sites where fissile materials are handled and 
stored, and will exchange visits to major sites on a schedule to be agreed, to discuss and · 
observe security and accounting arrangements at those sites; 

• that the two sides will establish a joint working group to explore cooperation between 
their intelligence, police, and customs services in tracking and responding to thefts of, ·and 
illegal trade in, nuclear materials; 

• that the two sides will explore possibilities for reducing the number of sites where 
weapons-usable fissile materials are used and stored, for example by using non-weapons­
usable materials in research reactors; 

• that the two sides will explore means to improve economic conditions for personnel 
responsible for accounting and security for nuclear weapons and fissile materials; 
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• that the two sides will continue to work together in establishing improved MPC&A 
regulations and enhancing regulatory oversight of these activities; and 

• that the two sides will work out specific agreements on these points for the next meeting 
of the Gore-Chemomyrdin Commission, and prepare a joint report on what had been 
accomplished and additional steps that could be taken for consideration at the next 
summit. 
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9. The President should designate efforts to enhance security and accounting for 
nuclear materials worldwide as a key mission of the national laboratories. 

Already, the national laboratories have made a substantial contribution to U.S. security 
through the lab-to-lab MPC&A program. The lab directors, however, need Pr~idential direction 
to make efforts to enhance MPC&A-not only in the former Soviet Union but worldwide-a 
fulidaµlental part of their mission. The outstanding technical expertise in nuclear materials 
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management built up at several of the national laboratories is a global resource that must be 
applied effectively to this mission. While the national laboratories are already involved in this 
effort, there is substantial room for elevating its priority: at the six laboratories involved, a total 
of only about 30 full-time equivalents are devoted to lab-to-lab MPC&A cooperation with Russia, 
out of thousands of personnel at the laboratories. 

Recommendations for Implementers 

The individuals responsible for implementing the President's guidance on strengthening 
security and accounting for nuclear materials in the former Soviet Union will need the authority to 
get the job done and the flexibility that goes with such authority. Without wishing to prejudge all 
the issues that will face them, we offer some recommendations-based on our review of the 
current state of these cooperative :MPC&A efforts-that the implementers may find useful. 

J. The senior official given responsibility for these efforts should establish a set of key 
guiding principles around which program planning and execution can be organized 

A program of this importance and scope requires a set of guiding principles. As noted 
above, the overall objective must to be to achieve the maximum reduction in proliferation risk per 
dollar spent, as quickly as possible. At the same time, the United States cannot do everything, 
and cannot expect to be allowed to participate in MPC&A upgrades at every site that may require 
them. As noted earlier, the states of the former Soviet Union themselves bear the long-term 
responsibility for protecting and accounting for these materials. The U.S . role is to: · 

(1) assist in implementing high-priority MPC&A upgrades; and 

(2) help the FSU states develop their own indigenous MPC&A capabilities and 
approaches, so that they can protect and account for these materials over the long term after the 
cooperative MPC&A pr.ogram winds down. 

Given this objective and this role for the United States, guiding principles for this program 
should include: 

• Focus on Top Priorities. This requites identifying and addressing the highest 
proliferation risks wherever possible. In particular, to the extent possible, "quick fixes" should be 
identified and implemented. The problem is so acute that remarkably inexpensive and low-tech 
upgrades can make a huge difference in some cases: one obvious example is · piling massive 
concrete blocks in front of the doors of vaults storing nuclear materials to delay illicit access, if 
regular authorized access is not required. The emphasis should be on making the most urgent 
improvements at a wide range of sites, not making wholesale and expensive changes at only one 
or two. The top priority must be implementing upgrades with whatever effective technology is 
already available, rather than developing new technologies (though development efforts can be an 
important means of building mutual trust and cooperation). We cannot afford to wait for (or pay 
for) a Rolls Royce when a Ford will suffice to do much of the job. ·' 

• Foster Indigenous FSU Capabilities. As noted, the nations of the former Soviet Union 
themselves must bear responsibility for ensuring effective MPC&A Therefore building 
indigenous MPC&A expertise and a new "safeguards culture" should be a key priority. This 
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again implies a focus on using equipment designed and produced in the fonner Soviet states 
wherever effective equipment is available, and transferring the technology needed to build 
effective equipment where it is not. Wherever possible, the work shouJd be done by FSU 
personnel and companies, with the U.S. team as consultants. As the adage goes, "give a man a 
fish, and you feed him for a day; teach a man to fish and you feed him for a lifetime." 

o Build Toward National Systems. Efforts at individual sites should be coordinated so 
that they fit together and contribute to the goal of creating a national system providing a generally 
consistent level of MPC&A for all weapons-usable materials. The creation of national-level 
tracking and accounting systems for nuclear materials, as well as effective regulatory functions, 
should be an important priority. While regulations are often taken to have less urgency than 
securing materials on the ground, the fact is that only a sound set of regulations requiring effective 
MPC&A, backed up by realistic enforcement, will provide facility managers the incentives 
necessary to lead them to invest in, operate, and maintain MPC&A systems. 

There will often be some tension between these principles: for example, funds spent 
establishing a national computerized accounting system will be funds not spent on "quick fixes." 
But we believe that an overall balanced program requires pursuit of all three of these principles' in 
parallel. 

2. The Administration should establish a specific set of near-term, mid-term, and 
long-term objectives for the MPC&A program, with well-defined ways to assess progress 
toward the objectives. 

Such a set of objectives and ways to measure progress in achieving them is an essential 
management tool. At the same time, such a tool should not be used so rigidly that the program is 
inhibited from responding rapidly to new developments. 

The following suggested set of objectives is keyed to the near-term, mid-term, and long­
term. Near-term objectives are those that can be expected to be completed or well underway 
within roughly one year; mid-term objectives are those that can be expected to be completed or 
well underway in 2-4 years; and long-term objectives represent the desired end-state the program 
is striving to achieve. 

Suggested objectives: 

Near-term: 

NI. Significantly improve security and accounting for the weapons-usable materials at all 
of the half-dozen highest-risk sites in Russia. 

N2. Significantly improve security and accounting at (or remove material from) all sites in 
the non-Russian former Soviet states with separated plutonium or HEU. 

N3 . Work with Russia to establish a Russian program to identify the highest-priority 
MPC&A upgrades needed at all of its nuclear sites, and mechanisms to accompli~h them. 

N4. Work with Russia to establish a Russian program to take inventories at major Russian 
sites with substantial quantities of weapons-usable materials. 
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NS. Work with Russia to put into place a Russian system of MPC&A regulations, 
including appropriate incentives (e.g., backed up by realistic threats of fines or closure) for 
upgrading MPC&A 

N6. Initiate a program to work with Russia to improve MPC&A for stockpiles of highly­
enriched naval and icebreaker fuel. 

N7. Work with the former Soviet states to establish effective training programs for 
MPC&A implementers and regulators, and to foster a "safeguards culture." 

N8. Work with Russia to establish a nationwide system of material accounting. 

N9. Initiate mass production in Russia of key MPC&A equipment (effective portal 
monitors, particularly). 

Mid-Term: 

M.I . Significantly improve security and accounting for the weapons-usable materials at all 
the major non-weapons bulk-handling facilities and large-scale fissile material storage facilities in 
the MINATOM complex (e.g. the reprocessing plants and associated storage facilities at Tomsk, 
Krasnoyarsk, and Chelyabinsk; HEU oxidation at Tomsk and HEU production and blending at 
Yekaterinburg; and HEU fabrication at Elektrostal, Novosibirsk, and Podolsk). 

M2. Significantly improve security and accounting at ( or remove materials from) all 
facilities outside of closed cities or military bases which handle kilogram-quantities or more of 
separated Pu or HEU (e.g., civilian institutes). 

M3. Work with Russia to develop a comprehensive plan, with cost estimates, for longer­
term MPC&A upgrade needs and material consofidation for all its nuclear sites, including specific 
staff, equipment, and training needs for specific sites. 

M4. Work with Russia to ensure that effective portal monitors or equivalent capability to 
detect removal of nuclear material are installed and used effectively at all major Russian sites with 
substantial quantities of weapons-usable materials. 

MS. Work with Russia to ensure that GAN acquires all the capabilities necessary to 
effectively regulate and inspect MPC&A. 

Long-Term: 

L 1. Work with the former Soviet states to ensure that all facilities in the FSU with 
strategic quantities of HEU or Pu have effective MPC&A systems in place and in use. 

L2. Work with the former Soviet states to ensure that effective MPC&A is established as 
an ongoing priority activity with requisite funding. 

L3. Work with the former Soviet states to establish a sufficient and self-sustaining cadre 
ofMPC&A implementers, designers, inspectors, and regulators in those states. _, 

L4. Work with the regulatory agencies of the former Soviet states to establish effective 
overall programs ofMPC&A regulation. · 
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Once a set of objectives such as these has been defined, it is essential to develop an 
estimate of what is required (technically, politically, and administratively) to attain those 
objectives, including in particular the resources (money and people) that must be committed. In 
this case, not all of the resources should come from the United States; the recipient states and 
other donor states should make substantial contributions as well. 

3. The Administration should continue to take a flexible, mul~pronged approach to 
improving MPC&A in the FSU, exploiting opportunities as they arise. All of the cu"ent 
MPC&A cooperative programs deserve strong supporl. 

All three of the major current programs to cooperate with the states of the former Soviet 
Union-the 'government-to-government MPC&A effort (now transitioning from Nunn-Lugar to 
DOE), the lab-to-lab program, and the expanding cooperation with GAN-should be continued. 
Given the multitude of different actors on the Russian side (not to mention the non-Russian 
states), suggestions that the program be trimmed down to a single approach should be resisted. A 
strong U.S. management team will be needed to coordinate t)iese programs and a11 · the U.S. 
participants in them so that they remain focused on the key objectives and reinforce each other 
effectively. 

4. The Administration should make a comprehensive effort to analyze and deal with 
recipient-state sensitivities and incentives, in order to achieve the maxi.mum degree of 
cooperation. 

As noted above, cooperative MPC&A efforts need to be supported by a detailed effort to 
understand the domestic sources of nuclear decision-making, including the multiple actors 
involved, the sensitivities of each of those actors, their incentives for cooperating or for blocking 
progress, and the leverage points in the system. In some cases, this will mean working hard to 
cooperate with former Soviet nuclear bureaucracies that are peopled with unreformed Cold War 
holdovers-an arduous, unpleasant, but essential task. 

The four key areas to which the United States must be sensitive-confidentiality, focusing 
on cooperation, reciprocity, and use of indigenous equipment-were outlined above under lessons 
learned. The U.S. government should develop a conceptual framework and a detailed plan for 
working with each country, which responds to the differing sensitivities of the different countries 
and of the different actors within them. It is essential to analyze these sensitivities and determine 
the best ways to meet concerns at each step of the process, rather than waiting until well 
intentioned proposals have already encountered a buzz-saw of skepticism and opposition. 

In particular, both lab-lab and government-government programs should be seen as 
"collaborative" efforts-not purely assistance-with reciprocal visits and evaluations, and genuine 
technical input from both sides. This is particularly important in cooperation with Russia. 

5. The Administration should continue to design cooperative MPC&A_programs with a 
focus on specific deliverables, to ensure that the money is spent for its intended purposes. 
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Clearly it is critical that the funds allocated to improving MPC&A in fact are spent for that 
purpose. Both the approach taken in the Nunn-Lugar program (purchasing nearly all equipment 
in the United States, and declining to pay Russian salaries) and the approach taken in DOE's 
programs (negotiating prices for specific deliverables to be delivered by specified deadlines) 
provide effective protection for the U.S. taxpayer when used appropriately. But the DOE 
approach offers substantially greater flexibility and better chances of fostering recipient-state 
cooperation. 

, In a fast-moving program-as these must be, if they are to achieve their goals in a timely 
fashion-it is impossible to ensure that every dollar is accounted for. But even a single well­
publicized case of diversion of funds to purposes other than those intended could have a 
devastating impact on support for these programs. Therefore vigilance on this score should 
continue to be an important priority. 

6. DOE should assign additional qualified personnel to numage and implement these 
programs. 

The personnel managing and implementing these programs at DOE are already stretched 
thin. As these programs expand in scope and priority, they will need additional personnel to 
ensure effective management and implementation. Additional staff with safeguards expertise and 
international experience will also be needed. Training of this staff should begin now. 

These programs require an effective organizational structure within DOE, with managers 
not burdened with a wide range of other responsibilities. The p,rogram management should 
include individuals with strong domestic safeguards experience, 4 including experience with 
implementation of MPC&A at operational DOE facilities, as well as experience in international 
cooperation. In particular, the program should make use of the expertise of DOE's Office of 
Safeguards and Security, which is in charge of implementing MPC&A at DOE nuclear facilities. 

All MPC&A programs within DOE should be subject to continuing review, to ensure that 
they remain focused on accomplishing the key objectives in the least time at the lowest cost. 

7. Additional efforts to coordinate U.S. cooperative MPC&A programs with those of 
other countries, and to encourage other countries to expand their contribution to this effort, 
should be pursued. 

Given that the possibility of nuclear theft poses a global threat, other countries with 
MPC&A expertise, particularly those that also have denuclearization assistance programs in the 
former Soviet Union (such as Japan, Germany, and France), should be encouraged to make more 
substantial contributions to reducing the risk. U.S. efforts should be coordinated as closely as 
possible with those of other donor countries and with international organizations (such as the 

..,, 

1~Domestic safeguards, operated unilaterally by a country having nuclear activities, focus on detecting and 
preventing nuclear materials theft, i.e., facility-level protection, accounting. and control with national coordination 
and oversight International safeguards, implemented by international organizations such as the International 
Atomic Energy Agency, focus on detecting diversion by a state having nuclear activities. 
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International Atomic Energy Agency), to avoid duplication of effort and share information needed 
to focus priorities. 

8. Additional U.S. and FSU personnel with expertise in security and accounti.ng for 
nuclear materials should be trained 

As cooperative MPC&A programs expand, additional personnel with MPC&A expertise 
will be needed. The need is particularly acute in the states of the former Soviet Union . . The 
establishment of an MPC&A training center in Russia ( currently slated to be established at 
Obninsk) should be a high priority. The current focus on "training the trainers"-that is, training 
individuals who could serve as instructors for training courses at other facilities-is a useful 
approach. It is essential to ensure that training is available for both MPC&A implementers and 
regulators. Consideration should be given to establishing similar training centers in the other 
former Soviet states (or perhaps a small number of regional training centers). This effort will 
require detailed planning and the compilation of materials from a number of sources (e.g., the 
DOE Office of Safeguards and Security Central Training Academy, Los Alamos courses on 
nuclear material measurements, Sandia training on physical security, and Brookhaven courses on 
safeguards systems, principles, bulk measurements, and statistics.) 

At the same time, the number of qualified personnel available in the United States to 
implement these programs also needs to be increased. All those in the United States with 
expertise relevant to these issues should be identified. People with expertise may be located at 
national labs, at nuclear weapons complex sites (such as major former reprocessing facilities, for 
example), in academia, and elsewhere. Opportunities should be created for national laboratory 
personnel working in other areas to be retrained as MPC&A specialists (in line with the previous 
recommendation to make enhanced safeguards a central mission of the laboratories). 

Recommended Specific Near-Term Actions 

Achieving the ambitious set of near-term, mid-term, and long-term objectives outlined 
above will require a broad range of specific actions. Some of these are already occurring, but 
need acceleration. For example, it is critical to take action to accelerate the government-to­
government program to a pace more closely approximating that of the lab-to-lab program-so 
that MPC&A upgrades at the key, high-risk facilities identified for cooperation in the 
government-to-government program can be accomplished as rapidly as possible. Other actions 
are implied in the statement of objectives, but work on them remains to be undertaken. For 
example, it is important to begin as soon as possible to reduce the proliferation risks posed by the 
almost completely unprotected material at the many small civilian research institutes, not located 
in closed cities, that exist in the FSU. While these sites represent a small fraction of the total 
material, they may represent a large fraction of the proliferation risk. 

The following represent important near-term actions that require further comment: .J 

I. The United States should work with Russia to establish Russian MP<;&A assessment 
and improvement teams, which could rapidly assess what upgrades are needed 
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For Russia's own MPC&A upgrade program to be effective, it needs to be based on an 
assessment of what the most urgent needs are throughout Russia's nuclear facilities. While some 
assessments have been conducted at particular sites, no consistent program to identify and 
prioritize the most urgent requirements throughout the Russian nuclear complex exists. Given the 
many institutional interests involved, establishing such a program would require tough top-level 
leadership on the Russian side. There are some indications that the Russian leadership is focusing 
increased attention on this area. Indeed, in the lab-to-lab program, the possibility of the Russian 
laboratories undertaking such an assessment for those facilities within l\11NATOM's nuclear 
weapons complex is already being discussed. 

The United States has considerable expertise to offer in this area. For many years, DOE 
has had teams which visit U.S. sites, assess MPC&A there, and make recommendations for 
needed upgrades. At one time, DOE conducted a rapid-assessment program and carried out 
large-scale upgrades based on the assessment's recommendations. 

The United States, therefore, should offer to help establish and train the Russian teams 
that could conduct such an assessment, and to contribute to defraying the costs. Once .the 
assessment had been accomplished, the United States could contribute to the most urgent of the 
upgrades identified, as agreed between the two sides. This would represent, in a sense, a revival 
of the earlier "quick fix'' approach. 

2. The United States should work with Russia to establish nuclear-material inventory 
teams. 

There is a pressing and immediate need for the states of the former Soviet Union to take a 
measured, physical inventory of the weapons-usable nuclear materials on their territories. 
(EURATOM has also targeted measured, physical inventory as a high priority.) This is the only 
way to know how much nuclear material exists, where, and in what form. 

The United States should work with Russia and the other states to develop a cooperative 
process to produce measured nuclear material inventories-applied first to all weapons-usable 
material. This is a labor-intensive, time-consuming process: equipment has to be identified, 
supplied, and installed; measurement controls have to be put in place; nuclear materials have to 
be handled; the measurements themselves have to be made; and the data must be recorded, 
analyzed, and updated as necessary. Once the inventories have been established, appropriate 
material controls (tags, seals, surveillance, and the like) and continuing material accounting must 
be instituted. Current rules may have to be modified to accomplish such an inventory: at present, 
a physical inventory that varied from the book inventory could subject the plant managers to 
sanctions. 

To expedite this effort, the United States should help train, equip and certify Russian 
inventory-taking teams. -' 

3. The United States should undertake a new initiative to help Russia improve MPC&A 
for stockpiles of highly-enriched fuel for naval vessels and icebreakers. 

SECRET 



40 SECRET 

To date, MPC&A cooperation has focused on MINATOM, GAN, and individual 
laboratories and facilities. That leaves out an entire sector of the Russian nuclear complex-naval 
and icebreaker fuel, much of it enriched to up to 90% U-235. At least one well-publicized theft of 
over 4 kilograms of naval fuel has already occurred, from the naval base at Murmansk. As noted 
earlier, the ease with which that theft succeeded suggests that security for naval fuel in Russia is in 
urgent need of improvement. The United States should initiate a fast-paced program directed 
toward that goal. Cooperation in this area is likely to be particularly sensitive. The Agreement 
for Cooperation being negotiated in the context of stockpile transparency, which will provide a 
legal basis for exchanging classified nuclear information, may be very useful in furthering Russian 
openness in this area. 

4. The United States should begin discussing with the for mer Soviet states, and Russia 
in particular, the need to consolidate nuclear materials in a smaller number of areas within 
specific sites, and at a smaller number of sites overall 

Currently, weapons-usable nuclear materials exist at scores of sites in Russia alone, and ., 
often at many separate locations within a single one of these sites. Reducing the number of 
locations that must be protected has the potential to greatly reduce the costs of ensuring adequate 
safeguards and security. With the end of the Cold War, a contraction of the Russian nuclear 
weapons complex is inevitable in the long run, and consolidation of nuclear materials should be a 
key part of that contraction-as it has been in the United States. DOE should prepare a detailed 
briefing for the Russian side on the U.S. experience, including the very large reductions in 
safeguards and security costs that have been achieved at some sites through consolidating 
materials, and the reduction in the number of research reactors using HEU over the last several 
decades. Both in work at individual sites and in discussions of the overall program, the United 
States should use every opportunity to encourage Russia to undertake consolidation. 

5. One or more "quick response teams" should be established to respond quickly to 
fast-breaking events. 

This issue is important enough and explosive enough that the United States should form 
one or more permanent "quick response teams," with the expertise and resources needed to 
respond rapidly and effectively to requirements such as Project Sapphire. It is quite possible, for 
example, that an urgent need to rapidly secure or remove material at a particular site could arise 
(for exampie if the material is newly discovered, or is in an area where armed conflict is breaking 
out). A mechanism should be set up within the government to support these teams. Procedures 
for expediting the teams' response, and flexible sources for funding the required operations and 
transactions should be established. The team should train and practice for various kinds of 
operations, including securing sensitive materials in place or removal to a safe area. Special 
communications capabilities should be provided, designed for secure communications in remote 
areas of concern. Consideration should also be given to helping Russia establish such teams to 
deal with such situations on its own territory, as in many cases U.S. quick-respo~e effo~s may be 
too sensitive. 
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6. A small cadre of personnel should be stationed in Moscow on a full-time basis w 
facilitate and support these programs. 

The Embassy science and technology staff plays an essential role in supporting 
negotiations and implementation missions, monitoring events within the Russian government, and 
determining the attitudes and priorities of the wide array of Russian actors involved in l\,fi>C&A­
related activities. This staff is stretched thin, however, and additional personnel devQted to this 
effort full-time will be required as the cooperative MPC&A program expands in priority and 
scope. 

7. To address Russian sensitivities, the Administration should prepare a frank and 
detailed briefing on past MPC&A problems in the U.S. nuclear complex, and rapid upgrade 
steps that were taken to address them. 

Being open and frank in revealing that the United States has also had l\,fi>C&A problems 
in its weapon complex could help serve to improve the sense of reciprocity and mutual 
cooperation in the program. Such a discussion could also focus on the very rapid steps the United 
States took at certain points to assess and remedy deficiencies. 

. , 
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APPENDIX A 

List of Principal Briefings 

Washington, D.C. 

Safeguards and Security in the FSU: Conclusions of the JAEIC Study 
Stephen Mladineo, DOE, Pacific Northwest Laboratory. 

Material Control and Accounting in the FSU 
Mark Mullen, Los Alamos National Laboratory 

Physical Protection in the FSU 
John Kane and Byron Gardner, Sandia National Laboratory 

On the Ground in Russia: The Politics and Problems of MPC&A Cooperation 
Ken Fairfax, U.S. Embassy, Moscow 

Overview of MPC&A Cooperation 
Ken Luongo, Director, DOE Office of Arms Control and Nonproliferation 

Government-to-Government MPC&A Programs 
Ken Sanders, chief, International Safeguards Division, DOE 

The Lab-to-Lab MPC&A Program 
Mark Mullen, Los Alamos National Laboratory 

NRC MPC&A Support to the States of the Fonner Soviet Union 
Ted Sherr, chief, Regulatory and International Safeguards Branch, 
Nuclear Regulatory Commission 

Securing Nuclear Materials: A DoD Perspective 
Gloria Duffy, Special Coordinator, 
Cooperative Threat Reduction, Office of the Secretary of Defense 

Purchases of FSU Materials: Sapphire and After 
Jeffrey Starr, Principal Director, Threat Reduction Policy 
Office of the Secretary of Defense; head, Sapphire "Tiger Team" 

Stopping Nuclear Smuggling 
Joseph De Thomas, Director, Office of Regional Nonproliferation 
Department of State 
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Overview, of Outstanding Issues 
James Goodby, chief negotiator, Safe, Secure Dismantlement 
Department of State 

Next Steps In MPC&A CQoperation 

45 

Frank von Hippel, Federation of American Scientists, former Assistant Director for National 
Security, Office of Science and Technology Policy· 

US. Assistance to Improve Physical Security and Accounting of Fissrle Material in Russia 
Thomas B. Cochran, Natural Resources Defense Council 

Cooperation Between the US. and MINATOM in the Area of Fissile Material Safeguards 
Oleg Bukharin, Princeton University and Moscow Physical-Technical Institute 

Securing Nuclear Materials in the Former Soviet Union 
Wi1liam Potter, Center for Nonproliferation Studies, Monterey Institute oflnternational Studies 

Overview of flssile Material Initiatives and Interagency Process 
Steve Aoki, Director, Nuclear Nonproliferation., National Security Council 

Moscow 

Ken Fairfax, Science and Technology Officer, U.S. Embassy Moscow 

Victor Gubanov, head, Committee on Emergency Situations, Ministry of Atomic Energy 
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